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OCHOBHOE HCIOJIb30BAHUE BBIYUCIUTEIHLHON TEXHUKHU
CBS3aHO C XpaHeHHeM uHpopmaluu. ECTECTBEHHO, BOZHUKAET
3aJlaya 3aluThl HHPOpMaIMK OT HECAHKIIMOHUPOBAHHOTO HC-
noib3oBaHus. B pabore chopMyaupoBaHBl OCHOBHBIE HJICH
CO3JaHUs TMOTOYHBIX aNropuTMoB. Hambosiee u3BeCTHBIE U3
HUX TMOJApOoOHO omucaHbl. PaccMoTpeHa Takxke MpodiieMa
dbopMupoBaHUsl XEII-3HAYEHUS, KOTOpas BO3HUKAET TMpHU
KpunTorpaguyeckux MeTojax 3aluThl HHPopmanuu. Ykasa-
HUS MOTYT OBITh MCIIOJIb30BaHBl KaK CIPABOYHBIA MaTepHall
IPU BBITIOJIHEHUH JOMAIIIHUX 3aJaHui, KypCOBBIX pabOT U MpH
MOJITOTOBKE K DK3aMEHaM.

[IpegnazHaueHsl JUisi CTYJIEHTOB, OOYy4YarOMIMXCS MO Ha-
npasienuto 010400.62 [Mpuknagnas MaremaTuka U uHpopma-
TUKa (qucnuIiuinHa «MaTeMaTudecKue METOAbl 3allUThl WH-
dbopmanmmny, muki b3), ounoit GopMbl 00ydeHUS.
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BBegeHHue

B HacTosiee BpeMs MCIOJb30BaHUE JIEKTPOHHON BBIYUCIIUTEIIh-
HOM TEXHHUKHU B PA3JIMYHBIX O0JIACTSAX YEJIOBEUECKOM NEATEIHLHOCTH BCE
oosee u Oosiee Bo3pacTaeT. O HAKO Yallle BCErO BBIYMCIUTEIbHAS TEX-
HUKa HCIIOJIB3yeTCs JJIA XpaHeHHs W mepeaadn uHdpopmaiuu. Ectect-
BEHHO, BO3HHUKAET 3a/laya 3allluThl MH(OPMAIMA OT HECAHKI[MOHHUPO-
BaHHOI'0 MCIONb30BaHusA. Cpenu CrocoOOB 3alluThl MH(pOPMAIUKA OJ-
HUM U3 HauOoJiee PacpOCTPAHEHHBIX METOJIOB SIBJISIETCS KPUIITOIpa-
dbudeckuit meton. OH mpeaycMaTpUBaeT Takoe MpeoOpa3oBaHUE HH-
dbopMany, Mpu KOTOPOM OHA CTAHOBHTCS JOCTYITHOHW ISl TIPOUYTCHHSI
JIUIITE 00J1a71aTeNI0 HEKOTOPOI0 CEKPETHOTO MapaMeTpa (Kiroda).

OnwuieM 3a7a4y 3alUThl THPOPMALIUK C MOMOIIBI0 KpunTorpadu-
gyeckoro Meroaa. OTIpaBUTEIh XOUET MOCIaTh MOMyJaTeNt0 TEKCT T 10
KaHaTy, KOTOPBIN He SBIIsETCs Oe30MacHbIM. B310OMIIMK X04eT mepexBa-
TUTh TiepeAaBaeMyto uHPopmaimoo. OTIpaBUTENO0 HYHO TaK MOCIaTh
COO0O0IIIeHNE, YTOOBI B3JIOMILMK HE CMOT MPOYUTATh UCXOJHBIA TEKCT T
U3 TIEPEXBAUYEHHOI0 COOOIIEHUS, a MOJTydaTeslb MOT Obl 3a IpUeMJIEMOe
BpEMsI BOCCTAHOBUTh MCXO/HBIN TEKCT U3 MOJYyYEHHOTO COOOIIIEHUS.

UtoObl penuTh MOCTaBICHHYIO 3a/ady, OTIPABHUTENb MIUGPYET
UCXOJIHBINA TEKCT T C MOMOIIBIO HEKOTOPOTO Mpeodpa3oBanus E,, rae
K — xmou mmdposBanus. [lludp-rexcr C =E, (T) mepemaercs Mo ka-
HaJy CBSI3U.

[lomyyaTtens A0mKEeH ymeTh pacimdpoBaTh MIAQPP-TEKCT, TO €CTh
BOCCTAHOBUTH UCXOAHBIN TEKCT T € MOMOIIBIO HEKOTOPOTO MpeodpazoBa-
Hus D, TIe K — Kimou pacmmdpoBaHys; pyruMH cioBamu, T = D_(C).

[Ipocreiiiie cnocoObl MUPPOBAHUS MOSABWINCH OYEHb JTABHO, OJI-
HAKO HAYYHBIM MOJXOJ K MCCIICIOBAHUIO U pa3pabOTKe KpUOTOorpadu-
YEeCKMX METOJIOB MOsBUIICS TOJbKO B XX Beke. K HacTosemMy BpeMeHu
KpunTorpadusi CoOAEpKUT MHOKECTBO PE3yJbTaTOB (TEOpPEM, ajlrOpUT-
MOB), KaK ()yHIaMEHTAJIbHBIX, TaK U MPUKIAIHBIX. 3aHATHE KPUITOrpa-
(dbueil HEeBO3MOXKHO 0€3 Cepbe3HON MaTeMaTHYeCKON MOATroTOBKU. BMe-
CT€ C TeM HE clemyeT 3a0bIBaTh, YTO KPUNTOTPAUUECKHUE METOJbI
npeIHa3HaYeHbl B TIEPBYIO OYEPeb JIJIs TPAKTUUYECKOTO MPUMEHEHUSs, a
TEOPETUYECKH CTOMKHE alrOPUTMbI MOTYT OKa3aThCs HE 3alTUIIICHHBIMU
nepe]] aTakamMu, He TIPeTyCMOTPEHHBIMU MaTeMaTHYECKON MOISIbIO.

AJNTOPUTMBI, UCIIOIB3YEMbIE B COBPEMEHHBIX KPHUITOCUCTEMAX,
MO>KHO pa3/Ie/IuTh Ha JiBa TUMA:



® CUMMETPUYHBIE, B KOTOPBIX KJIIOY paciiu@poBaHUs JIETKO Ha-
XOJIUTCS IO KJIIOYY MU (PpOBaHUS;

® C OTKPBITHIM KJIFOYOM, B KOTOPBIX KJIIOY paciiudpoBaHus TPY/I-
HO HAMTH Jake MPU U3BECTHOM KIIH0Ue UG POBAHUSI.

C apyroil CTOPOHBI, CUMMETPUYHBIE MUGPHI MOKHO Pa3lAeIUTh Ha
nBa Tuna mudpoB: 0JouHbIe U MOToYHbIE. Kak nmpaBuiio, motouHsle mmd-
PBI OTIEPUPYIOT ¢ OUTaMu (WK ¢ OaiiTaMK) OTKPBITOTO TEKCTa W MIdPO-
TeKCTa, a O1ouyHble — OjoKkamMu (UKCHpOBaHHOM JUIMHBL. [IpuBeneMm He-
CKOJIbKO CYIIECTBEHHBIX PA3IMUMi MKy STUMU TUIAMU THUPPOB:

® OJIOYHBI KPUNTOUITOPUTM B CBOEH paboTe TpeOyeT MOJHOrO
0JIOKa JaHHBIX, U, CIEJOBATENIbHO, MPOIECC MU(pPOBaHUS MPOUCXO-
JIAT C BPEMEHHOM 3aJICP’KKOM, @ B IMIOTOYHBIX aJTOPUTMAX CTAPAOTCS
o0ecnieyuTh MUPPOBAHKUE B PEKUME PEAUTHHOTO BPEMEHH;

e B OJ04HBIX mudpax A mubpoBaHUsS BCeX OJOKOB HCIOJb3Y-
eTCsl OJAWH KJIIOY, a B MOTOYHBIX — JJIA KaXJOW MOPLMH HCXOJHBIX
JTAHHBIX MCIIOJIb3YETCS CBOM KIIFOY.

Hanomuum, 4yTo abCOIIOTHASI CTOMKOCTh KPUIITOCUCTEMBI OOBSICHSI-
€TCsl OTCYTCTBHEM KaKUX-TMOO 3aKOHOMEPHOCTEH B 3amr(poBaHHBIX
naHHbIX. [[pOTUBHUK, NTepexBaTUBIINN MIU(P, HE MOKET HA OCHOBE €T0
aHaM3a TOJYYHUTh KaKy-Tu00 WH(OpMAIMio 00 HCXOJHOM TEKCTE.
DTO0 CBOMCTBO JOCTUTAETCSI IIPH BBIOJHEHUHU TPEX TPEOOBAHUM:

® PABEHCTBO JUIMH KJII0Ya U UCXOJHOTO TEKCTa;

® CIIy4allHOCTb KJIKOYa;

® OJIHOKPATHOE MCIIOJIB30BaHUE KIIIOYA.

OCHOBHOI HEJOCTaTOK aOCOJIFOTHO CTOMKOW KPHITOCHCTEMBI — ATO
paBeHCTBO 00beMa KITIOUeBOM MH(POPMAIIUK K CyMMapHOro o0Obema Iepe-
naBaeMbIx cooOmieHuit. CreqoBaTeNbHO, MOCTPOUTh (PPEKTUBHYIO CUC-
TEMY MOKHO JIMIIIb OTKAa3aBIINCh OT a0COJIFOTHOM CTOMKOCTH U UCTIOJIb30-
BaTh B KAYECTBE KJIFOUEBOM MCEBIOCITYYAUHYIO TTOCIIEA0BATEIBHOCTD.

YuraTenb He AOKEH 3a0bIBaTh, UTO MPOCTEHIIAs MOJIeNb TTOTOY-
HOTro ImHudpa MoxeT ObITh CHOPMYITMPOBAHA CIASTYIOITUM 00pa30M:

e 1poriecc mugppPoBaHUS:

— Ha UCTOYHMKE T€HEPUPYETCA ClydaiiHasi KJItoueBasi mociae0Ba-
TeabHOCTh(ramma) ouT k =kk,...k ....;

— KJIIOUEBas MOCJIEIOBATEILHOCTD CKJIAIbIBACTCS IO MOJYJIIO J1BA
c OMTaMHu UCXOJTHOTO TeKCTa t=tt,...t ....

c =t dKk.



® Ipoiiecc pacuuPpoBaHus:

— Ha MPUEMHUKE MOBTOPHO T'€HEPUPYETCS KIHOUYEBAs MOCIEI0BA-
TEJIbHOCTb;

— KJIFOUEBasi MOCJIEA0BATEIBHOCTh CKJIAIbIBACTCS IO MOJYJIIO JIBa
c 3amu(ppoOBaHHBIMH TAHHBIMH.

t=c @Kk.

CTyaeHThl 10KHBI 00paTUThL 0c000€ BHUMaHUE Ha TOT (DaKT, 4TO
CTOMKOCTh CUCTEMBI LIETMKOM 3aBUCUT OT BHYTPEHHEU CTPYKTYpHI Ire-
HEpaTopa KJIIOUEBOM MOCIIEI0BaTEIbHOCTA. 3aMETUM, YTO €CIIH KaX-
JIBIA pa3 MpHU CO3JAaHUU KIIIOUEBOM MOCIIEA0BATEIHLHOCTH OyAET BhIJIa-
BaThCs OJIHA U Ta K€ MOCJIEI0BATEILHOCTD, TO B3JIOM KPUITOCUCTEMBI
Oyner TpuBHaIbHOU 3anaueid. Jlerko copmynupoBaTh TpeOOBaHUS,
KOTOPBIM JIOJIKEH YAOBJIETBOPSITH I'€HEpPATOp MCEBIOCITyYalHOMN MO-
CJIEJIOBATEIIbHOCTH, OPUEHTUPOBAHHBIM Ha HCIIOJb30BAaHUE B CHUCTE-
Max MOTOYHOTO MU(POBAHHUS:

e xpuntorpaduyeckas CTOMKOCTh (BhIUMCICHUE uncaa k , MO u3-
BECTHBIM TMPEIBIIYIIUM 3JIEMEHTAM MoclieioBaTeIbHOCTH k. 0€3 3Ha-
HUS KJIF0Ya JTO0JHKHO OBITh TPYIHOM 3a/1a4ei);

® CTaTUCTUYECKasi O€30MaCHOCTh (BEPOSTHOCTH MOPOKICHUS
Pa3IMYHbIX 3HAYEHUN JTOJDKHBI OBITh B TOUHOCTH PaBHBI);

e OoublION epuoa GOopMUPYEMOM MOCIE0BATEILHOCTH;

¢ >»hdekTuBHAS alnmapaTHas U MporpaMMHas peaanu3alius.

JlaHHbIE METOJIMYECKHE YKa3aHMs COJep:KaT HaydaJbHbIE CBEe-
HUS 110 CO3JJaHUIO TTOTOYHBIX MHU(POB.

[loTo4yHbIe U PPHI

[ToTounble mMGpPHI MOKHO pa3JACIUTh HA JBA TUIA: CHHXPOHHBIC
¥ CaMOCUHXpOHM3UpYronuecsa. OnuiineM ujaeu yKka3aHHbIX IuGpoB:

® CUHXPOHHBIC IIU(PHI — B 3TOM ClIydae 3HAUYEHUs KIIOYEBOU IO-
CJICZIOBATEIbHOCTA HE 3aBUCAT OT BXOJHOTO WM IIU(PPOBAHHOTO TEK-
cToB. Jlerko 3amMeTuTh, 4TO y JAHHOTO TUMA MM(PPOB OTCYTCTBYET (-
dekt pazMHOKeHUsT omuOku. OMH OuT mMdpa, UCKAKEHHBIN TP Tie-
penaye, MpUBENET K UCKAXKEHUIO TOJIBKO OJHOTO OMTa TEKCTa IMpU pac-
mudpoBanny. BeraBka vy BeImaeHus OUT 3ammdpoOBaHHON MOCTIEO0-
BaTEJILHOCTHU C, HEJIOMYCTUMBI, TaK KaK HapYIIUTCS CUHXPOHU3AIINSA, YTO

NPUBENIET K HEMPABUILHOMY paciin(poBaHUIO BCEX MOCIETYIONIUX OUT;



® CaMOCHHXPOHU3HUPYIOMHUECs MUGPLl — B 3TOM CIIydae dJIeMeH-
Thl BXOJHOW TOCIEAOBATEILHOCTH 3alIM(PPOBBIBAIOTCS C y4E€TOM N
MPEAMIECTBYIONUX OUTOB MIM(POBAHHOTO TEKCTa, KOTOpPHIC MPUHU-
MaloT ydacTue B (POPMHUPOBAHUHM KIFOYEBOW IOCIIEIOBATEIHLHOCTH.
Jlerko 3aMeTuTh, UTO Y JaHHOTO THUIA MHUGPOB IPUCYTCTBYET dhPeKT
Pa3MHOXKEHHS OITMOKU. 3aMETHM, YTO BOCCTAHOBJIICHHUE CHUHXPOHHU3a-
MU B CiIydae HEOOXOAMMOCTU TMPOU3OHIET aBTOMATUYCCKH Yepe3 N
3JIEMEHTOB 3l (PPOBAHHOTO TEKCTA.

eHepamopsbI ncesdocny4valiHbIx nocredoeamesnibHocmel

['eHepaTopbl IICEBAOCTYYAUHBIX MOCIEA0BATEIBHOCTEN SBJISIOTCS
BOKHBIMU AJIEMEHTaAMU CUCTEM 3alIUThl UHPOpMAIIUU, HATPUMEDP, OHU
VICTIOJIB3YIOTCS JJISl PEIICHUS CIICAYIOIINX 3a]1a4:

® ICHEpalMU IICEBAOCIYYANHBIX MOCIECA0BATEILHOCTEN IIPU II0-
CTPOCHHM CUHXPOHHBIX W CAMOCHHXPOHMU3UPYIOIMINXCSA IMOTOYHBIX
mudpos;

® XCIIMPOBAHUS UH(POpMAIUH.

PaccmatpuBaeMble B TaHHOW paO0OTe reHepaTophl MCeBIOCTydaii-
HBIX MOCIEI0BATEILHOCTEH MOKHO pa3ieliuTh Ha Kpunrorpaduye-
CKHE U HEKpUNTOTrpaduyecKue:

® HekpunTorpapuuecKkrue reHepaTopbl: KOHIPYIHTHBIC, HA PETH-
CTpax C/ABUra C JUHEUHON OOpaTHOU CBA3BIO, a1 IUTUBHBIC;

® KPUINTOrpadUUYECKUE TE€HEPATOpPhl: C HCIOIb30BAaHUEM OJHO-
CTOPOHHUX (PYHKIMI, C HCMOJb30BaHUEM (QYHKIMM E, OJ0YHBIX

mu@poB, ¢ UCMOIHL30BAHUEM OJIOKOB CTOXAaCTHYECKOr0 Ipeodpa3oBa-
HUS, C KCTIOJb30BaHUEM (PYHKIIMU E, TMOTOYHBIX MHU(POB.

CTyIeHTHl He JOKHBI 3a0bIBaTh, YTO MPU MCIOJIb30BAHUH KPHII-
TOCTOHMKOrO0 T€HepaTopa TPU CACAYIOIIME 3afadd [IjIs MPOTHBHUKA
JO/KHBI OBITh BEIYHCIIUTEIBHO HEPA3PEIIMMBI:

e omnpenenenue (i-1)-ro smemeHTa k., MOCIEIOBATEILHOCTH HA OC-

HOBE U3BECTHOTO (pparmeHTa rammsl kk, ...k , KOHEUHOU JUIUHBI b;

IR
e omnpenenenue (i+1)-ro amemMenTa k., IMOCIEIOBATEIILHOCTH Ha

OCHOBE M3BECTHOTO (hparMeHTa ramMmsl k., . ...k k. KOHEUHOU JJTUHEI b

i-b+1 *
e ompejciieHNEe KIIFOYeBOW MHGOpPMAIMU MO HU3BECTHOMY par-

MCHTY I'aMMbI KOHEYHOU JJINHBI.



KoHIrpy3HTHBIE TeHepaTopbI

JIMHEVHbIA KOHTPYIHTHBIM T'€HEPATOP SABJAECTCS OJHUM M3 IPO-
CTEUIINX TEHEPATOPOB C XOPOIIO M3BECTHBIMU CBOMCTBaMU. Dopmy-
Ja, TI0 KOTOPOM BBIYMCISAETCS OYEPEIHOE 3HAYEHHE ITOCIIEIOBATEIb-
HOCTH, UMEET BU]

X.,,=(@X,+b)modn,
rae a,b,n — HeKoToperle KOHCTAaHTHI (n>0,0<a<n,0<b<n), a X, -
MpEeabIAyLIee MCEBAOCIYYaHOe 4Ynucno. Kirodom CiayXuT 3HadYeHuUe
X,. JIerko 3amMeTuTh, YTO MaKCUMAJIbHBIM MEPUOJ TAKOM MOCIEI0BA-
TEJIbHOCTH PABEH N .

Ymeepoicoenue. JluHeliHass KOHTPYIHTHAs IIOCJIEIOBATEIbHOCTb,
OIpelieJIEHHAas YHuCiaaMu a,b,n u X, UMEEeT epuo ] IMHBL N TOrAa U
TOJIBKO TOT 14, KOraa:

® Yucia b ¥ N — B3aUMHO NPOCTHIE;

e yycia a—1 KpaTHO P I Ka)XI0ro MPOCTOrO P, SBISIIOLIETOCS
JEJIUTEIIEM N ;

e a-1kparHo 4, eciu n KpaTHO 4. m

[IpuBeneM HECKOJBKO KOHCTAHT IPU KOTOPBIX JIMHEWHBIE KOH-
IPYSHTHBIE T€HEPATOPHI 00ECIIEUNBAIOT MAKCUMANIbHBIN epuoy [1].

HepenZZZﬂemCﬂ a b "
2% 106 1283 6075
2% 211 1663 7875
2% 421 1663 7875
2% 430 2531 11979
2% 171 11213 53125

O06001IeHNEM JTUHEMHOTO KOHTPYIHTHOI'O I€HEepaTopa SIBIISIIOTCS
MOJIMHOMUAJIbHBIE KOHTPYIHTHBIE T€HEPATOpPHI, ompenessieMbie (hop-
MYJIOW BHJA:

X, = f(X,)modn,
rae f(x) — IPOM3BOJIBHBIN MOJIMHOM, HATPUMED:
X,,, =(@X?+bX, +c)modn — KBaApaTUYHBIIA FEHEPATOD;
X, =(@X’+bX’+cX, +d)modn — KyOudeckuii reHeparop.



K coxasieHnto, KOHTPY?HTHBIE T€HEPATOPhI OECIIOJIE3HBI JUIS KPUII-
Torpaduu, MOCKOJIbKY He 00J1a/Ial0T TOCTATOUHON KPUIITOCTOMKOCTHIO.

Peructp casura c JuHeitHoit oopatHoi cBs3bio (LFSR)

Onpeoenenue. Peructp casura ¢ 00OpaTHOM CBSI3bIO — 3TO PETUCTD,
KOTOPBI MOXHO paccMaTpUBaTh KaKk MHOXECTBO SUEEK MamsiTH, B Ka-
KON U3 KOTOPBIX 3alucaH oauH OuT uHpopmanuu. Ha kaxaoM mmare
COJICP)KMMOE HECKOJbKHX 3apaHee OIpECNICHHbIX s4YeeK (OTBOJIOB)
ponyckaeTcs yepe3 (QyHKIMIO oOpaTHOM CBs3U. 3HaueHHE (YHKIUU
3aMKUCBHIBAETCSA B CaMYIO JIEBYIO STUEHKY PETHCTPA, CABUTAsl BCE OCTAIb-
HbIE €ro OMTHI Ha OJIHY MO3MUIIMIO BIIPaBO. BBIXOJ0M perucrpa Ha Te-
KYIIEM IIare siBJIETCS «BBITOJIKHYTHIN» cripaBa OuT (puc. 1). m

Onpeoenenue. N -OUTOBBIM CABUTOBBIA PETUCTP — PETUCTP CIBUTA
¢ ITUHOU N OWTOB.

Onpeoenenue. 1leprogoM CABUTOBOIO PETUCTPa HA3bIBACTCS JJIH-
Ha MOJIy4aeMOM MOCIEI0BATEILHOCTH IO Hayaja €€ MOBTOPCHUS. W

E

-

A 4 A 4 A 4 A 4 A 4

OyHKIMS 00paTHOH CBSI3U

Puc. 1. Peructp casura ¢ o0paTHOi CBSA3BIO

Onpeoenenue. Peructp ciasura ¢ JIMHEHHON OOpaTHOM CBS3BIO —
JTAHHBIN PETUCTP YCTPOEH TaK K€, KaK PETUCTp CABUTA C OOPATHOM CBSI-
3b10, HO B KauecTBe (PyHKIIMU OepeTcs Jlorudeckas omnepanus XOR. m

OnuiieM KOHCTpYKIUIO U padboty LFSR:

® JOMYCTUM, YTO B HaYaJIbHOM COCTOSIHUM PETUCTPA B €ro siueii-
Kax 3amucaHa Mmocjie10BaTeIbHOCTh OUT{S, ,,...,S,};

® 33/1a€TCs MHOXECTBO OuT {C,,...,C,},
1 ecilucoomeememeyrouad ﬂqedka A6JisiemcA OWlGOaOM .
e G _{0 8 NPOMUBHOM ClyUae ’
® Ha BBIXOJIC pEruUcTpa IOJYYaeTCs IOCISA0BATEILHOCTD
S Sy Sy s Syugre -+ s

011 ON-?

rae s =C*S_ ®...®&c *s_, opui=>N.



Uuraresnp JIETKO MOKET YOEAUTh B TOM, YTO €CJIM B HAYaJIbLHOM CO-
CTOSIHUM PETUCTPA BO BCEX €r0 SYEMKAX CTOAT HYJIA, TO HA BBIXOJIE MBI
MOJIY4YUM IIOCJIEOBATENBHOCTh U3 OAHUX HyJeu. HerpynHo moncuw-
TaTh, uTo 11 N -OutoBoro LFSR cymectByeT Bcero 2" —1 HEHYJIEBBIX
HAYaJIbHBIX COCTOSIHMM peructpa. CreqoBaTebHO, MAKCUMAJIbHBIN Tie-
pHOJI TOCJIEA0BATEILHOCTH OUTOB, KOTOPYIO OYyJIeT reHEepUpOBaTh pe-
TUCTpP CBUTA C TUHEHHON 0OpaTHOM CBsI3bI0, paBeH 2" —1.

[Ipu m3ydenun Tembl «Peructp capura ¢ JUHEHHOW OOpaTHOM
CBSI3bIO» CTYJICHTHI JIOJIKHBI OOpaTUTh 0COO0€ BHUMAHHUE HA TO, YTO C
LFSR MOYHO accoLMMPOBaTH JBOUYHBIN MHOTOYJIEH
C(x)=cyx" +cy X" +...+¢cx+1e F[x]. CTeneHb MHOTOWICHA SIBJISICTCS JIJTN-

HOM CJIBUTOBOI'O PETUCTPA, & €r0 HEHYJIEBbIE KOI(PPUIIUEHTHI SBIISIOTCS

orBogamu. [[is1 Toro uroOsl kKoHkpeTHBIM LFSR mMen makcumanbHBIN

[IEPHO]I, ACCOLIMMPOBAHHBII MHOTOWICH J0JDKCH ObITh IPHMUTHBHBIM .
[IpuBe1eM HECKOIBKO MPUMUTUBHBIX MHOTOWICHOB [ 1].

2| S S

288 & 88 283

S 2 5 2 g 3 2 2 3

Q § Q § Q §

1 | x+1 5 x>+ x> +1 9 X2+ x*+1

2 | xX*+x+1 6 Xt +x+1 10 | x®+x*+1

3 | xX*+x+1 7 X +x*+1 11 | x*+x2+1

4 | x*+x+1 |8 XX +x+x2+1 |12 | x2+xP+x +x+1

B kauectBe miumtoctpanuu padborsl LFSR paccmoTpum crnenyto-
AN TTpUMED.

Ilpumep. TlocTpouM pEerucTp cIABUTA C JIMHEHMHON OOpaTHOM CBS-
3bl0 C ACCOLUMMPOBAHHBIM MHOTOWIEHOM X’ +X+1 W BBIIUIIEM CO-
CTOSIHUE PETUCTPA, €CJIM OH ObLI MHUIIMATU3UPOBAH BEKTOpOM (111).

1 o
JiBonunbiii MHOrowieH C(x) cremenu N Ha3bIBaeTCS MPUMHTHUBHBIM, €CIIH OH He-

NPUBOJINM, & €T0 KOpPeHb O SBISIETCS 00pasytoLielt My IbTHILTMKATUBHOM rpymibl mosst F,y .



LFSR CocrosiHue perucrpa Brixon
- HTEPAIUS | COCTOSTHUE

111

011

101

010

001

100

110

~NoghwiNRF|O
oo ORIk |k

111

IIpumep okonuen.

OcHoBubiMHU nocTonHcTBaMu LFSR gaBisrorces:

® [IPOCTOTA AMNIAPATHON U NPOTPAMMHOUN pealn3alluH;

® MaKCHMaJIbHOE OBICTPOJICHCTBHUE;

® XOPOIIME CTAaTUCTUYECKHE CBOMCTBA (POPMHUPYEMBIX ITOCIIEIO-
BaTCIbHOCTEH.

Onpeoenenue. JINHEMHON CIIOKHOCTHIO OECKOHEYHOM MOCIIEI0BA-

TEJBHOCTH OUTOB Z =2,,7,,Z,,..., Ha3bIBaeTCs BeauunHa LC(z), paBHas:

e 0, €CIIU Z— MOCJIEN0BATEIILHOCTh HYJIEH;
® o, €CIM Z HENIb3d IMOJYy4YUTh C IOMOIIBIO KaKOTO0-HUOYIb

LFSR;

e niuuHe HauMeHbIero LFSR, Beimaromero mocieaoBaTeiIbHOCTD
Z B OCTAJIBHBIX CIyYasx. W

CryaenTtaM cneayeT oOpaTUTh BHUMaHHUE Ha TOT (PaKT, YTO XOTA
LFSR u sBusieTcss XOpOIIMM I€HEPATOPOM ICEBAOCIYYaUHBIX YHCEIL,
HO HCHOJIb30BaTh €ro s mudpoBaHUs HE pekoMeHayercs. Jlerko
3aME€TUTh, 4YTO, 3Had AIUHY N peructpa u 2N II0OCIE€NOBATEIbHBIX
out, Beixoaamux u3 LFSR, mMbl cMokem HaliTH acCOMHPOBAHHBIN
MHOrouwieH. [IpeanonoxumM, 4To HaM H3BECTHBI CTCHEPUPOBAHHBIC
OUTBIL  S,,...,Sy ;,SysSy,1re+rSoyy- HAIMOMHUM, 4YTO (PYHKIMST OOpaTHOMU

CBA3U S, =C *S_,D...&c *s_, Ipu i >N.
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CrnenoBarenbHO, MOYKHO BBIITHCATH CHCTEMY
Sy =5,.,C, @S,,C, @...®s,C,
Sy =5,C, @S,,C, @...DsC,

SZN—l = SZN—2C1 @ S2N—3C2 @ t ‘G_) SN—lCN
WM B MAaTPUIHOUM hopme

S S s, \¢C Sy,
Sy  Syy - S |c

N-1 N-2

2 SN+1

= mod 2.

S2N—3 SZN—l CN SZN—l

2N-2
Ilpumep. Haiinem 4-OUTOBBI PErUCTp CIBUTA C JIMHEWHOW 00-
paTHOM CBA3bIO, €CJIM HaM M3BECTHA MOCIIEI0BATEIbHOCTh OUTOB, KO-
Topast OblTa MM creHepupoBana 01011110001.
[ToacTaBuM B MPEABIAYIIYIO CUCTEMY YPaBHEHHUUN 3JIEMEHTHI Te-
pPEXBAYEHHOM NOCJIEI0BATEIILHOCTH.

S, =S,C,®s,C,dsc, DS, l1=c ®c, c,=0
ss:3401@3302(Jaszc3(Jaslc4:> l1=c, ®c,®Dc, N c,=0
S, =S.C, Ds,C,Ds.c,Ds,C, l=c ®c, D¢, c,=1
S, =5,C,®s.C,Ds,c, DS, O=c,®c,®c,Dc, c, =1

AcconuupoBansbiii ¢ LFSR maOorounen x* + x° +1.

IIpumep okonuen.

Tor ¢akr, yTo Ha MpakTHKE AaMHA peructpa N (Ipeamosaraem,
uto N =LC(z)) He U3BECTHA 3apaHee, HEHAMHOTO YCJIOKHSET 3a/1a4y,
TaK KaK MOKHO I10 OYEPEead MPOBEPATH Tumoressl LC(z)=12,... wiu
BOCIIOJIb30BaThCA alropuTMoM bepiiekamna-Meccu [5].

Anzopumm bepnexamna-Meccu
I/ICXOHHBIMI/I JaHHBIMHA aJI'OpUTMaA ABJIACTCA ITOCICA0OBATCIIbHOCTD
S IJIMHHBI N .
AJITOPUTM COCTOUT U3 TPEX IIArOB.
[lar 1. Uaunuanu3anus:
e BBenem HECKOJIBKO MEPEMEHHBIX: L — JJIMHA PETUCTpA CABUTA,
I — HOMEp UTepaluu, A, — BCIOMOIrareabHas [epeMEHHas.
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e BBenemM HECKOJIBKO MHOTOWIEHOB: C(X) — TEKYLIMH PETHUCTP

CABUTA C JTUHEWMHON 00paTHOM CBsI3bIO, T(X) U B(X) — BCIioMoraresb-
HbIE MHOT'OYJICHBI.

e r=0, L=0, C(x)=1, B(x)=1.
[ITar 2. PaboTa anroputMa COCTOUT U3 MATH MyHKTOB:

L
l.r=r+1, A,=>Css
j=0

r—j;

2. Ecou A, =0, TO IepexoIuM K NyHKTY 4;

B IIPOTUBHOM cityyae T (x) = C(X) — A, xB(X);

3. Ecimm 2L <r-1, to B(X)=A'C(x); C(x)=T(x); L=r—L u mepexo-

JIAM K IIYHKTY 3;

B IIPOTUBHOM cityyae C(x) =T (X);

4. B(x) = xB(x);

5. Eciu r =N, TO 3aBepmiaem mar 2;

B [IPOTUBHOM CIIy4ae MEePEXOqUM K YHKTY 1.

[IIar 3. Beixoa anropurMma:

e | — IJIMHA pEeTUCTpa CABUTrA;

® C(X) — perucTp cABura ¢ JUHEHHON 00paTHO CBSI3bIO.

B kauectBe wumrocTpanuu paboThl anroputMma bepiexkiamma-

Meccu paccMOTpUM CIEAYIOIAN TPUMED.

IIpumep. Haliiem perucTp ciBura ¢ JUMHEHHON 00paTHO CBS3bIO,

€CJIM HaM M3BECTHA TOCJIEAOBAaTEIbHOCTh OWTOB, KOTOpas ObLIa UM
2
creHepupoBada 01011110001°.

r|A, |T(x) B(x) |C(X) Lilr |A/]|T(X) B(X) C(x) L
0 1 1 0116 |0 |14+ x*+x3|@+x*)x 1+ x2+x°|3
10 |0 x |1 017 1 1+xX°+x*|1+x*+x° 1+ x° +x* |4
2|11 1+ %2 1 [1+x° 2(8 10 1+ +x|A+xX*+X)x [1+x3+x' |4
310 [1+x° X |1+x? 2(9 10 1+ +x A+ X+ X)X 1+ + x4
410 1+ X2 X2 |1+ x? 21010 1+ x*+x*|A+ X2+ X)X |1+ + x4
51 1+x2+x3 1+ x31+x2+x3|3 ||1110 |1+ +x* | @+ X* + X)X |1+ x* + x* |4

PesympraT L=4, C(x)=1+x’+X"

IIpumep okonuen.

2 Berumcienust GyayT Ipoxoauts B one GF (2).
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3aMeTuM, 4TO OOIIMI BHUJI T'e€HEepaTopa JBOWYHBIX MOCJIEI0BA-
TEJILHOCTEMN

Q(t+1) =VQ(t),
rae Q(t+1),Q(t) — cocTossHUE PETUCTPA B COOTBETCTBYIOIINE MOMEHTHI
BpeMeHU; V — KBajpaTHas Marpunia mopsiaka N u vV =T", ie{,2}

¢, C ... Cy, Cy 0 0 ... 0 c,
10 ... 0 O 1 0 ... 0 ¢
T,=|0 1 0 o |WmMHT._ !
0 ... 1 0 g
0O 0 ... 1 O 0 0 .. 1 ¢

1

N — CTEIIEHb 00pa3yromiero IPUMUTHUBHOTO MHOI'OWICHA
C(x)=c X" +c, x"*+...+cx+1, tme c,=1 ¢, e{0l}, jef{l...N-1}

k —HaTypaiapHOE Yncio (Mbl OyeM paccMaTpUBaTh TOJIBKO k =1).

Ymeepowcoenue. ®opmupyemasi Mocjieq0BaTEIbHOCTh UMEET MaK-
cCUMalbHBIM mepuos S=2"-1 Torma M TOJBKO Torjaa, Korma S W k
B3aMMHO IPOCTHI. W

Kaxmast Matpuna Vo MMeeT XapaKTepUCTHIECKUA MHOTOWIEH ¢(X),
KOTOPBIM SIBJISICTCS ONPEIEIUTENb MAaTPUIIbl V — XE, IPYyTHMH CIIOBaMH,
¢(X):|\/ —XE|, rne E -eauHuuHas matpuia. MHorounen C(x) ompezne-
JIIET CTPYKTYPY reHeparopa, ¢(X) Ompenesser CBOWCTBA I'eHEpaTopa.
Mmuorounensl C(x) u go(x) CBSI3aHBI MEXAY COOOM CIIETYIOIIUM COOT-
HommenueM: ¢(x)=C(x*)x" . TIpUMUTHBHOCTb @(X) O3HAYAET TIPUMHUTHUB-
HOCTh C(X), u Hao0opoT. IIpu k =1 reHepaTop uMeeT BU/I, TIOKa3aHHBIN
Ha puc. 2.

(O - g () d 4 (t)
D @
0 @

\ &b .. D] a,OL . D] ay . ()

Cxema ®ubonaqun T=T; Puc. 2. Cxema LFSR Cxema Fanya T=T,
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Ilpumenenue LFSR ¢ wiugpposanuu

OnucaHHbIC BBIIIE PETUCTPHI CABUTA C JIMHEHHON 0OpaTHOM CBS-
3bl0, HECMOTPS Ha JIOCTATOYHO OOJIBIION MEepPUO W XOPOIIUE CTaTH-
CTUYECKHE Ka4eCTBA, UMEIOT OYE€Hb ITPOCTOE CTPOCHUE.

CryneHTam ciefyer oopaTUTh BHUMaHUE Ha TOT (akT, YTO B KPHUII-
TOorpapUUecKux MNPUIOKEHUAX HCIOJB3YIOT PAa3JIMYHbIE CIOCOOBI YyC-
JIO’KHEHHS] aHAUTUTUYECKOTO CTPOCHUS TeHepaTopoB Ha ocHOBe LFSR.

[IpuBeaeM HECKOIBKO CXEM TeHEpaTOpoB Ha ocHoBe LFSR:

1. Ucnonws3yrorcst d perucTpoB ¢ JUHEWHOW OOpAaTHOM CBS3BIO
(0OBIYHO OEPYTCS PErUCTPHI C PA3TUYHBIMU JIJIMHAMU U PA3TUYHBIMU
MHOTOYJIEHAMU OOpaTHOM CBSI3M), KOTOpbIE TEHEPUPYIOT BEKTOP

(xl'xd) buTt BbIXOAA CXEMBI MPEJCTABISAECT COOOW NPUMEHEHUE
DyHKIMHE, XKeaTenbHO HelHHeHHoi K BekTopy (X,...x!) (puc. 3). Dra

(YHKIMS Ha3bIBACTCS KOMOUHUPYOWel, a TEHEpaTop B IEIOM — KOM-
OUHUPYIOWUM 2eHepaAmOPOM.

| LFSR-d L\
HeJIuHeHHas

[ LFSR-2 KOMOWHUPYIOTIAs
[LFSR1 | (ymKs

Puc. 3. KomOuHuUpytomnuii reaepaTop

[IpumepoM HETWHEWMHON KOMOMHUpYIOMEH (QYHKIUH IS Tpex
LFSR moxeT cimyxuth f(x,X,,%,)=x, ®xX, ®X,x, (reneparop Jxud-
¢u). KiouoM KOMOMHUPOBAHHOTI'O T€HEpPATOpa CIY>KUT HayajdbHOE
nmoJjoxkeHne Bcex peructpos LFSR [2].

2. Jlpyroit meron ucnons3oBanuss LFSR mnpencrasmser coboit
KOMIIO3UIINIO JINHEWHBIX PETUCTPOB CABUTa. Tak HA3bIBACTCS CXEMa, B
KOTOPOM BBIXOJ OJTHOIO W3 PETHCTPOB MOJAETCA Ha BXOJ APYroro

(puc. 4).
by by () ay a

(dhyHKIHS 00paTHOH CBS3H

¢dyHKLUS 00paTHOI CBSI3U

Puc. 4. Komnosuimst LSFR
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3. Hpyroit cnoco6 ycnoxuenusi LFSR cocTouT B u3MeHeHuu 3a-
KOHa PEKypCHHM B Tpoliecce pabOThl aJropuTMa T€HEpalud raMMBbl.
Hamnpumep, MOXKHO paccMOTpPETh NCEBAOCTYYaHYIO MOCIEA0BATEb-
HOCTb, MOJYYaeMYI0 C IIOMOUIbIO JUHEWHOIO PErUCTpa CIBUTA, 3aKOH
(GYyHKIIMOHUPOBAHUST KOTOPOTO MEHSETCS B 3aBUCUMOCTH OT HOMEpa
BbIPa0ATHIBAEMOTO oura. PaccmoTtpuM  nBa MHOrowieHa
A(x)=x"+ ax’, B(x)=x"+> bXx" K IOCIEN0BATENLHOCTb V, KOTOPas
UMeeT BU]I

v(2t+m) = —fajv(Zt +j) mv(2t+1+m)= —kibkv(Zt +1+k).
j=0 k=0

JIerko 3aMeTUTh, UTO B YETHBIX TAKTaX 3aKOH PEKYPCUU MOCIEI0-
BAaTEJIIbHOCTU V OIpPEIENACTCS XapaKTEPUCTUUECKUM MHOTOUJICHOM
A(X), @ B HEYETHBIX — XapaKTEPUCTUUYECKUM MHOTOYICHOM B(X)

4. Cxumaromuii reHeparop. Mcnonp3yerca 2 peructpa ¢ JIMHEN-
HOW 00paTHOM CBs3bI0. TaKTOBBIE HMMITYJILCHI ITOCTYIIAIOT Ha 00a
LFSR. IIpeanonoxum, 4To

€ =C,CC,... — mocuenoBaTebHOCTh ¢ Bhixoga LFSRI,

b=bhpb,... mocnengoBarenbHOCTh ¢ Boixoga LFSR2.

Torma pe3ynapTHpyrOmas NOCAEA0BATENBHOCTD Z =27,Z,Z,... BKIIIO-
qaeT B ce0s Te OUTHI b, JJIsI KOTOPBIX COOTBETCTBYIOIINE OUTHI C, =1.
OcTanbHble OUTHI TOCIEAOBATEIHLHOCTH b UTHOPUPYIOTCHL.

CrynenTtam cieayeT oOpaTuTh BHUMaHHUE Ha TOT (PakT, 4yTO IpHU
UCIIOJIb30BAHUM B T€HEpaTopax HEJIMHEHHON (DYHKIIMHU MOKHO BbIJe-
JIUTH JIBa TOAXO0/IA:

® HCIIOJIb30BaHME HEJMHEHMHON PYyHKIIMU Kak (YHKIIMU OOpaTHOM
CBSI3U;

® JCIIOJb30BAHUE JBYXCTYIIEHUATOU CTPYKTYpHI. 3ajaua nepBon
CTYNEHU 3aKJI04YaeTCsd B CO3JaHUM MOCJIEI0BATEILHOCTH MaKCH-
MaJIbHO OOJIBIIIOTO MEPUOJa. 3ajada BTOPON CTYIEHH 3aKII0UYAETCS B
00€CIeueHN KPUNTOCTOMKOCTH (B KaueCTBE HEJIUHEHWHOU (PyHKIMU
MOYKHO UCIIOJIb30BaTh PYyHKIMIO U poBaHus E, 61ouHoro mudpa).

IMeHHO 10 TakoMy MNPUHIUITY CTPOSATCS T€HEPATOPbl KOMOWHUPO-
BAHHOT'O THIIA.
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AJIUTHBHBIE T€HEPATOPbI

AJITUTUBHBIE TE€HEPATOPHI OYEHb dP(DEKTUBHBI, UX PE3YJIHTATOM
SBJISIIOTCA CITy4ailHbIE€ CJIOBA, & HE OUTHI.

CryneHtaMm cieayeT oOpaTUTh BHUMaHHE Ha TOT (hakT, YTO ATHU
reHepaTopbl HEe 00JIaJal0T JOCTATOYHON KPUITOCTONKOCTHIO, HO OHHU
MOTYT MCIOJIb30BaThCsl B KAU€CTBE COCTABHBIX OJIOKOB JUISl JPYTUX
TE€HEPaTOPOB.

['eHepaTop COCTOUT M3 M PETUCTPOB PA3PSAHOCTHIO N —OUT Kaxk-
IbIA U cymMaTopa 1o MmoayJiro 2". HauanbHOE COCTOSTHUE TEHEpaTopa
npejacTaBisierT co0oil MaccuB n—OWUTOBBIX cioB: X,,X/,..., X.. Ha-
JaJbHOE 3aIl0JTHEHHWE BHIOMpAETCS TaKUM 00pa3oM, YTOOBI XOTs ObI B
OJTHOM M3 PErUCTPOB MJIaIIKi OUT comeprkan "1".

YpaBHeHus pabOTHI FeHEepaTOpa UMEIOT BUJL:

Xt = icixi"_1 mod 2";
i=1

X=X/, ms Beex iefl,...,m-1}.
rae X — COCTOSHHUE i—To perucrpa Bk —i TakT, a ¢, — ko uiueH-
Tl MHOTOWIeHa C(X)cTernmeHn m, mpUMUTHBHOTO Hajx GF(2). Beixo-
JIOM TeHeparopa saBisercs X, .

IIpumep. TlocTpouM agUTHBHBINA TE€HEPATOP, ACCOIMUPOBAHHBIN
¢ mHOrowieHoM X’ +x*+1, u n=4.Torma reneparop Oyner Gpopmupo-
BaTh PEKYPPEHTHYIO MOCIEAOBATEIHPHOCTh B COOTBETCTBHU C (HOpMY-
ot Y, =(Y . +Y_,)mod2*. TIpenmonaoKum, 4TO Ha4ajJbHOE COCTOSHUE

reseparopa 3anaercs Bekropom (0,1,2,3,4).

mod 2"
= | 3amojHe- =
() T Xo | X1 [ X5 | X3 [ Xa % g e c% g 3aMOJTHEHHUE
r | = 2 p— & | & | peructpos
. 115 |(5,0123) |7 1 1(10,9,7,47)
0
213 /(35012) |8 0 |(0,10,9,7,4)
317 (73501 |9 1 |(14,0,10,9,7)
4
414 |(4,7350) |10 |7 |(7,14,0,10,9)
5|7 | (74,735) |11 |7 |(7,7,14,0,10)
619 [(97473) |12 |1 |(1,7,7,14,0)
Cxema aJAuTUBHOTO T€HEpaTOpa [Tpumep paboThI
aJIUTUBHOTO Te€HEepaTopa
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[Ipu HayanmbHOM coctosHun (0,1,2,3,4) yCTpPOMCTBO Ha BBIXOAE
dbopmupyeT nocieaoBareabHocTs (5,3,7,4,7,9,10,0,14,7,7,1,...), KOTO-
pas ynosaersopseT popmyie Y, =(Y_. +Y,_,)mod2°

IIpumep oxonuen.

CretoBaTeNnbHO, MOKHO JaTh APYro€ OMUCAHUE aJJUTUBHOIO Ie-
HepaTopa:

® HayaJIbHOE COCTOSIHME T'eHepaTopa NpeacTaBisieT coO0 MaccuB
n—OUTOBBIX CJIOB: Y,,Y,,...,Y . DTO nepBOHAYaIbHOE COCTOSIHUE U SIB-
JSI€TCS KITFOUOM;

e (GopMyIa, IO KOTOPOH BBIYUCIISACTCS i-€ CIIOBO IMOCJICI0BATEIb-
HoCcTH, uMeeT Bux Y, =(Y,_, +Y_, +...+Y,_ )mod2" .

I'eHepaTopbl, NOCTPOCHHBbIE C HCIOJIb30BAHUEM
OTHOCTOPOHHMUX (PYHKIHHA

Kpunrorpadguueckue cToilkue reHepaTopbl MOTYT OBITh MOCTPOE-
HbI HA OCHOBE TaK Ha3bIBAEMBIX OJTHOCTOPOHHUX (DYHKIIHM.

Onpeodenenue. OgnocTopoHHEN (yHKIMEH Ha3bIBaeTCA (DYHKIIUS
F:X —Y, obmangaromias I1ByMsl CBOMCTBAMHU:

® CYIICCTBYET  IIOJMHOMHAJIbHBIA  QJITOPUTM  BBIYMCIICHUS
y=F(X);

® HE CYIIECTBYET MOJMHOMHUAIIBLHOTO ajaroputma X =F7'(y).m

Jlo cux nop Hu AJist OAHON (DYHKIIUM, KaHAUAATa HA 3BaHUE OJIHO-
CTOPOHHEWN, HE JIOKA3aHO CBOMCTRBO 2.

[IpumepoM kaHaW1aTa Ha 3BaHUE OJHOCTOPOHHEH (PYHKIIUM MO-
KET CIYKUTh MOJYJILHOE BO3BEIICHUE B CTENICHb; PYTUMH CIOBAMHU,
paccMarpuBaercs GyHknus F(x)=g mod p, rae p—00ibiIoe IpocToe
YUCIIO, § — NPUMUTHUBHBIN 3JIEMEHT MOJIS Zp?’.

OpHoctopoHHAsT PYHKIMS B KadecTBE GyHKUUU UG POBaHUS He-
nmpuemMieMa, Tak Kak xoTs F(x) — HaJe)KHO 3armu@poBaHHOE COOOIIIe-
HUE VISl X, HO MOJydareib HE CMOXET BOCCTAaHOBUTH X. O0oiTH 3Ty
poOJIeMy MOKHO C TIOMOIIb OJHOCTOPOHHEN (PYHKIIUU C CEKPETOM.

Onpeodenenue. OqHOCTOpOHHEH QYHKIMEH C CEKPEeTOM Kk Ha3bIBa-
ercsa ¢pyHkuus F : X —Y, 3aBucdinas ot napamerpa k u obnanaronias

TpeMsL CBOMCTBAMMU:

3 Ha sroit nzee IIOCTPOEHA KPUIITOCUCTEMA C OTKPBITHIM KJIF0UOM iib-I"amarts.
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® CYIIECTBYET TMOJMHOMHUAIBHBI  allTOPUTM  BBIYUCIICHUS
y =F (x) npu 1r060m K ;

® [IpU HEU3BECTHOM Kk HE CYIIECTBYET MOJMHOMHUAILHOTO aJIro-
put™ma x=F'(y).

® [IpU HM3BECTHOM K CYIIECTBYET MOJUHOMHUAILHBIA aIrOpUTM
X= Fk_l(y) -

CryneHThl HE JOJKHBI 3a0bIBaTh, YTO HA UACSX OJHOCTOPOHHUX
GYHKIHMI C CEKPEeTOM MOCTPOEHO OOJBIIMHCTBO ACUMMETPUYHBIX
KPUITOCUCTEM (CUCTEM C OTKPBITHIM KIIIOUOM).

[IpuBegeM B KauecTBE MpUMEpa JiBa KpUNTOTpaPUUECKUX TeHe-
patopa: BBS-renepatop (Mcnoib3yeTcsi OAHOCTOPOHHSA (PYyHKIHS C
cekpetoM F(x)=x’modn), RSA-rerepaTop (MCIOIB3yeTCS OTHOCTO-

poHHsA PYHKIIUS ¢ ceKpeToM F(X)=x"modn).

BBS-cenepamop

BBS-renepatop ctpoutcs ciaeayromum oopa3om:

1)BHavane BBHIOMPAIOTCS PU ( — JBa OOJBIINX MPOCTHIX YHUCIIA
IIPUMEPHO OJMHAKOBOTO pa3zmepa, npuueM p=3mod4 u gq=3mod4.
Hamomuum, uto p=3mod4 0O3Ha4aeT, YTO CYILIECTBYET LIEJIOE YHUCIIO
K, U1 KOTOPOT'O BBIMIOJIHAECTCS PABEHCTBO P =3+ 4K;

2) BBIUHCISAEM YHUCIO N= pg, KOTOPOE HA3BIBACTCS IICJIBIM YHC-

oM biroma;

3) BBIOMpacM CiydaiHOE IIeJIOe YHCIO X, TaKoe 4To (X,n)=1, TO
€CTb YHCIA X W N SBISIOTCS B3AHMHO IPOCTBIME |

4) BBIYMCIIAEM YHCIO X, =X modn, KOTOpOE HA3bIBACTCS CTAPTO-
BBIM YHMCJIOM I'€HEepaTopa;

5) MCKOMOW TOCIEAOBATCIIBHOCTRIO OWT JJIMHOW mMOYyACT sB-
JSITHCS TOCIEA0BATENBHOCTh

BBS, (%) =bbb,...b...b, i=0,....m-1,

rae b — Maaami OUT Yucia X, X, = x; modn.

Ilpumep. Tloctpoum 10-OuTHYIO TICEBAOCIyYalHYIO MOCIEI0BA-
TEJILHOCTH ¢ moMoIsi0 BBS-reneparopa.

1) Tlycts p=11, q=19 (JIeTKO YOSIUTHCS, YTO
11=3mod 4,19 =3mod 4 ).

* Yucna (a, b) =1, eci OHM HE UMEIOT OOITUX JIETUTENICH, KPOME STUHUIIBI.
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2) Lenoe uncio biatoma n paBuo 209.

3) Ilyctb x =2 (yierko yoemuthbes, 9To (2,209) =1).

4) CrapTOBOE YHCJIO reHepaTopa
X, =Xx*modn = x, =2°mod209= x,=4.

5) B kadecTBe 3JEMEHTOB IICEBIOCIYYalHOM IMOCIIeI0BATEIBHO-
ctu Oynmem Oparhb MIagmIuid OWT B JBOWYHOW 3allUCH YHCEI
X, =x'modn:

YyuCo MIAAOUU YUC0 MAAOWUL
oum oum
X, =4 0 X, =158”mod 209 = 93 1
X, =4°mod209 =16 0 X, = 93" mod 209 = 80 0
X, =16°mod 209 = 47 1 X, =80”mod 209 =130 0
X, =47 mod 209 =119 1 X, =130° mod 209 =180 0
X, =119°mod 209 =158 0 X, =180°mod209 =5 1

B pe3ynbTaTe Noay4uiv nNociea0BaTeIbHOCTh
BBS,,,,,(4) =001101000.

IIpumep okonuen.

CryneHTsl MOTYT JieTko yoenuthbes, yto BBS-reneparop momyc-
KaeT MPsIMOE OTPENICNICHUE OTACIbHBIX OUT, KOTOpPhIE B HEM BhIpada-
THIBAIOTCA X = X? modn. IIOCKONBKY PHU ( — IPOCTHIE YKMCNIA M, Y4YH-
ThIBasi TeopeMy Dilliepa’, To X, = X2 modn,

be3onacHOCTh 3TOro reHepaTopa OCHOBaHAa Ha CIOXHOCTU Paslio-
XKeHus n Ha MHOxuTenrn. OTMeTnM, yTo reHeparop BBS Henpenckazy-
€M B JIEBOM U IIPaBOM HAIMpPABJICHUAX. JTO O3HAYAET, YTO, IMOJTYUYUB TO-
CJIEJIOBATEILHOCTh, BBIJAHHYIO TE€HEPATOPOM, KPUNTOAHAIIUTUK HE
CMOXKET Tpe/icKa3aTh HU CIEAYIOIIUH, HU MPEeAbIAYIINi OUT TOoCen0-
BaTEIHLHOCTH.

> Benn (a, n) =1, to a*™ =1modn ; TIE qp(n)— byHKIHs Dinepa.
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RSA-2enepamop

RSA-renepatop cTpouTcs cleayrouM 00pa3om:

1) BeIOMpaeM pH ( — ABa OOJBIIMX MPOCTHIX YHCIA HMPUMEPHO
OJIMHAKOBOTO pa3Mmepa p #(q;

2) BBIYHCIISEM YUCIO N= pg ¥ unucio ¢(n)=(p-1)(q-1);

3) BeIOMpaeM CIIy4aifHOE IIeJI0e YUCIIO €, KOTOPOE SABJISSTCS B3a-
MMHO IIPOCTBIM C ¢(n);

4) BBIOMpacM B KaueCTBE CTAPTOBOI'O YHMCJIa FeHepaTopa Clydai-
HOE IIEJIOE YUCIIO X, (1< X, <n);

5) MCKOMOW TOCIEAOBATCIIBHOCTRIO OWT JJIUHOW mMOYyACT SB-
JSTHCS TOCIEA0BATEIBHOCTD

RSA, (%) =bbb,...b...b,,, i=0,....m-1,
rae b, — miaamumid OuT yucna x,, X, =X modn.

Ilpumep. Tloctpoum 10-OuTHYIO TICEBAOCIyYalHYIO MOCIEI0BA-
TEJIBHOCTh C MOMOIILI0 RSA-reneparopa.

1) Tlycts p=3, a q=11.

2) Beruncaum n = pq = 33 . Berumcaum  QyHkuo - Ditrepa
¢(n)=(p-1(q-1)=20.

3) B kauecTBe € BO3bMEM YHCIIO 3.

4) B kadecTBe CTapTOBOTO YHCJIa TeHepaTopa X, =14.

5) B kadecTBe 3JEMEHTOB IICEBIOCTYYalHOW TMOCIIeI0BATEIHHO-
ctTu Oynmem Oparh MIagmIuid OWT B JBOWYHOW 3allUCH YHCEI
X, =X modn:

6
) Yucio MAaowul Yucio MAAOWU
oum oum
x, =14 0 X, =14°mod33=5 1
X, =14°mod33=5 1 X, =5°mod33=26 0
X, =5°mod33 =26 0 X, =26°mod33=20 0
X, =26°mod33=20 0 X, =20°mod33 =14 0
X, =20°mod33=14 0 X, =14°mod33=5 1

9

B pe3ynbTare noiay4uiv nocie0BareIbHOCTb
RSA,, ,(14) = 0100010001.

IIpumep okonuen.
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I'eHepaTopbl, NOCTPOEHHBbIE C MCIOJIb30BAHUEM
0J104HBIX I (POB

Jlns  mocTpoeHus KpUOTOTpapUUECKH CTOMKHUX TeHEepPaTOpOB
MOxkHO ucnoiib3oBaTh pexkumbl OFB,CTR u CFB 6nounbix mudpos
(mampumep DES unu AES) . Bynem cuutath, uto pazmep 0Jsioka mud-
pa paBeH n OwWT.

e Pesxxum OFB (puc. 5). B atom pexxume 0:104HbIN mMdP HA OCHO-
B€ CEKPETHOI'0 Kiaroda K M HEKOTOPOI0 BEKTOpa MHHULIHAIW3ALUU Y,

dhopMHUPYET MCEBAOCTYYaHYIO TTOCIEI0BATEIBHOCTh I -OUTOBBIX YHCEI
2,,Z,,...,Z,, KOTOpasi MOXET MCIOJIb30BaThCsl B KaueCTBE TIeHepaTopa.
[IceBnociyyaiinas mocjaeaoBaTeIbHOCTh MOYKHO ONHUcaTh (DOpMyIaMHu:
Y, = E, (Yi—l)’
z,=r cmapwux oum Y, 1<i<k
rae E, — anroput™m mudpoBanus ¢ Kiodom K, a 1<r <n.
Jlns mudpoBaHus KaXA0T0 OTASILHOTO COOOIIEHUST HEOOX0UMO

WCIIOJIb30BaTh paznuuHbie K u Y,. B mpoTuBHOM cityyae OyneT moiy-
4aThCs OJHA U Ta JKE MICEBAOCITyYalHas MOCIEeN0BATEIbHOCTD.

e Pexxum CTR (puc. 5). OtoT pexxum ouenb moxox Ha OFB, HO B
HEM JIsI pabOThl T€HEpaTOpa UCIOJIb3YeTCs MMPOCTO CUETUUK, YBEIIH-
YMBACMbIM HA Ka)KJOM IlIare Ha MOCTOSIHHOE 4uciio. llceBpocimydan-
Hasl TOCJIeI0BaTEIbHOCTh BBIUUCIISETCS 110 hopMyJIe:

zZ,=r cmapwux oum EK(Y0 +i), i=1273,...
rae E, — anroput™m mudpoBanus ¢ Kiiodom K, a 1<r <n.

[Ipy WCMOJB30BAHUU «HUCATBLHOT0» OJIOYHOTO MUdpa peRUM
CRT obGecneunBaetr Te ke napamerpol croiikoctu, uto u OFB. Ilpe-
umyiectBo pexkuma CTR coctout B TOM, 4TO JH000M 3JIEMEHT TCEB-
JTOCTy4aiHOM IOCJIe/I0BAaTeIbHOCTH MOXKET OBITh BBIYMCIICH HEIo-
CPEACTBEHHO.

e Pexxum CFB (puc. 5). OtoT pexxum oyeHb noxox Ha OFB, HO B
HEM KJIFOYE€BOM MOTOK 3aBUCHUT OT 3alTU(POBAHHOTO TEKCTA.
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I'eneparop ['eneparop
I'enepatop
CJIBHT T Cit
CJIBHT T OUT Yi1 Yo+i 6ut
4_
n our n 6urt
biok mrou K
mudpoBaHUS r
Biox Brox
1w poBaHus ’T\ mudpoBaHUS
e rndr kimou K ¢
kirou K
rin-r
rn-r
®—> mudp
/]\ r OuT
> umpp C; >
(]
SF > |uexomm Gﬁ——» r GuT
TEKCT I OUT
UCXOIHBIN UCXOIHBIHN
TEKCT I OUT TEKCT I OUT
Ucnonp3oBanue 01104- Hcnonp3oBanue 01104- HUcnons3oBanue 01104-
Horo mmudpa B pexxume  Horo mudpa B peXUMe  HOTo Imudpa B pexume
OFB B kauecTBe 1IOTOUY- CTR B kauecTBe mO- CFB B kauectBe mO-
HOrO mudpa TOYHOTO muppa TOYHOTO Hmuppa

Puc. 5. Pexumbl 65104HBIX TIMPPOB

I'eHepaTopbl, NOCTPOEHHBIE C UCIIOJIb30BAHUEM
0JI0KOB CTOXACTHYECKOI0 NPeodpa3oBaHusA

CTOXaCTUYECKUMHU METOJaMH 3alUThl B MIUPOKOM CMBICIIE MPHU-
HSATO Ha3bIBaTh METO/IbI 3aUTHI UH(OPMAIIMH, TPSIMO UM KOCBEHHO
OCHOBaHHBIE HAa HCIOJH30BAaHUM T'€HEPATOPOB ICEBAOCTYUYAMHBIX IO-
cinenoBarenbHocTer (IICIT). TepMuUH «CTOXAaCTUYECKHE METOJbI 3a-
IIUTHD) MPUMEHSIETCS U B Y3KOM CMBbICIIE, KOT/la peub UAET 00 aro-
pUTMax, MPEANoJaralliuX HCIOIb30BaHUE CTOXACTUYECKUX CyMMa-
TOPOB, TO €CTh CYMMAaTOPOB C HEMPEJICKa3yeMbIM PE3yJIbTaToOM pabdo-
ThI, 3aBUCAIINM OT 3aIOJHEHUS KJIFOUEBOU TaOJIUIBI.

CxeMy OJIHOTO M3 BO3MOXHBIX BapHUAHTOB MOCTpoeHUs: R-Omoka
CTOXAaCTHUYECKOTO MPeoOpa3oBaHus pacCCMOTPHUM I10 padboTe [6].

KitoueBas undopmanus R-0510ka — 370 3anoiHEeHHAs TaOIUIA

H={H(m), m=0,(2"-1),
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y 6
pa3sMepHOCTH N x 2", cofepyKaiuei sneMentsl GF (2')°, mepemMenaHHbIe

ciyuaitaeiM 06pazoM, To ecth H(m)e GF(2").Pesynstar R, (A,B) mpeot-
pa3oBaHUs BXOJAHOTO N-Pa3psiIHOTO JBOMYHOIO HaOOpa A 3aBHCHUT OT
3aI0JTHEHUS TabuIbl H, mapameTpa B M BEIUUCIIAETCS 110 opMyJIe

R,(A,B)=H((m, +B)mod2")
rae m, — ajgpec sueiku Tabmuibl H, comepxkarieid koj A, TO €CThb

H(m,)= A JlpyruMu cjaoBaMu, pe3yiabTaT padoThl R-010Ka coaepiku-

MOT0 SYEUKH TaOnuIpl H, KOTOpas MOJy4aeTcs MpHU IUKINYECKOM
CMEILCHUU Ha B MO3WILMII B CTOPOHY CTapIIMX aJPECOB OTHOCUTEIb-
HO siYeikH, comepkareid koa A s yckopeHus mpeoOpa3oBaHUS B
cocTaB R-0710Ka MOKHO BBECTH BCIIOMOTATENIbHBIN aJpeCHbI MACCUB

Addr = {Addr(i)}

pa3sMepHOCTH hx 2", mpuueM Vi=0,(2"—1) Addr(i)=m..

[Tpumep pabotsl R -6G10ka

Bcnomorarens-
HBI MacCHB

anpec

[\S}

4 |5 |6 |7 |8 |9 |10 |11 |12 |13

14 |15

Addr

Cymmatop

B=4

[—

7 |12 (1413 (9 |8 (12 |4 |15

13 |11

KitoueBast
TabMa

anpec

[\S}

w

12

YcnoBHoe rpadguueckoe
o0Oo3Hauenue R -0moka

(rR)
N\ R (AB)

-—

R=6

[IpuBegeM HECKOJIBKO M3 BO3MOXKHBIX aJTOPUTMOB (POpMHUPOBa-
HUS TaO0IUOBI H .

Ilepsuviti sapuanm

Bmopou eapuanm

AJroput™m

COCTOHUT

HECKOJIBKHMX IIarOB:;
1. Uaunuanusanusa

VcxomHBIMH JTAHHBIMU aJTOPUTMA
SIBJIAETCS WHUIHATA3UPYOTIIas
HOCJIEJOBATENBHOCTE S, S, ..

n3

WHIEKCOB

ararosB.

HcxoaapIMu JIAHHBIMU aropuT™Ma
SIBJISIETCS UHHUIHATH3UP YOI
[10CJIEI0BATEIBHOCTD (Xgs X,ye-r)

AJIFOpI/ITM COCTOUT U3  HCCKOJIBKHX

1. 3anuch B KaXIyI0 siUeiky Tabauus H

® GF(2") — koueunoe mone, conepraniee 2" 3MeMEHTOB.
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Lj:]=01=0;
2. Utenue anemeHra S;
3. Eciu S, yxe ectb B Tabnuie, TO

IepexXoaMM Ha mar 7;
4. 3anuceiBaeM S, B Tabmuny H:

H (J ) =35
5.Ecmu | paBen 2" -1, To 3aBep-
maeM padoTy allrOPUTMa;

6. YBeauuuBaem VHIEKC J:
j=1+3
7. YBemuuuBaem uHueke 1: 1=1+1

Y TIEPEXOAMM K 1iary 2.
Ha Beixoae nosmydaem tadauiy H .

ee COOCTBEHHOI'O aapeca:
HO)=0,H®)=1,...,.H(2"-1)=2"-1;
2. 3anoyHeHHe CI0BaMHM KiIr04a MaccuBa
X wu3 2" cnoB, NMpU TOM KIFOY MOXKET
HOBTOPSTHCS HEOOXOIUMOE YHCIO Pa3
JUIS  3aloJHEHHs  BCEr0  MaccCuBa:
X = {Xi };

3. Muunumanusanus uagekca . j=0;

4. TlepememiBaeM Tabiumiy 3ameH H
JUIS 9€TO BBITIOJIHAEM CIIEAYIONTHE JCHCT-
BUSI

for i=0 to 2"-1
j=(j+X(@{)+H()) mod 2

mensrorcs Mectamu: H (i) <> H(j).

Ha Brixoze momyuaem tabauiyy H .

CTyaeHThl JOJDKHBI OOpaTUTh BHUMAaHUE HA TO, YTO KPUITOCTOM-
KOCTh TOTOYHBIX MIU(POB, UCHOJB3YIOIIUX B CBOEH pabore OI0KH
CIIOKCHHSI TI0 MOJIYJIO 2", MOXHO JIETKO 3HAYUTEIBHO YBEIUYUTH
MPOCTON MX 3aMEHOW COOTBETCTBEHHO HAa CTOXACTHYECKHE CyMMATO-
pbl (R-Omoku). B kadecTBe WILIIOCTpAlMd PACCMOTPUM aAUTHUBHBIN
reHepaTop, aCCOIMUPOBAHHBIN ¢ MHOTOWICHOM X' + X° +1,

Ilpumep. TlocTpouM aaTUTUBHBIA T'€HEPATOP, ACCOIMUPOBAHHBIN

C MHOrowjeHoM X'+x*+1 u n=

4. IlpeanosoXuM, 4TO HadaJIbHBIM

COCTOSIHUEM T'e€Hepartopa ABJisieTca Maccus (12,2,0,11).

mod 2" 3aI0JIHCHHEC 3aI0JIHCHUE
M T Xo X0 1%, | X % é( PErucTpoB » é( PETrUCTPOB
N i s 3
| 4] 4]
‘ 1]11(11,12,2,0) 5 |13 |(13,7,14,2)
2 12 1(2,11,12,2) 6 |0 |(0,13,7,14)
31141(14,211,12) |7 |5 |(5,0,13,7)
4 17 |(7,14,2,11) 8 |4 |(45,0,13)

Cxema aJJIUTUBHOTO reHepaTopa

[Tpumep paboTHI aAIUTUBHOTO reHEpaTopa

[Tosyunnu Ha  BBIXOJIE
(11,2,14,7,13,0,5.4,...),
Y. =(Y_,+Y,_,)mod 2°.

KOTOpas

IIOCJICIOBATEIILHOCTD
dbopmyJie

reHepaTopa
YAOBJIETBOPSET

[TocTpouM CTOXaCTUYECKHUM TE€HEPATOpP, ACCOLMUPOBAHHBIA C
MHOTOWIEHOM X'+ X° +1 U ¢ KIIFOUEBOI Tadme H .
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kmoyeBasd |agpec (0|1 (|2 |3 |4 6 |7 |89 |10|11]12|13]|14 |15
tabmuna | H 2(1]0 |12|5 |3 |13|10|5 |14|8 |7 [11]|9 |15 |4

ol

[IpennonoxuM, 4TO Ha4aaIbHBIM COCTOSTHUEM I'€HEpaTOpa SIBIISCT-
cs maccuB (12,2,011).

3anonneHue 3anonneHue
S peaucmpos SIS pe2ucmpoeé
Xo | Xe | X2 | X3 20 0= 2|08
I i
A © ©
sl |
119 ](912,2,0) 5 |14 |(14,1432)
2 12 ](29122) 6 |10 | (10,14,14,3)
3 13 [(32912) 7 |11 |(11,10,14,14)
4 114 |(14,3,2,9) 8 |10 | (10,11,10,14)
Cxema renepaTopa [Tpumep paboTsl TeHEpaTOpa

[Tonyunnu Ha  BBIXOJIE Te€HEpaTopa  IMOCJIEA0BATEIbHOCTh
(9,2,3,14,14,10,11,10,...), kotopas  yaoBIETBOpseT  (opmyie
Y, =Ry (Yi—3’Yi—4)'

IIpumep okonuen.

lpumepbl MTOMOYHbIX Wugpoe
IIudp RC4

RC4 — 310 moTOKOBBIN MIKU(p C MEPEMEHHBIM pPa3MEPOM KIIIOUA,
pazpaborannsiii P. PuBepcroM. Onucanue airopurma NpUBEACHO IO
pabotam [2, 3].

Anroputm RC4 pabotaet ¢ n-OUTOBBIME CJI0BaMH (OOBIYHO N =8).
CocrosiHue reHeparopa 3ajaaercs Tadiuiei (S —0J0K) u3 2" CIOB U
IByX nepeMeHHbX | u J. IlepBoHayanbHO mepeMeHHble | U J paBHBI
Hymo. biok mpencraBisieT co0oil 3aBUCHMYIO OT Kitoda K mepecrta-
HOBKY uncen oT 0 1o 2" —1. Tak Kak KaXJblid 3JE€MEHT TaOIuIlbl pU-

HEMAeT 3HAYEeHHs B IPOMEXKYTKe [0, 2" —1 TO ero MOXHO TPaKTOBATE
JIBOSIKO: JIMOO KaK 4UCJo, MO0 KaKk HOMEP APYroro 3JIeMeHTa B TaOJu-
ne. Kpunroanroputm dopMupyeT raMMy B BUJE MOCIEAOBATEIbHOCTH
0alT z,2,...7_...

PaccMoTpuM mpoueypy T€HEpUpPOBAHUSI OUYEPETHOTO TCEBIO-
CilIydaiiHoro 0airta, KOTOpas COCTOUT M3 MATH ONEPaIlHii:

1. Takt paGoTsl mepBoro cuerduka: | =(l1 +1) mod 2"
2. TakT paboTtsl BTOpOro cyetyuka: J =(J +S,) mod 2";
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3. Slueiiku OGi0Ka 3aMeH ¢ aapecaMu | U J MEHSIIOTCS MECTaMU:
S, &S,;

| J

4. Beiuucnsiercs cymma: T =(S, +S,) mod 2';

5. Brimaem creneprupoBaHHBIN TICEBAOCTYYaUHBIN OalT: z=S..

Nuaunuanuzaiys 0JI0Ka 3aMEHbI SIBJISIETCS OYE€Hb IPOCTOM Ipolie-
JIyPOU, COCTOAIIEN U3 YETHIPEX ONEPALIUN:

1.3anuch B KaXAyro YUKy TaOIUITBI 3aMeH S —0JIoKa ee coOCT-
BEHHOTO azapeca: S,=0, S =1...,§  =2"-1

2.3aroJIHEHUE CJI0BaMU KJIF0Ya MaccuBa X U3 2" CIIOB, IIPU 3TOM
KJIFOY MOXET MOBTOPSITHCA HEOOXOIUMOE YHUCIIO pa3 ISl 3alOJTHEHUS
BCcero maccusa: X ={x

3. Mannumanu3anusg uaaexca j: j=0;

4. IlepemenviBanye TaOMHIBI 3aMEH S —OJI0OKa, JUISl Yero BBIMOJI-
HSIEM CIICAYIOIINUE JICHCTBUSA
for i=0 to 2"-1 do

{
j=(j+x+S,) mod 2
S; <>,

B kauectBe muttoctpaiuu padotsl mudpa RC4 paccmotpum cie-
JTYIOILIAN TIPUMED.

Ilpumep. Ilycth N=3, K=25.
[IpoBenem nHULIMATU3AIMIO 0JIOKA 3aMEHBI

j=0 $=(0,12,345,6,7) X =(2,5,2,5,2,5,2,5)
i—0 j=0+0+2=2 $=(210,345,6,7)
i—1 j=2+1+5=0 S=(12,0,3456,7)
i=2 j=0+2+0=2 S =(1,2,0,345,6,7)
i=3 j=2+3+5=2 S=(1,2,3,0,45,6,7)
i—4 j=2+4+2=0 S=(4,230156,7)
i=5 j=0+5+5=2 S =(4,2,50.136,7)
i—6 j=2+6+2=2 S=(4,2,6,0135,7)
i=7 j=2+7+5=6 S =(4,2,6,01375)

CrenepupyeM HECKOJIBKO MEPBBIX MCEBAOCTYYaMHBIX OalTOB.
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I J S T z
|=0+1=1|J=0+2=2 | S=(4,6,201375) | T=6+2=0 | z, =4=100,
| =1+1=2 | J=2+2=4 | S=(4,610,2375) | T=1+2=3 | z,=0=000,
|=2+1=3|J=4+0=4 | S=(4,612,0375) | T=2+0=2 | z,=1=001,
| =3+1=4|J=4+0=4|5=(46120375)| T=0+0=0 | z, =4=100,

IIpumep okonuen.

ngp AS

A5 — notouHbld mUdp, TPUMEHSEMBIM JJs MU(pPOBaHUS MO-
ounpHOM udpopoit cBs3u GSM (Group Special Mobile) mexay ado-

HEHTOM U 0a30BOU CTAHIIHEN.

UuraTenb MOXET JIErKO YOeIUThCs, YTO paccMaTpUBaeMblil mudp
CIIY’KUT TPUMEPOM CHHXPOHHOI'O MOTOYHOrO mudpa U OCHOBAH Ha
IpUHIMIIE KOMOMHUPYIOIIETO TeHepaTopa.

Onucanue anropuTMma npuBeeHo no padoram [3, 4]. Kpunrtocu-
cteMa AS/1 ucnons3yet Tpu LFSR, KoTOpbhiE MOXKHO acCOUUPOBATH
C IBOMYHBIMUA MHOTOYJIEHAMM:

ol FSR 1 — x* +x"+x" +x" +1,

ol FSR 2 — x* + x* +1,

ol FSR3 - x®+x®?+x*+x*+1.
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cron/Brepen 7y

cron/Brepen A

<+ cxeMma
yIIPaBICHUSI

A
A A 1&
<

Puc. 6. Cxema pabotsl anroputma AS/1

cron/srepen

BrixogHo# 6T raMMbl y(t) BEIUHCISIETCS MO (popmyrie
y(t) =5,(t) ®s,(t) @5, (D),

rje s, (t) — COOTBETCTBYIONIUN BBIXOAHOM OUT (CHUMAETCS CO CTapIlIEro
paspsga) i—ro peructpa. Peructpel paboTarOT 1O MNPUHIIMITY
CTOT/BIIEpeZl, 4YTO OOECIeYMBaeTCsl C  TOMOIIbI  (DYHKIUU
majority(x,,X,,X,), pe3yJbTaToM pabOTHI TOM (YHKIUHU SABJIAETCS OWT,
KOTOPBIN ONpPEEseT, KAKUE PETUCTPhI OYIyT CABUTATHCS, a KAKUE HET
(ecnu OUT ¢ BbIXOJ1a (PYHKIIMH COBIAJIAET CO 3HAUCHUEM OMTa perucrpa
Ha OMpeCICHHON MO3UIIMHU, TO PETUCTP CABUTAETCS, NHAYE HET).

Dyukus majority(x,, X,, X,) BRIYUCIAETCS 110 GOpPMYIIe

Majority(X, X, % )= XX, v XX, v %Xy,

r7ie Ha BX0Jl (DYHKIIMU MOAAETCS 3HAUE€HUE OMTOB PETUCTPOB: BOCHMOM
paspsn s LESR 1, necsateiit paspsan st LESR 2, necstoiil pazpsia aist
LFSR 3. PaboTa peructpoB 10 MpaBwIy CTOI/BIepes] o0ecrieunBaeT He-
JUHEUHOCTH Pa0OTHI aIrOpUTMA B 11EJIOM. JIErKo 3aMEeTUTh, YTO Ha KaX-
JIOM TaKT€ CIABUTAIOTCS JIBa WJIM TPU peructpa (€cim X, =X, =X,, CIABU-
Tar0TCsA BCE 3 PETUCTPA, B IPOTUBHOM CIIy4ae CIABUTAKOTCS TE€ 2 PETUCT-
pai ¥ j, JUI KOTOPBIX BBINOJIHAETCSA PABEHCTBO X, = X, ).

HanomuuM, uTo HayalnbHOE cocTosiHue BceX LFSR saBnsieTcs cek-
PETHBIM CEAHCOBBIM KITFOUOM.

28



Lngp WAKE

WAKE — 370 noTokoBbI MmUQP, KOTOPHIM OBUT MPEasIOKEH
. Yunepom. ludp MOXKeT CIyKUTb MPUMEPOM CaMOCUHXPOHU3U-
pytoiero mudpa.

B anroputme HCHOJB3YIOTCS 4YEThIpe 32-pas3psHbIX perucTpa
(A,B,C uD) u OJIOK 3aMeHBI S, COCTOSIIMI U3 256 32-pa3psaHbIX
3HAYEHUU. 3aMEeTUM, 4TO S —OJIOK UMeeT 0c000€ CBOMCTBO: CTapIlKe
OaiThl BCEX JIEMEHTOB TAOJIUIIBI SIBISAIOTCA EPECTAHOBKOM YHUCEN OT
0 nmo 255, a ocranbHble TpU MIAAIIUX OaiTa (KaXJOro 3JIEeMEHTa
TaOJUIBI) BBIOMpAIOTCS CiydariHbiM oOpazoMm. Illudp dopmupyer
rammy 32-pa3psaHbIMU CJIOBaAMH.

PaccmoTpuM mpoleaypy reHepupoBaHusi TaMMbl, KOTOpasi COCTO-
UT U3 TPEX OIEPaIIHM:

1.Ha OCHOBE CEKpPETHOrO KJIOYa TEHEPUPYIOTCS BJIEMEHTHI
S — 070Ka;

2.Vcrionb3ys CEKPETHBIM KIII0Y, WHUIMAIU3UPYIOTCA PErUCTpPhI
A,B,C 1 D COOTBETCTBEHHO 3HAYE€HUSAMU &,,b,,C,,d,;

3.J1o Tex mop MmoKa HY>KHBI 3JIEMEHTBI TaMMbI, BBITIOJIHIEM Clie-
JIYIOIIUE NCUCTBUS:

® T0Jly4aeM d3JeMeHT rammbl k =d,. CioBo mu@poTeKkcTa momy-
YaeTcs MOpa3psAIHBbIM CIOKEHUEM I10 MOAYJIIO Ba K, M CJI0Ba OTKPBI-
TOr'0 TEKCTa P, ;

® COCTOAHUA qupreX perI/ICTpOB O6HOBH5HOTC5I:
a, = M (ai’ P, ® di)’

bi+1 =M (b| 1 ai+l)’
G = M (Ci’bi+1 )’
di+1 =M (di’Ci+1)'

Oyakus M IelcTBYEeT Ha OCHOBE S — OJloKa:
M(x,y)=(x+y)>>8®S !

X+y)mod 256° "

! Omneparust >> — 3TO OOBIYHBIN TIPaBbI CABUT. Mutaamiie 8 OUT CYMMBI X + Y SIBJISIIOT-
csl BXOJIOM S — OJI0Ka.
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Xots aBTOpoM mHdpa B OOIIKMX YepTax U JlaHa Ipoleaypa reHe-
panuu 0JI0Ka 3aMEHBI S, HO OHA HE COBCEM 3aBepiiieHHas. Cuuraercs,
YTO 3]I€Ch BIIOJIHE IIOJIOMJIET JIFOOOM JIpyroi aaropuTM BeIOOpa mepe-
CTAHOBKH U CIIy4allHOT'O 3aIOJTHCHHUS.

HIudgp Fish

Fish — 310 mnotokoBbii mKdp, KOTOPBHIM OBUT MPEaI0KEH
VY. baéxep u M. luxtie.

CTyJeHThl JOJKHBI OOpAaTUTh BHUMAaHUE HA TO, YTO paccMaTpu-
BAEMbII MU(p CIYKUT TPUMEPOM CHKUMAIOIIEH CXEMbl, MPUMEHEH-
HOW K aJauTHUBHBIM TeHepaTopaM. OH BBITACT MOTOK 32-OMTOBBIX
CJIOB, KOTOPBIN UCIIOJIb3YETCS B KAUECTBE TaMMBI.

Anroput™M (GOpMHUPOBAHUSI TAMMBI COCTOUT U3 TPEX I1aroB:

[Ilar 1. Ucrionb3yst alINTUBHBIE TEHEPATOPHI

&, = (a_s +a_,)mod 2%

b =(a_,, +a_,)mod 2%,

TEHEPUPYEM JBE ICEBIOCIYYANHBIEC IOCIEIOBATEIBHOCTA &,,d,,... U
b,.b,...;

[ITar 2. Bemomnusaercs npoueaypa cxarus. OHa ONMUCHIBAECTCS Clie-
myrormM obpasom: ecin y(b)=1°%, Torna a u b Gepyrcs, B IPOTHBHOM
CJIy4ae OHM MPOITyCKAaroTCs. B pe3ysibTare moaydaroTcs CxaThIe MOCIIe-
JIOBAaTENLHOCTH: C,,C,,..., NPEACTABISAIONIAA CO00M &, ,a, ,...; ¥ d,,d,,...,
MPEICTABILIIOMIAs OO0 b, b ,.... Jlst Beex amemenToB y(d, )=1.

[Tar 3. 3aBepmaronias npouenypa. [locnenosarensHocTH C,,C,,... U
d,,d,,... pasbuBarorcst Ha mapet (c,,,c, ;) u (d,,,d,,.,) Ha OCHOBE KOTOPBIX
(popmupyrorcs nsa 32-0MTOBBIX cioBa K, u k

e, =C, ®(d, Ad,,)
f2j = d2j+1 A (ej A C2j+1)
k, =6, ®f,,
k2j+1:C2j+1EB f2j’
rae ® — moOUTOBas JIOTHYECKass omepalus Xor u A — moOuToBas Jio-
ruyeckas ornepauust And .

CJIETYIOIINM 00pa3oM:

2j+1

8 OrobOpaxxenue y: oroOpaxkaeT 32-OMTHBIA BEKTOpP B €ro CaMblid MIIQAIIANA OUT
7(W31'W30’---'W0):W0-

30



SEAL

SEAL — »T0 moTokoBblii mudp, pazpadorannsii ®. Porysii u /I.
Konmepcmur.

CTyJeHThl JOJKHBI OOpaTUTh BHUMaHuE Ha TO, uTo SEAL onu-
CaH KaK yBeJIMYUBalOIlasl JJIMHY TceBAO0CIy4YaiiHas QyHKIIUsI, KOTOpas
OUYEBUJHBIM 0O0pPa30M MOXKET OBITh HMCIOJIb30BaHA Il MOTOYHOIO
mudpoBaHus.

[Tonyyas Ha BXoa 160-OuToBBIN K104 K 1 32-OUTOBBIN MapaMeTp
n (uHIeKc), mmdp GopMUpPYET MMOCIeN0BATENLHOCTE SEAL, (n) AaMHOMI
L, rae L He mpeBocxoaut 64 Koaiit. Takoit mudp 6yaeMm o003HavaTh
SEAL(k, n, L). Hauboiee npreMiieMbIMU TSI pealIbHBIX HYXKJl CUMTAIOT-
csi L ¢ BemmuuHamu oT 512 mo 4096 Gaift. AnropuTmy s pabOThI
TpeOyI0TCsl BOCceMb 32-OUMTOBBIX PETUCTPOB U MaMATh OOHEMOM He-
cKoJibko KOaiT.

SEAL mopoxkaaer mnociaea0BaTEIbHOCTH MNEPEMEHHOW JJIMHBI.
[lycTth L — emaeMoe KOJIUYECTBO OUT, AITOPUTM MPEKpallaeT reue-
panuio, Kak ToJibko copmupoBaHo L Out, rae L — HauMmeHblee
KpatHoe 128, 6ombiiee wim paBHoe L.

AJITOPUTM COCTOUT W3 HECKOJIbKUX I1aroB.

BBenem 0003HaYeHUS:

y <<<t — IUKJIUYECKUH CIBUT CJIOBA Yy Ha t pa3psgoB BIEBO;

y >>>t — IUKJINYECKUM CIBUT CJIOBA Yy Ha t pa3psi0B BIIPABO;

AV,@D,— — 0003HAYAIOT TOPA3psIHBIC OIMEpaIlid COOTBETCTBCH-
HO and,or, xor,not ;

CHUMBOIJI | 0003HaYaET OMepaIyio KOHKaTeHAIUH;

odd() — mpeauKaT UCTUHHBIM TOTAA W TOJBKO TOTAA, KOTJa €ro

apryMEHT — YETHOE YHCJIO;

y+t — CyMMa IeJIbIX YhCeN y U t 10 MOy 2%,

Iar 1. 3anonnenue mabauy.

Anroputm SEAL HCHonb3yeT 3aBUCHUMBIE OT KiIHOua TaOJUIIbI
R,S,T. 3anonHeHue TaOJIMI] BHIMIOJHSAETCS C MOMOIILI0 QyHKIUU G,
KOTOpas sBisieTcs QyHKIMEH cxkaTus aaroputMa xemupoBanus SHA.
OnmmieM ¢yukimoo G, (i) a1 160-OuTOBOM MOCIEN0BATENLHOCTH K 1

32-6uToBoro 1eaoro yncna i (0<i<2%):
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e [locnenoBarenbHOCT, Kk pa3zOuBaeTcs Ha MATh 32-OMTOBBIX
cnoB k=H H,H,H,H,.

e Crpoutrcsi 512-0utoBasi MOCIEAOBATEILHOCTG Y IO  MPaBUITY
i[|0%®,

e biiok Y paccmarpuBaeM Kak MaccuB (W,,...,w.) u3 16 (32-
Pa3psIHbIX) CJIOB, TaK YTOW, =i, W, =W, =...=w, =0%. biok Y pacuiu-
psercs 1o 80 cioB 1o 32 paspsaa B KaXAoM. Pacmmpenue npoucxo-
ouT caeayrommMm obpaszom. Ilycts (w,,...,w,) — HCXOAHBIA OJIOK,
W,,...,W,,) — pacuiupeHHbIi OJIOK, ITPU ITOM

W, t=0...15;
B {(Wt_s AW, OW_, ®W,_ )<<<l  t=16...70.

e [lycth a,b,c,d,e — BcrmomorarenbHbie 32-OMTOBBIE PETUCTPHI H
a=H, b=H, c=H,, d=H,, e=H,.

e Brmonustorcs 80 paynaos anropurma (t ot 0 10 79), Ha Kax-
JIOM U3 KOTOPBIX MPOUCXOIUT BBIMOJHEHUE CIAEAYIONINX ONepaIiuii:

t

temp = (a<<<5)+ f (b,c,d)+e+W, +K; o00o3HaueHUS

e=d; d=c; t —HOMEp payH/a;
¢ =b<<<30; f, — payHnoBas QyHKuus;
b=a; a=temp. K, — payHaoBas KOHCTaHTa.

Onpenenum QyHkiuto f (x,y,z)
(XA YY)V (=XA2Z), t=0...19;
f(X,y,2)=<x®yDz, t=20...39,60...79;
(XAY)v(XAzZ)v(YyAz), t=40...59.
OnpenenuM MeCTHAAATEPUIHYIO0 KOHCTaHTY K,

5A827999, t=0...19;
K — 6ED9EBAL, t=20...39;
' |8F1BBCDC, t=40...59;
CA62C1D6, t=60...79.

H 480 H
o I|| 0™ — s10 KOHKaTeHauus 32-OutoBoro uuciaa | u 480-OuToBas MOCIEIOBATENb-
HOCTb HYJIEH.
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e BERIMOJHUTE CIOXKEHHUEM IO MOAYJII0 2% MOJy4YeHHBIX 3HaAYe-
HUM a,b,c,d,e coorBerctBeHHO ¢ H H,H,H.H,:
H,=H,+a;, H,=H +b; H,=H,+¢; H,=H,+d; H,=H, +e.

Omucanne ¢Qyukuun G, (i) 3aBepimeno. Ilociie BBIIOJHEHHS
¢yskmmu G, (i) nomyuum 160-6utoBoe 3Havenne H H H,H H,.

[ToctpouM Ternepb GYHKIHIO I” ¢ BBIXOAHBIM 3HAYCHUEM JTMHOMN
32 Owura, nepernHaeKcHpoBaB QyHKIHUIO G . OyHKOUSA [ OMpeaesIeTCs
CJIEAYIOITUM 00pa3oMm:

I, (l) = HiimodS 1
rae G, ([i/5))=HHHHH..

Onpenenum Tabmuisl R,S, T cleayrommM 00pa3oM:

T[i]1=T, (@), 0<i<512;

S[j1=1", (0x1000+ j), 0<j <256

R[q]= T, (0x2000+ q), 0<g<4[(L-1)/8192]

YutaTenb MOXET JErko yOeauThCs, YTO ( MEHbIe 256 (HarmoM-

HUM L He mpeBocxoauT 64 Koaur).

[Ilar 1 3aBepieH.

[lar 2. I'enepayus knrouesol nocied008amenrbHOCmu.

Nmes umciio L, Tabmmuel R,S u T, 3a7aHHBIC KIHOYOM K, U IIa-
paMeTp n, NPEACTABICHHBIM HWXKE AJTOPUTM pacTsiruBaeTr n B L-

OMTHYIO I1OCJIC/IOBATEIBHOCTD Y.
function SEAL(k;n;L)
{
y=4;
forl =0toodo  {
Initialize(n;1; A; B;C; D;n;;n,;n,;n,);
fori=1to64do {
P=AAO0x7fc; B=B+T[P/4]; A=A>>>9;, B=B®A;
Q=BA0x7fc;, C=C®T[Q/4]; B=B>>>9; C=C+B;
P=(P+C)AOx7fc; D=D+T[P/4]; C=C>>>9;, D=D®C,;
Q=(Q+D)A0x7fc, A=ADT[Q/4]; D=D>>>9; A=A+D;
P=(P+A)AOx7fc, B=B®T[P/4]; A= A>>>09;
Q=(Q+B)A0x7fc;C=C+T[Q/4]; B=B>>>9;
P=(P+C)AOx7fc; D=D®T[P/4];C=C>>>09;
Q=(Q+D)A0x7fc; A=A+T[Q/4]; D=D >>>09;
y=VY|| B+ S[4i—4]| C + S[4i—3]|| D+ S[4i - 2]|| A+ S[4i —1];
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if |y[>L then return(y,y,...y._,):
if odd(i) then (A;B;C;D)=(A+n;B+n,;C®n;D®n,)
else (A;B;C;D)=(A+n,;B+n,;C®n,;D&n,);

AJNTOpUTM HUCHONB3yeT nojanporpammy Initialize ayist oroOpaxe-
HUA N U | B 3HaUYeHWE BHYTPEHHUX IIEPEMEHHBIX U PETUCTPOB
(A B,C,D,n,n,,n,n,).
procedure Initialize(A,B,C,D,n,,n,,n,,n,)

A=n® R[4l];

B =(n>>>8)® R[4l +1];
D =(n>>>24) ® R[4l + 3];

for j=11t0 2 do {

P=AAOx7fc; B=B+T[P/4]; A=A>>>0;

P=BAOx7fc; C=C+T[P/4]; B=B>>>9;

P=C AOx7fc;, D=D+T[P/4]; C=C>>>0;

P=D AOx7fc; A=A+T[P/4]; D=D >>>09;

by

(n,n,,n,,n,)=(D;B;A;C);

P=AAO0x7fc; B=B+T[P/4]; A=A>>>0;

P=BAOx7fc; C=C+T[P/4]; B=B>>>9;

P=C AOx7fc;, D=D+T[P/4]; C=C>>>0;

P=D AOx7fc; A=A+T[P/4]; D=D>>>09;
by

C=(n>>>16)® R[4l + 2];

[Ilar 2 3aBepiieH.
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Xew-pyHKyusi

Onpeoenenue. Xem-QyHKus h OpuHUMAET B KaU€CTBE apTyMEH-
Ta coo0IIeHre M IPOU3BOJILHOM JUIMHBI M BO3BpAIIaeT Xell-3HaUeHUE
h(M )= H (cBepTKY) PUKCUPOBAHHON [INHEL. W

[Ipumepom xem-QyHKIIUU MOXKET CIYKUTh KOHTPOJbHAs CyMMa
st coobmenus: h(xx,...x )=(x +X,+...+x )mod2", rme W — pasmep
MaIIMHHOTO CcjioBa. [[MHa Xel-3HaueHHs] COCTaBUT W OUT HE3aBUCH-
MO OT JJIMHBI cooOmeHuss. OgHaKo pacCMOTpEeHHas Xell-PyHKIHs HE
TOJIUTCS 111 KpUNTOrpaduueckoro mpuMeHeHHUs.

Xem-(hyHKITUS JOJDKHA YIAOBICTBOPATH IIEJIOMY PSIY YCIOBUMA:

e I IF000r0 3a1aHHOr0 M BhIumMciaenre h(M) DOJKHO BBIMOJI-
HSTHCSI OTHOCUTENIBHO OBICTPO;

e xenr-(hyHKIUS JO0/DKHA OBITh YYBCTBUTENIBHA K BCEBO3MOXKHBIM
WU3MEHEHMSIM B TEKCTe M , TAKUM KaK BCTaBKHU, BBIOPOCHI, IEPECTAHOBKH;

e xem-(QyHKIU T0KHA 00j1aaTh CBOMCTBOM HEOOPATUMOCTH,
TO €CThb 3aj7aya mojodopa JJOKyMeHTa M', KOTOphIi oOJiagan Obl Tpe-
OyeMbIM 3HA4YEHHUEM Xell-(QyHKIMW; JOJKHA OBITh BBIYHCIUTEIBHO
HEepa3penmma;

® BEPOSITHOCTh TOTO, YTO 3HAYEHUS XEUI-QYHKIHUN ABYX pa3iivy-
HBIX JIOKYMEHTOB (BHE 3aBUCUMOCTH OT MX JIJIMH) COBMAIYT, HOJHKHA
OBITH HUYTOXKHO Malia.

OyHKIMA XCIMIHUPOBAHUS MOKET MCIOIb30BAaThCS NIl OOHApYKe-
HUS U3MEHEHUN COOOIICHUS, TO €CTh OHa MOXKET CIYXXHUTh IS (pop-
MUPOBaHUS KPUNTOTPaPUIECKONH KOHTPOJIHHOW CYMMBI (TaKXe Ha3bl-
BaeMOM KOJIOM OOHapyKeHHS M3MEHEHHWM WM KOJOM ayTeHTHU(]uKa-
uu cooOuieHus). B aTom kauectBe xem-GyHKIUS UCTIONb3YETCs IS
KOHTPOJISI IETTIOCTHOCTH COOOIIEeHUS, TpU (POPMUPOBAHUHU U MPOBEPKE
ANEKTPOHHOU MU(POBOM ToANHCH. Xenl-QYHKIUH ITUPOKO HUCTOJIb-
3YIOTCS TAK)KE B IEJISIX ayTeHTU(PUKAIINK TI0JIb30BaTEIICH.

Kak mpaBuio, xem-QyHKIUA CTPOST HAa OCHOBE OJHOIIATOBBIX
cxuMaromux QyHKuu y= f(x,x,), TI€ X, ¥ Yy — JABOUYHBIE BEKTOPHI
JUTMHBI M ¥ N COOTBETCTBEHHO, MPUYEM N — JJIMHA CBEPTKH.

Jlns monydenus h(M) coobumienne M cHayana pa3OHMBaeTcs Ha
OJIOKH JUTMHBI M (IIPU 3TOM €CJIU JJIMHA COOOIEHHs] HE KpaTHa m, TO
MOCJICIHUKM OJIOK HEKHMM CIIeIMaIbHBIM 00pa3oM JOIOITHAETCS [0

35



MOJIHOTO0), a 3aTeM K MOJy4eHHBIM OsiokaM M ,M,,...,M, TIPUMEHSIOT
CIEIYIOIIYIO ITOCIEI0BATEIBLHYIO IIPOLENYPY BEIYUCIIEHUS CBEPTKU:

H,=V;
H=f(M,H,), 1=1...,N;
h(M)=H,.

3/1ech Vv — HEKOTOPbIN (PUKCUPOBAHHBIN HAYaIbHBINA BEKTOP.

[Ipu uzydeHun TeMbl «Xeul-PyHKIUU» CTyJIEHTaM HEOOXOIUMO
oOpatuTh 0cO00€ BHUMAaHUE Ha JIBa TUMA KPUNTOTpadUUECKUX XEIII-
GyHKIUHI:

® KJIIOUEBBIC — OHMU JIAIOT BO3MOXKHOCTh 0€3 JOMOTHUTEIbHBIX
CPEIICTB rapaHTUPOBATHh KAK NMPABUJIBHOCTh MCTOYHUKA JAHHBIX, TAK U
LEJOCTHOCTh JAHHBIX B CUCTEMAX C JIOBEPAIOIIMMH JAPYT APYTY MOJIb30-
BaTesIMU (IPUMEHSFOTCS B CHCTEMAaX ¢ CAMMETPUYHBIMU KJIFOYaMHu );

® OCCKJIIOYEBBIC — OHM JIalOT BO3MOKHOCTH C MOMOIIBIO JTOTIOJI-
HUTEJBHBIX CPEACTB (Harmpumep, mudpoBaHus Wik U(POBON MOIHU-
CH) TapaHTUPOBATh 1IEJIOCTHOCTh JAHHBIX. DTH XeUI-QYHKIIMU MOTYT
MIPUMEHSATHCS B CUCTEMAX KaK C JOBEPSIOMIMMHU, TAK U C HE JTOBEPAIO-
IIMMH JIPYT IPYTY NOJIb30BATEISIMHU.

[TpuBeneM HECKOIBKO MTPUMEPOB KITFOUEBOM (DYHKITUHM XCIITUPOBAHKS.

o DyHKIHKS, NOCTPOCHHAS HA OCHOBE OJIHOIIIArOBOM CHKMMAFOIIEH
GbyHKIIMU BUJA

f,H)=E(x®H), rme E . — airoput™M OnouHoro mudpoBaHUs
(xmrou k).

Anr OPHUTM BBIYHCJICHHUA CBCPTKHU UMCCT CJIGHYIOIHI/II\/JI BHU/:

H,=0; E, — aJTOpHTM OJIOYHOTO NIM(POBAHUS;
H=E(M®H,) i=1..,N; M - Texymmii 670K AITHHEI M cOOOLIe-
h(M)=H, HUA M ;

H, — TeKy1iee Xel-3HaucHue.

e OCHOBOU ISl TIOCTPOEHUS KIIOUEBBIX XEHI-PYHKIIMHA MOTYT
CITY>XHUTh OeckitoueBbie Xenr-QyHkmui. [lycte h(M) — GeckiroueBas

xenr-QyHkuus. Mo>XHO BHEJIpUTH KJIH0Y K B MPOIECC XEIIUPOBAHUS U
NOMy4YuTh  Xem-QpyHKIui ¢ kmodom  h(k,M)  (mampumep,
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h(k,M)=h(k |M)™, h(k,M)=h(M |Ik), h(k,M)=h(k||M ||k)). 3ameTm,
YTO €CJIM KJII0Y MPOCTO JOMUCHIBACTCS B HAYAJIO MJIM B KOHEI[ UCXO/I-
HOTO COOOIIEHMS, TO 3TO MOXET MPUBOJUTH K MOTCHIIMATHHBIM CJia-
ooctsaMm. Takum oOGpazom, Gosiee MPEeANOUTUTENHHBIMU SBIISIFOTCS CIIO-
coOBbI BBEJIEHUS KJItOYa, TPH KOTOPHIX KIIFOY BCTABJSETCS B COOOIIE-
HHUE HECKOJIBKO pa3.

[IpuBeaeM HECKOJIBKO MPUMEPOB OCCKIIOUEBOM (YHKIIUU XEIITH-
pOBaHMUsI.

o DyHKIHKS, NOCTPOCHHAS HA OCHOBE OJIHOIIArOBOM CHKMMAFOIIEH
GbyHKIIMU BUJA

[ ]

f(x H)=E,()®X rme E,— airopurM OIOYHOrO IIH(POBAHHS

(kmrou H).

CrnenoBaTesibHO, AJTOPUTM BBIYMCIICHUS CBEPTKH HMMEET Clie-
JTYIOIIAN BUL:

H, =V, V, — CTapTOBBIA BEKTOP;
H,=E, (M,), i=1...,N; M, — TeKymui OJOK IJIUHBI M CO-
h(M)=H, oOmIeHUS M |

H, — TeKymice xem-3HaucHue.

o DyHKIHKS, NOCTPOCHHAS HA OCHOBE OJIHOIIArOBOM CHKMMAFOIIEH
GbyHKIIMU BUIA
f(x,H)=E,(H)®H  rge E — amropurm 6mounoro mmdposaHus C
KJIIOUOM X .

CymiecTByeT W psijJi CHEUAIBHO pPa3paOO0TaHHBIX aJIrOPUTMOB
xemupoBanus (Hanpumep, MD4, MDS, SHA1, SHA-256, SHA-512).

1% CumBou || 0603HAUAET KOHKATEHAINIO, OOBEIMHEHHE CTPOK APIyMEHTOB.
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Xem-¢pyukuusa MDS

AJITOPUTM TOJIyd4aeT Ha BXOJI€ MOTOK JAaHHBIX MNPOU3BOJILHOM
JUTMHBI, @ Ha BBIXOJIC MOJIy4aeM XelI-3HaueHne JuHoi 128 out. Cuita
ATOTO aJITOPUTMa 3aKJIF0YAETCS B TOM, UYTO IMPAKTHYECKH OYEHb CIOXK-
HO, MOYTH HEBO3MOXXHO HAWTH JBE CTPOKH, JAIOIINE OJIMHAKOBBHIC
XElI-3HAYECHHUS.

[Iporiecc BBIUMCIICHUST XEII-3HAYEHHUS COCTOMT W3 MATH IIAros.
PaccMmotpum ux noapooOnee [7].

Ilar 1. Jobasnenue neoocmarowux 6umos.

Coo01ieHre JOMOMHASTCS TaK, 4TO €ro JjnHa (B OMTax) CTaHO-
BUTCA cpaBHUMOU ¢ 448 o Moyt S12. Pacmimpenue BhINONHSAETCS
CIEAYIONIMM 00pa3oM: K COOOIIEHUIO J00aBIseTCsS OJUH OUT CO 3Ha-
yeHrueM 1, a ocTaBiecs: OMTHI 3aMOJHIIOTCS HYJIEBBIMU 3HAYECHHUSIMU.

CtyneHThl He TOJDKHBI 3a0bIBaTh, UTO J0OABICHUE ITPOU3BOIUTCS
BCET/Ia, JaXKe €CJIM JIJIMHA COOOIICHHUS yKe cpaBHUMA C 448 1Mo MOmy-
mo 512. Takum 00pa3zoM, KOJIMYECTBO J0OABIECHHBIX OHUTOB MOJXKET
JIeKaTh B uara3oHe oT 1 10 512 BKIIIOUHUTEIBHO.

[lar 2. [Jobasnenue onunwi.

OKOHYATEIBLHO PACIIMPEHHOE COOOIINEHUE MoJydaeTcsi qo0aBiie-
HUEM 64-OUTHOIO MPEACTaBJICHUS JJIMHBI MCXOJHOTO COOOIICHUS B
OuTax MPUCOCAMHEHHEM K pe3yibTaTy MHpeAblayliero mara. B Tom
MaJIOBEPOSITHOM CJIydae €ClIM IepBOHayalibHas JJIMHa OoJjblle, 4eM
2% OuT, TO MUCHOJB3YIOTCS TOJbKO Miajamue 64 Outra JBOUYHOTO
MPEJCTABICHUS JJIWHBL. OTH OWTHI JOOABISAIOTCS B BHUIE IBYX 32-
Pa3psIHBIX CJIOB, IIPH ATOM MJIAJIIEE CJIOBO JOIHCHIBACTCS IIEPBBIM.

B pesynbTaTe nepBBIX JIBYX IIaroB CO3JaHHOE PaCIIUPEHHOE CO-
oOIIIeHrEe MOXKHO MPEICTaBUTh KaK MOCIeI0BATEIbHOCTD 512-0UTHBIX
0510k0B Y,,Y,,... i MmaccuB M[0...N, —1] (32-pa3psaHbIx) cl0B. 3ame-

THM, YTO KQXKJbIH OJOK Y, BO BPEMs BBIYUCIEHHS OyIEeT paccMarpu-

BaThcs Kak MaccuB X[j] (0< j<16) u3 16 (32-pa3spsaaHbIX) 3HAYECHMIA.
[ar 3. Huuyuanuzayus o6ygepa ceepmii.
[Ipu BbIYKCIeHUAX OYJIET MCIOJIb30BaThbCs 128-O0uTOBBIN Oydep
JUISL XpaHEHUs pPe3yJbTaTOB MPOMEXKYTOUYHBIX BBIYUCICHUN Xell-
¢dbyukiuu. bydep MOXHO MpencTaBUTh Kak yeTbipe 32-OUTHBIX pEru-
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crpa (AB,C,D). DTH perucTpsl MHULHAIUZUPYIOTCS CIELYIOIUMU
YHCJIAMU:

A=01234567; C = FEDCBAGYS;
B =89ABCDEF; D =76543210.

ar 4. Obpabomxa coobwenus brokamu no 16 cnos.
OrnpenenuM cHadaia HECKOJIBKO BCIIOMOTaTeNbHBIX (DYHKIIWM, ap-
TYMEHTOM M 3Ha4y€HHWEM KaKJAOW W3 KOTOPBIX SIBIAIOTCS 32-OUTHBIC

f_=F(b,c,d)=(bac)v((=b)ad);
f.=G(b,c,d)=(bad)v(ca(=d));
f,=H(b,c,d)=b®c®d;

f,=1(b,c,d)=c®(bv(—d))

Ha sTtoMm mare ucnoiibzyercsi MaccuB U3 64 (32-pa3psaHbiX) CI0OB
T[0...63]. ITycts T[i] 0603HAUAET i-if SIEeMEHT TaOIHIBI, KOTOPHIA pa-
BEH 11eJI0M yacTu oT 2% *abs(sin(i)), rue i 3amaercs B paauaHax.

J171s1 00pabOTKH BBITIOJHSIEM CIISTYIONINE IIary:

for i=0 tom—l do
16

{

Komupyewm Y, 0710k B MaccuB X , TO €CTh
for j=0 to 15 do  X[j|=M[i*16+ j]
Ha Bpems o0paboTku ouepenHoro Oioka Y, 3HAYEHHUE Xell-

byHKIMM U1 Ipeabaymero 0ioka Y,, COXpaHseTcss BO BCIIOMOTra-
TEJILHBIX NepeMeHHBIX: AA,BB,CC,DD.

AA=A; BB =B; CC=C; DD =D.
Ternepsb BBINOJHAEM YETHIPE payH/a.
Paynn 1

ITycts [abcd k s i] 0603HauaeT onepanuro
a=b+(@+F(b,c,d)+ X[K]+T[i]) <<<s)™.

1 Onpenenum oneparyio MOOUTOBOTO IUKIIMYECKOro c/iBura BiieBo X Ha Y Our: X <<<Y .
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Brimonusercs 16 onepanuid:

[ABCD 07 1] [DABC 112 2]
[ABCD 4 7 5] [DABC 5 12 6]
[ABCD 8 7 9] [DABC 9 12 10]

[CDAB 2 17 3]
[CDAB 6 17 7]
[CDAB 10 17 11]

[ABCD12713] [DABC131214] [CDAB 1417 15]
Paynp 2
ITycts [abcd k s i] o6o3HauaeT onepamuro
a=b+((@a+G(b,c,d)+ X[K]+T[i]) <<<s)
Brinmonnsiercst 16 onepanui:
[ABCD1517] [DABC 69 18]
[ABCD5521]  [DABC 109 22]
[ABCD9525]  [DABC 149 26]
[ABCD 13529] [DABC 2 9 30]

[CDAB 11 14 19]
[CDAB 15 14 23]
[CDAB 3 14 27]
[CDAB 7 14 31]

Paynp 3
ITycts [abcd k s i] 0603HauaeT onepanuro
a=b+((@a+H(b,c,d)+ X[K]+T[i]) <<<s)
Brimonnsiercs 16 onepanuii:
[ABCD5433]  [DABC 8 11 34]
[ABCD 1 4 37] [DABC 4 11 38]

[ABCD 13441] [DABC 0 11 42]
[ABCD9445]  [DABC 12 11 46]

[CDAB 11 16 35]
[CDAB 7 16 39]
[CDAB 3 16 43]
[CDAB 15 16 47]

Paynn 4

ITycts [abcd k s i] o6o3HauaeT onepamuro
a=b+(@+I(b,c,d)+ X[k]+T[i]) <<<s)
Brinmonnsiercst 16 onepanui:

[ABCD0649] [DABC71050] [CDAB 14 1551]
[ABCD 12653] [DABC31054] [CDAB 10 15 55]
[ABCD8657] [DABC 151058] [CDAB 6 15 59]
[ABCD4661] [DABC111062] [CDAB 2 15 63]
BbINTOIHUTE CII0KEHUE

A=A+ AA,

B=B+BB;

C=C+CC;

D =D+ DD.

}

[Iar 5. Bwixoo.
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[BCDA 3 22 4]
[BCDA 7 22 8]
[BCDA 1122 12]
[BCDA 15 22 16]

[BCDA 0 20 20]
[BCDA 4 20 24]
[BCDA 8 20 28]
[BCDA 12 20 32]

[BCDA 14 23 36]
[BCDA 10 23 40]
[BCDA 6 23 44]
[BCDA 2 23 48]

[BCDA 5 21 52]
[BCDA 1 21 56]
[BCDA 13 21 60]
[BCDA 9 21 64]



OKOHYATENBLHBIN pe3yIbTaT HaxoauTcs B Oydepe(A,B,C,D), u 310
U €CTh XeIlll-3HaueHue, HO BBIBOJUM, HAUMHAS ¢ MJaAmIero Oaita A u
3aKOHYHMBAas cTapuum Oaiitom D .

Xem-pynkuus SHA-1

Xem-¢pyukiuss SHA-1 ocymectBiser npeobpa3zoBanue HHGOP-
MaIMOHHOM MOCJIeI0BATEIFHOCTH MPOU3BOJBHON JJIMHBI B XEII-00pa3
pa3psiHOCThIO 160 OUT.

[Iportecc BBIUKMCICHUS XeII-3HAYEHUS] COCTOUT U3 MATH I1aroB.

Ilar 1. Jobasnenue neoocmarowux b6umos.

dopMUpYeETCsl PaCIIMPEHHOE COOOIIEHHE ITyTeM A00aBIICHUS K
HUCXOJHOMY COOOIIECHHI0 OWTOB TakKUM OOpa3oM, 4TOOBI €ro JJIHMHA
ctana paBHa 448 mo moxaynro 512. DTo 03Hayaer, 4TO JJIMHA PaCIIH-
peHHOTO cooOlIIeH s Ha 64 OuTa MEHbIIE, YeM YHCII0, KpaTHoe 512.

CTyneHTBl HE TOKHBI 3a0bIBaTh, YTO J100ABJICHUE OUTOB MPOU3-
BOJIUTCS BCETJa, JaXkKe SCIM JJIMHA COOOIIEeHHUS YK€ CpaBHMMA C yKa-
3aHHOM. Hanpumep, ecnu nnuHa cooOmienust 448 OUTOB, OHO JIOMOJI-
asaercs 512 ouramu 10 960 OUTOB.

JloOaBiieHne BBIMOIHICTCS CIASAYIOMUM 00pa3oM: K KOHITy COOOIiie-
HUS IPUITHCHIBACTCS SAMHMIIA, a 3aTEM HEOOX0IMMOE KOJIMICCTBO HYJICH.

Ilar 2. [Jobasnenue onunwi.

OKoOHYATEJIbHO PaCIIMPEHHOE COOOIIEHUE MOoaydaeTcs g00aBiie-
HUEeM 64-OMTHOTO TPEACTaBICHUS IMHBI HCXOIHOT'O COOOIICHUS B
OuTax MPHCOCAMHEHHEM K Pe3yJbTaTy IepBoro mara. Ecim nouHa
HMCXOJIHOTO COOOIIeHUusT OoJjibiie 2%, TO HCIOJb3YIOTCS TOJbKO 64
MJIAIIIAX pa3psaa 3TOro Koja. B pesynbTare co3maHHOE pacIIMpeH-
HOE COOOIIEHHE MOXKHO MPEACTaBUTh KaK MOCJIEIOBATEILHOCTh S512-
OUTHBIX OJIOKOB V,,Y,,...,Y,, .

[ar 3. Huuyuanuzayus o6ygepa ceepmii.

[Ipu BeIUKCICHUSAX OYJIET UCIIOIB30BaThes 160-01MTOBLIN Oydep s
XpaHEHUsI PE3yJIbTaTOB MPOMEXYTOUHBIX BBIYMCICHUN XelI-(DyHKIUH.
bydbep Moxker OBITH TpeAcCTaBieH KaK IATh 32-OMTHBIX PETUCTpa
(AB,C,D,E). DTH pErucTpbl MHULIIUATU3UPYIOTCS 32-OUTHBIMH YU CIIAMHU:

A=6745230% D =10325476;
B = EFCDABS9; E =C3D2E1FO0.
C =98BADCFE;

CnenoBarensHo, SHA =(A,B,C,D,E).
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[ar 4. Obpabomra mexywezo b6n0ka vY,.

[IpeoOpaszoBanue TekyIiiero 0yoka Y, MOXHO 3aaaTh (popmysoi
SHA = f(Y,,SHA ,). Onuinem npeoOpazoBanue 0ojee moaApOOHO.

e Ha Bpemsi 00paboTku ouepenHoro OJsioka Y,, 3HAUCHUE XEIlI-
GyHKIMUA 1Sl peablayniero 0ioka Y., COXpaHseTcsl BO BCIOMOTa-
TENbHBIX IIEPEMEHHBIX: a,b,c,d,e.

a=A; b=B: c=C; d=D; e=E.

o Kakaplii MCXOMHBIA OJIOK Y, paccMaTpWBaeM KaK MacCHUB
(W,,...,w,) u3 16 (32-pa3psansbix) cnoB. biok Y, pacumpsiercs 10 80

CJI0B 10 32 pa3psga B KaxJAoM. PacmumpeHue mpouCcXOguT CIEIYIO-
M obpazom. Ilycts (w,,...,w,) — UcXomHbli OmoK, (W,,...W,) —
pacIIMpPEHHbBIN OJIOK, IIPU 3TOM
W, t=0...15
t:{(wt_s@wt_s@w ®W,_ )<<<1l,  t=16...79.

t-14 t-16

e Brmonnstorcs 80 paynaos anropurma (t ot 0 10 79), Ha Kax-
JIOM 13 KOTOPBIX MMPOHUCXOIUT BBIMTOJHEHUE CACAYIOMNX OIEepaITHii:
temp =(a<<<5)+ f (b,c,d)+e+W +K;

e=d; d=c;
¢ =b<<<30;
b=a; a=temp,
rae t — HoMmep payHna; f, — paynmoBas QyHkiws; K, — payHII0Bas KOH-
CTaHTa.
Onpenenum ¢pynkuuto f (X,y,z)

XAYV—=XALZ, t=0...19;
f(X,y,2)=X®YyDZ, t=20...39,60...79;
XAYVXAZVYAL, t=40...59.
OnpenenuM meCTHAAATEPUIHYIO0 KOHCTaHTY K,
5A827999, t=0...19;
K — 6ED9EBAL, t=20...39;
" |8F1BBCDC, t=40...59;
CA62C1D6, t=60...79.
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[{ukn 3aBepHiaeTcsi CIOXKEHUEM IO MOJYJII0 2% MOJYyYEHHBIX
3Ha4Ye€HUM a,b,c,d,e coorBeTrcTBeHHO ¢ A B,C,D,E:

A=A+a; B=B+b; C=C+c; D=D+d; E=E+e.

OcymecTBisieTcss  mepexol K o0paboTke ciuemyromiero 512-
OMTOBOTO OJIOKA PACIIMPEHHOTO COOOICHUS.

Iar 5. Bsixoo.

BrIXogHbIM 3Haue€HHEM Xell-(QOYHKIIUHM SBIISETCS KOHKATCHAIIHS
3Hauenuui A B,C,D,E.
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3agayu

1.IToctpouts reneparop LFSR ¢ accounnpoBaHHBIM JBOUYHBIM
MHOTOWICHOM X° + X* + X° + x* +1 (cxema ®uboHay4m u cxema ["amya).

2. Iloctpouts rerepatop LFSR ¢ acconuupoBaHHBIM JBOUYHBIM
MHOTOWICHOM X° + X' + X° + x* +1 (cxema duboHayyu u cxema [ amya).

3. Haiitm LFSR, eciim Ham M3BecTHA ITOCJICIOBATEIBHOCTE OUTOB,
KoTopas Obl1a UM creHepupoBaHa 100110101111000.

4. TlocTpouTh TeHEpPAaTOp HAa OCHOBE KOMITO3UIIMOHHOW CXEMBI,
ectu  LFSR1 acconumpoBan ¢ wmHOTOWleHOM  X° + X'+ X° + x* +1,
LFSR?2 acconuupoBaH ¢ MHOTOWICHOM X° + X' + X° + X° +1.

5. IlocTpouTh reHepaTop Ha OCHOBE CKUMAIOUIEH CXEMBI, €CIU
LFSR1 accouunpoBan ¢ mHOrouaeHoM x' +x°+1, LFSR2 accouuupo-
BaH C MHOTOWICHOM X° + X* +1.

6.IlocTpouTh aAAWTUBHBIN TeHEpaTOp [JIs Cclydas, Korja
C(x)=x"+x*+1, n=8. Iloka3zaTh, Kakas peKyppeHTHas IOCJeI0Ba-

TEeILHOCTh (hOPMUPYETCS.

/.IlocTpouTh aAJAUTUBHBIN TeHEpaTop [JIs cliyyas, Korja
C(x)=x"+x"+1, n=8. Iloka3arh, Kakas peKyppeHTHas IOCJEI0Ba-
TEJIbHOCTb (POPMHUPYETCHI.

8.K ammuTuBHBIM TeHepaTopaMm U3 3a1ad 7 U 8 MPUMEHHUTH CXKH-
MAFOIIYIO CXEMY.

9. Iloctpoutrs 10 OUTHYIO MCEBAOCIYyYANHYIO MOCIEI0BATEb-
HOCTh ¢ noMo1blo BBS-reneparopa p=7, q=23.

10.TToctpouts 10-OMTHYIO TICEBAOCITYUYAMHYIO IOCIEI0BATEIb-
HOCTB C ToMoIblo RSA-reneparopa p=17, q=11.

11. Momudunupyiite anroputm RC4 ¢ moMomipio croxacTude-
CKOTr'0 TIpeoOpa3oBaHMsL.

12.TlocTpouth reHepaTop Ha ocHoBe OsiouHoro mudpa DES B
pexume CTR.

13.Beruncnuts rammy B anroputme SEAL:

k = 67452301  efcdab 89 98badcfe 10325476 00000001 ;

L =32768; n=013577af .

14.Beruucauth Xelr-zHadeHue i Tekcrta “‘md4” Ha OCHOBE
dbyukiuu MDS.
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(13 29

15.Berunciaure xemi-zHadeHue i1 Tekcra ‘‘sha” Ha OCHOBeE

bynkuun SHA-1.
16.IIpuBecTr onucaHue KJIHOYEBOU Xell-PyHKIIMM Ha OCHOBE aj-
roputma AES.
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