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B Hacrosiiiee Bpems HCIIOJIb30BAHUE BJICKTPOHHOW BBIYMCIUTEIBHOU
TEXHUKH B PA3JIUYHBIX 00JIACTIX YETIOBEUECKOM JIeITeIbHOCTH BCe OoJiee U
Oonee Bo3pactaeT. OAHAKO Yalle BCErO BBIYMCIMTENIbHAs TEXHUKA HC-
MOJIB3YETCsl Il XpaHeHusl U nepenadu uHdopmanuu. EcTecTBeHHO, BO3-
HUKAeT 3a/iaya 3aluThl UHOOPMALUK OT HECAHKIIMOHUPOBAHHOTO MCHOJIb-
3oBaHusA. Cpeau crmocoOOB 3amuThl MHGOpPMAIMU OJHHUM H3 Haubojee
pacpoCTpaHEHHBIX METOAOB sIBJsieTca Kpunrtorpaduueckuit meton. OH
peayCMaTpUBaET Takoe Mpeodpa3zoBaHrue HHPOPMALIMH, TIPU KOTOPOM OHA
CTAHOBUTCS JOCTYNHOW ISl MPOYTEHUS JIMIIb 00JIaaTeNl0 HEKOTOPOTO
CEKPETHOrO0 MapameTrpa (Kiawo4a).

OnuieM 3aavy 3aiIuThl KHPOPMAIIUU C TOMOIIBI0 Kpunrorpadpuye-
ckoro Merona. OTopaBHUTENb XOUET MOCHATh MTOIYYATENIO 10 KaHAIy, KO-
TOpPBIN HE SBJISIETCS Oe30MacHbIM, TEKCT 7. B3JIOMIIMK XOUeT nepexBaTUTh
nepeaaBaeMyro uHpopmanuo. OTIpaBUTENIO HYKHO TaK IMOCiaTh CO00-
IIEHUE, YTOOBI B3JIOMILHUK HE CMOT MPOYUTATh UCXOAHBIA TEKCT 1 U3 mepe-
XBAYEHHOT'O COOOIIEHHUS, a IMOJydaresib MO Obl 3a MpUEMJIEMOE BpeMs
BOCCTAHOBUTH UCXOJHBIN TEKCT U3 MOJYYEHHOTO COOOIIECHHUS.

UToOBl pemmuTh MOCTABICHHYIO 3aJady, OTIHpaBUTENb IMHUPPYET HC-
XOAHBIN TeKCT 7 ¢ MOMOIIbI0 HEKOTOpOro npeodpazoBanus E,, rme K —

krou mudposanus. [Hudp-rekcr C = E(T) nepemaeTcs Mo KaHATy CBS3H.
[TonydaTens AOMKEH yMeTh paciindpoBaTh MUPP-TEKCT — BOCCTAHO-
BUTHh MCXOJHBIM TEKCT I C MOMOIIBI0 HEKOTOpOoro mpeodpazoBanus D,

rae K - xmou pacmmdposanmus:
Ecny oTHpaBuTeNbh 3HAET K04 K, TO OH MOXKET 3amu(poBhIBaTh UH-

dbopMannio; €CI MOIydaTeNbh 3HAST KU A, TO OH MOXET pacimppPOBHI-
BaTh COOOIIEHHUE.

[Tepen B31OMIIMKOM CTOUT O0JIee CIOKHAS 3a1a49a: OH JOJDKSH HANTH
KJIFOY 4, WJIM CBOM CIOCOO JIemM(POBKH.

ANTOPUTMEI, UCTIOJIB3YEMBIE B COBPEMECHHBIX KPHUIITOCHCTEMAaX, MOXK-
HO pa3JIe]IUTh Ha JABA THIIA:

¢ CUMMETPHUYHBIC, B KOTOPBIX KIIHOY paciiu@poBaHUs JIETKO Haxo-
JTUTCS 110 K09y ITU(POBAHHUS;

¢ C OTKPBHITHIM KIIFOYOM, B KOTOPBIX KJIIOU paciid(poBaHUS TPYIHO
HaWTH Ja)ke IPU U3BECTHOM KJTtoUe 3aluppOBaHUI.

B mpeacTaBieHHBIX METOIWYCSCKHX YKa3aHUSX OCHOBHOEC BHHMaHHUE
YACHSACTCS aITOPUTMaM C OTKPBITHIM KITIOUOM.

3



JJIEeMEeHTbI TCOPUHU YK CeJ

Aaroputm EBkinaa
IMycts &b — wuemsle umcna, 021, Torma cymecTByroT Takue
OJIHO3HAYHO ompeaeneHubie ¢, I € Z, uro
a=qgb+r, 0<r<b
Benuuuny r (ocTaTok ot aencHus) Oyaem obo3Hauats /=4 mod A.
Bcesikoe 1ienmoe, gensinee 4ucia @ U b 0e3 ocTarka, Has3bIBaeTCs HX

o0muM nenureneM. Hanbonpnui U3 o0MMX ASIUTENIEH Ui YUcedl a u b
Ha3bIBACTCS HaMOOJIBIIUM OOILIUM AeNIUTeaeM U obo3HayaeTcs HO/[(a,b).

Vmeeporcoenue. st mobpix & 0€Z cymecryior X Y€ Z Takue,
9TO

ax+ by= HO/{(a,Db).

Hanmomuum 00006111eHHbINA anropuT™ EBKIKIa, KOTOPBIA HaXOJUT Kak
HauGonbmmii obmmit memurens O = H on (a, b) JABYX LEJIBbIX YHUCEI

a,beZ,b>1 tak u umcna X,Y€Z wu3s cdopmyImpoBaHHOro
YTBEPIKICHUSL.

Bxon anropurma 4,0 Z.

Brixon anroputma @ = HO/[(a,b), X ye Z.

AJroput™m

BBoauM deThIpe TOMOTHUATEIBHBIX IEPEMEHHBIX X5 X, Vo, W € Z
1. [Manmuammsamus] X =1 X =0; ), =0; ) =1

2. [OcuoBHnoit nuki| [Toka 6> 0, BBITIOIHATH CJICAYFOITUANA TIHKJI {

a
q= {_b} r=a-qb,
a==~u, b=r,
X=X—G%X; Y=%—-q* X
X=X X=X =W =N

by
3. [ Beixon | Bepuyts 0= a, X=X, V=Y
AJITOPUTM 3aBEPIIIEH.



IIpumep. Haliti uncna X u Y Takue, uro d = HO/[(342,612) = ax+ by.
PaccmoTpuM 00001eHHbIN anroputM EBkinaa.

Urepanus q a b % X Y A
0 - 342 612 1 0 0 1
1 0 612 342 0 1 1 0
2 1 342 270 1 -1 0 1
3 1 270 72 -1 2 1 -1
4 3 72 54 2 -7 -1 4
5 1 54 18 -7 9 4 -5
6 3 18 0 9 -34 -5 19

[Tonyuaem 18=342*9+612%*(-5).

IIpocTbie yncaa
HarypanbHoe unciao P > 2 Ha3bpIBa€TCS MPOCTHIM, €CJIM OHO HE UMEET

IPYTUX HATYpaJdbHBIX AeauTeei, kpome 1 u .
Ymeepoiwcoenue. CyliecTByeT 0€CKOHEYHO MHOTO MPOCTHIX YHUCE.

I[Ba LECJIBIX YUCIa a U b HA3bIBAKOTCA B3dMMHO HpOCTBIMI/I, CCJIIn
HOJ[(a, b) =1.

Onpeodenenue. ynkuen Dinepa ¢(a) HAa3bIBACTCS KOJMYECTBO I1€-
JIBIX YMCEeJT Ha OTPE3KeE [1, ey 3], B3aMMHO MPOCTHIX C a.

Ymeepoicoenus:
1) #(p)= p—1, ecim p - IPOCTOE YUCIIO;

2) ect HOZJ(a,b) =1, o ¢(ab)=$(a)¢(b);
e =t s
4) eci P — MPOCTOE YHCIIO, TO ¢(,0k)= o= pt, keN

Bbiuersl

PaccmoTpum KO0 Zn 0 MOJYJIt0 N (OCTAaTKOB OT JEJCHUS Ha N).
Ornepanuu CI0KEHHUs ¥ yMHOKEHHS BBIIONHs0TCsS no mod 72

Ecmu HO/[(a,n) #1, 1o snement a€Z, He mmeer 06paTHOrO, B

IPOTUBHOM Cilydae dJeMeHT d€ Z, uMmeeT OOpaTHBINA, KOTOPBIA MOKHO
HaWTH, UCTIOJIB3Ys 0000IIEHHBIN anropuT™M EBKna.
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Ymeeporcoenusi:
1) meopema iinepa. Mycts HOZ(&, M) =1, torna a?™ =1 mod n;
2) manasi meopema Pepma. Ecnm P- mOpocToe YHCIO U @, HE

JeJeecsa Ha P 4uCiio, TOra CIpaBeAJIMBO PaBCHCTBO aPt=1 mod P.

*

O603HaunM yepes Z n MHOXECTBO OOpAaTHUMBIX JIEMEHTOB Z,

Onpeodenenusi.
1) mopsiakoM 3jeMeHTa a Ha3bIBA€TCS HAMMEHBIIIEE IICJI0C YHCIO S

Takoe, uto 8> =1 modn;

2) snemMeHT 4 € Z p Ha3bIBaeTCAd NPUMHTHUBHBIM >JIEMEHTOM, ECIH
nopsinok a pasex @P(N).

Ymeepoicoenus:

*
1) rpynma Zn ABJISETCA LUKJINYECKOM, €CIM B HEU CYIIECTBYET
MPUMUTHUBHBINA 3JIEMEHT;

2) mycTh P - TpocToe HedeTHoe umcio. Torma i rpymsl £, Tae

k e
N=p" wumm 2p*, cymecTByeT IPUMUTHBHBIA DJIEMEHT.

N3 chopMyIUpOBAHHOIO BEIIIE YTBEPKIACHHUS CIEAYET, YTO BCE
. K
5JIE€MEHTHI Tpymmsel Z,, rae n=p wim 20", MOXHO 3alucaTh Kak
* n _1 o *
Z, ={149,..., g¢( ) }, rae g - npuMUTHBHEIA dieMeHT Tpynnsl Z,. J{ns

qucen 4@, B3aUMHO TIPOCTBIX C N, BBEIEM IMOHATHE JIUCKPETHOTO
jorapudma.

IMycts @=¢g” mod 7. Yucno y (y>0) Ha3bIBaeTCs JUCKPETHHIM
jorapu(dMom 4duciia a mo MOyJIro N MpU OCHOBAHUH (.

Ymeeporcoenue (kumaiickas meopema 06 ocmamxax). Ilyctsb 3agaHo:
® MHOXXCCTBO HAaTypaJIbHbIX YHCEII {/771, nm,..., mk}, HE€ pPaBHBIX

CANHULC, KOTOPLIC ABJIIOTCA IIOIIAPHO B3dMMHO IIPOCTbBIMH, T.C.
HOA(m,m;) =1, npu 1# J,

® MHO»XECTBO HATypPaJIbHBIX YUCEI {/71, b,,..., b,(} takux, yto 0< 0, < m;,
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Torga cucremMa CpaBHEHUM
( x= 4, modm
x=5, modm,

| X= 0, modm,
MMEET E€IMHCTBEHHOE pelieHue X= X, mod (mm,...m,); spauenue M
ONpenesieTCa Kak Xy = /|//1/l//l'bl + M, Mébz +...+ MkM/'(bk, 1€ 4Yucia
M, u M onpenenensl U3 yCIOBHIA

mm,...m,.=M.m, M.M.=1 mod m,.

ITpumep. Pewum cucmemy.
x=1 mod4

X=3 mod5
X=2 mod7

PaccmarpuBaemasi cucTeMa yJOBJIETBOPSET TPEOOBAHMSAM ITPUBEICH-
HOTO BBIIIIE YTBEPKACHHUs. TOraa jgerko 3amMetuth, uto M, =35, M, = 28,

M,=20. B cBoio odepedp, HE COCTaBISET TPYyda BBIYMCIUTH, YTO
M{ =3, M, =2, M} =6.

Ocranoch 3aMeTuTh, uto X = MM+ M,M,b, +...+ MM, b,, a
CIICIOBATEIBHO,

X =35*3*1+28*2*3+20*6*2
Y, 3HAYMT,

x =105*1+56*3+120*2 mod140

X=93 mod140.

IIpoBepka mpoCTOTHI HEYETHOTO YHCJIA

PaccmMoTpuM Temeps 3ajady NOPOBEPKH HA TMPOCTOTY OOJBIIOTO
yucaa n.

B ocnoBe nepBoro Tecta jiexxut Manas teopema depma. OHa gaert He-
00XOIMMBIN MPU3HAK MPOCTOTHI YKCIa N.

Bribepem nexkotopoe uucino a. Ecnim HO/[(a,n1) #1, To N He sBIseTCS

-1
npocteiM. IIpoBepsem, Boimonusercs i & =1 mod 7 Ecam 310
CpPaBHEHHE HAPYIIACTCA, TO N HE SIBIISIETCS] TPOCTHIM.
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OnHako BbINOJIHEHHE Majiol TeopeMbl Depma He ABISETCS JOCTATOY-
HBIM TIPU3HAKOM MPOCTOTHl ymcia. Oka3amoch, YTO Teopema, oOpaTHas
Masion tTeopeme depma, HEBEpHA, & UMEHHO CYIIECTBYIOT COCTABHBIE YHC-

JIa N TakWe, 4TO IJIs JIIOOBIX a C HO/l\ (5 , /7) =1 umeer mecro CpaBHEHHUE

—1 (V)
a">=1 mod 7 Takue uucna HazelBaroTca ynciaaMu Kapmaiika. Ipuse-
JIEM HECKOJIbKO yucen Kapmalika:

561=3x11x17 1729 =7x13x31
1105=5x13x17 2465 =5x17 x 29

B kauectBe BTOPOTO TECTa MPOBEPKU YKUCIA N HA MPOCTOTY NPUBEAEM
BEPOSATHOCTHBIN TecT Muiepa - Pabuna:

1. HaxomuM HedeTHoe yucio I ¥ uyucio S takue, uto N1-1=2°r.

2. Beioupaem umcino a. Beou HOZ(a, M #1, to n He sBisercs
IIPOCTBIM.

3. Ecim HO/[(a,n) =1, To nmpoBepsieM BBINOJIHEHHE XOTS OBl OJHOTO
W3 YCIJIOBUU:

1) @ =1 mod 17,

!

"=-1 mod n.

Ecnu HA 0JTHO M3 YCIIOBUI HEBBIMIOJIHUMO, TO N HE SIBISIETCS MTPOCTHIM.
OtmeTum, 4TO JJISI BEPOSITHOCTHBIX TECTOB Ha MPOCTOTY XapaKTEPHO,
4YTO, KaK npaBwio, co 100-mponeHTHON TrapaHTHEW MOXKHO OIPEACIUTh,
YTO YHUCJIO N HE SIBISETCS MPOCTHIM U TOJBKO C BEPOSITHOCTHIO, OJIU3KOU K
1 (HO He paBHOU 1), MOKHO ONpPENENNUTh, YTO N - TpocToe yucio. Tak, as
Tecta Muuiepa - Pabuna mocie HaxoaeHUs K ducen a, IS KOTOPBIX

TCCT BBIIIOJIHACTCS, MOXKHO 3aKJIIOYNUTb, 4TO BCPOATHOCTL TOI'O, YTO N co-
1

F.

23
2) cymectByer 0 < §' < S takoe, uTo a

CTAaBHOC, HC ITPCBOCXOAUT

B T'OCT P 34.10-94 nnst »nekTpoHHOW IU(POBOM TOAMHUCH TPEI-
JIOXEH CJIETYIOUIUI TECT Ha MPOCTOTY yucia N.
1. Haxogum HeYeTHOE MPOCTOE YHUCIO ( M YETHOE [P TaKue, 4To

n=qp+1.

2. Ecom takxe 1< (29+1)* u sumonnstores YCIIOBHS:
1) 2% =1 mod 17,



2) 2”#1 mod n,
TO N - IPOCTOE.

KpI/IHTOCI/ICTeMbI C OTKPBITHBIM KJIIOY0M

Nnero, nexainyr0 B OCHOBE KPHUITOCUCTEM C OTKPBITBIM KIIFOUOM,
BeicKazaiu B 1975 r. V. ludbdu u M. XemamdH. OHM BBEIU IOHSITHE
OJTHOCTOPOHHEHN ()YHKIIMHU C CEKPEKTOM. JTa HUJies COCTOUT B TOM, YTO IO
3aJJaHHOMY apryMEHTy X JIETKO BBIYMCIUTHL 3HaueHue (QyHKIuu F(X),

toraa kak ompexneneune X u3 f (X) 6e3 yuera momonuurensHOi HHbOp-

MallMd OYE€Hb TPYJ0EMKO. DTO A0 MNPUHIUIHAIBHYIO BO3MOKHOCTh
pa3pabaThiBaTh KPUNTOCUCTEMBI C OTKPBITHIM KJIOUOM, B KOTOPBIX
aNropuT™M mudpoBaHus SABISETCS OOMIEAOCTYNMHBIM, M TOATOMY HET
HEOOXOJMMOCTH B CEKPETHBIX KaHallax CBS3U JJI MPEABAPUTEIIBHOTO
obmeHa kimrouyamu. Ha mpakTuke peanuzaiusi UJIE€U COCTOUT B TOM, UTO
UCIIOJB3YIOT JBa KJII0Ya: K04 3amudpoBanus (OTKPBITHINA KITI0UY) U KITIOY
pacmi@poBanus (CEKpeTHBIN Kito4). OTMETUM, UTO JIyYIIUE KPUIITOCHC-
TEMbl C OTKPBITBIM KJIOYOM OCHOBaHbl Ha TE€X MAaTEeMaTHYECKHUX
mpobieMax, KOTOPBIE PEIIatoTCs YK€ COTHU JIET M He PEIIeHbI 10 CUX TOp,
HECMOTpPS Ha BCE YCHIIMS UCCIIeIOBaTENEH.

PaccMOTpUM HECKOJBKO KPUIITOCUCTEM C OTKPBITHIM KITIOUOM.

Prox3aunbiii MeToa U poBaHUS

BoibepeM mapy W /77 HartypajdbHBIX B3aUMHO MPOCTBIX YHUCET U
OyJleM CuuTaTh UX CEKpPETHhIMU. UHCIIO W HAa30BEM MHOXKUTEJIEM, a M —
MoAayJieM. JIOMOJHUTENbHO BBIOEPEM CEKPETHYIO MOCIEA0BATEIbHOCTh

b= (171, oo b,,) MOJIOKUTEIIBHBIX LEIBIX C IBYMS YCIIOBUSIMH:
-1

b,.>Zb., 1 moboro />1 u m>zbj'
=

=
Takyro mocae10BaTeIbHOCTh OyI€M Ha3bIBaTh CBEPXPACTYIIEH.
[locnenoBarensHOCTh = (4,,...,4,), TOe

a,= wb, modm, />1,
CUHTAETCS HECEKPETHOM.

CooOmenne X= ()q,---,X,,), SBIISIIONEeCST HAOOpPOM HyJeH W
CIMHMII, MUGPYETCS 110 TPABUITY



Il pacmmdpoBaHus MOIydeHHOro cooOmieHuss C  g0ocTaTovyHo,

n
pelas ypaBHEHUE BUA C= Zﬂ/ai, HAUTHU BEKTOP 4 = (ul,..., yn)e{O,l}”.
=1

B sToM cilydyae BEKTOp 4 COBIAJAET C BEKTOPOM X. YpaBHEHUE
pacuiM(ppoBaHUsl OCHOBAHO HA 3a/lauy€ O PIOK3aKe, KOTOpas OTHOCHUTCS K
kiaccy NP-monHbIx 3agayu. Tem HE MeHEe CIIeAYIOlee YTBEPKIACHUE YKa-
3bIBaeT 3P(HEKTUBHBIA METOJ €€ PEIICHUS JIETAIbHBIM MOJb30BATEIIEM JIJIs
CBEPXPACTYILIUX MOCJIEI0BATEIILHOCTEM.

Vmeepacoenue. Ecim b= (blbn) - CBEpXpacTylias Mnocjen10Ba-

n
tenprocth U S >0, 10 ypaBnenne S = X0, umeer He Goiee OIHOTO
=1

n
n
peuieHuss X= ()q, e Xﬂ) € {0,1} C YCIIOBHEM S< Zb,-.
=1
MeTon pemieHus 3ajadud O PIOK3aKe IS CBEPXPACTYIIHX
HOCHCHOBaTeHBHOCTeﬁ MOXKHO OIIHUCaTh KaK

( n
1, ecwu S=>Db + .ijbj
XI =< J:rll+1 y |:1,,n
0, ecu S<b+ ) xb;
L j=i+1

Ocraercs mokaszaTth, 4YTO JJIsS JIETAJIBHOTO IMOJb30BAaTENd (PYHKIIUS
pacmiidpoBanust 3pdexktuBHO BbluMcauma. [Ipu momydeHuun 3amudpo-

1
BaHHOTO cooOmieHns C moap3oBaTenb Beruuciasier W', mna koroporo

BBITIOJTHSICTCST YCIIOBHE w*w =1 mod m, u HaxomuT S =W C modm.

Jlns 3aBeplieHHs HPOIEAyphl paclIMbpOBaHUS JIETAJbHOMY IIOJIb30Ba-
n

TENII0 OCTACTCS PELINTH «3aJady o prok3ake»: S = Y xby. JelictBuTensHo,
i—1
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n
JIETAJIbHBINA MOJIB30BATENb JOJKEH peluTh ypaBHeHue Buga C = Z X =
i=1

n
wlC=wY xwb, modm=w7C = Zn: x:b, modm.
i=1 i=1

Ilpumep. ITOCTpOUM PIOK3aUYHYIO KPUIITOCUCTEMY.

Myers =(1713,28,52), m=111 u W=>55 o6pasyior cexpeTHsiii
KJIIOY  PIOK3a4HOM  KpPUNTOCHUCTEMBI. Torma  mocCiaemnoBaTeIbHOCTH
a=(55,52,49,97,85) oGpasyeT OTKPBITBIH KIIfOH.

[lycte nBowvHOE mpejcTaBieHue Tekcra M (TEKCT, KOTOPBIM Hajo
3ammdpoBars) - 310 (1,0,0,1,1).

Boruuciaum yucio C, koropoe u OyaeT mudp-TeKCToMm:

5
i=1
Boinonnum pacmmdposanue 3toro mudp-tekcra. C moMmoniso 00600-
o +1
IICHHOTO anropuTMa EBkinuma HaliieM W W BBIYHCIMM BCIIOMOTATEIb-

HYIO MEPEMEHHYIO S, JUlsl KOTOPOH BBINOHSETCS paBeHCTBO S =W C .
Crnemoatensno, W =109, a S=109*237 modlll, te S=81.
Paciin(poBaHue 3aBEPINAETCA PEIICHHEM «3aJa4d O  PIOK3aKe»:

n
81= > xb;. Jlerko 3amernts, uto X = (1,0,0,1,1).
i=1

OTMeTHM, YTO CTOHMKOCTH PIOK3aYHON KPUIITOCHCTEMBI OYEHb HM3KA.
DTO CBA3aHO C TeM, YTO I paciIM(ppoBaHHMs HE 00s3aTEIBHO 3HATH
cCekpeTHbI Kimou  (W,m). B3ajoMmuk 3HaeT MOCICAOBATEIILHOCTh

a=(ay,...,a,) ¥ MOXKET MOMBITATECS yYCHENHO HalTh Tapy uncen (W, M)
TaKHX, 4TO IIOCIIENOBATEIBLHOCT D = (bl,...,bn), onpeeiseMas yCIOBHEM

Bi =a,W modm, sBiuseTcs cBepxpacTymeii u o00lamaeT CBOHCTBOM
n

m>>b j- Honyuennyro napy (W, M) B3IOMIIMK UCTIONB3YET B KAYECTBE
=1
CEKPETHOTO KJTF0Ya.
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Kpunrocucrema RSA

Meton mmdpoBanus RSA npenmoxen B 1977 r. Pusectom, Illamu-
poMm u AmsiemanoM. OnuiieM nporecc mudpoBanust cooduieHuii. CHavana
HCXOIHBIN TEKCT JOJDKEH OBITh MEpeBelieH B 4HCIOBYIO dopMy. byaem
CUMTaTh, YTO METOJ TIpeoOpa3oBaHUs TEKCTa B YHCIOBYIO (opMy
CUMTAETCS] M3BECTHBIM. B pe3ynbTare TEKCT MNPEACTaBIsACTCS B BUJE
OJHOTO OOJBIIOTO YMCIA. 3aTe€M MOJYYEHHOE YHCIIO pa30uBaeTcs Ha
4acTH TakK, YTOOBI Kakaas U3 HUX Oblja YKCJIOM B MpoMexyTke ot 0 110 N,
rae N Oyaer BbIOpaHo mno3xe. [Ipouecc mmdpoBaHus OJMHAKOB JJIs
Kaxaou 4actu. [lodToMy MOXKHO CyHTaTh, YTO MCXOJHBIM TEKCT
MPEACTABIICH YMCIOM X TakuM, 4To 0 < X < N.

[Tapamerpamu anroputMoB mudpoBanus u pacimuppoBanus RSA sB-
JISIFOTCSL:

1) OTKpBITBIA KJIIOY - YHCIa N W €, KOTOphIe IOJYUHEHBI JABYM
YCJIOBUSIM:

1.1) n=pqg, tmne p u g — OoJbBIIME IMPOCTHIC YHCIIA, KOTOPBIE JEp-
XKarcs B cekpete. Uncna P U ( 0ObIYHO BHIOMPAIOTCS MOPSIAKOM HE HMKE
yeM 2256;

1.2) ancno e Gepercs B3aumHo mpocThiM ¢ ¢(n) = (p —1)(q—1).

2) CEKpETHBIM KII0Y O0pa3yroT yXe YIOMSHYTBIe Ynciia P ¥ (, a
Takoke uncno d taxoe, uto 1<d <n-1wued =1 modg(n)
[IIndpopanue 610Ka X (O < X< n) MIPOUCXOJUT MO MPABUITY
C=x° modn.
Pacmiudposanue 61oka C (O <C< n) BBITIOJTHSETCS 110 TIPABILTY
x=C% modn.

Ymeepowcoenue. Ecim tpoiika (n,e,d) obpasyer RSA - kpunrocucre-
My U u3BecTHO HatypainbHoe O Takoe, uyrto ed =1 modg(n), TO

cymiecTByeT 3 (EKTUBHBIA BEPOSITHOCTHBINH aJTOPUTM IMOJIMHOMUAIHHOMN
CIIOKHOCTH JJ1s1 (haKTOpHU3aIuu N.

Ipumep. Iloctpoum kpuntocucremy RSA.
[lycte p=3, a =11, Torma n=pq=3*11=33. Beruucium
dynkmuto Ditnepa ¢(33). Mockomsky @(n)=(p-1)(q—-1), To ¢(33)=20. B

Ka4eCTBE OTKPHITOrO KJ04a Bo3bMeM mapy (n,e), rme e =7. [IpoBepum,
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BBITIOJIHSETCS JIA YCIOBUE B3AaUMHOM MPOCTOTHI € U ¢(n). JIeCTBUTENBHO,
HOJ[(7,20) =1. B kauectBe cekpeTHoro kioda Bo3bMeM O =3 w
nposepuM, BeMoHsAeTcs au yciosue ed =1 modg(n). Heiictutensho,
ycioBue 7*3=1 mod20 BeimoaHseTcs. B kadecTBe TeKCTa, KOTOPBIM
HaJ0 3amupoBaTh, BO3bMeM X =14,
Haiinem mudp-rexer C = x® modn = C =(14)’ mod33= C = 20.
Pacuiudpyem npuienmuii mmdp-texer, nycts C =20, Torga

x=C% modn = x=(20)° mod33 = x=14.

Bozmooicnvie amaxu na kpunmocucmemy RSA
Meton noBTopHOoro mudpoBanus. OH COCTOHUT B cieayrorieM. IlycTb
e - skcrmoHeHTa 3ammdpoBanus, C - 3ammdpoBaHHOE COOOIICHHUE, IS

koToporo BemonHAeTcs ycnosue C=x° modn gus HekoToporo X.
Crpoum nocnenoBTenbHOCTh C; !
C,=C;
C, =C’, modn.
[TocnemoBaTeMbHOCTS CTPOUTCS JI0 TEX MOp, ITOKAa BHOBHh HE MOJIYYUM
mdp-rekcr C. Ilycte Cy =C, Torma Cy_; = X. AHaJOrM4HBIA METOJ

KPUIITOAHANIM3a MOKHO MOCTPOUTH ISl JIIOOOT0 alropuTMa € OTKPBITHIM
KJIFOUOM.

IIpumep. PaccMOTpUM METO]T TIOBTOPHOTO MIMGPOBAHUS.
[lycte m3BecTtHO, uTo C =5, e=3 m Nn=33. Tpebyercs HaWUTH
UCXOIHBIM  TEKCT X, M  KOTOPOrO  BBIIOJIHAETCS  YCJIOBHUE

C=x°® modn =5=x> mod33. CTpoum mocieq0BaTeIbHOCTS:
C,=5; C;=C;°; mod33.
[Tonywaem C; =5; C, =26;C,; =20;C, =14; C; =5. CnenosareibHo,
UCXOOHBINA TEKCT X = 14.

Kpunrtocucrema Pabuna

CrolikocTh cxeMbl PabrHa oCHOBaHa Ha TPYAHOCTH PEIICHUS KBaJipa-
TUYHBIX CPABHEHUH MO OOJBIIOMY COCTABHOMY MOJIYJIIO.

OnpenenuM napaMeTpbl KPUNTOCUCTEMBI:

13



BBIOMpaeM JBa IMPOCTHIX YUCaa P U (, JJISI KOTOPHIX BBIIOJHSIIOTCS YCIIO-
Bugd Pp=3 mod4 u =3 mod4. Dra mapa yucena obOpa3yeT CEKpPETHBIN
KIIFOY KPUNITOCHCTEeMBl PabmHa, a mxX mpom3BeacHUs N = P( - OTKPHITHIN

KJTIOY.
Jlns 3ammgpopanus coodmerns M (0 < m < n) BeruanciseM

c=m? modn,
PacumgpoBanue. I[IpenmonoxumM, dYTO TIOIYYEHO COOOIICHHE
C, (O <c<n). Jlns paciudpoBaHus HazO:

1) BBIYHCIINTH BCIOMOTaTCJIbHBIC BEJIMYUHBIL ' U S
p+1 p-+1

r=c* modp,s=c* modg;
2) maiiTu nensle ynciaa a u b takue, uro ap +bg =1;
3) UCXOHBIM TEKCTOM M OyAET OJHO M3 YEThIpeX 3HAUCHUM
m, , =+(aps+bgr) modn
m, , =%(aps—bgr) modn.

Ecnn ucxomHoe cooOIeHrne SBISETCS OCMBICICHHBIM TEKCTOM, TO
IIpaBUIIbHOE cOOOIIeHNE M, BeIOMpaeTcs jerko. C qpyroil CTOPOHBI, €CIIH
COOOIIEHHE — CiIydaiiHas MOCIeA0BATEILHOCTh IU(P, TO HET BO3MOXKHO-
CTH OIpPENETUTh KOPPEKTHOE coobiieHne M,. OauH U3 METOJ0B, MO3BO-
JAIOIKUX  OOJIETYUTH IPOLEAYpPY BBIOOpa HCXOJHOIO TEKCTa W3
m;, m,, Mz, M,, 3aKIOYACTCA B 100aBJIEHNH K UCXOJHOMY TCKCTY IIepena
mr@ppoBaHUEM U3BECTHOI'O 3arojIOBKa.

Ymeeporcoenue. Ilyctb N - mpousBeaeHUE ABYX HEUYETHBIX MPOCTHIX,
TOIJIa CJIECIYIOIINE YCIOBUS YKBUBAJICHTHBI:

e cymecTByeT dJG(PEKTUBHBIN aJITOPUTM  PEIICHUS  CpPaBHECHUS

x> =m modn;
e cymiecTByeT 3 (PEKTUBHBIN arOpUTM (haKTOpU3aLMH N.

Kpunrocucrema Jab-I'amans

Cxema Onb-I'amans Obuta npemioxkeHa B 1985 r. Ee Ge3omacHOCTb
00yCJIOBJIEHA CJIOKHOCTBHIO BBIYUCIICHUS JUCKPETHBIX JIOrapu(pMOB B KO-
HEeuHOM Tosie. Tak e, Kak U B MPEAbIAYIINX KPUNTOCUCTEMAX, aJITOpPUT-
MbI U(pOBaHUA U paciiuppoBaHUsl PadOTAIOT HE3ABUCUMO C OTJECIbHbI-
MU OJ0KaMu, Ha KOTopble pa3ouT Tekct. [loaTromy OyaeMm paccMaTpuBaTh
paboTy KPUIITOCUCTEMBI TOJIBKO JIJIsI OTJAEIBHOrO 0JIOKA.

14



Kpunrocucrema np-I"amans cTpouTes cleayomuM 00pa3oM:
1) cHadana BeIOMpaAETCs OOJIBIIIOE MPOCTOS YUCIIO P;
2) BeIOMpaeTcs 9UCIO (§, KOTOpOE SBJISAETCA NMPUMUTHBHBIM

DJIEMEHTOM MO0 Z o
3) BeIOMpaeTCs CaydaiHOE YHUCI0 X, IpHUeM X < P;

4) Bprancasercs uucno Y = ¢~ mod p.

Yucna p,d,X,y ONpPENENarOT NapaMeTpbl KPUNTOCUCTEMBI, MPUYEM
TPOWKA YHCET (p, g, y) 00pa3yeT OTKPBITHIN KITI0Y, @ X - CEKPETHBIN KITF0Y
KpUNTOCUCTEMBI JJb-1 amans.

st Toro ytoObl 3ammdbpoBaTh coobOiieHrne M, HaJlo BBINOJHUTH
CJIECIYIOIIUE JICUCTBHUS:

1) BeIOpaTh ciydaitHoe menoe uucio K, 1<k < p—1, takoe, 4To yuc-
da K m p —1 aBisiroTCS B3aUMHO MPOCTHIMH;

2) Bbrumciuth uncna a =g modp u b=y*M mod p.
[Tapa uncen (a,b) u ecth 3amMppPOBaAHHBIN TEKCT.

Jlist Toro 4roObl pacmm@poBaTh IOJy4YeHHOE coodOmieHue (a,b),

b
BeraucisieM M =—- mod p.
a

K kx
b _¥y'M _g kM =M modp, TO COOTHOIIEHHE
a g

ITockonbky

X X

M :% mod p cmpaBemIMBO.
a

Ilpumep. IlocTpouM Kpunrocucremy iib-1"amaris.
[lycte p=13, g=2, cekperHblii KkiIou4 X=8. Bberaucium

y=g* mod p, ciexoBarensho, Y =22 modl3 = y=0.
Ilycts Tekct M, koTopwlii Hamo 3ammdbpoBaTh, paBHSAETCS 3.
Breibepem HekoTopoe ciydaiitHoe yucio K=7. VYOeammcs, dTO

HOJ/[(k, p—-1) =1. AeitcrBurensuo, HO/(712) =1.
Breruucasem mapy umcen (a,b).
a=g“ modp, crenosarensro, a=2" modl3d = a=11.
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b=y*M modp, crexoBarensho, b=9"*5 modl3 = b =6.
[Momyummn  mapy uumcen  (a,b) =(11,6), xoropas u  ecTh
3amupOBAHHBIN TEKCT.

Beimonaum pacmudpoBanue 3Toro mudp-TeKcTa

M :% mod p, CJIEOBATEIILHO, M =% modl3 =
a
M =6*11"° modl3 = M=6%9" mod 13 =

M =6*3 modl3 = M =5.

JaexTpoHHast uu@pposas nognuch (L)

[Ipu pabote ¢ IIEKTPOHHBIMH JOKYMEHTAMH B CETH BCTAET BOIPOC 00
ayTeHTU(UKAIMKA aBTOpa JTOKYMEHTa M CaMOro JOKYMEHTa, T.€. YCTaHOB-
JIEHUS MOJIMHHOCTH aBTOPA M OTCYTCTBUSI U3MEHEHHU B MOJIYYEHHOM J0-
kyMeHte. [{udpoBas moANUChH CIy>KUT ISl pelICHUs 3a7a4 ayTeHTU(uKa-
nuu. OHa mpencTaBisieT coOOW OTHOCUTEIBLHO HEOOJIBIIOE KOJUYECTBO
JONOJHUTEIbHON HH(pOpPMALUU, NEPEAaBa€MO BMECTE€ C MOJIJUHHBIM
tekcToM. Cucrema DLII Bkitouaet B ceOst ABE MPOLIEAYPHI:

® [IOCTAaHOBKA MOJINCH;

® [IPOBEPKA MOAIHUCH.

O06001enHoi Moaenbio DT MOKHO CUMTATh CIAEAYIONIYIO CXEMY.

[Ilycte A u B - HekoTopble MOJB30BaTENM, OOMEHHUBAIOIINECS
uH(popManmel mo OTKpeITOMY KaHaiy cBsi3H. Ilycte X - COBOKYNHOCTH
BCEBO3MOXKHBIX COOOIIEHHH, Y - HEKOTOPOE MHOXKeCTBO moamnuce. I1ycTs
F. Y > X Qynkuus, kotopas 3aBUCUT OT mapamerpa (kiroua) K, a kiod

K cocrout u3 nByx wacreil: oTkpbiToi K, U cexperHoit K. ITycts ams mro-
boro X € X cymiecTByeT mpoobpas Yy = Fk_l(x) U, KpOM€ TOTO, (PyHKIIHS

F oOmenssecTHa.
[Ipenronoxum, 4To BBIIOJHSAIOTCS CIEAYIOIINE CBOMCTBA:

® 3Hasi OTKPHITHIA K04 K., ¢pyHKuuio F (Y) MOXHO BBIYHCIUTH 32
HOJMHOMHUAIBHOE BPEMS;
® 3Has CEKPETHBIN KitoY Ky, (QYHKIHIO Fk_l(x) MOYHO BBIYUCIIUTH 32

TIOJIMHOMHATILHOE BpEMS;
e 3Has K., HO He 3Hast Ky, dyHkmmio F, (Y) CI0KHO MHBEpTHPOBATS.
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[Toamuchio HEKOTOPOTO COOOIIEHUSI X HA3bIBACTCSA Y = Fk_l(x), a mapa

(X, y) Ha3pIBaeTCS MOAMMCAaHHBIM COOOIICHUEM.
B o6mem Buae anroputm OIIIl MoXHO omnucarth ClEAYIOIIAM

oOpazom:
1. Jlns oTmpaBiasieMoro cooOImeHuss X OTIHIpaBUTEIb A HaxXOIUT

_1 e
=F X); 3Has CEKpeTHbIH KoY K 9TO MOXKHO cCACJaTb 3a
k > d»

MOJIMHOMHUAIBLHOE BPEMSI.
2. A nepenaer B 1o xaHany cBs3u napy (X, Y).

3. [ToryuuB nmoanucannoe coodmenue (X,Y), B Haxogur X' =F, (Y),

3HaHUE OTKPBITOTO KJIHOYa IMO3BOJISIET CEIaTh 3TO 3a MOJWHOMHUAIBLHOE
BpEMHI.

4. [Tonyuarenr B ceBepser X u X. Ecim oHH coOBHamamT, TO
MOJIy4YEHHOE COOOIICHUE CUMTAETCS MOMJMHHBIM. B MpOTHUBHOM ciyyae
a1u60 coolmieHne X u3MeHeHo ((panpiuBoe), MO0 MOANKCH Y HEBEpHas

(mogenpHast).

[TpuHnunuanbHeIM MOMEHTOM B cucteme DIIII siBisieTcss HEBO3MOX-
HOCTh noaaenku D1IIT moap30BaTens 0e3 3HaHUS €r0 CEeKPETHOTO KIIoyva.
Pone pyHkumum F, MoXxeT urpaTh HEKOTOpas cXeMa HIM(POBAHUS C

OTKPBITBIM KJIFOYOM.

Ilepen ommcanmem koHkpeTHbix Ol BBegem crenyromiee
onpeJieNieHue.

Onpedenenue. OyHKIMEH XOAUIMPOBAHUSA HAa3bIBAETCA OTOOpa)KeHUE
h: A" = Al cios xoneunoit nuuus! B andasure A B cioBa aauHO# |,
Xomi-3Hauenre Y = h(X) ucnonb3yercs sl KOHTPOJIS I[EJIOCTHOCTH X.
[Ipeamnosiaraercsi, 4TO aIrOPUTM BBIYUCIICHUS XDII-3HAYCHUS SBIISCTCS
3O PeKTUBHBIM U OOIIENOCTYNHBIM. XOUI-QYHKIMS JIOKHA YJIOBJIET-
BOPSATH LEJIOMY PSTY YCIOBUIMA:

1) xam-pyHKIMSA J0KHA OBITh YYBCTBUTEIBHOW K BCEBO3MOXKHBIM
U3MEHEHUSM B TEKCTE;

2) no/KHA 00J1a1aTh CBOMCTBOM HEOOpAaTUMOCTH, T.€. 3aJa4a oaoopa
OOoKyMeHTa X', KOTOpbIH Obl 00jamanm TpeOyeMBIM XdII-3HAUYCHHEM,
BBIYHMCJIMUTEIIBHO TPYAHAS;

3) BEepOsATHOCTh TOTO, YTO XJMI-3HAYCHHMS JIBYX  Pa3IMYHBIX
JOKYMEHTOB COBIAIyT, 10JKHA OBITh OYEHBb Malia.
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OTmeTuM, 4TO OOBIYHO AJICKTPOHHAS MU(PPOBAs TIOMUCH CTPOUTCS HE
IS TIEPBOHAYAIBHOTO TeKCTa X, a JJII €r0 BEIYMCICHHOTO X3III-3HAYCHUS
m = h(X). DTo cBsA3aHO ¢ TeM, YTO BEIYUCIICHHOE 3HAYCHHUE XAII-(DYHKITHH
h(X) mnpeacraBmsier coOoli OJMH KOPOTKHMM OJ0K uHMOpMaruu m,

XapaKTePU3YIOIINI BeCh TEKCT X B IICIOM.

[TockonbKy XoMI-QPYHKIMS CUUTAETCA OOIIEIOCTYITHOM, dalbHEHIIee
ee 00CYyXJeHHEe B HACTOSIIMX METOJMUYCCKUX YKa3aHHUSAX IPOBOJHUTHCS HE
OynerT.

Cxema JIIII RSA
[TapamMeTpbl CXeMbI OMIMCHIBAIOTCS AaHAJIOTHYHO PACCMOTPEHHOM BHIIIIC
KPHUIITOCUCTEME M COCTOSIT M3 CEKPETHOTO Kitoda - (P,q,d) u OTKpPBITOro

kiroya - (n,e).

dopmupoBanue noamucu Y st Tekcta X (0 < X< n) ompenensercs

CICAYIOIINM TIPABHIIOM Y = x¢ modn.

CoOTBETCTBEHHO, TPOBEPKA IOJANUCH 3aKIIOYACTCS B BBIYHCICHUU
e
X"=y® modn u B mnociuemyroiieMm cpaBHeHun X ¢ X. Ecim oHwm

COBIIAJAIOT, TO COOOILIEHNE X MOJJIUHHOE.
Artaka Ha uudpoByro noanuck RSA. [udposas noanuce RSA ys3-
BMMa K TaK Ha3bIBA€MOM MYJIbTUILIMKATUBHOM aTake. IHaue roBops, eciu

HOJIHMCAHBI IBa COOOIIEHUs Y, = de modn u y, = de modn, To MOX-

HO Ge3 3HaHWsS cekperTHoro Kimoua d momyunts mommues Y =x° modn
HOJ] JOKYMEHTOM X = X;X, modn, Tak kak y =Y;y, modn.

Cxema D111 Dab-I'amags
[TapamMeTpbl CXeMbI COBIAIAIOT ¢ TapaMeTPaMU KPUITOCHCTEMBI DJTb-
["amats, 1 cOOTBETCTBEHHO Tpokika (P,d,Y) oOpa3yeT OTKPBIThIA KJIIOY, a

YUCJIO X - CEKPETHBIN KIIFOY CXEMBI.

st toro uytoOml chopmupoBaTh HOANUCH Ayl Tekcta M, Hamo
BBITIOJIHUTH CJIEAYIOIINE NEHUCTBUA:

1) BeIOpaTh ciydaitHoe renoe unciao K (L<k < p—1) Takoe, uto K u

(p—1) ABIAIOTCS B3aHMMHO IIPOCTHIMU;

2) BBUMCINTD BETMUMHY a=(gX MOdpP ¢ NOMOLIBIO CEKPETHOTO
KITI09a X — IeNioe 9ncio b

b=(M -xa)k™ mod(p-1).
18



[Toamuce — 3T0 mapa uucen (a,b).

[TpoBepka moanucu. ITocie nmpreMa MOAMMCAHHOTO COOOIEHUS 101
OHCh  CYMTAEeTCd  IOMJIMHHON, €CJAM  BBIIOJHSACTCS  PABEHCTBO
y2a? =gM™ mod p.

Ipumep. IToctpoum DII Dnb-I"amans.
BriOepem uncna p =11, g =2 u cekpeTHbI kItod X = 8. Beruuciaum

3HAUYCHHE OTKPBITOro Kimoua y =g~ mod p= y=2° modll= y=3.

Beraucinm nmdpoByro moanuck mist coodmenus M =5. CHauana
BbIOEpeM ciydaiiHoe 1enoe uyuciao K =3. Yoemammcs, dyro umcina K wu
(p—1) sBnstorcs B3aumHO mpocthiMu. JlelicrBurensHo, HO/[(3,10) =1.

Haiinem  uywmcio k_l, IJIE  KOTOPOTO  BBIMOJHAETCS  YCJIOBHUE
k*k =1 mod(p—1). Jlerko 3ameruts, uto k> =7. Jlasee BbUHCIICM
aJIeMEHTHI a U b monamumcw:

a=g“ modp=2% modll=8

b=(M -xa)k™* mod(p-1)=7(5—-8*8) modl0=7

[{udpoBas moamuck mpeacTasiseT cooo napy uncen: a=38, b=7..

[Tposepka noanucu. Ilpunss coodbmenue M u 1udpoByr0 MOANUCH
(a =8,b =7), nonydarens BEIUMCIIAET ABA YKCIIA:

y?a® modp = 3**8" modll =10;
g™ modp = 2° modll =10.

Tak Kak 3THM JBa LEJbIX YMCJAa pPaBHBI, NPUHATOE MOJIydaTesieM
COOOIIIeHUE TTPU3HACTCS TOJTUHHBIM.

Cxema JIIII DSA
Anroput™ nudpooit noanucu DSA npeioxken B 1991 r.
Cxema DSA cTpouTcs ciaeayronmm oopa3om:

1) cHauasa BeIOMpacTCs 0OJIBIIOE TPOCTOE YHUCIO P (2512 <p< 21024)

2) BBIOMpAETCS MPOCTOEC YHCIO ( (2159 <Qg< 2160) U JIeTUTeIb Ynclia

(p-21);
p-1

3) BeiOupaercs uncno t (0<t< p). Ecom uncio t 9 =1 mod p, To

BeIOMpaeM gapyroe uucio t (0<t< p); B TPOTUBHOM cCiyyae
p—1

g=t 9 modp.
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4) BeIOMpAETCS CITydaiHOE YHCIIO X, TpudeM 1< X < (;

5) Berumcnsercs unciao Y =g mod p.
Yucna P,d,X,Y,q ONPENEISIOT HapaMeTpbl KPUITOCUCTEMEI, IPUYEM

YUCIa (p,g,y,q) 00pa3yIOT OTKPBITHIM KJIIOY, & X — CEKPETHBIN KIIHOY
cxembl DLIT DSA.

dopMHUpOBaHWE MOANUCH I Tekcta M IPOUCXOIHUT MO
CIICAYIOIIEMY AITOPUTMY:

1) BEIYMCIISICTCA YHCIO M, KOTOPOE pAaBHACTCS Xd3II-3HAYCHHUIO
rucxomHoro tekcra M, mpuuem 0 <m < Q;

2) BbiOupaeTcs ciydaitHoe nenoe uucio K (0 <k <q);

3) BBIYHCISACTCS 9MCIO0 K 1, I KOTOPOTO BBIMOJHSETCS YCIOBHE
k*k™* =1 modq;
4) HaXOAATCS Ba YKCIA I U S 10 CIEAYIOIIEMY IIPABUIY:
r=(g“ modp) modg,
s=k(xr+m) modq.
[Toamuceio k coobmieHuio M sBisercs mapa uncen (r,S).

[Tpoeepka momanucu. [locie monydenus coodmenns M’ u moamucu
uemy (r',s") mamo yoeautncs, uro M coBmagaer ¢ M. J{as atoro:

1) ecim xots Obl omuo u3 ycamoBuii 0<r'<qg, 0<s'<Q mHe
BBIMTOJTHACTCSI, TO MOAMUCH CYUTACTCS HEJICHCTBUTEIBHOM;

2) Berancisiercs V= (") modq;

3) HaxoauM

z, =h(M')v modq;

Z, =r'v.modg;

u=((g*y*) mod p)modq.

4) poBepsieM ycioBue I''=U. Eciu OHO BBIMONHSETCS, TO MOIIHUCH
CUMTAETCS MOUIMHHOM, a COOOIIEHNUE — HEM3MEHEHHHBIM.

Ilpumep. Cxembl DSA
['enepanus kinroya:
1) BeiOupacM mpocThle umcia P=23, (=11 wu mnposepseMm,

BBINIOJIHSCTCA JM  ycioBue, uro ( geaut (p-—1). JlelcTBHTEIBHO,
(p—1)_22_2

qg 11
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2) BeiOupaeM umuciao t (O<t< p). Ilycre t =3, Torma BhIUKCIISAEM
p-1

g=t % modp=g=3> mod23=g=9;

3) BBIOMpaeTCs CaydaiHOE YHUCI0 X, IpuueM 1< X < (, mycTh X = 2;

4) BprancisieMy = g modp= y=9° mod23=y =12.

OTtkpeiThiil k1104 (P =23, =11, 9 =9, y =12), cexpeTHsIii — X = 2.

Beraucinm 1@ poByro moanuck a1t coodmerus M.

1) HaiimeM  XdmI-3HAYEHUE  JUISI  OTOTO  COOOIICHHS,  IyCTh
m=h(M) =3;

2) BeIOEpeM mpom3BoibHOE Tiestoe yucio K (0 <k <q), mycts k =4;

3) BeruncimM 3HaueHne K1 mod(, JTerko 3ameruts, uto K L =3;

4) 9T00BI cO371aTh MU(PPOBYIO MOAMKCH JIs coobmenus M, ocraaoch
HaWTW yucia I U S:

r=(g* modp) modg=r=(9* mod23) modll= r=6.
s=kt(xr+m) modq=s=3(2*6+3) modll=s=1.
[Tapa uncen (6,1) sBisgercs nudpoBoii OAMKUCHIO cooOIIeHns M.

[TpoBepka moamucu. Ipunse coobiienne M’ u uPpPoOBYIO MOAIUCEH
(r'=6,s" =1), nomydarens BEIIOIHSIET CACAYIONINE ACHCTBU:

1) mposepsier HepaBenctBa O0<r'<(q, 0<s'<q. Eciu oHm He
BBIMOJIHSIOTCS, TO MONKMCH CYUTACTCS HEJACHCTBUTEILHOM;

2) BBIYUCIIAECT XOJII-3HAYCHHE IS IMPUHATOTO COOOINEHHUSA, IyCTh
m'=h(M")=3;

3) Berumcisier V=(s')" modq = v=17 modll = v=1;

4) HaxoouM

z;=h(M’)v. modqg = z;=3*1 modll = 1z, =3

Z,=rvmodq = z,=6*1 modll = z,=6;

u=((g*y) modp) modq =

u=((9*12°) mod23) modll = u=6;

5) mpoBepsieM yciioBue ' =U. Eciau OHO BBIMOJHACTCS, TO IOIKCH
CUMTACTCS MOJUIMHHOM, a COOOIEHNE - HEM3MEHEHHHBIM.
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CnenaeM HECKOJIBKO 3aME€YaHUN OTHOCUTEIBbHO asiroputmMa DSA:

e aroput™M DSA MemieHHbIl. B TO BpeMsl Kak CKOPOCTh MOJTYy4YEHUS
MOJIIMCH CpaBHUMA CO CKOPOCTHIO mudppoBanus 1o cxeme RSA, nposepka
MOANKCH B OOJBIIOM KOJWYECTBE ciydaeB mnpumepHo B 100 pas
MemiaeHHee, ueM RSA;

® aHAJIM3 AJITOPUTMA MOKAa3bIBAET, UTO B JAHHOM Cjydae npoodiema
B3JIOMa TOJMKCH, BOOOIIE TOBOPSI, HE CBOJAUTCS K MPOOJIEME TUCKPETHOTO
JorapuMHUPOBaHUsI, TOCKOJIbKY B anroputMe DSA ¢ — He NpUMUTHUBHBIN

AJIEMEHT TI0 MOIYJIO P, a JHUIIb 3JEMEHT MOopsiaka (|, 4YTO HaMHOTO
MenbIlie P —1. Takum oOpa3om, BIIOJHE BO3MOXKHO, YTO IIpodieMa B3joma

anroputma Ol  nerue oO1Iei npoOJieMbl  JIUCKPETHOTO
Jorapu(pMupoBaHus.

Cxema I'OCT P 34.10-94

AnroputM 1HGPOBONM TOAMHUCH, ONPEACISIEMbI 3THUM CTaHAAPTOM,
KOHIIENTyaJdbHO ONM30K K anroputMy DSA. O 3amaercs ciaeayromuMu
rapameTpamu:

1) Gonpiioe mpocToe UYMciao P, TIe (2509 <p< 2512) 1100
(21020 <p< 21024)

2) g — mpocToit comMHOXHUTeAh Yucia (p—1), HMermMA JIUHY
254...256 owur;

3) nenoe unciao g (1< g < p-1), takoe, uto g9 mod p paBusercs 1;

4) menoe 4KMCIO X, MEHbIIEE (;

5) menoe umcno Y, Takoe, uto y=a* mod p.

Yucna p,d,Y,q oOpa3yrOT OTKPBITHIM KJIOY, a X - 3aKPBITHIA KIIIOY
cxembl DLITT'OCT P34.10-94.

Yto0sl chopmupoBaTh IMOJAMMCH JJISI HEKOTOporo Tekcta M,
MOJIb30BATEIb JJOJDKEH BBIMOJIHUTD CIEAYIONINE JECHCTBUS:

1) BBIYKCIUTH 3HAYCHUE BCIIOMOTaTeIbHOM IepeMenHoit m =h(M);

2) creHepupoBaTh ciiydaiiHoe 4ucio K, mpuyeM K < Q;
3) BBIYHMCIIUTD 3HAUYCHUE NTEPEMEHHBIX I M S
r=(g“ modp) modq;
s=(xr+km) modq.
Ecmu rs =0, To BEIOMpaeM npyroe 3HaueHue K ¥ HaumHaeM CHOBA.
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[udposas moaAmuMCh MpeacTaBIsseT COO0H Mapy Yuce:
r mod2*° us mod2%®.

Aunroput™ npoBepku nogmucy. Ilocse momydenus coobmienns M’ u
noanucd K Hemy (r',s’) mamo yoemuthes, uto M coBmagaer ¢ M'. s

STOTO BBHITIOJIHACM CIICAYIOIIUE ICHCTBUS:
Decmn r<0 mwmm r>qg-1 wm $<0, wmm S>Qq-1 TO MOAIHUCEH

HEJICHCTBUTEIIbHA,
2) BBIYHCIIIEM 3HaUEHUE BCIIOMOTaTeapHoM nepemennoit m' =h(M);
3) BeruncsieM Z, = (M')%? modq;
4) BerumcnsieM Z; =Sz, modd;
5) BerumucnsieM Z, =((q—r)z,) modq;

6) Beruncnsgem U = ((g* *y*2) mod p) modq.
Ecnu U =71, TO nOoaANMCh CUMTAETCS BEPHOU.

IIpumep. Iloctpoum cxemy DI T'OCT P 34.10-94.
I'enepanus kinroya:
1) BeiOupaem mpocthie uncia P =23, =11. Ocraercs MpOBEPUTH,

BBINIOJIHSACTCA JM  ycioBue: (@ genmutr  (p—1). JleHcCTBHUTEIBHO,
(p-)_22_,

qg 11

2) BbIOMpaeM IeJIoe YUCIO ( =2 M IpOBEpseM, BBIMOIHACTCS JIU
yenosue (g9 modp pasmsercs 1). JleiicrBurensro, 2 mod23
paBHsieTcs 1;

3) BBIOMpaeTCs CaydaiiHOE YHUCI0 X, IpuueM 1< X < (|, MyCTh X = 2;

4) BprancisieM Y=g modp= y=2° mod23=y=4.

OTtkpoiThiil KiT104 (P =23, =11, 9 =2,y =4), ceKpeTHbIN — X = 2.

Beraucinm 1@ poByro moanuck A1t coodmerus M.

1) HaiigeM  XdII-3HAYE€HHWE  JJI1  3TOrO  COOOINCHMS,  IYCTh

m=h(M) =3;
2) BeIOEepeM npousBoibHOE Tiennoe ynciio K (0 <k < (), mycts K =6;
3) uToOBI co3aaTh HUGPOBYIO MOAMKUCH A cooldmennss M, ocranoch
HAUTH 4uciia I u S.
r=(g“ modp) modq=r=(2° mod23) modll=r=7.
s=(Xr +km) modq=5s=(2*7+6*3) modll= s=10.
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[TpoBepka mnoxmucu. IlycTh OBUIO mHpuHATO cooOmenne M’ u
udposas noanuck (r'=7,s"=10), 111 OpoBEepKU MOIMUCH IOJydYaTesb

BBITIOJIHSIET CJICYIOIINE ICUCTBUS:
Decmn r<0 wm r>q-1, wm $<0, wm S>(0-1 TO MoANHCH

HEeHCTBUTCIIbHA,
2) BBIYUCIISCT XOII-3HAYCHHE JUIS IMPHHITOTO COOOIICHHS, ITYCTh

m'=h(M’") =3,

3) z,=(M)9? modq =2z,=(3)° modll =z, =4

4) 7z, =527y modq = z;,=10*4 modll =z, =7,

5) 2, =((q—r")z,) modq =z, =((11-7)*4) modll = z, =5

6) BEIYHCIISIEM

u=((g**y*) modp) modq =

u=((2’*4°) mod23)modll =u="7.

[TockonbKy ycaoBue U = ' Beimonnsiercs, To noamucsk (' =7,s'=10),
CUMTAETCS MOUIMHHOM, a coobmenne M’ - Hen3MEHEHHHBIM.,

HeckoJabK0 ynpaKHEeHU U

JIeMEHTBI TEOPUM YH el
1. Ilpumensis 0600mIeHABIN anropuT™M EBkimma k mape yucen 217 u

413, Haiinure ynciia a u b Takwue, uro d = HO/(217,413) =217a + 413b.

2. Pemuth cucTemMy CpaBHEHUM
[ x=1 mod3

Xx=4 mod5
X=2 mod7
Xx=9 modll

(X=3 mod13

3. Yka3zarhb o0111ee pelieHre 1JIsi CHCTEMBbI
X=b, modl3

{x =b, modl7

[Tonp3ysch ATUM OOIIMM peIIeHUEM, Jajee HaAaWTh TPU YHCiIa, KOTO-
pble npu JeneHud Ha 13 u 17 naBanu Obl COOTBETCTBEHHO OCTAaTKH 1 1 12,

6usg,11u4.

.
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4. HaliTu Bce IPUMUTUBHBIE JJIEMEHTBI B Z U B ZLg;.

5. Jloxasxure, uto ecmu HO/[(a,b) =1, To #(ab)= #(a)¢(b).

KpunrtocucreMsbl ¢ OTKPBITHIM KJII0Y0OM
1. 3ammdpoBaHo cOOOIICHUE TTO TPABUITY

y=x* modp,
rae P - Oompmoe mpoctoe umcio, 1< X< p-1 K- memoe dYucio
1<k < p-1. IToka3arp, 4yTo eciu K BBHIOpaHO B3aMMHO MPOCTHIM ¢ P —1,
TO aITOPUTM paciuppOBaHUS
d(y) =y modp
siBisiercst koppektaeiM ¢ d =k mod(p—1) u d(y) = x.

2.YUTO CclyuduTcsi ¢ KPUNTOCHUCTEMOW B MpENbIAyIIEH 3ajaye, eciu
OIIMOOYHO B3SThH IIEJI0C YUCIIO K, KOTOpOE HE SBIJIICTCS B3aUMHO ITPOCTHIM
c p-1.

3. Ilpeanonioxum, 4To nojas3oBaresb RSA B kauecTBe MOIyiast N MO
ommbOKe BeIOpan 0oJbIoe MmpocToe yucio. Iloka3zars, 94To B ATOM ciiydae
paci@poBaTh TEKCT JIETKO.

4, Paccmorpum RSA cuctemy ¢ moaynem N. Ilemoe umcno X,
1< x<n-1, Ha3oBeM HEMOABMIKHOW TOYKOM, €CJIM OHO U B 3ammuppoBaH-
HOM BHJE Toke X. IlokazaTh, 9TO €cim X - HEMOJBIKHAS TOYKA, TO U
N — X TaK)Ke €CTh HETMOABM)KHAS TOYKA.

5. [locTpouTh PIOK3auYHYIO KPUIITOCUCTEMY CO CBEpPXpacTylle Io-
ciemoBateabHOCThIO D =(1,3,5,11,22,45,100) u 3ammdpoBaTh CIOBO «BEK-

TOP».
6. [Toctpouts kpunrocucremy Pabuna u 3amudponarts uncio 10.

DJiekTpoHHAs nudpoBasi NOANUCH

1. B cucteMe ayTeHTH(UKAIIMU, OCHOBaHHOW Ha cxeMe RSA, monb30-
BaTesib A BBIOpa OTKPBITHIN Kitod € =7 u N = 77. Eciu on monyuyut ot B
qucyo0 23, TO 4TO A JTOJKEH OTBETUTh, YTOOBI ayTEHTU(PHUIIUPOBATH ceOs ?

2. B cxeme moamucu, ocHoBaHHOM Ha RSA, momp3oBarean A u B
UMEIOT OTKPBIThIE KIIOUH €, =3, N, =15; eg =7, Ng =77 COOTBETCT-
BeHHO. [Tonp3oBarenb A xo4deT nociarhk cooduienne. M =4 kak noanuck
K HEKOTOpOMY AOKyMeHTYy. Kakoe 1enoe uncio oH noceuiaer?

3. B cxeme moamucu RSA monb3oBarenb A UMEET OTKPBITBIM KJIIOY
e=11 n=2899. Kak od noamuuiet cooduieHue 8767
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4, B cxeme moamucu DSA monp3oBaTenb A WMEET OTKPBITHIN KIIOY
(p=124540019, q=17389, g=10083255, y=119946265) u 3aKpbITHIA KI0OY
X=12496. Kak oH moAanuiieT cooOIeHne, Xa1-3aauenne koroporo h(m) =
52467
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