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1. Henu ocBOeHMS AU CHUIITTHHBI

Hucuunnuna «be3onacHOCTh B COBpeMeHHOM HMH(pOpMalMOHHON cpefe» obecreynBaet
nproOpeTeHNe 00yJArONIMMICS 3HAHUH, YMEHHI U HABBIKOB TI0 CJICTYIOIIUM KOMITETEHITHSIM:

VYK-4 «CnocoGeH OCYIIECTBIATh ACIOBYI0O KOMMYHHUKAITUIO B YCTHOW W THCHbMEHHOMN
dbopMax Ha rocynapcTBeHHOM si3bike Poccuiickoii Depepariii 1 HHOCTPAaHHOM(BIX) SI3bIKE(ax)»;

VK-8 «CnocobeH co3mgaBaTh M TOJACPKHMBATh B IIOBCETHEBHOW JKM3HU U B
po(heCcCHOHANTLHOM IEeATETHbHOCTH OC30MAaCHBIC YCIOBHS JKU3HEACATEIPHOCTH ISl COXPaHEHUS
MPUPOJIHOI cpelibl, 00ecreYeHrs YCTOMUYMBOTO pa3BUTHsI OOLIECTBa, B TOM YHUCIIE TPU YIpo3e U
BO3HUKHOBEHHUH YPE3BBIYAMHBIX CUTYallUl U BOCHHBIX KOH(IUKTOBY;

OIIK-2 «CrocobeH MOHMMATh MPUHIHUIBI PAaOOTHI COBPEMEHHBIX HH(POPMAIIMOHHBIX
TEXHOJIOTHI U UCIIOJIb30BaTh UX ISl pEHICHUS 3a/1a4 MPOPECCHOHAITBHOMN IEATeILHOCTH Y,
®enepalibHOTO TOCYJApPCTBEHHOTO 00pa30BaTEIbHOrO CTaHAApTa BBICHIETO 00pa3oBaHUS IO
HanpasieHuto moaroroBku 41.03.04 IMomuTomorusi.

OCHOBHOHW 1ENBbI0 W3YYEHHS NUCUUIUIMHBI SIBISETCS TEOpPETHUYECKas M MpaKTUYecKas
MOATOTOBKA OOYYAIOIINXCS K ACATEIHbHOCTH, CBA3AHHOM C MPUMEHEHUEM COBPEMEHHBIX CPEJICTB
¥ METOJIOB 3alIUThl HHGOPMAIIMU B MOBCEIHEBHON U mpodeccruoHaibHon aestenbHocTH. Kype
JAeT TPEJCTABICHUE O MECTE M PO MHPOPMAIIMOHHON OE30MMaCHOCTH B COBPEMEHHOM MHpE.
Ero wu3ydyenuwe npaer BO3MOXKHOCTb CO3HATEIBHOTO HCIOJb30BaHUS, OOpabOTKH M 3alUThI
uH(pOopMaLUH.

2. Mecto nucuuiiinibl B cTpykrype OIl 6akanaBpuarta

JucuumnnuHa «be3onacHOCTh B COBpeMEHHON MH(DOPMAIIMOHHOM Cpefiey» UTpaeT BaXKHYIO
ponb s oOmenpodecCHOHANBHON TOATOTOBKM  oOydaromierocs. [lpm ee u3ydeHHH
CYLIECTBEHHO  HCIONB3YIOTCS ~ 3HAHUA, TMOJXYYCHHbIE TMPH  HU3YYCHUU  JIUCUUIUIMHBI
«upopmarukay.

3. Illianupyemble pe3yJbTaThl 00yUeHHUsI 0 THCHHUIIJIMHE, COOTHECEHHbIE C
IIAHUPYeMbIMH pe3y/jbTaTtamu ocBoenus OIl 6akanaBpuara

[Ipouiecc u3y4yeHUs TUCHUIUIMHBI «be30macHOCTh B COBPEMEHHON HMH(OPMAIIMOHHOM
cpene» HampasiieH Ha (popMHUpOBaHHE CIEAYIOINX YHUBEPCAIbHBIX U 001IEenpo(hecCHOHATBHBIX
KOMIETeHIIM B cooTBeTcTBHM ¢ DenepanbHbIM TOCYAApCTBEHHBIM 00pa30BaTeIbHBIM
CTaHJAapTOM BBICIIETO 0Opa3oBaHusi Mo HampasieHuio noarotoBku 41.03.04 Tlomurtonorust u
JTOCTHIKEHUS YKa3aHHBIX Jlaiee MIaHUPYEeMbIX Pe3yJIbTaTOB O0yUYeHUS:

Kon ®opmyIMpPOBKA IlepeyeHb MUIAaHUPYEMBIX Pe3yJIbTATOB
KOMIIETCHIMHU KOMIIETCHIMHU o0y4eHus

YHuBepcajibHble KOMIIETEHIIUU




YK-4 Criocoben
OCYIIECTBIISTH
JICIIOBYIO
KOMMYHUKAIIHIO B
YCTHOU U
MMACEMEHHOH (hopMax
Ha TOCYJIapCTBEHHOM
s3p1ke Poccuiickoit
®denepanyu u
WHOCTPaHHOM(BIX)
A3bIKe(ax)

N-YK-4_1. Cnocoben
COCTABIIATH Pa3INIHbIE THIIBI
JIEJTOBBIX JOKYMEHTOB,
YUUTBIBAS [IEJIA, OCOOCHHOCTH
COZICPYKAHUS U CTPYKTYPBI
KayXJI0To.

3namy:

- OCHOBHBIC TTOHATHS B 00J1aCTH 00pabOTKH 1
3aMUThl UHPOPMAIIMH U UX ONPEACICHHUIA;
HOMEHKJIATypy JIe]l B 00J1acTH
nHpOPMAITMOHHON O€30TIaCHOCTH.

Ymemy:

- 0(hOpMIIAITE OCHOBHBIE OPraHN3aIMOHHO-
pacropsauTeNbHbIe JOKYMEHTHI B 00JIaCTH
nHPOPMALMOHHON 0€30MacHOCTH

VK-8 Cnocoben
CO311aBaTh U
MOIIEPKUBAThH B
MTOBCEIHEBHOM KU3HU
U B
npoheCCUOHATBHOMN
JIeSITeIbHOCTH
Oe30MacHbIe yCIOBUS
KU3HEIEATETBbHOCTH
JUTSL COXpaHEHUS
MPUPOIHOU Cpeabl,
obecrieyeHust
YCTOMYUBOTO
pa3BUTHS OOIECTBA, B
TOM YHCIIE TIPU
yrpose u
BO3HUKHOBEHHH
YPE3BBIYANHBIX
CUTyalluid U BOEHHBIX
KOH()JIMKTOB

H- YK-8 1. Criocoben
BBISIBIISITH MTPOOJIEMBIL,
CBSI3aHHBIC C HAPYIICHUSIMA
TEXHUKHU 0€30MacHOCTH Ha
pabouem MecTe; ipeasaraTh
MEPOTIPHUSTHS TI0
NpEeTOTBPAIICHHIO
YpE3BbIYAWHBIX CUTyalUH.

3nams:

- KJlaccu(MKAIMIO HApYIIUTEIen
rH()OPMAITMOHHOH 0€30TIaCHOCTH;

- KJTacCCU(UKAIUIO YTPO3 UHPOPMAITHOHHON
0e30macHOCTH.

Ymemn:

- IPOBOMTH aHAIM3 HAPYIIUTEIICH
UHQOPMAIIMOHHOH 0€30MaCHOCTH IS
HEOOIBIINX THIOBBIX 00BEKTOB
rH(pOpMaTH3AIIH.

Ob6menpodeccnoHaIbHbIEe KOMIIETEHIIUN

OIIK-2. Criocoben
IMOHUMATh IMMPUHIIUIIbLI
paboThl COBPEMEHHBIX
HHPOPMAITUOHHBIX
TEXHOJIOTUM U
HUCIIOJIB30BAaTh UX IJIA
pelieHus 3a1a4
npohecCHOHANBHON
JeSITeITbHOCTH

H-OIIK-2_6. CiocobeH pemath
CTaHJapTHBIC 3a]a91
poheCcCHOHATBHOMN
JEeSITeIbHOCTH Ha OCHOBE
WHPOPMAITUOHHOHN H
oubmorpaduIecKoi KyJIbTyphI
C IpUMEHEHHEM
MH(POPMAaIIMIOHHO-
KOMMYHHKAIIMOHHBIX
TEXHOJIOTUM U C yHETOM
OCHOBHBIX TpeOOBaHUH
HHGOPMAIHOHHOM

3Hamy:

- OCHOBHBIE TIOHATHUS B 001acT 00paboTKH U
3amMThl MHPOpMAMM M UX ONpEeIeeHHUS;
MOCJIeI0BATEIFHOCTD BBIMOJIHEHUS padoOT 1O
3ammTe  wHpOpMAIUK;  KIACcCH(HUKAITUIO
HapylmuTeaen nHPOPMALUOHHON
0e301acHOCTH; BUbl M Ha3HAUYEHHE CPENICTB
3alIUThl THPOPMAITHH.

Ymemn:
- YCTaHaBIIUBATh u OCYIIECTBISATh
MIEPBUYHYI0  HACTPOWKY  ONECPaIlMOHHBIX




0€e30MacHOCTH

CHCTEM,

Brademwv nagvikamu:
- paboThI co
nHpOpMaIun

AHTUBUPYCHBIX
MECKCETEBBIX OKPAaHOB.

Cpe/CTBaMH

CpeAcTB  H

3aI[ATEI

4. O0beM, CTPYKTYpA U CO/iepPKaHMe U CHUTITIHHbI
OO61as TpyA0eMKOCTh IUCHHUIUIMHBI COCTaBIsIeT 2 3a4eTHBIX eUHMUIL, /2 aKaJ. Jaca.

Ne Tembi (pa3aennbl) Buabl yueOHbIX 3aHATHIH, ®DopMbI TEKYLIETO
n/n AUCHUTLINHBI, BKJIIOYasl CAMOCTOSATEIbHYI0 KOHTPOJIf
HX cojlepiKaHue = paGoTy CTYIeHTOB, ycneBaeMoOCTH
9 U UX TPYA0EMKOCTh
s (B akaileMHYeCKHUX 4Yacax) dopma
o NPOMEKYTOYHOM
aTrecTanuu
(no cemecmpam)
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Paznen 1 (I[IpaBoBbie 2 6 3
OpraHu3anMoOHHbIE
OCHOBBI
ob0ecrieyeHust
HH$opMaOHHOI
0e30macHOCTH B
Poccuiickoit
Denepanuu
Tema 1.1 (IIpaBoBbIE OCHOBBI 2 | 2 1 |Tecr
obecrnieueHus
nH(}OPMALIMOHHOU
0€30MacHOCTH
Tema 1.2 (3amura 2 | 2 1 |Tecr
MePCOHANTBHBIX
JTAHHBIX
Tema 1.3 |OpraHu3anvoHHbIE 2 | 2 1 |Tect
OCHOBBI 00€CTICUCHHS
MH(OPMAIMOHHOM
0€301acHOCTH
6 mom yucne ¢ 30 u 6 3  Buneonexuuu
J[OT TEKCTOBEIC
MaTepuabl
y4eOHOT0 1mocoows,
MIPE3EHTALINH, TECT B
OVK B
DemidOnline
Pa3znen 2 |ApxuTekTypa 2 | 2 1




KOMNbIOTEpa

Tema 2.1 |ApxutekTypa Tect
KOMITBIOTEpa
6 mom wucne ¢ 20 u Buneonexnuu
J[OT TEKCTOBEIC
MaTepHuabl

y4e0HOTro mocoous,
[PE3eHTAIMH, TECT B
OVYK B
DemidOnline

Pa3znen 3

OcHOBBI
uHGOPMALMOHHOM
0e30IacHOCTH B
onepanmuoOHHbIX
cucTeMax

Tect

Tema 3.1

Bsenenue B
MH(POPMAITMOHHYIO
0€301aCHOCTD
OTIepaIMOHHBIX
CHCTEM

Tect

Tema 3.2

Wudopmannonnas
0€3011aCHOCTD
OTIepaIIMOHHBIX
CHCTEM CeEMeNCTBa
Windows

Tect

Tema 3.3

WNudopmannonnas
0€30I1aCHOCTD
OTIepaIMOHHBIX
CHCTEM CceMelicTBa
Linux

Tect

6 mom wucne ¢ 20 u

10T

Buneonekmnuu
TEKCTOBEIC
MaTrepHuabl
y4eOHOT0 1mocoous,
MPE3CHTAIINH, TECT B
OVK B
DemidOnline

Pasznea 4

OcHOBBI
HH(popMaALMOHHOI
0e30macHOCTH B
JOKAJBbHBIX
BbIYHMCIUTEILHBIX
ceTsixX

Tema 4.1

Baenenue B
APXUTEKTYPY
JIOKAJbHBIX
BBIUHMCIIMTEIbHBIX
ceTeH

Tect

Tema 4.2

CereBble yrpo3sl 1
METO/bI
MIPOTUBOICHCTBUS UM

Tect

Tema 4.3

MeskceTeBbIe HIKPaHbI

Tect




6 mom uucne ¢ 30 u 3 3 11 |Buaeonekuuu

J[OT TEKCTOBEIC
MaTepuabl
y4eOHOT0 1mocoous,
MPE3CHTAINH, TECT B
DVK B
DemidOnline

Paznen 5 [Kpunrtorpadpuuecku| 2 | 2 | 2 3
€ MeTO/IbI 3alUThI
uHopmanuun
Tema 5.1 |BBenenue B 2 2 2 3 |Tecr

KpunTorpaduueckue

METO/IbI 3aIUTHI

nHpopmauu

6 mom yucne ¢ 20 u 2 1 3  |Buaconekiuun

/[OT TEKCTOBbIC
MaTepuabl
y4ueOHOro nmocoous,
MPE3CHTAINH, TECT B
OVK B
DemidOnline

2 0,3 | 10,7 |3auer
Bcero 3a 2 cemectp 72 | 16 | 16 0,3 | 37,7
Bcero 72 | 16 | 16 2 | 03] 37,7

Conep:xaHue pa3ie0B NPOrpaMMbl M CHUIINHBI
«be3onacHoCTh coBpeMeHHOIi HHGpOPMALIMOHHOI cpee»

Pasznen 1. IlpaBoBble M OpPraHM3alMOHHBIE OCHOBBI O0ecnevyeHHss HHGOPMALMOHHOI
O0esonacHoctHu B Poccniickoit @enepanuu.

Tema 1.1. IIpaBoBbIe OCHOBBI OOecTIeUeHNs] HTHPOPMALMOHHOM O€30MacHOCTH.

OcHoBHBIE TIpaBa TpakJaH B cepe o0paboTkn M 3amuThl HHGopManuu. OCHOBHBIE
NPUHLIMIIBL TIPAaBOBOTO PETyJIMpPOBaHUS B oO0jacTu 0O0pabOTKM M 3alluThl HHGOPMALUU.
Wndpopmanusa. OcHoBHblE cBOMcTBa 0Oe3omacHOCTH HHGOpMaluu: KOHQUACHIUAIBHOCTb,
LIEJIOCTHOCTh, JIOCTYIHOCTb. Buabl nmHopManumu mo mopsaky AOCTyHa M paclpOCTpaHEHHUS.
Orpannuenne ngoctynma kK  uHpopmanuu. Bunper Taitn.  OOmamarens  uH)Opmaiuu.
Nudopmannonnsie TexHoioruu. MHpopmarmonHsie cucreMsl. Omneparop HHGOpMAIMOHHON
cuctembl. 3amuTta uHpopManuu. OOBEKTHl 3allUThl. Buabl OTBETCTBEHHOCTH B cdepe
00pabOTKH M 3aIUTHl HH()OPMAITHH.

Tema 1.2. 3amura nepcoHalIbHBIX TAHHBIX.

[lepcoHanbHple NaHHBIE W TPHUHIUIBI WX 00pabOTKH. BuIbl MepCcOHaIbHBIX NaHHBIX:
creluaibHble, OMOMETpUYECKHE U OOIIeOCTYMHbIE. YCIOBUS 00pabOTKH NEepCOHAIbHBIX
nanHeix. Cormacue Ha 00paOOTKy TEpCOHANBHBIX JaHHBIX. TpaHCTpaHMYHas Mepeaaya
MEPCOHATBHBIX JaHHBIX. [IpaBa cyOBEKTOB MEPCOHANBHBIX JaHHBIX. OmepaTop MepCOHATBHBIX
JaHHBIX W €ro o0s3aHHOCTH. Mephl oOecmeueHus: 0€30MacHOCTH MEPCOHANBHBIX JaHHBIX.
KoHTpoisib 1 HaA30p 3a BBIMOJTHEHUEM MEp MO 00ecreueHnt0 0€30MacHOCTH. Y TIOJTHOMOYCHHBIN
OpTraH M0 3aIIUTe MPaB CYObEKTOB MEPCOHANBHBIX TAHHBIX.




Tema 1.3. Opranu3anoHHbIE OCHOBBI 0OecTiedeHNs HH(POPMALIMOHHON 0€3011acHOCTH.

Kakue Bompocel craBuT mH(popMannoHHas OezonmacHocTh? [locienoBaTenbHOCT ACHCTBHIA
no 3amure uHpopMauuu. BeisBieHrne W aHaIW3 UHPOPMAIIMOHHBIX aKTUBOB. DOpMHUpOBaHUE
TpeboBaHuii mo 3ammre uHpopManuu. [loaXoabl K MOJCIMPOBAHHUIO HAPYIIUTENEH M Yrpo3
nH(pOpMallMOHHON Oe3omacHOCTH. BpIOOp cpeacTB W METOAOB  3alIUThl  MH(OpMAILUU.
Brenpenne cuctemsl 3amuThl HHGOPMAIIUU. DKCILTyaTaIusl CHCTEMBI 3aIUTH HHPOPMAaIIHH.

Pa3nes 2. ApxureKkTypa KOMIIbIOTEpPA.

Tema 2.1. BBeieHue B apXuTeKTypy KOMIIBIOTEpA.

[Tpoueccopel. OcHOBHas (K311 W ONEpaTUMBHAs) NaMmATh. BcrnomoraTenbHas MDaMsTh.
YcrpolicTBa BBOJ1a-BbIBO/IA (IIMHBI, MOHUTOPBI, KJIAaBUATYPhl U MBIIIH, B€O-KaMepbl, IPUHTEPHI).
[TepcoHabHbIE KOMIIBIOTEPHI U MOOUJIBHBIE YCTPONUCTBA.

Pa3nen 3. OcHoBbl HHGOPMAITHOHHON 0€30MACHOCTH B ONEPAIMOHHBIX CHCTEMAX.

Tema 3.1. BBenenue B HHPOPMAIIMOHHYIO 0€301IaCHOCTD OTICPAIMOHHBIX CHCTEM.

OO0mmii cnoco6 xpaHeHus u 00paboTku wuHpopManmuu B KommbioTepe. [loHsTHS
onepaunoHHOM u aitnoBoit cucrem. CyOBEeKTbl, OOBEKTHI, METOJAbl M IIpaBa JOCTYIIA,
OpUBWIErMM CcyObekTa Joctyna. JIMCKpELMOHHOE YIpaBlIEHWE JIOCTYIIOM, MAaHAAaTHOE
ylpaBiieHue A0CTynoM. Mnentudukanus, ayreHTUQUKALIUS U aBTOpU3alus. AyTeHTU(UKALMS
Ha OCHOBE IapoJiel, Ha OCHOBE BHEUIHUX HOCUTEJEH Kiltoua, OnomeTpudeckas ayTeHTU(PUKALUS.

Tema 3.2. UadopmannonHas 6€30MacHOCTh ONEPaIMOHHbBIX crcTeM cemeiictBa Windows.

VYnpaBjeHne T0CTYIIOM B OMEPAIMOHHBIX cucTemax cemeiictBa Windows. Maentudukarms,
ayTeHTU(HKALUS 1 aBTOPU3ALKUs B ONEPAMOHHBIX cuctemax cemeiictBa Windows. Peanuzarus
ay/iuTa B ONEPaIlMOHHBIX cucTeMax cemeiicrBa Windows.

Tema 3.3. UadopmannonHas 0€30MacHOCTh ONEPAIMOHHBIX CHCTEM ceMeiicTBa Linux.

VYnpaBiaeHre AOCTYIIOM B OIEPAIMOHHBIX CHCTeMax cemeiictBa Linux. Wpentuduxarms,
ayTeHTU(HKALMS U aBTOPH3ALlMs B OMEPAlMOHHBIX CHCTeMax cemeiicTBa Linux. Peammzarus

ayJuTa B OMEPAIMOHHBIX CHCTEMax ceMericTa Linux.

Pazgean 4. OcHoBbI MH(POPMAITMOHHON 0€30MACHOCTH B JIOKAJbHBIX BHIYUCJIUTEIbLHBIX
ceTsXx.

Tema 4.1. BBenieHue B apXUTEKTYpy JOKAJIbHBIX BEIYUCIUTENBHBIX CETEH.

JlokanbHble BbluMcAHTENbHBIE ceTH. Mogens ISO/OSI.  Apxutekrypa ¥ OCHOBHBIC
MTPOTOKOJIBI JIOKATBHBIX BBIUHCITHTEIBHBIX CETCH.

Tema 4.2. CeteBble yrpo3bl U METOJIbI TPOTUBOJAEHCTBUS UM.
Knaccudukamum cereBbIx yrpos, ysa3BuMocTed u atak. CeTeBble aTaKd Ha Pa3IMYHBIX

ypoBHsix Mogenu ISO/OSI. Knaccudukanus BpeZOHOCHOTO IMPOrPAaMMHOTO OOCCICUCHHUS.
[Ipu3Haky IpUCYTCTBUS BPEIOHOCHOTO IIPOTPaMMHOTO obecnedeHns. MeTobl 00HapYKEHHUSL.



Tema 4.3. MexceTeBble SKpaHbI.

MexceteBble 3kpanbl (M3). Mecto u poins MD B obecriedeHUn CeTeBOM 0E30MacCHOCTH.
Knaccudukanuss MD. OcHoBHBIE BO3MOKHOCTH MD. JlocTomHCTBAa W HeAocTaTku MD.
[Toctpoenue mpaBuil GUIBTPAIUH.

Pa3nes 5. Kpunrorpaguyeckue MeToabl 3aliuThl MHH(pOpManuu.
Tema 5.1. BBenenue B kpunrorpaduyeckre METOABI 3aIIUTHl HHPOPMALIUH.

Hcropuyeckuii ouepk paszButusi Kpunrorpadpuu. CuMMeTpuyHass M acUMMETpUYHAs
kpuntorpadus. BbluncnuTenbHO ciokHBIE 3amaun  Matematuku. Kpunrocuctema RSA.
[Tonstne kpunrorpaduyeckoro mpoTokona. CBONHCTBA MPOTOKOJIOB, XapaKTEPU3YIOIIHE HX
6e3omacHOCTh. CxeMbl IU(PPOBOIA MOAMHUCH.

5. Odpa3oBaTebHbIe TEXHOJOTHH, B TOM YHCJI€ TEXHOJOTHHU 3JIeKTPOHHOTO 00y4YeHHs H
JAUCTAHIHOHHbBIE 00pa3oBaTe/IbHbIE TEXHOJOIHH, HCII0JIb3yeMble MPH 0CYIIeCTBICHUH
00pa30BaTeJILHOIrO MPoIecca Mo AUCIIUIIHHE

B nporecce 06yueHus UCIIONB3YIOTCS cieayolue 00pa3oBaTeibHble TEXHOIOTUU:

AxkajgeMuyecKkas JeKUuUsl (MU JIEKIHS 0OILIEro Kypca) — IOCIIe0BaTEIbHOE N3I0KEHUE
MaTepuana, OCYILECTBISEMOE IPEUMYILECTBEHHO B BUJE MOHOJOra IIpernojaBaTels.
TpeboBaHus K aKaJeMHUYECKOH JIEKIMU: COBPEMEHHBI HAy4YHBI YpPOBEHb M HACBILIICHHAS
UH(POPMATUBHOCTh, YOEQUTEIbHAs apryMEeHTalus, IOCTYIHass W TOHSATHas pedb, YeTKas
CTPYKTypa M JIOTMKA, HAJW4YUE SPKUX MPUMEPOB, HAYUYHBIX JI0KA3aTEIbCTB, OOOCHOBAHMM,
(axToB.

IIpoGnemuas Jiekuust — U3I0KEHUE MaTepuana, I[PEANoarapiiee MOCTaHOBKY
OpoOJeMHBIX U JUCKYCCHOHHBIX BOIIPOCOB, OCBELICHHWE pPA3JIMYHBIX HAy4YHBIX I10/XOJIOB,
ABTOPCKHME KOMMEHTApHUH, CBA3AHHBIE C Pa3JU4YHBIMM MOJEISMH HHTEPIPETALUN H3ydaeMOIo
matepuana. [IpobiemHast TeKIus HaunHAeTCsl ¢ BOIPOCOB, C OCTAHOBKU MPOOJIEMBbI, KOTOPYIO B
XOJIe M3JI0KEHUs MaTepuajla HEoOXOAUMO pemuTb. B neknum coderaroTcst npoOJIeMHBbIE U
uHpopMalMOHHbIe Hayana. Ilpu 3TOM mpoliecc NMO3HAHUS CTYIAEHTOB B COTPYIHUYECTBE M
JMaore ¢ mpenojaBaTeneM MpHOIMKAEeTCs K MOUCKOBOM, MCCIIENOBATENBCKON JIEATEIbHOCTH.
Conepxanne mnpoOJIeMbl pacKpbhIBaeTCs IyTeM OpraHU3allMM IIOMCKa €€ pelleHus WIn
CYMMUPOBaHHS U aHAIN3a TPAJAULMOHHBIX U COBPEMEHHBIX TOYEK 3PEHHUS.

IIpakTHYecKkoe 3aHATHE — 3aHATUE, TIOCBALICHHOE OCBOCHUIO KOHKPETHBIX YMEHUN U
HAaBBIKOB M 3aKPEIUJICHUIO MTOJIYYEHHBIX Ha JIEKIUN 3HAHUM.

OneKTpOHHBIN yueOHbIN Kypc «be3onacHocTh B coBpeMeHHOW MHGOPMAIIMOHHOM cpesie» Ha
iatdopme oHnaitH-o6ydenus: DemidOnline, B koTopom:

— TIpe/ACTaBJIEHbl BUACO-JEKIUI 110 BCEM TeMaM JUCHUIUINHBI U MPE3EHTALUHU K HUM,;

— TIpE/ACTaBJIEHbI TEKCTHI JIEKIUI 10 BCEM TeMaM JIUCIUILTUHBI;

— TIpe/ACTaBJIEHBI IPaBUJIA MIPOXOXKICHHS TPOMEKYTOUHOM aTTeCTAI[H MO JUCLIUIUINHE;

— TIPEACTaBIEHBI TECTHl IO TeMaM JUCHUIUIMHBI Ui  CaMOCTOSITENBHOW  paboTHI
oOyJaromuxcs;

— 1mocpeAcTBOM  (GopyMa  OCYIIECTBISETCS CHHXPOHHOe M (WIM) ACHHXPOHHOE
B3aUMOJICHICTBHE MEXIy OOYYaIOMIMMHUCS ¥ TPEToJaBaTeieM B paMKax H3yUeHHS
JUCLUTUIAHBL.



6. [lepeyeHb JUIEH3HMOHHOT0 W (WJIH) CBOOOJHO PACHPOCTPAHSIEMOr0 MPOrPAMMHOIO
olecrneyeHusl, MCIOJIb3YeMOIr0 IPH OCYIIECTBJIEHMH O00pa30BaTeILHOr0 mpolecca Mo
AUCHUILINHE
B nporiecce ocymecTBiaeHus: 00pa3zoBaTeIbHOTO MPOIECCa UCTIONb3YIOTCS:
— MpOorpaMMHOE O0eclie4eHrue /s CO3JaHus U JIEMOHCTPAalMU  IPE3eHTALUH,
WUTIOCTPAIMIA U APYTUX YICOHBIX MaTEPUATIOB:
Microsoft Windows (B cocraBe Microsoft Imagine Premium Electronic Software
Delivery);
Microsoft OfficeSTD 2013,;
Virtual Box (cBo6oano pacmnpoctpansemoe 110);
Ubuntu (cBoboano pacipocrpansemoe I10);
Kali Linux (cBoboano pacrnpoctpansiemoe I10).
— Ui TIoMCKa y4deOHOH smteparypbl Oubmuorexku SApl’Y — ABTOMaTH3MpOBaHHAS
oubnuoreynas undopmarnronnas cucrema «bYKU-NEXT» (ABUC «byku-Nexty);
— IIpU MPOBEJICHUU JIEKIIUNA UCTIONB3YIOTCS MYJIbTUMEANIHBIC TIPE3CHTALINN;
— TpU TPOBEIEHUU JIA0OPATOPHBIX PAOOT HCHONB3YIOTCS CpPEICTBA BBIUMCIUTEIBHOM
TEXHUKH, TIOJICPKUBAIOIINE TIEPEUUCIICHHOE IIPOTPaMMHOE 00eCTIeYeHNE.

7. IlepeyeHb coBpeMeHHBIX NPodecCHOHANBHBIX 0a3 JaHHBIX U HMH(OPMAIMOHHBIX
CIIPABOYHBIX CHCTEM, HCII0JIb3YeMbIX IIPH OCYIeCTBJIEHHH 00pa30BaTeIbHOI0 Npolecca 1o
AUCHUILINHE

1. DanexTponnsblie karajgoru Hb SApl'Y

(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php) comepxar 6ubarorpadguuecKue 3amnucu
BCEX BHUJOB JIOKYMEHTOB, COCTAaBJIAIOIIMX (hOHA OHMOIMOTEKH, HA PYCCKOM M HHOCTPAHHBIX
A3BIKAX.

2. DJIeKTpOHHAsl OUOIHOTEKA yueOHBIX MaTepuasioB Spl'yY

(http://www lib.uniyar.ac.ru/opac/bk_cat_find.php) comepxkut 6Gomee 2500 mOTHBIX
TEKCTOB Y4YEOHBIX UM Yy4eOHO-METOJUYECKHX MaTepPHajioB TI0 OCHOBHBIM H3y4aeMbIM
JUCLMIUIMHAM, W3JaHHbIX B YyHHMBepcuTeTe. JlOCTyn B C€TM YyHHBEpPCHUTETa, JMOO IO
JIOTUHY/TIApOJTIO.

3. CnpaBo4yHo-npaBoBas cucreMa « KOHCY 1bTaHTILIIOC)

(https://www.consultant.ru/) crnpaBOYHO-TIpaBOBas CHUCTEMa IO 3aKOHOJATENILCTBY
Poccniickoit denepanun.

4. CnpaBo4yHo-nipaBoBas cucrema «I'apanT»

(http://www.garant.ru/)  crmpaBoYHO-TIpaBOBasi ~ CHUCTeMa 0  3aKOHOJATENILCTBY
Poccniickoit denepanun.

8. [lepeyeHb OCHOBHOIi W JOMOJHHUTE/ILHOW Y4eOHO#Hl JIMTEpaTypbl, PecypcoB
HH(POPMANMOHHO-TEIEKOMMYHUKAIIMOHHOH ceTH «UHTepHeT» (MpPH HE00XO0AMMOCTH),
PEKOMEHyeMBbIX JJIsl 0CBOCHHS M CUHUILIHHbI

a) OCHOBHasI JIUTEpPaTypa

1. BeszomacHocTh B coBpeMeHHON MH(popManroHHOoM cpene. YacTs 1: yuebHOe mocoOue.
B.H. Kusses, .M. Mypun; fpocn. roc. yu-T uM. ILI'. [lemunosa. - Spocnasib:
NHJNT O, 2021. — 158 c. [https://e.lanbook.com/book/75150]

2. Joramun, H. b. Apxurekrypa xommbiotepa : yuebHoe nocobue / H. b. Jloragun. —
4-e m31. — Mocksa : Jlabopatopus 3Hanuii, 2020. — 274 c.

3. byza, M. K. Apxurekrypa komnbiotepoB : y4deOnuk / M. K. by3a. — MuHck :
Bermitmas mkoina, 2015. — 414 c. [https://e.lanbook.com/book/75150]


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://www.consultant.ru/
http://www.garant.ru/

4.

5.

CononeBuy, A. B. Komnberorepnsie cetu : yueOHuk / A. B. CononeBnd. — MuHCK :
PUIIO, 2021. — 208 c. [https://e.lanbook.com/book/194950]

Pakutun, P. FO. KomnberoTepasie cetn : yueOHoe mocodue / P. FO. Pakutun, E. B.
MockaneHKo. — bapnayn : Antl'TlY, 2019. — 340 c.
[https://e.lanbook.com/book/139182]

Kopxuk, B. WM. OcHoBbl kpuntorpaduu : yuedHoe nocobue / B. M. Kopxuk, B. A.
AxosneB. —  Cankr-Ilerepoypr :  Hatepmenus, 2017. — 312 c.
[https://e.lanbook.com/book/161359]

0) 1OMOJIHUTEIbHAS JIUTepaTypa

1.

Konctutynus Poccuiickoit ®denepanuu: [MpuHSITA BCEHAPOJHBIM TOJOCOBAHHEM
12.12.1993 ¢ u3MeHEeHUsAMH, 0JJ00PEHHBIMH B X0JI€ 00IEPOCCUUCKOTO TOJIOCOBAHHMS
01.07.2020]. — JocTyn U3 CpaBOYHO-PABOBOM CUCTEMBI «KOHCYIBTAaHTILIIOCY). —
TekcT: 2eKTPOHHBIN.

VYronoBuseiit koneke Poccuiickoit @enepannu: denepanbubiii 3akoH oT 13.06.1996
No63-D3: [mpunst [ocymapcrBennonn [lymoit 24.05.1996]: (¢ u3MeHEHHSIMU U
JIONIOJTHEHUSIMHU ). — Hoctyn u3 CIPaBOYHO-IIPABOBOM CHUCTEMBI
«KoHCynpTaHTILIIOC». — TEeKCT: 2JIEKTPOHHBIN.

Konekc Poccuiickoii ®enepanuu 00 aJIMUHHCTPATUBHBIX IPAaBOHAPYIICHUAX:
®enepanbhblil 3akoH oT 30.12.2001 Nel95-®3: [mpunsrt ['ocynapcrBennoit Jlymoit
20.12.2001]: (c wu3MEeHEHMSIMH W JONOJHEHHsMH). — JlocTym u3 cIpaBOYHO-
IIPaBOBOM CUCTEMBI «KOHCYNBTAaHTIUIIOC». — T €KCT: AIEKTPOHHBIN.

TpynoBoit koxekc Poccuiickoit @enepanuu: denepanbubiii 3akoH ot 30.12.2001
Nel197-@3: [mpunst ['ocymapcrBennon Jymoit 21.12.2001]: (¢ u3MeHeHUAMH U
JIONIOJTHEHUSMHU). — Hocryn u3 CIPaBOYHO-IIPABOBOM CUCTEMBI
«KoHCynpTaHTILTIOC». — TEeKCT: 2JIEKTPOHHBIN.

®enepanbHblif 3akoH oT 27.07.2006 Nel149-03 «O0 undpopmanuu, MHGOpMAIIMOHHBIX
TEXHOJIOTUSIX M O 3amure HuHpopMauum»: [OpuHAT [ocymapcTBeHHOM Jlymoii
08.07.2006]: (c wW3MEHEHMSIMH | JAOMONHEHHsMH). — JlocTym u3 cIpaBOYHO-
MpaBOBOM cUCTEMBI «KOHCYNBTAaHTIUIFOC». — [ €KCT: AJIEKTPOHHBIN.

®enepanbHblil 3akoH 0T 27.07.2006 Nel52-D3 «O nepcoHaNbHBIX JaHHBIX»: [[TPUHST
lNocynapctBennoit Jlymoit 08.07.2006]: (¢ u3MEHEHHSIMH U JIOMOJIHEHUSIMH). —
Hoctyn w3 crnpaBouHO-IpaBoBOM cucTeMbl  «KoHcynbTaHTILIFOC». —TeEKCT:
JJIEKTPOHHBIN.

[Tonoxenue o mopsiike oOpalleHUs co cilykeOHOM MHpopMaleld orpaHHYeHHOrO
pacnpocTpaHeHuss B (eepaJibHBIX ~ OpraHax  HUCIOJHHUTEIbHOM  BIIACTH,
YIIOJTHOMOYEHHOM OpraHe YIpPaBJICHUS MWCIIONb30BAaHUEM AaTOMHOM DJHEPIHUM H
YIOJHOMOYEHHOM OpraHe II0 KOCMMYECKOH JESITeNbHOCTU»: [YTBEPIKIEHO
ITocranoBnenuem llpaBurensctBa Poccuiickoit @enepanuu ot 03.11.1994 Nel233]:
(c U3BMEHEHUAMHU U JOMOJHEHUsIMH). — J[OCTYI M3 CHpaBOYHO-TIPABOBON CHCTEMBI
«KoHcynpranTIUIIOCY). —TEKCT: 3JIEKTPOHHBII.

TpeboBanust K 3amUTe TMEPCOHAJIBHBIX JAHHBIX MpH HX 00paboTke B
MH(POPMALMOHHBIX CHUCTEMaxX NIEPCOHAJIBHBIX JIAaHHBIX [yTBEpXKAECHbI
[Toctanosnenuem IlpaButenbctBa Poccuiickoit @enepammu ot 01.11.2012 Nel119].
— Joctyn u3 cmpaBouHo-nipaBoBoi cuctemsl «Koncynprantnllmroc». —TekcT:
3JEKTPOHHBIN.

Ilepeuenp Mep, HampaBiIeHHbIX Ha oOOECIEeYeHHE BBINOJIHEHUS 00s3aHHOCTEH,
npenycMoTpeHHbix  DenepaibHbIM  3aKOHOM «O  MEpCOHANbHBIX JIaHHBIX» U
INPUHATBIMU B COOTBETCTBUM C HHUM HOPMAaTUMBHBIMM IIPaBOBBIMHM aKTaMH,
olepaTopamH, SBJIIOIIAMUCS FOCY1apCTBEHHBIMU NI MYHULIMIIAJIBHBIMU OPTaHAMH:
[yrBepxaeH IlocranoBnenuem IlpaButenscrBa Poccuiickoir ®enepaunn  oT
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

21.03.2012 Ne211]: (c u3mMeHEeHUAMH U JOTMOJHEHUsIMH). — JlOCTyn M3 CIpaBOYHO-
npaBoBoi cuctemsl «KoHcynbranTnllmtoc». —TekeT: 231IeKTpOHHBIN.

[Tonoxxenne 06 0cOOEHHOCTAX 00pPabOTKU MEPCOHATIBHBIX JAHHBIX, OCYIIECTBISEMOM
0e3 HCIONB30BaHUS CPEACTB aBTOMaTH3amuu: [yTBepxaeHo IloctaHoBIEeHHEM
[IpaButenscrBa Poccuiickoit @epepamuu ot 15.09.2008 Ne687]. — Jloctyn wu3
crpaBO4HO-IIPaBoBOM cucteMsl «KoHcynbranTnlliroc». —TeKCT: 2IeKTPOHHBIN.
TpeboBanust kK MaTeprallbHBIM HOCUTENISIM OMOMETPUYECKHUX MEPCOHABHBIX JaHHBIX
U TEXHOJOTHSM XpaHCHHs TAaKUX JaHHBIX BHE WH()OPMAIMOHHBIX CHCTEM
MEPCOHAJIBHBIX  JaHHbIX:  [yrBepxkaeHO  IlocranoBnennem  I[IpaBurenbcrBa
Poccuiickoit @eaepannu ot 06.07.2008 Ne512]: (c U3BMEHEHUSIMH U JIOTIOJHEHUSIMHU ).
— JHoctyn u3 cnpaBouyHo-nipaBoBoM cucteMbl «Koncynprantnllitoc». —Tekcr:
JJIEKTPOHHBIN.

Meroanueckue pEeKOMEHJIAUUU 10 YBEAOMJICHUIO YIIOJHOMOYEHHOIO OpraHa o
Hadase OOpabOTKH NEPCOHANBHBIX JAaHHBIX M O BHECEHHHM HW3MEHEHHH B paHee
MIpeJICTaBJICHHbIE CBEICHUA: [yTBepKaeHbI nmpuka3zoM Pockomuamzopa ot 30.05.2017
Ne94]: (c usmeHeHussMU U AomNOJIHEHUsAMHU). — JlOoCTyn M3 CHpPaBOYHO-IIPABOBOM
cucteMsbl «Koncynbrantnllmtoc». —TeKkcT: 37eKTpOHHBIM.

TpeboBanust 1 MeTOJbI 10 OOE3IMUYMBAHUIO NEPCOHATBHBIX JIAHHBIX: [YTBEP>KICHBI
npukazom Pockomuamzopa ot 05.09.2013 Ne996]. — Jloctyn u3 CIpaBOYHO-
npaBoBoi cuctemsl «KoHcynbranTnllimtoc». —TekeT: 23IeKTpOHHBIN.

CoctaB U coiepxaHHe OPraHU3alMOHHBIX M TEXHUYECKHX MeEp MO OOECHeueHUIo
0€30MacCHOCTH TEPCOHATBHBIX JAHHBIX IMPH HX 00paboTKe B WH(POPMAIMOHHBIX
CUCTEMax MEepPCOHAIbHBIX JaHHBIX: [yTBepxAeHbl mnpukazom PCTIOK Poccum ot
18.02.2013 Ne21]: (c u3MEHEHUAMH M JOMOJHEHUSIMH). — JlOCTynm U3 CrpaBOYHO-
npaBoBoil cuctemsl «Koncynbrantnllmtoc». —TekceT: 3IeKTPOHHBIMN.

baszoBast Mmozienb yrpo3 6€30MacHOCTH NEPCOHAIBHBIX JAHHBIX MPHU UX 00paboTKe B
MH(OPMALIMOHHBIX CHCTEMax IMepPCOHANbHBIX MaHHBIX (Beimucka): [yTBepkiaeHa
3amectutenem aupekropa ®CTIK Poccun 15.02.2008]. — Hdoctyn U3 cripaBOYHO-
npaBoBoil cuctemsl «Koncynbrantnllmtoc». —TekeT: 3IeKTPOHHBIN.

MeTtoauka onpezeneHuss akTyaJbHBIX yrpo3 0€30MacHOCTH MEePCOHAIBHBIX JAHHBIX
npu ux o0paboTke B WH(MOPMALMOHHBIX CHCTEMaX MEPCOHANBHBIX JaHHBIX:
[yrBepxaena 3amectuteneM nupekropa ®CTOK Poccun 14.02.2008]. — Hoctym u3
crpaBo4HO-TIpaBoBoi cuctembl «KoHcynbranTnllintoc». —TeKCT: AIeKTpOHHBIN.
CocTtaB M coiepxaHHE OPraHU3alMOHHBIX M TEXHUYECKHX MeEp IO OOECIeueHUI0
0€30IaCHOCTH TEPCOHANBHBIX JAHHBIX NPH HMX 00paboTKe B HH(OPMAIMOHHBIX
CUCTEMax IEPCOHAIbHBIX JAHHBIX C MCIOJB30BAaHUEM CPENCTB KpHUNTOTrpaduiecKon
3amuThl  UHGOpPMAIMK, HEOOXOAWMBIX JJi  BBHIMOJTHEHHS  YCTAaHOBJICHHBIX
[IpaBurensctBOM Poccuiickoit ®Denepanuu TpeOGOBaHM K 3aIUTe MEPCOHATBHBIX
JAHHBIX 7 KaXKJ0ro M3 YPOBHEH 3alllMIIEHHOCTH: [yTBepkaeHbl nmpukazom PCbh
Poccun ot 10.07.2014 Ne378]. — Jloctynm u3 CHpaBOYHO-IIPABOBOM CHCTEMBI
«Koncynprantnl Iimtocy. —TeKCT: 371eKTpOHHBIH.

Metoauyeckie peKOMEHJIAlMu 10 pa3padOTKe HOPMATHUBHBIX IMPABOBBIX AaKTOB,
OTPENIeNIAIONNX YIPO3bl 0€30MaCHOCTH TMEPCOHAIBHBIX JAaHHBIX, AaKTyalbHbIE HpU
00paboTKe MEepCOHAJIbHBIX TAaHHBIX B MH(MOPMAIIMOHHBIX CHCTEMaxX NEPCOHAIbHBIX
JAHHBIX, OKCIUIyaTUPYEMBIX TPU OCYILIECTBIEHHUM COOTBETCTBYIOIIMX BHIOB
HesTeNbHOCTH: [yTBepkaeHbl pykoBoacTBoM 8 Ilentpa ®CB Poccmm 31.03.2015
Ne149/7/2/6-432]. — Hoctyn u3 CIPaBOYHO-TIPABOBOI CHUCTEMBI
«Koncynprantnllmtocy. —TeKCT: 3IeKTPOHHBIN.

I'OCT P 51275-2006 3amuta uHpopmaruu. OO6bekT uHPOpMaTuzanuu. PakTopsl,
BO3JICHCTBYOIKE Ha nHpopManuio. O0mme monoxenus. — JlocTynm u3 crpaBOYHO-
npaBoBoii cucteMbl « TEXOKCIIEPT». —TeKcT: 351eKTpOHHBII.
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20. Intel 64 and I1A-32 Architectures Software Developer’s Manual [DmekTpoHHBII
pecypc] — DnekTpoH. TekcToBbie naH. —Ilocnennee obHoBnenue : 16.11.2020. —
Pexxum pocrtyma: https://software.intel.com/content/www/us/en/develop/articles/intel-
sdm.html.

9. MaTepunajibHO-TeXHHYecKasi 6a3a, He0OX0AMMAs /ISl OCYIIeCTBIEHUS
00pa3oBaTeIbLHOIO MpoIecca Mo TUCIUNIUHE

MatepuanbHO-TeXHHUYECKass 0a3a, HeoOXoauMas Il OCYIIECTBIECHUSI 00pa30BaTeIHLHOTO
mpolecca 1o AUCHUUIUIMHE BKIIIOYAeT B CBOW COCTaB ClielUalbHbIC TOMEIICHHUS:

-y4eOHbIC ayAUTOPUH [T IPOBEACHUS 3aHATUHN JIGKLIMOHHOTO THUIIA;

-y4eOHbIe ayIUTOPUU AJI1 IPOBEJACHUS TaOOPaTOpPHBIX paboT, OCHAILIEHHBIE CPeICTBAMU
BBIYUCIUTENIPHOW TEXHUKH, MOJEPKUBAIOIIMMHU TPOrpaMMHOE oOecrieueHue, yKa3zaHHOE B
MyHKTE 6;

- yueOHbIe ayTUTOPHH ISl IPOBEICHHSI TPYIIIOBBIX M WHAWBUYAIbHBIX KOHCYIbTAIINN;

- y4eOHbIE ayIUTOPUU JUIsI TPOBEACHHS] TEKYHIEro KOHTPOJS U IMPOMEKYTOUYHOMN
aTTeCTAIlHH;

- IOMEIICHUS U CAaMOCTOSATEIbHON pabOTHI;

- TMOMEUICHUs IS XpPaHEHUS M MPOPHIAKTUYECKOTO OOCTYKMBAHUS TEXHHUUECKUX
CPEICTB OOyUEHHUSI.

[Tomemnienust 111 caMOCTOSITENIBHON pabOThl O0YYaroOIIMXCsl OCHAILEHBI KOMIIBIOTEPHOU
TEXHUKOW C BO3MOXKHOCTBIO MOAKIIOUEHUs K ceTH «MHTepHeT» M obecrneueHHueM JOCTyma B
AIIEKTPOHHYIO HHPOPMALMOHHO-00pa30BATENBHYIO CPEly OpraHU3alllH.

Yucno mocaoyHbIX MECT B JIEKIIMOHHOW ayAuTopuu Ooiiblie Ju00 paBHO CIIUCOYHOMY
COCTaBy IOTOKA, a B AyAWTOPHH JJIS NPAKTUYECKUX 3aHATHH (CEMHHAPOB) — CIHUCOYHOMY
COCTaBY I'PYIIIbI 00YYarOIINXCA.

ABTOP(BI):
Kann. ¢us.-mar. Hayk Mypun 1. M.
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IMpuiaoxenne Nel k padoyeil nporpamMMe I CHUANINHbBI
«be3onmacHOCTh B COBpeMEeHHO MH(OPMAILMOHHOI cpe/e»

MoH/1 OLIEHOYHBIX CPEJACTB
AJIsl IPOBe/IeHUs TeKylleil U MPOMeKYTOYHOI aTTecTalliy CTY/AeHTOB
1O JUCHUIINHE

1. TunoBbIe KOHTPOJIbHBbIE 32/IaHUS UM UHbIE MATEPHUAJIbI,
He00X0IUMBbIe 1JI1 OlleHKH 3HAHUI, yMEHU i, HABBIKOB M (WJIH) ONBITA 1eATEJILHOCTH,
XapakTepu3youmXx 3Tanbl GopMupoBaHus KOMIETEHIIUI

1.1 KoHTpoJibHBIE 32/IaHUS M HHBIE MATEPHAJIBI,
HCIoJIb3yeMble B Npouecce TeKyuiei arrecTanuu

Tect o Teme 1.1 IlpaBoBbIe 0CHOBBI 00ecnevYeHNs MH(POPMAITMOHHON 0€30MIACHOCTH

Kakue nomnoxxeHus, cBsi3aHHBIE C BOIpocamMu 0oOpaOOTKM HMH(pOpMAlMU, 3aKPEIJIeHbI B
Konctutynuu Poccuiickoit @enepauun?

a) [IpaBo Ha HENMPUKOCHOBEHHOCTD JTUYHON U CEMEHHOMN TalHBI.

6) IIpaBo Ha 00pabOTKY MH000H HHDOPMAITUH JTFOOBIM BO3ZMOKHBIM CIIOCOOOM.

B) 3ampet Ha 00pabOTKy MH(OPMALIMK O YACTHOU KHU3HU JIMla 6€3 ero coraacus.

r) [IpaBo Ha nonmyyeHue rpaxkJjlaHaMu JI0IycKa K rOCyJapCTBEHHOH TaliHe.

Kakue Buapl uHpopManuu o0s3arenbHO TpeOyeTcsl 3alluIlaTh B COOTBETCTBHU C
3aKoHoAarenbecTBOM Poccniickoit denepanuu:

a) Mudopmanms 1y1s1 cimy>ke0HOro MoJIb30BaHUS.

0) IlepconanbHBIC TaHHEBIE.

B) ['ocynapcTBeHHas TaiiHa.

r) BpaueOnas Taiina.

1) Bce nepeunciennsie.

B coorBerctBun ¢ ®enepanbHbM 3akoHOM «0O0 wuHboOpManuu, HHPOPMAIMOHHBIX
TEXHOJIOTUSX U 3allluTe HHPOopMaUu» HH(HOPMAIHS — 3TO:

a) JIroOble naHHbIe, IpeACTaBICHHbIE HA MATEPHAIbHOM HOCHUTEIIE.

6) CBenenus (cooOIieHus, JaHHbIE), HE3aBUCUMO OT ()OPMBI UX MPECTABICHHUS.

B) He sHeprus u He marepusl.

r) CBeneHus, BOCIpUHUMAaEMbIe YEJIOBEKOM M (MJIM) CIIEUATbHBIMU yCTPOHCTBAMU
KaKk oTpaxeHue (aKTOB MaTepUaJbHOIO WJIM JYyXOBHOTO MHpa B IIpolecce
KOMMYHHKAIUH.

Uro u3 mepeducIeHHOro MOXHO paccMaTpuBaTh Kak 0a3y NaHHBIX B COOTBETCTBHH C
3aKoHoaarenbCcTBOM Poccutickoit denepanuu:

a) EXCEL Tabawuiy ¢ yrmopsqo4eHHON U CTPYKTYpUPOBaHHON HH(DOpMAITHEH.

6) daiin popmara DOC, B KOTOPOM CO3aH CIHCOK CIyIIaTesaei TOi MporpaMmbl.

B) KapToTeky perucrpatypsl yupexIeHHUs 3paBOOXPaHEHHUS.

r) Bee nepeuncnennsie.

[lemocTHOCTH MHpOPMALIUH — ITO:

a) OOs3arenbHOE IS BBINOJHEHUS JIMIIOM, MOJYYMBIIUM JIOCTYI K ONpeeTeHHON
uH(popMalnu, TpeOOBaHHWE HE MepeAaBaTh TaKylo HH(OpPMALHIO TPETbUM JHIlaM 0e3
corJiacusi ee ooyajgaress.

6) Coctostare nHGOPMAIINH, TIPU KOTOPOM OTCYTCTBYET JIt000€ €€ M3MEHEHHue 00
U3MEHEHHE OCYIIECTBISIETCA TOJIBKO MPEeTHAMEPEHHO CyOBheKTaMU, MMEIOLMMH Ha HETO
paBo.

B) Bo3MoXxHOCTB noNTydeHHs HHPOPMALIUU U €€ HCIIOJIb30BaHMS.

Ha teppuropuu Poccuiickoit @eaepaiuum 3anpemnieHo pacnpoCcTpaHeHHE:
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7.

8.

9.

a) Madopmarmu, koTopas HarpaBjeHa Ha Tporaraiay BOWHEI.

0) Kommepueckoii TaifHBbI.

B) MH(DOopMaIim, KOTOpast HarpaBiieHa Ha Pa3KUTaHUE PEIIUTHO3HOW HEHABHUCTH.

r) [lepcoHanbHBIX TAaHHBIX.
['paskJaHWH WK FOPUIMYECKOE JIUIIO, OCYIIECTBIISIONINE NeSITeIbHOCTD 110 AKCIUTyaTalluu
WH(OPMAIIMOHHON CUCTEMBI, B TOM YHCJIE TI0 00paboTKe HHPOpMAIIHH, COAepIKAIICIHCS B
ee 0a3ax JaHHBIX — ATO:

a) Obnanarens HHPOPMALIUH.

6) Oneparop UHGOPMAITMOHHON CUCTEMBI.
Ecnu He onpeneneno nHOTo, ONepaTopoM HHPOPMALMOHHOW CUCTEMBI SIBIISETCS:

a) ObnanaTenp HHGOPMAIIHIH.

0) CoOCTBEHHUK HCIONB3YEMBIX UIsi 00paboTKM copepxaiieiics B 0azax JaHHBIX
UHPOPMAIIUN TEXHHYECKUX CPEICTB.

B) Jlumo, ompexaenstomee Iead 0OpadOTKH HWHQPOPMAIMU M OCYIIECTBIISIONICS
00paboTKy uHpOpMaIIHH.
He mMoeT ObITh OrpaHUYEH JOCTYII:

a) K nadopmanmu o cocTOSIHUN OKPYXKAFOIIEH CPEJIbI.

0) K mepcoHanpHBIM JaHHBIM TOCYAPCTBEHHBIX TPAXKIAHCKUX CITYKAIUX.

B) K nHpopMmanum, XpaHsimencst B OTKPBITHIX (hoHIaX OMOIHOTEK.

r) K cBenenusiM o 3010TOBaNIIOTHBIX 3anacax Poccuiickoit denepanui.

10. KaKYIO OTBCTCTBCHHOCTb MOKCT IIOBJICYb HAPYHICHUC Tpe60BaHPII>i CDCI[epaIIBHBIX

1.

2.

3aKOHOB:
a) YTOJIOBHYIO.
0) ducuumnunapuyio.
B) AIMHUHHUCTPATUBHYIO.
r) ['paxnancko-nipaBoByIo.
1) Bce nepeunciennsie.

Tect mo Teme 1.2 3ammTa NePCOHATBbHBIX TaHHBIX

IlepcoHanbHbIE JaHHbBIE — 3TO:

a) CpeneHusi 0 CyOBEKTE MEPCOHATBHBIX JAHHBIX HE 3aBUCUMO OT (OPMBI UX
IPEe/ICTaBICHHUS.

0) Jlro6ast unopmanusi, OTHOCAIIASICS K MPSAMO UIIM KOCBEHHO OIPEIEICHHOMY WU
ornpenenseMoMy GU3NIECKOMY JIUIY (CYOBEKTY NEepPCOHATIBHBIX JAHHBIX ).

B) JlroGass umHpopMaius, OTHOCAIIAsICS K ONpPEIEICHHOMY WIH OIpEeleIsieMOMy
¢duznueckomy ULy (CyObeKTy NepCOHATIbHBIX JAHHBIX ).

r) JlroGas mHpopmanus, oTHOCAIIAsICS K ONPENCIIEHHOMY WJIM OIpeAessieMOMY Ha
OCHOBAaHMHU Takoi HH(popManmuu pusnyeckoMy ULy (CyObEKTY MePCOHAIBHBIX JAHHBIX),
B TOM YHCJIE ero (aMuIus, UMsl, OTIECTBO, TOJl, MECSII, TaTa M MECTO POXKICHUS, aJipec,
ceMeliHOe, coLMalbHOE, MMYILIECTBEHHOE TIOJI0XKEeHUe, oOpazoBaHue, Mpodeccus,
JOXOJIBI, IpyTast HHPOpMAITHsI.

Ha kakue oTHOLIEHMS He pacmpocTpaHsercs JeilcTBue QenepanbHoro 3akoHa «O
NIEPCOHATBHBIX JAHHBIX»?

a) Ha 00paboTKy nepcoHaNbHbIX JaHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM MOPSJIKE K
CBEJICHUSIM, COCTABJISIFOIINM TOCY/IapCTBEHHYIO TaifHYy.

6) Ha 00paOoTKy mepcoHaNbHBIX JaHHBIX, HEOOXOAUMYIO Il OCYILECTBICHHS MPaB
¥ 3aKOHHBIX HHTEPECOB OTepaTopa WM TPETHHX JIUII.

B) Ha 00paboTky mnepcoHambHBIX JaHHBIX, HEOOXOAMMYIO [UIS HWCHOJIHEHUS
Cy1eOHOTO aKTa.
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r) Ha o0paboTKy mepCOHAIbHBIX MaHHBIX (DU3UYCCKUMHU JIHIIAMU HCKIFOYUTEIHHO
JUIS JINYHBIX M CEMEWHBIX HYXKI, €CIU IMPH 3TOM HE HApYIIAIOTCS MpaBa CyOBEKTOB
MEPCOHAIBHBIX JaHHbBIX.

n) Ha o0paGoTky mnepcoHaNbHBIX MAHHBIX, MOJUICKALNIMX OMYOJMKOBAHHIO WIIH
0053aTeNIbHOMY PACKPBITHIO B COOTBETCTBUH C (eZiepaibHbIM 3aKOHOM.

e) Ha 00paboTky mepcOHaNbHBIX JAaHHBIX, HEOOXOJAMMYIO [UIsl OpTaHH3AIUU
XpaHEHUs, KOMIUJICKTOBAHMs, y4yeTa U HCIIOJIb30BAHUS COJEPKAIIMX IEPCOHATBHBIX
JAHHBIX apXUBHBIX JOKYMEHTOB B COOTBETCTBHH C 3aKOHOAATEIHCTBOM 00 apXHBHOM
nene B Poccuiickoit @enepanuu.
®enepanbHblif 3aK0H «O MEePCOHANBHBIX TAaHHBIX» PETYIUPYET OTHOIICHHS, CBS3aHHbBIE:

a) UckimountenbHo ¢ 00pabOTKOM MEpCOHAIbHBIX JAHHBIX C HCIOJIb30BAaHUEM
CpEACTB aBTOMAaTH3AIIHH.

6) C 06paboTKOM MEPCOHATBHBIX JAaHHBIX, HE3aBUCHUMO OT TOTO 00pabaThIBAIOTCS JIK
OHH C MCIIOJIb30BaHUEM CPEJICTB aBTOMATH3AIMY WU HET.

B) C  00paOoTKOM  MEepCOHANbHBIX JAaHHBIX C  HUCIOJB30BaHHUEM  CPEICTB
aBTOMATH3allMM, a TaKXke ¢ 0O0pabOTKOW MEepCOHANBHBIX NAaHHBIX 0€3 HCIOJIb30BAHHA
CPEICTB aBTOMATH3allMH, €CIU Takas oOpabOTKa COOTBETCTBYET XapakTepy NeHCTBHIA,
COBEPILIAEMBIX C TIEPCOHAIBHBIMU JAHHBIMHU C UCIIOJIB30BAHUEM CPEJICTB aBTOMATH3AIINH.

r)C o0paboTKOW TEPCOHAIBHBIX JaHHBIX ©0€3  KCIOJb30BaHUS  CPEICTB
aBTOMATH3AIIHH.

JleiicTBusi, B pe3yjibTaTe KOTOPBIX CTAHOBUTCS HEBO3MOXHBIM 0€3 HCIIOJIb30BAHUSA
JIOTIOJTHUTEIFHON MH(POPMAILIMU ONPENEIUTh MPUHAMIC)KHOCTh MEPCOHATBHBIX TaHHBIX
KOHKPETHOMY CYOBEKTY MEepCOHANBHBIX JAHHBIX, — 3TO:

a) brnokupoBanue nmepcoHaNbHBIX TaHHBIX.

0) YHUYTOXKEHHE NTEPCOHANBHBIX TAHHBIX.

B) O0e3nnunBaHue MEPCOHAIBHBIX TaHHBIX.

r) [lepeBos mepcoHaNbHBIX JaHHBIX HAa apXUBHOE XpaHEHHE.

JlelicTBUS, B pe3ylibTaTe KOTOPBIX 8peMeHHO TIpeKpamaeTcsi 00paboTka MepCcOHaIbHBIX
JTAHHBIX, — 3TO:

a) brnokupoBaHue mepcoHaNbHBIX TaHHBIX.

0) YHMUYTOXKEHHE EPCOHAIBHBIX TaHHBIX.

B) O0e3nunBaHue MEPCOHATBHBIX IaHHBIX.

r) [lepeBos mepcoHaNbHBIX JaHHBIX HAa apXUBHOE XpaHEHHE.

Kakue u3 nepeynciieHHbIX JeMCTBUI ¢ IEPCOHAIBHBIMH JTaHHBIMHU SIBIISIFOTCS. 00paOOTKOM
HEePCOHAIBHBIX JaHHBIX:

a) XpaHeHHe MePCOHATBHBIX JaHHBIX.

0) 3amuch MepcoHaNbHBIX TAHHBIX.

B) O0e3nnunBaHue MEPCOHATBHBIX JIaHHBIX.

r) Y ajeHue nepcoHalbHbIX TAaHHBIX.

C Touku 3peHus GeneparbHOTO 3aKoHa «O MEPCOHANBHBIX JaHHBIX)» OMEPaTOp — ITO:

a) 'ocynapcTBeHHbIH opraH, MyHUIMIIAIBHBIN OpraH, I0pUIndYecKoe Win (hu3ndeckoe
JIMIIO, CaMOCTOSITEIbHO WJIM COBMECTHO C JIPYTMMH JIMIIAMU OpTaHHM3yIomme U (W)
ocymiecTBisitonue oopadorky I1JIH, a Taxxke ompenensromue 1enu odpadorku [1/1H,
coctaB [1/11, moanexamux o6padboTke, AeiicTBus (onepanun), copepiaemsbie ¢ [1J1H.

6) I'paxnaHuH WM IOPUAMYECKOE JIMIIO, OCYIIECTBISIOIINE IESATENbHOCTh 110
JKCITyaTallud MHQOPMAIIMOHHON CHCTEMBI, B TOM 4ucje Mo oO0paboTke mHGOpMaluy,
cozepxaleiics B ee 6a3ax JaHHBIX.

O6paboTka MepcoHaNbHBIX JAHHBIX:

a) He nomyckaercs 6e3 cornacus cyObeKkTa NepCOHAIbHBIX JAHHBIX.

0) JloikHa OrpaHMYMBATHCS JTOCTH)KEHHEM KOHKPETHBIX, 3apaHee OIpeleTeHHBIX U
3aKOHHBIX LIEJICH.
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B) He momyckaercss B ciy4asx HECOBMECTUMBIX C IEISIMH cOOpa MEepCOHAIBHBIX
JTAHHBIX.

r) JloJDKHA OCYIIECTBIIATHCS Ha 3aKOHHOW M CITPAaBEIMBOI OCHOBE.

9. OOpaboTka MepcoHaNbHBIX TAHHBIX JTOMYCKACTCS:

a) C cornacusi cyObeKTa MEPCOHANBHBIX JaHHBIX Ha 00pabOTKy €ro mepcOHaIbHBIX
JTAHHBIX.

0) B ciywasx, ecnu oHa HEOOX0IMMa JIsl UCIIOJIHEHUSI CYZICOHOT0 aKTa.

B) B ciywasx, ecnu oHa HeoOXoauma il OCYHIECTBICHHS NPOQPECCHOHATBLHON
NESITeIPHOCTH J>KypHAUCTa W (WJIM) 3aKOHHOW JIESATEIILHOCTH CpPEACTBA MAaCCOBOM
uHpOpMaLIUH.

r) B cuywasx, ecim Benmercs o0paOOTKa IMEPCOHATBHBIX JAHHBIX, MOJJICKAIIIX
OITyOJIMKOBAaHHUIO B COOTBETCTBUU C 3aKOHOaTeNNbcTBOM Poccuiickoii denepanuu.

10. KTo HeceT OTBETCTBEHHOCTH 3a JCHCTBHSI IOPHIUYECKOTO JIMIIA, KOTOPOMY MOpYy4YeHa
00paboTKa NepCOHANBHBIX JaHHBIX, NIEpe]] CyOBEKTOM NePCOHANBHBIX JTaHHBIX?

a) Omneparop.

0) KOpuaudeckoe JIMII0, KOTOPOMY MTOPYUHITH 00pabOTKYy.

B) Hukro.

r) Pockomuanzop.

11. B nopyueHuu o6pabOTKH TOJKHBI OBITH 003aT€TFHO ONPECIICHBI U YKA3aHBbI:

a) llemm 00pabOTKM MEPCOHATBHBIX TAHHBIX.

0) CyObeKTbl TMEpPCOHAIBHBIX JAHHBIX, YbH IEPCOHAJBHBIC JaHHBIE OYyIyT
00pabaTbIBaThCs IO MOPYICHUIO.

B) TpeGoBaHus K 3amuTe 00padaThIBAEMBbIX ITEPCOHAIBHBIX JIAHHBIX.

r) CpeacrtBa 3amuTel HHGOPMAIMH, KOTOPbIE HEOOXOJUMO  IPUMEHSTH
IOPHITIECKOMY JIMITY, KOTOPOMY IOpy4eHa 00paboTKa MepCOHATbHBIX TaHHBIX.

12. Ha koM 5exXuT OOS3aHHOCTH MO JIOKA3aTEeNbCTBY MOJYYCHHUs COTJIACHS OT CyOBEKTa
NEePCOHATbHBIX JAHHBIX?

a) Ha Pockomuanzope.

6) Ha ropuanyeckom Juie, KOTOpPOMY HOPYUHIIH 00paboTKy.

B) Hu Ha kom.

r) Ha oneparope.

13. Cornacue cyObekTa NepCOHAIBHBIX JAHHBIX JIOJDKHO BKITFOYATH:

a) [lacnopTHble naHHbIE CyOBEKTa IMEPCOHAIBHBIX JAaHHBIX MM €ro 3aKOHHOI'O
IpeICTaBUTEIIS.

6) KoHTakTHBIE JaHHBIE JMIA, OTBETCTBEHHOI'O 3a OpraHU3alMI 00pabOTKU
NIEPCOHATBHBIX JIAHHBIX.

B) Azipec omeparopa.

r) damwimu, WMeHa W oOT4YecTBA (PH3MUECKUX JIMI, KOTOPHIE OCYIIECTBISIOT
00paboTKy MepCOHATBHBIX TAaHHBIX MO MOPYYEHHUIO OTIepaTopa.

14. B ciiydae cmepTu cyObeKTa NEpPCOHAIBHBIX JaHHBIX:

a) Ilomyuars corimacue Ha 0OpabOTKY €ro MEepCOHANbHBIX JAHHBIX Tpedyercs y
HACJICTHUKOB CYOBEKTa MePCOHAFHBIX JTAHHBIX.

6) IlomyuaTh coryacue Ha OOpabOTKY €ro MHEpCOHAIbHBIX NAaHHBIX TpeOyercs y
PockomHuamzopa.

B) [TonyuaTs cornacue Ha 00pabOTKY €ro NepCOHAIbHBIX JAaHHBIX HE TpeOyeTcs.

15. K crienmanbHBIM KaTeTOPHSIM MTEPCOHATBHBIX JAHHBIX OTHOCSTCS:

a) CBeJeHMsI, Kacarollrecs: pacoOBOM MPUHAICKHOCTH.

0) CBeneHus, Kacaronuecs TpaKIaHCTBA.

B) CBeneHus, Kacaroupecs NOJIUTUYECKUX B3IJISAIOB.

r) CBeJIeHHS, KaCAFOIINECS NHBAIHUTHOCTH.

16. C Touku 3peHus ¢enepaabHOro 3akoHa «O MepCOHANBHBIX JAaHHBIX» K OMOMETPUYECKUM
NIEPCOHATBHBIM JJAHHBIM OTHOCSITCS:
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a) Bce cenmeHus, KOTOpbIe XapaKTepu3ylOT (U3UOJIOTHYECKHE W OHMOJOTHYECKHE
0COOEHHOCTH Y€JI0BEKA, HA OCHOBAHUU KOTOPBIX MOXKHO YCTAaHOBUTH €0 JIMYHOCTD.

06) CseneHusi, KOTOpble BHOCATCA B 0a3y OHOMETpUYECKUX MJAHHBIX TpaskIaH
Poccuiickoit @enepanuu.

B) Bce cBenmenusi, KOTOpble XapakKTepU3yrOT (U3HOIOTHYECKHEe U OUOJIOTHYECKUE
OCOOEHHOCTH Y€JIOBEKAa, HA OCHOBAaHMM KOTOPBIX MOKHO YCTAHOBHUTH €r0 JIMYHOCTb, U
KOTOPBIE UCIOJIB3YIOTCS JJI1 YCTAHOBJICHUSI €T0 JTUYHOCTH.

17.Kto o0s3aH yOenuTbcs B TOM, YTO WHOCTPAHHBIM TOCYIApCTBOM, HAa TEPPHUTOPHUIO
KOTOPOTO  OCYILECTBJISIETCSl Tepefada IepCOHAlbHBIX JIaHHBIX, OOecrnedYnBaeTcs
aJIeKBaTHAs 3allUTa MPpaB CyOBEKTOB NEPCOHATBHBIX JAHHBIX ?

a) Oneparop.

0) KOpuaudeckoe J1Ii0, KOTOPOMY MTOPYUUIIH 00pabOTKYy.

B) Hukro.

r) Pockomuanzop.

18. CyObekT nepcoHanbHBIX JaHHBIX UMEET MPaBO Ha MOITYYEeHUE cieayrouieil nHbopMaiu,
Kacaroleics: 00paboTKH €ro NepCOHANBHBIX JaHHBIX:

a) [IpaBoBbIe OCHOBaHUS U 1€ 00PaOOTKU EPCOHANIBHBIX JaHHbIX.

0) IlonMeHHBI nepeyeHb COTPYIHUKOB OIllepaTopa, KOTOPble UMEIOT JOCTYIl K €ro
MEPCOHAIBHBIM IaHHBIM.

B) CBeneHuss 00 OCYIIECTBIEHHON WWIM O MHPEAIOJaraéMoil TpaHCIpPaHUYHON
nepenavye JaHHBIX.

r) CBeieHUs O IPUMEHSAEMBIX OIEPaTOPOM CPEACTBAX 3aIIUTHI HH(POPMALIHH.

19.1lpaBo rpakmanmHa Ha modydeHue uHpopmanuu, Kacaromeiicss o0pabOTKU ero
MIEPCOHATBHBIX JaHHBIX, MOKET OBITH OTPAHUYCHO:

a) Ha ocHoBaHuU 3asBlieHUs APYroro CyObeKTa MepcoHaIbHbIX JaHHBIX.

0) B ciygasx, ecnmu o0paboTKa MEPCOHATBHBIX JAaHHBIX OCYIIECTBISETCS B CIIydasx,
MPEAYCMOTPEHHBIX 3aKOHOAATenbCTBOM Poccuiickoii @Penepauuu 0 TPaHCIIOPTHOU
0€30MacHOCTH.

B) B cnyuasx, ecnu oOpaboTka MEpCOHANBHBIX JAHHBIX OCYIIECTBISIETCS B IIEISAX
000pOHBI CTpaHbl, 0€30MaCHOCTH IOCYAapCTBa U OXPAHbI IPABOMOPSAKA.

r) B cnywasx, ecnmu o6paboTka mepcoHaIbHBIX JAHHBIX OCYLIECTBISETCS B paMKax
3aKOHHOM JIeATEIbHOCTHU CPEACTBA MACCOBOM MH(OPMAILIUH.

20. KoHTponb W Hag30p 3a BBINOJHEHHMEM Mep IO OOeCleYeHHI0 0e30MacHOCTH
MEPCOHAIIBHBIX JIAHHBIX OCYIIECTBIISET (OCYIIECTBIISIOT):

a) MunkomcBs3u Poccun.

6) Pockomuanzop.

B) ®Cb Poccun.

r) ®CTOK Poccun.

21. Kakoii opraH rocyJapCTBEHHOH BJIaCTH MMEET MPaBO O3HAKOMIICHHUS C MEPCOHATBHBIMU
JTAHHBIMHU TIPH OCYIIECTBIICHUN KOHTPOJIBHBIX U TIPOBEPOYHBIX MEPOTIPUATHIA?

a) ®Cb Poccun.

6) PockomHamzop.

B) ®CTIK Poccun.

22. JIuita, BAHOBHBIE B HAPYIIICHUH TIOJIOKEHUI 3aKOHOaTelibeTBa Poccuniickoit denepanum
B 00JIaCTH TIEPCOHANBHBIX JaHHBIX MPU 00pabOTKe MEePCOHATBHBIX JAHHBIX PaOOTHHKA,
MOTYT OBITh ITPUBJICYCHBI:

a) K yroioBHO! OTBETCTBEHHOCTH.

0) K nucturummaapHOi OTBETCTBEHHOCTH.

B) K aaMuHHCTpaTHBHON OTBETCTBEHHOCTH.

r) K MmaTepuaibHOI OTBETCTBEHHOCTH.
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Tect mo Teme 1.3 Opranu3annoHHbIe OCHOBBI 00ecneyeHrsi HH(POPMAIHOHHOM
0€e30MacHOCTH

1. Pacnonoxute B MpaBWIBHOM MOPSJAKE 3Tanbl paboT MO oOecredyeHuIo 0e30macHOCTH
nHpopmanuu.
1) OnieHka cooTBETCTBHS 00BbEKTa HHPOPMATH3AIIHH.
2) BeisiBnenue u anaiau3 HHOOPMAIIMOHHBIX aKTHBOB.
3) IlpoekTupoBanue (pa3paboTKa) CUCTEMBI 3aIIUTHl HHPOPMAITUH.
4) ®opmupoBaHue TpeOOBAHUH K 3aIIMTE HHPOPMAIIUH.
5) Baenpenue cuctemsl 3alIMTH HHPOPMALIUH.
6) DKCIuTyaTaIus CUCTEMBI 3aIUThl HHPOPMAITUH.

a)1)2)3)4)5) 6).
0)4)2)3)5)1)6).
B)2)4)3)5)6)1).
r)2)4)3)5) 1) 6).

2. Ilyctb He 00e31MUYCHHbIE NTEPCOHANIBHBIEC JAHHBIE O COCTOSIHMM 3/10pOBbS BCEX TPaKAaH
SpocnaBckoii obmacTi 00pabaThIBAIOTCS B MH(POPMALMOHHON CHUCTEME, Ui KOTOPOM
aKTyaJbHbl YIpO3bl CBA3aHHBIE C HKCIUIyaTalUel ysS3BUMOCTEH B MPHUKJIAAHOM, HO HE B
CHCTEMHOM IpOrpaMMHOM obecrieueHun. Kakoil ypoBeHb 3aIIMIIEHHOCTH JOJKEH OBITh
YCTAHOBJIEH U1l TAKUX MEPCOHAIBHBIX JAHHBIX?

a) Y31.
6) V32.
B) Y33.
r) ¥34.

3. IlycTp He 00e3MUeHHBIE TIEPCOHANFHBIC JaHHBIE B TOM Yncie (GoTorpadus COTPyIHUKOB
HeOonpmoro (1o 10 000 coTpyaHMKOB) Mpennpuatusi oOpabaTBHIBAIOTCS B CHUCTEME
KOHTPOJISI U YIPABJICHUS TOCTYIIOM, JJISi KOTOPOW aKTyallbHBI YIpO3bl HE CBSI3aHHBIE C
HKCIUTyaTalel yI3BUMOCTEH B MPHUKIAJHOM U CUCTEMHOM NPOrPaMMHOM 00€CHeUeHHH.
Kakoii ypoBeHb 3aIIMIIEHHOCTH JOJDKEH OBITh YCTAHOBJCH U TAaKUX IMEPCOHAIBHBIX
MAHHBIX?

a) Y31.
0) V32.
B) ¥33.
r) V34.
4. BuemnrHue HaApYIIUTEIN PEATH3YIOT YTPO3BI:
a) VI3 BHemHuX ceTeil cBsA3M 00IIero NOIb30BAHUS.
6) HenocpencTBeHHO B MH(POPMAIIMOHHBIX CUCTEMAX.
B) M3 ceTeil MexXTyHapOJHOTO HH(POPMAITMOHHOTO OOMEHA.
r) Haxomsice B peenax KOHTPOJIUPYEMON 30HBI.
5. Tlpumepamu BHEIIHUX HApYIIUTENIEH MOTYT SBIISTHCS:
a) [Tomp3oBaTenn HHPOPMAITUOHHON CUCTEMBI.
6) Konkypupyrolye opranusanuu.
B) HenoOpocoBecTHbIE MapTHEPHI.
r) O6cayXUBarOLIUil TepcoHal OpraHu3alHH.
6. Ilpumepamu BHYTPEHHUX HAPYIIUTEICH MOTYT SIBIISITHCS:
a) AIMUHUCTPATOPHI 0€30MaCHOCTH MH(POPMAITUOHHBIX CUCTEM.
6) CroponHue pu3nvecKue JauIa.
B) Jluia, oGecrieunBaroniue COnpoBOXKAEHUE TPOrPAMMHOT0 00ecIIeUeHusl.
r) KpuMmuHanbHble CTPYKTYpBI.
7. K 00BEKTUBHBIM yrpo3aM OTHOCSATCS:
a) OmmOKu 00CTyKUBAIOIIETO TTEPCOHAIA.
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10.

11.

12.

13.

0) HedexTsl, cOon W OTKa3bl, aBapUM TEXHUYECKHUX CPEJCTB M CHCTEM OOBEKTOB
UH(POPMATU3AIUH, A TaK XKe CUCTEM o0ecriedyeHnss 00BEKTOB HHPOPMATHU3AIUH.

B) [Ipupoausie siBneHus, CTUXUITHBIE O€ICTBUSI.

r) @akTopbl COUUAIBHO-TIOIUTHYECKOTO XapaKTepa.

VYrpo3sl yreuku nH(pOpMaLMKU BO3MOXKHBI TOCPEICTBOM:

a) Bo3zgelicTBUS MPOrpaMMHBIMH CpPEACTBAMH B KOMIUIEKCE C TpEIHAMEPEHHBIM
CUJIOBBIM 3JICKTPOMAarHUTHBIM BO3/I€HCTBHUEM.

0) [lepenaun nHPOpPMAIIH 110 OTKPHITHIM KaHAJIAM CBSI3H.

B) [loakimoueHus K TEXHUYECKUM CPEICTBAM U CUCTeMaM 00beKTa HH(OpMaTU3ALIUH.

r) O6paboTku nHGOPMAIIMK HA HE3AIUIIEHHBIX TEXHUUECKUX CPelICTBaX 00paboTKu
uHpopmanuu.

YTpo3bl HECAHKITMOHUPOBAHHOTO JIOCTYIAa K MHPOPMALIUH, PEATTU3YIOTCS Ty TEM:

a) Konuposanust unopmanny Ha He3apeTUCTPUPOBAHHBIN HOCUTENL HHPOPMAIUH.

0) XuIeHust HOCUTES 3alUIaeMoil HH(GOpMAITIH.

B) Ucmonp3oBaHUS  OporpaMMHOrOo  OOecliedeHHs]  TEXHHYECKHX  CpEICTB
UH(POPMALMOHHON CUCTEMBI, Yepe3 MPUMEHEHUE BPETOHOCHOT'O IPOTPAMMHOTO KOJA.

r) CUJIOBOrO 3JEKTPOMAarHUTHOTO BO3JEHCTBHUS MO MPOBOIHBIM JIMHUSM CBS3U Ha
MOPTHI BBOJA-BBIBOJIa CUTHAJIOB U TIOPTHI CBS3H.

Kakue cpencra 3amutbl uHpOpManuu OOBIYHO MTPUMEHSIOTCS Jig OOecredeHus
Oe3omacHocTH nH(pOpManmu, 0OpadaTeiBAcMON Ha ABTOHOMHBIX KOMITHIOTEpaxX:

a) CpencTBa 3amUThl THPOPMAIMK OT HECAHKIIHOHUPOBAHHOTO JIOCTYIIA.

0) MexcereBble 3KpaHbI.

B) CpencrtBa kpuntorpaduueckoil 3am Tl HHPOPMAIIHH.

r) CpeacTBa aHTUBUPYCHOM 3aIUTBHI.

1) Cuctembl 0OHApYKEHUS BTOP>KEHUI.

Kakue cpenctBa 3amuTel HHGOpPMAUM MO3BOJIAIOT oOecnedyuTh 0e301acHOCTh
uHpOpMallMK, TepefaBaeMON IO KaHajlaM CBS3M, BBIXOAAUIMM 3a HpeAesbl
KOHTPOJINPYEMOH 30HBI:

a) CpencTBa 3aluThl THPOPMALIUU OT HECAHKIIMOHUPOBAHHOT'O JIOCTYIIA.

0) MexceTeBble 3KpaHbI.

B) CpezacTBa Kpunrorpaduueckon 3amuTel HHGOPMALIUH.

r) CucteMbl 0OHapyKE€HUS BTOP>KEHUI.

Kakoit Bua cpeictB 3amurbl MH(GOpMAIUMKM IO3BOJISIET KOHTPOJIMPOBATh pa3iIMyHbIC
KaHaIbI ITepeaun HHPOPMAIUH: SJIEKTPOHHYIO ITOYTY, MECEHKEPHI, CheMHBIE HOCHTEIH
uHpopmanuu?

a) IPS.

6) DLP.

B) IDS.

r) CSP.

ATTecranus 00beKTOB HH()OPMATH3AIMNH — ITO:

a) JlokyMeHTaJIbHOE YAOCTOBEPEHUE COOTBETCTBUS MPOIYKIIUU UM UHBIX OOBEKTOB,
MPOLIECCOB MPOEKTUPOBAHUS, IPOU3BOJCTBA, CTPOUTEILCTBA, MOHTa)Xa, HaJaJKH,
AKCIUTyaTallH, XpaHEHUs, IEPEBO3KU, pealn3aliil U YTHIU3AlUH, BBITOJHEHHUS PaboT
WIM OKa3aHWs yciayr TpeOOBaHHUSIM TEXHHYECKHX PpErjaMeHTOB, IOJIOKEHHSIM
CTaHJapTOB, CBOJIOB MIPABUJI MJIH YCIOBHUSM JOTOBOPOB.

0) [IpssMoe MM KOCBEHHOE OTpeeIeHIE COOIOICHNS TPEOOBaHM, TPEIBIBIISIEMBIX
K O0BEKTY 3aIUTHI.

B) OdunuanbHOE NpU3HAHUE KOMIIETEHTHOCTH (DM3MUECKOrO WM IOPHAWYECKOTO
JIMIIA BBITIOJIHATH paboTHI B ONPEAETICHHON 00acTH.

r) Kommiekc opraHu3aimoHHO-TEXHUYECKUX MEPONPUSITUNA, B PE3yJbTaTe KOTOPHIX
MOCPEJCTBOM CHEIHMAIBHOTO JOKYMEHTa IMOATBEPXKAAETCS, YTO OOBEKT COOTBETCTBYET
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14.

15.

16.

TpeOOBAaHUAM CTaHJIAPTOB WJIM MHBIX HOPMAaTHBHO-TEXHMYECKHX JOKYMEHTOB IIO
0e301acHOCTH HH(POPMALIHH.
Kakoli nokymeHT naet mpaBo oOpaOOTKM MH(pOpPMAlMK C YKa3aHHbIM B HEM YPOBHEM
KOH(HICHIIMATBHOCTH?

1) JIunieH3us.

2) ATTectar akKpeaUTaIIH.

3) Cepruduxar.

4) Attectatr COOTBETCTBUSI.
Ha HacTosAmmii MOMEHT CpOK JEHCTBMs aTTecTaTa COOTBETCTBUS HH(OPMALMOHHON
CHCTEMBI, B KOTOpOi oOpabaThiBaeTCst KOH(pUAeHINANbHAs HHPOpMaLUs, B CIy4ae, eCliu
B XOJI€ €€ IKCIUTyaTalluy, B Hee HEe BHOCATCS CYIECTBEHHbIE H3MEHEHUs, COCTaBIISAET:

a) 3 rona.

0) 5 ner.

B) Bechb cpok skcmutyaranuy nHGOPMAIMOHHON CUCTEMBI.
TectupoBaHue Ha IPOHUKHOBEHUE — ITO CKOpEe:

a) AHanu3 ys3BUMOCTENW HH(OPMALIMOHHON CUCTEMBI.

6) WcnoblTanus cuctembl 3alIUThl MH(GOpPMALMU IIYTEM OCYILECTBIIEHUS MHOIBITOK
HECaHKIIMOHUPOBAHHOTO AOCTYNA (BO3ACHCTBHS) K MH(POPMAIIMOHHOMN CHCTEME.

TecT no Teme 2.1 ApXuTeKTYpa KOMIIBIOTEpa

3a HEenmoCpEeCTBEHHOE BHITIOJIHEHHUE ONEPAIlH B IIPOLIECCOPE OTBEYALT:
a) Apu(MeTHUKO-JIOTUYECKOE YCTPOICTBO.
0) Kour-namsite.
B) biiok ympaBienus..
r) Perucrpsl.
Ucnone3ys 10 OuT 1ig aapecanu siyeek maMsTh pasmepoM 1 OailT, MBI cMOXKeM
00€ecTeunThb aapecaliio CIeayIero oobemMa naMsTh:
a) 10 Gaiit.
6) 80 Oaiir.
B) 1024 Gaiir.
r) 1024 6ur.
Pacrionoxxurte B mopsiike yBenu4eHuss 00beMa mamsITH.
a) Ctpanura.
0) bur.
B) CrnoBo.
r) Bank.
n) Sueiika.
Pacrionoxxure BUIbI TaMSATH B TOPSAKE YBETUYEHUN CKOPOCTH PaOOTHI.
a) Peructpe! mporeccopa.
0) TBeproTenbHbIC HAKOMTUTEIH.
B) OcHOBHas (OTiepaTUBHAS) TAMSTh.
r) ONTHYECKHUE JUCKH.
1) MarHuTHBIE KECTKUE JUCKHU.
e) Komr-nmamste.
Kaxkas xonmenius 00bIYHO peain3yeTcsi B MPOIeccopax BUICOKAPT?
a) MHOX€eCTBEHHBIN MOTOK KOMaH/l, MHOKECTBEHHBIN MOTOK JaHHBIX.
0) OTMHOYHBIN MOTOK KOMaH/I, MHOKECTBEHHBIN IMOTOK JaHHBIX.
B) MHOKECTBEHHBII TOTOK KOMaH1, OJTAHOYHBIH MOTOK JTaHHBIX.
r) OMHOYHBIN TOTOK KOMaHI, OJMHOYHBIH MOTOK JTaHHBIX.
J171s1 COBpEMEHHBIX MAarHUTHBIX KECTKUX JUCKOB XapaKTEPHO:
a) bonbmias cToMMOCTh IO OTHOUIEHHIO K TBEPAOTEIbHBIM HAKOTUTEIISM.
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0) IocrenenHoe n3HAIIMBAHUE TPAH3UCTOPOB.
B) Hanmmune MexaHMYECKHUX JIEMEHTOB.
r) PacrnosnoxeHnue KOHTpoJIepa Ha MAaTEPUHCKON TLIaTe.
1) Bonpmmii 00beM mamMsTH MO0 CPABHEHUIO C TBEPOTEIbHBIMUA HAKOMIUTEIISIMHU.
7. Kakas mmHa Haumbojee pacnpocTpaHEeHa Ha TEKYIIUH MOMEHT B IEPCOHAJIbHBIX
KOMITbIOTEpAX:
a) ISA.
0) PCI.
B) PCI Express.
r) SCSI.
8. IlycTh TakTOBast YacTOTa MIMHBI KOMIbIOTepa cocTaBisieT 5 I'T1. 3a oquH TakT mo muHe
MOJKHO mepeaars 16 6ut. OueHuTe CKopocTh nepenayn nHpopMamuu mno muHe?
a) 80 Merabur B ceKyHY.
0) 10 ['urabaiit B CeKyHIY.
B) 80 ['urabaiiT B cekyHay.
r) 21 T'urabaiit B CeKyHy.
9. Jlns mpoeKIHOHHO-EMKOCTHBIX CEHCOPHBIX DKPAHOB XapaKTEePHO:
a) Beicokast CKOpOCTh OTKJIMKA NP KaCaHUH.
0) Bo3MOXKHOCTB yripaBieHHs pa3TUYHBIMU YCTPONUCTBAMH.
B) [Tommeprxka multi-touch.
r) HeBO3MOXKHOCTh OpE/ICICHHUSI CUITbI HAXKATHS.
n) [IpoGnema «1BoeHU.
10. DnemMeHTaMu KUJIKOKPUCTAIIINYECKOTO MOHUTOPA SBISIOTCS:
a) JlydeBas TpyOka.
0) Mcrounuk cBera.
B) KK-matpua.
r) I13C-matpwuiia.
1) DIEKTPOIBI.
11. Kakoii anemMeHT npuHTepa OTBeyaeT 3a (PUKcaluio ToHepa Ha Oymare:
a) ®ortoBa.
6) TepmoBat.
B) Ponuk mepenoca.
r) Ban nmomauu ToHepa.
12. HazHavyeHuneMm na3epa B IIBETHOM MIPHHTEPE SBIISIETCS:
a) Hanecenue Tonepa Ha ¢otoBa.
0) dukcanus ToHEpa Ha Oymare.
B) Y IaleHue HeCyIInX 3apsiji 3JIEMEHTOB ¢ (pOTOBAA.
r) [Togaya OGymaru B IpuHTED.
13. Dnementamu 1udpoBoil BeO-KaMepsl ABISAIOTCS:
a) doromeHka.
0) OOBeKTHB.
B) [13C-marpuia.
r) ®ukc-doxyc
n) Ipormeccop.
14. J1na KoHIeHCATOPHBIX MUKPO(QOHOB XapaKTEPHO:
a) Cnabast 9yBCTBUTEIBHOCTD.
0) YCcTOMUUBOCTD K yAapam.
B) BbicOoKast 4yBCTBUTEILHOCTb.
r) 3aBUCHMOCTH OT TApaMETPOB OKPYIKAIOIIEH Cpebl (TeMIepaTypsbl, BIQXKHOCTH).
n) [IpumeHeHue B CTyIUAX 3BYKO3aIMUCH.

Tect mo Teme 3.1 BBenenue B ”HGOPMAIHOHHYIO 0€30MMACHOCTH ONEPANMOHHBIX CHCTEM
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IIycts B OC peanu3oBaHO AHUCKPELMOHHOE YIIPAaBJIEHHUE JOCTYIIOM CO CIEAYIOLIUMU
npaBaMu: uTeHue(r), 3anmuch(w) u ucnoiaHeHue(X). IlpucyrcTByer dain nmpriioxKeHus
«KanpkynsaTop.exe» co cienyromuMm cnuckoMm jocryna: (Amnmca: rwx), (bopuc: rx).
Bri6epute npaBuibHbIC YTBEPIKICHUS:

a) Airca MOXeT 3aIyCTUTh npuioxenne «KanbkyasTop.exe.

6) bopuc He MoxeT 3anmycTuTh npuioxkenue «Kanbkymsarop.exe.

B) AJlrca HE MOKET U3MEHUTH coJiepkuMoe (aiina «KanbkyisTop.exe».

r) Bopuc MokeT u3MeHHUTh coepkumoe (aita « KambKyssiTop.exey.

ITycts B OC peann3oBaHO rpynIoBO€ YIPABIEHUE JOCTYIIOM CO CIEAYIOIIUMHU IIPaBaMu:
yteHue(r), 3anucb(w) u ucnonHeHue(x). [lpucyrcrByer ¢aitn «Haxmamgnas.docx» co
ciaenyromuM crnuckom jgocryna: (byxramrepsi: rw), (Kypwepst: r), (Ammca: rw). B
CHUCTEME 3aJlaHbl pOJIM, B KOTOPbIE BKIIKOYEHBl COOTBETCTBYIOIIME I10Jb30BATEINU:
(byxranteper: bopuc, T'anuna), (Kypwepsi: Buxrtop). BeiOepure mnpaBuibHbie
YTBEPKICHHUS:

a) bopuc He MOXxeT U3MEHUTH coaep:kumoe (daitna «HaknamHas.docxX».

6) lamura MoxeT yuTaTh coaepkumoe daiina «Haxmaanas.docxy».

B) Bukrop MoxeT uameHuTh conepxkumoe Qaiina «Haxnamanas.docx».

r) BukTop MoxeT uyutath comepxumoe daiina «Hakmaaras.docxy.

1) Anrca MOXKET U3MEHHTD coaepxkumoe (aiina «Hakmamanas.docxXy.

ITycts B OC peanu3oBaHO MaHJATHOE ympapiieHUe aocTynoM. IlpucyrcrByer ¢aiin
«log.txt» ¢ ypoBHeM cekpeTHOCTH 1. IIpucyrcTBYIOT mosjb3oBaTesnu Ajuca ¢ YpOBHEM
nomycka 1, bopuc ¢ yposaem pomycka 2 u Buktop ¢ ypoBHeM nomycka 0. Beibepurte
IIPABWJIbHBIE YTBEPKICHUS:

a) BukTop MoXeT u3MeHuTh comepkumoe daiina «log.txty.

0) Buktop MoxeT untaTh coaepkumoe daiina «log.txty.

B) Asrica MOXeT U3MEHUTH coziepkumoe daiina «l0g.txty».

r) Anrca MOKET YuTaTh cojaepkumoe daiina «log.txty».

1) Bopuc moxeT nuameHuTh conepkumoe Gaiina «l0g.txt».

e) bopuc moxer untaTh comepkumoe daitna «l0g.txty.

ITycts B OC peanuzoBana Monensd neiaoctHocTH buba. IIpucyrcrByer daiin «log.txt» ¢
ypoBHeM 1enoctHocTH 1. [IpucyTcTByIOT nosib3oBaTenu AMca ¢ YpOBHEM I€JIOCTHOCTH
1, Bopuc ¢ ypoBHeM nenoctHocTH 2 U Bukrop ¢ ypoBHem nenoctoctu 0. Beibepure
MPABWJIbHBIE YTBEPKICHUS:

a) Buktop MoxeT u3MeHUThb cojiepxkumoe (aiina «log.txt».

0) Asca MOKeT M3MEHUTH coziepskumMoe (aiia «10g.txty.

B) bopuc mMoxer u3mMeHuTh copepxkumoe daitna «log.txty.

r) Bece Tpoe MoryT untath cogepkumoe (aiiia «log.txty.

BriOepure npaBuiibHbBIE YTBEPKACHUS 0 ayTeHTU(PUKaUU B coBpeMeHHbIX OC:

a) [Taponu mosp30BarTenst XpaHATCS Ha JUCKE, HA KOTOPOM YCTaHOBJIEHA CHCTEMa, B
NIEPBOHAYAJILHOM BHJIE.

0) DOtanoHHbIE 3HAYEHMs, HEOOXOIWMMBIE [UIsl TPOXOXKIECHUS OMOMETpPHUYECKON
ayTeHTU(UKALMU, XpaHATCS B CHCTEME B HEAOCTATOYHOM JUIsI BOCCTaHOBJICHHUS
M3HAYAIbHBIX OMOMETPHUECKUX JTAHHBIX 00bEMeE.

B) TokeH (u3MYEeCKHM W3rOTOBIEH TAaKUM OOpa3oM, 4YTO CYHMTBIBAHHE C HETrO
3aKpBITOTO KJIKOYA SIBJISIETCS HEBO3MOYKHOW WA IOPOTOCTOSIIEN ONIEpaIiueii.

r) Jns ayTeHTU(HUKAIUU C TIOMOIIBIO TOKEHa B CHCTEME JIOJDKEH MPHCYTCTBOBAThH
OTKPBITBIN KJIIOY MOJIb30BATENs, COOTBETCTBYIOLIUH 3aKPHITOMY KIIIOUY Ha €r0 TOKEHE.
UYro He BXOAUT B METaJaHHbIe (aiina (BpiOepuTe OJ1H BapHaHT)?

a) Bpewms co3nanus (aiina.

0) Anpec KOPHEBOU TUPEKTOPUHU.

B) Bpems moaudukanuu daiina.
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10.

r) Apeca KiiacTepoB COACPKUMOTO (haiijioB.

1) Undopmanus o Bnanensle daiina.

Bri6epute BepHbIe YTBEPKISHUS O YIIPaBICHUH MaMAThIO B coBpeMeHHbIX OC:

a) CoBpemenHble OC HCIOJIb3YIOT BUPTYAIbHYIO I1aMSATh.

6) CoBpemennbie OC He 3alIUIIAIOT MaMATh OJHUX MPOIECCOB OT YTCHHS APYTrUMHU
IpOIIECCaMH.

B) CoBpemennbie OC pa3aenstoT OOIIyI0 MaMATh MEXIy MPOIIECCaMH, YacTO B TAKOW
MaMSITH HAXOAATCS OMOTMOTEKH.

r) CoBpemennbiec OC HHUKOT/a HE BBIMPYXKAOT YaCTH ONEPATHBHOW MaMSATH Ha HCK
BO BpeMs paOOoTBhl.

n) B coBpemennbix OC mamsTh pa3OuTa Ha MaJleHbKHE (parMEHTHl, Ha3bIBacMble
CTpaHHIIAMHU.

Bri6epute BepHbIe YTBEPKIECHUS O IIAHUPOBILKKE:

a) [lmaHMpoOBHIMK BBIIENSIET MPOIECCOPHOE BpeMs KOPOTKMMH HHTEpPBaJIaMH,
HA3bIBAEMBIMU KBaHTaMHU.

0) B cnyuae wucronHEHHsS NPOLECCOM MHCTPYKLUMM, JJIsl 3aBEpLIECHUS KOTOPOI
TpeOyeTcs UIUTENbHOE OXKUAAHWE, TUIAHUPOBIIUK MNEPEBOIAUT MPOILECC B COCTOSHUE
«3a0JI0KHPOBaH» U HE OYJET BBIACIATH €My MPOILECCOPHOE BpEMs, TTOKa COCTOSHUE HE
CMEHUTCS Ha «TOTOBY.

B) s paboThl TUIAHMPOBIIMKA TPOIECCHl JOJDKHBI CaMU IepeJaBaTh Ha HEro
yhnpaBieHHe, TaK Kak KommbioTepsl He mnpeaoctaBimsitor OC  wmexaHusma Uit
NEPUOIMIECKOTO MPEPHIBAHMUS BBIITOJHEHHS MOJH30BATEIHCKOTO TPOIIEcca.

r) B miaHMpoOBaHMM MO MPHOPUTETAM BCE MPOIECCHI C Pa3HBIMH MPUOPUTETAMH
MOJYy9al0T IPUMEPHO OJMHAKOBOE KOJIMYECTBO BPEMEHHU.

Bri6epute BepHOE yTBepKIeHUE (BBIOCPUTE OJJUH BapUaHT):

a) OC peasim3oBaHa anmapaTHO B MPOIECCOPE.

6) OC peanu3oBaHa anmapaTHO B MATEPUHCKOM I1are.

B) OC — mporpammHOe oOecrieueHre, KOTOpOe TMPEIOCTABISCT MPHIOKECHUSIM
pecypchl anmapaTHOro oOecreueHusi KOMIIbIOTepa B BUJE YJOOHBIX aOCTpakiuii, HO He
YIIPaBJISET TUM aIlapaTHbIM 00ECTICYCHHUEM.

r) OC — mporpamMmmHOe O0OeCle4YeHHe, KOTOpO€ MPEIOCTABISCT MPUIOKCHUSIM
pecypchl  amnmapaTHOTO OOECHEYeHHs KOMITbIOTepa B BHUAEC YIOOHBIX aOCTpakuui H
yIIpaBJISET 3TUM alIapaTHbIM 00ECTIEYeHHUEM.

Bri6epute BepHOE yTBEpKIeHUE (BbIOEpUTE OJJUH BapUaHT):

a) B OC komnbloTepa ¢ OJHOSAECPHBIM MPOLECCOPOM B KaXJIbli MOMEHT BPEMEHHU
MOYET paboTaTh TOJBKO OJFH MPOIIEeCC.

6) B OC kommbioTepa € OAHOSAEPHBIM IPOLECCOPOM Yy MPOLECCOB BCeria
NPUCYTCTBYET TOJBKO OJIFH MOTOK.

B) B OC kommbproTepa ¢ MHOTOSACPHBIM IPOLECCOPOM B KOHKPETHBIH MOMEHT
BPEMEHU MOTYT BBITIOTHATCSI HECKOJIBKO TTOTOKOB OJTHOTO TIpOIIecca.

r) B OC xoMnbroTepa ¢ MHOTOSIIEPHBIM MTPOIIECCOPOM KOHKPETHBIN MPOIECC MOKET
UCTIOJTB30BaTh TOJIBKO OJTHO SIIPO TIPOIIeccopa.

Tect no Teme 3.2 UudopmanuoHHasi 6€30MaCHOCTH ONEPALNHOHHBIX CHCTEM ceMelicTBa

1.

Windows

Ha ocnoBe xakux nanabix cyobekra OC Windows npuHUMAaET pemeHue o JocTyme?
a) XeIr 3HaYeHUe MMapoJIsl MOJIb30BaTeNs, 3aITyCTHBIIETO MPOIIECC.
0) TokeH mepeBOMIIONICHHS.
B) Unentudukarop mporecca.
r) TokeH gocryma.
n) bazoBsIii mpropuTeT TIpoIIecca.
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Ha ocHoBe xakux nanaeix o0bekta OC Windows mpuHHUMAaET penieHnue o 10CTymne?

a) [Ipusunerun.

0) Token mocTyma.

B) Jleckpumntop 06€30MacHOCTH.

r) CUCTEMHBII CIIMCOK YIIPABICHUS JTOCTYIIOM.

1) Crioco6 ayTeHTH(PHUKAIIMU T0JIh30BATEIS.

Kakue npumuTrBHBIE TpaBa o0beauHsAeT B cede mpaBo ureHus OC Windows?

a) «Urenue arpuOyTOB 0€30MIACHOCTI.

0) «YTeHHne CUCTEeMHBIX aTpUOYTOBY, «YTEHHUE aTPUOYTOB OE30MACHOCTH.

B) «UTeHne JaHHBIXY.

r) «UTeHue CHCTEeMHBIX aTPHOYTOBY», «ITECHHE aTPUOYTOB OE30MACHOCTHY, «YTCHUE
JTAHHBIX).

1) «UTeHue CUCTEMHBIX aTpUOyTOB», «YTEHUE aTPUOYTOB OC30MACHOCTHY, «UTCHHE
JAHHBIX», «BBITIOJHEHUE (PAIIIOB» U «IIEPEXO B TUPEKTOPHUIO».

Bri6epute mpaBuiibHBIE YTBEPkKACHUS 0 MaHaaTHOM nonuTuke «He-3anuceiBatb-Bepx»
OC Windows:

a) OGecnieunBaeT CBOMCTBO IEIOCTHOCTH JaHHBIX.

6) ObecnieunBaeT CBOMCTBO KOH(DUICHIIMAIBHOCTH TaHHBIX.

B) Mcrionib3yercst B CHCTEME TOJIBKO ISt 00BEKTOB CETEBBIX COKETOB.

r) HesiBHo ucnone3yercst st Bcex NTFS-gaiinos.

1) Pasperiraer 1o0CTym Ha 3aMuch TOJBKO CYyOBEKTaM C YPOBHEM IIEJIOCTHOCTH PaBHBIM
WK OOJIBIIMM IO OTHOIIEHHIO K YPOBHIO IIEJIOCTHOCTH OOBEKTa JOCTYIIA.

Kakue u3 nepeuncrnennsix npas OC Windows mpenocTaBiiser o YMOTYaHHIO BIIaJIEIbILY
daiina?

a) Yurate CCY /.

6) Yurats ACY .

B) Uurath comepxumoe Gaiiia.

r) Usmensts JICY/I.

n) Nsmenste CCY/I.

e) Usmensats comepkumoe ¢aiina.

Bribepere nmpaBuiIbHBIE  YTBEPXKICHHS OTHOCHUTEIBHO QITOPUTMa  OMpeeNieHus
npaBoMepHocTH goctyna OC Windows:

a) IlepBpiM pelicTBUEM SBISETCS MPOBEPKAa COOTBETCTBHUS JIOCTYNAa MaHJIATHOU
TIOJINTUKE.

0) IIpoBepka COOTBETCTBHsI JOCTyNa MaHIAATHOW MOJUTHKE OCYIIECTBISETCS MOCIE
ananm3a 3anuceit JICY 1.

B) Eciu ipu mocnenoBarenpHoM ananu3e 3anuceit JICY /] oka3piBaeTcsi, 4TO OJHO U3
3ampalnrmBaeMbIX MPaB 3aMPEIaeTcs B TEKYIICH 3alUCH, TO TOCTYT 3aMpeIaeTcs.

r) Ecnmu mpu mocnenosarenpHoM ananmu3e 3amucein [ICY]] paspemraromme mpaBa
TEKyIIeH 3alicu B CyMME C pas3penialoldMA TpaBaMy TPEAbIAYIINX 3amucei
MEePEKPBUIN BCE 3alpallliBaeMbI€ MPaBa, TO JOCTYI Pa3perIaeTcs.

n) Ecim B ciiuckax JICY/] He ObLIO 3ampernaroniux 3arnpanimBacMble IIpaBa 3ammcei,
U B TO K€ BPEMS BCE pa3pellIaolIie 3allMCH HE MEPEKPBUIN 3alpalliuBaeMble MMpaBa, TO
JOCTYT 3ampeniaeTcs.

Kakas npusunerust OC Windows mo3BossieT uutath Jr000u (aiin BHE 3aBUCUMOCTH OT
3a/IaHHBIX NPaB?

a) [IpuBunerus co3ganus pe3epBHBIX KOIHIA.

0) [IpuBwIerns U3MEHEHUs CHCTEMHOT'O BPEMEHH.

B) [IpuBmIierus 3aBepiieHus: paboThl CUCTEMBI.

r) [IpuBuerus yBenuuenus pabouero Hadbopa.

n) [MpuBunerus cozpanus (aiia moJKaYKH.

Bri6epute cynHocTH, He BXozsmue B TokeH goctymna B OC Windows:
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a) SID nonk3oBarens.

0) ACY I Bcex 00BEKTOB CHCTEMBI.

B) SID-bI rpymi.

r) CCY /I Bcex 00BEKTOB CHCTEMBI.

n) IMpuBuneruu.

9. BriOepuTe CyIIHOCTH, BXOJAIIUE B leckpurtop 6ezomacHoctu oobekra B OC Windows:

a) SID Bnanenbiia 00bEKTA.

0) IMCKpEIMOHHBIN CIIMCOK YIIPABIICHUS JOCTYIIOM.

B) CHCTEMHBIN CITUCOK YIPABJICHHS JOCTYIIOM.

r) CECOK TOKEHOB JIOCTYIIA IIPOLIECCOB, OCYIIECTBIISIONIMX JOCTYII K OOBEKTY.

1) YpOBeHb LEITOCTHOCTH.

10. Kakue #3 TMyHKTOB MpPaBHJIBHO ONKCHIBAIOT (MIBTPOBAHHBI TOKEH JIOCTYIa

agmuauctpatopa B OC Windows?

a) YpOBEHb LIEJIOCTHOCTH YCTAaHABIMBACTCS CPETHHIM.

0) YpOBEHD IIEJIOCTHOCTH YCTaHABIMBACTCSI BBICOKUM.

B) CIIMCOK MPHBHJICTHIA, KOTOPBIE MOTYT NONACTh B (DMIIBTPOBAHHBIN TOKEH, CHUIILHO
OrpaHUYeH.

r) Ilpu onpenenennu npaBomepHocTd pgoctyna cpeau 3amuceir JCYJ ¢ SID
aJIMAHUCTPATHBHBIX TPYII OYIyT YUTCHBI TOJILKO 3aIPEIIAOIIHe.

1) Crucky NMPUBHUIICTHI OJJMHAKOBBI B OOBIYHOM M (DMIIBTPOBAHHOM TOKEHE JOCTYIIa
aJIMAHUCTPATOPA.

Tect no Teme 3.2 UndopmanuoHHasi 6€30MaACHOCTb ONEPAIMOHHBIX CHCTEM ceMelicTBa
Linux

1. Ha ocHoBe kakux ganHbix cyobekta OC Linux npuHUMaeT pemieHue o Joctymne?
a) SUID-6ur.
0) Sticky-6wur.
B) YUeTHbIC JaHHbIC.
r) UID mporiecca.
1) DNEKTPOHHAS MOJMUCH TPOrPAMMBI.
2. Kaxwue npaa npucyrctByroT B OC Linux:
a) Ucnonuenue.
0) Urenwue i-node.
B) UteHue.
r) Y nanenue.
1) 3amuce.
3. Hus gero ciayxut SUID-6ut B OC Linux?
a) [To3Bomser 3amycTuTh NPUIIOKEHHE OT UMEHHM Biiasienblia (aiisia mpuioKeHus.
0) [To3BossIeT 3ayCTUTh MMPUIIOKEHUE OT UMEHH CYTIEPITOIH30BaTEII.
B) [To3Bousier 3amyctuth npuinoxkenne ¢ npusmierueir CAP_SYS ADMIN.
r) [To3Bomnsiet 3amycTuth npuioxenue ¢ UID paBHBIM HYITIO.
o)  3ampemiaer  3amycK  OPWIOKEHHS ~ BCEM  IOJB30BaTeNsIM,  KpOMe
CYTIEPIOIB30BaTENS.
4. Yto nenaer Macka B CIHCKe yrpasieHus aoctynom daiina B OC Linux?
a) 3aj1aeT MakCUMaJbHbIE IIPaBa, KOTOPhIE MOXKHO MOJYYUTh U3 3allUcel IS TPYIII.
0) 3aaeT MaKCUMaJIbHBIE NTPaBa, KOTOPHIE MOXKHO MOJIYUYUTh U3 3alIUCH OCTAIbHBIX.
B) 3a/1aeT MaKCHMaJbHbBIC MpaBa, KOTOPhIE MOXKHO MOJYYUTh M3 3alMCH BIaJeiblla
daiina.
r) 3amaeT MaKCHMaJbHBIC IIPaBa, KOTOPBIE MOXXKHO IOJNYYHTh M3 3amuceil uist
II0JIB30BATEJIEH U TPYIIIL.
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10.

11.

1) 3agaeT MaKCHMallbHbIC IpaBa, KOTOPHIE MOXHO TOJYYHTh W3 3aluced s
I10JIb30BaTENEH.
Uro Takoe coub xemi-3HaueHus napoiisg B OC Linux?

a) Crpoka, KOTOpasi BBIOMpAeTCS MPH KaXKAOM ayTeHTH(PHUKAIMU CIIy4yailHO s
obecrnieueHns 6€30MacHOCTH MapoJIs.

0) CnyuaitHo BbIOpaHHasl MPU CO3JAaHUM MAPOJS CTPOKA, KOTOpas CKIIEUBAETCS C
XeII-3HaYEHUEM I10CJI€ BEIUUCICHHS XeI-(PYHKIINU.

B) CiydaiiHO BbIOpaHHas TNPU CO3JAHMUU MAPOJSl CTPOKA, KOTOpas CKICHBACTCS C
napoJieM fepejl BbIUMCICHUEM Xell-(DyHKINH.

r) JimHa, 10 KOTOpO#l ype3aeTcs maposib MMOJIb30BATENs Il KOMITAKTHOTO XPaHCHUSI
B CUCTEME.
Bribepure cymnocTu, BXOAALIME B y4eTHbIe JaHHble mporecca B OC Linux:

a) UID monw30Baresis, 3amyCTUBIIIETO MPOIIECC.

0) ['pynnbl noabp30BaTeNs, 3aI1yCTUBILETO IPOLIECC.

B) [IpuBuieruu.

r) [IpaBa ucnonusiemoro ¢aiina, 13 KOTOPOro ObUT 3aIyILEH MPOIIECC.

1) ®nar 3¢ (heKTUBHOCTH IPHUBHICTHIA.
Bribepure cymuoctu, Bxoasmue B aTpudyTsl 0e3omacHocty daitna B OC Linux:

a) Tpolika mpaB AJisl Ka)JI0H TPYIIIbI B CUCTEME.

0) [IpuBuiierumu.

B) Tpoiika mpaB Biajeibiia Qaiiia.

r) Tpoiika mpaB monb30BaTeied, He SBISIFOIIMXCS BlaaelbliaMu (Qaiiina u He
BXOJIIINX B IPYIITY Biajenblia (aiisia mo yMoIdaHuio.

n) Bnanenen gaiina.
Bri6epute cymnocTH, Bxoasimue B aTpuOyThl 6e3onacHoctu ¢aitna B OC Linux:

a) Tpoiika npaB JyIst KaXK0¥ TPYIIIBI B CUCTEME.

6) IlpuBnneruu.

B) Tpoiika npaB Biajeinbiia daiina.

r) Tpoiika mpaB MOJb30BaTeNel, HE SBISIOIIUXCS BIAJCHbllaMi (ailna U He
BXOJIALINX B IPYMITY Biajenblia (aiisa o yMoI4aHuIo.

1) Brnagenen daiina.
Kaxue nabopsl npusmieruit ects y daitna 8 OC Linux:

a) Hacnenyewmpbie.

0) Db dexTuBHBIE.

B) BHemnue.

r) OrpaHYUBarOIIHE.

1) PaspereHnsble.
Kaxkyro xem-¢pynkmnuio ucnonas3yer OC Linux 115 BEIMUCICHUS XEI-3HAUYCHUS TTaposis B
OC Linux?

a) MD-5.

0) SHA-256.

B) SHA-512.

r) SHA-3.

n) OyHKIUIA HECKOJbKO, OKOJO XEMI-3HAUCHHs MapoJisi XPAHUTCS HOMEp
UCTIOJIb30BAaHHON XeNI-(DyHKITUH.
Urto nemaer konseiiep B OC Linux?

a) OuibTpyeT BHIBOJI KOMAH/IBI.

0) [lepenanpaBmnsieT CTaHIaPTHBIN BBIBOJ KOMaHAbl C KOHCOJHM CTaHJIaPTHHIN Ha BXOJ
JIPyroi KOMaHJe.

B) [TogHrMaeT mpasa 70 mpaB CyneproIb30BaTerIs.

r) OTKJ1apIBacT BBITIOJHCHNE KOMaH bl Ha YKa3aHHBIH CPOK.
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Tect o Teme 4.1 BBeieHne B apXUTEKTYPY JOKAJIbHBIX BBIYHCJIUTEIbHBIX ceTel

1. Kakoii nopsimox ypoBueid Moaenu OS| BepHbIii?
a) Ou3nuecKkui, KaHAIbHBINA, TPAHCIIOPTHBINA, CETEBOM, CEAaHCOBBIM, MPEICTABICHHUS,
MIPUKJIaAHOM.
0) dusnueckuii, KaHaJIbHBIN, CETEBOM, TPAHCIIOPTHBIN, CEAHCOBBIN, MPEICTABICHUS,
MPUKJIaAHOM.
B) Dusuueckuii, KaHAJIbHBIA, CETEBOM, TPAHCIIOPTHBINA, CEAHCOBBIM, MPHUKIATHOM,
Mpe/ICTaBICHHUS.
r) dusznyecKuii, KaHaJbHBINA, TPAHCIIOPTHBIM, CETCBOW, CEAHCOBBIN, MPHKIAIHOM,
Mpe/ICTaBICHHUS.
2. Kaxue npoToKOJIbI OTHOCATCS K TPAHCIIOPTHOMY ypoBHIO Mojenu OSI?
a) UDP.
0) ARP.
B) IPv4.
r) GSM.
n) TCP.
e) DNS.
x) PPTP.
3. Kakoii ypoBeHb peHa3HAYCH VIS OTIPEICIICHUS IYTH MIepead TaHHbIX?
a) Ousnyeckuid.
0) CeaHCOBBIIA.
B) TpaHCIOPTHBIA.
r) [IpencraBienus.
n) KananbHbrii.
e) [MpuknaaHoii.
k) CeTeBOli.
4. Kaxue ¢uaru ucnonb3yrorcs B npotokose TCP s ycTaHOBICHUS COeAMHEHUS?
a) RST.
6) SYN.
B) FIN.
r) URG.
1) ACK.
e) PSH.
5. Kaxkue npeumymectsa ects y FTTB?
a) Bricokast ckopocTh paboThl MIHTEpHET.
6) PaBHast ckopocThb IpreMa M nepeadu MHpopMarum.
B) HeszaBHCHMOCTH CKOPOCTH JOCTyNa OT 4HMCJa a0OHEHTOB, MOIKIIIOYEHHBIX K
KOMMYTaTopy.
r) OTcyTcTBHE HEOOXOAMMOCTH pa3MeIlleHHss KOMMYTaTopa MpoBaiiiepa B 31aHHH.
6. Kakwue Henocratku ectb y FTTB?
a) Huskas ckopocts pabotsl IHTEpHET.
6) Pa3znas ckopocTh npremMa u nepeaadn HHGOpMaLuu.
B) 3aBHCHMOCTh CKOPOCTH JOCTyla OT 4YKciaa aOOHEHTOB, MOAKIIOUEHHBIX K
KOMMYTaTopy.
r) Heo6xoaumMocTh pa3MeriieHuss KOMMyTaTopa IpoBaiiiepa B 31aHHUH.
7. BbiOepuTe BepHbIE YTBEPKICHUS
a) TCP He rapaHTUpPYeT IOCTaBKY JaTarpamm.
6) UDP He rapanTupyeT JOCTaBKY AaTarpamM.
B) UDP rapantupyer q0CTaBKy JaTarpamm.
r) TCP rapanTHpyeT JOCTaBKY JaTarpamMM.
8. Kakoit agpec 0OTHOCHTCS K aApeCHOMY MPOCTPaHCTBY |PVv4?
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9.

10.

a) 192.168.0.17
0) 129.256.0.0
B) 301.169.107.0.0.3
r) 127.0.1000.0
Kaxk paboraet xonueHntpatop (xad)?

a) IIpu monydyeHuu nakera JaHHBIX Xal MEpechlIaeT TOT MAKeT Ha BCE OCTaJIbHbIC

CBOM MOPTHI.
0) Ilpu monyyeHWW TMaKeTra JaHHBIX Xal

cootBercTBUM ¢ Tabmumedr  MAC-ampecos.

oTOpachIBaeTCsl.
B) Ilpu mnosnydeHWH makeTa TaHHBIX Xabd

NnepeChblyIa€T 3TOT INAKCT Ha IMOPT B
Ecmu  coorBeTcTBHA HET, IIaKeT

nepecolIa€T J3TOT IIAaKET Ha IOpPT B

cootBercTBUM ¢ Tabumieit MAC-aapecos. Eciiu cOOTBeTCTBUS HET, B CETh OTIIPABIISACTCS

ARP-3anpoc.
Kaxk paboraet kommyTaTop?

a) B cJIydae, €Ciiv AJid OTIIPaBIIICMOIro MAC-az[peca HET COOTBCTCTBUS, KOMMYTATOpP
PACChUIACT MAKEThI HAa BCC IMOPThI, KPOMC MMOPTA-IIOJTyHaTCIIA.
6) HpI/I IMNOJIYYCHHHU I1aKCTa NAHHBIX KOMMYTATOPp IEPCCHUIIACT 3TOT IMAKET Ha BCEC

OCTAJIbHBIC CBOH ITOPTHI.

B) KommyTarop XpaHHUT B HaMsATH TaOJHMIly KOMMYTAal[MM, B KOTOPOW yKa3aHO
conoctarieane MAC-aapeca 1 Homepa mopra KOMMYTaTopa.

r) Co BpeMeHEM KOMMYTATOp CTPOMT TAOJHILY [UIs BCeX akTUBHBIX MAC-aipecos.

1) Tabmuia MAC-anpecoB KOMMyTaTOpa CTaTHYHA U HACTPAMBACTCS BPYUYHYIO.

Tect no Teme 4.2 CereBble Yrpo3bl H MeTOAbI MPOTHBOIECHCTBUS UM

Kaxkue ObIBatoT HCTOYHUKY BOSHUKHOBEHHUSI YSI3BUMOCTEMN?

a) OmuoKu peanu3auu.

0) OOk 00CITyKUBAaHHUS.
B) OmmOKK MPOSKTHPOBAHUS.
r) Omm6ku HR-oTxema.

Yro He BXoAUT B 06azoByto rpymiy Merpuk CVSS?

a) Crioco0 moy4yeHus JoCTyTa.
0) BiusiHue Ha KOHOUAEHIIMATBHOCTD.
B) BnusiHue Ha monp3oBarelns.
r) [Tokasatesnp ayTeHTH(DUKALIUH.
1) COXKHOCTh MOTYyYEHHsI JOCTYTIA.
Kakoit rpynnsr metpuk CVSS ne cymectByer?
a) KommiekcHas.
0) Bpemennas.
B) bazoBasi.
r) KonrekcrHas.
Kewm pazpabdorana CVSS?
a) ISO.
0) FIRST.
B) WWW.
r) UCLA.
UYro He sBnsgercs merpukoid B CVSS?
a) CJI0’)KHOCTh aTaKH.
0) BiusHue Ha JOCTYITHOCTb.
B) JIIMTEIbHOCTD aTaKH.
r) Coco0 mosy4eHus JOCTyIa.
1) ITokasarenp ayTeHTHDUKALUH.
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10.

UYro sBseTCS MAaCCUBHOM aTakon?

a) [IpocnymuBanue Tpaduka.

6) OTka3 B 00CTy)KUBaHHH.

B) Ou3MuecKOe HAMTAJICHUE HA OOBEKT.

r) DKCIUTyaTalust ysi3BUMOCTH.

Uro Takoe 3BpUCTUUECKUN aHAIN3?

a) Meron, npenHa3HauyeHHBIH i1 OOHApy)KEHUs HOBBIX, €€ HE BBIBICHHBIX
BUPYCOB.

0) MexaHu3M, HEOOXOAMMBIA [JII OTCIICKUBAHMS HEU3MEHHOCTH  (DaiIioB,
JOKYMEHTOB, peecTpa, KOH(pUrypauuu o00pyaoBaHusL.

B) Meron, OCHOBaHHBIH Ha IOCIEJOBATEIFHOM IPOCMOTPE MAMSATH YCTPOWCTBA,
3arpy304HBIX CEKTOPOB, (hailJIOB B MOMCKE CUTHATYP U3BECTHBIX BUPYCOB.

UYro Takoe 63K10p?

a) YacTe BpEIOHOCHOTO NPOTPAMMHOTO OOECHEUEHUs, PEATU30BAaHHOTO IS
COKPBITHUS PUCYTCTBUS ITOI'0 BPEJOHOCHOT'O KO U €ro JeHCcTBUH.

06) Ilpunoxenue, wucnonb3yemoe JUIsl JalbHEMIIEed 3arpy3kd U 3amycka
HOJHOLEHHOTO BPEAOHOCHOTO IPOTPaMMHOT0 00ecieueHHs.

B) BpemoHnocHoe mnporpaMMHOe oOecreYeHHe, KOTOpOe, IOMHUMO TIOJIYyYCHHS
KOHTPOJISL HAaJ| 3apaXKCHHBIM YCTPOMCTBOM, MBITA€TCS 3aXBaTUTh IOJ CBOWH KOHTPOJb
JIPYTHUE y3JIbl CETH.

r) [IpuoxeHue, MO3BOJISIOIIEE YIPABISATH KOMIBIOTEPOM YIAICHHO.

Urto Takoe pyTKUT?

a) YacTe BpEIOHOCHOTO NPOTrPAMMHOIO O0ECHEUeHHs, pEeaTu30BaHHOIO IS
COKPBITHSI IPUCYTCTBUS 3TOTO BPEAOHOCHOTO KOJIa U €r0 IEUCTBUM.

6) Ilpwioxenue, wucnonb3dyemMoe Juid JajbHEWIIed 3arpy3kd U 3alycka
MOJIHOLIEHHOT'O BPEIOHOCHOTO MPOTrPaMMHOI0 00€CIIeUEeHHUS.

B) BpemoHocHoe mnporpaMmMHOE oOOecreueHHe, KOTOpPOe, IMOMHUMO MONTyYCHHUsI
KOHTPOJISL HAaJ| 3apaKCHHBIM YCTPOMCTBOM, MBITAETCS 3aXBaTHTh I0J] CBOM KOHTPOIIb
JpyTHUE y3Jbl CETH.

r) [IpuoxxeHune, MO3BOJISIONIEE YIPABIIATH KOMITBIOTEPOM Y/IaJICHHO.

Yro caenyer nenarh, 4TOOBI 3aIIUTUTH c€0s1 OT BUPYCOB?

a) He 3amyckaTh npuitosxeHus U3 HEOBEPEHHBIX HCTOYHHUKOB.

6) Cuneautp 3a UUGPOBBIMU MOAMUCAMHM YCTaHABIMBAEMOIO IPOrPaMMHOIO
oOecrieyeHus.

B) OTKIIFOUMTh MEKCETEBOM IKPaH.

r) Bcerma OTKpbIBaTh BIOKEHHS O3JCKTPOHHOM TMOYTHI ¢ TeMoil «BaxHo» wu
«Cpo4HO».

n) CBOEBpeMEHHO OOHOBJISATH  OMEPALMOHHYID CHCTEMY H  HPOTPaMMHOE
o0ecrieueHue.

e¢) Mcnonp30BaTh aHTUBUPYCHOE MIPOTPaMMHOE 00eCTIeYeHHE.

Tect no Teme 4.3 MeskceTeBble IKPAHBI

Uto Takoe MeKCEeTEBOM dKpaH?

a) [IporpammHOe WM TPOrpaMMHO-TEXHUYECKOE CPECTBO, peanu3yroniee GpyHKIuu
KOHTPOJIA U q)nanpaum/I B COOTBCTCTBHHU C 3aJJaHHBIMU IIpaBUJIaMU IMMPOXOAAININX YEPE3
HEero NHGOPMAITMOHHBIX TOTOKOB.

06) VYcrpoiicTBO, TpeIHAa3HAYCHHOE [JIi  COCJAMHEHHUS  HECKOJbKHUX  Y3JIOB
KOMITBIOTEPHOM CETHU B MPEEIaxX OJHOrO UJIM HECKOJIbKUX CETMEHTOB CETH.

B) YCTpOICTBO, KOTOPOE MO3BOJISICT OPraHU30BATh JIOKATBHYIO CETh C BO3MOYKHOCTBIO
BBIXO/Ia B UHTEPHET IJIS APYTUX YCTPOMCTB.

MexceTeBbie IKpaHbI 711 BEO-TIPHIIOKEHUH PacIoararoT:
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a) I[lepen 3amumiaemMbiM BeO-cepBepoM (Tpaduk BHaAYaJE MEpPEaacTCs MEKCETEBOMY
JKpaHy, 3aTeM BeO-cepBepy).

0) Ilocne 3ammmmaemoro BeO-cepBepa (Tpaduk BHadaje mepenaeTcs BeO-cepBepy,
3aTeM MEXCETEBOMY 3KpaHy).

B) MexceTeBOM SKpaH M 3alldIaeMblii MM BeO-cepBEp HAXOJSITCA B Pa3HBIX
HOJCETAX, TPA(PUK MEXTy HUMH 3aIpereH.

r) Bmecto 3ammuiaemMoro Bed-cepsepa.
[lepconanbHbIE MEKCETEBBIEC IKPAHBI JJI1 HACTOJIBHBIX KOMIBIOTEPOB U HOYTOYKOB:

a) O0ecIeunBarOT JONOJTHUTEIBHBIH YPOBEHD 3allIUTHI OT CETEBBIX aTaK.

6) [TomHOCTBIO 3aMEHSIOT BCE OCTAIbHBIE MHCTPYMEHTAJIbHBIE CPEICTBA 00ECIICUCHNUS
0e30MacHOCTH.

B) [10JIHOCTBIO 3aMEHSIIOT MapUIPYTH3ATOPBI, SBISSACH IILUTFO30M O YMOJIYAHHIO JUIS
3alIMIAeMOTO0 KOMITBIOTEPA HITH HOYTOYKA.

r) IlpemocraBisiloT BCe HEOOXOJMMBIC CETEBBIC CEPBHCHI Ui  3aIIUIIAEMOTO
KOMIThIOTEpA WJIH HOYTOYKA.
[lepcoHanbHBIE MEXCETEBBIE OSKpaHBl IS HACTOJIBHBIX KOMITBIOTEPOB M HOYTOYKOB
SIBIISTFOTCSL:

a) AnmapaTHO-TIpOrpaMMHBIMHU CPEICTBAMH 3aIUTHI.

0) Bcerma BctpoeHHpiMu B OC, KOTOpYH OHM 3allMINAIOT; HE MOTYT OBITh
peaTn30BaHbl BHEUTHUMHU TPOU3BOIUTEIISIMH.

B) VICKIIIOYMTEILHO TIPOrPAMMHBIMHU.

r) Mckimo4ynuTeibHO BHEITHUMH, HEe BCTpOeHHBIMU B OC, KOTOPYIO OHU 3allUILIAIOT;
BCET/Ia PEATM30BaHbl BHCITHUMHU TIPOU3BOTUTCIISIMH.
[lepcoHanbHBIE MEXCETEBbIE SKpaHBI JJS HACTOJIBHBIX KOMIIBIOTEPOB M HOYTOYKOB
YCTaHABJIMBAIOTCS:

a) Ha xocTax, KOTOpbI€ OHU 3aIUIIAIOT.

6) Ha wmapmpytuzaTopax, KOTOpble yKa3aHbl Ha XOCT€ B KadecTBE ILI03a IO
YMOTYaHHIO.

B) Ha oTenpHBIX KOMITBIOTEPAX.

r) Ha xoneunsix Toukax VPN.
BriOepure HecymecTBYIONINI BUJ] TPAHCIISIIIMU CETEBBIX apecoB.

a) Jlunamuueckasi.

0) CraTuueckas.

B) C UCIMOJIb30BaHUEM TTOPTOB.

r) C UCronb30BaHUEM MOCTOB.
[1I11r0361 YpOBHS NIPUIIOKEHUI MTO3BOJISIOT:

a) HckmouuTh mnpsiMoe B3auMOJEHCTBHE IBYX Y3JIOB IIyTeM peau3alddl poJiu
MIOCPETHHKA.

0) BBIMOHATH PYHKIUY [IUTI03a CEAHCOBOTO YPOBHSI.

B) AHAJTM3UPOBATH BCE CYIICCTBYIOIIME B MUPE TPOTOKOJBI.

r) AHanM3MpOBaTh TOJNBKO MOJICPKUBAEMBIE JTUM MEXKCETEBBIM JIKPAaHOM
MIPOTOKOJIBL.
VYnpasisieMble KOMMYTaTOPbI MOTYT:

a) OcymecTBiATh PrIbTpanuio Ha ocHOBe |IP-aapecos.

6) OcyiecTBIATh (GUIBTPALUIO TIO UCTIOIB3YEMOMY TPOTOKOIY.

B) OcymiecTBisaTh (puibTpaimio Ha ocHoBe MAC-anpeca.

r) OcymectBisars Gunbrpanuto Ha ocHoe VLAN ID.
BribeprTe BO3MOKHOCTH MEKCETEBOTO dKpaHa.

a) Perucrpanus coObITHIA U reHepalys OTYETOB.

0) unbTparus Tpaduka.

B) TpaHCIIsIIIKs CETEBBIX aPECOB.

r) AyreHTrduKanus M0Ip30BaTEICH.
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1) AIMHHUCTPUPOBAHHE.

10. Kakue yTBep:KIeHHS O TPOrPaMMHOM MEXCETEBOM SKpPaHe BEPHBI?

a) Ilomxomut B ciy4asx, KOrAa YCTPOHCTBO MOJB30BAaTEIsl IOMENIAETCS B
HEJIOBEPEHHYIO Cpeny.

06) Ilpu ero paboTe HCHONB3YIOTCA pPECYpPChl YCTPOWCTBA, Ha KOTOPOM OH
(GyHKIHOHUPYET.

B) [ToaxoauT aist 3a1a4 CErMEHTUPOBAHMUS CETEH.

r) [TogxoauT uist OTACTICHUS IOBEPEHHOM YacTH CETH OT BHEIIHUX yIPO3.

1) Cuuraercst 6oyiee 0TKA30yCTONYMBBIM, YEM aIlllapaTHbIA MEKCETEBON IKPaH.

Tect mo Teme 5.1 BBeneHue B kpunrorpapuyeckue MeToAbl 3aIUTHI HHpOpMATHH

1. Kaxnapiii mudppoTekcT MoOXeT ObITh MOJy4eH Kak pe3ynbTaT  CIEAYHOIIEro
npeoOpa3oBaHus:
a) Ex (D«(p))-
0) Dk(p).
8) Ex(p)-
r. Dk (Ex(p)).
2. Bammudpyiite ¢ momouipo mudpa «Atdam» cioBo «Worldy.
A/B|C|D|E|F|G|H|I |J |K|L M
Z| Y XIW|[VIU|IT|S|R|Q|P|O|N
a) Dlrow.
6) Svood.
B) Woild.
r) Dliow.
3. Paccummdpyiite cmoBo «Xjxoby, 3ammdposannoe ¢ momompro mmppa as FOnus
[e3aps:
A/B|CIDIE/IF|IGIH|I|J |K|ILIM|N|O|P |Q|R|S|T|U|V XY |Z
X|Y|[Z|A|B|C|ID|E|F|G|H|I |J |[KILIMIN|O|P|Q|R|S|T|U |V
a) Tgtly.
6) Amare.
B) Crypt.
r) Vivna.
4. 3ammdpyiite ca0Bo «KHU3HBY C TOMOIIBIO IEPECTAHOBKU
1123 14]|5
2/5/3|14
a) Hx3bu.
0) bu3mx.
B) H3bxu.
r) Ub3xH.
5. Pacumdpyiite cnoBo «1216312611» ¢ momormipto Tadbauis! [oanbus:
112|3]4]|5|6
1/A|B|B|T|A|E
2| E[K|3 |1 |1 |K
3|JIIM/H|O|IT|P
4 BIE|YV|D | X |1
5|4 | b |bI| b
6| D/IO|A|*|*[*
a) benxa.
6) EsBroa.




10.

11.

12.

13.

B) Crpernxa.

r) benoxk.
BriepBbie MeTO/1 4aCTOTHOTO KPUIITOAHATIN3A BIIEPBBIC U3IOKHUI:

a) Jleon barrtucra Anp6epru.

0) ®panuyecko CuMOHETTA.

B) AGy HOcyd Sxy6 anp-Kunau.

r) Jxuponamo Kapmano.
Jluck Anp0epTy MO3BOISIET aBTOMATU3HPOBATH!

a) [Iudp nmpocroit 3amensl (ogHOAT(PABUTHBIN AP ).

6) MHuoroasnhaBuTHBII WUOD.

B) [lIudp nepectaHoOBKH.

r) [Torounsiii mugp.
Hcnonb3oBanue mapois s MHEMOHHUYECKOTO 3allOMMHAHHUS MEPECTaHOBKU CHMBOJIOB
andaBuTa MPEIJIOKHUIT:

a) Mareo ApIKeHTH.

0) biie3 ne Buxenep.

B) JI>xoBanHu barTucra bemnaso.

r) Ixambarrucra (I>xoBanuu) nemia [opTa.
[Tomemenue s neparoctparuu nepenuckd B XVII — XX Bekax Ha3bIBaJIOCH.

a) bernbrit kabuHeT.

0) Taiinast KOMHaTa.

B) SlHTapHas KOMHaTa.

r) UepHblli KaOUHET.

1) Kpachslii kaOuner.
udpel, B KOTOPBIX KaKIbIA CHUMBOJ OTKPBITOTO TEKCTa MpeoOpa3yeTcss B CHMBOI
mmdpoTeKcTa, B 3aBUCUMOCTH OT CBOETO PACIIOJNOKEHHUS B OTKPBITOM TEKCTE M KIFOYa
HA3BIBAIOTCA:

a) MHoroandaBuTHBIMU K (pamMu.

6) baounbMu mudpamu.

B) [lorounbiMu mudpamu.

r) PoropubiMu mmdpamu.

3ammdpyiite cioBo «CJIOH» 6urpammusiM mudpom Ilneidepa.

Y 9 O b B
XK T 2 H o
1 I JI b I1
M A 1 3 P
C E A bl K
1O | i )41 X

a) BABU.

0) LHADbD.

B) DI VBI.

r) bILILL3.

ITycts nepecranoBka T npeacTaBieHa cieayrolen TabIuien:
112[3|...]n=5/n=-4|n-3[n-2|n-1|n
516|7].../n=1]| n 1 2 3 |4

Kaxoit Bug mmeeT nepecranoBka oOpaTHas iepectaHoBke 17

a.
112[3|...|n=-5|n-4|n-3[n-2|n-1|n
112[3].../]n=5|n-4|n-3[n-2|n-1|n
0.
112[3|...]n=5/n=-4|n-3[n-2|n-1|n
413[12]...] 10 9 8 7 6 |5
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1123 n-4/n-3|{n-2{n-1|n
41516 n-1 n 1 2 3
T.
1 2 3 |4|5]...|n-3|n-2|n-1 n
n-3|n-2\n-1|n|1 n-7|n-6|n-5n-4

14. 3ammdpyiite ¢ momousio oTKpeITOro Kitoya (8051, 5) kpuntocucremsl RSA coobmenue
m = 10.

a) 8051.
6) 3388.
B) 1949.
r) 12.

15. Kakoe cBOiicTBO 0€30MaCHOCTH TapaHTUPYET, YTO YYACTHUKY KPHNTOrpaduyecKoro
IPOTOKOJIa IIEJIOCTHOCTH IIOJYYEHHOI'O COOOLIEHHS W €ro co3JaHue J0 MOMEHTa
MOJIyYEHHUsI, HO HE TAPAHTUPYET 3aLIUTY OT MOBTOPHON OTHPABKH COOOIICHNUs?

a) CBOMCTBO «ayTEeHTH(PUKALH CTOPOH.

0) CBOIiCcTBO «ayTeHTU(DHUKAIMSI HCTOTHUKAY.
B) CBOWCTBO «MHBAPUAHTHOCThH OTIPABUTEIS.
r) CBOMCTBO «ayTEHTUPUKAIUSA COOOLLICHUS.

16. Kakoe cBoiicTBO 0€30IaCHOCTU TapaHTUPYET, YTO YYACTHHUKY KPHHITOrpaduyeckoro
IPOTOKOJIA, YTO YYACTHUKH, HAYABIIWE HCIOJHEHHE NPOTOKOJIA, HE H3MEHHINCH C
TE€4EeHUEM BpeMeHU?

a) CBOHCTBO «ayTEHTH(HUKAIHS CTOPOHY.

0) CBOIicTBO «ayTeHTU(DUKAIMSI UCTOUHUKAY.
B) CBOMCTBO «MHBapUAaHTHOCTb OTIIPABUTEIISI.
r) CBOICTBO «ayTeHTH(PUKALINS COOOIICHUS.

Tembl NIPaKTHYECKUX 3aHATHH

Tema npakTHyeckoro 3anstus no teme 3.1
BBenenne B uH(pOpMAIHOHHYIO 6€30MACHOCTH OMEPAIMOHHBIX CHCTEM

1. OcHoBBI paboTHI ¢ TIpOLIECCaMH, BBOIOM-BBIBOJIOM | daiiiamu B OC Windows u Linux.

Tema npakTH4ecKOro 3aHATHA 10 Teme 3.2
NudopmannonHas 0e30MacHOCTb ONEPALIMOHHBIX cUcTeM ceMeiicTBa Windows.

1. OcuoBsl o0ecneueHus oe3zomnacaoctd B OC Windows.

Tema npakTHYecKOro 3aHATHS MO0 Teme 3.3
HNudopmanuoHHas 6e30NaCHOCTH ONEPAIMOHHBIX CHCTeM ceMelicTBa Linux

1. OcHoBsl 00ecnieuenus oe3omnacuocti B OC Linux.

Tema npakTuueckoro 3aHaTus no reme 4.1
BBeneHue B apXUTEKTYPY JOKATbHBIX BBIYHCIUTEIbHbBIX CeTeH

1. Cereoii cauddep Wireshark. 3nakoMcTBO ¢ (pUIBTpaMu MaKETOB.
TeMbl NPAKTHYECKOT0 3aHATHS 10 TeMe 4.2

CeTeBble YIpo3bl U METOAbI IPOTUBOAEHCTBHSI UM
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WNHBeHTapu3aus W TOUCK YsSI3BUMOCTEH ¢ ucnosb3oBaHueM Open Vulnerability and
Assessment Language.

CereBoii ckaHep Zenmap. MHcnonb30BaHME CETEBOrO CKaHepa Uil  BbIABJICHUSA
YS3BUMOCTEN YPOBHS CETH.

Bupychbl, uUX BBIBIEHHE M YCTpAHEHHE C HCIOJB30BAHUEM CIELUATU3UPOBAHHOTO
MPOrPaMMHOTO O0ECTICUCHUSI.

Tembl NMPAKTUYIECKOI'0 3aHATHSA 110 TEME 4.3 Me:xceTeBble IKPaHbI

Bbpanamaysp Windows. Pa3paboTka nmpaBui MEKCETEBOTO SKPAHUPOBAHUS.
Bupryanpnas undpactpykrypa Eve-NG.
MeskceTeBol 3KpaH Ha TpaHHIle ceTu. HacTpolika nmpaBuiI MEKCETEBOTO SKPAHUPOBAHUSI.

Tembl NPaKTHUYECKOT0 3aHATHS 1O Teme 5.1
Brenenne B kpunrorpaguyeckue MeTobI 3aIMThHI HHPOPMAITAA

Hctopuyeckue mudpsl mudpoBanue u pacmudpoBaHue.
JlonoIHUTeIbHBIE 32IaHUS [1JIS1 CAMOCTOSATEIHLHOI0 pPelleHus

JonmonnurteabHblie 3a1anus 1o tTeme 1.1 IlpaBoBbie 0CHOBBI 00ecevyeHusI
NH(POPMALMOHHON 0€30I1aCHOCTH

Kakas wHbopmanms mnpencraeiser miusi Bac uenHocts? Kakue xapakTepuCTHKU
nHpopmarmoHHoM 6e3omacHocTH Bl ObI X0Tenn 00eCceuuTs ISl TAKOW HHPOpMAaIHH?
Bribepere kakoii-nmnbo BuJ 1eHHOM ans Bac mHpopmanuu. B xakux dopmax Moxer
OBITH MpeJICTaBIIEH 3TOT BUA HHPOpMauu?

[IpoananusupyiiTe: K KakuM BHJ1aM TailH Bbl MokeTe uMeTh 1octyn?

IIpoananusupyiiTe: Kakue CBA3aHHbIE ¢ Bamu JaHHBIE MOTYT ABIIATHCSA TallHAMU?

IlOHOJIHI/ITe.TIBHLIe 3aJJaHU4 110 TeME 1.2 33]1[](IT3 NMEePCOHATBHBIX JaAHHBIX

Onummure cxemMy HH(QOPMAIIMOHHBIX TOTOKOB Bammx mepcoOHanbHBIX TaHHBIX B
YHusepcurere.

Onumure cxemy HHPOPMAIIMOHHBIX TOTOKOB Barmx nepcoHalbHbIX JaHHBIX B baHke.
[Ipoananusupyiite: Bcerna au (korga 3To HeoOxoaumo) ¢ Bac B3umaroT coriacue Ha
00paboTKy MHepcoHANbHBIX NaHHBIX? Bcerma nmum 3TO MPOMCXOAUT B COOTBETCTBHH C
3aKOHOJATEIILCTBOM?

[Ipoananu3upyiiTe: B Kakux cUTyanusx Bbl naBamm corimacue Ha 00paboTky Bammx
cHenraIbHBIX JaHHBIX? He ObLI0 JIM 2TO M3IMIIHUM?

[Ipoananu3upyiiTe: B Kakux cUTyanusx Bbl naBamm coriacue Ha 00paboTky Bammx
OouomeTpuuecknx nqaHHbIX? He ObU10 T 3TO M3MUIITHUM?

JlonoJiHUTeIbHBbIE 3a/1aHus 10 TeMe 1.3 Opranu3annoHHble 0CHOBBI 00ecneYeHust
HH(}OPMaALMOHHOM 0e30IacCHOCTH

Pazpaboraiite Mozenb HapymuTens a1 Bameit fomarineit ”HPOPMAITMOHHONW CHCTEMBI.
PazpabotaiiTe Momens HapyIIUTENS i1 KOMITBIOTEPHOTO Kjlacca Y HUBEPCUTETA.
Pazpaboraiite Mozens yrpos it Barelt nomanrHeit nH(OpMaMOHHON CUCTEMBI.
PazpabotaiiTe Moenb HApYIIUTENS 111 KOMITBIOTEPHOTO Kjlacca Y HUBEPCUTETA.
[IpemioxxuTe cpeacTa 3amuThl HHPOpManuu it Bameil nomamineit nHpopMarmoHHOR
CUCTEMBL.

34



6.

1.

IIpemioxkute  cpeacrBa  3amuTbl  MHGOpMALMKM A KOMIBIOTEPHOIO  Kjacca
YHusepcurera.

JlonoJIHUTeIbHBIE 32JaHHUA 110 TeMe 2.1 ApXuTeKTypa KOMIIbIOTepa
N3yuure Bam nepcoHaJIbHBIA KOMIIBIOTEP M COBPEMEHHBIE T'aJKEThI, KOTOPBIMU BBbI

nojab3yerecb. CpaBHUTE UX XapaKTEPUCTUKU: ObICTpoJeiicTBHE, 00BEM ONEPaTUBHON U
BCIIOMOTI'aTeJIbHOM ITaMATH, CKOPOCTh 10CTyIa B IHTEpHET.

I[OHOJIHI/ITGJ'[LHLIC 3aJlaHUA 110 TEME 31 BBenenne B I/IH(l)OpMaIII/IOHHle 0e30IacHOCTD

Ao E

OnepanMuoOHHbIX CHCTEM

OC Windiws
Ortkpoiite 6paysep Internet Explorer. Haiinute ero uaeHTudHKaTOp mpoIecca, OTKPhIThIC
COEMHEHUs 1 0a30BbII PHOPUTET.
Otkpoiite Opay3ep Chrome. Haiigure ero wuueHTH(GUKATOp IPOIECCa, OTKPHITHIC
COEMHEHUS 1 0a30BbII IPHOPUTET.
3amyctute npuioxenne «bioknor». Haiinure ¢aiinsl OTKpbITBIE IporieccoM «BIOKHOT
¢ moMotibio yruiutel Process Explorer.

OC Linux
Haiigure msath caMbIX TpeOOBATENBHBIX K AMSITH ITPOIIECCOB.
Otkpoiite Opay3ep U HailIUTE OTKPHITHIE COEMHCHUSL.
BeiBeuTe coepKMMO€e TUPEKTOPHH /etC.
BriBenute comepkumoe aupekropuu /etc/schedule.

JlonoJiHuTeIbHBbIE 3a1aHus 110 TeMe 3.2 UndopMannoHHasi 6e301aCHOCTH
onepanUoOHHBIX cucTeM cemelictBa Windows

Cozpaiite nonbp3oBatenss «Anuca». Hasnaubre el mapons. Coznmalite rpynmy
«HenoBepeHHbIE OIB30BATEIN.

Coznaiite nupekToputo, cojiepskamnryro (aitnpl. HaznaubTe Ammce mpaBa IOCTaTOYHBIE
JUIs OTOOpa)keHUs CIIUCKOB (ailyIoB M MEePEeX0/I0B B IUPEKTOPUH U €€ MOATUPEKTOPUSX, a
TaK)Ke 4YTeHMs (aillioB B JUPEKTOpUU U ee nmojpaupekropusix. [IposeprTe, uro Anmca
MOYKET MIPOCMaTpUBaTh (Haibl.

3anperute rpynne «HemoBepeHHble MOJB30BATENN» JIOOOM JOCTYNl K CO3/aHHOM
JUPEKTOPUH, €€ MOJAMPEKTOpHsIM, a Takxke K ¢ailslaM BHYTPU JUPEKTOpUU U €€
MOIUPEKTOPU .

Hob6asbTe Anucy B rpynny «HemnoBepeHnHsle nmonb3oBatenn». [IpoBepsTe, uTo Anmca He
CMOJKET MpocMaTpuBaTh (aiiibl B AUPEKTOPUH.

JlonosiHuTeIbHBbIE 3a1aHus 10 TeMe 3.3 UndopMmannonHasi 6e30MacHOCTH
onepamuoOHHBbIX cucTeM ceMeiicTBa Linux

Cospmaiite nosb3oBatenss «Anuca». Hasznaupre el maposns. Cospmaiite Tpynny
«HenoBepeHHbIE OIB30BATEIN .

Cozmaiite aupekToputo, coziepskanryio (aitnpl. HazHaubTe Anmce mpaBa TOCTaTOYHBIE
JUIS OTOOpa)KEeHUS CIIUCKOB (ailyIoOB M MEPEX0I0B B TUPEKTOPUH U €€ MOITUPEKTOPHIX, a
Takke 4TeHus (ailyioB B JAUPEKTOPUU U ee mommupekropusix. [IpoBeprTe, uto Anmca
MOYKET YUTaTh (aiibl.
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3. C mnomoupl0 CHOHCKAa KOHTPOJS JOCTynmoB 3amperute rpymnne «HemoBepeHHbie
NIOJIb30BATENM» JIIO00H JOCTYN K BHIOpaHHOMY (aily BHYyTpH qupekrtopun. [Tomensiite
BJIa/IeJIbIIa ATOTO (paiiyia Ha CyNeproab30BaTesd cucTeMbl. Pa3pennte B 6a30BbIX MpaBax
JOCTYT K BRIOpaHHOMY (haiimy komom 600.

4. ]Jlo6aBeTe Ammcy rpymnmy «HemoBepeHnHbie moib3oBaTenn». IIpoBepbre, uTo Anuca He
CMOXET IPOYUTATh BEIOPaHHBIN (haiin.

I[OHOJIHI/ITGJIBHLIC 3aJlaHUA 110 TEME 4.1 BBenenne B APXUTEKTYPY JOKAJIbHBIX
BBIYHCJIUTEJIbHBIX ceTel

1. TIpoBepbTe JOCTYIMHOCTh JIOOOTO HCHOJB3yeMOro Bamu 10odTOBOTO cCepBepa C
ucnonb3oBanuem ytwiuthl Telnet. Cremyiite cratbe https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u caMOCTOSTEIBHO.

2. Hactpoiite moury B mnouroBom kiueHte Thunderbird. Crnenyiite craTbe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej.

3. Paspaboraiite GuiabTpsl s TpocMOTpa Tosbko ucxoasmmx ICMP-3anpocos. Chenyiite
cratbe https://habr.com/ru/post/211042/.

JlonoHUuTeIbHBIE 3a1aHus 110 TeMe 4.2 CeTeBble YTPO3bl H METOAbI IPOTUBO/IEICTBUSA
UM

1. TlpoBeauTe MOMCK YS3BHUMOCTEH Ha CBOEM JOMAIIHEM II€PCOHAILHOM KOMIIBIOTEpE,
O3HAKOMBTECh C ONMCAHUEM BBISBIECHHBIX YSI3BUMOCTEH, ONpeNeIuTe HACKOJIBKO OHH
KpuTHuHbI 1o mkaine CVSS, u ycrpanure ux.

2. IlpoBeppte, yctpaneHa umu ysa3Bumocth CVE-2017-0144 wa Bamem JgomaiiHeM
KOMITBIOTEPE, U YCTAaHOBUTE OOHOBIIEHHE OE€30MacCHOCTH B CIy4ae, €CIU YS3BHMOCTbH
npucyrctByet. Crienyiite crarbe https://support.microsoft.com/ru-ru/help/4023262/how-
to-verify-that-ms17-010-is-installed.

3. Uzyunre ysa3Bumoctb CVE-2014-0160, cnenys cratesam  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-
heartbleed.pdf.  IlepBas crates mpeactaBmsieT coOOW  HEOONBIION  KOMHKC,
MOKa3bIBAIOIINIA, HACKOJBKO ONAacHa M JIETKO HCIOJb3yeMa 3Ta YSI3BUMOCTh. Bropas
CTaThsl TMpeJacTaBisgeT €000 MOAPOOHOE OMHMCAHUE YSI3BUMOCTH, IIOCIEJCTBUS €€
UCTIOIB30BaHUS M PUCKH.

,I[OHO.]IHI/ITCJIBHLIQ 3alaHUusd 110 TeEME 4.3 MeikceTeBbIe IKpPaHbI
1. 3amenute y31b1 Hacker u Victim Ha y31bl moJ ynmpaBiieHHEM OINEPAllMOHHOM CHCTEMBbI
Windows 1 obpaTuTech K UX CETEBBIM pecypcaM 1o npoTtokoiny SMB. Cnenyiite craThbe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
host-on-the-eve/.

JlonoJiHuTeIbHBbIE 32/1aHus 110 TeMe 5.1 BBegenue B kpunrorpaguyeckne MeToabl
3alUThl HHPOPMALMHU

1. 3ammdpyiite u pacmmdpyiite coodbmenne « Teds mooOIr0!» BceMu H3BECTHHIME Bam
UCTOPUYECKUMHU MU PAMH.

Kpurepun oneHKH NpaKTHYECKOr0 3aHATHS.

3a IIPaKTUYCCKOC 3aaaHUC BBIIIOJHACTCA OJHA M3 OICHOK: «OTJIUYHO), «XOPOIIo),
«KYAOBJIETBOPUTECJIBbHO)», KHECYI0BJIECTBOPUTECJIbHO).
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OneHka «OTJMYHO» BBICTABISETCS, €CIIM CTYACHT aKTUBHO pabOTaeT B TEUEHHE BCETO
NPAaKTUYECKOTO 3aHSATHSA, JAaeT BEpHbIE W TOJHBIE OTBETHI HAa BOMIPOCHI IMPENOAaBaTeNs W
MOKA3bIBACT IMPHU 3TOM IIYyOOKOE OBJAJCHHE JEKIMOHHBIM MaTepUalioM, BCE YacTH 3a/aHus
BBITIOJIHEHBl BEPHO (JIOIMYCKArOTCs HEOOJIbIINE HETOYHOCTH, HE SBIISAIOLIMECS CIICACTBUEM
HE3HaHUs WM HEMOHMMaHUs ydyeOHoro marepuana). PaboTa BBINOIHEHA CaMOCTOSATEIBHHO.
Pabora cnana ¢ cobmoeHreM BCexX CPOKOB.

OuneHka «XOpoOIIO» BBHICTABJISETCS, €CIIM CTYIEHT aKTUBHO paboTaeT B TEUYEHHUE BCEro
NPAaKTUYECKOTO 3aHATHS, JAeT BEpHblE, HO BO3MOXXHO HEIOJHBIE OTBETHl Ha BOIPOCHI
npenojaBaTesiss U MOKa3bIBaeT MPU 3TOM CBOOOJHOE BIIAJICHHE JICKIIMOHHBIM MaTepUalioM, BCe
YaCTH 3aJJaHHs BBIIOJHEHBI BEPHO (JIOMMYCKAIOTCSI HETOYHOCTH, HE SIBJISIOIIUECS CIICACTBUEM
HE3HaHUs WJIM HENOHMMaHUs YydyeOHOro Marepuana). Pabora B 1elOM  BBINOJIHEHA
CaMOCTOSITENIbHO, BO3MOXKHO C KOHCYJbTaluell npenogasarens. Pabora caana ¢ coOmoneHneM
BCEX CPOKOB.

OuneHka «yI0BJIETBOPUTEILHO» BBICTABISIETCS B TOM CIIydae, KOT/a CTYACHT B LEIOM
OBJIaJIC)I CYThIO BOIIPOCOB MO JAHHOW TeMme, OOHApYKHBAaeT 3HAHHE JEKIMOHHOTO MaTepHuala.
[Tpu >TOM Ha 3aHATHH BeJET ce0sl MACCUBHO, JAaeT HEMOJHBIE OTBETHI HA BOIMPOCHI, JOMYCKAET
OIIMOKHU MPH OCBEUICHUH TEOPETUYECKOTO MaTepuaia, He MOKET 00OOIIUTh U CIeNaTh YETKUE
JorryYecKue BEIBOIBI. PaboTa ciana ¢ ono3ganueM He Oojiee ABYX 3aHATHH.

OueHka «Hey/A0BJIETBOPUTEIBLHO» BBHICTABISIETCS B Clydae, KOT/la CTYACHT OOHApYKUIT
HECOCTOSITEIbHOCTh OCBETUTH BOMPOCHI MIJIM BOIPOCH! OCBEUICHBI HETPAaBUIIbHO, OECCHCTEMHO, C
rpyObIMH  OIIMOKaMH, OTCYTCTBYIOT TIOHMMaHHUsI OCHOBHOM CYTH BOIIPOCOB, BBIBOJBI,
0000mmeHns, 00HAPY)KCHO HEYMEHHE pemath ydeOHble 3amgaud. OOydaromuiicss HE MOXKET
BBIMIOJHUTH paboTy 6e3 moMoIu npemnojaBatend. Pabora ciana ¢ HapyiieHueM CpOKOB (T03/1Hee
YeM uyepe3 /1Ba 3aHSITHS).

1.2 Cniucok BonmpocoB U (WJIH) 3aaHUI 1JIsl MPOBeIeHUsI MPOMEKYTOUHOI aTTecTalnu
Bonpocsl k 3auery

1. OcHoBHbI€ npaBa rpax/iad B cepe 00padOTKU U 3alIUThl HH(OPMALIUY.

2. OCHOBHbBIE NPUHIUIBI MPABOBOTO PEryJMpPOBaHUS B 00JacTH OOpabOTKM U 3alIUTHI
uH(pOpMaLNH.

3. HNudopmanus. OCHOBHBIE CBOICTBa 0€30MacHOCTH MH(pOPMAIUU: KOH(UAECHIIUAIBHOCTD,
IIEJIOCTHOCTD, IOCTYIHOCTb.

4. Bwuapl vHOpMaIMK MO MOPSAKY OCTYNA U PaCIPOCTPAHEHUS.

5. Orpanuuenue gocrymna Kk nHGopmarmu. 3anmra nHpopManuu. OObEKTHI 3aUTHL. Buab
TalH.

6. MudopmarmoHHbIe TEXHOIOTHH U HH)OPMAITIOHHBIE CHCTEMBI.

7. OOGnagarens uHGOPMAIMK U ONEepaTop MH(HOPMAITMOHHON CHCTEMBI.

8. OTBeTCTBEHHOCTH B cpepe 00pabOTKH | 3alIUTHI HH(OPMAIIHH.

9. TlepcoHasibHBIE JaHHBIEC U IPUHLIUIIBI UX 00PAOOTKH.

10. Bupl epcoHATBHBIX JaHHBIX: CIICIUATbHBIC, OMOMETPUYECKIE U OOIIETOCTYITHBIC.
11. YcnoBus 06paboTKu MepCOHATBHBIX JTAHHBIX.

12. Cornacue Ha 00pabOTKy NEPCOHATBHBIX JTaHHBIX.

13. TpancrpannyHas rnepeada NepCcOHAIBHBIX TaHHBIX.

14. TlpaBa cyOBEKTOB MEPCOHANBHBIX JAHHBIX.

15. Onepartop nepcoHaNbHBIX JAaHHBIX U €r0 005S3aHHOCTH.

16. Mepsb1 obecniedeHust 6€30MaCHOCTH TIEPCOHANBHBIX TaHHBIX.

17. KonTposs 1 Haa30p 32 BBIOJIHEHUEM Mep 0 obecreueHHIo 0€30MacHOCTH.
18. YostHOMOYEHHBIN OpraH 1Mo 3alIUuTe MPaB CyObEKTOB MTEPCOHABHBIX TaHHBIX.
19. [locnenoBaTenbHOCTH NEHCTBUIA TO 3aIIUTE HH(POPMAIIH.

20. BeisiBienne u ananu3 HHOPMAIIMOHHBIX aKTHBOB.
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21. ®opmupoBaHue TPEOOBAHUH 1O 3aIIUTE HHPOPMAIIUH.

22. TToaxo/1bl K MOJICIMPOBAHHIO HApYIIUTENIEH HHPOPMAITMOHHON OE€30MaCHOCTH.

23. Yrpo3sl nHpOpMAITMOHHOM 0€301TacCHOCTH.

24. CpencrtBa 3amuThl HHOOPMAIIUH.

25. IIporeccopsl.

26. OcHOBHas (K31 ¥ ONepaTHBHAS) TAMATb.

27. BcriomorarenbHasi HaMsTh.

28. YcrpoiicTBa BBOIa-BbIBO/IA (IIMHBI, MOHUTOPKI, IPUHTEPHI).

29. YcrpoiicTBa BBOIa-BhIBOIA (KIIABUATYPHI M MBIIIH, BEO-KaMepbl, MUKPO(OHBI).

30. O6muii ciocod xpaHeHus U 00pabOTKH HHPOPMAIUH B KOMITBIOTEPE.

31. TlonsaTus onepannoHHON U (hailIoBoOi cuCTEM.

32. CyOBeKTbl, 00BEKThI, METO/IBI U TIPaBa JIOCTYIIA, IPUBUIICTHH CyObEKTa JOCTYIIA.

33. JIuckpennroHHOE yIpaBIeHUE JOCTYIIOM.

34. MangaTHOe yrpaBJIeHUE TOCTYIIOM.

35. Unentudukanus, ayTeHTUPUKAIUS 1 aBTOPU3AIUSL.

36. YrpasiieHue J0CTYIIOM B OTIEpaIlMOHHBIX cHcTeMax cemeiictBa Windows.

37. Unentndukanus, ayreHTU(QUKANUS W aBTOPH3AalMs B ONEPAIOHHBIX CHCTEMax
cemeiicrea Windows.

38. Peanuzanus aynura B OlepaimoHHbIX cuctemMax cemeiictea Windows.

39. VrpagiieHue 10CTYIIOM B OTIEpAIlMOHHBIX CHCTEMaXxX cemercTra Linux.

40. Unentndukanus, ayreHTU(QUKAIMS W aBTOpU3alMs B ONEPAIOHHBIX CHCTEMax
cemeiictBa Linux.

41. Monens ISO/OSI.

42. ApXUTeKTypa 1 OCHOBHBIE IIPOTOKOJIBI JIOKAIBHBIX BHIYUCITUTEIBHBIX CETEH.

43. Knaccugukanum ceTeBbIX yrpos, yI3BUMOCTEH U aTak.

44, CereBble aTaky Ha pa3IMIHBIX ypoBHsAX Mojenu 1ISO/OSI.

45. Knaccudukanus BpeZJOHOCHOTO IPOTPaMMHOT0 00ecrieueHMs..

46. T[Tpu3Haku MPUCYTCTBUS BPEOHOCHOTO MMPOTPAMMHOTO 00ECTICUCHUSI.

47. Metoibl 0OHapyKEHUs BpEAOHOCHOTO MTPOrPaMMHOT0 00ecreueHusl.

48. MecTo U poJIb MEKCETEBBIX IKPAHOB B 00ECIICUCHIH CETEBOM 0€30IacHOCTH.

49. Knaccudukaiys MexXceTeBbIX 3KpaHOB.

50. OcHOBHBIE BO3MOKHOCTH MEKCETEBBIX IKPAHOB.

51. JlocToMHCTBA M HEAOCTATKH MEXKCETEBBIX IKPAHOB.

52. TlocTpoenue npaBmil GUIBTPALINH.

53. Kpunrorpadus apeBHero Mupa.

54. Kpunrorpadus cpelHUX BEKOB.

55. Kpunrorpadus snoxu BospoxaeHus.

56. Kpunrrorpadus HoBoro BpemeHH.

57. CummeTpuyHast 1 aCUMMETPUYHAs KPUITOTpadus.

58. BeIYHCIUTEIHHO CIIOKHBIE 33/1a9l MAaTEMATHKH.

59. Kpunrocucrema RSA.

60. [TonsiTre KpunTOrpagUIECKOro MPOTOKOIIA.

61. CBoiicTBa MPOTOKOJIOB, XapaKTEPHU3YIOIIHE X O€30MaCHOCTb.

62. Cxembl HU(POBOIH MOMUCH.

IIpaBusa BeICTAB/ICHHS OLICHKH HA 3a4eTe.
B mporuecce 3auera TpedyeTcss OTBETUTh Ha OJWH U3 NMPUBEIEHHBIX BhIlIe BompocoB. Ha

MMOATOTOBKY K OTBCTY HAaCTCA HC MCHEC 1 aKaJICMHUYCCKOro yaca.
Ilo utoram 3adeTa BHICTABIISICTCS OJJHa M3 OLICHOK: «3a4YTCHO», «HC 3a4YTCHO».
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Ounenka «3a4TeHO» BBICTABISETCA CTYACHTY, KOTOPBIM JI€MOHCTPUPYET BIaJACHUE
coJiep’KaHUEM MaTepuaja U HNOHSITUWHBIM alnapaToM TEOPUHU IICEBJOCIyYallHbIX FE€HEPAaTOPOB;
YMEET CBA3BIBAaTh TEOPUIO C MPAKTUKOU. B O0TBETE MOTYT JOMYCKaThCs OTAEIIbHBIE HETOYHOCTHU
(HecymiecTBeHHbIE  OMIMOKM), KOTOpbIE  HCIPABIAIOTCS  CaMUM  CTYJAEHTOM  IOCIe
JOTIOTHUTEIBHBIX U (WJIM) YTOUHSIOUIMX BOMPOCOB 3K3aMeHaTopa. Ha 4yacTh JHOMOTHUTENbHBIX
BOIIPOCOB CTYZI€HT MOJKET HE J1aTh OTBET WJIM JaThb HEBEPHBIM OTBET.

Ouenka «He 3a4TeH0» BBICTABISIETCS  CTYACHTY, KOTOPBIM JEMOHCTPUPYET
pa3po3HEHHbIe, OECCUCTEMHBIC 3HAHUS; OECIIOPSI0YHO M HEYBEPEHHO H3JaracT MaTepuall; He
YMEET BBIACIATH TJIABHOE U BTOPOCTENIEHHOE, HE YMEET COEUHATh TEOPETUUECKUE MTOJIOKEHUS C
NPaKTUKOM; JOMYyCKaeT TpyOble OMMOKH P ONPECIICHUH TTOHATHMA, BCISICTBIE HETTOHUMAaHUS
UX CYIIECTBEHHBIX U HECYLIECTBEHHBIX IIPU3HAKOB U CBS3€H; JACT HEIIOJHbIE OTBETHI, JIOTUKA U
IIOCJIEI0BATENbHOCTD H3JIOKEHUS KOTOPBIX HMEIOT CYIIECTBEHHbIE M IPHUHLUUIIUAIbHbBIE
HapyleHUs, B OTBETAX OTCYTCTBYIOT BbIBOJbI. JlOMOJHUTENBHBIE M YTOUHSIOLIME BOIPOCHI
9K3aMEHAaTOpa HE MPUBOAAT K KOPPEKLUUU OTBETOB CTyJAeHTa. Ha OCHOBHyIO 4acTb
JIOTIOJIHUTEIbHBIX BOIIPOCOB CTYACHT 3aTPYHSAETCA aTh OTBET WM J1a€T HEBEPHBIE OTBETHI.

Onenka «He 3auTeHO0» BBICTABIISAETCS TAKXKE CTYAECHTY, KOTOPBIH B34J1 3K3aMEHAMOHHbII
OuIieT, HO OTKa3aycs JaTh Ha HETO OTBET.
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IMpuiaoxenne Ne2 k padoveil mporpaMme Q1 CIUAININHbBI
«be3onmacHOCTh B COBpeMEeHHOH MH(OPMALIMOHHOI cpee»

MeToauuecKkue YKazaHnusl 1Jist oﬁyqamumxcﬂ 10 OCBOCHHUIO JTHUCHHUIIINHBI

OcHoBHOI (hopMOIi U3ITOKEHUsT yd4eOHOro Mmarepuana 1o aucuuiuinHe «be3omacHocTs B
COBPEMEHHOM MH(OPMALMOHHON cpene» SBIAIOTCS JIEKLUH, YTO CBS3aHO, IPEXJEe BCEro, ¢
HOBM3HOH Marepuana i ooydatommxcs. [1o O0NbIIMHCTBY TEM NMPETyCMOTPEHBI TPAKTUYECKHE
3aHATHA, LEJIBI0 KOTOPBIX SIBIISETCS 3aKPEIUICHHE JICKIIMOHHOIO MaTephalla IIyTeM PpeUICHHs
CHenHaIbHBIM 00pa30oM NOJ0OPaHHBIX MPAKTHYECKUX 3ajad.

JUis  ycremHoro OCBOCHHs AMCLHMIUIMHBI  BaXHO  CAMOCTOATEIBHOE  H3Y4YECHHE
TEOPETUYECKOI0 MaTepuajga M PELIEHUE MPAKTUYECKUX 3aJad, KaKk B ayJIUTOpUHU, TaK U
CaMOCTOSITENIHO B KAUECTBE CaMOCTOATENIbHOM pa®oThl. [IprmMeps! perienns 3agad pa3ouparorcs
Ha JIEKIUSAX WM TPAKTHUYECKUX 3aHATUSAX, MPH HEOOXOAMMOCTH IO Hamboiee TPYAHBIM TeMaMm
IIPOBOASTCS JOIIOJIHUTENbHBIE KOHCYJIbTaluu. OCHOBHAS LIE€Ib PEIICHUs PAKTUYECKUX 3a7ad —
IIOMOYb YCBOUTH OCHOBHBIC IMOHATHS WH(POPMALMOHHOW OE30MAaCHOCTH, WX OINpEIeNICHHs, a
TaKKe OCHOBHBIE METOJIbl M cpelcTBa obecreyeHus HHGOpMAIMOHHOM Oe3omacHocTH. Jlis
pelieHus 3ajad HeoOXOJUMO HE TOJIBKO 3HaTb, HO M IIOHMMAaTh JIEKIMOHHBIA MaTepual.
[TosToMy B mpouecce WH3y4eHUs JUCLUIUIMHBI PEKOMEHAyeTcs peryisipHas pabora ¢
KOHCIIEKTaMU JIEKIIUH U PEKOMEHAOBAHHOW JINTEPATYPOIl.

bosibioe BHHMaHHME JOJDKHO OBITH YZAEIEHO caMoOCTOsATENbHON pabore. B kauecTBe
3a/laHuil JJI1 CaMOCTOSITENIbHOM paboThl I0Ma CTYAEHTaM IPEAJaraloTcs 3a/1ay, aHaJIOTUYHbIE
pa300paHHBIM Ha JEKIMIX U MPAKTUYECKUX 3aHATUAX WU CXOXKHE C HUMHU.

JUis mpoBEepKHM M KOHTPOJS YCBOEHHSI TEOPETUYECKOrO0 MaTepuasa, MpUOOPETEeHHBIX
IPAaKTUYECKUX HABBIKOB pabOThl C OCHOBHBIMH IOHSATHSMM B TE€UYEHUE OOY4EHHUS MPOBOIATCA
MEPONPUATHS TEKyILeH aTTecTaly B BUJE TECTUPOBaHUU. Takke MpPOBOJATCS KOHCYJbTALUU
(mpu HEoOXOAMMOCTH) IO JIEKIMOHHOMY MaTepualy M pa300py HEKOTOpBIX 3aJaHud aJs
CaMOCTOSITENIbHOM pabOTHI.

B KoHIE u3ydyeHHs IUCHMIUIMHBI CTYIEHTHl CHAIOT 3a4eT. 3adyeT IPOBOAMTCA Ha
OCHOBaHUU BBITIOJIHEHUSI TECTOBBIX 3aJ]aHUI U coOeceloBaHUsI HA OCHOBAHUHU CIHMCKa BOIIPOCOB
K 3a4€Ty, KOTOPBI OXBATHIBAET ITOJIHOCTBIO BCIO ITPOrPaMMYy UCLUIUIMHEIL.
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