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1. Ilesin 0CBOECHHUSA TMCIUTIINHBI

HCJ'IBIO OCBOCHUMA AU CHUITIMHBI «be3omacHoCTE B COBpeMCHHOfI HH(bOpMaHHOHHOﬁ cpeac»
ABJIACTCA TCOPCTUUCCKAA U MPAKTUYCCKAA IMMOATIOTOBKA 6aKaJIaBpOB K JCATCIIBHOCTH, CBSI3aHHOM C
IMIPUMEHCHUEM COBPEMCHHBIX CPCACTB MU MCTOAOB 3allUTHI I/IH(bopMaI_[I/II/I B HOBCC,Z[HGBHOﬁ n
HpO(I)eCCHOHaHbHOﬁ JACATCIIBHOCTH. I[I/ICLII/IHJII/IHa Jact HOpeACTaBJICHUC O MECTC U pPOJIn

nH($OPMaLMOHHON 0€30MaCHOCTH B COBPEMEHHOM MHUpE.

2. MecTo TMCHUILIMHBI B CTPYKTYpe 00pa30BaTe/ibHOI MPOrpaMMbl

JlaHHast TUCIUIUIMHA OTHOCHUTCS K 00513aTEIbHOM YacTH 00pa30BaTeIbHON MPOrPaMMBI.
JuctummmHa «be30nmacHOCTh B COBpEMEHHON MH(DOPMAIIMOHHON Cpeiey UTPacT BAKHYIO
poJIb 1St o01IenpodecCuOHATbHON MOATOTOBKU 00y4YarOLIerocs.

3. [IlnanupyemMble pe3y/bTaThl 00y4eHHs 110 JUCHHUILINHE, COOTHECEHHbIE C IUIAHUPYeMbIMH
pe3yiabratamu ocBoenus OIl 6akanaBpuara

[Tporiecc u3ydeHus: AUCIUTLIMHBI HANIPpaBJieH Ha (JOPMHUPOBAHUE CISAYIONIUX KOMITCTEHITHIMA
B cootBeTcTBUU ¢ ®I'OC BO, OOII BO 1 npuoOpereHus cleayromux 3HaHul, yMEHHH,
HABBIKOB U (MJIM) OMbITA JIEATEIbHOCTH:

TCXHOJIOTUU U
MpOrpaMMHBIE CPEJICTBA
[IPH PELICHUH
po(ecCHOHATbHBIX
3a1a4

WHPOPMAITMOHHBIX
TEXHOJIOTHH C y4eTOM
OCHOBHBIX TpeOOBaHHI
WHPOPMAITMOHHON
Oe3omacHOCTH

®opMmupyemasi NHaukaTop 10CTHKEHUSA Ilepeuennb
KOMIIeTeHIIUsl KOMIIeTEHIIN U IUVIAHMPYEMBIX Pe3yJIbTATOB 00y4YeHus
(xox M popMyJIHpPOBKA) (kox u hopMyJINPOBKA)
OomenpodeccnoHaJIbHbIE KOMIIETEHITHN
3HaTh!
OCHOBHBIC MOHATHS B 00J1aCTH 00pabOTKH
Y 3aIATH HHQOPMAITUH U UX
ONpEeNETCHUS; TOCAEA0BATEIbHOCTh
OIIK-5 OIIK-5.2 BBITIOJTHEHHS Pa0dOT IO 3aIuTe
CriocobeH nucrons3oBaTh | Pemraer craHmapTHbIC WH(POPMAITUH; KIACCUPUKAIIIO
COBPEMEHHbIE 3a1a4u Mpo(heCCHOHANBHON | HapymuTeleld HHPOPMAIIMOHHON
WHPOPMAITUOHHBIE JIeITEIbHOCTH Ha OCHOBE 0e301acHOCTH; BUJIbl M HA3HAYCHHE

CPEJICTB 3aIIUThI HHHOPMAITUH.
Ymern:

YCTaHABIIMBATh U OCYIIECTRIISATh
MEPBUYHYIO HACTPOMKY OMEpaI[MOHHBIX
CUCTEM, aHTUBHUPYCHBIX CPEJICTB U
MEKCETEBBIX SKPaHOB.

Baaners HaBbIKAMMU:

PpabOThI CO CPEJICTBAMH 3aIUTHI
nHbOpMaIUu

4. O0beM, CTPYKTYpA U co/iepKaHMe TN CIUTITHHbI

O6H_Iaﬂ TPYAOCMKOCTb JUCHUIIJIMHBI COCTABJIACT 2 3a4eTHEIC CAVHUIIDI, 72 akKaj. gaca.




Ounas popma

Buabl yueOHbIX 3aHSTHIA,
BKJIIOYASl CAMOCTOSITE/ILHYIO
padoTy CTYAEHTOB,

U MX TPY/10€MKOCTh
(B akageMU4YeCKUX 4acax)

DopMbI TEKYy1IET0
KOHTPOJIS1 yCIIeBaeMOCTH

No Tembl (pa3aebl) ? KonrakTHas paéora ®opmMa NpOMeKYTOYHOI
I /;1 JUCHHUIIINHBI, g . B aTTrecTanyuu
HX coJep:KaHue 3 2 2 = |2« % (no cemecmpam)
=| 8| 5| 2|85 ¢8¢
S| | 5] ¢ = El 5 g| @opmbi 30 u 10T
= 2] & ) 55 s & (upu HAJTHYMH)
E|l 2| 2|87z
< o
1. |Pa3nex 1. IlpaBoBble u
OpraHU3aIHOHHBIE OCHOBBI
o0ecnevyeHus 3 6 3
HH(OPMALHOHHOMH
0e3onmacHoctu B Poccuiickoii
Denepaunu
Tema 1.1. [IpaBoBBIC OCHOBBI Tect
obecrnieyeHust ”HQOPMAIIMOHHOM | 3 2 1
0€30MMacHOCTH
Tema 1.2. 3ammura 3 2 1 Tect
MEPCOHATBHBIX TAHHBIX
Tema 1.3. Opranu3zaiuoHHbIC Tect
OCHOBEI 00€CIICUCHH 3 2 1
UH(OPMAIOHHOM
0€30MMacHOCTH
Buoeonexyuu mexcmoswie
Mamepuanvl yueoHo2o
6 mom yucae ¢ 30 u JIOT 6 3 |nocobus, npesenmayuu,
mecm 6 DVK 6
DemidOnline
2. |Pa3men 2. ApxutekTypa 3 2 1
KOMIIBIOTEpA
Tema 2.1. Apxurekrypa 3 2 1 Tect
KOMIIBIOTEPA
Buoeonexyuu mexcmosvle
Mamepuanvl yuebHo20
6 mom yucae ¢ 30 u JIOT 2 1 |nocobus, npezenmayuu,
mecm 6 DVK 6
DemidOnline
3. [Pa3pes 3. OCHOBBI Tect
HH(OPMALMOHHOM 3 3 7 1 9
0€e30IacHOCTH B
ONePAIHOHHBIX CHCTEMAX
Tema 3.1. Beenenue B Tect
HH(POPMAIOHHYIO 3 1 2 3
0€30IacHOCTh ONEPALMOHHBIX
CHCTEM
Tema 3.2. Undpopmarmonsas Tect
6€30acHOCTh OTEePAIIHOHHBIX 3 1 2 3
cucteM cemeiicrsa Windows
Tema 3.3. Mndpopmarmonsas Tect
6€30MMacHOCTh OTIEPALIMOHHBIX 3 1 3 1 3
cucTeM cemeiictaa Linux
6 mom yucine ¢ 20 u JJOT 3 3 9 ﬁZ;egjgggl;qm:éf(gZ%w




Buabl yueOHBIX 3aHSITHIA,
BKJIIOYAs] CAMOCTOSITEIbHYIO
padoTy CTyAeHTOB,

H UX TPY0eMKOCTh
(B akaileMUYeCKHX Yacax)

DopMbI TEKYLIETr0
KOHTPOJISI YCIIEBAEMOCTH

No Tembl (pa3aeibl) E' KonrakrHas padora ®Dopma NpPOMeKYTOYHOM
/' JMCIUILINHEL, S N aTTeCTALMHU
n/n HX coiepKaHue 3 2 @ = é - % (no cemecmpam)
s| 5| &| E|EEs¢
2| £ 5| £ |5E 58 ®opmmd0uIOT
S| g & & |55 5 g, (npu HaTAYHH)
= g g |EF| 2
< [3)
nocobus, npesenmayuu,
mecm 6 DVK 6
DemidOnline
4. |Pa3gea 4. OCHOBBI
uH$opMaHOHHOI 3 3 7 11
0€30MaCHOCTH B JIOKAJbHbIX
BBLIYHMCIUTEIbHBIX CeTAX
Tema 4.1. Beenenue B Tect
APXUTEKTYPY JIOKaJIbHBIX 3 1 2 4
BBIYHMCIINTENBHBIX CETEH
Tema 4.2. CeteBble yrpo3bl U 3 1 2 4 Tect
METO/IbI IPOTUBOJEHCTBHSI UM
Tema 4.3. MexcereBble 3kpaHbl | 3 1 3 Tect
Buoeonexyuu mexcmosuie
Mamepuanel y4eOHo2o
6 mom yucne ¢ 20 u JOT 3 3 11 |nocobus, npezenmayuu,
mecm 6 DVK 6
DemidOnline
5. |Pa3gen 5.
Kpunrorpagpuueckne meroast | 3 2 2 1 3
3amuThl HHGOPMAIMH
Tema 5.1. Beenenue B Tect
KpHUNTOrpadHueCKUe METOMIBI 3 2 2 1 3
3aIIUThHl KHPOPMAIIUU
Buoeonexyuu mexcmosoie
Mamepuansl y4ebHo2o
6 mom uucne ¢ 30 u [JOT 2 1 3 |nocobus, npezenmayuu,
mecm 6 DVK 6
DemidOnline
3 0,3 10,7 [3auer
HUTOI'O 72 u, 72 | 16 | 16 2 |0,3|37,7
6 mom yucine ¢ 20 u JIOT 16 7 27




OuHo-3a049Has Gopma 0OydeHUs

Buapl yueOHBIX 3aHATHIA,
BKJIIOYAS CAMOCTOSITEILHYIO
padoTy CTY/A€HTOB,

U MX TPY/10€MKOCTh
(B akageMHYeCKHUX 4acax)

DopMbI TEKYyLIET0
KOHTPOJIS1 yCIIeBaeMOCTH

No Tembl (pa3aennr) ? KonrakrHast paGora DopMa NPOMEKYTOYHOM
I /;1 JUCHHUIIINHBI, “E’ . N aTTecTalluu
HX cojiepKaHue 3 o | g = |2 ‘% (no cemecmpam)
s| 5| & 5|55
5| E gl = = g gé ®opmbi D0 u 10T
2| g § é‘ 55 5 & (IpH HAJMYMH)
% < o [
=} 2 |5 3
1. [Pa3pea 1. [IpaBoBble
OpraHu3alHOHHbIE OCHOBBI
odecnevyeHus 4 6 3
uH$popMaHOHHOI
oe3omacHocTu B Poccuiickoii
Denepannu
Tema 1.1. [IpaBoBbIC OCHOBBI Tect
obecrieyeHust 4 5 1
HHGPOPMAITMOHHON
0€30ITaCHOCTH
Tema 1.2. 3ammura 4 5 1 Tect
MEPCOHATBHBIX TAHHBIX
Tema 1.3. Opranu3aiuoHHbIC Tect
OCHOBBI 00ecIIeueHnst 4 5 1
HHGPOPMAITMOHHON
0€30ITaCHOCTH
Buoeonexyuu mexcmogvie
Mamepuanvl yueoHo2o
6 mom yucne ¢ 20 u JOT 6 3 |nocobus, npesenmayuu,
mecm 6 DVK 6
DemidOnline
2. |Pa3men 2. Apxurtekrypa 4 2 1
KOMIIbIOTEpAa
Tema 2.1. Apxurekrypa 4 ) 1 Tect
KOMIIBIOTEPA
Buoeonexyuu mexcmosvle
Mamepuanvl yuebHo20
6 mom yucae ¢ 30 u JIOT 2 1 |nocobus, npezenmayuu,
mecm 6 DVK 6
DemidOnline
3. |Pa3nea 3. OcHOBBI Tect
HH(OPMALHOHHOM 4 3 7 1 9
0€30IacHOCTH B
ONePAIMOHHBIX CHCTEMAX
Tema 3.1. Beenenue B Tect
HHPOPMAITMOHHYIO 4 1 5 3
0€30IacHOCTh ONEPALMOHHBIX
CHCTEM
Tema 3.2. Undopmarmonnas Tect
06e30macHOCTh OTEePaIMOHHBIX 4 1 2 3
cucreM cemeiicta Windows
Tema 3.3. Mndpopmarmonnas Tect
0€30MaCHOCTh OITEPAHOHHBIX 4 1 3 1 3
cucreM cemeiictsa Linux
Buoeonexyuu mexcmosvie
6 mom uucne ¢ 90 u JJOT 3 3 9 |mamepuanet yuebnozo
nocobusi, npe3enmayui,




Buap! yueOHbBIX 3aHATHIA,
BKJIIOYASl CAMOCTOSITEIbHYIO

paboTy CTyAeHTOB, @DopMBbI TEKYILETO
U UX TPY10€MKOCTH KOHTPOJISI yCIIeBaeMOCTH
(B akaJjeMHYeCKHX Yacax)
No Tembl (pa3aesnbl) E‘ KonrakTHast paéora ®Dopma NpPOMeKYTOYHOM
I /;1 AUCIHUNIHHBI, S . - arrecTauuu
X COjJep:KaHue 8 2 o = |2 = (no cemecmpam)
=| 5| E| §|E5 5
5| £ g = % 2l 53| @opmb1 0 uA0T
2 g & c:f 5 é 5 & (IpH HAJUYHH)
= ‘g S E =l g
= = g 8
mecm 6 DVK 6
DemidOnline
4. |Pa3nea 4. OcHOBBI
HH(OPMALHOHHOMH 4 3 7 11
0e30I1aCHOCTH B JIOKAJBbHBIX
BBIYHCIHTEIBHBIX CETIX
Tema 4.1. Beenenue B Tect
APXUTEKTYPY JOKAIbHBIX 4 1 2 4
BBIYHCIIMTENBHBIX CeTEH
Tema 4.2. CereBble yrpo3sl 1 4 1 ) 4 Tect
METOJIBI IPOTUBOJACHCTBHS UM
Tema 4.3. MexcereBble 5kpanbl | 4 1 3 3 |Tect
Buoeonexyuu mexcmoguie
Mamepuansl y4eOHo2o
6 mom uucne ¢ 20 u J[OT 3 3 11 |nocobus, npezenmayuu,
mecm ¢ QVK &
DemidOnline
5. |Pa3nmea 5.
Kpunrorpadpuueckune meronnr| 4 2 2 1 3
3alUTHI HHpopManuun
Tema 5.1. Beenenue B Tect
KpPHUITOrpadHueCKUe METOMIBI 4 2 2 1 3

3aIIUTHl KHPOPMALIUH

Buoeonexyuu mexcmosule
Mamepuanvl yuebHo2o

6 mom uucne ¢ 30 u J[OT 2 1 3 |nocobus, npezenmayuu,
mecm 6 DVK 6
DemidOnline
4 0,3 |10,7 [3auer
UTOro 72 4. 72 | 16 | 16 2 103|377
6 mom uucne ¢ 90 u JJOT 72 | 16 | 7 27

Conep:xaHue pa3/iesi0B NPOrpaMMbl M CHUILINHBI
«be3omacHOCTb B COBpeMeHHOiI MH(OPMAIIMOHHOM cpeae»

Pasznen 1. IlpaBoBble M OpraHM3allMOHHBbIE OCHOBBI oO0ecnedeHust MHGOPMAIUOHHOM
0esonacHocTu B Poccniickoiit @enepanuu.

Tema 1.1. IIpaBoBbIe OCHOBBI 0OecTIedeHNsI HHPOPMALMOHHOM O€30MacHOCTH.

OcHoBHBIE TIpaBa TpaxkJgaH B cdepe o0paboTku u 3amuThl HHGopMaryu. OCHOBHBIE
NPUHILIMIIBI TIPABOBOTO PEryJMpOBaHUA B oOjacTh 00pabOTKM M 3alluThl HHGOPMAaLUU.
Nudopmanusa. OcHOBHbIE CBOiicTBa 0€30MacHOCTH HHGOpMANMU: KOH(PUICHIHUATBHOCTbD,
LEJIOCTHOCTh, AOCTYMHOCTb. Buapl MHpOpMaIMKU MO MOPSAKY JOCTyHa M PacHpOCTPaHEHUS.
Orpannuenue poctyna K wuH(opmamuu. Buasl Taitn. OOnanmatens  uHbOpMaIuu.



Nudopmanmonnsie Texuosoruu. MHpopManmonueie cuctembl. Omnepatop WHGOPMAIMOHHON
cucreMsl. 3amura uHpopmaruu. OObEKTHI 3aIUTHL. BUabI OTBETCTBEHHOCTH B cepe 00paboTKu
¥ 3alUTHl HHpOpManuy.

Tema 1.2. 3amuTa nepcoHaIbHbIX TaHHBIX.

[lepconanbHble JaHHBIE W OPUHLUIBI UX OOpPaOOTKU. Buabl mnepcoHaNbHBIX JAHHBIX:
crienuanbHble, OMOMETPUYECKHEe M OOLIEAOCTYNHBIE. YCIOBUS 00pabOTKH MepCOHAIbHBIX
nanHbix. Cornacue Ha 00paOOTKy TNEepCOHANBHBIX JaHHBIX. TpaHCrpaHMyHas Mepeaaya
NEPCOHANBHBIX JaHHBIX. [IpaBa cyOBEKTOB MEPCOHATBHBIX AaHHBIX. OmnepaTop MnepcoHaIbHBIX
JaHHBIX W ero o0s3aHHOCTH. Mephl oOecreueHus: O€30MacCHOCTH MEPCOHANBHBIX JaHHBIX.
KoHTposb 1 Ham30p 3a BBIMIOJHEHUEM MEp MO OOSCTIICUECHUIO0 OE30MACHOCTH. Y TOJTHOMOYCHHBII
OpraH I0 3alIUTe PaB CyObEKTOB MEPCOHANBHBIX TaHHBIX.

Tema 1.3. Opranu3zannoHHbIe OCHOBBI 0OecTieueHUsT HH(OOPMAITMOHHOM 0€301TaCHOCTH.

Kakue Bonpocs! cTaBUT nH(popMmanoHHas 0ezonacHocts? [TocaeoBarenbHOCTD 1eHCTBUM 110
3amre uHpopManuu. BpisiBIeHWe W aHanM3 WHPOPMALMOHHBIX aKTUBOB. DopMHUpOBaHHE
TpeboBaHui 1o 3ammre MHPopmauuu. [Toaxoabl K MOJENIMPOBAHUIO HAapyLIMTENeH U yrpos
uH(pOopMallMOHHOHN Oe30macHoCTU. Bp1OOp cpeacTB 1 MeTo10B 3aluThl HH(popManuu. Bueapenue
CHCTEMBI 3alMThl HH(OpMALMU. DKCIUTyaTalUsl CHCTEMBI 3aIUThl HHPOPMALIUH.

Pa3zpnen 2. ApxuTekTypa KOMIbIOTEpPA.

Tema 2.1. BBenieHue B apXUTEKTypy KOMIIbIOTEpA.

[Tponieccoppl. OcHOBHasi (K31 W oONepaTWBHAas) MaMATb. BcrmomoraTenbHas MaMsATh.
YcrpoiicTBa BBOIa-BbIBO/IA (IIMHBI, MOHUTOPHI, KJIABHATYPHI U MBI, BeO-KaMepbl, IPUHTEPHI).
[TepcoHanbHble KOMIIBIOTEPHI U MOOUIIBHBIE YCTPOUCTBA.

Pa3nes 3. OcHoBbI HHGPOPMALMOHHOH 0€30IaCHOCTH B ONIEPALMOHHBIX CHCTEMAX.

Tema 3.1. BBenenue B MHQOPMAIIMOHHYIO 0€30M1aCHOCTh ONEPAI[IOHHBIX CUCTEM.

OO6umii crnoco6 xpaHeHus u 00paboTku wuHGpopManuu B KommbioTepe. [loHsATHS
ornepanuoHHo U (aiinoBoit cucteM. CyObeKTbl, 00BEKThI, METO/IBI U ITpaBa A0CTYIIA, IPUBUIIETUU
cyOobekTa fgoctyna. J[MCKpelMoHHOe YIpaBieHue JOCTYIOM, MaHAaTHOE YIPABJIEHUE JOCTYIIOM.
Nnentuduxanus, ayreHTUUKaLKA U aBTOpu3anus. AyTeHTU(QHUKAIUS HAa OCHOBE MapoJiel, Ha
OCHOBE BHEIIHUX HOCHUTENEH Kitoua, OnoMeTpudeckas ayTeHTH(pUKanus.

Tema 3.2. UndopmarrionHas 6€30MacHOCTh ONEpalMOHHBIX cucTeM cemeiicta Windows.

VYmpasieHure JOCTYIIOM B ONEPalMOHHBIX cucTemax cemeiicta Windows. Vnentudukarus,
ayTeHTH()HUKAIKMS ¥ aBTOPU3AIMS B OMEPAIMOHHBIX crcTeMax cemeiictBa Windows. Peanmsanus
ay/JuTa B ONEpaIlMOHHBIX cucTeMax cemeiicrea Windows.

Tema 3.3. MapopmanmonHas 0€30MacHOCTh ONEPAIMOHHBIX CHCTEM ceMeiicTBa Linux.

VYrpaBieHue JOCTYNIOM B ONEPallMOHHBIX cHcTeMax cemeiictBa Linux. Mpentudukarnms,

ayTeHTH(UKAIMS W aBTOPHU3AIMS B OICPAI[MOHHBIX CHCTeMax cemercrtBa Linux. Peanmzarms
ayJiTa B ONEPAIMOHHBIX CHCTEMax cemercTra Linux.



Paznen 4. OcHoBbI MH(POPMANUMOHHON 0€30MACHOCTH B JOKAJIbHBIX BbIYHCIUTEIbHBIX
ceTHX.

Tema 4.1. BBeieHue B apXUTEKTypy JOKAJIbHBIX BBIUNCIUTEIbHBIX CETEH.

JlokanbHble BeruucauTenbHbie ceTi. Moesb ISO/OSI. ApXuTeKTypa 1 OCHOBHBIC IIPOTOKOJIBI
JIOKAJIbHBIX BEIYUCIUTEILHBIX CETCH.

Tema 4.2. CeteBble yrpo3bl U METOJIbl TPOTUBOJACHCTBUS UM.

Krnaccudukamuu ceteBbIX yrpos3, ys3BuMocTeidl u arak. CeTeBble aTakd Ha Pa3IHYHBIX
ypoBusix wmogenu ISO/OSI. Knaccudukaiuss BpeIOHOCHOTO MPOTPaMMHOTO OOECIEUCHHUS.
[pu3HaKu MPUCYTCTBUS BPEIOHOCHOTO IPOrPaMMHOTO oOeciieueHHs. MeTo bl 00HAPYKEHUSI.

Tema 4.3. MexceTeBble SKpaHbl.

MesxcereBbie 3kpanbl (M3). Mecto u pons MD B obecrieueHUU CETEBOIl OE30MaCHOCTH.
Knaccudpukanms MD. OcHOBHbIE BO3MOXXHOCTH MD. JlocTomHcTBa W Hemoctatkm MDO.
[Toctpoenue mpaBuil GUIBTPALIUU.

Pa3nen 5. Kpuntorpaguyeckne MeToabl 3alIUTHI HHPOPMALIHH.
Tema 5.1. BBenenue B kpuntorpaduyeckue METOAbI 3alIUThl HHPOPMAIUH.

Hcropuueckuit ouepk paszButus Kpunrorpadpuu. CumMmerpuyHas M acUMMETpUYHas
Kpunrorpadus. BeraucnutensHo cliokHbIe 3a1aun MatemMatuku. Kpunrocucrema RSA. Tlonsitie
Kpunrorpaduueckoro npotokosna. CBOHCTBa MPOTOKOJIOB, XapaKTEPU3YIOIIKE X 0€30IacCHOCTb.
Cxembl (poBOii MOATIUCH.

5. 06p330BaTeJ'll)Hble TEXHOJOI'Md, B TOM YUCJI€ TEXHOJOIUH IJICKTPOHHOIO Oﬁy‘leﬂl/lﬂ Hu
AUCTAHIIHOHHBIC OﬁpaSOBaTEJ'IbeIe TEXHOJOIMH, HCITOJb3yEMbIC INIPU OCYIICCTBJICHUH
06p330BaTeJ'lI)HOFO npoumecca mo JTMCHUMIJIMHE

B npouiecce o0yuenust HCHOAB3YIOTCS ClIeAyolne 00pa30oBaTeIbHbIE TEXHOIOTHH:

AxaneMuyecKkasi JieKIus (WIK JIEKIHs 00IIEro Kypca) — ocjieIoBaTeNIbHOE U3JI0KEHHE
MaTepuaia, OCyIIeCTBIIIEMOE IPEUMYIIIECTBEHHO B BUJIE MOHOJIOTa pernoaasarens. TpeboBaHus
K aKaJeMMUYECKON JIEKIIMU: COBPEMEHHBII HayUHBIH YpOBEHb M HACBILIEHHAs: HH(OPMATUBHOCTS,
yOenuTenbHas apryMeHTalusl, JO0CTYITHAs U TOHSATHAas peyb, YeTKasi CTPYKTypa U JIOTUKa, HaIu4ue
SAPKUX MPUMEPOB, HAYYHBIX JI0Ka3aTeIbCTB, 000CHOBaHUH, (PaKTOB.

IIpoGaemHas Jeknust — W3JIOKEHWE MaTepuaia, IMPEANoyararoniee MMOCTaHOBKY
OpoOJeMHBIX U JUCKYCCHOHHBIX BOIIPOCOB, OCBELICHHWE pPA3JIMYHBIX HAy4YHBIX I10/XOJIOB,
ABTOPCKHE KOMMEHTApHH, CBSI3aHHBIE C PA3IMYHBIMH MOJEISIMH HHTEPHpPETAlUU U3y4aeMOro
matepuana. [IpoGiieMHast IeK1us HaunHAeTCsl ¢ BOIIPOCOB, C OCTAHOBKH MPOOJIEMBI, KOTOPYIO B
X0Jle M3JIOKEHUS MaTepualia HeoOXOAMMO pemuTh. B jekinum coueratoTcss npoOsieMHblE U
uHpopMalMoHHbIe Havasa. [Ipyu 3ToM nporece no3HaHust CTyIEHTOB B COTPYJHHUYECTBE U TUATIOTe
C TmpemojaBareieM MPUONMKAETCS K TOUCKOBOM, HCCIEeNOBaTeNbCKON  JAESTEIbHOCTH.
Conepxanre mnpoOJIeMBbl pacKphIBaeTCs IyTEM OpraHU3alMM IOMCKa €€ pelleHus WIN
CYMMMPOBAHHUS U aHAIKM3a TPAAUIIMOHHBIX 1 COBPEMEHHBIX TOUEK 3PEHUSI.

IIpakTnyeckoe 3aHATHE — 3aHATHE, IOCBAILIEHHOE OCBOEHUIO KOHKPETHBIX YMEHUN U
HABBIKOB U 3aKPEIJICHUIO TIOJyYEeHHBIX Ha JIEKLUU 3HaHUH.



DIIeKTpOHHBIN y4eOHBIN Kypc «be3omacHOCTh B COBpeMEHHOM MH(DOPMAITMOHHON cpefiey» Ha
wiatdopme oHnaitH-o6ydenuss DemidOnline, B koTopom:

— IPEICTaBJICHbI BUAEO-JIEKIMH 110 BCEM TeEMaM JAUCLUMILIMHBI U IPE3EHTALNN K HUM;

— TPEICTaBJICHbI TEKCTHI JIEKIIHM 110 BCEM TeMaM JUCLUILIINHBL

— TPEICTaBJICHbI MPaBUJIA MPOXOXKICHUS MPOMEKYTOUYHOM aTTECTALIUU MO TUCIUIUINHE;

— TPEICTaBICHbl TECThl MO TeMaM JUCHUUIUIMHBI JJii CaMOCTOSITENIbHOM  paboThI
00y4Jaromuxcs;

— mocpeAcTBOM  (GopyMa  OCYIIECTBISIETCS CHHXPOHHOE M (MJIM) aCHHXPOHHOE
B3aMMOJICHCTBHE MEXIYy OOydJarollMMHUCA U MpEenojaBaTelieM B paMKax HU3Yy4eHUs
JUCLUIUINHBI.

6. [lepeyeHb JMUIEH3HOHHOTO W (MJIM) CBOOOIHO PACHPOCTPAHSIEMOro NPOrPAMMHOIO
o0ecrneyeHusl, MCIOJIbL3YeMOT0 TNPH OCYIIECTBJIEHHMU O00pPa30BaTeILHOrO Mpolecca Mo
AUCHHITAHE
B niporiecce ocymecTBieHus 00pa3oBaTeIbHOTO MPOIECCa UCTIONB3YIOTCS:
— MpPOrpaMMHOE OOECIieYeHUE IS CO3JaHHUs MW JICMOHCTPAllMM  IPE3CHTALUH,
WITIOCTPAIMNA U IPYTUX YUeOHBIX MaTepPHAJIOB:
— Microsoft Windows (B cocraBe Microsoft Imagine Premium Electronic Software
Delivery);
— Microsoft OfficeSTD 2013;
— Virtual Box (cBo6oano pacnpoctpansemoe 110);
— Ubuntu (cBo6oano pacnpoctpansemoe I10);
— Kali Linux (cBoboato pacrpoctpansiemoe [10).
— I ToMcKa ydeOHoW nuTeparypsl Oumbmmorekm Spl'Y — ABToMarusmpoBaHHAS
oubnuoreynas undopmarnronnas cucrema «bYKMU-NEXT» (ABUC «byku-Nexty);
— IIpU NMPOBEJCHUY JICKIIUH HCIIOJIB3YIOTCS MYJIbTUMEIUIHBIC IPE3CHTAIUH;
— TpU TPOBEICHHUU JIA0OPATOPHBIX pabOT HCHONB3YIOTCS CPEACTBA BBIYHCIUTEIHHOMN
TEXHUKH, TTOJICPIKUBAIOIINE TIEPSUUCIICHHOE IIPOTPaMMHOE 00ECIICUCHHUE.

7. IlepeyeHb cOBpeMEHHBIX NPOGeCcCHOHATBHBIX 0a3 JaHHBIX M HMH(OPMALHOHHBIX
CIIPABOYHBIX CHCTEM, HCII0JIb3yeMbIX NPH OCYLIeCTBIEHUH 00pa30BaTeIbHOIO NpoLecca mno
AUCHHILIMHE (IPH He00X0AMMOCTH)

1. Dnexrponnsle katajgorn Hb SApl'yY

(http://www . lib.uniyar.ac.ru/opac/bk_cat_find.php) comepxar 6ubarorpaduyeckue 3amnucu
BCEX BHJIOB JIOKYMEHTOB, COCTAaBJIAIONMX (POHI OMOIMOTEKH, Ha PYCCKOM M HMHOCTPAHHBIX
A3bIKaX.

2. JjaekTpoHHasi 6u0HOTEeKa yueOHbIX MaTepuaJioB Apl'Y

(http://www . lib.uniyar.ac.ru/opac/bk_cat_find.php) cogepxwut 6osree 2500 MOTHBIX TEKCTOB
y4eOHbIX U y4eOHO-METOJUYECKUX MaTepUaloB IO OCHOBHBIM H3y4aeMbIM JUCLUILIMHAM,
U3JIaHHBIX B yHUBepcHuTeTe. JloCTyl B CETH YHUBEPCUTETA, JINOO MO JIOTUHY/TIApOJIIO.

3. CnpaBouyHo-npaBoBas cucreMa « KOHCY 1bTaHTILIIOC)

(https://www.consultant.ru/) cmpaBOYHO-IpaBOBas CHCTEMa IO 3aKOHOJATENLCTBY
Poccuiickoit denepanumu.

4. CnpaBouyHo-nipaBoBas cucrema «['apanT»

(http://www.garant.ru/) cipaBo4HO-TIpaBOBasi CUCTEMa IO 3aKOHOIATENNbLCTBY Poccuiickoit
denepanuu.


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://www.consultant.ru/
http://www.garant.ru/

8. [lepeyeHb OCHOBHOIi M JONOJIHUTEJILHOH YyuyeOHOH JiMTepaTypbl, pecypcoB
HHG(POPMANMOHHO-TEJIEKOMMYHUKAUMOHHOI ceTn «MHTepHer» (IpH HEOOXOAMMOCTH),
PeKOMeH/IyeMbIX JIJIs 0CBOEHUSI I CUMILIMHbI

a) OCHOBHAS JIUTEpaTypa

1. besomacHocTh B COBpeMeHHOW nH(popMaMoHHOH cpeze. Yacts 1: yuebHoe mocobue.
B.H. Kusszes, .M. Mypun; SApoci. roc. ya-T um. [L.I". [lemunosa. - SApocnasns: UHANUTO, 2021.
— 158 c. [https://e.lanbook.com/book/75150]

2. Jloragun, H. b. Apxutekrypa kommnblotepa : yueoHoe nmocodue / H. b. loranun. — 4-
e u3zl. — Mockaa : JIaboparopus 3uanuii, 2020. — 274 c.

3. byza, M. K. Apxurekrypa xommnbroTepoB : yueOHuk / M. K. by3za. — MuHck :
Bermitmas mkosa, 2015. — 414 c. [https://e.lanbook.com/book/75150]

4. Cononeud, A. B. Kommnberorepasie cetu : yueonuk / A. B. CononeBud. — MHUHCK :
PUIIO, 2021. — 208 c. [https://e.lanbook.com/book/194950]

5. Pakwtun, P. FO. Komnsrotepubie cetu : yuyebnoe nocodue / P. 1O. Pakurun, E. B.
Mockanenko. — bapnayn : Antl'T1Y, 2019. — 340 c. [https://e.lanbook.com/book/139182]

6. Kopxuk, B. . OcHoBbl kpuntorpaduu : yuedbnoe nocodue / B. U. Kopxuk, B. A.
SxoBnes. — Cankr-IlerepOypr : WnTepmenus, 2017. — 312 c.
[https://e.lanbook.com/book/161359]

0) 1OMOJIHUTE/IbHASA JIUTEPATypa

1. Koucrurymusi Poccuiickoit ®Denepanuu: [MpuHATa BCEHAPOJHBIM T'OJIOCOBAHUEM
12.12.1993 ¢ usmeHeHussMH, 000PESHHBIMH B X0j1¢ ob1epoccuiickoro rojgocoanus 01.07.2020].
— JlocTyn U3 cripaBoYHO-TIPaBoBOil cucteMbl «KoHCynmbTaHTILTrOC». — TEKCT: ANEKTPOHHBIN.

2. VYronoBublii koaekc Poccuiickoit denepanun: denepanbhpiii 3akoH ot 13.06.1996
No63-@3: [mpunsr ['ocynapcrBennoit Jymoit 24.05.1996]: (¢ u3MEHEHUSIMH U JTIOTIOJIHEHUSIMHU ).
— JlocTyn u3 cnpaBouHo-nipaBoBoii cuctembl «KoHcynbTanTllnroc». — TeKCT: 3JIeKTPOHHBII.

3. Kogmekc Poccmiickoit ®epepanmu 00 aAMUHUCTPATUBHBIX IPAaBOHAPYIICHUSX:
®enepanbhbiil 3ak0H 0T 30.12.2001 Nel195-@3: [mpunst ['ocynapcrsennoit ymoin 20.12.2001]:
(c U3MEHEeHMSIMM U JOINOJIHEHUusMH). — JlocTym U3 CHpaBOYHO-TIPAaBOBOM CUCTEMBI
«Koncynprantllntoc». —TekcT: 2IeKTpOHHBIN.

4. TpynoBoil xonekc Poccuiickoit @enepanun: denepanbHbiii 3akoH ot 30.12.2001
Nel97-®3: [mpunst 'ocymnapctBennoit Jymoit 21.12.2001]: (c usMEHEHUSIMH U TOTIOTHEHUSIMH ).
— JlocTyn u3 cripaBo4HO-TIPaBoBOMl cucteMbl «KoHCymbTaHTIIIIOC». — TEeKCT: ANEeKTPOHHBIN.

5. ®enepanbHblit 3aK0H 0T 27.07.2006 Nel149-D3 «O6 undopmaru, THPOPMALMOHHBIX
TEXHOJIOTHSX M O 3amure uHpopmauumn»: [mpuHsaT ['ocymapcrBennoi [Jymoit 08.07.2006]: (c
W3MEHEHUSIMA U JONOJHEHusAMH). — JlocTym W3  CHOpaBOYHO-TIPABOBOM  CHCTEMBI
«Koncynprantllmrocy. —TeKcT: 3eKTpOHHBIN.

6. ®denepanbHblii 3ak0H OT 27.07.2006 Ne152-03 «O nepcoHaIbHBIX JaHHBIX»: [[IPUHAT
I'ocynapcrBennoit Jymoit 08.07.2006]: (¢ u3MeHeHHMsIMU W JomnojHeHusiMu). — Jloctyn u3
cripaBO4HO-TIpaBoBOil cuctembl «KoHcynbranTllmroc». —TekcT: 3neKTpOHHBIN.

7. Tlonoxenue o mopsike oOpamieHus co CIy)eOHoW MHpOopMaIell orpaHUuYEHHOTO
pacrpocTpaHeHHs B eiepalbHbIX OpraHax HCIOJTHUTEILHON BIIACTH, YIIOJHOMOUYEHHOM OpTaHe
yIpaBiIeHUs UCIOIb30BaHUEM aTOMHOM 3HEPrHMM U YMOJIHOMOYEHHOM OpraHe 1Mo KOCMHYECKON
nestensHOCTHY: [yTBepkaeHo IlocranoBnenuem IlpaBurensctBa Poccuiickoit denepanuu ot
03.11.1994 Nel1233]: (c M3MEHEHUSIMH | TOTIOJNHEHUsIMH). — J[OCTyn U3 CIipaBOYHO-TIPaBOBOM
cucreMbl «Koncynprantllntocy. —TeKcT: 3IeKTpOHHBIM.

8. TpeOoBanusi K 3amUTe TEPCOHANBHBIX JaHHBIX TpH HUX O00paboTKe B
WH(OPMAIIMOHHBIX CHUCTEMaX TMEPCOHANBHBIX JaHHBIX: [yTBepxkaeHbl [locTaHoBIEHHEM
[TpaButensctBa Poccuiickoit ®enepaunu ot 01.11.2012 Nell119]. — [octyn u3 crpaBoyHO-
npaBoBoil cuctembl «KoncynbranTlntoc». —TeKcT: 31eKTpOHHBIH.
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9. Ilepeuenr Mep, HaNpaBICHHBIX Ha OOECIICUCHHUE BBIMOJHEHUS OOS3aHHOCTEH,
npenycMoTpeHHbIX dDenepanbHbiM 3aKOHOM «O MEPCOHAIBHBIX JaHHBIX» W IPHUHATHIMU B
COOTBETCTBUM C HHM HOPMATUBHBIMU IIPABOBBIMH AaKTaMH, OIEpPaTOpaMu, SBISIOLIUMUCS
rOCy1lapCTBEHHBIMH WJM MYHMLIMIAJIBHBIMM OpraHamu: [yTrBepxkzaeH IlocraHoBieHuem
[IpaButensctBa Poccuiickoit @Depepanmu or 21.03.2012 Ne211]: (c u3MEHEHUAMH U
JonoJHeHusIMU). — JlocTyn U3 crpaBo4HO-1IpaBoBoil cucteMbl «Koncynbrantllmrocy. —Teker:
3JIEKTPOHHBIMN.

10. TTonoxenune 00 0COOEHHOCTAX 00PaOOTKH MEPCOHATBHBIX JAHHBIX, OCYIIECTBIIEMOMN
0e3 UCHOJIB30BaHUsl CPEJCTB aBTOMaTu3auuu: [yrBepxaeHo lloctanosinenuem [IpaBurenscTBa
Poccuiickoit ®enepaunn ot 15.09.2008 Ne687]. — JlocTyn U3 cpaBOYHO-IIPABOBOM CHUCTEMBI
«Koncynprantlntocy. —TeKCT: 3IeKTPOHHBIN.

11. TpeGoBaHus K MaTepHaIbHBIM HOCUTEISIM OMOMETPHYECKUX MEPCOHATBHBIX JTaHHBIX
Y TEXHOJIOTUSIM XPaHEHHUS TaKUX JIaHHBIX BHE HH(OPMAIIMOHHBIX CUCTEM EPCOHATBHBIX TAHHBIX:
[yrBepxneno [TocranoBienuem [IpaButenscrBa Poccuiickoii @enepanmu ot 06.07.2008 Ne512]:
(c U3MEHEHMSMH U JOMOJIHEHUsMH). — JlocTym U3 CHpaBOYHO-TIPABOBOM CHCTEMBbI
«Koncynprantllinrocy. —TeKCT: 3JIeKTpOHHBIN.

12. Meroanuyeckue peKOMEH Ialluu 110 YBEAOMIICHHUIO YIIOJTHOMOUYEHHOTO OpraHa 0 Havaje
00pabOTKM TEePCOHATBHBIX JAaHHBIX W O BHECEHWM HW3MEHEHHWH B paHee Ipe/ICTaBICHHBIC
cBefieHusl: [yTBepxAeHbl npukazoMm Pockomuamzopa ot 30.05.2017 Ne94]: (c usmeHeHUsAMU U
JononHeHusaMu). — Jloctyn u3 cripaBouyHo-1ipaBoBoii cucteMsl «Koncynprantllntocy. —Teker:
3JIEKTPOHHBIMN.

13. TpeboBaHus U METOABI MO OOE3TMYMBAHUIO MEPCOHANBHBIX JNAHHBIX: [YTBEPKICHBI
npuka3zoMm Pockomuamzopa ot 05.09.2013 Ne996]. — [Joctyn U3 cripaBOYHO-IIPABOBOM CUCTEMBI
«Koncynprantlliroc». —TeKCT: 3JIeKTpOHHBIN.

14. CoctaB u coaep>kaHUE OPraHU3AlMOHHBIX M TEXHUYECKUX MEp MO 00ECIeYeHHIO
0€30IIaCHOCTH TEPCOHATBHBIX JAHHBIX MpHU UX 00paboTKe B HMH(POPMAIIMOHHBIX CHCTEMAax
NEePCOHANBHBIX JaHHBIX: [yTBepxaAeHbl mpukazoM PCTIOK Poccum ot 18.02.2013 No2l1]: (c
U3MEHEHUSMU U  JIOMOJHEHMsiIMM). — JlocTym M3  CIpaBOYHO-NPABOBOM  CHUCTEMBI
«Koncynbrantllntoc». —TeKkeT: 2IeKTpOHHBIN.

15. ba3zoBas Moziesib yrpo3 0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX MPU UX 00paboTKe B
MH(POPMALIMOHHBIX CUCTEMaX MepPCOHAIBHBIX AaHHBIX (Belmucka): [yTBepkaeHa 3amecTuTenieM
nupekropa D@CTIK Poccum 15.02.2008]. — JlocTyn u3 CHpaBOYHO-TIPABOBOM CHCTEMBI
«Koncynprantllntoc». —TekceT: 2IeKTpOHHBIN.

16. Metoauka ompeneneHusl aKTyalbHBIX Yrpo3 O€30MacCHOCTH MEPCOHAIBHBIX JTaHHBIX
npu ux o0paboTke B HMH(GOPMALMOHHBIX CHUCTEMaxX IEPCOHAIBHBIX JaHHBIX: [yTBepiKIeHa
3amectutenem aupekropa @CTIK Poccun 14.02.2008]. — Hdoctyn u3 crpaBOYHO-PABOBOM
cuctemsl «KoHcynbranTlInroc». —TeKeT: 2JIeKTpOHHBIN.

17. CoctaB u cojep’kaHUE OPraHU3alLMOHHBIX M TEXHMYECKHUX Mep MO 00ecredyeHHIo
0€30IaCHOCTH TEPCOHATBHBIX JAHHBIX MpPU HUX 00paboTke B HH(POPMAIIMOHHBIX CHCTEMAax
NEPCOHAIBHBIX JJAHHBIX C UCIOJB30BaHUEM CPEJCTB KpUNTOrpaduyeckoil 3aluThl HHpOpMaLuH,
HEOOXOIMMBIX ISl BBINOJHEHHUs ycTaHOBJIeHHBbIX IlpaButensctBoM Poccuiickoit ®enepanuu
TpeOOBaHUI K 3alllUTe MEPCOHANbHBIX JaHHBIX I KaXJO0ro M3 YpOBHEH 3alllMIIEHHOCTH:
[yrBepxaensl npukazoM @Cb Poccun ot 10.07.2014 Ne378]. — JlocTyn U3 cripaBOYHO-IIPABOBOM
cucreMsbl «KoncynpTanTlImoc». —TekeT: 3IeKTpOHHBIMN.

18. Meroauyeckre peKOMEHJAIMKU 10 pa3padOTKe HOPMATHUBHBIX IPABOBBIX AaKTOB,
OTIpEeACIAIONINX YTPO3bl 0€30MaCHOCTH NEPCOHANBHBIX JAHHBIX, aKTyaldbHble MpU 00paboTKe
NEpCOHANBHBIX  JaHHBIX B  MH(POPMALMOHHBIX  CHCTEMaxX MEPCOHAJBHBIX  JIAHHBIX,
AKCIUTYaTUPYEMBIX IIPU OCYLIECTBICHUH COOTBETCTBYIOIIMX BUJIOB JACSITEILHOCTHU: [yTBEPKIAECHBI
pykoBozactBoM 8 Llenrpa @CB Poccum 31.03.2015 Ne149/7/2/6-432]. — Jloctyn U3 cripaBOYHO-
npaBoBoil cucteMbl «KoHCynbTaHTIImr0C». —TEeKCT: ANeKTPOHHBIN.
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19. TOCT P 51275-2006 3amurta undpopmanuu. O0bekT nHpOopMaTuzanuu. DakTopsl,
BO3/eHcTByIONMEe Ha MHpopManuto. O0mue nosnoxxeHus. — JlocTyn U3 crpaBOYHO-TIPABOBOM
cuctembl K TEXOKCIIEPT». —TekcT: 251eKTpOHHBIN.

20. dneno, M.E. Linux ria3amu xakepa. 5-¢ uzn. / M.E. ®nenos. — CII6. : BXB-
ITerepOypr, 2019. —416 c.

21. Jlas, P. Linux. CucremHoe nporpammupoBanue. 2-¢ u3z. / P. JlaB. — CIIG. : Tlurep,
2014. — 448 c.

22. Yopa, b. Bayrpennee ycrpoiicto Linux. / b. Yopun. — CII6. : ITurep, 2016. — 384

23. Yosifovich, P. Windows Internals Seventh Edition. Part 1/ P. Yosifovich, A. lonescu,
M.E. Russinovich, D.A. Solomon. — Microsoft Press, 2017. — 784 p.

24. Intel 64 and 1A-32 Architectures Software Developer’s Manual [DnexkTpoHHbBIi
pecypc] — DnekTpoH. TekctoBble AaH. —Ilociennee oOHoBieHue : 16.11.2020. — Pexum
noctyma: https://software.intel.com/content/www/us/en/develop/articles/intel-sdm.html.

9. MaTepuaibHO-TeXHHYecKas 0a3a, He0OX0AMMasl VIS OCYIIEeCTBJIEHUsI 00Pa30BaTeIHLHOI0
npoiecca no AUCHUIINHE

MarepuanbHo-TeXHHUECKas 0a3a, HeoOXoaAuMas JUIsl OCYIIECTBIEHUS 00pa30BaTEIbHOIO
Ipolecca 1o AUCUUIUIMHE BKJIIOYAET B CBOW COCTaB ClieUaIbHbIE TIOMELICHMUS:

-y4eOHbIe ayAUTOPUH [T IPOBEACHUS 3aHATUIN JIGKLIMOHHOTO THUIIA;

-y4eOHbIE ayIUTOPHH IJIsl TIPOBECHHS J1a00PaTOPHBIX pabOT, OCHAIIICHHBIE CPEACTBAMU
BBIYUCIIUTENIbHOW TEXHUKHU, MOJEPKUBAIOIIMMU MPOrpaMMHOE oOecrieueHune, yKa3zaHHOE B
IIyHKTE 6;

- yueOHble ayTUTOPHUHU ISl IPOBEICHHS IPYIIOBBIX U MHAWBUYAIbHBIX KOHCYJIbTALUMI;

- y4yeOHbIE ayJUTOPUU [UIsl TPOBEACHMSI TEKYLIEro KOHTPOJS U IPOMEXYTOUHOU
aTTeCTallluu;

- IOMEIIEHHUS Il CaMOCTOSITENbHON paboThI;

- IOMEILEHUS JUI XPaHEHUs U TPO(PUIAKTUIECKOT0 00CTY)KHBaHUS TEXHUYECKUX CPEJICTB
00y4eHwusI.

ITomerieHust A CaMOCTOSITENTLHOM pabOThl 00YYAIOIIUXCS OCHAIIEHBl KOMIIBIOTEPHOMH
TEXHUKOW C BO3MOXKHOCTBIO MOAKIIOUEHUs: K ceTh «/HTepHeT» u obecnedyeHueM JocTyna B
3JIEKTPOHHYIO HHPOPMALIMOHHO-00pa30BaTENbHYIO Cpely OpraHU3alllu.

Yucno mocaoyHbIX MECT B JIEKIIMOHHOW ayAuTOpuu Oosiblie 00 PaBHO CIIUCOYHOMY
COCTaBy MOTOKA, a B ayIUTOPUH JJIsl IPAKTHUECKUX 3aHATUH (CEMMHAPOB) — CIUCOYHOMY COCTaBY
rpyHIbl 00y4YaroLUXCsl.

ABTOp(BI): _
Kana. ¢pus.-mat. Hayk AL £ AM. Mypun
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IMpuiaoxenne Nel k padoyeil nporpamMMe I CHUANINHbBI
«be3onacHOCTh B COBpeMeHHO HH(OPMAILMOHHOM cpee»

MoH/1 OLIEHOYHBIX CPEJACTB
AJIsl IPOBe/IeHUs TEKYIIero KOHTPOJIS yCIeBaeMOCTH
U MIPOMEKYTOYHOM aTTeCTAIMMN CTYAE€HTOB
N0 TUCHUILIUHE

1. TunoBbIe KOHTPOJIbHBIE 32 IaHUSI H HHbIE MATEPHAJIBI,
HCNOJIb3yeMble B MpoIlecce TeKyero KOHTPOJIsi yCreBaeMoCTH

Tect mo Teme 1.1 [IpaBoBbIe 0CHOBBI 00eceyeHUs1 HHPOPMAIMOHHOI 0€30MaCHOCTH

Kaxue nonooicenus, cesasannvie ¢ gonpocamu obpabomku ungopmayuu, 3aKpenyieHsvl 8
Koncmumyyuu Poccuiickoti @edepayuu?

a) [IpaBo Ha HEMPUKOCHOBEHHOCTh JTUYHOU U CEMEUHON TalHBI.

0) [IpaBo Ha 00pabOTKy M1000i HH(GOPMALIUHU JTFOOBIM BO3MOKHBIM CITIOCOOOM.

B) 3anpeT Ha 00paboOTKy HH(OPMAIMK O YACTHOW KU3HHM JIHLA 0€3 ero corjacusl.

r) [IpaBo Ha momyueHue rpaxkJjaHaMu I0IycKa K rOCyJapCTBEHHO TaliHe.

Kaxue 6uowt unghopmayuu obsazamenvHo mpebyemcs 3auuuiams 8 COOMEEMCMBUU C
s3akonooamenvcmeom Poccuiickoti @edepayuu.

a) Mudopmanus 11s1 cimy>ke0HOro MoJIb30BaHUS.

0) IlepconanbHbIC TaHHBIE.

B) ['ocynapcTBenHas TaitHa.

r) BpaueOHnas Taiina.

n) Bce nepeunciennsle.

B coomeemcmeuu ¢ @eoepanvuvim 3axkonom «06 ungopmayuu, ungopmayuoHHvIX
MEXHONI02UAX U 3auume UH@GopMayuuy uHpopmayus — 5mo:

a) JIroOble naHHbIe, MpeACTaBICHHbBIE HA MaTEpPUAIbHOM HOCHTEIIE.

0) CBenenus (cooO1eHus, TaHHbIE), HE3aBUCUMO OT (POPMBI UX MPEACTABICHUS.

B) He sHeprus u He marepusl.

r) CBeneHus, BOCIPUHUMAEMbIE YEIOBEKOM U (MJIM) CHEIUAIbHBIMH yCTPOWCTBaMU
KaKk OTpaXkeHHe (PaKToB MaTepHabHOTO MM JyXOBHOTO MHpa B Ipolecce
KOMMYHHKAITHH.

Ymo u3 nepeuucienno20 MOJICHO paccmampueams Kak 6a3y OAHHLIX 8 COOMEEMCMEUU C
3axkonooamenvcmeom Poccuiickoii @edepayuu:

a) EXCEL Tabauiy ¢ ynmopsIo4eHHON U CTPYKTYPUPOBaHHOW MHPOPMALIUEH.

6) daiin popmata DOC, B KOTOpOM CO3aH CIHCOK ClylIaTesaei Toi NporpaMmBbl.

B) KaproTeky perucrparypbl yUpekIeHHS 3IPaBOOXPAHEHHS.

r) Bece nepeuncnennsie.

Llenocmnocmos unghopmayuu — smo:

a) Obs3arenbHOE IS BBIMOJHEHUS JHMIIOM, MOJYYHMBIIUM JIOCTYI K OIpeeleHHON
uH(popMalnu, TpeOOBaHHWE HE MepeaaBaTh TaKylo HH(OpMAaLHI0 TPETbUM JHIaM 0e3
corJyiacusi ee obyajgaress.

0) CocrostHre nHGOPMAIINH, TIPU KOTOPOM OTCYTCTBYET JIt000€ €€ M3MEHEHHUe 00
U3MEHEHHE OCYIIECTBISETCS TOJIBKO MPEeIHAMEPEHHO CYOBEKTaMM, UMEIOIIUMHU Ha HETo
paBo.
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10.

B) Bo3MoxHOCTH noyueHust UHQOPMAILIUY U €€ UCTIOJIb30BAHMUS.

Ha meppumopuu Poccuiickoti @edepayuu 3anpeujero pacnpocmpanerue:
a) Mudopmanuu, koTopas HarmpaBeHa Ha MIPOIAraH 1y BOWHBI.
0) Kommepueckoii TaifHBbI.
B) MHpopmaruu, KoTopas HanpaBlieHa Ha Pa3’KUTaHUE PETUTHO3HON HEHABUCTH.
r) [lepcoHanbHBIX JaHHBIX.

I'pasicoanun unu ropuouyeckoe 1uyo, ocyujecmanaouue 0esmeabHOCmsb no IKCHAYAMayuu
UHGOPMAYUOHHOU cUCmeMbl, 8 MOM YUCTe No 00pabomke ungopmayuu, cooeparcaujenics
8 ee 6a3ax OaHHbIX — IMO.

a) ObnanaTenp HHGOPMAIIHH.

0) Oneparop nH(DOPMAIIMOHHOW CUCTEMBI.

Ecnu ne onpedeneno unozo, onepamopom un@opmayuoHHoOU cucmemyl sA619emcsi:

a) ObnanaTenp HHGOPMAIIHH.

0) CoOOCTBEHHHMK HCIOJB3yeMbIX I 00pabOTKM cojaepxalieicss B 0a3ax JaHHBIX
UHPOPMALIUN TEXHHYECKUX CPECTB.

B) Jlumo, ompenensromee menu 0oOpaObOTKM MHPOPMALUMU ¥ OCYHIECTBIISIOIICE
00paboTKy uH(pOpMaIIHH.

He mooicem bvime ocpanuuen docmyn:
a) K nuadopmanum o coctossHUM OKpYXKaromiel Cpeibl.
0) K nmepcoHanbHBIM JaHHBIM TOCYJAPCTBEHHBIX TPAXKIAHCKHIX CITY)KAIIUX.
B) K nHpopManum, XpaHsiencst B OTKPBITHIX (poHaax OnOIHOTEK.
r) K cBenenusiM o 3010T0BaOTHBIX 3anacax Poccuiickoit @eneparui.

Kaxyro omeemcmeennocmo modxcem noeéneuv Hapywenue mpebogsanuil Pedepanvhvix
3aKOHO8:

a) YTOJIOBHYIO.

0) JAucuumninHapHylo.

B) AJIMUHUCTPATHUBHYIO.

r) I'pask1aHcKko-paBoBYIo.

n) Bce nepeuncienHsle.

Tect nmo Teme 1.2 3ammTa NepcoHANbHBIX JAHHBIX

Ilepconanvhvie Oannvie — 3mo:

a) CpeneHusi 0 CyOBEKTE€ MEPCOHATBHBIX IAHHBIX HE 3aBUCUMO OT (OPMBI UX
IPEe/ICTaBICHHUS.

0) JIro6ast undopmanusi, OTHOCAIIASICS K MPSAMO UM KOCBEHHO OIPENEICHHOMY WJIU
ornpenenseMoMy pU3NIECKOMY JHUILY (CyOBEKTy NepCOHATIBHBIX JAHHBIX ).

B) Jlrobass umHpopMmaius, OTHOCALIAsICS K ONPENEICHHOMY WIH OIpereIsieMOMY
¢duznueckomy ULy (CyObeKTy NepCOHAIbHBIX JAHHBIX ).

r) JlroOas mHpopmanus, oTHOCAIIAsICS K ONPENCIIEHHOMY WJIM OINpeAessieMOMY Ha
OCHOBAaHMHU TakoW MH(popManuu puznyeckoMy Iy (CyObEeKTY MepCOHAIBHBIX JAHHBIX ),
B TOM YHCJIE ero (aMIIus, UMsI, OTYECTBO, TOJI, MECSII, 1aTa ¥ MECTO POXKICHUS, aJIpec,
ceMeliHoe, COlMaNbHOE, UMYILIECTBEHHOE NOJI0kKEeHNE, 00pa3oBaHue, MPodeccHs, T0X0Ibl,
npyrast uHopmanus.

14



2.

4.

5.

6.

Ha kakue ommowenus me pacnpocmpausemcs Oeticmeue ¢heoepanvrozo saxona «QO
NePCOHANbHBIX OaHHBIX»?

a) Ha 006paboTky mepcoHanbHBIX JaHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM MHOPSAKE K
CBEJICHUSIM, COCTABJISIFOIIUM T'OCY/IapCTBEHHYIO TalHYy.

6) Ha 06paboTKy nepcoHaabHbIX JaHHBIX, HEOOXOAMMYIO JIJIsl OCYIIECTBICHHUS IIPaB 1
3aKOHHBIX HHTEPECOB ONEPaTOpa UM TPETHUX JIHII.

B) Ha 06paboTKy nepcoHaIbHbIX JaHHBIX, HEOOXOIUMYIO /TSl UCTIOJTHEHUS Cy1Ie0HOTO
aKTa.

r) Ha 00paboTKy nepcoHaibHbIX TaHHBIX (U3NYECKUMU JIMLAMU UCKIIOUUTEIBHO 15
JUYHBIX W CEMEHHBIX HYXKI, €CIM TP STOM HE HaApPYIIAIOTCS IpaBa CyOBEKTOB
MEPCOHAIBHBIX JaHHbBIX.

n) Ha o0paGoTky mnepcoHaIbHBIX MAHHBIX, MOJICKANIMX OMYOJUKOBAHHIO WU
0053aTeNIbHOMY PACKPBITHIO B COOTBETCTBUH C (eZiepaibHbIM 3aKOHOM.

¢) Ha 06paboTKy nepcoHanbHbIX JaHHBIX, HEOOXOAUMYIO JIJIsl OPraHU3aluN XPaHECHUS,
KOMIUIEKTOBAHMSI, Y4e€Ta M HCIOIb30BAHUS COJAEPXKALIUX MEPCOHANBHBIX JaHHBIX
apXUBHBIX JOKYMEHTOB B COOTBETCTBHH C 3aKOHOJATEIILCTBOM 00 apXHUBHOM Jiele B
Poccuiickoit deneparumu.

DedepanvHulil 3akoH « O NEPCOHANbHBIX OAHHBIXY pe2yiupyen OMHOUEHUS, CEA3AHHbIe:!

a) MckirounTenbHo ¢ 00paboTKOM MepCOHABHBIX IAHHBIX C UCIIOJIb30BAHUEM CPEIICTB
ABTOMATH3AIIHH.

6) C 006paboTKOl MEePCOHATBHBIX JAaHHBIX, HE3aBUCHUMO OT TOTO 00pabaThIBAOTCS JIN
OHHM C UCIIOJIb30BAHUEM CPECTB ABTOMATU3AIUU WIIN HET.

B) C 00paboTKO# MepCOHAILHBIX JAHHBIX C HCIIOJIb30BAHHEM CPEJICTB aBTOMATH3AIIHHY,
a Takke C O00pabOTKOM TEpCOHAIBHBIX MJaHHBIX ©€3 HCIOJIb30BAHUS CPEICTB
aBTOMAaTH3allMM, €CIM Takas oO0pa0OTKa COOTBETCTBYET XapakTepy JCHCTBHIA,
COBEPIIIACMBIX C MTEPCOHATBHBIMHU JTAHHBIMH C UCIIOJE30BAHUEM CPEJICTB aBTOMATH3AIIHH.

r)C o0paboOTKOM TEPCOHAIBHBIX JaHHBIX ©0€3  HCIOJB30BaHUS  CPEJCTB
ABTOMATH3AIIHH.

Heticmeus, 6 pesynomame KOMOPbIX CMAHOBUMCSA HEBO3MONCHBIM 0€3 UCHONb308AHUS
O00NOIHUMENbHOU UHGOpMayuu onpeoeiums NPUHAOeHCHOCMb NePCOHANbHBIX OAHHbIX
KOHKPEMHOMY CYOBLEKmMY NepCoOHANbHbIX OAHHBIX, — 9MO:

a) brokupoBaHue nepcoHaNbHBIX TaHHBIX.

0) YHUUTOXKEHHE IEPCOHANBHBIX TaHHBIX.

B) O6e31MurBaHNe NEPCOHANBHBIX 1aHHBIX.

r) [lepeBon mepcOHANBHBIX JaHHBIX HAa apXHUBHOE XpaHEHHE.

Heticmeus, 6 pe3yiomame KOMopvIX BpeMEHHO NPeKpawiaemcs 06pabomra nepcoHaIbHbIX
OAHHbBIX, — DMO:

a) brnokupoBaHue nmepcoHaNbHBIX TaHHBIX.

0) YHUUYTOXKEHHE MEPCOHAIBHBIX TaHHBIX.

B) O0e3nnunBaHue MEPCOHATIBHBIX TaHHBIX.

r) [lepeBos mepcoHaNbHBIX JaHHBIX HAa apXUBHOE XpaHEHHE.

Kaxue u3z nepeyucnennvix deticmeuil ¢ NepcoHAIbHbIMU OAHHBIMU AGIAIOMCS 00padbomKol
NepPCOHANbHBIX OAHHbIX!

a) XpaHeHHe MepCOHaTbHBIX TaHHBIX.

0) 3anuch MepcoHaNbHBIX TaHHBIX.

B) O0e3nnunBaHUE MEPCOHATBHBIX TaHHBIX.

r) Y 1ajeHue nepcoHabHBIX TAaHHBIX.
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7. C mouxu 3penus gpeoepanvroco 3akona « O nepconanvbhbix OAHHLIXY ONepamop — d3Mmo.

a) 'ocynapcTBeHHbIH opraH, MyHUIMIIAIBHBIN OpraH, I0pUITYecKoe Win (pu3ndeckoe
JIMI0, CAMOCTOSITEIHO WJIM COBMECTHO C JIPYTUMH JIMLIAMHU OpTaHu3yioumme u (Win)
ocymectBisitone oopadorky I1J{H, a Takxke ompexpenstomue nenu odpadorku [1/1H,
coctaB [1/1n, mognexamux oOpaboTke, nercTBus (onepaiuu), copepiiaemseie ¢ [1/]H.

0) I'paxmanuH WM IOPUIAMYECKOE JIMIO, OCYIIECTBISIOMIME JEATEIBbHOCTh IO
JKCITyaTallud MHQOPMAIIMOHHON CHUCTEMBI, B TOM uucie Mo 00paboTke mH(pOpManuy,
cojiepxarnieiicst B ee 6a3zax JaHHBIX.

8. Obpabomka nepconanbHvix OAHHbIX:
a) He nomyckaercs 6e3 cornacusi CyObeKTa MepCOHAIbHBIX TaHHBIX.
0) [lokHa OrpaHUYHMBATHCS JOCTHIKEHHEM KOHKPETHBIX, 3apaHee ONpEACICHHBIX U
3aKOHHBIX LIEJICH.
B) He momyckaercss B ciay4asx HECOBMECTUMBIX C IEISIMU cOOpa MepCOHAIBHBIX
JAHHBIX.
r) JloJDKHA OCYIIECTBIIATHCS Ha 3aKOHHOW M CITPAaBEUIMBOI OCHOBE.

9. Obpabomxa nepcoHanbHbIX OAHHBIX OONYCKAECMCIL:

a) C cornacusi cyObeKkTa NepCOHAIbHBIX JIaHHBIX Ha 00pabOTKYy €ro mepcoHalbHbIX
JAaHHBIX.

0) B ciywasix, ecnu oHa HEOOXO0IMMAa TSl UCIIOJIHEHUSI CYZIEOHOT0 aKTa.

B) B ciyuasx, ecnmu oHa HeoOXoauma [IJIsl OCYLIECTBJICHHSI MPOQecCHOHATbHON
JESTEIbHOCTH JKypHaJUCTa M (WJIM) 3aKOHHOM JEATEIbHOCTU CpEACTBa MAacCOBOM
uHpopmanuu.

r) B ciuywasx, eciu Bemercss oOpaboTKa MEPCOHAIBHBIX JAHHBIX, TOJICKAIIIX
OIMyOJIMKOBAHHUIO B COOTBETCTBUU C 3aKOHOIaTeNbCTBOM Poccuiickoit denepariuu.

10. Kmo necem omseemcmeeHHOCmb 3a 0EUCMEUs IOPUOUYECKO20 TUYd, KOMOPOMY NOPYUeHA
00pabomKa NepCoOHANbHBIX OAHHBIX, Neped CYOBEKMOM NePCOHAIbHBIX OAHHBIX?
a) Omneparop.
0) IOpuanueckoe muIl0, KOTOPOMY MOPYUHIIA 00paOOTKY.
B) Hukro.
r) Pockomuanzop.

11. B nopyuenuu obpabomru 00AHCHbL ObIMb 0053aMeNbHO ONPedeleHbl U YKA3AHbL!
a) Llenn 06paboTKM MepCOHANBHBIX JAHHBIX.
6) CyObeKkTbl TMepCOHANBHBIX JaHHBIX, YbH I[EPCOHAJbHBIE JaHHbIE OYyAyT
00pabaThIBaThCs 110 MOPYUCHHUIO.
B) TpeboBanus k 3amuTe 00padaThIBAEMbIX IEPCOHANBHBIX JTaHHBIX.
r) CpezacTBa 3auThl HHMOPMAIUU, KOTOPbIe HEOOXO0AUMO IPUMEHSATh IOPUINIECKOMY
JUIY, KOTOPOMY TTOpydeHa 00paboTKa MepCOHATbHBIX TAHHBIX.

12. Ha xom nedstcum 00A3aHHOCMb NO 00KA3AMeENbCMEY NOJYYeHUsl Co2nacus om cyovekma
NEePCOHANbHBIX OAHHBIX?
a) Ha Pockomuanzope.
6) Ha ropuanueckom nuie, KOTOpoMy MOPYUUIIH 00paboTKYy.
B) Hu Ha xom.
r) Ha omepatope.

13. Coenacue cybvexma nepconanvbubix OAHHbIX OOJIHCHO GKIIOUAMD.
a) IlacmopTHble MaHHBIE CYOBEKTa MEPCOHATBHBIX ITAHHBIX MIU €ro 3aKOHHOTO
TIPEJICTAaBUTEIIS.
0) KoHTakTHbIE [aHHBIE TTUI]A, OTBETCTBEHHOTO 3a OpraHM3AIHMI0 OO0pPabOTKU
MEePCOHATBHBIX JaHHBIX.
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14.

15.

16.

17.

18.

19

B) Anpec omeparopa.
r) @amMuIug, IMEHA U 0TYeCTBA (PU3MUECKUX JIUIL, KOTOPBIE OCYILECTBIISIOT 00paboOTKy
NIEPCOHAIBHBIX JIAHHBIX 10 MOPYYSHHIO OTIepaTopa.

B cnyuae cmepmu cybvekma nepconanbHublX OAHHbIX:

a) Ilomyuars corjacue Ha OOpabOTKY €ro NEpPCOHANBHBIX IAHHBIX TpeOyercs y
HACJICTHUKOB CyOhEKTa MEPCOHATLHBIX JTaHHBIX.

06) Ilomywath cormacue Ha 0OpaOOTKy €ro NEPCOHANBHBIX JaHHBIX TpeOyeTcs y
Pockomuanzopa.

B) [lomyyats cornacue Ha 0O6pabOTKY €ro MepcoOHAIBbHBIX JAHHBIX HE TpeOyeTcs.

K cneyuanvnvim kameeopusim nepcoHanbHblx OAHHbIX OMHOCAMCAL:
a) CBeieHMs1, Kacaroluecs: PaCOBOM NMPUHAJIEKHOCTH.
0) CBeneHus, KacaronIuecs TpaxaaHCTBa.
B) CBelIeHMS, Kacaroluecs MOJMTHYECKUX B3TJISIOB.
r) CBeneHus, Kacaronuecss HHBAJIMTHOCTH.

C mouku 3penus ¢hedepanvrozo 3axona « O nepcoHanbHbX OAHHLIX)Y K OUOMemPU1ecKUM
NEePCOHATLHBIM OAHHBLIM OMHOCAMCAL:

a) Bce cBeneHus, KOTOpble XapaKTepU3YIOT (U3HOIOTHYECKHEe U OHMOJIOrHYecKHe
0COOEHHOCTH YCJIOBCKA, HA OCHOBAHHUU KOTOPBIX MOKXHO YCTAHOBUTH €0 JINYHOCTD.

0) CseneHusi, KOTOpble BHOCATCA B 0a3y OHOMETPUYECKUX JMJAHHBIX TpakIaH
Poccuiickoit @enepanuu.

B) Bce cBenmenusi, KOTOpble XapaKTepU3YIOT (U3HOIOTHYECKHE U OUOIOTHYECKUE
0COOEHHOCTH YCJIOBCKA, HaA OCHOBAHUHU KOTOPBLIX MOXHO YCTAaHOBUTH €TI0 JIMYHOCTb, U
KOTOPBIE UCMOJIB3YIOTCS JJI1 YCTAHOBJICHUS €T0 JTUYHOCTH.

Kmo o6s3an yboeoumvcs 6 mom, umo uHOCMPAHHBIM 20CYOAPCMEOM, HA Meppumopuio
KOMOpPO20 — OCYyujecmensaemesi nepeoayd NepcoHAIbHbIX OaHHbIX, 00eCneyu8aemcs
A0eKBAMHAS 3aUUma npas cyovLeKmos NepCoOHANbHbIX OAHHBIX !

a) Onepatop.

0) IOpuanueckoe muIl0, KOTOPOMY MOPYUHIIA 00paOOTKY.

B) Hukro.

r) Pockomuanzop.

Cybvexm nepcoHanbHbiX OAHHBIX UMeem Npaso Ha NoJyyeHue cledyiowell uHpopmayuu,
Kacaroujelicsi 06pabomku e2o0 NepCoOHANIbHbIX OAHHbIX:

a) [IpaBoBbIe OCHOBaHUS U 1€ 00pabOTKM NEPCOHATBHBIX JAHHBIX.

6) IlouMeHHBIN mepeueHb COTPYAHUKOB OINepaTopa, KOTOpPble UMEIOT JOCTYH K €ro
NIEPCOHATBHBIM JTAHHBIM.

B) CBenieHust 00 OCYIIECTBICHHOMN WM O TIPEATNoiaraeMoi TpaHCTpaHUYHO nepeayue
JTAaHHBIX.

r) CBeZieHHs 0 IPUMEHAEMBIX OIIEpaTOPOM CPEJICTBAaX 3aIlUThl HH(POPMALIUH.

.Ilpaso cpaxcoanuna na noayuenue ungopmayuu, Kacaroweucs o00pabomku e2o

NEPCOHANbHBIX OAHHBLX, MOJHCEM DbIMb 0CPAHUYEHO.

a) Ha ocHOBaHuU 3asBlIeHUs APYroro CyObeKTa MePCOHATbHBIX TaHHBIX.

0) B ciygasx, ecnmu o0paboTKa NEPCOHATBHBIX JAHHBIX OCYIIECTBISETCS B CIydasX,
MPEAYCMOTPEHHBIX 3aKOHOAATENbCTBOM Poccuiickoii @Penepaunu O TpaHCIIOPTHOU
0€30IIacCHOCTH.

B) B cnydasx, ecnu oOpaboTka MEpCOHANBHBIX JAHHBIX OCYIIECTBISIETCS B IIENSAX
000pOHBI CTPaHBI, 0€30MACHOCTH TOCYIAPCTBA M OXPaHBI MPABOMOPSAKA.

r) B cmydasx, ecnmu oOpaboTka mepcoHaNbHBIX JAaHHBIX OCYIIECTBISAETCS B paMKax
3aKOHHOM JIEATEITLHOCTH CPEICTBA MacCOBOM MH(OpMaIuu.
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20. Koumponb u Hao3op 3a eblnoiHeHuem mep no obecneyeHuro 6e30nacHOCmu NepCcoHaIbHbIX
OaHHBIX OCyujecmensem (0Cyuecmensaom).
a) MunkomcBsizu Poccun.
6) Pockomuamzop.
B) ®Cb Poccum.
r) ®CTOK Poccun.

21. Kaxoii opean 2ocy0apcmeeHHol 61acmu umeem npago 03HAKOMIAEHUS C NePCOHAbHbIMU
OGHHBIMU NPU OCYWECNEIEHUU KOHMPOTbHBIX U NPOBEPOUHBIX MEPONPUAMULL?
a) ®Cb Poccun.
6) Pockomuamzop.
B) ®CTOK Poccun.

22. Jluya, suno6uble 8 HapyuieHuU noa0dCeHull 3akoHooamenvemea Poccutickou @edepayuu
6 obaracmu nepcoHanIbHbIX OAHHBIX NPU 0OpPaAbOmMKe NEPCOHANbHBIX OAHHbIX PAOOMHUKA,
Mo2ym Oblmb NPUBLEUeHbL:

a) K yroysoBHoO# OTBETCTBEHHOCTH.

0) K nucruruinHapHoOi OTBETCTBEHHOCTH.
B) K aaMuHHMCTpaTUBHON OTBETCTBEHHOCTH.
r) K marepuanbHoil OTBETCTBEHHOCTH.

Tect no Teme 1.3 Oprann3zanuoHHble OCHOBBI 00ecneYeHus1 HH(POPMALMOHHOM
0e30MacHOCTH

1. Pacmonoxkute B MPaBUIBHOM MOPSIKE STambl paboT MO oOecredeHnto 0e30macHOCTH
uHpopmanuu.
1) Ouenka cooTBeTCTBHUSI 00BEKTa HHGOPMATU3AIUH.
2) BrisBienue u aHanu3 HHPOPMAIIMOHHBIX aKTHBOB.
3) IlpoekTupoBanue (pa3paboTKa) CUCTEMBI 3alIUTHl HHPOPMAITUH.
4) dopmupoBaHue TpeOOBAaHUH K 3aIIMTE HHPOPMAIIUH.
5) BHeapenue cucteMbl 3alIUThl HHPOPMAIIHH.
6) DKcIuTyaTtaius CUCTEMbI 3alIUThl HHPOPMAIHH.

a)1)2)3)4)5) 6).
6)4)2)3)5)1)6).
B)2)4)3)5)6)1).
r)2)4)3)5) 1) 6).

2. Ilycte He 00e3MMYeHHBIE EPCOHANbHbBIE JaHHBIE O COCTOSHUU 370POBbS BCEX I'pakJIaH
SpocnaBckoit obmactu oOpadaTkiBatOTCsl B MHGOPMAIIMOHHOW CHUCTEME, JJII KOTOPOM
aKTyaJbHbI YIpO3bl CBA3aHHBIE C HKCIUTyaTallMe ysS3BUMOCTEH B MPUKIIAJHOM, HO HE B
CHCTEMHOM TpOorpaMMHOM obecrieueHun. Kakoil ypoBeHb 3aIMIIIEHHOCTH JJOJDKEH OBITh
YCTAHOBJIEH Il TAKUX MEPCOHATIBHBIX JAHHBIX?

a) Y31.
0) V32.
B) ¥33.
r) V34.

3. Ilycts He 0Oe3MMYeHHBIC IEPCOHATBHBIC JAaHHBIE B TOM YHciie poTorpadust COTPYIHUKOB
HeOonpmoro (1o 10 000 coTpyaHMKOB) Mpennpuatusi oOpabaTHIBAIOTCS B CHUCTEME
KOHTPOJISI U YIPABJICHUS TOCTYIIOM, JJISi KOTOPOW aKTyallbHBI YIpO3bl HE CBSI3aHHBIE C
AKCIUTyaTalel ysI3BUMOCTEH B MPHUKJIATHOM U CUCTEMHOM IPOrPaMMHOM O00€CIIeUCHHH.
Kakoii ypoBeHb 3aIIMIIEHHOCTH JOJDKEH OBITh YCTAHOBIJICH JISi TAKHUX MEPCOHATBHBIX
JAHHBIX?

a) Y31.
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10.

11.

0) ¥32.

B) ¥33.

r) ¥34.
BHemnnue HapymuTean peaan3ytoT yrpo3bl:

a) 3 BHemHuX ceTell CBSA3M 00IEro nojab30BaHusl.

6) HemocpeactBeHHO B MHPOPMALIMOHHBIX CHCTEMAX.

B) U3 cereil MexIyHApOIHOTO HH(OPMAITMOHHOTO OOMEHa.

r) Haxomsice B nipezenax KOHTPOJIUPYEMOU 30HBI.
[TpuMepamMu BHEIIHUX HAPYIIUTENEH MOTYT SBJIATHCA:

a) [Tonp3oBareny nHGHOPMAITMOHHON CUCTEMBI.

0) Konkypupyromiue opraHu3ary.

B) HenoOpocoBecTHbIE TapTHEPHI.

r) OGCIyKMBAIOIIHI TePCOHAT OPraHU3altu.
[Tpumepamu BHYTpEHHHUX HApYUIUTEICH MOTYT SIBIATHCS:

a) AIMUHUCTpPATOPbl 0€30MaCHOCTH MH(POPMAIIUOHHBIX CUCTEM.

0) CropoHHuEe PU3NIECKUE JTUTIA.

B) Jluna, oGecrnieunBaroiye COnpoBOKACHUE TPOrPaMMHOTO 00eCTIeYeHUSI.

r) KpuMuHaabHBIC CTPYKTYPHI.
K 00beKTUBHBIM yrpo3aM OTHOCSATCS:

a) OmmOKu 00CITY)KHBAIOIIETO ITEPCOHAA.

06) HedekTsl, cOOM W OTKa3bl, aBapUH TEXHUYECKUX CPEJCTB M CHCTEM OOBEKTOB
UHPOPMATU3AINH, A TaK Ke CUCTEM o0ecTiedyeHnss 00BEKTOB HHPOPMATHU3AINH.

B) [Ipupousie siBneHus, CTUXUITHBIE OEICTBUSI.

r) @aKTOPHI COIMATBHO-TIOTUTHIECKOTO XapaKTepa.
Yrpo3bl yTeukn HHPOpMAIMKA BO3MOXKHBI TOCPEICTBOM:

a) Bo3zgelicTBUS NpOrpaMMHBIMH CpPEACTBAMH B KOMIUIEKCE C IpeIHAMEPEHHBIM
CUJIOBBIM 3JICKTPOMArHUTHBIM BO3/ICHCTBHEM.

0) [lepenaun mHGOpPMAIIIH 110 OTKPHITHIM KaHAJIAM CBSI3H.

B) [logkimroueHus K TEXHUYECKUM CPEACTBAM U CUCTEMaM 00beKTa HH(pOpMaTU3aIIIH.

r) O6paboTku nHPOpPMAIIMK HA HE3AIIMIIEHHBIX TEXHUYECKUX CPEACTBAX 00pabOTKH
UHpOpMaLUH.
YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYIIAa K MH(POPMAIIUH, PEATU3YIOTCS ITyTEM:

a) Konuposanust unpopmannu Ha He3apeTUCTPUPOBAHHBIN HOCUTENb HH( OPMAIIUH.

0) XuIeHust HOCUTeNs 3aliiaeMo HHpopMaLu.

B) Ucnonp3oBaHus  NpPOrpaMMHOrO  OOEcledYeHUs  TEeXHHYECKMX  CpEJICTB
WH(POPMAIIMOHHON CUCTEMBI, Yepe3 MPUMEHEHUE BPETOHOCHOTO IPOTPAMMHOTO KOJIA.

r) CHJIOBOrO 3JI€KTPOMAarHUTHOTO BO3JEHCTBUSA 1O HMPOBOJHBIM JHMHHUSAM CBSA3HM Ha
MOPTHI BBOJIA-BBIBOJIa CUTHAJIOB U TIOPTHI CBS3H.
Kakue cpencrBa 3amuTel HMHGOpMAIMM OOBIYHO NPUMEHSIOTCS JUIsl oOecredeHus
O6e3onacHOCTH HHGOpPMAIINH, 00padaThIBaeéMOi Ha aBTOHOMHBIX KOMITBIOTEPAX:

a) CpencTBa 3auThl THPOPMALIMU OT HECAHKIIMOHUPOBAHHOT'O JIOCTYTIA.

0) MexceTeBble 3KpaHBbI.

B) CpencrBa kpunTorpaduueckoi 3auThl HHPOPMAIIHIH.

r) CpencTBa aHTUBHPYCHOM 3aITUTHI.

1) Cucrembl OOHApYyXEHHUS BTOPKEHUH.
Kakne cpenctBa 3amuThl WHQOPMAIWK  TO3BOJIIOT  00eCHeunTh 0€30MacHOCTh
uH(poOpMallMK, TepelaBaeMoOil MO KaHajlaM CBSI3M, BBIXOISIIUM 32 TPEACIBI
KOHTPOJINPYEMOM 30HBI:

a) CpencTBa 3auThl THPOPMALIMU OT HECAHKITMOHUPOBAHHOT'O JIOCTYTIA.

0) MexceTeBble 3KpaHbI.

B) CpezactBa Kpunrorpaduuecko 3amuTel HHPOPMALIUH.

r) CucteMbl 0OHapyKEHUS BTOP>KEHUI.
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12. Kakoii BuA CpeACTB 3alMThl MH(POPMAIUM TTO3BOJIAET KOHTPOJIMPOBATH Pa3IMYHbBIC
KaHaJIbl epeauu HHPOPMaIUK: 3JIEKTPOHHYIO MTOUTY, MECEHKEPbI, CheMHbIE HOCUTENN
uHpopmanuu?

a) IPS.

6) DLP.

B) IDS.

r) CSP.

13. Arrectanmsi 00beKTOB HH(DOPMATHU3AIUH — 3TO:

a) JlIokyMeHTalbHOE YOCTOBEPEHUE COOTBETCTBUS MPOAYKIIUU HIIM UHBIX OOBEKTOB,
IIPOLIECCOB MPOEKTUPOBAHUS, IIPOU3BOJCTBA, CTPOUTEILCTBA, MOHTaXa, HaJaJlKH,
9KCILTyaTalluu, XPaHEeHUs, TIePEeBO3KH, peau3aliid U YTHIW3alUU, BBIMOJIHEHUS paboT
WIM OKa3aHUs YCIIyT TpeOOBaHUAM TEXHUUECKUX PETJIaMEHTOB, IIOJI0KEHHUSIM CTaHAApTOB,
CBOJIOB IIPABUJI WJIM YCIIOBUSIM JIOTOBOPOB.

0) IIpsiMoe mi KOCBEHHOE OIpEIeIICHHE COOIIOICHUST TPEOOBAHUHN, TPEIBIBISEMBIX
K 00BEKTY 3aIlIUTHI.

B) OdunmanbHOe IpU3HAHNE KOMIIETEHTHOCTH (PU3NYECKOT0 WIIH FOPUANIECKOTO JINLA
BBITMIOJHATH pa0dOThI B ONPEICIICHHOM 00J1acTH.

r) Kommiekc opraHu3alimoOHHO-TEXHUYECKUX MEPONPUATUN, B PE3YJbTAaTe KOTOPBIX
MOCPEACTBOM CIIELUATIBHOTO JOKYMEHTA MOJATBEP)KIACTCS, YTO OOBEKT COOTBETCTBYET
TpeOOBaHUSAM CTaHIAPTOB WJIM MHBIX HOPMATHBHO-TEXHHYECKHX JTOKYMEHTOB IIO
06e30macHOCTH MH(POPMAIIHH.

14. Kakoii TOKyMEHT JaeT mpaBo OO0pabOTKM MH(POPMAIMU C YKa3aHHBIM B HEM ypPOBHEM
KOH(UICHIIMATEHOCTU?

1) JIuuensus.

2) ATTecTar akKpeaUTaIH.

3) Cepruduxar.

4) AtTectatr COOTBETCTBUSI.

15. Ha nacrosimuii MOMEHT CpOK JEHCTBHUSI arrecTaTa COOTBETCTBUS HH(POPMALMOHHOMN
CUCTEMBI, B KOTOpoil 0OpabareiBaeTcsi KOHGUACHIIMATbHAs HH(GOpMAaILIKs, B Cllydae, ecliu
B XO/I€ €€ IKCIUIyaTallH, B HEe HE BHOCATCS CYILIECTBEHHbIE U3MEHEHUS, COCTAaBIISIET:

a) 3 roxa.

0) 5 ner.

B) Bechb cpok skcmtyaranuy nHGOPMaIMOHHOMN CUCTEMBI.

16. TectupoBaHue Ha MPOHUKHOBEHHUE — ITO CKOpEE:

a) AHanu3 ysa3BUMOCTeH HHPOPMALIMOHHON CUCTEMBI.

0) WcnbiTanust cucTeMbl 3alIMTHl MHGOOPMAIMH ITYyTEM OCYIIECTBICHHUS MOIBITOK
HECaHKIIMOHUPOBAHHOTO AOCTYNA (BO3AEUCTBU) K MH(POPMALIMOHHOM cucTeMe.

Tect no Teme 2.1 ApXuTEeKTYpa KOMIIBIOTEPa

1. 3a HemocpeaCTBEHHOE BHITIOJHEHHE OMEPaIliy B TPOIIECCOPE OTBEYALT:
a) Apu(pMeTHKO-JIOTHYECKOE YCTPOMCTBO.
6) Komr-namsrs.
B) biok ynpaBienus.
r) Perucrpsr.
2. HUcmonp3ys 10 OuT JuIsl ajpecanuu sdeeKk MaMsTH pa3MepoM | OalT, MBI CMOXEM
o0ecnevnTh apecaluio CIeIyIIIero oobeMa namsTH:
a) 10 Gaifr.
0) 80 Oaiir.
B) 1024 Gaiir.
r) 1024 Owur.
3. PacmosnoxuTe B MOPSIKE YBEIHUCHUS 00beMa MTaMsITH.
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a) Ctpanura.
0) bur.
B) CIoBoO.
r) bank.
n) Sueiika.
4. PacnonouTte BUABI TAMSATH B MOPSJKE YBEINYCHUN CKOPOCTH pabOTHI.
a) Peructpsl npoueccopa.
0) TBeprOTENbHbBIE HAKOIIUTEINH.
B) OcHoBHas (OrepaTHBHAS ) TAMSTh.
r) ONTHYECKHE TUCKH.
1) MaruuTHbIe KeCTKHUE AUCKH.
e) Komr-mamste.
5. Kaxkas koHuenus o0bI4HO peaanu3yeTcs B MPolieccopax BUACOKapT?
a) MHO»XeCTBEHHBIN ITOTOK KOMaH/I, MHOYK€CTBEHHBIN ITOTOK JIAHHBIX.
0) OnMHOYHBINA TOTOK KOMaH/1, MHO>KECTBEHHBIH MMOTOK JTaHHBIX.
B) MHOKECTBEHHBII MTOTOK KOMaH/1, OJJTHHOYHBII MOTOK JaHHBIX.
r) OIMHOYHBIN TTOTOK KOMAH/, OTAHOYHBIN MOTOK JAHHBIX.
6. s COBpeMEHHBIX MarHUTHBIX JKECTKHX JMCKOB XapaKTEPHO:
a) bonpiias cToMMOCTh IO OTHOIICHHIO K TBEPAOTEIbHBIM HAKOMUTEIISIM.
0) [locreneHHOe U3HAIIMBAHNE TPAH3UCTOPOB.
B) Hanmnune MexaHMUYECKHX 3JIEMEHTOB.
r) PacnonoxeHnue KOHTpoIepa Ha MATEPUHCKOM TIIaTe.
1) bonpimii 06beM mamMsATH MO CPaBHEHUIO C TBEPIOTEIbHBIMU HAKOMTUTEISIMH.
7. Kakas mumHa HauOosiee pacnpoCTpaHEHAa HAa TEKYIIMH MOMEHT B IE€PCOHAJIbHBIX
KOMIIBIOTEpax:
a) ISA.
6) PCI.
B) PCI Express.
r) SCSI.
8. IlycTps TakTOBas 4acTOTa MIMHBI KOMIbIOTEpa cocTaBisieT 5 I'Tm. 3a onuH TakT Mo muHe
MOYHO niepeath 16 6ut. OnieHuTe CKOPOCTh NMepesadu HHpopMaIum 1o muHe?
a) 80 MeraOur B cexyHy.
6) 10 I'urabaiit B cexyHay.
B) 80 ['urabGaiiT B CeKyHTy.
r) 21 T'urabaiT B CEKyHY.
9. s MpOEKIIMOHHO-EMKOCTHBIX CEHCOPHBIX KPAaHOB XapaKTEPHO:
a) Beicokasi CkOpoCTh OTKJIMKA MPH KacaHUH.
6) Bo3aMOXKHOCTB yripaBieHHs pa3IUYHBIMU YCTPOHCTBAMHU.
B) [Togmeprxka multi-touch.
r) HeBO3MOXKHOCTB OIPE/ICIICHUSI CUITbI HAXKATHSI.
1) [Ipobnema «1BoeHUS.
10. DnemMeHTaMH KHUIKOKPHCTALTHYECKOTO MOHUTOPA SIBIISFOTCS:
a) JydeBast TpyOKa.
6) UcTounuk cBera.
B) J)KK-maTpua.
r) [13C-maTpuria.
1) DIIEKTPOJIBI.
11. Kakoii a71eMeHT IpUHTEpaA OTBEYAET 3a (PUKCAIUIO0 TOHEpA Ha Oymare:
a) doroman.
6) Tepmona.
B) Ponmuk mepeHnoca.
r) Ban nmomauu ToHepa.
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12. Ha3znauenueM ja3epa B IIBETHOM MTPUHTEPE SIBIISETCS:
a) Hanecenue Tonepa Ha ¢oToBa.
0) dukcamus ToHEpa Ha Oymare.
B) Y aneHue HeCYIIHX 3aps] 3JIEMEHTOB ¢ oToBajA.
r) [Togaya OGymaru B IpUHTED.
13. DnemenTamu UPpPoBOI BeO-KaMepbl SBISIOTCS:
a) dororuieHKa.
0) OOBEKTHB.
B) [13C-marpuia.
r) ®ukc-doxyc
n) Iponeccop.
14. JInst KOHAEHCATOPHBIX MUKPO(OHOB XapaKTEPHO:
a) Cnabast 9yBCTBUTEIIBHOCTb.
0) YcTOWUYMBOCTD K yaapam.
B) BbicOKast 4yBCTBUTEILHOCTb.
r) 3aBUCUMOCTH OT ITAPaMETPOB OKPYIKAIOIICH Cpeibl (TeMIIepaTyphl, BIAKHOCTH).
n) [IpumeHeHue B CTyIMAX 3BYKO3aIMUCH.

Tect no Teme 3.1 BBenenue B HHPOPMALMOHHYIO §€30MIACHOCTH ONEPALMOHHBIX CHCTEM

1. Ilycts B OC peanu3oBaHO AHUCKPELIMOHHOE YIPABJICHUE JOCTYIIOM CO CIEAYIOIIMMU
npaBamu: uyTeHue(r), 3anmuch(w) u ucnonHenue(x). IlpucyrcrByer aiin nmpuiaoxeHus
«KanbkynsaTop.exe» co cieyoumM crnuckoMm jpocrtyna: (Ausumca: rwx), (bopuc: rx).
Br16epuTe npaBUiIbHBIE YTBEPKICHUS:

a) Annca MOXeT 3aIlyCTUTh NpuiiokeHne «KanbkysTop.exey.

6) bopuc He MoxeT 3anycTuTh npuioxkeHue «Kanbkymnsarop.exe.

B) Alrica He MOXET U3MEHHUTD coziepkumMoe (aiina «KampKyisarop.exey.
r) Bopuc MoxkeT nu3MeHuTh cosepkumoe (aita «KambKymsrop.exey.

2. Ilycts B OC peanu3oBaHO IpYIIOBOE yIIPaBIEHUE JOCTYIIOM CO CIEAYIOUUMHU IIpaBaMHu:
yreHue(r), 3anuch(w) u ucnoiHenue(x). IlpucyrcrByer ¢aiin «Haxmagnas.docx» co
cienyommM cnuckom gocryna: (byxranrepsi: rw), (Kypsepsl: 1), (Anuca: rw). B cucteme
3a/laHbl pOJIM, B KOTOpBIE BKJIIOYEHBI COOTBETCTBYIOLIME MoJb3oBarenu: (byxranrepsi:
bopuc, I'anuna), (Kypeepsr: BukTtop). Beibepute npaBuiibHbIe YTBEPKICHUS:

a) bopuc He MOXkeT U3MEHUTH cozepkumoe (daitna «HakmamHas.docx».
0) lNanuHa MOXxeT unuTath cogepxkumoe daitna «Hakmagnas.docx».

B) Bukrop MokeT uameHuTh conepxkumoe daiina «Haxmamnas.docx».
r) Buktop MoxeT unTath conepkumoe daiina «Hakmaaaas.docxy.

1) Anrca MOXeT U3MEHHTD coaepxkumoe (aiina «Hakmamanas.docxy.

3. Ilycte B OC peanu3oBaHO MaHJATHOE YyrpaBiieHHe aoctynoM. IlpucyrcrByer daiin
«log.txt» ¢ ypoBHeM cekpeTHOCTH 1. IIpucyTcTBYyIOT mosib3oBaTenu Annca ¢ YpOBHEM
nomnycka 1, bopuc ¢ ypoBHeM nomycka 2 u Bukrop ¢ ypoBHem gomycka 0. Beibepure
MPABWJIbHBIE YTBEPKICHUS:

a) Buktop MoxeT u3MeHUThb cojiepxkumoe (aiina «l0g.txt».
0) Bukrop MoxeT untaTh comepkumoe daiina «log.txty.

B) Annca MOXeT U3MEHUTH cojiepskumoe (aiina «l0g.txty.
r) Anrca MOKeT YuTaTh cojaepkumoe daiina «log.txty.

1) boprc MoxeT u3MeHHUTh copepkumoe (aitna «l0g.txty.
¢) bopuc moxer untaTh comepkumoe daitna «l0g.txty.

4. Tlycte B OC peanuzoBaHa Mozenb neiaoctHocTH buba. IlpucyrctByer daiin «log.txt» ¢
ypoBHeM LenoctHocTH 1. [IpucyTcTByIOT nosibs3oBaTenu AMca ¢ YpOBHEM I€JIOCTHOCTH
1, Bopuc ¢ ypoBHeM nenoctHocTH 2 U Bukrop ¢ ypoBHem nenoctoctu 0. Beibepure
MIPABWJIbHBIE YTBEPKICHHUS:
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a) Buktop MoxeT u3MeHuTh coep:kumoe daiina «log.txty».

0) Anrca MOXKET U3MEHHTH coziepkumMoe (aiina «10g.txty».

B) bopuc mMoxer u3meHuTh copepxumoe daitna «log.txty.

r) Bece Tpoe MoryT untath conepxkumoe daiiia «log.txty.

BeiOepute npaBuiibHbIE YTBEPKACHUSA O ayTeHTU(UKanuu B coBpeMeHHbIX OC:

a) [laponu monp3oBarenst XpaHATCS HAa AMCKE, HA KOTOPOM yCTAaHOBJICHA CHUCTEMA, B
IIEpPBOHAYAJILHOM BHUJIE.

0) OrasoHHbIE 3HAYCHHS, HEOOXOIUMBIC ISl TPOXOXKAECHUS OMOMETPUYECKON
ayTeHTU(UKALMU, XpaHATCA B CHCTEME B HEAOCTATOYHOM JUIsI BOCCTaHOBJIECHHUS
M3HAYaIbHBIX OMOMETPHUECKUX JAHHBIX 00beMe.

B) TokeH (u3nvecKu H3roTOBJICH TAKMUM 00pa30M, YTO CYMTBIBAHUE C HETO 3aKPBITOTO
KJIIOYa SBJISIETCSI HEBO3MOXKHOW WJIM JJOPOTOCTOSIIEH Ollepanue.

r) Jus ayreHTH(UKAIMU C MOMOLIBIO TOKEHA B CHCTEME JOJDKEH HPUCYTCTBOBATH
OTKPBITHIN KIIFOY MOJIb30BATENsI, COOTBETCTBYIOIINI 3aKPHITOMY KIIIOUY Ha €r0 TOKEHE.
Yrto He BXOJMT B MeTalaHHbIe (haiiyia (BRIOCPUTE OJIUH BapuUaHT)?

a) Bpems co3nganus daiina.

0) Anpec KOPHEBOM TUPEKTOPHH.

B) Bpems moaudukanmu daiina.

r) AZpeca KIacTepoB COACPKUMOTO (ailiioB.

1) Uadopmanus o Bnanensle daiina.

BeiOepute BepHbIE YTBEPKACHUS O YIIPAaBIEHUH MaMAThIO B coBpeMeHHbIX OC:

a) CoBpemenHble OC HCIOJIb3YIOT BUPTYAIbHYIO ITaMSATh.

6) CoBpemennble OC He 3alIMIIAIOT AMATh OJHUX MPOLECCOB OT YTEHHs IPYTUMHU
POIIECCaMH.

B) CoBpemennbie OC pa3aessifoT O0IIyI0 MaMITh MEX/Y MPOLECCaMH, YaCTO B TAKOH
naMsATH HaXoaaTcs OMOIMOTEKH.

r) CoBpemennbie OC HUKOT/Ia HE BBITPY)KAIOT YACTH ONEPATUBHOM MAaMSTH Ha JIHCK BO
BpeMsi pabOTHI.

n) B coBpemennsix OC mamsaTh pa3OuTa Ha MalleHbKUE (parMeHThl, Ha3blBaeMble
CTpaHHIIaMHU.

BeiOepuTe BepHBIE YTBEP>KACHUS O IUIAHUPOBIIIHKE:

a) [lmaHMpOBHIMK BBIIENSET MPOIECCOPHOE BpeMs KOPOTKHMMH WHTEpPBaIaMH,
Ha3bIBAEMBIMU KBAaHTAMHU.

06) B cnyuae wHCHONHEHHS NPOIECCOM MHCTPYKLMM, JJS 3aBEpLIECHUS KOTOPOI
TpeOyeTcst UIMTEeNIbHOE OXHJIaHWe, MJIAaHUPOBIIUK IEPEBOAMT IMPOLECC B COCTOSHUE
«3a0JIOKMPOBaH» U HE OYyJET BBIICIATH €MY MPOIECCOPHOE BPEMSs, TIOKa COCTOSHHE HE
CMEHHUTCS Ha «TOTOBY.

B) Jlns paboThl TUIAHMPOBIIMKA TPOIECCHl JOJKHBI CaMU IepeaaBaTh Ha HETro
ylpaBlIeHHE, TaK Kak KOMIIbIOTepbl He mnpenoctaBisitor OC MexaHuzMa Juis
MIEPUOTTIECKOTO MPEPHIBAHMUS BHITTOTHEHUS MIOJIH30BATEIHCKOTO TIPOIIecca.

r) B miaHupoBaHWM TO MPUOPHUTETAM BCE MPOIECCH C Pa3HbIMH MPUOPUTETAMHU
MOJTYy9ar0T TPUMEPHO OJMHAKOBOE KOJIMYECTBO BPEMEHHU.

BeiOepute BepHOE yTBEpKAEHUE (BBIOEPUTE OJJUH BapUAHT):

a) OC peanim3oBaHa anmapaTHO B MPOIECCOPE.

6) OC peanu3oBaHa anmapaTHO B MAaTEPUHCKOI Ijare.

B) OC — nporpamMmMHoe o0ecredeHre, KOTOPOe MPEI0CTABISACT MPHIOKESHUSIM PECYPCHI
anmapaTHOro o0ecredyeHns KOMIbIoTepa B BUJE YAOOHBIX aOCTpaKIHii, HO HE YIpaBIIseT
9THUM anmnapaTHbIM 00eCIIeYeHHUEM.

r) OC — nporpamMmMHoOe o0ecrieueHre, KOTOPOe MPEIOCTABIISET IPUIIOKEHUSM PECYPCHI
ammapaTHOTo o0ecnedeHus] KOMITBIOTEPa B BHJIE YOOHBIX a0CTPAKIIMIA U YIIPABIISET dTHM
anmapaTHbIM 00ecrieueHUEM.
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10. Bribepute BepHOE yTBEpXkKACHUE (BRIOCPUTE OJIMH BAPUAHT):

a) B OC koMmnbroTepa ¢ OJHOSIAEPHBIM IPOLECCOPOM B KaXKJIblii MOMEHT BpEMEHU
MOJeT paboTaTh TOJILKO OJIMH IIPOLEeCC.

6) B OC kommbloTepa € OIHOSAEPHBIM IIPOLIECCOPOM Yy IIPOLIECCOB BCErJa
IPUCYTCTBYET TOJIBKO OJJUH MOTOK.

B) B OC kommbroTepa ¢ MHOTOSACPHBIM IPOLECCOPOM B KOHKPETHBIH MOMEHT
BPEMEHU MOT'YT BBINOJIHATCS HECKOJIBKO IOTOKOB OJTHOTO IIpOLiecca.

r) B OC xoMnbroTepa ¢ MHOTOSIIEPHBIM ITPOIIECCOPOM KOHKPETHBIN MPOIECC MOKET
UCIIOJIb30BaTh TOJIKO OJJHO SIIPO IIPOLieccopa.

Tect mo Teme 3.2 UndopmanmoHHasi 6€30MacHOCTh ONEePANMOHHBIX CHCTEM ceMeiicTBa
Windows

1. Ha ocHoBe xakux ganabix cyosekra OC Windows mpuHUMAET pelieHne o 10CcTymne?
a) Xelll 3Ha4eHue Maposis 0JIb30BaTeNs, 3allyCTUBIIETO MpoLecc.
0) TokeH nepeBOIIONICHHUS.
B) Unentudukarop nporecca.
r) Token gocryma.
1) Ba3oBblit mpuopuTeT mpouecca.
2. Ha ocnoBe kakux naHHbIX 00bekTa OC Windows nmpuHHMaET penieHue o J0cTyme?
a) [IpuBunerun.
6) TokeH noctyna.
B) Jleckpunrtop 6€30MacHOCTH.
r) CUCTEMHBI CIIMCOK YIIPABICHHUS JTOCTYIIOM.
1) Crioco0 ayTeHTH(UKAIIMH [T0Tb30BATES.
3. Kakue npumuTHBHBIE TpaBa 00benuHseT B cede mpaBo ureHuss OC Windows?
a) «Yrenue aTpudyTOB 0€30MACHOCTHY.
0) «UTeHue cuCTEMHBIX aTpUOYTOBY, «YTEHHE aTPUOYTOB OE30IaCHOCTH.
B) «UTCHUE NaHHBIXY.
r) «YTeHHe CHCTEMHBIX aTpUOYTOBY», «UTEHHE aTPUOYTOB OE30MACHOCTHY», «UTCHHE
JTAHHBIX».
1) «UTeHue CUCTEMHBIX aTpuOyTOB», «YTEHUE aTPUOYTOB OC30MACHOCTHY, «ITCHHE
JTAHHBIX», «BBITIOJTHEHUE (AIOB» U «IIEPEX0] B AUPEKTOPUION.
4. BpiOepute npaBuiIbHbIE YTBEPKACHUS 0 MaHaTHOM nonuTrke «He-3anuceiBatb-Bepx»
OC Windows:
a) ObecrieunBaeT CBOMCTBO 1EIOCTHOCTH JIaHHBIX.
6) ObecnieunBaeT CBOMCTBO KOH(UCHIIMAIBHOCTH IaHHBIX.
B) Vcnonb3yercs B cCTEME TOJIBKO ISl 00BEKTOB CETEBBIX COKETOB.
r) HesiBHO ucnons3yercst st Bcex NTFS-gaiinos.
1) Pasperraer 1ocTyn Ha 3amuch TOJIBKO CyOBEKTaM C YPOBHEM IIEJIOCTHOCTH PaBHBIM
WK OOJBLIMM MO OTHOILIEHHIO K YPOBHIO LIEJIOCTHOCTH OOBEKTa JOCTYIA.
5. Kaxkue u3 nepeuncnennbix npas OC Windows mpeocTaBiiseT 10 YMOTYAHUIO BIIAJIENbILY
daiina?
a) Yurate CCY /.
6) Yurats JICY .
B) UuTath comepxumoe daiina.
r) Usmensts JICY /.
1) Usmensts CCY /.
e) U3meHsaTh conepkuMoe daiina.
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6. BoiOepere mnpaBuUiIbHBIE YTBEPXKIEHUS OTHOCHUTEIBHO QJITOPUTMa  OMpEesieHus
npaBomepHocTH foctyna OC Windows:

a) IlepBeiM peiicTBUEM SBJSIETCSI MPOBEPKAa COOTBETCTBHUS JOCTyMa MaHIaTHOMN
TIOJIUTUKE.

0) IIpoBepka COOTBETCTBHS JOCTyNa MaHIATHOM MOJUTHKE OCYHIECTBIIETCS MOCIE
ananu3a 3anuceit JICY 1.

B) Eciu nipu mocnenoBareapHoM aHanu3se 3anuceit JJCY /I okasbIBacTCs, 94TO OJHO M3
3arpamBaeMbIX IPaB 3alpeniaeTcsl B TEKYIIEH 3aUCH, TO JOCTYII 3alperiacTcs.

r) Eciu mpu mocnemoBatenpbHoM aHamuse 3amuceit JICYJl paspemaromue mpasa
TEKYILEH 3aMMCH B CyMMeE C Pa3pelIaonuMy ITPaBaMu MPEAbIAYIINX 3aMUCeH MePEeKPLIH
BCE 3allpallliBaeMble MpaBa, TO JOCTYII pa3peraeTcs.

n) Ecnu B ciiuckax JICY/] He ObLIO 3ampelnaroniux 3arnpaiiBacMble paBa 3arucei,
U B TO K€ BpeMsl BCE pa3pelIalolliye 3alucy He MEePeKpbUIn 3alpalliBaeMble 1paBa, TO
JOCTYTI 3aIPEIIaeTCsl.

7. Kakas npuBmieruss OC Windows 1o3BoJisieT yuTaTh 10001 ¢aiiia BHE 3aBUCUMOCTH OT
3a/IaHHBIX TPaB?

a) [IpuBuierus co3ganusi pe3epBHBIX KOMHIA.

0) [IpuBmiierus M3MEHEHUsI CHCTEMHOT'O BPEMEHH.

B) [IpuBuerus 3aBepiieHust pabOThl CUCTEMBI.

r) [IpuBunerus yBenuueHus padodero Hadopa.

1) IpuBwierus co3nanus ¢aiiaa moJKauku.

8. Bribepure cymHuoctu, He BXosmue B TokeH goctyna B OC Windows:

a) SID nonb3oBarens.

0) ACY I Bcex 00BEKTOB CHCTEMBI.

B) SID-bI rpymm.

r) CCY]] Bcex 00bEKTOB CHCTEMBI.

n) IpuBuneruu.

9. BriOepure cymHocTH, BXOAAIINE B AeCKpUNTOp Oe3omacHocTn 00bekTa B OC Windows:

a) SID Bnanenbiia 00bEKTA.

0) AMCKpEeIMOHHBINA CIIUCOK YIPABIIEHUS JOCTYIIOM.

B) CHCTEMHBIH CITUCOK YIPABJICHHS JOCTYIIOM.

r) CIICOK TOKEHOB JIOCTYIIA MPOIIECCOB, OCYIIECTRIISIONIMX JOCTYI K OOBEKTY.

1) YpOBeHb [EITOCTHOCTH.

10. Kakue w©3 TYHKTOB TIPABWJIHHO ONKCHIBAIOT (WIBTPOBAHHBIA TOKEH JOCTYyIIa
aamunuctparopa B OC Windows?

a) YpOBEHb LIEIIOCTHOCTH YCTAaHABINBACTCS CPETHUM.

0) YpoBeHb 1IEIOCTHOCTH YCTAaHABIMBACTCS BHICOKUM.

B) CNMCOK MPUBUIIETHIA, KOTOPBIE MOTYT IOMACTh B (PUIBTPOBAHHBIA TOKEH, CHIBHO
OTpaHHUYEH.

r) Ilpu onpenenennu mnpaBomepHocTd pgoctyna cpeau 3amuceir JJCYJ ¢ SID
aIMUHHUCTPATUBHBIX TPYII OYAYT YUTEHBI TOJIBKO 3allpeliatolue.

1) CIUCKY MPUBUIICTHI OJJMHAKOBBI B OOBIYHOM M (DHUIIBTPOBAHHOM TOKEHE JOCTYIIa
aJIMHUHHCTpATOpA.

Tect nmo Teme 3.2 UndopmannoHHas 6e30MaACHOCTH ONEPALHOHHBIX CHCTEM ceMelicTBa
Linux

1. Ha ocHoBe kakux gaHHbIX cy0ObekTa OC Linux mpuHUMAaET perieHue o 10CTyme?
a) SUID-6ur.
0) Sticky-6wur.
B) YUeTHBIC JaHHBIC.
r) UID mporiecca.
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1) DIEKTPOHHAS MOJIUCH TIPOrPAMMBI.
Kakue npasa npucyrctBytor B OC Linux:

a) Mcnonuenue.

0) Urenue i-node.

B) Urenue.

r) Y ganenue.

1) 3aruce.
Just gero cnyxut SUID-6ut B OC Linux?

a) [To3Bomsier 3amycTuTh NPUIIOKEHHE OT UMEHHM BiaJesblia (aiiia MpHiIoKeHHs.

0) [1o3BosIsIeT 3aMyCTUTD IPUIIOKEHUE OT UMEHHU CYIIEPIOIb30BaTEIS.

B) ITo3BouseT 3amycTuth npuioxenue ¢ npusmierucii CAP. SYS ADMIN.

r) [To3Boasier 3amyctuTh npuiioxerue ¢ UID paBHbIM HYJIIO.

1) 3amperaer 3amycK NPUIOKEHUS BCEM IOJIb30BATEISIM, KPOME CYEePIIOIb30BaTEIS.
Uro nemaeT Macka B CIMCKe yrpaBiieHus 1octynoM (aiina B OC Linux?

a) 3ajaeT MaKCUMaJIbHbIE IIPaBa, KOTOPbIE MOXKHO MOIYYUTh U3 3alMCel JUIsl MPYIIIL.

0) 3aaeT MaKCUMaJIbHbIE PaBa, KOTOPbIE MOYKHO MOIYYUTh U3 3aIIMCH OCTAJIbHBIX.

B) 3agaeT MakCUMalbHbIC MPaBa, KOTOPHIC MOXKHO MOJYYHTh M3 3aIUCH BIaJeiblia
daiina.

r) 3amaeT MaKCHMaJbHBIC IPaBa, KOTOPbIE MOXXHO IOJNYYHTh M3 3amuceil uist
IIOJIB30BATEJIEH U TPYIIIL.

n) 3amaeT MaKCUMalbHbIC IpaBa, KOTOPbIE MOXHO MOJYYHTh M3 3aldcedl Juis
II0JIB30BAaTENEH.
Yro Takoe coinb xemr-3Hadenus napois B OC Linux?

a) Crpoka, KOTOpasi BBIOMpAeTCS MPH KaXKAO0H ayTeHTH(HUKAIMH CIIy4ailHO s
oOecrieyeHus 6€30MaCHOCTH MapOJIs.

0) CinyuaitHo BeIOpaHHas IIPU CO3JAHUU MApOJIsl CTPOKA, KOTOPAasi CKJIEUBAETCS C Xelll-
3HA4YEHUEM I10CJIe BBIYUCICHUS Xel-(DYHKIUH.

B) CiydaiiHo BbIOpaHHas MPH CO3JaHUU MApPOJsl CTPOKA, KOTOpask CKICUBACTCS C
napoJieM nepeji BBIYMCICHUEM Xell-(DyHKIUH.

r) JnuHa, 10 KOTOpOoi ype3aeTcs Mapoiib MOJIb30BATENS [T KOMIIAKTHOTO XPAHCHUS B
CUCTEME.
Bri6epuTte cymHocTy, BXoAsKe B yueTHble AaHHble nporecca B OC Linux:

a) UID nonp30oBatens, 3amyCTHBIIETO MPOLIECC.

6) ['pynnbl noabp30BaTeNs, 3ayCTUBILETO MPOLECC.

B) [IpuBmieruu.

r) [IpaBa ucnonusiemoro ¢aiina, 3 KOTOPOTro ObLT 3aMYILEH MPOIIECC.

1) @nar 3 (HeKTUBHOCTH MTPUBUIICTHA.
Bri6epuTte cymHocTy, Bxogsmue B aTpulyThl 0e3onacHoctu ¢aina B OC Linux:

a) Tpoiika npas JuIst KaKA0H TPYMIBI B CUCTEME.

0) [IpuBmiierumu.

B) Tpoiika npas Biazgenbla ¢daiina.

r) Tpoiika npaB moJbp30BaTeseH, He SBISAIONINXCS BlaIeNibliaMu (paiiyia v He BXOASIIHNX
B TpyIIy Biajenbla Qaiiia no yMoIdaHHIo.

n) Bnanenen gaiina.
Bribepure cymuoctu, Bxoadiiye B aTpudyTsl 0ezonacHoctu ¢aitna B OC Linux:

a) Tpoiika mpaB JyIst KaXK0M TPYIIIBI B CUCTEME.

6) IlpuBuneruu.

B) Tpoiika mpaB Biajeinbiia Qaiiia.

r) Tpoiika mpaB mojp30BaTeNeH, He SBIISIOMINXCS BIaelblaMu (aiiyia u He BXOASAIIHNX
B IpyMIy Biajenbla (aiisa o yMoI4aHuio.

n) Bnanenen gaitna.
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9. Kakue Habops! npuBmMiIeruii ecth y daiina B OC Linux:
a) Hacnenyewmsie.
0) Db dexTuBHBIC.
B) Bremrnue.
r) OrpaHUYUBaOIIHE.
n) Paspemiennsie.
10. Kakyro xem-¢pynkiuto ucnonb3yer OC Linux i BRIYUCIIEHUS XeUI-3HAYeHUs Mapoisd B
OC Linux?
a) MD-5.
6) SHA-256.
B) SHA-512.
r) SHA-3.
n) DyHKIUA HECKOJbKO, OKOJO XEII-3HAUCHHs MapoJii XPAHUTCS HOMEp
UCTIOJIb30BaHHON XelI-(DyHKITHH.
11. Yro nenaet xouseriep B OC Linux?
a) OuIbTPyeT BHIBOJI KOMAH/IBI.
0) [lepenanpaBnsieT cTaHIaPTHBIN BBIBOJI KOMAHIbl C KOHCOJIM CTaHAAPTHBINA HA BXOJI
JIPYyroi KOMaHJE.
B) [logarMaet npasa 710 mpaB CyNepoab30BaTerIs.
r) OTKJ1apIBacT BBITIOJIHEHNE KOMaH bl Ha YKa3aHHBIH CPOK.

Tect mo Teme 4.1 Beenenue B APXUTEKTYPY JOKAJIBbHBIX BLIYUC/IUTEIBbHBIX cerei

1. Kakoii mopsinok ypoBueit mogenu OS| BepHBbIii?
a) Ou3nvecKuii, KaHAIbHBIN, TPAHCIIOPTHBIN, CETEBOM, CEAHCOBBIM, MpEACTaBICHUS,
MIPUKJIATHOM.
0) dusnueckuii, KaHAJTbHBINA, CETEBOW, TPAHCIIOPTHBIN, CEAHCOBBIN, MpeACTaBICHUS,
MIPUKJIAHOM.
B) Du3HUECKUil, KaHAIbHBINA, CETEBOM, TPAHCIIOPTHBIN, CEAHCOBBIHM, MPHKIATIHOM,
NIPEJICTaBIICHHUS.
r) ®OusnuecKuii, KaHAJIbHBIH, TPAHCIIOPTHBIA, CETEBOW, CEAHCOBBIH, MPUKIATHOM,
NIPeJICTaBIICHHUS.
2. Kakue npoToKoJIbl OTHOCSTCS K TPaHCIOPTHOMY YpoBHI0 Mojenu OSI?
a) UDP.
0) ARP.
B) IPv4.
r) GSM.
n) TCP.
e) DNS.
x) PPTP.
3. Kakoii ypoBeHb NpeiHa3HaueH AJs ONpeAeNIeHUs MyTH Nepeadn JaHHBIX ?
a) Guznueckuid.
0) CeaHCOBBIH.
B) TpaHCIIOPTHBIIA.
r) [IpencraBnenus.
1) KaHasbHBII.
e) [MpuknaaHoii.
k) CeTeBOM.
4. Kakwue ¢naru ucnons3yrores B npotokosie TCP 11t ycraHoBIEHUS coeTuHEHNs?
a) RST.
6) SYN.
B) FIN.
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10.

r) URG.

o) ACK.

e) PSH.
Kakue npeumymectsa ecte y FTTB?

a) Bricokast ckopocTh paboThl MIHTEpHET.

0) PaBHast ckopocTh IpreMa u nepeaadu HHpopMarum.

B) Hes3aBHCHMOCTH CKOPOCTH [OCTyMa OT 4YMCiIa abOHEHTOB, MOIKIIOYCHHBIX K
KOMMYTATopy.

r) OTcyTcTBHE HEOOXOAUMOCTH pa3MeEIleHHs KOMMYTaTopa MpoBaiiiepa B 31aHHH.
Kakue nenocrarku ects y FTTB?

a) Huzkas ckopocth pabotel IHTEpHET.

0) Pa3znas ckopocTh npreMa u nepeaadn HHGOpMauu.

B) 3aBHUCHMOCTh CKOPOCTH JOCTyMa OT uYHcia aOOHEHTOB, IMOAKIIOYECHHBIX K
KOMMYTATopy.

r) Heo0xoauMocTh pa3MelneHrss KOMMyTaTopa MpoBaiiiepa B 31aHHH.
Bribepure BepHbIEC yTBEPKICHUS

a) TCP He rapanTupyeT IOCTaBKYy JaTarpamm.

6) UDP He rapaHTHpyeT JOCTaBKY JaTarpamm.

B) UDP rapantupyer 10CTaBKY JaTarpamm.

r) TCP rapanTupyeT JOCTaBKY JaTarpamMM.
Kakolii agpec oTHOCHTCS K aapecHOMY IpocTpancTBy IPv4?

a) 192.168.0.17

0) 129.256.0.0

B) 301.169.107.0.0.3

r) 127.0.1000.0
Kak paboraeT koHIeHTpaTop (xab)?

a) Ilpu monyyeHun makeTa AaHHBIX Xad MepechlIaeT 3TOT MAKeT Ha BCE OCTANIbHBIC
CBOHU TIOPTHI.

6) Ilpu monyuyeHMM makeTa JaHHBIX Xa0 IMepechbulaeT 3TOT MakKeT Ha MOPT B
cootBercTBUM ¢ Tabimeir MAC-anpecos. Ecin cOOTBETCTBHS HET, TAKET 0TOPAChIBACTCS.

B) Ilpu mnonyueHHWH makeTra AaHHBIX Xa0d MepechUlaeT 3TOT MaKeT Ha IMOPT B
cootBercTBUM ¢ Tabmmieit MAC-aapecos. Eciii cOOTBETCTBUS HET, B CETh OTIIPABIISAETCS
ARP-3amnpoc.
Kaxk pabortaet kommyTaTtop?

a) B ciyuae, ecnut uis ornpasisiemoro MAC-ampeca HET COOTBETCTBHUS, KOMMYTATOP
pacchlIaeT MakeThl Ha BCe OPTHI, KPOME TIOPTA-TIOTydaTersl.

6) IIpu momydyeHuu nakera AAHHBIX KOMMYTAaTOp IEpechUIaeT ATOT MakeT Ha Bce
OCTaJIbHBIE CBOM TIOPTHI.

B) KoMmyTatop XpaHUT B mamsTé TaOJMIy KOMMYTAIMH, B KOTOPOH yKa3aHO
conoctariieane MAC-aapeca u HoMepa mopra KOMMYTaTopa.

r) Co BpeMeHeM KOMMYTAaTOp CTPOUT TaOIHILy AJIs BceX akTHBHBIX MAC-aapecos.

1) Tabmuiia MAC-anpecoB KOMMyTaTOpa CTaTHYHA U HACTPAUBACTCS BPYUYHYIO.

Tect no Teme 4.2 CereBble Yrpo3bl H MeTOAbI MPOTHBOAECHCTBUS UM

Kaxkue ObIBatOT MCTOYHUKY BOSHUKHOBEHUS YSI3BUMOCTEH?
a) OmmoOKu peanu3aiuu.
6) OmnoKu 00CITyKUBAHHUS.
B) OuIrOKu MpOEKTUPOBAHHSI.
r) Omm6ku HR-otxema.
Yro He BXoauT B 0azoByto rpymmy Metpuk CVSS?
a) Crioco0 momy4yeHus J0CTyIa.
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0) Biusiaue Ha KOH(DUIEHIIUATEHOCTD.
B) Biusinue Ha mosbp30BaTels.
r) [TokazaTesnb ayTeHTH(DUKAIINH.
1) CIIO)KHOCTH MOJTy4eHUsI JOCTYTIA.
3. Kakoit rpynmsl Metpuk CVSS He cymiecTByeT?
a) Kommekcuast.
0) Bpemennas.
B) baszoBasi.
r) Konrekcrhas.
4. Kewm pazpaborana CVSS?
a) ISO.
0) FIRST.
B) WWW.
r) UCLA.
5. Uro He sBuseTcs meTpukoi B CVSS?
a) CII0)KHOCTb aTakH.
0) Brnusinue Ha TOCTYMHOCTb.
B) JTUTENBHOCTD aTaKH.
r) Crioco6 mosy4eHust JOCTyIa.
1) IokazaTenb ayTeHTUUKAIINH.
6. Uro sBNsieTCs MacCUBHOM aTakoii?
a) [IpocnymuBanue Tpaduka.
0) OTka3 B 00CITy>)KUBaHHH.
B) ®usnyeckoe HamagaeHue Ha 00BEKT.
r) DKCIUTyaTanus ys13BUMOCTH.
7. UYto Takoe 3BpUCTHUECKUN aHAIU3?
a) Metoja, mnpenHa3HAYCHHBIA i1 OOHAPY)KEHUS HOBBIX, €I HE BBISIBICHHBIX
BHPYCOB.
0) MexaHu3M, HEOOXOAMMBIA [UUII OTCIICKUBAHMS HEU3MEHHOCTH  (DaiiIioB,
JOKYMEHTOB, peecTpa, KOHPHUTypanuu 000pyI0BaHusl.
B) MeTo/, OCHOBaHHBIM Ha MOCIEAOBATEIBHOM MPOCMOTPE MAMSATH YCTPOUCTBA,
3arpy309HBIX CEKTOPOB, (haiiJIOB B MMOMCKE CUTHATYP H3BECTHBIX BUPYCOB.
8. Uro Takoe 63Kx10p?
a) YacTb BpEOHOCHOTO TIPOTPAMMHOT0 00ECTICUCHHUS, PEATH30BAHHOTO JIJISI COKPBITHUS
MPUCYTCTBHS 3TOTO BPETOHOCHOTO KOJIa M €T0 JIEHCTBUH.
0) [IpunoxxeHue, NCoab3yeMoe s AajibHEHIIeN 3arpy3KH U 3aIlycKa IMOJHOLIEHHOTO
BPEIOHOCHOTO MPOIPaMMHOI0 00ecrieyeHusl.
B) BpenoHocHoe nmporpaMMHOE 00ecrieyeHne, KOTOPOE, TOMHUMO MOJTyYSHHUST KOHTPOJIS
HaJ 3apaXKEHHBIM YCTPOMCTBOM, MBITAETCS 3aXBaTUTh MOJ CBOW KOHTPOJb JIPYTHE Y3IIbI
CeTH.
r) [IpunoskeHue, MO3BOJISAIONIEE YIPABIATH KOMITBIOTEPOM YIaICHHO.
9. Yro Takoe pyTKHUT?
a) YacTh BpeZJOHOCHOT'O IPOTPAMMHOT0 00ECTIEUeHHUSI, PEATM30BAHHOTO JIJISI COKPBITHUS
MIPUCYTCTBUS 3TOTO BPEIOHOCHOTO KOJIA U €r0 JEHCTBHM.
0) [IpunoxxeHue, COIB3yeMOE TS JalbHEHIIIeH 3arpy3KH U 3aIlycKa OJTHOLIEHHOTO
BPEIOHOCHOTO MPOTPaMMHOT0 00eCIIeYeHUSI.
B) BpenonocHoe mporpaMmmHoOe o0ecrieueHne, KOTOpoe, TOMUMO MOTYYEHUST KOHTPOJIS
HaJl 3apaXECHHBIM YCTPOWCTBOM, IBITAETCS 3aXBAaTHUTh TI0J] CBOW KOHTPOJIb JPYTUE y3JIbI
CeTH.
r) [IpunoxeHue, MO3BOJISIONIEE YIPABIIATH KOMITBIOTEPOM Y/IaJICHHO.
10. Yro crnenyet nenaTh, YTOOBI 3aIIUTUTH C€0s1 OT BUPYCOB?
a) He 3amyckath npui1o’keHUsT U3 HEJIOBEPCHHBIX HCTOYHUKOB.
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6) Cnemutp 3a [UGPOBHIMU TMOAMUCIMU YCTAHABIMBAEMOTO IPOTPAMMHOTO
o0ecreyeHusl.

B) OTKIIIOYHTH MEKCETEBOM IKpaH.

r) Becerna oTKphIBaTh BIOXKEHUS AJIEKTPOHHOM MOUTHI ¢ TeMoi «BaxHo» u «CpodHO».

1) CBOEBpEMEHHO OOHOBIIATH OTMIEPALIMOHHYIO CHCTEMY M IIPOrPaMMHOE 00eCIICUCHHE.

¢) Hcnonb30BaTh aHTHBUPYCHOE IIPOTPAMMHOE 00ECIICUeHUE.

Tect no Teme 4.3 MeskceTeBble IKPAHBI

Urto Takoe MexceTeBon IKpaH?

a) [IporpammHOe WM TPOrpaMMHO-TEXHHUUECKOE CPEACTBO, peanusyoliee QyHKIUU
KOHTPOJISI U GUIBTPAIIMM B COOTBETCTBUU C 33JJaHHBIMU NPABHJIAMU MPOXOSAIINX Yepes3
HEero NHGOPMAIMOHHBIX TOTOKOB.

06) VYcrpoiicTBO, mpenHA3HAYEHHOE JJisi  COCAMHEHHUSI HECKOJbKUX  Y3JIOB
KOMIIBIOTEPHOMN CETH B Mpeeax OJHOT0 MM HECKOJIbKUX CErMEHTOB CETH.

B) YCTpOICTBO, KOTOPOE MO3BOJISICT OPraHU30BaTh JIOKAJLHYIO CETh C BO3MOYKHOCTBIO
BBIXO/Ia B UHTEPHET JJIsl APYTUX YCTPOIMCTB.

MeskceTeBble SKpaHbl 17151 BEO-TIPHIIOKEHUN PacToiararoT:

a) Ilepen 3ammimaeMbiM BeO-cepBepoM (TpaduK BHayalle MepenaeTcss MeKCETEeBOMY
9KpaHy, 3aTeM BeO-CepBepy).

0) Ilocne 3ammmiaemoro BeO-cepBepa (Tpaduk BHayale mepemaercs BeO-cepBepy,
3aTeM MEXCETEBOMY JKpPaHYy).

B) MexceTeBOi 9KpaH U 3alllUIIaeMblii UM BeO-CepBep HAXOIATCS B PA3HBIX MOICETIX,
TpapuK MKy HUMHU 3alpelleH.

r) Bmecto 3amuiaemMoro Bed-cepsepa.

[TepcoHanbHBIE MEKCETEBBIC IKPAHBI IJIs1 HACTOJIBHBIX KOMIIBIOTEPOB U HOYTOYKOB:

a) O0ecneunBalOT JOTOIHUTENbHBIM YPOBEHB 3AIIUTHI OT CETEBBIX aTaK.

0) [TomHOCTBIO 3aMEHSIOT BCE OCTAIbHBIE MHCTPYMEHTAJIBHBIE CPEJICTBA 00ECIICUCHUS
0e30MacHOCTH.

B) [TOJTHOCTBIO 3aMEHSIOT MapIIPYTH3ATOPBI, SBJISSACH ILTFO30M MO YMOJTYAHHIO JUIS
3aIUIIAeMOT0 KOMIIBIOTEPA WM HOYyTOYKA.

r) IlpemocraBisiiOT BCe HEOOXOJMMBIC CETEBBIC CEPBHCHI Ui  3aIIUIIAEMOTO
KOMIBIOTEpA UK HOYTOYKA.

[lepcoHanbHbIE MEKCETEBBIE AIKPAaHBI U HACTONBHBIX KOMITBIOTEPOB M HOYTOYKOB
SBIISIOTCS

a) AnmapaTHO-TIPOrpaMMHBIMHU CPEICTBAMH 3aIUTHI.

0) Bcerma BctpoeHHpiMu B OC, KOTOpYH OHM 3allMINAIOT; HE MOTYT OBIThH
peaTM30BaHbI BHEITHUMHU TTPOU3BOTUTEIISIMHU.

B) VICKIIIOYMTEIEHO IPOTPAMMHBIMHU.

r) Mckimo4ynTeibHO BHENTHUMH, HE BCTpOoeHHBIMUA B OC, KOTOPYIO OHU 3allUIIAIOT;
BCEr/ia peaqn30BaHbl BHEITHUMHU MPOU3BOAUTEIISIMH.

[lepcoHanbHbIE MEXKCETEBBIE AKPAaHBI U HACTONBHBIX KOMITBIOTEPOB M HOYTOYKOB
YCTaHaBIMBAIOTCS:

a) Ha xocTax, KOTOpbI€ OHU 3aIIUIIAIOT.

0) Ha wmapmpyrtuzaropax, KOTOpbIE YKa3aHbl Ha XOCT€ B KadecTBe IIJII03a IO
YMOTYaHHIO.

B) Ha oTenpHBIX KOMITBIOTEpAX.

r) Ha xoneunbix Toukax VPN.

BriGepuTe HecyIecTBYIONMIMI BU TPAHCIISALIUN CETEBBIX aJIPECOB.

a) Jlunamuaeckasi.

0) CraTuyeckas.

B) C UCMOJIb30BaHUEM TTOPTOB.
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r) C UCTOIh30BaHUEM MOCTOB.
7. 1lnro3sl ypoBHS NPUIOKEHUH TO3BOJISIOT:
a) Hckmouuth mnpsiMoe B3auMOJCHCTBHE IBYX Y3JIOB IIyTeM peau3alud poJid
NOCPETHHKA.
0) BeImoaHATh QYHKIMY MITI03a CEAHCOBOTO YPOBHS.
B) AHAJIM3UPOBATH BCE CYLIECTBYIOLINE B MUPE TIPOTOKOJIBI.
r) AHaIU3MpOBaTh TOJNBKO HOAJCPKMBAEMbIE JTUM MEKCETCBBIM JKPAaHOM
IPOTOKOJIBI.
8. VYmpasisieMble KOMMYTaTOPbI MOT'YT:
a) OcymiecTBisATh GUIBTpPAIUIO HA ocHOBE IP-agpecos.
6) OcyiecTBIATh (GUIBTPALUIO IO UCIIOJIB3YEMOMY IIPOTOKOILY.
B) OcymiecTBisaTh ¢uiibTpanmto Ha ocHoBe MAC-anpeca.
r) OcymiectsisaTh puiabrpanuto Ha ocHoBe VLAN ID.
9. BriOepure BO3MOKHOCTH MEKCETEBOTO SKpaHa.
a) Perucrpanus coObITHI U reHepalys OTYETOB.
0) @unbTpanus Tpaduka.
B) TpaHCIsILuMs CeTEBBIX aJIPECOB.
r) AyTeHTH(HKAIUS [TOJIH30BATEIICH.
1) AJIMUHHCTPHPOBAHUE.
10. Kakue yTBep»x/IeHus O IPOTPAMMHOM MEXKCETEBOM IKPaHE BEPHBI?
a) Ilogxomur B ciaydasx, KOrja YCTPOWCTBO IIOJb30BaTesl IOMELIAeTCs B
HEJIOBEPEHHYIO Cpemy.
6) Ilpm ero paboTe HCHOIB3YIOTCA pECYpPChl YCTPOICTBA, Ha KOTOPOM OH
(YHKIIMOHUPYET.
B) [ToaxoauT Asst 38124 CErMEHTUPOBAHMUS CETEH.
r) [ToaxoauT Juist OTJACTICHHUS IOBEPEHHOM YacTH CETH OT BHEUIHUX yIpPo3.
1) Cuuraercst 6oyiee 0TKA30yCTONYMBBIM, YEM aIlllapaTHBIA MEKCETEBON IKPaH.

Tect mo Teme 5.1 BBenenue B kpunrorpagpuyeckue MeToAbI 3aIUTHI HHpOpMATNH

1. Kaxnaplii I1muppOTeKCT MOXKET OBITh MOJyY4eH Kak pe3yjabTaT  CIEAYIOIIEro
npeoOpa3oBaHus:
a) Ex (Dx(p)).
06) Dk(p).
8) Ex(p)-
r. Dk (Ex(p)).

2. Bamm¢pyiite ¢ momorpko mudpa «Ardarn» cioo «Worldy.

A/B|C/ID|E|F|G|H|I |J |K|L|M
Z|Y|XIW|V|U|T|S|R|Q|P|O]|N
a) Dlrow.
6) Svood.
B) Woild.
r) Dliow.

3. Paccumdpyiite cioBo «Xjxoby, 3ammudposannoe ¢ momomrsto mmdpa as KOs Liezapst:

B/C|D|E

A
X

F
Y|Z|A|B|C|ID|E|F|G|H|I |J |[KILIM|N|O

o
O
s
w
—
C
<

a) Tatly.
6) Amare.

B) Crypt.
r) Vivna.
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4. Zammdpyiite cnoBo «KU3HBY) ¢ TOMOIIBIO MEPECTAHOBKU

11213415
2|/5(3]1/4
a) Hx3pu.
0) bu3mx.
B) H3bxu.
r) Up3xH.
5. Pacmmudpyiite cnoBo «1216312611» ¢ momompro Tadsmims! [Tonmnbus:
112|3]4]|5]6
1A|B|B|T"|A|E
2| E|X|3|M|U|K
3|/JJ/MH|O|IT|P
4 |BIE |V D X |1
5 |Y || b |bI| b
6| D/IOA|*[*|*
a) benxa.
6) EsBroa.
B) CTpenka.
r) benok.

6. BrepBble METO/1 YaCTOTHOTO KPUNTOAHAIN3A BIIEPBBIC MO
a) Jleon barrtucra Ans0epTH.
0) ®panuecko CUMOHETTA.
B) AGy Ocyd Sxy6 ans-Kunau.
r) xuponamo Kapnano.
. uck Anp0epTy M03BOJISIET aBTOMATU3HPOBATH:!
a) ludp mpocToii 3amens! (ogHOAN(PaBUTHBINA TIHADD).
06) MHuoroandaBuTHBIN mUdP.
B) IIudp nepecranoBkwu.
r) [Torounsnii mudp.
8. MHcnonp3oBaHue mapodisi Ui MHEMOHHYECKOTO 3alIOMHHAHUS MEPECTAaHOBKH CHMBOJIOB
asipaBUTA IPEITOKIIL:
a) Marteo Ap/KeHTH.
0) bnes ne Buxenep.
B) Jl)xoBanuu barrucra bennazo.
r) IxamOartucra (I>xoBanuu) nemna [lopTa.

9. TMomemenue mist nepmoctparuu nepernucku B XVII — XX Bekax Ha3pIBaIOCh:

a) benbrit kabuner.

0) TaitHas kOMHaTa.
B) SIHTapHas KOMHaTa.
r) YUepHslii kKaOUHET.
1) KpacHblif kaGuner.

10. HIudpel, B KOTOPHIX KaXABI CHMBOJI OTKPBITOTO TEKCTa IMPeoOpa3yeTcs B CHMBOII
mudpoTeKcTa, B 3aBUCUMOCTH OT CBOETO PACIOJIOKEHUS B OTKPBITOM TEKCTE M KIHOYa
Ha3bIBAIOTCS:

a) MHoroandaBuTHBIMU MHUPpPaMU.
6) brounbiMu mudpamu.

B) [ToTounbIMH I pamH.

r) PoTopHbiMu g pamu.

11. 3ammdpyiite cnoso «CJIOH» Ourpammusiv mudpom [nerdepa.

Y 4 O b B

X T E) H )

I r J b I1

~
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M A 1 3 P
C E A bl K
10 )| 11 )41 X

a) BAbU.

0) LIIADbD.

B) DIIYhIL.

r) bILILL3.

12. Ilyctb nepectanoBka T mpeacTaBieHa Cilenyrollei TadIuen:
112(3]...|n=5/n-4|n-3|[n-2|n-1|n
5/6|7].../n=1] n 1 2 3 |4

13. Kakoii Bua UMeeT nepecTaHOBKa 0OpaTHas nepectaHoBke T?

a.
1/2(3]...|n=-5|n=-4|n-3|n-2|n-1]|n
112[3]...|n=5/n=4|n-3|n-2|n-1|n
0.
1123 n-5(n-4/n-3|n-2|n-1|n
4132 10 9 8 7 6 |5
B.
1123 n-4/n-3/n-2|n-1|n
4156 n-1| n 1 2 |3
T.
1 2 3 |[4|5].../n=3|n=-2|n-1| n
n-3[{n-2/n-1|n|l]...|n=-7|n-6|n-5|n-4

14. 3amudpyiite ¢ momomibio oTKpbITOro Kitoua (8051, 5) kpuntocucremsl RSA coobiienue

m = 10.
a) 8051.
0) 3388.
B) 1949.
r) 12.

15. Kakoe CBOHCTBO 0€30MaCHOCTH TapaHTHPYET, YTO YYACTHUKY KPHUITOIpa(uuecKoro
IPOTOKOJA IIEJIOCTHOCTH TIIOJyYEHHOTO COOOWICHHS M €ro COo3/JaHue A0 MOMEHTa
MOJIy4EHHUs1, HO HE TApaHTUPYET 3alUTY OT MOBTOPHOM OTHPABKU COOOLIEHHUS?

a) CBOICTBO «ayTEeHTU(PUKAIUS CTOPOH.

6) CBoiicTBO «ayTeHTU(UKALINS UCTOUHUKA.
B) CBOMCTBO «MHBapUaHTHOCTb OTIIPABUTEIISI.
r) CBOICTBO «ayTeHTH(UKALINS COOOIICHUS.

16. Kakoe CBOHCTBO 0O€30MACHOCTH TapaHTHPYET, YTO YYAaCTHHKY KPHUITOTPAPHUECKOTO
IOPOTOKOJIA, YTO YYACTHUKH, HAYaBIIME MCIOJHEHHME MPOTOKOJIA, HE H3MEHWIIHCH C
TE€YEHUEM BpEMEHU?

a) CBOMCTBO «ayTeHTH(HKALHI CTOPOH.

0) CBolicTBO «ayTeHTU(DUKAIMS UCTOUHUKAY.
B) CBOWCTBO «MHBAPUAHTHOCThH OTHPABUTEIS.
r) CBOICTBO «ayTeHTUPUKAIUS COOOIICHUS.

BepHbIii 1 OSTHBII OTBET Ha BOTPOC TECTa OIEHUBAETCS B 1 OaJ, sl TPOXOXKICHHSI TECTa
HEO0OXOMMO BEPHO U MOJTHO OTBETUTH Ha HE MeHee 4eM 60 MPOILIEHTOB BOMPOCOB TECTA.
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TeMbl NpaKTHYECKUX 3aHATHI

Tema npakTuyeckoro 3ansaTus mo reme 3.1
BBenenne B uH(pOpMAIHOHHYIO 6€30MACHOCTH OMEPAIMOHHBIX CHCTEM

OcHOBBI pa0OTHI ¢ TIpolieccaMu, BBOIOM-BeIBOIoM U (harimamu B OC Windows u Linux.

Tema npakTHYeCKOro 3aHATHSI 0 Teme 3.2
NudpopmannonHas 0€30MaCHOCTH ONEPANMOHHBIX cucTeM ceMelicTBa Windows.

OcHoBrl 00ecnieuenns 6eszonacaoctu B OC Windows.

Tema npakTuyeckoro 3aHsaTus mno reme 3.3
HNudopmanuonHnasi 6e30MacCHOCTH ONEPANHOHHBIX CHCTEM ceMelicTBa Linux

OcHoBbI 00ecnieuenus 6eszonacHoctu B OC Linux.

Tema NMPAKTHYIECKOI'o 3aHATHUS 110 TEME 4.1
BBenenue B APXUTEKTYPY JOKAJIBbHBIX BLIMHC/IUTEC/IbHBIX ceren

CereBoil cauddep Wireshark. 3nakoMcTBO ¢ hunpTpamu nakeTos.

TeMbl NPAKTHYECKOI0 3aHATHS 110 TeMe 4.2
CeteBble YITpo3bl M MeTO/bI POTHUBOAECHCTBUSA UM

WuBeHTapu3ays W MOUCK ySI3BUMOCTeH ¢ ucmonb3oBanueM Open Vulnerability and
Assessment Language.

CereBoii ckanep Zenmap. MHcronb3oBaHWe CETEBOr0 CKaHEpa JJisi  BBISBICHUS
ySI3BUMOCTEH YPOBHS CETH.

Bupycel, nX BBIABIECHHE W YCTPAHEHHE C HCIOJIB30BAHUEM CIIEHHAIA3UPOBAHHOTO
IPOTPaMMHOT0 00eCTIeUeHHS.

Tembl npakTHYECKOro 3aHATHS MO0 TeMe 4.3 MekceTeBble IKPaHbI
bpanamaysp Windows. Pa3paboTka npaBmi MEXCETEBOTO SKpaHHPOBAHHS.
Bupryansnas uadpacrpykrypa Eve-NG.

MexceTeBoi OKpaH Ha IrpaHUuIe CCTHU. HaCTpOﬁKa MMpaBUJI MCIKCETCBOT'O SKpAHUPOBAHU.

TeMbl NPAKTHYECKOT0 3aHATHS 10 Teme 5.1
BBenenne B kpunrorpaguueckue MeTobl 3a1IUTHI HHGOpMALHT

Hcropuueckue mudps! mudpoBaHue 1 pacmndpoBaHue.
JlonoTHUTeIbHBIE 32JaHUSA JIS1 CAMOCTOSATEIHLHOI0 pPelleHHs

JonosiHuTtebHbIE 3a1aHus 10 Teme 1.1 IIpaBoBbie 0CHOBBI 00ecneYeHUs
HH(}OPMaALMOHHOM 0€30IaCHOCTH

Kakas wundopmamms mnpexacrasiser g Bac nenHocts? Kakue XapakTepuCTHKU
nHpopmanmoHHoM 6e3omacHOCTH Bl Ob1 X0TEmH 00eCeuuTh Il TAKOW HH(pOpMAaITHH?
BriOepere kakoii-nmu6o By neHHoi it Bac nundopmarun. B kakux gpopmax MoxeT ObITh
MIPEICTABIICH STOT BU HHGOpMAITIH?
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[Ipoananu3upyiiTe: K KaKuM BUJaM TailH Bbl MOXkeTe UMETh JOCTYI?
[Ipoananuszupyiite: Kakue cBsi3aHHbIE ¢ BaMu JaHHbBIE MOTYT SBJISITHCS TaliHaMu?

&

I[OHOJ'[HI/ITCJILHLIG 3aJaHusd 110 TEME 1.2 ?.aumTa MEPCOHAJIBHBIX TaHHBIX

1. Onmmure cxemy HWH(DOPMANMOHHBIX IIOTOKOB Bammx MepcOHANBHBIX JAaHHBIX B

YHuBepcurere.

Onummre cxeMmy HHPOPMAITMOHHBIX TOTOKOB Bammx nepcoHalbHBIX JaHHBIX B baHke.

3. Tlpoananusupyiite: Bceraa im (kKorma 3To HeoOxoaumo) ¢ Bac B3umaror cornacue Ha
00paboTKy TepCOHANBHBIX JaHHBIX? Bcerma nmum 3TO MPOMCXOAUT B COOTBETCTBHH C
3aKOHOIATEIILCTBOM?

4. TlpoaHanu3upyWTe: B KaKMX CHTyauusx Bl naBamu coryacme Ha o0paboTky Bammx
crenraJbHbIX JaHHBIX? He ObUI0 JIM 3TO M3IMIIHUM?

5. Ilpoanamm3upyiite: B KaKuX CUTyalnusx Bbl maBamm corjacwe Ha oOpaboTky Bammx
OuomeTpuueckux naHHbIX? He ObU10 1 3TO M3IUIITHUM?

N

JlonoiHuTeIbHBIE 3a/1aHus 110 TeMe 1.3 Opranu3anoHHble 0OCHOBBI 00ecieYeHHs
HH(POPMALMOHHON 0€30I1aCHOCTH

Pa3paboraiiTe Moaenb HapymmTens s Bammei qomamaei ”HPOPMAITMOHHON CHCTEMBI.
Pa3paboraiiTe MoJenb HapyIIUTENS A7l KOMIIBIOTEPHOTO Kjlacca Y HUBEPCHUTETA.
Pa3paboraiite Mmoaens yrpo3 mis Bamreid nomantHeit HHQOPMAIIMOHHOW CHCTEMBI.
Pa3paboraiiTe MoJenb HapyIIUTENS A7l KOMIIBIOTEPHOTO Kjlacca Y HUBEPCUTETA.
[Ipennoxute cpencTBa 3amUThl HHPOpPMAIIK I Barei qoMantHet nHGopMannoHHON
CHUCTEMBI.

6. Ilpemmoxure cpeacTBa 3amuThl  WHGOpPMAIMKM JUISi  KOMITBIOTEPHOTO  KJiiacca
YHuBepcurera.

s E

JlonoJIHUTeIbHBbIE 3aJaHNs 110 TeMe 2.1 ApXUTEeKTypa KOMIIbIOTepa

1. U3yuute Bam nepcoHanbHBIH KOMIBIOTED U COBPEMEHHBIE TaJKEThI, KOTOPHIMU BbI
nosib3yerech. CpaBHUTE MX XapPaKTEPUCTUKH: OBICTPOJEHCTBHE, 00BEM OMEPaTUBHOU U
BCIIOMOTaTeNIbHOM NaMATH, CKOPOCTh J10CTyMa B IHTEpHET.

JlonoaHUTeIbHBIE 3a1aHus 110 TeMe 3.1 BBenenue B nHGOPMALMOHHYIO 6€30MaCHOCTH
OIePALMOHHBIX CUCTEM

OC Windiws
1. Orxkpoiite Opaysep Internet Explorer. Haiiaute ero unentidukarop mpouecca, OTKPhIThIC
COCIMHEHUS 1 0a30BBIi IPHOPHUTET.
2. Ortkpoiire Opaysep Chrome. Haiigure ero wuaeHTHGHKATOp Ipolecca, OTKPBITHIC
COCIMHEHUS M 0a30BBIi IPHOPHUTET.
3. 3amycrtute npunoxenue «bnokHoT». Haitaure daiinbl oTkpeIThIe npolieccoM «BIoOKHOT»
¢ momoripio yTrauTel Process Explorer.

OC Linux
HaiinuTe nate caMpIx TpeOoOBaTEIbHBIX K AMSITH MPOIIECCOB.
OTkpoiite Opay3ep U HallIUTe OTKPBHITHIE COSTUHEHHUS.
BriBenuTe conepxumoe AUPEKTOpUH /etc.
BriBeute comepkumoe aupekropun /etc/schedule.

b=
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JonosHuTtebHbIE 3ananus o Teme 3.2 UndopmanuoHHasi 6€30MacHOCTb
ONepanMoOHHBIX cucTeM cemerictBa Windows

Cozpaiite mnonp3oBatens «Amnuca». Hasnaubre eif mnapons. CozpaiiTe rpynmy
«HenoBepeHHbIE MMOIb30BATETN .

CozpnaiiTe qUpEeKTOpHIO, coaepKantyto ¢dainpl. HasHaubTe Annce nmpaBa [0CTaTOYHBIC IS
O0TOOpaXeHHsI CIHUCKOB (ailyloB M MEepexoJ0B B JAUPEKTOPUU U €€ MOIIUPEKTOPUsX, a
TaKXke YTeHHs (PaiijIoB B TUPEKTOPUH M ee moaaupekTopusx. IIpoeprTe, uTo Anmca
MOJKET MpOoCMaTpuBaTh (aibl.

3amperute rpymnne «HemoBepeHHbIE MONB30BATENN» JIIOOOW JIOCTYNl K CO3AaHHOU
JTUPEKTOPHH, €€ MOJAMPEKTOpUsAM, a Takke K (aiiaM BHYTpU JTUPEKTOPHUH U €€
MOAAUPEKTOPHUIA.

Jlo6aBbTe Anucy B rpynny «HemoBepeHHsie monb3oBarenn». [IpoBepbTe, uTo Annca He
CMOXET IPOCMAaTPHUBATh (aAilsIbl B JTUPEKTOPHH.

JonosiHuTeIbHBIE 3a1aHus 0 TeMe 3.3 UH(popmanmoHHasi 6€30MacHOCTb
onepamuoOHHBbIX cucTeM ceMeiicTBa Linux

Cozpaiite nonbp3oBatenss «Amnuca». Hasnaubre el mapons. Coznaiite rpynmy
«HeznoBepeHHbIE OIB30BATEIN.

CosnaiiTe TUPEKTOPHIO, cofieprkantyto daiinbl. HazHaubTe Anrce rmpaBa OCTaTOYHBIC IS
0TOOpa)keHHsI CIIUCKOB (DaiIoB M NEpexoJ0B B JUPEKTOPUU U €€ MOJAUPEKTOPHSIX, a
TaKkKe YTeHHs (PaiIoB B TUPEKTOPUHU M ee momaupekTopusx. IIpoeprTe, uto Anmca
MOYKET YUTaTh (ailibl.

C momompo CHUCKa KOHTPOJS JOCTYNMoOB 3amperute rpymme «HemoBepeHnHsie
HOJIb30BaTENN» JIIO00H 0CTYyN K BhIOpaHHOMY (aility BHYyTpHu qupekropuu. [Tomensiite
BJIaJIENIbLIA ATOTO (aiiyia Ha CYNeproab30BaTeist cucTeMbl. Pa3zpemmre B 6a30BBIX IMpaBax
JOCTYyM K BeIOpaHHOMY (aiimy kogom 600.

Ho6aBpTre Anucy rpymnmny «HemoBepenHbie moib3oBarenm». [IpoBepbre, uTto Anmca He
CMOXET IPOYNTATh BEIOpaHHBIN (aiin.

JlonoiHMTeAbHBIE 32/1aHus 110 TeMe 4.1 BBeieHne B apXUTEKTYPY JOKAJIbHBIX
BbIYHCJIMTEJBHBIX ceTel

[IpoBeppTe AOCTYMHOCTH JHOOOrO HcHoNb3yeMoro Bamu mouroBoro cepsepa ¢
ucnosip3oBanueM ytuiautel Telnet. Cnenyiite cratbe https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u camocTosTebHO.
Hactpoiite mouty B mnoutoBom kiueHTe Thunderbird. Crenyiite cratbe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapise;j.
Pazpaboraiite punbTpsl 11 npocMoTpa Toiabko ucxoadaumx ICMP-3anpocos. Cnenyiite
cratbe https://habr.com/ru/post/211042/.

JlonosiHuTeIbHBbIE 3a/1aHus 110 TeMe 4.2 CeTeBble YIPo3bl M METObI MPOTHBOIEHCTBUS

1.

2.

UM

IIpoBenuTe MOMCK YSI3BUMOCTEH Ha CBOEM JOMAIHEM IE€PCOHAIBLHOM KOMIIBIOTEPE,
03HAKOMBTECh C ONHMCAHHWEM BBISIBICHHBIX YA3BUMOCTEH, ONpeAeNnTe HACKOJIbKO OHU
KpuTHuHsbI 1o mkaine CVSS, n ycrpanure ux.

ITpoBeprTe, ycTpaneHa mum ys3Bumocth CVE-2017-0144 Ha Bamem JOMaliHeM
KOMITbIOTEpE, U YCTAaHOBUTE OOHOBIIEHHE O€30MacHOCTH B Cilydae, €ClU YA3BHUMOCTb
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npucyrctByetT. Crnenyiite cratee https://support.microsoft.com/ru-ru/help/4023262/how-
to-verify-that-ms17-010-is-installed.

3. M3yuure ys3Bumocts CVE-2014-0160, cunemys cratesam  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-
heartbleed.pdf. IlepBas cTraThsg MpeACTaBIsSeT CcOO0OM  HEOOJBIIOW  KOMHKC,
NIOKa3bIBAIOUIMN, HACKOJBKO ONAacHa M JIETKO MCIOJb3yeMa 3Ta YSI3BUMOCTb. BTopas
CTaTbd MPCACTABIIACT coboit HO,Z[pO6HOC OIMMCAaHUEC YA3BUMOCTH, IIOCJICACTBUA €€
HCIIOJIb30BAHUA U PUCKH.

I[OHO.]'[HI/ITCJILHLIG 3aJaHusd 110 TEME 4.3 Me:xceTeBble IKpPaHbI

1. 3amenute y3nmel Hacker m Victim Ha y31bl 1O yIpaBI€HHUEM OINEPALMOHHON CHCTEMBI
Windows u o06partutech K UX CETeBBIM pecypcaM mo nporokony SMB. Crnenyiite craTbe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
host-on-the-eve/.

JonoJiHUTeILHBIE 3a1aHusI IO TeMe 5.1 BBeneHune B kpunrorpadpuueckue MeToabl
3a1MThHI HHpopMaMu

1. ammdpyiite u pacmudpyiite coobmenne «5 Tebds r00II0!» BceMU M3BECTHRIMU Bam
HUCTOPUYECKUMHU U PAMH.

KpnTepml OLCHKH MPAKTHUYE€CKOI'0O 3aHsATHUSA.

3a TmpakTUYeCKOe 3aJaHWEe BBITIONHIETCS OJHA M3 OLEHOK: «OTJIMYHO», «XOPOIIO0Y,
«y10BJIETBOPHUTEIbHOY», HEYA0BJIETBOPUTEIbHO).

OneHka «OTJHYHO» BBICTABIISCTCS, €CIU CTYACHT aKTUBHO paboTaeT B TEYECHUE BCETO
IPAaKTUYECKOI0 3aHSATHs, JAaeT BEpHblE W IOJHbIE OTBETHI HAa BOIPOCHI IMpernojaBarenis U
MOKa3bIBaeT IMpPH ATOM IIIyOOKOE OBJAJCHUE JEKIIMOHHBIM MaTEpUaNOM, BCE YACTH 3aJaHUs
BBITIOJIHEHBl BEPHO (JIOMyCKAarOTCsl HEOOJIbLINE HETOYHOCTH, HE SBISIOLIMECS CIIeACTBUEM
HEe3HaHUs UM HEMOHUMaHus yueOHoro Marepuana). Pabora BeinosiHeHa camocTosTenbHO. PaboTta
c/1aHa ¢ coOmoieHneM Becex cpokoB. CoOITi0IeHbI Bce paBuiIa OpOPMIICHHUS.

OneHka «XOpoII0» BBICTABIISCTCS, €CIIM CTYICHT aKTHBHO Pa0OTaeT B TEUEHHE BCETO
NPAaKTUYECKOr0 3aHsATHs, JaeT BEpHble, HO BO3MOXKHO HEIOJHBbIE OTBETHl Ha BOIPOCHI
npenojaBaTesiss U MOKa3blBaeT MPU 3TOM CBOOOJHOE BIIJICHHE JIEKIIMOHHBIM MaTepUalioM, BCe
YacTH 3aJJaHMs BBIIOJHEHbI BEPHO (JIOMYCKAIOTCSI HETOUHOCTH, HE SIBJISIOIIMECS CIIEACTBUEM
HE3HaHWS WIM HEMOHMMaHHWs Yy4yeOHoro warepuana). PabGora B 1emoM  BBITIOJIHEHA
CaMOCTOSITENIbHO, BO3MOKHO C KOHCYJbTaluel npenojasarens. Pabora caana ¢ cobnoaeHreM
BCEX CPOKOB. JlonmycKkaroTcs He3HAYUTENbHbIE HEJJOUEThl B O(POPMIICHUH.

OneHka «ya0BJIETBOPUTEIBLHO» BBICTABISETCA B TOM CiIydae, KOT/Aa CTYACHT B LIEJIIOM
OBJIAJIEJI CYThIO BOIIPOCOB I10 JaHHOU TeMe, 00HapyKUBaeT 3HaHME JIEKIIMOHHOTo MaTtepuania. [Ipu
ATOM Ha 3aHATHHU BeJIEeT ce0sl MaCCUBHO, JIa€T HEMOJIHbIE OTBETHI HA BOIPOCHI, JOMYCKAET OIMOKU
IIPU OCBEILIEHUHU TEOPETUUECKOI0 MaTepuaa, He MOXKeT 000OIIUTh U CIeJIaTh YETKHUE JIOTUYECKUE
BbIBOZIbI. PaboTa ciaHa ¢ ono3ganueM He Ooiee ABYX 3aHATHH. J[oMycKalOTCs He3HAUUTEIbHbIE
HeJ04eThl B 0hOpMIIEHUH.

OneHka «Hey/10BJ1eTBOPHUTEIbHO» BBICTABISETCS B Cllydae, KOTJa CTYACHT OOHapyKUI
HECOCTOSITENIbHOCTh OCBETUTH BOIPOCHI MIIM BOMPOCH! OCBEIICHBI HEMPABHIBHO, OECCUCTEMHO, C
rpyOBIMU OIIMOKAaMU, OTCYTCTBYIOT IOHUMaHUS OCHOBHOM CYTH BOIIPOCOB, BBIBO/IbI, 0000IIIEHUS,
oOHapyXeHO HeyMeHHe pemaTh yuyeOHble 3a1aun. O0ydaromuiics He MOXKET BBIIOJIHUTH paboTy
6e3 momormu mpernojasatens. Pabora ciaHa ¢ HapylIeHHEM CPOKOB (MO37HEEe YeM uepe3 JBa
3aHATHS). B ohopMiIeHnn MPUCYTCTBYIOT 3HAUUTEIBHBIC HEJJOYETHI.
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2. CnucoK BONPOCOB M (MJIM) 3aiaHMIi /151 IPOBeAeHUsI IPOMEKYTOYHON aTTeCTAUM

38.
39.
40.

41.
42.

BOHpOCLI K 3a49€Ty

OcHoBHBIC TIpaBa rpaxaaf B chepe 00pabOTKM H 3amUThI HHOOPMAIIUH.

OcHOBHbBIEC TMPHUHIMIBI NIPABOBOTO PEryIUPOBaHUsS B 00JacTH OOpaOOTKM W 3aIIUTHI
uHpOpMaLIUH.

HNudopmanusa. OcHOBHBIE CBOMCTBA 0€30MaCHOCTH MH(OpMAaLIMU: KOH(PUIEHIIHAIBHOCTD,
[EJIOCTHOCTB, TIOCTYITHOCTb.

Buaer nndopmannu mo nopsaaky I0CTyma U pacpoCTpaHEHUS.

Orpanundenue noctyna K nHhpopmanuu. 3ammra uHGopmarmu. OObEKTH 3auUThl. Bkl
TalH.

WNudopMannoHHbIe TEXHOIOTHH U HHPOPMALIMOHHBIE CUCTEMBI.

Ob6nagarens nHGOPMAIIUU U ONIEPaToOp MHHOPMALIMOHHON CUCTEMBI.

OTBeTcTBEHHOCTH B chepe 00pabOTKH U 3aIIUTHI HHPOPMALIUH.

[lepconanbHbIe NaHHBIE U TPUHIIUIIBI UX 00PAOOTKH.

. Buyipl mepcoHanbHBIX TaHHBIX: CIENMATbHbIC, OMOMETPHUYECKUE U OOIIEIOCTYITHBIE.
. YcnoBus 00pabOTKU EPCOHANIbHBIX JaHHBIX.

. Cornacue Ha 00pabOTKy MEPCOHATBHBIX JIAHHBIX.

. TpancrpanuyHas nepenaya nepcoHaIbHBIX JAHHBIX.

. IlpaBa cyOBEKTOB MEPCOHATBHBIX JAHHBIX.

. Oneparop nepcoHanbHbIX JAHHBIX U €r0 00S13aHHOCTH.

. Mepsl ob6ecrieuenuns: 6€3011acHOCTH NEPCOHANBHbBIX JaHHBIX.

. KoHTpOo:1b 1 HaJ130p 32 BBINOJIHEHHEM Mep 0 00ECTIeYeHUI0 Oe30M1aCHOCTH.

. YIIOJTHOMOYEHHBIN OpTaH I10 3aIIUTe NMPaB CyOBEKTOB MEPCOHATIBHBIX JAHHBIX.

. IlocnenoBarenbHOCT AEUCTBUI 110 3a1uTe HHPOPMALIUH.

. BeisiBnenne u ananu3 nHQOPMAIIMOHHBIX aKTUBOB.

. @opmupoBanue TpeOOBaHUH 10 3aIUTe HHPOPMALIUH.

. IToxo1pl K MOAETMPOBAHUIO HAPYIIUTENEH HHPOPMAIMOHHON 0€3011aCHOCTH.

. YTpo3bl HH(POPMAIIMOHHOH 0€301MacHOCTH.

. Cpenctsa 3amuTthl HHGOPMAIIIH.

. IIpouieccopsl.

. OcHOBHas (K311 U ONIepaTUBHAs) MaMSITh.

. BcnomorarenbHas namsTh.

. YcTpoiicTBa BBOJa-BbIBOJA (LLIMHBI, MOHUTOPHI, IPUHTEPHI).

. YcrpoiicTBa BBOAa-BbIBO/IA (KJIABHATYPBI U MBIIIHU, BeO-KaMepbl, MUKPO(OHBI).

. O6mwmit coco6 xpaneHus u 00padoTKU HH(DOPMAIIMK B KOMITHIOTEPE.

. IToHsTHS onepaliMoOHHOM U (haitIoBO cHUCTEM.

. CyObeKTbl, 00bEKTHI, METO/BI U MpaBa AOCTYIA, IPUBUIIETUH CYyOBEKTA JOCTYIIA.
. JIMCKpEeMOHHOE yITpaBIEHUE JOCTYIIOM.

. MannatHoe yrnpaBieHHE T0CTYIIOM.

. Unentuduxanus, ayreHTU(HUKALUSA U aBTOPU3ALHAL.

. YipaBiieHue JOCTYIIOM B OTEPAIMOHHBIX crcTeMax cemericTBa Windows.

. Unentudukanus, ayreHTH(UKALMsS W aBTOpHU3alMsid B OIEPALMOHHBIX CHCTEMax

cemetictBa Windows.

Peanuzanus ayaura B OnepalioHHBIX cucTemax cemeiictBa Windows.

VYnpasieHre J0CTYIIOM B ONEPAIHOHHBIX CHCTEMax ceMeiicTBa Linux.

Unentudukanusi, ayreHTU(UKALUS ¥ aBTOPU3ALMS B OMNEPAIMOHHBIX CHCTEMax
cemeticTBa Linux.

Mogpens ISO/OSI.

ApaneKTypa W OCHOBHBIC IIPOTOKOJIBI IOKAJIBHBIX BEIYUCIUTCIBHBIX ceTeil.
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43. Knaccudukanum ceTeBbIX yrpo3, YA3BUMOCTEH U aTak.

44. CeteBble aTaku Ha pa3nnyHbIX ypoBHsIX mozaenu |SO/OSI.

45. Knaccudukanusi BpeIoHOCHOTO MPOrPaMMHOTO 00ECIICYCHMS.

46. [Ipu3HaKy MPUCYTCTBUS BPEJOHOCHOTO MPOIPAMMHOI0 00eCIIeUeHUsI.
47. Metonapl 0OHApYKEHHsI BPEJIOHOCHOTO ITPOrPAaMMHOTO 00eCIICUEHUSI.
48. MecTo 1 pOJIb MEKCETEBBIX SKPAaHOB B 00ECIIEYCHUN CETEBOM OE30MacCHOCTH.
49. Knaccudukanusi MEXCETEBBIX IKPAHOB.

50. OcHOBHBIE BO3MOXXHOCTH MEKCETEBBIX SKPAHOB.

51. IoCTOMHCTBA U HEIOCTATKU MEKCETEBBIX IKPAHOB.

52. Iloctpoenne npaBuil (pUIBTPAIHH.

53. Kpunrorpadust 1peBHEro Mupa.

54. Kpunrorpadus cpeTHIX BEKOB.

55. Kpunrorpadust amoxu Bo3posxneHus.

56. Kpunrorpadust HoBoro Bpemenu.

57. CuMmmeTpuYHas U aCHMMETpUYHAasl Kpurnrorpadus.

58. BBIUNCIUTENBHO CII0KHBIE 33]]a4l MAaTEMaTHKH.

59. Kpunrocucrema RSA.

60. [Tonarue kpunTOrpaMIecKoro MpOTOKOIIA.

61. CBolicTBa MPOTOKOJIOB, XapaKTEPU3YIOIINE UX O€30I1aCHOCTb.

62. Cxembl IU(PPOBOI MOATTUCH.

HpaBn.Ha BbICTABJICHHUA OLICHKHN HA 3a4€TeE.

B mpouecce 3auera TpedyeTcss OTBETUTh Ha OJMH U3 IPUBEJIEHHBIX BhILIE BolpocoB. Ha
IIOArOTOBKY K OTBETY JIa€TCsl HE MEHee | akaleMHU4ecKoro yaca.
ITo nToram 3adera BBICTABIIACTCS OJHA U3 OLEHOK: «3a4TEHOY, «HE 3a4TCHO».

Onenka «3auyTeHO» BBICTABIAETCA CTYIEHTY, KOTOPBIM JIEMOHCTPUPYET BIaJCHUE
COJIep’KaHUEM MaTepuaja U NOHATUHHBIM anlapaToM TEOPHUH IICEBIOCIYyYalHbIX F€HEPaTOPOB;
yYMEET CBA3BIBAaTh TEOPHUIO C MPAKTUKON. B O0TBETE MOTryT IONyCKaTbCs OTAEIbHBIE HETOYHOCTH
(HecylIecTBEHHBIE OIIMOKH ), KOTOPBIE UCTIPABIIAIOTCS CAMUM CTYIEHTOM IOCIIE JONOTHUTEIbHBIX
U (MJIM) YTOYHSIIOIIMX BONPOCOB dK3amMeHaTtopa. Ha yacTh 1ONOJHUTENBHBIX BOIPOCOB CTYIEHT
MOKET HE J1aTh OTBET WM 1aTh HEBEPHBIN OTBET.

Ouenka «He 3a4TeHo» BBICTABISIETCS  CTYACHTY, KOTOPBIM JEMOHCTPHUPYET
pa3po3HEHHbIe, OECCUCTEMHBIE 3HAHM;, OECIOpAOYHO M HEYBEPEHHO M3JIaraeT Marepuai; He
yMEET BBIACIATH TJIABHOE U BTOPOCTENIEHHOE, HE YMEET COCUHATh TEOPETUUECKUE ITOJIOKEHUS C
NPaKTUKOM; JOMyCKaeT IrpyOble OIIMOKK MPHU ONpeIeIEHUH TOHATHH, BCIeICTBUE HETTOHUMAaHUS
UX CYIIECTBEHHBIX Y HECYLIECTBEHHBIX IIPU3HAKOB U CBSI3€H; AACT HEIMOIHBIE OTBETHI, JIOTUKA U
MIOCJIEIOBATEIbHOCTh H3JIOKEHUS KOTOPBIX MMEIOT CYLICCTBEHHBIE U INPHUHLMIIMAIBHBIE
HapyleHUs, B OTBETaX OTCYTCTBYIOT BBIBOJBI. JIOMOJHUTENBHBIE M YTOUHSIOLIME BOIPOCHI
DK3aMEHAaToOpa HE MPUBOIAT K KOPPEKLUMU OTBETOB CTyAeHTa. Ha OCHOBHyK0 4acTh
JIOTIOJIHUTEIIBHBIX BOIIPOCOB CTYACHT 3aTPYAHSACTCA JaTh OTBET WM J1a€T HEBEPHBIE OTBETHI.

Onenka «He 3auTeHO0» BBICTABIIAETCS TAKXKE CTYAECHTY, KOTOPBII B3sUI 9K3aMEHALIUOHHBIN
OuieT, HO OTKAa3aJCs 1aTh Ha HETO OTBET.
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IMpuiaoxenne Ne2 k padoveil mporpaMme Q1 CIUAININHbBI
«be3onacHOCTh B COBpeMeHHO HH(OPMAILMOHHOM cpee»

MeToauuecKkue YKazaHnusl 1Jist oﬁyqamumxcﬂ 10 OCBOCHHUIO JTHUCHHUIIINHBI

OcHoBHOU (hopMO# HM3TOKEHHST Y4eOHOTO MaTepuana Mo JAUCHUILIMHE «be30macHOCTh B
COBPEMEHHOM MH(OPMALMOHHON cpene» SBIAIOTCS JIEKLUH, YTO CBS3aHO, IPEXJEe BCEro, ¢
HOBM3HOH Marepuana i oOydatommxcs. [1o O0NBIIMHCTBY TEM MPETyCMOTPEHBI PAKTUYECKHE
3aHATHSA, LEJIBI0 KOTOPBIX SIBJIETCS 3aKPEIUICHHE JIEKIIMOHHOTO MaTepuaia IyTeM pPELIeHUs
CHelHaIbHBIM 00pa30oM NOJO0OPaHHBIX MPAKTHYECKUX 3ajad.

JUis  ycremHoro OCBOCHHSA AMCLMILIMHBI  BaXKHO  CAMOCTOATEIBHOE HU3YYEHHE
TEOPETUYECKOI0 MaTepuajga M PELIEHUE MPAKTUYECKUX 3aJad, KaKk B ayJIUTOpUHU, TaK U
CaMOCTOSITENIHO B KAUECTBE CaMOCTOATENIbHOM paboThl. [IprmMeps! perienns 3agad pa3ouparorcs
Ha JIGKIUSAX M TPAKTHUYECKUX 3aHATUSAX, MPHU HEOOXOAMMOCTH IO Hauboiee TPYAHBIM TeMaMm
IIPOBOASTCS JOIIOJIHUTENNbHBIE KOHCYJIbTaluu. OCHOBHAS LIEJIb PEIICHUS TPAKTUYECKUX 3a7ad —
MIOMOYb YCBOUTH OCHOBHBIE TOHATHUS HH(POPMAIIMOHHOMN O€30MTaCHOCTH, UX OIIPEICIICHUS, a TAKKe
OCHOBHBIE METOJIbl M CpezcTBa obecrieueHuss MH(opManMoHHON OezomacHocTu. st peuieHus
3a/7a4 HEOOXOAMMO HE TOJBKO 3HaTb, HO M MOHUMAaTh JIGKIMOHHBIM Matepuain. [loatomy B
npolecce U3y4eHHsl TUCHMIIMHBI PEKOMEHyeTCsl peryyisipHas paboTa ¢ KOHCHEKTaMM JICKIUH 1
PEKOMEHI0BaHHOM JIMTEPATYPOH.

bosibioe BHHMaHHME JOJDKHO OBITH YAEIEHO caMoOCTOsATENbHON pabore. B kauecTBe
3a/laHuil JJI1 CaMOCTOSITENIbHOM pabOoThI J0Ma CTYAEHTAaM IPEAaraioTcs 3aJayuu, aHaJIOTHYHbIE
pa300paHHBIM Ha JEKIMIX U MPAKTUYECKUX 3aHATUAX WU CXOXKHE C HUMHU.

JUis mpoBEepKHM M KOHTPOJS YCBOEHHSI TEOPETUYECKOrO0 MaTepuasa, MpUOOPETEeHHBIX
IPAaKTUYECKUX HABBIKOB pabOThI ¢ OCHOBHBIMH MOHSATHSAMU B TeUeHHE OOy4YEHHs IPOBOAATCS
MEPONPUATHS TEKYyILeH aTTecTaluy B BUJE TECTUpOBaHUU. Takke MPOBOJATCS KOHCYJbTALUU
(mpu HEOOXOMUMOCTH) IO JICKIIMOHHOMY MaTepually u pa30opy HEKOTOPBIX 3aJaHuil s
CaMOCTOSITENIbHOM paOOThI.

B xoHIIe M3y4YeHMS AMCUMIIINHBI CTYIEHTBI CIAI0T 3a4eT. 3a4ET IPOBOJAUTCS HA OCHOBAHUNU
BBITMIOJTHEHUSI TECTOBBIX 3aJaHUIl U cobeceJoBaHUsI Ha OCHOBAaHMM CIHMCKAa BOIPOCOB K 3aueTy,
KOTOPBIA OXBATHIBAET ITOJIHOCTBIO BCIO IPOrPAMMY JUCLUIUIMHBIL.

YyeOHo-MeTOANYECKOE 00ecTIeueHne
CaMOCTOSITEJIbHOW PadoThI CTYIEHTOB MO TUCIUILINHE

Jl1st caMOCTOSTENFHON pabOTHI PEKOMEH TyeTCs HCITOJIb30BaTh CIEIYIONTYI0 YUeOHYIO
JUTEpaTypy:

1. Tanenbaym 3. Apxurekrypa kommbtorepa. / J. Tanenbaym; [mep. c¢ anra. lO.
I'opoxosckoro, [I. IllunatskoBa] - 5-e wuzn. - CII6.: ITurtep, 2013. - 843 c.
(akameMIUecKoe U3JI0KEHNE MaTepraa Mo apXUTeKType KOMITBIOTEPA).

2. Tanen6aym D. CoBpeMeHHbIe onepaiuonHble cucteMsl. / D. TanenOaym, X. boc; [nep.
c anri. A. JleontseBoit, M. ManeimeBoit, H. Bunsunnckoro] - 4-e uza. - CI16.: [Tutep,
2019. - 1119 c.: un. (akageMUYecKoe H3II0KEHHE MaTepuana Mo ONepanruoHHBIM
CUCTEMaM).

3. Tanenbaym D. Kommbrotepubie cetu. / D. Tanenbaym, [1. Yazepoinn; [nep. ¢ anri. A.
I'peGenbkoBa] - 5-e uzn. - CII6.: [Tutep, 2019. - 955 c. (akameMuueckoe MU3JI0KEHUE
MaTepuana Mo KOMIbIOTEPHBIM CETSIM).

4. Andepon A.Il. OcuoBbl kpunrorpaduu. Yuednoe nocodue. / A.Il. Andepos, A. O.
3y6oB, A.C. Ky3pmun, A.B. Uepemymkun. M.: T'emuoc APB, 2005. 480 c.
(axagmeMuuecKoe U3JI0KEeHHEe MaTepuana 1o Kpunrorpapun).
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