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1. Iesin ocBOeHUSsI AUCHUIIIMHBI

JucuuiuinHa «be3omnacHocTs B COBPEMEHHON MH(pOpMallMOHHOHN cpene» obecreynBaer
npuodpereHue O00ydaroIMMHUCA 3HAHUM, yYMEHMM W HaBblkOB 1o kommnereHuuu OIIK-1.
«CrocobeH NOHUMAaTh NPUHLIMIIEI Pa0OThl COBPEMEHHBIX MH(MOPMALMOHHBIX TEXHOJOTUH M
UCTOJIB30BaTh UX JUIA pelIeHHs 33734 Npo(ecCHOHANBHON nesTensHocTH» DepepaabHOro
roCyJapCTBEHHOI0 00pa30BaTEIbHOTO CTAaHAAPTA BBICIIEr0 OOpa30BaHUS IO HAIPABICHHIO
noaroroBku 39.03.01 Conuonorus.

OCHOBHOW LENBbI0 M3YYEHUS IUCLUIUIMHBL SBISETCS TEOpETHYEeCKas M IpaKTHYecKas
MOJArOTOBKA O0yYarOIIUXCsl K JeATEIbHOCTH, CB3aHHOM C IPUMEHEHUEM COBPEMEHHBIX CPEICTB
U METOJI0B 3aIlUThl HH(OPMALUK B MOBCEJHEBHON M NMpodeccuoHalIbHON AesTenabHocTH. Kype
JIaeT MPEeJICTaBICHHE O MECTE€ U POJIH MH()OPMAITMOHHOW 0€30MacHOCTH B COBPEMEHHOM MHPE.
Ero usyueHue naer BO3MOXXHOCTb CO3HATEJIbHOI'O HCIOJIb30BAHUS, OOPAOOTKM M 3alUThI
uH(pOopMaLIUH.

2. MecTO AMCUMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHON NPOrpaMMbl

JlaHHas! TUCIUIIMHA OTHOCUTCS K 00s13aTeNIbHON YacTH 00pa30BaTeIbHOM MPOTPAMMBI.

JucuuruinHa «be3onacHOCTh B COBpEMEHHOM MH(OPMAIIMOHHON Cpeiey UIPpaeT BaXHYIO
poITb i 00IIepOodeCCHOHATBFHON MTOATOTOBKH 00YYaOIIerocs..

3. [lnanupyemMblie  pe3yJbTaThl OO0y4YeHHS] 1O JUCHHUIJINHE, COOTHECEHHbIe C
IVIAHUPYeMbIMU pe3yJbTatamu ocBoenusi Ol 6akanaBpuara

[Tponecc n3yueHus QUCUUIUIMHBI HAPaBiIeH Ha (GOpMUPOBAHHE CIEAYIONIMX KOMIIETCHIIUI
B cooTBeTcTBUU ¢ ®PI'OC BO, OOII BO u npuoOpereHus cieayromux 3HaHui, yMEHHH,
HaBBIKOB U (WJIN) ONBITA JESTEIbHOCTH:

dopmupyemas NHaukaTop 10CTHKEHN S Ilepeyennb
KOMIIeTeHI Ul KOMIIeTeHIIUH IUVIAHMPYEMBbIX pe3yJIbTaTOB
(kox m (ko u popmyaupoBKa) o0y4eHus
¢opmyHpoBKa)
Oo6umenpodgeccuoHaTbHbIE KOMIIETEHIMHU
YK-4. Cnocoben N-YK-4.4. Bener nenoByro 3HaTh!
OCYIIECTBIISATh MIEPETINCKY, YUUTHIBAS 0COOEHHOCTH CTHJINCTUKU
JIEJIOBYIO 0COOEHHOCTH CTUJIMCTUKU | OQUIMATBHON U Heo(pUIMAIbHON
KOMMYHHUKAIHIO B | ouIIMaIbHBIX U | TIEPENUCKU Ha PYCCKOM SI3BIKE.
YCTHOM U | HeOQUIMATIbHBIX THCEM, Ha YMmers:
NUCbMEHHON (hOpMax | TOCyIapCTBEHHOM SI3bIKE. YUUTHIBATh 0COOEHHOCTHU
Ha TOCYJapCTBEHHOM CTHJINCTUKH ourmansHOM "
a3pike  Poccuiickon Heo(UIIMATLHON  TIEPENUCKH  Ha
®denepanyu " PYCCKOM SI3BIKE.
MHOCTPaHHOM(BIX) Baaners:
A3bIKe(ax) CIOCOOHOCTBIO BECTH JIETIOBYIO
MEPENHCKY Ha PYCCKOM SI3BIKE
VK-8. Crniocoben N-YK-8.2. BoisBisier 3HaTh:
CO3/1aBaTh U | Ipo0JIeMbl, CBS3aHHBIE C TEXHUKY 0€e301acHOCTH Ha
MOJJIEP>KUBATH B | HAPYIICHUSIMH TEXHUKHU pabouem MecTe u Mepbl
MIOBCEHEBHOM >KM3HU | O€30MIaCHOCTH Ha paboueM MIPEIOTBPALLEHUS Ype3BbIYAHBIX
u B | MecTe; IpeJyiaraeT CUTyalui
npodeccuOHATBLHON MEPOIPUSITHS 110 YMeTh:!




JeATETbHOCTH
Oe30macHbIe  YCIOBHS
KU3ZHEACSTEIIbHOCTH
TUIS COXpaHEHUS
IPUPOJHOM  Cpenbl,
obecrnieueHus
YCTOMYUBOIO
pa3BuUTHs OOIIECTBA,
B TOM 4YHCIE IIpH
yrpose u
BO3HUKHOBEHUU
Ype3BbIYANHBIX
CUTYyallUd U BOEHHBIX
KOH()JIMKTOB

MPEeA0TBPALIEHUIO
YpEe3BbIYANHBIX CUTYaIIUH

BBISIBIISITh HAPYIICHUS TEXHUKY
0e30macHOCTH Ha paboueM MecTe

Biaagern:

CIIOCOOHOCTBIO  IMPEAOTBpAILATh
HapyIICHUS] TEXHUKY O€30MacHOCTH
Ha paboueM MecTe W uYpe3BbluaiiHbIe
CUTYaIUH.

OIIK-2.
Cnoco0eH noHuMaTh
IPUHLIUIIBI paOOTHI
COBpPEMEHHBIX
WH(OPMAITMOHHBIX
TEXHOJIOTUHN U
UCIIOJIb30BATh UX IS
pelieHus 3aaau

N-OIIK-2.1. Ucnonb3yer
nH(pOpMaIMOHHO-
KOMMYHHKAITHOHHBIC
TEXHOJIOTHH U MPOrPaMMHBIE
CpeZICTBa AJIS TIOUCKA,
00paboTKH OOJIBLITUX 00BEMOB
uH(pOpMaLIUU 1O
MOCTaBJICHHOM Mpo0IeMaTHKe

3HaThb:

apceHasl HHPpOpPMaIMOHHO-
KOMMYHHUKATHUBHBIX TEXHOJIOTHI U
IIPOTrPaMMHBIX CPECTB,
UCTIOJIE3YEMBIX B PO ECCHOHATHHON
IEeITEIbHOCTH

YMmerhb:

M0JIB30BaThCS MHPOPMAITMOHHO-

npodeccuOHaTHLHON Ha OCHOBE CTaHAAPTOB U HOPM, | KOMMYHUKAaTUBHBIMHU TEXHOJIOTUSIMHU
JeSITebHOCTH HPUHATHIX B JUIs pelIeHns NpoecCHOHAIbHBIX
npodeCCHOHATBHON cpesie, M ¢ | 3a/1a4
y4eToM TpeOOBaHUI Baaners:
MH(pOpMaLOHHON HaBbIKaMHU UH(POPMAIIMOHHOM
0€30I1aCHOCTH. KYJBTYpbI B IpO(hecCHOHAIBHOM
cdepe u cobmroaaTh TpeOOBaHUS
UH(POPMALIMOHHON 6€3011aCHOCTH
N-OI1K-2.4. 3naeT 0OCHOBBI 3HaTh:
UH(POPMALMOHHOM HPUHIMIBI U IPaBUIIA
0€301MacHOCTH. nH(}OPMaLIMOHHON 6€30MacHOCTH
Ymern:
MPUMEHSTH MTPaBHIIa
MH(POPMALIMOHHOM G€3011aCHOCTH B
npo¢eCCUOHATBHON IeATETLHOCTH
Biaagern:
HaBBIKAMHU KYJBTYPHI
MH(POPMALIMOHHOM 0€30MacHOCTH U
MIPUMEHSIET B HAY4YHOU cepe
OIIK-3. N-OIIK-3.1. Ucnonb3yer 3HaTh:

Cnioco0eH BBIACHATS,
CHCTEMaTH3UPOBATh U
UHTEPIPETHPOBATH
coJiepKaTeabHO
3HAYNMBIC
IMIUPHYUECKUE
JTAHHBIE U3 TTIOTOKOB
uHpopManuy, a
TaKXe CMBICIIOBBIC
KOHCTPYKIIUHU B

METOJMKH CUCTEMaTH3aIH U
CTaTUCTHYECKOH 00paboTKH
MOTOKOB MH(OpMaIuy,
UHTEpIpeTaluu
COJIepKaTebHO 3HAYUMBIX
HMIUPHYECKUX JAHHBIX.

METOJOJIOTHIO 1 METOJUKHU
cUCTEeMaTHU3allu1 SMITUPUYECKUX
JaHHBIX

Ymersn:

BBIICIIATh U UHTEPIIPETUPOBATH
CoJIepKaTeNIbHO 3HAYUMBbIE JTAHHBIE

Baaners:

HaBBIKAMU CTaTUCTHYECKON
00paboTKH NOTOKOB MH(POPMAIIH U
€e HHTepIpeTaIiu




OPUTHHAILHBIX
TEKCTaxX U
UCTOYHUKAX I10
po¢uITIo
JESITEIIbHOCTH

4. O0beM, CTPYKTYpA U cojiep KaHHe TN CIUTIIHHbI
OO01mast TpyA0€MKOCTh JUCIUIIINHBI COCTABIISAET 2 3a4ETHBIC SAMHUIIBI, /2 aKkaJl. Jaca.

Ne Tembl (pa3zaens) Buabl yueOHbIX 3aHATHI, DopMBbI TEKYLLET0
n/n AUCHUILINHBI, BKJIIOYASl CAMOCTOSATEIbHYI0 KOHTPOJIS
UX COJepKaHne = padoTy CTYIeHTOB, ycneBaeMoOCTH
$ M UX TPYAOEMKOCTh
s (B akageMHU4YeCKHX 4acax) dopma
© NPOMEKYTOUYHOM
aTrecTanuu
(no cemecmpam)
KonraktHasi pabora
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Pa3nen 1 (IIpaBoBbie n 2 6 3
OpraHu3alnMoOHHbIE
OCHOBBI
olecnieueHust
HHpopMaALOHHOI
0e30MacHOCTH B
Poccuiickon
Denepauum
Tema 1.1 |IIpaBoBbIE OCHOBBI 2 | 2 1 |Tect
o0ecrnieueHus
MH(OPMAaIMOHHOM
0€30MacHOCTH
Tema 1.2 (3amuta 2 | 2 1 |Tecr
MEPCOHATBHBIX
JTAHHBIX
Tema 1.3 |Opranu3anvoHHbIE 2 | 2 1 |Tecr
OCHOBBI OO€cIIeYeHHUs
nH(OPMaLOHHON
0e30macHOCTH
6 mom yucie ¢ 30 u 6 3 |Bunpeonexmun
/[OT TEKCTOBEIC
MaTepHaIbl
y4eOHOro mocoous,
MPE3CHTAINH, TECT B
OVK B




DemidOnline

Pa3znen 2 |ApxuTekTypa
KOMINbIOTEPA
Tema 2.1 |ApxurekTypa Tect
KOMITBIOTEpa
6 mom wucne ¢ 30 u Buneonexnuu
J[OT TEKCTOBBIC
MaTepHuabl
y4e0HOTro mocoous,
MIPE3CHTAIINH, TECT B
OVK B
DemidOnline
Pa3nen 3 |OcHOBBI Tect
uHGOPMALMOHHOM
0e30IacHOCTH B
onepamuoOHHbIX
cucTeMax
Tema 3.1 |BBenenue B Tect
UH(POPMAITMOHHYIO
0€3011aCHOCTD
OTIepaIIMOHHBIX
CHCTEM
Tema 3.2 |MudopmannonHas Tect
0€301aCHOCTD
OTIepaIMOHHBIX
CHCTEM CEMENCTBaA
Windows
Tema 3.3 |MudopmannonHas Tect
0€3011aCHOCTD
OTIepaIMOHHBIX
CHCTEM CEMEICTBa
Linux
6 mom yucie ¢ 30 u Buneonexkuumn
J[OT TEKCTOBEIE
MaTepuabl
y4eOHOT0 1mocoous,
Mpe3eHTAIUH, TECT B
OVYK B
DemidOnline
Pa3znen 4 |OcHOBBI
HHpopMaAOHHOI
0e30IacHOCTH B
JOKAJLHBIX
BBLIYHCJIHTEIbHBIX
ceTsax
Tema 4.1 |BBenenue B Tect
ApPXUTEKTYPY
JIOKQJIBHBIX
BBIYMCIUTENBHBIX
ceTeH
Tema 4.2 |CereBble yrpo3bl U Tect

METOBI




MPOTUBOICHCTBUS UM
Tema 4.3 |MexceTeBbIe SKpaHbl | 2 1] 3 3 |Tecr
6 mom yucne ¢ 30 u 313 11 Buaeosnekuuu
J[OT TEKCTOBEIC
MaTepuabl
y4eOHOT0 1mocoows,
MPE3CHTAINH, TECT B
OVK B
DemidOnline
Paznen 5 [Kpuntorpadpuuecku| 2 2 2 3
€ MeTO/IbI 3aIUThI
uHopmanuun
Tema 5.1 |BBenenue B 2 2 2 3 |Tecr
Kpunrorpaguieckue
METO/IbI 3aIHUTHI
nHpopmauu
6 mom uucne ¢ 30 u 2 1 3  |Buaconekiuun
/[OT TEKCTOBbIC
MaTepuabl
y4ueOHOro mocoous,
MPE3CHTAINH, TECT B
OVK B
DemidOnline
2 0,3 | 10,7 |3auer
Bcero 3a 2 cemecTp 72 | 16 | 16 0,3 | 37,7
Bcero 72 | 16 | 16 2 | 03| 37,7

Coaepsxkanue pa3aejioB NIPOrpaMMbl THCHHUIINHBI
«be3onacHocTh coBpeMeHHOH MHGOPMAILMOHHOM cpeae»

Pasznen 1. IlpaBoBble M OpPraHM3alMOHHBIE OCHOBBI O0ecrevyeHHss WHGOPMALMOHHOI
O0esonacHoctHu B Poccniickoit @enepanuu.

Tema 1.1. IIpaBoBbIe OCHOBBI OOecTIeUeHNsI HTHPOPMALMOHHOM O€30MacHOCTH.

OcHoBHBIE TIpaBa TpakJaH B cdepe o0paboTku M 3amuThl HHGopManuu. OCHOBHBIE
NPUHLIMIIBL TIPABOBOTO PETyJIHMpPOBaHUS B oO0jacTM 0OpabOTKM M 3allUThl HHGOPMALUU.
Nudopmanusa. OcHOBHblE cBoOiicTBa 0e€30MacHOCTH HHGpOpMAIMU: KOH(PUIECHIIMATBHOCTD,
LEJIOCTHOCTh, JOCTYMHOCTb. Buabl MHpoOpMaMu Mo MOPSAKY JOCTyHa M PacHpOCTPaHEHUS.
Orpanuuenue poctyna K wuH(opmamuu. Buael TaitH. OOnagatens  uMHGpOpMAaIMH.
Nndpopmannonnsle texHosoruu. MHdopmannonHsle cucrembl. OmnepaTop HH(DOpMaMOHHON
cucteMbl. 3ammra uHpopMmanuu. OOBEKTHl 3alUTHL. BuIbl OTBETCTBEHHOCTH B cdepe
00paboTKH M 3alIUTHI UH(POPMALIUH.

Tewma 1.2. 3amura nepcoOHAIBbHBIX TAHHBIX.

[TepcoHaybHBIE JTaHHBIE W TPHHIWIBI WX O0paOOTKH. BHIBI MEepCOHATBHBIX JIAHHBIX:
CHelMallbHble, OMOMETpUYECKHe M OOIIeNOCTYIHBIE. YCIOBUS OOpaOOTKH TMepCOHATBHBIX
nanHbix. Corymacue Ha 00paOOTKy TNEepCOHANbHBIX JaHHBIX. TpaHCrpaHM4yHas Iepeaaya
MEePCOHANBHBIX JaHHBIX. [IpaBa cyOBEKTOB MEepCOHANBHBIX JaHHBIX. OmepaTop MEepCOHATBHBIX
JAHHBIX W €ro o00s3aHHOCTH. Mepbl obOecriedeHHs O€30MaCHOCTH TIEPCOHAIBHBIX JIAHHBIX.
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KoHTposb 1 HaA30p 3a BBIMOJTHEHUEM MEp MO 00ecreueHnt0 0€30MacHOCTH. Y TIOJTHOMOYCHHBIN
OpTaH 1o 3a1uTe IIpaB Cy6’b€KTOB NCPpCOHAIBHBIX JAHHBIX.

Tema 1.3. Opranu3anoHHbIE OCHOBBI 0OecTiedyeHNUs HH(POPMAIMOHHON 0€3011acHOCTH.

Kakue Bompocel cTaBuT mH(popManuoHHas 6e3omacHOCTh? [locienoBarenbHOCTh ACHCTBUN
no 3amure uHbopManuu. BeisBieHrne W aHaIW3 UHPOPMAIMOHHBIX aKTUBOB. DOpMHUpOBaHUE
TpeboBaHuil mo 3ammre uHpopManuu. [loaXoabl K MOJCIMPOBAHHUIO HAPYIIUTENEH M Yrpo3
uH(pOpMallMOHHON Oe3omacHOCTH. BpIOOp cpeacTB M METOAOB 3alIMThl  MH(OpMALUU.
Buenpenue cucteMsl 3a1uThl HHOOPMAIMH. JKCIUTyaTalysl CHCTEMBI 3aIIUTHI HHPOPMALIUH.

Pa3nes 2. ApxuTekTypa KOMIIbIOTEpPA.

Tema 2.1. BBeieHue B apXuTeKTypy KOMIIBIOTEpA.

[Tpoueccopel. OcHOBHas (K311 UM OIepaTUBHAs) NamATh. BcromorarenbHas NaMsThb.
YcTpoiicTBa BBOAA-BbIBOIA (IIIMHBI, MOHUTOPBI, KJIaBUATYPHI U MBIIIH, BeO-KaMephbl, IPUHTEPHI).
[lepcoHasnbHbIE KOMIIBIOTEPHI U MOOUJIBHBIE YCTPONUCTBA.

Pa3nen 3. OcHoBbl HHGOPMAIITHOHHON 0€30MMACHOCTH B ONEPAIMOHHBIX CHCTEMAX.

Tema 3.1. BBenenue B HHPOPMAIIMOHHYIO 0€301IaCHOCTH ONIEPAIIMOHHBIX CHCTEM.

OOmmii cnoco6 xpaHeHus © 00paboTku wuHpopManmuu B KommbioTepe. [loHsATHS
ormepanuoHHoi u (¢ainoBoit cucreM. CyObeKThl, OOBEKTHI, METOAbl W TMpaBa JOCTYIA,
npuBWIErMM CcyObekTa Jocrtyna. JIMCKpPELMOHHOE YIpaBlIEHWE JIOCTYIIOM, MAaHAAaTHOE
yhpaBieHue AocTynoM. Mnentudukanus, ayTeHTUGUKALUS U aBTOpu3alusa. AyTeHTHUKALUS
Ha OCHOBE 1apoJiei, HA OCHOBE BHEUIHUX HOCUTEJEH Kiltoua, OnoMeTpudecKkas ayTeHTU(PUKALUS.

Tema 3.2. UadopmannonHas 6€301macHOCTh ONEPaIMOHHbBIX crucTeM cemeiictBa Windows.

VYnpaBjeHne T0CTYIIOM B ONEPAMOHHBIX cucTemax cemeiicrBa Windows. Mnentudukarms,
ayTeHTU(HKALUS 1 aBTOPU3ALKs B ONEPAMOHHBIX cuctemMax cemeiictBa Windows. Peanuzarus
ay/iuTa B ONEPaIlMOHHBIX cucTeMax cemeiicrBa Windows.

Tema 3.3. UadopmannonHas 6€30MacHOCTh ONEPAIIMOHHBIX CHCTEM ceMeiicTBa Linux.

VYnpaBjaeHre J0CTYIIOM B OIEPAIMOHHBIX CHCTeMax cemeiictBa Linux. Wpentudukarms,
ayTeHTU(HKALUS U aBTOPH3ALlMs B OMEPAlMOHHBIX CHCTeMax cemeiicTBa Linux. Peammzanus

ayJiTa B OMEPAIMOHHBIX CHCTEMax ceMercTra Linux.

Pa3znen 4. OcHoBbl MH(GOPMAIMOHHONH 0€30MACHOCTH B JIOKAJIbHBIX BBHIYUCIUTEIBHBIX
ceTsX.

Tema 4.1. BBenieHue B apXUTEKTYpy JOKaJIbHBIX BEIYUCIUTENBHBIX CETEH.

JlokanbHble BbluMcAHTENbHBIE ceTH. Mogens ISO/OSI.  Apxutektypa ¥ OCHOBHBIC
MTPOTOKOJIBI JIOKATBHBIX BEIUHCITHTEIBHBIX CETEH.

Tema 4.2. CeteBble yrpo3bl U METOJIbI TPOTUBOICUCTBUS HM.



Knaccudukanum cereBbx yrpos, ysa3BuMocTed u atak. CeTeBble aTakKd Ha Pa3IMYHBIX
ypoBHsix Mogenu ISO/OSI. Knaccudukanus BpeIOHOCHOTO IMPOrPaMMHOTO OOCCICUCHHUSI.
[Tpu3Haky NpUCYTCTBHS BPEJOHOCHOTO MTPOrPAMMHOTO o0ecreueHusi. MeToabl OOHapyKEHHUS.

Tema 4.3. MexceTeBble SKpaHbl.

MexceteBbie dkpanbl (MD). Mecto u poins MD B obecniedeHHH ceTeBOM 0€30MMacHOCTH.
Knaccudpukanus MD. OcHoBHbIE BO3MOXXHOCTH MD. JlocTomHcTBa W Hemoctatku MDO.
[Toctpoenue npaBuil GUIBTPALIUH.

Pa3nen 5. Kpunrorpadguyeckne MeToAbl 3alIIUTHI HHPOPMALIMH.
Tema 5.1. BBenenue B kpuntorpadguueckue METOIbI 3alIUThl HH(DOpMAITUH.

Hcropuueckuii o4epk pa3Butug Kpuntorpadpuu. CuMMeTpu4yHas H aCHMMETpPHYHAs
kpunrorpadus. BeUUCIUTENFHO CIOXKHBIE 3agadd  Marematukd. Kpunrocucrema RSA.
[Tonstue xpunrorpaduyeckoro mnportokona. CBONHCTBA HPOTOKOJIOB, XapaKTEPU3YIOLIHE HX
6e3omacHoCcTb. CxeMbl IU(PPOBON MOAUCH.

5. 06p330BaTeJ'[bele TEXHOJO0I'MA, B TOM YUCJI€ TEXHOJOI'UH 3JICKTPOHHOI'O oﬁyqe}mﬂ Hu
AUCTAHIHUOHHbIC 06pa3033Teanue TEXHOJIOTMH, UCII0JIb3YEMbIC IIPH OCYINECTBJICHUUA
06p330BaTeJ'[bHOFO nmpouecca mo ITMCIHUuIlJInNHE

B nponecce 00ydeHus NCTIONB3YIOTCS CIEAYIOIINE 00pa30BaTEIbHbIE TEXHOIOTUU:

AxageMuyecKkasi JJeKIus (WIK JIEKIHs 00IIEero Kypca) — ocjieIoBaTelIbHOE U3JI0KEHHE
MaTepuaga, OCYLIECTBISEMOE IPEUMYHIECTBEHHO B BHUAE MOHOJIOIa  IPENOAaBaTEls.
TpeboBaHMs K aKaJeMHUYECKOH JIEKLMU: COBPEMEHHBIH Hay4HbI YpOBEHb M HACBILICHHAs
UHPOPMATUBHOCTh, YOEIWTEIbHAs apryMEeHTalus, IOCTYNHas W TOHSATHAs peYb, YETKas
CTPYKTypa M JIOTHKA, HalU4ue SPKUX MPUMEPOB, HAYUYHBIX [OKA3aTeIbCTB, OOOCHOBAHMIA,
(bakToB.

IIpoGiaemHas JeknMs — W3JIOKEHHE MaTepuaina, IPEANoiaraniee IMOCTaHOBKY
HpO6J’ICMHLIX U JUCKYCCHOHHBLIX BOIIPOCOB, OCBCIICHHUE PA3JIMYHBIX HAYYHBIX IIOJAXOI0B,
aBTOPCKHE KOMMEHTApHHM, CBSI3aHHBIE C PA3JIMYHBIMH MOJEISIMH MHTEPIPETALUU HU3Y4aeMOI0o
matepuaia. [IpoGiaemHast JIeKIusl HaurHAETCs ¢ BOIPOCOB, C MOCTAHOBKH MPOOJIEMBI, KOTOPYIO B
XO0JIe M3JIOKEHUs MaTepuajia HeoOXOAMMO pemuTh. B jekiuu coderaroTcst mpoOjeMHbIE U
uH(popMaloHHble Hayana. [Ipm 3TOM mpolecc MO3HAHUS CTYIEHTOB B COTPYJHUYECTBE M
JMajore ¢ mpenojaBareiaeM MpUOIMKaeTcss K MOMCKOBOM, MCCIIEAOBATENbCKON J1EATENbHOCTH.
CopnepxaHue mpoOJeMbl pacKpblBaeTCs IyTEM OpraHU3alluy IOMCKAa €€ pEelIeHUs WU
CYMMHpPOBAHMS U aHaIN3a TPAAULIMOHHBIX U COBPEMEHHBIX TOUEK 3PEHUS.

IIpakTnyeckoe 3aHATHE — 3aHATHE, IOCBAILIEHHOE OCBOEHUIO KOHKPETHBIX YMEHUH U
HABBIKOB U 3aKPEIUICHUIO TIOJYyYEHHBIX HA JEKLIUU 3HAHUM.

OneKTpOHHBINH yueOHBIN Kypc «be3onacHOCTh B COBpeMeHHON MH(OPMAIIMOHHOHN cpejiey» Ha
mwiatdopme onnaiiH-o0ydenus DemidOnline, B koTopom:
— TpEeICTaBJICHbI BUACO-JIEKIHMH 110 BCEM TeMaM JAUCHIMILINHBI U IPE3EHTALUN K HUM;
— TPEICTaBJICHbI TEKCTHI JIEKIIMH 110 BCEM TeMaM JUCLIUIIIINHBL;
— TpEeICTaBJICHbI MPaBUJIa MPOXOXKIEHUS MPOMEKYTOUHON aTTECTALIUU MO TUCIUIUINHE;
— TIIpEeACTaBJIEHBl TECThl IO TeMaM JUCHMIUIMHBI Ui CaMOCTOSITENbHOW paboThI
00ydJaromuxcs;



— TocpeAcTBOM  QopyMa  OCYIIECTBISIETCS CHUHXpPOHHOe U (WIM) AaCHHXPOHHOE
B3aMMOJICHCTBHE MEXKIy OOYJAarOIIMMHCS M TMPENoJaBareleM B paMKaxX H3yUCHHS
JUCIUTUIAHBI.

6. IlepeyeHb JIMIIEH3MOHHOT0 M (MJH) CBOOOJHO PACHPOCTPAHSIEMOr0 NPOrPaAMMHOIO
o0ecrmeyeHusl, MCIOJIb3YeMOT0 IPH OCYIIECTBJIEHHMH O00pPa30BaTeILHOrO Mpolecca Mo
AUCHUILIAHE
B niporiecce ocymiecTBieHusi 00pa3oBaTEIBHOTO MPOIECcca UCIIOIb3YIOTCS:
— MpPOrpaMMHOE OOEcClieYeHHe ISl CO3JaHHus W JICMOHCTPAllMd  IPEe3eHTAIUH,
WITIOCTPAIMNA U IPYTUX YUeOHBIX MaTepHAaJIOB:
Microsoft Windows (B cocraBe Microsoft Imagine Premium Electronic Software
Delivery);
Microsoft OfficeSTD 2013,;
Virtual Box (cBo6oano pacnpoctpansemoe 110);
— Ubuntu (cBoboaro pacnpoctpansemoe [10);
— Kali Linux (cBoboano pacmpoctpansemoe I10).
— I ToMcKa ydeOHoW muTeparypsl Oumbmmorekm Spl'Y — ABToMarusmpoBaHHAS
oubnuoreynas undopmarnronnas cucrema «bYKU-NEXT» (ABUC «byku-Nexty);
— IIPU NPOBEJCHUH JICKIIUH HCIIOJIB3YIOTCS MYJIbTUMEIUHHbBIC PE3CHTAIINY;
— TMpU TPOBEICHUU JIAOOPATOPHBIX pabOT HCHONB3YIOTCS CPEACTBA BBIYHCIUTEIHHOMN
TEXHUKH, TTOJICPKUBAIOIINE TIEPEUUCIICHHOE IIPOTPaMMHOE 00eCTIeYeHNE.

7. IlepeyeHb coBpeMeHHBIX MNPodecCHOHANBHBIX 0a3 JaHHBIX W HMHG(OPMAIMOHHBIX
CIIPABOYHBIX CHCTEM, HCII0JIb3YeMbIX NIPH OCYLIEeCTBJICHHH 00pPa30BaTeIbHOI0 Mpolecca 1no
AUCHUILINHE

1. DanexTponnsblie karajgoru Hb SApl'Y

(http://lwww lib.uniyar.ac.ru/opac/bk_cat_find.php) cogepsxat 6Gubnuorpaduueckue 3amucu
BCEX BHUJOB JIOKYMEHTOB, COCTABJIAIOMUX (OHA OMOIMOTEKH, HA PYCCKOM M HHOCTPAHHBIX
A3BIKAX.

2. DJIeKTpOHHAsl OUOIHOTEKA yueOHBIX MaTepuasioB Spl'yY

(http://lwww lib.uniyar.ac.ru/opac/bk_cat_find.php) comepkut 6Gonee 2500 mOIHBIX
TEKCTOB Y4YeOHBIX UM Yy4eOHO-METOJUYECKHX MaTepPHajioB TI0 OCHOBHBIM H3Yy4aeMBIM
JUCLMIUIMHAM, W3JaHHbIX B YyHHMBepcuTeTe. JlOCTym B CE€TM YHHBEpPCHUTETa, JMOO IO
JIOTUHY/TIApOJTIO.

3. CnpaBo4yHo-npaBoBas cucreMa « KOHCY 1bTaHTILIIOC)

(https://www.consultant.ru/) cmpaBOYHO-TIpaBOBas CHUCTEMa IO 3aKOHOJATENILCTBY
Poccniickoit denepanun.

4. CnpaBo4yHo-npaBoBas cucrema «['apanT»

(http://www.garant.ru/)  crmpaBoYHO-TIpaBOBasi ~ CHUCTEMa 10  3aKOHOJATENILCTBY
Poccuiickoit denepanum.

8. [lepeyeHb OCHOBHOIi W JOMOJHHUTE/NLHOW Y4eOHO#Hl JIMTepaTypbl, PecypcoB
HH(POPMANMOHHO-TEJIEKOMMYHUKAIMOHHOH ceTH «UHTepHeT» (MPH HE00XO0AMMOCTH),
PEKOMEHyeMBbIX JJIsl 0CBOCHHS JHCUHUILIHHbI

a) OCHOBHasl JIUTEpPaTypa

a) OCHOBHasl JIUTEpPaTypa


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://www.consultant.ru/
http://www.garant.ru/

be3onacHocTh B coBpeMeHHOM nHpopMaImonHon cpeae. Yacte 1: yueOHoe mocoodue.
B.H. Kusses, .M. Mypun; fpocn. roc. y-T uM. ILI'. Jlemunosa. - Spocnasib:
NHJNTO, 2021. — 158 c. [https://e.lanbook.com/book/75150]

by3a, M. K. Apxurekrypa komnbioTepoB : yueOnuk / M. K. by3a. — MuHck :
Bermitmas mkoia, 2015. — 414 c. [https://e.lanbook.com/book/75150]

CononeBuy, A. B. Kommnbtorepusie cetu : yueOuuk / A. B. CononeBnd. — MUHCK :
PUIIO, 2021. — 208 c. [https://e.lanbook.com/book/194950]

Pakutun, P. 0. Komnbrorepusie cetu : yyeOnoe mocobue / P. FO. Pakurun, E. B.
MockaneHko. — bapnayn : Antl'I1Y, 2019. — 340 C.
[https://e.lanbook.com/book/139182]

Kopxwuk, B. 1. OcHoBbl kpunrorpaduu : yuednoe nocooue / B. M. Kopxuk, B. A.
SlxoBneB. —  Camkr-llerep6ypr : MWurepmemus, 2017. — 312 c.
[https://e.lanbook.com/book/161359]

0) 10MOJTHUTEILHAS JIUTEpaTypa

0) 10MOJTHUTEILHAS JIUTEpaTypa

1.

Koncrutynus Poccuiickoit ®denepanuu: [OpuHATa BCEHAPOIHBIM T'OJIOCOBAaHUEM
12.12.1993 ¢ u3MeHEHUs MU, OOOPEHHBIMH B X0JI€ O0IIEPOCCUICKOTO TOJIOCOBAHMS
01.07.2020]. — JlocTyn U3 CIpaBOYHO-MPaBOBOM CHCTEeMbI «KOHCYIBTaHTILIIOCY. —
TekceT: 2IeKTPOHHBIMN.

VYronoBuseiit konekc Poccuiickoit ®enepanun: denepanbubiii 3akoH oT 13.06.1996
No63-D3: [mpunst ['ocymapctBennorr [ymoii 24.05.1996]: (¢ u3MeHEHUAMH U
JIONIOJTHEHUSIMHU ). — Hoctyn u3 CIIPaBOYHO-IIPAaBOBOM CHCTEMBI
«KoHCynpTaHTILIIOC». — TEeKCT: 2JEKTPOHHBIN.

Konekc Poccuiickoii ®enepanuu 00 aJIMUHHCTPATUBHBIX IPAaBOHAPYIICHUAX:
®enepanbhblil 3akoH oT 30.12.2001 Nel95-®3: [mpunsrt ['ocynapcrBennoit Jlymoit
20.12.2001]: (c w3MeHeHMSIMH U JAOMONHEHUsIMH). — JlOoCTym W3 CHpaBOYHO-
MpaBOBOM cUCTEMBI «KOHCYNBTAaHTIUIFOC». — [ €KCT: AJIEKTPOHHBIN.

Tpynosoii konekc Poccuiickoit denepannn: denepanbubiii 3akoH ot 30.12.2001
Nel197-@3: [npunst [ocymapctBennon Jymoit 21.12.2001]: (¢ u3MeHEeHUAMH U
JIOTIOJIHEHUSIMN ). — Hoctyn u3 CIPaBOYHO-TIPABOBOM CHUCTEMBI
«KoHCynmpTaHTILTIOC»). — TEeKCT: 2JEKTPOHHBIN.

®enepanbHblif 3akoH oT 27.07.2006 Nel149-03 «O0 undpopmanuu, MHGOpMaIIMOHHBIX
TEXHOJIOTUSIX M O 3amure HuHpopMauuu»: [OpuHAT [ocymapcTBeHHOM Jlymoii
08.07.2006]: (c W3MEHEHMSIMH W JONOJTHEHHsIMH). — JlocTyn U3 cIpaBOYHO-
MIPaBOBOM CUCTEMBI «KOHCYNBTaHTIUTIOC». — [ €KCT: AIEKTPOHHBIN.

®enepanbHblii 3akoH 0T 27.07.2006 Nel52-D3 «O nepcoHaNbHBIX JaHHBIX»: [[TPUHST
lNocynapctBennoit Jlymoit 08.07.2006]: (¢ u3MEHEHHSIMH U JIONMOJIHEHUSIMH). —
Hoctyn w3 crnpaBouHO-IpaBoBOM  cucTeMbl  «KoHcynbTaHTILIIOC». —TeKCT:
JJIEKTPOHHBIN.

[Tonoxenue o mopsjke oOpalieHUs co ciaykeOHOM MH(pOpMaIeld OorpaHHuYeHHOTO
pacnpocTpaHeHUss B (efepalibHBIX ~ OpraHax  HUCIOJHHUTENIBbHOM  BIIACTH,
YIIOJTHOMOYEHHOM OpraHe YIpPaBJICHUs HCIONb30BAaHUEM AaTOMHOM DJHEPrUM H
YIOJHOMOYEHHOM OpraHe 0 KOCMHMYECKOM JAESITEeTbHOCTU»: [YTBEPXKIAECHO
ITocranoBnenuem llpaBurensctBa Poccuiickoit ®@enepanuu ot 03.11.1994 Nel233]:
(c UBMEHEHUAMHU U JOMOJHEHUsIMH). — J[OCTYI M3 CHpaBOYHO-TIPABOBON CHCTEMBI
«KoHcynpTanTIUIIOCY). —TEKCT: 3JIEKTPOHHBII.

TpeboBanust K 3amTe MEPCOHAJIBHBIX JAHHBIX MpU HX 00paboTke B
MH(pOPMAaIMOHHBIX CHUCTEMAaX IIEPCOHANIBHBIX JTAaHHBIX [yTBEpKIECHBI
[Toctanosnenunem IlpaButenbcTBa Poccuiickoit @enepammu ot 01.11.2012 Nel119].
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10.

11.

12.

13.

14.

15.

16.

17.

18.

— JHoctyn u3 cnpaBouyHo-nipaBoBoM cucteMbl «Koncynbrantnllmoc». —Tekcr:
JJIEKTPOHHBIN.

[lepeuenr Mep, HampaBlIEHHBIX Ha oOecleyeHUE BBHIMOJHEHHUS O00s3aHHOCTEH,
npenycMoTpeHHblx  DenepanbHbIM  3aKOHOM «O  NEpPCOHANbHBIX JIAHHBIX» U
MPUHATBIMU B COOTBETCTBMM C HHMM HOPMATHBHBIMM IPaBOBBIMU aKTaMH,
olepaTopamH, sIBJISIOIIKUMUCS FOCY1apCTBEHHBIMU WM MYHUIIMIIAJILHBIMU OpraHaMu:
[yrBepxknen IlocranoBnenuem IIpaBurenbctBa Poccuiickoit ®epepamuu 0T
21.03.2012 Ne211]: (c u3MeHEHUAMH U JOMOJHEHUsIMH). — JlocTyn M3 crpaBOYHO-
npaBoBoil cuctembl «KoHCynbTanTOIlmocy). —TeKCT: 3JEeKTPOHHBIMN.

[Tonoxenne 06 0cCOOEHHOCTSIX 00pabOTKH NMEPCOHANBHBIX JaHHBIX, OCYILECTBIIIEMON
0e3 UCHOJb30BaHUS CPEJCTB aBTOMaru3auuu: [yrBepxzaeHo I[locraHoBienuem
[IpaBurensctBa Poccuiickoit ®eaepaunu ot 15.09.2008 Ne687]. — [octyn wu3
cripaBoyHO-TIpaBoBOi cucteMbl «KoncynpTantllmocy. —TeKcT: 2JIeKTPOHHBIH.
TpeboBaHust K MaTepHalbHBIM HOCUTENISIM OMOMETPUUECKHUX MEPCOHAIBHBIX JAHHBIX
U TEXHOJOTHSM XpaHEHHs TaKuX JaHHbIX BHE MH(DPOPMALMOHHBIX CHCTEM
NEPCOHANBHBIX  JaHHBIX:  [yrBepxkaeHo  IlocranoBinenuem  IlpaBurenncrBa
Poccutickoit @eaepanmu ot 06.07.2008 No512]: (c M3BMEHEHUSAMH U JIOTIOJTHCHHUSIMHU ).
— Joctyn wu3 cnpaBouHoO-ipaBoBoM cucteMbl «Koncynbrantnlliroc». —Tekcr:
3IIEKTPOHHBIM.

Metoauueckie pEeKOMEHJAIUMK 10 YBEAOMJICHUIO YIOJIHOMOYEHHOIO oOpraHa o
Hayaje OOpabOTKM NEPCOHANBHBIX JAHHBIX U O BHECEHWHM H3MEHEHUH B paHee
IIpe/ICTaBICHHbIE CBEICHUSA: [yTBEpKIeHbI Npuka3zoM Pockomuanzopa ot 30.05.2017
Ne94]: (c u3MeHeHUSIMU U AOMOJHEHUsMHU). — JlOCTyn M3 CHpPaBOYHO-TIPABOBOI
cucreMsl «KoHcynpTanTnllnmoc». —TekceT: 237IeKTpOHHBIN.

TpeboBanust ©1 METONBI 1O OOE3TMUYMBAHUIO MEPCOHATBHBIX JAHHBIX: [YTBEP>KICHBI
npukazom Pockomuamzopa ot 05.09.2013 Ne996]. — Joctynm u3 cHpaBOYHO-
npaBoBoil cuctemsl «KoHncynbranTnllmtoc». —TekeT: 3neKTpOHHBIM.

CocTtaB M coiepkaHHE OPraHU3ALMOHHBIX M TEXHUYECKHX MeEp I0 OOECIEeUEHUIO
0€30MacHOCTH TMEepPCOHANBHBIX JaHHBIX HpU HUX 00paboTke B HHQPOPMAIIMOHHBIX
CUCTEMax IEepPCOHANBHBIX JAaHHBIX: [yTBepkaeHbl npuxkazom O®CTOK Poccum ot
18.02.2013 No21]: (c u3MEeHEHHMSIMH U JOMOJHEHUAMHU). — JlocTynm U3 crpaBOYHO-
npaBoBoil cucteMbl «KoHCynpTanTnllmocy. —TeKCT: 3eKTPOHHBIMN.

bazoBas Mojenp yrpo3 6€30MacHOCTH NMEPCOHANBHBIX JAHHBIX IpU UX 00paboTKe B
MH(OPMALIMOHHBIX CHUCTEMAax IEepPCOHAJbHBIX JaHHbIX (Beimucka): [yTBepxkiaeHa
3amecturenem aupekropa PCTOK Poccun 15.02.2008]. — JlocTyn u3 cnpaBo4HO-
npaBoBoil cucteMbl «KoHCynpTanTnlmoCy). —TEeKCT: 3EeKTPOHHBIMN.

Mertoauka onpeneneHnss akTyalbHbIX Yrpo3 0€30MacHOCTH MEePCOHAIBHBIX JTaHHBIX
npu ux o0paboTke B HH(MOPMALMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JAHHBIX:
[yrBepxkaeHa 3amectuteneM aupekropa @CTOK Poccun 14.02.2008]. — Hoctymn u3
cripaBoYHO-TIpaBoBO cucteMbl «KoHcynpTanTalmocy. —TekcT: 3JIeKTPOHHBIN.
CoctaB U cojepikaHHEe OPraHM3allMOHHBIX M TEXHMYECKMX Mep MO OOECIEeYEeHHUIO
0€30MacCHOCTH MEpPCOHANBHBIX MTaHHBIX HpU HUX 00paboTKe B MHPOPMAIMOHHBIX
cucTeMax NMepCOHANBHBIX JaHHBIX C MCIOJIb30BAaHUEM CPEICTB KPUITOTrpapuuecKon
3amuThl  MHGOpMAlMM, HEOOXOAWMBIX Ui  BBIMOJIHEHHUS]  YCTAHOBJIEHHBIX
ITpaButensctBoM Poccuiickoit deneparu TpeOOBaHUN K 3allUTe MEPCOHAIBHBIX
JTAHHBIX JJI KaKJIOTO M3 YPOBHEW 3alIUIIEHHOCTH: [yTBepKaeHbl mpukazom PCh
Poccun or 10.07.2014 Ne378]. — Jloctynm u3 CHpaBOYHO-IIPABOBOM CHCTEMBI
«Koncynprantnl Iirocy. —TeKCT: 3JIeKTpOHHBII.

Mertoanuyeckie peKOMEHJAMU 1O pa3paboTKe HOPMATUBHBIX IPABOBBIX aKTOB,
OTIPEICTISIONIUX YIpO3bl OE30MACHOCTH NEPCOHAIBHBIX JaHHBIX, aKTyaJlbHbIE IMPH
00paboTKe MEepPCOHANBHBIX JAHHBIX B HMH(OPMAIMOHHBIX CHCTEMAax MEpCOHAIbHBIX
JAHHBIX, OKCIUTyaTUPYEMBIX TpPU OCYIIECTBICHHUH COOTBETCTBYIOIIMX BHIOB
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NeATeNIbHOCTH: [yTBepkaeHbl pykoBoAcTBOM 8 Ilentpa ®CBb Poccum 31.03.2015
Ne149/7/2/6-432]. — Hoctyn u3 CIPaBOYHO-TIPABOBOM CHCTEMBI
«Koncynprantnllmtocy. —TeKCT: 3IeKTPOHHBIH.

19. Intel 64 and 1A-32 Architectures Software Developer’s Manual [DnexTpoHHbIit
pecypc] — DinekTpoH. TekcToBble naH. —Ilocnennee ooHoBieHue : 16.11.2020. —
Pexxum moctyma: https://software.intel.com/content/www/us/en/develop/articles/intel-
sdm.html.

9. MaTepuaibHO-TEeXHHUYECKAas 0a3a, HEOOXOAMMAsA /I OCYLIEeCTBJIEHUsA
00pa30BaTeILHOIO MPOIEcca MO TUCHMUILINHE

MarepuanbHO-TeXHUYECKas 0aza, HeOOXouMast ISl OCYIIECTBICHHS 00pa30BaTEILHOTO
npoiiecca 1o AUCIUIUTMHE BKIIOYAET B CBOM COCTAB CIEIUATbHBIC TOMEIIECHUS:

-y4eOHbIe ayAUTOPUHU I IPOBEICHUS 3aHATUHN JIEKIIHOHHOTO THUIIA;

-y4eOHBIC ayIUTOPUU IJI IPOBEIACHUS JTA0OPATOPHBIX PabOT, OCHAIIEHHBIC CPEICTBAMU
BBIUMCIUTENFHON TEXHUKH, MOAJEPKUBAIOIIMMU MPOrpaMMHOE OOECIeUYeHre, yKa3aHHOEe B
IIYHKTE 6;

- yueOHBIE ayIUTOPUU AJIsl IPOBECHUS TPYIIOBBIX M MHIUBUIYaTbHBIX KOHCYJIbTAIIUH];

- y4yeOHbIE ayIUTOPUU JUIsl TPOBEACHMSI TEKYLIEro KOHTPOJIS U IMPOMEXYTOUHOMN
aTTeCTalluu;

- IIOMCUICHUA IJIA CaMOCTOﬂTeHBHOﬁ pa6OTLI;

- TMOMENICHUS [UIsi XpPaHEHHUS U MPO(PUIAKTUYECKOTO OOCTY>KMBAaHUS TEXHUUYECKUX
CpeACTB O0yUYECHHS.

[TomemieHust AJis CaMOCTOSITENBHON pabOThl OOYYArONIMXCS OCHAIEHBI KOMITBIOTEPHON
T€XHHKOI>'I C BO3MOXHOCTBKO ITOAKIIFOYCHHA K CCTHU ((I/IHTepHGT» nu O6€CH€‘I€HI/ICM IIOCTyHa B
AIEKTPOHHYIO HH(DOPMAIIMOHHO-00pa30BaTENbHYIO Cpey OpraHU3aIiu.

Yucno mocaoyHbIX MECT B JIEKIIMOHHOW ayauTopuu Oosiblie 00 PaBHO CIIHUCOYHOMY
COCTaBy IMOTOKAa, a B ayAUTOPUM AN MPAKTUYECKUX 3aHATUH (CEMHHApOB) — CIHUCOYHOMY
COCTaBY I'PYIIBl 00YJYarOITUXCSI.

ABTOp(BI):
Kana. ¢pus.-mat. Hayk j rr Mypun /1. M.
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IMpuiaoxenne Nel k padoyeil nporpamMMe I CHUANINHbBI
«be3onmacHOCTh B COBpeMeHHO MH(OPMAILMOHHOM cpee»

MoH/1 OLIEHOYHBIX CPEJACTB
AJIsl IPOBe/IeHUs TeKylleil U MPOMeKYTOYHOM aTTecTalliu CTY/AeHTOB
N0 AUCHUIJIHHE

1. TunoBbIe KOHTPOJIbHBbIE 32/IaHUS UJIM NHbIE MATEePHUAJIbI,
He00X0IUMBbIe 1JI1 OlleHKH 3HAHUI, yMEHU i, HABBIKOB M (WJIH) ONBITA 1eATEJILHOCTH,
XapakTepu3youmXx 3Tanbl GopMupoBaHus KOMIETEHIIUI

1.1 KoHTpoJibHBIE 32/IaHUS M HHBIE MATEPHAJIBI,
HCIoJIb3yeMble B Npouecce TeKyuiei arrecTanuu

Tect o Teme 1.1 IlpaBoBbIe 0CHOBBI 00ecnevYeHN s MH(POPMAITMOHHOI 0€30MIACHOCTH

Kakue nomnoxxeHus, cBsi3aHHBIE C BOIpocamMu 0oOpaOOTKM HMH(pOpMAlMU, 3aKPEIJIeHbI B
Konctutynuu Poccuiickoit @enepauun?

a) [IpaBo Ha HENMPUKOCHOBEHHOCTD JTUYHON U CEMEHHOMN TalHBI.

6) IIpaBo Ha 00pabOTKY MH0O0H HHPOPMAIIH JTFOOBIM BO3MOKHBIM CIIOCOOOM.

B) 3ampet Ha 00pabOTKy MH(OPMALIMK O YACTHOU KHU3HU JIMla 6€3 ero coraacus.

r) [IpaBo Ha nonmyyeHue rpaxkJjlaHaMu JI0IycKa K rOCyJapCTBEHHOH TaliHe.

Kakue Buapl uHpopManuu o0s3arenbHO TpeOyeTcsl 3alluIlaTh B COOTBETCTBHU C
3aKkoHoAarenbcTBOM Poccuiickoit denepanuu:

a) Mudopmanms 1y1s1 cimy>ke0HOro MoJIb30BaHUS.

0) IlepconanbHbIC TaHHBIE.

B) ['ocynapcTBenHas TaifHa.

r) BpaueOnas Taiina.

1) Bce nepeunciennsie.

B coorBerctBun ¢ ®enepanbHbM 3akoHOM «0O0 wuHboOpManuu, HHPOPMAIMOHHBIX
TEXHOJIOTUSX U 3aIluTe UH(OpMAMU» HH(POPMALIHS — 3TO:

a) JIroOble naHHbIe, IpeACTaBICHHbIE HA MATEPHAIbHOM HOCHUTEIIE.

6) CBenenus (cooOIieHus, JaHHbIE), HE3aBUCUMO OT ()OPMBI UX MPECTABICHHUS.

B) He sHeprus u He marepusl.

r) CBeneHus, BOCOPUHUMAEMbIE YEIOBEKOM M (MJIM) CIELHaTbHBIMU YCTPONHCTBAMHU
KaKk oOTpaxkeHue (HaKTOB MaTepUaIbHOIO WJIM JyXOBHOTO MHpa B IIpolecce
KOMMYHHKAIUH.

Uro u3 mepeducIeHHOro MOXHO paccMaTpuBaTh Kak 0a3y JaHHBIX B COOTBETCTBHHM C
3aKoHoaarenbCcTBOM Poccutickoit denepanuu:

a) EXCEL Tabawuiy ¢ ynmopsIo4eHHON U CTPYKTYpPUPOBaHHOW HH(POpPMAaLIUEH.

6) daiin popmara DOC, B KOTOpOM CO3aH CIHMCOK ClylIaTeaei Toi NporpaMmBbl.

B) KapToTeky perucrparypsl yupexIeHHUs 3paBOOXPaHEHHUS.

r) Bee nepeuncnennsie.

[lemocTHOCTH MHpOPMALIUH — ITO:

a) OOs3arenbHOE Ui BBIMOJHEHHS JMIIOM, HNOJYYMBIIUM JOCTYI K ONpeeeHHON
uH(popMalnu, TpeOOBaHHWE HE MepeaaBaTh TaKylo HH(OpMAalLHI0 TPETbUM JHIaM 0e3
corJiacusi ee ooyajgaress.

6) Coctostare nHGOPMAIINH, TIPU KOTOPOM OTCYTCTBYET JIt000€ €€ M3MEHEHHue 00
U3MEHEHHE OCYIIECTBISIETCA TOJIBKO MPEeTHAMEPEHHO CyOBheKTaMU, MMEIOLMMH Ha HETO
paBo.

B) Bo3MOXXHOCTB nOTydeHHs MHPOPMALIUU U €€ HCIIOIb30BaHMS.

Ha teppuropuu Poccuiickoit @eaepanuu 3anpemnieHo pacnpoCcTpaHeHHE:
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7.

8.

9.

a) Madopmarmu, koTopas HarpaBjeHa Ha Tporaraiay BOWHEI.

0) KomMmepueckoii TaifHbIL.

B) MH(DOopMaIu, KoTopast HarpasiieHa Ha pa3KUTaHUE PEIMTHO3HOW HEHABHCTH.

r) [lepcoHanbHBIX TAaHHBIX.
['paskJaHWH WK FOPUIMYECKOE JIUIIO, OCYIIECTBIISIONINE NeSITeIbHOCTD 110 AKCIUTyaTalluu
WH(OPMAIIMOHHON CUCTEMBI, B TOM YHCJIE TI0 00paboTKe HHPOpMAIIHH, COAepIKAIICIHCS B
ee 0a3ax JaHHBIX — ATO:

a) Obnanarens HHPOPMALIUH.

6) Oneparop UHGOPMAIIMOHHON CUCTEMBI.
Ecnu He onpeneneno nHOTo, ONepaTopoM HHPOPMALMOHHOW CUCTEMBI SIBIISETCS:

a) ObnanaTenp HHGOPMAIIHIH.

0) CoOCTBEHHUK HCIONB3YEMBIX UIsi 00paboTKM copepxaiieiics B 0azax JaHHBIX
UHPOPMAIIUN TEXHHYECKUX CPEICTB.

B) Jlumo, ompenensromee nean oOpabOTKM HMHPOpPMALMKM U OCYLIECTBISIOLICE
00paboTKy HH(pOPMAIIHUH.
He mMoxeT OBITh OTpaHUYeH JOCTYIIL:

a) K nadopmanmu o cocTOSIHUN OKPYXKAFOIIEH CPEJIbI.

0) K mepcoHanpHBIM JaHHBIM TOCYAPCTBEHHBIX TPAXKIAHCKUX CITYKAIUX.

B) K nHpopMmanum, XpaHsimencst B OTKPBITHIX (hoHIaX OMOIHOTEK.

r) K cBenenusiM o 3010TOBaOTHBIX 3anacax Poccuiickoil @eneparui.

10. KaKYIO OTBCTCTBCHHOCTb MOKCT IIOBJICYb HAPYHICHUC Tpe60BaHPII>i CDCI[epaIIBHBIX

1.

2.

3aKOHOB:
a) YTOJIOBHYIO.
0) ducuumnunapuyio.
B) AIMHUHHUCTPATUBHYIO.
r) ['paxnancko-nipaBoBysIo.
1) Bee nepeunciennsie.

Tect o Teme 1.2 3ammTa NepPCOHAIBHBIX TAHHBIX

IlepcoHanbHbIE JaHHbBIE — 3TO:

a) CpeneHusi 0 CyOBEKTE MEPCOHATBHBIX JAHHBIX HE 3aBUCUMO OT (OPMBI UX
IPEe/ICTaBICHHUS.

0) Jlro6ast unopmanusi, OTHOCAIIASICS K MPSAMO UIIM KOCBEHHO OIPEIEICHHOMY WU
ornpenenseMoMy pU3NUIECKOMY JHUIY (CyOBEKTY NEpCOHANbHBIX JAHHBIX).

B) JlroGass umHpopMmaius, OTHOCALIAsICS K ONpPENEICHHOMY WIH OIpereIsieMOMY
¢duznueckomy ULy (CyObeKTy NepCOHATIbHBIX JAHHBIX ).

r) JlroOas mH(popmanus, oTHOCAIIAsICS K ONPENCIIEHHOMY WM OIpeAeisieMOMY Ha
OCHOBAaHMHU TakoW MH(popManuu puznyeckoMy ULy (CyObEKTY MEepCOHAIBHBIX JaHHBIX ),
B TOM YHCJIE ero (aMuIus, UMsl, OTIECTBO, TOJI, MECSII, 1aTa U MECTO POXKICHUS, aJIpec,
ceMeliHOe, CcoLMalbHOE, MMYILECTBEHHOE IOJ0XKEeHUue, oOpazoBaHue, Mpodeccus,
JOXOJIBI, IpyTast HHPpOpMAaIus.

Ha kakue oTHOLIEHMS HE pacmpocTpaHsercs eicTBue QenepaibHOro 3akoHa «O
NIEPCOHATBHBIX JAHHBIX»?

a) Ha 00paboTKy nepcoHaNbHbIX JaHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM MOPSJIKE K
CBEJICHUSIM, COCTABJISIFOIINM TOCY/IapCTBEHHYIO TaifHYy.

6) Ha 00paOoTKy mepcoHaNbHBIX JaHHBIX, HEOOXOAUMYIO Il OCYILECTBICHHS MPaB
¥ 3aKOHHBIX HHTEPECOB OTepaTopa WIN TPETHHX JIUII.

B) Ha 00paboTKy mepcoHaIbHBIX JaHHBIX, HEOOXOAMMYIO [UIS HCIOJIHEHUS
CyneOHOTO aKTa.
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r) Ha o0paboTKy mepCOHAIbHBIX MaHHBIX (DU3UYCCKUMHU JIHIIAMU HCKIFOYUTEIHHO
JUIS JINYHBIX M CEeMEWHBIX HYXKI, €CIU IMPH 3TOM HE HApYIIAIOTCs MpaBa CyOBEKTOB
MEPCOHAIBHBIX JaHHbBIX.

n) Ha o0paboTKy NepCOHANBHBIX MaHHBIX, MOJUICKANINX OMYyOJIMKOBAHUIO WU
0053aTeNIbHOMY PACKPBITHIO B COOTBETCTBUH C (eZiepaibHbIM 3aKOHOM.

e) Ha 00paboTky mepcOHaNbHBIX JAaHHBIX, HEOOXOJAMMYIO [UIsl OpTaHH3AIUU
XpaHEHUsl, KOMIUJICKTOBAHMs, y4eTa U HCIOJIb30BAHUS COJEPKAIIMX TEePCOHATBHBIX
JAHHBIX apXUBHBIX JOKYMEHTOB B COOTBETCTBHH C 3aKOHOJATEILCTBOM 00 apXHWBHOM
nene B Poccuiickoit @enepanuu.
®enepanbHblif 3aK0H «O MEePCOHANBHBIX TAaHHBIX» PETYIUPYET OTHOIICHHS, CBS3aHHbBIE:

a) UckimountenbHo ¢ 00pabOTKOM MEpCOHAIbHBIX JAHHBIX C HCIOJIb30BAaHUEM
CpeICTB aBTOMATH3aINH.

6) C 06paboTKOM MEPCOHATBHBIX JAaHHBIX, HE3aBUCHUMO OT TOTO 00pabaThIBAIOTCS JIK
OHH C UCIIOJIb30BaHUEM CPE/ICTB aBTOMATH3AIMY WU HET.

B) C  00paOoTKOI MEepCcOHANbHBIX JAaHHBIX C  HCIOJB30BaHHUEM  CPEICTB
aBTOMAaTH3allM, a TaKXke ¢ 0O0pabOTKOW NEepCOHANBHBIX MAHHBIX 0€3 HMCIIOJIb30BAHUS
CPEICTB aBTOMATH3allMH, €CIU Takas oOpabOTKa COOTBETCTBYET XapakTepy NeHCTBHIA,
COBEPILIAEMBIX C TIEPCOHAIBHBIMU JAHHBIMHU C UCIIOJIB30BAHUEM CPEJICTB aBTOMATH3AIINH.

r)C o0paboTKOW TEPCOHAIBHBIX JaHHBIX ©0€3  KCIOJb30BaHUS  CPEICTB
aBTOMATH3AIIHH.

JleiicTBus, B pe3yibTaTe KOTOPBIX CTAHOBUTCS HEBO3MOXXHBIM 0€3 HCIOJIb30BaHUS
JIOTIOJTHUTEIFHON MH(POPMAILIMU ONPENEIUTh MPUHAMIC)KHOCTh MEPCOHATBHBIX TaHHBIX
KOHKPETHOMY CYOBEKTY MEepCOHANBHBIX JAHHBIX, — 3TO:

a) brnokupoBanue nmepcoHaNbHBIX TaHHBIX.

0) YHUUTOXKEHHE TEPCOHANBHBIX JIAHHBIX.

B) O0e31nunBaHuE EPCOHATIBHBIX IaHHBIX.

r) [lepeBon mepcoHaANBHBIX JaHHBIX Ha APXHUBHOE XpPaHEHHUE.

JlelicTBUS, B pe3ylbTaTe KOTOPBIX 8peMeHHO TIpeKpamaeTcs o0paboTka NmepCcOHaIbHBIX
JTaHHBIX, — 3TO:

a) brnokupoBaHue mepcoHaNbHBIX TaHHBIX.

6) YHMUYTOXKEHHE EPCOHAIBHBIX JTaHHBIX.

B) O0e3nnunBaHue MEPCOHATIBHBIX TaHHBIX.

r) [lepeBos mepcoHaNbHBIX JaHHBIX HAa apXUBHOE XpaHEHHE.

Kakue u3 nepeynciieHHbIX JeMCTBUI ¢ IEPCOHAIBHBIMH JTaHHBIMHU SIBIISIFOTCS. 00paOOTKOM
HEePCOHAIBHBIX JaHHBIX:

a) XpaHeHHe MePCOHATBHBIX JaHHBIX.

0) 3anmuch NepcoOHaAIbHBIX JaHHBIX.

B) O0e3nnunBaHue MEPCOHATIBHBIX IaHHBIX.

r) YaneHue nepcoHalbHbIX JTAaHHBIX.

C Touku 3peHus ¢penepanbHOro 3akoHa «O MepcoOHaNbHBIX JaHHBIX)» OIEPaTOp — 3TO:

a) 'ocynapcTBeHHbIHM opraH, MyHUIMIIAIbHBIN OpraH, IOpUITdYecKoe WiK (Hpu3ndeckoe
JIMIIO, CaMOCTOSITEIbHO WJIM COBMECTHO C JAPYTUMH JIMIIaMH OpraHM3yoUme U (W)
ocymiecTBisitonue oopadorky I1JIH, a Taxxke ompenensromue 1enu odpadorku [1/1H,
coctaB [1/11, moanexamux o6padboTke, AeiicTBus (onepanun), copepiaemsbie ¢ [1J1H.

6) I'paxnaHuH WM IOPUAMYECKOE JIMIIO, OCYIIECTBISIOIINE IESATENbHOCTh 110
JKCITyaTallud MHQOPMAIIMOHHOM CHUCTEMBI, B TOM uucie Mo obopaboTke mH(poOpManuy,
cozepxaleiics B ee 6a3ax JaHHBIX.

O6paboTka MepcoHaNbHBIX JAHHBIX:

a) He nomyckaercs 6e3 cornacus cyObeKkTa NepCOHAIbHBIX JAHHBIX.

0) [lomkHa OTpaHUYHMBATHCS JOCTH)KEHHEM KOHKPETHBIX, 3apaHee ONpEICNICHHBIX U
3aKOHHBIX LeJIEH.
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B) He momyckaercss B ciy4asx HECOBMECTUMBIX C IEISIMH cOOpa MEepCOHAIBHBIX
JAHHBIX.

r) JloJDKHA OCYIIECTBIIATHCS Ha 3aKOHHOW M CITPAaBEIMBOI OCHOBE.

9. OOpaboTka MepcoHaNbHBIX TAHHBIX JTOMYCKACTCS:

a) C cornacusi cyObeKTa MEPCOHANBHBIX JaHHBIX Ha 00pabOTKY €ro mepcoHaIbHBIX
JAHHBIX.

0) B ciywasx, ecnu oHa HEOOX0IMMa JIsl UCIIOJIHEHUSI CYZICOHOT0 aKTa.

B) B ciywasx, ecnu oHa HeoOXoauma il OCYHIECTBICHHS NPOQPECCHOHATBLHON
NESITeIPHOCTH J>KypHAUCTa W (WJIM) 3aKOHHOW JIESATEIILHOCTH CpPEACTBA MAaCCOBOM
uHpOpMaLIUH.

r) B caywasx, ecam Bemercs 0o0paboTKa MEPCOHATBHBIX JAHHBIX, MOJUICKAIIIX
OITyOJIMKOBAaHHUIO B COOTBETCTBUU C 3aKOHOaTeNNbcTBOM Poccuiickoii denepanuu.

10. KTo HeceT OTBETCTBEHHOCTH 3a JCHCTBHSI IOPHIUYECKOTO JIMIIA, KOTOPOMY MOpYy4YeHa
00paboTKa NepCOHANBHBIX JaHHBIX, IEpe]] CyOBEKTOM NEPCOHATBHBIX JAHHBIX?

a) Oneparop.

0) KOpuaudeckoe JIMII0, KOTOPOMY MTOPYUHITH 00pabOTKYy.

B) Hukro.

r) Pockomuanzop.

11. B nopyueHuu o6pabOTKH TOJKHBI OBITH 003aT€TFHO ONPECIICHBI U YKA3aHBbI:

a) llemm 00pabOTKM MEPCOHATBHBIX TAHHBIX.

0) CyObeKTbl TMEpPCOHAIBHBIX JAHHBIX, YbH IEPCOHAIBHBIC JIAHHBIC OYIyT
00pabaTbIBaThCs IO MOPYICHUIO.

B) TpeGoBaHus K 3amuTe 00padaThIBAEMBbIX ITEPCOHAIBHBIX JIAHHBIX.

r) CpeacrtBa 3amuTel HHGOPMAIMH, KOTOPbIE HEOOXOJUMO  IPUMEHSTH
IOPHITIECKOMY JIMITY, KOTOPOMY IOpy4eHa 00paboTKa MepCOHATbHBIX TaHHBIX.

12. Ha koM 5eXHuT OOS3aHHOCTH IO JIOKA3aTENbCTBY IOJYYEHHUS COTJIACHS OT CyOBeKTa
NIEPCOHAJIBHBIX JaHHBIX?

a) Ha Pockomuasnzope.

0) Ha ropuanueckom nuiie, KOTOpOMY MOPYIUITH 00pabOTKYy.

B) Hu Ha kom.

r) Ha oneparope.

13. Cornacue cyObekTa NepCOHAIBHBIX JAHHBIX JIOJDKHO BKITFOYATH:

a) IlacmopTHble AaHHBIE CYOBEKTa MEPCOHANBHBIX MAHHBIX MM €ro 3aKOHHOTO
IpeICTaBUTEIIS.

0) KoHTakTHbIE naHHBIE TUI]A, OTBETCTBEHHOTO 3a OpraHMU3aIHI0 OO0pPabOTKU
MEPCOHATBHBIX JaHHBIX.

B) Azipec omeparopa.

r) damwimu, WMEHa W OT4YecTBA (PU3MUECKUX JIMI, KOTOPHIE OCYIIECTBISIOT
00paboTKy MepCOHATBHBIX JAHHBIX MO MOPYYECHHUIO ONIEpaTopa.

14. B cniydae cmepTu cyOBbeKTa NEPCOHAIBHBIX JaHHBIX:

a) Ilomyuats cormacue Ha 00pabOTKY €ro MepCOHANBHBIX JAaHHBIX TpedyeTcs y
HACJIETHUKOB CYOBEKTa MEePCOHABHBIX JTAHHBIX.

6) IlomyuaTh coryiacue Ha OOpabOTKY €ro HEepCOHANbHBIX JAHHBIX Tpedyercs y
PockomHuamzopa.

B) [lonyuaTs cornacue Ha 06pabOTKY €ro MepCcOHANBHBIX JAHHBIX HE TpeOyeTcs.

15. K cenmaibHbIM KaTeropusM NepCOHATBHBIX JaHHBIX OTHOCSTCS:

a) CBeJeHMsI, Kacarollrecs: pacoOBOM MPUHAICKHOCTH.

0) CBeneHus, Kacaronuecs TpaKIaHCTBA.

B) CBenieHMs, Kacarouecs MOJIUTUYECKUX B3TIISIOB.

r) CBeneHus, Kacaronuecss MHBAJIMTHOCTH.

16. C touku 3penus enepanbHOro 3aK0Ha «O MEPCOHATBHBIX JAHHBIX)» K OMOMETPUUECKIM
MIEPCOHATBHBIM JIAHHBIM OTHOCSTCS:
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a) Bce cenmeHus, KOTOpbIe XapaKTepu3ylOT (U3UOJIOTHYECKHE W OHMOJOTHYECKHE
0COOEHHOCTH YeJIOBeKa, HA OCHOBAHUHU KOTOPBIX MOKHO YCTAaHOBUTH €T0 JTMYHOCTb.

06) CseneHusi, KOTOpble BHOCATCA B 0a3y OHOMETpUYECKUX MJAHHBIX TpaskIaH
Poccuiickoit @enepanuu.

B) Bce cBenmenusi, KOTOpble XapakKTepU3yrOT (U3HOIOTHYECKHEe U OUOJIOTHYECKUE
OCOOEHHOCTH Y€JIOBEKAa, HA OCHOBAHMHU KOTOPHIX MOKHO YCTaHOBMTH €0 JINYHOCTb, U
KOTOPBIE UCIOJIB3YIOTCS JJI1 YCTAHOBJICHUSI €T0 JTUYHOCTH.

17.Kto o0s3aH yOenuTbcs B TOM, YTO WHOCTPAHHBIM TOCYIApCTBOM, HAa TEPPHUTOPHUIO
KOTOPOTO  OCYILECTBJISIETCSl Tepefada IepCOHAlbHBIX JIaHHBIX, OOecrnedYnBaeTcs
aJIeKBaTHAs 3allUTa MPaB CyObEKTOB NEPCOHATBHBIX JAHHBIX?

a) Oneparop.

0) KOpuaudeckoe J1Ii0, KOTOPOMY MTOPYUUIIH 00pabOTKYy.

B) Hukro.

r) Pockomuanzop.

18. CyObekT nepcoHanbHBIX JaHHBIX UMEET MPaBO Ha MOIYYEeHUE cieayrouieil nabopmauu,
Kacaroleics: 00paboTKH €ro NepCOHANBHBIX JaHHBIX:

a) [IpaBoBBIe OCHOBaHUS U 1€ 00PaOOTKU NEPCOHANBHBIX JaHHBIX.

0) IlonMeHHBI nepeyeHb COTPYIHUKOB OIllepaTopa, KOTOPble UMEIOT JOCTYIl K €ro
MEPCOHAIBHBIM IaHHBIM.

B) CBeneHuss 00 OCYIIECTBIEHHON WWIM O MHPEAIOJaraéMoil TpaHCIpPaHUYHON
nepenavye JaHHBIX.

r) CBeieHus 0 IPUMEHSAEMBIX OIEpaTOPOM CPEJICTBAX 3aIIUTHI UH(POPMALIUH.

19.1lpaBo rpakmanmHa Ha modydeHue uHpopmanuu, Kacaromeiicss o0pabOTKU ero
NIEPCOHATBHBIX JAHHBIX, MOXKET OBITH OTPaHUYEHO:

a) Ha ocHoBaHuU 3asBlieHUs APYroro CyObeKTa MepcoHaIbHbIX JaHHBIX.

0) B ciygasx, ecnmu o0paboTKa MEpCOHATBHBIX JaHHBIX OCYIIECTBIACTCS B CIIydasx,
MPEyCMOTPEHHBIX 3aKOHOJATeNbCTBOM Poccuiickoit @enepalii 0  TPaHCIIOPTHOM
0€30MacHOCTH.

B) B cnyuasx, eciu oOpaboTka MEpCOHANBHBIX JAHHBIX OCYIIECTBISIETCS B IIEISAX
000pOHBI CTpaHbl, 0€30MaCHOCTH IOCYAapCTBa U OXPAHbI IPABOMOPSAKA.

r) B cioywasx, ecnu o0paboTka MepcOHANBHBIX JaHHBIX OCYIIECTBISIETCS B paMmKax
3aKOHHOM JIeATEIbHOCTHU CPEACTBA MACCOBOM MH(OPMAILIUH.

20. KoHTponb W Hag30p 3a BBINOJHEHHMEM Mep IO OOeCleYeHHI0 0e30MacHOCTH
MEPCOHAIIBHBIX JIAHHBIX OCYIIECTBIISET (OCYIIECTBIISIOT):

a) MunkomcBszu Poccun.

6) PockomHamzop.

B) ®Cb Poccun.

r) ®CTOK Poccun.

21. Kakoii opraH rocyJjapCTBEHHOM BJIaCTH MMEET MPaBO O3HAKOMJICHHS C MEPCOHATbHBIMU
JAHHBIMH TIPU OCYIIECTBICHIUH KOHTPOJIBHBIX U TIPOBEPOYHBIX MEPOTIPUSATHIT?

a) ®Cb Poccumn.

6) PockomHamzop.

B) ®CTIK Poccun.

22. JIuna, BUHOBHBIC B HapYIICHUH MOJIOXKEHHUI 3aKOHOaTeNbeTBa Poccuiickoit deneparim
B 00JacTU MEPCOHATBHBIX JAHHBIX NMPH 00pabOTKE MEPCOHATBHBIX JAHHBIX PaOOTHHKA,
MOTYT OBITh IPUBJICUCHBI:

a) K yroioBHO! OTBETCTBEHHOCTH.

0) K nucturummaapHOi OTBETCTBEHHOCTH.

B) K aqMuHHCTpaTUBHON OTBETCTBEHHOCTH.

r) K marepuanbHoil OTBETCTBEHHOCTH.
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Tect mo Teme 1.3 Opranu3annoHHbIe OCHOBBI 00ecneyeHrsi HH(POPMAIHOHHOM
0e3omacHOCTH

1. Pacnonoxute B MpaBWIBHOM MOPSJAKE 3Tanbl paboT MO oOecredyeHuIo 0e30macHOCTH
nHpopmanuu.
1) OnieHka COOTBETCTBHS 00BhEKTa HHPOPMATH3AIIH.
2) BreisiBnieHue u aHaian3 HHQOPMAIMOHHBIX aKTHBOB.
3) IlpoekTupoBanue (pa3paboTKa) CUCTEMBI 3aIIUTHl HHPOPMAITUH.
4) ®opmupoBaHue TpeOOBAHUH K 3aIIMTE HHPOPMAIIUH.
5) Baenpenue cuctemsl 3alIMTH HHPOPMALIUH.
6) DKCIuTyaTaIus CUCTEMBI 3aIUThl HHPOPMAITUH.

a)1)2)3)4)5)6).
6)4)2)3)5)1)6).
B)2)4)3)5)6)1).
r)2)4)3)5) 1) 6).

2. Ilycts He 00e3MMYCHHBIE IEPCOHABHBIE aHHBIE O COCTOSHUU 3/I0POBBS BCEX TPpaKIaH
SpocnaBckoii obmacTi 00pabaThIBAIOTCS B MH(POPMALMOHHON CHUCTEME, Ui KOTOPOM
aKTyaJIbHbI YIPO3bl CBS3aHHBIE C AKCIUTyaTallMeil ya3BUMOCTEH B MPUKIAIHOM, HO HE B
CHCTEMHOM IpOrpaMMHOM obecrieueHun. Kakoil ypoBeHb 3aIIMIIEHHOCTH JOJKEH OBITh
YCTaHOBJIECH ISl TAKMX MEPCOHAIBHBIX JaHHBIX?

a) Y31.
6) V32.
B) Y33.
r) ¥34.

3. IlycTp He 00e3nMUeHHBIE IEPCOHAIFHBIC JaHHBIE B TOM Yncie (oTorpadusi COTPYIHUKOB
Hebonbimoro (o 10 000 coTpyaHMKOB) MpennpusaTHs 00pabaThIBAIOTCS B CHUCTEME
KOHTPOJISI U YIPABJICHUS TOCTYIIOM, JJISi KOTOPOW aKTyallbHBI YIpO3bl HE CBSI3aHHBIE C
JKCIITyaTaueil ysi3BUMOCTEH B MPUKJIAJHOM U CUCTEMHOM MPOTPAaMMHOM OOECTIeueHUH.
Kakoii ypoBeHb 3aIIMIIEHHOCTH JOJDKEH OBITh YCTAHOBJICH Ui TaKUX MEPCOHAIBHBIX
MAHHBIX?

a) Y31.
0) V32.
B) ¥33.
r) V34.
4. BuemnrHue HaApYIIUTEIN PEATH3YIOT YTPO3BI:
a) VI3 BHemHuX ceTeil cBsA3M 00IIero NOIb30BAHUS.
6) HenocpencTBeHHO B MHPOPMAIIMOHHBIX CUCTEMAX.
B) M3 ceTeil Mex1yHapoAHOT0 MH()OPMAIIMOHHOTO OOMEHA.
r) Haxomsice B nipeziennax KOHTPOJIUPYEMON 30HBI.
5. Ilpumepamu BHEIIHUX HAPYIIUTENEH MOTYT SBIIATHCS:
a) [Tonmp3oBaTenn HHPOPMAITUOHHON CUCTEMBI.
6) Konkypupyrolye opranusanuu.
B) HenoOpocoBecTHbIE MapTHEPHI.
r) O6cayXUBarOLIUil TepcoHal OpraHu3alHH.
6. Ilpumepamu BHYTPEHHHX HAPYIIUTENEH MOTYT SBIISTHCS:
a) AIMUHUCTPATOPHI 0€30MaCHOCTH MH(POPMAITUOHHBIX CUCTEM.
6) CroponHue pu3nvecKue JauIa.
B) Jluia, oGecrieunBaroniue COnpoBOXKAEHUE TPOrPAMMHOT0 00ecIIeUeHusl.
r) KpuMuHaIbHBIE CTPYKTYPHI.
7. K 00BEKTHBHBIM yrpo3aM OTHOCATCS:
a) OmmOKu 00CTyKUBAIOIIETO TIEPCOHAIA.
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10.

11.

12.

13.

0) HedexTsl, cOon W OTKa3bl, aBapUM TEXHUYECKHUX CPEJCTB M CHCTEM OOBEKTOB
UHPOpPMATU3AIIUY, A TAK XKe CUCTEM o0ecriedyeHuss 00BEKTOB HHPOPMATU3AIUH.

B) [Ipupoausie siBneHus, CTUXUITHBIE O€ICTBUSI.

r) @aKTOPHI COIMATBHO-TIOIUTUIECKOTO XapaKTepa.

VYrpo3sl yreuku nH()OpPMALUKU BO3ZMOXKHBI IIOCPEICTBOM:

a) Bo3zgelicTBUS MPOrpaMMHBIMH CpPEACTBAMH B KOMIUIEKCE C TpEIHAMEPEHHBIM
CUJIOBBIM 3JICKTPOMAarHUTHBIM BO3/I€HCTBHUEM.

0) [lepenaun nHPOpPMAIIH 110 OTKPHITHIM KaHAJIAM CBSI3H.

B) [loakimroueHus K TEXHUYECKUM CPEICTBAM U CUCTeMaM 00beKTa HH(OpPMATHU3AIIHIH.

r) O6paboTku nHGOPMAIIMK HA HE3AIUIIEHHBIX TEXHUUECKUX CPelICTBaX 00paboTKu
uHpopmanuu.

YTpo3bl HECAHKITMOHUPOBAHHOTO JIOCTYIAa K MHPOPMALIUH, PEATTU3YIOTCS Ty TEM:

a) Konuposanust unopmanny Ha He3apeTUCTPUPOBAHHBIN HOCUTENL HHPOPMAIUH.

0) XUIIeHHs] HOCUTEIIS 3alUIaeMoi HHPpOpMAaIIH.

B) lcnonb3oBaHus ~ OporpaMMHOro  OOecliedeHHs]  TEXHHYECKHX  CpEICTB
UH(POPMALMOHHON CUCTEMBI, Yepe3 MPUMEHEHUE BPETOHOCHOT'O IPOTPAMMHOTO KOJA.

r) CUJIOBOrO 3JEKTPOMAarHUTHOTO BO3JEHCTBHUS MO MPOBOIHBIM JIMHUSM CBS3U Ha
MOPTHI BBOJA-BBIBOJIa CUTHAJIOB U TIOPTHI CBSA3H.

Kakue cpencra 3amutbl uHpOpManuu OOBIYHO MTPUMEHSIOTCS Jig OOecredeHus
Oe3omacHocTH nH(pOpManmu, 0OpadaTeiBAcMON Ha ABTOHOMHBIX KOMITHIOTEpaxX:

a) CpencTBa 3amUThl THPOPMAIMK OT HECAHKIIHOHUPOBAHHOTO JIOCTYIIA.

0) MexcereBble 3KpaHbI.

B) CpencrBa kpuntorpaduueckoil 3ammThl HHPOPMAILIUH.

r) CpeacTBa aHTUBUPYCHOM 3aIUTBHI.

1) Cuctembl 0OHApYKEHUS BTOP>KEHUI.

Kakue cpenctBa 3amuThl WHGOpPMAIMK  TMO3BOJSIOT OOECIEYUTH OE€30MacHOCTh
uH(poOpMallMK, T[epelaBaeMoOil MO KaHajlaM CBSI3M, BBIXOISIIUM 32 TPEAEIbI
KOHTPOJINPYEMOH 30HBI:

a) CpencTBa 3amUThl THPOPMAIMK OT HECAHKIIHOHUPOBAHHOTO JIOCTYIIA.

0) MexceTeBble 3KpaHbI.

B) CpezacTBa Kpunrorpaduueckon 3amuTel HHGOPMALIUH.

r) CucteMbl 0OHapyKE€HUS BTOP>KEHUI.

Kakoit Bua cpeictB 3amurbl MH(GOpMAIUMKM IO3BOJISIET KOHTPOJIMPOBATh pa3iIMyHbIC
KaHaIIbI TTepeadn HHPOPMaIIUH: SJIEKTPOHHYIO ITOYTY, MECEH/KEPHI, CheMHBIE HOCHTEIH
uHpopmanuu?

a) IPS.

6) DLP.

B) IDS.

r) CSP.

ATtTecranus 00beKTOB HH()OPMATH3AINH — ITO:

a) JIokyMeHTaJlbHOE YAOCTOBEPEHUE COOTBETCTBUS NMPOIYKIIUU UM UHBIX OOBEKTOB,
NPOIIECCOB MPOCKTUPOBAHMS, IPOU3BOJICTBA, CTPOUTENBCTBA, MOHTaXa, HAJIAIKH,
AKCIUTyaTallH, XpaHEHUs, IEPEBO3KU, pealn3aliil U YTHIU3AlUH, BBITOJHEHHUS PaboT
WIA OKa3aHWs YCIyr TpeOOBaHWSIM TEXHHYECKHX PETJaMEHTOB, MOJOXKCHHSIM
CTaHJapTOB, CBOJIOB MIPABUJI MJIH YCIOBHUSM JOTOBOPOB.

0) [IpssMoe nau KOCBEHHOE OTpeIeTICHUE COOMIOACHUS TPEOOBAHUH, TTPEABSIBIISIEMBIX
K O0BEKTY 3aIUTHI.

B) OdunuanbHOE NpU3HAHUE KOMIIETEHTHOCTH (DM3MUECKOrO WM IOPHAWYECKOTO
JIMIIA BBITIOJIHATH paboTHI B ONPEAETICHHON 00acTH.

r) KoMIiekc opraHn3aiMmoHHO-TEXHUYECKUX MEPOTPHUSITHIA, B PE3ylIbTaTe KOTOPBIX
MOCPEJICTBOM CHEIHMATIBHOIO JOKYMEHTA IMOJITBEPHKAAETCS, YTO OOBEKT COOTBETCTBYET
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14.

15.

16.

TpeOOBAaHUAM CTaHJIAPTOB WJIM MHBIX HOPMAaTHBHO-TEXHMYECKMX JTOKYMEHTOB IIO
6e301acHOCTH H(POPMALIHH.
Kakoli nokymeHT naet mpaBo oOpaOOTKM MH(pOpPMAlMK C YKa3aHHbIM B HEM YPOBHEM
KOH(HICHIIMATHHOCTH?

1) JIunieH3us.

2) ATTectar akKpeaUTaIIH.

3) Cepruduxar.

4) Attectatr COOTBETCTBUSI.
Ha HacTosAmmii MOMEHT CpOK JEHCTBMs aTTecTaTa COOTBETCTBUS HH(OPMALMOHHON
CHCTEMBI, B KOTOpOi oOpabaThiBaeTCst KOH(pUAeHINANbHAs HHPOpMaLUs, B CIy4ae, eCliu
B XOJI€ €€ IKCIUTyaTalluy, B He€ He BHOCATCS CYILIECTBEHHbIE H3MEHEHMsI, COCTaBIISACT:

a) 3 rona.

0) 5 ner.

B) Bech cpok skcruryaTanuu nHQOPMAIIMOHHON CHCTEMBI.
TectupoBaHue Ha IPOHUKHOBEHUE — ITO CKOpEE:

a) AHanu3 ys3BUMOCTENW HH(OPMALIMOHHON CUCTEMBI.

6) WcnoblTanus cuctembl 3alIUThl MHGOPMALMU IYTEM OCYILECTBJIEHUS MOIBITOK
HECaHKIIMOHUPOBAHHOTO AOCTYNA (BO3ACHCTBHS) K MH(POPMAIIMOHHOMN CHCTEME.

TecT no Teme 2.1 ApXxuTeKTYpa KOMIbIOTEpa

3a HEenmoCpEeCTBEHHOE BHITIOJIHEHHUE ONEPAIlH B IIPOLIECCOPE OTBEYALT:
a) Apu(MeTHUKO-JIOTUYECKOE YCTPOICTBO.
0) Kour-namsrs.
B) biiok ympaBienus..
r) Perucrpsl.
Ucnone3ys 10 6uT g aapecanuu syeek MmaMsTh pasmepoM | OaillT, Mbl cMOXKeM
00eCTeunTh aApecanuio CIeayIero 00bemMa naMsITH:
a) 10 Gaidr.
6) 80 Oaiir.
B) 1024 Gaiir.
r) 1024 6ur.
Pacrionoxxurte B mopsiike yBenu4eHuss 00beMa mamsITH.
a) Ctpanura.
0) bur.
B) CrnoBo.
r) Bank.
n) Sueiika.
Pacrionoxxute BUIbI TaMSATH B TOPSAKE YBETHYEHUU CKOPOCTH PaOOTHI.
a) Peructpel nporeccopa.
0) TBeproTenbHbIC HAKOMTUTEIH.
B) OcHOBHas (OTiepaTUBHAS) TAMSTh.
r) ONTHYECKHUE JUCKH.
1) MarHuTHBIE KECTKUE JUCKHU.
e) Komr-nmamste.
Kaxkas xonmenius 00bIYHO peaiu3yeTcs B MPOIeccopax BUICOKAPT?
a) MHOX€eCTBEHHBIN MOTOK KOMaH/l, MHOKECTBEHHBIN MOTOK JaHHBIX.
0) OTMHOYHBIN MOTOK KOMaH/I, MHOKECTBEHHBIN IMOTOK JaHHBIX.
B) MHOKECTBEHHBII TOTOK KOMaH1, OJTAHOYHBIH MOTOK JTaHHBIX.
r) OAMHOYHBINH TOTOK KOMaHI, OJJHHOYHBIHN MOTOK TaHHBIX.
J171s1 COBpEMEHHBIX MarHUTHBIX )KECTKUX JIUCKOB XapaKTEPHO:
a) bospIiast cCTOMMOCTB TIO OTHOIICHHIO K TBEPOTEIbHBIM HAKOITUTEIISIM.
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0) IocrenenHoe n3HAIIMBAHUE TPAH3UCTOPOB.
B) Hannuune MexaHUYeCKHUX 3JICMEHTOB.
r) PacronoxeHnue KOHTpoJIepa Ha MAaTEPUHCKOM TU1aTe.
1) Bonpmmii 00beM mamMsTH MO0 CPABHEHUIO C TBEPOTEIbHBIMUA HAKOMIUTEIISIMHU.
7. Kakas mmHa Haumbojee pacnpocTpaHEeHa Ha TEKYIIUH MOMEHT B IEPCOHAJIbHBIX
KOMITbIOTEpAX:
a) ISA.
0) PCI.
B) PCI Express.
r) SCSI.
8. IlycTs TakTOBast 4acTOTa MIMHBI KOMIIbIOTepa cocTaBigeT 5 I'T'1. 3a oguH TakT Mo muHe
MOJKHO mepeaars 16 6ut. OueHuTe CKopocTh nepenayn nHpopMamuu mno muHe?
a) 80 Merabur B ceKyHY.
0) 10 ['urabaiit B ceKyHIy.
B) 80 I'mrabGaiiT B CEKyHy.
r) 21 T'urabaiit B CeKyHy.
9. Jlns mpoeKIHOHHO-EMKOCTHBIX CEHCOPHBIX PKPAHOB XapaKTEPHO:
a) Beicokast CKOpOCTh OTKIIMKA MPH KacaHUH.
0) Bo3MOXKHOCTB yripaBieHHs pa3TUYHBIMU YCTPONUCTBAMH.
B) [Tommeprxka multi-touch.
r) HeBO3MOXKHOCTh OpE/ICICHHUSI CUITbI HAXKATHS.
n) [IpoGnema «1BoeHU.
10. DnemMeHTaMu KUJIKOKPUCTALTUIECKOTO MOHUTOPA SBIISIOTCS:
a) JlydeBas TpyOka.
0) Mcrounuk cBera.
B) KK-marpuna.
r) I13C-marpura.
1) DIEKTPOIBI.
11. Kakoii 3ieMeHT puHTEepa OTBEYAET 3a (PUKCAIMIO TOHEpa Ha OyMmare:
a) ®ortoBa.
6) TepmoBat.
B) Ponuk mepenoca.
r) Ban nmomauu ToHepa.
12. HazHavyeHueM na3epa B IIBETHOM NPUHTEPE SBISECTCS:
a) Hanecenue Tonepa Ha ¢otoBa.
0) dukcanus ToHEpa Ha Oymare.
B) Y IaleHue HeCyIInX 3apsiji 3JIEMEHTOB ¢ (pOTOBAA.
r) [Togaya Oymaru B IpuHTED.
13. Dnementamu 1udpoBoil BeG-KaMepsl ABISAIOTCA:
a) dororuieHka.
0) OOBeKTHB.
B) [13C-marpuia.
r) ®ukc-dokyc
n) Ipormeccop.
14. J1na KoHIeHCATOPHBIX MUKPO(QOHOB XapaKTEPHO:
a) Cnabast 9yBCTBUTEIHHOCTb.
0) YCcTOMUUBOCTD K yAapam.
B) Bricokast 4yBCTBUTEIILHOCTD.
r) 3aBUCUMOCTh OT ITAPaMETPOB OKPYIKAIOIICH Cpeibl (TEMIIepaTyphl, BIAKHOCTH ).
n) [IpuMeHeHne B CTyIUSAX 3BYKO3AINCH.

Tect no Teme 3.1 BBeienne B MHPOPMAIHOHHYIO 0€30MACHOCTH ONEPANMOHHBIX CHCTEM
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IIycts B OC peanu3oBaHO AHUCKPELMOHHOE YIIPAaBJIEHHUE IOCTYIIOM CO CIEAYIOLIUMU
npaBaMu: uTeHue(r), 3anmuch(w) u ucnoiaHeHue(X). IlpucyrcTByer dain nmpriioxKeHus
«KanpkynsaTop.exe» €O clenyrouMm chnuckoM npocryna: (Amuca: rwx), (bopuc: rx).
Br16epute npaBuibHbIC YTBEPXKICHUS:

a) Airca MOXeT 3aIyCTUTh npuioxenne «KanbkyasTop.exe.

6) bopuc He MoxeT 3anmycTuTh npuioxkenue «Kanbkymsarop.exe.

B) AJlrca HE MOXKET U3MEHUTH coJiepkumMoe daiina «KanbKysaTop.exey.

r) Bopuc MokeT u3MeHHUTh coepkumoe (aita « KambKyssiTop.exey.

ITycts B OC peann3oBaHO rpynoBO€ YIPaBJIEHUE JOCTYIIOM CO CIEAYIOIIUMHU IPaBaMu:
yteHue(r), 3anucb(w) u ucnonHeHue(x). [lpucyrcrByer ¢aitn «Haxmamgnas.docx» co
cienyromuM cnuckoM gocrtyna: (byxranrepsi: rw), (Kypwepsr: r), (Anunca: rw). B
CHUCTEME 3aJlaHbl pOJIM, B KOTOPBIE BKJIKOYEHBI COOTBETCTBYIOIIME I0JIb30BATEIIN:
(Byxranreper: bopuc, [I'amuna), (Kypbepsi: Bukrop). Bribeputre mnpaBuibHbIC
YTBEPKICHHUS:

a) bopuc He MOXxeT U3MEHUTH coaep:kumoe (daitna «HaknamHas.docxX».

6) lamura MoxeT yuTath coaepkumoe daiina «HaxmaaHas.docx».

B) Bukrop MokeT uameHuTh conepxkumoe daiina «Haxmamnas.docx».

r) BukTop MoxeT uutath comepxumoe daiina «Hakmaaras.docxy.

1) Anrca MOXKET U3MEHHTD coaepxkumoe (aiina «Hakmamanas.docxXy.

IIycte B OC peanu3oBaHO MaHJATHOE yIpaBieHue AocTynoMm. [IpucyrctByer daiin
«log.txt» ¢ ypoBHeM cekpeTrHocTH 1. IIpucyrcTByrOT monb3oBaTenu Annca ¢ ypOBHEM
nomycka 1, bopuc ¢ yposaem pomycka 2 u Buktop ¢ ypoBHeM nomycka 0. Beibepurte
IIPABWJIbHBIE YTBEPKICHUS:

a) BukTop MoXeT u3MeHuTh comepkumoe daiina «log.txty».

0) BukTop MoxeT untath cogepxumoe daiina «10g.txty.

B) AJlca MOXeT U3MEHHUTH cojiepskumoe (aiia «log.txty.

r) Anica MOXKET YiTaTh cojepkumoe daiina «10g.txty.

1) bopuc Moxker u3meHHTh coaepxkumoe (aiina «log.txty.

e) bopuc Moxer uutath conepxumoe daiina «l0g.txt».

ITycts B OC peanuzoBana Mojensb neinoctHoctu buba. IlpucyrcrByer daiin «log.txt» ¢
ypoBHeM 1enoctHocTH 1. [IpucyTcTByIOT nosib3oBaTenu AMca ¢ YpOBHEM I€JIOCTHOCTH
1, Bopuc ¢ ypoBHeM nenoctHocTH 2 U Bukrop ¢ ypoBHem nenoctoctu 0. Beibepure
IIPABUJIbHbIE YTBEPKICHHUS:

a) Buktop MoxeT u3MeHUThb coziepxkumoe (aiina «log.txt».

0) Asca MOKeT M3MEHUTH coziepskuMoe (aiia «10g.txt».

B) bopuc mMoxer u3meHuTh copepxkumoe daitna «log.txty.

r) Bece Tpoe MoryT untath cogepxkumoe daiiia «log.txty.

BriOepure npaBuiibHbIE YTBEPKACHUS O ayTeHTH(PHUKAIMU B coBpeMeHHbIX OC:

a) [Taponu mosp30BarTenst XpaHsATCs Ha JUCKE, HA KOTOPOM YCTAHOBJIEHA CHUCTEMa, B
NIEPBOHAYAJILHOM BHJIE.

0) OrajoHHBIE 3HAYCHHS, HEOOXOAMMBIC [UJII MPOXOKACHUS OMOMETPUUECKON
ayTeHTU(UKALMU, XPaHATCS B CHCTEME B HEAOCTATOYHOM JUISI BOCCTAHOBJICHMS
M3HAYAIbHBIX OMOMETPHUECKUX JTAHHBIX 00bEMeE.

B) TokeH ¢u3MYeCKH W3TOTOBIEH TakUM O0pa3oM, YTO CYUTHIBAHHE C HETO
3aKpBITOTO KJIKOYA SIBJISIETCS HEBO3MOYKHOW WA IOPOTOCTOSIIEN ONIEpaIiueii.

r) Jns ayTeHTU(HUKAIUU C TIOMOIIBIO TOKEHa B CHCTEME JIOJDKEH MPHCYTCTBOBAThH
OTKPBITBIN KJII0Y MOJIb30BATENs, COOTBETCTBYIOIIUHN 3aKPHITOMY KIIIOUY Ha €r0 TOKEHE.
UYro He BXOAUT B METaJaHHbIe (aiina (BpiOepuTe OJ1H BapHaHT)?

a) Bpems co3ganus daiina.

0) Anpec KOpHEBOUH AUPEKTOPHUU.

B) Bpemst moaudukarmu daiina.
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10.

r) Apeca KiiacTepoB COACPKUMOTO (haiijioB.

1) Uadopmanus o Bnanensle daitna.

Bri6epute BepHbIe YTBEpKIEHUS O YIIPABICHUH MaMAThIO B coBpeMeHHbIX OC:

a) CoBpemenHble OC HCIOJIb3YIOT BUPTYAIbHYIO I1aMSATh.

6) CoBpemennbie OC He 3alIUIIAIOT MaMATh OJHUX MPOIECCOB OT YTCHHS APYTrUMHU
IIPOLIECCAMH.

B) CoBpemennbie OC pa3aensor 00IIyI0 MaMsITh MEX/1y MPOLIECCaMH, 9YacTO B TAKOM
MaMSITH HAXOAATCS OMOTMOTEKH.

r) CoBpemennbiec OC HHUKOT/a HE BBIMPYXKAOT YaCTH ONEPATHBHOW MaMSATH Ha HCK
BO BpeMs paOOoTBhl.

n) B coBpemennbix OC mamsTh pa3OuTa Ha MaJleHbKHE (parMEHTHl, Ha3bIBacMble
CTpaHHIIAMHU.

Bri6epute BepHbIe YTBEPKICHUS O IIAHUPOBILUKE:

a) [lmaHMpOBHIMK BBIIENSAET MPOLECCOPHOE BpeMs KOPOTKHMMH HHTEpPBAIaMH,
HA3bIBAEMbIMU KBAaHTaMHU.

0) B cnyuae wucronHEHHsS NPOLECCOM MHCTPYKLUMM, JJIsl 3aBEpLIECHUS KOTOPOI
TpeOyeTcs UIMTENbHOE OXKUAAHWE, TUIAHUPOBIIUK MEPEBOAUT MPOIECC B COCTOSHUE
«3a0JIOKUPOBaH» U HE OYyAET BBLACIATH €My IPOIIECCOPHOE BpPEMs, MIOKAa COCTOSIHHE HE
CMEHUTCS Ha «TOTOBY.

B) s paboThl TUIAHMPOBIIMKA TPOIECCHl JOJDKHBI CaMU IepeJaBaTh Ha HEro
yhnpaBieHHe, TaK Kak KommbioTepsl He mnpeaoctaBimsitor OC  wmexaHusma Uit
NEPUOANYECKOT0 IPEPHIBAHMSI BHIIIOJIHEHUS TI0JIb30BaTEILCKOIO MIpoLiecca.

r) B miaHupoBaHMM MO MPHOPUTETAM BCE MPOIECCHI C Pa3HBIMU MPHOPUTETAMH
[OJIy4aroT IPUMEPHO OJIMHAKOBOE KOJIMYECTBO BPEMEHH.

Bri6epute BepHOE yTBepKIeHUE (BBIOCPUTE OJJUH BapUaHT):

a) OC pean3oBaHa anmnapaTHO B MPOIECCOPE.

6) OC peann3oBaHa anmnapaTHO B MaTEPUHCKOM IjaTe.

B) OC — mporpammHOe oO0ecrieueHre, KOTOpPOE IMPEIOCTABISCT MPHUIOKCHUSIM
pecypchl anmapatHoro odecredeHusi KOMIbIOTEPa B BUAE YIOOHBIX aOCTpakiMii, HO HE
YIIPaBJISET TUM aIlapaTHbIM 00ECTICYCHHUEM.

r) OC — mporpamMmmHOe O0O€CleYeHHe, KOTOpO€ MPEIOCTABISCT MPUIOKCHUSIM
pecypchl  amnmapaTHOTO OOECTEUYEeHHs] KOMITbIOTEpa B BHUJAC YAOOHBIX aOCTpakiuid u
yIIpaBJISET 3TUM alIapaTHbIM 00ECTIEYeHHUEM.

Bri6epute BepHOE yTBEpKIeHUE (BbIOEpUTE OJJUH BapUaHT):

a) B OC komnbloTepa ¢ OJHOSAAECPHBIM MPOLECCOPOM B KaX/Iblii MOMEHT BpEMEHHU
MOJKET paboTaTh TOJBKO OJIMH MPOIIECC.

6) B OC kommbioTepa € OAHOSAEPHBIM IPOLECCOPOM Yy TMPOIECCOB BCeria
NPUCYTCTBYET TOJBKO OJIH MOTOK.

B) B OC kommbioTepa ¢ MHOTOSJCPHBIM MPOLECCOPOM B KOHKPETHBIA MOMEHT
BPEMEHH MOT'YT BBINIOJIHSTCS HECKOJIBKO MIOTOKOB OJHOIO IIpolecca.

r) B OC xoMnproTepa ¢ MHOTOSAEPHBIM MPOLIECCOPOM KOHKPETHBIN MPOLIECC MOXKET
MCIOJIb30BaTh TOJIBKO OHO PO MPOIEccopa.

Tect no Teme 3.2 UudopmanuoHHasi 6€30MaCHOCTH ONEPALNHOHHBIX CHCTEM ceMelicTBa

1.

Windows

Ha ocHoBe kakux ganHbix cyorekta OC Windows npuHUMAaeET pelieHue o JocTyme?
a) XeIr 3HaYeHUe MMapoJIsl MOJIb30BaTeNs, 3aITyCTUBIIIETO MPOIIeCC.
0) TokeH mepeBOMIIONICHHS.
B) Unentudukarop mpoiecca.
r) Token nocryma.
1) ba3oBbIii mpuOpHTET mpoiiecca.
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Ha ocHoBe xakux nanabix o0bekta OC Windows mpruHHUMAaET pemieHnue o J0CTyrne?

a) [IpuBunerumn.

0) Token mocTyma.

B) [leckpurnrop 6€30MacHOCTH.

r) CUCTEMHBII CIIMCOK YIIPABICHUS JTOCTYIIOM.

1) Crioco6 ayTeHTH(PHUKAIIMU T0JIh30BATEIS.

Kakue npumuTrBHBIE TpaBa o0beauHsAeT B cede mpaBo ureHus OC Windows?

a) «Urenue aTpuOyTOB 0€30MTACHOCTH.

0) «YTeHHne CUCTEeMHBIX aTpUOYTOBY, «YTEHHUE aTPUOYTOB OE30MACHOCTH.

B) «UTeHne JaHHBIXY.

r) «UTeHue CHCTEeMHBIX aTPHOYTOBY», «ITECHHE aTPUOYTOB OE30MACHOCTHY, «YTCHUE
JTAHHBIX).

1) «UTeHue CUCTEMHBIX aTpUOyTOB», «YTEHUE aTPUOYTOB OC30MACHOCTHY, «UTCHHE
JAHHBIX», «BBITIOHEHUE (AIIIOB» U «IIEPEXO] B TUPEKTOPHUIOY.

BriGepuTe mpaBuibHbBIC YTBEPKICHHU 0 MaHIaTHOHM nonuTrke «He-3anuceiBath-Brepx»
OC Windows:

a) OGecnieunBaeT CBOMCTBO IEIOCTHOCTH JaHHBIX.

6) ObecnieunBaeT CBOMCTBO KOH(DUICHIIMAIBHOCTH TaHHBIX .

B) Mcrionib3yercst B CHCTEME TOJIBKO JIIst 00BEKTOB CETEBBIX COKETOB.

r) HesiBHO ucnonb3yercst st Bcex NTFS-gaiinos.

1) Pasperiraer 1o0CTym Ha 3aMuch TOJBKO CYyOBEKTaM C YPOBHEM IIEJIOCTHOCTH PaBHBIM
WK OOJIBIIMM IO OTHOIIEHHIO K YPOBHIO IIEJIOCTHOCTH OOBEKTa JOCTYIIA.

Kakue u3 nepeuncrnennsix npas OC Windows npeaocTaBiisieT 1o yMOJIYaHUIO BIaAETIbILy
daiina?

a) Yurate CCY /.

6) Yurats ACY .

B) UuTath comepxumoe daiia.

r) Usmensts JJCY/I.

n) Nsmensite CCY/I.

e) Usmensats comepkumoe ¢aiina.

Bribepere nmpaBuiIbHBIE  YTBEPXKICHHS OTHOCHUTEIBHO QITOPUTMa  OMpeeNieHus
npaBoMepHocTu goctyna OC Windows:

a) IlepBeiM pelicTBUEM SBISIETCS MpPOBEPKAa COOTBETCTBHS JOCTyNa MaHAATHOMN
TIOJINTUKE.

0) IIpoBepka COOTBETCTBHsI JOCTyNa MaHIAATHOW MOJUTHKE OCYIIECTBISETCS MOCIE
ananm3a 3anuceit JICY 1.

B) Eciu nipu nocnenoBarenpHoM ananu3e 3anuceit JJCY /] oka3siBaeTCsi, 4TO OHO W3
3anpaniBaeMbIX MpaB 3allpeliaeTcs B TEKYIEH 3alucH, TO JOCTYI 3allpeliaeTcs.

r) Ecimm mpu mnocnenoBatensHoM ananmuze 3anmceit JJCY]] paspemaronue mpasa
TEKyIled 3alucu B CyYMME C pa3pellialolMMU [paBaMu MNPeAbIAYIIUX 3anuceit
MEPEeKPbUIH BCE 3allpalliiBaeMble MpaBa, TO AOCTYI pa3peliaeTcs.

n) Eciu B ciickax JICY/] He ObLI0O 3ampelnaroniux 3ampaniiBaeMble mpaBa 3aluce,
U B TO X€ BpeMsl BCE pa3pelIarolne 3alucy He TEPeKphUIN 3arpaliiBaeMble mpasa, TO
JOCTYT 3ampeniaeTcs.

Kakas npusunerust OC Windows mo3BoiisieT uutath 11000 (aiim BHE 3aBUCHUMOCTH OT
3a/IaHHBIX NPaB?

a) [IpuBunerus co3ganus pe3epBHBIX KOIHIA.

0) [IpuBwierns N3MEHEHUsT CHCTEMHOT'O BPEMEHH.

B) [IpuBmIierus 3aBepiieHus: paboThl CUCTEMBI.

r) [IpuBuierus yBenuueHus padodero Hadbopa.

n) [MpuBunerus coznanus (haiia NoJKaAUYKH.

Bri6epuTte cymnocTH, He Bxosiue B TokeH goctyna B OC Windows:
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a) SID nonk3oBarens.

0) JICY ]I Bcex 00bEKTOB CUCTEMBI.

B) SID-bI rpymi.

r) CCY /I Bcex 00BEKTOB CHCTEMBI.

n) IMpuBuneruu.

9. BriOepuTe CyIIHOCTH, BXOJAIIUE B leckpurtop 6ezomacHoctu oobekra B OC Windows:

a) SID Bnanenbiia 00bEKTA.

0) IMCKpELIMOHHBIN CIIMCOK YIIPABIIEHUS JOCTYIIOM.

B) CHCTEMHBIH CITUCOK YIPABJICHHS JOCTYIIOM.

r) CECOK TOKEHOB JIOCTYIIA IIPOLIECCOB, OCYIIECTBIISIONIMX JOCTYII K OOBEKTY.

1) YpOBeHb LEITOCTHOCTH.

10. Kakue #3 TMyHKTOB MpPaBHJIBHO ONKCHIBAIOT (MIBTPOBAHHBI TOKEH JIOCTYIa

agmunuctpaTopa B OC Windows?

a) YpOBEHb LIEJIOCTHOCTH YCTAHABIINBACTCS CPETHHIM.

0) YpOBEHB IIEJIOCTHOCTH YCTaHABIMBACTCSI BBICOKUM.

B) CIIMCOK MPHBHJICTHIA, KOTOPBIE MOTYT NONACTh B (DMIIBTPOBAHHBIN TOKEH, CHUIILHO
OrpaHUYeH.

r) Ilpu onpenenenuu npaBomepHoctd gocryma cpeau 3ammceit JJCYJ ¢ SID
aJIMAHUCTPATHBHBIX TPYII OYIyT YUTCHBI TOJILKO 3aIPEIIAOIIHe.

1) Crucky NMPUBHIICTHI OJMHAKOBBI B OOBIYHOM M (DMIIBTPOBAHHOM TOKEHE JIOCTYIIa
aJIMAHUCTPATOPA.

Tect no Teme 3.2 UndopmanuoHHasi 6€30MaACHOCTH ONEPANIMOHHBIX CHCTEM ceMelicTBa
Linux

1. Ha ocHoBe kakux naHHBIX cy0bekTa OC Linux mpuHHMaET peuieHue o J0CTyme?
a) SUID-6ur.
0) Sticky-6wur.
B) YUeTHbIC JaHHbIC.
r) UID mporiecca.
1) DNEKTPOHHAS MOJMUCH TPOrPAMMBI.
2. Kaxwue npaa npucyrctByroT B OC Linux:
a) Ucnonuenue.
0) Urenwue i-node.
B) UreHue.
r) Y nanenue.
1) 3amuce.
3. Hus gero cioyxut SUID-6ut 8 OC Linux?
a) [To3Bomser 3amycTuTh NPUIIOKEHHE OT UMEHHM BiaJiesblia (aiisia MpuiIoKeHHs .
0) [To3BoJsieT 3amyCTUTh MPHIIOKEHUE OT UMEHH CYIIEPITIONb30BaTEIIS.
B) [To3Bossie 3amycTuTh npunoxenue ¢ npusmwierneit CAP_SYS ADMIN.
r) [To3Bomnsier 3anmyctuth npuioxenue ¢ UID paBHBIM HYITIO.
o)  3ampemiaer  3amycK  NPWIOKEHHS ~ BCEM  IOJBb30BATENsIM,  KpPOME
CYTIEPIOIB30BaTENS.
4. Yto nenaer Macka B CIHCKe yrpasieHus aoctynom daiina B OC Linux?
a) 3amaeT MaKCUMaJTbHBIE TIPaBa, KOTOPBIE MOYKHO TTOTYYUTh U3 3aIMCEH TSl TPYIIIL.
0) 3aaeT MaKCUMaJIbHBIE TTpaBa, KOTOPBIE MOXKHO MOJIYYUTh U3 3alIUCH OCTAJIbHBIX.
B) 3a/1aeT MaKCHMaJbHbBIC MPaBa, KOTOPhIE MOXKHO MOJYYUTh M3 3alHCH BJaJeiblla
daiina.
r) 3amaer MakCHMMaJbHbIC TpaBa, KOTOPbIE MOXKHO IOJYYHUTh W3 3amucedl s
NOJIb30BaTes e u TpyIml.
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10.

11.

1) 3agaeT MakCHMallbHbIE MpaBa, KOTOPbIE MOXHO TOJYYHTh W3 3alUced s
MOJIb30BaTENEN.
Uro Takoe coub xemi-3HaueHus napoiisg B OC Linux?

a) Crpoka, KOTOpasi BBIOMpAeTCS MPH KaXKAOM ayTeHTH(PHUKAIMU CIIy4yailHO s
obecrnieueHns 6€30MacHOCTH MapoJIs.

0) CnyuaitHo BbIOpaHHasl MPU CO3JAHUM MAPOJS CTPOKA, KOTOpas CKJICHBACTCS C
XeII-3HaYEHUEM I10CJI€ BEIUUCICHHS XeI-(PYHKIINU.

B) CiydaiiHo BbIOpaHHas NpH CO3JaHUU MApOJsl CTPOKA, KOTOpask CKICUBACTCS C
napoJieM fepejl BbIUKMCICHUEM Xell-(pyHKIUH.

r) JimHa, 10 KOTOpO#l ype3aeTcs maposib MMOJIb30BATENs Il KOMITAKTHOTO XPaHCHUSI
B CHUCTEME.
Bribepure cymnocTu, BXOAALIME B y4eTHbIe JaHHble mporecca B OC Linux:

a) UID monw30Baresis, 3amyCTUBIIIETO MPOIIECC.

0) I'pynnsl noabp30BaTeNs, 3aI1yCTUBILETO IIPOLIECC.

B) [IpuBuiieruu.

r) [IpaBa ucnonusiemoro ¢aiina, 13 KOTOPOro ObUT 3aIyILEH MPOIIECC.

1) ®nar 3¢ (heKTUBHOCTH IPUBUIIETHIA.
Bribepure cymuoctu, Bxoasupe B aTpuOyTsl 0ezonacuoctu ¢aitna 8 OC Linux:

a) Tpolika mpaB AJisl Ka)JI0H TPYIIIbI B CUCTEME.

0) [IpuBuiierumu.

B) Tpoiika mpaB Biajeibiia Qaiiia.

r) Tpoiika mpaB monb30BaTeied, He SBISIFOIIMXCS BlaaelbliaMu (Qaiiina u He
BXOJIIINX B IPYIITY Biajaeiblia (aiisia o yMoa4aHuio.

n) Bnanenen gaiina.
Bri6epute cymnHocTH, BXxoasiue B aTpuOyThl 6e3onacHocty ¢aitna B OC Linux:

a) Tpoiika npaB Jy1st KaXK0¥ TPYIIIBI B CUCTEME.

0) [IpuBmiierumu.

B) Tpoiika npaB Biajeinbiia Qaiiia.

r) Tpoiika mpaB TMoOJNb30BaTeled, HE SBJSIONIMXCS BiaaenbllaMud (aiiia u He
BXOJIALINX B IPYMITY Biajenblia (aiisa o yMoI4aHuIo.

1) Brnagenen daiina.
Kaxue nabopsl npusmieruit ects y daitna 8 OC Linux:

a) Hacnenyewmpbie.

0) Db dexTuBHBIE.

B) BHemnue.

r) OrpaHYUBarOIIHE.

1) PaspereHnsble.
Kakyro xem-¢pynkuuto ucnons3yer OC Linux amst BEIUMCIEHUS X€II-3HAUYEHUS TIapois B
OC Linux?

a) MD-5.

6) SHA-256.

B) SHA-512.

r) SHA-3.

n) OyHKIUIA HECKOJbKO, OKOJO XEMI-3HAUCHHs MapoJisi XPAHUTCS HOMEp
UCTIOJIb30BAaHHON XeNI-(DyHKITUH.
Urto nemaer konseiiep B OC Linux?

a) OuIbTpyeT BHIBOJI KOMAH/IBI.

0) [lepeHanpaBiseT CTaHIAPTHBIN BBIBOJT KOMAH/IBI C KOHCOJIU CTaHIAPTHBINA HA BXO/T
JIPyroi KOMaHJe.

B) [logHrMaeT npasa 710 mpaB Cyneproab30BaTerIs.

r) OTKJ1aIpIBaCT BBITIOJTHEHNE KOMaH bl Ha YKa3aHHBIH CPOK.
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Tect o Teme 4.1 BBeieHne B apXUTEKTYPY JOKAJIbHBIX BBIYHCJIUTEIbHBIX ceTel

1. Kakoii nopsgox ypoBueir moaenu OS| BepHbIii?
a) Ou3nueckui, KaHaJIbHBINA, TPAHCIIOPTHBINA, CETEBOW, CEAHCOBBIN, MPEICTABICHUS,
MPUKJIaAHOM.
0) dusnueckuii, KaHaJIbHBIN, CETEBOM, TPAHCIIOPTHBIN, CEAHCOBBIN, MPEICTABICHUS,
MIPUKJIaAHOM.
B) Dusnueckuil, KaHAIbHBIA, CETEBOH, TPAHCIIOPTHBINA, CEAHCOBBIN, MPUKIIAJHOM,
IPECTaBICHHUS.
r) DusnyecKuii, KaHaJbHBINA, TPAHCIIOPTHBIA, CETEBOH, CEAHCOBBIN, MPUKIAIHOM,
IPECTaBICHHUS.
2. Kaxue npoToKOJIbI OTHOCATCS K TPAHCIIOPTHOMY ypoBHIO Mojenu OSI?
a) UDP.
6) ARP.
B) IPV4.
r) GSM.
n) TCP.
e) DNS.
x) PPTP.
3. Kakoii ypoBeHb npeHa3zHaueH I ONPEACICHUS ITYTH MepeJadn JaHHBIX ?
a) Ousnyeckuid.
0) CeaHCOBBIIA.
B) TpaHCIOPTHBIA.
r) [IpencraBienus.
n) KananbHbrii.
e) [MpuknaaHoii.
k) CeTeBOli.
4. Kaxue ¢uaru ucnonb3yrorcs B npotokose TCP s ycTaHOBICHUS COSAMHEHUS?
a) RST.
6) SYN.
B) FIN.
r) URG.
1) ACK.
e) PSH.
5. Kaxkue npeumymectBa ecte y FTTB?
a) Bricokas ckopocTh paboTel IHTEpHET.
6) PaBHast ckopocThb IpreMa M nepeadu MHpopMarum.
B) HeszaBHCHMOCTh CKOPOCTH JOCTyMa OT 4MCia abOHEHTOB, MOJKIIOYCHHBIX K
KOMMYTaTopy.
r) OTcyTcTBHE HEOOXOAUMOCTH pa3MeIleHHs KOMMYTaTopa MpoBaiiiepa B 31aHHH.
6. Kakwue Henocratku ectb y FTTB?
a) Huskas ckopocts pabotel IHTEpHET.
6) Pa3znas ckopocTh npremMa u nepeaadn HHGOpMaLuu.
B) 3aBHCHMOCTh CKOPOCTH JOCTyla OT 4YKciaa aOOHEHTOB, MOAKIIOUEHHBIX K
KOMMYTaTopy.
r) Heo6xoaumMocTh pa3MeriieHns KOMMyTaTopa mpoBaiepa B 31aHUH.
7. BbiOepuTe BepHbIE YTBEPKICHUS
a) TCP He rapaHTUpyeT JIOCTaBKY JlaTarpamM.
6) UDP He rapanTupyet JOCTaBKY JAaTarpamM.
B) UDP rapantupyer 10CTaBKy JaTarpamm.
r) TCP rapanTupyeT JOCTaBKY JaTarpamMM.
8. Kaxoii agpec OTHOCHTCS K aipeCHOMY TPOCTPaHCTBY IPv4?
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9.

10.

a) 192.168.0.17
0) 129.256.0.0
B) 301.169.107.0.0.3
r) 127.0.1000.0
Kaxk paboraet xonueHntpatop (xad)?

a) IIpu monydyeHuu nakera JaHHBIX Xal MEpechlIaeT TOT MAKeT Ha BCE OCTaJIbHbIC

CBOM MOPTHI.
0) Ilpu monyyeHWW TMaKeTra JaHHBIX Xal

cootBercTBUU ¢ Tabmumedr  MAC-anpecos.

oTOpachIBaeTCsl.
B) Ilpu mnosnydeHWH makeTa TaHHBIX Xabd

NepeChlyIa€T 3TOT IMAKET Ha IIOPT B
Ecmu  coorBeTcTBHSA HET, IIaKET

nepecolIa€T J3TOT IIAaKET Ha IOpPT B

cootBercTBUM ¢ Tabumieit MAC-aapecos. Eciiu cOOTBeTCTBUS HET, B CETh OTIIPABIISACTCS

ARP-3anpoc.
Kaxk paboraer kommyTaTop?

a) B ciyuae, ecnu ans ornpasnsiemoro MAC-aapeca HET COOTBETCTBHS, KOMMYTaTOP
pacchlIaeT MakeThl Ha BCE MOPThI, KPOME IOPTa-MI0JIydaTesl.
0) Ilpu monmy4yeHUM mMakeTa JAaHHBIX KOMMYTATOp IMEpechbUIaeT 3TOT MaKeT Ha BCe

OCTAJIbHBIC CBOH ITOPTHI.

B) KommyTarop XpaHHUT B HaMsATH TaOJHMIly KOMMYTAal[MM, B KOTOPOW yKa3aHO
conoctarieane MAC-aapeca 1 HoMepa mopra KOMMYTaTopa.

r) Co BpeMeHEM KOMMYTATOp CTPOMT TAOJHILY [UIs BCeX akTUBHBIX MAC-aipecos.

1) Tabmuia MAC-aipecoB KOMMyTaTOpa CTaTHYHA U HACTPAMBACTCS BPYUHYIO.

Tect no Teme 4.2 CereBble Yrpo3bl H MeTOAbI MPOTHBOIECHCTBUS UM

Kaxkue OpIBatoT HCTOYHUKY BOSHUKHOBEHUS YSI3BUMOCTEH?

a) OmubKu peanu3anuu.

0) OmunoOKu 06CITy)KMUBAHUS.
B) OmmOKK MPOSKTUPOBAHUS.
r) Omm6ku HR-oTxema.

Yro He BXoAUT B 06azoByto rpymiy Merpuk CVSS?

a) Crioco0 moy4yeHus JOCTyIa.
0) BiusiHue Ha KOHOUAEHIIMATBHOCTD.
B) BnusiHue Ha mosb3oBarels.
r) [Tokasatesnp ayTeHTH(DUKALIUH.
1) COXKHOCTh MOJTYYEHHsI JOCTYTIA.
Kakoit rpynnsr metpuk CVSS ne cymectByer?
a) KommiekcHas.
0) Bpemennas.
B) bazonas.
r) KoHTekcTHasl.
Kewm pazpaborana CVSS?
a) ISO.
0) FIRST.
B) WWW.
r) UCLA.
UYro He sBnsgercs merpukoit B CVSS?
a) CJI0’)KHOCTh aTaKH.
0) BiusHue Ha JOCTYITHOCTb.
B) JITUTENBHOCTh aTaKH.
r) Croco0 momy4eHus JoCTyTa.
1) [okazaTenb ayTeHTU(UKAIINH.
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10.

UYro sBseTCS MAaCCUBHOM aTakon?

a) [IpocnymuBanue Tpaduka.

6) OTka3 B 00CTy)KUBaHHH.

B) Ou3MuecKOe HAMTAJICHUE HA OOBEKT.

r) DKCIUTyaTalust ysi3BUMOCTH.

Uro Takoe 3BpUCTUUECKUN aHAIN3?

a) Meron, npenHa3HauyeHHBIH i1 OOHApy)KEHUs HOBBIX, €€ HE BBIBICHHBIX
BUPYCOB.

06) MexaHu3M, HEOOXOAMMBIA [IJII OTCIICKUBAHHMS HEU3MEHHOCTH  (hailyioB,
JOKYMEHTOB, peecTpa, KOH(pUrypauuu o00pyaoBaHusL.

B) Meron, OCHOBaHHBIM Ha IOCIEIOBATEIFHOM IPOCMOTPE MAMSTH YCTPOWCTBA,
3arpy304HBIX CEKTOPOB, (hailJIOB B MOMCKE CUTHATYP U3BECTHBIX BUPYCOB.

UYro Takoe 63K10p?

a) YacTe BpEIOHOCHOTO NPOTPAMMHOTO OOECIICUEHUs, PEATN30BAaHHOTO IS
COKPBITHUS IIPUCYTCTBUS ITOT0 BPEAOHOCHOTO KOZA ¥ €ro ACHCTBUI.

06) Ilpunoxenue, wucnonb3yemoe JUIsl JalbHEMIIEed 3arpy3kd U 3amycka
HOJHOLEHHOTO BPEAOHOCHOTO IPOTPaMMHOT0 00ecieueHHs.

B) BpemoHnocHoe mnporpamMHOe oOecnedeHne, KOTOpOE, I[OMHMO IOJYYCHHUs
KOHTPOJISI HaJ 3apaKEHHBIM YCTPOMCTBOM, NBITAETCS 3aXBaTUTh II0J] CBOM KOHTPOJIb
JPYTHUE Y3JIbI CETH.

r) [IpuoxeHue, MO3BOJISIOIIEE YIPABISATH KOMIBIOTEPOM YIAICHHO.

Urto Takoe pyTKUT?

a) YacTe BpEIOHOCHOTO NPOTrPAMMHOIO O0ECHEUeHHs, pEeaTu30BaHHOIO IS
COKPBITHSI IPUCYTCTBUS 3TOTO BPEAOHOCHOTO KOJia U €r0 IEUCTBUM.

6) Ilpwioxxenue, wucnosb3yemMoe Uil JalbHEWIIEW 3arpy3ku U 3alycka
MOJTHOIIEHHOTO BPEAOHOCHOTO IPOTPAMMHOTO 00eCTIeUeHHS.

B) BpemoHocHoe mnporpaMmHOe oOOecreueHHe, KOTOpPOe, I[OMHUMO MOIy4YCHHUsI
KOHTPOJISL HAaJ| 3apaKCHHBIM YCTPOMCTBOM, IBITAETCS 3aXBAaTHThb MOJ CBOH KOHTpPOJIb
JpyTUe y3ibl CETH.

r) [IpuoxxeHune, MO3BOJISIONIEE YIPABIIATH KOMITBIOTEPOM Y/IaJICHHO.

Yro caenyer nenarh, 4TOOBI 3aIIUTUTH c€0s1 OT BUPYCOB?

a) He 3amyckaTh npuitosxeHus U3 HEOBEPEHHBIX HCTOYHHUKOB.

6) Cuneautp 3a UU(GPOBBIMU TOANUCAMH YCTaHABIMBAEMOI'O IPOrPAaMMHOIO
oOecrieyeHus.

B) OTKJIFOUMTH MEXKCETEBOM IKpaH.

r) Bcerma OTKpbIBaTh BIOKEHHS O3JCKTPOHHOM TMOYTHI ¢ TeMoil «BaxHo» wu
«Cpo4HO».

n) CBOEBpeMEHHO OOHOBIISATH  OMNEPALMOHHYID CHCTEMY H  HPOTPaMMHOE
o0ecrieueHue.

¢) Ucnonb30BaTh aHTUBUPYCHOE IPOTPaMMHOE 00eCTIeueHHeE.

Tect no Teme 4.3 MeskceTeBble IKPAHBI

Uto Takoe MeKCEeTEBOM dKpaH?

a) [IporpaMmHOe WM MPOrPaMMHO-TEXHUYECKOE CPEJICTBO, peanusyomiee GyHKIUN
KOHTPOJIA U q)Hanpaupm B COOTBCTCTBHHU C 3aJJaHHBIMU IIpaBUJIaMU IMMPOXOAAININX YEPE3
HEero WH(OPMAIIMOHHBIX TOTOKOB.

06) VYcrpoiicTBO, TpeIHAa3HAYCHHOE [JIi  COCAMHEHUS  HECKOJbKHX  Y3JIOB
KOMIIBIOTEPHOH CETH B MpEEIax OJHOTO MM HECKOJIBKUX CETMEHTOB CETH.

B) YCTpOICTBO, KOTOPOE MO3BOJISICT OPraHU30BATh JIOKATBHYIO CETh C BO3MOYKHOCTBIO
BBIX0JIa B UHTEPHET JUIs APYTUX YCTPOHCTB.

MesxceTeBble 3KpaHbl JIJIsl BEO-MIPUIIOKEHUN pacIionararoT:
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a) I[lepen 3amumiaembiM BeO-cepBepoM (Tpaduk BHaAYAJE MEpPEAacTCs MEKCETEBOMY
dKpaHy, 3aTeM BeO-cepBepy).

0) Ilocne 3ammmmaemoro BeO-cepBepa (Tpaduk BHadaje mepemaercs BeO-cepBepy,
3aTeM MEXCETEBOMY 3KpaHy).

B) MexceTeBOH SKpaH M 3alldIaeMblii MM BeO-cepBEp HAXOJSITCA B Pa3HBIX
HOJCETAX, TPA(PUK MEXTy HUMH 3aIpereH.

r) Bmecto 3ammuiaemMoro Bed-cepsepa.
[lepconanbHbIE MEKCETEBBIEC IKPAHBI JJI1 HACTOJIBHBIX KOMIBIOTEPOB U HOYTOYKOB:

a) O0ecreunBaroT JIONIOJTHUTEIBHBIA YPOBEHB 3alIUTHI OT CETEBBIX aTaK.

0) [TomHOCTBIO 3aMEHSIOT BCE OCTAbHBIE HHCTPYMEHTAJIBHBIE CPEJICTBA 0OECIICUeHUS
0e30MacHOCTH.

B) [10JIHOCTBIO 3aMEHSIIOT MapUIPYTH3ATOPBI, SBISSACH IILUTFO30M O YMOJIYAHHIO JUIS
3alIMIAeMOTO0 KOMITBIOTEPA HITH HOYTOYKA.

r) IlpemocraBisiloT BCe HEOOXOJMMBIC CETEBBIC CEPBUCHI Ul  3aIlIMIIAEMOTO
KOMIThIOTEpA WJIH HOYTOYKA.
[lepcoHanbHbIE MEXCETEBbIE SKpaHBI JJS HACTOJIBHBIX KOMIIBIOTEPOB M HOYTOYKOB
SIBIISTFOTCSL:

a) AnmapaTHO-TIpOrpaMMHBIMHU CPEICTBAMH 3aIUTHI.

0) Bcerma BctpoeHHbiMH B OC, KOTOpPYHO OHHM 3allMINAIOT, HE MOTYT OBITH
peaTn30BaHbl BHEUTHUMHU POU3BOIUTEIISIMH.

B) VICKIIIOYMTEILHO TIPOrPAMMHBIMHU.

r) Mckimo4ynuTeibHO BHENTHUMH, HE BCTpOeHHbBIMUA B OC, KOTOPYIO OHU 3allUIIAIOT;
BCET/Ia PEATM30BaHbl BHCITHUMHU TIPOU3BOTUTCIISIMH.
[lepcoHanbHBIE MEXCETEBbIE SKpaHBI JJS HACTOJIBHBIX KOMIIBIOTEPOB M HOYTOYKOB
YCTaHABJIMBAIOTCS:

a) Ha xoctax, KOTOpbIC OHM 3aIHUILIAOT.

0) Ha wmapmpyruzaTopax, KOTOpbIe yKa3aHbl Ha XOCTE B KA4eCTBE IULIO3a II0
YMOTYaHHIO.

B) Ha oTenbHBIX KOMITBIOTEPAX.

r) Ha xoneunsix Toukax VPN.
BriOepure HecymecTBYIONINI BUJ] TPAHCIISIIIMU CETEBBIX apecoB.

a) Jlunamuueckasi.

0) CraTuueckas.

B) C UCIMOJIb30BaHUEM TTOPTOB.

r) C UCronb30BaHUEM MOCTOB.
[111r0361 YpOBHS NPWIIOKEHUIN TTO3BOJISIOT:

a) HckmouuTh mnpsiMoe B3auMOJEHCTBHE IBYX Y3JIOB IIyTeM peau3alddl poJiu
MIOCPETHHKA.

0) BBIMoHATE PYHKIMY [IUTI03a CEAHCOBOTO YPOBHSI.

B) AHAJIM3UPOBATh BCE CYLICCTBYIONIME B MUPE TPOTOKOJIBI.

r) AHaTu3MpOBaTh TOJNBKO TMOAACPKHBACMbIE O3THM MEXKCETEBBIM 3KPaHOM
MIPOTOKOJIBL.
VYnpasisieMble KOMMYTaTOPbI MOTYT:

a) OcymecTBiATh PrIbTpanuio Ha ocHOBe |IP-aapecos.

6) OcyiecTBIATh (GUIBTPALUIO TIO UCTIOIB3YEMOMY TPOTOKOIY.

B) OcymiecTBisaTh GpuibTpaimio Ha ocaoBe MAC-anpeca.

r) OcymectBusars Gunbrpanuto Ha ocHoBe VLAN ID.
BriOeprTe BO3MOXKHOCTH MEKCETEBOTO dKpaHa.

a) Perucrpanus coObITHIA U reHepalys OTYETOB.

6) @unbTpanus Tpaduka.

B) TpaHCIsILIMs CETEBBIX aIPecoB.

r) AyTeHTH(HKAIUS TOJIh30BATEIICH.
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1) AJIMHHUCTPUPOBAHHE.

10. Kakue yTBep:kIeHHs O TPOrPaMMHOM MEXCETEBOM SKpaHe BEPHBI?

a) Ilomxomut B cny4asx, KOrJa YCTpPOMCTBO TMOJB30BATeIsl IIOMENIAeTCsl B
HEJIOBEPEHHYIO Cpeny.

06) Ilpu ero paboTe HCHONB3YIOTCA pPECYpPChl YCTPOWCTBA, Ha KOTOPOM OH
(GyHKIHOHUPYET.

B) [ToaxoauT 1t 3a1a4 CErMEHTUPOBAHHMSI CETCH.

r) [TogxoauT it OTJCTICHUS TOBEPEHHOM YacTH CETH OT BHELIHUX yIPO3.

1) Cuuraercst 6oyiee 0TKA30yCTONYMBBIM, YEM aIlllapaTHbIA MEKCETEBON IKPaH.

Tect mo Teme 5.1 BBeieHue B kpunrorpapuyeckue MeToAbl 3a1UTHI HHpoOpMAIHH

1. Kaxkpgpii muUppOTEeKCT MOXKET OBITh IONY4YeH Kak pe3yjibTaT  CIEAYIONIETO
peoOpa3oBaHus:
a) Ex (D«(p))-
0) Dk(p).
8) Ex(p)-
r. Dk (Ex(p)).
2. Bammdpyiite ¢ momouipo mudpa «Atdam» cioBo «Worldy.
A/B|C|D|E|F|G|H|I |J |K|L|M
Z| Y XIW|[VIU|IT|S|R|Q|P|O|N
a) Dlrow.
6) Svood.
B) Woild.
r) Dliow.
3. Paccumudpyiite cimoBo «Xjxoby, 3ammppoBanHoe ¢ momomipio mudppa [as HOmus
[e3aps:
A/B|CIDIE|/F|IGIH|I |J |KILIM|N|O|P |Q|R|S|T|U|V X|Y|Z
X|Y|Z|A|B|C|ID|E|F|G|H|I |J |[KILIM|N|O|P|Q|R|S|T|U|V
a) Tgtly.
6) Amare.
B) Crypt.
r) Vivna.
4. 3ammdpyiite ca0Bo «KHU3HBY C TOMOIIBIO IEPECTAHOBKU
1123 14]|5
2/5]3 |14
a) Hx3bu.
0) bu3mx.
B) H3bxu.
r) Ub3xH.
5. Pacumdpyiite cnoBo «1216312611» ¢ momompto Tadbauis! [ommnbus:
112|3]4]|5|6
1/A|B|B|T|O|E
2| E[K|3 U |1 |K
3|JIIMH|O|IT|P
4 BIE|YV|D | X |1
5|4 | b |bI| b
6|0/l A|*|[*[*
a) benxa.
6) EsBroa.




10.

11.

12.

13.

B) Crpernxa.

r) benok.
BriepBbie MeTO/1 4aCTOTHOTO KPUIITOAHATIN3A BIIEPBBIC U3IOKHUI:

a) Jleon barrtucra Anp6epru.

0) ®panuyecko CuMOHETTA.

B) AGy HOcyd Sxy6 anp-Kunau.

r) Jxuponamo Kapmano.
Jluck Anp0epTy MO3BOISIET aBTOMATU3HPOBATH!

a) [Iudp nmpocroit 3amensl (ogHOAT(PABUTHBIN AP ).

6) MuoroasnhaBuTHbII WUOD.

B) [lIudp nepectaHoOBKH.

r) [Torounsiii mugp.
Hcnonb3oBanue maposist st MHEMOHUYECKOTO 3allOMUHAHUS MEPECTaHOBKU CHMBOJIOB
andaBuTa MPEATOKUI:

a) Mareo ApmKeHTH.

0) biie3 ne Buxenep.

B) JI>xoBanHu barTucra bemnaso.

r) Ixambarrucra (>xoBanuu) nemna [lopra.
[Tomemenue s neparoctparuu nepenuckd B XVII1 — XX Bekax Ha3bIBAJIOCH:

a) bernbrit kabuHeT.

0) Taiinast KOMHaTa.

B) SlHTapHas KOMHaTa.

r) UepHblli KaOUHET.

1) Kpachslii kaOuner.
udpel, B KOTOPBIX KaKIbIA CHUMBOJ OTKPBITOTO TEKCTa MpeoOpa3yeTcss B CHMBOI
M poTEKCTa, B 3aBUCUMOCTH OT CBOETO PACIIOIOKEHHUS B OTKPBHITOM TEKCTE M KIFOYa
HA3bIBAIOTCS:

a) MuoroandaBuTHRIMU mHUPpPAMU.

0) briounbiMu mudpamm.

B) [lorounbiMu mudpamu.

r) PoropubiMu mmdpamu.

3ammdpyiite cioBo «CJIOH» 6urpammusiM mudpom Ilneidepa.

Y 9 O b B
XK T 2 H o
1 I JI b I1
M A 1 3 P
C E A bl K
1O I 1| )41 X

a) BABU.

0) LIADb.

B) DI VBI.

r) bILILL3.

[Tycts nepectanoBka T npeacTaBieHa cieayrolen Tabauie:
112[3|...]n=5/n=-4|n-3[n-2|n-1|n
516|7].../n=1| n 1 2 3 |4

Kaxoit Bug mmeeT nepecranoBka oOpaTHas iepectaHoBke 17

a.
112[3|...[n-5|/n-4|n-3[n-2|n-1|n
112[3]...[n=5|n-4|n-3[n-2|n-1|n
0.
112[3|...]n=5|n=4|n-3[n-2|n-1|n
41312]...] 10 9 8 7 6 |5
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1123 n-4/n-3|/n-2|n-1|n
415]6 n-1] n 1 2 |3
T.
1 2 3 [4]5].../n=-3|n-2|n-1] n
n-3/n-2/n-1/njl1]...|n-7|n-6|n-5|n-4
14. 3ammdpyiite ¢ momoupio oTKpeITOro Kitova (8051, 5) kpunrocucremsr RSA coobuienne
m = 10.
a) 8051.
0) 3388.
B) 1949.
r) 12.

15. Kakoe cBoO#CTBO 0€30MacHOCTH TapaHTUPYET, YTO YYACTHUKY KPHUITOrpaduyecKoro
IIPOTOKOJIA IEJIOCTHOCTU MOJNYyYEHHOTO COOOUIEHUS M €ro Co3/JaHue 10 MOMEHTa
MOJTyYEHUsI, HO HE TAPAHTHUPYET 3alIUTY OT TOBTOPHOM OTIPABKH COOOIICHUS?

a) CBOMCTBO «ayTeHTU(PUKAIUS CTOPOHY.

0) CBOIiCcTBO «ayTeHTU(DHUKAIMSI HCTOTHUKAY.
B) CBOICTBO «MHBapUAHTHOCTb OTIIPABUTEIISI.
r) CBOMCTBO «ayTeHTU(PHUKAIIUS COOOIICHUS.

16. Kakoe cBoiicTBO 0€30MacHOCTH TapaHTUPYET, YTO YYACTHUKY KPHUOTOrpaduyecKoro
MPOTOKOJIA, YTO YYACTHUKH, HAYaBIIWC HWCIOJHEHUE IPOTOKOIA, HE HW3MCHUJIHCH C
TEYCHHEM BPEMEHU?

a) CBOHCTBO «ayTEHTH(HUKAIHS CTOPOHY.

0) CBOIicTBO «ayTeHTU(DUKAIMSI UCTOUHUKAY.
B) CBOMCTBO «MHBapUaHTHOCTb OTIIPABUTEIISI.
r) CBOICTBO «ayTeHTU(PHUKAIUS COOOIICHUS.

BepHbIli ¥ TTONHBIA OTBET HAa BOIPOC TECTa OIEHMBAETCS B 1 Oaii, JUisl MPOXOXKIACHUS
TeCTa HEOOXOMMO BEPHO M IOJTHO OTBETUTH Ha HE MeHee ueM 60 TIPOIICHTOB BOIIPOCOB TECTA.
Tembl NPaKTHYECKUX 3aHATHH

Tema npakTuyeckoro 3anstus no teme 3.1
BBenenne B uH(pOpPMAIHOHHYIO 6€30MACHOCTH OMEPAIMOHHBIX CHCTEM

1. OcHoBBI paboTHI ¢ TIpOLIECCaMHU, BBOIOM-BBIBOJIOM | daiiiamu B OC Windows u Linux.

Tema npakTH4eCKOro 3aHATHA 10 Teme 3.2
NudopmannonHas 0e30MacHOCTb ONEPALIMOHHBIX cucTeM cemerictBa Windows.

1. OcuoBel o0ecneuenus oe3zomacHoctd B OC Windows.

Tema npakTHYecKOro 3aHATHSI MO0 Teme 3.3
HNudopmanuoHHas 6e30NaCHOCTH ONEPANMOHHBIX CHCTeM ceMelicTBa Linux

1. OcHoBsl 00ecnieuenus oe3omnacuocti B OC Linux.

Tema npakTuuyeckoro 3aHaTus no reme 4.1
BBenenue B apXUTEKTYPY JIOKATbHBIX BBIYHCIUTEIBHBIX CeTeH

1. Cereoii cauddep Wireshark. 3nakoMcTBO ¢ (pUIBTPaMu MaKeTOB.
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TeMbl NPAKTHYECKOT0 3aHATHS 10 TeMe 4.2
CeteBble YIrpo3bl U MeTOAbI IPOTHUBOAEHCTBUS UM

WNHBeHTapu3anus W TOUCK ys3BHUMOCTeH ¢ ucmnoib3oBanueM Open Vulnerability and
Assessment Language.

CereBoii ckaHep Zenmap. MHMcnonb3oBaHME CETEBOrO CKaHepa Uil  BbIABJICHUSA
YS3BUMOCTEN YPOBHS CETH.

Bupychbl, uX BbIIBIEHHE M YCTpAaHEHHE C HCIOJB30BAHUEM CIEIUATU3UPOBAHHOTO
MPOrPaMMHOTO O00ECTICUCHUSI.

Tembl NMPAKTUYIECKOI'0 3aHATHA 110 TEME 4.3 Me:xceTeBble IKPaHbI

Bpanamaysp Windows. Pa3paboTka nmpaBui MEKCETEBOTO SKPAHUPOBAHUS.
Bupryansnas undpactpykrypa Eve-NG.
MeskceTeBol 3KpaH Ha TpaHUIle ceTd. HacTpolika mpaBuiI MEKCETEBOTO SKPAHUPOBAHUSI.

Tembl IPaKTHYECKOT0 3aHATHS MO Teme 5.1
Brenenne B kpunrorpaguyecKkue MeTobI 3aIMThI HHPOPMAITAA

Hcrtopuueckue mudpsl mudpoBanue u pacmudpoBaHue.
JlonoIHUTeIbHBIE 32IaHUS [1JIS1 CAMOCTOSAITE/IHLHOI0 pPellleHus

JonmosnurteabHblie 3a1anus 1no teme 1.1 IlpaBoBbie 0CHOBBI 00ecevyeHusI
NH(POPMALMOHHOH 0€30I1aCHOCTH

Kakas wnbopmamms mnpencraiser mins Bac uenHocts? Kakume xapakTepuCTHKH
nHpopmarnmoHHoM 6e3omacHocTH Bl ObI X0Tenn 00eCeuuTs sl TAKOW HHPOpMaIHH?
Bribepere kakoii-nmnbo BuJ 1eHHOM ans Bac mHpopmanuu. B xakux dopmax Moxer
OBITH MPEJICTABIIEH 3TOT BU HHPOpMALIUU?

[IpoananusupyiiTe: K KakuM BHJ1aM TailH Bbl MokeTe uMeTh 1octyn?

IIpoananusupyiiTe: Kakue CBA3aHHbIE ¢ Bamu JaHHBIE MOTYT ABJIATHCS TallHAMU?

IlOHOJIHI/ITe.TIBHLIe 3aJJaHMU4d 110 TeME 12 33]1[](IT3 NMEePCOHATBHBIX JAHHBIX

Onumure cxemMy HHQOPMAIIMOHHBIX TOTOKOB Bammx mepcoHaNbHBIX JAaHHBIX B
YHusepcurere.

Onumure cxemy HHPOPMAIIMOHHBIX TOTOKOB Barmx nepcoHalbHbIX JaHHBIX B baHke.
[Ipoananusupyiite: Bcerna jau (korga 3To HeoOxoaumo) ¢ Bac B3umaroT cornacue Ha
00paboTKy MHepcoHANbHBIX NaHHBIX? Bcerma nu 3TO MPOMCXOAUT B COOTBETCTBHH C
3aKOHOJIaTEJILCTBOM?

[Ipoananu3upyiiTe: B Kakux cuTyanusx Bbl naBamm corimacue Ha 00paboTky Bammx
cHenraIbHBIX JaHHBIX? He ObLI0 JIM 9TO M3IUIIHUM?

[Ipoananu3upyiiTe: B Kakux cUTyanusx Bbl naBamm corimacue Ha 00paboTky Bammx
OouomeTpuuecknx nqaHHbIX? He Ob110 T 3TO M3MUIITHIM?

JlonoJiHUTeIbHBbIE 3a/1aHus 10 TeMe 1.3 Opranu3annoHHble 0CHOBBI 00ecneYeHust
HH(}OPMaALMOHHOM 0€30IacCHOCTH

PazpaOoraiite Mozenb HapymuTens a1 Bameit fomarineit ”HPOPMAITMOHHONW CHCTEMBI.
PazpaboTaiiTe Momens HapyIIUTENs I KOMITBIOTEPHOTO Kjlacca Y HUBEPCUTETA.
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Pazpabotaiite Mmogens yrpo3 st Bameit qomannelt nHQOpPManOHHON CHCTEMBI.

4. PazpaboraiiTe MoJIeNIb HAPYLIUTENS I KOMIIBIOTEPHOTO Ki1acca Y HUBEPCUTETA.

5. Ilpemnoxute cpeacTsa 3amuThl HHGopManuu sl Bamiei nomaniaet nHGpopMannoHHON
CHCTCMBI.

6. Ilpemmoxure cpeacrBa 3amuThl  WHQOpPMANMKM U1 KOMITBIOTEPHOTO  Kjlacca
YHuBepcurera.

JlonoJIHUTeIbHBIE 32JaHHUA 110 TeMe 2.1 ApXuTeKTypa KOMIIbIOTepa

1. U3zyuute Bam nepcoHanabHbI KOMIBIOTEP U COBPEMEHHBIE T'aJKEThl, KOTOPHIMU BbI
nojab3yerecb. CpaBHUTE UX XapaKTEPUCTUKU: ObICTpoJeiicTBHE, 00BEM ONEPAaTUBHON U
BCIIOMOTI'aTeJIbHOM ITaMATH, CKOPOCTh 10CTYIa B MIHTEpHET.

JonosHuTeIbHBbIE 3a1aHKs 110 TeMme 3.1 BBenenue B nH(GOPMAIIHOHHYIO 0€30MIaCHOCTH
ONepPAIMOHHBIX CHCTEM

OC Windiws
1. Orxkpotite Opay3ep Internet Explorer. Haiigure ero uaeHtudukarop mpoiecca, OTKPHIThIC
COEZMHEHUS 1 0a30BbII MPHOPUTET.
2. Ortkpoiite Opayzep Chrome. Haiimure ero wuaeHTudukaTop mporecca, OTKPBITHIC
COEMHEHUS U 0a30BbII MPHOPUTET.
3. 3amycrute npunoxenue «bmokHoT». Haliaure daiinsl oTkpeIThIe porieccoM «BIOKHOT»
¢ momMotisio yruiutel Process Explorer.

OC Linux
Haiigure msth caMbIXx TpeOOBATEIBHBIX K IAMSTH IIPOIIECCOB.
Otkpoiite Opay3ep U HalIUTE OTKPHITHIE COEMHEHUSI.
BeiBeuTe CoepKUMO€E TUPEKTOPHH /etC.
BriBenute comepkumoe aupekropuu /etc/schedule.

NS

JlonoJHuTeIbHBbIE 3a1aHus 110 TeMe 3.2 UndopMannoHHasi 6e3011aCHOCTH
oNepanUoOHHBIX cucTeM cemelictBa Windows

1. Cospaiite mnonb3oBatens «Anuca». Hasnaubte et mapons. Cozpaiite rpymnmy
«HenoBepeHHbIE OIB30BATEIN.

2. CosmaiiTe TUPEKTOpUIO, cojepxairyto ¢ainsl. HaznaubTe Anmce mpaBa JOCTaTOYHBIE
JUIS OTOOpa)keHUs CIUCKOB (ailyIoB M MEPEX0/I0B B IUPEKTOPUU U €€ MOATUPEKTOPHUSX, a
TaK)Ke 4YTeHMsI (aillioB B JUPEKTOpUU U ee nojpaupekropusix. [IposeprTe, uro Anmca
MOYET MPOCMaTpHUBaTh (Haibl.

3. 3amperute rTpynmne «HemoBepeHHBIE TMOJIB30BATENN» JOOOH JOCTYN K CO3MaHHOMN
JUPEKTOPUH, €€ MOJAMPEKTOpHsIM, a Takxke K ailslaM BHYTPH JUPEKTOpPUU U €€
MO IUPEKTOPU .

4. Jlo6aBbTe Ammcy B rpynny «HenoBepeHHble mons3oBaTenu». [IpoBepbre, uTo Annca He
CMOJKET MpocMaTpuBaTh (aiiibl B AUPEKTOPUH.

JlonojHuTeIbHbIE 3a1aHus 10 TeMe 3.3 UndopmanmnonHasi 6e30MacHOCTH
onepamuoOHHbIX cucTeM ceMeiicTBa Linux

1. Co3paiite mnonb3oBatens «Anuca». Hasnaubte et mapons. Coszmaiite rpymnmy
«HenoBepeHHbIE NOIB30BATETN Y.
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2. Co3spmaiiTe OUPEKTOpHUIO, cofepkamyio ¢aiiasl. HaznaubTe Asnce mpaBa JOCTATOYHBIC
JUIS. OTOOpa)KEeHUs CIIUCKOB (DailJIOB M MEPEXO0I0B B TUPEKTOPUU U €€ MOITUPEKTOPHSIX, a
Takke 4YTeHusi ¢ailioB B JUPEKTOpuU U ee momaupekropusix. [IposeprTe, uro Anmca
MOYKET YUTATh (PaiiIbl.

3. C mnomoupl0 CHHCKAa KOHTPOJS JOCTymoB 3amperute rpymnne «HemoBepeHHbie
NOJIb30BATENM» JIIO00H JOCTYIN K BEIOpaHHOMY (aily BHYyTpH aupekrtopun. [Tomensiite
BJIa/IeTIbIIa ATOTO (paiiyia Ha CyNepHoab30BaTeNsl cUcTeMbl. Pa3peminTte B 6a30BbIX MpaBax
JOCTYT K BeIOpaHHOMY (haiimy koxom 600.

4. ]Jlo6aBeTe Ammcy rpymnmy «HemoBepeHHbie mosib3oBaTenn». [IpoBepbre, uTo Annca He
CMOXET IPOYUTATh BEIOPAHHBIN (haiin.

I[OHOJIHI/ITGJIBHLIC 3aJlaHUA 110 TEME 4.1 BBenenne B APXUTEKTYPY JOKAJIbHBIX
BBIYHCJIUTEJIbHBIX ceTel

1. IIpoBepbTe JOCTYIMHOCTH JIOOOrO HCHOJAB3yeMOro Bamu T10odTOBOTO cepBepa ¢
ucnonb3oBanuem ytwiuthl Telnet. Cremyiite cratee https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u caMOCTOSTEIBHO.

2. Hacrpoiite moury B mouroBoM kimeHte Thunderbird. Crnenyiite craThe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapise;j.

3. Paspaboraiite GuiabTpsl 11 TpocMOTpa Tosbko ucxoasmmx ICMP-3anpocos. Chenyiite
cratbe https://habr.com/ru/post/211042/.

JlonoaHuTeIbHBIE 3a1aHusA 110 TeMe 4.2 CeTeBble YTpo3bl H MEeTOAbI NPOTUBO/IECTBUA
UM

1. TlpoBeauTe MOMCK YS3BHUMOCTEH Ha CBOEM JOMAIIHEM II€PCOHAILHOM KOMITBIOTEpE,
O3HAKOMBTECh C ONMCAHUEM BBISBIECHHBIX YSI3BUMOCTEH, ONpenenuTe HAaCKOJIBKO OHH
KpuTHuHbI 1o mkaine CVSS, u ycrpanure ux.

2. IlpoBeppre, yctpaneHa nu ysa3BumocTh CVE-2017-0144 wa Bamem JgomaiiHeM
KOMITBIOTEPE, U YCTAaHOBUTE OOHOBIIEHHE OE€30MacHOCTH B CIy4ae, €CIU YS3BHMOCTbH
npucyrctByet. Crienyiite craree https://support.microsoft.com/ru-ru/help/4023262/how-
to-verify-that-ms17-010-is-installed.

3. Uzyunre ysa3Bumoctb CVE-2014-0160, cnenys cratesam  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-
heartbleed.pdf.  IlepBas crates mpeacTaBuseT CcoOOW  HEOONBIION  KOMHKC,
MOKa3bIBAIOIMIA, HACKOJBKO ONAacHa M JIETKO HCIOJb3yeMa 3Ta YSI3BHUMOCTh. Bropas
CTaThs MpeJACTaBisgeT co00W MOAPOOHOE ONHMCAHUE YSI3BUMOCTH, IOCIEACTBUS ee
UCTIOIB30BAaHUS M PUCKH.

,I[OHO.]IHI/ITCJIBHLIQ 3alaHUusd 110 TeEME 4.3 MeikceTeBbIe IKpPaHbI
1. 3amenute y31b1 Hacker u Victim Ha y31bl moj ynmpaBiieHHEM OINEPAlMOHHOM CHCTEMBbI
Windows 1 obpaTuTech K UX CETEBBIM pecypcaM 1o npoTtokony SMB. Cnenyiite craThbe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
host-on-the-eve/.

JlonoJiHuTeIbHBbIE 32/1aHus 110 TeMe 5.1 BBegenue B kpunrorpaguieckne MeToAbl
3alUThl HHPOPMALMHU

1. 3ammdpyiite u pacmmdpyiite coodmenue «S Teds moo6mI0!» BceMu M3BeCTHRIMU Bam
HUCTOPUYECKUMHU MU PAMH.
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Kpurtepuu oneHKkH NpakTH4eCKOr0 3aHATHS.

3a NpaKkTUYeCKOe 3aJaHHE BBIIOJHSIETCS OJHA M3 OLEHOK: «OTJIMYHO», «XOPOLIO0Y,
«y10BJIETBOPHUTEIbHOY, KHEYA0BJIETBOPUTEIbHO.

OneHka «OTJIMYHO» BBICTAaBISCTCS, €CIHM CTYJCHT aKTHBHO pabOTaeT B TEUEHHE BCETO
NPAaKTUYECKOTO 3aHSATHS, JAeT BEpHbIE W TOJHBIE OTBETHl HAa BOMIPOCHI MpENoAaBaTeNis Hu
IIOKa3bIBAaeT IPHU ATOM INIyOOKOE OBJAa/JeHUE JIEKIMOHHBIM MaTepuaoM, BCE YacTH 3aJaHUs
BBITIOJIHEHBl BEPHO (JIOIMYCKArOTCs HEOOJIbIINE HETOYHOCTH, HE SBIISAIOLIMECS CIICACTBUEM
HE3HaHMsS WJIM HENOHMMaHMs ydeOHoro marepuana). PabGoTa BBIOJHEHAa CaMOCTOSTENIBHO.
Pabora cnana ¢ cobmoaenrnem Bcex cpokoB. CoOumoieHbI Bce MpaBuiia 0popMIICHHS.

OneHkKa «XOpOII0» BBICTABISCTCS, €CIU CTYACHT aKTHBHO PadOTaeT B TEUCHHE BCETO
NPAaKTUYECKOTO 3aHATHS, JAeT BEpHble, HO BO3MOXHO HEIMOJIHBIE OTBETHl HA BOIPOCHI
IpenoJjiaBaTessl U MOKa3blBaeT IPU 3TOM CBOOOJHOE BIIAJCHHUE JICKIMOHHBIM MaTepHaliOM, BCE
YaCTH 3aJJaHHs BBIIOJHEHBI BEPHO (JIOMYCKAIOTCSI HETOYHOCTH, HE SIBJISIOIIUECS CIICACTBUEM
HE3HaHMs WJIM HENOHUMaHUsA YydeOHoro Marepuana). Pabora B 1eJOM  BBIIOJHEHA
CaMOCTOSITENIbHO, BO3MOYKHO C KOHCYJbTalMel mpenogasarens. Pabora caana ¢ coOnoaeHneM
BCEX CPOKOB. JlONyCKalOTCsl HE3HAYUTEIbHBIE HEJJOYETHI B O(POPMIICHHH.

OuneHka «yI0BJIETBOPUTEILHO» BBHICTABISIETCS B TOM Ciy4ae, KOTAa CTYJCHT B LEIOM
OBJIaJIe]l CYThIO BONPOCOB IO JTAHHOM TeMe, 0OHapy>KWBaeT 3HAHUE JIEKIIMOHHOIO MarepHala.
[Tpu >TOM Ha 3aHATHH BEJET ce0sl MACCUBHO, JAeT HEMOJHBIE OTBETHI HA BOIMPOCHI, JOMYCKAET
OLIMOKM NPH OCBEILEHUH TEOPETHUYECKOro MaTepualla, He MOXKET 00OOIUTh M ClieNlaTh YeTKue
JOTHYecKue BBIBOABL. PaboTa cmana c omosmaHumeM He Ooiiee NMBYX 3aHATHHA. JlomyckaroTcs
HE3HAYUTENIbHbIE HEJI0UEThI B 0()OPMIICHUHU.

OuneHka «Hey/10BJ1eTBOPHUTEIbHO» BBICTABISETCS B CIIydae, KOTJa CTYACHT OOHAPYKUI
HECOCTOSTENIbHOCTh OCBETUThH BOMPOCHI MJIM BOIPOCH! OCBELIEHbI HEMPaBUIbHO, OECCUCTEMHO, €
rpyObIMH  OmMOKaMH, OTCYTCTBYIOT ITOHMMAaHHUSI OCHOBHOW CyTH BOIIPOCOB, BBIBOJBI,
0000m1eHus, OOHApyKEeHO HeyMeHHMe pemaTbh ydeOHble 3amaud. OOyuarouiuiics He MOXeT
BBITIOJTHUTH paboTy 03 moMoIH npenojasaresis. Pabora ciana ¢ HapymeHneM CpoKOB (TT031Hee
yeM uepes3 J1Ba 3aHATHs). B oopMiieHnu NpucyTCTBYIOT 3HAUUTENIbHbIE HEJOUETHI.

1.2 Cniucok BonpocoB U (WJIM) 3aaHUI 1JIsl MPOBeIeHUsI MPOMEKYTOUHOI aTTecTalnu
Bonpocsl k 3auery

1. OcHoBHbIe paBa rpaxkJiad B cepe 00pabOTKU U 3alIUThl HHPOPMAIUH.

2. OCHOBHbBIE NPUHIUIBI MPABOBOTO PEryJMpPOBaHUS B 00JacTH OOpabOTKM U 3alIUTHI
uH(pOpMaLINH.

3. Hudopmanus. OCHOBHBIE CBOICTBa 0€30MacHOCTH MH(pOpPMAIUU: KOH(UAESHIIUAIBHOCTD,
IIEJIOCTHOCTD, IOCTYIHOCTb.

4. Bwuapl vHOpMaIMK MO MOPSAKY OCTYNA U PaCIPOCTPAHEHUS.

5. Orpanunuenue goctymna Kk nHGopmarmu. 3anmra nHpopmanuu. OObEKTHI 3aUTHL. Buab
TalH.

6. MudopmarmoHHbIe TEXHOJIOTHH U HH)OPMAITIOHHBIE CHCTEMBI.

7. OOGnangarens nHGOPMAIMK U ONEpaTop MH(HOPMAITMOHHON CHCTEMBI.

8. OTBeTCTBEHHOCTH B cpepe 00pabOTKH | 3alIUTHI HH(OPMAIIHH.

9. TlepcoHasibHBIE JaHHBIE M IPUHLUIIBI KX 00PaOOTKH.

10. Bupl nepcoHAIBHBIX JaHHBIX: CIICHATbHBIC, OMOMETPUICCKHIE U OOIIETOCTYITHBIE.
11. YcnoBus 06paboTKH MepCOHATBHBIX JTAHHBIX.

12. Cornacue Ha 00pabOTKY IMePCOHATBHBIX JTAHHBIX.

13. TpancrpanuyHas rnepeaya NepCcOHAIbHBIX TaHHBIX.

14. TlpaBa cyOBEKTOB NEPCOHABHBIX JaHHbIX.
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15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
217.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.

38.
39.
40.

41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.

Oneparop nepcoHaNIbHBIX JaHHBIX U €r0 00I3aHHOCTH.
Mepsl oOecrieueHHst 6€30MaCHOCTH NMEPCOHATBHBIX JaHHBIX.
KoHTpoab u Haa30p 3a BBIMOJIHEHHEM Mep 10 00eCeUYeHN0 0€30aCHOCTH.

Y10JIHOMOYEHHBIN OpPraH IO 3allUTe NpaB CyOBbEKTOB NEPCOHAIBHBIX JAHHBIX.

[TocnenoBarenbHOCTh ACHCTBHIA O 3aIUTe HHGOPMAIUH.
BrisiBnenue u aHanu3 HHQOPMAIIMOHHBIX aKTUBOB.
dopmupoBaHue TpeOOBAHUMN MO 3aIUTE HHPOPMALIHH.

[Toxxoap! K MOAETMPOBAHUIO HAPYIIUTECH HHPOPMALIMOHHON O€30MacHOCTH.

Yrpo3sl uHGOpPMALIMOHHON OE30MTaCHOCTH.

CpencrBa 3amuThl HHOOPMAIIUH.

[Ipoueccopsl.

OcHoBHas (K311 ¥ orepaTuBHAas) MaMsTh.
BcenomoratenbHas naMsTh.

YcTpoiicTBa BBOIa-BbIBOIA (ILIMHBI, MOHUTOPBI, IPUHTEPBHI).

YcrpoiicTBa BBOA-BbIBOIA (KIIaBUATYPBI U MBIIIH, BEO-KaMepbl, MUKPO(POHbI).

OO6muit cnocod xpaHeHust U 00paboTKH UH(POPMALIUK B KOMIIBIOTEPE.
[TonsiTus onepanoHHON U (haiiIoBOI cUCcTEM.

CyOBeKTbl, 00bEKThI, METO/IBI U TIPaBa JIOCTYIIA, IPUBUIIETHH CyOBEKTa JOCTYIIA.

JIMCKpeMOHHOE YIIPaBIeHHUE JOCTYIIOM.

MaHnpaTHO€e ynpaBiaeHue JOCTYIIOM.

Wnentudukanus, ayreHTU(GUKALUsA 1 aBTOPU3ALHSL.

YrpasjeHue T0CTYIIOM B ONEPAIlMOHHBIX cucTeMax cemeiictBa Windows.
Wnentudukanus, ayreHTUGUKALMs M aBTOPU3aLUs B  ONEPALMOHHBIX
cemeiicrea Windows.

Peanuzanus ayaura B orepalmoHHbIX cucteMax cemeirictBa Windows.
VYnpasjieHue T0CTYIIOM B ONEPAIlMOHHBIX CUCTEMax cemeiicTBa Linux.
Wnentudukanus, ayreHTUGUKALMs M aBTOPU3aLUs B  ONEPALMOHHBIX
cemeiictBa Linux.

Mopnens ISO/OSI.

ApPXUTEKTYpa ¥ OCHOBHBIEC TIPOTOKOJIBI JIOKAJIHHBIX BEIYUCIUTEIBHBIX CETEH.
Knaccugukanum ceTeBbIX yrpos, ya3BUMOCTEH U aTax.

CeTteBble aTaku Ha pa3IM4YHbIX ypoBHIX Monenu ISO/OSI.

Knaccugukaius BpeZJoHOCHOTO TPOrpaMMHOT0 00ecieueHHs..

[Tpu3HAKH TPUCYTCTBUS BPEAOHOCHOTO MTPOTPAMMHOTO 00eCTIeueHUsI.
Mertobl 06HapyKeHUsI BPEJOHOCHOTO NMPOIPaMMHOI0 00ecrieyeHusl.
MecTo u posib MEKCETEBBIX SKPAaHOB B 00ECIIEUEHNHN CETEBOW O€30MacHOCTH.
Knaccugukanus MexceTeBbIX HIKPaHOB.

OCHOBHBIE BO3MOKHOCTH MEXCETEBBIX IKPAHOB.

JIOCTOMHCTBA U HEJOCTATKH MEXCETEBBIX 3KPAHOB.

[Toctpoenue npaBui GUIBTpaLIUN.

Kpunrorpadus npeBHero mupa.

Kpunrorpadus cpeaHux BEKOB.

Kpunrorpadus snoxu Bozpoxnenus.

Kpunrorpadus HoBoro Bpemenu.

CumMmeTpuyHas ¥ aCUMMETpUYHAast KpUNTOrpagus.

BbIaucmTensHO CII0KHBIE 33]Ja9i MAaTEMaTHKH.

Kpunrocucrema RSA.

[TonsATHE KpUNITOrpahUIECKOTO MPOTOKOIIA.

CBoiicTBa IPOTOKOJIOB, XapaKTepU3YIOIIKE UX 0€30IacCHOCTb.

Cxembl 1u(ppOBOH MOIMUCH.

l'IpaBn.Ha BbICTABJICHHA OLICHKHN HA 3a4eTe.
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B nporecce 3auera TpeOyeTcs OTBETUTh HA OAMH M3 NMPHBEICHHBIX BhIIIE BOIpocoB. Ha
IIOATOTOBKY K OTBETY J1a€TCsl HE MEHee | akaJieMHUYecKoro Jaca.
ITo uToram 3adera BBICTABIIACTCA OJHA U3 OLEHOK: «3a4TCHO», «HE 3a4TCHO».

Onenka «3auyTeHO» BBICTABIAETCA CTYIEHTY, KOTOpBIM JIEMOHCTPUPYET BIaJCHUE
coJlep’KaHMEM MaTepuaja U MOHSITUWHBIM anmnapaToM TEOPUU ICEBIOCTyYallHBIX F€HEpaTOpOB;
YMEET CBSI3bIBaTh TEOPUIO C MPAKTUKON. B 0TBETE MOryT NOMYyCKaThCs OTAEIbHBIE HETOYHOCTU
(HecyliecTBeHHblE  OIMIMOKH), KOTOpbIE  HCHOPABISIOTCS  CaMHM  CTYAGHTOM  IOCIe
JIOTIOJIHUTENBHBIX U (WJIM) YTOYHSIOUIMX BOIPOCOB 3K3aMeHaTopa. Ha 4acTb 10mOJHUTENBHBIX
BOIPOCOB CTYJIEHT MOKET HE JJaTh OTBET WJIM JaTh HEBEPHBINA OTBET.

Onenka «He 3a4TeHo» BBICTABIAETCS  CTYJIEHTY, KOTOpBIM JI€MOHCTPUPYET
pa3po3HEHHbIE, OECCUCTEMHbIE 3HAHUS; OECIOpPATIOUYHO M HEYBEPEHHO M3JIaracT MarepHual; He
YMEET BBIIEIATh [VIABHOE U BTOPOCTETIEHHOE, HE YMEET COEANHITh TEOPETUUECKUE TTOJIOKEHUS C
MPAKTUKOM; AOMycKaeT rpyOble OUIMOKHU MPH OIpe/ieJIeHUH OHATUMN, BCIEACTBUE HETTOHUMAaHUS
UX CYLIECTBEHHBIX U HECYIIECTBEHHBIX IPU3HAKOB U CBSI3€H; 1a€T HEIOJIHbIE OTBETHI, JIOTHKA U
MOCNEAOBATENbHOCTh H3JIOKEHUS KOTOPBIX HMEIOT CYIIECTBEHHbIE M MPUHLIUIHUAIbHBIE
HapylICHHs, B OTBETAX OTCYTCTBYIOT BbIBOJbI. J[ONOJHUTENbHbIE M YTOYHSIIOIIME BOIPOCHI
JK3aMeHaTopa He NPHUBOJAT K KOPPEKIMH OTBETOB CTyneHTa. Ha OCHOBHyIO 4acTh
JIOTIOTHUTEIIbHBIX BOIIPOCOB CTYJEHT 3aTPYyIHSAETCS AATh OTBET UJIU J1a€T HEBEPHbIE OTBETHI.

Onenka «He 3auTeHO» BBICTABISETCS TAKXKE CTYACHTY, KOTOPBIH B3sUT AK3aMEHAIlMOHHBIN
OuiieT, HO OTKa3ajcs JaTh Ha HErO OTBET.
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IMpuiaoxenne Ne2 k padoveil mporpaMme Q1 CIUAININHbBI
«be3onmacHOCTh B COBpeMeHHO MH(OPMAILMOHHOM cpee»

MeToauuecKkue YKazaHnusl 1Jist Oﬁy‘lalOIIIl/IXCH 10 OCBOCHHUIO JTHUCHHUIIINHBI

OcHoBHOI (hopMOIi U3TOKEHUsT ydeOHOro Mmarepuana 1o aucuuiinHe «be3omacHocTs B
COBPEMEHHOM MH(OPMALMOHHON cpene» SBIAIOTCS JIEKLUH, YTO CBS3aHO, IPEXJEe BCEro, ¢
HOBM3HOH Marepuana i oOydatommxcs. [1o O0IbIIMHCTBY TEM MPETyCMOTPEHBI TPAKTUYECKHE
3aHATHA, LEJIBI0 KOTOPBIX SBJIAETCS 3aKPEIUICHHE JIEKUOHHOTO MaTepualla IIyTeM pelIeHUs
CHenHaIbHBIM 00pa30oM NOJ0OPaHHBIX MPAKTHYECKUX 3ajad.

JUis  ycremHoro OCBOCHHSA AMCLMILIMHBI  BaXKHO  CAMOCTOATEIBHOE HU3YYEHHE
TEOPETUYECKOI0 MaTepuajga M pELIEHUE MPAKTUYECKUX 3aJad, KaKk B ayJIUTOpUH, TaK U
CaMOCTOSITENIHO B KAUECTBE CaMOCTOATENIbHOM paboThl. [IprmMeps! perienns 3a1ad pa3ouparorcs
Ha JIGKIUSAX M TPAKTHUYECKUX 3aHATUSAX, MPHU HEOOXOAMMOCTH IO Hauboiee TPYAHBIM TeMaMm
IIPOBOASATCS JOIOJIHUTENNbHBIE KOHCYJIbTaluu. OCHOBHAS LIEJIb PEIICHUS MPAKTUYECKUX 3a7ad —
[IOMOYb YCBOUTH OCHOBHBIC IMOHATUS WH(YOPMALMOHHOW OE30MAaCHOCTH, WX ONpEIeNICHHs, a
TaKKe OCHOBHBIE METOJIbl M cpelcTBa obecreyeHus HHGOpMAIMOHHOM Oe3omacHocTH. Jlis
pelieHus 3ajad HeoOXOJUMO HE TOJIBKO 3HaTb, HO M IIOHMMAaTh JIEKIMOHHBIA MaTepual.
[TosToMy B mpouecce H3y4eHUs JUCLUIUIMHBI PEKOMEHIyeTcs peryisipHas pabora ¢
KOHCIIEKTaMU JIEKIIUH U PEKOMEHAOBAHHOW JINTEPATYPOIl.

bosibioe BHHMaHHME JOJDKHO OBITH YZAEIEHO caMoOCTOsATENbHON pabore. B kauecTBe
3a/laHuil JJI1 CaMOCTOSITENIbHOM paboThl loMa CTyAEHTaM IpeaaraloTcs 3a1ayi, aHaJOTUYHbIE
pa300paHHBIM Ha JEKIMIX U MPAKTUYECKHUX 3aHATUAX WU CXOXKHE C HUMHU.

JUis mpoBEepKHM M KOHTPOJS YCBOEHHSI TEOPETUYECKOrO0 MaTepuasa, MpUOOPETEeHHBIX
IPAaKTUYECKUX HABBIKOB pabOThl C OCHOBHBIMHU MOHSATHSMU B T€UEHUE OOYYEHHUS MPOBOIATCA
MEPONPUATHS TEKYyILleH aTTecTaluy B BUJE TECTUPOBaHUU. Takke MpOBOJATCS KOHCYJbTALUU
(mpy HEoOXOAMMOCTH) IO JIEKLIMOHHOMY MaTepualy U pa300py HEKOTOpBIX 3aJaHud AJs
CaMOCTOSITENIbHOM paOOThI.

B KoHLE u3y4eHHs IUCLMIUIMHBI CTYAEHTHl CHAIOT 3a4deT. 3adeT IIPOBOAMTCA Ha
OCHOBaHUU BBITIOJIHEHUS TECTOBBIX 3aJ]aHUI U coOeceloBaHUsI Ha OCHOBAHUHU CITMCKa BOIIPOCOB
K 3a4€Ty, KOTOPBIA OXBATHIBAET ITOJIHOCTBIO BCIO TPOrPaMMYy JNCLUIIIMHBI.

YyeOHo-MeTOANYECKOE 00ecTIeueHne
CaMOCTOSITEILHOW PadoThI CTYIEHTOB MO TUCIUTLINHE

Jl1st caMOCTOSTENFHON pabOTHI PEKOMEH TyeTCs HCITOJIb30BaTh CIEIYIONTYI0 YUeOHYIO
JUTEpaTypy:

1. Tanenbaym 3. Apxurekrypa kommnbtorepa. / 3. Tanenbaym; [mep. c¢ aunra. lO.
I'opoxosckoro, [I. IllunatskoBa] - 5-e wmzn. - CII6.: ITurtep, 2013. - 843 c.
(akameMIUecKoe U3JI0KEHNE MaTepraa Mo apXUTeKType KOMITBIOTEPA).

2. Tanenbaym 3. CoBpeMeHHBIE omnepauuoHHble cuctembl. / J. Tanenbaym, X. boc;
[mep. ¢ anrn. A. JleonteeBoil, M. MansimeBoid, H. Bunsunnckoro] - 4-e usa. - CIIO.:
IMurep, 2019. - 1119 c.: un. (akageMuyeckoe H3JIO0KEHUE MaTepuaia o
OTIEPAIIMOHHBIM CHCTEMAM).

3. Tanenbaym D. Kommbrotepusie cetu. / O. Tanenbaym, J1. Yazepoin; [mep. ¢ aHr. A.
I'peGenbkoBa] - 5-e uzn. - CII6.: [Tutep, 2019. - 955 c. (akameMuueckoe MU3JI0KEHUE
MaTepHaa 1o KOMIBIOTEPHBIM CETIM).

4. Andepon A.Il. OcuoBbl kpunrorpaduu. Yuednoe nocodue. / A.Il. Andepos, A. O.
3y6oB, A.C. Ky3pmun, A.B. Yepemymkun. M.: TI'enmmoc APB, 2005. 480 c.
(axagmeMuuecKoe U3JI0KEeHHEe MaTepraa 1o Kpunrorpapun).
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