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1. Ilest1 oCcBOEHUSA M CLIUII/IMHBI

OucuuruiviHa «be3ornacHOCTh B COBpeMeHHOM MH(OPMAaLMOHHOW cpefie» obecrieunBaeT
npuobpeTeHre O00ydYarOIMMUCS 3HAaHWM, YMeHWH W HaBbIKOB 10 KommereHnmu OITK-1.
«CriocobeH TMOHMMATh TPUHLUIBI paboTbl COBpeMeHHBbIX HMH(GOPMAIIMOHHBIX TEeXHOIOTUN U
UCTO/Mb30BaTh WX [JIs pelleHHs 3ajady MpodecCHOHANbHOU [esiTesibHOCTH» PesiepasbHOro
roCyJapCTBeHHOTO 00pa30oBaTe/bHOrO CTaHJapTa BbICIIEro 00pa30BaHUs TI0 HarpaBJIeHUIO
noarorosky 39.03.01 Couuonorus.

OCHOBHOH 1]e/Ibl0 M3yYeHHUsl [JUCLMIUIMHBI SIBJSIETCS TeopeThueckass W IpaKTUJecKas
TIOATOTOBKA 00YUaroIuXcsi K JesTeIbHOCTH, CBSI3aHHOM C MPYMeHeHHeM COBPEMEHHBIX CPeJiCTB
Y METO/|0B 3allUThl MH(pOpPMaLMM B TIOBCEJHEBHON U MpogeccuoHanbHOM AesTenbHoCTH. Kypc
JlaeT TIpe/ICTaB/IeHHe O MecTe ¥ POjM WH(POPMAIMOHHOW 6e30T1acHOCTH B COBPEMEHHOM MHUpe.
Ero wusyueHue [aeT BO3MOXXHOCTb CO3HAaTeIbHOTO WCMO/b30BaHUs, 00pabOTKA U 3al[UThbI
VMH(pOopMaL1K.

2. MeCTo AUCHUIUITHHBI B CTPYKTYpe 00pa3oBaTe/IbHON MPOrpaMMbI

[laHHast AUCLMTITMHA OTHOCHTCS K 00s13aTelbHOW YacTy 00pa3oBaTe/TbHOM MTPOTrPaMMBbl.

HOuctunimHa «be3onacHOCTs B COBpeMEHHOW MH(OPMAaLMOHHOW Cpefie» UrpaeT BaKHYHO
poib 7715 o61ernipodeccoHanbHON TIOATOTOBKY 00YYaroIerocs.

3. [Inanupyembie  pe3y/IbTarbl O00y4YeHHMsI 10 JUCHUIUIAHE, COOTHECEeHHbIE C
I/IAHUPYeMbIMH pe3yibTatamu ocBoeHus OIl 6akanaBpuarta

[Tpouecc n3yueHus: AUCLIMILIMHBI HaNpaB/ieH Ha (POPMUPOBaHUE CJIeAYIOLMX KOMITeTeHLUH
B cootBetcTBUM ¢ ®T'OC BO, OOIT BO 1 npuobpeTeHUst CleyIOUUX 3HAaHUM, YMEHUH,
HaBbIKOB U (WU/IM) OMbITA [|eATeIbHOCTH:

dDopmupyemas Nupukarop AoCTHIKeHUA Ilepeuenn
KoOMIIeTeHIuAa KOMIIeTeHIIUHU IVIdHUPYEMbIX pe3y/IbTdATOB Oﬁy‘IEHHH
(ko m (xoa u popmynupoBKa)
¢opmyMpoBKa)
ObuenpodeccroHabHbIe KOMIETeHIMU
OIIK-5. Cnoco6en | OIIK-5.1. Vcronb3yer 3Hamb:
VICTI0JTb30BaTh COBpeMeHHbIe OCHOBHble TOHATUA B  obmactu
COBpPEMEHHbIe vH(bOopMallOHHbIe 00paboTKX | 3aIuThl UHGOPMAIUU U
VMH(pOpMaLlMOHHbIe TeXHOJIOTUU U TIPOrPaMMHbIe 150:¢ orpeie/IeHus;
TeXHOJIOTUU Y | CpeACTBa MU pelleHun MOC/e/I0BaTe/IbHOCTb  BBIMIOJIHEHUS
TIporpaMMHbIe npo¢ecCHOHATbHBIX 3a/au. pabor 1o 3ammre WHOpPMaLUY;
cpefcTBa rpu KJ1accurKaLyo Hapyliuresen
pelleHnun HMH(OPMaLMOHHOW 6e3omacHoCTH;
npoecCroHaTBHBIX BU/Ibl ¥ Ha3HaUeHHWe CPeJICTB 3alUThI
3aja4 vMH(pOpMaL1H.
Ymemb:
yCTaHaB/IMBaTb U  OCYLIECTBJISATh
[IePBUYHYIO HaCTPOUKY
orepariOHHBIX CHUCTEM,
aHTUBUPYCHBIX Cpe/iCTB u
MeXXCeTeBbIX IKPaHOB.
Bnadoemb Hasbikamu:
paboTbl CO CpeACcTBaMK  3al[UThI
vHbopMaLu
OIIK-5.2. Pewaer 3Hamb:
CTaHJapTHBIE 3a/laun OcHoBHEIE TIPUHLIMIIBI
ripodecCMOHA/ILHON aIMUHUCTPAaTUBHO-NIPaBOBOW 3allUThI
vH(opMaluu;




JlesiTe/IbHOCTU Ha OCHOBe
WH(POPMaLIMOHHBIX
TEeXHOJIOTUU C YYETOM
OCHOBHBIX TpPeOOBaHUI
VH(POPMaLIMOHHOU
6e30macHOCTH.

Ymemb:

pearupoBaTb Ha pa3/HuHbIe YTPO3bI
MH(OPMAIMOHHON Be3omacHoCTH
U TIPUMEHSTh COBpeMeHHbIe
TEXHOJIOTUH [IJ1s1 ee 0becrieueHuss;
81ademb HABbIKAMU:

TIPUMEHEHUs], aHTUBUPYCHBIX CUCTEM
¥ CHUCTeM paclio3HaBaHUSI Yrpo3 U
aTak.

4. O6beM, CTPYKTYpPa H CO/iep)KaHue JUCIUILTHHBI
OO0111ast TPYA0EMKOCTh AUCIMITMHBI COCTABJISIET 2 3aueTHbIe eJUHULIBI, 72 aKaj|. yaca.
OuHas hopma

No Temsl (pa3jesbl) Bujpl yueOHBIX 3aHATHH, ®opMbI TeKyILero
n/n AVICLMIL/IMHBI, BKJ/IIOUAsi CaMOCTOSITe/IbHYI0 KOHTPOJISA
X COfiepKanue | o paboTy CTy/ieHTOB, ycreBaeMoCTH
S U UX TPYAOEMKOCTh
S (B aKaieMHUeCcKHX yacax) dopma
o NPOMEeXXyTOUHO
aTTecTanynu
(no cemecmpam)
KonTakTHas pabora
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Pa3pen 1 |IIpaBoBble u 2 6 3
OpraHu3allOHHbIE
OCHOBBI
obecrieueHust
uHGopMaLUOHHOM
0e3omacHOCTH B
Poccuiickoun
Degepanun
Tema 1.1 |[IpaBOBBIE OCHOBBI 2 2 1 |Tect
obecrieueHust
rMH(OpMaI[MOHHOU
Oe3omacHOCTH
Tema 1.2 |3amuta 2 2 1 |Tect
MepCOHAJ/IbHbIX
JIAHHBIX
Tema 1.3 |OpraHu3aliOHHbIE 2 2 1 |Tect
OCHOBBI 00ecIieueHust
MH(POPMAaLIMOHHOU
Oe3omacHoCTH
8 mom uucse ¢ 30 u 6 3 |Bupgeonekniuu
/10T TEKCTOBbIE
Marepuasbl




yueOHOTO0 Mocoows,
TIpe3eHTal|H, TeCT B
JYK B

DemidOnline
Pa3pen 2 |Apxurektypa
KOMIIbIOTEpa
Tema 2.1 |Apxurekrypa Tect
KOMIIbIOTEpa
8 mom yucsae ¢ 30 u Bupeonekuuu
10T TEKCTOBbIE
MaTepHuabl
yueOHOTO0 mocobws,
ripe3eHTaLUU, TECT B
JOYK B
DemidOnline
Pa3gen 3 |OcHOBBI Tect
UH(pOpMaLIOHHOH
0e30macHoOCTH B
onepanAoOHHBIX
cucreMax
Tema 3.1 |BBegenue B Tect
VH(bOPMAaLMOHHYIO
6e3011acCHOCTD
oreparjMOHHBIX
CUCTEM
Tema 3.2 |MHdopMalmoHHas Tect
6e30macHOCTb
oreparjMOHHBIX
CUCTEeM CeMelCTBa
Windows
Tema 3.3 |MHdopmalmoHHas Tect
Oe30macHOCTb
oreparMOHHBIX
CUCTeM CeMelCTBa
Linux
8 mom yucsae ¢ 30 u Bupeonekuuu
10T TeKCTOBbIE
MaTepuabl
yueOHOTO0 1mocobws,
ripe3eHTalUU, TECT B
JOYK B
DemidOnline
Pa3gen 4 |OcHOBBI
HH(OPMaLIOHHOMI
0e30macHoOCTH B
JIOKQ/TBHBIX
BBIUHC/IMTE/IBHBIX
ceTsix
Tema 4.1 |BBepgenuve B Tect
apXUTEKTYPY
JIOKaJIbHBIX

BbIUMC/INTEIbHBIX




ceTen
Tema 4.2 |CeTeBble yrpo3bl U 2 1 2 4 (Tect
MeTO/bl
TIPOTUBO/IEICTBUSI UM
Tema 4.3 |MexceTeBble 3KpaHbl | 2 1 3 3 |Tecr
8 mom uucsne ¢ 30 u 3 3 11 |Bupgeonekiuu
/10T TEKCTOBbIE
MaTepuarbl
yueOHOTr0 Mocoows,
ripe3eHTaLlH, TeCT B
JYK B
DemidOnline
Pa3zpgen 5 |Kpunrorpadpuuecku| 2 2 2 3
€ MeTOAbI 3alNThI
uHpopmanuu
Tema 5.1 |BBepgenuve B 2 2 2 3 |[Tect
Kpunrorpaguueckre
METO/IbI 3alLUThI
vH(bopMaLu
8 mom yucsae ¢ 30 u 2 1 3 |Bupeonekuuu
/[0OT TEKCTOBbIE
MaTepuabl
yueOGHOro 1ocobus,
Tpe3eHTallH, TeCT B
JYK B
DemidOnline
2 0,3 | 10,7 |3auet
Bcero 3a 2 cemectp 72 | 16 | 16 0,3 | 37,7
Bcero 72 1 16 | 16 2 103 | 37,7

Copep:kaHue pa3fie/ioB IPOrpaMMbl JUCLIMILIMHBI
«be3onacHocTb coBpeMeHHOI UH()OPMaLIMOHHOM cpefe»

Pazpen 1. IlpaBoBble U OpraHU3aliOHHBIE OCHOBBHI OOecrieueHusi WH(GOPMALMOHHOMN
0e3onmacHocTu B Poccuiickoii @eepanum.

Tema 1.1. [TpaBoBbIe OCHOBBI 0OecrieueHus1 HH(POPMaI[MOHHON 0e3011aCHOCTH.

OcHOBHBIE TIpaBa TpakZaH B cdepe 00paboTkM ¥ 3amuthl WH(OpMauyu. OCHOBHBbIE
NPUHLMIBI  [IPABOBOTO  PEry/MpoOBaHUsl B 007acT 00paboTKM M 3auyThl MHGOpPMALMH.
Wudopmauusi. OcHOBHble CBOMCTBa 0Oe30macHOCTH WHGOpPMaLMK: KOH(UeHLIMaTbHOCTb,
11eJIOCTHOCTb, JOCTYMHOCTh. Buapl nHbOpPMaLuM MO MOPSAKY [JOCTyINa W PaclpoCTPaHeHWUs.
Orpanuuenve Jgoctyna K wuHbopmaumu. Buger TtaiiH. Ob6magatens  WHGOpPMALUH.
VHdopmauonHele TexHonorud. VHopmaroHHble cucteMbl. Omnepatop HWH(GOpPMalMOHHON
cucrembl. 3ammra uHpopMmauyu. OOBeKTbl 3aluThl. Bubl OTBETCTBEHHOCTH B cdepe
006paboTKy U 3auThl HHQOPMALIWH.

Tema 1.2. 3amura nepcoHaabHbIX JaHHbBIX.

[TepcoHanbHBIe [laHHble W TIPUHLMNBI WX 00paboTKU. Buibl mepcoHanbHBIX JIaHHBIX:
crielyiasibHble, OWOMeTpUUeckre U OOIIeAOCTyIHbIe. YCIOBUsS 00pabOTKM TepCOHATbHBIX
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nanHbiX. Cormacme Ha 00paboOTKy TIepcoHanbHBIX [JJaHHBIX. TpaHCrpaHWYHasi Iepezada
TepCOHabHbIX JlaHHbIX. [IpaBa CyOBEKTOB TepCcoHabHbIX JaHHbIX. OrepaTop repcoHalbHBIX
JAHHBIX U ero obs3aHHOCTU. Mepbl obOecrieueHusi 0e30MACHOCTH T1€PCOHAIBHBIX [JAHHBIX.
KoHTposib 1 HaA30p 3a BHINOIHEHWEM Mep 10 obecrieyeHHt0 6e30MacHOCTH. YTI0JTHOMOYEHHBIH
OpraH I10 3aIuTe TpaB CyOBEKTOB MMePCOHATBHBIX JAHHBIX.

Tema 1.3. OpraHu3arnjioHHbIe OCHOBBI 00ecrieueHNst MH(GOpPMaLMOHHOM 6e301acHOCTH.

Kakue Borpock! ctaBuT mH(popManmoHHast 6e3omacHocTh? [lociesoBaTelbHOCTE JeCTBUNA
Mo 3amure MHpopMaLyu. BeisgBieHre M aHaiv3 WH(OPMALMOHHBIX aKTMBOB. ®opMHpoBaHUe
TpeboBaHuil 1o 3auure nHbopManuu. [1oAX0AbI K MO/eNMPOBAHMIO HapyILIUTeNned U yrpo3
vHpopMaLMOHHOW 6e3omacHocTH. Bbibop cpeAcTB M MeTO[OB  3alllUThl  MH(GOpPMALUH.
BHezpeHue cucteMsl 3alUThl HHGOpPMALMK. DKCIUTyaTalsi CUCTeMBbI 3alMThl MH(POPMaL1U.

Pa3pen 2. ApxurekTypa KoMINbIoTepa.

Tema 2.1. BBeieH1e B apXUTeKTypy KOMIIbHOTepa.

[Tpoueccopel. OcHOBHasi (K311 M OnepaTHBHas) IamsATb. BcriomoraresibHasi IaMsTh.
YcrpoticTBa BBO/|a-BbiBO/Ia (ILIMHBI, MOHUTODBI, KJTaBUATYPhl U MBIIIH, BeO-KaMepbl, TIPUHTEPHI).
[TepcoHasibHBIE KOMITBIOTEPBI M MOOW/TBHBIE YCTPOWCTBA.

Pa3zpaen 3. OcHoBbI HH(GOPMAIMOHHOH 0€30IIaCHOCTH B ONePaljiOHHBIX CHCTeMaX.

Tema 3.1. BBegenue B uHGpOpMaIMOHHYO 6€30MaCHOCTH OMEPAL[IOHHBIX CUCTEM.

O6mmit crocob6 xpaHeHusi W 00paboTku wHpoOpMal B KoMmmbioTepe. [loHsTHS
oriepaljuoHHOM U (¢aiiioBoli cucteM. CyObekTbl, 00BEKTHl, METOAbI W TMpaBa JOCTYIIa,
NpUBW/IETUM  CyOBeKTa JocTyrna. [JIMCKpeLiOHHOe yIipaB/eHWe [OCTYIOM, MaH/aTHOe
ynpas/jeHue [0CTyrnoM. MpeHTuduKalys, ayTeHTU(PUKALMs U aBTopu3alus. AyTeHTU(UKaLus
Ha OCHOBe TIapOJIiel, Ha OCHOBe BHEILTHUX HOCHTe el KiTtoua, broMeTpuueckas ayTeHTH(HKALIS.

Tema 3.2. InpopmarpioHHasi 6€301acHOCTh OTiepalOHHBIX CHCTeM ceMelicTBa Windows.

YnpaBrieHue JOCTYIIOM B OIepaLjMoOHHbIX cucTeMax cemeiictBa Windows. MeHTHduKaLys,
ayTeHTU(UKaLMs U aBTOpU3aLysl B OMepalMOHHbIX cucTeMax ceMeiictBa Windows. Peanuszanms
ay/ZMTa B OIepaLjMoOHHbIX CHCTeMax ceMeiicTBa Windows.

Tema 3.3. InpopmarrioHHast 6e301acHOCTh OTepalOHHBIX CUCTeM cemelcTBa Linux.

YnpaBneHue [0CTyIOM B OIepaljMOHHbIX cHcTeMax ceMmeiictBa Linux. WpaeHTudukauys,
ayTeHTU(UKaLMsl U aBTOpU3alLlysl B OMNepaLMOHHbIX cucTeMax ceMerctBa Linux. Peanuszanms

ayJuTa B OIlepalOHHBIX CUCTeMax ceMercTBa Linux.

Pazaen 4. OcHoBBbI HH(GOPMAIMOHHOH 0€30MaCHOCTH B JIOKA/IBHBIX BBIYMC/IHTE/IBHBIX
ceTHX.

TeMma 4.1. BBE,E[GHI/IE B dPXUTEKTYDY JIOKA/IbHBIX BBIUNC/IUTE/IBHBIX ceTei.

JIoKasnbHbIE BbIUMC/IWTE/bHBIE ceTh. Mogens [SO/OSI. ApxuTekTypa ¥ OCHOBHbIE
MPOTOKOJIbI JIOKA/TbHBIX BBIYMC/IUTE/IbHBIX CeTeu.



Tema 4.2. CeTeBble yrpo3bl U MeTO/bl IPOTUBOAEUCTBUS UM.

Knaccudukaiuy ceTeBbiX yrpo3s, ys3BuMoOcTeld U arak. CeTeBble aTakKu Ha Pas3/AYHbIX
ypoBHsix wmogemu ISO/OSI. Knaccudukaiyss BpeJOHOCHOTO TIPOrpaMMHOI0 obecrieueHusl.
[Tpu3HaKy NIPUCYTCTBUS BPEAOHOCHOTO TTPOTPAMMHOTO obecrieueHusi. MeTo/ibl 0OHapy>KeHusl.

Tewma 4.3. MexceTeBble 5KpaHbl.

MexxcereBble 3kpaHbl (M3). Mecto u pons MO B obecrieueHnr ceTeBOW 0e30MaCHOCTH.
Knaccudukauys M3O. OcHoBHble BO3MOXKHOCTM MO. [loCTOMHCTBA W HeAOCTaTKu MDO.
[Toctpoenue nipaBui GUIbTPALUK.

Pa3fen 5. Kpunrorpaguueckue MeTon! 3al{UThl HHGOpMaLMHU.
Tema 5.1. BegieHne B Kpurnrorpadryeckrie MeTOZbI 3al{UThl MH(POPMaL1H.

Vctopuueckuii ouepk pasButus Kpunrorpadpuu. CuMMeTpUuyHass W acMMMeTpUYHast
Kpuntorpagus. BbeluMc/iuTeNnbHO C/IOKHBIE 33Z@auMd  MaTemaTuku. Kpunrocucrema RSA.
[TonsTne xpumnrorpaguyeckoro mnpoTtokosa. CBOIMCTBa MPOTOKOJIOB, XapaKTepU3yHoIlhe HX
6e3omacHoCTb. CxeMbl LM(POBOM MO/ITUCH.

5. O0pa3oBare/bHbIE TEXHOJIOTHH, B TOM YH(/Ie TeXHOJIOTHH 3JIEKTPOHHOI0 00yueHUs U
AMCTAaHLIMOHHBbIe 00pa3oBaTe/IbHbIE TeXHO/IOTUH, HCII0/Ib3yeMble IPH 0CYIeCTB/IEHUH
oOpa3oBaTe/ILHOI0 MpoLecca Mo AUCHUIUINHE

B nporjecce o6yueHMst UCIIO/IB3YIOTCS CAefyolire o6pa3oBaTe/ibHble TEXHOIOTUH:

AkajeMuuecKkasi jJeKIusi (WM JIeKIys 0011iero Kypca) — 1ocjiefioBaTesibHoe U3/I0KeHne
MaTepuasa, OCYLecTB/AseMOe IIpeMMYLeCTBeHHO B BHJe MOHOJIOra IperogaBaTeis.
TpeboBaHusi K aKaZileMHUUeCKOW JIeKI[MM: COBPEMEHHBbIM Hay4HbId YPOBEHb U HacCbIIleHHast
WH(POPMATUBHOCTh, yOeauTenbHasi aprymMeHTals, AOCTYIIHas W TIOHSTHasi peub, ueTKas
CTPYKTypa ¥ JIOTMKA, Ha/MuyMe SIPKAX TPHMepOB, HAayuHbIX [OKa3aTenbCTB, 0DOOCHOBaHW,
(akToB.

Ilpo6ieMHass /eKIusl — UW3/I0KEHHe Marepuana, TpeArosarampliiee TOCTaHOBKY
npobsieMHbIX W JMCKYCCHOHHBIX BOIIPOCOB, OCBellleHHWe pa3/IMyHbIX Hay4HbIX T[10/IXO7I0B,
aBTOPCKMe KOMMEHTapuH, CBsi3aHHble C pa3/IMYHbBIMU MOJEISIMU WHTepIipeTalid HU3y4aeMoro
Marepuasa. [IpobseMHast jieK11s HaUMHAeTCsl C BOIIPOCOB, C IIOCTAHOBKU NP00/IeMbl, KOTOPYIO B
XOZle W3/IOKeHHWsI MaTepriaja HeoOXOJUMO peluTb. B jiekiyu codeTaroTcsi mpobieMHble U
vH(pOpMalLMOHHble Havana. [Ipy 3TOM Tmpolecc Mo3HaHWSI CTY/EHTOB B COTPYJHUYECTBE U
[yarnore C TperiofiaBaTesieM NPUOMDKAeTCS K TOMCKOBOM, MCC/IeA0BAaTeNbCKON AesTeTbHOCTH.
CopepkaHue 1pobsieMbl pacKpbIBAeTCSl TIyTeM OpraHW3alliyd TIOMCKAa ee pelleHus WU
CYMMHPOBaHUS U aHa/In3a TPAJULIMOHHBIX U COBPEMEHHBIX TOUEK 3peHUs.

IIpakTHYeckoe 3aHATHE — 3aHSTHE, TOCBSLEHHOe OCBOEHUIO0 KOHKPETHBIX YMEHUM U
HaBBIKOB U 3aKpeIl/IeHUIO T10JIyUYeHHbIX Ha JIeKL[Y 3HaHUM.

O/eKTPOHHBIN yueOHbIN Kypc «be3omacHoCTb B cOBpeMeHHOW MH(OPMAI[MOHHOW cpefie» Ha
riaTdopme oHsaiH-00yueHnss DemidOnline, B KoTopoMm:
- Tpe/CTaB/ieHbl BUEO0-JIEKIMI 110 BCEM TeMaM JUCIUITIMHBI U TIPe3eHTaluy K HUM;
- TIpe/CTaBJIeHbI TeKCTHI JIEKLWH 110 BCEM TeMaM JIUCLIATUINHEI;
- Tpe/CTaB/IeHbI TIPaBUJIa TIPOXO’KEHHUS TIPOME)KYTOUHOM aTTeCTaliu 110 AUCLUIITHHE;
- TIpeACTaB/ieHbl TeCTbl 10 TeMaM JUCLUIUIMHBI [JIs1  CaMOCTOSITe/NIbHOW paboThl
00yUaroIInXCs;



- 1OCpeACTBOM (¢opyMa OCYyILIeCTB/IsSeTCS CUHXPOHHOe W  (WIM) aCUHXPOHHOe
B3aMMO/IeMCTBUe MeXXJy OOyuarolMMUCS U TIperojilaBaTesieM B paMKax H3y4eHUst
JUCLIATUIAHBL.

6. IlepeueHp /TMIIEH3HOHHOTO0 M (WIH) CBOOOJHO PacCHPOCTPAHSAEMOr0 NPOrpaMMHOrO
o0ecrieueHusi, WCIOJb3yeMOro INPH OCYIIeCTB/IEHHH 00pa3oBaTe/JIbHOTO TMporecca 1o
AUCIUIUINHE
B nporjecce ocyiecTsiienrsi 06pa3oBaTebHOTO MPOLiecca UCTIOIb3YHOTCS:
- TporpaMMHOe obecrieueHue [l CO3JaHUSI M [IEMOHCTpAL[UM  TIpe3eHTalui,
WITIOCTPAIUi ¥ APYTUX Y4eOHBIX MaTepHUasoB:
- Microsoft Windows (B cocraBe Microsoft Imagine Premium Electronic Software
Delivery);
- Microsoft OfficeSTD 2013;
- Virtual Box (cBobogno pacripoctpansiemoe I10);
- Ubuntu (cBo6oaHO pacripoctpansiemoe I10);
- Kali Linux (cBobozHO pacnipocrpansiemoe I10).
- [ Tioucka YyyeOHOW suTepatypbl Oubmuorteku Spl'Y — ABTOMAaTHM3MpOBaHHas
oubmoreunas nHpopmarmonHasi cucrema «bYKU-NEXT» (ABUC «byku-Next»);
- TIpY NPOBeJIeHKH JIeKL[MH UCTIOBb3YHTCS MY/IbTUMeUHbIe TTpe3eHTaluu;
- TIpU TIpOBefieHWH J1abopaTOpHBIX PabOT HCIOMB3YIOTCS CPeACTBA BBIUMC/IUTETbHON
TeXHUKH, M0//iep>KUBalolLi[e MepeurcieHHoe porpaMMHoe obecrieueHue.

7. IlepeueHb cOBpeMeHHbIX MNpodeccHoHANBbHBIX 0a3 JaHHBIX U HH(OPMAILHOHHBIX
CIPaBOYHBIX CHCTEM, HCIIO/Ib3yeMbIX MPH OCYIeCTB/IEHUH 00pa30BaTe/IbHOIO MPoILecca o
JAUCLIUIIVHE

1. dnexkTpoHHsble kaTasoru Hb fApI'Y

(http://www lib.uniyar.ac.ru/opac/bk_cat_find.php) coziepkat oubsmorpacduyeckre
3aruMcl  BCeX BH/IOB JIOKYMEHTOB, COCTaB/sIOLIMX (oHA Oub/ivMoTeKH, Ha PYyCCKOM U
VWHOCTPaHHBIX SI3bIKaX.

2. JneKTpoHHasi 0ub/IMoTeKa yueOHbIX MaTepuasioB SIpl'yY

(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php) comepkutr 6Gonee 2500 mMOMHBIX
TEKCTOB y4eOHbIX M yueOHO-MeTOAMUeCKMX MaTepuasioB [0 OCHOBHBIM H3yuaeMbIM
JUCLIMTUTMHAM, W3[aHHbIX B yHHBepcuteTe. JIOCTYynm B CeTM YyHUBEpPCUTETa, JMOO 1O
JIOTUHY/TIapOoJIto.

3. CripaBouHo-nipaBoBas cucreMa « KoHCy/1ibTaHTILUTIOC»

(https://www.consultant.ru/) crnpaBouHo-TIpaBoBasi crUcTeMa IO 3aKOHO/ATE/THCTBY
Poccutickoii @egeparym.

4. CnpaBouHO-ipaBoBas cucrema «I'apaHT»

(http://www.garant.ru/) crpaBouHo-TIpaBOBasi CHCTEMa [0 3aKOHO/ATEbCTBY
Poccutickoii @egeparym.

8. IlepeueH> OCHOBHOW ¥ [IONO/JIHUTEJIbHOW Yy4e0HOW JIATEpaTyphbl, PpecypcoB
uH(oOpMaIHOHHO-Te/IeEKOMMYHUKAI[UOHHOW ceTH «VIHTepHeT» (IPH HE00X0AMMOCTH),
PeKOMeHyeMbIX /IS 0CBOEHHUS AUCIHMII/IMHbI

a) OCHOBHAasI JIUTEpaTypa

a) OCHOBHasI JIUTEpaTypa


http://www.garant.ru/
https://www.consultant.ru/
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

Be3somacHocTs B coBpeMeHHO# MH(opMaLoHHO# cpefie. Yacts 1: yue6HOe mocobue.
B.H. Kuszes, I.M. Mypun; Apocn. roc. yu-T uM. ILI. [lemugoBa. - Hpociasib:
NHANTO, 2021. — 158 c. [https://e.Janbook.com/book/75150]

Horagun, H. B. Apxutektypa KomribtoTepa : yuye6Hoe nocobue / H. b. JoraguH. —
4-e n3n. — Mocksa : Jlaboparopwus 3Hanui, 2020. — 274 c.

by3a, M. K. ApxutekTypa KoMmrbioTepoB : yueOHUK / M. K. By3a. — MuHcK :
Beimaiiias mikona, 2015. — 414 c. [https://e.Janbook.com/book/75150]

CosnoneBuy, A. B. KommbtoTepHbie cetu : yuebHuk / A. B. ConoHeBUY. — MUHCK :
PUIIO, 2021. — 208 c. [https://e.lanbook.com/book/194950]

PakutuH, P. FO. KomristoTepHbie cetu : yue6Hoe mocobue / P. FO. PakutuH, E. B.
MockaneHKo. — bapHayn : Antl'TLY, 2019. — 340 C.
[https://e.lanbook.com/book/139182]

Kopxuk, B. Y. OcHoBel Kpunitorpadmu : yue6Hoe mocobue / B. Y. Kopxuk, B. A.
flkoneB. —  Cankr-Ilerep6ypr : Wurepmemus, 2017. — 312 c.
[https://e.Janbook.com/book/161359]

0) Jomo/THUTE/IbHAS JINTepaTypa

0) Jomo/THUTE/IbHAS JINTepaTypa

1.

Konctutyyus Poccuiickoit ®egfepanyi: [MpuHATa BCEHAPOJHBIM T0/I0COBaHUEM
12.12.1993 c u3MeHeHHsIMH, OF0OPEHHBIMU B X0/l 0011[ePOCCUMCKOTO T0JI0COBaHUS
01.07.2020]. — HocTymn U3 CripaBOYHO-IPaBOBOM cUCTeMbl « KOHCYIbTaHTILIHOCY. —
TeKCT: 3/1eKTPOHHBIMN.

YronoBHei Kopekc Poccuiickont @epnepauuu: PepepanbHbid 3akoH OT 13.06.1996
Ne63-®3: [mpunsat I'ocygapctBenHou [ymoi 24.05.1996]: (c v3MeHeHusiMH U
JOTIO/THEHUSIMA). — Hoctyn u3 CIpaBOYHO-TIIPaBOBOM CUCTEMBI
«KoHcynpTanTitoc». — TeKCT: 371eKTPOHHBIN.

Kogekc Poccuiickoii ®epeparui 00 aJIMUHHUCTPATHUBHBIX IIPABOHAPYILIEHUSIX:
@epepanbHbiid 3aK0H OT 30.12.2001 Nel95-®3: [mpunsaT ['ocygapcTtBeHHo# [Jymon
20.12.2001]: (c u3MeHeHUsIMM M [ONOJHEHUsMH). — JloCcTynm M3 CrHpaBOYHO-
1paBoBo¥ cucTteMbl «KOHCY/IbTaHTIIIOC» . — T eKCT: 3/1eKTPOHHBIN.

TpynoBout kogekc Poccuiickont Pepepanuu: ®Pepepanbhbiii 3akoH oT 30.12.2001
Nel197-®3: [mpunsat ['ocygapctBeHHou [ymoi 21.12.2001]: (c v3MeHeHUsIMU U
JOTIO/THEHUSIMA). — Hoctyn u3 CTIIpaBOYHO-TIPaBOBOM CUCTEMBI
«KoHcynbTanTitoc». — TeKCT: 371eKTPOHHBIN.

denepanbHbIif 3aK0H OT 27.07.2006 Ne149-03 «O6 nHbopMaryn, HHPOPMALMOHHBIX
TEeXHOMOTUSIX M O 3awmure UHQopmaumu»: [npuHsaT [ocypapctBeHHOM [lymoit
08.07.2006]: (c u3MeHeHUsIMM M [ONOJHEHUsMH). — JlocTynm M3 CrHpaBOYHO-
1paBoBoM cucTteMbl «KOHCY/IbTaHTIIIOC» . — T eKCT: 3/1eKTPOHHBIH.

®enepasnbHbIi 3akoH 0T 27.07.2006 Ne152-P3 «O nepcoHanbHbIX JaHHBIX»: [[IPUHSAT
l'ocynapctBennon ymoit 08.07.2006]: (c u3MeHEHMSIMM M [IOMOJHEHUSIMH). —
Jdoctynm w3 CIIpaBOYHO-TIPAaBOBOM  cHUCTeMbl «KOHCy/nbTaHTIUTIOC». —TeKCT:
3/IeKTPOHHBIM.

[MTono>keHre o mopsifke oOpaiieHust co Cy>keOHOW MH(OpMaLVell orpaHUUeHHOTO
pacripocTpaHeHuss B (eJepasbHbIX ~ OpraHax  HWCIIOJIHUTEJBbHOM  BJIACTH,
YIIOJTHOMOYEHHOM OpraHe YIIpaB/eHUs MCIO/Ib30BaHUEM AaTOMHOM 3SHeprud W
YIIOTHOMOUEHHOM OpraHe 10 KOCMHYeCKOW [leATellbHOCTH»: [yTBep)KJeHo
[TocranoBnenvem IlpaBurensctBa Poccuiickoit ®epeparmu ot 03.11.1994 Nel233]:
(C U3MeHeHUsIMU U [OMOMHEeHUsIMU). — JloCcTyn M3 CIpaBOYHO-TIPABOBOM CUCTEMBI
«KoHcympTanTIroc» . —TeKCT: 3/1eKTpOHHBIN.



10.

11.

12

13.

14.

15.

16.

17.

TpeboBaHWsi K 3alUTe TIePCOHANBbHBIX JIaHHBIX TpU UX 00paboTke B
VMH(OpPMaLMOHHBIX cucTeMax MepCOHaIbHBIX JlAHHBIX: [yTBep>KJeHbI
[TocranoBnenvem IpaBurensctBa Poccuiickoit ®@epeparu ot 01.11.2012 Nel119].
— [Hoctyn W3 crnpaBouHO-TIpaBoBoM cuctembl «KoHcyabTanTnllmtoc». —TeKcT:
3/IEKTPOHHBIN.

[lepeueHr Mep, HampaB/eHHbIX Ha oOecrieyeHre BBITIOIHEHUS 00s13aHHOCTeH,
NpelyCMOTpeHHbIX ®PefiepanbHbIM  3aKOHOM «O  TepCOHaNbHBIX [JaHHBIX» W
MPUHATBIMM B COOTBETCTBMM C HUM HOPMaTUBHBIMU [IPaBOBBIMH  aKTaMH,
orepaTopamy, SIBJISIOLMMUCS TOCylapCTBeHHbIMU UM MYHULMIA/IBHBIMA OpraHaMu:
[yrBepxgen IlocraHoBnenvem IlpaBurtenbctBa Poccuiickor Pepepauyy  oT
21.03.2012 Ne211]: (c U3MeHeHUsIMU U JIOTIONIHEHUSIMU). — J]OCTyn U3 CIpaBOYHO-
nipaBoBo cucteMbl «KoHcynbranTnllntoc». —TeKCT: 3/1eKTPOHHBIM.

[MTonoxxeHre 06 0cob6eHHOCTSIX 00pabOTKK TIepCOHATBHBIX JAHHBIX, OCYIIeCTBIIIEMON
6e3 WCMONb30BaHUSI CPeACTB aBTOMaTU3aluu: [yTBep)kaeHo [loctaHoB/eHHEM
[TpaButensctBa Poccuiickoit ®epeparu ot 15.09.2008 Ne687]. — [octyn u3
CrpaBOYHO-NIpaBoBOM cucTeMbl « KoHCymbTaHTHIITH0C». —TeKCT: 371eKTPOHHBIN.
TpeboBaHus K MaTeprasbHBIM HOCUTEISIM OMOMEeTPHUUeCKHX MePCOHANbHBIX JAHHBIX
M TEXHOJOTUSM XpaHeHWs TaKUX [JaHHbIX BHe WH(OPMAaLMOHHbIX CHUCTEM
NepcoHanbHbIX  faHHbIX:  [yTBepkzgeHo  IloctaHoBneHuem  IlpaBuTenbcTBa
Poccuiickort @epepatmu ot 06.07.2008 Ne512]: (C U3MeHEHUSIMU U I0MIOJTHEHUSIMH).
— JlocTyn u3 cripaBouYHO-IIpaBoBoW cuctembl «Koncynmprantnllmroc». —TekcT:
3/1IeKTPOHHBIM.

. METO,E[I/II—IECKI/IE PeKoOMeHJAallMK TII10 YBE€AOMJ/IEHWIO YIIOJITHOMOUEHHOr'o OpraHa O

Hauasle 00OpabOTKM TepCOHANbHBIX JIaHHBIX W O BHECEHWH W3MeHeHUil B paHee
Tipe/iCTaB/IeHHble CBefleHus: [yTBepxkeHbl npuka3oM PockomHazzopa ot 30.05.2017
Ne94]: (c v3MeHeHMsSIMU U [OMNOJHEHUSAMH). — [loCTynm M3 CIIpaBOYHO-IIPaBOBOM
cuctembl «KoHcynbranTnllmoc». —TeKCT: 371eKTPOHHBIN.

TpeboBaHust ¥ MeTO/bI 110 00€3/TMUMBAHUIO TEPCOHABHBIX JAHHBIX: [yTBepKeHbl
npuka3oM PockomHagzopa ot 05.09.2013 Ne996]. — J[locTynm U3 CIIpaBOYHO-
nipaBoBol cucteMbl «KoHcynbTanTnllnroc». —TeKCT: 3/1eKTPOHHBIM.

CocTtaB U cofiep)kKaHHe OPraHW3alMOHHBIX M TeXHHUUECKHX Mep T0 obecrieueHHIo
6e30MacHOCTH TepPCOHANMbHBIX [JJaHHBIX TPU HUX 00paboTke B WHGOPMALIMOHHBIX
cUcTeMax IepCOHa/NbHBIX JaHHBIX: [yTBepxzeHbl npukasom P®CTOK Poccuu ot
18.02.2013 Ne21]: (c u3MeHeHMsIMM U [JOTIOJHeHUssMU). — [JocTyn U3 CrpaBOYHO-
npaBoBoy cucteMbl «KoHcympranTnIImr0Cc». —TeKCT: 3/1eKTPOHHBIN.

ba3oBasi Mojiesib yrpo3 6e30MacHOCTH MepPCOHANBHBIX aHHBIX TIPU WX 00paboTke B
MH(QOPMAaLIMOHHBIX CHCTeMaxX I[1epCOHA/MbHBIX JaHHbIX (Bbimucka): [yTBepskieHa
3amectutenem gupekropa @CTOK Poccum 15.02.2008]. — docTyn U3 cripaBOYHO-
npaBoBoy cucteMbl «KoHcynpranTnIImroc». —TeKCT: 3/1eKTPOHHBIN.

Merto/ivKa oripejie/ieHUs1 aKTyaJbHBIX Yrpo3 0e30MacHOCTH MepPCOHA/bHBIX JaHHBIX
npu ux o0paboTke B WHPOPMAILMIOHHBIX CHUCTEMax IePCOHAIBHBIX [JAHHBIX:
[yrBepxkaeHa 3amectuteneMm aupekropa @®CTOK Poccum 14.02.2008]. — Hdoctyn u3
CMpaBOYHO-NIPaBOBOU crucTeMbl «KoHCynbTaHTIIITF0C». —TeKCT: 5/1eKTPOHHBIMN.
CocTaB M cofiep)kaHMe OpraHM3al[MOHHBIX U TeXHUUeCKHWX Mep I0 obecrieueHuro
0e30MacHOCTH TIE€PCOHANBHBIX [JAaHHBIX TPU UX 00paboTKe B WHGMOPMALMOHHBIX
CUCTeMax INMepCOHaNbHBIX JIaHHBIX C MCIO/Ib30BAHUEM CPeJCTB KpUITOrpaduueckom
3amuThl  WH(pOpMaLWK, HeoOXOJWUMBIX [/l  BBINIOJHEHUS  YCTaHOBJIEHHBIX
[MpaBuTenscTBoM Poccutickoit ®enepar TpeGoBaHUI K 3alljUTe TePCOHAIbHBIX
JAHHBIX [/l Ka)KJIOr0 U3 ypOBHeH 3allUIleHHOCTU: [yTBepkAeHbl npukaszom PCh
Poccun ot 10.07.2014 Ne378]. — [locTynm W3 CIpaBOYHO-NPaBOBOM CHCTEMBI
«KoncynbranTnlInroc». —TeKCT: 371eKTPOHHBIN.



18. MeTonueckie peKOMeHJAMK 110 pa3pabOTKe HOPMAaTUBHBIX TIPAaBOBBIX aKTOB,
OTIpeJeJISFOLINX yrpo3bl 6e30MacHOCTH TePCOHABHBIX [IaHHBIX, aKTyajbHble TIpU
00paboTKe TepcoHaNBHBIX [JaHHBIX B WH(OPMAIMOHHBIX CHCTEMaxX I1ePCOHATbHBIX
Jl@HHBIX, 3KCIUIyaTUPyeMbIX IIpM OCYLLeCTBJIEHUHM COOTBETCTBYIOLUX BU/IOB
JesaTenbHOCTU: [yTBepxkzeHbl pykoBogcTBoM 8 Ilentpa ®CBb Poccuu 31.03.2015
Ne149/7/2/6-432]. — Hoctyn u3 CMpaBOYHO-TIPaBOBOM CUCTeMbI
«KoncynbranTnlInroc». —TeKCT: 371eKTPOHHBIN.

19.TOCT P 51275-2006 3aumra uHpopmauyu. O0bekT nHbopMaTH3aluu. PakTopsl,
BO37elcTByolMe Ha uH(popManyio. Obupe nonokeHus. — JloCcTyr U3 CripaBOYHO-
nipaBoBol cucteMbl « TEXOKCITEPT». —TeKCT: 3/1eKTPOHHBIMN.

20. ®nenoB, M.E. Linux rna3amu xakepa. 5-e uzg. / M.E. ®nenos. — CII6. : BXB-
[Metepbypr, 2019. —416 c.

21. JlaB, P. Linux. CucremMHoe riporpamMmupoBanue. 2-e u3f. / P. JlaB. — CII6. : TTutep,

2014. — 448 c.
22. Yopg, b. Baytpennee ycrpoiictBo Linux. / B. Yopa. — CII6. : [Turep, 2016. — 384
C

23. Yosifovich, P. Windows Internals Seventh Edition. Part 1 / P. Yosifovich, A. Ionescu,
M.E. Russinovich, D.A. Solomon. — Microsoft Press, 2017. — 784 p.

24. Intel 64 and IA-32 Architectures Software Developer’s Manual [Ds1eKTpoHHBIH
pecypc] — 37neKTpoH. TeKcToBble fiaH. —IlocnenHee o6HoBmeHuWe : 16.11.2020. —
Pexxum pocryma: https://software.intel.com/content/www/us/en/develop/articles/intel-
sdm.html.

9. Marepua/nbHO-TeXHHUYeCKasi 6a3a, Heo0XoAuMast Ji/Ifl OCYIeCTB/IEHHS
00pa3oBaTe/ILHOI0 MPoLiecca Mo AUCHHUIUIHHE

MarepuanbHO-TexHUUecKast 6a3a, HeoOXoAUMasi J7isi OCYIIeCTBIeHUS] 00pa30BaTeIbHOTO
Tpoliecca 1o JAUCLUMIUIMHE BK/IFOUAeT B CBOM COCTaB Crielida/ibHble TIOMEIIeHMSI:

-yueOHbIe ayIUTOPUY [I7IsI TIPOBEIEHHST 3aHATHI JIEKLUOHHOTO THIIa;

-yueOHbIe ayIMTOPUU [Iisl TIPOBE/IeHHsT Tab0paTOPHBIX PabOT, OCHAIL[eHHBbIE CPe/ICTBAMU
BBIUMC/TUTE/TBHOM TeXHUKH, T0//IeP)KUBAIOIIMMI TIpOrpaMMHOe obecrieueHre, yKa3aHHOe B
IyHKTe 6;

- yueOHBIe ayJUTOPUH [Jisl IPOBeZI€HUS TPYIIIOBBIX U MHAVBUYA/IbHBIX KOHCY/IbTAlUH;

- yueOHbIe ayAWTOPUM /ISl TIDOBEAEHUS TEKYIero KOHTPOJII W TPOMEXYTOUYHOM
aTTecTaryy;

- TIOMEIL|eHHsI /i1 CAMOCTOSITe/TbHOM paboThI;

- TIOMeILeHWsl /I XpaHeHWs W TPOQHUIAKTUYECKOTO OOC/TY)KMBAHUS TeXHUUYECKHX
CpeAcCTB 00yueHUs.

[MomerrieHust 71 CaMOCTOSATE/TbHOM pabOThl 00YYArOIIMXCsl OCHAIeHbI KOMITbIOTEPHOM
TEXHUKOM C BO3MOXHOCTBIO TIOJK/IIOUeHUs] K ceTh «VIHTepHeT» W obecrieueHWeM J0CTyra B
3JIEKTPOHHYI0 MH(OPMAL[HOHHO-00pa30BaTebHY0 CpeAly OpraHu3alivy.

Yuc/io 1mocaiouHbIX MeCT B JIEKIIMOHHOW ayUTOpuM 0oJibliie MO0 paBHO CIMCOYHOMY
COCTaBy TIOTOKa, @ B ayJUTOPUM /IS TPAKTUYECKUX 3aHATUH (CEMHWHApPOB) — CIMCOYHOMY
COCTaBy TPYIIbI 00YYaArOIIXCS.

ABTOD(BI):
KaHng,. ¢us.-mat. Hayk AT ) Mypun [I. M.


https://software.intel.com/content/www/us/en/develop/articles/intel-sdm.html
https://software.intel.com/content/www/us/en/develop/articles/intel-sdm.html

IIpunoxenne Nel K padoueii mporpaMme JUCLMIITHHBI
«be3onacHocTh B cOBpeMeHHOM HH()OPMaLIIOHHOH cpeje»

®DoH/| O1IeHOYHBIX CPe/ICTB
AJIA IPOBe/ieHHsA TeKyIled U MPOMe)KyTOYHOM aTTecTaliuH CTY/eHTOB
M0 JMCIUIIIUHE

1. TunoBbIie KOHTPO/IbHBIE 33/laHNSI WX MHbIe MaTepHa/Ibl,
Heo0XoAMMBbIe /IS OLIeHKY 3HaHUH, YMEHHI, HABBIKOB U (/M) OMbITA AeATeTbHOCTH,
XapaKTepU3yLUUX 3Tanbl GopMHUpPoOBaHUs KOMIIeTeHLIUH

1.1 KoHTpo/bHBIE 33/jaHUsl U UHbIE MaTepuaJbl,
HCIo/Ib3yeMble B Iporecce TeKyilei arrecTaniu

Tect nmo Teme 1.1 ITpaBoBbIe 0CHOBBI 00ecnieueHns1 HHGOPMAIMOHHOH 0e30IIaCHOCTH
(xomnerennus OIIK-5, unpukarop OIIK-5.1, uaaukartop OIIK-5.2)

Kakue mosnoxkeHusi, cBsi3aHHble C BOMpocaMu 00paboTKu MH(OpMalH, 3aKpervieHbl B
Koucturyiuu Poccurickor @egeparmn?

a) [IpaBo Ha HEMIPUKOCHOBEHHOCTh JIMUHOM M CeMeHHOM TalHBbl.

6) IIpaBo Ha 06paboTKy M000¥ MH(OpPMaLKH TFOOBIM BO3MOKHBIM CITOCOOOM.

B) 3anpeT Ha 06paboTKy MH(MOpMAaILMK 0 YaCTHOM >KU3HU JuLia 6e3 ero corsacusi.

r) [IpaBo Ha nosryueHue rpaxjaHamu JIOIyCKa K roCylapCTBeHHOW TalHe.

Kakue Buzabl uHbopMmaly o00si3aTesibHO TpeOyeTcs 3aluiljaTb B COOTBETCTBUM C
3aKOHO/laTenbCTBOM Poccutickor @efepanuu:

a) udopmatyst Asisi ciry»keGHOTO 110/1b30BaHUSI.

0) ITepcoHanbHBIE AHHBIE.

B) 'ocypapcTBeHHas TaiiHa.

r) BpauebOHnas TaiiHa.

1) Bce nepeuuciieHHbIe.

B cootBerctBUM ¢ @PenepanbHbIM 3akoHOM «0O0 uWHGOpPMalK, WHGOPMALMOHHBIX
TEXHOJIOTUSIX U 3alljuTe WHPOpMaLMu» WHPOpMaLYs — 3TO:

a) JIroOble JaHHbBIe, TIPe/CTaB/IeHHbIe HA MaTepPHUaJbHOM HOCHTEJIe.

6) Cegenusi (coob1iieHUs], JaHHbIE), He3aBUCUMO OT (DOPMbI X TIpe/iCTaBIeHusI.

B) He sHeprus v He martepus.

r) CBefileHUs], BOCTIPUHUMAaeMble UesioBeKOM U (W/M) CrelidaibHbIMUA YCTPOMCTBAMU
KaKk OTpakeHHe (PAKTOB MaTepuaJbHOIO WIM JYyXOBHOIO MHpa B Tiporiecce
KOMMYHUKAaLUH.

YTo W3 TepeurceHHOr0 MOXKHO pacCcMaTpuBaTh Kak 0a3y JaHHBIX B COOTBETCTBUH C
3aKOHO/1aTenbCcTBOM Poccutickori Pegepaiyu:

a) EXCEL Tabnuiyy c yrnopsiioueHHOU 1 CTPYKTYPHPOBaHHOW UH(OpMaLMei.

6) @aiin hopmara DOC, B KOTOPOM CO3ZIaH CITMCOK CJTyIIaTesiei 3TOM MporpaMMbI.

B) KapToTeKy pervcrpaTypbl yupex/jeH!s 3/ipaBOOXPaHeHHUs.

r) Bce nepeunciieHHbIe.

LlenocTHOCTE MH(OPMALIUU — 3TO:

a) Obs3aTenbHOe [Jisi BBITIOJHEHUsI JIULIOM, TIOYYMBIIMM JOCTYIT K OMNpezeeHHOM
uHpopMalyy, TpeboBaHMe He TepefiaBaTh TaKyl HWH(GOPMALMIO TPeThbUM JulaM Oe3
coryiacus ee obsiaziarers.

6) CocrostHre WH(OPMaLMH, TP KOTOPOM OTCYTCTBYeT Jito0oe ee u3MeHeHHe OO
M3MeHeHHe OCYILeCTBJISIeTCS TOJBKO TMpeJHaMepeHHO CyObheKTaMu, UMeIOLUMU Ha Hero
npaBo.

B) Bo3MOXXHOCTB T0/TyueHHst MHPOPMALIMU U ee UCTI0/Ib30BaHMUsI.
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10.

Ha Teppuropun Poccuiickont @efepariyy 3amnpeleHo paclipoCTpaHeHue:

a) ludopmaiyu, KoTopasi HarpaB/ieHa Ha poriaraily BOWHBIL.

6) Kommepueckoii TaiiHbI.

B) MH(dopmalum, KoTopasi HarpaB/ieHa Ha pa3KUTraHue pPeMruo3Hol HeHaBUCTH.

r) [lepcoHanbHBIX aHHBIX.
IpakgaHWH WM HOpUAWYECKOe JIMLO, OCYLIeCTB/SIOIIMe  /IesiTe/IbHOCTh 110
SKCIUTyaTalud MH(GOPMALMOHHOM CHUCTeMbI, B TOM uucje 1o obpaboTke nHGboOpMaLuy,
cofiepkaliieiicsi B ee 6a3ax JJaHHBIX — 3TO:

a) O6sazatesis UHGOPMALUH.

6) Oneparop WHGOPMALOHHON CUCTEMBI.
Ecnu He orpefiesieHO MHOTO, ONIepaTOPOM MH(OPMALMOHHOW CUCTEMBI SIB/ISIETCS:

a) O6nazaresib UHPOPMALUH.

6) CoOCTBEHHHWK HCTONB3YeMBIX i 00pabOTKHM cojep)kaieiics B 0a3ax [aHHBIX
MH(pOPMaLIMU TeXHUYECKUX CPe/ICTB.

B) Jluio, ompegesnsitomjee Lend 00paboTkM MH(OPMALMK ¥ OCYIECTBIISIOIIee
06paboTKy nHhopMaIUu.
He MoykeT ObITH OrpaHHYeH JJOCTYII:

a) K nHdopmaiu o cocTossHUM OKpYy>KaroLieil Cpe/ibl.

6) K mepcoHanbHBIM [JaHHBIM TOCY/JapCTBEHHBIX TPAyKAAHCKUX CITY KAIUX.

B) K nHdopmarmu, XxpaHsiiijeiicst B OTKPBITBIX OHAax OUbIHOTEK.

r) K cBegieHusiM 0 30710TOBamOTHBIX 3anacax Poccuiickont ®eneparyu.
Kakyro OTBeTCTBEHHOCTb MOJKET TIOBjieub HapylleHue TpeboBaHuil @ejiepanbHbIX
3aKOHOB:

a) YTO/I0BHYIO.

6) JucLunanHapHyto.

B) AJIMUHUCTPaTUBHYIO.

r) ['paxxpancko-npaBoBy1o.

1) Bce nepeuuciieHHbIe.

Tect no Teme 1.2 3amyrTa nNepcoHaaIbHbIX AAHHBIX
(xkomnerennus OIIK-5, ungukarop OIIK-5.1, uagukarop OIIK-5.2)

IIepcoHanbHble JAaHHBIE — 3TO:

a) CeezeHnss 0 CyOBeKTe TepCOHAJBHBIX [AaHHBIX HE 3aBUCUMO OT (DOPMBI MX
TIpe/iCTaB/IeHNSI.

0) JIrobasi uHpOPMALWs, OTHOCSIIASCS K MPSIMO WJIM KOCBEHHO OTIpeZieJIeHHOMY WIIH
orpeziensieMoMy (u3HMUeCKOMY ULy (CyOBEKTY MepCcoHaMbHbIX JaHHBIX).

B) Jlrobasi wH(pOpMalLysi, OTHOCSIIASACS K OIpeJe/leHHOMY WM OIpe/e/iieMOMY
¢dusrueckomy iy (CyObeKTy NepcoOHaIbHBIX JaHHBIX).

r) Jltobass uH(oOpMaIys, OTHOCSIIASACS K OIpee/ieHHOMY WM OIpeZesieMOMy Ha
OCHOBaHMM Takoi MH(popMaLun puzrdeckomy ULy (CyOBeKTy rmepCcoHaNbHBIX [JAaHHBIX),
B TOM UMCJ/ie ero aMuiusi, UMsi, OTYECTBO, TO/l, MECSL], ZlaTa U MECTO POXK/AEHMUsI, afipec,
ceMeiiHOe, COLMaIbHOE, HWMYIIeCTBeHHOe TIONO)KeHWe, obOpa3oBaHMe, Tpodeccus,
JOXO/IbI, pyTasi HH(GOpMaLusl.

Ha kakwe OTHOIIEHWsT He pacrpocTpaHsieTcsi AelicTBue (emepaabHOro 3akoHa «O
IePCOHAJIbHBIX JaHHBIX»?

a) Ha 06paboTKy repcoHa/mbHBIX JAHHBIX, OTHECEHHBIX B YCTAHOB/IEHHOM TIOPSiIKe K
CBeJIeHHsIM, COCTABJISFOIUM TOCYZApCTBEHHYHO TalHY.

6) Ha 06paboTKy mepcoHa/bHBIX [JaHHBIX, HEOOXOJUMYIO /i1 OCYII[eCTB/IEHUs TIPaB
Y 3aKOHHBIX MHTEPECOB OTlepaTopa WM TPEThUX JIUII.

B) Ha 00paboTKy TmepCcOHanbHBIX [JaHHBIX, HEOOXOAUMYI /i WCIIOJTHEHHUS
CyJe0HOTO aKTa.



r) Ha o6paboTKy mepcoHambHBIX JAHHBIX (U3MUYECKUMH JIMLAMH HCK/IIOUUTETHEHO
JUIS TMYHBIX U CEMEMHBIX HYXK[, €C/U TIPU 3TOM He HApyIIAlTCs TpaBa CyOBEKTOB
TIepCOHAJTBHBIX /IaHHBIX.

o) Ha 00paboTKy MepCcoHaNbHBIX JIaHHBIX, TOAJIEXKAI[UX OMyO/IMKOBAHUIO WU
00s13aTeIbHOMY PAaCKPBITHIO B COOTBETCTBUH C (heZiepabHbIM 3aKOHOM.

e) Ha o00paboTKy TmepcoOHaNbHBIX [AHHBIX, HEOOXOAWMYI [jii OpraHW3alLH
XpaHeHWs], KOMILUIEKTOBAHHUS, ydeTa WM WCIOMb30BaHUsl COJepKalliX I1epPCOHATbHBIX
JAHHBIX APXUBHBIX JOKYMEHTOB B COOTBETCTBUM C 3aKOHOZATENHCTBOM 00 apXUBHOM
nene B Poccuiickor @efiepaliin.
depepanbHbIii 3aK0H «O MEPCOHAbHBIX JAHHBIX» PETYJIMPYET OTHOLIEHUSs, CBsI3aHHBIE:

a) UckmounTesbHO ¢ 00pabOTKOM TepCOHAMbHBIX [JAHHBIX C HCIOb30BaHUEM
Cpe/CTB aBTOMAaTH3all|H.

6) C 0OpaboTKOl MepcoHA/TBHBIX JaHHBIX, HE3aBUCUMO OT TOTO 00pabaThIBArOTCS U
OHH C MCIO/Ib30BaHUEM CPeJICTB aBTOMATH3alUuy WU HeT.

B) C  00pabOTKOW TMepCOHaNbHBIX [aHHBIX C  MCIIOJb30BaHHEM  CDEeZCTB
aBTOMAaTH3allik, a TakKe C 00pabOTKOM TepCOHAMbHBIX [JaHHBIX 0e3 HCI0JIb30BaHUS
CpPe/CTB aBTOMAaTHU3aL[M, eC/Ti Takasi 00paboTKa COOTBETCTBYeT XapakTepy [elCTBH,
COBEpIIIaeMbIX C MePCOHALHBIMU JAHHBIMH C UCITO/Ib30BaHUEM CPe/ICTB aBTOMATH3aLWH.

r)C o00paboTKOli TiepCcOHaNbHBIX JAHHBIX 0e3  WCIIO/Ib30BaHWUS  CPe/ICTB
aBTOMAaTH3aLvH.

[HeticTBusi, B pe3y/ibTaTe KOTOPBHIX CTAHOBUTCS HEBO3MOXKHBIM 0e3 HCIOIb30BaHMUS
JIOTIO/THUTE/TbHOW MH(MOPMAL[K OTIPe/Ie/IUTh TPUHA/IEKHOCTh TePCOHATBHBIX JaHHBIX
KOHKDETHOMY CyOBeKTy TepCOHa/IbHBIX [JaHHBIX, — 3TO:

a) BriokupoBaHue repcoHaTbHbIX IaHHBIX.

0) YHUUTO)KeHHe TIepCOHA/IBHBIX [JaHHBIX.

B) OOe3/MUMBaHe MTePCOHAILHBIX JAHHbIX.

r) IlepeBo/ IepCOHABbHBIX JAHHBIX HA aDXHUBHOE XpaHeHHe.

[eticTBusi, B pe3y/bTaTe KOTOPBIX 8peMeHHO TIpeKpalaeTcss 00paboTka MmepCcoHaIbHBIX
JAHHBIX, — 3TO:

a) BriokupoBaHue NepcoHaTbHbIX IaHHBIX.

0) YHUUTO)KeHHe TIepCOHA/IBHBIX [JaHHBIX.

B) OOe3/MuMBaHe MTePCOHAIBLHBIX JaHHbIX.

r) IlepeBo/ IepCOHABHBIX JAHHBIX HA ADXHUBHOE XpaHeHHe.

Kakue 13 miepeunc/ieHHbIX JeHCTBUM C TepPCOHATBHBIMU JaHHBIMU SIBJISTFOTCS 00paboTKOM
TIepCOHA/BHBIX /JaHHBIX:

a) XpaHeHHe NepCOHATbHBIX IaHHBIX.

0) 3anuch repcoHaNbHBIX JAHHBIX.

B) OOe3/MUMBaHe MTePCOHAILHBIX JAHHbIX.

r) Y asneHve epCoHaNIbHBIX JAHHBIX.

C Touku 3peHus ¢eepanbHOro 3aKoHa «O MepcoHalbHbBIX JaHHBIX» OMEepaTop — 3TO:

a) l'ocypapcTBeHHbIN OpraH, MyHULIUIIAIbHBINA OpraH, IopuAnueckoe v ¢pusnyeckoe
JIUL]0, CaMOCTOSITEJTbHO WM COBMECTHO C JPYTUMHU JIMLIAMH OpraHW3yromue U (Win)
ocyujecTBisitoie 006paboTky IT/JH, a Takke orpegenstoniie 1jeu obpaborku T1/1H,
coctas I1/IH, moayiexkaux obpaboTke, neiicTBus (oreparnyu), coBepiiaembie ¢ TT/IH.

0) TI'paxgaHWH WM HOPUAUYECKOe JWI0, OCYIIeCTBISIOMIME esTeTbHOCTh TI0
9KCITyaTalii MH(QOPMALIMOHHON CUCTEMBI, B TOM 4uc/ie 10 00paboTke MH(MOPMaLUH,
copiepsKaiijeiicsi B ee 6a3ax JaHHBIX.

OO6paboTKa repcoHabHbIX JaHHbBIX:

a) He momyckaetcs 6e3 cormacusi CyObeKTa epCoHaIbHBIX JaHHBIX.

0) Jlo/mKHA OrpaHUYMBATHCS [JOCTHDKEHHEM KOHKDETHBIX, 3apaHee Ompe/le/IeHHbIX U
3aKOHHBIX L|eJIel.



10.

11.

12.
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15.

16.

B) He pomyckaeTrcss B ciaydasix HECOBMECTHMBIX C IiefisiMd cOopa TepCoHaTbHBIX
JAHHBIX.

r) [lo/pKHA OCYILLeCTBIIATLCS HA 3aKOHHOUW Y CTIpaBe/j/IMBOX OCHOBE.

OO6paboTKa repcoHabHbIX JJaHHBIX J0IYCKAeTCs:

a) C coryacusi cyObeKTa MepCcOHabHBIX JaHHBIX Ha 00pabOTKy ero repcoHasbHbBIX
JAHHBIX.

0) B ciyuasix, ecsi oHa He0OXo/iMMa JI71st UCTIOJTHeHUsT Cy1eOHOro aKTa.

B) B ciywasx, eci oHa HeoOXoAuMa /il OCYIIECTBJIEHUs] MPOGeCCHOHATbHON
JleAITeJTbHOCTU JKypHa/iucTa YU (WIA) 3aKOHHOM [1eATe/TbHOCTU CpeACTBa MacCOBOU
vH(popMaLu.

r) B cnywasx, ecim Befercsi oOpaboTKa TepCOHANbHBIX [AHHBIX, TOZJIEKAIUX
Omny0JIMKOBaHUIO B COOTBETCTBUM C 3aKOHO/IaTeIbCTBOM Poccutickoli dezeparyu.

KTo HeceT OTBETCTBEHHOCTb 3a JEWCTBUS FOPHIUUECKOTO /ML, KOTOPOMY IOpyuYeHa
00paboTKa TepcoHa/IbHBIX [JaHHBIX, Tlepe/] CYyObeKTOM MepCOHAIBHBIX JAHHBIX?

a) Oneparop.

6) FOpuanueckoe /i1ij0, KOTOPOMY TIOPYUH/IN 00paboTKY.

B) Hukro.

r) PockomHaz3op.

B nopyuenny 06paboTKH 10/DKHBI OBITE 00sI3aTe/IbHO OTpeZiesieHbl M YKa3aHbI:

a) llem 06paboTKM repcoHanbHBIX JaHHBIX.

6) CyObekTbl TIepCOHANBHBIX [AHHBIX, UbH TIepCOHA/bHbIE JaHHble OyayT
00pabaThIBaThCs TI0 TIOPYYEHHIO.

B) TpeboBanus K 3aiure 0OpabaTbIBaeMbIX ME€PCOHANTBHBIX JaHHbIX.

r) CpeactBa 3aunmrThl HWH(OpPMALMK, KOTOpble HEOOXOJUMO  TIPUMEHSTH
I0pUANYECKOMY JIULTY, KOTOPOMY TTOpy4yeHa 00paboTKa repCcoHaIbHBIX JaHHbIX.

Ha kKoM sieXxutr 00513aHHOCTb TIO [[0KA3aTe/JbCTBY TOJIyYeHHUs] COTJIacusi OT CyObekTa
TIepCOHA/TBHBIX /IJaHHBIX ?

a) Ha PockomHaz3ope.

6) Ha ropurueckom muije, KOTOPOMY TIOPYy4YH/IA 00pabOTKY.

B) Hu Ha Kom.

r) Ha omnepatope.

Coryiacue cyObeKTa IepCOHa/IbHBIX JJAHHBIX JO/DKHO BK/TFOYATh:

a) IlacriopTHbie faHHbIe CyOBeKTa MEpPCOHA/NBHBIX JAaHHBIX WM €ro 3aKOHHOTO
TIPe/ICTaBUTEJISI.

0) KoHTakTHBIe [aHHBIE JWIja, OTBETCTBEHHOTO 3a OpraHW3anui0 00paboTKH
TIepCOHA/TBHBIX JIaHHBIX.

B) Azipec omneparopa.

r) ®amuiuu, WMeHa M OTUecTBa (DU3UUECKUX JIMll, KOTOpbIE OCYILECTBJISIOT
00paboTKy repcoHaNbHBIX JaHHBIX TI0 TIOPYUeHHIO OTlepaTopa.

B ciiyuae cmeptu cyObeKTa repCOHaIbHBIX JAHHBIX:

a) Ilonyuath cormacue Ha 00pabOTKy ero MepcoOHa/NbHBIX AAHHBIX TpebyeTcs y
HaC/IeJHUKOB CyObeKTa TIepCOHAIbHBIX JJAHHBIX.

6) IMosmyuaTh corsacie Ha 00pabOTKy ero MepCOHA/NbHBIX AAHHBIX TpeOyeTcs y
Pockomuazzopa.

B) [Tosyuats cornacrie Ha 06pabOTKyY ero repcoHabHBIX JaHHBIX He TpeOyeTcs.

K crierpiaibHbIM KaTeropusiM MepCOHaIbHBIX JJAHHBIX OTHOCSITCS:

a) CBefleHus1, KacaroLMecs: paCoOBOU MPUHA/JIE)KHOCTH.

0) CBeieHus1, KacaroIUecst TPaXKIaHCTBa.

B) CBeJieHus], KaCaroLrecs TIOIMTUYeCKHX B3TJISZIOB.

r) CBe/ieHus1, KacaroIyecst THBAJTUHOCTH.

C Touku 3peHus (eepanbHOro 3akoHa «O MepCoHaNbHBIX JAHHBIX» K OHOMETPUUYECKHUM
TIepCOHA/TbHBIM ZIAHHBIM OTHOCSITCSI:
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18.

19.

20.

21.

22.

a) Bce cBezieHusi, KOTOpble XapaKTepU3YIOT (HU3UOJOTHUECKHe W OHOJIorHuecKue
0Cc00EHHOCTH Ye/IoBeKa, Ha OCHOBAHUM KOTOPBIX MOYKHO YCTaHOBUTh €T0 JIMUHOCTb.

06) CaeneHus, KOTOpble BHOCATCS B 0a3y OHMOMETpPUYECKMX MJAHHBIX TpaKJaH
Poccutickoii @egeparym.

B) Bce cBefjeHMsI, KOTOpble XapaKTepHU3YIOT (hH3MO0/IOTHUECKHe W OHOoJIorHuecKue
0Cc00EHHOCTH YesloBeKa, Ha OCHOBAaHWM KOTODBIX MOXKHO YCTaHOBUTb €r0 JIMYHOCThb, U
KOTOPbIe UCTIO/B3YIOTCS /ISl YCTAHOBJIEHUS €0 TMUHOCTH.

Kro 00si3aH ybeguThCsi B TOM, UTO WHOCTPAHHBIM T'OCYJAPCTBOM, Ha TEPPUTOPHIO
KOTOPOTO  OCYIIeCTBJISIETCA  Tepefiaua TIepCOHA/NbHBIX — JIaHHBIX, 0becrieunBaeTcst
a/leKBaTHas 3all[UTa MpaB CyObeKTOB MepCOHATBHBIX JaHHBIX ?

a) Oneparop.

6) FOpuanueckoe /i1ij0, KOTOPOMY TIOPYUYH/IN 00paboTKY.

B) Hukro.

r) PockomHaz3op.

CyOBeKT mepcoHa/IbHBIX IaHHBIX UMEET MPaBO Ha ToyUYeHre Ciefyroleli nHhopMaly,
Kacarolieiicsi 06paboTKu ero repcoHaabHBIX JaHHBIX:

a) [TpaBoBBIe OCHOBaHUS U 1ie/I 00PabOTKM TTepCOHABHBIX JAHHBIX.

0) [ToumeHHBIN TIepeueHb COTPYAHUKOB OrepaTopa, KOTOpble UMEIOT JOCTYM K €ro
TIepCOHABHBIM JIJaHHBIM.

B) CsezeHusi 00 OCYI[eCTBJIEHHOM WM O TMpeAroaraeMoi TpaHCTPAaHUUHOM
riepeziaue JaHHBIX.

r) CBe/ieHUs1 0 IPUMEHSIEMBIX OTIepaTOPOM CPe/ICTBAX 3allUThl MH(OpMAaLWH.

[TpaBo rpaxkJaHWHAa Ha ToJyueHWe WH(OPMAIUK, Kacarormielcss 00paboTku ero
TIepCOHAJTBHBIX /JaHHBIX, MOXKET ObITh OrPaHUYEHO:

a) Ha ocHoBaHuM 3asiB/ieHHsI pyTroro CyObeKTa repCoHaIbHbBIX JAHHBIX.

6) B cnyuyasx, ecii 06paboTKa rMepcoHanbHBIX JJaHHBIX OCYILeCTB/SETCS B CIydasx,
NpeAyCMOTPEHHBIX 3aKOHOJaTenbCcTBOM Poccuiickor defepalid O TPaHCIOPTHOM
6e30macHOCTH.

B) B cnyuasx, eci oOpaboTKa TepCOHaNIbHBIX JAHHBIX OCYILECTBJISIETCS B IIEJISX
000pOHBI CTpaHbl, 6e30MACHOCTH TOCYAAPCTBA U OXPaHbI MPABOMOPSAKA.

r) B cnyuasx, eciii o0paboTKa TMepCOHABHBIX IaHHBIX OCYIIECTBIISIETCS B PaMKax
3aKOHHOWU /IesITe/TIbHOCTH CPeJICTBa MaCcCOBOW UH(OpPMaLIUH.

KoHTponk ¥ Hag30p 3a BBIOJIHEHWEM Mep 10 obecrieueHuro 6e30macHOCTH
TIepCOHA/IBHBIX JAaHHBIX OCYIIECTB/IsIeT (OCYILECTBISIIOT):

a) MunkomcBs3u Poccum.

6) PockomHaz30p.

B) ®CBb Poccum.

r) ®CT3K Poccum.

Kakoii oprad rocyapcTBeHHOW BIaCTH MMEET MPaBO 03HAKOMJIEHHS C MePCOHA/TLHBIMU
JAHHBIMU TIPY OCYIIIeCTB/IEHUH KOHTPOJIBHBIX U TIPOBEPOYHBIX MEPOTIPUSTHIA?

a) ®Cb Poccun.

6) PockomHaz30p.

B) ®CTOK Poccum.

Jlvija, BUHOBHBIE B HAPYIIIEHUM TIOJIOKEHUH 3aKOHO/aTenbcTBa Poccuiickoit depeparum
B 00/1aCTH TE€PCOHAIBHBIX [JaHHBIX MPU 00pabOoTKe MepCOHaNbHBIX [JaHHBIX pabOTHHKA,
MOTYT OBITh TIPHUBJIEYEHBI:

a) K yrosioBHOM OTBETCTBEHHOCTH.

0) K gucuuninHapHoOl OTBETCTBEHHOCTH.

B) K afMUHHCTPaTUBHOM OTBETCTBEHHOCTH.

r) K MaTepraibHOM OTBETCTBEHHOCTH.



Tect nmo Teme 1.3 OpraHu3anMoOHHbIE 0OCHOBBI 00ecneueHns1 HHGOPMaLHOHHOM
0e3omacHoCTH
(komnerennus OIIK-5, ungukarop OIIK-5.1, napukarop OIIK-5.2)

1. Pacnonokute B MpaBWILHOM TMOPsiiKe 3Tarbl paboT mo obecrieyeHuro Oe30MacHOCTH
vH(popMaLu.
1) OrneHka cooTBeTCTBUS 00BEKTa MH(MOPMATH3AI[UH.
2) BrisiBsieHMe ¥ aHamu3 WHGOPMALIMOHHBIX aKTHBOB.
3) IIpoekTrpoBaHue (pa3paboTka) CUCTEMBI 3aLUTHI MHPOPMALHH.
4) ®opmurpoBaHue TpeOOBaHKH K 3alliuTe UH(GOPMALUH.
5) BHeipeHue cucTeMbl 3allUThl UHQOPMALUU.
6) OKcITyaTalysi CUCTeMbI 3aljUThl MHOpMaLUK.

a)1)2)3)4)5)6).
6) 4)2)3)5) 1) 6).
B) 2)4) 3) 5) 6) 1).
r)2)4)3)5) 1) 6).

2. Tlycte He ob6e3/nuueHHbIe TIepCOHA/bHBIE JJaHHbIE O COCTOSTHUM 3/I0POBbsI BCeX TPaKAaH
sflpocnaBckoii obsacti obpabaTbiBarOTCS B WH(OPMAI[MOHHOW CHCTEMe, AJIi KOTOpPOU
aKTyaJIbHbl YIPO3bl CBSI3aHHbIE C SKCIUlyaTallield ys3BUMOCTEM B MPUK/IAaJHOM, HO He B
CHCTEMHOM TpOrpaMMHOM obecrieyeHnn. Kakoii ypoBeHb 3allIMII€eHHOCTH [O/DKEH OBbITh
yCTaHOBJIEH [i/Isl TAKUX MePCOHA/IbHBIX JaHHbIX?

a) ¥Y31.
0) ¥32.
B) ¥Y33.
r) Y34.

3. Ilyctb He 06e3nMUeHHbIe MTePCOHA/TBHBIE JaHHBIE B TOM Urciie GpoTorpadusi COTPYHUKOB
Hebonbmoro (Ao 10 000 coTpyAHWKOB) TIpeAIpusitTis oOpabaThiBalOTCS B CHCTEMeE
KOHTPOJISl ¥ yIpaB/eHusl JOCTYTOM, /Jii KOTOPOM aKTya/bHbl YIpO3bl He CBsSi3aHHbIE C
9KCIUTyaTalyei ys3BUMOCTel B MPUK/IaJHOM U CUCTEMHOM MPOrpaMMHOM 0becrieueHHH.
Kakoii ypoBeHb 3allWIIEHHOCTH AOJDKEeH OBITh YCTAHOBJIEH AJIsi TaKUX TePCOHATbHBIX
JlaHHBIX ?

a) ¥Y31.
0) ¥32.
B) ¥Y33.
r) Y34.
4. BHelllHKWe HapyLIUTe/U Peaju3yroT YIrPO3bl:
a) VI3 BHelHuX ceTeli CBsi3U 0011[eT0 MO/Ib30BaHUsl.
6) HenocpezacTBeHHO B MH(OPMALIMOHHBIX CHCTEMAX.
B) M3 ceTeil MeX/[yHapoAHOT0 UH(OPMaL[MIOHHOTO 0OMeHa.
r) Haxopsce B npefiesiax KOHTPOJIMPYEMOH 30HBI.
5. IlpumepamMu BHEILIHUX HapYIIUTeIeld MOTYT SIB/STHCS:
a) [Tosb3oBareny MHPOPMALIMOHHON CHUCTEMBI.
6) KoHKypupytoliie opraHy3aiiu.
B) HemobpocoBecTHbIe MapTHepHI.
r) O6Cny>KMBarOLLMi ITePCOHA/T OpraHU3alUy.
6. IlprMepaMy BHYTPeHHMX HapylLIUTeell MOTYT SIB/SThCS:
a) AZIMUHUCTPATOPLI 6€30MacHOCTH UH(POPMAL[MOHHBIX CHCTEM.
6) CtopoHHMe (u3nUecKre 1.
B) JIuiia, obecreurBaroliyie CONMPOBOXKIeHHe IPOrpaMMHOr0 obecrieyeHusl.
r) KpuMuyHanbHble CTPYKTYPBI.
7. K 00BbEeKTUBHBIM yTrpo3aM OTHOCSITCS:
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11.

12.

13.

a) OwmbKky 06CTy>KMBaOIIero rnepcoHaia.

6) HedexTbl, cOOM U OTKa3bl, aBapUU TeXHUUECKUX CPEe/CTB U CUCTEM OOBLEKTOB
nH(pOopMaTH3aI|y, a Tak ke cucteM obecriedeHusi 00 BEKTOB MH(POPMAaTH3ALIMH.

B) [Ipupo/iHble siBNIeHus], CTUXUMHBIe Oe/ICTBUSI.

r) ®akKTOpHI COLMANTBLHO-TIOTUTUYECKOTO XapaKTepa.

YTrpo3bl yTeukrd HHPOPMAaLMK BO3MOXKHBI TTOCPe/[CTBOM:

a) Bo3sgelicTBUs mMporpaMMHBIMHM CpPe/ICTBAMH B KOMIUIEKCE C TIpeJHaMepeHHBIM
CUJIOBBIM 3/IeEKTPOMAarHUTHbIM BO3/IeHiCTBUEM.

6) Ilepegaun nH(GOPMALMY TTO OTKPBITHIM KaHa/IaM CBSI3U.

B) [Toax/iroueHUst K TEXHUUECKHUM CPe/ICTBaM U cucTeMaM 00beKTa MH(pOpMaTH3aLvu.

r) O6paboTky nHMOpMaIy Ha He3alUII[eHHbIX TEXHUUeCKUX Cpe/iCTBax 00paboTKu
vH(popMaLu.

YTpo3bl HeCaHKIIMOHWPOBAHHOT'O IOCTYTIA K MH(GOPMAL|H, Peannu3yroTCs MyTeM:

a) KonpoBanusi nH(opMaru1 Ha He3aperuCcTprUpoBaHHbIN HOCUTeb WH(OPMALIUH.

0) XwuieHust HOCUTeJIS 3aIlUIlaeMOU UH(MOPMAIIHH.

B) MUcrnonb3oBaHusi mporpaMMHOrO  obecrieueHusi  TeXHHUYECKUX  CPeJICTB
MH(OPMALIMOHHOW CUCTEMBI, Uepe3 TIPUMeHeHre BPeIOHOCHOTO TIPOrPaMMHOT0 KO/ja.

r) CUIOBOTO 3/IeKTPOMAarHUTHOTO BO3ZeHCTBUS TI0 TMPOBOJHBIM JIMHUSIM CBSI3W Ha
TIOPTHI BBO/|a-BbIBO/Ia CUTHAJIOB U TIOPTHI CBSI3H.

Kakue cpejctBa 3amuTthl vHGOpMalMM OOBIYHO TIPUMEHSIIOTCS /I o0ecrieyeHust
6e3omacHocTy MHMOpMaLMH, 0OpabaThiBaeMOil HA aBTOHOMHBIX KOMITBIOTEPAX:

a) CpezcTBa 3aL[UThl MH(POPMAL[UKM OT HECAHKLIMOHUPOBAHHOTO JJOCTYTIA.

6) MexxceTeBbIe SKpaHbI.

B) CpezcTBa Kpunrtorpaduueckou 3aluTbl UHQOPMAaLUU.

r) CpencTBa aHTUBHPYCHOM 3alLIUATHI.

1) Cucrembl 0OHapy KeHUsl BTOPKeHHUH.

Kakue cpeacrtBa 3amutel WHGOPMAnMy TI03BOMISIIOT — obecrieunTth  6Ge@301acHOCTh
vHpopMalLMy, TiepefiaBaeMoOl 110 KaHajaM CBfI3d, BBIXOJSIIMM 3a TIpefiesibl
KOHTPOJINPYEMOM 30HBI:

a) CpezcTBa 3aL[UThl MH(POPMAL[UKM OT HECAHKLIMOHUPOBAHHOTO JJOCTYTIA.

6) MexxceTeBbIe SKpaHbI.

B) CpezcTBa Kpunrtorpaduueckou 3aluTbl UHQOPMAaLUU.

r) Cucrembl 0OHapy KeHHsT BTOP>KeHHH.

Kakoii BUj cpeAcTB 3amuThl WHGOPMALMK TI03BOJIsSIeT KOHTPOJMPOBATh pas/MuHbie
KaHa/Ibl TlepeJjau MHPOPMALMX: 3/IEKTPOHHYIO TIOUTY, MeCeH/PKepPbl, CbeMHbIe HOCUTeNN
vHpopMaLuu?

a) IPS.

6) DLP.

B) IDS.

r) CSP.

ArTrecTtarusi 06beKTOB MH(POPMAaTH3aLMH — 3TO:

a) JJokyMeHTa/bHOe yA0CTOBepeHHe COOTBETCTBUS MPOAYKLUHN WA UHBIX 00beKTOB,
TIPOLIECCOB  TIPOEKTUPOBAHMs, TIPOM3BO/CTBA, CTPOUTENbCTBA, MOHTaXa, HaIaKH,
9KCIUTyaTal[uM, XpaHeHusi, 1epPeBO3KU, peasv3aliii U YTWIKW3al[uH, BBIMOJHEHUs pabot
WIM OKasaHus yCIyr TpeOOBaHWSM TEeXHWYECKUX DEerjlaMeHTOB, TOJIOKEeHHSIM
CTaHZAPTOB, CBO/JOB MIPAaBU/I UM YCJIOBUSIM ZIOTOBOPOB.

0) IIpsiMoe WM KOCBEHHOE OTIpejieieHre Co0JIo/ieHns TpeO0BaHUM, TIPebsB/ISIEMbBIX
K 00BEeKTY 3allUThlI.

B) OdwuimanbHoe Tpr3HaHWE KOMITETEHTHOCTH (DH3MUECKOTO WM FOPHAUYECKOTrO
JIULIA BBITIOJIHATH PAOOTHI B OTpe/ie/IeHHOH 00/1acTy.

r) Kommiekc opraHr3aljMOHHO-TEXHUUYECKUX MepOTpUSITUN, B pe3y/bTaTe KOTOPBIX
TIOCPe/ICTBOM CITeLIMabHOTO JIOKYMeHTa T0/ITBePKAaeTcsl, UTO OObEeKT COOTBETCTBYET
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14.

15.

16.

TpeOOBaHUSIM CTAHZAPTOB WM WHBIX HOPMATUBHO-TEXHHUUECKUX JIOKYMEHTOB TIO
6e3omacHOCTH MH(pOPMaLWK.
Kakoii 1oKyMeHT fjaeT mpaBo 006paboTKK WH(OpMAI[MM C yKa3aHHbBIM B HEM YPOBHEM
KOH(UIeHIIMa/IbHOCTH ?

1) JIvueH3usl.

2) ATTecTaT aKKpeAUTaLMH.

3) Cepruduxkar.

4) ATTectat COOTBETCTBHUSI.
Ha Hacrosiuii MOMEHT CpDOK JeWCTBUsI aTTecTaTa COOTBETCTBUSI MH(OPMALIMOHHOMU
cucTeMbl, B KOTOpPOi 0OpabaTbiBaeTcst KOH(UAeHI[Ma/lbHasi MHPOpMaLus, B cydae, ecyii
B XO/le ee KCI/IyaTalluM, B Hee He BHOCSTCS CyllleCTBeHHbIe U3MEeHEeHUs1, COCTaBJIsSIeT:

a) 3 roja.

0) 5 ner.

B) Bech cpok 3kcrutyaTaljuy WH(OPMal[MOHHOW CUCTEMBI.
TecTupoBaHWe Ha NPOHUKHOBEHHUE — 3TO CKOpee:

a) AHanu3 ysI3BUMOCTel HH(POPMaI[MOHHOW CUCTEMBI.

0) VcnpiTaHus CHUCTeMBI 3alUThl WH(GOPMALIMK TIyTEM OCYI[ECTBJIEHUS TIOTBITOK
HeCaHKIJMOHUPOBAHHOTO JJOCTYyTIA (BO3/1eliCTBUSI) K MH(OPMAaILIMOHHOM CcHcTeMe.

Tect no Teme 2.1 ApxuTeKTypa KOMIbIOTEpa
(xkomnerennus OIIK-5, ungukarop OIIK-5.1, uapukarop OIIK-5.2)

3a HemocpeCTBeHHOe BBITIOIHEHKE OTlepaliiy B MpoLieccope 0TBeuaeT:
a) Apu(pMeTHKO-/10rMYecKoe yCTPOKCTBO.
0) Kat-namsrs.
B) B0k yripaBnieHusi.
r) Peructpsr.
Ucnonb3yss 10 6ut asis afgpecaluu siueek ramMsiti pa3mepoM 1 6aiiT, Mbl CMOXXeM
obecIieunTs aZipecalyio cyieAyroriero oobemMa rnamsTu:
a) 10 6Gaiir.
0) 80 Gaitr.
B) 1024 6air.
r) 1024 6urT.
Pacrnionoxxure B ropsijke yBearueHUst 06bema rnamsiTu.
a) Ctpanuua.
6) bur.
B) Ciogo.
r) bank.
1) Sueiika.
Pacrnionoxxure BU/IBI aMSITU B TIOPsi/IKe YBeJIMYeHUH CKOPOCTU PabOThI.
a) Peructps! npoueccopa.
6) TBepHoTe/TbHbIE HAKOTTUTETH.
B) OcHOBHas (onepaTvBHas1) MaMsTh.
r) OnTryeckue JUCKU.
1) MaruuTHbIe >KeCTKUe JUCKU.
e) Kam-namss.
Kakast KoHLIernusi 00ObIYHO peayu3yeTcsi B MPOLIeCCOPAX BHIEO0KAPT?
a) MHO>KeCTBeHHBIN IMOTOK KOMaH/], MHOXXeCTBEHHBIH TOTOK JIaHHBIX.
6) OIMHOYHBIH MMOTOK KOMaH/], MHO>KeCTBEHHBII TTOTOK /IaHHbBIX.
B) MHOKeCTBeHHbI! TIOTOK KOMaH/I, OTHHOUHBIN MTOTOK JJaHHBIX.
r) OIMHOYHBIM MMOTOK KOMaH/], OIMHOYHbIN MMOTOK JAHHbIX.
1151 COBpeMeHHBIX MarHUTHBIX YKECTKUX AMCKOB XapaKTepHO:
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10.

11.

12.

13.

14.

a) Bonblillasg CTOMMOCTH 10 OTHOILIEHHIO K TBepZ0TeIbHbIM HAKOTIUTEJISIM.

6) [TocTerneHHoe M3HAILIMBaHUe TPAH3KUCTOPOB.

B) Hanune MexaHUUeCKUX 3/1eMEHTOB.

r) Pacrniono)xeHue KOHTpoJ/iepa Ha MaTePUHCKOI T1jiaTe.

1) Bonbinmii 06beM MamsiTh TI0 CPABHEHHIO C TBEP/[0TeTbHBIMU HAaKOTTUTEJISIMU.
Kakass mmHa Haubosiee pacrpocTpaHeHa Ha TeKyIIMd MOMEHT B TlepCOHAbHBIX
KOMIIbIOTepax:

a) ISA.

6) PCIL

B) PCI Express.

r) SCSIL
[TycTh TakTOBasi UaCTOTA IIMHBI KOMITbIOTepa coctaysieT 5 I'T1. 3a OAWH TaKT 10 II1He
MOYKHO TiepesiaTh 16 6ut. OnieHUTe CKOPOCTH Tiepefau HHPOPMAIUK 110 LIHHe?

a) 80 MerabuT B CEeKyH[Yy.

6) 10 'urabaiiT B cekyHy.

B) 80 I'urabaiiT B CEeKyHJy.

r) 21 I'nrabaiT B CEKyHAy.

1711 IPOEKIIMOHHO-eMKOCTHBIX CeHCOPHBIX 9KPaHOB XapaKTepHO:

a) Boicokasi CKOPOCTb OTK/IMKA TIPU KaCaHHWH.

6) Bo3MOXXHOCTb yTIpaB/ieHUs pa3/IMUHBIMU YCTPOMCTBaMM.

B) [Togaeprkka multi-touch.

r) HeBo3MOXXHOCTB Oripe/iesieHus1 CUJTbl Ha’KaTHsl.

n) ITpobGnema «/IBOEHWS».

DrieMeHTaMU >KUJKOKPUCTA/UTAYeCKOT0 MOHUTOPA SIBJISIFOTCS:

a) JlyueBast TpyOKa.

6) McTrouHuK cBeTa.

B) ’KK-marpuiia.

r) [13C-matpuna.

I1) DNeKTpPO/bI.

Kakoii anemMeHT npuHTepa OTBevaeT 3a (UKCaLUI0 TOHepa Ha Oymare:

a) doroBar.

6) TepmoBar.

B) Posuk nepenoca.

r) Ban noyjaur ToHepa.

Ha3HaueHueMm Jia3epa B LIBETHOM TIPUHTEPE SIBJISIETCS:

a) Hanecenue ToHepa Ha (oTOBaJl.

6) ®ukcanus ToHepa Ha Oymare.

B) Ya/ieHle HeCyIUX 3apsi/ 371eMeHTOB C ¢oToBaia.

r) [Togaua 6ymaru B puHTEp.

OnemeHTaMU ITUGPPOBOM Beb-KaMephbl SBJISIOTCS:

a) doronieHKa.

6) OOBbeKTUB.

B) [13C-matpuria.

r) ®ukc-¢poKyc

1) Ipoueccop.

17151 KOH/IeHCaTOPHBIX MUKPO(OHOB XapaKTepHO:

a) Cnabast 9yBCTBUTENIBHOCTD.

6) Y CcTOMUMBOCTE K yZapam.

B) BricOKasi UyBCTBUTE/IbHOCTb.

r) 3aBUCUMOCTh OT [TapaMeTPOB OKpYyKatolllel cpe/ibl (TeMIiepaTyphbl, BIaKHOCTH).

1) TIpumMeHeHMe B CTyIMsIX 3BYKO3aIUCH.



Tect mo Teme 3.1 BBejenne B nuH(popManoHHy0 6€301acHOCTb ONEPALHOHHBIX CHCTEM
(xomnerennus OIIK-5, unpukarop OIIK-5.1, uaaukarop OIIK-5.2)

1. Ilycts B OC peanu3oBaHO AUCKPELIMOHHOE yMpaBjieHHe [JOCTYIIOM CO C/Ie[YHLIUMHU
npaBaMu: uTeHue(r), 3anvch(w) U ucrnonHeHue(x). IlpucyTtcTByeT ¢aiin npunoKeHUs
«KanbkynsTop.exe» €O cheAyrwolMM CrdckoMm pgoctymna: (Ammca: rwx), (bopuc: rx).
Bribepute npaBUIbHBIE YTBEPK/EHMUS:

a) Anrca MOXeT 3aMyCTUTh NpuiokeHHe «KanbKynsaTop.exe».

6) Bopuc He MOXKeT 3aryCTUTh TIpUIoKeHre «KambKyisiTop.exe».

B) A/rica He MOXKeT U3MEeHUTH CoZlep>kUMoe (atina «KanbKynsarop.exe».

r) Bopuc MoxxeT n3MeHUTH cofiep>kuMoe (aiinia «KanbKyasiTop.exe».

2. TIlycte B OC peann3oBaHO IPYIIOBOe yIIpaB/ieHUe JOCTYINOM CO CJIeAYHOLIMMH NpaBaMu:
yreHue(r), 3anuch(w) u ucnonHenue(x). IlpucyrctByer caiin «HaknagHas.docx» co
cnenyrouuM cnuckom pocrtyna: (byxranrepsi: rw), (Kypwepsl: 1), (Anuca: rw). B
cucTeMe 3aJaHbl DOJM, B KOTOpble BK/IHOUEHbl COOTBETCTBYIOLME T0/b30BaTesu:
(Byxrantepsr: Bopuc, Tamuna), (Kypbeprl: Bukrop). Bribepute mpaBu/ibHbIe
yTBepXK/eHUS:

a) bopuc He MoxeT u3MeHUTh cofepxuMoe (aiina «HaknagHas.docx».

0) l'anvHa MOXXeT unTaTh CcoziepkuMoe Qaiiia «HakmagHas.docx».

B) BUKTOp MOXXeT u3MeHHUTh cofiep>kuMoe Qaiina «HaknagHas.docx».

r) BukTop mMoxeT uuTath cosepxxumoe daiina «HaknagHas.docx».

1) Asnvica MOXKeT U3MeHUTh cofiep>kumMoe ¢aiina «HaknagHas.docx».

3. Ilycte B OC peanu3oBaHO MaHZJATHOe YIpaBjieHWe [OCTynoMm. IlpucyrtcTByeT daiin
«log.txt» ¢ ypoBHeM cekpeTHocTH 1. IlpucyTCTBYIOT mosib30BaTenu Ajmca C ypOBHEM
pomycka 1, Bopuc ¢ ypoBHeM fomycka 2 U Buktop ¢ ypoBHeM pomycka 0. Beibepure
TIpaBU/IbHbIE YTBEPKJEHUS:

a) BukTop MoxeT u3MeHUTh cofiepkumoe atina «log.txt».

6) BukTop MOXXeT unTaTh cofiepkumoe (aiina «log.txt».

B) AJlica MO>KeT U3MeHUTh cofiepkumoe (aiina «log.txt».

r) Anvca MoOXXeT YUTaTh cofiep>kuMoe Qaiina «log.txt».

1) Bopuc moxeT usmMeHUTh cofiep>kumMoe daiina «log.txt».

e) bopuc moxet untath cosep>xumoe ¢arina «log.txt».

4. Ilycts B OC peann3oBaHa Mofienb LjesocTHOCTH buba. TIpucyrcrByer daiin «log.txt» ¢
ypoBHeM LiefiocTHOCTH 1. [IpucyTCTBYIOT Mosib3oBaTenn Auca ¢ ypoBHEM LIeJIOCTHOCTH
1, Bopuc c ypoBHeM 1jesioctHOCTH 2 U Bukrtop ¢ ypoBHeM nenoctHoct 0. Bribepure
TIpaBU/IbHbIE YTBEP)KJEHUS:

a) BukTop MokeT u3MeHUTh cofiepkumoe atbina «log.txt».

6) Amica MOXKeT U3MeHUTh Cojiep>kuMoe (aiina «log.txt».

B) Bopuc MoskeT uameHuTh cofiepxkumoe (atina «log.txt».

r) Bce Tpoe MoryT uuTtath cofep>kxumoe (aiisia «log.txt».

5. Bribepure rpaBubHBIE YTBEPXKIEHUS 0 ayTeHTH(UKay B coBpeMeHHbIX OC:

a) [laposu mosib30BaTesss XpaHATCS Ha JUCKe, HA KOTOPOM YCTaHOBJ/IEHa CUCTEMa, B
NepBOHauaJbHOM BU/E.

6) OtasoHHbIe 3HayeHUsi, HeoOXOAWMble [7II TIPOXOXKJEHUs OuoMeTpHUUecKOu
ayTeHTU(UKal[uM, XpaHATCS B CHUCTEMe B HEJO0CTaTOYHOM [yil BOCCTAHOBJ/IEHUS
M3HayvabHbIX OMOMeTPUUeCKUX JaHHBIX 0ObeMe.

B) TokeH ¢u3nUecKM W3rOTOB/IEH TakKuM 00pa3oM, UTO CUMTHIBAHHWE C HEro
3aKPBITOTO K/It0Ua sIB/ISIeTCSI HEBO3MOXXHOU WJTH ZIOPOTOCTOSIIIIeN orepaijuei.

r) Jns ayTeHTUGHUKALMKU C TIOMOLbI0 TOKEHAa B CHUCTEMe [0/DKeH MPUCYTCTBOBATb
OTKPBITBIN K/THOY [10/1b30BaTe/Isl, COOTBETCTBYIOIIUM 3aKPbITOMY K/IFOUY Ha ero TOKeHe.

6. Uro He BXOAWUT B MeTa/laHHbIe (haiisia (BbIOEpUTE OZMH BapUaHT)?

a) Bpewmsi co3ganus daiina.



10.

6) Aapec KOpHEBOH JUPEKTOPHUH.

B) Bpems mogudukanmu ¢atina.

r) AZipeca K/1acTepoB COZep>XKUMOro (haiios.

1) udopmaryd o Bnagenslie aiina.

Bribepute BepHbIe yTBEPKAEHHS O YIIPaB/IeHNH MMaMsThIO0 B coBpeMeHHBIX OC:

a) CoBpemeHHble OC HCI0/1b3YIOT BUPTYaIbHYIO [aMsTh.

6) CoBpemennblie OC He 3alUIIAIOT TIAMSTh OHUX TPOLIECCOB OT UTEHUS JPYTHMU
IIpOL[eCCaMH.

B) CoBpemeHHble OC pa3ziesisitoT 00Ty 0 TaMsSTh MEX/Y MPOL[eCCaMi, YaCTO B TaKOU
TaMSITH HaXOAATCsI OMOTMOTEKH.

r) CoBpemeHnHble OC HUKOI/Ia He BBIFPY’KarOT YaCTH OMEePaTUBHOW MaMSTH Ha JUCK
BO BpeMmsi paboThI.

) B coBpemennbix OC mamsiTh pa3buTa Ha MajieHbKHe (parMeHThl, Ha3bIBaeMble
CTpaHULIAMHU.

Bribepute BepHbIe yTBEPIK/I€HHS O TIAHUPOBIIVKE:

a) IlnaHvpoBLIMK BblJjenseT TMPOLIECCOPHOE BpeMsi KOPOTKUMU HWHTepBajiaMH,
Ha3bIBaeMbIMH KBaHTaMHU.

6) B ciyuae wucronHeHUs TIPOLIECCOM WHCTPYKLMM, [JIs1 3aBeplLieHHs KOTOpPOM
TpebyeTcsi AJIMTeNbHOE OXKW/IaHWe, TUIAHWPOBIIWK TIePeBO/IUT TIPOLIeCC B COCTOSTHUE
«3ab/10KupoOBaH» W He OyZieT BbIIeNSITh eMy TPOLIeCCOPHOe BpeMsl, IoKa COCTOsSIHHE He
CMEHUTCS Ha «TOTOB».

B) [lns paboThbl MIaHMPOBIIMKA TMPOLECCHl JO/DKHBI CaMU TiepefilaBaTh Ha HeEro
yrpaB/eHue, TaK KaK KOMIbHOTepbl He mpepoctasasror OC  mexaHusma  [yis
NepUOUYeCKOro MpepbiBaHus BbITIOJIHEHHUS [10/1b30BaTe/IbCKOr0 MpoLjecca.

r) B mylaHupoBaHuMM 1O NpHOpUTETaM BCe IPOLIeCChI C pasHbIMM I[PUOPUTETAMU
T10/1y4aroT IIPUMEPHO OZIMHAKOBOE KOJIMUeCTBO BPEMEeHH.

Bribepute BepHOe yTBepskeHHe (BbIOepUTe OMH BapHUaHT):

a) OC peanu3oBaHa arnmnapaTrHO B IIpOLieccope.

6) OC peanv3oBaHa arrapaTHO B MaTePHUHCKOM I/1aTe.

B) OC — mnporpammHoe obecrieueHre, KOTOpOe TIPeAOCTaBJIsieT TPUIOKEeHUSIM
pecypchl arnmapaTHOro obecrieueHusi KOMITbIOTEpa B BUZIe YAOOHBIX abOCTpaKIuii, HO He
yTIpaBJIsSieT 3TUM arirapaTHbIM obecrieyeHueM.

r) OC - mporpamMmHOe obecrieueHre, KOTOPOe TIPeJOCTaB/sieT TPUIOKEHUIM
pecypchl anmapaTHOTO obecrieyeHHsi KOMIbIOTepa B BUJe YAOOHbIX abCTpakuuid u
yTIpaBJIsieT 3TUM anrapaTHBIM 0becrieyeHreM.

Bribepute BepHOe yTBepsk/eHre (BbibepUTe OJUH BapUaHT):

a) B OC kommbroTepa € OJHOSIIEPHBIM TPOLIECCOPOM B KaXK/Ibli MOMEHT BpeMeHU
MoOyKeT paboTaTh TOILKO OJWH TPOLiecC.

6) B OC xommbioTepa C OJHOS/IEPHBIM TIPOLIECCOPOM Y TIPOLIECCOB BCErza
TIPUCYTCTBYeT TOJIbKO OJ\H ITOTOK.

B) B OC kommbroTepa C MHOTrOSIZIEPHBIM TIPOLIECCOPOM B KOHKDETHbIA MOMEHT
BpeMeHHU MOT'YT BBITIOJIHATCS HECKOJIBKO MIOTOKOB OZJHOT'O MpoL{ecca.

r) B OC komrmbroTepa ¢ MHOTOSIZIEPHBIM TTPOLIECCOPOM KOHKDETHBIW TPOLIeCC MOXKET
VICTI0/Ib30BaTh TO/IbKO OJHO PO MpoLieccopa.

Tect no Teme 3.2 HdopMmanoHHas1 6€30MaCHOCTD OMEPAIHOHHBIX CHCTEM CeMeHlCTBa

1.

Windows
(xomnerennus OIIK-5, unpukarop OIIK-5.1, uaaukartop OIIK-5.2)

Ha ocHoBe kakux AaHHbIX cyobekTa OC Windows npuHUMaeT peliieHre o JOCTyTe?
a) Xelll 3HaUeHKe MapoJis MOJIb30BaTe/isl, 3ayCTHUBILIEro MpoLecc.
6) TokeH MepeBOIUIOILEHUS.



B) M gentudukarop npotiecca.

r) TokeH focTtymna.

1) basoBelii mpropuTeT nporjecca.

Ha ocHoBe kakux AaHHbIX 06bekTa OC Windows rpuHUMaeT peliieHre o JoCTyre?

a) [IpuBunerun.

6) TokeH gocTyria.

B) [leckpuritop 6e30macHOCTH.

r) CHCTeMHBIN CIIMCOK YTIpaBJ/IeHUsI JOCTYTIOM.

1) Crioco6 ayTeHTH(HKALMK TT0/Ib30BATEJIS.

Kakue npumuTHBHBIe 1ipaBa 00beuHsieT B cebe mpaBo uteHusi OC Windows?

a) «Utenue arpubyTOB 6€30MaCHOCTH».

0) «UTeHHe CUCTEMHBIX aTPUOYTOB», «UTeHHe aTPpUOYTOB 6€30MaCHOCTH».

B) «UTeHue JaHHbIX».

r) «UTeHWe cUCTEeMHBbIX aTpubOyTOB», «UTeHHe aTpUOYyTOB 0e30MacHOCTH», «UTeHHUe
JAaHHBIX».

I) «UTeHWe cUCTeMHBbIX aTpubyTOB», «uTeHWe aTpUOyTOB Oe30MacHOCTU», «UTeHHe
JAHHBIX», «BBITIOJTHEHHE (PalJIOB» U «IIePeX0/] B IUPEKTOPHIO».

Bribepute ripaBUIbHbBIE YTBEP)KAEHHUSI O MaH/jaTHOM nonmTrKe «He-3anvceiBaTh-BBepx»
OC Windows:

a) ObecrnieuriBaeT CBOMCTBO 1[€/IOCTHOCTH /IaHHBIX.

6) OGecrieunBaeT CBOMCTBO KOH(HAEHIIMATbHOCTH [JAHHBIX.

B) M crionb3yercsi B ccTeMe TOJIBKO [i71s1 OO beKTOB CeTeBbIX COKETOB.

r) HesiBHO ucnone3yetcs ass Bcex NTFS-gaiinos.

1) Pa3peliiaeT [0CTyII Ha 3aMKCh TOIBKO CyOBEKTaM C YPOBHEM LIeJIOCTHOCTH paBHbIM
w1y OOJIBLIMM TI0 OTHOILIEHUIO K YPOBHIO 1IeJIOCTHOCTH 00BeKTa JOCTyTa.

Kakue 13 nepeunciensix mpaB OC Windows npejocTaB/sieT 10 yMOTUaHHIO Bra/iesibLly
daiina?

a) YUurate CCY/I.

6) Yurars JCY/.

B) UuTath copepxumoe ¢arina.

r) N3mensars ICY 1.

1) Usmenstes CCY /.

e) VIameHsTh coziep)kumoe (aiisna.

Bribepere rmipaBUbHBIE  YTBEP)KAEHHSI OTHOCUTENIbLHO —a/JfOPUTMa  OTpejieieHust
npaBomMepHocTH foctyna OC Windows:

a) IlepBeiM [eiicTBUeM sB/sSieTCS TIPOBepKAa COOTBETCTBUSI JOCTyIa MaHJATHOU
TIOJIUTHKE.

6) TIpoBepKa COOTBETCTBHUS OCTyIa MaH/aTHOM TOJIUTUKE OCYILECTBJISTCS TOC/e
aHanu3a 3anvcen [ICYI.

B) Eciiu npu nocnefoBarensHOoM aHanmuse 3anuceid JICY /] oka3biBaeTcsi, YTO OFHO U3
3arpalvBaeMbIX MpaB 3ampellaeTcs B TeKyll{ei 3a1cy, TO JOCTYII 3arperiaeTcs.

r) Ecim npu nocnenoBaTesnibHOM aHanu3e 3anuceirt ICY/l pasperiaroiiye mnpasa
TeKyllled 3amMcd B CyMMe C paspellarmliMM{d [paBaMM MpeAblAyIUX 3anucei
TiepeKpbIIM BCe 3arpallivBaeMble TIpaBa, TO JOCTYII Pa3peliaeTcs.

) Ecm B cimckax [ICY /] He ObII0 3aripelrjaroiyX 3arpalivBaeMbie TpaBa 3armced,
Y B TO >Ke BpeMsl BCe pa3pellarolllye 3alicy He MepeKpbUTN 3arpalliiBaeMbie TpaBa, TO
JOCTYTI 3amperiaeTcsl.

Kakas npuBunerusi OC Windows 1o3BosisieT unuTath 0001 (aiin BHe 3aBUCHMOCTH OT
3a/laHHBIX MpaB?

a) [TpuBunerusi co3fianusi pe3epBHBIX KOTTHIA.

6) TIpuBHervs n3MeHeHUsI CHCTEMHOTO BPEMEHH.

B) [IpuBuMsierus 3aBepilieHUst paboThl CUCTEMBI.
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r) [IpuBunerus yBennuenusi pabouero Habopa.
1) IIpuBunerus co3panus (paiisa NogKauKy.
8. Bribepure cymjHOCTH, He BXosIMe B TOKeH goctyna B OC Windows:
a) SID nosib30BaTeJis.
6) ICY] Bcex 0OBbEKTOB CHUCTEMBI.
B) SID-bI rpym.
r) CCY/] Bcex 00bEKTOB CHUCTEMBI.
1) IIpuBunerun.
9. Beibepure cymHOCTH, BXOAsIIMe B AecKpunTop 6e3omacHocT o6bekta B OC Windows:
a) SID Bnazienbija 0ObEKTa.
6) [JMCKpeLMOHHBIN CITUCOK YIIPaBIe€HUS JOCTYTIOM.
B) CHCTeMHbIV CIIMCOK YIIpaBJ/IeHUs JOCTYIIOM.
r) Cn1COK TOKEeHOB ZI0CTYTIa TIPOL{ECCOB, OCYIIeCTBIISIOMINX AOCTYT K 00BEKTY.
1) YpOBeHb LieJIOCTHOCTH.
10. Kakue w3 TyHKTOB TMPaBWIbHO OMNMCHIBAIOT (DU/IBTPOBAHHBIM TOKEH JOCTyma
aamuHucTparopa B OC Windows?
a) YpoBeHb L|e/IOCTHOCTH YCTaHaB/IUBAETCSl CPeHUM.
6) YpoBeHb 11eJI0OCTHOCTH YCTaHAB/IMBAETCS BbICOKUM.
B) CMCOK MpUBUIETHUH, KOTOpPble MOTYT MOMNACTh B (PUIbTPOBAHHBIA TOKEH, CHUIBHO
OrpaHUYEeH.
r) [Ipu ompenenennn mnpaBoMepHOCTH JocTyna cpeau 3anmcenn [JCY ¢ SID
a/IMUHUCTPATUBHBIX TPYNI OyyT YUTeHbI TOJIBKO 3arpeljatoliye.
1) CrivcKy TIpUBUJIETMA OJJTHAKOBHI B 0OBIYHOM M (DM/IBTPOBAaHHOM TOKEHe [JOCTYyTa
a/IMAHHCTpATopa.

Tect o Teme 3.2 UHdopMmanmoHHas 0e30MaCHOCTh OMePAaHOHHBIX CHCTEM CeMelCTBa
Linux
(xomnerennus OIIK-5, unpukarop OIIK-5.1, uaaukartop OIIK-5.2)

1. Ha ocHoBe kakux AaHHbIX cy6bekTa OC Linux nmpuHUMaeT peliieHue o JOCTyTe?
a) SUID-6wr.
0) Sticky-6wur.
B) YueTHbIe [JaHHbIE.
r) UID npouecca.
1) DJIeKTPOHHasI MTOAINCH ITPOrPaMMBI.
2. Kakue npaBa npucytctByroT B OC Linux:
a) cnonHeHwue.
6) Utenue i-node.
B) UreHue.
r) Yanenue.
I1) 3amuchb.
3. Hns uero cnyxut SUID-6ut B OC Linux?
a) [To3BossieT 3amyCcTUTH NPUIOKEHUEe OT UMEHH BraJiesiblia (aiijia MpUIoKeHMUsl.
6) [To3BossieT 3aMyCTUTD MIPUIOXKEHKEe OT UMeHH CyTIepIio/ib30BaTeris.
B) ITo3BosisieT 3anycTuth npusiokenue ¢ npusunerver CAP_SYS_ADMIN.
r) [To3Bonser 3anyctuth npunoxxenve ¢ UID paBHBIM Hy/ItO.
[)  3ampemjaer  3anycK  TMPWIOXKEHMs ~ BCeM  II0/Ib30BaTessiM,  KpOMe
CyTiepIiosib30BaTesis.
4. Uro fjenaeT MackKa B CIUCKe yripaBieHus focTyroM (aiina B OC Linux?
a) 3ajlaeT MakCcHMMarbHble TIpaBa, KOTOPble MOXKHO MOMYYUTb U3 3alMCel [ TPYII.
0) 3azaeT MakcUMasbHbIE TTPaBa, KOTOPbIe MOXKHO TOTYYUTh U3 3alIMCH OCTaIbHBIX.
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11.

B) 3a/jaeT MakKCUMaJbHble MpaBa, KOTOPble MOXXHO TOJYYMTh U3 3allMCU Brajesblia
(atina.

r) 3ajaeT MakCUMajbHble TpaBa, KOTOpble MOXXHO TIOAYYMTb W3 3amuced [is
T0J/ib30BaTesiei v rpymil.

[) 3ajaeT MakCUMasbHble TIpaBa, KOTOpble MOXXHO IIOAYYMTb W3 3amnuced st
T10JIb30BaTeseu.
Uro Takoe cosb xeu-3HaueHus naposisg B OC Linux?

a) Crpoka, KoTopasi BbIOMpaeTCsi TIpHM KaKJoW ayTeHTU(UKALUU CIy4dalHO [ijIs
obecrieueHust 6e30MaCHOCTY TIAPOJISL.

6) CnyuaitHo BbiOpaHHasi TIPY CO3/IAHWU TapoJisi CTPOKA, KOTOpasi CK/IeMBAaeTCsl C
Xelll-3HaueHHeM T10C/ie BbIUMC/IeHUS Xelll-(DyHKLIMH.

B) CinyuaiiHO BbIOpaHHasi MPU CO37.@HWU TApOJisi CTPOKA, KOTOpasi CK/IeMBAeTCsl C
rapoJieM repej; BbIUMC/IeHreM Xell-()yHKLUH.

r) [JnvHa, 0 KOTOpO# ype3aeTcsi TapoJib 10Jib30BaTeIst il KOMIIAaKTHOTO XpaHeHUsI
B CUCTeEMe.
Bribepure cymiHOCTH, BXO/sIIMe B yueTHbIe ZiaHHbIe Tipotiecca B OC Linux:

a) UID nosp30BaTess1, 3aryCTUBILIErO NPOLiecc.

6) ['pynmbl mob30BaTeyisi, 3ayCTUBLLETO MPOLIecC.

B) IIpuBunerun.

r) [IpaBa ucrosiHsiemoro daiina, U3 KOTOPOro O 3amyilieH TpoLiecc.

1) ®nar 3¢ ¢$eKTUBHOCTH TPUBUJIETHH.
BribepuTe CyITHOCTH, BXOAsIIHe B aTpUOYThI 6e3omacHocTH daitia B OC Linux:

a) Tpolika rpaB /151 KaKZI0OM TPYIIIBI B CUCTEME.

0) [TpuBwieruu.

B) Tpolika npaB Brajenslja Qaiina.

r) Tpolika mnpaB mo/jb30BaTesel, He SBSIOLIMXCSA BafenbliaMu (Qailia U He
BXOZSLLMX B IPYIINy BJajenblia ¢aiiia no yMoa4aHuio.

1) Bnapeners daiina.
Bribepure cymHocTH, BXosmue B aTpuOyThl 6e3omacHocTH ¢aiina B OC Linux:

a) Tpoiika rpaB 151 KaXKA0W CPYIIIbI B CUCTEME.

6) IIpuBunernu.

B) Tpoiika npaB BiazesnbLia gaiiia.

r) Tpolika mpaB Tmo/jb30BaTesiel, He SB/SIOIIUXCS BrafenbliaMu (Qailia U He
BXO/SALMX B IPyNIy Bazenblia (aiijia 1o yMOIUaHuIo.

1) Bnagener datina.
Kakuie HabopsI nipuBUeruit ects y ¢aiiia B OC Linux:

a) Hacnepgyemsie.

6) OddekTuBHbIE.

B) BHelHue.

r) OrpaHruMBaroIIMe.

1) PaspemeHHele.
Kakyto xem-pyHkuuto ucrosbdyer OC Linux /it BBIUKMCTIEHUs Xell-3HaueH!st TIapoJisi B
OC Linux?

a) MD-5.

6) SHA-256.

B) SHA-512.

r) SHA-3.

) @OyHKUUM HeCcKoNIbKO, OKOJIO Xelll-3HaueHWsi Tapojisi XPaHWUTCS HOMep
VICTI0/Ib30BaHHOM XelI-()yHKIUH.
Uro genaet koHBeiiep B OC Linux?

a) ®ubTpyeT BbIBOJ, KOMaH/bI.



06) IlepeHanpaBnisieT CTaHAAPTHBIN BBIBOJ, KOMAaH/IbI C KOHCOJIM CTaHJAPTHBINA Ha BXO[]
Jpyroi KomaHze.

B) IlogHuMaeT npasa /0 1ipaB Cyneprioyb30Baresis.

r) OTK/1a/ibIBaeT BBIOJIHEHVE KOMaH/Ibl Ha yKa3aHHbIN CPOK.

Tect no Teme 4.1 BBeieHHe B apXUTEKTYPY JIOKA/IbHBIX BIUMC/IMTE/IbHBIX CeTel
(xkomnerennus OIIK-5, ungukarop OIIK-5.1, uagukarop OIIK-5.2)

1. Kakou nopsgok yposHei mozienu OSI BepHbIiA?
a) ®u3nuecKuii, KaHa/bHbIN, TPAHCTIOPTHBIM, CeTEeBOM, CeaHCOBbIM, TMpeCTaBIeHUs,
TIPUKJIaJHOU.
0) Pu3nueckuii, KaHabHBINA, CETEBOW, TPAHCITIOPTHBIM, CEAHCOBBIN, MpeACTaB/IeHNs,
TIPUKJIaJHOU.
B) ®usnueckuii, KaHa/bHbIM, CEeTEeBOW, TPAHCIIOPTHbIMA, CEaHCOBbIW, MPUK/IAJHOMH,
Tripe/iCTaB/IeHMUSI.
r) ®usnueckuii, KaHalbHbI, TPAHCIIOPTHBIA, CETEBOM, CEAaHCOBbIW, MPUK/IAJHOMH,
Tripe/iCTaB/IeHMUSI.
2. Kakue npoTOKOJIbl OTHOCATCS K TPAHCIIOPTHOMY YPOBHIO Mozesid OSI?
a) UDP.
6) ARP.
B) [Pv4.
r) GSM.
n) TCP.
e) DNS.
) PPTP.
3. Kakoii ypoBeHb Tpe/iHa3HaueH /1J1s1 oripe/ie/ieHusi Ty T repejjauM 1aHHbIX ?
a) dusnyeckui.
6) CeaHCOBBIM.
B) TpaHcnopTHbIN.
r) [IpescraBnenus.
1) KaHanbHbIM.
e) [IpuknazgHOM.
) CeTeBo}i.
4. Kakue daru ucnosib3yroTcs B ipotokose TCP ajist ycraHOB/IeHUsI COeAMHEeHUs?
a) RST.
6) SYN.
B) FIN.
r) URG.
n) ACK.
e) PSH.
5. Kakue npeumyiectsa ecte y FTTB?
a) Bricokasi ckopocTh paboTsl IHTEpHeT.
0) PaBHast CKOpPOCTb TIpHeMa U Tiepeiauil “H(HOPMaIHH.
B) He3aBUCHMOCTH CKOpPOCTM [OCTyIla OT YHMC/Jia abOHEHTOB, MOZKIHOUYEHHBIX K
KOMMYTaTopy.
r) OTCyTCTBHE HeOOXOAUMOCTH pa3MellleHHs KOMMYyTaTopa TpoBatiziepa B 3[jaHUM.
6. Kakue Hepocratku ectb y FTTB?
a) Huskast ckopoctb paboTsl IHTEpHeT.
0) Pa3Hasi CKOpOCTb TIpyeMa U TiepeZiaud “H(HOPMaIvH.
B) 3aBHCUMOCTb CKOPOCTM JIOCTyMa OT YucCIa abOHeHTOB, TIOJK/IIOUEHHBIX K
KOMMYTaTopy.
r) HeobxouMoCTh pa3MelrieHust KOMMyTaTopa MpoBaiiiepa B 3aHUH.
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Bribepute BepHbIe yTBEPKAEHUS

a) TCP He rapaHTUpyeT [JOCTaBKy JjaTarpamm.

6) UDP He rapaHTHpyeT AOCTaBKy JaTarpaMm.

B) UDP rapaHTupyeT JOCTaBKy JjaTarpaMm.

r) TCP rapanTupyeT [OCTaBKy JjlaTarpamM.

Kakoit aipec 0THOCUTCS K a/ipeCHOMY MPOCTPaHCTBY [Pv4?

a) 192.168.0.17

6) 129.256.0.0

B) 301.169.107.0.0.3

r) 127.0.1000.0
Kak paboTaeT KoHLIeHTpaTop (xab)?

a) IIpu monyueHun makera JaHHbIX xa0 TepechbilaeT TOT TaKeT Ha BCe OCTasbHbIe
CBOM TIOPTHI.

6) Ilpu monyyeHWM TIaKeTa JaHHBIX Xab TiepechbilaeT 3TOT TaKeT Ha TOPT B
cootBeTcTBMM ¢ Tabmuneir MAC-agpecoB. Ecau  COOTBeTCTBUSI HeET, TaKeT
oTOpachiBaeTcs.

B) Ilpu momyueHMM TmakeTa [aHHBIX Xab TepechblIaeT 3TOT IaKeT Ha TOPT B
cooTBeTCTBUM C Tabsutieir MAC-azipecoB. Ecii cOOTBETCTBUS HET, B CeTh OTIIPABJISETCS
ARP-3anpoc.

Kak paboraeT kKoMMyTaTop?

a) B ciyuae, ecniu gst otnpasnsiemoro MAC-azipeca HeT COOTBETCTBUSL, KOMMYTaToOp
pacchliaeT NakeThl Ha BCe IIOPThI, KPOMe I10pTa-Io/yyaTeris.

6) Ilpu monyueHWM TakeTa [JAaHHBIX KOMMYTATOp IepechlIaeT 3TOT TakeT Ha BCe
OCTaJIbHbIe CBOU TOPTHI.

B) KommyTarop XpaHWT B maMsaTH Tabiauily KOMMYTalid, B KOTOPOM YKa3aHO
cornocraByieHrne MAC-azpeca ¥ HoOmepa IopTa KOMMyTaropa.

r) Co BpeMeHeM KOMMYTATOp CTPOUT Tab/uLly [iist BceX akTUBHBIX MAC-aipecoB.

1) Tabmia MAC-agpecoB KOMMyTaTOpa CTaTWUYHA M HACTPAaUBaeTCsl BPYUYHYIO.

Tect no Teme 4.2 CeTeBble yrpo3bl U MeT0/{bl IPOTUBOAEHCTBUA UM
(xkomnerennus OIIK-5, ungukarop OIIK-5.1, uagukarop OIIK-5.2)

Kakue ObIBarOT UCTOYHUKY BOZHUKHOBEHUS YSI3BUMOCTEH?
a) OmmbKyu peanv3aryu.
6) Ombku 0bCTy>KUBaHUSI.
B) OumbKu MpoeKTUPOBaHHUSI.
r) Ommbku HR-otgena.
Yro He BxoAUT B 6a3oByto rpymmy Metpuk CVSS?
a) Criocob mosy4eHust JOCTyTa.
0) Biusinue Ha KOHMUJEHITMA/TEHOCTD.
B) BnusiHve Ha mosib30BaTeisl.
r) [Toka3arenb ayTeHTU(PUKALIAK.
1) CI0>XHOCTh MIOTyueHUst 10CTyTIa.
Kakoti rpynnsl Mmetpuk CVSS He cyiectByeT?
a) KommiekcHasi.
0) BpemeHHasl.
B) ba3zoBasi.
r) KonrekcTHas.
Kewm paspaborana CVSS?
a) ISO.
6) FIRST.
B) WWW.
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r) UCLA.

Uro He siByisieTcst MeTprKoi B CVSS?

a) C/I0)KHOCTh aTakwy.

0) BiusiHue Ha JOCTYTTHOCTb.

B) JI/IMTEe/IbHOCTD aTaku.

r) Criocob mosyyeHusi AOCTYTIA.

1) TToka3arenb ayTeHTU(DUKALUN.

UTo siB/IsieTCSI MaCCUBHOM aTaKOu?

a) [TpocnyimBanue Tpaguka.

6) OTtka3 B 06CTy>KMBaHHUU.

B) ®u3nueckoe HarazieHue Ha OOBEKT.

r) JKCIuTyaTalus ysa3BUMOCTH.

UTo Takoe 3BPUCTUYECKUM aHA/IN3?

a) Metop, mipefHa3HaueHHbIN /51 OOHApy)KeHUsi HOBBIX, ellle He BbISIB/I€HHbIX
BUPYCOB.

6) MexaHu3M, HeoOXOAUMBIA [Jii OTC/AEKUBAHUS HEW3MEHHOCTH  (haii/ioB,
JIOKYMEHTOB, peecTpa, KOHpUrypamuy o00pyjoBaHusl.

B) MeToz, OCHOBaHHBIM Ha TIOC/Ie[OBaTeJIbHOM TPOCMOTpE TMaMsTU YCTPOMCTBa,
3arpy304HbIX CEKTOPOB, (aii/ioB B TTOUCKe CUTHATYP U3BECTHBIX BUPYCOB.

Yro Takoe 63KA0pP?

a) Yacte BpeJOHOCHOTO TPOrpaMMHOTO obecrieueHHs, peasM30BaHHOTO  [IJIsI
COKPBITHSI IPUCYTCTBUSI 3TOTO BPeZOHOCHOTO KO/Ia U ero JIelCTBUIA.

6) TlpwiokeHWe, WCIOMB3yeMOe il JalbHeWIIeld 3arpy3kd | 3aIycka
TIOJTHOL|EHHOTO BPeZ0OHOCHOT'0 TIPOTPaMMHOT0 obecrieueHus..

B) BpenoHocHoe TiporpaMMHOe obecrieueHHe, KOTOPOE, IIOMHMO TIOTyYeHHst
KOHTPOJIsi HaJl 3apa)KeHHbIM YCTPOMCTBOM, TBITAeTCs 3aXBaTUTh TIOZ, CBOM KOHTPOJIb
Jpyrue y3/bl CeTU.

r) [IpunoxxeHue, 1o3BoJIsiFOILEe YIIPAB/ISTE KOMITBIOTEPOM Y/la/leHHO.

UTo Takoe pyTKUT?

a) Yacte BpeJOHOCHOTO TIPOrpaMMHOr0 obecrieueHus, peasM30BaHHOTO ISt
COKPBITUSI TIPUCYTCTBUSI 3TOT0 BPEOHOCHOTO KO/Ia U ero /1elCTBUH.

6) TIlpunokeHuwe, WuCIOMb3yeMoe il JalbHeiIledl 3arpy3kd M 3arycka
TIOJTHOL[EHHOTO BPeZOHOCHOT'O TTPOTPAMMHOTO 00ecrieueHwus..

B) BpenoHocHoe TmiporpaMMHOe obecrieueHue, KOTOpOe, TIOMHMO TIOyUeHHst
KOHTPOJISI HaJ, 3apa’KeHHBIM YCTPOMCTBOM, IIbITAeTCSl 3aXBaTUThb I0J, CBOM KOHTPOJIb
JpyTHe y3JIbl CeTH.

r) [Ipuno>keHue, MO3BOJIsItOLLEe YIIPAB/ISATH KOMITBIOTEPOM Y/1a/IeHHO.

Yro ciiefyeT AesiaTh, UTOOBI 3al[UTHUTh Ce0si OT BUPYCOB?

a) He 3amnyckaTh npyio)KeHust U3 HeloBePeHHbIX HCTOUHUKOB.

6) Cneguth 3a LUQPPOBBIMU TIOANMCSAMH YCTaHABIMBAEMOrO TPOTrPAMMHOIO
obecrieueHusl.

B) OTK/TIOUUTH Me>KCeTeBOM KpaH.

r) Bcerja OTKpbIBaTb B/IO)KEHUSI 37€KTPOHHOW TOUThl C Temou «BaxHo» u
«CpOoYHO».

n) CBoeBpeMeHHO OOHOB/STH  OMEpAMOHHYID CHUCTEMYy MW TMPOrpaMMHOe
obecrieyeHue.

e) Vicnonb30BaTh aHTUBUPYCHOE MPOrpaMMHOe o0ecrieyeHue.

Tect no Teme 4.3 MexcereBble 3KPaHbI
(xomnerennus OIIK-5, unpukarop OIIK-5.1, uaaukarop OIIK-5.2)

YTo TaKOe MEKCETeBOU IKpaH?



a) [TporpaMMHOe MM MpOrpaMMHO-TEXHUUECKOe CPeJCTBO, peanusymoliee (PpyHKLUU
KOHTPOJISi ¥ GU/IBTPALiUM B COOTBETCTBUU C 3a[JaHHBIMU TIPaBU/IaMH TIPOXOJSIINX Yepe3
Hero UH(GOpMaLMOHHbIX TOTOKOB.

6) YcrpoiicTBo, TIpeHa3HaueHHOe /i  COeMHEHWS  HEeCKOJbKUX  Y3JI0B
KOMIbIOTEPHOM CeTH B Ipejieiax OJHOTO UM HeCKOJIbKUX CerMEHTOB CeTH.

B) Y CTpPOICTBO, KOTOPOE MO3BOJIsIeT OPraHMW30BaTh JI0KaJbHYH0 CeTh C BO3MOKHOCTBIO
BBIXO/]a B UHTEPHET [i/1 APyTUX yCTPOMNCTB.

MesxceTeBbie 3KpaHbI /1S BeO-TIPUIO’KeHUH pacrio/iararoT:

a) Iepen 3ammiaembiM BebO-cepBepoM (TpadmK BHauase TiepefjaeTcsi MeXCeTeBOMY
3KpaHy, 3aTeM BeO-cepBepy).

0) Tlocse 3ammijaemoro BeG-cepBepa (TpaduK BHauasie repefaercs Beb-cepsepy,
3aTeM MeXXCeTeBOMY 3KpaHy).

B) MexceTeBol 3KpaH M 3allMIlaeMblii UM BeO-cepBep HAXOJATCS B Pa3HBIX
noJiceTsix, TpPauK MeX/[y HUMHU 3aripeleH.

r) BmecTo 3amjuijaemoro Be6-cepBepa.

[TepcoHanbHbIe MeXCeTeBble IKPaHbI /i HACTOJIbHBIX KOMITbIOTEPOB U HOYTOYKOB:

a) ObecrieurBarOT JOTIOTHUTE/BHBIA YPOBEHb 3alllMThl OT CeTEeBbIX aTak.

6) [ToHOCTBIO 3aMeHSIIOT BCe OCTalbHble MHCTPYMeHTa/IbHble Cpe/icTBa obecrieueHust
6e3omacHoCTH.

B) [To/IHOCTBIO 3aMeHsIIOT MapLIPyTU3aTOPkI, SIBJ/SSCH LIIIO30M 0 YMOJIYaHUIO IS
3alMII]aeMOro KOMITbIOTepa Wik HOyTOYyKa.

r) IlpegocraBnisitoT Bce HeoOXo/AWMble CeTeBble CEepBUCHI AJisi  3alllUIaeMOoro
KOMITbIOTepa WM HOyTOyKa.

[TepcoHanbHble Me)KCeTeBble SKPaHbI [ijisi HACTOJBHBIX KOMITbIOTEDOB M HOYTOYKOB
SIBJISTFOTCSL:

a) AmmapaTHO-TIPOrPaMMHBIMU CPe/ICTBAMU 3allUThI.

6) Bcerma BctpoeHHbiMH B OC, KOTOPYHO OHHU 3allMIIIAIOT; HE MOTYT OBITh
peasM30BaHbl BHEIIIHUMU MTPOW3BOAUTEISIMU.

B) VICK/TtOUMTeIbHO MPOrPaMMHBIMMU.

r) VcknounTeibHO BHEITHUMH, He BCTpoeHHbIMU B OC, KOTOPYHO OHU 3alllMIIIAI0T;
BCer/ja peajyM30BaHbl BHELTHUMHU TIPOU3BOUTE/ISIMMU.

[TepcoHanbHble Me)KCeTeBble SKPaHbI [ijisi HACTOJBHBIX KOMITbIOTEDOB M HOYTOYKOB
yCTaHaB/IUBaIOTCS:

a) Ha xocTax, KOTOpble OHU 3all{MIIIa0T.

6) Ha wmapupyTusaTopax, KOTOpble yKa3aHbl Ha XOCTe B KadyeCTBe I[IUTF03a I10
YMOJ/TUYaHHUIO.

B) Ha oTje/ibHBIX KOMIIbIOTEpAX.

r) Ha koHeuHbix Toukax VPN.

Bribepute HeCyIIieCTBYIOIINI BH/| TPAHCISLINA CETEBBIX alpeCOB.

a) [luHamuueckas.

6) Cratnueckas.

B) C ucno/b30BaHMEM MOPTOB.

r) C ucrnosib30BaHUEM MOCTOB.

[I11103b1 YPOBHSI MTPUIOXKEHUM TI03BOJISIIOT:

a) VckmounTe mpsMoe B3auUMOJENCTBUE [BYX Y3/I0B IyTeM peaau3aliiyd poju
NoCcpeiHUKaA.

6) BeimonHATh QyHKLMH I/TF03a CEaHCOBOTO YPOBHSI.

B) AHa/lM3UpOBaTh BCe CYIeCTBYIOLIME B MUPE MPOTOKOJIBI.

r) AHanM3upoBaTb TOJIBKO TIOJJiepP)KUBaeMble 3TUM MEXCETeBbIM 3KpPaHOM
TIPOTOKOJIBI.

YnpagsrsieMble KOMMYTaTOPbI MOT'YT:
a) OcyiiecTBaAsSTh GUIbTPALUIO Ha ocHOBe [P-azfpecos.
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9.

6) Ocy1ecTBiATh (PUABTPALHIO TI0 UCIIOIB3YEMOMY TIPOTOKOITY.

B) Ocy1ecTBsATh (puabTpaLyio Ha ocHoBe MAC-azipeca.

r) OcywectBnaTh ¢punbTpanuto Ha ocHoBe VLAN ID.
BribepuTe BO3MOXXHOCTH MEKCETEBOT0 SKpaHa.

a) Peructpaiiusi coObITHI U TeHeparysi OTUETOB.

6) ®unbTpanus Tpaduka.

B) TpaHC/sLMs ceTeBbIX afipecoB.

r) AyTeHTH(UKAaLMS Ob30BaTeeH.

1) AZMUHUCTPUPOBAaHUe.

10. Kakue YTBEDPXKAEHUSA O TIPOTPAMMHOM MEXXCETEBOM 3KpdHE BepHBI?

a) IlogxoauT B cydyasx, KOrja YCTPOWCTBO TIO/b30BaTesss IIOMeEIaeTcsl B
He/l0BEePeHHYIO Cpefly.

6) Ilpu ero paboTe WUCIIO/MB3YIOTCS PeCYpPChl YCTPOMCTBA, HAa KOTOPOM OH
(yHKLMOHHpYET.

B) [ToaxoauT A5t 3a7iau CerMeHTUPOBaHUS CeTel.

r) [ToaxoauT A5 OTAe/eHus ,0BepeHHOW YacTH CEeTU OT BHEILHKX YIPO3.

1) Cuuraetcsi 60/1ee OTKa30yCTOWYMBBLIM, UeM amrapaTHbIN MeXKCEeTeBOU IKpaH.

Tect no Teme 5.1 BBefenne B Kpunrorpaguueckue MeToAbI 3all{UThI HHGOpMaLU

(xomnerennus OIIK-5, unpukarop OIIK-5.1, uaaukarop OIIK-5.2)

Kaxzapii mmdporeKcT MoXeT ObITb TIOMyYeH Kak — pe3y/bTaT — CJie/IyHOIIero
nipeoOpa3oBaHMs:

a) Ex (Dp))-

6) Dip).

B) Ek(p)

r. Dy (Ek(p))
3ammdpytite ¢ momolpio mrdpa «Arbai» cnoBo «World».
A|B|C|D|E|F|G|H|I |J|K|L|M
ZI Y X|IW|V|U|T|[S|R|Q|P|O|N

a) Dlrow.

6) Svood.

B) Woild.

r) Dliow.
Pacciudpyiite cnoBo «Xjxob», 3aimmdpoBaHHoe ¢ momoieio mwmdpa TNas FOnus
Le3aps:

A/B|C|D|E|F|G|/H|I|J | K|LIM|N|O|P |QIR[S|T|U|[V|X|Y|Z
X|Y|Z|A|B|C|D|E|F|G|/H|I|J |[KILIM|N|O|P|QIR|[S|T|U|V
a) Tgtly.
6) Amare.
B) Crypt.
r) Vivna.
4. 3ammdpytite cnoBo «KH3Hb» C TIOMOILBIO IepeCTaHOBKU
112(3|4]5
2/5/3[1]4
a) Hx3pu.
0) bH3wK.
B) H3bxu.
r) Ub3XKH.
5. PacwungpynTe cnoBo «1216312611» c noMmowbto Tabnanubl Monnbus:
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10.

11.

12.

1(2|3[4|5]6
1/A|B|B|T"'|O|E
2|E|XK|[3|U[1|K
3|/JIIMH|O|IT|P
4Bl E|Y|®|X|1
5|Y ||| B |bI| b
6| D[HO|d|*|*|*
a) besika.
6) EsBroa.
B) CrpeJika.
r) benok.

BriepBble MeTO/| YaCTOTHOTO KPUITTOAHA/IN3a BII€PBbIe U3/I0KUIL:

a) Jleon bartucra As6epT.

6) ®panuecko CUMOHeTTa.

B) A0y FOcyd Aky0 amb-Kunzam.

r) bxuponamo Kapgaso.
[uck AnbbepTH 103BOJIsIeT aBTOMAaTU3UPOBATh:

a) [ITudp npocroii 3ameHs! (ogHOan(paBUTHBIN WKGD).

6) MuoroashaBUTHBINA TUGP.

B) [lIudp nepectaHOBKMU.

r) [ToTounbili mMbp.
Vicnonb3oBaHue maposs AJii MHEMOHMUYECKOTO 3allOMHMHaHMsl MepecTaHOBKH CUMBOJIOB
angaByTa TIpeAIoKUI:

a) Mareo ApmKeHTH.

0) biie3 ne Bwkenep.

B) /I>xoBannu bartucra bennaso.

r) I>xambaTTrcra ([IxoBaHHu) mesnna ITopra.
[Tomeenue asis nepirocrpanuu nepernucku B XVII — XX Bekax Ha3bIBa10Ch:

a) besblii KabuHeT.

0) TaiiHast KOMHaTa.

B) SIHTapHast KOMHaTa.

r) UepHbIii KabuHeT.

) KpacHerii kabuner.
Iudpei, B KOTOPBIX KaXKAblA CHUMBOJI OTKPHITOTO TeKCTa IpeobOpa3yeTcsi B CUMBOJI
mMdpoTeKCTa, B 3aBUCUMOCTA OT CBOEro PacrioioKeHUs] B OTKPLITOM TeKCTe U Kiroua
Ha3bIBAIOTCS:

a) MHoroashaBUTHBIMU LLIA(PpPaMU.

6) Biounbivu mmdpamm.

B) [ToTOuHBIMU HIM(PaMHU.

r) PotopHbiMu mimdpamu.

3awndpynte cnoso «CJIOH» 6urpamMmHbiM Wndpom Mnendepa.

M 4 0] b B
K T C) H )
1 r JI b I1
M A I 3 P
C E A bl K
1O pil| 111 41 X

a) BABU.

0) IITASG.

B) DI YHI.

r) BILIII3.

MycTb NnepecTtaHoBKa T npeacTaBsieHa cneayouwen Tabnnuyen:
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112(3|...|n=-5|n-4|n-3|n-2|n-1|n
5(6|7]...ln=1] n 1 2 3 |4
13. Kakoii Buzi nMeeT rnepecTaHoBKa oOpaTHasi lepectaHoBke T?
a.
112(3|...|n=-5|n-4|n-3|n-2|n-1|n
112]3 n-5|n-4|n-3|n-2|n-1|n
6.
112]3 n-5|n-4|n-3|n-2|n-1|n
4132 10 9 8 7 6 |5
B.
112]3 n-4|\n-3|n-2|n-1|n
4156 n-1| n 1 2 |3
r.
1 2 3 |4]5|...|n=-3|n-2|n-1| n
n-3|/n-2|n-1|n|1|...|n-7|n-6|n-5|n-4
14. 3aumdpyiiTe ¢ momoripro OTKpeITOro Kmoua (8051, 5) kpunrocucremsl RSA coobiienne
m = 10.
a) 8051.
6) 3388.
B) 1949.
r) 12.

15. Kakoe cBoiicTBO 0e30MacHOCTH TapaHTHPYET, UYTO YYAaCTHUKY KPHIITOrpaduuecKoro
NPOTOKO/IAa 1]eJIOCTHOCTH TI0JIyYeHHOTO COOOLeHHsI M ero co3jaHue /0 MOMeHTa
TIO/Ty4eHUs, HO He TapaHTHPYeT 3al{UTy OT MOBTOPHOM OTITPAaBKK COOOIeHHs?

a) CBOICTBO «ayTeHTU(UKALIMS CTOPOH».

6) CBOICTBO «ayTeHTU(UKALUS UCTOUHUKA».
B) CBOICTBO «MIHBAPUAHTHOCTh OTIPABUTEIS».
r) CBOWCTBO «ayTeHTH(UKALS COOOIIIeHHS».

16. Kakoe cBoiicTBO 6e30MacHOCTY TapaHTUPYeT, UYTO YYaCTHUKY KpHIITOrpauuecKkoro
NIPOTOKOJIa, UTO YYaCTHUKHM, HayaBlllMe WCIIOJHEHWe IPOTOKO0J/la, He W3MEeHWIUCh C
TeyeHUeM BpeMeHU?

a) CBOMCTBO «ayTeHTU(PUKALIKSA CTOPOH».

6) CBoIiCTBO «ayTeHTHU(hUKALIUA UCTOUHHKA».
B) CBOMCTBO «MHBApUAaHTHOCTb OTIIPAaBUTEJISI».
r) CBOMCTBO «ayTeHTHU(MUKALUSI COOBITIeHUSI».

BepHblIil ¥ TIOSHBIN OTBET Ha BOIPOC TecTa OlleHHWBaeTcs B 1 Gas, [A/s TIPOXOXKIEeHUs
TecTa He0OXOMIMO BEPHO U TIOJIHO OTBETUTH Ha He MeHee YeM 60 TIPOLIEHTOB BOMPOCOB TeCTa.
Tembl NpakKTHUeCKHX 3aHATUH
Tema npakTHUecKoro 3aHATUA no reme 3.1
BBeenne B HH(OPMAI[HOHHYIO 0€30MaCHOCTH ONePajHOHHBIX CHCTEM
(xkomnerenuus OIIK-5, ungukarop OIIK-5.1, ungukarop OIIK-5.2)
1. OcHoBbI paboTHI C TIPOL[eCCaMH, BBOJIOM-BBIBOZIOM U (aityiamu B OC Windows u Linux.
Tema npakTHUecKoro 3aHATUA N0 Teme 3.2

NudopmanuoHHas 6e30nMacHOCTb ONEPAalMOHHBIX CHCTeM ceMelictBa Windows.
(xkomnerenuus OIIK-5, ungukarop OIIK-5.1, ungukarop OIIK-5.2)



N

w

OcHoBbl 06ecrieuenus besonacHoctd B OC Windows.

TeMa nNpakTH4eCcKoro 3aHATHA 10 TeMe 3.3
NudopmarnuonHas 6e30nmacHOCTh ONepanioOHHBIX CHCTeM ceMericTBa Linux
(xkomnerennus OIIK-5, ungukarop OIIK-5.1, napukarop OIIK-5.2)

OcHoBbl 06ecrieuenus besonacHocty B OC Linux.

TeMa NpakTH4YeCcKOoro 3aHATHA 10 Teme 4.1
BBeieHUe B apXUTEKTYPY JIOKA/IbHBIX BbIUMC/IUTE/IBHBIX CeTel
(xkomnerennus OIIK-5, ungukarop OIIK-5.1, napukarop OIIK-5.2)

CeteBoii cHugdep Wireshark. 3HakoMCTBO € (pubTpamMu MakeToB.

TeMbI NPpaKTUYeCKOro 3aHATHUA 110 TeMme 4.2
CeTteBble yrpo3bl M MeT0/ibl IPOTUBOJEUCTBUSA UM
(xkomnerennus OIIK-5, ungukarop OIIK-5.1, napukarop OIIK-5.2)

ViHBeHTapu3alysi ¥ TOUCK YA3BUMOCTeld € ucrosnb3oBaHueM Open Vulnerability and
Assessment Language.

CereBo ckaHep Zenmap. Mcronb30BaHWe CeTeBOrO0 CKaHepa [Ji  BbISIBIEHUS
YSI3BUMOCTeM yPOBHSI CETH.

Bupycel, UX BbIsIBleHHMe W YCTpaHeHHWe C UCIMO0/b30BaHUEM Crelaau3upOBaHHOIO
TIPOrpaMMHOTO 00ecrieueHusl.

TeMbl NPAaKTHUECKOT0 3aHATHSA 10 TeMe 4.3 MeXceTeBble 3KPaHbI
(komnerennus OIIK-5, ungukarop OIIK-5.1, uapukarop OIIK-5.2)

Bpanamaysp Windows. Pa3paboTka rmpaBuiI Me>KCeTeBOro SKpaHUPOBaHUSI.
BuptyansHas un@pactpykrypa Eve-NG.
MesxceTeBoM 3KpaH Ha rpanmile cetu. HacTporika rpaBui MeXceTeBOro SKpaHUpOBaHUSI.

TeMbI NPaKTH4YeCKOr0 3aHATHA 110 Teme 5.1
BBepeHue B KpunrorpaguuecKkue MeToAbI 3alUThI HHGopMaLuu
(xkomnerennus OIIK-5, ungukarop OIIK-5.1, nagukarop OIIK-5.2)

Vctopuueckue mmgpsl mrdpoBaHue 1 paciivdpoBaHue.

Jlono/iHUTeTbHBIE 3a/JaHUA [I/IS1 CAMOCTOATE/TbHOT0 pelleHHs
(xomnerennus OIIK-5, unpukarop OIIK-5.1, uaaukartop OIIK-5.2)

JonoiHMTe/IbHBIE 3afaHusi o Teme 1.1 IIpaBoBbIe 0CHOBBI 00ecneyeHHs
uH(OpPMaLIMOHHOH 0€30MacCHOCTH

Kakass wuHpopmanmsa mnpepctaBaseT s Bac ueHHocTh? Kakue XapaKTepuUCTUKU
vHbOpMaI[MOHHOH Ge3oracHoCTA Bbl Ob1 XOTe/IM 06ecTieunTs Ajis TaKou MH(opMarmn?
Bribepere kakoii-mubo B LjeHHOW Asisi Bac mHpopmanum. B kakux ¢opmax MoOKeT
ObITH TIpeJiCcTaB/eH 3TOT BU/, MHPOPMaLIUU?

[Tpoananu3upyuTe: K KaKUM BHJjaM TaliH Bbl MokeTe MMeThb OCTyII?

[TpoaHnanu3upyiiTe: Kakve CBsi3aHHble C Bamu jlaHHbIe MOTYT SIBJIAITbCSI TAUHAMU?

JlonosiHUTe /IbHBIE 3a/laHuA 110 TeMe 1.2 3aiuTa nepcoHa/IbHbIX AaHHBIX
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1. OnmumTte cxeMy HWH(OPMAaLMOHHBIX IIOTOKOB Balllix TmepcoHanbHBIX [JaHHBIX B
YHuBepcurere.

2. Onummre cxeMy MH(OPMAaLJMOHHBIX TTOTOKOB Bammx nepcoHanbHbIX JaHHbIX B baHke.

3. Tlpoananmu3upyiite: Bcerga U (Korjga 3To Heobxoaumo) ¢ Bac B3uMaroT coryiacue Ha
00paboTKy MepcoHa/lbHBIX JaHHBIX? Bcerga M 3TO MPOUCXOAUT B COOTBETCTBUHU C
3aKOHO/,aTe/IbCTBOM?

4. TlpoaHanu3upyiTe: B KaKWX CUTyallussXx Bbl JaBamu corsiacue Ha 06paboTKy Barmx
CrieliabHBIX JaHHBIX? He ObLI0 /1 3TO U3/MUIITHUM?

5. TlpoaHanu3upyiiTe: B Kakux CUTyalusx Bbl gaBanu cornacue Ha o6paboTky Barmx
OroMeTprueckux JaHHBIX? He OBII0 /T 3TO W3ULIHUM?

Jono/iHuTe/IbHBIE 3afAaHusi M0 TeMe 1.3 OpraHnu3anMOHHbIE OCHOBBI 00ecneyeHNs
uHGopMaLIOHHOI 6e30MmacHOCTH

Pa3paboraiiTe Mozie/ib HapyIIuTes /s Bartei qomaiiiHed THPOPMaIMOHHOM CHCTEMBI.
Pa3paboratiTe Mo/ie/Tb HapyIIUTeJIs /1711 KOMITBFOTEPHOTO K/lacCa Y HUBEPCUTETA.
Pa3paboraiiTe Moziesib yrpo3 /s Bariieii goMariiHeit HHGOPMAaIMOHHOW CUCTEMBI.
Pa3paboratiTe Mo/ie/Tb HapYIIIUTeJIs /1711 KOMITBFOTEPHOTO K/lacca Y HUBEPCUTETA.
[TpensioxxuTe cpeAcTBa 3aluThl HH(OpMalWu /s Baieli oMaiiiHeli MH(GOpPMalMOHHOM
CUCTEMBI.

[lpegnoxxute cpeAcTBa  3aliMThl  HMH(OPMALMKA  [JiI  KOMIIBIOTEPHOIO  KJjacca
YHuBepcurera.

ik W=

o

Jlomo/iIHUTe/IbHBIE 3a/jaHKA 110 TeMme 2.1 ApxuTeKTypa KOMIIbIOTepa

1. W3yuute Bam mnepcoHanbHbIM KOMIIBIOTED M COBpPEMEHHbIe Ta/pKeTbl, KOTOPbIMU Bbl
nosib3yerech. CpaBHUTE MX XapaKTePUCTHKU: ObICTpozelicTBHe, 00beM OrepaTUBHON U
BCIIOMOraTe/IbHOU IMaMsATH, CKOPOCTb JOCTyIa B VIHTepHeT.

JonoyiHuTe/1bHBIE 3aaHus M0 Teme 3.1 BBegeHne B nH(popManoHHY0 6€30MacHOCTh
ornepanoOHHBIX CUCTEeM

OC Windiws
1. Ortkpotite 6pay3ep Internet Explorer. Haiigure ero ugeHTH(HUKaTOp MpoLjecca, OTKPBITHIE
coefiiHeHUs ¥ 6a30BbIM MTPUOPUTET.
2. Orkpoiite Opay3ep Chrome. Haiifute ero wuaeHTU(UKATOp TPOLECCA, OTKPBITHIE
coefiiHeHUs ¥ 6a30BbIM TPUOPUTET.
3. 3amnyctute npunoxeHue «baokHOT». HaiiguTe alinbl OTKpBITHIE TIpoljeccoM «BToKHOT»
c nomotpto yTuanTel Process Explorer.

OC Linux
HaiimuTe nsith caMbIx TpebOBaTeIbHBIX K TIAMSITH TIPOLIECCOB.
OTkpoiiTe 6pay3ep U HalUTe OTKPBITbIE COeJUHEHUSI.
BeiBeguTe copepkuMoe AUPEeKTOpuu /etc.
BriBesiute copepxuMoe aupekTopuu /etc/schedule.

P

JonoHuTeNbHBIE 3aiaHus 10 Teme 3.2 VIHdopMmaluoHHas 6e30nacHOCTh
onepanMoOHHbBIX cucTeM ceMelcTBa Windows

1. Co3paiite mnosb3oBaTens «Anuca». HasHaubTe el maposib. Co3faiTe rpynmy
«HenoBepeHHbIe 10/1b30BaTENN».



Co3paiiTe [UpeKTOpHIO, cojepxkalyto (ainbl. Ha3sHaubTe AsMce mpaBa [OCTaTOYHbIE
JU1si OTOOpa)keHUsi CMUCKOB (haiiyioB U 1epexo/i0B B TUPEKTOPUH U ee TOUPEKTOPUSIX, a
TakK)Ke uTeHUsl (ailyioB B JMPEKTOpUU U ee MojaupekTopusx. IIpoeprTe, uto Asuca
MO>KeT IIPOCMaTprBaTh (haibl.

3anpetrute rpymme «HemoBepeHHbIe TOb30BaTeMM» JIFOOOM [OCTYNT K CO3/laHHOM
JVPEKTOPDUM, ee TOJAUPEKTOpHsIM, a Takke K (aliaM BHYTPU [JUPEKTODUU U ee
MO/ JUPEKTOPUM.

HobaebTe Anucy B rpynny «HezmoBepeHHbIe 110/ib30BaTen». [IpoBepbTe, uTo Asnca He
CMO>XeT IPOCMaTpYBaTh (paii/ibl B IMPEKTOPHHU.

JononHuTebHBIE 3afaHus no Teme 3.3 MHdopMmanoHHas 6e3onacHOCTh
onepanMoOHHbBIX cucTeM ceMelicTBa Linux

Coszpanite mnosnb3oBaTenss «Anuca». HasHaubTe eun mnaponb. Co3gaite  rpymnmy
«HenoBepeHHbIe 10/1b30BaTENN».

Co3paiiTe [UpeKTOpHIO, cojepxkalyto (aiinbl. Ha3sHaubTe AsMce mpaBa [OCTaTOYHbIE
JU1sl OTOOpa)keHUsi CIUCKOB (haiiyioB U 1epexo/i0B B IUPEKTOPUH U ee TIOUPEKTOPUSX, a
TakK)Ke uTeHUsl (ailyioB B JMPEKTOpUU U ee MojaupekTopusx. IIpoBeprTe, uto Asuca
MO>KeT YUTaTh (haiibl.

C mnoMomBIH CIMCKa KOHTPOJIA JOCTyNnoB 3anperute rpymne «HeposepeHHble
TI0/Ib30BaTeW» JIF00OM OCTyMN K BbIOpaHHOMY (aiiy BHYTpU AupeKkTopuu. [lomeHsiiTe
BJafiesblia 3Toro (haiiia Ha CyTepriosb30BaTessi CUCTeMbl. Pa3perninTe B 6a30BbIX MpaBax
JIOCTyT K BeIOpaHHOMY (aitny kogom 600.

HNobaseTe Amucy rpymmy «HezmoBepeHHbie mosib3oBaTenv». [IpoBepbre, uto Asvca He
CMOXXeT TIPOUMTaTh BbIOpAHHBIN (haiis.

HOHOJ’IHI/ITQJ’ILHBIE 3a/laHMA 110 TeEMe 4.1 BBe,qel-me B dPDXUTEKTYPY JIOKA/IBHbIX
BBIUHC/INTE/ILHBIX CeTel

[TpoBepbTe [OCTYMHOCTH JIFOOOTO UCMO/Mb3yeMoro Bamu TouTOBOrOo cepBepa C
KCI10/Ib30BaHUeM YTUTATBI Telnet. Cnepyiite cTaTbe
https://docs.microsoft.com/ru-ru/exchange/mail-flow/test-smtp-with-telnet?
view=exchserver-2019 u camocTOoATeNBHO.

Hactpoiite mouty B mnouroBoM kiveHTe Thunderbird. Crnepyiite  craTbe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej.
PaspaboTaiiTe GUIBTPHI 4151 TPOCMOTPA TO/IBKO Hcxopsimx [CMP-3anpocos. Crepyiite
craThe https://habr.com/ru/post/211042/.

ﬂOHOJIHI/ITEJIbeIe 3a/ldHHUA 110 TeMe 4.2 CeTeBbIe YIrpo3bl 1 MeTO/bI l'lpOTHBO,Z[Ef/'ICTBI/Iﬂ

1.

2.

3.

UM

[TpoBeguTe TOMCK YS3BUMOCTeM Ha CBOeM JOMalllHEM IepPCOHA/JbHOM KOMIIbIOTepe,
03HAaKOMbTeCh C OMUCAaHWEM BbISB/IEHHBIX Ys3BUMOCTeH, OMpejiesuTe HACKOIbKO OHHU
KpUTHUYHBI 110 1Kajae CVSS, u ycrpaHure ux.

[IpoBepbTe, ycTpaHeHa J/u ys3BuUMocTb CVE-2017-0144 Ha Bamem JomallHeM
KOMIIbIOTEPe, U YCTAaHOBUTe OOHOB/IEHWe 0e30T1aCcHOCTH B C/ydae, eC/M YSI3BUMOCThb
nipucyTcTByeT. Criefyiite ctathe https://support.microsoft.com/ru-ru/help/4023262/how-
to-verify-that-ms17-010-is-installed.

N3yunure yszBumoctb CVE-2014-0160, cnenys cratessm  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-
heartbleed.pdf. TlepBas craThsi mTipeAcTaBisseT Co60oW  HeOOMBIIOW  KOMHKC,

3


http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-heartbleed.pdf
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-heartbleed.pdf
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej

HOK&SI)IB&IOH_[I/If;I, HACKOJIBKO OIldCHa MW JIETKO HCII0/Ib3y€éMad 3Td YA3BHUMOCTL. BTOpaH
CTaTbsl TIpeACTaBJ/IAE€T coboi HO,E[pO6H0€ OruvcaHue Yysda3BUMOCTH, TMOC/IeACTBUA ee
HCITI0/Ib30BAHHSA Y PUCKHU.

Jlono/IHUTe/IbHBIE 3a/jaHuA 110 TeMe 4.3 MexceTeBble 3KPaHbI

1. 3amenuTte y31bl Hacker u Victim Ha y37bl NOZ, yripaB/ieHeM OIepaljiOHHON CHCTeMBI
Windows u obpaTuTech K UX CeTeBbIM pecypcaMm o npoTtokony SMB. Crnepnyiite cTaTtbe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
host-on-the-eve/.

JonoHuTeIbHBIE 3aiaHus 10 Teme 5.1 BBeieHne B Kpunrorpaguueckue MeTo/bl
3amMThl HHOPMaLMU

1. 3ammdpyiite u pacmmdpyiite coobmenue «5 Tebs MoOO6/O0!» BCeMU M3BeCTHBIMM Bam
WCTOPUUECKUMH IIU(PPaMHU.

KpnTeplm OL€HKH IMPAKTUYECKOr'0o 3aHATHA.

3a TpaKTHUecKoe 3aflaHhe BBITIONHSETCS O/lHA W3 OLIEHOK: «OT/IMYHO», «XOPOLIO»,
«Y/AOBJIETBOPUTE/IHHO», <HEY/J0B/IETBOPUTE/THHO» .

OneHKa «OT/IMYHO» BBICTAB/ISETCS, €C/IM CTYAEHT aKTUBHO pabOTaeT B TeueHHE BCEro
MPAaKTUUECKOTO 3aHSITHs, [aeT BepHble U TOJHbIE OTBEThl Ha BOMPOCHI TperojaBatens U
TIOKa3bIBaeT MpU 3TOM IyOOKOe OBJajieHHe JIEKIIMOHHBIM MaTephajoM, BCe YaCTU 3a/laHus
BBITIO/THEHbI BEPHO (HOMYyCKArTCs HeDOOsbIIe HEeTOYHOCTH, He SIBJISFOLMeCs CJie[JICTBUEM
He3HaHWs WM HelOHMMaHUsi y4yeOHOro MaTepuana). PaboTa BBITIOJIHEHA CaMOCTOSITEBHO.
Pabora czana c cobmogenneM Bcex cpokoB. Co0mo/ieHs! Bee rpaBuia 0(opMyIeHHsI.

OneHKa «XOpOIIO» BBICTAB/ISIETCS, €C/M CTY/IEHT aKTUBHO pabOTaeT B TeUeHHe BCEro
MPaKTUUECKOTO 3aHATHS, [JaeT BepHble, HO BO3MOXKHO HETIOJIHbIE OTBETHI HAa BOMPOCHI
TIperiofiaBaTe/isi ¥ MOKa3bIBAeT MPU 3TOM CBOOO/HOE BjaJieHHe JIEKIMOHHBIM MaTepuajioM, BCe
YacTH 3a/laHysl BBITIOJIHEHBI BEPHO ([IOTMYCKAOTCS HETOUHOCTH, HE SIBJISFOIUECS CJIe[ICTBHEM
He3HaHWUs WIM HeNoHWMaHus YyuyeOHOro warepuasna). Pabota B 1leJIoM  BBITIO/IHEHA
CaMOCTOSITe/TEHO, BO3MOYKHO C KOHCYJIbTalliel rperofiaBaresisi. Pabora czjaHa ¢ cobsroeHreM
BCEX CPOKOB. JlOTyCKatOTCSl He3HAUUTe IbHbIe HeJJOUeThbl B 0(OPMJ/IEHUH.

OLjeHKa «yJ0BJIETBOPUTE/IbHO» BBICTABJISIETCS B TOM C/Iydyae, KOTAA CTYJeHT B LeJIOM
OBJIaJieJl CyThIO BOTIPOCOB TIO /IaHHOW TeMe, 0OHAapy>XMBaeT 3HaHWeE JIEKLIMOHHOTO MaTepHara.
[Tpu 3TOM Ha 3aHSITUU BeZleT ceOsl MACCHBHO, /IaeT HeroJIHble OTBEThI Ha BOMPOCHI, [JOMYCKaeT
OIIMOKM TIPU OCBEIEHWU TeOPeTHUYeCKOTO MaTepHasa, He Mo)KeT 0000IUTh U C/ieslaTh YeTKHe
nornyeckre BbIBOAbL. Pabora caaHa c omo3zgaHueM He Oosee /ByX 3aHATHH. []orycKaroTcs
He3HaunTe/IbHbIe HeZIOUeThl B 0)OPMIIEHUH.

O1jeHKa «Hey/ 0B/IeTBOPUTE/IbHO» BHICTAB/ISIETCS B C/ydae, KOT/a CTYIeHT 00Hapy KU/
HEeCOCTOSITE/IbHOCTb OCBETUTh BOIPOCHI MJTH BOIMIPOCHI OCBEILeHbI HelpaBUIbHO, OeCCUCTEMHO, C
rpyObIMH  OIIMOKamMM, OTCYTCTBYIOT TIOHUMAaHWsi OCHOBHOW CyTH BOIMPOCOB, BBIBO/PBI,
00006111eHMsI, O0OHapy>kKeHO HeyMeHHe peliaTh ydeOHble 3azaud. OOydarOmUics He MOXKeT
BBITIOJTHUATE paboTy 6e3 oMot npenozasaTessi. PaboTta c/jaHa ¢ HapylieHHeM CPOKOB (TI037iHee
yeM uepe3 /iBa 3aHATHs). B oopM/IeHUH MPUCYTCTBYIOT 3HAUUTE/IbHbIE HeZJOUEeThI.



1.2 Cniucox BONPOCOB M (M/1M) 3afaHMI /ISl IPOBe/ieHUs] TPOMEe)XYTOUHOM aTTecTaljuu

38.
39.
40.

41.
42.

(xomnerennus OIIK-5, unpukarop OIIK-5.1, uaaukarop OIIK-5.2)
Bompocsl K 3auery

OcHoOBHBbIe MpaBa rpakiad B cepe 06paboTKH 1 3aIUThl UHPOPMALIWK.

OCHOBHBIE TIPDUHIUIIBI TIPABOBOTO PETY/IMPOBaHUs B 007acTé 00pabOTKM M 3al[UThI
vH(popMaLu.

Wndopmanus. OcHoBHBIe cBOMCTBa Oe3omacHOCTH MH(OpMaLyi: KOH(GUAeHIUATbHOCTb,
11eJIOCTHOCTb, [JOCTYITHOCTb.

Buap! nHpopMaLum 1o nopsAKy JOCTyIa U paclipoCTpaHeHusl.

Orpanuyenue foctyrna K uHpopmaruu. 3ampyra uHpopMmauyu. O6beKThl 3aluThl. Bubl
TalH.

VHdopmalMoHHbIe TeXHOJIOTUU U UH(POPMaL[MOHHbIe CUCTEMBI.

O6mnagarens nHGOPMALK U OTIepaTop MHGOPMALMIOHHOW CHUCTEMBI.

OTBeTCTBEHHOCTH B chepe 006pabOTKH U 3aL{UThl MH()OPMALIH.

[TepcoHanbHBbIE A@HHBIE W TIPUHLUIBLI KX 00pabOTKH.

. Buipl mepcoHabHBIX JaHHBIX: CrielaabHble, OoMeTpruuecKre v 0011ie/J0CTyITHEIe.
. YcnoBusi 06pabOTKY 1epCOHaIBHBIX JaHHBIX.

. Coryiacue Ha 00pabOTKy TiepCOHA/IbHBIX JAaHHBIX.

. TpaHcrpaHWyHast Tiepefiaua MepCOHA/TbHBIX JJAaHHBIX.

. [IpaBa cyObeKTOB MepCOHa/IbHBIX JaHHbIX.

. OnepaTop MepCcoHaIbHBIX JJAHHBIX U €r0 00513aHHOCTH.

. Mepsbl obecrieueHust 6€30MacHOCTH IMePCOHATBHBIX JaHHBIX.

. KoHTpo/b 1 Ha/130p 3a BBIMO/IHEHWEM Mep T10 0becrieueHn 0 0e301acHOCTH.

. YTI0O/THOMOYeHHBI! OpraH 10 3alllyTe MpaB CyObeKTOB MepCOHaIbHbBIX JaHHBIX.

. [locsienoBaTenbHOCTD AEMCTBUI 110 3alidTe MHGOpMAaLUK.

. BoisiBnieHue 1 aHamM3 MH(MOPMAL[MOHHBIX aKTHBOB.

. @opmupoBaHue TpeOOBaHMUI M0 3amyTe MHGOOPMAIHH.

. [ToAx0BI K MOJETMPOBAHUIO HapyllIHTe/el HHGOPMaI[MOHHOM 6e30TacHOCTH.

. ¥Tpo3bl nHMOpMaIMoHHOH 6e30MacHOCTH.

. CpejicTBa 3alUThl MH(POPMaLUH.

. IIpoueccopsr.

. OcHOBHa# (K311 U onepaTrBHast) NaMsTh.

. BcriomoraTeibHasi mamMsiTh.

. YcTpoiicTBa BBOJa-BbIBO/ia (IIIMHBI, MOHUTODBI, IPUHTEPHI).

. YcTpoticTBa BBO/Ia-BbIBO/Ia (K/IaBUATYPhI U MBIIIIH, BeO-KaMepbl, MUKPO(OHBI).

. O6muii criocob xpaHeHus: 1 06pab0TKM MHGOPMAIMK B KOMITbIOTEpe.

. [ToHsATHS OnepaljMoHHOM U (Pali/IOBOM CHUCTEM.

. CybbexThl, 00beKThbI, METOABI U TIPaBa AOCTYTIa, IPUBUJIErUU CyObeKTa JOCTyTIa.
. IMCKperMoHHOe yTIpaB/ieHre AOCTYIIOM.

. MaH/1aTHOe yTipaB/ieHHe 10CTYTIOM.

. Unentudukanys, ayreHTU(HOUKAL[AS ¥ aBTOPU3ALHSL.

. ¥YTipaB/ieHHe JOCTYTIOM B OTepaljMoOHHbIX cucTeMax cemerictBa Windows.

. Unentudukanys, ayreHTHQUKALMsg U aBTOpPHW3alMsi B OMEPALMOHHBIX CHUCTeMax

cemetictBa Windows.

Peanuzaiusi ayauTa B onepalOHHbIX crcTeMax ceMelictBa Windows.

YripaBieHue AOCTYTIOM B OTepaljMOHHBIX cMcTeMax cemelicTBa Linux.

Npentudukaius, ayTeHTUdUKalMs U aBTOpU3al[Msi B OMNEpPaALMOHHBIX CUCTeMax
cemetictBa Linux.

Mopens ISO/OSI.

ApXuUTeKTypa U OCHOBHBIE MIPOTOKOJIbI JIOKA/IbHbIX BBIUUC/TUTEbHBIX CETeH.
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43. Knaccuukauyy ceTeBbIX YIpo3, ysI3BUMOCTEN U aTak.

44. CeTteBble aTaku Ha pa3/IMuHbIX YpoBHAX Mogenu ISO/OSI.

45. Knaccudukarpst BpeJOHOCHOTO ITPOrPaAMMHOTO 00ecrieyeHus!.

46. TIpu3HaKU NMPUCYTCTBHUSI BPeJOHOCHOTO MPOrPaMMHOT0 0becrieyeHusl.
47. MeTopl 0OHapy>keHUsI BpPeZOHOCHOTO MTPOrPaMMHOT0 0becrieyeHwus..
48. MecTo U po/ib MeXCeTeBbIX SKpaHOB B 00ecrieueHUr CeTeBOM 6e30MacHOCTH.
49. Knaccudukaiys Me>kceTeBbIX 5KPaHOB.

50. OCHOBHBIE BO3MOXXHOCTH MeKCeTeBbIX SKPaHOB.

51. JlocTOMHCTBA M HEJJOCTaTKU MEXXCeTeBbIX SKPaHOB.

52. ITocTpoenue npaBui (PUIbTPALIUH.

53. Kpunirorpadus apeBHero mupa.

54. Kpunitorpadusi cpeZiHUX BEKOB.

55. Kpunirorpadus snoxu Bospoxgenus.

56. Kpunrorpadus HoBoro BpemeHu.

57. CUMMeTpHUUHasi U aCUMMeTpUYHasi KpUnTorpagus.

58. BbIUMC/IUTENIBHO CJIOXKHBIE 3a/1aUi MaTeMaTUKH.

59. Kpuntocucrema RSA.

60. ITonsiTe Kpunrorpapruyeckoro NpoTOKOIa.

61. CBoiicTBa MPOTOKOJIOB, XapaKTePU3YIOIHe UX 0e30MacHOCTb.

62. CxeMbl IU(PPOBOU MOAHUCH.

HpaBnna BbICTAB/IECHHUA OII€HKH Hd 3aUeTe.

B miporjecce 3aueta TpebyeTcsi OTBETUTh Ha OJJUH U3 MPHUBEEHHBIX BbIllle BOMPOCcoB. Ha
MO/ITOTOBKY K OTBETY /laeTcsi He MeHee 1 aka/ieMHU4yeCcKoro vaca.
[To utoram 3aueTa BbICTaB/SIETCS OFJHA M3 OLIEHOK: «3aUTEHO», «He 3aUTeHO».

OuneHka «3auyTeHO» BBICTAB/ISIETCSI CTY/IeHTY, KOTOPbIA [IeMOHCTPUDYeT BJiajleHue
cofiep>kKaHHeM MaTtepuasa U MOHATUHHBIM afrapaToM TeOpuM ICeBO0CTyYalHbIX T'eHepaTopoB;
yMeeT CBS3bIBaThb TEOPHIO C MPAKTUKOW. B oTBeTe MOryT Z0OMycKaTbCsl OT/e/IbHble HETOUHOCTU
(HecymecTBeHHble ~ OMIMOKM), KOTOpbIe  WCIPABJSIIOTCS ~ CaMUM  CTYAEHTOM  TI0Cjie
JOTIO/THUTEeNbHBIX Y (W/IM) YTOYHSIFOIUX BOIMPOCOB 3K3ameHaropa. Ha yacTb [JOMOMHUTENbHBIX
BOIMPOCOB CTy/IeHT MOXKET He /laTb OTBET UM [jaTh HEeBEPHBIN OTBeT.

Onenka «He 3auTeHO» BBICTAB/ISETCS CTYAEHTY, KOTOPBIM  [|leMOHCTpUpYeT
pa3po3HeHHbIe, OeccucTeMHble 3HaHMsS; 0eCTOpSZO0YHO M HEeyBepeHHO H3/laraeT Marepuas; He
yMeeT Bbl/Ie/IITh [JIaBHOE U BTOPOCTEINIEHHOE, He YMeeT COeJJMHATh TeOpeTUUeCKHe MoI0XKeH!s C
TIPaKTHUKOM; AOMyCcKaeT rpyOble OMMOKY MPU Omnpe/ieIeH|H TIOHSATHH, BC/IeACTBHE HeTTOHUMaHHUS
VX CYLL[eCTBEHHBIX U HEeCYI|eCTBEeHHbIX NIPU3HAKOB U CBsi3el; /laeT HeIloJIHble OTBETHI, JIOTHKA U
1I0C/Ie/|0BaTeIbHOCTb  M3/I0)KEHUsT KOTOPbIX KMEIOT CYyIleCTBeHHble U TPUHLUNHNAIbHbIE
HapylleHus, B OTBeTaX OTCYTCTBYIOT BbIBOJbI. [OMOJHUTE/NbHbIE W YTOUHSIOLIME BOIPOCHI
5K3aMeHaTopa He TIpMBOJAT K KOpPpPeKLMU OTBeTOB CTyJeHTa. Ha OCHOBHyH 4acTb
JIOTIO/THUTE/TbHBIX BOTIPOCOB CTY/JEHT 3aTPYy/IHSIeTCS AaTh OTBET UM JlaeT HEBEPHbIE OTBETHI.

OueHka «He 3auTeHO» BBICTaB/ISIeTCS TAKXKe CTY/I€HTY, KOTOPBIN B3s1/1 5K3aMeHal[MOHHBIN
Ounet, HO OTKasascs /jaTb Ha HETrO OTBeET.



IIpunoxenue Ne2 K paboueii mporpaMmMe JUCIMITTHHBI
«be3onacHocTh B cOBpeMeHHOM HH()OPMaLIIOHHOH cpeje»

METOJII/I‘-[ECKI/IE YKa3aHUuA A1 oﬁyqammnxcs[ M0 OCBOEHHIO JUCIHUII/IUHbI

OcHoBHOW ¢opMoll u3nokeHus: yuyebHoro Mmarepuana mno gucuuriMHe «besomacHocTh B
COBpeMeHHOW WH(OPMAaLIMOHHOW cpejie» SBJSIOTCS JIEKL[MM, YTO CBSI3aHO, TMpeX[e BCero, C
HOBU3HOM Martepuarna st o0yuatomuxcs. [To 60bIIMHCTBY TeM MpeyCMOTPeHbI MpaKTUUecKue
3aHATUS, LeJIbI0 KOTOPBIX SIB/ISIeTCS 3aKpeIuvleHue JIeKLMOHHOIO MaTepuasna IMyTeM pelleHust
crieLiMasibHbIM 00pa30M MoZl0OpaHHbIX MPAKTHYEeCKUX 3a/ay.

[ yCrHemHOro OCBOEHMSI [JUCLMIVIMHBI Ba)KHO CAMOCTOSITeJIbHOE — H3ydeHue
TEOPEeTUUeCKOr0 MaTepuana W pelleHWe MpakKTUUeCKWX 3aZad, Kak B ayJUTOpPUM, TaK U
CaMOCTOSITEe/TEHO B KaueCTBe CaMOCTOSITe/TbHOU paboThl. [IprMeps peltieHust 3a/jau pa3ouparoTcst
Ha JIEKUUSIX U TMPAKTUUeCKUX 3aHATHUSIX, TIPU HeoOXOAMMOCTH 1o Haubosee TPYAHBIM TeMam
MIPOBOJIAATCS JONO/IHUTE/IbHBIe KOHCY/IbTallii. OCHOBHAS Lie/b pelleHrsl MpaKTUUecKuX 3a/iay —
TIOMOUYb yCBOMTb OCHOBHbIE TIOHSTHSI MH(OPMAalL[MOHHOW 0e30MacHOCTH, WX OmpefeneHus, a
TaK’Ke OCHOBHBbIE MeTOJbl M CpefcTBa obecrieyeHus: MH(GOpPMALMOHHOM Oe3omacHocTH. [s
pellleHHs1 3aJjau HeoOXOJWMO He TONbKO 3HaTh, HO W TIOHUMAaTh JIEKLMOHHBIA MaTepHall.
[TosToMy B Tmporjecce W3y4eHWs [JUCLUIUIMHBI PEeKOMeHZyeTCsi peryssipHas pabora c
KOHCIEeKTaMHU JIEKLIUA U PeKOMeH/J0BaHHO! TUTepaTypoi.

Bosbiioe BHMMaHWe [AO/DKHO OBITH yeieHO camocTosiTenbHOW pabore. B kauecTBe
3aflaHuM [y caMOoCTOsITe/TbHOM paboThl loMa CTyzleHTaM IpejjlaraloTcs 3a/jauk, aHaJoru4yHble
pa300paHHBIM Ha JIEKUSX Y MIPAKTUYEeCKUX 3aHATHSX WIN CXOXKHE C HUMHU.

[y TpoBepKHM U KOHTPOJSI yCBOEHWsI TeOpeTHUeCKOr0 MaTepuasa, NpUOoOpeTeHHBIX
MPaKTUUECKUX HABBIKOB pabOTBI C OCHOBHBIMHU TOHATHSIMUA B TeueHHe O0y4YeHUs! MPOBOJSTCS
MepOIpUATHs TeKylllel aTTecTaljid B BHJEe TeCTUPOBaHWM. Takke NMPOBOZASTCA KOHCY/IbTaL|UU
(mpy HeoOXOAMMOCTH) TIO JIEKIIAOHHOMY Marepuany W pa3bopy HEKOTOPBIX 3aflaHui ISt
CaMOCTOSITe/TbHOM paboThl.

B KoHlLle u3yueHMs [JUCLMIUIMHBI CTYZEHTbl CAAlOT 3ayeT. 3ayeT MPOBOAUTCS Ha
OCHOBAHHWU BBITIOJTHEHUST TeCTOBBIX 3a/laHUM U cobece/oBaHMsI HA OCHOBAHUM CITMCKAa BOTIPOCOB
K 3aueTy, KOTOPbI 0XBaTbIBaeT MOTHOCTBIO BCIO NTPOrpaMMy JUCLIUIIIMHEL.

YuebHo-MeTOHUECKOE 00ecreueHne
CaMOCTOATEe/THbHON Pa00ThI CTY/IEHTOB M0 AUCHHUILIHHE

[yt camocTosiTesTbHOM paboThl peKOMEeH/IyeTCs UCTI0/Ib30BaTh CIeAYIOLIYI0 yueOHy0
JIMTepaTypy:

1. Tanenbaym 3. ApxuTekTypa KommbioTepa. / J. Tanenbaym; [mep. c aura. HO.
l'opoxoBckoro, [I. IlunrtskoBa] - 5-e m3p. - CII6.: Ilumrep, 2013. - 843 c.
(akazieMruecKoe U3/10)KeHe MaTepyrara 10 apXUTEeKType KOMITbIOTepa).

2. Tauenbaym O. CoBpeMmeHHbIe orepaljioHHbIe cuctembl. / O. Tanenbaym, X. boc;
[riep. c anrn. A. JleoHTheBOM, M. ManbiiieBoii, H. BunbunHckoro] - 4-e u3zg. - CIT0.:
IMurep, 2019. - 1119 c.: wn. (akagemMuueckoe U3/I0KeHHWE MaTepuana I10
OTepaLMOHHBbIM CHCTEMaMm).

3. Tanenbaym 3. KommbtorepHsie cetu. / . Tanenbaywm, [I. Y33eposs; [rep. ¢ aHri. A.
I'pebenbkoBa] - 5-e u3g. - CII6.: ITutep, 2019. - 955 c. (akafieMHUUYeCKoe H3/I0KeHHe
MaTepuasa 110 KOMIbITEPHBIM CeTsIM).

4. Andepor A.Il. OcHoBrbl Kpuritorpaduu. Yue6Hoe rnocobue. / A.I1. Ancdepos, A. FO.
3yboB, A.C. Ky3bmun, A.B. Uepemymkun. M.: T'emmoc APB, 2005. 480 c.
(akazieMruecKoe U3/10)KeHWe MaTepyasa o Kpunrorpagpun).



