MMHOBPHAYKH POCCHUHU

SpocaaBckuii rocygapcrseHHbliii yuusepceuter um. ILI. lemngoBa

Kadenpa mudpoBbIX TEXHOIOTHI U MAIIMHHOTO O0YYCHUS

YTBEPXIAIO
I[eKalg_@};sﬂjeCKoro (dakynapTeTa
—— H.C. Orues

(noonucty-
«23» mas 2023 .

Pabouas nporpamma IuCIUTUIMHBI
«OcHOBBI HH(POPMALMOHHOM 0€30IaACHOCTH»

Hanpasnenune noaroToBku
«11.03.01 PaguorexHukay

Hanpasnennocts (npoduib)
«00 Pagnorexuukay

®opma 00yueHust
OuHast
[IporpamMma onobpena [Iporpamma onobpena HMK
Ha 3acenanuu Kadeapsl ¢dbuzmveckoro axkynprera
ot «17» anpens 2023 roaa, mporokost Ne 8 npotokoi Ne 5 ot «25» anpens 2023 rona

Apocnasib



1. Ien ocBOEHMS TUCHMIIJIMHBI

Llens OCBOEHMS JUCIUILIMHEI — IIOATOTOBKA B 00JIACTH OCHOBHBIX MPUHIIMIIOB U METO/IOB
UH(POPMALIMOHHOMN 0€30MaCHOCTH.

3amaun JUCIUIUIHHEL:

- O3HAKOMJICHHE C OCHOBHBIMHU MPOOIEMaMH 3alUThl HHPOPMALUU B WHPOPMALMOHHBIX
CHCTEMaX;

- TI0Ka3 OCHOBHBIX METOJIOB M CPEJCTB, HCIIOJIb3YEMbIX MPHU 3aAIIUTE CUCTEM IEpeaun U
00paboTku nHOpMaIUu;

- 00ydeHue CTaHAAPTHBIM MPUEMaM 3alIUThl HHYOPMAIMH B KOMIBIOTEPHBIX CUCTEMAX H
JOKAJIBHBIX CETAX.

2. MecTo TMCHUIIMHBI B CTPYKTYpe 00pa30BaTe/ibHOI MPOrpaMMbl

JlucumIinHa OTHOCHTCS K JUCITUILIMHAM TI0 BEIOODY.

OHa OCHOBBIBAa€TCS HAa 3HAHMAX, YMEHMSIX M HABBIKAX, IOJYYEHHBIX CTYIAEHTaMHU IpU
M3Yy4YCHUU TUCHUIUIMH: «Teopus BEpOATHOCTEN M MaTEMATHYECKasl CTaTHUCTUKaY, «/luckpeTHas
MaTematuka»,«O0paboTka M mnepenaya MyIbTUMEAMHHON uHboOpManuny, «OnepanuoHHbIe
CHCTEMBI PEATBHOTO BPEMEHMN .

Omna TecHO cBsi3aHa ¢ TUCHUILUINHON «H(MOpPMaIlMOHHO-BBIUNCIUTEIBHBIE CETHY, a TAKIKE
C PSIZIOM JUCIUILINH 10 BHIOODY.

3HaHUs, YMEHHS M HaBBIKU, MOJIyYCHHbIC NPU U3YUCHUHU JAHHOW JUCUUILIMHBI, MOTYT
UCIIOJIb30BAThLCS CTYJCHTAMH ITPH BBIITOJIHECHUN BBIITYCKHOM KBATH(PUKAITMOHHON paOOTEHI.

3. IllianupyemMble pe3yabTAThl 00y4eHHUs! N0 AUCHUILINHE, COOTHECEHHbIE ¢ IJIAHUPYeMbIMHU
pe3y/IbTaTaMH 0CBOCHHs 00Pa30BaTEJbHON NPOrpaMMBbI

IIponiecc u3ydyeHus AUCUUILIMHBI HAapaBjieH Ha (OPMHUPOBAHUE CIETYIOIUX 3JIEMEHTOB
komneteHmii B coorBerctBuu ¢ ®I'OC BO, OIl BO u npuobpereHust cienyromux 3HaHUH,
YMEHUH, HaBBIKOB U (MJIM) OIBITA 1EATEIbHOCTH:

ITIOMCK, aHAJIN3 U
BBIOOP METOJIOB UX
peleHus

HNuaukaro
dopmupyemas 8 P
JAOCTHIKEHUSI
KOMITETEeHIIUS Ilepeyens
KOMIIETEeHIINH
(ko u (ko 1 IUIAHUPYEMBIX Pe3yJIbTATOB 00yYeHHUsI
¢opmynpoBka)
(opmyIHpoBKa)
IIpodeccnonaIbHBIE KOMIIETEHIIHH
IK-1. N TIK-1.2 3HaTh:
Crniocoben [TpoBoauT aHanu3 u - OCHOBBI TIOCTPOEHUS 3ALIUIIEHHBIX CUCTEM
OCYILIECTBIATH COOpP | 0OOCHOBAaHHBIN CBSI3U;
1 00paboTKy BBIOOp METOJIOB - OCHOBHBIE BUJIBI YTPO3 IS
HCXOJ/IHBIX TAHHBIX pereHus TEJIEKOMMYHUKAIIMOHHBIX CUCTEM.
JUIS pellieHus npo(ecCHOHANBHBIX | YMeTh:
MOCTaBJIEHHBIX 3aja4 B 0051aCTH - BBISIBJISITh M YCTPAHATh MOTEHIIUATbHBIE
po(ecCHOHANBHBIX | PAIUOTEXHUKU YSI3BUMOCTH, C TO3UIMI 0€3011acHOCTH,
3a/1a4 B 00J1acTH WH(OPMALIMOHHBIX CHCTEM.
PaIMOTEXHUKH, Baaners HaBbIKAMU:
OCYLIECTBIIATH - paboThI C HOPMATHBHBIMU JOKYMEHTAMU;

- cbopa u aHanu3a uHGopMaIuy,
HEOO0XO0IMMOM ISl OLIEHKH 3alUIIEHHOCTH
TCIICKOMMYHHUKAIIUOHHBIX CUCTEM.




4. O0bém, CTPYKTYpa U coepsKaHue TUCHUTIIHHBI

OO6mmas TpyA0EMKOCTh JUCIUTLINHBI COCTaBIseT 3 3a4€T. ef., 108 akan. uac.

Ne Tembl (pa3aesnbl) Buabl yueOHbIX 3aHATHI, DopMBbI TEKYLIEro
n/n JAUCHMILTHHBI, BKJII0OYAsi CAMOCTOSITEILHYIO KOHTPOJISA
UX coepKaHue paboTy CTY/IEHTOB, yCIeBaeMoCcTH
U UX TPYA0EMKOCTH
(B akaJjeMHYeCKHX Yacax) dopma
& | KonraktHasi padora NPOMEsKYTOUHO
3 % aTTecTAlMH
5 N ) < | 3 = (no cemecmpam)
|l .| E| 2| E|Eg5¢g
S| 8| & E12E 2| dopme 20 u 10T
= = & 2|58 08 p
5| E|&| 2|24 65 = (npu nanuuuu)
= = 4 g o
1 BBenenue 8 2 3,7 |YcTHBII ompoc
2 TexHoI0rNM 3a1UThI 8 12 6 |YcrHbIi onpoc
uHpOpMaun
3 CrangapThl MO 3alIUTE 8 10 2 6 |YcrHbIi onpoc
uHpOpMaun
4 |OOue KpUTepUH OIICHKK | 8 10 6 |YcrHbIi onpoc
3aITUIIEHHOCTH
WH()OPMAITMOHHBIX CHCTEM
5 |Kanansl yredku 8 6 2 6 |YcrHsIii onpoc
nH(pOpMaIY U UX aHAIIN3
ITpomerxyTouHas arrecTanusi| 8 0,3 3auér
UTOI'O 8 40 4 03] 27,7 |108
¢ mom uucne ¢ 30 u ;10T

Co;[epma}me TEM JTUHCHUIIJINHBI

Tema Nel

Beeoenue
IIpenmer, menu, 3amadu W coaepkaHue Kypca «OCHOBbI HH(POpPMAIMOHHOW Oe3omacHOCTHY. PoJib
CHELHUAINCTOB [0 OPraHU3alMK 3alIUThl HH(QOpPMAIMU B TOCYIapPCTBEHHBIX U KOMMEPYECKHX CTPYKTypax. bazoBble
3HaHU, HEOOXOIUMBIE TS U3YUeHUs Kypca. PekoMeHryeMble yaeOHbIe TOCOOUS.

Tema No2

Texnonozuu 3auumol ungopmayuu

OCHOBHBIE YTrpo3bl HHPOPMAIIMU B KOMIIBIOTEPHBIX cucTeMax. LIeHHOCTH, OITaCHOCTH, TOTEPH, PUCKH, YTPO3BI
B KOMIBIOTEpHBIX cHucTeMax. OCHOBHblE yrpo3bl HHGOpPMAalMM B KOMIBIOTEPHBIX CHCTeMaX, crenupuka
BO3HUKHOBEHHSI yIPO3 B OTKPBITBHIX CETSAX, OCOOCHHOCTH 3allUThl MHGOPMAIMK Ha y3J1aX KOMIIBIOTEPHOH CeTH,
CHCTEMHBIC BOMPOCHI 3aIIMTHl NPOTpaMM M JAaHHBIX. AHaNM3 PUCKOB. Mojenb NPOTHBHUKA, BO3MOXHOCTH
MPOTUBHUKA; NAPAJUIENbHBIA aHANN3 1ieJIel 1 BO3MOXKHOCTEH 3JI0YMBIIITIEHHUKA B KOMIBIOTEPHON CETH U B CUTYallUU
NpY HaJWYMM W30JMPOBAHHOTO KOMITbIOTEpA. AHAIN3 KPUTHUECKHX TexHojorui. [lonmuruka Oe3omacHOCTH UIs
nHopManmoHHbIX cucTteM. OCHOBHBIE KaTe€ropuu TpeOOBaHMH K NPOrpaMMHONH M IIPOrpaMMHO-aIapaTHON
peann3aly CpeCTB 3aIUTHl HHpopManuy.

Tema Ne3
Cmanoapmot no 3auume ungopmayuu
AwmepukaHnckuil  craHgapT  «OpanxkeBas  kHura». lIloctpoeHne  rapaHTHpOBaHHO
3alUIICHHBIX 0a3 JaHHBIX M WX OIEHKa Mo craHgapty «OpaHkeBas KHHUra». EBponeickuii
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cTaHgaptT mno Oe3omacHocTH. DyHKUMOHAIbHbIE TpeOoBaHUsA. Bompocbl rapanTHii u
s dexruBHOoCcTH. CTanmaapThl U TpedoBanus PCTIOK PO no TexHuueckou 3amure nHPOpMaIum.
Cucrema JNUICH3UPOBAHUS W CEPTUPHUKAIMHU CPEICTB 3alUTHL. ATTECTAIUs 3aIIUIICHHBIX
cucteMm. CtpykTypsl B PD, oGecnieurBaromiye JuieH3upoBanue u ceptudukanuo. HopmatusHas
0a3a 1 OTBETCTBEHHOCTb 32 3AIIUTY HHPOPMALIMU B KOMIBIOTEPHBIX CUCTEMAX.

Tema Ne4

Oougue Kpumepuu oUeHKU 3auUUIEHHOCIMU UHQOPMAYUOHHBIX CUCHEM
IMoxxox x 6e3omacHOCTH MHAOOPMAIIMOHHBIX CUCTEM M 0a3oBble KOHUenuH. [Ipodwrs 3ammurel. OyHKIHN
MOJICPKKA TONMUTUKU Oe3omacHocTH. ['apanTin 6e3omacHocT. TpeboBanns mo 6e30macHOCTH WH(POPMAITHOHHBIX
TexHonorui. OIEHKH 3aIlUIIeHHOCTH. KOMIOHEHTHI MOACHCTEM TMOMACPIKKH MONUTHKUA Oe3omacHocTH. Kitacchel
otieHkH Oe3omacHocTh. TpeOoBaHus K oacUcTeMaM ayauta. [1ocucTeMbl TOATBEPKACHUS MOJTHHHOCTH OTIPABKH
U monydeHust cooOruieHus. [loacucremsl pasrpanudenust nocryna. [lomcucremsr ayrentudukanuu. I[loacucteMsl
3amuThl GpyHKIU 3amuThl. [10cHCTEMBI 3aIUTHI PECYPCOB CHCTEMBIL. [10ICHCTEMBI 3aIUTHI CBSI3H.

Tema Ne5
Kananot ymeuxku ungpopmayuu u ux ananu3s
OTKpBITHIE U 3aKPBITHIE KaHaAIbl Nepenadn nHGopManuu. YrpasieHue KOHQUrypamnued. Y cTaHOBKa CUCTEM
CKBO3HOTO M KaHaJIbHOTO IK(ppoBaHus. MonepHu3aiyst HHGpOPMAMOHHBIX TEXHOJIOTHI. YPOBHU TapaHTHH.

5. O0pa3oBaTejibHbIe TEXHOJIOTHH, B TOM 4YHCJI€e TEXHOJOTHH IJIEKTPOHHOTO O0yYeHUsl H
AUCTAHIMOHHBbIE 00pa3oBaTeibHbIe TEXHOJIOTMHU, HCHOJb3yeMble MPHU OCYIIEeCTBIECHUH
00pa3oBaTeILHOIO NMPoIecca Mo JUCHUILINHE

B mnpomecce oOyueHuss COOTBETCTBYIOLICH AUCIUIUIMHE HCIOJIB3YIOTCA CIEAYIOIINE
00pa3oBaTeybHbIC TEXHOJIOTHUH:

IIpakTnyeckoe 3aHsiITHE — 3aHATHE, TOCBSILIEHHOE OCBOCHUIO KOHKPETHBIX YMEHUU U
HABBIKOB ¥ 3aKPEIIJICHHUIO TIOJTyYSHHBIX Ha JICKITUSIX U B PE3yIbTaTe CAMOCTOSTEILHOM ITOATOTOBKH
3HaHWUM.

KoHcynbTauuss — 3aHsITHE Tiepe] MPOBEACHHWEM 3a4eTa, Ha KOTOPOM IPOBOJHTCS
KOHCYJTUPOBAHUE IO U3yYEHHOMY MaTepuany, (opMaM 3aJlaHuii UTOTOBOTO KOHTPOJISI, OTBETHI
Ha BOIMPOCHI CTYACHTOB IO TUCITUTUIHHE.

6. [lepeyeHb JMIEH3HOHHOTO M (MJH) CBOOOJAHO PACHPOCTPAHSIEMOr0 MPOrPaMMHOIO
o0ecrieyeHusi, HMCNOJb3yeMOro MPH OCYLIEeCTBJIEHHH O00pPa30oBaTeJbHOI0 Impouecca II0
AUCIHHUIIMHE

B mpouecce ocymectBieHuss o0Opa3oBaTeNpHOrO  Ipolecca MO JUCHUIUIMHE
UCIIONBb3YOTCSA:

Ui (popMHpPOBAHUS MAaTEPHATIOB JJISl TEKYILLEro KOHTPOJISI YCIIEBAEMOCTH M MPOBEIECHUS
MIPOMEKYTOUHOM aTTecTaIuy, Ui GOpMUPOBAHUS METOAMUECKUX MATEPUAIIOB MO TUCIUTUINHE:

- mporpammel Microsoft Office;

- Adobe Acrobat Reader.

7. IlepeyeHb COBpPeMEHHBIX MNPO(ECCHOHAIBHBIX 0a3 [JaHHBIX U HHGOPMALMOHHBIX
CIIPABOYHBIX CHCTEM, MCI0JIb3YyeMbIX NMPHU OCYLIeCTBJIeHUN 00pa30BaTeIbHOIO Mpolecca 1no
AUCHHILIMHE (IPH He00X0AMMOCTH)

B mpouecce ocymectBieHuss o0Opa3oBaTeNpHOrO  Ipolecca MO  JUCHUIUIMHE
UCIIOJIb3YIOTCS:

ABTOMAaTH3UPOBaHHAs O610IMOoTeYHO-UH(OPMAITMOHHAS cucrema «bYKU-
NEXT»http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

8. [lepeyeHb OCHOBHOI ¥  [ONOJHHUTEJbHOH Yy4eOHOWH JMTEepaTypbl, pecypcoB
HH(POPMALMOHHO-TEIEKOMMYHUKAIIMOHHOH ceTH «UHTepHeT» (NMpPH HE00XO0AMMOCTH),
PEKOMEHyeMBbIX /ISl 0CBOCHHS IHCUHUILIHHbI


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

a) OCHOBHasI JIUTEpPaTypa

1. Cxmapos J1.B. UckyccrBo 3amutsl 1 B3nmoma uHpopmaruu. CII16.: BXB-IletpepOypr, 2004.
2. MonnoBsH A.A. u gap. Kpunrorpapus: VYuebnuk s By3oB / MomnnossH AA.,
Mounnossin H.A., Cosetos B.51. CII6.: Jlans, 2001.

0) 10MOJTHUTEJIbHAS JIUTEepaTypa

1. bapuues C.I'., 'onuapos B.B., CepoB P.E. OcHOBBI coBpeMeHHO# kpunTorpadpuu: yaeOHbII
Kypc - 2-¢ u31., nepad. u non. M.: ['opsiuas nunus-Tenexom, 2002.

2. Cunopun 10.C. Texnmueckue cpencrtBa 3amuThl nHpopmanuu: ydebnoe mocobue. CIIO.:
CIIoI'TLY, 2005.

3. CoxkonoB A.B. 3amura nadopmMaium B pacpeieJICHHbIX KOPIOPATUBHBIX CETSIX M CUCTEMAaX.
M.: IMK, 2002.

B) pecypchl ceTu «AHTepHeT»:
Caiitei 1o  Bompocam  uWH(opManmoHHoW  Oe3omacHoctu:  http://www.itsec.ru,
http://bugtrag.ru/, http://www.securitylab.ru/, http://iso27000.ru/

9. MaTepua/ibHO-TeXHHYecKas 0a3a, He0OX0AUMAs ISl OCYyLIeCTBJICHUsI 00pPa30BATEILHOIO
npouecca no AUCUMIINHE

MarepuanbHO-TeXHUYECKas 6a3a, HeoOXoauMas sl OCYIIECTBIECHHUST 00pa30BaTEIbHOTO
npoiiecca 1o AUCLUILIMHE BKII0YAeT B CBOM COCTAB CHEIMAIbHbIE TOMEILCHHSL:

— ydeOHbIe ayIUTOPUH JJI IPOBEACHUS MPAKTUUYECKUX 3aHATHH (CEMUHApOB);

— yudeOHbIE ayIUTOPUU AJI IPOBEJACHUS IPYNIIOBBIX U UHIUBUYaTIbHBIX KOHCYJIbTALIUH,

— yd4eOHble ayAUTOPUM Ui TNPOBENCHHSI TEKYLIEro KOHTPOJS U INPOMEXKYTOYHOH

aTTeCTalluu;

— IOMEIEHUs U1 CAMOCTOSTENbHON paboThI;

— TIOMEIICHHUS JUISI XPAaHEHHUsS M NPOPHIAKTUIECKOTO OOCITY)KMBAaHUS TEXHUYECKHX

CpeACTB O0yUYECHHS.

CrnenanbHble MOMEIIEHHUS] YKOMIUIEKTOBAaHbI CPEACTBAMU OOYYEHHUs, CIYXKAIUMH JUIs
npeJcTaBieHus yueOHOoM nHpopMaluy 60JIbII0N ayAUTOPUH.

ITomerieHust A CaMOCTOSITENTLHOM pabOThl O0YYAIOIIUXCS OCHAIIEHBl KOMIBIOTEPHOMH
TEXHUKOW C BO3MOXKHOCTBIO MOAKIIOUEHUs: K ceTu «MHTepHeT» M obecrneueHueM J0CTyna B
3JIEKTPOHHYIO HHPOPMALMOHHO-00pa30BaTeIbHYIO Cpely OpraHU3alllu.

Yucno nocajiouHbIX MECT B ayIMTOPUU JJIs MPAKTUUECKUX 3aHATUN (CEMHHApOB) OOJIbIIIE
1100 paBHO CIIHUCOYHOMY COCTaBY I'PYIIIbI 00YyYarOLIHXCS.

ABTOD:

[Tpodeccop kadeapsr

U(POBBIX TEXHOJOTUH U

MaIIuHHOTO 00y4eHus, 1. T. H. A.JL Tlpuopos


http://www.itsec.ru/
http://bugtraq.ru/
http://www.securitylab.ru/
http://iso27000.ru/

IIpunoxkenne Ne 1 k paGoueil nporpaMme M CUHUIIIMHBI
«OcHOBBI HHPOPMALMOHHON 0€30ITACHOCTH»

DoH/1 OLIECHOYHBIX CPEICTB
AJIsl IPOBe/IeHUs TeKylleil U MPOMeKYTOYHOI aTTecTalliu CTY/AeHTOB
N0 AUCHUIIHHE

1. TunnoBbIe KOHTPOJIbHBIC 3a/IJaHUA WX UHbIC MaTCepHUHAJIbI,

H606X0)II/IM]>Ie AJIA OHCHKH 3HaHHﬁ, yMeHHﬁ, HAaBbIKOB U (I/I.]'[I/I) onbITa A€ATCJIbHOCTH,

CoNoOA~WNE

[EEN
o

11.
12.
13.
14.
15.
16.

17.

18.
19.
20.
21.
22.
23.
24.
25.
26.

XapaKTepU3yIIMX 3Tanbl ((POPMHUPOBAHUS KOMIIETEHIHI

1.1 KoHTpoJibHBbIE 3aJaHUSI U HHbIE MATEPHAJIBI,
HCIoJIb3yeMble B IpoLecce TeKyllei arrecTanuu

YcTHbIM Onpoc

CRC-anroputmbl 00HapyxeHus omnbok B Tpanzakiusax USB makeToB.
be3zonacHocTh GecipoBoiHBIX ceTel cranaapra 802.11.
besonacuoctecoenunenus bluetooth-ycrpoticTs.

[Tpotoxon EAP.

0630p Texnonoruu EDGE: ocHOBHBIE TPUHIIMIIEI 0OecTiedyeHs 0€3011aCHOCTH.
bezonacunocterexHonorun GPRS.

Texnonorus 6ezonacHoctu B SIM-kapTax.

MeToibl 3amuThl HHOOPMALIUYA B MOOUIILHOU CBS3H 3-TO TIOKOJICHHSI.
Texnomorusst GPRS u 6e3omacHOCTh nepeaaun JaHHbIX .

. lludpposanne, ocHOBaHHOE Ha MecTonojoxennu: Mcmonb3oBanue GPS it moBbimeHus

CTETIEHU 3allUThI JAHHBIX.
Cwmapt-kapThl. 3anmTa U 6€301MacHOCTb.

Anroputmsl mudposanus B cetax GSM.

CrnocoOsl1 3amuTel CD OT HeneraabHOro KOMUPOBaHMUS.

PaznuuHble TEXHOJIOTUHU 3AIIUTHI AJ1s IM(PPOBOTO BHUIEO.

Bamura aBTopckux npas B DVD u DivX.

DJEeKTPOHHBIE KIIHOYH — KOMITJIEKCHOE pellieHHe MPOoOIeMbl MUPATCKOr0 KOMUPOBAHUS
KOMITHIOTEPHBIX ITPOTPaAMM.

CoBpeMeHHas cTeraHorpadusi: IPUHIMIIBI, OCHOBHBIE HOCUTEIHN U METO/IbI
IIPOTUBOJICUCTBHUS.

bezonacunocts TCP/IP.

[IporokonpacnpeneneHusikmouei Kerberos.

CerteBble cpeicTBA YIIPABIEHUS JOCTYIIOM.

bnounsle cummerpuunblie mgpsl B SSL.

be3zonacHOCTb 3JIEKTPOHHON MOYTHI.

ATaky, OCHOBaHHBIE Ha NIepenoiHeHNU Oydepa 1 KOHTPMEPHI M0 UX MPEJOTBPAIICHHUIO.
Cpasnenue xemr-¢pynkuud MDS u SHA-1.

Cpasuenue anroput™oB Blowfish u DES.

[TpUHIUIBI TOCTPOCHUS CUCTEM OMOMETPUYECKOH ayTeHTU(DUKAIIIH .



1.2 Cnucok BonpocoB u (MJ1M) 3aJaHui ISl POBeeHHs MPOMEKYTOYHOI aTTecTanuu

Boo~NoR~WNE

18.

19.
20.
21.
22.
23.
24.
25.
26.
27.
28.

0.
11.
12.
13.
14.
15.
16.
17.

Bonpocsl k 3auéry

CRC-anroputmbl 00Hapy»)eHHs OO0k B TpaH3akiusax USB nmakeTos.
be3onacHocTh OGecripoBoIHBIX ceTei cranmapTa 802.11.

besomacHocts coenunenus bluetooth-ycrporicts.

[Iporokon EAP.

0630p texnosnoruu EDGE: ocHOBHBIE pUHIHITEI 0OecTieueHHs 0€301acCHOCTH .
bezonacnocterexnonorun GPRS.

Texuomnorust 6e3omacHocT B SIM-kapTax.

MeTo/b1 3a1uThl HHGOPMAIUU B MOOMIIBHOM CBSI3U 3-T0 MOKOJICHUS.
Texuonorust GPRS u 6e3onacHocTs nepeaayn JaHHBIX.

[udpoBanme, 0OCHOBaHHOE Ha MECTOIOJIOKECHHUH.

Ncnonp3oBanne GPS 1ui NOBBIIEHUS CTENIEHU 3aIUTHI IaHHBIX.
CwmapTt-kapThl. 3amura 1 6€30MacHOCTb.

Anroputmsl mudpoBanus B cetax GSM.

Crioco6s! 3amuTsl CD OT HenerajibHOro KONUPOBaHMUS.

PaznuaHbie TEXHOIOTHH 3alUTHI I TU(PPOBOTO BUIEO.

Bamuta aBTopckux npas 8 DVD u DivX.

DJEKTPOHHBIE KIIFOYX — KOMIUIEKCHOE PEIICHNE TPOOIEeMbI TUPATCKOTO KOMHUPOBAHHUS
KOMIIBIOTEPHBIX POTPAMM.

CoBpeMeHHas cteraHorpadusi: TPUHIHITE], OCHOBHBIE HOCHTEIH U METO/IBI
MPOTUBOICHUCTBUS.

bezonacnocts TCP/IP.

[Iporokon pacnpenenenus kiroueii Kerberos.

CereBbie CpeiCTBA YIIPABICHHS JOCTYIIOM.

bnounsle cummerpuunbie mudps B SSL.

be3onacHOCTb 2JIEKTPOHHOM ITOYTHI.

ATaku, OCHOBaHHBIE Ha MIEpernoiHeHnU Oydepa U KOHTPMEPHI M0 UX MPEJOTBPAIICHHUIO.
Cpasuenne xenr-¢pyakuuid MDS u SHA-1.

Cpasnenue anroputmoB Blowfish u DES.

[TpUHIUIIBI TOCTPOCHUS CHCTEM OMOMETPUIECKOH ayTeHTU(DUKAIIH .
Bupl naHHBIX, HCTIOIb3yeMble PU TOCTPOCHUU CUCTEM OMOMETPUYECKOM
ayTEeHTU(UKALINU.

KDI/ITepI/II/I OEeHHUHBAaHHd OTBETOB Ha BOIIDPOCH

6uaIerTa

. IIponBuHYTHII Boicoknii
. Iloporosslii ypoBeHb
KpuTtepuii YPOBEHb YPOBEHb
(HA «Y10BJIETBOPUTETHLHOY)
(Ha «xXopoLIOY) (HA «OTJIMYHOY)
CooTBeTcTBHE Xots Obl yacTHyHOE (HE ITonHoe [TomHoe
0TBeTa BONpPOCY OTHOCsIIIEeCS K BOIPOCY HE MOJIEKUT
MTPOBEPKE)
Hanmnune NmeroTcs oTnenpHbIe TPUMEPHI MHoro Ectp
NpuMepoB MIPUMEPOB MPAKTHYECKA KO
BCEM
YTBEPIKJICHUAM
Conep:xanne [lonstuiiHple Bompochkl u3NM0XkeHbl ¢ | OTBET MOYTH MOJI- HcuepnriBaro-
oTBeTa KJIacCU(pHUKAIMIMKM,  HPOOJIEMHbIE  C | HbIH, O€3 OMIMOOK,HE | IIMH OJHBIN
MOCTaHOBKOW MPOOJIEMBI M M3JIOKEHUEM | XBaTaeT OTACIb-HBIX | OTBET
pa3sIMuYHBIX TOYeK 3peHud. VIMeroTcs | aIeMEeHTOB U
OIMOKY VITH POOEIHI. TOHKOCTEH







22.0nuMcaHue IpoHeAYDPH BRHCTAaBJEHHSTI OIle HKH

Msyuenue IUCILULHUIOJNUHBH 3aKaHdYduBaeTo«
auérTtToM. Jlnig mMOATOTOBKH OTBeTa Ha BOINPO
HaeTa oTBOAUTCS He MmeHee 4d0MUHY T.

OmeHK a 3adyTeHdHOY BBHHCTAaBJsTeTCHd, e c.J
BeT Ha Bomnpoc OuageTa JaH He HHUXKEe, d4eM H
DOTOBOM Yy DOBHe.

Onmenka He 3a4YTeHOY BBHCTAaBJASAETCSHI, €cC.Ja
BeT Ha BoOIONpoOC OHUJJgeTa JgJaH HHUXeEe, YeM H
DOTOBOM Y DOBHe.



IIpunoxkenne Ne 2 k paGoueil mporpaMme U CUHUIIIMHBI
«OcHOBBI HHPOPMALMOHHOK 0€30ITACHOCTH»

MeToauyeckue yKa3aHUs JJIsA CTY/IEHTOB 110 OCBOEHHIO JUCIIHIIMHBI

OcHoBHOHl (hopmoOii ycBOoeHHMsS ydeOHOro watepuaiga 1o guciuiimHe «OCHOBBI
WH(GOPMAIIMOHHONH 0€30MacHOCTU» SIBISETCS CaMOCTOSITENIbHAS pa0doTa CTYACHTA, MPUYEM B
noctaTouyHo OomnbiioM oObeme. [lo Bcem TemMaM mpeaycMOTpEHbI 3aJaHusi CaMOCTOSATEIbHON
paboTBl, HAa KOTOPBIX IMPOUCXOJUT 3aKPEIJICHHWE W3YYEHHOTO Marepuaia U oTpaboTka
HEOOXOIUMBIX HABBIKOB.

N3yuenue nuCHMIUIMHBI 3aKaHYMBaeTcs 3a4eToM. OIleHKa BBICTABIISIETCS HA OCHOBaHUU
ypOBHSL C(HOPMHUPOBAHHOCTH YKa3aHHBIX KOMIIETEHIIMI, KOTOpPBIN OLIEHWBAETCS KaK CpPeIHss
OIICHKAa MO COBOKYIHOCTH IapaMETPOB: OLIEHKH 3a CaMOCTOSITEJIbHBIC 3aJlaHUsl U OTBETHl Ha
BOITPOCHI OMJIETA.

OcBouUTH BOMPOCHI JAHHOW JUCIHUIUIMHBI CAMOCTOSITENIBHO CTYJIEHTY JIOCTATOYHO CJIIOXKHO.
[Tocemienne Bcex MpPeayCMOTPEHHBIX JIEKUUN W MPAKTUYECKUX 3aHSITHH SIBISIETCS COBEPILEHHO
HEe0OXOoauMBIM. be3 yIopHBIX M peryiasipHbIX CaMOCTOATENIbHBIX 3aHSATUN B TEUEHHE CEeMecTpa
CAATh 3aU€T MPAKTUYECKU HEBO3MOKHO.
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