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IlepeyeHb OCHOBHOM M JONOJHUTEJIbHON Y4eOHOM JIMTEPATYPbl, HEOOX0AUMOM
JJIS. OCBOCHUS TUCUMILIMHBI (MOIYJISA)

OcHoBHas IUTEpaTypa:

1. HNudopmanmonHas 6e30macHoCTh U 3amuTa nHdopmanuu : yaebnoe nocodue / A. C.
Mumnzos, C. B. boosuiesa, I1. A. Ocunos, A. A. TTonoB. — Jly6Ha : ['ocygapcTBeHHBII
yauBepcureT «Jlyonay, 2020. — 85 c. — ISBN 978-5-89847-608-3. — Tekcr :
3JICKTPOHHBIN // JIaHb : aneKTpoHHO-O0nbIMoTeunas cucrema. — URL:
https://e.lanbook.com/book/154490

2. Hectepos, C. A. OcHOBBI HH(POPMAIIMOHHON Oe30macHOCTH : ydeOHoe mocodue / C. A.
HecrepoB. — 5-¢ u3n., crep. — Cankr-IlerepOypr : Jlanp, 2022. — 324 ¢. — ISBN 978-
5-8114-4067-2. — Texkcr : 3neKTpOHHBIH // JIaHb : 3JIeKTPOHHO-OMOINOTEYHAs CUCTEMA.
— URL: https://e.lanbook.com/book/206279

JononHuTeNbHAS TUTEPATYpA:

1. Moprynos, A. B. UnpopmanmonHast 6€30macHOCTb : yueOHO-MeToIn4ecKoe nocooue /
A. B. MoprynoB. — HoBocubupck : HI'TY, 2019. — 83 ¢. — ISBN 978-5-7782-3918-0.
— Texcr : anekTpoHHbIi // JIaHb : 35ekTpoHHO-OMOIMOoTeuHas cuctema. — URL:
https://e.lanbook.com/book/152227

2. ®enun, ©. O. Undopmannonnas 6e3omnacHocTh 6a3 JaHHBIX : yuebHoe nocodue / @. O.
®enun, O. B. Tpyouenxko, C. B. UuckunoB. — Mocksa : PTY MUP3A, 2020 — Yacts 1
— 2020. — 133 c. — Texkcr : aneKkTpoHHbIH // JIaHb : 2IeKTPOHHO-OMOIOTEUHAs
cucrema. — URL.: https://e.lanbook.com/book/167605

Ilepeyens  pecypcoB  HMH(OPMALUOHHO-TEICKOMMYHUKALMOHHON  CeTH
«MHTEepHET», HEOOXOAUMBIX JJIsi OCBOCHUS TUCUHMILIMHBI (MOAYJIs1), BKIKOYAS
nepevYeHb HH(POPMALMOHHBIX CIIPABOYHBIX CHUCTEM (IIPU HEOOXOAMMOCTH)

1 DnexrponHas 6mbnuoreka «YHHUBepcuTeTcKas oubiaroreka onliney.
URL.: http://biblioclub.ru/

2 HWudopmarmonnas cucrema «EnqnHoe OKHO T0oCcTyma K o0Opa3oBaTenbHbIM pecypcam». URL:
http://window.edu.ru/

3 OOpazoBatenbHBIN MOpTan YepernoBenkoro rocyaapcTBeHHoro yausepcurera. URL:
https://edu.chsu.ru/

4 AnanuTudeckue W yueOHbIe MaTepuaisl Tabopartopun Kacrepckoro
http://www.securelist.com/ru/
5 3ammra ot Microsoft
http://windows.microsoft.com/ru-RU/windows/products/security-essentials
6 HamwmoHanbHBIN HHCTUTYT CTaHAAPTOB M TEXHOJIOTHH.
http://csrc.nist.gov/publications/PubsFIPS.htmINIST-FIPS-201-2.pdf
OdunmansHerii caiir FIPShttp://www.itl.nist.gov/fipspubs/
Caiit marepuanoB o uHdopmanronHou 6ezonacuoctu http://www.iso27000.ru/
ISO 27001 opuruaan oT bpuTaHCKOTO MHCTUTYTA CTAHIAPTOB
0 Dnexrponnslii yueOnuk b. [lnaiiepa "[Ipuknagnas kpunrorpadus: [IpoTokonsl,
aJTOPUTMBI, UCXOJHBIE TEKCTHI HA si3bIKe CH"
http://www.ssl.stu.neva.ru/pswi/crypto/appl_rus/appl_cryp.htm
11 Bnexrponnsii kypc 0. Jludmmuna "CoBpeMeHHBIC 331291
kpuntorpaduu'http://yury.name/cryptography/-
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Y4eOHo-MeTOAUYECKME YKA3aHUSI M PEKOMEHJAIMM K HU3YYeHHID TeM
JIEKIIUOHHBIX U MPAKTHYECKNX 3aHATHH, CAMOCTOSTEJIbHOM padoTe CTYAeHTOB

Jlekuuu
Ne mi/m Tema nexkuu KonuuectBo
4acoB
1 OO01e MPUHIMIBI TPOSKTUPOBAHUS CUCTEM 3aIIUTH HH)OPMAIIHH. 6
2 Kpunrorpaduueckre MeTop! 3aIMTH HHPOPMALIUH. 6
3 KommprorepHsie cetu. 3amura nHQOpMaIuH. 6
4 [TonmuTuky U CTaHIAPTHI 0€30MTACHOCTH. 6
Hroro 24
JlaGopaTopHbie padoThI
Ne /it Tema mabopaTopHOit pabOTHI KomunyectBo
4acoB
1 OO011re TPUHIUITBI TPOSKTHUPOBAHMS CUCTEM 3alUThl HHPOPMAIIH. 12
2 Kpunrorpaduieckue MeToapl 32U Thl HHGOPMAIIHH. 6
3 Kommnprotepasie cetr. 3anmta "HPOpPMALUH. 6
4 [TonuTrky ¥ cTaHAAPTHI 0€30MACHOCTH. 12
HTtoro 36

OO0pa3ubl 3a1aHNi AJ151 CAMOCTOSITEIbHON PadoThI:

IIo mToram caMoOCTOATEIBHOM pa6OTBI CTYACHT T'OTOBUT OTHYCT, BKJIIOYAIOIIHUI B ce0s

OTBCTBI Ha BOIPOCBI M PCUICHUC SaI[aHHfI, npeanojaraBmlmnxcsa K BBIIOJHCHHUIO B XO/€
CaMOCTOSTEILHOM pa6OTBI. Ortuer CAAcCTCs MpETroaaBaTeIto B 3HeKTpOHHOI7I (bopMe.

Pazoen 1. Obwue npunyunsl npoeKmMuposanus cucmem 3aujumol UHGopmMayuu.

No abkowdEe

10.

KakoBsl 11e511 3amuthl H”HGOpMauu?

B 4em cocTOUT 1ENOCTHOCTD AAHHBIX?

B yeM cocTouT KOH(UIEHINANBHOCTD JaHHBIX?

B uem cocTout AOCTYNHOCTH TaHHBIX ?

[TpuBenuTe npuMepsl TEXHUYECKUX YTPO3 HHPOPMAIIMOHHON 0€3011acHOCTH.

Kakue npoOiemsl a1 uHGOPMAIMOHHON 0€30M1aCHOCTH MOPOXKIAET YyeloBeUecKuil pakTop?
[TpuBenuTe mprUMephbl TEXHUUYECKUX CPEJICTB oOecriedeHrs] HHPOPMAIIMOHHOM 0e30MmacHOCTH
¥ 3aIIUTHl HTHPOPMAITUH.

HazoBute opraHu3annoHHbIE Mepbl obOecriedeHHus WHGPOPMAIMOHHON Oe30macHOCTH U
3anuThl nHpopMaru. OOocHyiTe 11e1eco00pa3sHOCTh 3TUX MED.

HazoBute mnpaBoBble Mepbl obOecnedueHUs MHPOPMALMOHHOM O€30MacHOCTH W 3allUThI
UHpOpMaLINH.

[lepeuncnure OCHOBHBIE YIpPO3bl HANEKHOCTH U  OE30MACHOCTH MPOTPaAaMMHOIO
o0ecreyeHusl.

Paszoen 2. Kpunmoepaguueckue memoowl 3aujumsi uHgopmayuu.

1.

Kpuntorpadusi, kpunroaHaiu3 W KPHUITOJOTUS — KAaKOBO COOTHOIICHHWE MEXAY 3TUMHU
HayKamu?

KakoBo cooTHomIeHne Mex 1y mu(poBaHUEM U KOJTUPOBAHUEM?

KakoBo cooTHoIIeHne MKy creraHorpadueit u kpunrorpaduein?
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10.
11.
12.

13.
14.
15.
16.

17.
18.

19
20

Yro Takoe kit04 mudpoBaHus’?

B ueM npuHOMIIUAIBHOE pA3IUYUE MEXKIAY CHUMMETPUYHBIMM M aCCUMUTPUYHBIMU
mmdpamu?

[Touemy mudp Llezapst oueHs HEYCTONUUB K B3IOMY?

Ha uem ocHoBan B310M mugppa Buxenepa no Kazunckomy?

B 4yem cocrout paznnuue Mexy IPUHLIUIIOM yCTpOICTBa HIM(POB MOACTAHOBOM U MIM(POB
MepecTaHOBOK?

B uem 3akimouaroTCs NPEMMYIIECTBA M HEJOCTaTKM TaMMHUPOBAaHHSA II0 CPaBHEHHUIO C
JPYTUMH CUMMETPUYHBIMU K dpamu’?

B cem cocrout paznuune Mexay 6JOYHBIMU U TOTOKOBBIMH HIH(ppamMu?

B uem cocrout npunnmn Kepkxoddca?

B uem 3akiouaroTcs NpPUHLMIIBI pacceuBaHUsl M nepememnBaHus? B uem wu3
1eJIeCO00Pa3HOCTH?

[Touemy anroputm DES He ynoBnerBopsieT coBpeMeHHBIM TPEOOBaHUAM K CEKPETHOCTHU?

B uem 3akirouaercst araka MeTo10M rpy0oil cuibl?

Yro Takoe «1pobiieMa pacnpeaeaeHus KiIodei» B KpUITorpaguu ¢ 3aKpbIThIM KIIFOUOM?

B yem cocTouT npobGiiema JIoBepUsi MEXY I0JIb30BATENIMU B KPUITOIpapuu € 3aKPbITHIM
KIIF0uoM?

Urto Takoe oHOHAIIPABIICHHAS (QYHKITHS?

Kakas omHOHanpaBiieHHas (YHKIHS JIGKUT B OCHOBe anroputma RSA accumeTpudHOTro
mmdpoBaHus?

. J171s1 KakuX AeWCTBUM MCHOIb3YeTCsl OTKPBITHIHM KIIFOY B aCCUMETPUYHON Kpunrorpaduun?

. J171s KakuX AeHCTBUM MCHOIb3YeTCsl 3aKPhITHIM KIIF0Y B aCCUMETPUYHON Kpunrorpadun?

Pazoen 3. Komnvromepnoie cemu. 3awyuma ungopmayuu.

1.

w

OnummMre, Kak OCYIIECTBISETCS 3alluTa HMHMOpPMAlMM B JIOKAIBHBIX M TJ100aJbHBIX
KOMIIBIOTEPHBIX CETSX.

Kak ocyiecTBisiercs nCIoyib30BaHUE IPOrpaMM MHU(PPOBaHUS B KOMIIBIOTEPHOI ceTn?

J1y11 4ero ocyIecTBISAETCS pe3€pBHOE KONMMPOBAHKUE U apXUBALMs JAHHBIX?

Kakne mnpoTOKONBI JIOKaJIbHOW CETH MCIOJIB3YIOTCS JUIsl oOecredeHus: Oe30MacHOCTH
paboThI?

Kakue mnporokossl rioOanbHOM CETH HCMONB3YIOTCS A obOecreueHus Oe30MacHOCTH
pabotsi?

Pasoen 4. Ionumuku u cmanoapmol be30nacHocmu.

6.
7.

10.

11.

Yro 3anpenieHo nponaranaupoBarh corinacHo Koncrutyuu PO?

Ecnu mexnyHapogHbiM 10roBopoM P® ycTaHOBIEHBI HHBIE MTPaBUiIa, YeM MPEIYCMOTPEHO
3akoHOM P®, To mpaBuia Kakoro HOPMAaTUBHOTO aKTa JOJDKHBI NMPUMEHATHCS, COTJIACHO
Konctutynun?

Ha xakwme Buasl mojpazzgensiercss wHWHQOpManuss B 3aBHCHMOCTH OT TOpSAIKa €€
npeaocTaBieHus (pacrpoctpanenusi) cormacHo denepanpbHoMy 3akoHy «O0 mH(bOpMaIHy,
MH(OPMALIMOHHBIX TEXHOJIOTHSAX U O 3alllUTe HHPOPMALHH»?

K kakum BuzaM MHPOpPMALIUU HE MOXKET OBITh OTPaHUYEH JOCTYN coryiacHo denepaabHOMY
3aKkoHy ««O0 nHpopManuu, HHGOPMAITMOHHBIX TEXHOJIOTUSAX U O 3aIIUTE UH(OpMAIN»?
Pacnpoctpanenue kakux BUAOB MHGpopMmanuu 3anpemiaercs dexepanbHbiM 3ak0HOM «O0
uHpopManuu, UHHOPMAIIMOHHBIX TEXHOJOTHIX U O 3alUTe HHPOpMALUn»?

KakoBbl HamuoHanpHbie UWHTEpechl P® cormacHo [lokTpuHe MH(OPMAIIMOHHON
6e3onacHocTu Poccuiickoit denepanun?



OO0pa3ubl 3agaHnil 17151 J1a0OPaATOPHBIX padoT

[To wuroraMm BBHITIONHEHUS JIAOOPATOPHOW PabOTBI CTYIEHT AEMOHCTPUPYET pPE3yJIbTaThl
paboThl MpEenogaBaTelo, a TaKKe CHAeT B AJIEKTPOHHOM BHJE OTYET, COAEpMAIIUN MOPSIOK
BBITIOJTHEHUS pa0OTHI.

Paszoen 1. Obwue npunyunvl npoexmuposanusi Cucmem 3auumsl UHGoOpMayuu
Pemnte keiic, npeasioxKEeHHbINA MPENo1aBaTeIeM.

Pazoen 2. Kpunmoepaguueckue memoowt 3auyumul unghopmayuu.
Jlaboparophas padota «lIudpoanuer»

1. Hwmeercs Tabnuia 3aMeHBI 15 ABYX MMGPOB MpocToit 3aMeHbl: mudpa Nel u mmdpa

Ne2 Pacummdpyiite cooOuienus, 3amudppoBaHHble ¢ moMoIkio mudpa Nel
o HN.PIOY.BOOBI'HO
o CJIXI'.'BJIXO.®0O0.111B

2. Ilyctb ucxonHbli andaBUT COAEPKUT CIEAYIOIINE CHMBOJIBL:
ABBIIEEXX3UMKIMHOITPCTY ®XIUIIIbEIbIIOS
Samudpyiite ¢ nomouisko mudpa Biwkunepa u kimoya SBJIOKO coobmenus:

o KPUMNTOCTOHMKOCTD
o T'AMMHUPOBAHUE

3. Ilycts ucxomubIii andaBUT COCTOUT U3 CIEAYIOMNX 3HaKOB (cumBox "
(moguepkuBaHue) OyneM UCIONB30BaTh AJIs Tpodena):
ABBIIEX3UMKIIMHOIIPCTY ®XIUILII IO
Pactummdpyiite cooOmienus, 3amudpoBaHHbIE ¢ TOMOIIBIO0 H(ppa Bikunepa u kioda
OPEX:

o HIBMBYXHAA
o SABXBIIIOMX

4. Tlepsblil OaliT pparmeHTa TEKCTa B MIECTHAATEPUUHOM Buje umeet Bua AS. Ha Hero
HAKJIa/IBIBACTCS 110 MOJTYJIO N1Ba 4-x 6uroBas ramma 0111 (B nBomyrOM BHE). UTO
HOJY4YHUTCS Tocie mudpoBaHus?

5. IlepBsiif 0aliT pparmeHTa TeKcTa, 3aMPPOBAHHOTO METOI0M TaMMHUPOBAHUS (IO
MOJyJII0 2), B IIeCTHaAaTepuuHoM Buje umeet Bu 9A. Jlo mudpoBaHus TeKCT UMeN
nepBbli 0T, paBHBIN 74 (B mIeCTHaAAaTepUYHOM BUje). Kakoil Kiltou ucnosab30oBaics
npu mudpoBaHuu?

6. 3ammdpyiiTe METOIOM MEPECTAHOBKU C (PUKCHPOBAHHBIM MEpUOAOM U=6 ¢ KIIto4OM
436215 cooOmienus:

o JKEJITBIA OI'OHb
o MbI HACTYIIAEM

JlaGopatopHas pabota «Iudp Liezaps»
Ha mo0oM s3bIke TPOTpaMMHUPOBAHHS HAMHWIIATE TPOTPAMMY, PEATU3YIONIYI0 aJTrOpUTM
[le3aps. Texuuueckoe 3agaHue:

1. 3ammdpoBanue u pacmppoBaHUe TEKCTOB, 3aIIMCAHHBIX KUPHIUTHLIEH U JTATHHUIICH.

2. Bsnom 3amupoBaHHOTO PYCCKOSI3BIYHOTO TEKCTa METOIOM HAMMEHBIITUX KBaIPaTOB.

3. 3amMeHa BO BBOJMMOM TEKCTe OYKBHI & Ha €.

4. OuncTka BBOJUMOTO TEKCTa OT BCEX HEOYKBEHHBIX CHUMBOJIOB, 3HAKOB IPCITHHAHUS,
POOEIIOB, MPUBEJICHUE BCEX OYKB K CTPOYHOMY PETHUCTDY.

5. TlpuBencHue BBEACHHOIO 3HaYeHUs Kitoya K auanazony [0; 32] mis kupumtuisl, [0; 26]
JUTSL JTATUHUIIBI.

6. Bpimaua 0OpaTHOrO TEKCTA IPYMIIAMHU I10 MATh CJIOB.

7. 3amura OT HENPABWIbHBIX ACHUCTBUHN MOJIb30BATEINS.

5



8.

HpyxecTBeHHBIN HHTEPGEIC.

JlabopaTtophnas padorta «lIudp Buxenepa»

Ha mo0oM s3bIke TPOrpaMMHUPOBAHUS HAMMIIUTE MTPOrpaMMy, PEATH3YIONIYIO aITOPUTM
Buxenepa.

TexHudeckoe 3aaHue:

1.
2.

S.
6.
7.

3ammdpoBanue 1 paciinppoBaHUE TEKCTOB, 3aIMCAHHBIX KHPUILTHLICH.

B3siom 3amm@poBaHHOTO PYCCKOS3BIYHOTO TEKCTa METOJOM HAUMEHBIINX KBaJIpaTOB Ha
ocHoBe wmued KasumHckoro (B ciiydae wWCmonb3oBaHus uaeit dpuamana HE0OXOIUMO
YMETh BHITHO OOBSICHUTH 3TU UJICH).

3aMeHa BO BBOJIUMOM TEKCTe OYKBHI € Ha €.

OuncTka BBOJAMMOTO TEKCTa OT BCEeX HEOYKBEHHBIX CHMBOJIOB, 3HAKOB IpPEHMUHAHMS,
po0OeIioB, MpUBEJECHNE BCEX OYKB K CTPOUYHOMY PETUCTPY.

Bbiraua o6paTtHOro TeKCTa rpynnamHu 1o msaTh CHMBOJIOB.

3amura OT HeMPaBUJIBHBIX JEHCTBUMN MOJH30BATEIIS.

HpyxecTBeHHBINH HHTEpEIC.

Paszoen 3. Komnvromepusie cemu. 3awuma ungopmayuu.
JlaboparopHuas padota «lIudpoanre u udpoBas MOAMUCH COOOIICHUI
Hcnonw3ys nporpammy PGP (anri. Pretty Good Privacy), BEITONHUTE CIIEYOIIHE 3a1aHHsL:

1.
2.
3.

4.
S.
6.

Cozpaiite napy kiroueil muppoBaHus (OTKPBITHINA U 3aKPBITHIH)

[TopnumuTe coob1eHne IeKTPOHHOM [IM(DPOBOI MOANUCHIO.

ZamugpyiTe cooOmeHue s HamapHUKa Mo JiabopaTopHoil paborte. OtmnpaBbTe
COO00I1IeHNE HalapHUKY.

Pacumdpyiite coobmienne, NoIy4eHHOE OT HalapHHKa.

[TpoBepbTe MOMIMHHOCTD ANEKTPOHHON IU(POBON MOJIUCH B MOTYYEHHOM COOOIIEHUH.
OOBsICHUTE CMBICIT BHITIOJTHEHHBIX OTIEPAIIHA.

Pazoen 4. Ilonumuxu u cmanoapmei 6e30nacuocmu.
Pemmire kelic, npeyioxKEHHbIN MPETOIaBaTENEM.



CpencrBa KOHTPOJIA Ka4eCcTBA 00y4eHUsI

BOl'[pOCLI K 3K3aMEHYy:

o wdhE

1S

16.
17.
18.
19.
20.

21.
22.
23.
24,
25.

[Tonstue nnpopmanmu ¥ UHGOPMAITMOHHON 0€30MaCHOCTH.

VYTpo3bl HAJIEKHOCTH U O€30MaCHOCTHU IIPOrPAMMHOI0 00ECIIEUEHUs!.

Kareropuu nndopmarmonHoi 6€300acHOCTH.

Hcrounuku, pucku, GopMsl aTak Ha HHPOPMALIHIO.

[TocTpoenue cucreM 3alUThl OT YIPpO3 HapyLIEeHHs] KOH(QUIEHINAIBHOCTH, LIEJTOCTHOCTH,
JOCTYITHOCTH UH(OpMaIUH.

[TonaTHs wAeHTUGUKALMKM U ayTOMHTE(UKALUUH, [POTOKOJIMPOBAHUE U  ayIMT.
Pasrpannuenue nocryma.

dopMabHBIE MOJIENN 3aIUThI HH(OPMAIIUH.

Kpunrorpadus. OCHOBHBIE TOHATHS U ONIPEICTICHHS.

Knaccnueckue mmdpsl.

. [lonsitue kpunTorpadguueckoil cCUCTEMBI.

. CUMMeTpHYHOE U aCUMMETPUYHOE (P POBAHUE.

. KpunrocToiikocTh aJIrOpUTMOB.

. CoBpeMeHHbIE alNTOPUTMBI IH(PPOBAHUS.

. CrangapTel UG pOBaHUS JAHHBIX.

.MeTonasl  TeHepalMM ~ KpUNTOTPAapUYECKH  KAUeCTBEHHBIX  IICEBJIOCITYYalHBIX

IIOCJIEI0BATEIbHOCTEMN.

Xeu-QyHKIHH.

DneKTpOHHO-IIU(DPOBAs MTOAHCH.

Cucrembl ynpaBieHHs KIOYaMu.

[ToHsATHS OAHOHANpPaBIEHHON (YHKIUH.

OOmrast XxapakTepuCTHKa M KJacCU(UKaLUs KOMIbIOTEpPHBIX ceTeil. CeTeBble CepBUCH U
CTaHJapTHI.

3ammTa HHPOPMALIUH B JIOKATBHBIX U TII00ATBHBIX KOMITBIOTEPHBIX CETSIX.

[IpaBOBBIE M OpraHU3AMOHHBIE METOBI OOeCIIeYeHNsT HHPOPMAITMOHHON O€30MaCHOCTH.
OcoOenHocTHu 3akoHoAaTenbCTBA PD B 0651acTH HHPOPMAIIMOHHON 0€3011aCHOCTH.
[TonuTuky nHGPOPMaIMOHHON 0€30MaCHOCTH MPEITPUITHIA.

CranpaapTsl B 007acTH yIIpaBiaeHUst HHOPMAIIMOHHOHN 0€301aCHOCTHIO.



