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1. Ilesin ocBOEHUsI AUCHMUIIIMHBI

JucrunnmHa «be30nacHOCTh B COBPEMEHHOW WH(OPMAIMOHHON cpefie» oOecTrieunBacT
npuoOpereHue O00ydaroIMMHUCA 3HAHUM, YMEHMM W HaBblkOB 1o kommereHuuu OIIK-1.
«CrnocobeH MOHMMATh MPUHLUIB PAOOTHl COBPEMEHHBIX WH(GOPMAIMOHHBIX TEXHOJIOTMHA U
UCTOJB30BaTh MX JUIA pelIeHHs 3a7a4 Npo(ecCHOHANBHON nesTensHoCcTH» DenepaabHOro
rOCy/IapCTBEHHOTO0 00pa30BaTEIBLHOrO CTaHAApPTa BBICHIETO OOpa30BaHUS [0 HAIMPABICHUIO
noarotoBku 39.03.03 Opranuzanust paboThl C MOJIOJICKBIO.

OCHOBHOHM LENbI0 W3YYEHMs JUCUUIUIMHBI SBISETCS TEOpPETHUYECKas M MpaKTU4YecKas
MOrOTOBKA O0YyYarOUIMXCs K IeATEIbHOCTH, CBA3aHHOMN C IPUMEHEHUEM COBPEMEHHBIX CPENICTB
¥ METOJIOB 3alIUThl HHGOpPMAIMU B MOBCEIHEBHON U mpodeccruoHaibHol aestenbHocTH. Kype
JIaeT MPEeJICTaBICHHE O MeCTe U PO MH(OPMAIIMOHHON 0E30MacCHOCTH B COBPEMEHHOM MHMpE.
Ero u3ydyenuwe maer BO3MOXKHOCTb CO3HATEIBHOTO HCHOJIb30BaHUS, OOpaOOTKH U 3allUThl
uHpOpMaLnH.

2. MecTo TMCHUILIMHBI B CTPYKTYpe 00pa30BaTe/ibHOI MPOrpaMMbl

JlaHHasi TUCIUIUIMHA OTHOCUTCS K 00s513aTeNbHON YacTH 00pa30BaTEIbHOM MPOTPaMMBI.

Jucuumnnuna «be3onacHOCTs B COBpeMEHHONW MH(POPMAILIMOHHOM Cpefiey UTrpaeT BaXKHYIO
poITb i 00IIeTPO(EeCCHOHATFHON MOJATOTOBKH 00YYarOIIEroCs.

3. Illilanupyemble  pe3yJbTaTbl  O0y4YeHHs] MO JUCHUILUINHE, COOTHECEHHbIe ¢
IUIAHUPYeMbIMU pe3y/abTatamu ocBoenusi OIl 6akanaBpuara

[Tponiecc n3yueHust JUCUUIUIMHBI HAIPaBJieH Ha (OPMUPOBAHUE CIIETYIOLUIUX KOMIIETEHIINN
B cooTBeTcTBUU ¢ ®PI'OC BO, OOII BO u npruobdperenust caeayoumx 3HaHui, yMEHUH,
HaBBIKOB U (WJIN) ONBITA JESTEIbHOCTH:

Dopmupyemas Nuaukarop 10CTHKEHUSA Ilepeuennb
KOMIIeTeHIU KOMIETEeHINU IUIAHHPYEMBIX Pe3yJIbTATOB 00y4eHHs
(xox u (xox u popMyJIHpPOBKA)
¢dopmyaupoBKa)
Oo0menpodeccuoHAIbHbIE KOMIIETCHIIMT
OIIK-1. Crocoben | M-OIIK-1.4. CniocoOeH pemarsb 3namo:
NOHUMAaTh  NPUHLUUIBI | CTAHAAPTHBIE 3a/1a41 OCHOBHBIE ITOHATHS B 00J1acTH 00paboTKu
paboThl  COBpeMEHHBIX | podecCHOHATEHON U 3amuThl  WMHQOpMAIMH M HX
WHPOPMAITUOHHBIX JeSITeIbHOCTH Ha OCHOBE OTIpE/ICIICHHS; MOCJIeI0BATENLHOCTD
TEXHOJIOTH U | ”HGOPMALMOHHOHN U BBIMIOJIHEHUA ~ pabOT MO  3alluTe
UCTIONIb30BaTh WX JUisl | OmOnmuorpaduueckoil KyinbTypsl ¢ | HH(GOpMAIINK; KJIacCU(UKAIIHIO
peleHus 3aja4y | MpUMEHEeHWeM HH(POPMAIIMOHHO- | HapyIIUTeIeH UHPOPMAITHOHHON
npodeccuoHanbHON KOMMYHHMKALIMOHHBIX TEXHOJIOTHH | O€30MIaCHOCTH; BUABI M  Ha3HAUYCHHUE
JeSITeIbHOCTH U C y4ETOM OCHOBHBIX CpPEZACTB 3aIIUThl HH)OpMALHH.
TpeOOBaHUI HHPOPMAITUOHHOH Ymems:
Oe3onmacHoCTH yCTaHaBIUBATh u OCYILIECTBIISITH
MEPBUYHYIO HACTPOMKY OIEpaluOHHBIX
CHCTEM, aHTHBHUPYCHBIX CpEICTB H
MEKCETEBBIX IKPAHOB.
Brademwv nasvikamu:
paboTel  CO  CcpeACTBAMHU  3allUTHI
nHpOpPMAITUH




4. O0beM, CTPYKTYpPa H CO/iepPKaAHMe TN CHUTITHHbBI
OO0mmas TpyA0€MKOCTh JUCIUIUIMHBI COCTABIISIET 2 3a4€THBIE SAMHUITGI, /2 aKaj. Jaca.

Ounas hopma oOydeHHs

Ne Tembl (pa3zaens) Buabl yueOHbIX 3aHATHI, DopMBbI TEKYLLET0
n/n AUCHUILINHBI, BKJIIOYASl CAMOCTOSATEIbHYI0 KOHTPOJIS
UX COJepKaHne = padoTy CTYIeHTOB, yCIeBaeMOCTH
3 M UX TPYAOEMKOCTh
= (B akaleMH4eCKHUX Yacax) ®opma
o NPOMeKyTOUHOi
aTTecTaluu
(no cemecmpam)
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Paznen 1 (IIpaBoBble 2 6 3
OpraHu3anMoOHHbIE
OCHOBBI
obecneueHnst
uHGOpPMAMOHHOM
0e30macHOCTH B
Poccuiickoi
Denepanuu
Tema 1.1 ([IpaBOBBIC OCHOBBI 2 | 2 1 |Tecr
o0ecrnieueHus
MH(OPMAaIMOHHOM
0€30MMacHOCTH
Tema 1.2 (3amuta 2 | 2 1 |Tecr
NePCOHATBHBIX
JTAHHBIX
Tema 1.3 |OpraHu3anvoHHbIE 2 | 2 1 |Tect
OCHOBBI 00€ecTIeueHHs
MH(pOPMAaIMOHHOM
0€30MMacHOCTH
6 mom yucne ¢ 30 u 6 3  |Bugeonekuuun
J[OT TEKCTOBEIE
MaTepuabl
y4eOHOT0 1mocoows,
MIPE3EHTAIMH, TECT B
OVK B
DemidOnline
Paznen 2 |ApxuTekTypa 2 | 2 1
KOMIIbIOTEpa
Tema 2.1 |Apxurekrypa 2 | 2 1 |Tecr
KOMIIbIOTEpa
6 mom yucie ¢ 30 u 2 1 |Buneoneknuu




ot

TEKCTOBBIC
MaTepuabl
y4eOHOT0 1mocoous,
MPE3CHTAINH, TECT B
OVYK B

DemidOnline
Pa3znen 3 |OcHOBBI 3 7 9 |Tect
HHpopMaLMOHHOI
0e30macHoCcTH B
OnepanuoOHHBIX
cucTemMax
Tema 3.1 |BBenenue B 1 2 3 |Tecr
HH(pOpPMaAITMOHHYIO
0e30IMacHOCTh
oIeparMOHHbIX
CHUCTEM
Tema 3.2 (MudopmarnmonHas 1] 2 3 |Tecr
0e30IacHOCTh
oIeparMOHHbIX
CHCTEM CeMeiicTBa
Windows
Tema 3.3 |MudpopmannonHas 1] 3 3 |Tect
0€3011aCHOCTD
OTIepaIMOHHBIX
CHCTEM CeMeCTBa
Linux
6 mom yucie ¢ 30 u 3 3 9 |Buneonexkuuu
J[OT TEKCTOBBIE
MaTepuaibl
y4eOHOT0 1mocoous,
Mpe3eHTAIUH, TECT B
OVYK B
DemidOnline
Pa3nen 4 |OcHOBBI 3 7 9
HHpopMaALOHHOI
0e30IacHOCTH B
JIOKAJILHBIX
BBIYHCJIHTEIbHBIX
ceTsax
Tema 4.1 |BBenenue B 1 2 4 |Tect
ApPXUTEKTYPY
JIOKAJIbHBIX
BBIYHCIIUTEIIBHBIX
ceTeH
Tema 4.2 |CereBbie yrpo3bl U 1] 2 4 |Tect
METO/IbI
MPOTUBOJICHCTBUS UM
Tema 4.3 |MesxceTeBble SKpaHbl 1] 3 3 |Tect
6 mom yucie ¢ 30 u 3 3 11 |Buneonexnnu
/[OT TEKCTOBEIC
MaTepraIbl

y4eOHOro mocoous,




Mpe3eHTAlUH, TECT B
OVK B
DemidOnline
Paznen 5 [Kpunrtorpadpuuecku| 2 | 2 | 2 3
€ MeTO/AbI 3alIUThI
HHpopmMannu
Tema 5.1 |BBenenue B 2 2 2 3 |Tect
KpUnTorpaguueckue
METO/IbI 3aIIUTHI
uHpOopMaIU
6 mom yucie ¢ 90 u 2 1 3  |Buneonexknuu
J[OT TEKCTOBEIC
MaTepuaibl
y4e0HOTro mocoous,
Mpe3eHTAIUH, TECT B
OVK B
DemidOnline
2 0,3 | 10,7 |3auer
Bcero 3a 2 cemectp 72 | 16 | 16 0,3 | 37,7
Bcero 72 | 16 | 16 2 | 03| 37,7
3aounas popma o0yueHus
Ne Tembl (pa3aesb) Buabl y4eOHbIX 3aHATHH, DopMBbI TEKYLLETO
n/n AUCHUTLINHBI, BKJIIOYASl CAMOCTOSITEJILHYIO KOHTPOJIS
UX co/iep:KaHue paGoTy CTYIEHTOB, ycneBaeMoCTH
2 U UX TPYA0EMKOCTh
Q (B akaileMUYeCKHUX 4Yacax) dopma
NPOMEKYTOYHOM
aTrecTanuu
(no cemecmpam)
KonraktHasi pa6ora
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Paznen 1l |IIpaBoBble 1111 12
OpraHu3anuoHHbIE
OCHOBBI
ob0ecrneyeHust
HHopMaOHHOI
0e30acHOCTH B
Poccuiickoit
Denepanun
Tema 1.1 |IIpaBoBbIE OCHOBBI 11]105|05 4 |Tect
obecrieueHus
MH(POPMAIMOHHOM
0€30MacHOCTH
Tema 1.2 |3ammuta 1 0,5 4 |Tect




INEPCOHAIBHBIX

JTAHHBIX
Tema 1.3 |Opranu3zaniioHHbIC 0,5 4 |Tecr
OCHOBBI OOECIICUCHUS
“H(pOPMAITMOHHOM
0e30IMacHOCTH
6 mom yucne ¢ 30 u 1 1 12 |Bugeonekmuu
/[OT TEKCTOBEIC
MaTepuaIbl
y4e0HOTro mocoous,
MPEe3CHTAIIMH, TECT B
OVK B
DemidOnline
Paznen 2 |ApxurTekTypa 05 1 12
KOMIIbIOTEPA
Tema 2.1 |Apxurekrypa 05 1 12 |Tecr
KOMITbIOTEpA
6 mom yucie ¢ 30 u 05 1 12 |Buneoneximn
/[OT TEKCTOBbIC
MaTepuabl
y4ueOHOro mocoous,
MPE3CHTAINH, TECT B
OVYK B
DemidOnline
Pa3nen 3 |OcHOBBI 05115 12 |Tect
HH$opMaLOHHOI
0e30macHOCTH B
onepanuoOHHBIX
cucTemMax
Tema 3.1 |BBenenue B 05105 4 |Tect
MH(OPMALIMOHHYIO
0e30IMacHOCTh
OTIepaIMOHHBIX
CHUCTEM
Tema 3.2 |MudopmannoHHas 0,5 4 |Tect
0e30IMacHOCTh
OTIepaIMOHHBIX
CHCTEM CEMEICTBa
Windows
Tema 3.3 (MubopmaiimoHHas 0,5 4 |Tect
0€3011aCHOCTD
OTIepaIMOHHBIX
CHCTEM CeMeiicTBa
Linux
6 mom yucie ¢ 90 u 05|15 12 |Buneonexnuu
/[OT TEKCTOBEIC
MaTepraIbl
y4eOHOTro mocoous,
MPEe3CHTAINH, TECT B
OVK B
DemidOnline
Pa3nen 4 |OcHOBBI 15 12




UHGOPMAMOHHOM
0e30IacHOCTH B
JIOKAJBLHBIX
BbIYHCJIUTEIbHBIX
ceTsx
Tema 4.1 |BBenenue B 1 0,5 4 |Tect
APXUTEKTYPY
JIOKAJIbHBIX
BBIYMCIUTEIbHBIX
ceTen
Tema 4.2 |CeteBbie yrpo3bl U 1 0,5 4 |Tect
METO/IbI
MIPOTHBOICUCTBHUS UM
Tema 4.3 |MexcereBbie 9kpanbl | 1 0,5 1 4 |Tect
6 mom yucne ¢ 90 u 1,5 12 |Bupeonexuuu
J[OT TEKCTOBEIC
MaTepHuabl
y4eOHOr0 1mocoous,
MPE3CHTAIINH, TECT B
OVK B
DemidOnline
Paznen 5 Kpunrorpapuueckn| 1 1 13,7
€ MeTOAbI 3aIIHUThI
HHpopmannu
Tema 5.1 |BBenenue B 1 1 13,7 |Tect
Kpunrorpaduueckue
METObI 3aIUThI
nHbOopMau
6 mom yucne ¢ 30 u 1 13,7 |Bupeonexiun
J[OT TEKCTOBEIC
MaTepuabl
y4eOHOro mocoous,
MPEe3SHTAINH, TECT B
OVK B
DemidOnline
1 0,3 3auer
Bcero 72 | 2 6 2 | 03| 61,7

Conep:xanue pa3iesioB NPOrpaMMbl TUCUUILIAHBI
«be3onmacHoCTh B COBpeMEeHHO HH(OPMALIMOHHOM cpeae»

Pasznen 1. IlpaBoBble M OpPraHM3alMOHHBbIE OCHOBBI O0ecnevyeHHss HHGOPMALMOHHOI
O0esonacHoctH B Poccniickoit @enepanuu.

Tema 1.1. IIpaBoBbie OCHOBBI 0OeciedeHHs] THPOPMAIIMOHHOM 0€3011aCHOCTH.

OcHoBHBIE TpaBa TpaxaaH B chepe oOpaboTku u 3ammThl uHGopManuu. OCHOBHBIC
IOPUHIUIBL [IPABOBOTO PETYJIMPOBAaHUS B 00JacTH 0OpabOTKM W 3alUThl HH(GOpPMAIHH.
Undpopmanusa. OcHoBHblE CBOMcTBa 0Oe30macHOCTH HMHGOpManuu: KOH(PHUAECHINUAIBHOCTD,
LIEJIOCTHOCTh, JIOCTYNHOCTb. Buabl uH(oOpManuu Mo mopsaxky AOCTyHa M paclpOoCTpPaHEHUS.
Orpannuenne poctynma K uHpopmanmuu. Buner Taitn.  OOmamarens  uH)Opmaiuu.
Nudopmannonnsie TexHojoruu. MHpopmaruonHsie cucreMbl. Omneparop HH(OpMAIMOHHON




cucreMbl. 3ammra uHpopMmanuu. OOBEKTH 3amUTHl. BUabl OTBETCTBEHHOCTH B cdepe
00pabOTKH U 3a1UTH HHPOPMAIIHH.

Tema 1.2. 3amuTa nepcoHaabHbIX TaHHBIX.

[lepconanbHble JaHHBIE W NOPUHLUIBI HUX 00paboTkH. Bunubl nepcoHaIbHBIX aHHBIX:
crienuanbHble, OMOMETpUYECKHEe M OOIIEAOCTYHHBIE. YCIOBHA OOpabOTKH NEPCOHATBHBIX
nanHbix. Cornacue Ha 00pa0OTKy TNEepCOHANbHBIX JaHHBIX. TpaHCrpaHuyHas Mepesava
NEPCOHANBHBIX JaHHBIX. [IpaBa cyOBEKTOB MEPCOHATIBHBIX AaHHBIX. OmnepaTop NepcoHaIbHBIX
JaHHBIX W ero o0s3aHHOCTH. Mephl oOecrieueHus: O0€30MacCHOCTH MEPCOHAIBHBIX JIaHHBIX.
KoHTponb 1 Ham30p 3a BBITOJHEHHUEM MEp MO 00ECIIeUeHUI0 OE30MaCHOCTH. Y TOJTHOMOYCHHBIN
OpraH I0 3aIIUTe MPaB CyObEKTOB MEPCOHAIBHBIX JaHHBIX.

Tema 1.3. Opranu3zannoHHbIe OCHOBBI 0OecTieueHHST HH()OPMAITMOHHONW 0€3011aCHOCTH.

Kakue Bompockl craBut nH(popMannonHas 6e3onacHocth? [locienoBarenbHOCTh ACHCTBUN
no 3amute uHpopmanuu. BeisBieHnne u aHaniu3 uHOOPMAIMOHHBIX aKTUBOB. DOpMHUpOBaHUE
TpeboBanuii mo 3ammure uHbopManuu. [loaxoabl K MOJEIMPOBAHUIO HAPYUIUTENEH U Yrpo3
uHPOpPMAMOHHON Oe3omacHOCTH. BBIOOp CpeACTB W METOMOB 3aIIUTHI  MH(OPMAIIHH.
Buenpenue cuctembl 3a1UThl HHGOPMAITUU. DKCIUTyaTaIllMsl CHCTEMBI 3alllUThl HH(pOpMaLUu.

Pa3pnen 2. ApxuTeKkTypa KOMIbIOTEpPA.

Tema 2.1. BBenieHue B apXUTEKTypy KOMIIbIOTEpA.

[Tponieccoprl. OcHOBHast (K31 W oOlepaTWBHAs) MaMATh. BcrmomorarenbHas MaMsATh.
YcrpoiicTBa BBOIa-BbIBO/IA (IIIMHBI, MOHUTOPHI, KJIABHATYPBI U MBIIIH, BeO-KaMepbl, IPUHTEPHI).
[TepcoHanbHble KOMIIBIOTEPHI U MOOUIIBHBIE YCTPOMCTBA.

Pa3nes 3. OcHoBbI HHGPOPMALMOHHOH 0€3011aCHOCTH B ONIEPALMOHHBIX CHCTEMAX.

Tema 3.1. BBenenue B MHGOPMAIIMOHHYIO 0€30M1aCHOCTh ONEPAI[IOHHBIX CUCTEM.

OO6umit crnoco6 xpaHeHuss U 00paboTku wuHpopmanuu B KoMmmbioTepe. IloHsaTus
ornepaiMoHHoN u (¢ainoBoil cucreM. CyObeKTbl, OOBEKThI, METOJAbl U TIpaBa JOCTYIa,
OpUBUJIETUM CyObeKTa JocTymna. JIMCKpenMOHHOE yIpaBieHUE JOCTYIOM, MAaHAaTHOE
yhpasieHue JocTynoM. Mnentudukanus, ayreHTUPUKALUS U aBTOpU3alus. AyTeHTUUKaus
Ha OCHOBE MapoJjieil, Ha OCHOBE BHELIHUX HOCUTEJEH KiIto4a, OMoOMeTprUuecKas ayTeHTU(DUKALIMSL.

Tema 3.2. UndopmarrioHHas 6€30MacHOCTh ONEPaIlMOHHBIX cucTeM cemeiictea Windows.

VYmpasieHure JOCTYIIOM B ONEPalMOHHBIX cucTemax cemeiicta Windows. Vnentudukars,
ayTeHTH()UKAIIMS U aBTOPU3AIU B ONEPAIMOHHBIX crcTeMax cemeiictBa Windows. Peanusanus
ay/MTa B ONEpaIlMOHHBIX cucTeMax cemeiicrea Windows.

Tema 3.3. MadpopmanmonHas 6€30MacHOCTh ONEPAIIMOHHBIX CHCTEM ceMeiicTBa Linux.

VYrpaBieHre IOCTYNIOM B ONEPallMOHHBIX cUcTeMax cemelctBa Linux. Mpentndukarnms,

ayTeHTH(HUKAIMS W aBTOPHU3AIMS B OMEPAI[MOHHBIX CHCTeMax cemeiictBa Linux. Peanmzanms
ayJiTa B ONEPAIMOHHBIX CHCTEMax cemercTna Linux.



Pa3nesn 4. OcHoBbI HHPOPMANMOHHON 0€30MACHOCTH B JIOKAJBHBIX BHIYHMCIUTEIbHBIX
ceTsX.

Tema 4.1. BBeaeHue B apXUTEKTYPY JOKAIbHBIX BRIUUCIUTEIBHBIX CETEH.

JlokanpHble BbIUMCIMTEIbHBIC ceTH. Mogenb ISO/OSI.  Apxurekrypa M OCHOBHBIE
MPOTOKOJIBI TIOKATBHBIX BBIUMCITUTEIBHBIX CETCH.

Tema 4.2. CereBble yrpo3bl U METO/IbI IPOTUBOACUCTBHUS M.

Krnaccudukanum ceTreBbIX yrpo3, ysS3BUMOCTeW W arak. CeTeBble aTaku Ha Pa3IUYHBIX
ypoBusax wmogenu ISO/OSI. Knaccudukaiuss BpeIOHOCHOTO IPOrPaMMHOIO 00eCIICUEHHS.
[Tpu3HaKy PUCYTCTBHS BPEJOHOCHOTO MPOTPAMMHOTO o0ecriedeHus. MeToapl 0OHAPYKCHHSI.

Tema 4.3. MexceTeBble SKpaHBbl.

MexcereBble skpanbl (MD). Mecto u poib MD B obecriedeHUM CETEBOM OE€30MACHOCTH.
Knaccudukanmss MD. OcHoBHBIE BO3MOXHOCTH MD. JlocTomHCcTBAa M HemocTatku MD.
[Toctpoenue paBwil GUIBTPAITUH.

Pa3nen 5. Kpunrorpaguyeckue MeToabl 321U Thl MHH(pOpManuu.
Tema 5.1. BBenenue B kpunrorpaduyeckre METOIbI 3aIIUTH HHPOPMALIUH.

Hcropuyecknii odepk paszButusi Kpunrorpadguu. CummerpuuHas W acUMMETpPUYHAsS
kpuntorpadus. BeluncnuTenbHO ClOXHBIE 3aaud  MaremaTuku. Kpuntocuctema RSA.
[Tonstne xpunrorpaduyeckoro mpoTokona. CBOHCTBA MPOTOKOJIOB, XapaKTEPHU3YIOIIHE WX
6e3omacHOCTh. CxeMbl IU(PPOBOI MOAMHUCH.

5. Oﬁpa3OBaTe.]'[bHLIe TEXHOJOI'Md, B TOM YUCJI€ TEXHOJOIHH JICKTPOHHOT0 oﬁyqemm u
AUCTAHIUOHHbIC 06pa30BaTeJ’Ibele TEXHOJOTUH, HCITOJIB3YEMBIC IIPH OCYIIECTBJICHUMA
06p330B3T€J’IbHOF0 nmpounecca mo JTMCuMIinHe

B nporecce 06yueHns UCTIONB3YIOTCS Clenyrolne 00pa3oBaTeIbHble TEXHOIOTUH:

AxaaeMuyecKasi JIeKIusl (WIN JEKIHs 00ILEero Kypca) — ocieIoBaTeNIbHOE U3JI0KEHHE
Marepuana, OCYLIECTBIIEMOE IPEUMMYILIECTBEHHO B BHJIE MOHOJOra IIPENoJaBaTels.
TpeboBaHusi K akaJIeMHUYECKOW JIEKLIMU: COBPEMEHHBIN Hay4YHbIH YpOBEHb W HaChILIEHHAs
UHPOPMATUBHOCTh, YyOeIUTENIbHAs apryMeHTalus, AOCTYNHas UM TIOHATHas pedb, YeTKas
CTPYKTypa W JIOTMKA, HAJIWYUE SPKUX MPUMEPOB, HAYUHBIX JI0Ka3aTeIbCTB, OOOCHOBAHMIA,
(akxToB.

IIpoGnemuas Jiekuust — U3JI0KEHUE MaTepuana, I[PeAnoarauee IOCTaHOBKY
OpoOJeMHBIX U JUCKYCCHOHHBIX BOIIPOCOB, OCBELICHHE pAa3JIMYHBIX HAy4YHBIX I1OAXOJIOB,
ABTOPCKHME KOMMEHTApHUH, CBA3AHHBIE C PA3JW4YHBIMM MOJEISMH HHTEPIPETALUN H3y4aeMOIo
matepuana. [IpobiemHast TeKIusi HaUMHAETCs ¢ BOIPOCOB, C TOCTAHOBKH MPOOJIEMBI, KOTOPYIO B
XOJIe M3JIOKEHUs MaTepuaja HeoOXOAMMO pemuTb. B jeknum coderaroTcst mpoOJIeMHbIE U
uHpopManMoHHble Hayana. I[lpu sToM mpoiecc MO3HaHUS CTYAEHTOB B COTPYAHUYECTBE U
JMajore ¢ mpernojaBaTeneM MpUOIMKaeTcs K IMOUCKOBOM, MCCIIENOBATENbCKON J1EATENbHOCTH.
Conepxanre mnpoOJIeMbl pacKpbhIBaeTCs IyTeM OpraHU3allMM IIOMCKAa €€ peIIeHUs WU
CYMMUPOBaHHS U aHAIN3a TPAJIUIMOHHBIX U COBPEMEHHBIX TOUYEK 3PEHHUS.

IIpakTH4YecKkoe 3aHATHE — 3aHATHE, TIOCBALICHHOE OCBOCHUIO KOHKPETHBIX YMEHUN U
HAaBBIKOB M 3aKPEIUICHUIO MTOJIYYEHHBIX Ha JIEKIUN 3HAHUM.



DNeKTpOHHBINH y4eOHBIN Kypc «be30macHOCTh B COBpeMEeHHOW MH(DOPMAIIMOHHON cpeie» Ha
maTdopme onnaitH-o0ydennss DemidOnline, B koTopoM:

— IPEICTaBJICHbI BUAEO-JIEKIMH 110 BCEM TeéMaM JAUCLUMILIMHBI U IPE3CHTALNN K HUM;

— NPEICTAaBJICHBI TEKCTHI JIEKIIUH 10 BCEM T€MaM JIUCLUIIINHBL

— IPEICTaBJICHBI IPAaBUJIA IPOXOKIECHUS IPOMEKYTOYHON aTTECTALMU 110 TUCLUIUINHE;

— TMpeACTaBJIEHbl TECThl 10 TeMaM JUCLUUIUIMHBL JJI  CaMOCTOSITEIbHOW paboThI
00ydJaromuxcs;

— mocpeAcTBOM  (GopyMa  OCYIIECTBISIETCS CHHXPOHHO€ M (WIM) ACHHXPOHHOE
B3aMMOJICMCTBUE MEXIYy OOydarollMMHCS M IPENOJaBaTeIeM B paMKax H3Y4EHHUS
JUCLUIUIAHBIL.

6. [lepeyeHb JIHMIEH3HOHHOT0 W (WJIM) CBOOOJHO PACHPOCTPAHSIEMOr0 MPOrPAMMHOIO
o0ecrneyeHusl, MCIOJIb3YeMOI0 IPH OCYIIECTBJIEHHMH O00pa30BaTeILHOr0 Impolecca Mo
AUCHUIIHHE
B nporiecce ocymecTBiaeHus: 00pa3zoBaTeIbHOTO MPOIECCa UCTIONb3YIOTCS:
— MpOrpaMMHOE OOCCIIeYeHUEe JII CO3JaHus W JCMOHCTpAlUW  IPE3CHTAINH,
WLTIOCTPAIMA U IPYTUX YUCOHBIX MaTEPHAJIOB:
Microsoft Windows (B cocraBe Microsoft Imagine Premium Electronic Software
Delivery);
Microsoft OfficeSTD 2013;
Virtual Box (cBo6oano pacmnpoctpansemoe I10);
Ubuntu (cBo6oano pacripoctpansemoe [10);
Kali Linux (cBoboato pacrnpoctpansiemoe [10).
— s Toucka ydeOHoW smTeparypbl OubOinuoreku SApl'Y — ABTOMaTM3MpOBaHHAs
oubmoreunas napopmannonnas cucrema «bYKU-NEXT» (ABUC «byku-Nexty);
— IIpU NMPOBEJCHUY JICKIIUH HCIIOIB3YIOTCS MYJIbTUMEIUIHBIC TPE3CHTAIUH;
— TpU TPOBEICHHUU JIA0OPATOPHBIX pabOT HCHONB3YIOTCS CPEACTBA BBIYMCIUTEIHHON
TEXHUKH, TTOJICPKUBAIOIINE IEPEUUCIICHHOE POrpaMMHOE 00ecTIeYeHuE.

7. IlepeyeHb coBpeMeHHBIX MNpPodecCHOHANBHBIX 0a3 JaHHBIX U HMH(OPMAIMOHHBIX
CIIPABOYHBIX CHCTEM, HCI0JIb3YeMbIX NPH OCYIECTBICHHH 00Pa30BaTeJbLHOI0 MpoIecca 1o
AUCHUILINHE

1. DnexTponnsblie karajgoru Hb SApl'yY

(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php) conepsxat 6ubnuorpadpuueckue 3amnucu
BCEX BHUJOB JOKYMEHTOB, COCTABJIAIOMMX (oHA OMOIMOTEKH, Ha PYCCKOM M HMHOCTPAaHHBIX
A3BIKAX.

2. DjeKTpoHHasi 0u0JIHOTEeKA Y4eOHbIX MaTepuasoB Spl'y

(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php) conepxut 6Gonee 2500 mOIHBIX
TEKCTOB Y4eOHbIX M Yy4eOHO-METOJWYECKHMX MaTepHajioB [0 OCHOBHBIM H3y4aeMbIM
JUCLUMIUIMHAM, W3JaHHbIX B YyHHBepcuTere. JlocTym B ceTHM yHHMBepcuTeTa, JHOO IO
JIOTUHY/TIApOJTIO.

3. CnpaBouyHo-npaBoBas cucreMa « KOHCY1bTaHTILIIOC)

(https://www.consultant.ru/)  cpaBoyHO-TIpaBOBasi ~ CHCTeMa IO  3aKOHOJATEILCTBY
Poccuiickoit denepanun.

4. CnpaBouHo-npaBoBasi cucrema «["apanr»

(http://www.garant.ru/) crpaBoYHO-TIpaBOBasi CHUCTEMa IO 3aKOHOJATENILCTBY Poccuiickoit
denepanuu.
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8. IlepeyeHb OCHOBHOIi W JOMOJHHUTENLHOW Y4eOHO#Hl JIMTepaTypbl, PecypcoB
HHPOPMALMOHHO-TEJIEKOMMYHUKAUNOHHOH ceTn «UHTepHeT» (NMPHM HE00XOAUMOCTH),
PeKOMEeHIyeMbIX /1JIs1 OCBOEHHS 1M CHUIIHHBI
a) OCHOBHAS JIUTEpaTypa

1.

bezomacHocTh B coBpeMeHHO# nH(popMannoHHou cpene. Yacte 1: yueObHOoe mocodue.
B.H. Kuszes, .M. Mypun; Spocn. roc. yu-t um. ILI'. JlemunoBa. - Spocnasiib:
NHJNT O, 2021. — 158 c. [https://e.lanbook.com/book/75150]

Horamuu, H. b. Apxurektypa kommnberoTepa : yaeOHoe nocobue / H. b. Jloraaun. —
4-e u3g. — Mockaa : Jlabopatopus 3Hanuii, 2020. — 274 c.

by3za, M. K. Apxutektypa kommbioTepoB : ydeOonuk / M. K. by3za. — MuHck :
Bermaitmas mkoina, 2015. — 414 c. [https://e.lanbook.com/book/75150]

CononeBuy, A. B. Kommnberotepasie cetu : yueobnuk / A. B. CononeBnd. — MHUHCK :
PUIIO, 2021. — 208 c. [https://e.lanbook.com/book/194950]

Pakutun, P. 0. Komnerorepusie cetu : yuebHoe mocooue / P. FO. Pakurun, E. B.
MockaineHko. —  bapnayn : Antl'TlY, 2019. — 340 C.
[https://e.lanbook.com/book/139182]

Kopxuk, B. WM. OcHoBbl kpuntorpaduu : yuedHoe nocodue / B. U. Kopxkuk, B. A.
SxoBneB. —  Cankr-lletepoypr : Harepmemus, 2017. — 312 c.
[https://e.lanbook.com/book/161359]

0) 10MOJTHUTEILHAS JIUTEpaTypa

1.

Koncrurynus Poccuiickoit ®denepanuu: [OpuHATa BCEHAPOJIHBIM T'OJIOCOBAaHUEM
12.12.1993 ¢ u3MeHEeHUs MU, OJ00PEHHBIMH B XOJI€ OOIEPOCCUHCKOTO TOJOCOBAHUS
01.07.2020]. — JlocTyn U3 CIpaBOYHO-MPABOBOM CHUCTeMbI «KOHCYIBTaHTILIIOCY. —
TekeT: 2eKTPOHHBIN.

VYronoBubiit koneke Poccutiickoit @enepannu: denepanbubiii 3akoH oT 13.06.1996
No63-D3: [mpunst ['ocynmapctBennorr [ymoii 24.05.1996]: (¢ u3MeHEHUAMH U
JOTIOTHCHHUSIMH). — Hoctyn u3 CIPaBOYHO-IIPABOBOM CHCTEMBI
«KoHCynpTaHTILIIOC». — TEeKCT: 2JEKTPOHHBIMN.

Konekc Poccuiickoit ®enepanuu 00 aJIMUHHCTPATUBHBIX IPAaBOHAPYIICHUSX:
®enepanbhbiil 3akoH 0T 30.12.2001 Nel95-®3: [mpunsrt ['ocynapctBenHoit Jymoi
20.12.2001]: (c w3MeHeHMSIMH U JAOMONHEHUsMH). — JlOCTym U3 CIpaBOYHO-
paBOBOM cUCTEMBI «KOHCYIBTAHTIUIFOCY). — T €KCT: DIIEKTPOHHBIN.

Tpynosoii konekc Poccuiickoit denepannn: denepanbbiii 3akoH ot 30.12.2001
Nel197-@3: [mpunst [NocymapctBennon Jymoit 21.12.2001]: (¢ u3MeHEeHUAMH U
JIOTIOJIHEHUSIMN ). — Hocryn u3 CIPaBOYHO-TIPABOBOM CHUCTEMBI
«KoHCynpTaHTILTIIOC». — TEeKCT: 2JEKTPOHHBIN.

®enepanbHblif 3akoH 0T 27.07.2006 Nel149-03 «O06 undpopmanuu, MHGOpMaITMOHHBIX
TEXHOJIOTUSIX M O 3amure HuHpopMauum»: [OpuHAT [ocymapcTBeHHOM Jlymoii
08.07.2006]: (c wW3MEHEHMSIMH W JONOJHEHHsIMH). — JlocTym U3 cIpaBOYHO-
MpaBOBOM cUCTEMBI «KOHCYNBTAaHTIUIFOC». — [ €KCT: AJIEKTPOHHBIN.

®enepanbHbIil 3ak0H 0T 27.07.2006 Nel52-D3 «O nepcoHaNbHBIX JaHHBIX»: [[TPUHST
lNocynapctBennoit Jlymoit 08.07.2006]: (¢ u3MEHEHHSIMH U JIOTOJIHEHUSIMH). —
Hoctyn w3 crnpaBouHO-IpaBoBoM cucTeMbl «KoHcynbTaHTILIIOC». —TEKCT:
3JEKTPOHHBIN.

[Tonoxenune o mopsiike oOpaleHus co ciykeOHoM MHpopMalueil orpaHMYEHHOTO
pacnpocTpaHeHUss B (elepalbHBIX ~ OpraHax  HCIHOJHHUTENIbHOM  BJacTH,
YIIOJTHOMOYEHHOM OpraHe YIpaBJIEHUs MWCIONb30BAaHUEM AaTOMHOM DJHEPIHUM H
YIOJHOMOYEHHOM OpraHe 10 KOCMHYECKOM JEeSATeNIbHOCTH». [yTBEpXKACHO
ITocranoBnenuem llpaBurensctBa Poccuiickoit @enepanuun ot 03.11.1994 Nel233]:
(c M3BMEHEHUAMHU U JOMOJHEHUsIMH). — J[OCTYN M3 CHpaBOYHO-TIPABOBON CHCTEMBI
«KoHcynpranTIUIIOCY). —TEKCT: 3JIEKTPOHHBII.

11



10.

11.

12.

13.

14.

15.

16.

17.

TpeGoBanust K 3amTe TEPCOHANBHBIX JaHHBIX TIpH UX 00paboTke B
MH(OPMALIMOHHBIX cucTemMax IIEPCOHAIIBHBIX JTAHHBIX: [yTBepKIEeHBI
ITocranoBnenuem IlpaBurensctBa Poccuiickoit @enepanuun ot 01.11.2012 Nel119].
— JHoctyn u3 cnpaBo4yHo-ipaBoBoM cucteMbl «Koncynbrantnllitoc». —Tekcr:
3JIEKTPOHHBIN.

[lepeuenr Mep, HampaBlIEHHBIX Ha OOeCIeYeHUE BBINOJHEHHUS OOA3aHHOCTE,
npenycMoTpeHHblx  ®DenepanbHbiM  3aKOHOM  «O  NEPCOHANBHBIX JAHHBIX» MU
NPUHATBIMU B COOTBETCTBMM C HHMM HOPMAaTHUBHBIMU IPAaBOBBIMU aKTaMHU,
olepaTopamH, sIBJISIOIIUMUCS FOCY1apCTBEHHBIMU WM MYHUIIMIIAJIbHBIMU OpraHaMu:
[yrBepxknen IlocranoBnenuem IlpaBurenbctBa Poccuiickoit ®enepauuu  oT
21.03.2012 Ne211]: (c u3MEHEHHUSIMH U AONOJHEHUSAMH). — JlOCTYyIl U3 CipaBOYHO-
npaBoBoil cuctembl «KoHCcynbTanTnllmocy. —TeKCT: 3JeKTPOHHBIMN.

[Tonoxenne 06 0cCOOEHHOCTSIX 00pabOTKH NEPCOHANBHBIX JaHHBIX, OCYILECTBIIIEMON
0e3 UCHOJb30BaHUS CPEICTB aBTOMarTu3auuu: [yrBepxaeHo IlocraHoBieHueM
[IpaBurensctBa Poccuiickoit @enepaunu ot 15.09.2008 Ne687]. — [Hoctyn wu3
cripaBoyHO-TIpaBoBOi cucteMbl «KoHcynpTantnllmocy. —TeKCT: 2JIeKTPOHHBIN.
TpeboBanust K MaTeprabHBIM HOCUTENIIM OMOMETPUUECKUX MEPCOHATBHBIX JaHHBIX
U TEXHOJOTHSM XpaHEHHs TaKuX JaHHBIX BHE HWH(OPMALMOHHBIX CHCTEM
NIEPCOHANBHBIX  JaHHBIX:  [yrBepxkaeHO  IlocranoBinennem  IlpaBurenncrBa
Poccuiickoit @enepanuu ot 06.07.2008 Ne512]: (c u3BMEHEHUAMHU U JOTIOTHEHUSMH).
— Joctyn wu3 cnpaBouHo-ipaBoBoM cucteMbl «Koncynbrantnllmoc». —Tekcr:
3IIEKTPOHHBIM.

Metoauueckiue pPEKOMEHJAIUMK 10 YBEJOMJICHUIO YIOJIHOMOYEHHOI'O OpraHa o
Hayajie oOpabOTKM NEPCOHANBHBIX MAaHHBIX M O BHECEHHMHM W3MEHEHHMH B paHee
IIpe/ICTaBICHHbIE CBEIEHUS: [yTBEpKIEHbI IpuKka3zoM Pockomuanzopa ot 30.05.2017
Ne94]: (c u3MeHeHUSIMU U JOMOJHEHUsMHU). — JlOCTyn M3 CHpPaBOYHO-TIPABOBOI
cucreMmsl «KoHcynbranTnllnoc». —TekeT: 237eKTpOHHBIMN.

TpeboBanust ©1 METOJBI 1O OOE3TMUYMBAHUIO MEPCOHATBHBIX JAHHBIX: [YTBEP>KICHBI
npukazom Pockomuamzopa ot 05.09.2013 Ne996]. — Joctynm u3 CcHpaBOYHO-
npaBoBoil cuctemsl «Koncynbrantnllmoc». —TekeT: 3IeKTPOHHBIN.

CoctaB M coaepkaHHE OPraHU3ALMOHHBIX M TEXHUYECKHX MeEp M0 OOEeCHeueHUIo
0€30IaCHOCTH TEPCOHAIBHBIX JAHHBIX NPH HMX 00paboTKe B HH(POPMAIMOHHBIX
CUCTEMax IEepCOHANBHBIX JAaHHBIX: [yTBepkaeHbl npukazom O®CTOK Poccunm ot
18.02.2013 No21]: (c u3MEHEHHMSIMH U JOMOJHEHHUsIMU). — JlocTynm U3 crpaBOYHO-
npaBoBoil cucteMbl «KoHCynmbTaHTIILTFOC». —TEKCT: 3JEeKTPOHHBIMN.

bazoBas Mojenp yrpo3 6€30MacHOCTH NMEPCOHAIBHBIX JAHHBIX IpU UX 00paboTKe B
MH(OPMAIIMOHHBIX CHCTEMaxX TMEPCOHANBHBIX JaHHBIX (Beimucka): [yTBepikaeHa
3amectutenem aupekropa GCTIK Poccun 15.02.2008]. — Hdoctyn M3 cripaBO4HO-
npaBoBoil cuctembl «KoHCynmpTanTnllmroCc». —TEeKCT: 3EeKTPOHHBIMN.

Mertoauka onpeneneHuss akTyalbHbIX Yrpo3 0€30MacHOCTH MEePCOHAIBHBIX JTaHHBIX
npu ux o00paboTke B UH(GOPMALMOHHBIX CUCTEMaX IEPCOHAJIbHBIX JaHHBIX:
[yrBepxaeHa 3amectuteneM aupekropa @CTOK Poccun 14.02.2008]. — Hoctyn u3
cripaBoYHO-TIpaBoBOM cucteMbl «KoHcynpTanTallmocy. —TeKkcT: 3JIeKTPOHHBIN.
CoctaB U cojepikaHHE OPraHM3alMOHHBIX M TEXHMYECKHMX Mep MO OOECIeYEeHHUIO
0€30MacHOCTH TMEpPCOHANBHBIX JaHHBIX NpU HX 00paboTke B HHGOPMAIMOHHBIX
cucTeMax MepPCOHABHBIX JaHHBIX C MCIIOJIb30BAaHHUEM CPEICTB KpUNTOrpadruecKoi
3amuThl  MHGOpMAlMM, HEOOXOAWMBIX JJIS  BBIMOJIHEHHUS  YCTAaHOBJIEHHbIX
ITpaButensctBoM Poccuiickoit deneparyu TpeOOBaHUN K 3allUTe MEPCOHAIBHBIX
JMAHHBIX JJI KaXJIO0TO0 M3 YPOBHEH 3aIUIEHHOCTH: [yTBepkIeHbl mpukazom DPCh
Poccun or 10.07.2014 Ne378]. — Jloctynm u3 CHpaBOYHO-IIPABOBOM CHCTEMBI
«Koncynprantnl Iimrocy. —TeKCT: 3JIeKTpOHHBIN.
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18. Meroauyeckre peKOMEHIAIMU IO pa3paboTKe HOPMATUBHBIX MPABOBBIX aKTOB,
OTIPECTISAIONIMX YIPO3bl OE30MACHOCTH MEPCOHAIBHBIX JaHHBIX, aKTyallbHbIE MpPU
00paboTKe MEepPCOHATBHBIX AAHHBIX B MH()OPMAIIMOHHBIX CHCTEMaX IMEPCOHATBHBIX
JaHHBIX, OKCIUTyaTUPYEMBIX TPU OCYIIECTBICHHUH COOTBETCTBYIOUIMX BHJOB
NesATeNbHOCTH: [yTBepkaeHbl pykoBoacTBoM &8 ILlentpa ®CBb Poccum 31.03.2015
Ne149/7/2/6-432]. — Hoctyn u3 CIIPaBOYHO-TIPABOBOM CHUCTEMBI
«Koncynprantnlimrocy. —TeKCT: 3JIeKTPOHHBIN.

19.TOCT P 51275-2006 3ammra uHpopmanuu. O0bekT mHbDopMaTu3zanun. DakTopsl,
BO3zeHcTBYOMME Ha HHPopMaruio. O6mue nonoxenus. — JlocTyn U3 crpaBOYHO-
npaBoBoil cucteMmbl K TEXDKCIIEPTY». —TekcT: 371eKTpOHHBIM.

20. dnenos, M.E. Linux rnazamu xakepa. 5-¢ u3a. / M.E. ®aenos. — CII6. : BXB-
[TerepOypr, 2019. —416 c.

21. JlaB, P. Linux. CucremHoe nporpamMmmupoBanue. 2-e¢ uzn. / P. JlaB. — CII6. : Tlurep,

2014. — 448 c.
22. Yopn, b. Bayrpennee ycrporictBo Linux. / b. Yopa. — CII6. : ITurep, 2016. — 384
c

23. Yosifovich, P. Windows Internals Seventh Edition. Part 1 / P. Yosifovich, A. lonescu,
M.E. Russinovich, D.A. Solomon. — Microsoft Press, 2017. — 784 p.

24. Intel 64 and 1A-32 Architectures Software Developer’s Manual [DiexTpoHHbIi
pecypc] — DnekTpoH. TekcToBble naH. —Ilocnennee obHoBnenue : 16.11.2020. —
Pexxum nmocryma: https://software.intel.com/content/www/us/en/develop/articles/intel-
sdm.html.

9. MaTepuanbHo-TeXHHYecKas 0a3a, He0OX0AMMas IVIs1 OCYLIeCTBJIEHUSI
0o0pa3oBaTeIbHOIO NMpolecca Mo JMCHUIIHHE

MartepuanbHo-TeXHUUYECKas: 6a3a, HeoOXoauMas sl OCYILECTBICHHS 00pa30BaTEIbHOIO
npoiiecca 1o AUCIUIUIMHE BKIIOYAET B CBOM COCTAB CIEIUATbHBIC TOMEIIECHUS:

-y4eOHbIe ayAUTOPUHU IS IPOBEICHUS 3aHATUHN JIEKIIHOHHOTO THUIIA;

-y4eOHbIC ayJAUTOPUU IJI MPOBEIACHUS J1a00paTOPHBIX pabOT, OCHAIIICHHBIE CPEICTBAMHU
BBIUMCIUTENFHON TEXHUKH, MOAJEPKUBAIOIIMMU TMPOrpaMMHOE OOECIeUeHre, yKa3aHHOEe B
IyHKTE 6;

- yueOHBIE ayIUTOPUH AJIsi IPOBECHUS TPYIITIOBBIX U MHIWBUYaIbHBIX KOHCYIbTAIINN;

- ydeOHbIE ayAUTOPUU HJisi TPOBEICHUS TEKYIIETO KOHTPOJIS U TPOMEKYTOUHOM
aTTeCTaluu;

- IIOMEIIEHUS JIJISl CAMOCTOATEILHON pabOTHI;

- TOMENICHUS [UIsi XpPaHEHHS U MPO(PUIAKTUYECKOTO OOCTY>KMBaHUS TEXHHUUYECKUX
CpenCTB OOyUEHHS.

[TomemeHust 11 CaMOCTOSITENBHON Pa0OTHI OOYYAIOMIMXCS OCHAIEHBI KOMITBIOTEPHOU
TEXHUKOW C BO3MOXKHOCTBHIO TOAKIIOUEHUSI K cetu «MHTepHeT» M olecreyeHueM JOCTyIa B
AIIEKTPOHHYIO WH(OPMALIMOHHO-00pa30BaTEeNbHYIO CPEAY OpraHU3aIlIH.

Uwucno mocagouHbIX MECT B JICKIIMOHHON ayIUTOpUU OoJibllie MO0 PaBHO CIIUCOYHOMY
COCTaBy IOTOKAa, a B ayAUTOPUM AN MPAKTUYECKUX 3aHATUH (CEMHHApOB) — CIHUCOYHOMY
COCTaBY TPyl 00YYaIOIIUXCSI.

ABTOpP(BI):
Kana. ¢pus.-mar. Hayk Mypun /1. M.
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IIpunoxenne Nel k paGoueii nporpamMme AUCHHUIIIMHBI
«be3onacHocTh B cCOBpeMeHHO MH(POPMAIIMOHHOI cpeie»

DoH/I OLIEHOYHBIX CPEICTB
JJIS1 IPOBe/IeHNs] TEKYIIel U MPOMeKYTOUYHOI ATTeCTAIMH CTY/IEeHTOB
Mo JUCIHUILINHE

1. KoHTpoJibHbIE 32/1aHUS] WM MHbIEe MATEePHAJIbI,
Heo0XO0UMBbIe /IJIsl OLEHKH 3HAHUI, YMeHHM i, HABBIKOB M (MJIM) ONBITA JeSITeJIbHOCTH,
XapaKTepU3yIIMX 3TAnbl ((POPMHUPOBAHUS KOMIIETEHIHI

1.1 KouTpoJibHble 3a1aHNsI U MHbIE MAaTePHAJIbI,
HCIoJIb3yeMble B Mporecce TeKyleil aTrecTanuu

Tect mo Teme 1.1 [IpaBoBbIe 0CHOBBI 00eceuyeHUs1 HHPOPMAIMOHHOI 0€30MaCHOCTH

Kakne momoxeHus, CBsi3aHHBIE C BOIpocamMu 00pabOTKM MH(OpPMAINH, 3aKpEIUICHBI B
Koucturynuu Poccutickoii @enepannn?

a) [IpaBo Ha HEMPUKOCHOBEHHOCTh JJUYHOW U CEMEMHOW TalHBI.

0) [IpaBo Ha 00pabOTKy M1000i HH(MOPMALIUHU JTFOOBIM BO3MOKHBIM CITIOCOOOM.

B) 3anpeT Ha 00pabOTKy HH(OPMAIMH O YACTHOW KU3HHU JIHIA 0€3 ero corjacusl.

r) [IpaBo Ha noay4YeHue rpakaaHaMu JIOIyCKa K TOCY/1apCTBEHHOMN TaiHe.

Kakue Buabpl uHpopMmanuu o0s3aTeabHO TpeOyeTcsl 3allMIaTh B COOTBETCTBUM C
3aKoHoJiaTeNbcTBOM Poccuiickoit denepanuu:

a) Uadopmarus a1 cinyke0HOTO MOJIb30BAHUA.

0) IlepcoHanbHbIC TaHHBIE.

B) ['ocynapcTBeHHas TaiiHa.

r) BpaueOnas TaiiHa.

1) Bce nepeuncienssle.

B cootBerctBuM ¢ PepepanbHbiM 3akoHOM «O0 uHpOpManuu, HHGOPMAIMOHHBIX
TEXHOJIOTHSX U 3alIuTe UH(OpMam» HHPOPMALUI — ITO:

a) JIroOble naHHbIe, peACTaBICHHbBIE HA MaTEpPUAIbHOM HOCHUTEIIE.

0) CBenenus (cooOl1eHus, TaHHbIE), HE3aBUCUMO OT (POPMBI UX MPEACTABICHUS.

B) He sHeprus u He marepus.

r) CBeneHus, BOCPUHUMAEMbIE YEJIOBEKOM M (MJIM) CHEHATIbHBIMU yCTPOWCTBAMU
Kak OTpaXkeHHe (PaKToB MaTepHabHOTO MM JyXOBHOTO MHpa B Ipolecce
KOMMYHHKAIIH.

Uro U3 MepeunciIeHHOr0 MOYKHO paccMaTpuBaTh Kak 0a3zy JAHHBIX B COOTBETCTBHM C
3aKoHoAarenbecTBOM Poccuiickoit denepanuu:

a) EXCEL Tabauiy ¢ ynopsIoueHHON U CTPYKTYPUPOBaHHONW MH(POpPMALIUEH.

0) ®aitn hopmara DOC, B KOTOPOM CO3/1aH CITMCOK CITYIIATEICH ITOW MPOTPaMMEI.

B) KapToTeky peructparypbl yupexIeHNs 3paBOOXPAHEHHS.

r) Bce nepeuncnenssle.

LlenocTHOCTH UHPOPMALIUU — ITO:

a) O6s3arenbHOE AJI BBIMOJIHEHUS JIMIOM, MOJYYUBLIMM JIOCTYI K OINpeAeeHHON
uHpopManuu, TpeOoBaHME HE TepenaBaTh TaKyl0 HH(QOpPMALUIO TPETbUM JiMIaMm 0Oe3
corJiacus ee obsagarers.

6) CocrosiHue nHpoOpMaluu, IPA KOTOPOM OTCYTCTBYET J1t000€ ee M3MEHEeHue JInho
M3MEHEHHE OCYILECTBISIETCS TOJNBKO MPEAHAMEPEHHO CyOBhEKTaMH, UMEIOIIUMU Ha HETo
IPaBo.

B) Bo3MoxHOCTH noy4eHust UHQOPMALIUY U €€ UCIIOJIb30BAHMUS.

Ha Teppuropuu Poccuiickoit @enepannu 3anpeiieHo pacnpoCcTpaHeHHe:
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7.

8.

9.

a) Mudopmannu, koTopast HarpapiieHa Ha MPOTaraHy BOMHBI.

6) Kommepueckoii TaifHBI.

B) MH(opMmarin, KOTOpasi HarpaBiieHa Ha Pa3KUTaHUE PEIUTHO3HON HEHABHUCTH.

r) [lepcoHanbHBIX TaHHBIX.
I'paskJaHUH WK IOPUIMYECKOE JIULI0, OCYIIECTBIISIONINE NS TeIbHOCTD 10 SKCIUTyaTalluu
MH(OPMALIMOHHON CUCTEMBI, B TOM YHCIIe IO 00paboTKe HH(POpMAIIH, COAepKaIleHCs B
ee 0a3ax JaHHBIX — ATO:

a) ObnanaTenps HHGOPMAIIIH.

0) Oneparop nH(DOPMAIIMOHHOW CUCTEMBI.
Ecnu He onpeneneHo nHOTo, 0nepaTopoM UH(POPMALIMOHHOM CUCTEMBI SBIISETCS:

a) Obnanarens HHPOPMALIUH.

6) COOCTBEHHHMK HCHOJIb3yeMbIX 11 00pabOTKM cojaepxalieiicss B 0azax JaHHBIX
uH(pOpPMAIIUU TEXHUIECKUX CPEJICTB.

B) Jlumo, ompenenstomee menu oOpabOTKM HWHOpPMAIMU M OCYIIECTBISIOINICE
00paboTky uHpOpMaIHH.
He moxeT ObITh OrpaHuYeH JOCTYI:

a) K napopmanmu o cocTOSTHUN OKPYXKAFOIIEH Cpe/ibl.

0) K nmepcoHanbHBIM JaHHBIM TOCYJAPCTBEHHBIX IPaXIaHCKHUX CITY)KAIUX.

B) K nnopmarim, xpansiieiics B OTKpHITHIX (GOHIaX ONOINOTEK.

r) K cBenenusiM o 30710TOBaIOTHBIX 3anacax Poccuiickoit @eneparium.

10. Kakyro OTBETCTBEHHOCTh MOXKET IIOBJ€Yb HapylieHne TpeboBaHuii DenepanbHBIX

1.

2.

3aKOHOB:
a) YTOJIOBHYIO.
0) JAucuumninHapHylo.
B) AJIMUHUCTPATHUBHYIO.
r) I'pasx1aHcko-paBoBYIO.
1) Bce nepeuncnenssle.

Tect mo Teme 1.2 3ammTa NepcoHATbHBIX JaHHBIX

[IepconasibHBIE JAHHBIE — ATO:

a) CBeneHust 0 CyOBEKTE MEPCOHAIBHBIX JAHHBIX HE 3aBUCHUMO OT (OpPMBI HX
MpEJICTaBICHMUS.

6) JIroGas unpopMmarys, oTHOCALIAsICS K IPSIMO UM KOCBEHHO ONPEACICHHOMY WU
onpezaensseMomMy GU3NUECKOMY JHIY (CyObEKTY NEPCOHANBHBIX JaHHBIX).

B) JltoGas umHpoOpmanus, oTHOcAWIasCAd K OINPEIeIIEHHOMY MJIM OIpeleseMOMY
¢uznueckomy uiy (CyObeKTYy NEpCOHABHBIX JaHHbIX).

r) Jlro6as mHpopmanus, OTHOCSALIAsCS K ONpPEAeIEHHOMY WM ONpeeNsieMoOMy Ha
OCHOBaHUU Takoi uHpopManuu pusndeckomMy Juny (CyObeKkTy NepCOHAIbHBIX JIaHHBIX ),
B TOM 4HciI€ ero ¢paMHiIus, UMsl, OTYECTBO, T0JI, MECIL, 1aTa U MECTO POXKAEHUS, ajpec,
ceMeifHoe, coIMallbHOe, HUMYIIECTBEHHOE TIOJI0KeHue, oOpa3zoBaHue, npodeccus,
JOXOJIBl, Ipyrast HHpOpMaIus.

Ha xakue oTHOIIeHHMS HE pacHpocTpaHsercs aelcTBue ¢enepanbHOro 3akoHa «O
NEPCOHATBHBIX JAHHBIX»?

a) Ha o0paboTky mepcoHanbHbBIX JaHHBIX, OTHECEHHBIX B YCTAHOBJIECHHOM IOPSAKE K
CBECHMSIM, COCTABIISIOINUM I'OCYIapCTBEHHYIO TalHY.

6) Ha 06paboTKky mepCOHATBHBIX JIaHHBIX, HEOOXOIUMYIO JJISI OCYIIECTBIICHHS TIPaB
Y 3aKOHHBIX MHTEPECOB ONIEPATOpPa WIN TPETHUX JIULI.

B) Ha 00paGoTky mepcOHANbHBIX JaHHBIX, HEOOXOAMMYIO IS WCIIOJHEHUS
CyIeOHOro aKTa.

15



r) Ha o0paboTKy mepcOHaNbHBIX NAaHHBIX (PU3UUYECKUMHU JHIAMHU HCKIIOUUTEIHEHO
JUI JINYHBIX M CEMEWHBIX HYXKI, €CIM IPH 3TOM HE HapyLIaloTcs IpaBa CYyOBEKTOB
NEPCOHAIBHBIX JIAHHBIX.

n) Ha o0paboTky mnepcoHaIbHBIX AAHHBIX, MOJICKALIMX ONYOJMKOBAHHUIO WIIN
00513aTEIbBHOMY PAaCKpPBITHIO B COOTBETCTBUH C (hefepabHbIM 3aKOHOM.

e) Ha o00paboTKy TmepCOHAIBHBIX JaHHBIX, HEOOXOJMMYIO JUIsI OpTaHHU3aIuu
XpaHEHHs, KOMIUIEKTOBAHHUS, ydeTa M HCIIOJIb30BAaHUS COJCPXKALINX IEePCOHATBHBIX
JAHHBIX apXUBHBIX JIOKYMEHTOB B COOTBETCTBMM C 3aKOHOAATEIHCTBOM 00 apXHMBHOM
nene B Poccuiickon @enepanuu.
®enepanbHblii 3aK0H «O MEPCOHAIBHBIX TaHHBIX)» PEryJIUpPYEeT OTHOILEHHS, CBA3aHHBIE:

a) UckimountenbHO ¢ 00pabOTKON IMEepPCOHANBHBIX JAaHHBIX C HCIOJIb30BaHUEM
CpEeICTB aBTOMAaTU3aLUH.

0) C 00paboTKO# MepcoOHANBHBIX JAHHBIX, HE3ABUCUMO OT TOr0 00pabaThIBAIOTCS U
OHH C UCIIOJIb30BaHUEM CPE/ICTB aBTOMATH3ALMK WIIN HET.

B) C  00pabOTKOW MEpPCOHANBHBIX JAaHHBIX C  HCIOJB30BAaHHUEM  CPEICTB
aBTOMAaTH3allMM, a Takke ¢ 0O0pabOTKOW NEepCOHANbHBIX JaHHBIX 0€3 MCIOJb30BaHUS
CPEACTB aBTOMATH3allMH, €CIM Takas 00pabOTKa COOTBETCTBYET XapaKTepy IEHCTBHIA,
COBEpILAEMBIX C IEPCOHAIBHBIMU JAHHBIMU C HCIIOJIb30BaHUEM CPE/ICTB aBTOMATH3alMH.

r)C 00paboTKOW TEpCOHAIBHBIX JIAHHBIX 0€3  WCIOJb30BaHUS  CPEICTB
aBTOMaTH3alHH.

JlelicTBUsl, B pe3yiabTaTe KOTOPHIX CTAHOBUTCS HEBO3MOXKHBIM 0€3 WCIOJIb30BAHUS
JIONIOJIHUTEIBHONH MH(POPMALMU OINpPENeIUTh MPUHAIICKHOCTh MEPCOHANBHBIX JIaHHBIX
KOHKPETHOMY CYOBEKTY IEPCOHANBHBIX TaHHBIX, — 3TO:

a) brokupoBaHue nepcoHalbHBIX 1aHHBIX.

0) YHUUTOXKEHNE IEPCOHAIBHBIX TaHHBIX.

B) O6e31MurBaHNEe EPCOHANBHBIX JIaHHBIX.

r) [lepeBon mepcoHaNBHBIX JaHHBIX HAa apXUBHOE XpaHEHHE.

JlelicTBUs, B pe3ysibTaTe KOTOPBIX @pemeHHO TpeKpaiiaercss o0paboTka NepCOHaNbHbBIX
JAHHBIX, — 3TO:

a) brokupoBaHue nepcoHalbHBIX TaHHBIX.

0) YHUUTOXKEHNE IEPCOHANBHBIX TaHHBIX.

B) O6e31MYrBaHNe NEePCOHANBHBIX TaHHBIX.

r) [lepeBon mepcOHANBHBIX JaAHHBIX HAa apXHUBHOE XpaHEHHE.

Kakue u3 nepedncieHHbIX AeHCTBUH ¢ NEpPCOHATBHBIMH JaHHBIMU SBIISIOTCS 00paboTKON
NIEPCOHATBHBIX JaHHBIX:

a) XpaHeHHe NePCOHATbHBIX JAHHBIX.

0) 3anuch NMepcOHAbHBIX JTAHHBIX.

B) O6e31MYrBaHNe NEePCOHANBHBIX IaHHBIX.

r) Y najeHue nepcoHalbHBIX TAHHBIX.

C Touku 3peHus QenepaibHOro 3akoHa «O MepCOHANBHBIX JaHHBIX)» ONEPATOp — ITO:

a) ['ocynapcTBeHHBIN OpraH, MyHUIMIIAIBHBIA OpraH, IOpUINYecKoe Win (pru3ndecKoe
JMII0, CaMOCTOSITEJIbHO WJIM COBMECTHO C JPYIMMHM JIMLAMHM OpraHu3yromue U (Win)
ocymectBisitomue 0opadotky I[1JIH, a Taike ompexaensomnme menu odpadotku I[1JH,
coctaB [1/In, moexammux oOpaboTke, AelcTBU (onepanun), copepiaemsie ¢ [T/IH.

0) I'pakmaHwH WM IOPUIAMYECKOE JIMIO, OCYIIECTBISIOUINE EATEIBHOCTH TI0
HKCIUTyaTallii MHPOPMALMOHHOM CHUCTEMBI, B TOM 4MCJe MO 00paboTke MHpOpMAIH,
coJiepkarnieiicst B ee 6a3zax JaHHBIX.

O06paboTka MepcoHaIbHBIX JAHHBIX:

a) He nomyckaercs 6e3 cormacusi CyObeKTa MepCoOHANbHBIX JaHHBIX.

6) /lomkHa OrpaHUYMBATHCS JOCTH)KEHHUEM KOHKPETHBIX, 3apaHee ONpeeNICHHbIX U
3aKOHHBIX IIEIEH.
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10.

11.

12.

13.

14.

15.

16.

B) He momyckaercst B ciydasx HECOBMECTUMBIX C IENISIMU cOOpa MEepCOHAIBHBIX
JAHHBIX.

r) JlomkHa OCyIIECTBIIATHCA HAa 3aKOHHOM 1 CIIPAaBEIMBOM OCHOBE.

O06paboTka nepcoHaNbHBIX TAHHBIX JOMYCKACTCS:

a) C cormacusi cyObEeKTa MEPCOHAIBHBIX JaHHBIX Ha 00pabOTKY €ro NmepcOHaIbHBIX
JAHHBIX.

0) B cyuasx, eciiu oHa HEOOXOAMMA TSI UCIIOJIHEHUS CyJIEOHOTO aKTa.

B) B ciyuasx, ecnmu oHa HeoOxoauma il OCYIIECTBICHHS MNpodecCHOHaTIbLHON
JEATEeIbHOCTH JKypHajaucTa u (WIM) 3aKOHHOM JEeATEIbHOCTH CpEJCTBA MacCOBOM
nHpopmanuu.

r) B ciuyuasx, eciu Bemercss oOpaboTKa MEPCOHANBHBIX JAHHBIX, MOJICKAIINX
OIyOJIMKOBAaHHUIO B COOTBETCTBUU C 3aKOHOIaTeNIbcTBOM Poccuiickoit denepariui.

KTo Hecer OTBETCTBEHHOCTH 3a JCHCTBUS IOPUIMYECKOTO JIMIA, KOTOPOMY MOpydeHa
00paboTKa nNepCOHANBHBIX JaHHBIX, IEPe]] CYObEKTOM MEPCOHANbHBIX JaHHBIX?

a) Oneparop.

0) IOpuandeckoe auI10, KOTOPOMY MOPYIHIIH 00pabOTKY.

B) Hukro.

r) Pockomuazazop.

B nopyuenun 06paboTku JOJKHBI OBITH 00s13aTEIBHO ONPEACIICHBI U YKa3aHBbI:

a) [lenmn 06paboTKH NMepCOHANBHBIX JAHHBIX.

06) CyObeKTbl NEpPCOHANBHBIX JAHHBIX, YbH MCPCOHAIBHBIC JaHHBIC OyIyT
00pabaThIBaThCs 10 MOPYUCHHUIO.

B) TpeboBanus k 3amuTe 00padaThIBAEMbIX [IEPCOHANBHBIX JaHHBIX.

r) CpencrBa 3amutel uHGOpMANUMU, KOTOpPblE HEOOXOAMMO  MPHUMEHSTH
IOPHINIECKOMY JIUITY, KOTOPOMY IOpy4eHa 00paboTKa MepCOHANBHBIX TaHHBIX.

Ha koM nexutr 00s13aHHOCTH MO JOKa3aTeNIbCTBY MOJTY4YEHHUS corjiacus OT cyObekTa
MIEPCOHAIIbHBIX JIAHHBIX ?

a) Ha Pockomuaznzope.

6) Ha ropuanyeckom Juie, KOTOPOMY MOPYYHIIN 00paboTKYy.

B) Hu Ha koM.

r) Ha onepatope.

Cornacue cyObekTa MepcoOHaIbHBIX JTaHHBIX JTODKHO BKIIIOYATh:

a) [lacnopTtHbie naHHBIE CyOBEKTa IMEPCOHATBHBIX JAHHBIX WJIH €ro 3aKOHHOTO
peCTaBUTENs.

06) KoHTakTHble [aHHBIE JUIAa, OTBETCTBEHHOIO 3a OpraHM3alMio 00paboTKU
HEPCOHAIBHBIX JIaHHBIX.

B) Azpec oneparopa.

r) damminu, uMeHa M oOT4YecTBa (PU3MUECKUX JIMI, KOTOpbIE OCYIIECTBIISIOT
00paboTKy NMepCOHAIBHBIX JAHHBIX MO MOPYUYEHUIO ONIEPATOPA.

B ciydae cMepTu cyObeKTa NepCOHANbHBIX JaHHBIX:

a) Ilomyuats coryiacue Ha 00pabOTKY €ro NepcOHalIbHBIX JAHHBIX Tpedyercs y
HACJICIHUKOB CYOBEKTa MEePCOHABHBIX JJAHHBIX.

6) Ilomyuath corjmacue Ha 00pabOOTKY €ro NEpCOHANbHBIX JAHHBIX TpedyeTrcs y
Pockomuanzopa.

B) [lonyuaTs cornacue Ha 06pabOTKY €ro nepcoHaNbHbIX JAHHBIX HE TpeOyeTcs.

K cnenmanbHBIM KaTeropyusM NepCOHaNbHbBIX JAHHBIX OTHOCSTCS:

a) CBeneHus1, Kacaromyecs pacoBOW MPUHAICKHOCTH.

6) CBenieHus, KacaroIuecs rpaX/1aHCTBa.

B) CBeneHus, Kacarouuecs NOJTUTHYSCKIX B3TIISIOB.

r) CBeJieHHs1, KacaroIluecsi HHBAJIUIHOCTH.

C touku 3penus deaepanbHOro 3akoHa «O MEPCOHATBHBIX TaHHBIX» K OMOMETPUICCKAM
NEPCOHATBHBIM JAHHBIM OTHOCSITCS:
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a) Bce cBeneHus, KOTOpble XapaKTepH3YIOT (PU3HOJIOTHYECKHE W OHOJIOTHYECKHE
0COOEHHOCTH YeJIOBEKa, HA OCHOBAHUU KOTOPBIX MOKHO YCTAHOBUTB €T0 JIMYHOCTb.

6) CseneHusi, KOTOpbIe BHOCATCA B 0azy OHMOMETPHUYECKMX JAHHBIX Tpa)aaH
Poccuiickoit deneparum.

B) Bce cBeneHHs, KOTOpBIE XapaKTepH3YIOT (U3MOIOTHYECKHE M OMOJIOTHYecKHe
0COOEHHOCTH YeJIOBeKa, Ha OCHOBAaHMM KOTOPBIX MOXHO YCTaHOBHUTH €O JINYHOCTb, U
KOTOPBIE UCIIOJIb3YIOTCS JJIs1 YCTAHOBJIEHUSI €r0 JTUYHOCTH.

17.Kto o00s3aH yOenuTbcs B TOM, YTO HMHOCTPAHHBIM TOCYJapCTBOM, Ha TEPPUTOPHUIO
KOTOPOTO  OCYLIECTBIISIETCA Iepefada IMEepPCOHANBHBIX JaHHBIX, 00ecreunBacTCs
aJIeKBaTHAas 3alluTa MpaB CyOBbEKTOB EPCOHANBHBIX JAHHBIX?

a) Oneparop.

0) IOpuandeckoe auI10, KOTOPOMY MOPYUHIIH 00padOTKY.

B) Hukro.

r) Pockomuazazop.

18. CyObeKT nepcoHaIbHBIX JAaHHBIX UMEET MPaBoO Ha MOJYYEHUE CIeAYIoned nH(OopMaIiH,
Kacaroleincs: 00paboTKH ero NepCoHaNbHbBIX JAHHBIX:

a) [IpaBoBbIe OCHOBaHUS U 11eJI 00PabOTKU NEPCOHATBHBIX JAHHBIX.

6) IlouMeHHBIN nepeueHb COTPYAHUKOB OIEpaTopa, KOTOpPble UMET JOCTYH K €ro
NEePCOHAIBHBIM JIaHHBIM.

B) CBeneHuss 00 OCYLIECTBICHHOH MM O MpeAnoyiaraéMoi TpaHCTPaHUYHON
nepegaye JaHHbIX.

r) CBesieHHs 0 IPUMEHAEMBIX OIIEpaTOPOM CPEJICTBAaX 3aIllUThl HHPOPMALIUH.

19.1lpaBo rpakgaHWHa Ha TOJy4YeHHWE HH(OpMaIMK, Kacaromeics oO0paboTKu ero
HEPCOHAIbHBIX JAHHBIX, MOKET OBITh OTPAHUYEHO:

a) Ha ocHOBaHMU 3asBIICHUS APYroro CyObeKTa MePCOHATBHBIX JTAHHBIX.

6) B cinyuasx, eciu 06paboTKa NMepcoOHAIbHBIX JAHHBIX OCYIIECTBISIETCS B CIydasXx,
IIPEAYCMOTPEHHBIX 3aKoHOAarenbcTBOM Poccuiickoil @Pexepanuu O TPaHCIOPTHOU
0e30MacHOCTH.

B) B ciyuasx, ecnu o0paboTKa MEpCOHATIBHBIX JAaHHBIX OCYIIECTBIISCTCS B LENAX
00OpOHBI CTpaHbl, 6€30MaCHOCTH TOCYJapCTBa U OXPAHBI IPABONOPSIKA.

r) B cnyuasx, ecnu o0paboTka nepcoHalNbHBIX JaHHBIX OCYLIECTBIIIETCS B paMKax
3aKOHHOM JIE€ATENIHOCTH CPEICTBA MACCOBOM MH(OpPMAIIH.

20. KoHTpomb W Ham30p 3a BBIIOJHEHHEM Mep 10 OOECIeYeHHI0 Oe30MacHOCTH
NEPCOHAIBHBIX JAHHBIX OCYIIECTBIISIET (OCYIECTBISIOT):

a) MunkomcBsa3u Poccun.

6) Pockomuamzop.

B) ®Cb Poccun.

r) ®CTOK Poccumn.

21. Kaxoii opraH rocyJapCTBEHHON BJIACTH MMEET MPABO O3HAKOMIICHHS C MEPCOHATbHBIMH
JAHHBIMM [IPU OCYILECTBICHUH KOHTPOJIBHBIX U POBEPOYHBIX MEPOIPUATHI?

a) ®Cb Poccun.

6) Pockomuamzop.

B) ®CTOIK Poccun.

22. Jluiia, BUHOBHBIE B HAPYIICHUH TIOJIOKEHUH 3aKOHOAaTeNnsCcTBA Poccuiickoit deneparumn
B 00JIaCTH MEPCOHANBHBIX JaHHBIX MPU 00pabOTKE MEPCOHAIBHBIX JaHHBIX PAOOTHHKA,
MOTYT OBITh IPUBJICUEHBI:

a) K yroioBHO# OTBETCTBEHHOCTH.

6) K aucuumnimHapHo# OTBETCTBEHHOCTH.

B) K aaMuHHCTpaTUBHON OTBETCTBEHHOCTH.

r) K maTepuanbHOl OTBETCTBEHHOCTH.

18



Tect mo Teme 1.3 Opranu3zanMoHHbIE 0OCHOBBI 0O0ecne4eHUus1 HH(POPMAIMOHHOM
0e3omacHOCTH

1. Pacnonoxxute B NpaBUIBHOM HOpPSAKE 3Tanbl paboT Mo olecnedeHrto 0e30MacHOCTH
uHpOpMaLIUH.
1) Ouenka cooTBeTcTBUS 00BbEeKTa HHGOPMATH3AIUH.
2) BeisBnenue u anaian3 MHQOPMAITMOHHBIX aKTUBOB.
3) IIpoekxTupoBanue (pa3paboTKa) CUCTEMBI 3aIMTHI HHPOPMAIIUH.
4) ®opmupoBanue TpeOOBAHUHN K 3aIIUTE HH()OPMAIIHH.
5) Bueapenue cucteMbl 3a1IUTHI HHPOPMAIIHH.
6) DKCIuTyaTaus CUCTeMbI 3aIIUTHl HHPOPMALIUH.

a)1)2)3)4)5)06).
6)4)2)3)5)1)6).
B)2)4)3)5)6)1).
r)2)4)3)5)1)6).

2. Ilyctb He 00e3MYCHHBIE NMEPCOHAIBHBIC JaHHBIE O COCTOSIHHM 3/I0POBBS BCEX T'PaKIaH
SpocnaBckoil obsact 00pabaThIBAalOTCS B MH(POPMALMOHHOM cUcTeMe, Uil KOTOPOM
aKTyaJbHBI YIPO3bl CBSA3aHHBIC C AKCIUTyaTallel YsI3BUMOCTEH B MPUKIAIHOM, HO HE B
CHUCTEMHOM IpOrpaMMHOM obOecrieueHuu. Kakoil ypoBeHb 3aIUIIEHHOCTH JOJDKEH OBbITh
YCTAHOBJIEH IS TAaKUX MEPCOHATBHBIX JAHHBIX?

a) Y31.
0) V32.
B) Y33.
r) Y34.

3. IlycTb He 00e3nMueHHbIE IEPCOHANIbHBIE JaHHbIE B TOM 4Hcie (GoTorpadusi COTpyIHUKOB
Hebospmoro (1o 10 000 coTpyaHUKOB) Tpeanpusatus 0O0paldaThIBAIOTCS B CHUCTEME
KOHTPOJISI U YNPABJIECHUS JOCTYIOM, JJIi KOTOPOW aKkTyajbHbI YIpO3bl HE CBSA3AaHHBIE C
OKCIUTyaTallel yI3BUMOCTEH B MPHUKJIATHOM U CUCTEMHOM IIPOrPAaMMHOM OO€CIICUECHUH.
Kakoil ypoBeHb 3aIMIIEHHOCTH JOJKEH OBITh YCTAHOBJIEH JJISI TaKMX HEPCOHAIbHBIX
MaHHBIX?

a) Y31.
0) V32.
B) Y33.
r) Y34.
4. BHelIHUE HapyILIUTENIN PEANTU3YIOT YIPO3bI:
a) M3 BHENIHUX ceTel CBSA3M OOIIETO MOJIb30BAHUS.
6) HenocpencTBeHHO B MHPOPMALIMOHHBIX CUCTEMAX.
B) U3 cereit MexayHapOIHOTO HHPOPMAIIMOHHOTO OOMEHa.
r) Haxonsce B mpesenax KOHTpOIUPYEMON 30HBI.
5. Ilpumepamu BHEIIHUX HAPYIIUTENEH MOTYT SBIIATHCSA:
a) [Tonp3oBarenu nHOPMALIMOHHON CUCTEMBI.
0) Konkypupyromue opranu3aiuu.
B) HenoGpocoBecTHbIE MapTHEPHI.
r) OOCcTyKMBAIOMINN TTEPCOHANT OpPTaHU3aAIUH.
6. Ilpumepamu BHYTPEHHUX HapYIIUTENEH MOTYT SBIISTHCS:
a) AIMUHUCTPATOPbl 0€30M1aCHOCTH MH(POPMAIIMOHHBIX CUCTEM.
0) CropoHHue pU3NIECKUE TUTIA.
B) Jluna, oGecrnieunBaronire ConpoBOkKACHUE MPOrPaMMHOT0 0OecTieueHusl.
r) KpuMuHanbHble CTPYKTYpBHI.
7. K 00BeKTUBHBIM yrpo3aM OTHOCSTCS:
a) OmumoOKu 00CITy>KUBAIOIIET0 EPCOHAA.
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10.

11.

12.

13.

0) JedexTs, cOOM M OTKa3bl, aBapuU TEXHUYECKUX CPEJCTB U CUCTEM OOBEKTOB
nH(popMaTH3aIKK, a TaK K€ CUCTEM obecTieueHnsI 00BEKTOB MH(OpMATH3AIIHH.

B) [IpupoHbie siBIEeHUS, CTUXUHHBIEC OCACTBUS.

r) @akTopbl COLUATBHO-TIOTUTHYECKOTO XapakTepa.

VYTpo3bl yTeuku HHPOPMALIUU BO3MOXKHBI TOCPEICTBOM:

a) BosznelicTBus mporpaMMHBIMU CpPEICTBAMU B KOMILJIEKCE C MpeIHAMEPEHHBIM
CHJIOBBIM 3JICKTPOMAarHUTHBIM BO3CHCTBUEM.

0) [lepenaun nHGoOpMaIHK 110 OTKPHITHIM KaHAJIaM CBSI3H.

B) [ToakitoueHNs K TEXHUYECKUM CPEICTBAM M CUCTEMaM 00beKTa MHPOPMATU3AIUH.

r) O6paboTku nHPOpPMAIIMK HA HE3AIMIICHHBIX TEXHUYCCKUX CPEACTBAX 00pabOTKH
uHpOpMaLIUH.

YTrpo3bl HECAHKIIMOHUPOBAHHOTO TOCTYMA K HH(POPMAIINH, PEaTU3yIOTCS IyTeM:

a) KonupoBanus nnpopmanuu Ha HE3apEerHCTPUPOBAHHBIA HOCUTENb HH(OPMAIIH.

0) XwuIeHus] HOCUTEJIS 3alUIaeMOi HHGOPMAIIHH.

B) Hcnonp3oBaHuss  mporpaMMHOrO  OOECHEUYeHUS  TEXHUYECKHX  CPEJCTB
MH(OPMALIMOHHON CUCTEMBI, Yepe3 MPUMEHEHUE BPEJOHOCHOTO MMPOTrPaMMHOI0 KOJa.

r) CHJIOBOTO 3JIEKTPOMAarHUTHOTO BO3JCHCTBHS MO NMPOBOJHBIM JIMHHUSM CBSI3M Ha
MOPTHI BBOJA-BBIBOJA CUTHAJIOB U MIOPTHI CBS3H.

Kakue cpenctBa 3ammThl MHPOPMAUWMU OOBIYHO TNPUMEHSIOTCS Ui OOECredeHUs
6e3omacHocTH uH(popManuu, o0padbaTeiBaeMON Ha aBTOHOMHBIX KOMIIbIOTEpaX:

a) CpencrBa 3amuThl HHPOPMALIMU OT HECAHKIIHOHUPOBAHHOTO JIOCTYTIA.

0) MexceTeBble DKpaHBI.

B) CpencrBa kpuntorpaduueckoi 3auTel HHPOPMAIIHH.

r) CpeacTBa aHTUBUPYCHOM 3aIIUTHI.

1) Cucrembl 0OHApYEHHS BTOPKEHUH.

Kakue cpenctBa 3amuTel HHGOpPMAMU  MO3BOJSIIOT  o0OecreynTh Oe30MacHOCTD
uHpOpMalUK, TepefaBaeMOl IO KaHaJlaM CBS3HM, BBIXOASIIUM 32  IPEICIIb
KOHTPOJIMPYEMOI 30HBI:

a) CpencrBa 3amuThl THPOPMALUU OT HECAHKITMOHUPOBAHHOTO JIOCTYIIA.

6) MesxceTeBble SKpaHbl.

B) CpencrBa kpunrtorpaduueckoil 3amuThl HHPOPMALIUH.

r) Cructembl 0OHapYKEHUSI BTOPIKEHUH.

Kakoit Bua cpenctB 3ammtbl HWH()OpMAIMH IO3BOJISIET KOHTPOJIHMPOBATH Pa3IHMYHBIC
KaHaJIbl epejauu HHPpOpMaIK: 3JeKTPOHHYIO IT0YTY, MECEHKEPHI, CheMHbIE HOCUTEIH
uH(popmanun?

a) IPS.

6) DLP.

B) IDS.

r) CSP.

ATtTecranys 00beKTOB HH(pOpMATU3ALUU — ATO:

a) JlokyMeHTaJIbHOE YAOCTOBEPEHNE COOTBETCTBHUS MPOIYKIIUU UM UHBIX OOBEKTOB,
IPOIIECCOB MPOEKTUPOBAHMS, IPOU3BOJACTBA, CTPOUTEILCTBA, MOHTaXa, HAJAJIKH,
OKCIUTyaTallH, XPaHEHUs, MEPEBO3KH, pealln3alliil W YTHIIN3alluH, BBIOJHEHHS padoT
WIA OKa3aHWs yCIOyr TpeOOBaHUSAM TEXHUYECKHX PErJIaMEeHTOB, IOJIOKEHUSIM
CTaHJAPTOB, CBOJIOB MTPABHJI HITH YCIIOBHSIM JIOTOBOPOB.

6) [Ipsimoe M KOCBEHHOE OTpe/ieiieHrne COOMI0IeH s TPeOOBaHUM, PEIbIBIIEMBIX
K OOBEKTY 3aIUTHI.

B) OdunmanbHOe NpU3HAHUE KOMIIETEHTHOCTH (PM3UYECKOTO WM IOPHUANYECKOTO
JIUTIA BBITIOJIHATH pa0OTHI B OMIPEICTICHHOM 00IacTH.

r) Komiekc opraHu3anoHHO-TEXHUYECKUX MEPONPHUSATHHA, B Pe3ylbTaTe KOTOPHIX
MIOCPEJICTBOM CIEIHATHHOTO JOKYMEHTA IMOITBEPIKAACTCS, YTO OOBEKT COOTBETCTBYET
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14.

15.

16.

TpeOOBaHUSM CTAHJAPTOB WU WHBIX HOPMATHBHO-TEXHUYECKUX JOKYMEHTOB IO
06e30macHOCTH HH(POPMAIIHH.
Kakoit moxymeHT naer mpaBo o0paOoTku MH(pOpMAIMK C yKa3aHHBIM B HEM YpPOBHEM
KOH(UICHIIMATEHOCTU?

1) JInuensus.

2) ATTecTar akKpeaUTaI|H.

3) Cepruduxar.

4) AtTectat COOTBETCTBUSI.
Ha nacrosmmii MOMEHT CpOK JEHCTBHUSI arTectaTa COOTBETCTBHS HH(POPMAIMOHHOM
CUCTEMBI, B KOTOpO# 00pabaTbiBaeTcsi KOH(GUIEHIMAIbHAs HH(OpMaLUs, B CiIydae, eCiu
B XO/I€ €€ IKCIUIyaTal[iH, B HEE HE BHOCATCS CYLLIECTBEHHbIE U3MEHEHUS, COCTABIISIET:

a) 3 rona.

0) 5 ner.

B) Bech cpok skcrutyaTaniuu HHQOPMAIIMOHHOM CUCTEMBI.
TectupoBaHue Ha IPOHUKHOBEHUE — ITO CKOPEE:

a) AHanM3 ysI3BUMOCTEH HH(POPMAIIMOHHON CUCTEMBI.

0) HcmplTaHus CUCTEMBI 3alUThI MH()OPMAIMH ITYTEM OCYIICCTBICHUS ITOTBITOK
HECaHKIMOHUPOBAHHOIO JOCTYMA (BO3ACHCTBUS) K MH(DOPMALIMOHHON CUCTEME.

Tect o Teme 2.1 ApxuTeKkTypa KOMIbIOTEpPa

3a HEenmoCpeACTBEHHOE BBIMOJIHEHUE ONEPAIliH B IPOLIECCOPE OTBEYAET:
a) Apu(MeTUKO-JIOTUYECKOE YCTPOICTBO.
0) Komr-amsrs.
B) biok ynpaBienust.
r) Peructpsr.
Ucnonp3ys 10 Out mia anmpecanmuu sUeek mMaMaTd pazmMepoMm 1 OallT, MBI CMOXKeM
o0ecnevnTh apecaluio CIeIyero oobemMa naMsTu:
a) 10 Gaiit.
0) 80 Oaiir.
B) 1024 Gaiir.
r) 1024 6ur.
Pacnionoxxute B mopsiike yBeIM4eHUS] 00beMa MaMsTH.
a) Ctpanuna.
0) bur.
B) CioBo.
r) bank.
n) Sdeiika.
Pacnionosxute BUIBI TaMSATH B MOPSKE YBEIMUSHUH CKOPOCTH PAOOTHI.
a) Peructpsl nporueccopa.
0) TBepoTeNbHbIE HAKOMIUTEIH.
B) OcHoBHas (OriepaTUBHAS) TAMSTh.
r) OnTUYecKre AUCKH.
1) MarauTHbIE )KeCTKHUE AUCKH.
e) Komr-mamsts.
Kakas xoHmenmust 0ObI9YHO peann3yeTcs B Mpolieccopax BUICOKapT?
a) MHOXeCTBEHHBIN MOTOK KOMaH/I, MHOKECTBEHHBIN IMMOTOK JaHHBIX.
0) OnMHOYHBINM TOTOK KOMaH/, MHOKECTBEHHBIH MOTOK JIAHHBIX.
B) MHOKECTBEHHBIH MOTOK KOMaH/1, OTHHOYHBIN ITOTOK JaHHBIX.
r) OMHOYHBINA TOTOK KOMaHI, OJMHOYHBIH OTOK JTaHHBIX.
JI71s1 COBpEMEHHBIX MarHUTHBIX )KECTKUX JTUCKOB XapaKTEPHO:
a) bosnbiiasg cTOUMOCTB IO OTHOIIEHUIO K TBEPOTEIbHBIM HAKOTIUTEIISAM.
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6) [locTenenHOE M3HAIIMBAHUE TPAH3UCTOPOB.
B) Hanmnune MeXxaHHMUYECKHUX JIEMEHTOB.
r) PacnonoxxeHnue KOHTpoJIepa Ha MATEPUHCKOU TLIaTe.
1) bonbimii 06beM mamMsATH 1O CPaBHEHUIO C TBEPIOTEIbHBIMU HAKOITUTEISIMH.
7. Kakas mmHa Hambojee pacmpocTpaHeHAa Ha TEKYIIMH MOMEHT B IEpPCOHAIBHBIX
KOMIIbIOTEpax:
a) ISA.
6) PCI.
B) PCI Express.
r) SCSI.
8. Ilyctp TakTOBas yacTOTa IIMHBI KOMIIbIOTEpa cocTtaBiser 5 I'Th. 3a oauH TakT Mo IIKHE
MO>HO Tiepeaath 16 6ut. OneHuTe CKOpOCTh Nepeaaun nHpopmaluu mo muHe?
a) 80 MerabuT B CEeKyHIY.
6) 10 'urabaiiT B cexyHmy.
B) 80 ['urabGaiiT B CeKyHy.
r) 21 T'urabaiit B CEKyHy.
9. Jlnst mpOeKIIMOHHO-EMKOCTHBIX CEHCOPHBIX SKPAHOB XapaKTEPHO:
a) Bricokasi CKOpOCTh OTKIIMKA MPHU KACAHUU.
6) Bo3aMOXKHOCTB yripaBieHHs pa3IUYHbIMU YCTPOHCTBAMHU.
B) ITomaepxka multi-touch.
r) HeBO3MOXKHOCTB ONpE/ICIICHUSI CHITbI HAKATHSI.
1) IIpoGnema «IBOEHUSY.
10. DnemMeHTaMM KUAKOKPUCTATITTISCKOTO MOHUTOPA SBIISIOTCS:
a) JlyueBas TpyOKa.
0) UcTounuk cBera.
B) J)KK-MaTpuiia.
r) [13C-marpuna.
1) DICKTPOJIBI.
11. Kakoii 35ieMeHT MPUHTEpa OTBEUAET 3a (UKCAIMI0 TOHEpa Ha Oymare:
a) ®ortosa.
6) Tepmona.
B) Posnuk nepeHoca.
r) Ban nomauu ToHepa.
12. Ha3znaueHueM j1a3epa B IIBETHOM MPUHTEPE SBISAETCS:
a) Hanecenue Tonepa Ha ¢oToBa.
6) dukcanus ToHepa Ha Oymare.
B) Y1aiieHre HeCyIux 3apsi1 2JIEMEHTOB ¢ ()OoTOBaA.
r) ITogaya 6Gymaru B IpUHTED.
13. DnemeHTaMu TUGPOBOI BEO-KaMEPHI SIBIISIOTCS
a) doToIIeHKA.
0) OOBeKTHB.
B) [13C-marpuiia.
r) ®ukc-dokyc
1) [Ipoteccop.
14. JInist KOHAEHCATOPHBIX MUKPO(OHOB XapaKTEPHO:
a) Cnabast 9yBCTBUTEIBHOCTbD.
0) YcTOWYMBOCTD K yaapam.
B) Bhicokast 4yBCTBUTEIILHOCTD.
r) 3aBHCUMOCTH OT ITAPaMeTPOB OKPYIKAIOIIel Cpebl (TeMITepaTyphl, BAaKHOCTH).
1) [IpuMeHeHne B CTyIUSAX 3BYKO3AITUCH.

Tect no Teme 3.1 BBeienne B HHPOPMALHOHHYIO 0€30NIACHOCTH ONEPALMOHHBIX CHCTEM

22



[Iycte B OC peann3oBaHO AMCKPEIIMOHHOE YIPABJIECHUE JOCTYIIOM CO CIEAYIOUIUMHU
npaBamMu: uyTeHue(r), 3anuch(w) U ucnoiaHenue(x). IlpucyrcTByer Qaiin mpumoxeHHus
«KanpkynsTop.exe» co cilenyromMM chouckoMm npocryna: (Ammca: rwx), (bopuc: rx).
Bribepute npaBuiIbHbBIE YTBEPIKICHHS:

a) Anuca MOXeT 3aIyCTUTh NpuioxeHne «KaabKynarop.exey.

0) bopuc He MoeT 3anycTUTh npuiokeHue «Kanpkynsatop.exe».

B) AJlrca He MOXKET U3MEHUTh coliepkuMoe (aiina «KanbkyisTop.exer.

r) Bopuc moxer u3meHuTh coaepxumoe daiina «Kambkynsatop.exey.

[Tycts B OC peanu3oBaHO rpynnoBoe YIpaBieHUE JOCTYIIOM CO CIEAYIOIIUMHU MpaBaMu:
yrenue(r), 3anmuch(w) u ucnonHenue(x). [IpucyrcrByer ¢aiin «Haxmaguas.docx» co
cienyromuM crnuckoM goctymna: (byxramrepsr: rw), (Kypwepsl: 1), (Anuca: rw). B
CUCTEME 3aJaHbl pPOJM, B KOTOPbIE BKJIKOYEHBl COOTBETCTBYIOIIME I10JIb30BATEIIM:
(byxranteper: bopuc, I'amuna), (Kypsepsl: Bukrtop). Bribepute mnpaBuiibHbBIE
YTBEPKACHUS:

a) bopuc He MOXeT U3MEHUTD cozep:kumoe (daitna «HakmamHas.docxX».

0) [amunaa MoxkeT unTaTh coaepkumoe Qaiina «Haxmaanas.docx».

B) Bukrop MokeT uamMeHuTh comepkumoe daiina «Haxmamanas.docxy.

r) BukTop Moxer uutath conepxumoe daiina «Haxmaanas.docxy.

1) Anmrca MOKeT U3MEHHTD cozepikumoe (aitna «HakmamHas.docxy.

[Iycte B OC peanu3oBaHO MaHIATHOE yIpaBiieHHE HOCTyrnoM. lIpucyrcrByer daiin
«log.txt» ¢ ypoBHeM cekpeTrHOoCcTH 1. [IpucyTcTBYIOT monb3oBaTenu Anuca ¢ ypOBHEM
nomycka 1, bopuc ¢ ypoBaem jgomycka 2 u Bukrop ¢ ypoBHeM nomycka 0. Beioepure
MPABUJIbHBIE YTBEPKICHHUS:

a) BukTop MoxeTr u3MeHUTh copepkumoe daiina «log.txty.

0) Bukrop MoxeT untaTh comepkumoe daiiaa «log.txty.

B) AJlca MOXeT U3MEHHUTB cojiepkumoe (aiiia «l0g.txty.

r) Anrca MOKET YnuTaTh coaepkumoe daiiaa «log.txty».

1) boprc MoxeT u3MeHuTh copep:kumoe daita «l0g.txty.

¢) bBopuc moxer unrtath conepkumoe Qaiina «10g.txty.

[Tyctes B OC peanuzoBana moxens menoctHoctH buba. [lpucyrcrByer daiin «log.txt» ¢
ypoBHeM nenoctHocTH 1. IIpucyreTByroT nonps3oBaTenu Anuca ¢ ypOBHEM LIEIIOCTHOCTH
1, bopuc ¢ ypoBHeMm nenoctHoctu 2 u Buktop ¢ ypoBHem nenoctHoctu 0. Bribepute
IIPABWJIBHBIE YTBEPKICHUS:

a) BukTop MoxeTr u3MeHUTh cojiepkumoe (aiia «log.txty.

0) Anunca MOXET U3MEHHTH cofiepikimMoe daitna «10g.txty.

B) Bopuic MoxeT nu3mMeHuTh comepkumoe daiina «log.txty.

r) Bee Tpoe Moryt uutath copepxumoe daitna «l0g.txt».

Bri6epute npaBuibHbIE YTBEPKICHUS O ayTeHTU(PUKAMU B coBpeMeHHbIX OC:

a) [Taponu nonb3oBartesst XpaHATCS HAa AMCKE, HA KOTOPOM YCTaHOBJIEHAa CHUCTEMA, B
NePBOHAYAJILHOM BH/IE.

06) OraloHHbIE 3HAYEHMs, HEOOXOMUMBIE sl TPOXOXKAECHUS OHOMETPHUUECKON
ayTeHTU(UKAlUYM, XpaHITCd B CHCTEME B HEJOCTaTOYHOM Ui BOCCTAHOBJICHMUS
U3HAYaJIbHBIX OMOMETPHUECKUX JaHHBIX 00beMe.

B) TokeH (u3MYECKH W3rOTOBICH TakUM O00pa3oM, YTO CYMTHIBAHHE C HETO
3aKpBITOrO KJIIOYA SIBJISETCS] HEBO3MOXKHON MM JOPOTOCTOSIIEN onepanuei.

r) Jlis ayTeHTUHUKAIMU ¢ TIOMOIIBI0 TOKEHa B CHCTEME JIOJDKEH MPHUCYTCTBOBATH
OTKPBITBIN KJII0Y MOJIb30BATENA, COOTBETCTBYIOIINI 3aKPhITOMY KIIIOUY Ha €r0 TOKEHE.
Urto He BXOAWT B MeTaIaHHbIe (aiisa (BpIOepUTE OIMH BapHaHT)?

a) Bpems co3ganus daiina.

0) Anpec KOpHEBOM AUPEKTOPUU.

B) Bpems moaudukanuu daiina.
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10.

r) Azpeca KIlacTepoB COJACPKUMOTO (paitsios.

1) Uadopmarnus o Biagensiie daina.

Br16epute BepHbIE YTBEPKIECHUS O YIIPABICHUH NTaMATHIO B cCOBpeMeHHbIX OC:

a) CoBpemennbie OC HCIONB3YIOT BUPTYAIBHYIO TTIAMSITh.

0) Cospemennble OC He 3alUIIAIOT aMATh OJHMX IPOLECCOB OT YTEHUS APYTUMU
IpOILECCaMH.

B) CoBpemennbiec OC pa3aelnstor o0IIy0 maMsITh MEXKIY IPOIECCaMK, YacTO B TaKOU
NaMsTH HaXOAATCs OMOITMOTEKH.

r) CoBpemennbie OC HUKOTIA HE BBITPYXKAIOT YaCTH ONEPATHBHOW MaMsATH Ha JIMCK
BO BpeMsl paboTBhI.

n) B coBpemennsix OC mamsTh pa3OuTta Ha MalleHbKHE (ParMEHTHI, Ha3bIBaEMbIC
CTpaHHIIaMHU.

BriGepure BepHBIEC YTBEPKICHUS O IUTAHUPOBIIIHUKE:

a) IlmaHMpoBLIIMK BBIIENSET MPOLECCOPHOE BpeMs KOPOTKMMM HHTEpBalaMH,
Ha3bIBAEMBIMU KBAaHTAMHU.

6) B ciyuae ucnoiHeHus MNPOLECCOM HUHCTPYKLHMH, Ui 3aBEpIICHUS KOTOPOH
TpeOyeTcs UINTEIbHOE OXKUAAHWE, IUIAHUPOBIIUMK IEPEBOIAUT IPOLECC B COCTOSHUE
«3a0JI0KMpOBaH» U He OYyJeT BBLACIATh €My IPOLIECCOPHOE BpeMsl, IOKa COCTOSIHUE He
CMEHHUTCS Ha «TOTOBY.

B) Jns paOoThl IJIAHMPOBINMKA MHPOLECCHl JODKHBI CaMH IepelaBaTb Ha HEro
yIopaBieHUE, TakK Kak KommbloTepbl He mnpepoctaBimsitor OC  mexaHusma  Juist
HEPUOIMYECKOTO MPEPHIBAHUS BBIITOJHEHUS M10JIb30BATEIBCKOI0 MpoLIecca.

r) B mimaHMpoBaHMM 1O MPHOPUTETAM BCE IMPOIECCHl C Pa3HBIMU HPUOPUTETAMH
HOJIY4al0T IPUMEPHO OJAMHAKOBOE KOJIMYECTBO BPEMEHHU.

Bribepure BepHOE yTBEpKaeHHE (BBIOCPUTE OJIMH BAPHAHT):

a) OC peanu3oBaHa anmnapaTHo B IPOLIECCOpE.

6) OC peanu3oBaHa anmapaTHO B MAaTEPUHCKOM IJIaTe.

B) OC — mporpamMmmHOe O0€CIeYeHHEe, KOTOPOE MPEIOCTABISCT MPHIOKECHHIM
pecypchl amnmapaTHOTO O0OECIeYeHHUs] KOMITbIOTEepa B BUAC yIOOHBIX aOCTpakIiuii, HO HE
yIIpaBJISET 3TUM alIapaTHbIM 00eCTIEYeHUEM.

r) OC — mporpaMMHOe oOecrieueHre, KOTOPOE MPEJAOCTABISCT TMPHIOKCHUSIM
pecypchl anmapaTHOro oOecledyeHHs KOMIbIoTepa B BHUAE YAOOHBIX aOCTpakuuil H
yIpaBJsieT 3TUM anlapaTHbIM 00€CIIEYEeHUEM.

BriOepure BepHOE yTBEpKIeHHE (BBIOEPUTE OJIMH BApUAHT):

a) B OC kommbrotrepa ¢ OJHOSIEPHBIM IPOLECCOPOM B Ka)/Iblii MOMEHT BPEMEHU
MOYeET paboTaTh TOJIBKO OJMH MPOIiecC.

6) B OC kommbloTepa ¢ OJIHOSAEPHBIM IPOLIECCOPOM Y TPOILIECCOB BCEraa
HPUCYTCTBYET TOJIBKO OJJUH MOTOK.

B) B OC kommbroTepa ¢ MHOTOSJCPHBIM IPOLIECCOPOM B KOHKPETHBIH MOMEHT
BPEMEHM MOTYT BBIIIOJIHATCS HECKOJIBKO IIOTOKOB OJHOIO IIPOLECCa.

r) B OC xoMmbroTepa ¢ MHOTOSIIEPHBIM MTPOIIECCOPOM KOHKPETHBIN MPOIECC MOKET
MCII0JIb30BaTh TOJIBKO OJHO SAPO MPOLECCopa.

Tect o Teme 3.2 UndopMannoHHas 6€30MaACHOCTH ONMEPALMOHHBIX CHCTEM ceMelicTBa

1.

Windows

Ha ocnoBe xakux nansapix cyobekta OC Windows mpuHHUMAaET penieHue o J0CTyme?
a) Xell 3Ha4eHUe MapoJIst MOJIb30BaTeNs, 3aIlyCTUBIIETO MpoIece.
0) TokeH mepeBOIIOMIECHHUS.
B) Unentudukarop mpoiecca.
r) Token gocryma.
1) ba3oBblii npuopuTeT nporuecca.
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Ha ocHoBe xakux manHbix 00bekra OC Windows mpuHUMAET penieHue o JocTymne?

a) [Ipuswmnerun.

0) TokeH nocryna.

B) Jleckpunrop 6€30MacHOCTH.

r) CUCTEMHBII CIIMCOK YIIPABICHHUS JTOCTYIIOM.

1) Crioco0 ayTeHTH(UKAIMH [T0Tb30BATENS.

Kakue npumuTHBHBIE MTpaBa 00benuHsAeT B cede npaso utenns OC Windows?

a) «UreHue atpulOyTOB 0€30MACHOCTHY.

0) «UreHue CUCTEMHBIX aTpHOYTOBY, «ITEHUE aTPHUOYTOB OE30ITACHOCTIY.

B) «UTCHHUE TaHHBIXY.

r) «UTeHue CHCTEeMHBIX aTpHOYTOBY», «YTEHHE aTPUOYTOB OC30MACHOCTHY, «YTCHUE
JAHHBIX».

n) «UTeHue CUCTEMHBIX aTpUOYTOB», «YTCHUE aTpHOYTOB OC30MACHOCTHY, «YTCHUE
JAHHBIX», «BBIIIOJIHEHUE (alJIOB» U «II€PEXO0Jl B IUPEKTOPUION.

Bri6epute nmpaBuiibHbBIE YTBEPXKAECHUS O MaHnaTHOW noiutuke «He-3anuceiBate-Bepx»
OC Windows:

a) ObecrieunBaeT CBOMCTBO 1IEJIOCTHOCTH JIaHHBIX.

6) OGecrieunBaeT CBOMCTBO KOHPHUACHIIUATBHOCTH JTAHHBIX .

B) Vcnonb3yercs B cCTEME TOJIBKO ISt 00BEKTOB CETEBBIX COKETOB.

r) HesiBHo ucnonb3yercst st Bcex NTFS-aiinos.

1) Paspernraer 1ocTyn Ha 3amuch TOJIBKO CyObEKTaM C YPOBHEM IIEJIOCTHOCTH PaBHBIM
WK OOJIBLIMM IO OTHOILEHHIO K YPOBHIO LIEIOCTHOCTH 0OBEKTa JI0CTYIIA.

Kakwue u3 nepeunciennsix npaB OC Windows npenoctasisieT o yMOTYaHHUIO BIAACIIBITY
datina?

a) Yurtate CCY .

6) Yurats JICY .

B) UuTath comepxumoe daiina.

r) Usmensts JJCY/I.

n) Usmensats CCY/I.

e) 3Mensth copepkumoe Qaiina.

Bribepere mnpaBuiibHBIE  YTBEP)KJIEHUS OTHOCUTEIBHO QJITOpPUTMA  ONpPEIEIICHUS
npaBomepHocTu goctyma OC Windows:

a) IlepBeIM pelicTBHEM SBISIETCS MpPOBEPKAa COOTBETCTBHS JOCTyNa MaHAaTHOMN
MIOJINTHUKE.

6) IIpoBepka COOTBETCTBHS JOCTyHa MaHIATHOM MOJUTHUKE OCYHIECTBIISETCS MOCIE
ananusa 3anuceit JJCY /.

B) Ecin nipu nocnenoBarensHoM ananu3e 3anuceit JJCY /] oka3biBaercs, 4To 0JJHO U3
3anpanmBacMbIX IIPaB 3allpPEIlaeTCs B TEKYILIEN 3alIUCH, TO JTOCTYII 3allPEIaeTCs.

r) Ecniu mpu mocnemoBatensHoM aHanmuse 3anuceit JJCY]l paspemaromue mpasa
TEKyIled 3alucd B CyYMME C pa3pellalollMMU IpaBaMU MNPEAbIAYIIUX 3anucei
NEPEKPbUIN BCE 3allpalliiBaeMble MpaBa, TO JOCTYII pa3pelaeTcs.

1) Ecmu B ciimickax JICY/] He ObLTO 3ampeniaoniux 3anpaiiiBaeMble paBa 3amucei,
U B TO K€ BPEMsI BCE pa3pelIalolliye 3alicy He NMEePeKpbUIN 3arpalivBaeMble MpaBa, TO
JOCTYT 3ampeniacTcs.

Kaxkas npusuneruss OC Windows no3BosisieT uutath 10001 (aiin BHE 3aBUCHMOCTH OT
3a/laHHBIX TIpaB?

a) [IpuBuierus co3ganusi pe3epBHBIX KOMHIA.

6) [IpuBniIerus U3MEHEHUs] CHCTEMHOTO BPEMEHH.

B) [IpuBnierus 3aBepiieHust pabOThl CUCTEMBI.

r) [IpuBunerus yBenumueHus padodero Hadbopa.

1) [puBuierus co3nanus ¢aiiaa moJKauku.

BriGepure cymuoctu, He Bxozsmue B TokeH goctyna B OC Windows:

25



a) SID nmonw3oBaress.

6) ICY ]I Bcex 00bEKTOB CUCTEMBI.

B) SID-bI rpymi.

r) CCY]I Bcex 00bEKTOB CUCTEMBI.

n) [MpuBuneruu.

9. BriGepuTe CyIIHOCTH, BXOAITHE B AECKpUTITOP Oe3omacHocTr o6bekTa B OC Windows:

a) SID Bnajenpia 00beKTA.

0) AMCKpEeIMOHHBIN CIIUCOK YIPABJICHUS JOCTYIIOM.

B) CHCTEMHBIN CIIUCOK YIPABJICHUS JOCTYIIOM.

r) CECOK TOKEHOB JIOCTYIIA MPOIIECCOB, OCYIIECTRIISIONIMX JOCTYI K O0BEKTY.

1) YpOBEHb LETOCTHOCTH.

10. Kakue u3 TMYHKTOB MPaBUIbHO ONUCHIBAIOT (MJIBTPOBAHHBIM TOKEH JOCTyMa

apmuuuctparopa B OC Windows?

a) YpOBEHb LIEJIOCTHOCTH YCTAHABJIUBACTCS CPETHIM.

0) YpoBeHb LIETTOCTHOCTH YCTAHABIMBAETCSI BHICOKUM.

B) CIMCOK MPHBHJICTHIA, KOTOPBIE MOT'YT MONACTh B (DUIILTPOBAHHBIN TOKEH, CHUIILHO
OTpaHHYEH.

r) Ilpu ompeneneHun npaBoMepHOCTH pgoctyna cpeau 3amuceir JICY]J] ¢ SID
aJMIUHHCTPATUBHBIX TPYIIT OYAYT YUTEHBI TOJIBKO 3aIlPEIIAOIIHE.

1) Crucky MPUBHUIIETHIA OMHAKOBBI B OOBIYHOM M (DHIBTPOBAHHOM TOKEHE JOCTYyIIa
aIMHHHCTPATOPA.

TeCT II10 TEME 32 HH(l)OpMaIII/IOHHaﬂ 66301’[3CHOCTL onepaunonnblx CHUCTEM CeMeﬁCTBa
Linux

1. Ha ocHoBe kakux naHHbIX cyobekTa OC Linux npuHUMaeT pelieHue o 1ocrymne?
a) SUID-6wur.
0) Sticky-6ur.
B) YueTHbIC JaHHBIC.
r) UID nporecca.
1) DJNEeKTPOHHAS TOAMUCH POTrPAMMBI.
2. Kaxwue npaa npucyrctBytoT B OC Linux:
a) Mcnonuenue.
6) Urenwue i-node.
B) UrteHue.
r) Vnanenue.
1) 3aruce.
3. s gero cayxut SUID-6ut B OC Linux?
a) [To3BomsieT 3amycTUTh MPUIIOKEHNE OT UMEHH BJaJIeNblia (aiiia MpHIoKEHHS .
6) ITo3BossteT 3amyCTUTh MPUIIOKEHUE OT UMEHHU CYIEpIIOIb30BaTEeIs.
B) [To3BounsieT 3amyctuth npuinoxkenue ¢ npusuierueit CAP_SYS ADMIN.
r) [To3Bousier 3amyctuth npusioxenue ¢ UID paBHBIM HYITIO.
1)  3ampemiaer  3amyCcK  NPWIOKEHHS ~ BCEM  IOJb30BATENsIM,  KPOME
CYIIEpITIOJIb30BaTEIs.
4. Yro nenaet Macka B CIIUCKe ynpasieHus noctynom ¢aiina 8 OC Linux?
a) 3ajaeT MaKCUMaJIbHbIE MPaBa, KOTOPbIE MOXKHO MOJTYUYUTh U3 3alHCei JUIs TPYIIIL.
0) 3agaeT MaKCHUMaJbHBIE TTPaBa, KOTOPBIE MOXKHO TTOJYYUTh U3 3aITHCH OCTATBHBIX.
B) 3a/1aeT MaKCUMallbHbBIE MPaBa, KOTOPhIE MOYKHO MOJYYUTh M3 3alMCU BJaJelblla
daiina.
r) 3amaeT MakCHMalbHBIE TpaBa, KOTOPbIE MOKHO MOJYYUTh W3 3amuced s
MIOJIB30BATENEN U TPYIIIL.
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1) 3amaeT MaKCHUMajbHbIE IMpaBa, KOTOPbIE MOXHO MOJYYHTh W3 3amUCed Jyis
MOJIb30BAaTENEH.
5. Yro Takoe coib xemi-3HaueHus naposst B OC Linux?
a) Ctpoka, koTopasi BBIOMpaeTCA MpH KaXI0M ayTeHTH(PHUKAIUU CIIydalHO IS
oOecrieyeHns 6€30MACHOCTH MAPOIISL.
6) CnyuaiiHo BbIOpaHHas MpU CO3JaHUM MapoJs CTPOKa, KOTOpas CKIIEUBAETCS C
XeII-3HaueHHEeM N0CIIe BEIYUCIICHUS Xell-(QyHKIINH.
B) CiydaiiHo BbIOpaHHas MPH CO3JAHUU MApPOJsl CTPOKA, KOTOpas CKJICHBACTCS C
napoJieM TNepe]l BBIYUCICHHEM Xell-(DyHKIUH.
r) JliuHa, 10 KOTOPO# ype3aeTcst Maposib MOJIb30BaTellsl I KOMITAKTHOTO XPaHCHUSI
B CHCTEME.
6. BriOepute cynHOCTH, BXOSITME B yUeTHbIE JaHHbIe mporecca B OC Linux:
a) UID nonb3oBatens, 3a1yCTUBILETO ITPOLIECC.
0) ['pynmbl moap30BaTeNs, 3ayCTUBILETO MTPOLIECC.
B) [IpuBunerun.
r) [IpaBa ucnonusiemoro ¢aiisa, ©3 KOTOPOro ObLT 3aMYIIEH MPOIIECC.
1) ®nar 3¢ HeKTUBHOCTH MIPUBUIICTHH.
7. BpibepuTte CymHOCTH, BXOASIIUE B aTpuOyThl Oe3omacHocTH ¢aitna B OC Linux:
a) Tpoiika npaB Jy1st KaXK0¥ TPYIIIBI B CUCTEME.
0) [IpuBmiierumu.
B) Tpoiika npaB Biajeinbiia daiiia.
r) Tpoiika mpaB TmoONb30BaTeiell, HE SBSIONMXCS BiaaenbliaMu (aina u He
BXOJISIIIMX B TPYIITY Biajesbla ¢aiiia rmo yMoIdaHuio.
n) Bnanenen gaiina.
8. BriOepuTe cynHOCTH, BXOAIHUE B aTpuOyThl 6e3omacHocTH (aiina B OC Linux:
a) Tpolika mpaB AJisl Ka)JI0H TPYIIIbI B CUCTEME.
0) [IpuBuiierumu.
B) Tpoiika mpaB Biajeiblia Qaiiia.
r) Tpoiika mpaB moib30BaTeNell, HE SIBJISIONIMXCS BJajeibllaMu (aiia U He
BXOJIAIINX B TPYIITY Biaeiblia (aiia mo yMoIdaHuio.
n) Bnanenen gaiina.
9. Kaxkue Habops! npuBmiieruii ects y ¢aitna 8 OC Linux:
a) Hacnenyewmbie.
0) DddexTuBHEIE.
B) BHemnwue.
r) OrpaHHYHBAOIITHE.
1) PasperieHHsble.
10. Kakyto xem-pynkuuo ucnonszyer OC Linux A BRIYUCIEHUS X€II-3HAYCHUS Tapois B
OC Linux?
a) MD-5.
0) SHA-256.
B) SHA-512.
r) SHA-3.
n) ODyHKOMIA HECKOJIBKO, OKOJO XeMNI-3HAUeHHs MapoJisi XpaHUTCI HOMEp
UCIIOJIb30BaHHOM XemI-(QyHKIUY.
11. Yto nenaet xouseitep B OC Linux?
a) OUIBTPYET BHIBOA KOMaH/IBI.
0) [lepenanpaBnsieT CTaHIaPTHBIN BBHIBOJI KOMaH/ bl C KOHCOJIM CTaHAAPTHBINA HA BXO/T
JIpyroi KOMaHsje.
B) [TosHMMaeT mpaBa JIo mpaB CyNeproab30BaTesl.
r) OTKIaIpIBaEeT BHITOJHEHUE KOMAH/IbI HA YKA3aHHBIH CPOK.
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Tect o Teme 4.1 BBeieHne B apXUTEKTYPY JOKAJBHBIX BbIYHCIAUTEIBHBIX ceTel

1. Kakoii nopsinox ypoBHeit moaenu OS| BepHBbIii?
a) Ousnveckuii, KaHAIBHBINA, TPAHCIIOPTHBINA, CETEBOW, CEAHCOBBIN, MPEICTABICHUS,
MIPUKJIAHOM.
0) ®u3nueckuii, KaHAJIbHBIN, CETEBOM, TPAHCTIOPTHBIN, CEAaHCOBBIN, MPEICTABIICHHUSI,
MIPUKJIAHOM.
B) Ou3HUeCKUi, KaHAIbHBINA, CETEBOM, TPAHCIIOPTHBINA, CEAHCOBBIM, MPUKIIAJIHOM,
MIPEICTABICHHMSI.
r) Du3MYCCKHi, KaHAIbHBINA, TPAHCIIOPTHBIA, CETEBOH, CEaHCOBBIN, MPUKIIAJIHOM,
MIPEICTaBICHMSI.
2. Kaxkue nmpoToKoJbl OTHOCSATCS K TPAHCIIOPTHOMY ypoBHIO Moaenu OSI?
a) UDP.
0) ARP.
B) IPv4.
r) GSM.
n) TCP.
e) DNS.
x) PPTP.
3. Kakoii ypoBeHb npeqHazHaueH Il ONPEIeICHUs TyTH Mepeladn TaHHBIX ?
a) Ouznueckuid.
0) CeaHCOBBIH.
B) TpaHCIIOPTHBIIA.
r) [IpencraBienus.
n) KananbHbIi.
e) IIpuknaaHoii.
k) CeTeBOM.
4. Kakwue ¢uaru ucnonb3yrorces B npotokosne TCP 11 ycTaHOBIEHUS COSUHEHUS?
a) RST.
6) SYN.
B) FIN.
r) URG.
1) ACK.
e) PSH.
5. Kakwue npeumymiectsa ecte y FTTB?
a) Bricokast ckopocTh paboTel IHTEpHET.
0) PaBHas ckopocThk pueMa u nepeaadu HHGoOpMaIuu.
B) Hes3aBHCHMOCTH CKOPOCTH JOCTyNa OT YHWClia aOOHEHTOB, MOKIIOYEHHBIX K
KOMMYTaTOpY.
r) OTcyTcTBHE HEOOXOAUMOCTH pa3MeEIleHHs KOMMYTaTopa MpoBaiiepa B 31aHHH.
6. Kaxue Hemocratku ectby FTTB?
a) Huzkas ckopocts pabotel IHTEpHET.
0) Pa3znas ckopocTh pueMa u nepeadn HHGOpMaLuu.
B) 3aBHCHMOCTh CKOPOCTH JIOCTyNa OT 4YHCJIa AOOHCHTOB, TOJKIFOUEHHBIX K
KOMMYTaTOpY.
r) Heo6xoauMocTh pa3MerieHus KOMMyTaTopa IMpoBaijiepa B 31aHUH.
7. BpiOepute BepHbIE YTBEPKICHUS
a) TCP He rapanTupyeT 10CTaBKY JlaTarpaMM.
6) UDP He rapaHTHpyeT JOCTaBKY JaTarpamm.
B) UDP rapantupyer 1ocTaBKy AaTarpamm.
r) TCP rapanTHpyeT JOCTaBKY JaTarpamM.
8. Kaxoii agpec OTHOCHTCS K aipeCHOMY NMPOCTpaHCTBY IPv4?
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9.

10.

a) 192.168.0.17

6) 129.256.0.0

B) 301.169.107.0.0.3

r) 127.0.1000.0
Kak paboraet koHIeHTpatop (xab)?

a) Ilpu monydyeHuu makeTa AaHHBIX Xa0 MEpPeChUIACT ATOT MAKET Ha BCE OCTajJbHbBIC
CBOM IOPTHI.

6) Ilpu mnonmyuyeHuMM makeTa JaHHBIX Xa0 IepechUIaeT 3TOT MaKeT Ha MOpPT B
coorBercTBUU ¢ Tabmuuer MAC-agpecoB. Ecam cooTBeTcTBHS HET, IaKeT
oTOpackIBaeTCsl.

B) Ilpym nonyueHuu makeTa OaHHBIX Xa0 IEpechUIaeT ATOT IaKeT Ha IOpPT B
cootBercTBUU ¢ Tabnuueit MAC-aapecoB. Eciiu cOOTBETCTBUS HET, B CETh OTHPABIISETCS
ARP-3amnpoc.

Kak paboraer kommyTtaTop?

a) B ciyuae, eciiu s otnpasisiemoro MAC-aapeca HET COOTBETCTBUS, KOMMYTATOp
paccbuIaeT MakeThl Ha BCE MOPThI, KpOME MOpTa-ToayyaTes.

0) Ilpu monmydyeHMM mNakera JaHHBIX KOMMYTATOp IE€pPECHUIAET 3TOT IMAKET Ha BCe
OCTaJIbHbIE CBOM MOPTHI.

B) KommyTarop XpaHUT B maMsaTH TaOJHMIly KOMMYTallMH, B KOTOPOW YKa3aHO
conoctaBienue MAC-aapeca 1 HoMepa mopTa KOMMYTaTopa.

r) Co BpeMeHEM KOMMYTATOp CTPOHT TaOJUILY [UIs BCeX akTUBHBIX MAC-aipecoB.

1) Tabmuia MAC-anpecoB KOMMYyTaTOpa CTaTHYHA U HACTPAUBACTCS BPYUYHYIO.

Tect no Teme 4.2 CeteBble YIpo3bl M METOAbI POTUBOAEICTBUS UM

Kakue ObIBAaIOT HCTOYHUKHM BO3HUKHOBEHUS YSI3BUMOCTEH?
a) OmmoOKu peanu3anuu.
0) OmubKu 00CITy>KUBaHHUS.
B) OmMOKK IPOCKTUPOBAHUSI.
r) Omm6ku HR-otxena.
Yro He BXOAUT B 6azoByo rpymry Metpuk CVSS?
a) Crioco6 moyryyeHust JOCTyTa.
0) Bnusinue Ha KOH(PUIEHITUAIBHOCTD.
B) Binsinue Ha mosp3oBarens.
r) [TokazaTenb ayTeHTU(HUKAIINH.
1) CII0)HOCTh MOJTYYCHUSI JOCTYIIA.
Kakoit rpynmer metpuk CVSS we cymectByer?
a) KommnekcHasl.
0) Bpemennasi.
B) basogas.
r) KoHTekcTHasl.
Kewm pazpaborana CVSS?
a) 1SO.
6) FIRST.
B) WWW.
r) UCLA.
UYro He sBisiercst meTpukoit B CVSS?
a) CII0KHOCTh aTaku.
0) Bnusinue Ha TOCTYMHOCTb.
B) JIMUTENBHOCTD aTaKH.
r) Crioco6 mosydeHus A0CTyIa.
1) ITokazaTenb ayTeHTU(UKAIINH.
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10.

Uro sBIIsIeTCsl MTaCCUBHOM aTakom?

a) [IpocnymuBanue Tpaduka.

0) Otka3 B 00CIy)KUBaHHH.

B) Ou3ruecKoe HAMAICHUE HA OOBEKT.

r) DKCIUTyaTanus ysi3BUMOCTH.

Uto Takoe 3BpUCTUYECKHUIN aHATU3?

a) Meton, mpenHa3HaueHHBIA i OOHAPY)KEHUS HOBBIX, €IIE HE BBISABICHHBIX
BHPYCOB.

0) MexaHu3M, HEOOXOMUMBIM JUISI OTCIICKHBAHUS HEU3MEHHOCTH  (DaiisioB,
JIOKYMEHTOB, peecTpa, KoHPUrypauuu o00pya0BaHus.

B) MeToa, OCHOBaHHBIM Ha IOCIICAOBATEILHOM IMPOCMOTPE HaMSTH YCTPOWMCTBA,
3arpy304HbIX CEKTOPOB, (ailioB B MOMCKE CUTHATYpP U3BECTHBIX BUPYCOB.

Uro Takoe 63k10p?

a) YacTh BpEAOHOCHOTO MPOTrPAMMHOIO OOECleUYeHHs, pPeaTu30BaHHOTO s
COKPBITHS IPUCYTCTBUS 3TOTO BPEAOHOCHOI'O KOJA U €r0 EUCTBUH.

6) [Ilpunoxxkenue, wucnonb3lyemMoe [UIsl JaibHeHIIel 3arpy3kd U 3amycka
MOJIHOLIEHHOT'O BPEIOHOCHOT'O MPOrpaMMHOI0 00€CIIeYEeHHUS.

B) BpemonocHoe mnporpaMMHOe oOecredeHrne, KOTOpOe, IMOMHUMO IONTyYCHHS
KOHTPOJISI HaJl 3apak€HHBIM YCTPOMCTBOM, IBITAETCSl 3aXBaTUTh 1107 CBOW KOHTPOJIb
JIPYTHE Y3JIbl CETH.

r) [IpuoxkeHue, MO3BOJISIONICE YIPABIIATH KOMITIBIOTEPOM Y/IaJICHHO.

UYrto Takoe pyTKUT?

a) YacTe BpEIOHOCHOTO NPOTPAMMHOTO OOECHEUEHHs, PEATU30BAaHHOTO IS
COKPBITHS TIPUCYTCTBUS 3TOTO BPEJOHOCHOTO KOJIa U €r0 ACHCTBHIA.

06) Ilpunoxenue, wucnonb3lyemoe JUIsl JalbHEMIIed 3arpy3kd U 3amycka
MOJIHOIIEHHOT'O BPEIOHOCHOTO MPOTrPaMMHOI0 00eCIIeUeHHUS.

B) BpemoHnocHoe mnporpamMHOe o0OecneueHue, KOTOpOE, MOMHMO MOJIYy4CHHS
KOHTPOJISI HaJl 3apaK€HHBIM YCTPOMCTBOM, MBITAETCS 3aXBaTUTh O] CBOW KOHTPOJb
JIPYTHUE y3JIbl CETH.

r) [IpunoxeHue, MO3BOJISIOIIEE YIPABISATH KOMIBIOTEPOM YIAICHHO.

Uro cnexyet aenarb, 4TOOBI 3aTUTUTE CE0s1 OT BUPYCOB?

a) He 3anmyckaTh npuiiosxeHus U3 HEOBEPEHHBIX HCTOYHHUKOB.

6) Caemutp 3a UUGPOBBIMH MOANHUCAMHU YCTAHABIMBAEMOTO IPOrPAMMHOIO
o0ecreyeHusl.

B) OTKJIIOYHTH MEKCETEBOM IKPaH.

r) Bcerma OTKpbIBaTh BJIOKEHHs OSJEKTPOHHOM TMOYTBI ¢ TeMoi «BaxkHo» wu
«Cpo4HO».

n) CBOeBpeMEHHO OOHOBISTH  OMNEPALMOHHYKD CHUCTEMY W MPOrPaMMHOE
obecrnievyeHue.

¢) Mcnonb30BaTh aHTUBHPYCHOE MTPOTPAMMHOE O0ECIICUCHHE.

Tect no Teme 4.3 MeskceTeBble IKPAHBI

UTto Takoe MexceTeBOM FKpaH?

a) [IporpaMmmHOe WM TPOrpaMMHO-TEXHHUYECKOE CPEJCTBO, peaiu3yoniee GpyHKIuu
KOHTPOJISI U GUIBTPAIIMN B COOTBETCTBUU C 3aJIaHHBIMU MPABUIIAMHU TPOXOASIINX Yepes3
HEro WHQPOPMaIMOHHBIX TTOTOKOB.

0) VYctpoiicTBO, TpenHA3HAYEHHOE JJIsi COCOUHEHUS  HECKOJIbKUX  Y3JIOB
KOMIIBIOTEPHOM CETH B MpeJiesiax OJHOTO UM HECKOJIBKUX CETMEHTOB CETH.

B) YCTpOICTBO, KOTOPOE MO3BOJISIET OPTaHU30BATh JIOKATBHYIO CETh C BO3MOYKHOCTHIO
BBIXOJa B UHTEPHET I IPYTUX YCTPOMCTB.

MesxceTeBblie dKpaHbI IS BEO-MIPUIIOKEHUN PacIioararoT:
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a) Ilepen 3ammiaemMbiM BeO-cepBepoM (Tpaduk BHAYaie MEpPeaacTcs MEKCETEBOMY
JKpaHy, 3aTeM BeO-cepBepy).

0) Ilocne 3amumiaemoro BeO-cepBepa (Tpaduk BHaJale mepemaeTcs BeO-cepBepy,
3aTeM MEXCETEBOMY 3KpaHy).

B) MexceTeBOM SKpaH M 3allUIacMblii MM BeO-CEpBEp HAXOJATCS B Pa3HBIX
HOJCETAX, TPA(PUK MEXTy HUMU 3allpelleH.

r) BmecTo 3ammuiiaemoro Be6-cepsepa.
[lepcoHanbHbIe MEXCETEBbIE IKPaHBI 111 HACTOJIBHBIX KOMIIBIOTEPOB U HOYTOYKOB:

a) O0ecneunBarOT JOMOIHUTENbHBIM YPOBEHD 3aIUTHI OT CETEBBIX aTaK.

6) [TomHOCTBIO 3aMEHSIOT BCE OCTAJIbHBIE HHCTPYMEHTAJIbHbBIE CPEJICTBA 0OECIIeUEeHUs
0€30MaCHOCTH.

B) [10JHOCTBIO 3aMEHSIOT MapIIPyTU3ATOPbI, SBJISSACH LUTIO30M IO YMOJYaHHIO IS
3alUIAEMOT0 KOMITBIOTEPA MIIM HOYTOYKA.

r) IlpemocraBinstoT Bce HEOOXOMMMBIC CETEBBIC CEPBUCHI Ui 3alUIIAEMOr0O
KOMIIBIOTEpA WU HOYTOYKa.
IlepcoHanbHble MEXCETEBbIE SKpaHbl JJs HACTOJBHBIX KOMIIBIOTEPOB M HOYTOYKOB
SIBIISTFOTCSL:

a) AnmnapaTHO-IIPOrPaMMHBIMU CPEICTBAMU 3aLUTHI.

06) Bcerma BctpoeHHpiMH B OC, KOTOpPYIO OHHM 3alIWINAIOT, HE MOTYT OBITH
pea30BaHbl BHEIIHUMU MPOU3BOJUTEISIMH.

B) VCKIIIOYHMTEIIEHO TIPOrPAMMHBIMHU.

r) VcKiIrounTenbHO BHEIIHUMHE, He BCTpoeHHbIMH B OC, KOTOPYIO OHH 3allHUILIA0T;
BCET/a PEATM30BaHbl BHEITHUMHU TPOU3BOTUTEIISIMH.
[lepcoHanbHblE MEXCETEBbIE SKpaHbl JAJISI HACTOJBHBIX KOMIIBIOTEPOB M HOYTOYKOB
yCTaHaBJIMBAIOTCS:

a) Ha xocrax, KOTOpble OHM 3aLUIIAIOT.

06) Ha wmapmpyru3aTopax, KOTOpbIE yKa3aHbl Ha XOCTE B KAyecTBE MULII03a II0
YMOJTYaHHUIO.

B) Ha oTenbHBIX KOMITBIOTEPAX.

r) Ha xoneunbix Toukax VPN.
Bri6epute HecylecTBYIONMI BU TPAHCIISALIUN CETEBBIX aJIPECOB.

a) lunamuueckas.

0) CraTuueckas.

B) C HCHOBb30BaHKEM MTOPTOB.

r) C UCTOIb30BaHHEM MOCTOB.
1110361 ypOBHS NPUIIOKEHUHN TO3BOJISIOT:

a) Ucknrounth npsMoe B3aMMOJCHCTBHE JABYX Y3JIOB IyTEM peaJu3alud PO
HOCPETHHKA.

0) BoImonHATh PyHKIINY 11TI03a CEAHCOBOTO YPOBHS.

B) AHaJIN3UPOBATh BCE CYLIECTBYIONIHE B MUPE ITPOTOKOJIBL.

r) AHaTM3MpOBaTh TOJBKO MOJICPKHUBAEMBIE 3TUM MEXKCETEBBIM JKPAHOM
HPOTOKOJIBL.
VYnpasisieMble KOMMYTaTOPBI MOTYT:

a) OcymiecTBiATh (huIbTpanuio Ha ocHoBe IP-aapecos.

0) OcymiecTBaATh (PUIBTPAIUIO 11O UCTIOJIB3YEMOMY ITPOTOKOY.

B) OcymiecTBnsaTh ¢puiibTpanuto Ha ochoBe MAC-anpeca.

r) Ocymiectsisth puiasTpanuto Ha ocHoBe VLAN ID.
Bri0epure BO3MOKHOCTH MEKCETEBOI0 3KpaHa.

a) Peructpanusi COOBITHIT M TeHEpaITUsl OTUYETOB.

0) @unbTpanus Tpaduka.

B) TpaHCIsIIKs CETEBBIX aJIPECOB.

r) AyTeHTH(HKAUS TOJIH30BaTEICH.
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1) AIMUHUCTPUPOBAHHE.

10. Kakue yTBepx/aeHUS O MPOTPAMMHOM MEKCETEBOM IKpaHe BEPHBI?

a) llomxomut B ciy4asix, KOTJa YCTPOMCTBO IIOJIb30BaTessl IMOMEIIAeTCsl B
HEJJOBEPEHHYIO CpENy.

0) Ilpu ero pabore HCHIONB3YIOTCS PECYPChl YCTPOHCTBA, Ha KOTOPOM OH
(GYHKIIMOHUPYET.

B) [TogxomuT 1ist 3a1a4 CErMEHTHPOBAHHS CETEH.

r) [ToaxoauT it OTJCTICHHUS TOBEPEHHON YacTH CETH OT BHELITHUX YIPO3.

1) Cunraercst 60j1€e OTKa30yCTOWYHMBBIM, YEM alIapaTHBII MEXKCETEBOM IKPaH.

Tect mo Teme 5.1 BBenenue B kpunrorpadguueckne MeToAbl 3allIThI HH(POPMaLH

1. Kaxnpiii mmdpoTeKCT MoOXeT ObITh TMOJMYy4eH Kak pe3yibTaT  CIEAYIOIIETro
npeoOpa3oBaHuUs:
a) Ex (Dk(p))-
0) Dk(p).
B) Ex(p).
r. Dk (E(p))-
2. Sammdpyiite ¢ momomipio mudpa «Atodamn» cioso «Worldy.
A/B|C|D|E|F|G|H|I |J |K|L|M
ZI Y XIW|V|IUIT|S|R|Q|P|O|N
a) Dlrow.
6) Svood.
B) Woild.
r) Dliow.
3. Paccumdpyiite ciaoBo «Xjxoby, 3amudpoBanHoe ¢ mnomoinpio mudppa [as HOmus
[e3aps:
A/B|CIDIE|IF|G|/H|I |J|K|L|IM|N|O|P |Q|/R|S|T|U|V|X|Y|Z
XY Z|A/B|CIDIE|F|G|H|I |J |K|IL|IM|N|O|P|Q|R|S|T|U|V
a) Tatly.
6) Amare.
B) Crypt.
r) Vivna.
4. Bammdpyiite cnoBo «KHU3HB» ¢ TOMONIBIO TEPECTAHOBKH
1123|415
25|13 |14
a) Hx3bu.
0) bu3mx.
B) H3pxu.
r) Ub3xH.
5. Pacmudpyiite cnoBo «1216312611» ¢ momorpto Tadauis [lomuous:
112|3|4]|5|6
1/A|B|B|T|A|E
2| E[X|3|U|U|K
3|JJIM/H|O|IT|P
4 BIE|V|O|X|
S|Y || b |bI|b
6 (DO *|*|*
a) benka.
6) EsBroa.




10.

11.

12.

13.

B) Crpenxa.

r) benok.
BriepBbie MeTO/T YaCTOTHOTO KPUIITOAHAIN3a BIIEPBBIC U3JI0KHUIL:

a) Jleon barrtucra Ans6epTH.

0) ®panuecko CUMOHETTA.

B) AOy IOcyd Aky06 ans-Kunnu.

r) xuponamo Kapnano.
Juck AnpOepTu Mo3BOJISIET aBTOMAaTU3UPOBATH:!

a) ludp mpoctoit 3amens! (ogHOaN(PaBUTHBINA MHDD).

6) MHuoroandaBuTHBIHN HdD.

B) llIudp nmepecranoBkw.

r) [Torounsnii mudp.
Vcnonp3oBanue maposst i MHEMOHHYECKOTO 3allOMHUHAHUS TIEPECTaHOBKH CHMBOJIOB
andaBuTa MPeAIOKUI:

a) Mareo ApaKeHTH.

0) biie3 ne Buxenep.

B) Jl)xoBanuu barrucra bemnnazo.

r) JbxambarTucta (J»xoBannu) aemna Iopra.
[Tomemenue nns nepiatoctpaunu nepenucku B XVII — XX Bekax Ha3pIBaIoCh:

a) benbrii kaOuHeT.

0) TaitHas koMHaTa.

B) SIlHTapHas KOMHaTa.

r) UepHblif KaOUHET.

1) KpacHbiit kaOuHET.
ugpsl, B KOTOPBIX KaXXIbld CHMBOJ OTKPBITOTO TEKCTa IMPeoOpa3yercss B CHUMBOII
mUPPOTEKCTa, B 3aBUCUMOCTH OT CBOETO PACIOJIOXKEHHUS B OTKPHITOM TEKCTE M KJIH04a
Ha3bIBAIOTCS:

a) MHoroapaBUTHBIMU HIHPPAMHU.

0) brounbME mE(pamu.

B) [ToTouHbIMM M (pamH.

r) PoTopupiMu mmmdppamu.

ammdpyiite cnoo «CJIOH» 6urpammusiM mudpom Ilneidepa.

Y ! O b B
K T €) H O
I I JI b IT
M A 11 3 P
C E A bl K
10) i il 4! X

a) BAbU.

6) LHADb.

B) OIIYBI.

r) bILILL3.

ITycts mepectanoBka T npezcraBieHa cieayromnen Tabauien:
1/2]3]...|n=-5|n=-4[n-3|n-2|n-1|n
5(6|7|.../n=1] n 1 2 3 |4

Kakoii Buz nmMeeT nepecraHoBka oopaTHasi nepecranoBke T?

a.
1/213]...|n=-5|n-4|n-3|n-2|n-1|n
11213 n-5/n-4/n-3|/n-2|n-1|n
0.
1/2]3]...|n=-5|n-4[n-3|n-2|n-1|n
41312]...|] 10 9 8 7 6 |5
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1/2]3 n-4|/n-3|n-2|n-1|n
4156 n—-1| n 1 2 |3
T.
1 2 3 |4|5].../n=3|n-2|n-1| n
n-3|/n-2|n-1|njl]|...|n-7|n-6|n-5|n-4
14. 3ammdpyiiTe ¢ momombio oTKpbITOrO Kirtoua (8051, 5) kpunrocuctemsl RSA coobienne
m = 10.
a) 8051.
0) 3388.
B) 1949.
r) 12.

15. Kakoe cBoiicTBO 0€30MacHOCTH TapaHTUPYET, YTO YYaCTHUKY KpUNTOrpaduueckoro
IPOTOKOJIa IIEIOCTHOCTH TIOJIYYEHHOTO COOOIICHHST M €ro CO3JaHue J0 MOMEHTa
MOJIyYEHUsl, HO HE TapaHTUPYET 3alIUTy OT MOBTOPHOU OTIPABKH COOOIICHUS?

a) CBOKCTBO «ayTEHTH(HUKAIHS CTOPOHY.

0) CBOIicTBO «ayTeHTU(DUKAIMSI UCTOUHUKAY.
B) CBOMCTBO «MHBAapUAaHTHOCTb OTIIPABUTEIISI.
r) CBOMCTBO «ayTeHTU(PHUKAIUS COOOIICHUS.

16. Kakoe cBoO#CTBO 0€30MaCHOCTH TapaHTUPYET, YTO YYACTHUKY KPUNTOrpadUIecKoro
MPOTOKOJIA, YTO YYACTHHUKH, HAYaBIIME HCIOJHEHUE MPOTOKOJIA, HE H3MEHUIIHCH C
TE€YEHUEM BPEMEHU?

a) CBOMCTBO «ayTEeHTH(PHUKAIUS CTOPOHY.

0) CBOIiCTBO «ayTeHTU(HUKAINSI HCTOTHUKAY.
B) CBOICTBO «MHBapUAHTHOCTH OTIPABUTEIISI.
r) CBOMCTBO «ayTeHTU(PHUKAIIUS COOOIICHUS.

BepHblii 1 1OHBIA OTBET HAa BONPOC TECTa OIEHUBAETCs B 1 Oayi, Juisl MPOXOXKICHUS
TecTa HEOOXOAMMO BEPHO U MOJIHO OTBETUTH Ha HE MeHee ueM 60 MpOIEHTOB BOIIPOCOB TECTA.
TeMbl NpaKTUYECKUX 3aHATHI

Tema npakTHYecKoro 3aHsaTusi mo Teme 3.1
BBenenue B MHPOPMAIMOHHYIO 0€30IIACHOCTH ONEPAIHOHHBIX CHCTEM

1. OcHoBHI paboTHI ¢ TIpoIIeccamMy, BBOJOM-BBIBOAOM U ¢aitnamu B OC Windows u Linux.

Tema npakTHYecKOro 3aHATHSI MO0 TeMe 3.2
HNudopmanuonHas 6e30nacHOCTh ONePAllMOHHBIX cucTeM ceMelicTBa Windows.

1. OcHoBsl 00ecnieuenus oe3omacuoctt B OC Windows.

Tema npakTH4eCKOro 3aHATHSA 10 Teme 3.3
HNudopmanuonnas 6e30nacHOCTH ONEPANMOHHBIX CHCTeM ceMelicTBa Linux

1. OcuoBel 00ecnieuenus oe3omacaoctu B OC Linux.

Tema npakTH4eckoro 3ansatus no reme 4.1
BBeneHue B apXUTEKTYPY JIOKAIbHBIX BBIYMCIUTEIbHBIX CeTeH

1. Cereoii cuuddep Wireshark. 3nakoMcTBO ¢ pUIBTPaMy MaKETOB.
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TeMbl NPAKTHYECKOT0 3aHATHS 1O Teme 4.2
CeteBble YIpo3bl M1 METOIbI MPOTUBOAEHCTBUS UM

WuBeHTapu3anus ¥ IMOUCK ysA3BUMOCTeW ¢ ucnonb3oBanueM Open Vulnerability and
Assessment Language.

CereBoit ckanep Zenmap. MHcnonb3oBaHue CeTEBOro CKaHEpa JJisi  BbISBJICHUS
YSI3BUMOCTEH YPOBHS CETH.

Bupychbl, uX BbIBIEHUE M YCTPAHEHUE C HCIIOJIb30BAaHUEM CHELUAIU3UPOBAHHOTO
IPOrPaMMHOT0 OOeCTIeUeHUsI.

TeMbl NPAKTHYECKOT0 3aHATHS 10 TeMe 4.3 MeskceTeBble IKPAHBI

bpanamaysp Windows. Pa3paboTka nmpaBui MEXCETEBOT0 SKpaHUPOBAHHMS.
Bupryansnas undpacrpykrypa Eve-NG.
MexceTeBoi 5kpaH Ha rpaHulle cetu. Hactpoiika npaBui MeXCETeBOro SKpaHHUPOBAHHSL.

TeMbl NPaKTHYECKOT0 3aHATHS MO Teme 5.1
BBenenne B kpunrorpaguueckue MeTo bl 3a1IUTHI HHpOpMAIUT

Hctopuueckue mmdps! mmdpoBanue u pacumdpoBaHue.
JlonoJIHUTeIbHbIE 32/IaHUS VIS CAMOCTOSITEJILHOTO PeleHus

JonosanurtenbHble 3ananus no teme 1.1 [IpaBoBble 0CHOBBI 00ecnieYeHust
HH(OPMAIMOHHOI 0€30MACHOCTH

Kakas wundopmanus mnpezacraBiaser s Bac nenHocts? Kakue XapakTepUCTHUKU
UHPOPMALMOHHOM Oe3omacHOCTH Bl ObI X0TeNN 00eceunTs s Takoi nHpopMarimn?
BriOepere kakoi-nu6o Buj 1eHHOM 11 Bac mHdopmanuu. B kakux ¢opmax Moxer
OBITH MPEJCTABJIEH ITOT BUJ HH(DOpMAIUN?

IIpoananusupyiiTe: K KakMM BHJ1aM TaiiH Bbl MokeTe UMETh JoCcTyn?

[Ipoananu3upyiite: kKakue CBsI3aHHbIE C BaMu JaHHBIE MOTYT SBJISITHCS TaltHAMU?

IIOHOJIHI/ITCJIBHBIC 3aJaHud 110 TEME 1.2 3aumTa NMEPCOHAJTBHBIX JAHHBIX

Onumute cxeMy HWH(POPMAIMOHHBIX TOTOKOB Bammx mepcoHaNbHBIX aHHBIX B
YHuBEpCUTETE.

OmnumuTe cxemy WH(POPMAIMOHHBIX TOTOKOB Bamux nepcoHanbHBIX JaHHBIX B baHke.
[Ipoananusupyiite: Bcerna ju (korga 3To HeoOxoaumo) ¢ Bac B3umaroT cornacue Ha
00paboTKy NHepcoHaNbHBIX JaHHBIX? Bcerma nuM 3T0 MPOMCXOAUT B COOTBETCTBHM C
3aKOHO/ATENbCTBOM?

[Ipoananu3upyiite: B Kakux curyarusx Bl mgaBamu coryacue Ha 00paboTky Bammx
CHelHalbHbIX JaHHbIX? He ObU10 11 3TO M3MUITHIM?

[Ipoananmm3upyiite: B Kakux cUTyarusx Bbl maBaim coriiacue Ha 0o0paboTKy Bammmx
OnoMeTrpuueckux JaHHbIX? He ObLI0 1 3TO U3IUIIHUM?

JlonoiHuTeAbHBbIE 3a/1aHus 110 TeMe 1.3 Opranu3anmoHHbIe OCHOBBI 00ecneYeHU s
HH(POPMALIMOHHOH 0€30I1aCHOCTH

Pazpabotaiite Mmomens HapymuTens A Bameit momanraeit nHGOPMAIMOHHONW CHCTEMBI.
Pa3paboraiiTe MOJeNb HapYIIUTENS Al KOMIBIOTEPHOTO Kilacca Y HUBEPCUTETA.
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Pazpaboraiite Mozens yrpos /it Bamieli nomanrseit nH(pOpMaIMOHHON CUCTEMBI.

PazpabotaiiTe Moenb HapYIIUTENS 111 KOMITBIOTEPHOTO Kjlacca Y HUBEPCUTETA.

5. Ilpemnoxute cpencTra 3ammThl nHGOpManuu aiisi Bamielr jomanrHelr nHGOPMAITMOHHON
CUCTEMBI.

6. Ilpemmoxure cpeactBa 3amuThl  HWHGOpPMAMKU JUISI  KOMITBIOTEPHOTO  KJiacca

YHuBepcurera.

~ow

JlonmosiHuTEIbHBIE 3aJaHUA 110 TeMe 2.1 ApXuTeKTypa KOMIbIOTEpa

1. Usyuure Bam mepcoHaNbHBI KOMIIBIOTED W COBPEMEHHBIC Ta/DKEThl, KOTOPHIMU Bbl
noJsib3yeTech. CpaBHUTE UX XapaKTEPUCTHKHU: OBICTPOJACHCTBHE, 00BEM OIEPATHBHOU U
BCIIOMOTATEIILHOW NTaMSITH, CKOPOCTh JTocTyma B IHTEpHeT.

JonoJsiHuTeILHBIE 3a1aHKs 110 TeMme 3.1 BBenenue B nH(OPMAIIHOHHYIO 0€30MaCHOCTh
ONepalOHHBIX CHCTEM

OC Windiws
1. Ortkpoiite 6pay3ep Internet Explorer. Haiinute ero naentudukatop mpoiecca, OTKPhIThIE
coeMHEHUS U 0a30BBIil IPUOPHUTET.
2. Ortkpoiite Opayszep Chrome. Haiimure ero wuaeHTuduKaTOp Mpoiecca, OTKPHITHIC
COoeMHEHUS U 0a30BBIi PUOPHUTET.
3. 3amyctute npunoxkenue «baokHoT». Haiinure Qaiinbl oTkpbIThie pouieccoM «bIoKHOT
¢ momMotsio yruiutel Process Explorer.

OC Linux
Haiinure nate caMbIx TpeOOBATEIbHBIX K MAMSITH IIPOIIECCOB.
OTxkpolite Opay3ep U HaAAUTE OTKPHITHIC COCTMHCHHMS.
BriBenuTe conepkumoe TUPEKTOpuu /etc.
BeiBenute comepkumoe aupekropuu /etc/schedule.

P

JonosHuTeIbHBIE 3a1aHus M0 TeMe 3.2 UHdopmanmoHHasi 6€30MaCHOCTD
OIepalMOHHBIX cucTeM cemerictBa Windows

1. Coznaiite mnone3oBatens «Anuca». Hasnaubre et mapons. Co3paiite rpynmy
«HenoBepeHHbIE OIb30BATETN .

2. Co3zpaiiTe ITUpeKTOpulo, coaepkairyro (ainbl. HazHaubTe Annce mpaBa JOCTaTOYHBIE
JUIsl OTOOpa)keHUs CIIUCKOB (DaiiioB U MEPeX0J0B B AUPEKTOPUU U €€ MOATUPEKTOPHSIX, a
TaKkXke uyTeHHUs (aiaoB B TUPEKTOpUH M ee nmojpaupektopusx. IlpoeprTe, uto Anuca
MOJKET pOoCMaTpuBaTh (aiibl.

3. 3amperute rpynne «HemoBepeHHbIE MOJIb30BAaTENU» JIOOOH JOCTYN K CO3JIaHHOM
JTUPEKTOPUH, €€ MOJAMPEKTOpUsAM, a TakkKe K (aiiaM BHYTpU JUPEKTOPUH U €€
MOAIUPEKTOPUI.

4. Jlo6asbTe Anucy B rpynny «HenoBepeHHble nonb3oBatenn». IIpoBepbTe, uyTo Annca He
CMOXeT IPOCMAaTpUBATh (ailsibl B JUPEKTOPHH.

JononHuTeIbHBIE 3a1aHus M0 TeMe 3.3 UHdopmanmoHHasi 6€30MacCHOCTD
onepamuoHHBbIX cucTeM ceMeiicTBa Linux

1. Cozpaiite mnonb3oBatens «Anuca». Hasnaubre et mapons. Co3paiite rpynmy
«HenoBepeHHbIE NOIB30BATEIN.
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2. CozpaiiTe ITUpEKTOpUIO, coaeprkairyio (ainbl. HazHaubTe Anmce mpaBa JOCTaTOYHBIC
JUI OTOOpa)KEHUs CIIUCKOB (ailyIoB M MEPEX0I0B B IUPEKTOPUU U €€ MOAJUPEKTOPHSIX, a
TaKXke YTeHHs (PaijoB B TUPEKTOPUHU M ee moaaupekTopusx. IIpoBeprTe, uto Anmca
MOYKET YUTaTh (pailibl.

3. C momouiplo CcHUcCKa KOHTPOJS JOCTymoB 3amperure rpymme «HemoBepenusie
I0JIb30BaTENN» JI0OOH 0CTYyN K BhIOpaHHOMY (ailily BHyTpHu qupekropun. [Tomensiite
BJIaJIENIbLIA ATOTO (hailyia Ha CynepIoab30BaTels cucTeMbl. Pazpemmre B 0a30BBIX IpaBax
JIOCTYII K BeIOpaHHOMY (haitry kogom 600.

4. Jlo6aBbTe Ammcy rpynny «HemoBepeHnHsie monb3oBarenny. [IpoBepbre, uTo Anuca He
CMOJKET IMPOYMTATh BEIOPAHHBIN (haii.

JlonoJiHUTeILHBbIE 3a1aHKs 110 TeMe 4.1 BBe/ieHHe B apXUTEKTYPY JOKAJbHBIX
BbIYHMCJIHUTEIbHBIX CeTel

1. TIpoBeppTe HOCTYMHOCTH JIOOOTO HCIONB3yeMOro Bamm modTroBOro cepeepa ¢
ucrnonp3oBannem ytuiutel Telnet. Cremyiite cratee https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u caMmoCTOSTEIBHO.

2. Hactpoiite moury B mnouroBoM kiueHte Thunderbird. Cnenyiite craTbe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej.

3. Pazpaboraiite punbTpsl a1t mpocMoTpa Toabko uexoasaumx ICMP-3anpocos. Cnenyiite
cratbe https://habr.com/ru/post/211042/.

I[OHOJIHHTGJII)HI)IC 3aJlaHUA 110 TEME 4.2 CereBble YIrpo3bl U METOAbI HpOTHBO]IeﬁCTBHﬂ
UM

1. TlpoBeaute MOMCK YS3BMUMOCTEH Ha CBOEM JOMAIIHEM IE€PCOHAILHOM KOMIIBIOTEpE,
O3HAKOMBTECh C OMMCAHWEM BBISBICHHBIX YSI3BUMOCTEH, OMPENENNTE HACKOJIBKO OHH
KputnuHbl 1o mkaine CVSS, u yctpanure ux.

2. IlpoBepnre, yctpaneHa i ys3BuMocte CVE-2017-0144 nHa Bamem jgomamiHeMm
KOMITbIOTEpPE, U YCTAaHOBUTE OOHOBIIEHHE O€30MaCHOCTH B cilydae, €Cld YsS3BHUMOCTb
npucytctByeT. Cnenyiite cratbe https://support.microsoft.com/ru-ru/help/4023262/how-
to-verify-that-ms17-010-is-installed.

3. Uzyuntre ys3Bumocth CVE-2014-0160, crnemys cratesm  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-
heartbleed.pdf.  TlepBas craThst mpeacTaBiIseT CcoOOW  HEOONBIION  KOMHKC,
MOKa3bIBAIOUINH, HACKOJBKO ONAacHa M JIETKO MCIOJb3yeMa 3Ta YsI3BUMOCTh. Bropas
CTaThsl MpeACTaBIseT co00N MOoApOOHOE OMHMCAHHWE YA3BUMOCTH, IIOCIEJICTBUS €€
UCIIOJIb30BAaHUS M PUCKH.

JlonoJHuTeIbHBbIE 3a1aHus 10 TeMe 4.3 MekceTeBble IKPAHBI
1. 3amenute y3nel Hacker u Victim Ha y371bl mOJ ylpaBlI€HHUEM OINEPALMOHHON CHCTEMBI
Windows u oOpaTuTech K UX CETEBBIM pecypcam 1o npotokoiny SMB. Crnenyiite cratbe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
host-on-the-eve/.

JonosHuTeIbHBIE 3a1aHKUA 110 TeMe 5.1 BBeneHue B kpunrorpagpuueckne MeToabl
3alUThI HH(POPMALMHU

1. Bammdpyiite u pacmudpyiite coobuienmne «5 Teds ar06m0!» BceMu U3BECTHHIMU Bam
HUCTOPUYECKUMHU MU PaAMHU.
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Kpurtepun onieHKH NpaKTHYeCKOr0 3aHATHSA.

3a IpakTUYECKOE 33JaHHUE BBINOJIHIETCS OJHA U3 OLEHOK: «OTJIMYHO», «XOPOLIOY»,
«Y/10BJIETBOPHUTEJIBbHOY, «HEY/10BJIETBOPUTEIbHOY.

OneHka «OTJHYHO» BBICTABIISAETCS, €CIU CTYACHT aKTUBHO paboTaeT B TEYEHUE BCETO
MPAKTUYECKOTO 3aHSTHUS, JaeT BEpHbIE M TOJHBbIE OTBETHl HA BOMPOCHI MpernojaBaTens u
MOKa3bIBAaeT IMpPH ATOM IIIyOOKOE OBJAJEHUE JIEKIIMOHHBIM MAaTEpUalOM, BCE YACTH 3aJaHUs
BBIMIOJTHEHBl BEPHO (JIOMYCKAIOTCSI HEOOJbIINE HETOYHOCTH, HE SBISIOIIMECS CJeICTBUEM
HE3HAHMS WIM HENOHMMaHMA YdeOHOro Mmarepuaina). PaboTa BBIIOJHEHAa CaMOCTOSTEIBHO.
Pabora cnana ¢ cobmonenneM Beex cpokoB. CoOutto/IeHbl Bee paBuiia 0pOpMIICHHUS.

OneHnka «X0Opouo» BBICTABJISIETCS, €CJIM CTYJIEHT aKTUBHO pabOTaeT B TEUYEHUE BCEIrO
MPAKTUYECKOTO 3aHATHSA, JaeT BEpHbIE, HO BO3MOXKHO HEMOJHbIE OTBETHI Ha BOMIPOCHI
IPEenoJIaBaTessl U MOKa3bIBaeT MPU 3TOM CBOOOIHOE BIIAJICHHE JICKIIMOHHBIM MaTEpHaliOM, BCE
YacTH 3aJaHusl BBIMOJHEHBI BEPHO (IOMYCKAIOTCS HETOYHOCTH, HE SIBISIOLIUECS CJEICTBUEM
HE3HAaHWs WJIM HENOHMMaHus YydyeOHOro Marepuana). Pabora B 1[eJIOM  BBINIOJIHEHA
CaMOCTOSITENIbHO, BO3MOXKHO C KOHCYJbTalMel npernonaasarens. Pabora ciana ¢ cobmogeHueM
BCEX CPOKOB. JlonycKaroTcs He3HAYUTENbHbBIE HEJOUEThl B O(POPMIICHHUH.

OneHka «ya0BJIEeTBOPUTEIbHO)» BBHICTABISIETCS B TOM CIIy4ae, KOT/la CTYJEHT B LEIOM
OBJIaJIEJI CYThIO BOIIPOCOB MO JAAHHOM TeMe, OOHapyKMBaeT 3HAHME JIEKIIMOHHOI'O MaTepuala.
[Tpu 5TOM Ha 3aHATUU BeNET ceOs MACCUBHO, JACT HEMOJHbIE OTBETHI HA BOMPOCHI, JOIYCKaeT
OIIMOKH TPH OCBEIIEHUH TEOPETHYECKOTO MaTephalia, He MOXKET OOOOIIUTh W CAeTaTh YETKHE
Joru4eckre BbIBOABI. PaboTa cnana c omo3gaHueM He Oolee ABYyX 3aHsaTHil. [lomyckarorcs
HE3HAYUTEJIbHbIE HEJJOUETH B O)OPMIICHUHU.

OuneHka «Hey/A0BJIETBOPUTEIBLHO» BHICTABISIETCS B Clydae, KOr/ia CTYACHT OOHApY KU
HECOCTOSITENIbHOCTh OCBETUTH BOIIPOCHI MJIM BOIPOCHI OCBELIEHBI HENIPaBUIbHO, OECCUCTEMHO, C
rpyObIMH  OIIMOKAaMH, OTCYTCTBYIOT TIOHMMaHHUs OCHOBHOM CYTH BOMPOCOB, BBIBOJIBI,
0000meHns, 00HAPY)KCHO HEYMEHHE pemiath ydeOHble 3amaud. OOydaromuiicss HE MOXKET
BBIMIOJIHUTH paboTy 6e3 moMoru npenojasatens. Pabora caana ¢ HapylieHHeM CpoKoB (TI03AHEE
4yeM yepes /1Ba 3aHATHs ). B ohopMiieHnn mpucyTCTBYIOT 3HAUNTENbHBIC HEJJOYETHI.

2. CniucoK BONIPOCOB ¥ (MJIM) 3aiaHMIi 1JIs1 IPOBeeHUsI IPOMEKYTOYHOM aTTecTAUM

Bonpocsl k 3auery

=

OcHoBHbIE TpaBa rpaxjaH B cgepe 00pabOoTKH U 3alUThI HH(OPMALIHH.

2. OCHOBHBIE TPHHIUIIBI MPABOBOTO PETyIMPOBAaHUS B 00JacTH 0OpabOTKM M 3alllUTHI
UHpOpMaLUH.

3. Hudopmanus. OCHOBHBIE cBOICTBa Oe30macHOCTH WH(GOpMAIMK: KOH(OUACHIINAIEHOCTS,

LIEJIOCTHOCTD, JTOCTYITHOCTb.

4. Bunel nHGOpMaLMHK 110 MOPSIIKY AOCTYIIAa U PacpOCTPAHEHHUS.

5. Orpanndenue goctyna Kk uHpopmanuu. 3amuta nHGopmarun. OOBEKTHI 3alUThl. Buab
TalH.

6. MudopmarmoHHble TEXHOIOTUH U MH()OPMAITMOHHBIE CUCTEMBI.

7. OGnamarenb nHGOpPMAIIUK U OnIepaTop HHHOPMAITMOHHON CHCTEMEI.

8. OTBeTCTBEHHOCTb B chepe 00pabOTKHU U 3alIUThI HH(OPMALIHH.

9. TlepcoHasbHBIC JaHHBIC M PUHIIUIIBI UX 00PaOOTKH.

10. Bupl nepcoHaIbHBIX JAHHBIX: ClIEUATbHbIE, OMOMETPUYECKHE U OOIIEIOCTYITHbIE.
11. YcnoBust 00pabOTKH MEPCOHATBHBIX JAHHBIX.

12. Cornacue Ha 06pabOTKy NEPCOHANBHBIX JaHHBIX.

13. TpancrpannyHas repeada MepcoOHATBHBIX TaHHBIX.

14. TIpaBa cyOBEKTOB IEPCOHANBHBIX JIaHHBIX.
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15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
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38.
39.
40.

41.
42.
43.
44,
45,
46.
47.
48.
49.
50.
51.
52.
53.
54,
55.
56.
57.
58.
59.
60.
61.

62

Omneparop nepcoOHANBHBIX JTAaHHBIX U €r0 00S3aHHOCTH.
Mepsi obecrieueHust 6€30MaCHOCTH MEPCOHATBHBIX JaHHBIX.
KonTpomns 1 Ha30p 3a BEIOJIHEHHEM MEP IO 00ECTIEYEHHIO Oe30MaCHOCTH.

V1oJIHOMOYEHHBIHM Ooprad I10 3aluTE IIpaB CY6’BGKTOB MNEPCOHAJIbHBIX JTaHHBbIX.

[TocnenoBarenbHOCTD ASMCTBU MO 3aIIUTE HH()OPMAIIHH.
BrrsaBnenue u ananu3 nHGOPMAIMOHHBIX aKTHBOB.
®opmupoBaHue TpeOOBAHUH MO 3aIIUTE HMHOOPMAITHH.

[Toaxobl K MOJEIUPOBAHUIO HApYLIUTENEeH HHGOPMAITMOHHON 0€3011aCHOCTH.

Yrpo3sl uHGOPMATMOHHON OE30TTACHOCTH.

CpencTBa 3amuThl HTHGOPMAIIHH.

[Ipoueccopsl.

OcHoBHas (K311 U OTiepaTUBHAs ) TAMSTh.
BcmomorarennHas maMsITh.

VYcrpoiicTBa BBOAA-BhIBOIA (IITMHBI, MOHUTOPBI, IPUHTEPHI).

YcrpoiicTBa BBOA-BhIBOJIA (KIIABUATYPBI U MBIIIH, BEO-KaMepbl, MUKPO(OHBI).

O6mmit coco6 xpaHeHus U 00pabOTKK H(GOPMAITUU B KOMITBIOTEPE.
[TonsiTHs onepanoHHON U (ailIoBOM CUCTEM.

CY6T>GKTBI, 06'beI(TLI, MCTOJbI U IIpaBa NOCTYIIa, TPHUBUJICTUN CY6’beKTa AocTyna.

JluckpennoHHoe yrpaBjieHue J0CTYIIOM.

. MaHzaTHOe ynpaBlieHHE JIOCTYIIOM.
35.
36.
37.

Wnentudukamnys, ayreHTH(GUKALINSA 1 aBTOPU3ALIHSL.

VipasieHue T0CTYIIOM B OINIEPAlMOHHBIX cucTeMax cemeiictBa Windows.
Wnentudukanus, ayreHTUGUKAMS ¥ aBTOPU3ALUS B  ONEPAIIMOHHBIX
cemeiictBa Windows.

Peanuzanus ayaura B oneparioHHBIX cucTeMax cemeiicrsa Windows.
VipasieHue TO0CTYIIOM B OIEPAIl[HOHHBIX CUCTEMax cemeiicTa Linux.
Wnentudukanus, ayreHTUGUKAIMS ¥ aBTOPU3ALUS B  OINEPAIMOHHBIX
cemeiicTBa Linux.

Mopnens ISO/OSI.

ApPXUTEKTYpa 1 OCHOBHBIE IIPOTOKOJIbI JIOKAJIBHBIX BEIYUCIUTEIbHBIX CETEH.
Krnaccudukannu ceteBbix yrpo3, ya3BUMOCTEN U aTak.

CeteBble aTaku Ha pa3nHyHbIX ypoBHsx Moaenu ISO/OSI.

Krnaccudukanys Bpe1oHOCHOTO IPOrpaMMHOT0 00eCTIeYeHHUs!.

ITpu3HaKM NPUCYTCTBUS BPEAOHOCHOTO MPOTPAaMMHOT0 00€CIeUeHHS.
Metob1 00HapYKEHHUSI BPEJOHOCHOTO MPOTPaMMHOT0 00eCTIeYeHUSI.

MecTo 1 posib MEXCETEBBIX SKPaHOB B 00E€CIIEUEHUH CETEBON OE€30MaCHOCTH.
Knaccugukanms MeKceTeBbIX IKPaHOB.

OCHOBHbBIE BO3MOXXHOCTH MEXCETEBBIX IKPAHOB.

JIOCTOMHCTBA ¥ HEJJOCTATKH MEXKCETEBBIX IKPAHOB.

ITocTpoenue npaBui GpUIBTPALHH.

Kpunrorpadus npesnero mupa.

Kpunrorpadus cpeTHIX BEKOB.

Kpunrorpadus snoxu Bozpoxnenus.

Kpunrorpadus Hosoro Bpemenu.

CummeTpudHasi 1 aCHMMETPHYHAsT KpUITOTpagusl.

BbIuuciInTeNnbHO CI0KHBIE 33Ja4l MAaTEMaTHKH.

Kpunrocucrema RSA.

[Tonarue kpunTorpauueckoro NpoToOKoa.

CaoiicTBa IPOTOKOJIOB, XapaKTePU3yIOIINe X 0€30MacCHOCTb.

Cxemsbl 1u(pOBOIl MOAMTUCH.
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HpaBnna BBICTABJICHHA OIICHKH HA 3a4eTe.

B nponecce 3auera TpedyeTcs OTBETUTHh HA OJHMH M3 NMPHUBEIECHHBIX BhIIIE BOIMpocoB. Ha
IIOATOTOBKY K OTBETY J1a€TCsl HE MEHee | akaleMHU4ecKoro Jaca.
ITo uToram 3adera BBICTABIIACTCA OJHA U3 OLEHOK: «3a4TCHO», «HE 3a4TCHO».

Onenka «3a4yTeH0» BBICTABIIAECTCA CTYIEHTY, KOTOPBIM JIEMOHCTPUPYET BIaJCHUE
coJlep’KaHMEM MaTepHalia U MOHITUMHBIM alnapaToM TEOPHUH IICEBJIOCTYyYallHbIX F€HEpaTOpOB;
YMEET CBSI3bIBaTh TEOPUIO C NMPAKTUKON. B 0TBETE MOryT JOMyCKaThcs OTAEIbHBIE HETOUHOCTU
(HecyliecTBEHHbIE  OIMIMOKH), KOTOpbIE  MCHOPABISIOTCS  CaMHM  CTYAGHTOM  IOCIHe
JIOTIOJIHUTENBHBIX U (WJIM) YTOYHSIOUIMX BOIPOCOB 3K3aMeHaTopa. Ha 4acTh 10mOJHUTENBHBIX
BOIPOCOB CTYJIEHT MOKET HE JJaTh OTBET WJIM JaTh HEBEPHBIA OTBET.

Onenka «He 3a4TeHo» BBICTABIAETCS  CTYJIEHTY, KOTOpBIM JI€MOHCTPUPYET
pa3po3HEHHbIE, OECCUCTEMHbIE 3HAHUS; OECIOpPAIOYHO U HEYBEPEHHO M3JIaracT MarepHuall; He
YMEET BBIIEIATH [NIABHOE U BTOPOCTENIEHHOE, HE YMEET COESAUHATh TEOPETUUECKUE TIOJIOKEHUS C
MIPAKTUKOM; AOMycKaeT rpyOble OUIMOKHU MPH OIpe/ieJIeHUH MOHATUMN, BCIEACTBUE HETIOHUMAaHUS
UX CYLIECTBEHHBIX U HECYIIECTBEHHBIX IPU3HAKOB U CBSI3€H; 1a€T HEIOJIHbIE OTBETHI, JOTHKa U
MOCNIEAOBATEIbHOCTh HW3JIOKEHUS KOTOPBIX HMEIOT CYIIECTBEHHbIE M MPUHLIUMHUAIbHBIE
HapylICHUs, B OTBETaX OTCYTCTBYIOT BbIBOJbI. JlONOJHUTENIbHBIE U YTOYHSIOUIME BOIPOCHI
JK3aMeHaTopa He NPHUBOJAT K KOPPEKIMH OTBETOB CTyaeHTa. Ha OCHOBHyIO 4acTh
JIOTIOJTHUTEIIBHBIX BOIIPOCOB CTYAEHT 3aTPyIHSAETCS AaTh OTBET UJIU J1a€T HEBEPHbIE OTBETHI.

Onenka «He 3auTeHO» BBICTABISAETCS TAKXKE CTYACHTY, KOTOPBIN B35 SK3aMEHALIMOHHBIN
OuiieT, HO OTKa3ajcs JaTh Ha HErO OTBET.
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IIpunoxenne Ne2 k paGoueil nporpamMme AUCHHUIIIMHBI
«be3onacHocTh B COBpeMeHHOI MH(OPMAIIMOHHOI cpe/ie»

MeToanyeckue yKa3aHus JJIs1 00y4aIOMIUXCs 110 OCBOEHUIO U CIUTIIHHBI

OcHoBHOU (opMOl H3T0XKEHUST Yy4eOHOTro MaTepuana Mo AUCHUIUIMHE «be3ornacHocTh B
COBPEMEHHOW HH(GOPMAIIMOHHON cpene» SBISIOTCS JIEKLIUH, YTO CBS3aHO, HPEXJIE BCEro, ¢
HOBHU3HOM Matepuaina /i ooydaromuxcs. [1o O0NbIIMHCTBY TeM MPeTyCMOTPEHbI TPAKTHUECKHE
3aHSTHSL, LENbI0 KOTOPBIX SBJIETCS 3aKpEIJICHHE JEKIMOHHOIO MaTepuana IyTeM pPeLIeHUus
CHelHalbHBIM 00pa3oM NoJ00paHHbBIX MPAKTUYECKUX 3a]1a4.

JUiga  ycremHoro OCBOEHHS JAMCLUMIIMHBI BaXXHO CAMOCTOATEIbHOE HU3YYEHHE
TEOPETUYECKOr0 MaTepuaja U pelIeHUE MNPAKTUYECKUX 3aJady, KaKk B ayJIuTOpUHU, TaK U
CaMOCTOSITENIFHO B KAUECTBE CAMOCTOATENBbHOM paboThl. [Ipumepsl petenus 3agad pa3ouparorcs
Ha JICKIUSAX M MPAKTHYECKUX 3aHATHUSAX, MPU HEOOXOIUMOCTU IO Hambosee TPYIHBIM TeMam
IIPOBOASTCS JOTIOJIHUTENbHbIE KOHCYJIbTaluu. OCHOBHAS LI€b PELICHUS IPAKTUUYECKUX 3a7au —
MIOMOYb YCBOUTH OCHOBHBbIE MOHATUS WH(OPMALMOHHOW O€30MacHOCTH, MX ONpEICNICHUd, a
TaK)K€ OCHOBHBIE METOJBI M CpeICTBa oOecriedeHus HHGOPMAIMOHHON Oe3omacHocTH. Jlis
pelieHus 3anad HeoOXOAMMO HE TOJNbKO 3HaTh, HO M TOHHMMATh JIEKIMOHHBIH MaTepua.
[Toaromy B mpouecce H3y4eHUs JUCLUIUIMHBI pPEKOMEHJIYyeTcs peryispHas padbora ¢
KOHCIIEKTaMU JIEKIIMI U peKOMEHIOBAHHOM JINTEPATypOHl.

bonbiioe BHMMaHME MOJKHO OBITH YJEJIEHO CaMOCTOsATENbHOW pabore. B kauecTBe
3aJJaHUM I CAMOCTOSITENIbHOM paboThI I0Ma CTYACHTaM IpEAaraloTcs 3ajJayu, aHaJTIOTUYHbIC
pa300paHHBIM Ha JIEKIUAX U IPAKTUUECKUX 3aHATUSAX WU CXO0KHE C HUMH.

Jlis mpoBepKHM M KOHTPOJS YCBOCHHS TEOPETUYECKOro MaTepuasa, MPHOOPETEHHBIX
NPAaKTUYECKUX HABBIKOB PabOTHI C OCHOBHBIMHU TOHSTHSIMH B TEUECHUE OOYYEHHUS MPOBOISATCS
MEPONPUITHS TEKYILEeH aTTecTalMy B BUJIEC TECTUPOBaHUU. Takke MPOBOIATCS KOHCYJIbTALUU
(mpu HEOOXOIMMOCTH) MO JICKIIMOHHOMY MaTepuaay M pa300py HEKOTOPBIX 3aJaHuil s
CaMOCTOSITENILHOM pabOTHI.

B KoHLe u3ydyeHHs IUCHUIUIMHBI CTYJIEHTHl CHAIOT 3a4yeT. 3aueT IPOBOAMUTCS Ha
OCHOBAHMH BBINIOJHEHUSI TECTOBBIX 33JaHUN M coOece0BaHUSI Ha OCHOBAHUU CIIMCKA BOIPOCOB
K 3a4€eTy, KOTOPBIA OXBATHIBAET IMOJHOCTHIO BCIO IPOrPaMMY JTUCHUTIINHBI.

YueOHO-MeTOAMUECKOE 00ecTeueHne
CaMOCTOSITEJILHOM paﬁoTbI CTYACHTOB IO TUCHMIIJINHE

Jl1st caMOCTOSTENTbHON pabOThl PEKOMEHTyeTCs HCII0JIb30BaTh CIEIYIOLIYI0 YUeOHYIO
JUTEPaTypy:

1. Tanenbaym D. Apxurektypa komnbioTepa. / O. Tanenbaywm; [mep. ¢ anri. lO.
I'opoxosckoro, JI. IllunTsikoBa] - 5-e wu3n. - CII6.: Ilurep, 2013. - 843 c.
(akamemMHuecKoe U3JI0KEHNE MaTepruaia o apXUTeKType KOMIIbIOTEpa).

2. Tanenbaym 3. CoBpeMeHHBIE ornepannoHHble cuctembl. / O. Tanenbaym, X. Boc;
[mep. ¢ anrn. A. JleontseBoii, M. MansieBoii, H. Bunsunnckoro] - 4-e uza. - CIIO.:
[Mutep, 2019. - 1119 c.: un. (akagemMuyeckoe W3JIOKEHHWE MaTepuaia Io
OTIEPALIMOHHBIM CUCTEMaM).

3. Tanenbaym D. KommbroTepusie cetu. / D. Tanenbaym, 1. Ya3zepoit, [mep. ¢ anri. A.
I'pebennkoBal - 5-e uzn. - CII6.: [Turep, 2019. - 955 c. (akamemMudeckoe U3NOKEHUE
MaTepHala 1o KOMIBIOTEPHBIM CETSIM).

4. Andepor A.Il. OcHoBsl kpunrorpaduu. YueOHoe nocobue. / A.Il. Andepos, A. IO.
3y6oB, A.C. Ky3pmun, A.B. Uepemymkun. M.: I'emuoc APB, 2005. 480 c.
(akazeMHuecKoe U3JI0KEHUE MaTepHaa 1o KpunTorpagun).
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