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1. Henu ocBOeHMS IV CHUTITTHHBI

JucrunnnHa «be3onacHOCTh B COBPEMEHHOW WH(OPMAITMOHHOM cpeziey» 0oOecTieunBacT
npuoOpereHue O00ydaroIMMHUCA 3HAaHUM, YMEHMM W HaBblkOB 1o kommnereHuuu OIIK-1.
«CrnocobeH MOHMMATh MPUHLUIB PAOOTHl COBPEMEHHBIX WH(GOPMAIMOHHBIX TEXHOJIOTMHA U
UCTOJIB30BaTh WX JUIA pelIeHHs 3a7a4 NpodecCHOHaNbHON naesTenbHOCTH» DenepaabHOro
rOCy/IapCTBEHHOTO0 00pa30BaTEIBLHOrO CTaHAApPTa BBICHIETO OOpa30BaHUS [0 HAIMPABICHUIO
noarotosku 42.03.01 Pexiiama 1 cBsI3U ¢ OOILIECTBEHHOCTBIO.

OCHOBHOHM LENbI0 W3YYEHMs JUCUUIUIMHBI SBISETCS TEOpPETHUYECKas M MpaKTUYecKas
NOJrOTOBKA O0YyYarOUIUXCsl K JEATEIbHOCTH, CBA3aHHOM C IPUMEHEHUEM COBPEMEHHBIX CPEICTB
¥ METOJIOB 3alIUThl HHGOPMAIMU B MOBCEIHEBHON U mpodeccruoHaibHon aesTenbHocTH. Kype
JIaeT MPEeJICTaBICHHE O MECTe U POJIH MH(OPMAIMOHHONW 0€30MacHOCTH B COBPEMEHHOM MHPE.
Ero wu3ydyenue maer BO3MOKHOCTb CO3HATENBHOTO HCIOJIB30BaHUS, OOpaOOTKM M 3alIUThI

uHpOpMaLnH.

2. MecTo TMCHUILIMHBI B CTPYKTYpe 00pa30BaTe/ibHOI MPOrpaMMbl
JlaHHasi TUCIUIUIMHA OTHOCUTCS K 00s513aTeNbHON YacTH 00pa30BaTEIbHOM MPOTPaMMBI.
JucuunnuHa «be30nacHOCTh B COBpEMEHHON MH(DOPMALIMOHHON CPeie)» UTPaeT BAXKHYIO
poITb i 00IIePOoeCCHOHATBFHON TTOATOTOBKH 00YYar0IIerocs.

3. Illianupyembie

pe3yJIbTaThI

o0yuyeHus1 1o

AUCHHUIIINHE, COOTHECCHHbIC C

IUIAHUPYeMbIMU pe3y/abTatamu ocBoenusi OIl 6akanaBpuara

[Tponiecc n3yueHust JUCUUIUIMHBI HAllpaBjeH Ha (JOpMUPOBAHUE CIIEIYIOUINX KOMIETEHIUH
B cooTBeTcTBUU ¢ ®PI'OC BO, OOII BO u npuoOpereHus cieayromux 3HaHui, yMEHHH,
HaBBIKOB U (WJIN) ONBITA JESTEIbHOCTH:

Dopmupyemas NuaukaTop 10CTHKEHUS Ilepeyenn
KOMIIeTeHLUS KOMIIETEHLIUH IUVIAHNPYEeMBbIX Pe3yJbTATOB 00y4eHus!
(xox u (xox u popmyIHpPOBKA)
¢opmyanpoBka)

YHI/lBepca.]'IbeIe KOMIICTCHI MU

VYK-8. Cnocoben
CO3J1aBaTh U
TOJIJICP)KUBATh
0e30IacHbIe YCIOBHS
KHU3HEICATSILHOCTH,
B TOM YHCJIE TIPU
BO3HHKHOBECHUH
Ype3BBIYANHBIX
CUTyarun

NI YK-8.4. Cnocoben
pelaTh CTaHJapTHBIE 331a4H
npoQeCCHOHAILHON
JeSITeIbHOCTH HAa OCHOBE
WH(pOPMAITMOHHON U
oubnuorpaduyeckoit
KYJIBTYPHI C IPUMEHEHHEM
UH(POPMAaIMOHHO-
KOMMYHHKAIITHOHHBIX
TEXHOJIOTHH U C y4eTOM
OCHOBHBIX TpeOOBaHUI1
UH(POPMALMOHHOM
0e3onacHoCTH

3uams:

OCHOBHBIE MOHATHS B 00J1aCTH
00pabOTKH M 3alIUTHI UH)OPMALIUK U
UX OIpeJIeNICHUS;
MOCTIEIOBATEIHHOCTD BBITIOJTHEHUS
paboT 1o 3ammre HHGopMaIuy;
KJIacCU(UKALINMIO HapyIIUTeNen
UH(GOPMaIMOHHON 06€30MacHOCTH;
BUJIB M HA3HAYEHUE CPEJICTB 3aIIUTHI
UHpOpMaLIUH.

Ymems:

yCTaHaBJIMBATh U OCYILECTBIISATh
MIEPBUYHYIO HACTPOUKY
OTIEPALIMOHHBIX CHCTEM,
AQHTUBHUPYCHBIX CPEJIICTB H
MEXCETEBBIX IKPAHOB.

Bnademw nasvikamu:

paboThI CO CPeICTBAMHU 3AIHUTHI
nHpopManuu

4. O0beM, CTPYKTYpa U coJep:KaHue TUCHUTLITUHBI




OO01mast TpyA0eMKOCTh JUCIUIIIMHBI COCTABIISAET 2 3aUeTHBIC SAMHUILIBI, /2 akaJl. Jaca.

Ne Tembl (pa3zaens) Buabl yueOHbIX 3aHATHI, DopMBbI TEKYLLET0
n/n AUCHUILINHBI, BKJIIOYASl CAMOCTOSATEIbHYI0 KOHTPOJIS
UX COJepKaHne = padoTy CTY1eHTOB, ycneBaeMoOCTH
3 M UX TPYAOEMKOCTh
= (B akaleMH4eCKHUX Yacax) ®opma
o NPOMeKyTOUHOi
aTrecTamuu
(no cemecmpam)
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Paznen 1 (IIpaBoBble 2 6 3
OpraHu3alMoOHHbIE
OCHOBBI
olecneueHust
uHGOPMAMOHHOM
0e30macHOCTH B
Poccuiickoi
Denepanuu
Tema 1.1 ([IpaBOBBIC OCHOBBI 2 | 2 1 |Tecr
o0ecrnieueHus
MH(OPMAaIMOHHOM
0€30MMacHOCTH
Tema 1.2 (3amuta 2 | 2 1 |Tecr
NePCOHATBHBIX
JTAHHBIX
Tema 1.3 |OpraHu3anvoHHbIe 2 | 2 1 |Tect
OCHOBBI 00€ecTIeueHHs
MH(OPMAaIMOHHOM
0€30MMacHOCTH
6 mom yucne ¢ 30 u 6 3  |Bugeonekuuun
J[OT TEKCTOBEIE
MaTepuabl
y4eOHOT0 1mocoows,
MPE3eHTAINH, TECT B
OVK B
DemidOnline
Paznen 2 |ApxuTekTypa 2 | 2 1
KOMIIbIOTepa
Tema 2.1 |Apxurekrypa 2 | 2 1 |Tecr
KOMIIbIOTEpa
6 mom yucie ¢ 30 u 2 1 |Buneoneknuu
/[OT TEKCTOBEIC
MaTepHaIbl




y4eOHOT0 1mocoows,
npe3cHTaluu, TCCT B
OYK B

DemidOnline
Pa3znen 3 |OcHOBBI 9 |Tect
HHpopMaLOHHOI
0e30macHocTH B
onepanuoOHHBIX
cucTeMax
Tema 3.1 |BBenenue B 3 |Tecr
WH(pOPMAITHOHHYIO
0e30IMacHOCTh
OTIePAIIMOHHBIX
CHUCTEM
Tema 3.2 (MudopmarnmonHas 3 |Tecr
0e30IMacHOCTh
OTIePaIIMOHHBIX
CHCTEM CeMeiicTBa
Windows
Tema 3.3 |MudopmannonHas 3 |Tect
0€3011aCHOCTD
OTIepaIMOHHBIX
CHCTEM CEMENCTBaA
Linux
6 mom yucie ¢ 30 u 9 |Buneonexkuuu
J[OT TEKCTOBBIE
MaTepHuabl
y4eOHOT0 1mocoous,
Mpe3eHTAIUH, TECT B
OVYK B
DemidOnline
Pa3nen 4 |OcHOBBI 9
HHpopMaALOHHOI
0e30IacHOCTH B
JIOKAJBLHBIX
BBIYHCJIUTEIbHBIX
ceTsax
Tema 4.1 |BBenenue B 4 |Tect
ApPXUTEKTYPY
JIOKAJIbHBIX
BBIYHCIIUTEIIBHBIX
ceTeH
Tema 4.2 |CereBbie yrpo3bl U 4 |Tect
METO/IbI
MPOTUBOJICHCTBUS UM
Tema 4.3 |MesxceTeBble SKpaHbl 3 |Tect
6 mom yucie ¢ 30 u 11 |Buneonekiuu
/[OT TEKCTOBEIC
MaTepraIbl

y4eOHOro mocoous,
mpe3cHTauu, TECT B
OVK B




DemidOnline
Paznen 5 Kpunrtorpadpuuecku| 2 | 2 | 2 3
€ MeTO/bI 3aIIHUTHI
HHpopmanuu
Tema 5.1 |BBenenue B 2 2 2 3  |Tect
KpUnTorpaduyeckue
METO/IBI 3aIHUThI
uHpOopMau
6 mom yucie ¢ 90 u 2 1 3  |Buneonexknuu
J[OT TEKCTOBEIC
MaTepUaIbl
y4e0HOTr0 mocoous,
MPEe3CHTAIIMH, TECT B
OVK B
DemidOnline
2 0,3 | 10,7 |3auer
Bcero 3a 2 cemectp 72 | 16 | 16 0,3 | 37,7
Bcero 72 | 16 | 16 2 | 03| 377

Conep:xaHue pa3/ieioB NPOrpaMMbl TUCHUILIAHBI
«be3onmacHOCTh cOBpeMeHHOI HH(OPMAIIMOHHOM cpeae»

Pa3nen 1. IlpaBoBble U OpraHu3allMOHHBbIE OCHOBBLI oOecneuyeHHUs HHGOPMAIMOHHOM
0e3onacHoctu B Poccuiickoii @enepanun.

Tema 1.1. IIpaBoBBIe OCHOBBI OOECTIEYeHUsT HHPOPMALIMOHHOW OE30MaCHOCTH.

OcHoBHBIE mTpaBa TrpaxaaH B chepe o0paboTku u 3amutbl uHGopmaruu. OCHOBHBIC
OPUHIUIBL [IPAaBOBOTO PETYJIMPOBaHUS B 00JacTu 00pabOTKM U 3alUThl HH(GOPMAIHH.
Nndpopmanusa. OcHOBHblE CBOWMCTBA 0€30MacHOCTH HMH(POpPMAIUMHK: KOH(PHUIECHUIUAIbHOCTH,
LIEJIOCTHOCTh, JIOCTYNHOCTb. Buabl mHdopManuu mo mopsaky AOCTyHa M paclpOoCTpaHEHHUS.
Orpannuenne ngoctyna K uH(opmanuu. Buner Taitn.  OO6Gmamarens uHOpmanuu.
Nudopmannonnsie TexHoioruu. MHpopmaruonHsle cucteMbl. Omnepartop HH(OpMAIMOHHON
cucrembl. 3amuTta uHpopMauuu. OOBEKTHl 3allUThl. Buabl OTBETCTBEHHOCTH B cdepe
00pabOTKHU U 3aIUTHl HH)OPMAIIH.

Tema 1.2. 3amuTa nepcoHaIbHBIX JaHHBIX.

[lepcoHaybHBIE JaHHBIE W TPHHIUIBI WX O0paOOTKH. BHIBI MEepCOHATBHBIX JTAHHBIX:
CHelMalbHble, OMOMETPUYECKHE U OOMIeTOCTYNMHBIC. YCIOBHS 00pabOTKM TMEPCOHATBHBIX
nanHbix. Corymacue Ha 00pabOTKy TNepCOHANbHBIX JaHHBIX. TpaHCrpaHMyHas Iepeaaya
MEePCOHANBHBIX JaHHBIX. [IpaBa cyOBEKTOB MEepCOHANBHBIX AaHHBIX. OmepaTop MepCOHATBHBIX
JAHHBIX W €ro o00s3aHHOCTH. Mepbl obOecrniedueHHs] 0€30MacHOCTH TMEPCOHAIBHBIX TaHHBIX.
KoHTponb 1 Han30p 3a BBIMIOTHEHUEM MEp MO OOECTIeUeHUI0 OE30MaCHOCTH. Y TOTHOMOYEHHBII
OpraH 1o 3alUTe MPaB CYObEKTOB MEPCOHAIBHBIX TaHHBIX.

Tema 1.3. OpranuzannoHHbIe OCHOBBI 00ecnieueHnst HH(POpPMaIlMOHHON O€30MacHOCTH.
Kakune Bompockl craBuT nH(popMannonHas O6e3onacHocTh? [lociaenoBarenbHOCTh ACHCTBUN

no 3amure uHpopManuu. BeisiBieHHe W aHAIW3 HHPOPMAIIMOHHBIX aKTUBOB. DOpMHUpOBaHUE
TpeboBaHuii mo 3ammre MHPopManuu. [1oaXOoapl K MOJSTMPOBAHHUIO HAPYIIUTENIEH U yIrpo3




uHpOpMaLMOHHON Oe3omacHOCcTH. BBIOOp CpeAcTB M METOMOB  3aIUUTHl  MH(OPMAIHH.
Buenpenue cucremsl 3anuThl HHGOpManny. DKCIUTyaTalys CHCTEMBI 3aIIUTHl HH)OpMAaLny.

Pa3zgen 2. ApXxuTeKTypa KOMIbIOTEpA.

Tema 2.1. BBefeHue B apXUTEKTYPy KOMITbIOTEPA.

[Tpoueccopel. OcHOBHas (K3II W ONEpaTUBHAs) MaMmsATh. BcrnomoraTenbHas MaMsTh.
VYcerpoiicTBa BBO1a-BbIBOIA (IIMHBI, MOHUTOPBI, KJIIABUATYPhI U MBIIIH, BeO-KaMepbl, TPUHTEPHI).
[lepcoHanbHbIE KOMITBIOTEPHI U MOOUIIBHBIE YCTPOMCTRA.

Pa3zgea 3. OcHoBbI HHGOPMAIMOHHOM 0€30MIACHOCTH B ONEPANMOHHBIX CHCTEMAX.

Tewma 3.1. BBenenue B HHGOPMAIIMOHHYIO 0€30MTaCHOCTh ONIEPAIIMOHHBIX CHCTEM.

OO6muit cnoco® xpaHeHuss u oOpaGoTku wuHopmanmu B KommbloTepe. [lonsaTus
ornepaMoHHON U (¢ainoBoil cucreM. CyObekThl, OOBEKTHl, METOJAbl W IpaBa JIOCTYIA,
OpUBWIETHH CyOBbeKTa Joctyna. JIMCKpEeMOHHOE YIpaBleHHWE JOCTYIIOM, MAaHAAaTHOE
yIpaBieHUE JI0CTyrnoM. MneHTudukamnus, ayTeHTH(PUKAIUS U aBTOpU3aNUs. AyTeHTH(DUKAINS
Ha OCHOBE MapoJieii, Ha OCHOBE BHEIIHUX HOCUTEJECH Kiltoua, OnomMeTprudeckas ayTeHTH(PUKALIHSL.

Tema 3.2. MudopmarronHas 6e30MacHOCTh ONEPaIMOHHBIX cHcTeM cemericTBa Windows.

VpaBieHue JOCTYIIOM B OINEPaMOHHBIX cucTeMax cemeiicta Windows. Unentudukanus,
ayTeHTH()UKALKUS U aBTOPU3AIMS B ONEPAIIMOHHBIX crcTeMax cemeiicrBa Windows. Peanuzanus
ay/JuTa B ONEPAI[MOHHBIX cucTeMax cemeiictea Windows.

Tema 3.3. MadopmarronHas 6€30MacHOCTh OMEPAIIMOHHBIX CUCTEM cemeicTBa Linux.

VYrpaBieHre JOCTYIIOM B OINEPalMOHHBIX CHcTeMax cemeiictBa Linux. Mpentudukarms,
ayTeHTH(UKAIMA U aBTOPHU3AIMS B OINCPAI[MOHHBIX CHCTeMax cemeiictBa Linux. Peanmzarus

ayJiuTa B OIICPAlITMOHHBIX CUCTCMAX cemeiictsa Linux.

Pa3znen 4. OcHoBbl MHPOPMAITMOHHOMH 0€30MACHOCTH B JIOKAJIbHBIX BbIYHCINTEIbHBIX
ceTsXx.

Tema 4.1. BBeeHue B apXUTEKTypy JOKAJIbHBIX BEIUNCIUTEIbHBIX CETEH.

JlokanbpHbie BbIUMCAMTENbHBIE ceTH. Mogens ISO/OSI.  ApxutekTypa ¥ OCHOBHBIC
MPOTOKOJIBI TIOKAIbHBIX BEIUMCIUTEIBHBIX CETEH.

Tema 4.2. CeTeBble yrpo3bl U METO/IbI TPOTHUBOJACHCTBUS UM.

Knaccugukamum cereBbIX yrpos, ya3BUMocTed M aTak. CeTeBble aTaku Ha pa3iIMYHBIX
ypoBusax wmojgenu ISO/OSI. Knaccudukaiuss BpeJOHOCHOTO MPOTPAMMHOTO 00ECICUEHHSI.
[Tpu3Haku NPUCYTCTBUS BPEIOHOCHOTO IPOrpaMMHOTro o0ecrieueHust. MeToibl 0OHapyKEeHUsI.

Tema 4.3. MexceTeBble SKpaHBbI.

MexceteBble 3kpanbl (M3). Mecto u poins MD B obecriedeHun ceTeBoil 0€30MacHOCTH.

Knaccudukammst MD. OcHoBHBIE BO3MOXXKHOCTH MD. JlocToMHCTBAa M HemocTaTku MDO.
[TocTpoenue mpaBuil GUIBTPAIIUH.



Pa3nen 5. Kpunrorpaguyeckue MeToabl 3aliMThl MHH(pOpManuu.
Tema 5.1. BBenenue B kpunrorpaduyeckre METoAbl 3aUThl HHPOpMAIUH.

Hcropuyeckuii ouepk paszButusi Kpunrorpadpuu. CuMMeTpuyHass M acHMMETpUYHAs
kpuntorpadus. BeluncnuTenbHO cioxkHBIE 3amaun  Matematuku. Kpunrocuctema RSA.
[Tonstue kpunrorpaduyeckoro mporTokona. CBOHCTBA MPOTOKOJIOB, XapaKTEPHU3YIOIIHE HX
6e3omacHoCTb. CxeMbl IU(PPOBOI MOAMHUCH.

5. O0pa3oBaTe/ibHbIE TEXHOJIOTHH, B TOM YHCJI€ TeXHOJIOTHH 3JIeKTPOHHOI0 00y4eHHUs 1
AUCTAHIHOHHBbIE 00pa30BaTe/IbHbIE TEXHOJIOTHHU, UCIOJIb3yeMble MPHU 0CYIeCTBIeHUH
00pa3oBaTeIbLHOIO MpoIecca Mo TUCIUNIUHE

B nponecce 00ydeHus UCONB3YIOTCS CIeyloNue 00pa3oBaTelbHble TEXHOIOTUU:

AxkaneMuyeckasi JeKUus (WK JEKIUs 00IIero Kypca) — MOCiIeA0BaTeIbHOE U3JI0KEHUE
MaTepuana, OCYILUECTBISEMOE IPEUMYILECTBEHHO B BUJE MOHOJOra IIpernojaBaTels.
TpeboBaHus K aKaJeMHUYECKOH JIEKIUU: COBPEMEHHBIH HAYYHBIH YPOBEHb M HACBHIIICHHAsS
UH(POPMATUBHOCTh, YOEQUTEIbHAs apryMEeHTalus, IOCTYIHass W TIOHSATHas pedb, YeTKas
CTPYKTypa MW JIOTMKA, HAJIWYUE SPKUX IMPUMEPOB, HAYUHBIX J0Ka3aTeJIbCTB, OOOCHOBAHMM,
(bakToB.

IIpoGaemHass JeknMst — W3JIOKEHWE MaTepuaia, IPEANoaraloniee [MOCTAHOBKY
OpoOJeMHBIX U JUCKYCCHOHHBIX BOIIPOCOB, OCBELICHHE pPA3JIMYHBIX HAy4YHBIX I10AXOJIOB,
ABTOPCKME KOMMEHTApHM, CBA3AHHBIC C Pa3JM4YHBIMM MOJECISMH HWHTEPIpPETAUUU H3y4aeMOIO
marepuaina. [IpobiemHast 1eKIusi HaunHAeTCsl ¢ BOIPOCOB, C OCTAHOBKH MPOOJIEMBbI, KOTOPYIO B
XO0Jle M3JIOKEHUS MaTepuajla HeoOXOAMMO peluTh. B jekuum coueraroTcss npoOieMHblE U
uHpopMaLMoHHble Hayana. I[lpu sTOM mpoliecc NMO3HAHUSA CTYIEHTOB B COTPYAHHUYECTBE U
JMaiore ¢ TpernojaBareieM MPHOIMKAETCs K MOMCKOBOM, MCCIIEIOBATEIBCKON NIESTEIEHOCTH.
Conepxanne mpoOJieMbl pacKpbhlBaeTCs IIyT€M OpraHU3alMM IIOMCKa €€ pelleHus WIN
CYMMUPOBaHHS U aHAIN3a TPAJAULMOHHBIX U COBPEMEHHBIX TOYEK 3PEHHUS.

IIpakTHYecKkoe 3aHATHE — 3aHATHE, TIOCBALICHHOE OCBOCHUIO KOHKPETHBIX YMEHUN U
HAaBBIKOB M 3aKPEIUICHUIO ITOJIYYEHHBIX Ha JICKIUN 3HAHUM.

ONeKTPOHHBIN yueOHbIN Kypc «be3onacHoCTh B COBpEMEHHON MH(POPMAIIMOHHOM cpenie» Ha
iatdopme oHnaitH-o0ydeHuss DemidOnline, B koTopoMm:

— NpEeJCTaBJICHbI BUACO-JIEKIHMH 110 BCEM TeMaM JAUCLUMIINHBI U IPE3EHTALUN K HUM;

— TPEICTaBJICHbI TEKCTHI JIEKIIMH 110 BCEM T€MaM JUCLUUIIIINHBL;

— TPEICTaBJICHBI IPABUJIA POXOXKIEHUS IPOMEKYTOUYHON aTTECTALIMU IO JUCLIUIUINHE;

— TMIpEeACTaBIEHbl TECThl IO TeMaM JUCHMIUIMHBI Ui  CaMOCTOSITENIbHOW  paboTh
oOyJaromuxcs;,

— 1mocpenctBoM  (opyma  OCYHIECTBIISIETCS CHHXPOHHOE ©  (WJIM) aCHHXPOHHOE
B3aMMOJICICTBHE MEXIy O0OydJarolMMHCS M TpEnojaBaTesieM B paMKax HW3Y4eHHUS
JUCLUTUINHBI.

6. [lepeyeHb JMIEH3HUOHHOTO M (MJIH) CBOOOJAHO PACHPOCTPAHSIEMOr0 MPOrPaMMHOIO
o0ecrieyeHusi, HMCNOJb3yeMOro IMPH OCYLIEeCTBJIEHHUH O00pPa30BaTeJbHOIO Ipolecca 1o
AUCHHUIINHE
B mporuiecce ocyiecTBiaeHUs: 00pa30BaTeIbLHOTO MPOLIECca UCTIONb3YIOTCS:
— MporpaMMHOE oO0OeclieueHue JJsi CO3JaHus UM JIEMOHCTpAallMU  Ipe3eHTalui,
WITIOCTPAIMNA U IPYTUX YUeOHBIX MaTepHaloB:
— Microsoft Windows (B cocraBe Microsoft Imagine Premium Electronic Software
Delivery);



Microsoft OfficeSTD 2013;

Virtual Box (cBo6oano pacmnpoctpausemoe 110);

Ubuntu (cBo6oano pacipocrpansemoe I10);

Kali Linux (cBoboano pacmnpoctpansiemoe I10).

— Ui TIOMCKa y4deOHOH Jsmteparypbl Oubmuotexku SApl’Y — ABTOMaTH3MpOBaHHAS
oubmoteynas nHpopmarmonnas cuctema «bYKM-NEXT» (ABUC «byku-Nexty»);

— TIpH MPOBEJICHUU JICKIIUI UCTIONB3YIOTCS MYJIbTUMEANINHBIC TIPE3CHTAIINN;

— TpH TPOBEICHUU JIAOOPATOPHBIX PAOOT HCIHOJB3YIOTCS CPEICTBA BBIYUCIUTEIHHOM
TEXHHKH, MOIEP>KUBAIOIINE IEPEUUCIIEHHOE MPOrpaMMHOe 00ecrieueHue.

7. IlepedyeHb cOBpeMeHHBIX MNPOdecCHOHAIBHBIX 0a3 JaHHBIX W HH(OPMAIMOHHBIX
CIPABOYHBIX CHCTEM, HCIOJIb3yeMbIX IIPH OCYILIECTBJIEHHN 00Pa30BaTEJILHOIO MpoLecca mno
AUCHUILINHE

1. DaexTponnbie karajgoru Hb SIpI'yY

(http://www lib.uniyar.ac.ru/opac/bk_cat_find.php) comepxar 6ubarorpaduueckue 3anucu
BCEX BHJIOB JIOKYMEHTOB, COCTAaBJIAIOLMX (OHI OMOIMOTEKH, Ha PYCCKOM MU HMHOCTPAHHBIX
SI3BIKAX.

2. DJleKTpOoHHAs1 OUOIHOTEeKa y4eOHbIX MaTepuaJioB SApl'yY

(http://www lib.uniyar.ac.ru/opac/bk_cat_find.php) comepxkutr ©Gomee 2500 mONHBIX
TEKCTOB Y4€OHBIX UM Yy4yeOHO-METOJUYECKUX MAaTepHajJOB IO OCHOBHBIM H3Yy4aeMbIM
TUCHMIUTMHAM, W3JaHHBIX B YyHHBepcutere. JloCTym B CeTH YHHBepcHTETa, JHOO 110
JIOTUHY/TIapOIIIO.

3. CnpaBo4yHoO-nnpaBoBas cucreMa « KOHCY1bTaHTILTIOCH

(https://www.consultant.ru/) crnpaBOYHO-IIpaBOBas CHCTEMa IO 3aKOHOJATENILCTBY
Poccuiickoit denepaiumu.

4. CnpaBo4yHoO-nipaBoBas cucrema «['apanT»

(http://www.garant.ru/)  crmpaBoYHO-TIpaBOBasi ~ CHUCTEMa 10  3aKOHOJATENILCTBY
Poccutickoi denepanum.

8. [lepeyeHb OCHOBHOIi W JOMOJHHUTEILHOW Y4eOHOW JIMTEpaTypbl, PeCypcoB
HHGPOPMALMOHHO-TEJIEKOMMYHUKAUMOHHOH ceTn «MHTepHer» (IpH HEO0XOAMMOCTH),
PeKOMEeH1yeMbIX /IJIsl OCBOCHUSA U CIUTIINHbI

a) OCHOBHAasI JTUTepaTypa

a) OCHOBHAasl JIUTepaTypa

1. besonacHocTh B COBpeMeHHOM MH(popMaIoHHOH cpeze. Yacte 1: yueOHOe mocobue.
B.H. Kusases, .M. Mypun; Spocin. roc. yu-T um. ILI. [IemnnoBa. - Spocnasis:
NHJUNT O, 2021. — 158 c. [https://e.lanbook.com/book/75150]

2. Jloramun, H. b. ApxutekTypa kKoMmibioTepa : yaeOHoe mocobue / H. b. Jloramguua. —
4-e m31. — Mockaa : Jlabopatopus 3Hanuii, 2020. — 274 c.

3. byza, M. K. Apxurekrypa xomnbiotepoB : y4ueOnuk / M. K. by3a. — MuHck :
Bermitmas mkoina, 2015. — 414 c. [https://e.lanbook.com/book/75150]

4. Cononesud, A. B. Komnbtorepusie cetu : yueOHuk / A. B. CononeBny. — MHUHCK :
PUIIO, 2021. — 208 c. [https://e.lanbook.com/book/194950]

5. Pakurtun, P. FO. Komnbrotrepusie cetu : yueOHoe mocobue / P. FO. Pakurun, E. B.
MockaneHKo. — Bbapnayn : Antl'TlY, 2019. — 340 c.
[https://e.lanbook.com/book/139182]


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://www.consultant.ru/
http://www.garant.ru/

6.

Kopxuk, B. W. OcHoBbl kpuntorpaduu : yuedHoe nocodue / B. 1. Kopxkuk, B. A.
AxosneB. —  Cankr-Ilerepoypr :  HWatepmenus, 2017. — 312 c.
[https://e.lanbook.com/book/161359]

0) 10MOJTHUTEJIbHAS JIUTEepaTypa

1.

10.

Konctutynus Poccuiickoit ®denepanuu: [MpuHITA BCEHAPOJHBIM TOJOCOBAHHEM
12.12.1993 ¢ u3MeHEeHUs MU, OOOPEHHBIMH B X0JI€ O0IEPOCCUNCKOTO TOJIOCOBAHHMS
01.07.2020]. — JocTyn u3 CpaBOYHO-PABOBOM CUCTEMBI «KOHCYIBTaHTILIIOCY). —
TekeT: 2IeKTPOHHBIN.

VYronoBueiii koneke Poccuiickoit @enepannn: denepanbubiii 3akoH oT 13.06.1996
No63-®3: [mpunst ['ocynapctBennorr [ymoii 24.05.1996]: (¢ u3MeHEHUAMH U
JIOTIOJTHEHUSIMU ). — Hoctyn u3 CIIPaBOYHO-IIPAaBOBOM CUCTEMBI
«KoHCynbTaHTILIIOC». — TEeKCT: 2JIEKTPOHHBIMN.

Konexc Poccuiickoit ®enepaunu 00 aJIMUHUCTPATUBHBIX IPABOHAPYLICHUSX:
®enepanbhblil 3akoH oT 30.12.2001 Nel95-®3: [mpunsrt ['ocynapcrBennoit Jlymoi
20.12.2001]: (c wm3MeHeHMSIMHM U JAOMONHEHUsIMH). — JlOoCTynm W3 cHpaBOYHO-
IIpaBOBOM cUCTEMBI «KOHCYJIBTAHTIUIIOCY). — T €KCT: AIIEKTPOHHBIN.

TpynoBoit koxekc Poccuiickoit ®enepanuu: denepanbubiii 3akoH ot 30.12.2001
Nel97-®3: [mpunsar I'ocymapcrBennoit Jymoit 21.12.2001]: (c HU3MEHEHMSIMH U
JIOTIOJTHEHUSIMU ). — Hoctyn u3 CIIPaBOYHO-TIPAaBOBOM CUCTEMBI
«KoHCynbTaHTILIIOC». — TEeKCT: 2JEKTPOHHBIN.

®enepanbHbliil 3ak0H 0T 27.07.2006 Ne149-03 «O6 nndopmanmu, nHGOPMAITUOHHBIX
TEXHOJIOTUSIX M O 3ammre uHpopmammmy»: [npuHsaT [ocymapcrBenHou Jlymoii
08.07.2006]: (c wW3MEHEHMSIMH M JOONOJHEHHsIMH). — JlocTym U3 cIpaBOYHO-
IIPaBOBOM CUCTEMBI «KOHCYNBTAaHTIUIFOC». — T €KCT: 2IEKTPOHHBIN.

®enepanbHblil 3akoH 0T 27.07.2006 Nel52-D3 «O nepcoHaNbHBIX JaHHBIX»: [[TPUHST
lNocynapcrBennoit Jlymoit 08.07.2006]: (¢ u3MEHEHHSIMH U JIOMOJIHEHUSIMH). —
Hoctyn w3 crnpaBouHO-IpaBoBOKM cucTeMbl  «KoHCynbTaHTILIIOC». —TeKCT:
JJIEKTPOHHBIN.

[Tonoxenune o mopsiike oOpaleHHs co ClykeOHON HH(OpMalueil orpaHMYEeHHOTO
pacnpocTpaHeHuss B (eiepaJibHBIX ~ OpraHax  HUCIOJHHUTEIbHOW  BIIACTH,
YIIOJTHOMOYEHHOM OpraHe YIpPaBJICHUS HCIIONb30BAHUEM AaTOMHOM DJHEPIHUM H
YIOJHOMOYEHHOM OpraHe 10 KOCMMYECKOH JESITeNbHOCTW»: [YTBEPIKIEHO
ITocranoBnenuem llpaBurensctBa Poccuiickoit @enepanun ot 03.11.1994 Nel233]:
(c U3BMEHEHUAMHU U JOMOJHEHUsIMH). — J[OCTYN M3 CHpaBOYHO-IIPABOBOIN CHCTEMBI
«KoHcynbranTIUIIOCY). —TEKCT: 2JIEKTPOHHBII.

TpeboBanust K 3amUTe TMEPCOHAJIBHBIX JAHHBIX MpU HX 00paboTke B
MH(OPMAaLMOHHBIX CUCTEMax NIEPCOHAJIBHBIX JIAaHHBIX [yTBEpKIEHBI
[Toctanosnenuem IlpaButenbctBa Poccuiickoit @enepammu ot 01.11.2012 Nel119].
— Joctyn u3 cnpaBouHo-nipaBoBoi cuctemsl «Koncynprantnllmroc». —TekcT:
3JEKTPOHHBIN.

Ilepeuenp Mep, HampaBiIeHHbIX Ha oOOECIEeYeHHE BBINOJIHEHUS 00s3aHHOCTEH,
npenycMoTpeHHblx  dDenepanbHbiM  3aKOHOM «O  TMEpPCOHAJBHBIX JAHHBIX» H
INPUHATBIMU B COOTBETCTBUM C HHUM HOPMAaTUMBHBIMM IIPaBOBBIMHM aKTaMH,
orepaTopamH, SIBJISIOIIUMUCS FOCYIapCTBEHHBIMU WM MYHUIIUIAIBHBIMU OpraHaMu:
[yrBepxaeH IlocranoBnenuem IlpaButenscrBa Poccuiickoii ®enepaunn  or
21.03.2012 Ne211]: (c u3MEeHEHHUSIMH U JONOJHEHUsIMH). — JlOCTyI U3 CrpaBOYHO-
npaBoBoii cucteMbl «KoHcynpranTnllimroc». —TeKCT: 31eKTpOHHBIH.

[Tonoxxenne 06 0coOeHHOCTAX 00pabOTKU MEPCOHATIBHBIX JAaHHBIX, OCYIIECTBISIEMON
0e3 WHCIONBb30BaHUS CpPEACTB aBTOMaTH3alMu: [yTBepxkaeHo IlocraHoBIEeHHEM



11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

IIpaButensctBa Poccuiickoit ®enepanuu ot 15.09.2008 Ne687]. — Hoctyn w3
cripaBoyHO-TIpaBoBOi cucteMbl «KoHcynpTanTnllmocy. —TeKcCT: 3JIeKTPOHHBIN.
TpeboBaHust K MaTepHalbHBIM HOCUTENISAM OMOMETPUUECKHUX MEPCOHAIBHBIX JAHHBIX
U TEXHOJOTHSM XpaHeHHs TaKuX JaHHBIX BHE HH(OPMALIMOHHBIX CHCTEM
IIEPCOHANBHBIX  JaHHBIX:  [yrBepxkaeHO  IlocranoBienuem  IlpaBurenncrBa
Poccutiickoit @eaepannu ot 06.07.2008 No512]: (c M3BMEHEHUSAMH U JIOMTOJTHCHHUSIMHU ).
— JHoctyn wu3 cnpaBouHo-nipaBoBoM cucteMbl «Koncynprantnlliroc». —Tekcr:
3JIEKTPOHHBIN.

Metoauueckiue pEeKOMEHJAIUMM 110 YBEJOMJIEHUIO YIOJHOMOYEHHOI'O OpraHa o
Hayajie OOpaOOTKM NEepCOHANBHBIX JAHHBIX W O BHECEHWHM H3MEHEHUH B paHee
IIpE/ICTaBICHHbIE CBEIECHUS: [yTBEpKIEHBI ITpuKka3zoM Pockomuanzopa ot 30.05.2017
No94]: (¢ M3MEHEHHMSIMHU W JONMOJHEHHsIMH). — J[OCTynm W3 CrpaBOYHO-IPABOBOM
cucremsl «KoHcynbpranTillnoc». —TekeT: 27eKTpOHHBIN.

TpeboBanust 1 METOJBI MO OOE3TMUMBAHUIO MEPCOHATBHBIX JAHHBIX: [YTBEP>KICHBI
npukazom Pockomuamzopa ot 05.09.2013 Ne996]. — Joctynm u3 cHpaBOYHO-
npaBoBoil cuctemsl «KoncynbranTnllmtoc». —TekeT: 3IeKTPOHHBIMN.

CocTtaB M copepkKaHHE OPraHU3ALMOHHBIX M TEXHUYECKHX MeEp IO OOECHEeUEHUIO
0€30MacHOCTH TMEepPCOHANBHBIX JaHHBIX HpU HUX 00paboTKe B HHQPOPMAIMOHHBIX
CUCTEMAax IMEpPCOHANBHBIX JAaHHBIX: [yTBepkaeHbl npukazom O®CTOK Poccunm or
18.02.2013 No21]: (c u3MeHeHUSAMH U AONONHEHUsMU). — JlocTynm U3 crnpaBoYHO-
npaBoBoil cucteMbl «KoHCynmbTanTnlImroCc». —TEeKCT: 3EeKTPOHHBIN.

bazoBast monenp yrpo3 6€30MacHOCTH MEPCOHANBHBIX JAHHBIX MPH UX 00paboTKe B
MH()OPMAIMOHHBIX CUCTEMax IePCOHAIBHBIX JaHHBIX (BbImucka): [yTBepkiacHa
3amectutenem aupekropa PCTIK Poccum 15.02.2008]. — Jloctyn u3 cupaBoyYHO-
npaBoBoil cucrteMbl «KoHCynpTanTnllmocy». —TeKCT: 3EeKTPOHHBIMN.

MeTtoauka onpezeneHuss akTyalbHBIX yrpo3 0€30MacHOCTH MEPCOHATBHBIX JaHHBIX
npu uX o00paboTke B MHPOPMALMOHHBIX CHUCTEMaxX MEPCOHAIBHBIX JAaHHBIX:
[yrBepxkaeHa 3amectuteneM aupekropa PCTOK Poccun 14.02.2008]. — Hoctym u3
cripaBoYHO-TIpaBoBOM cucteMbl «KoHcynpTanTalmocy. —TeKkcT: 3JIeKTPOHHBIN.
CoctaB U cojepikaHHEe OPraHM3allMOHHBIX M TEXHMYECKMX Mep MO OOECIEeYEeHHUIO
0€30MacHOCTH TMEPCOHAIBHBIX JaHHBIX HpU KX 00paboTKe B HHPOPMAIMOHHBIX
cucTeMax NMepPCOHABHBIX JaHHBIX C MCIIOJIb30BAaHUEM CPEACTB KpUNTOrpapuuecKoi
3aluThl  MHGOpMAalMM, HEOOXOAWMBIX Ui  BBINOJIHEHMS]  YCTAaHOBJIEHHBIX
ITpaButensctBoM Poccuiickoit deneparyu TpeOOBaHUN K 3alUTe MEPCOHAIBHBIX
JAHHBIX N7 KaXJI0TO0 M3 YPOBHEH 3alllMIEHHOCTH: [yTBepkaeHbl mpukazom OCh
Poccun or 10.07.2014 Ne378]. — Jloctynm u3 CHpaBOYHO-IIPABOBOM CHCTEMBI
«Koncynprantnl Iimrocy. —TeKCT: 3JIeKTpOHHBIN.

Mertoanyeckre peKOMEHJAlMU MO pa3palOoTKe HOPMATUBHBIX IPABOBBIX aKTOB,
OTIPECTSIONIUX YIPO3bl OE30MACHOCTH NEPCOHANBHBIX JAHHBIX, AKTyaJbHbIE MpU
00paboTKe NMEepPCOHANBHBIX JAHHBIX B MH(OPMAIMOHHBIX CHCTEMaX MEPCOHAIbHBIX
JAHHBIX, OKCIUTyaTUPYEMBIX TPU OCYIIECTBICHHUH COOTBETCTBYIOIIMX BHIOB
NEeATENBHOCTH: [yTBepkaeHbl pykoBoiacTBoM &8 Ilentpa ®Cb Poccum 31.03.2015
Ne149/7/2/6-432]. — Hoctyn u3 CTIPaBOYHO-TIPaBOBOU CHCTEMBI
«Koncynprantnllimtocy. —TeKcT: 271eKTpOHHBII.

I'OCT P 51275-2006 3amura nndpopmanuu. O6bekT nndopmaruzanuu. DakTopsl,
Bo3jelcTBYOIME Ha HHopMaruio. O0mue nonoxenus. — JlocTyn U3 crpaBO4YHO-
npaBoBoil cuctemMbl « TEXOKCIIEPT». —TekcT: aneKTpOHHBII.

®nenoB, M.E. Linux rnaszamu xakepa. 5-¢ uza. / M.E. ®nenoB. — CII6. : BXB-
[TerepOypr, 2019. —416 c.

JlaB, P. Linux. Cucremnoe nporpammupoBanue. 2-¢ u3a. / P. JlaB. — CIIG. : [Turep,
2014. — 448 c.
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22. Yopn, b. Bayrpennee yctporictBo Linux. / b. Yopa. — CII6. : ITurep, 2016. — 384
C.

23. Yosifovich, P. Windows Internals Seventh Edition. Part 1 / P. Yosifovich, A. lonescu,
M.E. Russinovich, D.A. Solomon. — Microsoft Press, 2017. — 784 p.

24. Intel 64 and 1A-32 Architectures Software Developer’s Manual [DnexrpoHHbIi
pecypc] — DnekTpoH. TekcToBble naH. —Ilocnennee ooHoBieHue : 16.11.2020. —
Pexxum moctyma: https://software.intel.com/content/www/us/en/develop/articles/intel-
sdm.html.

9. MaTepunajibHO-TeXHHYecKasi 6a3a, He0OX0AMMAs /Il OCYIIeCTBIEHUS
00pa3oBaTeIbLHOIO MpoIecca Mo IUCIUNIHHE

MarepuanbHO-TeXHUUYECKas: 0a3a, HeoOXoIuMast IJisi OCYIIECTBICHHS 00pa30BaTEIbHOTO
mpolecca 1o AUCUUIUIMHE BKIIIOYAET B CBOU COCTaB ClielUalbHbIC TOMEIICHHUS:

-y4eOHbIC ayAUTOPUH [T IPOBEACHUS 3aHATUHN JIGKLIMOHHOTO THUIIA;

-y4eOHbIe ayIUTOPUHU Ui MIPOBEICHUS JTaOOPATOPHBIX pabOT, OCHAIIEHHBIE CPEeICTBAMU
BBIYUCITUTENIHOW TEXHUKH, TMOIJEPKUBAIOIIMMHU TPOrpaMMHOE oOecrieueHrne, yKa3zaHHOE B
MyHKTE 6;

- yueOHbIe ayTUTOPHH ISl TIPOBEICHHSI TPYIIIOBBIX M WHAWBUYAIBHBIX KOHCYIbTAIINN;

- y4yeOHbIE ayIUTOPUU [UIsI TPOBEACHHS TEKYIIEro KOHTPOJS U MPOMEKYTOUHOU
aTTeCTAllHH;

- IOMEIICHUS U CAaMOCTOSITEIbHON paboThI;

- TMOMEUICHUs IS XpPaHEHUS M MPOQHIAKTUYECKOTO OOCTYKMBAHUS TEXHHUYECKUX
CPEICTB OOyUEHHUSI.

[Tomemnienust 111 caMOCTOSITENIBHON pabOThl O0YYarOIIMXCs OCHALEHBI KOMIIBIOTEPHON
TEXHUKOW C BO3MOXKHOCTBIO MOAKIIOUEHHUs K ceTh «/HTepHeT» MU obecrneueHHueM JOoCTyma B
AIIEKTPOHHYIO HHPOPMALMOHHO-00pa30BaTENBHYIO CPEly OpraHU3alllH.

Yucno nocaoyHbIX MECT B JIEKIIMOHHON ayAMTOpUHU OOJblIe JIMOO PaBHO CIMCOYHOMY
COCTaBy IOTOKA, a B ayAWTOPHH IS NMPAKTUYECKUX 3aHATHI (CEMHHApOB) — CIUCOYHOMY
COCTaBY I'PYIIIbI 00yYarOIIUXCS.

ABTOp(BI):
Kann. ¢us.-mar. Hayk v, Mypwun JI. M.
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IIpunoxenne Nel k paGoueii nporpamMme AUCHHUIIIMHBI
«be3onacHocTh B COBpeMeHHOI MH(OPMAIIMOHHOI cpe/ie»

DoH/I OLIEHOYHBIX CPEICTB
JJIS1 IPOBe/IeHNUs] TEKYIIel U MPOMeKYTOUYHOI aTTeCTAlIMH CTYIeHTOB
Mo JUCIHUILINHE

1. TunoBbie KOHTPOJIbHBIE 32JaHUSI HJIU HHbIE MaTepPUAJIbI,
Heo0XO0UMBbIe /IJIsl OLEHKH 3HAHUI, YMeHHM i, HABBIKOB M (MJIM) ONBITA JeSITeJIbHOCTH,
XapaKTepUu3yIIHUX 3Tanbl ((OPMHUPOBAHUS KOMIIETEHIHI

1.1 KouTpoJibHbIe 321aHNUsI U HHbIE MATEePHAJIbI,
HCIoJIb3yeMble B Npouecce TEKyIei aTTecTanuu

Tect mo Teme 1.1 [IpaBoBbIe 0CHOBBI 00eceuyeHUs1 HHPOPMAIMOHHOI 0€30MaCHOCTH

Kakne monoxxeHus, cBsi3aHHBIE C BOmpocamMu 0o0paboTku HMH(pOpMAIHMHK, 3aKPEIJICHBI B
Koucturynuu Poccutickoii @enepannn?

a) [IpaBo Ha HEMPUKOCHOBEHHOCTh TUYHOW U CEMEUHON TalHBI.

0) [IpaBo Ha 00pabOTKy M1000i HH(MOPMALIUHU JTFOOBIM BO3MOKHBIM CITIOCOOOM.

B) 3anpeT Ha 00pabOTKy HH(OPMAIMH O YACTHOW KU3HHU JIHIA 0€3 ero corjacusl.

r) [IpaBo Ha noay4yeHue rpakaaHaMu JIOIycKa K rOCy/1apcTBEHHOMN TaiHe.

Kakue Buapl mHbOpMammm o0s3aTenbHO TpeOyeTcss 3alluiiaTh B COOTBETCTBHH C
3akoHOAaTeNnbcTBOM Poccuiickon denepannu:

a) Uadopmarus a1 cinyke0HOTO MOJIb30BAHUA.

0) IlepcoHanbHbIC TaHHBIE.

B) ['ocynapcTBeHHas TaiiHa.

r) BpauebHnas Taiina.

n) Bce nepeuncienHsle.

B cootBerctBuM ¢ PepepanbHbM 3akoHOM «O0 uHpOpManuu, HWHGOPMAMOHHBIX
TEXHOJIOTHSX U 3alIuTe HH(pOpMaum» UHPOPMAIHUS — ITO:

a) JIroOble naHHbIe, peACTaBICHHbBIE HA MaTEpPUAIbHOM HOCHUTEIIE.

0) CBenenus (cooO1eHus, TaHHbIE), HE3aBUCUMO OT (POPMBI UX MPEACTABICHUS.

B) He sHeprus u He marepus.

r) CBeneHus, BOCIPUHUMAEMbIE YEJIOBEKOM M (MJIM) CHEIUAIbHBIMH yCTPOWCTBaMU
Kak OTpaXkeHHe (PaKToB MaTepHabHOTO MM JyXOBHOTO MHpa B Ipolecce
KOMMYHHKAIIH.

UYro U3 MepeunciIeHHOr0 MOYKHO paccMaTpuBaTh Kak 0a3zy JAHHBIX B COOTBETCTBHU C
3aKoHoAarenbecTBOM Poccuiickoit denepanuu:

a) EXCEL Tabauny ¢ ynopsJo4eHHOH U CTPYKTYpUpPOBaHHON HH(OpMAIHEH.

0) ®aitn hopmara DOC, B KOTOPOM CO3/1aH CITHCOK CITYIIATEICH ITOW MPOTrPaMMEI.

B) KapToTeky perucrparypsl yupexIeHHUS 34paBOOXPaHEHHUS.

r) Bce nmepeuncnennsle.

LlenocTHOCTH UHPOPMALIUU — ITO:

a) O6s3arenbHOE AJI BBINOIHEHUS JIUIOM, TOJYYUBIIMM JOCTYH K OIpENEIeHHON
uHpopManuu, TpeOoBaHME HE TepenaBaTh TaKyl0 HH(QOpPMALUIO TPETbUM JiMIaMm 0Oe3
coriacus ee o0nanarTens.

0) Cocrostarie uH(pOpMaIIMK, TP KOTOPOM OTCYTCTBYET JF000€ €e M3MEHEHHe 00
M3MEHEHHE OCYILECTBISETCS TOJNBKO MpeAHAMEPEHHO CyOBhEKTaMH, UMEIOIIUMU Ha HETo
IPaBo.

B) Bo3MoxHOCTH noy4eHust UHQOPMALIUY U €€ UCIIOJIb30BAHMUS.

Ha Teppuropuu Poccuiickoit @enepannu 3anpeiieHo pacnpoCcTpaHeHHe:
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7.

8.

9.

a) Mudopmanuu, koTopas HarpaBiieHa Ha MPOTAaraHy BOMHBI.

6) Kommepueckoii TaifHBI.

B) MH(opMmarm, KOTopast HarpaBiieHa HAa Pa3)KUTaHUE PEIUTHO3HON HEHABHUCTH.

r) [lepcoHanbHBIX TaHHBIX.
I'paskJaHUH WK IOPUIMYECKOE JIULI0, OCYIIECTBIISIONINE NS TeIbHOCTD 10 SKCIUTyaTalluu
MH(OPMALIMOHHON CUCTEMBI, B TOM YHcie 0 00paboTke HHPOpMAIIMH, CoAep Kalleiics B
ee 0a3ax JaHHBIX — ATO:

a) ObnanaTenp HHGOPMAIIHIH.

0) Oneparop nH(DOPMAIIMOHHOW CUCTEMBI.
Ecnu He onpeneneHo nHOTo, 0nepaTopoM UH(POPMALIMOHHOM CUCTEMBI SBIISETCS:

a) Obnanarens HHPOPMALIUH.

6) COOCTBEHHHMK HCHOJB3yeMbIX JJII 00pabOTKHM cojaepxalieics B 0a3ax JaHHBIX
WH(MOPMAIIUU TEXHUIECKUX CPEJICTB.

B) Jlumo, ompenenstomee menu oO0paboTku WHOOpPMAIMM M OCYIIECTBIISIONICE
00paboTky uHpOpMaIHH.
He moxeT ObITh OrpaHUYeH JOCTYII:

a) K napopmanmu o cocTOSTHUN OKPYXKAFOIIEH Cpe/ibl.

0) K nmepcoHanbHBIM JaHHBIM TOCYJAPCTBEHHBIX IPAXKIAHCKUX CIY)KAIUX.

B) K nnopmarim, Xxpansieiics B OTKPHITHIX (poHIax ONOINOTEK.

r) K cBenenusiM o 30710TOBaIOTHBIX 3anacax Poccuiickoit @eneparium.

10. Kakyro OTBETCTBEHHOCTh MOXKET IIOBJ€Yb HapylieHne TpeboBaHuii DenepanbHBIX

1.

2.

3aKOHOB:
a) YTOJIOBHYIO.
0) JAucuumninHapHylo.
B) AJIMUHUCTPATHUBHYIO.
r) I'pasx1aHcko-paBoBYIO.
1) Bce nepeuncienHsle.

Tect nmo Teme 1.2 3ammTa NepcoHaNbHBIX JAHHBIX

[IepconasibHBIE JAHHBIE — ATO:

a) CBeneHust 0 CyOBEKTE MEPCOHAIBHBIX JAHHBIX HE 3aBUCHUMO OT (OpPMBI HX
MpEJICTaBICHMUS.

6) JItoGas unpopMmarys, oTHOCALIasICS K IPSIMO UM KOCBEHHO ONpEACICHHOMY MU
onpezaensseMomy (pU3nUecKoMy JHIY (CyObEKTY NEPCOHANbHBIX TaHHBIX ).

B) JltoGas umHpoOpmanus, oTHOcAWIasCAd K OINPEIeIIEHHOMY MJIM OIpeleseMOMY
¢uznueckomy uiy (CyObeKTYy NEpCOHABHBIX JaHHbIX).

r) Jlro6as mHpopmanus, oTHOCALIAsCS K ONpEAeIEHHOMY WIM ONpeAessieMoMy Ha
OCHOBaHUU Takol MHpopManuu Gpu3ndeckoMy Juiy (CyObeKTy NepCOHAIbHBIX JIaHHBIX ),
B TOM 4HCJI€e ero ¢paMHuiIus, UMsl, OTIECTBO, T'0JI, MECIL, 1aTa U MECTO POXKAEHUS, ajpec,
ceMeifHoe, coIMallbHOe, HUMYIIECTBEHHOE TMOJO0XKEeHHe, oOpa3oBaHHe, MHpodeccus,
JOXOJIbI, IpyTast HHpOpMaIus.

Ha xakue oTHomIeHHMs HE pacHpocTpaHsercss aelcTBue ¢eaepanbHOro 3akoHa «O
NEPCOHATBHBIX JAHHBIX»?

a) Ha o0paboTky mepcoHanbHbBIX JaHHBIX, OTHECEHHBIX B YCTAHOBJIECHHOM IOPSAKE K
CBECHMSIM, COCTABIISIOINUM I'OCYIapCTBEHHYIO TalHY.

6) Ha 06paboTky mepCOHANBHBIX JIaHHBIX, HEOOXOIUMYIO JJISI OCYIIIECTBICHUS TIPaB
Y 3aKOHHBIX MHTEPECOB ONIEPATOpPa WIN TPETHUX JIULI.

B) Ha 00pabGoTKy mnepcoHalbHBIX JaHHBIX, HEOOXOAUMYIO MJI HCIOJHEHUS
CyIeOHOro aKTa.
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r) Ha oOpaboTKy mepcOHaNbHBIX NAaHHBIX (PU3MUECKUMH JIMLIAMH HCKIIOYUTEIHHO
JUI JINYHBIX M CEMEWHBIX HYXKI, €CIM INPH 3TOM HE HapylIaloTcs IpaBa CyOBEKTOB
NEPCOHAIBHBIX JIAHHBIX.

n) Ha o0paboTky mnepcoHaIbHBIX AAHHBIX, MOJICKALIMX ONYOJMKOBAHHUIO WIIN
00513aTEIbBHOMY PAaCKpPBITHIO B COOTBETCTBUH C (hefepabHbIM 3aKOHOM.

e) Ha o00paboTKy mepCOHAIBHBIX JaHHBIX, HEOOXOJMMYIO JUIsI OpTraHHU3aIuu
XpaHEHHs, KOMIUIEKTOBaHMSA, ydYeTa M HCIIOJIb30BaHUS COJACPKAIIUX IEePCOHATBHBIX
JAHHBIX apXUBHBIX JOKYMEHTOB B COOTBETCTBMM C 3aKOHOJATEILCTBOM 00 apXHBHOM
nene B Poccuiickon @enepanuu.
®enepanbHblii 3aK0H «O MEePCOHANBHBIX TaHHBIX» PEryJIUpPYET OTHOLIEHMS, CBA3aHHbIE!

a) UckimounTenbHO ¢ 00pabOTKOW TMEpPCOHANBHBIX JAaHHBIX C HCIOJIb30BaHUEM
CpEeICTB aBTOMAaTU3aLUH.

0) C 00paboTKO# MepcoOHANBHBIX JAHHBIX, HE3ABUCUMO OT TOr0 00pabaThIBAIOTCS U
OHH C UCIIOJIb30BaHUEM CPE/ICTB aBTOMATHU3allU1 WU HET.

B) C  00paboOTKOW  MEepCOHANBHBIX JAHHBIX C  HCIOJb30BAHHEM  CPEJICTB
aBTOMAaTH3alluM, a TaKkXke ¢ 0O0pabOTKOW NEepCOHANbHBIX JaHHBIX 0€3 HCIOJIb30BAHUS
CPEICTB aBTOMATH3AllMH, €CIM Takas o0pabOTKa COOTBETCTBYET XapakKTepy ACHCTBHIA,
COBEpILIAEMBIX C IEPCOHAIBHBIMU JAHHBIMU C UCHOJIb30BAHUEM CPEJICTB aBTOMATHU3ALINH.

r)C 00paboOTKOH TEpCOHAIBHBIX JAHHBIX 0€3 UCIOJb30BaHUS  CPEJICTB
aBTOMaTH3alHH.

JlelicTBUsl, B pe3yiabTaTe KOTOPHIX CTAHOBUTCS HEBO3MOXKHBIM 0€3 WCIOJIb30BAHUS
JIONIOJTHUTEIBHON MH(POPMALMU OINPENeIUTh MPUHAMISKHOCTh MMEPCOHAIBHBIX JTaHHBIX
KOHKPETHOMY CYOBEKTY IEPCOHANBHBIX TaHHBIX, — 3TO:

a) brokupoBaHue nepcoHalbHBIX TaHHBIX.

0) YHUUTOXKEHNE IEPCOHAIBHBIX TaHHBIX.

B) O6e31MurBaHNEe EPCOHANBHBIX JIaHHBIX.

r) [lepeBon mepcoHaNBHBIX JaHHBIX HAa apXUBHOE XpaHEHHE.

JlelicTBUs, B pe3ysbTaTe KOTOPBIX @pemeHHO TIpeKpaliaeTcss o0paboTka MepCOHaNbHbBIX
JAHHBIX, — 3TO:

a) brokupoBaHue nepcoHalbHBIX TaHHBIX.

0) YHUUTOXKEHNE IEPCOHANBHBIX TaHHBIX.

B) O6e31MYrBaHNe NEePCOHANBHBIX TaHHBIX.

r) [lepeBon mepcOHANBHBIX JaAHHBIX HAa apXHUBHOE XpaHEHHE.

Kakue u3 nepeuncieHHbIX AeHCTBUI ¢ IepCOHANBHBIMU JAHHBIMU SBJISIOTCA 00pabOTKOM
NIEPCOHATBHBIX JaHHBIX:

a) XpaHeHHe MePCOHATbHBIX JaHHBIX.

0) 3anuch NMepcOHAbHBIX JTAHHBIX.

B) O6e31MYrBaHNe NEePCOHANBHBIX IaHHBIX.

r) Y najeHue nepcoHalbHBIX TAHHBIX.

C Touku 3peHus QenepaibHOro 3akoHa «O MepCOHANBHBIX JaHHBIX» ONEPaTOp — ITO:

a) ['ocynapcTBeHHBIN OpraH, MyHUIUIAIbHBIN OpraH, IOpUINYeCcKoe WIH pU3nYecKoe
JMIIO0, CAaMOCTOSITEIbHO WJIM COBMECTHO C JPYIMMHM JIMLAMH OpTraHu3ylomue u (W)
ocymecTBisitomue 0o6padotky I1/IH, a Tarke ompexaensromme mean odpadbotku I[1JH,
coctaB [1/In, moexamux oOpaboTke, AelcTBU (onepanun), copepmaemsie ¢ [T/IH.

0) I'paxmanwH WM IOPUIMYECKOE JIMIO, OCYMIECTBISIONIME JESTEIBHOCTh II0
HKCIUTyaTallii MHPOPMALMOHHOM CHUCTEMBI, B TOM 4MCJe MO 00paboTke MHpOpMAIH,
coJiepkarnieiicst B ee 6a3zax JaHHBIX.

O06paboTka MepcoHaIbHBIX JAHHBIX:

a) He nomyckaercs 6e3 cormacusi CyObeKTa MepCoOHANbHBIX JaHHBIX.

6) /lomkHa OrpaHUYMBATHCS JOCTH)KEHHEM KOHKPETHBIX, 3apaHee ONpE/IEICHHBIX U
3aKOHHBIX IIEIEH.
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10.

11.

12.

13.

14.

15.

16.

B) He momyckaercst B ciydasx HECOBMECTUMBIX C IENISIMU cOOpa MEepCOHAIBHBIX
JTAHHBIX.

r) JlommkHa OCYHIECTBIATHCSA HA 3aKOHHOM U CIIPaBEIMBON OCHOBE.

O0paboTka epcOHAIBHBIX JAHHBIX JOIYCKaeTCA:

a) C cormacusi cyObeKTa MepcoOHANBHBIX JAHHBIX Ha 00pabOTKY €ro MmepcoHAIbHBIX
JTAaHHBIX.

0) B cyuasx, eciiu oHa HEOOXOAMMA TSI UCIIOJIHEHUS CyJIEOHOTO aKTa.

B) B cnyuasx, ecim oHa HeoOXoauma i OCYLIECTBIEHHS HPOQdEeCcCHOHATBHON
JEATEeIbHOCTH JKypHajaucTa u (WIM) 3aKOHHOM JIeATENIbHOCTH CpEICTBA MAacCOBOMU
nHpopmanuu.

r) B ciuyuasx, eciu Bemercss oOpaboTKa MEPCOHANBHBIX JAHHBIX, MOJICKAIINX
oInyOJIMKOBAaHUIO B COOTBETCTBHM € 3aKOHOAATeNbcTBOM Poccuiickoit denepanuu.

KTo HeceT OTBETCTBEHHOCTh 3a JEHCTBUS IOPUAMYECKOTO JIMIA, KOTOPOMY IMOpYyYeHa
00paboTKa NePCOHANBHBIX JaHHBIX, IEpel] CyObEKTOM MEPCOHAIBHBIX 1aHHBIX?

a) Oneparop.

0) FOpuanueckoe 11110, KOTOPOMY MOPYUUIIH 00pabOTKY.

B) Hukro.

r) Pockomuazazop.

B nopy4dennn 006paboTKH JOKHEI OBITh 00s13aTEIIEHO OIPEICICHBI U YKa3aHbI:

a) [lenn 06paboOTKM MEpCOHANBHBIX JaHHBIX.

06) CyObeKTbl TMEepCOHATBHBIX JaHHBIX, YbH MEPCOHAJBHBIC JaHHBIE OYAyT
00pabaThIBaThCs 10 MOPYUCHHUIO.

B) TpeboBanus k 3amuTe 00padaThIBAEMbIX [IEPCOHANBHBIX JaHHBIX.

r) CpeactBa 3amuTel HHGMOPMAIMM, KOTOpble HEOOXOJUMO  IPUMEHSThH
IOPHINIECKOMY JIUITY, KOTOPOMY IMOpY4YeHa 00pabOTKa MePCOHAIBHBIX TaHHBIX.

Ha xoMm nexuT 00sf3aHHOCTh IO JIOKA3aTeNbCTBY IOJIyUYEHHs COIJlacHs OT CyObeKkTa
MIEPCOHAIIbHBIX JIAHHBIX ?

a) Ha Pockomuamzope.

6) Ha ropunnueckom nuie, KOTOpoMy MOPYUUIIH 00paboTKYy.

B) Hu Ha koM.

r) Ha onepatope.

Cornacue cyObekTa NepCOHAIBHBIX TaHHBIX JOKHO BKIIFOYATh:

a) [lacnopTtHbie naHHBIE CyOBEKTa IMEPCOHATBHBIX JAHHBIX WJIH €ro 3aKOHHOTO
peCTaBUTENs.

6) KoHrakTHble [aHHBIE JMIAa, OTBETCTBEHHOIO 3a OpraHu3aluio oO0padOTKU
HEPCOHAIBHBIX JIaHHBIX.

B) Azpec oneparopa.

r) damminu, uMeHa M oOT4YecTBa (PU3UYECKUX JIML, KOTOPBIE OCYIIECTBIISIOT
00paboTKy NepCOHAIbHBIX JAHHBIX MO MOPYUYEHUIO OIepaTopa.

B ciydae cMepTu cyObeKTa NepCOHANbHBIX JaHHBIX:

a) Ilomyuate coryacue Ha 00pabOTKY €ro MepCOHAJIbHBIX JaHHBIX Tpedyercs y
HACJICIHUKOB CYOBEKTa MEePCOHATBHBIX JTAHHBIX.

6) IlomyuyaTh corjacue Ha 00pabOTKYy €ro MHepCOHAIbHBIX JaHHBIX Tpedyercs y
Pockomuanzopa.

B) [lonyuaTs cornacue Ha 06pabOTKY €ro nepcoHaNbHbIX JAHHBIX HE TpeOyeTcs.

K cnennanbHBIM KaTeropusM NepCOHANbHBIX JAHHBIX OTHOCSTCS:

a) CBeneHus1, Kacaromyecs pacoBOW MPUHAICKHOCTH.

6) CBenieHus, Kacaromuecs rpax/1aHCTBA.

B) CBeneHus, Kacarouuecs NOJTUTHYSCKIX B3TIISIOB.

r) CBeJieHHs1, KacaroIluecsi HHBAJIUIHOCTH.

C touku 3penus eaepanbHOro 3akoHa «O MEPCOHATBHBIX TaHHBIX» K OMOMETPUYECKIM
NEPCOHATBHBIM JAHHBIM OTHOCSITCS:
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18.

19.

20.

21.

22

a) Bce cBeneHus, KOTOpble XapaKTepH3YyIOT (DU3MOJIIOTHYECKHE U OHMOJIIOTHYECKHE
0COOEHHOCTH YeJIOBEKa, HA OCHOBAHUHU KOTOPBIX MOKHO YCTAHOBUTH €T0 JTUYHOCTb.

06) Csenenusi, KOTOpble BHOCATCA B 0azy OHMOMETPHMYECKMX JAHHBIX TpaxIaH
Poccuiickoit deneparum.

B) Bce cBeneHHs, KOTOpBIE XapaKTEpPH3YyIOT (DU3MOJIIOTHYECKHE U OHOJIOTHYECKHE
0COOEHHOCTH YellOBeKa, Ha OCHOBAaHMM KOTOPHIX MOXHO YCTaHOBHUTH €0 JMYHOCTb, U
KOTOPbIE UCHOIB3YIOTCS JJISl YCTAHOBJICHUS €T0 JIMYHOCTH.

.Kt0 00s3an yOenutbcs B TOM, YTO HHOCTPAHHBIM TOCYIapCTBOM, Ha TEPPUTOPHUIO

KOTOPOTO  OCYLIECTBJISIeTCS Mepefada IEepCOHANbHBIX JaHHBIX, oOOecreyuBaeTcs
aJIeKBaTHAas 3alluTa MpaB CyOBbEKTOB EPCOHANBHBIX JAHHBIX?

a) Oneparop.

0) IOpuandeckoe auI10, KOTOPOMY MOPYUHIIH 00padOTKY.

B) Hukro.

r) Pockomuazazop.

CyOBeKT mepcoHAIBHBIX JAaHHBIX UMEET MPaBO Ha MOJIyueHHEe cIenyromei nHpopmanuu,
Kacaroleicsi 00paboTKH ero NepCoOHaNbHbIX JAHHBIX:

a) [IpaBoBbIe OCHOBaHUS U 11eJI 00PabOTKU NEPCOHATBHBIX JAHHBIX.

6) IlouMeHHBIN nepeueHb COTPYAHUKOB OIEpaTopa, KOTOpPble UMET JOCTYH K €ro
NIEPCOHAIBHBIM JTAaHHBIM.

B) CBemeHuss 00 OCYLIECTBICHHONH MM O THPEANoyiaraéMod TpaHCIPaHUYHOU
nepeaaye JaHHbIX.

r) CBesieHHs 0 IPUMEHAEMBIX OIIEpaTOPOM CPEJICTBAaX 3aIllUThl HHPOPMALIUH.

[IpaBo rpaxmannHa Ha TMONydYeHHEe WHGPOpPMAIMK, Kacamomeics o0paboTku ero
HEPCOHATbHBIX JAHHBIX, MOKET ObITh OIPAaHUYEHO:

a) Ha ocHOBaHWU 3asBIIEHUS APYroro cyobeKTa MepCcoOHaATbHBIX JTaHHBIX.

6) B cinyuasx, ecau 006paOoTka MepCOHAIbHBIX JAHHBIX OCYIIECTBIISIETCS B ClIydasXx,
IIPEAYCMOTPEHHBIX 3aKoHOAarenbcTBOM Poccuiickoil @Pexepanuu O TPaHCIOPTHOU
0€30IM1aCHOCTH.

B) B cnyuasx, ecin oOpaboTka MepCOHATBHBIX JAHHBIX OCYIIECTBISETCS B ILIENAX
00OpOHBI CTpaHbl, 6€30MaCHOCTH TOCYAApCTBa U OXPAHBI IPABOIOPSIKA.

r) B cnyuasx, ecnu o0paboTka nepcoHalNbHBIX JaHHBIX OCYLIECTBIIIETCS B paMKax
3aKOHHOM JIE€ATENIHOCTH CPEICTBA MACCOBOM MH(OpPMAIIH.

KonTponb ¥ Hag3op 3a BBINOJIHEHHEM Mep MO oOecredeHuio 0e30MacHOCTU
NEPCOHAIBHBIX JAHHBIX OCYIIECTBISET (OCYILIECTBISIOT):

a) MunkomcBsa3u Poccun.

6) Pockomuamzop.

B) ®Cb Poccun.

r) ®CTOK Poccumn.

Kakoii opran rocy1apcTBeHHOW BIACTH UMEET MPAaBO O3HAKOMIICHUS C MEPCOHATHLHBIMHU
JAHHBIMU [IPU OCYILIECTBICHUH KOHTPOJIBHBIX U IPOBEPOYHBIX MEPOIPUATHI?

a) ®Cb Poccun.

6) Pockomuamzop.

B) ®CTOIK Poccun.

. JIn1a, BUHOBHBIE B HAPYLIEHUHU IOJO0KEHUM 3aKkoHOoAaTenbCTBAa Poccuiickoit denepannu

B 00JIaCTH MEPCOHANBHBIX JAHHBIX MPU 00pabOTKE MEPCOHATIbHBIX JaHHBIX PaOOTHHKA,
MOTYT OBITh IPUBJICUEHBI:

a) K yroioBHO# OTBETCTBEHHOCTH.

6) K aucuunimHapHoOi 0OTBETCTBEHHOCTH.

B) K aaMuHHCTpaTUBHON OTBETCTBEHHOCTH.

r) K maTepuanbHOl OTBETCTBEHHOCTH.
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Tect mo Teme 1.3 Opranu3zanMoHHbIE 0OCHOBBI 0O0ecne4eHUus1 HH(POPMAIMOHHOM
0e3omacHOCTH

1. Pacnosnoxute B NpaBUIBHOM MOpSAKE 3Tambl paboT Mo oOecnedyeHuto 0e30MacHOCTH
uHpOpMaLIKH.
1) Ouenka cooTBeTCTBHUS 00BEKTa HHPOPMATH3AIUH.
2) BeisBnenue u anaian3 MHQOPMAITMOHHBIX aKTUBOB.
3) IIpoekxTupoBanue (pa3paboTKa) CUCTEMBI 3aIMTHI HHPOPMAIIUH.
4) ®opmupoBanue TpeOOBAHUH K 3aIIUTE UH(OPMAIIHH.
5) Bueapenue cucteMbl 3a1IUTHI HHPOPMAIIHH.
6) DKCIuTyaTausi CUCTEMbI 3aIUTHl HTHPOPMALIUH.

a)1)2)3)4)5)06).
6)4)2)3)5)1)6).
B)2)4)3)5)6)1).
r)2)4)3)5)1)6).

2. Ilyctp He 00€3MMYCHHBIE NTEPCOHATBHBIC JAHHBIC O COCTOSHHH 3/I0POBBS BCEX TPaKIAaH
SpocnaBckoil obsactu 0OpabaTbIBalOTCsl B MHGOPMALIMOHHON cucTteMe, JUIsl KOTOPOH
aKTyaJbHBI YIpO3bl CBSA3aHHBIC C AKCIUTyaTallel ysI3BUMOCTEH B MPUKIIAIHOM, HO HE B
CHUCTEMHOM IporpaMMHOM obecrnieueHun. Kakoil ypoBeHb 3allUIIIEHHOCTH JOKEH OBbITh
YCTaHOBJIEH IS TAKUX MEPCOHATBHBIX JAHHBIX ?

a) Y31.
0) V32.
B) Y33.
r) Y34.

3. IlycTb He 00e3nMueHHbIE EPCOHANIbHBIE JaHHBIE B TOM 4uciie (GoTorpadus cCoTpyIHUKOB
Hebospmoro (1o 10 000 coTpyaHUKOB) Tpeanpusatus 0O0paldaThIBAIOTCS B CHUCTEME
KOHTPOJISI U YNPABJIECHUS JTOCTYNOM, JJISi KOTOPOH aKTyallbHbl YIpo3bl HE CBSI3aHHBIE C
OKCIUTyaTalel yI3BUMOCTEH B MPHUKIIATHOM U CUCTEMHOM IPOTPaMMHOM 00€CTICUeHHH.
Kakoil ypoBeHb 3aIMIIEHHOCTH JOJKEH OBITh YCTAHOBJIEH JJISI TaKMX HEPCOHAIbHBIX
JaHHBIX?

a) Y31.
0) V32.
B) Y33.
r) Y34.
4. BHelIHUE HapyILIUTENIN PEANTU3YIOT YIPO3bI:
a) 13 BHENIHUX ceTel CBSA3M OOIIETo MOJIb30BaHUS.
6) HenocpencTBeHHO B MHPOPMALIMOHHBIX CUCTEMAX.
B) U3 cereil MexayHapoJHOTO HH(OPMALIMOHHOTO OOMEHa.
r) Haxonsce B mpesenax KOHTpOIUPYEMON 30HBI.
5. Ilpumepamu BHEIIHUX HAPYIIUTENEH MOTYT SBIIATHCSA:
a) [Tonmp3oBarenu nHHOPMALIMOHHON CUCTEMBI.
6) Konkypupyromiue opraHu3aru.
B) HenoGpocoBecTHbIE MapTHEPHI.
r) O6CcmyKMBAIONMUI TTEPCOHATT OpTaHU3AIIH.
6. Ilpumepamu BHYTPEHHUX HapYIIUTENEH MOTYT SBIISTHCS:
a) AIMUHUCTPATOPbl 0€30M1aCHOCTH MH(POPMAIIMOHHBIX CUCTEM.
0) CropoHHue pU3NIECKUE TUTIA.
B) Jluna, oGecrnieunBaroiye COnpoBOXKACHUE TPOrPaMMHOr0 0OecTieyeHusl.
r) KpuMuHanbHbIe CTPYKTYpBHI.
7. K 00BeKTUBHBIM yrpo3aM OTHOCSTCS:
a) OmumoOKu 00CITy>KUBAIOIIET0 EPCOHANA.
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10.

11.

12.

13.

0) JedexTs, cOOM M OTKa3bl, aBapuU TEXHUYECKUX CPEJCTB U CUCTEM OOBEKTOB
nH(popMaTH3aIKK, a TaK )K€ CUCTEM oOecTieueHnsI 00BEKTOB MH(OpMaTH3AIIIH.

B) [IpupoHbie sSiBIEHUS, CTUXUHHBIE OCACTBUA.

r) @akTopbl COMUANBHO-TIOTUTHYECKOTO XapaKTepa.

VYTpo3bl yTeuku HHPOPMALIUU BO3MOXKHBI TOCPEICTBOM:

a) BosznelicTBus mporpaMMHBIMU CpPEICTBAMU B KOMILJIEKCE C MpeIHAMEPEHHBIM
CHJIOBBIM 3JICKTPOMAarHUTHBIM BO3JCHCTBUEM.

0) [lepenaun nHGoOpMaIHK 110 OTKPHITHIM KaHAJIaM CBSI3H.

B) [ToakitoueHNs K TEXHUYECKUM CPEICTBAM M CUCTEMaM 00beKTa HH(POpMaTH3AIIH.

r) O6paboTku nHPOpPMAIIMK HA HE3AIMIICHHBIX TEXHUYCCKUX CPEACTBAX 00pabOTKH
uHpOpMaLIUH.

Yrpo3bl HECAHKIIMOHUPOBAHHOTO TOCTYMA K HH(POPMAIINH, PEATU3YIOTCS TyTeM:

a) Konuposanus nnpopmanum Ha HE3apeTrUCTPUPOBAHHBIA HOCUTENb HH()OPMAITIH.

0) XwuIeHus] HOCUTEJIS 3alUIaeMOi HHGOPMAIIHH.

B) Hcnonp3oBaHuss  mporpaMMHOrO  OOECHEUYeHUS  TEXHUYECKHX  CPEJCTB
MH(OPMALIMOHHON CHUCTEMBI, Yepe3 MPUMEHEHHE BPEJOHOCHOTO MPOrPaMMHOT0 KO/Ia.

r) CHJIOBOTO 3JIEKTPOMAarHUTHOTO BO3JCHCTBHSA 1O MPOBOJHBIM JIMHUSAM CBS3H Ha
MOPTHI BBOJA-BBIBOJA CUTHAJIOB U MIOPTHI CBS3H.

Kakue cpenctBa 3ammThl MHPOPMAUWMU OOBIYHO TNPUMEHSIOTCS Ui OOECredeHUs
6e3omacHocTH uH(popManuu, o0padbaTeiBaeMON Ha ABTOHOMHBIX KOMITbIOTEpaX:

a) CpencrBa 3amuThl HHPOPMALIMU OT HECAHKIIHOHUPOBAHHOTO JIOCTYIIA.

0) MexceTeBble DKpaHBI.

B) CpencrBa kpuntorpaduueckoi 3auTel HHPOPMAIIHH.

r) CpeacTBa aHTUBUPYCHOM 3aIIUTHI.

1) Cucrembl 0OHApYEHHS BTOPKEHUH.

Kakme cpenctBa 3amuTel HHGOpPMAIMM MO3BOJIAIOT oOecnednTh 0e30MacHOCTh
uHpOpMalUK, TiepefaBaeMOl IO KaHaJlaM CBS3HM, BBIXOJSIIUM 32  IPEIeIIb
KOHTPOJHMPYEMOM 30HBI:

a) CpexacrBa 3anuThl THGOPMAIIMK OT HECAHKITMOHMPOBAHHOTO JTOCTYIIA.

6) MesxceTeBble SKpaHbl.

B) CpencrBa KpunTorpadguueckoi 3amuTbl HHPOPMAaIIIH.

r) CucteMbl 0OHapYKEeHUS BTOPKEHUH.

Kakoit Bua cpenctB 3ammThl HH(QOPMAIUKM TTO3BOJIIET KOHTPOJIHMPOBATH Pa3IIMUHBIC
KaHaJbl iepeaayd nHGOPMAILIUU: HIEKTPOHHYIO MOYTY, MECEHKEPhI, CheMHbIE HOCUTEH
uH(popmanun?

a) IPS.

6) DLP.

B) IDS.

r) CSP.

ATtTecranyst 00beKTOB HH(POPMATU3ALUHU — ITO:

a) JlokyMeHTaJIbHOE YAOCTOBEPEHNE COOTBETCTBHUS MPOIYKIIMU HII WHBIX OOBEKTOB,
IPOIIECCOB TMPOEKTUPOBAHMS, IPOU3BOJACTBA, CTPOUTEILCTBA, MOHTaXa, HAJAJIKH,
IKCIUTyaTallui, XpaHeHUs], IEPEBO3KH, PEaNN3allii W yTHIN3AlH, BBITIOJHEHUS paboT
WIK OKa3aHWs yCAyr TpeOOBaHHMSIM TEXHHYECKHX PErIaMeHTOB, IOJIOKCHHSIM
CTaHJAPTOB, CBOJIOB MTPABHJI HITH YCIIOBHSIM JJOTOBOPOB.

6) [Ipsimoe M KOCBEHHOE OTpe/ieiieHrne COOMI0IeH s TPeOOBaHUM, PEIbIBIIEMBIX
K OOBEKTY 3aIUTHI.

B) OdunmanbHoe NpU3HAHHE KOMIIETEHTHOCTH (U3NYECKOTO WIM IOPHINYECKOTO
JIUTIA BBITIOJIHATH pa0OTHI B OMIPEICTICHHOM 00IacTH.

r) Kommiekc opraHu3aimoOHHO-TEXHUYECKHUX MEPONPUITUN, B Pe3yabTaTe KOTOPBIX
MIOCPEJICTBOM CIEIHMATBHOTO JOKYMEHTa IMOJITBEPIKAACTCS, YTO OOBEKT COOTBETCTBYET
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14.

15.

16.

TpeOOBaHUSM CTAaHJAPTOB WIM WHBIX HOPMATHBHO-TEXHHUYECKUX JOKYMEHTOB II0
06e30macHOCTH HH(POPMAIIHH.
Kakoit moxymeHT naer mpaBo o0paOoTku MH(OpMaIMKM ¢ yKa3aHHBIM B HEM YpPOBHEM
KOH(UICHIIMATEHOCTU?

1) JInuensus.

2) ATTecTar akKpeaUTaI|H.

3) Cepruduxar.

4) AtTectat COOTBETCTBUSI.
Ha mnacrosmmii MOMEHT CpOK JEHCTBHUSI arTecrtaTa COOTBETCTBHUS WH(MOPMAIMOHHON
CUCTEMBI, B KOTOpoi 00pabaTbiBaeTcs KOHGUACHIMaIbHAsA HH(OpMaLKsl, B Cilydae, eciu
B XO/I€ €€ IKCIUIyaTal[iH, B HEE HE BHOCATCS CYLLIECTBEHHbIE U3MEHEHUS, COCTABIISIET:

a) 3 rona.

0) 5 ner.

B) Bech cpok skcrutyaTaniuu HHQOPMAIIMOHHOM CUCTEMBI.
TectupoBaHue Ha IPOHUKHOBEHUE — 3TO CKOPEE:

a) AHanu3 ysi3BUMOCTEH HH()OPMALIMOHHON CUCTEMBI.

0) McmplTanus CUCTEMBI 3alUTHI MH()OPMAIMH ITYyTEM OCYIICCTBICHUS IMOIBITOK
HECaHKIMOHUPOBAHHOIO JOCTYMA (BO3ACHCTBUS) K MH(DOPMALIMOHHON CUCTEME.

Tect o Teme 2.1 ApxuTeKTypa KOMNbIOTEPa

3a HEenmoCpeACTBEHHOE BBIMOJIHEHUE ONEPAIliH B IPOLIECCOPE OTBEYAET:
a) Apu(pMeTUKO-JIOTUYECKOE YCTPOICTBO.
6) Kour-namsrs.
B) biok ynpaBienust.
r) Peructpsr.
Ucnonp3ys 10 Out mia anmpecanmuu sUeek mMaMaTd pazmMepoMm 1 OallT, MBI CMOXKeM
o0ecnevnThb aJpecaruio CIeyIIero oobeMa namMsaTH:
a) 10 Gaifr.
0) 80 Oaiir.
B) 1024 Gaiir.
r) 1024 6ur.
Pacnionoxxute B mopsijike yBeIu4eHUs: 00beMa MaMsTH.
a) Ctpanuna.
0) bur.
B) CioBo.
r) bank.
n) Sdeiika.
Pacnionosxute BUIBI TaMSATH B MOPSKE YBEIMUSHUH CKOPOCTH PAOOTHI.
a) Peructpsl nporueccopa.
0) TBeproTenbHbIE HAKOMUTEIH.
B) OcHOBHas (OTniepaTUBHAs ) TAMSITh.
r) OnTHYECKHE AUCKH.
1) MarHuTHbIE )KeCTKHUE AUCKH.
e) Komr-mamsits.
Kakas xoHmenmust 0ObI9YHO peann3yeTcs B Mpolieccopax BUICOKapT?
a) MHOXeCTBEHHBIN MOTOK KOMaH/I, MHOKECTBEHHBIN IMMOTOK JaHHBIX.
0) OnMHOYHBINM TOTOK KOMaH/I, MHOKECTBEHHBIH MOTOK JTAHHBIX.
B) MHOKECTBEHHBIH MTOTOK KOMaH I, OJTMHOYHBII MOTOK JaHHBIX.
r) OMHOYHBINA TOTOK KOMaHI, OJMHOYHBIH OTOK JTaHHBIX.
JI71s1 COBpEMEHHBIX MarHUTHBIX )KECTKUX JTUCKOB XapaKTEPHO:
a) bosbiiasg cTOMMOCTB IO OTHOIIEHHIO K TBEPAOTEIbHBIM HAKOIIUTEIISIM.
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6) [locTenenHOE M3HAIIMBAHUE TPAH3UCTOPOB.
B) Hanmnune MexaHMUYECKHUX 3JIEMEHTOB.
r) PacnonoxxeHnue KOHTpoJIepa Ha MATEPUHCKOU TLIaTe.
1) bonbimii 06beM mamMsATH 1O CPaBHEHUIO C TBEPIOTEIbHBIMU HAKOITUTEISIMH.
7. Kakas mmHa Hambojee pacHpoCTpaHEHAa Ha TEKYIIMH MOMEHT B IEPCOHAIBHBIX
KOMIIbIOTEpax:
a) ISA.
6) PCI.
B) PCI Express.
r) SCSI.
8. Ilyctp TakTOBas 4acTOTa IIMHBI KOMITbIOTEpa cocTapiser 5 I'TH. 3a oauH TakT Mo IKHE
MO>HO Tiepeaath 16 6ut. OneHuTe CKOpOCTh Nepeaaun nHpopmaluu mo muHe?
a) 80 MerabuT B CEeKyHIY.
0) 10 I'urabGaiiT B cexyHy.
B) 80 ['urabGaiiT B CeKyHy.
r) 21 I'urabait B CEKyHIy.
9. Jlnst mpOeKIIMOHHO-EMKOCTHBIX CEHCOPHBIX AKPAHOB XapaKTEPHO:
a) Bricokasi CKOpOCTh OTKIIMKA MPHU KACAHUU.
6) Bo3aMOXKHOCTB yripaBieHHs pa3IUYHbIMU YCTPOHCTBAMHU.
B) ITomaepxka multi-touch.
r) HeBO3MOXKHOCTB ONpE/ICIICHNSI CUITbI HAXKATHSI.
1) IIpoGnema «IBOEHUSY.
10. DnemMeHTaMM KUAKOKPUCTATITUISCKOTO MOHUTOPA SIBJISIOTCS:
a) JlyueBas TpyOKa.
0) UcTounuk cBera.
B) J)KK-MmaTpuiia.
r) [13C-matpua.
1) DIEKTPOJIbI.
11. Kakoii a5ieMeHT MpUHTEpa OTBEYaeT 3a (puKcaluio ToHepa Ha Oymare:
a) ®ortosa.
6) Tepmona.
B) Posnuk nepeHoca.
r) Ban momaun ToHepa.
12. HazHavyeHueMm na3epa B [IBETHOM IIPUHTEPE SBIISETCS:
a) Hanecenue Tonepa Ha ¢oToBa.
6) dukcanus ToHepa Ha Oymare.
B) Y1aiieHre HeCyIux 3apsi1 2JIEMEHTOB ¢ ()OoTOBaA.
r) [Tonaua Gymaru B mpuHTEp.
13. DnemeHTaMu TUGPOBOI BEO-KaMEPHhI SIBIISTIOTCS
a) doToIIeHKA.
06) OOBeKTHB.
B) [13C-marpuiia.
r) ®ukc-dokyc
1) [Ipoteccop.
14. JInist KOHAEHCATOPHBIX MUKPO(OHOB XapaKTEPHO:
a) Cnabast 9yBCTBUTEIBHOCTbD.
0) YcTOWYMBOCTD K yaapam.
B) BbIicOKast 4yBCTBUTEBHOCTS.
r) 3aBUCHMOCTh OT APAMETPOB OKPYIKAIOIICH Cpeibl (TeMIIepaTyphbl, BIAKHOCTH).
1) [IpuMeHeHne B CTyAUAX 3BYKO3AIUCH.

Tect no Teme 3.1 Beenenne B HHPOPMALHOHHYIO 0€30NIACHOCTH ONEPALMOHHBIX CHCTEM
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[Iycte B OC peann3oBaHO AMCKPEIIMOHHOE YIPABJIECHUE JOCTYIIOM CO CIEAYIOUIUMHU
npaBamu: uyTeHue(r), 3anuch(w) u ucnonHenue(x). IlpucyrcrByer ¢aiin npuioxeHus
«KanpkynsTop.exe» co cieayromuMm crnuckoMm nocryna: (Amwmca: rwx), (bopuc: rx).
Bribepute npaBuiIbHbBIE YTBEPIKICHHS:

a) Anuca MOXeT 3aIyCTUTh NpuioxeHne «KaabKynarop.exey.

0) bopuc He MoXeT 3anycTUTh npuiokeHue «Kanbkymsrop.exe.

B) AJlrca He MOXET U3MEHUTh coJiepkumMoe (aiiia «KanbkynsaTop.exer.

r) bopuc MoxkeT u3MeHHTh coziepkumoe (aita «KambKysasitop.exey.

[Iycte B OC peann3oBaHO TPYNIOBOE YIPABIECHUE TOCTYIIOM CO CIEAYIOUIMMU IIPABAMM:
gyrenue(r), 3anmuch(w) u ucrnonHenue(x). [lpucyrctByer daitn «Hakmagnas.docx» co
cienyromuM crnuckoM goctymna: (byxramrepsr: rw), (Kypwepsi: 1), (Anuca: rw). B
CUCTEME 3aJaHbl pPOJM, B KOTOPbIE BKJIKOYEHBl COOTBETCTBYIOIIME I10JIb30BATEIIM:
(byxranteper: bopuc, I'amuna), (Kypsepsl: Bukrtop). Bribepute mnpaBuiibHbBIE
YTBEPKACHUS:

a) boprc He MOXeT U3MEHUTD cozep:kumoe (aitna «Hakmaanas.docxXy.

0) [amunaa MoxkeT untaTh cogepkumoe daiina «Haxmamanas.docx».

B) Bukrop MokeT uamMeHuTh comepkumoe daiina «Haxmamanas.docxy.

r) BukTop Moxer uutath conepxumoe daiina «Haxmaanas.docxy.

1) Anica MOKeT U3MEHHTD coziepkumoe (aitna «HakmamHas.docxy.

ITycte B OC peann3oBaHO MaHJATHOE YIpaBJIeHHWE IocTynoMm. llpucyrcTByer daiin
«log.txt» ¢ ypoBHeM cekpeTrHOoCcTH 1. [IpucyTcTBYIOT monb3oBaTenu Anuca ¢ ypOBHEM
nonycka 1, bopuc ¢ ypoBHeMm nomycka 2 u Buktop ¢ ypoBHem nomycka 0. Beibepure
MPaBUJIbHBIE YTBEPKIACHUS:

a) BukTop Moxer u3MEeHUTH cojiepkumoe (aiiia «log.txty.

0) Bukrop MoxeT untaTh comepkumoe daiiaa «log.txty.

B) AJlnca MOXeT U3MEHUTB cojiepkumoe (aiiia «l0g.txt».

r) AJrca MOXXeT YUTaTh coepxkumoe daitna «10g.txty.

1) bopuc moxer usmeHuTh coaepxumoe (daiina «l0g.txty.

¢) bBopuc moxer unrtath conepxumoe daiina «10g.txty.

[Tyctes B OC peanuzoBana moxens menoctHoctH buba. [lpucyrcrByer daiin «log.txt» ¢
ypoBHeM nenoctHocTH 1. IIpucyreTByroT nonps3oBaTenu Anuca ¢ ypOBHEM LIEIIOCTHOCTH
1, Bopuc ¢ ypoBHem nenoctHoctu 2 u Buxrtop ¢ ypoBHem nenoctHoctu (. Breibepute
IIPABWJIBHBIE YTBEPKICHUS:

a) BukTop MoxeTr u3MEeHUTH cojiepkumoe (aiia «log.txty.

0) Anunca MOXeT U3MEHHTH cofepikimMoe daitna «10g.txty.

B) Bopuc MoxeT nu3mMeHuTh comepkumoe daiina «log.txty.

r) Bee Tpoe Moryt uutaTh copepxumoe daiina «l0g.txt».

Bri6epute npaBuibHbIE YTBEPKACHUS 0 ayTeHTHU(PUKAUU B coBpeMeHHbIX OC:

a) [Taponu nonb3oBartesst XpaHATCS HAa AMCKE, HA KOTOPOM YCTaHOBJIEHAa CHUCTEMA, B
NepPBOHAYAILHOM BH/IE.

0) OraJoHHbIE 3HAYEHMs, HEOOXOIUMBIE ISl TPOXOXKAECHUS OHMOMETpUYECKON
ayTeHTU(UKAIMM, XpaHITCS B CHCTEME B HEIOCTaTOYHOM [UIsl BOCCTAaHOBJICHUS
U3HAYaJIbHBIX OMOMETPHUYECKUX JAHHBIX O0BbEME.

B) TokeH (u3MYECKH W3rOTOBICH TakUM O00pa3oM, YTO CYMTHIBAHHE C HETO
3aKpBITOrO KJIIOYA SIBJISETCS] HEBO3MOXKHON MM JOPOTOCTOSIIEN onepanuei.

r) JIns ayTeHTUHKAIUU C TIOMOIIBI0 TOKEHa B CHCTEME JIOJDKEH MPHCYTCTBOBAThH
OTKPBITBIN KJII0Y M0JIb30BATENS!, COOTBETCTBYIOIUI 3aKPHITOMY KJIOUY HA €T0 TOKEHE.
Urto He BXOAWT B MeTaIaHHbIe (aiisa (BpIOepUTE OIMH BapHaHT)?

a) Bpems co3ganus daiina.

0) Anpec KOpHEBOM AUPEKTOPHUU.

B) Bpems moaudukanuu daiina.
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r) Azpeca KIlacTepoB COACPKUMOTro (paiios.

1) Uadopmarnus o Bragensiie daiiia.

7. BpiOepuTe BepHbIE YTBEPKIACHMS O YIIPaBIEHUH aMAThIO B coBpeMeHHbIX OC:

a) CoBpemennbie OC HCIONB3YIOT BUPTYAIBHYIO TTIAMSITh.

0) CoBpemennble OC He 3alUIIAIOT NTaMATh OJHUX MPOLECCOB OT YTEHUS APYyrUMU
IpOILECCaMH.

B) CoBpemennbie OC pa3aenstor o0IIy0 maMsITh MEX/1y MPOLECCaMU, YacTO B TAKON
NaMsTH HaXOAATCs OMOITMOTEKH.

r) CoBpemennbie OC HUKOTIA HE BBITPYXKAIOT YaCTH ONEPATHBHOW MaMsATH Ha JIMCK
BO BpeMsl paboTBhI.

n) B coBpemennsix OC mamsTh pa3OuTa Ha MajieHbKUE (parMeHTHI, Ha3bIBAa€MbIC
CTpaHHIIaMHU.

8. BriOepuTe BepHbIC YTBEpPKICHUS O TIIAHUPOBIIUKE:

a) IlmaHMpoBLIIMK BBIIENSET MPOLECCOPHOE BpeMs KOPOTKMMM HHTEpBalaMH,
Ha3bIBAEMBIMU KBAaHTAMHU.

6) B ciyuae ucnoiHeHus MPOLECCOM HHCTPYKLUH, AJIS 3aBEpIIEHUS KOTOPOH
TpeOyeTcs UIMTENbHOE OXKUAAHWUE, IUIAHUPOBLIMK HEPEBOJAUT IPOLECC B COCTOSHUE
«3a0JI0KHPOBaH» U He OYyAeT BBLACIATh €My IPOLIECCOPHOE BpeMsl, OKa COCTOSIHUE He
CMEHUTCS Ha «TOTOBY.

B) Jns paOoThl IJIAHMPOBINMKA MHPOLECCHl JODKHBI CaMH IepelaBaTb Ha HEro
yIOpaBieHUE, TaK KaKk KOMIbIOTepbl He mnpeaocTtaBisitor OC mexaHusma IS
HEPUOJIMYECKOT0 NMPEPhIBAHNUS BBIITOJHEHHS M10JIb30BATEIbCKOTO IPOLIECcca.

r) B mimaHMpoBaHMM 1O MPHOPUTETAM BCE IMPOIECCHl C Pa3HBIMU HPUOPUTETAMH
HOJIY4al0T IPUMEPHO OJAMHAKOBOE KOJIMYECTBO BPEMEHHU.

9. BriOepute BepHOE yTBEepXkKIeHUE (BRIOSPUTE OJUH BapUaHT):

a) OC peanu3oBaHa anmnapaTHo B IPOLECCOpE.

6) OC peanu3oBaHa anmapaTrHo B MAaTEPUHCKOM IJIaTe.

B) OC — mporpamMmmHOe O0O€CleueHHe, KOTOPOE MPEIOCTaBISCT MPHIOKECHHIM
pecypchl amnmapaTHOTO OOECIEYeHHS] KOMIThbIOTEpa B BUAC yIOOHBIX aOCTpakiuii, HO HE
yIIpaBJISET 3TUM alIapaTHbIM 00ECTIEYEHUEM.

r) OC — mporpaMMHOe oOecrieueHHe, KOTOpPOE TMPEIOCTABISACT TMPHIOKCHUSIM
pecypchl anmapaTHOro oOecledyeHHs KOMIbIoTepa B BHUAE YAOOHBIX aOCTpakuuil H
yIpaBJsieT 3TUM anlapaTHbIM 00€CIIEYEeHUEM.

10. Beibepute BepHOE yTBEp:K/IeHHE (BBIOSpUTE OIUH BapUaHT):

a) B OC kommbloTepa ¢ OHOSIAEPHBIM IPOLIECCOPOM B KaX/Jbli MOMEHT BPEMEHU
MOYeET paboTaTh TOJIBKO OJMH MPOIiecC.

6) B OC kommbloTepa ¢ OJIHOSAEPHBIM IPOLIECCOPOM Y TPOILIECCOB BCEraa
IIPUCYTCTBYET TOJIBKO OJUH IOTOK.

B) B OC kommbroTepa ¢ MHOTOSICPHBIM IPOLECCOPOM B KOHKPETHBIH MOMEHT
BPEMEHM MOTYT BBIIIOJIHATCS HECKOJIBKO IIOTOKOB OJTHOTO IpOIiecca.

r) B OC xoMmbroTepa ¢ MHOTOSIIEPHBIM MTPOIIECCOPOM KOHKPETHBIN MPOIECC MOKET
MCII0JIb30BaTh TOJIBKO OJHO SAPO MPOLECcCopa.

Tect o Teme 3.2 UndopMannoHHas 6€30MaCHOCTH ONEPALHOHHBIX CUCTEM ceMelicTBa
Windows

1. Ha ocnoBe kakux gaHHbIX cyobekta OC Windows nmpuHHMaeET pemieHue o 10cTyre?
a) Xell 3Ha4eHUe MapoJIst MOJIb30BaTeNs, 3aIlyCTUBIIETO MpoIece.
0) TokeH mepeBOIIOMIECHHUS.
B) Unentudukarop mpoiecca.
r) Token gocryma.
1) ba3oBblii npuopuTeT Nporecca.
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Ha ocHoge xakux gannbix 00bekra OC Windows mpuHUMAaET perieHue o 1ocTymne?

a) [Ipuswmnerun.

0) TokeH nocryna.

B) Jleckpunrop 6€30MacHOCTH.

r) CUCTEMHBII CIIMCOK YIIPABICHHUS JTOCTYIIOM.

1) Crioco0 ayTeHTH(UKAIMH [T0Tb30BATENS.

Kakue npumuTHBHBIE ITpaBa 00benuHseT B cede nmpaBo utenns OC Windows?

a) «Urenue atpuOyToB 0€30MACHOCTHY.

0) «UreHne CUCTEMHBIX aTpHOYTOBY, «YTEHUE aTPUOYTOB OE30IIACHOCTIY.

B) «UTCHHUE TaHHBIXY.

r) «UTeHue CHCTEeMHBIX aTpHOYTOBY», «YTEHHE aTPUOYTOB OC30MACHOCTHY, «YTCHUE
JAHHBIX .

n) «UTeHue CUCTEMHBIX aTpUOYTOB», «YTEHUE aTPUOYTOB OC30MACHOCTH», CYTCHUE
JAHHBIX», «BBIIIOJIHEHUE (ANIOB» U «I1€PEXO0]l B TUPEKTOPUION.

Bri6epute nmpaBuiibHbBIE YTBEPXKAECHUS O MaHnaTHOW noiutuke «He-3anuceiBate-Bepx»
OC Windows:

a) ObecrieunBaeT CBOMCTBO 1IEJIOCTHOCTH JIaHHBIX.

6) OGecrieunBaeT CBOMCTBO KOHPHUACHIIUATHHOCTH JTAHHBIX .

B) Vcnonb3yercs B cCTEME TOJIBKO ISl 00bEKTOB CETEBBIX COKETOB.

r) HesiBHo ucnonb3yercst st Bcex NTFS-aiinos.

1) Paspernraer 1ocTyn Ha 3amuch TOJIBKO CyObEKTaM C YPOBHEM IIEJIOCTHOCTH PaBHBIM
WK OOJIBLIMM IO OTHOILEHHIO K YPOBHIO LIEJIOCTHOCTH OOBEKTa JOCTYIA.

Kakwue u3 nepeunciennsix npaB OC Windows npenoctasisieT 0 yMOJIYaHHIO BIIAICIbILY
datina?

a) Yurtate CCY .

6) Yurats JICY .

B) UuTath comepxumoe daiina.

r) Usmensts JJCY/I.

1) Usmensats CCY /.

e) 3Mensth copepkumoe Qaiina.

Bribepere nmpaBuiibHBIE  YTBEP)KICHHS OTHOCUTENBHO allfOPUTMa  ONPEJEIIECHUS
npaBomepHocTH foctyna OC Windows:

a) IlepBeIM pelicTBHEM SBISIETCS MpPOBEPKAa COOTBETCTBHS JOCTyNa MaHAaTHOMN
MIOJINTHUKE.

6) IIpoBepka COOTBETCTBHS JOCTyHa MaHIATHOM MOJUTHUKE OCYHIECTBIISETCS MOCIE
ananu3a 3anuceit JICY /.

B) Eciu nipu nocnenoBarenproM ananu3e 3anuceit JJCY ] oka3siBaeTcsi, 4TO OJHO U3
3anpanmBacMbIX IIPaB 3allpPEIlaeTCs B TEKYILIEN 3alIUCH, TO JTOCTYII 3allPEIaeTCs.

r) Ecniu mpu mocnemoBatensHoM aHanmuse 3anuceit JJCY]l paspemaromue mpasa
TEKyIled 3alucd B CyMME C pa3pellalollMMU IpaBaMu MNPEAbIAYIIUX 3anucei
MEPEKPbUIN BCe 3allpalliiBaeMble MpaBa, TO JOCTYII pa3periaeTcs.

n) Ecnu B cnickax JICY/] He ObLIO 3ampelnaronimux 3amnpainiiBacMble paBa 3alucei,
U B TO K€ BpeMsl BCEe pa3pellalolliye 3alucy He TEepeKpbUIn 3alpalivBaeMble MpaBa, TO
JOCTYT 3apeniacTcs.

Kaxkas npusuneruss OC Windows no3BosisieT 4utath Jt000i (aill BHE 3aBUCUMOCTH OT
3a/laHHBIX 1IpaB?

a) [IpuBuierus co3ganusi pe3epBHBIX KOMHIA.

6) [IpuBniIerus U3MEHEHUs] CHCTEMHOTO BPEMEHH.

B) [IpuBnierus 3aBepiieHust pabOThl CUCTEMBI.

r) [IpuBunerus yBenunueHus padodero Hadbopa.

1) [puBuierus co3nanus ¢aiiaa moJKauku.

Bribepure cymnoctu, He Bxozsmue B TokeH goctyna B OC Windows:
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a) SID nmonw3oBaress.

6) ICY ]I Bcex 00bEKTOB CUCTEMBI.

B) SID-bI rpymi.

r) CCY]I Bcex 00bEKTOB CUCTEMBI.

n) [MpuBuneruu.

9. BmiOepuTe CyIIHOCTH, BXOAITHE B AeCKpUITOp Oe3omacHocTu oobekTa B OC Windows:

a) SID Bmaxenbiia 00beKTA.

0) AMCKpEeIMOHHBIN CITUCOK YIPABIICHUS JOCTYIIOM.

B) CHCTEMHBIN CIIUCOK YIPABJICHUS JOCTYIIOM.

r) CECOK TOKEHOB JIOCTYIIA MPOIIECCOB, OCYIIECTRIISIONIMX JOCTYI K O0BEKTY.

1) YpOBEHb LETOCTHOCTH.

10. Kakue u3 MyHKTOB MPaBUJIBHO OMNHUCHIBAIOT (UIBTPOBAHHBIM TOKEH JOCTYyIa

apmuuuctparopa B OC Windows?

a) YpOBeHb LIEJIOCTHOCTH YCTaHABIUBACTCS CPETHUM.

0) YpoBeHb LIETOCTHOCTH YCTAHABIMBAETCS BHICOKUM.

B) CIHUCOK MPHBHJICTHIA, KOTOPbIE MOT'YT MONAcTh B (DUIILTPOBAHHBIN TOKEH, CHUIILHO
OTpaHHYEH.

r) Ilpu onpeneneHun npaBoMepHOCTH aoctyma cpeau 3ammceit JICYJ ¢ SID
AJIMHUHHCTPATUBHBIX TPYII OYAYT YYTEHBI TOJIHKO 3aMPEIIAIONIHE.

1) Crucky MPUBHUIIETHIA OMHAKOBBI B OOBIYHOM M (DHIBTPOBAHHOM TOKEHE JOCTYyIIa
aIMHHHCTPATOPA.

TeCT II10 TEME 32 HH(l)OpMaIII/IOHHaﬂ 6630HaCHOCTb Ol'[epaII]/IOHHbIX CHUCTEM ceMeﬁCTBa
Linux

1. Ha ocHoBe kakux naHHbIX cyobekTa OC Linux npuHUMaeT peiieHue o 1ocrymne?
a) SUID-6wur.
0) Sticky-6wur.
B) YueTHbIC JaHHBIE.
r) UID nporecca.
1) DJNEeKTPOHHAS TOAMUCH POTrPAMMBI.
2. Kaxwue npaa npucyrctBytoT B OC Linux:
a) Mcnonuenue.
6) Urenwue i-node.
B) UrteHue.
r) Vnanenue.
1) 3aruce.
3. s gero cayxut SUID-6ut B OC Linux?
a) [lo3BossieT 3anyCTUTh NPUIIOKEHHE OT UMEHHU BIIaJIesbla (ailia NpuiIoKeHus.
6) ITo3BossteT 3amyCTUTh MPUIIOKEHUE OT UMEHHU CYIEpIIOIb30BaTEeIs.
B) [To3BounsieT 3amyctuth npuinokenne ¢ npusuierueit CAP_SYS ADMIN.
r) [To3zBomnsier 3anmycTuth npuioxenue ¢ UID paBHBIM HYITIO.
n)  3ampemiaer  3amycK  NPWIOKEHHS ~ BCEM  IOJb30BATENsIM,  KPOME
CYIIEpITIOJIb30BaTEIs.
4. Yro nenaet Macka B CIIUCKe ynpasieHus noctynom ¢aiina 8 OC Linux?
a) 3ajaeT MaKCUMaJIbHbIE MPaBa, KOTOPBIE MOXKHO MOIYYUTh U3 3alMCel JUIsl TPYIIIL.
0) 3agaeT MaKCUMaJbHBIE TTPaBa, KOTOPHIE MOXKHO MOJYYUTh U3 3aITACH OCTAITBHBIX.
B) 3a/1aeT MaKCUMallbHbBIE MPaBa, KOTOPhIE MOYKHO MOJYYUTh M3 3alMCU BJaJelblla
daiina.
r) 3amaeT MakCHMalbHBIE NpaBa, KOTOPHIE MOXKHO IOJNYYHUTh W3 3amHcei s
MIOJIB30BATENEN U TPYIIIL.
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n) 3agaeT MakCHMallbHbIE IIpaBa, KOTOPHIE MOXHO TIIOJIYYHTh W3 3alUCed s
I10JIb30BATENEH.
5. Yro Takoe coib xemi-3HaueHus naposst B OC Linux?
a) Ctpoka, koTopasi BBIOMpaeTCA MpH KaXI0M ayTeHTH(PHUKAIUU CIIydalHO IS
oOecrieyeHns OE30MACHOCTH MAPOJIS.
6) CnyuaiiHo BbIOpaHHas MpU CO3JAaHUU MApoOJsi CTPOKAa, KOTOpasi CKJIEHBAETCs C
XeII-3HaueHHEeM N0CIIe BEIYUCIICHUS Xell-(QyHKIINH.
B) CiydaiiHo BbIOpaHHas MPH CO3JAHUU MApPOJsl CTPOKA, KOTOpas CKJICHBACTCS C
napoJieM TNepe]l BBIYUCICHHEM Xell-(DyHKIUH.
r) JliuHa, 10 KOTOpOoi#l ype3aeTcs maposib MoJb30BaTeNs /11 KOMIIAKTHOTO XPaHCHUSI
B CHCTEME.
6. BriOepute cynHOCTH, BXOAIIME B yueTHbIE JaHHbIe mporecca B OC Linux:
a) UID nonb3oBatens, 3a1yCTUBILETO ITPOLIECC.
0) ['pynmbl moap30BaTeNs, 3ayCTUBILETO MTPOLIECC.
B) [IpuBunerun.
r) [IpaBa ucnonusiemoro ¢aiisa, ©3 KOTOPOro ObLT 3aMYIIEH MPOIIECC.
1) ®nar 3¢ HeKTUBHOCTH MIPUBUIICTHH.
7. BpibepuTte CymHOCTH, BXOASIIUE B aTpuOyThl Oe3omacHocTH ¢aitna B OC Linux:
a) Tpoiika npaB Jy1st KaXK0¥ TPYIIIBI B CUCTEME.
0) [IpuBmiierumu.
B) Tpoiika npaB Biajeinbiia daiiia.
r) Tpoiika mpaB TmoOJNb30BaTeNeii, HE SBJSIONMXCS BageabliaMu (aiiia u He
BXOJISIIIUX B TPYIITY Biajesbla Qaiiia rmo yMoIdaHHIo.
n) Bnanenen gaiina.
8. BriOepuTe cynHOCTH, BXOAIHUE B aTpuOyThl 6e3omacHocTH (aiina B OC Linux:
a) Tpolika mpaB AJisl Ka)JI0H TPYIIIbI B CUCTEME.
0) [IpuBuiierumu.
B) Tpoiika npas Biazgenbia ¢daiina.
r) Tpoiika mpaB monb30BaTeiell, He SBJSIONMXCS BiagenbliaMu (aiina u He
BXOJISIILIMX B TPYIIY Biajenbla Qaiiia no yMoIdaHHIo.
n) Bnanenen gaiina.
9. Kaxkue Habops! npuBmiieruii ects y ¢aitna 8 OC Linux:
a) Hacnenyewmbie.
0) DddexTuBHEIE.
B) BHemnwue.
r) OrpaHuYUBarOLINE.
1) PasperieHHsble.
10. Kakyro xem-¢pynkuuro ucnonb3yer OC Linux ajsi BBIYMCIIEHUS XelI-3HauYeHHsI aposis B
OC Linux?
a) MD-5.
6) SHA-256.
B) SHA-512.
r) SHA-3.
n) ODyHKOMIA HECKOJIBKO, OKOJO XeMNI-3HAUeHHs MapoJisi XpaHUTCI HOMEp
UCIIOJIb30BaHHOM XemI-(QyHKIUY.
11. Yto nenaet xouseitep B OC Linux?
a) OUIBTPYET BBIBOA KOMaH/IbI.
0) Ilepenanpanisier cTaHIAPTHBIA BBIBOJ KOMaH/Ibl C KOHCOJIM CTaHAAPTHBIN Ha BXO[
JIpyroi KOMaHsje.
B) [logauMaer mpasa 70 mpaB CyneprnoIbp30BaTeIs.
r) OTKIaIpIBaEeT BHITOJHEHUE KOMAH/IbI HA YKA3aHHBIH CPOK.

25



Tect o Teme 4.1 BBeieHne B apXUTEKTYPY JOKAJbHBIX BBIYHCINTEIbHBIX CeTEH

1. Kakoii nopsinox ypoBHeit monenu OSI| BepHbIii?
a) Ousnveckuii, KaHAIBHBINA, TPAHCIIOPTHBINA, CETEBOW, CEAHCOBBIN, MPEICTABICHUS,
MIPUKJIAHOM.
0) ®u3nuecKuii, KaHAJIbHBIN, CETEBOM, TPAHCIIOPTHBIN, CEAHCOBBIN, MPEICTABICHUS,
MIPUKJIAHOM.
B) Ou3nUeCKUi, KaHAIbHBINA, CETEBOH, TPAHCIIOPTHBIA, CCAHCOBBIN, MPUKJIAIHOM,
IPEICTaBICHHUS.
r) Du3MYCCKHi, KaHAIbHBINA, TPAHCIIOPTHBIA, CETEBOH, CEaHCOBBIN, MPUKIIAJIHOM,
IPE/ICTaBICHHUS.
2. Kaxkue nmpoToKoJbl OTHOCSATCS K TPAHCIIOPTHOMY ypoBHIO Moaenu OSI?
a) UDP.
0) ARP.
B) IPv4.
r) GSM.
n) TCP.
e) DNS.
x) PPTP.
3. Kakoii ypoBeHb npeHa3HaueH Ui ONpe/IesIeHUs TyTH Niepeayn JaHHbIX ?
a) Ouznueckuid.
0) CeaHCOBBIH.
B) TpaHCIIOPTHBIIA.
r) [IpencraBienus.
n) KananbHbIi.
e) IIpuknaaHoii.
k) CeTeBOM.
4. Kaxkue ¢uaru ucnonb3yrorcs B npotokoie TCP i ycTaHOBIEHUS COeAMHEHUS?
a) RST.
6) SYN.
B) FIN.
r) URG.
1) ACK.
e) PSH.
5. Kakwue npeumymiectsa ecte y FTTB?
a) Bricokast ckopocTs paboTsl IHTEpHET.
0) PaBHas ckopocThk pueMa u nepeaadu HHGoOpMaIuu.
B) He3aBUCHMOCTH CKOPOCTH JOCTYMa OT 4YHCJIa aDOHEHTOB, MOJAKIHOYCHHBIX K
KOMMYTaTopy.
r) OTcyTcTBHE HEOOXOAUMOCTH pa3MeEIleHUs] KOMMYTAaTopa MpoBaiiaepa B 31aHUH.
6. Kaxue Hemocratku ectby FTTB?
a) Huzkas ckopocts pabotsl HTEpHET.
6) Pa3znas ckopocTh mpuema u nepeadr HHGOpMaLuu.
B) 3aBUCHMOCTh CKOPOCTHM JOCTyNa OT uucia aOOHEHTOB, IOJAKIIOYEHHBIX K
KOMMYTaTopy.
r) HeoOxoaumMocTh pa3MerieHnst KOMMYyTaTopa IpoBaiiepa B 3/1aHHH.
7. BpiOepute BepHbIE YTBEPKICHUS
a) TCP He rapanTupyeT 10CTaBKY JlaTarpaMm.
6) UDP He rapaHTHpyeT JOCTaBKY JaTarpamm.
B) UDP rapantupyer 1ocTaBKy gaTarpamm.
r) TCP rapanTHpyeT JOCTaBKY JaTarpamM.
8. Kaxoii agpec OTHOCHUTCS K aipeCHOMY NMPOCTpaHCTBY IPV4?
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9.

10.

a) 192.168.0.17

6) 129.256.0.0

B) 301.169.107.0.0.3

r) 127.0.1000.0
Kak paboraet koHIeHTpatop (xab)?

a) Ilpu monydyeHun makeTa AaHHBIX Xad MepechlIaeT 3TOT MAKeT Ha BCE OCTAJIbHBIC
CBOM IOPTHI.

6) Ilpu mnonyuyeHuMM makeTa JAaHHBIX Xa0 TMepechUIaeT 3TOT IMaKeT Ha MOpT B
coorBercTBUU ¢ Tabmuner MAC-agpecoB. Ecam cooTBeTCTBHS ~HET, IaKeT
oTOpackIBaeTCsl.

B) Ilpym nonyueHuu makeTa OaHHBIX Xa0 IEpechUIaeT ATOT IaKeT Ha IOpPT B
cootBercTBUM ¢ Tabmuneit MAC-aapeco. Eciu cOOTBETCTBUS HET, B CETh OTIPABIISAETCS
ARP-3amnpoc.

Kak paboraet kommyTaTop?

a) B ciyuae, eciiu s otnpasisiemoro MAC-aapeca HET COOTBETCTBUS, KOMMYTATOp
pacchuIaeT makeThl Ha BCe MOPThI, KpOME MOpTa-ToaydyaTes.

0) Ilpu monmyyeHMM nakera JAHHBIX KOMMYTAaTOp IEpEChbUIaeT 3TOT NAKeT Ha BCe
OCTaJIbHbIE CBOM MOPTHI.

B) KommyTarop XpaHUT B mHaMsaTH TaOJHWIly KOMMYTallMH, B KOTOPOW YKa3aHO
conoctaBienue MAC-aapeca 1 HoMepa mopTa KOMMYTaTopa.

r) Co BpeMeHEM KOMMYTATOp CTPOMT TAOJUILY JUIs BCeX akTUBHBIX MA C-aipecoB.

1) Tabmuiia MAC-anpecoB KOMMYyTaTOpa CTaTHYHA U HACTPAMBACTCS BPYUHYIO.

Tect no Teme 4.2 CeteBble YIpo3bl 1 METOAbI MPOTUBOAEIHCTBUS UM

Kakue ObIBAaIOT HCTOYHUKHM BO3HUKHOBEHUS YSI3BUMOCTEH?
a) OmmoOKu peanu3anuu.
6) Omunoxu 06CIyKMBAHUS.
B) OmIMOKH MPOCKTUPOBAHUSI.
r) Omm6ku HR-otxena.
Yro He BXOAUT B 6azoByo rpymry metpuk CVSS?
a) Crioco6 mosryyeHust JOCTyIa.
0) Bnusinue Ha KOH(PUIEHITUAIBHOCTD.
B) Binsinue Ha mosp3oBarens.
r) [TokazaTenb ayTeHTU(HUKAIINH.
1) CII0)HOCTh MOJTYYCHUSI JOCTYIIA.
Kakoit rpynmer metpuk CVSS we cymectByer?
a) KommnekcHasl.
0) Bpemennasi.
B) basogas.
r) KoHTekcTHasl.
Kewm pazpaborana CVSS?
a) 1SO.
6) FIRST.
B) WWW.
r) UCLA.
UYro He sBisiercst meTpukoit B CVSS?
a) CII0KHOCTh aTaku.
0) Bnusinue Ha TOCTYMHOCTb.
B) JIMUTENBHOCTD aTaKH.
r) Crioco6 monydeHus A0CTyIa.
1) ITokazaTenb ayTeHTU(UKAIINH.
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10.

UYro sBseTCS MAaCCUBHOM aTakon?

a) [IpocnymuBanue Tpaduka.

6) OTka3 B 00CITyKHUBaHUU.

B) ®usnyeckoe HamaJeHUe Ha OOBEKT.

r) DKCIUTyaTanus ysi3BUMOCTH.

Uto Takoe 3BpUCTUYECKHUIN aHATU3?

a) Meton, mpenHa3HaueHHBIA i1 OOHApPY)KEHUS HOBBIX, €€ HE BBISIBICHHBIX
BUPYCOB.

06) MexaHu3M, HEOOXOAUMBINH [UIS OTCIEXKHBAHHUA HEU3MEHHOCTH (haiiios,
JIOKYMEHTOB, peecTpa, KOH(pUrypauu o00pya0BaHusL.

B) MeToa, OCHOBaHHBIM Ha IOCIICAOBATEILHOM IMPOCMOTPE HaMSTH YCTPOWMCTBA,
3arpy304HbIX CEKTOPOB, (ailyIoB B MOMCKE CUTHATYP U3BECTHBIX BUPYCOB.

Uro Takoe 63k10p?

a) YacTte BpeIOHOCHOIO NPOrPAaMMHOIO OOECHEYEHUs, PpeaJn30BaHHOIO JJIs
COKPBITHS IPUCYTCTBUS 3TOTO BPEAOHOCHOI'O KOJA U €r0 EUCTBUH.

6) Ilpwioxxenue, wucnosb3yemMoe Uil JalbHEWIIeW 3arpy3ku U 3alycka
MIOJIHOLIEHHOT'O BPEIOHOCHOT'O MPOrPaMMHOI0 00€CIIEUEHHUS.

B) BpemoHocHoe mnporpamMmMHOe oO0OecredYeHHe, KOTOpOe, IIOMHUMO IOJTYyYeHHUs
KOHTPOJISI HaJl 3apak€HHBIM YCTPOMCTBOM, IBITAETCSl 3aXBaTUTh 1107 CBOW KOHTPOJIb
JpyTHUe y3ibl CETH.

r) [IpuoxkeHue, MO3BOJISIONICE YIPABIIATH KOMITIBIOTEPOM Y/IaJICHHO.

UYrto Takoe pyTKUT?

a) YacTe BpEIOHOCHOTO NPOTPAMMHOTO OOECHEYEHUs, pEealM30BaHHOTO IS
COKPBITHUS IPUCYTCTBUS ITOT'O BPEAOHOCHOTO KOJIAa U €ro ACHCTBUIA.

06) Ilpunoxenue, wucnonb3lyemoe JUIsl JalbHEMIIed 3arpy3kd U 3amycka
HOJHOLEHHOTO BPEAOHOCHOTO IPOTPaMMHOT'0 00ecieueHHs.

B) BpemoHnocHoe mnporpaMMHOe oOOecHeYeHHEe, KOTOpOe, IOMHUMO TIONyYCHHS
KOHTPOJISI HaJl 3apak€HHBIM YCTPOMCTBOM, IBITAETCSl 3aXBaTUTh I10J CBON KOHTPOJIb
JIPYTUE y3JIbl CETH.

r) [IpunoxeHue, MO3BOJISIOIIEE YIPABISATH KOMIBIOTEPOM YIAICHHO.

Uro cnexyet aenarb, 4TOOBI 3aTUTUTE CE0s1 OT BUPYCOB?

a) He 3amyckaTh Npui1oKeHHsI U3 HETOBEPEHHBIX UCTOYHUKOB.

6) Cnemutp 3a UUGPOBBIMH MOANUCAMU YCTAaHABIMBAEMOI'O IPOrPaMMHOIO
o0ecreyeHusl.

B) OTKJIIOYHTH MEKCETEBOM IKPaH.

r) Bcerma OTKpbIBaTh BIIOKCHHUSI OJJIEKTPOHHOH MOYTHI ¢ TeMod «BaxHO» U
«Cpo4HO».

1) CBOeBpeMEHHO OOHOBISITH  OMEPALMOHHYKD CHUCTEMY W MPOTPaMMHOE
obecrnievyeHue.

¢) Mcnonb30BaTh aHTUBHPYCHOE MPOTPAMMHOE 00ECIICUCHHE.

Tect no Teme 4.3 MeskceTeBble IKPAHBI

UTto Takoe MexceTeBOM FKpaH?

a) [IporpaMmmHOe WM TPOrpaMMHO-TEXHHUYECKOE CPEJCTBO, peaiu3yoniee GpyHKIuu
KOHTPOJISI U GUIBTPAIIM B COOTBETCTBUU C 33JIaHHBIMU MPABUIIAMHU MPOXOSAIINX Yepe3
HEro HH(POPMAIMOHHBIX TOTOKOB.

0) VYctpoiicTBO, TpenHA3HAYEHHOE JJIsi COCOUHEHUS  HECKOJIbKUX  Y3JIOB
KOMIIBIOTEPHOM CETH B MpeJiesiax OJHOTO UM HECKOJIBKUX CETMEHTOB CETH.

B) YCTpOICTBO, KOTOPOE MO3BOJISIET OPraHU30BATh JIOKAIBHYIO CETh C BO3MOXKHOCTHIO
BBIXOJa B UHTEPHET JJIA IPYTUX YCTPOUCTB.

MesxceTeBble dKpaHbI IS BEO-TIPUIIOKEHUN PacIioararoT:
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a) Ilepen 3ammiaemMbiM BeO-cepBepoM (TpaduK BHAYajie MEPEeNacTCs MEKCETEBOMY
JKpaHy, 3aTeM BeO-cepBepy).

0) Ilocne 3amumiaemoro BeO-cepBepa (Tpaduk BHaJale mepemaercs BeO-cepBepy,
3aTeM MEXCETEBOMY 3KpaHy).

B) MexceTeBOM 9KpaH M 3aldIacMblii MM BeO-cepBep HAaXOJATCS B Pa3HBIX
HOJCETAX, TPA(PUK MEXTy HUMU 3allpelleH.

r) BmecTo 3ammuiiaemoro Be6-cepBepa.
IlepcoHanbHbIe MEXCETEBbIE SKPaHBI JJI HACTOJBHBIX KOMIIBIOTEPOB U HOYTOYKOB:

a) O0ecneunBalOT JOMOIHUTENBHBIM YPOBEHD 3aUTHI OT CETEBBIX aTaK.

6) [TomHOCTBIO 3aMEHSIOT BCE OCTAJIbHBIE HHCTPYMEHTAJIbHbBIE CPEJICTBA 0OECIIeUEeHUs
0€30MaCHOCTH.

B) [10JHOCTBIO 3aMEHSIOT MapIIPyTU3ATOPbI, SBJISSACH LUTIO30M IO YMOJYaHHIO IS
3alUIAEMOT0 KOMITBIOTEPA WM HOYTOYKA.

r) IlpemocraBinstoT Bce HEOOXOIMMBIC CETEBBIC CEPBUCHI JUIS  3alIMIIAEMOTO
KOMIIBIOTEpA WU HOYTOYKa.
IlepcoHanbHble MEXCETEBbIE 3KpaHbl JJs HACTOJBHBIX KOMIIBIOTEPOB M HOYTOYKOB
SIBIISTFOTCSL:

a) AnmnapaTHO-IIPOrPaMMHBIMU CPEICTBAMU 3aLUTHI.

0) Bcerma BcrpoeHHpiMH B OC, KOTOpyH0 OHM 3alIMIIAIOT; HE MOTYT OBITh
peaa30BaHbl BHEIIHUMU IPOU3BOJUTEISIMH.

B) VCKIIIOYHMTEIIEHO TIPOrPAMMHBIMHU.

r) VcKiIrounTenbHO BHEIIHUMHE, He BCTpoeHHbIMH B OC, KOTOPYIO OHH 3allHUILIA0T;
BCET/a PEATM30BaHbl BHEITHUMHU TPOU3BOTUTEIISIMH.
IlepcoHanbHblE MEXCETEBbIE SKpaHbl JAJS HACTOJBHBIX KOMIIBIOTEPOB M HOYTOYKOB
yCTaHaBJIMBAIOTCS:

a) Ha xocrax, KOTOpble OHM 3alMIIAIOT.

06) Ha wmapmpyru3aTopax, KOTOpbIE yKa3aHbl Ha XOCTE B KAyecTBE MULII03a II0
YMOJTYaHHIO.

B) Ha oT/enpHBIX KOMITBIOTEPAX.

r) Ha xoneunbix Toukax VPN.
Br16epute HecylecTBYIONUI BUA TPAHCISLUU CETEBBIX aIPECOB.

a) lunamuueckas.

0) CraTuueckas.

B) C HCHOJB30BaHIEM MTOPTOB.

r) C UCTOIh30BaHUEM MOCTOB.
1110361 ypOBHS NPUIIOKEHUHN TO3BOJISIOT:

a) Ucknrounth npsMoe B3aMMOJCHCTBHE JABYX Y3JIOB IyTEM peaJu3alud PO
HOCPETHHKA.

0) BoImoaHATh QYHKIINY MITI03a CEAHCOBOTO YPOBHSI.

B) AHaJIM3UPOBATh BCE CYILIECTBYIONIHE B MUPE TPOTOKOJIBI.

r) AHaTM3MpOBaTh TOJBKO MOJICPKHUBAEMbIE 3THM MEXKCETEBBIM JKPAHOM
HPOTOKOJIBI.
VYnpasisieMble KOMMYTaTOPBI MOTYT:

a) OcymiecTBiATh (huIbTpanuio Ha ocHoBe IP-aapecos.

0) OcymiecTBIsATh (GUIBTPAIUIO 110 UCTIOJIB3YEMOMY ITPOTOKOIMY.

B) OcymecTBnsaTh (puibTparmo Ha ocHoBe MAC-anpeca.

r) Ocymiectsisth puiabpTpanuto Ha ocHoBe VLAN ID.
Bri0epure BO3MOKHOCTH MEKCETEBOI0 3KpaHa.

a) Peructpanusi COOBITHIT M TeHEpaITUsl OTUYETOB.

0) @unbTpanus Tpaduka.

B) TpaHCIsIIIKs CETEBBIX aJIPEeCcOB.

r) AyTeHTH(HKAIUS TOJIH30BaTEICH.
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1) AIMUHUCTPUPOBAHHE.

10. Kakue yTBepx/aeHUS O MPOTPAMMHOM MEKCETEBOM IKpPaHe BEPHBI?

a) llomxomut B ciy4asix, KOTJa YCTPOMCTBO IIOJIb30BaTessl IMOMEIIAeTCsl B
HEJJOBEPEHHYIO CpENy.

0) Ilpu ero paboTe HCHIONB3YIOTCA PECYPChl YCTPOMCTBA, HAa KOTOPOM OH
(GYHKIIMOHUPYET.

B) [TogxomuT /uist 3a1a4 CErMEHTHPOBAHUS CETEH.

r) [ToaxoauT it OTJCTICHHUS TOBEPEHHON YacTH CETH OT BHELITHUX YIPO3.

1) Cunraercst 60j1€e OTKa30yCTOWYHMBBIM, YEM alIapaTHBII MEXKCETEBOM IKPaH.

Tect mo Teme 5.1 BBenenne B kpunrorpadpuyeckne MeToAbl 3alIMTHI HHPOPMALMH

1. Kaxnpiii mm@poTeKCT MOXeT OBITh TONy4eH KakK pe3ylbTaT  CIEAYIOLIETO
npeoOpa3oBaHuUs:
a) Ex (Dk(p)).-
0) Dk(p).
B) Ex(p).
r. Dk (E(p))-
2. Sammdpyiite ¢ momomipio mudpa «Atodamn» cioso «Worldy.
A/B|C|D|E|F|G|H|I |J |K|L|M
ZI Y XIW|V|IUIT|S|R|Q|P|O|N
a) Dlrow.
6) Svood.
B) Woild.
r) Dliow.
3. Paccumdpyiite ciaoBo «Xjxoby, 3ammudpoBanHoe ¢ mnomoinsio mudppa Ias HOmwus
[e3aps:
A/B|CID|IE|IF|G|H|I |J|K|L|IM|N|O|P |Q|/R|S|T|U|V |X|Y|Z
XY Z|A/B|CIDIE|F|G|H|I |J |K|IL|IM|N|O|P|Q|R|S|T|U|V
a) Tatly.
6) Amare.
B) Crypt.
r) Vivna.
4. Bammdpyiite cnoBo «Ku3Hb» ¢ MOMONIBIO TEPECTAHOBKHU
1123|415
25|13 |14
a) Hx3bu.
0) bu3mx.
B) H3pxu.
r) Ub3xH.
5. Pacmmdpyiite cnoBo «1216312611» ¢ momorsto Tadauie [lomuous:
112|3|4]|5|6
1/A|B|B|T|A|E
2| E[X|3|U|U|K
3|JJIM/H|O|IT|P
4 BIE|V|O|X|
S|Y || b |bI|b
6 (DO *|*|*
a) benka.
6) EsBroa.




10.

11.

12.

13.

B) Crpenxa.

r) benok.
BriepBbie MeTO/T YaCTOTHOT'O KPUIITOAHAIN3a BIIEPBHIC U3II0KHUIL:

a) Jleon barrtucra Ans6epTH.

0) ®panuecko CUMOHETTA.

B) AOy IOcyd Aky06 ans-Kunnu.

r) xuponamo Kapnano.
Jluck AnbOepTu MO3BOJISIET AaBTOMATU3UPOBATH!

a) [ludp npocToii 3amens! (ogHOAT(paBUTHBIA mIH)P).

6) MHuoroandaBuTHBIN mUdp.

B) llIudp nmepecranoBkw.

r) [Torounsnii mudp.
Vcnonp3oBanue maposst i MHEMOHHYECKOTO 3allOMHUHAHUS TIEPECTaHOBKH CHMBOJIOB
asipaBUTA MPEITOKIIL:

a) Mareo ApaKeHTH.

0) biie3 ne Buxenep.

B) Jl)xoBanuu barrucra bemnnazo.

r) JbxambarTucra (J>xoBanun) nemia [lopra.
[Tomemenue nns nepiatoctpaunu nepenucku B XVII — XX Bekax Ha3bpIBaIoCh:

a) benbrii kaOuHeT.

0) TaitHas koMHaTa.

B) SlHTapHas KOMHaTa.

r) UepHblif KaOUHET.

1) KpacHbiit kaOuHET.
udpsl, B KOTOPBIX KaKIBIH CHMBOJ OTKPBITOTO TEKCTa MpeoOpa3yercsi B CHMBOI
mudpoTeKcTa, B 3aBUCUMOCTH OT CBOETO PACIOJOXKEHUS B OTKPHITOM TEKCTE U KIHOYa
Ha3bIBAIOTCS:

a) MHoroandaBuTHbIMU MHUppPaMU.

6) brounbiMu mudppamu.

B) [ToTouHbIMM M (pamH.

r) PoTopupiMu mmmdppamu.

ammdpyiite cnoo «CJIOH» durpammusim mudpom Ilneidepa.

Y ! O b B
K T €) H O
I I JI b IT
M A 11 3 P
C E A bl K
10) i il 4! X

a) BAbU.

6) LHADb.

B) OIIVEL

r) bILILL3.

ITyctps nmepectanoBka T npezcraBieHa ciieayromen Tabauiei:
1/2]3]...|n=-5|n=4[n-3|n-2|n-1|n
5(6|7|.../n=1] n 1 2 3 |4

Kakoit Bu1 nMeeT nepectaHoBka oOpaTHas nepectanoBke T?

a.
1/2]13]...|n=-5|n-4|n-3|n-2|n-1|n
11213 n-5/n-4/n-3|/n-2|n-1|n
0.
1/2]3]...|n=-5|n-4[n-3|n-2|n-1|n
41312]...|] 10 9 8 7 6 |5
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1/2]3 n-4|/n-3|n-2|n-1|n
4156 n—-1| n 1 2 |3
T.
1 2 3 |4|5].../n=3|n-2|n-1| n
n-3|/n-2|n-1|njl]|...|n-7|n-6|n-5|n-4
14. 3ammdpyiiTe ¢ momombio oTKpbITOrO Kirtoua (8051, 5) kpunrocuctemsl RSA coobienne
m = 10.
a) 8051.
0) 3388.
B) 1949.
r) 12.

15. Kakoe cBoiicTBO 0€30MacHOCTH TapaHTUPYET, YTO YYACTHUKY KPHUOTOrpaduyeckoro
IPOTOKOJIA IIEJIOCTHOCTH TIOJTYYEHHOTO COOOLICHHS W €ro CO3JaHue J0 MOMEHTa
MOJTyYeHUsl, HO HE TapaHTUPYET 3alIUTy OT MOBTOPHON OTIPABKH COOOIICHUS?

a) CBOKCTBO «ayTEHTH(HUKAIHS CTOPOHY.

0) CBOIicTBO «ayTeHTU(DUKAIMSI UCTOUHUKAY.
B) CBOMCTBO «MHBapUAaHTHOCTb OTIIPABUTEIISI.
r) CBOMCTBO «ayTeHTH(PHUKAIUS COOOIICHUS.

16. Kakoe cBoiiCTBO 0€30MacHOCTH TapaHTUPYET, YTO YYACTHUKY KPHUITOrpaduyecKoro
MPOTOKOJIA, YTO YYACTHHUKH, HAYaBIIME HCIOJHEHUE MPOTOKOJIA, HE H3MEHUIIHCH C
TE€YEHUEM BPEMEHU?

a) CBOMCTBO «ayTeHTU(PUKAIUS CTOPOHY.

0) CBOIiCcTBO «ayTeHTU(DHUKAINSI HCTOTHHKAY.
B) CBOICTBO «MHBapUAHTHOCTb OTIIPABUTEIISI.
r) CBOMCTBO «ayTeHTU(PHUKAIIUS COOOIICHUS.

BepHblii 1 TIONHBIN OTBET HA BOMPOC TECTa OIEHUBAETCS B 1 Oaii, JUisl MPOXOXKICHUS
TecTa HEOOXOAMMO BEPHO U MOJHO OTBETUTH Ha HE MeHee ueM 60 MpOIEeHTOB BOIIPOCOB TECTA.
TeMbl NpaKTHYECKUX 3aHATHI

Tema npakTHYecKkoro 3aHsTusi mo Teme 3.1
BBenenue B MHPOPMAIMOHHYIO 0€30IIACHOCTH ONEPAIHOHHBIX CHCTEM

1. OcHoBHI paboTHI ¢ TIpoIIeccamMy, BBOJOM-BBIBOAOM U ¢aitnamu B OC Windows u Linux.

Tema npakTHYecKOro 3aHsATHSI MO0 Teme 3.2
HNudopmannonHas 6e30nacHOCTH ONePAIlMOHHBIX cucTeM ceMeiictBa Windows.

1. OcHoBsl 00ecnieuenus oe3omacuoct B OC Windows.

Tema npakTH4eCKOro 3aHATHSA 10 Teme 3.3
HNudopmanuonnas 6e30nacHOCTH ONEPANMOHHBIX CHCTeM ceMelicTBa Linux

1. OcuoBsl 00ecnieueHus oe3omacaoctu B OC Linux.

Tema npakTH4eckoro 3ansaTus no reme 4.1
BBeneHue B apXUTEKTYPY JOKAIbHBIX BBIYMCIUTEIBHbBIX CeTel

1. Cereoii cuuddep Wireshark. 3nakoMcTBO ¢ pUIBTPaMy MaKETOB.
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TeMbl NPAKTHYECKOT0 3aHATHS 1O Teme 4.2
CeteBble YIpo3bl M1 METO/IbI POTUBOAECHCTBUSA UM

WuBeHTapu3ays U MOUCK ySI3BUMOCTEH ¢ ucmoib3oBanueM Open Vulnerability and
Assessment Language.

CereBoit ckanep Zenmap. MHcnonb3oBaHue CeTEBOro CKaHEpa JJisi  BbISBJICHUS
YSI3BUMOCTEH YPOBHS CETH.

Bupychbl, MX BBIBIEHME M YCTPAHEHHE C HCIOJB30BAHUEM CIIELMAIU3UPOBAHHOIO
IPOrPaMMHOT0 OOeCTIeueHusI.

TeMbl NPAKTHYECKOT0 3aHATHS 10 TeMe 4.3 MeskceTeBble IKPAHBI

bpanamaysp Windows. Pa3paboTka nmpaBui MEXCETEBOT0 SKpaHUPOBAHHMS.
Bupryansnas undpacrpykrypa Eve-NG.
MexceTeBoi 9kpaH Ha rpaHulle cetu. HacTpoiika npaBuii MeKCeTeBOro 3KpaHUPOBAHHUS.

TeMbl NPaKTHYECKOT0 3aHATHS 1O Teme 5.1
BBenenne B kpunrorpaguueckue MeToAbl 3a1IUTHI HHGOpMALHT

Hctopuueckue mmdps! mmdpoBanue u pacumdpoBaHue.
JlonoJIHUTeIbHbIE 32/IaHUS VIS CAMOCTOSITEJILHOTO PeleHus

JonosnurtenbHble 3aaanus nmo teme 1.1 [IpaBoBble 0CHOBBI 00ecnieYeHust
HH(OPMAMOHHOH 0€30MACHOCTH

Kakas wundopmanus mnpexacraBmser g Bac nenHocts? Kakue XapakTepUCTHKH
nH(pOpMallMOHHOHN Oe3omacHocTH Bbl ObI X0Tenu obecneunTs A Takoil nadopmanun?
BriOepere kakoi-nu6o Buj neHHOHM ans Bac mHpopmanuu. B kakux ¢opmax moxer
OBITH MpEJCTaBIEH 3TOT BUl HHPOpMaruu?

IIpoananusupyiiTe: K KakMM BHJ1aM TaiiH Bbl MokeTe UMETh 1OCTyH?

[Ipoananu3upyiite: kKakue CBsI3aHHbIE C BaMu JaHHBIE MOTYT SBJISITHCS TaltHAMU?

IIOHOJIHI/ITCJIBHBIC 3aJaHud 110 TEME 1.2 3aumTa NMEPCOHAJTBHBIX JAHHBIX

Onumure cxeMy HWH(POPMAIMOHHBIX TOTOKOB Bammx mnepcoHanbHBIX JaHHBIX B
YHuBEpCUTETE.

OmnumuTe cxemy HH()OPMAIMOHHBIX TOTOKOB Bamux nmepcoHanbHBIX JaHHBIX B baHke.
[Ipoananusupyiite: Bcerna ju (korga 3To HeoOxoaumo) ¢ Bac B3umaroT cornacue Ha
00paboTKy NHepcOoHaANbHBIX NaHHBIX? Bcerma num 3To MpPOMCXOAUT B COOTBETCTBHM C
3aKOHOJATEIBCTBOM?

[Ipoananmu3upyiite: B Kakux cUTyarusx Bbl maBanm coriiacue Ha 00paboTKy Bammmx
CHelHalbHbIX JaHHbIX? He ObU10 11 3TO M3MUITHIM?

[Ipoananmm3upyiite: B Kakux cUTyarusx Bbl maBaim coriiacue Ha 0o0paboTKy Bammmx
OnoMeTrpuueckux JaHHbIX? He ObLI0 1 3TO U3IUIITHUM?

Jlono/iHuTeAbHBbIE 3a/1aHus 110 TeMe 1.3 Opranu3animoHHbIe OCHOBBI 00ecneYeHU s
HH(POPMALIMOHHOH 0€30I1aCHOCTH

Pazpabotaiite Mmomens HapymuTens A Bameit momanraeit nHGOPMAIMOHHONW CHCTEMBI.
Pa3paboraiiTe Moaenb HapyIUTeNs A7l KOMIIBIOTEPHOTO Kjlacca Y HUBEPCUTETA.
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Pazpaboraiite Mozens yrpo3 it Barielt jomanrHeit nH(GOpMAIIMOHHON CUCTEMBI.

PazpabotaiiTe Moenb HapYIIUTENS 111 KOMITBIOTEPHOTO Kjlacca Y HUBEPCUTETA.

5. Ilpemnoxute cpencTra 3ammThl nHGOpManuu aiisi Bamielr jomanrHelr nHGOPMAITMOHHON
CUCTEMBI.

6. Ilpemnoxure cpeacTBa 3amuThl  HHGOpPMAIMHU  JUIsI  KOMIIBIOTEPHOTO  Kjacca

YHuBepcurera.

~ow

JlonmosiHuTEIbHBIE 3aJaHUA 110 TeMe 2.1 ApXuTeKTypa KOMIbIOTEpa

1. U3yuute Bam mnepcoHajabHBIH KOMIBIOTED U COBPEMEHHBIE TaJKEThl, KOTOPHIMU BbI
noJsib3yeTech. CpaBHUTE UX XapaKTEPUCTHKHU: OBICTPOJACHCTBHE, 00bEM ONMEPATHBHOU U
BCIIOMOTaTeNbHOM MaMATH, CKOPOCTh ocTyna B IHTepHET.

JonosiHuTeILHBbIE 3a1aHKs 110 TeMme 3.1 BBenenue B ”H(GOPMAITHOHHYIO 0€30MACHOCTh
ONepalOHHBIX CHCTEM

OC Windiws
1. Ortkpoiite 6pay3ep Internet Explorer. Haiinute ero naentudukaTop mpoiecca, OTKPhIThIE
coeMHEHUS U 0a30BBIil IPUOPHUTET.
2. Ortkpoiite Opayzep Chrome. Haiimure ero wuaeHTudukaTop mporecca, OTKPHITHIC
COoeMHEHUS U 0a30BBIi PUOPHUTET.
3. 3amyctute npunoxenue «baokHoT». Haiinure Qaiinbl oTkpbIThie pouieccoM «bIoKHOT
¢ momMotsio yruiutel Process Explorer.

OC Linux
HaiinuTe nate caMbIX TpeOOBATEIBHBIX K MAMSITH ITPOIECCOB.
OTxkpolite Opay3ep U HAMIUTE OTKPHITHIC COSAMHCHHUS.
BriBenuTe comepkumMoe TUPEKTOpHH /etc.
BeiBenute comepxkumoe aupekropuu /etc/schedule.

el AN s

JonosHuTeIbHBIE 3a1aHus M0 TeMe 3.2 UHdopmanmoHHasi 6€30MaCHOCTD
OIepalMOHHBIX cucTeM cemerictBa Windows

1. Coznaiite mnonb3oBatens «Anuca». Hasnaubre et mapons. Co3paiite rpynmy
«HenoBepeHHbIE OIb30BATETN .

2. Co3zpaiiTe ITUpeKTOpulo, coaepkairyro (ainbl. HazHaubTe Annce mpaBa JOCTaTOYHBIE
JUIsl OTOOpa)keHUs CIIUCKOB (DaiiioB U MEPeX0J0B B AUPEKTOPUU U €€ MOATUPEKTOPHSIX, a
TaKXke 4yTeHHUs (aiaoB B TUPEKTOpUH M ee nmojaaupektopusx. IlpoeprTe, uto Anuca
MOJKET pOoCMaTpuBaTh (aiibl.

3. 3amperute rpynne «HemoBepeHHbIE MOJIb30BAaTENU» JOOOH JOCTYN K CO3JaHHOM
JTUPEKTOPHH, €€ MOJJAMPEKTOpUsAM, a Takke K (aiiaM BHYTpU JTUPEKTOPHUH U €€
MOAUPEKTOPUI.

4. Jlo6aBeTe Anucy B rpynny «HenoBepeHnHble nonb3oBarenn». [IpoBepbTe, 4yTo Annca He
CMOXeT IPOCMAaTpUBATh (ailsibl B JUPEKTOPHH.

JononHuTeIbHBIE 3a1aHus M0 TeMe 3.3 UHdopmanmoHHasi 6€30MacCHOCTD
onepamuoHHBbIX cucTeM ceMeiicTBa Linux

1. Cozpaiite mnonp3oBatens «Anuca». Hasnaubre eit mapons. Co3pmaiitTe rpynmy
«HenoBepeHHbIE OIB30BATEIN.
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2. CozpaiiTe ITUpEKTOpUIO, coaeprkairyio (ainbl. HazHaubTe Anmce mpaBa JOCTaTOYHBIC
JUI OTOOpa)KEHUs CIIUCKOB (ailyIoB M MEPEX0I0B B IUPEKTOPUU U €€ MOAJUPEKTOPHSIX, a
TaKXke YTeHHs (PaijoB B TUPEKTOPUHU M ee moaaupekTopusx. IIpoBeprTe, uto Anmca
MOYKET YUTaTh (ailibl.

3. C momouiplo CcHUcCKa KOHTPOJS JOCTymoB 3amperure rpymme «HemoBepenusie
H0JIb30BaTENN» JII0OOH 0CTYyN K BhIOpaHHOMY (ailiry BHYyTpHu qupekropun. [Tomensiite
BJIaJIENIbLIA ATOTO (aiiyia Ha CyNeproap30BaTeNst cCucTeMbl. Pa3pemmre B 6a30BBIX MpaBax
JIOCTYII K BeIOpaHHOMY (haitiry kogom 600.

4. Jlo6aBbTe Ammcy rpynny «HemoBepeHnHsie monb3oBarenny. [IpoBepbre, uTo Anuca He
CMOJKET IMPOYMTATh BEIOPAHHBIN (haii.

JlonoJiHUTe/IbHBbIE 3a1aHKs 110 TeMe 4.1 BBeieHHe B apXUTEKTYPY JOKAJIBHBIX
BbIYHMCJIHUTEIbHBIX CeTel

1. TIpoBeppTe HOCTYMHOCTH JIOOOTO HCHOJIB3yeMOro Bamm modToBOrO cepBepa ¢
ucnosip3oBanueM yruiauthl Telnet. Cnenyiite cratbe https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u caMoCTOSTEIBHO.

2. Hactpoiite moutry B mouyroBom kimeHte Thunderbird. Crepyiite  crathbe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej.

3. Pazpaboraiite punbTpsl s mpocMoTpa Toabko ucxoasaumx ICMP-3anpocos. Cnenyiite
cratbe https://habr.com/ru/post/211042/.

I[OHOJIHHTGJII)HI)IC 3aJlaHUA 110 TEME 4.2 CereBble YIrpo3bl U METOAbI HpOTHBO]IeﬁCTBHﬂ
UM

1. TlpoBeaute MOMCK YS3BMUMOCTEH Ha CBOEM JOMAIIHEM IE€PCOHAILHOM KOMIIBIOTEPE,
O3HAKOMBTECh C OMMCAHWEM BBISBICHHBIX YSI3BUMOCTEH, ONPENENNTE HACKOJIBKO OHH
KpuTHuHsbI 1o mkaine CVSS, n ycrpanure ux.

2. TlpoBepnre, yctpaneHa mnu ys3BumMocth CVE-2017-0144 nHa Bamem jgomamrHeMm
KOMITbIOTEpE, U YCTAaHOBUTE OOHOBJIEHHE O€30MacCHOCTH B Cilydae, €CIU YA3BHUMOCTb
npucyrctByeT. Cnenyiite cratbe https://support.microsoft.com/ru-ru/help/4023262/how-
to-verify-that-ms17-010-is-installed.

3. Uzyuntre ys3Bumocth CVE-2014-0160, crnemys cratesm  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-
heartbleed.pdf.  TlepBas craThst mpeacTaBiIseT CcoOOW  HEOONBIION  KOMHKC,
MOKa3bIBAIOUINM, HACKOJBKO ONacHa M JIETKO HCIHOJb3yeMa 3Ta YA3BUMOCTb. Bropas
CTaThsl MpEACTaBIseT COOO0N MOAPOOHOE OMNHMCAHME YSI3BUMOCTH, IIOCIEICTBUS €€
UCIIOJIb30BAaHUS M PUCKH.

JlonoJHuTeIbHBbIE 3a1aHus 10 TeMe 4.3 MekceTeBble IKPAHBI
1. 3amenute y3nel Hacker u Victim Ha y371bl 1O yrpaBiI€HHUEM OINEPALMOHHON CHCTEMBI
Windows u oOpaTuTeCh K UX CETEBBIM pecypcam 1o npotokoiny SMB. Crnenyiite cratbe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
host-on-the-eve/.

JonosHuTeIbHBIE 3a1aHKUA 110 TeMe 5.1 BBeneHue B kpunrorpagpuueckne MeToabl
3alUThI HH(POPMALMHU

1. Bammdpyiite u pacmudpyiite coodmenne «5 Teds M006II0!» BCeMH M3BECTHRIMU Bam
HUCTOPUYECKUMHU MU PaAMHU.
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KpuTtepun oneHKH NpaKTHYeCKOT0 3aHATHS.

3a mpakTUYeCKOe 3aJaHWE€ BBINOJHIETCS OJHA M3 OLEHOK: «OTJIMYHO», «XOPOIIO0Y,
«y0BJIETBOPHUTEIbHOY, «HEYA0BJIETBOPUTEIBHO).

OneHka «OTJIHYHO» BBICTABIISACTCS, €CIM CTYACHT aKTUBHO pabOTaeT B TEUYEHUE BCETO
IPAaKTUYECKOIO 3aHATHs, AAaeT BEpHblE W IIOJHBIE OTBETHI HAa BOIPOCHI MpernojaBarens Hu
IMMOKAa3bIBaACT IIpHU 3TOM FJ'IYGOKOC OBJIAICHUC JICKIHMOHHBIM MAaTCpraJIiOM, BCC YaCTU 3aJaHUs
BBINOJIHEHBl BEPHO (JIOMYCKAarOTCsl HEOOJIbLIME HETOYHOCTH, HE SBIIAIOLIMECS CIIEACTBUEM
HE3HAaHWS WIM HENOHMMaHMs Y4eOHOro Mmarepuaina). PaboTa BBINONIHEHA CaMOCTOSTENBHO.
Pabota caana ¢ coOnronenuem Beex cpokoB. CoOuttoIeHb! Bce MpaBuiia 0pOpMIICHHS.

OneHka «XOpOLIO» BBICTABIISCTCS, €CIU CTYIEHT aKTUBHO Pa0OTaeT B TEUCHHE BCETO
IPAaKTUYECKOIO 3aHsTUs, JaeT BEpHble, HO BO3MOXHO HEIOJHBIE OTBETHl Ha BOIPOCHI
npenoaaBareyidi U MOKa3bIBACT IMPU 3TOM CBO6OI[HOC BJIAAICHUC JICKIUOHHBIM MaTCpuajioM, BCC
YacTU 3aJlaHMsl BBIIIOJIHEHB! BEPHO (JOIYCKAIOTCS HETOYHOCTH, HE SABJSIOIIMECS CIEJCTBHEM
HE3HAaHWS WJIM HENOHUMaHWsA YydeOHoro marepuana). PaGora B 1eJIOM  BBIIIOJHEHA
CaMOCTOSITENIbHO, BO3MOKHO ¢ KOHCY/bTaluei npenogasarens. Pabora caana ¢ coOnoaeHreM
BCEX CPOKOB. JlonycKaroTcs He3HAYUTENbHbBIE HEJOUEThl B O(POPMIICHHUH.

OneHka «ya0BJIETBOPUTEILHO» BBICTABISETCA B TOM CiIydae, KOTAa CTYACHT B LIEJIIOM
OBJIa/Ie]I CYTHIO BOMPOCOB IO JTAHHOW TeMe, OOHApY>KMBAET 3HAHUE JICKIIMOHHOTO MaTepuaa.
ITpu 3TOM Ha 3aHATHM BeJeT cedsl MACCUBHO, JaeT HEMOJHbIE OTBETHl HA BOIMPOCHI, JOIYCKAET
OIIMOKH MPH OCBEIIEHHUH TEOPETHUYECKOTO MaTephalia, He MOKET 0OOOIIUTh M ClIeNIaTh YETKUE
Joruyeckue BbIBOAbL. PaboTa cpaHa c¢ omo3jnaHueM He Ooisee IBYX 3aHATHH. JlomyckaroTcs
HE3HAYUTCIIbHBIC HEAOYCTHI B O(i)OpMJ'IeHI/II/I.

OneHka «Hey/10BJ1eTBOPHUTEIbHO» BBICTABISIETCS B Cilydae, KOrJa CTYAECHT OOHapyXW
HECOCTOSITEIbHOCTh OCBETUTH BOMPOCHI MJIM BOIPOCH! OCBEUICHBI HETPAaBUIIbHO, OECCHCTEMHO, C
rpyObIMH  OHIMOKaMH, OTCYTCTBYIOT IIOHMMAaHHUSI OCHOBHOW CYTHM BOIPOCOB, BBIBOJIBL,
0000meHns, 00HAPY)KCHO HEYMEHHE pemiath ydeOHble 3amaud. OOydaromuiicss HE MOXKET
BBINOJIHUTH paboTy 6e3 moMomu npenogasarens. PaboTa caaHa ¢ HapyleHHEeM CpOKOB (IT03/1HEe
4yeM depes JiBa 3aHATus ). B ohopmiieHrN NprCyTCTBYIOT 3HAUUTEIIbHBIC HEOUYETHI.

1.2 Cnucok BonpocoB U (MJ1H) 3aJaHU UIs1 IPOBeIeHUs MPOMEKYTOYHOM aTTecTaluu

Bonpocsl k 3auery

=

OcHoBHbIE TpaBa rpaxjaH B cgepe 00pabOoTKH U 3alUThI HH(OPMALIHH.

2. OCHOBHBIE TPUHIUIIBI MPABOBOTO PETYIMPOBAaHUS B 00JacTH OOpabOTKM W 3alUTHI
UHpOpMaLUH.

3. Hudopmanus. OCHOBHBIE CBOICTBA 0€301MacHOCTH WH(GOpMAIMU: KOH(UACHITHAIEHOCTB,
LIEJIOCTHOCTD, JTOCTYITHOCTb.

4. Bunel uHGOpMaLMK 10 MOPSIKY AOCTYIIA U PaCPpOCTPAHEHHUS.

5. Orpanumuenue goctyna Kk nHGpopmanuu. 3ammra napopmauu. OObEKThI 3aUTHL. Buibl
TalH.

6. MudopmarmonHble TEXHOIOTUH U MH)OPMAIIMOHHBIE CUCTEMBI.

7. OGnamarenb nHGOpPMAIIUK U OnIepaTop HHHOPMAITMOHHON CHCTEMEI.

8. OTBeTCTBEHHOCTb B chepe 00pabOTKHU U 3alIUThI HH(OPMALIHH.

9. TlepcoHanbHBIC TaHHBIC W IPUHIUIIBI KX 00Pa0OTKH.

10. Bupl nepcoHaIbHBIX JaHHBIX: ClIEUaTbHbIE, OMOMETPUYECKHE U OOIEAOCTYITHBIE.
11. YcnoBust 00pabOTKH MEPCOHATBHBIX JaHHBIX.

12. Cornacue Ha 06pabOTKy NEPCOHANBHBIX JaHHBIX.

13. TpancrpannyHas repeada MepcoOHATBHBIX TaHHBIX.

14. TIpaBa cyOBEKTOB IEPCOHANBHBIX JIaHHBIX.
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15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
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38.
39.
40.

41.
42.
43.
44,
45,
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.

62

Omneparop nepcoOHAIBHBIX JaHHBIX U €r0 00S3aHHOCTH.
Mepsi obecrieueHust 6€30MaCHOCTH MEPCOHATBHBIX TaHHBIX.
KonTpomns 1 Ha30p 3a BEIOJIHEHHEM MEP IO 00ECTIEYEHHIO Oe30MaCHOCTH.

V1oJIHOMOYEHHBIHM Ooprad I10 3aluTE IIpaB CY6’BGKTOB MNEPCOHAJIbHBIX JTaHHBbIX.

[TocnenoBarenbHOCTD AEMCTBUH MO 3aIIUTE WH(OPMALIHH.
BersaBnenue n ananu3 nHGOPMAIIMOHHBIX aKTHBOB.
®opmupoBaHue TpeOOBAHUH 1O 3aIIUTE UH(POPMALIHH.

[Toaxobl K MOJEIUPOBAHUIO HApYLIUTENEeH HHGOPMAITMOHHON 0€3011aCHOCTH.

Yrpo3sl uHGOPMATMOHHON OE30TTACHOCTH.

CpencTBa 3amuThl HTHGOPMAIIHH.

[Ipoueccopsl.

OcHoBHas (K311 ¥ OrepaTUBHAs ) TAMSTh.
BcmomorarennHas maMsITh.

VYcerpoiicTBa BBOAA-BhIBOIA (IITMHBI, MOHUTOPHI, IPUHTEPHI).

YcrpoiicTBa BBOa-BIBOJIA (KIIABUATYPBI U MBIIIH, BEO-KaMepbl, MUKPO(QOHBI).

OO6mwmit cmoco6 xpaHeHus 1 00pabOTKK MH(OPMAITUU B KOMITBIOTEPE.
[TonsiTus onepanoHHON U (ailIoBol cUCTEM.

CY6T>GKTBI, 06'beI(TLI, MCTOJbI U IIpaBa A0CTYyIIa, IPUBUJICTUN CY6"beKTa A0CTYyIIa.

JluckpennonHoe yrpaBjieHue JOCTYIIOM.

. MaHzaTHOe ynpaBlieHHE JIOCTYIIOM.
35.
36.
37.

Wnentudukamnys, ayreHTH(GUKALINSA 1 aBTOPU3ALIHSL.

VipasieHue T0CTYIIOM B OINIEPAlMOHHBIX cucTeMax cemeiictBa Windows.
Wnentudukanus, ayreHTUGUKAIMS ¥ aBTOPU3ALUS B  ONEPAIMOHHBIX
cemeiictBa Windows.

Peanuzanus ayaura B oneparioHHBIX cucTeMax cemeiicrsa Windows.
VipasieHue TO0CTYIIOM B OIEPAIl[HOHHBIX CUCTEMax cemeiicTa Linux.
WUnentudukanus, ayreHTUGUKAIMS ¥ aBTOPU3ALUS B  ONEPAIMOHHBIX
cemeiicTBa Linux.

Mopnens ISO/OSI.

ApPXUTEKTYpa 1 OCHOBHBIE IIPOTOKOJIbI JTOKAJIbHBIX BEIYMCIUTEIbHBIX CETEH.
Krnaccudukannu ceteBbix yrpo3, ya3BUMOCTEN U aTak.

CeteBble aTaku Ha pa3nH4HbIX ypoBHsx Moaenu ISO/OSI.

Krnaccudukanys BpeioHOCHOrO IPOrpaMMHOT0 00ecTieueHusl.

[Tpu3HaKKU IPUCYTCTBUS BPEAOHOCHOTO MTPOrPaMMHOT0 00ecIeueHusl.
Metob1 00HapYKEHUST BPEJOHOCHOTO MPOTPaMMHOT0 00eCTIeYeHUsI.

MecTo 1 posib MEXCETEBBIX SKPaHOB B 00E€CIIEUEHUH CETEBON OE€30MaCHOCTH.
Knaccugukanms MeKceTeBbIX IKPaHOB.

OCHOBHBIE BO3MOXXHOCTH MEXCETEBBIX IKPAHOB.

JIOCTOMHCTBA ¥ HEJJOCTATKH MEXKCETEBBIX IKPAHOB.

ITocTpoenue npaBui GuUILTPALMH.

Kpunrorpadus npesnero mupa.

Kpunrorpadus cpeTHuX BEKOB.

Kpunrorpadus snoxu Bozpoxnenus.

Kpunrorpadus Hosoro Bpemenu.

CummeTpudHasi 1 aCHMMETPHYHAsT KpUITOTpagusl.

BbIuuciInTeNnbHO CI0KHBIE 33Ja4l MAaTEMaTHKH.

Kpunrocucrema RSA.

[Tonatue kpunTorpauuecKoro NpoToKoa.

CaoiicTBa IPOTOKOJIOB, XapaKTePU3yIOIINe X 0€30MacCHOCTb.

Cxemsbl 1u(pOBOIl MOAMTUCH.

HpaBnna BbBICTABJICHHSA OLICHKH HA 3a4e€Te.
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B mpouecce 3auera TpeOyeTcss OTBETUTH Ha OJAWH U3 NMPUBEIEHHBIX BhILIE BOIpocoB. Ha
IOJAFOTOBKY K OTBETY J1a€TCsl HE MEHee | akaJleMHUYecKoro yaca.
ITo uroram 3aueTa BBHICTABISAETCS OJHA U3 OLEHOK: «3aYTEHO», «HE 3aUTEHOM.

Ouenka «3a4TeHO» BBICTABISETCA CTYACHTY, KOTOPBIM JIEMOHCTPUPYET BIAJACHUE
CoJIep’KaHUEM MaTepuaja UM HNOHSATUHHBIM allapaToM TEOPUHU ICEBIOCIYYalHbIX I€HEPAaTOPOB;
yYMEET CBA3BIBAaTh TEOPUIO C MPAKTUKOU. B O0TBETE MOTYT JOMYyCKaThCs OTAEIIbHBIE HETOYHOCTH
(HecymiecTBeHHbIE  OMIMOKM), KOTOpbIE  HCIPABIAIOTCS  CaMUM  CTYJAEHTOM  IOCIe
JOTIOTHUTEIBHBIX U (WJIM) YTOUYHSIOUIMX BOMPOCOB 3K3aMeHaTopa. Ha 4acTb JHOmOSHUTENbHBIX
BOIIPOCOB CTYZI€HT MOKET HE J1aTh OTBET WJIM JaThb HEBEPHBIM OTBET.

Ouenka «He 3a4TeHo» BBICTABISIETCS  CTYACHTY, KOTOPBIM JEMOHCTPUPYET
pa3po3HEHHbIe, OECCUCTEMHBIC 3HAHMS, OCCIIOPAJOYHO M HEYBEPEHHO M3JIaraeT Marepuai; He
YMEET BBIACIIATH TJIABHOE U BTOPOCTENIEHHOE, HE YMEET COECIUHATh TEOPETUUECKUE MOTIOKEHHUS C
NPaKTUKOM; JOMYCKaeT TpyOble OMMOKH P ONPEICIICHUH TOHATHHA, BCISICTBIE HETOHUMAaHUS
UX CYIIECTBEHHBIX U HECYLIECTBEHHBIX IPU3HAKOB U CBSI3€; JA€T HEIMOJHbIE OTBETHI, JIOTUKA U
[IOCJIEIOBATENbHOCTh H3JIOKEHUS KOTOPbIX MMEIOT CYIIECTBEHHbIE U IMPUHLMIIHUAIbHBIC
HapylIEHUs, B OTBETAX OTCYTCTBYIOT BbIBOJbI. JlOMOJHUTENbHBIE M YTOUHSIOUIME BOIPOCHI
9K3aMEHAaTOpa HE MPUBOAAT K KOPPEKLUMU OTBETOB CTyJdeHTa. Ha OCHOBHyIO 4acTb
JIOTIOJIHUTEJIbHBIX BOIIPOCOB CTYACHT 3aTPYAHSAETCA JaTh OTBET WM J1a€T HEBEPHBIE OTBETHI.

Onenka «He 3auTeH0» BBICTABISAETCS TaKXKE CTYACHTY, KOTOPbII B35J1 9K3aMEHALMOHHbBIN
OuJieT, HO OTKa3aycs JaTh Ha HETO OTBET.
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IIpunoxenne Ne2 k paGoueil nporpamMme AUCHHUIIIMHBI
«be3onacHocTh B COBpeMeHHOI MH(OPMAIIMOHHOI cpe/ie»

MCTOIII/I‘-ICCKI/IC YKazaHnus 1Jis oﬁyqamumxcn 110 OCBOCHHUIO TUCHHUIIJIMHBI

OcHoBHOU (opMO# H3TOKEHHST Y4eOHOro Mmarepuana o AUCHUIUIMHE «be3onacHocTh B
COBPEMEHHOW WH(GOPMAIIMOHHON cpene» SBISIOTCS JIEKLIUH, YTO CBS3aHO, HPEXJIE BCEro, C
HOBU3HOI Matepuaina /i ooydaromuxcs. [1o O0NbIIMHCTBY TeM IPeIyCMOTPEHBI TPAKTHUECKHE
3aHATHSL, LENbI0 KOTOPBIX SIBJISAETCS 3aKPEIUICHHE JIEKIMOHHOIO MaTepuana IyTeM peLIeHUs
CHelHalbHBIM 00pa3oM NoJ00paHHbBIX MPAKTUYECKUX 3a]1a4.

JUiga  ycremHoro OCBOEHHS JAMCLUMIIMHBI BaXXHO CAMOCTOATEIbHOE HU3YYEHHE
TEOPETUYECKOr0 MaTepuaja M pelIeHHE MNPAKTUYeCKUX 3aJady, KaKk B ayJuTOpUHU, TaK U
CaMOCTOSITENIFHO B KAYECTBE CAaMOCTOATENBbHOM paboThl. [Ipumeps! petenus 3agad pa3ouparorcs
Ha JICKIUSAX M MPAKTHYECKUX 3aHATHUSAX, MPU HEOOXOIUMOCTU IO Hambosee TPYIHBIM TeMam
IIPOBOASTCS JOTIOJIHUTENbHbIE KOHCYJIbTaMU. OCHOBHAS LIE€b PEIICHUS MTPAKTUYECKUX 3a7au —
MOMOYb YCBOUTH OCHOBHBIE MOHATUS WH(OPMALMOHHOW OE30MacHOCTH, MX OMNpEICNICHHUd, a
TaK)K€ OCHOBHBIE METOJBI M CpeICTBa oOecriedeHus HHGOPMAIMOHHON Oe3omacHocTH. Jlis
pelieHus 3a1ad HeoOXOAMMO HE TOJNBKO 3HAaTh, HO M IMOHUMAaTh JIEKIIMOHHBIM MaTepHall.
[Tosromy B mpouecce U3y4eHUs [IUCLUUIUIMHBI pPEKOMEHIYyeTcs peryispHas paboTa cC
KOHCIIEKTaMU JIEKIIMI U peKOMEHIOBAHHOM JINTEPATypOHl.

bonbiioe BHMMaHME MOJKHO OBITH YJEJIEHO CaMOCTOsATENbHOW pabore. B kauecTBe
3aJaHUM I CaMOCTOSITENIbHOM paboThl IoMa CTy/€HTaM IpeajiaraloTcs 3a/1ayi, aHaJIOTUYHbIe
pa300paHHBIM Ha JIEKIUAX U IPAKTUUECKUX 3aHATHAX UM CXO0KHE C HUMH.

Jlis mpoBepKHM M KOHTPOJS YCBOCHHS TEOPETUYECKOro MaTepuasa, MPHOOPETEHHBIX
IIPAKTUYECKUX HABBIKOB pa0OThl ¢ OCHOBHBIMH IOHATHUSMU B T€UEHHE OOYUYEHHS IPOBOAATCS
MEPONPUATHS TEKYILEeH aTTecTaluy B BUJE TECTUPOBaHUU. Takke MPOBOIATCS KOHCYJIbTALIUU
(mpu HEOOXOIMMOCTH) MO JICKIIMOHHOMY MaTepuaay M pa300py HEKOTOPBIX 3aJaHuil s
CaMOCTOSITENIbHON PaOOTHI.

B KoHILe u3ydyeHMs IUCHUIUIMHBI CTYIEHTHl CHAIOT 3a4yeT. 3adyeT MIPOBOAMTCA Ha
OCHOBAHMH BBINIOJHEHUSI TECTOBBIX 33JaHUN M coOece0BaHUS Ha OCHOBAHUU CIIMCKa BOMPOCOB
K 3a4€eTy, KOTOPBIA OXBATHIBAET IMOJHOCTHIO BCIO IPOrPaMMY JTUCHUTIINHBI.

YueOHO-MeTOAMUECKOE 00ecTeueHne
CaMOCTOSITEJILHOM paﬁoTbI CTYACHTOB IO TUCHMIIJINHE

Jl1st caMOCTOSTENTbHON pabOThl PEKOMEHTyETCsl UCIIOIb30BaTh CIIEIYIOLIYI0 YUeOHYIO
JUTEPaTypy:

1. Tanenbaym O. Apxurextypa kommbioTepa. / O. Tanenbaywm; [mep. ¢ anria. lO.
I'opoxosckoro, JI. IllunTsikoBa] - 5-e wu3a. - CII6.: Ilurep, 2013. - 843 c.
(akamemMHuecKoe U3JI0KEHNE MaTepruaia Mo apXUTEKType KOMIIBIOTEPA).

2. Tanenbaym 3. CoBpeMeHHBIE omnepanuoHHble cuctembl. / J. Tanenbaym, X. boc;
[mep. ¢ anrn. A. JleontseBoii, M. MansiteBoid, H. Bunsunnckoro] - 4-e u3a. - CIIO.:
[Murep, 2019. - 1119 c.: un. (akagemMuyeckoe W3JIOKEHHWE MaTepuaga Io
OTIEPALIMOHHBIM CUCTEMaM).

3. Tanenbaym D. Kommbrotepusie cetu. / D. Tanenbaym, /. Yazepost; [mep. ¢ aHTIL. A.
I'pebennkoBal - 5-e uzn. - CII6.: [Turep, 2019. - 955 c. (akamemMudeckoe U3NOKEHUE
MaTepHala 1o KOMIBIOTEPHBIM CETSIM).

4. Andepor A.Il. OcHoBsl kpunrorpadguu. Yuebnoe nocodue. / A.Il. Andepos, A. IO.
3y6oB, A.C. Ky3pmun, A.B. Uepemymkun. M.: T'emnoc APB, 2005. 480 c.
(akamemMHuuecKoe U3JI0KEHUE MaTepuaia o Kpunrorpapun).
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