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1. lenu ocBOeHUS TN CHMILTTHHBI

OCHOBHOM 1I€NIbI0 W3YYEHMsI AUCHUIUIMHBI SBISETCS TEOpeTHYecKas W MpaKTHYecKas MOJrOTOBKa
oOydaromuxcsi K JeATEIbHOCTH, CBS3aHHON C TPHUMEHEHHWEM COBPEMEHHBIX CPEACTB M METOJOB 3allUTHI
uH(popMaluyu B MOBCEIHEBHON U mpodeccnoHanbHoil nestenbHocTH. Kype nmaer mpeacraBieHuE O MecCTe U
ponu  WHGOPMAIMOHHONW OE30MaCHOCTH B COBpEMEHHOM Mwupe. Ero wu3ydeHue JaeT BO3MOXKHOCTH
CO3HATENLHOTO UCIIOJIb30BaHUS, 00paOOTKHU U 3aIIUTHI HH(POPMALIHH.

2. MecTo TUCHMILUIMHBI B CTPYKTYpe 00pa3oBaTeibHON MPOrpamMMbl

Juctumimaa «be3onacHOCT, B COBPEMEHHOW WH(GOPMAIMOHHON Cpeie» UTPaeT BAKHYIO POJb JUIS
oOuienpogeccuoHanbHON MOATOTOBKM oOyuaromierocsi. IIpu ee HM3ydyeHHH CYIIECTBEHHO HCIHOIb3YIOTCS
3HAHUS, TIOJYYCHHBIC MPU HM3YyYCHUH TUCHUILUIMHBI «MareMaTtuka ¥ WH()OPMAIMOHHO-KOMMYHUKATHBHBIC
TEXHOJIOTHI.

3. Ilnanupyemble pe3yabTarTbl OOy4YeHUS 10 JAUCUHHUILIMHE,
pe3yJbTaTaMH OCBOeHHs 00pa30BaTe/IbHOI MPOrpaMMbl

[Ipouecc wu3ydeHus aucuUIUIUHBI «be3omacHOCTh B COBpeMEHHOW HH(POPMAIIMOHHON cpene»
HampaBJiecH Ha (OpPMHUpPOBAHUE CICIYIONIMX YHUBEPCATBHBIX W OO0MIENPO(EeCCHOHATBHBIX KOMITETCHIIUN B
cooTBeTCTBUH ¢ DeepaabHBIM TOCYIaPCTBEHHBIM 00pa30BaTEeIbHBIM CTAHJAPTOM BBICIIETO OOPAa30BAHMSI IO
HarnpaBieHuto noArotoBku 41.03.04 Ilonmutonorus W JOCTHKEHUS YKA3aHHBIX Jajee IUIaHUPYEMBbIX

COOTHECCHHbIC C ILIAHUPYEMbIMHU

pe3yabTaTOB OOYUCHHUS:

dopmupyemas
KOMIIeTeHIUA
(kox 1 (popMyTHPOBKA)

HNHaukaTop 10CTHKEHH ST
KOMIIETeHIINH
(kox 1 (pOpMYTHPOBKA)

IIepeyenb MIaHUPyeMbIX
pe3yabTaToB 00y4YeHHst

YK-4. Cnocoben
OCYILIECTBIIATH ACIOBYIO
KOMMYHHUKAIIUIO B YCTHOW 1
NUCbMEHHOU (hopmax Ha
rOCyIapCTBEHHOM SI3bIKE
Poccuiickoii denepanuu u
MHOCTPaHHOM(BIX)
A3bIKe(ax)

Ocy1ecTBIIsIET JEI0BYIO
KOMMYHHKAITUIO Ha
WHOCTPAHHOM SI3bIKE C
y4€TOM OCOOEHHOCTEHN
O(pUIHATEHOTO U
HEeO(UIIUATILHOTO CTUIICH
oO1IeHHs 1
COLIMOKYJBTYPHBIX
pa3IYHil.

'YHuBepcajibHbIEe KOMIIETEHIMHU
3HaTh!:
HopMbl 1 0COOEHHOCTH YCTHOM U
MHUCbMEHHOW pe4ur Ha
WHOCTPAHHBIM fA3BIKE, C YUYETOM
M-VEK-41. 0COOEHHOCTEHN OPUITNATBEHOTO U

HEOo(UIIMATBHOTO CTUIICH
OOIIEHUS U COIIMOKYIbTYPHBIX
pasnuyui

Ymern:

UCIIOJIB30BaTh NHOCTPAHHBIN A3BIK
B JIEJIOBOM KOMMYHUKAIIUHA
Baagern:

HAaBBIKAMHU JIEJIOBBIX
KOMMYHUKAIUI B YCTHOU U
MUCbMEHHOU opMe Ha
WHOCTPAaHHOM SI3bIKaxX
TEXHUKOHU JIEJIOBOM PEUEeBOM
KOMMYHUKAIUHU, OTIUPACh HA
COBPEMEHHOE COCTOSTHUE
SI3bIKOBOM KYJIBTYPBI

YK-8. CriocobeH co3naBaTh
Y TIO/IJICPKUBATH
Oe30macHbIe YCIOBUS
JKU3HEOEATEILHOCTH, B TOM
YHUCJIe PU BOSHUKHOBEHUH
Ype3BbIYAHBIX CUTYalUI

N-YK-8.1. Anamusupyer
(bakTOpBl BPEIHOTO
BJIMSTHUS HA
KHU3HEIEATEIIEHOCTh
DIIEMEHTOB CPEJIbI
oOuTaHus

3HaTh:

(hakTOpBI BPETHOTO BIUSHUS Ha
KHU3HEIEATSIHHOCTh 3JIEMEHTOB
cpenbl 00uTaHus (TEXHUIECKIX
CpEeACTB, TEXHOJIOTHUECKUX
MPOLIECCOB, MAaTEPHAIIOB, 3/IaHHUH
U COOPYKEHH, IPUPOJIHBIX U
COLIMAJIbHBIX SIBJICHUN )




Ymern:

aHAJIM3UPOBATH (HAKTOPHI
BPEIHOTO BIUSHUS HA
KHU3HEIEATSILHOCTh 3JICMEHTOB
Cpenbl OOUTaHUs

Baanersn:

CIOCOOHOCTBIO MPEIOTBPAIIATH
BPEIHOTO BIUSHUS HA
KU3HECATCIILHOCTD SJIEMEHTOB
cpenbl OOUTaHMS

Oo61menpodeccnoHaNbHbIe KOMIIETEHIIUN

OIIK-2. Cniocoben
MOHUMATh MTPUHIIUIIBI
paboThl COBPEMEHHBIX
UH(POPMAIIMOHHBIX
TEXHOJIOTHH U UCTIOIb30BATh
UX IS peIIeHus 3a71a4
npodeccuoHanbHOM
JIeSTEIbHOCTH

N-OIIK-2.1. Ucnonb3yeT
nH(pOpMaIMOHHO-
KOMMYHHKAITIOHHBIC
TEXHOJIOTUH U
MIPOrPaMMHBIC CPEIICTBA
JUISL TIOMCKA, 00pabOTKH
00IBIINX 00HEMOB
nHpopMaIuu mo
MOCTaBJICHHOMN
npoOJIeMaTHKE Ha OCHOBE
CTaH/IapPTOB U HOPM,
NPUHSATHIX B
poQeCCHOHAIBHON
cpezie, ¥ ¢ y4eTOM
TpeboBaHMit
UH(}pOpMaITMOHHOM
0€30MacHOCTH.

3HaTh:

apceHan HH(PpOpPMAaIMOHHO-
KOMMYHUKATHBHBIX TEXHOJIOTHI
U IIPOTPaMMHBIX CPE/ICTB,
UCIIOJIb3YEMBIX B
npodecCuoHaTbHOM
JESTEIbHOCTH

Ymersn:

H10JIb30BaThCS UH(OPMALIMOHHO-
KOMMYHHUKATHBHBIMU
TEXHOJIOTHSMU JIJIS1 pELIEHUS]
npodeccuoHaNbHBIX 3a7a4
Baanern:

HaBbIKaMHU HH(POPMAIIIOHHOM
KYJIBTYpPbI B IPOECCUOHATBHON
cthepe u codmoaaTh TPEOOBAHMS
MHPOPMALMOHHON OE30MIaCHOCTH

N-OIIK-2.2. OcBauBaet
panroHaIbHBIE IPHEMBI U
CHOCcOO0BI
CaMOCTOSITEITEHOTO
MOUCKa UHPOpMALIUH,
BJIaJIeeT HaBBIKAMU
UH(OPMAaIMOHHO-
MMOUCKOBOM pabOThI JIJIst
Hay4HbIX padoT.

3HaTh:

QJITOPUTM U NIPOPECCUOHAIBHOE
MH(POPMALIMOHHOE TTOJIE JUIS
roucka npogeccuoHaIbHOU
UHpOpMaLIUU
Ymersn:

HNPUMEHSTh HaBBIKH
HMH(}OPMAIIMOHHO-TTOMCKOBOM
paboThI U1 HAYYHBIX PaboOT
Baaners:

prUeMaMy U TEXHOJIOTUAMHU
CaMOCTOSITEIIFHOTO TTONCKA
HaY4HOH nH(popManmu

N-OIIK-2.3.
CamocrosiTenpHO
KaTaJoTu3UpyeT u
Kiaccuuupyer
HAKOTUICHHBI MacCUB
uH(popMaluu U
dopmupyer
CTPYKTYPHUPOBaHHBIC U
HECTPYKTYypUPOBaHHBIE
0a3el JaHHBIX.

3HATD:

KJ1acCU(UKATOPHI HAYYHOH
“H(pOpPMaIINH, TTO3BOJISIOIINX
CUCTEMAaTHU3UPOBATh OOJbIITHE
0a3el JaHHBIX

YMmern:

CaMOCTOATENHHO
KaTaJIOTM3UPOBATh HAKOIIJICHHBIHN
MAacCHUB JaHHBIX

Baanern:

HaBBLIKAMH aHaIN3a
CTPYKTYPUPOBAHHBIX U




HECTPYKTYpUPOBAHHBIX 0a3
JTAHHBIX

HN-OIIK-2.4. 3naer
OCHOBBI
UH(POPMALOHHOM
0e30IacHOCTH.

3HaTh:

NPUHIUITBI ¥ IPaBUIIa
MH(POPMAIIMOHHOHN 0€30MacHOCTH
Ymers:

MPUMEHSATH MPaBHIIa
nH(}OpMaAIMOHHOM 0€3011aCHOCTH
B IpodecCHOHATBHOMN
JeSITeIIbHOCTH

Baanern:

HaBBIKAMU KYJIbTYPHI
MH(POPMAIIMOHHOHN 0€30MacHOCTH
Y PUMCHSET B HAYYHOU cdepe

OIIK-3. Cniocoben
BBIJICJIATH,
CHUCTEMaTH3UPOBATh U
UHTEPIPETHPOBATH
COJICPXKATEIHHO 3HAYUMbIE
AMIUPUYCCKUE TaHHBIC W3
MOTOKOB MH(pOpMAIIHH, &
TaKXe CMBICIIOBBIC
KOHCTPYKIIUHU B
OPUTHHAIBHBIX TEKCTaX U
UCTOYHUKAX I10 TIPOPUITIO
JeSITeIIbHOCTH

HN-OIIK-3.2. Beigenser
CMBICJIOBBIC KOHCTPYKIIUN
B IICPBUYHBIX HCTOYHUKAX
U OPUTHHATIBHBIX TEKCTAaX
C UCIIOJIb30BAaHUEM
OCHOBHOTO Habopa
IIPHKJIATHBIX METOIOB.

3HaThb:

QITOPUTM CTPYKTYpaIuu
HMCTOYHHUKOB ¥ OPUTHHAIBHBIX
TEKCTOB

YMmerThb:

BBIJIENIATH CMBICIIOBBIE
KOHCTPYKITUU JJISI TOHUMAaHUS
BCET0 TEKCTA

Baanern:

HaBBIKAMH UCIIOJIb30BaHUs
MPUKIIATHBIX METOIOB JIJIs
aHaJM3a KOHTCHTA NMePBUYHBIX
HMCTOYHHUKOB M OPUTHHAIBHBIX
TEKCTOB

4. O0beM, CTPYKTYpa U cOAepKaHNe THCHUTIIHHBI
OO0m1ast TpyA0€MKOCTh JUCIIUTUIMHBI COCTABIISIET 2 3a4€THHIX €IMHMUIL, 72 aKkaj. Jaca.

Ne Tembl (pa3aesbl) Buabl yueOHbIX 3aHATHH, @®opMbI TEKYLLET0
n/n AMCHUIINHBI, BKJII0Yasi CAMOCTOATEIbHYIO KOHTPOJIA
HX CO/IepKaHue padoTy CTy1eHTOB, ycreBaeMoCTH
U UX TPYA0EMKOCTH
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IIpaBoBbIe u

OpraHu3alMOHHbIE
OCHOBBI
Pasen 1 o0ecnevyeHu }
UH(OPMAIMOHHOH
0e30macHoCTH B
Poccniickoi
Denepanuu
[IpaBOBBIE OCHOBBI Tecr,
oOecrieueHus JIOTIOJTHUTEIILHOE

Tema 1.1 .

MHPOPMALMOHHON 3a/laHue
0C30ITaCHOCTH
3amuTa Tecr,

Tema 1.2 |mepcoHaIBHBIX JIOIOJIHUTEIBHOE
HaHHBIX 3aJaHUEC
OpranuszanvoHHbIC Tecr,

Tema 1.3 |CCHOBE! obecneueHus JIOIIOJTHUTEIILHOE
nH(pOpMaITMOHHOK 3a7aHue
0e30IMacHOCTH
6 mom yucie ¢ 30 u Buneonekuuu,
/[OT TEKCTOBbIE

MaTepHabl

yueOHOro rnocoous,
Ipe3eHTAINH, TECT B
OVK B

DemidOnline
Pasien 2 ApxuTeKTypa
KOMIbIOTEPA
Apxurekrypa Tecr,
Tema 2.1 |kommbIOTEpa JIOTIOJTHUTEIBHOE
3a/laHue
6 mom yucie ¢ 0 u Buneonekmuu,
J[OT TEKCTOBEIC
MaTepHabl

yueOHOro rmocoous,
npe3CcHTalu, TCCT B




OVK B

DemidOnline
OCcHOBBI
HHGOPMAIUOHHOM
Pa3nen 3 |0esomacHocTH B
OnepanuoOHHbIX
cucTeMax
BBenenue B Tecr,
WHPOPMAIIMOHHYIO JIOITOJTHUTEILHOE
Tema 3.1 |Ge3omacHOCTB 3aJlaHnue
OTIEPAIIMOHHBIX
CHCTEM
Nudopmarmonnas Tecr,
0€30I1aCHOCTE JIOIIOJTHUTCILHOE
Tema 3.2 |omeparOHHBIX 3aJjaHue
CHCTEM CEMCHCTBA
Windows
HNudopmarmonHast Tecr,
0€e30I1aCHOCTD JIOIIOJIHUTEILHOE
Tema 3.3 |omepanmoHHBIX 3aJaHue
CHCTEM CEMCHCTBA
Linux
6 mom yucne ¢ 30 u Buneoneknuu,
/[OT TEKCTOBBIC
MaTepHuabl
y4ueOHOro
rnmocoous,
MPE3CHTAINH,
TecTt BOYK B
DemidOnline

OcHOBBI

HH(OpPMALMOHHOM

0€e30IMacHOCTH B

Paznen 4
JIOKAJIbHBIX
BLIYHCJIUTEIbLHBIX
ceTsax
Beenenue B Tecr,
APXUTEKTYPY JIOITOJTHATEILHOE

Tema 4.1 |n0KaIBHBIX 3aJlaHnue
BBIUYHMCIIUTEILHBIX
ceTei
CeteBbie yrpo3bl U Tecr,

Tema 4.2 |MeTOIBI JIOTIOJTHUTEIBHOE
MPOTUBOJICUCTBUSA UM 3aJIaHNE
MexceTeBble SKpaHbl Tecr,

Tema 4.3 JIOITOJTHATEIHLHOE

3aJaHuC




6 mom yucie ¢ 0 u Buneonexnuu,

/[OT TEKCTOBEIC
MaTepuabl

3| 3 11 y4eOHOT0

rmocoous,
MIPE3CHTAIINH,
TecT BOYK B
DemidOnline

Kpunrorpaguuecke

Pa3nen 5 [METOABI 3aLIAThHI 2 2 2 1 3
uHpopManUHn
Beenenue B Tecr,

Tema 5.1 Kpunrorpaduieckue 5 |9 5 1 3 |ROmOMHUTENbHOC
METO/IbI 3aIIUTHI 3a7aHue
uHpopMaun
6 mom yuciae ¢ 30 u Buneoneknyu,
/[OT TEKCTOBEIC

MaTepuabl
2 1 3 y4eOHOr0
nmocoowusi,
MPE3CHTAIINH,
TecT BOYK B
DemidOnline
2 0,3 | 10,7 3aueT
Bcero 16 16 2 | 03| 37,7 72 yaca

Coaep:xaHue pa3/iesioB NPOrpaMMbl THCIHHIIHHBI

Pa3nea 1. IIpaBoBble 1 OpraHu3aliiOHHbIC OCHOBBI 00ecniedyeHnst HHPOPMALMOHHOM
0esonacHoctu B Poccuiickoii @enepanuu.

Tema 1.1. IIpaBoBble 0CHOBBI 00ecniedeHnsi UHPOPMAIMOHHOI §€30ACHOCTH.

OcHoBHbIE mpaBa rpaxaaH B chepe oOpaboTku u 3amuTbl MHGopManuu. OCHOBHBIE
NPUHLIMIIBL TIPAaBOBOTO PETyJIMpPOBaHUS B oOjacTu 0OpabOTKM M 3allUThl HWH(OpMAaLUH.
Nudopmanusa. OcHOBHblE CcBoOiicTBa 0€30MacHOCTH HHGOpMaIMU: KOH(PUICHIHUATBHOCTD,
LEJIOCTHOCTh, JAOCTYIMHOCTb. Bunapl MHQOpMau 1Mo MOpsSAKY JOCTyHa M pacHpOCTpPaHEHHUS.
Orpanuuyenue poctyna K uHpopmamuu. Buapr Taiin. OOnanatens  MH(OpMAaIHH.
Nndpopmannonnsle texHosoruu. MHdopmannonHsle cucrembl. Omneparop HHGOpMalMOHHON
cucreMbl. 3ammra uHbopMmanuu. OOBEKTHl 3alUTHL. BuIbl OTBETCTBEHHOCTH B cdepe
00paboTKH ¥ 3aIIUTHI UH(POPMALIUH.

Tema 1.2. 3ammTa NepcoHANbHBIX JaHHbIX.

[lepcoHanbHble JaHHbIE W MPUHIMIIBEI UX OOpaOOTKU. Buabl mepcoHaIbHBIX JAHHBIX:
crelnuaibHble, OMOMETpUYECKHe U OOIIeIOCTYNHBIE. YcCIoBHS 00pabOTKM MEepPCOHATBHBIX
naHHbiX. Cornmacue Ha 00pabOTKy TepCOHANBHBIX JaHHBIX. TpaHCrpaHWYHas mepeaaya
NepCOHAIBHBIX JaHHbIX. [IpaBa cyOBEKTOB mepcOHaNbHBIX AaHHBIX. OmnepaTop MepCOHaIbHBIX
JAHHBIX U ero oOs3aHHOCTH. Mephl obecneueHUs] OE30MAaCHOCTH TEPCOHAIBHBIX JaHHBIX.
KoHTposb 1 HaA30p 3a BBIMOJTHEHUEM MEp MO 00eCreueHn0 0€30MacHOCTH. Y TTOJTHOMOYCHHBIN
OpraH 0 3aIIuTe NMpaB CyObEKTOB MEPCOHATIBHBIX JAHHBIX.

Tema 1.3. OpranusaunoHHbIe OCHOBBI 00ecniedeHnsi HHGOPMAIUOHHON 0€30MACHOCTH.



Kakue Bompockl craBuT mHboOpMaronHas 0e3omacHocTs? IlocienoBaTeIbHOCTh NEUCTBUI O
3amre uHpopMalyy. BpisiBieHHMe W aHanM3 WHGOPMALMOHHBIX aKTUBOB. DopMupoBaHue
TpeboBaHuii mo 3ammre MHPopManuu. [ToaXoapl K MOJCITMPOBAHHUIO HAPYIIUTEICH U yIrpo3
uHpOpMaLMOHHON Oe3omacHOCTH. BBIOOp CpeACTB M METONOB  3aIIUTHl  MH(OPMAIHH.
Brenpenue cucteMbl 3auThl HHPOPMAIMK. DKCILTyaTalks CUCTEMbI 3allIUThl HH()OpMAaIUH.

Pa3znes 2. ApXxuTeKTypa KOMIbIOTEpa.

Tema 2.1. BBeieHHe B apXUTEKTYPY KOMIILIOTEPA.

[Iponieccoprl. OcHoBHasi (K31 W OmNepaTuBHasi) HaMmsAThb. BcmomoraTtenabHas MaMsTh.
YcTpoiicTBa BBOAA-BbIBOIA (IIMHBI, MOHUTOPBI, KJIABUATYPHl U MBIIIH, BeO-KaMephl, IPUHTEPHI).
[TepconanbHbIe KOMIIBIOTEPHI U MOOUITBHBIE YCTPOMCTBA.

Paznen 3. OcHOBBI HH(POPMAITMOHHOM 0€30MTaCHOCTH B ONEPAIIMOHHBIX CUCTEMAX.

Tema 3.1. BBenenne B uHPpOPMALNOHHYIO 0€30MIACHOCTH ONEPALMOHHBIX CHCTEM.

O6mmit crmocod xpaHeHuss W o0paboTku wuHpoOpManuu B KommbioTepe. [loHsATHS
ornepandoHHON U (ainoBoii cucreM. CyOBEKThI, OOBEKTBI, METOIBI M TMpaBa JOCTYIIA,
OpUBWIETHH CyOBbeKTa Joctyna. JIMCKpEelIMOHHOE YIpaBleHHWE JOCTYIIOM, MAaHAAaTHOE
ympasieHue aoctynoM. Mnentudukanus, ayreHTHUKanus U aBropusanus. AyreHTH(uKanus
Ha OCHOBE MMapoJiei, Ha OCHOBE BHEUTHUX HOCHUTENCH Kiltoua, OMoMeTpuuecKas ayTeHTU(UKAIIHSL.

Tema 3.2. UndopmannonHas 0e3011aCHOCTh ONePallHOHHBIX cucTeM ceMeiictBa Windows.
VYnpaBieHne JOCTYIIOM B ONEpAallMOHHBIX  cucTeMax  cemeiictBa  Windows.
Unentudukanus, ayreHTUPUKAIUS W aBTOpU3ALMS B OMNEPAlMOHHBIX CHUCTEMaX CeMeicTBa
Windows. Peanuzamust ayaura B OnepaiioHHbIX cucTeMax cemeiicrBa Windows.
Tema 3.3. UndopmanronHas 6e30MacHOCTh ONEPALMOHHBIX CHCTEM cemeiicTBa Linux.
YrpaBiieHre JOCTYIIOM B ONEPAIIMOHHBIX CHcTeMax cemelictBa Linux. UnenTudukarms,
ayTeHTU(UKALUS M aBTOpPH3alUsl B OMNEPALMOHHBIX CHUCTeMaX ceMmeilcTBa Linux.
Peanuzanus aynura B onepaioHHBIX CUCTEMaxX ceMmeicTBa Linux.

Pa3nen 4. OcHoBbl HHGOPMAIITUOHHON 0€30MACHOCTH B JIOKAJIbHBIX BHIYUCINTEIbHBIX
ceTfx.

Tema 4.1. BBeieHue B apXHTEKTYPY JOKAJIbHBIX BBIYHCIUTEIbHBIX CETECH.
JlokanpHbie BhIUMCTUTENBbHBIE ceTH. Monens ISO/OSI. ApxuTekTypa W OCHOBHBIE
IIPOTOKOJIBI JIOKAJIbHBIX BEIYMCIUTEIIBHBIX CETEH.

Tema 4.2. CereBble yrpo3bl 1 MeTOAbI IPOTHBOACHCTBHA UM.

Krnaccugukanum ceteBblx yrpos, ysa3Bumoctedl M artak. CeTeBble aTaku Ha pa3iM4YHBIX
ypoBHsix wmojenu ISO/OSI. Knaccudukaiuss BpeJOHOCHOTO NPOTrPaMMHOIO 0OecreueHHs.
[Tpu3Haky NpUCYTCTBHSI BPEJOHOCHOTO TPOrPaMMHOT0 o0ecrieueHusi. MeToabl OOHapyKEHHUS.

Tema 4.3. MeskcereBble IKPaHbI.

MesxcereBble sKkpanbl (M3). Mecto u pons M3 B obecriedeHnn ceTeBoi 6€30MacHOCTH.
Knaccudukammst MD. OcHoBHbIe BO3MOkHOCTH MD. JlocTomHCTBa M HemocTaTku MDO.
[TocTpoenue npaBui GpUIbTPALHH.

Pa3nea 5. Kpunrorpaguyeckue MeToabl 3alIMTHI MHH(pOpManuu.

Tema 5.1. BBenenue B kpunrorpagpuyeckne MeToAbl 3allIMThI HH(OPMaLHH.



Ucropuueckuii ouepk pa3Butus kpunrtorpadun. CUMMETpUYHAsT U aCUMMETPUYHAS
kpunrorpadus. BeruucnuTensHO CioXHBIE 3amaud  Marematuku. Kpunrocucrema RSA.
[Tonsatue xpunrorpaduyeckoro mnportokona. CBONCTBa MHPOTOKOJIOB, XapaKTEPU3YIOIIME HX
6e3omacHOCTh. Cxembl IU(POBOI MOATUCH.

5. O0pa3oBare/ibHbIe TEXHOJIOTHMH, B TOM 4YHCJIe TEXHOJOTHH 3JIEKTPOHHOI0 O0y4YeHHs
AUCTAHUHMOHHBIC 00pa3oBaTe/ibHbIe TEXHOJIOTHHM, HCIIOJb3yeMble INPH OCYIIeCTBJEHHH
0o0pa3oBaTeIbHOIO NMpouecca Mo JMCIUIIHHE

B npornecce 06ydeHns UCIONB3YIOTCS Celyrolue 00pa3oBaTeIbHbIE TEXHOJIOTUU

BBoaHas JieknMs — Ja€T IEpPBOE LEIOCTHOE INPEJACTABICHHE O MAUCLMILUIMHE U
OPUEHTUPYET CTYJEHTa B CUCTEME M3y4eHMs NaHHON IUCUMILIMHBI. CTYAEHTBI 3HAKOMATCA C
Ha3HAUYEHHEM W 33/1adaMU Kypca, €ro pojibl0 M MECTOM B CHUCTeME y4YeOHBIX NUCIHIUIMH U B
cucTeMe IMOATOTOBKM B LieioM. Jlaercs kpaTkuil 0030p Kypca, MCTOpPHUsSl pa3BUTHS HAayKU U
NPaKTUKH, TOCTHXKEHUS B 3TOH cdepe, NMeHa U3BECTHBIX YUYEHBIX, U3JIaraloTCs MepCIeKTUBHBIC
HampaBieHus ucciaenoBaHuid. Ha 9SToH  JekuMM  BBICKa3bIBAlOTCS  METOAMYECKHE U
OpraHM3al[MOHHbIE OCOOEHHOCTH pabOThl B paMKax JaHHOM IMCUUIUIMHBI, a TaKXKe Jaercs
aHaJIu3 PEKOMEH1yeMOol y4eOHO-METOJMUECKOM JIUTEepaTypHl.

AxageMuyecKasi JeKuus (Jekuus o01ero Kypca) — nocie0BaTelbHOE  U3JI0KECHHE
Mmarepuaiga, OCYLIECTBISEMOE MPEUMYLIECTBEHHO B BUJAE MOHOJIOIa IpernojaBaTelis.
TpeboBaHMs KaKkaAeMHUYECKON JIGKIIMU: COBPEMEHHBIN HAay4HBIH YpOBEHb, WH(OPMATHBHOCTb,
yOeauTenbHas aprymMeHTalusi, JOCTYIHas W TMOHSATHas pedb, YeTKas CTPYKTypa M JIOTHKA,
HaJIMYMe MPHUMEPOB, 000CHOBaHUH, (akToB. ComepikaHue JEKIUH JTOJHDKHO OXBAaTHIBATh JIMOO
TEMy B LI€JIOM, JUOO €€ JIOTMYECKHM 3aBEepLICHHYI 4acTb. IlocienoBaTenbHOCTh H3JI0KEHHS
JEKIIMOHHOTO MaTepuasia JOJDKHA 10 BO3MOXHOCTH YYHTHIBATH €r0 BOCTPEOOBAaHHOCTH B
[1apaJUIEIILHO BBIIOJIHAEMBIX 3a1aHuAX. OJHOBPEMEHHO U1 JIYYIIErO BOCIPUATHUS JIEKIIMOHHOTO
MaTepuaia HUCIHOJb3YeTCsl BM3yaJbHbIH MaTepuanl B BHAE INPE3CHTALUA. ITO IO3BOJISIET
OJTHOBPEMEHHO 3aJIeliCTBOBaTh HECKOJIbKO KaHaJOB BOCHPHUATHS M 3a CUYET IOCTOSHHOI'O
NEPEKIIIOYCHUSI KAaHAIOB, JOCTHYh OOJNbIIeH KOHIEHTpanuu BHUMaHUsA. CTpyKTypHOE
U3JI0KEHUEe JIeKIUM JOJDKHO CIIOCOOCTBOBATh IOSBICHHUIO M IOCTOSHHOMY HOJIEP)KaHUIO
MHTEpeca K U3y4aeMoil TeMe, 4TO JIOCTUIaeTcs 3a CUeT MPUBEJIEHUS JOCTATOYHOIO KOJIMYECTBa
IIPUMEPOB M3 MPAKTUKH, KaK IIOJIOXKHUTEIbHBIX, TaK W OTpPHULATENbHBIX. /[l KOHTpOms
NOHMMAHHSA MaTepHajla U HCIHOJb3YEMBbIX METOJOB HEOOXOAMMO B IIpolecce JEKIUU
HOJ/IEP)KUBAaTh OOPATHYIO CBSA3b C ayJUTOpPHEN, OCTPOCHHYIO PAa3IMYHBIMU CIIOCOOAaMU, KaK B
BapHaHTE IPUBEIEHUS COOCTBEHHBIX NPHUMEPOB CIYLIATENsMU, YTO IIO3BOJIAET OTCIIEIUTh
YPOBEHb IOHMMAHHS OTAEIBHBIX TEOPETHMUECKHUX BOIPOCOB, TaK W B BapUaHTE BOIPOC-
OTBETHOTI'O XOJ[a 10 OCHOBHBIM (BaXXKHBIM) CTPYKTYPHBIM OJIOKaM TEMBI.

Jleknus-0ecena mpeanosaraeT AMAjIor CO CIYIIATENSIMH, TO €CThb HEMOCPEICTBEHHBIN
KOHTAKT ¢ ayautopuend. [lonoOHbIi popMaT ymecTeH /Aiisl BbIpaOOTKHU 0a30BbIX MOHITUH Kypca, a
Takke OOCYXJEHUS KOHKPETHBIX COLMANbHBIX M MOJUTHYECKMX CHUTYyalud, KOTOpbIE
WUTIOCTPUPYIOT paccMaTpUBaeMble TEOPETHUECKHE TMOJoXkeHus. B xoxme nexkumit Moryr
NPUMEHATHCS MHTEPAKTUBHBIE METOJbl OOYy4eHHUs, B 4aCTHOCTU paldoTa B Mapax MM MalbIX
rpynnax. Hanpumep, cTyneHTaM MOXKHO J1aTh 3ajaHue, paboTasi B apax, NpuayMaTh IpUMeEpbI
TOTO0 WJIM MHOTO COLMAIBLHO-TIOJIMTUYECKOTO SIBJIEHUS WM npouecca. CTyaeHTaM Mpeasaraercs
clenaTh 3TO CaMOCTOSTENIbHO, HAMMCAB HECKOJIbKO BO3MOXHBIX BapUaHTOB OTBETA. 3aTeM —
0o0CYIUTh TaHHBII BOIPOC B Mapax M BbIPaOOTaTh OOLIMIl criucok. Pe3ynbTaTsl 03By4HMBaIOTCH,
CTYJEHTBI AOIMOJIHAIOT OTBETHI APYT ApPYyTa.

IIpoGiaemHass JekuMsi — W3JIOKEHHE MaTepuaia, IPEANoararniee IMMOCTAaHOBKY
NpOOJIEMHBIX M JUCKYCCHOHHBIX BOIIPOCOB, OCBEIEHHE PA3JIMYHBIX HAyYHBIX I0JXOJIOB,
aBTOPCKHE KOMMEHTApHHM, CBSI3aHHBIE C PA3IMYHBIMM MOJENISIMHM HHTEPIPETALMU U3y4aeMOro
MmaTepuaia. [IpoGremHast JieKIHsl HaUMHAETCS C BOIPOCOB, C MOCTAHOBKH MPOOJIEMBI, KOTOPYIO B
XO0JIe M3JIOKEHUS MaTepuaja HeoO0XOAMMO pemuTh. B Jjekiuu coderaroTcss npoOieMHbIe U
uH(popMalnoHHble Hayana. [Ipm 3TOM mpolecc MO3HAHUS CTYIEHTOB B COTPYJHUYECTBE M



JMajore ¢ mpenojaBaTeneM NMpUOIMKaeTcss K MOMCKOBOM, MCCIIEN0BAaTEIbCKON /IEATEIbHOCTH.
Conepxanrie mpoOJIeMbl pacKphIBa€TCS IyTEM OpraHU3alMM IIOMCKAa €€ pelIeHHUs WIu
CYMMHPOBAHM M aHAIN3a TPAAULIMOHHBIX M COBPEMEHHBIX TOUEK 3PCHUS.

Bujgeonexkuusi — THI JIGKIUH, YY4EOHOTO MEpONPHUATHS, MpEeIHA3HAUYCHHOTO ISt
nepeaayr oOydyarolmMMCsl TEMAaTHYECKOro COJEpKaHMs ¢ Lelbio (POPMUPOBAHMS 3HAHUM MO0
IPEICTaBICHUA M HUCHOJB3YIOUIEr0 JUId O3TOM LEeIdM BHUJEOMarepual, Kak IpaBuio,
TPAHCIUPYIOLIMICSA Ha SKPaH, MOHUTOPBI KOMITBIOTEPOB JIMOO MHTEPAKTUBHYIO JJOCKY.

IIpakTnyeckoe 3aHATHEe — 3aHATUE, ITOCBALICHHOE OCBOCHUIO KOHKPETHBIX YMEHHUH U
HABBIKOB U 3aKPEILICHUIO NIOJYyYEHHBIX HA JEKLIUU 3HAHUH.

Teer - mnpocreiimelr (GopMoil KOHTpOJS, HANpaBIEHHOW HA TPOBEPKY BIaJICHHUS
KOHKPETHBIMH 3HaHMSIMH W COCTOUT M3 HEOOJBIIOr0 KOJMYECTBA 3JIEMEHTapHBIX 3ajad;
IpesocTaBiIsieT coO00H BO3MOKHOCTh BEIOOPA U3 NIEPEUHS OTBETOB;

JlonojiHuTeIbHOE 3aAaHMe - (¢dopMmMa OpraHu3alMu  y4yeOHOM  JesATEeIbHOCTH,
OpUEHTUPOBaHHAsl Ha YCTPaHEHUE HEIOCTATKOB B 3HAHMSIX 10 KOHKPETHOMY HAalpaBJIEHUIO,
JUCLUIUIMHE, TEMaTUKe OTAENbHOW TpyHNbl ydaluxcs, 100, HA000pOT yriiyOJeHHOMY
U3YYEHUIO ONpPEJEICHHON MNpeaMEeTHOM o0nacTu, OTBevarouled MNoTpeOHOCTSIM, HHTepecaM
TPYIIBI yYaIUXCA.

DOneKTpoHHBIN yueOHbI Kypc «be30macHOCTh B COBPEMEHHON MHPOPMALMOHHON cpeie»
Ha mardopme onnaiiH-o0y4yenus DemidOnline, B koTopom:

- NPEJCTaBICHbl BUICO-JICKIUH MO BCEM TEMaM AWUCIUIUIMHBI M TPE3EHTAlUU K
HHM;

- IpE/ICTaBICHBI TEKCTHI JIEKINH 110 BCEM TeMaM JTUCHUIUINHBI;

- NPEJCTaBICHbl TpaBWJIa TPOXOXKICHUS MPOMEKYTOUYHOW aTTECTAllMH 10
JMCLUILINHE;

- IPE/ICTaBICHbl TECTHl IO TeMaM JIUCHUIUIMHBI JUUIsI CaMOCTOSITEIbHOW paboThI
00yJaromuxcs;

- oCpeaCTBOM (OpyMa OCYIIECTBIISICTCS CHHXPOHHOE H (WJIM) ACHHXPOHHOE
B3aUMO/IeiCTBHE MKy 00yJaroIMMUCS U IpernoaBaTeieM B paMKax U3y4eHUs AUCHUTUINHBL.

6. IlepedyeHb JMIEH3HMOHHOTO W (MJIM) CBOOOJHO PACHPOCTPAHSEMOIO IPOIPAMMHOIO
ol0ecrieyeHusi, MCNOJIb3YyeMOro MPH OCYILIEeCTBJIEHUM O00pa3oBaTeJbLHOI0 Ipolnecca 1o
AUCHHUIINHE

B mpouecce ocymectBieHuss 00pa3oBaTENbHOTO  Mpolecca IO JAUCLHUIUIMHE
UCTIONB3YIOTCS: A7 (OPMHPOBAHUS MaTEpUaNioB JUIsI TEKYILEro KOHTPOJS YCHEBAEMOCTH U
IIPOBEJCHUS MPOMEKYTOUHOM aTTectanuu, Ajid GOPMUPOBAHUS METOJNYECKUX MaTEpUANIOB IO
JUCLIUIIINHE:

- [Iporpammsl Microsoft Office;

- M3marennckas cucrema LaTex;

- Adobe Acrobat Reader.

7. IlepeueHb coBpeMeHHBIX NPO(ecCHOHAIBHBIX 0a3 AaHHBIX M HMHG(OPMALHOHHBIX
CIIPABOYHBIX CHCTEM, HCI0JIb3YeMbIX NPH OCYLIECTBJICHUH 00pa30BaTeIbHOIO NpoLecca mno
AUCHUILINHE

B npomecce ocymiectBieHus — 00pa3oBaTENBHOrO — Mpolecca MO JUCIUIIIMHE
HCIOJIB3YIOTCS:

- ABToMaTH3upoBaHHas OubnuoreuHo-uHpopmanuonHas cucrema «bBYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnekTpoHHO-0MOMMoTeuHas cucrema «lOpaiit» https://urait.ru/

- DIEKTPOHHO-OMOINOTETHAS cucremMa «KoHCcypTanT Crynenra»
https://www.studentlibrary.ru/

- DnekTpoHHO-0nbMMoTeuHas cuctema «Jlaub» http://e.lanbook.com/



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://urait.ru/
https://www.studentlibrary.ru/
http://e.lanbook.com/

8. IlepeyeHp OCHOBHOM ¥ JONOJHUTENbHOH Y4YeOHOHl JIMTEPaTypbl, pPecypcoB
HH(OPMANMOHHO-TEJIEKOMMYHUKANUOHHON ceTH «MHTepHeT» (IPU HEOOXOAMMOCTH),
PEeKOMeH/1yeMbIX LISl 0CBOCHHS I CUMIIJIMHbI

a) OCHOBHAsI JIUTEepaTypa

1. be3onacHocTh B coBpemMeHHOW HH(popMannoHHOW cpeae. Yacte 1: ydeOHOe
nocodue. B.H. Kuszes, .M. Mypun; Apocn. roc. yu-t um. ILI. JemunoBa. - Spocnapib:
NHNTO, 2021. — 158 c. [https://e.lanbook.com/book/75150]

2. Horagun, H. b. Apxutekrypa kommbiotepa : yuebnoe mocooue / H. b. Jloranus.
— 4-e u3n. — Mocksa : JIaboparopwus 3nanuii, 2020. — 274 c.

3. Byza, M. K. Apxutekrypa xommbiorepoB : yueOHuK / M. K. By3a. — MuHcK :
Beimmitnrast mikona, 2015. — 414 c. [https://e.lanbook.com/book/75150]

4. CononeBuy, A. B. Kommnbiorepusie cetu : yuebnuk / A. B. CononeBnd. — MuHCK
: PUIIO, 2021. — 208 c. [https://e.lanbook.com/book/194950]
5. Pakutun, P. 10. Komnsiotepusie cetn : yuedHOe mocodue / P. FO. Pakutun, E. B.

Mockanenko. — bapuayn : Antl'TIY, 2019. — 340 c. [https://e.lanbook.com/book/139182]
6. Kopxwuk, B. U. OcHoBsl kpuntorpaduu : yaedHoe mocodue / B. Y. Kopxuk, B. A.

SIkoBIEB. — Cankr-IlerepOypr : Nutepmenus, 2017. — 312 C.
[https://e.lanbook.com/book/161359]

0) 10MOJIHUTE/IbHASA JIUTepaTypa

1. Koncturynus Poccuiickoii @enepauuu: [IpUHATa BCEHAPOAHBIM T'OJIOCOBAHUEM
12.12.1993 ¢ wu3MEHEHUsIMH, OJOOPEHHBIMH B XOJA€ OOILEPOCCUICKOTO TIOJO0COBaHUS
01.07.2020]. — Jloctyn u3 chpaBOYHO-NIPaBOBOM cucTeMbl «KoHcymbTanTmIrOCy. — TekcT:
AIEKTPOHHBIN.

2. VYronosHeiil koaekc Poccuiickoit @enepannn: PenepanbHbii 3akoH 0T 13.06.1996
No63-@3: [mpunsr ['ocynapcrBennoit JJymoit 24.05.1996]: (c u3MEHEHHUSIMU U JIOTIOJIHEHUSIMHU ).
— JlocTyn U3 cupaBo4HO-TIPaBOBOM cucTeMbl «KOHCYIBTAHTIUIIOCY). — TEKCT: AIEKTPOHHBIH.

3. Kognexc Poccuiickoii ®enepanuu 00 aJMUHHCTPATUBHBIX IPABOHAPYIICHUSIX:
®enepanbHblil 3ak0H OT 30.12.2001 Nel95-®3: [npunar 'ocynapctsennoi Jdymoit 20.12.2001]:
(c U3MEHEeHMSIMM U JOINOJIHEHUsMH). — JlocTynm U3 CHpaBOYHO-TIPABOBOM CUCTEMBI
«KoHCynbTaHTILIOCY). — T €KCT: 3JIEKTPOHHBII.

4. TpynoBoii konekc Poccutickoit ®enepaunn: denepanbubiii 3akoH ot 30.12.2001
Ne197-®3: [mpunst 'ocymnapctennoit JJymoii 21.12.2001]: (c u3MeHEHUSAMH U TOTIOTHEHHUSIMHU ).
— JlocTyn U3 CripaBOYHO-TIPABOBOM cUCTEMbI «KOHCYIBTAHTILIIOCY). — TEKCT: 3JIEKTPOHHBIN.

S. @enepanbHbiii  3akoH  or  27.07.2006  Nel49-03  «O6  mHopmanuu,
WH()OPMAIIMOHHBIX TEXHOJIOTHAX U 0 3amuTe uHpopmarumy: [mpuHsaT ['ocynapcrBennoit ymoit
08.07.2006]: (c M3MEHEHUSAMH U JOMOJHEHUAMH). — JloCTyn U3 CIpaBOYHO-TIPABOBOM CHCTEMBI
«KoHCYnpTaHTIIIIOC». —TEeKCT: 2JIEKTPOHHBIN.

6. ®epnepanbubiii 3akoH 0T 27.07.2006 Nel52-®3 «O mnepcoHAIbHBIX NAHHBIX»:
[mpunsT ['ocynapctBennoi [{ymoit 08.07.2006]: (¢ n3MeHEHUAMHU U TONOJIHEHUsIMH). — JlocTyn
U3 CIIPaBOYHO-IIPaBOBOM CUCTEMBI «KOHCYIBTaHTILIIOCY. — [ €KCT: 2JIEKTPOHHBIM.

7. [Tomoxenune o mopsiKe 0OpaIeHUs CO CITYKeOHOW HHPOPMAITHEH OrPaHMYEHHOTO
pacrpocTpaHeHus B eiepalbHbIX OpraHax UCIOJIHUTEFHON BIACTH, YIIOJIHOMOYEHHOM OpraHe
yIpaBieHUs UCTIOJIb30BaHUEM aTOMHOM 3HEPrHMM U YMOJIHOMOYEHHOM OpraHe 1Mo KOCMHYECKON
nestenbHOCTHY: [yTBepkiaeHo IlocranoBnenuem IlpaBurensctBa Poccuiickoit denepanuu ot

03.11.1994 Nel233]: (c u3MeHEHUSIMU U JOMOJHEHUsAMHU). — JlocTyn U3 cripaBOYHO-TIPaBOBOM
cuctembl «KOHCYIBTaHTILIIOC». — T €KCT: 3JIEKTPOHHBIN.
8. TpeboBanusi K 3alIUTe TMEPCOHAJIBHBIX JAHHBIX MpH HX 00paboTke B

I/IH(I)OpMaI_II/IOHHBIX CUCTCMax TICPCOHAJIBHBIX  NAaHHBIX!: [YTBep)KI[eHBI IlocTranoBineHueM



[IpaButensctBa Poccuiickoit @enepaunn ot 01.11.2012 Nel119]. — Jloctyn u3 crnpaBO4YHO-
npaBoBol cucteMbl «KoHcynpranTnllimtocy. —TeKCT: 37eKTpOHHBI.

9. [lepeuenr Mep, HampaBJICHHBIX Ha OOECIEUYEHHE BBINOJHEHUS OOS3aHHOCTEH,
npenycMoTpeHHbIX dDenepanbHbIM 3aKOHOM «O IEPCOHAIBHBIX JAHHBIX» M MPUHATHIMU B
COOTBETCTBUM C HHMM HOPMAaTHMBHBIMHU IPAaBOBBIMU AaKTaMH, ONEpPaTOpPaMH, SBIISAIOLIMMUCS
rOCyIlapCTBEHHbIMH WJIM MYHMLMIAIBHBIMM OpraHamu: [yrBepxkzaeH IlocraHoBieHunem
[IpaButensctBa Poccuiickoit ®Depepanmu ot 21.03.2012 Ne211]: (¢ u3MEHEHUAMH U
JononHeHusamMu). — Jloctyn u3 cnpaBouyHo-lipaBoBoi cucteMbl «KoncynpTantnllimtoc». —
TeKCT: AEeKTPOHHBIN.

10.  Ilonmoxenue 00  OCOOEHHOCTSIX  0OpaOOTKM  TEpPCOHANBHBIX  JAaHHBIX,
OCYIIIECTBIISIEMO 0€3 MCIONIb30BaHMsI CPEJICTB aBTOMAaTU3aluu: [yTBepxaeHo [loctaHoBIeHuEM
[IpaButensctBa Poccuiickoit ®enepamuu ot 15.09.2008 Ne687]. — Joctyn u3 crpaBOYHO-
npaBoBoil cucteMbl «KoHcynbTanTnllmtocy. —TeKCT: AIeKTPOHHBIMN.

11.  TpeOGoBanus K MaTepUAIbHBIM HOCHTEISIM OHOMETPUYECKHX IEPCOHATIBHBIX
JAHHBIX W TEXHOJOTHSM XpaHEHWs TaKuX JaHHBIX BHE HMH(POPMAIMOHHBIX CHCTEM
NEPCOHAIbHBIX JaHHbIX: [yTBepkaeHo IlocranoBnenuem IlpaButensctBa Poccuiickoi

Oeneparn o1 06.07.2008 Ne512]: (¢ u3MeHeHUsAMH U JAomnoiHeHusiMu). — JlocTynm wus
CIIpaBO4HO-IIPaBoBOM cuctemsbl «KoHcynbTanTnl imroc». —TeKeT: AIeKTPOHHBIN.
12. Meroauyeckue peKOMEHAAIMHU O YBEIOMIICHHIO YIOJIHOMOYEHHOTO OpraHa o

Havajie 00pabOTKH NEPCOHANBHBIX JTAHHBIX M O BHECCHUH M3MCHCHUU B paHee MPECTaBICHHbBIC
cBefieHus: [yTBepxkAeHbl npukazoMm Pockomuamzopa ot 30.05.2017 Ne94]: (c u3MeHEHUSIMH U

JononHeHusMu). — Jloctyn u3 cmpaBouyHo-nipaBoBoi cuctembl «KoncynpTantnllimoc». —
TekcT: 31eKTPOHHBIN.

13. TpebGoBammss © MeTOABI 1O OOE3TMYMBAHHUIO TEPCOHAIBHBIX  JAHHBIX:
[yrBepxkaenbl npukazoMm Pockomuamzopa ot 05.09.2013 Ne996]. — [ocTyn u3 cHpaBOYHO-
paBoBoil cuctemsl «KoHcynbranTnl imroc». —TeKeT: 21eKTpOHHBIN.

14.  CocraB u conep:kaHue OPraHU3AIMOHHBIX U TEXHUYECKUX MEp MO 00ECIIeYeHHIO

0€30IIaCHOCTH TEPCOHATBHBIX JAHHBIX MpHU UX 00paboTKe B HMH(POPMAIMOHHBIX CHCTEMAax
NEePCOHANBHBIX NaHHBIX: [yTBepxAeHbl mpukazoMm DPCTOK Poccum ot 18.02.2013 Ne2l1]: (c
U3MEHEHUSMU U  JOMOJHEHMsMH). — JlocTym M3  CIpaBOYHO-TIPAaBOBOM  CHUCTEMBI
«Koncynprantnllntoc». —TekeT: 3JIeKTpOHHBII.

15.  bazomas monens yrpo3 0€30MacHOCTH MEPCOHATBHBIX JaHHBIX MPU UX 00paboTKe
B MH(OPMALIMOHHBIX CHCTEMax NEepCOHANbHbIX JaHHBIX (Bbimucka): [yTBepxaeHa 3amecTuTeneM
nupekropa D@CTIK Poccum 15.02.2008]. — Jloctyn u3 CHpaBOYHO-TIPABOBOM CHCTEMBI
«Koncynprantnllntoc». —TekeT: 3JIeKTpOHHBIN.

16. Meronuka omnpeneneHuss aKTyalbHBIX YIrpo3 O€30MacHOCTH IEPCOHATBHBIX
JAHHBIX MpU HUX 00paboTke B HWH(POPMALMOHHBIX CHCTEMax IEPCOHAIBHBIX JAHHBIX:
[yrBepxnaena 3amectutenem aupekropa DOCTIK Poccum 14.02.2008]. — J[octyn wu3
crpaBo4YHO-NIPaBoBoi cucteMbl «KoHcynpTanTnImr0c». —TeKCT: 31eKTPOHHBIN.

17.  CocraB u cojepkaHue OpraHU3aLMOHHBIX U TEXHUYECKUX MEp MO 00eCIeUeHHUI0
0€30IaCHOCTH TEPCOHATBHBIX JAHHBIX MpPU HX 00paboTke B HH(POPMAIIMOHHBIX CHCTEMAax
NEPCOHAIBHBIX JJAaHHBIX C UCIOJB30BAaHUEM CPEICTB KpUNTOrpaduueckoi 3aiuThl HH(pOpMaLuy,
HEOOXO/JUMBIX ISl BBINOJHEHHUs ycTaHOBIeHHbIX IIpaBurtensctBoMm Poccuiickoit depeparuu
TpeOOBaHUI K 3alllUTe MEPCOHANbHBIX JaHHBIX AJI KaXJO0ro M3 YpOBHEH 3allUIIEHHOCTH:
[yrBepxnaenbl npukazoM PCBb Poccum or 10.07.2014 Ne378]. — Jloctyn M3 CHpaBOYHO-
npaBoBoi cucteMbl «KoHcynpTanTnllmocy. —TeKCT: AIeKTPOHHBIN.

18.  Meronuyeckue peKOMEHJIAIMH M0 pa3pabOoTKe HOPMATHBHBIX MPABOBBIX AKTOB,
OTIpEeACIAIONINX YTPO3bl O€30MaCHOCTH NEPCOHANBHBIX JAHHBIX, aKTyaldbHble MpU 00padoTKe
NEpCOHANBHBIX  JAHHBIX B  MH(POPMALIMOHHBIX  CHUCTEMax IE€PCOHAJIBHBIX  JIAaHHBIX,
AKCIUTYaTUPYEMBIX MIPU OCYLIECTBICHUH COOTBETCTBYIOIIMX BUJIOB ACSTENLHOCTHU: [ yTBEPKIECHBI
pykoBozactBoM 8 Ilentpa @CB Poccum 31.03.2015 Ne149/7/2/6-432]. — JlocTyn U3 cipaBO4HO-
npaBoBoil cucteMbl «KoHcynpTanTnllmocy. —TeKCT: ANeKTPOHHBIN.



19. TOCT P 51275-2006 3amwmra wundpopmanuu. OOBEKT HHPOPMATH3AIIH.

®dakTopsbl, Bo3aeicTByOmUE Ha HHPopManuto. O0mmue nojgoxenus. — JlocTyn u3 crnpaBovHO-
nipaBoBoit cucteMbl K TEXOKCITEPTY». —TeKCT: 37eKTpOHHBIM.

20. Intel 64 and 1A-32 Architectures Software Developer’s Manual [DnexTpoHHBbIi
pecypc] — DnekTpoH. TekcToBbie naH. —Ilocnennee obnoBimenue : 16.11.2020. — Pexum

noctyma: https://software.intel.com/content/www/us/en/develop/articles/intel-sdm.html.

B) pecypcnl cetu «AHTEpHET»

1. Hayunas 6ubmuoteka SIpI'Y - http://www.lib.uniyar.ac.ru/content/resource/net_res.php
2. Hayunas snextponHas oubnmoreka «eLIBRARY .ru» - http://elibrary.ru

3. DnektponHas GuénnoTeunas cucrema «FOPAUTy https://biblio-online.ru/

4. PedpeparuBnas 0aza nanubix «Web of Science» - https://webofknowledge.com

5. PedpeparuBHas 6a3a qaHHBIX «Scopusy» - https://www.scopus.com/

9. MaTepuajibHO-TeXHUYeCKas 0a3a, HeO0OX0AMMAas ISl OCYLIECTBJIEHUS 00Pa30BaTEIbLHOI0
npoiuecca no JMCUMIINHE

MartepuanbHo-TeXHUUYECKask 6a3a, HeoOXoauMas sl OCYILECTBICHHS 00pa30BaTeIbHOIO
rpoiiecca 1o AUCIUIUTMHE BKIIOYAET B CBOM COCTAB CIEIUATbHBIC TTOMEIICHUS:

-y4eOHbIe ayAUTOPUHU IS IPOBEICHUS 3aHATUHN JIEKIIMOHHOTO TUIIA;

-y4eOHBIC ayIUTOPUHU JJIs IPOBEIACHHS Ta0OPATOPHBIX PabOT, OCHAIIEHHBIC CPEICTBAMH
BBIUMCIUTENFHON TEXHUKU, MOAIEPKUBAIOIIMMU MPOrpaMMHOE OOECIeUYeHHe, YKa3aHHOE B
IIYHKTE 6;

- yueOHbIe AayOUTOPUH IS TPOBEACHHS TPYNINOBBIX U HUHIUBUAYATbHBIX
KOHCYJIbTAIUI;

- yueOHbIe ayAUTOPUM AJSl MPOBEIEHUS TEKYIIET0 KOHTPOJIS M MPOMEXKYTOYHOM
aTTeCTaIluu;

- MTOMEIICHUS JJISI CAMOCTOSITEIIbHON pabOTHI;

- MOMEIICHUS Il XpaHEHUsI U MPOPUIAKTUUECKOr0 OOCITYKMBAHUS TEXHHUUYECKHUX
CPEICTB OOyUEHHUSI.

[Tomemienust 1jig caMOCTOSTENBHON pabOThl OOYYarOIIMXCS OCHAILEHBl KOMITbIOTEPHOU
TEXHUKOW C BO3MOXKHOCTHIO MOAKIIOUEHHUs K ceTH «MHTepHeT» M obecrneueHueM JOoCTyma B
AJIEKTPOHHYIO HH(POPMAIIMOHHO-00Pa30BaTEIbHYIO CPEY OpraHU3aI|H.

Yucno mocaJoyHbIX MECT B JIEKIIMOHHOW ayAuTOpuu Ooiiblie JU00 PaBHO CIIUCOYHOMY
COCTaBy TOTOKAa, a B ayJUTOPUU JJIS MPAKTUUECKUX 3aHATUM (CEMHUHAPOB) — CIHCOYHOMY
COCTaBY T'PYIIIbI 00YYArOIIHXCA.

Kangunat ¢usuko-mMaTreMaTHUECKUX HAyK AM. Mypun
00IIICHOCb, YUeHas: Cmenetd n.0. ©amunua
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[Mpuniaoxenne Nel k padoyeil nporpamMMme JUCIUTIIAHbBI
«be3onmacHOCTb B COBpeMeHHOII HH(OPMALMOHHOM cpeae»

DoHJ O1LIEHOYHBIX CpeacCTB AJid NPOBECACHUSA TEKYHICI0 KOHTPOJIA YCIIEBAEMOCTH U
HpOMe)KyTO'-IHOﬁ aTTeCTAalud CTYACHTOB IO JUCHUIIJINHE

1. TunoBbIe KOHTPOJIbHBIC 3aIaHUA 1 HHBIC MaTE€PHUAJIbl, HCII0JIB3YyEMbIC B IIpoLeCCe
TEKYLIET0 KOHTPOJIA YCII€BACEMOCTH

1. 1. KoHTpo/bHbBIE 3a1aHUS U HHbIE MATEPUAJIbI, HCIOJIb3yeMble B Npolecce TeKy e
aTrecTaluu

KouTponbHble  3aHATHS,  3a4eT  OOECMEYMBAIOT  TEKYI[yl0O U HTOTOBYIO
T GepeHIIMPOBAHHYI0 HH(POPMAIIUIO O CTENEHH OCBOCHHUS TEOPETUYECKHX W METOIMYECKHX
3HaHUH-yYMEeHUH U TPO(HEeCCHOHAIBHOM MOATOTOBKE KaX/I0TO CTY/ICHTA.

B kauecTBe KpUTEPUEB OILEHKU BBICTYMAIOT KOHTPOJIbHBIC TPEOOBAHHS, OCHOBAHHBIC Ha
MCIIOJIb30BaHUH TPOMJICHHOTO MaTepHralia, a TAKKe JOMOJHUTEIIbHON JINTEPATYPHI.

Texywuii KoHmpolb - TIO3BOJIAET OIIGHUTHh CTEIICHb OCBOCHHS pasfielia, TEMbI, BHUJA
yueOHOI paboThl, oOecredynBacT NHPOPMAIUIO O XOJE BBIOJHECHUS CTYICHTAMH KOHKPETHOTO
paszzena, Buaa yueOHOM paboThlI.

Ilpomedxxcymounwiti  Konmpois -  JTaeT  BO3MOXHOCTb  BBISIBUTH  YPOBEHB
PO eCCUOHATILHOM MOATOTOBKHU CTYICHTA.

Tect o Teme 1.1 I[IpaBoBbIe OCHOBBI OOecnieueHUs HH()OPMALIMOHHON OE301aCHOCTH

Texyumas arrecrauusa B popme Tecra
(nposepka cpopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop U-YK-8.1); OIIK-2 (unouxkamoper U-OIIK-2.1, U-OIIK-2.2, U-OIIK-2.3, H-OIIK-
2.4); OIIK-3 (unouxamop HU-OI1K-3.1)

1. Kakue mnoJjioxkeHusi, CBsI3aHHBbIE C BONpocaMu 00padoTKH HHpOpMAaNNH,
3akpernienbl B Koncruryuuun Poccniickoii @egepannun?

a) [IpaBo Ha HEMTPUKOCHOBEHHOCTh JIMYHON U CEMEHHOMN TailHBI.

0) IIpaBo Ha 0OpaboTKy MH000# HH(DOPMALIUY TFOOBIM BO3MOXKHBIM CIIOCOOOM. B) 3ampeT
Ha 00paboTKy MH(pOpPMAIUK O YaCTHOM >KM3HU Jinila 0e3 ero cornacus. r) [IpaBo Ha momyyeHue
rpakAaHaMHU JOMyCKa K TOCYIapCTBEHHOM TaiiHe.

2. Kakue Buabl wuHpopmanum o0sa3aTeJbHO Tpeldyercd 3amuMmarb B
COOTBETCTBHMH C 3aKOHOAAaTeN1bCcTBOM Poccuiickoii @enepanun:

a) Madopmanus ans ciyxkebHoro noiszoBanus. 6) IlepconanbHble JaHHBIE.

B) ['ocynapcrBenHas TaiiHa. r) BpaueOHas TaiiHa.

1) Bce nepeuncriennsle.

3. B coorBerctBMM ¢ ®DenepaabHbiM  3ak0HOM «O0 uHpopmanuu,
HH(OPMANMOHHBIX TEXHOJIOTUAX U 3alIMTe HH(popMauuw» uHopmanus — 3T0:

a) JIroOble JaHHBIE, TPEICTaBICHHBIE HA MAaTEPHAILHOM HOCHUTEIIE.

6) Cenenust (cooOuieHusl, 1aHHbIe), HE3aBUCUMO OT (OpMBbI UX IpejcTaBieHus. B) He
DHEPIHs U HE MaTepusl.

r) CBeieHus, BOCIPUHUMAEMbIE YEJIOBEKOM U (MJIM) CIIENHaIbHBIMUA YCTPOMCTBAMU Kak
oTpakeHHe (JaKTOB MAaTEPUAIBHOTO WM JYXOBHOT'O MHUpa B IMPOLIECCE KOMMYHUKAIUH.



4, Yro u3 mnepevyHCJIEHHOr0 MOKHO pPaccMAaTpUBaTh Kak 0a3y JaHHBIX B
COOTBETCTBHMH C 3aKOHOAATEJbCTBOM Poccuiickoil @enepaumu:

a) EXCEL Tabnuiy ¢ ynopsaoueHHON U CTPYKTYPUPOBaHHON HH(pOpMaIuei.

0) ®aiin popmara DOC, B KOTOPOM CO3/IaH CIHCOK CIYIIATENICH 3TOH MPOTrpPaMMEI. B)
KapToreky perucrpaTypsl yUpex1eHuUs 31paBOOXPaHEHHUSI.

r) Bce nepeuncnennsie.

S. LenocTHOoCTH HHpOPMALMH — ITO:

a) OOs3aTenbHOE JUIS BBIIOJHEHUS JIULOM, IOJYYHUBIIUM JOCTYNl K OINpPEIEICHHON
uHpopmanuu, TpeOboBaHKE HE MepeaaBaTh TaKylo HH()OPMAIHIO TPETbUM JIMIaM 0€3 COTJiacHs ee
oOJazareis.

0) CocrossHue wH(pOpPMAIMU, MPU KOTOPOM OTCYTCTBYET JIFOOOE e¢ HM3MEHEHHE OO0
M3MEHEHHE OCYILECTBIISETCS TOJIBKO MPeIHaMEPEHHO CyObeKTaMH, UMEIOIIMMHU Ha HETO MPaBo.

B) Bo3MoxHOCTD nony4yeHHnst ”HPOPMALIUU U €€ HCIIOJIb30BAHMS.

6. Ha teppuropuu Poccuiickoit denepainuu 3anpeiieHo pacnpocTpaHeHHeE:

a) Mudopmanmu, koTopas HampaBeHa Ha IpoIarally BoiHbl. 0) KoMMepdaeckoii TaifHbI.

B) MHdopmanmu, xotopas HampaBieHa Ha pa3kKUTaHUE PEIUTHO3HONM HEHABUCTHU. T)
ITepcoHanbHBIX JaHHBIX.

1. I'paxkianun M pUIHYecKOe JIUIO0, OCYLIEeCTB/SIIONINE AeATeIbHOCTh IO
JIKCIIyaTAuMd MHGOPMAIMOHHON CHCTEMbl, B TOM 4HcJe Mo o0padoTke mHpopmMaumu,
coJepikalleiics B ee 0a3ax JaHHBIX — 3TO:

a) O6manaTenp HHGOOPMALIUU.

0) Oneparop HH(HOPMATMOHHON CUCTEMEI.

8. Eciu He omnpeaeneH0 HHOro, onepaTopoM HHMOPMALUOHHON CHCTEMBI
saBJsercs: a) Obaanarens uHGopmanum.

0) CoOCTBEHHUK WCIOJIB3YEMBIX I 00pabOTKH, coaepkaimeics B 0a3ax JaHHBIX
nH(pOpPMaIIUU TEXHUYECKUX CPEJICTB.

B) Jlumo, onpenenstomiee mean o0padboTku HHGOPMAIIMHN U OCYIIECTBIIAIOIIee 00padoTKy
UHpOpMaLUH.

9. He moxkeT ObITH OrpaHU4eH A0CTYII:

a) K uadopmannu o coCToOSIHUM OKpYKaroIien cpeibl.

6) K mnepcoHanbHBIM JaHHBIM TOCYIApPCTBEHHBIX TpakKJaHCKUX chyxkammx. B) K
nH(pOpMaLnH, XpaHsIIENHCcs B OTKPHITHIX POHIaX OMOIHOTEK.

r) K cBenenusiM o 3010TOBaIOTHBIX 3amacax Poccuiickoit denepariuu.

10. Kakyw OTBeTCTBEHHOCTb MOKeT TMOBJe4Yb HapyluleHHe TpeOoBaHUIi
DenepabHbIX 3AKOHOB:

a) YTOJOBHYIO.

0) AucuuniauHapHyto. B) AIMUHUCTPATUBHYIO.

r) I'pasxxgancko-npaBoByto. 1) Bece nepeuncieHHsble.

Tect mo Teme 1.2 3amuTa nNepcoOHANbHBIX JAHHBIX

Tekymas arrecrauus B (popme Tecra
(nposepka cpopmuposannocmu komnemenyuti YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop U-YK-8.1); OIIK-2 (unouxamoper U-OIIK-2.1, U-OIIK-2.2, U-OIIK-2.3, H-OIIK-
2.4); OIIK-3 (unouxamop HU-OIIK-3.1)



1. IlepconajibHbIE JaHHBIE — ITO:

a) CBemeHuss O CyOBEKTE MEPCOHATIBHBIX JAHHBIX HE 3aBUCUMO OT (OpPMBI UX
NIPE/ICTaBIICHHUSI.

0) Jlrobast mHpOpManus, OTHOCSIIASACS K MPSIMO MM KOCBEHHO ONPEACICHHOMY MWIIH
ornpenensieMoMy QU3NIECKOMY JIUIY (CYOBEKTY MEPCOHATBHBIX JJAHHBIX ).

B) JlioGas wuHOpManus, OTHOCAMIASCS K OINPENEJICHHOMY WM OIPEAeIIIEMOMY
buzndecKkomy JHIy (CYOBEKTY NMepCOHATBHBIX JAaHHBIX ).

r) Jlrobas wuH(popManms, OTHOCSIIASACS K ONPEACICHHOMY WIM ONpeAeIsieMOMy Ha
OCHOBAaHMHU TaKOH MH(popMauu GU3NIECKOMY JHUILY (CyOBEKTY MEePCOHAIBHBIX TAHHBIX), B TOM
qucie ero pamuius, UMs, OTYECTBO, T'0OJl, MECSI], AaTa U MECTO POKICHHA, aJpec, CeMEWHoe,
COLIMAIIEHOE, HMYIIECTBEHHOE IIOJIOKEHUE, O00pa3zoBaHue, mpodeccus, JIOXOMAbl, Jpyras
uHpOpMaLHSL.

2. Ha kakue OTHOIIEHHS He pacnpocTpaHsieTcsl JeiicTBUe (eaepaabHOI0
3aK0HA «O NMepCOHANBbHBIX JAHHBIX»?

a) Ha o0paboTKy NepCOHAIBHBIX JIaHHBIX, OTHECEHHBIX B YCTAHOBJIICHHOM TOPSIKE K
CBEJICHUSIM, COCTABJISIFOIIIUM FOCYIapCTBEHHYIO TaiiHYy.

0) Ha 00paboTKy HepCOHANBHBIX JAHHBIX, HCOOXOAUMYIO JIJIsi OCYIIECTBICHUS MPaB U
3aKOHHBIX HHTEPECOB OIEpaTOpa UM TPEThUX JIMII.

B) Ha  o0OpaGoTky  mepcoHaIbHBIX JTAaHHBIX, HE00X0IUMYIO

JUIE  WCIOJHEHUs CyACOHOTO aKTa.

r) Ha oOpaboTKy mepCcOHANbHBIX AAHHBIX (DH3UYECCKHUMH JTUIAMH UCKIFOYHTEIBHO JUIS
JIMYHBIX U CEMEHHBIX HYXJ, €CJIM TIPU 3TOM HE HapyIIAIOTCs IpaBa CyObEKTOB NEPCOHATBHBIX
JAHHBIX.

n) Ha o00paboTKy mepcOHANBHBIX JAHHBIX, TOJICKANIMX OMyOJIMKOBAHUIO —HIIU
00s13aTeTbHOMY PACKPBITHIO B COOTBETCTBHH C (eCPATHHBIM 3aKOHOM.

¢) Ha 00paboTky nepcoHaIbHBIX JaHHBIX, HCOOXOIUMYIO Ul OPTaHU3allui XpaHCHUS,
KOMIUICKTOBAHHS, Y4€Ta W HCIOJIB30BAHUS COACPIKANIUX TCPCOHAIBHBIX JTaHHBIX APXUBHBIX
JIOKYMEHTOB B COOTBETCTBHHM C 3aKOHOJATEIILCTBOM 00 apXWBHOM Jene B Poccuiickoi
denepanuu.

3. DenepanbHblii 3aKk0H «O MEPCOHANBHBIX JAHHBIX» PeryJupyeT OTHOIIECHUS,
CBSI3aHHbIE:

a) UcxmounTenbHO ¢ 00pabOTKON MEepCOHANBHBIX JAHHBIX C MCIOJIb30BAaHUEM CPEJICTB
ABTOMATU3AIIHIH.

0) ¢ 00pabOTKOI MEePCOHANBHBIX JaHHBIX, HE3aBUCUMO OT TOr0 00padaTHIBAIOTCS JIU OHU
C UCIOJIb30BAaHUEM CPE/ICTB aBTOMATH3AI[MH UIIU HET.

B) ¢ 00paboTKO MEePCOHAIbHBIX JTAHHBIX c

HCIOJIb30BaHUEM CPEICTB aBTOMAaTH3allMd, a TaKkke C 00pabOTKON MepCOHATBHBIX
JAHHBIX 0€3 WCIOJNB30BaHUS CPEACTB aBTOMATH3ALMHU, €CIH TaKas 00pabOTKa COOTBETCTBYET
XapakTepy NEeHUCTBUMN, COBEPIIAEMBIX C MEPCOHATBHBIMU JAHHBIMH C UCIOJIH30BAaHUEM CPENICTB
ABTOMATH3AIIHH.

r) ¢ 00paboTKOit MEPCOHAIIbHBIX JAHHBIX 0e3 HCIIOJIb30BaHUS
CpeICTB aBTOMAaTH3aINH.

4. JleicTBHs, B pe3yJibTaTe KOTOPbIX CTAHOBUTCS HEBO3MOKHBIM 0e3
HCIOJIb30BAHMS  JONOJHHUTEJbHOH  HMH(OPMaLMH  ONpedeJMTb  NPHHALIEKHOCTH
MEePCOHANBHBIX JAHHBIX KOHKPETHOMY Cy0ObeKTY IIEPCOHAJBHBIX JaAHHBIX, — 3TO:

a) brokupoBanue nepcoHaNbHBIX JTAHHBIX.

0) YHHUUTOXXEHHE IEPCOHANIbHBIX JaHHbBIX.

B) O0e31MunBaHie NEPCOHANBHBIX JaHHBIX.

r) [lepeBon nepcoHaNbHBIX JaHHBIX Ha apXUBHOE XpaHEHHUE.



5. JeiicTBHUsI, B pe3yJbTaTe KOTOPbIX BpPeMEHHO MpeKpamaercss odpadorka
NMePCOHATbHBIX IAHHBIX, — ITO:

a) briokupoBaHue nepcoHaNbHBIX JaHHBIX.

0) YHUUTOKEHUE TEPCOHANIBHBIX JTAHHBIX.

B) O0e31MunBaHue NePCOHATBHBIX JaHHBIX.

r) [lepeBon nepcoHaNbHBIX JaHHBIX Ha apXUBHOE XpaHEHHUE.

6. Kakue wu3 mnepeuncjeHHbIX [eHCTBUHH ¢ TMeEPCOHAJBHBIMU [AHHBIMU
SIBJISIIOTCS 00PAa00TKOM NMePCOHAIbHBIX JAHHBIX:

a) XpaHeHHe NePCOHATBHBIX JaHHBIX.

0) 3anuchk MepCOHAbHBIX TaHHBIX.

B) O0e31MunBaHue NEPCOHAIBHBIX JAHHBIX.

r) Y najeHue nepcoHabHBIX TaHHBIX.

7. C Toukm 3penHnsi enepajbHOro 3akoHa «O MepcoHAJbHBIX JaHHBIX» OllepaTop —
ITO:

a) ['ocynapcTBeHHBIN OpraH, MyHUIIMIAIBHBIN OpraH, IOPUIUYECKOE WU (PU3HUECKOE
JUIO, CAMOCTOATEIbHO WM COBMECTHO C JPYTMMH JIMLIAMU OpraHu3yloume u (WiM)
ocymectBisitonue obpabotky I1/lH, a Taxke ompeaensitomue nenu obpabotku [1/1H, cocras
[T1n, moxnexanmx oopaboTke, aelicTBus (omeparuu), copeprraemsie ¢ [1/1a.

6) [I'paknaHuH WIM IOPUAUYECKOE JUIO, OCYIIECTBISIONINE JEATEIBHOCTh I10
OKCIUTyaTallii WH(GOPMAIMOHHON CHUCTEMBI, B TOM 4YHCIe 1O 00paboTke wuHMOpMaIHH,
coJieprkalieiics B ee 6a3ax JaHHBIX.

8. O0padoTKa nMepcoHAIbHBIX IaHHBIX:

a) He nomyckaercs 6e3 coryacusi CyObeKTa MepCOHAIbHBIX JTAHHBIX.

6) JlomkHa OrpaHMYMBATBHCS JOCTHDKEHHEM KOHKPETHBIX, 3apaHee OMNpEeeNIeHHBIX U
3aKOHHBIX LIEJICH.

B) He nmomyckaercs B ciiy4yasix HECOBMECTUMBIX C LEISIMH cOOpa MepCOHANBHBIX JAHHBIX.

r) JlommKHa OCYIIECTBIATHCA HA 3aKOHHOM U CIIPaBEIMBOM OCHOBE.

9. O0padoTKa MepcoOHATBHBIX TaHHBIX 10MYCKAETCS:

a) ¢ corjmacus CyObeKTa MEepCOHANBHBIX aHHBIX HAa OOPabOTKy €ro MepcoHaIbHBIX
JTAaHHBIX.

0) B ciIyJasix, eclii OHa HeoOXoIuMa JIJisl UCTIOJTHEHUsI Cy1Ie0HOTO aKTa.

B) B CIydasX, €ClId OHa HeoOXoauma JUisi OCYIIECTBICHUS MpodecCuoHaIbHON
JESTENIbHOCTH KypHAIKUCTA U (UJTH) 3aKOHHOM JIeATEIHbHOCTH CPEJCTBA MacCOBOM MH(OpMAIIHH.

r) B Ciyyasx, €Clii BeleTcs oO0paboTka TMEepCOHATBHBIX JAHHBIX, MOJICKAITUX
OIMyOJIMKOBAaHHUIO B COOTBETCTBUU C 3aKOHOIaTeNbcTBOM Poccuiickoit denepamuu.

10. Kro HeceT OTBETCTBEHHOCTH 32 [I€CTBHUA IOPUIMYECKOI0 JIMLA, KOTOPOMY
nopy4yeHa o6padoTKa NepcoOHATbHBIX TaHHBIX, Nepe/l Cy0beKTOM MepCOHAIBHBIX JAHHBIX ?

a) Onepatop.

0) IOpuanueckoe auI0, KOTOPOMY TOpYy4HJI 00paboTKy. B) HukTO.

r) Pockomuaazop.

11. B nopy4yeHun o0padoTKH 10/KHBI OBITH 00513aTe/ILHO ONpe/iesieHbl  YKA3aHbI:
a) llenmn 06pabOTKM TTEPCOHAIBHBIX TAHHBIX.

0) CyOBeKTsl  MEepCOHAIBHBIX JAHHBIX, YbU  [EPCOHAIbHBIC
JTAHHBIE OyayT oOpabaThIBaThCs 110 MOPYUCHHIO.

B) TpeGoBanus k 3amure oOpabaThIBaEMbIX MEPCOHATBHBIX TaHHBIX.



T) Cpenctna 3aIUTHI nH(popMaIuu, KOTopbie HE0OXOMMO
IPUMEHATh IOPUIMYECKOMY JIMIy, KOTOpPOMY IOpydeHa o00paboTKa NepCOHANbHBIX
JTAHHBIX.

12.  Ha koM JeXUT 00S3aHHOCTH IO /I0KA3aTeJbCTBY MOJYYEHHSI COIJIACHUSI OT
cy0beKTa NepcoHAIbHBIX JAHHBIX?

a) Ha Pockomuanzope.

0) Ha ropunndeckom nuiie, KOTOpoMy Hopy4duin oopaboTky. B) Hu Ha koM.

r) Ha oneparope.

13. Coraacue cy0beKkTa NepcoOHAIbHBIX JaHHBIX J0JKHO BKJIIOYATh:

a) llacmoprHble paHHbIE CyOBEKTAa IEPCOHANBHBIX JAHHBIX WM €ro 3aKOHHOI'O
IpeaCTaBUTES.

6) KouTakTHBIE fgaHHBIE JMIA, OTBETCTBEHHOTO 32 OpraHM3aLuI0 00paboTKH
HEPCOHAIBHBIX JIaHHBIX.

B) Azpec omeparopa.

r) ®amMuiany, UMeHa U OTYeCTBa (PU3MUECKUX JIHML, KOTOPbIE OCYLIECTBISIOT 00paboTKy
MEPCOHAIBHBIX TAHHBIX I10 IIOPYYEHUIO OIIEpaTopa.

14. B ciryyae cMepTH cy0beKTa MepCOHAJbHBIX TaHHBIX:

a) Ilomywats cormacme Ha 00paOOTKYy €ro NEpCOHANBHBIX IaHHBIX Tpedyercs Yy
HACJICTHUKOB CYyOBEKTa MEePCOHATBHBIX JTAHHBIX.

6) Ilomywarp cormacue Ha OOpabOTKYy €ro MEepCOHANbHBIX JAHHBIX TpedyeTcs Yy
Pockomuanzopa.

B) [lonmydats cornacue Ha 00pabOTKY €ro NepcoHANbHBIX JaHHBIX HE TPEOyeTCH.

15. K cnemuaJbHbIM KaTeropusiM TMePCOHAJIBbHBIX [JAaHHBIX OTHOCATCS: a)
CBeenus, Kacaoumecsi pacoBoii MPUHAJIEKHOCTH.

0) CBeneHus, KacaroIIuecs TpaXK1aHCTBa.

B) CBeneHus, KacawoIIHecs TMOJUTUYECKUX B3TIAM0B. T) CBeleHHSs, Kacaroluecs
WHBAJIUJIHOCTH.

16. C Touku 3peHusi ¢enepajbHoro 3akoHa «(O NepPCOHAIBHBIX JAHHBIX» K
OMOMETPHUYECKHUM NMEPCOHATbHBIM JJAHHBIM OTHOCSITCS:

a) Bce cBemeHus, KOTOpbIe XapakTepu3yloT (U3HOJIOTHUYECKHE U OHUOIOTUYECKUE
0COOEHHOCTH YCJIOBCKA, HA OCHOBAHHNU KOTOPBIX MOKHO YCTAHOBUTH €0 JIMYHOCTD.

0) CBeeHus, KOTOpbIE BHOCSITCS B 0a3y OMOMETpUYECKUX JaHHBIX rpakaaH Poccuiickoit
denepanuu.

B) Bce cBenmeHusi, KOTOpble XapaKTepU3YIOT (PHU3UOIOTHYECKHE U OHUOJOTHYEcKUe
0COOEHHOCTH YCJIOBCKA, HA OCHOBAHHWU KOTOPBIX MOKHO YCTAHOBHUTH €TI0 JIMYHOCTb, U KOTOPLIC
MCIIOJIB3YIOTCS JUIsl YCTAHOBIIEHUS €T0 IMYHOCTH.

17.  Kro o0s3aH yO0enuTbcsi B TOM, YTO HMHOCTPAaHHBIM TIOCYJapCcTBOM, Ha
TEPPUTOPHI0  KOTOPOI0  OCylIecTBJIsieTcs  IepeJaya  MEePCOHAJBbHBIX  JAHHBIX,
ol0ecrieunBaeTcs aieKBaTHAsl 3A1UTA NPAB Cy0ObeKTOB NEPCOHATbHBIX JAHHBIX?

a) Omeparop.

6) FOpuauuaeckoe 1110, KOTOPOMY MOPYUHIIU 00paboTKy. B) HukTO.

r) PockomHaazop.

18. Cy0beKT nmepcoHANbHBIX JIAHHBIX HMeeT MPAaBO HA MOJIydYeHHe cieayromei
HH(pOpMaNH, Kacaleicss 00padoTKH ero NepcoHaIbHbIX JaHHbIX:
a) [IpaBoBble OCHOBaHUs U 1€/ 00paOOTKM MEPCOHATBHBIX JaHHbBIX.



6) IlouMeHHBI TepedeHb COTPYIHUKOB OMNEPATOPa, KOTOPHIE HMMEIOT JIOCTYI K €ro
MEPCOHANILHBIM JaHHBIM.

B) CBeneHusi 00 OCYIIECTBICHHON WJIM O IMpeaAroyiaraeMoi TpaHCTpaHUYHOU Tepesaue
JTAHHBIX.

r) CBeeHus O IPUMEHSEMBIX OIEPATOPOM CPEJCTBAX 3aIIUTHI HH()OPMALIHH.

19. IIpaBorpakaaHmHa Ha nojiyueHue WHMOpPMALNH, Kacamwlencs
00padoTKH  ero MepcoHaJbHBIX JAHHBIX, MOKeT ObITH OTPAHHYEHO:

a) Ha ocHOBaHuu 3asBieHUs APyroro cyobeKTa MepcoHaNbHBIX IAHHBIX.

0) B ciyuasx, ecnmu o0paboTKa MEPCOHANBHBIX JAHHBIX OCYIIECTBISICTCS B CIIyYasX,
NPEIyCMOTPEHHBIX  3aKoHOJAaTenbcTBOM  Poccuiickoit  Pexepanu O TPAaHCHOPTHOM
0€30MacCHOCTH.

B) B cnyuasx, eciu 00paboTka MEepCOHAJIbHBIX MAHHBIX OCYIIECTBISIETCS B IEJAX
000pOHBI CTpaHbl, 0€30aCHOCTH IOCYAapCTBa U OXPAHbI IPABOIOPSAKA.

r) B cinyuasx, ecin 00paboTka NEpCOHAIBHBIX JAaHHBIX OCYIIECTBISETCS B paMKax
3aKOHHOM JI€ATEIbHOCTU CPEACTBA MACCOBOM MH(OPMALIUH.

20. KouTpoab W HaA30p 32 BBINOJHEHHEM Mep MO ofecrneyeHHI0 0e30MaCHOCTH
MePCOHABHBIX JAHHBIX OCYLIECTBJIsIET (0CYLIECTBIISIIOT):
a) Munkomcssizu Poccun. 6) Pockomuanzop.

B) ®Cb Poccun.

r) ®CTOK Poccun.

21. Kakoii opran rocyaapcrBeHHOl BJIaCTH HMeeT IPaBO O3HAKOMJICHUA C
NEePCOHAJIbHBIMH JAHHBIMH MIPH OCYIIECTBJICHMH KOHTPOJBbHBIX H IPOBEPOYHBIX
MeponpusTHA?

a) ®Cb Poccuu. 6) Pockomuanzop.

B) ®CTOK Poccun.

22.  Jluna, BUHOBHBbIE B HAPYIIEHUHU MOJIOKeHUI 3aKoHoaaTeIbcTBa Poccuiickoii

®egepanun B 00J1aCTH NMEPCOHATBHBIX JAHHBIX NPH 00paldoTKe NMEPCOHAJIBLHBIX JAHHBIX
pPaGoTHUKA, MOTYT ObITH NPHUBJIEYEHbI:

a) K yronoBHOi1 OTBETCTBEHHOCTH.

6) K nucuunmnnHapHoi OTBETCTBEHHOCTH. B) K aIMUHUCTPAaTUBHON OTBETCTBEHHOCTH. T)
K MarepuanpHO OTBETCTBEHHOCTH.

Tect mo Teme 1.3 Opranu3anuoHHbIC OCHOBBI 0O0ecniedeHusi HH(POpMaHOHHOM
0e3onacHocTH

Texymasi arrecTanusi B gopme TecTa
(nposepka cpopmuposannocmu komnemenyuu YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop U-YK-8.1); OIIK-2 (unouxamoper U-OIIK-2.1, U-OIIK-2.2, U-OIIK-2.3, U-OIIK-
2.4); OIIK-3 (unouxamop HU-OI1K-3.1)

1. Pacnosioxxute B NPaBWIBHOM MOpsiAKe J3Tanbl pador mo odecnedeHHIO
0e30nmacHOCTH MH(POPMALIUH.

1) OreHka COOTBETCTBUS 00BbEKTAa HH(POPMATU3ALIUH.

2) BrisiBienue n ananu3 HHQOPMAIMOHHBIX aKTHBOB.

3) [TpoexTrpoBanue (pa3paboTKa) CUCTEMBI 3aIUTHl HHPOPMALIUH.

4) ®opmupoBaHue TPeOOBAHUMN K 3alIUTe UHPOPMAIIUH.

5) BHenpenue cucteMsl 3a1uThl HHQOpMAIIH.

6) OKcIlyaTalus CUCTEMbI 3alUThl HHPOPMAIUH.



a)1)2)3)4)5)6).
6)4)2)3)5)1)6).
B)2)4)3)5)6)1).
r)2)4)3)5)1)6).

2. llycTh He 00e31MYeHHbIE MEPCOHAJbHbIE JaHHbIE 0 COCTOSIHMHM 30POBbSI BCeX
rpa:xkaan SlpociaaBckoil o0JjacTu o0padarbiBalOTCsl B MH(POPMALMOHHON cucreme, AJs
KOTOPO# aKTYyaJIbHbI YIPO3bl CBSI3aHHbIE € JKCIUIyaTauuell ysi3BUMOCTeH B NMPHUKJIATHOM,
HO He B CHCTEMHOM NMPOrpaMMHOM olecniedennu. Kakoii ypoBeHb 3a1MIEHHOCTH J10JIZKEH
ObITH YCTAHOBJIEH /ISl TAKHX NEPCOHAIbHBIX JAHHBIX?

a) Y31.

0) V32.

B) ¥Y33.

r) Y34.

3. lIycth He o0e3IMYeHHbIE NMEPCOHAJILHbIE JaHHBbIe B TOM umcie (ororpadus
coTpyaAHNKOB HeOoabmoro (1o 10 000 corpyaHMkoB) nmpeanpuaTHs 00padaTbIBAlOTCH B
CHCTeMe KOHTPOJISI M YNPABJCHUS JOCTYNIOM, JAJsi KOTOPOHl AaKTyaJbHbl YIPO3bl He
CBSI3aHHBIE € JKCIJIyaTauuel ysi3BUMOCTell B NMPHUKJIAJTHOM M CHCTEMHOM NPOrpaMMHOM
o0ecneuenun. Kakoil ypoBeHb 3aIMIIEHHOCTH J0JKEH ObITh YCTAHOBJIEH JJIsl TaKUX
MePCOHATbHBIX IaHHBIX?

a) Y31.

0) V32.

B) ¥Y33.

r) Y34.

4. BHelIHUe HAPYLIUTEIU PeaJu3yI0T YIPo3bl:

a) M3 BHemHHMX ceTeil CBsA3M oOmero nmnosp3oBaHus. ©0) HemocpeacTBeHHo B
WH(OPMAIMOHHBIX CHCTEMaX.

B) U3 cereil mexnyHapoaHoro uH(opmalnroHHoro odMeHa. r) Haxoasce B mpeaenax
KOHTPOJINPYEMOM 30HBI.

5. IlpuMepamMu BHeIIHHX HapymmuTesdeil MoryT saBJaATbes: a) Iloab3oBaresn
HHGpOPMALMOHHON CHCTEMBI.

0) Konkypupyromnue opranuzanuu. B) HemoOpocoBecTHbIEe TapTHEPHI.

r) O0cnyKMBaOLIMI TepcoHa OpraHU3alHH.

6. IlpumepamMu BHYTPEeHHHMX HAPYIIHTe/ el MOTYT SABJASATBLCH:

a) AJIMUHHUCTpaTOopbl Oe30macHOCTM HMHQPOpPMAIMOHHBIX cucteM. 0) CTopoHHHE
¢bu3nyeckue nuna.

B) Jluma, obecneunBarone COMPOBOXKIACHUE MPOTPAMMHOTO OOECIIEUeHHUs. T)
KpumuHaibHbIe CTPYKTYPBHI.

7. K 00beKTHBHBIM YIPo3aM OTHOCATCS:

a) OmmOKu 00CTYKHUBAIOIIETO NIEPCOHAA.

6) Hedextbl, cOoM M OTKa3bl, aBapUM TEXHUYECKHUX CPEACTB U CUCTEM OOBEKTOB
nH(pOpMaTU3alINH, a TaK e cucTeM o0ecredeHnst 00beKTOB HH(OPMAaTU3ALINH.

B) [IpuponHbie siBIEeHUS, CTUXUHHBIE O€CTBHUS.

r) @aKTOphl COUAITBHO-TIOIUTHYECKOTO XapaKTepa.

8. ¥rpo3s! yreukn nHGopManuu BO3MOKHBI IOCPEICTBOM:



a) BosneiicTBus TpoOrpaMMHBIMH CPEACTBAMH B KOMIUIEKCE C IpEeIHAMEPEHHBIM
CUJIOBBIM 3JICKTPOMArHUTHBIM BO3/ICHCTBUEM.

0) [lepenaun nHGOPMALIMK IO OTKPHITHIM KaHAJIaM CBSI3H.

B) [loakmodeHns] K TEXHUYECKUM CPEACTBAM U CHCTeMaM O0BheKTa MH(pOpMATH3AIUH. T)
O6paboTku HHPOPMAIIMK HAa HE3AIUIICHHBIX TEXHUYECKUX CPEICTBaX 00pabOTKH

uHpOpMaLnu.

9. ¥rpo3bl HeCAHKIHOHUPOBAHHOTIO A0CTYNA K MHH(pOPMALUH, PeaTnu3yIoTcs nyTeM:

a) KormupoBanus nHpopMany Ha He3aperuCTPUPOBAHHBIM HOCUTENb HH)OpMALIUH.

0) XWIeHnst HOCUTEIA 3alIUIaeMOi HH(OPMAITHH.

B) Hcnonp3oBanus IPOTrPaMMHOTO oOecrieueHnss TEXHHUYECKHX CPEICTB
UH(POPMALIMOHHON CUCTEMBI, Yepe3 MPUMEHEHUE BPETOHOCHOT'O IPOTPAMMHOTO KOJA.

r) CHJIOBOTO JIEKTPOMAarHUTHOTO BO3JIEHCTBUS MO MIPOBOJAHBIM JIMHUSAM CBSI3U Ha TOPTHI
BBO/1a-BBIBO/Ia CUTHAJIOB M MTOPTHI CBSI3H.

10. Kakme cpeacTBa 3ammThl HHPOPMANMH OOBIYHO NPHUMEHSIIOTCS IS
obecrieyeHusi OezomacHoctH uHpopmamum, o0padarbiBaeMOidi HAa  aABTOHOMHBIX
KOMIIbIOTEpax:

a) CpencrBa 3amuThl MHPOPMALUU OT HECAHKIMOHMPOBAHHOTO JOCTyma. O)
MexkceTreBble SKpaHbl.

B) CpencrtBa kpunrorpaduyeckoil 3ammrsl mHGopManuu. 1) CpelncTBa aHTUBHPYCHOMH
3aIUTBHI.

1) Cuctembl 0OHApYKEHUs BTOPXKEHUH.

11. Kakme cpeacTBa 3ammTbl HHGOPMAIMM  TO3BOJSOT  00ecHevYUuTh
0e3onacHOCTh MH(pOPMALUH, NTepeaBaeMoii M0 KAHAJIAM CBSI3H, BBIXOAAILIMM 32 Mpeaeibl
KOHTPOJINPYEMOii 30HbI:

a) CpexacrBa 3ammuThl HHPOPMALMH OT HECAHKIIMOHMPOBAHHOTO JOCTyMa. 0)
MesxceTeBble SKpaHbI.

B) CpenctBa kpunrorpapuueckor 3amuthl nHpopmanuu. 1) CucreMbl OOHapy>KEeHUs
BTOPKECHHM.

12. Kakoii Bua cpeAcTB 3amMTHI HMH(OPMANUMHM MO3BOJISAET KOHTPOJIHUPOBATH
pa3iMyYHble KaHAJAbl mepeAayn WHGOPpMAUMH: IIEKTPOHHYI0 MOYTY, MeCEHIKepbl,
cheMHbIe HOCHTe I HHpopManuu?

a) IPS.

6) DLP.

B) IDS.

r) CSP.

13. ATTecranus 00beKTOB HHPOPMATU3ALMH — ITO:

a) JIoKyMeHTalbHOE YIOCTOBEPEHHE COOTBETCTBHS IMPOIYKIWU WM HHBIX OOBEKTOB,
IPOIIECCOB  MPOCKTHUPOBAHHUS,  IPOU3BOJACTBA,  CTPOMTEIHbCTBA,  MOHTa)Xa,  HaJaJKH,
OKCIUTyaTallH, XPaHEHHs, NMEPEBO3KH, PEAN3allid M YTHIU3AI[UH, BBITIOJHEHUS padOT WU
OKa3aHMsl YCIyr TpeOOBaHUSAM TEXHHUYECKUX PErIaMEHTOB, MOJOXEHHUSM CTaHAapTOB, CBOJIOB
NIPaBUJI WM YCIIOBUSIM JIOTOBOPOB.

6) [IpsiMoe miM KOCBEHHOE ompesesieHne coOMroAeHusl TpeOOBaHU, MPEIbIBISIEMbIX K
00BEKTY 3aIHTHI.

B) O¢dunmanbHoe npu3HaHHE KOMIIETEHTHOCTH (M3UYECKOTO WIM IOPUIUYECKOrO JIMIA
BBITNOJIHATH padOThI B ONPEEIEHHOM 001acTH.

r) Kommiekc opraHu3anMOHHO-TEXHMUYECKHUX MEPONPUATHH, B pe3ylbTaTe KOTOPBIX
MOCPEJICTBOM  CIIEIIMAIIGHOTO JOKYMEHTa TIOATBEPKIACTCS, YTO OOBEKT COOTBETCTBYET



TpeOOBaHHSAM CTAHAAPTOB WIM  HMHBIX HOPMAaTHBHO-TEXHHUYECKUX JIOKYMEHTOB IIO
0€e301acHOCTH HH(POPMAIIHH.

14. Kakoii 10KyMeHT JaeT mpaBo 00padoTku MHGOPMANUM C YKAa3aHHBIM B HEM
YPOBHEeM KOH(PUIEHIIHAIbHOCTH?
1) Jlunensusi.

2) ATTecTaT aKKpeIUTaIiH.
3) Cepruduxkar.
4) ATTecTaT COOTBETCTBHUSL.

15. Ha HacTosimidii MOMEHT CpPOK /IeiliCcTBHSI aTTecTarta COOTBETCTBHS
HH(POPMANIMOHHOWH CHCTeMbl, B KOTOpPoii o0OpabGaTbiBaerci KOH(pUIEHIHAILHAS
HHpopManusi, B CJIydae, eCJIH B X0/1€ ee IKCIUIyaTallui, B Hee He BHOCATCS CylleCTBEHHbIE
H3MEHEHHs1, COCTABJIACT:

a) 3 roga.

0) 5 ner.

B) Bech cpok akcrutyaranuu nHGOPMAIIMOHHON CUCTEMBI.

16. TectupoBaHue HA MPOHUKHOBEHHE — ITO CKOpee:

a) AHanmu3 ysa3BUMOCTEH HH(POPMAIIMOHHON CUCTEMBI.

06) HcnoblTaHusi cHCTEMBbl 3allUThl WHMOPMALMKM TYTEM OCYIIECTBICHHS IOMBITOK
HECaHKIIMOHUPOBAHHOTO AOCTYNA (BO3ACHCTBHS) K MH(POPMAIIMOHHOMN CHCTEME.

Tect mo Teme 2.1 ApxuTeKkTypa KOMIbIOTEpa

Texymas arrecranusi B popMe TecTa
(nposepka chopmuposannocmu komnemenyui YK-4 (unouxamop U-YK-4.1); VK-8
(unouxkamop U-YK-8.1); OIIK-2 (unouxamopwr U-OIlIK-2.1, U-OIIK-2.2, H-OIIK-2.3, U-OIlIK-
2.4); OIIK-3 (unouxamop HU-OIIK-3.1)

1. 3a HemocpeACTBeHHOE BHINOJHEHUE ONePAllUH B NIPoleccOpe OTBeYaeT:
a) Apu(pMeTHKO-IOTHYECKOE YCTPOMCTBO.

0) Kour-mamsrs.

B) biok ynpasieHus.

r) Peructpsr.

2. Ucnoan3ys 10 OuT 1uis apecaniuy siyeek namMsiTu pasmepom 1 6aiit, Mbl cMOKeM
ol0ecneynTh agpecanuio ciaelyuero 00beMa NaMsaTH:

a) 10 Gaiir.

0) 80 Oaiir.

B) 1024 Gaiir.

r) 1024 6wur.

3. PacnoJioxkuTe B MOpsiiKe yBeJTUYEHHUsI 00beMa MaMsTH.
a) Ctpanuna.

0) bur.

B) CioBo.

r) bank.

n) Sueiika.

4. PacmoJioskuTe BHABI NMaMSATH B MOPSiIKEe YBEeJIMYEHHMH CKOPOCTH PadoThI. a)
Peructpsl npoueccopa.



0) TBepaoTENbHBIC HAKOITUTEIH.
B) OcHOBHas (omepaTHBHAs) MaMATh. T) ONTHYECKHUE TUCKU.
1) MaruutHble xecTKUe AUCKU. €) Kani-naMsrs.

5. Kakasi koHuenuusi 00bIYHO peajiu3yercsi B MPoIeccopax BUIeOKapT?
a) MHOXeCTBEeHHBIN TOTOK KOMaH/I, MHOKECTBECHHBIN MTOTOK JJAHHBIX.

6) OarHOYHBINA TOTOK KOMaH 1, MHO>KECTBEHHBIN MOTOK JIaHHBIX.

B) MHOECTBEHHBII MOTOK KOMaH 1, OJIMHOYHBIN MOTOK JAHHBIX.

r) OOMHOYHBINA MOTOK KOMaH/, OIMHOYHBIN MMOTOK TaHHBIX.

6. Jl1s coBpeMeHHbIX MATHUTHBIX JKeCTKHX /INCKOB XapaKTepPHO:

a) bosbIas cTOMMOCTB IO OTHOIIEHUIO K TBEPAOTEIbHBIM HAKOIUTEISIM.

6) [TocrenenHoe W3HAIIMBAHNE TPAH3UCTOPOB.

B) Hayinune MexaHM4eCKUX 2JIEMEHTOB.

r) Pacnionoxxenue KoHTpoIiepa Ha MAaTEPUHCKOI 11aTe.

1) Bonbmmii 00beM mamsITH 1O CPABHEHHUIO C TBEPOTEIBHBIMHA HAKOTIUTEIISIMU.

7. Kakasi mmHa Haun0oJiee paclpocTpaHeHa HA TeKYIIMid MOMEHT B NEePCOHAJBbHBIX
KOMIIBIOTEPaX:

a) ISA.

0) PCI.

B) PCI Express.

r) SCSL

8. IlycTh TakTOBasi YacTOTA MIMHBI KOMNbIOTepa coctaBiaseT 5 I'T'u. 3a onun TakT
MO IHHE MOKHO nepenath 16 6ut. OueHnTe CKOPOCTH NMepeaauyn HHGOPMALNMH MO IUHe?

a) 80 MeraGuT B CEeKyHIy.

0) 10 I'uraGaiT B CEKyHIY.

B) 80 ['urabGaiiT B CeKyHIy.

r) 21 I'urabaiiT B CeKyHy.

9. Jls1s1 NpOeKIMOHHO-eMKOCTHBIX CEHCOPHBIX IKPAHOB XapaKTEPHO:
a) Beicokast ckopocTh OTKJIMKA NPH KaCaHUM.

6) Bo3MOXXHOCTB yIIpaBiieHUs pa3IMuHbIMU YCTPOICTBaMH.

B) [Mommeprxka multi-touch.

r) HeBO3MOXXHOCTB OTIpeieIeH s CHITbl HaXKaTHSL.

1) [Tpobnema «1BOCHUA».

10. DneMeHTaAMM KUAKOKPHCTAIIHYECKOT0 MOHUTOPA SIBJISAIOTCS:
a) JlyaeBas TpyOKa.

0) Mcrounuk cBera.

B) XKK-matpua.

r) [I3C-marpuna.

1) DIEKTPOIBI.

11. Kakoii 3jieMeHT NPUHTEPA 0TBeYaeT 3a (UKCcAIUI0 TOHEepa HA Oymare:
a) ®oroman.

0) Tepmonant.

B) Ponuk nepenoca.

r) Ban nogauu Tonepa.

12 . Ha3nauyeHueM Jia3epa B IBETHOM NMPUHTeEpPe ABISETCSI:



a) Hanecenue ToHepa Ha (hoTOBAI.

0) @ukcarus ToOHEepa Ha Oymare.

B) Y alieHue HECYIIMX 3aps/] 3JIEMEHTOB ¢ (oToBaIA.
r) [logaua Oymaru B mpuHTEp.

13. DJieMeHTaMHU M (poBoii Bed-KaMephl SIBJISIOTCH:
a) doromeHKa.

0) OOBbEKTHB.

B) [13C-Marpuna.

r) @uxc-hoxyc

n) Iporneccop.

14.  JIyisi KOHAEHCATOPHBIX MUKPO(OHOB XapaKTePHO:
a) Cnabast 4yBCTBUTEIIBHOCTb.

0) YCcTOMYUBOCTH K yAapam.

B) BbIcoKast 4yBCTBUTEIIBHOCTb.

r) 3aBUCUMOCTb OT [TapaMETPOB OKPY KAIOLIEH cpebl (TeMIlepaTypbl, BIaKHOCTH).
1) [IpumeHeHue B CTyAUSAX 3BYKO3AIUCH.

Tect mo Teme 3.1 Beenenue B MHPOPMALMOHHYIO 0€30IIaCHOCTH ONEPALMOHHBIX CHCTEM

Texkyumas arrecrauusa B popme Tecra
(nposepka cpopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop U-YK-8.1); OIIK-2 (unouxkamopwer U-OIIK-2.1, U-OIIK-2.2, U-OIIK-2.3, H-OIIK-
2.4); OIIK-3 (unouxamop HU-OI1K-3.1)

1. IIyers B OC peau3oBaHO rpynnoBoe ynpapjeHHe JOCTYNOM €O CJeAyHIIHMH
npaBaMu: yrenue(r), 3amucb(w) u  ucnojgHenue(x). IlpucyrcrByer  ¢aiin
«Haxknagnas.docx» co caenyrommm cnuckom aocryna: (byxraarepol: rw), (Kypbepsi: r),
(Amuca: rw). B cucreme 3amaHbl poJiM, B KOTOpPble BKJIOYEHbl COOTBETCTBYHOIHE
noab3oBarean: (byxraarepoi: bopuce, I@aauna), (Kypbepni: Bukrop). BbiOepute
NpaBHJIbHbIC YTBEePKICHHUS:

a) bopuc He MokeT u3MeHUTh coaepkuMoe (aitna «Hakmaguas.docx».

6) I'anuna moxer yntath cojepxumoe Qaiina «Haxmaguas.docx».

B) Buktop Moxet u3aMeHuTsb conepxxkumoe ¢aitna «Haxnagnas.docx».

r) Bukrop Mmoxer untaTth conepxkumoe daitna «Haknannas.docx».

1) Alca MOXET U3MEHHUTH cojiepkumoe (aitna «Hakmagnas.docxy.

2. Ilycrp B OC peanu3oBaHo MaHIaTHOe ymnpasiieHue gaocrynom. IlpucyrcrByer
(paiia «log.txt» ¢ ypoBHeM cexkpeTrHocTH 1. [IpucyTcTBYI0T MOJIB30BaTEM AJTHCA C YPOBHEM
nponycka 1, Bopuc ¢ ypoBHem gomycka 2 u Buktop ¢ ypoBHem aomycka 0. Boidepure
NpaBUJIbHbIE YTBEPKICHUS:

a) Buktop MoxeT u3MeHuTh cojaepxumoe daiina «log.txt».

6) Buktop MoxeT unuTaTh cojepxumoe Paiina «log.txty.

B) Annca MOXKET U3MEHUTH cojiepkuMoe daiina «log.txty.

r) AJlica MOXKET YUTaTh coJiepkumoe (aiina «log.txty.

n) bopuc MoxeT n3MeHHUTH coaiepkumoe (aitna «log.txty.

e) bopuc moxxer unTath conepxkumoe Qaiina «log.txty.

3. IIyerb B OC peanu3oBana moieib HejgoctHoctu buoba. IlpucyrcrByer daiia
«log.txt» ¢ ypoBHem wnenoctHoctu 1. IlpucyrerByroT moJib3oBareau AJMca ¢ YPOBHeEM
nesgocTHoctu 1, bBopuc ¢ ypoBHeM mesnoctHoctd 2 u Bukrop ¢ ypoBHem mnesnocthoctu 0.
Bri0epuTe npaBU/IbHBIC YTBEPKICHUSA:



a) Buktop MoxxeT u3mMeHuTh copepxumoe daina «log.txt».
0) Annca MOKeT U3MEHUTH coiep kuMoe (aitna «log.txt».
B) bopuc moxet u3meHuTs copepkumoe daina «log.txt».
r) Bece Tpoe moryT untath conepxumoe Qaiina «log.txty.

4. Boi0epuTe NpaBUJibHbIE YTBEPKIeHUsI 0 ayTeHTUPUKANNU B coBpeMeHHbIX OC:

a) Ilaponu monp3oBaTenss XpaHATCS Ha JWCKE, HA KOTOPOM YCTAHOBJICHA CHCTEMa, B
MepPBOHAYAILHOM BH/IC.

0) OTajJoOHHBIC 3HAYCHHUs, HEOOXOAMMBIC I IPOXOXJICHUS OHMOMETPHUYCCKOM
ayTeHTU(UKAIINH, XPAHATCS B CHCTEME B HEJIOCTATOYHOM I BOCCTAHOBJICHHS HM3HAYATbHBIX
OMOMETPUUYECKHUX JTAHHBIX 00BEME.

B) TokeH (QU3NYECKU M3TOTOBIEH TAaKUM OOPa30M, YTO CUHTHIBAHUE C HETO 3aKPHITOTO
KJTI0Ya SIBJISICTCS. HEBO3MOXKHOM MIIH JJOPOTOCTOSIIEH OIepariei.

r) Husa ayreHTu(HKAIMK ¢ TOMONIBIO TOKCHA B CHUCTEME JIOJDKEH MPUCYTCTBOBATH
OTKPBITBIN KJTIOY IOJIH30BATENs, COOTBETCTBYIONIUI 3aKPHITOMY KIIIOUY Ha €r0 TOKCHE.

5. Uto He BXOHUT B MeTa/laHHbIe (aiijia (BbIOepuTe OUH BAPHAHT)?

a) Bpems co3manus daiina.

0) Azlpec KOpHEBOW TUpEKTOpUH. B) Bpems moaudukanuu daiina.

r) Anpeca KiacTepoB coaepxkumoro (aiinos. 1) Madopmarus o Buaaensie daiia.

6. BoiOepuTe BepHbIe YTBep:KIeHHS 0 YIIPaBJIeHUH NaMATHIO B coBpeMeHHbIX OC:

a) CoBpemennbie OC UCIONIB3YIOT BUPTYAJIBHYIO AMSTh.

6) CoBpemennbie OC He 3alIUINAIOT MAaMATh OJHUX MPOIECCOB OT YTEHHS IPYTUMH
poLeCCaMH.

B) Copemennbie OC pa3iensiorT oONIyro MaMsATh MEXIY MPOIECcCaMu, YacTO B TaKOH
NaMsTH HaXOAATCS OMOTMOTEKH.

r) CoBpemenHsle OC HHUKOrJa HE BBIFPYKAIOT 4acTU ONEPATUBHON NaMATH Ha JUCK BO
BpeMs paOOTHI.

n) B coBpemennsix OC mnamsaTh pa3dbuTa Ha MajleHbKUE (parMeHThl, Ha3bIBaeMble
CTpaHHIIaMHU.

7. BolOepuTe BepHble YTBePKICHHS O MVIAHNPOBIIMKE:

a) [InanupoBmmk BBIJICIISIET IIPOLIECCOPHOEBPEMS KOPOTKMMH  UHTEpBaJaMH,
Ha3bIBAEMBIMU KBAHTAMHU.

0) B ciayuyae ucnosHeHus MpoieccoM MHCTPYKLUH, JUIsSl 3aBEPIICHUs] KOTOPOW TpedyeTcs
JUINTEIBHOE OKNJaHUE, IIIAHUPOBILMK ITEPEBOIUT IPOLECC B COCTOSHUE

«3a0JI0KUpOBaH» M He OyJeT BBLAEIATh €My IPOLIECCOPHOE BPEMs, MIOKa COCTOSTHUE HE
CMEHUTCS HA «TOTOBY.

B) Jlns paloThl IUIAaHUMPOBIIMKA IPOLIECCHl JOJKHBI CaMH IepeAaBaTb Ha HETo
yIpaBI€HUE, TaK KaK KOMIBIOTEpPBI He npenocrasisitoT OC MexaHu3Ma il NEepHOJUYECKOIrO
IIPEPBIBAHMSI BBIIIOJIHEHUS [TOJI30BATEIBCKOIO MpoIiecca.

r) B mnnanupoBaHuMM 1O IpHOpPUTETaM BCE MPOLECCHl C PAa3HBIMM INPUOPUTETAMH
MOJIy4arOT IPUMEPHO OAMHAKOBOE KOJIMYECTBO BPEMEHH.

8. BoiOepuTe BepHOe yTBep:KIeHHe (BbIOepuTe OJMH BAPHAHT):

a) OC peanu3oBaHa anmapaTHoO B MPOIECCOPE.

0) OC peanu3oBaHa anmapaTHO B MaTEPUHCKOM TIJIaTe.

B) OC — nporpamMMHoOe oOecriedeHne, KOTOpOoe MPeIOCTaBISIeT MPUIOKEHUSIM PEeCypCh
anmnapaTHOro odecrieueHus: KOMIbIOTEPa B BUE YA00HBIX aOCTpaKIuii, HO HE YIPaBISIET ITUM
anmapaTHbIM 00eCIieUeHUEM.



r) OC — mporpaMMHOe oOecriedeHre, KOTOpOe MPEAOCTABISICT NPUIIOKEHHAM PECypCHI
anmapaTHoro oOecreyeHHs KOMIIbIOTepa B BHJIE YIOOHBIX aOCTpaKIMid M YIPaBISET ITUM
anmapaTHBIM 00eCTIeYeHHEM.

9. BriGepuTe BepHoOe yTBep:kIeHHe (BbIOepUTE OIMH BAPHUAHT):

a) B OC xommiproTepa ¢ 0JJHOSIIEPHBIM ITPOLIECCOPOM B KaX/Iblii MOMEHT BPEMEHHU MOXKET
paboTaTh TOJNBKO OJMH MPOLIECC.

0) B OC xommbroTepa ¢ OJHOSICPHBIM MPOIIECCOPOM y TPOIIECCOB BCETAA MPUCYTCTBYET
TOJIBKO OJIUH MOTOK.

B) B OC xomnbroTepa ¢ MHOTOSIEPHBIM IPOLECCOPOM B KOHKPETHBIF MOMEHT BPEMEHU
MOTYT BBITIOJHSATCSI HECKOJIBKO TOTOKOB OJTHOTO IpolLiecca.

r) B OC xommnbpioTepa ¢ MHOTOSZIEPHBIM MPOILIECCOPOM KOHKPETHBIM MPOILIECC MOMKET
MCIOJIb30BaTh TOJIBKO OJHO SAPO MpoIeccopa.

Tect no Teme 3.2 UndopmannonHasi 6€30acHOCTb ONEPANMOHHBIX CHCTEM ceMeiicTBa
Windows

Texyumas arrecrauusa B popme Tecra
(nposepka cpopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop U-YK-8.1); OIIK-2 (unouxkamopwer U-OIIK-2.1, U-OIIK-2.2, U-OIIK-2.3, H-OIIK-
2.4); OIIK-3 (unouxamop HU-OI1K-3.1)

1. Ha ocHoBe kakux naHHbIx cyobekta OC Windows npuHuMaeTr penieHue o
pocryme?

a) Xell 3HaU€HUE NapoJIsl 10JIb30BaTENs, 3aIlyCTUBLIETO MPOIIECC.

0) TokeH rmepeBOIIONICHHUS.

B) Mnentudukarop npouecca.

r) TokeH nocryna.

1) bazoBblii mpuopuTeT nporecca.

2. Ha ocHoBe kakux AaHHbIX o00bekTa OC Windows mnmpuHHMaeT penieHHe 0
pocrymne?

a) [IpuBumiierumn.

6) Token nocryma.

B) Jleckpunrtop 6€30MacHOCTH.

r) CucremHbli cnucoK ympaBieHus agoctynoMm. 1) Crnocobd ayTreHTHUKAIIH
M0JIb30BATEI.

3. Kakue npuMuTHBHBIE TpaBa o0beaunsieT B cede mpaBo ureHuss OC Windows?

a) «Urenue arpubOyTOB 6E30MIACHOCTI.

0) «UTteHne CUCTEMHBIX aTPUOYTOBY, «ITEHHE aTPHUOYTOB OE30MaCHOCTH.

B) «YTeHHEe TaHHBIX.

r) «YTeHne CHUCTEMHBIX aTpHOyTOB», «UTEHHE aTPHOyTOB OE30MACHOCTHY, «UTCHUE
JAHHBIX».

1) «UreHue CUCTEMHBIX aTpuOyTOB», «4TE€HUE aTpUOYTOB OE30MACHOCTH», «UTEHUE
JTAHHBIX», «BBITIOJTHEHUE (ANTIOB» U «II€PEXO0]l B TUPEKTOPUION.

4. BblOepuTe mNpaBWIbHBbIE YTBepxkIeHHMs O MaHaaTHoi moautuke «He-
3anucsiBatb-BBepx» OC Windows:

a) ObecrnieunBaeT CBOMCTBO ETOCTHOCTH JTaHHBIX.

0) OGecrieunBaeT CBOMCTBO KOHPUACHIIMAIBHOCTH JaHHBIX.



B) lcnonb3yercs B cucteMe TOIBKO A7l 00BEKTOB CETEBBIX COKETOB.

r) HesiBHO ucnions3yercs mist Bcex NTFS-daiinos.

n) Paspemnaer gocTyn Ha 3amMCh TOJIBKO CyOBEKTaM C YPOBHEM LIEJIOCTHOCTH PaBHBIM
WK OOJIBIIMM O OTHOILIEHHIO K YPOBHIO IEJIOCTHOCTH OOBEKTa JOCTYIIA.

5.Kakue u3 nepeuuncjenubix npap OC Windows npenocTaBjisieT mo yMOJIYAHUIO
BJageabny gaina?

a) Yurate CCY/l. 6) Yurars JICVY /.

B) Uurath conepkumoe (aiina.

r) Usmensars JICY /.

n) Uamensats CCY /1.

e) U3mensth copepxxumoe ¢aiina.

6. BoiOepeTe mpaBuJibHBbIE YTBEPKICHUSIOTHOCUTEIBLHO AJITOPUTMA OMPe/IeSIeHusl
npaBoMepHocTH goctyna OC Windows:

a) [lepBbIM nelicTBUEM SIBISIETCSI TPOBEPKA COOTBETCTBHS IOCTYyIa MaHAATHOM IMOJTUTHKE.

6) IIpoBepka cOOTBETCTBHSI JOCTYNa MaHAATHON MOJUTHKE OCYIIECTBISETCS MOCIe
ananuza 3anucei JJCY /1.

B) Eciou mpu mocnenoBatensHoM aHanu3e 3anucedt JICY /[ okaswiBaeTcs, 4TO OJHO W3
3aMpalivBacMbIX MPAB 3AMPEIIACTCS B TEKYIIEH 3alUCH, TO AOCTYII 3alIpENIacTCsl.

r) Eciu npu nocnenoBarenbHoM ananuze 3anuceit JJCY /] pa3pemaroriye npasa TeKyuien
3allUCH B CYMME€ C pa3pellalolMMUA IpaBaMu MPEAbIAYIIMX 3alUCed MEePEeKPbUId BCE
3amnpalMBaeMble IpaBa, TO JOCTYII pa3peraeTcs.

n) Ecnu B ciiuckax JICY /] He Ob110 3ampeniaronyx 3anpaiiiBaeMbie mpaBa 3anucei, u B
TO K€ BpPEMs BCE pa3peliarolllie 3alliCHU HE IMEpPEeKpPbUIM 3alpaliuBaeMble MpaBa, TO AOCTYIl
3anpeniaeTcs.

7. Kakas npusBmierus OC Windows mno3BoJisier 4yurtarh Ji1000i (ailn BHe
3aBHCUMOCTH OT 32JaHHBIX NIPaB?

a) [IpuBuierust co3nanus pe3epBHBIX KOMUM.

0) IlpuBnierus U3MEHEHUs1 CUCTEMHOro BpeMeHH. B) [IpuBuierus 3aBepiieHus paboThI
CHCTEMBI.

r) [lpuBunerus yBenuueHus pabodero HaOopa. 1) [lpuBunerus cos3manus ¢aitna
TIOJTKAYKH.

8.BbiGepuTe CylIHOCTH, He BXoAsMe B TOKeH AocTtyna B OC Windows:
a) SID nonws3oBarens.

6) ACVY ]l Bcex 00bEKTOB CUCTEMBI.

B) SID-bI rpymm.

r) CCY]] Bcex 00bEKTOB CHCTEMBI.

1) [TpuBunerumn.

9. BbiOepuTe CymIHOCTH, BXOJsiliMe B JecKpunTop Oe3omacHocTtH odbekTta B OC
Windows:

a) SID Bnanenbiia 00ObEKTa.

0) JIMCcKpelMOHHBINA CIUCOK YIPaBIEHUS JOCTYIIOM.

B) CHCTEMHBIN CIIMCOK YIPABICHUS JJOCTYIIOM.

r) CITMCOK TOKEHOB JIOCTYIIa IPOIIECCOB, OCYIIECTBIISIONINX JOCTYI K OOBEKTY.

1) YpOBEHb LIEJIOCTHOCTH.

10. Kakne wu3 MYHKTOB NPaBWIbHO ONHMCHIBAKT (PUILTPOBAHHBII
ToKeH gocTtyna agmMmuHucrparopa B OC Windows?



a) YpOBEHb IIEJIOCTHOCTH YCTaHABIWBACTCA CpeIHUM. 0) YpOBEHb IEIOCTHOCTH
YCTaHABIIMBACTCS] BHICOKHM.

B) Crnucok npuBUIIETUH, KOTOPbIE MOTYT IMONAcTh B (PUIBTPOBAHHBIM TOKEH, CHUJIBHO
OTpaHUYEH.

r) Ilpm omnpenenennu mnpaBoMepHocTH goctymna cpeau 3ammcedt JICYJ[ ¢ SID
AJIMHUHUCTPATUBHBIX TPYII OYAYT YYTEHBI TOJIHKO 3aMpemiatonue.

n) Cnucku NpUBWIETUN OIMHAKOBBI B OOBIYHOM U (HIBTPOBAHHOM TOKEHE JOCTYIIa
aJIMUHHCTpaTOpA.

Tect no Teme 3.2 UndopmanuonHas 6€30MaACHOCTb ONEPALMOHHBIX CHCTEM
cemelicTBa Linux

Texymas arrecrauus B gopme Tecra
(nposepka cpopmuposannocmu komnemenyuti YK-4 (unouxamop U-YK-4.1); VK-8
(unouxkamop U-YK-8.1); OIIK-2 (unouxamopwr U-OIIK-2.1, U-OIIK-2.2, H-OIIK-2.3, U-OIlIK-
2.4); OIIK-3 (unouxamop HU-OI1K-3.1)

1. Ha ocHoBe kakux AanHbIX cyobekTa OC Linux npuanMaer pemeHue o gocrymne?
a) SUID-6wur.

0) Sticky-owur.

B) Yuernsie nanusie. r) UID mporuecca.

1) DJIEKTPOHHAS [TOANUCH TPOIPAMMBI.

2. Kakue npaBa npucyrcrByot B OC Linux:
a) Mcnomuenue.

0) Urenwue i-node.

B) UteHue.

r) Y nanenue.

1) 3aIuchk.

3. last yero cay:xut SUID-0ut B OC Linux?

a) [lo3BossieT 3amycTUTh NPUIIOKEHUE OT UMEHHU Biajeiblia (aiiyia mpuaoKeHus.

6) ITo3BossieT 3amyCTUTh MPUIIOKEHNE OT UMEHHU CYTepIOoIb30BaTENsL.

B) Ilo3Bosnsier 3anmyctuth npunoxxenue ¢ npuBuierueit CAP_SYS ADMIN.

r) [To3Bonster 3amyctuth npuioxxkenue ¢ UID paBHBIM HyITIO.

1) 3ampelaer 3amyCcK IPUIOKEHUsT BCEM  I0JIb30BaTENsIM, KPOME CYIIEpPIIOIb30BaTEIs.

4. Yrto fenaetr Macka B cnicke ynpasjieHus goctynom ¢paisia B OC Linux?

a) 3ajaeT MaKCUMaJIbHbIE MPaBa, KOTOPbIE MOKHO MOIYYUTh U3 3alMCcei ISl TPYIIIL.

0) 3a1aeT MaKCUMaJIbHBIE NPaBa, KOTOPbIE MOYKHO MOIYYUTh U3 3aIIMCH OCTAJIbHBIX.

B) 3a/1aeT MaKCUMaJbHbIE IIPaBa, KOTOPbIE MOXHO MOJIYYHUTh U3 3aIIMCH BIaJeNbla

(aiina.

r) 3amaeT MakCHUMaJbHbIE TIIpaBa, KOTOPbIE MOXKHO TOJIYYUTh U3 3amuceil ams
MIOJIB30BATENEN U TPYIIIL.

1) 3amaeT MaKCHMalbHble IpaBa, KOTOpPbIE MOXHO TMONYYUTh M3 3amuced s
II0JIb30BATENEH.

5. Yro Takoe coJib Xem-3HavyeHust napois B OC Linux?

a) Crpoka, KoTopas BbIOMpaeTCsi MpH KaXIOW ayTeHTU(UKAUUU CIy4alHO JUIs
obecrieueHnst 0€30MaCHOCTH TAPOJIs.

6) CnyuaiiHo BbIOpaHHas MpPU CO3/aHUM MAPOJSl CTPOKA, KOTOpasi CKJIEUBACTCS CXElll-
3HA4YCHHUEM I10CJIC BBIYMCICHUSA XeHI-(l)YHKI_[I/II/I.



B) CnyuaitHo BbIOpaHHas IPU CO3AAHUU MAPOJIs CTPOKA, KOTOPAasi CKJIEUBAETCS C MapoyieM
nepesl BEIYMCICHUEM Xell-(pyHKIINH.

r) JnuHa, 10 KOTOpO#l ype3aeTcsi mapojb IMOJIb30BATENs Ui KOMIIAKTHOTO XpaHEHHs B
CUCTEME.

6. BoioepuTe cymHocTH, BXOAsIIHE B YUeTHbIe JaHHbIe npouecca B OC Linux: a)
UID nmoJsib30BareJisi, 3aIlyCTUBIIEr0 MPOLECC.

0) I'pynmsl monbp30BaTess, 3ayCTHBILETO POLIECC.

B) [IpuBusnerum.

r) [IpaBa ucnonasiemoro ¢aiina, U3 KOTOporo ObLI 3aIyIeH IPOIECC.

1) Gnar 3 heKTHBHOCTH MPUBUIIETHH.

7. BoiOepuTe CyIIHOCTH, BXOAsiMEe B aTpuOyThI Oe3onacHocTH daiijsa B OC Linux:
a) Tpoiika npas A1 Ka:K10# TPyNIbI B cCHCTEMe.

0) [IpuBuierum.

B) Tpoiika npaB Biagensa Qaiina.

r) Tpoiika mpaB nosnb3oBaTeneil, He SBJIAIOLMXCS BIajenblamMu (ailia 1 He BXOJAIINX B
rpymIy Biajaesba (¢aiia 1o yMoI4aHuIo.

n) Bnanenen daiina.

8. BoiOepuTe cymHocTH, BXosime B aTpudyThl 0e3onacHoctu ¢aiina B OC Linux:

a) Tpolika mpaB 17151 KaX/101 TPYIIIBI B CUCTEME.

0) [IpuBuierum.

B) Tpoiika npaB Biagensa Qaiina.

r) Tpoiika mpaB moyb30BaTeNeii, He ABISIOUIMXCA BiaeNbllaMy (ailiia U He BXOIAIIMNX B
rpyMIly Biajaesblia (¢aiia 1o yMoI4aHuIo.

n) Bnanenen daiina.

9. Kakue Ha0opsl npuBujieruii ects y ¢aiiia B OC Linux:
a) Hacnenyewmsie.

0) DddexTuBHBIE.

B) BHeminue.

r) OrpaHu4MBaroIHe.

n) Pazpemennsie.

10. Kakyio xem-¢pynkuuio ucnoibdyeT OC Linux 1Jisi BbIYMCIeHUs Xell-3HAYeHHs
napoas B OC Linux?

a) MD-5.

6) SHA-256.

B) SHA-512.

r) SHA-3.

1) OyHKIUI HECKOJBKO, OKOJIO XElI-3HAYEHMSIAPOJIAXPAHUTCS HOMeEp
UCTIOJIb30BaHHON XelI-(DyHKIIUH.

11. Yro nenaer kouseiiep B OC Linux?

a) unbTpyeT BHIBOJ KOMaH/IbI.

0) [lepenanpaBisier cTaHIApTHBIN BBIBOJ KOMAHJbI C KOHCOJM CTAaHIAPTHBIM Ha BXOJ
JIpyrol KOMaHsje.

B) [lomHuMaeT mpasa 10 IpaB CyMHepIioib30BaTersl.

r) OTKIa1pIBaET BHITTOJIHEHUE KOMAH/ bl Ha YKAa3aHHBIN CPOK.



Tect mo Teme 4.1 BBeieHne B apXUTEKTYPY JOKAJIbHBIX BHIYHCIUTEIbHBIX ceTell

Texymas arrecrauus B gopme Tecra
(nposepka cpopmuposannocmu komnemenyuti YK-4 (unouxamop U-YK-4.1); VK-8
(unouxkamop U-YK-8.1); OIIK-2 (unouxamopwr U-OIIK-2.1, U-OIIK-2.2, U-OIIK-2.3, U-OIlIK-
2.4); OIIK-3 (unouxamop HU-OI1K-3.1)

1. Kaxkoii nopsinok yposHeii moaean OSI BepHbIii?
a) Pusnueckuii, KaHAJIbHBINA, TPAHCHOPTHBIN, CETEBOM, CEAHCOBBIM, IPEICTABIICHUS,

IIPUKIIAHOMN.

0) dwusnueckuii, KaHAJIbHBIM, CETEBOM, TPAHCIIOPTHBIA, CEAHCOBBIN, IPEICTABIICHHUSI,
IIPUKJIIAHOMN.

B) ®wusnueckuii, KaHAJIBHBIHA, CETEBOM, TPAHCIIOPTHBIM, CEAHCOBBIM, MPUKIATHOM,
MIPEICTABJICHHUS.

r) Ousnyeckui, KaHAIbHBIM, TPAHCIOPTHBIA, CETEBOW, CEAHCOBBIN, MPHUKIIATHOM,
MIPEICTABIICHHUS.

2. Kakue npoToKoJibl OTHOCATCS K TPAHCIOPTHOMY YPoBHI0 Moaeau OSI?

a) UDP.

6) ARP. B) IPv4. r) GSM.
1) TCP.

e) DNS. x) PPTP.

3. Kakoii ypoBeHb npeaHa3HaudeH AJs onpeaejeHUus MyTH Nepelayd JTaHHbIX? a)
DuU3nYeCKHid.

0) CeaHCOBBIH.

B) Tpancnopthsiii. 1) [lpencraBnenus. 1) KananbHbIi.

e) [Ipuknannoii. x) CeTeBOi.

4. Kakue ¢guiaru ucnoJib3yrrces B nporokosie TCP ais ycranoB/ieHus coeiMHeHus1?
a) RST.

0) SYN.

B) FIN.

r) URG.

1) ACK.

e) PSH.

5. Kakue npenmyumecrsa ectb y FTTB?

a) Bricokas ckopocTh paboTel IHTEpHET.

6) PaBHast ckopocTh puema U nepeaayd MHGOpMaIu.

B) HesaBucumocts ckoOpocTH JocTynma OT 4YHcla a0OHEHTOB, MOJKIIOYEHHBIX K
KOMMYTaTopy.

r) OTCcyTCTBHE HEOOXOIMMOCTH pa3MeIleHIsi KOMMYTaTopa poBaiiiepa B 3/IaHHH.

6. Kakue nenocratku ects y FTTB?

a) Huzkas ckopocts paboTsl HTEpHET.

6) Pa3znas ckopocTs mprueMa u nepefadu HHGOpMaIuu.

B) 3aBHCHMOCTh CKOPOCTH JOCTyHa OT 4uuciaa aOOHEHTOB, TOIKIIOUEHHBIX K
KOMMYTaTopy.

r) Heo6xonumocTh pa3MerieHust KoMMyTaTopa rpoBaiijiepa B 31aHUH.



7. BoiOepuTe BepHbIe YTBEPKIEHUS

a) TCP He rapaHTUpYET 1OCTABKY JaTarpamm.
0) UDP He rapanTupyer JOCTaBKY JaTarpamm.
B) UDP rapantupyer qocTaBKy JaTarpamm.

r) TCP rapantupyert 10CTaBKy JaTarpaMM.

8. Kakoii agpec oTHOCUTCS K ajipecHOMY npocTpancTBy 1Pv4?
a) 192.168.0.17

0) 129.256.0.0

B) 301.169.107.0.0.3

r) 127.0.1000.0

9. Kak pa6oTaer koHmeHTpaTop (xab)?

a) [Ipu nmonyueHun makera JaHHBIX Xa0 MEpeChUIACT ATOT MAKET Ha BCE OCTAIIbHBIE CBOU
MOPTHI.

0) [Ipu mosydyeHnM NakeTa JaHHBIX Xa0 MEepechlIacT 3TOT MaKeT Ha TIOPT B COOTBETCTBUU
¢ Tabnuneit MAC-aapecoB. Eciu cOOTBETCTBHSI HET, TAKET OTOPACHIBACTCS.

B) [Ipu nonyyeHnn nakera JaHHBIX Xad MEpPEChLIAET 3TOT aKeT Ha IOPT B COOTBETCTBUU
¢ Tabnuneit MAC-agpecoB. Ecinu cooTBeTcTBUS HET, B ceTh oTnpanisercs ARP-3ampoc.

10. Kak pa6oraetr kommyTaTop?

a) B cinyuae, ecnu s ormpasisiemoro MAC-agpeca HET COOTBETCTBHS, KOMMYTaTOp
pacchlIaeT nakeThl Ha BCE MOPThI, KpOME MOPTa-TOITydaTes.

6) Ilpu monmydyeHWM makeTa JaHHBIX KOMMYTATOp IEPECHUIAET 3TOT IAaKeT Ha BCE
OCTaJIbHbIE CBOU MOPTBHI.

B) Kommyrarop XpaHur B mnaMaTtd TaOnIMIly KOMMYTAlH, B KOTOPOH YKa3aHO
comnocraBienne MAC-aapeca u Homepa opTa KOMMYTaTopa.

r) Co BpeMeHEM KOMMYTATOp CTPOHUT Tabiuiy [uisi Bcex akTHBHBIX MAC-agpecos. n)
Tabnuua MAC-aapecoB KOMMyTaTopa CTaTUYHA U HACTPAUBACTCS BPYUHYIO.

Tect o Teme 4.2 CereBbie yrpo3bl H METOABI IPOTHBOACHCTBUS HM

Tekywas arrecrauus B (popme Tecra
(nposepka cpopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop U-YK-8.1); OIIK-2 (unouxkamoper U-OIIK-2.1, U-OIIK-2.2, U-OIIK-2.3, H-OIIK-
2.4); OIIK-3 (unouxamop HU-OIIK-3.1)

1. Kakue ObIBalOT HCTOYHUKYU BOSHUKHOBEHHUS ysI3BUMOCTeEH ?
a) OmunbKu peanuzaium.

6) OmmOKu 06CTyKUBaHUS.

B) OmmOKH MpOeKTUPOBAHUS.

r) Ommbku HR-oTxena.

2. YTto He BXOAUT B 6a30BYI0 rpynmy merpuk CVSS?
a) Cioco6 monrydeHus AOCTyTIA.

0) Bausinue Ha KOH(UIEHITNATBHOCT.

B) Biinsinue Ha nosip3oBarens.

r) [lokazarens ayTeHTHPHUKALIUY.

1) CII0XKHOCTH MOJIy4EHHsI JOCTYTIA.



3. Kakoii rpynnbl meTpuk CVSS He cymecTByer?
a) KommuiekcHasl.

0) Bpemennas.

B) bazogasi.

r) KonrekcrHas.

4. Kem pa3zpa6orana CVSS?
a) ISO.

0) FIRST.

B) WWW.

r) UCLA.

5. Uro He siBasieTcst MeTpUKoOii B CVSS?
a) CI0KHOCTh aTakH.

0) BimstHue Ha TOCTYIMHOCTb.

B) JIIUTENIBHOCTH aTaKH.

r) Crioco6 nosy4eHus A0CTyna.

n) [lokazarens ayTeHTUQUKALUY.

6. UTo ABJIsIeTCSl MACCUBHOI aTaKo?
a) [IpocnymmBanue Tpaduka.

6) Otka3 B 00CITyKMBaHUU.

B) ®u3nyeckoe HaMaeHue Ha OOBEKT.
) DKCIulyaTalus ysi3BUMOCTH.

7. YT0 TaKoe 3BpUCTHYCCKHUI aHAIU3?

a) Meron, npeaHa3HaYeHHbIH [U11 0OHApy>KEHHsI HOBBIX, €11l¢ HE BbISIBIIEHHBIX BUPYCOB.

0) MexaHu3M, HEOOXOAUMBIMIISL ~ OTCIICKHBAHUS HEU3MEHHOCTH ¢aiinos,
JIOKYMEHTOB, peecTpa, KOH(pUrypauu o00pya0BaHUsL.

B) Meron, OCHOBaHHBIM Ha TOCIEIOBATEILHOM TIPOCMOTPE TNaMSTH YCTPOWCTBA,
3arpy304HbIX CEKTOPOB, (hailyIOB B MOMCKE CUTHATYP U3BECTHBIX BUPYCOB.

8.Urto Takoe 63x10p?

a) YacTtp BpeAOHOCHOIO MPOrPaMMHOI0 OOECHEeUeHUs, peaTu30BaHHOIO Ui COKPBITUS
IIPUCYTCTBHS 3TOTO BPEJOHOCHOI'O KOJIa ¥ €T0 JEHCTBUM.

0) [Ipunoxxenue, ucnoab3yemoe AJsl JajbHEHIIEeH 3arpy3kyd M 3amycka MOJHOLIEHHOIO
BPEIOHOCHOTO NMPOIPaMMHOI0 00ecreyeHusl.

B) BpenonocHoe nporpammHoe oOecrnedeHue, KOTOPOE, MOMUMO TOJYyYEHUsI KOHTPOJIS
HaJl 3apaKEHHBIM YCTPONUCTBOM, MBITAETCS 3aXBATUTH 1101 CBOW KOHTPOJIb JPYTUeE Y3JIbI CETH.

r) [Ipunoxxenue, NO3BOJIAIOLIEE YIIPABISITH KOMIIBIOTEPOM YAAJIECHHO.

9. Yto Takoe pyTKuT?

a) YacTb BpEIOHOCHOI'O MPOTPaMMHOTO OOeCHeueHHs], PeaTu30BaHHOTO JJISi COKPBITHS
MIPUCYTCTBUS 3TOTO BPEIOHOCHOTO KOJIa U €ro JEeHCTBHM.

6) Ilpunoxenue, Ucnoiab3yeMoe Ui AajdbHEWIed 3arpy3kd U 3almycka MOJHOILEHHOTO
BPEIOHOCHOTO IPOIPaMMHOI0 00eCIIeYeHusl.

B) BpenonocHoe mporpammHoe obecrieueHue, KOTOpoe, MOMUMO IMOJyYEHHs] KOHTPOJIS
HaJl 3apaXCHHBIM YCTPOHCTBOM, MBITAETCS 3aXBATUTH O] CBOM KOHTPOJIb IPYTHE Y3JIbl CETH.

r) [IpriioxxeHne, NO3BOJIAIOLIEE YIIPABIATH KOMIIBIOTEPOM YIaJIEHHO.

10. Yro caeayer aejiaTh, YTOOBI 3AIIMTUTH €Ce0s1 OT BUPYCOB?
a) He 3amyckath NMpuioKeHUs U3 HEOBEPEHHBIX HCTOYHUKOB.



0) Cnenutp  3a IM(QPOBBIMH  TOANMUCSIMH  YCTAHABIMBAEMOTO  ITPOTPAMMHOTO
o0ecreyeHusl.

B) OTKIIFOYHTHh MEXKCETEBOM IKPaH.

r) Becerna oTkpbIBaTh BI0KEHUS 3JIEKTPOHHOM MOYTHI ¢ TeMOM  «BaxkHo» u «CpouHo».

1) CBOeBpeMEHHO  OOHOBISITh  ONEPAL[MOHHYIO CUCTEMY U IIPOrpaMMHOE
oOecrnievyeHue.

e) Ucnonp30BaTh aHTUBUPYCHOE MTPOrPaMMHOE OOeCTieueHueE.

Tect o Teme 4.3 MexceTeBble IKPAHbBI

Texymas arrecrauus B gopme Tecra
(nposepka cpopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8
(unouxkamop U-YK-8.1); OIIK-2 (unouxamopwr U-OIIK-2.1, U-OIIK-2.2, U-OIIK-2.3, U-OIlIK-
2.4); OIIK-3 (unouxamop HU-OI1K-3.1)

1. Yro Takoe Me:kceTeBOM IKpPaH?

a) [IporpaMMHOEe WM NPOTrPaMMHO-TEXHHUYECKOE CPEICTBO, peanusyroiiee (HyHKIUU
KOHTPOJIA U (1)I/IJII)TpaIII/II/I B COOTBCTCTBUHU C 3aJaHHBIMU IIPpaBHUJIAMH HPOXOAAINIUX YCPE3 HETO
WH(OPMALIMOHHBIX TOTOKOB.

0) YcrpolicTBO, peqHa3HAYCHHOE IS COSAMHCHHSI HECKOJIBKHUX Y3JI0B KOMITBIOTEPHOM
CETH B MpezieNiaX OJHOTO WIH HECKOJIBKUX CErMEHTOB CETH.

B) YCTpOICTBO, KOTOPOE IMO3BOJISIET OPraHU30BaTh JIOKAJIbHYIO CETh C BO3MOXXHOCTBIO
BBIXO/Ia B UHTEPHET JJIsl APYTUX YCTPOICTB.

2. MexceTeBble IKPaHbI /1JIs1 BeO-TPUJIOKEHUI pacmojiaraioT:

a) Ilepen 3amumiaembiM BeO-cepBepoM (TpaduK BHAYalle MEPEAACTCs] MEXKCETCBOMY
JKpaHy, 3aTeM BeO-cepBepy).

0) Iocne 3ammimaemoro BeO-cepBepa (Tpaduk BHaYaE mepeaacTes BeO-cepBepy, 3aTeM
MEXCETEBOMY SKpaHy).

B) MexceTeBol 7KpaH M 3alUIIAEMbI UM BeO-cepBep HaXOAATCS B Pa3HBIX IMOJCETSX,
TpapuK MEXTy HUMU 3alpelieH.

r) Bmecro 3ammuiaemoro Bed-cepaepa.

3. IlepconanbHble MeKceTeBble JKPaHbl s HACTOJIBHBIX KOMIBIOTEPOB H
HOYTOYKOB:

a) OGecrnieunBaOT JOMOIHUTEIbHBIA YPOBEHbB 3AIIUTHI OT CETEBBIX aTaK.

6) [TomHOCTBIO 3aMEHSIOT BCE OCTalbHbIE MHCTPYMEHTAJbHbIE CpelCcTBa OOECIeUeHUs
0€30I1aCHOCTH.

B) IlomHOCTBIO 3aMEHSIOT MapUIpyTU3aTOPHl, SBIAACH HUIIO30M IO YMOJYAHUIO JUIs
3alIUIIAEMOT0 KOMITBIOTEPA WIIM HOYTOYKA.

r) [IpenocraBnsoT Bce HEOOXOAUMBIE CETEBbIE CEPBUCHI /IS 3AIIUIIIAEMOT0 KOMIIbIOTEpa
WM HOYTOYKA.

4, Hepconanbnble MEKCETEBBIC JKpPaHbI Vi HACTOJIbHBIX KOMIIBIOTEPOB M
HOYTOYKOB SIBJISIFOTCS:

a) AnmapaTHO-TIPOTPaMMHBIMU CPEJICTBAMH 3aIUTHI.

6) Bcerna BcrpoennsiMu B OC, KOTOPYIO OHM 3aIIMIIAIOT; HE MOTYT OBITh PEaI30BaHBI
BHCIIHUMH IIPOU3BOJUTCIISAMU.

B) MckiIrounTensHO NporpaMMHBIMHU.

r) HckimounTenbHO BHEUIHUMH, HE BCTpOeHHBIMH B OC, KOTOpYHO OHHM 3alIMILIAIOT;
BCEr'/la PEaIM30BaHbl BHEITHUMU IIPOU3BOAUTEISIMH.



5. IlepcoHanbHble MekKceTeBble JIKPAaHbI /Jsl HACTOJbHBIX KOMIIBIOTEPOB M
HOYTOYKOB YCTAHABJIMBAIOTCS:

a) Ha xocTtax, KOTOpble OHM 3aIIUIIAIOT.

6) Ha wmapmpytuzaropax, KOTOpbIE YKa3aHbl Ha XOCT€ B KadyeCTBE MUII03a IO
YMOJIYaHHUIO.

B) Ha oTnenbHbIX KOMIIBIOTEpAX.

r) Ha xoneunprx Toukax VPN.

6. BoiOepuTe HecylieCTBYIOMIMH BUI TPAHCJISIIIUM CETEBBIX aJPeCOB.
a) JlunaMmuueckas.

0) CraTudeckasl.

B) C HCNOIB30BaHUEM TTOPTOB.

r) C UCI0Ib30BaHHEM MOCTOB.

7. 10361 yPOBHSI NPUJIOKEHUH O3BOJISIIOT:

a) Hckmounth npsiMoe B3aUMOJIEHCTBUE JBYX Y3JI0OB IIYyTEM pEau3alud poJin
MOCPETHUKA.

0) BBIMOTHATE QYHKITNH [IUTF03a CEAHCOBOTO YPOBHSL.

B) AHAJIM3UPOBATh BCE CYIIECTBYIOIINE B MUPE MPOTOKOJIBI.

F) AHaJII/I3I/IpOBaTI) TOJIBKO IO AACPKNBACMBIC OTUM MCKCCTCBBIM JKpPaHOM
MPOTOKOJIBL.

8. Ynpas.isieMble KOMMYTATOPbI MOTYT:

a) OcymecTBIATh GUIBTPAIUIO Ha ocHOBE [P-aapecos.

0) Ocy1ecTBIATh PUIBTPALUIO 110 UCTIOIB3YEMOMY IIPOTOKOIY.
B) OcymecTBisATh GuibTpanuio Ha ocHoBe MAC-anpeca.

r) OcymecTBisaTh GuiibTpanuio Ha ocHoBe VLAN ID.

9. BoiOepuTe BO3MOKHOCTH MeKCeTeBOro IKPaHa.

a) Peructpanus coObiTuii 1 renepanus otuetoB. 0) OunpTpanus Tpaduxa.
B) TpaHcasiMs CEeTEBBIX aIpECOB.

r) AyreHTudukarus noib3oBaresneil.

1) AIMUHUCTPUPOBAHHUE.

10. Kakue yTBep k1eHHs 0 IPOIrPAMMHOM MeKCeTeBOM IKpaHe BepHbI?

a) [logxomut B ciydasx, KOrJla YCTPOWCTBO IMOJb30BaTENs IMOMEIIACTCS B
HEJIOBapeHHYIO Cpeay.

0) [Ipuero  paboTe UCIIONB3YIOTCSA pecypchl YCTPOMCTBA, Ha KOTOPOM OH
(GYHKLIHOHUPYET.

B) [loaxoauT 11t 3a1a4 CErMEHTUPOBAHUS CETEH.
r) [logxoauT 1i1st OTAENEeHUs JOBEPEHHOM YaCTH CETH OT BHEIIHUX YTPO3.
1) Cuuraercs 0osiee 0TKa30yCTOMUMBBIM, YEM allapaTHbI MEXCETEBOM 3KpaH.

Tect no Teme 5.1 BBenenue B kpunrorpagpuyeckue MeToAbI 3a1HUTHI HH(popMannu

Texymas arrecrauus B gopme Tecra
(nposepka cpopmuposannocmu komnemenyuti YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop U-YK-8.1); OIIK-2 (unouxamopwr U-OIIK-2.1, U-OIIK-2.2, U-OIIK-2.3, U-OIIK-
2.4); OIIK-3 (unouxamop HU-OI1K-3.1)

1. Kaxnapiii  mm@poTeKkcT MOKeT ObITh TOJIY4YeH KaK  pe3yJbTar
cJ1eyI0LIero npeodpa3oBaHusA:



a) Ek (Dk(p)).
6) Dk(p).
8) EK(p).
r. DK (EK(p)).

2. 3ammdpyiite ¢ nomompb10 mudpa «Atéam» caoso «World».

A|/B|C|D|E|F|G|HI|I |]J K|L|M
Z Y | X |W T|S|R|Q]|P N
a) Dlrow.
0) Svood.
B) Woild.
r) Dliow.

3. Pacciudpyiite cioBo «Xjxoby, 3ammdppoBannoe ¢ nomombio mudpa IN'aa KOs
Le3aps:

A|B|C|D|E

_n
o
T
~
—
<
=
(@)
0

20
X
wn
—
c
<
>
<

XY Z|A|B|C|D|E|F|G|H|I|J |KIL|M

a) Tgtly.
0) Amare.
B) Crypt.
r) Vivna.

4. 3amudpyiite cji0B0 « KHU3HbY» ¢ IOMOIIBLIO NEPECTAHOBKH

1(2|3|4]5
2|5/3/|1,4
a) Hx3bu.
0) bu3mx.
B) H3pxu.
r) Ub3xKH.

5.Pacum¢pyiite cioBo «1216312611» ¢ nomombio Tadaunbl [oandus:

1(2|3(4|5|6

1/A|B[B|r|[AalE

2 |E[X[3|[M[N]K

3|A|MHIO|N|P

4|bl|E|Y|®| X|L

54 wlw bbb

6|3 |tO|A|*|*|*
a) benka.
6) Enasroa.
B) Crpenka.
r) benok.

6. BﬂepBble METO/1 YaCTOTHOI'0 KPHUIITOAHA/IN3A BIICPBLIC U3J10KHJI:



a) Jleon bartucra Ans6epTH.

0) ®panyecko CUMOHETTA.

B) AGy IOcyd Sxy6 ans-Kunmn.
r) Jxuponamo Kapaano.

7. Inck Aib0epTH M03B0JIAET AaBTOMATH3HPOBATh:
a) [lIudp npocroit 3amens! (ogHO0AIGABUTHBIN D).
6) MHuoroan¢paBuTHBIH HUOP.

B) llIndp nmepectaHoBKH.

r) [lorounsiit mumdp.

8. Ucnoab3oBaHue mapojs AJds MHEMOHHMYECKOro 3alOMUHAHHUS TepPecTAHOBKH
CHMBOJIOB aJI()aBUTA MPeEII0KHIT:

a) Mareo ApmxeHTH.

0) biie3 ne Buxenep.

B) Jl>xoBanuu barrucra bennazo.

r) [I)xam6arTucra (/>xoBannun) aemna Ilopra.

9. ITomemenne niasa neparocrpanun nepenucku B XVII — XX Bekax Ha3bIBAJI0CH:
a) benbrii kabuHer.

0) TaiiHas kOMHaTa.

B) SlHTapHast KOMHaTa.

r) UepHblii KaOUHET.

1) KpacHelii kaOuHer.

10. IlIngpsl, B KOTOPBHIX KaKIblii CUMBOJI OTKPBLITOI0 TeKCTa Npeodpa3yerc B
CHMBOJI MIM(POTEKCTA, B 3aBUCMMOCTH OT CBOEr0 PaclojIoKeHHsI B OTKPBITOM TeKcTe M
KJII0Ya HA3bIBAKOTCH:

a) MHoroanaBuTHEIMH IIHPPAMH.

0) bnouneiMu mudppamu.

B) [ToTouHbIMM mIHppamMH.

r) PoTopHbIMU 1D pamMu.

11. 3ammdpyiite cioBo «CJAOH» ourpammubiv mugppom Ilieiigepa.

Y q 0 b B
K T 3 H ®
m r n 3 M
M A m 3 P
C E A bl K
10 il mm " X

a) BABIL.

6) LIIADD.

B) DIIVYBI.

r) BILILI3.

12. IlycTb nepecranoBka T npeacraBieHa cieayomeil Tadanuei:

1{2(3|.. |n=-5|n-4|n-3|n-2|n-1|n
n-1




13. Kakoii B MMeeT nepecTaHOBKA o0paTHas nmepectaHoBke T?

a)
1(2|3|.. |n=5|n-4|n-3|n-2|n-1|n
1123 n=-5|\n-4{n-3|n-2|n-1|n
0)
1123 n=-5|\n-4{n-3|n-2|n-1|n
4132 10 9 8 7 6 5
B)
1123 n-4|\n-3|\n-2|n-1|n
4|5|6 n-1 n 1 2 3
r)
1 2 3 4|5 ..|n=-3|n-2|n-1 n
n-3|n-2|n-1|n|1 n-7|n-6|n-5|n-4

14. 3ammpyiite ¢ noMoumpb OTKpbITOro kiaw4da (8051, 5) kpunrocucrembl RSA
coodmenue m = 10.

a) 8051.

0) 3388.

B) 1949.

r) 12.

15. Kakoe cBoiicTBO  0€30MaCHOCTH  TapaHTHpPYeT, YTO  Y4YaCTHHKY
Kpunrorpaguyeckoro nNpoTroKo/a HeJOCTHOCTH MOJY4YeHHOro0 COOOIIEeHUsI H ero co3JaHue
0 MOMEHTAa MOJIyYeHHsl, HO He TapaHTHpPyeT 3allMTy OT IOBTOPHOH OTHPAaBKHU
co0o01IeHus?

a) CBOICTBO «ayTeHTH(UKALIUS CTOPOHY.

0) CBOWCTBO «ayTeHTU(UKAIIHSI UCTOUHUKAY.

B) CBOWCTBO «*MHBAPHMAHTHOCThH OTIPABUTEILS».

r) CBOWCTBO «ayTeHTU(]UKAIIS COOOLICHUS.

16. Kakoe cBoiicTBO  0€30MacCHOCTH  TapaHTHPYeT, 4YTO0  YYaCTHUKY
KpUNTOorpagu4eckoro NpoToKoJia, YTo0 y4aCTHMKH, HaYaBIIMe UCIIOJTHEHHE NTPOTOKO0JIa, He
U3MEHHNJIHNCh ¢ TeYeHueM BpeMeHu?

a) CBOMCTBO «ayTeHTH(UKALINS CTOPOHY.

0) CBOICTBO «ayTeHTU(UKALMS HCTOUHUKAY.

B) CBOWCTBO «MHBAPHMAHTHOCTH OTHPABUTEIISD.

r) CBONCTBO «ayTeHTU(]UKAIIS COOOLICHUS.

JonosiHUTe/IbHBIE 32IaHUS JIS1 CAMOCTOATEIHHOI0 pPelleHHs
(B 00s13aTeILHOM NOPSIAKE HEe MPOBEPSIOTCS NMpenogaBaTeaem)

Tekymasi atTecTanusi B oopMe 10MOJHATETHHOTO 32 JaHUSI
(nposepka cgpopmuposannocmu komnemenyuti YK-4 (unouxamop U-YK-4.1); VK-8
(unouxkamop U-YK-8.1); OIIK-2 (unouxamopwr U-OIIK-2.1, U-OIIK-2.2, U-OIIK-2.3, U-OIIK-
2.4); OIIK-3 (unouxamop HU-OI1K-3.1)

JlonosHuTeIbHBIC 3a0aHuA 110 Teme 1.1 IIpaBoBbie 0CHOBBI 00ecniedeHUs
HHPOPMALIMOHHOH 0€30I1aCHOCTH

1. Kakas unpopmanus npexacrasnsier 1yis  Bac  unenHocts?  Kaxue
XapaKTEepUCTUKN HH(POpMAMOHHON Oe3omacHocTH Bbl Obl XoTenu oOecrmeuuTh Ui Takou
uHpopmanun?



2. Bri6epere kakoi-mubo Bua mneHHou st Bac mHbopmamuu. B kakux dopmax
MOJKET OBITh MPECTABIICH ATOT BU HHpOpMarwm?

3. [Ipoananu3upyiite: K KaKuM BUAaM TailH Bel MoxkeTe uMeTh noctyn?

4. [Tpoananusupyiite: kakue cBsizaHHble ¢ BaMu JaHHBIE MOTYT SIBISATHCS TaltHAMu?

I[OHOJIHI/ITeJILHLIe 3aJlaHUA 110 TEME 1.2 3aumTa MEPCOHAJIBbHBIX TAaHHBIX

Texyumasi atTectamnusi B (popMe 10MOJTHUTEIHHOTO 32 JaHUS
(nposepka chpopmuposannocmu xkomnemenyuti YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop U-YK-8.1); OIIK-2 (unouxamoper U-OIIK-2.1, U-OIIK-2.2, U-OIIK-2.3, U-OIIK-
2.4); OIIK-3 (unouxamop HU-OI1K-3.1)

1. Onumure cxeMy MH(MOPMALMOHHBIX MOTOKOB Balmnx mepcoHalbHBIX JaHHBIX B
YHuBepcurere.

2. Onumure cxeMy MH(MOPMALMOHHBIX NMOTOKOB Balmx mnepcoHalbHBIX JaHHBIX B
banke.

3. [Tpoananusupyiite: Bcerna u (Korjga 3To Heo6xoaumo) ¢ Bac B3uMaroT corsacue

Ha 00pabOTKy NEpCOHANBHBIX JaHHBIX? Bcerma 1M 3TO TPOUCXOAWT B COOTBETCTBUHU C
3aKOHOAATEIHCTBOM?

4. [Ipoananusupyiite: B Kakux cuTyauusix Bel gaBanu coriiacue Ha o0OpabOTKy
Bammx crienmanbHbix qaHHbIX? He ObLIO JIM 3TO MU3ITUIIHUM?
o. [Ipoananu3upyiTe: B Kakux cuTyanusx Bwl gaBamm coriacue Ha 00pabOTKy

Bamux 6nomerpruuecknx gaHHabix? He ObLIO JIM 3TO H3IUITHUM?

JdonmosHuTebHBIE 3a1aHus 110 TeMe 1.3 Opranu3anuoHHbIe OCHOBBI 00eceYeHust
HH(POPMALMOHHOM 0€30I1aCHOCTH

Texymasi atrecramnusi B (popMe T0MOJTHUTEIHHOTO 3aJaHUS
(nposepka chopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8
(unouxkamop U-YK-8.1); OIIK-2 (unouxamopwr U-OIIK-2.1, U-OIIK-2.2, U-OIIK-2.3, U-OIlIK-
2.4); OIIK-3 (unouxamop HU-OIIK-3.1)

1. PazpaOoraiite Monens Hapymmrtens s Bamell nomamiHeidl mHbopMannoHHOM
CHUCTEMBI.

2. PazpaOoraiiTe Mosienb HApyIIUTENS JUIsI KOMIBIOTEPHOTO Kjacca Y HUBEPCUTETA.

3. Pazpaboraiite Mmoaens yrpo3 uist Bammeit nomanineit nHGOpMaImoOHHON CHCTEMBI.

4. PazpaboraiiTe Mosienb HApyIIUTENS ISl KOMIBIOTEPHOTO Kjacca Y HUBEPCUTETA.

S, [Ipennoxute cpencrtBa 3amuThl  HHQopmauuu ans  Bamel  gomamiHein
UH(POPMALIMOHHOM CUCTEMBI.

6. [Ipennoxute cpencta 3amMThl MHGOpPMALKK JUII KOMIIBIOTEPHOTO KJjlacca
YHuBepcurera.

JlonosHUTEIbHBIC 321aHUA M0 TeMe 2.1 ApXUTeKTypa KOMIIbIOTepa

Texyuasi atTectanusi B popMe 10MOJTHUTEIHHOT0 32 JaHUS
(nposepka cpopmuposannocmu komnemenyuti YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop U-YK-8.1); OIIK-2 (unouxamoper U-OIIK-2.1, U-OIIK-2.2, U-OIIK-2.3, H-OIIK-
2.4); OIIK-3 (unouxamop HU-OITK-3.1)

1. U3yunte Bamr nepcoHanbHbIII KOMIIBIOTED U COBPEMEHHBIE T'a/IKEThI, KOTOPBIMUA BbI
noib3yerecb. CpaBHUTE HMX XapaKTEPUCTUKU: OBICTpOJAEHCTBHE, OO0OBEM ONEpaTUBHOH U
BCIIOMOTaTEJIbHOM NaMATH, CKOPOCTh JTOCTYIa B MIHTEpHET.



JdonmosHuTtesbHbIE 3a1aHus 110 TeMe 3.1 BBenenne B MHPpOPMAIIHOHHYIO
0€30MACHOCTh ONEPANMOHHBIX CHCTEM

Tekymasi arrecTanusi B oopMe T0MOJHUTETHLHOTO 32 JaHUSI
(nposepka chopmuposannocmu komnemenyui YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop U-YK-8.1); OIIK-2 (unouxamoper U-OIIK-2.1, U-OIIK-2.2, U-OIIK-2.3, U-OIIK-
2.4); OIIK-3 (unouxamop HU-OI1K-3.1)

OC Windiws

1. Ortkpoiite Opaysep Internet Explorer. Haiinure ero maeHTudukaTop mpoiecca,
OTKPBIThIE COEIMHEHUS U Oa30BbIi IPHOPUTET.

2. Otkpoiite 6pay3ep Chrome. Haiinute ero uneHTH(UKaTOp mporecca, OTKPHIThIE
COEIMHEHUS U 0a30BbIi IPHUOPUTET.

3. 3amyctute mnpmioxkenne «bimokHoT». Hailigute (ailiibel OTKpPBHITBIE MPOIECCOM

«bI0OKHOT» ¢ TOMOIILIO YTHUINUTBI Process Explorer.

OC Linux
1. Haiinure narb cambIx TpeOOBATEIBHBIX K MAMSITH IPOIECCOB.
2 OTkpoiite Opay3ep U HallAUTE OTKPHITHIE COCTUHEHUSI.
3. BriBemuTe copepkuMoe qUpeKTopuH /etc.
4 BriBenute copepxkumoe aupekropuu /etc/schedule.

JonmosnnTesbHbIE 3a1aHud 110 TeMe 3.2 UndopmanuonHas 60e30acHOCTb
onepanHOHHBIX cucTeM cemeiictBa Windows

Texymasi arTectamnusi B (popMe 10MOJTHUTEIHHOTO 32 JaHUSA
(nposepka chopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8
(unouxkamop U-YK-8.1); OIIK-2 (unouxamopwr U-OIIK-2.1, U-OIIK-2.2, U-OIIK-2.3, U-OIlIK-
2.4); OIIK-3 (unouxamop HU-OIIK-3.1)

1. Co3maliTe MOJBL30BaATENd «AHCAY. Ha3naubte et maponb. Co3znaiite
rpynny «HenoBepeHHbIE TOIB30BATETN.
2. Coznaiite mupekTopHio, conaepxkamryro (aiinel. Hasnaubte Aunnce mpaBa

JIOCTaTOYHBIE JJIS OTOOPaKEHMUSI CHUCKOB (DalJIoB W TMEPEeXOJ0B B JTUPEKTOPUH U €€
MOITUPEKTOPHSIX, a TaKkke 4YTeHus (aijaoB B NUPEKTOPUU U ee MmoaaupekTopusx. [Ipoepsre,
4YTO AJIMCa MOXKET MPOCMATPUBATh (HAMIIBI.

3. 3amperute rpymnmne «HemxoBepeHHbIe MONIb30BaTENN» 000 JOCTYH K CO3aHHOM
JUPEKTOPUH, €€ TMOAJUPEKTOpUsIM, a Takke K (aimam BHYTpU JAUPEKTOPUU U €€
MOAJUPEKTOPUN.

4. JlobGaBbre Anncy B rpymnny «HenoBepennsle mosb3zoBaTenun». IIpoBeprTe, uTO

Annca He CMOXET MPOCMaTpHUBaTh (ailsibl B JUPEKTOPHH.

JonosHuTtebHbIe 3a1aHus 0 Teme 3.3 UnpopmannoHHasi 6€30MaCHOCTH
omnepamuoOHHBbIX cucTeM ceMeiicTBa Linux

Texymas arrecrauust B Gopme J0NOJHUTEIHLHOT0 3aJaHUS
(nposepka cpopmuposannocmu komnemenyuti YK-4 (unouxamop U-YK-4.1); VK-8
(unouxkamop U-YK-8.1); OIIK-2 (unouxamopwr U-OIIK-2.1, U-OIIK-2.2, U-OIIK-2.3, U-OIIK-
2.4); OIIK-3 (unouxamop HU-OI1K-3.1)



1. Co3naiite moap30BaTelsl  «Aucay. Hasnaubte eit  mapons. Cozpaiite
rpyniy

«HenoBepeHHbI€ MMOJIb30BATEITI.

2. Coznaiite mupekTopuio, coxaepxkamiyro ¢aiinel. Hasnaubre Aunmce mpaBa
JOCTaTOYHbIE JJIs1 OTOOpa)KeHHsl CHUCKOB (hallioB M MEpeXOoiOB B JAUPEKTOPUU U €€
MOJITUPEKTOPHSX, a TaKXkKe YTeHHs (ailioB B ITUPEKTOPUHU M e moamupekTopusx. [IposepsTe,
4yTO AJlMCa MOXKET YUTATh (Pailibl.

3. C nomouIpl0 CHUCKa KOHTPOJISI JOCTYNOB 3anperute rpynmne «Hemgoepennbie
MOJIb30BaTENN» JIOO0M JOCTYNl K BbIOpaHHOMY (aiimy BHyTpu aupektopuu. Ilomensiite
BJIaJIeNIbLIa 3TOTO (paiiia Ha Cyneproib30BaTess cucTeMbl. Pa3pemmre B 6a30BbIX paBax IOCTYII
K BeIOpaHHOMY (aitry kogom 600.

4. JobaBpre Anucy rpynny «HenoBepeHnHble nosib3oBarenu». IIpoBepbre, uTO
AJsrca HEe CMOJXKET NMPOYMUTATh BRIOPAHHBIN (aii.

JomonHuTe/bHbIE 3a1aHus 110 TeMe 4.1 BBeieHne B apXUTEKTYPY JOKAJIbHbBIX
BbIYHMCJIHUTEIbHbIX CeTeil

Texymiasi arTectamnusi B (popMe 10MOJTHUTEIHHOTO 32 JaHUSA
(nposepka chopmuposannocmu komnemenyui YK-4 (unouxamop U-YK-4.1); VK-8
(unouxkamop U-YK-8.1); OIIK-2 (unouxamopwr U-OIlIK-2.1, U-OIIK-2.2, H-OIIK-2.3, U-OIlIK-
2.4); OIIK-3 (unouxamop HU-OIIK-3.1)

1. HpOBepLTe AOCTYIIHOCTDb 1r000ro HCIIOJIB3YEMOI'O Bamu mourtoBoro CEpBCpa C
ucrnonb3oBanuem  yruauTel  Telnet.  Cmenmyiite  cratbe  https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u camocTosATEIBHO.

2. Hactpoiite moury B mouroBom kimmeHTe Thunderbird. Cremyiite cratbe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej.
3. Paspabotaiite ¢uibTpbl Uit pocMoTpa ToJbKO Hcxomsamux ICMP-3ampocos.

Crnenyiite cratbe https://habr.com/ru/post/211042/.

JlononuurenbHble 3aaHus 10 Teme 4.2 CeTeBble YIpo3bl U METO/IbI IPOTUBOACHCTBUS
UM

Texyuiasi atrecranusi B popMe 10MOJTHUTEIHHOT0 32 JaHUS
(nposepka cpopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop U-YK-8.1); OIIK-2 (unouxkamopwer U-OIIK-2.1, U-OIIK-2.2, U-OIIK-2.3, H-OIIK-
2.4); OIIK-3 (unouxamop HU-OI1K-3.1)

1. IIpoBeauTe TMOMCK yA3BUMOCTEM Ha CBOEM JOMAIIHEM IE€PCOHAIBHOM
KOMIIBIOTEPE, O3HAKOMBTECH C ONHCAHUEM BBISBICHHBIX YA3BUMOCTEH, ONPENEIUTE HACKOIBKO
OHM KpUTHYHBI 110 mKane CVSS, u ycTpaHure ux.

2. [TpoBepwTe, yctpanena nu ysa3Bumoctb CVE-2017-0144 na Bamem jgomaiiHeMm
KOMIIBIOTEpPE, U YCTaHOBUTE OOHOBJEHHE O€30MacHOCTH B clyyae, €clid YSI3BUMOCTb
npucyrctByer. Cnenyiite cratbe https://support.microsoft.com/ru-ru/help/4023262/how- to-
verify-that-ms17-010-is-installed.

3. N3yunre ys3Bumocts  CVE-2014-0160, cruenys CTaThsIM
https://xked.ru/1354/  http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-
ujazvimost- heartbleed.pdf. Ilepsas CTaThsl MPEJCTABISAET cO00 HEOOIBINOM

KOMHUKC, HOKaSBIBaIOHIHfI, HACKOJIBKO OIlaCHa M JICTKO HCIIOJb3yEMa 3Ta YA3BHUMOCTD.
BTOpa}I CTaTbd MNPCACTABIIACT coboi HOIIpO6HOC ONMHUCAHUC YA3BUMOCTHU, IOCICACTBUA €€
HCIIOJIB30BAHUA U PUCKH.



JlonoTHUTeIbHBIE 3a1aHUA 110 TeMme 4.3 MexkceTeBble IKPAHbI

Tekymasi arrecTanusi B oopMe T0MOJHUTETHLHOTO 32 JaHUSI
(nposepka chopmuposannocmu komnemenyui YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop U-YK-8.1); OIIK-2 (unouxamoper U-OIIK-2.1, U-OIIK-2.2, U-OIIK-2.3, U-OIIK-
2.4); OIIK-3 (unouxamop HU-OI1K-3.1)

1. 3amenuTe y31bl Hacker u Victim Ha y371bI O yIpaBiICHHUEM ONEPAITAOHHOM CUCTEMBI
Windows u oOpaTuTech K HX CETeBBIM pecypcaM 1o mnpoTtokony SMB. Crenyiite craThe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows- host-on-
the-eve/.

JonosHuTtenbHbIe 3a1aHns 1o Teme 5.1 BBenenue B kpunrorpagpuyeckue MeToAbI
3a1MTHI HHpoOpMaMU

Texkywas arrecrauus B Gopme J0NOJHUTEILHOI0 3a1aHUSA
(nposepka cpopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop U-YK-8.1); OIIK-2 (unouxkamoper U-OIIK-2.1, U-OIIK-2.2, U-OIIK-2.3, H-OIIK-
2.4); OIIK-3 (unouxamop HU-OI1K-3.1)

1. Zamudpyiite u pacmmdpyiite coobuierue «51 Teds Mo0r0!» BceMru H3BECTHBIMU
BaMm uctopuueckumu mudpamu.

Kpurtepuu onenku ¢popM TeKyero KOHTpoJIs

KpuTtepuu oieHKH TeCTOB:

O1eHKa «OTJIMYHO» BBICTABISETCSA CTYICHTY, U3JIOKUBIIEMY MPABUIBHO HE MeHee 75%
NPaBUIBHBIX OTBETOB;

O1eHKa «XOpOIL0Y» BHICTABISETCA CTYIEHTY, U3JI0XKMBIIEMY IIPaBUIbHO He MeHee 60%
NPaBUIBHBIX OTBETOB;

O1eHKa «yJIOBJIETBOPUTEIHHO» BBICTABIISETCS CTYICHTY, U3J0XKHMBILIEMY MPaBUIBHO HE
MeHee 50% npaBUIbHBIX OTBETOB;

OreHka «HEYJIOBIETBOPUTEIBHO» BBICTABISAETCS CTYAEHTY, WU3JIOKUBIIEMY MPAaBUIIBHO
MeHee 50% npaBUIIBLHBIX OTBETOB.

2. Cniucoxk BONPOCOB M (MJIH) 3aJaHMIi 1JIS MPOBEAeHUsI MPOMEKYTOYHON aTTeCTAIIUH
Ha 3auere mpoBepsiercs chopmupoBanHocTh kommeTeHIud YK-4 (unmukatop U-YK-
4.1); VK-8 (unaukarop U-YK-8.1); OIIK-2 (upauxatopst U-OI1K-2.1, U-OI1K-2.2, N-OIIK-2.3,
N-OI1K-2.4); OIIK-3 (uaaukarop M-OIIK-3.1)

BOl'[pOCI)I K 3a49€Ty

1. OcHOBHBIE TIpaBa rpaXk1aH B cepe 0OpabOTKH U 3alIUThI HH()OPMALIHH.

2. OcHOBHBIE TPUHLHUIIBI [PABOBOIO PETYJIWPOBaHMUS B 00JacTH 00pabOTKH U
3alIUThI HUH(OPMAIIHH.

3. HNudpopmarnus. OcHoBHbIE CBOICTBa 0€e30MacHOCTH nHpopmanuu:
KOH(HIEHIIMATIBHOCTbD, EIOCTHOCTD, IOCTYITHOCTb.

4. Buael nadopmanny no nopsaky 10CTyma U pacipoCTpaHEHUs.

5. Orpanunyenue fgoctyna Kk uHpopmanuu. 3amura nHGopmaruu. OObEKThI 3alUTHI.
Bunaer TaiH.

6. WNHdopmaninoHHbIE TEXHOIOTHH U MHPOPMAITMOHHBIE CUCTEMBI.

7. O6nagarens nHGOPMAIIMU U ONIEPaTOp HH(GOPMALITMOHHON CUCTEMBI.



8.

OTBeTCTBEHHOCTH B chepe 00paboTKH U 3alUThl HH(DOpMAITUH.

9. [TepcoHanbHbIe JaHHbBIE U MPUHIMIIBI UX 00paOOTKH.

10. Buapl  TUepCOHaNBHBIX  JAHHBIX:  CICIHWAJbHBIE, OWOMETPUYECKHE
0011IeTOCTYITHBIE.

11.  VYcnoBust 00pabOTKH NEPCOHATBHBIX JTAHHBIX.

12. Cornacue Ha 00paOOTKY MEPCOHATBHBIX JTAHHBIX.

13.  Tpancrpanu4Has nepenada nNepCOHaIbHBIX JaHHBIX.

14.  IlpaBa cyOBEKTOB NEPCOHAIBHBIX JAHHBIX.

15.  Omneparop nepcoHaIbHBIX JaHHBIX H €r0 00sI3aHHOCTH.

16.  Mepsl obGecniedeHust 6€30MACHOCTH MEPCOHATBHBIX JAHHBIX.

17.  KoHTpoiib ¥ Haa30p 3a BHIIIOJHEHUEM MEp 0 00eCTIeYeHUI0 0€30MTaCHOCTH.

18.  YmonHOMOYEHHBIH OpraH MO 3aIIUTe NMPaB CyOBEKTOB MEPCOHATIBHBIX JAHHBIX.

19. [TocnenoBaTeIbHOCTH ACUCTBUH 1O 3aIUTE HHPOPMAIIUH.

20.  BepuBienue u aHanu3 HHPOPMALIMOHHBIX aKTHBOB.

21.  ®opmupoBaHHe TpeOOBAHUH 1O 3aITUTE HHPOPMAIIHH.

22.  ITlomxomspl K MOAETHPOBAHUIO HAPYIIUTENICH HH(POPMAIMOHHOI 0€301TacHOCTH.

23.  Yrpo3sl uHPpOPMAIMOHHOM 0€30MacCHOCTH.

24.  Cpencrsa 3amuThl ”HGOPMAIUH.

25.  Ilpomeccopsr.

26.  OcHoBHas (K301 U OTIEPATUBHAS ) TAMSTb.

27.  BcrnomorarenbHasi HaMsTh.

28.  YcrpoiicTBa BBOJa-BbIBOJIA (IIIMHBI, MOHUTOPHI, IPUHTEPHI).

29.  VYcrpoiicTBa BBOJa-BbIBOA (KJIAaBUATYPHI U MBIIIH, B€O-KaMepbl, MUKPO(OHBI).

30.  OOmwmit ctocob xpaHeHUs U 00padOTKKH NH()OPMAIIUK B KOMITBIOTEPE.

31.  Tlonsartus onepanmoHHON U (ailIoBO CUCTEM.

32.  CyOmbexTsl, 00bEKThI, METO/BI M IIPaBa JOCTYIA, IPUBUIIETHH CYOBEKTA JOCTYIA.

33.  JIMCKpernuoHHOE YIpaBICHUE JOCTYIIOM.

34.  MangaTHOE yIpaBJiIeHUE JOCTYIIOM.

35. Wnentuduxanus, ayTeHTUPUKAINST U aBTOPU3AIIHSL.

36.  YmpasieHue TOCTYIIOM B OIEpaIlMOHHBIX cucTeMax cemeiictea Windows.

37. Unentuduxarus, ayTeHTU(UKALIUS u aBToOpHU3alus B

OTIepaIMOHHBIX cuctemax cemeiictea Windows.

38.  Peanmzanus ayaura B onepaliOHHBIX cucTeMax cemeiictBa Windows.

39.  VmpaBieHue IOCTYIIOM B OTICPAIMOHHBIX CHCTEMax ceMeicTBa Linux.

40. WUnentuduxarus, ayTeHTU(UKALIHS u aBTOpHU3alusg B

OITEPALTOHHBIX cucreMax cemeiictsa Linux.

41.  Mopens ISO/OSIL

42.  ApXUTEKTYpa U OCHOBHBIE IPOTOKOJIBI JIOKAJBHBIX BEIYUCIUTEIBHBIX CETEH.

43.  Krnaccudukanuu ceTeBbIX yrpo3, ysI3BUMOCTEH U aTak.

44.  CereBble aTaK¥ Ha Pa3IMUHBIX YpoBHIX Moaenu [SO/OSI.

45.  Krnaccudukanuus BpeJOHOCHOTO MPOrPaMMHOI0 00ecriedeHusl.

46.  [Ipu3HaKW NPHCYTCTBUS BPEJOHOCHOTO IMPOTPAMMHOT0 00ECTICUEeHUSI.

47.  Metoapl 0OHAapYyKEeHHUsI BPEJOHOCHOTO MPOrPaMMHOI0 00ecredeHusl.

48.  MecTo # pOJIb MEKCETEBBIX SKPAHOB B 00ECIICYCHNHN CETEBOM OE30MaCHOCTH.

49.  Krnaccudukanus MexCeTeBbIX IKPAHOB.

50.  OcHOBHBIEC BO3MOXXHOCTH MEXKCETEBBIX SKPAHOB.

51.  JIOCTOMHCTBA U HEJJOCTATKH MEXKCETEBBIX SKPAHOB.

52. [TocTpoenue npaBui GUILTPAIIH.

53.  Kpunrorpadus apesHero mMupa.

54.  Kpunrorpadus cpeIHUX BEKOB.

55.  Kpunrorpadus snoxu Bozpoxnenus.

56.  Kpunrorpadus HoBoro BpemeHm.



57.  CumMeTrpu4Has ¥ aCUMMETPUYHAS KpUnTorpadus.

58.  BbIUMCIUTENBHO CIOXKHBIE 33]a4l MaTEMaTHKH.

59.  Kpunrocucrema RSA.

60.  Ilonsatue kpunTOrpauuecKoro MPoOTOKOIIA.

61.  CaoiicTBa MPOTOKOJIOB, XapaKTEPUIYIOIINE UX OE30MaCHOCTb.
62.  Cxewmsl nupoBoii moamucH.

IIpaBuiia BbICTAB/ICHHS OLCHKH HA 3a4eTe:

Onenka «3adTeHO» BBICTABIAECTCA CTYAEHTY, KOTOPBIM JIEMOHCTPUPYET BIIAJCHUE
COZIepKaHMEM MaTepuaja U IOHATHUWHBIM allapaToM TEOPHUH IICEBAOCIY4YalHBIX N€HEPATOPOB;
YMEET CBSA3BIBaTh TEOPHIO C NPAKTUKON. B 0TBETE MOryT IOIMYCKAaThCA OTAEIbHBIE HETOYHOCTU
(HecymiecTBeHHbIE  OMIMOKM), KOTOpbIE  HUCIPABIAIOTCS  CaMUM  CTYJAEHTOM  IOCIe
JIOTIOJIHUTENBHBIX U (WIM) YTOUHSIOUIMX BOIPOCOB 3K3aMeHaTopa. Ha 4acTh JONOJHUTEIbHBIX
BOIIPOCOB CTYACHT MOKET HE JaTh OTBET WX JaTh HEBEPHBIM OTBET.

Onenka «He 3a4reHO»  BBICTABIAETCS  CTYINEHTY, KOTOpPBIM  JI€MOHCTPUPYET
pa3po3HEHHbIE, OECCUCTEMHbIE 3HAHUS; OECIOPSIIOYHO M HEYBEPEHHO H3JaraeT MaTepuall; He
YMEET BBIIEIATH INIABHOE U BTOPOCTENIEHHOE, HE YMEET COCAUHATh TEOPETUUECKUE TTOJIOKEHHUS C
IIPAKTUKOM; AOMyCcKaeT rpyOble OLIMOKHU IIPU ONPEAEICHUH OHITUH, BCIEACTBUE HETIOHUMAaHUS
UX CYLIECTBEHHBIX U HECYILIECTBEHHBIX IIPU3HAKOB U CBSI3€H; €T HEIIOJIHBIE OTBETHI, JIOTHUKA U
IIOCJIEIOBATEIIbHOCTh M3JIOKEHUS KOTOPBIX MMEKT CYLIECTBEHHBIE W INPUHIMIHAIBHBIC
HapylIeHHs, B OTBETAX OTCYTCTBYIOT BBIBOJBI. JIONOJHUTENBHBIE M YTOYHSIOLUIME BOIPOCHI
DK3aMEHAaToOpa HE TMPHUBOIAT K KOPPEKLUMH OTBETOB CTyaeHTa. Ha OCHOBHyK 4acTh
JIOTIOJTHUTEIIbHBIX BOIIPOCOB CTYAECHT 3aTPyIHAETCS AATh OTBET MJIU 1a€T HEBEPHBIE OTBETHI.



IIpunioxenne Ne2 k paGoueil mporpaMme ¥ CUMIIJIMHBI
«be3onmacHOCTb B COBpeMeHHOii MH(OPMAIIMOHHOM cpeae»

MeTOIlI/I‘IeCKI/Ie YKa3saHUuA AJIA CTYACHTOB 110 OCBOCHHIO JHUCHUIIJINMHBI

OcHoBHOH (popMOii H3NOKEHHS y4eOHOro MaTepHralia 1o JaHHOW JHUCUUIUIMHE SIBIISIFOTCS
JICKIMH, TIPUYEM B IOCTATOYHO OOJIBIIOM 00bEME.

[lo xaxnoil Teme MmpeaycMOTPEHbl MPAKTUYECKUE 3aHATHS, HAa KOTOPBIX MPOUCXOIUT
3aKpeIyIeHUE JIEKIMOHHOIO Marepuaja IyTeM IPUMEHEHMsI €ro K KOHKPETHBIM 3ajayaM U
0TpabOTKa HaBBIKOB PaOOTHI.

B npouecce wu3ydeHMs] JUCLMIUIMHBI PEKOMEHIYETCS pEryJspHOE IOBTOPEHHUE
MPOMIEHHOIO JIEKIIMOHHOIO0 MaTepuana. Marepuan, 3aKOHCIEKTUPOBAHHBIA Ha JIEKIMSX,
HE00X0IMMO JI0Ma ellle pa3 MpopadaTbiBaTh U MpU HEOOXOIMMOCTH JIOMOJHATH HH(POPMALIUEH,
MOJIyYEHHOM Ha KOHCYJIbTAIUAX, TPAKTUUECKUX 3aHATUSAX UIIH U3 YUeOHOI TUTepaTyphl.

Bosbmioe BHMMaHWE JODKHO OBITH YIEJICHO BBINOJIHEHUIO JoMamrHei paborel. B
KauyecTBe 3aJaHUi Al CaMOCTOSTENbHOM padOoTHl AOMa CTyIEHTaM MpPEeIararoTcs TEeMBbI IS
pPacCMOTpEHHMs], AHAJIOTMUYHbIE pPa300paHHBIM Ha JEKUUAX W MPAKTUYECKUX 3aHATUSIX WIN
HEMHOT0 00Jiee CIOKHBIE, KOTOPbIE SBISIOTCSA PE3YyIbTaTOM O0BEAMHEHUSI HECKOIBKIX 0a30BbIX
3a/1a4.

Jljis IpOBEpKH M KOHTPOJISL YCBOCHUS TEOPETUYECKOT0 MaTepuaia B TeueHue oOyueHus
IIPOBOJSITCST MEPONPUATUS TEKYILEH aTTECTallud B BHUJE 3a/laHUil C UCIOJb30BAaHUEM DPAa3HBIX
00pa3oBaTeNbHbIX TEXHOJOTHHU. Takke MPOBOMAATCS KOHCYIbTAlMU (TIpU HEOOXOAMMOCTH) TO
pazbopy 3amaHuii 17151 CAaMOCTOSTEIIbHON pabOThI, KOTOPBIE BHI3BAIM 3aTPY/IHEHUS.

Jlnsa camocTosITensHOrO Moadopa JuTeparypbl B Oubnuoreke Spl'Y pekomenayercs
HCIIOJIB30BATh:

1. JTuunenii  xabuner (http://lib.uniyar.ac.ru/opac/bk_login.php) mgaer Bo3MOXHOCTB
NOJy4eHHUs: on-line oCTyma K CIUCKY BBIJAHHON B aBTOMAaTU3UPOBAHHOM PEKUME JIUTEPATYPHI,
IPOCMOTpPA ¥ KOTIMPOBAHHUSI SJICKTPOHHBIX BEPCUN U3JITAaHUI COTPYAHUKOB YHUBepcHuTeTa (yueo. u
METO/1. TOCOOMSI, TEKCTHI JeKIUi u T.1.) st paboThl B «JInuHOoM KaOuHeTe» HE0OXOAMMO 3aUTH
Ha caifr Hayunoii 6ubnuorexku SApl'Y c mo0oii Touku, uMeromiei noctyn B Internet, B MyHKT
MEHIO «OJIEKTPOHHBI KaTajlor»; MPOWTH NpPOLEAYpY aBTOPU3allMU, BBIOPAaB BKIAJKY
«ABTOpHU3aIU», U 3aMIOJIHUTH [TPECTABICHHbIE OIS HHPOPMALIUH.

2. DnexTpoHHas OnOIMoTeKa yaeOHBIX MaTepuasioB Spl'yY

(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php) coxmepxwur 6Gonee 2500 mONHBIX
TEKCTOB Y4€OHbIX M Yy4e€OHO-METOJMYECKHMX MAaTEpHUajOoB IO OCHOBHBIM H3y4aeMbIM
JUCLUMIUIMHAM, W3JaHHbIX B YyHHMBepcuTeTe. JlOCTyn B CE€TM YyHHUBEpPCHUTETa, JIMOO IO
JIOTUHY/TIApOJTIO.

3. DnektpoHHas kaproreka «KHUroobecreueHHOCTbY

(http://www.lib.uniyar.ac.ru/opac/bk_bookreq_find.php) packpeiBaer y4eOHbIl (hoOHA
Hay4yHoil OuOimorexu Spl'Y, mnpenocraBiseT omnepaTHBHYIO HH(GOpPMAIMIO O COCTOSHUU
KHUT000ECTIeYeHHOCTH TUCIUIUIMH OCHOBHOW U JONOJIHUTENBHON JTUTEPaTypol, a TakKe 1MKIIa
JUCLUUIUIMH M CHEeIMaIbHOCTEH. DIIeKTpoHHast KapToTeka « KHUrooOecrnedeHHOCTh» JOCTYITHA B
CeTH yHUBepcUuTeTa 1 uepe3 JInuHbIil KaOMHeT.
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