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1. Ilenam ocBOeHUS TUCHUILTHHBI
Lenbto ocBOeHHS AMCUUILUIMHBI «OCHOBBI YIpaBiICHUs HHPOPMALIMOHHONW 0€30MaCHOCTHIO»
SBIISIETCS] TEOPETUYECKAs M IPAKTHYECKast [TOJrOTOBKA K JAEATEIILHOCTH, CBI3aHHOM C IPUMEHEHUEM
METOOB yIpaBieHHs HH(POPMAIIMOHHON 0€30MacHOCThI0 00BEKTOB HH(POPMATHIAIIHH.

2. MecTto aucuuiuinHbl B ctpykrype OIl

«OcHOBBI yripaBieHUs UHPOPMALIMOHHOM 6€301MaCHOCTbIO» OTHOCUTCS K YUCITY JUCIUTLINH
0a30Boi 9acTy MPO(HECCHOHATLHOTO IHUKIIA.

Jlns ycremHoro ycBO€HHsI JaHHOW JAMCUHUIIIIMHBI HEOOXOJUMO, YTOOBI CTYJIEHT OBJIAJel
3HAHUSIMH, YMEHUSMH U HaBBIKAMH, C(QOPMUPOBAHHBIMHU B MTPOIIECCE M3yUSHUS TUCIUTLINH:

«udopmarukay» — paboTta ¢ MPOrpaMMHBIMU CPECTBAMU OOIIET0 Ha3HAYCHUS;

«Teopust ”HPOPMALIUUY» — 3HAHUE OCHOB M COACP)KaHUS COBPEMEHHBIX METO/IOB ITOTy4EHUS,
00paboTKH, XpaHEHHUsI, UCIIOJIb30BAHUS U YHUUTOKEHHS MHPOPMAIIIH.

«OcHoBBl  MH(pOpMANMOHHOW  Oe30macHOCTH» -  3HAHHE
nH(pOpMaIMOHHOM 0€30MMaCHOCTH.

3HaHWS W HaBBIKW, IIOJYYCHHBIE B pE3yJbTaTe HW3YYCHUU IJUCHHUILIUHBI «OCHOBBI
yIpaBieHus] THPOPMAITMOHHOHN 06€30M1aCHOCTHIO», UCMONB3YIOTCS CTYJICHTAaMH B JallbHEHIIIEM MPU
pa3paboTKe KypCOBBIX U TUIUIOMHBIX PadoT.

OCHOB  o0ecrieyeHus

3. Illnanupyemble pe3yabTaThl 00yUYeHHs MO AUCHHUILIMHE, COOTHECEHHbIE ¢ MJIAHUPYEMbIMU
pesyiabratamu ocBoenus OIl

[Tporiecc M3ydeHus] TUCIUILIMHBI HApaBlIeH HAa (OPMHUPOBAHUE CICAYIONINX JIEMEHTOB
komreteHmit B coorBerctBuu ¢ ®I'OC BO, OOII BO u npuoOpereHus Clenyrolux 3HaHUH,
YMEHHM, HaBBIKOB 1 (MJIH) ONbITA A€ATEIbHOCTH:

OIIK-5; OIIK-6; OIIK-10; OITK-12

dDopmupyemas
KOMIeTeHI s
(xox M hopMyJIHpPOBKA)

NupnkaTop nocTukeHHus
KOMIeTeHINH
(kox u popMyJINPOBKA)

Ilepeyenn
IUIAHNPYEeMBbIX Pe3yJIbTATOB 00y4eHus!

OodwenpodgeccnonaJbHbIe KOMIIETCHIHMH
OIIK- 5 Criocoben HN-OIIK-5_1. 3naet u

3HaTh OCHOBHEIE HOPMAaTHUBHBIC

IIPUMCHATH HOPMAaTUBHBIC
[PaBOBBIE AKTHI,
HOPMaTHBHbIE U
METOJUYCCKUC NOKYMCHTEI,
periiaMeHTHPYIOIIHE
JIeSITEIILHOCTB 110 3aIUTE
uHpOopMaIuu B cepe
poheCCHOHATBHON
JIeSITEIIbHOCTH;

MOHUMAaeT HOPMaTHBHBIE
NPaBOBBIE AKTHI,
HOPMaTHBHBIC U
METOANYECKHE JIOKYMEHTEI,
perilaMeHTHPYIOLIHe
JIeATeTLHOCTB I10 3aIUTe
WHPOpMAITUH;

N-OIIK-5_2. Umeet
HaBBIK IPUMEHEHHUSI
HOPMATUBHBIX MIPABOBBIX
aKTOB, HOPMaTHBHBIX U
METOANYECKUX
JIOKYMEHTOB,
perIaMeHTHPYIOIINX
JESITeIBHOCTD 110 3aIUTe
UHPOPMAITUH B
OpraHu3aIyu

M-OIIK-5_3 ymeer
aHAIM3UPOBATH U
pa3pabaTeIBaTh MPOEKTHI

IIPaBOBLIC aKTbl, HOPMAaTHUBHEIC U
METOJINYECKHE IOKYMEHTEI,
perJIaMeHTHPYIOIIHE e TEIEHOCTD IO
3amurTe nHQopMaIuy.

YMeTh NpUMEHATh Ha IPAKTUKE
HOPMAaTHBHO MPABOBBIE aKThI,
METOJIMYECKUE JOKYMEHTHI,
PpETIaMEHTHUPYIOIINE AESITENBHOCTD 11O
3amuTe HHOOPMAIIUU B OpraHU3aI|H.

YmeTh pa3pabaThiBaTh MPOSKTHI
smokanbpHbIX HITA 1o 3amure
nHpOpPMAaLIUH.




JIOKAJTEHBIX TIPABOBBIX
aKTOB, MHCTPYKIIHUH,
pErJIaMeHTOB U
OpraHu3aIOHHO-
pacHopsAUTENBHBIX
JIOKyMEHTOB,
pErIaMeHTUPYIOLIUX
paboTy 1o obecnedeHuIo
WH()OPMAITMOHHOH
0e30MacHOCTH B
OpraHH3aIlNY;
(hopMyITHUPOBATH OCHOBHBIE
TpeOOBAHMS 110 3aIINUTE
KOH(UACHIIUATBHON
nH(OpMaIuy,
MEPCOHANBHBIX TaHHBIX
OXpaHe Pe3yJIbTaTOB
WHTEJJIEKTYJIbHOU
JIESTEIIbHOCTH B
OpraHH3aIlNY;

OIIK-6 CriocoGeH mpu
peleHnn
npogecCHOHANBHBIX 3a1a4
OpFaHI/I?)OBI)IBaTI) 3aIlII/ITy
nHpOpMAITUN
OFpaHI/I‘IeHHOI‘O I[OCTyHa B
COOTBETCTBUU C
HOPMaTHUBHBIMHU
MIPaBOBBIMH aKTaMH,
HOpMaTI/IBHI)IMI/I nu
METOIUYECKUMH
JIOKyMEHTaMHU
®DenepalibHON CITYKOBI
oe3omnacHocTu Pocculickoi
Oepnepaunn, OenepaibHOU
CITyKOBI 110 TEXHHYECKOMY
1 3KCTIOPTHOMY KOHTPOJIIO;

N-OIIK-6_1 3naer
CHUCTeMY HOPMATHBHBIX
MPaBOBBIX AKTOB U
CTaHJapTOB TI0
TUIICH3NPOBAHHIO B
obactu obecriedeHus
3aIUTHI TOCYJaPCTBEHHOU
TaWHBI, TEXHUYECKOMN
3aIIUTHI
KOH(UACHIUATBHON
WH(pOPMAITIH, TIO
aTTecTaluu 00bEKTOB
WHQOPMAaTH3AINN 1
CepTU(UKALINU CPEJICTB
3amuTHl HHGOPMAIIHH;
3a/1a4¥l OPraHoOB 3aIUTHI
roCcyJIapCTBEHHOM TalHbI U
CITy k0 3aIUThI
nH(pOpMAITUH Ha
NPEINPHUSITUAX;

3HATh CUCTEMY HOPMAaTHBHBIX IIPAaBOBBIX
aKTOB M CTAaHJAPTOB IO
JUIICH3UPOBAHMIO B 00JIaCTH
o0ecrieyeHus 3alUThl TOCYJapCTBEHHON
TalHBI, TEXHHYCCKOM 3aIIATHI
KOH(HICHIMAILHON HH(OpMAIINH, IO
aTTecTaluu 0OBEKTOB MH(OpMATH3AIUH
U cepTU(UKAIMU CPEACTB 3aINUTHI
nH(pOopMaIny;

3aJ]a41 OPraHoB 3aIUThI
rOCy/IapCTBEHHOU TaliHBI U CITYKO
3aIIUTHl HHPOPMALIUK Ha TIPS IIPUSITHIX;

OIIK-10 CnocobeH B
Ka4eCTBE TEXHHYECKOTO
CHEIUAINCTA TIPUHAMATD
ydacTtre B popMHpOBaHUH
HOJIUTHKA
UHPOPMAITMOHHOH
0e30IMmacHOCTH,
OpraHU30BbIBATH U
MOJJICPIKUBATH
BBITTOJTHEHHE KOMILIEKCa
Mep 10 00ecIIeYeHUI0
MHPOPMAITMOHHOH
0e301macHOCTH, YIPaBIATh
MPOLIECCOM UX peau3alun
Ha 00BEKTE 3aIIUTHI;

N-OIIK-10_3 3Haet
NIPaBOBBIE OCHOBBI
OpTraHu3alfy 3alTUTHI
NEPCOHANBHBIX JaHHBIX U
OXpaHBbl Pe3yJbTaTOB
VHTEJUIEKTYaJIbHON
JEeSITeTbHOCTH M IPUHITHITBI
(bopMHPOBaHUS TOTUTUKU
WHPOPMAITMOHHON
Oe3onacHocTH
OpraHu3alHH.

3HaTh IPaBOBBIC OCHOBBI OPraHU3aLUN
3aIIUTHI IEPCOHATBHBIX JaHHBIX U
OXpaHbl PE3YJIbTATOB UHTEIJIEKTYaJIbHOU
JEATeILHOCTH, ¥ IPUHIIUTIBI
(bopMHUpPOBaHUS TTOJIUTUKU
WHPOPMALIMOHHON 0€30IMacHOCTH
OpraHM3alI|u.

HNmeTh HaBbIKHM B QOpMUPOBaHUM
MOJIUTUKY MH()OPMAIIMOHHON
0€e301acHOCTH, OPraHU30BBIBATh U
MOJIACP’KUBATh BHINOJHEHNE KOMILIEKCa
Mep 1o obecriedeHno HHHOPMaIMOHHOM
0€301acHOCTH, YIIPABIATH MPOLECCOM UX
peanu3alyy Ha 00bEKTE 3alUTHI.




OIIK-12 Cnocoben H-OIIK-12_1 YMeTh TOTOBUTE UCXOIHBIE JAHHBIC JIJIS

MPOBOJIATH TIOATOTOBKY 3HACT MPUHIIHITBI MIPOSKTUPOBAHUS MTOJICHCTEM, CPEJICTB
UCXOHBIX JaHHBIX JJIs (hOpMUPOBaHUS MOJIUTUKKA | OOECIICUCHMSI 3aIIUTHl UHPOPMAIIUK U
MPOEKTUPOBAHUS UH(POPMAITUOHHOM JUTSL TEXHUKO-3KOHOMHYECKOTO
MOJICHICTEM, CPEJICTB 0e30MacHOCTH B 000CHOBaHUS COOTBETCTBYIOIIHX
obecrieYeHus 3aIUThI UHPOPMAITUOHHBIX MIPOCKTHBIX PEIICHUIA;

UHGOPMAITUH U IS CUCTEeMaXx, MPUHIIHITHI

TEXHHKO-3KOHOMHUYECKOTO | OpTraHu3alluu

000CHOBaHUS MH()OPMAITMOHHBIX CHCTEM

COOTBETCTBYIOIINX B COOTBETCTBHH C

MPOEKTHBIX PEIICHU; TpeOOBAaHUSIMH T10 3aIUTE

nH()OpPMAITIH; OCHOBHEIE
3TaIlbl poIecca
MPOEKTUPOBAHUS U 00IITHE
TpeOOBAHMS K COMICPIKAHUIO
MPOEKTa

4. O0beM, CTPYKTYpa U COAep KaHue TUCHUTIHHBI

OO6m1ast TpyA0€MKOCTh JUCIUIUIMHBI COCTABIISIET 4 3aueTHble equHuIbl, 144 akan. gaca.

Ne Tembl (pa3aenbl) Buapl yueOHBIX 3aHATHIA, DopMbI TEKYLLIETO
e,
n/m AUCIUTLIMHBI, 5 BKJIIOYAS CAMOCTOSITEILHYI0 | KOHTPOJISAA YCIIEBAEMOCTH
HX cOJep:KaHue S padoTy CTyAEHTOB, dopMa NpPOMeKYTOYHOM
S U UX TPYI0€MKOCTh arrecTanuu
(B akajieMH4Y€CKHX Yacax) (no cemecmpam)
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Lenwn, 3anaun u copeprkanne
1 |ynpasienns 7 4 2 Onpoc Ha MPaKTHYECKUX
MH(OPMAITMOHHOM 3aHATHAX
0€30MaCHOCTHIO.
Cucrema ynpapieHUs
MH(OPMAIMOHHOH Onpoc Ha MPaKTHYECKUX
2 |0e30MmacHOCThIO 7 6 2 7 p p
ABTOMAaTHU3UPOBAHHBIX SaHATHAX
CHCTEM.
[Tonutuka 6e30macHOCTH
MIPENPHUITHS U Onpoc Ha MPaKTHYECKUX
3 |PeAP 7 |10 | 16 2 30 P P
ABTOMAaTHU3UPOBAHHBIX 3aHATHAX
CHUCTEM.
Ayaut uHQOpPMaIHOHHON
Oe3omacHOCTH Onpoc Ha MPaKTHYECKUX
4 7 |12 | 16 2 30 P P
ABTOMAaTU3UPOBAHHBIX 3aHATHAX
CHCTEM.
0,3 | 4,7 3a4eT
Bcero 144 | 32 | 32 8 |03 |717

Conep:xanue pa3/iei0B IMCHUILIHHBI:

Tema Ne 1 Ilenu, 3aga4uu ¥ COACPIKAHUE VIIPABICHUS I/IHd)ODMaHI/IOHHOﬁ 0€30I1aCHOCTBIO.




1.1. Bsgeapenme. llenu, 3amaun u cojaepxaHue IUCUUILIUHBI «OCHOBBI YIpaBiICHUS
nH(pOpMaMOHHOM 6€30MmacHOCThION. PekomMenayemast mureparypa.

1.2.  OcHOBHBIE TIOHATHS W  OINpPENECIECHUS  YOpaBICHUS  HMH(OPMAIIMOHHOMN
0€3011aCHOCTHIO.

1.3. Copgepxanue U 3a7aud mporiecca yrpaBJieHus WHHOPMAIMOHHONH 0€30MacHOCTHIO
o0bekTa HHPOPMATH3AIUH.

Tema Ne 2 Cucrema ynpapiieHUs HHYOPMAITMOHHOW 0€30IaCHOCTBIO aBTOMATHU3HPOBAHHBIX
CUCTEM.

2.1. CucremHBI TOAXOJ K TMPOEKTUPOBAHHIO, BHEAPEHHUIO M TOAJNEPKAHHIO CHCTEMBI
obecrieuenus b B opranuzarum.

2.2. Crannaptusanus B cepe ynpasierus b (Ha ocHOBe MeXIyHapOIHBIX CTaHIAPTOB
ISO/IEC 17799, ISO/IEC 27002, ISO/IEC 27001, ISO/IEC 27004, ISO/IEC 27007).

2.3. Kpatkuit 0630p cranmaptoB Poccuu, cBs3aHHBIX ¢ oOecrieueHreM u yrpasienueM Ub
U CO3/aHHBIX Ha OCHOBE «OOIIMX KPUTEPUEB» [UIsl BBIPAKEHUS HAIMOHAIBHBIX HHTEPECOB
Poccuiickoit @eneparuu B nannoii chepe (FOCT P UCO/MDK 15408).

2.4. Pecypchl opranuzanuu, noJyiexaliye 3amuTe ¢ Touku 3penus Ub.

2.5. KoMImiekc MEeTOI0B U CPeICTB 3allIuThl HHPOpMannu Kak 00beKT yrpasieHus Ub.

Tema Ne 3 [MonuTuka 6€30MaCHOCTH NPEANPUATUS U ABTOMATU3UPOBAHHBIX CUCTEM.

3.1. Ha3znauenue u copepxkanue noyuTukd Wb opranuzanum B 1eiIoM, €ro CTPYKTYPHBIX
Mo/Ipa3IelIeHN i, YaCTHBIX MOJIUTUK Oe3omacHocTU. CpelicTBa UX pean3alliu.

3.2. Mozens HapyIIUTENsl MOJIMTHKH 0€301TacCHOCTH.

3.3. Tunnynble Yrpo3bl HHPOPMAIUH U YSI3BUMOCTH KopropaTUBHBIX AC.

3.4. PasrpannueHue MOJTHOMOYUI M OTBETCTBEHHOCTH IE€pPCOHANA, O0ECIeYMBAIOIIETO
pealn3aluio MoJIOKEHUH HOPMATUBHO-PACTIOPSIUTENbHBIX JOKYMEHTOB 1O 3aliuTe HHGOpMaIuu
OpraHU3alMH.

Tema No 4 Aynut nndbopManmoHHON 6€301MacCHOCTH aBTOMATU3UPOBAHHBIX CHCTEM.

4.1. Ha3nauenue, uenu u Buabl ayaura Ub.

4.2. TpeboBanus k ayauty Wb, ocoOeHHOCTH B3aMMOJEHCTBUS MEXIY ayIUTOPOM U
3aKa3YMKOM.

4.3. Ouenka paboThl ayiuTOpAa.

4.4. Crangaptuzamus B chepe aynura Mb. Conepikanre M opraHuzaius mpolecca ayauTa

Ub.
4.5. Ouenka puckoB Ub.
4.6. OTueTHBIE JOKYMEHTHI 10 pE3yJIbTaTaM ayJuTa.
4.7. BeITIOJIHEHHE PEKOMEH IalUi 110 uToraM rposeaeHus ayaura Ub.

5. O0pasoBaTe/ibHbIe TEXHOJOIHH, B TOM 4YHCJIEe TEXHOJOTHMH YJIEKTPOHHOIO 00y4YeHHs H
AUCTAHIMOHHBbIE 00pa3oBaTe/IbHbIE TEXHOJIOTHH, HCIOJIb3yeMble NPH OCYIIeCTBJIEHHH
00pa30BaTeIbHOIO MPoIecca 1Mo JUCIUTLINHE

B nporecce 06yueHust HCTIONIB3YIOTCS Ceayonue 00pa3oBaTelbHble TEXHOIOTHH:

BBoaHast JeKuus — JaeT IEpPBOE LEIOCTHOE NPEACTABICHUE O MUCHUILUINHE (MM ee
pasziene) W OpPUEHTUPYET CTYyJEHTa B CHUCTEME M3Y4YeHUs MaHHOM IUCUMIUIMHBL. CTyAEHTHI
3HAaKOMSTCS C Ha3HAYeHHWEM W 3a/ladaMd Kypca, €ro poJbl0 M MECTOM B CHCTEME YYEeOHBIX
JUCLUUIUIMH M B CUCTeME MOJTrOTOBKM crnenuanucra. [laercs kpaTkuili 0030p Kypca, MCTOpHUS
Pa3BUTHS HAYKU U TIPAKTUKHU, JOCTIKEHHS B 3TOH chepe, MMeHa U3BECTHBIX YUEHBIX, N3JIAraloTCs
NEepCIEKTUBHBIC HANPABJICHUs UCCleA0BaHUM. Ha 3Tol NeKIuu BhICKa3bIBAIOTCSI METOAUYECKHE U
OpraHHU3aLOHHBIE 0OCOOCHHOCTH Pa0bOTHI B paMKax Kypca, a TaKKe JAaeTCsl aHATIN3 PEKOMEHTyeMOit
y4eOHO-METOJMUECKON JTUTEPATYpPHI.

AkajeMuuecKasi JeKIHUs C 3JJeMeHTaMHU JeKnuHu-0ecelbl — IIOCIEIOBATEIHFHOE
U3JI0KEHWE MaTepualla, OCYIIECTBIIIEMOE NMPEUMYILECTBEHHO B BHJIE€ MOHOJIOTA IPEIo/aBaTels.
DeMeHTHI JIEKIIMU-0ece1bl 00eCTIeYNBAIOT KOHTAKT MPETIOIaBaTells C ayAUTOPHEH, YTO ITO3BOJISET



MIPUBJICKATh BHUMAHUE CTYJEHTOB K HanOoJiee BaXKHBIM TEMaM JAUCIHILIAHBI, AKTHUBHO BOBJICKATH
UX B y4eOHBIH Mpoliecc, KOHTPOJIUPOBATH TEMIT M3JI0KEHHs yUeOHOr0 MaTepuana B 3aBUCUMOCTH
OT YPOBHSI €TI0 BOCIIPUSITHS.

IIpakTHyeckoe 3aHATHE — 3aHSATUE, MOCBSAIICHHOE OCBOCHUIO KOHKPETHBIX YMEHHH U
HaBBIKOB U 3aKPEIJICHUIO MOJYYEHHBIX Ha JCKLIWU 3HAHUH 1O MPEJJI0KEHHOMY aJITOPUTMY.

KoncyabTaumu — Buja Y4eOHBIX 3aHATUH, SBISIOMIMICS OMHOW W3 (OPM KOHTPOJIS
CaMOCTOSITENILHOW ~ paboThl  CTyAeHTOB. Ha KOHCydbTammsiX 1O TPOCKOE CTYACHTOB
paccMmarpuBaroTCcs HauOojiee CIIOXKHBIE MOMEHTBl IPH OCBOEGHUU MaTepuaia JAUCLUUILIIMHBI,
MpenoiaBaTelib OTBEYAET Ha BOIPOCHI CTYAEHTOB, KOTOpPHIE BO3HUKAIOT y HHUX B IPOIECCE
CaMOCTOSITeNIbHOM pabOTHI.

B npornecce 00ydueHns NCIONIb3YIOTCS CIEAYIOIINE TEXHOJIOTHH 3JIEKTPOHHOTO 00yUYeHUs U
JMCTAaHIIMOHHBIE 00pa30BaTEIbHBIC TEXHOJIOTHH:
DNeKTPOHHBIH  y4eOHbIH Kypc «OCHOBbI yHnpaBjieHHsI HMH(OPMAIUOHHONI
6e3onacHocThIO» B LMS Diekrponnblii yausepcurer Moodle SAApI'Y, B kotopom:
- IPEICTAaBICHbl 3aJaHMsl JJs CaMOCTOATENbHOW paboThl OOydyaromMXcsi IO TeMam
JUCLUILINHBL,
- OCYILECTBJIAETCS  NPOBEIEHHE  OTAENbHBIX  MEpONPHUATHH  TEKyLIero  KOHTPOJIs
YCIIEBAaEMOCTH CTYAECHTOB;
- NPEeJCTaBIEHBI TEKCThI JEKIHUH [0 OT/IEIbHBIM TEMaM AUCLUIUINHBL;
- MpeACTaBJICHBI ITPaBUJIa IPOXOKIACHUS IPOMEXKYTOUHOM aTTECTALH 110 AUCLUILINHE;
- IPEICTaBIEH CIUCOK y4eOHOI IuTepaTyphl, PEKOMEHIYEeMOH Il OCBOCHHSI JUCLIUIUIMHBL,
- mpencraBieHa uHpopMmanus o ¢GopMe W BpEMEHH MPOBEACHUS KOHCYJIbTAUK TI0
JUCLUIUIMHE B PEXKUME OHJIAlH;
MOCPENICTBOM (pOopyMa OCYIIECTBIISCTCS CHHXPOHHOE W (WMJIM) aCHHXPOHHOE B3aUMOJICHCTBUE
MeXy 00y4aroIUMHUCs U MIPENoiaBaTelIeM B paMKaxX U3ydeHHs TUCLUITINHBI.

6. IlepeyeHb JIHIIEH3HOHHOT0 M (MJIH) CBOOOJHO PACHPOCTPAHIEMOr0 NPOrPaAMMHOIO
ol0ecrieyeHusi, MCNOJb3yeMOro IPH OCYLIECTBJICHMH 00pa30BaTeIbHOIO Ipouecca 110
AUCHHUILINHE

B npouiecce ocymiecTBiaeHuss 00pa3zoBaTeIbHOrO Mpoliecca Mo JUCIUILUINHE UCTIOIb3YHOTC!

U1 GOPMHUPOBAHUS MATEPUANIOB JUIsl TEKYLIETr0 KOHTPOJS YCIIEBA€MOCTH U MPOBEICHMS
MIPOMEXYTOUHOM aTrTecTanuu, 1uist POpMUPOBAHUS METOANUECKUX MAaTEpUAJIOB MO TUCIUIUINHE!

- mporpammbl Microsoft Office;

- Adobe Acrobat Reader;

- lurepHeT-Bepcus ClIpaBOYHOU CUCTEMBI [ apaHT.

7. TlepeyeHb COBpeMeHHbIX NPO(eCCHOHAIbHBIX 0a3 JaHHBIX M HH(OPMALUOHHBIX
CIIPABOYHBIX CHCTEM, HCIOJIb3yeMbIX NPH OCYLIECTBJIEHUH 00pPa30BaTeJILHOIO Mpouecca 1o
AUCHMILINHE (IPH HE00X0AMMOCTH)

B npouiecce ocymectBiaeHuss 00pa3zoBaTeIbHOrO Mpoliecca Mo JUCIUILUINHE UCTIOIb3YOTCS:
ABToMaTtu3upoBaHHas 6uOnuoTeuHo-uHGopmanmonHas cucrema «bYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

8. IlepeueHb OCHOBHOW M /IONMOJHHUTEJbHOW Yy4eOHOl JUTepaTypbl, PeCypcoB
HH(OPMALMOHHO-TEJIEKOMMYHUKAMOHHOM ceTn « AHTepHeT», He00X0AUMBIX JJIs1 OCBOCHUS
JUCHUIIIMHbI

a) OCHOBHAas JiUTeparypa
1. Ilpockypun B.I'., «3ammra nporpaMmM U TaHHBIX», 2-€ U3JaHKe, yueOHOe TOco0ue I CTY/.
yupexieHui Beicil. mpod. odpazosanus, M., U3narenbckuil nentp «Axagemusi», 2012.- 208¢c


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

2. Jloxtpuna uH(pOpMaImoHHOW Oe3omacHocTu Poccuiickoit @eneparu (yTBepKaeHa YKa3oM
[Ipesunenta PD ot 5 nexabpst 2016r. Ne 646.

3. @enepanbHblii 3ak0H «O 0€30MacCHOCTH KPUTUYECKOH HH(GOPMAIMOHHONH HHOPACTPYKTYpHI
Poccutiickoit ®eneparum» ot 26 utossg 2017 r. Ne 187-D3.

4. Kypuno, A. I1. OcHOBBI ynpaBieHHs HHPOPMALMOHHOM 6€30M1aCHOCTBIO : yueOHoe mocoOue st
By30B / A. I1. Kypuno, H. I'. Munocnasckas, M. 1O. Cenatopos, A. 1. Toncroii. - Beim. 1. - Mocksa
: Topstuas nuaus - Tenexom, 2013. - 244 c. (Cepust "Bompocsl ynpasieHHss HH)OPMAITMOHHON
oe3onacHocThio".) - ISBN 978-5-9912-0271-8. - Tekct : snexrponssii / OBC "KoHcynbTaHT
crynenta" : [caiiT]. - URL : https://www.studentlibrary.ru/book/ISBN9785991202718.html (mara
obpamenus: 29.01.2022). - Pexxum goctyra : o MOJIIHCKE.

5. Mnunocnasckas, H. I'. TexHudeckue, OpraHu3alliOHHbBIE U KaJpPOBBIE ACIIEKThI YIIPaBICHUS
nH(pOpPMAIMOHHON 0e30MacHOCThI0 : ydeOHOe mocobue st By3oB / MumocnaBckas H. T
CenaropoB M. 1O. , Toscroit A. U. - Bein. 4. - Mocksa : ['opsiuas nunus - Tenexom, 2013. - 216 c.
(Cepus "Bomnpocs! ynpasienus: nHbopmaronHon 6e3onacHoctpio") - ISBN 978-5-9912-0274-9. -
Texct : onexrponnwni // OBC "Koncymprant crygenta" : [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785991202749.html (mara o6paruenus: 29.01.2022). -
Pexxum noctyma : 1o noanucke.

0) 10IO0JIHUTEIbHASI JIUTEpaTypa

1. Kazapun, O. B. IlporpammHo-amnmapaTHble CpeACTBa 3allUThl HHGOpPMAIMU. 3aluTa

MporpaMMHOTO obecrieueHus: : y4eOHMK U mpakTukymM s By3oB / O. B. Kazapun,
A. C. 3a6abypun. — MockBa : WM3marensctBo [Opaiit, 2022. — 312 c¢. — (Bsicmee
obpazoBanue). — ISBN 978-5-9916-9043-0. — Tekct : snektponHbiii // ObOpazoBaTenbHas

mwiardopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/491249 (nata oopamenwus: 29.01.2022).
2. benos, E. B. OcHOBBI HH(pOpMaIIMOHHOK O€30macHOCTH : yueOHoe nmocooue i By3oB / E. b.
benos, B. I1. Jlocs, P. B. Memepskos, A. A. lllenynanos. - Mocksa : ['opsiuas munus - Tenekom,
2011. - 544 c. - ISBN 5-93517-292-5. - Tekcrt : anekrponnbiid // DbC "KoHcylnbTaHT cTyneHTa" :
[caiiT]. - URL : https://www.studentlibrary.ru/book/ISBN5935172925.html (mata oGparieHws:
29.01.2022). - Pesxxum ocTyIa : 10 MOJITUCKE.

3. Hecrepos, C. A. OcHoBbl HH(pOpMaLIMOHHOI Oe30macHocTH : yueOHoe mocobue / C. A. Hecrepos.
— 5-e m3n., crep. — Cankr-IlerepOypr : Jlans, 2019. — 324 c¢. — ISBN 978-5-8114-4067-2. —
Tekcr : onexkrponneld //  Jlamp : anexkTpoHHO-OMONMoTeyHass cucrema. — URL:
https://e.lanbook.com/book/114688 (mara oOpamenusi: 29.01.2022). — Pexum npocrtyma: s
aBTOPU3. MTOJIb30BATEIEH.

4. lllanbrun, B. ®@. 3amura nagopmany B KOMIbIOTEPHBIX cucteMax U cetTsx / [llansrun B. . -
Mocksa : JIMK Ilpecc, 2012. - 592 c. - ISBN 978-5-94074-637-9. - Tekcr : anexTponHslii // ObC
"KoncynbranT crynenta" : [caiit]. - URL :
https://www.studentlibrary.ru/book/ISBN9785940746379.html (nara o6pamenus: 29.01.2022). -
Pexxnm octyma : 1o noanucke

5.TOCT P UCO/M3K 56045-2014r., «apopmarrionHas TexHouorus. MeTozsl u cpeacTBa
obecriedeHrst 6€30MacHOCTH. PexoMeHaanum sl ayTMTOPOB B OTHOILIICHUH MEP M CPEJICTB
KOHTPOJIS U yIpaBlieHUs] MH()OpMaIMoHHOH O6e30nmacHoCThio». DenepaabHOe areHTCTBO 110
TEXHUYECKOMY perysinpoBaHuio U Merpoioruu Poccun, M.: «Ctanmapturpopm»,2015. - 44c.

6. TOCT P UCO/MBK TO 19791-2008r., «MHpopmanrioHHast TexHoJorus. Metonsl u
cpenctBa obecrneueHus: Oe3omacHocTh. OreHKa 0€30MaCHOCTH aBTOMATH3WPOBAHHBIX CHCTEM),
denepanbHOe areHTCTBO MO TEXHUYECKOMY pErylupoBaHuio U Merposiorun Poccun, M.:
«Crangaptuadopm», 2009. - 126c¢.

7.TOCT P UCO/M3K 27007-2014r., « IHpOpMaLIMOHHAS TEXHOIOTHUA. METO/Ibl M CPECTBA
obecriedeHnst Oe3omacHOCTH. PyKoBO/CTBa MO ayIUTy CHCTEM MEHEIKMEHTa WH(POPMAIMOHHOMN
6e3onmacHocTH», dDenepaibHOE areHTCTBO MO TEXHHUUYECKOMY PETYIUPOBAHHIO U METPOJOTHU
Poccun, M.: «Crangaptuadopmy», 2015. - 27c.

8. TOCT P NCO/M3K 18044-2007r., « IHpOpMaLImOHHAS TEXHOIOTHS. METO/IbI M CPEeCTBa
obecrieuennss 0e30macHOCTH. MeEHEHKMEHT HWHIMJICHTOB HH(GOPMAIMOHHOW 0€e30macHOCTHY,



@denepanbHOE areHTCTBO 110 TEXHUYECKOMY pETYJIMpOBaHHUIO M Merposormu Poccun, M.:
«Crangaptuadopmy», 2009. - 46¢.

9.TOCT P UICO/M3K 18045-2013r., « HpOpMaLIMOHHAS TEXHOIOTHUA. METOIbI M CPECTBA
obecrieyeHuss Oe3omacHOCTH. MeTofo0rus  OLEHKH Oe30macHOCTH  MH(OPMAIMOHHBIX
TEXHOJIOTrHi», PenepanbHOe areHTCTBO 110 TEXHUYECKOMY PEryJIMpOBaHUIO U MeTposoruu Poccun,
M.: «Crangaptuadopm», 2014. - 250c.

10. TOCT P UCO/MDBK 53131-2008 «3amura uapopmanuu. PexomeHmanuu mno yciayram
BOCCTAQHOBJICHUS HMH(POPMALMU IOCIE YPE3BbIYAWHBIX CUTyalMd (QYHKIMH M MEXaHU3MOB
6e30macHOCTH MH()OPMAIIMOHHBIX M TEJICKOMMYHUKAMOHHBIX TEXHOJOTHA. OOIINe TOT0KESHUN,
denepanbHOE areHTCTBO IO TEXHUYECKOMY perylMpoBaHui0 U Merposiorun Poccum, M.:
«Crangaptuadopm», 2011. - 48c.

11. T'OCT P HCO/MDBK  15408-1-2012r., 15408-2-2013r., 15408-3-2013r.,
«MupopmanonHas TexHoimorus. MeToasl W cpencTBa obecredeHus: MH(POPMALMOHHON
6e3onacHoctu. Kpurepun oueHku 06e30MmaCHOCTH HMHGOPMALMOHHBIX TeXHoJorwi», «YHacte 1.
Beenenwne u obmas monenby, «Hactp 2. @yHKIMOHATBHBIE KOMIIOHEHTHI 0€301macHOCTHY, «HacTh.
3. KommoneHnTsl naoBepus K Oe3zomacHoctu», denepaibHOe areHTCTBO M0 TEXHUYECKOMY
perynupoBanuio U Merposioruu Poccun, M.: «Crangaptuadopm», Yacts 1.-2014.-56¢., Hacts 2.-
2014.-164c., Yacts 3.-2014.-152c.

12. Undopmarmonnoit qokymeHT ®CTOK Poccum Ne 240/24/3095 ot 20.03.2012r. «00
yTBepxkaeHun TpedoBaHmil Kk cpeacTBam aHTuBUpYyCcHOM 3amuTthy. DCTIK Poccun, 2012.-3c.

13. PykoBomsumii gokymeHT PCTOK Poccum (ObBmi. ['octexkommccunsi) «3ammra OT
HECaHKIIMOHMPOBAHHOTrO focTyna K uHdopmanuu Yacts 1. Ilporpammuoe obecrieueHue cpeacTs
3anmThl nHGopManuu. Knaccudukanus mo ypoBHIO KOHTPOJISI OTCYTCTBUSL HE JICKIApUPOBAHHBIX
BO3MOJKHOCTEH». (YTB. pemienreM ['ocyrapcTBeHHOM TexHu4eckoil komuccuu npu [Ipesunente PO
oT 4 utons 1999 r., Ne 114).

B) pecypchl ceTn «AHTEpHeT»
1. Opunmansuerii caifT LieHTpa 1o JTUIEH3UPOBAHUIO, CEPTH(PHUKALNN U 3aIIUTE TOCY1apCTBEHHON
tailuel @Cb Poccun. Ilepedenn cpenctB 3amuthl uHbopmanuu, cepTuduiupoanusix OCh
Poccun. (http://clsz.fsb.ru/certification.htm).
2. OdpunmanbHblil caliT PenepanabHON CayXKObl MO TEXHUYECKOMY M HKCHOPTHOMY KOHTPOJIIO
(http://fstec.ru/ ).
3.0neKTpoHHas oubimoreka y4eOHBIX MaTEpHaJIOB Apl'y:
(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php).
4. UudopmanumonHas cucrtema «EauHOe OKHO jgocTynma K 0Opa30BaTelIbHBIM pecypcam»:
(http://www.edu.ru (pazmen YueOHO-MeToquuecKas OHONMOTEKA) WJIM TO TPSAMON CCBHUIKE:
http://window.edu.ru/library).
5. HoBoctu B cdepe yrpo3 0e30macHOCTH M 3alIUThl KOMIBIOTEPHON MH(DOpPMALIMK POCCUNCKUX
KypHana «Xakep»: https://xakep.ru/tag/news u sxyphana «MH(popMannoHHas 0E30MaCHOCTHY:
http://itsec.ru/main.php.
6. Hogeifmue nanHble 00 yrposzax paboThl C MOJKIIOYEHHEM K ceTH MHTepHeT poccuiickoi
kommnanuu «Jlabopatopus Kacriepckoroy: http://www.kaspersky.ru/internet-security-center.
9. MarepuajbHoO-TeXHUYecKasi 0a3a, HeoOX0AUMAasi I OCYIIEeCTBJIEHHs 00pPa30BaTeIbHOIO
npouecca mo JUCHUILINHE.

MarepuanpHo-TeXHHUECKass 0a3a, HeoOXoauMas JJsl OCYLIECTBICHHsS 00Opa3oBaTEIbHOTO
mpolecca 1Mo AUCUUIIMHE BKJIIOYAeT B CBOM COCTAB ClielUalbHble TOMEIICHUS:

- yueOHbIe ayTUTOPUHU JJISl IPOBEACHUS 3aHATUH JIEKIIUOHHOTO THIIA;

- yueOHbIE ayTUTOPUU JJISl IPOBEACHUSI MPAKTUUECKUX 3aHITUN (CEMUHAPOB);

- yueOHbIe ayTUTOPUHU JJISl IPOBEACHHS IPYIIIOBBIX U UHIAMBUAYAIBHBIX KOHCYIbTALINH;

- ydyeOHble ayAUTOPUM JJs MPOBEACHHUS TEKYLIEro KOHTPOIS U MPOMEKYTOUHOU
aTTecTaluu;

- IOMEILIEHUs JI1 CAMOCTOSITENIbHOM paboThI;



http://clsz.fsb.ru/certification.htm
http://fstec.ru/
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.edu.ru/
https://xakep.ru/tag/news/
http://www.kaspersky.ru/internet-security-center

- IOMEILEHHS 17151 XpPaHEHUS U MPOPUIAKTUIECKOTO 00CITY)KUBAHUS TEXHUUECKUX CPENICTB
oOy4eHwUs.

CrnenyanbHble NOMELIEHUS! YKOMILJIEKTOBaHbI CPEICTBaMU OOYYEHHS, CIyXKallUMHU JUIs
IpeJcTaBiIeHNs yueOHOM nHpopManun 00JIBLION ayAUTOPHH.

[ToMemieHnust Ans CaMOCTOSTENBHONH Pa0OThI OOYYArOMIMXCSI OCHAILICHBI KOMITBIOTEPHOM
TEXHUKOH € BO3MOXKHOCTBIO MOAKIIOUEHHs] K ceTH «V/HTepHeT» M obecrneyeHHeM aocTyna K
3JIEKTPOHHON MH(pOpMaIMoHHO-00pa3oBaTenbHoM cpeae Apl'Y.

ABTOp:
crapiuii npenogasarens kadeapst Kb u MMOMU A.B. Caxanna



IIpunaoxenne Ne 1 k paGoyeii nporpaMmme M CHMIIIMHBI
«OcHOBBI ynipaBjieHUs1 HHPOPMALMOHHO 0€30MACHOCTHIOY

MoH/1 OLIEHOYHBIX CPEACTB
AJIsl IPOBe/IeHUs TeKylleil U MPOMeKYTOYHOI aTTecTalliu CTY/AeHTOB
1O JUCHUIJINHE

1. TunoBble KOHTPOJIbHbIE 32IaHUSI WIN UHbIE MaTepuaJjibl, He00X0AUMMbIE VISl OLeHKHU
3HAHUM, yYMEeHHI, HABLIKOB W (WJIH) ONBITA JeATEJbHOCTH, XAPAKTEPU3YIOIIMX 3TANbI
¢GopMupoBaHKusI KOMIIETEHIM A

1.1 KoHTpoJibHBbIE 3a]aHUsI U HHbIE MATEPUAJIbI,
HCIoJIb3yeMble B Npouecce TeKyliei arrecranuu

Ilepeyensb BONMPOCOB /1151 ONPOCOB HA MPAKTHYECKUX 3aHATUIX:

Bonpocsl mo Teme 1.
1. Kak onpenesnsercs NOHITHE CUCTEMBI?
2. KakoBbl OCHOBHBIE CBOMCTBA CUCTEMBI?
3. B uem 3aximrouaeTcs CUCTEMHBIN TOJXO0/T K UCCIETOBAHUIO 00BEKTOB?
4. KakoBbl OCOOEHHOCTH pPACCMOTPEHHUS CHCTEMHOIO IIOAXO0Ja IPUMEHUTENIBHO K
yIpaBieHuo?
5. Kakue 3neMeHTsI Iporecca MOryT ObITh UCKJIIOUEHBI U3 ONIPE/IEICHUs: BXOAHbIE JaHHbIE
IpolLecca, BbIXOJHbIE JaHHbIE MPOLIECCa, YIIPABIISIOIIEE BO3IEHCTBUE, PECYPChI?
6. Kakue BHUIbI €ATEIBHOCTH B OPraHM3allMUd MOXKHO Ha3BaTh IpolLeccoM (win OusHec-
rpoieccom)?
7. Kakyro pojb UIparoT MPOLECcCh B TEPMUHAX CUCTEMHOTO M0/IX0/ia K OpraHu3auuu?
8. KTo B opranuzamuu MOKET U JIOJDKEH ONPEICTUTh eIl OU3HEC-TIPOLeccoB?
9. YUro noHMMaeTcs Moj pecypcamy B paMKax ONpeseseHusl MOHITUs npolecca?
10. Yro moHMUMaeTcs IMOJ YIPABISIONIMM BO3JCHCTBHE B paMKaxX OIPENENCHUS MOHSTHS
npoiecca?
11. B yewm 3akiiro4aeTcst mMpOIECCHBIN MOaX01?
12. JTaiiTe onpezneneHne NOHATHUS «YIPABIECHHE» ¢ MO3UIMNA CUCTEMHOI0 MOAX0/1a.
13. JlaiiTe onpeneneHne MOHATHS «MEHEIKMEHT.
14. B yeM oTiIMYMs MOHATUN «YyTIpaBIEHUE» U «MEHEDKMEHT»?
15. KakoBbl OCHOBHbIE PYHKIIMH YIPaBICHUS?
16. Yto Takoe MeTOA ynpaBieHuUs?
17. Yto Takoe cuctema yrpaBieHus?
18. Yrto Takoe cucrtemMa ynpaBJieHHs, OCHOBaHHAs HA MPOLIECCHOM Noaxo/e?
19. KakoBel 0COOEHHOCTH pACCMOTPEHHSI IPOLECCHOTO TMOAX0Ja TNPHUMEHUTEIBHO K
YIIpaBICHUIO?
20. K kakum mporieccam opraHu3aiii MOXKET OBITh MPUMEHEHA IUKIndeckas moaens PDCA?
21. B 4eMm cocToAT OCHOBHBIE IPEUMYILECTBA HCIIOIB30BaHUs UKINYeckoi moaenun PDCA?
22. B dem oTnmune TEPMUHOB «3aluTa HHHOPMAIN» U «HH(OpMAITHOHHASI 0€30ITaCHOCTE)»?
23. Kakue cpoiictBa b B COBpEMEHHBIX YCIOBMSIX TOJDKHBI NPUHUMATHCS BO BHUMaHUeE?
[TosicHuTE, 9YTO MOHUMAETCS MO KaXAbIM U3 CBOMCTB.

Bonpocs! no Teme 2.
1. Kakoii ctanmapt (cepusi cTaHIapTOB) CTajl OCHOBOIIOJIOKHUKOM CTaHAAPTU3ALUU
cucreM ynpasieHus 1b?



2. Jlnst opranu3anuii kakoit cepsl npumMeHuMsl ctangaptel cepuu ISO/IEC 270007
3. KakoBsl oTinunTensabie uepthl cepun crangaptos 1SO/IEC 270007
4. Kakoii u3 crangaproB cepuu ISO/IEC 27000 conepuT TpeOOBaHUS K CO3/IaHUIO,

BHECAPCHUIO, OKCILTyaTallikd, MOHUTOPUHI'Y, aHalIu3y, COIIPOBOXICHHNIO W COBCPUHICHCTBOBAHUIO
CYUbB?

5. B ueMm coctosaT ocHOBHBIE paznuuus U cxojctBa crangaptos ISO/IEC 27001 u ITU-
T X.1051?

6. Kakoit u3 crangaproB cepun ISO/IEC 27000 mpusHaH KaTaJIOTOM «TYYIIHX)
npaktuk no Ub?

7. B xaxom crangapre cepun ISO/IEC 27000 conepKuTcsi pyKOBOJICTBO IO BHEAPECHHUIO
CYUB?

8. Ha ocHoBaHuM 4ero MokeT NMpoBOAUTHCS oleHKa A dhekTuBHocTH CYUB?

9. MOXHO 11 TPOBOJUTH ayAHUT (WK CEpTU(UKAIMIO) HA COOTBETCTBHE CTAHIAPTY
ISO/1EC 27002 (6b1Bmmii ISO/IEC 17799)?

10. KaxoBsl ocHOBHBIE Hieu pykoBojcTBa 1o aynuty CYWD u cpeacts ynpasnenus Ub,
peanuzoBanHbix B CYUB?

11. [Toyemy mnoaxoa K TPOBEACHHUIO ayJUTOB CHCTEM MEHEDKMEHTa KadecTBa U

OKpyXarolen cpenbl, u3noxeHusli B ctanaapte ISO/IEC 19011, moxeTr ObITh IPUMEHEH Ui
IpoBeeHUs BHYTpeHHUX ayauToB CYB?
12. B kaxom crangapre cepun 1SO/IEC 27000 onucana uHppacTpykTypa pyKOBOJCTBA

nb?

13. Kakoii cranmapt cepun ISO/IEC 27000 paccmaTpuBaeT BOMPOCHI YIIPaBJICHUS
0€30MacHOCTBIO ceTeit?

14, B deMm cocTosT npenmyIiecTBa UCIOIb30BaHUs (yueTa) TpeOOBaHUI POCCUICKUX U

MEXIyHApOAHBIX cTaHnapToB 1o ympasienuto Wb npu nmoctpoennn CYUB umu oTaenbHBIX
nporeccos ynpasieHus Ub?

15. KakoBbl mpeumyliecTBa OJHOBPEMEHHOTO yueTa TpeOOBaHWI CTaHIApTOB,
npenbsBisieMblx kak kK CYUDB B menom, Tak U CTaHAAPTOB, MPEABABIAIOMIMX TPEeOOBAaHUA K
OTZIETLHBIM TIpolieccaM, pazpadbarsiBaeMbiM B pamkax CYUB?

16. B 1ueM cocTosAT OCHOBHBIE CXOJCTBA U pa3nyus Mexay cranaapramu Ha CYHND u Ha
OTJeNbHbIe Mpoliecchl ynpasnenus Ub?
17. Kakue metons! u cpeacrsa OUB s UT paccmarpuBatotes B cranaaptax ISO/IEC

13335 u upnentnuasix uM ' OCT P UICO/MDK 13335?
18. Kak onenuBaercs UMb UT cormacuo cranmapram ISO/IEC 15408 u 18045 u
naeatuuasix uM I'OCT P UICO/MDBK?

19. Kaxue u3 paccMOTpEHHBIX CTaHJAapTOB 3aTParuBarOT aclEKThl aHanu3a puckos b?

20. KakoBbl oCHOBHBIE 1lenM TnocTpoeHus cucremsl YHDB, cooTrBeTcTBYyromen
TpeGoBaHusAM cranaapToB BS 25999 u 257777

21. B yem Moxer 3akirouaThCsl paziyMe MeXAY TpeOOBAaHUSIMHM K CHUCTEMam
yIIpaBJIEHUS HEMIPEPBIBHOCTHIO OM3HECA U K MPOLIECCY YIPABICHUs HENPEPbIBHOCTHIO On3Heca?

22. KaxoBbl ocHoBHBIE 1enu cienoBanust moaenun PDCA mipu moctpoeHuu mporecca

ynpanenus uanuaeHtTamu b B coorserctBuu ¢ tpedoanusimu 'OCT P UCO/MOK TO 180447

23. Kakue TEHIEHIIMU XapaKTepHBI IS Pa3BUTHS CTaHAApTU3anuu yrpasieHus Wb B
Poccuiickoit @eneparun (Ha npumepe utepanuii OCT P UICO/M3K 15408-1-2012r., 15408-2-
2013r., 15408-3-2013r., «MHpOpMAIIMOHHAS TEXHOJOTHSA. METOIBI M CpPEICTBa OOECIICUCHHMS
uHpopMallMOHHOM  Oe3omacHocTu. Kputepun oOneHkd 0€30MacHOCTH  MH(DOPMAIIMOHHBIX
TexHosoruiy, «4acte 1. BBenenue u obmas moaenby, «Hacts 2. OyHKIIMOHATHHBIE KOMITOHEHTHI
6e3onmacHocTny, «Yacte. 3. KoMnoHeHTsI 10Bepust K 0e30nacHOCTU»?

24, Ha o6a3e amammza I'OCT P HCO/MDK 15408-1-2012r., 15408-2-2013r.
«UudopmanmonHass TexHomorus. Meroapl U cpeiacTBa obecnedeHus HHPOPMAIIMOHHOM
6e3onacHoctd. Kpurepun oneHkn 0e30MacHOCTH HMH(POPMAIMOHHBIX TexXHosorui», «Yacte 1.
Beenenne u ob6mas Mmopenb», «Yacth 2. (DyHKIMOHAIBHBIE KOMIIOHEHTHI O€30MaCHOCTHY,



copMynUpyHTe OCHOBHBIE KOMIIOHEHTHI MapagurMbl  (PYHKIIMOHAIBHBIX KOMIIOHEHTOB
6e3omacuoctu UT?

25. Ha ©0ase amammsa I'OCT P HCO/MBK 15408-1-2012r., 15408-3-2013r.,
«Uupopmanmonnas TexHonorus. Meronbsl U cpeicTBa oOecnedeHus HHDOPMALMOHHON
6e3onacHoctu. Kpurepun oueHkn 0€30MacHOCTH WHGOPMALMOHHBIX TeXHOJOTrHi», «Yactp 1.
Brenenue u obmas moenby, «HacTs. 3. KOMIIOHEHTHI JoBEpHs K 0€30aCHOCTHY, CPOPMYITHpPYHTE
OCHOBHBIE KOMIIOHEHTHI ITapaJIurMbl KOMIIOHEHTOB JloBepus Oe3omnacHocTr UT?

24, B dyem cocTosT mpeumymiecTBa HCIOJIB30BAHUSA «OTPACIEBBIX» CTaHAAPTOB Ha
CYUBb mno cpaBHeHuto, Hampumep, co cranpaprom ISO/IEC 27001, TpebGoBaHHS KOTOPOTO
MIPUMEHHUMBI K JTIF000H OpraHu3aluy He3aBUCUMO OT OTpaciid WiH cepsl gesTenbHocT?

25. KakoBo 3Hnauenue cranmaptoB cepun CTO BP HMBBC B pamkax pasButus
cranaptuszanuu yrpasienus b B Poccun?

26. Kakwue acnextsl pernamenTupytot ctanaaptsl cepun CTO BP UBBC, eciu roBoputh
00 ynpasneanu Nb?

27. KaxoBbl OCHOBHBIE LienM U 3a1a4uu cranaaptuzauuu no OUb opranuzanuit bC PO?

28. KakoBsl ocHOBHBIE 1€ TTpoBeaieHust aynuta Mb opranuzanuii bC PO?

29. KakoBa menp M HampaBICHHOCTh POCCHIMCKHX CTaHIApTOB B cdepe obecnedeHuUs
KOMITBIOTEPHOU 0€30MacHOCTH, pa3paboTaHHbIX B JononHeHne «O0IX KpUTepUeB»?

30. Oxapaktepusyiite conepkanue poccuiickoro cranmapra 'OCT P UICO/MBK 19791-
2008.

31. Oxapaxrepusyiite comepxanue poccuiickoro cragmpapra [OCT P NCO/MBK 51583-
2014.

32. Oxapaxrepusyiite conepxanue poccuiickoro cranmapra [OCT P NCO/MBK 15446-
2008.

33. Oxapakrepusyiite coaepxkanue poccuiickoro craggapra ['OCT P UCO/MBK 52447-
2005.

34. Oxapakrepusyiite coaepxkanue poccuiickux cragaapros 'OCT P MCO/MOK 53113.1-
2008 u 53113.2-20009.

35. Oxapakrepusyiite conepxkanue poccuiickoro crangapra [OCT P UCO/MDK 53115-
2008.

36. Oxapakrepusyiite comepxkanue poccuiickoro crangapra 'OCT P UCO/MOK 53131-
2008.

37. Oxapakrepusyiite coaepxkanue poccuiickoro crangapra 'OCT P UICO/M3K 27034-1-
2014.

38. Oxapakrepusyiite comepxkanue poccuiickoro crangapra 'OCT P UCO/MOK 56824-
2015.

39. Oxapakrepusyiite comepxkanue poccuiickoro crangapra 'OCT P UCO/MOK 56545-
2015.

40. Oxapakrtepusyite coaepxanue poccuiickoro crangapra 'OCT P UCO/MOK 56546-
2015.

44. Oxapakrtepusyite cojaepxanue poccuiickoro crangapra 'OCT P UCO/MBK 27007-
2014r., «MnpopmanonHass TexHoiorus. Metoabl M cpeacTBa obecrneyeHus O0e30MacHOCTH.
PykoBojicTBa 0 ayiuTy cucTeM MEHeIKMEHTa MHPOPMAIIMOHHON 0€3011aCHOCTI.

Bonpocs! no Teme 3.
1. Kakue onpenenenus [Tonb marorcst B pa3nuyHbIX MEXIYHAPOIHBIX CTaHAApTax?
2 B ueMm paznuume noauTUK, CTaHIAPTOB, paBuil U npouenyp OUB?
3 UTto Takoe TpacTOBBIE MOJEIH?
4, C KakMx TOUYEK 3peHUs U KaK MOKHO onucarh BuAbl [lonl1b?
5 UYro nonumarot nox ITonMb B mmpokoM n y3koM cMbiciax?



6. Jl5is gero pazpabaThIBAIOTCs OpraHU3AIMOHHEIC (A AMIUHUCTPATHBHBIC) U
Texanueckue [Ton1b?

1. [lepeuncnnre ocHOBHBIE TPEOOBAHUS, IPEIBSIBISIEMbIE B PA3TUYHBIX HCTOUHUKAX K
[TonB?

8. KakoBbI OCHOBHBIE PUHIIMITBI, TTO3BOJISIOIINE pa3padoTaTh 3 (HEKTUBHYIO
[TonAB?

9. KakoBo conepxanue 10KkyMeHTa, onucbiBaroliero kopnoparusuyto [lon1b? Yro
U3JIaraeTcs B KaXJI0M U3 Pa3/ieloB 3TOM MOJUTHKH?

10. Hasosute Tunossle nenu koprnopartusHou IlonlMb.

11. KaxkoBbl oTmnumnTenbHble 0COOEHHOCTH conepykanus yactHou [Tonb mist

OTIeNbHON 00mactu, Tpedytomeit OVb, u 11t OTAETBHOM CUCTEMBI, UCTIONB3YEMON B
opranuzanuu? Yro obiiero Mexay 3TUMHU MoJUTUKaMu? YUTo U3iaraercs B KaKJOM U3 pa3/IesioB
3TUX MOJUTHK?

12. HazoBute ocHoBHEIE cTaanu xu3HeHHOoro ukia [TlonMb? U3 kakux mmaros oHu
cocrosT? Kakne u3 3TUX 111aroB BBIIOJIHSAIOTCS UTEPALIMOHHO U TIoYeMy?

13. OTtaenpHO chopMyIHPYITE LIE€Th U OCHOBHBIE MEPONPHUATHUS, OCYILIECTBIsIEMbIE HA
Ka)KJI0M 11are »)u3HeHHoro nukia Iloalb.

14. Kak npoucxoaut nponecc unpopmuponanus B otHomeHuu [lonldb?

15. Jjig 4ero u Kem OCYILIECTBIISIFOTCS peBU3HsL, MOHUTOPUHT U ayauT [lon1b? B uem
OTJIMYMS ITUX 1IAroB kU3HEHHOTO 1ukia [londb?

16. UYro nonnmaercs noj uckinoueHusmu u3 [onb?

17. 3auem HeoOoxoaum nepecmotp [Tonlb?

18. B kakux cimyqasx [TonlIb moxer ObITh aHHYIHpOBaHA?

19. Uto Takoe «ponb»? Kakue ponu cBsizansl ¢ ucnosibzoBanueM [lonb?

20. Kaxue Buibl OTBETCTBEHHOCTH CBSA3aHbI CO BCEMU CTaIUSAMU KU3HEHHOTO UK
[TonB?

21. Kakumu npuHnmnamm Heo0X0AMMO PyKOBOJCTBOBATHCS PU YCTAaHOBJIEHUN
OTBETCTBEHHOCTH B oTHOLIeHNHU coOmronenus [1lon1b?

22. Haiite onpenenenus «OUby, «ynpasnenus Ub» u «CYWby» opranuzamumu.

23. Onummre aesarensHocTh 0 OMbB oprann3annum kak npouecc. KakoBbl €ro BXoaHbIE
1 BBIXO/IHbIE JTaHHBIE, PECYPChI U YIPABIISAIOLINE BO3ACUCTBUS?

24, Kak nponiecc OUb B oprannzannu cBsi3aH ¢ IpOLECCAMH OCHOBHOM J€ATEIbHOCTU
opraHu3aiuu?

25. KaxoBsI 0cHOBHBIE 3Tansl npouecca ynpasienus Ub UTT?

26. Uro sBisieTcs Xopollel NpakTUKou mpu BeiOope obnactu aericteus CYUB? Kakue
cTpateruu Beioopa obsactu aeiicteus CYUD cymectByroT?

27. Kakue gakTopsl He00X0IMMO YUUTHIBAThH NpHU BbiOOpe obnactu aeiicteus CYUB?

28. Kakue napameTpsl mpo1eccoB SBISIOTCS Haubosiee 3HauuMbIMU TIPU BBIOOpE
oOnactu aeiictsus npoektupyemont CYUB?

29. Uro BXoauT B ToKyMeHTaibHoe obecrieuenne CYMB? KakoBbl aTamsl ero
KU3HEHHOTO 1UKJIa?

30. Kakue ypoBHU T0KyMEHTOB BKJIIO4aeT B ce0s uepapxus qokymentos CYNB?
Kaxue Buibl KOHKPETHBIX JJOKYMEHTOB CO3JJAl0TCSl HA KaXJI0M U3 YPOBHEN?

31. B uem cocTOUT OCHOBHOE OTJIMUME MEKTY MOHATHIMH JOKYMEHT U 3aIluCh?

32. B dem 3akirogaercs mporecc ynpasieHUs JOKYMEHTAMH U 3aITHCSIMA?

33. KaxoBa B3aumocss3p Mexay nonsatusmu [lonMb u ITonmutnka CYUB?

34. Uro nomxkHa BkitoyaTh B ce0s [lomutuka CYUB?

35. Ha xakux 3Tamax pykoBOJCTBO OpraHM3allUU JOJKHO MPOJAEMOHCTPUPOBATH CBOKO

MIPUBEPKEHHOCTh K pa3paboTKe, pean3aluu, SKCIUTyaTalii, MOHUTOPUHTY, aHAINU3Y,
COIIPOBOXAECHUIO U coBepiieHCTBOBaHUIO CYIB?

36. B yem cocTouT ocHOBHasi HEOOXOIUMOCTh YUacCTHS BBICIIETO PYKOBOJICTBA B
xu3HeHHoM 1ukie CYUB?



37. Kakum 00pa3oM npu ucnonb3oBaHuU UKIMdeckoit mogenu PDCA
npuMenutensHo K CYUDB TpeboBanus u oxuaanus k pesynbratam OUb nmpeobpaszyroTcs B
ynpasisiemyto 1b?

38. Haiite onpenenenue «pouecc ynpasienuss Uby» opranuzanuu.

39. Kakue neificTBus U npolecchl BHITOIHAIOTCS Ha cTaauu ianupoanust CYUB?
KakoBbl 3amaun nagaoro 3ramna?

40. CrienanicToB KaKuX NOJpa3esieHuil He0OXO0AMMO BKIIIOYATh B pab0UyIo IpyITy
no nnoctpoenuto CYUDB u nouemy?

41. Kakue neficTBus ¥ poliecchl BHITOJIHSAIOTCS Ha CTalUN PEATU3alui U BHEIPEHUS
CYUB? KakoBbl 3a1auu 1agHOIO dTamna’?

42. Kaxkue nevictBus u npoiieccsl BRIONHSIOTCS Ha ctaauu npoepku CYNB? Kakobl
3a/1a4¥ JaHHOTO dTana?’

43. Kaxkue neiicTBus 1 nporiecchl BHITIOJIHAIOTCS Ha CTaJUU COBEPLICHCTBOBAHUS
CYUB? KakoBbl 3a1auu 1agHOIO dTamna’?

44, B yem pazHuIIa U CXOACTBO MEKIY MOHATHSAMHU KOPPEKTUPYIOIIETO U
MpeaynpeXAat0Iero AeHCTBUI?

45. [Touemy B pamKax MmpoIecCCHOTro Mmoaxoa K ynpasienuto Mb cinemyer ocoboe
BHUMaHME yJIeJIATh MOHUTOPUHTY M QHAJIM3Y pe3yabTaTUBHOCTU U 3¢ ¢pextuBHOoCcTH CYUB?

46. B yem cocTodT pa3nuuus MeX1ly OCHOBHBIMU CBOMCTBAMHU ITPOLIECCOB!
3G EKTUBHOCTD U PE3YIbTATUBHOCTH?

47. UTto BXOAWT B MOHATHE «3aJlaHue Tpoiiecca ynpasiaeHus Ub»?

48. Kakue stamnsl Bkitoyaet B ce0s uaeHTH(GUKanus nporueccos ynpasienus Ub B
OpraHM3alM U KaKue JeHCTBUS HEOOXOAMMO NPEAIPUHATD B paMKaX 3TUX 3TaroB?

49, KaxoBbI OCHOBHBIE TPEUMYIIECTBA JOKYMEHTUPOBAHHUS ITpoLieccoB ynpasieHus Ub
OpraHM3aly U HAIM4YUs HOJPOOHBIX KapT MPOLECCOB OpraHu3auun’?

50. KaxoBbI OCHOBHBIE 2JIEMEHTHI IIPOLIECCa MOHUTOPHHTA IpolieccoB ynpasieHus Ub
opraHu3aiuu?

o1, Ha ocHOBe kakux JaHHBIX HEOOXOJIUMO pa3pabaThiBaTh METPUKH MOHUTOPUHTA JIJIs
npoueccos ynpasieHus b?

52. Ha 4ro MoXeT yka3bIBaTh PacX0KAECHUE MEXKIY LIEJIEBBIM M TEKYIIUM 3HAYE€HUSIMU
METPUK MOHUTOPHUHTA JUIs IpolieccoB ynpasnenus Ub?

53. Kakas nunpopmanus Mmoxet noTpedoBaTbes Al TOT0, YTOOBI ONPEAETUTH LIEIEBOE
3HaYeHUE METPHK Ipolecca ynpasieHus b u kTo MoxkeT nmpe1ocTaBUTh Takylo HH(GOpMaLno?

54, Kakoit Tun npoueccos ynpasnenus b npencrasnser HanboNbIINI HHTEpEC IS
aHaJIM3a 1 MOHUTOpPUHTa npu dKciuryatauuu CYUB?

55. Bosmoxno 1 noctpoerne CYMDB, oxBaTbIBaroell HECKOJIBKO TEPPUTOPHATIBHBIX
nozpaszaenennii oprannzanun? Kakue ocoOeHHOCTH TPU 3TOM HEOOXOIMMO YUUTHIBATh?

56. B yem cocToAT OCHOBHBIE IPEUMYIIECTBA U HEJJOCTATKHU CTPATETUH IIOCTPOEHUS U
BHeapenus CYUD B nienom?

S7. B uem cocToAT OCHOBHBIE IPEUMYIIECTBA U HEJOCTATKHU CTPATETUHU MIOCTPOEHUS U
BHEJPEHUS OT/IEIbHBIX MpoleccoB yrpasnenus Ub ¢ nocneayromum nx ooveaunennem B CYUB?

58. KaxoBa npeanodrurenbHast OCIE€10BaTEIbHOCTh BHEIPEHMSI IPOLIECCOB
ynpasnenus 1b?

59. B yem cocrosaT npeumymiectsa 1 HegocTatku nocrpoeruss CYUD ais HeGombInoit
o0acTu JeMCTBHS ¢ BOZMOKHBIM pacUIMpeHueM B Oyayiiem?

60. B yem cocrosaT npeumymiectsa u Hegoctatku nocrpoeruss CYUD mis 6onbnoi
obnactu aeiictBus’?

61. Kakoit Buz ynpasneHus Heo0XoauM npu noctpoenuu eaunon CYUB,
pacnpocTpaHsIOLIECs Ha HECKOIBKO TEPPUTOPUATBHBIX MOPA3IEICHUI OpraHu3auu?

62. Hanuune xakux poseit Heo0XoauMo B paMKax posieBoii cTpykrypsl CYUB?

63. B yem cocTouT mpenmMyIiecTBO UCIOIb30BaHUS POJIEBOIO MPUHIIUIIA B PaMKaX

CYUB?



Bomnpoce! o Teme 4

1. Kaxwue Buab! nposepok CYUD cymectByroT? KakoBbl MX OCHOBHBIE LIETHU U
pe3yiabTaThl (B CpaBHCHHH )?

2. Kak B3anMocCBsi3aHbI IOHATHUS ayauTa U MOHUTOpUHTa 11B?

3. Ha ocHOBe Kakux JOKYMEHTOB OCyIIeCTBIsieTCs nmpoBepka u onenka CYUB?

4. Kaxoss! HanpaBnenus ouenku b? Kak atu HanpaBnenus cessansl ¢ CYNUB?

5. Uto nonumaroT nog monutopuarom Mb? Kakossl ero nenu?

6. Hazosute npoueccsl MouuTopuHra b u KOHKpETHBIE OCHOBHBIE JCHCTBUSA
COOTBETCTBYIOIUX OTBETCTBEHHBIX JIALL.

1. Kakas Baxknas ¢ Touku 3peHus ooecnieduenus b nndopmanus conepxurcs B
KypHajlaX perucTpamy COOBITHIA?

8. Pacemotpute ctpykrypy COB kak quHamuueckux cpeactB Mmonutopunra Mb.

9. Onpenenure noustTue «camoonenka Nby.

10. KaxoBbl npenMy1iecTBa 1Ji OpraHu3aluy B IpoBeaeHnn camooneHku Nb?

11. OnuimmMre OCHOBHBIE Talbl IPOBEAEHUS camooLeHku 1b.

12. UYro oTpakaercsl B OTYETE O MPOBEACHHOM camoolieHke 1B?

13. Kakue paznuuarot Buasl aynuros b? B yem ux cxoactso u paznnuus?

14. KaxoBbl npenMy1iecTBa BHyTpeHHUX ayautoB 1b nepen BHemHUMU?

15. Ilepeuncnure nenu u 3agaun BHyTpeHHUX ayautos Ub.

16. Ha3zoBuTe 1 nmosicHuTe OpraHu3allMOHHbBIC IPUHIUIBI U IPHHIUIBL 3PPEKTHBHOCTH
BHyTpeHHero ayaura Ub.

17. Paccmotpute nesaTenbHOCTh MOAPA3ACIICHNS BHYTPEHHETO ayuTa OpraHu3alny,
KOHTpOJIpyroLero sonpocs! Mb.

18. Uro Takoe «BHemHul aynut MUb»? Kakue BbIIESIOT BUABI 3TUX ayAUTOB COIJIaCHO
pa3IMYHBIM cTaHgapTam?

19. Ha yem B mepByto ouepep JOKEH COCPEAOTOUNThCS BHeHUN ayaut Ub?

20. Onpenenure NpUHLKIILI IPOBEAEHU BHeNIHero ayaura Ub.

21. Kak ocymiectBisiercst ynpasiieHue nporpammoii BHemHero ayaura Mb?

22. KaxoBsl 11e5111 1 3ajaun nporpaMMel BHeIHero ayaura 1b?

23. PaccmotpuTe sTans! ynpasieHus IporpaMMon BHEIIHUX ayauToB b B pamkax
mukia PDCA.

24, Ot kakux (akTOpOB 3aBUCUT 00BEM NPOrpaMMbl BHeIIHero ayaurta 1b?

25. Kakue sTamnsl BKIIIOYatOT paboThI IO MTPOBEACHUIO BHEIIHero ayauta Ub?
[TonpoOHO ocTaHOBUTECH HA KAXK/I0M U3 3TAIIOB.

26. Kaxue 1okyMeHTHI aHanmu3upyroTca BHeIIHUMY ayautopamu b? Ilpusenure B
KayecTBe MpuMepa aHanu3 gokymeHTauuu rnpu ayaure Ub UC.

217. Kak ocymectBisercs ninanupoBanue ayautos Mb: BXoaHble 1aHHBIE, aCIIEKTHI,
Tpedyromme ocodoro BHUManua? Uto xonut B man ayauta b u xTo ero rotoBut?

28. Kak npoBoanTcst BHEIHUN ayIuT Ha MecTe?

29. Kakue cBunerenscra ayaura Ub cobuparorcs, kakuM 00pa3oM U KaKOBBI
IIPUOPHUTETHI UX JOCTOBEPHOCTH?

30. Uro oTpakaeTcst B OTYETE 1O BHEIIHEMY ayauty MB?

31. UYro BKIIIOYAIOT B ce0s TpeOOBaHUS K KOMIIETEHTHOCTH U ONBITY ayautopos Ub?

UTo OHM JOJDKHBI 3HATH M YMETh B Pa3IMUHBIX 00J1acTsAX 3HAHUH, IPAMEHSEMBIX ITPH BHEIITHEM
aynute 1B?

32. Kak Bo Bpems BHemHero ayaurta Wb ocymecTBiseTrcs B3auMOAECHCTBHE MEXITY
ayUTOPCKOM rpyIIoi U mpoBepsieMol opranu3anueii? KTo u 3a 4ro HeceT OTBETCTBEHHOCTh?

33. KaxkoBa ponb BrICIIET0 pyKoBOICTBa B mporiecce mpoBepok CYUB?

34. Ha ocHoBe kakux nokymeHTOB ocyuiectBisgercs aHanu3 CYUD co cropons!

PYKOBOJCTBA OpraHU3aALMH?



35. KakoBo oCHOBHOE Ha3Hau€HHME NIPOLIECCOB YIPABICHUS KOPPEKTUPYIOUIUMU HU
NpeaynpexAat0IUMHI AEHCTBUSIMHU?

36. UTo NOHMMAIOT [TOJI TAKTUYECKUMHU U cTpaTernueckumu yinydmenusimu CYNUB?

37. Kakue metozbl TecTHpOBaHUs B MHMOPMALIMOHHON cpezie IPUMEHUMBI U
pa3nuuHbIX npoBepkax 1Ub?

38. Kakue uHCTpyMeHTaIbHbBIE CPECTBA UCIOIB3YIOTCA IPU IPOBEPKAX M OLIEHKAX
Nb?

39. B ueM oTiiune noHATHN «3PHEKTUBHOCTE» U «PE3YJIbTATUBHOCTH)
npumenurenabHo kK CYUB?

40. Kaxkue nokazarenu ucromnb3yrores s oneHku 3¢ dexruBHoctu CYUB?

41. Onpenennure NOHIATUS «U3MEPEHUEY, «IIOKA3ATENb» U «METPUKa» U YKAKUTE UX
pasnuuusl.

42. Yro noHMMarOT 101 METpUKON Oe3omacHocTH? JJig 4ero Ucronb3ytoTcss METPUKU
6e3omnacHoctu? KakoBo ux 0CHOBHOE Ha3HayeHue?

43. Kakumu 10mKHBI OBITH METPUKHU 0€30macHOCTH?

44, PaccMmoTpuTe OCHOBHBIE ATallbl ITpoLiecca BBIPAOOTKH MTPOrpaMMBbl IOJIY4EHUS
METpUK 0€30I1aCHOCTH.

45 Kakue noaxoapl HCHOIB3YIOTCS IIPU BBIpaOOTKE METPUK Oe301macHOCTH?

46. Kaxue metpuku 6e3omacuoctu npeanaratorcst opranuzanueii Center for Internet

Security nst ynpasnenus uniuaentamu Ub, ysa3BuMoctsimMu, 0OHOBICHUSIMH, KOH(DUTYpaIHsIMH,
W3MCHCHHUSIMU U 3aIIUTHI IPUITOKCHHI?

47. Ha npumepe ynpasienus nnnuaearamu b nepeurciure 0oCHOBHBIE aTpUOYTHI U
MTOKAXXHTE, KaK PACCUUTHIBAIOTCS METPUKH OE30TIaCHOCTH.

48. Uemy nocesimieH crangapt MCO/MOK 27004:2009?

49, Kakue gakTopsl 1OKHBI OBITH YITCHBI TIPY OTPEACIICHUH TIeJICH POBEICHUS
u3Mmepenunii g CYUB?

50. Kax cBsi3anb1 nuzmepenus ¢ moaensio PDCA s CYUB?

51. Kakas monens usmepenuii, cesizanubix ¢ b, monokeHa B OCHOBY CTaHIapTOB
ISO/IEC 27004:2009 u TOCT P UCO/M3K 27004-2011?

52. Urto Takoe OCHOBHAS U MIPOU3BOHAS MEphI U3MepeHui U nmokazarenu? Kak oHu
noJiyqarorcs?

53. UTto noHMMaeTcs MO METOJOM U3MepeHUsl, PYHKIIMEH n3MepeHui 1
a"HanuTH4YecKoil Moaenbio cortacHo ISO/IIC 27004:2009 u TOCT P UCO/MBK 27004-2011?

54, Kakue xputepuu npuHATHS pElIeHU MOTYT OBITh YCTAaHOBJICHBI AJIs TOKa3aTenen?

95. Kak onpenenstorcss nunpopmanmonssle notpedHoctu cornacHo ISO/IEC

27004:2009 u 'OCT P UICO/M3K 27004-20117

56. OcuossiBasack Ha ISO/IEC 27004:2009 u 'OCT P UICO/MBK 27004-2011,
COCTaBbTE ONKCAHHE KOHCTPYKTUBHBIX 3JIEMEHTOB M3MEPEHUS /IS aHaIM3a JIor- (hailyioB U
3amuThl OT BpeaoHocHoro [10.

S7. Kak ¥ ¢ kKakuMu 1ensiMu IpOU3BOAUTCS OLIEHKA 3PEJIOCTH ITPOLIECCOB YIIPABIICHUS
nb?

58. CKOIIBbKO YPOBHEHN 3pEIOCTH MOXKHO BBIIEIUTH IS IpolieccoB ynpasienus 1b B
COOTBETCTBHUH C Pa3IMUHBIMHU MEXAYHAPOIHBIMU MOJIXOaMH U CTaHAApTaMH?

59. Yro MOKET MOTpeOOBATHCS JUIs JOCTHIKEHHS YETBEPTOr0 YPOBHS (MJIH BBIIIIE)

3pelsiocTH nporecca ynpasieHus b unu cucremsl npoieccon?
60. Urto nokaseiBaeT 3penocts npoiecca CYNUB?



1.2 Cniucok BonpocoB U (WJH) 3aJaHUI 1J1sl MPOBeIeHUsI MPOMEKYTOUHOI aTTecTalnu
Cnncok BONPOCOB K 3a4eTy

1. [lepeuncaure 1 oxapakTepu3yiTe yrpo3sl HHPOPMALMOHHOM 6e30nacHocTu Poccuiickoit
Odenepanun, ykazaHHble B «J[okTpuHbl uH(pOpManMoOHHOW Oe3omacHOCTH» Poccuiickoit
denepanuu.

2. Ha3oBuTe W ONMUIINTE IENH, 337a4U U HAIIPABICHHOCTh «/{OKTpHHBI HHPOPMAIIIOHHOM
6e3onacuoctu» Poccuiickoit dexepanuu.

3. ChopmynupyiTe 1 000CHYHTE 00IIHe TPUHITUIIBI TIOCTPOSHUSI 3aIUTHl HH(GOPMAIIH B
Poccun.

4. B yem cyTh poccuiicKOl KilaccuuKalus yrpo3 U €€ OTIIMYUE OT MPUHATON B 3aMaHbIX
CTaHJapTax.

5. OxapakTepu3syiite cucTeMy yrpapieHHUs,, OCHOBaHHAs Ha IPOLECCHOM MOJIXO/IE.

6. KakoBbl 0COOCHHOCTHM pAacCMOTPEHHsI MPOIECCHOTO TOAXO0Ja IMPHUMEHUTEIBFHO K
ynpasiennto? laiite pa3BepHyToe 00BbSICHCHHE.

7. K xakuMm mnporeccaM OpraHu3allid MOKET OBbITh NpPUMEHEHa LUKIMYecKas MOJEIb
PDCA?

8. MlaiiTe pa3BepHyTOE ONpPEIECICHHUE IOHATHS «YIpPaBJIECHHE» C IMO3ULUN CHUCTEMHOIO
noaxona.

9. Kakue cBoiictBa 11b B COBpEMEHHBIX YCIOBUSX JIOJKHBI IPUHUMATHCS BO BHUMaHHE?
[losicHuTe, 4YTO MOHUMAETCS MO KaXAbIM U3 CBOMCTB.

10. IlpuBenute TpeOOBaHUS K CO3/IaHUIO, BHEAPEHUIO, SKCILTyaTallid, MOHUTOPHUHIY,
aHaJIM3Yy, COIPOBOXKIEHUIO U coBepuieHCTBOBaHNIO CYUB?

11. PacckaxuTe M NOSICHUTE, - B YEM COCTOAT MPEUMYILIECTBA HCIOJb30BaHUs (ydyeTa)
TpeOOBaHUN POCCUIUCKUX U MEXAYHAPOAHBIX CTaHAApPTOB Mo ymnpasieHuto Wb mpu moctpoenun
CVYWUD unm otaenpHbIX nporeccoB ynpasiaeHus 15?7

12. KaxoBbl mnpeumyiiecTBa OJHOBPEMEHHOro y4yeTa TpeOOBaHUN CTaHAApPTOB,
npenbsBiasieMblx kak kK CYWDB B menom, Tak U CTaHAAPTOB, NMPEABABIAIOIIUX TPeOOBAaHUSA K
OTJeNbHBIM MpolieccaM, pa3padbarsiBaeMbiM B pamkax CYNB?

13. Kakue u kak poccuiicKue CTaHAapThl 3aTparuBaroT acleKThl aHainu3a puckos Ub?

14. TlosicHuTe pa3BepHYTO paziMyhe MEXAYy TpPeOOBaHUSAMH K CHUCTEMaM YIpaBJICHUS
HENpPEpPBIBHOCTHIO OM3HECA U K MPOIIECcCy YIIPaBIEHUs HENPEPhIBHOCTHIO OnM3Heca?

15. [IpuBeauTe U NOSICHUTE OCHOBHBIE 1ienu caenoBanus moaenu PDCA npu noctpoeHun
nporiecca yrpasienus unnuaenramu b B coorBerctBum ¢ tpedoBanusmu ['OCT P UCO/MOK
TO 180447

16. Ha3oBuTe u oxapakTepu3yiTe TEHIEHLIUN XapaKTEpHbIE ISl pa3BUTHUS CTaHIapTU3AL[UU
ynpasienus b B Poccuiickoit denepanuu.

17. Vxaxute uenb U HaIlpaBICHHOCTb POCCUMCKHUX CTaHAApTOB B cdepe obecredeHus
KOMIIBIOTEPHOI 0€30MacHOCTH, pa3paboTaHHBIX B AONOJHEHHE «OOLIMX KPUTEPHUEB.

18. Oxapaxrepu3yiite conepxanue poccuiickoro crangapra [OCT P UICO/MOBK 19791-

2008.

19. Oxapakrepusyiite coaepxxanue poccuiickoro crangapra [OCT P UICO/MBK 51583-
2014.

20. Oxapakrtepusyiite coaepxanue poccuiickoro crangapra [OCT P NICO/MBK 15446-
2008.

21. Oxapaxrepusyiite coaepxanue poccuiickoro crangapra ['OCT P UICO/M3BK 52447-
2005.

22. OxapakTepu3yiite cogepkanue poccuiickux ctaagapros [OCT P UCO/MOBK 53113.1-
2008 n 53113.2-20009.

23. Oxapakrepu3yite conaepkanne poccuiickoro cranmapra 'OCT P UCO/MDK 53115-
2008.



24. Oxapakrepusyiite conepxkanue poccuiickoro crangapra 'OCT P ICO/M3BK 53131-

0 25. Oxapaxrepu3yiite cogepxanue poccuiickoro cragaapra 'OCT P UICO/M3BK 27034-1-
s 26. Oxapakrepusyiite conepxanue poccuiickoro crangapra 'OCT P NICO/M3BK 56824-
e 27. Oxapakrepusyiite conepxanue poccuiickoro crangapra 'OCT P NICO/M3BK 56545-
e 28. Oxapaxkrepusyiite conepxanue poccuiickoro ctangapra 'OCT P NICO/M3BK 56546-
2015.

29. TpeboBaHusI M IPUHIHIIBI, YYUTHIBAEMBIE TIPU Pa3padOTKE MOJUTHKN HHPOPMALMOHHOM
0€30MMacHOCTH.

30. Coneprxanue NOTUTHKU HHPOPMAITMOHHOMN 0€30MaCHOCTH OpraHHU3aIlHH.

31. Cucrema ynpasieHuss HHOOPMAITMOHHOW 0€301TaCHOCTHIO OPTaHHU3AIIUH.

32. TIpomeccHbIi MOAXO/ K YIpaBIeHUIO HHGOPMAITMOHHOHN 0€30MaCHOCTRI0 OpraHU3aliy.

33. Pabora ¢ mporeccaMu CHCTEMbI yIpaBieHUs HH(POpMALMOHHONW 0e30MacHOCThHIO
OpraHu3alMH.

34. Crpareruu NOCTPOEHUS W BHEIPEHUS CHCTEMBbI YIpaBICHUS HHPOPMAIIMOHHOM
0€30MaCHOCTBIO OPTaHN3aLNH.

35. CucteMHBIN NOIXO K YIPABICHUIO PUCKaMU HH(POPMAITMOHHOM 0€30MacHOCTH.

36. YcraHoBIIeHHE KOHTEKCTa yIIPaBICHHUs pUCKaMH HH(POPMAIIMOHHOHN 0€301acHOCTH.

37. ConeprkaHue ABYX 9TalOB OLIEHKH PUCKOB HHPOPMAIIMOHHOM 0€30MacHOCTH.

38. CoxepxaHre OICHKH M aHAIIM3a PUCKOB nH(opMannoHHou Oe3onacHocTu. OO0paboTka
PHUCKOB.

39. IloHsATue, KOMMYTAlMsi, MOHUTOPUHI U NEPECMOTP PHUCKOB HHPOPMAIIIOHHOM
0€30MMacHOCTH.

40. ObecrieueHre yIpaBIeHUsT pUCKaM¥ HH()OPMAIIMOHHOW O€30IMaCHOCTH OpraHU3aIiH.

41. YupapneHue HHIHUIEHTaMH HH()OPMAIIMOHHON 6€30MacCHOCTH OpPraHu3alllu.

42. YrpasieHre HeMPepbIBHOCTHIO OU3HECA OpraHU3alUHU.

43. PaccmoTputre NeATENBHOCTh MOJpA3JeNieHHs] BHYTPEHHEro ayJuTa OpraHU3aliH,
KOHTpoJpyromero Bonpocs! Mb.

44. Yto takoe «BHemHU aynut Mb»? Kakue BbIAEIAIOT BUABI OTUX ayJUTOB COIJIACHO
pasnuuHbIM ctaHgaptam? Ha yem B mepByro ouepenb JOHKEH COCPEAOTOUUTHCS BHEIIHUN ayauT
Nb? Onpenenute NpuHIMIBI IpOBeAcHUs BHeHero ayaura Ub.

45. KakoBsl 1enu 1 3a/1a4u Iporpammsl BHelHero ayanta Mb? Ot kakux ¢pakTopoB 3aBUCHUT
o0beM mporpammbl BHemHero ayauta MB? O6Gochyiite u chopmynupyiite sTambl yrnpaBieHHs
nporpaMmoii BHemHux ayautoB Ub B pamkax nukia PDCA.

46. Kakue sTamnsl BKJIIOYAOT paboThl MO mpoBeaeHuto BHemHero ayaura Mb? Iloapobuo
OCTaHOBUTECHh Ha KaXJI0M U3 3TanoB. Kakue 10KyMeHTbl aHAJIM3UPYIOTCS BHEIIHUMH ayAUTOPaMU
Wb u nouemy? Kak npoBoauTcs BHemHUN ayauT Ha mecte? Kakue cBuaerenbctBa ayauta Wb
coOuparoTCs, KAKUM 00pa30M U KaKOBbI IPUOPUTETHI UX JOCTOBEPHOCTH? UTO OTpakaeTcs B OTUETE
10 BHeIIHeMy ayauty 1b?

47. Ha ocHOBe Kakux JOKyMEHTOB ocyiiecTBisiercss anHanu3 CYUB co croponsl
pykoBoacTBa opraHmzauuu? KakoBO OCHOBHOE Ha3HA4€HHWE IPOLECCOB  YNPABICHMS
KOPPEKTUPYIOIKUMU U TPETyNPEXIAI0IMMU AEUCTBUSIMH CO CTOPOHBI PYKOBOJICTBA MPOBEPAEMOI
OpraHH3aIu?

48. YTO MOHMMAIOT TIOJ] TAKTHYECKHUMH U cTparerndeckumu yinyameHusmu CYNB? Kakue
METO/bI TECTUPOBAHUS B MHPOPMALMOHHON Cpejie MPUMEHUMBI NPU pa3InyHbIX mpoBepkax Mb?
Kakne nHCTpyMeHTANIBHBIE CPEICTBA UCIIOIB3YIOTCS TP MPOBEPKAX U oleHKax 1b?

49. Kakue moAxoJbpl HUCIOJNB3YIOTCS MpH BbIpabOoTKe MeTpuk Oe3omacHoctu. Kaxwue
MOKa3aTeau UCHONb3yroTcs Ui oneHku 3ddextuBHocT CYUWB? Ha mpousBoibHOM mpuMmepe



yrnpaBieHus wuHuuAeHtamu Wb mepeunciaure OCHOBHBIE aTpuOyThl M MOKAKUTE, Kak
pacCUUTHIBAIOTCA METPUKU OE€30I1aCHOCTH.

50. Kak u ¢ kakuMu LeNIsIMU IIPOU3BOANTCS OLIEHKA 3PEJIOCTH MpolieccoB ynpasiaeHus 1b?
CKOBKO ypOBHEH 3pelOCTH MOKHO BBIICJIUTH AJIs IIpoleccoB ynpasieHus b B coorBeTcTBuu ¢
Pa3IMYHBIMHU MEXTYHAPOIHBIMU IOJX0AAMHU U cTaHaapTaMu? OxXapaKkTepu3yiTe, - 4TO I0Ka3bIBAET
3penocthb npouecca CYUB?

2. IIpaBuia npuema 3auera.

OreHka 3HaHUH IO UTOTY MTPOXOKICHUS Kypca MPOBOIUTCS B (OpME IPUHATHUS 3a4eTa.

Ha 3adere mpoBepsieTcsi chopMHpPOBAHHOCTH BCEX YKA3aHHBIX B Y4€OHOW mporpamme
KOMIICTCHITHM.

B Ouer ains 3adera BKIIFOYAIOTCS JBa TEOPETUYECKHX Bompoca. Ha moAroToBky K oTBETY
JTaeTcs He MeHee 1 akaIeMHYecKoro yaca.

Takxe ecTh BO3MOKHOCTh OTBETUTh Ha KOHTPOJIBHBIE BOIPOCHI B 3JIEKTPOHHOM Kypce
«OCHOBBI yrpaBiaeHUs UH(POpPMAIMOHHONM 6e30macHOCThIO» B LMS DIeKTpOHHBIM YHUBEPCUTET
Moodle ApI'Y.

I1o uToraMm OTBETOB CTYJEHTY BBICTABIISIETCS OJIHA U3 OLICHOK: «3aUYTE€HO», «HE 3aUTCHO».

OI[EHKa «GaYTE€HO0>» BBICTABIKICTCA CTYACHTY, €CJIM: OH 3HACT OCHOBHBIEC OIPEACIICHUS,
MOCJICAOBATCIICH B U3JIOKCHUHN MAaTCpuajia, ACMOHCTPUPYCT 0a30BbIE 3HAHUS JUCHUIIIINHBI, BJIaACCT
H@O6XO[{I/IMI)IMI/I YMCHHAMHU U HABBIKAMU MPHU BBINIOJIHCHUH MTPAKTUYCCKUX 3aZIaHI/II7I.

OneHnka «He 3a4YTeHO» BBICTABIIAECTCA CTYAEHTY, €CIM: OH HE 3HAeT OCHOBHBIX
OIIpENICJICHUH, HENOCIeN0oBaTeIeH M COMBUMB B M3JIOKEHUM MaTepuana, He oOsajaer
OIpe/IeIEHHOW CHCTEMOI 3HAHMU MO TUCUUIUIMHE, HE B MOJHOW Mepe BIIaJIeeT HEOOXOAUMBIMU
YMEHUSMH U HaBbIKAMU IPHU BBIOJHEHUU MPAKTUUECKUX 33 JaHUH.

OuneHka «He 32a4TEeHO0» BHICTABIISICTCS TAKXKE CTYICHTY, KOTOPBIN B3sUI 3K3aMEHAIIMOHHBIH
OuJIeT, HO OTKA3aJICd JaTh HA HETO OTBET.



IIpuioxenne Ne2 k padoueii mporpamMme M CUMIIJIMHbBI
«OcHOBBI ynipaBjieHUs1 HHPOPMAIIMOHHON 0€30I1aACHOCTbIOY

MeTozmquKne YKa3saHUuA AJIdA CTYACHTOB 110 OCBOCHHIO JTHCHUIIJINHBI

W3ydyeHne IUCUUIUIMHBL IIPEANIONAracT YBEPEHHOE BIIAQJCHHE KOMIIBIOTEPOM, YMCEHHE
OCYIIECTBIISATH MIOUCK M OIIEHKY JOCTOBEPHOCTH HE0OX0AUMOM nHpopmarmu B cetu HTepHET, HO
CTYICHTY JOCTaTOYHO CJIOXKHO CaMOCTOSITEIBHO OCBOUTH BONPOCHI JUCHUILIMHBL «OCHOBBI
ympaBiieHUs UHPOpPMaLMOHHOM Oe3omacHocTOO». [locemenne Bcex NIPEAyCMOTPEHHBIX
ayJAUTOPHBIX 3aHATUH ABISETCS COBEPLICHHO HEOOXOAMMBIM B CUIy O0YYEHHUS HAa HUX ydallluXcs
CpaBHUTEIHHBIM OIICHKAM 3HAHUH U3 Pa3IMYHBIX HCTOYHUKOB, KpUTHUYECKON UX OlleHKH. Taxke 6e3
YIOPHBIX M PETYJSPHBIX CAMOCTOATEIBHBIX 3aHATUH B TEUCHHE CEMECTpa, MKEJIATENIbHO C
«YIPEXKIA0IIUM 3HAKOMCTBOMY C COJIEP>)KAHUEM MPECTOSALIETO 3aHITHSI, KpailHE CII0KHO YCBOUTD
JIOTUKY ¥ apryMEHTALMIO YIIOMSHYTHIX CPAaBHUTENBHBIX OLICHOK MU KPUTUYECKOTO aHAJIN3a 3HAHUN
U3 pa3IMYHbIX HCTOYHUKOB, YTO HE MO3BOJIUT CTYAEHTAM pa3BUTh NPOJBHUHYTOI'O U BBICOKOIO
YPOBHS KOMIIETEHLIUH.

Y4eOHOo-MeTOoAMYECKOE 00ecIeYeHHe CAMOCTOATEIbHON PadoThl CTY/ICHTOB 110 JUCIHHUIJIMHE

Jnst caMOCTOATENbHOM pabOThl PEKOMEHIYeTCsl HCIOJIb30BaTh Y4YeOHYIO JUTEparypy,
WHTCPHET-UCTOYHUKHU, YKa3aHHbIC B pa3zeie 8§ HacTosmield Paboueil mporpaMmbl B 3JIEKTPOHHBIN
kypc «OcHOBBI ympaBicHus HHQOpMaMOHHONW Oe3omacHOCTRIO» B LMS  DnexkrpoHHBII
yuusepcuret Moodle SpI'Y.



