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1. Ile1u ocBOEHUS TMCHUTIIMHBI

Hucrmnmnaa  «OOecniedeHne  0€30MACHOCTH  KPUTHYECKOM — MH(OpMaAIMOHHOM
UHOPPACTPYKTYpb» TpHU3BaHa OOECHEYUTh OCBOCHHE CTYACHTAMU TEOPETUYECKUX H
MPAKTUYECKUX HAaBBIKOB pabOThl C HOPMAaTUBHBIMH IMPABOBBIMU aKTaMH B 00JacTH
obecriedeHrss MHPOPMALMOHHON 0e30MacHOCTH OOBEKTOB KPUTHUECKOW WH(POPMALMOHHOM
uHppacTpykTypsl (nanee — oobekTsl KWMU), B ToM uncie HOpMAaTUBHBIMU METOAMYECKUMHU
nokymeHtamu ®CBb Poccum u OCTOK Poccun, u npuMeHeHHs HX MOJOXKEHUH B
npodeccuoHanbHOM e TEIbHOCTH.

JlaHHasi AMCUMIUIMHA PACKPBIBAET OCHOBHI IPABOBOIO PETYIMPOBAHMS OTHOIICHUH B
chepe Oe3zonmacHocT 0o0bekTOoB KWW, monstus u Buabl cyObekToB M 0o0bekToB KM 10
3akoHonaTenbCTBY Poccuiickoit ®denepanmu, a Taxke HopmatuBHble TpeboBanuss PCHh u
OCTIK Poccun k cyopexkram K.

2. MecTo aucuunjnHbl B cTpykType OIT

Huctmmuimaa  «OOecrniedeHne  0€30MACHOCTH  KPUTHYECKOW — MHQPOPMAITMOHHOMN
UHPPACTPYKTYPBD» OTHOCHTCS K ULUKIY NPOPECCHOHANBHBIX IUCHUIUIMH U SIBIISCTCS
(hakyIbTaTHBOM.

Jlis ycnemHoro yCBO€HuUs JaHHOW JUCLUUIUIMHBI HE00X0AUMO, YTOOBI CTYIEHT OBJIaJIel
3HAaHUSIMH, YMEHHUSMU W HaBBIKAMH, C(HOPMHUPOBAHHBIMH B TPOIECCE W3YyUYCHHS JUCIUTUIAH
«OCHOBBI yIIpaBJIEHUYECKOHN aeaATenbHOCTHY», «OpraHu3allMOHHOE M IpaBOBOe oOecreueHue
MH(POPMAIIMOHHOHN 0€301MacHOCTHY.

3HaHUS ¥ HABBIKY, MOJyYE€HHBIE B PE3yJbTaTe U3YYEHUU AUCHUILUIMHBI «ObecneueHue
0€30MacHOCTH  KPUTHYECKOW  HMH(OpMAmMOHHOW  HMH(OPACTPYKTYPBI»,  HCIIOJIB3YIOTCS
CTY/IEHTaMHM B JajbHEeHIIeM IIpU pa3pabOoTKe KypCOBBIX M TUIIOMHBIX paboT.

3. Ilnanupyemble  pe3yJbTaThl  00y4YeHHUsI COOTHECEeHHbIE ¢
IUIAHMPYeMbIMH pe3yiabTaTamu ocBoeHusi OIl

[Tponiecc wu3yueHHs] JUCHMIUIMHBI HampaBlieH Ha (OPMUPOBAHHME CIEIYIOLINX
aneMeHTOB KomneTreHiuit B coorBerctBun ¢ ®I'OC BO, OOIl BO wu npuobpereHus
CIIEAYIOIIMX 3HAHUN, YMEHUH, HABBIKOB U (MJIM) OIBITA AEATEIbHOCTHU:

Mo JUCHHILINHE,

Dopmupyemas
KOMIeTeHIHs
(koa u opmyIHpPOBKA)

HNaankaTop 10CTHKEHHUSA
KOMIIeTeHIIN U
(kox u hopMyJIIPOBKA)

Ilepeyenn
IUIAHMPYEMBIX Pe3yJIbTATOB 00y4YeHus

OomenpogeccnoHaJIbHbIC KOMIIETEHIMH

OIIK- 5 Criocoben N-OIIK-5_1. 3naer u 3HaTh OCHOBHBIE HOPMAaTHBHBIE

MIPUMCHATH HOPMATHUBHBIC
MPABOBBIE AKTHI,
HOPMaTHUBHBIC U
MCTOAUYCCKUC NOKYMCHTEI,
peryiaMeHTHPYIOIIHE
JeSTeIILHOCTh I10 3T
nHpOpMaIun B chepe
npodeccuoHaIbHON
JeATeIbHOCTH;

MOHUMAaeT HOpMaTHBHBIE
NPaBOBBIE AKTHI,
HOPMaTHBHBIC U
METOANYECKHE JIOKYMEHTHI,
perilaMeHTHPYIOIIHe
JIeATeILHOCTB I10 3aIUTe
WHPOpMAITUH;

N-OIIK-5_2. Umeet
HaBBIK IPUMEHEHHUSI
HOPMATHUBHBIX MTPABOBBIX
AKTOB, HOPMATHBHBIX H
METOANYECKUX
JIOKYMEHTOB,
perIaMeHTHPYIOIINX
JESITeIbHOCTD TI0 3aIUTe
WHpOpMAITUH B
OpraHu3alvy,

MIPABOBBIC aKTHI B 00JIACTH 00eCIIeUCHHUS
nH(popMaImonHoi 6e3omacnoct KUU
Y HOPMATHBHBIE METOIUYECKHE
nokymeHTsl @Ch Poccun u ®CTOK
Poccuu B obmactu 3amumrer KVN.

YMeThb NIpUMEHSITH OCHOBHBIE
HOPMATHBHBIC TPABOBBIC AKTHI B
obOnact o0ecnieueHus1 0€30IaCHOCTH
KWH n HopMaTHBHBIE METOINYECKHUE
noxkymeHTsl @Ch Poccun u ®CTIK
Poccum B o6nactu 3ammtel K.




H-OIIK-5_3 ymeer
aHAIM3UPOBATh U
pa3pabaThiBaTh IPOCKTHI
JIOKAJIBHBIX MPABOBBIX
AKTOB, HHCTPYKIIUA,
PErJIaMeHTOB U
OpraHu3aIOHHO-
pacropsAUTENLHBIX
JIOKYMEHTOB,
pErIaMeHTUPYIOLIUX
paboty o obecnedeHnIo
WH()OPMAITHOHHOH
0e30MMacHOCTH B
OpraHu3aIVH;
(hopMyITHUPOBaTH OCHOBHBIE
TpeOOBaHUS 110 3aIIUTE
KOH(UACHIUATBHON
nH(pOpMAITIH,
MEPCOHAIBHBIX TaHHBIX U
OXpaHe pe3yJIbTaTOB
WHTEJUIEKTYaJIbHON
JIESITEJIbHOCTH B
OpraHH3aIlNY;

YMeTh MIaHUPOBATh MEPOTIPUATHS 110
KaTerOPUPOBAHUIO H 00ECIICUCHUIO
6e3onacnoctu KM ; BBISBIATE
MIPOTIECCHI, CBA3AHHBIC C
kateropupoBanrem K1UU;
pa3pabareiBaTh HEOOXOMMBIC
JIOKYMEHTBI U JIOKAJIbHbIC HOPMATUBHBIC
aKTBHI TI0 00ECTICUCHUTO 0€30TTaCHOCTH
KWMU; onpenensats knace
“H(OPMAITMOHHBIX CUCTEM M YPOBEHB
3aIHAIIEHHOCTH HH(POPMAITHH;
obecneunBaTh 6e3onacHocth KU,
OpraHU30BEIBaTh 0OMEH UH(OpMaIuen
00 uanuaentax ¢ HKIIKM Poccun.

4. O0beM, CTPYKTYpa U cOAep KaHue TUCHUTIHHBI

OO01mas TpyI0eMKOCTh TUCIUTUIHHBI COCTABIISICT 2 3a4STHRIC CIMHUIIBI, 72 aKaJ. Jaca.

Ne Tembl (pa3aenbl) Buapl yueOHBIX 3aHATHIA, DopMbI TEKYLLIET0
n/m AUCUMILIHHBI, o BKJIIOYAsI CAMOCTOATEIBHYIO KOHTPOJIA
UX co/iepKaHue 5 paboTy CTY/IEHTOB, ycneBaeMocTH
S U X TPYI0EMKOCTh ®opma
3 (B akaileMH4eCKHX 4acax) NMPOMEKYTOUHOI
aTTecTanuu
(no cemecmpam)
KounrakTHas padoTa
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1 |AxTyanpHOCTH U 1 YcTHbIi ompoc.
npo0yeMaTuKa 3aluThI
KPATHYECKON
MH(OPMAIMOHHOM
MH(PaCTPYKTYpPHI
2 |[IpaBoBOE peryaupoBaHue 2 4 |YcTHBIH ompoc.

OTHOIICHUI B 00JaCTH
obecrieueHus
0€30ITacHOCTH
KPUTHYECKOU
nH(OpPMALIMOHHON

UHPPACTPYKTYPHI




3 |Omnpenenenue cyobekTa 1] 2 1 4 |YcTHBIR ompoc.
KN

4 |BplmesicHHE KPUTHYECKHX 2 4  |YcTHBIN ompoc.
IniE: JEATEIIBHOCTH
IIPOLIECCOB

S  |[IpaBuia xkaTeropupoBaHus 2 | 4 4  |YcrHBIH ompoc.
oobexroB KM

6 |B3aumopneiictBue ¢ ®Ch 112 1 3 |Ycrusiit onpoc.
Poccuu 1o 6€301macHOCTH
KN

7 |TpeGoBaHus 10 3|4 1 4  |YcrHbii ompoc.
00ecTeYeHn o
0€30MaCHOCTH 3HAYMMBIX
00BEKTOB KPUTUYECKOMH
“H(pOPMAITMOHHOM

UHPPACTPYKTYPHI

8  |OpraHuzaius BHyTPEHHETO 1 4 |YcTHBIH ompoc.
KOHTPOJIS 3HAYUMBIX
oowvexToB KU

9 |Ob6ecnieueHue 3|4 1 6 |Ycrasrit ompoc.
OecriepeOoitHOM
IKCILTyaTaIluy 3HAYUMBIX
obwekToB KU

0,3 | 2,7 3auer

Bcero 72 |16 | 16 4 0,3 | 357

Conep:xaHue pa3iesioB UCHUIIHHBI:

Tema 1. AkTyasibHOCT M MpoO6JeMaTHKA 3alllUThl KPUTHUYECKONM HHGOPMALMOHHOM
UH(PACTPYKTYPBHL.

1.1. BBemeHue B TEMaTUKy 3alIUThl 3HAYMMbBIX OOBEKTOB  KPUTHYECKOM
nH(}OPMaLIMOHHON UHPPACTPYKTYPHI.

1.2. HWudopmauuonnas  uHbpactpykrypa  Poccun.  IloHATHE  KpUTHYECKOM
nHpopmannonHoi uHppactpykrypst (KUN).

1.3. OOGecnieueHrne 0€30MacHOCTH KPUTHYECKOW HH(POpPMAIIMOHHOW HHQPPACTPYKTYpHI B
WHOCTPAaHHBIX TOCYIAPCTBaX.

Tema 2. IIpaBoBO€ peryinupoBaHue OTHOIIEHUH B 001acTu obecneyeHus 6e300acHOCTH
KPUTHUYECKOH HHMOOPMAIIMOHHON HHPPACTPYKTYPEL.

2.1. OcHOBHbIE TEPMHHBI. Y TOJTHOMOUYEHHBIE OpraHbl (Perynaropsl) B chepe odbecrnedeHus
6esonacnoctu K1U. [IpaBa u o6s13anHOCTH cyOBekTOB K.

2.2. Anroput™m MeponpusATH mo peanuzanuu TpeOoBaHuit @3 Ne 187-D3. Ananus
HOPMaTUBHO-TIPAaBOBBIX akToB B chepe KUU.

2.3. YronoBHas U aIMUHUCTPATUBHAS OTBETCTBEHHOCTH cyobekToB K.

Tema 3. Onpenenenue cyorexrta KMUN.
3.1. [Mony4yenne nHMHOPMAITUN O BHJIAX JEATSIBHOCTH OpraHU3aIUH.
3.2. OnpeneneHne OTHOCUMOCTH Oopranu3anuu k cyorexrtam KUN.

Tema 4. Brienenne KpUTHYECKUX IS IeATEIbHOCTH MPOLIECCOB.
4.1. IIpouieccHBIN MOAXO
4.2. Coop uH(popmMaIuu o rnpoueccax




4.3. Ananu3 Ou3HecC-TpoIeCCOB
4.4. BeifeneHne KpUTHIECKUX TPOIECCOB,

Tema 5. [IpaBuna kareropupoBanus 06bekToB KNUN.

5.1. Pa36op nonoxxenwuii [Tocranosnenus IlpaButensctBa PO Ne 127 «O06 yTBepKaAeHUU
[IpaBun karteropupoBanus obobekToB KM, a Taxke mokazareneil KpUTEpUEB 3HAYMMOCTH
00bexkToB KUU PO 1 ux 3HaueHMID»

5.2. Beinenenue u yuet oobekroB KU, Onpenenenne KputeprueB 3HAYUMOCTH O0OBEKTOB
KNU PO u ux 3nauenuii. Onpenenenue kareropun 3HaunMoct oobexkroB KU u monroroska
CBeJICHUH 0 KareropupoBanuu aiig HanpasiaeHus Bo DCTIOK Poccuu.

5.3. Tlonoxenuss mpukaza DCTIK Poccum Ne 236 "OO6 yrBepxkiaeHHH (HOPMBI
HarpaBJIeHUs CBEJEHUW O pe3ysibrarax npucBoeHUs o0bekty KWW omHol u3 kareropwii
3HaYMUMOCTH JHOO 00 OTCYTCTBUM HEOOXOJMMOCTH TIPUCBOCHHUS €My OJHOW U3 TaKuX
KkaTeropuit"

Tewma 6. BzaumoneiictBue ¢ ®Ch Poccuu no 6e3onacHoctu KUU.

6.1. Xapakrepuctuka npuka3zoB ®Cb Poccunu B chepe KNU.

6.2. TocymapcTBeHHass cucTeMa OOHApYXCHHS, TMPEAYNPEKACHUS W JTUKBUIAINH
nocneactsuil komnbioTepHbix atak (I'ocCOIIKA) B cootBercTBuM ¢ mpukazomM OCb Poccun
Ne 367 "O6 yrBepxkaeann Ilepeuns nnpopmanuu, npencrasisiemoid B 'ocCOITKA u [Mopsiaka
npencrasienust ungopmanuu B 'ocCOITKA"

6.3. Ilpukaz ®Cb Poccum Ne 366 "O HamuoHanbHOM KOOPIWHAIMOHHOM IICHTpPE IO
KOMIIbIOTepHbIM ~ uHIUAeHTaM". [lopsgok oOmena wuH(oOpMalel O KOMIBIOTEPHBIX
uHuaeHTax mexay cyorekramu KU B coorBercTBrm ¢ npukazom @Cb Poccun Ne 368.

6.4. PazpaboTka periameHTa yNpaBiIeHUS WHIUACHTAMU M IUIaHA pearupoBaHUs Ha
KOMITHIOTEPHBIC UHIIUICHTHI.

Tema 7. TpeGoBanus 1o oOecnevyeHNI0 OE30MaCHOCTH 3HAYMMBIX 00BEKTOB KPUTHYECKON
uHGbOpMaMOHHON UH(PACTPYKTYPBI

7.1. Ananu3 TpeOoBaHMiI K OOecnedeHHI0 Oe30macHOCTH 3Ha4MMBIX 00hekToB KU B
coorBercTBUM ¢ D3 Ne 187, mpukazom ®CTIK Ne 239 "O6 yrBepxnenun TpebGoBanuil mo
obecneuenuto OezonacHoctu 30 KUU PD", npukazom ®CTIK Ne 235 "OO6 yrBepxkneHun
TpeboBanuii k co3manuto cucreM Oe3zonacHoctd 30 KWW P® wu obecnedeHuro ux
(GyHKIIMOHUpOBaHUS"

7.2. Pa3paboTka OpraHu3allMOHHBIX U TEXHUYECKUX Mep MO obecreueHHio 0e30MacHOCTH
3Hauyumoro obnekta KMU. Pazpaborka paboueil (9KcITyaTallmOHHOM) JOKYMEHTAllMM Ha
3HaYMMBbIM 00BEKT (B yacTH obecrieueHus ero 6ezonacHocty). [lopsaok aTTecTaliuy 3HAUUMBIX
o0bexToB KNUU.

Tewma 8. Opranu3zanusi BHyTPEHHET0 KOHTPOJIS 3HaYUMBbIX 00bekToB KM

8.1. PernameHT ayaura HH(GOPMAIIMOHHONW O€30MaCHOCTH.

8.2. Aynut nnpopmannoHHoU 6e30macHoCTH. [I1aH MeponpusATHii 0 pearupoBaHUIO Ha
KOMITBIOTEPHBIC MHITMICHTHI U MEPAMU O TUKBUIAIIUY TTOCIEICTBUN KOMIIBIOTEPHBIX aTak.

Tema 9. OGecneuenue Oecriepe00HON IKCIUTyaTalluy 3HAYUMBIX 00bekT0B KN

9.1. Obecneuenue 6e3omacHOCTH 3HAUUMBIX 00BeKTOB KU B X0/1€ X DKCIUTyaTaIiH.
Obecrnieuenne 0e30macHOCTH 3HAYMMBIX 00bekTOB KU npu BeIBOJIE X U3 IKCIUTYaTaIIHH.
9.2. Illoaxmrouenne 3HaunMbIX 006ekTOB KU k rocCOITKA.

5. O0pasoBaTeabHble TEXHOJOTHH, B TOM YHC/Ie TEXHOJOIHH JIEKTPOHHOI0 00yYeHus1 1
AUCTAHIMOHHBIE 00pa3oBaTe/bHbIE TEXHOJIOTHH, MCHOJIb3yeMble NMPH OCYIIECTBJIEHUH
00pa30BaTeIbHOIO MpoLecca Mo JMCHUIIMHE
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B mpouecce 00yueHus NCIOIB3YIOTCS CleAYIoNe 00pa3oBaTeIbHbIE TEXHOIOTHH:

BBonHas JieKHMA — JAeT MEPBOE LIEJIOCTHOE MPEACTABICHNUE O JAUCLUIUIMHE (WM €€
paszene) U OpUEHTUPYET CTYAEHTa B CHCTEME H3YYeHHUs MaHHOW NUCUHUIUIMHBL. CTYIeHTBHI
3HAKOMSTCS C Ha3HAUYEHUEM M 3aJadyaMH Kypca, €ro POJIbI0 U MECTOM B CHCTEME Y4eOHBIX
JUCHUIUIMH U B CHCTEME IOJTrOTOBKU crenuanucta. Jlaercs kparkuil 0030p Kypca, HCTOpHUS
pa3BUTHS HAyKd W TPAKTHKH, JOCTIKCHHS B A3TOH cdepe, MMeHa HU3BECTHBIX YYCHBIX,
W3JIararoTcs MEepCIEeKTUBHBIE HAIpaBiIeHUs UccienoBaHui. Ha 3TON Jekuuu BBICKa3bIBAKOTCS
METOAMYECKHE W OpraHU3allMOHHbIE 0COOEHHOCTH pabOThI B paMKax Kypca, a TaKKe JaeTcs
aHaJIN3 PEKOMEHAYeMON yueOHO-METOIUUECKON JTUTEPATYPHI.

AkajeMHuYecKas JIeKIHMs ¢ JJIeMEHTaMM  JIeKIUH-0ecebl — I10CJIEI0BAaTEIbHOE
W3JI0KEHUE  Marepuana, OCYIIECTBISIEMOE MPEUMYLIECTBEHHO B  BUJAE  MOHOJIOTA
npernojaBaTens. ODJEMEHTHhl JIeKUUU-Oecebl O00EeCTeYnBal0T KOHTAKT IPEToAaBaTeNs C
ayTUTOpHUEHl, YTO MO3BOJIAET NPUBIIEKATh BHUMAaHUE CTYACHTOB K HamOosee Ba)KHBIM TEMaM
JTMCLUUIUIMHBI, AKTUBHO BOBJIEKATh MX B y4eOHBIN MPOLIECC, KOHTPOIMPOBATH TEMIT U3JI0KEHHS
y4eOHOro MaTepuasa B 3aBUCUMOCTH OT YPOBHS €r0 BOCIPUSATHS.

IIpakTH4Yeckoe 3aHATHE — 3aHATHE, IOCBALIEHHOE OCBOCHHMIO KOHKPETHBIX YMEHUHN U
HAaBBIKOB M 3aKPEIJICHUIO MTOJYYEHHBIX Ha JIEKUNUU 3HAHUH 1O MPEJI0KEHHOMY aJITOPUTMY.

KoHcynbTauum — Bua y4eOHBIX 3aHSTHH, SIBISIFOIIMNACS OJHOW U3 (OPM KOHTPOJIS
CaMOCTOSITENTbHOM  paboThl CTyIAeHTOB. Ha KoHcymbTamusix 1O Mpoch0e CTYAEHTOB
paccMmarpuBaroTcs HauOoJiee CIOYKHBIE MOMEHTBHI NPU OCBOCHMM MaTepuana JIUCLUUIUIMHBI,
MpenoiaBaTellb OTBEYAET HAa BONPOCHI CTYAEHTOB, KOTOPbIE BO3HUKAIOT Yy HUX B IIpolecce
CaMOCTOSITENTLHON PaOOTHI.

6. [lepeyeHb JHIEH3MOHHOr0 M (MJIM) CBOOOJHO PACIPOCTPAHSAEMOI0 NPOrPaMMHOIO
o0ecreyeHusi, MCIOJIb3YeMOro IPHM OCYHIECTBJCHHH 00pa30BaTeIbHOI0 IpoLecca Io
AUCUMILINHE

B npouecce ocymecTBieHuss 00pa3oBaTeIbHOrO Ipolecca MO  AUCHUILIMHE
HCIIOJb3YIOTCA

Ui (POPMUPOBAHMSI MATEPUATIOB JIJIsl TEKYILETO KOHTPOJIS YCIIEBAEMOCTH U MPOBEICHMS
MIPOMEXYTOUHON  arrectanuu, [ (GOPMUPOBAHUS METOJMYECKUX MaTepHajoB IO
JUCLUIUINHE:

- nporpammbl Microsoft Office;

- Adobe Acrobat Reader;

- luTepHeT-Bepcus ClIpaBOYHON CUCTEMBI [ 'apaHT.

7. IlepeyeHb CcOBpeMeHHBIX NPO(PecCHOHAIBLHBIX 0a3 JaHHBIX M HMHGOPMALMOHHBIX
CIIPABOYHBIX CHCTEM, HMCIIO0Jb3yEeMBbIX NPH OCYHIECTBJICHHH 00pa30BaTeJbHOIO mpoiuecca
10 JMCHHUIIHHE (PU HE0OXO0AUMOCTH)

B mnpomecce ocymecTBieHuss 00pa3oBaTeIbHOrO Ipolecca MO  AUCHUILIMHE
HCIIOJb3YIOTCS:
ABToMaTu3upoBaHHas 6ubnuoreyHo-uHGopmarmonHas cuctema «bYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

8. IlepeuyeHb OCHOBHOH W /IOMOJHUTEJIbHOW Y4YeOHOW JUTEpaTypbl, pecypcoB
HH(POPMALMOHHO-TEJIEKOMMYHUKAIMOHHOH ceTu «MHTepHeT», HEOOXOAUMBIX sl
O0CBOCHMUSA NUCHUITIIMHBI

a) OCHOBHAas JiUTeparypa
1. ®enepanbubiit 3akoH Ne 187-03 ot 26.07.2017 «O 06e30macHOCTH KpPUTHYECKOU
nHpopmanoHHO! HHGPacTpyKTypsl Poccuiickoit @eneparum.


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

2. Vka3 Ilpesunenta PO Ne 31c ot 15.01.2013 «O co3manuu rocyjapcTBEHHON CHUCTEMBI
oOHapyXeHMs], NPEeAYNPEeKICHUS W JIUKBUIAIMM TIOCIEACTBUNA KOMIIBIOTEPHBIX aTak Ha
uHpopManroHHbIe pecypcsl Poccuiickoii @enepanumy».

3. Vka3 Ilpesupenta PO Ne 646 or 05.12.2016 «O06 yrBepx)aeHun JIOKTPUHBI
nHpopManMoHHo# 6e3omacHocTH Poccuiickoit denepanun’™.

4. TlocranoBnenue IlpaButensctBa PO Ne 127 ot 08.02.2018 «O6 yrBepxkaenuu [IpaBun
kareropupoBanus 00bexToB KU PO, a Tarke nepeyHs nmokasarenei KpUuTepueB 3HAYMMOCTH
00BEKTOB KPUTHYECKON HHGOPMAIIMOHHON HHOPACTPYKTYphl PD 1 X 3HAUCHHII».

5. IlocranoBnenue [IpaBurenscrBa PO Ne 162 ot 17.02.2018 «O06 yrBepx)aenuu [IpaBun
OCYILIECTBIICHUSI TOCYIapCTBEHHOIO KOHTpoJisi B obnactu oOecrieueHus Oe30MacHOCTH
3HaYMMBbIX 00BEKTOB KPUTHUECKOH HH(OpMAIMOHHON HHPPACTPYKTypsl PD».

6. Ilpukaz ®CTOK Poccun Ne 227 ot 06.12.2017 «O06 yrBepxkaenuu [lopsiaka BeaeHus
peecTpa 3HAYMMBIX 00BEKTOB KPUTHUECKOH MH(OpMAIMOHHON HHDpacTpYKTypsl PO».

7. Ilpukaz ®CTOK Poccum Ne 229 or 11.12.2017 «O6 yrBepx)aecHUU (GOPMBI aKTa
IIPOBEPKH, COCTABISIEMOI0 IO MTOraM IPOBEAEHUS TOCYAAPCTBEHHOIO KOHTPOJISI B 00jacTu
obecneuenus 6ezonacHocti 30 KU PDy.

8. Ilpukaz ®CTIK Poccun Ne 235 ot 21.12.2017 «O0 yrBepxknenun TpeboBaHuil k
coznanuto cucteM 6e3onacHoctd 30 KU P® u obecnieuennto ux ¢GyHKIIMOHUPOBAHUA".

9. Ilpukaz ®CTIK Poccum Ne 236 ot 21.12.2017 «O06 yrBepkaeHu# GopMbl HanpaBICHUS
CBEICHMI O pe3ynbTaTtax npucBoeHus oobekty KMU oxHolt u3 kateropuii 3Ha4uMOCTH JHOO
00 OTCYTCTBHM HEOOXOJAUMOCTH MPUCBOCHHS €My OJTHOM M3 TAKUX KaTeTOPHil».

10. IIpukaz ®CTIK Poccum Ne 239 ot 25.12.2017 «O06 yrBepxknenun TpeboBaHuii mo
obecnieyenuto 6e3omnacHocTr 30 KU PDy.

11. ITpukaz ®Cb Poccun Ne 366 ot 24.07.2018 «O HanuoHanbHOM KOOPAMHALIMOHHOM
LIEHTPE [0 KOMITbIOTEPHBIM MHIUACHTAM.

12. IIpuxaz ®Cb Poccum Ne 367 ot 24.07.2018 «OO6 yrBepxnenuu Ilepeuns
uHpopmanuu, npencrasisiemod B ['ocCOIIKA wu Ilopsiaka mpenctaBieHus nHpopManud B
['ocCOIIKA».

13. Tlpukaz ®CB Poccum Ne 368 or 24.07.2018 «O06 yrBepxknenun Ilopsinka
uHpopmupoBanuss PCBhb Poccun 0 KOMNBIOTEPHBIX MHLUAEHTaX, PEarupoBaHUs Ha HHX,
NPUHATHS MEp IO JIMKBUJALMU TOCJIEICTBUI KOMIIBIOTEPHBIX aTakK, IPOBEJIEHHBIX B
OTHOLICHUM 3HAYMMbIX OOBEKTOB KpPUTHUECKOW HH(POPMAIMOHHONH HH(PACTPYKTYpHI
Poccuiickoit denepanmm.

14. TIpuxa3z ®Cb Poccun Ne 281 ot 19.06.2019 «OO yrBepxkaenuu I[lopsaka, TEXHUUECKHX
YCIIOBUM YCTAaHOBKM M OJKCIUTyaTallUM CpEJCTB, IpPEJHA3HAYEHHBIX JJIs OOHapyKeHHS,
MPENYNPEXACHAS U JIMKBUJALWU TOCIEICTBUNA KOMIBIOTEPHBIX aTaK M pPEarupoBaHUs Ha
KOMITBIOTEPHBIE HWHIMIEHTHI, 32 HCKIIOYEHHUEM CpEACTB, NpEIHA3HAYCHHBIX JUIsl IOMCKa
IIPU3HAKOB KOMIIBIOTEPHBIX aTaK B CETAX JJIEKTPOCBSA3H, HCHOJB3YEMBIX IJIs OpPraHHU3alMH
B3aMMOJICHCTBUS OOBEKTOB KPUTHUYECKON HH(pOpMAlMOHHON HHGpacTpyKTypbl Poccuiickoii
denepauuny».

15. Tlpukaz ®CB Poccunm Ne 196 ot 06.05.2019 «O6 yrBepkaeHun TpeOoBaHUIl K
CpeAcTBaM, MpeJHAa3HAYEHHBIM Ui OOHApy)KEHUs, TMpPenyNpekIeHUs U JHMKBHIALUH
MOCJIEZCTBUI KOMITBIOTEPHBIX aTaK M pearnpoBaHMsI HA KOMIIBIOTEPHbIEC MHIIMICHTHI»

16. TOCT P UCO/M3K 27007-2014 «Mupopmanmonnas texnonorus (UT). Meroas! u
cpenctBa obecrieueHus Oe3omacHOcTU. PykoBoacTBa 1Mo ayauTy CHUCTEM MEHEIKMEHTa
MH(POPMAIMOHHOM 6€30MacHOCTH

17. Hemunos, O. ['mobansHOE ynpasnerue MaTEpHETOM 1 6€30MaCHOCTH B chepe
ucnonb3oBanus MKT : KiroueBbie BbI30BBI 17151 MUPOBOTO coobmectsa / Jlemuaos O. -

Mocksa : AnerinHa [Tabmumep, 2016. - 198 c. (budmmoreka [TNUP-L{entpa) - ISBN
978-5-9614-5820-6. - Tekct : anextpouuslii / ObC "Koncynbrant cryaenta” :
[caiiT]. - URL : https://www.studentlibrary.ru/book/ISBN9785961458206.html
(mata obpamenus: 07.02.2022). - Pexxum gocTymna : Mo MOAMKCKe.
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18. I'pomsenckuii, 5. C. UndopmarmonHas 6e30nmacHOCTh : ydeOHOe mocodue /
I'ponzenckuii f. C. - Mocksa : PI'-IIpecc, 2020. - 144 c. - ISBN
978-5-9988-0845-6. - Tekcr : anexkrponnsiii // OBC "KoncynbradT crygaeHTa' :
[caiiT]. - URL : https://www.studentlibrary.ru/book/ISBN9785998808456.html
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0) 10MOJIHUTEJIbHAS JIUTEepaTypa:

1. «KoHuemus TOCYIapCTBEHHOW CHUCTEMBI OOHAPYKCHHS, NPEIYNPSKICHUS H
JUKBUJIALIUU TIOCIEACTBUI KOMIIBIOTEPHBIX aTak Ha MH(GOpMalMOHHBIE pecypchl Poccuiickoit
®enepaunn», yreepxkaeHa [pesunentom PO 12.12.2014 Ne K 1274,

2. Uadopmanmonnoe coodbmenne OCTIK Poccum No240/25/3752 ot 24.08.2018 «Ilo
BOIIpOCcaM TMpejcTaBiieHus mnepeyHeil o0bektoB KUU, momnexammx KaTeropupoBaHUIO, U
HalpaBJIeHUs CBEJIEHUW O pe3ysbrarax npucBoeHUs o0bekty KWW omHOi W3 kaTeropuit
3HAYUMOCTH JUOO 00 OTCYTCTBUM HEOOXOIMMOCTH TIPUCBOCHHS €My OIHOW W3 TaKUX
KaTEropHii».

3. Meroandeckue peKOMEHAAIMU IO MPOBEACHUIO KATETOPUPOBAHHUS OOBEKTOB
KpuTHieckor nHopmarronHoi nHppactpykrypsl, komnanus «CTIIT JIOKUK», 2020 rog,
asiekTpoHHOe u3aanue: https://step.ru/upload/pdf/87877a75035badbaed3ab8f792ealca5.pdf.

4. Meroauueckue pEKOMEHIAIMU MO  OMNpPENEICHUI0 OOBEKTOB  KPUTHUECKOM
WHPOPMAIIMOHHON HWHQPPACTPYKTYPHl M KAaTEropuid 3HAYUMOCTH OOBEKTOB KPUTHYECKON
unpopmannonHon unppactpykrypsl, JAUT ropona Mockssl, 2020 roa, 3IeKTpOHHOE H3TaHUE:
https://www.mos.ru/upload/documents/files/3231/MetodikaprovedeniyarabotpoKll.docx.

5. Farrand B. Blurring Public and Private: Cybersecurity in the Age of Regulatory
Capitalism / B. Farrand, H. Carrapico // Security Privatization: How Non-Security-Related
Private Businesses Shape Security Governance. — Basel: Springer International Publishing AG,
2018. P. 197 — 217.

6. Council Directive 2008/114/EC of 8 December 2008 on the identification and
designation of European Critical Infrastructures and the assessment of the need to improve their
protection. Official Journal L, 345(23), 12.

7. Green Paper on a European Programme for Critical Infrastructure Protection. COM 576
final (2005).

8. Hexommepueckas (OecrutatHast) IHTepHET-BepCHs CIPABOYHON CUCTEMBI [ apaHT.
http://ivo.garant.ru/#/startpage:0

8. MartepuajabHO-TEXHHYECKAS 0a3a, Heo0XoauMas IS OCyIIeCTBJICHUS
00pa3oBaTeILHOIO NMpolecca Mo JUCHUILIHHE.
MarepuanbHO-TeXHUYECKas 0a3a, HeoO0XxoauMast IS OCYIIECTBJIECHUS

o0pa3oBaTeNbHOTO Ipollecca IO JTUCHUIUIMHE BKIIOYaeT B CBOW COCTaB CHENUabHBIC
MIOMETICHHUS:

- yueOHbIE ayTUTOPUU JJIsl IPOBEJACHUS 3aHATHH JIEKIIMOHHOTO TUIIA;

- y4eOHbIe ayJUTOPUH IS TPOBEICHHS MPAKTHYECKUX 3aHATHI (CEMHHAPOB);

- yqe6HBI€ AyAUTOPUHN IJIA MPOBCACHUA T'PYIIIIOBLIX U HHAUBHUAYAJIbHBIX KOHCYHBTaHHﬁ;

- ydeOHbIE ayaUTOPUHM Ui TIPOBEACHUS TEKYHIETO KOHTPOJS M MPOMEXKYTOUHON
aTTecTallu;

- IOMEIIEHUS TS CAMOCTOSITEIbHON paboThI;

- IOMCIICHUA MJId XpaHCHUSA U HpO(bI/IJ'IaKTI/I‘—IeCKOFO O6CJ'Iy>KI/IBaHI/I$I TEXHUYCCKUX
cpeAcTB 00yUYeHHUs..

CHeHHaJ'IBHBIe MOMEIICHNA YKOMIIJICKTOBAHbI CPEACTBAMHA O6y‘-IeHI/I$I, ClIyKallluMHu 1J1A
NpeACTaBICHNs YIeOHOH HHPOpMAIK OOJBIION ayIUTOPHH.
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IIpunoxenne Nel k paGoueii nporpamMme AU CHHUIIIMHBI
«O0decieyenue 0€30NACHOCTH KPpUTHYECKOH MH(MOPMANMOHHO HHPPACTPYKTYPLI»

DoH/I OLIEHOYHBIX CPEICTB
JJIs1 MPOBe/IeHUs] TeKYIIeld ¥ MPOMeKYTOUYHOI aTTeCTAlIMH CTYIeHTOB
Mo AUCIHUILINHE

1. TunoBbie KOHTPOJIbHBbIE 32JaHUS] MU MHbIE MATEPHAJIbI, HEOOX0AMMbIe IJIS1 OLIEHKH
3HAHMA, YMEHHUIl, HABBIKOB U (WJIH) ONBITA JEeSATEJbHOCTH, XapPaKTePU3YIOIIUX 3TANbI
¢dopMupoBaHusi KOMIIETEHUIM I

1.1. Cnucok BONPOCOB /IJIAA ONIPOCA HA MPAKTHYECKHUX 3aHATHUIX

1. KakoBbl COCTaBISIOIIME POCCHMCKOW cuUCTeMBl oOecrneueHuss 0e30macHOCTH
KPUTHIECKIX WHPOPMAITMOHHBIX CUCTEM OT KOMIIBIOTEPHBIX aTak?

2. KakoBbl (yHKIMM YYaCTHUKOB peaju3aliil CUCTEMbl oOecreueHus: 0e30MacHOCTH
KPUTUIECCKIX HHPOPMAITMOHHBIX CHUCTEM OT KOMITBIOTEPHBIX aTakK?
Kak omnpenenuTs KpuTH4YeCKUE MPOIIECCHl HA MPEANPUATHH (B OpraHU3aIiH).
Kpurepun otHecenus nHGOpMaMoOHHbIX cucTeM K oobextam KHUU.
Tpebosanus npukazoB ®CTIOK B otHomennn KNU.
TpeboBanus npukazoB @Cb B otHomenun KNU.
Bzaumogeiicteue ¢ rocCOIIKA.
[ToaroroBka OpraHU3alMOHHO-PACIOPSAUTEIBLHOM JOKYMEHTaluu 1o
KaTeropupoBaHuio 3HAYUMbIX 00bekToB KIU.

NG AW

1.3 Cniucok BonpocoB U (WJIK) 3aaHU 1Jisl IPOBeIeHUsI MPOMEKYTOUHOI aTTecTanuu

Bomnpocsl k 3auery

1. Mudopmarnms, XxapakTepUCTUKH O€30MTaCHOCTH HH(POPMALINH.

2. Indopmarus kak 00beKT IPaBOBBIX OTHOILIEHUH.

3. O6namarens wHpOPMAIMM U OMepaTop WHPOPMALMOHHOW CHCTEMBI: MX TpaBa U
0053aHHOCTH.

4. OTBETCTBEHHOCTh 3a IpaBOHapylleHus B chepe mHpopManuu, HHHOPMAIIMOHHBIX
TEXHOJOTUM W 3alUThl HMHPOPMALMHU, IMOJOXKEHHS KoAeKkca 00 aJIMHUHUCTPATHBHBIX
MIpaBOHAPYUIECHUSIX U YTOJIOBHOTO KOJEKCA.

5. Undopmannonnas uadpacrpykrypa Poccun.

6. [TorsiTre kpuTHUECKOH MHPOpMaIMOHHON HHPpacTpykTyphl (KNI).

7. B xakue cepsl e TeNbHOCTH BXOAIT 3HaUuMbIe 00bekThl KU?

8. 3agaun ®CTIK Poccuu B chepe 6e3onacHocTr uHPpopmaruu u oobekros KNUN.

9. 3agaun ®Cb Poccuu B chepe 6ezonmacHocty nHGopmaruu u oobexroB KNUU.

10. Kakue ocaoBnbie HITA B cdepe Ge3omacHocTr 3HaUUMBIX 00hekTOB KU

11. Onpenenenne OTHOCHMOCTH OpraHuszanuu k cyobekry K1H.

12. Brienenrne KpuTHYECKUX IPOLIECCOB.

13. Iloaroroska peectpa KU nnsa nanpasnenus Bo PCTIK.

14. Pacckaxkute anroputm kareropuponanusi 00bekto KMU.

15. Kak onpezaenstorcst kputepuu 3HauuMocTH 00bekToB KU PO 1 nx 3naueHus?

16. Kakue cBenenus 06 oopextax KM Heo6xomumo Hanpasisite B0 @PCTIK Poccun.

17. Kakue cBenenust 06 oobexkrax KMU neobxonumo Hanpasisate B @Ch Poccun.

18. Uto u3 cebs npeacrasiseT U 3aueM HykHa TocCOIIKA?

19. 3auem HeoOXoaMMO HanpaBiIATh HHPopMaHio B rocCOITKY?

20. Lemn n 3amaun HKIIKH.
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21. TpeGoBaHusi 1Mo 0OECNEUEHUIO OE30MACHOCTH 3HAUYMMBIX OOBEKTOB KPUTHUECKOU
nH(pOPMaMOHHON HHPPACTPYKTYPHI.

22. OpraHd3allMOHHbIE M TEXHHYECKHE MEphl MO obOecneueHuio Oe30MacHOCTH
3Hauumoro oobekra K1U.

23. Tlopsimok aTTectanuu 3HAYUMBIX 00bekTOB K.

24. Aynut nHGOPMAIIMOHHON 0€301aCHOCTH.

25. MepomnpusTusi MO pPearupoBaHUI0 HA KOMITBIOTEPHBIC WHIIUACHTHI U MEPHI IO
JUKBUJIALIUU TTOCIEICTBUN KOMIIBIOTEPHBIX aTak.

26. Ob6ecrnieuenue 6e30macHOCTH 3HaUNMBIX 00bekTOB KU B X0/1€ X AKCIUTyaTaIiH.

27. Obecnevenne 0e30MacHOCTH 3HAUYMMBIX 00bekTOB KWW mnpu BeIBOJE UX W3
JKCILTyaTaluy.

28. IMoaximrouenue 00bekToB KU k rocCOITKA.

2. [IpaBuiia npuema 3ayvera.

OrieHKa 3HaHUM 110 UTOTY MPOXOXKIACHUS Kypca MPOBOAUTCS B (hOpME PHUHSITHS 3a4eTa.

Ha 3auere mpoBepsieTcst chopMHpPOBAaHHOCTh BCEX YKa3aHHBIX B y4eOHOH mporpamme
KOMITETEHIIUH.

B Owier ans 3aueta BKIIOYAIOTCS [Ba TEOPETHMUECKUX Bompoca. Ha moaroToBky k
OTBETY JIa€TCsl HE MEHee | akaJeMHUyecKoro yaca.

[Io wmToramMm OTBETOB CTYAEHTY BBICTABISIETCA OJHA M3 OICHOK: «3aUTEHO», «HE
3a4TCHOY.

OueHka «3a4TE€HO0» BHICTABIISIETCS CTYJEHTY, €CJIU: OH 3HA€T OCHOBHBIC ONPEICICHUS,
MOCJIeIOBATENICH B M3JIOKCHUHM MaTepualia, JIEMOHCTPUPYET 0a30Bble 3HAHUSA TUCHUILIIUHBI,
BIIa/IeeT HEOOXOJUMBIMU YMEHUSIMHA U HABBIKAMU MPU BHIMOJIHEHUN MTPAKTHYECKUX 3aJaHHM.

OneHka «He 3a4YTEHO» BBICTABIISIETCS CTYACHTY, C€CJIM: OH HE€ 3HACT OCHOBHBIX
OHpe,Z[eHeHI/Iﬁ, HCIIOCJIICOOBATCIICH H COMBYHMB B H3JI0XKEHUU Martrepuajia, HE O6J'IaIlaCT
onpeneneHHoﬁ CHCTEMOM 3HAHHUHU 110 JUCHUIIIIMHE, HC B MOJIHOM MCpPC BJIAACCT H606X0)II/IMBIMI/I
YMCHUSAMU U HAaBBIKAMU ITPU BBIITOJHCHHUHU MMPAKTHYCCKUX 3aJIaHMHI.

OueHka «He 3a4YTEHO» BBICTABISIETCS  TaKXKe  CTYJIEHTY, KOTOPBIA  B3sJ
9K3aMEHallMOHHbII OMIIET, HO OTKa3aJICs 1aTh Ha HETO OTBET.
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IIpunoxenne Ne2 k paGoueil nporpamMme AUCHHUIIIMHBI
«O0decieyenue 0€30NACHOCTH KPpUTHYECKOH MH(MOPMANMOHHO HHPPACTPYKTYPLI»

MeToauyeckue yKa3aHUs JJIsA CTY/IEHTOB 110 OCBOEHHIO JUCIIHIIIMHBI

W3yueHune IUCHMIIMHBI HPEANOiaracT yBEpEHHOE BJaJIeHHE KOMIIBIOTEPOM, YMEHHE
OCYIIECTBIISTH TIOUCK U OLIEHKY IOCTOBEPHOCTH HeoOXxouMon nHpopmanuu B cetu MHTepHeT,
HO CTYIEHTY JOCTaTOYHO CJIO)KHO CaMOCTOSITEIbHO OCBOUTH BONPOCHI  JUCLUILIUHbI
«Obecrieuenne  0€30MaCHOCTH  KPUTHYECKOH  MH(POPMALMOHHON  MHQPACTPYKTYpBI».
[locemenune Bcex MPEeIyCMOTPEHHBIX AYAUTOPHBIX 3aHATHH  SIBISETCS  COBEPLICHHO
HEOOXOJUMBIM B CHJIIy OOy4YeHHMsS Ha HUX YYalllUXCS CPAaBHUTEILHBIM OLIEHKAM 3HAHUU W3
pa3IUYHBIX HCTOYHHUKOB, KPUTHYECKOM HX OlleHKH. Taike 0e3 yYNOpHBIX M peryispHbIX
CaAMOCTOSITENIbHBIX ~ 3aHATUH B TEYCHHE CEMECTpa, JKEJAaTelIbHO C  «YIMPEXKTAIOLUIIM
3HaKOMCTBOM» C COJIEpP’KaHHEM HPEJCTOSILEro 3aHATHs, KpailHe CII0KHO YCBOUTH JIOTMKY W
apryMEHTALMIO YIOMSHYTBIX CPABHUTEIBHBIX OIICHOK M KPUTHYECKOTO aHajh3a 3HAHUH U3
pa3IMYHBIX MCTOYHHMKOB, YTO HE MO3BOJIMT CTYJEHTAM pa3BUTh IPOJBUHYTOIO U BBICOKOI'O
YPOBHS KOMIIETCHIUM.

YueOHO-MeTOIHYECKOE 00ecTieYeHHEe CAMOCTOATEILHOM PadoThI CTY1€HTOB 10
AUCHUTI/IHHE

s camocTosTenbHON pabOThl PEKOMEHYETCSl HCII0JIb30BAaTh YYEOHYIO JINTEPATYpY,
MHTEPHET-UCTOUYHUKH, YKa3aHHBbIE B pazjeine 7 HacTosieil Paboueil mporpammsl.
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