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1. I{esiu OCBOECHUSA TMCHUTNIUHBI

Henbto nucuuminzbl «be3onacHocTh cucteM 0a3 JaHHBIX» SBISETCS 00yYEHHUE CTYIEHTOB
NpUHLIKIIAM oOecrieueHus: 6€30MacHOCTH MH(OPMAalK B aBTOMAaTU3UPOBAHHBIX HH(DOPMAIIMOHHBIX
cucremMax (AHNC), ocHOBY KOTOpBIX cocTaBisaoT 0a3pl gaHHbIX (BJl), HaBelkam paboOTHI €O
BCTPOEHHBIMU B CUCTEMBI yripaBieHus 0azamu qaHHbix (CYBJl) cpeacTBaMu 3aliuThl.

3ana4uu JUCUUIUIMHBIL

- MPUOOPETEHHE CUCTEMHOTO MOX0/a K mpobieme 3amuThl nHpopmanmu B CYB/;

- U3y4yeHue Mozeneil 1 Mmexanu3MoB 3auTsl B CYB/];

- IpUOOpeTeHNEe MPAKTHUECKUX HABBIKOB OpraHu3anuu 3amutel b1

JlaHHBINA Kypc, MO3BOJSET IyTEM H3YYEHHUs YSI3BUMOCTEH MH(POPMAIMOHHBIX CHCTEM H
oco0eHHOoCTel obecrieueHnst 0€30MacHOCTH 0a3 TaHHBIX, BHIPA0OTATh Y CTYJIEHTOB YOEKIEHHOCTh B
HEOOXO/MMOCTH TIPUHATHA aJCKBAaTHBIX yrpo3aM O€30MacHOCTH Mep 3allUThl POCCHHCKHX
00BbeKTOB MH(pOpMAaTU3ALNU, MPEIOCTABISAET IOCTATOYHBIE 3HAHUS U HABBIKU, TpeOyeMmble s
3TOrO.

2. MecTO AMCUUIIUHBI B CTPYKTYpe 00pa30BaTe/ibHON NPOrpaMMbI

Jucuunnuna «be3onacHocTh cucteM 6a3 JaHHBIX)» OTHOCUTCS K YUCITY JUCHUIUIMH 0a30BOH
4acTH NMPOo(HeCcCHOHAIBHOIO IIUKIIA.

JUis yCHEIIHOIro YCBOEHHMs JIaHHOM JMCUUIUIMHBI HEO0OXOAUMO, 4YTOOBI CTYAEHT BIAfEN
3HAaHUSMM, YMEHUSMH U HaBbIKaMH, COPMHUPOBAHHBIMU B IIPOLIECCE U3YUEHUS AUCLHUIUINH:

«Mupopmarukay - paboTta ¢ MpOrpaMMHBIMH CPEJCTBAMHU OOIIIEro Ha3HAYCHHUS,

«SI3pIKM IPOrpaMMUPOBAHUS) - 3HAHUE OJHOTO U3 SA3BIKOB NPOrPaMMHMPOBAHMS BBICOKOIO
YPOBHS;

«OcHOBBI HMH(OPMAIIMOHHON 0€30MacHOCTU» - 3HAaHWE OCHOBHBIX YIpo3 0€30MacHOCTH
MH(pOpPMaLMU U MOJEJIN HApYIIUTENS B KOMIIBIOTEPHOHN CHCTEME;

«AJMMHUCTPUPOBAHUE CPEACTB 3aLUThl MHPOPMALMU B KOMIIBIOTEPHBIX CHUCTEMax H
CeTAx» - 3HaHue (POPMATBHBIX MOJIeNei Oe30MaCHOCTH; MOJUTHUK O€30MaCHOCTH; 3HAHUE KPUTEPUi
M KJIACCOB 3aIlMIIEHHOCTU CPEACTB BBIYMCIUTEIBHON TEXHUKM M aBTOMATU3MPOBAaHHBIX
MH(OPMALIMOHHBIX CHCTEM; 3HAHHE CTAHJApPTOB I10 OLIEHKE 3allMIIEHHBIX CHCTEM; YMEHHUE
UCCIICIOBAaHUSI KOPPEKTHOCTUM CHCTEM 3alllUThl;, BJAJAECTh METOJOJOrMed o0cieqoBaHus U
MIPOEKTUPOBAHHUS 3aILIUTHI;

«Kpunrorpadguueckue MeToAbl 3alIUThl HHMOPMAIIUM» - 3HAHWE MPHUHLUIIOB IMOCTPOEHUS
KpUNTOrpaUueckux alropuTMOB C CHMMETPUYHBIMM M HECUMMETPHUYHBIMH  KIIOYaMU;

IIPOrpaMMHBIE peanu3anuu 1 dpos; 3HaHHE KpUNTorpaduyeckux IIPOTOKOJIOB;
KpunTtorpaguueckux Xewm-QyHKIUN, 3JIEKTPOHHON 1U(POBON MOANUCH; KPUITOrpapuuecKUX
CTaH/apTOB;
«be30omacHOCTh KOMIIBIOTEPHBIX —CeTel» - 3HAHME MPUHLUUIOB U  OcCOoOEHHOCTEH
OpraHu3aliM 3alUTHl MHYOPMAIIMOHHBIX CUCTEM CPECTBAMU CETEBOW OE30M1aCHOCTH;
«be30nacHOCTh  ONEPAalOHHBIX CHUCTEM)» - 3HaHME MPUHLUUIOB M OCOOEHHOCTEH

OpTraHU3aINH 3aIlIUTH HHOOPMAIIMOHHBIX CHCTEM CPEJICTBAMH 3aIIUTHI ONEPAIIMOHHBIX CHCTEM;
«CucreMbl ympaBieHus: 0a3aMu JTaHHBIX» - 3HAHUE OOIIMX MPUHIIMIIOB MOCTpOeHUs 0a3
JAaHHBIX; 3HAHUE OCOOCHHOCTEH CPECTB yrpaBieHuUs B peanusanusx pensunoHHsix CYB/], 3Hanue
mpoOJIeM ONTUMHU3AINH JTOCTYTIa K 0a3aM JTaHHBIX;
HucuumnuHa «be3onacHocTh cucTeM 0a3 JaHHBIX» HCIONB3YIOTCS CTYASHTAMH TIpH
pa3pabOoTKe KypCOBBIX M IUIIOMHBIX PadoT.



3. [InanupyeMsblie pe3ybTaThl 00y4YeHHUs] MO TUCIUIINHE, COOTHECEHHbIE C IUIAHNUPYEMBIMH
pe3yJbTaTaMM 0CBOeHNsI 00Pa30BaTeJIbHOM MPOrpaMMBbI

IIponecc n3yueHust IUCUMIUIMHBI HAIIPaBJeH Ha (JOPMUPOBAHUE CIEIYIOUINX KOMIIETEHIIUN
B cootBercTBHM ¢ PT'OC BO, OOII BO 1 npuodpereHue ciaenyomux 3HaHui, yMeHUH, HaBBIKOB U

(vin) ombITa NEATETHLHOCTH:

®opmupyemast | UHAUKATOP A0CTHAKEHUS Ilepeuennb
KOMIIETEHIIUS KOMIIETEHI[HH IUIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUsI
(xkoa u (xox u popmyIHpPOBKA)
dopmysupoBka)
Oo6umenpodgeccuoHalbHbIE KOMIIETEHIIUN
3HaTh
N-OIIK-1.3.1. — TepedYeHb YTWINT, HEOOXOAWMBIA s
3HAET METOMBI 3Al[UTHI nposeneHus ananuza AUC Ha mpenmer
uHdOpMALIH B BBISIBJICHUSA ySI3BUMOCTEH.
cuCTeMax  ympapiieHus | TGOPCTHUCCKHE  OCHOBBI  MOCTPOCHHA
OasamMu  JaHHBIX, a 3aIIMIEHHBIX bJI.
Ymerh
TaKXe METOIbI u
— TMOATanHO NpoBOAUTH TectupoBanue AUC
cpencTBa 3aIIUThI 9
Ha TPEIMET BBISBICHUS YI3BUMOCTEH.
HH(OpPMALMK OT yTeuKn | MOJIL30BATLCS CpeICTBaMHU SI3BIKOB
1o TeXHHqUeCKHM MPOrpaMMHUPOBaHUsl IS pead3aluu
KaHaJlam, ceren. Hu COXpaHeHHs LEJOCTHOCTH NaHHBIX B BI.
CUCTEM Nepeaalin | Biaagerh HABHIKAMH
OIIK-1.3 uH(popMaLUH — pacmo3HaBaHUSl YA3BUMOCTEH M Cla0BIX
Crnocoben mect B AUC mo urtoraM nOpoBeaEHHOTO
obecrieunBaTh TECTHPOBAHHSI.
3aIIUTY H-OIIK-1.3.2.
uHpopmanuu VYMeer pemars 3a1add | 3uaTh
npu padoTe ¢ npodecCHOHAIbHON — uHGOPMAIMOHHBIC PECYPCHI, HA KOTOPBIX
Oazamu JESTEIbHOCTH C YYETOM MyOJIMKYIOTCS aKTyallbHbIC CBEICHHS 00
JaHHBIX, HpI/I TCKYH.IGFO COCTOSSHUSI U HU3BCCTHBIX YA3BUMOCTAX Ppa3IngHbIX
nepegade mno TEHJECHIUHA  pa3sBUTHA CYB/.
KOMITHIOTEPHBIM | METOJIOB samuTel | YMeTh
ceTsiM I/IH(i)opMauI/II/I g | — TPOBOIHUTH aHAIN3 AI/VIC Ha OpeaMmer
CHCTEMAX  YIIPABIEHHUs BEISIBJIICHUS ySI3BUMOCTEH.
6azamu JAHHBIX, q | — MOJb30BaTHCS CPE/CTBAMH CYBA nmmsa
peaiM3anui MeXaHW3Ma pa3rpaHuYeHUs
TaK¥Xe METOJI0B u
Jocryma K JIAHHBIM, a TaKKe
CpeacTB 3allUTBI obecrieucHuUs BBICOKOM CTeleHu
MH(OpMaIUK OT YyTEUKH 0esoTkaszHocTH BJI.
o TCXHUYCCKUM | Biagers HABLIKAMH
KaHaJlam, CeTeil M | — pa3paGOTKH TNPOEKTOB  HOPMATHBHBIX
CUCTEM Hepeﬂa‘{I/I HpaBOBbIX AKTOB nu METOANYCCKUX
uHpopmaruu MaTepUaoB, perIaMeHTHUPYIONIUX
CHUCTEM IIepeIadyn pa60Ty 110 00€CIIEYEHHIO
nH OpMAIH WHPOPMAITMOHHON 6e3omacHOCTH

KOMITBIOTCPHBIX CUCTCEM.







4. O0beM, CTPYKTYpa U coepsKaHue TUCHUIIINHBI

OO0mmas TpyA0€MKOCTh JUCIUIUIMHBI COCTABISIET 3 3a4eTHBIX eaunmil, 108 akan. gacos.

Ne TemsI (pa3nesinbl) Bunbl yueOHBIX 3aHATHH, DopMbI TEKYILIEro
n/n AUCIUILIMHBI, BKJIIOUYASl CAMOCTOATETbHYIO KOHTPOJISI yCIIEBAEMOCTH
HX CcO/Iep:KaHue paboTy CTY/IeHTOB,
H X TPYTO0EMKOCTh DopMa NPOMEKYTOYHOM
o (B akageMUYeCKUX 4acax) aTTEeCTAIMH
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1 TeopeTrueckre OCHOBBI 7 7 1 4
oe3onacHoctu B CYB]]

2 Mexanu3Msbl ooecreueHust 7 6 4 1 12 Ormpoc 10 3a7aHusIM AJ1s
nenoctHoctd CYBJ] CaMOCTOSITENTLHOU PabOTHI
MexaHn3MBI 00ecTIeYeHHS OIDOC 110 3ANAHMSIM IS

3 |koH(pHIEHIMATHEHOCTH B 7 10 8 2 14 P " N 5

CaMOCTOSITENTLHOU PabOTHI
CYBJ
Mexanusmsl, Omnpoc 1o 3agasusm 11
4 |monmep>KUBarOIUE BHICOKYIO | 7 4 2 1 10 p AARIBIM L
CaMOCTOSITENTLHOU PabOTHI
T'OTOBHOCTbH
5 3ammra JaHHBIX B v 5 5 1 10 Ormpoc 10 3a7aHusIM AJ1s
pacnpeieleHHBIX CHCTeMax CaMOCTOSITENTLHOU PabOTHI
03| 3,7 3auer
Bcero 3a 9 cemect
p 32 | 16 6 | 03] 537
144 yaca
HUTOro 32 | 16 6 | 03] 537

Conepxanue pa3fesioB IUCHUIIIMHBIL.
Tema 1. Teoperuueckue ocHoBbI 0e3onacHocT B CYB/]
1.1. Yrpossl 0ezonacHoctu B/I: obmme u cnenuduunsie. [Tonsarue 6e3onacHoctu B/ TpeboBanus
6e3onacuoctu b/1. llenoctnocts B/I. Aynur.
1.2. CpencrBa obecniedenus 3amutbl uHGopManuun B CYBJl 1 MHOroypoBHeBas 3amuTa. THIbI
KOHTpOJIeH 6€30MacHOCTH: TOTOKOBBIN, KOHTPOJIb BBIBOJIA, KOHTPOJIb AOCTYIIA.
1.3. [Monutuka 6e3onacHoctd B CYB/I. [lonarue nonautuku 6e3omnacHocTH. CYIIHOCTD MOJUTHKA
6esomacHoctu. llenu ¢dopmanuzanum noaUTUKM  Ge3omacHOCTH. [IpUHIMIBI  MOCTpOEHUsS
3alMIIeHHbIX cucteM. Mognenun 6e3onmacHoct B CYBJI. JluckpeunonHas (u3OupatenbHas) U
MaHAaTHas (MOJIHOMOYHas) Mojenu Oe3omacHocTd. Kitaccupukanms wmogeneid.  AcCHEKTb
uccnenoBaHus Mojeneit 6ezonacHocTd. OcoOEHHOCTH MpUMEHEHHs Mojenell 0e30macHOCTH B
CYBA. Monemn RBAC. Mannatueie monenu: BellLaPadula, Biba. CYB]/] ¢ MHOTOYypOBHEBOI
cekpetHocThIO (MLS).
1.4. Posnp momnokeHUH HalMOHAJIBHBIX CTaHIApTOB ceMelicTBa «OO0IIMe KPUTEpUU JOBEpUS U
6e3omacHoctn uHpopmanuoHHbix cucrem» ('OCT P UCO/MDBK 15408-2012-1, TOCT P
NCO/M3BK 15408-2013-2, TOCT P UCO/MDBK 15408-2013-3) u 'OCTa P UCO/M3BK 18045-
2012 «Merongonorust OLEHKH O€30MacHOCTH HMH()OPMALMOHHBIX TEXHOJOTHI» Uil aHajau3a
MIPOEKTHBIX PEIICHUHN MOACUCTEM WH(OPMAIMOHHON Oe30macHOCTH 0a3 JaHHBIX M 00eCTeueHUs
3aIMIIEHHOCTH KOMITBIOTEPHBIX CUCTEM B LIETIOM.



Tema 2. Mexanu3mbl ob6ecniedeHus neaoctHoctu CYB/]

2.1. VYrpo3sl uenoctHoctu CYBJl. OcHOBHblE BHIBlI W TPUYMHBI BO3HUKHOBEHHS YIrpo3
nenoctHocTd. CriocoObl MPOTUBOACHCTBHSL.

2.2. Ilonarue tpan3akuuu. Pukcanus Tpanzakiuu. [Ipoxkpyrku Bmepen u Hazan. KoHTposibHas
touka. Otkar. TpaH3akuuuM Kak CpeJICTBO H30JIMPOBAHHOCTH TNoJb30oBaTenel. Cepuanuzanus
TpaH3akuid. MeToasl cepuanu3anuu Tpan3akiuuid. biokupoBku. Pexxumel 6s1okupoBanus. [IpaBuna
COIJIacOBaHUs OJOKUPOBOK. J[ByX(a3HbIi IPOTOKOJI CHHXPOHH3AIMOHHBIX OJIOKHPOBOK.

2.3. TynukoBble CHUTyallMd, HMX pacrno3HaBaHue M paspyuieHue. CcbUIOYHAs LEIOCTHOCTD.
JexnapaTuBHas W MOpOLEAypHas CChUIOYHBbIE 1EIOCTHOCTH. Buemnuit xmod. CrnocoOsl
NOJJEPKaHUSI CChUIOYHOM 1enocTHOocTH. llpaBuna (Tpurrepsi). Llenu wucnonb3oBaHus MpaBHIL
Crioco0OsbI 3a/1aHusI, MOMEHTHI BbITIONTHEHUs. COOBITHITHAS peau3alns MPaBil 0€30IMaCHOCTH.

Tema 3. Mexanu3mbl obecriedeHusi KOHpuaeHuuaabHoctu B CYB/{

3.1. Knaccuduxamus yrpos xkorduaenuanbaoctd CYBJl. [IpuuuHbl, BHIBI, OCHOBHBIC METOJIBI
HapylmeHuss KOH(DHUICHIMATLHOCTH. THUIBI yTeukn KoHbuaeHmanbHo nHpopmaruu 3 CYB/I,
yacTuyHoe pasriameHue. COOTHOIIEHUE 3alUIIEHHOCTH M JOCTYNHOCTH JAaHHbIX. [lonydeHue
HECaHKIIMOHMPOBAHHOIO JIOCTyNa K KOH(PHUACHUUATbHOW WHGOpMAIUU TyTEeM JIOTMYECKUX
BBIBOJIOB. METO/IbI TPOTUBOICUCTBUA.

3.2. Ponp monoxenmii HanmoHanbHBIX cTraHmapToB 'OCT P MCO/MDK 56545-2015 «3amura
uH(popMaluu. Ys3BUMOCTh UH(OpMaIMOHHBIX cucTeM. [IpaBuna onucanus yssBumocrein», I'OCT
P UCO/MDBK 56546-2015 «3Bammura unpopmanuu. Ys3BUMOCTh HHGOPMAIMOHHBIX CHCTEM.
Knaccugukarnus ys3suMocteil HHOOPMAIIMOHHBIX CUCTEM» U (eiepabHOro 0aHKa JaHHBIX YTPO3
Oe3omacHocTtH, Bemymierocss Ha caiite @CTOK Poccum B pasmene «Texnudeckas 3amura
unpopmanum» (https://bdu.fstec.ru) B mmentudukanum yrpo3 0e30MacHOCTH HH(POPMAIMOHHBIX
CUCTEM.

3.3. CpeacrBa uneHTHUKAMN U ayreHTHGUKanuu. OOnme cBeneHus. MeTo bl ayTeHTH(DUKAIIH
nonb3oBareneit CYBJl. CoBMecTHOE MpUMEHEHHE CPEACTB MIEHTU(UKALMU U ayTeHTHU(UKALINY,
BctpoeHHBIX B CYBJI m B OC. IlpeumymiectBa M HEAOCTaTKM BCTPOECHHBIX CPEICTB
ayTeHTH(UKauK. BHem st 1 ckBo3Hast ayTeHTUHKanus. TexHomorus Single-Sign-On (SSO).

3.4. CpencrBa ympapiieHus: 10CTYroM. OCHOBHBIE TOHSTHS: CYOBEKTHI U OOBEKTBI, TPYIIIbI
MOJIb30BaTENEC, NPUBWIETUH, POJIUM M TNpeAcTaBlieHUs. Buasl NpuUBWIErHi: TPUBUIETUU
Oe3omacHOCTH U jaoctyna. VMcnonb3oBanue pojieit W mpuBUieruil mojp3oBareneid. COOTHOIICHHE
npaB jgoctyna, onpenensiemblx OC u  CYBJ. Merku ©Oe3onacHoctu. Mcnosnb3oBaHue
MpEACTaBICHUN 11 oOecniedeHus: KoHpumeHuuaabHocTd uHpopMmanuu B CYBJl. MexaHu3mbl
TIIATEIBHOTO KOHTPOJIS AOCTYyMA.

3.5. AyauT ¥ moaoT4eTHOCTh. [1o0TUETHOCTHh AEMCTBHI IMOJIB30BATENS] U AyJIUT CBSI3aHHBIX C
0e30macHOCTbIO  COObITMH. Perucrtpanus paelcTBuii  mosib3oBaTens. YIpaBiieHHE HabOpOM
perucTpupyeMbIX COOBITUN. AHAIN3 PErUCTPALIMOHHON HH(OpMaLIUK.

3.6. Kpunrorpadpuyeckue Meroabl 3ammrTbl 0a3  gaHHBIX. OCOOEHHOCTH  MPUMEHEHHS
Kpuntorpadguueckux MetonoB. IIpo3paunoe mmdpoBaHue M MmHU@poBaHHE MO TPEeOOBAHHUIO.
OcobeHHOCTH XpaHeHus KiroueBoi nHpopmanuu B B/1.

3.7. Pomp monoxenuiét HamumoHATbHBIX craHgaproB ['OCT P HMCO/MBK 53113-1-2008
«MHpopManioHHbIe TEXHOJIOTHH. 3aliTa UH(POPMAIIMOHHBIX TEXHOIOTUN U aBTOMATU3HUPOBAHHBIX
CUCTEM OT Yrpo3 MH(GOPMAIMOHHON 0€30MaCHOCTH, PEATU3YEMbIX C MOMOIIBIO CKPBITHIX KaHAJIOB.
Yacte 1. OOmme mnonoxenusi», 'OCT P HMCO/MIK 53113-2-2009 «MupopmarmonHsie
TEXHOJIOTHH. 3amuTa UH()OPMALMOHHBIX TEXHOJIOTUH M aBTOMATHU3WPOBAHHBIX CHUCTEM OT YIpo3
UHPOPMALIMOHHOM 0€30MacHOCTH, pealu3yeMbIX C IIOMOIIBIO CKPBITBIX KaHaioB. YacTtp 2.
PexoMenganuu no 3amute nHGOpMALUK, HTHPOPMAIIMOHHBIX TEXHOJIOTUN M aBTOMAaTU3UPOBAHHBIX
CHCTEM OT yrpo3 UH(OPMAIIMOHHON 0€30MacCHOCTH, PEATN3YEMbIX C TOMOIIBIO CKPBITHIX KaHAJIOBY
n PykoBomsamero nokymenta @CTOK Poccum «3ampura OT HECAHKIMOHMPOBAHHOI'O JIOCTYyNa K
uHpopmauun Yacte 1. IIporpammHoe obecriedeHHEe CpEeACTB  3allUThl  MH(OPMAIHH.
Knaccudukanus no ypoBHIO KOHTPOJS OTCYTCTBUS HE JEKJIAPUPOBAHHBIX BO3MOXKHOCTEH» s



oOecrieyeHUs  3alUIIEHHOCTH  KOMITBIOTEPHBIX ~ CHCTeM ¢  0a3aMuM  JaHHBIX  OT
HECaHKIIMOHUPOBAHHOTO JOCTYTIA.

Tema 4. MexaHu3MBbl, IO1€PKUBAKOIIHE BHICOKYIO TOTOBHOCTD

4.1. CpexactBa, NOANEPKUBAIONINE BBICOKYIO TOTOBHOCTb. AIMaparHas U [pPOrpaMMHas
noguepxkku. Knacrepnas opranmsanusi cepBepoB 0a3 nanHbiX. [lapamerpwsr Hactpoiiku CYB/L.
Coxpanenue u BoccraHoBieHue bJI. OneparnBHOE agMUHUCTpPUPOBAHUE. 3ajadyM, CPEACTBA U
PEKUMBI AIMUHUCTPUPOBAHUS.

4.2. Monutopunr cepepoB CVYBJl. @ynkuuonanbHasg HacbilleHHOCTh CYB/[. ®opmbl
U30BITOYHOCTH.  AmmapaTHas  W30BITOYHOCTh.  M30BITOUHOCT,  AaHHBIX.  [Iporpammnoe
3epKajaupoBaHue. TupaxxupoBaHue JaHHBIX.

Tema 5. 3amuTa JaHHBIX B pacnpeaeeHHbIX CHCTeMax

5.1. Pacnipenenennbie BRIUMCIUTENbHBIE cpeibl. Pactipenenennas o6padoTka nHdopManuu B cpee
KIMeHT-cepBep. Pacnpenenennbie 0a3pl  gaHHBIX B ceTsix OBM. VYrposer 0e3zomacHoctu
pacupeneneHusix CYBJl. Yrpo3sl JOCTYNMHOCTH, LEIOCTHOCTH U KOH(MUICHIIMATBHOCTU JaHHBIX.
MexaHnu3Mbl IPOTUBOACHCTBHUS.

5.2. Pacnpenenennas o6pabotka maHHbIX. [loHATHE pacnpeneneHHOW TpaH3aknuu. Moaens
00paboTku TpaH3akuuii. MOHUTOPHEI 00pabOTKK TpaH3akIUl. [IpOTOKONBI (PUKCAIIMH TPAH3AKIIHH.
TupaxupoBanue aaHHbX. O030p CpeACTB TUPAKUPOBAHMS (PEIUTMKALIUK) NaHHBIX. D(hdEeKTHBHbIC
IrOpUTMBbI TUpakUpoBaHus. CpaBHEHUE MOJIX0A0B K TUpaxkupoBaHuio b/I.

5.3. [Nonoxenus HarmonansHoro craaapra [[OCT P MCO/MDBK 51583-2014 «Ilopsaok co3maHus
ABTOMATHU3UPOBAHHBIX CHUCTEM B 3aIIMILEHHOM HCIIOJIHEHUW», PErIaMEHTUPYIOLIEro MOCTPOCHUE
3alUIICHHBIX HH(OPMALMOHHBIX CUCTEM Ha OCHOBE 3aIUIICHHBIX 0a3 JaHHBIX.

5. 06p330BaTeJ'[bele TEXHOJOI'MH, B TOM YHMCJI€ TEXHOJOIMM 3JICKTPOHHOI'O 06yqe}mﬂ Hu
AUCTAHIHUOHHbIC 06p330BaTeJII>HI>Ie TE€XHOJOI'MH, HCHOJb3yEeMbI€ IIPH OCYIICCTBJICHUH
06p330BaTeJ'[bHOFO npouecca mo 1MCHUMIIJIMHE

B nponecce 00ydeHus NCTIONB3YIOTCS CIEAYIOIINE 00pa30BaTeIbHbIE TEXHOIOTUU:

AxageMuyeckasi JeKuMsl (WK JIEKIUs OOLIEro Kypca) — MOCJIEA0BaTeIbHOE U3JI0KEHUE
MaTepualia, OCyIIeCTBIsIEMOe IPEUMYIIIECTBEHHO B BU/I€ MOHOJIOTa Npenogasareis. TpeGoBanus K
aKaJeMUYEeCKON JIEeKIIMU: COBPEMEHHBIM HayuyHbBI YpOBEHb M HACBIIICHHAs WH(POPMATUBHOCTH,
yOenuTenbHas apryMeHTalus, JOCTyIIHas U MOHATHAs pedb, YeTKasl CTPYKTypa M JIOTHUKa, HaJu4ne
SAPKUX MPUMEPOB, HAYYHBIX JI0Ka3aTeIbCTB, 000CHOBAHUH, (DaKTOB.

IIpakTHYeckoe 3aHsITHe — 3aHATHE, ITOCBSIICHHOE OCBOCHHMIO KOHKPETHBIX YMEHHMU W
HAaBBIKOB U 3aKPEIUVICHUIO MTOJIYYEHHBIX Ha JICKIUU 3HAHUM.

Koncynbrauum — BHUJ Yy4eOHBIX 3aHATUN, SBJISAIOMIMICS OAHOM U3 (GOpPM KOHTPOJIA
CaMOCTOSITENIbHOW ~ pa®oThl  cTyaeHToB. Ha  KoHCymbTamusx 1o mpoch0e  CTYAECHTOB
paccmaTtpuBaroTcs HauOoJsiee CIIOXKHBIE MOMEHTBHI IpPU OCBOCHHMHM MaTepuaia IUCLUILIMHBI,
[IPENOJaBaTelIb OTBEYACT HA BOIPOCH CTYACHTOB, KOTOpPbIE BO3HHUKAIOT y HUX B IPOLECCE
CaMOCTOSITENIbHOM pabOTHI.

6. [lepeueHb JIMIIEH3MOHHOT0 W (WJIHM) CBOOOJHO PACHPOCTPAHSIEMOI0 MPOrPaAMMHOIO
o0ecreyeHusi, HCNOJB3YyeMOr0 MPH OCYHIECTBJICHHMH 00pa30BaTeIbHOr0 mpormecca 1o
AUCHUIIJINHE

B IMpONHECCE OCYIICCTBIICHUA 06pa30BaTeJ'IBHOFO mponecca nmo AMCHUINIMHE UCITOJIb3YHOTCA:

- IpOorpaMMHOC obecrieyeHne IJIg CO3AaHuA U ACMOHCTpAallun HpCSCHTaHHﬁ, I/IJIJIIOCTpaLII/Iﬁ
n

JPYTUX y4eOHBIX MaTepHajoOB;

- Microsoft Windows (B cocraBe Microsoft Imagine Premium Electronic Software
Delivery);

- Microsoft OfficeSTD 2013,;



- Virtual Box (cBoGoano pacnpoctpansiemoe [10);

- Ubuntu (cBo6oHO pacnpoctpansiemoe [10);

- Oracle Express 11g (cBo6oano pacmpocrpansemoe [10);
- Kali Linux (cBo6oano pacnpoctpansiemoe [10).

7. IlepeyeHb CcOBpeMeHHBIX TPodecCHOHANBbHBIX ©0a3 JAaHHBIX HW HHGpOPMANMOHHBIX
CIPABOYHBIX CHCTEM, HCHOJb3yeMbIX MPH OCYLIECTBJEHUN 00Pa30BaTeILHOI0 Mpolecca mo
AUCUUIIMHE (TPH HEOOXOAMMOCTH)

B mporecce ocymecTBieHns 00pa3oBaTeNbHOTO MPOIecca MO AUCIHUIUIMHE UCTIONB3YIOTCS:
ABTomarusupoBaHHas OnbaroTeuHo-uHpopmannonnas cucrema «bYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

8. IlepeyeHb  OCHOBHOW W  JONOJIHUTEJBLHOW  y4yeOHOHl  JHMTepaTypbl, pecypcoB
HHG(POPMANIMOHHO-TEJIEKOMMYHUKAUMOHHOI ceTu «UHTepHeT» (IpHM HEOOXOAUMOCTH),
PeKOMeHIyeMbIX /IJIs 0CBOEHUSI I CHMIIJIMHbI

a) OCHOBHAasl JIMTepaTrypa

1. TTonskos, A. M. besonacuocts Oracle rmazamu aynurtopa : HamaaeHuie U 3amura /
[TomsikoB A. M. - Mockga : JIMK IlIpecc, 2014. - 336 ¢. - ISBN 978-5-97060-058-0. - Tekcr :
anextpoHHbIi / DBC "KoncynbranT crynenta” : [caiit]. - URL :
https://www.studentlibrary.ru/book/ISBN9785970600580.html (nara obpamenus: 28.01.2022). -
Pexxum noctyma : 1o noanucke.

2. CxpbimHUKOB, A. B. be3omnacHocts cuctem 0a3 naHHBIX : y4e0. mocodue / CKpBITHUKOB
A. B., Poaun C. B. , Ilepmunos I'. B. , Uepnsimosa E. B. - Boponex : BIYUT, 2015. - 139 c. -
ISBN 978-5-00032-122-5. - Tekcer : anekrponnsiii // ObC "Koncynbrant crynenta : [caiir]. - URL
: https://www.studentlibrary.ru/book/ISBN9785000321225.html (nara obpamenus: 28.01.2022). -
PexxuMm poctyna : mo moJmucke.

3. bapanunkos, A. 1. AITOpUTMBI © MOJIEJIA OTPaHUYEHUS 10cTyma K 3anucsimM b/ /
bapanunkos A. U. , bapanunkos II. A. , ITemekun A. H. - Mocksa : ['opsuas nunus - TenexkowM,
2011. - 182 ¢. - ISBN 978-5-9912-0203-9. - Tekcr : anekrponnsiii // 9BC "KoncynsTanT crymnenra"
: [caiit]. - URL : https://www.studentlibrary.ru/book/ISBN9785991202039.html (naTa oOpamieHus:
28.01.2022). - Pexxum 1OCTYyTA : 110 MOJIITHCKE.

4. CmupnoB C.H. bezonacHocTts cucteM 0a3 qaHHBIX. Y4eOHOe ocoOue Juis By30B. M.:
I'enmnoc-APB, 2007. — 351 c., ui.

5. TOCT P NICO/M3K 51583 - 2014 rona, «Ilopsaaok co3gaHus aBTOMaTU3MPOBAHHBIX
CHCTEM B 3aIIMIICHHOM UCTIOJTHEHUN», DereparbHOe areHTCTBO 110 TEXHHYECKOMY PETyITUPOBAHHIO
u metponoruu («Poccrannapr»), M.: 2014. — 22c.

0) AOMOJIHUTEIbHAA JUTEpaTypa

1.T"OCT P UCO/MDBK 15408 gacts 1 - 2012r., yacts 2 — 2013r., wacts 3 -2013r., «O0mue
KpUTEPHH J0BepHs U 6e30IacHOCTH MHPOPMALMOHHBIX cuctem», Pocctanaapt Poceun.

2. Ilpockypun B. I'. 3amuTa nporpamMm 1 JaHHBIX: yaeOHOE mocodue st By30B. / B. T'.
[Tpockypun; YMO 1o o6pa3oBanuto B 00J1. HHGOpMAIIMOHHON 6€30MaCHOCTH - 2-€ U3/1., CTep. - M.:
Axanemus, 2012. - 199 c.

3. Bnacosa O.B. Cucremsl ynpaBieHusi 6a3aMu JaHHBIX: Ja0OPAaTOPHBII MPAKTUKYM —
Spocnasns: Apl'Y, 2010. -76 c.; http://www .lib.uniyar.ac.ru/edocs/iuni/20100201.pdf

4. Bnacoa O.B. SQL: Yue6Hoe mocobue — SApocnasnb: Apl'Y, 2011. -136 c.
http://www.lib.uniyar.ac.ru/edocs/iuni/20110206.pdf

5. IlpxusunkoBckwid, B. B. Beenenne B Oracle SQL / IpxwusnkoBckuii B. B. - Mockaa :
Harmmonaneueiii OTkpeiTeiit YHuBepeutet "MHTYUT", 2016. - Tekcr : anektponHsli // DBC



"KoncynbraHnt crynenta” : [cait]. - URL : https://www.studentlibrary.ru/book/intuit_047.html
(mata obpamenus: 28.01.2022). - Pexxum mocTymna : 1Mo moarucKe.

6. essaun, [1. H. Moaenu 6e30macHOCTH KOMIBIOTEPHBIX CHUCTEM. YIIpaBJICHUE
JIOCTYTNOM U MH(GOPMAIIMOHHBIMU MOTOKaMU : yueOHoe nocobue ass By3oB / Jlesauun I1. H. -
Mocksa : I'opsiuast munus - Tenexkowm, 2012. - 320 c. - ISBN 978-5-9912-0147-6. - Tekcr :
anextpoHHsbii // DbC "KoncynsTanT ctynenrta” : [caiir]. - URL :
https://www.studentlibrary.ru/book/ISBN9785991201476.html (nata obpamenus: 28.01.2022). -
Pexwum noctyna : mo noamucke.

7. Pyxoomsmuii nokyment ®CTOK Poccum (ObBmi. 'octexxomuccus) «3ammra OT
HECaHKIMOHUPOBaHHOTrO AocTyna K mHpopmauun Yacts 1. [IporpammHoe obecrnieueHue cpeacTB
3amuTel MHGopMarmu. Knaccudukaius mo ypoBHIO KOHTPOJISI OTCYTCTBHS HE JEKIapUPOBAHHBIX
BO3MOKHOCTEI». (yTB. pernieHueM ['ocynapcTBeHHON TeXxHU4YecKoi komuccun nipu Ilpesuaente PO
oT 4 utons 1999 r., Ne 114).

B) pecypcnl ceTn «AHTepHeT» (IPU HEOOXOAMMOCTH)

1. DneKTpoHHas OoubmoTeKa y4eOHBIX MaTepuasoB SApl'y
(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php)

2. Nudpopmanuonnas cucrema "EnnHoe OKHO 1ocTynma K 00Opa3oBaTelbHBIM pecypcam”
(http://www.edu.ru (pazgen VYueOHO-MeToqUYecKas OWOJMOTEKA) WM MO TPSIMOU  CCBUIKE
http://window.edu.ru/library).

4. Hosoctu B cdepe yrpo3 0€30MacCHOCTH ¥ 3alUThl KOMITBIOTEPHOW WH(MOpMAIIHU
poccuiickux kypHana «Xakep»: https://xakep.ru/tag/news u xypHana «HpopManmonHas
6e3omacHocThy: http://itsec.ru/main.php.

5. Hoseiimue panHbie 00 yrpo3ax pabOThI ¢ MOAKIIOUEHHEM K ceTi MHTepHeT poccuiickoit
kommanuu «Jlaboparopus Kaciepckoroy: http://www kaspersky.ru/internet-security-center.

6. Marepuans! exxerogaoro (¢ 27 mo 30 nexabpsi) BceMHUpHOTO KOHrpecca xakepoB «Chaos
Communication Congress» (CCC) B ['amOypre, rie paccKa3bIBaeTCsi O HOBBIX BBISBICHHBIX
YSI3BUMOCTSIX B amllapaTHBIX PEHICHUSX U MPOrpaMMHOM oOecrieueHHH (Ha aHTJIHICKOM SI3BIKE):
https://events.ccc.de/congress/2015/wiki/Static:Main_Page, Bumeomarepuaysisl ¢  CyOTHUTpaMu
koHrpecca CCC: https://www.youtube.com/user/CCCen/videos.

7. UWnrepaktuBubie yueOnuku mo SQL: (http://www.sql-tutorial.ru/), SQL.RU -
(http://www.sql.ru/).

8. [Toptan pa3pabOTUYMKOB KIMEHT-CepBepHBIX npuiiokeHnit Microsoft Developer Network
(MSDN) - (https://msdn.microsoft.com/ru-ru/).

9. ®enepanbHbIil OAHK TaHHBIX YIPO3 O€30MACHOCTH, BeAyIIHiics B pazzaene «TexHudeckas
3ammra uHpopmanum» opuuuansaoro caiita ®CTIK Poccun (https://bdu.fstec.ru).

9. MatepunajibHO-TeXHHYecKasi 6a3a, HeoOXoAUMAs JIsl OCylIeCTBJIeHUsI 00pa30BaTeIbHOI0
npouecca no AMCUUILINHE

MarepuanbHo-TeXHUYECKass 0a3a, HEOOXoauMas JJis OCYIIECTBICHHUST 00pa30BaTEIHLHOTO
nporecca 1o JUCUUIUIMHE BKJIIOYAET B CBOM COCTaB CIIELUAIbHBIE TTIOMELICHMS:

- yueOHble ayAUTOpPUMU JUIs TPOBENEHHUS 3aHATUN JIEKIUOHHOTO THIA, OOOpyIOBaHHAs
NEPCOHATBHON KOMIBIOTEPHONW TEXHUKOW C YCTAaHOBJIIEHHBIMHU CPE/ICTBAMH BHU3YaJIM3allUU TEKCTOB
B ¢opmate DOC/DOCX, PDF, F2B, @aitioB n3zo0paxeHuil, Npe3eHTalui, BUAECO U APYTUX
MYJIbTUMEAMUHBIX (HaIoB, a TAKKe - BUACOIMPOCKTOPOM U KaJO3U HA OKHAX, WK KOMIBIOTEPHOH
TEXHUKOW U MHTEPAKTUBHON KOMITBIOTEPHOU JTI0CKO;

- yueOHble ayaUTOPUM JJIS TPOBENCHMS NPAKTUYECKUX 3aHATUH: J1abopaTtopuu
MH(OPMALIMOHHBIX ~ TEXHOJOTMM W NIpOrpaMMHO-alNapaTHbIX  CPEICTB  oOecrneueHus
uHdopmarmonnorr 6e3omacHoctu (Virtual Box, omeparnmonnsie cucremsr Microsoft Windows u
Kali Linux, CYB]/] Microsoft SQL Server ue nmxke Bepcun 2010, CYB]] Oracle Bepcuu He HUKE

119);



- y4eOHBIC ayIUTOPUU AJIS1 IPOBEIACHIS TPYITIOBBIX M HHIUBUIYATbHBIX KOHCYIIbTAIUH,

- yueOHbIC ayaUTOPHHM IS TIPOBEICHHS TEKYHNIEr0 KOHTPOJS U MPOMEKYTOUYHOM
aTTeCTalluu;

- MOMEUICHHUS JJIsl CAMOCTOSITEIILHOU paOOThI;

- TIOMEIICHHSI ISl XpaHEHUSI U NMPO(UIAKTHIECKOTO OOCITYKUBAHHUS TEXHUYECKUX CPEIICTB
00yJeHUsI.

[Tomemenust UIs caMOCTOATEIbHONW pPabOThl OOYYAIOIIUXCS OCHAIICHBI KOMIBIOTEPHOU
TEXHUKOH C BO3MOXKHOCTBIO TMOAKIIOYCHHS K ceTH «VHTepHeT» W o0ecrneyeHueM JoCTymna B
AIIEKTPOHHYIO HHPOPMALMOHHO-00pa30BaTENbHYIO CPEly OpraHU3alllu.

Yucno mocalouyHbIX MECT B JIGKIIMOHHOM ayJUTOpUH OOJIbINE JIMOO PaBHO CIHCOYHOMY
COCTaBYy MOTOKA, & B ayTUTOPUU JIJIS MPAKTUICCKUX 3aHATUN (CEMHHAPOB) — CIIUCOYHOMY COCTaBY
TPYIIIBI 00YyYaAOIIHXCS.

ABTOpP(BI):

Houent kadpenpet Kb u MMOUM  Kossipes U.
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IIpunoxkenne Ne 1 k paGoueii mporpaMme M CUMIIIMHBI
«be3onacHocTh cHcTEM 0a3 JAHHBIX»

DoH/I OLIEHOYHBIX CPEICTB
JJIS1 TPOBe/IeHNUs] TEKYIIero KOHTPOJIsl YCIIeBAeMOCTH
U MIPOMEKYTOYHOM aATTEeCTAIUM CTY/IEeHTOB
0 AUCHMILIHHE

1. Tunossie KOHTPOJIBHBIC 3alaHUA U MHBIC MaTCpHaJibl,
HCIIOJIB3YEMBIC B IIPOLECCEC TCKYUIETO KOHTPOJIA YCIIEBACMOCTHU

Ilepeyennb 3agaHuil 1J1s1 CAMOCTOSITEJIbHOM PadOTHI CTYIEHTOB:

1. Ha ocHoBe comocTaBieHHs TMOJIOKEHUH MEXIYHApOAHBIX M POCCUUCKHUX CTaHIAPTOB
0€30MacHOCTH U3 MEpPeYHs OCHOBHOM M JIOMOJIHUTEIBHOW JIUTEpaTyphl pabouell MporpaMmbl
JTUCIUIUIMHBL CPOPMYIUPYITE 4YeM OTIMYAIOTCS 3apyOeKHbIE U POCCUICKUE ONpeieNeHus u
HNOHSTUS yrpo3 Oe3onacHocTU? OOOCHYNWTE OTBET.

2. Ha ocHOBe 3HaKoMcTBa C HalMOHAIBHBIMH cTaHmapramu no ys3Bumoctsm (I'OCT P
NCO/M3K 56545-2015 «3amura nHGopManuu. Y a3BUMOCTh HHPOPMAITMOHHBIX cucTeM. [IpaBuiia
ormucanus ysasBumoctein» u 'OCT P UCO/MDK 56546-2015 «3amura uapopmauu. Y sa3BUMOCTh
uHpopMannoHHbIX cucteM. Knaccupukanus ys3BuMocTeld HHPOPMAITMOHHBIX CUCTEM») U OaHKa
TaHHBIX yrpo3 Oe3omacHocTH, Beaymerocs Ha caiite @PCTOK Poccun (https:/fstec.ru) B pazmene
«Texundeckas 3amura uHpopMmarum» (https://bdu.fstec.ru) oTéepute yrpossl, MpeacTaBISIONTNE
HauOOJIBIIYIO OMACHOCTD ISl HHPOPMAIIMOHHBIX CHCTEM Ha OCHOBE 0a3 naHHbIX. OOOCHYHTE OTBET.

3. B dgem 3akmrouaercs cyts u HazHaueHue nakera DBMS CRYPTO nmns mmdposanus B B/I.
Ob6ocHyiiTe OTBET.

4. Ha ocHoBe yueOHOIl nuTEepaTypbl BBIICHUTE IPEMMYIIECTBA M HEJOCTaTKU CpPEJICTB
ayreHTH(uKanuu, BcrpoeHHbIX B CYBJ] Oracle. O6ocHyiite oTBeT.

S. Ha ocHoBe yueOHOI1 nuTepaTyphl BBIICHUTE CXOACTBO M Pa3IMuus B POJIAX U MPUBHIIETHSIX
nosas3oBarenei CYB/] u onepannonssix cucreM. O60CHYHTE OTBET.

6. Ha ocHoBe y4ueOHOU nuTEepaTyphbl BBISICHUTE M OXapakTEPU3yHTE CUCTEMHBIE M OOBEKTHBIC
BUJIOB npuBUieruit ans nonszoBateneid CYB/[. ObocHyliTe oTBeT.

7. Ha ocHoBe yueOHOIl muTepaTypbl BBIICHUTE U OXapaKTepU3YyHTE HCIOJIb30BAHUE

npejcTaBiIeHuit A YpasieHue qoctynom k b/l u obecnieuenus koHpUaeHIMATbHOCTH HHPOPMA-
uu B CYB/]. O6ocHyiiTe OTBET.

8. Ha ocHoBe y4yeOHOW nuTEepaTypbl BBIACHUTE U OXapaKTEpU3yWTE METOJbl MOJAEp KaHUS
JeKJIapaTUBHOM U mipouieaypHoit rienoctHoctd B CYBJl. OGocHyiiTe OTBET.

9. Ha ocHoBe yueOHOH mHTEpaTyphl BBISCHUTE B YE€M COCTOST OCOOEHHOCTH CCBHIJIOYHOM
nenoctHocty B CYB]] u ee nonnepxxanus. OO0CHyHTE OTBET.

10. Ha ocHoBe yueOHOH NUTEpaTypbl BBLICHUTE B YEM 3aKIIIOYAIOTCS LEJU HCIOJIb30BAHUS
TPUTTEPOB M YEM OHU OTIUYAIOTCS OT XpaHUMBIX npouenyp? OO6ocHyHTe OTBET.

11. Ha ocHoBe yueOHOM IuTepaTypbl BBIICHUTE U OOOCHYiTE (yHIaMEHTaJIbHBIA IS
6e3omacHocT B/l cMbIcT MOHATHSA TpaH3aKUIUN U KOHTPOJIbHBIX ToYeK. OOOCHYITE OTBET.

12. KakoBbl pojb U BO3MOXKHOCTH METOABI CEpUAIM3AlMU TPAH3AaKIMHA KakK CpeJcTBa
M30JUPOBaHHOCTH TToNTb30BaTeneit bJI. O6ocHyiiTe OTBET.

13. Ha ocHoBe y4eOHOH IuTepaTypbl BBISICHUTE U 00OCHYHTe 3HaueHue A OezonacHoctu b/l
pexxuMoB Os10KkupoBaHusa. OO0CHYHTE OTBET.

14.  Ha ocHoBe y4eOHOH JUTEpaTyphl BBIACHUTE M OXapaKTepU3yiTe NpaBUiia COTIACOBAHMS
6510kMpoBOK. OOOCHYIHTE OTBET.
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15. B d4eM COCTOMT METOJOJOTHYECKAss pOJIb IOJOXKEHUH HAIMOHAIBHBIX CTaHAAPTOB
cemerictBa «O06mme KpuTepun noBepusi U Oe3omacHocTH MHpopMmanuoHHbIX cuctem» (I'OCT P
NCO/MDBK 15408-2012-1, TOCT P UCO/MDK 15408-2013-2, TOCT P UCO/MDK 15408-2013-
3) B pa3paboTke MojacHUCTEMbl HHPOPMAIIMOHHON 0e30MmacHOCTH 06a3 JaHHBIX U paMKax CO3JaHUS
0e30macHOi HHPOPMAITMOHHON CUCTEMBI HA X OCHOBE?

16. B yeMm cocTtouT poib MOJOXKEHUM ceMeilcTBa HauUOHaIbHBIX cTangaptoB ['OCT P
NCO/M3BK 53113-1-2008, TOCT P NCO/M3K 53113-2-2009 u pyKOBOJSAIIEro AOKYMEHTa
OCTOK Poccun «3Bammra OT HECAHKIMOHWPOBAHHOTO JnocTyna K uH(opmanmuu Yacte 1.
[IporpamMHoe obecrieueHne CpeAacTB 3amuThl uHpopmanuu. Kriaccupukamus 1O YpOBHIO
KOHTPOJISI OTCYTCTBUSI HE JEKJIAPUPOBAHHBIX BO3MOXKHOCTEH» JUIsi oOecredeHus 3allUIeHHOCTH
KOMIIBIOTEPHBIX CHCTEM C 0a3aMu JaHHBIX OT HECAHKIIMOHUPOBAHHOTO aocTyna? OO0CHYyNHTE OTBET.

17.  Ha ocHoBe y4eOHOW JUTEpaTyphl BBIICHUTE pa3HUIly M OOIIHME YepThl ayauTa B 0Oazax
JIAHHBIX U ONEPAIIMOHHBIX cucTeMax. OOOCHYWUTE OTBET.
18. Ha ocHoBe yueOHOU JuTEepaTypbl HAIMOHATIBHBIX CTAHIAPTOB OE30MACHOCTH BBIICHUTE U

copMynupyiTe mpaBWila PE3CPBUPOBAHUS U BOCCTAHOBJIEHUS 0a3 JaHHBIX IOciIe COOEB,
HEILUTATHBIX PEXUMOB paObOThI M IPYTUX HHIUAEHTOB O6e3onacHocTH. OOOCHYiTE OTBET.

19. Ha ocHoBe yueOHOHl JHMTEpaTyphl HANMOHAIBHBIX  CTAHJAPTOB  OE30MACHOCTH
chopMynupyiTe copep)kaHue M 3Tanbl (GOPMHUPOBAHUS 33JaHUS MO OE30HaCHOCTH U MHPOQUIL
3aIIMTHI IIPU IpoeKTupoBaHuu b/I.

20. Ha ocHoBe y4eOHOW mnuTepaTypsl M MOJIOKEHUIH HanumoHanbHoro cranzapra I'OCT P
NCO/M3BK 51583-2014 «Ilopsimok co3maHus aBTOMATH3MPOBAHHBIX CHUCTEM B 3alIHIICHHOM
UCIIOJIHEHUM», 0000muTe U chHOpMyIUpyHTe MNOPSAOK W ATalbl IMOCTPOEHUS 3AIIUIICHHBIX
MH(POPMAIMOHHBIX CHCTEM Ha OCHOBE 3alIUIIECHHBIX 0a3 TaHHBIX.

Hepeqeﬂb BOITPOCOB IUIA OIIPOCAa HA MPAKTUYCCKUX 3AHATUAX:

1. Chopmynupyiite 1 000CHYHTE MOHATHS yrpo3 Oe3onacHocTu b/l - obuue u crienupuaHbIe.
2. Ha ocHoBe yueOHOI nmUTEpaTyphl BBIACHUTE B YEM COCTOHT IOHSTHE, CYUIHOCTh U LEIH
nosmtuku 6e3onacHoct bJI. O6ocHyliTe OTBET.

3. Ha ocHoBe yueOHON nuTepaTypbl HAIMOHAIBHBIX CTaHIAPTOB OE30MACHOCTH CEeMEeWCTBa

I'OCT P UCO/M3BK 15408-2012-2013 o0606mmte ¢ (opMyaupyldTe TPUHIMIBI TTOCTPOCHUS
3alIMIIEHHBIX MH()OPMAMOHHBIX CHCcTeM Ha ocHoBe B/,

4. Ha ocHoBe yueOHOI nuTEepaTypbl BBISICHUTE B YEM 3aKJIIOYAETCS pa3HHUIA MEXIY
TUCKPEIIMOHHBIMU U MaHAATHBIMH MozensiMu 6e3omacHocTr CYBJI. O6ocHyiiTe OTBET.
S. Ha ocnoBe yueOHOI nuTepaTyphl BBISICHUTE B Y€M 3aKJIIOYAETCS pa3HHUIA MEXTY METKaMu

MOJIb30BaTENs, CHEUUAIbHBIMA TpUBMWIETHsAMUA jnocTyna B BJ[ u Mapkepamu 0€30MacHOCTH U
npaBamu U npusmierusmu pgocryna B OC. O0ocHyHTe OTBET.

6. Ha ocHoBe yueOHOI snTepaTypbl BBISICHUTE HAa3HAYEHHE M COCTaB CJIOBAapsl JAAHHBIX IS
nenei odbecneuenus 6ezonacHoctd B bJI. O6ocHyiiTe OTBET.

7. Ha ocHoBe yueOHOW nuTepaTyphl BBISICHUTE 3HAY€HHME NPEICTABICHUN cloBaps s
obecrieueHus 1eTOCTH TaHHBIX U pasrpannyeHus gocryna B BJ[. O6ochyiiTe oTBET.

8. Ha ocHoBe yueOHOI uTepaTypbl BBISICHUTE 3HAUEHUE TPaH3aKLUUHM /Ui Leneld obecredeHus
6e3omacHoctH B BJ[. O60cHyliTe OTBET.

9. Ha ocHoBe y4ueOHOI nuTepaTyphl BBISICHUTE 3HaUeHUe i oOecrnieueHus 6e3onacHocTu bJ]

PEXKUMOB OJIOKMPOBAaHUS M MPaBUJ COTJIACOBAHUSA OJIOKMPOBOK, a TaK)K€ B3aUMOOJIOKHMPOBOK, MX
pacro3HaBaHUsI U Pa3pyLICHHUS.

10. B uyem cocTOMT LEHHOCTh IUIA Iesiell obecrieueHust O6esonacHocTr B bJl Oracle yrunuter
WRAP? OGocHyliTe OTBET.
11. B ueM coctouT meHHOCTH s 1ene oOecmedenus Oe3omacHocth B BJ[ mpumeHeHus

texHosnorun FLASHBACK nns mosnydenus perpocnekTuBHbIX coctosHuit BJ[ (Query, Version
Query, Transaction Query, Table, Drop, Database). O6ocuyiite oTBeT.

12



12. KakoBbI poiib U BO3MOXHOCTH HAaLIMOHAJBHBIX cTaHaapToB cemeiicta OCT P NCO/M3BK
53113-1-2008, TOCT P UCO/MDK 53113-2-2009 u pykopomsmero nokymenra ®CTIOK Poccun
«3ammrTa OT HECaHKIMOHUpPOBaHHOrO jgoctyna Kk wuHpopmanuu Yacte 1. IIporpammuoe
obecrnieueHue cpeAcTB 3amuThl nHGopmanmu. Knaccudukanus no ypoBHIO KOHTPOJS OTCYTCTBHS
HE JCKJIApUPOBAHHBIX BO3MOKHOCTEM) JJI1 00ECIICUCHHS 3alUIIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM C
0a3aMu JaHHBIX OT HECAaHKLIMOHUPOBAHHOTO JOCTyma?

13. B uem coctouT poiib MONOKEHUH HanmoHanbHOro crannapra I'OCTa P UCO/MDBK 18045-
2012 «Meromonorus OIEHKH 0€30MacHOCTH HWH(OPMAIMOHHBIX TEXHOJOTHUI» JJIs aHaIu3a
MPOEKTHBIX PENICHUN MOACUCTEM WH(MOPMAIMOHHONW 0e30macHOCTH 0a3 JaHHBIX M OOeCIeUeHUS
3aIUIIEHHOCTH KOMITBIOTEPHBIX CHCTEM B LIETIOM.

14.  Ha ocHoBe HanmoHanbHbIX cTangapros cemeiictea OCT P UICO/M3K 15408-2012-2013
«O0me Kputepuu JaoBepuss W 0€30MacHOCTH HMH(POPMALMOHHBIX CHUCTEM» CHOPMYIUPYHTE
collep’KaHWe M ITambl (HOPMHUPOBAHMS 3alaHUS MO OE30MaCHOCTH U MPOQWIS 3alIUTHl MPU
npoexktupoBanuu b1,

15. Ha ocHoBe HamumoHanbHbBIX cTanpaptoB cemerictea 'OCT P MCO/MDK 53113-1-2008
«MHopMalioHHbIe TEXHOJIOTUH. 3alIiTa UH(POPMALIMOHHBIX TEXHOJIOTUN U aBTOMATU3UPOBAHHBIX
CHUCTEM OT YIpo3 MH(POPMAIIMOHHON 0€30MacHOCTH, PEATH3YEMbIX C TOMOIIBIO CKPBITHIX KAaHAJIOB.
Yacte 1. O6mme mnonoxkenuss» u ['OCT P MCO/MBK 53113-2-2009 «HuHpopManmoHHbIE
TEXHOJIOTHH. 3aluTa MHPOPMAIMOHHBIX TEXHOJIOTHN W aBTOMATH3WPOBAHHBIX CHCTEM OT YIrpo3
nH(GOPMALIMOHHONW 0€30MacHOCTH, peau3yeMbIX C IOMOINBIO CKPBITHIX KaHaoB. Yacte 2.
Pexomennaruu 1o 3amute uHGOpMayK, HHHOPMAITMOHHBIX TEXHOJIOTHIA U aBTOMAaTU3HPOBAHHBIX
CUCTEM OT yrpo3 UHGOPMAIMOHHON 0€30MacHOCTH, PEaIu3yeMbIX C TIOMOIIBIO CKPBITHIX KaHATIOB)»
0000mEeHHO  CHOPMYITUPYHTE TPHHIMIBI  Pa3pabOTKU  IMOJCHUCTEMBI  OE30MaCHOCTH  OT
HecaHKIMoHupoBaHHOro nocrymna Kk MC Ha ocHose b/1.

16. Ha ocHOBe TOJOXEHWH HAMOHAJIBHBIX cTaHmapToB OezonmacHoctd HWC BBLICHUTE H
chopMynupyiTe MpaBWiia pPE3ECPBUPOBAHUS U BOCCTAHOBJICHHMS 0a3 JaHHBIX TIocle cOoeB,
HEIITAaTHBIX PEKUMOB pabOThl M IPYTUX WHIUIEHTOB 0€30MMaCHOCTH, UX MECTO M POJIb B IMOJUTUKE
0e30MmacHOCTH UH()OPMALIMOHHOW CUCTEMBI.

IIpumepsl 3agaHuil 1JIs1 CAMOCTOATEIBLHOM NPAKTHYECKON Pa00ThI CTYICHTOB

1. CocTaBUTH M IPE3EHTOBATH JOKJIA/l O HEIABHO 3aKPHITOM ysI3BUMOCTH B 110001 B/I.

Kpurtepru BBITOIHEHNS 33 JaHHS:

— TEOpPETUYECKOE OIMMCaHME YSI3BUMOCTH C yKa3aHMeM KOHKpeTHbIX Bepcuil CYB/I, mist koTopbix
OHa BOCITPOM3BOIUTCS;

— ONMCAaHUE PeaIn30BaHHBIX METOOB 3aIIUTHI OT ATOH YSI3BUMOCTH;

— TPaKTUYECKOE TPEACTABICHWE MEXaHU3MOB aTakd W 3alIUTHl (BO3MOXKHOCTH JI€MOHCTPAIHU
OHJIAMH Iperno1aBaTeio).

2. Harmucatp nporpammy st 3amutsl CYB/I.

[TporpamMa [OKHa YMETh CIEAMTH 3@ TEKYLUIUM COCTOSHUEM 3alUIIEHHOCTH CHCTEMbI
(HampuMmep, € TMOMOIIBI0 JKypHAJIOB JIOTUPOBAaHMA U ayaurta). B ciayuae oOHapyxeHHs
BBINOJIHEHHOHN aTaki He00X0AUMO BHEAPUTH MEPHI, 00€CIIEUNBAIOIIME 3aLIUTY OT MOJ00HBIX aTaK B
OyaylieM U TocTapaThcs HEHTPAIM30BaTh HAHECEHHBIHN yIiepO, Py ATOM 0053aTeIbHO OTIOBECTHTH
aJIMUHUCTpATOpa O MpUMEHEHHBIX Mepax. Hampumep, eciau MOSBUIOCH MPEANOIOKEHUE O KpaXKe
napoJisi, He0OXO0MMO IPUMEHHUTh HACTPOUKY JUTSI 3aIIUTHl OT KOHKPETHOW aTaKH, TOMEHSTh TapoJib
U COOOIIUTH 00 3TUX AEHCTBHSIX MOIb30BATEIIO.

Kputepuu BBITOTHEHUS 3a1aHUS:

— peain30BaHa 3alIUTa KAk MUHUMYM OT TPEX pa3IMyHbIX aTak;

— IporpaMma JI0JKHa yMETh paclio3HaBaTh MMEHHO aTaKH, a He BHEAPSATH MPEBEHTUBHBIC MEPHI IS
yCTpaHEHUs! BO3MOXKHBIX YIpO3;

— MPOBEJICHA JEMOHCTPAIHS aTaK (MOKHO BPYYHYIO, @ MOXKHO aBTOMATH3HPOBATh U 3Ty YacTh);

— MpOBEJCHA JeMOHCTpalus paboThl TPOrpaMMBbl;
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— MpOBeJIcHa JEMOHCTpaIHs KOja mporpaMMbl (MoHO Ha github.com).
2. Croucok BOIIPOCOB U (WJIHM) 3aJIaHUH JIJIsl IPOBEACHMSI POMEKYTOYHOM aTTeCcTalluu
Cnncok BONPOCOB K 3a4eTy:

1. Yrpo3sl 6e3omacHoct B/1, 06mue u cneunduyneie.

2. [Tapagurma 6e3omacuoctu b/l (MC) B cootBercTBHM ¢ TOCT P MCO/MO3K 15408-2012-2013.
3. 3amuTa OT HecaHKIMOHUpoBaHHOTO noctyna. Kimaccudukanus AC (b1) u TpeboBanus 1o
3amuTe HHPOpPMAIUU B COOTBETCTBUU C ACHCTBYIOMMMHU pyKoBoASIUMHE JTokyMeHTaMu OCTOK
Poccun.

4. TunoBble MOJIETN OTPAaHUYECHHSI TOCTYTIA.

5. CnocoObl OpraHu3anuy pa3rpaHUYCHHs JOCTYIIA.

6. Orpanu4eHue 10CTyma K 3anucsm tadmaui b/I.

7. I3meHeHue 1ocryna K 3aucu.

8. OrpanuueHue A0CTyIa IPU UCIOJIB30BaHUHU KIIACTEPU3ALIMOHHONW MOJIEIH.

9. Orpanu4enue TOCTyIA MPU UCIOJIH30BAHUU MAaHJATHON MOJIEIH.

10. Vi3meHeHus B 1OYEPHUX OTHOLICHHSIX JOCTYIIA.

11. Orpanuuenue 10CcTyIa Ipyu UCIOJIb30BaHUU AUCKPELIMOHHO-POJIEBON MOJIEIH JIOCTYIIA.

12. XpaneHue NpuBWICTUN B 3aIMIIIAEMOM OTHOIIICHUH.

13. XpaneHnue npuBUIETUNA B OTJAEIHHOM OTHOIIICHUH.

14. Orpanuuenue 10cTymna npu QyHKIIMOHATHEHOM MOJIETH I0CTyIa

15. MackupoBka aTpuOyTOB U OpraHHU3AIMS HX XPAHCHHSI.

16. Peanuzanus npenukara onpesesieHus U UCIOIb30BaHUe TOOUTHOM KapThI.

17. Haznauenue, CTpyKTypa U cocTaB ciioBaps qaHHbIX b/JI.

18. Tpanzakuuu TpeboBanus Kk HuUM. Oukcanus Tpanzakiuuu B b/l. KouTponbHble TOUKH.

19. Tpurreps!.

20. IToHATHE ENIOCTHOCTH IaHHBIX, A€KJIapaTHUBHAs U MPOLIEypHAas CCbUIOYHbIE 1IeTOCTHOCTH B /1.
21. CcputouHble onepanuy 00eCeueHus: CChbIIIOYHOM LETOCTHOCTH.

22. TpurrepHble MpoLeaypbl B 00€CTIEYeHUN CChbUIOYHOM 1IE€IIOCTHOCTH.

23. OGecnieyeHue 1EIOCTHOCTH 0a3bl TaHHBIX Ha puMepe Oracle.

24. CcputouHBIE OTPAaHUYEHUS U PEISUUOHHBIE orpaHndeHus DB2

25. Opranmsanus B3aumozeiictBus CYB/] (va mpumepe Oracle) u 6azooii OC.

26. CootHotenue npas goctyna, onpeaensembix OC u CYB/I (na npumepe Oracle), coBMecTHOE
UCIIOJIb30BaHue (ailyioB ¢ IpYyrUMH YCTaHOBKaMH, HacTpoiika Macku (umask).

27. Mogenb nonHoMounit Ha (aiinsl ot Oracle.

28. AnprepHaTUBHBIE MOJIENIN MTOJIHOMOYUI Ha (haiisbl, 6€30MaCHOCTh HCXOHBIX YCTPOMCTB,
Hcnonb3oBanue Ge3omacHoro BpeMeHHoro karanora. ®aitnel Oracle ¢ ycTaHOBIEHHBIM OUTOM
SUID.

29. CyObeKThl U 0OOBEKTHI, TPYIIBI OJIb30BaTeeH, IPUBUIIETHH, POJIU U ITPECTABICHHUS.

30. Buab! npuBuieruii: mpuBmiIeruy 0e3onacHocTy U focryna. Konuenuus u peanusanus
MEXaHHU3Ma pOoJIen.

31. Pacnio3HaBaHue u pa3pyllieHue TYNUKOBbIX cuTyauuid B B/ myrem 010KupOBOK,
KJaccuQuKaius 6JIOKUPOBOK.

32. BIOKHMPOBKH U PEXUMBI JOCTYIA K TaHHBIM B B/[.

33. YpoBuu uzonsanuu B SQL.

34. bnokuposku B Oracle.

35. biokuposku B MySQL

36. YS3BUMOCTH, KaK YCJIOBHSI CYIIECTBEHHO 00JIErdaroIne HapymmeHus: KOHQUISHITNaTLHOCTH B
B

37. ®a3wl npoexktupoBanus 0e3onacHbix bJl. [IpenBapuTenpHbIi aHAIN3.

38. Ponb oGecnieuenust BEICOKOM roToBHOCTU B/l B CTpyKTYype oOecrnieueHus ux 6e30macHOCTH.
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39. INony4yeHne HECAaHKIIMOHUPOBAHHOTO AOCTYNA K KOH(puAeHInansHo! nHpopmarun B B/ myrem
JIOTUYECKHUX BBIBOJIOB.

40. MeTopI IPOTUBOACHUCTBHUS HECAHKIIMOHUPOBAHHOMY ocTyrry. MeTku 6e3onacnoctu B B/I.
Hcnonp3oBanue npeacTaBieHUi 11 ooecnieueHns KoHbuaeHmatbHocT nHpopmannu B CYB/I.
41. ITogoT4eTHOCTH JICHCTBUI MOIB30BATEINS U aAYAUT CBSI3aHHBIX ¢ 6€30macHOCThI0 coOBITHI B B/]
Oracle (onuuu aynuTa, BKJIOYEHHE U BBIKIIOUYEHUE ONLIUN, paboTa C )KypHAJIOM ayluTa, ayJauT ¢
MOMOIIIBbIO TPUTTEPOB U 3AILUTA KYpPHATIA).

42. Metosl ayreHTH(GHKanuuU monb3oBateneii B Oracle.

43. Mopaenu 6e3onacaoct bJ1 (11emm 6€30macHOCTH, PO MOJIEH O€30MAaCHOCTH B ITOJIUTUKE
0e30MacHOCTH, MPOCTeiIas Moieb 6e30MacHOCTH 0a3 JaHHBIX, IPOBEPKa MOJTHOMOYUMN, TPOBEPKa
MOJIMHHOCTH).

44. TuckpennoHHble (M30MpaTenbHbie) Moenu 6e3omacHoctu bJl, uckpermonHas mojauTHKa.

45. Mannarabie (MOJTHOMOYHBIE) Mojienu 6e3omnacHoctu b/I.

46. MHoroypoBHeBbIe Mojienu O6e3omacHoctu bJI. Moaens benna-Jlananymna.

47. Ucnionp3zoBanue SQL-UHBEKIMIA I HEIITATHOTO UCIOIB30BAHUS POLUEAYp U QYHKIIUH.

48. MetananHble U coBapb JaHHbIX BJI.

49. TynukoBble CUTyalluH, UX pacliO3HABaHUE U pa3pylICHUE.

50. ITonstue bnokupoku. Pexxumpl 6510krpoBOK. [IpaBuia corimacoBaHust OJIOKHPOBOK.
JIByx(a3Hblil IPOTOKOJ CHHXPOHU3ALUOHHBIX OJOKHPOBOK.

51. Ponb nmosnokeHuil HallMOHAIBHBIX CTaHAApPTOB ceMeiicTBa «O0Ire KpUuTepun J0Bepus U
oe3omacaocTr nHpopMmanuoHHBIX cuctem» (TOCT P MCO/MOK 15408-2012-1, TOCT P
NCO/MDBK 15408-2013-2, TOCT P UICO/MDBK 15408-2013-3) u 'OCTa P MCO/M3K 18045-
2012 «Metonmonorusi OleHKH 0e30macHOCTH HH(POPMAITMOHHBIX TEXHOJIOTHI JIJIsl aHAIH3a
MPOEKTHBIX pPelIeHUl mojcucTeM HHGOPMALIMOHHON 6e30MacHOCTH 0a3 JaHHBIX U 00eCTIeYeHUS
3aIUIIEHHOCTH KOMITBIOTEPHBIX CUCTEM B IIEJIOM.

52. Ponb monoxxennii HanmoHaabHbIX ctanaapToB [[OCT P MCO/MOK 56545-2015 «3amura
uH(popManuu. Ysi3BUMOCTb HH(pOpMalMOHHBIX cucTeM. [IpaBuna onucanus ysassumocrein», [OCT
P UCO/MDBK 56546-2015 «3amuta uapopmaum. Y 13BUMOCTb HHOPMAIITMOHHBIX CUCTEM.
Knaccudukanus ys3BuMocteid HHOOPMAIIMOHHBIX CUCTEM» U (efiepaTbHOro OaHKa JaHHBIX YTPO3
Oe3omacHocTH, Beaymerocs Ha caiite ®CTIK Poccuu B paznene «TexHuyeckas 3ammra
undopmarumy (https://bdu.fstec.ru) B unentuduxanum yrpo3 6€30nacHoCT MHPOPMAITMOHHBIX
CHUCTEM.

53. Posb nmonosxenunii HanmoHanbHbIX ctangaptoB ['OCT P MCO/M3K 53113-1-2008, 'OCT P
NCO/M3K 53113-2-2009 u pykosogsmero nokymenta @CTIK Poccun «3amura ot
HECaHKI[MOHMPOBAHHOIO AocTymna K nHpopmanuu Yacte 1. [IporpaMmMmHoe obecrieueHue cpeacTB
3amuThl nHGopManuu. Kinaccuduxaus mo ypoBHIO KOHTPOIISE OTCYTCTBHS HE JEKJIapHUPOBAHHBIX
BO3MOXKHOCTEM» i1 00ecredeHnsl 3allMIIEHHOCTH KOMITbIOTEPHBIX CUCTEM € 0a3aMH JIaHHBIX OT
HECAaHKI[MOHUPOBAHHOIO JJOCTYIIA.

54. Tlonoxenust HannoHanbHOTO cTanaapta [OCT P UCO/MDK 51583-2014 «Ilopsimok co3gaHust
ABTOMAaTU3UPOBAHHBIX CUCTEM B 3aLUIIIEHHOM MCIOJIHEHUNY, PETJIAMEHTUPYIOILLETO MOCTPOCHUE
3alIUIIEHHBIX HH(OPMAIIMOHHBIX CHCTEM Ha OCHOBE 3aIIUIIIEHHBIX 0a3 TaHHBIX.

3adeT BHICTABISAETCS [0 UTOraM YCTHOT'O OIIpocCa U OTYCTAM 110 MMPAKTUICCKUM pa60TaM.
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IIpuniaoxenne Ne 2 k paGoyeii nporpamMme JMCIHIIJIMHbBI
«be3onacHocTh cHcTEM 0a3 JAHHBIX)

MeTozmquKne YKa3aHUuA AJIA CTYACHTOB 110 OCBOCHHIO JTUCHUIIJINHBI

OcHoBHOW (opMOIl M3NMOKEHHST Y4eOHOTO Marepuana Mo AuciuIuinHe «OCHOBBI
NOCTPOCHHS 3AIMIIEHHBIX 0a3 JAAHHBIX» SBIAIOTCSA JIGKIWH, YTO CBS3aHO, MPEXIE BCETO, C
HOBM3HOH Marepuana i oOydatommxcs. [1o O0NbIIMHCTBY TEM MPETyCMOTPEHBI TPAKTUIECKHE
3aHATHS, LENBI0 KOTOPBIX SIBISICTCS 3aKpeIUICHHWE JICKIIMOHHOTO MaTrepuaja IMyTeM pPEeICHHS
CHelHaTbHBIM 00pa30M NOJ0OPaHHBIX MPAKTHYECKUX 3a7ad.

JUis  ycremHoro OCBOCHHSA JMCLMILIMHBI  Ba)XXKHO  CAMOCTOATEIBHOE HW3YYEHHE
TEOPETHYECKOr0 MaTepHajla W PEIICHHE IPAKTHYECKUX 3aJad, KaK B ayJUTOpPUM, TaK H
CaMOCTOSITENIFHO B KAYECTBE CaMOCTOATENbHOM paboThl. [Ipumeps! pemenus 3a1a4 pa3ouparoTcs
Ha JIEKIUAX M TPAKTHYECKUX 3aHATUSAX, MPHU HEOOXOAMMOCTH IO Hauboiee TPYAHBIM TeMaMm
IPOBOASTCS JOTIOJIHUTENbHBIE KOHCYJIbTaui. OCHOBHAS 1I€JIb PELICHUs IPAKTUYECKUX 3a]ad —
BbIpa0OTaTh HABBIKM [OCTPOEHMSI 3alIMINEHHBIX 0a3 JaHHBIX, a TaKXkKe aHaiusa
MH(POPMALMOHHBIX CHCTEM Ha MPEIMeT CIa0bIX MECT U YS3BHUMOCTEH, CBSI3aHHBIX C CHCTEMaMH
ymnpaBieHus: 0azamMu gaHHBIX. st pemeHust 3amad HEOOXOAMMO HE TOJBKO 3HATh, HO H
NOHMMATh JIEKUMOHHbIM Matepuan. [loaTomy B mporecce H3Y4eHMs] JIUCLUILIMHBI
peKOMeHAyeTcs peryssipHas paboTa ¢ KOHCIIEKTaMU JICKIUH U PEKOMEHI0BAHHOM JTUTEPaTypOH.

bonplioe BHUMaHUE JOJKHO OBITE YACICHO CaMOCTOSITEIIbHOM pa60Te. B kauectBe
3aJJaHUM JIJIS CaMOCTOSATEIIbHOM pa6OTBI AOMa CTYACHTaM IpCJIararoTcda 3aJaqdu, aHAJIOTHYHBIC
pa306paHHI)IM Ha JICKIUAX U MPAKTHYCCKUX 3aHATHUAX UM CXOKHNEC C HUMU.

JUis mpoBEepKH M KOHTPOJS YCBOEHHSI TEOPETUYECKOrO0 MaTepuasa, MPUOOPETEeHHBIX
IIPAKTUYECKUX HABBIKOB PAaOOThl ¢ OCHOBHBIMHM IOHATHUSMHU B TE€UEHHE OOYUEHHUs MPOBOIATCS
MEPONPUITHS TEKyILleH aTTecTalMy B BUJE TECTUPOBaHUU. Takike MPOBOJATCS KOHCYJbTALUU
(mpu HEoOXOJUMOCTH) MO JIEKIMOHHOMY MarepHally M pa300opy HEKOTOPBIX 3adaHUM IS
CaMOCTOSITENIbHON PaOOTHI.

B koHIe M3y4yeHMS AMCUMILIMHBI CTYIEHTHI CHAIOT 3K3aMEH. DK3aMEH INPUHHUMAETCS 110
HK3aMEHAllMOHHBIM OWileTaM, KaXJbli M3 KOTOPHIX BKIIOYAaeT B ce0s /IBa TEOPETUUYECKHUX
BOIIPOCA M OJHY IPaKTHYECKyH 3amady. Ha camMocCTOATEnbHYyH0 IOATOTOBKY K DJK3aMEHY
BbIIETSIETCS 3 IHS, B 9TO BpeMsl MPEyCMOTPEHA U TPYIIOBas KOHCYIbTAIINS.

YyeOHo-MeTOANYECKOE O0ecTeueHne
CaMOCTOSITE/ILHOH Pa0oThI CTY/IEHTOB MO TUCHHUILINHE

Jlst camocTosTensHOTO TTo100pa TuTepaTypsl B Oubdnuoteke SApl'Y pexkomenmyercs
HCIIOJIb30BAaTh:
1. DnekTponHas kaproreka « KHMroodecrne4eHHOCTh)»

(http://www.lib.uniyar.ac.ru/opac/bk_bookreq_find.php) packpsiBact y4eOHbIN (OHI HaydHOU
oubmuoreku  Spl'Y, mnpenmocraBiaseT — onepaTuBHY0 — MHGOPMAIUI0O O  COCTOSSHUU
KHUT000ECTIeYeHHOCTU TUCIUIUIMH OCHOBHOW M JOIOJIHUTENBHON JTUTEPaTypO, a TaKkxkKe IUKIIa
JUCLUUIUIMH M CHEeIMaIbHOCTeH. DIIeKTpoHHast KapToTeka « KHUrooOecrnedeHHOCTh» JOCTYITHA B
CeTH yHUBepcuTeTa 1 uepe3 JInuHbiil KaOMHeT.
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