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1. Ilesin ocBOEHMA TUCHUTIINHBI

HucuummHa «be3omacHocTh B COBpeMEHHOW WH(GOPMAIMOHHON cpefie» obecrednBact
npuoOpereHue OO0yJaroIUMHUCA 3HAHWW, YMEHHH W HaBblkoB o Kommnerenmuu OITK-1.
«Crioco0eH NOHUMAaTh NPUHIMIIEI PAadOTHl COBPEMEHHBIX HH(POPMALMOHHBIX TEXHOJOTHH M
WCTIOJBb30BaTh WX JUIS peHIeHUs 33aad NpoQecCHOHATbHOHN nesTensHOoCcTH» DenepanbHOro
roCcy/lapCTBEHHOT0 0Opa30BaTENbHOrO CTaHAapTa BBICIIEr0 OOpa30BaHUS [0 HAIPABIECHUIO
noarotoBku 39.03.01 Conumonorusi.

OCHOBHOH LENbI0 WM3YYEHHUS IUCUUIUIMHBI SBJISETCS TEOPETUYECKas U IpPaKTUYecKas
MOJITOTOBKA 00YYAOMIUXCS K JICATEIILHOCTH, CBA3aHHOW C MPUMEHEHHEM COBPEMEHHBIX CPEJICTB
¥ METOJOB 3alIUThl HH(OpPMAIMK B MOBCETHEBHON M MpodeccrHoHanbHON aestenpbHocTH. Kype
JlaeT MpeACTaBIEHUE O MECTE U POJIM MHPOPMAIMOHHON 0OE30MaCHOCTH B COBPEMEHHOM MUpE.
Ero wusydyenue paer BO3MOKHOCTb CO3HATEJIBHOTO HCIOJIb30BaHUS, OOpaOOTKH M 3alUThI
nH(popMalnH.

2. MecTO THCHMIIMHBI B CTPYKTYpe 00pa3oBaTe/IbHOM MPOrpaMMbl

JlaHHast TUCIUIUIMHA OTHOCUTCS K 00s13aTEIbHON YacTH 00pa30BaTeIbHONU IPOrPaMMBI.

JucuuninuHa «be3onacHOCTh B COBpeMEHHONW MH(POPMAIMOHHOM Cpesiey UrpaeT BaXKHYIO
poJth 17151 001IenTpoPeCCHOHATTBEHON TTOATOTOBKY 00 YJarOIIETOCS.

3. [lnanupyemble  pe3yJbTaTbl  O0yYeHHs 1O JUCHUIUIAHE, COOTHECEHHbIEe ¢
IVIAHUPYeMbIMH pe3yibTaTtamu ocBoeHust OII 6akasaBpuara

[Ipouecc nzyueHus: AMCUUIIIIMHBI HAIIpaBJieH Ha GOPMUPOBAHUE CIETYIOIIUX KOMIETSHIINN
B cooTBercTBUM ¢ PI'OC BO, OOIT BO 1 mpuoOpeTeHus ClenyroIux 3HaHui, YMEHHH,
HaBBIKOB | (WJIN) OTIBITA ACSITEIIBHOCTHU

@Dopmupyemas Nuauxarop 1ocTUKEHUS Ilepeyennb
KOMMeTeH s KOMIeTeHIN U IJIAHUPYEMBIX Pe3yJIbTATOB 00yYeHH s
(xom u (xox u popmyJIMpPOBKA)
¢dopmysnupoBka)
Ob6menpodeccnoHaJIbHbIe KOMIIETEHIIUH
OIIK-5.  Cmnoco6en | OIIK-5.1. Mcnons3yeT 3namo:
HUCIIOJIb30BaTh COBpPEMEHHBIE OCHOBHBIC TIOHATHS B  00OJIacTH
COBpPEMEHHBIE nH(pOpMaIMOHHBIC 00paboOTKX M 3alUThl UHPOPMALIUH U
MH(pOpPMAITMOHHBIE TEXHOJIOTUU U IPOTPAMMHBIE ux ONpEIEIICHUS;
TEXHOJIOTUU U | CPEACTBA IPU PELICHUU MOCJIEI0BATEIBHOCTh BBITIOJIHEHUS
MIPOTPaMMHBbIE poe€CCUOHANIBHBIX 3a/1a4. pabor 1o 3ammTe HMHPOPMAINU;
CcpencTna npu KJ1accu(puKaIuio HapylIUTENEH
peueHuu nH(pOopMaITMOHHOM 0€301acCHOCTH;
pohecCHOHATBHBIX BU/Ibl U HA3HAYECHUE CPENCTB 3aALLUTHI
3az1a4 nHpopMaIuu.
Ymemy:
YCTaHaBJIUBAaTL U OCYLUECTBIIATH
MIEPBUYHYIO HaCTPOUKY
OIlEpallOHHBIX CHUCTEM,
AHTUBUPYCHBIX CpEICTB u
MEXKCETEBBIX IKPAHOB.
Braoemyv nasvixamu:
paboTel CO CpeACTBAaMH  3alllUTHI
uHpOopMaUu
OIIK-5.2. Pemaer 3namo:
CTaHJAapTHBIC 3a/1a4H OcHoBHbIE IIPUHITUIIBI
aIMUHHUCTPATUBHO-IIPABOBOM 3alllUTHI




npodeccruoHaIbHO I
JeATeIbHOCTH HAa OCHOBE
MH(POPMAIMOHHBIX
TEXHOJIOTHH C YYETOM
OCHOBHBIX TPeOOBaHUI
UH(POPMALMOHHON
0€30MaCHOCTH.

uHpOpManuu,

Ymemy:

pearupoBaTh Ha Pa3IUYHBIE YIPO3BI
UH(POPMALIMOHHOM Oe3omacHocTU
u IPUMEHSTh COBpPEMEHHBIC

TCXHOJIOTUHU AJIA €€ O6CCH€‘I€HI/I$I;
61a0emb HABLIKAMIU.

MNPUMCHCHUS, AHTHBHUPYCHBIX CHUCTCM
N CHUCTEM pacCliO3HaBaHUSA YIrpo3 H
aTak.

4. O0beM, CTPYKTYpPA U co/iep:KaHue TUCIUTLTHHBI
OO0mas TpyI0eMKOCTh JUCIUTIINHBI COCTABIISET 2 3a4eTHBIC €AMHUIIBI, /2 aKaJl. Jyaca.
Ounas popma

Ne
n/n

Tempbl (pa3aenni)
AMCIUTIIHHBI,
HX CO/lepKaHMe

Cemectp

Buabl yueOHbIX 3aHATHI,
BKJIIOYasi CAMOCTOSATEJIbHYIO
padoTy CTyeHTOB,

U UX TPYI0EMKOCTh
(B aKaieMHYeCKHUX 4acax)

®opMbI TEKy1LLET0
KOHTPOJIsA
yCIEeBaeMOCTH

®opma
MPOMeEKYTOYHOM
aTTrecTaluu
(no cemecmpam)

KonTakTHasi padora

JIEKINHU
MPaKTUYECKHUE

nabopaTopHbIe

KOHCYJIbTaI[U!
aTTeCTallMOHHbBIE
UCTIBITAHUS
CaMOCTOSITeIIbHAS
pabora

Paszgen 1

IIpaBoBbIe N 2 | 6
OpraHu3anMoOHHbIE
OCHOBBI
o0ecreueHus
uH(pOpMAITHOHHOMI
0e30macHOCTH B
Poccuiickoi
Denepanun

w

Tema 1.1

[IpaBoBBIE OCHOBBI 2 | 2
o0ecrieueHus
MH(pOPMAIMOHHOM
0€3011aCHOCTH

1 |Tect

Tema 1.2

3ammra 2 2
MIePCOHATBHBIX
JTAHHBIX

1 |Tect

Tema 1.3

OpraauzalluoOHHbIE 2 | 2
OCHOBBI O0ecTieueHust
MH(pOPMAIMOHHOM
6€30M1aCHOCTH

1 |Tect

6 mom yucae ¢ 20 u 6

3  |Bunmeoneknuu




J[OT

TEKCTOBbBIC
MaTepHaIbl
yueOHOTo mocoous,
NPE3CHTAIMH, TECT B
OVK B

DemidOnline
Pazgen 2 |ApxuTekTypa
KOMIbIOTEpPa
Tema 2.1 |Apxurekrypa Tect
KOMITBIOTEpA
6 mom uucie ¢ 30 u Buneonexunm
J[OT TEKCTOBBIC
MaTepHabl

y4aeOHOT0 1mocoous,
HpC3CHTaHI/II/I, TECT B
OVK B
DemidOnline

Paszgen 3

OcHoBbBI
HHG(popMaHOHHOM
0e30IacHOCTH B
onepanuoHHbIX
cucTreMax

Tect

Tema 3.1

Beenenue B
WH(POPMAITMOHHYIO
0€e30I1aCHOCTh
OTIEPAITMOHHBIX
CHCTEM

Tect

Tema 3.2

Nudopmanmonnas
0€e30I1aCHOCTh
OTICPAIMOHHBIX
CHCTEM CEMENCTBA
Windows

Tect

Tema 3.3

Nudopmanronnas
0€e30I1aCHOCTD
OTICPAIlHOHHBIX
CHCTEM CEMENCTBA
Linux

Tect

6 mom yuciae ¢ 30 u

J[OT

Bupeoneknun
TEKCTOBEIC
MaTepUalibl
yueOHOro nocoous,
MPE3EHTAlINH, TECT B
OVYK B
DemidOnline

Pa3znea 4

OcHoOBBI
uHpopMaLHOHHOH
0e30macHoOCTH B
JIOKAJbHBIX
BbIYHMCIUTEIbHBIX
ceTsixX

Tema 4.1

Bsenenue B
APXUTEKTYPY

Tect




JOKAJIbHBIX
BBIYHCITUTEIBHBIX
ceren
Tema 4.2 |CereBbie yrpo3bl U 2 |1 | 2 4  |Tect
METO/IbI
MPOTUBOICHCTBUS UM
Tema 4.3 |MexcereBbie okpanbl | 2 | 1 | 3 3 |Tect
6 mom uucie ¢ 30 u 3|3 11 |Buaeonekmuu
J[OT TEKCTOBEIC
MaTepUabl
y4eOHOr0 1nocoous,
MPE3CHTAIINH, TECT B
OVK B
DemidOnline
Paznen 5 |[Kpuntorpadpuueckun| 2 | 2 | 2 3
€ MeTOAbI 3alMThI
uHopMmanuu
Tema 5.1 |BBenenue B 2 2 2 3 |Tecr
Kpunrorpauueckue
METO/IbI 3aIIUATHI
nHdopmanuu
6 mom uucae ¢ 90 u 2 1 3 |Bunmeonexmun
/10T TEKCTOBEIC
MaTepuabl
y4eOHOT0 1mocoousl,
Mpe3eHTAlUH, TECT B
OVK B
DemidOnline
2 0,3 | 10,7 |3auger
Bcero 3a 2 cemectp 72 | 16 | 16 0,3 | 37,7
Bcero 72 |1 16 | 16 2 | 03| 37,7

Coaep:xkaHue pa3ejioB NIPOrpaMMbl JHCHUTLINHBI
«be3onacHocTb coBpeMeHHO MHGOPMAIIMOHHOM cpexe»

Pa3gen 1. IlpaBoBble U OpraHM3alOHHbIE OCHOBBLI oOecnmevyeHUsT MHGOPMAIMOHHOMN
O0e3onacHoctu B Poccmiickoii ®enepanun.

Tema 1.1. [IpaBoBbie OCHOBBI 0OecnieueHHss UH(POPMAIIMOHHOM 0€30TTaCHOCTH.

OcHoBHBIE mpaBa TpaxjaaH B chepe o0pabOTkM M 3amuThl HH(popMmanuu. OCHOBHBIE
NPUHLUIOBI TPAaBOBOTO PETYIMPOBAaHUS B 00JacTH 00paOOTKM M 3alUThl HH(OPMAIUH.
Nudopmanus. OcHOBHBIE CBOHCTBa 0€30MacHOCTH HHGOpMAIMU: KOH(PHIECHIMAIBHOCTD,
LIEJIOCTHOCTb, JOCTYIHOCTb. Buapl MHpOpManuu 1o mopsaKy AOCTyHma M paclpoCTpaHEHHs.
Orpannuenue jgocryna K uHpopmanuu. Bunel Taifn. OOnagarens  uHpoOpManuu.
Nudopmanmonnsle TexHojoruu. Mudopmarmonsusie cucreMsl. Omnepatop HHGOpMAIMOHHON
cucteMbl. 3amuta wuHpopmanmu. OOBEKTHl 3alUTHL. Buabl OTBETCTBEHHOCTH B cdepe
00pabOTKU M 3aIUTH HH()OPMAIIH.

Tewma 1.2. 3amura nepcOHANBHBIX TAHHBIX.




[lepconanbHble MaHHbIE W TPUHOMIBI WX OOpPaOOTKH. Buabl MepcoHATbHBIX JaHHBIX:
crienuanbHble, OMOMETpUYECKHE W OOLIeNOCTyNHbIe. YCIOBUS OOpabOTKH IEepPCOHAIBHBIX
nanneix. Cornmacue Ha 00pabOTKy MEpCOHATBHBIX MJaHHBIX. TpaHCrpaHWYHas Iepegada
NEPCOHANBHBIX JaHHBIX. [IpaBa cyOBEKTOB MEpCOHANIBHBIX JaHHBIX. Oneparop NepCOHATBHBIX
JaHHBIX U ero oOs3aHHOCTH. Mepbl oOecrieueHHss O€30MaCHOCTH IMEPCOHATIBHBIX JaHHBIX.
KoHTposbs 1 HaJ30p 32 BBITOJHEHUEM Mep Mo 00eCIeYeHUI0 0e30TIaCHOCTH. Y TOJTHOMOYCHHBIN
OpraH 10 3aIIUTe MpaB CyObEKTOB MEPCOHAIBHBIX TaHHBIX.

Tema 1.3. Opranu3anroHHBIE OCHOBBI OOeCTIeYeHUsT HHPOPMAMOHHONW O€30MTaCHOCTH.

Kakue Bompochl craBuT unHbopmannonHas 6ezonacHocTh? [locnenoBaTenbHOCTh ACHCTBUI
o 3amure uHpopmanuu. BpisBiaeHHe W aHanu3 MHPOPMALMOHHBIX aKTHBOB. DopMuUpoBaHUE
TpeboBaHui 1o 3ammuTe uHPopManuu. [logxoapl K MOJETMPOBAHUIO HAPYIIUTENIEH W Yrpo3
nHpopmaloHHONH Oe3omacHocTU. BpIOOp cpeacTB M METOAOB  3aliMThl  MH(OpPMaLUU.
Buenpenue cuctemsl 3aU1uThl HHGOPMALMU. DKCILTyaTallusi CHCTEMBI 3aIUThI HH(POPMALIUH.

Pa3nes 2. ApxurekTypa KOMIblOTEpa.

Tema 2.1. BBeaeHue B apXUTEeKTypy KOMIBIOTEPA.

[Tpomeccoprl. OcHOBHas (KdII W OMNEpaTWBHAsA) TaMsATh. BcrmomorarenbHas MamsTh.
VYcerpoiicTBa BBOIa-BbIBOIA (ITMHBI, MOHUTOPHI, KJIABHATYPHI M MBIIITH, BeO-KaMepbl, TPUHTEPHI).
[lepcoHanbHbIe KOMIBIOTEPHI 1 MOOHMIIbHBIE YCTPOMCTBA.

Pasznen 3. OcHoBbI HHPOPMAIMOHHOM 0€30MMACHOCTH B ONEPALMOHHBIX CHCTEMAX.

Tewma 3.1. BBenenue B nHGOPMAIMOHHYIO O€30MTaCHOCTD OTIEPAIIMOHHBIX CHCTEM.

O6mmit cmoco6 xpaHeHuss U 0o0paboTkuM wHpOpMaMK B KomImblotepe. [loHsTHS
omnepanuoHHON u (¢aitnoBoil cucreM. CyObeKTbl, OOBEKTHI, METOAbl M IIpaBa JIOCTYIIA,
MPUBWIETHH CcyObekTa JocTyna. JIMCKpenMOHHOE YIpaBlIeHHE JOCTYIOM, MaHIaTHOE
ynpaBjeHue noctynoM. Maentudukanus, ayreHTUGHUKAus U aBTopu3anus. AyreHTHhUKaIus
Ha OCHOBE MapoJiel, Ha OCHOBE BHELTHUX HOCHUTENEH Kiltoua, OnoMeTpruyeckas ayTeHTH(PUKAIUS.

Tema 3.2. UadopmannonHas 6€30IacHOCTb ONEPAMOHHBIX cHcTeM cemeiictBa Windows.

VYrpaBieHue TO0CTYIIOM B ONEpPAIIMOHHBIX crcTeMax cemeiictBa Windows. Unentudukanus,
ayTeHTH(DUKAIMsI ¥ aBTOPU3AIIKs B ONEPAIIMOHHBIX cucTeMax cemeiictBa Windows. Peanuzarust
ay/iuTa B OMEPAIMOHHBIX cucTeMax cemeiicta Windows.

Tema 3.3. UadopmarimorHas 6e30MacHOCTh ONEPAIMOHHBIX CHCTEM ceMeicTBa Linux.

VrpaBieHue JOCTYIIOM B OMEPAIMOHHBIX CHCTeMax cemeiictBa Linux. Mnmentudukamus,
ayTeHTH(UKAIMS W aBTOPHU3AlUsA B OIEPAMOHHBIX CHCTeMax cemeiictBa Linux. Peanmzarust

ayJuTa B OIICPpAMOHHBIX CUCTCMAX cemeiicra Linux.

Pa3znen 4. OcHoBBbI HHPOPMALMOHHOI 0€30MACHOCTH B JIOKAJbHBIX BHIYHCIUTEIbHBIX
ceTfX.

Tema 4.1. BBenienue B apXUTEKTypy JIOKAIbHBIX BEIYUCIUTENBHBIX CETEH.



JlokanbHble BbluncauTenbHbie ceTH. Mogens [ISO/OSI.  ApxurekTtypa W OCHOBHBIC
MIPOTOKOJIBI JIOKATBHBIX BEIYUCITUTEILHBIX CETCH.

Tema 4.2. CereBble yrpo3bl U METO/IbI IPOTUBOAECHUCTBUS UM.

Krnaccudukanuu cereBbIX yrpo3, ysa3BUMOCTeW W arak. CeTeBbIe aTakd Ha PA3IMIHBIX
ypoBHsix Moxenu |SO/OSI. Knaccudukaims BpeJOHOCHOTO MPOrPaMMHOIO OOECHCUCHUSI.
[Tpu3HaKH MPUCYTCTBUS BPEJOHOCHOTO MTPOTPAMMHOTO oOecnieueHus. MeTo b1 0OHapyKEeHUSI.

Tema 4.3. MexxcereBble KpaHbI.

MexcereBbie skpanbl (M3). Mecto u poas MD B obecriedeHUM ceTeBON O€30MacHOCTH.
Knaccudukamus MD. OcHoBHBIE BO3MOXXHOCTH MD. JlocTromHcTBa W HeAmocTtatku MDO.
[TocTpoenue nmpasui GuUIbTpaLIUK.

Pa3nen 5. Kpunrorpagudeckue MeTobl 3a1iUThI MHpOpMALUM.
Tema 5.1. BBenenue B kpunrorpaduyeckiue METOAbI 3alUThl HHPOpPMAIUH.

Uctopuueckuit ouepk pa3Butusi Kpunrtorpaguu. CumMMmeTpuyHass M acUMMETpUYHas
kpunrorpadus. BrerauciuTensHO CIOXKHBIE 3amadd maremMaTwku. Kpunrocmcrema RSA.
[Tonsitne kpuntorpaduueckoro mnporokosa. CBOICTBA MPOTOKOJOB, XapaKTEpU3YIOLIUE HX
6e3omacHOCTb. CxeMbl IU(PPOBOI MOANUCH.

5. O6pa3oBare/ibHbIe TEXHOJIOTHH, B TOM YHCJIe TEXHOJIOTHH 3J1eKTPOHHOT0 00yYeHHs 1
AUCTAHIMOHHBbIE 00pa3oBaTe/ibHbIe TEXHOJIOTHH, HCI0JIb3yeMble MPU OCYLeCTBICHUHN
00pa3oBaTeIbHOIO NMpolecca Mo JUCHUIINHE

B mporecce 00y4eHust HCTIONB3YIOTCS CIEIyIONIe 00pa3oBaTeIbHbIC TEXHOIOTHH:

AxaneMuvecKkasi JJeKIusi (WK JIEKIUs 00IIero Kypca) — mocjieZioBaTelIbHOE U3JI0KCHHE
MaTepualia, OCYyHIECTBISEMOE MPEUMYIIECTBEHHO B BHJAEC MOHOJIOTA  IPEIOIaBaTelsl.
TpeGoBanusi K akKaJeMUYECKOH JIEKIUH: COBPEMEHHBIH HAy4YHBI YPOBEHb M HACBHIIICHHAS
WHPOPMATUBHOCTh, YOCIHWTENbHAs apryMEHTallUsl, IOCTYIHAasi M TIOHSATHAas pedb, 4YeTKas
CTPpYKTypa ¥ JIOTHKA, HAJMYME SIPKUX TMPUMEPOB, HAYYHBIX JIOKa3aTeIbCTB, OOOCHOBAHHIA,
(hakToB.

IIpobnemuas JieKHUsi — W3JI0KCHUE MaTepuaia, IPEANOJIAraloniee MOCTaHOBKY
NpoOJIEMHBIX W JMCKYCCHOHHBIX BOIIPOCOB, OCBCIICHHE pPa3IMYHBIX HAYYHBIX IOJIXOJIOB,
ABTOPCKUE KOMMEHTAPHH, CBS3aHHBIC C PA3JIMYHBIMH MOJEIISIMA HWHTEPIPETAIIMUA HU3y4aeMOIO
Matepuaia. [IpoOieMHas JIeKIKsl HAUMHACTCS C BOIPOCOB, C IOCTAHOBKH MPOOJIEMBI, KOTOPYIO B
X0JIe HM3JIOKEHUs MaTepualia HeoOXOJUMO pelIuTh. B JeKIuu coyeraroTcss MpoOJeMHBIC H
uHpopMalMOHHbIe Havayia. [Ipu 3TOM Tpollecc MO3HAHUS CTYJACHTOB B COTPYIHHYECTBE U
JMaNioTe ¢ TperojaBareieM MpUuOImKaeTcss K MOUCKOBOM, MCCIEIOBATENbCKONW ESTENbHOCTH.
Cogmepxanrie TpoOJEMBI PpPACKpPBIBAa€TCA IIyTeM OpraHU3allid TOWCKa €€ pelIeHUs WiIu
CYMMHUPOBAHUS U aHAIHM3a TPAAUIIMOHHBIX U COBPEMEHHBIX TOUEK 3pEHUSI.

IIpakTHyeckoe 3aHsATHE — 3aHATHE, TIOCBAIIEHHOE OCBOCHUIO KOHKPETHBIX YMEHHH U
HABBIKOB U 3aKPETICHUIO TONyYSHHBIX Ha JIEKIIMU 3HAaHUH.

DneKTpoHHBINH yueOHbII Kypc «be30macHOCTh B COBpeMeHHOW MH(OPMAIIMOHHOM cpenie» Ha
wiatgopme oHnaitH-00yuenust DemidOnline, B koTopoMm:

— TpeJCTaBJIEHbl BUJCO-JIEKLIUI 110 BCEM TeMaM JUCHUIUINHBI U MPE3EHTALUHU K HUM;

— TIpe/CTaBJIEHbI TEKCTHI JIEKLUH 110 BCEM TeMaM JUCIUILTUHEI;



— HOpCACTABJICHBI ITpaBUJia IPOXOXKIACHUS HpOMe)ICYTO‘{HOfI aTTeCTalluM 110 JUCIUIIIINHE,

— OpeACTaBJICHbI TECTbI 1O TEMaM AOUCHUIUIMHBI  IJIA CaMOCTOSATEIILHOU pa6OTBI
oOyJaronmxcs;

— mocpeAcTBOM  ¢GopyMa  OCYIIECTBISIETCS CHHXPOHHO€ U (WIM) aCHHXPOHHOE
B3aUMOJICHICTBUE MEXIy O0O0yJarollMMHCS M IpEenojaBareleM B paMKaxX H3Yy4eHUs
JUACLUILINHBI.

6. [lepeyeHsb JIMIEH3MOHHOTO W (WJIH) CBOOOJAHO PACHPOCTPAHAEMOr0 MNPOrPaAMMHOIO
o0ecrnevyeHns, MCIOJIb3YyeMOI0 INPH OCYIIECTBJIEHHMH O00pa30BaTe/IbHOr0 Impolecca Mo
AUCUMIIHHE
B mporiecce ocymiecTBieHust 00pa3oBaTEIBHOTO MPOIIECCa UCTIOIB3YIOTCS:
— MporpaMMHOE oOecriedeHue JUIsi CO3JaHWs MW JIEMOHCTpPAlMM  IPEe3eHTAluH,
WJLTIOCTPAIMHA U IPYTUX YIeOHBIX MaTepHAIIOB:
— Microsoft Windows (B cocraBe Microsoft Imagine Premium Electronic Software
Delivery);
— Microsoft OfficeSTD 2013,
— Virtual Box (cBo6oaH0 pacnpoctpansemoe I10);
— Ubuntu (cBo6oano pacipoctpansemoe I10);
— Kali Linux (cBob6oamo pacrnpoctpansiemoe I10).
— s mnoucka yueOHOM muTeparypsl Oubmmoreku Spl'Y — ABTOoMaruzupoBaHHas
oubnmoteunas napopmannonnas cucrema «bYKNU-NEXT» (ABUC «byku-Next»);
— IIpH NPOBEJECHUU JIEKLUN HCIIOJIB3YIOTCA MYJIbTUMEIUIHbBIC IPE3EHTALINY;
— TIpU MNPOBEJECHUU JIA0OPATOPHBIX PabOT MCIHOJB3YIOTCS CpPEACTBA BBIUUCIUTEIBHON
TEXHUKH, TOAJEPKUBAIOIINE IEPEUUCIIEHHOE IPOrpaMMHOE o00ecriedeHue.

7. IlepeyeHb coOBpeMeHHBIX NPO(ecCHOHAJIbHBIX 0a3 JaHHBIX W HH(OPMAUMOHHBIX
CIIPABOYHBIX CHCTEM, HCIOJIb3YeMbIX NIPH OCYLLeCTBIEHUH 00pa30BaTeJbLHOI0 Mpolecca 1o
AUCHUILINHE

1. dnexkrponnbie katajgoru Hb SpI'y

(http://www.lib.uniyar.ac.ru/opac/bk_cat find.php) comepxkat 6ubarorpadudeckue 3anucu
BCEX BHUJOB JOKYMEHTOB, COCTABIISIIOIIMX (OHA OMOIMOTEKH, Ha PYCCKOM M HHOCTPAHHBIX
SI3bIKaX.

2. dnekTpoHHAas1 0ub/IHOTeKa yueOHbIX MaTepuaJioB Spl'yY

(http://www.lib.uniyar.ac.ru/opac/bk_cat find.php) comepxur ©6omee 2500 mOIHBIX
TEKCTOB y4eOHBIX M y4eOHO-METOJAMYECKUX MAaTepHalloB IO OCHOBHBIM H3y4aeMbIM
TUCHMIUIMHAM, W3JaHHBIX B yHUBepcuTere. JlocTym B CeTH YHUBEpPCHTETa, JHUOO IIO
JIOTUHY/TIapOJIIO.

3. CnpaBouyHo-nipaBoBas cucremMa « KoHcyJIbTaHTILIIOC»

(https://www.consultant.ru/) CIIpAaBOYHO-NIPAaBOBasl CHCTEMa IO 3aKOHOJATCIbLCTBY
Poccuiickoit ®enepanuu.

4. CnpaBouHo-npaBoBasi cucrema «['apanT»

(http://www.garant.ru/)  crnpaBOYHO-TIpaBOBas  CHCTeMa IO  3aKOHOJIATEIbCTBY
Poccuiickoit denepanuu.

8. [lepeyeHb, OCHOBHOW M [ONMOJHHUTEJILHOH Yy4eOHOW JHUTepPaTypbl, pecypcoB
HH(POPMAIMOHHO-TEJIEKOMMYHUKANNMOHHO ceTn «HMHTepHeTr» (IpM HEOOXOAMMOCTH),
PeKOMEHYyeMBbIX VISl OCBOCHUS M CHUIIIHHBI


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://www.consultant.ru/
http://www.garant.ru/

a) OCHOBHAasI JIMTepaTypa

a) OCHOBHAasI JIMTEepaTypa

1.

BbezomacHocTh B coBpeMeHHOH nH(popMannoHHOU cpene. Yacte 1: yuebHOE mocobue.
B.H. Kusazes, I.M. Mypun; fApocn. roc. yu-t um. ILI. Jlemunosa. - fpocnasiib:
NHJAWT O, 2021. — 158 c. [https://e.lanbook.com/book/75150]

Horanun, H. b. Apxurektypa kommetotepa : yaebHoe nocodue / H. b. loragun. —
4-e u3n. — Mockaa : JlabopaTtopust 3nanui, 2020. — 274 c.

by3a, M. K. Apxurekrypa kommbiotepoB : yueOHuk / M. K. by3a. — Munck :
Bermsitmas mkosa, 2015. — 414 c. [https://e.lanbook.com/book/75150]

ComoneBny, A. B. Kommbtorepusie cetn : yueOnuk / A. B. CononeBnd. — MHuHCK :
PUIIO, 2021. — 208 c. [https://e.lanbook.com/book/194950]

Pakutun, P. FO. Komnbiotepusie cetu : yuebHoe nocodue / P. FO. Pakutun, E. B.
MockaneHko. — bapuayn : Antl'T1Y, 2019. — 340 C.
[https://e.lanbook.com/book/139182]

Kopxuk, B. M. OcHoBbl kpunrorpaduu : yuebnoe nocodbue / B. U. Kopxuk, B. A.
SAxoBneB. —  Caukr-IlerepOypr : Unrepmemus, 2017. — 312 c.
[https://e.lanbook.com/book/161359]

0) I0MOJTHUTEJIbHAS JIUTEepaTypa

0) I0MOJTHUTEIbHAS JIUTEepaTypa

1.

Koncturynusa Poccuiickoii ®depeparuu: [MpuHITA BCEHAPOIAHBIM TOJIOCOBAHUEM
12.12.1993 ¢ usmeHeHUsAMH, OJIOOPEHHBIMU B X0JI€ OOIIEPOCCUUCKOTO TOJI0COBAHMS
01.07.2020]. — HocTyn u3 CrpaBOYHO-TIPABOBOM CHCTEMBI «KOHCYIBTAaHTILIIOCY. —
TeKCT: ANEeKTPOHHBIN.

VYronosueiii koaekc Poccuiickont ®@enepaunn: denepanbubiii 3akoH oT 13.06.1996
Ne63-®3: [mpunsat TocymapctBennonr [ymoii 24.05.1996]: (¢ u3MEHEHUAMH |
JOTIOTHEHUSIMU ). — Hocryn u3 CIPaBOYHO-IIPaBOBOM CUCTEMBbI
«KoHCynpTaHTILIIOC». — TEeKCT: 3JIeKTPOHHBIMN.

Konmekc Poccuiickoit ®Deaepanun 00 aIMUHHUCTPATHBHBIX IPABOHAPYIICHUSX:
®enepanbubiii 3ak0oH 0T 30.12.2001 Nel95-®3: [mpunar 'ocynapcrBennon ymoi
20.12.2001]: (¢ wu3MeHEeHUSAMH M JOMOJHEHUsMHU). — JlocTym W3 CHpaBOYHO-
paBoBOM cucteMbl « KOHCYNbTaHTIUIFOCY). — T €KCT: 31E€KTPOHHBIM.

Tpynosoit konekc Poccuiickoit ®enepanuu: denepanbubiii 3akoH ot 30.12.2001
Nel97-®3: [mpunst ['ocymapctBennoit ymoit 21.12.2001]: (¢ u3MeHEHHSIMH U
JIOTIOTHEHUSIMU ). — Hoctyn u3 CIPaBOYHO-IIPABOBOM CUCTEMBI
«KoncynpranTmmoc». — TeKCT: 3MeKTPOHHBIH.

®enepanbhblii 3ak0H 0T 27.07.2006 Ne149-03 «O6 undopmanmu, nHGOPMAIUOHHBIX
TEXHOJOTUSIX M O 3amure wuHpopMmammm»: [npuHsaT [ocymapcrBenHou Jymoi
08.07.2006]: (c wu3MeHEHUsAMH M JONOJHEHusMu). — JlocTynm U3 CHpaBOYHO-
paBoBOi cucteMbl «KOHCYNbTaHTIUIIOCY). — T €KCT: 37E€KTPOHHBIM.

®enepanbHblil 3ak0H 0T 27.07.2006 Nel152-D3 «O nepcoHanbHbIX JaHHBIX»: [[IPUHAT
locynapctBennoii ymoit 08.07.2006]: (¢ u3MeHEHUSMU W JOMOJHEHUSMH). —
Joctyn wu3 copaBo4HO-TIpaBoBOMl cucteMbl «KoHcynbTanTIuiOC». —TeKCT:
JJIEKTPOHHBIN.

[Tonoxenune o mopsake oOpamieHusl co CIyXeOHON WHpOpMalel OrpaHHYEHHOTO
pacnpocTpaHeHuss B (QelepalbHBIX ~ OpraHax  HCIOJHHUTENIhHOW  BIIACTH,
YIOJIHOMOYEHHOM OpraHe VIpPaBJIEHUsS HCIOJIb30BAHUEM AaTOMHOW SHEPrUu U
YIOJIHOMOYEHHOM OpraHe 10 KOCMHUYECKON JEeATEIbHOCTH». [YTBEPKIACHO
IlocranoBnenuem IlpaBurensctBa Poccuiickoit @enepaunu ot 03.11.1994 Nel233]:



10.

11.

12.

13.

14.

15.

16.

17.

(C M3MEHEHMSIMM U JONOJHEHUsIMHU). — JloCTyn U3 CIpaBOYHO-IIPAaBOBON CHCTEMBI
«KOHCYnbTaHTILIIOC». — T €KCT: 3JIEKTPOHHBI.

TpeboBanust K 3amuUTe MEPCOHATBHBIX JAaHHBIX MpH UX 00paboTke B
MH(POPMAIMOHHBIX cUCTEMax [IEPCOHAIbHBIX JTAHHBIX: [ yTBEpXKIECHbI
IToctanoBnenuem IlpaBurensctBa Poccuiickoit @enepaunn ot 01.11.2012 Nel119].
— JHoctyn wu3 cnpaBouyHO-nipaBoBOor cucteMbl «Koncymprantnlliroc». —Tekcr:
JJIEKTPOHHBIH.

[lepeuenr Mep, HampaBJIEHHBIX Ha OOECleYeHUE BBINOJHEHUS OOsA3aHHOCTEH,
npenycMoTpeHHblx  dDenepanbHbiM  3aKOHOM  «O  MEpPCOHAIBHBIX JIAHHBIX» U
NPUHATBIMU B COOTBETCTBUM C HHUM HOPMAaTUBHBIMM IIPaBOBBIMHM  aKTaMH,
oIepaTopaMu, SIBJISIFOIIMMHUCS FOCYIapPCTBEHHBIMU UJIM MYHUIMIIAIbHBIMU OpraHaMHu:
[yrBepxaen IlocranoBnenuem IlpaBurensctBa Poccuiickoit ®enepauun ot
21.03.2012 Ne211]: (c u3MEHEHUSIMU U JTONOJHEHUsIMH). — J[OCTYN M3 CIpaBOYHO-
npaBoBo# cuctemsbl «KoHcynpTanTnllmocy. —TeKCT: 3IeKTPOHHBIM.

[Tonoxenne 00 0coOGeHHOCTAX 00PabOTKU MEPCOHATBHBIX JTAHHBIX, OCYILIECTBISAEMO
0e3 HCMNOJB30BaHUS CPEICTB aBTOMaTW3auMu: [yTBepkaeHo IlocraHoBieHueM
[IpaBurensctBa Poccuiickoit ®enepannn ot 15.09.2008 Ne687]. — Joctyn wu3
CITPaBOYHO-TIPaBoBOM cucteMbl «KoHcynpTanTnlImoc». —TeKCT: AIeKTPOHHBIN.
TpebGoBaHus K MaTepHaJIbHBIM HOCUTENSIM OMOMETPUYECKUX MEePCOHAIBHBIX JaHHBIX
U TEXHOJOTHSM XpaHeHHs TaKuX [JaHHBIX BHE HWH(OPMALMOHHBIX CHCTEM
MEepCOHANbHBIX  JaHHbIX:  [yrBepxkaeHo  [locranoBnenuem  IlpaBurtenncTBa
Poccuiickoit @enepannu ot 06.07.2008 Ne512]: (¢ u3BMEHEHUAMHU U JOMOJHEHUSMU).
— Hoctyn wu3 cnpaBouyHO-tipaBoBOoi cucteMbl «Koncymprantnllitoc». —TekcT:
3JIEKTPOHHBIM.

Meroanueckue pPEKOMEHJAUUH MO YBEIOMJICHUIO YIIOJHOMOYEHHOIO OpraHa o
Hayasie oOpaOOTKM NEPCOHAIBHBIX JAHHBIX W O BHECEHHMM M3MEHEHHMH B paHee
MpEJICTaBICHHBIE CBENCHUS: [yTBEpkKIAeHbI TpukazoM Pockomuaazopa ot 30.05.2017
Ne94]: (¢ wm3MeHeHHMsIMH W JOTIOJHEHUsSIMH). — J[OCTynm W3 CIpaBOYHO-TIPABOBOM
cuctemsl «Koncynprantnllimrocy. —TeKcT: 3eKTpOHHBIM.

TpeGoBanust 1 MeToAbI MO OOE3TUUYUBAHUIO MEPCOHATBHBIX TAHHBIX: [YTBEP>KICHBI
npukazoM Pockomuamzopa ot 05.09.2013 Ne996]. — Jloctynm u3 cCHpaBOYHO-
npaBoBoi cuctembl «kKoHcynpTanTnllmocy. —TeKCT: 37eKTPOHHBIMN.

CoctaB M colepKaHUE OPraHU3alMOHHBIX M TEXHUYECKHUX MeEp IO OOECHeueHUIo
0€30MacHOCTH TMEepPCOHANBHBIX MTaHHBIX HpU HUX 00paboTKe B HH(POPMAIMOHHBIX
CHUCTeMax TMEePCOHANBHBIX NaHHBIX: [yTBepxkaeHbl npukazom PCTIK Poccum ot
18.02.2013 No21]: (c u3MeHEHUSIMH U AOMOJHEHUsMHU). — JlocTynm U3 crpaBOYHO-
npaBoBoii cucteMbl «KoHcynbranTnllmtoc». —TeKkceT: 3JeKTPOHHBIM.

bazoBas Mozaens yrpo3 06e30MacHOCTH MEPCOHANBHBIX JaHHBIX MPH UX 00paboTKe B
MH(OPMALIMOHHBIX CHCTEMaxX IIePCOHANBHBIX MaHHBIX (Beimucka): [yTBepxKiaeHa
3amectutenem aupekropa @CTIK Poccun 15.02.2008]. — Hdoctyn u3 crnpaBOYHO-
npaBoBoii cucteMbl «KoHcynbranTnllmtoc». —TekceT: 37eKTPOHHBIM.

Metoauka omnpeAeseHns aKTyalbHBIX yrpo3 0€30MacHOCTH NEePCOHANbHBIX JaHHBIX
npu ux o0paboTke B HHGPOPMALMOHHBIX CHUCTEMax NEPCOHAJBHBIX JAHHBIX:
[yrBepxkaeHa 3amectuteneM aupexkropa @CTOK Poccun 14.02.2008]. — [docrtymn u3
CIpaBOYHO-NIPaBoBOM cucTeMbl «KoHcynpTanTnIlmroc». —TeKCT: 21eKTpOHHBIN.
CoctaB U cojep)kaHue OPraHU3alMOHHBIX M TEXHHYECKUX Mep MO O0OeCledYeHHUIo
0€30IaCHOCTH TEPCOHANIBHBIX JAHHBIX NPH HUX 00paboTKe B HHGPOPMALMOHHBIX
cucTeMax MepPCOHAIBHBIX JAHHBIX C MCIOJIb30BAHHEM CPEJICTB KPUMITOTpapuuecKon
3amUThl  MHGpOpPMAlKMK, HEOOXOJUMBIX Ui  BBINOJHEHUS  YCTAHOBJIEHHBIX
[IpaBurensctBoM Poccuiickoit @enepanuu TpeOoBaHUN K 3aluTe MEPCOHATBHBIX
JAHHBIX IS KaKJIOTO0 M3 YpOBHEH 3alMILEHHOCTH: [yTBepxkaAeHbl npukazom PCb



Poccun or 10.07.2014 Ne378]. — Jloctynm u3 CHpaBOYHO-IIPABOBOM CHCTEMBI
«Koncynprantnllimroc». —TeKCT: 3JIeKTpOHHBIN.

18. Meronnveckue peKOMEHIAIMKM IO pa3padOTKe HOPMATHBHBIX IPABOBBIX AaKTOB,
OTIPENICNAIONIUX YIPO3bl OE30MaCHOCTH TMEPCOHATBHBIX JAHHBIX, AKTyaJbHBIC HpPU
00paboTKe MepCcOHANBHBIX JAHHBIX B MH(OPMAIMOHHBIX CHCTEMAax MEPCOHATBHBIX
JAHHBIX, OKCIUIyaTUPYeMBIX TIpU OCYIIECTBICHHHM COOTBETCTBYIOIIMX BHJOB
JesTenbHOCTH: [yTBepkaeHbl pykoBojacTBoM 8 Llentpa @CB Poccum 31.03.2015
Ne149/7/2/6-432]. — Hoctyn u3 CIPaBOYHO-TIPABOBOM CHCTEMBI
«Koncynprantnllimroc». —TeKCT: 2JIeKTpOHHBIN.

19.TOCT P 51275-2006 3amura unpopmanmu. O0bekT uHpopMaTH3anuu. DakTopsl,
BO3/CHcTBYOmMMKE Ha HHpopmanuio. O0mue nojgoxenus. — JlocTyn U3 CripaBOYHO-
npaBoBoii cuctembl « TEXOKCIIEPT). —TekcT: aneKTpOHHBIH.

20. dnenoB, M.E. Linux rmazamu xakepa. 5-¢ usa. / MLE. ®nenos. — CII6. : BXB-
[TerepOypr, 2019. —416 c.

21. JlaB, P. Linux. CucremHoe mporpammupoBanue. 2-¢ u3a. / P. JlaB. — CII6. : [Turep,

2014. — 448 c.
22. Yopn, b. Bayrpennee ycrpoiictBo Linux. / b. Yopa. — CII6. : TTutep, 2016. — 384
c

23. Yosifovich, P. Windows Internals Seventh Edition. Part 1 / P. Yosifovich, A. lonescu,
M.E. Russinovich, D.A. Solomon. — Microsoft Press, 2017. — 784 p.

24. Intel 64 and 1A-32 Architectures Software Developer’s Manual [DnekTpoHHBIH
pecypc] — DnexTpoH. TekcToBble AaH. —Ilocinennee obnoBnenue : 16.11.2020. —
Pexxum moctyma: https://software.intel.com/content/wwwi/us/en/develop/articles/intel-
sdm.html.

9. MaTepuajibHO-TeXHUYECKas1 6a3a, HEOOXOAUMAs /IS OCYIIECTBJIEHUS
0o0pa3oBaTeIbHOIO NMpolecca Mo JUCHUIINHE

MarepuanbHO-TeXHUYECKass 0a3za, HeOOXoauMas I OCYIIECTBICHUS 00pa30BaTEIHHOTO
mpolecca o AUCHUILTMHE BKIIOYAeT B CBOI COCTaB CelMaIbHbIe TOMEIECHHS:

-y4eOHbIe ayAUTOPHUHU TSI IPOBEICHUS 3aHATUHN JIEKIIMOHHOTO THUIIA;

-y4eOHbIe ayAUTOPUU Ui MIPOBEICHUS J1TaOOPATOPHBIX PabOT, OCHAILIEHHBIE CPEACTBAMHU
BBIYMCIUTEIBHON TEXHUKU, MOJJIEP>KUBAIOIIMMHU IPOrpaMMHOE oOecreueHue, ykazaHHOE B
MYHKTE 6;

- yueOHbIE ayIUTOPUHU IJIs1 TPOBEACHUS TPYNIIOBBIX U MHIUBUAYATbHBIX KOHCYIbTAIIHIH;

- y4eOHbIE ayIUTOPUU JUISI TIPOBENCHHS TEKYIIEro KOHTPOJS W MPOMEKYTOUHOMN
aTTecTaluu;

- IIOMEIICHHUSI JUISI CaMOCTOSTEIbHON PabOTHI;

- TIOMEMIICHMs] JJIs XpaHeHHs M MNPOPUIAKTUYECKOTO OOCTYKUBaHUS TEXHHUYECKHUX
CpeacTB 0Oy4YeHHUSI.

[Tomemienus Uis caMOCTOSTENBHON pabOThl 00YYAIOMIMXCS OCHAIEHBI KOMIIBIOTEPHOU
TEXHUKOW C BO3MOXXHOCTBIO MOAKIIOUEHUs: K ceTu «MHTepHeT» U obecrneyeHHeM J0CTyla B
ANEKTPOHHYIO HH(OPMAIIMOHHO-00pa30BaTENBbHYIO CPely OpraHU3aIiu.

Uncno mocagouHbIX MECT B JIGKIIMOHHOW ayAMTOpUH OO0JIblIe JUO0 PaBHO CIIHMCOYHOMY
COCTaBy MOTOKAa, a B ayAUTOPUM MAJSl MPAKTUYECKHX 3aHATHH (CEMHHApOB) — CIHUCOYHOMY
COCTaBY IPYIIBI 00YJarOIIUXCS.
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IIpunoxenne Nel k padoueil nporpaMmMe JUCHUNINHBI
«be30MmacHOCTh B COBPeMeHHOIl HH(OPMALIMOHHOH cpeae»

D oHJ OLIEHOYHBIX cpeacre
AJISL MPOBEACHUSA TeKleIeﬁ H l'[pOMe)KyTO‘IHOi/i aTTreCcTallum CTYyJICHTOB
mo JTMCHUIIJIMHE

1. TunoBble KOHTPOJIbHBIC 3aJaHUSI UJIKM UHBIC MaTEepUaJibl,
H006XOIll/lele AJIsi OHCHKH 3]—[31—[1/[17[, yMeHHﬁ, HAaBbIKOB U (PI.TI]/I) onbITa AeATCJIbHOCTH,
XapaKTEePU3yrouuXx 3Talbl (l)Ole/IPOBaHHﬂ KOMIIeTEeHIIMii

1.1 KOHTpOJ’ILHbIe 3a/IaHUA U HHBIEC MaTepHuaJbl,
HCII0JBb3YEMBIE B IPOLIECCE Telcymeﬁ aTTreCcTanumu

Tect no Teme 1.1 [IpaBoBbIe 0CHOBBI 00ecnieueHusi THGPOPMAIIMOHHON 0€30MACHOCTH

Kakue mosnoxeHus, cBs3aHHbIE C BONpocaMu 0OpaOOTKM MH(GOpPMAIMHU, 3aKPEIUICHbI B
Koncrurynuu Poccutickoit ®enepannun?

a) [IpaBo Ha HEMPUKOCHOBEHHOCTH JIMYHON U CEMEHHOM TalHBI.

6) [IpaBo Ha 00pabOTKY 1000 MHDOPMALINH JTFOOBIM BO3MOMXHBIM CITIOCOOOM.

B) 3anpeT Ha 00pabOTKy HH(POPMAIIK O YaCTHOM KU3HU JIMIIA O3 €ero coryiacusl.

r) [IpaBo Ha mosyyeHue rpaxaaHaMu J0MycKa K TOCyJapCTBEHHO TaliHe.

Kakue Buapl uHpopManuu o0s3aTeabHO TpeOyercs 3aluiiaTb B COOTBETCTBHHM C
3akoHo1aTenbcTBOM Poccuiickoit denepanmu:

a) Muadopmarus a1 cmyxeOHOTO MOJIh30BAHUS.

0) IlepconanbHbIC TaHHBIE.

B) ['ocymapcTBeHHas TaiiHa.

r) BpaueOnas taiina.

n) Bce nepeuncnennsie.

B cootBerctBuu ¢ ®enepanbHbiM 3akoHOM «0O0 uHbopmanmu, MHGOPMAIUOHHBIX
TEXHOJIOTUSX U 3aiiuTe nHopManumn» nHopmanus — 3To:

a) JIroOble naHHble, peAcTaBIeHHbIE HA MATEPHAIbHOM HOCHUTEIIE.

0) CBenenus (cooOIIeHUS, JAHHBIC), HE3aBUCUMO OT (DOPMBI UX TIPEICTABICHHUS.

B) He sneprus u ne marepusi.

r) CBeneHus, BOCIpPUHUMAEMble YEJIOBEKOM M (WJIM) CHELMAIbHBIMU YCTPOICTBAMU
KaKk oOTpakeHHe (PAKTOB MaTepuaibHOrO WJIM JYXOBHOTO MHpa B Ipolecce
KOMMYHHKAIIH.

UTo W3 mepedyrclIeHHOr0 MOXHO paccMaTpuBaTh Kak 0a3y JaHHBIX B COOTBETCTBUU C
3akoHOoJIaTeNbcTBOM Poccuiickort denepannmu:

a) EXCEL Tabnuiy ¢ ynopsiioueHHO# U CTPYKTypUPOBAHHON MHPOPMAITUEH.

0) ®aiin popmara DOC, B KOTOPOM CO3/1aH CIIHUCOK CIIyIIATENEH ITOM MPOrPaMMBI.

B) Kaproteky peructpaTypbl yUpexIeHUs 31paBOOXPaHEHHUS.

r) Bee nepeuncrnennsle.

LenocTHOCTH MHpOPMALIUU — ITO:

a) OO0si3aTenbHOE JUIS BBIMOJHEHHS JMIIOM, MOJTYYUBLUIMM JOCTYN K ONpEAETICHHOM
uHpopmanuy, TpeOoBaHHE HE NEpeAaBaTh TaKyl0 HH(POPMALUIO TPETbHM JHLaM 0e3
coryacus ee o0najarens.

6) CocrosiHue nHpOpMaILUH, IPH KOTOPOM OTCYTCTBYET JII000€ €€ U3MEHEHUE b0
M3MEHEHHE OCYILIECTBISETCA TOJILKO MPEeTHAMEPEHHO CYOBeKTaMM, UMEIOIIMMH Ha HETro
IpaBo.

B) Bo3MOXHOCTH MoJTydeHrs: HHGOPMAIUU U €€ UCIIOIb30BaHUSL.

Ha reppuropuu Poccutickoit @enepannu 3anpelieHo pacupoCcTpaHeHHUe:
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7.

8.

9.

a) Mndopmanmu, KoTopasi HarpapyieHa Ha IPOTarany BOWHBL.

6) KomMmepueckoii TaifHbIL.

B) MHdopmanum, KoTopas HanpaBiieHa Ha Pa3)KUTaHUE PEIIMTHO3HOW HEHABUCTH.

r) [lepcoHanbHBIX JaHHBIX.
I'pakJaHWH WK IOPUIMYECKOE JIUIIO, OCYIECTBIISIONINE eI TEIBHOCTD MO SKCIUTyaTalliH
MH()OPMAIIMOHHON CHCTEMBI, B TOM YHCIIE 10 00paboTke nH(DOPMALIUU, COIEPKAICIHCS B
ee 0a3ax JaHHBIX — ATO:

a) O6mnanarenb nHOOPMAIIHH.

0) Oneparop nHGOPMAIMOHHOW CUCTEMBI.
Ecnu He onpeneneno HHOTO, OnepaTopoM HHPOPMALTMOHHON CUCTEMBI SIBIISICTCS:

a) O6manarenb nHOOPMAIIHH.

6) CoOCTBEHHHMK HCHOJB3yeMbIX I 00pabOTKH cojeprKarieiics B 0a3ax JaHHBIX
WHGOPMAIINY TEXHHYECKHX CPE/ICTB.

B) Jlumo, ompenensitomiee 1enu oOpabOTKM HMH(POpPMANMU M OCYIIECTBIISIONIEE
00paboTKy HH(pOpPMAIIHH.
He mMoxet ObITh OTpaHUYEH JOCTYII:

a) K unpopmaimu o cocTosIHUM OKPYKaroIIel Cpeibl.

0) K mepcoHanbHBIM TaHHBIM TOCYJAPCTBEHHBIX TPAKIAHCKUX CITYKAITUX.

B) K nundopmanuu, xpansienics B OTKpbITHIX POHIaX OMOIHOTEK.

r) K cBenenusim o 3010ToBaNOTHEIX 3anacax Poccuiickoit denepanun.

10. Kakyto OTBETCTBEHHOCTh MOXET TIOBJE€Yh HapylieHHe TpeOoBaHuii DenepaibHBIX

1.

2.

3aKOHOB:
a) YTOJIOBHYIO.
0) Jucuumnnunapuyro.
B) AIIMUHHCTPATHUBHYIO.
r) ['pak 1aHCKO-TIPaBOBYIO.
n) Bce nepeuncnennsie.

Tect mo Teme 1.2 3ammTa NepcoOHAILHBIX JAHHBIX

[TepconanpHbIe JaHHBIE — 3TO:

a) CemeHust 0 CyOBEKTE IEPCOHANBHBIX JAaHHBIX HE 3aBUCHMO OT (OPMBI HX
MIPEACTaBIICHHS.

0) Jlrobas nHpoOpMarus, OTHOCAIIA’CS K MPSAMO WIN KOCBEHHO OIIPENCIICHHOMY WIIN
ornpenensieMoMy (HPU3NIECKOMY JIHIY (CyObEKTY NepCOHANBHBIX JaHHBIX).

B) Jltobas mHpOpMaIms, OTHOCSMIAsCA K ONPENCICHHOMY WM OIpEAeIIeMOMY
¢buznueckomy nuiy (CyObeKTy MepCOHAIbHBIX JaHHBIX).

r) Jlro6ass nHpOpPMAIKsl, OTHOCAIIASACS K ONPEACICHHOMY WJIH OTpENeNsieMOMy Ha
OCHOBAaHUU Tako# mHpopManuu Gu3nIecKoMy JUILY (CYOBEKTY MEPCOHANBHBIX JaHHBIX),
B TOM 4HCJIE ero (paMuims, UMsl, OTIYECTBO, IO, MECAI, JaTa U MECTO POXKACHHUS, aJpec,
ceMeifHoe, coLualbHOe, HMYIIECTBEHHOE TMOJIOKEHHEe, 00pa3oBaHHe, MpodeccHs,
JOXO/Ibl, Ipyras HHpopMaLus.

Ha kakue oTHOWIEHHMs HE pacmpocTpaHsercs JeiicTBue ¢enepanbHoro 3akoHa «O
NEPCOHAIBHBIX JAHHBIX»?

a) Ha 06paboTKy nepcoHaIbHBIX JaHHBIX, OTHECEHHBIX B YCTAHOBJIEHHOM MOPSJIKE K
CBE/IEHUSIM, COCTABJISIOIIUM FOCY/IapCTBEHHYIO TalHY.

6) Ha 06paboTKy nepcoHaNbHbIX JaHHBIX, HEOOXOAUMYIO Ul OCYLLECTBIICHHS MpaB
Y 3aKOHHBIX HHTEPECOB OIEpaTOpa WM TPEThHUX JIULI.

B) Ha o00paboTky mepcoHaNbHBIX JTaHHBIX, HEOOXOAMMYIO [UIS HWCIHOJIHEHUS
CyneOHOTro aKTa.
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r) Ha o0paboTKy mepcoHaNbHBIX JaHHBIX (PU3MYECKHMMHM JIMIAMHU HCKIFOUUTEIEHO
JUISL JIMYHBIX M CEeMEWHBIX HYXJ, €CIU NPH 3TOM HE HapYyIIAIOTCs IMpaBa CyObEKTOB
NEPCOHATILHBIX JAHHBIX.

n) Ha o0pabGoTky mnepcOHANbHBIX JAAaHHBIX, MOMJICKAIIUX OIYOJMKOBAHUIO HIIU
00513aTeIbHOMY PacKpBITHIO B COOTBETCTBUH € (heiepaTbHBIM 3aKOHOM.

e) Ha 00paboTky mepcOHaIbHBIX JTaHHBIX, HEOOXOJMMYIO IS OpraHU3aIluu
XpaHEHUs, KOMIUIEKTOBAHMSA, y4eTa M HCIIOJIb30BAHMS COJCPIKALNINX MEPCOHATBHBIX
JAHHBIX APXHMBHBIX TOKYMEHTOB B COOTBETCTBHH C 3aKOHOJATEIBLCTBOM 00 apXWBHOM
nene B Poccuiickont @enepanuu.
®enepanbHbIi 3aK0H «O MEPCOHANBHBIX JaHHBIX» PErYINPYET OTHOIICHHUS, CBSI3aHHBIC:

a) McximrounTtenbHO ¢ 00pabOTKOM MEpPCOHATBHBIX TaHHBIX C HCIIOJIb30BAHUEM
CpEeACTB aBTOMATHU3AIIH.

6) C 00paboTKOM MEPCOHATBHBIX JaHHBIX, HE3aBUCUMO OT TOTO0 00palaThIBAIOTCS JIU
OHH C UCTIOJIb30BAHUEM CPEJICTB aBTOMATH3AIIUU WU HET.

B) C  00paboTKOi MEpCOHAIBHBIX JAaHHBIX C  HCIOJb30BAHUEM  CPEJCTB
aBTOMAaTHU3alMM, a TaKke ¢ oOpabOTKOM NepCOHANbHBIX JaHHBIX 0€3 HCIOJIb30BAHUS
CpEACTB aBTOMATH3AIlMH, €CIIM Takas oOpabOTKa COOTBETCTBYET XapakTepy JIEHCTBHIA,
COBEPIIAEMBIX C TIEPCOHAITBHBIMHA JJAHHBIMHU C UCTIOJB30BAHUEM CPEJICTB aBTOMATH3AIINH.

r) C o0paboTkOW TEPCOHANBHBIX JaHHBIX ©0€3  HCIOJb30BaHUS  CPEJCTB
aBTOMaTH3AIHH.

JlelicTBusi, B pe3yabTare KOTOPHIX CTAHOBHUTCS HEBO3MOXHBIM 0€3 HCIOJIh30BAHUS
JOTIOJTHUTEIHPHON MH(POPMALIMU OTPENENUTh MPHHAIICKHOCTD MMEPCOHATBHBIX JTaHHBIX
KOHKPETHOMY CYOBEKTY TIEPCOHAITBHBIX JJaHHBIX, — 3TO:

a) brokupoBaHue nepcoHaNbHBIX JAHHBIX.

0) YHUUTOXKCHHUE MIEPCOHATBHBIX JaHHBIX.

B) O0e3MunBaHNe MEPCOHATBHBIX JTAHHBIX.

r) [lepeBon nepcoHaNbHBIX JAHHBIX HA aQpXUBHOE XpaHEHHE.

JleiicTBus, B pe3yibTaTe KOTOPBIX 8peMeHHO TIpeKpalaeTcs 00paboTka MmepcoHaNbHbBIX
JAHHBIX, — 3TO:

a) brokupoBaHue nepcoHaNbHBIX JAHHBIX.

0) YHUUTOKEHHE NTEPCOHANBHBIX JTaHHBIX.

B) O6e3mMunBaHue NePCOHATBHBIX TaHHBIX.

r) [IepeBos nepcoHaNbHBIX JAHHBIX HA aQPXUBHOE XpaHEHHE.

Kakue u3 nepeunciieHHbIX JeCTBUI ¢ TepCOHANTbHBIMU JAHHBIMU SIBJISIOTCS 00pabOTKOM
MePCOHAIBHBIX JaHHBIX:

a) XpaHeHHe MEePCOHATBHBIX TaHHBIX.

0) 3anuch nMepcoOHaIbHBIX JaHHBIX.

B) O6e3MunBaHue NePCOHATBHBIX TaHHBIX.

r) YaneHue nepcoHalbHBIX JaHHBIX.

C Toukwu 3penus peaepanbHOro 3akoHa «O MepcoHANbHBIX JAaHHBIX)» OMEepaTop — 3TO:

a) ['ocynapcTBeHHBIN OpraH, MyHULIUIIAJIbHBIN OpraH, IPUIHYECKOe WK (HPU3HUecKoe
JIMII0, CaMOCTOSITEIbHO WJIM COBMECTHO C JPYrUMH JMIIaMU OpraHu3ylomue U (Win)
ocymecTBisitonue oopadotky I[1/IH, a Takke ompenenstomue menu odpadorku I[1/1H,
coctaB [1/In, moanexamux o6paboTke, neiicTBus (onepaiun), coBepiiaemsbie ¢ [1][H.

0) I'paxiaHuMH WM IOPUIMYECKOE JIMIO, OCYLIECTBISIOIINE JESATEIbHOCTh 10
SKCIUTyaTallui WH(GOPMAIIMOHHON CHUCTEMBI, B TOM 4Mcie Mo 00paboTke MH(opMaIu,
cojJiepxarieiics B ee 6a3ax JaHHBIX.

O06paboTka nepcoHaNbHBIX JAHHBIX:

a) He nomyckaercst 6e3 cornacus cy0beKTa epCOHANBHBIX TaHHBIX.

6) /lomkHa OorpaHMYMBATHCS JOCTHXKEHHEM KOHKPETHBIX, 3apaHee OIpe/esIeHHbIX U
3aKOHHBIX LIEJIEH.
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B) He nomyckaercst B cimydasx HECOBMECTHMBIX C LEISIMH cOOpa MEepCOHAIBHBIX
JTAHHBIX.

r) Jlo/mkHa OCYyIIECTBIATHCS Ha 3aKOHHOM U CITPaBeJIMBOM OCHOBE.

9. OO0paboTka MepcoHaIbHBIX JAaHHBIX JTOMYCKACTCS:

a) C cormacusi cyObeKTa MepCOHANBHBIX JAaHHBIX Ha 00pabOTKy €ro MepcoHaIbHBIX
JTAHHBIX.

0) B ciyuasix, ecu oHa HEOOX0IUMa JUTsl UICIIOJIHEHUS CyI€OHOTO aKTa.

B) B cmywasx, ecnu oHa HeoOXoauma Uil OCYIIECTBICHHS MPO(hecCHOHAIBHON
JESTEIbHOCTH JKypHalIMcTa M (WIM) 3aKOHHOM JAEATEIbHOCTH CpEACTBA MacCOBOM
nHpOpMaIHH.

r) B ciuyuasx, ecnum Bemercs oOpaboTKa NEPCOHAIBHBIX JIAHHBIX, MOMAJIEKAIINX
ONyOJIMKOBAHUIO B COOTBETCTBHUU C 3aKOHOAATeNbCTBOM Poccuiickoit deneparum.

10. KTo HeceT OTBETCTBEHHOCTh 3a JEHCTBHSI IOPHIMYECKOTO JIMIIA, KOTOPOMY MOpYyYeHa
00paboTKa MePCOHANBHBIX TaHHBIX, IEpe CyObEKTOM TEPCOHAIBLHBIX TAHHBIX ?

a) Oneparop.

0) IOpuanueckoe IuI0, KOTOPOMY MOPYIHIIA 00padOTKY.

B) Hukro.

r) Pockomuamzop.

11. B nopyueHun oOpabOTKH T0JKHBI OBITH 00s13aTENILHO OMPEIEICHBI U YKa3aHbI:

a) [lenmn 06paboOTKH MepCOHANTBHBIX TaHHBIX.

6) CyObeKTbl TEepCOHAIbHBIX MJAHHBIX, YbH IE€pPCOHAJbHBbIE JaHHbIE OyayT
00pabaThIBaThCs MO NOPYUCHHUIO.

B) TpeboBanus k 3amure oOpadaThIBa€MbIX IEPCOHATBHBIX TAHHBIX.

r) CpenctBa 3amuThl HHPOpPMANUKA, KOTOpPHIE HEOOXOJUMO  MPUMEHATH
IOPUANYECKOMY JIUILY, KOTOPOMY MOpy4YeHa 00pabOoTKa MepCOHATbHBIX JaHHbBIX.

12. Ha koM J&XHUT 0OS3aHHOCTH IO JOKA3aTEIbCTBY IOJIYYEHHUS COTJIAcCHs OT CyOBeKTa
MEePCOHATBHBIX JaHHBIX?

a) Ha Pockomuamzope.

0) Ha ropunnueckoM Juie, KOTOpOMyY MOPYIHIIA 00paboTKYy.

B) Hu Ha koM.

r) Ha omepatope.

13. Cornacue cyObekTa NepcOHANbHBIX JAHHBIX JOJKHO BKIIIOYATh!

a) IlacopTHble AaHHBIE CYObEKTa IMEPCOHANBHBIX JAHHBIX WM €ro 3aKOHHOTO
MIpeICTaBUTEIS.

06) KoHTakTHble MAaHHBIE JMIA, OTBETCTBEHHOIO 3a OpraHM3alMi0 00pabOTKU
MePCOHATBHBIX TAaHHBIX.

B) Azpec omeparopa.

r) damwiuMu, MMEHa M OTYecTBa (UIUYECKUX JIML, KOTOPBIE OCYILIECTBISIIOT
00paboTKy MepCcoHaIbHBIX IAaHHBIX 0 MOPYYEHHUIO OTepaTopa.

14. B ciydae cmepTu cyObeKTa MepCOHAIbHBIX JaHHBIX:

a) [lomyuats cormacue Ha 0OpabOTKYy €ro MEpPCOHANBHBIX MAHHBIX TpedyeTcs y
HACJIe/IHUKOB CYOBEKTa MEPCOHAIbHBIX TaHHBIX.

6) Ilomyuars corsacue Ha OOpabOTKY €ro MHEpCOHANbHBIX JaHHBIX TpeOyeTcs y
Pockomuansopa.

B) ITonyuaTs cornacue Ha 06pabOTKyY €ro nepcoHaIbHBIX JAHHBIX HE TpeOyeTcs.

15. K crenanbHbIM KaTeTOpUsAM NEPCOHATBHBIX JAHHBIX OTHOCSTCS:

a) CBeJleHMsI, KacaroIHecs: pacoBOM MPHHAICKHOCTH.

6) CBezieHus1, Kacaroluecs rpak1aHCTBA.

B) CBezieHus1, Kacarouuecs NOJTUTUYECKHUX B3TJISIOB.

r) CBelleHHs], Kacaroluecsi MHBAJIUIHOCTH.

16. C Touku 3peHust ¢enepanbHOro 3akoHa «O MepCOHAIBHBIX JAaHHBIX» K OMOMETPUYECKUM
NEPCOHAIILHBIM JJAHHBIM OTHOCSITCSL:
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a) Bce cBeneHHs, KOTOpBIE XapaKTEPHU3YIOT (U3UOJIOTHYECKHE U OUOJOTUYESCKUE
0COOEHHOCTH YeJIOBEKa, HA OCHOBAHUHU KOTOPBIX MOYKHO YCTAaHOBHTB €T0 JIMYHOCTb.

6) CseneHusi, KOTOpble BHOCATCA B 0a3y OMOMETPHMYECKMX IaHHBIX TIpakIaH
Pocculickoit @enepanuu.

B) Bce cBenmeHus, KOTopble XapaKTepH3yIOT (DU3HOJIOTHYECKHE U OHOJIOTHYECKHE
0COOEHHOCTH YeNOBeKa, Ha OCHOBAaHMHM KOTOPHIX MOXKHO YCTAaHOBHTBH €TO JHYHOCTh, U
KOTOPBIE UCIIOJIb3YIOTCS JJIsl YCTAHOBJIEHUS €T0 JIMYHOCTH.

17.Kto o006s3aH yOenuTbcs B TOM, YTO HMHOCTPAHHBIM TOCYJapCTBOM, Ha TEPPUTOPHIO
KOTOPOTO  OCYHIECTBIISIETCS —Iepefada TEepPCOHANBHBIX JaHHBIX, O00eCIeunBaeTCS
aJICKBaTHAsl 3alIUTa MIPaB CyObEKTOB MEPCOHATBHBIX IAHHBIX ?

a) Oneparop.

0) IOpuanueckoe IuI0, KOTOPOMY MOPYIHIIA 00padOTKY.

B) Hukro.

r) PockomHuamzop.

18. CyObekT nmepcoHaNbHBIX JAHHBIX HMEET IPaBO Ha MOJyYeHUE CIeyroned nHpopMarim,
Kacatoleicss 00pabOoTKU ero NepCcoHaNbHBIX JaHHBIX:

a) [IpaBoBbIe OCHOBaHUS U 11eJ1M 0OPaOOTKU NEPCOHATBHBIX JAHHBIX.

6) IloumeHHBII nepeyeHb COTPYIHUKOB OINEepaTopa, KOTOpPble UMEIOT JOCTYI K €ro
MEPCOHAIFHBIM JTAHHBIM.

B) CBeneHus 00 OCYHIECTBICHHON WIM O TpeArnojaraéMoil TpaHCIpaHUYHON
nepenavye JaHHbBIX.

r) CBeZieHHsI O MPUMEHSEMBIX ONIEPaTOPOM CPECTBAX 3aIUTHI HH(OPMALINY.

19.1lpaBo TpakmaHwmHa Ha TOJIy4YeHHWe WH(POpPMAIMH, Kacaromeics o0paboTKH ero
MEePCOHAIBHBIX TaHHBIX, MOXKET ObITh OTPAaHUYEHO:

a) Ha ocHoBaHuu 3asBiieHUs APYroro cyObekTa NEPCOHATbHBIX JaHHBIX.

0) B cnygasx, ecau oO6paboTKa NMEpCOHATBHBIX JAHHBIX OCYIIECTBIISETCS B CIydasXx,
NPElyCMOTPEHHBIX 3aKOHOJATeNbcTBOM Poccuiickoit denepanu O TpaHCIOPTHOM
0€30MMacHOCTH.

B) B ciydasx, ecnmu oOpaboTka MEpCOHAIBHBIX JAAHHBIX OCYIIECTBISACTCS B IIEISIX
000pPOHBI CTPaHbI, 0€30MaCHOCTH FOCYAAPCTBA U OXPaHbI IPABOMOPSAKA.

r) B cayudasx, ecnum oOpaboTka mepcoHanbHBIX JAaHHBIX OCYIIECTBIISETCS B paMKax
3aKOHHOM JI€ATEIbHOCTHU CPEJCTBA MacCOBOI MH(OPMAIIHH.

20. KonTponb ¥ Hag30p 3a BBINOJIHEHHEM Mep 1Mo olecnedyeHrto 0e30MacHOCTH
MIePCOHATBHBIX JAHHBIX OCYILIECTBIISIET (OCYIIECTBIISIOT):

a) MunkomcBszu Poccun.

6) PockomHamzop.

B) ®Cb Poccun.

r) ®CTOK Poccun.

21. Kakoii oprad rocyaapCcTBEHHOI BJIacTH MMEET MPaBO O3HAKOMIICHUS C MEPCOHAIbHBIMU
JAHHBIMU TIPU OCYIIECTBICHUU KOHTPOJIBHBIX U MPOBEPOYHBIX MEPOIIPUATHIA?

a) ®Cb Poccum.

6) PockomHa3op.

B) ®CTOK Poccum.

22. JIluna, BUHOBHBIE B HapyLIEHUH MOJOXEHUH 3akoHoaaTenbcTBa Poccuiickoit deneparuu
B 00JIaCTH NEPCOHAIBHBIX JAaHHBIX MpU 00pabOTKE MEPCOHAIBHBIX JAaHHBIX pPAOOTHHKA,
MOTYT OBbITh IPUBJICYEHBI:

a) K yrosnoBHO# OTBETCTBEHHOCTH.

6) K aucruruimHapHO# OTBETCTBEHHOCTH.

B) K aniMuHHCTpaTHBHON OTBETCTBEHHOCTH.

r) K marepuaibHO# OTBETCTBEHHOCTH.
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Tect mo Teme 1.3 OprannzanuoHHbIe 0CHOBBI O0ecnieyeHNs] HH(POPMAaIMOHHOM
0e3omacHOCTH

1. Pacnosioxkure B IPaBUIBHOM IOPSAKE 3Tambl paboT 1o obecreueHu:o 0e30MacHOCTH
uH(pOpMaIUH.
1) Ouenka cooTBeTCTBUS 00bEKTa UHPOPMATU3ALHH.
2) BoisiBiieHHE U aHANIU3 UHPOPMALIUOHHBIX aKTUBOB.
3) IlpoextupoBanue (pa3paboTKa) CUCTEMBI 3alIUTHl HH()OPMAIIHH.
4) ®opmupoBanue TpeOOBaHUH K 3aIUTe HH(YOPMAIIHH.
5) BHenpenue cuctemsl 3alMThl HHPOPMALIH.
6) DKcrulyatanus CUCTEMBI 3alUThl MH(OpMaLIUU.

a)1)2)3)4)5)6).
6)4)2)3)5)1)6).
B)2)4)3)5)6)1).
r)2)4)3)5)1)6).

2. Ilyctp He 00e3NMMUYEHHBIE IEPCOHANBHBIC JAHHBIE O COCTOSHUH 3I0POBBS BCEX TpakJaH
SpocnaBckoit obmactu 06pabarhiBaloTCs B MHGOPMALMOHHON cucTeMe, ISl KOTOpPOi
aKTyaJbHBI YIPO3bl CBS3aHHBIC C AKCIUTyaTallMel yS3BUMOCTEH B MPUKJIATHOM, HO HE B
CHCTEMHOM TIpOrpaMMHOM obOecrieueHun. Kakoil ypoBeHb 3alIMIIIEHHOCTH JOJDKEH OBITh
YCTaHOBJICH ISl TAKAX MTEPCOHATBHBIX JAHHBIX?

a) Y31.
0) V32.
B) V33.
r) Y34.

3. IlycTh He 00e3MMYCHHBIC TIEPCOHATBHBIC TAHHBIE B TOM unciie poTorpadust COTpyTHUKOB
Hebospmoro (mo 10 000 coTpyaHUKOB) TPEANPUATHS 00padaTHIBAIOTCA B CHUCTEME
KOHTPOJISL U YOPABIIEHUS JOCTYIIOM, JUIsl KOTOPOM aKTyaJlbHBI YIrpO3bl HE CBSI3aHHBIE C
JKCIUTyaTaleil ya3BUMOCTEH B MPUKIAJIHOM U CUCTEMHOM IPOTpaMMHOM OOECTIeUEHUH.
Kakoif ypoBeHb 3alllMIIEHHOCTH JOJDKEH OBITh YCTAHOBJICH JUISl TaKUX MEPCOHATbHBIX
NAHHBIX?

a) Y31.
0) V32.
B) Y33.
r) Y34.
4. BHelHue HapyIIUTENN PEATU3YIOT YIPO3bI:
a) M3 BHEIIHUX ceTell CBS3H 00IIEero Nojab30BaHusl.
0) HemmocpenctBeHHO B MH(DOPMAITMOHHBIX CUCTEMAX.
B) U3 ceteit MexxayHapogHOTO HH(DOPMALIMOHHOTO 0OMEHa.
r) Haxonsce B mpenienax KOHTPOJIUPYEMOM 30HBI.
5. Ilpumepamu BHEIIHUX HAPYLIUTENIEH MOTYT SBISATHCS:
a) [lonp3oBaTen HHPOPMALIMOHHOM CUCTEMBI.
6) Konkypupyromirue opranu3aium.
B) HenoOpocoBecTHbIE MapTHEPHI.
r) O6CIyKMBAIOLIUI TepcoHall OpraHU3alHH.
6. Ilpumepamu BHYTPEHHHUX HAPYIIUTENEH MOTYT SIBISTHCS:
a) AZIMUHUCTPATOPbI 0€30MaCHOCTH HH(POPMAITMOHHBIX CUCTEM.
0) CropoHHue pU3NYECKHE TUIIA.
B) Jluna, oOecrieunBaromnue ConpoBOXKACHUE MPOrPAMMHOT0 0OecIieueHusl.
r) KpuMunHanbHble CTPYKTYPBI.
7. K 0ObEKTUBHBIM yrpo3aM OTHOCATCS:
a) OmmOKu 00CITyKHBAIOILEro NepCOHaA.
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10.

11.

12.

13.

0) Jledekrbl, cOom M OTKa3bl, aBapUU TEXHHYECKHUX CPEJCTB U CHCTEM OOBEKTOB
nH(pOpMATH3ALINY, & TAK K€ CUCTEM oOecreueHus! 00bEeKTOB HH(POPMaTHIAIHH.

B) IIpupoaHsie siBICHUS, CTUXUHHBIE OCICTBUS.

r) @akTopbl COUUAIBHO-TIOIUTHYECKOTO XapaKTepa.

VYTpo3bl yTeuku HHPOPMALUU BO3MOXKHBI TOCPEICTBOM:

a) BoszgeiicTBUs NMPOrpaMMHBIMH CpPEACTBAMH B KOMIUIEKCE C IpeIHAMEPEHHBIM
CHJIOBBIM 3JICKTPOMAarHUTHBIM BO3/ICHCTBUEM.

0) [lepenaun nHPOpPMAIHH IO OTKPBHITHIM KaHAJIAM CBSI3H.

B) IloaximroueHns K TEXHUYECKUM CPEACTBaM M CUCTeMaM 00beKTa HHPOPMaTH3AIHH.

r) O0paboTku WHGOPMAITUU HA HE3AIUIIICHHBIX TEXHUIECKUX CPEACTBaX 00pabOTKU
nHpOpMAaIHH.

YTrpo3bl HECAHKIIMOHUPOBAHHOTO JOCTYIA K MH(POPMALIUH, PEATU3YIOTCS TyTEM:

a) Konuposanust naopmanny Ha He3aperuCTPUPOBAHHBIN HOCUTENb HH(OPMALIUH.

0) XulieHus: HOCUTeNs 3alUIaeMoil HHPOpPMAaIHH.

B) Hcnonp3oBaHuss nOporpaMMHOro  OOecredeHHs]  TEXHHUYECKUX  CpEICTB
MH(OPMaLIMOHHON CUCTEMBI, Uepe3 MPUMEHEHUE BPEJOHOCHOTO MPOTPAaMMHOI0 KOJa.

r) CHIIOBOTO AJIEKTPOMAarHUTHOTO BO3/CHCTBUS O TPOBOJIHBIM JIMHUSM CBSI3M Ha
MOPTHI BBOJIa-BBIBO/Ia CUTHAJIOB U TIOPTHI CBSI3H.

Kakue cpencrtBa 3ammuTel wHGOpPMAIUK OOBIYHO TPUMEHSIOTCA IS OOCCTICUCHHSI
6e3omacHOCTH HHGOpMAIINH, 00padaThIBa€MO Ha aBTOHOMHBIX KOMITHIOTEPAX:

a) CpenctBa 3aUThl HHPOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

0) MexceTeBble SKpaHBbI.

B) CpezctBa kpunrorpaguueckoi 3auThl HHPOPMAaIIHIH.

r) CpencTBa aHTUBUPYCHOM 3alTUTHI.

1) CrucreMbl OOHAPY)KEHUSI BTOP)KESHUH.

Kakune cpemcrtBa 3amutbhl HWHPOPMANMHM TO3BOJSIOT O00ECIEUYUTh OE€30MAaCHOCTh
uHpopmaluy, TepefaBaeMoOd IO KaHallaM CBSI3W, BBIXOJMIIMM 32  MPEesbl
KOHTPOJIUPYEMOM 30HBI:

a) Cpenctsa 3amuThl HHPOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

0) MexcereBble IKpaHBI.

B) CpezctBa kpunrorpaguueckoi 3auTbl HHPOPMAIIHIH.

r) CucreMbl 0OHapYKEHHUS BTOPKEHUH.

Kakoii Bua cpenctB 3amuThl MHQOpPMAIMU MO3BOJISIET KOHTPOJIUPOBATH Pa3INYHbIC
KaHaJbl feperayr UHPOpMAaIHK: SJIEKTPOHHYIO [TOYTY, MECEH[KEPhI, CheMHbIE HOCUTEU
nadopmaruu?

a) IPS.

6) DLP.

B) IDS.

r) CSP.

ATtTectanusa 00beKTOB HH(GOPMATU3ALIUN — 3TO:

a) JlokymMeHTaJIbHOE YIOCTOBEPEHHE COOTBETCTBHS MPOAYKIIMU MK UHBIX OOBEKTOB,
MPOIIECCOB MPOEKTUPOBAHUS, IPOU3BOJACTBA, CTPOUTENBCTBA, MOHTAXa, HAaJaJIKH,
JKCIUTyaTaIlM, XpaHEHUs, TePEeBO3KH, peanu3allid U YTUIW3AllUU, BBIMOJTHEHUS PadoT
WIM OKa3aHUs yCcIyr TpeOOBaHUSM TEXHMYECKUX PETJIAMEHTOB, TOJIOKEHUSM
CTaHJapTOB, CBOJIOB MTPABHJI MJIU YCIOBHSIM JOTOBOPOB.

6) [IpsiMoe niM KOCBEHHOE OIpe/ieieHne coOM0IeHHsI TpeOOBaHUM, MTPEIbSIBIIEMbIX
K OOBEKTY 3aIlUTHI.

B) Od¢unmanbHoe NpHU3HAHUE KOMIIETEHTHOCTH (PU3UYECKOTO WM IOPHUANYECKOTO
JIMIIA BBITIOJIHATH pabOTHI B ONPEIeICHHON 00IacTu.

r) KoMmriekc opraHu3aiimoHHO-TEXHUUYECKUX MEpONPHITUH, B Pe3yabTaTe KOTOPBIX
MOCPE/ICTBOM CIIELHUAIBHOIO JOKYMEHTA IMOJATBEPXKAAETCS, YTO OOBEKT COOTBETCTBYET
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TpeOOBAaHUSAM CTAaHIAPTOB WJIM WHBIX HOPMATHBHO-TEXHUYECKHX JOKYMEHTOB IIO
6e301macHOCTH HH(POPMALIUH.
14. Kakoli JOKyMEHT AaeT mpaBo oOpaboTKu MH(POPMAIMH C yKa3aHHBIM B HEM YPOBHEM
KOH(UICHIINATEHOCTH?
1) JIuuensus.
2) ATTecTar akKpeIuTalHH.
3) Cepruduxar.
4) ATTectar COOTBETCTBUS.
15. Ha nHacrosimuii MOMEHT CpOK JIEWCTBUSI aTTecTaTa COOTBETCTBHS HH(OPMALMOHHON
CHCTEMBI, B KOTOpOi 0OpabaTriBaeTcsi KOH(pUICHIMAIbHAS HH(POpMAIUs, B CIydae, eCliu
B XOJI€ €€ JKCILTyaTal[H, B HEE HE BHOCSTCS CYLIECTBEHHbIE U3MEHEHUS, COCTABIISIET:
a) 3 roja.
0) 5 ner.
B) Bechb cpok akcrmyaTanuy HHPOPMAITMOHHON CUCTEMBI.
16. TecTupoBaHrEe Ha TPOHUKHOBEHHUE — 3TO CKOpEe:
a) AHanu3 ysa3BUMOCTENH HH(OPMALIMOHHON CHCTEMBI.
0) HcnbiTanust cUCTEMbl 3alIUThl MH(QOPMALMK MYTEM OCYLIECTBJICHMS IOIBITOK
HECaHKIMOHUPOBAHHOTO JIOCTYMA (BO3/IEHCTBHS) K MHPOPMAIIMOHHOM cucTeMe.

Tect no Teme 2.1 ApXxuTeKTYpa KOMNBIOTEPa

1. 3a HemocpeaCcTBEHHOE BBITOJIHCHHE OTIEPAIiH B MIPOIIECCOPE OTBEUALT:
a) ApupMeTHKO-JIOTHYECKOE YCTPOMCTBO.
0) Kamr-namsre.
B) Biiok ynpasiieHus.
r) Peructpsr.
2. Ucnone3ys 10 OuT s agpecanuu sYeeK HaMsATH pa3MepoMm 1 OailT, MBI CMOXEM
00€eCTIeunTh aipecaliio CASAYIONEro 00beMa MaMsTH:
a) 10 Gaiir.
0) 80 Oaiir.
B) 1024 Gaitr.
r) 1024 our.
3. Pacmosioxxute B MopsiaKe yBEITHYCHUS 00beMa ITaMsITH.
a) Ctpanura.
0) bur.
B) Ci0BO.
r) bauk.
n) Slueiika.
4. PacrosioXuTe BUJIbI TAMITH B TIOPSIIKE YBEITHUECHUH CKOPOCTH PAOOTHI.
a) Peructpsl nmpoueccopa.
0) TBepoTeIbHBIC HAKOTTHTEIIH.
B) OcHOBHast (oriepaTuBHAas) TAMSATh.
r) OnTHYECKHE AUCKH.
1) MarHuTHBIC JKECTKHE JTUCKH.
e) Kom-namsrs.
5. Kakas koH1enus oObIYHO peanu3yeTcs B mpolieccopax BUAEOKapT?
a) MHO>XeCTBEHHBII MOTOK KOMaH]l, MHOXKECTBEHHBIN TOTOK JaHHBIX.
0) OQMHOYHBINM TOTOK KOMaH/, MHOKECTBEHHBIN MOTOK TAHHBIX.
B) MHOXECTBEHHBII MOTOK KOMaH/I, OJIMHOYHBIN MOTOK JAHHBIX.
r) OJMHOYHBIN TOTOK KOMaH]I, OJJAHOYHBINA MOTOK JTAHHBIX.
6. Jlns cCOBpeMEHHBIX MAarHUTHBIX )KECTKHUX JUCKOB XapaKTePHO:
a) bonpIrast cTOMMOCTE IO OTHOIICHHIO K TBEPOTEIHHBIM HAKOTTHTEIISIM.
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0) IlocTrenenHoe N3HAMIMBAaHUE TPAH3UCTOPOB.
B) Hannune MexaHMUECKHUX AJIEMEHTOB.
r) PacrnonoxeHnue KOHTpoJIepa Ha MAaTEPUHCKOU IIIaTe.
1) Bonpmmii 06beM maMsATH M0 CPABHEHHUIO C TBEPAOTEIHHBIMHA HAKOTIUTEIISIMU.
7. Kakas mmHa Hambolee pacmpoCTpaHEHAa Ha TEKYIIMH MOMEHT B MEPCOHAIBHBIX
KOMIBIOTEpaXx:
a) ISA.
0) PCI.
B) PCI Express.
r) SCSI.
8. IlycTp TakTOBas YacTOTa IIMHBI KOMITbIOTEpa cocTtaBiser 5 [T, 3a omuH TakT Mo IUHE
MOXHO niepenaTh 16 6ut. OneHuTe CKOPOCTH NIepeaaun nHPOpMaIUu 1o MUHE?
a) 80 Merabur B CeKyHy.
6) 10 'urabaiit B cexyHy.
B) 80 ['urabaiT B CeKyHy.
r) 21 T'urabait B CEKyHY.
9. Jlnst MpOeKIIMOHHO-EMKOCTHBIX CEHCOPHBIX SKPAHOB XapaKTEPHO:
a) Beicokast CKOpOCTh OTKJIMKA NP KaCAHHH.
6) Bo3MOXHOCTB yIpaBiieHUs pa3IMuHbIMHU YCTPOIICTBaAMHU.
B) IToamepsxka multi-touch.
r) HeBo3MOXKHOCTh OTpe/ieNieH sl CUITbI HaXKaTHSI.
n) [IpoGnema «aBOECHUSDY.
10. DnemMeHTaMU KUAKOKPUCTATUIMIECKOTO MOHUTOPA SIBIISTFOTCS:
a) JIyaeBas TpyOKa.
0) Mcrounuk cBeTa.
B) XXK-marpuia.
r) [13C-matpura.
1) DIEKTPOIBI.
11. Kakoii anmeMeHT npuHTepa OTBeUaeT 3a (pukcaiuyio ToHepa Ha Oymare:
a) ®ortosai.
6) TepmoBa.
B) Posnk nepenoca.
r) Ban nogaun ToHepa.
12. Ha3znaueHueM ja3epa B IBETHOM MPUHTEPE SBISCTCA:
a) Hanecenue Tonepa Ha oToBas.
0) @ukcalus TOHEepa Ha Oymare.
B) YIaJeHue HECYIHX 3apsil SJIEMEHTOB ¢ (poToBaa.
r) [Togaya Gymaru B IpuHTED.
13. Dnementamu 1uppoBO BeO-KaMephl SBISIFOTCS:
a) ®oToruIcHKA.
0) OObeKTHB.
B) [13C-marpuiia.
r) ®ukc-pokyc
1) IIpoueccop.
14. JIna KoHAEHCATOPHBIX MUKPO(OHOB XapaKTEpHO:
a) Cnabasi 4yBCTBUTEIBHOCTD.
6) YcToiiunBOCTh K yAapam.
B) BhIcOKas 4yBCTBHTEIEHOCTD.
r) 3aBUCHMOCTB OT TApaMETPOB OKPYXKAIOLIEH CpeIbl (TeMIIepaTyphl, BIaKHOCTH).
1) [IpuMeHeHne B CTyAUAX 3BYKO3AITUCH.

Tect no Teme 3.1 BBegeHne B HHPOPMALMOHHYIO 0€30MIACHOCTH ONEPALMOHHBIX CHCTEM
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IIycte B OC peann3oBaHO AUCKPELMOHHOE YIPaBJIEHHE IOCTYIIOM CO CIEAYIOLIUMU
npaBaMu: ureHue(r), 3amuch(w) U ucnoiHenue(x). [IpucyrcTByer Qaiin mpuiioxeHus
«KanpkynsaTop.exe» co cieayromuM cnuckom pgocrtyna: (Amuca: rwx), (bopuc: rx).
Bribepure npaBuiIbHbBIE YTBEPKICHUS:

a) Anyca MOXET 3aIlyCTUTh NpuiiokeHue «KanbKynsTop.exey.

0) bopuc He MoxeT 3amycTuTh npuiioxkenue «Kaabkynsarop.exe».

B) Annca He MOXET U3MEHHUTD coaepkuMoe (aiina «KanbKyssitop.exen.

r) Bopuc MoxeT u3MeHHuTh coepxkimMoe (aitna «KaapKkynsaTop.exey.

[Iycte B OC peann3oBaHO rpyNoBO€ YIPaBJIEHUE JOCTYIIOM CO CIEIYIOIIMMHU MpaBaMu:
yrenue(r), 3anucb(w) u ucrnonHeHue(x). IlpucyrctByer ¢aitn «Hakmamnas.docx» co
cienyomuM crnuckoM gocrtyna: (byxranrepsi: rw), (Kypbeps: r), (Amuca: rw). B
CHUCTEME 3aJlaHbl pPOJIM, B KOTOpPHIE BKJIIOYEHBl COOTBETCTBYIOIIME IIOJb30BATEIIN:
(byxranteper: bopuc, I'anuna), (Kypweepsli: Bukrop). Beibepute mnpaBuiibHBIE
YTBEPKICHHUS:

a) bopuc He MoxeT U3MeHUTH coaepkumoe (aitna «HakmaaHas.docx».

0) IanrHa MOXeT ynTaTh coaep:kumoe ¢aiina «Haxmaaras. doCX».

B) BukTop MokeT u3MeHHTh cosepkumoe daiiina «Haxmamanast.docx».

r) Buktop Moxer untath conepxxumoe ¢aiina «Hakmamanas.docx».

1) Alica MOXKeT U3MEHHTD coaepxkumoe daiina «Hakmagnas.docx».

[Iycte B OC peasM3oBaHO MaHJIATHOE YIpaBIeHUE HOCTyrmoM. [IpucyrcTByer daiin
«log.txt» ¢ ypoBHeM cekpeTHocTH 1. IIpuCyTCTBYIOT monb30BaTtenu Ajuca C ypOBHEM
nonycka 1, bopuc ¢ ypoBaem gomycka 2 u Bukrop ¢ ypoBHeM ponycka 0. Beibepurte
MIPaBUJIbHBIE YTBEPKICHHUS:

a) BUKTOp MOXET M3MEHUTH coiepkumoe daiia «log.txt».

0) Bukrop MoxeT untaTh coaepxumoe daiina «log.txt».

B) Anrca MOKeT M3MEHHUTH cojep:kumoe (aitna «log.txt».

r) Anrca MOXET YHTaTh coaepkumoe daiina «log.txt».

1) boprc Moxer uaMeHuTh coaepxkumoe daiina «log.txt».

¢) bopuc moxer untarh conepxxumoe ¢aiina «log.txt».

[Tycts B OC peanuzoBaHa Mojeinb menoctHocTH buba. [IpucyrcrByer daitn «log.txty ¢
ypoBHeM 1enoctHocTH 1. [IpucyTcTBYIOT nosb3oBaTenu Ajuca ¢ ypOBHEM IEIOCTHOCTH
1, Bopuc ¢ ypoBHem nenoctHoctd 2 u Bukrop ¢ ypoBHeM nenoctHocta 0. Beibepure
MIPaBUJIbHBIE YTBEPKICHHUS:

a) Buktop Moxer u3MeHuTh coaepkumoe (aitna «log.txt».

0) Anmuca MOKET U3MEHHTH cozepskumMoe (haiina «10g.txt».

B) Bopuc MoskeT u3MeHuTh copep;kumoe Gaiina «log.txt».

r) Bece Tpoe Moryt untath cogepkumoe daitna «log.txt».

Bri6epute npaBuibHbIe yTBEPKACHUS 0 ayTeHTU(UKAIK B coBpeMeHHbIX OC:

a) [laponu mosib30BaTeNst XpaHITCS HA TUCKE, HA KOTOPOM YCTaHOBJIEHA CHUCTEMa, B
MIepBOHAYAIILHOM BUJIE.

0) OraloHHbIE 3HAYEHMs, HEOOXOJUMBIE JUISI MPOXOXKJIEHHS OHOMETPUYECKOil
ayTeHTU(UKAIIUK, XPAaHATCS B CHCTEME B HEJAOCTATOYHOM JJsI BOCCTAaHOBJICHMS
M3HAYaJIbHBIX OMOMETPUYECKUX JAHHBIX 0ObeMe.

B) TokeH (Qu3MYECKH H3rOTOBICH TaKUM O00pa3oM, YTO CYHMTBHIBAHHE C HETO
3aKpPBITOrO KJIIOYA SBJISETCS HEBO3MOXHON WIIM JOPOTOCTOSIIEH onlepauei.

r) Jns ayreHTHdUKANUK C TOMOIIBIO TOKEHA B CHCTEME JOJDKEH MPUCYTCTBOBATh
OTKPBITBIN KJIHOY I10JIb30BATENsA, COOTBETCTBYIOLINI 3aKPBITOMY KIIIOUY Ha €70 TOKEHE.
UTto He BXOAWUT B MeTa/IaHHbIe (paiina (BpIOepUTE OANH BapUaHT)?

a) Bpems cozmanus daitna.

0) Azpec KOpHEBOI TUPEKTOPHH.

B) Bpems momudukanun ¢daiina.
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10.

r) Azpeca KJIacTepoB COJACPKUMOro (aiioB.

1) Undopmanus o Bnazgensle ¢aiina.

Bribepure BepHbIe yTBEPKIACHHUS O YIIPABICHUH NMaMAThIO B coBpeMeHHbIX OC:

a) CoBpeMeHHble OC HUCIIONB3YIOT BUPTYAIbHYIO TAMSATb.

6) CoBpemennsie OC He 3alIMIIAIOT MaMATh OAHUX MPOLECCOB OT YTEHUS APYTUMHU
IpoLeccamu.

B) CoBpemennbie OC pa3zelistoT 00IIyI0 aMsITh MEX/1y MPOIIECCaMH, YacTO B TAKOMH
MaMSATH HaX0AATCsl OMOIMOTEKH.

r) CoBpemennbie OC HHMKOT/]a HE BBIIPYKAIOT YACTH ONEPATHBHOW MaMSTH HA JIMCK
BO BpeMs pabOTHI.

1) B coBpemennsix OC mamsTh pa3duTa Ha MaleHbKHE (PAarMEHTHI, HA3bIBAEMBIC
CTpaHHIIaMHU.

Bribepure BepHbIE yTBEPKICHHUS O IIIAHUPOBIIHKE:

a) [lmaHWpOBIIMK BBIIEISIET MPOIECCOPHOE BpEeMs KOPOTKHMMH WHTEPBAIAMHU,
Ha3bIBaeMbIMH KBAaHTaMH.

06) B cinyuae wHCIONHEHHS NPOLECCOM MHCTPYKLIMM, JJIsi 3aBEPLIECHUS KOTOPOM
TpeOyeTcsl ITUTENFHOE OXHJIAHWE, IUIAHUPOBIIMK IEPEBOJUT IPOIECC B COCTOSHHE
«3a0JIOKMPOBaH» W HE OyJeT BBIACIATH €My MPOIECCOPHOE BpEMsi, TIOKa COCTOSTHHE HE
CMEHHUTCS Ha «TOTOBY.

B) [l paboThl IUIaHMPOBIIMKA MPOIECCHI JODKHBI CaMH TepelaBaTh Ha HETO
YIpaBJICHUE, TaK KakK KOMIOBIOTEPHl He mpenocTtaBiaroTr OC wmexaHuzma s
MEPUOINIECKOTO MPEPHIBAHNS BBIITOJTHEHHS MOJTH30BATEIHCKOTO TIpOIIecca.

r) B mumaHupoBaHMM MO MPHOPUTETAM BCE MPOILECCHI C Pa3HBIMH MPHOPUTETAMH
MOJIy4aloT IPUMEPHO OJMHAKOBOE KOJIMYECTBO BPEMEHH.

BriGepute BepHOE yTBEpKIeHHUE (BHIOCPUTE OJIMH BAPUAHT):

a) OC peann3oBaHa amnmapaTHO B MPOIECCOPE.

0) OC peanu3oBaHa anmapaTHO B MaTEPUHCKOM TjIaTe.

B) OC - mnporpamMmHOe oOOecleueHHe, KOTOPOe MPEAOCTABISCT TMPHIOKCHUSIM
pecypchl amnmapaTHOTO OOECIIEYeHHSI KOMITbIOTEPA B BUAE yIOOHBIX aOCTpakIuii, HO He
yIPaBJISET 3TUM allapaTHbIM 00eCIIeYeHUEM.

r) OC — mporpaMmMHOe oOecrieueHre, KOTOPOE MPEAOCTABISIET MPHIOKCHUSIM
pecypchl almapatHoro oOecredyeHHsl KOMIbIOTepa B BHUAE YAOOHBIX aOCTpakuHMid H
yIpaBJISET 3TUM allapaTHbIM 00eCIIeYCHUEM.

BriGepute BepHOE yTBEpKIeHHUE (BHIOEPUTE OJIMH BAPUAHT):

a) B OC koMmbrotrepa ¢ OJHOSIEPHBIM MPOIECCOPOM B Ka)<Jblii MOMEHT BpEMEHU
MOeT paboTaTh TOJILKO OJIUH IPOIIECC.

6) B OC xommploTepa € OJHOSACPHBIM IPOLIECCOPOM Y TMPOIIECCOB BCErIa
MIPUCYTCTBYET TOJILKO OJIMH MOTOK.

B) B OC koMmmbioTepa ¢ MHOTOSJCPHBIM IPOLECCOPOM B KOHKPETHBIH MOMEHT
BPEMEHU MOTYT BBIMIOJIHATCS HECKOJIBKO MOTOKOB OJHOTO MpoIiecca.

r) B OC xoMIibioTepa ¢ MHOTOSIIEPHBIM MPOIIECCOPOM KOHKPETHBIN MPOIECC MOKET
HCIOJIB30BATh TOJIBKO OJTHO SAPO MpoLEccopa.

Tect o Teme 3.2 UndopmannonHasi 6e30MacHOCTH ONEPANMOHHBIX CHCTEM ceMelicTBa

1.

Windows

Ha ocHoBe kakux nanHbix cyobekra OC Windows npuHMMaeT perieHue o J0cTymne?
a) Xel 3HaYeHUe MapoJIs MM0JIb30BaATENs, 3aIyCTUBIIIETO MPOIIeCC.
6) TokeH nepeBOIUIOIICHUS.
B) nenTudukarop mpouecca.
r) TokeH gocTyrma.
1) ba3oBblif npuopuTeT Mporecca.
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Ha ocnoBe kakux manHbIXx 00bekTa OC Windows mpuHUMAET pelieHue 0 T0CTyre?

a) [IpuBunerun.

6) Token mocryma.

B) Jleckpunrop 6e30macHOCTH.

r) CHCTEMHBIH CITUCOK YITPABICHUS TOCTYIIOM.

1) Crioco6 ayreHTH()UKAIIMHU TTOTH30BATEIS.

Kakue npumuTHBHBIE 1TpaBa 00beuHseT B cede npaBo ureans OC Windows?

a) «YreHnue aTpuOyTOB 0E30MTACHOCTI.

0) «YTeHne CUCTEMHBIX aTpUOYTOBY, «4TEHHE aTPUOYTOB OE30ITACHOCTH .

B) «UTeHHE JaHHBIX).

r) «YTeHue CHUCTEMHBIX aTpPUOYTOBY», «ITEHHUE aTPUOYTOB OE30MACHOCTHY», «YTCHUE
JTAHHBIX).

1) «UTeHre CUCTEMHBIX aTpuOyTOB», «YTCHUE aTpHOYTOB OE30MACHOCTHY, «ITCHHE
JAHHBIX», «BBINIOJIHEHUE (aillIoB)» U «II€PEX0]l B JUPEKTOPHION.

Bri6epute npaBuibHbIE YTBEpKAECHUS 0 MaHaaTHOUM nonuTke «He-3anuceiBarh-Beepx»
OC Windows:

a) ObecrieunBaeT CBOMCTBO IEIIOCTHOCTH JIAHHBIX.

0) ObecrieunBaeT CBOMCTBO KOHPUACHIINAITHHOCTH JJAHHBIX.

B) Mcnosb3yercst B CUCTEME TOJBKO JJIsl 00BEKTOB CETEBBIX COKETOB.

r) HesiBHo ncnons3yetcs s Bcex NTFS-gaitnos.

1) Pasperraer 1ocTym Ha 3amuch TOJBKO CYOBEKTaM C YPOBHEM IIEJIOCTHOCTH PaBHBIM
1K OOJIBIIMM T10 OTHOILIEHHUIO K YPOBHIO LIETOCTHOCTH 00BEKTa JOCTYIA.

Kaxune u3 nepeuncnennbix npaB OC Windows npeaocTaBiisieT o yMOJIYaHUIO BJIAJIEIBITY
(aiina?

a) Yurate CCY /.

6) Yurats JICY /.

B) Uurath comepskumoe (aiina.

r) Usmensts JICY/I.

1) Usmensts CCY/I.

¢) Usmensath comep:kumoe Gaiina.

Broibepere mpaBuiibHBIE  YTBEPXKIEHUS OTHOCHUTEIBHO QIrOpUTMa  OMNpEeIesieHUs
npaBoMepHocTH noctyna OC Windows:

a) IlepBeiM pelicTBUEeM SBJSIETCS MPOBEPKAa COOTBETCTBHS JOCTYyNAa MaHJIATHOM
MIOJIUTHUKE.

6) IIpoBepka COOTBETCTBUS JIOCTYIIa MaHAATHOW MOJUTHKE OCYIIECTBISETCS MOCIE
ananuza 3anuceit JJCY /.

B) Eciu npu mocnenosatenbroM ananu3se 3anuceit JJCY /] oka3piBaeTcsi, 4TO OJHO U3
3anpanBaeMbIX MIPaB 3alpelaeTcs B TEKYIIEeH 3amucu, TO JOCTYII 3alperiaeTcs.

r) Ecnmu mpu mocienoBatenbHoM anamuse 3amucei JICYJl paspemaroniue mpasa
TEKylled 3amucd B CyMME C pa3pelialoliMU IMpaBaMU MPEIbIIyHIUX 3amuceit
MEPEKPHUIH BCE 3alpalllBaeMble MpaBa, TO JOCTYI pa3peraeTcs.

n) Ecmu B crickax JICY]I He ObLIO 3amperiaroniux 3anpanmBaeMbie TipaBa 3amnucei,
U B TO K€ BpeMs BCE Pa3pellIaroNIfe 3aliCH HE MEePEKPhUIN 3alpaliiBacMble Mpasa, TO
JOCTYII 3alpeIaeTcs.

Kakas npusuneruns OC Windows mo3BoJisseT 4uTaTh 10001 (aiil BHE 3aBUCHMOCTH OT
3aJJaHHBIX TpaB?

a) [IpuBunerus co3ganus pe3epBHBIX KOTHIA.

0) [IpuBuierus n3MeHEeHUs] CHCTEMHOTO BPEMEHHU.

B) [IpuBnierus 3aBepiueHusi paboThl CUCTEMBI.

r) [IpuBHnerus yBenudyenus paboyero Hadbopa.

n) [MpuBunerus coznanus (aityia Mo KauKH.

Bribepure cymnocty, He Bxozsmue B TokeH goctyna B OC Windows:
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a) SID monb3oBarers.

0) JICY ]I Bcex 00bEKTOB CUCTEMBI.

B) SID-bI rpymi.

r) CCY]I Bcex 00BEKTOB CHCTEMBI.

n) I[puBuneruu.

9. BriOepuTte CynIHOCTH, BXOIAIINE B IecKpunTop Oe3omacHoctr o0bekra B OC Windows:

a) SID Bnagenbiia 00bEKTA.

0) AMCKpEeMOHHBIN CIIUCOK YIPABJIEHUS JOCTYIIOM.

B) CHCTEMHBIN CITUCOK YIIPABICHHS JOCTYIIOM.

r) CMCOK TOKEHOB JIOCTYIIA MPOLIECCOB, OCYIISCTBIISIONIMX JOCTYI K 0OBEKTY.

1) YpOBEHb [ETOCTHOCTH.

10. Kakrie #3 TYHKTOB TMpPaBHJIBHO OMHUCHIBAIOT (WIBTPOBAHHBIA TOKEH JIOCTYIa

anmuauctparopa B OC Windows?

a) YpoBEeHb LIEIOCTHOCTH YCTAHABIIUBACTCS CPETHIM.

0) YpoBeHb 1IETOCTHOCTH YCTAHABJIMBAETCSI BHICOKUM.

B) CnMCOK NMPUBHIETHI, KOTOPBIE MOTYT TIONACTh B (DMIIBTPOBAHHBINA TOKEH, CHIILHO
OTpaHUYEH.

r) Ilpu ompenenenuu mnpaBomepHOCTH poctyna cpeau 3amuceir JACYJ ¢ SID
aJIMUHUCTPATHBHBIX TPYII OyIyT YYTEHBI TOJIEKO 3aIpeIatoiiye.

n) Crucky MPUBHUIICTHIA OJJMHAKOBBI B OOBIYHOM U (DHIBTPOBAHHOM TOKEHE JOCTYIIa
aJIMUHUCTpATOPA.

Tect no Teme 3.2 UndopmanuoHHasi 6€30MaCHOCTH ONMEPAIMOHHBIX CHCTEM ceMelicTBa
Linux

1. Ha ocHoBe kakux qaHHbIX cyobekTa OC Linux mpuHUMAaeET pereHue o JocTymne?
a) SUID-6ur.
0) Sticky-owr.
B) YUeTHBIC JaHHBIC.
r) UID mporecca.
1) DIEeKTPOHHAS TMOAMUCH IPOrPAMMBI.
2. Kakwue nmpaBa npucyrctBytot B OC Linux:
a) Mcnonuenue.
0) Urenwue i-node.
B) Urenue.
r) Ynanenue.
1) 3amuce.
3. Jns yero cayxut SUID-6ut B OC Linux?
a) [To3BomsieT 3amyCTUTh MPUIIOKEHUE OT UMEHHU Biajienblla (aiisia IpuIoKeHusl.
0) [1o3BosieT 3amycTUTh MPHIIOKEHHE OT UMEHU CYNEPIIOIb30BaTENs.
B) [lo3Bousier 3amyctuTh npuioxenue ¢ npusmierneit CAP_SYS ADMIN.
r) [To3Bousier 3amycTuTh npuioxkenue ¢ UID paBHBIM HYIIO.
)  SBampemiaer  3amyCcK — NPHWIOKEHHS ~ BCEM  IIOJIb30BATENsAM,  KpOMeE
CYyHepIoJib30BaTes.
4. Yto nenaet Macka B CIIUCKE ylpaBiieHus apoctynom gaiina 8 OC Linux?
a) 3aj1aeT MakCUMaJIbHbIE IIPaBa, KOTOPbIE MOXKHO MOJIYYUTh U3 3alHCei s TPYIIIL.
0) 3agaeT MakCUMaJbHbIE NTPaBa, KOTOPHIE MOYKHO MOJIYYUTh U3 3alTUCH OCTAJIbHBIX.
B) 3aJaeT MaKCHMaJIbHBIE TpaBa, KOTOPbIE MOKHO IMOJYYUTh M3 3alMCU BJaJeiblia
¢aiina.
r) 3amaeT MaKCHMalbHbBIE MpaBa, KOTOPbIE MOXXHO MOJYYHTh M3 3alUCeH JUIs
M0JIb30BATENEH U TPYIIL.
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10.

11.

n) 3agaeT MaKCHMalbHBIC IpaBa, KOTOPHIE MOXKHO TIOJIyYUTh W3 3amuceil Juis
I10JIb30BATEIEH.
Uto Takoe coub xemi-3HadeHus mapoist B OC Linux?

a) Crpoka, koTopas BBIOMpaeTcs NpHU Kaxa0H ayreHTH(UKAUUU CIydaHO My
obecrieyeHns 6E30MACHOCTH MAPOJIS.

6) CnyvaitHo BbIOpaHHasi MpHU CO3JIAHWU TAPOJS CTPOKA, KOTOpas CKICHBAETCS C
XelI-3HaYe€HUEM TOCIIe BEIYMCIICHUS Xell-()yHKIINH.

B) CnydaiiHO BBIOpaHHAs TPU CO3JAHHUU MAPOJSI CTPOKA, KOTOpAas CKICHUBACTCS C
napoJieM Tepel BBIYUCICHHEM XelI-(YHKIIHH.

r) JlnuHa, 10 KOTOpO#l ype3aeTcs maposib MMoJib30BaTells Uil KOMIIAKTHOTO XPaHCHHUSI
B CHCTEME.
Bri6epuTte cymnocTy, BXoAsIue B yueTHble 1aHHble npoiecca B OC Linux:

a) UID nonp3oBares, 3amyCTUBIIETO MPOLIECC.

0) ['pymmbl noap30BaTeNsl, 3aIyCTUBILIETO MPOLECC.

B) [IpuBuieruu.

r) [IpaBa ucrnosHsiemMoro ¢aiina, U3 KOTOPOTO OBLT 3AITYIIEH MPOIIECC.

1) ®nar 3¢ (HeKTUBHOCTH MTPUBUIICTHH.
Bri6epuTte cymnoctu, Bxosmue B aTpulyThl 6e3onacHoctu ¢aitna B OC Linux:

a) Tpoiika paB JIs1 KaXKJ0U TPYIIIBI B CUCTEME.

0) [IpuBmiierumn.

B) Tpoiika mpaB Biajaenblia ¢aiiia.

r) Tpoiika mpaB ToONb30BaTeNCl, HE SIBISIONMXCS BiajeibllaMu (aiia u He
BXOJIALIUX B IPYIITY BiIajienblia (aiisia 1o yMoI4aHuIo.

n) Bnanerner daiina.
BriGepuTe cymHocTH, BXoasmMe B aTpuOyThl Oe30macHocty ¢aiina B OC Linux:

a) Tpoiika mpaB [Isl K&XKJIOU IPYIIIBI B CUCTEME.

0) [IpuBmiierumu.

B) Tpoiika mpaB Biajenblia daiia.

r) Tpoiika mpaB MoJb30BaTENCH, HE SBISIONIMXCS BlaaeibliaMu ¢aiiia u He
BXOJIALIUX B IPYIIITY Biajenblia (aiisia 1o yMoI4aHuIo.

n) Bnanerner daiina.
Kaxkue nabops! npuBuieruii ects y ¢aiia B OC Linux:

a) Hacnemyempie.

0) Db dexTuBHBIC.

B) Buemnue.

r) OrpaHuYUBaOIIHE.

1) PaspemnieHnsie.
Kakyro xem-¢yukmuio ucnonszyer OC Linux 1ist BBIYMCIEHUS Xelll-3HaueHus Mapos B
OC Linux?

a) MD-5.

0) SHA-256.

B) SHA-512.

r) SHA-3.

n) OyHKIMIA HECKOJBKO, OKOJO XelI-3HAa4eHHs [apojis XPaHUTCS HOMEp
UCIOJIb30BAHHON XelI-(PyHKIIHH.
UYro nenaet kouseitep B OC Linux?

a) @uiIbTpyeT BBIBOJ KOMaH/IbI.

6) IlepenanpanisieT cTaHIAPTHBIA BBIBOJ KOMaH/bl C KOHCOJIM CTaHIAPTHBIN HA BXO/]
JIpyro KOMaH/JIe.

B) [TomHMMaeT mpasa /10 paB CyMepIoab30BaTeNsl.

r) OTKJIa/IbIBAaET BHIOJHEHNE KOMAH/IbI Ha YKa3aHHBINA CPOK.
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Tect mo Teme 4.1 BBenenne B APXUTEKTYPY JOKAJIBbHBIX BLIYMUCIUTEC/IbHBIX ceTel

1. Kakoii nopsiox ypoBueit mogenu OSI BepHbIii?
a) Ous3nvecKui, KaHaIbHBINA, TPAHCIIOPTHBIN, CETEBOM, CEAHCOBBIN, MPEICTaBICHUS,
MPUKIAAHOM.
0) dusnueckuii, KaHaJIbHBIN, CETEBOM, TPAHCTIOPTHBIN, CEAHCOBBIN, MPEICTABICHUS,
MPUKIATHOM.
B) ®usnueckuii, KaHAJIbHBIA, CETEBOH, TPAHCIIOPTHBINA, CCAHCOBBIN, IMPUKIATHOM,
MIPECTaBIICHHUS.
r) ®duznuecKkuii, KaHaIbHBIN, TPAHCIIOPTHBIA, CETEBOM, CCAHCOBBIN, MPUKIIAJHOM,
MIPECTaBIICHHUS.
2. Kaxkue mpoTOKOJIBI OTHOCATCS K TPAHCIIOPTHOMY ypoBHIO Mojienn OSI?
a) UDP.
0) ARP.
B) IPV4.
r) GSM.
n) TCP.
¢) DNS.
x) PPTP.
3. Kakoii ypoBeHb IpeJHa3HAYCH IS OTIPEICIICHUS ITyTH TIepeadn JaHHbBIX ?
a) Ou3NYECKUi.
0) CeaHCOBBIII.
B) TpaHCIOpPTHBII.
r) [IpeacraBncHusl.
1) KananbHbIi.
¢) [puknaaHoii.
k) CeTeBofi.
4. Kaxkue duaru ucnonb3yroTcs B mpotokosie TCP mis ycTaHOBICHUS COeTMHEHUS?
a) RST.
6) SYN.
B) FIN.
r) URG.
1) ACK.
e) PSH.
5. Kakue nmpeumymectpa ectb y FTTB?
a) Bricokast ckopocTs paboTel IHTEpHET.
0) PaBHas ckopocTh mpueMa U repeaadd HHPOPMaIuH.
B) He3aBUCHMOCTh CKOPOCTH [OCTYa OT 4YHcCiia aOOHEHTOB, MOJKIIOYEHHBIX K
KOMMYTaTopy.
r) OTcyTcTBHE HEOOXOAUMOCTH pa3MEICHUs] KOMMYTaTopa NpoBaiiaepa B 31aHHH.
6. Kakue nenocratku ectb y FTTB?
a) Huzkas ckopoctb paboTel HTEpHET.
0) Pa3znas ckopocTh npreMa U nepegadu HHGopMarum.
B) 3aBHCHUMOCTh CKOPOCTH JOCTyIa OT 4YHcia aOOHEHTOB, MHOAKIIOYCHHBIX K
KOMMYTaTopy.
r) Heo0X0AMMOCTh pa3MelieHnsi KOMMyTaTopa mpoBaiiiepa B 31aHHH.
7. BbiOepuTe BepHbIE YTBEPKICHHS
a) TCP He rapanTupyeTt JOCTaBKY JaTarpamMM.
6) UDP He rapanTupyer AOCTaBKY JAaTarpamM.
B) UDP rapantupyer 1ocTaBKy jgaTarpamMmm.
r) TCP rapanTupyer JOCTaBKY JaTarpamM.
8. Kakoii agpec oTHOCHTCA K aipecHOMY NpocTpaHcTBy IPv4?
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9.

10.

a) 192.168.0.17
0) 129.256.0.0
B) 301.169.107.0.0.3
r) 127.0.1000.0
Kak paboraet xoHrearpatop (xab)?

a) Ilpu monydyeHnun makera JaHHBIX Xa0 MepechblIaeT 3TOT MAKET Ha BCE OCTAJIbHbIE

CBOU TIOPTHI.
6) I[lpm mnomyueHuu makera JaHHBIX Xab

cootBerctBUU ¢ Ttabmuueit  MAC-anpecos.

otOpackIBaeTcsl.
B) [lpu monydeHuu mnakeTa JIaHHBIX Xabd

NepechliaeT 3TOT TaKeT Ha TOpPT B
Ecau cooTBeTcTBHS HET, IIaKeT

nepeCcoIa€T I3TOT MAKET Ha IIOPT B

cooTBercTBUH ¢ Tabmuieit MAC-anpecos. Eciim cOOTBETCTBUS HET, B CETh OTIPABISETCS

ARP-3ampoc.
Kax paboraer kommyraTop?

a) B cmyuae, ecu st otnpaBisiemoro MAC-azpeca HET COOTBETCTBHS, KOMMYTATOP
pacchlIaeT MmakeTsl Ha Bce OPTHI, KpOME TIOPTa-TIoTydaTels.
6) Ilpu nonmydyeHuM mnakera JaHHBIX KOMMYTAaTOp IEpEChUIAET ATOT MaKeT Ha BcCe

OCTAJIbHBIC CBOU IIOPTHI.

B) KoMMmyTartop XpaHUT B HamsTH TaOJdHIly KOMMYTal[lHd, B KOTOPOW yKa3aHO
conocrarieane MAC-aapeca u HoMepa mopra KOMMyTaTopa.

r) Co BpeMeHEeM KOMMYTATOp CTPOUT TAOIUILY [UIsi BCeX akTUBHBIX MAC-aipecoB.

1) Tabmuia MAC-aapecoB KOMMyTaTopa CTaTHYHA ¥ HACTPAUBACTCS BPYUHYIO.

Tect no Teme 4.2 CereBble YIpo3bl U MeTOAbI MPOTUBOAECHCTBHUSI UM

Kaxkune ObIBatOT HCTOYHUKH BOSHUKHOBEHUS YSI3BUMOCTEHN ?

a) OmmoOKu peaym3aruy.

0) OmmOKku 00CITY)KHBaHUS.
B) OmmOKH MpOSKTUPOBAHUS.
r) Ommbku HR-oTxena.

Uto He BXoauT B 6a30ByI0 rpymmy MmeTpuk CVSS?

a) Crioco6 mosrydeHus J0CTyma.
0) BnusiHue Ha KOH(MUIECHITUATBLHOCTD.
B) BinsiHue Ha mosib3oBates.
r) [TokasaTenb ayTeHTU(DHUKALIUH.
1) CIIOKHOCTH MOJIyYEHHS JOCTYIIA.
Kakoii rpynmst Mmetpuk CVSS He cymiectByeT?
a) KomriekcHas.
0) Bpemennas.
B) Basoaas.
r) KonrekcrHas.
Kewm pa3zpaborana CVSS?
a) 1SO.
6) FIRST.
B) WWW.
r) UCLA.
UYro He sBistercs meTpukoit B CVSS?
a) CIo)HOCTh aTaku.
6) BiusiHue Ha JOCTYIHOCTb.
B) JlnuTenpHOCTH aTakw.
r) Croco6 mosry4eHust JOCTyIa.
1) ITokazaTenb ayTeHTU(HKALIUY.
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10.

UTo siBiisieTcst IaCCUBHOM aTakoii?

a) [IpocnymuBanue Tpaduka.

6) OTka3 B 00CTyKHBaHUU.

B) ®usnyeckoe HanaJIeHUE Ha OOBEKT.

r) DKCIuTyaTanus ysI3BUMOCTH.

UTto Takoe 3BpUCTUUYECKUIN aHAIIN3?

a) Meroa, npeaHa3sHAueHHBIM A OOHApPYKEHUS HOBBIX, €IIE€ HE BBIABICHHBIX
BHUPYCOB.

06) MexaHu3M, HEOOXOOUMBIM Ui OTCIIEKHMBAHUS HEU3MEHHOCTH  (ailyios,
JIOKYMEHTOB, peecTpa, KOHPUTrypauu o0opy10BaHus.

B) MeToa, OCHOBAaHHBIM Ha TMOCIEIOBATEIBHOM IPOCMOTpPE MaMSITH YCTPOMCTBA,
3arpy304HbIX CEKTOPOB, (haiijIoB B MOMCKE CUTHATYP U3BECTHBIX BUPYCOB.

Uto Takoe OrKkm0p?

a) YacTh BpEAOHOCHOTO MPOrPAMMHOIO OOECIEUeHMs], PEaTU30BAHHOIO JUIsS
COKPBITHS IPUCYTCTBUS 3TOTO BPEAOHOCHOTO KOJa U €T0 IEUCTBUM.

6) Ilpwioxenue, wucnonblyemMoe s JajdbHEWIIEH 3arpy3kdu U 3amycka
MTOJIHOIIEHHOTO BPEIOHOCHOTO IIPOrpaMMHOI0 00eCIIeYeHHU .

B) BpenonocHoe mnporpaMmHOE OO€cleueHHe, KOTOpOE, TOMHMO MOJTyYSHHUS
KOHTpPOJISl HaJl 3apakKeHHbIM YCTPOMNCTBOM, IBITAETCS 3aXBaTUTh O] CBOW KOHTPOJb
JPYTUE Y3JIbI CETH.

r) [Ipunosxenue, MO3BOJISAIOIIEE YIPABIIATH KOMITBIOTEPOM YIaJICHHO.

Yto Takoe pyTKUT?

a) YacTb BpEAOHOCHOTO MPOTPAMMHOIO OOEcleyYeHHs, PEeaTu30BaHHOIO s
COKPBITHS TIPUCYTCTBUS 3TOTO BPEAOHOCHOTO KOJa U €ro ACHCTBUM.

06) IlpumokeHwe, WCHOAB3yeMOE JUIsl JajdbHEHIIEH 3arpy3kd W 3amycka
MTOJIHOIIEHHOT'O BPEIOHOCHOTO IIPOTPaMMHOTO 00€CIIeYeHHUS.

B) BpemonocHoe mnporpamMmHOe oOecredeHre, KOTOpPOe, MOMHMO IOJYYCHHS
KOHTpPOJISl HaJl 3apaKeHHbIM YCTPONCTBOM, IBITAETCSl 3aXBaTUTh O] CBOW KOHTPOJb
JPYTUE Y3JIbI CETH.

r) [Ipunosxenue, MO3BOJISAIOIIEE YIIPABIIATH KOMITBIOTEPOM YIAAJICHHO.

Uro crnenyet AenaTh, 4TOObI 3aIUTUTE ce0sl OT BUPYCOB?

a) He 3amyckaTh npuiokeHus: u3 HeZJOBEPEHHBIX HCTOUYHUKOB.

6) Cnemuts 3a 1UUGPOBBIMU MOANUCAMH YCTAHABIMBAEMOTO IPOrPaMMHOTO
obecrieyeHus.

B) OTKIIIOYUTH MEKCETEBOM KpaH.

r) Bcerma OTKpbIBaTh BJIOKEHHs OSJICKTPOHHOW TMOYTHI € TeMo# «BakHO» WU
«Cpo4HO».

) CBOCBpEMEHHO OOHOBIIATH OMNEPALUMOHHYIO CHCTEMY M [POTPAMMHOE
obecrnieueHue.

¢) Mcrnonp30BaTh aHTHBUPYCHOE MIPOTPAMMHOE 00eCIIcUeHHE.

Tect no Teme 4.3 MeskceTeBble IKPAHbI

Yrto Takoe MeXCETEBOU IKpaH?

a) [IporpamMmmHO€e MM IPOTrpaMMHO-TEXHUYECKOE CPEJCTBO, peanusyroniee GpyHKINHI
KOHTPOJIA U QMIBTPALUU B COOTBETCTBUH C 33JaHHBIMU MpaBHJIAMH MPOXOAALINX Yepes3
HEero MH(OPMAIIMOHHBIX TOTOKOB.

6) VYcrpoiicTBo, mpeaHa3sHaue€HHOE JUIS  COEAMHEHHUS  HECKOJbKUX  Y3JIOB
KOMIIBIOTEPHOM CETH B IPEJENIaX OJHOIO WA HECKOJIBKUX CETMEHTOB CETH.

B) YCTpPOWCTBO, KOTOPOE TO3BOJISIET OPTaHU30BATh JIOKABHYIO CETh C BO3MOKHOCTBIO
BBIX0J1a B UHTEPHET JJIs IPYIUX YCTPOUCTB.

MeskceTeBble 3KpaHbl 7151 BeO-TIPUIIOKEHUH pacroararor:
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a) Ilepen 3ammmaemMbiM BeO-cepBepoM (TpaduK BHAYAIE MEPEIACTCS MEKCETEBOMY
JKpaHy, 3aTeM BeO-cepBepy).

0) Ilocne 3ammmiaemoro BeO-cepBepa (Tpaduk BHadale mepemaercs BeO-cepBepy,
3aTe€M MEXCETEBOMY KpaHy).

B) MexcereBoll 5KpaH M 3alllUIIACMblii MM BeO-CEpBEpP HAXOJTCS B Pa3HBIX
MOJICETSIX, TPA(PUK MEXKTy HUMH 3aIperieH.

r) Bmecro 3ammumaemoro Beo-cepsepa.
[lepconanbHBIE MEKCETEBBIE SKPAHBI I HACTOJIBLHBIX KOMITBIOTEPOB M HOYTOYKOB:

a) O0ecrnieunBalOT JOTIOJHUTEIbHBIM YPOBEHB 3aIUTHI OT CETEBBIX ATaK.

0) ITomHOCTBIO 3aMEHSIOT BCE OCTANIbHBIE MHCTPYMEHTAIBHBIE CPEJICTBA 00ECTICUeHUS
0€30I1aCHOCTH.

B) [TOJTHOCTBIO 3aMEHSIOT MApIIPYTU3ATOPBI, SBJSSACH ILIFO30M [0 YMOJYAHUIO JUIS
3alIUIIAEMOT0 KOMITBIOTEPA WIIH HOYTOYKA.

r) IlpemocraBisitoT Bce HEOOXOIMMBbIC CETEBBIC CEPBHCHI JUIS  3aIUIAEMOTO
KOMIIBIOTEpA WJIM HOYTOYKaA.
[lepconanbHBIe MEKCETEBBIE JKpaHBI IS HACTOJIBHBIX KOMITBIOTEPOB M HOYTOYKOB
SIBIISTFOTCSI:

a) ATmapaTHO-TIPOTPaMMHBIMU CPEJICTBAMH 3aIIIHTHI.

6) Bcerma BcTpoeHHpiMH B OC, KOTOpYIO OHHM 3alllMIAIOT; HE MOTYT OBIThH
peann30BaHbl BHEITHIMH TPOU3BOTUTEIISIMH.

B) VICKIIFOUUTENBHO TPOTPAMMHBIMU.

r) Vckimo4ynTeNIbHO BHEITHUMH, HEe BCTpOeHHbBIMH B OC, KOTOPYIO OHH 3allUIIAIOT;
BCET/la pealn30BaHbl BHEITHUMH TTPOU3BOTUTEIISIMH.
IlepcoHanbHble MEKCETEBBIE 3KpaHbl JII HACTOJIBHBIX KOMIIBIOTEPOB M HOYTOYKOB
yCTaHaBJIMBAIOTCS:

a) Ha xocrtax, KoTOpble OHM 3aIlMIIAOT.

06) Ha wmapmpyrtusatopax, KOTOpbI€ YyKa3aHbl Ha XOCT€ B KauecTBE MLUIIO3a IO
YMOJTYaHHIO.

B) Ha oTienbHBIX KOMIBIOTEPAX.

r) Ha koneunsix Toukax VPN.
Bribepure HecylecTBYIOMIMNA BUJ TPAHCISLMM CETEBBIX aJlpecoB.

a) JlnHamudeckasi.

0) CraTudeckasl.

B) C MCIOJIb30BaHKEM ITOPTOB.

r) C UCrob30BaHUEM MOCTOB.
1110361 ypOBHS NPUIIOKEHUHN TO3BOJISAIOT:

a) HckmouuTh npsiMoe B3aMMOJCHCTBHE IBYX Y3JOB IIyT€M peaau3aliu poJiu
MIOCPE/IHUKA.

0) BoImonHATh (DyHKIMH MITH03a CEaHCOBOTO YPOBHSI.

B) AHAJIM3UPOBATH BCE CYLIECTBYIONINE B MUPE TPOTOKOJIBL.

r) AHamu3MpoBaTh TOJIBKO TOAACPKHBACMbIE OSTHM MEXKCETEBBIM JKPaHOM
MIPOTOKOJIBI.
VYnpasisieMble KOMMYTaTOPbl MOTYT:

a) OcymiecTBATh (puIbTpalmio Ha ocHoBe IP-agpecos.

6) OcymecTBIATh (PUIBTPALUIO TIO UCHOIb3YEMOMY IPOTOKOIY.

B) OcymiecTBisaTh GpuibTparmto Ha ocHoBe MAC-apeca.

r) OcymiectBiatsh GpunbTpanuio Ha ocHoBe VLAN ID.
Bribepure BO3MOKHOCTH MEXKCETEBOI'O IKpaHa.

a) Perucrpanus coObITHIA 1 reHepalyst OTYETOB.

0) @unpTparnus Tpaduka.

B) TpaHCHsIHs CETEBBIX a/IPECOB.

r) AyreHTH(UKAIHS TOJIH30BATEICH.
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1) AIMUHUCTPUPOBAHHE.

10. Kakue yTBep:kaeHHS O MPOrPaMMHOM MEKCETEBOM SKpPaHE BEPHBI?

a) llogxomutr B ciaydasx, KOTJa YCTPOWCTBO IOJB30BATEIsl IMOMEIIACTCS B
HEJI0BEPEHHYIO CpeNy.

06) Ilpu ero paboTe HCHIONB3YIOTCS PECypChl YCTPOMCTBA, HA KOTOPOM OH
(GyHKIIMOHHUPYET.

B) [ToaxoauT [Uist 3a/1a4 CErMEHTHUPOBAHMSI CETEH.

r) [ToaxoauT /ist OTACICHUS TOBEPEHHOMN YacTH CETH OT BHEIIHUX YIPO3.

1) Cunraercsi 60Jiee 0TKa30yCTOWYHMBBIM, YEM allliapaTHBIA MEKCETEBOI IKpaH.

Tect mo Teme 5.1 BBeienue B kpunrorpapuueckue MeToAbl 3alIMThI HHPOPMALUH

1.

Kaxnpiiik  mugporekcT MokeT ObITh MOJy4€H Kak pe3yiabTaT — CIEAYIOLIEro
npeoOpa3oBaHMUsL:

a) Ex (D«(p))-

06) D«(p).

B) Ex(p)-

r. Dk (Ex(p)).

2. Bammdpyiite ¢ momomrsio mudpa «Atodamn ciroBo «World».
A/B|C|ID|E|F|G|H|I |J|K|L|M
Z|Y|X|{W|VIU|IT|S|R|Q|P|O|N

a) Dlrow.
6) Svood.
B) Woild.
r) Dliow.
3. Paccimdpyiite cimoBo «Xjxoby, zammdpoBanHoe ¢ momoinsio mudppa Ias HOmws
[e3aps:
A/B|C|DIE|F|G|H|I|J|K|LIM|N|O|P |[Q|R|S|T|U|V |X|Y|Z
X|Y|Z|A|B|C|ID|E|F|G|H|I |J |[KIL|M|N|O|P|Q|R|S|T|U|V
a) Tatly.
0) Amare.
B) Crypt.
r) Vivna.
4. 3ammdpyiite caoBo «XKu3HbY C MOMONIBIO MTEPECTAHOBKH
112(3]4]|5
2|15/3|1|4
a) Hx3pu.
0) buzwxk.
B) H3pxu.
r) Ub3XH.
5. Pacumdpyiite cnoBo «1216312611» ¢ momonipto Tadbaus! [onnbus:
112|/3]4[|5]|6
1[A|B|B|T|A|E
2| E[XK|3 |1 UK
S|JJIM|H|O|IT|P
4 |BIE|V|OD|X|I]
5 Y| b |bI|b
6|DHO[A|*|*|*
a) benka.
6) EsBroa.




B) Crpenka.
r) benok.
6. BnepBbie METOJ] YaCTOTHOTO KPUIITOAHAIN3A BIIEPBBIEC U3JTOKHIII:
a) Jleon barrtucra AnpbepTH.
6) ®panuecko CUMOHETTA.
B) A0y HOcyd fAxy6 ams-Kunnu.
r) Jbxuposnamo Kapnano.

. Jluck Ans0epTH TI03BOJISIET aBTOMATH3UPOBATH:

a) lludp npoctoii 3amens! (ogHOATPABUTHBIA IHDD).
6) MHuoroanhaBuTHBII IUQD.

B) Iudp nepecranoBKy.

r) [loTounsbIN MIUD.

8. Hcmonb3oBaHue mapoJis Ui MHEMOHHYECKOTO 3alIOMHUHAHHS MEPECTAaHOBKH CHMBOJIOB

andaBuTa MPEIIOKIUIT:
a) Mareo ApaKeHTH.
6) bne3 ne Bmxenep.
B) /lxoBannu bartucra bennaso.
r) JbkamOarructa ([xosanuu) nemna [opra.

9. Tlomemenue mis nepiroctpanuu nepenuckd B XV — XX Bekax Ha3pIBaIoOCh:

a) bemnprit kaOuHeT.

0) TaitHas KOMHaTa.
B) SIlHTapHas KOMHATA.
r) UepHblii kaOuHeT.
1) KpacHbriit kaOuHeT.

10. [lIndpel, B KOTOPBIX KaXKABIH CHUMBOJ OTKPBITOIO TEKCTa MpeoOpa3yercss B CHMBOJ
mupoTEeKCTa, B 3aBUCUMOCTH OT CBOET0 PACHOJIOKEHUS B OTKPHITOM TEKCTE M KIIH0Ya
Ha3bIBAIOTCA:

a) MHoroangaBUTHEIMHU TIH(PPAMH.
0) brounbiMu mmdpamm.

B) [loTounpIMU I pamMHU.

r) PotopabiMu mudpamu.

\l

11. 3ammdpyiite cnoBo «CJIIOH» durpammusiM mudpom Ilneidepa.

M q 0] b B
K T €) H D
il I JI b I1
M ! 11 3 P
C E A bl K
1O | 111 41 X

a) BAbU.

0) LLIADbD.

B) DI VBI

r) bIILI3.

12. Tlycte nepecranoBka T mpejcrasieHa cieayroniei Tabaumen:
1/2|13|...]n=5|{n-4|n-3|n-2|n-1|n
5|/6|7|.../n=1] n 1 2 3 |4

13. Kakoii Bua umeer nepectaHoBka oOpaTHas nepectaHoBke T?

a.
1123 n-5/n-4/n-3|n-2|n-1|n
1123 n-5/n-4/n-3|n-2|n-1]|n
0.
1/2|13]...]n=5|n-4[n-3|n-2|n-1|n
41312]...] 10 9 8 7 6 |5
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1123 n-4/n-3/n-2|n-1|n
415]6 n-1| n 1 2 |3
TI.
1 2 3 [4]5].../n=83|n-2|n-1] n
n-3/n-2|n-1|n|1l]|...|n-7|n-6|n-5|n-4
14. 3amm¢pyiite ¢ moMomso oTKpeITOoro Kiova (8051, 5) kpunrtocucremsr RSA coobmenne
m = 10.
a) 8051.
0) 3388.
B) 1949.
r)12.

15. Kakoe cBOWCTBO 0€30MacHOCTH TapaHTUPYET, YTO YYACTHUKY KPHUITOTPAPUIECKOTO
MIPOTOKOJIa LEJIOCTHOCTH TMOJyYEHHOTO COOOLIEHUS M €ro Co3/JaHue J0 MOMEHTa
MOJTy4YEHUsI, HO HE TapaHTHUPYET 3alIUTy OT TIOBTOPHOM OTHPaBKU COOOIICHNs?

a) CBOICTBO «ayTeHTU(UKALHS CTOPOHY.

0) CBOMCTBO «ayTeHTU(DUKAIUS UCTOYHUKAY.
B) CBOICTBO «MHBAPHUAHTHOCTH OTIIPABUTEIIS.
r) CBOICTBO «ayTeHTU(UKALIHS COOOLIEHUS.

16. Kakoe CcBOHCTBO 0€30MaCHOCTH TapaHTUPYET, YTO YYACTHHKY KpPHIITOTPa(QUUIECKOTO
MPOTOKOJIA, YTO YYAaCTHWUKH, HAuyaBIIAE WCIIOJHEHHE IPOTOKOJA, HE W3MEHIIUCH C
TE€YEHUEM BpEMEHN?

a) CBOICTBO «ayTeHTU(DUKALIHUS CTOPOH».

0) CBOIMCTBO «ayTeHTU(DUKAIUS UCTOTHUKAY.
B) CBOWCTBO «MHBApPHAHTHOCTH OTIPABUTEISI.
r) CBOHCTBO «ayTeHTU(DUKAIUS COOOICHUS.

BepHbIii ¥ MOTHBIN OTBET HA BOIMPOC TECTa OIEHMBAETCS B 1 Oayi, I MPOXOXKICHUS
TecTa HeOOX0IMMO BEPHO U TIOJIHO OTBETUTH Ha HE MeHee ueM 60 TIPOIEHTOB BOIIPOCOB TECTA.
TeMbl NPAKTUHYECKUX 3aAHATHI

Tema npakTHYecKoro 3aHsTusi mo teme 3.1
BBenenue B HHGOPMALMOHHYIO 0€30MIACHOCTDH ONEPANMOHHBIX CHCTEM

1. OcHoBsl paboTHI C MpolieccaMu, BBOAOM-BbIBOOM U (haitnamu B OC Windows u Linux.

Tema NpakTHYECKOT0 3aHIATHS MO TeMe 3.2
HNudopmannonnasi 6e30aCHOCTb ONIEPANMOHHBIX cucTeM cemelicTBa Windows.

1. OcHoBsl 00ecrieuenus 0ezomnacHocty B OC Windows.

Tema npakTH4YecKoro 3aHsATHsA Mo Teme 3.3
HNudopmanuoHHasi 6e30MaCHOCTH ONEPANMOHHBIX CHCTEM ceMeiicTBa Linux

1. OcHoBsl 00ecnieuenus o0ezomnacaoctd B OC Linux.

Tema npakTu4yeckoro 3ansaTus mno reme 4.1
BBenenne B apXuTeKTYpy JIOKAJbHBIX BBIYMCIUTEIbHBIX CeTel

1. CereBoii cauddep Wireshark. 3nakomMcTBO € PHUIBTpaMu MaKkeTOB.
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Tembl NMPAKTUYECKOI'0 3aHATHUSA 110 TEME 4.2
CeteBble YIrpo3bl 1 METOADbI HpOTHBOHeﬁCTBHﬂ HM

WuBeHTapu3anus U MOUCK YA3BHUMOCTeH ¢ umcmnonb3oBanueM Open Vulnerability and
Assessment Language.

CereBoit ckanep Zenmap. Hcronp30BaHHEe CETEBOTO CKaHepa JJIsi  BBISBICHHS
YSI3BUMOCTEHN YPOBHS CETH.

Bupycel, uX BBISBJICHHE H YCTPAaHCHHE C HCIOJH30BAHHEM CIICIUATN3UPOBAHHOTO
MIPOrPAMMHOTO O0ECTICUCHUSI.

TeMbl NMPAKTUYCCKOI'0 3aHATHSA 110 TEME 4.3 MexkcereBbie IKPaHbI

bpannmaysp Windows. PazpaboTka nmpaBui MeKCEeTEBOTO SKpaHUPOBAHMUSL.
Buptyansnas uadpactpykrypa Eve-NG.
Me:xcereBoii 3kpaH Ha rpanuile cetu. Hactpoiika npaBui MEXCeTeBOTO SKpaHUPOBAHMUSL.

TeMbl NpaKTHYECKOro 3aHATHSA 110 Teme 5.1
BBenenue B kpunrorpagpuueckue MeToAbI 321U THI HH(popManuu

Ucrtopuueckue mmps! mudpoBaHue u pacmndpoBaHue.
JonosHUTeIbLHBIE 32JaHNUS IJI1 CAMOCTOSTEJILHOTO pPelleHHs

JomosnurtesnbHbie 3aaanus no TeMe 1.1 IIpaBoBbie 0CHOBBI 00ecniedeHU
HH(OPMAIUOHHOI 0€301ACHOCTH

Kakas wndopmanms mnpencraBiser it Bac nenHocts? Kakue XapakTepucTHKH
nHpOopManoOHHOM 6e30macHoCcTH Bbl ObI XO0TENMM 00€CTIEUnTD TSl TAaKOH MHMOPMAIN?
BriGepere kakoit-nmubo Bua 1eHHou st Bac muHdopmanuu. B kakux ¢gopmax moxker
OBITH IPEJICTABIICH STOT BUJ UHQOpPMAIIH?

[Ipoananu3upyiite: K KaKUM BUJaM TailH Bbl MokeTe UMETh JOCTYI?

[Ipoananu3upyiite: Kakue cBsi3aHHbIC ¢ BaMu TaHHBIE MOTYT SIBJISIThCA TailHaMU?

JlonosiHUTe/IbHBIE 3a1aHus 10 TeMe 1.2 3ammTa nepcoHaJbHbIX JaHHBIX

Onumure cxemMy HHPOPMAIMOHHBIX TOTOKOB Bammx mnepcoHanbHBIX HJaHHBIX B
YHuBepcuUrere.

Onumure cxeMy HHQOPMAIIMOHHBIX TOTOKOB Barmx nepcoHanbHbIX AJaHHBIX B baHke.
[Ipoananusupyiite: Bcerga nu (korga 3To HeoOxoaumo) ¢ Bac B3umaroT cormacue Ha
00paboTKy MepcOHANbHBIX MaHHBIX? Bcerma au 3TO NPOMCXOAUT B COOTBETCTBUM C
3aKOHO/IaTE€IbCTBOM?

[Ipoananuzupyiite: B Kakux cuTyauusx Bbl naBanm cornacue Ha 0o0paboTky Bammx
crenuanbHbIX JaHHbIX? He ObLI0 11 3TO U3MUIITHKAM ?

[Ipoananu3upyiite: B Kakux cuTyauusx Bbl naBanm corinacue Ha 00paboTky Bammx
OouoMeTrpuueckux nanHbix? He ObLI0 1 3TO U3TUIIHUM?

JlonojiHuTeIbHBIE 3a1aHusA 10 TeMe 1.3 Opranu3anuoHHbIe 0CHOBBI 00ecneyeHus
HH(}OPMALMOHHOM 0€30IaCHOCTH

PazpaboTaiiTe Moenb HapymuTens a1 Bameil nomaniHe ”HPOPMALMOHHONW CUCTEMBI.
PazpaboTaiiTe MO€Ib HAPYILIUTES JJIs1 KOMIIBIOTEPHOTO KJlacca Y HUBEPCUTETA.
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Pa3paboraiite Mosenb yrpo3 ans Barmieit nomantaeit ”HPOPMAIIMOHHOW CHCTEMBI.
Pa3paboraiiTe MOJIeNIb HAPYIIUTENS I KOMIIBIOTEPHOTO Klacca Y HUBEPCHUTETA.
[Ipennoxure cpeacTBa 3amuThl HHPOpMaIK s Bamieit qomamntHet nHGopManmoHHON
CUCTEMBI.

6. Ilpemnoxkure cpeAacTBa 3amMThHl  WHPOPMAIMHM ULl  KOMIIBIOTEPHOTO  Kjiacca
VYHusepcurera.

ok w

JonosiHuTeIbHBbIE 321aHUs 10 TeMe 2.1 ApXUTeKTypa KOoMINbIoTepa

1. HWzyuurte Bam nepcoHanbpHBIM KOMIBIOTEP U COBPEMEHHBIE TaJKEThl, KOTOPbIMU BbI
noJib3yerech. CpaBHHUTE MX XapaKTEPUCTUKU: OBICTPOJCHCTBHE, 0OBEM OIEpaTHBHON U
BCIIOMOTaTENBHON MTaMSITH, CKOPOCTh A0CTyIa B IHTEpHET.

JonosHuTtebHbIe 3a1aHus o TeMe 3.1 BBegenne B uH(pOPMALMOHHYIO 0€30MIACHOCTH
OnepanuoOHHbIX CHCTEM

OC Windiws
1. Ortkpoiite Opay3ep Internet Explorer. Haiinute ero naentudukaTop mpoiiecca, OTKPHITHIC
coeMHeHus! U 0a30BbIil IPUOPUTET.
2. Orkpoiite Opayzep Chrome. Haiimute ero wuaeHTH(UKATOpP MpOIECCa, OTKPBITHIC
coeMHeHus U 0a30BbIil IPUOPUTET.
3. 3amyctute npunoxenne «bmokHoT». Halimure (aiiinpl OTKpITEIE TporieccoM «BIOKHOT»
¢ moMoIIio yruiuThl Process Explorer.

OC Linux
Haiigure nate caMbIx TpeOOBAaTENbHBIX K MaMSTH ITPOLIECCOB.
OTtkpoiiTe Opay3ep U HAaUAUTE OTKPBITHIC COCAMHEHUSI.
BriBenuTe conepxumoe qUpeKTopun /ete.
BriBenute comepkumoe aupekropun /ete/schedule.

el N =

JonosiHuTe/IbHBIE 3a1aHus 10 TeMe 3.2 UndopmannmonHasi 6€30MacHOCTb
onepauMoHHbIX cucTeMm cemeiictBa Windows

1. Co3paiite monw3oBarenss «Amnuca». HasHaupte el mapons. Co3maiiTe rpynmy
«HenoBepeHHbIE NIOJIB30BATEIN».

2. CozpaiiTe aupekTropuio, coiepxairyio ¢aitnpl. HaznaubTe Annce mpaBa AOCTAaTOUYHBIC
JUI OTOOpaKeHUS CIIUCKOB (DaiiIoB M MEepeXoJ0B B JUPEKTOPUU U €€ MOITUPEKTOPHSIX, a
TaKKe 4YTeHUs (ailioB B JUPEKTOpUU U ee nojpaupekropusix. [IpoBeprTe, uro Anuca
MO>KET IPOCMATPUBATh (PaiIbL.

3. 3amperute rpynne «HemoBepeHHbIE MOJIB30BATENM» JIOOOW JOCTYN K CO3JaHHOM
JTUPEKTOPHH, €€ TMOJJIMPEKTOpUsM, a Takke K (aiimaM BHYTpU TUPEKTOPUU U ee
MO IUPEKTOPUH.

4. JlobaBbre Ammcy B rpynmny «HemoBepennsle monb3oBarenu». [IpoBeprTe, uTo Anuca He
CMOKET IPOCMAaTpPUBaTh (hailyibl B AUPEKTOPHUH.

JlonosiHuTeIbHBIE 3a1aHus 110 TeMe 3.3 UndopMannonHasi 6e30acHOCTb
OonepanuoHHBbIX cUcTeM ceMeiicTBa Linux

1. Coszpmaiite monb3oBarens «Anuca». HasHaubre el mapons. Co3paiiTe Tpymmy
«HenoBepeHHBIE MTOJIB30BATEIN.
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2. CozpaiiTe aupeKkTopHIo, coiepxailyro ¢ainel. HasHaubTe Annce mpaBa JOCTATOYHBIC
JUTs OTOOpa)KEHUS CIIUCKOB (hailyIoB M MEPEX0JI0B B IUPEKTOPUU U €€ MOATUPEKTOPHSIX, a
TaKke yTeHHs (pailloB B TUPEKTOPUU M ee mojaupekropusx. IIpoeprTe, uTo Anuca
MOJKET YUTATh (ailIIbL.

3. C momomiplo CHUCKa KOHTPOJNS JOCTYHNOB 3amperute rpymmne «HemoBepeHHbIE
MOJIL30BATEIN JIF0O0OW JAOCTYN K BHIOpaHHOMY (ailry BHyTpH aupektopuu. [lomensiite
BJIaJIeNIblIa ATOTO (hailyia Ha CyNeproib30BaTelis cucTeMbl. PaspemuTe B 6a30BBIX IpaBax
JOCTYH K BBIOpaHHOMY (haitiry xomom 600.

4. JlobaBbre Anucy rpynny «HemoBepennbie moib3oBarenu». [IpoBepsTe, uto Anmca He
CMOXET MTPOYUTATh BEIOPAHHBIN (haii.

I[OHOJIHI/ITCJIBHBIC 3aJaHud 110 TeEME 4.1 Beenenue B APXHTEKTYPY JOKAJIbHBIX
BBIYHCJIUTEIbHbBIX ceTeH

1. IlpoBeppTe MAOCTYNHOCTH JHOOOro Hcmosb3yemoro Bamu mnodroBoro cepeepa ¢
ucrnoap3oBanneM yruinuTel Telnet. Craemyiite crarbe https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u camocTOSITEIBHO.

2. Hacrpoiite mouty B mouroBoMm kimeHTe Thunderbird. Crnenmyiite craThe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapise;.

3. Paspaboraiite GrIbTpHI I MPOCMOTpa Tobko ucxoasmux ICMP-3anpocos. Crienyiite
cratwe https://habr.com/ru/post/211042/.

JlonosiHuTeIbHBIE 3a1aHus 110 TeMe 4.2 CeTeBble YTPO3bl H METO/AbI IPOTHBOEHCTBHUA
UM

1. IlpoBenuTe MOUCK YSA3BUMOCTEH Ha CBOEM JOMAallHEM IEPCOHAJILHOM KOMIIBIOTEPE,
03HAaKOMBTECh C OINHMCAHUEM BBISBICHHBIX YS3BUMOCTEH, OINpEAeIUTe HACKOJIbKO OHU
KpuTu4HbI No mkane CVSS, u ycTpaHute ux.

2. TlpoBeprre, ycrpanena inu ys3BuMocth CVE-2017-0144 wa Bamem JoMaimiHeM
KOMIIPIOTEpPE, M YCTAaHOBHUTE OOHOBJIEHHME OE30MACHOCTH B Cllyyae, €ClId YSI3BUMOCTh
npucyrctByet. Cienyiite cratee https://support.microsoft.com/ru-ru/help/4023262/how-
to-verify-that-ms17-010-is-installed.

3. Msyuutre ys3Bumocth CVE-2014-0160, cnemys cratesam  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-
heartbleed.pdf.  IlepBas cTaThs mpeACTaBIseT COOOM  HEOOJBIIOH  KOMHKC,
MOKa3bIBAIOIUH, HACKOJIBKO OINAacHa U JIETKO MCIOJb3yeMa 3Ta YsA3BUMOCTb. Bropas
CTaThsl TpPEACTaBIseT cOoO0M MoApoOHOE OMHMCAHHWE YA3BUMOCTH, IOCIEICTBUS €€
WCIOJIb30BAHUS U PUCKH.

JlonosiHuTeILHBIE 3a1aHusI 0 TeMe 4.3 MeskceTeBbIe IKPaHbI
1. 3amenure y3nbl Hacker u Victim Ha y37bl 10 yHpaBiI€HUEM OMNEPAlMOHHON CHUCTEMBI
Windows u oOpaTuTech K UX CETEBBIM pecypcaM 1o npotokoiny SMB. Cnenyiite craThe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
host-on-the-eve/.

JlonoiHMTeIbHBIE 3a1aHusA 110 TeMe 5.1 BBegenue B Kpunrorpaguyeckue MeTo1bl
3alUTHI HH(pOpMALNH

1. 3ammudpyiite u pacmmdpyiite coodmenue «5 Teds moobmo!» BceMu U3BeCTHRIMH Bam
HCTOPUYECKUMHU MIUDpamu.
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KpuTeplm OICHKHU IPAKTHYECCKOT0 3aHATHUSA.

3a mpaKkTUYeCKOE 3aJaHWE BBINIOJHICTCA OJHA M3 OIICHOK: «OTJIHYHO», «XOPOIIO»,
«yJOBJIETBOPHUTEIbHO», KHEY0BJIETBOPUTEIHLHOY.

OneHka «OTJMYHO» BBICTABJISICTCS, €CIIM CTYACHT aKTUBHO paboTaeT B TEUCHHUE BCErO
MPAaKTUYECKOTO 3aHSTHs, JaeT BEPHbIE W IIOJHBIE OTBETHl HAa BOMPOCHI TMPENOAaBaTENs WU
MOKa3bIBACT NPH ITOM TIIyOOKOE OBIIQJICHWE JIEKIIMOHHBIM MAaTEpHUaoOM, BCE YaCTH 3aJlaHHs
BBITIOJTHEHBl BEPHO (JIOTyCKAaroTcs HEOOJIbIINE HETOYHOCTH, HE SBIISIOMIMECS CIIEICTBHEM
HE3HAHWs] WM HEMOHMMaHHs ydeOHOro Marepuana). PaGora BBINONHEHAa CaMOCTOSITEIHHO.
Pabora cnana ¢ cobmoaenuem Becex cpokoB. CoOItoIeHbI Bce MpaBmiia 0(OpMIICHHSL.

OneHka «XOpoOLIO» BBICTABISIETCS, €CIIM CTYJIEHT aKTUBHO Pa0OTaeT B TEUCHHE BCETO
MPAaKTUYECKOTO 3aHATHS, JaeT BEpHBbIE, HO BO3MOXXHO HETOJHBIE OTBETHI Ha BOIIPOCHI
MIPETo/IaBaTellsl U MOKA3bIBACT MPH 3TOM CBOOOJHOE BIAJICHHE JIEKIIMOHHBIM MaTepHalOM, BCE
YacTH 3aJlaHHs BBITIOJHEHBI BEPHO (JOMYCKAIOTCS HETOYHOCTH, HE SIBIISIFOIIMECS CIIEICTBHEM
HE3HAHUs WJIM HENOHMMaHWs y4dyeOHOoro Marepuasnia). Pabota B 11€JIOM  BBITIOJIHEHA
CaMOCTOSITEIIEHO, BOBMOYKHO C KOHCYJbTaIlMel mpernojaBarens. Pabora caana ¢ coOmoaeHneM
BCEX CPOKOB. JlomycKaroTCss He3HAYUTENIbHbBIE HEIOUEThI B 0(hOPMIICHUH.

OneHka «yJ10BJETBOPUTEIBLHO» BBHICTABIISIETCS B TOM ClIydae, KOTJa CTYJACHT B IIEJIOM
OBJIaZIETT CYTHIO BOTIPOCOB IO JTAHHOW TeMme, OOHApYKMBAaeT 3HaHHE JICKIIMOHHOTO MaTepHhaa.
[Tpu >TOM Ha 3aHATHH BeneT ceOs MacCCHBHO, JIAeT HETOJIHBIE OTBETHI HA BOTPOCHI, JIOIYCKAeT
OLIMOKHU MPH OCBEUICHUH TEOPETUYECKOro MaTepualia, He MOKeT 0000IIUTh U CAeNaTh YeTKHe
JIOTMYECKUe BBIBOJBI. PaboTa chmaHa ¢ omo3maHueM He Ooiiee MBYX 3aHATHH. Jlomyckarorcs
HE3HAYUTEIIbHBIC HETOYETHl B 0(hOpMIICHHN.

OuneHka «Hey/A0BJIETBOPUTEIbHO» BBICTABIISIETCS B Cllyyae, KOT/Ia CTYACHT OOHApYKUJI
HECOCTOSITEIbHOCTh OCBETUTH BOIPOCH! UM BOIIPOCHI OCBEUICHBI HEIPABUIBLHO, OECCUCTEMHO, C
rpyObIMH  OIIMOKaMH, OTCYTCTBYIOT IIOHMMAaHHS OCHOBHOM CyTH BOIIPOCOB, BBIBOJBI,
0000mIeHNsI, 0OOHAPY)KEHO HEYMEHHME pemarth y4deOHble 3amaur. OOydaromuiicss HE MOXKET
BBITIOJTHUTH paboTy 6€3 moMoInu npemnoaaBaTens. Paborta caHa ¢ HapyleHHeM CpOKOB (ITO3/1HEe
4yeM uepe3 /Ba 3aHATHs). B odopMieHnn NpUCyTCTBYIOT 3HAUNTENbHBIE HEIOUETHI.

1.2 Cnucok BonpocoB u (WJIN) 3aIaHUI VIS MPOBeJIeHHUsI MPOMEeKYTOUYHOMH aTTeCTAllMU

Bomnpocsl k 3a4ety

=

OcHoBHbIE MpaBa rpaxaaH B chepe 00pabOTKH U 3alTUTHl HHGOPMAIUH.

2. OCHOBHBIE MpPUHLUIBI [IPABOBOTO PEryJlUpoBaHUs B 00gacTh 0OpaOOTKM M 3alUTHI
nHpOpMaIuu.

3. HNudopmanus. OcHOBHBIE CBOMCTBa 06€30MacCHOCTU HHPOPMAIMH: KOH(PUICHIIMATBEHOCTD,
L[€JIOCTHOCTb, JOCTYITHOCTb.

4. Bwuapl vHGOpMaIMK [0 NOPSAAKY TOCTYNA U PACIPOCTPAHEHUS.

Orpanunuenue noctyna Kk uHpopmanuu. 3amuTa uHGopmanuu. OObEKTH! 3auThl. Bub

TalH.

WNubopmaliioHHbIE TEXHOJIOTUU U HH(POPMALIMOHHBIE CUCTEMBI.

Ob6nanarens MHGOpPMALMU U onlepaTop MHPOPMALMOHHON CHCTEMBI.

OTBeTCTBEHHOCTH B c(hepe 00pabOTKM U 3aIUTHl HHYOPMAIIH.

[lepcoHanbHbIE TaHHBIE U IPUHIUIIBI UX 0OPAOOTKH.

10 Bupl nepcoHanbHbIX JaHHBIX: CIIEHATIbHBIC, OMOMETPUYECKUE U OOIIeI0CTYITHBIE.

11. YcnoBust 06paboTKH MEPCOHAIBHBIX JaHHBIX.

12. Cornacue Ha 00pabOTKy epCOHATBHBIX JAHHBIX.

13. TpancrpannuHas rnepegaya MepcoOHaNbHBIX TaHHbIX.

14. TIpaBa cyObEKTOB EPCOHATBHBIX JAHHBIX.

o

©ooNo
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15.
16.
17.
18.
19.
20.
21.

22

33.
34.
35.
36.
37.

38.
39.
40.

41.
42.
43.
44,
45.
46.
47.
48.
49,
50.
51.
52.
53.
54,
55.
56.
S7.
58.
59.
60.
61.
62.

Omneparop nepcoHANBHBIX JAaHHBIX M €0 00S13aHHOCTH.
Mepsl obecnieueHust 0€301IaCHOCTH MEPCOHATBHBIX JAHHBIX.
KoHTposs 1 Hag30p 32 BBINOJIHEHHEM Mep 10 00eCIIeYeHHIO OE30MIaCHOCTH.

YTOIHOMOYEHHBIH OpraH MO 3alIUTe MpaB CyOBEKTOB MEPCOHATBHBIX JAHHBIX.

[TocnenoBaTenbHOCTH JEHCTBUI 1O 3aIIUTe HHPOPMALIUH.
BrrsBiienue u aHam3 HHPOPMALMOHHBIX AKTHBOB.
dopmupoBanue TpeOOBaHUH 10 3aIIUTEe UH(OPMAIIHH.

. [Moxoap1 K MOZETMPOBAHUIO HAPYIIUTENCH HHOOPMAIIMOHHOH 0€301TacCHOCTH.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.

Yrpo3sl nHGOPMAIIMOHHON OE30TTaCHOCTH.

CpencrBa 3amuTsl HHPOPMAITUH.

[Ipoueccopsr.

OcHoBHas (K311 ¥ ONlepaTUBHAS) aMSTh.
BcnomorarenbsHas namsTh.

YcTpolicTBa BBOAa-BbIBOIA (ILIMHBI, MOHUTOPBI, IPUHTEPHI).

YerpoiicTBa BBOIa-BbIBOIA (KJIaBUATYPHI M MBIIIH, BeO-KaMepbl, MUKPO(DOHHI).

OO61uit cnocod xpaHeHus: ¥ 00padOTKH UH(POPMALIUK B KOMITBIOTEPE.
[TonsTHs onepanoHHOMN U (aitIoBoil cucTeM.

CyObeKTbl, 00BEKTHI, METObI U MPaBa AOCTYIA, IPUBWIETUH CYOBEKTa AOCTYIIA.

JIMCKpEMOHHOE YIPABICHNE JOCTYIIOM.

MaHnpaTHO€E ynpaBieHUE JOCTYIIOM.

Wnentuduxanms, ayreHTUGUKALMS U aBTOPU3ALHSL.

VYrpasieHue J0CTYIIOM B ONIEPAI[HOHHBIX CHcTeMax cemerictBa Windows.
WNnentudukamnus, ayreHTHGHUKAIMS W aBTOPH3ALUS B  ONEPAITHOHHBIX
cemeiicrBa Windows.

Peanuzanus ayaura B ONEpalMOHHBIX cucTeMax cemeiicrea Windows.
VYrpasseHne J0CTYIIOM B OIIEPAI[HOHHBIX CHCTEMaX cemericTBa Linux.
Nnentudukanms, ayreHTUPHUKAIMS ¥ aBTOPHU3AIUS B  OINEPAMOHHBIX
cemeiictBa Linux.

Mogpens 1SO/OSI.

ApXHUTEKTypa ¥ OCHOBHBIC TIPOTOKOJIBI JIOKATBHBIX BEIYUCIUTEIBHBIX CETCH.
Knaccugukanum ceTeBbIX yrpos, ya3BUMOCTEH U aTak.

CeTteBble aTaky Ha pa3aIHn4uHbIX ypoBHAX Mozean 1SO/OSI.

Knaccugukanus BpeZioHOCHOTO MTPOTPAMMHOTO 00ECIICUCHHS.

[Ipu3HaKK MPUCYTCTBUS BPEJOHOCHOTO MPOTPAMMHOTO 00ECTICUeHHS.
Metoab1 00HApYKEHUSI BPEIOHOCHOTO IMPOTPaMMHOTO 00eCIIeYeHUsI.
MecTo ¥ poJib MEKCETEBBIX SKPAHOB B 00CCIICYCHNUHU CETEBOM OC30MAaCHOCTH.
Knaccugukarus Me:KCeTeBbIX IKPaHOB.

OCHOBHBIC BO3MOXXHOCTH MEKCETEBBIX SKPAHOB.

JIOCTOMHCTBA U HEIOCTATKU MEKCETEBBIX 3KPAHOB.

[Toctpoenue npaBui GpuIbTPaIHH.

Kpunrorpadust npeBHero mupa.

Kpunrorpadus cpeTHIX BEKOB.

Kpunrorpadust snoxu BozpoxaeHus.

Kpunrorpadust HoBoro BpemeHnu.

CuMMeTpUYHas ¥ ACHMMETPHYHAsT KpUNITOTpadusl.

BBIUHCIUTENBHO CII0XKHBIE 3a/ITa4l MAaTEMaTHKH.

Kpunrocucrema RSA.

[TonsiTHe kpunrorpapuveckoro MPoTOKoIA.

CBoiiCTBa MPOTOKOJIOB, XapaKTEPU3YIOIIUE UX 0€30MaCHOCTb.

Cxembl upoBoi MOAMUCH.

Hpamma BbBICTABJICHHSA OIICHKH HA 3a4eTe.
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B nporecce 3auera TpeOyeTcs OTBETUTh HA OJMH M3 MPHUBEICHHBIX BhIIIE BOIpocoB. Ha
HOJArOTOBKY K OTBETY JIa€TCsl He MEHee | akaJeMU4ecKoro Jaca.
ITo nToram 3a4era BBICTABIIAECTCS OJIHA U3 OLICHOK: «3a4TCHO», «HE 3a4TCHO».

Onenka «3a4yTeHO» BBICTABISIETCA CTYICHTY, KOTOPBIM JEMOHCTPHUPYET BJiaJieHUE
CoJIep’)KaHMEM MaTrepHajia U NOHATUMHBIM annapaToM TEOPHUU IICEBIOCIIyYalHBIX I€HEPAaTOPOB;
YMEET CBSI3bIBAaTh TEOPHIO C NMPAKTUKON. B 0TBeTe MOTYT NOMyCKaThCs OT/AEIbHbIE HETOYHOCTU
(HecyllecTBEHHbIE  OMIMOKM), KOTOpbI€  HUCIPABISAIOTCS  CaMUM  CTYAEHTOM  IOCJe
JIOTIOJTHUTENBbHBIX U (WIN) YTOYHSIOIIMX BOIPOCOB 3K3aMeHaropa. Ha yacTh 1OMOJHUTENBHBIX
BOIIPOCOB CTYZIEHT MO>KET HE J1aTh OTBET WJIM JaThb HEBEPHBIM OTBET.

Ounenka «He 3a4TeH0» BBICTaBISAETCS  CTYACHTY, KOTOPBI JEMOHCTPHUPYET
pa3po3HEHHbIE, OECCUCTEMHBIE 3HaHUs; OCCIIOPSJOYHO U HEYBEPEHHO M3JIaraeT MaTepuai; He
YMEET BBIJEISATH IVIABHOE M BTOPOCTEIIEHHOE, HE YMEET COECIUHATh TEOPETUUECKUE MTOJIOKEHUS C
MIPaKTUKOM; JOMycKaeT rpyOble OMNOKY MIPH ONPEAETICHUHN MOHITHM, BCIEACTBHE HEMOHUMAaHUS
UX CYHIECTBEHHBIX U HECYIIECTBEHHBIX MPU3HAKOB U CBSI3€M; 1a€T HEIOJHbIE OTBETHI, JIOTUKA U
MIOCJIEIOBATEILHOCTh U3JI0KEHHMSI KOTOPBIX MMEIOT CYIIECTBEHHbIE U MPHUHIUIHAIbHBIC
HapylIeHHUs, B OTBETaX OTCYTCTBYIOT BBIBOJBI. JOMOJHUTENbHBIE M YTOYHSIOIIUE BOIPOCHI
JK3aMEHaTopa HE INPHUBOAAT K KOPPEKUHMH OTBETOB CTyAeHTa. Ha OCHOBHYW 4YacTh
JIOTIOJTHUTEIBHBIX BOIIPOCOB CTYACHT 3aTPYyIHSAETCS AaTh OTBET WJIM AA€T HEBEPHbBIE OTBETHI.

Onenka «He 3a4TeH0» BBICTaBIAETCSA TAKXKE CTYACHTY, KOTOPBIA B35J1 DK3aMEHAMOHHBIN
OusIeT, HO 0TKAa3aJCs JaTh HA HETO OTBET.
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IIpunoxenne Ne2 k padoueil nporpaMmMe JUCHUIINHBI
«be30macHOCTh B COBPeMeHHOIl HH(OPMALIMOHHOH cpeae»

MeToauueckue YKazanusd 1Jist oﬁyqalomnxca 0 OCBOCHMIO JUCIIUITJINHBI

OcHoBHOI (hopMOW HM3J0KEHUSI YIeOHOTO MaTepHaia 1Mo JUCIMIUINHE «be3omacHocTh B
COBpPEMEHHON WH(GOPMAIIMOHHOW cpeie» SIBISIOTCS JICKIMU, YTO CBS3aHO, MPEXKAE BCEro, ¢
HOBU3HOM MaTepuana st oOydaromuxcs. [1o OOJBIIMHCTBY TEM MPeyCMOTPEHBI TPAKTUYECCKUE
3aHATHUSA, TENBI0 KOTOPBIX SIBJISETCS 3aKPEIUICHHE JIEKIIMOHHOIO MaTepuajia MyTeM penieHus
CrHelHalIbHbIM 00pa3oM NoJ00paHHbIX MPAKTUYECKUX 3a/au.

Jist  ycmemrHoro  OCBOCHHSI  JAUCHUIUIMHBI  BaXXHO  CaMOCTOSATENIBHOE  HM3YYEHUE
TEOPETUYECKOTO MaTepHalia M pEIICHHE TMPAKTHUYEeCKUX 3a/Jad, KaK B ayIuTOPUH, TaK H
CaMOCTOSITEJIBHO B KAYECTBE CAaMOCTOSTENbHOUM paboThl. [Iprmeps! perenus 3a1ad pa3ouparoTcs
Ha JICKIUSAX W MPAKTHUYECKUX 3aHATHUIX, MPU HEOOXOJUMOCTH IO Haubojiee TPYAHBIM TeMaM
MPOBOJATCS IOTIOJIHUTENbHBIE KOHCYNbTAIuU. OCHOBHAS 1€JIh PEHICHUS MPAKTUYECKUX 3a/1a4 —
MMOMOYh YCBOWTH OCHOBHBIE MOHSTHUS WHMOPMAIIMOHHOW O€30MacCHOCTH, WX OIpEACNiCHUs, a
TaKk€ OCHOBHBIE METOJBI M CpelCcTBa obecrieueHus WHGOpMAIMOHHOW Oe3omacHocTH. Jlist
pereHus 3a7ad HEOOXOJWMO HE TOJBKO 3HATh, HO M TOHUMATh JICKIMOHHBIA MaTepuall.
[TosTomy B mporecce wu3ydeHUs UCIMIUIMHBI PEKOMEHIYETCS peryispHas paboTa ¢
KOHCITEKTaMH JIEKIIUIA U PEKOMEHIOBAHHOM JIUTEPATYPOH.

Bonemioe BHUMaHWE AOHKHO OBITH YIAEIEHO CaMOCTOATENhHOW paboTe. B kadectBe
3aJlaHUM JJIs CaMOCTOSITENbHON paboThI J0Ma CTYJAEHTaM MpeiiararoTcs 3afadu, aHaJIOTMYHbIe
pa3o0paHHBIM Ha JIEKIHSIX U MPAKTHUECKUX 3aHATHSAX WM CX0KHE C HUMH.

Jlis mpoBEepKM M KOHTPOJISL YCBOEHHUS TEOPETUYECKOTOo Marepuaia, MpuoOpeTeHHBIX
MPAKTUYECKUX HABBIKOB Pa0OTHI C OCHOBHBIMHU TMOHATHUSAMHU B T€UEHUE OOy4YEHMsI MPOBOAATCA
MEpPOTIPUATHS TEKyIeH aTTecTalliy B BUJE TeCTUPOBAHUN. Takke MpOBOAATCS KOHCYJIbTAllUU
(mpu HEOOXOIWMOCTH) TIO JICKIIMOHHOMY MaTepuany M pa300py HEKOTOPBIX 3alaHui s
CaMOCTOSITEIHHOU PaOOTHI.

B KkoHIe wW3ydeHHs IUCHUIUIMHBI CTYAEHTHl CHAIOT 3a4yeT. 3adyeT MPOBOJUTCS Ha
OCHOBAHUU BBITIOJIHEHUS TECTOBBIX 33JaHUil U cobeceqoBaHUS Ha OCHOBAHUU CIIMCKAa BOIIPOCOB
K 3a4€Ty, KOTOPBI 0XBATHIBAET MOJTHOCTHIO BCIO MIPOrPaMMYy TUCIUILIAHEI.

YyedHO-MeTOANYIECKOE 00ecTIeueHne
CaMOCTOSITEJIbHOM Pa0OTHI CTYIEHTOB 10 JUCHUILINHE

Jl11 caMOCTOATENbHON pabOThl peKOMEHAYETCS HCTIOIb30BaTh CASAYIOIIYI0 YIeOHYIO
TUTEpaTypy:

1. Tamenbaym D. Apxutektypa Kommbiorepa. / O. Tanmenbaywm; [mep. ¢ anra. lO.
I'opoxosckoro, [I. Iluntsxosa] - 5-e wm3n. - CII6.: Iutep, 2013. - 843 c.
(axagmeMuuecKoe M3JI0KEHIE MaTepHalia Mo apXUTEKType KOMIBIOTEPA).

2. TanenbGaym O. CoBpeMmeHHblE omnepauuoHHble cuctembl. / J. Tanenbaym, X. boc;
[mep. c anrn. A. JleontseBoii, M. MansieBoii, H. Bunsunnckoro] - 4-e uzn. - CI16.:
IMutep, 2019. - 1119 c.: un. (akageMuyeckoe WU3I0KEHHE MaTepuana IIo
OTIEPALIMOHHBIM CUCTEMaM).

3. Tanenbaym O. KomnbstotepHsie cetu. / O. Tanenbaym, /. Yazeposr; [nep. ¢ anri. A.
I'pebenbkoBa] - 5-e uzn. - CIIG.: Tlurep, 2019. - 955 c. (akameMuyeckoe U3NOKEHUE
MaTepuana Mo KOMIbIOTEPHBIM CETSM).

4. Andepon A.Il. OcHoBbl kpunrorpadpuu. Yuebnoe nocodue. / A.Il. Andepos, A. HO.
3yooB, A.C. Ky3pmun, A.B. Uepemymkun. M.: T'emuoc APB, 2005. 480 c.
(akazeMHueCcKO€ U3JI0KEHHE MaTepHrala 1o KpunTorpapumn).
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