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1. Ilesin ocBOEHUsI AUCHMUIIIMHBI

JucriunnnHa «be30nacHOCTh B COBPEMEHHOW WH(OPMAIMOHHOW cpeziey» 00ecTrieunBacT
npuoOpereHue O00ydaroIMMHUCA 3HAaHUM, YMEHMM W HaBblKOB 1o KommereHuuu OIIK-5.
«CrnocobeH NMOHMMATh MPUHIUIB PAOOTHl COBPEMEHHBIX HH(GOPMAIMOHHBIX TEXHOJIOTUH H
UCTOJIB30BaTh UX JUIA pelIeHHs 33734 Npo(ecCHOHANBHON nesTensHoCTH» DenepaabHOro
rOCy/IapCTBEHHOIO0 00pa30BaTEIbHOrO CTaHIApPTa BBICHIETO OOpa30BaHUS [0 HAIMPABICHUIO
noaroroBku 39.03.01 Conuonorus.

OCHOBHOHI LENBI0 U3YYEHUS OUCLUUILUIMHBI SIBIIETCA TEOPETHUYECKAs M IPaKTUYECKast
NOArOTOBKA O0yYarOIIMXCs K JeATEIbHOCTH, CBA3aHHOM ¢ IPUMEHEHUEM COBPEMEHHBIX CPEICTB
¥ METOJIOB 3alIUThl HHGOPMAIMU B MOBCEIHEBHON U mpodeccruoHaibHon aestenbHocTH. Kype
JIaeT MpEeJCTaBICHHE O MECTE U POJIH MH(OPMAIIMOHHON 0e30MacHOCTH B COBPEMEHHOM MHPE.
Ero u3ydyenuwe maer BO3MOXKHOCTb CO3HATEIbHOIO HCHOJIb30BaHUS, OOpabOTKHM M 3aIUThI
uHpOpMaLnH.

2. MecTo TMCHUILIMHBI B CTPYKTYpe 00pa30BaTe/ibHOI MPOrpaMMbl

JlaHHasi TUCIUIUIMHA OTHOCUTCS K 00s13aTeNbHON YacTh 00pa30BaTeIbHOM IPOTPaMMBI.

Jucuumnnuza «be30nacHOCTh B COBpEMEHHON HH(POPMAIIMOHHOM Cpe/iey» UrpaeT BaKHYIO
poITb i 00IIePOoeCCHOHATBFHON TTOATOTOBKH 00YYar0IIerocs.

3. [lnanupyeMbie  pe3yJbTAThl OOy4YeHHS] MO JUCHUIJIHHE,
IVIAHUPYeMbIMU pe3yJabTatamu ocBoenusi OIl 6akanaBpuara

COOTHECCHHbIC C

[Tponecc n3yueHust UCUUIUIMHBI HAIpaBJIeH Ha (POpMUPOBAaHUE CIETYIOUUX KOMIIETEHIINH
B cooTBeTcTBUU ¢ ®PI'OC BO, OOII BO 1 npuoOpereHus cienyromux 3HaHui, yMEHUH,
HaBBIKOB U (WJIN) ONBITA JESTEIbHOCTH:

Dopmupyemas Nuaukarop 10CTHKEHUSA Ilepeuennb
KOMIIETCHIIUA KOMIICTCHIIUU IJIAHUPYEMBIX PE3YJIbTATOB oﬁyquI/m
(xox u (xox u popmyIHpPOBKA)
¢opmyanpoBka)
Oo0menpodeccuoHaATIbHbIE KOMIIETCHIMU
OIIK-5.  Cmnoco6en | OIIK-5.1. cnonb3yer 3namo:
UCIIOJIb30BaTh COBPEMEHHBIE OCHOBHBIE TOHATHA B  00JacTH
COBPEMEHHBIE MH(pOpPMalLlMOHHbIE 00paboTKH M 3alIUThl HHQOPMALIUK U
uH(pOpMaIMOHHbBIE TEXHOJIOTUHU U IPOrPaMMHBIE 170, OIIpEIEIICHUS;
TEXHOJIOTHH U | CpeACTBa IIPHU pPELICHUU IIOCJIEI0BATEILHOCTh BBIIIOJIHEHUS
MIPOTPaMMHBIE npodecCHOHANBHBIX 3a/1ay. paboT Mo 3amuTe UHMOPMAILNY;
cpencrsa pu KJIaCCU(UKALINIO HapylmuTenen
peleHnun UH(POPMALIMOHHOM 0€301acHOCTH;
npodeccunoHaIbHbIX BHJIBl M Ha3HAYEHUE CPEJICTB 3aLUTHI
3a1a4 uH(pOpMaInu.
Ymems:
YCTAaHaBJIMBATh U OCYILECTBIATH
IIEPBUYHYIO HaCTPOMKY
OnepalOHHbBIX CUCTEM,
AHTHUBUPYCHBIX CPEICTB u
MEKCETEBBIX YKPaHOB.
Bnaoemv nasvixamu.
paboTBl CO CpelncTBaMM  3alUTHI
nHpopManuu
OIIK-5.2. Pemraer 3uame:
CTaHJapTHBIE 33]1a41 OcHoBHbIE TIPUHIIUIIBI
npodeccuoHaIbHON aMUHUCTPATUBHO-TIPABOBOM 3aUTHI
nHdopmanuu,




JeSITEIbHOCTH HAa OCHOBE
UH(POPMALIMOHHBIX
TEXHOJIOTUH C y4eTOM
OCHOBHBIX TpeOOBaHUI
HH(}pOpMaAITMOHHOM
0€3011aCHOCTH.

Ymems:

pearupoBaTh Ha pPa3IHYHBIC YTPO3BI
uH()OpMaAITMOHHON 0€301acHOCTH
u MPUMCHSTH COBPEMECHHBIC
TEXHOJIOTHH sl €e 00ecreueHus;
enadems HABLIKAMU:

IPUMEHEHHUS, aHTHUBUPYCHBIX CHUCTEM
U CHUCTEM pACIO3HABaHUS YIPO3 U
aTak.

4. O0beM, CTPYKTYpa U CO/iepPKaHMe U CHUTITIHHbBI
OO61mas TpyA0eMKOCTh AUCHUIIIMHBI COCTABIISET 2 3a4eTHBIC €IUHHULIBI, /2 akaJl. yaca.
Ounas dopma

Ne
n/n

TembI (pa3aennl)
AUCIHUTIIHHBI,
AX coJep/KaHue

Cemectp

Buabl y4eOHbIX 3aHATHH,
BKJIIOYasl CAMOCTOSATEIbHYI0
padoTy CTy1eHTOB,

U HX TPYA0EMKOCTh
(B akaieMHYeCKHUX Yacax)

®opMbI TEKYLIET0
KOHTPOJISA
ycneBaeMoCTH

®opma
NPOMEKYTOUYHOM
arTecTalnu
(no cemecmpam)

KonrTakTrHas paéora

JICKIINU
IIPaKTUYCCKHUE

nabopaTtopHbie

KOHCYJIbTalun
ATTCCTAIUOHHBIC
HUCIIBITAHUA
CaMOCTOATEIIbHAsA
pabota

Pasznean 1

IIpaBoBbIe 1 2 | 6
OpraHM3anMoOHHbIC
OCHOBBI
o0ecnieyenust
HHopMaOHHOI
0e301macHOCTH B
Poccuiickoi
Denepanun

Tema 1.1

[TpaBOBBIE OCHOBBI 2 | 2
obecrnieueHus
nH(OPMAIIMOHHON
0€30MacHOCTH

1 |Tecr

Tema 1.2

ammra 2 2
MePCOHANBHBIX
JTAaHHBIX

1 |Tecr

Tema 1.3

OpranuszanuoHHbIE 2 | 2
OCHOBBI 0O€ecTIeyeHHs
MH(POPMAIMOHHOM
0€30MMacHOCTH

1 |Tecr

6 mom yucne ¢ 90 u 6
0T

3 |Buneomexuuu
TEKCTOBBIE




MaTepUaIbI
y4e0HOTr0 mocoous,
Hpe3eHTaI|H, TECT B
OVK B

DemidOnline
Paznen 2 |ApxurTekTypa
KOMIIBIOTEpPa
Tema 2.1 |Apxurekrypa Tect
KOMITbIOTEpa
6 mom uucne ¢ 30 u Buneonexuuu
J[OT TEKCTOBEIC
MaTepuabl
y4eOHOT0 1mocoous,
MPE3CHTAINH, TECT B
OVYK B
DemidOnline
Paznen 3 |OcHOBBI Tect
HHopMaALOHHOI
0e30macHoCcTH B
onepanuoOHHBIX
cucTeMax
Tema 3.1 |BBenenue B Tect
MH(OPMALIMOHHYIO
0€3011aCHOCTh
OTIePaIIMOHHBIX
CHCTEM
Tema 3.2 (MudopmarmonHas Tect
0e30IMacHOCTh
OTIepaIMOHHBIX
CHCTEM CeMEMCTBa
Windows
Tema 3.3 |MHpopmannoHHas Tect
0e30IMacHOCTh
OTIepaIMOHHBIX
CHCTEM CeMEMCTBa
Linux
6 mom uucie ¢ 30 u Buneonexuuu
J[OT TEKCTOBEIC
MaTeprabl
y4eOHOro mocoous,
MPe3CHTAINH, TECT B
OVK B
DemidOnline
Pa3nen 4 |OcHOBBI
HH$opManOHHOI
0€30MacHOCTH B
JIOKAJIBHBIX
BbIYHCJIUTEIbHBIX
ceTsax
Tema 4.1 |BBenenue B Tect
ApPXUTEKTYPY

JJOKAJIBbHBIX




BBIUUCIIUTENIBHBIX
ceren
Tema 4.2 |CeteBbie yrpo3bl U 2 1] 2 4 |Tect
METOBI
IIPOTHBOJEHCTBUS UM
Tema 4.3 |MexcereBbie 9kpanbl| 2 | 1 | 3 3 |Tect
6 mom yucne ¢ 90 u 3 3 11 |Bupeonexkuuu
J[OT TEKCTOBEIC
MaTepHabl
y4e0HOTro mocoous,
IIPE3EHTAIUH, TECT B
OVK B
DemidOnline
Paznen 5 [Kpunrtorpadpuuecku| 2 | 2 | 2 3
€ MeTO/JbI 3aIUThI
HHpopmannu
Tema 5.1 |BBenenue B 2 2 2 3  |Tect
Kpunrorpaduueckue
METO/bI 3aIUTHI
nHbOopMau
6 mom yucie ¢ 30 u 2 1 3 |Buneonexunu
J[OT TEKCTOBBIE
MaTepHabl
y4eOHOr0 1mocoous,
IIPE3EHTAIUH, TECT B
OVK B
DemidOnline
2 0,3 | 10,7 |3auer
Bcero 3a 2 cemectp 72 | 16 | 16 0,3 | 37,7
Bcero 72 116 | 16 2 103 | 37,7
OuHo-3a04Has popma
Ne Tembl (pa3aensbn) Buabl yueOHbIX 3aHATHI, DopMBbI TEKYLLET0
n/n AUCHMIIUHBI, BKJII0OYAsl CAMOCTOSITEIbHYIO KOHTPOJIs
UX COJepKaAHNe = paboTy CTY1€HTOB, ycreBaemMocTH
54 M UX TPYAOE€MKOCTb
= (B akageMHYeCKHX 4acax) ®opma
o IIPOMEsKY TOUHOii
aTTecTaluu
(no cemecmpam)
KonrTakTrHas padora
ool =|3 |2
o) E |8 %| A4
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o
Pa3znen 1 (IIpaBoBble 2 6 3

OpraHu3aliuOHHbIC
OCHOBDBI




o0ecreyeHu s

HHpopMaALNOHHOI
0e30macHOCTH B
Poccuiickoii
Denepanun
Tema 1.1 (IIpaBoBbIE OCHOBBI Tect
obOecreyeHns
MH(POPMAIIMOHHOM
0e30macHOCTH
Tema 1.2 (3amura Tect
MePCOHATBHBIX
JTAHHBIX
Tema 1.3 |Opranu3zaniioHHbIC Tect
OCHOBBI OO€CIICUCHUS
HH(pOPMAITMOHHOM
0e30IMacHOCTH
6 mom yucne ¢ 30 u Buneonekmnuu
J[OT TEKCTOBBIE
MaTepHuabl
y4eOHOr0 1mocoous,
MPE3CHTAIINH, TECT B
OVK B
DemidOnline
Paznen 2 |ApxuTekTypa
KOMIIBIOTEpPa
Tema 2.1 |Apxurekrypa Tect
KOMITbIOTEpa
6 mom yucie ¢ 30 u Buneonexkuun
J[OT TEKCTOBEIE
MaTepuabl
y4eOHOT0 1mocoous,
Mpe3eHTAIUH, TECT B
OVYK B
DemidOnline
Pa3nen 3 |OcHOBBI Tect
HHpopMaALOHHOI
0e30IacHOCTH B
onepanuoHHBIX
cucTeMax
Tema 3.1 |BBenenue B Tect
MH(OPMALIOHHYIO
0e30IMacHOCTh
OTIepaIMOHHBIX
CHUCTEM
Tema 3.2 |MudopmannoHHas Tect
0e30IMacHOCTh
OTIepaIMOHHBIX
CHCTEM CeMelicTBa
Windows
Tema 3.3 |MudpopmannoHHas Tect
0€3011acHOCTD

ONCPallMOHHBIX




CHCTEM CEMENCTBA
Linux

6 mom yucie ¢ 90 u 3 3 9 |Buneonexnuu
J[OT TEKCTOBEIC
MaTepuaIbl
y4e0HOTro mocoous,
Mpe3CHTAIIMH, TECT B
OVK B
DemidOnline
Paznen 4 |OcHOBBI 2 3 7 9
uHGOPMALMOHHOM
0€e30IacHOCTH B
JIOKAJBHBIX
BBIYHMCIUTEIbHBIX
ceTsax
Tema 4.1 |BBenenue B 2 1 2 4 |Tect
aApXUTEKTYpy
JIOKQJIbHBIX
BBIYMCIIUTEIBHBIX
ceTen
Tema 4.2 |CereBble yrpo3bl U 2 |12 4 |Tect
METO/IbI
MIPOTHUBOACHCTBHS UM
Tema 4.3 |MexcereBbie 9kpanbl| 2 | 1 | 3 3 |Tect
6 mom yucne ¢ 30 u 3 3 11 |Bugneonexkiuu
J[OT TEKCTOBBIE
MaTepuaibl
y4eOHOT0 1mocoous,
Mpe3eHTAIUH, TECT B
OVYK B
DemidOnline
Paznen 5 Kpunrorpadpuueckun| 2 | 2 | 2 3
€ MEeTO/IbI 3aIIUTHI
HHpopmMannu
Tema 5.1 |BBenenue B 2 2 2 3 |Tecr
Kpunrorpaduueckue
METO/IbI 3aIlUThI
uHpopMauu
6 mom qucie ¢ 30 u 2 1 3  Bupeonekiuu
J[OT TEKCTOBEIC
MaTepraIbl
y4eOHOTro mocoous,
MPe3CHTAINH, TECT B
OVK B
DemidOnline
2 0,3 | 10,7 |3auer
Bcero 3a 2 cemectp 72 | 16 | 16 0,3 | 37,7
Bcero 72 | 16 | 16 2 03| 37,7

Co;[epmafme pa3aeaoB nmporpaMmmMmbl TUCIHUIIVIMHBI

«be30omacHOCTb COBpeMeHHOI HHPOPMALIMOHHOM cpeae»




Pa3znen 1. IlpaBoBble M OpPraHM3alMOHHBIE OCHOBBLI O0ecnevyeHusi WHGOPMALMOHHOMI
0esonacHocTHu B Poccniickoiit @enepanuu.

Tewma 1.1. IIpaBoBbIe OCHOBBI 0OecniedeHus: HHPOPMAITMOHHOM 0€30IMacCHOCTH.

OcHoBHBIE TIpaBa TpaxJaH B chepe o0paboTku M 3amuThl UHGopManuu. OCHOBHBIE
NOPUHIUIBL [IPABOBOTO PETYIMPOBAaHUS B 00JacTé 00pabOTKM W 3amUThl HWH(MOPMAIHH.
Nudopmanusa. OcHOBHblE CBOicTBa 0€30maCHOCTH HMH(POpPMALUU: KOH(UIEHIHAIBHOCTD,
[IEJIOCTHOCTh, JIOCTYIHOCTh. Buabl mHMOpManmu mo MOPSAKY JOCTyNa U PacHpOCTPaHEHUS.
Orpannuenne jgoctynma K  uHbpopmanmuu. Bunpbr Taitn.  OOmanmarens  uHbOpMaiuu.
HNudopmannonnsie TexHoiorud. Mupopmarnmonusie cucreMbl. Omneparop HHOOPMAIMOHHON
cucreMbl. 3ammra uHpopmauuu. OOBEKTHl 3alUTbl. Buabl OTBETCTBEHHOCTH B cdepe
00pabOTKH U 3aIUTHI HH(POPMAITUH.

Tema 1.2. 3amuTa nepcoHaIbHBIX TaHHBIX.

[lepconanbHble JaHHBIE M MPUHLIUNBI UX 00pabOTKH. Buabsl nepcoHaNbHBIX HTaHHBIX:
CHeluanbHble, OMOMETpUYECKHE U OOIIeNOCTyHmHbIe. YcaoBHs 00pabOTKM TMEpPCOHANBHBIX
nmanHeix. Corimacue Ha 00paOOTKy TEPCOHANBHBIX JIAaHHBIX. TpaHCTpaHWYHAs Iepeaada
NEepCOHANBHBIX AaHHBIX. [IpaBa cyOBEKTOB MepCcOHANBHBIX AaHHBIX. OmepaTop MEepCOHATbHBIX
JAHHBIX W €ro o0s3aHHOCTH. Mepbl obOecrnieueHusi 0€30MaCHOCTH IMEPCOHAIBHBIX JTAHHBIX.
KoHTpoJib 1 HaA30p 3a BBIMOJHEHUEM MEp MO 00ecreueHrn0 0€30MacHOCTH. Y TOJIHOMOYCHHBIN
OpraH 1o 3alUTe MPaB CYyOHEKTOB MEPCOHAIBHBIX TAHHBIX.

Tema 1.3. Opranu3anoOHHbIE OCHOBBI 0OeCTIedYeHHUS HH(POPMAIIMOHHON 0€3011acHOCTH.

Kakue Bompocel cTaBuT WH(pOpMannoHHas Oe3omacHOCTh? [locimenoBareIbHOCTh NCHCTBHIMA
no 3amure uHpopManuu. BeisBieHrne W aHaiW3 UHPOPMAIMOHHBIX aKTUBOB. DOpMHUpOBaHUE
TpeboBanuii mo 3ammre WHPopManuu. [ToaXoapl K MOJEITMPOBAHUIO HAPYIIUTENEH U yrpo3
uH(pOpMallMOHHOK Oe30macHOCTU. BBIOOpP CpeacTB ©W  METOAOB 3alIMThl  WH(OPMAIUU.
Buenapenue cuctemsl 3amuThl THGOPMAIMU. JKCIUTyaTaI[|sl CUCTEMBI 3aITUTHI HHPOPMAIIUH.

Pa3nes 2. ApxureKkTypa KOMIbIOTEpPA.

Tema 2.1. BBeieHue B apXuTeKTypy KOMIIBIOTEpPA.

[Ipouieccopel. OcHoBHas (KPII W OlepaTUBHAasg) mamsaTh. BcmomorarenbHas MamsTh.
VYcTpoiicTBa BBO/Ia-BhIBO/IA (IIMHBI, MOHUTOPBI, KJIaBUATYpPhl U MBIIIHU, BeO-KaMepbl, IPUHTEPHI).
[TepcoHanbHbIE KOMITBIOTEPHI U MOOUJILHBIE YCTPONUCTBA.

Paszgea 3. OcHoBbI HHGOPMAMOHHOM 0€30MMACHOCTH B ONEPANUOHHBIX CHCTEMAX.

Tewma 3.1. BBenenne B nHGOPMAIIMOHHYIO 0€30MMaCHOCTh OTIEPAIIMOHHBIX CHCTEM.

O6muit cnoco® xpaHeHuss u 00paboTku wuHPopManmuu B Kommbiorepe. IlonsTus
ornepaunoHHOM u (aiinoBoit cucrem. CyOBEeKkThl, OOBEKTHI, METOJABl M TpaBa JIOCTYIIA,
OpUBWIETHH CcyObeKTa Joctyna. JIMCKpEeMOHHOE YIpaBlIeHHWE JOCTYIIOM, MAaHAAaTHOE
yIrpaBieHue AoCTynoM. Mnentudukanus, ayreHTHGUKALIUA U aBTOpU3alMs. AyTEHTU(DHUKAIM

Ha OCHOBE MapoJiell, Ha OCHOBE BHEUIHUX HOCUTEJEH Kiltoua, OnomMeTpudeckas ayTeHTH(PUKaLUS.

Tema 3.2. UadopmannonHas 6€30macHOCTh ONEPAaIMOHHbBIX crcTeM cemeiictBa Windows.



YnpasieHue T0CTYyIIOM B ONEPALMOHHBIX cucTemax cemeiicrea Windows. Mnentudukars,
ayTeHTH()HUKALKMS ¥ aBTOPU3AIM B ONMEPAIMOHHBIX cHcTeMax cemeiictBa Windows. Peanusanms
ay/MTa B ONEpaIlMOHHBIX cucTeMax cemeiicrea Windows.

Tema 3.3. MadopmanmonHas 0€301MacHOCTh ONEPAIIMOHHBIX CHCTEM ceMeiicTBa Linux.

YupaBjaeHue JOCTYIIOM B OIEPAIMOHHBIX CHCTeMax cemeiictBa Linux. WMaentudukarms,
ayTeHTHU(HKALMSA ¥ aBTOPH3AIMSA B OMEPAlMOHHBIX cHUcTeMax cemeiictBa Linux. Peanmzarust
ayJiTa B ONMEPAIMOHHBIX CHCTEMax cemeircTBa Linux.

Paznen 4. OcHOBBI I/IH(])OpMaIII/IOHHOﬁ 0€30IaCHOCTH B JIOKAJbHBIX BLIYHCIUTEIbHBIX
CeTHX.

Tema 4.1. BBeaeHue B apXUTEKTYPY JOKAIbHBIX BBIYUCIUTEIBHBIX CETEH.

JlokanbHble BbIUKCITHTENbHBIE ceTH. Mogens ISO/OSI.  ApxuTekTypa W OCHOBHBIE
MIPOTOKOJIBI IOKATBHBIX BBIUMCITHTEIBHBIX CETCH.

Tewma 4.2. CereBbie yrpo3bl U METOJIbI MPOTUBOACHCTBUS UM.

Krnaccudukanmu cereBbIX yrpos, ysa3BUMOCTeW W arak. CeTeBble aTaku Ha Pa3IUYHBIX
ypoBHsix Mogenu ISO/OSI. Knaccubukamus BpeIOHOCHOTO MPOrPaMMHOIO 00ECIICUCHHUS.
[Tpu3HaKky TPUCYTCTBHS BPEJOHOCHOTO IMTPOTrPAMMHOTO o0ecriedueHus. MeToapl 0OHAPYKCHHSI.

Tema 4.3. MexceTeBble SKpaHBbI.

MexcereBble skpanbl (MD). Mecto u poib MD B obecriedeHUM CETEBOM OE€30MACHOCTH.
Knaccudpukanus MD3. OcHoBHbIE BO3MOXXHOCTH MD. JlocTouHcTBa W Hemoctatku MDO.
[Toctpoenue npaBuil GUIbTPALIUH.

Pa3nen 5. Kpunrorpaguyeckue MmeToabl 3aliuThl MH(pOpManuu.
Tema 5.1. BBenenue B kpunrorpaduyeckue METOAbI 3alIUThl HHPOPMAIUH.

Hctopuueckuii ouepk pa3BuTus Kpunrtorpapuu. CHUMMETpUYHAas M aCHMMETpHUYHAas
kpunrorpadus. BpluucnuTensHO ClOXHBIE 3agaud  Marematuku. Kpunrocucrema RSA.
[Tonstue kpunrorpaguyeckoro mnporokosa. CBOWCTBa MNPOTOKOJIOB, XapaKTEPU3YIOLIUE HX
6e3omacHOCTb. Cxembl IM(POBOI MOAMIUCH.

5. Oﬁpa3OBaTeJIbHLIe TEXHOJOI'MU, B TOM YUCJI€¢ TEXHOJOIHH 3JICKTPOHHOI'O oﬁyqemm H
AUCTAHIMOHHbIC 06pa30BaTe.Hl)Hble TEXHOJOTUH, HCITOJIB3YEMBIC ITPH OCYIECTBJICHUMA
05pa3OBaTeJIBHOFO nmpoumecca mo JTMCuUMIlIMHEe

B npouecce 06yueHus HCIONIB3YIOTCS CAEAYIOLINE 00pa30BaTEIbHbIE TEXHOIOTUY:

AxaneMuyecKkasi JIeKIusl (WIN JIEKIHs 00IIEero Kypca) — ocjieIoBaTeNIbHOE U3JI0KEHHE
Marepuaya, OCYILIECTBIIEMOE IPEUMMYLIECTBEHHO B BHJE MOHOJOra IIPENoJaBaTels.
TpeboBanusi K akaJeMHUYECKOW JEKLMU: COBPEMEHHbI Hay4dHBIH YpOBEHb W HaCBILIEHHAs
UHPOPMATUBHOCTh, YyO€IUTENIbHAs apryMeHTalus, JOCTYIHas W TOHSATHas pedb, YeTKas
CTPYKTypa U JIOTHKa, HaJW4YMe SPKUX MPUMEPOB, HAYYHBIX JI0Ka3aTeIbCTB, OOOCHOBAHMIA,
(axToB.

IIpoGiemHas JekuMs — H3JIOKEHHE MaTepuana, MPEeAroNaranee IMMOCTAHOBKY
OpoOJeMHBIX W JMCKYCCHOHHBIX BOIIPOCOB, OCBELICHHME pAa3JIMYHBIX HAY4YHBIX I1OAXOJIOB,



ABTOPCKHME KOMMEHTApHUH, CBS3aHHBIC C PA3IUYHBIMM MOJEISMU HHTEPIPETAUU HU3y4aeMOro
maTepuaia. [Ipo0GiaemMHast IeKusl HAaUWHAETCS C BOMPOCOB, C TOCTAHOBKU MPOOJIEMbI, KOTOPYIO B
XO0JIe M3JIOKEHUSI MaTephajia HeoOXOJMMO pemuTh. B Jekmuu coderaroTcst MpoOJIeMHBIE H
uHpopManoHHble Hayana. [Ipm SToM mpolecc MO3HAHUS CTYIEHTOB B COTPYJHUYECTBE H
JMajiore ¢ TpenojaBareieM MpUOIMKAETCsS K MOMCKOBOM, MCCIIEIOBATEIBCKON NIESTENBHOCTH.
Copepxanue mpoOJeMbl pacKpbhIBaeTcs IyTEM OpraHU3alliyd I[OMCKa €€ pelIeHHs WId
CYMMUPOBaHUS U aHAIN3a TPAJAUIIMOHHBIX U COBPEMEHHBIX TOYEK 3PEHHUS.
IIpakTnyeckoe 3aHATHE — 3aHATHE, IOCBAIIEHHOE OCBOCHUIO KOHKPETHBIX YMEHUH U

HABBIKOB U 3aKPEIJICHUIO MOJIYYSHHBIX Ha JICKIUU 3HAHU.

DNeKTpOHHBINH y4eOHBIN Kypc «be30macHOCTh B COBpeMEHHOW MH(POPMAIIMOHHON cpeie» Ha
miaTdopme oHnaitH-o0ydeHunss DemidOnline, B koTopoM:

— IPEICTaBJICHbI BUAEO-JIEKIMH 110 BCEM TeMaM JAUCLUMILIMHBI U IPE3CHTALUN K HUM;

— NPEICTAaBJICHBI TEKCTHI JIEKIIUH 10 BCEM T€MaM JIUCLUIIINHBL

— IPEICTaBJICHBI IPAaBUJIA IPOXOXKIEHUS IPOMEKYTOYHON aTTECTALMU 110 TUCLUIUINHE;

— TMpEACTaBJIEHbl TECThl 10 TeMaM JUCLUMIUIMHBI Ui CaMOCTOSITEJIbHOW paboThl
o0y4aromuxcs;

— mocpeactBOM  (GopyMa  OCYIIECTBISIETCS CHHXPOHHO€ H  (WIM) ACHHXPOHHOE
B3aMMOJICMCTBHE MEXIYy OOydarollMMHUCA W IPENoJaBaTeieM B paMKax HU3Yy4eHUs
JUCLUIUINHBI.

6. IlepeyeHb JIMIEH3MOHHOT0 M (MJIH) CBOOOJHO PACHPOCTPAHSIEMOr0 NPOrPaAMMHOIO
o0ecrneyeHusi, MCIOJb3YeMOI0 IIPH OCYIIECTBJIEHMH O00pa30BaTeIbHOr0 Ipoluecca Mo
AUCUHUIINHE
B nporecce ocyiiecTieHus: 00pa3zoBaTeNbHOTO MPOLECCa UCTIONb3YOTCS:
— MpOrpaMMHOE OOeclleYeHrne /s CO3JaHus W JIEMOHCTpAalMW  TPe3CHTAINH,
WITIOCTPAIMNA U IPYTUX YUeOHBIX MaTepPHAaJIOB:
Microsoft Windows (B cocraBe Microsoft Imagine Premium Electronic Software
Delivery);
Microsoft OfficeSTD 2013;
Virtual Box (cBo6oaHo pactpoctpansiemoe I10);
Ubuntu (ceoboano pactpoctpansiemoe I10);
— Kali Linux (cBoboauo pactpoctpansiemoe I10).
— s moucka ydyeOHOW usuTepaTypbl Oubnmorexku Spl'Y — ABTOMaTH3MpOBaHHAS
6ubnmuoreunas napopmannontas cucrema «bYKN-NEXT» (ABUC «byku-Nexty);
— TIpU MPOBEJCHNUU JICKIIUH HCIIONB3YIOTCS MYJIbTHMEIUIHBIE TPE3CHTAINH;
— TpU TPOBEICHHUM JIA0OPATOPHBIX paOOT HCHOIB3YIOTCS CPEACTBA BBIYMCIUTEIHHON
TEXHUKH, MOJIEP)KUBAIOIIME TTIEPEUUCIIEHHOE POrpaMMHOE 00ecTiedeHue.

7. IlepeyeHb cOBpeMEHHBIX NPo¢ecCHOHATBHBIX 0a3 JaHHBIX M HH(OPMALHOHHBIX
CIIPABOYHBIX CHCTEM, HCI0JIb3YEeMbIX NPH OCYIIECTBACHHH 00Pa30BaTEJbLHOI0 NPoIecca 1o
AUCHHUILIMHE

1. Dnexrponnsie karajgorn Hb SApl'yY

(http://www lib.uniyar.ac.ru/opac/bk_cat_find.php) comepxar 6ubarorpaduueckue 3anucu
BCEX BHJIOB JIOKYMEHTOB, COCTAaBIAIONMX (POHI OMOIMOTEKH, Ha PYCCKOM M HHOCTPAHHBIX
SI3bIKaXx.

2. DJeKTpoHHasi 6u0HOTeKa YueOHbIX MaTepuaJioB Apl'Y
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(http://www lib.uniyar.ac.ru/opac/bk_cat_find.php) comepxxutr ©Gomee 2500 mONHBIX
TEKCTOB Y4YE€OHBIX U y4eOHO-METOJMYECKHX MAaTepHaioB 10 OCHOBHBIM H3Yy4aeMbIM
JUCLHMIUIMHAM, W3JaHHBIX B YyHHBepcuTeTe. JlOCTym B CETHM yHHBEpPCUTETa, JIMOO TI0
JIOTUHY/TIapOJTIO.

3. CnpaBo4yHoO-npaBoBas cucreMa « KOHCY1bTaHTILIIOC»

(https://www.consultant.ru/) chnpaBOYHO-IIpaBOBas CHUCTEMa IO 3aKOHOJATENILCTBY
Poccniickoit denepanun.

4. CnpaBouyHo-nipaBoBasi cucremMa «["apanr»

(http://www.garant.ru/)  crmpaBoYHO-TIpaBOBasi ~ CHUCTEMa 10  3aKOHOJATENILCTBY
Poccniickoit denepanun.

8. [lepeyeHb OCHOBHOWi ¥ /JONOJIHUTEJBLHOH Y4yeOHOH JiMTepaTypbl, pecypcoB
HHG(POPMANIMOHHO-TEJIEKOMMYHUKAUMOHHOI ceTn «MHTepHeT» (IpH HEOOXOAMMOCTH),
PeKOMeH/IyeMbIX JIJIs 0CBOEHUSI I CHMIIIMHbI

a) OCHOBHAasl JIMTepaTrypa

a) OCHOBHAasI JJUTepaTypa

1. besonacHocTh B cOBpeMeHHOI MH(popMamoHHOH cpene. Yacts 1: yuebHOoe nocodue.
B.H. Kusases, .M. Mypun; Spoci. roc. yu-T um. IL.I'. [IemunoBa. - fpocnasis:
WHJUTO, 2021. — 158 c. [https://e.lanbook.com/book/75150]

2. Jloragun, H. b. ApxutekTtypa KommbroTepa : yueOHoe mocodue / H. b. Jloragun. —
4-¢ u3a1. — Mockaa : Jlabopatopus 3Hanui, 2020. — 274 c.

3. byza, M. K. Apxurekrypa komnbiotepoB : y4eOnuk / M. K. by3a. — MuHck :
Beimitmas mkoina, 2015. — 414 c. [https://e.lanbook.com/book/75150]

4. Cononesud, A. B. Komnbrorepusie cetu : yueOnuk / A. B. CononeBny. — MUHCK :
PUIIO, 2021. — 208 c. [https://e.lanbook.com/book/194950]

5. Paxutun, P. 1O0. Komnsiorepusie cetu : yueOHoe nocobue / P. YO. Pakutun, E. B.
MockaineHKo. — bapHayn : Antl'TlY, 2019. — 340 c.
[https://e.lanbook.com/book/139182]

6. Kopxuk, B. Y. OcHoBbl kpunrorpaduu : yuedHoe nocobue / B. U. Kopxuk, B. A.
SAxoBneB. —  Cankr-llerepbypr : HWarepmemns, 2017. — 312 c.
[https://e.lanbook.com/book/161359]

0) 10MOJTHUTEILHAS JIUTEPaTypa

0) 10MOJIHUTE/IbHAS JIUTEepaTypa

1. Koncrutyuus Poccuiickoit ®enepanuu: [HOpuHATa BCEHAPOJIHBIM TOJIOCOBAaHHEM
12.12.1993 ¢ u3MeHeHHUSIMH, OJ0OPEHHBIMH B XOJ¢ OOIIEPOCCUHCKOTO TOJI0COBAHUS
01.07.2020]. — JocTyn u3 crpaBOYHO-NIPaBOBOM CHCTEMbI «KOHCYIBTaHTILTIOCY. —
TekcT: 2neKTPOHHBIN.

2. VYronoBubiii konekc Poccuiickoit denepanun: Penepanbubiii 3akoH oT 13.06.1996
No63-D3: [mpunst ['ocymapctBenHoit Jlymoit 24.05.1996]: (¢ w3MeHEHHMsIMU U
JIOTIOJTHEHUSIMHU). — Hoctyn u3 CIPaBOYHO-TIPABOBOM CHCTEMBI
«KoHcynpTaHTIUTIOC». — TEKCT: 3IEKTPOHHBIM.

3. Kogmexkc Poccuiickoit ®enepanuu 00 aJIMUHHCTPATUBHBIX IPAaBOHAPYIICHUSX:
@enepanbhblil 3akoH oT 30.12.2001 Nel95-®3: [mpunst ['ocynapcrBennoit Jlymoii
20.12.2001]: (c wm3MeHeHMSMH U JAOMONHEHUsMH). — JlOoCTym W3 CHpaBOYHO-
npaBoBOi cucTeMbl «KOHCYIbTaHTIUTIOCY. — T €KCT: 3JIEKTPOHHBIH.
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10.

11.

12.

13.

14.

Tpynosoit komekc Poccuiickoit denepannn: denepanbubiii 3akoH ot 30.12.2001
Nel197-@3: [npunst ['ocymapctBennon Jlymoit 21.12.2001]: (¢ u3MeHEHHUSIMH U
JIOTIOJIHEHUSIMN ). — Hocryn u3 CIIPaBOYHO-IIPAaBOBOM CUCTEMBI
«KoHCynpTaHTILIOCY). — TEeKCT: 3JEKTPOHHBIMN.

®enepanbhblii 3akoH oT 27.07.2006 Nel149-D3 «O06 undpopmanuu, nHGOPMAITHOHHBIX
TEXHOJIOTHSX M O 3amuTe wuHbopMamuu»: [npuHAT [ocymapcTBeHHoi Jlymoit
08.07.2006]: (c w3MEHEHUSMH M JOMOJHEHHsMH). — JlocTym U3 CIpaBOYHO-
MpaBoBOM cucTEMBbl «KOHCYNBTaHTIUIFOC». — T €KCT: 3JIEKTPOHHBIN.

®enepanbHblil 3ak0H 0T 27.07.2006 Nel152-D3 «O nepcoHanbHbIX JaHHBIX»: [[TPUHST
I'ocynapcrBennoit Jlymoit 08.07.2006]: (¢ M3MEHEHHSMH W JIONOJHCHHSAMH). —
JocTtyn wu3 chnpaBOYHO-NIPABOBOM cucTeMbl «KOHCYIbTAaHTIUIIOC». —TEKCT:
3JIEKTPOHHBIN.

[Tonoxenune o mopsiake oOpaimeHus co ciykeOHo mHpopMaIeld OrpaHUuYeHHOTO
pacrpocTpaHeHMss B (peepalbHbIX ~— OpraHax  HCIOJHUTENBHOW  BIAcTH,
YIIOJJHOMOYEHHOM OpraHe YIpaBJIEHHUS MCIOJIb30BAaHUEM AaTOMHOM JHEPruu U
YIIOJTHOMOYEHHOM  OpraHe 10 KOCMHUYECKOM  JEATEIbHOCTU». [yTBEp:KIAEHO
ITocranoBnenuem IlpaBurensctBa Poccuiickoit ®@enepauuu ot 03.11.1994 Nel233]:
(c U3MEHEeHUsAMHU M JONOJHEHUsMH). — JlocTyn U3 CIpaBOYHO-NIPABOBOI CHUCTEMBI
«KOHCYNbTaHTILIIOC». —TEeKCT: 2JIEKTPOHHBIM.

TpeGoBanust K 3alUTe NEPCOHANBHBIX JAaHHBIX IpU UX 00paboTke B
MH(POPMAIMOHHBIX cUCTEMax [IEPCOHANIBHBIX JTAaHHBIX [yTBEpXKAECHbI
[ToctanoBnenuem IlpaButenscrBa Poccuiickoit @enepaunu ot 01.11.2012 Nel119].
— Joctyn wu3 cnpaBouHo-ipaBoBoM cucteMbl «Koncynbrantnllmoc». —Tekcr:
3IIEKTPOHHBIM.

[lepeyenp Mep, HampaBICHHBIX Ha OOECIIEYCHHE BBITIOJIHEHUSI O00sS3aHHOCTEH,
npenycMoTpeHHbIX  DenepanbHbIM  3aKOHOM  «O  NEPCOHANBHBIX JAHHBIX» U
INPUHATBIMU B COOTBETCTBUM C HHUM HOPMAaTUBHBIMM IIPaBOBBIMHM aKTaMH,
olepaTopamH, SBJISIOIIMMUCS FOCYy1apCTBEHHBIMU MM MYHUIIMIIAIBHBIMU OPTaHaMU:
[yrBepxaen IlocranoBnenuem IlpaButensctBa Poccuiickoit ®enepauun oT
21.03.2012 Ne211]: (c u3MeHEHHUSIMH W JOMOTHEHHsIMH). — J[OCTYN M3 CrpaBOYHO-
npaBoBoi cuctemsl «KoHcynbranTnllmroc». —TekeT: 3neKTpOHHBIN.

[Tonoxenne 06 0cOOEHHOCTIX 0OPaOOTKH MEPCOHATBHBIX JTAHHBIX, OCYIIECTBIIEMOM
0e3 UCHOJb30BaHUS CPEACTB aBTOMaTu3aluu: [yTrBepxkaeHo IlocraHoBieHnem
IIpaButensctBa Poccuiickoir ®enepanuu ot 15.09.2008 Ne687]. — Moctyn us
crpaBo4HO-TIpaBoBOM cuctemsl «KoHcynbranTnllimroc». —TeKCT: AIeKTpOHHBIN.
TpeGoBanust K MaTepUaAIbLHBIM HOCUTENSIM OMOMETPUYECKUX MEePCOHAIBHBIX JTaHHbBIX
U TEXHOJOTMSIM XpaHEHWs] TaKuX JaHHbIX BHE HH(OPMALMOHHBIX CHCTEM
NIEPCOHANBHBIX  JaHHBIX:  [yTBepxkaeHO  IlocranoBnennem  IlpaBurenscrBa
Poccuiickoit @enepaunu ot 06.07.2008 Ne512]: (¢ M3MEHEHUSMU U JAOMOJIHEHUSMH).
— Joctyn u3 cnpaBouHo-nipaBoBoi cuctemsl «Koncynprantnllmroc». —TekcT:
3JEKTPOHHBIN.

Metoauyeckiue pEKOMEHJAIMK 110 YBEAOMJIEHHIO YIOJIHOMOYEHHOIO oOpraHa o
Hayajie OOpaOOTKM NEepCOHANBHBIX JAHHBIX W O BHECEHWHM H3MEHEHUH B paHee
IIPE/ICTAaBICHHBIE CBEEHUS: [yTBEpKAEHbI puka3oM Pockomuanzopa ot 30.05.2017
Ne94]: (c uzMeHeHUSIMU U JOMNOJHEHUsAMHU). — JlOCTyN M3 CHpPaBOYHO-TIPABOBOI
cucteMbl «KoHcynpranTnllmrocy. —TeKCT: 31eKTpOHHBI.

TpeboBanust 1 MeTOJIbI 1O OOE3JTMUYMBAHUIO MEPCOHATBHBIX JTAHHBIX: [YTBEPKICHBI
npukazoM Pockomuamzopa ot 05.09.2013 Ne996]. — JlocTynm wH3 cCnpaBOYHO-
npaBoBoil cuctemsl «KoHcynbranTnlIimroc». —TekeT: 3neKTpOHHBIN.

CoctaB U cojep)kaHHE OPraHM3alMOHHBIX M TEXHUYECKMX Mep MO O0ECIeYeHHUIO
0€30MacCHOCTH TMEpPCOHATBHBIX JaHHBIX HpU HUX 00paboTKe B HHPOPMAIMOHHBIX
CHUCTEMax IEpPCOHANBHBIX NaHHBbIX: [yTBepkaeHbl mpukazom OCTOK Poccum or
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15.

16.

17.

18.

19.

20.

21.

22.

23.

24,

18.02.2013 Ne21]: (c u3MEHEHHSIMH U JOMOJHEHUsIMHU). — JlocTynm U3 crpaBOYHO-
npaBoBoil cucteMbl «KoHcynbTanTnllmocy. —TeKCT: 3JEeKTPOHHBIMN.

bazoBast Mmonienb yrpo3 06€30MacHOCTH MEPCOHANBHBIX JAHHBIX MPH UX 00padOTKe B
MH(OPMALIMOHHBIX CUCTEMaxX IEepPCOHAJbHBIX JaHHBIX (Beimucka): [yTBepkiaeHa
3amectutenem aupekropa GCTIK Poccun 15.02.2008]. — Hoctyn U3 cripaBO4YHO-
npaBoBoil cucteMbl «KoHCcynbTanTOllmocy. —TeKCT: 3JeKTPOHHBIMN.

MeTtoauka ONpeneneHns: aKTyalbHbIX Yrpo3 0€30MacHOCTH MEPCOHAIBHBIX JTaHHBIX
npu ux o0paboTke B HHGOPMALMOHHBIX CHUCTEMaX IEPCOHAIBHBIX JaHHBIX:
[yrBepxaeHna 3amectuteneM aupekropa @CTOK Poccun 14.02.2008]. — Hoctyn u3
cripaBoyHO-TIpaBoBOi cucteMbl «KoncynpTantnllmocy. —TeKeT: 3JIeKTPOHHBIN.
CoctaB U cojepkaHHE OpPraHM3ALMOHHBIX M TEXHUYECKHX Mep MO O00eCIeueHHIO
0€30MacCHOCTH TMEpPCOHATBHBIX JaHHBIX HpU HUX 00paboTKe B HHPOPMAIMOHHBIX
cHCcTeMax MEePCOHAIBHBIX JaHHBIX C MCIIOJIB30BAaHHUEM CPEICTB KPUITOTpapUueCcKOn
3amuThl  MHGOpPMAlMM, HEOOXOAMMBIX JJI  BBINOJIHEHHUS  YCTAHOBJIEHHBIX
[TpaButensctBoM Poccuiickoit @eneparnuu TpeOoBaHMN K 3aIIUTE MEPCOHAIBHBIX
JaHHBIX A KaKIOTO0 M3 YPOBHEH 3alIMIEHHOCTH: [yTBepxaAeHbl mpukazom OCh
Poccun or 10.07.2014 Ne378]. — Jloctyn u3 CHpaBOYHO-IIPABOBOM CHCTEMBI
«Koncynprantnllntocy. —TeKcT: 3eKTpOHHBIH.

Metoanyeckre pPEeKOMEHIAIMH 10 pa3paboTKe HOPMATHUBHBIX IPABOBBIX AaKTOB,
OTIPECTSIONIUX YIPO3bl OE30MAaCHOCTH MEPCOHANBHBIX [AHHBIX, AKTyalbHBIE MpPU
00paboTKe MEepCOHANBHBIX JAHHBIX B MH(OPMAIMOHHBIX CHCTEMax MEPCOHAIBHBIX
JAHHBIX, OKCIUTyaTUPYEMBIX TPU OCYIIECTBICHHH COOTBETCTBYIOIIMX BHUOB
NesTeNbHOCTH: [yTBepkaeHbl pykoBoiacTBoM 8 llentpa ®CB Poccun 31.03.2015
Ne149/7/2/6-432]. — Hoctyn u3 CIIPaBOYHO-TIPAaBOBOM CHUCTEMBI
«Koncynprantnl Iimrocy. —TeKCT: 3JIeKTPOHHBIN.

I'OCT P 51275-2006 3ammra undpopmanuu. O6bekt nndopmaruzanuu. PakTopsl,
BO3JICHUCTBYIOIIME Ha nHpopManuio. O0mue nonoxenus. — JlocTyn u3 crpaBO4YHO-
npaBoBoii cucteMbl « TEXOKCIIEPT. —TekcT: 351eKTpOHHBII.

®nenos, M.E. Linux rnazamu xakepa. 5-¢ u3a. / M.E. ®aenos. — CII6. : BXB-
[TetepOypr, 2019. —416 c.

JlaB, P. Linux. Cucremnoe nporpammupoBanue. 2-¢ u3a. / P. JlaB. — CIIG. : [Turep,
2014. — 448 c.

Yopna, b. Bayrpennee yctpoiictso Linux. / b. Yopa. — CII6. : TTurep, 2016. — 384
c.
Yosifovich, P. Windows Internals Seventh Edition. Part 1 / P. Yosifovich, A. lonescu,
M.E. Russinovich, D.A. Solomon. — Microsoft Press, 2017. — 784 p.

Intel 64 and IA-32 Architectures Software Developer’s Manual [DnexTpoHHBIi
pecypc] — DnekTpoH. TekcToBble naH. —Ilocnennee obHoBnenue : 16.11.2020. —
Pexxum moctyma: https://software.intel.com/content/www/us/en/develop/articles/intel-
sdm.html.

9. MaTepunajibHO-TeXHHYecKasi 6a3a, HEOOXoAMMAs /ISl OCYIIeCTBIEHUS
00pa3oBaTeIbHOIO NMpoecca Mo JUCIUIIHHE

MarepuanbHo-TeXHUYECKas 0aza, HeOOXoauMast JJIsi OCYIIECTBICHHUsI 00pa30BaTEIHLHOTO

nmponecca nmo JUCHUIUIMHE BKIIFOYACT B CBOM COCTaB CIEIUAIbHBIC IIOMEIICHUS

-yqe6HHe AyAUTOPUHN IJIA MIPOBCACHUA 3aHATHH JICKIIMOHHOI'O THIIA,
-yLIC6HLIC AyaAUTOpUHN UI MIPOBCIACHUA J'Ia60paTOpHLIX pa60T, OCHAIIICHHBIC CpCACTBAMU

BBIYUCITUTENIFHOW TEXHUKH, TOICPKUBAIOIMIMMHU TPOTPaMMHOE oOOecrieueHune, yKa3aHHOE B
IIyHKTE 6;

- y'-Ie6HBIe AYJUTOPUN JIA TPOBCACHUSA I'PYIIIOBBIX U MHAUBUAYAJIbHBIX KOHCYHBTaHHﬁ;
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- ydeOHbIE ayJUTOPUU JIi TPOBEACHHUS TEKYIIEr0 KOHTPOJIA U IMPOMEKYTOUHOM
aTTeCTAIlHH;

- IOMCIICHUS 1A CaMOCTOSITCIILHOU paGOTbI;

- TMOMEUICHUs Il XPaHEHUS W MPOQUIAKTUYCCKOTO OOCITY)KUBAHHS TEXHUYCCKHX
CpeAcTB O0yUYECHHS.

[TomenieHust st CaMOCTOSTETLHON pabOThl O0YYAIOIIUXCsl OCHAIICHBI KOMITBIOTEPHOM
TEXHUKOM C BO3MOXKHOCTBIO TOAKIIOUEHHS K ceTu «VHTepHeT» M obecriedeHueM J0cTyna B
AJIEKTPOHHYIO0 HH(POPMAIIMOHHO-00Pa30BaTEIbHYIO CPEly OpTaHHU3aIINH.

Yucno mocagoyHbIX MECT B JICKIIMOHHON ayAMTOPUHU OOJbIIE JIMOO PaBHO CIHCOYHOMY
COCTaBy IOTOKa, a B ayJAUTOPHH JJIs NPAKTUYCCKUX 3aHATHH (CEMHHApPOB) — CIHUCOYHOMY
COCTaBY T'PYIIITBI 00YYarOIIIXCS.

ABTOpP(BI):
Kann. ¢pwus.-mat. Hayk : LAY Mypun /. M.
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IIpunosxkenne Nel k paboueil nporpaMme AUCHUILINHBI
«be3onacHocTh B COBpeMeHHOI MH(OPMAIIMOHHOI cpe/ie»

DoH/I OLIEHOYHBIX CPEICTB
JJIS1 TPOBe/IeHNUs] TEKYylIel U MPOMeKYTOUYHOI aTTeCTAlIMH CTY/IeHTOB
Mo JUCIHUILINHE

1. TunoBbie KOHTPOJIbHBIE 32JaHUS HJIU HHbIE MaTepPUAJIbI,
Heo0XO0UMBbIe /IVIsl OLEHKH 3HAHUI, yMEeHHii, HABBIKOB M (WJIM) ONbITA JeSITeJIbHOCTH,
XapaKTepUu3yIIHUX 3Tanbl ((OPMHUPOBAHUS KOMIIETEHIHI

1.1 KouTpoJibHble 3a1aHNsI U MHbIE MAaTePHAJIbI,
HCIoJIb3yeMble B Npouecce TEKyIei aTTecTanuu

Tect mo Teme 1.1 [IpaBoBbIe 0CHOBBI 00eceuyeHUs1 HHPOPMAIMOHHOI 0€30MaCHOCTH

Kakue monmoxeHus, CBsi3aHHBIE C BOIpocamMu 00paboTKM MH(OpMAIMH, 3aKpeIUieHbl B
Koucturynuu Poccutickoii @enepannn?

a) [IpaBo Ha HENMPUKOCHOBEHHOCTH JTUYHON U CEMEHHOMN TailHBI.

0) [IpaBo Ha 00pabOTKy M1000i HH(MOPMALIUHU JTFOOBIM BO3MOKHBIM CITIOCOOOM.

B) 3anpeT Ha 00pabOTKy HH(OPMAIMH O YACTHOW KU3HHM JIHIA 0€3 €ro Corjacusl.

r) [IpaBo Ha noay4YeHue rpakaaHaMu JIOIycKa K rOCy/1apCcTBEHHOMN TaiHe.

Kakue Buapl uHpopmanuu o0s3aTenbHO TpeOyeTcs 3aluInarh B COOTBETCTBUU C
3aKoHoJiaTenbcTBOM Poccuiickoit denepanuu:

a) Undopmarus a1 cimyke0HOTO MOJIb30BAHUS.

0) IlepcoHanbHbIC TaHHBIE.

B) ['ocynapcTBeHHas TaiiHa.

r) BpauebHnas Taiina.

n) Bce nepeuncienHsle.

B cootBerctBun ¢ PenepanbHbiM 3akoHOM «OO0 wuH(OpMauM, HHPOPMALMOHHBIX
TEXHOJIOTHSX U 3aluTe HH(OpMauu» UHPOPMAIHUS — ITO:

a) JIroOble naHHbIe, NpeACTaBICHHbBIE HA MaTepUaIbHOM HOCHUTEIIE.

0) CBenenus (cooO1eHus, TaHHbIE), HE3aBUCUMO OT (OPMBI UX MPEACTABICHHUS.

B) He sHeprus u He marepus.

r) CBeneHus, BOCIPUHUMAEMBbIE YEIOBEKOM M (MJIM) CHEIHaIbHBIMH yCTPOWCTBaMU
Kak OTpaXkeHHe (aKToB MaTepHalbHOTO WM JYXOBHOTO MHMpa B IIpolecce
KOMMYHHUKAITHH.

Uro U3 MepeunciIeHHOr0 MOYKHO paccMaTpuBaTh Kak 0a3y JaHHBIX B COOTBETCTBHUHU C
3aKoHoAarenbCcTBOM Pocculickoit denepanuu:

a) EXCEL Tabauny ¢ ynopsJo4eHHOH U CTPYKTYpUPOBaHHON HH(OpMaIHEH.

0) ®aitn hopmara DOC, B KOTOPOM CO3/1aH CITHUCOK CITYIIATEICH STOW MPOTrPaMMEI.

B) KapToTeky perucrparypsl yupekIeHHUS 34paBOOXPaHEHHUS.

r) Bce nmepeuncnennsle.

LenocTHOCTH MHPOPMALIUU — ITO:

a) O6s3arenbHOE AJIS BBIMOJIHEHUS JTUIIOM, MOJYYHBIIMM JOCTYH K ONpPEIEICHHOMN
uHpopManuy, TpeOOBaHME HE TepenaBaTh TaKyl0 HH()OPMAILUIO TPETbUM JMIaM 0Oe3
corJiacus ee obsagarers.

0) Cocrostarie uH(OpMaIIMK, TP KOTOPOM OTCYTCTBYET JI000€ €e M3MEHEHHe 00
M3MEHEHHE OCYILECTBIISETCS TOJNBKO MPEIHAMEPEHHO CyObEeKTaMH, UMEIOIMMU Ha HETO
paBo.

B) Bo3MoxHOCTH noy4yeHust UHQOPMAILIUY U €€ UCTIOJIb30BAHHUS.

Ha Treppuropuu Poccuiickoit @enepanyu 3anpeieHo pacupocTpaHeHHUe:
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7.

8.

9.

a) Mudopmanuu, KkoTopas HarpaBiieHa Ha MPOTAraHy BOWHBI.

6) Kommepueckoii TaifHBI.

B) MH(opmarin, KoTopast HarpasiieHa Ha Pa3KUTaHUE PEIIUTHO3HOW HEHABHCTH.

r) [lepcoHanbHBIX JaHHBIX.
I'paskjaHMH WK IOPUIMYECKOE JIUIIO, OCYIIECTBIISIOIINE IESATENIbHOCTD 110 SKCILTyaTalluu
WH(POPMAIIMOHHOW CUCTEMBI, B TOM YHUCIIE 10 00paboTKe MHPOPMAIIUH, COIepIKaIeHCs B
ee 0a3ax JaHHBIX — ATO:

a) ObnanaTenp HHGOPMAIIHH.

0) Oneparop nH(DOPMAIIMOHHOW CUCTEMBI.
Ecnu He onpeneneHo nHOTro, OrepaTopoM HHPOPMALIMOHHOW CUCTEMBI SIBIISICTCS:

a) Obnanarens HHPOPMALIUH.

6) COOCTBEHHHMK HCHOJB3yeMbIX JUIsi 00pabOTKM cojaepxalieics B 0a3ax JaHHBIX
uH(pOpPMAIIUN TEXHUIECKUX CPEJICTB.

B) Jlumo, ompenenstomee menu oO0paboTku WHOOpPMAIMM M OCYIIECTBIISIONICE
00paboTky uHpOpMaIHH.
He MoxeT ObITh OTpaHUYEH JAOCTYII:

a) K napopmanmu o coCTOSTHUN OKPYKAFOIIEH Cpe/ibl.

0) K nepcoHanbHBIM JaHHBIM TOCYJAPCTBEHHBIX TPAKIAHCKHUX CITY)KAIIUX.

B) K nnopmarim, Xxpansimieics B OTKPBITHIX (GOHAaX ONOIHOTEK.

r) K cBeienusm o 3010ToBaIOTHBIX 3amacax Poccutickoii deneparum.

10. Kakyto OTBETCTBEHHOCTH MOXKET IIOBJeYb HapylleHue TpeOoBaHuii DenepaabHBIX

1.

2.

3aKOHOB:
a) YTOJIOBHYIO.
0) JAucuumninHapHylo.
B) AJIMUHUCTPATHUBHYIO.
r) I'pasx1aHcko-paBoBYIO.
1) Bce nepeuncienHsle.

Tect nmo Teme 1.2 3ammTa NepcoHaNbHBIX JAHHBIX

[IepconasibHBIE JAHHBIE — ATO:

a) CeneHust 0 CyObeKTe IMEPCOHAIBHBIX JAaHHBIX HE 3aBUCHUMO OT (OpPMBI HX
MpEJICTaBICHMUS.

6) JItoGas unpopMmarys, oTHOCALIasICS K IPSIMO UM KOCBEHHO ONpEACICHHOMY MU
onpezaensieMomMy GU3NUEeCKOMY JHIY (CYObEKTY NEPCOHANbHBIX TAHHBIX).

B) JltoGas umHpoOpmanus, oTHOcAWIasCAd K OINPEIeIIEHHOMY MJIM OIpeleseMOMY
¢uznueckomy uiy (CyObeKTYy NepCOHABHBIX JaHHbIX).

r) Jlro6as mHpopmanus, oTHOCALIAsCS K ONpEAeIEHHOMY WIM ONpeAessieMoMy Ha
OCHOBaHUU TaKkoi nHpopManuu Gu3nuecKomMy JuIy (CyObeKTy NepCOHABHBIX JIaHHBIX ),
B TOM 4Hcie ero ¢pamMuiIus, UMs, OTYECTBO, T'0Jl, MECSIL, JlaTa U MECTO POKACHUs, ajpec,
ceMeifHoe, coIMallbHOe, HUMYIIECTBEHHOE MOJO0XEeHHe, oOpa3oBaHHe, MHpodeccus,
JOXOJIbI, IpyTast HHpOpMaIus.

Ha xakue oTHOmIeHHs HE pacHpocTpaHseTcss aelcTBue ¢eaepanbHOro 3akoHa «O
NEPCOHATBHBIX JAHHBIX»?

a) Ha o0paboTky nmepcoHanbHbBIX JaHHBIX, OTHECEHHBIX B YCTAHOBIEHHOM MOPSIKE K
CBEICHMSIM, COCTABIISIOIINM I'OCYJapCTBEHHYIO TalHY.

6) Ha 06paboTky mepcOHATBHBIX TaHHBIX, HEOOXOIUMYIO ISl OCYIIECTBICHUS TIPaB
Y 3aKOHHBIX MHTEPECOB ONEPATOPA WJIN TPETHUX JIULL.

B) Ha 00pabGoTKy mnepcoHalbHBIX JaHHBIX, HEOOXOAUMYIO MJI HCIOJHEHUS
CyIeOHOro aKTa.
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r) Ha oOpaboTKy mepcOHaNbHBIX NAHHBIX (PU3MUECKUMH JIMLIAMH HCKIIOYUTEIHHO
JUISL TMYHBIX M CEMEWHBIX HYXJ, €CIIM IpPHU ATOM HE HapylIaloTcsl MpaBa CyObHEKTOB
NEPCOHAIBHBIX JIAHHBIX.

n) Ha o0paGoTky mnepcoHalbHBIX JaHHBIX, MOJUICKAIIMX OMYyOJIMKOBAHUIO MU
00513aTEIIbBHOMY PACKPBITHIO B COOTBETCTBUH C (heZepaibHbIM 3aKOHOM.

e) Ha o00paboTKy mepCOHAIBHBIX JaHHBIX, HEOOXOJMMYIO JUIsI OpTraHHU3aIuu
XpaHEHHs, KOMIUIEKTOBAHHMSA, ydeTa M HCIIOJIBb30BAaHUS COJCPKALINX IEePCOHATBHBIX
JAHHBIX AapPXUBHBIX JIOKYMEHTOB B COOTBETCTBHM C 3aKOHOJATEIbCTBOM 00 apXHMBHOM
nene B Poccuiickon @enepanuu.

OenepanbHblil 3aK0H «O MepCOHANBHBIX JAHHBIX) PEryJIHPYET OTHOLICHUS, CBSI3aHHBIE:

a) UckimountenbHo ¢ 00pabOTKON MEpPCOHATBHBIX JAHHBIX C HCIOJIb30BAHUEM
CPEIICTB aBTOMATU3ALIIH.

0) C 00paboTKO#l MepCOHANBHBIX JAHHBIX, HE3AaBUCUMO OT TOTO 00padaThIBAIOTCS JIN
OHHM C UCIIOJIb30BAaHUEM CPECTB aBTOMATU3allUU WU HET.

B) C  00pabOTKOW MEpPCOHANBHBIX JAaHHBIX C  HCIOJB30BAaHHUEM  CPEICTB
aBTOMATHU3AINK, a TaKkke ¢ OoOpabOTKOHM MepCOHaIbHBIX NAaHHBIX 0€3 MCIIOJIb30BAHUS
CPEACTB aBTOMATH3aIlUH, €CIH Takas 00pabOTKa COOTBETCTBYET XapaKTepy ACHCTBHIA,
COBEpIIIAEMbIX C IEPCOHATBHBIMU JAHHBIMH C UCIOJIB30BAHUEM CPEJICTB aBTOMATU3ALINH.

r)C 00pabOTKOH TEpPCOHAIBHBIX JAHHBIX 0€3  WCIOJh30BAaHUS  CPEICTB
ABTOMATU3AIIHIH.

JlelicTBUsl, B pe3yiabTaTe KOTOPHIX CTAHOBUTCS HEBO3MOXXHBIM 0€3 HCIOIb30BAHUS
JOTIOTHUTENIbHOW MH(OpPMAIMK OINPEAETUTh MPUHAUICKHOCTh MEPCOHANBHBIX JaHHBIX
KOHKPETHOMY CYOBEKTY IEPCOHANBHBIX TaHHBIX, — 3TO:

a) briokupoBaHue nepcoHaNbHBIX JaHHBIX.

0) YHUUTOXKEHHE IEPCOHAIBHBIX JaHHBIX.

B) O0e3nnunBaHUE MEPCOHATBHBIX TaHHBIX.

r) [lepeBon nepcoHaNbHBIX JAHHBIX Ha aPXUBHOE XPaHEHHE.

JlelicTBuUs, B pe3ysibTaTe KOTOPBIX 8pemeHHO TIpeKpaliaeTcss o0paboTka MepCOHaIbHbBIX
JAHHBIX, — 3TO:

a) brokupoBaHue nepcoHaNbHBIX TaHHBIX.

0) YHUUTOXKEHHE IEPCOHAIBHBIX JaHHBIX.

B) O6e31MYrBaHNe NEePCOHANBHBIX TaHHBIX.

r) [lepeBon nepcoHaNBbHBIX JAHHBIX Ha apXUBHOE XpaHEHHE.

Kakue u3 nepeuncieHHbIX AeHCTBUH ¢ IEpCOHANBHBIMU JAHHBIMU SBJISIOTCA 00pabOTKOM
NIEPCOHATBHBIX JaHHBIX:

a) XpaHeHHe MePCOHATbHBIX JaHHBIX.

0) 3anuch NMepcOHAbHBIX TAHHBIX.

B) O6e31MYrBaHNe NEePCOHANBHBIX IaHHBIX.

r) Y najeHue nepcoHalbHBIX TAHHBIX.

C Touku 3peHus QenepaabHOro 3akoHa «O MepCOHANbHBIX JaHHBIX» ONEPAaTOp — ITO:

a) ['ocynapcTBeHHBIN OpraH, MyHUIMIIAIBHBIN OpraH, IOpUIndecKoe Wik (hru3nueckoe
JMIIO0, CAMOCTOSITEIbHO WJIM COBMECTHO C JPYTMMHM JIMLAMH OpTraHu3ylomue U (MIiIu)
ocymecteisitomue 0opadotky I1JIH, a Takxke omnpenenstonme memu odbpadotku [1/1H,
cocraB [1/1n, moexamux oOpaboTke, AelcTBU (onepanun), copepuaemsie ¢ [T/[H.

0) I'paxmanwH WM FOPUAMYECKOE JIMIO, OCYIIECTBISIONIAE ICSTEIbHOCTh I10
HKCIUTyaTallii MHPOPMALMOHHOM CHUCTEMBI, B TOM YHCJIe MO 00paboTke MHpOpMAaIH,
coJiepkarnieiicst B ee 6a3zax JaHHBIX.

O06paboTka MepcoHaIbHBIX JAHHBIX:

a) He nomyckaercs 6e3 cormacusi CyObeKTa MepCOHANBHBIX JaHHBIX.

6) /lomkHa OrpaHUYMBATHCS JOCTH)KEHHEM KOHKPETHBIX, 3apaHee ONpE/ETeHHBIX U
3aKOHHBIX IIEIEH.
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B) He momyckaercss B ciydasx HECOBMECTUMBIX C HEIAMU cOOpa NEpCOHAIBbHBIX
JAHHBIX.

r) JlommkHa OCYIIECTBIIATHCSA HA 3aKOHHOM U CIIPaBEIMBON OCHOBE.

9. OO6paboTka nmepcoHaNBHBIX JaHHBIX JOITYCKACTCS:

a) C cormacusi cyObeKTa MepcOHANBHBIX JAHHBIX Ha 00pabOTKY €ro MmepcOHAIbHBIX
JAHHBIX.

0) B cryuasix, eciiu oHa HEOOXOAMMA TSI UCIIOJIHEHUS CyIeOHOTO aKTa.

B) B ciyuasx, ecnmu oHa HeoOXoauma ISl OCYIIECTBJICHHS MpodeccHOHANIbHOMN
JEATEIbHOCTH JKypHajducTa M (WJIM) 3aKOHHOM JEATEIbHOCTH CpEACTBA MAacCOBOM
nHpopmanuu.

r) B ciuyuasx, eciu Bemercss oOpaboTKa MEPCOHANBHBIX JAaHHBIX, MOJICKAIINX
OIMyOJIMKOBAHUIO B COOTBETCTBUU C 3aKOHOIaTeNbcTBOM Poccuiickoit denepariuu.

10. KTo HeceT OTBETCTBEHHOCTb 3a JEHCTBHS IOPHIUYECKOTO JIHIA, KOTOPOMY HOpYyYeHa
00paboTKa NepCcoOHANbHBIX JaHHBIX, IEpe]] CYObEKTOM MEPCOHANBHBIX JaHHBIX?

a) Oneparop.

0) KOpuandeckoe 1110, KOTOPOMY HOPYUYHIH 00pabOTKY.

B) Hukro.

r) Pockomuazazop.

11. B nopyueHnn 00pabOTKH JOIKHBI OBITH 003aTEIBHO OMPEEeTICHBl  YKa3aHBI:

a) [lenmn 06paboTKH NMepCOHANBHBIX JAHHBIX.

0) CyObeKTbl TMEepCOHANBHBIX JaHHBIX, YbH MEPCOHAJBHBIC JaHHBIE OYAyT
00pabaThIBaThCs 10 MOPYUCHHIO.

B) TpeboBanus k 3amurte 00padaThIBAEMbIX IIE€PCOHANIBHBIX TAHHBIX.

r) CpencrBa 3amuTel HHGOpPMAIUU, KOTOpPbIE HEOOXOAMMO  MIPHUMEHATH
IOPHINIECKOMY JIUITY, KOTOPOMY IOpy4eHa 00paboTKa MepcoHaTbHBIX TaHHBIX.

12. Ha koM JeXUT OOS3aHHOCTh MO J0Ka3aTeJIbCTBY IMOJYYEHHUS COTJIacusi OT CyObeKTa
MIEPCOHAIIbHBIX JIAHHBIX ?

a) Ha Pockomuamzope.

6) Ha ropunnueckom nuie, KOTOpoMy MOPYUUIIH 00paboTKy.

B) Hu Ha koM.

r) Ha oneparope.

13. Cornacue cy0beKTa NepCOHaNbHbIX JaHHBIX JTOJDKHO BKIIIOYATh:

a) [lacnopTtHbie naHHBIE CYOBEKTa MEPCOHATBHBIX JAHHBIX WM €ro 3aKOHHOTO
IpeCTaBUTENS.

06) KoHrTakTHblE naHHBIE JMIA, OTBETCTBEHHOIO 3a OpraHu3aluio oO0padoTKU
HEPCOHAIBHBIX JIaHHBIX.

B) Azpec oneparopa.

r) damminu, uMeHa M oOT4YecTBA (PU3MUECKUX JIUL, KOTOPbIE OCYIIECTBISIOT
00paboTKy NepCOHAIbHBIX JaHHBIX MO MOPYUYEHUIO OIepaTopa.

14. B cinydae cmepTH cyOBbeKTa MEPCOHATBHBIX JaHHBIX:

a) Ilomyuats corynacue Ha 00paOOTKY €ro MepCOHAIbHBIX JaHHBIX TpeOyercs y
HACJICIHUKOB CYOBEKTa MePCOHATBHBIX JTAHHBIX.

6) IlomyuyaTh corjmacue Ha 00pabOTKY €ro MEepCOHAIbHBIX JAaHHBIX TpedyeTcs y
Pockomuanzopa.

B) [lonyuaTs cornmacue Ha 00pabOTKY €ro nepcoHaIbHBIX JaHHBIX HE TpeOyeTcs.

15. K crienmanbHbIM KaTETOPHUSIM MEPCOHATIBHBIX JAHHBIX OTHOCSATCS:

a) CBeneHus1, Kacarouyecs pacoBOW MPUHAICKHOCTH.

6) CBenieHus, Kacaroluecs rpax/1aHCTBa.

B) CBeneHus, Kacaronuecs NOJUTHIECKUX B3TIISIOB.

r) CBeJieHHs1, KacaroIluecsi HHBAJIUIHOCTH.

16. C touku 3penus denepaibHOTO 3aK0HA «O MEPCOHATBHBIX JTAHHBIX» K OMOMETPUICCKUM
NEePCOHATBHBIM JJAHHBIM OTHOCSITCSL:
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18.

19.

20.

21.

22

a) Bce cBeneHus, KOTOpble XapaKTEpU3YIOT (PU3MOJIOTHYECKUE M OMOIOTHYECKue
0COOEHHOCTH Y€JIOBEKA, HA OCHOBAHUHU KOTOPBIX MOKHO YCTAaHOBUTH €T0 JTUYHOCTb.

06) CseneHusi, KOTOpble BHOCATCA B 0azy OHMOMETPHUYECKMX JAHHBIX Tpa)aaH
Poccuiickoit deneparum.

B) Bce cBenmeHHs, KOTOpBIE XapaKTepH3YyIOT (U3MOJIOTHYECKHE U OHMOIOTHYECKue
0COOEHHOCTH YeJIOBEKa, Ha OCHOBAaHMM KOTOPBIX MOXKHO YCTaHOBMTH €r0 JMYHOCTb, U
KOTOPBIE UCIOB3YIOTCS JJIS1 YCTAHOBJICHUS €T0 JTMYHOCTH.

.Kto 00s3an yOenutbcs B TOM, YTO HMHOCTPAaHHBIM TOCYAAPCTBOM, Ha TEPPUTOPHUIO

KOTOPOTO  OCYHIECTBJISIETCS MepeAaya IEepPCOHAIBHBIX JIaHHBIX, O00ECIIeYMBAETCS
aJIeKBaTHAas 3alllyTa MpaB CyObEKTOB NEPCOHAIbHBIX JAHHBIX?

a) Oneparop.

0) IOpuandeckoe IuI10, KOTOPOMY MOPYUHIIH 00PabOTKY.

B) Hukro.

r) Pockomuazazop.

CyOBeKT mepcoHAIBHBIX JAHHBIX UMEET MIPaBO Ha MOJIyueHHE CIenyromeil nHpopManuy,
Kacaroleics: 00paboTKH €ro NepCOHaNbHbIX JAHHBIX:

a) [IpaBoBbIe OCHOBaHUS U 11eJI 00PabOTKU NEPCOHATBHBIX JAHHBIX.

6) IlouMeHHBIH nepeueHb COTPYAHUKOB ONEpaTOpa, KOTOPhIE MMEIOT JOCTYI K €ro
NIEPCOHAIBHBIM JTAaHHBIM.

B) CBeneHuss 00 OCYLIECTBICHHON MM O MpEANoyiaraéMoi TpaHCTPaHUYHON
nepeaaye JaHHbIX.

r) CBesieHHs 0 IPUMEHAEMBIX OIIEpaTOPOM CPEJICTBAX 3aIlUThl HHPOPMALIUH.

[IpaBo rpaxmaHnHa Ha TONXy4YeHHEe WHGOpPMAIMM, Kacaromeics o0paboTKu ero
HEPCOHAIbHBIX JAHHBIX, MOKET ObITh OIPAaHUYEHO:

a) Ha ocHOBaHMU 3asBIICHUS APYroro CyObeKTa MePCOHATBHBIX JTAHHBIX.

6) B cinyuasx, ecnu 006paboTka MepCOHAIbHBIX JAHHBIX OCYIIECTBIISIETCS B CIydasXx,
IIPEAYCMOTPEHHBIX 3aKOHOAarenbCcTBOM Poccuiickoit dPenepanyu O TPaHCHOPTHOM
0€30I1aCHOCTH.

B) B cnyuasx, ecin oOpaboTka MepCOHATBHBIX JAHHBIX OCYIIECTBISETCS B LIENAX
00OpOHBI CTpaHbl, 6€30MaCHOCTH TOCYAAPCTBA U OXPAHBI IPABOMOPSIIKA.

r) B cnyuasx, ecnmu o6paboTka nepcoHalNbHBIX JaHHBIX OCYLIECTBIIIETCS B paMKax
3aKOHHOM JEATENbHOCTU CPEICTBA MACCOBOM MH(OpPMAIUH.

KoHTpons ® Ham30p 3a BHINOJIHEHHEM Mep 10 obecneueHnio 0e30macHOCTH
NEPCOHAIBHBIX JAHHBIX OCYIIECTBISIET (OCYIIECTBISIOT):

a) MunkomcBsa3u Poccun.

6) Pockomuamzop.

B) ®Cb Poccun.

r) ®CTOK Poccumn.

Kakoii opran rocy1apcTBEeHHOW BJIACTH WMEET MPABO O3HAKOMIICHUS C IEPCOHATLHBIMU
JAHHBIMH [IPU OCYILIECTBICHUH KOHTPOJBHBIX U IPOBEPOUYHBIX MEPOIPUATHI?

a) ®Cb Poccun.

6) Pockomuamzop.

B) ®CTIK Poccun.

. JIn1a, BUHOBHBIE B HAPYLIEHUHU IOJO0KEHUM 3aKkoHOoAaTenbCTBAa Poccuiickoin denepaunun

B 00JIaCTU MEPCOHAIBHBIX JAHHBIX NMPU 00pabOTKE MEPCOHAIBHBIX JaHHBIX PAaOOTHHKA,
MOTYT OBITh IPUBJICUEHBI:

a) K yroioBHO# OTBETCTBEHHOCTH.

6) K aucuunimHapHO# OTBETCTBEHHOCTH.

B) K aaMuHHUCTpaTUBHON OTBETCTBEHHOCTH.

r) K marepuanbHOl OTBETCTBEHHOCTH.
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Tect mo Teme 1.3 Opranu3zanMoHHbIe 0CHOBBI 0O0ecniedeHUs1 HHGOPMALMOHH O
0e3omacHOCTH

1. Pacnonoxute B NpaBUIBHOM MOpPSAKE 3Tambl paboT Mo olecnedeHuto 0e30MacHOCTH
uHpOpMaLIUH.
1) Ouenka cooTBeTCTBHS 00BEKTa HHPOPMATHU3AIUH.
2) BrisiBnenue u anaian3 MHQOPMAITMOHHBIX aKTUBOB.
3) IIpoekTupoBanue (pa3paboTKa) CUCTEMBI 3aITUTH HHPOPMAIIUH.
4) ®opmupoBanue TpeOOBAHUH K 3aIIUTE UH(OPMAIIHH.
5) Bueapenue cucteMbl 3alIUTHI HHPOPMAIIHH.
6) DKCIuTyaTamys CUCTEMbI 3aIUTHl HHPOPMAITUH.

a)1)2)3)4)5)06).
6)4)2)3)5)1)6).
B)2)4)3)5)6)1).
r)2)4)3)5)1)6).

2. Ilyctp He 00e3MMUYEHHBIE NTEPCOHATBFHBIC JAHHBIE O COCTOSHHUH 3/I0POBBS BCEX TPAKIaH
SpocnaBckoil obsacti 00pabaThIBalOTCS B MH(POPMALMOHHOM cUcTeMe, Ui KOTOPOM
aKTyaJbHBI YIpO3bl CBSA3aHHBIC C AKCIUTyaTallel ysI3BUMOCTEH B MPUKIAIHOM, HO HE B
CHUCTEMHOM IporpaMMHOM obecrnieueHun. Kakoi ypoBeHb 3alIMIIEHHOCTH JIOJKEH OBbITh
YCTaHOBJIEH IS TAKUX MEPCOHATBHBIX JAHHBIX ?

a) Y31.
0) V32.
B) Y33.
r) Y34.

3. IlycTb He 00e3nMueHHbIE IEPCOHANIbHBIE JaHHBIE B TOM 4ncie (GoTorpadus CoTpyIHUKOB
HeOopmmoro (mo 10 000 coTpyaHUKOB) MPEANpHUATHS 00pabaTHIBAIOTCS B CHUCTEME
KOHTPOJISI U YNPABJIECHUS JTOCTYNOM, JJISi KOTOPOH aKTyallbHbl YIpo3bl HE CBSI3aHHBIE C
AKCIUTyaTale ya3BUMOCTEN B MPHUKIAJHOM U CUCTEMHOM IIPOTrPAMMHOM OOECTIE€UEHHH.
Kakoil ypoBeHb 3aIMIIEHHOCTH JOJDKEH OBITh YCTAHOBJIEH JJISI TaKMX NEPCOHAIbHBIX
JaHHBIX?

a) Y31.
0) V32.
B) Y33.
r) Y34.
4. BHelIHUE HapyLIUTENIN PEANTU3YIOT YIPO3bI:
a) 13 BHeNIHUX ceTel CBSA3M OOIIETO MOJIb30BAHUS.
6) HenocpeacTBeHHO B MHPOPMALIMOHHBIX CHCTEMAX.
B) U3 cereil MexayHapogHOro HH(OPMALIMOHHOTO OOMEHa.
r) Haxonscek B mpesenax KOHTPOIUPYEMO 30HBI.
5. Ilpumepamu BHEIIHUX HAPYIIUTENEH MOTYT SBJIATHCA:
a) [Tonp3oBarenu nHGPOPMAIIMOHHOMN CHCTEMBI.
6) Konkypupyromiue opraHu3aru.
B) HenoGpocoBecTHbIE MapTHEPHI.
r) O6CcmyKMBAIONMUI TTEPCOHATT OpTaHU3AIIH.
6. Ilpumepamu BHYTPEHHUX HApYIIUTENIEH MOTYT SBIISTHCS:
a) AIMUHUCTPATOpbl 0€30MaCHOCTH UHPOPMAITUOHHBIX CHCTEM.
0) CropoHHue pU3NIECKUE TUTIA.
B) Jluna, oGecrieunBaromye ConpoBOXKACHUE TPOrPaMMHOT0 0OecTieyeHusl.
r) KpuMuHanbHbIe CTPYKTYpBHI.
7. K 00BeKTUBHBIM yrpo3aM OTHOCSTCS:
a) OmumoOKu 00CITy>KUBAIOIIET0 EPCOHANA.
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10.

11.

12.

13.

0) JedexTsl, cOOM M OTKa3bl, aBapuU TEXHUYECKUX CPEICTB U CHCTEM OOBEKTOB
nH(popMaTH3aIKK, a TaK )K€ CUCTEM oOecTieueHnsi 00BEKTOB MH(OpMATH3AIIIH.

B) [IpupoHbie sSiBIEeHUS, CTUXUHHBIEC OEACTBUSI.

r) @akTopbl COMUANBHO-TIOTUTHYECKOTO XapaKTepa.

VYTpo3bl yTeuku HHPOPMALUU BO3MOXKHBI TOCPEICTBOM:

a) BosznelicTBus mporpaMMHBIMU CpPEICTBaMU B KOMILUIEKCE C IpEeIHaMEPEHHBIM
CHJIOBBIM 3JICKTPOMAarHUTHBIM BO3JCHCTBUEM.

0) [lepenaun nuGOpMaIHK 110 OTKPHITHIM KaHAJIaM CBSI3H.

B) [ToakitoueHns K TEXHUYECKUM CPEICTBAM M CUCTEMaM 00beKTa HH(OpMaTH3AIHH.

r) O6paboTku nHGOpPMaAIIUK HA HE3AIMIICHHBIX TEXHUYCCKUX CPEJCTBAX 00pabOTKH
uHpOpMaLIUH.

YTrpo3bl HECAHKIIMOHUPOBAHHOTO TOCTYIMA K HH(POPMAIINH, PEATU3YIOTCS TyTeM:

a) Konuposanus uHpopmanuu Ha He3aperuCTPUPOBAHHBIN HOCUTEb HH(POPMAIIHH.

0) XuIeHusI HOCUTEJIS 3aluIacMO HH(POPMAIIHH.

B) Ucnonp3oBaHus  NpPOrpaMMHOrO  OOECIIEYEHUS]  TEXHMUYECKHUX  CpE/ICTB
MH(OPMAILIMOHHON CHUCTEMBI, Yepe3 MPUMEHEHHE BPEJOHOCHOTO MPOrPaMMHOTO KO/Ia.

r) CHJIOBOTO 3JIEKTPOMAarHWTHOTO BO3JCHCTBUS IO MPOBOJHBIM JIMHUSM CBSI3U Ha
MOPTHI BBOJA-BBIBOJA CUTHAJIOB U MIOPTHI CBS3H.

Kakme cpenctBa 3ammTbl MHPOpPMAIUU OOBIYHO TPUMEHSIOTCS [UIsl OOECTICYCHHUS
6e3omacHocTH uH(popmanuu, oOpadaTeiBaeMO HA ABTOHOMHBIX KOMITBIOTEpaxX:

a) CpezacrBa 3auThl THPOPMAIIMK OT HECAHKIIMOHUPOBAHHOTO JJOCTYIIA.

0) MexceTeBble DKpaHbI.

B) CpencrBa kpunrtorpadguueckoi 3am Tl HHPOPMAIIHH.

r) CpeacTBa aHTUBUPYCHOM 3aIIUTHI.

1) Cucrembl OOHApYKEHUSI BTOP>KEHUH.

Kakme cpenctBa 3amuTel HMHGOpPMAIMM MO3BOJIAIOT o0OecneduTh 0e30MacHOCTh
uHpOpMaLMK, TIepefaBaeMOl IO KaHajlaM CBSI3M, BBIXOMAIIMM 32  TPEACIIb
KOHTPOJIMPYEMOU 30HBI:

a) CpencrBa 3anuThl THGOPMAIIMK OT HECAHKIITMOHUPOBAHHOTO JTOCTYTIA.

6) MesxceTeBble SKpaHbl.

B) CpencrBa KpunTorpaduueckoi 3ammThl HHPOPMAaIIH.

r) CucteMbl OOHapYKEeHUS BTOPKEHUH.

Kakoii Bua cpenactB 3amuThl HWH()OpMAIMK IO3BOJISIET KOHTPOJIMPOBATH pa3IMYHBIC
KaHaJbl iepeaaud nHGOpPMAaILIUU: HIEKTPOHHYIO MOYTY, MECEHKEPhI, CheMHbIE HOCUTEIH
uH(popmanun?

a) IPS.

6) DLP.

B) IDS.

r) CSP.

ATtTectanust 00beKTOB HH(POPMATU3ALIUN — ITO:

a) JIokyMeHTaJIbHOE YAOCTOBEPEHHUE COOTBETCTBHUS MPOIYKIIMU MM WHBIX 0O0BEKTOB,
MPOIIECCOB TMPOCKTUPOBAHUS, MPOU3BOJCTBA, CTPOUTEIHCTBA, MOHTaXa, HaJIAJIKH,
IKCIUTyaTallu, XpaHeHUs], IEPEBO3KH, pea3alii W yTUJIN3AIUH, BBITIOJIHEHUS paboT
WIM OKa3aHWs yCAyr TpeOOBaHMSIM TEXHHYECKHX PEriaMEHTOB, IOJIOKECHHSIM
CTaHJAPTOB, CBOJIOB MTPABHJI HJTH YCIOBHSIM JOTOBOPOB.

6) [IpsimMoe M KOCBEHHOE OTpe/ieiieHrne COOMI0IeH!s TPeOOBaHUM, PEIbABIIEMBIX
K OOBEKTY 3aIUTHI.

B) OdunmanbHOoe NpU3HAHUE KOMIIETEHTHOCTH (PM3UYECKOTO WM IOPHIANYECKOTO
JIUTIA BBITIOJHATH pa0OTHI B OMPEIETICHHOM 00IacTH.

r) Kommiekc opraHm3aimoOHHO-TEXHUYECKHX MEPONPUITUN, B PE3yabTaTe KOTOPBIX
MIOCPEJICTBOM CHEIHAIBHOTO JOKYMEHTa MOJTBEPKAACTCS, YTO OOBEKT COOTBETCTBYET
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14.

15.

16.

TpeOOBaHUSIM CTAaHJAPTOB WIU WHBIX HOPMATHBHO-TEXHHYECKUX JOKYMEHTOB 10
06e30macHOCTH HH(POPMAIIHH.
Kakoii moxymeHT naer mpaBo o0paOoTKM WH(pOpPMAlMU C YKa3aHHBIM B HEM YPOBHEM
KOH(UICHIIMATEHOCTU?

1) JInuensus.

2) ATTecTar akKpeaUTaIHH.

3) Cepruduxar.

4) ATTectatr COOTBETCTBHSI.
Ha nacrosmmii MOMEHT CpOK JEHCTBHUS arrecTtaTa COOTBETCTBUS WH(GOPMAIMOHHON
CUCTEMBbI, B KOTOpoil 0OpabarbiBaeTcsi KoHGUACHIIMAIbHas HHGOpMallUs, B cliy4dae, ecliu
B XO/I€ €€ IKCIUIyaTallH, B HEE HE BHOCATCS CYLLIECTBEHHbIE N3MEHEHUS, COCTABIISIET:

a) 3 rona.

0) 5 ner.

B) Bech cpok skcrutyaTanuu HHQOPMAIIMOHHOM CHCTEMBI.
TectupoBaHue Ha IPOHUKHOBEHUE — ITO CKOPEE:

a) AHanu3 ysI3BUMOCTeN HH(OPMALIMOHHON CUCTEMBI.

0) McmplTanus CUCTEMBI 3alUThI MH()OPMAIMH ITYTEM OCYIIECTBICHUS IMOMBITOK
HECaHKIIMOHUPOBAHHOTO JOCTYMA (BO3ACHCTBH) K MH(POPMAIIMOHHOM cucTeME.

Tect o Teme 2.1 ApxuTeKTypa KOMNbIOTEPa

3a HeMmoCPEeACTBEHHOE BBINOJIHEHUE ONEPALIMU B IPOLECCOPE OTBEYAECT:
a) Apu(pMeTUKO-JIOTUYECKOE YCTPOICTBO.
6) Kour-namsrs.
B) biok ynpaBienust.
r) Peructpsr.
Ucnone3ys 10 O6uT Ui aapecanuu s4yeek maMsITH pasMepoM 1 OalT, MBI CMOXEM
o0ecnevnThb apecaluio CIeaylIero oobeMa namMmsaTH:
a) 10 Gaifr.
0) 80 Oaiir.
B) 1024 Gaiir.
r) 1024 6ur.
Pacnionoxxute B nmopsizike yBeIuueHUsi 00bemMa MaMsITH.
a) Ctpanuna.
0) bur.
B) CioBo.
r) bank.
n) Sdeiika.
Pacnionosxute BUIbI TAMSTH B MOPSAKE YBEIMUYSHUH CKOPOCTH PAOOTHI.
a) Peructpsl nporueccopa.
0) TBeproTenbHbIE HAKOMUTEIH.
B) OcHOBHas (OTniepaTUBHAs) TAMSITh.
r) ONTHYECKHE TUCKH.
1) MarHuTHbIE )KeCTKUE JUCKH.
e) Komr-mamsits.
Kakas xoHmenuust 00bIYHO peann3yercs B Mpoleccopax BUACOKapT?
a) MHOXeCTBEHHBIN MOTOK KOMaH/I, MHOKECTBEHHBIN IMOTOK JaHHBIX.
0) OnMHOYHBINM TOTOK KOMaH I, MHOKECTBEHHBIN MOTOK TAaHHBIX.
B) MHOKECTBEHHBIH MTOTOK KOMaH/I, OJMHOYHBIH MOTOK JTaHHBIX.
r) OMHOYHBINA TOTOK KOMaHI, OJMHOYHBIN OTOK JTaHHBIX.
JI71s1 COBpEMEHHBIX MarHUTHBIX )KECTKUX JTUCKOB XapaKTEPHO:
a) bosbiiasg cTOUMOCTB IO OTHOIIEHHIO K TBEPAOTEIbHBIM HAKOIUTEIISIM.
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6) IlocTenenHOE M3HAIIMBAHUE TPAH3UCTOPOB.
B) Hanmnune MexaHMUYECKHUX JIEMEHTOB.
r) PacnonoxxeHnue KOHTpoJUIepa Ha MATEPUHCKOH TLIaTe.
1) bonbimmii 06beM namsATH 10 CPaBHEHUIO C TBEPIOTEIbHBIMHU HAKOMTUTEISIMH.
7. Kakas mmHa Hambojee pacHpoCTpaHEHAa Ha TEKYIIMH MOMEHT B MEPCOHAIBHBIX
KOMIIBIOTEpax:
a) ISA.
6) PCI.
B) PCI Express.
r) SCSI.
8. Ilyctp TakTOBas 4acToTa IIMHBI KOMITbIOTEpa cocTasisieT 5 I'T. 3a OMH TaKT MO IIMHE
MOHO Tepeaath 16 6ut. OneHuTe CKOpOCTh Nepeaadu HHPOpMaIUy 1Mo MHHEe?
a) 80 MeraOuT B CEKyHIY.
0) 10 I'uraGaiiT B cexyHmy.
B) 80 ['urabGaiiT B ceKyHy.
r) 21 I'urabaiT B CEKyHIy.
9. Jlnst mpOeKIIMOHHO-EMKOCTHBIX CEHCOPHBIX AKPAHOB XapaKTEPHO:
a) Bricokasi CKOpOCTh OTKIIMKA MTPHU KACAHUU.
0) BO3MOXHOCTB yIpaBJIeHUs Pa3TIMIHBIMUA YCTPONCTBAMHU.
B) ITomaepxka multi-touch.
r) HeBO3MOXKHOCTB ONIPE/ICIICHUSI CUITbI HAXKATHSI.
1) IIpoGnema «IBOEHUSY.
10. DnemeHTaMM KUAKOKPUCTATITUIECKOTO MOHUTOPA SIBJISTIOTCS:
a) JlyueBas TpyOKa.
0) UcTounuk cBera.
B) J)KK-MmaTpuia.
r) [13C-matpua.
1) DIEKTPOIbI.
11. Kakoii a5ieMeHT MpuHTEpa OTBEUaeT 3a (pukcaiuio ToHepa Ha Oymare:
a) ®ortosa.
6) Tepmona.
B) Posnuk nepeHoca.
r) Ban nomauu ToHepa.
12. HazHavyeHueMm na3epa B [IBETHOM IIPUHTEPE SBIISETCS:
a) Hanecenue Tonepa Ha ¢oToBa.
6) dukcanus ToHepa Ha Oymare.
B) Y1aiieHre HeCyIuX 3apsi1 2JIEMEHTOB ¢ (hoToBaa.
r) ITogaya 6Gymaru B IpUHTED.
13. DnemeHTaMu TUGPOBOI BEO-KaMephI SIBIISIOTCS
a) DoToIsIeHKA.
06) OOBeKTHB.
B) [13C-marpuiia.
r) ®ukc-dokyc
1) [Ipoteccop.
14. JInist KOHAEHCATOPHBIX MUKPO(OHOB XapaKTEPHO:
a) Cnabast 9yBCTBUTEIBHOCTbD.
0) YcTOWYMBOCTD K yaapam.
B) BbIicOKast 4yBCTBUTETBHOCTS.
r) 3aBUCHMOCTh OT APAMETPOB OKPYIKAKOIICH Cpeibl (TeMIepaTypsl, BIAKHOCTH).
1) [IpuMeHeHne B CTyIUSAX 3BYKO3AITUCH.

Tect no Teme 3.1 Beenenne B HHPOPMALHOHHYIO 0€30NIACHOCTH ONEPALMOHHBIX CHCTEM
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IIycte B OC peann30BaHO AUCKPEIIMOHHOE YIPaBICHHUE AOCTYIIOM CO CIEAYIOUIUMHU
npaBamu: uyTeHue(r), 3anuck(w) u ucnonHenue(x). IlpucyrcrByer ¢aiin nmpuioxeHus
«KanbpkynsaTop.exe» co cileqyrooumM cnuckoM pocryna: (Anuca: rwx), (bopuc: rx).
Bribepute npaBuiIbHbBIC YTBEPIKICHHS:

a) Anuca MOXeT 3allyCTUTh NpuiioxkeHne «KanbkynsaTop.exey.

0) bopuc He MoXeT 3anycTUTh npuiokeHue «Kanpkymsrop.exe.

B) Alrica He MOXET U3MEHUTh coziepkumMoe (aiina «KampKynsarop.exe».

r) bopuc MoxkeT u3MeHHTh coziepxkimoe (aita «KambKyasitop.exey.

ITycts B OC peasin3oBaHO IpyNIioBOE yIpaBIe€HUE JOCTYIIOM CO CIEAYIOUIMMHU IIpaBaMu:
gyrenue(r), 3anuch(w) u ucrnonHenue(x). [lpucyrctByer daitn «Haknmagnas.docx» co
cienyromuM crnuckoM jgocryna: (byxramrepsr: rw), (Kypwepsl: 1), (Ammca: rw). B
CUCTEME 3aJaHbl pOJM, B KOTOPbIE BKJIIOYEHBI COOTBETCTBYIOIIME I10JIb30BATEIIN:
(byxranteper: bopuc, I'amuna), (Kypwepsl: Buxrtop). BriGepute mnpaBuibHBIE
YTBEPKACHUS:

a) bopuc He MOkeT U3MEHUTH conepkumoe Gaiina «Haknagnas.docxy.

0) [NanrHa MOXeT unTaTh coaepkumoe Qaiina «HakmagHast.dOCX».

B) BukTop mMoxer u3mMeHuTH copepxkumoe daitna «HaxmamHas.docx».

r) BukTop Moxer uutath conepxumoe daiina «HakmaaHas.docx».

1) Ajrca MOXKET U3MEHHTH conepakumoe daiina «Hakmaanas.docx».

ITycte B OC peann3oBaHO MaHIATHOE YmpaBiieHHe noctynom. llpucyrcrByer aiin
«log.txt» ¢ ypoBHeM cekperHocTH 1. IIpucyrcTByroT nosib3oBarenu Anuca ¢ ypoBHEM
nonycka 1, bopuc ¢ yposaem pomnycka 2 u Bukrop ¢ ypoBHeM nomnycka 0. Beibepure
IPaBUJIbHbBIC YTBEPIKICHHUSL:

a) BukTop MoxeTr u3MeHUThb cozepkumoe (daiina «l0g.txty.

0) Bukrop MoxeT untaTh comepkumoe daiiaa «log.txty.

B) AJlnca MOXeT U3MEHHUTH cojiepkumoe (aiia «l0g.txt».

r) AJrca MOXKeT YuTatTh coaepxkumoe daiina «l0g.txty.

1) boprc MoxeT u3MeHHUTh coepkumoe (aitna «l0g.txty.

e¢) bBopuc moxer unrtath cogepkumoe Qaiina «10g.txty.

[Tyctes B OC peanuzoBana monens mnenoctHoctr buba. [lpucyrcrByer daiin «log.txt» ¢
ypoBHeM nenoctHocTH 1. [IpucyrcTByroT nonbs3oBaTenn Alnca ¢ ypOBHEM LEIOCTHOCTH
1, bopuc ¢ ypoBHem nenoctHoctu 2 U Buxtop ¢ ypoBHem nenoctHoctu 0. Bribepute
IIPABWJIBHBIE YTBEPKICHUS:

a) BukTop MoxeTr u3MEeHUTH cojiepkumoe (daiina «log.txty.

0) Anunca MOXeT U3MEHHTH cojiepkiMoe daiina «10g.txty.

B) bopuc Moxet uameHnTh coaepkumoe daiina «l0g.txty.

r) Bee Tpoe Moryt untath copepxumoe daiina «l0g.txt».

Br16epute npaBuibHbIE YTBEPXKICHUS 0 ayTeHTHUPUKAUU B coBpeMeHHbIX OC:

a) [Taponu nmonb3oBarenst XpaHATCS Ha AMCKE, HA KOTOPOM yCTaHOBJIEHA CUCTEMa, B
NepBOHAYAJILHOM BH/IE.

0) OTaJoHHbIE 3HAYEHMs, HEOOXOIUMBIE ISl TPOXOXKAECHUS OHMOMETpPUYECKON
ayTeHTU(UKAlUM, XpaHiITCd B CHCTEME B HEJOCTaTOYHOM JJii BOCCTAHOBJICHUS
U3HAYaJIbHBIX OMOMETPHUYECKUX JAHHBIX O0BbEME.

B) TokeH (uU3MYECKH U3rOTOBJIIEH TAaKUM OOpa3oM, 4YTO CYHMTHIBAHHE C HEro
3aKpBITOTO KJIIOYA SIBJISETCS] HEBO3MOXKHON MM JJOPOTOCTOSIIEN onepanuei.

r) Jlis ayTeHTUHKAIMU ¢ TIOMOIIBI0 TOKEHa B CHCTEME JIOJDKEH MPHUCYTCTBOBAThH
OTKPBITBIN KJII0Y M10JIb30BATENS, COOTBETCTBYIOLIUI 3aKPHITOMY KIIIOUY Ha €70 TOKEHE.
Uro He BXOAUT B MeTa/laHHbIe (paiina (BbIOepUTe OJJMH BapUaHT)?

a) Bpems co3ganus daiina.

0) Anpec KOpHEBOM AUPEKTOPHUH.

B) Bpems moaudukamnum daiina.
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10.

r) Azpeca KIlacTepoB COJCPKUMOTO (paiios.

1) Uadopmanus o Bragensiie daiiia.

Br16epuTe BepHbIE YTBEPKAEHUS O YIIPABICHUH NTaMATHIO B cOBpeMeHHbIX OC:

a) CoBpemennbie OC HCIOIB3YIOT BUPTYAIBHYIO TIAMSTh.

0) CoBpemennble OC He 3alUIIAIOT TaMATh OJHUX MPOLIECCOB OT YTEHUS IPYTrUMHU
IpOILECCaMH.

B) CoBpemennbie OC pa3aenstor o0l maMsITh MEX/1y MPOLECCAMU, YacTO B TAKON
NaMsITH HaXOAATCs OMOITMOTEKH.

r) CoBpemennbie OC HUKOTIA HE BBITPYKAIOT YaCTH ONEPATHBHOW MaMSATH HA JIHCK
BO BpeMsl paboTBhI.

1) B coBpemennsix OC mamsTh pa3OuTa Ha MajieHbKME (parMeHTHI, Ha3bIBaeMble
CTpaHMIIaMHU.

Br16epute BepHbIE YTBEPKAEHUS O IUIAHUPOBILUKE:

a) [lmaHMpoOBLIMK BBIIENSET MPOLECCOPHOE BpeMs KOPOTKMMH HHTEpBalaMH,
Ha3bIBAEMbIMU KBaHTAMH.

6) B ciyuae ucnoiHeHus MPOLECCOM HHCTPYKLUH, AJIS 3aBEpIIECHUS KOTOPOH
TpeOyercs UINTENbHOE OXKUAAHWE, IUIAHUPOBIIUMK IEPEBOAUT IPOLECC B COCTOSHUE
«3a0JI0KHPOBaH» U He OyAeT BBLACIATh €My IPOLECCOPHOE BpeMsl, OKa COCTOSIHUE He
CMEHUTCS Ha «TOTOBY.

B) Jlns paOoThl IJIAHMPOBINMKA HPOLECCHl JODKHBI CaMH IepeqaBaThb Ha HEro
yhOpaBieHUE, TaK KaKk KOMIbIOTEpbl He mnpeaoctaBisitor OC  MmexaHu3ma  Juis
HEPUOJIMYECKOT0 NMPEPhIBAHNUS BBIITOJHEHUS M10JIb30BATEIbCKOIO IpoLIecca.

r) B miaHMpoBaHMM 1O MPHOPUTETAM BCE IMPOIECCHl C PAa3HBIMU HPUOPUTETAMH
HOJIY4al0T IPUMEPHO OJAMHAKOBOE KOJIMYECTBO BPEMEHHU.

Bri6epute BepHOE yTBEp KIeHUE (BBIOEpUTE OJJUH BapUaHT):

a) OC peanu3oBaHa armnapaTHoO B IPOLIECCOPE.

6) OC peanu3oBaHa anmapaTrHO B MAaTEPUHCKOM IJIaTe.

B) OC — mporpamMmmHOe oO0OecCredyeHHe, KOTOpOE MPEJOCTABISET MPHIOKECHUSIM
pecypchl amnmapaTHOTO OOECIEYeHHs] KOMITbIOTEpa B BUAE yIOOHBIX aOCTpakiiuii, HO HE
yIIpaBJISET 3TUM alIapaTHbIM 00ECTIEYEHUEM.

r) OC — mporpaMMHOe oOecrieueHre, KOTOpPOE TMPEIOCTABISET MPHI0KECHUSIM
pecypchl anmapaTHOro oOecledyeHHss KOMIbIoTepa B BHUJAE YJOOHBIX aOCTpakuuil u
yIpaBJseT 3TUM anlapaTHbIM 00eCIIeYeHUEM.

BriOepure BepHOE yTBEpKeHUE (BBIOEPUTE OJUH BAPHAHT):

a) B OC komnblotrepa ¢ OJHOSIIEPHBIM IPOLECCOPOM B KaXK/Iblii MOMEHT BpeMEHHU
MOYeET paboTaTh TOJILKO OJMH MpoLecC.

6) B OC kommbloTepa ¢ OJIHOSIIEPHBIM IIPOLECCOPOM Yy IMPOLIECCOB BCEraa
IIPUCYTCTBYET TOJIBKO OJUH IOTOK.

B) B OC kommbroTepa ¢ MHOTOSACPHBIM TPOILECCOPOM B KOHKPETHBIH MOMEHT
BPEMEHM MOTYT BBIIIOJIHATCSA HECKOJIBKO ITIOTOKOB OJIHOTO MpoIiecca.

r) B OC xoMmbroTepa ¢ MHOTOSIIEPHBIM MTPOIIECCOPOM KOHKPETHBIN MPOIECC MOKET
MCII0JIb30BaTh TOJIBKO OJHO PO MPOIECCOPA.

Tect o Teme 3.2 UndopMannoHHas 6€30MaCHOCTH ONEPALHOHHBIX CUCTEM ceMelicTBa

1.

Windows

Ha ocnoBe xakux nansaeix cyobekta OC Windows mpuHHUMAaET pemieHue o 10CTyme?
a) Xell 3Ha4eHUe MapoJIst MOJIb30BaTeNs, 3aIlyCTUBIIETO MpoIece.
0) TokeH mepeBOIIOMECHHUS.
B) Unentudukarop mporecca.
r) Token gocryma.
1) ba3oBblii npuopuTeT Nporuecca.
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Ha ocHoBe xakux gannbix 00bekta OC Windows mpuHUMaeT perieHue o 1ocTymne?

a) [Ipuswmnerun.

0) TokeH nocryna.

B) Jleckpunrop 6€30MacHOCTH.

r) CUCTEMHBI CIIMCOK YIIPABICHUS JTOCTYIIOM.

1) Crioco0 ayTeHTH(UKAIMY [TOTb30BATENS .

Kakue npumuTHBHBIE ITpaBa 00benuHseT B cede npaso utenns OC Windows?

a) «UreHue arpulOyToB 0€30MACHOCTHY.

0) «UreHne CUCTEMHBIX aTpHOYTOBY, «4TEHUE aTPUOYTOB OE30MACHOCTHY.

B) «UTCHHUE TaHHBIXY.

r) «UTeHue CHCTEeMHBIX aTpHOYTOBY», «UTEHUE aTPHOYTOB OE30MACHOCTHY, UTCHUE
JAHHBIX .

1) «UTeHue CUCTEMHBIX aTpUOYTOB», «YTEHUE aTPUOYTOB OE30MACHOCTHY, «UTCHHE
JAHHBIX», «BBIIIOJIHEHUE (ANIOB» U «I1€PEXO0]l B TUPEKTOPUION.

Bri6epute npaBuiibHbBIE YTBEPXKAECHUA O MaHaaTHOU nonutuke «He-3anuceiBats-Bepx»
OC Windows:

a) ObecrnieunBaeT CBOMCTBO 1IEIOCTHOCTH JIaHHBIX.

6) OGecrieunBaeT CBOMCTBO KOHPUACHIIUATHHOCTH JTAHHBIX .

B) Vcnonb3yercs B cCTEME TOJIBKO ISt 00bEKTOB CETEBBIX COKETOB.

r) HesiBHo ucnonb3yercst ist Bcex NTFS-gaiinos.

1) Pasperraer 1ocTyn Ha 3amuch TOJIBKO CyObEKTaM C YPOBHEM IIEJIOCTHOCTH PaBHBIM
WK OOJIBLIMM IO OTHOILEHHIO K YPOBHIO LIEJIOCTHOCTH O0BEKTa JOCTYIa.

Kakwue u3 nepeunciennsix npaB OC Windows npenoctaBisieT 0 yMOTYaHUIO BIIAICIIbITY
datina?

a) Yurtate CCY .

6) Yurats JICY .

B) UuTath comepxumoe daiia.

r) Usmensts JICY/I.

n) Usmensts CCY /.

e) 3sMensth copepkiumoe Qaiina.

Bribepere mnpaBuiibHBIE  YTBEP)KICHHS OTHOCHUTENBHO QJITOpUTMa  ONPEeNICHUs
npaBomepHocTH foctyna OC Windows:

a) IlepBeIM pelicTBUEM SBISIETCS NpPOBEPKAa COOTBETCTBHS JOCTyNa MaHAATHOMN
MIOJINTHUKE.

6) IIpoBepka COOTBETCTBUS JOCTyla MaHIAaTHOM MOJUTHUKE OCYLIECTBIIIETCS MOCIE
ananu3a 3anuceit JICY /.

B) Ecin nipu nocnenoBarensHoM ananu3e 3anuceit JJCY /] oka3biBaercsi, 4To 0JJHO U3
3anpanmBacMbIX MPaB 3allpPEIlaeTCs B TEKYIEN 3aIIUCH, TO JOCTYI 3alIPEIaeTCs.

r) Eciu mpu mocnemoBatensHoM aHanuse 3amumceit JICY]l paspemarorine mpasa
TEKyIled 3alucd B CyMME C pa3pellalollMMU IpaBaMU MNPEAbIAYIIUX 3anucei
MEPEKPbUIN BCE 3allpalliiBaeMble MpaBa, TO JOCTYII pa3peraeTcs.

n) Ecnu B cnickax JICY/] He ObLIO 3ampelnaronimux 3amnpainiiBacMble paBa 3alucei,
U B TO € BpeMsl BCE€ pa3pellarollne 3alicyu He NMEepeKpbUIN 3alpaliiBaeMble MpaBa, TO
JOCTYI 3apeniacTcs.

Kaxkas npusuneruss OC Windows no3BosisieT uutath 10001 (aiia BHE 3aBUCHMOCTH OT
3a/laHHBIX 1IpaB?

a) [IpuBuierus co3ganusi pe3epBHBIX KOMHIA.

6) IIpuBuiIerus U3MEHEHUs] CHCTEMHOTO BPEMEHH.

B) [IpuBnierus 3aBepiieHusi pabOThl CUCTEMBI.

r) [IpuBunerus yBenunueHus padodero Hadbopa.

1) [puBuierus co3nanus ¢aiiaa moJKauku.

Bribepure cymnoctu, He Bxozsmue B TokeH goctyna B OC Windows:
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a) SID nmonw3oBaress.

6) AICY ]I Bcex 00bEKTOB CUCTEMBI.

B) SID-bI rpymi.

r) CCY]I Bcex 00bEKTOB CUCTEMBI.

n) [MpuBuneruu.

9. BsiGepuTe CyntHOCTH, BXOIAIIUE B AeCKpUNTOp Oe3onmacHocTH oobekTa B OC Windows:

a) SID Bnajenpia 00beKTA.

0) AMCKpEeIMOHHBIN CITUCOK YIPABIICHUS JOCTYIIOM.

B) CHCTEMHBIN CIIUCOK YIPABJICHUS JOCTYIIOM.

r) CECOK TOKEHOB JJOCTYIIA MPOIIECCOB, OCYIISCTBISIOIMX TOCTYI K 00BEKTY.

1) YpOBEHb LIETOCTHOCTH.

10. Kakue w3 MYHKTOB MPaBUIBHO ONUCHIBAIOT (MJIBTPOBAHHBI TOKEH JIOCTyMa

aamuauctparopa B OC Windows?

a) YpOBeHb LIEJIOCTHOCTH YCTaHABIUBACTCS CPEIHUM.

0) YpoBeHb LIETTOCTHOCTH YCTAHABIMBACTCS BHICOKUM.

B) CIHMCOK MPHUBHJICTHIA, KOTOPBIC MOT'YT MOMAcTh B (DUIBTPOBAHHBINA TOKEH, CHIILHO
OTpaHHYEH.

r) Ilpu ompeneneHun npaBoMepHOCTH goctyna cpeau 3amuceir JICY]J] ¢ SID
AJIMHUHUCTPATUBHBIX TPYII OYAYT YYTEHBI TOJIHKO 3aIPEIIAIONIHE.

1) Crucky MPUBHUJICTHIA OJMHAKOBBI B OOBIYHOM M (DHIIBTPOBAHHOM TOKEHE JOCTYIIa
aJMHHHCTPATOpA.

TeCT II10 TEME 32 HH(l)OpMaIII/IOHHaﬂ 6630HaCHOCTb Ol'[epaII]/IOHHbIX CHUCTEM ceMeﬁCTBa
Linux

1. Ha ocHoBe kakux naHHbIX cyobekTa OC Linux npuHUMaeT peiieHue o 1ocrymne?
a) SUID-6wur.
0) Sticky-6wur.
B) YueTHbIC JaHHBIE.
r) UID nporecca.
1) DJEeKTPOHHAS TTOMUCH POTPAMMBI.
2. Kaxwue npaa npucyrctByoT B OC Linux:
a) Mcnonuenue.
6) Urenwue i-node.
B) UteHue.
r) Vnanenue.
1) 3aruce.
3. s gero cayxut SUID-6ut B OC Linux?
a) [lo3BossieT 3amyCTUTh NPUIIOKEHHE OT UMEHHU Biajebla (aiiia mpuioKeHusl.
6) ITo3BossteT 3amyCTUTh MPUIIOKEHHE OT UMEHU CYIEpIIOIb30BaTEeIs.
B) [To3BounsieT 3amyctuth npuiioxkenue ¢ npusmierueit CAP_SYS ADMIN.
r) [To3Bomnsier 3anmycTuth npuioxenue ¢ UID paBHBIM HYITIO.
1)  3ampemiaer  3amycK  NPWIOKEHHS ~ BCEM  IOJb30BATENsIM,  KpPOME
CYIIEPIIOJIb30BaTENS.
4. Yro nenaer Macka B CIIUMCKE yrpaBieHHs noctynom (aiina 8 OC Linux?
a) 3ajaeT MaKCUMaJIbHbIE IPaBa, KOTOPbIE MOXKHO MOIYYUTh U3 3aUCel JUIs TPYIIIL.
0) 3aaeT MaKcUMaJbHbIE MPaBa, KOTOPbIE MOKHO MOJTYYUTh U3 3aMCH OCTAIBHBIX.
B) 3a/1aeT MaKCUMalbHbBIC MpaBa, KOTOPhIE MOXXHO MOJYYUTh M3 3aIlFCH BIaJeNbIa
daiina.
r) 3amaer MakCHMalbHBIE TpaBa, KOTOPbIE MOXKHO IONYYHTh W3 3alHCeil s
MIOJIB30BATENEN U TPYIIIL.
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1) 3agaeT MaKCHMallbHBIE IIpaBa, KOTOPHIE MOXHO TIOJNYYHTh W3 3amuced s
II0JIb30BATENEH.
5. Yro Takoe coip xem-3HaueHus naposst B OC Linux?
a) Ctpoka, koTopasi BbIOMpaeTcs MpH KaxkI0H ayTeHTH(PHUKAUUU CIIydalHO JUIs
oOecrieyeHns 6€30MACHOCTH MAPOJIS.
6) CnyuaiiHo BbIOpaHHasi MpH CO3JaHUM MApOJsl CTPOKA, KOTOpas CKIIEUBAETCS C
XeII-3HaueHHEeM N0CIIe BEIYUCIICHUS Xell-(QyHKIINH.
B) CiydaiiHO BbIOpaHHas TPH CO3JAHUU MAPOJST CTPOKA, KOTOpas CKICHBACTCS C
napoJieM TNepe]l BBIYUCICHHEM Xell-(DyHKIUH.
r) JliuHa, 10 KOTOpO#l ype3aeTcs maposib MOJb30BATENs I KOMITAKTHOTO XPaHCHHUsI
B CHCTEME.
6. BriOepute cynHOCTH, BXOJAIINE B yueTHbIe ganHble poiecca B OC Linux:
a) UID nonb3oBatesns, 3a1yCTUBILIETO ITPOLIECC.
0) ['pynmnbl noap30BaTeNs, 3ayCTUBILETO MTPOLIECC.
B) [IpuBunerun.
r) [IpaBa ucnonusiemoro ¢aiisa, ©3 KOTOPOro ObLT 3aMYIIEH MPOIIECC.
1) ®nar 3¢ (HeKTUBHOCTU IPUBUIICTHH.
7. BpibepuTte CymHOCTH, BXOAAIIUE B aTpuOyThl 6e3omacHocTH Qaitna B OC Linux:
a) Tpoiika npaB Jy1st KaXK0¥ TPYIIIBI B CUCTEME.
0) [IpuBmiierumu.
B) Tpoiika npaB Biajeinbiia daiiia.
r) Tpoiika mpaB TOJNb30BaTeNeii, He SBSIONMXCS BiaaeiabllaMu (aiina u He
BXOJISIIIUX B TPYIITY Biajesbla Qaiiia rmo yMoIdaHHio.
n) Bnanenen gaiina.
8. BwiOepuTe CynIHOCTH, BXOIIUE B aTpuOyThl 6e3omacHocTH (aiina B OC Linux:
a) Tpolika mpaB AJisl Ka)I0H TPYIIIbI B CUCTEME.
0) [IpuBuiierumu.
B) Tpoiika npas Biazgenbia ¢daiina.
r) Tpoiika mpaB monb30BaTeneld, He SBISIFONIMXCS BlagenbliaMu (aiina u He
BXOJISIILMX B TPYIIY Biajenbla Qaiiaa no yMoIdaHHIo.
n) Bnanenen gaiina.
9. Kaxkue Habops! npuBmiieruii ects y ¢aiia 8 OC Linux:
a) Hacnenyewmbie.
0) DddexTuBHEIE.
B) BHemnwue.
r) OrpaHuYUBarOLINE.
1) PasperieHHsble.
10. Kakyro xem-¢pynkuuio ucnosnb3yer OC Linux At BBIYMCIEHUS XeUI-3HaueHHsI aposis B
OC Linux?
a) MD-5.
6) SHA-256.
B) SHA-512.
r) SHA-3.
n) ODyHKIMA HECKOJIbKO, OKOJIO XeNI-3HAUeHHs MapoJisi XpaHUTCI HOMEp
UCIIOJIb30BaHHOM XemI-(QyHKIUY.
11. Yto nenaet xouseitep B OC Linux?
a) OUIBTPYET BBIBOJ KOMaH/IBI.
0) Ilepenanpanisier cTaHJAPTHBINA BBIBOJ KOMaH/IbI C KOHCOJIM CTaHAAPTHBIM Ha BXO[
JIpyroi KOMaHsje.
B) [logauMaer npaBa 70 mpaB CyneproIbp30BaTes.
r) OTKIaIpIBaCT BHITOJHEHUE KOMAH/IbI HA YKa3aHHBIH CPOK.
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Tect o Teme 4.1 BBeieHne B apXUTEKTYPY JOKAJbHBIX BbIYHCIUTEIBHBIX ceTel

1. Kakoii nopsinox ypoBHeit monenu OSI| BepHbIii?
a) Ousnveckuii, KaHAIBHBINA, TPAHCIIOPTHBIN, CETEBOW, CEAHCOBBIN, MPECTaBICHUS,
MIPUKJIAHOM.
0) ®u3nuecKkuii, KaHAJIbHBIN, CETEBOM, TPAHCIIOPTHBIN, CEAHCOBBIN, MPEICTABICHUS,
MIPUKJIAHOM.
B) Du3nuecKuil, KaHAIbHBINA, CETEBOM, TPAHCIIOPTHBIN, CEAHCOBBIM, MPHUKIATIHOM,
IPEICTaBICHHUS.
r) Du3MYECKHil, KaHaIbHBINA, TPAHCIIOPTHBIA, CETEBOH, CEaHCOBBIN, MPUKIIAIHOM,
NPE/ICTaBICHHUS.
2. Kaxkue nmpoToKoJIbl OTHOCATCS K TPAHCIIOPTHOMY ypoBHI0 Moaenu OSI?
a) UDP.
0) ARP.
B) IPv4.
r) GSM.
n) TCP.
e) DNS.
x) PPTP.
3. Kakoii ypoBeHb npeqHa3HaueH Ui ONpe/esIeHUs TyTH Niepeaayn JaHHbIX ?
a) Ouznueckuid.
0) CeaHCOBBIH.
B) TpaHCIIOPTHBIIA.
r) [IpencraBienus.
n) KananbHbIi.
e) IIpuknaaHoii.
k) CeTeBOH.
4. Kaxkue ¢uaru ucnonb3yrorcs B npotokose TCP i ycTaHOBIEHUS COeAMHEHUS?
a) RST.
6) SYN.
B) FIN.
r) URG.
1) ACK.
e) PSH.
5. Kakwue npeumymiectsa ecte y FTTB?
a) Bricokas ckopocThk paboTsl IHTEpHET.
6) PaBHas ckopocTk mpreMa u nepegadu HHGOpMaLuu.
B) He3aBUCHMOCTH CKOPOCTH JOCTYa OT 4YHCJIa a0OHEHTOB, MOJAKIIOYCHHBIX K
KOMMYTaTopy.
r) OTcyTcTBHE HEOOXOAUMOCTH pa3MeEIleHNs] KOMMYTaTopa IpoBaiiaepa B 31aHHH.
6. Kaxue Hemocratku ectby FTTB?
a) Huskas ckopoctb pabotel HTEpHET.
6) Pa3nas ckopocThb nmprema u nepegadyu HHGOpMaLuu.
B) 3aBUCHMOCTh CKOPOCTHM JOCTyMa OT uYucia aOOHEHTOB, IOJAKIIOYEHHBIX K
KOMMYTaTopy.
r) HeoOxoaumMocTh pa3MerieHrst KOMMyTaTopa IpoBaiiepa B 31aHHH.
7. BpiOepute BepHbIE YTBEPKICHUS
a) TCP He rapanTupyeT 10CTaBKY JaTarpaMm.
6) UDP He rapaHTHpyeT JOCTaBKY JaTarpamm.
B) UDP rapantupyer 10cTaBKy JaTarpamM.
r) TCP rapanTHpyeT JOCTaBKY JaTarpamM.
8. Kaxoii agpec OTHOCHUTCS K aipeCHOMY NPOCTpaHCTBY IPv4?
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9.

10.

a) 192.168.0.17

6) 129.256.0.0

B) 301.169.107.0.0.3

r) 127.0.1000.0
Kak paboraet xoHmeHTparop (xab)?

a) Ilpu monydyeHun makeTa AaHHBIX Xad MepechlIaeT 3TOT MAKeT Ha BCE OCTAJIbHBIC
CBOM IOPTHI.

6) Ilpu monyyeHuMM makeTa JaHHBIX Xa0 IMepechbulaeT 3TOT MaKeT Ha IOpPT B
cootBercTBuu ¢ tabmumer MAC-agpecoB. Ecaum  cooTBETCTBHSI HET, TaKeT
0TOpachIBaeTCHl.

B) Ilpym nonyueHuu makeTa IaHHBIX Xa0 IepechUIaeT AITOT IAKeT Ha IOPT B
cootBercTBUU ¢ Tabmuueit MAC-aapecoB. Eciu cOOTBETCTBUS HET, B CETh OTIPABIISETCS
ARP-3amnpoc.

Kak paboraet kommyTaTop?

a) B ciyuae, eciiu s otnpasisiemoro MAC-aapeca HET COOTBETCTBUS, KOMMYTATOp
pacchuIaeT MakeThl Ha BCe OPThI, KPOME MOpTa-TIoTydyaTes.

0) Ilpu monmyyeHMM mnakera JAaHHBIX KOMMYTAaToOp IEpEChUIaeT 3TOT IAKeT Ha BCE
OCTaJIbHbIE CBOM MOPTHI.

B) KommyTarop XxpaHuT B mnaMsaTH TaOJMIly KOMMYTAal[iM, B KOTOPOH YKa3aHO
conoctaBnenne MAC-aapeca 1 HoMepa mopTa KOMMYTaTopa.

r) Co BpeMeHEM KOMMYTATOp CTPOMT TAOJHILY JUIsi BceX akTUBHBIX MAC-a/ipecoB.

1) Tabmuia MAC-aipecoB KOMMYyTaTOpa CTaTHYHA U HACTPAUBACTCS BPYUYHYIO.

Tect no Teme 4.2 CeteBble YIpo3bl 1 METOAbI MPOTUBOAEIHCTBUS UM

Kakue OBIBAIOT HCTOYHUKHM BO3HHUKHOBEHUS YSI3BUMOCTEH?
a) OmmoOKu peanu3anuu.
6) Omunoxu 06CIyKMBAHUS.
B) OmIMOKH MPOCKTUPOBAHUSI.
r) Omm6ku HR-otxena.
Yro He BXOAUT B 6azoByo rpymiy Metpuk CVSS?
a) Crioco6 mosryyeHust JOCTyIa.
0) Bnusinue Ha KOH(PUIEHIUAIBHOCTD.
B) Binsinue Ha mosp3oBarerns.
r) [TokazaTenp ayTeHTU(UKAIINH.
1) CIIo)HOCTh MOJTYYCHUSI IOCTYIIA.
Kakoit rpynmer metpuk CVSS we cymectByer?
a) KommnekcHasl.
0) Bpemennasi.
B) basogas.
r) KoHnTekcTHasl.
Kewm pazpaborana CVSS?
a) 1SO.
6) FIRST.
B) WWW.
r) UCLA.
UYro He sBisiercst meTpukoit B CVSS?
a) CII0KHOCTh aTaku.
0) Bnusinue Ha 1OCTYHOCTb.
B) JIMUTENBHOCTD aTaKH.
r) Crioco6 monydeHus A0CTyIa.
1) ITokazaTenb ayTeHTU(UKAIINH.
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10.

Uro sBisieTCS TaCCUBHOM aTakoi?

a) [IpocnymuBanue Tpaduka.

6) OTka3 B 00CITyKHUBaHUU.

B) ®usnyeckoe HamaJeHUe Ha OOBEKT.

r) DKCIUTyaTanus ysi3BUMOCTH.

Uto Takoe 3BpUCTUYECKUI aHATU3?

a) Meton, mpenHazHaueHHBIA Ui OOHApY)KEHUS HOBBIX, €II€ HE BBISIBICHHBIX
BUPYCOB.

06) MexaHnu3M, HEOOXOAUMBINH JUIS OTCIEXKHMBAHUS HEU3MEHHOCTH (HailiioB,
JIOKYMEHTOB, peecTpa, KOH(pUrypauuu o60pyaoBaHusl.

B) MeToa, OCHOBaHHBIM Ha IOCIICAOBATCILHOM IMPOCMOTPE MaMSTH YCTPOHCTBA,
3arpy304HbIX CEKTOPOB, (ailyIoB B MOMCKE CUTHATYP U3BECTHBIX BUPYCOB.

Uro Takoe 63x10p?

a) YacTte BpEIOHOCHOTO NPOrPAMMHOIO OOECHEUEHMs, pEeaTu30BaHHOIO IS
COKPBITHS IPUCYTCTBUS 3TOTO BPEAOHOCHOIO KOJA U €0 IEHCTBUH.

6) Ilpwioxenue, wucnonb3yemMoe Uil JajbHEMIIed 3arpy3kd W 3amycka
MIOJIHOLIEHHOT'O BPEIOHOCHOTO MPOrPaMMHOI0 00€CIIEUEHHUS.

B) BpemoHocHoe mnporpaMmHOe oOOecreueHHe, KOTOpPOe, I[OMHUMO MONTy4YCHUsI
KOHTpPOJISI HaJl 3apak€HHBIM YCTPOMCTBOM, IBITAETCSl 3aXBaTUTh I10J CBOM KOHTPOJIb
JpyTUe y3ibl CETH.

r) [IpuioxkeHue, MO3BOJISIONICE YIPABIATH KOMIIBIOTEPOM YIaJICHHO.

Urto Takoe pyTKUT?

a) YacTe BpEIOHOCHOTO NPOTPAMMHOTO OOECHEUeHHs, PEATU30BAaHHOTO IS
COKPBITHUS IPUCYTCTBUS ITOI'0 BPEAOHOCHOTO KOJA ¥ €ro ACUCTBUIA.

06) Ilpunoxenue, wucnonb3lyemoe JUIsl JalbHEMIIed 3arpy3kd U 3amycka
HOJHOLEHHOT'O BPEAOHOCHOTO IPOTPaMMHOTI'0 00eceueHHs.

B) BpemoHocHoe mnporpaMMHOe o0OecHeYeHHEe, KOTOpOe, IOMHUMO TOJIYyYCHHS
KOHTPOJISI HaJl 3apakK€HHBIM YCTPOMCTBOM, IBITAETCS 3aXBaTUTh IIOJ CBOM KOHTPOJIb
JIPYTHE y3JIbl CETH.

r) [IpunoskeHune, MO3BOJISIOIIEE YIPABISATH KOMIIBIOTEPOM YIAICHHO.

Uro cnexyet aenarb, YTOOBI 3aTUTUTE CE0s1 OT BUPYCOB?

a) He 3amyckaTh npuiiosxeHus U3 HEOBEPEHHBIX HCTOYHHUKOB.

6) Cnemutp 3a UUGPOBBIMH MOANUCAMU YCTAaHABIMBAEMOI'O IPOrPaMMHOIO
o0ecreyeHusl.

B) OTKJIIOYHTH MEKCETEBOM IKpaH.

r) Bcerma OTKpbIBaTh BIIOKEGHHUSI JJCKTPOHHON mMOuThl ¢ Temod «BaxHOo» u
«Cpo4HO».

1) CBOeBpeMEHHO OOHOBISITH  OMEPALMOHHYKD CHCTEMY UM MPOTPaMMHOE
obecrnievyeHue.

¢) Mcnonb30BaTh aHTUBHPYCHOE MIPOTPAMMHOE 00ECIICUCHHUE.

Tect no Teme 4.3 MeskceTeBble IKPAHBI

UTto Takoe MexceTeBOM IKpaH?

a) [IporpaMmmHOe WK MPOrpaMMHO-TEXHHUYECKOE CPECTBO, peaiu3yoniee GpyHKIuu
KOHTPOJISI U GUIBTPAIIMH B COOTBETCTBUU C 33JJaHHBIMU MPAaBUJIAMU MPOXOIAIINX Yepes3
HEro HH(POPMAIMOHHBIX TOTOKOB.

0) VYctpoiicTBO, TpenHA3HAYEHHOE I COCOUHEHUS  HECKOJIbKUX  Y3JIOB
KOMIIBIOTEPHOM CETH B MpeJieNiax OJHOTO WM HECKOJIBKUX CETMEHTOB CETH.

B) YCTpOI#CTBO, KOTOPOE MO3BOJISIET OPraHU30BATh JIOKAIBHYIO CETh C BO3MOXKHOCTHIO
BBIXOJa B UHTEPHET JIJI IPYTUX YCTPOMCTB.

MesxceTeBble dKpaHbI IS BEO-MIPUIIOKEHUN PacIioNararoT:
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a) Ilepen 3ammiaemMbiM BeO-cepBepoM (Tpaduk BHAYaie MEpeaacTcs MEXCETEBOMY
JKpaHy, 3aTeM BeO-cepBepy).

0) Ilocne 3amumiaemoro BeO-cepBepa (Tpaduk BHaJale mepemaercs BeO-cepBepy,
3aTeM MEXCETEBOMY KpaHy).

B) MexceTeBOM 9KpaH M 3alliIlacMblii MM BeO-CepBEep HAaxXOJATCS B Pa3HBIX
HOJCETAX, TPAQUK MEXTy HUMH 3allpeLeH.

r) BmecTo 3ammuiiaemoro Be6-cepBepa.
IlepcoHanbHbIe MEXCETEBbIE SKPaHBI JJI HACTOJIbHBIX KOMIIBIOTEPOB U HOYTOYKOB:

a) O0ecneunBarOT JOMOJIHUTEIbHBIM YPOBEHD 3AIMTHI OT CETEBBIX ATaK.

6) [TonHOCTBIO 3aMEHSIOT BCE OCTAJIbHbIE HHCTPYMEHTAJIbHbIE CPEJICTBA 00ECIICUEHUS
0€30MacCHOCTH.

B) [10JHOCTBIO 3aMEHSIOT MapIIPyTU3ATOPbI, SBJISSACH LUTIO30M I10 YMOJIYaHHIO IS
3alUIIAEMOT0 KOMITBIOTEPA WM HOYTOYKA.

r) IlpenocraBinsroT Bce HEOOXOIMMBIC CETEBBIC CEPBUCHI ISl 3aIIUIIAEMOrO
KOMIIBIOTEpA WU HOYTOYKA.
IlepcoHanbHblE MEXKCETEBblE SKpaHbl JJS HACTOJBHBIX KOMIIBIOTEPOB M HOYTOYKOB
SIBIISTFOTCSL:

a) AnmnapaTHO-IIPOrPaMMHBIMU CPEICTBAMHU 3aLUTHI.

0) Bcerma BcTpoeHHpiMH B OC, KOTOpYHO OHM 3allMINAIOT; HE MOTYT OBITh
peaI30BaHbl BHEIIHUMU NPOU3BOJUTEISIMH.

B) VCKIIIOYHMTEIILHO TIPOrPAMMHBIMHU.

r) UckiirounTenbHO BHEIIHUMHE, He BCTpoeHHBIMH B OC, KOTOPYIO OHH 3alllUIIAIOT;
BCET/a PEATM30BaHbl BHEITHIUMHU TPOU3BOTUTEIISIMH.
IlepcoHanbHble MEXCETEBbIE 3KpaHbl JJsl HACTOJBHBIX KOMIIBIOTEPOB M HOYTOYKOB
YCTaHABJIUBAIOTCS:

a) Ha xocrax, KOTOpble OHM 3alUIIAIOT.

06) Ha wmapmpyru3aTopax, KOTOpbIE yKa3aHbl Ha XOCTE B KauecTBE IUIIO3a IO
YMOJTYaHHIO.

B) Ha oT/enbHBIX KOMITBIOTEPAX.

r) Ha xoneunbix Toukax VPN.
Bri6epuTe HecyIecTBYIOUI BUA TPAHCISLIUU CETEBBIX aJJPECOB.

a) lunamuueckas.

0) CraTuueckas.

B) C HCHOJB30BaHHEM MTOPTOB.

r) C Bcnoabpb30BaHHEM MOCTOB.
1110361 ypOBHS NPUIIOKEHUHN TO3BOJISIOT:

a) Hcknrounth npsMoe B3aMMOJCHCTBUE JABYX Y3JIOB IYyTEM pealu3alliyd poJu
HOCPETHHKA.

0) BoImoaHATh QYHKIINY MITI03a CEAHCOBOTO YPOBHSI.

B) AHaJIM3UPOBATh BCE CYLICCTBYIOLIHE B MUPE MPOTOKOIIBI.

r) AHaTM3MpOBaTh TOJBKO MOJICPKUBAEMbIE 3TUM MEXKCETEBBIM JKPAHOM
POTOKOJIBI.
VYrpasisieMble KOMMYTaTOPBI MOTYT:

a) OcymiecTBiATh (huIbTpanuio Ha ocHoBe IP-aapecos.

6) OcymiecTBIATh (GUIBTPAITUIO 110 UCTIOJIB3YEMOMY ITPOTOKOIY.

B) OcymiecTBnsaTh ¢puiibTpanmto Ha ochoBe MAC-anpeca.

r) Ocymiectsisath puiabpTpanuto Ha ocHoBe VLAN ID.
Bri0epure BO3MOKHOCTH MEKCETEBOI0 3KpaHa.

a) Peructpanusi COOBITHIT 1 TeHEpaIus OTYETOB.

0) @unbTpanus Tpaduka.

B) TpaHCIsIIKs CETEBBIX aJIPeCcOB.

r) AyTeHTH(HKAIUS TOJIH30BaTEICH.
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1) AIMUHUCTPUPOBAHHE.

10. Kakue yTBepxaeHUS O MPOTPAaMMHOM MEKCETEBOM IKpaHe BEPHBI?

a) llomxomutr B ciy4asix, KOTJla YCTPONCTBO IIOJIb30BaTElsl IIOMEIIAETCS B
HEJJOBEPEHHYIO CpENy.

0) Ilpu ero paboTe HCHIONB3YIOTCA PECYpPCHl YCTPOMCTBA, HA KOTOPOM OH
(GYHKIIMOHUPYET.

B) [TogxomuT /uist 3a1a4 CErMEHTHPOBAHHS CETEH.

r) [ToaxoauT it OTIACICHHUS TOBEPEHHON YacTH CETH OT BHELIHUX yIPO3.

1) Cunraercst 60j1€e OTKa30yCTOWYHMBBIM, YEM allllapaTHbIA MEKCETEBOM IKpaH.

Tect mo Teme 5.1 BBenenne B kpunrorpadpuyeckne MeToAbl 3alIMTHI HHPOPMALMH

1. Kaxnpiii mmdpoTeKCT MoOXeT ObITh TMOJTYYeH Kak pe3yslbTaT  CICIYIOIIETo
npeoOpa3oBaHuUs:
a) Ex (Dk(p)).
6) Dk(p)-
B) E(p)-
r. Dy (E(p))-
2. 3ammdpyiite ¢ momomipio mudpa «Atodarny cioso «Worldy.
A/B|C|D|E|F|G|H|I |J |K|L|M
ZI Y XIW|V|IUIT|S|R|Q|P|O|N
a) Dlrow.
6) Svood.
B) Woild.
r) Dliow.
3. Paccumdpyiite ciaoBo «Xjxoby, 3ammdpoBanHoe ¢ mnomoinsio mudppa Ias HOmwus
[e3aps:
A/B|CID|IE|IF|G|H|I |J|K|L|IM|N|O|P |Q|/R|S|T|U|V |X|Y|Z
XY Z|A/B|CIDIE|F|G|H|I |J |K|IL|IM|N|O|P|Q|R|S|T|U|V
a) Tatly.
6) Amare.
B) Crypt.
r) Vivna.
4. Bammdpyiite cnoBo «KHU3HB» ¢ TOMOMIBIO TEPECTAHOBKH
1123|415
25|13 |14
a) Hx3bu.
0) bu3mx.
B) H3pxu.
r) Ub3xH.
5. Pacmmdpyiite cnoBo «1216312611» ¢ momorsio Tadauie [lomuous:
112|3|4]|5|6
1/A|B|B|T|A|E
2| E[X|3|U|U|K
3|JJIM/H|O|IT|P
4 BIE|V|O|X|
S|Y || b |bI|b
6 (DO *|*|*
a) benka.
6) EsBroa.




10.

11.

12.

13.

B) CTpenka.

r) benok.
BriepBbie MeTO/T YaCTOTHOT'O KPUIITOAHAIN3A BIIEPBHIC U3II0KHUIL:

a) Jleon barrtucra Ans0epTH.

0) ®panuecko CUMOHETTA.

B) AOy IOcyd Aky0 ans-Kunnu.

r) xuponamo Kapnano.
Jluck AnbOepTu MO3BOJISIET aBTOMATU3UPOBATH:!

a) ludp mpoctoii 3amens! (ogHOAN(PaBUTHBINA MHDD).

6) MHuoroandaBuTHBIN mUdp.

B) llIudp nmepecranoBKH.

r) [Torounsrii mudp.
Hcnonp3oBanue maposst i MHEMOHHUYECKOTO 3allOMHUHAHUS NEPECTAHOBKU CHMBOJIOB
asipaBUTA MPEITOKIIL:

a) Mareo ApaKeHTH.

0) biie3 ne Buxenep.

B) Jl)xoBanuu barrucra bennazo.

r) JbxambarTucra (J>xoannu) aemna Iopra.
[Tomemenue nns nepiatoctpaunu nepenucku B XVII— XX Bekax Ha3pIBaIoCh:

a) benbrii kaOuHeT.

0) TaitHas koMHaTa.

B) SlHTapHas KOMHaTa.

r) UepHblif KaOUHET.

1) KpacHblit kaOuHET.
ugpel, B KOTOPBIX KaXIbIH CHUMBOJ OTKPBITOTO TEKCTa MpeoOpa3yercss B CHMBOI
mudpoTeKcTa, B 3aBUCUMOCTH OT CBOETO PACIOJIOXKEHUS B OTKPBITOM TEKCTE M KIHOYa
Ha3bIBAIOTCS:

a) MHoroandaBuTHBIMU MHUPpPaMU.

6) brounpiMu mMppamu.

B) [ToTounbIMH I (pamH.

r) PoTopupiMu mmmdpamu.

ammdpyiite cnoo «CJIOH» durpammusim mudpom Ineidepa.

Y ! O b B
K T €) H O
I I JI b IT
M A 11 3 P
C E A bl K
10) i il 4! X

a) BAbU.

6) LHADb.

B) OIIVEL

r) bILILL3.

ITycts nepectanoBka T mpezcraBieHa cieayromen Tabaue:
1/2]3]...|n=-5|n=4[n-3|n-2|n-1|n
5(6|7|.../n=1] n 1 2 3 |4

Kakoii Buz nmeeT nepecraHoBka oopaTHasi mepecraHoBke T7

a.
1/2]13]...|n=-5|n-4|n-3|n-2|n-1|n
11213 n-5/n-4/n-3|/n-2|n-1|n
0.
1/2]3]...|n=-5|n-4[n-3|n-2|n-1|n
41312]...|] 10 9 8 7 6 |5
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1/2]3 n-4|/n-3|n-2|n-1|n
4156 n—-1| n 1 2 |3
T.
1 2 3 |4|5].../n=3|n-2|n-1| n
n-3|/n-2|n-1|njl]|...|n-7|n-6|n-5|n-4
14. 3ammdpyiiTe ¢ momombio oTKpsITOTrO Kitova (8051, 5) kpunrocuctembl RSA coobmenne
m = 10.
a) 8051.
0) 3388.
B) 1949.
r) 12.

15. Kakoe cBoiicTBO 0€30MacHOCTH TapaHTUPYET, YTO YYACTHHKY KPHUMITOrpaduyecKoro
IPOTOKOJIa IIEJIOCTHOCTH TIOJYY€HHOTO COOOLICHHS W €ro COo3JaHue /10 MOMEHTa
MOJTyYeHUsl, HO HE TapaHTUPYET 3alIUTY OT MOBTOPHON OTIPABKH COOOIICHUS?

a) CBOMCTBO «ayTEHTU(PHUKALUS CTOPOHY.

0) CBOIicTBO «ayTeHTU(DUKAIHSI UCTOUHUKAY.
B) CBOMCTBO «MHBapUaHTHOCTb OTIIPABUTEIIS.
r) CBOICTBO «ayTeHTU(PHUKAIUS COOOIICHUS.

16. Kakoe cBoO#CTBO 0€30MacHOCTH TapaHTUPYET, YTO YYACTHHKY KPHUITOrpaduIecKoro
MPOTOKOJIA, YTO YYACTHHUKH, HayaBIIME HCIOJHEHHWE MPOTOKONA, HE H3MEHHIUCH C
TE€YEHUEM BPEMEHU?

a) CBOICTBO «ayTeHTU(PUKAIUST CTOPOHY.

0) CBOIiCTBO «ayTeHTU(UKAIIHS HCTOYHUKAY.
B) CBOICTBO «MHBapUAHTHOCTH OTIIPABUTEIIS.
r) CBOMCTBO «ayTeHTU(PHUKAIIHUS COOOIICHUS.

BepHblii 1 TIONHBIN OTBET HAa BOMPOC TECTa OIEHMBAaeTCs B 1 Oaii, Uisl MPOXOXKICHUS
TecTa HEOOXOAMMO BEPHO U MOJHO OTBETUTH Ha HE MeHee ueM 60 MpOIIeHTOB BOIIPOCOB TECTA.
TeMbl NpaKTUYECKUX 3aHATHI

Tema npakTHYecKkoro 3aHsTusi mo Teme 3.1
BBenenue B MHPOPMAIMOHHYIO 0€30IIACHOCTH ONEPAIHOHHBIX CHCTEM

1. OcHoBbl paboThI € MpoLeccaMu, BBOJAOM-BbIBOAOM M (haitnamu B OC Windows u Linux.

Tema npakTHYecKOro 3aHsATHSI MO0 Teme 3.2
HNudopmannonHas 6e30MacHOCTh ONepallMOHHBIX cucTeM ceMeiicTBa Windows.

1. OcHoBsl 00ecnieuenus oe3omacuoct B OC Windows.

Tema npakTH4eCKOro 3aHATHSA 10 Teme 3.3
HNudopmanuonnas 6e30nacHOCTH ONEPANMOHHBIX CHCTeM ceMelicTBa Linux

1. OcuoBel 00ecnieueHus oe3omacaoctu B OC Linux.

Tema npakTH4eckoro 3ansatus no reme 4.1
BBeneHue B apXUTEKTYPY JOKAIbHBIX BBIYMCIUTEIBHbBIX CeTel

1. CereBoii cuuddep Wireshark. 3nakomcTBO ¢ QUIBTpaMu NaKETOB.
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TeMbl NPAKTHYECKOT0 3aHATHS 1O Teme 4.2
CeteBble YIpo3bl M1 METO/IbI POTHUBOAECHCTBUS UM

WuBeHTapu3aMsg W MOUCK ySI3BUMOCTeH ¢ ucmonb3oBanueM Open Vulnerability and
Assessment Language.

CereBoit ckanep Zenmap. MHcnonb3oBaHue CeTEBOro CKaHepa JJisi  BbISBJICHUS
YSI3BUMOCTEH YPOBHS CETH.

Bupychbl, MX BBIBIIEHME M YCTPAHEHHE C HCIOJb30BAHUEM CIIELUAIU3UPOBAHHOIO
IPOrPaMMHOT0 OOeCTIeUeHusI.

TeMbl NPAKTHYECKOT0 3aHATHS 10 TeMe 4.3 MeskceTeBble IKPAHBI

bpanamaysp Windows. Pa3paboTka npaBui MEXCETEBOTO SKPaHHUPOBAHHUS.
Bupryansnas undpacrpykrypa Eve-NG.
MexceTeBoi 9kpaH Ha rpaHulle cetu. HacTpoiika mpaBuiI MeKCETEeBOr0 SKpaHUPOBAHHUSI.

TeMbl NPaKTHYECKOT0 3aHATHS MO Teme 5.1
BBenenne B kpunrorpaguueckue MeToAbl 3a1IUTHI HHGOpMALHT

Hctopuueckue mmdpsl mmdpoBanue u pacumdpoBaHue.
JlonoJTHUTeIbHbIE 32/IaHUS VI CAMOCTOSITEJILHOTO pelleHust

JonosnurtenbHble 3ananus nmo teme 1.1 [IpaBoBble 0CHOBBI 00ecneYeHust
HH(OPMAIMOHHOI 0€30MACHOCTH

Kakas wundopmanus mnpexacraBiser g Bac 1neHHocts? Kakue XapakTepUCTHKU
nH(popMalnOHHOHN Oe3omacHocTy Bbl ObI X0Tenu obecneunTs A1 TakoH HHpopMauu?
BriOepere kakoii-nu6o Buj 1eHHOM ans Bac mHpopmanuu. B kakux dopmax moxer
OBITH MPEJCTABJIEH ITOT BUJ HH(MOpMAIUN?

[IpoananusupyiiTe: K KakMM BHJ1aM TaiiH Bbl MokeTe UMETh 1OoCTym?

[Ipoananu3upyiite: kKakue CBsi3aHHbIE C BaMu JaHHBIE MOTYT SIBJISITHCSI TAWHAMME?

I_IOHOJIHI/ITC.TIBHLIC 3aJaHud 110 TEME 1.2 3aumTa NMEPCOHAJTBHBIX JAHHBIX

Onumure cxeMy HWH(POPMAIMOHHBIX TOTOKOB Bammx mepcoHaNbHBIX aHHBIX B
YHuBEpCUTETE.

OmnumuTe cxemy HH()OPMAIMOHHBIX TOTOKOB Bamux nepcoHanbHBIX JaHHBIX B baHke.
[Ipoananusupyiite: Bcerma ju (koraa 3To HeoOxoaumo) ¢ Bac B3umaroT cornacue Ha
00paboTKy NHepcOoHaNbHBIX NaHHBIX? Bcerma num 3To MPOMCXOAUT B COOTBETCTBHM C
3aKOHO/IATENbCTBOM?

[Ipoananmm3upyiite: B Kakux cUTyarusx Bbl maBaim coriiacue Ha 00paOoTKy Bammmx
CHelHalbHbIX JaHHbIX? He ObU10 11 3TO M3MUITHIM?

[Ipoananmm3upyiite: B Kakux cUTyarusx Bbl maBanm coriiacue Ha 00paboTKy Bammmx
OnoMeTrpuueckux JaHHbIX? He ObLI0 1 3TO U3IUIITHUM?

JlonoiHuTeAbHBbIE 3a/1aHus 110 TeMe 1.3 Opranu3animoHHbIe OCHOBBI 00ecneYeHUsI
HH(POPMALIMOHHOH 0€30I1aCHOCTH

Pazpabotaiite Mmonens HapymuTens A Bameir momantHeit ”HGOPMAITMOHHONW CHCTEMBI.
Pa3paboraiiTe Moaenb HapyIUTeNs A7l KOMIIBIOTEPHOTO Kjlacca Y HUBEPCHUTETA.
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Pazpaboraiite Mozenb yrpos /uis Bareit nomanHeit nHGOPMAMOHHON CUCTEMBI.

PazpabotaiiTe Moenb HapyIIUTENS 111 KOMITBIOTEPHOTO Kjlacca Y HUBEPCUTETA.

5. IIpemnoxute cpencrsa 3ammThl nHGOpManuu aiisi Banrelr qomaniael nHGOPMaIMOHHON
CUCTEMBI.

6. Ilpemnoxute cpeacTBa 3alIUThl  HHGOpPMAMK Ui  KOMIIBIOTEPHOTO  Kilacca

YHuBepcurera.

~ow

JlonmosiHuTeIbHBIE 3aJaHUA 110 TeMe 2.1 ApXuTeKTypa KOMNbIOTEpa

1. U3yuute Bam mnepcoHandbHBIH KOMIBIOTED U COBPEMEHHBIE TaJKEThl, KOTOPHIMU BbI
noJsib3yeTech. CpaBHUTE UX XapaKTEPUCTHKHU: OBICTPOACHCTBHE, 00BEM OINEPATHBHOU U
BCIIOMOTaTeNbHOM MaMATH, CKOPOCTh JocTyna B UHTepHeT.

JonosiHuTeILHBbIE 3a1aHKs 110 TeMe 3.1 BBeneHue B ”H(OPMAITHOHHYIO 0€30MIaCHOCTh
ONepalOHHBIX CHCTEM

OC Windiws
1. Ortkpoiite 6pay3ep Internet Explorer. Haiinute ero naentudukaTop mpoiecca, OTKPHIThIE
coeMHEHUs U 0a30BBIil IPUOPHUTET.
2. Ortkpoiite Opayszep Chrome. Haiimure ero wuaeHTudukaTop mporecca, OTKPHITHIC
COeIMHEHUS U 0a30BBIi PUOPHUTET.
3. 3amyctute npunoxenue «biaokHoT». Haiinure daiinel oTkpbIThie poiieccoM «bIOKHOT
¢ momMotsio yruiutel Process Explorer.

OC Linux
Haiinure nate caMbIx TpeOOBATEIbHBIX K MAMSITH IPOIECCOB.
OTxkpolite Opay3ep U HAMIUTE OTKPHITHIC COSAMHCHHUS.
BriBenuTe comepkumMoe TUPEKTOpHH /etc.
BriBenute comepkumoe aupekropun /etc/schedule.

el AN s

JonosHuTeIbHBIE 3a1aHus M0 TeMe 3.2 UHdopmanmoHHasi 6€30MaCHOCTD
OIepalMOHHBIX cucTeM cemerictBa Windows

1. Coznaiite mnone3oBatens «Anuca». Hasnaubre et mapons. Co3paiite rpynmy
«HenoBepeHHbIE MOIb30BATETN .

2. Co3zpaiiTe TUpeKTOpulo, coaepkailyro (ainbl. Ha3sHaubTe Ammce mpaBa JOCTaTOYHBIE
JUIsl OTOOpa)keHUs CIIUCKOB (DaiiioB U MEPeX0J0B B AUPEKTOPUU U €€ MOATUPEKTOPHSIX, a
TaKkXke yTeHHUs (aioB B TUPEKTOpUH M ee nmojgaupektopusx. IlpoeprTe, uto Anuca
MOJKET POCMaTpUBaTh (aibl.

3. 3amperute rpynne «HemoBepeHHbIE MOJIb30BAaTENU» JOOOH JOCTYN K CO3JaHHOM
JTUPEKTOPHH, €€ MOJAUPEKTOpUsAM, a Takke K (aiimaM BHYTpU ITUPEKTOPHUH U €€
MOAIUPEKTOPUI.

4. Jlo6aBeTe Anucy B rpynny «HenoBepenHble nonb3oBarenn». [IpoBepbTe, 4To Annca He
CMOXeT IPOCMAaTpUBATh (ailsibl B AUPEKTOPHH.

JonoaHuTebHBIE 3a1aHus M0 Teme 3.3 UHdopmanmoHHasi 6€30MacCHOCTD
onepanuoHHBbIX cucTeM ceMeiicTBa Linux

1. Cozpaiite mnonp3oBatens «Anuca». Hasnaubre et mapons. Co3paiite rpynmy
«HenoBepeHHbIE OIB30BATEIN.
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2. CozpaiiTe ITUpeKTOpuIo, coaepkairyio (ainbl. Ha3zHaubTe Ajmce mpaBa JOCTaTOYHBIC
JUI OTOOpa)kKEeHUs CIMCKOB (ailyIoB M MEPEXOI0B B IUPEKTOPUU U €€ MOJATUPEKTOPHIX, a
TaKke yTeHHs (PaioB B TUPEKTOPUHU M ee momaupekTopusx. IlpoBeppTe, uto Anmca
MOYET YUTaTh (ailibl.

3. C mnomouipio CcHUcKa KOHTPOJS JOCTymoB 3amperure rpymme «HemoBepeHnHsie
H0JIb30BaTENN» JII0OOH 0CTYyN K BhIOpaHHOMY (ailiry BHyTpHu qupekropur. [Tomensiite
BJIaJIENIbLIA ATOTO (ailyia Ha CyNeproab30BaTeist cucTeMbl. Pa3pemmure B 6a30BBIX MpaBax
JIOCTYII K BeIOpaHHOMY (haitiry kogom 600.

4. Jlo6aBpTe Ammcy rpynny «HemoBepeHnHsle monb3oBarenny. [IpoBepbre, uTo Anuca He
CMOJKET IMPOYHUTATh BEIOPAHHBIN (aii.

JlonoJiHUTEILHBIE 3a1aHKs 110 TeMe 4.1 BBe/ieHHe B apXUTEKTYPY JOKAJbHBIX
BbIYHMCJIHUTEIbHBIX CeTel

1. TIpoBeppTe HOCTYMHOCTH JIOOOTO HCHOIB3yeMoro Bamm mouToBOro cepmepa ¢
ucnosip3oBanueM yruiautel Telnet. Cnenyiite cratbe https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u caMoCTOSTEIBHO.

2. Hactpoiite moury B mnouroBoM kiueHte Thunderbird. Cnenyiite craTbe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej.

3. Pazpa0oraiite punbTpsl st mpocMoTpa Toabko uexoasammx ICMP-3anpocos. Cnenyiite
cratbe https://habr.com/ru/post/211042/.

I[OHOJIHI/ITCJII)HBIC 3aJlaHUA 110 TEME 4.2 CereBble YIrpo3bl U METOAbI HpOTHBO]IeﬁCTBHﬂ
UM

1. TlpoBeaute MOMCK YS3BMUMOCTEH Ha CBOEM JOMAIIHEM IE€PCOHAIBHOM KOMIIBIOTEpE,
03HAKOMBTECh C ONMCAHWEM BBISIBICHHBIX YSA3BUMOCTEW, ONPEIENINTE HACKOJIBKO OHU
KpuTHuHsbI 1o mkaine CVSS, n ycrpanure ux.

2. TlpoBepwre, yctpaneHa mnu ysa3BuMocth CVE-2017-0144 nHa Bamem jgomamrHeMm
KOMITbIOTEpE, U YCTAaHOBUTE OOHOBJIEHHE O€30MacCHOCTH B Cilydae, €CIU YA3BHMOCTb
npucytctByeT. Cnenyiite crarbe https://support.microsoft.com/ru-ru/help/4023262/how-
to-verify-that-ms17-010-is-installed.

3. Msyuure ys3Bumocth CVE-2014-0160, cmemys cratesim  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-
heartbleed.pdf.  TlepBas craths mpeacTaBiusieT Cco0OW  HEOONBIION  KOMHKC,
MOKa3bIBAIOUINM, HACKOJBKO ONacHa M JIETKO MCHOJb3yeMa 3Ta YA3BUMOCTb. Bropas
CTaThsl IMpeJCTaBIseT €000l MoApOoOHOE ONKMCAHWE YA3BUMOCTH, IIOCIEJICTBUS €€
UCIIOJIb30BAaHUS M PUCKH.

JlonoJHuTeIbHBbIE 3a1aHus 10 TeMe 4.3 MekceTeBble IKPAHBI
1. 3amenute y3nmel Hacker u Victim Ha y37bl 0]l yHpaBieHUEM ONEPAIMOHHON CHUCTEMBI
Windows u oOpaTuTeCh K UX CETEBBIM pecypcaM 1o npotokoiny SMB. Crnenyiite cratbe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
host-on-the-eve/.

JononHuTebHBIE 3a1aHuA 110 TeMe 5.1 BBeienue B kpunrorpadguueckne MeToabl
3alUThI HH(POPMALMHU

1. Bammdpyiite u pacmudpyiite coodienne «5 Tebdst M0OII0!» BCeMU M3BECTHRIMU Bam
HUCTOPUYECKUMHU U PAMHU.
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KpuTtepun oneHKH NpaKTHYeCKOT0 3aHATHS.

3a MpaKkTUYeCKOe 3aJaHuE BBIMOJIHICTCS OJHA M3 OLCHOK: «OTJHYHO», «XOPOIIOY,
«y1OBJIETBOPHTEIBHOY, HEYA0BJIETBOPUTEIbHO.

OneHKa «OTJIUYHO» BBICTABISICTCS, €CIM CTYJCHT aKTHBHO pabOTaeT B TEUECHHE BCETO
NPAaKTHYECKOTO 3aHATHS, JaeT BEPHBIE M IIOJHBIE OTBETHl HA BOIPOCHI IPENOJaBATENs H
MOKa3bIBAaET IMpPH ATOM IIIyOOKOE OBJAJEHUE JIEKIIMOHHBIM MaTEpHajoM, BCE YACTH 3aJaHUs
BBINIOJIHEHBI BEPHO (JOIyCKAaIOTCS HEOONbIINE HETOYHOCTH, HE SBISIONIMECS CIEICTBUEM
HE3HAaHWS WIM HENOHMMaHMA YydeOHOro Mmarepuaina). PaboTa BBINONHEHA CaMOCTOSTEIBHO.
Pabora cnana ¢ cobmoaenneM Bcex cpokoB. CoOmoieHbI Bee MpaBuiia 0(hOpMIICHHUS.

OneHKa «XOpOIIO» BBICTABISCTCS, €CIU CTYACHT aKTHBHO PadOTaeT B TCUCHUE BCETO
NPAaKTHYECKOTO 3aHSATHS, JAaeT BEpHbIE, HO BO3MOKHO HEIOJHBIE OTBETHI HA BOIPOCHI
IPEenoJIaBaTessl U MOKa3bIBaeT MPU 3TOM CBOOOIHOE BIIAJICHHE JICKIIMOHHBIM MaTEpHaliOM, BCE
YaCTH 3a/laHMs BBITIOJIHEHBI BEPHO (JOIYCKAIOTCS HETOYHOCTH, HE SIBIISIOIIMECS CIEICTBUEM
HE3HAHWS WJIM HENOHUMaHMsA YydeOHoro Marepuana). PaGora B 1eJIOM  BBINIOJHEHA
CaMOCTOSATENIFHO, BO3MOKHO C KOHCYJbTalMel mnpenonaasareni. Pabora caana ¢ coOmoaeHnem
BCEX CPOKOB. JlonmycKkaroTcs He3HAYUTENbHbIE HEJOUEThl B O(POPMIICHHUH.

OneHka «yI0BJIETBOPUTEIbHO» BBHICTABISIETCS B TOM CIIy4ae, KOTrJa CTYACHT B LIEJIOM
OBJIa/Ie]I CYTHIO BOMPOCOB IO JAHHON TeMe, OOHApY>KMBACT 3HAHUE JICKIIMOHHOTO MaTepuaa.
[Ipu sToM Ha 3aHATUH BeJET ceOs MACCHBHO, ACT HEMOJIHBIE OTBETHI Ha BOIPOCHI, JOIYCKAET
OIIMOKH MPH OCBEIIEHUH TEOPETHYECKOTO MaTephalia, He MOKET 00OOIIUTh M CIENIaTh YETKUE
Jorndeckue BbIBOAbI. Pabora chmaHa c omo3manueM He Ooniee AByX 3aHsThi. JlomyckaroTcs
HE3HAYHMTEIIbHBIC HEJ0UCTHI B OOPMIICHUH.

OneHka «HeyI0BJIETBOPHTEIBHO» BBHICTABISACTCS B Cllydae, KOTJa CTYJCHT OOHapyKHII
HECOCTOSITENIbHOCTh OCBETUTH BOIPOCHI MJIM BOIPOCH! OCBEUICHBI HETPaBMIIbHO, OECCHCTEMHO, C
rpyObIMH  OIMOKaMH, OTCYTCTBYIOT IOHHUMAHHUS OCHOBHOW CYTH BOIPOCOB, BBIBOJIHI,
0000meHns;, 00HAPY)KCHO HEYMEHHE pemiath ydeOHble 3amadd. OOydaromuics HE MOXKET
BBINIOJIHUTH paboTy O6e3 moMouty npenogasatens. Pabora crana ¢ HapylnieHHeM CpOKOB (TT03/1HEe
YeM uepes JiBa 3aHsTHs ). B 0(OopMIICHUHU IPUCYTCTBYIOT 3HAYNTEIIBHBIC HETOYETHI.

1.2 Cniucok BonpocoB U (WJIM) 3aaHUI 1JIs1 IPOBeIeHUsI MPOMEKYTOUHOI aTTecTannu

Bonpocsl k 3auery

=

OcHoBHbIE TpaBa rpaxiaH B cgepe 00pabOTKH U 3alUThI HH(OPMALIHH.

2. OCHOBHBIE TPHUHIUIIBI MPABOBOTO PETYIUPOBAaHUS B 00JacTH OOpaOOTKM W 3alIHTHI
UHpOpMaLUH.

3. Hudopmanus. OCHOBHBIE CBOICTBa 0€301MacHOCTH WH(GOPMAIUU: KOH(UACHITHAEHOCTB,
LEJIOCTHOCTbD, TOCTYITHOCTb.

4. Bunel uHGOpMaLK 110 MOPSIIKY AOCTYTIA U PaCIPOCTPAHEHHUS.

5. Orpanumuenue goctyna Kk mHGpopmanuu. 3ammra nHpopmanuu. OObEKThI 3aUThHL. Bubl
TalH.

6. MudopmarmonHble TEXHOIOTUH U MH()OPMAIIMOHHBIE CUCTEMBI.

7. OGnamarens nHGOpPMAIUU U OoniepaTop HHHOPMAITMOHHONW CHCTEMBI.

8. OTBeTCTBEHHOCTH B chepe 00pabOTKHU U 3aLIUTHI HH(OPMALIHH.

9. TlepcoHanbHBIC TaHHBIC W IPUHIUIIBI KX 00Pa0OTKH.

10. Bupl nepcoHanbHBIX JAHHBIX: ClIEUATbHbIE, OMOMETPUUECKHE U 00IIeI0OCTYIIHBIE.
11. YcnoBust 00pabOTKH MEPCOHATBHBIX JaHHBIX.

12. Cornacue Ha 06pabOTKy NEPCOHANBHBIX JaHHBIX.

13. TpaHncrpannyHas epeada MepcoOHANBHBIX TaHHBIX.

14. TIpaBa cyOBEKTOB IEPCOHANBHBIX JTaHHBIX.
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15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
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38.
39.
40.

41.
42.
43.
44,
45,
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
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Omneparop nepcoOHANBHBIX JaHHBIX U €r0 00S3aHHOCTH.
Mepsi obecrieueHust 6€30MaCHOCTH MEPCOHATBHBIX JaHHBIX.
KonTpons 1 Hai30p 3a BBINOJIHEHUEM Mep M0 00eCTIeYeHHIO O€301acHOCTH.

V1oJIHOMOYEHHBIHM Ooprad I10 3aluTEe IIpaB CY6LCKTOB NEPCOHATIbHBIX TaHHBIX.

[TocnenoBarenbHOCTD ASHCTBU 1O 3aIIUTE WH(POPMALIHH.
BrisaBnenue u ananu3 nHGOPMAIMOHHBIX aKTHBOB.
®opmupoBaHue TpeOOBAHUH 110 3aIIUTE WH(POPMALIHH.

[Toaxobl K MOJEIUPOBAHUIO HApYLIUTENEeH HHGOPMAITMOHHON 0€3011aCHOCTH.

Yrpo3sl uHGOPMATMOHHON OE30TTACHOCTH.

CpencTsa 3amuThl THGOPMAIIHH.

[Ipoueccopsl.

OcHoBHas (K311 ¥ OriepaTUBHAs ) TAMSTh.
BcmomorarennHas maMsITh.

VYcerpoiicTBa BBOAA-BhIBOIA (IITMHBI, MOHUTOPHI, IPUHTEPHI).

YcrpoiicTBa BBOA-BBIBOJIA (KIIABUATYPBI U MBIIIH, BeO-KaMepbl, MUKPO(OHBI).

OO6mmit cioco6 xpaHeHus U 00padoTKK HH(MDOPMAIIUK B KOMITBIOTEPE.
[TonsiTust onepauroHHON U QailyioBoil cucTeM.

CY6"beKTbI, O6’L€KTBI, MCTOJbI U IIpaBa NOCTYIIa, TPHUBUJICTUN CY6’beKTa AocCTy1a.

JluckpennonHoe yrpaBjieHue JOCTYIIOM.

. MaHaaTHOe ynpaBlieHHE JI0CTYIIOM.
35.
36.
37.

Wnentudukanys, ayreHTH(GUKALINS 1 aBTOPU3ALHUS.

VipasieHue T0CTYIIOM B OINIEPAlMOHHBIX cucTeMax cemeiictBa Windows.
Wnentudukanus, ayreHTUGHUKAIHMS ¥ aBTOPU3ALUS B  ONEPAIIMOHHBIX
cemeiictBa Windows.

Peanuzanus ayaura B onepaiioHHbIX cucTeMax cemeiicrsa Windows.
VipasieHue T0CTYIIOM B OIEPAIl[MOHHBIX CUCTEeMax cemeiictBa Linux.
Wnentudukanus, ayreHTUGHUKAIMS ¢ aBTOPU3ALUS B  ONEPAIMOHHBIX
cemeiicTBa Linux.

Mopnens ISO/OSI.

ApPXUTEKTYpa 1 OCHOBHBIE IIPOTOKOJIbI JTOKAJIbHBIX BBIYMCIUTEIBHBIX CETEH.
Krnaccudukannu ceteBbix yrpo3, ya3BUMOCTEN U aTak.

CeteBble aTaku Ha pa3nH4YHbIX ypoBHsX Moaenu ISO/OSI.

Krnaccudukaiys BpeioHOCHOr0 IPOrpaMMHOT0 00ecTieueHusl.

ITpu3HaKKM IPUCYTCTBUS BPEAOHOCHOTO IPOTPAMMHOT0 00€CTIeUeHHMS.
MeTobl 00HapYKEHHUST BPEJOHOCHOTO MPOTPaMMHOT0 00eCTIeYeHusI.

MecTo U posib MEXCETEBBIX SKPAaHOB B 00ECTIEUEHNH CETEBOM O€30MMacHOCTH.
Knaccugukanms MeKCeTeBbIX IKPAHOB.

OCHOBHBIE BO3MOXXHOCTH MEXCETEBBIX IKPAHOB.

JIOCTOMHCTBA ¥ HEJJOCTATKH MEXKCETEBBIX SKPaHOB.

ITocTpoenue npaBui GuIbTPALMU.

Kpunrorpadus npesnero mupa.

Kpunrorpadus cpeIHIX BEKOB.

Kpunrorpadus snoxu Bozpoxnenus.

Kpunrorpadus HoBoro Bpemenu.

CummeTpudHas ¥ aCHMMETPHYHAsT KpUITOTpagusl.

BbIuuCIuTENBEHO CI0KHBIE 33]Ja4l MATEMaTHKH.

Kpunrocucrema RSA.

[TonaTue kpunTorpapuuecKoro MpoToKoia.

CaoiicTBa IPOTOKOJIOB, XapaKTePU3yIOIIHe X 0€30MacCHOCTb.

Cxemsbl 1u(pOBOIl MOAMTUCH.

HpaBnna BBICTABJICHHUA OLICHKH HA 3a4€Te.

40

CHUCTEMax

CHUCTEMax



B mpouecce 3auera TpedyeTcss OTBETUTh Ha OJMH U3 MPUBEIEHHBIX BhIlIE BompocoB. Ha
IIOJAFOTOBKY K OTBETY JIa€TCsl HE MEHee | akaJleMUYecKoro yaca.
[To utroram 3aueTa BBHICTaBJISETCS OJHA U3 OLEHOK: «3aYTCHOY, «HE 3aUTECHOY.

Onenka «3a4TeHO» BBICTABISIETCS CTYAEHTY, KOTOPBbIM JEMOHCTPUpPYET BIIAJCHUE
coJiep’)KaHUEM MaTepuaja U HNOHSITUHHBIM alnapaToM TEOPUHU IICEBOCIyYallHBIX FE€HEPAaTOPOB;
YMEET CBS3bIBATH TEOPUIO C MPAKTUKON. B oTBeTe MOryT nomyckarbes OTJeNbHbIE HETOUHOCTH
(HecyliecTBEHHblE  OMIMOKM), KOTOpbIE  MCIPABISAIOTCA  CaMUM  CTYAEHTOM  IIOCJE
JIOTIOJIHUTEBHBIX U (WIM) YTOUHSIOUIMX BOIPOCOB 3K3aMeHaTopa. Ha 4acTh JONOJHUTENbHBIX
BOIIPOCOB CTYZIEHT MOKET HE J1aTh OTBET WJIM JJaThb HEBEPHBIA OTBET.

Onenka «He 3a4yTeHO» BBICTABISETCA  CTYIEHTY, KOTOPBI JI€MOHCTpUpPYET
pa3po3HEHHbIe, OECCUCTEMHBIE 3HAHUS; OSCIOPSI0YHO M HEYBEPEHHO H3JIaraeT Marepuai; He
yMeEET BBIJEIIATh IJIaBHOE M BTOPOCTENIEHHOE, HE YMEET COCAUHATh TEOPETUYECKUE TIOJIOKEHUS C
NPaKTUKOM; JOMYyCKaeT rpyOble OMMOKH MPHU ONPEICIICHUH TTOHATHA, BCIESICTBIE HETOHUMAaHUS
UX CYIIECTBEHHbBIX M HECYILECTBEHHbIX MPU3HAKOB U CBA3EH; aeT HEMOJIHbIE OTBETHI, JOTHKA U
IIOCJIEI0BATENbHOCTh W3JIOKEHUS KOTOPBIX HMEIOT CYIIECTBEHHbIE M NPUHUUIHUAIbHBIE
HapyLIEHHs, B OTBETaX OTCYTCTBYIOT BBIBOJIbL. J[OMOJIHUTENbHBIE U YTOUHSIOLIME BOIPOCHI
9K3aMEHAaTOpa HE MPUBOAAT K KOPPEKLUMH OTBETOB CTyaeHTa. Ha OCHOBHyI dacThb
JIOTIOJIHUTEIIBHBIX BOIIPOCOB CTYJEHT 3aTPYAHAETCS 1aTh OTBET WJIM AA€T HEBEPHbBIC OTBETHI.

Onenka «He 3auTeH0» BBICTABIISAETCS TAKXKE CTYACHTY, KOTOPbII B3sT AK3aMEHALMOHHBIN
OuieT, HO OTKAa3aJCs 1aTh Ha HETO OTBET.
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IIpunosxkenne Ne2 k paboueii nporpaMmMe JUCHHUIINHBI
«be3onacHocTh B COBpeMeHHOI MH(OPMAIIMOHHOI cpe/ie»

MeToanyeckue yKa3aHus JJIs1 00y4aIOMIUXCs 110 OCBOEHUIO U CIUTIIHHBI

OcHoBHOU (opMO# H3IOXKEHHST Y4eOHOro Marepuana o AUCHUIUIMHE «be3onacHocTh B
COBPEMEHHOW WH(GOPMAIIMOHHON cpene» SBISIOTCS JIEKLIUH, YTO CBSA3aHO, MPEXJIE BCEro, C
HOBHU3HOI Matepuaina g ooydaromuxcs. [1o O0NbIIMHCTBY TEM IMpeayCMOTPEHbI IPAKTUYECKUE
3aHATHSL, LENbI0 KOTOPBIX SBJIAETCS 3aKpEIUIEHHE JIEKIUMOHHOIO MaTepuaja IyTeM pEeLIeHUs
CHelHalbHBIM 00pa3oM MoJ00paHHbIX MPAKTUYECKUX 3a]1a4.

JUia  ycremHoro OCBOEHHS AMCLUMILIMHBI BaXXHO CAMOCTOSITEJILHOE HU3Y4EHHE
TEOPETUYECKOr0 MaTepuaia M pelIeHHE MNPAKTUYeCKUX 3aJady, KaKk B ayJIuTOpUH, TaK U
CaMOCTOSITENIHO B KAYECTBE CaMOCTOATENBbHOM paboThl. [IpuMeps! perenus 3aaad pa3ouparoTcs
Ha JICKIUSAX M NPAKTHUUYECKUX 3aHATUAX, MPU HEOOXOAMMOCTH MO Haubojiee TPYAHBIM TeMaMm
IIPOBOASTCS JOTIOJIHUTENNbHBIE KOHCYJIbTalU. OCHOBHAS LIE€b PEIICHUs MPAKTUYECKUX 3a7au —
MOMOYb YCBOUTH OCHOBHBIE MOHATUS WH(OPMALMOHHOW OE30MacHOCTH, MX OMNpPEICNICHHUA, a
TaK)Ke OCHOBHBIE METOJBI M CpEICTBa oOecredeHuss MH(GOpMAIMOHHOW Oe3omacHoCTH. Jlis
pelieHus 3a1ad HeoOXOAMMO HE TOJNBKO 3HAaTh, HO M TMOHUMAaTh JIEKIIMOHHBIM MaTepHall.
[Toaromy B mpouecce H3yuyeHUs JTUCLUIUIMHBI PEKOMEHIYeTCsl peryispHas paboTta c
KOHCIIEKTaMU JIEKIIMI U PeKOMEHIOBAHHOM JINTEPATYpPOHl.

bonbiioe BHMMaHME JOJKHO OBITH YIEJIEHO CaMOCTOATENbHOW pabore. B kauecTBe
3aJaHUM I CaMOCTOSITENIbHOM paboThl IoMa CTyIEHTaM IpeasaraTcs 3a/1ayi, aHaJIOTUYHbIe
pa300paHHBIM Ha JIEKIUAX U IPAKTUUECKUX 3aHATHAX UM CXO0KHE C HUMH.

Jlis mpoBepKHM M KOHTPOJS YCBOCHHS TEOPETHYECKOro MaTepuaia, MPHOOPEeTEHHBIX
IIPAKTUYECKUX HABBIKOB pabOThl ¢ OCHOBHBIMHM IOHATHUSMU B T€UEHHE OOYUYEHHS IPOBOAATCS
MEPONPUATHS TEKYyILeH aTTecTaly B BUJIE TeCTUPOBaHUU. Takike MPOBOIATCS KOHCYJIbTALUU
(mpu HEOOXOIMMOCTH) TO JICKIIMOHHOMY Marepuagy M pa300py HEKOTOPBIX 3aJaHuil s
CaMOCTOSITENIbHON PaOOTHI.

B KoHIe u3ydyeHMs IUCHUIUIMHBI CTYIEHTHl CHAIOT 3a4yeT. 3adyeT IPOBOAMUTCA Ha
OCHOBAHMH BBINIOJHEHHUSI TECTOBBIX 33JaHUN M coOece0BaHUS Ha OCHOBAHUU CIIMCKa BOMPOCOB
K 3a4€eTy, KOTOPBIA OXBATHIBAET IMOJIHOCTHIO BCIO MIPOrPaMMYy JTUCHUIUIHHBI.

YuedHO-MeTOAMUECKOE 00eceueHne
CaMOCTOSITEJILHOM paﬁoTbI CTYACHTOB IO TUCHMIIJINHE

Jl1st caMOCTOSTENbHON pabOThl PEKOMEH,TyeTCs HCII0JIb30BaTh CIEIYIOLIYI0 YUeOHYIO
JUTEPATypy:

1. Tanenbaym D. Apxurektypa komnbioTepa. / O. Tanenbaywm; [mep. ¢ anri lO.
I'opoxosckoro, JI. IllunTsikoBa] - 5-e wu3m. - CII6.: Ilurep, 2013. - 843 c.
(akazemMHuuecKoe U3JI0KEHNE MaTepraia o apXUTEKType KOMIIBIOTEPA).

2. Tanenbaym 3. CoBpeMeHHBIE ornepannoHHbIe cucTembl. / O. Tanenbaym, X. boc;
[mep. ¢ anrn. A. JleontseBoii, M. MansieBoid, H. Bunsunnckoro] - 4-e u3a. - CIIO.:
IMurep, 2019. - 1119 c.: un. (akageMuyeckoe W3JIOKEHHWE MaTepuaia Io
OTIEPALIMOHHBIM CUCTEMAM).

3. Tanenbaym D. Kommbrotepubie cetn. / D. Tanenbaym, [1. Yazepoint; [niep. ¢ anri. A.
I'pebennkoBal - 5-e uzn. - CII6.: [Turep, 2019. - 955 c. (akamemMudeckoe U3NOKEHUE
MaTepHala 1o KOMIBIOTEPHBIM CETSIM).

4. Andepor A.Il. OcHoBsl kpunrorpadpuu. YueOHnoe nocodue. / A.Il. Andepos, A. 1O.
3y6oB, A.C. Ky3pmun, A.B. Uepemymkun. M.: I'emuoc APB, 2005. 480 c.
(akamemMHuuecKoe U3JI0KEHUE MaTepruaia o Kpunrorpapun).
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