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1. Cnocod u ¢popMbI NpoBeeHUsI MPAKTHKH

Opranuzanus, crnoco6 u Gopma npoBeAeHUE MPAKTUKK ONpeessercs monoxenueMm "O
NPOBEICHUH MPAKTUKU KaK KOMIIOHEHTa 00pa30BaTeIbHON MPOrpaMMBbl, pean3yeMoro B hopme
MPAKTUYECKON MOATOTOBKH, JJISl CTYIEHTOB, OCBAaUBAIOIINX 00pa30BaTeIbHbIE IPOrPAMMBbI BbIC-
miero oOpa3zoBanus', yreepxkaeHHoro npukaszom pekropa ®I'bOY BO Apl'Y um. [LI. emunosa
oT 25.02.2021 r. Ne 149. J/lanHOE TOJOXKEHUE PACIPOCTPAHSIETCS Ha 00pa3oBaTEIbHBIC IPO-
rpammsbl (nanee - OIl) Beiciiero o6pa3oBanus — MpOrpaMMBbl OakajaBpuaTa, ClieUaIUTETa, Mari-
CTpaTyphl ¥ IPOrPaMMBI [TOATOTOBKH KaJpOB BhICHIEH KBaTU(UKALIUU, — pEaIU3yeMble B COOTBET-
CTBHH C (hefiepaibHBIMU FOCYIapCTBEHHBIMU 00pa30BaTEIbHBIMU CTaHAAPTAMH BBICILIET0 00pa30-
BaHUs, U Ha Bce (hOPMBI MOITYUCHUS BBICIIErO0 00pa3oBaHUsl, BKIIIOYask OYHYIO, OYHO-320YHYIO U
3aouHyto. JlaHHas TexHoJoruyeckas npaktuka crpoutcs Ha ocHoBanuu ®I'OC BO Ne 1427 ot
17.11.2020 r. na HanipasieHue noarotoBku 10.03.01 «MupopmannonHas 6€30macHOCTbY, IO TIPO-
¢mto «be30macHOCTh KOMIBIOTEPHBIX CUCTEM).

Buo npakxmuku - npou3BOJCTBEHHAS PAKTUKA.

Tun npakmuku — TEXHOJIOTHYECKas MTPAKTUKA.

Cnocoo npoeedenus npakmuku - CTalliOHApHAs.

Mecmo nposedenus mexHonN02u4ecKoil NPAKmMUKY . TEXHOJIOTHYECKas MPAKTUKA MPOBO-
JUTCS B CTPYKTYPHBIX noapazaeneHusx Apl'Y nubo B mpoduibHbIX OpraHu3anusix, pacioio-
JKEHHBIX Ha TEPPUTOPUU ropoja Spocnasis.

Bpemsa nposedenusa npakmuku — 3 Kypc 5 ceMecTp.

2. MecTo NMPaKTHKH B CTPYKTYpe 00pa3oBaTe/ibHON MPOrpaMMbl

Llenpro TEXHOJIOTMYECKOW MPAKTHKH SBISIFOTCS CHUCTEMAaTH3alus, PaclIupeHne, 3aKperuie-
HHUE U YIIIyOJICHHIO MPO(EeCCHOHANBHBIX 3HAHUM, MOJNyYEHHBIX B Pe3yJbTaTe U3yUCHHS TUCIIH-
IUTMH HAIIPaBJICHUS U CIIEHAIbHBIX AUCHHUILIMH NPO(UIBHON IPOrpaMMBbI ITOJITOTOBKH B 00JIaCTH
WH(OPMAIMOHHON 0€30MaCHOCTH M MAaTEeMATUYECKUX METOJIOB 0OpaOOTKH M 3aIIUThI HHPOpMa-
IHH.

Yrny6iieHHOE M3ydeHHE BCTPOSHHBIX MEXaHW3MOB O€30MacCHOCTH OIEPAIMOHHBIX CHCTEM
(OC) Windows u Linux; npuoOperenue HaBblkoB agmuHucTpupoBanuss OC Windows u Linux;
yriay6nenHoe uzyuenue Active Directory (AD), mpuoOpereHue HaBbIKOB HACTPOHKH Oe30macHOM
pabotsl tomeHa Windows.

Oragerre HEOOXOTUMBIMH TTPOPECCHOHATFHBIMI KOMIIETEHIIUSIMHA U COBEPIIICHCTBOBAHNE
HaBBIKOB HCIOJIb30BaHUS IPOrPAMMHBIX M IPOrpaMMHO-aNapaTHIX CPEJICTB 3aLIUThI HHPOpMa-
IIH, B TOM YHUCJIE OTEUYECTBEHHOTO MTPOM3BOJICTBA, C YIETOM 3HAHUS pEaIn30BaHHBIX B HUX MaTe-
MaTHYECKMX METO/I0B 3aIUThl HHPOPMALUHU U 001aCTH IPUMEHEHUS.

OCHOBHOI 331Ul TEXHOJIOTUYECKON MPAKTUKH SIBIISIETCS IPHOOPETEHHE OITBITA B TIPABUIIb-
HOM ¢ TOUKHU 3peHus 6e30MaCHOCTH HacTpoiike coBpeMeHHBIX OC M MX CETEBOT0 B3aUMOJICHCTBHS.
Bo BpeMst MpOEKTHO-TEXHOJIOTUIECKOM MPAKTHKH CTYJCHT JOJKEH:

u3yuuUm.
— TpaBa W MPHUBHJIETUH TIOJIb30BaTelNIei, CHCTEMHBIE YUETHBIE 3allCH, ayJIUT, IPO-
1eCcChl uaeHTH(UKaIKU, ayTeHTrGuKanuu u apropusaruu, User Account Control 8 OC Windows;
— IpaBa MoJb30BaTeseH, IpoIecchl WACHTU(UKALIUK, ayTeHTH()UKALIUN U aBTOpU3a-
uuu B OC Linux;
— Bosmoknoctu Windows Firewall u iptables;
— mpotokoibl NTLM, Kerberos, SMB;
— ynpasienue gomenoM Windows ¢ moMombpio rpynnoBbIX MOJUTHK.
6bINOTTHUMY.
— co3ngatk goMeH WindOwS M3 HEeCKOJbKHX PabovMX CTaHIUI M KOHTpOJUIepa JI0-
MEHa, MOJICTTUPYIOIIEr0 CETh HEKOTOPOH OpraHU3aIiH;
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— €03/1aTh y4YETHBIC 3aMUCH JJs pabOoThl HAa pabOUMX CTAHIMX, s aIMUHUCTPUPO-
BaHUS paboYMX CTaHIMHU, IUTst KOHTPOJUIEpa JOMEHa,

— BBINOJIHUATH aHAJIU3 3AIUIIEHHOCTH JOMEHA: IPOAHAIN3UPOBATH BO3MOKHOCTH 10~
JTY4EHUs MIPaB JIOKATBHOTO aIMUHUCTPATOPa Ha pabounX CTaHIUAX, IPOBEPUTH BOZMOKHOCTB I10-
BBIIICHHUS MTPUBUJICTUI HA pab0OYMX CTAHIMAX M T. [.; POAHAIN3UPOBATh YSI3BUMOCTh K COBpE-
MEHHBIM KCIUIOUTAM.

[IpakTHKa DOIDKHA MOATBEPIUTH, YTO CTYJICHT YMEET OPraHU30BaTh CBOH TPy, BJIaJCET
HEOOXOUMBIMU METOJaMH cOopa, XpaHeHus, 00padoTku WH(GOpMaIIUU, MPUMEHSIEMBIX B chepe
ero npo(ecCHOHANBHOM NEITETLHOCTH; a TAKXKE SBISICTCS TPAMOTHBIM CIEIIHATICTOM B 00J1aCTH
3alUThl HHOOPMAIIMH U CTIOCOOEH yCIEIHO padoTaTh MO BRIOPaHHOMY HaIPaBJICHUIO.

3HaHMS U HaBBIKH, IOJTYYCHHBIC U 3aKPEIUICHHBIC B PE3YJIbTAaTe MPOX0XKICHUS TIPOU3BOI-
CTBEHHOW TEXHOJIOTHYECKOW MPAKTHKH, UCIIONB3YIOTCS CTYICHTAMHU MPH pa3paboTKe KYPCOBBIX H
BBIITYCKHBIX paloT.

3. [InanupyemMsle pe3yJbTaThl 00yUeHHs TPU MPOXO0KIeHUU TEXHOJIOTHYeCKO MpaK-

THKH, COOTHECEHHBbIE ¢ IVIAHMPYeMbIMHU pe3yJbTatamu ocBoeHusi OIl mo Hanpasiennio

noaroroBku 10.03.01 «MudopmanuonHas 6e30nacHoCTh» (YPoBeHb faKkajlaBpuara).

[Ipouecc mpoxoxaeHne TEXHOJIOTHUECKON MPaKTUKHU HallelieH Ha (OpMUPOBAHUE CIIEY-

IOIUX JIeMeHTOB KommeTeHIuid B cooTBeTcTBUU ¢ OI'OC BO Ne 1427 or 17.11.2020 r. Ha
HarpasjeHue noarotoBku 10.03.01 «MuapopmarmornHas 6€30MacHOCTb, HAIIPaBICHHBIX Ha IIPH-
oOpeTeHHe CIeIYIONNX 3HAHUH, YMEHUH, HABBIKOB U (MJIM) OMBITA 1O MPOMUITIO JAeSATSILHOCTH
«be30macHOCTh KOMIBIOTEPHBIX CUCTEM:

dopmupyemasi KomIe-
TeHUHA
(ko1 U (hopMyJIMPOBKA)

NHaukaTop n0CTUKEHUSI
KOMIEeTEeHIIN U
(ko1 1 (hopMYyJIMPOBKA)

Ilepeyenn

IUIAHUPYEMBbIX Pe3y/IbTAaTOB 00y4eHHs

OomenpodgeccuoHalbHble KOMIETEHIIUN

MPUHUMATH y4dacTue B Gop-
MHUPOBAaHHUHU TTOJUTUKH WH-
(hopMmarmoHHo# 6e30macHo-
CTH, OpraHU30BBIBaTH U
MOJIIEP)KUBATh  BBITIOJIHE-
HHE KOMIUIEKCa Mep II0
o0ecriedeHu0 HHPOpMAaIH-

IIIUTHI;

HBIX JJAHHBIX W OXPaHbI pe-
3yJIbTaTOB HHTEJUICKTYaJb-
HOM JIeSITeIbHOCTH, U TIPHH-
UMbl GOPMUPOBAHHUS TIO-
JUTHKHA UHPOPMAITHOHHOM
0e30IMacHOCTH OpraHH3a-
M.

Malliy B TUIIOBBIX OIlepa-
[IMOHHBIX CUCTEMAX, CUCTE-
Max yrpaBieHUs 0a3aMu
JAHHBIX, KOMIIBIOTEPHBIX
CeTAX

H-OIIK-10_5 ymeer koH-
(urypupoBarth mporpam-
MHO-aInapaTHble CPeACTBA
3amUTHl THPOPMAIIUH B CO-
OTBETCTBHUH C 3aJaHHBIMH
MMOJUTHKAMHU 0€30ITacHOCTH
H-OIIK-10 6

OIIK- 10 H-OIIK-10_3 3naer mnpa- 3HaTh
CriocoOeH B KauecTBe TeX- | BOBBIE OCHOBBI OPTaHH3a- | — MPAaBOBBIE OCHOBBI OPraHU3AlMU 3a-
HHYECKOTO  CIEIHAINCTA | UK 3AIIUThI IEPCOHAIb- IIMTBI TIEPCOHANBHBIX JaHHBIX U

OXpaHBbl PE3yJIbTATOB HHTEIUICKTYaJIb-
HOMU JIeATENbHOCTH

NPUHLMITE POPMUPOBAHMS MTOTUTUKU
WH(POPMAITMOHHOW 0€30MacHOCTH Op-
raHu3aN
MPOrpaMMHO-aIapaTHbIE
3alUTHl HHPOPMAIH

cpencTBa

OHHOI oesomacuocty, | M-OIIK-10_4 3naer nipo-
YIOPaBJIATh MPOIECCOM WX | IPaMMHO-aIapaTHbie YMers
peanu3aiuy Ha 00ObEKTE 3a- | CPEACTBA 3aIUTH HHOp- | _ KOH(HUIYPHPOBATh  MPOTPAMMHO-AII-

napaTHBIE CPEACTBa 3allUThl UHPOP-
MaIlii B COOTBETCTBHUH C 33JaHHBIMH
MOJIMTUKAaMHU 0€3011aCHOCTH

Baanern

HaBbIKaMU IIPUMCHECHUSA METO/I0B pea-
JU3AIAN  TIOJUTUKA WHPOPMAIUOH-
HOU 0E30MacHOCTH M KOMIUIEKCHOT'O
noaxona K obecrneyeHuto uHpopma-
IIMOHHOM 0€30MacHOCTH O0BEeKTa 3a-
IIUTEBL.




CrniocoOeH y4acTBOBaTh B
paboTax 1o peanu3aun
MOJIUTUKY HH()OPMAITHOH-
HO 0€30MacHOCTH, IPUMe-
HATH KOMIUIEKCHBIH MOJIXO0JT
K obecrieueHuio HHpOopMa-
LIMOHHOW 0€30MacCHOCTH
00BEKTA 3aIUTHL

4. O0beM NpaKTHKHU cOCTaBJsAET 5 3aueTHbIX enaunuil, 180 akan. gacos.
5. ConeprxkaHue NPAKTHYECKOI MOATOTOBKH MPH NMPOBeIeHUH MPAKTHKH

Ne Tun(bl) NPAKTHKH, ITATBI DopMbI 0TYETHOCTH
n/n NMPOXO0KIEHUST MPAKTHKH
1 | YcranoBouHasi KOH(bepeHIHUs OT4eT pyKOBOIUTENS IPAKTUKH
o OTMETKH B IHEBHUKAX MPAKTUKH CTY-
2 ([loAroTOBUTENBHBIN TAl
JICHTOB
. OTMETKH B IHEBHUKAX NPAKTUKHU CTY-
3 |HayuHo-uccienoBaTebCKUi aTamn
JCHTOB
4 Dran BBIOJIHEHUS UCCIIEA0BATEIBCKUX PAOOT 10 UHIU-|OTMETKH B IHEBHUKAX IIPAKTUKH CTY-
BUIYaJIbHOMY IUIAHY JICHTOB
.. OTMETKH B IHEBHUKAX MPAKTUKH CTY-
5 |9tan odopmieHust 0T4ETA IO UTOTAM MTPAKTUKU eHTOB

3amuTa OTYETOB IO pe3yjibTaTaM MPEJAUIIIOMHON|OTMETKH B JHEBHUKAX IPAKTHKH CTY-
6 |mpakTMKM KoMmHccUM Ha 3acegaHuu kageapsl Kb u|ACHTOB
MMOU

OTMETKH B THEBHUKAX MPAKTUKH CTY-

7 |HAtorosas KOH(bepeHI_II/IH I10 HpC,HI[HHHOMHOﬁ IIPAaKTHKEC JICHTOB

ConeprxkaHue TarnoB MPaKTUKH:

1. ¥YcranoBouHasi koHdepeHIHs

2. TloaroroBuTeJbHBIN ITAN: HHCTPYKTAX MO OOIIMM BOMPOCAaM; HHCTPYKTAX 10 TEXHHUKE

6e3onacHocT. CocTaBieHre MEPBOHAYAIBHOIO TJIaHa padoT.

3. HayuyHo-uccienoBaTebCKHil ITAI:

Br160op Temsl uccnenoBanus. OnpeneneHue mpoOaemMsl, 00beKTa 1 penaMeTa uccienoBanus. Gop-
MYJIMpOBaHUE LIETH U 3aja4 uccienoBanus. CocTaBieHne MaTeMaTHYECKOW MOJIEIH.

AHanu3 auTepaTypsl U uccienoBaHuil o npoodieme. [logdop cnennanbHbIX HCTOYHUKOB 10
TemMe (HopMaTuBHO-TIpaBoBble akThl, pekoMeHaauu @CTOK u ®Ch Poccun, 6a3bl JaHHBIX ys3-
BUMOCTEH, TEXHUYECKasi JOKYMEHTAIUsl, TaTeHTHbIE MaTepuasbl, Hay4yHble OTYeThl, U Ap.). Co-
craBneHue 6ubanorpadun. Koppekruposka rana padboT.

Yriny6neHHoe n3ydeHne BOIPOCOB MHPOPMAIMOHHON 0€30MacHOCTH B COOTBETCTBUU C TIO-
CTaBJICHHOM NMPaKTHYECKOU 3a/1a4eii, B TOM YHCIIe BO3MOKHO H3Y4YE€HUE BCTPOSHHBIX MEXaHU3MOB
6e3onacHocTu oneparmoHabix cucteM (OC) Windows u Linux; mpruoOGpeTeHre HaBbIKOB aIMUHH-
crpupoBanust OC Windows u Linux; yrnyonennoe usydenue Active Directory (AD), a Taxke
JPYTUX MPOTPaMMHBIX U IPOTPAMMHO-aIMapaTHBIX CPEIICTB 3aIIUTHI HHPOPMAIIUU C YIETOM pe-
QIM30BAaHHBIX B HUX MaTeMaTHYECKUX MeTo/10B. [IprnobpeTeHre HaBbIKOB HACTPOMKHU Oe30macHon
paboter qomeHa Windows.

4. JrTan BbINOJHEHHUS HCCJIeJ0BaTeIbCKUX PA0OT 10 HHAUBHAYAJIbHOMY IJIAHY
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[TpoBeneHne 0030pa CYIIECTBYIONINX MAaTEMaTHYECKUX MOJENed U METOJOB 3allUThl WH-
(dbopmanuu, UCTIONB3YEMBIX JIJIsl pEHICHUs TOCTaBICHHOW 3a1aun. CpaBHUTEIHHBIN aHAIN3 MaTe-
MaTHYECKHX MOJICTICH U METOJIOB 3alUThl HHPOPMAIUH, BBIOOp HAanOOIIee MOAXO0IAIIEH MOIEIH,
€e KOPPEKTHPOBKA WM pa3paboTKa alropuTMa, peau3yrmero COBpeMEHHbIE MAaTEMaTHIECKUE
METO/IbI 3aIUThl HHPOPMAIUH, aHATN3 PE3yJIbTaTOB. BRIOOp MPOrpaMMHBIX M MPOTPAMMHO-AI-
napaTHBIX CPECTB 3aIIUTHI HH()OPMAIUK, B TOM YHCIIE OTEYECTBEHHOTO ITPOU3BOICTBA, C YIETOM
peaTM30BaHHBIX B HUX MAaTEMATHUYECKUX METOOB JUIsl PEIICHHUS [TOCTABICHHOM 3a/1a4H.

OnHoit U3 3a/1a4 33a7jaueii MPOEKTHO-TEXHOJIOTHYECKOW TIPAKTUKHU SIBIISICTCS IPUOOpETEHUE
OTIBITA B MIPABWIIBHOM ¢ TOYKHU 3pEHUS 0€30MacHOCTH HacTpolike coBpeMeHHbIX OC U UX ceTeBOro
B3aUMOJICHCTBHS. B paMKkax 3To#l 3aja4ii MOTYT BBITIOJHEHBI TaKue PabOTHI: CO3JaHUE JOMEHA
Windows 13 HECKOJIbKUX pabovMX CTAaHIMN W KOHTpOJUIepa JOMEHA, MOJCIUPYIOIIETO CEeTh He-
KOTOPOH OpraHu3aIliy; CO3JaHKE YYCTHBIX 3alliceld sl paboThl Ha pabounX CTAHIMSIX, IS al-
MUHUCTPUPOBAHUS pabOUYUX CTAHIIMMA, JUIsI KOHTPOJIJIEpa OMEHA; BHITIOJHEHHE aHAIM3a 3alllu-
HICHHOCTH JIOMEHA: BO3MOXXHOCTh TOJYYCHHUS IPaB JOKAIHHOTO aJMHHUCTPATOPa HA pabOvMx
CTaHIIMIX, BO3MOKHOCTb MOBBIIICHUS TIPUBHIIETHI HA pa0OYUX CTAHIUAX U T. J.; IPOAHATU3UPO-
BaTh YS3BUMOCTh K COBPEMEHHBIM DKCILIOUTAM.

5. Dran opopMiIeHHs 0TYETA 10 UTOraM NPAKTHKH
Benenune nueBHuka npaktuku. Onucanue npojenaHHoi padoTsl. CocTaBieHUe OTYETa 110 IMPaK-
trke. OpMyIUMPOBAHUE BBIBOJOB U NPEUIOKEHUN IO OpraHu3anuu npaktuku. IIpeacrasnenue
OTuYeTa U JHEBHUKA IIPAKTHKHU.

6. 3ammTa 0T4YETOB MO Pe3yJbTATAM MPOEKTHO-TEXHOJIOTHYeCKOM MPAKTUKH KOMHCCHH
Ha 3aceganuu Kageapsl Kb u MMOUN
3aiuTa oT4era.

7. WToroBasi KOH(epeHIUsI 0 NPOEKTHO-TEXHOJIOTHYECKOI PaAKTHKe
Brictymienne Ha koHbEpeHITHH.

6. ®oH/I OLIEHOYHBIX CPEICTB
6.1 ®opMbI OlIEHKH MO TEXHOJIOTHYECKOil MPaKTHKe.

I[To pe3ynbraTaM NpOX0XKAECHUS IPAKTUKU IPOBOAUTCS UTOTOBAsi KOHPEPEHIUs, CTYIECHTHI
TOTOBST B MPOU3BOJIbHOM (popMe KpaTKHe HHAUBHyalTbHbIE TUCHMEHHBIE OTYETHI O BBIMOJIHEHUN
B X0/ HpaKTI/IKI/I BI)I6paHHBIX 50.%05%0 SaHaHHﬁ, HOJ'IyquHI)IX HpI/I 3TOM 3HAHUAX, YMeHI/ISIX 1 HABBbI-
Kax.

6.2 Kputepuu oneHuBaHus pe3yJibTaTOB MPAKTUKH
OT4eThI 0 BBIITOJIHEHNN NHAVBUAYAIBHBIX 3aJaHUH 3aIUIAI0TCS CTYIEHTaMU HA KOMUCCUH

kadenpst Kb 1 MMOMU ¢ npocTaHOBKOM UM, MpU NOJOKUTEIBHOM PElIEeHUU KoMUCCHH, Tudde-
PEHLIMPOBAHHOI'O 3a4eTa M0 Y4eOHOM MpaKkTHKE.

[Ipu BbIBEICHUM OLIEHKH JOJKHBI YUUTHIBATHCS HE TOJIBKO KaU€CTBO BHITIOJHEHHOTO 33/]1a-
HUS, OTBETHI CTYJIEHTA HAa TEOPETUYECKUE BOIIPOCHI, HO U BCSI IEATENBHOCTD B IIEPUOJT
IIPOXOKAECHUS TPOEKTHO-TEXHOJIOTUYECKOM MTPAKTUKH.

OT4er no NpakTUKe JOJHKEH OBITh W3JI0KEH TEXHUYECKU TPAMOTHBIM SI3bIKOM C TPUMEHE-
HUEM PEeKOMEHJOBaHHBIX TEPMUHOB 1 a00peBuaryp. [Ipu 3amure oTyera o npakTHUKE OLIEHUBA-
€TCsl COOTBETCTBHE MH(POPMAIUH, IPECTABICHHON B OTYeTE, TaHHBIM U3 HH(GOPMAIMOHHBIX pe-
CypcoB o01iero goctyna cetu MHTepHeT, MaTepuaioB JIEKIUNA, y4eOHONW U TEXHHUUYECKON JIUTepa-
TYpHI.

IlepeyeHb THNIOBBIX KOHTPOJIBHBIX BOIIPOCOB, 321aBaeMbIX NIPH 3aIlIUTE 0TYETA O
NPOXO0KI€HUM NPON3BOJACTBEHHON NPAKTHKM:
— CewmeiictBo npotokosoB NTLM u npoGiemsl ¢ nx 6€30macHOCTHIO.
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— CrangapTHbIi TpoToKON ayTeHTH(uKanuu B fomeHax Windows Kerberos. Ac-

[IEKTHI OE€30IIaCHOCTH.

— CeMeiCTBO MPOTOKOJIOB JOCTYIIA K CETEeBBIM pecypcam SMB.
— Mopgenb ynpasienus qoctynom B Linux. [Ipomeccsl naeHTHGUKALINY, ayTCHTH-

(duKay 1 aBTOpU3aLUU CYOBEKTOB JJOCTYIA.

— Mopgens ynpasienus goctynom B Windows. TIporieccsl uaeHTU(OUKAIMN, ayTEH-

TU(UKAMY U aBTOPU3ALIUU CYOBEKTOB JJOCTYTIA.

— D'pynnosie monutuku Windows u ux npruMeHEHHUE JUIs TIOBBIIICHUS O€3011acHO-

CTU KOPIIOPATUBHOMU CETH.

— Bosmosknoctu 6panamayspa Windows.
Bosmosknoctu iptables.
— Ipunnun paboTsl, IPUMEHEHHE U 3aIUTa OT CETEBOr0 CKaHepa nmap.
— OCHOBHBIE [T0/IX0/IbI K aHAJIU3Y 3aAIIUIIEHHOCTH KOPIIOPATUBHOMN CETH.
1. Cnucok BonpocoB U (WIM) 3aJaHU U1l IPOBENEHUS IPOMEXKYTOUHOM aTTecTaluu

Ha 3amuTe npakTuky 00ydaromeMycst MOTYT OBITh 3a/IaHbI B TOM YHCJIE CIIEAYIOIINE BOTIPOCHL:

1.

10.

11.

12.
13.
14.
15.

[TpuBeauTe HOMEpa M Ha3BaHUS HECKOJBKUX OCHOBHBIX IPAaBOBBIX HOPMATHUBHBIX JIOKY-
MEHTOB B c(hepe HHPOPMAITMOHHON 0€30ITaCHOCTH, PErIAMEHTUPYIONINX pa3paboTKYy Io-
JUTUKU YIIPABIEHUS JOCTYIIOM.

Kpatko pacckaxute o MeTo/1aX pa3pabOTKH MOJMTHK YIPABICHHUS JOCTYIIOM B HH(pOpMa-
LUOHHBIMHU TOTOKAMH, NPEyCMOTPEHHBIX JEHCTBYIOIUMH ITPABOBBIMU HOPMATHUBHBIMU
JIOKyMEHTaMH B cepe nHHOPMAIMOHHONW OE30ITaCHOCTH.

Kpatko pacckaxure 0 MeTO/1bl pa3pabOTKH MOJIUTUK YIIpaBIeHUs HHPOPMALMOHHBIMH I10-
TOKAaMH B KOMITBIOTEPHBIX CHCTEMaX, MPEAYCMOTPEHHBIX JCHCTBYIOIIMMH IPABOBBIMH
HOPMAaTUBHBIMU JOKYMEHTaMH B cepe HHPOPMALMOHHOM O€3011acCHOCTH.

Ha3zoBuTte HEKOTOpBIE COBPEMEHHBIE TPOTPAMMHBIE M TPOTPAMMHO-AIIAPaTHBIE CPEICTBA
3alUThl UH(OPMAIMK, B TOM YUCIJI€ OT€YECTBEHHOI'O IPOM3BOJICTBA, U UJEU PEeaTn30BaH-
HBIX B HUX MaTEeMaTHYECKUX METOJIOB 3alIUTHl HH)OPMAIMH U O0JIACTH WX TPUMEHECHHS.
Kpartko pacckaxute 0 METOAMKE MPOBEACHUS SKCIIEPUMEHTAIbHBIX UCCIEIOBAaHUNA KOM-
IBIOTEPHBIX CHUCTEM C IENBI0 BBISBICHHS YSI3BUMOCTEH, MPEIYCMOTPEHHOW AEHCTBYIO-
IIMMU NTPaBOBBIMM HOPMATUBHBIMU JIOKyMEHTaMH B chepe HHPOpMalmOHHON 6e30nacHo-
ctu. [IpuBeauTe HOMEpa M Ha3BaHUS ITUX JTOKYMEHTOB.

CemeiictBo npotokosoB NTLM u nmpo6iemsl ¢ ux 0€30MacHOCTHIO.

CranpaptHblil npotokon ayreHTudukanyuu B fomeHax Windows Kerberos. AcniekTsl 6e3-
OIIACHOCTH.

CemeicTBO MPOTOKOJIOB JIOCTYIIA K CETEBBIM pecypcam SMB.

Pacckaxxute kpaTko 0 MozenH ympasieHus goctynoM B Linux. [Iponeccs! naentuduka-
1Y, ayTeHTU()UKANY 1 aBTOPHU3AINH CyOBEKTOB JIOCTYIIA.

Pacckakute kpaTko o MojenH ynpasieHus gocrynoMm B Windows. IIponeccsl nnentugu-
Kalll{, ayTeHTU(UKALMU U aBTOPU3ALUU CYObEKTOB JJOCTYIIA.

I'pynnoBsie nonutuku Windows 1 UX MpUMEHEHHE IS TOBBIIEHUs 0€30MaCHOCTH KOp-
MMOPaTUBHOM CETH.

BosmoxHocTu 6panamayspa Windows.

BosmoskHocTH iptables.

[Tpunin paboThl, MpUMEHEHHE U 3allUTa OT CETEBOT0 CKaHepa nmap.

OCHOBHBIE TIOJIXO/IbI K aHAIN3Y 3aIUIIIEHHOCTH KOPIIOPATUBHON CETH.

Kpurepun oueHnBanus pe3yJibTaTOB NPAKTHKH
O1eHKa Mo MPAKTHUKE BBICTABIISIETCS] PYKOBOAUTENIEM MPAKTUKU OT Kadepbl Ha OCHOBE

COJACPpIKAHUA OTUCTA CTYACHTA, OT3bIBA PYKOBOAUTEIIA OT MPEANIPUATHUA, BBICTYIIJICHUA C
HpCSCHTaHHCﬁ 1 OTBCTOB HA BOIIPOCHI HA KOH(I)CpCHI_[I/II/I 10 UTOT'aM IIPAKTUKHU. HpOBOI[I/ITCH



cobeceJoBaHUs 10 pa3JiesiaM OTYeTa, aHAIM3UPYIOTCS OTBETHI CTYACHTOB HAa KOHTPOJIbHbIE
BOIIPOCHI.

[Tpu BeIBEZICHUH OLICHKH JOJDKHBI YYUTHIBATHCS HE TOJIBKO KQYECTBO BHIIIOJHEHHOTO 33/1a-
HUS1, OTBETHI CTYJIEHTA Ha TEOPETUUYECKHUE BOIIPOCHI, HO U BCS JESATEIBHOCTD B IIEPUO]T
NPOXOXKJICHHUS TPOCKTHO-TEXHOJIOTMYECKON PAKTUKH.

OTuer 1o npakTUKe JOJHKEH OBbITh M3JI0KEH TEXHUYECKH TPAMOTHBIM SI3IKOM C TPUMEHE-
HUEM PEKOMEHJOBAaHHBIX TEPMUHOB 1 a00peBuaryp. [Ipu 3ammre oTyera Mo npakTHKE OLECHUBA-
€TCsl COOTBETCTBHE MH(POPMAIUH, IPECTABICHHON B OTYETE, TaHHBIM U3 HH(GOPMAIMOHHBIX pe-
cypcoB obmero qoctyna cetu MHTepHET, MaTepUasoB JIEKINUN, yaeOHONH U TEXHUYESCKOU TUTepa-
TYpBI.
7. IlepeyeHb OCHOBHOI 1 I0NIOJHUTEJIbHOM y4eOHOM JIUTEpaTypbl, pecypcoB HH(popmau-
OHHO-TEJIEKOMMYHHMKAIUOHHOI ceTu «HTepHET» 1JIsl IPOXOKAeHUS IPAKTUKH
a) OCHOBHAasl JIUTepaTypa
1. Tanen6aym D. CoBpeMeHHBIC OnepalioOHHbIe cucTemsl. 4-¢ u3a. - CII6.: ITurep, 2015. - 1120
c.
2. Jletiten X. OnepanronHbie cucteMbl. OCHOBBI ¥ TPUHITUIIEL. 3-€ u3. - M.: bunom-IIpecc, 2009.
- 1024 c.
3. Onudep B. Cerebie onepanmonnsie cuctemsl. - CI16.: U3parensctBo: [Tutep, 2009. - 668 c.
4. TIpockypuH, B. I'. 3amuTa B orepanrioHHbBIX cHCTeMax : yaeOHoe ocooue st By3oB / [Ipocky-
pun B. I'. - Mocksa : 'opsiuas nmunus - Tenekom, 2014. - 192 c¢. - ISBN 978-5-9912-0379-1. -
Texct : onekrponnwsni // OBC "KoncynmeranT crymenrta" : [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785991203791.html (nara obpamenus: 29.01.2022). -
Pexxum noctyma : 1o noanucke.
0) IONOJIHUTEJIbHAS JTUTEPATypa
1. Korenpaukos, E. B. Beenenue Bo BHyTpenHee ycrpoiicteo Windows / Korensaukos E. B. -
Mocksa : Haunonanensiii OTkpeiTeiid Y HuBepeutet "MHTYUT", 2016. - TekcT : 351eKTpOHHBII
// OBC "Koncynbrant cryaenta” : [caiit]. - URL :
https://www.studentlibrary.ru/book/intuit_062.html (nata o6pamenus: 29.01.2022). - Pexxum no-
CTyIHa : TIO TIOJIITHUCKE.
2. PyccunoBuu M. Baytpennee ycrpoiictBo Microsoft Windows: Windows Server 2003,
Windows XP u Windows 2000.: mactep-kiacc.: niep. ¢ aurit. / M. Pyccunosuy, [[. Conomon - 4-
e u3z. - CII6.: [Turep; M.: Pycckas Pemaxius, 2008. - 968 c.
3. Momkos, M. E. Benenue B cucreMHoe anMuHucTpupoBanre Unix : yaeOHOe tocooue / M.
E. MomikoB. — 2-¢ uza. — Mocksa : UHTYUT, 2016. — 208 ¢. — Tekcr : aneKTpoHHbI# //
Jlanb : anexTpoHHO-0MbOMMOTEUHAs cuctema. — URL: https://e.lanbook.com/book/100710 (nata
oOpamienus: 23.01.2022). — PexxuM foctymna: i aBTOPU3. MOJIb30BaTEICH.
4. T'yubko, A. B. CucremHoe nporpammupoBanue B cpezie Linux : yaueOHoe nocobue / A. B.
I'yabko. - HoBocubupcek : HI'TY, 2020. - 235 c. - ISBN 978-5-7782-4160-2. - TekcT : 271€KTpOH-
Hblil // DBC "KoncynbranT cryaenra” : [cait]. - URL :
https://www.studentlibrary.ru/book/ISBN9785778241602.html (nata o6pamenus: 29.01.2022). -
Pexxum noctyma : o noanucke.
5. lrorypos, /1. B. CereBas 6e30macHOCTh Ha OCHOBE CE€pBEPHBIX MPoyKToB Microsoft / /{rorypos
M. B. - Mocksa : Hatronansusiit OTkpbiTeiid YHUBepcuTeT "UHTYUT", 2016. - Tekcr : anek-
TPOHHBIN // 9bC "KoHcynbTaHT CTyaeHTa" : [caiT]. - URL
https://www.studentlibrary.ru/book/intuit 359.html (mata obpamenus: 29.01.2022). - Pexxum m0-
CTyHa : 1O MOJIIHUCKE.
6. ®nenoB M. E. Linux rmazamu xakepa: 3-¢ u3j., nmepepad. u gomn. — CI16.: BXB-ITerepOypr,
2010. — 480 c.
B) pecypchl cetn «MHTEpHET»
1. DnexkrponHas oubnmoreka y4eOHBIX MaTEpUaJIOB SApl'y
(http://www.lib.uniyar.ac.ru/opac/bk_cat find.php).



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

2. Unpopmannonnass cucrema "EgumHoe OKHO jgoctyma K oOpa3oBaTeNbHBIM pecypcam’ -
(http://www.edu.ru (pasgen YdeOHO-MeTOAMYECKass OHOIMOTEKA), MM MO MPSIMOM CCBUIKE —
(http://window.edu.ru/library).

3. Kypnan xakep.(https://xakep.ru/).

4. SecurityLab.ru - uHbopMaIMOHHBIA MOPTAJ, ONMEPATHBHO M €XKETHEBHO PACcCKa3bIBAIOIIUN O
COOBITHSIX B OOJIACTH 3alMThl WHQGOpPMAIMK, WHTEPHET IpaBa M HOBBIX TEXHOJIOTHUSIX.
(https://www.securitylab.ru/)

5.baza  nmaHHBIX  OOIIEM3BECTHBIX  YSI3BUMOCTEH  WH(POPMALMOHHOW  0E30MacHOCTH.
(https://cve.mitre.org/)

6. Nmap — cBoOoHast yTuianTa, peIHa3HavYeHHast Uil pa3HOOOPa3HOTr0 HACTPAMBAaEMOTO CKa-
HUpoBaHus [P-cereil ¢ M10OBIM KOTHMYECTBOM OOBEKTOB, ONPEIEICHUS COCTOSIHUSL OOBEKTOB CKa-
aupyemoii cetu. (https://nmap.org/)

7. Wireshark — nporpamma-ananu3arop Tpaduka st KomnbloTepHbix cereit Ethernet u Hekoto-
peix apyrux. (https://www.wireshark.org/)

8. Metasploit Project — mpoekr, MOCBSMEHHBI WHPOPMALMOHHOW  0OE30MaCHOCTH.
(https://www.metasploit.com/)

9. Apxus 3kcrutonto. (https://www.exploit-db.com/)

8. O0pa3oBaTe/ibHbIE TEXHOJIOTHH, B TOM YHCJI€ YJIEKTPOHHOE 00yyeHHe U TUCTAHIIHOHHbIE
o0pa3oBaTe/ibHbIe TEXHOJIOTMHU, UCIOJIb3yeMble NMPHU OCYLIECTBJIEHHH 00pPa30BaTeIbHOIO
npouecca

OOyuaromuecs mepes; MPOXOKISHHUEM MPOU3BOJICTBEHHONW MPAKTHKH 00ECIeYHBAIOTCS
MIPOrpamMMOil MPOXOKACHUS MPAKTUKA U UHAUBUAYATbHBIM 33aHUEM PYKOBOIUTENSI TIPAKTUKH.
CamocTtosTenbHas paboTa 00y4aromuxcs nojapazymeBaeT padboTy Moj pyKOBOACTBOM MperoiaBa-
TEJICH, OCYIIECTBISIONNX PYKOBOJICTBO y4eOHOH mpakTtukoi. [IpoBons cobecenoBanue, mperno-
naBaTesd 00CYKIA0T ¢ 00y4YarOUMMHUC IUIaH OyAyIIel MpakTUKU, (OPMUPYIOT BOIIPOCHI, KOTO-
pBIe HEOOXOMMO PACKPBITh IPH COCTABIICHUH OTYETA O MPAKTUKE, OOBSICHSIIOT IMTOPSIIOK 3aIoJTHe-
HUS IHEBHUKA MTPOXOKJCHUS MPAKTUKU U TIOJIUCHIBAIOT €r0, 1al0T PEKOMEHAINH 110 U3yYCHHIO
HE0OXOAMMOr0 HOPMAaTUBHOI'O MaTe€puajia U COOTBETCTBYIOIIEH TUTEpaTyphl. B nHeBHUKE TpoO-
XOXKJICHHsI TTPOU3BOJICTBEHHON MPAKTUKHU OTPaKaeTCsl KpaTKoe cojaep:kaHue paboT, BBIMOTHsIE-
MBIX 00yJaromuMcs. 3amicH T0KHBI BHOCUTCS O0YJAOIIMMUCS €XEIHEBHO, OTpaXkasi TaHHbBIE O
MPOJIeNIaHHOM padoTe, U 3aBEPATHCS MOJMUCHI0 PYKOBOUTEIS IO MECTY MPOXOXKACHHUS MPAKTUKH.
B xo1e npoxoxaeHust MpakTUKH 00 YYaIOIIUIICS TOJIy4aeT HEOOXOIMMbIE MaTepHUalIbl OT PYKOBO-
JUTENS TPAKTUKU. B COOTBETCTBUY C OMMCAHHBIMU 33/1a4aMH 00yJaromuiics cooupaer u oopada-
ThIBaeT MHGOPMAIIUIO I HarmUCcaHus oT4yeTa. [10 OKOHUYaHWM TIPAKTUKHU O0y4aroluiics B yCcTa-
HOBJICHHBIE CPOKU CIAET PYKOBOJUTEIIO MPAKTUKU OT MHCTUTYTA OTYET O MpakTuke. OT4eT mno
MPaKTUKE COJIEPKUT TUTYJIBHBIN JIMCT, CofepkaHue (TJI1aH), TEKCTOBYIO 4acTh, CITUCOK JIUTEpa-
TYpbl, IPUIIOKEHUS, JTHEBHUK, XapaKTEPUCTHUKY.

Heo6xoauMbIiM KOMITIOHEHTOM MPOU3BOJICTBEHHON MPAKTUKHU SIBJISIETCS BBINOJTHEHUE WH-
TUBUIYaTbHOTO 3aanusl. IHAUBHUTyanpHOE 3a/1aHue Ha MPAKTUKY HAMpaBIeHO Ha yTIayOJIeHne U
pacumpeHue MoJy4eHHBIX CTyJIeHTaMU 3HAaHUHN B 00J1acTU MH(POPMAIIMOHHON 0€30MacCHOCTH, KO-
TOpOE SBJSIETCS OAHUM M3 HEOOXOUMBIX YCIOBHM JajibHEHIIEro OCBOCHUS TUCIUIUIUH Mpodec-
CHOHAJIHLHOTO IUKJIA. Pe3yIbTaThl BHITIOJIHEHHS UHIMBUAYAIHHOTO 3a1aHUs O()OPMIISIIOTCS B BUJIE
pedepara, BXOASIIETO B COCTaB OTYETa MO MPAKTUKE B KAYECTBE €r0 OCHOBHOTO pa3zena.

9. IlepeyeHb JTUIEH3UOHHOIO U (M) CBOOOIHO PAacCIPOCTPAHSEMOr0 MPOrPaMMHOI0 odec-
neveHusl, UCIMOoJIb3yeMOro NP OCylIeCTBIeHHH 00Pa30BaTeIbHOIO Mpolecca

1.  Nmap — cBobGoanas yTuiInTa, IpeIHa3HAYCHHAS ISl pa3HOOOPa3HOT0 HACTPAMBAEMOTO
ckaaupoBanus [P-ceteil ¢ MOOBIM KOJIMYECTBOM OOBEKTOB, OMPEAEIICHUS COCTOSHUS 00HEKTOB
CKaHUPYEMOM CETH.

https://nmap.org/
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2. Wireshark — mporpamma-ananu3zarop Tpaduka Ui KOMIblOTepHBIX cetedd Ethernet u
HEKOTOPBIX JPYTHUX.

https://www.wireshark.org/

3. Metasploit Project — mpoekt, mocBsIéHHbINH HHOOPMAIHOHHON O€30IaCHOCTH.

https://www.metasploit.com/

10. IlepeyeHsb coBpeMeHHBIX MPO(ecCHOHATBHBIX 0a3 TaHHBIX U HHPOPMAIMOHHBIX CIpa-
BOYHBIX CHCTEM, MCIOJb3YeMbIX NMPHU OCYLIECTBJIEHUH 00Pa30BaTeJIbHOIO mpouecca (Mpu
HEe00X0UMOCTH)
1. DnexrponHas 6ubamMoTEeKa yueOHBIX MaTepuanoB SApl'Y
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php.
2. HOb HamumonanpHas 3JIeKTpOHHAsE OMOIHMOTeKa
https://rusneb.ru/
3. DnekTpoHHO-OubIMoTeuHas cucreMa «FOpaiT»
https://www.urait.ru/
4. DneKkTpoHHO-OMOIMOoTEeUHas cucTeMa «JIaHby
http://e.lanbook.com/
5. 'APAHT. MudopmaiimoHHO-TIPaBOBOIl MOPTal (IOCTYI C KOMIBIOTEPOB YHUBEPCUTETA.
CobunoBa, 36a-bubnuoreka).
6. DnexkTpoHHO-OMONHOTEUHAs cucTema «JIaHby»
http://e.lanbook.com/
7. TAPAHT. MudopmaiimioHHO-IpaBOBOM MopTai (JOCTYN ¢ KOMIIBIOTEPOB YHUBEPCHUTETA.
CobuHoBa, 36a-bubanorexa).

11. MaTepI/IaJIbHO-TeXHI/I‘{eCKaH 6838, H606XO)II/IMaﬂ AJISl MIPOBEACHUS NTPAKTUKHA
Bce AOCTYIHBIC PECYPCHI MPCANIPUATUS UCIIOJIB3YIOTCA CTYACHTAaMU BO BPEMs IIPOCKTHO-
TEXHOJIOTHYCCKOM IMPaKTHUKH.

12. MeToauueckue YKazaHuA QJIA CTYACHTOB 110 OCBOCHHUIO JTUCHUIIJINHBI

Jl1s ycreniHoro npoxoskJ1eHus MpakTUKU BaXKHO YMETh 3(()EKTUBHO OpraHU30BaTh padboTy,
Cpa3y MPUCTYIATh K PEIICHUIO TIOCTAaBICHHBIX 3a7a4, IOCTOSHHO 3HAKOMUTCSI ¢ HOBBIMHM MCTOY-
HUKaMU UH(OpPMAaLIK 110 TEME.

Bosnbiioe BHUMaHuE clieyeT yAeTUTh MpaBuilaM TEXHUKU 0€30IMaCHOCTH, IPAaBUIaM BHYT-
PEHHETO0 pacnopsiika OpraHu3aly U BeJCHUIO JHEBHUKA.

CrnenyeT NOCTOSIHHO KOHTPOJIMPOBATH CPOKH BBIIIOJIHEHUS TIOCTABICHHBIX 3a/1a4.

B HekoTOpbIX ciiydasix BO3MOYKHA KOPPEKTUPOBKA MJIM M3MEHEHUE IIaHa padoT 1o coria-
COBAHMIO C PyKOBOJUTENIEM IIPAKTUKU OT OPraHU3ALHH.

[Tpu opopmiieHnn oTYeTa M THEBHUKA HE CIIEyET 3a0bIBATh O MPUIIOKEHUSX, Ky/la IPUKIIa-
JIBIBAIOTCS] MICXOJIHBbIE KOJIbI pa3pabOTaHHBIX, OOJbIINE OTYETHI, MOJIYYEHHBIE C TTOMOIIBIO MPO-
IPaMMHBIX U IPOrpPaMMHO-aINaPATHBIX CPEJICTB 3alUThl HHPOPMAIUH.

YroOBl yCHENHO CIIPaBUThCS ¢ 00beMHON paboToil 0 0(OPMIIEHHIO OTUETA O MIPOXOXKIe-
HUU IPAKTHKH, CJIeTyeT 0(OpMIISATh OTUET MO YaCTsM, B Ipoliecce paboThl 100aBsis B HETO HOBbIE
pa3elibl U MMyHKThI ¢ HEKOTOPBIMU JIOTHUECKU 3aBEPIICHHBIMH YacCTsIMH HCCIIEA0BaHUS.

ABTOp:!
ctapumnii npenonasarens kapeapsl Kb 1 MMOMU A.B. Caxanna
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