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1. Ilest1 oCcBOEHUSA M CLIUII/IMHBI

OucuuruiviHa «be3ornacHOCTh B COBpeMeHHOM MH(OPMAaLMOHHOW cpefie» obecrieunBaeT
npuobpeTeHre O00ydYarOIMMUCS 3HAaHWM, YMeHWH W HaBbIKOB 10 KommereHnmu OITK-1.
«CriocobeH TMOHMMATh TPUHLUIBI paboTbl COBpeMeHHBbIX HMH(GOPMAIIMOHHBIX TEeXHOIOTUN U
UCTO/Mb30BaTh WX [JIs pelleHHs 3ajady MpodecCHOHANbHOU [esiTesibHOCTH» PesiepasbHOro
roCyJapCTBeHHOTO 00pa30oBaTe/bHOrO CTaHJapTa BbICIIEro 00pa30BaHUs TI0 HarpaBJIeHUIO
noarorosky 39.03.01 Couuonorus.

OCHOBHOH 1]e/Ibl0 M3yYeHHUsl [JUCLMIUIMHBI SIBJSIETCS TeopeThueckass W IpaKTUJecKas
TIOATOTOBKA 00YUaroIuXcsi K JesTeIbHOCTH, CBSI3aHHOM C MPYMeHeHHeM COBPEMEHHBIX CPeJiCTB
Y METO/|0B 3allUThl MH(pOpPMaLMM B TIOBCEJHEBHON U MpogeccuoHanbHOM AesTenbHoCTH. Kypc
JlaeT TIpe/ICTaB/IeHHe O MecTe ¥ POjM WH(POPMAIMOHHOW 6e30T1acHOCTH B COBPEMEHHOM MHUpe.
Ero wusyueHue [aeT BO3MOXXHOCTb CO3HAaTeIbHOTO WCMO/b30BaHUs, 00pabOTKA U 3al[UThbI
VMH(pOopMaL1K.

2. MeCTo AUCHUIUITHHBI B CTPYKTYpe 00pa3oBaTe/IbHON MPOrpaMMbI

[laHHast AUCLMTITMHA OTHOCHTCS K 00s13aTelbHOW YacTy 00pa3oBaTe/TbHOM MTPOTrPaMMBbl.

HOuctunimHa «be3onacHOCTs B COBpeMEHHOW MH(OPMAaLMOHHOW Cpefie» UrpaeT BaKHYHO
poib 7715 o61ernipodeccoHanbHON TIOATOTOBKY 00YYaroIerocs.

3. [Inanupyembie  pe3y/IbTarbl O00y4YeHHMsI 10 JUCHUIUIAHE, COOTHECEeHHbIE C
I/IAHUPYeMbIMH pe3yibTatamu ocBoeHus OIl 6akanaBpuarta

[Tpouecc n3yueHus: AUCLIMILIMHBI HaNpaB/ieH Ha (POPMUPOBaHUE CJIeAYIOLMX KOMITeTeHLUH
B cootBetcTBUM ¢ ®T'OC BO, OOIT BO 1 npuobpeTeHUst CleyIOUUX 3HAaHUM, YMEHUH,
HaBbIKOB U (WU/IM) OMbITA [|eATeIbHOCTH:

dDopmupyemas Nupukarop AoCTHIKeHUA Ilepeuenn
KoOMIIeTeHIuAa KOMIIeTeHIIUHU IVIdHUPYEMbIX pe3y/IbTdATOB Oﬁy‘IEHHH
(ko m (xoa u popmynupoBKa)
¢opmyMpoBKa)
ObuenpodeccroHabHbIe KOMIETeHIMU
OIIK-5. Cnoco6en | OIIK-5.1. Vcronb3yer 3Hamb:
VICTI0JTb30BaTh COBpeMeHHbIe OCHOBHble TOHATUA B  obmactu
COBpPEMEHHbIe vH(bOopMallOHHbIe 00paboTKX | 3aIuThl UHGOPMAIUU U
VMH(pOpMaLlMOHHbIe TeXHOJIOTUU U TIPOrPaMMHbIe 150:¢ orpeie/IeHus;
TeXHOJIOTUU Y | CpeACTBa MU pelleHun MOC/e/I0BaTe/IbHOCTb  BBIMIOJIHEHUS
TIporpaMMHbIe npo¢ecCHOHATbHBIX 3a/au. pabor 1o 3ammre WHOpPMaLUY;
cpefcTBa rpu KJ1accurKaLyo Hapyliuresen
pelleHnun HMH(OPMaLMOHHOW 6e3omacHoCTH;
npoecCroHaTBHBIX BU/Ibl ¥ Ha3HaUeHHWe CPeJICTB 3alUThI
3aja4 vMH(pOpMaL1H.
Ymemb:
yCTaHaB/IMBaTb U  OCYLIECTBJISATh
[IePBUYHYIO HaCTPOUKY
orepariOHHBIX CHUCTEM,
aHTUBUPYCHBIX Cpe/iCTB u
MeXXCeTeBbIX IKPaHOB.
Bnadoemb Hasbikamu:
paboTbl CO CpeACcTBaMK  3al[UThI
vHbopMaLu
OIIK-5.2. Pewaer 3Hamb:
CTaHJapTHBIE 3a/laun OcHoBHEIE TIPUHLIMIIBI
ripodecCMOHA/ILHON aIMUHUCTPAaTUBHO-NIPaBOBOW 3allUThI
vH(opMaluu;




JlesiTe/IbHOCTU Ha OCHOBe
WH(POPMaLIMOHHBIX
TEeXHOJIOTUU C YYETOM
OCHOBHBIX TpPeOOBaHUI
VH(POPMaLIMOHHOU
6e30macHOCTH.

Ymemb:

pearupoBaTb Ha pa3/HuHbIe YTPO3bI
MH(OPMAIMOHHON Be3omacHoCTH
U TIPUMEHSTh COBpeMeHHbIe
TEXHOJIOTUH [IJ1s1 ee 0becrieueHuss;
81ademb HABbIKAMU:

TIPUMEHEHUs], aHTUBUPYCHBIX CUCTEM
¥ CHUCTeM paclio3HaBaHUSI Yrpo3 U
aTak.

4. O6beM, CTPYKTYpPa H CO/iep)KaHue JUCIUILTHHBI
OO0111ast TPYA0EMKOCTh AUCIMITMHBI COCTABJISIET 2 3aueTHbIe eJUHULIBI, 72 aKaj|. yaca.
OuHas hopma

No Temsl (pa3jesbl) Bujpl yueOHBIX 3aHATHH, ®opMbI TeKyILero
n/n AVICLMIL/IMHBI, BKJ/IIOUAsi CaMOCTOSITe/IbHYI0 KOHTPOJISA
X COfiepKanue | o paboTy CTy/ieHTOB, ycreBaeMoCTH
S U UX TPYAOEMKOCTh
S (B aKaieMHUeCcKHX yacax) dopma
o NPOMEeXXyTOUHO
aTTecTanynu
(no cemecmpam)
KonTakTHas pabora
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Pa3pen 1 |IIpaBoBble u 2 6 3
OpraHu3allOHHbIE
OCHOBBI
obecrieueHust
uHGopMaLUOHHOM
0e3omacHOCTH B
Poccuiickoun
Degepanun
Tema 1.1 |[IpaBOBBIE OCHOBBI 2 2 1 |Tect
obecrieueHust
rMH(OpMaI[MOHHOU
Oe3omacHOCTH
Tema 1.2 |3amuta 2 2 1 |Tect
MepCOHAJ/IbHbIX
JIAHHBIX
Tema 1.3 |OpraHu3aliOHHbIE 2 2 1 |Tect
OCHOBBI 00ecIieueHust
MH(POPMAaLIMOHHOU
Oe3omacHoCTH
8 mom uucse ¢ 30 u 6 3 |Bupgeonekniuu
/10T TEKCTOBbIE
Marepuasbl




yueOHOTO0 Mocoows,
TIpe3eHTal|H, TeCT B
JYK B

DemidOnline
Pa3pen 2 |Apxurektypa
KOMIIbIOTEpa
Tema 2.1 |Apxurekrypa Tect
KOMIIbIOTEpa
8 mom yucsae ¢ 30 u Bupeonekuuu
10T TEKCTOBbIE
MaTepHuabl
yueOHOTO0 mocobws,
ripe3eHTaLUU, TECT B
JOYK B
DemidOnline
Pa3gen 3 |OcHOBBI Tect
UH(pOpMaLIOHHOH
0e30macHoOCTH B
onepanAoOHHBIX
cucreMax
Tema 3.1 |BBegenue B Tect
VH(bOPMAaLMOHHYIO
6e3011acCHOCTD
oreparjMOHHBIX
CUCTEM
Tema 3.2 |MHdopMalmoHHas Tect
6e30macHOCTb
oreparjMOHHBIX
CUCTEeM CeMelCTBa
Windows
Tema 3.3 |MHdopmalmoHHas Tect
Oe30macHOCTb
oreparMOHHBIX
CUCTeM CeMelCTBa
Linux
8 mom yucsae ¢ 30 u Bupeonekuuu
10T TeKCTOBbIE
MaTepuabl
yueOHOTO0 1mocobws,
ripe3eHTalUU, TECT B
JOYK B
DemidOnline
Pa3gen 4 |OcHOBBI
HH(OPMaLIOHHOMI
0e30macHoOCTH B
JIOKQ/TBHBIX
BBIUHC/IMTE/IBHBIX
ceTsix
Tema 4.1 |BBepgenuve B Tect
apXUTEKTYPY
JIOKaJIbHBIX

BbIUMC/INTEIbHBIX




OpraHu3anMoHHbIe
OCHOBBI
o0ecrieueHus

ceTen
Tema 4.2 |CeTeBble yrpo3bl U 2 1 2 4 (Tect
MeTO/bl
TIPOTUBO/IEICTBUSI UM
Tema 4.3 |MexceTeBble 3KpaHbl | 2 1 3 3 |Tecr
8 mom uucsne ¢ 30 u 3 3 11 |Bupgeonekiuu
/10T TEKCTOBbIE
MaTepuabl
yueOHOTr0 Mocoows,
ripe3eHTaLlH, TeCT B
JYK B
DemidOnline
Pa3zpgen 5 |Kpunrorpadpuuecku| 2 2 2 3
€ MeTOAbI 3alNThI
uHpopmanuu
Tema 5.1 |BBepgenuve B 2 2 2 3 |[Tect
Kpunrorpaguueckre
METO/IbI 3alLUThI
vH(bopMaLu
8 mom yucsae ¢ 30 u 2 1 3 |Bupeonekuuu
/[0OT TEKCTOBbIE
MaTepuabl
yueOGHOro 1ocobus,
Tpe3eHTallH, TeCT B
JYK B
DemidOnline
2 0,3 | 10,7 |3auet
Bcero 3a 2 cemectp 72 | 16 | 16 0,3 | 37,7
Bcero 72 1 16 | 16 2 103 | 37,7
O4Ho-3a04Hasa ¢opma
No Tembl (pa3jesnbi) Bujpl yueOHBIX 3aHATHH, ®opMbI TeKyILero
n/n AVICLMILIMHBI, BKJ/IIOUAsi CAMOCTOSITe/IbHYI0 KOHTPOJIsA
X COfiepKaHue | o paboTy CcTyeHTOB, ycreBaeMoCTH
S M MX TPYA0E€MKOCTh
S (B aKajieMUYeCcKHX Yacax) dopma
o NPOMEeXyTOUHOM
arrecranuu
(no cemecmpam)
KoHnTakTHas padoTa
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Pa3pen 1 |IIpaBoBblie u 2 6 3




HH(OPMaLIIOHHOM
0e30macHOCTH B

Poccuiickon
Degepanun
Tema 1.1 |IIpaBOBBIE OCHOBBI Tect
obecrieueHust
MH(POPMaLIMOHHOM
0e30racHOCTH
Tema 1.2 |3awmra Tecr
MepCOoHaIbHBIX
JTAHHBIX
Tema 1.3 |OpranusaiioHHbIe Tect
OCHOBBI 00ecITeueHust
r“H(OopMaI[MOHHOM
6e30racHOCTH
8 mom yucse ¢ 30 u Bupgeonekuyn
/0T TEKCTOBbIE
MaTepuabl
yueOHOro mocoows,
ripe3eHTaLUU, TeCT B
JYK B
DemidOnline
Pa3pen 2 |Apxurektypa
KOMIbIOTEpa
Tema 2.1 |ApxuTeKkTypa Tect
KOMIIbIOTepa
8 mom uucae ¢ 30 u Bugeonekuyu
/10T TEKCTOBbIE
MaTepuarbl
yueOHOTO0 1mocoows,
rpe3eHTaLlH, TeCT B
JYK B
DemidOnline
Pa3gen 3 |OcHOBBI Tect
uHGopMaLUOHHOM
0e30macHOCTH B
onepanuoHHbIX
cucTeMax
Tema 3.1 |BBepenue B Tect
MH(POPMaLIMOHHYIO
0e30I1acCHOCTD
oreparjMoOHHBIX
CUCTEM
Tema 3.2 |MHdopmalimoHHast Tect
0e30I1acCHOCTh
oreparjMoOHHBIX
CHUCTeM CeMelCTBa
Windows
Tema 3.3 |MIHpopmaLMoHHas Tect
6e3011acCHOCTD
OreparjMoOHHbIX

CHCTeM CeMeuCTBa




Linux

8 mom uucae ¢ 30 u 3 3 9 |Bugeonekiuu
/10T TEKCTOBbIE
MaTepuarbl
yueOHOTO0 1mocoows,
rpe3eHTaLUu, TeCT B
JYK B
DemidOnline
Pa3gen 4 |OcHOBBI 2 3 7 9
uHGopMaLUOHHOM
0e30macHOCTH B
JIOKA/IbHBIX
BbIUMC/IUTE/IbHbIX
ceTsix
Tema 4.1 |BBegenuve B 2 1 2 4 (Tect
apXUTEKTYpPY
JIOKa/TbHBIX
BBIUHC/TUTETbHBIX
ceTen
Tema 4.2 |CeteBble yrposbl U 2 1 2 4 (Tect
MeTO/bl
TIPOTUBO/IEUCTBUS UM
Tema 4.3 |MexceTeBble 3KpaHbl | 2 1 3 3 |Tecr
68 mom yucsae ¢ 30 u 3 3 11  |Bupgeonexkuuu
/[0OT TEKCTOBbIE
Marepuasbl
yueOGHOr0 1ocobus,
Tpe3eHTallu, TeCT B
JYK B
DemidOnline
Paspen 5 Kpunrtorpaduuecku| 2 | 2 | 2 3
€ MeTO0/ibI 3aLUThI
uHopMmanumn
Tema 5.1 |BBeznenue B 2 2 2 3 |[Tect
Kpurirorpaduueckue
MeTO/Ibl 3aLLUThI
rH(opMalu
68 mom yucsae ¢ 30 u 2 1 3 |Bupeonekuuu
10T TEKCTOBbIE
Marepuasbl
yueOHOTO0 1mocobws,
rpe3eHTalUu, TeCT B
JOYK B
DemidOnline
2 0,3 | 10,7 [3auer
Bcero 3a 2 cemectp 72 | 16 | 16 0,3 | 37,7
Bcero 72 | 16 | 16 2 103 ]| 37,7

CojepxaHue pas/e/10B NPOrpaMMbl AMCIUI/TUHBI

«be30nacHoOCTh COBpeMeHHO# HH(opMaLIMOHHOM cpeje»




Pazpen 1. IlpaBoBble U OpraHU3aliOHHBIE OCHOBBHI OOecrnieueHHsi WH(OPMALMOHHOMN
0e3onmacHocTu B Poccuiickoi @eepanum.

Tema 1.1. ITpaBoBbIe 0CHOBBI 06ecrieueHust UHHOPMAILIMOHHOW Oe30MacHOCTH.

OcHoBHble TpaBa rpakgaH B cdepe o06paboTku u 3aiuThl UHGopMaruu. OCHOBHbIE
NPUHLMIBI  [TPAaBOBOTO PEry/MpOBaHUs B 007acT 00paboTKM M 3auyThl MHGOPMALMH.
Wudopmanusi. OcHOBHble CBOMCTBa 0Oe30macHOCTH WHGOpPMaLMU: KOH(UIeHIIMaIbHOCTB,
1|e/IOCTHOCTb, [JOCTYMHOCTb. Buzbl nHpopManyu Mo MOpsiAKY AOCTyNa W pacnpOCTpaHeHusl.
Orpanuyenve foctyna K wuHbopMaimu. Buabl TaiiH. O6najgatens  WHOpMaLUK.
VHdopmainoHHele TexHonorud. VHdopMaloHHble cucteMbl. Ornepatop HWHGOpPMAalMOHHON
cuctembl. 3ammra uHpopmauyu. OOBeKTbl 3alUThl. Bubl OTBETCTBEHHOCTH B cdepe
00paboTKy ¥ 3auThl HHHOPMALIWH.

Tema 1.2. 3amura nepcoHabHbIX JaHHbBIX.

[TepcoHanbHBIE [laHHbIE W TIPUHLUMNBI WX 00paboTKU. Buapl mepcoHanbHBIX JIaHHBIX:
crieLjasbHble, OvOMeTpuueckue W 0OIIeAOCTyIHbIe. YCI0BUS 00pabOTKM TIepcOHaIbHBIX
nanHbiX. Cormacme Ha 00paboOTKy TIepcoHanbHBIX [JJaHHBIX. TpaHCrpaHWYHas Iepezada
TepCOHabHBIX JlaHHbIX. [IpaBa CyOBEKTOB TepCcoHabHbIX JaHHbIX. OrepaTop rMepcoHalIbHBIX
JAHHBIX U ero obs3aHHOCTU. Mepbl o0ecrieueHusi 0e30MACHOCTH T1€PCOHAIBHBIX [JAHHBIX.
KoHTposib 1 HaA30p 3a BHINOIHEHWEM Mep 10 obecrieyeHnI0 6e30MacHOCTH. YTI0JTHOMOYEHHBbIN
OpraH 10 3aIuTe TpaB CyOBEKTOB MMePCOHAIBHBIX JAHHBIX.

Tema 1.3. OpraHu3arnjioHHbBIe OCHOBBI 00ecrieueHHst MH(GOPMaLMOHHOM 6e301acHOCTH.

Kakue Borpock! ctaBuT mH(popManmoHHass 6e3omacHocTh? [lociesoBaTenbHOCTE JeCTBUN
Mo 3amure MHpopMaLyu. BeisgBieHre M aHaiv3 WUH(OPMALMOHHBIX aKTMBOB. ®opMHpoBaHUe
TpeboBaHuii 1o 3auure nHbopManuu. I1oAX0AbI K MO/ENMPOBAHMIO HapyILIUTeNned U yrpo3
vHpopMaLMOHHOW 6e3omacHocTH. Bbibop cpeAcTB M MeTO[OB  3allUThl  MHGOpPMAaLUH.
BHezpeHue cucteMsl 3alUThl HHGOpPMALMK. DKCIUTyaTalysi CUCTeMBbI 3aliMThl MTH(POPMaL1H.

Pa3pen 2. ApxurekTypa KoMINbOTEpa.

Tema 2.1. BBeieH1e B apXUTeKTypy KOMIIbHOTepa.

[Tpoueccoprl. OcHOBHasi (K311 M oOnepaTHBHas) IIamsATb. BcriomoraresipHasi IaMsTh.
YcrpoticTBa BBO/|a-BbiBO/Ia (ILIMHBI, MOHUTODBI, KITaBUATYPhl U MBIIIH, BeO-KaMepbl, TIPUHTEPHI).
[TepcoHasibHBIE KOMITBIOTEPBI M MOOW/TBHBIE YCTPOWCTBA.

Pa3zpaen 3. OcHoBbI HHGOPMAIMOHHOH 0€30IIaCHOCTH B ONEepPaljiOHHBIX CHCTeMaXx.

Tema 3.1. BBegenue B uHGOpMaIMOHHY0 6€30MaCHOCTh OMEPAL[IOHHBIX CUCTEM.

O6mmit croco6 xpaHeHusi W 00paboTku wHpopMal B KoMmmbioTepe. [loHsTHSA
oriepaljuoHHOM U (¢aiioBodi cucteM. CyObekTbl, 00BEKTH, METOAbl W TIpaBa JOCTYIIa,
NpUBW/IETUM  CyOBeKTa JocTyrna. [IMCKpeLioHHOe yIIpaB/eHWe [OCTYIOM, MaH/aTHOe
ynpaB/jeHue [0CTyrnoM. MaeHTuduKalys, ayTeHTU(PUKALMs U aBTopu3aLus. AyTeHTU(UKaLus

Ha OCHOBe TIapoJiel, Ha OCHOBe BHEITHUX HOCHTe el KiTtoua, broMeTpuueckas ayTeHTH(HKALIS.

Tema 3.2. InpopmarpioHHasi 6€301acHOCTh OTiepalOHHBIX CHCTeM ceMelicTBa Windows.



YnpaBrieHue JOCTYIIOM B OIepaljMoOHHbIX cucTeMax cemeiictBa Windows. MeHTHduKaLys,
ayTeHTU(UKaLMs U aBTOpU3aLysl B OMepaljMOHHbIX cucTeMax ceMmeiictBa Windows. Peanuszanms
ay/ZMTa B OIepaLjMoOHHbIX CHCTeMax ceMeiicTBa Windows.

Tema 3.3. lHpopmarrioHHast 6e301acHOCTh OTepalOHHBIX CUCTeM cemelcTBa Linux.

YnpaBneHue [0CTYyIOM B OIepaljMOHHbIX cHcTeMax ceMmeiictBa Linux. WpaeHTudukauys,
ayTeHTU(UKaLMs U aBTOpU3alLMsl B OMNepaLMOHHbIX cucTeMax ceMmercTtBa Linux. Peanuszanms
ayJuTa B OIlepalOHHBIX CUCTeMax ceMercTBa Linux.

Pazaen 4. OcHoBBbI HH(GOPMAIMOHHOH 0€30MaCHOCTH B JIOKA/IBHBIX BBIYMC/IHTE/IHHBIX
ceTAX.

TeMma 4.1. BBE,E[GHI/IE B dPXUTEKTYDY JIOKA/IbHBIX BBIUMC/IUTE/IBHBIX ceTei.

JIoKasnbHbIE BbIUMC/IWTE/bHBIE ceTh. Mogens [SO/OSI. ApxuTekTypa ¥ OCHOBHbIE
MPOTOKOJIbI JIOKA/TbHBIX BBIYMC/IUTE/IbHBIX CeTeu.

Tema 4.2. CeTeBble yrpo3bl U MeTO/bl IPOTUBOAEUCTBUS UM.

Knaccudukanuu ceTeBbiX yrpos, ys3BuMOcTeld U arak. CeTeBble aTakKu Ha pa3/IAUYHbIX
ypoBHsix Mmogemu ISO/OSI. Knaccudukaiyss BpeJOHOCHOTO TIPOrpaMMHOI0 obecTieueHusl.
[Tpu3HaKy NIPUCYTCTBUS BPEAOHOCHOTO TTPOTPAMMHOTO obecrieueHus. MeTo/ibl 0OHapy>KeHHusl.

Tewma 4.3. MexceTeBble 5KpaHbl.

MexxcereBble 3kpaHbl (M3). Mecto u pons MO B obecrieueHny ceTeBOW 0e30MaCHOCTH.
Knaccudukauyus M3O. OcHoBHble BO3MOXKHOCTM MO. [loCTOMHCTBA W HeAOCTaTKu MDO.
[TocTtpoenue nipaBui GUIbTPALUK.

Pa3fen 5. Kpunrorpaguueckue MeToAn! 3al{UThl HHGOpMaLMHU.
Tema 5.1. BegieHne B Kpurnrorpadryeckrie MeTOZbI 3al{UThl MH(POPMaL1H.

Vctopuueckuii ouepk pasButust Kpumnrorpadpuu. CuMMeTpUuyHas W acMMMeTpUYHast
Kpuntorpagus. BbeluMciuTeNbHO C/IOKHBIE 33Zlaud  MaTemaTuku. Kpunrocucrema RSA.
[TonsTne xpumnrorpaguyeckoro mnpoTtokosa. CBOIHCTBA MNPOTOKOJIOB, XapaKTepU3yHollhe HX
6e3omacHoCTb. CxeMbl LIM(POBOM MO/ITUCH.

5. O0pa3oBare/bHbIE TEXHOJIOTHH, B TOM YH(/Ie TeXHOJIOTHH 3JIEKTPOHHOT0 00yueHUs U
AMCTAaHLIMOHHBbIe 00pa3oBaTe/IbHbIE TeXHO/IOTUH, HCII0/Ib3yeMble IPH 0CYIeCTB/IEHUH
oOpa3oBaTe/ILHOr0 MpoLecca Mo AUCHUIINHE

B nporjecce o6yueHust UCII0/IB3YIOTCS CAefyolire o6pa3oBaTe/ibHble TEXHOIOTUH:

AxkajemMuuecKkasi jJeKusi (I JIeKIHst 0011iero Kypca) — 1ocsiefioBaTesibHoe U3/I0KeHne
MaTepuasa, OCYLecTB/AseMOe IIpeMMYLeCTBeHHO B BHJe MOHOJIOra IperogaBaTeis.
TpeboBaHusi K aKaZileMUUeCKOW JIeKI[UM: COBPEMEHHBbIM Hay4HbId YPOBEHb U HacCbIIleHHast
WHPOPMATUBHOCTh, yOeauTenbHasi aprymMeHTals, AOCTYIIHas W TIOHSTHasi pedb, ueTKas
CTPYKTypa ¥ JIOTMKA, Ha/M4yMe SIPKAX TPHMepOB, HAayuHbIX [OKa3aTenbCTB, 0DOOCHOBaHWIA,
(dakToB.

Ilpob6ieMHast JeKIus — W3/0KEHHe Marepuana, TpeArosarampiiee TOCTaHOBKY
npobsieMHbIX W JMCKYCCHOHHBIX BOIIPOCOB, OCBellleHHWe pa3/InyHbIX Hay4HbIX T[10/IX0OI0B,

9



aBTOPCKHE@ KOMMEHTapWH, CBs3aHHble C PA3/IMYHBbIMKA MOZEJSIMHA WHTepripeTalid h3y4aemMoro
MaTepuasa. [Ipo6sieMHasi ieKL[1si HAUMHAETCS C BOTIPOCOB, C TIOCTAHOBKH NPO6/IeMbl, KOTOPYIO B
XOZle W3/IOKeHHWsI MaTepriaja HeoOXOJWUMO pemuTb. B jieknyu codeTaroTcsi mpobieMHble U
MHpOpMaLIMOHHbIe Hauasa. [Ip¥ 3TOM TMpoliecc TO3HaHUSI CTYJEHTOB B COTPY/JHUUECTBe U
JMajiore C TIpero/iaBaTesieM MPUOMMKaeTCsl K TIOMCKOBOM, MCCIe0BaTebCKOU [1eSITe/TbHOCTH.
CopepkaHue 1pobsieMbl pacKpbIBAeTCsl TyTeM OpraHW3alliyd TI0OMCKAa ee pelleHus WU
CYMMMPOBAHUSI U aHau3a TPaJULIMOHHBIX U COBPEMEHHbIX TOUeK 3peHusl.
IIpakTHueckoe 3aHSATHE — 3aHSATHE, MTOCBSILeHHOe OCBOEHHIO0 KOHKPeTHBIX YMeHUH U

HaBBIKOB U 3aKpeIUIeHUI0 TIOyYeHHbIX Ha JIeKLIUY 3HaHUH.

O/eKTPOHHBIN yueOHbIN Kypc «be3omacHOCTb B COBpeMeHHOW MH(OPMAI[MOHHOW cpefie» Ha
riaTdopme oHsaiiH-00yueHnss DemidOnline, B KoTopoMm:

- Tpe/CTaB/ieHbl BUIE€0-JIEKIMI 110 BCEM TeMaM JUCIUITIMHBI U TIPe3eHTaluy K HUM;

- TIpe/CTaBJIeHbI TEKCTHI JIEKLWH 110 BCEM TeMaM JIUCLIATUINHBI;

- Tpe/CTaB/ieHbI TIPaBUJIa TIPOXO’KEHHUS TIPOME)KYTOUHOM aTTeCTaliu 110 AUCLUIITHHE;

- TIpeACTaB/ieHbl TeCTbl 10 TeMaM JUCLUIUIMHBI [JIs1  CaMOCTOSITe/NbHOW  paboThl
00yUaroInXCs;

- T1ocpeAcTBOM ¢opyMa OCYIIeCTB/SeTCS CHHXPOHHOe U (WIM) aCUHXPOHHOE
B3aUMO/IeNCTBUE MeXIy OOyuarolMMHUCS W TIperojilaBaTesieM B paMKax H3y4eHUst
JVICLIUTI/THBL.

6. IlepeueHp /TMIEH3HOHHOTO M (WIH) CBOOOAHO PaCHPOCTPAHSAEMOr0 NPOrPpaMMHOI0
o0ecreueHusi, WCMO/b3yeMOro MNPH OCYIIeCTB/IEHHH 00pa30BaTe/JILHOIO TMporecca o
JUCLIUIIVHE
B mporjecce ocyiecTBieHrst 00pa3oBaTebHOTO MPOLiecca UCTIOTb3YHOTCS:
- TIporpaMMHOe obecrieueHWe [Isi CO3[aHUSI W [IEMOHCTpAl[UM  TIpe3eHTal[|i,
WITIOCTPAIUi ¥ APYTUX Y4eOHBIX MaTepHUasoB:
- Microsoft Windows (B coctaBe Microsoft Imagine Premium Electronic Software
Delivery);
- Microsoft OfficeSTD 2013;
- Virtual Box (cBo6ogHO pacnipoctpansiemoe I10);
- Ubuntu (cBo6oaHO pacripoctpansiemoe I10);
- Kali Linux (cBobogHO pacripoctpansemoe I10).
- 19 Tioucka YyyeOHOW JuTepatypbl Oubnmmoteku Spl'Y — ABTOMAaTH3MpOBaHHAs
6ubmoTteuHas nHdopmaioHHas cucrteMa «BYKU-NEXT» (ABUC «byku-Next»);
- TIpY NIPOBeJeHUU JIeKLIMH UCTIONb3YTCS MYJIbTUMeIUMHbIe TTpe3eHTaluy;
- TIpU TpOBe/ieHWH J1labopaTOPHBIX PabOT WCIOMB3YIOTCS CPeJCTBA BBIUHMC/IUTETbHON
TeXHUKH, MO/IJIep>KUBaloLI[1e Iepeurc/ieHHOe MporpaMMHoe obecrieyeHue.

7. IlepeueHb COBpPeMeHHBIX NpodecCHOHANTBHBIX 0a3 JAaHHBIX U HH(OPMAILHOHHBIX
CIPABOYHBIX CHCTEM, HCIIO/Ib3yeMbIX MPH OCYIeCTB/IEHUH 00pa30BaTe/IbHOI0 MpoIjecca 1o
JUCLUILIVHE

1. DnekTponHsbie Katanoru Hb fIpI'Y

(http://www lib.uniyar.ac.ru/opac/bk_cat_find.php) cofiepkaT oubmorpaduyeckue
3amMCH  BCeX BUJOB [IOKYMEHTOB, COCTaBsIOUMX GoHZ OWOIMOTeKH, Ha PYCCKOM H
WHOCTPaHHbIX sI3bIKaX.

2. dnekTpoHHasi 0ub/IMOTeKa yueOHBIX MaTepuasioB SIpl'yY

(http://www .lib.uniyar.ac.ru/opac/bk_cat_find.php) comepxur 6Gomee 2500 mOMHBIX
TEKCTOB y4eOHbIX U y4yeOHO-MeTOAWYECKHWX MaTepuajoB II0 OCHOBHBIM H3yuaeMbIM
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JVCLIUIIMHAM, W3/laHHbIX B yHuBepcurteTe. [loCcTym B CeTH YHHBepCcUTeTa, /MO0 110
JIOTUHY/TIapOoJIto.

3. CripaBouHo-nipaBoBas cucreMa « KoHCy/1ibTaHTIUTIOC»

(https://www.consultant.ru/) crnpaBouHo-TIpaBoBasi cucTeMa MO 3aKOHO/ATETHCTBY
Poccutickoii @egeparym.

4. CnpaBouHO-ipaBoBas cucrema «I'apaHT»

(http://www.garant.ru/) crpaBouHo-TIpaBOBasi CHCTEMa [0 3aKOHO/ATEbCTBY
Poccutickoii @egeparym.

8. IlepeyeHb> OCHOBHOW ¥ [IONO/JIHUTE/IbHOW Yy4e0HOW JIATEPaTyphbl, PpecypcoB
uH(oOpMaIHOHHO-Te/IeEKOMMYHUKAI[UOHHOW ceTH «VIHTepHeT» (IPH HE00X0AMMOCTH),
PeKOMeHyeMbIX /IS 0CBOEHHUS AUCIHMII/IMHbI

a) OCHOBHAas JIUTEpaTypa

a) OCHOBHas JIMTeparypa

1. Be3somacHoCTh B cCOBpeMeHHOM MHbOopMalMoHHOM cpefie. YUacTh 1: yuebHoe mocobue.
B.H. Kusses, [I.M. MypuH; Apoci. roc. yH-T uM. ILI'. lemuzposa. - Spocnasib:
MHONTO, 2021. — 158 c. [https://e.lanbook.com/book/75150]

2. [Horagun, H. b. ApxurekTypa KoMrbtoTepa : yueOHoe mocobue / H. B. [JoraauH. —
4-e u3g. — Mockga : JlabopaTtopwusi 3Hanu#, 2020. — 274 c.

3. by3a, M. K. Apxurektypa KommbioTepoB : yueOHuK / M. K. By3a. — MWUHCK :
Beimsitias mikosa, 2015. — 414 c. [https://e.lanbook.com/book/75150]

4. CononeBnu, A. B. Komrstotepasie cetu : yue6nuk / A. B. CononeBuu. — MUHCK :
PUTIO, 2021. — 208 c. [https://e.lanbook.com/book/194950]

5. Pakutwh, P. FO. KomrmbioTepHbie cet : yueOHOe mocobue / P. FO. PakutuH, E. B.
MockaneHKo. — Bapnayn : Antl'TIY, 2019. — 340 C.
[https://e.Janbook.com/book/139182]

6. Kopxwuk, B. 1. OcHoBbl Kpuntorpaduu : yuebHoe nmocobue / B. N. Kopxuk, B. A.
SlkoBneB. —  Caukr-Iletepbypr : UWnurepmemus, 2017. — 312 «c.
[https://e.lanbook.com/book/161359]

0) Jomo/THUTEIbHAS INTepaTypa

0) Jomo/IHUTE/TbHAA IUTEpPaTypa

1. Koncturyuusi Poccuiickori ®Pepepanuu: [MpuHSTa BCEHAPOJHBIM T0JIOCOBAHUEM
12.12.1993 ¢ u3MeHeHUsIMH, OZI0OPEHHBIMH B X0/l¢ 0OIIEPOCCUNCKOTO T'0JI0COBAHMUS
01.07.2020]. — JocTyn 13 cripaBOYHO-TIPAaBOBOM crcTeMbl « KOHCYbTaHTIUIIOCY ., —
TeKCT: 3/1eKTPOHHBIN.

2. YronoBHbli Kozekc Poccuiickoii ®epepaiuu: PesnepanbHbidi 3akoH oT 13.06.1996
No63-@3: [mpunsar [ocypapctBeHHou [ymoi 24.05.1996]: (c u3MeHeHMsSIMU U
JIOTIOTHEHHUSIMH ). — Hoctyn u3 CIpaBOYHO-TIPaBOBOM CUCTEMbI
«KoHcympTaHTIIII0C» . — TeKCT: 371eKTPOHHBIN.

3. Kopmekc Poccuiickoit @enepaiu 00 aJMUHUCTPATUBHBIX TPaBOHAPYIIEHUSIX:
®epepanbHblid 3akoH 0T 30.12.2001 Nel95-®3: [mpunst ['ocyzapctBeHHoM [dymoi
20.12.2001]: (c u3MeHeHMsIMH U [OTOJHeHUsIMH). — [JOCTyr M3 CIIpaBOYHO-
MpaBOBOM cUCTeMbl « KOHCYIbTaHTIIFOC». — T'€KCT: 3/1eKTPOHHBIM.

4. TpypoBou kogekc Poccuiickoit Peneparuu: PepmepanbHbiii 3akoH oT 30.12.2001
No197-®3: [mpunsT I'ocymapctBeHHoW [ymoii 21.12.2001]: (c u3MeHeHMSMU U
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10.

11.

12.

13.

14.

JOTIO/THEHUSIMA). — Hoctyn u3 CTIIpaBOYHO-TIPaBOBOM CUCTEMBI
«KoHcynpTanTiitoc». — TeKCT: 371eKTPOHHBIN.

denepanbHbIif 3aK0H OT 27.07.2006 Ne149-D3 «O6 nHbopMarn, HHPOPMAIMOHHBIX
TEeXHOMOTUSIX M O 3amure UHQopmaumu»: [npuHsaT [ocypapctBeHHOM [lymoit
08.07.2006]: (c u3MeHeHUsIMM M [ONOJHEHUsMH). — JloCTynm M3 CrHpaBOYHO-
1paBoBo¥ cucTteMbl «KOHCY/IbTaHTIIIOC» . — T eKCT: 3/1eKTPOHHBIM.

®enepasnbHbIi 3aK0H 0T 27.07.2006 Ne152-P3 «O nepcoHanbHbIX JAHHBIX»: [[IPUHSAT
l'ocynapctBennon ymoit 08.07.2006]: (c u3MeHEHMSIMM M [IOMOJHEHUSIMH). —
Joctynm w3 CIIpaBOYHO-TIPAaBOBOW  CUCTeMbl «KOHCy/nbTaHTIUTIOC». —TeKCT:
3/1IeKTPOHHBIM.

[MTono>keHne o mopsifke oOpaiieHuss co Cny>keOHOW MH(OpMaLVell orpaHuUYeHHOTO
pacripocTpaHeHuss B (eJepajbHbIX ~ OpraHax  HWCIIOJIHUTEJbHOM  BJIACTH,
YIIOJTHOMOYEHHOM OpraHe YIIpaB/eHHs MCIO/Ib30BaHUEM AaTOMHOM 3SHEePrud W
yIIOJTHOMOUEHHOM OpraHe 10 KOCMHYEeCKOW JleATellbHOCTU»: [yTBep>KJeHo
[TocranoBnenvem IlpaBurensctBa Poccuiickoit @epeparyu ot 03.11.1994 Nel233]:
(C U3MeHeHUsIMU M [OMOMHEeHUsIMUA). — JloCcTyn M3 CIpaBOYHO-TIPABOBOM CUCTEMBI
«KoHcympTanTIroc» . —TeKCT: 3/1eKTpOHHBIN.

TpeboBaHusi K 3aluTe TIepCOHANbHBIX JIaHHBIX TpU UX 00paboTke B
VMH(pOPMaLIMOHHBIX cuCTeMax NepCOHA/IbHBIX JlAHHBIX: [yTBep>KJeHbI
[TocranoBnenuem IlpaButenbctBa Poccuiickoit ®@epepaimu ot 01.11.2012 Nel119].
— JlocTyn u3 cripaBouYHO-IIpaBoBoW cuctembl «Koncynmprantnllmroc». —TekcT:
3/1IeKTPOHHBIM.

[TepeueHb Mep, HarpaBleHHBIX Ha obecrieueHre BBITIOJHEHUs 00s3aHHOCTEH,
npelycMOTpeHHbIX ®DefiepanbHbIM  3aKOHOM «O  MepCOHaNbHBIX [JJaHHBIX» U
NIPDUHATBIMM B COOTBETCTBMM C HUM HOPMAaTUBHBIMU IIPaBOBBIMU  aKTaMH,
orepaTopamy, SIBJISFOLLMMUCS TOCY/1apCTBEHHBIMU WX MyHULIMINA/TIbHBIMUA OpraHaMu:
[yrBepxaeH IlocraHoBnenvem IlpaButennbctBa Poccuiickoii ®epepauyy  OT
21.03.2012 Ne211]: (c u3MeHeHUsIMU U JOTO0JIHeHUsIMU). — JloCTymn U3 crpaBOYHO-
npaBoBoy cucteMbl «KoHcynpranTnIImroc». —TeKCT: 3/1eKTPOHHBIN.

[MonoxxeHre 06 ocobeHHOCTSIX 06pabOTKK MepCoHaNIbHBIX JAaHHBIX, OCYILeCTB/IsIeMON
0e3 WCronbL30BaHWSA CPEeCTB aBTOMAaTW3aLu: [yTBepxkaeHo I[locTaHoBeHHEM
[MpaBurensctBa Poccuiickoit @epepauyu ot 15.09.2008 Ne687]. — octyn wu3
CMpaBOYHO-NIPaBOBOU crucTeMbl «KoHCynbTaHTIIITF0C». —TeKCT: 5/1eKTPOHHBIMN.
TpeboBaHUs K MaTepHa/lbHBIM HOCUTE/SIM OMOMeTpHUYeCKUX MepCOHATbHBIX JaHHBIX
YU TexXHONOTWsSM XpaHeHHsl TaKMX J[aHHbIX BHe HH(OPMALMOHHBIX CUCTEM
MepCOHa/NIbHbIX  JaHHbIX:  [yTBepxzaeHO  IlocraHoBneHvem  [IpaBuTenbcTBa
Poccuiickoii @epepauyu ot 06.07.2008 Ne512]: (c u3MeHeHUsIMU U IOTIOJTHEHUSIMHU).
— [Hoctyn W3 crnpaBouHO-TIpaBoBou cuctembl «KoHcynabTanTnllmtoc». —TeKcT:
3/IEKTPOHHBIN.

MeTouueckre peKOMeHJAlMW 10 YBeJOMJIEHWIO YIIOJHOMOYEHHOTO OpraHa o
Hauasle 0OpabOTKM TMepCoHa/NbHBIX JIaHHBIX M O BHECEHWH W3MeHeHWH B paHee
ripe/iCTaB/ieHHble CBefleHus: [yTBepxkAeHbl TTpuKa3oM PockomHazzopa ot 30.05.2017
Ne94]: (c v3MeHeHMSIMU U [OMNOJHEHUsIMU). — JlocTynm M3 ChpaBOUYHO-TIPaBOBOM
cucteMbl «KoHcynbranTnllntoc». —TeKCT: 371eKTpOHHBIN.

TpeboBanusi ¥ MeTOZABI 10 00€3/TMUMBAHUIO TIEPCOHAIBHBIX [AHHBIX: [yTBEp)KIEeHBI
npuka3zoM PockomHazzopa ot 05.09.2013 Ne996]. — [locTynm U3 CrpaBOYHO-
npaBoBoy cucteMbl «KoHcympranTnIImroc». —TeKCT: 3/1eKTPOHHBIN.

CocTaB M cofiep)kaHMe OpraHM3al[MOHHBIX U TeXHUUeCKHWX Mep I0 obecrieueHHro
0e30MacHOCTH TI€PCOHANBHBIX [JAHHBIX TPU UX 00paboTKe B WHGMOPMAIMOHHBIX
CUCTeMax IepCOHAaIbHBIX JaHHbIX: [yTBepkzeHbl mpukasom PCTIK Poccuum or
18.02.2013 Ne21]: (c M3MeHeHHsIMU U [OINOJHEHUsIMU). — [JOoCTyI U3 CIpaBOYHO-
nipaBoBo cucteMbl «KoHcynbranTnllntoc». —TeKCT: 3/1eKTPOHHBIM.
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15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

ba3oBasi Mojie/ib yrpo3 6e30MacHOCTH MEePCOHA/BHBIX JIaHHBIX TIPU WX 00paboTke B
VH(OPMaLMOHHBIX CHCTeMax IepCOHa/NbHBbIX JaHHbIX (Bbimucka): [yTBep)kzaeHa
3amectuteneM aupektopa @CTIK Poccun 15.02.2008]. — [JocTtyn U3 CripaBOYHO-
nipaBoBol cucteMbl «KoHcynbranTnllnroc». —TeKCT: 3/1eKTPOHHBIM.

MeToa¥Ka oripefiesieHHs1 aKTyabHBIX yrpo3 0e30MacHOCTH TepPCOHANbHBIX JAHHBIX
npu ux o6paboTke B MHGOPMAIMOHHBIX CHCTeMaX TepCOHA/IbHBIX [JaHHBIX:
[yrBepxzeHa 3amectuteniem aupekropa PCTOK Poccun 14.02.2008]. — [doctyn u3
CrpaBOYHO-TIpaBoBOM cucTeMbl « KoHcyabTaHTHIITH0C». —TeKCT: 371eKTPOHHBIN.
CocTtaB U cofiep)KaHHe OPraHW3alMOHHBIX M TeXHHUUECKHX Mep T0 obecrieueHHIo
6e30MacHOCTH TepPCOHANMbHBIX [JJaHHBIX TPU HUX 00paboTke B HHGOPMALIMOHHBIX
cUcTeMax IMepCOHabHbIX JJaHHBIX C MCI0/Ib30BaHWEM CpeJCTB KpUITOrpadruyecKkoi
3ammThl  MHQOpMAaLMM, HeoOXOJUMBIX /i1 BBLITIOJIHEHUS]  yCTAHOBJIEHHBIX
[TpaButesnscTBOM Poccuiickoit ®eneparu TpeboBaHUI K 3allUTe TEPCOHATBHBIX
J@HHBIX /Il KaKJOr0 U3 ypOBHEM 3alUILeHHOCTU: [yTBepKAeHbl npukasom PCh
Poccuu ot 10.07.2014 Ne378]. — /[locTynm W3 CHpaBOUYHO-TIPaBOBOW CHUCTEMBbI
«Koncynprantnllntoc». —TeKCT: 3/1eKTpOHHBIN.

MeTognueckrie peKOMeHJALMK 110 pa3paboTKe HOPMATHBHBIX TIPABOBBIX AaKTOB,
OTIpeJeJISFOLIMX yrpo3bl 6e30MacHOCTH TePCOHABHBIX [IaHHbIX, aKTyajbHble TIpU
00paboTKe TepcoHaNbHBIX [JAaHHBIX B WH(OPMAIMOHHBIX CHCTEMaxX I1ePCOHATbHBIX
Jl@HHBIX, JKCITyaTUPyeMbIX TPH OCYILIEeCTBJ€HUM COOTBETCTBYHOIIUX BHUOB
JesTenbHOCTU: [yTBepxkieHbl pykoBogcTBoM 8 Ilentpa ®CBb Poccuu 31.03.2015
Ne149/7/2/6-432]. — Hoctyn u3 CMpaBOYHO-TIPaBOBOM CUCTeMbI
«KoncynbranTnlInroc». —TeKCT: 371eKTPOHHBIN.

I'OCT P 51275-2006 3amurta uHdbopMaiuu. O6bekT uHbOopMaTu3aiuu. DakTopsl,
BO3zelcTByolMe Ha uH(opMmanyio. Obue nonokeHus. — JoCcTyr U3 CripaBOyHO-
nipaBoBol cucteMbl « TEXOKCITEPT». —TeKCT: 3/1eKTPOHHBIMN.

®nenoB, M.E. Linux riasamu xakepa. 5-e u3g. / M.E. ®nenoB. — CII6. : BXB-
[Metepbypr, 2019. —416 c.

JlaB, P. Linux. CucremHoe niporpaMMupoBanue. 2-e u3f. / P. JlaB. — CII6. : Tlurep,
2014. — 448 c.

Yopg, b. Baytpennee ycrpoiictBo Linux. / b. Yopa. — CII6. : ITurep, 2016. — 384
C.

Yosifovich, P. Windows Internals Seventh Edition. Part 1 / P. Yosifovich, A. Ionescu,
M.E. Russinovich, D.A. Solomon. — Microsoft Press, 2017. — 784 p.

Intel 64 and IA-32 Architectures Software Developer’s Manual [3neKTpoHHBIM
pecypc] — 37neKTpoH. TeKcToBble AiaH. —IlocnenHee o6HoBmeHuwe : 16.11.2020. —
Pexxum poctyma: https://software.intel.com/content/www/us/en/develop/articles/intel-
sdm.html.

9. MaTepuanbHO-TeXHUUeCKas 0a3a, Heo0XxouMasi I/isi OCYIeCTB/IeHUS
o0pa3oBaTe/ILHOrO MpoLecca Mo JUCHUIUIHHEe

MarepuanbHO-TexHUUecKast 6a3a, HeoOXoAUMast J7isi OCYIIIeCTBIeHUs] 00pa30BaTeIbHOTO

nponecca 1o JuCHuIlyinHe BK/IFOUdeT B CBOM COCTaB Crieqrd/ibHbIe TIOMEIleHUA:

-yueOHbIe ayZAUTOPHUH [I/IsI TIPOBE/IEHUS 3aHSITHH JIEKIIUOHHOTO THTIA;
-yueOHbIe ayAUTOPUU [Jisi TIPOBe/IeHUst 1abopaTOpHBIX paboT, OCHAllleHHbIe Cpe/iCTBaMU

BBIUMC/TUTE/TIBHOM TeXHUKH, TO//IepP)KUBAIOIIMMI TIpOrpaMMHOe obecrieueHne, yKa3aHHOe B
IyHKTe 6;

- yueOHBIe ayJUTOPUH [Jisl TIPOBeZI€HUsI TPYIIIOBBIX U MHAVBUYAIbHBIX KOHCY/IbTAlUH;
- yueOHble ayJUTOpWUU /il TIDOBeZeHUs] TeKYIero KOHTPOJiA U TIPOMEXXYTOUHOU

aTTecTaluy;

- IOMeIleHn 01 CaMOCTOSITeILHOM pa60T131;
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- TIOMEIL[eHUs1 [/IsI XpaHeHWs W TPOQUIAKTUUYECKOTO OOC/TY)KMBAHUS TEXHUUYECKUX
CpeAcCTB 00yueHUs.

TMTomeltieHUst [ijisi CAMOCTOSTE/IbHOM paboThl 0OYUArOIIMXCs OCHAI[EHbI KOMITbIOTEPHOM
TEXHUKOW C BO3MOXKHOCTBIO TMOJK/IIOUEHUsI K ceTh «VIHTepHeT» M obecrieueHHeM JOCTyla B
3JIEKTPOHHYI0 UH()OPMaI[MOHHO-00pa30BaTe/IbHYIO Cpely OpraHU3al[|Hy.

Yucio mocalouHbIX MECT B JIEKLIMOHHOM ayZIMTOPUM OOJIbIlle MO0 PaBHO CIIMCOUHOMY
COCTaBy TOTOKAa, a B ayJUTOPUM J/Isi MPAKTUUECKUX 3aHATHH (CEMHUHApPOB) — CIMCOYHOMY
COCTaBY TPYIIITbI 00yUarOIIUXCsl.

ABTOD(BI):
Kanz. ¢us.-maT. HayK AL MypuH [I. M.



IIpunoxenne Nel K padoueii mporpaMme JUCLMIITHHBI
«be3onacHocTh B cOBpeMeHHOM HH()OPMaLIIOHHOH cpeje»

®DoH/| O1IeHOYHBIX CPe/ICTB
AJIA IPOBe/ieHHsA TeKyIled U MPOMe)KyTOYHOM aTTecTaliuH CTY/eHTOB
M0 JMCIUIIIUHE

1. TunoBbIie KOHTPO/IbHBIE 33/laHNSI WX MHbIe MaTepHa/Ibl,
Heo0XoAMMBbIe /IS OLIeHKY 3HaHUH, YMEHHI, HABBIKOB U (/M) OMbITA AeATeTbHOCTH,
XapaKTepU3yLUUX 3Tanbl GopMHUpPoOBaHUs KOMIIeTeHLIUH

1.1 KoHTpo/bHBIE 33/jaHUsl U UHbIE MaTepuaJbl,
HCIo/Ib3yeMble B Iporecce TeKyilei arrecTaniu

Tect nmo Teme 1.1 ITpaBoBbIe 0CHOBBI 00ecnieueHns1 HHGOPMAIMOHHOH 0e30IIaCHOCTH

Kakue mosioxxeHusi, CBsi3aHHbIe C BOTpocamMy 00paboTku mH(OpMaLWK, 3aKperieHbl B
Koucturyiuu Poccutickoii @egepaiyn?

a) [IpaBo Ha HEMPHUKOCHOBEHHOCTh JINYHOW Y CEMeUHOM TalHBbI.

6) ITpaBo Ha 06paboTKy 060 MH(BOpPMaLK THOOBIM BO3MOXKHBIM CIIOCOO0M.

B) 3aripeT Ha 00paboTKy MH(pOPMAIK 0 YaCTHOW KU3HU JiMLa 6e3 ero corsyacusi.

r) [IpaBo Ha MoyyeHue rpaXkiaHamMH JIOTyCKa K roCy/JapCTBeHHOM TaliHe.

Kakue Buabl uH(OpMarmu o0s3aTesbHO TpeOyeTcs 3aljuijaTb B COOTBETCTBUU C
3aKOHO/1aTenbCcTBOM Poccutickori Pegepaiyu:

a) Undopmanust g5 cy>keOHOTO 1M0/Tb30BaHUS.

0) [TepcoHa/bHbIE JaHHBIE.

B) 'ocypapcTBeHHas TaliHa.

r) BpauebHas TaliHa.

1) Bce nepeuriciieHHbIe.

B cootBerctBuM ¢ @PefepanbHbIM 3akoHOM «0O60 uHOpMaLyy, WHPOPMALIMOHHBIX
TeXHOJIOTUSIX U 3aluTe nHbopMalum» WHGOPMaLYs — 3TO:

a) JIroOble flaHHbBIe, TIpe/ICTaB/IeHHbIe HA MaTepHabHOM HOCHUTeJIe.

6) Cezenust (cooOIleHMs], IAHHBIE), He3aBUCHUMO OT (hOPMBI UX TIPeZICTaB/IEHUSI.

B) He 3Heprus u He Marepusi.

r) CBesieHUsi, BOCTIDUHMMaeMble YeJI0BeKOM U (WIK) CIieldaJbHbIMU YCTPOKWCTBAMU
KaKk oTpaxkeHWe (AaKTOB MaTepuaJbHOTO WIM JyXOBHOIO MHpa B Tipoliecce
KOMMYHHKAaLUH.

Yro U3 mepeunc/ieHHOTO MOYKHO pacCMaTpuBaTh Kak 0a3y JaHHBIX B COOTBETCTBUU C
3aKOHO/laTenbCTBOM Poccutickor @efeparyu:

a) EXCEL Tabmnuily ¢ yrnopsijoueHHOW U CTPYKTYpHUPOBaHHOMN MH(OpMaL[el.

6) ®aiin popmara DOC, B KOTOPOM CO37jaH CIIMCOK C/yIIaTesield 3TOM MPOrpaMMbl.

B) KapToTeKy pervcTpaTypbl yupexxjeHust 3[paBOOXPaHeHHUs.

r) Bce nepeuncnenHsie.

LlenocTHOCTh MH(OpPMALY — 3TO:

a) O6si3aTenbHOE /711 BBITIOJIHEHUS JTAL[OM, TIOJYYMBIIAM JOCTYT K OTpe/eneHHON
vHpopmalmy, TpeboBaHMe He Tiepe/laBaTh TaKyk HH(OpMAl[Ui0 TpeTbuM JivijaMm 0Oe3
coryiacust ee obazaress.

6) CocrosiHre MH(OPMaLMK, IPU KOTOPOM OTCYTCTBYeT Jito0oe ee u3MeHeHHe OO
M3MeHeHHe OCYIIeCTBIISIeTCS TOJIBKO TTpeHaMepeHHO CyObeKTaMy, UMEIOIUMU Ha Hero
TpaBo.

B) Bo3MOXXHOCTB nosTyueHHs1 MH(OPMaLIMU U ee UCI0/Ib30BaHMUsl.

Ha Tepputopuun Poccuiickoit ®efepariyy 3amnpelieHo paclpoCTpaHeHHe:

1



7.

10.

a) Vludopmauyu, KoTopasi HarpaB/ieHa Ha Iporaras/ly BOWHBI.

6) Kommepuecko TaliHBI.

B) MH(opmaruy, KoTopasi HarpaB/ieHa Ha pa3KUraHue perio3Hol HeHaBUCTH.

r) [TepcoHanbHBIX IaHHBIX.
lpakgaHWH WM HOpUAWYECKOe JIMLO, OCYLIeCTB/SIOIIMEe  /IeATe/IbHOCTh  T10
9KCIUTyaTalu WHPOPMALIMOHHOW CUCTeMbl, B TOM 4ucie To obpaboTke nHboOpMaIvy,
coziepsKaiijeiicsi B ee 6a3ax JaHHBIX — 3TO:

a) O6nazaresib UHGOPMALUK.

6) OnepaTop MH(OPMALIMOHHON CHCTEMBI.
Eciu He oripe/iesieHO WHOTO, OTIEPaTOPOM MH(POPMALMOHHOW CUCTEMBI SIBJISIETCS:

a) Ob6sazaTesib UHGOPMAIUH.

6) CobCTBeHHUK HCMONMb3yeMbIX it 00paboTKH copepkaiieticsi B 0a3ax AaHHBIX
VH(pOPMaLMU TeXHUYECKUX CPeICTB.

B) Jluio, ompejensolee 1Lea 00paboTKM HMH(OpPMALUM U  OCYIeCTBIISOLee
00paboTKy nHbOpMaLyH.
He mMoxxeT ObITb OrpaHHYeH JOCTYI:

a) K nHpopmaiyu o cocTosiHUM OKpY>Katolleil cpejibl.

6) K nepcoHa/sibHbIM JJAHHBIM TOCY/JaPCTBEHHBIX TPa’KIAHCKUX CITy Kall[UX.

B) K nHpop™maryu, xpaHsirencs: B OTKpPBITBIX (OHAaX OMOIMOTeK.

r) K cBeieHUsiM 0 30/10TOBAJTIOTHBIX 3ariacax Poccuiickoi ®efepariui.
Kakyto OTBETCTBEHHOCTb MOXKET TIOB/eYb HapylieHue TpeboBaHuii PDefepanbHbIX
3aKOHOB:

a) YTOJIOBHYIO.

0) ncCLUIIMHApHYO.

B) AZIMMHHCTPaTHBHYIO.

r) ['pa’k1aHCKO-TIPaBOBYIO.

1) Bce nepeuniciieHHbIe.

Tect 1o Teme 1.2 3amura nepcoHa/IbHbIX AAHHBIX

IIepcoHanbHble JAaHHBIE — 3TO:

a) CeezeHuss 0 CyOBeKTe TepCOHAJIBHBIX [JAaHHBIX HE 3aBUCUMO OT (OPMBI MX
TIpe/iCTaB/IeHNSI.

0) JIrobasi MHpOPMALWs, OTHOCSIIASACS K MPSIMO WM KOCBEHHO OTIpeZie/IeHHOMY WJIH
orpeziensieMoMy (u3HMUeCKOMY ULy (CyOBEKTY MepCoHaMbHbIX JaHHBIX).

B) JIrobasi wH(pOpMalysi, OTHOCSIIASACS K OIpeJe/leHHOMY WM OIpe/e/iieMOMY
¢usrueckomy iy (CyObeKTy NepcoOHaIbHBIX JaHHBIX).

r) JItobass uH(OpMaIys, OTHOCSIIASACS K OIpee/ileHHOMY WM OIpeZesieMOMy Ha
OCHOBaHMH Takoi MH(popMaLun puzrdeckomy ULy (CyOBeKTy rmepCcoHaNbHBIX [JaHHBIX),
B TOM UMCJ/ie ero aMuiusi, UMsi, OTYECTBO, TO/l, MECSL], ZIaTa U MECTO POXKAEHUsI, afipec,
ceMeiiHOe, COL[Ma/IbHOE, HWMYIIeCTBeHHOe TIONO)KeHWe, obOpa3oBaHMe, Tpodeccus,
JOXO/IbI, pyTasi HH(GOpMaLusl.

Ha kakme OTHOIIEHWsT He pacrpocTpaHsieTcsi fAelicTBue (emepaabHOro 3akoHa «O
IePCOHAJIbHBIX JaHHBIX»?

a) Ha 06paboTKy repcoHa/nbHBIX JAHHBIX, OTHECEHHBIX B YCTAHOB/IEHHOM TIOPSiIKE K
CBeJIeHHsIM, COCTABJISIFOIUM TOCYZAAPCTBEHHYIO TalHYy.

6) Ha 06paboTKy mepcoHa/bHBIX [JaHHBIX, HEOOXOJUMYIO /i1 OCYII[eCTB/IEHUs TIPaB
Y 3aKOHHBIX MHTEPECOB OTlepaTopa WM TPeThUX JIUII.

B) Ha 00paboTKy TmepCcOHanbHBIX [JaHHBIX, HEOOXOAUMYI /I WCIIOJTHEHUS
CyJe0HOTO aKTa.



r) Ha o6paboTKy mepcoHambHBIX JAHHBIX (U3MUYECKUMH JIMLAMH HCK/IIOUUTETHEHO
JUIS TMYHBIX U CEMEMHBIX HYXK[, €C/U TIPU 3TOM He HApyIIAlTCs TpaBa CyOBEKTOB
TIepCOHAJTBHBIX /IaHHBIX.

o) Ha 00paboTKy MepCcoHaNbHBIX JIaHHBIX, TOAJIEXKAI[UX OMyO/IMKOBAHUIO WU
00s13aTeIbHOMY PAaCKPBITHIO B COOTBETCTBUH C (heZiepabHbIM 3aKOHOM.

e) Ha o00paboTKy TmepcoOHaNbHBIX [AHHBIX, HEOOXOAWMYI [jii OpraHW3alLH
XpaHeHWs], KOMILUIEKTOBAHHUS, ydeTa WM WCIOMb30BaHUsl COJepKalliX I1epPCOHATbHBIX
JAHHBIX APXUBHBIX JOKYMEHTOB B COOTBETCTBUM C 3aKOHOZATENHCTBOM 00 apXUBHOM
nene B Poccuiickor @efiepaliin.
depepanbHbIii 3aK0H «O MEPCOHAbHBIX JAHHBIX» PETYJIMPYET OTHOLIEHUSs, CBsI3aHHBIE:

a) UckmounTesbHO ¢ 00pabOTKOM TepCOHAMbHBIX [JAHHBIX C HCIOb30BaHUEM
Cpe/CTB aBTOMAaTH3all|H.

6) C 0OpaboTKOl MepcoHA/TBHBIX JaHHBIX, HE3aBUCUMO OT TOTO 00pabaThIBArOTCS U
OHH C MCIO/Ib30BaHUEM CPeJICTB aBTOMATH3alUuy WU HeT.

B) C  00pabOTKOW TMepCOHaNbHBIX [aHHBIX C  MCIIOJb30BaHHEM  CDEeZCTB
aBTOMAaTH3allik, a TakKe C 00pabOTKOM TepCOHAMbHBIX [JaHHBIX 0e3 HCI0JIb30BaHUS
CpPe/CTB aBTOMAaTHU3aL[M, eC/Ti Takasi 00paboTKa COOTBETCTBYeT XapakTepy [elCTBH,
COBEpIIIaeMbIX C MePCOHALHBIMU JAHHBIMH C UCITO/Ib30BaHUEM CPe/ICTB aBTOMATH3aLWH.

r)C o00paboTKOli TiepCcOHaNbHBIX JAHHBIX 0e3  WCIIO/Ib30BaHWUS  CPe/ICTB
aBTOMAaTH3aLvH.

[HeticTBusi, B pe3y/ibTaTe KOTOPBHIX CTAHOBUTCS HEBO3MOXKHBIM 0e3 HCIOIb30BaHMUS
JIOTIO/THUTE/TbHOW MH(MOPMAL[K OTIPe/Ie/IUTh TPUHA/IEKHOCTh TePCOHATBHBIX JaHHBIX
KOHKDETHOMY CyOBeKTy TepCOHa/IbHBIX [JaHHBIX, — 3TO:

a) BriokupoBaHue repcoHaTbHbIX IaHHBIX.

0) YHUUTO)KeHHe TIepCOHA/IBHBIX [JaHHBIX.

B) OOe3/MUMBaHe MTePCOHAILHBIX JAHHbIX.

r) IlepeBo/ IepCOHABbHBIX JAHHBIX HA aDXHUBHOE XpaHeHHe.

[eticTBusi, B pe3y/bTaTe KOTOPBIX 8peMeHHO TIpeKpalaeTcss 00paboTka MmepCcoHaIbHBIX
JAHHBIX, — 3TO:

a) BriokupoBaHue NepcoHaTbHbIX IaHHBIX.

0) YHUUTO)KeHHe TIepCOHA/IBHBIX [JaHHBIX.

B) OOe3/MuMBaHe MTePCOHAIBLHBIX JaHHbIX.

r) IlepeBo/ IepCOHABHBIX JAHHBIX HA ADXHUBHOE XpaHeHHe.

Kakue 13 miepeunc/ieHHbIX JeHCTBUM C TepPCOHATBHBIMU JaHHBIMU SIBJISTFOTCS 00paboTKOM
TIepCOHA/BHBIX /JaHHBIX:

a) XpaHeHHe NepCOHATbHBIX IaHHBIX.

0) 3anuch repcoHaNbHBIX JAHHBIX.

B) OOe3/MUMBaHe MTePCOHAILHBIX JAHHbIX.

r) Y asneHve epCoHaNIbHBIX JAHHBIX.

C Touku 3peHus ¢eepanbHOro 3aKoHa «O MepcoHalbHbBIX JaHHBIX» OMEepaTop — 3TO:

a) l'ocypapcTBeHHbIN OpraH, MyHULIUIIAIbHBINA OpraH, IopuAnueckoe v ¢pusnyeckoe
JIUL]0, CaMOCTOSITEJTbHO WM COBMECTHO C JPYTUMHU JIMLIAMH OpraHW3yromue U (Win)
ocyujecTBisitoie 006paboTky IT/JH, a Takke orpegenstoniie 1jeu obpaborku T1/1H,
coctas I1/IH, moayiexkaux obpaboTke, neiicTBus (oreparnyu), coBepiiaembie ¢ TT/IH.

0) TI'paxgaHWH WM HOPUAUYECKOe JWI0, OCYIIeCTBISIOMIME esTeTbHOCTh TI0
9KCITyaTalii MH(QOPMALIMOHHON CUCTEMBI, B TOM 4uc/ie 10 00paboTke MH(MOPMaLUH,
copiepsKaiijeiicsi B ee 6a3ax JaHHBIX.

OO6paboTKa repcoHabHbIX JaHHbBIX:

a) He momyckaetcs 6e3 cormacusi CyObeKTa epCoHaIbHBIX JaHHBIX.

0) Jlo/mKHA OrpaHUYMBATHCS [JOCTHDKEHHEM KOHKDETHBIX, 3apaHee Ompe/le/IeHHbIX U
3aKOHHBIX L|eJIel.



10.

11.

12.

13.

14.

15.

16.

B) He pomyckaeTrcss B ciaydasix HECOBMECTHMBIX C IiefisiMd cOopa TepCoHaTbHBIX
JAHHBIX.

r) [lo/pKHA OCYILLeCTBIIATLCS HA 3aKOHHOUW Y CTIpaBe/j/IMBOX OCHOBE.

OO6paboTKa repcoHabHbIX JJaHHBIX J0IYCKAeTCs:

a) C coryacusi cyObeKTa MepCcOHabHBIX JaHHBIX Ha 00pabOTKy ero repcoHasbHbBIX
JAHHBIX.

0) B ciyuasix, ecsi oHa He0OXo/iMMa JI71st UCTIOJTHeHUsT Cy1eOHOro aKTa.

B) B ciywasx, eci oHa HeoOXoAuMa /il OCYIIECTBJIEHUs] MPOGeCCHOHATbHON
JleAITeJTbHOCTU JKypHa/iucTa YU (WIA) 3aKOHHOM [1eATe/TbHOCTU CpeACTBa MacCOBOU
vH(popMaLu.

r) B cnywasx, ecim Befercsi oOpaboTKa TepCOHANbHBIX [AHHBIX, TOZJIEKAIUX
Omny0JIMKOBaHUIO B COOTBETCTBUM C 3aKOHO/IaTeIbCTBOM Poccutickoli dezeparyu.

KTo HeceT OTBETCTBEHHOCTb 3a JEWCTBUS FOPHIUUECKOTO /ML, KOTOPOMY IOpyuYeHa
00paboTKa TepcoHa/IbHBIX [JaHHBIX, Tlepe/] CYyObeKTOM MepCOHAIBHBIX JAHHBIX?

a) Oneparop.

6) FOpuanueckoe /i1ij0, KOTOPOMY TIOPYUH/IN 00paboTKY.

B) Hukro.

r) PockomHaz3op.

B nopyuenny 06paboTKH 10/DKHBI OBITE 00sI3aTe/IbHO OTpeZiesieHbl M YKa3aHbI:

a) llem 06paboTKM repcoHanbHBIX JaHHBIX.

6) CyObekTbl TIepCOHANBHBIX [AHHBIX, UbH TIepCOHA/bHbIE JaHHble OyayT
00pabaThIBaThCs TI0 TIOPYYEHHIO.

B) TpeboBanus K 3aiure 0OpabaTbIBaeMbIX ME€PCOHANTBHBIX JaHHbIX.

r) CpeactBa 3aunmrThl HWH(OpPMALMK, KOTOpble HEOOXOJUMO  TIPUMEHSTH
I0pUANYECKOMY JIULTY, KOTOPOMY TTOpy4yeHa 00paboTKa repCcoHaIbHBIX JaHHbIX.

Ha kKoM sieXxutr 00513aHHOCTb TIO [[0KA3aTe/JbCTBY TOJIyYeHHUs] COTJIacusi OT CyObekTa
TIepCOHA/TBHBIX /IJaHHBIX ?

a) Ha PockomHaz3ope.

6) Ha ropurueckom muije, KOTOPOMY TIOPYy4YH/IA 00pabOTKY.

B) Hu Ha Kom.

r) Ha omnepatope.

Coryiacue cyObeKTa IepCOHa/IbHBIX JJAHHBIX JO/DKHO BK/TFOYATh:

a) IlacriopTHbie faHHbIe CyOBeKTa MEpPCOHA/NBHBIX JAaHHBIX WM €ro 3aKOHHOTO
TIPe/ICTaBUTEJISI.

0) KoHTakTHBIe [aHHBIE JWIja, OTBETCTBEHHOTO 3a OpraHW3anui0 00paboTKH
TIepCOHA/TBHBIX JIaHHBIX.

B) Azipec omneparopa.

r) ®amuiuu, WMeHa M OTUecTBa (DU3UUECKUX JIMll, KOTOpbIE OCYILECTBJISIOT
00paboTKy repcoHaNbHBIX JaHHBIX TI0 TIOPYUeHHIO OTlepaTopa.

B ciiyuae cmeptu cyObeKTa repCOHaIbHBIX JAHHBIX:

a) Ilonyuath cormacue Ha 00pabOTKy ero MepcoOHa/NbHBIX AAHHBIX TpebyeTcs y
HaC/IeJHUKOB CyObeKTa TIepCOHAIbHBIX JJAHHBIX.

6) IMosmyuaTh corsacie Ha 00pabOTKy ero MepCOHA/NbHBIX AAHHBIX TpeOyeTcs y
Pockomuazzopa.

B) [Tosyuats cornacrie Ha 06pabOTKyY ero repcoHabHBIX JaHHBIX He TpeOyeTcs.

K crierpiaibHbIM KaTeropusiM MepCOHaIbHBIX JJAHHBIX OTHOCSITCS:

a) CBefleHus1, KacaroLMecs: paCoOBOU MPUHA/JIE)KHOCTH.

0) CBeieHus1, KacaroIUecst TPaXKIaHCTBa.

B) CBeJieHus], KaCaroLrecs TIOIMTUYeCKHX B3TJISZIOB.

r) CBe/ieHus1, KacaroIyecst THBAJTUHOCTH.

C Touku 3peHus (eepanbHOro 3akoHa «O MepCoHaNbHBIX JAHHBIX» K OHOMETPUUYECKHUM
TIepCOHA/TbHBIM ZIAHHBIM OTHOCSITCSI:



17.

18.

19.

20.

21.

22.

a) Bce cBezieHusi, KOTOpble XapaKTepU3YIOT (HU3UOJOTHUECKHe W OHOJIorHuecKue
0Cc00EHHOCTH Ye/IoBeKa, Ha OCHOBAHUM KOTOPBIX MOYKHO YCTaHOBUTh €T0 JIMUHOCTb.

06) CaeneHus, KOTOpble BHOCATCS B 0a3y OHMOMETpPUYECKMX MJAHHBIX TpaKJaH
Poccutickoii @egeparym.

B) Bce cBefjeHMsI, KOTOpble XapaKTepHU3YIOT (hH3MO0/IOTHUECKHe W OHOoJIorHuecKue
0Cc00EHHOCTH YesloBeKa, Ha OCHOBAaHWM KOTODBIX MOXKHO YCTaHOBUTb €r0 JIMYHOCThb, U
KOTOPbIe UCTIO/B3YIOTCS /ISl YCTAHOBJIEHUS €0 TMUHOCTH.

Kro 00si3aH ybeguThCsi B TOM, UTO WHOCTPAHHBIM T'OCYJAPCTBOM, Ha TEPPUTOPHIO
KOTOPOTO  OCYIIeCTBJISIETCA  Tepefiaua TIepCOHA/NbHBIX — JIaHHBIX, 0becrieunBaeTcst
a/leKBaTHas 3all[UTa MpaB CyObeKTOB MepCOHATBHBIX JaHHBIX ?

a) Oneparop.

6) FOpuanueckoe /i1ij0, KOTOPOMY TIOPYUYH/IN 00paboTKY.

B) Hukro.

r) PockomHaz3op.

CyOBeKT mepcoHa/IbHBIX IaHHBIX UMEET MPaBO Ha ToyUYeHre Ciefyroleli nHhopMaly,
Kacarolieiicsi 06paboTKu ero repcoHaabHBIX JaHHBIX:

a) [TpaBoBBIe OCHOBaHUS U 1ie/I 00PabOTKM TTepCOHABHBIX JAHHBIX.

0) [ToumeHHBIN TIepeueHb COTPYAHUKOB OrepaTopa, KOTOpble UMEIOT JOCTYM K €ro
TIepCOHABHBIM JIJaHHBIM.

B) CsezeHusi 00 OCYI[eCTBJIEHHOM WM O TMpeAroaraeMoi TpaHCTPAaHUUHOM
riepeziaue JaHHBIX.

r) CBe/ieHUs1 0 IPUMEHSIEMBIX OTIepaTOPOM CPe/ICTBAX 3allUThl MH(OpMAaLWH.

[TpaBo rpaxkJaHWHAa Ha ToJyueHWe WH(OPMAIUK, Kacarormielcss 00paboTku ero
TIepCOHAJTBHBIX /JaHHBIX, MOXKET ObITh OrPaHUYEHO:

a) Ha ocHoBaHuM 3asiB/ieHHsI pyTroro CyObeKTa repCoHaIbHbBIX JAHHBIX.

6) B cnyuyasx, ecii 06paboTKa rMepcoHanbHBIX JJaHHBIX OCYILeCTB/SETCS B CIydasx,
NpeAyCMOTPEHHBIX 3aKOHOJaTenbCcTBOM Poccuiickor defepalid O TPaHCIOPTHOM
6e30macHOCTH.

B) B cnyuasx, eci oOpaboTKa TepCOHaNIbHBIX JAHHBIX OCYILECTBJISIETCS B IIEJISX
000pOHBI CTpaHbl, 6e30MACHOCTH TOCYAAPCTBA U OXPaHbI MPABOMOPSAKA.

r) B cnyuasx, eciii o0paboTKa TMepCOHABHBIX IaHHBIX OCYIIECTBIISIETCS B PaMKax
3aKOHHOWU /IesITe/TIbHOCTH CPeJICTBa MaCcCOBOW UH(OpPMaLIUH.

KoHTponk ¥ Hag30p 3a BBIOJIHEHWEM Mep 10 obecrieueHuro 6e30macHOCTH
TIepCOHA/IBHBIX JAaHHBIX OCYIIECTB/IsIeT (OCYILECTBISIIOT):

a) MunkomcBs3u Poccum.

6) PockomHaz30p.

B) ®CBb Poccum.

r) ®CT3K Poccum.

Kakoii oprad rocyapcTBeHHOW BIaCTH MMEET MPaBO 03HAKOMJIEHHS C MePCOHA/TLHBIMU
JAHHBIMU TIPY OCYIIIeCTB/IEHUH KOHTPOJIBHBIX U TIPOBEPOYHBIX MEPOTIPUSTHIA?

a) ®Cb Poccun.

6) PockomHaz30p.

B) ®CTOK Poccum.

Jlvija, BUHOBHBIE B HAPYIIIEHUM TIOJIOKEHUH 3aKOHO/aTenbcTBa Poccuiickoit depeparum
B 00/1aCTH TE€PCOHAIBHBIX [JaHHBIX MPU 00pabOoTKe MepCOHaNbHBIX [JaHHBIX pabOTHHKA,
MOTYT OBITh TIPHUBJIEYEHBI:

a) K yrosioBHOM OTBETCTBEHHOCTH.

0) K gucuuninHapHoOl OTBETCTBEHHOCTH.

B) K afMUHHCTPaTUBHOM OTBETCTBEHHOCTH.

r) K MaTepraibHOM OTBETCTBEHHOCTH.



Tect nmo Teme 1.3 OpraHu3anMoOHHbIE 0OCHOBBI 00ecneueHns1 HHGOPMaLHOHHOM
0e3omacHoCTH

1. Pacriosio)kuTe B TpaBW/ILHOM TIOpsiike 3Taribl paboT 1o obecrieueHUto 0Ge30MacHOCTH
VMH(pOopMaLyu.
1) OueHka cooTBeTCTBHUS 00BeKTa HHGMOPMaTH3aL[HH.
2) BrisiByieHMe U aHanu3 WH(GOPMALIMOHHBIX aKTUBOB.
3) ITpoekTrpoBaHue (pa3paboTKa) CUCTEMBI 3aIIUTHI HHPOPMAaIUH.
4) dopmupoBaHue TpeOOBaHMH K 3a1{uTe HH(HOPMALIMH.
5) BHespeHue cucTeMbl 3alUThl UH(QOPMALUU.
6) JKcrTyaTalys CUCTeMbl 3alUThl MHGOpMAaLUK.

a) 1) 2) 3)4)5) 6).
6)4)2)3)5)1)6).
B) 2)4) 3) 5) 6) 1).
r)2)4)3)5) 1) 6).

2. Tlycte He 00e3/MUeHHbBIE TIepPCOHA/bHBIE JAHHbIE O COCTOSTHUM 3/I0POBBSI BCEX TPaXKAaH
fIpocnaBckoii obnactu obpabarbiBaroTcsi B MHPOPMAIIMOHHOM CHCTeMe, AJisi KOTOpPOM
aKTyaJibHbl YIPO3bl CBSI3aHHbIE C SKCIUlyaTalliel ysi3BUMOCTel B TMPUK/IaHOM, HO He B
CUCTEeMHOM TporpaMMHOM obecrieueHUH. Kakoil ypoBeHb 3all[UILIeHHOCTH JI0/DKeH ObITh
YCTAHOBJIEH [I/1s1 TAKUX TIePCOHA/IbHBIX JaHHbBIX?

a) Y31.
0) ¥32.
B) ¥33.
r) ¥Y34.

3. Ilyctb He obe3ueHHbIe TIepCOHA/IbHBIE aHHBIEe B TOM umciie ¢otorpadus COTPYAHUKOB
Hebosbioro (mo 10 000 cOTpyJHWMKOB) TpeAnpusATHs 00pabaThIBAlOTCS B CUCTEME
KOHTPOJISI ¥ yIpaBJieHusl JOCTYTIOM, ZJisi KOTOPOW aKTya/ibHbl YIpO3bl He CBsi3aHHbIE C
SKCIUTyaTaryeld ysI3BUMOCTeH B MPUKJIAZHOM M CUCTEMHOM TPOrPaMMHOM 00ecIieueHnH .
Kakoii ypoBeHb 3all[UILIeHHOCTH [O/DKeH ObITh YCTaHOBJIEH [JIsi TaKUX TepPCOHA/IbHBIX
JlaHHBIX?

a) Y31.
0) ¥32.
B) ¥33.
r) ¥Y34.
4. BHelllHMe HapyLIUTeIU peanu3yioT yTPo3bl:
a) VI3 BHemHUX ceTeli CBSI3U 0OIIETO MO/Tb30BaHUs.
6) HerocpencTBeHHO B MH(POPMAL[MOHHBIX CHCTEMaX.
B) /I3 ceTet Me>XyHapOAHOTO MHPOPMAIIMOHHOTO 0OMeHa.
r) Haxozsick B rpejiesiax KOHTPOJIUPYEMOii 30HBI.
5. [lpumepamMy BHEIIHUX HapyLIWUTeeil MOTYT SIBASITbCS:
a) ITosb3oBarteny HHMOPMAaIMOHHOW CUCTEMBI.
6) KoHKypupytolirie OpraHr3alji.
B) HejoGpocoBecTHbIe rapTHepPHI.
r) O6C/TY)KMBAOIIMI TIEPCOHAT OPTraHU3aLUH.
6. IlprMepaMy BHYTPeHHUX HapyLIUTeel MOTYT SIBJSITbCS:
a) AZAMUHUCTPATOPBI 6€30MacHOCTH UH(POPMAI[UOHHBIX CUCTEM.
6) CropoHHMe pu3rUeckue JuIia.
B) JIura, obecrieurBaroIyie COMPOBOYKI€HHE ITPOrPaMMHOT0 00ecIieueHusl.
r) KpyMuHaibHbIe CTPYKTYDBI.
7. K 00BeKTUBHBIM yrpo3aM OTHOCSITCSI:
a) Ommbku 06C/Ty)KMBarOILero rmepcoHaia.
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10.

11.

12.

13.

0) HedekTbl, cOOM U OTKa3bl, aBapUX TEXHUUECKUX CPEJICTB U CHUCTEM OOBLEKTOB
vH(pOpMaTH3aLuK, a TaK ke cucTeM obecrnieueHust 06EKTOB HHPOPMATH3ALUH.

B) [Ipupo/iHbIe SIB/IeHNS], CTUXUHBIE O€/ICTBUSI.

r) ®aKTOpBI COLMATBHO-TIOJIMTUUECKOTO XapaKTepa.

Yrpo3bl yTeuky MH(QOPMaLK BO3MOXKHBI ITOCPe/|CTBOM:

a) Bo3zelicTBUS TIpOrpaMMHBIMU Cpe/ICTBaMH B KOMILIEKCe C TpeJHaMepeHHbIM
CWIOBBIM 3/IeKTPOMarHUTHbIM BO3/leliICTBUEM.

6) [Tepesaun HbOpPMALIMK TI0 OTKPBITHIM KaHa/laM CBSI3H.

B) [TogkmroueHNs K TEXHUUECKUM CPe/ICTBaM U cMcTeMaM 00beKTa MH(OpPMaTH3aLvH.

r) O6paboTky nHMoOpMaIK Ha He3alUILeHHbIX TeXHUYeCKUX Cpe/icTBaX 00paboTku
VH(pOpMaLuK.

YTpo3bl HeCaHKIJMOHMPOBAHHOTO /IOCTYTa K MH(POPMaLIMK, peannu3yrTcs MyTeM:

a) KonupoBanus nH(popmarum Ha He3aperucTprYpoBaHHbI HOCUTeb WH(OPMaLUH.

6) XuiieHust HOCKTeJIs 3allyIjaeMou UH(GOpMaLIUH.

B) Ucronb3oBaHWs  MpOrpaMMHOTO  OOecrieueHWss  TeXHHUECKHMX  CPeZCTB
MH(POPMAaLIMOHHOW CHUCTeMBI, Yepe3 MpUMeHeHHe BpeJOHOCHOT0 TIPOrPaMMHOI0 KOJIa.

r) CUIOBOTrO 3/1eKTPOMAarHUTHOTO BO3ZEWCTBUS IO MPOBOJHBIM JIMHUSIM CBSI3U Ha
TIOPTHI BBO/]a-BbIBO/]a CUT'HAJIOB U TIOPTHI CBSI3U.

Kakue cpefctBa 3ammrhl MHGOpMaryd OOBIYHO TIPUMEHSIIOTCS AJisi  00ecrieueHust
6e3omacHocTy MHpOpMaLrK, obpabaThiBaeMoi Ha aBTOHOMHBIX KOMITbIOTEPaX:

a) CpezicTBa 3aLUThl MH(OPMaLMU OT HECAHKLIMOHUPOBAHHOTO JJOCTYTIA.

6) MesxceTeBble SKpaHbI.

B) CpezcTBa Kpunrorpaduueckoy 3aliyThl THPOPMaLMK.

r) CpeAicTBa aHTUBHMPYCHOM 3alLIUTHI.

1) Cucrembl 0OHapy KeHUsI BTOP)KEHHH.

Kakve cpeactBa 3auutbl MH(OpMALMM T03BOJISIIOT — 0bOecrieunTh 6e30MacHOCTh
vHpopMalLMy, TiepeflaBaeMOM [0 KaHajaM CBfI3d, BBIXOJSAIIMM 3a Tpefiesbl
KOHTPOJIMPYEMOM 30HBbI:

a) CpezcTBa 3aLUThl MH(OPMaLMU OT HECAHKLIMOHUPOBAHHOTO [JOCTYTIA.

6) MesxceTeBble SKpaHbI.

B) CpezcTBa Kpunrorpaduueckoi 3aliyThbl THPOPMaLKK.

r) CrcTeMbl 0OHapy>KeHHsI BTOP)KeHHIA.

Kakoi1 BMj cpeAcTB 3amuThl HMHGOpPMAaLMK T03BOJsSeT KOHTPOIMPOBaTh pas/MuHble
KaHaJsibl repejjaur MHPOPMaLMK: 37IeKTPOHHYIO MOUTY, MeCeH/PKepbl, CheMHble HOCUTeJH
MH(popmauuu?

a) IPS.

6) DLP.

B) IDS.

r) CSP.

ATTecraiys 06beKToB MHGOpPMATHU3aLIMU — 3TO:

a) [lokyMeHTa/lbHOE YZOCTOBEpeHre COOTBETCTBUS MPOAYKLIWU WM WHBIX 0OBEKTOB,
TIPOLIECCOB  TIPOEKTHPOBAHUs], TIPOM3BO/ICTBA, CTPOUTENBCTBA, MOHTaXa, HaslafKH,
SKCIUTyaTaljuy, XpaHeHusl, TIepeBO3KY, pean3aljii M yTUIN3aluy, BbIMOTHEHUsT paboT
WIA OKa3aHWUs yCIyr TpeOOBaHUSM TeXHUUECKWX PperjaMeHTOB, I0JIO)KeHUsM
CTaHZApTOB, CBOJOB MPaBU/I U/ YCJIOBUSIM JIOTOBOPOB.

6) TIpsiMoe mIM KOCBeHHOe oripe/iesieHre CO0/Tio/ieHusT TpeOOBaHUM, MpebsIB/IsIeMbIX
K OOBEKTY 3all[UThI.

B) OdurmanbHOe Tpr3HaHWe KOMITeTEHTHOCTH (M3WUeCKOTO WK FOpPUJUUeCcKOro
JIALIA BBITIO/THATL PabOTHI B OMIpe/ie/ieHHOW 00J1acTy.

r) Komriziekc opraHu3aljMOHHO-TeXHUUECKUX MepOTpUSTHI, B pe3yJbTaTe KOTOPBIX
TIOCPe/ICTBOM CTeLMa/IbHOTO /IOKYMeHTa TOATBEPIK/IAeTcsi, UTO OOBEKT COOTBETCTBYET



14.

15.

16.

TpeOOBaHUSIM CTAHZAPTOB WM WHBIX HOPMATUBHO-TEXHHUUECKUX JIOKYMEHTOB TIO
6e3omacHOCTH MH(pOPMaLWK.
Kakoii 1oKyMeHT fjaeT mpaBo 006paboTKK WH(OpMAI[MM C yKa3aHHbBIM B HEM YPOBHEM
KOH(UIeHIIMa/IbHOCTH ?

1) JIvueH3usl.

2) ATTecTaT aKKpeAUTaLMH.

3) Cepruduxkar.

4) ATTectat COOTBETCTBHUSI.
Ha Hacrosiuii MOMEHT CpDOK JeWCTBUsI aTTecTaTa COOTBETCTBUSI MH(OPMALIMOHHOMU
cucTeMbl, B KOTOpPOi 0OpabaTbiBaeTcst KOH(UAeHI[Ma/lbHasi MHPOpMaLus, B cydae, ecyii
B XO/le ee KCI/IyaTalluM, B Hee He BHOCSTCS CyllleCTBeHHbIe U3MEeHEeHUs1, COCTaBJIsSIeT:

a) 3 roja.

0) 5 ner.

B) Bech cpok 3kcrutyaTaljuy WH(OPMal[MOHHOW CUCTEMBI.
TecTupoBaHWe Ha NPOHUKHOBEHHUE — 3TO CKOpee:

a) AHanu3 ysI3BUMOCTel HH(POPMaI[MOHHOW CUCTEMBI.

0) VcnpiTaHus CHUCTeMBI 3alUThl WH(GOPMALIMK TIyTEM OCYI[ECTBJIEHUS TIOTBITOK
HeCaHKIJMOHUPOBAHHOTO JJOCTYyTIA (BO3/1eliCTBUSI) K MH(OPMAaILIMOHHOM CcHcTeMe.

Tect no Teme 2.1 ApxuTeKTypa KOMIbIOTEpa

3a HemoCpe/ICTBEHHOE BBITIOJIHEHME OTlepaljvy B [POLieccope OTBeyaeT:
a) Apu(dMeTHKO-7I0rnYecKoe yCTPOMCTBO.
6) Ka1i-rmamsre.
B) biok yrnipaBnenusi.
r) Peructpsl.
Ucnonb3ys 10 OuT ajia afgpecaniv siueek IMaMsiTd pa3mMepoM 1 0aliT, MbI CMOXXeM
obecrieunTs ajipecaliyio cyiefyromiero oobemMa rnamsTu:
a) 10 GatiT.
6) 80 Oaiir.
B) 1024 Gaiir.
r) 1024 6urT.
PacriosioxuTe B ropsiike yBesueHust 00beMa ramsiTy.
a) Ctpanuiia.
0) bur.
B) CnoBo.
r) bank.
1) fAuelika.
Pacrioyio)kute BUbI TaMSTH B TIOPsiAIKE YBeJTMUEHUH CKOPOCTH PabOTHI.
a) Peructpsl npouieccopa.
6) TBepAOTeTbHBIE HAKOTIUTETH.
B) OcHOBHas (orepaTvBHasi) NaMsTh.
r) OnTrueckue IUCKU.
1) MaruuTHble )XeCTKHe JUCKU.
e) Ksm-namsrs.
Kakast KoHLernusi 0ObIYHO peasu3yeTcsi B MPOLIeCCOPAX BUE0KapT?
a) MHOXeCTBeHHbIV NTOTOK KOMaH/l, MHO)KeCTBEHHBIV MOTOK aHHbIX.
6) OIMHOYHBIM MOTOK KOMaH/], MHO>KeCTBEHHBII MOTOK /IaHHbIX.
B) MHO>XeCTBEeHHBIM MOTOK KOMaH/l, OIMHOYHbIW MMOTOK JaHHBIX.
r) OgMHOYHBIM TTOTOK KOMaH/l, OIMHOYHBIN MMOTOK /JaHHbBIX.
[1151 COBpeMeHHBIX MarHUTHBIX )KECTKUX JJUCKOB XapaKTepHO:
a) bosbias cTOMMOCTE MO OTHOLLIEHHIO K TBEPZAOTEeIbHbIM HAKOMUTEJISIM.

2



10.

11.

12.

13.

14.

6) ITocTerieHHOE M3HAIIMBaHNE TPAH3WUCTOPOB.

B) HanMumne MexaHMUeCKUX 3/1eMEHTOB.

r) PacrionoxxeHre KOHTpoJI/Iepa Ha MaTepUHCKOU I1j1aTe.

1) Bonbimii 06beM ramsiTi 1o CPaBHEHUIO C TBeP/0TeTbHBIMU HaKOTUTEJISIMU.
Kakass mmHa Hanbosiee pacripocTpaHeHa Ha TeKYLU[MA MOMEHT B TepCOHA/bHbBIX
KOMITbIOTepax:

a) ISA.

6) PCI.

B) PCI Express.

r) SCSIL.

ITycTe TakTOBAs YacTOTA LIMHBI KOMITbIOTepa cocTas/sgeT 5 ['T'L. 3a ofWH TakT MO LIXHe
MO>KHO riepeZiaThb 16 6uT. OLleHHUTe CKOPOCTh Tepejaur UH(OpMaLUH 110 HIuHe?

a) 80 Merabur B ceKyHZY.

6) 10 I'urabaiiT B cCeKyHay.

B) 80 I'urabaiit B ceKyHzY.

r) 21 I'vurabaiit B CeKyHAy.

1711 IpOeKIIMOHHO-eMKOCTHBIX CeHCOPHBIX 5KPaHOB XapaKTepHO:

a) Bbicokasi CKOpOCTb OTK/IMKa NIPU KaCaHWH.

6) Bo3MO)XHOCTB yIipaB/ieHUs pa3/TIMUHBIMH YCTPONCTBAMU.

B) ITognep>xkka multi-touch.

r) HeBo3MO)XHOCTb Ompe/iesieHus1 CUJTbl Ha)KaTHSl.

) TIpobnema «aBOEHMsT».

DrieMeHTaMU >KUJKOKPUCTA/UTMYECKOTO0 MOHUTOPA SIB/ISIFOTCS:

a) JlyueBasi TpyOKa.

0) McTrouHuK cBeTa.

B) JKK-maTpurja.

r) [13C-matpuua.

1) DNeKTpo/ibl.

Kakoii 3/1eMeHT NprUHTepa OTBeuaeT 3a (PUKCaL[|i0 ToHepa Ha Oymare:

a) doroBarn.

6) TepmoBar.

B) Ponuk nepeHoca.

r) Ban nogaun ToHepa.

Ha3HnaueHueMm j1a3epa B LIBETHOM TPUHTEDE SIBJISIETCS:

a) Hanecenue ToHepa Ha ¢oToBar.

0) ®uKcalus ToHepa Ha Oymare.

B) YJa/sieHue HeCyLIUX 3apsi/, 371eMeHTOB € ¢poToBasa.

r) [Togaua Gymaru B IpUHTED.

OnemMeHTaMu LM(POBOI BeO-KaMephl SBISIOTCS:

a) doTomnieHKa.

6) O6BeKTHB.

B) [13C-matpuuia.

r) ®ukc-hokyc

1) Ilpoueccop.

1711 KOH/JeHCaTOPHBIX MUKPO(OHOB XapaKTepHO:

a) Cyiabasi UyBCTBUTE/ILHOCTb.

6) YCTOMUMBOCTD K y/japam.

B) BbiCcOKasi UyBCTBUTE/IbHOCTb.

r) 3aBUCUMOCTB OT ITapaMeTPOB OKPY’Kalollel cpefibl (TeMIiepaTypsl, BIaKHOCTH).

1) I[IpumeHeHMe B CTyIMsIX 3BYKO3aIlMCH.

Tect no Teme 3.1 BBejjeHne B nH(popManoHHYI0 6€3011aCHOCTH ONEePaLlOHHBIX CHCTEM
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[Tycts B OC peanu3oBaHO AMCKPELIMOHHOEe yTpaBjieHWe [JOCTYIIOM CO C/Ie[YHLIUMHU
npaBaMu: uTeHue(r), 3anvch(w) U ucrnonHeHue(x). IlpucyrcTByeT ¢aiin npunoxeHUs
«KanbkynsiTop.exe» €O creAyrwolUM CrdckoM pgoctymna: (Ammca: rwx), (bopuc: rx).
BribepuTe npaBUIbHBIE YTBEPK/EHMUS:

a) Anrca MOXeT 3aIyCTUThb NpuioKeHHe «KanbKynsaTop.exe».

6) Bopuic He MOXKeT 3aryCTUTh TIpUIoKeHre «KanbKyisiTop.exe».

B) A/rica He MOXKeT U3MEeHUTH Coflep>kuMoe (atina «KanbKynsarop.exe».

r) Bopuc MoxxeT n3MeHUTH cofiep>kuMoe (aiinia «KanbKyasTop.exe».

[Tycts B OC peanv3oBaHO IPyNroBoe yrpaB/ieHWe JOCTYIIOM CO CAeyHOLIMMU MpaBaMu:
yreHue(r), 3anuch(w) u ucnonHenue(x). IlpucyrctByer caiin «HaknagHas.docx» co
cnepyrouM cnuckom pocrtyna: (byxranrepsi: rw), (Kypwepbl: 1), (Anuca: rw). B
cucTeMe 3aJaHbl pOJM, B KOTOpble BK/IHOUEHbl COOTBETCTBYIOLME T0/b30BaTesu:
(Byxrantepsr: Bopuc, Tamuna), (Kypbeprl: Bukrop). Bribepute mpaBu/ibHbIe
YTBepXK/eHUS:

a) bopuc He MoxxeT u3MeHUTh cofepxuMoe (aiina «HaknagHas.docx».

0) l'anmvHa MOXXeT unTaTh CcoziepkuMoe Qaiiia «HakmnagHas.docx».

B) BUKTOp MOXXeT u3MeHHUTh cofiep>kuMoe Qaiina «HaknagHas.docx».

r) BukTop mMoxeT uuTath cosepxxumoe daiina «HakmnagHas.docx».

1) Asnvica MOXKeT U3MeHUTH cofiep>kumMoe ¢aiina «HaknagHas.docx».

[Tycte B OC peanu3oBaHO MaHZATHOe yIpaBjeHHWe [JOCTyroM. [IpucyTcTByer aiin
«log.txt» ¢ ypoBHeM cekpeTHocTH 1. IlpucyTCTBYIOT mosib30BaTenu Ajmca C ypOBHEM
pomycka 1, Bopuc ¢ ypoBHeM fomycka 2 U Buktop ¢ ypoBHeMm pomycka 0. Beibepure
TIpaBU/IbHbIE YTBEPKJEHUS:

a) BukTop MokeT u3MeHUTh cofiepkumoe atbina «log.txt».

6) BukTop MOXXeT unTaTh cofiepkumoe (aiina «log.txt».

B) AJ/lica MOKeT U3MeHUTh cofiepkumoe (aiina «log.txt».

r) Anvca MoOXXeT YUTaTh cofilep>kuMoe Qaiina «log.txt».

1) Bopuc moxeT usmeHUTh cofiep>kumoe daiina «log.txt».

e) bopuc moxet untath cosepxumoe ¢arina «log.txt».

[Tycts B OC peanu3oBaHa Mofienb LesioctHOCTH buba. TIpucyrcrByer daiin «log.txt» ¢
ypoBHeM LieiocTHOCTH 1. [IpucyTCTBYIOT Mosib30BaTenn Auca ¢ ypoBHEM LIeJIOCTHOCTH
1, Bopuc c ypoBHeM 1jesioctHOCTH 2 ¥ Bukrtop ¢ ypoBHeM nenoctHoct 0. Bribepure
TIpaBU/IbHbIE YTBEP)KJEHUS:

a) BukTop MokeT u3MeHUTh cofiepkumoe atina «log.txt».

0) Amica MOXKeT U3MeHUTh Cojiep>kuMoe (aiina «log.txt».

B) Bopuc MoskeT uameHuTh cofiepxkumoe (atina «log.txt».

r) Bce Tpoe MoryT uuTtath cofep>kxumoe aiisia «log.txt».

Bribepute npaBUIbHBIE YTBEPXK/EHUS O ayTeHTH (UKL B coBpeMeHHbIX OC:

a) [Taposu mosib30BaTesss XpaHATCS Ha JUCKe, HA KOTOPOM YCTaHOBJ/IeHa CUCTEMa, B
NepBOHauYaJbHOM BU/E.

6) OtasoHHbIe 3HayeHHUsi, HeoOXOAWMble [7IsI TIPOXOXKJEHUs OroMeTpHUUecKOu
ayTeHTU(UKal[uM, XpaHATCS B CHUCTEMe B HEJO0CTaTOYHOM [yi BOCCTAHOBJ/IEHUS
M3HayvabHbIX OMOMeTPUUeCKUX JaHHBIX 0ObeMe.

B) TokeH ¢u3nUecKM W3rOTOB/IEH TakKuM 00pa3oM, UTO CUMTHIBAHHWE C HEro
3aKPBITOTO K/It0Ua sIB/ISIeTCSI HEBO3MOXXHOU WUJTH ZIOPOTOCTOSIIIeN orepaijuei.

r) Jns ayTeHTUGHUKALMKU C TIOMOLbI0 TOKEHAa B CHUCTEMe [I0/DKeH MPUCYTCTBOBATb
OTKPBITBIN K/TH0Y [10/1b30BaTe/Isl, COOTBETCTBYIOIUM 3aKPbITOMY K/IFOUY Ha ero TOKeHe.
Yro He BXOAUT B MeTa/laHHbIEe (haiisia (BbIOepUTE OZMH BapyUaHT)?

a) Bpewmsi co3ganus daiina.

6) Aapec KOpHEBOM JUPEKTOPHUH.

B) Bpems mogudukanmu ¢arina.
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r) AZipeca K/1acTepoB COZep>XKUMOro (haiimos.

1) Vudopmarya o Bnagenslie aiina.

Bribepute BepHbIe yTBEPKAEHHS O YTIPaB/IeHNH MMaMsThI0 B coBpeMeHHBIX OC:

a) CoBpemeHHble OC MCI0/1b3YIOT BUPTYaIbHYIO MaMsTh.

6) CoBpemennble OC He 3alUIIAIOT TIAMSTh OJHUX TPOLIECCOB OT UTEHUS JPYTHMU
IIpOL[eCCaMH.

B) CoBpemeHHble OC pa3zienisitoT 00IIy 0 TTaMsSTh MEX/Y MPOL[eCCaMH, YaCTO B TaKOU
TaMSITH HAaXOAATCsI OMOTMOTEKH.

r) CoBpemeHHble OC HUKOI/Ia He BBIFPY’KarOT YaCTH OMEePaTUBHOW MaMSTH Ha JUCK
BO BpeMmsi paboThI.

) B coBpemennbix OC mamsiTh pa30uTa Ha MajieHbKHe (parMeHThl, Ha3bIBaeMble
CTpaHULIAMHU.

Bribepute BepHbIe yTBEPK/A€HUS O TIAHUPOBIIVKE:

a) IlnaHvpoBLIMK BblJjenseT TMPOLIECCOPHOE BpeMsi KOPOTKUMU HWHTepBajiaMH,
Ha3bIBaeMbIM{ KBaHTaMHU.

6) B ciyuae wucrosHeHUsl TIPOLIECCOM WHCTPYKLMM, [Jis1 3aBeplLieHHs KOTOpPOM
TpeOyeTcsi AJIMTeNbHOE OXKW/IaHWe, TUIAHWPOBIIMK TIePeBO/IUT TPOLIeCC B COCTOSTHUE
«3ab/10KupoBaH» W He OyZieT BbIIeNSTh eMy TpPOLIeCCOpPHOe BpeMsl, MoKa COCTOsSIHHE He
CMEHUTCS Ha «TOTOB».

B) [lns paboThbl MIaHMPOBIIMKA TMPOLECCHl JO/DKHBI CaMU TiepefilaBaTh Ha HeEro
yrpaB/ieHue, TaK KaK KOMIbHOTepbl He rmpepoctasassror OC  mexaHusma  [yis
NepUOAYeCKOro rpepbiBaHus BbINIOJIHEHHUS [10/1b30BaTe/IbCKOr0 MpoLjecca.

r) B mylaHupoBaHuMM 1O NpHOpUTeETaM BCe IPOLIeCChI C pasHbIMM [PUOPUTETAMHU
T10/1y4aroT IIPUMEPHO OZIMHAKOBOE KOJIMUeCTBO BPEMEeHH.

Bribepute BepHOe yTBepskzeHHe (BbIOepUTe OMH BapUaHT):

a) OC peanu3oBaHa arnmnapaTrHO B IIpOLieccope.

6) OC peanv3oBaHa arapaTHO B MaTePHUHCKOM I/1aTe.

B) OC — mnporpammHoe obecrieueHre, KOTOpOe TIPeAOCTaBJIsieT TPUIOKEeHUSIM
pecypchl arnmapaTHOro obecrieueHusi KOMITbIOTEpa B BUZe YAOOHBIX aOCTpaKIuii, HO He
yTIpaBJIsSieT 3TUM arirapaTHbIM obecrieyeHueM.

r) OC - mporpamMmHOe obecrieueHre, KOTOPOe TIPeJOCTaB/sieT TPUTOKEHUIM
pecypchl anmapaTHOTO obecrieyeHHsi KOMIbIOTepa B BUJe YAOOHbIX abCTpakuuid u
yTIpaBJIsieT 3TUM arrapaTHbIM 0becrieyeHHeM.

Bribepute BepHOe yTBepsk/eHre (BbibepUTe OJJUH BapUaHT):

a) B OC kommbroTepa € OJHOSIZIEPHBIM TPOLIECCOPOM B KaXK/bli MOMEHT BpeMeHU
MoOyKeT paboTaTh TOILKO OJJVH TPOLiecC.

6) B OC xowmmbioTepa C OJHOS/IEPHBIM TIPOLIECCOPOM Y TIPOLIECCOB BCerza
TIPUCYTCTBYeT TOJILKO OJ\H ITOTOK.

B) B OC kommbroTepa C MHOTrOSIZIEPHBIM TIPOLIECCOPOM B KOHKDETHbIA MOMEHT
BpeMeHHU MOT'YT BbITIOJIHATCS HECKOJIBKO MTOTOKOB OZJHOT'O MpoL{ecca.

r) B OC komrmbroTepa ¢ MHOTOSIZIEPHBIM TTPOLIECCOPOM KOHKDETHBIW TPOLIeCC MOXKET
VICTI0/Ib30BaTh TOJIbKO OJHO PO IpoLieccopa.

Tect no Teme 3.2 HdopmanoHHas1 6e30MaCHOCTD OMEPAIHOHHBIX CHCTEM CeMeHCTBa

1.

Windows

Ha ocHoBe kakux aHHbIX cyobekra OC Windows nprHMMaeT perieHue o ZOoCTyTie?
a) XelI 3HaUeHKe TIapoJis M0/1b30BaTe/Is], 3alyCTUBLIEro MpoLiecc.
0) TokeH MepeBOTUIOIIEHHUS.
B) U genTtudukaTop mnpotecca.
r) TokeH focTyna.
1) bazoBblii mpuopureT nporjecca.



Ha ocHoBe kakux iaHHbIX 00bekTa OC Windows rprHIMaeT pelieHue 0 JOCTyTe?

a) [IpuBunerumu.

6) TokeH mocTyrma.

B) [leckpuritop 6e30macHOCTH.

r) CUCTeMHBIN CITUCOK YIIpaB/IeHUs JOCTYTIOM.

1) Criocob ayTeHTH(PUKALIMK TIO/Tb30BaTeIsl.

Kakue npumuTHBHBIE 1TpaBa 00bevHsieT B cebe mpaBo ureHnss OC Windows?

a) «Utenue arpubyToB 6€30MaCHOCTH».

0) «UTeHHe CUCTeMHBIX aTpUOYTOB», «UTeHWe aTpUudyTOB 6e30MacHOCTH.

B) «UTeHure JaHHBIX».

r) «YTeHWe CUCTEeMHBbIX aTpUOYTOB», «UTeHHe aTPUOYTOB 0€30MacCHOCTH», «UTEHHEe
JaHHBIX».

I) «UTeHWe CUCTEeMHBbIX aTpuOyTOB», «uTeHWe aTpUOYTOB 0e30MacHOCTU», «UTeHHe
JJAHHBIX», «BbITIOJIHEHUE (PaI/IOB» U «I1epexo/; B IUPEKTOPHIO».

Bribepute mipaBUIbHBIE YTBEP)KAEHUSI O MaH[aTHOU TonmnTHKe «He-3amuchiBaTh-BBepx»
OC Windows:

a) ObGecrieurBaeT CBOMCTBO LI€JIOCTHOCTH JJAHHBIX.

6) ObGecrieurBaeT CBOMCTBO KOH(PUIEHI[HATbHOCTH IaHHBIX.

B) Vcnonb3yeTcs B cUCTeMe TOBKO [/ 00beKTOB CeTeBBIX COKETOB.

r) HesisHo ucnons3yercs ass Bcex NTFS-gaitnos.

1) PasperiaeT JoCTym Ha 3aMych TOJBKO CyObeKTaM C YPOBHEM ILIeJIOCTHOCTH PaBHBIM
WM GOMBIIMM IO OTHOLLEHUIO K YPOBHIO 11eJIOCTHOCTU 0OBeKTa JJOCTyTIa.

Kakue u3 nepeuricienHbix npas OC Windows nipefiocTaB/isieT 10 YMOJTYaHUIO BIaZiesibLy
(aiina?

a) Yurare CCY/].

6) Yurars JCY /.

B) UuraTh coziep>xumoe daiina.

r) Uamensats JCY /.

1) Usmenste CCY /L.

e) M3aMeHsATH cogep>kumMoe (aiina.

Beibepere mpaBWIbHBIE YTBEP)KIAEHUs] OTHOCUTENILHO —aJrOpMTMa  OTpejeieHus
nipaBoMepHocTH goctyna OC Windows:

a) IlepBbiM pelcTBHMEM $IBJISIETCS TPOBEPKa COOTBETCTBUS [OCTYNa MaHJaTHOMU
TIOJINTHKE.

6) IIpoBepka COOTBETCTBHS [OCTYIlAa MaHJATHOMN TOJIMTHKE OCYILECTBIISIETCS TOCIe
aHanu3a 3armuceit JCY /1.

B) Eciu npu nocnenoBaresnsHOM aHanu3e 3anuceit [JCY /] oka3biBaeTcs, UTO OJIHO U3
3arpallvBaeMbIX [1paB 3ampeLaeTcs B TeKyLel 3arucH, TO JOCTYI 3anperiaeTcs.

r) Eum npu nocnepoBaTenbHOM aHanu3e 3anuvced [JCY/l paspeluaromiye mpaBa
TeKyllled 3amMci B CyMMe C paspellaloliMMM IIpaBaMM IpeJbIAyIIMX —3arnuced
nepeKpbII BCe 3arpallivBaeMble 1paBa, TO JOCTYII pa3pelaeTcs.

) Ecu B cickax ICY[] He 6b1710 3aripelijaroliyx 3arpallivBaeMbie TpaBa 3armced,
Y B TO >Ke BpeMsl BCe paspellarollye 3alicy He MepeKpbUId 3arpalliiBaeMble MpaBa, TO
[OCTYII 3ampeLiaeTcs.

Kakast mpuBunernss OC Windows mo3BoJisieT ydTath 000H (aiia BHe 3aBUCUMOCTH OT
3a/laHHBIX [1paB?

a) [IpuBunerus co3zpaHus pe3epBHbBIX KOIWM.

6) [IpuBuierust M3MeHeHUsi CUCTEMHOT'O BpEMeHH.

B) [IpuBHnerus 3aBepiueHust pabOTHI CHCTEMBI.

r) [IpuBuUerus yBenuuenusi pabouero Habopa.

1) TlpuBunerus co3panus (aiisia MoJKauKu.

Bribepure cyIHOCTH, He BXogsiiue B TokeH AocTyrna B OC Windows:
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a) SID nosib30Bareris.

6) ICY /] Bcex 0ObEKTOB CHCTEMBI.

B) SID-bI rpym.

r) CCY/l Bcex 00bEKTOB CHCTEMBI.

1) IlpuBuneruu.

9. Bribepute CyIHOCTH, BXOASILHe B JecKpUnTop 6e3onacHocTy 06bekta B OC Windows:

a) SID Bnazenbiia 00ObeKTa.

6) JJMCKpeLIMOHHBIN CTIMCOK YTIpaBJ/ieHUsI JOCTYTIOM.

B) CHcTemMHBbIV CIIMCOK YIIPaBJ/IeHUS JOCTYIIOM.

r) Cri1MCcOK TOKeHOB /I0CTYTIa MPOLIeCCOB, OCYIIIeCTBIISIOLMX AOCTYIT K 0ObEKTY.

[1) YpOBeHb LIeJIOCTHOCTH.

10. Kakue u3 TMyHKTOB TMpaBW/IbHO OINKCHIBAIOT (DUIBTPOBaHHBIM TOKEH JOCTyIa

agmuHucTparopa B OC Windows?

a) YpOBeHb L|e/IOCTHOCTH yCTaHAB/IMBAETCS CPeZHUM.

0) YpoBeHb 11eJI0CTHOCTH YCTaHAB/TUBAETCS BHICOKHM.

B) CMCOK MpUBWIETHUM, KOTOPbIe MOTYT TOMACTh B (PUILTPOBAHHBIA TOKEH, CHUTBHO
OrpaHuueH.

r) Ilpu ompezneneHun mnpaBoMepHOCTM JocTymna cpeau 3anucert JCY[ c SID
aIMIHHCTPATUBHBIX TPYII OYAYT yUTeHBI TOMBKO 3arlperiaroliye.

1) Crivcky MpUBWIeTUMA OJJUHAKOBBI B 00BIYHOM U (DHUIBTPOBAHHOM TOKEHe [J0CTYTIa
a/IMUHUCTpATopa.

Tect no Teme 3.2 UH(popmanmonHas 0e30MacHOCTh ONeParHOHHBIX CHCTEM CeMeHCTBa
Linux

1. Ha ocHoBe kakux AaHHbIX cy6bekTa OC Linux nmpuHUMaeT peliieHue o JOCTyTe?
a) SUID-6wr.
0) Sticky-6wur.
B) YueTHbIe [JaHHbIE.
r) UID npouecca.
1) DJIeKTPOHHasI MOAINCH ITPOrPaMMBI.
2. Kakue npaBa npucytcrByroT B OC Linux:
a) cnonHeHwue.
6) Urenue i-node.
B) UTeHue.
r) Yanenue.
I1) 3amuchb.
3. [Hns uero cnyxut SUID-6ut B OC Linux?
a) [To3BossieT 3amyCTUTH NPUIOKEHUEe OT UMEHH BraJiesblia (aiijia NpUIoKeHMUsl.
6) [To3BossieT 3aMyCTUTD MIPUIOXKEHHEe OT UMeHH CYTIepIio/ib30BaTeris.
B) ITo3BosisieT 3anycTuth nipusiokenue c npusunerver CAP_SYS_ADMIN.
r) [To3Bonser 3anyctuth npunoxxenve ¢ UID paBHBIM Hy/ItO.
[)  3ampemjaer  3anycK  TMpPWIOXKEHMs ~ BCeM  TI0/Ib30BaTessiM,  KpOMe
CyTiepIiosib30BaTesis.
4. Uro fjenaeT MackKa B CIUCKe yripaBieHus focTyroM (aiina B OC Linux?
a) 3ajlaeT MakcHMMasbHble TIpaBa, KOTOPble MOXKHO MOMYYUTb U3 3alMCel [/ TPYII.
0) 3azaeT MakcUMasbHbIE TTPaBa, KOTOPbIe MOXKHO TO/TYYUTh U3 3alMCH OCTaIbHBIX.
B) 3a/laeT MakKCMMasbHble TIpaBa, KOTOPble MOXXHO TMOYYUTh M3 3alMCU Brajesblia
daiina.
r) 3ajaer MakcuMMaibHble [IpaBa, KOTOpPble MOXKHO TOAYYMTb W3 3amucerl s
T10JIb30BaTesed ¥ IPyMIl.



10.

11.

[) 3ajaeT MakCUMasbHble TIpaBa, KOTOpble MOXXHO TIOAYYMTb W3 3amnuced st
T10JIb30BaTeseu.
Uro Takoe cosb xeu-3HaueHus naposig B OC Linux?

a) Crpoka, KoTopasi BbIOMpaeTCsi TIpHM KaK[oW ayTeHTU(UKALUU CIy4dalHO [iIs
obecrieueHst 6e30MaCHOCTY TIAPOJISL.

6) CnyuaiiHo BbIOpaHHasi TIPY CO3/IAHWU TAapOJisi CTPOKA, KOTOpasi CK/IeMBAeTCsl C
Xelll-3HaueHHeM T0C/ie BbIUMC/IeHUS Xelll-(yHKLIMU.

B) CinyuaiiHO BbIOpaHHasi MPU CO3/.AHWU TApOJisi CTPOKA, KOTOpasi CK/IeMBAeTCsl C
rapoJieM repe/; BbIYMC/IeHreM Xell-()yHKLMH.

r) [JnvHa, 0 KOTOpOH ype3aeTcsi TapoJib 10Jib30BaTeIst il KOMIIAaKTHOTO XpaHeHUsI
B CUCTeEMe.
Bribepure cymiHOCTH, BXO/sIIMe B yueTHbIe ZiaHHbIe Tipotiecca B OC Linux:

a) UID nosnbp30BaTess1, 3aryCTUBILIErO NPOLiecc.

6) ['pynmbl mob30BaTe/isi, 3ayCTUBLLETO MPOLIecC.

B) IIpuBunerun.

r) [IpaBa ucrosiHsiemoro daiina, U3 KOTOPOro O 3amylIlieH TpoLiecc.

1) ®nar 3¢ ¢$eKTUBHOCTH PUBUJIETHH.
BribepuTe CyITHOCTH, BXOAsIIHe B aTpUOYThI 6e3omacHocTH ¢aitia B OC Linux:

a) Tpolika rpaB /151 KaK/I0M TPYIIIBI B CUCTEMe.

0) [TpuBwieruu.

B) Tpolika npaB Biajesnblja Qaiiaa.

r) Tpolika mnpaB TMo/jb30BaTesel, He SBSIOIIMXCSA BafenbliaMu (Qailia U He
BXOJSLLMX B IPYIINy BJajenblia ¢aiiia no yMoa4aHuio.

1) Bnapeners daiina.
Bribepure cymHocTH, BXosImue B aTprOyThl 6e3omacHocTH ¢aiiina B OC Linux:

a) Tpoiika rpaB Aj1si KaXKA0W CPYIIIbI B CUCTEME.

6) IIpuBunernu.

B) Tpoiika npaB BiazesnbLa gaiiia.

r) Tpolika mpaB To/jb30BaTesiel, He SB/SIOIIUXCS BafenbliaMu (Qailia U He
BXO/SLLIMX B IPyNIy Bazenblia (aiijia 1o yMOIUaHuIo.

1) Bnagener datina.
Kakuie HabopsI TipuBUseruii ects y ¢aiiia B OC Linux:

a) Hacnepgyemebie.

6) OddekTuBHbIE.

B) BHeiHue.

r) OrpaHruMBaroIIye.

1) PaspemeHHele.
Kakyto xe-pyHkUuto ucrosbdyer OC Linux /it BBIUKMCTIEHUs Xelll-3HaueH!st T1apoJisi B
OC Linux?

a) MD-5.

6) SHA-256.

B) SHA-512.

r) SHA-3.

) @OyHKUUM HeCcKoNIbKO, OKOJIO Xelll-3HaueHWsi Tapojisi XPaHWUTCS HOMep
VICTI0/Ib30BaHHOM XelI-()yHKIUH.
Urto genaet koHBeiiep B OC Linux?

a) ®ubTpyeT BbIBOJ, KOMaH/bI.

6) [TepeHarpaBsieT CTaHAAPTHBIN BHIBOJ, KOMaH/Ibl C KOHCOJIM CTaH/JapPTHBINA Ha BXOZ
Jpyroy KOMaHze.

B) [TogHMMaeT ripaBa /o TpaB CyIiepIio/ib30BaTess.

r) OTK/1aZibIBaeT BLIMIO/THEHME KOMaH/bl Ha YKa3aHHbIN CPOK.



Tect no Teme 4.1 BBejeHHe B apXUTEKTYPY JIOKA/IbHBIX BIYNC/IUTE/IBHBIX CeTel

1. Kakou nopsgok yposHei mozienn OSI BepHbIiA?
a) ®u3nuecKuii, KaHa/bHbIN, TPAHCTIOPTHBIM, CeTEeBOM, CeaHCOBbIM, TNpeACTaBIeHUs,
TIPUKJIaJHOU.
0) Pu3nueckuii, KaHabHBINA, CETEBOW, TPAHCITIOPTHBIM, CEAHCOBBIN, MpeACTaB/IeHNs,
TIPUKJIaJHOU.
B) ®dusnueckuii, KaHa/bHbIM, CeTeBOW, TPAHCIIOPTHbIMA, CEaHCOBbIW, MPUK/IAJHOMH,
rpe/iCTaB/eHUsl.
r) ®usnueckuii, KaHalbHbIA, TPAHCIIOPTHBIA, CETeBOM, CEAaHCOBbIW, MPUK/IAJHOMH,
rpe/iCTaB/IeHUs.
2. Kakue npoTOKOJIbl OTHOCATCS K TPAHCIIOPTHOMY YPOBHIO Mozesid OSI?
a) UDP.
6) ARP.
B) [Pv4.
r) GSM.
o) TCP.
e) DNS.
) PPTP.
3. Kakoii ypoBeHb Tpe/iHa3HaueH /1/1s1 oripe/ie/ieHusi Ty T repejjauM 1aHHbIX ?
a) dusnyeckui.
6) CeaHCOBBIM.
B) TpaHcnopTHbI.
r) [IpescraBnenus.
1) KaHanbHbIM.
e) [IpuknazgHOM.
) CeTeBo}i.
Kakue ¢siaru ucnosns3yroTcs B ipotokose TCP ajist ycraHOB/IeHUsI COeAMHEeHUs ?
a) RST.
6) SYN.
B) FIN.
r) URG.
) ACK.
e) PSH.
5. Kakue npeumyiectsa ecte y FTTB?
a) Bricokasi ckopocThk paboTsl IHTEpHeT.
0) PaBHast CKOpPOCTb TIpHieMa U Tiepeiauil “H(HOPMaIHH.
B) He3aBUCHMOCTH CKOpPOCTM [OCTyIla OT YHMC/Jia abOHEHTOB, MOZKIHOUYEHHBIX K
KOMMYTaTopy.
r) OTCyTCTBHE HeOOXOAUMOCTH pa3MellleHHs KOMMYyTaTopa TpoBatiziepa B 3[jaHUM.
6. Kakue Hepocratku ectb y FTTB?
a) Huskast ckopoctb paboTsl IHTEpHeT.
0) Pa3Hasi CKOpOCTb TIpyeMa U TiepeZiaui “H(HOPMaIvH.
B) 3aBHCUMOCTb CKOPOCTM JIOCTyMa OT YucCIa abOHeHTOB, TIOJK/IIOUEHHBIX K
KOMMYTaTopy.
r) HeobxoquMocCTh pa3MelrieHust KOMMyTaTopa MpoBaiiiepa B 3aHUH.
7. Boibepute BepHbIe yTBePK/eHUS
a) TCP He rapaHTUpYeT [I0CTaBKY JlaTarPaMM.
6) UDP He rapaHTHpyeT AOCTaBKy JaTarpaMm.
B) UDP rapaHTupyeT JOCTaBKy JjaTarpaMm.
r) TCP rapanTupyeT [OCTaBKy JjlaTarpamM.
8. Kakoii aipec OTHOCHUTCS K a/ipeCHOMY MPOCTpaHCTBY [Pv4?

e
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9.

10.

a) 192.168.0.17

6) 129.256.0.0

B) 301.169.107.0.0.3

r) 127.0.1000.0
Kak paboTaeT KoHLeHTpaTop (xab)?

a) IIpu monyueHun makera JaHHbIX xab repechbilaeT TOT TAaKeT Ha BCe OCTasbHbIe
CBOM TIOPTHI.

6) Ilpu monyyeHWM TIaKeTa JaHHBIX Xab TiepechbilaeT 3TOT TaKeT Ha TOPT B
cootBeTcTBMM ¢ Tabmuneir MAC-agpecoB. Eciu  COOTBETCTBUSI HeET, TaKeT
oTOpachiBaeTcs.

B) Ilpyu momyueHMM makeTra [aHHBIX Xab TepechblIaeT 3TOT IaKeT Ha TOPT B
cooTBeTCTBUM C Tabsutieir MAC-azipecoB. Ecii cCOOTBETCTBUS HET, B CeTh OTIIPABJISETCS
ARP-3anpoc.

Kak paboraeT kKoMMyTaTop?

a) B ciyuae, ecniu gst otnpasnsiemoro MAC-azipeca HeT COOTBETCTBUSL, KOMMYTaTOp
pacchliaeT NakeThl Ha BCe IIOPThI, KPOMe I10pTa-Io/yyareris.

6) Ilpu monyuyeHWM TakeTa [JAaHHBIX KOMMYTATOp IepechlIaeT 3TOT TakKeT Ha BCe
OCTaJIbHbIe CBOU TOPTHI.

B) KommyTarop XpaHWT B maMsaTH Tabiauily KOMMYTalid, B KOTOPOH YKa3aHO
corniocraByieHrne MAC-azipeca ¥ HOmMepa IopTa KOMMyTaropa.

r) Co BpeMeHeM KOMMYTaTOp CTPOUT Tab/uLly [iist BceX akTUBHBIX MAC-afipecoB.

1) Tabmiia MAC-agpecoB KOMMyTaTOpa CTaTWUYHA U HACTPaUBaeTCsl BPYUYHYIO.

Tect no Teme 4.2 CeTeBble yrpo3bl U MeT0/{bl IPOTUBOAEHCTBUA UM

Kakue ObIBatOT NCTOYHUKY BOSHUKHOBEHUS YSI3BUMOCTe ?
a) OmmbKY peanv3aiyu.
6) Owwnbku 0bCmyKUBaHUSI.
B) Omm0OKY NMPOeKTHPOBAHHUS.
r) Ommbku HR-otgena.
Yro He BXxoAUT B 6a30Byto rpyrmy metpuk CVSS?
a) Criocob rostyueHust JOCTYyTIa.
0) ByiusiHve Ha KOHOGH€HLIMATBHOCTb.
B) BausiHue Ha mosib30BaTesis.
r) [Tokasarenb ayTeHTU(PUKALIK.
1) C/10>XKHOCTh MOJTyUeHUs! 1OCTyIIa.
Kakou rpynns! metpuk CVSS He cymectByet?
a) KommiekcHasi.
6) BpemenHasl.
B) ba3ogas.
r) KoHTekcTHast.
Kewm pa3paborana CVSS?
a) ISO.
6) FIRST.
B) WWW.
r) UCLA.
Uro He aBnsgeTcs MeTpukor B CVSS?
a) C/I0)KHOCTh aTaKHu.
6) ByiusiHve Ha 1OCTYITHOCTB.
B) JJmMTe/IbHOCTh aTaku.
r) Cniocob mosy4yeHust JOCTyTa.
1) IToka3zaTenb ayTeHTUDUKALUH.



10.

UTo sB/IsIeTCs MaCCUBHOU aTakoM?

a) [IpocnyimBanue Tpaduka.

6) OTka3 B 00CTy>KUBaHUH.

B) ®u3nyeckoe HarazieHHe Ha 0OBeKT.

r) JKCIuTyaTaluus ys3BUMOCTH.

UTto Takoe 3BPUCTUYECKUI aHA/IN3?

a) Merog, mipeAHa3HaueHHbIM [yl OOHapy)KeHWsI HOBBIX, eIlle He BbISB/IEHHBIX
BHPYCOB.

0) MexaHu3M, HeOOXOAWMBIM /i OTC/IEKUBAHUS HEW3MEHHOCTH  (haiisios,
JIOKYMEHTOB, peecTpa, KOHpUrypalyy o60py/joBaHusl.

B) MeToz, OCHOBaHHBIM Ha TMOC/e[OBaTeJbHOM MPOCMOTpPE MaMSTU YCTPOMCTBA,
3arpy304HbIX CEKTOPOB, ()aliJioB B IOUCKE CUTHATYP U3BECTHBIX BUPYCOB.

Yro Takoe 63k70p?

a) Yacteb BpeJOHOCHOTO TpOrpaMMHOro obecrieueHus, peasM30BaHHOIO  JiIst
COKPBITHSI IPUCYTCTBUSL 3TOT0 BPeJOHOCHOTO KO/Ia U ero JieliCTBUIA.

6) TIlpunokeHuwe, WuCIOMb3yeMoe il Ja’bHeiIledl 3arpy3kd M 3arycka
TIO/THOLIEHHOTO BPEJOHOCHOTO TIPOrPaMMHOT0 00ecrieueHusl.

B) BpeaoHocHoe rmiporpaMMHOe obecrieueHue, KOTOpOe, TIOMHMO TIOJyueHHst
KOHTPOJ/ISI HaJl 3apaKeHHbIM YCTPOMCTBOM, MbITAeTCs 3aXBaTUTh TOJ, CBOM KOHTPOJIb
Jpyrye y3/bl CETH.

r) [IpunoxxeHue, 1o3BoJIsitOIIlee YIIPAB/IATH KOMIIBIOTEPOM Y/la/leHHO.

UTo Takoe pyTKUT?

a) Yacte BpeZOHOCHOTO TMPOTPAMMHOTO ObOecreueHusi, peaar30BaHHOTO [isi
COKPBITHS PUCYTCTBHUSI 3TOrO BPEJOHOCHOTO KO/l Y ero /1eMCTBUM.

6) TIlpwiokeHWe, WCIOMB3yeMoOe i JalbHeWIIeld 3arpy3kd | 3aIycka
TIOJTHOL|EHHOTO BPeZ0HOCHOT'0 TIPOTPaMMHOT0 obecrieueHUs..

B) BpegoHocHoe mporpaMMHOoe obecrieyeHre, KOTOpPOe, TIOMHUMO TIOTyuYeHHsI
KOHTPOJI HaJ, 3apaKeHHBbIM YCTPOMCTBOM, IIbITAe€TCSl 3aXBaTUTh I107, CBOM KOHTPOJIb
Jpyrye y3/bl CeTH.

r) [IpunoxxeHre, No3BoJIsIOLLEE YIIPAB/IATH KOMITBIOTEPOM Y/1a/IeHHO.

Yro crieiyeT fienaTh, 4YTOOBI 3aL{UTUTH CeOsT OT BUPYCOB?

a) He 3anyckaTb npuaokeHust U3 HeJl0BePEHHBIX NCTOUHUKOB.

6) Cnegute 3a UMPPOBBIMUA TOAMUCIMHM YCTaHAB/IMBAEMOrO TPOTPAMMHOTO
obecrieueHusl.

B) OTK/IFOUUTH MeXXCeTeBOW KpaH.

r) Bcerja OTKpbIBaTh B/IOKEHMSI 3/€KTPOHHOW TOUYTBI C Temou «BaxHo» u
«CpouHO».

) CBoeBpeMeHHO OOHOB/ATHL  OMepaliMOHHYK) CUCTeMy M TporpaMMHOe
obecrieueHue.

e) Vicnionb3oBaTh aHTUBUPYCHOE MporpaMMHoOe obecrieyeHue.

Tect no Teme 4.3 MexceTeBble 3KPaHbI

YTo Takoe MeXXCeTeBOW KpaH?

a) [IporpaMMHOe WM TIPOrpaMMHO-TEXHUUYECKOe CPeZCTBO, peanu3ytoiiee (GyHKIUN
KOHTPOJIsi ¥ GU/IBTPALiUM B COOTBETCTBUU C 3a[JaHHBIMU TIPaBU/IaMHK TIPOXOJSIINX yepe3
Hero UH($OpMalMOHHbIX TOTOKOB.

6) YcrpoiictBo, TIpeJHa3HaueHHOe /sl COeJUHEHUs] HEeCKOJIbKHUX  Y37I10B
KOMIBbIOTEPHOM CeTH B Ipejieiax OJHOTO U/IU HeCKOJIbKUX CerMEHTOB CeTH.

B) YCTPOICTBO, KOTOpOE M03BOJIsieT OPraHW30BaTh JIOKAJIbHYIO CeThb C BO3MOXXHOCTBIO
BBIXO/]a B UHTEPHET [|/1 APyTruX yCTPOMCTB.

MeskceTeBble SKpaHbl /17151 BeO-TPUIIO’KeHUI pacIio/iararor:
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a) Iepen 3ammiaembiM BebO-cepBepoM (TpadmK BHauase TiepefjaeTcsi MeXCeTeBOMY
3KpaHy, 3aTteM BeO-cepBepy).

0) Tlocse 3ammijaemoro BeG-cepBepa (TpaduK BHauasie repefaercs Beb-cepsepy,
3aTeM MeXXCeTeBOMY 3KpaHy).

B) MexceTeBol 3KpaH M 3allMIlAeMblii UM BeO-cepBep HAXOJATCS B Pa3HBIX
MO/ICeTSIX, TPAQUK MeX/y HUMH 3arlpellieH.

r) BmecTo 3amjuijaemoro Be6-cepBepa.
[TepcoHanbHbIe MeXCeTeBble SKPaHbI /i HACTOJIBHBIX KOMITbIOTEPOB U HOYTOYKOB:

a) ObecrieurBarOT JOTIOTHATE/BHBIA YPOBEHb 3aIllUThI OT CeTEeBbIX aTak.

6) [ToHOCTBIO 3aMeHSIIOT BCe OCTaIbHble MHCTPYMeHTa/IbHble Cpe/icTBa obecrieueHust
6e3omacHoCTH.

B) [To/IHOCTBIO 3aMeHsIIOT MapLIPyTU3aTOPkI, SIBJSSACH LIIIO30M 10 YMOJIYaHUIO IS
3alMII]aeMOro KOMITbIOTepa Wik HOyTOYKa.

r) IlpegocraBisitoT Bce HeoOXO/AWMble CeTeBble CEepBUCHI AJisi  3allUIaeMOoro
KOMITbIOTepa WM HOyTOyKa.
[TepcoHanbHble Me)KCeTeBble SKPaHbI [ijisi HACTOJBHBIX KOMITbIOTEDOB M HOYTOYKOB
SIBJISTFOTCS:

a) AnmnapaTHO-NpOrpaMMHBIMHU CpeJICTBaMU 3allUThI.

6) Bcerma BcTpoeHHbiMH B OC, KOTOPYHO OHHU 3allMIIAIOT; HE MOTYT OBITh
peai30BaHbl BHELLIHUMU [POU3BOAUTE/ISIMHU.

B) M cKmrounTeIbHO NTPOrpaMMHBIMH.

r) VckiounTenlbHO BHELIHUMHU, He BCTpOeHHbIMM B OC, KOTOPYIO OHM 3allUILAIoT;
BCer/la peajM30BaHbl BHELTHUMU [TPOU3BOAUTEISIMH.
[TepcoHanbHble Me)KCeTeBble SKPaHbI [ijisi HACTOJBHBIX KOMITbIOTEDOB M HOYTOYKOB
yCTaHaBJ/IMBaOTCS:

a) Ha xocTax, KOTOpble OHU 3alL{MIIIat0T.

6) Ha wmapupyTusaTopax, KOTOpble yKa3aHbl Ha XOCTe B KadyeCTBe I[IUTF03a I10
YMOJ/TUYaHHUIO.

B) Ha oTe/IbHBIX KOMIBIOTEpAX.

r) Ha koHeuHbIix Toukax VPN.
Bribepute HeCyIIieCTBYIOIINI BH/| TPAHCISLINA CETEBBIX alpeCOB.

a) [luHamuueckas.

0) Cratuueckas.

B) C ucno/b30BaHMEM MOPTOB.

r) C ucrnosib30BaHUEM MOCTOB.
1110361 YPOBHSI MPUIOKEHUI [TO3BOJISIOT:

a) Uckmounts mnpsiMoe B3aMMOZEWCTBHE [BYX Y3J/I0B IIyTeM peanu3aliid pPO/H
MoCpeiHUKaA.

6) BeimonHATh QyHKLMH I/TF03a CEaHCOBOTO YPOBHSI.

B) AHa/lM3UpOBaTh BCe CYILeCTBYIOLIUE B MUPE MPOTOKOJIBI.

r) AHamM3MpoBaTb TOJIBKO TMOJJEp)KWBaeMble 3TUM MeXCEeTeBbIM 3KPaHOM
MIPOTOKOJIBI.
YnpaBinisieMble KOMMYTaTOPbI MOTYT:

a) OcyiiecTBAsSTh GUIbTPALUIO Ha ocHOBe [P-azfpecos.

6) Ocy1ecTBiATh (GUABTPALHIO TI0 UCIIOIB3YEMOMY TIPOTOKOITY.

B) Ocy1ecTBsATh (puabTpaLyio Ha ocHoBe MAC-azipeca.

r) OcywectBaaTh ¢punbTpanyto Ha ocHoBe VLAN ID.
BribepuTe BO3MOXXHOCTH ME>KCETEBOT0 SKpaHa.

a) Peructpaiiusi coObITHI U reHeparyst OTUETOB.

6) ®unbTpanus Tpaduka.

B) TpaHwALMA CeTeBbIX aZlpecosB.

r) AyTeHTH(UKAaLMS Ob30BaTe/eH.
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1) AZMUHUCTPUPOBAaHUe.

10. Kakue YTBEDPXKAEHUSA O TIPOTPAMMHOM MEXXCETEBOM 3KpdHE BepHBI?

a) IlogxoauT B cydyasx, KOrja YCTPOWMCTBO TIO/b30BaTess IIOMeEILAaeTcsi B
He/l0BEePeHHYIO Cpefy.

6) Ilpu ero paboTe WUCIIOMB3YIOTCS PeCypChl YCTPOMCTBA, HAa KOTOPOM OH
(yHKLMOHHPYET.

B) [ToaxouT A/1s1 3a7iau CerMeHTUPOBaHUS CeTel.

r) [ToaxoauT A5 OTAe/eHus 0OBepEHHOW YacTH CEeTU OT BHEIHKX YIPO3.

1) Cuuraetcsi 60/1ee OTKa30yCTOWYMBLIM, UeM amrapaTHbII MeXXCeTeBOU IKpaH.

Tect no Teme 5.1 BBeeHne B Kpunrorpaguueckue MeToAb! 3al{UThI HHGOpMaLU

1.

Kaxapiii  mmppoTekcT MoKeT OBbITh  TMOJMydeH KakK —pe3y/bTaT — CJieJyIOIIero
nipeoOpa3oBaHus:

a) Ex (Dd(p)).

6) D(p).

B) Ek(P)

T. Dk (Ek(p))

3armmdpytite ¢ moMoipio mmdbpa «Atbain» cnoBo «World».
A|B|C|D|E|F|G|H|I|J |K|L|M
ZI Y X|W|V|U|T|S|R|Q|P|O|N

a) Dlrow.

6) Svood.

B) Woild.

r) Dliow.
Paccumdpyiite cnoBo «Xjxob», 3ammdpoBaHHoe ¢ nomoupio mmdpa ['as HOnus
[e3aps:

A/B|C|D|/E|F|G|H|IT|J |K|LIM[N|O|P |Q|R|[S|T|U|V|X|Y|Z
X|Y|Z|A|B|C|D|E|F|G|H|[I|J |[KILIM|N|O|P|Q|R[S|T|U|V
a) Tgtly.
6) Amare.
B) Crypt.
r) Vivna.
4. 3awmdpyiite c10BO «KH3Hb» C IOMOLLbIO [IEPECTAaHOBKH
1/12]13(4|5
2/5|3[1]4
a) Hx3pu.
0) bH3mK.
B) H3bxu.
r) Vb3xH.
5. PacwungpynTe cnoso «1216312611» c nomowbto Tabnanubl Monnbus:
1(2|3[4|5]6
1/A|B|B|T"'|O|E
2| E|XK|3|U|1|K
3|/JIIMH|O|IT|P
4|BIE|Y|® X |1
5|Y || B |bI| b
6 [D[HO[A|*|*|*
a) beska.
6) Essroa.
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10.

11.

12.

13.

B) CTpesika.

r) besnok.
BriepBble MeTO/| YaCTOTHOTO KPUITTOAHA/IN3a BIIePBbIe U3/I0KUIL:

a) Jleon barrucra AnbbepTi.

6) ®panuecko CuMOHeTTa.

B) Aby FOcyd fAky6 anb-Kunmu.

r) bxuposamo KapgaHso.
Ouck AnbbepTy Mo3BOJIsSIeT aBTOMAaTU3UPOBATh:

a) [Iudp npocroit 3ameHs! (0gHOaN(paBUTHBIN WKGD).

6) MHoroasndaBUTHBIN HP.

B) I1In¢p nepectaHOBKMU.

r) [ToTounsil MQp.
Vicnonb3oBaHue naposs AJii MHEMOHMUYECKOrO 3allOMHMHAaHMsl NepecTaHOBKK CUMBOJIOB
asndaBuTa MpeJIoKuI:

a) Mareo ApmxeHTH.

0) biie3 ne BikeHep.

B) />)xoBanHu bartucra Bennaso.

r) )xambaTtucra (I>xoBaHHu) fesna [lopTa.
[Tomerenue asis nepirocrpanuu nepernucku B XVII — XX Bekax Ha3bIBal0Ch:

a) Besblii kabuHeT.

0) TaiiHast KOMHaTa.

B) flHTapHass KOMHaTa.

r) UepHbIif KabuHeT.

1) KpacHblit kabuHer.
[Indpei, B KOTOPBIX KaXKAbld CHUMBOJI OTKPHITOTO TeKCTa IpeobOpa3yeTcsi B CHMBOJI
mMdpoTeKCTa, B 3aBUCMMOCTU OT CBOEro pPacrioioKeHUsi B OTKPLITOM TeKCTe U KJroua
Ha3bIBaIOTCS:

a) MHoroan$aBUTHBIMU LM PAMU.

6) Briounbivu mmdpamm.

B) [ToTouHbIMM LIMPaMU.

r) PotopHbiMu mimdpamu.

3awundgpynte cnoso «CJIOH» 6burpammHbiM Wndgpom Mnendepa.

M 4 O b B
X T C) H D
i r JI b I1
M A 0 3 P
C E A bl K
1O pil| 11| n X

a) BAbU.

0) ITASG.

B) SIYHI.

r) bILIII3.

MycTb NnepecTtaHoBka T npefcTaBJ/ieHa cieayouwen Tabauuen:
112]|3|...]n=5|n—-4|n-3|n-2|n-1|n
5(6|7]...ln=1] n 1 2 3 |4

Kakoii Bu/| MIMeeT nepecTaHOBKa oOpaTHasi mepectaHoBke T7?

a.
112|3]|...|n-5|n-4|n-3|n-2|n-1|n
11213 n-5|n-4|n-3|n-2|n-1|n
6.
112]3|...]n=5|n—-4|n-3|n-2|n-1|n
4(13|12]...] 10 9 8 7 6 |5
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112]3 n-4|\n-3|n-2|n-1|n
4|56 n-1| n 1 2 |3
r.
1 2 3 |4]5|...|n=-3|n-2|n-1| n
n-3|n-2|n-1|n|l1|...|n=-7|n-6|n-5|n-4
14. 3aumdpyiiTe ¢ momorpro OTKpeITOro Kmoua (8051, 5) kpunrocucremsl RSA coobiieHne
m = 10.
a) 8051.
6) 3388.
B) 1949.
r) 12.

15. Kakoe cBoiicTBO 0e30MacHOCTM TapaHTHPYeT, UYTO YYaCTHUKY KPHIITOrpapuuecKoro
NIPOTOKO/IA 1]eJIOCTHOCTH TI0JIyYeHHOTO COOOLeHHsI M ero co3jaHue /0 MOMeHTa
TIO/Ty4eHUs, HO He TapaHTHPYeT 3all{UTy OT TOBTOPHOM OTITPAaBKX COOOIeHHs?

a) CBONCTBO «ayTeHTU(UKALIMS CTOPOH».

6) CBOICTBO «ayTeHTU(UKALUS UCTOUHUKA.
B) CBOMCTBO «MHBAPUAHTHOCTh OTTIPABUTEJISI».
r) CBOWCTBO «ayTeHTH()UKALS COOOIIIeHUSI».

16. Kakoe cBoiicTBO 6€30MacHOCTY TapaHTUPYeT, YTO YYaCTHUKY KpHIITOrpauuecKkoro
NPOTOKOJIa, UTO YYaCTHUKH, HayaBlliMe WCIIOJHEHWe MPOTOKOJ/a, He W3MEeHWIUCh C
TeueHWeM BpeMeHU?

a) CBOMCTBO «ayTeHTU(UKALIKS CTOPOH».

6) CBoliCTBO «ayTeHTHU(hUKALIUA UCTOUHHKA».
B) CBOMCTBO «MHBApUAaHTHOCTb OTIIPaBUTEJISI».
r) CBOMCTBO «ayTeHTH(MUKALUSI COOOIIeHHSI».

BepHblIil ¥ TIOJHBIN OTBET Ha BOIPOC TecTa OlleHWBaeTcss B 1 Gas, [A/s TIPOXOXKIEeHus
TecTa He0OXOJMMO BEPHO U TTOJIHO OTBETUTH Ha He MeHee YeM 60 TIPOLIEHTOB BOMPOCOB TeCTa.
Tembl NpaKTHUeCKMX 3aHATUH

TeMa nmpakTU4ecKoro 3aHaTHs no teme 3.1
BBeeHne B HH(OPMAI[HOHHYIO 0€30MIaCHOCTH ONePaljMOHHBIX CHCTEM

1. OcHoBbI paboTHI C TIPOIiECCaMH, BBOZOM-BBIBOIOM U daityiamu B OC Windows u Linux.

TeMa NNpaKTH4YeCcKOoro 3aHATHUA 110 TeMe 3.2
NudopmaruonHas 0e301acHOCTH onepanioHHbIX cHcTeM ceMeiicTBa Windows.

1. OcHoBsl 00ecrieuenus besonacHoctd B OC Windows.

TeMa nmpakTU4eCcKoro 3aHATHs o Teme 3.3
HNudopmanuoHHas 6€30MacHOCTH ONEPAIlHOHHBIX CHCTEeM ceMelicTBa Linux

1. OcHoBsl o6ecrieuenus 6e3zonacHoctd B OC Linux.

TeMa NpaKTHUYeCcKOoro 3aHATUA 10 Teme 4.1
BBejieHue B apXUTEKTYPY JIOKa/IbHbIX BbIYHC/IUTE/IbHBIX CeTeH

1. CerteBoii cHudgdep Wireshark. 3HakoMCTBO € (pusibTpaMul TTaKeTOB.
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Tembl NPpaKTHUeCKOro 3aHATUA N0 Teme 4.2
CeteBble yrpo3bl 4 MeTO/AbI IPOTUBO/IEHCTBUA UM

ViHBeHTapu3alysi ¥ TOUCK YA3BUMOCTeld € ucrosnb3oBaHueM Open Vulnerability and
Assessment Language.

CereBo ckaHep Zenmap. Mcronb30BaHWe CeTeBOrO0 CKaHepa [ BbISIBIIEHUS
YSI3BUMOCTeM yPOBHSI CETH.

Bupycel, UX BbIsIBleHMe W YCTpaHeHHWe C MCIMO0/Ib30BaHUEM Crelaanu3upOBaHHOIO
TIPOrpaMMHOTO 00ecrieueHusl.

Tempbl NPAKTHYECKOI'o 3dHATHUA I10 TeEME 4.3 MexceTreBble 3KPaHbI

bpanamaysp Windows. Pa3paboTka rpaBu MeKCeTeBoro SKpaHUpPOBaHUS.
BuptyaneHas uagpactpykrypa Eve-NG.
Me>xceTeBoM 5KpaH Ha rpaHulie cetu. HacTpolika rpaBul MeXCeTeBoro SKpaHUpOBaHUSI.

TeMbl NPaKTHUeCKOro 3aHATHA Mo Teme 5.1
BBepeHne B Kpunrorpaguueckue MeToAbl 3all{UThl HHGOpManuu

Vcropuueckue mmgpsl mrdpoBaHue 1 paciivdpoBaHue.
Jlono/iHUTe/IbHBIE 3a/faHUS /I CAMOCTOSITE/IbHOTO PelieHust

JonoHuTeIbHBIE 3afaHusi 10 TeMme 1.1 IIpaBoBbIe 0CHOBBI 00ecneyeHHs
uHGopMaLOHHOI 6e30macHOCTH

Kakas wH(popmauusi npeacrasnsier s Bac 1neHHocts? Kakue XapakTepuCTUKH
nH(popMaLioHHoH 6e3omacHOCTH Bl Ob1 X0Tem o6ecrieunTs fyisi Takol HHGOpMAaLHN?
Bribepere kakoii-nmibo BuA LieHHOW [ Bac nHdopmaimu. B Kakux ¢opmax moxker
OBITH TIpe/iCTaB/IeH 3TOT BHJ MH(GOPMALN?

[Tpoananu3upyiiTe: K KaKUM BU/jaM TaiiH Bbl MokeTe UMeThb JOCTym?

[Tpoananu3upyuTe: Kakue CBsI3aHHbIe C Bamu jlaHHBIe MOTYT SIBJIATHCSI TAUHAMU?

JlonosiHUTe /IbHBbIE 3a/aHUA 110 TeMe 1.2 3aiuTa nepcoHa/ bHbIX AAHHBIX

Onuumre cxeMy HWH(POPMAaLMOHHBIX TIOTOKOB BallmMx mepcoHanbHbIX [JaHHBIX B
YHusepcurere.

Onuimre cxeMy MH(OPMAaLIMOHHBIX IOTOKOB Balyx nepcoHanbHbIX JaHHBIX B baHke.
[TpoananusupyiiTe: Bcerja M (Korza 3To HeobxoAumo) ¢ Bac B3umaroT corsacue Ha
00paboTKy TepcoHanbHBIX [JaHHBIX? Bcerjga /M 3TO MPOMCXOAWUT B COOTBETCTBHU C
3aKOHO/IaTe/IbCTBOM?

[TpoaHanu3mpyiTe: B KaKMX CUTyauusix Bel faBamu corsiace Ha obpaboTky Barmmx
CrieLiMa/IbHBIX JaHHbIX? He ObL10 1 3TO U3MUIIHUM?

[TpoaHanu3mpyiTe: B KaKMX CUTyauusix Bel faBamu corsiace Ha obpaboTky Barmmx
O6romMeTpUueCcKuX AaHHBIX? He ObIO /M 3TO U3MUILIHUM?

Jlono/iHMTe/IbHBIE 3aaHusi Mo Teme 1.3 OpraHu3aMOHHbIE OCHOBBI 00ecneyeHus
uH(OPMaLIMOHHOH 0€30MaCHOCTH

PaspaboTaiiTe Mofens HapymTesist A/ Barreii qoMarniHei! ”HGOPMaIiMOHHOW CUCTEMBI.
PaspaboTaiiTe MoJie/ib HapyLLIMTeIsl /1J1s1 KOMITbIOTEPHOI'O Kjlacca Y HUBepCUTeTa.
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3. Pa3paboraiite Mozenb yrpo3 Asisi Baiteii gomarHeit WHGOPMAIIOHHOW CUCTEMBI.

4. PaspaboraiiTe Mo/ie/ib HapYyLLIUTeJIst /7151 KOMITbFOTEPHOTO Klacca Y HUBepCUTeTa.

5. Tlpepnoxurte cpefcTBa 3aliyThl WHMOpMaLvu /s Baiiieli gomatiiHeli HHPOpPMAaIMOHHOM
CUCTEMBI.

6. Ilpepnoxute cpeAcTBa 3allMThl MH(OpPMAaLMM [ KOMIIBIOTEDHOTO  KJjacca
YHuBepcurerta.

HOHOJIHI/ITGJIBHBIE 3a/ldHUA 110 TeMe 2.1 ApaneKTypa KOMIIbHOTEPaA

1. W3yuute Bam mnepcoHanbHbI KOMIBIOTED M COBpPEMEHHbIE Ta/pPKeTbl, KOTOPbIMU Bbl
nonb3yerech. CpaBHUTE WX XapaKTePUCTHKH: ObICTpPO/eiCTBHe, 00beM OrepaTHBHOW U
BCIIOMOTaTe/IbHOU MaMsATH, CKOPOCTb JOCTyTa B VIHTepHeT.

JonoyiHuTe/IbHBIE 3aaHus Mo Teme 3.1 BBegeHune B MH(OpPMaLMOHHYIO 6€30MacHOCTh
onepanMoOHHBIX CHCTEM

OC Windiws
1. Ortkpoiite 6pay3ep Internet Explorer. Haiiiure ero uieHTHGHUKATOP TPOLiecca, OTKPBIThIE
coesiiHeHUs U OA30BbIM TPUOPUTET.
2. Ortkpoiite 6pay3ep Chrome. Hatlizute ero wugeHTU(GHUKATOp TIPOIECCA, OTKPBITHIE
coesiiHEeHUs U 0A30BbIM TPUOPUTET.
3. 3anyctute npuaoxeHue «bnokHoT». HaliguTe (aiinbl OTKpbITHIE TIpoLjeccoM «b1oKHOT»
C MOMOLIBI0 yTUINTHI Process Explorer.

OC Linux
HaiiguTe nisith caMbIx TpeboBaTebHBIX K TTaMSITH TIPOLIECCOB.
OrtkpoiiTe Opay3ep ¥ HaliJUTe OTKPBITbIe COeTUHEHHUS.
BeiBeguTe coziep)Kumoe AUpPeKTOpUu /etc.
BriBeuTe cozepxumoe rpekropuu /etc/schedule.

bl

JomnonHnTebHBIE 3afaHus o Teme 3.2 HdopmanuonHas 6e30macHOCTh
onepanoHHBIX clcTeM ceMelictBa Windows

1. Co3paiite mnonb3oBatensi «Anuca». HasHaubTe el mnaposb. Co3jadTe Tpynmy
«HepnoBepeHHbIe 110/1b30BaTeIN».

2. Co3paiite AUpEKTOpHIO, cofepxkallyto (ainbl. HasHaubTe Asvce mpaBa J0OCTaTOYHbIE
[J1s1 0TOOpa>keHUsI CTIMCKOB (haii/IoB ¥ 1ePexo0/I0B B JUPEKTOPUH U ee MOAAUPEKTOPHSIX, a
TakKe 4TeHUsl (pailjioB B AUPEKTOpUH U ee mnopajupekTtopusix. [IpoBeprTe, uto Asnuca
MOJKeT MPOCMaTpUBaTh (aisel.

3. 3ampetute Ttpymie «HegoBepeHHbIe TOMB30BaTe/M» MHOO0N [JOCTYN K CO3/aHHOM
[JVPEKTOpUH, ee TMOJAUPEKTOpUsM, a Takxke K (aillaM BHYTPU [UPEKTOPUM U ee
MO/ JUPEKTOPUIA.

4. JlobaBbTe Asmmucy B rpymny «HenoBepeHHbIe TIofib30BaTenw». [IpoBepbTe, UTo Asvica He
CMOJKeT MPOCMAaTpUBaTh (aityibl B IUPEKTOPHHU.

JomnonmHnTenbHBIE 3afanus no Teme 3.3 ndopmanuonHas 6e30macHOCTh
onepanMoOHHBIX cUCTeM ceMelicTBa Linux

1. Co3paiite mnonb3oBatensi «Anuca». HasHaubTe el mnaposb. Co3pgadTe rpynmy
«HepnoBepeHHbIe 110/1b30BaTeIN».



2. Co3spaliTe [UpeKTOpHIO, cojepxkallyro (aiinbl. Ha3sHaubTe AsMce mpaBa [OCTaTOYHbIE
JU1si OTOOpa)keHUsi CMUCKOB (haiiyioB U 1epexo/i0B B TUPEKTOPUH U ee TOUPEKTOPUSIX, a
TakK)Ke uTeHUsl (ailyioB B JMPEKTOpUU U ee MojaupekTopusx. IIpoeprTe, uto Asuca
MO>KeT YUTaTh (haisbl.

3. C noMmoumpr0 CIMcKa KOHTPO/IS [JOCTYyNoB 3ampetuTe rpynne «HezmoBepeHHble
TI0/Ib30BaTe» JIF00OM OCTyN K BbIOpaHHOMY (haiiy BHYTpU AupeKkTopuu. [lomeHsiiTe
BJafiesblia 3Toro (haiiia Ha CyTepriosb3oBaTe st CUCTeMbl. Pa3perinTe B 6a30BbIX MpaBax
JOCTyT K BeIOpaHHOMY (aitny kogom 600.

4. JobaBbre Asucy rpymnmy «HezmoBepeHHbIe mosb3oBaTesnn». [IpoBepbTe, uTo Asvica He
CMOXXeT TIPOUMTaTh BbIOpAHHBIN (haiis.

HOHOJ’IHI/ITQJ’ILHBIE 3a/laHUA 110 TeEMe 4.1 BBe,qel-me B dPDXUTEKTYPY JIOKA/IBHbIX
BBIUHC/INTE/ILHBIX CeTel

1. TlpoBepbTe fOCTYMHOCTb mM000TO HCIOAB3yeMOro Bamu mouToBOTrO CepBepa C
KCI10/Ib30BaHUEeM YTUTATBI Telnet. Cnepyiite cTaTbe
https://docs.microsoft.com/ru-ru/exchange/mail-flow/test-smtp-with-telnet?
view=exchserver-2019 u camocTosATeLHO.

2. Hacrpoiite mnoury B moutoBoM KiaueHTe Thunderbird. Cnepylite cTaThe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapise;j.

3. Pa3paboraiite ¢HumbTpHI A1 IPOCMOTPa TOMbKO Ucxogsamux ICMP-3anpocos. Crepyiite
craThe https://habr.com/ru/post/211042/.

ﬂOHOJIHI/ITEJIbeIe 3a/ldHHUA 110 TeEMe 4.2 CeTeBbIe YIrpo3bl 1 MeTO/bI l'lpOTHBO,Z[Ef/'ICTBI/Iﬂ
UM

1. TIpoBepuTe TOWCK YSI3BUMOCTEHl Ha CBOEM [lOMalllHeM TepCOHAJbHOM KOMIIbIOTEpe,
03HAaKOMbTeCh C OMUCAaHWEeM BbISB/IEHHBIX YS3BUMOCTeH, OMpeje/nTe HACKOIbKO OHHU
KpUTHUYHBI 110 1Kajae CVSS, u ycrpaHure ux.

2. IlpoBepbTe, ycTpaHeHa /v ys3BUMOCTb CVE-2017-0144 Ha Bamem JoMallHeM
KOMIIbIOTEPe, U YCTAaHOBUTe OOHOB/IEHWe 0e30T1acHOCTH B C/ydae, eC/M YSI3BUMOCThb
nipucyTcTByeT. Crefyiite ctathe https://support.microsoft.com/ru-ru/help/4023262/how-
to-verify-that-ms17-010-is-installed.

3. Usyuure yssBumoctb CVE-2014-0160, cnegys cratessim  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-
heartbleed.pdf. TlepBas craThsi mTipeAcTaBisseT Co60oW  HeOOMBIIOW  KOMHKC,
MOKa3bIBalOIIUM, HAaCKOJbKO OracHa M JIeTKO UCIo/ib3yeMa 3Ta YsA3BUMOCTh. BTopas
CTaThsi TIpefiCTaB/isieT CoOOM TMo/poOHOe oOmucaHWe Ys3BUMOCTH, TIOC/Ie/ICTBUSI ee
WICTI0JTb30BaHUs U PUCKU.

Jlono/IHUTe/IbHBIE 3a/jaHKA 110 TeMe 4.3 MexceTeBble 3KPaHbI

1. 3amenuTte y31bl Hacker u Victim Ha y37bl NOZ, yripaB/ieHeM OIepaljiOHHON CHCTEeMBI
Windows u obpaTuTech K UX CeTeBbIM pecypcaMm 1o npoTtokony SMB. Crnepnyiite cTaTtbe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
host-on-the-eve/.

JonoHuTeIbHBIE 3aiaHus 10 Teme 5.1 BBeieHne B Kpunrorpaguueckue MeTo/bl
3aIMUThl HHOPMaLMU

1. 3ammdpyiite u pacmmdpyiite coobmenue «5 Tebs MoO6/O0!» BCeMU M3BeCTHHIMM Bam
WCTOPUUECKUMH IIU(PPaMU.


http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-heartbleed.pdf
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-heartbleed.pdf
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej

KpnTeplm OL€HKH IMPAKTUYECKOr'0o 3aHATHA.

3a TpakTMUecKoe 3aflaHhe BBITIONHSETCS O/lHA W3 OLIEHOK: «OT/IMYHO», «XOPOLIO0»,
«Y/AOBJIETBOPUTE/IHHO», <HEY/J0B/IETBOPHUTE/THHOY .

OneHKa «OT/IMYHO» BBICTAB/ISETCS, €C/IM CTYAEHT aKTUBHO pabOTaeT B TeueHHE BCEro
MPAaKTUYECKOTO 3aHSITHs, [aeT BepHble U TOJHbIE OTBEThl Ha BOMPOCHI TperojaBarens U
TIOKa3bIBaeT MpU 3TOM IyOOKOe OBJajieHHe JIEKIIMOHHBIM MaTephajoM, BCe YaCTU 3a/laHus
BBITIOJTHEHbI BEPHO (JOMYyCKArTCs HeDOO/bIIe HEeTOYHOCTH, He SIBJISFOLMeCs CJie[JICTBUEM
He3HaHWs WM HelOHMMaHusi y4yeOHOro MaTepuana). PaboTa BBITIOJIHEHA CaMOCTOSITENBHO.
Pabora czana c cobmogenneM Bcex cpokoB. Co0mo/ieHs! Bee TpaBuia 0(hopMIeHHsI.

OneHKa «XOpOIIO» BBICTAB/ISETCS, €C/M CTY/IEHT aKTUBHO paboOTaeT B TeUeHHe BCEro
MPaKTUYECKOTO 3aHATHS, JaeT BepHble, HO BO3MOXKHO HETIOJIHbIE OTBETHI HAa BOMPOCHI
TIperiofiaBaTe/isi ¥ MOKa3bIBAeT MPU 3TOM CBOOO/HOE BjaJieHHe JIEKIJMOHHBIM MaTepuajioM, BCe
YacTH 3a/laHysl BBITIOIHEHBI BEPHO ([IOTMYCKAOTCS HETOUHOCTH, HE SIBJISFOIUECS CJIe[ICTBHEM
He3HaHUs] WIM HeNoHWMaHus YyuyeOHOro warepuasna). Pabota B 11e/IoM  BBITIO/IHEHA
CaMOCTOSITe/TEHO, BO3MOYKHO C KOHCYJ/IbTalliel rperofiaBaresisi. Pabora czjaHa ¢ cobsroieHreM
BCEX CPOKOB. JlOTyCKalOTCSl He3HAUUTe IbHbIe HeJJOUeThbl B 0(OPM/IEHUH.

O1jeHKa «yJ0BJIETBOPUTEIbHO» BBICTABJISIETCS B TOM C/Iyuyae, KOTAA CTYJeHT B LeJIOM
OBJIaJieJl CyTbIO BOTMIPOCOB TIO /IaHHOW TeMe, 0OHAapY>KHBaeT 3HaHWeE JIEKLIMOHHOTO MaTepHara.
[Tpu 3TOM Ha 3aHSITUU BeZieT cebsl MACCHBHO, /IaeT HeroJIHble OTBEThI Ha BOMPOCHI, [JOIMYCKaeT
OIIMOKM TIPU OCBEIEHWU TeOPeTHUYeCKOTO MaTepHasa, He MO)KeT 0000IUTh U C/ieslaTh YeTKHe
nornyeckre BbIBOAbL. Pabora caaHa c omo3zgaHueM He 0osee /BYyX 3aHATHHA. []orycKaroTcs
He3HauuTe/IbHbIe HeZIOUeThl B 0)OPMIIEHUH.

O1jeHKa «Hey/ 0B/IeTBOPUTE/IbHO» BHICTAB/ISIETCS B C/Tydae, KOT/a CTY/IeHT 00Hapy KU/
HEeCOCTOSITE/IbHOCTb OCBETUTh BOIPOCHI MJT BOIMIPOCHI OCBEILeHbI HelPaBUIbHO, OeCCUCTEMHO, C
rpyObIMH  OIIMOKamMM, OTCYTCTBYIOT TIOHUMaHWsi OCHOBHOW CyTH BOIMPOCOB, BBIBOJPBI,
00006111eHMs, O0OHapy>kKeHO HeyMeHHe peliaTh ydeOHble 3azaud. OOydYarOmUics He MOXKeT
BBITIOJTHUATE paboTy 6e3 oMot npenozasaTessi. PaboTta cfjaHa ¢ HapylieHHeM CPOKOB (TI037iHee
yeM uepe3 /iBa 3aHATHs). B oopM/IeHUM MPUCYTCTBYIOT 3HAUUTE/IbHbIE HEZJ0UEeThI.

1.2 Cniucox BOMPOCOB M (M/1M) 3afaHMI /ISl IPOBe/ieHUs] IPOMEe)XYTOUHOH aTTecTaljuu
Bompocsl K 3auery

1. OcHoBHbIe 1TpaBa rpaXk/iad B cepe 00pabOTKM 1 3aLUTHI HHPOPMAIWK.

2. OCHOBHBIe TIPUHLIMITBI TPABOBOTO Dery/MpoBaHusi B 006sacTd 0O6pabOTKM M 3alllUThI
VMH(pOopMaLyu.

3. Mudopmarms. OCHOBHbIE CBOMCTBa 6e301acHOCTA UHPOPMaIK: KOHOHAEHIIUATbHOCTD,
1|€/I0CTHOCTb, [JOCTYTTHOCTb.

4. Bwujapl vHGOpMaLMK M0 MOPSAAKY JOCTYIa U paclpoCTpaHeHusl.

5. Orpanunuenue goctymna K uHbopMarud. 3aimra uHpopmMaryu. OObeKThI 3alUThL. Brgbi
TalH.

6. VHdopmaloHHbIe TeXHO/IOTUU U UH(POPMAaLMOHHbIE CUCTEMBI.

7. Ob6nazaresns HPOPMALMKU U OrepaTop UHPOPMALMOHHOW CUCTEMBI.

8. OrtBeTcTBeHHOCTH B chepe 06pabOTKH ¥ 3aUThl HHHOPMALIUH.

9. TlepcoHasbHbIe JaHHbIE U TIPUHLUIIBI UX 00paboTKU.

10. Buapl mepcoHanbHBIX JAHHBIX: CTeldaibHble, OMOMeTprUUecKre U 00IeJ0CTyTIHbIE.

11. YcnoBusi 06paboTKy TiepCOHa/IBHBIX JaHHBIX.

12. Cornacue Ha 06pabOTKY TepCOHATBHBIX /JaHHBIX.

13. TpaHcrpaHnyHas repejiaya rnepCcoHaabHbIX JaHHBIX.
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14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.

38.
39.
40.

41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.

[TpaBa cyOBEKTOB MepCOHANBHBIX JaHHbIX.

OrnepaTop nepcoHaNbHbIX IaHHBIX U €r0 0053aHHOCTH.

Mepsl obecrnieueHysi 6€3011aCHOCTH TTEPCOHANMBHBIX JAHHBIX.

KoHTponb 1 HaA30p 3a BbINOHEeHWeM Mep 1o obecriedeHHI0 6e30MacHOCTH.

YMo/THOMOYeHHBIH OpraH 10 3aliTe MpaB CyObeKTOB MepCOHATBHBIX IaHHBIX.

[TocnenoBaTenbHOCTD A€MCTBUM M0 3aldTe UH(POpMAaLUK.
BhbisiBieHue 1 aHamM3 UH(OPMAL[MOHHBIX aKTHBOB.
dopmrpoBaHUe TpeOOBaHMI 110 3al{uTe WHPOPMALIWH.

[MToaxoap! K MO/ZIe/TMPOBAHUIO HapyIuuTenel H(OPMALMOHHOM 6e30MacHOCTH.

Yrpo3bl nHhOpMaIMOHHOM 6e30MacHOCTH.

CpefcTBa 3alUThl UHGOPMALUH.

IIporjeccopsl.

OcHoOBHas (K311 U OrepaTHUBHas) MaMsTh.
BcrniomorarenbHas namsrsb.

YcTpoucTBa BBOJa-BbIBO/A (ILIMHBI, MOHUTOPBI, IPUHTEPHI).

YcrpoticTBa BBOJIa-BbIBO/Ia (K/IaBUATYPhI U MBI, BeO-Kamepbl, MUKPO(OHbI).

O6mmuii crioco6 xpaHeHust u 00paboTku MH(OPMALK B KOMITBIOTEpE.
[ToHsiTHs oMepalMoHHOM U (haiiyIoBOM CUCTEM.

Cy0ObekThl, 00BeKTbI, METO/[bI ¥ TTPaBa JOCTYIIa, IPUBH/IETHUH CyObeKTa JOCTyma.

JVCKpeLIMOHHOe yIipaB/ieHre JOCTYIIOM.

ManzaTHOe yIipaBieHye JOCTYIIOM.

Wpentudukanms, ayTeHTU(YUKALMS U aBTOPU3ALIUSL.

YnpaBreHue JOCTYIIOM B OllepaljUOHHbIX cUcTeMax cemeiicTBa Windows.
Wpentudukanms, ayTeHTUQUKaLMs W aBTOpM3aLMsi B OMNepaLMOHHBIX
cemerictBa Windows.

Peanusanus ayguTa B onepaLMoHHbIX chcTeMax ceMelictBa Windows.
YnpaBsieHue JOCTYIIOM B OIepallOHHbIX CUCTeMax ceMelcTBa Linux.
Wpentudukanms, ayTeHTUQUKaLMs W aBTOpM3aLMsi B OMNepalMOHHBIX
cemelicTea Linux.

Mogens ISO/OSI.

ApXUTeKTypa ¥ OCHOBHBIE ITPOTOKOJIbI JIOKA/JIbHBIX BBIUYMC/IUTE/IBHBIX CeTeU.
Knaccugukarnyy ceTeBbIX yrpos, y3BUMOCTeH U aTak.

CeTeBble aTaky Ha pa3/IMuHbIX ypoBHAX Mogenu ISO/OSI.

Knaccudukarysi BpeZJoHOCHOTO TIPOrPaMMHOTO 06ecrieueHus..

[Tpr3HaK¥ MPUCYTCTBUS BPEOHOCHOTO TIPOrPaMMHOT0 00ecTieueHusl.
MeTo/ib1 06Hapy>KeHHs1 BpDe[JOHOCHOTO IPOrpaMMHOT0 obecrieyeHusl.
MecTo ¥ pO/ib MeXKCeTeBBIX IKPaHOB B 00ecrieyeHHNH CeTeBOUM Oe30macHOCTH.
Krnaccugukarys MexxceTeBbIX 3KpaHOB.

OcCHOBHBIE BO3MOKHOCTH MeKCeTeBbIX 3KPaHOB.

JocTorHCTBa U HeJOCTaTKA Me)KCeTeBbIX SKPaHOB.

[TocTpoeHue npaBu/ (pUIbTPALIUHL.

Kpunrorpadus fpeBHero mupa.

Kpunrorpadus cpejHUX BEKOB.

Kpuntorpadus snoxu BospoxzaeHus.

Kpunrorpadus HoBoro BpemeHu.

CuMMeTpHUuHasi U aCUMMeTpUYHasi KpUnrorpagpus.

BbruncmTeNIbHO C/I0’KHBIe 33/la4d MaTeMaTHKU.

Kpurnirocucrema RSA.

[ToHsTHE KpUNTOrpauueckoro NpoTOKoIa.

CBoiicTBa MPOTOKOJIOB, XapaKTepu3yHolijie Ux 6e30macHOCTb.

CxemblI L pOBOM MOJIUCH.

crucremMax

crucremMax



l'IpaBpma BbICTABJ/IEHHUA OLl€HKH HAd 3d4eTe.

B mporjecce 3ayera TpeOyeTcsi OTBeTUTh Ha OAWH W3 TIPUBEJEHHBIX BhIIIe BOMPOCOB. Ha
MO/ITOTOBKY K OTBETY /laeTcsl He MeHee 1 aka/leMHU4yeCcKoro vaca.
[To uToram 3aueTta BBICTaB/ISIETCS OZJHA U3 OLIEHOK: «3aUTeHO», «He 3aUTEeHO».

OneHka «3auTeHO» BBICTAB/ISAETCS CTy/eHTY, KOTOpbIA [IeMOHCTPUPYeT BJlajleHue
coJiep’KaHueM MaTepuasna M MOHSATUHHBIM arapaToM TeOpUH ICeBJO0C/TyUYaliHbIX TeHepaTopoB;
yMeeT CBSI3bIBaThb TEOPUIO C MPaKTUKOW. B 0TBeTe MOryT [0MyCKaTbCsl OT/e/IbHble HETOUHOCTH
(HecyllecTBeHHble  OIIMOKM), KOTOpble  MCIPAB/SIOTCS ~ CaMUM  CTYJeHTOM  TocCje
JIOTIOJTHUTE/bHBIX U (WIM) YTOUHSIIOIIMX BOMPOCOB 3K3aMeHaTopa. Ha yacTb [0OMOMHUTE/NBHBIX
BOMNPOCOB CTY/IEHT MOJKeT He /laTh OTBET WU [jaTb HEBEPHbI OTBET.

Onenka «He 3auTeHO» BBHICTAB/ISeTCS CTYZAEHTY, KOTODbIM  [|eMOHCTpUpYeT
pa3po3HeHHbIe, OeccucTeMHble 3HaHUsS; OeCropsiZIoYHO U HeyBepeHHO M3/laraeT marepuarn; He
yMeeT BbI/le/IATh TJIaBHOE M BTOPOCTeNeHHOe, He yMeeT COeIMHATh TeOpeTHUecKre MOI0XKeHHUs C
TIPAaKTUKOM; AOMycKaeT rpyObie OIIMOKY MPU Orpe/ie/IeHUH TIOHSITUMA, BC/IeICTBHe HelIOHUMaHUsI
VX CYILIeCTBEHHbIX U HEeCYIlleCTBEHHbIX MPU3HAKOB U CBsi3eld; /laeT HeroJHble OTBEThI, JOTHKA U
10C/IeZloBaTeIbHOCTb  M3/I0’KeHUSI KOTOPBbIX KMEIOT CyIeCTBeHHble U TMPUHLMIHA/IbHBIE
HapyllleHWs, B OTBeTaX OTCYTCTBYIOT BbIBO/bI. [IOTO/IHUTe/NbHbIE M YTOUHSIHOLIME BOMPOCHI
JK3aMeHaTopa He TIPUBOJAT K KOPpEeKLMM OTBETOB CTyJeHTa. Ha OCHOBHyr uyacTb
JIOTIOJTHUTE/bHBIX BOTIPOCOB CTY/IeHT 3aTPYAHSeTCs 1aTh OTBET WU JjaeT HeBepHble OTBETHI.

Ouenka «He 3auTeHO» BBICTaB/ISIETCS TAKXKE CTY/I€HTY, KOTOPBIM B351/1 9K3aMeHaL|MOHHBIN
OumeT, HO OTKa3ascs JaTb Ha HETO OTBET.



IIpunoxenue Ne2 K paboueii mporpaMmMe JUCIMITTHHBI
«be3onacHocTh B cOBpeMeHHOM HH()OPMaLIIOHHOH cpeje»

METOJII/I‘-[ECKI/IE YKa3aHUuA A1 oﬁyqammnxcs[ M0 OCBOEHHIO JUCIHUII/IUHbI

OcHoBHOW ¢opMoll u3nokeHus: yuyebHoro Mmarepuana mno gucuuriMHe «besomacHocTh B
COBpeMeHHOW WH(OPMAaLIMOHHOW cpejie» SBJSIOTCS JIEKL[MM, YTO CBSI3aHO, TMpeX[e BCero, C
HOBU3HOM Martepuarna st o0yuatomuxcs. [To 60bIIMHCTBY TeM MpeyCMOTPeHbI MpaKTUUecKue
3aHATUS, LeJIbI0 KOTOPBIX SIB/ISIeTCS 3aKpeIuvleHue JIeKLMOHHOIO MaTepuasna IMyTeM pelleHust
crieLiMasibHbIM 00pa30M MoZl0OpaHHbIX MPAKTHYEeCKUX 3a/ay.

[ yCrHemHOro OCBOEHMSI [JUCLMIVIMHBI Ba)KHO CAMOCTOSITeJIbHOE — H3ydeHue
TEOPEeTUUeCKOr0 MaTepuana W pelleHWe MpakKTUUeCKWX 3aZad, Kak B ayJUTOpPUM, TaK U
CaMOCTOSITEe/TEHO B KaueCTBe CaMOCTOSITe/TbHOU paboThl. [IprMeps peltieHust 3a/jau pa3ouparoTcst
Ha JIEKUUSIX U TMPAKTUUeCKUX 3aHATHUSIX, TIPU HeoOXOAMMOCTH 1o Haubosee TPYAHBIM TeMam
MIPOBOJIAATCS JONO/IHUTE/IbHBIe KOHCY/IbTallii. OCHOBHAS Lie/b pelleHrsl MpaKTUUecKuX 3a/iay —
TIOMOUYb yCBOMTb OCHOBHbIE TIOHSTHSI MH(OPMAalL[MOHHOW 0e30MacHOCTH, WX OmpefeneHus, a
TaK’Ke OCHOBHBbIE MeTOJbl M CpefcTBa obecrieyeHus: MH(GOpPMALMOHHOM Oe3omacHocTH. [s
pellleHHs1 3aJjau HeoOXOJWMO He TONbKO 3HaTh, HO W TIOHUMAaTh JIEKLMOHHBIA MaTepHall.
[TosToMy B Tmporjecce W3y4eHWs [JUCLUIUIMHBI PEeKOMeHZyeTCsi peryssipHas pabora c
KOHCIEeKTaMHU JIEKLIUA U PeKOMeH/J0BaHHO! TUTepaTypoi.

Bosbiioe BHMMaHWe [AO/DKHO OBITH yeieHO camocTosiTenbHOW pabore. B kauecTBe
3aflaHuM [y caMOoCTOsITe/TbHOM paboThl loMa CTyzleHTaM IpejjlaraloTcs 3a/jauk, aHaJoru4yHble
pa300paHHBIM Ha JIEKUSX Y MIPAKTUYEeCKUX 3aHATHSX WIN CXOXKHE C HUMHU.

[y TpoBepKHM U KOHTPOJSI yCBOEHWsI TeOpeTHUeCKOr0 MaTepuasa, NpUOoOpeTeHHBIX
MPaKTUUECKUX HABBIKOB pabOTBI C OCHOBHBIMHU TOHATHSIMUA B TeueHHe O0y4YeHUs! MPOBOJSTCS
MepOIpUATHs TeKylllel aTTecTaljid B BHJEe TeCTUPOBaHWM. Takke NMPOBOZASTCA KOHCY/IbTaL|UU
(mpy HeoOXOAMMOCTH) TIO JIEKIIAOHHOMY Marepuany W pa3bopy HEKOTOPBIX 3aflaHui ISt
CaMOCTOSITe/TbHOM paboThl.

B KoHlLle u3yueHMs [JUCLMIUIMHBI CTYZEHTbl CAAlOT 3ayeT. 3ayeT MPOBOAUTCS Ha
OCHOBAHHWU BBITIOJTHEHUST TeCTOBBIX 3a/laHUM U cobece/oBaHMsI HA OCHOBAHUM CITMCKAa BOTIPOCOB
K 3aueTy, KOTOPbI 0XBaTbIBaeT MOTHOCTBIO BCIO NTPOrpaMMy JUCLIUIIIMHEL.

YuebHo-MeTOHUECKOE 00ecreueHne
CaMOCTOATEe/THbHON Pa00ThI CTY/IEHTOB M0 AUCHHUILIHHE

[yt camocTosiTesTbHOM paboThl peKOMEeH/IyeTCs UCTI0/Ib30BaTh CIeAYIOLIYI0 yueOHy0
JIMTepaTypy:

1. Tanenbaym 3. ApxuTekTypa KommbioTepa. / J. Tanenbaym; [mep. c aura. HO.
l'opoxoBckoro, [I. IlunrtskoBa] - 5-e m3p. - CII6.: Ilumrep, 2013. - 843 c.
(akazieMruecKoe U3/10)KeHe MaTepyrara 10 apXUTEeKType KOMITbIOTepa).

2. Tauenbaym O. CoBpeMmeHHbIe orepaljioHHbIe cuctembl. / O. Tanenbaym, X. boc;
[riep. c anrn. A. JleoHTheBOM, M. ManbiiieBoii, H. BunbunHckoro] - 4-e u3zg. - CIT0.:
IMurep, 2019. - 1119 c.: wn. (akagemMuueckoe U3/I0KeHHWE MaTepuana I10
OTepaLMOHHBbIM CHCTEMaMm).

3. Tanenbaym 3. KommbtorepHsie cetu. / . Tanenbaywm, [I. Y33eposs; [rep. ¢ aHri. A.
I'pebenbkoBa] - 5-e u3g. - CII6.: ITutep, 2019. - 955 c. (akafieMHUUYeCKoe H3/I0KeHHe
MaTepuasa 110 KOMIbITEPHBIM CeTsIM).

4. Andepor A.Il. OcHoBrbl Kpuritorpaduu. Yue6Hoe rnocobue. / A.I1. Ancdepos, A. FO.
3yboB, A.C. Ky3bmun, A.B. Uepemymkun. M.: T'emmoc APB, 2005. 480 c.
(akazieMruecKoe U3/10)KeHWe MaTepyasa o Kpunrorpagpun).



