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1. Ilesin ocBOEHUSI AUCHHUIIIMHBI
Hucnunnuna «be3onacHOCT, B COBpeMEHHON WH(OPMaNMOHHON cpeae» obecrneunBacT
npuoOpereHue O00ydaroIMMHUCA 3HAHUM, yYMEHMM W HaBblKkOB no kommnereHuuu OIIK-1.
«CrnocobeH MpUMEHATh TEXHOJOTHYECKHEe HOBAIIMU U COBPEMEHHOE MPOrpaMMHOe oOecreueHue
B TypucTckoii cdepe» DenepaabHOr0 TOCYAAPCTBEHHOTO 00pa30BaTENbHOTO CTaHAApTa
BBICIIETO 00pa30BaHMs 1O HanpaBieHNO0 moaroToBku 43.03.02 Typuzm.

OCHOBHOH LE€NbI0 W3Y4YEHMsI JUCLUIUIMHBI SBJSETCS TEOPETHYECKas M NPaKTUUYECKas
MOJMOTOBKA O0YYAIONINXCS K JEATEIbHOCTH, CBI3aHHOM ¢ MPUMEHEHUEM COBPEMEHHBIX CPEICTB
U METOJIOB 3aIUTHl WH(GOPMALUK B MOBCEIHEBHON M MpodeccHoHaNbHON JesTeabHoCTH. Kype
JaeT MPEJCTaBICHUE O MECT€ M POJIM MHPOPMAIMOHHON 0OE30MacHOCTH B COBPEMEHHOM MUDE.
Ero u3yuyenue naer BO3MOXXHOCTb CO3HATEIBHOTO HCIOJIb30BAHUS, OOPAOOTKH M 3alIUTHI
uHpopmanuu.

2. MecTO IMCHUIIUHBI B CTPYKTYpe 00pa30BaTe/IbHON MPOrpaMMbl

JlaHHast TUCIUIUIMHA OTHOCHUTCS K 00513aTebHON YacTH 00pa30BaTeIbHOM MPOTrpaMMBbl.

JucuummmHa «be30macHOCTh B COBPEMEHHON HH(DOPMAIIMOHHOW Cpeie» UTPAcT BAKHYIO
poJIb AMist 001IenpodecCHOHANTBHON MOATOTOBKH 00y4aroIerocs.

3. Illianupyemble  pe3yJbTaTbl  O0y4YeHHs] 1O JMCHUILIMHE,
IVIAHNPYeMbIMH pe3ybTaTamu ocBoeHusi OIl 0akanaBpuara

COOTHECCHHbIC C

[Tporecc n3ydeHus: AUCIUTIMHBI HANIPpaBJieH Ha (JOPMHUPOBAHUE CISAYIONTUX KOMITCTEHITHIA
B cootBeTcTBUU ¢ ®I'OC BO, OOII BO 1 npuoOpereHus clenyrolux 3HaHul, yMEHH,
HABBIKOB U (MJIM) OMbITA JIEATEIbHOCTH:

®opmupyemas NuaukaTop nocTukeHust Ilepeuenb
KOMIIeTeH LM KOMIEeTeHLHH IUIAHUPYEMBbIX Pe3y/IbTAaTOB 00y4eHHs
(xoa u (ko u popmyanpoBKa)
(opmyanposka)

Oo6menpodeccuoHaIbHbIE KOMIIETEHIMHU

OIIK-1. Cnocoben | U-OIIK-1_3. Criocoben pemars | 3uamo:
IPUMEHATE CTaHJapTHEIC 3a]a91 OCHOBHBIE ITOHATHS B 00JacTH 00paboTKH
TeXHOJIOTHUYECKIE npodeccroHaIbHOM W 3amuThl  MHGOPMAIMM M HX
HOBAIUH y | ACATENBHOCTH Ha OCHOBE OIIPEeICIICHHS; MIOCJIE/I0BATENILHOCTD
COBPEMEHHOE UHGPOPMAITUOHHOM n BBIMIOJIHEHUsT ~ paboT 1O 3aIINTe
HpOrpAMMHOE oubnmorpaduyeckoi KyJIbTypsI C I/IHq)opMauI/IHV; KJ‘IaCCI/I(I)PIKaI_II/IIS)
NpUMEHEeHnEeM MH()OPMAIIOHHO- | HapyIIUTeIel UH()OPMATMOHHOM
06ecnequI:Ie B | KOMMYHHKAIHOHHDBIX TeXHONOTHIT | GE30IIACHOCTH; BHAB M  HA3HAYCHHE
TYPHCTCKOH cepe U C y4ETOM OCHOBHBIX CpE/ICTB 3aIIUTHl HHQOpMAIIHH.
TpeGoBaHUH HHPOPMALTMOHHOM Ymemn:
0e30macHOCTH yCTaHaBIUBATh u OCYIECTBIIATD
NEPBUYHYI0O HACTPOWKY OINEPalMOHHBIX
CHCTEM, AaHTHBHUPYCHBIX CPEACTB H

MEKCETEBBIX IKPAHOB.
Bnaoemw nagvikamu:

paboTel  CcO  CpeAcTBaMu
nHpOpMaLUH

3aIUTHI

4. O0beM, CTPYKTYpa U coJep:KaHue TUCHUTLITUHBI
OO01mas TpyA0eMKOCTh JTUCIAIIINHBI COCTABIISCT 2 3a4eTHBIC SIMHUIIBI, /2 akaJl. Jaca.

Ounas ¢popma




Ne Tembl (pa3aens) Buabl yueOHbIX 3aHATHI, DopMBbI TEKYLLET0
n/n AUCHUILINHBI, BKJIIOYASl CAMOCTOSATEIbHYI0 KOHTpPOJIs
UX COJepKaHne = padoTy CTYy1eHTOB, ycneBaeMoOCTH
3 M UX TPYAOEMKOCTh
= (B akaieMH4eCKHUX Yacax) ®opma
o NPOMeKyTOUHOi
aTrecTamuu
(no cemecmpam)
KonrakTHasi pa6oTa
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Paznen 1 (IIpaBoBble 3 6 3
OpraHu3aNMoOHHbIE
OCHOBBI
ol0ecneueHust
uHGOPMAMOHHOM
0e30macHOCTH B
Poccuiickoi
Denepauuu
Tema 1.1 ([IpaBOBBIC OCHOBBI 3| 2 1 |Tecr
obecrieyeHus
MH(pOPMAaIMOHHOM
0€30MacHOCTH
Tema 1.2 (3amuta 312 1 |Tecr
MePCOHANBHBIX
JTAHHBIX
Tema 1.3 |OpraHu3anyvoHHbIe 3| 2 1 |Tect
OCHOBBI 0O€ecTIeueHHs
MH(OPMAaIMOHHOM
0€30MMacHOCTH
6 mom yucne ¢ 30 u 6 3  |Bugeonekuuun
J[OT TEKCTOBEIE
MaTepuaibl
y4eOHOT0 1mocoous,
Mpe3eHTAINH, TECT B
OVK B
DemidOnline
Paznen 2 |ApxuTekTypa 3] 2 1
KOMINbIOTEPA
Tema 2.1 |Apxurekrypa 3| 2 1 |Tecr
KOMITBIOTEpa
6 mom yucie ¢ 30 u 2 1 |Buneoneknuu
/[OT TEKCTOBEIC
MaTepHabl
y4eOHOro mocoous,
MIPE3CHTAINH, TECT B




OVK B

DemidOnline
Pa3znen 3 |OcHOBBI 9 |Tect
HHpopMaLOHHOI
0e30macHoCcTH B
OnepanuoOHHBIX
cHCcTEMAax
Tema 3.1 |BBenenue B 3 |Tecr
nH(pOpPMaAITMOHHYIO
0€301aCHOCTh
oIeparMOHHbIX
CHUCTEM
Tema 3.2 [MudopmarmonHas 3 |Tecr
0€301aCHOCTh
oIeparMOHHbIX
CHUCTEM CeMeMCTBa
Windows
Tema 3.3 |MudopmannonHas 3 |Tect
0e30IMacHOCTh
OTIepaIMOHHBIX
CUCTEM CeMEelCcTBa
Linux
6 mom yucie ¢ 30 u 9 |Buneonexkuuu
J[OT TEKCTOBBIE
MaTepuaibl
y4eOHOr0 1mocoous,
[IPEe3CHTAIIMH, TECT B
OVYK B
DemidOnline
Paznen 4 |OcHoBbI 9
HHpopMaAOHHOI
0€30MacHOCTH B
JIOKAJbHBIX
BBIYHCJIHTEIbHBIX
ceTsax
Tema 4.1 |BBenenue B 4 |Tect
aApPXUTEKTYPY
JIOKAJIbHBIX
BBIYHCIIUTEIIBHBIX
cereit
Tema 4.2 |CeTeBbIe yrpo3bl U 4 |Tect
METO/IbI
MPOTUBOJICHCTBUS UM
Tema 4.3 |MesxceTeBble SKpaHbl 3 |Tect
6 mom yucie ¢ 30 u 11 |Buneonexkiuu
/[OT TEKCTOBEIC
MaTepraIbl
y4eOHOTro mocoous,
MPEe3CHTAINH, TECT B
OVK B
DemidOnline
Paznen 5 |Kpuntorpadpuyecku 3




€ MeTO/JbI 3aIUTHI
HHpopmanuu
Tema 5.1 |BBenenue B 3 2 2 3 |Tect
KpUnrorpaduyeckue
METO/bI 3aILUThI
uHpOopMaIu
6 mom yucie ¢ 90 u 2 1 3  |Buneonexknuu
J[OT TEKCTOBEIC
MaTepHabl
y4e0HOTro mocoous,
IIPE3EHTAlUH, TECT B
OVK B
DemidOnline
2 0,3 | 10,7 |3auer
Bcero 3a 3 cemecTp 72 | 16 | 16 0,3 | 37,7
Bcero 72 | 16 | 16 2 | 03| 37,7
3aounas popma
Ne Tembl (pa3aens) Buabl yueOHbIX 3aHATHI, @DopMBbI TEKYLLET0
n/n AUCHMILIUHBI, BKJII0OYAsl CAMOCTOSITEIbHYIO KOHTPOJIS
UX COJIepKaHne = padoTy CTY1€HTOB, ycreBaeMocTH
3 H X TPYJA0E€MKOCTh
5 (B akageMHYeCKHX 4acax) ®opma
o IPOMEsKYTOUHOI
aTTecTaluu
(no cemecmpam)
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Paznen 1 (IIpaBoBble 3 3
OpraHu3aNMoOHHbIE
OCHOBBI
obecneueHust
HH(popMaALMOHHOI
0e30I1acHOCTH B
Poccuiickon
Denepanun
Tema 1.1 |IIpaBoBbIE OCHOBBI 3|1 1 |Tect
o0ecrnieueHus
MH(OPMAIMOHHOM
0€30MMacHOCTH
Tema 1.2 |3amura 3|1 1 |Tecr
NePCOHATBHBIX
JTAHHBIX
Tema 1.3 |Opranu3anvoHHbIe 3|1 1 |Tect




OCHOBEI OO€ecIeueHus

MH(POPMAIMOHHOM
0e30macHOCTH
6 mom uucne ¢ 30 u 3 |Buaconexiun
J[OT TEKCTOBEIC
MaTepuabl
y4eOHOT0 1mocoows,
MPEe3CHTAINH, TECT B
DVYK B
DemidOnline
Pa3znen 2 |[ApxuTekTypa 1
KOMINbIOTEPA
Tema 2.1 |ApxutekTypa 1 |Tecr
KOMITBIOTEpA
6 mom yucie ¢ 30 u 1 |Buzneonexnuu
J[OT TEKCTOBBIE
MaTepuaibl
y4eOHOr0 1mocoous,
[IPEe3CHTAIIMH, TECT B
OVK B
DemidOnline
Pa3nen 3 |OcHOBBI 9 |Tecr
uHGOPMAMOHHOM
0€e30IacHOCTH B
OnepanuoOHHBIX
cHcTeMax
Tema 3.1 |BBenenue B 3 |Tect
MH(OPMALIMOHHYIO
0e30IMacHOCTh
OTIepaIMOHHBIX
CHUCTEM
Tema 3.2 |MudopmannoHHas 10 |Tecr
0€3011aCHOCTD
OTIepaIMOHHBIX
CHCTEM CceMeiicTBa
Windows
Tema 3.3 |MudopmannoHHas 3 |Tect
0e30IMacHOCTh
OTIepaIMOHHBIX
CHCTEM CeMelicTBa
Linux
6 mom uucne ¢ 30 u 9 |Bungeonekiuu
J[OT TEKCTOBEIC
MaTepuabl
y4eOHOT0 1mocoows,
Mpe3eHTAINH, TECT B
OVK B
DemidOnline
Pa3nen 4 |OcHOBBI 9
HH(popMaALOHHOI

0e30macHOCTH B
JOKAJIBHBIX




BbIYHCJIUTEIbHBIX
ceTsix
Tema 4.1 |BBenenue B 3 4 |Tecr
APXUTEKTYPY
JIOKaJIbHBIX
BBIYHUCITUTEILHBIX
cere
Tema 4.2 |CereBbie yrpo3bl U 3 4 |Tect
METO/IbI
MPOTUBOJICHCTBUS UM
Tema 4.3 |MexceTeBbIe SKpaHbl | 3 3 |Tecr
6 mom yucne ¢ 30 u 11 |Bunpeonexuuu
J[OT TEKCTOBEIC
MaTepuabl
y4ueOHOro nmocoous,
MPE3CHTAINH, TECT B
OVK B
DemidOnline
Pa3nen 5 [Kpuntorpadpuuecku| 3 3
€ MeTO/AbI 3N ThI
uHpopManun
Tema 5.1 (BBenenue B 3 10 |Tect
Kpunrorpaguieckue
METO/TbI 3aIIUTHI
nHpopmaruu
6 mom yucne ¢ 90 u 10 |Bupeonexkuuu
J[OT TEKCTOBBIE
MaTepuabl
y4eOHOT0 1mocoous,
Mpe3eHTAIUH, TECT B
OVK B
DemidOnline
3 0,3 3,7 |3auer
Bcero 3a 2 cemectp 72 | 4 4 2 | 0,3 |58+3,7
Bcero 72 | 4 4 2 | 03| 61,7

Conep:xaHue pa3/iesioB NPOrpaMMbl TUCUUILIUHBI
«be3onmacHOCTH COBpeMEHHOM HHPOPMALMOHHOMU cpeae»

Pa3znen 1. IlpaBoBble M OpPraHM3alMOHHBbIE OCHOBBI O0ecrevyeHuss WHGOPMALMOHHOI
0esonacHoctu B Poccniickoiit @enepanuu.

Tema 1.1. IIpaBoBbie OCHOBBI 0OecriedeHHs] THPOPMAIIMOHHOM 0€301aCHOCTH.

OcHoBHBIE TpaBa TrpaxaaH B chepe oOpaboTku u 3ammThl HHGopMaruu. OCHOBHBIC
NPUHIIMITBI TPABOBOTO PETYIUpPOBaHHUS B oOjmacT 00pabOTKM U 3alluThl WHGOPMAIUU.
Undpopmanusa. OcHOBHbIE CBOWCTBa 0€30MacHOCTH HMH(POpPMAIUKN: KOH(PHUIECHUIUATbHOCTH,
LIEJIOCTHOCTh, JIOCTYNHOCTb. Buabl mH(opManuu mo mopsaKy JOCTyNa M paclpoCTpaHEHHs.
Orpannuenne ngoctynma K uHpopmanuu. Bunper Taitn.  OOmamarens  uH)OpMaIumu.
Nudopmannonnsie TexHoioruu. MHpopmarnuoHHsle cucteMbl. Omnepartop HHGOpMAIMOHHON
cucteMbl. 3ammura uHopmaruu. OOBEKTHI 3alIUTBL. BUIBI OTBETCTBEHHOCTH B cdepe
00pabOTKHU U 3aIUTHl HH)OPMAIUH.




Tema 1.2. 3ammra nepcoHaIbHbIX TaHHBIX.

[lepconanbHble AaHHBIE M NPUHOWNB HX O0O0pabOTKH. Buapsl mepcoHanbHBIX JaHHBIX:
crienuanbHble, OMOMETPUYECKHE M OOLIEAOCTYNHBIE. YCIOBUS 00pabOTKH MepCOHAIBHBIX
nannbiX. Coriacme Ha 00pabOOTKY IEpCOHANBHBIX JAHHBIX. T[paHCTpaHWdYHAs Iepegada
NEepCOHANBHBIX JaHHBIX. [IpaBa cyOBEKTOB NEepCOHANBHBIX AaHHBIX. OmepaTrop MepcoOHAIbBHBIX
JaHHBIX M ero oOs3aHHOCTH. Mepbl oOecrieueHHss O€30MacHOCTH TEPCOHATBHBIX JAHHBIX.
KoHTponb 1 Ham30p 3a BBIMIOJHEHUEM MEp MO 00ECIIeUeHUI0 Oe30MacHOCTH. Y IOJHOMOYEHHBIN
OpraH I0 3aIlIuTe NpaB CyOBEKTOB MEPCOHAIBHBIX JAHHBIX.

Tema 1.3. Opranu3zannoHHbIe OCHOBBI 0OecTieueHHS HH()OPMAITMOHHON 0€3011aCHOCTH.

Kakue Bompockl craBuT nH(popManuoHHas Oe3onacHocTh? [lociaenoBaTenbHOCTh ACHCTBUI
1o 3amure uHpopMauuu. BeisiBieHne u aHain3 MHPOPMALMOHHBIX aKTHBOB. POpMHUpPOBaHUE
TpeboBaHuili mo 3ammre uHbopManuu. [logxoabl K MOJEIMPOBAHHUIO HAPYLIUTENEH U Yrpo3
uHPOpPMAMOHHON Oe3omacHOCTH. BBIOOp CpeAcTB W METOMOB 3aIIUTHI  MH(OPMAIHH.
Buenpenue cuctembl 3aIUThl HHGOPMAITUU. DKCIUTyaTalMsl CHCTEMBI 3aIllUThI UH()OpMAaIUH.

Pa3zpnen 2. ApxuTeKkTypa KOMIbIOTEPA.

Tema 2.1. BBenieHue B apXUTEKTypy KOMIIbIOTEpA.

[Tponieccoprl. OcHOBHasi (K31 W oOlepaTWBHAs) MaMATh. BcrmomorarenbHas MaMsATh.
YcrpoiicTBa BBOIa-BbIBO/IA (IIIMHBI, MOHUTOPHI, KJIABHATYPHI U MBI, BEO-KaMepbl, IPUHTEPHI).
[TepcoHanbHble KOMIIBIOTEPHI U MOOUIIBHBIE YCTPOUCTBA.

Pa3nes 3. OcHoBbI HHGPOPMALMOHHOH 0€301aCHOCTH B ONIEPALMOHHBIX CHCTEMAX.

Tema 3.1. BBenenue B MHGOPMAITMOHHYIO 0€30M1aCHOCTh ONEPAI[IOHHBIX CUCTEM.

O6umii cnoco6 xpaHeHus U 00paboTku wuHGpopManuu B KommbioTepe. [loHsATHS
ornepaiuoHHON u (¢ainoBoil cucreM. CyObeKThl, OOBEKThI, METOJAbl U TIpaBa JOCTYIA,
OpUBUJIETUM CyObeKTa JocTymna. JMCKpenMOHHOEe yIpaBleHHE JIOCTYIIOM, MaHJaTHOe
ynpasieHue A0cTynoM. Mnentudukanus, ayreHTUPUKALUsS U aBTOpu3auusa. AyTeHTHUKaLUs
Ha OCHOBE MapoJjieil, Ha OCHOBE BHELUIHUX HOCUTENEH Kilto4ya, OnoMeTpuyeckas ayTeHTH(PHKALIHSL.

Tema 3.2. UndopmarronHas 6€30macHOCTh ONEPaIlMOHHBIX cucteM cemeiictBa Windows.

VYrpasieHue TOCTYIIOM B ONEpPAIlMOHHBIX cucTtemax cemeiictBa Windows. Mnentudukanms,
ayTeHTH()UKAIKMS ¥ aBTOPU3AIM B ONMEPAIMOHHBIX crcTeMax cemeiictBa Windows. Peanmsarus
ay/uTa B ONEpaIlMOHHBIX cucTeMax cemeiicrea Windows.

Tema 3.3. MapopmanmonHas 6€30MacHOCTh ONEPAIMOHHBIX CHCTEM ceMeiicTBa Linux.

VYrpaBieHue JOCTYNIOM B ONEPallMOHHBIX cHcTeMax cemeiictBa Linux. Mpentudukarms,
ayTeHTHU(UKAIMSI ¥ aBTOPHU3AIMs B OMEPALMOHHBIX cHUcTeMax cemeiicTBa Linux. Peammsarus

ayiuTa B OIICPAlITMOHHBIX CUCTCMAX cemeticta Linux.

Pa3znen 4. OcHoBbl MHPOPMAITMOHHOH 0€30MACHOCTH B JIOKAJIbHBIX BbIYHCINTEIbHBIX
CceTHAaX.



Tema 4.1. BBeieHue B apXuTEKTypy JOKAJIbHBIX BEIUNCIUTEIbHBIX CETEH.

JlokanbHble BbluMcaMTENbHBIC ceTH. Mogens ISO/OSI.  ApxutekTypa ¥ OCHOBHBIC
MPOTOKOJIBI JIOKAJIbHBIX BEIYMCIUTEIBHBIX CETCH.

Tema 4.2. CeteBble yrpo3bl U METOJIbl TPOTUBOJACHCTBUS UM.

Krnaccudukamuu ceteBbIX yrpos3, ys3BuMocTeil u arak. CeTeBble aTakd Ha Pa3IHYHBIX
ypoBusix wmomenu ISO/OSI. Knaccuukaiuss BpeIOHOCHOTO MPOTPAMMHOTO OOECIEUCHHUSI.
[pu3HaKy MPUCYTCTBUS BPEIOHOCHOTO IIPOrPAMMHOTO oOeciieueHus. MeToabl 00HApYKEHHUSI.

Tema 4.3. MexceTeBble SKpaHbl.

MexceteBbie dkpanbl (MJ). Mecto u pons MD B obecnie4eHHHM ceTeBOM 0€301MacHOCTH.
Knaccupukanms MD. OcHoOBHbIE BO3MOXXHOCTH MD. JlocTomHcTBa W Hemoctatku MDO.
[Toctpoenue mpaBuil GUIBTPALIUH.

Pa3znen 5. Kpuntorpadguyeckne MeToabl 3alIUTHI HHPOPMALIMH.
Tema 5.1. BBenenue B kpuntorpaduyeckue METOAbI 3alIUThl HHOPMAIUH.

Hcropuyeckuii ouepk paszButuss Kpunrorpapuu. CuMMeTpuuHas M aCUMMETpHUYHas
kpunrorpadus. BpUUCIUTEN HO CIIOXKHBIE 3amadd  Marematuku. Kpunrocucrema RSA.
[Tonstue xpunrorpaduyeckoro mnportokona. CBOHCTBa MNPOTOKOJIOB, XapaKTEPU3YIOIIHE HX
6e3omacHOCTh. Cxembl (POBOIL MOATIUCH.

5. 06p330BaTeJ'[bele TEXHOJOI'MHA, B TOM YUCJI€ TEXHOJOIUH 3JICKTPOHHOI'0 oﬁyqe}mﬂ Hu
AUCTAHIIHOHHBIC OﬁpaSOBaTEJIbeIe TEXHOJOIMH, HCII0JIb3YEMbIC IIPH OCYINECTBJICHUUA
06pa30BaTeJII)HOF0 npoumecca mo TMCUMIJIMHE

B mponecce 00ydeHns NCTIONB3YIOTCS CIEAYIOIINE 00pa30BaTeIbHbIE TEXHOIOTUU:

AxaneMuyecKkasi JieKIus (WIK JIEKIHs 00IIEero Kypca) — ocjieIoBaTelIbHOE U3JI0KEHHE
MaTepuaga, OCYLIECTBISIEMOE MPEUMYHIECTBEHHO B BHUJAE MOHOJIOIa IPENoAaBaTelis.
TpeboBaHMs K aKaJeMHUYeCKOH JEKUIUU: COBPEMEHHBIH Hay4HbI YpOBEHb M HACBIIIEHHAs
MH(OPMATUBHOCTb, yO€qUTeNbHas apryMeHTalus, JOCTylHas M TIOHATHAas pedb, 4YeTKas
CTPYKTypa M JIOTHKA, HalM4ue SPKUX NPUMEPOB, HAYYHBIX JIOKA3aTelIbCTB, OOOCHOBAHMIA,
(dakToB.

IIpobGiaemHas JeknMs — W3JIOKEHHE MaTepuaia, MPEANoyaralniee MNOCTaHOBKY
HpO6J’ICMHI>IX U JUCKYCCHOHHBLIX BOIIPOCOB, OCBCIICHHUE PA3JIMYHBIX HAYYHBIX IIOJAXOI0B,
aBTOPCKHE KOMMEHTApHHM, CBSI3aHHBIE C PA3JIMYHBIMH MOJEISIMH MHTEPIPETALUU H3Y4aeMOIo
matepuaia. [Ipo0GiaemHast ieKusi HauMHAETCs C BOIPOCOB, C TOCTAHOBKU NMPOOJIEMbI, KOTOPYIO B
XO0JIe M3JIOKEHUS MaTepualia HeoOXOAMMO pemuTh. B jekmuu coderaroTcst mpoOjeMHbIE U
uH(popMallMoHHble Hayana. [Ipm 3TOM mpolecc MO3HAHUS CTYAEHTOB B COTPYJHUYECTBE U
JMajore ¢ mpenojaBareieM MpUOIMKAeTCs K MOUCKOBOM, MCCIIEAOBATENbCKON J1ESTENbHOCTH.
Copnepxanue mpoOJeMbl pacKpbIBaeTCs IyTEM OpraHU3aluy I[OMCKa €€ pEelIeHUus W
CYMMMPOBAHMS U aHAIN3a TPAAULIMOHHBIX U COBPEMEHHBIX TOUYEK 3PEHHUS.

HpaKTuquKoe 3aHATHE — 3aHATUC, TOCBAIICHHOC OCBOCHUIO KOHKPETHBIX yMeHI/Iﬁ u
HAaBBIKOB U 3aKPEIICHUIO TIOJYyYEHHBIX HA JIEKLIUU 3HAHUM.

DneKTpOHHBINH y4eOHBIN Kypc «be3onacHOCTh B COBpeMeHHON MH(OpPMAIIMOHHOHN cpejiey Ha
mwiatdopme onnaiiH-o0ydenus DemidOnline, B koTopom:



— TPEICTAaBJICHBI BUICO-JICKIIHIA 10 BCEM TeMaM JUCIHILTUHBI U IPE3CHTALUN K HUM;

— TPEJCTABJICHBI TEKCTHI JICKIIMH 11O BCEM TEMaM JIHCIIUILINHBL,

— TPEJCTaBJICHBI MPABUJIA MPOXOXKICHUS MPOMESKYTOYHOM aTTECTALMH 10 TUCITUIUINHE;

— TPEICTABJICHBI TECTHI IO TeMaM JUCHUIUIMHBI JUIT CaMOCTOSTEIILHOM paboThI
00yJaromuxcs;

— TocpeacTBOM  QopyMa  OCYIIECTBISICTCS CHHXPOHHOe U (WJIHM) AaCHHXPOHHOE
B3aMIMOJICHCTBHE MEXKIY OOYYAarOIIMMHCS M TMPENojaBaTelieM B paMKax HW3YyYCHUs
JACIIUILINHEI.

6. IlepeueHb JIMIIEH3HOHHOr0 M (MJIM) CBOOOJHO PACHPOCTPAHSIEMOro0 NPOrPaAMMHOIO
olecrieyeHusl, HMCNOJb3yeMOr0 TMPH OCYLIECTBJIEHUM O00pPa30BaTeJLHOI0 Mmpolecca o
AUCHUTLINHE
B nporuiecce ocymiecTBiaeHUs: 00pa3oBaTeIbLHOTO MPOLIECcca UCTIONb3YIOTCS:
— MpOrpaMMHOE OOeclieyeHue JJsl CO3JaHus UM JICMOHCTPAalMH  Tpe3eHTaluH,
WITIOCTPAIMIA U IPYTUX YU€OHBIX MaTepHAIIOB:
— Microsoft Windows (B cocraBe Microsoft Imagine Premium Electronic Software
Delivery);
— Microsoft OfficeSTD 2013;
— Virtual Box (cBo6osHO pacmpoctpansiemoe I10);
— Ubuntu (cBob6oaHo pacnpoctpansemoe [10);
— Kali Linux (cBo6oano pacmpoctpansiemoe I10).
— and moucka ydeOHOUM muTepaTypbsl Oubmmoreku Spl'Y — ABTOoMaruzupoBaHHAs
oubnuoreynas undopmarnronnas cucrema «bYKU-NEXT» (ABUC «byku-Nexty);
— TIpH MPOBEJICHUU JICKIIUH UCTIONB3YIOTCS MYJIbTUMEANIHBIC TIPE3CHTAINY;
— TpU TPOBEICHUU JIAOOPATOPHBIX PabOT HUCHOIB3YIOTCS CPEICTBA BBIYUCIUTEIHHOM
TEXHUKH, MOJIEPKUBAIOIIME TEPEUUCIIEHHOE POrPaMMHOE 00ecTiedeHue.

7. IlepeyeHb cOBpeMEHHBIX NPOGecCHOHANBHBIX 0a3 JAHHBIX M HMH(OPMALMHOHHBIX
CIIPABOYHBIX CHCTEM, HCII0JIb3YEMbIX IIPH OCYLIECTBJICHHH 00pPa30BaTe1bHOIO Npolecca 1o
AUCHHUILIMHE

1. Dnexrponnsie katajgorn Hb SApl'Y

(http://www lib.uniyar.ac.ru/opac/bk_cat_find.php) comepxar 6ubarorpaduueckue 3anucu
BCEX BHJIOB JIOKYMEHTOB, COCTaBIIAIOLMX (POHI OMOIMOTEKH, Ha PYCCKOM M HMHOCTPAHHBIX
SI3BIKAX.

2. JjeKTpoHHasi 6M0JIHOTEeKA yueOHbIX MaTepuaJioB Apl'Y

(http://www lib.uniyar.ac.ru/opac/bk_cat_find.php) comepxkutr ©Gomee 2500 mMmONHBIX
TEKCTOB Y4YEOHBIX UM Yy4yeOHO-METOJUYECKHX MAaTepHajoB IO OCHOBHBIM H3Yy4aeMbIM
TUCIUIUIMHAM, W3JaHHBIX B yHHBepcuTeTe. JlocTym B ceTH yHUBEpcUTeTa, JHOO 10
JIOTHHY/TIapoJIIo.

3. CnpaBouyHO-nipaBoBas cucreMa « KOHCY IbTaAHTILIIOCH

(https://www.consultant.ru/) cmpaBOYHO-TIpaBOBas CHCTEMa IO 3aKOHOJATENLCTBY
Poccuiickoit denepanuu.

4. CnpaBouHo-nipaBoBasi cucrema «["apanr»

(http://www.garant.ru/)  crmpaBoYHO-TIpaBOBasi ~ CHUCTEMa 0  3aKOHOJATENILCTBY
Poccuiickoit denepanun.
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8. IlepeyeHb OCHOBHOIi W JOMOJHHUTE/NLHOW Y4eOHOW JIMTEpaTypbl, pPecypcoB
HHPOPMALMOHHO-TEJIEKOMMYHUKAUNOHHOH ceTn «UHTepHeT» (IPpHM HE00XOAUMOCTH),
PeKoOMeHIyeMbIX /1Jisl OCBOEHHS 1M CHUIITUHbI

a) OCHOBHasl JIUTEpaTypa

a) OCHOBHasl JIUTEpaTypa

1.

be3onacHocTh B coBpeMeHHOM nHpopMarmonHon cpeae. Yacte 1: yueOHoe mocooue.
B.H. Kusases, .M. Mypun; fpoci. roc. yu-t um. IL.I'. [Iemunosa. - fIpocnasis:
NHJNTO, 2021. — 158 c. [https://e.lanbook.com/book/75150]

Horamun, H. b. Apxurektypa kommeiotepa : yaebnoe nocooue / H. b. Jloragun. —
4-e u3g. — Mockaa : Jlabopatopus 3Hanui, 2020. — 274 c.

by3a, M. K. Apxurekrypa komnbiotepoB : y4eOnuk / M. K. by3a. — MuHck :
Beimitmas mkoia, 2015. — 414 c. [https://e.lanbook.com/book/75150]

CononeBny, A. B. Kommnbtorepusie cetn : yaeonuk / A. B. CononeBnd. — MHUHCK :
PUIIO, 2021. — 208 c. [https://e.lanbook.com/book/194950]

Pakutun, P. 0. Kommerorepnsie cetn : yue6Hoe mocodue / P. }O. Pakutun, E. B.
MockaieHKo. — bapuayn : Antl'TlY, 2019. — 340 c.
[https://e.lanbook.com/book/139182]

Kopxuk, B. Y. OcuHoBbl kpunrorpaduu : yuedHoe nocodue / B. U. Kopxkuk, B. A.
SAxoBneB. n —  Cankr-lIlerepOypr:  Hnrepmeaus, 2017. — 312  c.
[https://e.lanbook.com/book/161359]

0) 10MOTHUTEILHAS JTUTEPaTypa

0) 10MOJTHUTEILHAS JTUTEPaTypa

1.

Konctutynus Poccuiickoit ®enepanuu: [npuHATa BCEHAPOAHBIM T'OJIOCOBAHHEM
12.12.1993 ¢ u3meHeHUsIMU, OJOOPEHHBIMHU B X0J/I€ OOIIEPOCCUNUCKOTO TOJOCOBAHUS
01.07.2020]. — [octym u3 crpaBoYHO-NIPaBOBOM cucTeMbl «KOHCYIBTaHTILIIOCY. —
TekcT: 2IeKTPOHHBIN.

VYronosueii kopekc Poccniickoin ®@enepanun: PenepanbHblil 3akoH oT 13.06.1996
No63-D3: [mpunst ['ocymapctBennout [ymoii 24.05.1996]: (¢ usMeHEeHUAMH U
JIOTIOJIHEHUSIMN ). — Hoctyn u3 CIPaBOYHO-TIPABOBOM CHUCTEMBI
«KoHCynpTaHTILIIOC». — TEeKCT: 2JEKTPOHHBIN.

Konekc Poccuiickoit ®enepanuu 00 aJIMUHHCTPATUBHBIX MPAaBOHAPYIICHUSX:
®enepanbhbiil 3akoH 0T 30.12.2001 Nel95-®3: [mpunsrt ['ocynapcrBenHoit Jymoi
20.12.2001]: (c wm3MeHeHMSIMHM U JAOMONHEHUsMH). — JlOCTym U3 CIpaBOYHO-
paBoBOM cucTeMbl «KOHCYIbTaHTIUIIOCY. — TeKCT: 2JI€KTPOHHBIH.

Tpynosoit xoxekc Poccuiickoit ®enepanun: denepanbubiii 3akoH ot 30.12.2001
Nel197-@3: [mpunsat ['ocymapctBennon Jlymoit 21.12.2001]: (¢ uzmMeHeHUAMH U
JIOTIOJTHEHUSIMN ). — Hoctyn u3 CIPaBOYHO-TIPABOBOM CHUCTEMBI
«KoHcynpTaHTIUTIOC». — TEKCT: 3IEKTPOHHBIM.

®enepanbHblif 3akoH oT 27.07.2006 Nel149-03 «O06 undpopmanuu, MHGOPMAITMOHHBIX
TEXHOJIOTUSIX W O 3amure HuHpopMauumy: [npuHAT [ocymapcTBeHHOM Jlymoii
08.07.2006]: (c W3MEHEHHMSIMH W JOMOJTHEHHsIMH). — JlocTym U3 cIpaBOYHO-
MpaBOBOM cUCTEMBI «KOHCYNBTAaHTIUIFOC». — T €KCT: AIEKTPOHHBIN.

®enepanbHblil 3ak0H 0T 27.07.2006 Nel52-D3 «O nepcoHanbHbIX JaHHBIX»: [[TPUHST
l'ocynapctBennoit Jlymoit 08.07.2006]: (c u3MEHEHHSIMH W JIONOJIHEHUSIMH). —
Hoctyn w3 crnpaBouHO-IpaBoBoM cucTeMbl «KoHcynbTaHTILIIOC». —TEKCT:
JJIEKTPOHHBIN.
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10.

11.

12.

13.

14.

15.

16.

17.

[Tonoxenune o mopsiake oOpameHus co cinykeOHo MHpopMaIeld OrpaHUuYeHHOTO
pacnpocTpaHeHuss B (efepalibHBIX ~ OpraHax  HUCIOJHHUTEIBHOW  BIIACTH,
YIIOJTHOMOYEHHOM OpraHe YIpaBJIEHUs MCIIONb30BAaHUEM AaTOMHOM JHEPrUM H
YIOJIHOMOYEHHOM OpraHe [0 KOCMHUYECKOM JI€ATEIIbHOCTU»: [yTBEPKIECHO
ITocranoBnenuem llpaBurensctBa Poccuiickoit ®@enepaunuu ot 03.11.1994 Nel233]:
(c UBMEHEHUAMHU U JOMOJHEHHsIMH). — J[OCTYN M3 CHpaBOYHO-TIPABOBOIM CHCTEMBI
«KOoHCYInbTaHTILIIOC». —TEeKCT: 2JIEKTPOHHBIM.

TpeboBanust K 3amTe MEPCOHAIBHBIX JAaHHBIX MpH HX 00paboTke B
MH(POPMALMOHHBIX cUCTEMax IIEPCOHAJIBHBIX JTAaHHBIX [yTBEpXKAECHbI
[TocranoBnenuem IlpaButenscrBa Poccuiickoit ®@enepanuu ot 01.11.2012 Nel119].
— Joctyn wu3 cnpaBouHo-ipaBoBoM cucteMbl «Koncynbrantnlliroc». —Tekcr:
3JIEKTPOHHBIN.

IlepeueHp Mep, HaNpaBiIEHHBIX Ha OOECIIEUEHUE BBHINOJHEHUS OOA3aHHOCTEH,
npeaycMoTpeHHblx DenepasibHbIM  3aKOHOM  «O  NEPCOHANBHBIX JAHHBIX» H
INPUHATBIMU B COOTBETCTBUM C HUM HOPMAaTUBHBIMM IIPaBOBBIMHM aKTaMH,
ornepaTopamu, SIBJISIOIIUMHUCS TOCYIAPCTBEHHBIMU WJIM MYHULIUIIAJIbHBIMU OpraHaMU:
[yrBepxaen IlocranoBnenuem IlpaBurenscrBa Poccuiickoit ®enepauun oT
21.03.2012 Ne211]: (c u3MEeHEHUSAMH W JOMOJHEHHsIMH). — J[OCTYyI W3 CrpaBOYHO-
npaBoBoil cucrteMbl «KoHCynbTanTOllmocy. —TeKCT: 3MEeKTPOHHBIMN.

[Tonoxxenue 06 0cOOEHHOCTAX 00pPabOTKU MEPCOHATBHBIX JAHHBIX, OCYIIECTBISIEMON
0e3 WCIONB30BaHMS CpPEACTB aBTOMaTH3aluu: [yTBepxaeHo [locraHoBIeHHEM
[IpaBurensctBa Poccuiickoit @epepaunn ot 15.09.2008 Ne687]. — [octyn wu3
crpaBo4HO-IIpaBoBOM cucteMsl «KoHcynbranTnliroc». —TeKCT: 2IeKTpOHHBIN.
TpeboBanust kK MaTeprallbHBIM HOCUTENIIM OMOMETPHUYECKHUX MEePCOHATBHBIX JaHHBIX
U TEXHOJOTMSAM XpaHCHHWsS TaKUX [JaHHBIX BHE HMH()DOPMAIIMOHHBIX CHCTEM
MEPCOHANIbBHBIX  JaHHbIX:  [yrBepxkaeHOo  IlocranoBnennem  IlpaBurenbcrBa
Poccuiickoit @enepanuu ot 06.07.2008 Ne512]: (c u3MEHEHUSAMHU U JONOJIHEHUSIMU).
— Jloctyn u3 cnpaBouHo-nipaBoBoi cuctemsl «Koncynsrantnllmoc». —TekcT:
JJIEKTPOHHBIN.

Metoauyeckue pEKOMEHJALUM 10 YBEAOMJIEHUIO YIOJIHOMOYEHHOIO OpraHa o
Hayaje oOpabOTKM NEepCOHANBHBIX JAHHBIX U O BHECEHWHM H3MEHEHUH B paHee
IIPE/ICTaBICHHBIE CBEIECHNUS: [yTBEpKIEHBI ITpuKa3zoM Pockomuanzopa ot 30.05.2017
Ne94]: (c uzMeHeHUsIMH U JOMOJNHEHUsMHU). — JlOCTyn M3 CHpPaBOYHO-IIPABOBOM
cucreMmsl «KoHcynpranTnllmrocy. —TeKCT: 21eKTpOHHBIM.

TpeboBanust 1 MeTOJIbI 1O OOE3TMUYMBAHUIO MEPCOHANBHBIX JIAHHBIX: [YTBEP>KICHBI
npukazoM Pockomuamzopa ot 05.09.2013 Ne996]. — Jloctynm U3 cCHpaBOYHO-
npaBoBoil cucteMbl «KoHcynmpTanTnl limocy». —TeKCT: 3IeKTPOHHBIMN.

CoctaB U cojep)kaHHE OPraHM3allMOHHBIX M TEXHMYECKMX Mep MO O0OeCledYeHHUIo
0€30MacHOCTH TMEpPCOHATBHBIX JaHHBIX IpU KX 00paboTKe B HHPOPMAIMOHHBIX
CHUCTEMax IEpPCOHANBHBIX NaHHBIX: [yTBepikaeHsl npukazom OCTOK Poccunm or
18.02.2013 Ne21]: (c u3MeHEHMSIMH U JOMOJIHEHUsIMHU). — JlocTyn u3 crnpaBodHO-
npaBoBoil cuctembl «Koncynbrantnllntoc». —TekeT: 3IeKTPOHHBIMN.

bazoBast monens yrpo3 6€30macHOCTH MEPCOHAIBHBIX JAaHHBIX MpHU UX 00pabOTKe B
WHGOPMAIIMOHHBIX CHUCTEMax IEepPCOHAIBHBIX JaHHBIX (Bbimucka): [yrBepikieHa
3amectutenem aupekropa DCTIK Poccun 15.02.2008]. — Hdoctym u3 cripaBOYHO-
npaBoBoil cuctembl «Koncynbrantnllntoc». —TeKkeT: 3IeKTPOHHBIMN.

MeTtonuka onpezeneHuss akTyalbHbIX yrpo3 0€30MacHOCTH MEePCOHANBHBIX JAHHBIX
npu HuX o00paboTke B HMH(POPMALMOHHBIX CHUCTEMaX MEPCOHANBHBIX JaHHBIX:
[yrBepxaena 3amectuteneM aupekropa ®CTIOK Poccun 14.02.2008]. — Hoctym u3
crpaBo4YHO-TIpaBoBoil cucteMbl «KoHcynpTanTnlIlmoc». —TeKcT: ANeKTpOHHBIN.
CoctaB M coiepxaHHE OPraHU3alMOHHBIX M TEXHUYECKHX MeEp IO OOECHeueHUIo
0€30IaCHOCTH TEPCOHATBHBIX JIAHHBIX NpPH HMX 00paboTke B HMH(OPMAIIMOHHBIX
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CUCTEMax IMEepPCOHATBHBIX JAHHBIX C UCIOJIB30BAHUEM CPENICTB KPHUMTOTpadUIecKOn
3amuThl  MHGOpPMAlMM, HEOOXOAWMBIX JJIi  BBINOJIHEHHUS  YCTAHOBJIEHHBIX
[TpaButensctBoM Poccuiickoit @eneparyn TpeOOBaHUN K 3alUTE MEPCOHATBHBIX
JAHHBIX I KaXKJOr0 M3 YPOBHEH 3allUIIEHHOCTH: [yTBepkAeHbI mpukazom PCh
Poccun or 10.07.2014 Ne378]. — Jloctyn u3 CHpaBOYHO-IIPABOBOM CHCTEMBI
«Koncynprantnllmtocy. —TeKCT: 3IeKTPOHHBIH.

18. Meroanyeckne pEeKOMEHIAIMU IO pa3pabOTKe HOPMATUBHBIX MPABOBBIX aKTOB,
OTIPECTSIONIUX YIPO3bl OE30MACHOCTH MEPCOHAIBHBIX JaHHBIX, aKTyallbHbIE MpPU
00paboTKe MepCOHANBHBIX JAHHBIX B MH(OPMAIMOHHBIX CHCTEMAax MEPCOHATBHBIX
JAHHBIX, OKCIUTyaTUPYEMBIX TMpPU OCYILIECTBICHHH COOTBETCTBYIOIIMX BHUOB
NesATeNbHOCTH: [yTBepkaeHbl pykoBoiacTBoM & Ilentpa ®CBb Poccum 31.03.2015
Ne149/7/2/6-432]. — Hoctyn u3 CIIPaBOYHO-TIPABOBOM CHUCTEMBI
«Koncynprantnlimrocy. —TeKCT: 3JIeKTPOHHBIN.

19.TOCT P 51275-2006 3ammra uHpopmanuu. OO6bekT mHbpopMaTu3anuu. DakTopsl,
BO3JICHCTBYIOIIME Ha nHpopManuio. O0mue nonoxenus. — JlocTyn u3 cnpaBO4HO-
nipaBoBoil cucteMbl « TEXOKCIIEPTY». —TekcT: 31eKTpOHHBIN.

20. dnenos, M.E. Linux rnazamu xakepa. 5-¢ u3a. / M.E. ®aenos. — CII6. : BXB-
[TerepOypr, 2019. —416 c.

21. JlaB, P. Linux. CucremHoe nporpamMmmupoBanue. 2-¢ usn. / P. JlaB. — CII6. : Tlurep,

2014. — 448 c.
22. Yopn, b. Bayrpennee yctpoiictBo Linux. / b. Yopa. — CII6. : TTurep, 2016. — 384
c

23. Yosifovich, P. Windows Internals Seventh Edition. Part 1 / P. Yosifovich, A. lonescu,
M.E. Russinovich, D.A. Solomon. — Microsoft Press, 2017. — 784 p.

24. Intel 64 and 1A-32 Architectures Software Developer’s Manual [DiexkTpoHHbIi
pecypc] — DnekTpoH. TekcToBble naH. —Ilocnennee obHoBnenue : 16.11.2020. —
Pexxum moctyma: https://software.intel.com/content/www/us/en/develop/articles/intel-
sdm.html.

9. MaTepuanbHo-TeXHHYecKas 0a3a, HeoOX0AMMasl VIS OCYLIeCTBJIEHUSI
o0pa3oBaTe/IbHOIO Mpolecca Mo AMCIUIIHHE

MartepuanpHo-TeXHUUYECKasi 6a3a, HeoOXoauMas sl OCYIIECTBICHHS 00pa30BaTEIbHOTO
npolecca 1o AUCUUIUIMHE BKJIIOYAeT B CBOM COCTaB ClieUaIbHbIE TOMEIICHHUS:

-y4eOHbIe ayAUTOPHUH IS IPOBEICHUS 3aHATUH JIEKIIHOHHOTO THUIIA;

-y4eOHbIC ayJAUTOPUU JJI MPOBEACHUS JTa0OPaTOPHBIX pabOT, OCHAIIIEHHBIE CPEICTBAMHU
BBIUMCIUTENFHON TEXHUKH, MOAJNEPKUBAIOIIMMU MPOrpaMMHOE OOeCTeueHrne, yKa3aHHOe B
IyHKTE 6;

- yueOHBIE ayIUTOPUU AJIs1 IPOBEJCHUS TPYITOBBIX U HHIWBUyaIbHBIX KOHCYIbTAIIUN;

- ydeOHbIE ayAUTOPUU IJIsi TPOBEIEHUS TEKYIIEr0 KOHTPOJISI W TMPOMEKYTOYHOU
aTTeCTalluu;

- IIOMEIIEHUS JIJISl CAMOCTOATEILHON paOOTHI;

- TOMENICHUS JUIsl XpPaHEHUS U MPO(PUIAKTUYECKOTO OOCTY)KMBaHUS TEXHHUUYECKUX
CpencTB OOy4deHHs.

[TomemieHust AJi1 CaMOCTOSITENBHON Pa0OTHI OOYYAIOMIMXCS OCHAIEHBI KOMITBIOTEPHOU
TEXHUKOW C BO3MOXKHOCTBHIO TOAKIIOYEHHS K ceTh «MHTepHeT» M obecredeHueM J0CTyIa B
AIIEKTPOHHYIO WH(OPMAIIMOHHO-00pa30BaTEeNbHYIO CPEAY OpTaHU3aIIH.

Uwucno mocagouHbIX MECT B JICKIIMOHHON ayIUTOPUU OOJIbIlIe TMOO PaBHO CIIUCOYHOMY
COCTaBy MOTOKAa, a B AyJUTOPUU HJII MPAKTUYECKUX 3aHATUA (CEMHUHApPOB) — CIHCOYHOMY
COCTaBY TPYIIBI 00YJaIOIIUXCSI.

ABTODP(BI):
Kana. ¢pu3.-mat. Hayk Mypun /1. M.
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IIpunoxenne Nel k paGoueii nporpamMme AUCHHUIIIMHBI
«be3onacHocTh B cCOBpeMeHHO MH(OPMAIIMOHHOI cpejie»

DoH/I OLIEHOYHBIX CPEICTB
JJIS1 IPOBe/IeHNUs] TEKYylIel ¥ MPOMeKYTOYHOI aTTeCTALIMH CTYIeHTOB
Mo JUCIHUILINHE

1. TunoBbie KOHTPOJIbHBIE 32JaHUS HJIU HHbIE MaTepPUAJIbI,
Heo0XO0AUuMBbIe IVISl OLeHKH 3HAHUI, yMeHHMIi, HABLIKOB U (MJIM) ONBITA 1eSITeJILHOCTH,
XapaKTepu3yIIMX 3Tanbl (POPMHUPOBAHUS KOMIIETEHIHI

1.1 KouTpoJibHble 3a1aHNsI U MHbIE MAaTePHAJIbI,
HCIoJIb3yeMble B Npouecce TEKyIei aTTecTanuu

Tect mo Teme 1.1 [IpaBoBbIe 0CHOBBI 00ecneyeHUs1 HHPOPMAIMOHHO 0€30MACHOCTH

Kakne monmoxeHus, CBsi3aHHBIE C BOIpocamMu 00pabOTKM MH(OpPMAINH, 3aKPEIUICHBI B
Koucturynuu Poccutickoii @enepannn?

a) [IpaBo Ha HENMPUKOCHOBEHHOCTH JTUYHON U CEMEHHOMN TailHBI.

0) [IpaBo Ha 00pabOTKy M1000i HH(MOPMALIUHU JTFOOBIM BO3MOKHBIM CITIOCOOOM.

B) 3anpeT Ha 00paboOTKy HH(OPMAIMK O YACTHOW KU3HHU JIHIA 0€3 ero coriacusi.

r) [IpaBo Ha noay4YeHue TpakjaHaMu JIOIyCKa K rOCY/1apCTBEHHOMN TaiiHe.

Kakue Buapl uHpopmanuu o0s3aTenbHO TpeOyeTcs 3aluInarh B COOTBETCTBUU C
3aKoHoJiaTenbcTBOM Poccuiickoit denepanuu:

a) Uadopmarus a1 cinyke0HOTO MOJIb30BAHUA.

0) IlepcoHanbHbIC TaHHBIE.

B) ['ocynapcTBeHHas TaiiHa.

r) BpauebHnas Taiina.

n) Bce nepeuncienHsle.

B cootBerctBun ¢ PenepanbHbiM 3akoHOM «OO0 wuH(OpMauM, HHPOPMALMOHHBIX
TEXHOJIOTHSX U 3aluTe HH(OpMauu» UHPOPMAIHUS — ITO:

a) JIroOble naHHbIe, MpeACTaBICHHbIE HA MaTEpHAIbHOM HOCHUTEIIE.

0) CBenenus (cooO1eHus, TaHHbIE), HE3aBUCUMO OT (POPMBI UX MPEACTABICHUS.

B) He sHeprus u He marepus.

r) CBeneHus, BOCIPUHUMAEMBbIE YEIOBEKOM M (MJIM) CHEIHaIbHBIMH yCTPOWCTBaMU
Kak OTpaXkeHHe (aKToB MaTepHalbHOTO WM JYXOBHOTO MHMpa B IIpolecce
KOMMYHHKAIIH.

UYro U3 MepeunciIeHHOr0 MOYKHO paccMaTpuBaTh Kak 0a3zy JaHHBIX B COOTBETCTBHU C
3aKoHoAarenbCcTBOM Pocculickoit denepanuu:

a) EXCEL Tabnuiy ¢ ynopsJo4eHHOH U CTPYKTYpUPOBAaHHON HH(OpMaIHeH.

0) ®aitn hopmara DOC, B KOTOPOM CO371aH CITHCOK CITYIIATEICH STOW MPOTPaMMEI.

B) KapToTeky perucrparypsl yupeKIeH!s 3ApaBOOXPAHEHHUS.

r) Bce nmepeuncnennsle.

LenocTHOCTH MHPOPMALIUU — ITO:

a) O6s3arenbHOE AJIS BBIMOJIHEHUS JTUIIOM, MOJYYHBIIMM JOCTYH K ONpPEIEICHHOMN
uHpopManuy, TpeOOBaHME HE TepenaBaTh TaKyl0 HH()OPMAILUIO TPETbUM JMIaM 0Oe3
corJiacus ee obsagarers.

0) Cocrostarie uH(OpMaIMK, TPH KOTOPOM OTCYTCTBYET Jlt000€ €€ M3MEHEHHE THO0
M3MEHEHHE OCYILECTBIISETCS TOJNBKO MPEIHAMEPEHHO CyObEeKTaMH, UMEIOIMMU Ha HETO
IPaBo.

B) Bo3MoxHOCTH noy4yeHust UHQOPMAILIUY U €€ UCTIOJIb30BAHHUS.

Ha teppuropuu Poccuiickoit @enepanny 3anpelieHo pacnpoCcTpaHeHHE:
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7.

8.

9.

a) Mudopmanuu, KkoTopast HarpapiieHa Ha MPOTaraHy BOMHBI.

6) Kommepueckoii TaifHBI.

B) MH(opmarin, KoTopast HarpasiieHa Ha Pa3KUTaHUE PEIIUTHO3HOW HEHABHCTH.

r) [lepcoHanbHBIX JaHHBIX.
I'paskJaHUH WK IOPUIMYECKOE JIULI0, OCYIIECTBIISAIONINE AeSITEIbHOCTD 110 SKCIUTyaTalluu
WH(POPMAIIMOHHON CUCTEMBI, B TOM YHCIIE 110 00paboTKe MHPOPMALINH, COICPIKAIICHCS B
ee 0a3ax JaHHBIX — ATO:

a) ObnanaTenp HHGOPMAIIHH.

0) Oneparop nH(DOPMAIIMOHHOW CUCTEMBI.
Ecnu He onpeneneHo nHOTro, OrepaTopoM HHPOPMAITMOHHOM CUCTEMBI SIBIISICTCS:

a) Obnanarens HHPOPMALIUH.

06) COOCTBEHHHMK HCHOJB3yEeMbIX JIJIsi 00pabOTKM cojaeprkalmieiics B 0azax AaHHBIX
uH(pOpPMAIIUN TEXHUIECKUX CPEJICTB.

B) Jlumo, ompenenstomee menu oO0paboTku WHOOpPMAIMM M OCYIIECTBIISIONICE
00paboTKy HHpOpMAIIHH.
He MoxeT ObITh OTpaHUYEH JAOCTYII:

a) K napopmanmu o coCTOSTHUN OKPYKAFOIIEH Cpe/ibl.

0) K nepcoHanbHBIM JaHHBIM FOCYAPCTBEHHBIX TPAXKIAHCKUX CITY)KAIIUX.

B) K nnopmarim, Xxpansimieics B OTKPBITHIX (GOHAaX ONOIHOTEK.

r) K cBeienusm o 3010ToBaIOTHBIX 3amacax Poccutickoii deneparum.

10. Kakyro OTBETCTBEHHOCTh MOXKET IIOBJIE€Yb HapymieHne TpedoBaHuii dDenepanbHbBIX

1.

2.

3aKOHOB:
a) YTOJIOBHYIO.
0) JAucuumninHapHylo.
B) AJIMUHUCTPATHUBHYIO.
r) I'pasx1aHcko-paBoBYIO.
1) Bce nepeuncienHsle.

Tect nmo Teme 1.2 3ammTa NepcoHaNbHBIX JAHHBIX

[IepconasibHBIE JAHHBIE — ATO:

a) CBeneHust 0 CyObeKTE MEPCOHAIBHBIX JAHHBIX HE 3aBUCHUMO OT (OpPMBI HX
MpEJICTaBICHMUS.

6) JIroGas undopmarus, oTHOCAIIAsICS K IPSIMO UM KOCBEHHO ONpPEAEICHHOMY WU
onpezaensieMomMy GU3NUEeCKOMY JHIY (CYObEKTY NEPCOHANbHBIX TAHHBIX).

B) JltoGas umHpoOpmanus, oTHOcAWIasCAd K OINPEIeIIEHHOMY MJIM OIpeleseMOMY
¢uznyeckomy uiy (CyObeKTYy NepCOHABHBIX JaHHbIX).

r) Jlro6as mHpopmanms, OTHOCSAIIAsCS K ONpPEAeIEHHOMY WM ONpeensieMoMy Ha
OCHOBaHUU TaKkoi nHpopManuu Gu3nuecKomMy JuIy (CyObeKTy NepCOHABHBIX JIaHHBIX ),
B TOM 4HCJI€ ero ¢paMHuIus, UMsl, OTIYECTBO, T'0JI, MECIL, 1aTa U MECTO POXKAEHUS, aJIpec,
ceMeifHoe, coIMallbHOe, HUMYIIECTBEHHOE TMOJOoXKeHue, obOpa3zoBaHue, mpodeccus,
JOXOJIbI, IpyTast HHpOpMaIus.

Ha xakue oTHOmIeHHs HE pacHpocTpaHseTcss aelcTBue ¢eaepanbHOro 3akoHa «O
NEPCOHATBHBIX JAHHBIX»?

a) Ha o0paboTky mepcoHanbHbBIX JaHHBIX, OTHECEHHBIX B YCTAHOBJIECHHOM IMOPSAKE K
CBECHMSIM, COCTABIISIOIINM I'OCYJapCTBEHHYIO TalHY.

6) Ha 06paboTky mepcOHATBHBIX TaHHBIX, HEOOXOIUMYIO ISl OCYIIECTBICHUS TIPaB
Y 3aKOHHBIX MHTEPECOB ONEPATOPA WJIN TPETHUX JIULL.

B) Ha 00pabGoTKy mnepcoHalbHBIX JaHHBIX, HEOOXOAUMYIO MJI HCIOJHEHUS
CyIeOHOro aKTa.
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r) Ha o0paboTKy mepcoHaNbHBIX NAaHHBIX (PU3MUECKUMHU JHIAMHU HCKIIOUYUTEIHEHO
JUI JINYHBIX M CEMEWHBIX HYXKI, €CIU IPH TOM HE HApYLIAIOTCs MpaBa CyOBEKTOB
NEPCOHAIBHBIX JIAHHBIX.

n) Ha o0paboTky mnepcoHaIbHBIX AAHHBIX, MOJICKALIMX ONYOJMKOBAHHUIO WIIN
00513aTEIIbHOMY PAaCKpPBITHIO B COOTBETCTBUH C (heepabHBIM 3aKOHOM.

e) Ha o00paboTKy mepCcOHAIBHBIX JaHHBIX, HEOOXOJAMMYIO JUIsi OpTaHHU3aIUuu
XpaHEHHs, KOMIUIEKTOBAHHMSA, ydeTa M HCIIOJIBb30BAaHUS COJCPKALINX IEePCOHATBHBIX
JAHHBIX apXUBHBIX JOKYMEHTOB B COOTBETCTBMM C 3aKOHOJATEILCTBOM 00 apXHBHOM
nene B Poccuiickon @enepanuu.
®enepanbHblii 3aK0H «O MEePCOHANBHBIX IaHHBIX)» PEryJIUpPYeT OTHOILEHHS, CBA3aHHBIE:

a) UckimountenbHo ¢ 00pabOTKON MEpPCOHATBHBIX JAHHBIX C HCIOJIb30BAHUEM
CpEeICTB aBTOMAaTU3aL1H.

0) C 00paboTKO# MepcoHANBHBIX JAHHBIX, HE3ABUCUMO OT TOT0 00pabaTHIBAIOTCS TN
OHH C UCIIOJIb30BaHUEM CPE/ICTB aBTOMATH3aLlMH WM HET.

B) C  00pabOTKOW TMEpPCOHANBHBIX JAaHHBIX C  HCIOJB30BAaHHUEM  CPEICTB
aBTOMAaTH3allMM, a TakXke C 0OpabOTKOW NEepCOHANbHBIX JaHHBIX 0€3 HCIOJIb30BAHUSA
CPEICTB aBTOMATH3AIlMH, €CIIM Takas o0pabOTKa COOTBETCTBYET XapaKTepy IEHCTBHIA,
COBEpILIAEMBIX C IEPCOHAIBHBIMU JAHHBIMU C UCIIOJIb30BAHUEM CPE/ICTB aBTOMATHU3ALIUU.

r)C 00pabOTKOH TEpPCOHAIBHBIX JAHHBIX 0€3  WCIOJh30BAaHUS  CPEICTB
aBTOMaTH3alHH.

JlelicTBUsl, B pe3yiabTaTe KOTOPHIX CTAHOBUTCS HEBO3MOXXHBIM 0€3 HCIOIb30BAHUS
JIONIOJTHUTEIBHON MH(POPMALMU OINpPENeNUTh MPUHAIICIKHOCTh MEPCOHATIBHBIX JaHHBIX
KOHKPETHOMY CYOBEKTY IEPCOHANBHBIX TaHHBIX, — 3TO:

a) brokupoBaHue nepcoHaabHbIX JaHHbIX.

0) YHUUTOXKEHHE IEPCOHAIBHBIX JaHHBIX.

B) O6e31MurBaHNEe EPCOHANBHBIX JIaHHBIX.

r) [lepeBon mepcoHaNBHBIX JaHHBIX HAa apXUBHOE XpaHEHHE.

JlelicTBus, B pe3ysbTaTe KOTOPBIX 8pemeHHO TIpeKpaliaeTcss o0paboTka MepCOHaIbHbIX
JAHHBIX, — 3TO:

a) brokupoBaHue nepcoHaNbHBIX TaHHBIX.

0) YHUUTOXKEHHE IEPCOHAIBHBIX JaHHBIX.

B) O6e31MYrBaHNe NEePCOHANBHBIX TaHHBIX.

r) [lepeBon mepcOHANBHBIX JaAHHBIX HAa apXHUBHOE XpaHEHHE.

Kakue u3 nepedncieHHbIX AeHCTBUH ¢ NEpPCOHATBHBIMU JaHHBIMH SBIISIOTCS 00paboTKON
NIEPCOHATBHBIX JaHHBIX:

a) XpaHeHHe MePCOHATbHBIX JaHHBIX.

0) 3anuch NMepcOHAbHBIX TAHHBIX.

B) O6e31MYrBaHNe NEePCOHANBHBIX IaHHBIX.

r) Y najeHue nepcoHalbHBIX TAHHBIX.

C Touku 3peHus QeneparbHOro 3akoHa «O MepCOHANBHBIX JaHHBIX» ONEPaTop — ITO:

a) ['ocynapcTBeHHBIN OpraH, MyHUIMIIAIBHBIN OpraH, IOpUIndecKoe Wik (hru3nueckoe
JMIIO0, CAMOCTOSITEIbHO WJIM COBMECTHO C JPYTMMHM JIMLAMH OpTraHu3ylomue U (MIiIu)
ocymectBisitomue 0o6padotky I1/IH, a Tarke ompexaensromue mean oodpadotku I[1JH,
coctaB [1/1n, moexamux oOpaboTke, AelcTBU (onepanun), copepmaemsie ¢ [1/IH.

0) I'paxmanwH WM FOPUAMYECKOE JIMIO, OCYIIECTBISIONIAE ICSTEIbHOCTh I10
HKCIUTyaTallii MHPOPMALMOHHOM CHUCTEMBI, B TOM YHCJIe MO 00paboTke MHpOpMAaIH,
coJiepkarnieiicst B ee 6a3zax JaHHBIX.

O06paboTka MepcoHaIbHBIX JAHHBIX:

a) He nomyckaercs 6e3 cormacusi CyObeKTa MepCOHANBHBIX JaHHBIX.

6) /lomkHa OrpaHUYMBATHCS JOCTH)KEHHEM KOHKPETHBIX, 3apaHee ONpE/ETeHHBIX U
3aKOHHBIX IIEIEH.
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10.

11.

12.

13.

14.

15.

16.

B) He momyckaercst B ciydasx HECOBMECTUMBIX C IENIsIMH cOOpa MepCOHAIBHBIX
JTAHHBIX.

r) JlommkHa OCYHIECTBIIATHCSA HA 3aKOHHOM 1 CIIPAaBEJIMBOM OCHOBE.

O0paboTka NepcoOHAIbHBIX JaHHBIX JOIYCKACTCS:

a) C cormacusi cyObeKTa MepcOHANBHBIX JAHHBIX Ha 00pabOTKY €ro MmepcOHAIbHBIX
JTAaHHBIX.

0) B cyuasix, eciiu oHa HEOOXOAMMA TSI UCIIOJIHEHUS CyJIeOHOTO aKTa.

B) B cuyuasx, ecin oHa HeoOXoauma Ui OCYLIECTBIEHHs IPO(ecCHOHAIbHON
JEATEIbHOCTH JKypHajducTa M (WJIM) 3aKOHHOM JEATEIbHOCTH CpEACTBA MAacCOBOM
nHpopmanuu.

r) B ciuyuasx, eciu Bemercss oOpaboTKa MEPCOHANBHBIX JAaHHBIX, MOJICKAIINX
oIyOJIMKOBAaHUIO B COOTBETCTBHM C 3aKOHOAATENbCTBOM Poccuiickoit denepanuu.

KTo Hecer OTBETCTBEHHOCTH 3a JCHCTBUS IOPUAMYECKOTO JIMIA, KOTOPOMY IMOpydYeHa
00paboTKa NEePCOHANBHBIX JaHHBIX, IEpel] CyObEKTOM MEPCOHAIBHBIX 1aHHBIX?

a) Oneparop.

0) FOpuanueckoe 11110, KOTOPOMY MOPYUUIIH 00pabOTKY.

B) Hukro.

r) Pockomuazazop.

B nopyuenun 06paboTKu JOJKHBI OBITH 00s13aTEIHHO OMPEACIICHBI U YKa3aHBbI:

a) [lenmn 06paboTKH NMepCOHANBHBIX JAHHBIX.

0) CyObeKTbl TMEepCOHANBHBIX JaHHBIX, YbH MEPCOHAJBHBIC JaHHBIE OYAyT
00pabaThIBaThCs 10 MOPYUCHHIO.

B) TpeboBanus k 3amurTe 00padaThIBA€MbIX IEPCOHANBHBIX JaHHBIX.

r) CpeactBa 3amuTel HMHGOPMAIMM, KOTOpble HEOOXOOUMO  IPUMEHSTH
IOPHINIECKOMY JIUITY, KOTOPOMY IOpy4eHa 00paboTKa MepcoHaTbHBIX TaHHBIX.

Ha koM nexuT 005S3aHHOCTh IO JIOKa3aTeNbCTBY IOJIyYEHHs cOrjacus OT CyObeKTa
MIEPCOHAIIbHBIX JIAHHBIX ?

a) Ha Pockomuamzope.

6) Ha ropunnueckom nuie, KOTOpoMy MOpy4usiu oOpadoTKy.

B) Hu Ha koM.

r) Ha oneparope.

Cornacue cyObeKTa NepcoOHaIbHBIX JAHHBIX JOJKHO BKIIOYATH!

a) [lacnopTtHbie naHHBIE CYOBEKTa MEPCOHATBHBIX JAHHBIX WM €ro 3aKOHHOTO
IpeCTaBUTENS.

6) KoHrTakTHble [aHHBIE JMI]Aa, OTBETCTBEHHOIO 3a OpraHM3alMio 0O0pabOTKU
HEPCOHAIBHBIX JIaHHBIX.

B) Azpec oneparopa.

r) damminu, uMeHa M oOT4YecTBA (PU3MUECKUX JIUL, KOTOPbIE OCYIIECTBISIOT
00paboTKy NepCOHAIbHBIX JaHHBIX MO MOPYUYEHUIO OIepaTopa.

B ciydae cMepTu cyObeKTa NepCOHANbHBIX TaHHBIX:

a) Ilomyuars coryacue Ha 00pabOTKYy €ro MepCOHANBHBIX JAHHBIX Tpedyercs y
HACJICIHUKOB CYOBEKTa MePCOHATBHBIX JTAHHBIX.

6) IlomyuyaTh corjmacue Ha 00pabOTKY €ro MEepCOHAIbHBIX JAaHHBIX TpedyeTcs y
Pockomuanzopa.

B) [lonyuaTs cornacue Ha 00pabOTKY €ro nepcoHaNbHBIX JAHHBIX HE TpeOyeTcs.

K cnenmanbHBIM KaTeropyusM NepCOHANbHBIX JAHHBIX OTHOCSTCS:

a) CBeneHus1, Kacarouyecs pacoBOW MPUHAICKHOCTH.

6) CBenieHus, Kacaroluecs rpax/1aHCTBa.

B) CBeneHus, Kacaronuecs NOJUTHIECKUX B3TIISIOB.

r) CBeJieHHs1, KacaroIluecsi HHBAJIUIHOCTH.

C touku 3penus heaepanbHOro 3akoHa «O MEPCOHATBHBIX TaHHBIX» K OMOMETPUICCKAM
NEePCOHATBHBIM JJAHHBIM OTHOCSITCSL:
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17

18.

19.

20.

21.

22

a) Bce cBeneHus, KOTOpble XapaKTEpU3YIOT (PU3MOJIOTHYECKUE M OMOIOTHYECKue
0COOEHHOCTH Y€JIOBEKA, HA OCHOBAHUHU KOTOPBIX MOKHO YCTAaHOBUTH €T0 JTUYHOCTb.

06) Csenenusi, KOTOpble BHOCATCA B 0azy OHMOMETPHYECKMX IaHHBIX TpaxIaH
Poccuiickoit deneparumu.

B) Bce cBenmeHHs, KOTOpBIE XapaKTepH3YyIOT (U3MOJIOTHYECKHE U OHMOIOTHYECKue
0COOEHHOCTH YeJIOBEKa, Ha OCHOBAaHMM KOTOPBIX MOXKHO YCTaHOBMTH €r0 JMYHOCTb, U
KOTOPBIE UCHOJB3YIOTCS JJISl YCTAHOBJICHUS €T0 JIMYHOCTH.

.Kto 00s3an yOenutbcs B TOM, YTO HHOCTPAHHBIM TOCYJapCTBOM, Ha TEPPUTOPUIO

KOTOPOTO  OCYHIECTBJISIETCS MepeAaya IEepPCOHAIBHBIX JIaHHBIX, O00ECIIeYMBAETCS
aJIeKBaTHAas 3alllyTa MpaB CyObEKTOB NEPCOHAIbHBIX JAHHBIX?

a) Oneparop.

0) IOpuandeckoe auI10, KOTOPOMY OPYUHIIH 00pabOTKY.

B) Hukro.

r) Pockomuazazop.

CyOBeKT mepcoHANbHBIX JAHHBIX UMEET MPaBO Ha MOIyYeHHUE CIeayrommel nHpopManuy,
Kacaroleics: 00paboTKH €ro NepCOHaNbHbIX JAHHBIX:

a) [IpaBoBbIe OCHOBaHUS U 11eJI 00PabOTKU NEPCOHATBHBIX JAHHBIX.

6) IlouMeHHBIH nepeueHb COTPYAHUKOB ONEpaTopa, KOTOpPble UMET JOCTYI K €ro
NEPCOHAIBHBIM JTAHHBIM.

B) CBeneHuss 00 OCYLIECTBICHHON MM O MpEANoyiaraéMoi TpaHCTPaHUYHON
nepeaaye JaHHbIX.

r) CBesieHHs 0 IPUMEHAEMBIX OIIEpaTOPOM CPEJICTBAX 3aIlUThl HHPOPMALIUH.

[IpaBo rpaxmannHa Ha TMONydYeHHEe WHGPOpPMAIMK, Kacamomeics o0paboTku ero
HEPCOHAIbHBIX JAHHBIX, MOKET ObITH OTPAHUYEHO:

a) Ha ocHOBaHMU 3asBIICHUS APYroro CyObeKTa MePCOHATBHBIX JTAHHBIX.

6) B cinyuasx, ecnu 006paboTka MepCOHAIbHBIX JAHHBIX OCYIIECTBIISIETCS B CIydasXx,
IIPEAYCMOTPEHHBIX 3aKoHoOAarenbcTBOM Poccuiickoit ®Pexepanuu O TPaHCIOPTHOM
0€30I1aCHOCTH.

B) B cnyuasx, ecin o0paboTka NmEpCOHABHBIX JAHHBIX OCYIIECTBISETCS B IIENSAX
00OpOHBI CTpaHbl, 6€30MaCHOCTH TOCYAAPCTBA U OXPAHBI IPABOMOPSIIKA.

r) B cnyuasx, ecnmu o6paboTka nepcoHalNbHBIX JaHHBIX OCYLIECTBIIIETCS B paMKax
3aKOHHOM JI€ATENIbHOCTU CPEICTBA MaCCOBOM MH(OpMAIIH.

KoHTpons ® Ham3op 3a BBINOJIHEHHEM MeEp 10 0O0ecneueHuro 0e30macHOCTH
NEPCOHAIBHBIX JAHHBIX OCYIIECTBISIET (OCYIIECTBISIOT):

a) MunkomcBsa3u Poccun.

6) Pockomuamzop.

B) ®Cb Poccun.

r) ®CTOK Poccumn.

Kakoii opran rocy1apcTBeHHOW BIIACTH UMEET MPAaBO O3HAKOMIICHUS C MEPCOHATBLHBIMU
JAHHBIMH [IPU OCYIIECTBICHUH KOHTPOJIBHBIX U POBEPOYHBIX MEPOIPUATHI?

a) ®Cb Poccun.

6) Pockomuamzop.

B) ®CTIK Poccun.

. JIn1a, BUHOBHBIE B HAPYLIEHUHU IOJO0KEHUM 3aKkoHOoAaTenbCTBAa Poccuiickoin denepaunun

B 00JIaCTH MEPCOHAIBHBIX JaHHBIX NMPU 00pabOTKE MEPCOHATbHBIX JAaHHBIX PaOOTHHKA,
MOTYT OBITh IPUBJICUEHBI:

a) K yroioBHO# OTBETCTBEHHOCTH.

6) K aucuunimHapHO# OTBETCTBEHHOCTH.

B) K aaMuHHUCTpaTUBHON OTBETCTBEHHOCTH.

r) K marepuanbHOl OTBETCTBEHHOCTH.

18



Tect mo Teme 1.3 Opranu3zanMoHHbIE 0OCHOBBI 0O0ecne4eHUus1 HH(POPMAIMOHHOM
Oe3onmacHOCTH

1. Pacnosnoxute B NpaBUIBHOM HOpPSAKE 3Tambl paboT Mo oOecnedyeHuto 0e30MacHOCTH
uHpOpMaLIUH.
1) Ouenka cooTBeTCTBHS 00BEKTa HHPOPMATHU3AIUH.
2) BrisiBnenue u anaian3 MHQOPMAITMOHHBIX aKTUBOB.
3) IIpoekTupoBanue (pa3paboTKa) CUCTEMBI 3AIUTHI HHPOPMAIIUH.
4) ®opmupoBanue TpeOOBAHUH K 3aIIUTE HH()OPMAIIHH.
5) Bueapenue cucteMbl 3alIUTHI HHPOPMAIIHH.
6) DKCIuTyaTamys CUCTEMbI 3aIUTHl HHPOPMAITUH.

a)1)2)3)4)5)06).
6)4)2)3)5)1)6).
B)2)4)3)5)6)1).
r)2)4)3)5)1)6).

2. Ilyctb He 00e3MMYCHHBIE NMEPCOHAIBHBIC JaHHBIE O COCTOSHHM 3JI0POBbBSI BCEX I'pakIaH
SpocnaBckoil obsacti 00pabaThIBalOTCS B MH(POPMALMOHHOM cUcTeMe, Ui KOTOPOM
aKTyaJbHBI YIpO3bl CBSA3aHHBIC C AKCIUTyaTallel ysI3BUMOCTEH B MPUKIAIHOM, HO HE B
CHCTEMHOM IporpaMMHOM obecnieueHun. Kakoil ypoBeHb 3allUIIEHHOCTH JOKEH ObITh
YCTAHOBJIEH IS TAaKUX MEPCOHATBHBIX JAHHBIX?

a) Y31.
0) V32.
B) Y33.
r) Y34.

3. IlycTb He 00e3nMueHHbIE IEPCOHANIbHBIE JaHHBIE B TOM 4ncie (GoTorpadus CoTpyIHUKOB
HeOopimoro (mo 10 000 coTpyITHUKOB) TPEHNPHATHS 00pabaTHIBAIOTCS B CHUCTEME
KOHTPOJISI U YNPABJIECHUS JOCTYNOM, JJIsi KOTOPOW aKTyallbHbl Yrpo3bl HE CBSA3aHHBIE C
AKCIUTyaTale ya3BUMOCTEN B MPHUKIAJHOM U CUCTEMHOM IIPOTrPAMMHOM OOECTIE€UEHHH.
Kakoil ypoBeHb 3aIMIIEHHOCTH JOJDKEH OBITh YCTAHOBJIEH JJISI TaKMX NEPCOHAIbHBIX
JaHHBIX?

a) Y31.
0) V32.
B) Y33.
r) Y34.
4. BHelIHUE HapyLIUTENIN PEANTU3YIOT YIPO3bI:
a) 13 BHeNIHUX ceTelt CBSA3M OOIIEro MOJIb30BaHUS.
6) HenocpeacTBeHHO B MHPOPMALIMOHHBIX CHCTEMAX.
B) U3 cereil MexayHapogHOro HH(OPMALIMOHHOTO OOMEHa.
r) Haxonsce B mpesenax KOHTPOIUPYEMOH 30HBI.
5. Ilpumepamu BHEIIHUX HAPYIIUTENIEH MOTYT SBIIATHCSA:
a) [Tonmp3oBareny nHGOPMALIMOHHON CHCTEMBI.
6) Konkypupyromiue opraHu3aru.
B) HenoGpocoBecTHbIE MapTHEPHI.
r) O6CcmyKMBAIONMUI TTEPCOHATT OpTaHU3AIIH.
6. Ilpumepamu BHYTPEHHUX HApYIIUTENIEH MOTYT SBIISTHCS:
a) AIMUHUCTPATOPbl 0€30MaCHOCTH MH(POPMAIIMOHHBIX CUCTEM.
0) CropoHHue pU3NIECKUE TUTIA.
B) Jluna, oGecrnieunBaronire ConpoBOKACHUE MPOrPaMMHOT0 00eCTeueHusl.
r) KpuMuHanbHbIe CTPYKTYpBHI.
7. K 00BeKTUBHBIM yrpo3aM OTHOCSTCS:
a) OmumoOKu 00CITy>KUBAIOIIET0 EPCOHANA.
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10.

11.

12.

13.

6) JedexTsl, cOOM U OTKa3bl, aBapuU TEXHUYECKUX CPEICTB M CUCTEM OOBEKTOB
nH(popMaTH3aIKK, a TaK K€ CUucTeM obecredeHnsi 00bEKTOB MH(POPMATH3AIIHH.

B) [IpupoHbie sSiBIEeHUS, CTUXUHHBIEC OEACTBUSI.

r) @akTopbl COMUANBHO-TIOTUTHYECKOTO XapaKTepa.

VYTpo3bl yTeuku HHPOPMALUU BO3MOXKHBI TOCPEICTBOM:

a) BosznelicTBus mporpaMMHBIMH CpPEICTBAMU B KOMILJIEKCE C MpeIHAMEPEHHBIM
CHJIOBBIM 3JICKTPOMAarHUTHBIM BO3ICHCTBUEM.

0) [lepenaun nuGOpMaIHK 110 OTKPHITHIM KaHAJIaM CBSI3H.

B) [ToakitoueHns K TEXHUYECKUM CPEICTBAM M CUCTEMaM 00beKTa HH(OpMaTH3AIHH.

r) O6paboTku nHPOpPMAIIMK HA HE3AIMIICHHBIX TEXHUYCCKUX CPEACTBAX 00pabOTKH
uHpOpMaLIUH.

YTrpo3bl HECAHKIIMOHUPOBAHHOTO JJOCTYMA K HHPOPMAIINH, PEaTU3yIOTCS MyTEM:

a) Konuposanus uHpopmanuu Ha He3aperuCTPUPOBAHHBIN HOCUTEb HH(POPMAIIHH.

0) XuIeHusI HOCUTEJIS 3aluIacMO HH(POPMAIIHH.

B) Ucnonp3oBaHus  mpOrpaMMHOTO  OOECIEUYEeHUS  TEXHUYECKHX  CPEJICTB
MH(OPMALIMOHHON CHUCTEMBI, Yepe3 MPUMEHEHUE BPETOHOCHOTO MPOTPAaMMHOI0 KOJa.

r) CHJIOBOTO 3JIEKTPOMAarHWTHOTO BO3JCHCTBUS IO MPOBOJHBIM JIMHUSM CBSI3U Ha
MOPTHI BBOJA-BBIBOJA CUTHAJIOB U MIOPTHI CBS3H.

Kakue cpenctBa 3ammTbl MHGOpPMAIWMU OOBIYHO TNPUMEHSIOTCS Ui O0OeCredeHUs
Oe3omacHocTH uH(popmanyu, oOpadbaTeiBaeMOi Ha aBTOHOMHBIX KOMIIbIOTEpaX:

a) CpezacrBa 3auThl THPOPMAIIMK OT HECAHKIIMOHUPOBAHHOTO JJOCTYIIA.

0) MexceTeBble DKpaHbI.

B) CpencrBa kpunrtorpadguueckoi 3am Tl HHPOPMAIIHH.

r) CpeacTBa aHTUBUPYCHOM 3aIIUTHI.

1) Cucrembl 0OHApYXEHHUS BTOPKECHUH.

Kakme cpenctBa 3amuTel HMHGOpPMAIMU  TMO3BOJSIIOT  o0OecredyuTh Oe30MacHOCTD
uHpOpMaLMK, TIepefaBaeMOl IO KaHajlaM CBSI3M, BBIXOMAIIMM 32  TPEACIIb
KOHTPOJIMPYEMOU 30HBI:

a) CpencrBa 3anuThl THGOPMAIIMK OT HECAHKIITMOHUPOBAHHOTO JTOCTYTIA.

6) MexceTeBble SKpaHbI.

B) CpencrBa KpunTorpaduueckoi 3ammThl HHPOPMAaIIH.

r) CucteMbl OOHApYKEHUS BTOPKEHUH.

Kakoii Bua cpenactB 3amuThl HWH()OpMAIMK IO3BOJISIET KOHTPOJIMPOBATH pa3IMYHBIC
KaHaJbl iepeaaud nHGOpPMAaILIUU: HIEKTPOHHYIO MOYTY, MECEHKEPhI, CheMHbIE HOCUTEIH
uH(popmanun?

a) IPS.

6) DLP.

B) IDS.

r) CSP.

ATtTecranys 00beKTOB HH(OpMATU3ALUU — ITO:

a) JIokyMeHTaJIbHOE YAOCTOBEPEHHUE COOTBETCTBHUS MPOIYKIIMU MM WHBIX 0O0BEKTOB,
MPOIIECCOB TMPOCKTUPOBAHUS, MPOU3BOJCTBA, CTPOUTEIHCTBA, MOHTaXa, HaJIAJIKH,
IKCIUTyaTallui, XpaHeHUs], IEPEBO3KH, PEANN3allii W yTHJIN3AlUH, BBITIOJHEHUS paboT
WIK OKa3aHWs ycAyr TpeOOBaHUSM TEXHUYECKUX PErNIaMEHTOB, IOJOXKEHUSIM
CTaHJAPTOB, CBOJIOB MTPABHJI HJTH YCIOBHSIM JOTOBOPOB.

6) [IpsimMoe M KOCBEHHOE OTpe/ieiieHrne COOMI0IeH!s TPeOOBaHUM, PEIbABIIEMBIX
K OOBEKTY 3aIUTHI.

B) OdunmanbHoe NpU3HAHHE KOMIIETEHTHOCTH (PU3NYECKOTO WIM IOPHIUYECKOTO
JIUTIA BBITIOJHATH pa0OTHI B OMPEIETICHHOM 00IacTH.

r) Kommiekc opraHu3aimoOHHO-TEXHUYECKHX MEPONPUATUN, B Pe3yabTaTe KOTOPBIX
MIOCPEJICTBOM CHEIHAIBHOTO JOKYMEHTa MOJTBEPKAACTCS, YTO OOBEKT COOTBETCTBYET
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14.

15.

16.

TpeOOBaHUSM CTAaHJAPTOB WM WHBIX HOPMATHBHO-TEXHUYECKUX JOKYMEHTOB IO
06e30macHOCTH HH(POPMAIIHH.
Kakoii moxymeHT naer mpaBo o0paOoTKM WH(pOpPMAlMU C YKa3aHHBIM B HEM YPOBHEM
KOH(UICHIIMATEHOCTU?

1) JInuensus.

2) ATTecTar akKpeaUTaIHH.

3) Cepruduxar.

4) ATTecTat COOTBETCTBUS.
Ha nacrosmmii MOMEHT CpOK JEHCTBHUSI arTecrtaTa COOTBETCTBHS HH(OPMAIIMOHHON
CUCTEMBbI, B KOTOpoil 0OpabarbiBaeTcsi KoHGUACHIIMAIbHas HHGOpMallUs, B cliy4dae, ecliu
B XO/I€ €€ IKCIUIyaTallH, B HEE HE BHOCATCS CYLLIECTBEHHbIE N3MEHEHUS, COCTABIISIET:

a) 3 rona.

0) 5 ner.

B) Bech cpok skcrutyaTaniuu HHQOPMAIIHOHHON CHCTEMBI.
TectupoBaHue Ha IPOHUKHOBEHUE — ITO CKOPEE:

a) AHanu3 ysI3BUMOCTeN HH(OPMALIMOHHON CUCTEMBI.

0) McmplTanus CUCTEMBI 3alUThI MH()OPMAIMH ITYTEM OCYIIECTBICHUS IMOMBITOK
HECaHKIMOHUPOBAHHOIO JOCTYMa (BO3ACHCTBUS) K MH(DOPMALIMOHHON CUCTEME.

Tect o Teme 2.1 ApxuTeKkTypa KOMIbIOTEpPa

3a HeMmoCPEeACTBEHHOE BBINOJIHEHUE ONEPALIMU B IPOLECCOPE OTBEYAECT:
a) Apu(pMeTUKO-JIOTUYECKOE YCTPOICTBO.
6) Kour-namsrs.
B) biok ynpaBienust.
r) Peructpsr.
Ucnone3ys 10 OuT g aapecanuu syeek MaMsaTh pasmepoMm | 0OailT, Mbl cMOXeM
o0ecnevnTh apecaryio CIeIyIero 0obeMa naMsTu:
a) 10 Gaifr.
0) 80 Oaiir.
B) 1024 Gaiir.
r) 1024 6ur.
Pacnionoxxute B nmopsizike yBeIuueHUsi 00bemMa MaMsITH.
a) Ctpanuna.
0) bur.
B) CioBo.
r) bank.
n) Sdeiika.
Pacnionosxute BUABI TaMSATH B MOPSAKE YBEIMUSHUH CKOPOCTH PAOOTHI.
a) Peructpsl npoueccopa.
0) TBeproTenbHbIE HAKOMUTEINH.
B) OcHOBHas (OTniepaTUBHAs) TAMSITh.
r) ONTHYECKHE TUCKH.
1) MarHuTHbIE )KeCTKUE JUCKH.
e) Komr-mamsits.
Kakas xoHmenuust 00bIYHO peann3yercs B Mpoleccopax BUACOKapT?
a) MHOXeCTBEHHBIN MOTOK KOMaH/I, MHOKECTBEHHBIN IMOTOK JaHHBIX.
0) OnMHOYHBINM TOTOK KOMaH I, MHOKECTBEHHBIN MOTOK TAaHHBIX.
B) MHOKECTBEHHBIH MTOTOK KOMaH/I, OJMHOYHBIH MOTOK JTaHHBIX.
r) OMHOYHBINA TOTOK KOMaHI, OJMHOYHBIN OTOK JTaHHBIX.
J171s1 COBpEMEHHBIX MarHUTHBIX JKECTKUX JIUCKOB XapaKTEePHO:
a) bosnbiiasg cTOUMOCTB IO OTHOIIEHHIO K TBEPOTEIbHBIM HAKOTIUTEIISM.
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6) IlocTenenHOE M3HAIIMBAHUE TPAH3UCTOPOB.
B) Hanmnune MexaHMUYECKHUX JIEMEHTOB.
r) PacnonoxxeHnue KOHTpoJUIepa Ha MATEPUHCKOH TLIaTe.
1) bonpimmii 06beM namsATH 1O CPaBHEHUIO C TBEPIOTEIbHBIMU HAKOMUTEIISIMU.
7. Kakas mmHa Hambojee pacnpocTpaHeHAa Ha TEKYIIMH MOMEHT B IEPCOHAIBHBIX
KOMIIBIOTEpax:
a) ISA.
6) PCI.
B) PCI Express.
r) SCSI.
8. Ilyctp TakTOBas 4acToTa IIMHBI KOMITbIOTEpa cocTasisieT 5 I'T. 3a OMH TaKT MO IIMHE
MOJKHO nepeaath 16 6ut. OueHuTte cKopocTh nepenayu nHpopmanuu mno muHe?
a) 80 MeraOuT B CEKyHIY.
0) 10 I'urabGaiiT B cexkyHy.
B) 80 ['rabGaiiT B CeKyHTy.
r) 21 I'urabaiT B CEKyHIy.
9. Jlnst mpOeKIIMOHHO-EMKOCTHBIX CEHCOPHBIX AKPAHOB XapaKTEPHO:
a) Bricokasi CKOpOCTh OTKIIMKA MTPHU KACAHUU.
6) Bo3aMOXKHOCTB yripaBieHHs pa3IU4YHbIMU YCTPONUCTBAMHU.
B) ITomaepxka multi-touch.
r) HeBO3MOXKHOCTB ONPE/ICIICHUSI CUITbI HAXKATHSI.
1) IIpoGnema «IBOEHUSY.
10. DnemeHTaMM KUAKOKPUCTATITUIECKOTO MOHUTOPA SIBJISTIOTCS:
a) JlyueBas TpyOKa.
0) UcTounuk cBera.
B) J)KK-MmaTpuia.
r) [13C-matpua.
1) DIEKTPOIbI.
11. Kaxkoii a5ieMeHT MpUHTEpa OTBEYaeT 3a (puKcaluio ToHepa Ha Oymare:
a) ®ortosa.
6) Tepmona.
B) Posnuk nepeHoca.
r) Ban nomauu ToHepa.
12. HazHavyeHueMm na3epa B [IBETHOM IIPUHTEPE SBIISETCS:
a) Hanecenue Tonepa Ha ¢oToBa.
6) dukcanus ToHepa Ha Oymare.
B) Y1aiieHre HeCyIuX 3apsi1 2JIEMEHTOB ¢ ()OTOBAJA.
r) [Tonaya Gymaru B mpuHTEp.
13. DnemeHTaMu TUGPOBOI BEO-KaMEPHhI SBIISIOTCS
a) doromieHka.
06) OOBeKTHB.
B) [13C-marpuiia.
r) ®ukc-dokyc
1) [Ipoteccop.
14. JInist KOHAEHCATOPHBIX MUKPO(OHOB XapaKTEPHO:
a) Cnabast 9yBCTBUTEIBHOCTbD.
0) YcTOWYMBOCTD K yaapam.
B) BbIicOKast 4yBCTBUTETBHOCTS.
r) 3aBUCHMOCTh OT APAMETPOB OKPYKAIOIIEH Cpeibl (TEMIIepaTyphbl, BIAYKHOCTH).
1) [IpuMeHeHne B CTyIUSAX 3BYKO3AITUCH.

Tect no Teme 3.1 BeeieHne B HHPOPMALMOHHYIO 0€30NACHOCTH ONEPALMOHHBIX CHCTEM
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[Iycte B OC peanin30BaHO AMCKPEIIMOHHOE YIPABJICHUE JOCTYIIOM CO CIEAYIOUIUMHU
npaBamMu: uyTeHue(r), 3amuch(w) u ucnoiHenue(x). IlpucyrcrByer aiin mpunoxenus
«KanbpkynsaTop.exe» co cileqyrooumM cnuckoM pocryna: (Anuca: rwx), (bopuc: rx).
Bribepute npaBuiIbHbBIC YTBEPIKICHHS:

a) Anuca MOXeT 3aIlyCTUTh NpuiiokeHne «KanbKyisaTop.exey.

0) bopuc He MoxkeT 3anycTUTh npuiokeHue «KaibKyasaTop.exer.

B) Alrica He MOXET U3MEHUTh coziepkumMoe (aiina «KampKynsarop.exe».

r) bopuc MoxkeT u3MeHHTh coziepxkimoe (aita «KambKyasitop.exey.

ITycts B OC pean3oBaHO IpynIioBOe yIpaBJI€HUE JOCTYIIOM CO CIEIYIOIUMU IpaBaMu:
gyrenue(r), 3amuch(w) u ucnonHenue(x). IlpucyrcrByer ¢aiin «Hakmagnas.docx» co
cienyromuM crnuckoM jgocryna: (byxramrepsr: rw), (Kypwepsl: 1), (Ammca: rw). B
CUCTEME 3aJaHbl pOJM, B KOTOPbIE BKJIIOYEHBI COOTBETCTBYIOIIME I10JIb30BATEIIN:
(byxranteper: bopuc, I'amuna), (Kypsepsl: Bukrtop). BriGepute mnpaBuiibHbBIE
YTBEPKACHUS:

a) bopuc He MOkeT U3MEHUTH conepkumoe Gaiina «Haknagnas.docxy.

0) [NanrHa MOXeT unTaTh coaepkumoe Qaiina «HakmagHast.dOCX».

B) BukTop mMoxer u3mMeHuTH copepxkumoe daitna «HaxmamHas.docx».

r) BukTop Moxer uutath conepxkumoe daiiina «Haxnaanas.docxy.

1) Ajrca MOXKET U3MEHHTH colepikumoe Gaiina «Hakmagnas.docx».

ITycte B OC peann3oBaHO MaHIATHOE YmpaBiieHHe noctynom. llpucyrcrByer aiin
«log.txt» ¢ ypoBHeM cekperHocTH 1. IIpucyrcTByroT nosib3oBarenu Anuca ¢ ypoBHEM
nonycka 1, bopuc ¢ ypoBaem pomnycka 2 u Bukrop ¢ ypoBHeM nonycka 0. Beibepute
IPaBUJIbHbBIC YTBEPIKICHHUSL:

a) BukTop Moxer u3MeHUThb cozepkumoe (daiina «l0g.txt».

0) Bukrop MoxeT untaTh comepkumoe daiiaa «log.txty.

B) AJlnca MOXeT U3MEHUTH cojiepkumoe (aiia «l0g.txty.

r) AJrca MOXKeT YuTatTh coaepxkumoe daiina «l0g.txty.

1) bopuc moxer usmeHuTh coaepxumoe daiina «l0g.txty.

e¢) bBopuc moxer unrtath cogepkumoe Qaiina «10g.txty.

[Tyctes B OC peanuzoBana monens mnenoctHoctr buba. [lpucyrcrByer daiin «log.txt» ¢
ypoBHeM LenocTHOCTH 1. [IpucyTcTByroT nonb3oBarenu Anuca ¢ ypOBHEM LIEIOCTHOCTH
1, bopuc ¢ ypoBHem nenoctHoctu 2 u Buxrtop ¢ ypoBHem nenoctHoctu 0. Bribepute
IIPABWJIBHBIE YTBEPKICHUS:

a) BukTop MoxeTr u3MEeHUTH cojiepkumoe (daiina «log.txt».

0) Anunca MOXeT U3MEHHTH cojiepikiMoe daiina «10g.txty.

B) Bopuic MoxeT nu3mMeHuTh comepkumoe daiina «log.txty».

r) Bee Tpoe Moryt untaTh copepxumoe daiina «l0g.txt».

Br16epute npaBuibHbIE YTBEPXKICHUS 0 ayTeHTHUPUKAUU B coBpeMeHHbIX OC:

a) [Taponu nosp30Barenst XpaHATCsS Ha JUCKE, HA KOTOPOM YCTaHOBJIEHA CHUCTEMA, B
NepPBOHAYAILHOM BH/IE.

0) OTaJoHHbIE 3HAYEHMs, HEOOXOMUMBIE JJIsI TMPOXOXKACHUS OHOMETPHUECKOU
ayTeHTU(UKAlUM, XpaHiITCd B CHCTEME B HEJOCTaTOYHOM JJii BOCCTAHOBJICHUS
U3HAYaJIbHBIX OMOMETPHUYECKUX JAHHBIX O0BbEME.

B) TokeH (u3MYECKH W3rOTOBICH TakUM O00pa3oM, YTO CYMTHIBAHHE C HETrO
3aKpBITOrO KJIIOYA SBJISETCS] HEBO3MOXKHON MIJIM JOPOTOCTOSIIEH ONEpaLUeH.

r) Jlis ayTeHTUHKAIMU ¢ TIOMOIIBI0 TOKEHa B CHCTEME JIOJDKEH MPHUCYTCTBOBAThH
OTKPBITBIN KJII0Y M10JIb30BATENS, COOTBETCTBYIOLIUI 3aKPHITOMY KIIIOUY Ha €70 TOKEHE.
Urto He BXOAUT B MeTa/laHHble (paiiya (BbIOEpUTE OJUH BapuaHT)?

a) Bpems co3ganus daiina.

0) Anpec KOpHEBON AUPEKTOPUH.

B) Bpems moaudukamnum daiina.
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10.

r) Azpeca KIlacTepoB COJCPKUMOTO (paiios.

1) Uadopmanus o Bragensiie daiiia.

Br16epuTe BepHbIE YTBEPKAEHUS O YIIPABICHUH NTaMATHIO B cOBpeMeHHbIX OC:

a) CoBpemennbie OC HCIONB3YIOT BUPTYAIBHYIO TTAMSITh.

0) CoBpemennble OC He 3alUIIAIOT MaMATh OJAHUX IPOLECCOB OT YTEHUS APYTUMU
IpOILECCaMH.

B) CoBpemennbie OC pa3aenstor o0l maMsITh MEX/1y MPOLECCAMU, YacTO B TAKON
NaMsITH HaXOAATCs OMOITMOTEKH.

r) CoBpemennbie OC HHUKOT/a HE BBIIPYXKAOT YaCTH ONEPATHBHOW MaMSATH Ha JHCK
BO BpeMsl paboTBhI.

n) B coBpemennsix OC mamsaTh pa3OuTa Ha MalleHbKHE (pParMeHTHI, Ha3bIBaeMbIe
CTpaHMIIaMHU.

Br16epute BepHbIE YTBEPKAEHUS O IUIAHUPOBILUKE:

a) [lmaHMpoOBLIMK BBIIENSET MPOLECCOPHOE BpeMs KOPOTKMMH HHTEpBalaMH,
Ha3bIBAEMBIMU KBAaHTAMHU.

6) B ciyuae ucnoiHeHus MNpOLECCOM HHCTPYKLHMH, JIsi 3aBEpUICHUS KOTOPOH
TpeOyercs UINTENbHOE OXKUAAHWE, IUIAHUPOBIIUMK IEPEBOAUT IPOLECC B COCTOSHUE
«3a0JI0KHPOBaH» U He OyAeT BBLACIATh €My IPOLECCOPHOE BpeMsl, OKa COCTOSIHUE He
CMEHUTCS Ha «TOTOBY.

B) Jns paOoThl IJIAHMPOBINMKA MHPOLECCHl JODKHBI CaMH IepelaBaTb Ha HEro
yhOpaBieHUE, TaK KaKk KOMIbIOTEpbl He mnpeaoctaBisitor OC  MmexaHu3ma  Juis
HEPUOJIMYECKOT0 NMPEPhIBAHNUS BBIITOJHEHUS M10JIb30BATEIbCKOIO IpoLIecca.

r) B miaHMpoBaHMM 1O MPHOPUTETAM BCE IMPOIECCHl C PAa3HBIMU HPUOPUTETAMH
HOJIY4al0T IPUMEPHO OJAMHAKOBOE KOJIMYECTBO BPEMEHHU.

Bri6epute BepHOE yTBEp KIeHUE (BBIOEpUTE OJJUH BapUaHT):

a) OC peanu3oBaHa armnapaTHoO B IPOLIECCOPE.

6) OC peanu3oBaHa anmapaTrHO B MAaTEPUHCKOM IJIaTe.

B) OC — mporpamMmmHOe O0OecCreueHHe, KOTOpOE MPEIOCTaBISCT MPHIOKECHHIM
pecypchl amnmapaTHOTO OOECIeYeHHs] KOMIThbIOTEepa B BUAE yIOOHBIX abCTpakiuii, HO HE
yIIpaBJISET 3TUM alIapaTHbIM 00ECTIEYEHUEM.

r) OC — mporpaMMHOe oOecrieueHne, KOTOpPOE TMPEIOCTABISET MPHIOKECHUSIM
pecypchl anmapaTHOro oOecledyeHHs KOMIbIoTepa B BHUAE YAOOHBIX aOCTpakuuil u
yIpaBJseT 3TUM anlapaTHbIM 00eCIIeYeHUEM.

BriOepute BepHOE yTBEpKIeHHE (BBIOEPUTE OJIMH BAPHAHT):

a) B OC komnblotrepa ¢ OJHOSIIEPHBIM IPOLECCOPOM B KaXK/Iblii MOMEHT BpeMEHHU
MOYeET paboTaTh TOJILKO OJMH MpoLecC.

6) B OC kowmmbloTepa ¢ OJIHOSAEPHBIM IPOLIECCOPOM Yy TPOILIECCOB BCEraa
IIPUCYTCTBYET TOJIBKO OJUH IOTOK.

B) B OC kommbroTepa ¢ MHOTOSJICPHBIM IIPOLIECCOPOM B KOHKPETHBIH MOMEHT
BPEMEHM MOTYT BBIIIOJIHATCSA HECKOJIBKO ITIOTOKOB OJIHOTO IpoIiecca.

r) B OC xoMmbroTepa ¢ MHOTOSIIEPHBIM MTPOIIECCOPOM KOHKPETHBIN MPOIECC MOKET
MCII0JIb30BaTh TOJIBKO OJHO SAPO MPOLECCopa.

Tect o Teme 3.2 UndopMannoHHas 6€30MaCHOCTH ONMEPALMOHHBIX CHCTEM ceMelicTBa

1.

Windows

Ha ocnoBe xakux nansaeix cyobekta OC Windows mpuHHUMAaET pemieHue o 10CTyme?
a) Xell 3Ha4eHUe MapoJIst MOJIb30BaTeNs, 3aIlyCTUBIIETO MpoIece.
0) TokeH mepeBOIIOMIECHHUS.
B) Unentudukarop mporecca.
r) Token gocryma.
1) ba3oBblii npuopuTeT Nporuecca.
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Ha ocHoBe xakux gannbix 00bekta OC Windows mpuHUMaeT perieHue o 1ocTymne?

a) [Ipuswmnerun.

0) TokeH nocryna.

B) Jleckpunrop 6€30MacHOCTH.

r) CUCTEMHBI CIIMCOK YIIPABICHUS JTOCTYIIOM.

1) Crioco0 ayTeHTH(UKAIMY [TOTb30BATENS .

Kakue npumuTHBHBIE 1TpaBa 00benuHsAeT B cede npaBo utenns OC Windows?

a) «UreHue arpulOyToB 0€30MACHOCTHY.

0) «UreHne CUCTEMHBIX aTpHOYTOBY, «4TEHUE aTPUOYTOB OE30MACHOCTHY.

B) «UTCHHUE TaHHBIXY.

r) «UTeHue CHCTEeMHBIX aTpHOyTOBY», «UYTEHHE aTPUOYTOB OE30IACHOCTHY, «UTCHHE
JAHHBIX .

1) «UTeHue CUCTEMHBIX aTpUOYTOB», «YTEHUE aTPUOYTOB OE30MACHOCTHY, «UTCHHE
JAHHBIX», «BBIIIOJIHEHUE (ANIOB» U «I1€PEXO0]] B TUPEKTOPUION.

Br16epute nmpaBuiibHbIE YTBEPKAEHUS 0 MaHaTHOU nonutuke «He-3anuceiBatb-Bepx»
OC Windows:

a) ObecrnieunBaeT CBOMCTBO 1IEIOCTHOCTH JIaHHBIX.

6) OGecrieunBaeT CBOMCTBO KOHPUACHIIUAIBHOCTH JTAHHBIX .

B) Vcnonb3yercs B cCTEME TOJIBKO ISt 00bEKTOB CETEBBIX COKETOB.

r) HesiBHo ucnonb3yercst ist Bcex NTFS-gaiinos.

1) Pasperraer 1ocTyn Ha 3amuch TOJIBKO CYOBEKTaM C YPOBHEM IIEJIOCTHOCTH PaBHBIM
WK OOJIBLIMM IO OTHOILEHHIO K YPOBHIO LIEJIOCTHOCTH OOBEKTa JOCTYIA.

Kakwue u3 nepeunciennsix npaB OC Windows npenoctaBisieT 0 yMOTYaHUIO BIIAICIIbITY
datina?

a) Yurtate CCY .

6) Yurats JICY .

B) UuTath comepxumoe daiia.

r) Usmensts JJCY/I.

n) Usmensts CCY /.

e) 3sMensth copepkiumoe Qaiina.

Bribepere mpaBuiibHBIE  YTBEP)KICHHS OTHOCHUTENBHO QJITOPUTMa  ONPEENICHUs
npaBomepHocTH foctyna OC Windows:

a) IlepBeIM pelicTBUEM SBISIETCS NpPOBEPKAa COOTBETCTBHS JOCTyNa MaHAATHOMN
MIOJINTHUKE.

6) IIpoBepka COOTBETCTBHS JOCTyNa MaHAATHOM MOJMTHUKE OCYHIECTBIISETCS MOCHE
ananusa 3anuceit JJCY /.

B) Ecin nipu nocnenoBarensHoM ananu3e 3anuceit JJCY /] oka3biBaercsi, 4To 0JJHO U3
3arpanBacMbIX IIPaB 3allPEeIlaeTCs B TEKYIIEN 3aIIUCH, TO JTOCTYI 3alIPEIaeTCs.

r) Ecnmu mpu mocnemoBatenbHoM aHanmuse 3anuceit JICY ]l paspemaromue mpasa
TEKyIIed 3alucd B CyYMME C pa3pellalolliM{ IpaBaMU MPEbIIYIIUX 3alnucen
MEPEKPbUIN BCE 3allpalliiBaeMble MpaBa, TO JOCTYII pa3peraeTcs.

n) Ecnu B cnickax JICY/] He ObLIO 3ampelnaronimux 3amnpainiiBacMble paBa 3alucei,
U B TO € BpeMsl BCE€ pa3pellalolliye 3alyicy He TEepeKpbUIN 3alpaliiBaeMble MpaBa, TO
JOCTYT 3alpeniacTcs.

Kaxkas npusuneruss OC Windows no3BosisieT uutath 10001 (aiia BHE 3aBUCHMOCTH OT
3a/laHHBIX 1IpaB?

a) [IpuBuierus co3ganusi pe3epBHBIX KOMHIA.

6) IIpuBuiIerus U3MEHEHUs] CHCTEMHOTO BPEMEHH.

B) [IpuBuierus 3aBepiieHust pabOThl CUCTEMBI.

r) [IpuBunerus yBenumueHus padodero Hadbopa.

1) [puBuierus co3nanus ¢aiiaa moJKauku.

Bribepure cymnoctu, He Bxozsmue B TokeH goctyna B OC Windows:
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a) SID nmonw3oBaress.

6) ICY ]I Bcex 00bEKTOB CUCTEMBI.

B) SID-bI rpymi.

r) CCY]I Bcex 00bEKTOB CUCTEMBI.

n) [MpuBuneruu.

9. BriOepuTe CyIIHOCTH, BXOIAITNE B JeCKpUNITOp Oe3omacHocTh oobekTa B OC Windows:

a) SID Bnajenpia 00beKTA.

0) AMCKpEeIMOHHBIN CITUCOK YIPABIICHUS JOCTYIIOM.

B) CHCTEMHBIN CIIUCOK YIPABJICHUS JOCTYIIOM.

r) CECOK TOKEHOB JJOCTYIIA MPOIIECCOB, OCYIIECTRIISIONIMX JOCTYI K 00BEKTY.

1) YpOBEHb LIETOCTHOCTH.

10. Kakue u3 MYHKTOB MPaBUJIBHO OINHUCHIBAIOT (UIBTPOBAHHBIM TOKEH JOCTYyIMa

aamuauctparopa B OC Windows?

a) YpOBeHb LIEJIOCTHOCTH YCTaHABIUBACTCS CPEIHUM.

0) YpoBeHb 1IETTOCTHOCTH YCTAHABIMBACTCSI BHICOKUM.

B) CIUCOK MPHUBHJICTHIA, KOTOPBIC MOT'YT IMOMNACTh B (PUIBTPOBAHHBINA TOKEH, CHIIBHO
OTpaHHYEH.

r) Ilpu ompeneneHun npaBoMepHOCTH goctyna cpeau 3amuceir JICY]J] ¢ SID
AJIMHUHUCTPATUBHBIX TPYII OYAYT YYTEHBI TOJIHKO 3aIPEIIAIONIHE.

1) Crucky MPUBHUJIETHIA OMHAKOBBI B OOBIYHOM M (HIBTPOBAHHOM TOKEHE JOCTYyIIa
aJMHHHCTPATOpA.

TeCT II10 TEME 32 I/IH(l)OpMaIII/IOHHaH 6e30nacH0ch onepaunonnblx CHUCTEM CeMeﬁCTBa
Linux

1. Ha ocHoBe kakux naHHbIX cyobekTa OC Linux npuHUMaeT peiieHue o 1ocrymne?
a) SUID-6wur.
0) Sticky-6wur.
B) YueTHbIC JaHHBIE.
r) UID nporecca.
1) DJEeKTPOHHAS TMOAMUCH POTPAMMBI.
2. Kaxwue npasa npucyrcrBytor B OC Linux:
a) Mcnonuenue.
6) Urenwue i-node.
B) UreHue.
r) Vnanenue.
1) 3aruce.
3. s gero cayxut SUID-6ut B OC Linux?
a) [lo3BossieT 3anyCTUTh NPUIIOKEHHE OT UMEHHU Biajebla (aiiia mpuioKeHusl.
0) ITo3BossteT 3amyCcTUTh MPUIIOKEHUE OT UMEHHU CYIepIIOb30BaTEeIIsl.
B) [To3BounsieT 3amyctuth npuinokenne ¢ npusuierueit CAP_SYS ADMIN.
r) [To3Bomnsier 3anmycTuth npuioxenue ¢ UID paBHBIM HYITIO.
1)  3ampemiaer  3amycK  NPWIOKEHHS ~ BCEM  IOJb30BATENsIM,  KpPOME
CYIIEPIIOJIb30BaTENS.
4. Yro nenaet Macka B CIIUCKe ynpasieHus noctynom ¢aiina 8 OC Linux?
a) 3ajaeT MaKCUMaJIbHbIE TIPaBa, KOTOPBIE MOXKHO MOTYYUTh U3 3aMCel JUIsl TPYIIIL.
0) 3aiaeT MaKcUMaJbHbIE MPaBa, KOTOPbIE MOKHO MOIYYUTh U3 3aIMCH OCTAJBHBIX.
B) 3a/1aeT MaKCUMalbHbBIE MPaBa, KOTOPhIE MOYKHO MOJYYUTh M3 3alHCH BJIaJelblla
daiina.
r) 3amaeT MakCHMalbHBIE TpaBa, KOTOPbIE MOKHO TIONYYHUTh W3 3alHCeil s
MIOJIB30BATENEN U TPYIIIL.
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1) 3agaeT MaKCHMallbHBIE IIpaBa, KOTOPHIE MOXHO TIOJNYYHTh W3 3amuced s
II0JIb30BATENEH.
5. Yro Takoe coip xem-3HaueHus naposst B OC Linux?
a) Ctpoka, koTopasi BBIOMpAETCS MPH KaXIOM ayTeHTHU(PHUKAMHU CIydyailHO ISt
oOecrnieueHHs 0€30I1aCHOCTH MapoJIsl.
6) CnyuaiiHo BbIOpaHHasi MpH CO3JaHUM MApOJsl CTPOKA, KOTOpas CKIIEUBAETCS C
XeII-3HaueHHEeM N0CIIe BEIYUCIICHUS Xell-(QyHKIINH.
B) CiydaiiHo BbIOpaHHas MPH CO3JAHUU MApPOJsl CTPOKA, KOTOpas CKJICHUBACTCS C
napoJieM repe]l BBIYUCICHHEM Xell-(DyHKIUH.
r) JliuHa, 10 KOTOpO#l ype3aeTcs maposib MOJb30BATENs I KOMITAKTHOTO XPaHECHHUsI
B CHCTEME.
6. BriOepute cynHOCTH, BXOJAIINE B yueTHbIe ganHble poiecca B OC Linux:
a) UID nonb3oBatesns, 3a1yCTUBILIETO ITPOLIECC.
0) ['pynmbl noap30BaTeNs, 3ayCTUBILIETO MTPOLECC.
B) [IpuBuierun.
r) [IpaBa ucnonusiemoro ¢aiisa, ©3 KOTOPOro ObLT 3aMYIIEH MPOIIECC.
1) ®nar 3¢ (HeKTUBHOCTU IPUBUIICTHH.
7. BpibepuTte CymHOCTH, BXOAAIIUE B aTpuOyThl 6e3omacHocTH Qaitna B OC Linux:
a) Tpoiika npaB Jy1st KaXK0¥ TPYIIIBI B CUCTEME.
0) [IpuBmiierumu.
B) Tpoiika npaB Biajeinbiia Qaiiia.
r) Tpoiika mpaB TOJNb30BaTeNeii, He SBSIONMXCS BiaaeiabllaMu (aiina u He
BXOJISIIIUX B TPYIITY Biajesbla Qaiiia rmo yMoIdaHHio.
n) Bnanenen gaiina.
8. BriOepuTe CynIHOCTH, BXOIIUE B aTpuOyThl 6e30macHocTH (aiina B OC Linux:
a) Tpolika mpaB AJisl Ka)I0H TPYIIIbI B CUCTEME.
0) [IpuBuiierumu.
B) Tpoiika npas Biazgenbia ¢daiina.
r) Tpoiika mpaB monb30BaTeneld, He SBISIFONIMXCS BlagenbliaMu (aiina u He
BXOJISIILMX B TPYIIY Biajenbla Qaiiaa no yMoIdaHHIo.
n) Bnanenen gaiina.
9. Kaxkue Habops! npuBmiieruii ects y ¢aitna 8 OC Linux:
a) Hacnenyewmbie.
0) DddexTuBHEIE.
B) BHemnwue.
r) OrpaHuYUBarOLINE.
1) PasperieHHsble.
10. Kakyro xem-¢pynkuuto ucnosnb3yer OC Linux amst BBIYUCIEHHS XeUI-3HaueHHsI aposis B
OC Linux?
a) MD-5.
6) SHA-256.
B) SHA-512.
r) SHA-3.
n) ODyHKIMIA HECKOJIBKO, OKOJO XEHI-3HAUeHHs MapoJisi XpPaHUTCI HOMEp
UCIOJIb30BaHHON XemI-(QOyHKIUH.
11. Yto nenaet xouseitep B OC Linux?
a) OUIBTPYET BBIBOJ KOMaH/IBI.
0) Ilepenanpanisier cTaHJAPTHBINA BBIBOJ KOMaH/IbI C KOHCOJIM CTaHAAPTHBIM Ha BXO[
JIpyroi KOMaHsje.
B) [logauMaer npasa 70 mpaB CyneproIbp30BaTes.
r) OTKIaIpIBaCT BHITOJHEHUE KOMAH/IbI HA YKa3aHHBIH CPOK.
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Tect mo Teme 4.1 BBeieHne B apXUTEKTYPY JOKAJbHBIX BbIYHCIUTEIBHBIX ceTel

1. Kakoii nopsinox ypoBHeit monenu OS| BepHbIii?
a) Ousnveckuii, KaHAIBHBINA, TPAHCIIOPTHBIN, CETEBOW, CEAHCOBBIN, MPECTaBICHUS,
MIPUKJIAHOM.
0) ®u3nueckuii, KaHAJIbHBIN, CETEBOM, TPAHCTIOPTHBIN, CEAHCOBBIM, IIPEICTABIICHHUS,
MIPUKJIAHOM.
B) Du3nuecKuil, KaHAIbHBINA, CETEBOM, TPAHCIIOPTHBIN, CEAHCOBBIM, MPHUKIATIHOM,
IPEICTaBICHHUS.
r) Du3MYECKHil, KaHaIbHBINA, TPAHCIIOPTHBIA, CETEBOH, CEaHCOBBIN, MPUKIIAIHOM,
NPE/ICTAaBICHHUS.
2. Kaxkue nmpoToKoJbl OTHOCATCS K TPAHCIIOPTHOMY ypoBHIO Moaeaun OSI?
a) UDP.
0) ARP.
B) IPv4.
r) GSM.
n) TCP.
e) DNS.
x) PPTP.
3. Kakoii ypoBeHb npeqHa3HaueH Ui ONpe/esIeHUs TyTH Niepeaayn JaHHbIX ?
a) Ouznueckuid.
0) CeaHCOBBIH.
B) TpaHCIIOPTHBIIA.
r) [IpencraBienus.
n) KananbHbIi.
e) IIpuknaaHoii.
k) CeTeBOH.
4. Kaxkue ¢uaru ucnonb3yrorcs B nporokose TCP i ycTaHOBIEHUS COeAMHEHUS?
a) RST.
6) SYN.
B) FIN.
r) URG.
1) ACK.
e) PSH.
5. Kakwue npeumytiectsa ects y FTTB?
a) Bricokas ckopocTh paboTel IHTEpHET.
0) PaBHas ckopocThk npueMa u nepeaadu HHGopMaIuu.
B) Hes3aBHCHMOCTH CKOPOCTH JOCTyNa OT YHWCiIa aOOHEHTOB, MOKIIOYEHHBIX K
KOMMYTaTopy.
r) OTCyTCTBHE HEOOXOIMMOCTH pa3MeIleHUs] KOMMYyTaTopa IpoBaiijiepa B 3/IaHHH.
6. Kaxue Hemocratku ectby FTTB?
a) Huzkas ckopocTs paboTel UHTEpHET.
6) Pa3znas ckopocTh mpuema u nepegadu HHGOpMaLuu.
B) 3aBHCHMOCTh CKOPOCTH JIOCTyla OT 4YHCJIa aO0OHCHTOB, MOJKIFOYCHHBIX K
KOMMYTaTopy.
r) HeoOxoauMocTh pa3MelieHus KOMMyTaTopa IpoBaijiepa B 31aHHH.
7. BpiOepute BepHbIE YTBEPKICHUS
a) TCP He rapanTupyeT 10CTaBKY JaTarpaMm.
6) UDP ne rapanTupyer 10CTaBKY JgaTarpamm.
B) UDP rapantupyer 1ocTaBKy gararpamm.
r) TCP rapanTHpyeT JOCTaBKY JaTarpamM.
8. Kaxoii agpec OTHOCHUTCS K aipeCHOMY NPOCTpaHCTBY IPv4?
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9.

10.

a) 192.168.0.17

6) 129.256.0.0

B) 301.169.107.0.0.3

r) 127.0.1000.0
Kaxk paboraet xonuentparop (xad)?

a) IIpu nonydyeHun nakera JaHHBIX Xa0d MepechUIaeT 3TOT MAKET Ha BCE OCTaJIbHBIE
CBOM IOPTHI.

6) Ilpm nonydyeHuum mnakera AAaHHBIX Xa0 IepechUIaeT 3TOT MAaKeT Ha IOpPT B
coorBerctBUM ¢ Tabmuueit MAC-ampecoB. Ecium  cOOTBEeTCTBHS HET, TaKeT
0TOpachIBaeTCHl.

B) Ilpym mnonyueHuum makeTa OaHHBIX Xad IepechUIaeT 3TOT IaKkeT Ha IMOpPT B
coorBercTBUM ¢ Tabuuueit MAC-anpecos. Eciiu cOOTBETCTBUS HET, B CETh OTIIPABISAETCA
ARP-3amnpoc.

Kak paboraet kommyTaTop?

a) B ciyuae, ecnn s otnpasisiemoro MAC-aapeca HET COOTBETCTBUS, KOMMYTATOP
pacchlIaeT nakeThl Ha BCe MOPThI, KpOME MOPTa-TIOITyqaTes.

0) Ilpu monmydyeHMM mMakeTra JaHHBIX KOMMYTATOp IEPECHUIAET 3TOT MAKET Ha BCe
OCTaJIbHbIE CBOU HOPTBHI.

B) KommyTarop XxpaHuT B mnaMsaTH TaOJMIly KOMMYTAal[iM, B KOTOPOH YKa3aHO
conocraBienue MAC-aapeca nu Homepa nopTa KOMMYTaTopa.

r) Co BpeMeHEM KOMMYTATOp CTPOMT TaOJUILy Juisi Bcex akTuBHBIX MAC-aipecos.

1) Tabnmua MAC-aapecoB KOMMyTaTOpa CTaTUYHA U HACTPAMBACTCS BPYUHYIO.

Tect no Teme 4.2 CeteBble YIpo3bl 1 METOAbI MPOTUBOAEIHCTBUS UM

Kakue OBIBAIOT HCTOYHUKHM BO3HHUKHOBEHUS YSI3BUMOCTEH?
a) OmmoOKu peanu3anuu.
6) Omunoxu 06CIyKMBAHUS.
B) OMIMOKH MPOCKTUPOBAHUSI.
r) Omm6ku HR-otxena.
Yro He BXOAUT B 6azoByo rpymiy Metpuk CVSS?
a) Crioco6 mosryyeHust JOCTyIa.
0) Bnusinue Ha KOH(PUIEHIUAIBHOCTD.
B) Binsinue Ha mosp3oBarerns.
r) [TokazaTesnp ayTeHTU(UKAIINH.
1) CII0)KHOCTh MOJTYYCHUSI IOCTYIIA.
Kakoit rpynmer metpuk CVSS we cymectByer?
a) KommnekcHasl.
0) Bpemennasi.
B) ba3zoBasi.
r) KoHnTekcTHasl.
Kewm pazpaborana CVSS?
a) 1SO.
6) FIRST.
B) WWW.
r) UCLA.
UYro He sBisieTcst meTpukoit B CVSS?
a) CII0KHOCTh aTaku.
0) Bnusinue Ha TOCTYMHOCTb.
B) JIMUTENBHOCTD aTaKH.
r) Crioco6 monaydeHus A0CTyIIa.
1) ITokazaTenb ayTeHTU(UKAIINH.
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10.

Uro sBisieTCS TaCCUBHOM aTakoi?

a) [IpocnymuBanue Tpaduka.

6) OTka3 B 00CITyKHUBaHUU.

B) ®usnyeckoe HamaJeHUe Ha OOBEKT.

r) DKCIUTyaTanus ysi3BUMOCTH.

Uto Takoe 3BpUCTUYECKHUIN aHATU3?

a) Meton, mpenHazHaueHHBIA Ui OOHApy)KEHUS HOBBIX, €II€ HE BBIABICHHBIX
BUPYCOB.

06) MexaHnu3M, HEOOXOAUMBINH JUIS OTCIEXKHMBAHUS HEU3MEHHOCTH (HailiioB,
JIOKYMEHTOB, peecTpa, KOH(pUrypauuu o60pyaoBaHusl.

B) MeToa, OCHOBaHHBIM Ha TOCJIEAOBATEIILHOM MPOCMOTPE MaMSTH YCTPOKMCTBA,
3arpy304HbIX CEKTOPOB, ()ailJIoB B IOUCKE CUTHATYpP U3BECTHBIX BUPYCOB.

Uro Takoe 63x10p?

a) YacTte BpEIOHOCHOTO NPOrPAMMHOIO OOECHEUEHMs, pEeaTu30BaHHOIO IS
COKPBITHSI IPUCYTCTBUS 3TOTO BPEAOHOCHOTO KOJa U €T0 IEUCTBUM.

6) Ilpwioxxenue, wucnosb3yemMoe Uil JalbHEWIIeW 3arpy3ku U 3alycka
MOJTHOIIEHHOTO BPEAOHOCHOTO MTPOTPAMMHOTO 00eCIIeueHHsI.

B) BpemoHocHoe mnporpaMmHOe oOOecreueHHe, KOTOpPOe, I[OMHUMO MONTy4YCHUsI
KOHTpPOJISI HaJl 3apak€HHBIM YCTPOMCTBOM, IBITAETCSl 3aXBaTUTh I10J CBOM KOHTPOJIb
JpyTUe y3ibl CETH.

r) [IpuoxkeHue, MO3BOJISIONICE YIPABIIATH KOMITIBIOTEPOM YaJICHHO.

UYrto Takoe pyTKUT?

a) YacTe BpEIOHOCHOTO NPOTPAMMHOTO OOECHEUeHHs, PEATU30BAaHHOTO IS
COKPBITHUS IPUCYTCTBUS ITOI'0 BPEAOHOCHOTO KOJA ¥ €ro ACUCTBUIA.

06) Ilpunoxenue, wucnonb3lyemoe JUIsl JalbHEMIIed 3arpy3kd U 3amycka
HOJHOLEHHOTO BPEAOHOCHOTO IPOTPaMMHOT0 00ecieueHHs.

B) BpemoHnocHoe mnporpamMMHOe oOecreYeHHne, KOTOpOe, IMOMHMO TOJIYyYCHHS
KOHTPOJISI HaJl 3apakK€HHBIM YCTPOMCTBOM, IBITAETCS 3aXBaTUTh IIOJ CBOM KOHTPOJIb
JIPYTHE y3JIbl CETH.

r) [IpunoxeHue, MO3BOJISIONIEE YIIPABISATH KOMIBIOTEPOM YIAICHHO.

Uro cnenyer aenarb, 4TOOBI 3aTUTUTE CE0S1 OT BUPYCOB?

a) He 3amyckaTh npuiiosxeHus U3 HEOBEPEHHBIX HCTOYHHUKOB.

6) Cnemutp 3a UUGPOBBIMH MOANUCAMU YCTAaHABIMBAEMOI'O IPOrPaMMHOIO
o0ecreyeHusl.

B) OTKJIIOYHTH MEKCETEBOM IKpaH.

r) Bcerma OTKpbIBaTh BIIOKCHUSI OJJIEKTPOHHOH MOYTHI ¢ TeMol «BaxkHO» U
«Cpo4HO».

n) CBOeBpeMEHHO OOHOBISTH  OMNEPALHOHHYKD CHUCTEMY W MPOrPaMMHOE
obecrnievyeHue.

e¢) Mcronb30BaTh aHTUBUPYCHOE IPOTPaMMHOE 00ecTIeueHHeE.

Tect no Teme 4.3 MeskceTeBble IKPAHBI

UTto Takoe MexceTeBOM IKpaH?

a) [IporpaMmHOe WM TPOrpaMMHO-TEXHHUUECKOE CPEACTBO, peanusyoliee QyHKIUU
KOHTPOJISI U GUIBTPAIMHN B COOTBETCTBUU C 33JJaHHBIMU MPAaBUJIAMU MPOXOAILINX Yepes
HEro HH(POPMAIMOHHBIX TOTOKOB.

0) VYctpoiicTBO, TpenHA3HAYEHHOE I COCOUHEHUS  HECKOJIbKUX  Y3JIOB
KOMIIBIOTEPHOM CETH B MpeJieNiax OJHOTO UM HECKOJIBKUX CETMEHTOB CETH.

B) YCTpOI#CTBO, KOTOPOE MO3BOJISIET OPTaHU30BATh JIOKATBHYIO CETh C BO3MOYKHOCTBIO
BBIXOJa B UHTEPHET JIJI IPYTUX YCTPOMCTB.

MesxceTeBble dKpaHbI IS BEO-MIPUIIOKEHUN PacIioNararoT:
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a) Ilepen 3ammiaemMbiM BeO-cepBepoM (TpaduK BHAYajie MEPEeNacTCs MEKCETEBOMY
JKpaHy, 3aTeM BeO-cepBepy).

0) Ilocne 3amumiaemoro BeO-cepBepa (Tpaduk BHaJale mepemaercs BeO-cepBepy,
3aTeM MEXCETEBOMY KpaHy).

B) MexceTeBOM 9KpaH M 3aliIlacMblii MM BeO-CepBep HAxXOJSTCS B Pa3HBIX
HOJCETAX, TPAQUK MEXTy HUMH 3allpeLeH.

r) BmecTo 3amuiiaemoro Be6-cepBepa.
IlepcoHanbHbIe MEXCETEBbIE SKPaHBI JJ1 HACTOJIBHBIX KOMIIBIOTEPOB U HOYTOYKOB:

a) O0ecneunBarOT JOMOJIHUTEIbHBIM YPOBEHD 3AIMTHI OT CETEBBIX ATaK.

6) [TonHOCTBIO 3aMEHSIOT BCE OCTAJIbHbIE HHCTPYMEHTAJIbHbIE CPEJICTBA 00ECIICUEHUS
0€30MacCHOCTH.

B) [10JHOCTBIO 3aMEHSIOT MapIIPyTU3ATOPHI, SBJSSACH IUTO30M MO YMOIYAHHIO JUIS
3allMIIaEMOI0 KOMIIBIOTEPA WM HOYTOYKa.

r) IlpenocraBinsroT Bce HEOOXOIMMBIC CETEBBIC CEPBUCHI ISl 3aIIUIIAEMOrO
KOMIIBIOTEPA WU HOYTOYKa.
IlepcoHanbHble MEXCETEBbIE SKpaHbl JJsl HACTOJBHBIX KOMIIBIOTEPOB M HOYTOYKOB
SIBIISTFOTCSL:

a) AnmnapaTHO-IIPOrPaMMHBIMU CPEICTBAMHU 3aLUTHI.

0) Bcerma BcrpoenHbiMu B OC, KOTOPYHO OHHM 3allMINAIOT, HE MOTYT OBITh
peaI30BaHbl BHEIIHUMU NPOU3BOJUTEISIMH.

B) VCKIIIOYHMTEIILHO TIPOrPAMMHBIMHU.

r) VckiIrounTenbHO BHEIIHUMHE, He BCTpoeHHbIMH B OC, KOTOPYIO OHH 3allUILIA0T;
BCET/a PEATM30BaHbl BHEITHIUMHU TPOU3BOTUTEIISIMH.
IlepcoHanbHble MEXCETEBbIE SKpaHbl JJs HACTOJBHBIX KOMIIBIOTEPOB M HOYTOYKOB
YCTaHABIIMBAIOTCS:

a) Ha xocrax, KOTOpble OHM 3alUIIAIOT.

0) Ha wmapmpyrtuszaropax, KOTOpbI€ yKa3aHbl Ha XOCT€ B KadeCTBE MLUII03a IIO
YMOJTYaHHIO.

B) Ha oT/enbHBIX KOMITBIOTEPAX.

r) Ha xoneunbix Toukax VPN.
Bri6epuTe HecylecTBYIOMUI BU TPAHCISALUU CETEBBIX aJJPECOB.

a) lunamuueckas.

0) CraTuueckas.

B) C HCHOJB30BaHHEM MTOPTOB.

r) C Bcnoabpb30BaHHEM MOCTOB.
1110361 ypOBHS NPUIIOKEHUHN TO3BOJISIOT:

a) Hcknrounths npsMoe B3aMMOJCHCTBHE JABYX Y3JIOB IyTEM peaau3alud poJu
HOCPETHHKA.

0) BoImoaHATh QYHKIINY MITI03a CEAHCOBOTO YPOBHSI.

B) AHAJIM3UPOBATH BCE CYNIECTBYIOLINE B MUPE TPOTOKOJBI.

r) AHaTM3MpOBaTh TOJBKO MOJICPKUBAEMbIE 3TUM MEXKCETEBBIM JKPAHOM
POTOKOJIBI.
VYnpasisieMble KOMMYTaTOPBI MOTYT:

a) OcymiecTBiATh (huIbTpanuio Ha ocHoBe IP-aapecos.

6) OcymiecTBaATh (GUIBTPAIUIO 110 UCTIOJIB3YEMOMY ITPOTOKOIMY.

B) OcymiecTBnsaTh ¢puiibTpanmto Ha ochoBe MAC-anpeca.

r) Ocymiectsisath puiabpTpanuto Ha ocHoBe VLAN ID.
Bri0epure BO3MOKHOCTH MEKCETEBOI0 3KpaHa.

a) Peructpanusi COOBITHII U TeHEpAITUsl OTUYETOB.

0) @unbTpanus Tpaduka.

B) TpaHCIsIIIKs CETEBBIX aJIPeCcOB.

r) AyTeHTH(HKAIUS TOJIH30BaTEICH.
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1) AIMUHUCTPUPOBAHHE.

10. Kakue yTBepxaeHUS O MPOTPAaMMHOM MEKCETEBOM IKpaHe BEPHBI?

a) llomxomut B ciy4asix, KOTJla YCTPOMCTBO TOJIb30BaTelsl IIOMEIIAETCS B
HEJJOBEPEHHYIO CpENy.

0) Ilpu ero pabore HCHIONB3YIOTCI PECYpPChl YCTPOHCTBA, HAa KOTOPOM OH
(GYHKIIMOHUPYET.

B) [TogxomuT /uist 3a1a4 CErMEHTHPOBAHHS CETEH.

r) [ToaxoauT it OTIACICHHUS TOBEPEHHON YacTH CETH OT BHELIHUX yIPO3.

1) Cunraercst 60j1ee OTKa30yCTOWYHMBBIM, YEM AlIapaTHBII MEXKCETEBOM IKPaH.

Tect o Teme 5.1 BBenenne B kpunrorpagpuueckne MeToAbl 3allIMTHI HHPOPMALMH

1. Kaxnpiii mmdpoTeKCT MoOXeT ObITh TMOJTYYeH Kak pe3yslbTaT  CICIYIOIIETo
npeoOpa3oBaHuUs:
a) Ex (Di(p))-
6) Dk(p)-
B) E(p)-
r. Dy (E(p))-
2. 3ammdpyiite ¢ momomipio mmdpa «Atdamn» cinoso «Worldy.
A|/B|C|D|E|F|G|H|I |J |K|L|M
Z|I Y XIW|V|IUIT|S|R|Q|P|O|N
a) Dlrow.
6) Svood.
B) Woild.
r) Dliow.
3. Paccumdpyiite ciaoBo «Xjxoby, 3ammdpoBanHoe ¢ mnomoinsio mudppa Ias HOmwus
[e3aps:
A/B|CIDIE|IF|G|H|I |J|K|LIM|N|O|P |Q|R|S|T|U|V |X|Y|Z
XY Z|A/B|CIDIE|F|G|H|I |J |K|IL|IM|N|O|P|Q|R|S|T|U|V
a) Tatly.
6) Amare.
B) Crypt.
r) Vivna.
4. Bammdpyiite cnoBo «KU3HB» ¢ TOMONIBIO TEPECTAHOBKH
11213415
2|/5/3 |14
a) Hx3bu.
0) bu3mx.
B) H3pxu.
r) Ub3xH.
5. Pacmmdpyiite cnoBo «1216312611» ¢ momorsio Tadauie [lomuous:
112|3|4]|5|6
1/A|B|B|T |O|E
2| E[X|3|U|U|K
3|JJIM|/H|O|IT|P
4 BIE|V|O|X|
S|Y || b|bI|b
6 (DO *|*|*
a) benka.
6) EsBroa.




10.

11.

12.

13.

B) CTpenka.

r) benok.
BriepBbie MeTO/T YaCTOTHOT'O KPUIITOAHAIN3A BIIEPBHIC U3II0KHUIL:

a) Jleon barrtucra Ans0epTH.

0) ®panuecko CUMOHETTA.

B) AOy IOcyd Aky06 ans-Kunnu.

r) xuponamo Kapnano.
Jluck AnbOepTu Mo3BOJISIET aBTOMATU3HPOBATH!

a) ludp mpoctoii 3amens! (ogHOAN(PaBUTHBINA MHDD).

6) MHuoroandaBuTHBIN mUdp.

B) llIudp nmepecranoBKH.

r) [Torounsrii mudp.
Vcnonp3oBanue maposst Jisi MHEMOHHYECKOTO 3allOMHUHAHUS TIEPECTaHOBKH CHMBOJIOB
asipaBUTA MPEITOKIIL:

a) Marteo ApaKeHTH.

0) bie3 ne Buxenep.

B) Jl)xoBanuu barrucra bennazo.

r) JbxambarTucra (J>xoannu) aemna Iopra.
[Tomemenue nns nepiaroctpaunu nepenucku B XVII — XX Bekax Ha3bpIBaIoCh:

a) benbrii kaOuHeT.

0) TaitHas koMHaTa.

B) SlHTapHas KOMHaTa.

r) UepHblif KaOUHET.

1) KpacHblit kaOuHET.
ugpsel, B KOTOPBIX KaXKIbIH CHUMBOJ OTKPBITOTO TEKCTa Mpeodpa3yercss B CHMBOI
mudpoTeKcTa, B 3aBUCUMOCTH OT CBOETO PACIOJIOXKEHUS B OTKPBITOM TEKCTE M KIHOYa
Ha3bIBAIOTCS:

a) MHoroandaBuTHBIMU MHUPpPaMU.

6) brounbiMu mudppamu.

B) [ToTounbIMH I (pamH.

r) PoTopupiMu mmmdpamu.

ammdpyiite cnoo «CJIOH» 6urpammusiM mudpom Ilneidepa.

Y ! O b B
K T €) H O
I I JI b IT
M A 11 3 P
C E A bl K
10) i 111 4! X

a) BAbU.

6) LHADb.

B) OIIVEL

r) bILILL3.

ITycts nepectanoBka T npezacraBieHa cieayromnen Tabauie:
1/2]3]...|n=-5|n=-4[n-3|n-2|n-1|n
5(6|7|.../n=1] n 1 2 3 |4

Kakoii Buz nmeeT nepecraHoBka oopaTHasi mepecraHoBke T7

a.
1/2]3]...|n=5|n-4|n-3|n-2|n-1|n
1/12]3 n-5/n-4/n-3|/n-2|n-1|n
0.
1/2]3]...|n=-5|n-4[n-3|n-2|n-1|n
41312]...] 10 9 8 7 6 |5
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1/2]3 n-4|/n-3|n-2|n-1|n
4156 n-1| n 1 2 |3
T.
1 2 3 |4|5].../n=3|n-2|n-1| n
n-3|/n-2|n-1|njl]|...|n-7|n-6|n-5|n-4
14. 3ammdpyiiTe ¢ momombio oTKpsITOTrO Kitova (8051, 5) kpunrocuctembl RSA coobmenne
m = 10.
a) 8051.
0) 3388.
B) 1949.
r) 12.

15. Kakoe cBoiicTBO 0€30MacHOCTH TapaHTUPYET, YTO YYAaCTHUKY KpuUOTOorpaduueckoro
IPOTOKOJIa IIEJIOCTHOCTH TIOJYY€HHOTO COOOLICHHS W €ro COo3JaHue /10 MOMEHTa
MOJTyYeHUsl, HO HE TapaHTUPYET 3alIUTY OT MOBTOPHON OTIPABKH COOOIICHUS?

a) CBOKMCTBO «ayTEHTH(HUKALHS CTOPOHY.

0) CBOIicTBO «ayTeHTU(DUKAIHSI UCTOUHUKAY.
B) CBOMCTBO «MHBapUaHTHOCTb OTIIPABUTEIIS.
r) CBOICTBO «ayTeHTU(PHUKAIUS COOOIICHUS.

16. Kakoe cBoO#CTBO 0€30MacHOCTH TapaHTUPYET, YTO YYACTHHKY KPHUITOrpaduIecKoro
MPOTOKOJIA, YTO YYACTHUKH, HAYaBIIME HCIOJHEHHE MPOTOKOIA, HE H3MEHWIHCH C
TE€YEHUEM BPEMEHU?

a) CBOMCTBO «ayTEeHTH(PHUKAIUS CTOPOH.

0) CBOIiCTBO «ayTeHTU(UKAIIHS HCTOYHUKAY.
B) CBOICTBO «MHBapUAHTHOCTH OTIIPABUTEIIS.
r) CBOMCTBO «ayTeHTU(PHUKAIIHUS COOOIICHUS.

BepHblii 1 TONHBINA OTBET HAa BONPOC TeCTa OIleHMBaeTcs B 1 Oami, JUisl MPOXOXKIACHUS
TecTa HEOOXOAMMO BEPHO U MOJIHO OTBETUTH Ha HE MeHee ueM 60 MpOIIeHTOB BOIPOCOB TECTa.
TeMbl NpaKTUYECKUX 3aHATHI

Tema npakTHYecKkoro 3aHsiTusi mo Teme 3.1
BBenenue B MHPOPMAIMOHHYIO 0€30IIACHOCTH ONEPAIHOHHBIX CHCTEM

1. OcHoBHI paboTHI ¢ TIpoIIeccamMu, BBOJOM-BBIBOAOM U ¢aitnamu B OC Windows u Linux.

Tema npakTHYecKOro 3aHsATHSI MO0 Teme 3.2
HNupopmannonHasi 0€301aCHOCTH ONEPALMOHHBIX cUCTeM cemeiicTBa Windows.

1. OcHoBsl 00ecnieuenus oe3omacuoct B OC Windows.

Tema npakTH4eCKOro 3aHATHSA 10 Teme 3.3
HNudopmannonnas 6e30nacHOCTH ONEPAIMOHHBIX cHCTeM ceMeiicTBa Linux

1. OcuoBsl o0ecneuenus oe3zonacuoctd B OC Linux.

Tema npakTH4eckoro 3ansatus no reme 4.1
BBeneHue B apXUTEKTYPY JOKAIbHBIX BBIYMCIUTEIBHbBIX CeTel

1. CereBoii cuuddep Wireshark. 3nakomcTBO ¢ pUIBTPaMU NAKETOB.
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TeMbl NPAKTHYECKOT0 3aHATHS 1O Teme 4.2
CeteBble YIpo3bl 1 METO/IbI POTUBOAECHCTBUS UM

WuBeHTapu3aMsg W MOUCK ySI3BUMOCTeH ¢ ucmonb3oBanueM Open Vulnerability and
Assessment Language.

CereBoit ckanep Zenmap. MHcnonb3oBaHue CeTEBOro CKaHepa JJisi  BbISBJICHUS
ySI3BUMOCTEH YPOBHS CETH.

Bupycbl, MX BbIBIIEHME M YCTPAHEHUE C HCIIOJIB30BAHMEM CIHELUAIN3HUPOBAHHOIO
IPOrPaMMHOT0 OOeCTIeUeHusI.

TeMbl NPAKTHYECKOT0 3aHATHSI 10 TeMe 4.3 MeskceTeBble IKPAHBI

bpannmaysp Windows. Pa3paboTka npaBuil MeKCETEBOI0 SKpaHUPOBAHUS.
Bupryansnas uadpacrpykrypa Eve-NG.
Me:xcereBol 3KpaH Ha rpaHulie ceTu. HacTpolika npaBuia MEKCETEBOIO SKpaHUPOBAHUS.

TeMbl NPaKTHYECKOT0 3aHATHS MO Teme 5.1
BBenenne B kpunrorpaguueckue MeToAbl 3a1IUTHI HHGOpMALHT

Hctopuueckue mmdpsl mmdpoBanue u pacumdpoBaHue.
JlonoJIHUTeIbHbIE 32/IaHUS VIS CAMOCTOSITEJILHOTO PeleHus]

JonosnurtenbHble 3a1anus mo teme 1.1 [IpaBoBble 0CHOBBI 00ecnieyeHust
HH(OPMAIMOHHOI 0€30MACHOCTH

Kakas wundopmanus mnpexacraBiser g Bac 1neHHocts? Kakue XapakTepUCTHKU
nH(pOopMallnOHHOHN Oe3omacHocTH Bbl Obl X0Tenu obecneunTs A Takoil nadopmannn?
BriOepere kakoi-nu6o Buj 1eHHOM 11 Bac mHpopmanuu. B kakux ¢opmax Moxer
OBITH MPEJCTABJIEH ITOT BUJ HH(MOpMAIUN?

[IpoananusupyiiTe: K KakMM BHJ1aM TaiiH Bbl MokeTe UMETh 1OoCTym?

[Ipoananu3upyiite: kKakue CBs3aHHbIE C BaMu JaHHBIE MOTYT SBJISITHCS TaltHAMU?

I_IOHOJIHI/ITC.TIBHLIC 3aJaHud 110 TEME 1.2 3aumTa MNEPCOHAJTBHBIX TAHHBIX

Onumure cxeMy HWH(POPMAIMOHHBIX TOTOKOB Bammx mMmepcoHaNbHBIX JIaHHBIX B
YHuBEpCUTETE.

OmnumuTe cxemy HH()OPMAIMOHHBIX TOTOKOB Bamux nepcoHanbHBIX JaHHBIX B baHke.
[Ipoananu3upyiiTe: Bcerna iau (korga 3To HeoOxoawmo) ¢ Bac B3umaroT cornacue Ha
00paboTKy NHepcoHaNbHBIX JIaHHBIX? Bceerma num 3TO MPOMCXOAUT B COOTBETCTBHM C
3aKOHO/IATENbCTBOM?

[Ipoananmm3upyiite: B Kakux cUTyarusx Bbl maBaim coriiacue Ha 00paOoTKy Bammmx
CHelHalbHbIX JaHHbIX? He ObU10 11 3TO M3MUITHIM?

[Ipoanamm3upyiiTe: B Kakux CUTyanusx Bbl maBamu coryacue Ha o0paboTky Bammx
OnoMeTrpuueckux JaHHbIX? He ObLI0 1 3TO U3IUIITHUM?

JlonoiHuTeAbHBbIE 3a/1aHus 110 TeMe 1.3 Opranu3animoHHbIe OCHOBBI 00ecneYeHU s
HH(POPMALIMOHHOH 0€30I1aCHOCTH

Pazpabotaiite Mmomens HapymuTens ais Bameir momaniaeit nHGOpMaIMOHHONW CHCTEMBI.
Pa3paboraiiTe MOJeNb HApYIIUTENs A1 KOMIBIOTEPHOTO Kilacca Y HUBEPCUTETA.
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Pazpaboraiite Mozenb yrpos /uis Bareit nomanHeit nHGOPMAMOHHON CUCTEMBI.

PazpabotaiiTe Moenb HapyIIUTENS 111 KOMITBIOTEPHOTO Kjlacca Y HUBEPCUTETA.

5. Ilpemnoxute cpencTsa 3ammThl nHGOpManuu aisi Bamielr jomanrHeli nHGOPMAITMOHHON
CUCTEMBI.

6. Ilpemnoxute cpeacTBa 3alIUThl  HHGOpPMAMK Ui  KOMIIBIOTEPHOTO  Kilacca

YHuBepcurera.

~ow

JlonmosiHuTeIbHBIE 3aJaHUA 110 TeMe 2.1 ApXuTeKTypa KOMNbIOTEpa

1. U3yuute Bam mnepcoHanabHBIH KOMIBIOTED U COBPEMEHHBIE TaJKEThbl, KOTOPHIMU BbI
noJsib3yeTech. CpaBHUTE UX XapaKTEPUCTHKHU: OBICTPOACHCTBHE, 00BEM OMEpPaTHBHOU U
BCIIOMOTaTeNbHOM MaMATH, CKOPOCTh JocTyna B UHTepHeT.

JonoJsiHuTeILHBbIE 3a1aHKs 110 TeMme 3.1 BBenenue B mH(GOPMAIHOHHYIO 0€30MIACHOCTh
OnepanuoOHHbIX CHCTEM

OC Windiws
1. Ortkpoiite 6pay3ep Internet Explorer. Haiinute ero naentudukaTop mpoiecca, OTKPhIThIC
CcoeMHEHUS U 0a30BBIil IPUOPHUTET.
2. Ortkpoiite Opayszep Chrome. Haiimure ero wuaeHTudukaTop mporecca, OTKPHITHIC
coeTMHEHUS U 0a30BbIil IPUOPHUTET.
3. 3amyctute npunoxenue «baokHoT». Haitnure Qaiinbl oTkpbIThie pouieccoM «bIoKHOT
¢ momMotsio yruiutel Process Explorer.

OC Linux
Haiinure nate caMbIx TpeOOBATEIbHBIX K MAMSITH POIIECCOB.
OTxkpolite Opay3ep U HAMIUTE OTKPHITHIC COSAMHCHHUS.
BriBenuTe comepkumMoe TUPEKTOpHH /etc.
BriBenute comepkumoe aupekropun /etc/schedule.

el AN s

JonosHuTeIbHBIE 3a1aHus M0 TeMe 3.2 UHdopmanmoHHasi 6€30MaCHOCTH
OIepalMOHHBIX cucTeM cemerictBa Windows

1. Coznaiite mnonp3oBatens «Anuca». Hasnaubre et mapons. Co3paiite rpynmy
«HenoBepeHHbIE MOIb30BATETN .

2. CozpaiiTe ITUpeKTOpulo, coaepkailyro (ainbl. HasHaubTe Anmce mpaBa JOCTaTOYHBIE
JUIsl OTOOpa)keHUs CIIUCKOB (DaiiioB U MEPEX0 0B B AUPEKTOPUU U €€ MOATUPEKTOPHSIX, a
TaKkXke uyTeHHUs (aiaoB B TUPEKTOpUH M ee nmojaaupektopusx. IlpoeprTe, uto Anuca
MOJKET POCMaTpUBaTh (aibl.

3. 3amperute rpynne «HemoBepeHHBIE MOJIb30BAaTENU» JIOOOH JOCTYN K CO3JaHHOM
JTUPEKTOPHH, €€ MOJJAUPEKTOpUsAM, a Takke K (aiimaM BHYTpU ITUPEKTOPHUH U €€
MOAIUPEKTOPUI.

4. Jlo6aBeTe Anucy B rpynny «HenoBepenHble nonb3oBarenn». [IlpoBepbTe, uto Annca He
CMOXeT IPOCMAaTpUBATh (ailsibl B AUPEKTOPHH.

JonoaHuTeIbHBIE 3a1aHus M0 TeMe 3.3 UHdopmanmoHHasi 6€30MacCHOCTD
OnepamuoHHbIX cucTeM ceMeiicTBa Linux

1. Cozpaiite mnonp3oBatens «Anuca». Hasnaubre et mapons. Co3paiite rpynmy
«HenoBepeHHbIE OIB30BATEIN.
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2. CozpaiiTe ITUpeKTOpuIo, coaepkairyio (ainbl. Ha3zHaubTe Ajmce mpaBa JOCTaTOYHBIC
JUTsl OTOOpaXKeHHUs CIIUCKOB (DaiiyIoB M MEPeXo 0B B AUPEKTOPUHU U €€ MOJTUPEKTOPHSIX, a
TaKXke YTeHHs (PaiijIoB B TUPEKTOPUHU M ee mopaupekTopusx. IlpoBepsTe, uto Anmca
MOJKET YUTaTh (hailiibl.

3. C mnomouipio CcHUcKa KOHTPOJS JOCTymoB 3amperure rpymme «HemoBepeHnHsie
MOJIb30BATENM» JIIOOOH JOCTYI K BbIOpaHHOMY (ainy BHYTpH nupektopuu. [lomensiite
BJIaJIeTIbIIa ATOTO (paiiyia Ha CyMepHoL30BaTeNs CUCTEMBI. Pa3pemnTe B 0a30BBIX MpaBax
JIOCTYII K BeIOpaHHOMY (haitiry kogom 600.

4. Jlo6aBpTe Ammcy rpynny «HemoBepenHsle monb3oBarenny. [IpoBepbTe, uTo Anuca He
CMOJKET IMPOYHUTATh BEIOPAHHBIN (aii.

JlonoJiHUTeILHBbIE 3a1aHKs 10 TeMe 4.1 BBeieHHe B apXUTEKTYPY JOKAJBHBIX
BbIYHMCJIHUTEIbHBIX CeTel

1. IlpoBepbTe nOCTYHHOCTH J0OOOT0 UCHOJIb3yeMOro Bamu nouToBOoro cepsepa c
ucnons3oBanueM yruwiuthl Telnet. Crenyiite crathe https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u caMmoCTOSTEIBHO.

2. Hactpoiite moury B mnouroBoM kiueHte Thunderbird. Cnenyiite craTbe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej.

3. Paszpaboraiite puiibTpbl A1 npocMoTtpa Tonbko ucxoamux ICMP-3anpocos. Caenyiite
cratbe https://habr.com/ru/post/211042/.

I[OHOJIHI/ITCJII)HBIC 3aJlaHUA 110 TEME 4.2 CereBble YIrpo3bl U METOAbI HpOTHBOI[eﬁCTBHﬂ
UM

1. TlpoBeaute MOMCK YS3BUMOCTEH Ha CBOEM JOMAIIHEM IE€PCOHAIBHOM KOMIIBIOTEpE,
03HAKOMBTECh C ONMCAHHUEM BBISIBICHHBIX YSA3BUMOCTEW, ONPENEIUTE HACKOJIBKO OHU
KpuTHuHsbI 1o mkaine CVSS, n ycrpanure ux.

2. TlpoBepwre, yctpaneHa mnu ysa3BuMocte CVE-2017-0144 Ha Bamem jgomamiHeMm
KOMITbIOTEpPE, U YCTAaHOBUTE OOHOBIIEHHE O€30MaCHOCTH B Cilydae, €Clid YS3BHUMOCTb
npucytctByeT. Cnenyiite crarbe https://support.microsoft.com/ru-ru/help/4023262/how-
to-verify-that-ms17-010-is-installed.

3. Uzyuntre ysBumocth CVE-2014-0160, cmenys cratesim  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-
heartbleed.pdf.  TlepBas craths mpeacTaBiuseT CcoOOW  HEOONBIION  KOMUKC,
MOKa3bIBAIOUINH, HACKOJBKO ONAacHa M JIETKO MCIOJb3yeMa 3Ta YSI3BUMOCTb. BTopas
CTaThsl IMpeJCTaBIseT €000l MoApOoOHOE ONKMCAHWE YA3BUMOCTH, IIOCIEJICTBUS €€
UCIIOJIb30BAaHUS M PUCKH.

JlonoJHuTeIbHBbIE 3a1aHus 110 TeMe 4.3 Me:kceTeBble IKPAHbI
1. 3amenute y3nel Hacker u Victim Ha y31bl O yrpaBlI€HHUEM OINEPALMOHHON CHCTEMBI
Windows u oOpaTuTeCch K UX CETEBBIM pecypcaM 1o npotokoiny SMB. Crnenyiite cratbe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
host-on-the-eve/.

JonoaHuTeIbHBIE 3a1aHuA 110 TeMe 5.1 BBeieHue B kpunrorpagpuyeckne MeToabl
3alUThI HH(POPMALMHU

1. Bammdpyiite u pacmudpyiite coobuienne «5 Teds mr06m0!» BceMu U3BECTHBIMU Bam
HUCTOPUYECKUMHU U PAMHU.
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KpuTtepun oneHKH NpaKTHYeCKOT0 3aHATHS.

3a TmpakTUYeCKOe 3aJaHWE€ BBINOJHIETCS OJHA M3 OLEHOK: «OTJIMYHO», «XOPOIIO0Y,
«Y/10BJIETBOPHUTEJIBbHOY, «HEY/10BJIETBOPUTEIbHOY.

OneHka «OTJHYHO» BBICTABIISIETCS, €CIU CTYACHT aKTUBHO paboTaeT B TEUEHUE BCETO
MPAKTUYECKOTO 3aHSTHUS, JaeT BEpHbIE M TOJHBbIE OTBETHl HA BOMPOCHI MpenojaBaTens u
MOKa3bIBAaET IMpPH ATOM IIIyOOKOE OBJAJEHUE JEKIIMOHHBIM MaTEpUalOM, BCE YACTH 3aJaHUs
BBIMIOJTHEHBl BEPHO (JIOMYCKAIOTCS HEOOJbIINEe HETOUYHOCTH, HE SIBIISIIOIIHUECS CIEICTBUEM
HE3HAaHWS WIM HENOHMMaHMA YydeOHOro Mmarepuaina). PaboTa BBINONHEHA CaMOCTOSTEIBHO.
Pabora cnana ¢ cobmonenneM Beex cpokoB. CoOutto/IeHbl Bee paBuiia 0pOpMIICHHUS.

OneHka «XOpOLIO» BBICTABIISCTCS, €CIU CTYIEHT aKTUBHO Pa0OTaeT B TEUEHHE BCETO
MPAKTUYECKOTO 3aHATHS, JaeT BEpHbIe, HO BO3MOXKHO HEMOJHbIE OTBETHl Ha BOMIPOCHI
IPEenoJIaBaTessl U MOKa3bIBaeT MPU 3TOM CBOOOIHOE BIIAJICHHE JICKIIMOHHBIM MaTEepHalioM, BCE
YacTH 3aJaHus BBIIIOJHEHBI BEPHO (JOIMYCKAIOTCS HETOYHOCTH, HE SIBISIOLIUECS CIEICTBUEM
HE3HaHUS WIM HEMOHMMaHHWs Yy4yeOHoro warepuana). PabGora B 1eloM  BBIIOJIHEHA
CaMOCTOSITENIbHO, BO3MOKHO C KOHCYJbTaluel npenojaasarens. Pabora caana ¢ cobmroaeHueM
BCEX CPOKOB. JlonycKaroTcs He3HAYUTENIbHbBIE HEJOUETh B O(POPMIICHUH.

OuneHka «ya0BJIEeTBOPUTEIbHO)» BBICTABISIETCA B TOM ClIy4ae, KOrja CTYJEHT B IEJIOM
OBJIaJIEJI CYThIO BOIIPOCOB IO JAHHOW TeMme, OOHapy)XMBAeT 3HAHME JIEKLMOHHOI'O MaTepHuala.
[Tpu 5TOM Ha 3aHATUU BeNET ceOs MACCUBHO, JACT HEMOJIHBbIE OTBETHI HA BOMPOCHI, JOMYCKaeT
OIIMOKH MPH OCBEIIEHHUH TEOPETHYECKOTO MaTephalia, He MOKET O0OOIIHNTh U C/IeNaTh YeTKHE
Joruveckre BbIBOABI. PaboTa cnana c omo3jgaHueM He Oolee AByX 3aHsaTHM. [lomyckarorcs
HE3HAYNTENIbHBIC HEOYETHI B O()OPMIICHUH.

OueHka «Hey/A0BJIETBOPUTEIBLHO» BBHICTABISIETCS B Clydae, KOr/ia CTYACHT OOHApY KU
HECOCTOSITENIbHOCTh OCBETUTH BOIPOCHI MJIM BOIPOCH! OCBELICHBI HETPAaBUIIbHO, OECCHCTEMHO, C
rpyObIMH  OIIMOKaMH, OTCYTCTBYIOT TIOHMMAaHHUSI OCHOBHOM CYTH BOIIPOCOB, BBIBOJBI,
0000meHns, 00HAPY)KCHO HEYMEHHE pemiath ydeOHble 3amadd. OOydaromuiicss HE MOXKET
BBITIOJIHUTH paboTy 6e3 moMoru npenojasarens. PaboTa caaHa ¢ HapylIeHHeM CpOKOB (TT03/1Hee
4yeM depes /iBa 3aHATHs ). B ohopMiieHnn mpuCyTCTBYIOT 3HAUNUTEIbHBIE HEJJOYETHI.

1.2 Cniucok BonpocoB U (WJIM) 3aaHUI 1JIs1 IPOBeIeHUsI MPOMEKYTOUHOI aTTecTannu

Bonpocsl k 3auery

=

OcHoBHbIE TpaBa rpaxjaH B cgepe 00pabOoTKH U 3alUThI HH(OPMALIHH.

2. OCHOBHBIE TPHUHIUIIBI MPABOBOTO PETYIUPOBAaHUS B 00JacTH OOpaOOTKM W 3alIHTHI
UHpOpMaLUH.

3. Hudopmanus. OCHOBHBIE CBOICTBa 0€301MacHOCTH WH(GOPMAIUU: KOH(UACHITHAEHOCTB,
LEJIOCTHOCTbD, TOCTYITHOCTb.

4. Bunel uHGOpMaMK 10 MOPSIKY AOCTYIIA U PacpOCTPAHEHHUS.

5. Orpanumuenue goctyna Kk uHGopmanuu. 3ammra nHpopmauu. OObEKThI 3aUThHL. Buibl
TalH.

6. MudopmarmoHHble TEXHOIOTUH U MH()OPMAIIMOHHBIE CUCTEMBI.

7. OGnamarens nHGOpPMAIUU U OoniepaTop HHHOPMAITMOHHONW CHCTEMBI.

8. OTBeTCTBEHHOCTH B chepe 00pabOTKHU U 3alUTHI HH(OPMAIIHH.

9. TlepcoHasbHBIC JaHHBIC M PUHIIUIIBI UX 00PaOOTKH.

10. Bupl nepcoHanbHBIX JAHHBIX: ClIEUATbHbIE, OMOMETPUUECKHE U 00IIeI0OCTYIIHBIE.
11. YcnoBust 00pabOTKH MEPCOHATBHBIX JaHHBIX.

12. Cornacue Ha 06pabOTKy NEPCOHANBHBIX JaHHBIX.

13. TpancrpannyHas repeada MepcoOHATBHBIX TaHHBIX.

14. TIpaBa cyOBEKTOB IEPCOHANBHBIX JTaHHBIX.
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15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
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38.
39.
40.

41.
42.
43.
44,
45,
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
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Omneparop nepcoOHANTBHBIX JaHHBIX U €r0 00S3aHHOCTH.
Mepsi obecrieueHust 6€30MaCHOCTH MEPCOHATBHBIX JaHHBIX.
KonTpons 1 Hai30p 3a BBINOJIHEHUEM Mep M0 00eCTIeYeHHIO O€301acHOCTH.

V1oJIHOMOYEHHBIHM Ooprad I10 3aluTEe IIpaB CY6’BCKTOB NEPCOHAJIPHBIX TaHHBIX.

[TocnenoBarenbHOCTD ASHCTBUH 1O 3aIIUTE HH()OPMAIIHH.
BrisaBnenue u ananu3 nHGOPMAIMOHHBIX aKTHBOB.
®opmupoBaHue TpeOOBAHUH 110 3aIIUTE WH(POPMALIHH.

[Toaxobl K MOJEIUPOBAHUIO HApYLIUTENEeH HHGOPMAITMOHHON 0€3011aCHOCTH.

Yrpo3sl uHGOPMATMOHHON OE30TTACHOCTH.

CpencTsa 3amuThl THGOPMAIIHH.

[Ipoueccopsl.

OcHoBHas (K311 ¥ OTiepaTUBHAs ) TAMSTh.
BcmomorarennHas maMsITh.

VYcerpoiicTBa BBOAA-BhIBOIA (IITMHBI, MOHUTOPHI, IPUHTEPHI).

YcrpoiicTBa BBOa-BhIBOJIA (KIIABUATYPBI U MBIIIH, BEO-KaMepbl, MUKPO(OHbI).

OO6mmit cmoco6 xpaHeHus 1 00pabOTKK MH(OPMAITUU B KOMITBIOTEPE.
[TonsTHS ONEpaMOHHON U (PAKIOBOI CUCTEM.

CY6"beKTbI, O6’L€KTBI, MCTOJbI U IIpaBa NOCTYIIa, TPHUBUJICTUN CY6’beKTa AocCTy1a.

JluckpennonHoe yrpaBjieHue JOCTYIIOM.

. MaHaaTHOe ynpaBlieHHE JI0CTYIIOM.
35.
36.
37.

Wnentudukamnys, ayreHTH()UKAINSA 1 aBTOPU3ALIHSL.

VipasieHue T0CTYIIOM B OIIEPAllMOHHBIX cucTeMax cemeiictBa Windows.
Wnentudukanus, ayreHTUGHUKAIHMS ¥ aBTOPU3ALUS B  OINEPAIIMOHHBIX
cemeiictBa Windows.

Peanuzanus ayaura B onepaiioHHbIX cucTeMax cemeiricrsa Windows.
VipasieHue T0CTYIIOM B OIEPAIl[MOHHBIX CUCTEMax ceMeiicTa Linux.
Wnentudukanus, ayreHTUGHUKAIHMS ¢ aBTOpU3AlMs B  ONEPAIMOHHBIX
cemeiicTBa Linux.

Mopnens ISO/OSI.

ApPXUTEKTYpa 1 OCHOBHBIE IIPOTOKOJIbI JTOKAJIbHBIX BBIYMCIUTEIBHBIX CETEH.
Krnaccudukannu ceteBbix yrpo3, ya3BUMOCTEN U aTak.

CereBble aTaku Ha pa3nUYHbIX ypoBHsx Moaenu ISO/OSI.

Krnaccudukanus BpeioHOCHOrO IPOrpaMMHOT0 00ecTieueHusl.

ITpu3HaKKM IPUCYTCTBUS BPEAOHOCHOTO IPOTPAMMHOT0 00€CTIeUeHHMS.
MeTobl 00HapYKEHHUST BPEJOHOCHOTO MPOTPaMMHOT0 00eCTIeYeHusI.

MecTo 1 posib MEXCETEBBIX IKPAaHOB B 00ECIIEUEHUH CETEBON OE30MaCHOCTH.
Knaccugukanms MeKCeTeBbIX IKPAHOB.

OCHOBHbBIE BO3MOXHOCTH MEXCETEBBIX IKPAHOB.

JIOCTOMHCTBA ¥ HEJJOCTATKH MEXKCETEBBIX SKPaHOB.

ITocTpoenue npaBui GUILTPaALHY.

Kpunrorpadus npesnero mupa.

Kpunrorpadus cpeIHIX BEKOB.

Kpunrorpadus snoxu Bozpoxnenus.

Kpunrorpadus HoBoro BpemeHu.

CummeTpudHast ¥ aCHMMETpHYHAsi KpunTorpagus.

BbIuuCIuTENBEHO CI0KHBIE 33]Ja4l MATEMaTHKH.

Kpunrocucrema RSA.

[TonaTue kpunTorpapuuecKoro MpoToKoia.

CaoiicTBa IPOTOKOJIOB, XapaKTePU3yIOIIHe X 0€30MacCHOCTb.

Cxemsbl 1u(pOBOIl MOAMTUCH.

HpaBnna BBICTABJICHHA OLICHKH HA 3a4e€Te.
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B mporuecce 3auera TpedyeTcss OTBETUTh Ha OJWH U3 NMPUBEIEHHBIX BhIIIE BompocoB. Ha
IIOJAFOTOBKY K OTBETY JIa€TCsl HE MEHee | akaJleMUYecKoro yaca.
[To utroram 3aueTa BBHICTaBJISETCS OJHA U3 OLEHOK: «3aYTCHOY, «HE 3aUTECHOY.

Onenka «3a4TeHO» BBHICTABISIETCS CTYAEHTY, KOTOPBIM JEMOHCTPUpPYET BIIaJCHUE
CoJiep’)KaHUEM MaTepuaja U HNOHSITUHHBIM alnapaToM TEOPUHU IICEBIOCIyYalHBIX F€HEPAaTOPOB;
YMEET CBS3bIBATH TEOPUIO C MPAKTUKON. B oTBeTe MOryT nomyckarbes OTJeNbHbIE HETOUHOCTH
(HecyllecTBEHHbIE  OMIMOKM), KOTOpbIE  MCHPABISAIOTCA  CaMUM  CTYAEHTOM  IIOCJE
JIOTIOJIHUTEBHBIX U (WIM) YTOUHSIOUIMX BOIPOCOB SK3aMeHaTopa. Ha 4acTe JOMOIHUTEIBHBIX
BOIIPOCOB CTYZIEHT MOKET HE J1aTh OTBET WJIM JJaThb HEBEPHBIA OTBET.

Onenka «He 3a4yTeHO» BBICTABISETCA  CTYIEHTY, KOTOPBI JI€MOHCTpUpPYET
pa3po3HEHHbIE, OECCUCTEMHBIC 3HAHUS, OECHOPSIOYHO U HEYBEPEHHO H3J1araeT MaTepuan; He
yMeEET BBIJEIIATh IJIaBHOE M BTOPOCTENIEHHOE, HE YMEET COCAUHATh TEOPETUYECKUE TIOJIOKEHUS C
NPaKTUKOM; JOMyCKaeT TpyOble OMMOKH P ONpeIeIIEHUH TOHSATH, BCIEICTBUE HETIOHMMAHUS
UX CYIIECTBEHHbIX M HECYILECTBEHHBIX MPU3HAKOB M CBSA3EH; 1a€T HETOJIHbIE OTBETHI, JIOTUKA U
IIOCJIEI0BATENbHOCTh W3JIOKEHUS KOTOPBIX HMEIOT CYIIECTBEHHbIE M NPUHUUIHUAIbHBIE
HapyLIEHHs, B OTBETaX OTCYTCTBYIOT BBIBOJIbL. J[OMOJIHUTENbHBIE U YTOUHSIOLIME BOIPOCHI
9K3aMEHAaTOpa HE MPUBOAAT K KOPPEKLUUU OTBETOB CTyJeHTa. Ha OCHOBHyIO 4YacTb
JIOTIOJIHUTEIIBHBIX BOIIPOCOB CTYJIEHT 3aTPYAHSIETCS 1aTh OTBET WIM JJA€T HEBEPHBIE OTBETHI.

Onenka «He 3auTeH0» BBICTABIISAETCS TAKXKE CTYACHTY, KOTOPbII B3sT AK3aMEHALMOHHBIN
OuieT, HO OTKAa3aJCs 1aTh Ha HETO OTBET.
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IIpunoxenne Ne2 k paGoueil nporpamMme AUCHHUIIIMHBI
«be3onacHocTh B COBpeMeHHOI MH(OPMAIIMOHHOI cpeie»

MeToanyeckue yKa3aHus JJIs1 00y4aIOMIMXCS 110 0CBOEHUIO U CIUTIIHHBI

OcHoBHOU (opMO# H3IOXKEHHST Y4eOHOro Marepuana o AUCHUIUIMHE «be3onacHocTh B
COBPEMEHHOW WH(MOPMAIIMOHHON cpene» SBISIOTCS JIEKLIUH, YTO CBS3aHO, IPEXKIE BCEro, C
HOBHU3HOI Matepuaina g ooydaromuxcs. [1o O0NbIIMHCTBY TEM IMpeayCMOTPEHbI IPAKTUYECKUE
3aHATHSL, LENbI0 KOTOPBIX SBJIAETCS 3aKpEIUIEHHE JIEKIUMOHHOIO MaTepuaja IyTeM pEeLIeHUs
CHelHalbHBIM 00pa3oM MoJ00paHHbIX MPAKTUYECKUX 3a]1a4.

JUiga  ycremHoro OCBOEHHS JAMCLUMILIMHBI BaXHO CAMOCTOSATEIbHOE HU3YYEHHE
TEOPETUYECKOr0 MaTepuaia M pelIeHHEe MPAaKTUYeCKUX 3aJady, KaKk B ayJIuTOpUHU, TaK U
CaMOCTOSITENIHO B KAYECTBE CaMOCTOATENBbHOM paboThl. [IpuMeps! perenus 3aaad pa3ouparoTcs
Ha JICKIUSAX M MPAKTHYECKUX 3aHATHUSAX, MPU HEOOXOIUMOCTU MO Hambosee TPYIHBIM TeMaM
IPOBOJASTCS JOTOJIHUTENbHBIE KOHCYJIbTalMu. OCHOBHAS 1I€Jb PELICHUs MTPAKTUUYECKUX 3a7au —
MOMOYb YCBOUTH OCHOBHBIE MOHATUS WH(OPMALMOHHOW OE30MacHOCTH, MX OMNpPEICNICHHUA, a
TaK)K€ OCHOBHBIE METOJBI M CpEICTBa oOecredeHuss MH(GOPMAIMOHHON Oe3omacHocTH. Jlis
pelieHus 3a1ad HeoOXOAMMO HE TOJBKO 3HaTh, HO M TOHUMATh JIEKIIMOHHBIM MaTepuall.
[Toaromy B mpouecce H3yuyeHUs JTUCLUIUIMHBI PEKOMEHIYeTCsl peryispHas paboTta c
KOHCIIEKTaMU JIEKIIMI U PeKOMEHIOBAHHOM JINTEPATYpPOHl.

bonbiioe BHMMaHME MOJKHO OBITH YJIENIEHO CaMOCTOsATENbHOW pabore. B kauecTBe
3aJaHUM I CAMOCTOSITENIbHOM paboThl IoMa CTyACHTaM IpeaiaraloTcs 3aJ1ayi, aHaJIOTUYHbIe
pa300paHHBIM Ha JIEKIUAX U IPAKTUUECKUX 3aHATHAX UM CXO0KHE C HUMH.

Jlis mpoBepKM M KOHTPOJS YCBOCHHS TEOPETHYECKOro MaTepuaia, MPUOOPETeHHBIX
IIPAKTUYECKUX HABBIKOB paOOThl ¢ OCHOBHBIMHM IOHATHUSMU B TE€UEHHE OOYUYEHHS MPOBOAATCS
MEpPONPUITHS TEKYyILeH aTTecTaly B BUJIEC TECTUPOBaHUU. Takke MPOBOIATCS KOHCYJIbTALUU
(mpu HEOOXOIMMOCTH) TO JICKIIMOHHOMY Marepuagy M pa300py HEKOTOPBIX 3aJaHuil s
CaMOCTOSITENIbHON PabOTHI.

B KoHILe u3ydyeHHs IUCHUIUIMHBI CTYJIEHTHl CHAIOT 3ayeT. 3adyeT IPOBOAMTCS Ha
OCHOBAHMH BBINIOJHEHHUSI TECTOBBIX 33JaHUN M coOece0BaHUS Ha OCHOBAHUU CIIMCKa BOMPOCOB
K 3a4€eTy, KOTOPBIA OXBATHIBAET IMOJIHOCTHIO BCIO MIPOrPaMMYy JTUCHUIUIHHBI.

YueOHO-MeTOAMUECKOE 00ecTeueHne
CaMOCTOSITEIbLHOM paﬁoTbl CTYACHTOB IO TUCHMIIJINHE

Jl1st caMOCTOSTENbHON pabOThl PEKOMEH,TyeTCs HCII0JIb30BaTh CIEIYIOLIYI0 YUeOHYIO
JUTEPATypy:

1. Tanenbaym D. Apxurektypa komnbioTepa. / O. Tanenbaywm; [mep. ¢ anri lO.
I'opoxosckoro, JI. IllunTsikoBa] - 5-e wu3n. - CII6.: Ilurep, 2013. - 843 c.
(akamemMHuecKoe U3JI0KEHNE MaTepraa Mo apXuTeKType KOMIIbIOTEpa).

2. Tanenbaym 3. CoBpeMeHHBIE ornepannoHHbIe cucTembl. / O. Tanenbaym, X. boc;
[mep. ¢ anrn. A. JleontseBoii, M. MansieBoid, H. Bunsunnckoro] - 4-e u3a. - CIIO.:
IMurep, 2019. - 1119 c.: un. (akagemMuyeckoe W3JIOKEHHWE MaTepuaia Io
OTIEPALIMOHHBIM CUCTEMAM).

3. Tanenbaym D. Kommbrotepubie cetn. / D. Tanenbaym, [1. Yazepoint; [niep. ¢ anri. A.
I'pebennkoBal - 5-e uzn. - CII6.: [Turep, 2019. - 955 c. (akamemudeckoe U3NOKEHUE
MaTepHala 1o KOMIBIOTEPHBIM CETSIM).

4. Andepor A.Il. OcHoBsl kpunrorpadguu. Yuebnoe nocodue. / A.Il. Andepos, A. HO.
3y6oB, A.C. Ky3pmun, A.B. Uepemymkun. M.: I'emuoc APB, 2005. 480 c.
(akamemMHuuecKoe U3JI0KEHUE MaTepruaia o Kpunrorpapun).
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