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1. I{esiu OCBOECHUSA TMCHUTNIUHBI

Llenpto OcBOEHHsI IUCHUIUIMHBI «be30MacHOCTh B COBPEMEHHOH HH(MOpPMAIIMOHHOMN
cpene» SIBIIETCS TeopeTHYecKas M IpakTU4eckas MOATrOTOBKAa OakajaaBpOB K JESTEIbHOCTH,
CBSI3aHHOW C TPHUMEHEHHEM COBPEMEHHBIX CpEICTB M METOJOB 3alIMThl WH(pOpMAIHUU B
IIOBCEHEBHOM 1 MpodecCHOHaNbHOM esTenbHOCTH. Jucuuiuizaa qaer npeacTaBieHue 0 MecTe
U poi UH(OPMAIIMOHHOHM 0€30IaCHOCTH B COBPEMEHHOM MUpE.

2. MecTO AMCHUILIUHBI B CTPYKTYpe 00pa30BaTe/IbHON MPOrpaMMbl
JlaHHasi TUCIUIUIMHA OTHOCUTCS K 00s13aTebHON YacTh 00pa30BaTeIbHOM MPOTPaMMBI.
JucuuruinHa «be3onacHOCTh B COBPEMEHHOM MH(OPMAIIMOHHOMN Cpelie» UIPAET BaXKHYIO

POIb 1St 00IIeTPOPECCHOHATBHON TTOITOTOBKU 00yUYaIOIIETroCs.

3. [lnanupyeMblie  pe3yJbTAThl OOy4YeHHS] MO JUCHUIJIHHE,
IVIAHUPYeMbIMU pe3yabTatamu ocBoenusi OIl 6akanaBpuara

COOTHECCHHbIC C

[Tponiecc n3yyeHus QUCUUIUIMHBI HAPaBJIeH Ha (GOpMUPOBAHHE CIEAYIONIMX KOMIIETCHIIUN
B cooTBeTcTBUU ¢ ®PI'OC BO, OOII BO 1 npuoOpereHus cieayromux 3HaHui, yMEHHH,
HaBBIKOB U (WJIN) ONBITA JESATEIbHOCTH:

Ilepeyenn
IUVIAHNPYEeMBbIX Pe3yJbTATOB 00y4eHus!

®opmupyemas NuaukaTop nocTusKeHust
KOMIIeTeHIUsI KOMIIeTEeHIIUH

(xkoa u opMyJIHpPOBKA) (xox M popMyJIHpPOBKA)

O6menpodeccnoHaIbHbIE KOMIIETEHIIUN

3HaTh:

OCHOBHBIE TIOHSITHA B 00J1acTH 00paboTKH
1 3aIIUTHl HHPOPMAIIMU U UX
OIIPE/ICIICHHST; TIOCIIEIOBATEIEHOCTD

OIIK-5 OIIK-5.2 BBITIOJTHEHHUS paboT MO 3alIuTe
CriocobeH ucnonp3oBath | Pemmaer cranmaptHbie nHpopManum; KI1acCupUKAIUIO
COBPEMEHHBIE 331241 POPEeCCUOHATBHON | HapymmTened HHHOPMAIIMOHHON
I/IH(I)OpMaHI/IOHHBIe ACATCIIBHOCTHU HA OCHOBE 6630HaCHOCTI/I; BUJbI 1 HA3HAYCHUC

TEXHOJIOTHUU U
pOrpaMMHBIE CPE/ICTBA
IPH PElICHHH
poheCCHOHATBHBIX
3a71a4

WH(POPMAIMOHHBIX
TEXHOJIOTHH C y4eTOM
OCHOBHBIX TpeOOBaHUI
WHPOPMALTUOHHON
Oe3ormacHOCTH

CPEJICTB 3aIIUThI UH)OPMAITUH.
Ymersn:

YCTaHABIIUBATH U OCYIIIECTBIATh
MIEPBUYHYIO HACTPONKY ONEPAIMOHHBIX
CHCTEM, aHTHBUPYCHBIX CPEJICTB U
MEKCETEBBIX DKPAHOB.

Bnanern HaBbIKaAMU:

paboTHI CO CpeICTBAMH 3aAIIUTHI
nHpOpMaLUH

4. O0beM, CTPYKTYpa U coJep:KaHue TUCHUTLITUHBI

OO01mas TpyA0€MKOCTh JTUCIUILINHBI COCTABIISET 2 3a4eTHBIC SIMHUIIBI, /2 akaJl. Jaca.

Ounas ¢popma

Buab! yueOHbIX 3aHATHIA, @®opMBI TEKyLIETro

T E_' BRJIIOYast CAMOCTOSATC/IbHYIO KOHTPOJISl YCIIEBAeMOCTH
Ne eMbl (pasesibl) 3 paboTy CTyIeHTOB,
HCIHUIIIMHBI o
n/n el ’ z H UX TPYA0eMKOCTh ®opma NpoMeKyTOIHOI
®,

UX co/lepKaHue

(B akaleMHY€eCKHX Yacax) aTTecTalun

(no cemecmpam)

KonTakTHas padora ‘
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Paznen 1. [IpaBoBbie
OpraHu3alHOHHbIE OCHOBBI
o0ecmeyeHnst 6 3
HH(OPMALHOHHOMH
o0e3zomacHocTu B Poccuiickoii
Denepannn
Tema 1.1. [IpaBoBbIE OCHOBBI Tect
obecriedeHus HHPOPMAIIIOHHOM 2 1
0e30IMacHOCTH
Tema 1.2. 3ammura 2 1 Tect
TIEPCOHATILHBIX JTAHHBIX
Tema 1.3. Opranu3aiuoHHbIC Tect
OCHOBEI 00€CIICUCHH 2 1
HHGPOPMAITMOHHON
0Ee30IMacCHOCTH
Buoeonexyuu mexcmoswle
Mamepuanvl yuebHo20
6 mom wucie ¢ 20 u JIOT 6 3 |nocobus, npesenmayuu,
mecm 6 DVK 6
DemidOnline
Paznen 2. Apxurekrypa 2 1
KOMIbIOTEPA
Tema 2.1. Apxutexrypa 2 1 Tect
KOMITBIOTEPA
Buoeonexyuu mexcmoswle
Mamepuanvl yuebHo2o
6 mom yucae ¢ 30 u JIOT 2 1 |nocobus, npezenmayuu,
mecm ¢ DVK 6
DemidOnline
Pa3nen 3. OcHoBbBI Tect
HH(OPMALHOHHOMH
3 7 1 9
0€e30IacHOCTH B
ONepPANMOHHBIX CHCTEMAX
Tema 3.1. Beenenue B Tect
UH(POPMAIOHHYIO 1 5 3
0e30MacHOCTh OTNEPAITMOHHBIX
CHCTEM
Tema 3.2. Mndpopmarmonsas Tect
0e30MacHOCTh OMEPAIMOHHBIX 1 2 3
cucreM cemeiicrea Windows
Tema 3.3. MadopmanmonHas Tect
0e30MacHOCTh OMEPAIMOHHBIX 1 3 1 3
cucTeM cemelicraa Linux
Buoeonexyuu mexcmoeule
Mamepuanvl yuebHo2o
6 mom wucne ¢ 20 u J[OT 3 3 9 |nocobus, npezenmayuu,
mecm 8 DVK 6
DemidOnline
Pazaen 4. OcHOBBI
HH(OPMALMOHHOM 3 7 11
0€30aCHOCTH B JIOKAJIbHBIX
BbIYMCJIUTEIbHBIX CETAX
Tema 4.1. Benenue B 1 2 4 |Tect




Buap! yueOHbBIX 3aHATHIA,
BKJIIOYASl CAMOCTOSITEIbHYIO
paboTy CTyAeHTOB, DopMbI TEKYIIETO
U UX TPY10€MKOCTh KOHTPOJISI yCIIeBaeMOCTH
(B akaJeMHYeCKHX Yacax)
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APXUTEKTYPY JOKATBHBIX
BBIYHCITUTENBHBIX CeTel
Tema 4.2. CeTeBble YTPO3bI U 3 1 5 4 Tect
METO/IbI IPOTUBOJICHCTBHS UM
Tema 4.3. MexxceTeBbIe SKpaHbl | 3 1 3 3 |Tect
Buodeonexyuu mexcmogoie
Mamepuansl yueoH020
6 mom uucne ¢ 30 u JJOT 3 3 11 |nocobus, npesenmayuu,
mecm ¢ DVK &
DemidOnline
5. [Pa3gen 5.
Kpunrorpagpuyeckune meronnt | 3 2 2 1 3
3a10MTHI HH(pOpMALMH
Tema 5.1. Beenenue B Tect
KpHUITOrpadHYeCKUe METOMIBI 3 2 2 1 3
3aIUTHl KHPOPMAIIUU
Buodeonexyuu mexcmogoie
Mamepuansl yuebHo20
6 mom uucne ¢ 30 u J[OT 2 1 3 |nocobus, npezenmayuu,
mecm 6 DVK 6
DemidOnline
3 0,3 |10,7 |3auer
HUTOI'O 72 4. 72 | 16 | 16 2 103377
6 mom uucne ¢ 90 u JJOT 16 | 7 27

Conep:xaHue pa3/iesi0B NPOrpaMMbl M CHUILINHBI
«be3omacHOCTb B COBpeMeHHOII MH(OPMAILIMOHHOM cpeae»

Pa3znesn 1. IlpaBoBble M OpPraHM3alMOHHbIE OCHOBBI oO0ecnedeHMsi WH(OPMALMOHHOM
oesonacHoctu B Poccniickoii @enepanuu.

Tema 1.1. IIpaBoBbIe OCHOBBI 0OecTIeUeHNsT HHPOPMALMOHHOM O€30MacHOCTH.

OcHoBHBIE TIpaBa TpaxkJgaH B cdepe o0paboTku u 3amuThl HHGopMaru. OCHOBHBIE
NPUHILIMIIBI TIPABOBOTO PETyJUMpOBaHUA B oOjacTM 00pabOTKM U 3alluThl HHGOPMAaLUU.
Nudopmanusa. OcHOBHbIE CBOiicTBa 0€30MacCHOCTH HHGpOpMaNMU: KOH(PUICHIHUATBHOCTb,
LEJIOCTHOCTh, JOCTYMHOCThb. Bunabl MHQOpMauu 1no moOpsAKy JOCTyHa M pacHpoCTpaHEHUs.
Orpannuenue poctyna K wuH(popmamuu. Buasl Taitn. OOnanatens  uHbOpMaIuu.
Undpopmannonusle texHojoruu. WHpopmannonusie cucrembl. Onepatop uHGOPMaMOHHON
cucteMbl. 3ammrta uHpopMmanuu. OOBEKTHl 3alIUTHL. BuIbI OTBETCTBEHHOCTH B cdepe
00paboTKH M 3alIUTHI UH(POPMALIUH.

Tema 1.2. 3ammra nepcoHaIbHbIX TaHHBIX.




[lepcoHanbHble JaHHbIE W NPUHLUUINBI UX O00paOOTKU. Buabl mNepcoHaIbHBIX JAHHBIX:
CrienMagbHble, OMOMETPUYECKHME M OOIIENOCTYIHBIC. YCIOBUS OOpabOTKH TEePCOHATBHBIX
nanHeix. Corimacue Ha 00paOOTKy TEpCOHANBHBIX JAaHHBIX. TpaHCTpaHHYHas Iepeaaya
NEPCOHANBHBIX JaHHBIX. [IpaBa cyOBEKTOB MEPCOHAIBHBIX JaHHBIX. Omeparop MepcoHaIbHBIX
JaHHBIX W €ro o00s3aHHOCTH. Mephl oOecrmeueHus: Oe30MacHOCTH MEPCOHAIBHBIX JIaHHBIX.
KoHTponb 1 Hag30p 32 BHIIOJIHEHHUEM MEp MO 00ECIIEYCHUI0 0€30MaCHOCTH. Y IIOJIHOMOYEHHBIN
OpTraH M0 3aIIUTe MPAB CYObEKTOB MEPCOHATBHBIX TAHHBIX.

Tema 1.3. Opranu3anroHHbIE OCHOBBI 00ecTieYeHHsI HH(OPMAIIMOHHOI 0€301MacHOCTH.

Kakue Bompocsl craBuT mHpopMannonHas 6e3omacHocTh? [locmenoBarenbHOCTh EHCTBUIN
no 3amure uHbopManuu. BeisiBieHrne U aHaIW3 UHPOPMAIMOHHBIX aKTUBOB. DOpMHUpOBaHUE
TpeboBanuii mo 3ammre uHpopManuu. [loAX0Abl K MOJCIMPOBAHHUIO HAPYIIUTEICH U YIpo3
uH(popMalMOHHON Oe3onmacHOCTU. BBIOOp CpeacTB MW METOAOB 3alIMThl  MH(OPMALUU.
Brenpenne cuctemsl 3amuThl HHGOPMAITUU. DKCILTyaTaIisl CHCTEMBI 3aIlIUTH HHQOpMAaIIHH.

Pa3nes 2. ApxuTeKkTypa KOMIIbIOTEpPA.

Tema 2.1. BBeieHue B apXuTeKTypy KOMIIBIOTEpPA.

[Tpoueccopel. OcHOBHas (K311 U ONEpaTUBHAs) NaMmATh. BcrnomoraTenbHas MDaMsTh.
YcrpolicTBa BBOJ1a-BbIBO/IA (IIMHBI, MOHUTOPBI, KJIABUATYPhl U MBIIIH, B€O-KaMepbl, IPUHTEPHI).
[lepcoHanbHbIE KOMIIBIOTEPHI U MOOUJIBHBIE YCTPONUCTBA.

Pa3nen 3. OcHoBbl HHGOPMAIITHOHHON 0€30MMACHOCTH B ONEPAIMOHHBIX CHCTEMAX.

Tewma 3.1. BBenenne B HHGOPMAIIMOHHYIO 0€30MMaCHOCTh OTIEPAIIMOHHBIX CHCTEM.

O6muit cnoco® xpaHeHuss U oOpaOoTkM uHoOpmanuu B KommbioTepe. [loHsaTus
onepaunoHHOM u (aiinoBoit cucrem. CyOBeKkTbl, OOBEKTHI, METOJAbl M TpaBa JIOCTYIIA,
OpUBWIErMH CcyObeKTa Joctyna. JIMCKpenMOoHHOE YIpaBi€HHE JOCTYIIOM, MaHIaTHOe
ynpaBiieHue A0CTynoM. Mnentudukanus, ayreHTUGUKALNUA U aBTOpU3alus. AyTEHTU(DUKAIMS
Ha OCHOBE IapoJiel, Ha OCHOBE BHEUIHUX HOCUTEJEH Kiltoua, OnomMeTprudeckas ayTeHTU(PUKaLUS.

Tema 3.2. UadopmannonHas 0€301macHOCTh ONepaMoHHbIX cucTeM ceMeiictBa Windows.

VYnpaBjeHne T0CTyIIOM B ONEPAIMOHHBIX cucTemax cemeiicrea Windows. Maentudukarms,
ayTeHTU(HKALUS 1 aBTOPU3ALUsI B ONEPAMOHHBIX cuctemMax cemeiictBa Windows. Peanuzarus
ay/iuTa B ONEpaI[MOHHBIX cucTeMax cemeiicrea Windows.

Tema 3.3. UudopmannonHas 6€30MacHOCTh OMEPAIMOHHBIX CHCTEM ceMeiicTBa Linux.

VYnpaBjeHre J0CTYIIOM B OIEPAIMOHHBIX CHCTeMax cemeiictBa Linux. Wpentuduxarms,
ayTeHTHU(HKALUs ¥ aBTOpPH3alMs B OMNEPAalMOHHBIX cUcTeMax cemeiicTBa Linux. Peammsamus

ayJuUTa B OMEPAIMOHHBIX CHCTEMax ceMericTa Linux.

Paznen 4. OcHoBbl MH(POPMANUOHHON 0€30MACHOCTH B JOKAJbHBIX BbIYMCIUTEIbHBIX
ceTsX.

Tema 4.1. BBeneHue B apXUTEKTYpy JOKATIbHBIX BEIYUCIUTENBHBIX CETEH.



JlokanbHble BbluMcIMTENbHBIE ceTH. Mogens ISO/OSI.  ApxutekTypa ¥ OCHOBHBIC
MPOTOKOJIBI JIOKAJTHHBIX BEIYUCIUTEIBHBIX CETCH.

Tema 4.2. CeteBble yrpo3bl U METOJIbl TPOTUBOJACHCTBUS UM.

Krnaccudukaiuu ceTeBbIX yrpos3, ys3BuMocTeidl u arak. CeTeBble aTakd Ha Pa3IHYHBIX
ypoBusix wMojenu ISO/OSI. Knaccugukaiuss BpeIOHOCHOTO MPOTPAaMMHOTO OOECICUCHHUS.
[pu3HaKu MPUCYTCTBUS BPEIOHOCHOTO IPOTrPaMMHOTO oOeciieueHHs. MeTo bl 00HAPYKEHUSI.

Tema 4.3. MexceTeBbl€ SKpaHbl.

MexceteBbie dkpanbl (MDJ). Mecto u pons MD B obecniedeHHHM ceTeBOW 0€301MacHOCTH.
Knaccudpukanus MD. OcHoBHbIE BO3MOXXHOCTH MD. JlocTomHcTBa W Hemoctatku MDO.
[Toctpoenue mpaBuil GUIBTPALIUN.

Pa3znen 5. Kpuntorpadguyeckne MeToabl 3alIIUTHI HHPOPMALIMH.
Tema 5.1. BBenenue B kpuntorpaduyeckue METOAbI 3alIUThl HHPOPMAIUH.

Hcropuyeckuii ouepk paszButus Kpunrorpadpuu. CumMmerpuyHass M acUMMETpUYHAs
kpunrorpadus. BpeUUCIUTEN HO CIOXKHBIE 3amadd  Marematuku. Kpunrocucrema RSA.
[Tonstue xpunrorpaduyeckoro mnportokona. CBOHCTBa MHPOTOKOJIOB, XapaKTEPU3YIOIIHE HX
6e3omacHOCTh. Cxembl (POBOIL MOATIUCH.

5. 06p330BaTeJ'[bele TEXHOJO0I'MA, B TOM YUCJI€ TEXHOJIOI'UH 3JICKTPOHHOI0 oﬁyqe}mﬂ Hu
AUCTAHIHUOHHbIC 06p330BaTEJIbHI>Ie TEXHOJIOTMH, HCITOJb3yEMbIC ITPU OCYIICCTBJICHUH
06pa30BaTeJII)HOF0 npouecca mo JTMCHUMIIMHE

B mponecce 00ydeHns NCIONB3YIOTCS CIEAYIOIINE 00pa30BaTeIbHbIEC TEXHOIOTUU:

AxaneMuyecKkasi JieKIusl (WIK JIEKIHs 00ILEro Kypca) — ocjieIoBaTelIbHOE U3JI0KEHHE
MaTepuaga, OCYLIECTBISIEMOE MPEUMYLIECTBEHHO B BHJE MOHOJOra IPEnoJaBaTelsl.
TpeboBaHMs K aKaJeMHUYeCKOH JEKUIUU: COBPEMEHHBIH Hay4HbI YpOBEHb M HACBHIIIEHHAs
MH(OPMATUBHOCTb, yO€IUTeNbHas apryMEHTalus, [OCTy[Hass M TMOHSTHAs pedyb, YeTKas
CTPYKTypa MW JIOTHKA, HalU4ue SPKUX NPUMEPOB, HAYYHBIX JOKA3aTelIbCTB, OOOCHOBAHMIA,
(dakToB.

IIpobGaemHas JeknMs — H3JIOKEHHE MaTepuaina, IPEANoyaralniee MNOCTaHOBKY
HpO6J’ICMHI>IX U JUCKYCCHOHHBLIX BOIIPOCOB, OCBCIICHHUE PA3JIMYHBIX HAYYHBIX IIOJAXOI0B,
AaBTOPCKME KOMMEHTApHHM, CBSI3aHHBIE C Pa3IMYHBIMM MOJENSMM HHTEPIPETAlUd H3y4aeMoOro
Mmatepuaia. [Ipo0GiaemMHast ieK1Hsl HaUMHAETCs C BOIIPOCOB, C IOCTAHOBKHU MPOOJIEMBI, KOTOPYIO B
XO0JIe M3JIOKEHUS MaTepuajia HeoOXOIMMO pemuTh. B jekiuu couderaroTcs NnpoOsieMHbIE U
uH(popMalmoHHble Hayana. [Ipu 3TOM mpolecc MO3HAHUS CTYIEHTOB B COTPYJHHUYECTBE M
JMajore ¢ mpenojaBaTeseM MpUOIMKaeTcs K MOUCKOBOW, MCCIEN0BATENbCKON J1eSATENbHOCTH.
CopnepxaHue mpoOJeMbl pacKpbIBaeTCs IyTEM OpraHU3aluy I[OMCKa €€ pEelIeHUus W
CYMMHpPOBaHMS U aHAIM3a TPAAULIMOHHBIX M COBPEMEHHBIX TOUEK 3PEHUSI.

HpaKTuquKoe 3aHATHE — 3aHATUC, TOCBAIICHHOC OCBOCHUIO KOHKPETHBIX yMeHI/Iﬁ u
HAaBBIKOB M 3aKPEIICHUIO TIOJYyUYEHHBIX HA JEKLIUU 3HAHUM.

ONeKTpOHHBINH yueOHBIN Kypc «be3onacHOCTh B cCOBpeMeHHON MH(OPMAIIMOHHOHN cpejiey Ha
mwiatdopme onnaiiH-o0ydenus DemidOnline, B koTopom:

— TPEJCTaBJIEHbI BUACO-JIEKIIMH 110 BCEM TeMaM JAUCLMILIMHBI U IPE3EHTALUN K HUM;

— TPEICTaBJIEHbI TEKCTHI JIEKIIMH 110 BCEM T€MaM JIUCLUIIINHBL;



— TPEICTAaBJICHBI MPABUJIA MPOXOXKICHUS MPOMEKYTOYHOM aTTECTAIUU IO TUCITUTUINHE;

— TPEICTABJICHBI TECTHI IO TeMaM JUCHUIUIMHBI IS CaMOCTOSTEIBHON padOThI
00yJaromuxcs;

— TocpeacTBOM  QopyMa  OCYIIECTBISICTCS CHHXpPOHHO€ ¥ (WJIM) aCHHXPOHHOE
B3aMMOJICHCTBHE MEXKIY OOYYAarOIIMMHCS M TMPENojaBaTelieM B paMKax HW3Yy4eHUs
JACIIUIIINHEI.

6. [lepeyeHb JIHMIEH3HOHHOT0 W (WJIM) CBOOOJHO PACHPOCTPAHSIEMOr0 MPOrPAMMHOIO
olecrneyeHusl, MCIOJIb3YeMOIr0 IPH OCYIIECTBJIEHMH O00pa30BaTeILHOr0 Impolecca Mo
AUCHUILINHE
B nporiecce ocymecTBieHusI 00pa3zoBaTEIbHOTO MPOIECCa UCTIONB3YIOTCS:
— mporpaMMmHOe oOecriedeHwe JJs CO3JAaHUsd U JIEMOHCTpAlMM IMpe3eHTaluH,
WUTIOCTPAIM U APYTUX Y4eOHBIX MaTepUasoB:
Microsoft Windows (B cocraBe Microsoft Imagine Premium Electronic Software
Delivery);
— Microsoft OfficeSTD 2013;
Virtual Box (cBo6oaHo pacmpoctpansiemoe I10);
Ubuntu (cBo6oano pacripoctpansemoe [10);
Kali Linux (cBoboato pacrnpoctpansiemoe [10).
— I ToWcKa ydeOHoW nuTeparypsl OumbOmmorekm Spl'Y — ABToMarusmpoBaHHAS
oubmmoreuynas uaopmanronnas cucrema «bYKM-NEXT» (ABUC «byku-Nexty);
— TIpU MPOBEJICHUU JICKIIUN UCTIONB3YIOTCS MYJIbTUMEANMHbBIE PE3CHTAUY;
— TpU TPOBEIEHUU JIA0OPATOPHBIX PAOOT HCHONB3YIOTCS CPEICTBA BBIUMCIUTEILHON
TEXHHKH, MOICP>KUBAIOIINE IEPEUUCIIEHHOE MPOTrPaMMHOE OOeCTieueHue.

7. IlepedyeHb cOBpeMeHHBIX NPO(ecCHOHAIbHBIX 0a3 JaHHBIX H HH(OPMALMOHHBIX
CIIPABOYHBIX CHCTEM, HCII0JIb3yeMbIX NPH OCYLIeCTBJIEHUH 00pa30BaTeIbHOIO NpoLecca mno
AUCHHILIMHE (PH HE00X0AMMOCTH)

1. Dnexrponnsie katajgorn Hb SApl'yY

(http://www lib.uniyar.ac.ru/opac/bk_cat_find.php) comepxar 6ubarorpaduueckue 3anucu
BCEX BHJIOB JIOKYMEHTOB, COCTAaBIIAIOLMX (POHI OMOIMOTEKH, Ha PYCCKOM M HMHOCTPAHHBIX
SI3BIKAX.

2. JjeKTpoHHasi 0M0HOTEeKa YueOHbIX MaTepuaJioB Apl'Y

(http://www lib.uniyar.ac.ru/opac/bk_cat_find.php) comepxkutr ©Gomee 2500 mMONHBIX
TEKCTOB Y4€OHBIX UM y4yeOHO-METOJUYECKUX MAaTepHajJOoB IO OCHOBHBIM H3y4aeMbIM
JUCLUIUIMHAM, W3JaHHBIX B yHHUBepcuTeTe. JlocTym B ceTH yHUBEpcUTeTa, JHOO 10
JIOTHHY/TIapoJIIo.

3. CnpaBo4yHO-nipaBoBas cucreMa « KOHCY IbTAHTILIIOCH

(https://www.consultant.ru/) cmpaBOYHO-TIpaBOBas CHCTEMa IO 3aKOHOJATENILCTBY
Poccuiickoit denepanumn.

4. CnpaBouyHo-nipaBoBasi cucrema «["apanr»

(http://www.garant.ru/)  crmpaBoYHO-TIpaBOBasi ~ CHUCTeMa 10  3aKOHOJATENILCTBY
Poccuiickoit denepanumn.


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
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http://www.garant.ru/

8. IlepeyeHb OCHOBHOIi W JOMOJHHUTEJILHOW Y4eOHO#Hl JMTEepaTypbl, PecypcoB
HHPOPMALMOHHO-TEJIEKOMMYHUKAUNOHHOH ceTn «UHTepHeT» (IPpHM HE00XOAUMOCTH),
PeKoOMeHIyeMbIX /1Jisl OCBOEHHS 1M CHUIITUHbI

a) OCHOBHAasl JTUTepaTypa

1. BesomacHocTh B coBpeMeHHOH nH(popMannoHHoi cpeae. Yactp 1: yueGHOE mocobue.
B.H. Kuszes, .M. Mypun; Apocn. roc. yu-t um. ILT. demunona. - Spocnasns: UHAWIO,
2021. — 158 c. [https://e.lanbook.com/book/75150]

2. JHoragmn, H. B. ApxutekTtypa koMmiproTepa : yueOHoe mocodue / H. b. Jloranun. —
4-e u3n. — Mockaa : Jlabopatopus 3Hanuii, 2020. — 274 c.

3. byza, M. K. Apxurekrypa komnbiotepoB : y4ueOHuk / M. K. by3a. — MuHck :
Beimiimas mkona, 2015. — 414 ¢. [https://e.lanbook.com/book/75150]

4. CononeBuu, A. B. Komnbrotepusie cetu : yueOnuk / A. B. CononeBny. — MHUHCK :
PUIIO, 2021. — 208 c. [https://e.lanbook.com/book/194950]

5. Pakwurun, P. 0. Komnetorepusie cetu : yue6HOe mocodue / P. FO. Pakutun, E. B.
Mockanenko. — bapuayn : Antl'TIY, 2019. — 340 c. [https://e.lanbook.com/book/139182]

6. Kopxwuk, B. . OcHoBBI kpuntorpaduu : yuedHoe mocodue / B. 1. Kopxuk, B. A.
SIkoBIeB. — Cankr-IlerepOypr : Nutepmenus, 2017. — 312 C.
[https://e.lanbook.com/book/161359]

0) 10MOJIHUTEIbHASA JIUTepaTypa

1. Koncruryuus Poccuiickoit ®enepauuu: [mpuHATa BCEHApOJIHBIM T'OJIOCOBAaHHEM
12.12.1993 ¢ wu3MeHEHUsIMH, OJOOPEHHBIMH B XOJ€ OOIIEPOCCHHCKOTO TOJOCOBAHUS
01.07.2020]. — JMoctyn u3 crpaBo4HO-1IpaBoBoi cucteMbl «Koucymbrantllmoc». — Tekcr:
AJIEKTPOHHBIN.

2. YronoBublii koaekc Poccuiickoit ®@enepanuu: denepanbubiii 3akoH oT 13.06.1996
No63-D3: [mpunsar [N'ocynapctBenHoi ymoii 24.05.1996]: (¢ u3MEHEHUSIMH U TOTIOTHEHUSIMH).
— [Jocrtyn u3 cipaBouHo-npaBoBoii cuctemsl «KoHcynpTaHTIIMI0C». — TeEKCT: 2IEKTPOHHBIN.

3. Kogmekc Poccmiickoit ®eneparmn 00 aJIMUHUCTPATHBHBIX IPABOHAPYIICHUSX:
®enepanbHblil 3ak0H OT 30.12.2001 Nel95-®3: [npunsar 'ocynapcreennoi Jymoit 20.12.2001]:
(c U3MEHEeHMSIMM U JOINOJIHEHUsMH). — JlocTynm U3 CHpaBOYHO-NIPABOBOM CUCTEMBI
«Koncynprantllntoc». —TekceT: 2IeKTpOHHBII.

4. Tpynosoil xonekc Poccuiickoit @enepanun: denepanphbiii 3akoH ot 30.12.2001
Nel197-@3: [mpunst ['ocynapctBennoit JJymoit 21.12.2001]: (c u3sMEeHEHUSIMH U TOTIOTHEHUSIMH ).
— JlocTtyn u3 cripaBo4HO-TIPaBoBOMl cucteMbl «KoHCymbTaHTIIIIOC». — TEKCT: ANEeKTPOHHBIN.

5. @enepanbHblii  3akoH  or  27.07.2006  Nel49-®3  «O6  umHbopmanuu,
WH()OPMAIMOHHBIX TEXHOJIOTHSIX U 0 3amuTe nuHpopmarumny: [mpuHsaT ['ocynapcrBerHoit Jlymoit
08.07.2006]: (c M3MEHEHUAMH U JOMOJHEHUAMH). — JloCTyn U3 CIIpaBOYHO-IIPABOBOM CHCTEMBI
«KoncynpranTllmrocy. —TeKcT: 2eKTpOHHBIMN.

6. ®DenepanbHblii 3ak0H OT 27.07.2006 Ne152-D3 «O nepcoHaIbHBIX JaHHBIX»: [[IPUHAT
INocynapcrBennoit Jymoit 08.07.2006]: (¢ m3MeHeHHMsIMU W JomojHeHusMu). — Jloctynm u3
crpaBo4YHO-TIpaBoBOM cucteMbl «KoHcynpTaHTIIimtocy. —TeKCT: 21EeKTPOHHBIM.

7. Tlomoxenue o mopsake oOpamieHus co CIy)eOHoW HHOpMaIMel OrpaHUuYCHHOTO
pacripocTpaHeHus B deiepajabHbIX OpraHax MCIOJIHUTEIBHOM BIACTH, YIIOJHOMOYEHHOM OpraHe
yIpaBieHUs] UCTIOIb30BaHUEM aTOMHOM 3HEPrMH U YMOJIHOMOYEHHOM OpraHe Mo KOCMHYECKON
nestenbHOCTH»: [yTBepkaeHo IlocranoBnenunem IlpaBurensctBa Poccuiickoit ®denepanuu ot
03.11.1994 Nel1233]: (c u3MeHEHUSIMU U JOMOJHEHUAMHU). — JlocTyn U3 CIpaBOYHO-IIPABOBOM
cuctemsl «KoHcynbranTlInroc». —TeKeT: 371eKTpOHHBIN.

8. TpeboBanmsi K 3amUTe NEPCOHANBHBIX JaHHBIX TpH HUX 00paboTKe B
UHPOPMALIMOHHBIX CHUCTEMax MEPCOHAJBbHBIX JaHHBIX: [yTBepxkaeHbl IlocTtaHoBieHnem
[TpaButensctBa Poccuiickoit ®enepaunu ot 01.11.2012 Nel119]. — [octyn u3 crnpaBOuYHO-
npaBoBoi cucteMbl «KoHcynpTanTlImtocy. —TeKCT: 31eKTpOHHBIH.



9. Ilepeuenr Mep, HaAmMpaBJICHHBIX Ha O0O0ECIEYEHUE BBIMOTHEHHUS OO0S3aHHOCTEH,
npenycMoTpeHHbIx denepanbHbIM 3aKOHOM «O TEpPCOHATIBHBIX JAHHBIX» M NPUHATHIMH B
COOTBETCTBUM C HHMM HOPMAaTHBHBIMH IIPABOBBIMHM aKTaMH, OIIEpaTOpaMH, SBISIOLIUMUCS
rOCyIapCTBEHHbIMU WJIM MYHHUIMIIAIBHBIMU OpraHamu: [yrBepxaeH I[locTtaHoBieHueM
[IpaButensctBa Poccuiickoit @Pepepaunn ot 21.03.2012 Ne211]: (c u3MEHEHUAMH U
nononHeHusMu). — Jloctyn u3 cripaBouHo-npaBoBoii cucteMsl «Koncynerantllrocy. —Teker:
AJIEKTPOHHBIN.

10. ITonoxenue 06 0COOEHHOCTIX 00PaOOTKHU MEPCOHAIBHBIX JaHHBIX, OCYIIECTBISIEMON
0€3 UCIOJIb30BaHUS CPEJCTB aBTOMaTu3auuu: [yrBepxaeHo IloctanoBienueMm IlpaBurenscTBa
Poccuiickoit @enepanuu ot 15.09.2008 Ne687]. — JlocTyn U3 CrpaBOYHO-NPABOBON CHCTEMBI
«Koncynprantlliroc». —TeKCT: 3JIeKTpOHHBIN.

11. TpeGoBanusi K MaTepUaIbHBIM HOCUTENIAM OMOMETPUUYECKUX MEPCOHATBHBIX JaHHBIX
U TEXHOJIOTHSIM XPaHEHUs TaKWX JaHHBIX BHE WH(POPMALMOHHBIX CHUCTEM IEPCOHAIBHBIX
nanubix: [yrBepxkaeHo Ilocranomienuem IlpaButensctBa Poccuiickoii ®Penepanuu  OT
06.07.2008 Ne512]: (c u3MeHEHUsMHU M IONOJHEHUsIMH). — JlOCTYIl U3 CIpPaBOYHO-IIPABOBOM
cuctembl «Koncynbrantllnroc». —TeKCeT: 3eKTpOHHBI.

12. Metoanyeckie PEKOMEHJAWU TI0 YBEJIOMIJICHHIO YIIOJIHOMOYEHHOTO OpraHa o
Hayaje 00paboTKMU NMEPCOHANBHBIX JaHHBIX U O BHECEHUU M3MEHEHHI B paHee MpeICTaBICHHbIC
CBeJleHUA: [yTBepkaeHbl mpukazoMm Pockomuamzopa ot 30.05.2017 Ne94]: (c m3amMeHeHUsIMU U
nononHeHusMu). — Jloctyn u3 cripaBouHo-npaBoBoi cucteMbl «Koncynsrantlnrocy. —Teker:
AJIEKTPOHHBIN.

13. TpeboBanuss 1 METOABI MO OOE3TMUYMBAHUIO MEPCOHATBHBIX TAHHBIX: [YTBEPHKIACHBI
npuka3zoMm Pockomuamzopa ot 05.09.2013 Ne996]. — octyn U3 cripaBOYHO-TIPABOBON CHUCTEMBI
«Koncynbrantllntoc». —TeKkeT: 2IeKTpOHHBIN.

14. CocraB u coaep’kaHUE OPraHM3aLMOHHBIX M TEXHUYECKHUX Mep MO 00eCredeHHIo
0€30MacHOCTH TEepPCOHANBHBIX TaHHBIX HpU HUX 00paboTKe B HMH(POPMALMOHHBIX CHUCTEMax
NEepPCOHAIBbHBIX JaHHbIX: [yTrBepxaAeHbl npukazoM PCTIOK Poccum ot 18.02.2013 Ne2l]: (c
U3MEHEHUSAMU U JIOMOJHEHUsMH). — JlocTym M3  CIIpaBOYHO-TIPABOBOIl  CHUCTEMBI
«Koncynprantlliroc». —TeKCT: 3JIeKTpOHHBIN.

15. ba3zoBas Mojens yrpo3 06€30macHOCTH MEPCOHANIBHBIX JAHHBIX NMPH X 00paboTKe B
MH(OPMALIMOHHBIX CHCTEMax NMEpPCOHAIBbHBIX JaHHBIX (Bbimucka): [yTBepikaeHa 3aMecTUTeneM
mupektopa @CTOK Poccum 15.02.2008]. — Jloctyn U3 cHpaBOYHO-IIPABOBOM CHUCTEMBI
«Koncynprantlliroc». —TeKCT: 3JIeKTpOHHBIN.

16. Metoauka onpeneneHuss aKTyallbHBIX Yrpo3 0€30MacHOCTH MEPCOHAIbHBIX JaHHBIX
npu uX 00paboTke B HMH(OPMALMOHHBIX CUCTEMAax IMEPCOHANbHBIX JAHHBIX: [yTBEp)KIeHa
3amectureneMm aupektopa @CTOK Poccun 14.02.2008]. — JlocTyn U3 crpaBOYHO-IIPaBOBOU
cucreMsbl «KoncynpranTlImoc». —TeKkeT: 2IeKTpOHHBIN.

17. CoctaB u copepkaHHE OPraHMU3ALMOHHBIX M TEXHHUYECKUX Mep MO OOECIEeYEeHUIO
0€30MacHOCTH NEePCOHATBHBIX HaHHBIX MNpU UX 00paboTke B HH(OPMALMOHHBIX CHCTEMax
NEPCOHATBHBIX JAHHBIX C UCIIOJIB30BAHUEM CPEJCTB KPUNITOrpahUuecKOi 3auThl MH()OpMAIHH,
HEOOXOIUMBIX JJI BBIIOJHEHUS ycTaHOBIEeHHbIX [IpaButenbctBoM Poccuiickoit ®denepanuu
TpeOOBaHUI K 3aIIUTE MEPCOHAIBHBIX JAHHBIX JUISI KaXIOr0 W3 YpOBHEH 3aIIMIIEHHOCTH:
[yrBepxaenbl npukazom ®CBb Poccum ot 10.07.2014 Ne378]. — Joctynm U3 crpaBOYHO-
npaBoBoi cucteMbl «KoHcynpTanTlImtocy. —TeKCT: 27eKTPOHHBIMN.

18. MeToanyeckre pEeKOMEHIAIMHA IO pa3padOTKe HOPMATHBHBIX IPABOBHIX aKTOB,
OTIpeNIeNIAIONUX YIpo3bl 0€30MacHOCTH MEPCOHANBHBIX JaHHBIX, aKTyalbHblE IMpU 00paboTKe
NEPCOHAIBHBIX  JIaHHBIX B  MH(QOPMAIMOHHBIX  CHCTEMax  IMEpCOHAIbHBIX  JIAaHHBIX,
AKCIUTYaTUPYEMBIX IIPU OCYLIECTBIEHUH COOTBETCTBYIOLIUX BUJIOB ACSITEIBHOCTU: [ yTBEPHKIECHbI
pykoBojcTBoM 8 Ilentpa ®CB Poccuu 31.03.2015 Ne149/7/2/6-432]. — JlocTym U3 CripaBO4HO-
npaBoBo# cucteMbl «KoHcynpTanTIImrocy. —TeKCT: 31eKTpOHHBIH.



19. TOCT P 51275-2006 3aumra unpopmanuu. O0bekT uHpopmaruzanuu. OakTopsl,
BO3JIelicTByOmMe Ha wHpopmaruio. O6mme nmonoxeHus. — JlocTyn U3 CrpaBOYHO-TIPABOBOM
cuctembl K TEXOKCITEPT». —TekcT: 3J1eKTpOHHBII.

20. ®nenos, M.E. Linux riaszamu xakepa. 5-¢ m3n. / M.E. ®nenos. — CII6. : BXB-
[TeTepOypr, 2019. —416 c.

21. Jlas, P. Linux. Cucremuoe nmporpammupoBanue. 2-¢ uza. / P. JlaB. — CII6. : ITutep,
2014. — 448 c.

22. Yopa, b. Bayrpennee ycrpoiictso Linux. / b. Yopa. — CII6. : ITutep, 2016. — 384

23. Yosifovich, P. Windows Internals Seventh Edition. Part 1 / P. Yosifovich, A.
lonescu, M.E. Russinovich, D.A. Solomon. — Microsoft Press, 2017. — 784 p.

24. Intel 64 and 1A-32 Architectures Software Developer’s Manual [DnexkTpoHHbBIi
pecypc] — OnektpoH. TekctoBble AaH. —Illocnennee oOHoBienue : 16.11.2020. — Pexum
nocryma: https://software.intel.com/content/www/us/en/develop/articles/intel-sdm.html.

9. MaTepuanbHo-TeXHHYecKas 0a3a, Heo0XoAMMas VISl OCYLIeCTBJIEHUsI 00Pa30BaTeIbLHOI0
npoiecca no JMCUMIINHE

MarepuanbHO-TeXHHUECKas 0a3a, HEOOXOAMMAast 11l OCYIIECTBICHUsI 00pa30BaTEIHLHOTO
mpolecca 1o AUCHUUIUIMHE BKIIIOYAeT B CBOW COCTaB CIielUaTbHbIC TTIOMEIICHHS:

-y4eOHbIC ayAUTOPUH TSI IPOBECHUS 3aHATHH JICKIIMOHHOTO THIIA;

-y4eOHbIe ayIUTOPUU AJIA IPOBEJACHHS Ta0OpPaTOpHBIX paboT, OCHAILIEHHBIE CPEeICTBAMU
BBIYUCIIUTENILHON TEXHUKH, MOJAJEPKUBAIOIIMMUA TPOrpPaMMHOE oOOecIlieueHne, yKa3aHHOE B
IyHKTE 6;

- y4eOHBIC ayTUTOPUH JJIsI IPOBEIACHUS TPYIIOBBIX M HHIUBUYaTbHBIX KOHCYJIBTAIINN]

- y4eOHbIE ayIUTOPUU JUISI TPOBEACHHSI TEKYHIErOo KOHTPOJIS U IMPOMEKYTOUHOMN
aTTEeCTaIUu;

- IOMEIICHUS U CaMOCTOSTEIbHON padOTHI;

- TIOMEIICHUs Ui XpaHEHUsT W MNPOPUIAKTUYECKOTO OOCITYKUBAHUS TEXHUUYECKHUX
CpeACTB O0yUYEeHHS.

[Tomerenust y1si caMOCTOATENbHON PabOThl O0yUYaIOIIUXCA OCHAIEHBI KOMIBIOTEPHOM
TEXHUKOW C BO3MOXKHOCTHIO MOAKIIOUEHUs K ceTu «MHTepHeT» M obecrneyeHHueM AO0CTyma B
AIIEKTPOHHYIO HH(OPMALIMOHHO-00pa30BaTEeNbHYIO CPEAY OpraHU3aI|H.

Yucno mocaJoyHbIX MECT B JIEKIIMOHHOW ayAUTOpUU OOJble OO0 PaBHO CIIHUCOYHOMY
COCTaBy TOTOKAa, a B AyJUTOPUU JIS TMPAKTUUECKUX 3aHATUA (CEMHUHAPOB) — CIIHMCOYHOMY
COCTaBY T'PYIIIbI 00YYArOIIHXCS.

ABTOP(BI):
Kang. ¢pus.-mMaT. HayK AT .M. Mypun
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IIpunoxenne Nel k paGoueii nporpamMme AUCHHUIIIMHBI
«be3onacHocTh B COBpeMeHHOI MH(OPMAIIMOHHOI cpe/ie»

DoH/I OLIEHOYHBIX CPEICTB
JJIS1 IPOBe/IeHNs] TEKYIIero KOHTPOJIsl YCIIeBAeMOCTH
U MPOMEKYTOYHOM aATTeCTAIUM CTY/IEeHTOB
o AUCHMILIHHE

1. TunoBbie KOHTPOJIbHBIC 3aI1aHUA 1 UHBIC MaTCPHAJIbI,
HCIIOJBb3YEMbIE B IIPOLIECCE TEKYIIET0 KOHTPOJIA YCIIEBACEMOCTH

Tect o Teme 1.1 IlpaBoBbIe 0CHOBBI 00ecnevYeHr s MH(POPMAITMOHHOI 0€30MIACHOCTH

Kakue nonooicenus, ceszamnnvle ¢ gonpocamu o6pabomxu uH@opmayuu, 3aKpeniieHvl 8
Koncmumyyuu Poccuiickoti @edepayuu?

a) [IpaBo Ha HEMPUKOCHOBEHHOCTD JIMYHOW M CEMEHHOM TailHbI.

0) IIpaBo Ha 00pabOTKY TH000H MHDOPMAIIH JTFOOBIM BO3MOKHBIM CIIOCOOOM.

B) 3ampet Ha 00pabOTKy MH(OPMALIMK O YACTHOU KHU3HU JIMla 6€3 ero coraacus.

r) [IpaBo Ha nonyyeHue rpaxkJlaHaMu JI0IycKa K TOCyJJapCTBEHHOH TaliHe.

Kaxue 6uowr unghopmayuu obszamenvHo mpebyemcs 3auuujams 8 COOMEEMCMBEUU C
3axonodamenscmeom Poccutickoii @edepayuu:

a) Undopmarus s cinyke0HOTO MOJIb30BAHUA.

0) IlepcoHanbHbIC TaHHBIE.

B) ['ocynapcTBeHHas TaifHa.

r) Bpauebnas Taiina.

n) Bce nepeuncienHsle.

B coomeemcmeuu ¢ @eodepanvnvim 3axkonom «06 ungopmayuu, uH@GOpMaAYUOHHbIX
MEeXHONI02UAX U 3aujume UHDOPMayuu» uHGOpMayus — 5mo:

a) JItoOble naHHBIE, IPEACTaBICHHBIE HA MAaTEPUAIILHOM HOCHUTEIIE.

6) CBenenus (cooOIieHus, JaHHbIE), HE3aBUCUMO OT (DOPMBI UX MPEICTABICHHMS.

B) He sHeprus u He marepusl.

r) CBeneHusi, BOCOpUHUMAEMbIe YEJIOBEKOM M (MJIM) CIIEUATbHBIMU yCTPOHCTBAMHU
Kak OTpaXeHHe (PAaKTOB MaTepHAbHOTO WM JyXOBHOTO MHpa B Ipolecce
KOMMYHHKAIUH.

Ymo u3z nepeuucienHo20 MOXCHO paccmMampueams Kaxk 6a3y OaGHHbIX 8 COOMEEmMCmeUun ¢
s3akonodamenvcmeom Poccuiickoti @edepayuu.

a) EXCEL Tabauiy ¢ ynopsJo4eHHOH U CTPYKTYpUPOBaHHON HH(OpMaIHEH.

0) ®aitn hopmara DOC, B KOTOPOM CO371aH CITHCOK CITYIIATEICH STOW MPOTrPaMMEI.

B) KapToTeky perucrparypbl yupexIeHUs 3IpaBOOXPAHEHHS.

r) Bce nepeuncnenssle.

Llenocmnocms unghopmayuu — smo:

a) O6s3arenbHOE AJIS BBIMOJIHEHUS JIUIIOM, MOJYYHBIIMM JOCTYN K ONpPEIEICHHOMN
uHpopManny, TpeOOBaHME HE TepenaBaTh TaKyl0 HH()OpPMAILUIO TPETbUM JMIaM 0Oe3
coriacus ee o0nanarens.

0) Cocrostarie uH(pOpMaIMK, TPH KOTOPOM OTCYTCTBYET Jit000€ ee U3MEHEeHHe THO0
U3MEHEHHE OCYIIECTBISETCS TOJIBKO MPEeTHAMEPEHHO CyOhEKTaMU, HMEIONIMMH Ha HETO
paBo.
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10.

B) Bo3MOXXHOCTB nOTydeHHs HHPOPMALIUU U €€ HCIIOIb30BaHMS.

Ha meppumopuu Poccuiickoti @edepayuu 3anpeujero pacnpocmpanerue:
a) Mudopmanuu, koTopas HarpaBiieHa Ha MPOTarany BOMHBI.
6) Kommepueckoii TaifHBbI.
B) MH(opMmarn, KOTopast HarmpaBiieHa Ha Pa3KUTaHUE PEIUTHO3HOW HEHABHCTH.
r) [lepcoHanbHBIX TaHHBIX.

I'pasicoanun  unu  ropuduueckoe IUYO,  OCYUWeCMEIAOWUe  O0eamerIbHOCb O
IKCHIYAmayuu UHGOPMAYUOHHOU CUCEMbL, 8 MOM Yucie no obpabomke ungopmayuu,
cooeparcawyelicsi 8 ee 6A3ax OAHHLIX — MO

a) Obnanarens HHPOPMALIUH.

6) Oneparop UHGOPMAITMOHHON CUCTEMBI.

Ecnu ne onpedeneno unoeo, onepamopom uHphOpMayuoHHOU CUCmembl s6151emcsL:

a) O6mnanarens nHGOpPMAITHH.

0) CoOCTBEHHUK HCHONB3YEMBIX UIsi 00paboOTKM cojepkaiieiics B 0a3ax JTaHHBIX
uH(OPMAIIUN TEXHUICCKUX CPEJICTB.

B) Jlumo, ompenensomee meian oOpaObOTKUM HHPOPMAIMU M  OCYIICCTBIISIOIICE
00paboTKy uHpOpMAaITHH.

He mooicem bvime ocpanuuen docmyn:
a) K napopmanmu o cocTOSTHUN OKPYKAFOIIEH Cpeibl.
0) K nmepcoHanbHBIM TaHHBIM TOCYIAPCTBEHHBIX TPAKIAHCKUX CITYXKAIHX.
B) K naopmarim, Xxpansimieics B OTKPBITHIX (GOHAaX ONOIHOTEK.
r) K cBeneHusM 0 30510TOBaIIOTHBIX 3anacax Poccuiickoit dexneparym.

Kaxyro omeemcmeennocmo modcem noeneub napywenue mpebdosanuti DedepanvbHulx
3aKOHO8:

a) YroJIoBHYIO.

0) ducnummunapHyio.

B) AJIMUHUCTPATHUBHYIO.

r) ['paxnancko-nipaBoByIo.

1) Bce nepeunciennsie.

Tect mo Teme 1.2 3ammTa NepPCcOHATbHBIX TaHHBIX

Ilepconanvuvie Oannvie — 3mo:

a) CeneHust 0 CyObEKTE MEPCOHAIBHBIX JAHHBIX HE 3aBUCHUMO OT (OpPMBI HX
IPECTaBICHHUS.

6) JIroGas uHpopMarys, OTHOCAIIAsICS K MPSIMO UM KOCBEHHO ONPEICICHHOMY HIIN
omnpezensseMomy GU3NUecKOMY JHIY (CYObEKTY NEPCOHANbHBIX TAHHBIX ).

B) JltoGas umHpOpManus, OTHOCALIAsACA K OINPEIeIIEHHOMY MIIM OIpeleseMOMY
¢buznueckomy uiy (CyObeKTy NepCOHANBHBIX JaHHBIX).

r) Jlrob6as mHpopManus, OTHOCSIIASACS K ONpPeNeICHHOMY MJIHM OIpeaensieMoMy Ha
OCHOBaHUU Takoi nHpopManuu pu3nueckomMy Juny (CyObeKkTy NepCOHAbHBIX JIaHHBIX ),
B TOM 4HCJI€ ero ¢paMHuiIus, UMsl, OTIYECTBO, T'0JI, MECIL, 1aTa U MECTO POXKAEHUS, aJIpec,
ceMeliHoe, COLMaNbHOE, WMYILECTBEHHOE II0J0XKEHue, oOpa3oBaHue, mnpodeccus,
JOXOJIbl, IpyTast HHpOpMaIus.

12



2.

4.

5.

6.

Ha kaxue ommuowenus me pacnpocmpausiemcs oeticmsue ¢hedepanrbrozo 3axkona «O
NepPCOHANLHBIX OAHHBIX»?

a) Ha 00paboTKy mepcoHaNbHBIX JaHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM TOPSIIKE K
CBEJICHUSIM, COCTABJISIFOIIUM T'OCY/IapCTBEHHYIO TalHY.

0) Ha 00paboTKy mepcoHaIbHBIX JaHHBIX, HEOOXOAUMYIO JJIsI OCYIICCTBIICHUS TIPaB
Y 3aKOHHBIX HHTEPECOB OIepaTopa WM TPEThHUX JIUII.

B) Ha o00paboTKky mepcoHaNbHBIX JaHHBIX, HEOOXOAMMYIO [UIS HWCIOJIHEHUS
Cyl1eOHOTO aKTa.

r) Ha o0paboTKy mepcoHaNbHBIX NaHHBIX (PU3MUYECKUMH JIMIAMH HCKIIOYUTEIHEHO
JUI JIMYHBIX M CEMEWHBIX HYXKI, €CIU IMPH 3TOM HE HAPYIIAIOTCS TpaBa CyOBEKTOB
MEPCOHATBHBIX JaHHBIX.

n) Ha o0paboTky mepCcOHANbHBIX JAHHBIX, MOJICKANIMX OMYOIUKOBAHHIO WU
00s13aTeNTbHOMY PACKPBITHIO B COOTBETCTBHHU C (heCPATHHBIM 3aKOHOM.

e) Ha o00paboTKy mepcOHAIBHBIX JaHHBIX, HEOOXOAMMYIO JUIsl OpTaHHM3allud
XpaHEHHs, KOMIUIEKTOBAHMSA, ydYeTa M HCIIOJIb30BAaHUS COJCPKALINX IEePCOHATBHBIX
JIAHHBIX apXUBHBIX JIOKYMEHTOB B COOTBETCTBHH C 3aKOHOJATEIILCTBOM 00 apXHWBHOM
nene B Poccuiickon @enepannu.

DedepanvHulil 3akoH « O NEPCOHANbHBIX OAHHBIXY pe2yupyen OMHOULeHUS, C8A3AHHbIE:!

a) UckmountenbHo ¢ 00paOOTKOM TEPCOHAIBHBIX JAaHHBIX C MCIOJIb30BAaHUEM
CpEe/ICTB aBTOMATHU3AINH.

0) C 00paboTKO# MepCOHANBHBIX JAHHBIX, HE3ABUCUMO OT TOTO0 00pabaThIBAIOTCS TN
OHH C MCIOJIb30BAaHUEM CPEJICTB aBTOMATH3AIIMU WU HET.

B) C  00pabOTKOW  MEPCOHATBHBIX JJAHHBIX C  HCIOJb30BAHHEM  CPEJICTB
aBTOMATH3allMM, a TaKXe ¢ 0O0pabOTKOW TEepPCOHANBHBIX JaHHBIX 0€3 HCIOJIb30BAHUS
CPEICTB aBTOMATH3AIlMH, €CIM Takas 00pabOTKa COOTBETCTBYET XapaKTepy IEHCTBHIA,
COBEPILIAEMBIX C TIEPCOHAIBHBIMU JAaHHBIMU C UCIIOJIb30BAaHHEM CPE/ICTB aBTOMATH3AIIHH.

r)C o0paboTkOW TEpPCOHATBHBIX JaHHBIX ©0€3  HCIOJB30BaHUS  CPEICTB
ABTOMATU3AIIHH.

Heticmeus, 6 pezyiomame KOMOPbIX CMAHOBUMCA HEBOZMONCHLIM 0€3 UCNOIb308AHUS
O0ONOIHUMENbHOU UHpOpMAyUU onpeoerums NPUHAONEHCHOCMb NEPCOHAbHBIX OAHHbIX
KOHKPEMHOMY CYObEeKmy nepCoHAbHbIX OAHHBIX, — 9MO:

a) brnokupoBaHue mepcoHaNbHBIX TaHHBIX.

0) YHUUTOXKEHHE IEPCOHAIBHBIX JTaHHBIX.

B) O0e3nnunBaHuE MEPCOHATBHBIX TaHHBIX.

r) [lepeBos mepcoHANBHBIX JaHHBIX Ha APXHUBHOE XpPaHEHHUE.

Hevicmeus,, 6 pesyibmame  KOMOPbIX BPEMEHHO  HpeKpawjaemcs  0opabomka
NepCOHANbHBIX OAHHBIX, — IMO:

a) brokupoBaHue nepcoHanbHBIX TaHHBIX.

0) YHUUTOXEHHE EPCOHAIBHBIX JTaHHBIX.

B) O6e31MurBaHNe NePCOHANBHBIX JTaHHBIX.

r) [lepeBon mepcOHANBHBIX JaHHBIX Ha apXHUBHOE XpaHEHHE.

Kaxue u3z nepeyuciennvix deticmeuti ¢ NEPCOHATbHbIMU OAHHLIMU SNAIOMC 00PAOOMKOU
NEePCOHAILHBIX OAHHBIX.

a) XpaHeHHe MePCOHATBHBIX JaHHBIX.

0) 3amuch epcoHaNbHBIX TAHHBIX.

B) O0e3nnunBaHue MEPCOHATBHBIX TaHHBIX.

r) Y iajeHue nepcoHalbHBIX JIAHHBIX.
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C mouxu spenus ghedepanvrozo 3axona « O nepcoHaNbHbIX OAHHBIX» ONEPAmMop — AMOo:

a) ['ocymapcTBeHHBIN OpraH, MyHUIIUTIAIBHBIA OpraH, IOPUINIECKOE I (PU3NIECKOoe
JMI0, CAMOCTOSITEIbHO WJIM COBMECTHO C JPYIMMH JIMLAMH OpraHu3yrouie u (Win)
ocymectBisitomue 0o6padorky I[1JIH, a Tarxke ompexnensromue mnean odpadorku I[1J[H,
cocras [1/1n, momexamux oOpaboTke, AercTBUs (onepanun), copepiaemsie ¢ [1/1H.

0) I'paxnmaHuH WM IOPUAWYECKOE JHIO, OCYLIECTBISIONINE ACATEIBHOCTH IO
AKCIUTyaTallii MHPOPMALMOHHON CHUCTEMBI, B TOM YHCJIE N0 00paboTke MH(OpMAIHH,
cozeprkaleiics B ee 0a3ax JaHHBIX.

Obpabomxa nepcoHanbHbIX OAHHBIX.!

a) He nomyckaetcs 6e3 cornacusi cyoObekTa nepcoHaIbHBIX TaHHBIX.

0) JloskHa OrpaHMYMBATHCS JIOCTHKEHUEM KOHKPETHBIX, 3apaHee OIPENEICHHBIX U
3aKOHHBIX IIEJIEH.

B) He nomyckaercda B ciyuyasx HECOBMECTHMBIX C LIEJISIMU cOOpa INEPCOHAIbHBIX
JAaHHBIX.

r) JlomkHa OCyIIECTBIATHCSA HAa 3aKOHHOM U CIIpaBeIJIMBOM OCHOBE.

Obpabomxa nepcoHanbHbIX OAHHBIX OONYCKAEMCA:

a) C cornacusi cyObekTa MepCOHANBHBIX JaHHBIX HA 00pabOTKY €ro mepcoHaIbHBIX
JAHHBIX.

0) B cayuasx, ecnu oHa HEOOX0AUMA JJIs UCTIOJIHEHUS CyJJIeOHOr0 aKTa.

B) B cnydasx, ecnm ona HeoOXoauMma JUisl OCYIIECTBJICHUS MPOQPECCHOHAIBHOU
NESITEIbHOCTH J>KypHamUCTa W (WJIM) 3aKOHHOM JIESTEILHOCTH CPEJICTBA MacCOBOMU
uHpOpMaLnH.

r) B ciywasx, ecim Bemercs 00pabOTKa MEPCOHAIBHBIX JAHHBIX, MOJUICHKALIIX
OIyOJIMKOBAaHHUIO B COOTBETCTBUU C 3aKOHO1aTesIbcTBOM Poccuiickoit denepanuu.

10. Kmo necem omeemcmeennocms 3a 0eticmeust I0pUOUYEcKo20 Iuya, KOmopomy nopyiuena

06pabomra nepcoHanbHbIX OaHHBIX, Neped CYOLEKMOM NePCOHANbHBIX OaHHbIX?
a) Oneparop.
6) FOpunuueckoe a1110, KOTOPOMY MOPYUYHIIN OOPAOOTKY.
B) Hukro.
r) Pockomuamzop.

11. B nopyuenuu obpabomku 00134cHbl ObIMb 0053aMeNbHO ONnpedesenbl U YKA3AHbL:

a) Llesin 06pabOTKN MEPCOHANBHBIX TaHHBIX.

6) CyObekTbl NEepCOHAIBHBIX JaHHBIX, YbM IE€PCOHAJbHBIE JaHHbIE OyIyT
00pabaTbIBaThCs O NOPYUEHUIO.

B) TpeboBanus k 3amuTe 00padaThIBA€MbIX IEPCOHANBHBIX JaHHBIX.

r) Cpencrtsa 3amuTel  HHPOpPMAIUHM, KOTOpPblE HEOOXOAMMO  HIPUMEHATH
IOPUJINYECKOMY JIMITY, KOTOPOMY IOpydeHa 00paboTKa MepcoHaNbHBIX JaHHbIX.

12. Ha xom nesxxcum 00653aHHOCMb NO 0OKA3AMENbCHEY NOLYYEHUsI CO2NACcUsl Om CyOvbeKma

13.

NepPCOHANbHBIX OAHHbIX?
a) Ha Pockomuanzope.
0) Ha ropunnueckom nuie, KOTOpOMy MOPYUHITH 00paboTKy.
B) Hu Ha kom.
r) Ha omepatope.

Coenacue cybvekma nepcoHanrbHbiX OAHHBIX OONHCHO BKIIOUAMD:

a) IlacroptHble nMaHHBIE CyOBEKTa TEPCOHAIBHBIX JAHHBIX WM €ro 3aKOHHOTO
IpeCTaBUTENS.

6) KoHTakTHble [aHHBIE JMIAa, OTBETCTBEHHOTO 3a OpraHMU3alMio O0O0padOTKU
NEPCOHAIbHBIX JaHHBIX.
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B) Anpec oneparopa.
r) damuwiny, MMEHa M OTYeCcTBAa (PUINYECKUX JIHI, KOTOpbIE OCYILECTBISIOT
00paboTKy MepCOHATBHBIX JIAHHBIX IO MMOPYYCHHUIO OTIepaTopa.

14. B cnyuae cmepmu cybvekma nepcoHanbHblxX OAHHbIX.

a) Ilomydats coriacue Ha 00OpabOTKY €ro MEepCOHANBHBIX JAaHHBIX TpeOyercs y
HACJIC/THUKOB CYOBEKTa MePCOHABHBIX JTAHHBIX.

6) Ilomyuath coriacme Ha OOpabOTKY €ro HEpCOHAIBHBIX NAaHHBIX TpeOyercs y
PockomHuamzopa.

B) [lonyuaTs cornacue Ha 00pabOTKY €ro MepCOHANBHBIX JAHHBIX HE TpeOyeTcs.

15. K CneyualbHblM Kamecopuim nepCcoHalbHovlx OAHHBIX OMHOCAMCA.

16.

a) CBeJieHMs1, Kacarolluecs: pacoBOM MPUHAICKHOCTH.
0) CBeneHus, Kacarolecs rpakJaHCTBa.

B) CBenieHus, Kacarouyecs NOIUTUYECKUX B3IJIA0B.
r) CBeieHus, Kacaroluecss HHBAJINIHOCTH.

C mouku 3penus gedepanvroco 3akona «O nNepcoHANIbHLIX OAHHBIXY K OUOMEmpU4ecKuM
NEePCOHAILHBIM OAHHBIM OMHOCAMCSL:

a) Bce cBenmeHus, KOTOpbIE XapaKTepU3YyIOT (U3UOJIOTHUECKHE W OHOJIOTHYECKUE
0COOCHHOCTH YeJI0BEKa, Ha OCHOBAHUHU KOTOPBIX MOKHO YCTAHOBUTH €70 TUYHOCTD.

6) CsenmeHusi, KOTOpbIE BHOCATCA B 0a3y OHMOMETPHYECKMX IaHHBIX TpaxkIaH
Poccuiickoit deneparuu.

B) Bce cBemeHHs, KOTOpBIE XapaKTepH3YyIOT (DU3HOJIOTHYECKHE U OWOIOTHYECKUE
OCOOCHHOCTH YeJIOBEKa, HA OCHOBAHHHM KOTOPBIX MOXKHO YCTAaHOBUTH €r0 JUYHOCTH, U
KOTOPBIE UCIOJIb3YIOTCS JJI1 YCTAHOBJIEHUSI €r0 JTUYHOCTH.

17. Kmo o06sa3au yb6eoumvcsa 8 mom, 4mo UHOCMPAHHBLIM 20CY0APCMEOM, HA MEPPUMOPU0

18.

KOMOpPO20  OCYWeCmeEIsaemcs nepeoavya NepcoHANbHbIX OaHHLIX, 0becneuusaemcs
a0eKeamHas 3auuma npas cyovLeKmos nepcoHaANbHbIX OAHHBIX?

a) Oneparop.

6) FOpunuueckoe a1110, KOTOPOMY MOPYUYHIIN OOPAOOTKY.

B) Hukro.

r) Pockomuamzop.

Cybvekm nepcoHanbHblX OAHHLIX UMeem Nnpaso Ha NoyueHue ciedyiowell uHgopmayuu,
Kacaroweucs 00pabomxu e2o NepCcoHAIbHbIX OAHHBIX.

a) [IpaBoBBIe OCHOBaHUS U 1€ 00pabOTKM MEPCOHANBHBIX JaHHBIX.

0) IlonMeHHBIN TIepeueHb COTPYIHUKOB OIepaTopa, KOTOPbIe HMEIOT JOCTYIl K €ro
MEPCOHAIBHBIM TaHHBIM.

B) CmemeHust 00 OCYIIECTBICHHON WM O TIPEANOJIaraeéMoOl TpaHCTPAaHUYHON
nepeaavye JaHHBIX.

r) CBe/ICHUS O MPUMEHSIEMBIX OIEPaTOPOM CPEJICTBAX 3aIIUTHI HH()OPMAIIHH.

19.Ilpaso epasxcoanuna wna nonyyeHue uHopmayuu, Kacarouelucs o0oOpabomru e2o

NepCOHANbHBIX OAHHBIX, MOJCEM OblMb 02PAHUYEHO!

a) Ha ocHoBaHuu 3asBlieHUsI APYroro CyobeKTa MepcoHaIbHbIX TaHHBIX.

6) B cinyuasx, ecan 006paboTka MepCOHAIBHBIX JAHHBIX OCYIIECTBIISIETCS B CIydasXx,
IIPEAYCMOTPEHHBIX 3aKOHOAATenbCcTBOM Poccuiickoil ®Pepepannu O TPaHCIOPTHOM
0€30IMaCHOCTH.

B) B cnydasx, ecnmu 00pab0OTKa MEPCOHANBHBIX JAHHBIX OCYIIECTBIACTCS B IIENISIX
00OpOHBI CTpaHbl, 6€30MaCHOCTH TOCYAAPCTBA U OXPAHBI IPABOMOPSIKA.

r) B cnydasx, ecnmum 00paboTka NMEPCOHATBHBIX JAHHBIX OCYIIECTBISETCS B pamMKax
3aKOHHOU JIEATEIBHOCTH CPEICTBA MACCOBOM MH(OpMAITHH.
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20. Koumponv u Hao30p 3a 6bINOJHEHUeM Mep no obecnedenuro 0Oe30nacHocmu

NEePCOHANILHBIX OAHHBIX OCYUiecCmasiem (0CYUecmeaisom):
a) Munkomcas3u Poccuu.
6) PockomHamzop.
B) ®Cb Poccum.
r) ®CTOK Poccun.

21. Kakou opean cocyoapcmeenHoU 81acmu umeem npaso 03HAKOMAEHUS C NePCOHAbHbIMU

OQHHBIMU NPU OCYWECBIEHUU KOHMPOJIbHBIX U NPOBEPOUHBIX MEPONPUIMULL?
a) ®Cb Poccun.
6) PockomHamzop.
B) ®CTIK Poccun.

22. Jluya, sunosHvle 8 HapyuleHuu noaodiceHull 3axonooamenscmea Poccutickoii @edepayuu

1.

2.

3.

6 obaacmu nepcoHalIbHbIX OAHHBIX NPU 0OpPabomKe NePCOHANbHBIX OAHHLIX PAOOMHUKA,
Mo2ym Oblmb NPUENEUeHbl:

a) K yroioBHoO# 0TBETCTBEHHOCTH.

0) K nqucuurimmHapHoi OTBETCTBEHHOCTH.

B) K aaMuHHCTpaTUBHON OTBETCTBEHHOCTH.

r) K marepuanbHO#l OTBETCTBEHHOCTH.

Tect no Teme 1.3 Oprann3zanuoHHble OCHOBBI 00ecnieyeHus1 HH(POPMALMOHHOM
0e30macHOCTH

Pacrnionoxure B NMpaBUJILHOM MOPSIKE 3Tambl paboT Mo oOecrnedyeHuro 0e30MacHOCTH
uHpOpMaLIUH.

1) Onenka cooTBETCTBHS 00bEKTa HH(POPMATU3AIINH.

2) BreisBieHue U aHanu3 MHPOPMAIIMOHHBIX aKTUBOB.

3) IIpoekTupoBanue (pa3paboTka) CUCTEMBbI 3aIUTHI HH(OPMALIHH.

4) ®opmupoBaHue TpeOOBaHMH K 3amUTe HHPOPMALIUH.

5) Baenpenue cuctemsl 3alIUThl HHPOPMALIUH.

6) DKcruTyaranus CUCTEMbI 3alIUThl HHOPMAIUH.

a)1)2)3)4)5)6).

06)4)2)3)5)1)6).

B)2)4)3)5)6)1).

r)2)4)3)5)1)6).
[Tycth He 00e3MMueHHBIC TIEPCOHANTBHBIE JAHHBIE O COCTOSHUU 3JI0POBBS BCEX TPaKIaH
SpocnaBckoii obmactu 0OpabaTbIBaloTCs B MH(POPMAIMOHHON cucTeMe, ISl KOTOpOit
aKTyaJIbHBI YIPO3bl CBSA3aHHBIC C DKCIUTyaTallMed YA3BUMOCTEH B MPHUKJIAJHOM, HO HE B
CHUCTEMHOM MPOTpaMMHOM oOecrieueHnu. Kakoil ypoBeHb 3aIlIUIIEHHOCTH JTOKEH OBITh
YCTAHOBJICH JUISI TAKMX MIEPCOHATBHBIX JTAHHBIX ?

a) Y31.

0) V32.

B) ¥33.

r) Y34.
[Tycth He 0Oe3nnyYeHHbBIE IEPCOHANIBHBIE TaHHBIE B TOM uncie GpoTorpadusi COTpyTHUKOB
Hebonpmoro (1o 10 000 coTpyaHWKOB) TpeAnpuaTHs 0O0paldaTHIBAIOTCS B CHCTEME
KOHTPOJISI U YIPABICHHUS JOCTYIIOM, Ui KOTOPOW aKTyallbHbI YTPO3bl HE CBS3aHHBIE C
IKCITyaTaIuei ysI3BUMOCTEH B MPUKJIAJHOM U CHCTEMHOM IPOTPAMMHOM OOCCTICUCHUH.
Kakoli ypoBeHb 3alIUIIEHHOCTH JIOJDKEH OBITh YCTAaHOBIEH IS TaKMX MEPCOHAIbHBIX
JAHHBIX ?

a) Y31.
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10.

11.

0) V32.

B) Y33.

r) Y34.
BHemHue HapymuTenu peaau3yoT yrpo3bl:

a) 13 BHemIHUX ceTelt CBA3U 00IIEro Mojib30BaHuUs.

0) HemmocpeacTBeHHO B MHGOPMAITMOHHBIX CUCTEMAaX.

B) U3 cereil MexayHapOaHOTO HH(OPMAIIMOHHOTO OOMEHa.

r) Haxonsce B npesienax KOHTPOIUPYEMOM 30HBI.
[TpumepaMu BHEITHUX HAPYLIUTEICH MOTYT SIBIATHCS:

a) [Tonp3oBarenu nH(POPMALIMOHHON CUCTEMBI.

0) Konkypupyromiue opranu3aiu.

B) HenoOpocoBecTHBIC TapTHEPHI.

r) OOCITYKHBAIOIIHI MEPCOHAT OPraHU3aIINH.
[TpuMepaMu BHYTpPEHHUX HapyLIUTEIEH MOTYT SIBIISTHCA:

a) AIMUHUCTPATOPbl 0€301aCHOCTH UH(POPMALIUOHHBIX CUCTEM.

6) CroponHue HpU3NIECKUE JTHIIA.

B) Jluma, oGecrieunBaronye COmpoBOXKACHUE MPOrPAMMHOTO 00eCIIeUeHUsI.

r) KpuMmuHanbHble CTPYKTYpBI.
K 00BEKTHBHBIM yTpO3aM OTHOCSTCS:

a) OmubOKu 00CITy)KMBAIOIIETO IEPCOHAA.

0) MedexTsl, cOOM M OTKa3bl, aBapuu TEXHUYECKHUX CPEACTB U CHCTEM OOBEKTOB
UH(pOpMAaTU3aLUY, A TaK XKe CUCTEM o0ecreyeHuss 00beKTOB HH(POpMATHU3ALIUH.

B) [IpupoaHsbie siBeHUs, CTUXUITHBIE OEICTBUSI.

r) @aKkTOphI COLMATBHO-TIOIUTUYECKOT0 XapakTepa.
VYTpo3bl yTeukn HHPOPMALIUU BO3MOXKHBI TOCPEICTBOM:

a) BosgelicTBus mporpaMMHBIMM CpPEACTBAMU B KOMILUIEKCE C IpeIHaMEPEHHBIM
CHIIOBBIM 3JICKTPOMAarHUTHBIM BO3JCHCTBUEM.

6) Ilepenaun nHpopMaIMK O OTKPHITHIM KaHAJIaM CBSI3H.

B) [logkimroueHus: K TEXHUYECKUM CpPEICTBAM U CUCTEMaM 00beKTa HH(OPMAaTU3ALINH.

r) O0paboTku MH(POPMAIIUN Ha HE3AIIUIIIEHHBIX TEXHUYECKUX CPEACTBAaX 00pabOTKU
uH(pOpMaLNH.
VYTpo3bl HECAHKIIMOHUPOBAHHOT'O JIOCTYTa K MHPOPMALIUH, PEau3yIoTCs MyTeM:

a) KonupoBanust unopmanny Ha HeE3apETUCTPUPOBAHHBIN HOCUTEN UHPOPMAIUH.

6) XuIeHust HOCUTEN 3alMIaeMoil HH(OpMaIHH.

B) lcnonb3oBaHuS  OporpaMMHOrO  OOECI€YeHMs]  TEXHHYECKUX  CpEICTB
MH(POPMALIMOHHOM CUCTEMBI, Yepe3 MPUMEHEHNE BPEOHOCHOIO TPOrpaMMHOTI0 KOJIa.

r) CHIIOBOTO 3JIEKTPOMAarHWTHOTO BO3JEHCTBUS IO TPOBOJHBIM JIMHUSM CBSI3W Ha
HOPTHI BBOJA-BbIBOJIa CUTHAJIOB U TIOPTHI CBA3H.
Kakue cpencrBa 3amutsel wWHGOpPMAIUU OOBIYHO NPUMEHSIOTCA JUIsI OOCCTICUECHHS
6e3omacHOCTH HHpOpMannu, 00padaTeiBaeéMOl Ha aBBTOHOMHBIX KOMITbIOTEpax:

a) CpencTsa 3amUThl HHPOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JI0CTYIIA.

6) MexceTeBble SKpaHbI.

B) CpencrBa kpunTorpadguueckoi 3amuTsl HHPOPMAaIIIH.

r) CpencTBa aHTUBUPYCHOM 3allIUTHI.

1) CucteMbl 0OHapYKEHUS BTOP>KEHUI.
Kakue cpenctBa 3amuThl WHGOpMAIMK IMO3BOJSAIOT oOecneuuTh 0e30macHOCTh
uH(popMalMy, T[epelaBaeMoil MO KaHajaM CBSI3M, BBIXOISIIMM 32 TPEAEIbl
KOHTPOJIMPYEMOH 30HBI:

a) CpencTsa 3aIUThl HHPOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JI0CTYIIA.

6) MexceTeBble SKpaHbI.

B) CpencrBa kpunTorpadguueckoi 3armuTsl HHPOPMAaIIHH.

r) Cructembl 0OHAPYKEHHUSI BTOPIKEHUI.
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12. Kakoii BuA CpelncTB 3alluThl MH(POPMALUHU TO3BOJIAET KOHTPOJIMPOBATH pPa3IHYHBIC

KaHaJIbI epeadl HHPOPMAIMN: JICKTPOHHYIO TTOYTY, MECCH/KEPBI, CheMHbBIE HOCHUTENN
uHpopmManuu?

a) IPS.

6) DLP.

B) IDS.

r) CSP.

13. Arrecranus 00beKTOB HH()OPMATU3AIMH — ITO:

a) JIokyMeHTaIbHOE YAOCTOBEPEHHUE COOTBETCTBUS MPOAYKIIMH WM UHBIX 00BEKTOB,
IPOLIECCOB NPOEKTUPOBAHMs, IPOU3BOJACTBA, CTPOUTEIbCTBA, MOHTaXKa, HAJAJIKHU,
AKCIUTyaTallH, XPaHEeHUs, IEPEBO3KU, peau3alliil U YTHIU3AIUH, BBIIOJTHEHUS PaboT
WIA OKa3aHWs yCIyr TpeOOBaHMSIM TEXHHYECKMX PErJIaMEHTOB, I10JIOKEHUSIM
CTaHJapTOB, CBOJIOB MIPABUJI MJIH YCIOBHUSM JOTOBOPOB.

6) IIpsimoe M KOCBEHHOE onpeieieHne CoONMI0IeHUs TpeOOBaHUM, TPEIbIBIAEMBIX
K 00BEKTY 3aIlMTHI.

B) OduumanbHOe NpU3HAHME KOMIIETEHTHOCTH (U3NYECKOTO WIM IOPHIUYECKOTO
JIMIIA BHITTOJIHATH paOOTHI B ONPECTICHHON 00JIaCTH.

r) Kommiekc opraHn3aiOHHO-TEXHUYECKUX MEpONPHUSATHH, B PE3ysIbTaTe KOTOPBIX
MOCPEJICTBOM CHEIHAIBHOTO JOKYMEHTA MOJTBEPKAACTCS, YTO OOBEKT COOTBETCTBYET
TpeOOBaHUSAM CTaHJAPTOB MJIM MHBIX HOPMATHBHO-TEXHHYECKHX JOKYMEHTOB IIO
0e301acHOCTH WH(POPMAIIHH.

14. Kakoit AOKyMEHT JaeT mpaBo oOpabOTKM MH(OPMALMM C YKAa3aHHBIM B HEM YpPOBHEM

15.

16.

1.

2.

3.

KOH(HICHIIMATHHOCTH?

1) JInnensus.

2) ATTectar akKpeIuTalHHu.

3) Cepruduxar.

4) AtTecTaTr COOTBETCTBUS.
Ha HacTosmmii MOMEHT CpOK JEHCTBHs aTTecTaTa COOTBETCTBUS HH(OPMAIMOHHON
CUCTEMBI, B KOTOpOi 00pabarbeiBaeTcsi KOHQUACHIMaIbHas HH(OpMallus, B clly4yae, ecliu
B XOJI€ €€ IKCIUIyaTalliH, B HEE€ HE BHOCATCS CYLIECTBEHHBIE H3MEHEHUS, COCTAaBIISIET:

a) 3 rona.

0) 5 ner.

B) Bech cpok skcrutyaTanuu MHQOPMAaIMOHHON CHCTEMBI.
TecTupoBaHue Ha IPOHUKHOBEHUE — ITO CKOPEE:

a) AHanu3 ys3BUMOCTEN HH(OPMALIMOHHON CUCTEMBI.

6) VcnoblTanust cucTeMbl 3alIUThl MH(GOPMAIMU IYTEM OCYILECTBJIEHUS MOIBITOK
HECaHKIIMOHMPOBAHHOIO JOCTYMa (BO3AEHCTBUS) K NH()OPMALIMOHHON CUCTEME.

TecT no Teme 2.1 ApXxuTeKTYpa KOMIBIOTEpa

3a HeMoCPEeICTBEHHOE BBITIOJTHEHHE OTICPAIlUH B IIPOIIECCOPE OTBEYALT:
a) Apu(MeTUKO-JIIOTUYECKOE YCTPOICTRBO.
6) Kour-namsts.
B) Biiok ynpasieHus.
r) Perucrpsl.
Ucnone3yss 10 OuT s aapecanu siyeek maMsTh pa3smepoMm | OailT, MBI cMOXKeM
00€ecCTeunTh aapecariio CIeayImero 00bemMa naMsTh:
a) 10 Gaiit.
6) 80 Gaifr.
B) 1024 Gaiir.
r) 1024 6ur.
Pacrmonoxxure B mopsiike yBenTU4eHUS 00beMa TTaMsITH.
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a) Ctpanuna.
0) bur.
B) CIi0BoO.
r) bank.
n) Sueiika.
4. Pacrnonio)xute BUIbI IAMSTU B TOPSAKE YBETMUYEHUN CKOPOCTH pabOTHI.
a) Peructpsl npoueccopa.
0) TBepaoTeNbHBIC HAKOITUTEIIH.
B) OcHOBHas (OriepaTUBHAS) TAMSTh.
r) OnTUYeCKHe AUCKH.
1) MarHuTHbIE )KeCTKUE JUCKH.
e) Kamr-mamss.
5. Kakas koHIemnus 00bIYHO peain3yeTcs B MPoIleccopax BUIACOKAPT?
a) MHO)XeCTBEHHBIH MOTOK KOMaH]l, MHOXKECTBEHHbIN MOTOK JIaHHBIX.
0) OTMHOYHBIN MOTOK KOMaH/I, MHO>KECTBEHHBIN IMMOTOK JAHHBIX.
B) MHOKECTBEHHBII MOTOK KOMAH/I, OJAHOYHBIN IMOTOK JaHHBIX.
r) OAMHOYHBIN TOTOK KOMaHI, OJAMHOYHBINA OTOK JTaHHBIX.
6. Jlns coBpeMeHHBIX MarHUTHBIX )KECTKHUX JUCKOB XapaKTepHO:
a) Bonbmiast cToMMOCTB IO OTHOIIEHHIO K TBEPIOTEIBHBIM HAKOTTHTEIISIM.
0) [loctenenHoe U3HAIIMBAHNUE TPAH3UCTOPOB.
B) Hanmnune MexaHMUYECKHUX JIEMEHTOB.
r) PacrmonoxeHnue KOHTpoJIepa Ha MAaTEPUHCKOM TLIaTe.
1) Bonpmmii 00beM MaMsATH 10 CPABHEHUIO C TBEPIOTEIHHBIMHA HAKOIIUTEIISIMU.
7. Kakas mmHa Haumbonee pacmpocTpaHeHa Ha TEKYIIUH MOMEHT B IEPCOHAJIbHBIX
KOMITBIOTEpAX:
a) ISA.
0) PCI.
B) PCI Express.
r) SCSI.
8. IlycTs TakTOBast 4acTOTa HIMHBI KOMIbIOTEpa cocTaBisieT 5 ['T1. 3a oquH TakT Mo muHe
MO>HO Tiepeaats 16 6ut. OneHuTe CKOpOCTh Niepenaun nHpopmMaIuu mo muHe?
a) 80 MeraOuT B CEKyHIY.
0) 10 T'urabaiit B cexyHmy.
B) 80 ['urabaiit B cexyHmy.
r) 21 T'urabaiit B CeKyHIy.
9. Jlns mpoeKIHOHHO-EMKOCTHBIX CEHCOPHBIX DKPAHOB XapaKTEePHO:
a) Beicokast CKOpOCTh OTKIIMKA TP KacaHUH.
0) Bo3MOXKHOCTE yripaBieHHs pa3TUYHBIMU YCTPONUCTBAMH.
B) [Tognepxka multi-touch.
r) HeBO3MOXKHOCTD ONpe/IeICHUs CHITbI HA)KaTHsl.
1) IIpoGnema «IBOEHUS.
10. DnemMeHTaMu KHUJIKOKPUCTAIITNYECKOTO MOHUTOPA SBISIOTCS:
a) JIygeBas TpyOka.
0) Mcrounuk cBera.
B) J)KK-maTpuia.
r) [13C-maTpua.
1) DIEKTPOJIBI.
11. Kakoii anemMeHT npuHTepa oTBevaeT 3a (PuKcaliio ToHepa Ha Oymare:
a) ®ortoBa.
6) TepmoBat.
B) Ponuk mepenoca.
r) Ban nmomaun ToHepa.
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12. HaznavyeHuem na3epa B IIBETHOM IIPUHTEPE SBIISETCS:

a) Hanecenue Tonepa Ha ¢oToBal.

0) @ukcarus ToHepa Ha Oymare.

B) Y1asieHre HeCYIHX 3apsi1 2JIEMEHTOB ¢ (hOoTOBAA.
r) [logaya Oymaru B ipuHTED.

13. DnemenTamu UG pPOBOH BeO-KaMephl SBJISIOTCS:

a) doToruIeHKA.
0) OOBeKTHB.

B) [13C-marpuiia.
r) ®ukc-okyc
n) Ipoueccop.

14. ]I KOHIEHCATOPHBIX MUKPO(OHOB XapaKTEPHO:

a) Cirabast 9yBCTBUTEIBHOCTD.

0) YCTOHYMBOCTB K yIapam.

B) Bhbicokast 4yBCTBUTEIILHOCTD.

r) 3aBUCHMOCTh OT MTAPaAMETPOB OKPYIKAIOIIECH Cpebl (TEMITEPaTyphl, BIAXKHOCTH).
n) [IpumeHeHre B CTyIUSX 3BYKO3aIUCH.

Tect mo Teme 3.1 Beenenue B I/IH(l)OpMaIII/IOHHle 0€30IacHOCTD OnmepanmuoOHHbIX CHCTEM

1.

2.

3.

4.

Ilycts B OC peanu3oBaHO NHUCKPELMOHHOE YIIPaBJIEHHWE JOCTYIIOM CO CIEAYIOLIUMU
npaBamu: uyTeHHe(r), 3amuch(w) u ucnonHeHue(x). [IpucyrcTByer (aiin mpuaoxeHUs
«KanpkymnsTop.exe» €O CIeAyIIUM CIUCKOM noctyma: (Amuca: rwx), (bopuc: rx).
Bri6epute npaBuibHbIC YTBEPXKICHUS:

a) Anuca MOXeET 3alyCTUTh npuioxkeHue «KanbKynarop.exe».

0) bopuc He MoxeT 3anmycTuTh npuiioxkenue «Kanbkymsrop.exe.

B) AJCca HE MOKET M3MEHUTH cojiepskuMoe (aitna «KaabKyasTop.exey.

r) Bopuc MoxeT u3MeHuTh conepkumoe daiina «KambKymsTop.exe».
[Tycts B OC peann3oBaHO rpynnoBoOe YIpaBiIe€HUE JOCTYIIOM CO CIEAYIOIIUMHU MpaBaMu:
yrenue(r), 3anuch(w) u ucnonHenue(x). [IpucyrctByer daitn «Hakmagnas.docx» co
cinenyromuM crrckom jgocrtyna: (Byxramrepsi: rw), (Kypwepst: r), (Ammca: rw). B
cUCTeME 3aJaHbl pPOJM, B KOTOpbIE BKIIOYEHbl COOTBETCTBYIOLIME IOJIb30BATEINH:
(byxranteper: bopuc, T'anuna), (Kypwepsi: Buxrtop). BsiOepure mnpaBuibHbIe
YTBEP)KICHUS:

a) bopuc He MOXkeT U3MEHUTH cojiepkumoe (aitna «HakmamHas.docxX».

6) lamunra MoXxeT uyuTaTh coaepkumoe (aiina «HaxmaaHas.doCxy.

B) Bukrop MoxeT uameHuTh conepkumoe daiina «Haxmamnas.docx».

r) BuUkTOp MOXeT uuTath comepxumoe daiina «Hakmagras.docx».

1) Anrca MOXeT U3MEHHTD coaiepxkumoe (aiina «Hakmaanas.docxXy.
ITycte B OC peanu3oBaHO MaHJATHOE YyrpaBiieHHe aocTyrnoM. IlpucyrcrByer aiin
«log.txt» ¢ ypoBHeM cekpeTrHOocTH 1. [IpucyTcTBYIOT monb3oBaTenu Aunca ¢ ypOBHEM
nomycka 1, bopuc ¢ ypoBHeMm nomycka 2 u Bukrop ¢ ypoBHem gomycka 0. Beibepure
NPaBUJIHHBIE YTBEPIKICHHS:

a) BukTop MoxeTr u3MeHUTh coaepkumoe (daiina «log.txty.

0) Bukrop Moxer untaTh coaepkumoe daiina «log.txty.

B) Annca MOXeT U3MEHUTH cojiepkumoe (aiina «l0g.txty.

r) Anrca MOKeT 4uTaTh cojaepkumoe daiina «log.txty».

1) boprc MoxxeT m3MeHHUTh copepkumoe daiina «l0g.txty.

e) bopuc moxer untaTh comepkumoe daiina «log.txty.
ITycts B OC peanuzoBana Mojensb nenoctHoctu buba. IlpucyrcrByer daiin «log.txt» ¢
ypoBHeM LenocTHocTH 1. IIpucyreTByroT nmonb3oBaTenyu Anuca ¢ ypOBHEM LETOCTHOCTH
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1, Bopuc ¢ ypoBHeM nenoctHocTH 2 U Bukxtop ¢ ypoBHeM nenoctHoctu 0. Bribepute
IPaBUJIbHBIE YTBEPIKICHMUSL:

a) BukTop Moxer u3MeHUTh cozepkumoe daiina «log.txty.

0) Anca MOKeT M3MEHUTH cozepskumMoe (aiia «10g.txty».

B) bopuc Moxet uameHuTh conepxkumoe daiina «l0g.txty.

r) Bee Tpoe Moryt unrtath copepxumoe daitna «l0g.txt».

BriGepure npaBuiibHBIE YTBEPKACHUS 0 ayTeHTH(pUKauu B coBpeMeHHbIX OC:

a) [laponu nonb3oBarenst XpaHATCS Ha AMCKE, HA KOTOPOM yCTaHOBJIEHA CUCTEMA, B
[IEPBOHAYAJILHOM BH/IE.

0) DrajoHHBIC 3HAYCHHS, HEOOXOAMMBIC I MPOXOXKIACHUS OHMOMETPUUYECKON
ayTeHTHU(UKALMU, XpaHATCA B CHCTEME B HEAOCTATOYHOM JUIsI BOCCTaHOBJICHUS
U3HaYaJIbHBIX OMOMETPUUECKUX JAHHBIX OOBbEME.

B) TokeH (uU3MYECKHM W3rOTOBICH TakUM O00pa3oM, YTO CYUTHIBAHHE C HETrO
3aKpBITOrO KIII0Ya SBJISETCS HEBO3MOXKHOM MM JOPOTrOCTOSAIIEH Olepaluei.

r) Jlis ayTeHTUHUKAIMK ¢ TIOMOIIBIO TOKEHA B CHCTEME JIOJDKEH MPHCYTCTBOBAThH
OTKPBITBIN KJIH0Y [0JIb30BATENSI, COOTBETCTBYIOLIUI 3aKPhITOMY KJIIOUY Ha €r0 TOKEHE.
Uro He BXOAUT B METaJaHHBIC (aiina (BbIOepUTe OAMH BapuaHT)?

a) Bpems co3nanus (aiina.

0) Anpec KOpHEBOM AUPEKTOPHUH.

B) Bpems moaudukanuu daiina.

r) Azpeca KIlacTepoB COJCPKUMOTO (haiios.

1) Uadopmanus o Biagenbiie daiia.

Br16epute BepHbIe YTBEPKIEHUS O YIIPaBICHUH NTaMAThIO B cOBpeMeHHbIX OC:

a) CoBpemenHble OC UCIIONB3YIOT BUPTYAJIBHYIO AMSTh.

0) Cospemennbie OC He 3alUIIAIOT MaMATh OJHUX IPOLECCOB OT YTEHUsS APYTUMU
poILeCCaMH.

B) CoBpemennbie OC pa3aensor o0IIy0 maMsITh MEX/1y MPOLECCaMU, YacTO B TAKON
HnaMsITH HaXoJATCsl OMOIMOTEKH.

r) CoBpemennbie OC HHUKOT/]a HE BBIFPYKAOT YaCTH ONEPATHBHOW MaMSATH Ha JHCK
BO BpeMst paboThI.

n) B coBpemennbix OC mamsth pa3OuTa Ha MajeHbKUE (parMeHThl, Ha3bIBaeMbIe
CTpaHHIIaMHU.

Br16epute BepHbIe YTBEPKIEHUS O IUIAHUPOBILUKE:

a) [lmaHMpOBLIMK BBIIENSIET MPOLECCOPHOE BpeMs KOPOTKMMH HHTEpBalaMH,
Ha3bIBAEMbIMU KBAaHTaMHU.

6) B ciyuae ucnoiHeHus MPOLECCOM HHCTPYKLUH, A 3aBEpIICHUS KOTOPOH
TpeOyercs UINTENbHOE OXKUAAHWE, TUIAHUPOBIIUK NEPEBOAUT IPOLECC B COCTOSHUE
«3a0JIOKHPOBaH» U He OyAeT BBLACIATh €My IPOLIECCOPHOE BpeMsl, MOKa COCTOSIHUE He
CMEHUTCS Ha «TOTOBY.

B) Jns paboThl TUIAaHMPOBIIMKA TIPOLECCHl JOJDKHBI CaMU IepeJaBaTh Ha HETO
yIOpaBJIEHWE, TaK KaK KOMIIbIOTEppl He mnpenoctaBisitor OC  MexaHusma  JUis
NEPUOANYECKOT0 IPEPBIBAHUS BBIIIOJHEHUS MOIb30BATENBCKOIO IIPOLECCa.

r) B mimaHMpOBaHHMM MO MPHOPUTETAM BCE MPOIECCHl C PAa3HBIMU PUOPUTETAMH
MOJIy4ar0T IPUMEPHO OJIMHAKOBOE KOJINYECTBO BPEMEHH.

Bri6epute BepHOE yTBepKIeHUE (BbIOEpUTE OJTUH BapUaHT):

a) OC peann3oBaHa anmnapaTHO B MPOLECCOPE.

6) OC peanu3oBaHa anmapaTHO B MAaTEPUHCKOM TIJIaTe.

B) OC — mporpamMHOe oOecriedyeHre, KOTOpO€ TMPENOCTABISET IMPHIOKESHUSIM
pPECYpCHI amnmapaTHOTO 0OecTeueHrs] KOMITBIOTEPA B BHJIC YIOOHBIX aOCTpaKIuii, HO HE
yIpaBJISET 3TUM alIapaTHbIM 00ECTIEYCHUEM.
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r) OC — mporpaMMHOe oOecrieueHHe, KOTOpPOE NPEIOCTABISET IMPHIOKCHUSIM
peCypChl ammapaTHOro O0O€CTeueHUsT KOMITbIOTEpa B BHJE YAOOHBIX aOCTpakiuii u
YIIPaBJIAET 3TUM aIlapaTHbIM 00ECTIEYEHUEM.

10. BriGepute BepHOE yTBEpKACHHE (BHIOEPUTE OJTMH BapUAHT):

a) B OC komnblotrepa ¢ OJHOSIIEPHBIM IPOLECCOPOM B KaXK/Iblii MOMEHT BpEMEHU
MOeET paboTaTh TOJIBKO OJMH IIPOLECC.

6) B OC xommbpioTepa ¢ OJHOSAECPHBIM IPOILECCOPOM Yy TPOIECCOB BCEria
IPUCYTCTBYET TOJIBKO OJJMH MOTOK.

B) B OC kommbroTepa ¢ MHOTOSICPHBIM IIPOLIECCOPOM B KOHKPETHBI MOMEHT
BPEMEHU MOT'YT BBIINOJIHATCS HECKOJIBKO IOTOKOB OJJTHOTO IIpOLiecca.

r) B OC xoMmnbroTepa ¢ MHOTOSIIEPHBIM MTPOIIECCOPOM KOHKPETHBIN MPOIECC MOKET
UCIIOJIb30BaTh TOJIBKO OJJHO SIIPO IpOLiEccopa.

Tect mo Teme 3.2 UnpopmanuoHHasi 6€30MaCHOCTh ONEPANMOHHBIX CHCTEM ceMeiicTBa
Windows

1. Ha ocHoBe kakux naHHBIX cyobekTa OC Windows mpruHHMAET penieHue o J0CTyIe?
a) Xelll 3Ha4eHue Maposis M0JIb30BaTels, 3allyCTUBIIETO MpoLecc.
0) TokeH nepeBOIIONICHHUS.
B) Unentudukarop nporecca.
r) Token nocryma.
1) Ba3oBblit mpuopuTeT mpouecca.
2. Ha ocHoBe kakux naHHbIX 00bekTa OC Windows mpuHUMAET perieHue o JocTyre?
a) [IpuBunerun.
6) ToxeH noctyna.
B) Jleckpunrop 6€30MacHOCTH.
r) CUCTEMHBI CIIMCOK YIPABICHUS JTOCTYIIOM.
1) Criocob ayTeHTH()UKAIIMH MTOTb30BATENS.
3. Kaxkue npumuTrBHBEIEC IpaBa 00beuHSIET B ceOe mpaBo urenuss OC Windows?
a) «YUreHue arpuOyToB 0€30MaCHOCTI.
0) «YTeHue CUCTEeMHBIX aTpUOYTOBY, «UYTEHHUE aTPUOYTOB OE30MTACHOCTH.
B) «UTeHHUE TaHHBIXY.
r) «UTeHue CHCTEeMHBIX aTpHOYTOBY», «YTEHHE aTPUOYTOB OE30MACHOCTHY, «UTCHHE
JTAHHBIX».
1) «UTeHue CUCTEMHBIX aTpUOYyTOB», «UTCHHE aTpHOyTOB OC30MACHOCTH», «YTCHUE
JTAHHBIX», «BBITIOJHEHUE (aIOB» U «IIEPEX0]l B TUPEKTOPUION.
4. Bribepute mpaBWIbHbBIE YTBEPXKAEHUS 0 MaHaTHOW noiutuke «He-3anuceiBatb-Bepx»
OC Windows:
a) ObecrieunBaeT CBOMCTBO 1EIOCTHOCTH JIaHHBIX.
6) ObecnieunBaeT CBOMCTBO KOH(PUICHIINAIBHOCTHU TaHHBIX.
B) Mcnonb3yercst B cCTEME TONBKO ISt 00BEKTOB CETEBBIX COKETOB.
r) HesieHO ucnonb3yetcs s Bcex NTFS-daiinos.
1) Pasperraetr 1ocTyn Ha 3aMKCh TOJIBKO CYyOBEKTaM C YPOBHEM IIEJIOCTHOCTH PaBHBIM
WK OOJBIINM MO OTHOILIEHHIO K YPOBHIO LIEJIOCTHOCTH 00BEKTa JIOCTYTIA.
5. Kaxkue u3 nepeuncnennbix npaB OC Windows npeaocTaBiseT 1Mo yMOTYaHUIO BIIAJICTIBITY
daiina?
a) Yurate CCY .
6) Yurats JICY .
B) UuTath comepxumoe daiina.
r) Usmensts JICY /.
1) Usmensts CCY .
e) U3meHsaTh conepkuMoe daiina.
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10.

BriOepere mpaBUibHBIE  YTBEPXKICHHS OTHOCHUTEIBHO QJITOPUTMAa  ONpPEAEICHUs
npaBomepHocTH goctyna OC Windows:

a) IlepBpIM pelicTBHEM SBISIETCS IPOBEPKAa COOTBETCTBMS JOCTyNAa MaHAATHOMN
MOJIUTUKE.

0) IIpoBepka COOTBETCTBMSI JOCTyNa MaHAATHOM MOJMTHUKE OCYHIECTBIIETCS MOCIE
ananu3a 3anuceit JJCY /.

B) Eciu nipu nocnenoBarenbHom aHanu3se 3anuceit JJCY [l oka3biBaeTcs, 4YTO OJTHO M3
3arpalnirBaeMbIX MPaB 3alpelacTcsl B TEKYIIeH 3aicH, TO TOCTYI 3alpeniaeTcs.

r) Eciu nmpu mocnemoBatenbHoM aHanmuse 3anuceit JJCY]l paspemaromiue mpasa
TEKyIled 3amucd B CyYMME C pa3pellaloluMU IpaBaMu MPEIbIIyIIuX 3anucei
NIEPEKPbUIN BCE 3aIlpalliiBaEMBbIE I1PaBa, TO JOCTYII pa3pelaeTcs.

n) Ecim B ciickax JICY/] He ObLIO 3ampeInaroiimx 3arpainiiBaeMble mpaBa 3aluce,
U B TO K€ BPEMsI BCE pa3pelIalolliye 3allUCU HE NEPEKPbUIN 3allpallliBaeMble 1paBa, TO
JOCTYT 3ampeniaeTcs.

Kakas mpusmnerus OC Windows mo3BoJsieT YuTaTh Jit000i (haill BHE 3aBUCUMOCTH OT
3aJJaHHBIX MpaB?

a) [IpuBuierus co3ganus pe3epBHBIX KOMUMA.

0) [IpuBuierus N3MEHEHUsI CHCTEMHOT'O BPEMEHHU.

B) [IpuBnierus 3aBepiueHust padOThl CUCTEMBI.

r) [lpuBuierus yBeanueHus padbodero Hadbopa.

n) [MpuBunerus cozmanus (aina moIKauKH.

Bri6epuTte cymnocTH, He Bxosuiie B TokeH goctyna B OC Windows:

a) SID nonws3oBarens.

6) JICY ]I Bcex 0ObEKTOB CUCTEMBI.

B) SID-bI rpym.

r) CCY]] Bcex 00BEKTOB CHCTEMBI.

1) [pusuneruu.

Bribepure cymuoctu, BXoasime B Aeckpuntop 6e3onacHoctu oobvekta B OC Windows:

a) SID Bnanenbiia 00beKTa.

6) J{MCKpEeMOHHBII CITUCOK yIpaBJIEHUS TOCTYIIOM.

B) CHCTEMHBIH CITUCOK YIPABJICHHS JOCTYIIOM.

r) CIMCOK TOKEHOB JIOCTYIIA MPOIIECCOB, OCYIIECTBIISIOMINX JTOCTYI K OOBEKTY.

1) YpOBEHb [ETOCTHOCTH.

Kakve #3 NyHKTOB NpaBWIbHO ONMCHIBAIOT (MIBTPOBAaHHBIM TOKEH JOCTyma
aamunauctparopa B OC Windows?

a) YpoBEeHb LIEJTOCTHOCTH YCTAHABIIMBACTCS CPETHHUM.

0) YpoBeHb 11€TTOCTHOCTH YCTAHABIMUBAETCSI BHICOKUM.

B) CHHCOK MPHUBUIIETHI, KOTOPbIE MOTYT TOMACTh B (DMUIIBTPOBAHHBII TOKEH, CHUIIBHO
OTrpaHHUYEH.

r) Ilpu onpenenennn mnpaBomepHocTH aoctryma cpeau 3ammceir JICYJ] ¢ SID
aJIMHUHHMCTPATUBHBIX TPYII OYAYT YYTEHBI TOJIBKO 3aIpelatoLIye.

1) Crucky NMPUBHIIETHI OJMHAKOBBI B OOBIYHOM M (DMIIBTPOBAaHHOM TOKEHE JIOCTYIIa
aJIMHHHCTpATOpA.

Tect no Teme 3.2 UudopmanuoHHas 6€30MACHOCTH ONEPAIMOHHBIX CHCTEM ceMelicTBa

1.

Linux

Ha ocHoBe kakux naHHbix cyobekra OC Linux mpuHUMAET perieHre o JoCTyrme?
a) SUID-6wur.
0) Sticky-our.
B) YueTHbIE JaHHBIE.
r) UID mporiecca.
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1) DIEeKTPOHHAS TTOAMUCH IPOTPAaMMBEI.
Kaxkue npaBa mpucyrcrytoT B OC Linux:

a) Mcnonxenue.

6) Urenue i-node.

B) UreHue.

r) Y nanenue.

1) 3aIuch.
st wero ciyxxkut SUID-6ut B OC Linux?

a) [To3Bomser 3amycTuTh NPUIIOKEHHE OT UMEHH BJIaJIeblia (aiiia MPHI0KEHHS .

6) ITo3BossteT 3amyCcTUTh MPUIIOKEHUE OT UMEHHU CYIIEpIIOIb30BaTEIs.

B) [To3Bousier 3amyctuth npuiioxkenue ¢ npuBmierneit CAP_SYS ADMIN.

r) [To3Boasier 3amyctuth npuinokenue ¢ UID paBHBIM HYJIIO.

)  3ampemiaer  3amyCcK  NPWIOXKEHHS ~ BCEM  IOJb30BATENsIM,  KPOME
CYIIEpII0JIb30BaTEIIS.
UYro nmemaeT Macka B CIIMCKe yrpasiieHus qoctynom (aiima B OC Linux?

a) 3ajaeT MaKCUMaJlbHbIE IPaBa, KOTOPbIE MOXKHO MOJTYYUTh U3 3alMCel JUIsl TPYIIIL.

0) 3aaeT MaKCcUMaJbHbIE PaBa, KOTOPbIE MOYKHO MOIYYUTh U3 3aIIMCH OCTAJIBHBIX.

B) 3agaeT MakCUMalbHbIC MPaBa, KOTOPHIC MOXKHO MOJYYHTh M3 3alUCH BIaJeiblia
daiina.

r) 3amaeT MaKCHMaJbHBIC IPaBa, KOTOPbIE MOXXHO IOJYYUTh M3 3alHceil Ui
IIOJIB30BATEJIEN U TPYIIIL.

n) 3amaeT MaKCUMalbHbIC IpaBa, KOTOPbIE MOXHO MOJYYHTh M3 3amuceil s
I10JIb30BATENEH.
Uro Takoe coib xemi-3HadeHus mapois B OC Linux?

a) Crpoka, KoTOpasi BBIOMpAeTCS NpPHU KaXAOW ayTeHTH(PHKAIWUW CIy4aHO JUIs
oOecrieyeHus 6€30MaCHOCTH MapOJIs.

0) CnyuaiiHo BBIOpaHHass TPU CO3JAHWU IMAPOJIsl CTPOKA, KOTOpas CKIIEUBACTCS C
XelI-3Haue€HHEeM MOCJIe BBIUUCIIEHUS Xell-(QDyHKIINH.

B) CiydaiiHo BbIOpaHHas TMPH CO3JAHUU MApPOJsl CTPOKA, KOTOpas CKICUBACTCS C
napoJieM nepe]i BBIYMCICHUEM Xell-(yHKIIH.

r) JnuHa, 10 KOTOpoil ype3aeTcs maposib MOJIb30BATENs [l KOMITAKTHOTO XPaHEHHSI
B CUCTEME.
Bri6epuTte cymnocTH, BXoAsIKe B yueTHbIe JaHHble nporecca B OC Linux:

a) UID nonb3oBaress, 3ayCTUBIIETO IPOLIECC.

6) ['pynnbl noap30BaTeNs, 3ayCTUBILETO MPOLECC.

B) [IpuBmiieruu.

r) [IpaBa ucnonusiemoro ¢aiina, ©3 KOTOPOro ObLT 3aIyIIEH MPOIIECC.

1) @nar 3 (HeKTUBHOCTH MTPUBUIICTHHA.
Bri6epute cymuocTH, Bxoasuue B aTpudyThl 6e3onacHocty ¢aitna B OC Linux:

a) Tpolika npaB 115 KaX10M TPYIIIbI B CUCTEME.

0) IIpuBmiierumu.

B) Tpoiika npaB Brnanensia daiiia.

r) Tpoiika mpaB moNb30BaTeNell, He SBISIONMXCS BiageabliaMu (aiina u He
BXOJISIIIMX B TPYIIY Biajesbla Qaiiia no yMoIdaHHIo.

n) Bnanenen gaiina.
Bribepure cymnoctu, Bxoasuye B aTpuOyTsl 0ezonacHoctu ¢aitna B OC Linux:

a) Tpoiika mpaB JyIst KaXK0i TPYIIIBI B CUCTEME.

6) [lpuBuneruu.

B) Tpoiika mpaB Biajeinbiia Qaiia.

r) Tpoiika mpaB monb30BaTeneld, He SBISIONIMXCS BlajgenbllaMu (Qaina u He
BXOJIALINX B IPYIITY Biajenblia (aiisia mo yMoI4aHuio.

n) Bnanenen gaitna.
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9. Kaxkue Habops! npuBmiIeruii ects y aitna B OC Linux:
a) Hacnenyewmsie.
0) DddexTuBHEIC.
B) Buemrnue.
r) OrpaHnyuBaroIIKeE.
n) Paspemiennsie.
10. Kakyto xem-pynknuro ucnonszyer OC Linux A BBIYUCIICHUS XENI-3HAYCHUS TapoJis B
OC Linux?
a) MD-5.
6) SHA-256.
B) SHA-512.
r) SHA-3.
n) OyHKIMA HECKOJBKO, OKOJIO XCHI-3HAYCHHsI TMapojisi XPaHUTCS HOMEP
UCTIOJI30BaHHON XeNI-(DyHKIIHH.
11. Yro nenaet xougeiiep B OC Linux?
a) OWIbTPYET BBIBOJ KOMaH/IBI.
0) [lepenanpaBmnsieT CTaHIAPTHBIN BBIBOJI KOMAaH/Ibl C KOHCOJM CTaHJIAPTHBIN Ha BXOJI
JIpyroy KOMaHze.
B) [logHuMaet npasa 70 mpaB CyneproIb30BaTers.
r) OTKIaIbIBACT BITOJHEHHE KOMAH/IbI HA YKA3aHHBIH CPOK.

Tect mo Teme 4.1 BBeieHue B apXUTEKTYPY JOKAJIbHBIX BHIYMCIUTEIbHBIX CeTeH

1. Kakoit nopsaok ypoBHeit mogenu OS| BepHbIit?
a) Ou3nuecKkuil, KaHAIbHBINA, TPAHCIIOPTHBINA, CETEBOW, CEAHCOBBIN, MPEICTaBICHUS,
MPUKIIATHOM.
0) ®usnueckuii, KaHaJIbHBIN, CETEBOM, TPAHCIIOPTHBIN, CEAHCOBBIN, MPEICTABICHUS,
MIPUKJIAHOM.
B) Dusnueckuil, KaHAJIbHBINA, CETEBOW, TPAHCIIOPTHBIN, CEAHCOBBIM, MPHUKIATHOM,
MIPEICTABIICHHUS.
r) Du3nyecKuii, KaHaJbHBINA, TPAHCIIOPTHBIA, CETEBOH, CEAHCOBBIN, MPUKIIAJIHOM,
MIPEICTABICHHUS.
2. Kaxue nmpoTOKOJIBI OTHOCSATCS K TPAHCIIOPTHOMY ypoBHIO Mojenn OSI?
a) UDP.
6) ARP.
B) IPv4.
r) GSM.
n) TCP.
e) DNS.
x) PPTP.
3. Kakoii ypoBeHb TipeiHa3HAYCH IS OTIPE/ICIICHUS ITyTH TIepeIavun JaHHBIX ?
a) Guznueckuid.
6) CeaHCOBBIH.
B) TpaHCIIOPTHBI.
r) [IpencraBienus.
1) KananbHbIid.
e) [MpuknaaHoii.
k) CeTeBoH.
4. Kaxue ¢uaru ucnonp3yrorcs B mpotokose TCP s ycTaHOBICHUS COSAMHEHUS?
a) RST.
0) SYN.
B) FIN.
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10.

r) URG.

1) ACK.

e) PSH.

Kaxkue npeumymectBa ectb y FTTB?

a) Bricokast ckopocts paboTsl IHTEpHET.

0) PaBHas ckopocTh mpuemMa u rnepeaaun HHPOPMaIIUH.

B) He3aBHMCHMOCTh CKOPOCTH JOCTYNa OT YHMCJIa a0OHEHTOB, MOAKIIOYECHHBIX K
KOMMYTaTopy.

r) OTcyTcTBHE HEOOXOAMMOCTH Pa3MEIICHUsI KOMMYTaTopa IpoBaiijiepa B 3JaHUH.
Kaxkue nenocratku ecte y FTTB?

a) Huskas ckopocts pabotsr HTEpHET.

0) Pa3Has ckopocTh iprema u rnepeaayr HHGOpMaIIiH.

B) 3aBHCHMOCTh CKOPOCTH JOCTyNa OT 4Yucia aOOHEHTOB, MOJKIFOYCHHBIX K
KOMMYTaTopy.

r) HeoOxoauMocTh pa3MerieHuss KOMMyTaTopa IpoBaijepa B 31aHHH.

Bribepute BepHbIe YTBEPKICHHS

a) TCP He rapanTupyeT 10CTaBKY JaTarpaMm.

6) UDP He rapanTHupyeT J0CTaBKy JaTarpamm.

B) UDP rapantupyer 10CTaBKy JaTarpamm.

r) TCP rapanTHUpyeT TOCTaBKY JaTarpamM.

Kakoii agpec oTHOCHTCS K aApecHOMY IpocTpancTBy |Pv4?

a) 192.168.0.17

0) 129.256.0.0

B) 301.169.107.0.0.3

r) 127.0.1000.0
Kak paboraet xoHueHnTparop (xad)?

a) IIpu monydyeHnn makera JaHHBIX Xal MEpechlIaeT dTOT MaKeT Ha BCE OCTaJbHBIC
CBOMU HOPTBHI.

0) I[lpm monmydyeHunm makeTa JOaHHBIX Xa0 TMepechUIaeT 3TOT NaKeT Ha TMOPT B
cootBercTBUM ¢ Tabmuuer MAC-agpecoB. Ecaum cooTBeTcTBHS  HET, MaKeT
0TOpachIBaeTCHI.

B) Ilpu monyueHWH MaKeTa TaHHBIX Xad TMepechUTaeT 3TOT MakeT Ha MOpPT B
cootBercTBUM ¢ Tabmmieit MAC-aapecos. Eciii cOOTBETCTBUS HET, B CETh OTIIPABIISAETCS
ARP-3amnpoc.

Kaxk paboraet kommyTaTop?

a) B ciyuae, ecnu ans ornpasnsiemoro MAC-aapeca HET COOTBETCTBHS, KOMMYTaTOP
pacchlIaeT MakeThl Ha BCe OPTHI, KPOME TIOPTA-TIOTydaTers.

0) Ilpu monmy4yeHUM mMakeTa JAaHHBIX KOMMYTATOp IMEpEChUIaeT 3TOT MaKeT Ha Bce
OCTaJIbHBIE CBOU TIOPTHI.

B) KomMyrtarop XpaHWT B mamsaTH TaOJUIly KOMMYTAllMd, B KOTOPOH YKa3aHO
comoctariieane MAC-aapeca 1 HoMepa mopTa KOMMyTaTopa.

r) Co BpeMEeHEeM KOMMYTATOp CTPOUT TaOJIHILy Ui BceX akTUBHBIX MAC-aipecos.

1) Tabmuia MAC-anpecoB KOMMyTaTOpa CTaTHYHA U HACTPAUBACTCS BPYUYHYIO.

Tect no Teme 4.2 CeTeBble Yrpo3bl H METObI POTHBOAEIHCTBUSA UM

Kaxkue OpIBatoT HCTOYHUKY BOSHUKHOBEHUS YSI3BUMOCTEH?
a) OmmoOKu peanu3auu.
6) OOk 00CITyKUBAHHUS.
B) OmIrOKH MPOSKTUPOBAHHUSI.
r) Omm6ku HR-otxema.
Yro He BXoAUT B 6azoByro rpymiy Metpuk CVSS?
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a) Crioco6 mosryueHust JOCTyTa.

0) BiusiHue Ha KOH(DUIEHIIUATTLHOCTD.

B) BiusiHue Ha mosib3oBarers.

r) [Tokasatesnp ayTeHTH(HKALUH.

1) CII0)KHOCTH MOJTYyYEHHsI JOCTYIIA.

3. Kakoii rpynmel metpuk CVSS He cymectByer?

a) Kommekcuast.

0) Bpemennas.

B) baszoBasi.

r) Konrekcrhas.

4. Kewm pazpaborana CVSS?

a) 1SO.

6) FIRST.

B) WWW.

r) UCLA.

5. Uro He aBisercs meTpukoit B CVSS?

a) CJI0’)KHOCTB aTakH.

0) Brnusinue Ha TOCTYMHOCTb.

B) JTUTENBHOCTD aTaKH.

r) Crioco0 moJyueHus JOCTyIa.

1) IokazaTenb ayTeHTU(HUKALIHH.

6. Uro sBiIAETCS MACCUBHOW aTaKoi?

a) [IpocnymuBanue Tpaduka.

0) OTka3 B 00CITy>KUBaHHH.

B) Ou3MuecKOoe HAMAJICHUE HA OOBEKT.

r) DKCIUTyaTalust ysi3BUMOCTH.

7. Yto Takoe 3BpUCTUYECKUI aHaTN3?

a) Meton, npenHa3HaueHHBIH i1 OOHApy)KEHUS HOBBIX, €lll€ HE BBISIBICHHBIX
BUPYCOB.

6) MexaHu3M, HEOOXOOUMBIN JUIs OTCIEXHMBAHUS HEU3MEHHOCTH (Hailiios,
JOKYMEHTOB, peecTpa, KOH(pUTyparuu 000pyaoBaHUsL.

B) MeTon, OCHOBaHHBIM Ha TMOCIEIOBATENILHOM IMPOCMOTPE MaMSITH YCTPOWCTBA,
3arpy304YHBIX CEKTOPOB, (hailJIOB B MOMCKE CUTHATYP U3BECTHBIX BHPYCOB.

8. Uro takoe 63km0p?

a) YacTe BpEIOHOCHOTO NPOTPAMMHOTO OOECHEUEHUs, PpEATU30BAaHHOTO IS
COKPBITHUS IPUCYTCTBUS ITOT0 BPEAOHOCHOTO KO/ ¥ €r0 ACUCTBUIA.

6) Ilpunmoxkenue, wucnonb3yemMoe JUIsl JalbHeMIIed 3arpy3skd U 3amycka
MOJHOLEHHOTO BPEAOHOCHOTO IPOTPAaMMHOT0 00eceueHHs.

B) BpemoHocHoe mnporpaMMHOe oOecredeHHe, KOTOpOe, TMOMHUMO TIONTyYSHHS
KOHTPOJISI HaJ 3apakKeHHBIM YCTPOMCTBOM, NBITAETCS 3aXBaTUTh MOJ CBOM KOHTPOIb
JPYTHUE Y3JIbI CETH.

r) [IpunoxxeHune, MO3BOJSIONIEE YIIPABIISATH KOMITBIOTEPOM YIaJICHHO.

9. Uro Ttakoe pyTKUT?

a) YacTe BpEIOHOCHOTO NPOTPAMMHOTO OOECIEUEHUs, PEeaJM30BaHHOIO IS
COKPBITHSI IPUCYTCTBUS 3TOTO BPEAOHOCHOTO KOJia U €r0 IeUCTBUM.

6) IlpwioxkeHue, wucnoib3yemMoe Uil JajdbHEWINeW 3arpy3kd U 3alycka
TIOJTHOIIEHHOTO BPEAOHOCHOTO IPOTPAMMHOTO 00eCTICUeHHSI.

B) BpemonocHoe mnporpamMHOe oOecnedeHHe, KOTOpOE, TOMHMO MOJTYYCHHS
KOHTPOJISI HaJ 3apa)kKCHHBIM YCTPOWCTBOM, MBITAETCS 3aXBAaTHUTh TIOJ CBOW KOHTPOIH
JpyTHUE Y3JIbI CETH.

r) [IpunoxeHune, MO3BOJISIONIEE YIPABIIATH KOMIIBIOTEPOM Y/IaJICHHO.

10. YTo cnemyer nenath, 9TOOBI 3aIIUTUTE CEOSI OT BUPYCOB?
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a) He 3amyckaTh NpuioxeHus U3 HEOBEPEHHBIX HCTOYHHUKOB.

06) Cnemutp 3a [UGPOBHIMH TMOAMUCIMU YCTAHABIMBAEMOTO IPOTPAMMHOTO
oOecrieyeHus.

B) OTKIIIOYHTH MEKCETEBOM dKpaH.

r) Bcerma OTKpbIBaTh BIOXKEHHS 3JCKTPOHHOH IMOYTHI ¢ TeMoil «BaxHo» wu
«CpouHo».

n) CBOEGBpEeMEHHO OOHOBIISITH  ONEPALMOHHYID CHCTEMY M HPOTrPaMMHOE
obecrnieueHue.

¢) Mcnonb30BaTh aHTUBUPYCHOE IPOTrPaMMHOE 00eCTIeUeHHE.

Tect no Teme 4.3 MeskceTeBble IKPAHBI

Urto Takoe MexceTeBOM IKpaH?

a) [IporpaMmmHOe WM TPOrpaMMHO-TEXHHUUECKOE CPEACTBO, peanusyollee QyHKIUU
KOHTPOJISI U WIIBTPAIIK B COOTBETCTBUU C 3aJIaHHBIMH MPABHIIAMH TIPOXOJISIINX Yepe3
Hero NHGOPMAITMOHHBIX TOTOKOB.

0) VYcrpoiicTBO, TNpeIHAa3HAYCHHOE Il  COCJAMHEHUSI HECKOJbKHX  Y3JIOB
KOMIIBIOTEPHOMN CETH B Mpeeax OJHOTO MIIM HECKOIbKUX CErMEHTOB CETH.

B) YCTpOICTBO, KOTOPOE MO3BOJISICT OPraHU30BATh JIOKAJTBHYIO CETh C BO3MOYKHOCTBIO
BBIXO/Ia B UHTEPHET ISl APYTUX YCTPOICTB.

MeskceTeBbie IKpaHbl JIJIs1 BEO-TIPHIIOKEHUH PacIioararoT:

a) Ilepen 3ammiaeMbiM BeO-cepBepoM (TpaduK BHayalle MepPeiaeTcss MEKCETECBOMY
9KpaHy, 3aTeM BeO-CepBepy).

0) Ilocne 3ammumiaemoro BeO-cepBepa (Tpaduk BHayale mepenaercs BeO-cepBepy,
3aTeM MEXCETEBOMY JKPaHY).

B) MexceTeBOM SKpaH M 3alldIaeMblii MM BeO-cepBEp HAXOJSATCA B Pa3HBIX
MOJICETSX, TPAPHUK MKy HUIMHU 3aIPEIICH.

r) Bmecro 3amuniaemoro Bed-cepaepa.

[TepcoHanbHBIE MEKCETEBBIC KPAHBI TSI HACTOJIBHBIX KOMIIBIOTEPOB U HOYTOYKOB:

a) O0GecneunBalOT JOTOIHUTENBHBIN YPOBEHB 3AIIUTHI OT CETEBBIX aTaK.

0) [1oIHOCTBIO 3aMEHSIOT BCE OCTAJIbHBIE HHCTPYMEHTAJIbHBIE CPEACTBA 00ECTIEUeHUS
0€30I1aCHOCTH.

B) [ToJTHOCTBIO 3aMEHSIOT MapIIPYTH3ATOPBI, SBISSACH IUTFO30M 0 YMOJTYAHHIO IS
3aIMIIaeMOTr0 KOMIBIOTEPA UIIH HOYTOYKa.

r) IlpemocraBisiiOT BCe HEOOXOJMMBIC CETEBBIC CEPBHCHI IS  3alUINACMOTO
KOMIBIOTEpa UM HOYTOYKa.

[TepconanbHBIE MEXKCETEBBIE JIKPaHBI IS HACTOJBHBIX KOMITBIOTEPOB M HOYTOYKOB
SBIISIOTCS

a) AnmapaTHO-TIPOrpaMMHBIMHU CPEICTBAMH 3aIUTHI.

0) Bcerma BcTpoenHpiMu B OC, KOTOpYHO OHHM 3allWINAIOT; HE MOTYT OBITh
peaTn30BaHbl BHEITHUMU TIPOU3BOIUTEIISIMHU.

B) VICKITIOUHMTEIBHO MPOTrPAaMMHBIMH.

r) MckimounuTebHO BHENTHUMH, HEe BCTpOeHHbIMUA B OC, KOTOPYIO OHH 3allHIIAIOT;
BCEr/ia peaqTn30BaHbl BHEITHUMHU MPOU3BOAUTEISIMH.

[TepcoHanbHBIE MEXKCETEBBIE JKpaHBl IS HACTOJBHBIX KOMITBIOTEPOB W HOYTOYKOB
YCTaHABIUBAIOTCS:

a) Ha xocTax, KOTOpbI€ OHU 3aIIUIIAIOT.

0) Ha wmapmpytuszaropax, KOTOpbIE YKa3aHbl Ha XOCT€ B KadyecTBE ILII03a IIO
YMOJIYaHHUIO.

B) Ha oTenpHBIX KOMITBIOTEpAX.

r) Ha xoneunbix Toukax VPN.

Bri6epuTe HeCyIIeCTBYIONIUI BUI TPAHCIISALIUN CETEBBIX aJI[PECOB.
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7.

a) Jlunamuueckasi.

0) CraTuyeckas.

B) C UCIIOJIb30BaHUEM TIOPTOB.

r) C ucoabpb30BaHHEM MOCTOB.
[IInro381 YpOBHS MPHUIIOKEHHUIN MO3BOJISIOT:

a) Hcknrounth mnpsMoe B3aMMOJCHCTBHE JABYX Y3JIOB IyTeM peaju3alud PO
MOCPETHHKA.

0) BoImoaHATh QYHKIMY 1ITF03a CEAHCOBOTO YPOBHS.

B) AHAJIM3UPOBATH BCE CYLIECTBYIOLIME B MUPE TPOTOKOJIBI.

r) AHaIM3MpOBaTh TOJBKO MOACPKUBAEMBIC OTUM MEXKCETCBBIM  3KpPAHOM
IPOTOKOJIBI.

8. VYmpapnseMble KOMMYTaTOPbl MOTYT:

a) OcymiecTBisATh GUIBTPAIUIO HA ocHOBE IP-agpecos.

0) OcymiecTBIATh (GUIBTPALUIO TIO UCTIONB3YEMOMY ITPOTOKOIY.
B) OcymiecTBisaTh (puiibTpaimio Ha ocHoBe MAC-anpeca.

r) OcymiectBisats GpuiabTpanuio Ha ocHose VLAN ID.

9. BrIOepuTe BO3MOKHOCTH MEXKCETEBOTO IKPaHa.

a) Peructpanus coObITHIT 1 TeHEpALIUS OTYETOB.
0) @unbTpanus Tpaduka.

B) TpaHCIsILHMs CeTEBBIX aIPECOB.

r) AyTeHTH(HKALUS [TO0JIh30BATEIICH.

1) AJIMUHHCTPHPOBAHUE.

10. Kakue yTBep:KIeHHS O TPOrPAaMMHOM MEXCETEBOM YKpPaHE BEPHBI?

a) Ilogxomutr B ciaydasx, KOrjza YCTPOWCTBO IOJb30BaTelsl IOMELIAETCS B
HEJIOBEPEHHYIO Cpeay.

6) Ilpu ero paboTe HCHOIB3YIOTCA pECYpPChl YCTPOMCTBA, Ha KOTOPOM OH
(GYHKIIMOHUPYET.

B) [ToaxoauT Aust 38124 CErMEHTUPOBAHMUS CETEH.

r) [ToaxoauT it OTJCTCHHUS TOBEPEHHOMN YacTH CETH OT BHEUTHUX yIPO3.

1) Cuuraercst 6oyiee 0TKA30yCTONYMBBIM, YeM alllapaTHbIA MEKCETEBOM IKPaH.

Tect no Teme 5.1 Beenenne B kpunrorpagpuueckue MeToAbI 3alUTHI HHGOPMaLNU

1. Kaxnapiii mudppoTekcT MoOXeT ObITh MOJyd4eH Kak pe3ynbTaT  CIEeAYHOIEro
npeoOpa3oBaHus:
a) Ex (Dk(p)).
6) Dk(p)-
B) Ex(p).
r. Dic (Ex(p))-
2. Bammdpyiite ¢ nomoiipio mudpa «Atoamn cioro «Worldy.
A/B|C|D|E|F|G|H|I |J |K|L|M
Z|Y X|W|V|IU|T|S|R|Q|P|O|N
a) Dlrow.
6) Svood.
B) Woild.
r) Dliow.
3. Paccumdpyiite cnoBo «Xjxoby», 3amm¢ppoBanHoe ¢ momompto mmdppa [as HOnwms
[e3aps:
A/B|CIDIE|F|G/H|I |J|K|ILIM|N|O|P |Q|R|S|T|U|V |X|Y|Z
X|Y|Z|A|B|C|D|E|F|G|H|I |J |[KILIM|N|O|P|Q|R|S|T|U|V
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a) Tatly.

6) Amare.
B) Crypt.
r) Vivna.

4. 3Zammudpyite ciioBo «XKU3HBY» ¢ MOMOIIBIO IEPECTAHOBKU
1123|415
25|13 |14

a) Hx3bu.
0) buzmxk.
B) H3bxu.
r) Ub3KH.
5. Pacumdpyiite cinoBo «1216312611» ¢ momomnipro Tadmuis! [Tomuowus:
112|3|4]|5|6
1/A|B|B|T |O|E
2 | E[X|3|U|U|K
3|J/MH|O|IT|P
4Bl E|YV|OD|X|I]
5 |Y || b |bl|b
6 (DO *|*|*
a) benka.
6) Eogroa.
B) Ctpernka.
r) benoxk.

6. BnepBble METOA YACTOTHOTO KPUIITOAHAIN3A BIEPBbIE U3I0MKHII:
a) Jleon bartucra Anpbepru.
0) ®panuecko CuUMOHETTA.
B) A0y IOcyd Axy6 anp-Kunau.
r) xuponamo Kapaano.
. Juck Anp6epTu no3BOJIIET aBTOMAaTU3UPOBATh!
a) lludp mpocToit 3amens! (ogHOAN(PABUTHBINA MHUDD).
6) MuoroanpaBUTHBIN UQD.
B) llIudp nepecraHoBKH.
r) [loTounsIi M@pP.
8. Hcmonp3oBaHue maposis A MHEMOHMYECKOI'O 3allOMMHAHUs IE€PECTaHOBKH CHMBOJIOB
andaBuTa MPEIIIOKHUIT:
a) Marteo ApaKeHTH.
0) brie3 ne Buxenep.
B) Jl)xoBannu bartucra bemnnazo.
r) J)xambarTucta ([Jxosannu) aemnna [opra.

9. Tlomemenue s nepmoctpanuu nepenucku B XVII — XX Bekax Ha3bIBalIoOCh:

a) benbrit kabuHeT.

0) TaitHas kOMHaTA.
B) SlHTapHas KOMHaTa.
r) UepHblif KaOUHET.
1) Kpachslii kaOuner.

10. [Iucpsl, B KOTOPBIX KaXKJbli CHUMBOJ OTKPHITOIO TEKCTa MpeoOpazyeTcs B CHMBOI
mmdpoTeKcTa, B 3aBUCUMOCTH OT CBOETO PACIIONOKEHHUS B OTKPBITOM TEKCTE M KITFOYa
Ha3bIBAIOTCS:

a) MHoroandaBuTHbIMU MK (pamMu.
6) biaounbiMu mdpamu.

B) [loTounbiMu mudpamu.

r) PoropubiMu mmdpamu.

~
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11. 3ammudpyiitre coBo «CJIOH» 6urpammusiM mudpom Ineiidepa.

Y ! ) b B
X T €] H )
i r JI b I1
M A I 3 P
C E A bl K
10 )| 1] 14 X

a) BAbU.

6) IIADB.

B) OIIYBI.

r) bIIL3.

12. ITycth nepectanoBka T mpencraBiieHa CiIeayomenl Ta0IuIei:
1(2(3|...[n=5[n-4|n-3|n-2|n-1|n
5[6]7].../n=1] n 1 2 3 |4

13. Kakoii Bux nmeeT nepecTaHoBKa oOpaTHasi nepectaHoBke 17

a.
1/2]3 n-5/n-4/n-3|n-2|n-1|n
1123 n-5/n-4/n-3|/n-2|n-1|n
0.
1/2]3 n-5/n-4/n-3|n-2|n-1|n
4132 10 9 8 7 6 |5
B.
1123 n-4/n-3|n-2|n-1|n
415]6 n-1] n 1 2 |3
I.
1 2 3 [4]5].../n=-3|n-2|n-1| n
n-3|/n-2|n-1|njl]|...|n-7|n-6|n-5|n-4

14. 3ammdpyiite ¢ nomoubo oTKpsITOro Kitova (8051, 5) kpunrocucremsl RSA coobuienue

m = 10.
a) 8051.
0) 3388.
B) 1949.
r) 12.

15. Kakoe cBoiicTBO 0€30IaCHOCTH TapaHTHUPYET, YTO YYACTHHUKY KPHNTOIpadhuuecKoro
NPOTOKOJIa IIEJIOCTHOCTH TIOJYYE€HHOTO COOOUICHHS W €ro COo3JaHue J0 MOMEHTa
MOJIy4YEHHUs1, HO HE TapaHTUPYET 3alUTY OT MOBTOPHOM OTHPAaBKU COOOILIEHHUs?

a) CBOICTBO «ayTEeHTU(PUKAIUSI CTOPOH.

6) CBoiicTBO «ayTeHTU(UKALINS UICTOUHUKAY.
B) CBOMCTBO «MHBapUaHTHOCTb OTIPABUTEISI.
r) CBOMCTBO «ayTeHTH(UKALINS COOOIICHUS.

16. Kakoe cBO#CTBO 0€30MacHOCTH TapaHTUPYET, YTO YYACTHHKY KPHITOrpadudecKoro
IOPOTOKOJIa, YTO YYACTHUKH, HAYaBIIME MCIOJHEHHE MPOTOKOJA, HE H3MEHWJIHCH C
TEYEHUEM BpEMEHN?

a) CBOMCTBO «ayTeHTH(PUKALNA CTOPOH.

6) CBOIicTBO «ayTeHTU(DUKAIMS UCTOUHUKAY.
B) CBOWCTBO «MHBAPHAHTHOCTH OTHPABUTEIS.
r) CBOMCTBO «ayTEeHTU(PUKAIUSA COOOIIEHUS.

BepHbIii 1 TTONMHBINA OTBET HA BOMPOC TECTa OIEHMBAETCS B 1 Oami, UIsl MPOXOXKIACHUS
TecTa HeOOXOAMMO BEPHO U MOJIHO OTBETUTH HAa HE MeHee ueM 60 TPOIIEHTOB BOIIPOCOB TECTA.
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TeMbl NpaKTHYECKUX 3aHATHI

Tema npakTuyeckoro 3ansaTus mo reme 3.1
BBenenne B uH(pOpPMAIHOHHYIO 6€30MACHOCTH OMEPAIMOHHBIX CHCTEM

OcHOBBI pa0OTHI ¢ TIpolieccaMu, BBOIOM-BeIBOIoM U (haimamu B OC Windows u Linux.

Tema npakTH4YeCKOro 3aHATHS O Teme 3.2
NudpopmannonHas 0€30MaCHOCTb ONEePANMOHHBIX cucTeM ceMeiicTBa Windows.

OcHoBrI 00ecnieuenns 6eszonacaoctu B OC Windows.

Tema npakTuyecKoro 3aHsATus mo reme 3.3
HNudopmanuonHasi 6e30NaCHOCTH ONEPAIMOHHBIX CHCTeM ceMelicTBa Linux

OcHoBbl 00ecnieuenus 6eszonacuoctu B OC Linux.

Tema NMPAKTHYIECCKOI'0o 3aHATHUS 110 TEME 4.1
BBenenue B APXUTEKTYPY JOKAJIBHBLIX BLIMUC/IUTEC/IBbHBIX ceren

CereBoil cuudep Wireshark. 3nakoMcTBO ¢ hunpTpaMu nakeTos.

TeMbl NPAKTHYECKOT0 3aHATHS 110 TeMe 4.2
CeteBble YIpo3bl M METObI MPOTHUBOAECHCTBUS UM

WNHuBeHTapu3anus M HOUCK YysA3BUMOcTell ¢ ucnoib3oBaHueM Open Vulnerability and
Assessment Language.

CereBoii ckanep Zenmap. Hcnons3oBaHWe CETEBOrO0 CKaHEpa JJisi  BBISBICHUS
YSI3BUMOCTEH YpOBHS CETH.

Bupycel, nX BBIABIECHHE W YCTPAHEHHE C HCIIOJIB30BAHUEM CIEHHAIN3UPOBAHHOTO
IPOTPaMMHOT0 00eCTIeUeHHS.

Tembl npakTHYeCKOro 3aHATHS MO TeMe 4.3 MekceTeBble IKPaHbI
bpanamaysp Windows. Pa3paboTka nmpaBHi MEXCETEBOTO SKPAaHHUPOBAHHMS.
Bupryansnas uadpacrpykrypa Eve-NG.

MexceTeBoi OKpaH Ha rpaHUIC CCTH. HaCTpOﬁKa IMpaBUJI MCIKCETCBOTO SKPAHUPOBAHU.

TeMbl NPAKTHYECKOT0 3aHATHS 10 Teme 5.1
BBenenue B kpunrorpaguyeckue MeToAbI 3a1MThHI HHpopManuu

HcTtopuueckue mudps! mudpoBaHue 1 pacmudpoBaHue.
JlonoTHUTeIbHBIE 32JaHUSA [JIs1 CAMOCTOATEIHLHOI0 pelleHHs

JonosiHuTebHbIE 3a1aHus 10 Teme 1.1 IIpaBoBbIe 0CHOBBI 00ecneYeHHs
HH(}OPMaALMOHHOM 0€30IaCHOCTH

Kakas wundopmanus mnpexacraBmser s Bac 1nenHocts? Kakue XapakTepUCTHKH
nH(popMallMOHHOHN Oe3omacHocTH Bbl ObI X0Tenu obecneunTs A Takoil nudopmannn?
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2. Bribepere kakoif-muOo Bux neHHou s Bac mndopmanum. B xakux ¢gopmax MoKeT
OBITH MPEJCTABJICH 3TOT BUJ HH(MOpMAIUn?

[IpoananusupyiiTe: K KakuM BHJ1aM TaiiH Bbl MokeTe uMeTh 1ocTyn?

[Ipoananu3upyiite: kKakue cBs3aHHbIC ¢ BaMu TaHHBIE MOTYT SIBISIThCSA TaltHaMU?

Hw

JonosiHUTeILHBIE 3a1aHus] 110 TeMe 1.2 3ammTa nepcoHaIbHBIX TaHHBIX

1. Onumurte cxeMmy HH(POPMAIMOHHBIX IIOTOKOB Bammx mepcoHanbHBIX JaHHBIX B

YHusepcurere.

Onumure cxemy HHPOPMAIIMOHHBIX TOTOKOB Barminx nepcoHalbHbIX JaHHBIX B baHke.

3. Ilpoananm3upyiite: Bcerga U (Koraa 3To HeoOxomumo) ¢ Bac B3umaroT coriacue Ha
00paboTKy NHepcOoHANbHBIX NaHHBIX? Bceerma nu 3TO IMPOUCXOAUT B COOTBETCTBUHU C
3aKOHOJATEIbCTBOM?

4. Tlpoananu3upyiiTe: B Kakux cutyauusix Bbl naBamm corimacue Ha 00paboTky Bammx
crienManbHbIX JaHHbIX? He ObU10 JI1 3TO U3IUIIHUM?

5. Ilpoananu3upyiiTe: B Kakux cutyauusx Bbl naBamm corimacue Ha 00paboTky Bammx
ouomerpuueckux nqaHHbix? He ObU10 J11 3TO U3IUIITHUM?

no

JlonotHUTeIbHBIE 3a1aHusA M0 TeMe 1.3 Opranu3anuoHHbIe OCHOBBI 00ecTeYeHust
HH(OPMAIHMOHHOI 0€30MACHOCTH

Pa3paboraiiTe Mmoaens HapymmTens A Barieit nomaiHeit ”HGOPMAIIMOHHON CHUCTEMBI.
Pa3paboraiiTe MOJEIIb HAPYIIUTENS JIJIs1 KOMIIBIOTEPHOTO Klacca Y HUBEPCUTETA.
Pa3paboraiite Mmoaens yrpo3 ais Bamieii qomaniHeit ”HQOpPMAIIMOHHOM CUCTEMBI.
Pa3paboraiiTe MOEIIb HAPYIIUTENS JIJIsl KOMITBIOTEPHOTO Klacca Y HUBEPCHUTETA.
[Ipennoxute cpencrsa 3amuThl HHPOpMaluu i Bameit qomarHeit nHbopManoHHON
CHUCTEMBI.

6. Ilpemnoxute cpeactBa 3amuThl HUHGOpPMAaMM JUIsi  KOMIIBIOTEPHOTO  Kiiacca
YHuBepcurera.

agrwbdE

JlonoJiHUTe/ILHBIE 3a1aHKs 110 TeMe 2.1 ApXUTEeKTypa KOMIbIOTepa

1. U3yuute Bam mnepcoHanabHBI KOMIBIOTEP U COBPEMEHHBIE TaJKEThl, KOTOPHIMU BbI
nosab3yerecb. CpaBHUTE UX XapaKTEPUCTUKU: ObICTpoJeiicTBHE, 00BEM ONEpPaTUBHOW U
BCIIOMOTaTEJIbHOM NTaMATH, CKOPOCTh 1OCTyIa B MIHTEpHET.

JonosiHuTebHbIE 3a1aHus 110 Teme 3.1 BBenenue B nH(popManuOHHYI0 0€30MaCHOCTH
ONepPAlMOHHBIX CHCTEM

OC Windiws
1. Ortkpoiite 6pay3ep Internet Explorer. Haiinute ero naentudukaTop mporecca, OTKPHIThIC
COEIMHEHUs 1 0a30BbII IPHOPUTET.
2. Ortkpoiire Opayszep Chrome. Haiimute ero wuaeHTudukaTop mporecca, OTKPBITHIC
COEIMHEHUS 1 0a30BbII IPHOPUTET.
3. 3amyctute npmioxenue «biaokHoT». Haitnure daiiibl OTKpBITHIE MporeccoM «BIoKHOT
¢ momMotIsio yruiutsl Process Explorer.

OC Linux
HaﬁHHTe IIATh CaMbIX Tpe6OBaTeJ'II)HBIX K IIaMATH IpoHeCCoOB.
OrtkpotiiTe Opay3ep ¥ HaflIUTe OTKPHITHIE COEAUHECHUS.
BeiBequTe comepKMMO€e IUPEKTOPHH /etc.
BeiBenute conepkumoe aupekropuu /etc/schedule.

NS
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JonosHuTebHbIE 3anaHus o TeMme 3.2 UndopmanmoHHasi 6€30MacHOCTb
ONepanuOHHBIX cucTeM cemeilictBa Windows

Cozpaiite nonp3oBatens «Anuca». Hasnaubre el mapons. Cozpaiite rpynmy
«HenoBepeHHbIE MOIb30BATETN .

CoszpaiiTe nupekTopuio, cojaepkaniyro dainel. HazHaubTe Alnce mpaBa JOCTaTOYHBIC
JUTsl OTOOpaXkeHHUs CIIUCKOB (DaiijIoB U MEepeXoJ0B B AUPEKTOPUU U €€ MOATUPEKTOPHSIX, a
TaKke yTeHHs (PaijoB B TUPEKTOPUHU M ee moaaupektopusx. IIpoBeprTe, uto Anmca
MOJKET MPOCMaTpUBaTh (aibl.

3amperute rpymnne «HemoBepeHHbIE MONB30BATENM» JIFOOOW JIOCTYNl K CO3AaHHOU
JTUPEKTOPHH, €€ MOJAUPEKTOpUsAM, a Takke K (aiilaM BHYTpU ITUPEKTOPHUH U €€
MOAAUPEKTOPHUA.

Jlo6aBbTe Anucy B rpynny «HemoBepeHHsie monb3oBareany. [IpoBepbTe, uTo Anrca He
CMOJKET MpocMaTpuBaTh (hailiibl B AUPEKTOPUH.

JonosHuTebHBbIE 3a1aHus o TeMe 3.3 UH(popmanmoHHasi 6€30MacHOCTb
onepamuoOHHbIX cucTeM ceMeiicTBa Linux

Cozpaiite nonp3oBarenst «Anuca». Hasnaubre el mapons. Coznaiite rpynmy
«HeznoBepeHHbIE OIB30BATEIN.

CoszpaiiTe nupeKTopuio, cojaepkaniyro ¢ainel. HazHaupTe Alnce mpaBa JOCTaTOYHBIC
JUIs OTOOpa)kEeHUs CIIUCKOB (ailyIoB U MEPEX0I0B B IUPEKTOPUH U €€ MOIUPEKTOPHIX, a
TaKkKe yTeHHs (PaijIoB B TUPEKTOPUH M ee moaaupekTopusx. IIpoBeprre, uto Anmca
MOYKET YUTaTh (aiibl.

C momompro CHUCKa KOHTPOJNS JOCTyNmoB 3amperute rpymme «HemoBepeHnHsie
HOJIB30BaTENN» JIIOO00H 0CTYN K BhIOpaHHOMY (aility BHYyTpH qupektopun. [Tomensiite
BJIaJIENIbIIA ATOTO (ailyia Ha Cyneproab30BaTeis cucTeMbl. PazpemuTe B 0a30BBIX IpaBax
JOCTYI K BIOpaHHOMY (haiiny kozxom 600.

Ho6aBere Anucy rpynmny «HemoBepeHHbie moib3oBarenm». [IpoBepbre, uTto Anmca He
CMOXeET IPOYNTaTh BEIOpaHHBIN (aii.

JlonoiHUTeAbHBIE 3a/1aHus 110 TeMe 4.1 BBeieHne B apXUTEKTYPY JOKAJIbHBIX
BbIYHCJIMTEJBHBIX ceTel

[IpoBeppTe AOCTYNMHOCTH JHOOOrO HcIHoib3yeMoro Bamu modroBoro cepsepa ¢
ucnosip3oBanueM yrtuiautel Telnet. Cnenyiite cratbe https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u camocTosTenabHO.
Hactpoiite mouty B moutoBoMm kiuente Thunderbird. Crenyiite cratbe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapise;j.
Pazpaboraiite punbTpsl 11 IpocMoTpa Toibko ucxoadumx ICMP-3anpocoB. Cnenyiite
cratbe https://habr.com/ru/post/211042/.

JlonosiHuTeIbHBbIE 3a/1aHus 110 TeMe 4.2 CeTeBble YIPo3bl M METOIbI MPOTHBOAEHCTBUS

1.

2.

UM

[IpoBeauTe MOMCK YSI3BUMOCTEH Ha CBOEM JOMAIHEM IE€PCOHAIBLHOM KOMIIBIOTEPE,
03HAKOMBTECh C OMMCAHWEM BBISBICHHBIX YSI3BUMOCTEH, ONpENEINTe HACKOJIBKO OHH
KpuTHuHsbI 1o mkaine CVSS, n ycrpanure ux.

[IpoBeprTe, ycTpaneHa mum ysa3Bumocte CVE-2017-0144 Ha Bamem JOMariHeM
KOMITbIOTEpE, U YCTAaHOBUTE OOHOBIIEHHE OE€30MacCHOCTH B CIydae, €CIU YA3BHUMOCTb
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npucyrctByet. Crenyiite cratbe https://support.microsoft.com/ru-ru/help/4023262/how-
to-verify-that-ms17-010-is-installed.

3. Uzyunre ys3Bumocth CVE-2014-0160, cnenys cratesim  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-
heartbleed.pdf.  IlepBas cratess mpexactaBiusieT CcoOOM  HEOONBIION  KOMUKC,
HOKa3BIBaIOIHHI>'I, HACKOJIBKO oOIlaCHAa M JICTKO HMCIIOJIB3yE€Ma 5Ta YA3BUMOCTD. BTOpaH
CTaTbd TMPCACTABJIACT coboit HOI[pO6HO€ OINMMCAHUC YA3BUMOCTH, IOCICACTBUA CC
HCIIOJIb30BAHUA U PUCKHU.

JonosiHUuTe/ILHBIE 3a1aHKsI 110 TeMe 4.3 MeskceTeBble IKPAHBI

1. 3amenute y3me1 Hacker m Victim Ha y37bI 110 yNpaBJICHHEM ONEPAIIMOHHOW CHUCTEMBI
Windows 1 00patuTech K UX CETEBBIM pecypcaM 1o npotokony SMB. Crnenyiite craTthe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
host-on-the-eve/.

JonosHuTtebHbIE 3a1aHNs 110 TeMe 5.1 BBenenune B kpunrorpapuueckue MeToabl
3ammThI HHGoOpMaIHH

1. ammdpyiite u pacmudpyiite cooduienne «5 Teds ao0m0!» BceMu U3BEeCTHBIMU Bam
UCTOPUYECKUMHU IIUPPAMHU.

Kpurtepuu oneHky NpakTH4eCKOr0 3aHATHS.

3a MpakTHUYECKOE 33JaHUE BBIMOJHAETCS OJHA U3 OLEHOK: «OTJMYHO», «XOPOLIO0Y,
«y10BJIETBOPHUTEIbHOY, KHEYT0BJIETBOPUTETHLHO.

OneHka «OTJHYHO» BBICTABIISIETCS, €CIU CTYACHT aKTUBHO paboTaeT B TEUEHUE BCETO
MPAKTUYCCKOI'0 3aHATHA, AAaCT BCPHBIC W IIOJHBLIC OTBCTBI Ha BOIIPOCHI MpEHIoAaBaTeisd H
MOKa3bIBaeT MpH ATOM IIyOOKOE OBJa/JIeHUE JIEKIMOHHBIM MaTepUaloM, BCE YacTH 3aJaHUs
BBITIOJTHCHBI BCPHO (HOHYCKEIIOTCSI HeOOJIbIIINE HETOYHOCTH, HE€ ABJLIIONIUECA CICACTBHUEM
HE3HaHMsS WIM HENOHMMaHMsA ydeOHoro marepuaina). PaboTa BBINONHEHA CaMOCTOSITEIBHO.
Pabora cnana ¢ cobmonenneM Bcex cpokoB. CoOtoieHbI Bee NpaBuiia 0pOpMIIEHHS.

OneHka «XOpowo» BBICTABIIAETCS, €CIIU CTYIEHT aKTHBHO pabOTaeT B TEUEHHE BCETO
MPAKTUYCCKOro 3aHATUA, HacT BEPHBIC, HO BO3MOXHO HCIOJHBIC OTBETHI Ha BOIIPOCHI
IpernoJiaBaTess U MOKa3blBaeT MPU 3TOM CBOOOJHOE BIIAJICHHE JICKIIMOHHBIM MaTepHalioM, Bce
YaCTyu 3adaHWs BBIIIOJIHCHBI BEPHO (I[OHYCKaIOTCH HETOYHOCTH, HE ABIAIOIIUECA CICACTBHEM
HE3HaHMS WJIM HENOHUMaHMsA YydeOHoro warepuana). PabGota B 1eJOM  BBIIOJHEHA
CaMOCTOSITENIbHO, BO3MOKHO C KOHCYJbTalMe npenonasarens. Pabora ciana ¢ cobmoneHneM
BCEX CPOKOB. JlONMyCKalOTCsl HE3HAUYUTEIbHBIE HEJJOYETHI B O(OPMIICHHH.

Ouemca «YAOBJIETBOPUTEJIBHO» BLICTABIACTCA B TOM CiIydac, KOorga CTyaACHT B LCJIIOM
OBJIaJIe] CYThIO BOMPOCOB IO JAHHON TeMme, OOHApy>KUBAET 3HAHUE JIEKIIMOHHOI'O MaTepuaa.
HpI/I O3TOM Ha 3aHATHUU BEIACT ce0s IMaCCMBHO, AA€T HCIOJHBIC OTBETHI HA BOIIPOCHI, JOITYCKACT
OLIMOKH MPH OCBEIEHHUH TEOPETHUYECKOr0 MaTepualia, He MOKET 00OOIIUTh U CIeNIaTh YeTKUe
Joru4eckre BbIBOABI. PaboTra crana c omo3gaHueM He Oojee nByX 3aHsaTHH. [lomyckarorcs
HE3HAUUTENIbHbIE HEJOUETHI B 0()OPMIICHUH.

OneHka «Hey10BJIeTBOPUTEIbHO» BBICTABISIETCS B CIIydae, KOTJa CTYACHT OOHAPYKUIT
HECOCTOSITENIbHOCTh OCBETUTH BONPOCHI MJIM BOIPOCHI OCBEIIECHBI HEMPaBUIbHO, OECCUCTEMHO, €
rpyObIMH  OIIMOKaMH, OTCYTCTBYIOT TIOHMMAaHHUSI OCHOBHOM CYTH BOIIPOCOB, BBIBOJBI,
000011eHNs, OOHApyKeHO HeyMeHHMe pemaTh ydeOHble 3amaud. OOyuaromuiics He MOXeT
BBITIOJIHATH paboTy 6e3 momoinu npemnoaaBatens. PaboTta ciana ¢ HapyleHrneM CpoKoB (IT03/1HEe
4yeM uepe3 J1Ba 3aHATHs). B oopMiieHnu npucyTCTBYIOT 3HAUUTEIbHBIE HEJJOYETHI.
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2. CIHCOK BONPOCOB M (MJIM) 3aIaHUI JIJIS TPOBeeHUsI MPOMeKYTOUYHOI aTTecTAlNU

Bonpocsl k 3a4ety

=

OcHoBHBIE TpaBa rpakaaf B cepe 00paboTKH U 3aIlUThl HH()OpMAITUH.

2. OCHOBHBIE TPUHIUIBI MPABOBOTO PEryJMpPOBaHUS B 00jMacTu 0OOpabOTKM M 3alIHTHI
nHpopmanuu.

3. Hudopmanus. OCHOBHBIE CBOICTBa 0€30MacHOCTH MH(POPMAIUU: KOH(UACHIIHAEHOCTD,
LIEJIOCTHOCTb, IOCTYITHOCTb.

4. Bwuapl nHGOpMaIMK 1O TOPSAKY TOCTYNA U PaCIPOCTPAHEHUS.

5. Orpanuuenue goctyna Kk mHGopmanuu. 3amura nHpopmanuu. OObEKThI 3alUThL. Bubl
TalH.

6. MudopmanmoHHbIe TEXHOIOTUH U UH()OPMAIIIOHHBIE CUCTEMBI.

7. OGmagarens nHGOPMAIMH U ONIEpaTOop HHGHOPMAITHOHHON CHCTEMBI.

8. OTBeTCTBEHHOCTH B chepe 00pabOTKHU U 3alTUThl HHPOPMAIIUH.

9. TlepcoHasbHBIC JaHHBIC M IPHHLIUIIBI KX 00PaOOTKH.

10. Buzpl nepcoHaibHBIX JaHHBIX: ClIEUalbHbIe, OMOMETPUYECKHUE U OOLIEIOCTYIIHbIE.

11. YcnoBust 00paboTKH MEPCOHATBHBIX TAHHBIX.

12. Cornacue Ha 00pabOTKY MEePCOHATBHBIX TAHHBIX.

13. TpancrpannyHas epegada NepcoOHATBHBIX TaHHBIX.

14. TlpaBa cyOBEKTOB EPCOHAIBHBIX JAHHBIX.

15. OnepaTop nepcoHaNbHbIX JaHHBIX U €r0 00sS3aHHOCTH.

16. Meps1 obecriedenusi 0€30MaCHOCTH NEPCOHANIBHBIX JAHHbIX.

17. KoHTpoJib ¥ HaJ130p 32 BBIIIOJIHEHUEM Mep 10 00ecredeHHIo 0€30I1aCHOCTH.

18. YnomHOMOUEHHBIH OpraH 1o 3aluTe IpaB CyObEKTOB MEPCOHAIBHBIX JJAHHBIX.

19. [MocnenoBaTeBHOCTH ASHCTBHIA IO 3alUTE HH()OPMAITHIH.

20. BoisiBieHue 1 aHaIN3 HHGOPMAIIMOHHBIX aKTHBOB.

21. ®opmupoBaHue TPeOOBAHUII O 3aIUTe HHPOPMALIUH.

22. Tloaxo/1bl K MOJICIMPOBAHUIO HAapyIIUTENIeH HHPOPMAIIMOHHON 6€30IaCHOCTH.

23. Yrpo3sl ”HPOPMALIMOHHOM O€301acHOCTH.

24. CpenctBa 3amuThl HHGOPMAIIUH.

25. Iporeccopsl.

26. OcHoBHas (K2II M ONIEpaTUBHAS) TAMSITh.

27. BciomorarenbHast MaMSITh.

28. YcrpoiicTBa BBO/1a-BbIBO/IA (ILIMHBI, MOHUTOPHI, IPUHTEPHI).

29. YcrpoiicTBa BBOa-BbIBOJIA (KJIABUATYPhI U MBIIIIH, BEO-KaMepbl, MUKPO(POHbI).

30. O6muii ciocod xpaHeHus U 00pabOTKH HHPOPMAINH B KOMITBIOTEPE.

31. TloHsTHS OnepalimoHHON 1 (HaliIOBOI CHCTEM.

32. CyOBeKTsl, 00bEKThI, METO/IbI U TIPaBa JI0CTYIIA, IPUBUIIETHH CyObEKTa JOCTYIIA.

33. JIuckpennnoHHOE yIpaBJICHUE TOCTYIIOM.

34. MaHjaTHOe yIpaBJI€HUE TOCTYIIOM.

35. UnenTuduranus, ayTeHTUOUKAIIS 1 aBTOPH3AIIHS.

36. YnpaBiieHue JOCTYIIOM B OIIEPAIlMOHHBIX cucteMax cemeiicta Windows.

37. Unentudukanus, ayTeHTH(QHUKAIMSA W aBTOPU3AIMs B ONEPAIMOHHBIX CHCTEMax
cemeiicrBa Windows.

38. Peanmu3aius ayuTa B ONIepallMOHHBIX CHCTeMax cemericTBa Windows.

39. YnpasieHue AOCTYIIOM B ONEPAIIMOHHBIX CUCTEMax cemeiicTBa Linux.

40. Unentudukanus, ayTeHTH(QHUKANWS W aBTOPU3AIMsl B OIEPAIMOHHBIX CHCTEMax
cemeiictBa Linux.

41. Mopens ISO/OSI.

42. ApXUTEKTypa 1 OCHOBHBIE IIPOTOKOJIBI JIOKATBHBIX BHIYMCIUTEIBHBIX CETEH.
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43. Knaccudukaium ceTeBbIX yrpo3, YI3BUMOCTEH U aTak.

44, CeTeBblc aTaky Ha Pa3InYHbIX ypoBHAX Mojaeau 1ISO/OSI.

45. Knaccudukanus BpeI0HOCHOTO IPOTPaMMHOTO 00ecTieueHHs.

46. [Ipu3Haky MPUCYTCTBUS BPEJOHOCHOTO MPOrPAMMHOI0 OOECIIeUEHUSI.
47. Metonbl 0OHapyKEHUS BPEAOHOCHOTO MTPOIPAaMMHOTO 00ecreueHHsI.
48. MecTo U pOoJIb MEXKCETEBBIX SKPAaHOB B 00ECIICYCHUH CETEBOM 0€30MMacHOCTH.
49. Kinaccudukaimsi MeXCEeTeBbIX 3KPaHOB.

50. OcHOBHBIE BO3MOKHOCTH MEXKCETEBBIX KPAHOB.

51. JlocTOMHCTBA U HEIOCTATKU MEKCETEBBIX IKPAHOB.

52. I[locTpoenue npaBuil GUIBTPAIUH.

53. Kpunrorpadus 1peBHEro Mupa.

54. Kpunrorpadgus cpeTHIX BEKOB.

55. Kpunrorpadus snoxu Bo3poxaeHus.

56. Kpunrorpadust HoBoro Bpemenu.

57. CummeTpuyHasi 1 aCHMMETPUYHAsT KPUIITOTpadus.

58. BoIYHCIUTENBHO CIIOKHBIE 33/1a4U MAaTEeMATHUKH.

59. Kpuntocucrema RSA.

60. [TonsaTre KpUNTOrpaPUIECKOro MPOTOKOIA.

61. CBoiicTBa IPOTOKOJIOB, XapaKTEPU3YIOIIHE X 0€30IacCHOCTb.

62. Cxembl IU(PPOBOI TOIHCH.

HpaBI/IJIa BbICTABJICHHUA OLICHKHN HA 3a4eTe.

B Mpouecce 3a4cTa Tpe6yeTc;1 OTBCTUTb HA OJHH U3 IIPHUBCACHHBIX BLIIIC BOIIPOCOB. Ha
MMOATOTOBKY K OTBCTY HAaCTCA HC MCHEC 1 aKaI€EMHUYCCKOro gyaca.
ITo uToram 3auera BEICTaBIISICTCS OJHA U3 OLICHOK: GBadTCHO», «HEC 3a4YTCHO».

Onenka «3a4YTeH0» BBICTABIAECTCA CTYIEHTY, KOTOPBIM JEMOHCTPUPYET BIaJCHUE
coJiepsKaHMEM MaTepuaja UM HNOHSITUHHBIM anmnapaToM TEOPUHU IICEBJIOCTyYalHBIX M€HEPaTOPOB;
YMEET CBS3BIBaTh TEOPUIO C MPAKTUKOH. B oTBEeTE MOryT NONyCKaThCs OTIENbHBIE HETOYHOCTH
(HecyliecTBEHHblE  OMIMOKM), KOTOpbI€  MCHPABISAIOTCS  CaMUM  CTYAEHTOM  IOCJe
JIOTIOJTHUTEBHBIX U (WIM) YTOUHSIOUIMX BONPOCOB SK3aMeHaTopa. Ha yacTh OMONHUTENBHBIX
BOIIPOCOB CTYJIEHT MOKET HE JIaTh OTBET WJIM JJaTh HEBEPHBIA OTBET.

Onenka «He 3a4TeHo» BBICTABIAETCS  CTYIEHTY, KOTOpPBIM JI€MOHCTPUPYET
pa3po3HEHHbIE, OECCUCTEMHBIE 3HAHUS; OECHOPSIOYHO M HEYBEPEHHO H3J1araeT MaTepHai; He
YMEET BBIIEIATH [NIABHOE U BTOPOCTENIEHHOE, HE YMEET COEUHATh TEOPETUUECKUE MTOJIOKEHHUS C
MPAKTUKOM; AomycKaeT rpyOble OIIMOKHU MPH OIpe/IeIeHUH TIOHATUM, BCIEICTBUE HETTOHUMAaHUS
UX CYLIECTBEHHBIX U HECYILIECTBEHHBIX IPU3HAKOB U CBSI3€H; 1a€T HEIOJIHbIE OTBETHI, JIOTHKA U
MOCJIEI0BATENbHOCTh H3JIOKEHUS KOTOPBIX MMEIOT CYIIECTBEHHbIE M MNPUHLHUIHAIbHbBIE
HapylIeHHs, B OTBETAX OTCYTCTBYIOT BBIBOJbl. J(ONOJHUTENBHBIE M YTOYHSIIOIIME BOIPOCHI
9K3aMEHAaTOpa HE TMPUBOASAT K KOPPEKLUUU OTBETOB CTyJdeHTa. Ha OCHOBHYyIO 4YacTb
JIOTIOITHUTEIIBHBIX BOIIPOCOB CTYAECHT 3aTPYyIHSAETCS 1aTh OTBET MUJIU 1a€T HEBEPHBIE OTBETHI.

Onenka «He 3auTeHO0» BBICTABISAETCS TAKXKE CTYIECHTY, KOTOPBIH B35J1 3K3aMEHAI[MOHHBII
OuseT, HO OTKAa3aJCs J1aTh Ha HETO OTBET.
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IIpunoxenne Ne2 k paGoueil nporpamMme AUCHHUIIIMHBI
«be3onacHocTh B COBpeMeHHOI MH(OPMAIIMOHHOI cpe/ie»

MCTOIIH‘ICCKHC YKazaHusd AJ1d oﬁyqamumxcn 110 OCBOC€HHUI0 JHUCHHUITIINHbI

OcHoBHOI (hopMOH H3I0KEHUs ydeOHOro Mmarepuana Mo AucUMILIMHE «be3omacHocTs B
COBPEMEHHOW WH(MOPMAIIMOHHON cpene» SBISIOTCS JIEKLIUH, YTO CBS3aHO, IPEXKIE BCEro, C
HOBM3HOH Marepuana [yl oOyuaromuxcs. [1o O0JbIIMHCTBY TEM NPEayCMOTPEHBI IPAKTUYECKHE
3aHATHSL, LENbI0 KOTOPBIX SBJIAETCS 3aKpEIUIEHHE JIEKIUMOHHOIO MaTepuaja IyTeM pEeLIeHUs
crieliaibHbIM 00pa30M OJOOPaHHBIX PAKTHUECKUX 3a7ad.

JUiga  ycremHoro OCBOEHHS JAMCLUMILIMHBI BaXHO CAMOCTOSATEIbHOE HU3YYEHHE
TEOPETUYECKOI0 MaTepuana U pellieHHe NPaKTUYEeCKUX 3aJ]ad, Kak B ayJUTOPUU, TaK H
CaMOCTOSITENIEHO B KAYECTBE CaMOCTOATENBbHOM paboThl. [IprmMeps! perenus 3a1ayd pa3ouparoTcs
Ha JIEKLUAX M MPAKTHUECKUX 3aHATUAX, IIPU HEOOXOAMMOCTH IO Hambosee TPYAHBIM TeMaMm
IPOBOASTCS JOTOJIHUTENbHbIE KOHCYJIbTalluu. OCHOBHAS 11€J1b PELICHMsI IPAKTUUYECKUX 3a7au —
[IOMOYb YCBOUTb OCHOBHBIE IMOHATUS HH(MOPMALMOHHOM OE€30MaCHOCTH, UX OIpEIeNeHHs, a
TaK)kKe OCHOBHBIE METOJBI U CpencTBa obecrmedyeHus MH(opmannoHHON Oe3zomacHocTH. [lms
peleHus 3ajad HeoOXOAMMO HE TOJBKO 3HAaTh, HO M IOHMMATh JIEKLIMOHHBIA Marepual.
[Toaromy B mpouecce H3yuyeHUs JTUCLUIUIMHBI PEKOMEHIYeTCsl peryispHas paboTta c
KOHCIIEKTaMU JIEKIIUI ¥ PEKOMEHIOBaHHOM JTUTEPaTypOH.

bonbiioe BHMMaHME MOJKHO OBITH YJIENIEHO CaMOCTOsATENbHOW pabore. B kauecTBe
3aJJaHUN JJI CaMOCTOSITENIbHON PaboOThl JoMa CTyJEHTaM IpeJlararoTcs 3a/laud, aHaJOrHYHbIe
pa300paHHBIM Ha JIEKIUAX U IPAKTUUECKUX 3aHATHAX UM CXO0KHE C HUMH.

JUis MpOBEPKHM M KOHTPOJISL YCBOCHMS TEOPETUYECKOTrO MaTepuala, MpHOOpPETEHHBIX
IIPAKTUYECKUX HABBIKOB pAaOOThl ¢ OCHOBHBIMHM MOHATUSMHU B TE€UEHHE OOYUEHHs IMPOBOJSATCS
MEpONpPUATHS TeKyIIeld aTTecTalluy B BHUJE TECTUPOBaHUU. Takxke MPOBOJATCS KOHCYJIbTallUU
(mpu HEoOXOJMMOCTH) MO JIEKIMOHHOMY Marepuainy M pa30opy HEKOTOpPbIX 3aJaHui i
CaMOCTOSITENIbHON PabOTHI.

B KoHIe u3ydyeHMs IUCHUIUIMHBI CTYIEHTHl CHAIOT 3a4yeT. 3adyeT IPOBOAMUTCA Ha
OCHOBAHMH BBINIOJHEHHUSI TECTOBBIX 33JaHUN M coOece0BaHUS Ha OCHOBAHUU CIMCKa BOMPOCOB
K 3a4€eTy, KOTOPBIA OXBATHIBAET IMOJIHOCTHIO BCIO MIPOrPaMMYy JTUCHUIUIHHBI.

YueOHO-MeTOAMUECKOE 00ecTeueHne
CaMOCTOSITEIbLHOM paﬁoTbl CTYACHTOB IO TUCHMIIJINHE
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