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1. llesin ocBOEHUS AUCHMILIMHBI

JucuuruimHa «be30macHocTs B COBpEMEHHON MH(pOPMAMOHHON cpene» olecreynBaeT
npuoOpeTeHne OOyYarOIIMMHUCS 3HAHWM, yYMEHUH HW HaBbIKOB 1o KomrereHmuu OIIK-5.
«CrnocobeH TOHMMATh TPUHIUIBLI PaOOTHl COBPEMEHHBIX HH()OPMAIMOHHBIX TEXHOJOTHH W
UCIIONIB30BAaTh WX MJIA pelIeHds 3a7ad MpodeccHoHalbHON AesTrenbHOCTH» DenepanbHOro
rOCYJapCTBEHHOTO 00pa30BaTEIbHOTO CTAaHAAPTa BBICIIEr0 OOpa30BaHUS IO HAIPABICHHIO
noaroroBku 46.03.01 Vcropus.

OCHOBHOH L€NbI0 W3Y4YEHMs IUCLUIUIMHBI SIBJISETCS TEOPETHYECKas M NpPaKTUYECKas
MOJIFOTOBKA O0YYaIONINXCs K JEATEIbHOCTH, CB3aHHOMN ¢ MPUMEHEHUEM COBPEMEHHBIX CPEICTB
U METOJIOB 3aIUTHI HH(GOPMALUK B MOBCEIHEBHON M MpodeccHoHabHON JesTeabHocTH. Kype
JaeT MPEJCTABICHUE O MECTe M POJIH MH(POPMAIMOHHON OE30MacCHOCTH B COBPEMEHHOM MUDE.
Ero um3yuyenuwe naer BO3MOXXHOCTb CO3HATENBHOTO HCIOJIb30BAaHUS, OOPaOOTKH M 3allUTHI
uHpopmanuu.

2. MecTo IMCUMILIMHBI B CTPYKTYPe 00pa30BaTe/IbHOI MPOrpaMMbl

JlaHHast TUCIUIUIMHA OTHOCHUTCS K 00513aTEIbHOM YacTH 00pa30BaTeIbHON MPOrPaMMBI.

JuctummmHa «be30nmacHOCTh B COBPEMEHHON MH(DOPMAIIMOHHOM Cpefiey UTPacT BAXKHYIO
poJIb AMist o01IenpoecCHOHANTBHON MOATOTOBKH 00y4aroIerocs.

3. Illlanupyemble  pe3yJbTaTbl  O0y4YeHHMsl 10 JMCHUILUIMHE, COOTHECEHHbIe ¢
IUIAHNPYeMbIMH pe3yabTaTamu ocBoeHusi OIl 6akanaBpuara

[Tponiecc n3ydeHus: AUCIUILIMHBI HANIPaBJieH Ha (OPMHUPOBAHUE CICAYIONTNX KOMITCTCHITHIA
B cootBeTcTBUU ¢ ®I'OC BO, OOII BO u npuobpetenust cieayonx 3HaHul, yMEHUH,
HABBIKOB U (MJIM) OMbITA JIEATEIbHOCTH:

Dopmupyemas Nuaukarop 10CTHKEHUSA Ilepeyennb
KOMIIeTeHIU KOMIETEeHINU IUIAHHPYEMBIX Pe3yJIbTATOB 00y4eHHs
(xox u (xox u popMyIHpPOBKA)
¢dopmyaupoBKa)
Oo6menpodeccuoHaTIbHbIE KOMIIETEHIMHU
OIIK-5. Criocoben N-OIIK-5.2. CriocobeH pewats | 3uams:
MIPUMEHSTh CTaH/IapTHBIE 3a/1a4H OCHOBHBIE TTOHITHA B 00J1aCTH 00pabOTKH
COBpPEMEHHBIC poheCcCHOHATBHOMN W 3ammThl  uHQOpMalMU M HMX
WHPOPMAITUOHHO- JIeITEIbHOCTH Ha OCHOBE OTIpe/IeTIeHNS; M0CJIeI0BaTENbHOCTh
KOMMYHUKAIIMOHHBIE WH(GOPMAITUOHHON 1 BBITIOHEHUST ~ paboOT MO  3alIuTe
TEXHOJIOTHH JIJIs OoubarorpaduyecKor KyJIbTyphl ¢ | UH(OPMAIIUY; KJIACCU(PUKAIUIO
peleHus NpUMEHEeHueM HHPOPMAIIMOHHO- | HapylIHTeNeH UHPOPMAITHOHHON
WCCIIEIOBATENhCKIX U KOMMYHUKAIIMOHHBIX TEXHOJIOTUH | 0€30mMacHOCTA; BHUABI W Ha3HA4YCHHE
MPAKTHYECKUX 3a/1a4 Y C Y4€TOM OCHOBHBIX CPEJICTB 3aIUTHI HGOPMAITHH.
npodecCHOHANTEHON TpeOoBaHUI HHPOPMAITUOHHOMN Ymemy:
JIeSITEIIbHOCTH Oe3omacHOCTH yCTaHaBIUBATh u OCYIIECTBIISATh
MIEPBUYHYI0 HACTPOWKY ONEpPalMOHHBIX
CHCTEM, aHTHBHUPYCHBIX CpEICTB H
MEKCETEBBIX 3KPAHOB.
Brademw Hasvikamu:
paboTel  CO  CcpeACTBAMHU  3allUTHI
nHpOpMAITUH

4. O0beM, CTPYKTYpa U coJep:KkaHue TUCHUTLIUHBI
OO01mas TpyA0eMKOCTh JUCIHUILINHBI COCTABIISAET 2 3aUeTHBIC SIMHUIIBI, /2 akaJl. Jaca.




Ne Tembl (pa3aennbl) Buabl yueOHbIX 3aHATHH, DopMbI TEKYLIET0
n/n AUCHUILINHBI, BKJIIOYAS CAMOCTOSITEIbHYIO KOHTPOJIS
HX cojlepiKaHue = padoTy CTYIEeHTOB, ycneBaeMoCTH
g U UX TPYA0EMKOCTh
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Paznen 1 (IIpaBoBble u 2 6 3
OpraHu3anMoOHHbIE
OCHOBBI
ol0ecrnieyeHust
HH$opMaALOHHOI
0e30I1aCHOCTH B
Poccuiickoit
Degepanun
Tema 1.1 (IIpaBoBbIE OCHOBBI 2 | 2 1 |Tecr
obecrieueHus
MH(POPMAIIMOHHOM
0€3011aCHOCTH
Tema 1.2 |3amura 2 | 2 1 |Tecr
MePCOHAITBHBIX
JTAHHBIX
Tema 1.3 |Opranu3annoHHbIE 2 | 2 1 |Tecr
OCHOBBI 0O€ecTieueHHs
nH(OPMALIMOHHOU
0€30MacHOCTH
6 mom yucne ¢ 30 u 6 3  |Buneonexnuun
J[OT TEKCTOBEIC
MaTepraTbl
yueOHOro mocoous,
MPE3CHTAINH, TECT B
OVK B
DemidOnline
Paznen 2 |ApxurekTypa 2 | 2 1
KOMIbIOTEPA
Tema 2.1 |Apxurekrypa 2 | 2 1 |Tect
KOMITBIOTEpa
6 mom yucne ¢ 30 u 2 1 |Buaconekmuu
J[OT TEKCTOBEIC
MaTepuabl
y4eOHOT0 1mocoowus,
MPEe3EHTAINH, TECT B




DVK B

DemidOnline
Pa3nen 3 |OcHOBBI 3 9 |Tecr
uHGOPMALMOHHOM
0e30IacHOCTH B
OnepanuoOHHBIX
cHcTeMax
Tema 3.1 |BBenenue B 1 3  |Tect
MH(POPMAIIMOHHYIO
0€3011aCHOCTD
OTIepaIIMOHHBIX
CHCTEM
Tema 3.2 |MudopmannoHHas 1 3 |Tect
0€301acCHOCTD
OTIepaIIMOHHBIX
CHCTEM CeMelCcTBa
Windows
Tema 3.3 [MudopmarnmonHas 1 3 |Tecr
0e30IMacHOCTh
oIeparMOHHbIX
CHCTEM CeMeiicTBa
Linux
6 mom yucie ¢ 30 u 3 9 |Buzgeoiekiuu
/[OT TEKCTOBBIC
MaTepuabl
yueOHOro nocoous,
MPE3CHTAINH, TECT B
OVK B
DemidOnline
Pa3nen 4 |OcHOBBI 3 9
HH$opMaOHHOI
0e30macHoCcTH B
JIOKAJIBHBIX
BBIYHCJIUTEIbHBIX
ceTsax
Tema 4.1 |BBenenue B 1 4 |Tecr
ApPXUTEKTYPY
JIOKAJIbHBIX
BBIYHCIIUTEIBHBIX
ceTen
Tema 4.2 |CereBble yrpo3bl U 1 4 |Tecr
METO/IbI
MIPOTUBOACHUCTBUS UM
Tema 4.3 |MexceTeBble SKpaHbl 1 3 |Tect
6 mom uucne ¢ 30 u 3 11 |Buneonexiuu
J[OT TEKCTOBEIC
MaTepuabl
y4aeOHOT0 1mocoows,
Mpe3eHTAIUH, TECT B
DVK B
DemidOnline
Paznen 5 [Kpunrtorpaduyecku 2 3




€ MeTO/bI 3aIIUTHI
uHopmManuun
Tema 5.1 |BBencuuc B 2 2 2 3 |Tecr

Kpunrorpaduueckue

METO/IbI 3aIlHUThI

nHpopmaruu

6 mom qucie ¢ 30 u 2 1 3 |Buzgeonekiuu

J[OT TEKCTOBEIC
MaTepuabl
y4eOHOT0 1mocoous,
MPE3CHTAINH, TECT B
DVYK B
DemidOnline

2 0,3 | 10,7 |3auer
Bcero 3a 2 cemectp 72 |16 | 16 0,3 | 37,7
Bcero 72 116 | 16 2 | 03] 377

Coaep:xanue pa3/jejioB NIPOrpaMMbl JTUCHUILIUHBI
«be3onacHOCTh cOBpeMeHHOIi HH(pOPMALIMOHHOI cpee»

Pa3nen 1. IlpaBoBble W OpraHu3allMOHHBbIE OCHOBBLI o0ecneuyeHHUs HHGOPMAIMOHHOM
0e3onacHoctu B Poccmiickoii @enepanun.

Tema 1.1. IIpaBoBbIe OCHOBBI 0OeciedeHHsI HHPOPMAIIMOHHOM 0€30MacHOCTH.

OcHoBHBIE TIpaBa TpaxgaH B cdepe o0paboTku M 3amuThl HHGopManuu. OCHOBHBIE
NPUHIUIBL [IPABOBOTO PETYIMPOBAaHUS B 00JacTé 00pabOTKM W 3amuThl HWH(OOPMAIHH.
Nudopmanusa. OcHOBHblE CcBoOiicTBa 0e30MacHOCTH HHGOpMaLMU: KOH(PUICHIHUATBHOCTb,
[EJIOCTHOCTh, JIOCTYIHOCTh. Buapl mHOpManmum mo mopsAKy AOCTyHa M PaclpOCTPaHEHHUS.
Orpanuuenue poctyna K wuH(opmamuu. Buael Taitn. OOnagatens  HHGpOpMAaIMH.
Nndpopmannonusie texHosoruu. WHpopmannonusie cucrembl. Oneparop uHGOpMalMOHHON
cucteMbl. 3ammra uHpopmanuu. OOBEKTHl 3alUTHl. Buabl OTBETCTBEHHOCTH B cdepe
00paboTKH ¥ 3aIIUTHI UH(POPMALIUH.

Tema 1.2. 3amuTa nepcoHaIbHBIX TaHHBIX.

[lepconanbHble JaHHBIE W MPUHIMNBI UX 00paboTkH. Buabsl nepcoHaNbHBIX HTaHHBIX:
CHelanbHble, OMOMETpUYECKHE U OOMIeTOCTYMHBIC. YCIOBHS 00pabOTKH TMEepPCOHATBHBIX
nanubix. Cormacue Ha 00pabOTKy TEpCOHAIBHBIX JJAHHBIX. [paHCrpaHUYHAs Tepeaada
MEepPCOHANBHBIX AaHHBIX. [IpaBa cyOBEKTOB MEepCOHANBHBIX AaHHBIX. OmepaTop MEepCOHATBHBIX
JAHHBIX W €ro o00s3aHHOCTH. Mepbl obOecrnieueHusi 0€30MaCHOCTH TMEPCOHAIBHBIX JIAHHBIX.
KonTponb 1 Ham30p 3a BBIMIOTHEHUEM Mep MO 00ecreueHn0 0e30MacHOCTH. Y TOJTHOMOYEHHBIN
OpraH 1o 3alUTe MPaB CYOHEKTOB MEPCOHAIBHBIX TAHHBIX.

Tema 1.3. OpranuzannoHHble OCHOBBI 00ecneueHHst HH(POpMaIlMOHHONW O€30MacHOCTH.

Kakue Bompockl craBuT mH(popmMannoHHas 6e3omnacHocTh? [locnenoBarenbHOCTh AeWCTBUN
no 3ammre uHpopmauuu. BreisBieHune u aHanu3 MHGOPMAIMOHHBIX AaKTUBOB. DOpMHpOBaHUE
TpeboBaHuii mo 3ammre WHPopManuu. [ToaXoapl K MOJSTHPOBAHHUIO HAPYIIUTENEH U yIrpo3
uHPOpPMaLIMOHHON Oe3zomacHocTH. BpIOOp CpeAcTB M METOJMOB  3aIIUTHl  MH(OPMAIMH.
BHenpenue cuctemsl 3alIUThl HHPOPMAIUU. DKCIUTyaTallsl CHCTEMBI 3allIUThl UH(pOpMaIIUH.




Pa3zgen 2. ApXxuTeKkTypa KOMIbIOTEpA.

Tema 2.1. BBeaeHue B apXUTEKTYPy KOMITbIOTEPA.

[Tpoueccopel. OcHOBHas (K311 W ONEpaTUBHAas) MaMmsATh. BcrmomoraTenbHas MNaMsTh.
YcTpoiicTBa BBOJa-BhIBO/IA (IITUHBI, MOHUTOPBI, KIIABUATYPBI M MBIIITH, BEO-KaMephl, IPUHTEPHI).
[IepcoHanbHbIE KOMITBIOTEPHI U MOOUIIBHBIE YCTPOMCTRA.

Pa3zgea 3. OcHoBbI HHGOPMAIIUOHHOM 0€30MACHOCTH B ONEPANMOHHBIX CHCTEMAX.

Tewma 3.1. BBenenne B HHGOPMAIIMOHHYIO 0€30ITaCHOCTh ONIEPAIIMOHHBIX CHCTEM.

OO6mmit cnmoco6 xpaHeHuss W 00paboTkM wHGOpMAIMM B KoMmIbloTepe. [loHsATHS
ornepauroHHOM U (aiinoBoii cucrem. CyOBeKTH, OOBEKTHI, METOABl M TIpaBa JOCTYIIA,
OpUBWIETHH CyOBbeKTa Joctyna. JIMCKpEeMOHHOE YIpaBlIeHWE JOCTYIIOM, MAaHAAaTHOE
ympaBieHue A0cTynoM. Mnentudukanus, ayTeHTUPUKALUS U aBTOpU3anus. AyTeHTU(DUKAIUS
Ha OCHOBE MMapoJiei, Ha OCHOBE BHEUIHUX HOCUTEJECH Kiltoua, OnomMeTprudeckas ayTeHTH(UKALUS.

Tema 3.2. MudopmarronHas 6e30MacHOCTh ONEPaAIMOHHBIX cHcTeM cemericTBa Windows.

VpasieHue JOCTYIIOM B ONEPAMOHHBIX cucTeMax cemeiictBa Windows. Unentudukanus,
ayTeHTHU(HKALMSI ¥ aBTOPU3AIMs B ONEPAIIMOHHBIX cucTeMax cemerictea Windows. Peanuzarust
ay/JuTa B ONEPAIlMOHHBIX cucTeMax cemeiicrea Windows.

Tema 3.3. MudopmarronHas 6€30MacHOCTh ONEPAIIMOHHBIX CUCTEM cemeicTBa Linux.

VpaBieHue TOCTYIIOM B ONEPAlMOHHBIX CHCTeMax cemeiictBa LinuxX. Maentudukanus,
ayTeHTH(UKAIMS U aBTOPHU3AIMs B OMNCPAIMOHHBIX CHCTeMax cemeiictBa Linux. Peanmsanus

ayJuTa B OIICPAlIUOHHBIX CUCTCMAX ceMmeticTba Linux.

Pa3znen 4. OcHoBbl MHPOPMAITMOHHOMH 0€30MACHOCTH B JIOKAJIbHBIX BbIYHCINTEIbHBIX
ceTsXx.

Tema 4.1. BBeieHue B apXuTeKTypy JOKAJIbHBIX BBIUUCIUTEIbHBIX CETEH.

JlokanbHble BblUMCAMTENbHBIE ceTH. Mogens ISO/OSI.  ApxutekTypa ¥ OCHOBHBIC
MPOTOKOJIBI TIOKAIbHBIX BEIUMCIUTEIBHBIX CETEH.

Tema 4.2. CereBble yrpo3bl U METOBI IPOTUBOACUCTBHS M.

Knaccudukanum cereBbIX yrpos, ys3BUMoOcTei u arak. CeTeBble aTaku Ha Pa3IUYHBIX
ypoBusix wMojenu ISO/OSI. Knaccuukaiuss BpeIOHOCHOTO MPOTPAMMHOTO 00ECIeUeHHUSI.
[Tpu3Haku NpUCYTCTBUS BPEIOHOCHOTO IPOrpaMMHOro o0ecrieueHus. MeToibl 0OHapyKeHUsl.

Tema 4.3. MexceTeBble SKpaHBbI.

MexceteBble 3kpanbl (M3). Mecto u pons MD B obecriedeHnu ceTeBoil 6€30MacHOCTH.
Knaccudukammst MD. OcHoBHBIE BO3MOXKHOCTH MD. JlocTomHCTBa W HeAocTaTku MDO.

[TocTpoenue npaBui GpuUIbTPALHH.

Paznen 5. Kpunrorpaguyeckue MeToAbl 321U THI HHPOPMALNH.



Tewma 5.1. BBenenne B kpuntorpadhuuecKue METObI 3aIUTH HH(OPMAITUH.

Hcropuueckuii o4epk pa3Butus Kpuntorpadpuu. CuMMeTpu4yHas M aCHMMETpPHYHAs
Kpunrorpadus. BpUUCIUTENEHO CIOXKHBIE 3agauyd  Marematuku. Kpunrocucrema RSA.
[lonstue kpunrorpadguyeckoro mnportokosa. CBOHCTBa IMPOTOKOJOB, XapaKTEPU3YIOLIHE HX
6e3omacHOCThb. Cxembl U(POBOI MOATIHCH.

5. Oﬁpa30BaTeJ’[LHbIe TEXHOJO0I'MA, B TOM YUCJI€ TEXHOJOI'MH 3JICKTPOHHOI'O oﬁyqe}mﬂ H
AUCTAHIIHUOHHbIC 06pa3OBaTeJIbHI>Ie TEXHOJOTHH, HCITOJIb3YEMBbIC IIPH OCYIIECTBJICHUHA
06pa30BaTeJ'[I:HOFO npouecca mo TMCHUIIJINHE

B npouecce 00yueHMsI HCIIONIB3YIOTCS CIEAYIONINE 00pa30BaTEIbHbIC TEXHOIOTUH:

AxageMuyecKkasi JJeKIus (WIK JIEKIHs 00ILEro Kypca) — ocjieIoBaTeIbHOE U3JI0KEHHE
MaTepuana, OCYLIECTBISEMOE IPEUMYHIECTBEHHO B BUAE MOHOJIOIa  IPENOAABATEIs.
TpeboBaHMs K aKaJeMHUYECKOH JIEKIMH: COBPEMEHHBIH Hay4HbI YpOBEHb M HACBIIIEHHAs
UHPOPMATUBHOCTh, YOEIHWTENbHAs apryMeHTalus, AOCTYIHAas U TIIOHATHas pedb, YeTKas
CTPYKTypa M JIOTHKA, HalM4ue SPKUX MPUMEPOB, HAYUYHBIX [OKA3aTeIbCTB, OOOCHOBAHMIA,
(dakToB.

IIpobnemuas Jiekuusi — WU3I0KEHUE MaTepuana, [pearoararpuiee MIOCTaHOBKY
Hp06JIeMHBIX U JUCKYCCHOHHBIX BOIIPOCOB, OCBCHICHHWC PA3JIMYHBIX HAYYHBIX I[IOAXOIJ0B,
aBTOPCKHE KOMMEHTApHM, CBA3aHHBIE C PA3JIMYHBIMU MOJEISIMU HMHTEpPHpPETallUyd H3y4yaeMoro
marepuana. [IpobiemHast IeKIusi HAUMHAETCS C BOIIPOCOB, C TOCTAHOBKH MPOOJIEMBI, KOTOPYIO B
XO0Jle M3JIOKEHUs MaTepuajla HeoOXOAuMMO pemuTh. B jeknuu coderaroTcss npoOjeMHblE U
I/IH(l)OpMaLII/IOHHI)Ie Hayalia. HpI/I 9TOM IIPOLECC MO3HAHUA CTYACHTOB B COTPYAHHUYCCTBEC U
Jajore ¢ mpenojaBareieM HNpUOIMKAaeTCss K MOUCKOBOM, UCCIIEAOBATENbCKON J1eSTENbHOCTH.
CopnepxaHue npoOJeMbl pacKpblBaeTcs IMyTEM OpraHU3allid IIOMCKAa €€ pEeIleHUus WIU
CYMMUPOBAHMS U aHAJIM3a TPAJIULMOHHBIX U COBPEMEHHBIX TOUEK 3PCHHUS.

IIpakTnyeckoe 3aHAATHE — 3aHATHE, IOCBALLIEHHOE OCBOEHUIO KOHKPETHBIX YMEHUH U
HaBBIKOB M 3aKPEIUICHUIO TOTY4YEHHBIX Ha JIEKIIUU 3HAHUH.

OneKTpOHHBINH y4eOHbIN Kypc «be3onacHOCTh B COBpeMeHHON MH(OPMAIIMOHHOM cpeze» Ha
mwiatdopme onnaiH-o0ydenus DemidOnline, B koTopom:

— TpEeICTaBJICHbI BUAEO-JIEKIHMH 110 BCEM TeMaM JAUCLUMILINHBI U IPE3EHTALUN K HUM;

— TPEICTaBJICHbI TEKCTHI JIEKIIMH 110 BCEM T€MaM JUCLUUIIINHBL;

— TPEICTaBJICHBI IPAaBUJIA IPOXOKIECHHUS IPOMEKYTOYHON aTTECTALUU 110 JUCLIUIUINHE;

— TMIpeACTaBI€Hbl TECThl IO TeMaM JUCHMIUIMHBI Ui  CaMOCTOSITENIbHOW paboThI
00ydJaromuxcs;

— mocpenctBoM  (opyma  OCYIIECTBIISIETCS CHHXPOHHOE M (WJIM) aCHHXPOHHOE
B3aUMOJIIiCTBUE MEXIy OOy4yarolMMHUCS M IIpernojaBaTelieM B paMKax M3Yy4eHUs
JTUCIUIUIAHBI.

6. [lepeyeHb JMIEH3HUOHHOTO M (WJIH) CBOOOJAHO PACHPOCTPAHSIEMOr0 MPOrPaAaMMHOIO
ob0ecreyeHusl, MCIOJIbL3YeMOI0 MPH OCYIIECTBJIEHHMH O00pPa30BaTeILHOr0 mpolecca Mo
AUCUHUIINHE
B mporiecce ocymecTBieHus1 00pa3oBaTeIbHOTO MPOIECCa UCTIONB3YIOTCS:
— MpOTpaMMHOE OOEclieYeHrne IS CO3[JaHusg W JIGMOHCTPAllMU  IIPE3CHTAINH,
WITIOCTPAIMNA U IPYTUX YUeOHBIX MaTepHaJOB:
— Microsoft Windows (B cocraBe Microsoft Imagine Premium Electronic Software
Delivery);



Microsoft OfficeSTD 2013;

Virtual Box (cBo6oano pacmnpoctpansemoe 110);

Ubuntu (cBo6oano pacipoctpansemoe I10);

Kali Linux (cBoboano pacrnpoctpansiemoe I10).

— Ui TIOMCKa y4deOHOH smteparypbl Oubmuotexku SApl’Y — ABTOMaTH3MpOBaHHAS
oubmuoreuynas uaopmanronnas cucrema «kbYKU-NEXTy» (ABUC «byku-Nexty);

— TIpH MPOBEJICHUU JICKIIUN UCTIONB3YIOTCS MYJIbTUMEAHIHBIE TPE3CHTAINY;

— TpH TPOBEICHUU JIAOOPATOPHBIX PAOOT HCIONIB3YIOTCS CPEICTBA BBIYUCIUTEIHLHOM
TEXHHKH, MMOICP>KUBAIOIINE IEPEUNCIICHHOE MPOTPAMMHOE O0EeCTICUeHHE.

7. IlepeyeHb cOBpeMeHHBIX MNpPodecCHOHANBHBIX 0a3 JaHHBIX W HMHG(OPMAIMOHHBIX
CIIPABOYHBIX CHCTEM, HCII0JIb3YeMbIX IIPH OCYLeCTBJICHHH 00pPa30BaTeIbHOIO Npouecca 1o
AUCUHUIINHE

1. DanexTponnsblie karajgoru Hb SApl'Y

(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php) coaepxar 6ubnrorpaduueckue 3amnucu
BCEX BHUJOB JIOKYMEHTOB, COCTABJIAIOIIMX (OHA OMONIMOTEKH, HA PYCCKOM M HMHOCTPAaHHBIX
A3BIKAX.

2. JnexkTpoHHas 0u0JIHMOTeKa yueOHbIX MaTepuasnos SApl'yY

(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php) coxmepxkur 6Gomee 2500 mONHBIX
TEKCTOB Y4YEOHBIX UM Yy4EOHO-METOJUYECKHX MATepPHaJioB ITI0 OCHOBHBIM H3y4aeMbIM
TUCIUIUIMHAM, W3JaHHBIX B yHHBepcuTeTe. JlocTym B ceTH yHHUBEpcUTeTa, JuOO 10
JIOTUHY/TIAPOJTIO.

3. CnpaBouyHo-nnpaBoBasi cucremMa « KOHCYJIbTAaHTILTIOC)

(https://www.consultant.ru/) crnpaBouYHO-TIpaBOBasi CHCTEMa [0 3aKOHOJIATEIbCTBY
Poccuiickoit @enepanuu.

4. CnpaBouHo-nipaBoBasi cucrema «I['apanr»

(http://www.garant.ru/)  copaBouYHO-TIpaBOBasi ~ CHCTEMa 10  3aKOHOJATEIbCTBY
Poccuiickoit @enepanuu.

8. [lepeyeHb OCHOBHOI W JOMOJHHUTEJLHOH Y4eOHOW JMTepaTypbl, pecypcoB
NH(POPMALMOHHO-TEJIeKOMMYHUKAIIUOHHOH ceTn «MHTepHeT» (IpM Heo0X0AUMOCTH),
PEKOMEHYyeMBbIX /ISl 0CBOCHHS IHCUHUILIHHbI

a) OCHOBHAasl JIUTEpPaTypa

a) OCHOBHAasl JIUTEpPaTypa

1. BeszomacHocTh B coBpeMeHHON MH(pOopManoHHON cpeae. Yacts 1: yuebHOe nmocodue.
B.H. Kusses, I.M. Mypun; fpocn. roc. yu-T uM. ILI". [lemunosa. - Spocnasib:
NHJNT O, 2021. — 158 c. [https://e.lanbook.com/book/75150]

2. Horamun, H. b. ApxuTtekTypa koMmmbiotepa: yaeoHoe nocobue / H. b. Jloragus. - 4-¢
u3a. — Mocksa: JIaboparopus 3nanuii, 2020. - 274 c.

3. By3a, M. K. Apxwurekrypa kommbioTepoB: ydeOHuK / M. K. By3za. - MuHck:
Bemmitmas mkona, 2015. - 414 c. [https://e.lanbook.com/book/75150]

4. Cononesuy, A. B. Komnbrorepusie cetu: yueoHuk / A. B. CononeBuy. - MUHCK:
PUIIO, 2021. - 208 c. [https://e.lanbook.com/book/194950]

5. Paxutun, P. HO. Komnsiorepusie cetu: yue6Hoe mocobue / P. 0. Pakurun, E. B.
MockaneHKo. - bapnayn: Antl'IIY, 2019. - 340 c.
[https://e.lanbook.com/book/139182]


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://www.consultant.ru/
http://www.garant.ru/

6.

Kopxuk, B. Y. OcHoBbl kpunrorpaduu: yueoHoe mocodue / B. . Kopxuk, B. A.
SkoBines. - Cankr-IlerepOypr: WNuTepmenus, 2017. - 312 c.
[https://e.lanbook.com/book/161359]

0) 1OMOJIHUTEIbHAS JIUTEepaTypa

1.

10.

Konctutynus Poccuiickoit ®denepanuu: [MpuHITA BCEHAPOJHBIM TOJOCOBAHHEM
12.12.1993 ¢ u3MeHEeHUsIMH, 0JJ00PCHHBIMH B X0/ OOIIEPOCCUICKOTO T'OJIOCOBAHHMS
01.07.2020]. — JocTyn u3 CpaBOYHO-PABOBOM CUCTEMBI «KOHCYIBTAaHTILIIOCY). —
TekeT: 2IeKTPOHHBIN.

VYronoBueiii koneke Poccuiickoit @enepannn: denepanbubiii 3akoH oT 13.06.1996
No63-®3: [mpunst ['ocynapctBennorr [ymoii 24.05.1996]: (¢ u3MeHEHUAMH U
JIOTIOJTHEHUSIMU ). — Hocryn u3 CIIPaBOYHO-IIPAaBOBOM CUCTEMBI
«KoHCynbTaHTILIIOC». — TEeKCT: 2JIEKTPOHHBIN.

Konmekc Poccuiickoit ®Pepepanun 00 agMUHUCTPATUBHBIX ITPABOHAPYIICHHUSX:
@enepanbhbiil 3akoH oT 30.12.2001 Nel95-®3: [mpunsr ['ocynapcrBennoit Jlymoi
20.12.2001]: (c wm3MeHeHMSIMHM U JOMOJHEHUsIMH). — JlOCTym U3 CHIpaBOYHO-
MpaBoBOM cucTeMbl «KOHCYIBTAHTIUIIOC». — [ €KCT: 3JIEKTPOHHBII.

TpynoBoit koxekc Poccuiickoit @enepanuu: denepanbubiii 3akoH ot 30.12.2001
Nel197-@3: [npunst ['ocymapctBennon Jymoit 21.12.2001]: (¢ u3MeHeHUAMH U
JIOTIOJTHEHUSIMU ). — Hoctyn u3 CIPaBOYHO-IIPABOBOM CUCTEMBI
«KoHCynbTaHTILIIOC». — TEeKCT: 2JIEKTPOHHBIN.

®enepanbHblil 3ak0H 0T 27.07.2006 Ne149-03 «O6 nndopmanmu, nHGOPMAITUOHHBIX
TEXHOJIOTUSIX M O 3ammre uHpopmammmy»: [npuHsaT [ocymapcrBenHou Jlymoii
08.07.2006]: (c u3MEeHEHMSIMH M JOONOJHEHHsIMH). — JlocTyn U3 cIpaBOYHO-
MpaBoBOM cucTeMbl «KOHCYIBTAHTIUIIOC). — [ €KCT: 3JIEKTPOHHBII.

®enepanbhblil 3aK0H 0T 27.07.2006 Nel52-D3 «O nepcoHANbHBIX JAHHBIX»: [IIPUHSIT
l'ocynapcreennoit Jlymoit 08.07.2006]: (¢ u3MeHEHUSMU U JAONOJHEHUSMH). —
Joctyn w3 copaBouHO-IIpaBoBOM cucteMbl «KoOHCynbTaHTIUIFOC». —eKCT:
JJIEKTPOHHBIN.

[Tonoxenue o mopsiike oOpaleHUs co ciykeOHOM MHpopMaleld orpaHHYeHHOTO
pacnpocTpaHeHuss B (eiepaJibHBIX ~ OpraHax  HUCIOJHHUTEIbHOW  BIIACTH,
YIIOJTHOMOYEHHOM OpraHe YIpPaBJICHUs HCIIONb30BAaHUEM AaTOMHOM DJHEPIHMM H
YIOJHOMOYEHHOM OpraHe IO KOCMHMYECKOH JESTeNIbHOCTH». [yTBEpPXKIAECHO
ITocranoBnenuem llpaBurensctBa Poccuiickoit @enepauuu ot 03.11.1994 Nel233]:
(c U3BMEHEHUAMHU U JOMOJHEHUsIMH). — J[OCTYN M3 CHpaBOYHO-TIPABOBON CHCTEMBI
«KoHCynbTaHTILTIOC»). — TeKCT: 3EeKTPOHHBIM.

TpeboBanust K 3amMTe MEPCOHAJIBHBIX JAHHBIX MpU HUX 00paboTke B
MH(OPMAITMOHHBIX cucTemMax MIEPCOHAIIBHBIX JTAHHBIX: [yTBepK1eHbI
[ToctanoBnenuem IlpaButenbctBa Poccuiickoit @enepamnu ot 01.11.2012 Nell119].
— Jloctyn u3 cnpaBouHo-nipaBoBoi cuctemsl «Koncynprantnllmroc». —TekcT:
JJIEKTPOHHBIN.

Ilepeuenp Mep, HampaBlICHHBIX Ha oOOecCHeyeHHe BBINOJIHEHUsI 00s3aHHOCTEH,
npenycMoTpeHHbix  DenepaibHbIM  3aKOHOM «O  MEpPCOHANbHBIX JIaHHBIX» U
NPUHATBIMU B COOTBETCTBMM C HHM HOPMATHBHBIMH I[PaBOBBIMU aKTaMH,
orepaTopamH, SIBJISIOIIKUMUCS FOCYIapCTBEHHBIMU WM MYHUIIMIAIBHBIMU OpraHaMu:
[yrBepxaeH IlocranoBnenunem IlpaButenscrBa Poccuiickoir ®enepaunn  oT
21.03.2012 Ne211]: (c u3MeHEHUSIMH U JONOJHEHHsIMH). — JlOCTyn M3 cripaBOYHO-
npaBoBoil cuctembl «Koncynbrantnllntoc». —TeKkeT: 3IeKTPOHHBIM.

[Tonoxxenne 06 0coOeHHOCTAX 00pabOTKU MEPCOHATBHBIX JaHHBIX, OCYIIECTBISIEMON
0e3 MHCIONBb30BaHUS CpPEACTB aBTOMaTH3alMu: [yTBepxkaeHo IlocraHoBIEeHHEM



11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

[IpaButensctBa Poccuiickoit @epepamuu ot 15.09.2008 Ne687]. — Jloctyn wu3
CIpaBOYHO-TIIPaBoBOil cucteMbl «KoHcynpTanTnIlmoc». —TeKcT: ANeKTpOHHBIN.
TpeboBanust kK MaTeprallbHBIM HOCUTENIIM OMOMETPUUYECKUX MEPCOHAIBHBIX JaHHBIX
U TEXHOJOTMSAM XpaHEHHWS TaKUX [JAHHBIX BHE HMH()POPMAIIMOHHBIX CHCTEM
MEPCOHAJIBHBIX  JaHHbIX:  [yrBepxkaeHOo  IlocranoBnennem  I[IpaBurenbcrBa
Poccuiickoit @eaepannn ot 06.07.2008 Ne512]: (c U3BMEHEHUSIMH U JIOTIOJHEHUSIMHU ).
— JHoctyn u3 cnpaBouHo-nipaBoBoM cucteMbl «Koncynbrantnllmoc». —Tekcr:
3JIEKTPOHHBIN.

Meroanueckue pEeKOMEHJIAUUU 10 YBEAOMJICHUIO YIIOJHOMOYEHHOI'O OpraHa o
Hayase OOpabOTKM NEPCOHAIBHBIX JAaHHBIX M O BHECEHHHM H3MEHEHUH B paHee
MpEeJICTaBICHHBIE CBEICHUS: [yTBEepKIeHbI TpukazoM Pockomuaazopa ot 30.05.2017
Ne94]: (c uzmeHeHussiMU U JAOmNOJIHEHUsAMHU). — JlOCTynl M3 CIpPaBOYHO-IIPABOBOM
cucteMsbl «KoHcynprantnllmtoc». —TeKkceT: 3JeKTpOHHBIM.

TpeboBanust U METOJbl 110 OOE3JIMUYMBAHUIO NEPCOHAIBHBIX JAHHBIX: [YTBEPKICHBI
npukazoMm Pockomuamzopa ot 05.09.2013 Ne996]. — J[octyn u3 crnpaBOYHO-
npaBoBoil cucrteMbl «KoHCynbTanTnllmocy). —TeKCT: 3EKTPOHHBIN.

CoctaB M coiepxaHHEe OPraHU3alMOHHBIX M TEXHUYECKHX MeEp MO0 OOECHeueHUI0
0€30MacHOCTH TEPCOHATBHBIX JAHHBIX IMPH HX 00paboTKe B WH(POPMAIMOHHBIX
CUCTEMax MEepCOHAIbHBIX JaHHBIX: [yTBepkaeHbl npukazoM PCTOK Poccum ot
18.02.2013 Ne21]: (¢ U3MEHEHUSMHU U JONOJHEHHUSAMH). — JlOCTyl U3 CIpaBOYHO-
npaBoBoil cuctemsl «KoncynbranTnllmtoc». —TekeT: 3IeKTPOHHBIMN.

bazoBas monens yrpo3 0€30macHOCTH MEPCOHAIBHBIX JAHHBIX MpHU UX 00paboTKe B
MH(OPMALIMOHHBIX CHUCTEMax IepPCOHANbHBIX MJaHHBIX (Bbimucka): [yTBepkaeHa
3amectutenem aupekropa ®CTIK Poccun 15.02.2008]. — Hdoctyn U3 cripaBO4YHO-
npaBoBoil cuctemsl «Koncynbrantnllmtoc». —TekceT: 3IeKTPOHHBIMN.

Metoauka onpezeneHuss akTyalbHbIX yrpo3 0€30IacHOCTH NEPCOHAIBHBIX JAaHHBIX
npu ux o0paboTke B HWH(MOPMALMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JAaHHBIX:
[yrBepxaeHna 3amectuteseM nupekropa ®CTOK Poccun 14.02.2008]. — Hoctym u3
cpaBo4HO-TIpaBoBoi cuctembl «KoHcynbrantnllintoc». —TeKcT: 3IeKTpOHHBIN.
CocTtaB M coiepxaHHe OPraHU3alMOHHBIX M TEXHUYECKMX MeEp IO OOECIHeueHUIo
0€30IaCHOCTH TEPCOHATBHBIX JIAHHBIX NpPH HMX 00paboTke B MH(OPMAILMOHHBIX
CUCTEMax IEPCOHAIbHBIX JAHHBIX C MCIOJB30BAaHUEM CPEJICTB KpHUNTOTrpaduiecKon
3amuThl  UHGOpPMAIlMK, HEOOXOAWMBIX JJi  BBIMOJTHEHHS  YCTAaHOBJICHHBIX
[IpaButensctBOoM Poccuiickoit ®denepanun TpeOoBaHUI K 3alllUTe MEPCOHAIbHBIX
JAHHBIX U KaKJOTO0 M3 YPOBHEH 3alMILEHHOCTH: [yTBepxAcHbI mpukazom PCb
Poccun ot 10.07.2014 Ne378]. — Jloctynm u3 CHpaBOYHO-IIPABOBOM CHCTEMBI
«Koncynprantnl Iitocy. —TeKCT: 371eKTpOHHBII.

Metoauueckie peKOMEHJAlMu 10 pa3padOTKe HOPMATHUBHBIX IMPABOBBIX AaKTOB,
OTIpENIeNIAIONINX YIPO3bl O€30MaCHOCTH TMEPCOHAIBHBIX JAaHHBIX, AKTyaJlbHbIE MpPU
00paboTKe NMEepCOHATIbHBIX JAaHHBIX B MH(MOPMAIIMOHHBIX CHCTEMaxX NEpCOHAIbHBIX
JAHHBIX, OKCIUIyaTUPYEMBIX TIPU OCYILIECTBICHHUM COOTBETCTBYIOIIMX BHIOB
nesTenbHOCTH: [yTBepkaeHbsl pykoBojacTBoM &8 llentpa ®CB Poccum 31.03.2015
Ne149/7/2/6-432]. — Hoctyn u3 CIPaBOYHO-TIPABOBOM CHUCTEMBI
«Koncynprantnl Iirocy. —TeKCT: 3JIeKTpOHHBII.

I'OCT P 51275-2006 3amuta uHpopmaruu. OO6bekT uHPOpMaTuzauu. PakTopsl,
BO3JICHCTBYOIME Ha nHpopManuio. O0mme monoxenus. — JlocTym u3 cpaBOYHO-
npaBoBoii cucteMbl « TEXOKCIIEPT. —TeKcT: 351eKTpOHHBII.

®nenos, M.E. Linux rmazamu xakepa. 5-¢ u3a. / ML.E. ®aenos. — CII6. : BXB-
[TetepOypr, 2019. —416 c.

JlaB, P. Linux. Cucremnoe nporpammupoBanue. 2-¢ u3a. / P. JlaB. — CIIG. : [Turep,
2014. — 448 c.



22. Yopn, b. Buyrpennee ycrpoiictBo Linux. / b. Yopa. — CII6. : ITurep, 2016. — 384
C.

23. Yosifovich, P. Windows Internals Seventh Edition. Part 1 / P. Yosifovich, A. lonescu,
M.E. Russinovich, D.A. Solomon. — Microsoft Press, 2017. — 784 p.

24. Intel 64 and 1A-32 Architectures Software Developer’s Manual [DnexkTpoHHbIi
pecypc] — DnekTpoH. TekcToBbie naH. —Ilocnennee obHoBnenue : 16.11.2020. —
Pexxum moctyma: https://software.intel.com/content/www/us/en/develop/articles/intel-
sdm.html.

9. MatepuajibHO-TEXHHYECKas 0a3a, HEOOXOAMMAas JIJIAA OCYLEeCTBJIEHUA
00pa30BaTeILHOIO MPoOIEecca MO TUCHUILINHE

MarepuanbHo-TeXHUYECKas 0aza, HeoOXoauMast JJIsi OCYIIIECTBICHHUsI 00pa30BaTEIHLHOTO
npoiiecca 1o AUCIUIUIMHE BKIIOYAET B CBOM COCTAB CHEIUAIbHbIC ITOMEICHHUS:

-y4eOHbIC ayAUTOPUH IS IPOBECHUS 3aHATHH JICKIIMOHHOTO THIIA;

-y4eOHBIC ayIUTOPUU AJI IPOBEJACHUS JTaOOPATOPHBIX pabOT, OCHAIIEHHBIC CPEICTBAMU
BBIUMCIUTENFHON TEXHUKH, MOAJCPKUBAIOIIMMU MPOrpaMMHOE OOeCIeueHne, yKa3aHHOEe B
IIyHKTE 6;

- yueOHBIE ayIUTOPUU AJIsi IPOBEICHUS TPYIOBBIX U MHIUBUYaIbHBIX KOHCYJIbTALIUN;

- y4yeOHbIE ayJUTOPUU JUIsl TPOBEACHMSI TEKYLIEro KOHTPOJIS U IMPOMEXYTOUHOMN
aTTeCTalluu;

- IIOMCUICHUA IJIA CaMOCTOﬂTCHBHOﬁ pa6OTI)I;

- TMOMEIICHUS [UIsi XpPaHEHHUS U MPO(PUIAKTUYECKOTOo OOCTY>KMBAaHUS TEXHUUYECKUX
CpeAcCTB OOyUYECHHS.

[TomemieHust AJis CaMOCTOSITENBHON pabOThl OOYYArOMIMXCs OCHAIEHBI KOMITBIOTEPHON
T€XHHKOI>'I C BO3MOXHOCTBKO ITOAKIIFOYCHHA K CCTHU ((I/IHTepHeT» nu O6CCHC‘ICHI/ICM I[OCTYHa B
AIEKTPOHHYIO HH(DOPMAIIMOHHO-00pa30BaTENbHYIO CpEy OpraHU3aIiu.

Yucno mocagoyHbIX MECT B JICKIIMOHHON ayIUTOPUHU OOJbIIe JHOO0 PaBHO CIUCOYHOMY
COCTaBy IOTOKAa, a B ayAUTOPUM MAJSl MPAKTUYECKUX 3aHATUH (CEMHHApPOB) — CIHUCOYHOMY
COCTaBY TPyl 00YYaIOIIUXCSI.

ABTOp(BI):

Kann. ¢us.-mar. Hayk Mypun 1. M.


https://software.intel.com/content/www/us/en/develop/articles/intel-sdm.html
https://software.intel.com/content/www/us/en/develop/articles/intel-sdm.html

IMpuaoxenne Ne 1 k padoyeil nporpaMme M CHUATIINHbBI
«be3onmacHoOCTh B COBpeMeHHO HH(OPMAILIMOHHOI cpeae»

MoH/1 OLIEHOYHBIX CPEJACTB
AJIsl IPOBe/IeHUs TeKylleil U MPOMeKYTOYHOI aTTecTalliy CTY/AeHTOB
1O JUCHUIINHE

1. TunoBbIe KOHTPOJIbHBbIE 32/IAHUS UJIM NHbIE MATEPHUAJIbI,
He00X0UMBbIe JJI1 OLleHKH 3HAHUI, YMEHUIi, HABBIKOB M (WJIH) ONBITA 1eSITeJIbHOCTH,
XapakTepu3youmXx 3Tanbl GopMupoBaHus KOMIETEHIIUI

1.1 KoHTpoJibHBIE 32/IaHUS M HHBIE MATEPHAJIBI,
HCIoJIb3yeMble B Npouecce TeKyuiei arrecTanuu

Tect o Teme 1.1 IIlpaBoBbIe 0CHOBBI 00ecnevYeHNs MH(POPMAITMOHHOI 0€30MIACHOCTH

Kakue nosnoxeHusi, cBsi3aHHbIE C BoIpocaMH 00paOOTKM MH(OpMaIUM, 3aKpeIuIeHbl B
Konctutynuu Poccuiickoit @enepauun?

a) [IpaBo Ha HENMPUKOCHOBEHHOCTD JTUYHON U CEMEHHOMN TalHBI.

0) IIpaBo Ha 00pabOTKY 000 MHDOPMAIIH JTFOOBIM BO3MOKHBIM CIIOCOOOM.

B) 3ampet Ha 00pabOTKy MH(OPMALIMK O YACTHOU KHU3HU JIMla 6€3 ero coraacus.

r) [IpaBo Ha nonmyyeHue rpaxkJjlaHaMu JI0IycKa K rOCyJapCTBEHHOH TaliHe.

Kakue Buapl uHpopManuu o0s3arenbHO TpeOyeTcsl 3alluIlaTh B COOTBETCTBHU C
3aKoHoaarenbcTBOM Poccuiickoit denepanuu:

a) Mudopmanms 1y1s1 cimy>ke0HOro MoJIb30BaHUS.

0) IlepconanbHbIC TaHHBIE.

B) ['ocynapcTBenHas TaiiHa.

r) BpaueOnas Taiina.

1) Bce nepeunciennsie.

B coorBerctBun ¢ ®enepanbHbM 3akoHOM «0O0 wuHboOpManuu, HHPOPMAIMOHHBIX
TEXHOJIOTUSX U 3allluTe HHpopMaun» HHPOpMALUS — 3TO:

a) JIroOble naHHbIe, IpeACTaBICHHbIE HA MATEPHAIbHOM HOCHUTEIIE.

6) CBenenus (cooOlieHus], JaHHbIE), HE3aBUCUMO OT (DOPMBI UX MPECTABICHHUS.

B) He sHeprus u He marepusl.

r) CBeneHus, BOCIpUHUMAaEMbIe YEJIOBEKOM M (MJIM) CIIEUATbHBIMU yCTPOHCTBAMU
KaKk oOTpaxkeHue (HaKTOB MaTepUaIbHOIO WJIM JyXOBHOTO MHpa B IIpolecce
KOMMYHHKAIUH.

Uro u3 mepednciIeHHOro MOXHO paccMaTpuBaTh Kak 0a3y JaHHBIX B COOTBETCTBHH C
3aKoHoaarenbCcTBOM Poccutickoit denepanuu:

a) EXCEL Tabnuiy ¢ yrnmopsJo4eHHOH U CTPYKTYpUPOBaHHON HH(OpMAITHEH.

6) daiin popmara DOC, B KOTOpOM CO3aH CIHMCOK ClylIaTeaei Toi NporpaMmBbl.

B) KapToTeky perucrparypsl yupeKIeHUs 34paBOOXPaHEHHUS.

r) Bce nepeuncnennsie.

[lemocTHOCTH MHpOPMALIUH — ITO:

a) OOs3arenbHOE IS BBINOJHEHUS JIMIIOM, MOJYYMBIIUM JIOCTYI K ONpeeTeHHON
uH(popMalnu, TpeOOBaHHWE HE MepeaaBaTh TaKylo HH(OpMAalLHI0 TPETbUM JHIaM 0e3
corJiacusi ee ooyajgaress.

6) Cocrostare wHGOPMAIUHU, TIPH KOTOPOM OTCYTCTBYET JIt000€ ee M3MeHeHne 00
U3MEHEHHE OCYIIECTBISIETCA TOJIBKO MPEeTHAMEPEHHO CyOBheKTaMU, MMEIOLMMH Ha HETO
paBo.

B) Bo3MOXXHOCTB nOTydeHHs MHPOPMALIUU U €€ HCIIOIb30BaHMS.

Ha teppuropuu Poccuiickoit @eaepanuu 3anpemnieHo pacnpoCcTpaHeHHE:



7.

8.

9.

a) Madopmariu, koTopas HarpaBjeHa Ha Tporaraiay BOWHEI.

0) KomMmepueckoii TaifHbIL.

B) MH(DOopMaIim, KOTOpast HarpaBiieHa Ha Pa3KUTaHUE PEIIUTHO3HOW HEHABHUCTH.

r) [lepcoHanbHBIX TAaHHBIX.
['paskJaHWH WK FOPUIMYECKOE JIUIIO, OCYIIECTBIISIONINE NeSITeIbHOCTD 110 AKCIUTyaTalluu
UH(POPMALIMOHHOM CUCTEMBI, B TOM YHUCIIE 10 00paboTKe MHPOPMALIUH, COIEepIKaILEHCs B
ee 0a3ax JaHHBIX — ATO:

a) Obnanarens HHPOPMALIUH.

6) Oneparop UHGOPMAITMOHHON CUCTEMBI.
Ecnu He onpeneneno nHOTo, ONepaTopoM HHPOPMALMOHHOW CUCTEMBI SIBIISETCS:

a) ObnanaTenp HHGOPMAIIHIH.

0) CoOCTBEHHUK HCHOJB3YEMBIX Isi 00paboOTKM cojepxkaiielics B 0azax JaHHBIX
UHPOPMAIIUN TEXHHYECKUX CPEICTB.

B) Jlumo, ompenensiomee nean oOpabOTKM HHPOPMAIUU M OCYHIECTBIISIOIIEE
00paboTKy HH(pOPMAIIHUH.
He moxeT ObITH OrpaHUYeH AOCTYI:

a) K nadopmanmu o cocTOSIHUM OKPYXKAFOIIEH CPEJIbI.

0) K nmepcoHanbHBIM JaHHBIM TOCYJAPCTBEHHBIX TPAKIAHCKHIX CITY)KAIIUX.

B) K nHpopMmanum, XpaHsimencst B OTKPBITHIX (hoHIaX OMOIHOTEK.

r) K cBenenusiM o 3010T0BaOTHBIX 3anacax Poccuiickoit @eneparuu.

10. KaKYIO OTBCTCTBCHHOCTb MOKCT IIOBJICYb HAPYHICHUC Tpe60BaHPII>i CDCI[epaIIBHBIX

1.

2.

3aKOHOB:
a) YTOJIOBHYIO.
0) ducuumnunapuyio.
B) AIMHUHHUCTPATUBHYIO.
r) ['paxnancko-nipaBoBysIo.
1) Bee nepeunciennsie.

Tect o Teme 1.2 3ammTa NepPCOHAJIBHBIX TAHHBIX

IlepcoHanbHbIE JaHHbBIE — 3TO:

a) CpeneHusi 0 CyOBEKTE MEPCOHATBHBIX JAHHBIX HE 3aBUCUMO OT (OPMBI UX
IpEe/CTaBICHHUS.

0) Jlro6ast unopmanusi, OTHOCAIIASICS K MPSAMO UIIM KOCBEHHO OIPEIEICHHOMY WU
ornpenenseMoMy GU3NIECKOMY JIUIY (CYOBEKTY NEepPCOHATIBHBIX JAHHBIX ).

B) JlroGass umHpopMmaius, OTHOCALIAsICS K ONpPENEICHHOMY WIH OIpereIsieMOMY
¢duznueckomy ULy (CyObeKTy NepCOHATIbHBIX JAHHBIX ).

r) JlroOas mH(popmanus, oTHOCAIIAsICS K ONPENCIIEHHOMY WM OIpeAeisieMOMY Ha
OCHOBAaHMHU TakoW MH(popManmu pusnueckoMy ULy (CyObEKTY MEePCOHAIBHBIX JAHHBIX),
B TOM YHCJIE ero (aMuIus, UMsl, OTIECTBO, TOJI, MECSII, 1aTa U MECTO POXKICHUS, aJIpec,
ceMeliHOe, coLMalbHOE, MMYILECTBEHHOE TOJOXKEeHHue, oOpa3oBaHue, Mpodeccus,
JOXOJIBI, IpyTast HHPpOpMAaIus.

Ha kakue oTHoOmIeHMs He pacmpocTpaHsercs JeilcTBue QenepanbHoro 3akoHa «O
NIEPCOHATBHBIX JAHHBIX»?

a) Ha 00paboTKy nepcoHaNbHbIX JaHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM MOPSJIKE K
CBEJICHUSIM, COCTABJISIFOIINM TOCY/IapCTBEHHYIO TaiHY.

6) Ha 00paOoTKy mepcoHaNbHBIX JaHHBIX, HEOOXOAUMYIO Il OCYILECTBICHHS MPaB
¥ 3aKOHHBIX HHTEPECOB OTepaTopa WM TPETHHX JIUII.

B) Ha 00paboTKy mepcoHaIbHBIX JaHHBIX, HEOOXOAMMYIO [UIS HCIOJIHEHUS
CyneOHOTO aKTa.



r) Ha o0paboTky mepCOHANbHBIX MaHHBIX (DU3UYCCKUMHU JIUIAMU HCKIFOYUTEIHHO
JUIS JINYHBIX M CEeMEWHBIX HYXKI, €CIU IMPH 3TOM HE HApYIIAIOTCs MpaBa CyOBEKTOB
MEPCOHAIBHBIX JaHHbBIX.

n) Ha o0paboTKy NepCOHANBHBIX MaHHBIX, MOJUICKANINX OMYyOJIMKOBAHUIO WU
0053aTeNIbHOMY PACKPBITHIO B COOTBETCTBUH C (eZiepaibHbIM 3aKOHOM.

e) Ha 00paboTky mepcOHaNbHBIX JAaHHBIX, HEOOXOJAMMYIO [UIsl OpTaHH3AIUU
XpaHEHUs, KOMIUJICKTOBAHMs, y4yeTa U HCIIOJIb30BAHUS COJEPKAIIMX IEPCOHATBHBIX
JAHHBIX apXUBHBIX JOKYMEHTOB B COOTBETCTBHH C 3aKOHOJATEILCTBOM 00 apXHWBHOM
nene B Poccuiickoit @enepanuu.
®enepanbHblif 3aK0H «O MEPCOHANBHBIX TAHHBIX» PETYIUPYET OTHOIICHHS, CBA3aHHBIE:

a) UckimountenbHo ¢ 00pabOTKOM MEpCOHAIbHBIX JAHHBIX C HCIOJIb30BAaHUEM
CpEeICTB aBTOMAaTH3AINH.

6) C 06paboTKOM MEPCOHATBHBIX JAaHHBIX, HE3aBUCHUMO OT TOTO 00pabaThIBAIOTCS JIK
OHH C HCIIOJIb30BaHUEM CPE/ICTB aBTOMATH3AIMH WU HET.

B) C  00paOoTKOI MEepCcOHANbHBIX JAaHHBIX C  HCIOJB30BaHHUEM  CPEICTB
aBTOMAaTH3allMM, a TaKkXke ¢ 0O0pabOTKOW NEepCOHANbHBIX JAaHHBIX 0€3 HCIOJIb30BAHMUS
CPEICTB aBTOMATH3allMH, €CIU Takas oOpabOTKa COOTBETCTBYET XapakTepy NeHCTBHIA,
COBEPIIAEMBIX C TIEPCOHAIBHBIMH JAHHBIMHU C HCIIOJIB30BAHUEM CPEJICTB aBTOMATH3AIINH.

r)C o0paboTKOW TEPCOHAIBHBIX JaHHBIX ©0€3  KCIOJb30BaHUS  CPEICTB
aBTOMATH3AIIHH.

JleiicTBus, B pe3yibTaTe KOTOPBIX CTAHOBUTCS HEBO3MOXXHBIM 0€3 HCIOJIb30BaHUS
JIOTIOJTHUTEIIFHONH MH(OPMAIIUU OIPENEIUTh MPUHAIICKHOCTD MEPCOHATBHBIX JTaHHBIX
KOHKPETHOMY CYOBEKTY MEepCOHANBHBIX JAHHBIX, — 3TO:

a) brnokupoBanue nmepcoHaNbHBIX TaHHBIX.

0) YHUYTOXKEHHE NTEPCOHANBHBIX TAHHBIX.

B) O0e31nunBaHuE EPCOHATIBHBIX IaHHBIX.

r) [lepeBon mepcoHaANBHBIX JaHHBIX Ha APXHUBHOE XpPaHEHHUE.

JlelicTBus, B pe3ylbTaTe KOTOPBIX 8peMeHHO TIpeKpamaeTcs 00paboTka NmepcOHaIbHBIX
JTaHHBIX, — 3TO:

a) brnokupoBaHue mepcoHaNbHBIX TaHHBIX.

0) YHMUYTOXKEHHE EPCOHAIBHBIX TaHHBIX.

B) O0e3nnunBaHue MEPCOHATIBHBIX TaHHBIX.

r) [lepeBos mepcoHaNbHBIX JaHHBIX HAa apXUBHOE XpaHEHHE.

Kaxue u3 nepeyrciieHHbIX JeHCTBUI ¢ MepCOHANIbHBIMU JAHHBIMU SIBIISIFOTCS. 00pabOTKON
HEePCOHAIBHBIX JaHHBIX:

a) XpaHeHHe MePCOHATBHBIX JaHHBIX.

0) 3amuch MepcoHaNbHBIX TAHHBIX.

B) O0e3nnunBaHue MEPCOHATIBHBIX IaHHBIX.

r) YaneHue nepcoHalbHbIX JTAaHHBIX.

C Touku 3peHus ¢peaepanbHOro 3akoHa «O MepcoHaIbHBIX TaHHBIX)» ONEPaTop — 3TO:

a) 'ocynapcTBeHHbIHM opraH, MyHUIMIIAIbHBIN OpraH, IOpUITdYecKoe WiK (Hpu3ndeckoe
JMIIO0, CAaMOCTOSITENIbHO WJIM COBMECTHO C JPYTHMMH JIMLAMH OpTaHU3yIomme H (WITH)
ocyuecTBisitone oopadbotky IIJIH, a Takxke ompexaenstomue nenu odbpadborku I[1/1H,
coctaB I[1/11, moanexamux o6paboTke, AeiicTBus (onepaiun), copepiaemsie ¢ [1J1H.

6) I'paxnaHuH WM IOPUAMYECKOE JIMIIO, OCYIIECTBISIOIINE IESATENbHOCTh 110
JKCITyaTallud MHQOPMAIIMOHHOM CHUCTEMBI, B TOM uucie Mo 00paboTke mH(poOpManuy,
cozepxaleiics B ee 6a3ax JaHHBIX.

O6paboTka MepcoHANTBHBIX JaHHBIX:

a) He nomyckaercs 6e3 cornacus cyObeKkTa NepCOHAIbHBIX JAHHBIX.

0) [lomkHa OTpaHWYHMBATHCS JOCTHIKEHHEM KOHKPETHBIX, 3apaHee ONPEICICHHBIX U
3aKOHHBIX LeJIEH.
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B) He nomyckaercs B ciyyasx HECOBMECTHMBIX C LIEJISIMHU cOOpa MepCOHaIbHBIX
JAHHBIX.

r) JlomkHa oCylIecTBIATbHCA HAa 3aKOHHOM U CIIPaBEIMBOM OCHOBE.

O0paboTka MepcoHaNbHBIX TAHHBIX JTOMYCKACTCS:

a) C cornacusi cyObekTa MepCOHANBHBIX JaHHBIX HA 00pabOTKY €ro mnepcoHaIbHBIX
JAHHBIX.

0) B ciywasx, ecnu oHa HEOOX0IMMa JIsl UCIIOJIHEHUSI CYZICOHOT0 aKTa.

B) B cnywasx, eciu oHa HeoOXomuma Ui OCYIIECTBICHHS MPO(hecCHOHAIBHON
NESTENIbHOCTH JKypHaIuCTa M (WJIM) 3aKOHHOM JAESTEeIbHOCTH CpEACTBA MAacCOBOIl
uHpOpMaLIUH.

r) B cuyuasx, eciu Benmercss oOpaOoTKa MEPCOHANBHBIX JAaHHBIX, MOJJIEKAIIMX
OITyOJIMKOBAaHHUIO B COOTBETCTBUU C 3aKOHOJATENIbCTBOM Poccuiickoii denepanui.

Kto Hecer OTBETCTBEHHOCTH 3a JEHCTBHUS IOPUIUMYECKOIO JIMIA, KOTOPOMY IMOpyYeHa
00paboTKa NepCOHANBHBIX JaHHBIX, IEpe] CyOBEKTOM MEePCOHAIBHBIX TaHHBIX?

a) Oneparop.

0) KOpuaudeckoe J1Ii0, KOTOPOMY TTOPYUUITH 00pabOTKYy.

B) Hukro.

r) Pockomuanzop.

B nopyuenun 06paboTKu AOTKHBI ObITh 0053aTENBHO ONPEAETICHBI U YKa3aHbl:

a) llemm 00pabOTKM MEPCOHATBHBIX TAHHBIX.

0) CyObekTbl NEpCOHAIBHBIX JaHHBIX, YbH IE€PCOHAJbHBIC JAaHHBIE OyIyT
00pabaTbIBaThCs IO MOPYICHUIO.

B) TpeGoBaHus K 3amuTe 00padaThIBAEMBbIX ITEPCOHAIBHBIX JIAHHBIX.

r) Cpencrea 3amuTel WHPOPMAIUU, KOTOpPBIE HEOOXOAWMO  TPHUMEHSTH
IOPUAMYECKOMY JIUILY, KOTOPOMY MOpydeHa 00paboTka MepcoHANbHBIX JaHHBIX.

Ha xoMm nexuT 00sS3aHHOCTH O JIOKA3aTENbCTBY IOJIYUYEHHS COTJIacHs OT CyOBeKTa
MEPCOHAIBHBIX TaHHBIX?

a) Ha Pockomuasnzope.

0) Ha ropuanueckom nuiie, KOTOpOMY MOPY4UITd 00pabOTKYy.

B) Hu Ha kom.

r) Ha oneparope.

Cornacue cyObeKTa NePCOHABHBIX JIAHHBIX JIOJDKHO BKIIFOYATh:

a) [lacmopTHble naHHBIE CYOBEKTa MEPCOHATBHBIX MJAHHBIX MIU €ro 3aKOHHOTO
IpeICTaBUTEIIS.

0) KoHTakTHbIE [OaHHBIE IUIIA, OTBETCTBEHHOTO 3a OpraHM3aIuilo 00paboTKU
MEPCOHATBHBIX JaHHBIX.

B) Azipec omeparopa.

r) damwimyd, WMEHa W OTYeCTBA (PUINYCCKUX JIHMI, KOTOPBIC OCYIIECTBISIOT
00paboTKy MepCcoOHaIbHBIX JaHHBIX MO MOPYUYEHHUIO OTepaTopa.

B ciygae cMepTr cyOBeKTa IEpCOHANBHBIX JTaHHBIX

a) Ilomyuats cornacue Ha 00pabOTKy €ro MepCOHANBHBIX AaHHBIX TpedyeTcs y
HACJIETHUKOB CYOBEKTa MEePCOHABHBIX JTAHHBIX.

6) IlomyuaTh coryacue Ha OOpabOOTKY €ro HEpCOHAJbHBIX JAaHHBIX TpeOyercs Yy
PockomHuamzopa.

B) [lonyuaTs cornacue Ha 06pabOTKY €ro MepCcOHANBHBIX JAHHBIX HE TpeOyeTcs.

K crienuanbHBIM KaTEeTOPHSIM ITEPCOHATBHBIX JIAHHBIX OTHOCSTCS:

a) CBeieHMsI, KacaroIInecss paCOBOM MPUHAITIEKHOCTH.

0) CBeneHus, Kacaronuecs TpaKIaHCTBA.

B) CBenieHNs, Kacaroluecs MOJIUTHIECKUX B3TIISI0B.

r) CBeneHus, Kacaronuecss MHBAJIMTHOCTH.

C touku 3peHus ¢enepanbHOro 3akoHa «O MepCOHANBHBIX TaHHBIX» K OMOMETPUUYECKUM
MIEPCOHATBHBIM JIAHHBIM OTHOCSTCS:



a) Bce cenmeHus, KOTOpbIe XapaKTepu3ylOT (U3UOJIOTHYECKHE W OHMOJOTHYECKHE
0COOEHHOCTH YeJIOBEKa, HA OCHOBAHUHU KOTOPBIX MOKHO YCTAaHOBUTH €T0 JTMYHOCTb.

0) CseneHusi, KOTOpble BHOCATCA B 0a3y OHMOMETpUYECKHX MJaHHBIX TpaxaaH
Poccuiickoit @enepanuu.

B) Bce cBenmenusi, KOTOpble XapakKTepU3yrOT (U3HOIOTHYECKHEe U OUOJIOTHYECKUE
0COOEHHOCTH YeNlOBeKa, Ha OCHOBAaHMM KOTOPHIX MOXXKHO YCTaHOBHTH €0 JIMYHOCTh, U
KOTOPBIE UCIOJIB3YIOTCS JJI1 YCTAHOBJICHUSI €T0 JTUYHOCTH.

17.Kto o0s3aH yOenuTbcs B TOM, YTO HMHOCTPAHHBIM TOCYJapCTBOM, Ha TEPPUTOPHUIO
KOTOPOTO  OCYILECTBJISIETCSl Tepefada IepCOHAlbHBIX JIaHHBIX, OOecrnedYnBaeTcs
aJIeKBaTHAs 3aIlUTa MPaB CyOBEKTOB NEPCOHATBHBIX JAHHBIX?

a) Oneparop.

0) KOpuaudeckoe J1Ii0, KOTOPOMY MTOPYUUIIH 00pabOTKYy.

B) Hukro.

r) PockomHuansop.

18. CyObekT nepcoHanbHBIX JaHHBIX UMEET MPaBO Ha MOIYYEeHUE cieayrouieil nabopmauu,
Kacaroleicsi 00paboTKH ero NepCOHANbHBIX JaHHBIX:

a) [IpaBoBbIe OCHOBaHUS U 1€ 00PabOTKM MEPCOHANBHBIX JaHHBIX.

0) IloumeHHBII TepeueHb COTPYAHUKOB ONEpaTopa, KOTOPhIE MMEIOT JOCTYI K €ro
MEPCOHAIBHBIM IaHHBIM.

B) CBeneHuss 00 OCYIIECTBIEHHON WWIM O MHPEAIOJaraéMoil TpaHCIpPaHUYHON
nepenavye JaHHBIX.

r) CBeZleHHs O MIPUMEHSEMBIX OTIEPAaTOPOM CPENICTBAX 3aIllIUTHl HH(POPMALIUH.

19.1lpaBo rpakmanmHa Ha modydeHue uHpopmanuu, Kacaromeiicss o0pabOTKU ero
NIEPCOHATBHBIX JAHHBIX, MOKET OBITH OTPAaHUYEHO:

a) Ha ocHoBaHuU 3asBlieHUs APYroro CyObeKTa MepcoHaIbHbIX JaHHBIX.

0) B ciygasx, ecnmu o0paboTKa MepCOHATBHBIX JaHHBIX OCYIIECTBISIETCSA B CIydasx,
MPEyCMOTPEHHBIX 3aKOHOJATeNbCTBOM Poccuiickoit @enepalii 0  TPaHCIIOPTHOM
0€30MacHOCTH.

B) B ciyuasx, ecniu oOpaboTka MEpCOHATBHBIX JAHHBIX OCYIIECTBISETCS B IIEISAX
000pOHBI CTpaHbl, 0€30MaCHOCTH IOCYAapCTBa U OXPAHbI IPABOMOPSAKA.

r) B cnywasx, ecnmu oOpaboTka mepcoHaNbHBIX JAaHHBIX OCYIIECTBIAETCS B paMKax
3aKOHHOM JIeATEIbHOCTHU CPEACTBA MACCOBOM MH(OPMAILIUH.

20. KoHTponb W Hag30p 3a BBINOJHEHHMEM Mep 10 OOECleYeHHI0 0e30MacHOCTH
MEPCOHAIIBHBIX JIAHHBIX OCYIIECTBIISET (OCYIIECTBIISIOT):

a) MunkomcBs3u Poccun.

6) PockomHamzop.

B) ®Cb Poccun.

r) ®CTOK Poccun.

21. Kaxkoii opraH rocyJjapCTBEHHOH BJIaCTH MMEET MPaBO O3HAKOMJIEHHS C MEepPCOHAIbHBIMU
JAHHBIMH TIPU OCYIIECTBICHIUH KOHTPOJIBHBIX U TIPOBEPOYHBIX MEPOTIPUSATHIT?

a) ®Cb Poccumn.

6) PockomHamzop.

B) ®CTOK Poccun.

22. Jluita, BAHOBHBIE B HAPYIIICHUH TIOJIOKEHUH 3aKOHOAAaTeNhcTBA Poccuiickoit deneparumn
B 00JIaCTH TEPCOHANBHBIX JaHHBIX MPU 00pabOTKE MEPCOHATBHBIX TaHHBIX PabOTHUKA,
MOTYT OBITh IPUBJICUCHBI:

a) K yroioBHO! OTBETCTBEHHOCTH.

0) K nucturummaapHOi OTBETCTBEHHOCTH.

B) K aaMuHHCTpaTHBHON OTBETCTBEHHOCTH.

r) K marepuanbHoil OTBETCTBEHHOCTH.



Tect mo Teme 1.3 Opranu3annoHHbIe OCHOBBI 00ecneyeHrsi HH(POPMAIHOHHOM
0e3onacHocTH

1. Pacnonoxute B MpaBWIBHOM MOPSJAKE 3Tanbl paboT MO oOecredyeHuIo 0e30macHOCTH
nHpopmanuu.
1) OnieHka cooTBETCTBHS 00BbEKTa HHPOPMATH3AIIHH.
2) BreisiBnieHue u aHaian3 HHQOPMAIMOHHBIX aKTHBOB.
3) IlpoekTupoBanue (pa3paboTKa) CUCTEMBI 3aIIUTHl HHPOPMAITUH.
4) ®opmupoBaHue TpeOOBAaHUH K 3aIIUTE HHPOPMAIIUH.
5) Baenpenue cuctemsl 3alIMTH HHPOPMALIUH.
6) DKCIuTyaTaIus CUCTEMBI 3aIUThl HHPOPMAITUH.

a)1)2)3)4)5)06).
6)4)2)3)5)1)6).
B)2)4)3)5)6)1).
r)2)4)3)5)1)6).

2. Ilycts He 00Oe3nMYeHHbIE IEPCOHANIBHBIE TaHHBIE O COCTOSHUU 3JI0POBbS BCEX TPaKIaH
SpocnaBckoii obmacTi 00pabaThIBAIOTCS B MH(POPMALMOHHON CHUCTEME, Ui KOTOPOM
aKTyaJIbHbI YIPO3bl CBSI3aHHBIE C DKCIUTyaTallel YsS3BUMOCTEH B MPHUKIAJHOM, HO HE B
CHCTEMHOM IpOrpaMMHOM obecrieueHun. Kakoil ypoBeHb 3aIIMIIEHHOCTH JOJKEH OBITh
YCTaHOBJIECH ISl TAKMX MEPCOHAIBHBIX JaHHBIX?

a) Y31.
6) V32.
B) Y33.
r) ¥34.

3. IlycTp He 00e3nMUeHHBIE TIEPCOHALHBIC JAHHBIE B TOM 4ncie (GoTorpadus COTpyIHUKOB
Hebonbimoro (o 10 000 coTpyaHMKOB) MpennpusaTHs 00pabaThIBAIOTCS B CHUCTEME
KOHTPOJISI U YIPABJICHUS OCTYIIOM, JJISi KOTOPOHW aKTyalbHBI YIrPO3bl HE CBS3aHHBIC C
JKCIITyaTaueil ysi3BUMOCTEH B MPUKJIAJHOM U CUCTEMHOM MPOTPAaMMHOM OOECTIeueHUH.
Kakoii ypoBeHb 3aIIMIIEHHOCTH JOJDKEH OBITh YCTAHOBJICH JISi TAKMX MEPCOHATBHBIX
MAHHBIX?

a) Y31.
0) V32.
B) ¥33.
r) V34.
4. BuenrHue HapyIIUTENIH PEATU3YIOT YTPO3bI:
a) VI3 BHemHuX ceTeil cBsA3M 00IIero NOIb30BAHUS.
6) HenocpencTBeHHO B MHPOPMAIIMOHHBIX CUCTEMAX.
B) M3 ceTeil Mex1yHapOAHOT0 MH()OPMAIIMOHHOTO OOMEHa.
r) Haxomsice B nipeziennax KOHTPOJIUPYEMON 30HBI.
5. Ilpumepamu BHEIIHUX HAPYIIUTENEH MOTYT SBIIATHCS:
a) [Tonmp3oBaTenn HHPOPMAITMOHHON CUCTEMBI.
0) Konkypupyromue opraHu3aium.
B) HenoOpocoBecTHbIE MapTHEPHI.
r) O6cayXUBarOLIUil TepcoHal OpraHu3alHH.
6. Ilpumepamu BHYTPEHHHUX HAPYIIATEIEH MOTYT SBIISTHCS:
a) AIMUHUCTPATOPHI 0€30MaCHOCTH MH(POPMAITUOHHBIX CUCTEM.
6) CroponHue pu3nvecKue JauIa.
B) Jluia, oGecrieunBaroniyue COnpoBOXKAEHUE TPOIrPAMMHOT0 00eCIIeYeHusl.
r) KpuMuHaIbHBIE CTPYKTYPHI.
7. K 00BEKTHBHBIM yrpo3aM OTHOCATCS:
a) OmmOKu 00CTyKUBAIOIIETO TIEPCOHATIA.



10.

11.

12.

13.

0) HedexTsl, cOon W OTKa3bl, aBapUM TEXHUYECKHUX CPEJCTB M CHCTEM OOBEKTOB
uHpOpPMAaTU3ALUH, A TAK XKe CUCTeM oOecrieueHHst 00BEKTOB HHPOPMATHU3ALIUH.

B) [Ipupoausie siBneHus, CTUXUITHBIE O€ICTBUSI.

r) @akTopbl COUUAIBHO-TIOIUTHYECKOTO XapaKTepa.

VYrpo3sl yreuku HH)OpPMALIUKU BO3ZMOXKHBI IIOCPE/ICTBOM:

a) Bo3zgelicTBUS MPOrpaMMHBIMH CpPEACTBAMH B KOMIUIEKCE C TpEIHAMEPEHHBIM
CUJIOBBIM 3JICKTPOMAarHUTHBIM BO3/I€HCTBHUEM.

0) [lepenaun nHPOpPMAIIH 110 OTKPHITHIM KaHAJIAM CBSI3H.

B) [logkimroueHus K TEXHUYECKUM CPEACTBAM U CUCTeMaM 00beKTa HH()OpPMATHU3AIIIH.

r) O6paboTku nHGOPMAIIMK HA HE3AIUIIEHHBIX TEXHUUECKUX CPelICTBaX 00paboTKu
uHpopmanuu.

YTpo3bl HECAHKIIMOHUPOBAHHOT'O 1OCTYIa K MH(POPMALIUH, PEATU3YIOTCS ITyTEM:

a) Konuposanust unopmanny Ha He3apeTUCTPUPOBAHHBIN HOCUTENL HHPOPMAIUH.

0) XuIeHust HOCUTEIS 3alUIaeMoil HH(OPMAITHH.

B) lcnonb3oBaHus ~ OporpaMMHOro  OOecliedeHHs]  TEXHHYECKHX  CpEICTB
UH(POPMALIMOHHOM CUCTEMBI, Yepe3 MPUMEHEHNE BPEAOHOCHOTO MTPOTPAaMMHOTO KOJIa.

r) CUJIOBOrO 3JEKTPOMAarHUTHOTO BO3JEHCTBHUS MO MPOBOIHBIM JIMHUSM CBS3U Ha
MOPTHI BBOJA-BBIBOJIa CUTHAJIOB U TIOPTHI CBSA3H.

Kakue cpencra 3amutbl uHpOpManuu OOBIYHO MTPUMEHSIOTCS Jig OOecredeHus
Oe3omacHocTH HH(pOpManmu, 00padaTkiBacMOl Ha aBTOHOMHBIX KOMITBIOTEpaXx:

a) CpencTBa 3amUThl THPOPMAIMK OT HECAHKIIHOHUPOBAHHOTO JIOCTYIIA.

0) MexcereBble 3KpaHbI.

B) CpencrBa kpunTorpaduueckoi 3auThl HHPOPMAIIHH.

r) CpeacTBa aHTUBUPYCHOM 3aIUTBHI.

1) Cuctembl 0OHApYKEHUS BTOP>KEHUI.

Kakue cpencrBa 3amuThl HMHGOpPMAIMK  IO3BOJSIOT 00ECEYUTh 0O€30MacHOCTh
uH(poOpMallMK, T[epelaBaeMoOil MO KaHajlaM CBSI3M, BBIXOISIIUM 32 TPEAEIbI
KOHTPOJINPYEMOH 30HBI:

a) CpencTBa 3amUThl THPOPMAIMK OT HECAHKIIHOHUPOBAHHOTO JIOCTYIIA.

0) MexceTeBble 3KpaHbI.

B) CpezacrtBa kpunrorpaduyeckoit 3amuThl HHPOPMALIUH.

r) CucteMbl 0OHapyKE€HUS BTOP>KEHUI.

Kakoit Bua cpeictB 3amurbl MH(GOpMAIUMKM IO3BOJISIET KOHTPOJIMPOBATh pa3iIMyHbIC
KaHaIIbI TTepeadn HHPOPMAITH: SJIEKTPOHHYIO MTOUTY, MECEHKEPHI, CheMHbBIE HOCUTEIN
uHpopmanuu?

a) IPS.

6) DLP.

B) IDS.

r) CSP.

ATtTecranus 00beKTOB HH()OPMATU3AIMH — ITO:

a) JIokyMeHTaJlbHOE YAOCTOBEPEHUE COOTBETCTBUS NMPOIYKIIUU UM UHBIX OOBEKTOB,
IIPOLIECCOB MPOEKTUPOBAHUS, IPOU3BOJCTBA, CTPOUTEILCTBA, MOHTaXa, HaJaJKH,
HKCIUTyaTallMH, XpaHEHUs, IEPEBO3KU, pealn3allii U YTHIU3alUH, BBIIOJHEHHUS padoT
WIA OKa3aHWs YCIyr TpeOOBaHMSIM TEXHHYECKHX PErJaMEeHTOB, IOJIOKEHHSIM
CTaHJapTOB, CBOJIOB MIPABUJI MJIH YCIOBHUSM JOTOBOPOB.

0) [IpssMoe nau KOCBEHHOE OTpe/eiieHHue COOTI0ACHHS TPEOOBaHUH, TTPEIBIBISIEMBIX
K O0BEKTY 3aIUTHI.

B) OdunnanbHOE NpU3HAHWE KOMIIETEHTHOCTH (DU3MYECKOr0o WM IOPUIUYECKOrO
JIMIIA BBITIOJIHATH paboTHI B ONPEAETICHHON 00acTH.

r) KoMIiekc opraHn3alMmoHHO-TEXHUYECKAX MEpPOTIPUSTHIA, B PE3YyJIbTaTe KOTOPHIX
MOCPEJCTBOM CHEIHMAIBHOIO JOKYMEHTA IMOJITBEPXkKAAETCS, YTO OOBEKT COOTBETCTBYET



14.

15.

16.

TpeOOBaHUAM CTaHJIAPTOB WJIM MHBIX HOPMAaTHBHO-TEXHMYECKMX JOKYMEHTOB IIO
6e301acHOCTH H(POPMALIHH.
Kakoli nokymeHT naet mpaBo oOpaOOTKM MH(pOpPMAlMK C YKa3aHHbIM B HEM YPOBHEM
KOH(HICHIIMATBHOCTH?

1) JIunieH3us.

2) ATTectar akKpeaUTaIIH.

3) Cepruduxar.

4) Attectatr COOTBETCTBUSI.
Ha HacTosmmii MOMEHT CpOK JAEHCTBMsI aTTecraTa COOTBETCTBUS HMH(DOPMAIMOHHON
CHCTEMBI, B KOTOpOi oOpabaThiBaeTCst KOH(pUAeHINANbHAs HHPOpMaLUs, B CIy4ae, eCliu
B XOJI€ €€ IKCIUTyaTalluy, B Hee He BHOCATCS CYILIECTBEHHbIE H3MEHEHMsI, COCTABIISCT:

a) 3 rona.

0) 5 ner.

B) Bech cpok akcruryaTanuy nHGOPMAIIMOHHOW CUCTEMBI.
TectupoBaHue Ha IPOHUKHOBEHUE — ITO CKOpEe:

a) AHanu3 ysa3BUMOCTeH HH(POPMALIMOHHON CUCTEMBI.

6) WcnoblTanust cucTembl 3allUThl MUH(GOPMAIMKU IMYTEM OCYILECTBIIEHUS MOIBITOK
HECaHKIIMOHUPOBAHHOTO AOCTYNA (BO3ACHCTBHS) K MH(POPMAIIMOHHOMN CHCTEME.

TecT no Teme 2.1 ApxuTeKTYpa KOMIbIOTEpa

3a HEenmoCpEeCTBEHHOE BHITIOJIHEHHUE ONEPAIlH B IIPOLIECCOPE OTBEYALT:
a) Apu(MeTHUKO-JIOTUYECKOE YCTPOICTBO.
0) Kour-namsite.
B) biiok ympaBienus..
r) Perucrpsl.
Ucnone3ys 10 6uT g aapecanuu syeek MmaMsTh pasmepoM | OaillT, Mbl cMOXKeM
00€ecCIeunThb apecaliio Caeayero oobeMa naMsaTh:
a) 10 Gaidr.
6) 80 Oaiir.
B) 1024 Gaiir.
r) 1024 6ur.
Pacrionoxxurte B mopsiike yBenu4eHuss 00beMa mamsITH.
a) Ctpanura.
0) bur.
B) CrnoBo.
r) Bank.
n) Sueiika.
Pacrionoxxute BUIbI TaMSATH B TOPSAKE YBETHYEHUU CKOPOCTH PaOOTHI.
a) Peructpsl nponieccopa.
0) TBeproTenbHbIC HAKOMTUTEIH.
B) OcHOBHas (OTiepaTUBHAS) TAMSTh.
r) OnTHYECKHE AUCKH.
1) MarHuTHBIE KECTKUE JUCKHU.
e) Komr-nmamste.
Kaxkas xonmenius 00bIYHO peaiu3yeTcs B MPOIeccopax BUICOKAPT?
a) MHOX€eCTBEHHBIN MOTOK KOMaH/l, MHOKECTBEHHBIN MOTOK JaHHBIX.
0) OTMHOYHBIN MOTOK KOMaH/I, MHOKECTBEHHBIN IMOTOK JaHHBIX.
B) MHOKECTBEHHBII TOTOK KOMaH1, OJTAHOYHBIH MOTOK JTaHHBIX.
r) OAMHOYHBINA TOTOK KOMaHI, OAMHOYHBIH MOTOK JTaHHBIX.
J171s1 COBpEMEHHBIX MarHUTHBIX )KECTKUX JIUCKOB XapaKTEPHO:
a) bosp1iasi CTOMMOCTB TIO OTHOIICHHIO K TBEPIOTEIBHBIM HAKOTIUTEIISIM.



0) IocrenenHoe n3HAIIMBAHUE TPAH3UCTOPOB.
B) Hannuune MexaHUYeCKHUX 3JICMEHTOB.
r) PacrnosnoxeHnue KOHTpoJIepa Ha MAaTEPUHCKON TLIaTe.
1) Bonpmmii 00beM mamMsTH MO0 CPABHEHUIO C TBEPOTEIbHBIMUA HAKOMIUTEIISIMHU.
7. Kakas mmHa Haubojee pacnpocTpaHEeHa Ha TEKYIIMA MOMEHT B IEpCOHAIbHBIX
KOMITbIOTEpAX:
a) ISA.
0) PCI.
B) PCI Express.
r) SCSI.
8. IlycTs TakTOBast 4acTOTa MIMHBI KOMIIbIOTepa cocTaBigeT 5 I'T'1. 3a oguH TakT Mo muHe
MOJKHO mepeaars 16 6ut. OueHuTe CKopocTh nepenayn nHpopMamuu mno muHe?
a) 80 Merabur B ceKyHY.
0) 10 ['urabaiit B cCeKyHIy.
B) 80 I'mrabGaiiT B CEKyHy.
r) 21 T'urabaiit B CeKyHy.
9. Jlns mpoeKIHOHHO-EMKOCTHBIX CEHCOPHBIX DKPAHOB XapaKTEePHO:
a) Beicokast CKOpOCTh OTKIIMKA MPH KacaHUH.
0) Bo3MOXKHOCTB yripaBieHHs pa3TUYHBIMU YCTPONUCTBAMH.
B) [Tommeprxka multi-touch.
r) HeBO3MOXKHOCTh OpE/ICICHHUSI CUITbI HAXKATHS.
n) [IpoGnema «1BoeHU.
10. DnemMeHTaMu KUJIKOKPUCTAIIINYECKOTO MOHUTOPA SBISIOTCS:
a) JlydeBas TpyOka.
0) Mcrounuk cBera.
B) KK-matpua.
r) I13C-matpwuiia.
1) DIEKTPOIBI.
11. Kakoii 3ieMeHT npuHTepa OTBEUYAET 3a (PUKCAIUIO TOHEpa Ha Oymare:
a) ®ortoBa.
6) TepmoBat.
B) Ponuk mepenoca.
r) Ban nmomauu ToHepa.
12. HazHavyeHuneMm na3epa B IIBETHOM MIPHHTEPE SBIISIETCS:
a) Hanecenue Tonepa Ha ¢otoBa.
0) dukcanus ToHEpa Ha Oymare.
B) Y IaleHue HeCyIInX 3apsiji 3JIEMEHTOB ¢ (pOTOBAA.
r) [Togaya Oymaru B IpuHTED.
13. Dnementamu 1udpoBoil BeG-KaMepsl ABISAIOTCA:
a) dororuieHka.
0) OOBeKTHB.
B) [13C-marpuia.
r) ®ukc-pokyc
n) Ipormeccop.
14. J1na KoHIeHCATOPHBIX MUKPO(QOHOB XapaKTEPHO:
a) Cnabast 9yBCTBUTEIHHOCTb.
0) YCcTOMUUBOCTD K yAapam.
B) BbicOoKast 4yBCTBUTEILHOCTb.
r) 3aBUCUMOCTh OT ITAPaMETPOB OKPYIKAIOIIeH Cpeibl (TEMIIepPaTyphl, BIAKHOCTH).
n) [IpumeHeHne B CTyIMSAX 3BYKO3AITUCH.

Tect no Teme 3.1 Beeienne B HHPOPMAIHOHHYIO 0€30MACHOCTH ONEPANMOHHBIX CHCTEM



IIycts B OC peanu3oBaHO AHUCKPELMOHHOE YIIPAaBJIEHHUE IOCTYIIOM CO CIEAYIOLIUMU
npaBaMu: uTeHue(r), 3anuch(w) u ucnoiaHeHue(X). IlpucyrcrByer dailm mprtoxeHus
«KanpkynsaTop.exe» co cienyromuMm cnuckoMm jocryna: (Amnmca: rwx), (bopuc: rx).
Br16epute npaBuibHbIC YTBEPXKICHUS:

a) Airca MOXeT 3aIyCTUTh npuioxenne «KanbkyasTop.exe.

0) bopuc He MoxeT 3anmycTUTh mpuiiokenue «KanbkyasTop.exey.

B) AJlrca HE MOKET U3MEHUTH coJiepkuMoe (aiina «KanbkyisTop.exe».

r) Bopuc MokeT u3MeHHUTh coepkumoe (aita « KambKyssiTop.exey.

ITycts B OC peann3oBaHO rpynoBO€ YIPaBJIEHUE JOCTYIIOM CO CIEAYIOIIUMHU IPaBaMu:
yteHue(r), 3anucb(w) u ucnonmHenue(x). IIpucyrctByer daitn «Haxmamgnas.docx» co
ciaenyromuM crnuckom jgocryna: (byxramrepsi: rw), (Kypwepst: r), (Ammca: rw). B
CHUCTEME 3aJlaHbl pOJIM, B KOTOPBIE BKJIKOYEHBI COOTBETCTBYIOIIME I0JIb30BATEIIN:
(Byxranreper: bopuc, [I'amuna), (Kypbepsi: Bukrop). Bribeputre mnpaBuibHbIC
YTBEPKICHHUS:

a) bopuc He MoxeT U3MEeHUTH coaepkumoe (daitna «HaknamHas.docxXy.

6) lamura MoxeT ynTaTh coaepkumoe daiina «Haxmaanas.docxy.

B) Bukrop MokeT uameHuTh conepxkumoe daiina «Haxmamanas.docx».

r) BukTop MoxeT uutath comepxkumoe daiina «Hakmagras.docxy.

1) Anrca MOXKeT U3MEHHTD coaepxkumoe (aiina «Hakmamanas.docxy.

IIycte B OC peanu3oBaHO MaHOaTHOE ympaBiieHue noctynom. llpucyrcrByer daiin
«log.txt» ¢ ypoBHeM cekpeTrHocTH 1. IIpucyrcTByrOT monb3oBaTenu Annca ¢ ypOBHEM
nomycka 1, bopuc ¢ ypoBaem pomycka 2 u Bukrop ¢ ypoBHem pomycka 0. Beibepute
IIPABWJIbHBIE YTBEPKICHUS:

a) BukTop MoXeT u3MeHuTh comepkumoe daiina «log.txty.

0) BukTop MoxeT untath cogepkumoe daiina «l0g.txty.

B) AJlca MOXeT U3MEHHUTh cojiepskumoe (aiia «log.txty.

r) Anica MOXKET YUTaTh cojepkumoe daiina «10g.txty.

1) bopuc Moxker u3mMeHHTD coaepxkumMoe (aiina «l0g.txty.

e) bopuc moxer untaTh comepkumoe daitna «l0g.txty.

ITycts B OC peanuzoBana Mojensb neinoctHoctu buba. IlpucyrcrByer daiin «log.txt» ¢
ypoBHeM 1enoctHocTH 1. [IpucyTcTByIOT nosib3oBaTenu AMca ¢ YpOBHEM I€JIOCTHOCTH
1, Bopuc ¢ ypoBHeM nenoctHocTd 2 U Bukrtop ¢ ypoBHem nenoctHoctu 0. BeiOepute
MPABWJIbHBIE YTBEPKICHUS:

a) Buktop MoxeT u3MeHUThb cojiepxkumoe (aiina «log.txt».

0) Asca MOKeT M3MEHUTH coziepskuMoe (aiia «10g.txty».

B) bopuc mMoxer u3mMeHuTh copepxkumoe daitna «log.txty.

r) Bece Tpoe MoryT untath coaepxkumoe daitia «log.txty.

BriOepute npaBuiibHbIE YTBEPKACHUS 0 ayTeHTU(PUKaUU B coBpeMeHHbIX OC:

a) [Taponu mosp30BarTenst XpaHsATCs Ha JUCKE, HA KOTOPOM YCTAHOBJIEHA CHUCTEMa, B
NIEPBOHAYAJILHOM BHJIE.

0) OTtanoHHbIE 3HAYEHMs, HEOOXOAWMMBIE JUISI MPOXOXKACHUS OHMOMETPUUYECKON
ayTeHTU(UKaLMU, XpaHATCA B CHCTEME B HEAOCTATOYHOM JUIsI BOCCTaHOBJIECHHUS
M3HAYAIbHBIX OMOMETPHUECKUX JTAHHBIX 00bEMeE.

B) TokeH ¢u3MYeCKH W3TOTOBIEH TakUM O0pa3oM, YTO CYUTHIBAHHE C HETO
3aKpBITOTO KJIKOYA SIBJISIETCS HEBO3MOKHOW WIIA IOPOTOCTOSIIEH ONepalei.

r) Jns ayTeHTU(HUKAIUU C TIOMOIIBIO TOKEHa B CHCTEME JIOJDKEH MPHCYTCTBOBAThH
OTKPBITBIN KJII0Y MOJIb30BATENs, COOTBETCTBYIOIIUHN 3aKPHITOMY KIIIOUY Ha €r0 TOKEHE.
UYro He BXOAUT B METaJaHHbIe (aiina (BpiOepuTe OJ1H BapHaHT)?

a) Bpems co3ganus daiina.

0) Anpec KOpHEBOH ATUPEKTOPHUHU.

B) Bpemst moaudukarmu daiina.



10.

r) Apeca KiiacTepoB COACPKUMOTO (haiijioB.

1) Uadopmanus o Bnanensle daitna.

Bri6epute BepHbIe YTBEpKIEHUS O YIIPABICHUH MaMAThIO B coBpeMeHHbIX OC:

a) CoBpemenHble OC HCIOJIb3YIOT BUPTYAIbHYIO I1aMSATh.

6) CoBpemennbie OC He 3alUIIAIOT MAMATh OJHUX MPOIECCOB OT YTEHUS APYTUMU
IpOIIECCaMH.

B) CoBpemennbie OC pa3aenstoT OOIIyI0 MaMATh MEXIy MPOIIECCaMH, YacTO B TAKOW
MaMSITH HAXOAATCS OMOTMOTEKH.

r) CoBpemennbiec OC HHUKOT/a HE BBIMPYXKAOT YaCTH ONEPATHBHOW MaMSATH Ha HCK
BO BpeMs paOOoTBhl.

n) B coBpemennbix OC mamsTh pa3OuTa Ha MaJleHbKHE (parMEHTHl, Ha3bIBacMble
CTpaHHIIAMHU.

Bri6epute BepHbIe YTBEPKIECHUS O IIAHUPOBILKKE:

a) [lmaHMpOBHIMK BBIIENSAET MPOLECCOPHOE BpeMs KOPOTKHMMH HHTEpPBAIaMH,
HA3bIBAEMbIMU KBAaHTaMHU.

0) B cnyuae wucCHONHEHHS NPOLECCOM MHCTPYKLIMM, IS 3aBEPIICHUS KOTOPOM
TpeOyeTcs UIUTENbHOE OXKUAAHWE, TUIAHUPOBIIUK MNEPEBOIAUT MPOILECC B COCTOSHUE
«3a0JIOKUPOBaH» U HE OYyAET BBLACIATH €My IPOIIECCOPHOE BpPEMs, MIOKAa COCTOSIHHE HE
CMEHUTCS Ha «TOTOBY.

B) s paboThl TUIAHMPOBIIMKA IMPOLECCHl JOJDKHBI CaMH IIepelaBaTh Ha HETo
yhnpaBieHHe, TaK Kak KommbioTepsl He mnpeaoctaBimsitor OC  wmexaHusma Uit
NEPUOIMIECKOTO MPEPHIBAHMUS BBIITOJHEHHS MOJH30BATEIHCKOTO TPOIIEcca.

r) B miaHupoBaHMM MO MPHOPUTETAM BCE MPOIECCHI C Pa3HBIMU MPHOPUTETAMH
MOJYy9al0T IPUMEPHO OJMHAKOBOE KOJIMYECTBO BPEMEHHU.

Bri6epute BepHOE yTBepKIeHUE (BBIOCPUTE OJJUH BapUaHT):

a) OC peayim3oBaHa anmapaTHO B IPOIECCOPE.

6) OC peann3oBaHa anmnapaTHO B MaTEPUHCKOM IjaTe.

B) OC — mporpamMHOe oOecrieueHre, KOTOpPOE IPEIOCTABISET MPHUIOKCHUSIM
pecypchbl anmapatHoro odecreyeHuss KOMIbIOTEpa B BUE yIOOHBIX aOCTpakiHii, HO HE
YIIPaBJISET TUM aIlapaTHbIM 00ECTICYCHHUEM.

r) OC — mporpamMmmHOe oO0OecCre4YeHHe, KOTOpO€ IMPEIOCTABISACT MPUIOKCHUSIM
pecypchl  amnmapaTHOTO OOECTEUYEeHHs] KOMITbIOTEpa B BHUJAC YAOOHBIX aOCTpakiuid u
yIIpaBJISET 3TUM alIapaTHbIM 00ECTIEYeHHUEM.

Bri6epute BepHOE yTBep:KIeHUE (BBIOEpUTE OJJUH BapUaHT):

a) B OC komnbloTepa ¢ OJHOSAECPHBIM MPOLECCOPOM B KaXJIbli MOMEHT BPEMEHHU
MOYET paboTaTh TOJBKO OJFH MPOIIEeCC.

6) B OC kommbioTepa € OAHOSAEPHBIM IPOLECCOPOM Yy TMPOIECCOB BCeria
NPUCYTCTBYET TOJBKO OJIH MOTOK.

B) B OC kommbploTepa ¢ MHOTOSICPHBIM MPOLIECCOPOM B KOHKPETHBIH MOMEHT
BPEMEHHU MOTYT BBITIOHATCSI HECKOJIBKO TTOTOKOB OJTHOTO TIpOIIecca.

r) B OC xoMnproTepa ¢ MHOTOSAEPHBIM MPOLIECCOPOM KOHKPETHBIN MPOLIECC MOXKET
HCTIOJIB30BaTh TOJIBKO OJTHO SIIPO TPOIIeccopa.

Tect no Teme 3.2 Uudopmanuonnasi 6e30nacHOCTH ONEPANUOHHBIX CHCTEM ceMelicTBa

1.

Windows

Ha ocnoBe xakux nanabix cyobekra OC Windows npuHUMAaET pemeHue o JocTyme?
a) XeIr 3HaYeHUe MMapoJIsl MOJIb30BaTeNs, 3aITyCTUBIIIETO MPOIIEeCC.
0) TokeH mepeBOMIIONICHHS.
B) Unentudukarop mpoiecca.
r) Token nocryma.
1) ba3oBbIii puOpHTET mporecca.



Ha ocHoBe xakux nanaeix o0bekta OC Windows mpuHHUMAaET penieHnue o 10CTymne?

a) [IpuBunerumn.

0) Token mocTyma.

B) [leckpurnrop 6€30MacHOCTH.

r) CUCTEMHBII CIIMCOK YIIPABICHUS JTOCTYIIOM.

1) Crioco6 ayTeHTH(PHUKAIIMU T0JIh30BATEIS.

Kakue npumuTrBHBIC TTpaBa o0beauHseT B cede mpaBo ureHus OC Windows?

a) «Urenue arpuOyTOB 0€30MIACHOCTI.

0) «YTeHHne CUCTEeMHBIX aTpUOYTOBY, «YTEHHUE aTPUOYTOB OE30MACHOCTH.

B) «UTeHne JaHHBIXY.

r) «UTeHue CHCTEeMHBIX aTPHOYTOBY», «ITECHHE aTPUOYTOB OE30MACHOCTHY, «YTCHUE
JTAHHBIX).

1) «UTeHue CUCTEMHBIX aTpUOyTOB», «YTEHUE aTPUOYTOB OC30MACHOCTHY, «UTCHHE
JAHHBIX», «BBITIOTHEHUE PAIIIOB» U «IIEPEXO] B TUPEKTOPHUIO».

BriGepuTe mpaBuiIbHBIC YTBEPXKICHHUS 0 MaHIaTHOM nonuTrke «He-3anuceiBaTh-BBepx»
OC Windows:

a) OGecnieunBaeT CBOMCTBO IEIOCTHOCTU JaHHBIX.

6) ObecnieunBaeT CBOMCTBO KOH(DUICHIIMAIBHOCTH TaHHBIX.

B) Mcrionib3yercst B CHCTEME TOJIBKO ISt 00BEKTOB CETEBBIX COKETOB.

r) HesiBHO ucnonb3yercst st Bcex NTFS-gaiinos.

1) Pasperiraer 1o0CTym Ha 3aMuch TOJBKO CYyOBEKTaM C YPOBHEM IIEJIOCTHOCTH PaBHBIM
WK OOJIBIIMM IO OTHOIIEHHIO K YPOBHIO IIEJIOCTHOCTH OOBEKTA TOCTYTIA.

Kakue u3 nepeuncrnennsix npas OC Windows mpenocTaBiiser o YMOTYaHHIO BIIaJIEIbILY
daiina?

a) Yurate CCY /.

6) Yurats ACY .

B) UuTath comepxumoe daiia.

r) Usmensts JJCY/I.

n) Nsmensite CCY/I.

e¢) Usmensats comepkumoe daiina.

Bribepere nmpaBuiIbHBIE  YTBEPXKICHHS OTHOCHUTEIBHO QITOPUTMa  OMpeeNieHus
npaBoMepHocTH goctyna OC Windows:

a) IlepBeiM pelicTBUEM SBISIETCS MpPOBEPKAa COOTBETCTBHS JOCTyNa MaHAATHOMN
TIOJINTUKE.

0) IIpoBepka COOTBETCTBHS MOCTyHa MaHIATHOW MOJUTHKE OCYIIECTBISETCS TOCIe
ananm3a 3anuceit JICY 1.

B) Eciu ipu mocnenoBarenpHoM ananu3e 3anuceit JICY /] oka3piBaeTcsi, 4TO OJHO U3
3anpaniBaeMbIX MpaB 3allpeliaeTcs B TEKYIEH 3alucH, TO JOCTYI 3allperiaeTcs.

r) Ecimm mpu mnocnenoBatensHoM ananmuze 3anmceit JJCY]] paspemaronue mpasa
TEKyIled 3alucd B CyYMME C pa3pellalollMM{ IMpaBaMU MPEIbIIYLIIUX 3anucei
MEPEeKPbUIH BCe 3allpalliiBaeMble MpaBa, TO JOCTYII pa3peniaeTcs.

n) Eciu B ciickax JICY/] He ObLI0O 3ampelnaroniux 3ampaniiBaeMble mpaBa 3aluce,
U B TO € BPEMS BCE pa3pellaolIie 3allMCH HE MEPEKPBUIN 3alpaliuBaeMble MpaBa, TO
JOCTYT 3ampeniaeTcs.

Kakas npusunerust OC Windows mo3BossieT uutath Jr000u (aiin BHE 3aBUCUMOCTH OT
3a/IaHHBIX NPaB?

a) [IpuBunerus co3ganus pe3epBHBIX KOIHIA.

0) [IpuBwierns N3MEHEHUsT CHCTEMHOT'O BPEMEHH.

B) [IpuBmIierus 3aBepiieHus: paboThl CUCTEMBI.

r) [IpuBunerus yBenuueHus pabodero Hadbopa.

n) [MpuBunerus coznanus (haiia NoJKaAUYKH.

Bri6epuTte cymnocTH, He Bxosuie B TokeH goctyna B OC Windows:



a) SID nonk3oBarens.

0) JICY ]I Bcex 00bEKTOB CUCTEMBI.

B) SID-bI rpymi.

r) CCY /I Bcex 00BEKTOB CHCTEMBI.

n) IMpuBuneruu.

9. BrIOepuTe CyIIHOCTH, BXOJAIINE B lecKkpurntop 6ezonacHoctu oobekra B OC Windows:

a) SID Bnanenbiia 00bEKTA.

0) IMCKpEIMOHHBIN CIIMCOK YIIPABIICHUS JOCTYIIOM.

B) CHCTEMHBIH CITUCOK YIPABJICHHS JOCTYIIOM.

r) CECOK TOKEHOB JIOCTYIIA IIPOLIECCOB, OCYIIECTBIISIONIMX JOCTYII K OOBEKTY.

1) YpOBeHb LEIOCTHOCTH.

10. Kakue #3 TMyHKTOB MpPaBHJIBHO ONKCHIBAIOT (MIBTPOBAHHBI TOKEH JIOCTYIa

agmuauctpatopa B OC Windows?

a) YpOBEHb LIEJIOCTHOCTH YCTAaHABIINBACTCS CPETHHM.

0) YpOBEHB IIEJIOCTHOCTH YCTaHABIMBACTCSI BBICOKUM.

B) CIIMCOK MPUBHJIETHI, KOTOPBIE MOT'YT MONACTh B (PUIBTPOBAHHBIA TOKEH, CHIBHO
OrpaHUYeH.

r) Ilpu onpenenennu npaBomepHocTd pgoctyna cpeau 3amuceir JCYJ ¢ SID
aJIMAHUCTPATHBHBIX TPYII OYIyT YYTSHBI TOJILKO 3aIPEIIAOIIHe.

1) Crucky NMPUBHIICTHI OJMHAKOBBI B OOBIYHOM M (DMIIBTPOBAHHOM TOKEHE JIOCTYIIa
aJIMAHUCTPATOPA.

Tect mo Teme 3.2 UndgopmannmoHHasi 6€30MacCHOCTh ONEePANMOHHBIX CHCTEM ceMeiicTBa
Linux

1. Ha ocHoBe kakux JaHHBIX cyObekTa OC Linux nmpuHUMaET penieHne o 10cTyne?
a) SUID-6ur.
0) Sticky-6wur.
B) YUeTHbIC JaHHbIC.
r) UID mporiecca.
1) DNEKTPOHHAS MOJMUCH TPOrPAMMBI.
2. Kaxwue npasa npucyrctByrot B OC Linux:
a) Ucnonuenue.
0) Urenwue i-node.
B) UteHue.
r) Y nanenue.
1) 3amuce.
3. Hus gero cioyxut SUID-6ut 8 OC Linux?
a) [To3Bomsier 3amycTuTh NPUIIOKEHHE OT UMEHHM BiaJiesblia (aiiyia MpuiIoKeHHs .
0) [To3BoJsieT 3amyCTUTh MPHIIOKEHUE OT UMEHH CYIIEPITIONb30BaTEIIS.
B) [To3BossieT 3anmycTuTh npuinoxenue ¢ npusmwierneit CAP_SYS ADMIN.
r) [To3Bomnsier 3anmycTuth npuioxenue ¢ UID paBHBIM HYITIO.
)  SBampemaer  3amycK — NPHJIOXKEHHS ~ BCEM  IOJB30BATelsAM,  KpPOMeE
CYTIEPIOIB30BaTENS.
4. Yto nenaer Macka B CIHCKe yrpasieHus aoctynom daiina B OC Linux?
a) 3aaeT MaKCUMaITbHBIC TIPaBa, KOTOPBIE MOYKHO TTOTYYUTh U3 3aIMCEH TSl TPYIIIL.
0) 3aaeT MaKCUMaJIbHBIE NTPaBa, KOTOPHIE MOXKHO MOJIYUYUTh U3 3alIUCH OCTAIbHBIX.
B) 3a/1aeT MaKCHMaJbHbBIC MPaBa, KOTOPhIE MOXKHO MOJYYUTh M3 3alHCH BJaJeiblla
daiina.
r) 3amaer MakCHMMaJbHbIE TpaBa, KOTOPbIE MOXKHO MOJYYHUTh W3 3amuceil s
NOJIb30BaTes e u TpyIml.



10.

11.

1) 3agaeT MaKCHMallbHbIC IpaBa, KOTOPHIE MOXHO TOJYYHTh W3 3aluced s
MOJIb30BaTENEN.
Uro Takoe coub xemi-3HaueHus napoiisg B OC Linux?

a) Ctpoka, koTopas BBIOMpAETCS TPH KAXKIOH ayTCHTH(PHUKAUU CIlydalHO IS
obecrnieueHrs 6€30MacHOCTH MapoJIs.

0) CnyuaitHo BbIOpaHHasl MPU CO3JAaHUM MAPOJS CTPOKA, KOTOpas CKIIEUBAETCS C
XeII-3HaYEHUEM I10CJI€ BEIYUCICHUS XeI-(PYHKIINU.

B) CiydaiiHo BbIOpaHHas NpH CO3JaHUU MApOJsl CTPOKA, KOTOpask CKICUBACTCS C
napoJieM fepejl BbIUMCICHUEM Xell-(DyHKINH.

r) JimHa, 10 KOTOpO#l ype3aeTcs maposib MMOJIb30BATENs Il KOMITAKTHOTO XPaHCHUSI
B CUCTEME.
Bribepute cynHOCTH, BXOASIINE B y4eTHBIE JaHHbIe nporecca B OC Linux:

a) UID monw30Baresis, 3amyCTUBIIIETO MPOIIECC.

0) I'pynnsl noabp30BaTeNs, 3aI1yCTUBILETO IIPOLIECC.

B) [IpuBuiieruu.

r) [IpaBa ucnonusemoro ¢aiiia, u3 KOTOPOro ObLT 3aIyIICH MTPOIECC.

1) ®nar 3¢ (heKTUBHOCTH IPHUBHICTHIA.
Bribepure cymuoctu, Bxoasupe B aTpuOyTsl 0ezonacuoctu ¢aitna 8 OC Linux:

a) Tpolika mpaB AJisl Ka)JI0H TPYIIIbI B CUCTEME.

0) [IpuBuiierumu.

B) Tpoiika mpaB Biajeibiia Qaiiia.

r) Tpoiika mpaB monb30BaTeied, He SBISIFOIIMXCS BlaaelbliaMu (Qaiiina u He
BXOJIIINX B IPYIITY Biajenblia (aiisia mo yMoIdaHuio.

n) Bnanenen gaiina.
Bri6epute cymnHocTH, BXxoasiue B aTpuOyThl 6e3onacHocty ¢aitna B OC Linux:

a) Tpoiika npaB Jy1st KaXK0¥ TPYIIIBI B CUCTEME.

0) [IpuBmiierumu.

B) Tpoiika npaB Biajeinbiia Qaiiia.

r) Tpoiika mpaB ToONb30BaTeieii, He SBSIONMXCS BiaaeabliaMd (aiina u He
BXOJIALINX B IPYMITY Biajenblia (aiisa o yMoI4aHuIo.

1) Brnagenen daiina.
Kaxue nabopsl npusmieruit ects y daitna 8 OC Linux:

a) Hacnenyewmpbie.

0) Db dexTuBHBIE.

B) BHemnwue.

r) OrpaHYUBarOIIHE.

1) PaspereHnsble.
Kakyro xem-¢pynkuuio ucnonszyer OC Linux s BBIMUCICHUS XEUI-3HAUYCHUS TTapoJis B
OC Linux?

a) MD-5.

6) SHA-256.

B) SHA-512.

r) SHA-3.

n) OyHKIHA HECKOJIBKO, OKOJIO XEeHI-3HAYCHHs TMapojisi XPaHUTCS HOMEp
UCTIOJIb30BAaHHON XeNI-(DyHKITUH.
Urto nemaer konseiiep B OC Linux?

a) OuibTpyeT BHIBOJI KOMAH/IBI.

0) [lepeHanpaBiseT CTaHIAPTHBIN BBIBOJT KOMAaHIbl C KOHCOJH CTaHJIAPTHBIN Ha BXO.T
JIPyroi KOMaHJe.

B) [logHrMaeT npasa 710 mpaB Cyneproab30BaTerIs.

r) OTKJ1apIBacT BBITIOJTHEHNE KOMaH bl Ha YKa3aHHBIH CPOK.



Tect o Teme 4.1 BBeieHne B apXUTEKTYPY JOKAJIbHBIX BBIYHCJIUTEIbHBIX ceTel

1. Kakoii nopsimox ypoBueid Moaenu OS| BepHbIii?
a) Ou3nueckui, KaHaJIbHBINA, TPAHCIIOPTHBINA, CETEBOW, CEAHCOBBIN, MPEICTABICHUS,
MIPUKJIaAHOM.
0) dusnueckuii, KaHaJIbHBIN, CETEBOM, TPAHCIOPTHBIM, CEAHCOBBIN, MPEICTABIICHUS,
MPUKJIaAHOM.
B) Dusuueckuii, KaHAJIbHBIA, CETEBOM, TPAHCIIOPTHBINA, CEAHCOBBIM, MPHUKIATHOM,
IPECTaBICHHUS.
r) DusnyecKuii, KaHaJbHBINA, TPAHCIIOPTHBIA, CETEBOH, CEAHCOBBIN, MPUKIAIHOM,
IPECTaBICHHUS.
2. Kaxue npoTOKOJIbI OTHOCATCS K TPAHCIIOPTHOMY ypoBHIO Mojeiu OSI?
a) UDP.
6) ARP.
B) IPV4.
r) GSM.
n) TCP.
e) DNS.
x) PPTP.
3. Kakoii ypoBeHb peHa3HAYCH VIS OTIPEICIICHUS IYTH MIepead TaHHbIX?
a) Ousnyeckuid.
0) CeaHCOBBIIA.
B) TpaHCIOPTHBIA.
r) [IpencraBienus.
n) KananbHbrii.
e) [MpuknaaHoii.
k) CeTeBOl.
4. Kaxue ¢uaru ucnonp3yrorcs B nmpotokose TCP s ycTaHOBICHUS COSAMHEHUS?
a) RST.
6) SYN.
B) FIN.
r) URG.
1) ACK.
e) PSH.
5. Kaxkue npeumymectsa ects y FTTB?
a) Bricokas ckopocTh paboTel IHTEpHET.
6) PaBHast ckopocThb IpreMa M nepeadu MHpopMarum.
B) HeszaBrcMMOCTh CKOPOCTH JOCTyMa OT 4YHCiIa aOOHEHTOB, MOJKITIOYCHHBIX K
KOMMYTaTopy.
r) OTcyTcTBHE HEOOXOAUMOCTH pa3MEIleHHs KOMMYTaTopa MpoBaiiiepa B 31aHHH.
6. Kakwue Henocratku ectb y FTTB?
a) Huskas ckopocts pabotel IHTEpHET.
6) Pa3znas ckopocTh npremMa u nepeaadyu HHGOpMaLuu.
B) 3aBHCHMOCTH CKOPOCTH JOCTylla OT 4YHCIa aOOHCHTOB, MOJKIIOYEHHBIX K
KOMMYTaTopy.
r) Heo6xoaumMocTh pa3MeriieHuss KOMMyTaTopa IpoBaiiiepa B 31aHHUH.
7. BbiOepuTe BepHbIE YTBEPKICHUS
a) TCP He rapaHTUpPYeT IOCTaBKY JaTarpamm.
6) UDP He rapanTupyeT JOCTaBKY AaTarpamM.
B) UDP rapantupyer 10CTaBKy JgaTarpamm.
r) TCP rapaHTHpyeT JOCTaBKY JaTarpaMM.
8. Kaxoii agpec OTHOCHTCS K aipeCHOMY MPOCTPaHCTBY IPv4?



9. Kak paboraer koHueHTpaTop (xab)?

10.

a) 192.168.0.17
6) 129.256.0.0

8) 301.169.107.0.0.3
r) 127.0.1000.0

a) IIpu monydyeHun nakeTa JaHHBIX Xald MepechUIaeT 3TOT MAKET Ha BCE OCTAJbHBIC

CBOHU ITOPTHI.

0) Ilpu monyyeHWUM makeTa JaHHBIX Xa0 MepechulaeT 3TOT MakeT Ha TOPT B

COOTBETCTBUU C  TabnuIei
oTOpachIBaeTCsl.

B) Ilpu mnosnydeHWH makeTa TaHHBIX Xabd

MAC-anpecos.

Ecmu  coorBeTcTBHSA HET, IIaKET

nepecolIa€T J3TOT IIAaKET Ha IOpPT B

cootBercTBUM ¢ Tabumieit MAC-aapecos. Eciiu cOOTBeTCTBUS HET, B CETh OTIIPABIISACTCS

ARP-3anpoc.
Kaxk paboraer kommyTaTop?

a) B ciyuae, ecnu ans ornpasnsiemoro MAC-aapeca HET COOTBETCTBHS, KOMMYTaTOP
pacchbuIaeT NAaKeThl Ha BCE IOPThI, KPOME MOPTa-TIOIydyaTes.
0) Ilpu monmyyeHUM MakeTa JAaHHBIX KOMMYTATOp MEpechUIaeT 3TOT MakeT Ha BCe

OCTAJIbHBIC CBOH ITOPTHI.

B) KommyTarop XpaHHUT B HaMsATH TaOJHMIly KOMMYTAal[MM, B KOTOPOW yKa3aHO
conoctarieane MAC-aapeca u HoMepa mopra KOMMYTaTopa.

r) Co BpeMeHEM KOMMYTATOp CTPOMT TAOJHILY [UIs BCeX akTUBHBIX MAC-aipecos.

1) Tabmuia MAC-anpecoB KOMMyTaTOpa CTaTHYHA U HACTPAMBACTCS BPYUYHYIO.

Tect no Teme 4.2 CereBble Yrpo3bl H MeTOAbI MPOTHBOIECHCTBUS UM

Kaxkue OpIBatoT HCTOYHUKY BOSHUKHOBEHUS YSI3BUMOCTEH?

a) OmubKu peanu3anuu.

0) OmunoOKu 06CITy)KMUBAHUS.
B) OmmOKK MPOCKTUPOBAHUS.
r) Omm6ku HR-oTxema.

Yro He BXoAUT B 06azoByto rpymiy Merpuk CVSS?

a) Crioco0 moy4yeHus JoCTyTa.
0) BiusiHue Ha KOHOUAEHIIMATBHOCTD.

B) BnusiHue Ha mosb3oBarels.

r) [Tokasatesnp ayTeHTH(DUKALIUH.
1) COXKHOCTh MOTYyYEHHsI JOCTYTIA.
Kakoit rpynnsr metpuk CVSS ne cymectByer?

a) KommiekcHas.
0) Bpemennas.
B) bazonasi.
r) KoHTekcTHasl.
Kewm pazpaborana CVSS?
a) 1SO.
0) FIRST.
B) WWW.
r) UCLA.

UYro He sBnsgercs merpukoit B CVSS?

a) CJI0’)KHOCTh aTaKH.
0) BiusHue Ha JOCTYITHOCTb.
B) JITUTENBHOCTh aTaKH.

r) Crioco6 mosrydeHust JoCTyIa.
n) IToka3zaTens ayTeHTUDUKAIUH.



10.

UYro sBseTCS MAaCCUBHOM aTakon?

a) [IpocnymuBanue Tpaduka.

6) OTka3 B 00CTy)KUBaHHH.

B) ®u3MueCcKOe HAMTAJICHUE HA OOBEKT.

r) DKCIUTyaTalust ysi3BUMOCTH.

Uro Takoe 3BpUCTUUECKUN aHAIN3?

a) Meron, npenHa3HauyeHHBIH Ui OOHApy)KEHUS HOBBIX, €I€ HE BBIABICHHBIX
BUPYCOB.

0) MexaHu3M, HEOOXOAMMBIA [JII OTCIICKUBAHMS HEU3MEHHOCTH  (DaiIioB,
JOKYMEHTOB, peecTpa, KOH(pUrypauuu o00pyaoBaHusL.

B) Meron, OCHOBaHHBIM Ha IOCIEIOBATEIFHOM IPOCMOTPE MAMSTH YCTPOWCTBA,
3arpy304HBIX CEKTOPOB, (hailJIOB B MOMCKE CUTHATYP U3BECTHBIX BUPYCOB.

UYro Takoe 63K10p?

a) YacTe BpEIOHOCHOTO NPOTPAMMHOTO OOECHEUEHHs, PEATU30BAaHHOTO IS
COKPBITHUS IIPUCYTCTBUS ITOT0 BPEAOHOCHOTO KOZA ¥ €ro ACHCTBUI.

0) IlpunoxeHue, wucnonb3yemMoe JUIsl JalbHEMIIEH 3arpy3kd U 3amycka
HOJHOLEHHOTO BPEAOHOCHOTO IPOrPaMMHOI0 00ecreueHmsl.

B) BpemoHnocHoe mnporpaMMHOe oOecreYeHHe, KOTOpOe, IOMHUMO TIOJIYyYCHHS
KOHTPOJISI HaJ 3apaKEHHBIM YCTPOMCTBOM, NBITAETCS 3aXBaTUTh II0J] CBOM KOHTPOJIb
JPYTHUE Y3JIbI CETH.

r) [IpuoxeHue, MO3BOJISIOIIEE YIPABISATH KOMIBIOTEPOM YIAICHHO.

Urto Takoe pyTKUT?

a) YacTe BpEIOHOCHOTO NPOTrPAMMHOIO O0ECHEUeHHs, pEeaTu30BaHHOIO IS
COKPBITHSI IPUCYTCTBUS 3TOTO BPEAOHOCHOTO KOJIa U €r0 IEUCTBUM.

6) Ilpwioxxenue, wucnosb3yemMoe Uil JalbHEWIIEW 3arpy3ku U 3alycka
MOJTHOIIEHHOTO BPEAOHOCHOTO IPOTPAMMHOTO 00eCTIeUeHHS.

B) BpemoHocHoe mnporpaMmHOe oOOecreueHHe, KOTOpPOe, I[OMHUMO MOIy4YCHHUsI
KOHTPOJISL HAaJ| 3apaKCHHBIM YCTPOMCTBOM, MBITAETCS 3aXBaTHTh II0J] CBOM KOHTPOIIb
JpyTUe y3ibl CETH.

r) [IpuoxxeHune, MO3BOJISIONIEE YIPABIIATH KOMITBIOTEPOM Y/IaJICHHO.

Yro caenyer nenarhb, 4TOOBI 3aIUTUTH CE0s1 OT BUPYCOB?

a) He 3amyckaTh npuitosxeHus U3 HEOBEPEHHBIX HCTOYHHUKOB.

6) Cuneautp 3a UUGPOBBIMU MOAMUCAMHM YCTaHABIMBAEMOIO IPOrPaMMHOIO
oOecrieyeHus.

B) OTKJIFOUMTH MEXKCETEBOM IKpaH.

r) Bcerma OTKpbIBaTh BIOKEHHS O3JCKTPOHHOM TMOYTHI ¢ TeMoil «BaxHo» wu
«Cpo4HO».

n) CBOEBpeMEHHO OOHOBJISATH  ONEPALMOHHYID CHCTEMY H  HPOTPaMMHOE
o0ecrieueHue.

¢) Ucnonb30BaTh aHTUBUPYCHOE IPOTPaMMHOE 00ecTieueHHeE.

Tect no Teme 4.3 MeskceTeBble IKPAHBI

Uto Takoe MeKCEeTEBOM dKpaH?

a) [IporpamMmHOe WM TPOrpaMMHO-TEXHUYECKOE CPEJICTBO, peayin3ytomiee GyHKIUN
KOHTPOJIA U q)Hanpaupm B COOTBCTCTBHHU C 3aJJaHHBIMU IIpaBUJIaMU IMMPOXOAAININX YEPE3
HEero WH(GOPMAIIMOHHBIX TOTOKOB.

06) VYcrpoiicTBO, TpeIHAa3HAYCHHOE [JIi  COCAMHEHUS  HECKOJbKHX  Y3JIOB
KOMIIBIOTEPHOH CETH B MpEEIax OJHOTO MM HECKOJIBKUX CETMEHTOB CETH.

B) YCTpOICTBO, KOTOPOE MO3BOJISICT OPraHU30BATh JIOKATBHYIO CETh C BO3MOYKHOCTBIO
BBIX0JIa B UHTEPHET JUIs APYTUX YCTPOMCTB.

MesxceTeBble 3KpaHbl JIJIsl BEO-MIPUIIOKEHUN pacIionararoT:



a) I[lepen 3amumiaembiM BeO-cepBepoM (Tpaduk BHaAYAJE MEpPEAacTCs MEKCETEBOMY
dKpaHy, 3aTeM BeO-cepBepy).

0) Ilocne 3ammmmaemoro BeO-cepBepa (Tpaduk BHadaje mepenaeTcs BeO-cepBepy,
3aTeM MEXCETEBOMY 3KpaHy).

B) MexceTeBOM SKpaH M 3alldIaeMblii MM BeO-cepBEp HAXOJSITCA B Pa3HBIX
HOJCETAX, TPA(PUK MEXTy HUMH 3aIpereH.

r) Bmecto 3ammuiaemMoro Bed-cepsepa.
[lepconanbHbIE MEKCETEBBIEC YKPAHBI [ HACTOJIBHBIX KOMIIBIOTEPOB U HOYTOYKOB:

a) O0ecIeunBarOT JONOJTHUTEIBHBIH YPOBEHD 3allIUTHI OT CETEBBIX aTaK.

0) [TomHOCTBIO 3aMEHSIOT BCE OCTAbHBIE HHCTPYMEHTAJIBHBIE CPEJICTBA 0OECIICUeHUS
0e30MacHOCTH.

B) [10JIHOCTBIO 3aMEHSIIOT MapUIPYTH3aTOPBI, SBISSCH IIUTFO30M 0 YMOJTYAHUIO JUIS
3alIMIAeMOTO0 KOMITBIOTEPA HITH HOYTOYKA.

r) IlpemocraBisiloT BCe HEOOXOJMMBIC CETEBBIC CEPBHCHI Ui  3aIIUIIAEMOTO
KOMIThIOTEpA WJIH HOYTOYKA.
[lepcoHanbHble MEXCETEBbIE SKpaHbl JAJS HACTOJIBHBIX KOMIIBIOTEPOB M HOYTOYKOB
SIBIISTFOTCSL:

a) AnmapaTHO-IIpOrpaMMHBIMU CPEICTBAMH 3aIUTHI.

0) Bcerma BctpoeHHpiMu B OC, KOTOpYH OHM 3allMINAIOT; HE MOTYT OBITh
peaTn30BaHbl BHEUTHUMHU TPOU3BOIUTEIISIMH.

B) VICKIIIOYMTEILHO TIPOrPAMMHBIMHU.

r) Mckimo4ynuTeibHO BHENTHUMH, HE BCTpOeHHbBIMUA B OC, KOTOPYIO OHU 3allUIIAIOT;
BCET/Ia PEATM30BaHbl BHCITHUMHU TIPOU3BOTUTCIISIMH.
[lepcoHanbHBIE MEXCETEBbIE SKpaHbl JJS HACTOJIBHBIX KOMIIBIOTEPOB M HOYTOYKOB
YCTaHABJIMBAIOTCS:

a) Ha xocTax, KOTOpbIe OHU 3aIUIIAIOT.

0) Ha wmapmpyruzaTopax, KOTOpbIe yKa3aHbl Ha XOCTE B KA4eCTBE IULIO3a II0
YMOTYaHHIO.

B) Ha oTenbHBIX KOMITBIOTEPAX.

r) Ha xoneunsix Toukax VPN.
BriOepure HecymecTBYIONINI BUJ] TPAHCIISIIIMU CETEBBIX apecoB.

a) Jlunamuueckasi.

0) CraTuueckas.

B) C UCIMOJIb30BaHUEM TTOPTOB.

r) C UCronb30BaHUEM MOCTOB.
[111r0361 YpOBHS NPWIIOKEHUIN TTO3BOJISIOT:

a) HckmouuTh mnpsiMoe B3auMOJEHCTBHE IBYX Y3JIOB IIyTeM peau3alddl poJiu
MIOCPETHUKA.

0) BBIMoHATE PYHKIMY [IUTI03a CEAHCOBOTO YPOBHSI.

B) AHAJIM3UPOBATH BCE CYIIECTBYIOLIME B MUPE TPOTOKOJBI.

r) AHaTu3MpOBaTh TOJNBKO TMOAACPKHBACMbIE O3THM MEXKCETEBBIM 3KPaHOM
MIPOTOKOJIBL.
VYnpasisieMble KOMMYTaTOPbI MOTYT:

a) OcymecTBiATh PrIbTpanuio Ha ocHOBe |IP-aapecos.

6) OcyiecTBIATh (GUIBTPALUIO TIO UCTIOIB3YEMOMY TPOTOKOIY.

B) OcymiecTBisaTh (puibTpaimio Ha ocHoBe MAC-anpeca.

r) OcymectBisars Gunbrpanuto Ha ocHoe VLAN ID.
BriOeprTe BO3MOXKHOCTH MEKCETEBOTO dKpaHa.

a) Perucrpanus coObITHIA U reHepalys OTYETOB.

6) @unbTpanus Tpaduka.

B) TpaHCIsILIMs CETEBBIX aIPecoB.

r) AyTeHTH(HKAIUS TOJIh30BATEIICH.



1) AIMHHUCTPUPOBAHHE.

10. Kakue yTBep:kIeHHs O TPOrPaMMHOM MEXCETEBOM SKpaHe BEPHBI?

a) Ilomxomut B cny4asx, KOrJa YCTpPOMCTBO TMOJB30BATeIsl IIOMENIAeTCsl B
HEJIOBEPEHHYIO Cpeny.

6) Ilpu ero paboTe HCHONB3YIOTCA pPECYpChl YCTPOWCTBA, HAa KOTOPOM OH
(GyHKIHOHUPYET.

B) [ToaxoauT aist 3a1a4 CErMEHTUPOBAHMUS CETEH.

r) [TogxoauT it OTJCTICHUS TOBEPEHHOM YacTH CETH OT BHELIHUX yIPO3.

1) Cuuraercst 6oyiee 0TKA30yCTONYMBBIM, YEM aIlllapaTHbIA MEKCETEBON IKPaH.

Tect mo Teme 5.1 BBenenue B kpunrorpapuyeckue MeToAbl 3aIUTHI HHpoOpMAINH

1. Kaxpgpiii muppOTEeKCT MOXET ObITh IOJyY4eH Kak pe3ysbTaT  CIEAYIOIIEro
peoOpa3oBaHus:
a) Ex (D«(p))-
0) Dk(p).
8) Ex(p)-
r. Dk (Ex(p)).
2. Bammudpyiite ¢ momouipo mudpa «Atdam» cioBo «Worldy.
A|B|C|D |E|F|G|H]|I |J |K|L|M
Z| Y XIW|[VIU|IT|S|R|Q|P|O|N
a) Dlrow.
6) Svood.
B) Woild.
r) Dliow.
3. Paccumudpyiite cimoBo «Xjxoby, 3ammppoBanHoe ¢ momomipio mudppa [as HOmus
[e3aps:
A/B|CIDIE|IFIGIH|I |J |K|ILIM|IN|O|P |Q|R|S|T|U|V XY |Z
X|Y|Z|A|B|C|ID|E|F|G|H|I |J |[KILIM|N|O|P|Q|R|S|T|U|V
a) Tgtly.
6) Amare.
B) Crypt.
r) Vivna.
4. 3ammdpyiite ca0Bo «KHU3HBY C TOMOIIBIO IEPECTAHOBKU
1123 14]|5
2/5/3 |14
a) Hx3bu.
0) bu3mx.
B) H3bxu.
r) Ub3xH.
5. Pacumdpyiite cnoBo «1216312611» ¢ nomouipto Tabuuisl [Tommous:
112|3]4]|5|6
1/A|B|B|T|A|E
2| E[K|3 |1 |1 |K
3|JIIMH|O|IT|P
4 BIE|YV|D | X |1
5|4 | 'b|bI| b
6 |D|I0/A|*|*[*
a) benxa.

6) EsBroa.




10.

11.

12.

13.

B) Crpernxa.

r) benok.
BriepBbie MeTO/1 4aCTOTHOTO KPUIITOAHATIN3A BIIEPBBIC U3IOKHUI:

a) Jleon barrtucra Anp6epru.

0) ®panuyecko CuMOHETTA.

B) AGy HOcyd Sxy6 anp-Kunau.

r) Jxuponamo Kapmano.
Jluck Anp0epTy MO3BOJISIET aBTOMATU3HPOBATH:!

a) [Iudp nmpocroit 3amensl (ogHOAT(PABUTHBIN AP ).

6) MHuoroasnhaBuTHBII WUOD.

B) [lIudp nepectaHoOBKH.

r) [Torounsiii mugp.
Hcnonb3oBanue maposist st MHEMOHUYECKOTO 3allOMUHAHUS MEPECTaHOBKU CHMBOJIOB
andaBuTa MPEATOKUI:

a) Mareo ApmKeHTH.

0) biie3 ne Buxenep.

B) JI>xoBanHu barTucra bemnaso.

r) Ixambarrucra (I>xoBanuu) nemia [opTa.
[Tomemenue s neparoctparuu nepenuckd B XVII1 — XX Bekax Ha3bIBAIOCH:

a) bernbrit kabuHeT.

0) Taiinast KOMHaTa.

B) SlHTapHas KOMHaTa.

r) UepHblli KaOUHET.

1) Kpachslii kaOuner.
udpel, B KOTOPBIX KaKIbIA CHUMBOJ OTKPBITOTO TEKCTa MpeoOpa3yeTcss B CHMBOI
mmdpoTeKcTa, B 3aBUCUMOCTH OT CBOETO PACIIOJIOKEHHUS B OTKPHITOM TEKCTE M KIFOYa
HA3bIBAIOTCS:

a) MuoroandaBuTHRIMU mHUPpPAMU.

0) briounbiMu mudpamm.

B) [lorounbiMu mudpamu.

r) PoropubiMu mmdpamu.

3ammdpyiite cioBo «CJIOH» 6urpammusiM mudpom Ilneidepa.
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a) BABU.

0) LIADb.

B) DI VBI.

r) bILILL3.

[Tycts nepecranoBka T npeacTaBieHa cleayromen Tabauien:
112[3|...]n=5/n=4|n-3[n-2|n-1|n
5|/6|7].../n=1]| n 1 2 3 |4

Kaxoit Bug mmeeT nepecranoBka oOpaTHas iepectaHoBke 17

a.
112[3|...|n-5|/n-4|n-3[n-2|n-1|n
112[3]...[n=5|n-4|n-3[n-2|n-1|n
0.
1123 n-5|n-4/n-3|n-2[n-1|n
4132 10 9 8 7 6 |5




1123 n-4/n-3/n-2|n-1|n
415]6 n-1| n 3
T.
1 2 3 [4]5 n-3|/n-2|n-1| n
n-3/n-2/n-1/njl].../n-7|n-6|n-5|n-4
14. 3ammdpyiite ¢ momoupio oTKpeITOro Kitova (8051, 5) kpunrocucremsr RSA coobuienne
m = 10.
a) 8051.
0) 3388.
B) 1949.
r) 12.

15. Kakoe cBoiicTBO 0€30MacHOCTH TapaHTUPYET, YTO YYACTHUKY KpUNTOrpaduueckoro
NPOTOKOJIA TIEJIOCTHOCTH TIOJYYEHHOIO COOOLICHHS W €ro CO3JaHue J0 MOMEHTa
IIOJIyYEHUsI, HO HE TapaHTUPYET 3alIUTy OT HOBTOPHOU OTIPABKU COOOIICHUS?

a) CBOMCTBO «ayTeHTU(PUKAIUS CTOPOHY.
0) CBOIiCcTBO «ayTeHTU(DHUKAINS HCTOTHUKAY.

B) CBOWCTBO «MHBAPUAHTHOCThH OTIPABUTEIS.

r) CBOMCTBO «ayTEHTUPUKAIUSA COOOLLICHUS.
16. Kakoe cBoiicTBO 0€30IaCHOCTH TapaHTUPYET, YTO YYAaCTHHUKY KpHUITOrpaduyeckoro
IIPOTOKOJIA, YTO YYACTHHUKH, HAYaBIIWE HCIOJHEHUE MPOTOKOJIA, HE U3MEHUIMCH C

TEYEHUEM BPEMCHU?
a) CBOMCTBO «ayTEHTH(HUKAIHS CTOPOH.
0) CBOIicTBO «ayTeHTU(DUKAIMSI UCTOUHUKAY.

B) CBOMCTBO «MHBapUAaHTHOCTb OTIIPABUTEIISI.

r) CBOICTBO «ayTeHTU(PHUKAIUS COOOIICHUS.

BepHblii ¥ MOJIHBIN OTBET Ha BOIPOC TECTa OIEHUBAETCSA B 1 Oaii, Uit MPOXOKICHHS
TeCTa HEOOXOMMO BEPHO M IMOJTHO OTBETUTH Ha HE MeHee ueM 60 MPOIICHTOB BOIIPOCOB TECTA.

1. OcHOBBI pabOTHI C MPOIIECCaMU, BBOJAOM-BbIBOIOM | (haiimamu B8 OC Windows u Linux.

Tembl IPaKTHYECKUX 3aHATHH

1. OcuoBel o0ecneuenus oe3zomacHoctd B OC Windows.

1. OcHoBsl 00ecnieuenns oe3omnacuocti B OC Linux.

Tema npakTHyeckoro 3ansitusi no teme 3.1
BBenenne B uH(pOpPMAIHOHHYIO 6€30MACHOCTH OMEPAIMOHHBIX CHCTEM

Tema npakTH4eCKOro 3aHATHA 10 Teme 3.2
NudopmannonHas 0e30MacHOCTh ONEePALIMOHHBIX cucTeM ceMeiicTBa Windows.

Tema npakTHYecKOro 3aHATHS M0 Teme 3.3
HNudopmanuoHHas 6e30NaCHOCTH ONEPAIMOHHBIX CHCTeM ceMelicTBa Linux

Tema npakTuuyeckoro 3aHaTus no reme 4.1
BBenenue B apXUTEKTYPY JIOKATbHBIX BBIYHCIUTEIBHBIX CeTeH

1. Cereoii cauddep Wireshark. 3nakoMcTBO ¢ (pUIBTPaMu MaKeTOB.
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TeMbl NPAKTHYECKOT0 3aHATHS 10 TeMe 4.2
CeteBble YIpo3bl U METOAbI IPOTUBOAEHCTBUS UM

WNHBeHTapu3anus W TOUCK YsI3BHUMOCTEH ¢ ucmnosib3oBanueM Open Vulnerability and
Assessment Language.

CereBoii ckaHep Zenmap. MHMcnonb3oBaHME CETEBOrO CKaHepa Uil  BbIABJICHUSA
YS3BUMOCTEN YPOBHS CETH.

Bupychbl, UX BBIIBIEHHE M YCTpAHEHHUE C HCIIOJIb30BAHUEM CHEIHATU3UPOBAHHOIO
MPOrPaMMHOTO O00ECTICUCHUSI.

Tembl NMPAKTUYECCKOI'0 3aHATHSA 110 TEME 4.3 Me:xceTeBble IKPaHbI

Bpanamaysp Windows. Pa3paboTka nmpaBui MEKCETEBOTO SKPAHUPOBAHUS.
Bupryansnas undpactpykrypa Eve-NG.
MeskceTeBol 3KpaH Ha TpaHHIle ceTh. HacTpoiika mpaBui MEKCETEBOTO SKPAHUPOBAHUS.

Tembl NPaKTHYECKOT0 3aHATHS MO Teme 5.1
Brenenne B kpunrorpaguyecKkue MeTobI 3aIMThI HHPOPMAITAA

Hcrtopuueckue mudpsl mudpoBanue 1 pacmudpoBaHue.
JlonoIHUTeIbHBIE 32IaHUS [1JIS1 CAMOCTOSAITE/IHLHOI0 pPellleHus

JonmosnurteabHblie 3axaHus 1no teme 1.1 IlpaBoBbie 0CHOBBI 00ecevyeHus1
NH(POPMALMOHHOH 0€30I1aCHOCTH

Kakas wHbopmamms mnpencraeiser mius Bac uenHocts? Kakue xapakTepuCTHKU
nHpopmarnmoHHoM 6e3omacHocTH Bl ObI X0Tenn 00eCeuuTs sl TAKOW HHPOpMaIHH?
Bribepere kakoii-nnbo BuA LeHHOW ans Bac mnpopmanuu. B kakux ¢opmax Moxer
OBITH MPEJICTABIIEH 3TOT BU HHPOpMALIUU?

[IpoananusupyiiTe: K KakuM BHJ1aM TaiiH Bbl MokeTe uMeTh 1octyn?

IIpoananusupyiiTe: Kakue CBA3aHHbIE ¢ Bamu JaHHBIE MOTYT ABJIATHCS TallHAMU?

IlOHOJIHI/ITe.TIBHLIe 3aJJaHMU4d 110 TeME 12 33]1[](IT3 NMEePCOHAJTBHBIX TAHHBIX

Onumure cxemMy HHQOPMAIIMOHHBIX TOTOKOB Bammx mepcoHaNbHBIX JAaHHBIX B
YHusepcurere.

Onumure cxemy HHPOPMAIIMOHHBIX TOTOKOB Barmx nepcoHalbHbIX JaHHBIX B baHke.
[Ipoananusupyiite: Bcerna jau (korga 3To HeoOxoaumo) ¢ Bac B3umaroT cornacue Ha
00paboTKy MHepcoHANbHBIX NaHHBIX? Bceerma nu 5TO MPOMCXOAUT B COOTBETCTBHH C
3aKOHOJIaTEJILCTBOM?

[Ipoananu3upyiiTe: B Kakux cuTyanusx Bbl naBamm corimacue Ha 00paboTky Bammx
cHenraIbHBIX JaHHBIX? He ObLI0 JIM 9TO M3IUIIHUM?

[Ipoananu3upyiiTe: B Kakux cUTyanusx Bbl naBamm corimacue Ha o0paboTky Barmmx
OouomeTpuuecknx nqaHHbIX? He Ob110 T 3TO M3MUIITHIM?

JlonoJiHUTeIbHBbIE 3a/1aHus 110 TeMe 1.3 Opranu3annoHHbie 0CHOBBI 00ecneyeHust
HH(}OPMaALMOHHOM 0€30IacCHOCTH

PazpaOoraiite Mozenb HapymuTens a1 Bameit fomarineit ”HPOPMAITMOHHONW CHCTEMBI.
PazpabotaiiTe Moens HapymIUTENs AJIT KOMIIBIOTEPHOTO KJlacca Y HUBEPCUTETA.
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PazpabotaiiTe Mmoaens yrpo3 st Bameit nomantaeir nHGOpMaImOHHOW CHCTEMBI.

4. PazpaboraiiTe MoJIeNIb HAPYLIUTENS I KOMIIBIOTEPHOTO Ki1acca Y HUBEPCUTETA.

5. Ilpemnoxute cpenacTsa 3amuThl HHGOpMauK sl Bamei momanHet nHGpOpMaIMOHHON
CHCTCMBI.

6. Ilpemmoxure cpeacrBa 3amuThl  WHQOpPMANMKM U1 KOMITBIOTEPHOTO  Kjlacca
YHusepcurera.

JlonoJIHUTeIbHBIE 32JaHHUA 110 TeMe 2.1 ApXuTeKTypa KOMIIbIOTepa

1. U3zyuute Bam nepcoHanabHbI KOMIBIOTEP U COBPEMEHHBIE T'aJKEThl, KOTOPHIMU BbI
nojab3yerecb. CpaBHUTE UX XapaKTEPUCTHKH: ObICTpoJeiicTBHE, 00BEM ONEPaTUBHON U
BCIIOMOTI'aTEJIbHOM ITaMATH, CKOPOCTh 10CTyIa B IHTEpHET.

JonosHuTeIbHBbIE 3a1aHKs 110 TeMme 3.1 BBenenue B nH(GOPpMAIIHOHHYIO 0€30MIaCHOCTH
ONepPAIMOHHBIX CHCTEM

OC Windiws
1. Orxkpotite Opay3ep Internet Explorer. Haiigure ero uaeHtudukarop mpoiecca, OTKPHIThIC
COEZMHEHUS 1 0a30BbII IPHOPUTET.
2. Ortkpoiite Opayzep Chrome. Haiimute ero wuaeHTuduKaTop mpolecca, OTKPBITHIC
COEZMHEHUS U 0a30BbII IPHOPUTET.
3. 3amycrute npunoxenue «bmokHoT». Haiiaure daiinbl oTkpeIThIe porieccoM «BIOKHOT»
¢ momMotisio yruiutel Process Explorer.

OC Linux
Haiigure msath caMbIX TpeOOBATEILHBIX K IIAMSTH [IPOIIECCOB.
Ortkpoiite Opay3ep U HailIUTE OTKPHITHIE COEIMHECHUSI.
BeiBeuTe CoepKUMOE IUPEKTOPHH /etC.
BriBenute comepkumoe aupekropuu /etc/schedule.

NS

JlonoJiHuTeIbHBbIE 3a1aHus 110 TeMe 3.2 UndopManmnonHast 6e30nacHOCTH
oNepanUoOHHBIX cucTeM cemelictBa Windows

1. Cospaiite mnonb3oBaTens «Anuca». Hasnaubte et mapons. Coszpaiite rpymnmy
«HenoBepeHHbIE OIB30BATEIN.

2. CosmaiiTe TUPEKTOpUIO, cojepxairyto ¢ainsl. HaznaubTe Anmce mpaBa JOCTaTOYHBIE
JUIS OTOOpa)keHUs CIIUCKOB (ailyioB M MEePeX0/I0B B IUPEKTOPUU U €€ MOATUPEKTOPHUSX, a
TaK)Ke YTeHMs (aillioB B IUPEKTOpUU U ee nojpaupekropusix. [IposeprTe, uro Anmca
MOYET MPOCMaTpHUBaTh (Haibl.

3. 3amperute rTpynmne «HemoBepeHHBIE TMOJIB30BATENW» OO0 JOCTYNM K CO3IaHHOMN
JUPEKTOPUH, €€ MOJAMPEKTOpHsIM, a Takxke K ¢ailslaM BHYTPH JUPEKTOpPUU U €€
MOIUPEKTOPUH.

4. Jlo6aBbTe Amucy B rpynny «HenoBepeHHble mons3oBaTtenn». [IpoBepbre, uTo Asnca He
CMOJKET MpocMaTpuBaTh (aiiibl B AUPEKTOPUH.

JlonojHuTeIbHbIE 3a1aHus 10 TeMe 3.3 UndopmanmnonHasi 6e30MacHOCTH
ONepauMoOHHbIX cUcTeM cemeiicTBa Linux

1. Co3paiite mnonb3oBatens «Anuca». Hasnaubte et mapons. Cozmaiite rpymnmy
«HenoBepeHHbIE NOIB30BATETN Y.



2. Co3spmaiiTe OUPEKTOpHUIO, cofepkamyio ¢aiiasl. HaznaubTe Asnce mpaBa JOCTATOYHBIC
JUIS. OTOOpa)KeHUs CIIUCKOB (ailyIoOB M MEPEX0I0B B TUPEKTOPUU U €€ MOITUPEKTOPUSX, a
Takke 4YTeHusi ¢ailioB B IUPEKTOpuU U ee nmomaupekropusix. [IposeprTe, uro Anmca
MOYKET YUTATh (PailiIbl.

3. C mnomoupl0 CHHCKAa KOHTPOJS JOCTymoB 3amperute rpymnne «HemoBepeHHbie
NOJI30BATENM» JIIO00H 0CTYIN K BHIOpaHHOMY (aily BHYTpH qupekrtopun. [Tomensiite
BJIa/IeJIbIIa ATOTO (paiiyia Ha CyNepHoab30BaTesl cucTeMbl. Pa3zpeninte B 0a30BbIX MpaBax
JOCTYT K BRIOpaHHOMY (haiimy komom 600.

4. ]Jlo6aBeTe Ammcy rpymnmy «HemoBepeHnHbie mosib3oBaTenun». [IpoBepbre, uTo Anuca He
CMOXET IPOYUTATh BEIOPAHHBIN (haiin.

I[OHOJIHI/ITGJIBHLIC 3aJlaHUA 110 TEME 4.1 BBenenne B APXUTEKTYPY JOKAJIbHBIX
BBIYHCJIUTEJIbHBIX ceTel

1. TIpoBepbTe JOCTYIMHOCTH JOOOrO HCIOJIB3yeMOro Bamu 10odTOBOTO cepBepa ¢
ucnonb3oBanuem ytwiuthl Telnet. Cremyiite cratbe https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u caMOCTOSATEIBHO.

2. Hacrpoiite moury B mouroBoM kimeHte Thunderbird. Crnenmyiite craThbe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej.

3. Paspaboraiite GpuiabTpsl s TpocMOTpa Tosibko ucxoasmmx ICMP-3anpocos. Cienyiite
cratbe https://habr.com/ru/post/211042/.

JlonoHuTeIbHBIE 3a1aHus 110 TeMe 4.2 CeTeBble YTPO3bl H METOAbI IPOTUBO/IECTBUSA
UM

1. TlpoBeauTe MOMCK YS3BHUMOCTEH Ha CBOEM JOMAIIHEM II€PCOHAILHOM KOMIIBIOTEPE,
O3HAKOMBTECh C ONMCAHUEM BBISBIECHHBIX YSI3BUMOCTEH, ONpenenuTe HAaCKOJIBKO OHH
KpuTHuHbI 1o mkaine CVSS, u ycrpanure ux.

2. IlpoBeppte, yctpaneHa unu ysa3BuMmocTh CVE-2017-0144 na Bamem [gomaiiHeM
KOMITBIOTEPE, U YCTAaHOBUTE OOHOBIIEHHE OE€30MacHOCTH B CIydYae, €CIU YS3BHMOCTbH
npucyrctByet. Cienyiite craree https://support.microsoft.com/ru-ru/help/4023262/how-
to-verify-that-ms17-010-is-installed.

3. Uzyunre ysa3Bumoctb CVE-2014-0160, cnenys cratesam  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-
heartbleed.pdf.  IlepBas cratess mpeactaBasieT CcoOOi  HEOONBIION  KOMHKC,
MOKa3bIBAIOINHA, HACKOJBKO ONAacHAa M JIETKO HCIONb3yeMa 3Ta YSI3BUMOCTh. BTopas
CTaThsl TMpeJACTaBlIsseT co0OW MOAPOOHOE ONHMCAaHUE YSI3BUMOCTH, IOCIEACTBUS €€
UCTIOIB30BAaHUS M PUCKH.

,I[OHO.]IHI/ITCJII)HLIG 3aJaHud 110 TEME 4.3 Me:xceTeBble IKpPaHbI

1. 3amenute y31b1 Hacker u Victim Ha y31bl moj ynmpaBiieHHEM OINEPAlMOHHOM CHCTEMBbI
Windows 1 ob6paTuTech K UX CETEBBIM pecypcaM 1o npoTtokony SMB. Cnenyiite craThe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
host-on-the-eve/.

JlonoJiHuTeIbHBbIE 32/1aHus 110 TeMe 5.1 BBenenue B kpunrorpaguyeckne MeToAbl
3alUThl HHPOPMALMHU

1. 3ammdpyiite u pacmmdpyiite coodmenue « Teds mo6mI0!» BCceMu M3BeCTHRIMU Bam
HUCTOPUYECKUMH MU PAMH.


https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-heartbleed.pdf
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-heartbleed.pdf

Kpurtepuu oneHKkH NpakTH4eCKOr0 3aHATHS.

3a NpaKkTUYeCKOe 3aJaHHE BBIIOJHSIETCS OJHA M3 OLEHOK: «OTJIMYHO», «XOPOLIOY,
«yJ10BJIETBOPHUTEIbHOY, KHEYA0BJIETBOPUTETbHO.

OneHka «OTJIUYHO» BBICTAaBISICTCS, €CIHM CTYJCHT aKTHBHO pabOTaeT B TEYEHHE BCETO
NPAaKTUYECKOTO 3aHSATHSA, JAeT BEpHbIE W TIOJHBIE OTBETHI HAa BOMIPOCHI IMPENOAaBaTeNs Hu
IIOKa3bIBAaeT IPHU ATOM INIyOOKOE OBJAa/JeHUE JIEKIMOHHBIM MaTepuaoM, BCE YacTH 3aJaHUs
BBITIOJIHEHBl BEPHO (JIOIMYCKAIOTCSI HEOONbIINE HETOYHOCTH, HE SBIIIONIUECS CIIEACTBUEM
HE3HaHMs WIM HENOHMMaHMsA YydeOHOro marepuaina). PaboTa BBINONHEHA CAaMOCTOSTEIBHO.
Pabora cnana ¢ cobmoaenrnem Bcex cpokoB. CoOumoieHbI Bce MpaBuiia 0popMIICHHS.

OneHkKa «XOpOIIO» BBICTABISETCS, €CIM CTYACHT aKTHBHO PadOTaeT B TEUCHHUE BCETO
NPAaKTUYECKOTO 3aHATHS, JAeT BEpHblE, HO BO3MOXKHO HEIOJHBIE OTBETHl Ha BOIPOCHI
IpenoJjiaBaTess U MOKa3blBaeT IPU 3TOM CBOOOJHOE BIIAJCHHUE JICKIMOHHBIM MaTepHalioOM, BCe
YacTH 3aJJaHHs BBIOJHEHBI BEPHO (JIOMYCKAIOTCSI HETOYHOCTH, HE SIBISIFOIIMECS CIIEACTBHEM
HE3HaHMs WJIM HENOHUMaHUsA YydeOHoro Marepuana). Pabora B 1eJOM  BBIIOJHEHA
CaMOCTOSITENIbHO, BO3MOXKHO ¢ KOHCYJbTaluel mnpenogasarens. Pabora caana ¢ coOnoaeHrneM
BCEX CPOKOB. JONyCKalOTCsl HE3HAYUTEIbHBIE HEJJOYETHI B O(OPMIICHHH.

OuneHka «yI0BJIETBOPUTEILHO» BBHICTABISIETCS B TOM Ciy4ae, KOTAA CTYJACHT B LEIOM
OBJIaJIe] CYThIO BONPOCOB 10 JAaHHOM TeMe, OOHapyKUBAeT 3HAHUE JIEKIIMOHHOI'O MaTrepuaa.
[Tpu >TOM Ha 3aHATHH BEJET ce0sl MACCUBHO, JAeT HEMOJHBIE OTBETHI HA BOIMPOCHI, JOIMYCKAET
OLIMOKH MPH OCBEILEHUH TEOPETHUYECKOro MaTepualla, He MOXET 0OOOIIMUTh U C/eNaTh YeTKHUE
JOTHYecKue BBIBOABL. PaboTa cmana c omosmaHueM He Ooiiee OBYX 3aHATHH. JlomyckaroTcs
HE3HAYUTENIbHbIE HEJJ0UEThI B 0()OPMIICHUHU.

OuneHka «Hey/10BJ1eTBOPHUTEIbHO» BBICTABISIETCS B CIIydae, KOTJa CTYACHT OOHAPYKUI
HECOCTOSTENIbHOCTh OCBETUTh BOMPOCHI WJIM BOIPOCHI OCBELIEHbI HENPaBUWIbHO, OECCUCTEMHO, C
rpyObIMH  OmMOKaMH, OTCYTCTBYIOT ITOHMMaHHUSI OCHOBHOW CYTH BOIPOCOB, BBIBOJIBL,
0000m1eHus, OOHApyKEeHO HeyMeHHMe pemaTbh ydeOHble 3amaud. OOyuarouuiics He MOXeT
BEITIOJTHUTH paboTy 03 MoMOIIH npenojasatess. Pabora ciana ¢ HapylieHHeM CPOKOB (TI03/1HEE
4yeM uepe3 J1Ba 3aHATHs). B oopMiieHnu NpucyTCTBYIOT 3HAUUTEIbHbIE HEJJOUETHI.

1.2 Cniucok BonpocoB U (WJIM) 3aaHUI 1JIsl MPOBeIeHUsI MPOMEKYTOUHOI aTTecTalnu
Bonpocsl k 3auery

1. OcHoBHbIe npaBa rpax/iad B cepe 00padOTKU U 3alIUThl HHPOPMALIUK.

2. OCHOBHbBIE NPUHIUIBI MPABOBOTO PEryJMpPOBaHUS B 00JacTH OOpabOTKM U 3alIUTHI
uH(pOpMaLIUH.

3. Hudopmanus. OCHOBHBIE CBOICTBa 0€30MacHOCTH MH(pOpPMAIUU: KOH(UAESHIIUAIBHOCTD,
IIEJIOCTHOCTD, IOCTYIHOCTb.

4. Bwuapl vHOpMaIMK MO MOPSAKY OCTYNA U PaCIPOCTPAHEHUS.

5. Orpanunuenue noctymna Kk uHopmarmu. 3anmra nuHpopmanuu. OObEKTH 3aUTHL. Buab
TalH.

6. MudopmarmoHHbIe TEXHOIOTHH U HH)OPMAITIOHHBIE CHCTEMBI.

7. OOGnangarens nHGOPMAIMK U ONEpaTop MH(HOPMAITMOHHON CHCTEMBI.

8. OTBeTCTBEHHOCTH B cpepe 00pabOTKH | 3alIUTHI HH(OPMAIIHH.

9. TlepcoHasibHBIE JaHHBIE M IPUHLIUIIBI UX 00PAOOTKH.

10. Bupl epcoHATBHBIX JaHHBIX: CIICIUATbHBIC, OMOMETPUYECKIE U OOIIETOCTYITHBIC.
11. YcnoBus 06paboTKH MepCOHATBHBIX JTAHHBIX.

12. Cornacue Ha 00pabOTKY IMePCOHATBHBIX JTAHHBIX.

13. TpancrpanuyHas rnepeaya NepCcOHAIbHBIX TaHHBIX.

14. TlpaBa cyOBEKTOB NEPCOHABHBIX JaHHbIX.



15.
16.
17.
18.
19.
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22.
23.
24.
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28.
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41.
42.
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Oneparop nepcoHaNIbHBIX JaHHBIX U €r0 00I3aHHOCTH.
Mepsl oOecrieueHHs 6€30MaCHOCTH MEPCOHATBHBIX TaHHBIX.
KoHTpoab u Haa30p 3a BBIMOJIHEHHEM Mep 10 00eCeUYeHN0 0€30aCHOCTH.

Y10JIHOMOYEHHBIN OpPraH IO 3allUTe NpaB CyOBbEKTOB NEPCOHAIBHBIX JAHHBIX.

[TocnenoBarenbHOCTH ACHCTBHI 10 3a1IMTEe HHGOPMAIUH.
BrisiBnenue u aHanu3 HHQOPMAIIMOHHBIX aKTUBOB.
dopmupoBaHue TpeOOBAHUMN MO 3aIUTE UHPOPMALIUH.

[Toxxoap! K MOAETMPOBAHUIO HAPYIIUTECH HHPOPMALIMOHHON O€30MacHOCTH.

Yrpo3sl uHGOpPMALIMOHHON OE30MTaCHOCTH.

CpencrBa 3amuThl HHOOPMAIIUH.

[Ipoueccopsi.

OcHoBHas (K311 ¥ orepaTuBHAas) MaMsTh.
BcenomoratenbHas naMsTh.

YcTpoiicTBa BBOIa-BbIBOIA (ILIMHBI, MOHUTOPBI, IPUHTEPBHI).

YcrpoiicTBa BBOA-BbIBOIA (KIIABUATYPBI U MBIIITH, BEO-KaMepbl, MUKPO(OHbI).

OOmwmii cioco0 xpanenus: 1 00pabOTKH HHPOPMALIUU B KOMITBIOTEPE.
[TonsiTust onepannoHHO U (ailoBoOi cucTeM.

CyOBeKTsl, 00bEKThI, METOIBI U TIPaBa JIOCTYIIA, IPUBUIICTHH CyObEKTa JOCTYIIA.

JIMCKpeMOHHOE YIPaBIeHUE JOCTYIIOM.

MaHnpaTHO€e ynpaBiaeHue JOCTYIIOM.

Wnentudukanus, ayreHTU(GUKALUsA 1 aBTOPU3ALHSL.

VYnpasjieHue T0CTYIIOM B ONIEPAIlMOHHBIX cucTeMax cemeiictea Windows.
Wnentudukanus, ayreHTUGUKALMs M aBTOpU3aLUs B  ONEPALMOHHBIX
cemeiicrea Windows.

Peanuzanus ayaura B olepalmoHHbIX cucteMax cemerictBa Windows.
VYnpasjieHue T0CTYIIOM B ONEPAIlMOHHBIX CUCTEMax cemeiicTBa Linux.
Wnentudukanus, ayreHTUGUKALMs M aBTOpU3alUs B  ONEPALMOHHBIX
cemeiictBa Linux.

Monens ISO/OSI.

ApPXUTEKTYpa ¥ OCHOBHBIE TIPOTOKOJIBI JJOKAJIHHBIX BEIYHCIUTEIBHBIX CETEH.
Knaccugukanum ceTeBbIX yrpos, ya3BUMOCTEH U aTax.

CeTteBble aTaku Ha pa3IM4YHbIX ypoBHIX Monenu ISO/OSI.

Knaccugukaius BpeZJoOHOCHOT0 POrpaMMHOT0 00ecreueHms..

[Tpu3HAKH IPUCYTCTBUS BPEAOHOCHOTO MPOTPAMMHOTO 00€CTICUeHHS.
Mertobl 06HapyKeHUsI BPEJOHOCHOTO NMPOIPaMMHOI0 00ecrieyeHusl.
MecTo U posib MEXKCETEBBIX 3KPAaHOB B 00ECIIEUEHNHN CETEBOW O€30MacCHOCTH.
Knaccugukanus MexceTeBbIX IKPaHOB.

OCHOBHBIE BO3MOKHOCTH MEXCETEBBIX IKPAHOB.

JIOCTOMHCTBA U HEJOCTATKH MEXCETEBBIX 3KPAHOB.

[Toctpoenue nmpaBui GUIBTpALIUN.

Kpunrorpadus npeBHero mupa.

Kpunrorpadus cpeaHux BEKOB.

Kpunrorpadus snoxu Bozpoxnenus.

Kpunrorpadus HoBoro Bpemenu.

CummeTpuydHas 1 aCUMMETpHUYHas KpunTtorpagusi.

BbIaucmTensHO CII0KHBIE 33]Ja9i MAaTEMaTHKH.

Kpunrocucrema RSA.

[TonsATHE KpUNITOrpahUIECKOTO MPOTOKOJIA.

CBoiicTBa IPOTOKOJIOB, XapaKTepU3YIOIIKE UX 0€30IacCHOCTb.

Cxembl 1u(ppOBOH MOIMUCH.

l'IpaBn.Ha BbICTABJICHHA OLICHKHN HA 3a4eTe.

CHUCTCMax

CHUCTCMax



B npomecce 3auera TpeOyeTcst OTBETUTh HA OAMH M3 MPHBEICHHBIX BbIIE BOmpocoB. Ha
IIOATOTOBKY K OTBETY JIa€TCsl HE MEHee | akaleMHU4ecKoro yaca.
ITo uToram 3adera BBICTABIIACTCA OJHA U3 OLEHOK: «3a4TCHO», «HE 3a4TCHO».

Onenka «3a4yTeHO» BBICTABIAETCA CTYIEHTY, KOTOPBIM JIEMOHCTPUPYET BIaJCHUE
coJlep’KaHMEM MaTepuaja U MOHSITUWHBIM anmnapaToM TEOPUU ICEBIOCTyYallHBIX F€HEpaTOpOB;
YMEET CBSI3bIBaTh TEOPUIO C MPAKTUKON. B oTBETEe MOryT NOmMyCcKaThcs OTAEIbHBIE HETOYHOCTU
(HecyliecTBeHHblE  OIMIMOKH), KOTOpbIE  HCHOPABISIOTCS  CaMHM  CTYAGHTOM  IOCIe
JIOTIOJIHUTENbHBIX U (WJIM) YTOYHSIOUIMX BOIPOCOB 3K3aMeHaTopa. Ha 4acTh 10NOJHUTENBHBIX
BOIIPOCOB CTYJIEHT MOKET HE JIaTh OTBET WJIM JaTh HEBEPHBIA OTBET.

Onenka «He 3a4TeHo» BBICTABIAETCS  CTYJIEHTY, KOTOpBIM JI€MOHCTPUPYET
pa3po3HEHHbIE, OECCUCTEMHbIC 3HAHUS; OECMOpPAIOYHO U HEYBEPEHHO M3JIaraeT MaTepual; He
YMEET BBIIEIATH [NIABHOE U BTOPOCTEIIEHHOE, HE YMEET COECAUHATh TEOPETUUECKUE TIOJIOKEHUS C
MPAKTUKOM; AOMycKaeT rpyOble OUIMOKHU MPH OIpe/ieJIeHUH OHATUMN, BCIEACTBUE HETTOHUMAaHUS
UX CYLIECTBEHHBIX U HECYIIECTBEHHBIX IIPU3HAKOB U CBS3€H; 1aeT HEIOJIHbIE OTBETHI, JIOTUKA U
MOCNEAOBATENbHOCTh H3JIOKEHUS KOTOPBIX HMEIOT CYIIECTBEHHbIE M MPUHLIUIHUAIbHBIE
HapylICHUs, B OTBETAX OTCYTCTBYIOT BBIBOJbI. J(ONOJHUTENbHbIE M YTOYHSIOIIME BOIPOCHI
JK3aMeHaTopa He NPHUBOJAT K KOPPEKIMH OTBETOB CTyneHTa. Ha OCHOBHyIO 4acTh
JIOTIOJTHUTEIIBHBIX BOIIPOCOB CTYJEHT 3aTPyIHSAETCS AaTh OTBET UJIU J1a€T HEBEPHBIE OTBETHI.

Onenka «He 3auTeHO» BBICTABISETCS TAKXKE CTYACHTY, KOTOPBII B35JI 9K3aMEHAI[MOHHBII
OuiieT, HO OTKa3ajcs JaTh Ha HErO OTBET.



IMpuiaoxenne Ne 2 k padoyeil mporpaMme I CIUATIINHbBI
«be3onmacHoCTh B COBpeMeHHO MH(OPMALIMOHHOM cpee»

MeToauuecKkue YKazaHnusl 1Jist oﬁyqamumxcﬂ 10 OCBOCHHUIO JTHUCHHUIIINHBI

OcHoBHOU (hopMOH HM3TOKEHHSI Y4eOHOTO Marepuana Mo JAUCHUIUTHHE «be30macHOCTh B
COBPEMEHHOM HMH(OPMALIMOHHON cpese» SBISAIOTCSA JIEKLUH, YTO CBS3aHO, NPEXIE BCEro, C
HOBHU3HOM Marepuaia it o0ydaromuxcs. [1o O0NbIIMHCTBY TEM IPETyCMOTPEHBI IPAKTUUECKNE
3aHATHUSA, LENbI0 KOTOPBIX SIBJISETCS 3aKPEIUICHHE JIEKIIMOHHOIO Marepuaia MyTeM pelieHUs
CHenHaIbHBIM 00pa30oM NOJ0OPaHHBIX MPAKTHYECKUX 3ajad.

Jlns  ycnemHoOro OCBOEHMS JMCIHUIUIMHBI BaXXHO CAMOCTOSITEIIBHOE  HM3Yy4YECHHE
TEOPETHUYECKOr0 MaTepHajla W PEIICHHE IPAKTHYECKUX 3aJad, KaKk B ayJIUTOpPUM, TaK H
CaMOCTOSITENIbHO B Ka4eCTBE CAMOCTOATEIbHOM paboThl. [Iprmepsl perienus 3anay pa3ouparorcs
Ha JIGKIUSAX M TPAKTHUYECKUX 3aHATUSAX, MPHU HEOOXOAMMOCTH IO Hauboiee TPYAHBIM TeMaMm
MIPOBOJATCS JOTOJHUTEIbHBIE KOHCYNbTAaIUU. OCHOBHAS LI€JIb PEIICHUS PAKTUYECKUX 3a4a4d —
[IOMOYb YCBOUTH OCHOBHBIC IMOHATUS MH(YOPMALMOHHOW OE30MaCHOCTH, WX ONpEIeNCHHs, a
TaKk)K€ OCHOBHBIE METOJIbI M CpelcTBa obecrieueHUs WHGOpManuoHHON Oe3zomacHocTH. [lns
pelieHus 3ajad HeoOXOJUMO HE TOJIBKO 3HaTb, HO M IIOHMMAaTh JIEKIMOHHBIA MaTepua.
[Tosromy B mporecce H3yuyeHUs TUCHUIUIMHBI PEKOMEHIYyeTcs peryispHas paboTa c
KOHCIIEKTaMU JIEKIIUH U PEKOMEHAOBAHHOW JINTEPATYPOIl.

Bonbiioe BHMMaHuE AOIDKHO OBITH YIENEHO CaMOCTOSATENbHOW pabore. B kauecTBe
3a/laHuil JJ11 CaMOCTOSITENIbHOM paboThI I0Ma CTYAEHTaM IPEAJIaraloTcs 3a1ay, aHaJIOTUYHbIE
pa300paHHBIM Ha JIEKIMSIX U MPAKTUYECKUX 3aHITUIX WM CXOXKUE C HUMHU.

JUis mpoBEepKHM M KOHTPOJS YCBOEHHSI TEOPETUYECKOrO0 MaTepuasa, MpUOOPETEeHHBIX
MPAKTUYECKUX HABBIKOB PAa0OThI ¢ OCHOBHBIMHU MOHATUSIMH B T€UEHHE OOYYEHHS MPOBOAATCS
MEpPOIIPUATHS TEKYIIEH aTTeCTAllMM B BHJE TECTUpPOBaHUMU. Taxxke NMpOBOAATCS KOHCYJIbTALUU
(mpu HEOOXOJMMOCTH) TO JIEKIIMOHHOMY MaTepHainy Hu pa30opy HEKOTOPHIX 3aJaHuil s
CaMOCTOSITENIbHOM paOOThI.

B koHuEe u3yyeHUs IUCLUUIUIMHBI CTYAEHTHl CAAIOT 3aueT. 3adeT MpPOBOAMUTCS Ha
OCHOBaHUU BBITIOJIHEHUSI TECTOBBIX 3aJ]aHUI U coOeceloBaHUsI HA OCHOBAHUHU CIHMCKa BOIIPOCOB
K 3a4€TY, KOTOPBIM OXBATHIBAET ITOJIHOCTHIO BCIO NIPOTPaMMy NUCLIUIUIMHBI.

Y4eOHO-MeTOANYECKOE 00ecTIeueHHe
CaMOCTOSITe/IbHOI PadoThI CTYIEHTOB IO AUCIHUIJINHE

Jl1st caMOCTOSTENFHON pabOTHI PEKOMEH TyeTCs HCITOJIb30BaTh CIEIYIONTYI0 YUeOHYIO
JUTEpaTypy:

1. Tanenbaym 3. Apxurekrypa kommnbtorepa. / 3. Tanenbaym; [mep. c¢ aunra. lO.
I'opoxosckoro, [I. IllunatskoBa] - 5-e wuzn. - CII6.: ITurtep, 2013. - 843 c.
(akamemMIuecKoe U3JI0KEHNE MaTepraa Mo apXuTeKType KOMITBIOTEpa).

2. Tanenbaym 3. CoBpeMeHHBbIe omnepanuoHHble cuctembl. / O. Tanenbaym, X. boc;
[mep. ¢ anrn. A. JleonteeBoil, M. MansimeBoid, H. Bunsunnckoro] - 4-e usa. - CIIO.:
IMutep, 2019. - 1119 c.: un. (akageMuyeckoe H3INOKEHHE MaTepHana IIo
OTIEPAI[MOHHBIM CHCTEMAM).

3. Tanenbaym D. Kommbrotepubie cetu. / D. Tanenbaym, [1. Yazepoinn; [nep. ¢ anri. A.
I'peGenbkoBa] - 5-e uza. - CII6.: [Tutep, 2019. - 955 c. (akameMuueckoe MU3JI0KEHUE
MaTepHaa 1o KOMIBIOTEPHBIM CETIM).

4. Andepon A.Il. OcuoBbl kpunrorpaduu. Yuednoe nocodue. / A.Il. Andepos, A. O.
3y6oB, A.C. Ky3pmun, A.B. Yepemymkun. M.: T'enmoc APB, 2005. 480 c.
(axagmeMuuecKoe U3JI0KEeHHEe MaTepraa 1o Kpunrorpapun).



