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1. Ilesin ocBOeHUSsI AUCHHUILINHBI
[enssMu OCBOEHUSI JUCLUIUIMHBI
ABIISIOTCS:
1) dbynnameHTanbHas MOATOTOBKA B 00JIACTH BHIYMCIUTEIBHBIX CETEH;
2) oBJIaJICHUE METO/IAMHU PEILIEHUSI OCHOBHBIX TUIIOB 3a/1a4 B 3TOM 00J1acTH.
Kypc “ Komnerotepusie cetu, kypc CCNA. Yacte 2” obecrieunBaeT NprOOpPETCHUE 3HAHUN U
HaBBIKOB B COOTBETCTBHU C T'OCYJApCTBEHHBIM 00Opa30BaTENbHBIM CTaHIAPTOM, COACHUCTBYET
dbyHnamenTanuzanuu oOpa3oBaHusl, (OPMUPOBAHUIO COBPEMEHHOTO IMPEICTaBICHUS O MHpE
KOMIIBIOTEPHBIX TEJIEKOMMYHUKALIMKM U Pa3BUTHIO CUCTEMHOTO MblIIeHU. [lJ11 0OCBOEHMsI Kypca
HEOOXOIUMBI 3HAHUS M0 CIEAYIOIIMM JUCUUIUIMHAM: WHGOpMaTHKa, almapaTHbIe CPeaCcTBa
BBIUMCIUTEIbHON TEXHUKH, SI3bIKM MPOrpaMMHpPOBAHUS, ONEPALMOHHBIE CUCTEMbI. 3HAHUS U
MpaKTUYECKUE HaBBIKU, MOJydeHHbIe B Kypce “Kommnbrorepubie cetu, kypc CCNA. Yactp 2”7
MO3BOJIAIOT IPOEKTUPOBATh HOBBIE BBIYUCIUTEIbHBIE CETH U IPOBOJUTH AHAJIU3 U ONITHUMHU3ALIHIO
CYILIECTBYIOIIMX BBIYMCIUTEIBHBIX CETEH.
2. MecTO AMCHUILIUHBI B CTPYKTYpe 00pa30BaTe/IbHON MPOrpaMMbl
Hucuunnmna «Komnberotepubie cetd, Kypc CCNA. Yactb 2» sBAS€TCS NUCIHUILIMHONA 1O
BBIOODY M OTHOCHUTCS K BapuaTHBHOM dactu bioka 1, copelicTByeT (yHIaMEHTaIN3alUU
oOpa3oBaHus, (HOPMHUPOBAHUIO COBPEMEHHOTO TMPEACTABICHUS O MHUPE KOMIIBIOTEPHBIX
TEJIEeKOMMYHUKALUH M Pa3BUTUIO CUCTEMHOIO MblIUIEHUS. /{151 ocBoeHMs Kypca HEOOXOAMMBbI
3HAHUA O CJIEAYIOIIUM JAUCHUIIIMHAM: UH(OpPMAaTHKa, annapaTHbIe CPECTBA BHIYUCIUTEILHON
TEXHUKH, SI3BIKM MPOrpaMMHPOBAHUS, OIEPAllMOHHBIE CUCTEMBbl. 3HAaHUS U IPAKTHUUECKUE
HaBbIKHU, INoydeHHble B Kypce “ KommbrorepHbie cetd, kypc CCNA. Yacts 2”7 mO3BOJAIOT
IIPOEKTUPOBATh HOBBIE BBIYUCIUTENbHBIE CETH U MPOBOJAUTH AHAIU3 U  ONTUMHU3ALUIO
CYILIECTBYIOIIMX BBIYMCIUTEIbHBIX CETEH.
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3. Illlanupyemble  pe3yJbTaTbl  O0y4YeHHs] 1O  JMCHUILUIMHE, COOTHECEHHbIe €
IVIAHNUPYeMBbIMH Pe3yJIbTATAMH 0CBOCHHUS 00pa30BaTe/JbHOM NPOrpaMMbl

[Iponiecc n3ydyeHns AMCUUILTNHBI HAlIPaBJeH Ha (OPMHUPOBAHKE CIEAYIOIINX AJIEMEHTOB
komrnereHmii B coorBercTBUM ¢ ®PI'OC BO, OOIT BO u npuoGpereHus cleayromux 3HaHHM,
YMEHMM, HaBBIKOB U (MJIM) OTIbITA JIEATEIbHOCTH:

dopmupyemas
KOMMNeTeHIs
(kox M popMyJIHpPOBKA)

NuankaTop 1ocTHKEHHUSA
KOMIeTeHINH
(xkoa u opmyJIHPOBKA)

Ilepeyenn
IUIAHMPYEMBIX Pe3yJIbTATOB 00y4YeHus

OowenpodgeccuonajbHbIe KOMIIETEHIUH

TIK-3

CriocoOeH co3iaBaTh W HCCIIEIOBATh
HOBBIE MaTeMaTH4YeCKHe MOJEIH B
€CTECTBEHHBIX HayKax,
NPOMBIIUICHHOCTH ©  Ou3Hece, ¢
Y4ETOM BO3MOXKHOCTEI COBPEMEHHbIX
MH(QOPMALMOHHBIX  TEXHOJIOTHil U
[POrpaMMHUPOBAHKS W KOMITbIOTEPHOM
TEXHUKH.

TIK-3.2

3HaeT OCHOBHBIC METO/IbI IIPOCKTUPOBAHUS U
MPOHM3BO/ICTBA POrPAMMHOTO MPOYKTA, TPHHIIHIIBI
[OCTPOEHHSI, CTPYKTYpPbI ¥ IIPUEMbI paboTHI C
MHCTPYMEHTAJIbHBIMH CPEICTBAMH,
HOUICP/KUBAIOIIMMHI CO3JaHHE POrPAMMHBIX
[POYKTOB M IPOTrPAMMHBIX KOMILIEKCOB, HX
COIPOBOX/ICHHS, aIMUHICTPUPOBAHKS U PA3BUTHS
(3BOMTFOLINH).

3HaTh:

- IIPUHIIMIIBI CBSI3U U OOMEH JTAaHHBIMU B
JIOKAJIbHOW MPOBOJIHOMU CETH;

- TUTIBI CETEBBIX aTaK U METOJIbI OOPHOBI C
HUMH;

- TEXHOJIOTHU KOMMYTAIIUH;

- IPUHITUIIBI PA0OTHI MAPIIPYTU3ATOPOB
JUTSI TIOJIIEPIKKHU CETEH MaJIBIX M CPETHUX
OpraHu3aLuil;

- IPUHIIMATIBI TTOIIEPKKU JOCTYITHBIX U
HaJIC)KHBIX CETEH C MOMOIIIBIO
JTMHAMUYECKOU aipecaliiy U MPOTOKOJIOB
pe3EpPBUPOBAHUS IIEPBOTO MEPEXO/IA;




TIK-3.3

‘YMeeT ucnonb30BaTh METO/IbI IPOEKTUPOBAHUS U
HPOHM3BO/ICTBA IPOrPAMMHOIO MPOIYKTA, HPUHIHIIBI
MOCTPOEHHS, CTPYKTYPhI ¥ IPUEMBI pabOTHI C
MHCTPYMEHTAJIbHBIMH CPE/ICTBAMH,
TIO/UIEP’KUBAIOIIMMHU CO3/IaHUE TTPOrPAMMHOTO
MPOAYKTa

YMmerh:

- BBIABILATD U YCTPAHATH YTPO3BI
0€301aCHOCTH JIOKAJIbHON KOMITBIOTEPHOM
cerTH;

- IPOBOUTH 0A30BYI0 HACTPOUKY CeTeil;

- HAXOAUTh U YCTpaHHTI) HCII0JIa KU,
BBISIBJISITH U YCTPAHATh YTPO3bI
oe3omacHocty LAN;

- HAaCTpauBaTh M 3alTUIIATh 0a30BbIC
cpenst WLAN;

TIK-3.3

‘YMeeT Ucnonb30BaTh METO/IBI TPOCKTUPOBAHUS U
HPOM3BO/ICTBA IPOTPAMMHOIO MPOIYKTA, HPUHIHIIBI
HOCTPOEHHUS, CTPYKTYpBI U IIPUEMBI PabOThI C
MHCTPYMEHTAIbHBIMH CPEICTBAMM,
HOIEP/KMBAIOIMMHU CO3IaHUE TTPOrPAMMHOIO
HpOAyKTa

Baaners HaBbIKAMH:

- paboThI C MapUIpyTU3ATOPaMH,
KOMMYTaTOpaMH U OECIIPOBOTHBIMU
yCTPOMCTBAMHU B paMKaxX HaCTPOUKH U
ycTpanenus Henosiaqok VLAN,
OecTpOBOIHBIX JIOKATBHBIX ceTel U
MapiipyTuzanuu mexay cetsimu VLAN;
- HACTPOWKH U yCTPaHEHHsI HETIONIAI0K
pe3epBUPOBAHUS B KOMMYTHPYEMOH ceTH
¢ momomisio STP u EtherChannel;

- aHaJIM3a CeTeBOro Tpaduka U HaBbIKAMU
peleHus: mpobsieM IpU UCTIOIB30BaHUHU
¢dbuszmgeckoro obopynoanus u Cisco
Packet Tracer;




4. O0beM, CTPYKTYpa U CO/iepKaHMe TN CHUTIIHHbI

OO0mmas TpyA0€MKOCTh JUCITUIUIMHBI COCTABIISIET 4 3a4eTHBIX eauHMII, 144 aka. 4acoB.

Ne Tembl (pa3aeibl) Buabl yueOHbIX 3aHATHI, DopMBbl TEKYyLIEr0
n/n AUCHHUIIINHBI, BKJIKO4Yast CAMOCTOATECJIbHYIO KOHTPOJIA YCIIEBAEMOCTH
HX COACPKaHHuEe pa60Ty CTyA€HTOB,
H MX TPYJ0€MKOCTh PopMa NIPOMEKYTOUHOI
o (B akaieMHU4€eCKHX Yacax) aTrecTaluu
3 KontakTHas padoTa (no cemecmpam)
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HpI/IHHI/IHBI KOMMYTaluu,
3aj1aHus U1 CaMOCTOATEbHON 1
1 VLAN n MapIprTI/I3a]_H/I$I 6 2 8 13 COBMECTHO# IPAKTHYECKOl pabOThI
mexay VLAN.
3ajaHus JUIs CaMOCTOSITEIIBHON
npaxkTHyeckoi paborel, Tect s
6 mom uucne ¢ 30 Mﬂ or 4 camornpoBepkn CaMOCTOsTENbHAs
pabota Ne7
9 3ajiaHus IS CAMOCTOSTEIILHON 1
2 |I30BITOYHOCTH CETEH. 6 4 4 8 COBMECTHOM NMPAKTHYECKOH paboTh
3ajanus 1J1 CaMOCTOSATEIbHOM
MpaKkTH4YecKoit pabotel, TecT st
6 mom yucne ¢ 30 u ﬂ or 3 camonpoBepku CaMOCTOsITeNIbHAS
pabota Ne8
3 I[OCTyHHI)IC 1 HAACKHBIC 6 4 6 1 10 3agaHus Ui CaMOCTOSTENILHOM U
ceTu COBMECTHOI IPAKTHYECKO pabOThI
3ajaHus 1J1 CaMOCTOSATEIIbHOM
MpaKkTH4YecKoit pabotel, TecT st
6 mom yucne ¢ 30 uﬂ or 3 camonpoBepku CaMOCTOSITeNbHAS
pabota Ne9
4 be3omacHocTh Ha YPOBHE 2u 6 2 8 1 10 3a/1aHust I CAMOCTOATENBHON 1
6e3OHaCHOCTB WLAN. COBMECTHO# MPAKTHIECKOI PabOThI
3ajaHust U1 CAaMOCTOSTENIBHOM
npaxkTHyeckoit pabotel, Tect as
6 mom uucne ¢ 30 uﬂ or 1 3 camornpoBepkr CaMOCTOsITENbHAs
pa6ota NelO
Konremnmumsa
3ajaHus 1S CAaMOCTOSTEIbHOM 1
5 MapupyTusanni u 6 4 6 1 14 COBMECTHOM NMPAKTHYECKOH paboTh
KOH(UTYpaIus.
3ajaHust 4715 CaMOCTOSITENIBHOM
npakTuyeckoit pabotsl, Tect ps
6 mom uucne ¢ 30 u ﬂ or S camonpoBepku CaMOCTOSITeNbHAS
pabora Nell
2 1051 335 DK3aMeH
Bcero 3a 6 cemecTp 16 | 32 6 [05]| 54
144 yaca
6 mom uucie ¢ 30 u /10T 1 18
HUTOro
6 mom uucie ¢ 30 u /10T

* 20 u JOT swvinoansiomcsa 6 08yx cucmemax. Tecmogvle 3a0anus Onsi camonpogepku u
npoeepouHvle mecmvl 0N OYeHKu 3uanull evinoausiomces na niamgopme Cisco NetAcad;
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Coneprxanue pa3ienoB AUCIUTUINHBI:
HpuHuunst kommyranuu, VLAN u mapupyrusanus mesxxkay VLAN.

1. bazoBasi HACTPOIiKa YCTPOHCTB

1.1. BBenenue. IlepBonauanbHas HacTpoilka kommyrtaropa. llocimenoBaTenbHOCTh 3arpy3Ku
kommyTtaTtopa. Komanma '"boot system". CBeToguoaHble HWHIUKATOPHI KOMMYTaTOpa.
Boccranosnenue nocne cucremHoro coosi. [loctyn k ymnpasieHuto kommyratopom. IIpumep
KoH(purypamuu kommyrtaropa SVI.

1.2. Hactpoiika noptoB kommyraTopa. JlymiekcHas cBsi3b. HacTpolika nopToB KOMMyTaTropa Ha
¢uszmueckom ypoBHe. Dynkums Auto-MDIX. Komanasl mpoBepku kommytatopa. IIpoBepka
KOH(Hrypanuu nopra kommyraropa. Hemonaaku Ha ypoBHe ceTeBoro jaocrymna. Ommudku BBoIA
u BeIBoJa uHTepdeiica. [louck u ycrpaneHue HeNmoaaJ0K Ha yPOBHE CETEBOI0 JAOCTYIIA.

1.3. Ypanennsiii 3amumenHbid goctyn. Ilpuamun pabGotsr Telnet. ITpunnun pabotst SSH.
Koudurypamus SSH. [Tposepka padotsr SSH.

1.4. basoBas koH¢urypamus MapmpytuzaTopa. HacTpoiika OCHOBHBIX IapaMeTpOB
Mapuipytusaropa. Tomonorus ¢ MCMoJIb30BaHHEM JBOMHOro creka. Hactpoiika uHTepdericoB
mapuipytuzaropa. UaTepdeiicsl oopaTHoit netiu [Pv4.

1.5. IlpoBepka cCBA3M MEXAy MNOJAKIIOUEHHBIMU HANpsAMYyko ceTsMu. KoMaHIbl IpOBEpKHU
untepdeiica. IlpoBepka coctosHus uHTep(eiica. IIpoBepka OKaNbHBIX agpPECcOB KaHajlda U
MHoroazipecHbix aapecoB IPv6. Ilpoepka koHburypauuu unrepdeiica. [IpoBepka mapiipyToB
Mapuipytusaropa. @uIbTpanus BHIXOAHBIX JaHHBIX KOMaHAbl show. OyHKINS HCTOPHH KOMAH]I.

2. lIpuHIUIBI KOMMYTALMH.

2.1. Ilepecwpuika kanpoB. Kommytamuss B cetn. Tabmuna MAC-agpecoB KoMMyTaropa.
[Tonydyenue nnpopmanuu 1 nepecoliika KoMMyTaTropoM. CrnocoObl epechIKi Ha KOMMYTATope.
KommyTanus ¢ nmpomMexyTouHbiM xpaneHueM (store-and-forward). CkBo3nas kommytarust (Cut-
Through).

2.2. KommyTtannoHnHbie 1oMeHbl. JlIoMeHbl KOJTu3uii. JIOMEHbI IIMPOKOBEIIATEIIbHONW PACCHLIKH.
CHIKEeHMe Meperpy30K CEeTH.

3. Cetn VLAN.

3.1. O0G30p BHUpPTyaJbHBIX JOKaJIbHBIX ceTed. OmnpeneneHus BUPTYaJbHOM JIOKAJIBbHOM CETH.
[TpeumymectBa BUPTyasbHBIX JOKaldbHbIX ceTeil (VLAN). Tumbl BUpPTyaJdbHBIX JIOKAJIBHBIX
CETEH.

3.2. BupryanbHble JIOKaJbHBIE CETH B CPEIE C HECKOJBKMMHM KOMMYyTaTopamu. OmnpezneneHue
maructpaibHbix kaHaioB VLAN. Cerp 6e3 VLAN. Cers ¢ VLAN. Unentuduxanus cetu
VLAN c nomomisto metok. VLAN ¢ HeTernpoBaHHBIM Tpa(UKOM U TETUPOBAHME IO MPOTOKOTY
802.1Q. Teruposanue rosocoBoit VLAN. MccnenoBanue meto10oB peanuszanuu cetu VLAN.

3.3. Hacrpoiika VLAN. [Iuanazonst VLAN Ha xommytaropax Catalyst. Komanasl co3nanus
VLAN. Komannpr HaszHaueHus noptoB VLAN. VLAN i mepepauu JaHHBIX M Trojioca.
[TpoBepka undpopmaruu o cersx VLAN. M3menenue mpuHaanexHoctu mnopta cetu VLAN.
Vnanenne VLAN.

3.4. Tpanku BUpTyanbHbIX ceTel. KoManapl KOH(UTYpalluy MarucTpajabHOrO KaHaia (TpaHKa).
[Ipumep KoHUTypaluu MarucTpajibHOro Kanaia. IIpoBepka KOHQUrypaluu TPaHKOBOTO
kaHasa. COpoc TpaHKa B COCTOSIHHE MO YMOJIYaHHUIO.

3.5. dunamuyeckuii mpotokoi Tpankuara (DTP). 3nakomctBo ¢ DTP. CornacoBaHHbIe peKUMBI
untepdeiica. Pesynbrarel HacTpoliku DTP. ITpoepka pexuma npotokona DTP.



HN30bITOYHOCTH CETEH.

4. Mapupyru3zanus mexay ceramu VLAN

4.1. IlpuHUUIBI MapLIPYTU3AUU MEXAY BUPTYaJbHBIMU JIOKIbHBIMU CeTAMH. UTO Takoe
Mapuipytuzanus mexay VLAN? VYcrapesiire MeToibl MapiipyTuzanuu Mexay cetsmu VLAN.
Mapmipytusanus Mexay cersmu VLAN ¢ ucnosnb3oBanueM wmerona Router-on-a-Stick.
Mapuipyruzanus Mmexxay VLAN Ha kommyTaTOope ypoBHSA 3.

4.2. Mapmpytuszanus Mexay cersmua VLAN ¢ wucnonp3oBanueM merona Router-on-a-Stick.
Kondurypamuss ROS (Router-on-a-stick). Cetu VLAN wu koHuTyparuu MaructpaibHBIX
kananoB. Kondurypauus noguarepdeiica. [Iposepka mapmpyruzanun mexay cetsimu VLAN c
Hcnoiap30BaHneM meroqa Router-on-a-Stick.

4.3. Mapupyruzanus MeEXIy BUPTYaJbHbIMHM JIOKAJbHBIMM CETSMHM C IIOMOIIBIO YCTPOWCTB
KoMMyTanuu ypoBHA 3. Mapupyruzamus Mexay cersmud VLAN 3-ro ypoBus. Cuenapwuii
nepexitoueHuss ypoBHs 3. Hacrtpoiika xkommyratopa ypoBHs 3. I[lpoBepka mapmipyTuzanuu
Mexkny VLAN komMmyraropom ypoBHS 3. MapuipyTtusamuss Ha KOMMYTAaTope YpOBHS 3.
Cuenapuii mMapmipytu3zanuu Ha kKommyTtarope ypoBHsA 3. Kondurypanms mapmpyrusanuy Ha
KOMMYTaTope ypoBHS 3.

4.4, Tlouck u ycrpaHeHue Hemojanok MapripyTtuszanuu Mexay VLAN. OOmmume npobiiemsl ¢
mapuipytuzanueit Mexay VLAN. OrcyrerByromue cetn VLAN. IlpoOGiaembl MarucTpaibHOro
nopra kommyratopa. Hemomagku B pabote mopra kommyratopa. Hemomanku B HacTpoikax
MapIuIpyTU3aTopa.

4. Hpunmunsl STP

5.1. Hasnauenue nportokona STP. PesepBupoBaHue B KOMMYTHUPYEMBIX CETSAX YpPOBHS 2.
[Tporoxon STP. Ilepectpoiika STP. I[IpoGiembl ¢ U3OBITOYHBIME KaHAJIaMU KOMMYTaTODA.
[Tetnm 2-ro yposas. lllupokoBemarenbHbIil IITOPM. AJITOPUTM CBSI3YIOIIETO JIepPEBa.

5.2. Hpunmunst padotel STP. Hlaru k 6e3 metenbHO#l Tomojoruu. BeiOop KOpHEBOro MoCTa.
Bnusuue BID no ymonmuanuto. OnpezneneHue CTOMMOCTH KOPHEBOIO MyTH. BbIOOp KOpHEBBIX
nopToB. BriOop HazHaueHHBIX MOPTOB. BrIOOp anbTepHATHUBHBIX (3a0JOKUPOBAHHBIX) MOPTOB.
Br160p KOpHEBOTO MOpTa U3 HECKOJIBKUX IMyTel paBHOM cTouMocTH. Taiimepsl STP u coctosHus
MOPTOB. OKCIUTyaTallMOHHbIE JIAaHHBIE KaXJI0ro coctostHuss mnopta. IIporoxon PerVLAN
Spanning Tree Protocol.

5.3. Oomouusa STP. Paznuunsie Bepcun STP. Ilpunnuner STP. RSTP coctosHua m ponu
noptoB. PortFast u BPDU Guard. Ansrepnarusr STP.

5. EtherChannel

6.1. Ilpunnuns! padots!l EtherChannel. ArperupoBanue kananos. EtherChannel. [Tpenmymiectsa
EtherChannel. Orpanuuenust ucnonb3oBanus. [Ipotokons! aBrocorinacoBanus. @yuxiuu PAgP.
[Tpumep HacTpoek pexuma PAgP. ®ynkuuu LACP. [Ipumep Hactpoek pexuma LACP.

6.2. Hactpoiika EtherChannel. Unctpykuuu no Hactpoiike. [Ipumep xondurypanuu LACP.

6.3. Ilouck u ycrpanenue npobiem B pabore EtherChannel. IIpoBepka EtherChannel. O6miue
npo6aems! ¢ koHpurypanusmu EtherChannel. IIpumep noucka u ycTpaHeHus: HEMCIIPaBHOCTEH B
pabote EtherChannel.

I[OCTYHHBIC U HAAECKHBIC CETU

6. DHCPv4.

7.1. CepBepbl u kiaueHntsl DHCPv4. [lpunuunsr pabotst DHCPv4. Illaru ans nomydeHus
apenapl. lllaru, 4ro0bl BO30OHOBHUTH apeHY.

7.2. Hacrpoiika cepsepa DHCPv4 B Cisco 10S. [lefictBust mo Hactpoiike cepBepa DHCPv4
Cisco 10S. IIpumep xondurypauuu. Komanasr npoepku DHCPv4 cepsepa. Kak mpoBepurs,



yro DHCPv4 pab6otaer? Otkmouenue cepsepa DHCPv4 Cisco 10S. DHCPv4-perpancusius.
Perpancnsiiust Apyrux cepBUCOB.

7.3. Mapmpyruzarop Cisco kak kmueHT DHCPv4. Ilpumep xonburypamuu. JloManiawuii
Mapuipytusarop kak kiueHT DHCPv4.

8. SLAAC u DHCPve.

8.1. Kondurypanus y3na IPv6. IPv6 JlokanbHblil anpec kanana xocra. Haznauenne GUA IPvo6.
Tpu ¢mara coobmienuii RA.

8.2. O630p SLAAC. Britouenne SLAAC. Tonbko meron SLAAC. Coobuienus RS ICMPv6.
Xoct mpouece g co3naHus uaeHtudukaropa unrepdeiica. O6HapyxeHHe TyOIHPYIOIMIUXCS
aapecos (DAD).

8.3. Illaru pa6orst DHCPv6. DHCPv6 6e3 coxpaHeHusi cOCTOsHUS. BkiroueHune mpoToKoJja
DHCPv6 6e3 coxpanenusi coctostHusi Ha uHTepdeiice. Pabora DHCPv6 ¢ orcnexxnBanueMm
cocrosiaus. Brimouenne DHCPv6 ¢ moanepsxkoii cocTosiHUsI Ha nHTEpdErce.

8.4. Pomu wmapupyrtuzatopa DHCPv6. Hactpoiika mapuipytuzatopa B kadectBe DHCPv6-
cepBepa 0e3 orciexuBaHus cocTosiHUA. Hacrpoiika mapmpyru3aropa B kadectBe DHCPv6-
KJIIMEHTa 0€3 OTCIIeKMBaHMS cocTosiHUA. HacTpolika mapiipytu3aTopa B KauecTBE cepBepa
DHCPv6 c otcnexuBanuem coctosHug. Kondurypamus knuenta DHCPv6 ¢ coxpanenuem
cocrosiHus. Komannper nposepku DHCPv6 cepBepa. Hacrpolika mapuipytusaTopa B KauecTBe
arenTa perpancisiiuu DHCPv6. [Iposepka arenra perpancisaun DHCPv6.

9. Hpunuuns! padorsl FHRP.

9.1. Ilporokon pe3epBupoBanus neporo mnepexoaa (FHRP). Orpanunuenus nuvirosza 1o
ymon4aHuo. PesepBupoBaHue mapuipyTu3aTopoB. JleMcTBHsS MpH MEPEKIIOYEHUH B Ciydae
oTka3a Mapupyrusaropa. Bapuanter FHRP.

9.2. O6mue ceeaenust o npotokoie HSRP. IIpuoputer u mpuopurernoe BoitecHenue HSRP.
Cocrosanus u taiimepsl HSRP.

be3onacHocTs Ha ypoBHe 2 u 0e3onmacHocTb WLAN

10. IIpuHOMNBI 00ecneyeHUs1 6€30MACHOCTH CeTH.

10.1. be3omacHOCTh OKOHEUYHBIX YCTpOMCTB. CeTeBbIE aTakuh CETOAHS. YCTPOWCTBA CETEBOM
0e30MacHOCTH. 3alluTa OKOHEYHBIX YCTpOMCTB. YcTpoiicTBo Cisco JUIsl 3allMThI 3JIEKTPOHHOM
Mo4THl. Y CTporcTBO A1 3ammThl BeO-Tpaduka Cisco Web Security Appliance.

10.2. Koutponp noctyma. AyreHTHUKAIUS C JIOKAJIbHBIM maposieM. KommoneHTel AAA.
Aytentuduxanus. Asropuzanus. Yuer. 802.1X.

10.3. VYrpo3sl Ge3zonacHOCTH Ha ypoBHEe 2. Ysa3BuUMocTu Ha ypoBHe 2. Kareropuu artak Ha
KOMMYTaTopbl. TeXHOIOrMM HeTpalIn3aum aTak Ha KOMMYTAIHIO.

10.4. Ataka Ha tabmuiry MAC-anpecoB. O630p paboTel KOMMYyTaTopa. ATaka MepernoIHeHuEM
Ha Tabnuiy MAC-aapecos. [IpotuBoaeiictBue atakam Ha Tabnuubsl CAM.

10.5. Artaku Ha jnokanbHyio ceTb. VLAN u DHCP-ataku. Ataka VLAN Hopping. Artaka c
nBoiiHbIM TerupoBaHueM (Double-Tagging) VLAN. CooGmenuss DHCP. ATtaku, cBsizaHHBIE C
DHCP. ARP-araku, STP-araku u CDP-30n1upoBanmne. ARP araku. Ataka ¢ moamMeHol aapeca.
Artaka STP. Pa3ssenniBarennpHasg araka CDP.

11. HacTpoiika napaMeTpoB 0€301aCHOCTH KOMMYTATOPA.

11.1. OGecnieuenne 6e30MaCHOCTH MOPTOB. 3alllUTa HEUCIOJIb3yeMbIX opToB. HeilTpanuzanus
atak Tabmuubsl MAC-aapecoB. Brimtouenue 3amurtsl noptoB. Orpanndenue u uzydyenne MAC-
azpecoB. YcrapeBaHue 0e3onacHoCTH nopTa. PexxuMbl HapymeHus 6e3onacHoctu nopra. [lopT B
cocrosnuu  error-disabled. IlpoBepka ¢yHkuuu Oe3omacHOCTH MOpToB. Peanmzanus
0e30MacHOCTH MopTa.



11.2. OTtpaxeHue atak Ha BUPTyaJbHbIE JOKajdbHBIE ceTH. O030p atak VLAN. Ilaru, 4yto6sn1
HerTpanu3oBath ataku VLAN Hopping.

11.3. Otpaxenune atak yepe3 DHCP. O630p arak DHCP. OrcnexxuBanue DHCP-coobmienmii.
[aru o peanuzamuu DHCP Snooping. IIpumep nactpoiiku DHCP Snooping.

11.4. Orpaxenue atak yepe3 ARP. Jlunamuueckuii ananu3 ARP. PykoBoAcTBO mo BHEIpEHUIO
DAL Ilpumep kordurypanuu DAL

11.5. Otpaxenue atak yepe3 STP. PortFast 1 BPDU Guard. Hactpoiika PortFast. Hactpoiika
BPDU Guard.

12. OcnoBHble noHsaTH WLAN.

12.1. BBenenue B TeXHOJOTUU OecrpoBOAHON CBsizH. [IpenmyiiecTBa OecCpOBOIHON CBSI3M.
Tuner 6ecripoBonHbIX ceTeit. becnpoBogubie TexHomoruu. Cranmaptel 802.11. PagmouyacToTsl.
Opranuzanuy 1o CTaHAapTU3AIUU OSCITPOBOIHBIX CETEH.

12.2. Cocrapmsirontue WLAN. becipoBogHbie ceTeBbie amantephl. JlomammHuii 0ecripoBOHON
MapuipyTtusarop. becnipoBoansie Touku goctymna. Kareropuun AP. AHTeHHBI 111 O€CIPOBOIHBIX
YCTPOMCTB.

12.3. IIpuHumns! paboTbl OECIPOBOAHON JOKAIbHOM ceTu. Pexumbl Tononoruu 0ecrpoBOAHON
cetu 802.11. BSS u ESS. Crpykrypa kaapa 802.11. CSMA/CA. Acconuarus 6ecipoBOIHBIX
KJIMEHTOB U TOYeK AocTymna. [laccuBHBIN U aKTUBHBIN PEXUM OOHAPYKEHHUS.

12.4. Beenenue B CAPWAP. Pazgenennas MAC-apxutektypa. ludposanue DTLS.
FlexConnect AP.

12.5. Yopasnenue kananamu. Hacelenue yactoTHoro kanana. Beibop kanana. [InmanupoBanue
pa3BepThIBaHMS OECIIPOBOIHON CETH.

12.6. Yrpo3s! A 0ecipoBOAHBIX JIOKaIbHBIX ceTeil. O030p 6e3omacHocTH 0eCpOBOAHON CETH.
Ataku Tuna «otka3 B oOciyxuBaHum» (DoS-araku). BpenoHocHble Touku jnocTtyna. Artaka ¢
MIEPEXBATOM.

12.7. be3zomacHocTh GecripoBOAHBIX JOKaIbHBIX ceTeil. Cokpeitue SSID u unbrpamms MAC-
aapecoB. 802.11 OpuruHanbHble METOAbl ayTeHTU(UKanuu. MeToasl ayTeHTHUPHUKAIUU
COTJIACOBAHHOTO KJII0Ya. AyTEHTH(HKAIMS JTOMAIIHETO MOJIb30BaTeNss. MeToasl mu(pOBaHUS.
AyTeHTH(UKAIMS HAa KOPIOPaTUBHOM ypoBHE. WPA3.

13. HacTpoiika 6ecipOBOJIHBIX CeTEH.

13.1. becnpoBoaHoit mapuipytuzaTop. Bxox Ha OecmpoBoaHoi MapuipyTtuzaTop. basoBas
HacTpoiika ceTd. bazoBas HacTpolika OecripoBogHOM ceTn. HacTpoiika GecripoBoiHOM suencToi
cetu. NAT nmnsa IPv4. MapantupoBanHoe kauecTBO oOcmykuBaHus. [lepeHanpasieHne mopTos.
13.2. Konduryparnus bazosoro WLAN ¢ koHTposuiepom 6ecipoBoHoi cetu. Tononorus WLC.
[TpocmoTp Bceil uHpopManuu O TOoYKax JocTyna. PacmmpenHsle HacTpodku. Hactpoiika
WLAN.

13.3. Kondurypanus WPA2 Enterprise WLAN ¢ koHTposiepom 6ecipoBoanoit cetu. SNMP u
RADIUS. Hacrpoiika unpopmauuu o cepepe SNMP. Hacrtpoiika uHdopmaiuu o cepsepe
RADIUS. Hactpotika VLAN st HoBoit WLAN. Tononorus ¢ agpecarueit VLAN. Hacrpoiika
HoBoro uHrepgeiica. Hacrpoiika o6nactu DHCP. Kondurypaunus WPA2 Enterprise WLAN.
13.4. CnocoObl MmoucKka U YCTPAHEHMsI HEMOJAZO0K C OeCHpOBOJHBIMU CeTsIMU. HeBO3MOKHO
HOJKJIIOUUTh OecrpoBOIHON KiHMeHT. Ilouck u ycTpaHeHHe HEmojaloK B CiIydae MeAJICHHOMH
paboTsl ceTr. OOHOBIIEHHE MUKPOIIPOTPAMMHOT'O 00€CTICUCHHUSI.

Konuenuusi MapmipyTu3anuu 4 KOHGUrypauus

14. IpuHUMOBI MAPIIPYTH3ALUH.
14.1. Onpenenenne mytu. JIBe pyHkuun mapipytuzatopa. [Ipumep dyHKuii Mmapupyrusaropa.
Jlyamuii myTh - garomuid  caMoe JUIMHHOE coBmaaeHuwe. l[lpumep Hambonee MIMHHOTO



coorBercTBUs aapeca [Pv4. ITlpumep Hambonee UIMHHOIO COOTBETCTBUS azpeca [Pvo.
[TocTpoenue TabaMLIbl MAPIIPYTU3ALHH.

14.2. Ilpouecc npuHATHS pelieHust 0 mepeaapecanuu naketoB. CKBO3HAsI NMEPEChUIKA MaKETOB.
MexaHn3MBbI IEPECHUIKH [TaKETOB.

14.3. Tabmuuma IP-mapmpytuzanmu. Hcrounumk — mapmpyra.  [IpuHumner  TaOGmuibi
MapuipyTU3aluy. 3anucd TaOmuIbl MaplipyTu3anuu. Hamnpsmyroo NOAKIIOUEHHBIE CETH.
Cratnueckue MapmpyTbl. Cratudeckue MapmpyTsl B Tabmune [P-mapmpyruzanum.
JluHaMuyeckue MpOTOKOIbI MapuipyTu3auuu. JluHamuueckue Mapuipytel B Tabaune IP-
Mapupytuzauud. Mapuipyr no ymosyanutro. CTpykTypa Tabmuubl Mapuipyruzauuu [Pv4.
CtpykTypa Tabauiel Mapuipytuzanuu [Pve. AaMuHuCTpaTHBHOE pacCTOSHUE.

14.4. Cratnueckas U JUHAMHYECKass MapLIpyTU3aLusa. DBOJIIOLMS IPOTOKOJIOB JUHAMUYECKON
Mapmpyruzauud. [IpuHIUNB IHHAMUYECKUMX MPOTOKOJIOB Mapupyrusanuu. ONTuMabHbII
nyTh. Pacnipenenenue Harpysku.

15. Crarnueckas IP-mapmpyruzanmus.

15.1. Tuner cratuyeckux MapupyTtoB. I[lapamerper cienyromero nepexoga. Komanna
cratnueckoro mapupyra IPv4. Komanga crarnueckoro mapuipyra IPv6. Tononorus asoiiHoro
creka. [Pv4 Havanpnubie Tabmunel wmapmpytuzanuu. [Pv6  HauanpHble  TaOuuiibl
MapLIpyTU3aLUH.

15.2. Cratuueckuii mapuipyt IPv4 ¢ ucnonb3zoBanuem cienyromiero nepexoja. Cratudeckuil
mapuipyt [Pv6 ¢ ucnonbp3oBanueM cienytomero nepexona. Cratuueckuit mapuipytr IPv4 c
npsiMbIM noAkIroYeHneM. Ctatnueckuid Mmapuipyt IPv6 ¢ npsMeiv noaximtouenuem. ITomHocTsro
onpeaeneHHblii [Pv4 cratmueckuii mapumpyt. IlomHocTeio ompenenenHblii [Pv6 cratmueckuit
MapupyT. [IpoBepka craTuyeckoro Mapupyra.

15.3. Cratuueckuil MmapuipyT no ymosyaHuto. Hacrpolika craTuueckoro wapuipyra IIo
ymon4aHuio. [IpoBepka cTaTiueckoro Mapupyra o yMOJI4aHUIO.

15.4. [InaBarouue craruyeckue Mapuipyrtel. HacTpoiika miaBarmomux CTaTUYECKUX MaplIpyTOB
[Pv4 u IPv6. [IpoBepka niaBaroero CTaTH4ecKoro MapuIpyTa.

15.5. Hactpoiika CTaTHYECKMX MAapHIPYTOB XOCTOB. ABTOMATHYECKH YCTAHABIMBAEMBIC
JIOKaJIbHbIE MapuIpyThl XOCTOB. (CraTtmueckuil y3noBod MmapmpyT. Hacrpolika cratmyeckux
MapumpyToB XxocToB. lIpoBepka craTMdyeckmx MapuipyToB XOcCTOB. HacTpolika cTaTM4eckoro
IPv6-MapuipyTa y3ma ¢ momouibio JJokaasHoro ajapeca kaHana (LLA) cnenytromiero nepexoaa.

16. IMouck W ycTpaHeHHMe HeNOJIAJ0K, CBS3AHHBIX €O CTATHYECKMMHM MAapUIPYyTaMH H
MapUIIpPyTaMH 110 YMOJIYaHUIO.

16.1. O6paboTKa MakeTOB C UCIOIH30BAHHEM CTATUYECKUX MapIIPYyTOB.

16.2. Tlouck u ycTpaHeHue mnpodiaeM ¢ KOHPUTypauued cratudeckux MapuipyroB IPv4 u
mapupytoB IPv4 no ymomuanuro. M3meHeHnsa B cetn. HacTo MCHONIB3yeMbIE KOMaHMABI JUIS
MOMCKA U YCTPAHEHUS HENojal0K. Y CTpaHEeHHE MPo0JIeM COeIMHEHUS.



5. O0pa3oBare/ibHbIe TEXHOJOTHH, B TOM 4YHCJ€ TEXHOJOTHH 3JIEKTPOHHOIO 00y4ueHUsi M
AUCTAHIIHOHHBbIE 00pa3oBaTe/ibHbIE TEXHOJOIHM, WCIOJIb3yeMble NPH OCYIIeCTBJIECHUHU
00pa30BaTeILHOIO MPoOIEecca MO TUCHUILINHE

B niporiecce 00yueHust UCTIOMB3YIOTCS CIIEAYOINE 00pa3oBaTebHBIC TEXHOIOTHH:

BBoanasi JieKuMsi — 1aeT TMEpPBOE IICJIOCTHOE TMPEACTaBICHUE O JUCHHMIUIMHE |
OPUEHTHUPYET CTYJIEHTa B CUCTEME U3Y4YCHHUS NAHHON AUCHUIUIMHBL. CTYIEHTHI 3HAKOMSTCS C
Ha3HAYCHHEM M 3aJa4aMH Kypca, €ro POJIbI0 MU MECTOM B CHUCTEME yYEOHBIX IUCIHUILIAH U B
CUCTEME TIOJITOTOBKH B 1esioM. JlaeTcst KpaTkuii 0030p Kypca, BRICKA3bIBAIOTCS METOUYECKHIE U
OpraHU3aIlMOHHBIE OCOOCHHOCTH pPabOTHl B paMKaxX JaHHOW IUCHUIUIMHBI, a TaKXKe JaeTcCs
aHaJIN3 PEKOMEHIyeMOi yueOHO-METOAMUECKOU TUTEpaTyphl.

AxkageMuuecKkasi JEKIHUA ¢ 3JIEMEHTAMH JeKIUHU-0eceabl — I10CIeI0BaTeIbHOE
U3JI0KEHUE MaTepuaia, OCYIIECTBIsIEMOE MPEUMYIIIECTBEHHO B BUJIE€ MOHOJIOTA IIPETO/1aBaTElIsl.
DJIEMEHTHI JICKIUHU-0ecebl 00CCIEeYMBAIOT KOHTAKT TMperojaBaTeNsi C ayaAuTOPHEH, dYTO
MO3BOJISIET NPHUBJICKATh BHUMAaHUE CTYJEHTOB K HauW0o0JIe€ BaXKHBIM TeMaM JAUCIUIUIMHBL,
aKTHBHO BOBJIEKaTh WX B YYE€OHBIH MPOIECC, KOHTPOJIUPOBATH TEMIT HM3JIOKECHHS Y4eOHOTO
MaTepuaia B 3aBUCUMOCTU OT YPOBHS €r0 BOCIIPUSATHUSA.

IIpakTnyeckoe 3aHsiTHE — 3aHATHE, TOCBSILIEHHOE OCBOCHUIO KOHKPETHBIX YMEHUU U
HABBIKOB I10 3aKPETUICHUIO TIOJYUCHHBIX Ha JICKI[UU 3HAHUMN.

Koncynbranum — Buj y4uyeOHBIX 3aHATUH, SBISIOMIUNCS OAHOM U3 (QOpPM KOHTPOJISL
CaMOCTOSITENIbHOM  paboThl  cTyAeHTOB. Ha KOHCympTanusXx MO MPOCKOE CTYIEHTOB
paccMaTpUBalOTCS HauOoOJIee CIIOKHBIE MOMEHTHI TIPH OCBOCHHMHM MaTepuaia JIUCHUILIINHBI,
MpEernoiaBaTelib OTBEYAaeT Ha BOMPOCH CTYJIEHTOB, KOTOPBHIE BO3HUKAIOT Y HUX B TIpoliecce
CaMOCTOSITCIIBHOU PaOOTHI.

B nporecce 00yueHUsT HCIIONB3YIOTCS CAEAYIOIINE TEXHOJIOTUU SJIEKTPOHHOTO O0yUYeHUS
U TUCTaHIIMOHHBIE 00pa30BaTEeIbHBIC TEXHOIOTHU:

DJIeKTpPOHHBII yueOHblii Kypc «KomnbloTepHble cetu» B LMS DiexkTponnbrii
yauBepcuter Moodle SAApI'Y, B koTopom:

- MPE/ACTaBIIEHBI 33/1aHUS Ul CAMOCTOSITEIbHON NMPaKTHUECKOW pabOoThl 00YyUaIOLIUXCS 110
TeMaM JUCUUTUIAHBL,

- OCYUIECTBJISIETCS MPOBEIEHUE OTAENbHBIX  MEPOINPHUATHH  TEKYIIEro  KOHTPOJI
yCIIEBaEMOCTH CTY/ICHTOB,;

- mpexacrtaBieHa HMH(opManus o ¢opMe M BpPEMEHHM MPOBEACHUS KOHCYJIbTallUH IO
JVICIIATUTMHE B PEKUME OHJIAH;

- TMpeACTaBJIEHBI IPaBUiIA MIPOXOXKIECHHS TPOMEKYTOUHOM aTTeCTallK MO JUCLUIUINHE;

- mocpeactBoM (Qopyma  OCYIIECTBISETCS CHHXpPOHHOE U (WIM) aCHHXPOHHOE
B3aUMOJIEIiCTBUE MEXIy OOy4yaloIIMMHUCS M TpernojaBaTelieM B paMKax H3y4YeHUs
JVICTIATUTAHBL.

DaexTpoHHbl yuednblii kKypce «Kommnborepubie cetn» B LMS Cisco NetAcad, B
KOTOPOM:

- NpPeACTaBIIEHBI TEKCTHI JIEKIUH 110 TeMaM TUCHMIUIMHBI,

- OCYIIECTBJISIETCS ~ TPOBENEHUE  OTNENBbHBIX  MEPONPHUATHH  TEKYIIero KOHTPOJISA
yCIIEBaEMOCTH CTYJIEHTOB;

- TPEACTaBIEH CIHCOK Y4YeOHOW JIMTEpaTypbl, pPEKOMEHIYeMOW IS  OCBOCHHS
JUCITUTLIINHBI,

- mpexacraBieHa wuHpopMamus o (GopMe W BpPEMEHH MPOBEACHUS KOHCYJIbTAIMHA 10
JMCLUIUIMHE B PEKUME OHJIAIH;

- mocpeactBoM (Qopyma  OCYIIECTBISETCS CHHXPOHHOe W (WJIM) aCHHXPOHHOE
B3aUMOJIEIiCTBUE MEXJy OOYy4YaloIIMMHUCS M TPErnoAaBaTeieM B pPaMKaX H3yYCHHS
JVICTIATUTAHB.



6. IlepeyeHb JIMIIEH3MOHHOT0 M (MJIH) CBOOOJHO PACHPOCTPAHSIEMOr0 NPOrPaAMMHOIO
o0ecrieyeHusi, HMCNOJb3yeMOr0 TNPH OCYLIEeCTBJIEHUM O00pPa30BaTeJBLHOIO Mmpolecca o
AUCHUTLINHE

B mpouecce ocymectBieHuss 00pa3oBaTeNpHOrO — Ipolecca MO JUCHUILUIMHE
UCTIOJB3YIOTCS:

Ui (popMHpPOBAHUS MATEPHATIOB JJISl TEKYIEro KOHTPOJISI YCIIEBAEMOCTH M MPOBEICHUS
MIPOMEKYTOUYHOU aTTeCTAINH, U (OPMHUPOBAHUSI METOAMYECKAX MATEPUAIIOB IO JTUCITUTLINHE:

- Linux Ubuntu (GNU GPL v.3);

- OpenOffice (GNU LGPL);

- Cisco Packet Tracer 8.1.0 (mocrynen 6ecriato mjist yaactHHKOB [Iporpammer CeTeBoi

Axanemuu Cisco);

- Cisco SDM (mocrtynen OecriaTtHO ais ydyacTHUKOB IIporpammer CeteBoil AkagemMuu

Cisco);

- Cisco Network Assistant (moctyren 6ecruiatHo st yuacTHUKOB [Iporpammer CeTeBoit

Axanemun Cisco);

- Cisco Configuration Professional (moctymnen O6ecruiatHo 1t ygacTHHKOB [Iporpammebl

CereBoit Akagemun Cisco);

- Google Chrome (freeware).

7. IlepeyeHb COBpPeMEHHBIX MNPO(PEeCCHOHAIBHBIX 0a3 JAaHHBIX W HWH(OPMAIMOHHBIX
CIIPABOYHBIX CHCTEM, MCII0JIb3YyeMbIX NPH OCYLIEeCTBJIeHUH 00pa30BaTeIbHOIO Mpouecca 1no
AUCUUINJIMHE (TPH HEOOXOAMMOCTH)

B npomecce ocymecTBieHHs ~00pa3oBaTENBHOIO — Tpolecca MO  AUCHUIUIAHE
UCIIOJIb3YOTCSA:

ABToMaTtu3upoBaHHas OuOimmoreyHo-uHpopManmonnass cucrema «bYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

8. [lepeyeHb OCHOBHOI ¥  [ONOJHHUTEJbHOH Yy4eOHOW JHMTepaTypbl, pecypcoB
HH(POPMALMOHHO-TEICKOMMYHUKAMOHHOH ceTH «MHTepHer» (IpPH HEO0XOAMMOCTH),
PEKOMEHyeMBbIX /ISl 0CBOCHHUS IHCUHUILTHHbI

a) OCHOBHAasl JIUTEpPaTypa

1) Onudep, Bukrop ['puropseBud «KomMnbroTepHbIE CETU: TPUHIIMIIBI, TEXHOJIOTUH, TPOTOKOJIBIL:
yueb. nocobue 1 By30B / B. Onudep, H. Onudep;

M-Bo oOpazoBanus u Hayku P®. - 5-e uzz. - CII6.: [Tutep, 2017 - 991 c. - (YueOHUK 17 BY30B).
bubnuorp.: c. 955-956. - ISBN 978-5-496-01967-5
http://www.lib.uniyar.ac.ru/opac/bk_cat_card.php?rec_id=2069619&cat cd=YARSU

2)YuebHo-meToauyeckoe mocoore B LMS NetAcad. Pexxum noctyna: cBOOOIHBIH 1St
ydacTHukoB I[Iporpammer CeteBoii Akagemun Cisco (https://www.netacad.com/)
0) 10MOJIHUTEJIbHAS JUTepaTypa

1. KommbroTepHsle cetu [DneKTpoHHbIN pecypc] : yueOnuk / B.I'. Kapramesckwuii [u np.].
— DJEeKTPOH. TeKCTOBBIE JaHHbIe. — Camapa: I10BOJKCKMI TOCy1apCTBEHHBIN YHUBEPCUTET
TeJIEKOMMYHUKAIMH 1 nHpopmatuku, 2016. — 267 ¢. — 2227-8397. — Pexxum nocrymna:
http://www.iprbookshop.ru/71846.html
B) pecypchl ceTH «HTepHeT»

1)http://netacad.com
2)http://cisco.com
3)http://learningnetwork.cisco.com/


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_card.php?rec_id=2069619&cat_cd=YARSU
https://www.netacad.com/
http://www.iprbookshop.ru/71846.html

9. MarepuaibHO-TEXHHYECKAas 0a3a, HEOOXOAUMAsA /IS OCYILIECTBJIEHUs 00Pa30BaTEeIbHOI0
npoiecca no TUCIHUILINHE

MarepuanbHO-TeXHHUECKas 0a3a, HEOOXOaUMast JIJIsl OCYIIECTBICHUSI 00pa30BaTEIHLHOTO
mpolecca 1o JUCIUTUIMHE BKIIFOYAET B CBOW COCTaB CIICIIUATbHBIC TTIOMEIICHHS:

- yueOHbIC ayTUTOPHH ISl TIPOBEIICHSI 3aHATUH JICKITMOHHOTO THIIA;

- y4eOHBIC ayIUTOPUU JJIsI TPOBEICHUS MPAKTUUYECKUX 3aHATHIA (CEMUHAPOB);

- yueOHbIC ayTUTOPHH ISl TIPOBEIICHHSI TPYIIIIOBBIX M WHAWBUYAIBHBIX KOHCYJIbTAIIUN;

-KOMIIBIOTEPHBIN Kilace, obopynoBanHbiii [I9BM kiacca ne Hike Intel i5-7400 , 8gb
RAM, 1Tbh HDD c¢ ycraHOBjJeHHBIM IporpaMMHbBIM obecreuennem: Windows 7/8/10, Linux,
Packet Tracer 8.0 (u noBee), Cisco SDM, Cisco Network Assistant, Cisco Configuration
Professional. 13 pacuera ogna II9BM Ha omHOrO 4yenoBeka.

- y4eOHBIC ayAUTOPUH JUISI TIPOBEACHHUS TEKYIIET0 KOHTPOJS U IMPOMEKYTOUHON
aTTeCTAIlHH;

- IOMEIICHUS TS CAMOCTOSITEIbHON pabOTHI;

- IOMEUICHUsST JIISl XpaHEHHWsT W TNPO(PUIAKTHYECKOTO OOCITY)KUBAHHS TEXHUYECKUX
CpeACTB O0yUYECHHS.

[TomerneHust st CaMOCTOSTEILHON pabOThl OOYYAIOIIUXCSl OCHAIICHBI KOMITBIOTEPHOM
TEXHUKOW C BO3MOXKHOCTBIO TMOJKIIIOUEHUsI K ceTh «VHTepHEeT» W oOecleueHrueM JO0CTya K
3eKTPOHHON MH(pOpMalMOHHO-00pa3oBaTenbHoi cpene Apl'Y.

ABTOD:

AccucteHT Kadeapbl HeTHHEHHON
JTUHAMHUKHU O.E. buzun

OQ0JIHCHOCHID, VUEHAsl CMEeNnetb noonucs H.0. ©amunus



enmn:

IIpunoxkenne Ne 1 k paGoueii mporpaMme M CHMIIIMHBI
«Komnbrorepubie cetu, Kypc CCNA, yacth 2»

DoH/1 OLIECHOYHBIX CPEICTB

7151 TIPOBe/IeHUsI TEKYIIero KOHTPOJISl yCIIeBAeMOCTH
U IPOMEKYTOYHOM ATTECTAIUM CTY/IEHTOB

10 JMCIHUIIHHE

1. TunoBwbie KOHTPOJIbHBIC 3aIaHUA U HHBIC MaTEepHUaJIbl,
HCII0JIB3YEMBIC B IIPOLECCE TEKYIIEI0 KOHTPOJIA YCIIEBAEMOCTH

IIpumep 3axannii A1 CAMOCTOSITEIbHOM NPAKTHYECKO padoThI
(Baoanus pasmewaromes 6 VK «Komnvromepnole cemuy ¢ LMS Moodle u évinoansiomes 6
npoepamme smyaayuu cemu «Cisco Packet Tracer (Oocmynen becniamuo 0isi y4acmHuxkos
Ipoepammur Cemesoui Axademuu Cisco)» )

Bo epems svinonnenus pabomer cmyoenm modrcem uodems c8ou npocpecc 8 NPOYEeHMHOM
coomnowenuu. bonvwuncmeo pabom conpogosicoaromes memooudeckumMu Mamepuaiami.

Tema: Konpurypauus 6e30macHOCTH KOMMYTaTOpa

Co3zaarh 3alIMIIEHHOE MAaruCTpabHOE COCIMHEHHE
Cosgares Vlan’sl cormacuo npemocrabiacHHoi Tadbmuie Vian’os.
HacTtpouTs 6€3011acHOCTh HEUCIIOIB3YEMBIX IIOPTOB KOMMYTaTOpa
ObecneunTh 0€30MaCHOCTH TOPTOB
Bxirounts orcaexxusanne DHCP
Hacrtpouts Rapid PVST, PortFast u BPDU Guard.
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IIpaBuyia uHTepNpeTaly Pe3yJIbTATOB BbINOJHEHHS CAMOCTOSITEIbHOI NMPAKTHYECKOI
padoThI:

HpaKTH‘leCRaH paﬁoTa CYHUTAETCHA BbINOJHEHHOH (3aC'lI/ITBIBaeTCﬂ), CCJIn JOCTUTHYTBI BCC
ITOCTABJICHHBIC LICJIN.

IMpumep TecTa 1715 CAMONIPOBEPKH
(tect mpoBoautcsa B YK «KomnbioTepubie ceru» B LMS NetAcad)

B Tecte npencrasiensl 3a1aHus Ha MPOBEPKY 3HaHMM 10 Teme «bazoBas KoHuUrypauus
KOMMYTaTopa ¥ OKOHEYHOI'0 yCTpolcTBa». B Tecte no kaxxoil TeMe B cpeHeM 15 BOIIpocoB.

KomruecTBo MONBITOK BBIOIHEHHS HE OTPAaHHYEHO.

Bpems Ha npoxosk/ieHue Tecta He OrpaHUYEHO.

Wtoru nmpoxoxaeHus TecTa He OLICHUBAIOTCS.

Bomnpocel Tecra:

Bompoc 1. Kakoe yrBepKIeHE BEPHO B OTHOIIEHUH IMPOKOBEIIATENbHBIX U KOJUTM3UOHHBIX
JTOMEHOB?

1) Yem Gosbliie uHTEp(HEHCOB MAPIIPYTU3ATOP UMEET, TEM OOJIbIIE PE3yIbTUPYIOLIHIA JOMEH
HIMPOKOBEIATEIbHON PACCHUIKH;

2) lo6aBjieHne KOMMYTaTOPa B CETh YBEIUUUT Pa3Mep AOMEHA MIHPOKOBEIIATEIbHON PACCHUIKH;
3) Pa3mep momMeHa KOJUTM3HH MOXKHO YMEHBIIUTD IIyTeM J100aBIICHHS KOHIIEHTPATOPOB B CETh;

4) JTobGaBieHre MapIIpyTH3aTOPa B CETh YBEIMYHT pa3Mep TOMEHa KOJUTU3HH.

Bompoc 2. Uro Oyaer gejiaTe KOMMYTATOD JOKAILHOU cetr CiSco, CIIH IMOJIYYUT BXOIIIIAN
kaap ¢ MAC-aapecoM Ha3zHA4YeHUs1, KOTOPBIU OTcyTCTBYET B Tadbauie MAC-aapecos?

1) [Mepenutet kaap 4yepe3 BCe MOPTHI, 38 HCKIFOUSHUEM MTOPTA, Ha KOTOPOM 3TOT KaJp ObLI
IOJIyY€EH;

2) OTrnpaBuT KaJp Ha aJpec NUTH03a 0 YMOJIYaHUIo;

3) OTOpocHuT 3TOT KaIp;

4) Ucnonb3yet nporokoi ARP s onpeneneHus mopra, CBI3aHHOTO C THM KaJPOM.

Bompoc 3. Kommyrarop Cisco B HacTosiiee Bpems pasperaer tpadbuk ¢ reramd VLAN 10 u 20
yepes Marucrpaiabublii nopt Fa0/5. Kakos addexr BBoga komannsl switchport trunk allowed
vlan 30 ua Fa0/5?

1) On nmo3BossieT ucnoib3oBath Tobko VLAN 30 Ha Fa(/5;
2) On paspemaer VLAN ot 1 no 30 na Fa0/5;

3) Oto no3Bossiet peanu3oBath native VLAN 30 na Fa0/5;
4) Ou paspemraer VLAN 10, 20 u 30 na Fa0/5.

Bomnpoc 4. KakoBo 3naucHue unciia 10 B komanae encapsulation dot1Q 10 native?
1) Homep mopcerty;

2) Homep noaunTepdeiica,

3) Unentuduxarop VLAN;

4) Homep untepdeiica;




Bompoc 5. Kakas gononauTtensHas nHGopManusa coaepKuTcesi B 12-0MTHOM pacIInpeHHOM
naearudurarope cucremsl BPDU?

1) IP-ampec;

2) port ID;

3) Unentuduxarop VLAN;
4) MAC-anpec;

Bompoc 6. Kaxkoii IPv4-aapec HazHaueHus ucnoab3yer kimesT DHCPv4 s oTiipaBku
HayanbHoro nakera oonapyxeunst DHCP Discover npu noucke DHCP-cepsepa?

1) 127.0.0.1;

2) 224.0.0.1;

3) 255.255.255.255;

4) IP-aapec mutto3a 1mo yMoI4aHHIo.

Bompoc 7. KakoBa 1ieap HSRP?

1) IpenoTBpamiaer npeBpaileHre KOMMyTaTopa B KopeHeBoit STP;

2) [To3BossieT mopTy OCTyNa HEMEVICHHO MEPEX0AUTh B COCTOSHUE ITEPECHUIKH;

3) IIpenoTBpaliaeT MOIKIIOYCHNE BPEIOHOCHBIX Y3JI0B K TOPTaM MaruCTPaibHbIX KaHAJIOB;
4) OGecrnieunBacT HEMPEPBIBHOE CETEBOE COSMHECHHUE MTPU cO0E MapILIPyTU3aTOPA.

Bompoc 8. Bepro wim Her yreepxkaenne? B cranmapre 802.1X KIUEHT, ILITAIOMINICS ITIOJIVIUTH
JIOCTYI K CETH, HA3bIBAETCS 3aPAIIUBAIOIINM VCTPOUCTBOM.

1) Bepno
2) HesepHo.

HpaBI/IJII)HbIe OTBETbI

Bonpoc Ne | Bapuant Bonpoc Ne | Bapuant
OTBETa OTBETa
1 2 5 3
2 1 6 3
3 1 7 4
4 3 8 1




CamocrosiTe/ibHbIe PA00THI B BU/I€ TECTOBBIX 3aJaHMI.
Tectol npoBoasitesi B YK «Komnbrotepusie cetw» B LMS NetAcad
B kaxaom Tecte B cpeHeM 60 BONpoCcoOB M0 NPoiiieHHbIM TeMaM (2-4).
KosnyecTBO NONbITOK BhINOJHEHUS - 5. Bpemsi Ha npoxoxkaeHue Tecra - 1,5 yaca.
IIpu 3aBepuIeHUHU TeCcTAa NMOKA3BIBAIOTCA OMIMOKH (€C/IH €CTh) M KaAKYI0 TeMYy U pa3jea
CMOTPEThb, YTOOBI Pa300paTbCca U UCPABUTH OIIMOKY. UTOrM nNpoxoskaeHus recra
OLIEHNBAKTCS.

IIpumeps1 BONPoOCOB:

1. CeTb He0OIBIIOH KOMIIAHUHN UMeeT IIeCTh B3aUMOCBSI3AHHBIX KOMMYTAaTOPOB
ypoBH1 2. B HacTosiliee BpeMsi Bce KOMMYTATOPbI HCIOJb3YIOT 3HAYEHUE IPUOPHUTETA
MocTa no ymosryanui. Kakoe 3HaueHne M0KHO MCII0JIb30BATh /IS HACTPOIKH
NMPUOPHUTETA MOCTA OJJTHOTO U3 KOMMYTATOPOB, YTOObI TAPAHTHPOBATH, YTO OH CTAHET
KOPHEBBIM MOCTOM B 3TOM KOHCTPYKIMHU?

-1

-28672
-32768
-34816
-61440

2. AnmuHHCcTpaTop nonbiTajucs co3aath EtherChannel mexxay S1 u nByms
APYTHMH KOMMYTATOPaMH € MOMOIIbIO MOKA3aHHBIX KOMaH/1, HO Oe3ycnemHo. B uem
npodaema?

Fa0/1 Fa0/4
Fa0/2

Sl {config)# interface range fal/1 - 4
Sl (config-if-range)# channel-group 1 mode on

-Tpacduk He MOXKeT ObITh OTIIPABIICH HA JBa Pa3HbIX KOMMYTATOpa 4epe3 OJMH U TOT K€ KaHal
EtherChannel.
-Tpacduk He MOXxeT ObITH OTIIPaBIICH HA JBa Pa3HBIX KOMMYTAaTOpa, a TOJIBKO Ha JIBAa Pa3HBIX
yCTpOMCTBa, TaKuX Kak cepsep ¢ noaaepkkoil EtherChannel u kommyTaTop.
-Tpaduk MoxeT OBITH OTIPABJIEH TOJIBKO HA JIBAa pa3HbIX KoMMyTaTopa, eciu EtherChannel
peanu3oBaH Ha uHTepdericax Gigabit Ethernet.
-Tpaduk MoxeT OBITH OTIIPABIICH TOJIBKO HA JIBAa Pa3HBIX KOMMYyTarTopa, ecinu EtherChannel
pearn30BaH Ha KOMMYTaToOpax ypoBHS 3.

3. Kakasi TeXHOJI0T M SIBJISIETCS] CTAHIAPTOM OTKPBITOI0 MPOTOKO0./1a, KOTOPBIIi
M03BOJIsIET KOMMYTAaTOPaM aBTOMATH4YeCKH 00beANHATH pU3NYecKre MOPTHI B eTUHYIO
JIOTHYECKYIO0 CBAI3b?



-PAgP

-LACP
-MHorokananbsubiii PPP
-DTP

4. Kimmenrckuii komnsiorep ¢ noaaep:xkkoii DHCP toabko 4ro 3arpy3umics. B
TeyeHHe KakuX ABYX 3TanoB kiaueHTckuiit KOMIIBIOTEP O0yner ucnosb3oBathb
HIHMPOKOBelaTelbHble CO00IeHusI Npu o0MeHe JaHHbIMU ¢ cepsepom DHCP?
(Bbi0epure aBa.)

-DHCPDISCOVER
-DHCPACK
-DHCPOFFER
-DHCPREQUEST
-DHCPNAK

5. Ilya anpecoB DHCP-cepBepa HacTpoeH Ha 10.92.71.0/25. ATMUHHCTPATOP CeTH
pesepBupyet 8 IP-anpecoB 1 cepsepoB. Ckoubko IP-aapecoB ocrajioch B myJie st
HA3HAYeHUs1 APyruM xocram?

-122
-118
-119
-108
-116
6. [Ipu HacTpoiike koMMyTaTopa 1 foctyna nmo SSH kakyo Ipyryw KoMaHuy,
CBSI3AHHYIO C JIOKAJIbHOM KOMaH/10H BX0/1a, He00X0AUMO BBeCTH HA KOMMYTaTope?

-enable secret password

-password password

-username username secret secret

-login block-for seconds, number within*seconds*

IIpaBuja BEICTABICHMS OIIEHKH 110 PE3YJIbTaTaM CaMOCTOATEIbHOM Da60TBII

OrneHka mo pe3yapTaTaM caMOCTOSATEIbHOU PabOThl cCuUTaeTCs B Oajuiax mo CieayreMy
MIPUHIIHAITY: PABUIHLHO BBITIOJTHEHHOE
- 3amanue ¢ 1 BapuanTtom otBeta — 1 Ga;
- 3a/laHUE C MHO>KECTBEHHBIM BHIOOpOM — 2 Oayia, 1 6ast - eciiv TOIBKO OJIUH OTBET BEpPHBIi, ()
0aJlJIOB — €CITU HeT MPaBWIBHBIX OTBETOB MJIM BHIOPAHO OOJIbIIIE BAPUAHTOB, YeM HEOOXOIUMO;
- 3aJJaHKe C COTIOCTaBIIeHNEM — 2 Oaia.
[TonHOCTHIO HETMPABUIBLHO BHIMOTHEHHOE 3aaHue — () GayoB.
B cpeaneM, MakcHMabHOE KOJTHYECTBO OAJIOB MO UTOTaM CaMOCTOSATENbHOM padoTel — 100
HaOpanHoe konn4yecTBO OaJIOB WHTEPIPETHPYETCS B TMPOICHTHOE COOTHOIIECHUE U
ornenuBaercs. Ot 70-100% - pabora 3acuntana, meHee 70% — paboTa He 3acuuTaHa (3HAHUS U
YMEHHUsI Ha JJAaHHOM DTare OCBOCHUS JUCITUILIMHBI He COPMHUPOBAHBI).



2. Ciucoxk BONPOCOB M (WJIM) 3a/IaHMI /151 TPOBeAeHUs MPOMEKYTOYHON aTTecTalluu

Ha MoMeHT mpoBeneHHs TPOMEXKYTOYHOW aTTECTAlMH JOKHO OBITH BBIMOTHEHO H
3acunTaHo He MeHee 70% momarHuX padoT.

HpaBmIa BBICTABJICHUHA OLICHKHU HA IK3aMCHEC.

DK3aMEH COCTOUT U3 ABYX YacTeH.
1 yacThb:

BbinoJsiHeHHe MPaKTHYeCKOii padoThl HAa ceTeBoM obopyaoBanumn Cisco.

Bce cereBpie ycTpoiicTBa OBUTH TPEIBAPUTEILHO HACTPOCHBI C  BKIIOYCHHEM
MpeHAMEPEHHBIX OIIUOOK, MPEMATCTBYIOIIUX MAapIIPYTU3AlMK B CETH M HE OTBEYAIOIIUX
TpeOoBaHUsIM O€30MaCHOCTU. 3ajada CTyACHTa COCTOMT B TOM, YTOOBI OIIEHUTH CETbh,
OTpPEeACIUTh U UCTIPABUThH OLIMOKH KOH(PUTYypaIluu AJIsi BOCCTAHOBJICHUS MTOJIHOM CBSI3U.

CryaeHTy npeaocTaBIsieTCs:

1) TIpenBapuTeabHO HACTPOSCHHOE CETEBOE 0OOPYIOBAHUE CIICAYIONICH TOMOJIOTUH -

, e R1 u R2 — mapmpytuszaropsl, S1 u S2 — KOMMyTaTOpBHI.
2) HononuurenbHbie ceTeBbie kabemn (UTP) u KOHCOIBHBIN Kabelb.
3) Tabmwuma aapecanuu.
4) Onwucanue TPeOOBAHUI IS OI[CHKH.
HcnpaBuTh Bce mpeHaMepEeHHBIE OMTMOKH U B TOM YHCIIE:
a) O6ecreYnTh JOCTYITHOCTh YCTPOMCTB COTJIACHO TAOJIHIIE aIpecaliiu
0) Hacrpouts Ge3o0macHOe yaajieHHOE MOJKIIOYCHUE K CETeBBIM yCTpoMcTBaM (K 1
KOMMYyTaropy M 1 MapuipyTH3aTopy Ha BbIOOp CTYAEHTa) C HCHOJIb30BAHUEM
aCUMETPUYHBbIX Kitouel mudpoBanus anuHHoU 1024 6ut. JlocTyn A0MKEH OBITH €O
Bcex I1K.
B) ObecrieunTh Oe3omacHoCTh 2-ro ypoBHs Mojenu OSl
r) Co3aatek pe3epBHbIC MAPIIPYTHI /1711 TOBBILICHUS HA/IEKHOCTH CETH.

PaboTta cuntaercs BHIMOTHEHHOM €CIIM CTYICHT BBIMIOJIHUI BCE TPEOOBAHUS.

BpemenHoe orpannueHue Ha BHIIOTHEHUE MPAKTUYECKOM paboThl — 60 MUHYT.

Bo BpeMms BhIMOTHEHUs pa3perniaeTcsl UCMOJIb30BaTh Y4eOHO-METOIMYECKOe Mocodune B
LMS NetAcad, a Tak)ke COOCTBEHHBIC KOHCIICKTEHI.

[Ipu ycrmoBUM YyCHENIHOTO BBIMOJHEHUS PA0OTHI CTYIAEHT MEPEXOIUT KO BTOPOW YacTH
JK3aMeEHa.

2 JacTh:

Hrorosblii TecT
B Tecte nmpeacrasiensl 3aaHus HA IPOBEPKY 3HAHUU 1O Kypcy «KOMIBIOTEpHBIE CETH.

B tecte B cpeanem 60 BOIpocos.
KomnuecTBO TIOTIBITOK BEITOJIHEHUS - 1.



Bpewmst Ha npoxoxaeHue tecta — 90 MUHYT.

IIpumepsbl BONPOCOB:

1) Yro caenaer mapmpytusarop R1 ¢ makerom, nmeromum IPv6-agpec Haznayenus
2001:db8:cafe:5::1?

R1# show ipv6 route
<output omitted>

8 ::/0 [1/0])

via Serial0/0/0, directly connected

C 2001:DBB:CAFE:1::/64 [0/0]

via GigabitEthernet0/1, directly connected
L 2001:DB8:CAFE:1::1/128 [0/0]

via GigabitEthernet0/1, receive

C 2001:DBB8:CAFE:2::/64 [0/0]

via GigabitEthernet0/0, directly connected
L 2001:DB8:CAFE:2::1/128 [0/0]

via GigabitEthernet0/0, receive

C 2001:DB8:CAFE:3::/64 [0/0]

via Serial0/0/0, directly connected

L 2001:DB8:CAFE:3::1/128 [0/0]

via Serial0/0/0, receive

S 2001:DB8:CAFE:4::1/128 [1/0]

via Serial0/0/0, directly connected

L FF00::/8 [0/0]

via NullO, receive

nepeciath naket u3 GigabitEthernet0/0
OTOpPOCHUTD IaKeT

nepecnath maket u3 GigabitEthernet0/1
nepecnath maket u3 Serial0/0/0

2) B nacrosimmee Bpemsi Mmapupyrusarop R1 ucnonsdyer mapupyr EIGRP, nony4yennsiii
ot Branch2, nas nocryna k ceru 10.10.0.0/16. Kakoii niaBaommii cTaTH4ecKui MapmpyT
co3nact pesepBHbIi MapuipyT K cetu 10.10.0.0/16 na ciay4aid, ecau cBs3b Mexay R1 m

Branch?2 Boliiner u3 crposi?
209.165.200.224129

10.11.0.0/16
209.165.201.0/29

10.10.0.0/16

IP-mapupyT 10.10.0.0 255.255.0.0 Serial 0/0/0 100
IP-mapurpyT 10.10.0.0 255.255.0.0 209.165.200.226 100
IP-mapupyT 10.10.0.0 255.255.0.0 209.165.200.225 100
IP-mapuipyT 10.10.0.0 255.255.0.0 209.165.200.225 50

3) Uro Heo0X0AMMO HACTPOUTH [Jsi 0€30MACHOT0 YIAJEHHOr0 I0CTYNa K CeTeBOMY
ycTpoiicTBy?



Hactpouts ACL u npumenuts ero k aunusm VTY.
Hacrtpouts 802.1X.

Hactpouts SSH.

Hactpouts Telnet.

4) Kakoii metox 0ecipoBoaHoro mudpoBaHus camblii 0e30macHbIN?
WPA2 with AES

WPAZ2 with TKIP

WEP

WPA

5) Kakoii mpoToKoJ WJIM TeXHOJOTUSl OTKJYAeT H30bITOYHbIE NMYTH JIS YCTPAHEHUs
nerejib ypoBHs 2?

VTP
STP
EtherChannel
DTP

6) Kakue ceTeBble aTaKu MOKHO NIPeJOTBPATUTD, BK/JIIOYHUB 3ammTy BPDU?
MoieHHn4YeCKEe KOMMYTAaTOPBI B CETH

Artaku nepenonaHenus tadmuist CAM

ITonmena MAC-anpeca

Momennnyeckue DHCP-cepsepsl B ceTu

7) Uto mMo:keT OBITH OCHOBHOII NPUYMHOM, 10 KOTOPO#l 3J10yMBIILIEHHUK MOXeT HA4aTh
araky ¢ nepenosinesuem MAC-agpeca?

4T0OBI KOMMYTATOP MEpecTall mepechbuIaTh TpapuK

YTOOBI 3aKOHHBIE XOCTHI HE MOTJIH noxyuutb MAC-aapec

4TOOBI 3I0YMBIIIIEHHUK MOT BUAETh KaJphl, IpeAHAa3HaYCHHBIE JJIS IPYTHX XOCTOB
YTOOBI 3JIOYMBIIIUIEHHUK MOT BBITIOJIHUTH MPOU3BOJIBHBIA KOJI HA KOMMYTaTOpe

8) Kakoii MmeToa cMsArYeHusi NOCJAEACTBUI He MO3BOJMT MOILICHHUYECKMM cepBepaM
NPeJ0CTABIATH KJINEHTaM JI0KHbIe MapaMeTpbl KOHpurypanuu [P?

oOecrieyeHre 6€30MaCHOCTH MOPTOB

BKJItoueHue orciexxupanusg DHCP

otkiroueHre CDP Ha rpaHMYHBIX TOpTax

peanu3anys 3auThl TOPTOB Ha TIOTPAaHIUYHBIX ITOPTaxX

JK3aMeHALMOHHAS OLIEHKA BBICTABJIsIETCS M0 MTOraM TecTa Mo NPpaBUJIaM:
B cinydae HEBBINONHEHUS TpaKTHUYECKOM paboThl (dacTh 1 5K3aMeHa) CTYIEHTY
BBICTaBIISIETCS OLIEHKA «HEYOBIETBOPUTEIBHON.

WTtorn mpoxoxaeHns TecTa OLEHUBAIOTCS CIEIYIOINUM 00pa3oMm:

- 3a7aHue ¢ 1 BapuanTom oTrBeTa — 1 6asm;

- 3aJJaHUE€ C MHOXECTBEHHBIM BBIOOpOM — 2 Oamna, 1 6ami - eciu TOIbKO OJAMH OTBET
BepHbIH, 0 Oa/yIoB — €ciau HeT MPaBWIIbHBIX OTBETOB WMJIM BbIOpAaHO OOJblIE BapUaHTOB, YeM
HEOOXOINMO;



- 3aJJaHKE C COTIOCTaBJICHUEM — 2 Oaia.
[TonHOCTBIO HEMPaBUIILHO BBHITOTHEHHOE 3aaHue — 0 OayIoB.
B cpeanem, MakcuManbHOE KOJTMUYECTBO OaioB 1Mo uroram punansaoro tecra — 100
Habpannoe xonudecTBO 0aiOB HMHTEPIPETUPYETCS B MPOIEHTHOE COOTHOILIECHUE U
onenuBaercsa. Ot 90-100% cooTBeTcTBYET O1IcHKE «OTIUIHOY, 80-90% — oreHke «xoporoy, 70-
80% — oleHKE «yIOBIETBOPUTEILHO», MeHee 70% — OlleHKa «HEeYIOBJICTBOPUTEIHbHOY» (3HAHUS
¥ YMEHHS Ha JJAaHHOM 3Tale OCBOSHUS TUCIHILIMHBI He COPMUPOBAHBI).
IMpuaoxenne Ne 2 k padoyeil mporpaMme M CIUAIINHbBI
« Komnsrorepnsie cetu, kypc CCNA. Hactsb 2»

MeToanueckue yKa3aHUs JJIs1 CTY/IEHTOB 110 OCBOEHHIO JUCIIHIIMHBI

OcHoBHOW (hOpMOY M3JIOKEHUSI YIeOHOro Marepuaia mo aucuuiumbe « KommbroTepHbie
CeTU» ABISIOTCS JIEKIUHU U IPAKTUYECKHE PAOOTHI, IPUYEM B IOCTATOYHO OOIBIIOM 00BbeMe. ITO
CBSI3aHO C TEM, YTO B OCHOBE KOMITBIOTEPHBIX CETEH JIekKAT caMble COBPEMEHHBIC TEOPETUICCKUE
¥ IPAaKTUYECKHEe 3HaHUS M HaBBIKU. [1o BceM TemaM mpenrycMOTpEHBI IPAaKTUYECKUE 3aHATHS, Ha
KOTOPBIX MPOMCXOTUT 3aKpPEIUICHUE JIEKIIMOHHOTO MaTepualia IyTeM IPHUMEHEHHUS €ro K
KOHKPETHBIM 33/1a4aM U 0TPa0OTKa HABBIKOB PaOOTHI C CETEBBIM 00OPYIOBAHUEM.

JIsist yCHEeIHOro OCBOSHUS TUCIMILIMHBI OY€Hb BAXKHO PEIICHHE JOCTATOYHO OOJIBIIOTrO
KOJINYECTBA TEOPETUYECKUX U MPAKTUYECKUX PadOT, KaK B ayJTUTOPHH, TAK U CAMOCTOATEIHHO B
Ka4yecTBE JOMAIIHUX 3aaaHuil. [lpumepbl perieHuss paboT pa3doHMparoTcs Ha JCKIUSIX U
NPAaKTUYECKUX 3aHATUSAX, NP HEOOXOAMMOCTH IO HamOoiee TPYIHBIM TEeMaM IPOBOMSATCS
JIOTIOJTHUTEIIbHBIC KOHCYJbTali. OCHOBHAsI II€JIb PEIICHUS TEOPETHUYECKUX M TPAKTUYCCKUX
paboT — MoMoYb YCBOUTH (PyH/IaMEHTAIbHBIC TOHSITHS U OCHOBBI KOMITBIOTEPHBIX CETEH.

3agaHus U1 CAMOCTOSITEIILHOTO PelIeHHs (YOPMYITUPYIOTCS Ha JISKIUSAX U TPAKTUICCKUX
3aHATUSAX. B KadecTBe 3alaHUil U1 CAaMOCTOSTENFHOW PadOThI JOMa CTyAEHTaM IpeaIaraloTcs
3aJ1auu, aHAJIOTUYHbBIC Pa300pPaHHBIM Ha JICKIUAX U MPAKTUYECKUX 3aHATUSAX WIH HEMHOTO OoJiee
CJIO’KHBIC, KOTOPBIE SIBJISIOTCS PE3YIbTaTOM OOBEAMHEHUS HECKOIBKIX 0a30BbIX 3a1ad. [1omHbrii
CIMCOK 3aJIJaHUH JUIsI CAMOCTOSITENIbHON paboThI Mo TeMaM (pa3zienaM) AUCHUILUINHBI IPUBEIEH B
3VYK B LMS Moodle «Kommnerorepusie cetn» 1 YK B LMS NetAcad. Bonpockl, Bo3HUKarOIIUE
B IIpOLECCEe WM M0 MTOTaM pPELIeHHs 3THX 3aJad, MOKHO 3a/laTh Ha KOHCYJbTALUAX WU B
dopyme (uare) B DYK B LMS Moodle.

st caMocTOATENbHOM paboThl, B TOM YHCIE U MOBTOpa, pa300paHHOIO Ha JEKIHIX U
NPaKTUYECKHUX 3aHATHIX MaTepHalia MEPBOTO CEMECTpa N3YUEHUS AUCIUIUINHBI, PEKOMEHIYeTCs
UCIIOJIb30BaTh yueOHO-MeToauueckoe mocoore B LMS NetAcad. Marepuan kaxmaoro pasaena
BKITIOYAET B Ce0sl M3JIOKEHHE TEOPETHUECKOTO MaTephaia 1o 3aJlaHHOH Teme, KOTOPBIA 3aTeM
WITIOCTPUPYETCS TMOAPOOHBIM pELIeHHEM THIMYHBIX 3ajad. B 3akiroueHue KakJoro pasjena
NPUBOATCS 3aJaHUS I CAMOCTOSITETFHOTO PEIICHHSI, OTBETHI K 3TUM 33/IaHUSIM M YKa3aHUS 110
UX PELICHUIO MTOKAa3bIBAIOTCS MOCIIE UX BBIMOJIHEHHS.

B KkoHIle mepBoro cemectpa M3ydeHHs TUCIMIUIMHBI CTYISHTHI CIAIOT 3a4eT, B KOHIIE
BCEro Kypca — JK3aMeH. 3adeT MO HTOoraM IE€pPBOrO CEMECTpa BBICTABISETCA IO MTOraMm
(uHANTBHOrO TecTa M MpakTU4eckoi padotel B mporpamme Cisco Packet Tracer. Ha 3auere
NPOBEPSIOTCS 3HAHMSI, YMEHUS U HABBIKM CTYAEHTOB B paboTe€ C OCHOBHBIMH KOMITOHEHTaMHU
KOMITHIOTEPHBIX CETEH, SBIISIONMMHICS OCHOBHOH ISl TOCTPOSHUS CETEBOW MHPPACTPYKTYPHI.

B KoHIIe BTOpOro cemMecTpa U3y4eHus: JUCHUIUIMHBI CTYIEHTBI CAl0T 3K3aMeH. JK3aMeH
MPUHUMAETCS B BUJIE T€CTa M MPAKTHYECKOW pabOThI HAa cETeBOM 000pynoBanuw. [IpoBepsiroTcs
3HaHUS, TOJyYEeHHbIE B XOJ€ MPOXOXKICHUS Kypca, HaBBIKM U YMEHHUS, IpPUMEHsSeMble IS
MOCTPOEHUS CeTH, obecredeHust ee OecriepeOorHON pabOThl U obecredeHus: 6a30BOTO YPOBHS
0e301acHOCTH ee paboThl.



