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1. Ilesin ocBOeHUSsI AUCHHUILINHBI
[enssMu OCBOEHUSI JUCLUIUIMHBI
ABIISIOTCS:
1) dbynnameHTanbHas MOATOTOBKA B 00JIACTH BHIYMCIUTEIBHBIX CETEH;
2) oBJIaJICHUE METO/IAMHU PEILIEHUSI OCHOBHBIX TUIIOB 3a/1a4 B 3TOM 00J1acTH.
Kypc “ Komnerotepusie cetu, kypc CCNA. Yacte 1” obecrieunBaeT nproOpeTeHUE 3HAHUN U
HaBBIKOB B COOTBETCTBHU C T'OCYJApCTBEHHBIM 00Opa30BaTENbHBIM CTaHIAPTOM, COACHUCTBYET
dbyHnamenTanuzanuu oOpa3oBaHusl, (OPMUPOBAHUIO COBPEMEHHOTO IMPEICTaBICHUS O MHpE
KOMIIBIOTEPHBIX TEJIEKOMMYHUKALIMKM U Pa3BUTHIO CUCTEMHOTO MblIIeHU. [lJ11 0OCBOEHMsI Kypca
HEOOXOIUMBI 3HAHUS M0 CIEAYIOIIMM JUCUUIUIMHAM: WHGOpMaTHKa, almapaTHbIe CPeaCcTBa
BBIUMCIUTEIbHON TEXHUKH, SI3bIKM MPOrpaMMHpPOBAHUS, ONEPALMOHHBIE CUCTEMbI. 3HAHUS U
MpaKTUYECKUE HaBBIKU, MOJydeHHbIe B Kypce “Kommnbrorepubie cetu, kypc CCNA. Yactp 17
MO3BOJIAIOT IPOEKTUPOBATh HOBBIE BBIYUCIUTEIbHBIE CETH U IPOBOJUTH AHAJIU3 U ONITHUMHU3ALIHIO
CYILIECTBYIOIIMX BBIYMCIUTEIBHBIX CETEH.
2. MecTO AMCHUILIUHBI B CTPYKTYpe 00pa30BaTe/IbHON MPOrpaMMbl
Hucuunnmna «Komnbrotepubie cetd, kKypc CCNA. Yactb 1» gBisieTcss TUCHUIIIIMHON 1O
BBIOODY M OTHOCHUTCS K BapuaTHBHOM dactu bioka 1, copelicTByeT (yHIaMEHTaIN3alUU
oOpa3oBaHus, (HOPMHUPOBAHUIO COBPEMEHHOTO TMPEACTABICHUS O MHUPE KOMIIBIOTEPHBIX
TEJIEeKOMMYHUKALUH M Pa3BUTUIO CUCTEMHOIO MblIUIEHUS. /{151 ocBoeHMs Kypca HEOOXOAMMBbI
3HAHUA O CJIEAYIOIIUM JAUCHUIIIMHAM: UH(OpPMAaTHKa, annapaTHbIe CPECTBA BHIYUCIUTEILHON
TEXHUKH, SI3BIKM MPOrpaMMHPOBAHUS, OIEPAllMOHHBIE CUCTEMBbl. 3HAaHUS U IPAKTHUUECKUE
HaBbIKHU, INoydeHHble B Kypce “ KommbrorepHbie cetn, kypc CCNA. Yacts 17 mossoisior
IIPOEKTUPOBATh HOBBIE BBIYUCIUTENbHBIE CETH U MPOBOJAUTH AHAIU3 U  ONTUMHU3ALUIO
CYILIECTBYIOIIMX BBIYMCIUTEIbHBIX CETEH.
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Komnerotepusie cetn, xkypc CCNA. Yacte 17

3. Illlanupyemble  pe3yJbTaTbl  O0y4YeHHs] 1O  JMCHUILUIMHE, COOTHECEHHbIe €
IVIAHNUPYeMBbIMH Pe3yJIbTATAMH 0CBOCHHUS 00pa30BaTe/JbHOM NPOrpaMMbl

[Iponiecc n3ydyeHns AMCUUILTNHBI HAlIPaBJeH Ha (OPMHUPOBAHKE CIEAYIOIINX AJIEMEHTOB
komrnereHmii B coorBercTBUM ¢ ®PI'OC BO, OOIT BO u npuoGpereHus cleayromux 3HaHHM,
YMEHMM, HaBBIKOB U (MJIM) OTIbITA JIEATEIbHOCTH:

dopmupyemas
KOMMNeTeHIs
(kox M popMyJIHpPOBKA)

NuankaTop 1ocTHKEHHUSA
KOMIeTeHINH
(xkoa u opmyJIHPOBKA)

Ilepeyenn
IUIAHMPYEMBIX Pe3yJIbTATOB 00y4YeHus

OowenpodgeccuonajbHbIe KOMIIETEHIUH

IK-3

CriocoOeH co3naBaTh 1
MCCIIEIOBATh HOBHIE
MaTeMaTU4YeCKue MOJIETH
B €CTECTBCHHBIX HAyKax,
MIPOMBIIIUIEHHOCTH U
Ou3Hece, ¢ y4eTOM
BO3MOYKHOCTEN
COBpPEMEHHBIX
UHQOPMAITMOHHBIX
TEXHOJIOTUH 1
IPOrpaMMHUPOBAHUS U
KOMIIBIOTEPHOM TEXHMKH.

IK-3.2

3HaeT OCHOBHBIC METO/IBI
IMPOCKTHUPOBAHWA U IIPOU3BOACTBA
IPOTPaMMHOTO TIPOTYKTA,
NPUHIUITBI TOCTPOCHHS,
CTPYKTYPBI U IPHEMbI PabOTHI C
MHCTPYMEHTAJIBHBIMU CPEICTBAMU,
MOJICPIKUBAIOIUMH CO3/TAaHUE
MPOTPAMMHBIX MTPOJAYKTOB U
IIPpOrpaMMHBIX KOMITJIEKCOB, UX
COIPOBOXKICHUSI,
aJIMAHUCTPUPOBAHUS U Pa3BUTHS
(aBOmIOIUN).

3HaTh:

- IIPUHIIMIIBI CBSI3U U OOMEH JTAaHHBIMU B
JIOKAJIbHOW MPOBOJIHOMU CETH;

- YPOBHHM JIOCTYIIA U PACIIPE/ICTICHUS B
cetu Ethernet;

- cxeMmsl [P-anpecanun;

- 0a30BbIC MMOHATHUSAX CETEBOM
0€30IMacHOCTH;

- CTPYKTYPY U MPUHIUTIBEI 0OMEHa
JTAHHBIMHU MEXY y3JIaMHU B CETH
HHurepHer;

- BUJIBI, XapaKTEPUCTUKU U MAPKUPOBKHU
CETEeBBIX KaOesell U KOHTaKTOB;




TIK-3.3

‘YMeeT ucnonb30BaTh METO/IbI IPOEKTUPOBAHUS U
HPOHM3BO/ICTBA IPOTPAMMHOIO MPOIYKTa, HPUHIHIIBI
HOCTPOEHHUS, CTPYKTYpBI U IIPUEMBI PabOTHI C
MHCTPYMCHTAJIbHBIMH CPE/ICTBAMH,
TIO/UIEP’KUBAIOIIMMHU CO3/IaHUE TTPOTPAMMHOTO
MPOAYKTa

YmMmeTh:

- MPOEKTUPOBATh U YCTAHABIMBATH
JIOMAIITHIOIO CETh MJIM CETh Majoro
MPEANPUSITHS, TIOKII0YATh €€ K CeTH
HHurepHer;

- BBITIOJIHATH HACTPOIKY OCHOBHBIX
apaMeTpoB MapIIPyTU3aTOPOB U
KOMMYTaTOpPOB;

- BBITIOJIHATH MTPOBEPKY U YCTPAHSATH
HEIIOJIAK! CCTU U ITOIKIIIOYCHUS K
r100aIbHON CETH;

TIK-3.4
meer npakTHUECKHIA ONBIT IPUMEHEHHS
YKa3aHHBIX BBIIIE METOIOB U TEXHOJIOTHIA

Baagers HaBbIKAMM:

- CO3J]aHUA U HACTPOWKHU OJTHOPAHTOBOM CETH,
KOMIIBIOTEPHOU CETHU C MOMOILBIO
MapIIpyTu3aTopa, 0ecripoBOIHON CEeTH;

- CO3JIaHMs MOJICETEH U HACTPOMKHU OOMEHA
JTAaHHBIMH;

- YCTAaHOBKH U HACTPOUKH CETEBBIX
YCTPOMCTB: CETEBBIX AT, MAPLIPYTU3ATOPOB,
KOMMYTaTOpOB U Jp.;

- MCTIOJIb30BaHUs OCHOBHBIX KOMaHI IS
MIPOBEPKH MOJKIIOUeHUS K UHTEpHETY,
OTCJIEXKMBaHMS CETEBBIX MTAKETOB, IAPAMETPOB
IP- agpecanuy;




4. O0beM, CTPYKTYpa U coepsKaHue TUCHUIIINHBI

OO0m1as TpyA0€MKOCTh JUCITUIUIMHBI COCTABIISIET 2 3a4€THBIX CIMHMII, /2 aKaJl. 4acoB.

Ne Tembl (pa3meJibl) Bunbl y4eOHBIX 3aHATHH, DopMbl TEKYLIET0
n/n AUCIHUIIJINHDI, BRJ/JIIO4Yasi CAMOCTOATECJIbHYIO KOHTPOJIA YCII€BAEMOCTH
HX CoACpKaHHuE paﬁoTy CTyA€HTOB,
H MX TPYI0€MKOCTh ®opma NPOMEKYTOTHOIM
o (B akageMHYeCKHUX 4acax) aTTeCTALMHU
5 KonTakTnasi paéora (no cemecmpam)
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1 OCHOBEI CETEBOIO 5 2 2 4 3a/1aHusl U1 CAMOCTOATENBHON 1
MOJIKJIFOYEHUS U CBI3U COBMECTHOI IPAKTHYECKOl pabOThI
3ajaHus JUIs CaMOCTOSITEIIbHON
% npaxkTHyeckoit padorel, Tect ais
6 mom yucne ¢ 30 M,ZZOT 2 camonposepku CamocTosTeNbHAs
pabota Nel
33]13]‘“45[ pini b CaMOCTOSTEJIBHOM U
2 OcHoBbl Ethemet' 5 3 2 6 COBMECTHOM NMPAKTHYECKOH PaboThI
3ajaHus IS CaMOCTOSITEIIbHON
npaxkTuyeckoi paborel, Tect s
6 mom Hucie ¢ 30 uﬂOT 3 CaMOIIPpOBEPKHU CamocTosITeNIbHAS
pabota Ne2
3 O6meH HaHHBIMU MEXAY 5 3 2 6 3aj1aHus U1 CaMOCTOATEbHON 1
CEeTAMUN COBMECTHOI PAKTHYECKOH PaboThI
3ajaHus JUIs CaMOCTOSITEIIbHON
npaxkTHyeckoi pabotel, Tect ais
6 mom yucne ¢ 30 uﬂOT 1 3 camonpoBepku CaMoCTOsTENbHAs
pabota Ne3
3agaHus U1l CaMOCTOSTENILHON U
4 I P'a):[pecaHI/IH. S S 4 1 8 COBMECTHO# NMPAKTHUECKOI paboThI
3aganus Ui CaMOCTOSATEIBHON
npaxkTHyeckoi pabotel, Tect as
6 mom yucne ¢ 30 M,ZZ or 4 camornpoBepkr CaMOCTOsITENbHAs
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3aganus Ui CaMOCTOSATEIBHON
npakTuyeckoit pabotsl, Tect as
6 mom uucne ¢ 30 u ﬂ or 2 camonpoBepku CaMOCTOSITeNbHAS
pabora Ne5
HOCTpOeHI/Ie H obecrnieyeHune
o 3ajaHus 115 CaMOCTOSTENIbHOM 1
6 |0e30macHOCTH HEOOJBIION 5 2 5 1 7 comvecTHOf npakTIcCKofi paGoTE
CCTU.
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Coneprxanue pa3ienoB AUCIUTUINHBI:

OcHOBBI CeTEBOr0 NOAKJIIYEHHUS U CBSA3H.

1. CoBpeMeHHbBIE ceTeBbIe TEXHOJIOTHH.

1.1. Brenenue. Bausinue cereii Ha )u3Hb Jtojel. Cetn 6e3 rpaHull.

1.2. Komnonentsl cetu. OpHopaHroBele ceTh. OxoHeuHble ycTpoiicTBa. [Ipomexxyrounbie
ycrpoiictBa. CpeAcTBa ceTeBOT0 MOIKIIOUCHHS

1.3. IlpexacraBienus u TOMOJNOTUH ceTeil. Tormomornaeckue CXemeol.

1.4. OcuoBubie Tumbl cereil. Cetn paznmmunoro pasmepa. Cetu LAN um WAN. Hutepner.
BuyTpenHue ceTu 1 BHEIIHUE CETH.

1.5. Toakmouenne k Mutepuery. Texnonoruu goctyna B Mutepuer. MHTEpHET-MIOAKIIOUEHHE
JUIsE IoMa | HeOobimoro oduca. MHTEpHET-IONKITIOUeHUE i Tpeanpustuii. KoHBepreHTHas
CETbh.

1.6. Hanmexunie ceru. CereBas apxutekTypa. OTKa30ycTOMYMBOCTH. MacmTaOHpyeMoCTh.
KauectBo 06cnyxuBanus. beonacHocts ceTH.

1.7. Tenpenmuu pazsutus cerei. [locnennmne tennenumu. Konmenmuss BYOD. CoBmectHas
pabora uepe3 Unrepuer. BuaeocBsszp. O6aunbie BeIYKMCICHUs. TEXHOIOTHYECKUE TEHACHIIMHU B
noMamrHuX ceTsax. CeTu Mo JUHUAM 3JEKTPONUTaHus. becpoBoiHas NIMPOKOMOIOCHAS CETh.
1.8. Obecnieuenne ceTeBoil Oe3omacHOCTH. YTpo3bl Oe3omacHocTH. PemieHuss oOecriedeHUs
0e30MacHOCTH.

2. ba3zoBas koH}uUTrypanusi KOMMYTAaTOPa U OKOHEYHOTI'0 YCTPOiicTBA.

2.1. Nocryn k Cisco I0S. Onepanuonnsie cuctemsl. ['paduueckuii mHTEpdENC MOTH30BATEIIS.
Hasznauenune OC. CriocoObl foctyna. [IporpaMmsl SMyJIsiiuu TEpMUHAIA.

2.2. Hauramus no 10S. OcHOBHBIE KOMaHIHBIE PEKUMBI. PEXUM KOH(GUTYpaIK U BIOKEHHBIE
pexxumMbl KoHpurypanuu. [lepexmouenne mexay pesxkumamu [0S, Komnonents! cipaBku [0S.
2.3. Ctpykrypa komana. baszoBas crpykrypa komana 10S. IIposepka cunTakcuca komany 10S.
["opsiurie KIaBUILY M KJIABUILIN OBICTPOTO BHI30BA.

2.4. bazoBas HacTpoiika yctpoicTB. Mmena ycrpoticts. [IpaBuia Beibopa maponeit. Hactpoiika
napoeil. llupposanue naposeit. banuepHsie cooOLIIEHNUS.

2.5. Coxpanenue koHpuryparuii. @aitner koHpurypanuu. 3mMenenne texymeil KoHGurypanuu.
3anuchk KOH(pUTYpauy B TEKCTOBBIN (haii.

2.6. Ilopte! u anpeca. IP-agpeca. MaTEepdeiics u mopThI.

2.7. Hactpoiika IP-ampecaunn. Hactpoiika IP-agpecoB OKOHEUHBIX YCTPOWCTB BpYUYHYIO.
ABTOoMarnueckass HacTpoiika [P-ampecoB oxoHe4yHBIX ycTpoicTB. HacTpoiika BHUPTyaqbHOTO
uHTepdeiica kommyraropa (SVI).

2.8. Tlposepka mnoxaxmtoueHus. [IpoBepka HazHaueHuss uHTepdeiica. IIpoBepka CKBO3HOTO
MOJIKJIFOUEHUS.

3. IIpoToKoJibI U MO/IEIH.

3.1. IIpaBuna. OcHOBEI KOMMYHUKaIuii. [IpoTokob! cBsi3u. Y cTaHoBieHue npaswi. TpeGoBaHus
K cereBoMy nporokony. KomupoBanue cooOmienus. dopmaTupoBaHHUE W HMHKAINCYJSALUSA
coobmenuii. Pasmep cooOmienuit. CuHXpoHH3aus cooOmeHnil. BapuaHThl J0CTaBKH
COOOIICHUH.

3.2. [TpoTokombl. O630p ceTeBBIX MPOTOKOIOB. DYHKIIMU CETEBOTO MPOTOKOJIA.
BzaumopeiicTBue npoTOKOJIOB.

3.3. Haboper mpotokosioB. CTekH CETEBBIX IPOTOKOJOB. IBOJIOIMS MPOTOKOJOB. [Tpumep
npotokosia TCP/IP. HaGop nporokonos TCP/IP. O6men nanusimu TCP/IP.

3.4. Opraam3anmu 1o crangaptu3anmu. OTKpeiTbie cTaHmapthl. CTaHmapThl HWHTEPHETA.
Opranu3anuu 1o CTaHAapTH3ALMU JIEKTPOHUKH U KOMMYHHKAIIUH.



3.5. Dranonnsie Monenu. [IpenmyIecTBa UCIOIB30BAHMSI MHOTOYPOBHEBOM MOJIENIN. DTaTOHHAS
moaenb OSI. Moaens npotokosioB TCP/IP. CpaBuenue mozeneit OSI u TCP/IP.

3.6. Mukancymsimus  nanubeix. Cermenrtanus coobOmenuit. [locienoBarensHocTh. Enmuuna
naHHbIX mpotokodia (PDU). [Ipumepbl MHKANICYIAIMN U ACHHKATICYIISIITIH.

3.7. Hoctyn k manHbM. Axpeca. IP-anpec (sormueckuil aapec 3-ro ypoBHs). YCTpolcTBa B
oaHoil cetn. Ponb aapecoB kaHanpHOro ypoBHS: OnqHa IP-ceTh. Posb anpecoB ceTeBoro ypoBHs.
Ponb anpecoB kananbHOro ypoBHs: Pa3zubie IP-ceTu. Anpeca kaHaIbHOTO YPOBHS.

Ocuossbl Ethernet.

4. Pu3suvecKUil ypoBeHb.

4.1. Ha3znauenue ¢usnueckoro yposHs. ®usznueckoe nogxiaroueHue. Gu3snueckuil ypoBeHb.

4.2. XapakrepucTuku ¢usndeckoro ypoBHs. CraHpmaptel (usnueckoro ypoBHs. Pusndeckue
komnoHeHThl. Koauposanue. CrnocoObl mnepenaun curHanoB. IIpomyckHas crnocoOHOCTS.
TepMHHOIOTHS IPOITYCKHOW CIIOCOOHOCTH.

4.3. Mennblidi  kabenb. XapaKTepPUCTHUKH MEIHBIX KaOenmei. Tumbl MeaHbIX —KabOener.
HeskpanupoBannas Burtas napa (UTP). OkpanupoBannas Butas napa (STP). KoakcuanpHbiid
Ka0eb.

4.4. Kabemn tuma UTP. CpoiictBa kabeneit UTP. Cranmaptel npoxmanku kabeneir UTP.
[Tpsimble u epexpectbie kKadenu UTP.

4.5. TIpoknmamka ONTOBOJIOKOHHBIX KaOened. CBOWCTBa ONTOBOJOKOHHBIX KaOenmei. Twurbl
ONTOBOJIOKOHHBIX KaOeneil. OnToBOJIOKOHHBIE pa3beMbl. COETUHUTENbHbIE ONTOBOJOKOHHBIE
kabenu. ONTOBOJIOKOHHBIE Ka0el 1 MeIHbIE KaOelln: CpaBHEHHE.

4.6. CpenctBa  OecnpoBojHOro  mojakiarodeHus.  CBoiictBa  cpeacTB  OecHpOBOJHOIO
NOJKITIOUeHUs. TUIBI cpeicTB OeCIIpOBOIHOTO MOAKIIOUeHHs. becripoBoiHas ToKanpHas CETh.

5. CucreMbl CUMCICHHUS.

5.1. JIsonunbie agpeca u azapeca IPv4. JIBouuHas MO3UIMOHHAS CHUCTeMa CUHMCIICHHs. Ajpeca
IPv4.

5.2. lllectHamnatepuynas cuctema cumcneHus. lllectHaamarepuunbsie aapeca u aapeca IPvo.
[IpeoOpazoBanne  JECATUYHBIX  YHWCET B IIeCTHaANarepudnble.  [IpeoOpasoBaHume
[IECTHAIIATEPUIHOTO YHCTIa B IECATUIHOE.

6. KanajibHbIH ypOBeHb.

6.1. Hasnauenne kaHaibHOTO YpoBHs. KaHanbHBIA ypoBeHb. [loMypoBHM KaHama mepenaqu
nmanueix [EEE 802 LAN/MAN. IlpenocraBieHue 1octyna K cpele IMepenadyd JaHHbBIX.
CranmapThl KaHAJIBHOTO YPOBHSI.

6.2. Tormonorun. dusznueckas U jJorudeckas Tomnonorus. Tomojgoruu riaodansHbIX ceteld (WAN).
Tomnonorust «rouka-rouka» (point-to-point) cetu WAN. Tomnosnorun nokanbusix ceteit (LAN).
[TonynymniekcHass ¥ TOJHOAYIUJIEKCHAsI CBSI3b. YTPABIEHUS JOCTYIIOM K Cpelae Nepenadu
nanubix. Konkypentasiit noctyn — CSMA/CD. Konkypenthsiit qoctym — CSMA/CA.

6.3. Kanp xanana nepenaun nanusix. Kaap. [Toxs kaapa. Anpec ypoBus 2. Kagpst LAN u WAN.

7. Kommytauus B cersix Ethernet.

7.1. Kagpsr Ethernet. Makancynsmus Ethernet. [TogypoBHu kanampHOTo ypoBHs. [lomypoBeHb
MAC. Tlons kagpa Ethernet.

7.2. MAC-anpec Ethernet. MAC-anpec u mecTHammarepudHas cucrema cumciaenus. MAC-
anpec Ethernet. O6paboTka kaapos. UnauBunyanbHblil (oaHoaapecHsiil) MAC-agpec. MAC-
aJpec MMPOKOBEIATeIbHOM pacchuiku. MAC-aapec MHOr0aapeCHON pacChUIKH.

7.3. Tabnmuua MAC-anpecos. OcHoBHas uHpopMalys o kommyraTopax. Kommyrarop B pexxnme
oOyuenus. dunbTpanus kaapoB. Tadbmunel MAC-aapecoB Ha MOAKIIOUEHHBIX JAPYr K APYry
koMMmyTaropax. OThpaBKka KaJpa Ha ILII03 10 YMOITYaHUIO.



7.4. CKOpoCTh U CIIOCOOBI MEpechlIKM Ha KoMMyTaTtopax. CrocoObl mepeaapecanuu Kajapa Ha
kommyTtaTtopax Cisco. CkBosnass kommytamnus (Cut-Through). Bbydepusanms namsatu Ha
KoMMmyTaTopax. HacTpoiika pymiekcHoro pexxuma u ckopoctu. @ynkius Auto-MDIX.

O0MeH JaHHBIMHU MEXKAY CeTAMHU

8. CereBoii ypoBeHb.

8.1. XapakTepucTuku cereBoro ypoBHsA. [IpoTokonbl cereBoro ypoBHs. Wukancymsmus IP.
Xapakrepuctuku nporokosna [P. be3 ycraHoBnenus coenuHeHus. HerapantupoBaHHas
nocraBka. He3aBucuMocTh OT cpefsl.

8.2. Ilaker IPv4. [Tons 3aronoBka nakera [Pv4.

8.3. Ilaker IPv6. Orpannuenus IPv4. O630p IPv6. Ilons 3aronmoBka makera IPv4 B 3arosoBke
nakera [Pv6. 3aronoBok nakera IPv6.

8.4. Meronpl MapuipyTuzaluu y3ioB. Pemienne o nepenamnpaBieHun y3na. lno3 1o
YMOJTYaHHIO. XO0CT-MAPIIPYTHI K HIII03Y 110 YMOTYaHUIO. TabIuIbl MapIpyTH3aUH y3I1a.

8.2. Beenenue B mapuipyrusanuto. Pemenue o nepechiike makeToB Mapuipytuszaropa. Tabnuia
mapupytuzauun  [P-mapmpyruzatopa.  Crartuueckas — MmapupyTtusauus. JuHamudeckas
MapLIpyTH3aLus.

9. Pa3spemieHue aapecos.

9.1. MAC u IP. YcrpoiicTBO Ha3Hau€HUS B TOM K€ CETH. Y CTPOICTBO Ha3HAUCHUS B yJAICHHOMN
CeTH.

9.2. I[Iporokon ARP. O630p ARP. ®ynkuuu ARP. IIpuniun pabots nporokona ARP — ARP-
3anpoc u ARP-otBet. Poins ARP B 00MeHe faHHBIMU C yAaJlEHHBIMU CETAMU. Y aJeHHEe 3anucen
u3 Ttabmunel  ARP. Tabmuust ARP  Ha cereBeix ycrpoiictBax. I[Ipo6memsr ARP
mmpokoBemarensHas paccbuika ARP u ARP-criydunr.

9.3. O6Hapyxenue coceanux [Pv6 ycrpoiictB. Coobmienus o6 oOHapykeHuu cocenenr [Pvé6.
O6napyxenue coceneit [IPv6 - paspemienue aapecos.

10. Bba3oBasi KOHQUIYpaUMsA MapLIPyTH3aTOPA.

10.1. IlepBonauasnibHast  HacTpoiika Mapmpyrtuzatopa. Illarm  Ga3oBoif  koHuUryparuu
MapuipyTtusaropa. bazoBas koHpuryparusi.

10.2. Hactpoiika uHTepdeiicoB  Mapuipyruszaropa. Ilpumep HacTpoiiku uHTepdelicos
Mapupyrtuzaropa. [Iposepka koHpurypaunu uatepderica. Komanpl npoBepku KoHpUrypaum.
10.3. Hactpoiika mumoza mno ymomuanuioo. IIlmo3 mo ymomwanuio anst xocra. Hlmo3 mo
YMOJIYaHHUIO JUIsl KOMMYTaTopa.

IP-aapecanust

11. IPv4-aapecanus.

11.1. Ctpykrypa IPv4-ampeca. CereBas u y3noBas yacTH ajpeca. Macka mnoxaceru. JlnunHa
npepukca. Omnpenenenne ceru: Jjoruueckoe MW. CereBoit azapec, aapec Xocta H
IIMPOKOBEIIATENIbHBIN aapec.

11.2. OnHoanpecHasi, MIMPOKOBENIaTeNbHAS U MHOTOaApecHast pacceuika [Pv4. OmgHoanpecHas
paccobuika. lllnpokosemarensHas pacchiiika. MHOroagpecHast pacchlika.

11.3. Tuner anpecoB I[Pv4. OOmenoctynHble u yacTHble aapeca [Pv4. Mapmpyruzanus B
WNurepner. [Pv4-agpeca cnenuanbHOTO Ha3HAYEHHMs. YCTapeBIas KJAccoBas aJpecanusl.
Hasznauenue [P-agpecos.

11.4. Cermentanmst cetu. lllupokoBemiaTenbHbId JOMEH U cerMmeHTanus. [IpoOnembr ¢
KPYIHBIMH IIHPOKOBELIATEIbHBIMU TIOMEeHaMU. [I[puYrHbI cerMEeHTaluu CeTel.

11.5. Paznenenne cetn IPv4 na moacern. Paznenenue Ha moacetu Ha rpaHuiie okteToB. [loaceTs
B [Ipe/ieJIax OKTETa.



11.6. Iloncets: /16 u /8. Co3manue moxacererr ¢ mpedurcom /16. Co3zmanme 100 moxacereii ¢
nomoitnbio npedukca /16. Cozganue 1000 moxacereit ¢ momompbio npedukca /8. Opranu3anus
MOJCETEN 10 HECKOJIBKUM OKTETaM. Pacyer Macku MoJICETH.

11.7. Paznenenue Ha TMOACETH MJI COOTBETCTBHsSI TpeOoBaHMsAM. YacTHas MOACETh H
00111e10CTYITHOE aipecHoe npocTpaHcTBO [Pv4. Munumuzanusi Heucnoib3yeMbix ajapecos [Pv4
y3JI0B ¥ MaKCUMH3anus rnojcereit. dddexruBHoe pasneneHue Ha nojacetu [Pv4.

11.8. VLSM (Macka noaceru nepemenHoil juymabl). OcHoBel VLSM. CoxpaHeHue aapecoB
[Pv4. VLSM. Ha3znauenue aapeca Tonosiorun VLSM.

11.9. CrpykrypupoBaHHOoe mpoekTupoBanue. [lnanupoBanue aapecauuu cetd. Ha3Hauenue
aJIpecoB YCTPONCTBaM.

12. 1Pv6-agpecaumus.

12.1. IIpo6nemsr ¢ mportokosom IPv4. Tlotpebnocts B IPv6. CoBMecTHOE HCHONIb30BaHUE
npoTokosoB IPv4 u IPv6.

12.2. TlpencraBnenne IPv6-anpecos. @opmatsl anpecoB IPv6. Ilpomyck HavadbHBIX HYJIEBBIX
paspsiaoB. J{BoitHOM qBOETOYME.

12.3. IPv6-anpeca: tumbl. OqHOAIPECHBIN, MHOTOAIPECHBIN, TPOU3BOIBHBIN. [InHa npedukca
IPv6-anpeca. Ipyrue tunsl [Pv6-agpecoB ogHOaapecHON pacChUIKU. YHUKAIBHBIA JTOKATbHBIN
aapec. ['moGanbHble uHIUBUAYanbHBIE [Pv6-anpeca (GUA). Crpykrypa GUA IPv6. JlokanbHbIi
IPv6-anpec kanana.

12.4. Cratndeckass HACTpOWKa TJIOOATBHBIX JUHAMUYECKHX aJPECOB [UISl OMHOAIPECHOM
pacchUIKM M JMHAMHYECKH HAacTpauMBaeMble JIOKalbHblE ajpeca KaHana. CraTudeckas
koHpurypamms GUA nwa wMapmpyruzarope. Cratudeckas KoH(QUTypamusi TI100aIbHOTO
yaukanbHoro IPv6-anpeca na y3ne Windows. Cratudeckas KoHQUrypaius JIOKaJIbHOTO ajpeca
OJHOAAPECHOUN PACCHUIKHU.

12.5. lunamudeckas agpecanus Ui TNI00ATbHBIX IUHAMUYECKUX aJPECOB ISl OAHOAAPECHOM
pacceuiku [Pv6. CooOmenus RS u RA ICMPv6. SLAAC. SLAAC u DHCPv6-cepBep 0e3
coxpaHeHust coctostHusl aapecoB. DHCPv6 ¢ momnmepkkoit cocrosHus. Ilpomecc EUI-64.
Crny4aiiHO CreHepupOBaHHBIC UICHTH(PHUKATOPHI HHTEpdeiica.

12.6. [lunamudeckas anpecanusi JOKalIbHBIX aapecoB kaHana [Pv6. [lunammueckue LLA.
Huunamuueckne LLA B Windows. Junamuueckune LLA na mapmpyruzaropax Cisco. [IpoBepka
KoHpurypauuu [Pv6-agpeca.

12.7. I'pynmmoBeie IPv6-ampeca. IlpucBoennsie TpymnmoBeie [Pv6-ampeca. M3BecTHble ajipeca
MHoroazapecHoi pacceliku [IPv6. I'pynnoseie [IPv6-aapeca 3anmpammBaeMbIX y3I10B.

12.8. Pa3nenenue cetn IPv6 Ha mojceTn ¢ ucmoiib30BaHueM uacHTH(GHKaTOpa mojaceTh. [Ipumep
cosmanusa mnoxacered [Pv6. Pacnpenenenmne IPv6-agpecoB mnoacern. MapupyTtusarop,
CKOH(UTYpUpPOBaHHBIN ¢ nojceTsiMu [Pvo.

13. ICMP.

13.1. Coobmienus ICMPv4 u ICMPv6. JlocTuxkuMocTh y3nma. Y3en Ha3HAYeHHUS WM CEPBHC
HezpoctyneH. [IpeBbiien nntepsan oxuganus. Cooouenus ICMPv6.

13.2. TectupoBanue mnpu nomomu ping u traceroute. Ping - Tect cBA3aHHOCTU. ping A0
untepdeiica loopback. IlpoBepka cBS3M €O HUIIO30M IO YMOJYAHUIO. YCTAHOBKA CBSI3U C
yIQJIeHHBIM Y3JIOM C MOMOIIbI0O KOMaH/bl ping. Traceroute — tectupoBanue mytu. IIpoBepka
anpecanuu [Pv4 u IPv6.

CBa3b ¢ ceTeBbIMH NMPUIOKCHUAMHA

14. TpaHCHOPTHBII YPOBEHb.
14.1. Tlepenaua panHbiX. Ponb TpaHcnmopTHOro ypoBHs. DYHKUMU TpPaHCIOPTHOTO YPOBHS.
[TpoTtokosbl TpancnopTHoro ypoBHs. [Ipotokon ympaBnenuss nepenaueir (TCP). Ilporoxon



nosib3oBarenbekux Aerarpamm (UDP). CooTBeTcTByrOmUN MPOTOKOI TPAHCIOPTHOTO YPOBHS
JUTSL COOTBETCTBYIOIIETO MPUIIOKEHHUSI.

14.2. O630p mpotokona TCP. @ynknuu nporokona TCP. 3aronoBok u moist 3aroioBka TCP.
[Tpunoxenusi, ucnonb3yrouue nporokos TCP.

14.3. O630p nporokona UDP. ®@ynkuuu npotokosna UDP. 3aronoBok u moms 3aronoBka UDP.
[Ipunoxenus, ucnosb3yroiue nporokos UDP.

14.4. Homepa noprtoB. Heckoibko OTIENbHBIX CEAaHCOB Iepenauyd AaHHbIX. llapbl cokeTos.
['pyninsl HOMepoB nopToB. Komana netstat.

14.5. O6bmen nanupiMu 1o mnpotokony TCP. Tlpomeccer TCP-cepBepa. YcraHOBieHHE W
npekpaiienue TCP-coequuenns. AHanu3 TpexcTopoHHero kButupoBanusi TCP.

14.6. HanexxHOCTP W yHpaBlIeHME TIOTOKOM Tepenadn JaHHbX. Hapexnocts TCP -
rapaHTUpOBaHHAs U YHOpsAdOuYeHHas jaocTaBka. llorepss naHHBIX M TMOBTOpHAs Iiepenaya.
VYupasnenue norokom TCP. Pazmep okHa u noarsepkaeHus. MakcuManbHbI pa3Mep CETMEHTa
(MSS). IlpenoTBparieHue neperpysox.

14.7. Obmen nannbiMu 1o npotokony UDP. Huskue HaknamHbie pacxoibl WIM HAICKHOCTb.
Coopxka neiirarpamm UDP. Tlponeccer u 3anpockt UDP-cepsepa. Ilponeccs u 3anmpocsr UDP-
cepsepa.

15. YpoBeHb NpH/I0KEHUIA.

15.1. YpoBeHb MNPUIOKEHUH, YPOBEHb IMPEICTABICHHS, CEAHCOBBI YpoBeHb. [IPOTOKOIBI
ypoBHs npunoxxenuit TCP/IP.

15.2. Mogens «knueHT-cepBep». OnHopanroseie cetd. OnHOpaHroBbie npuinoxenus. Haubomnee
pacnpocTpaHeHHbBIE OHOPAHTOBBIC TIPUIIOKCHUS.

15.3. IIpotokosbl BeO-Tpaduka W DISKTPOHHOH MMOYTHL. [IpoTOoKON mepemadn THIEPTEKCTa
(HTTP) u s3pix runeprexcroBoit pazmerku (HTML). Ilpotokonst HTTP u HTTPS. [Iporokoiisl
anexkTpoHHoi nmoutsl (SMTP, POP, u IMAP).

15.4. Cepsucsl [P-agpecanun. Cnyx0a nomeHHbix umeH (DNS). ®opmar coobuienuit DNS.
Hepapxust DNS. Komanma nslookup. I[IpoTrokon aumHamMuueckoil HACTPOWKH CETEBOTO Yy3la
(Dynamic Host Configuration Protocol, DHCP). ITpunmun padotst DHCP.

15.5. CepBucsl coBMecTHOTO j1ocTyna K Qaiinam. [Ipotokon nepenaun ¢aitnos (FTP). [IpoTokon
SMB.

ITocTpoenue u odecnneyeHue 0€30MACHOCTH HEOOIBLIIOK CETH

16. OcHoBBI ceTeBOIi 6€30MACHOCTH.

16.1. Tums! yrpo3s. Tumsl ys3suMocteil. @u3zndeckas 3ammra.

16.2. CereBble araku. Tumsl BpenoHocHoro I1O. Pa3BenpiBarenbHble aTakd. ATaku JOCTYIA.
ATaku THTIA «OTKa3 B oocmyxxuBanum» (DoS-arakn).

16.3. YryOnennslii moaxon Kk 3ammre. CoxpaHeHHe pe3epBHBIX Komui. PesepBHoe
KOTIMPOBaHNE, OOHOBIICHHE M YCTAaHOBKA MCIIpaBIeHUH. AyTeHTH(UKALNS, aBTOPU3AIHS U YUeT
(AAA). MexcereBble 9kpaHbl. Tunsl OpaniMay poB. be3onacHOCTh OKOHEUHBIX YCTPOUCTB.
16.4. O6ecnieuenne Oe3omacHocTH ycTpoiicTB. Cisco AutoSecure. Ilapomu. PacmmpenHas
3amurTa napoiisi. Aktupanus noaxiaoueHus no SSH. OTkitoueHrne HenCnoab3yeMbIX CIIyXkO.

17. Opranu3aunusi He6OIb IO ceTH.

17.1. YcrpoiicTBa B pamKkax HeOOJbIION ceTd. Tomomorun HEOOMbIHX ceTei. BeiOOp ycTpoiicTB
Juis ceTH HeOombIIoro pasmepa. IP-anpecanus B pamkax HeGousbliol cetu. PesepBupoBanue B
HeOO0JIbIION ceTu. YnpaBieHHe TpadhUuKOM.

17.2. PacipocTpaHeHHbIe NPUIIOKEHHUS B HEOOJbIIOW ceTH. PacmpocTpaHeHHbIE NPOTOKOJIBI.
[TpunoxeHus s mepeavy rojioca u BUIeO0.

17.3. Paciiupenne  HeOONbLIOW  ceTH. AHaIM3  NPOTOKOJIOB.  Mcmonb3oBaHue  ceTH
COTPY/IHUKAMH.



17.4. TIposepka monkitoueHus ¢ nomoimbio Ping. Pacmmpennas komanga ping. [IpoBepka
MOJKIIFOYEHUs ¢ TTOMOIIbI0 KomaHbl Traceroute. PacmmpenHas komanzaa traceroute. ba3zoBblit
YPOBEHb CETH.

17.5. Komanne! xocta u 10S. Hactpoiika IP-kondurypanuu xocra nox ynpasieHueM Windows.
Hacrpoiika IP-xkondurypanum xocra mon ynpasinenueM Linux. Hacrpoiika IP-kongurypamum
xocta mnoj ympaBienueM macOS. Komanna arp. IloBropHoe paccmorpenue Haunbosee
pacnpoctpaneHHbIx koMaHa show. Komannga show cdp neighbors. Komanna show ip interface
brief. Komanga show version.

17.6. OcHOBHBIE TOAXOABI K TOMCKY W YCTPAaHEHHIO HEMONaJoK. YTo ciemyer caenatb ¢
npobaemoii. Komanaa debug. Komanaa terminal monitor.

17.7. Bonpochl paboThl 1 HECOOTBETCTBHSI HACTPOCK AyIUieKkca Ha uHtepdetice. [Ipodiemsr ¢ IP-
anpecamu Ha yctpoicrtBax IOS. IlpoGnemsr ¢ [P-agpecamMu Ha OKOHEYHBIX YCTPOWCTBAX.
Henonanku, cBs3aHHbIE CO IUIIO30M TO yMONM4aHWiO. [IOMCK M yCTpaHEHHE HEMOoJAIoK,
cBs3aHHbIX ¢ DNS.



5. O0pa3oBare/ibHble TEXHOJOTMH, B TOM 4YHCJ€ TEXHOJOTHH 3JIEKTPOHHOrO 00yueHUsi M
AUCTAHIIHOHHBbIE 00pa3oBaTe/ibHbIE TEXHOJOIHM, WCIOJIb3yeMble NPH OCYIIeCTBJIECHUHU
00pa30BaTeILHOIO MPoOIEecca MO TUCHUILINHE

B niporiecce 00yueHust UCTIOMB3YIOTCS CIIEAYOINE 00pa3oBaTebHBIC TEXHOIOTHH:

BBoanasi JieKuMsl — 1aeT TMEpPBOE IICJIOCTHOE TMPEACTaBICHUE O JUCHHMIUIMHE |
OPUEHTHUPYET CTYJIEHTa B CUCTEME U3Y4YCHHUS NAHHON AUCHUIUIMHBL. CTYIEHTHI 3HAKOMSTCS C
Ha3HAYCHHEM W 3aJa4aMH Kypca, €ro POJbI0 M MECTOM B CHCTEME Y4YEOHBIX JUCIUIUIMH U B
CUCTEME TIOJITOTOBKH B 1esioM. JlaeTcs KpaTkuii 0030p Kypca, BBICKA3bIBAKOTCS METOUYECKUE U
OpraHU3aIlMOHHBIE OCOOCHHOCTH pPabOTHl B paMKaxX JaHHOW IUCHUIUIMHBI, a TaKXKe JaeTcCs
aHaJIN3 PEKOMEHIyeMOi yueOHO-METOAMUECKOU TUTEPaTypPhI.

AxkageMuuecKkasi JEKIHUA ¢ 3JIEMEHTAMH JeKIUHU-0eceabl — I10CIeI0BaTeIbHOE
U3JI0KEHUE MaTepuaia, OCylIECTBIsIEMOE MPEUMYIIIECTBEHHO B BUJIE€ MOHOJIOTA IIPETO1aBaTEIIsI.
DJIEMEHTHI JICKIUHU-0ecebl 00CCIEeYMBAIOT KOHTAKT TMperojaBaTeNsi C ayaAuTOPHEH, dYTO
MO3BOJIICT TIPUBIIEKATh BHUMAHUE CTYIEHTOB K HaWOoJiee BAXKHBIM TeMaM JUCHUILINHBI,
aKTHBHO BOBJICKaTh HMX B YYEOHBIH MpOIECC, KOHTPOJIUPOBATH TEMIT HM3JIOKECHHS Y4eOHOTO
MaTepuaia B 3aBUCUMOCTU OT YPOBHS €r0 BOCIIPUSATHUSA.

IIpakTnyeckoe 3aHsiTHE — 3aHATHE, TOCBSILIEHHOE OCBOCHUIO KOHKPETHBIX YMEHUU U
HABBIKOB I10 3aKPETUICHUIO TIOJYUCHHBIX Ha JICKITUU 3HAHUMN.

Koncynbranum — Buj y4yeOHBIX 3aHATUHN, SBISIOMIUNCS OAHOM U3 (QOPM KOHTPOJISL
CaMOCTOSITENIbHOM  paboThl  cTyAeHTOB. Ha KOHCympTanusXx MO MPOCKOE CTYIEHTOB
paccMaTpUBalOTCS HauOoOJIee CIIOKHBIE MOMEHTHI IPH OCBOCHHUM Marepuajga JUCIUTLINHBI,
MpernoiaBaTesib OTBEYAaeT Ha BOMPOCHI CTYJEHTOB, KOTOpPbIE€ BO3HUKAIOT y HUX B TIpoliecce
CaMOCTOSITCIIBHOU PaOOTHI.

B nporecce 00yueHUsT HCIIONB3YIOTCS CAEAYIOIINE TEXHOJIOTUU SJIEKTPOHHOTO O0yUYeHUS
U TUCTaHIIMOHHBIE 00pa30BaTEeIbHBIC TEXHOIOTHU:

DJIeKTPOHHBII yueOHblil Kypc «KomnbioTepHble cetu» B LMS DiexkTponnblii
yauBepcuter Moodle SAApI'Y, B koTopom:

- MPE/ACTaBIIEHBI 33/1aHUS Ul CAMOCTOSITEIbHON NMPaKTHUECKOW pabOoThl 00YyUaIOLIUXCS 110
TeMaM JUCUUTUIAHBL,

- OCYUIECTBJISIETCS MPOBEIEHUE OTAENbHBIX  MEPOINPHUATHH  TEKYIIEro  KOHTPOJI
yCIIEBaEMOCTH CTY/ICHTOB,;

- mpexacrtaBieHa HMH(opManus o ¢opMe M BpPEMEHHM NPOBEAEHUS KOHCYJIbTALlMH 10
JVICIIATUTMHE B PEKUME OHJIAH;

- TMpeACTaBJIEHBI IPaBUiIA MIPOXOXKIECHHS TPOMEKYTOUHOM aTTeCTallK MO JUCLUIUINHE;

- mocpeactBoM (Qopyma  OCYIIECTBISETCS CHHXpPOHHOE U (WIM) aCHHXPOHHOE
B3aUMOJIeIiCTBHE MEXIy OOy4yarolMMHUCS M IIpernojaBaTelieM B paMKax M3Yy4eHUs
JVICTIATUTAHBL.

DaekTpoHHbI yuedHblii kKypce «Kommnbortepubie cetn» B LMS Cisco NetAcad, B
KOTOPOM:

- NpPeACTaBIIEHBI TEKCTHI JIEKIUH 110 TeMaM TUCHMIUIMHBI,

- OCYHIECTBJISIETCS ~ TPOBEIECHUE  OTHENBHBIX  MEPOIPHATHH  TEKYIIEro  KOHTPOJIS
yCIIEBaEMOCTH CTYJIEHTOB;

- TPEACTaBIEH CIHCOK Yy4YeOHOW JIMTEpaTypbl, pPEKOMEHIYeMOW IS  OCBOCHHS
JUCITUTLIINHBI,

- mpexacraBieHa wuHpopMamus o (GopMe W BpPEMEHH MPOBEACHUS KOHCYJIbTAIMHA 10
JMCLUIUIMHE B PEKUME OHJIAIH;

- mocpeactBoM (Qopyma  OCYIIECTBISETCS CHHXpPOHHOe W (WJIM) aCHHXPOHHOE
B3aUMOJIEIiCTBUE MEXJy OOYy4YaloIIMMHUCS M TPErnoAaBaTeieM B pPaMKaX H3Yy4CHHs
JVICTIATUTAHB.



6. IlepeyeHb JIMIIEH3MOHHOT0 M (MJIH) CBOOOJHO PACHPOCTPAHSIEMOr0 NPOrPaAMMHOIO
o0ecrieyeHusi, HMCNOJb3yeMOr0 TNPH OCYLIEeCTBJIEHUM O00pPa30BaTeJBLHOIO Mmpolecca o
AUCHUTLINHE

B mpouecce ocymectBieHuss 00pa3oBaTeNpHOrO — Ipolecca MO JUCHUILUIMHE
UCTIOJIB3YIOTCS:

Ui (popMHpPOBAHUS MATEPHATIOB JJISl TEKYIEro KOHTPOJISI YCIIEBAEMOCTH M MPOBEICHUS
MIPOMEKYTOUYHOU aTTeCTAINH, U (OPMHUPOBAHUSI METOAMYECKAX MATEPUAIIOB IO JTUCITUTLINHE:

- Linux Ubuntu (GNU GPL v.3);

- OpenOffice (GNU LGPL);

- Cisco Packet Tracer 8.1.0 (mocrynen 6ecriatho st yaactHHKOB [Iporpammer CeTeBoi

Axanemuu Cisco);

- Cisco SDM (mocrtynen OecriaTtHO ais ydyacTHUKOB IIporpammer CeteBoil AkagemMuu

Cisco);

- Cisco Network Assistant (moctyren 6ecruiatHo ajisi yuactHUKoB [Iporpammer CeTeBoit

Axanemun Cisco);

- Cisco Configuration Professional (mocrymen OecriatHo it y4acTHHKOB IIporpammel

CereBoit Akagemun Cisco);

- Google Chrome (freeware).

7. IlepeyeHb COBpPeMEHHBIX MNPO(ecCHOHAIBLHBIX 0a3 JAaHHBIX H HH(OPMAIMOHHBIX
CIIPABOYHBIX CHCTEM, MCII0JIb3YyeMbIX NPH OCYIeCTBJIEHUH 00pa30BaTeIbHOIO0 Mpolecca 1o
AUCUUINJIMHE (TPH HEOOXOAMMOCTH)

B npomecce ocymecTBieHHs ~00pa3oBaTENBHOIO — Tpolecca MO  AUCHUIUIAHE
UCIIOJIb3YOTCSA:

ABToMaTtu3upoBaHHas OuOimmoreyHo-uHpopManuonnas cucrema «BYKHU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

8. [lepeyeHb OCHOBHOI ¥  [ONOJHHUTEJbHOH Yy4eOHOW JHMTepaTypbl, pecypcoB
NHPOPMALMOHHO-TEJIEKOMMYHUKAIIUOHHOH ceTn «WHTepHeT» (NIpM HEO0XOAUMOCTH),
PEKOMEHyeMBbIX /ISl 0CBOCHHUS IHCUHUILTHHbI

a) OCHOBHAasl JIUTEpPaTypa

1) Onudep, Bukrop ['puropseBud «KomMnbroTepHbIE CETU: TPUHIIMIIBI, TEXHOJIOTUH, TPOTOKOJIBIL:
yueb. nocobue 1 By30B / B. Onudep, H. Onudep;

M-Bo oOpazoBanus u Hayku P®. - 5-e uzz. - CII6.: [Tutep, 2017 - 991 c. - (Y4eOHUK a7 BY30B).
bubnuorp.: c. 955-956. - ISBN 978-5-496-01967-5
http://www.lib.uniyar.ac.ru/opac/bk_cat_card.php?rec_id=2069619&cat cd=YARSU

2)YuebHo-meToanyeckoe mocoore B LMS NetAcad. Pexxum noctyna: cBOOOIHBIH 115t
ydacTHukoB I[Iporpammer CeteBoii Akagemun Cisco (https://www.netacad.com/)
0) 10MOJIHUTEJIbHAS JUTepaTypa

1. KommbiotepHsle cetu [DnekTpoHHbIN pecype] : yueonuk / B.I'. Kapramesckuii [u 1p.].
— DJEeKTPOH. TeKCTOBBIE JaHHbIe. — Camapa: IT0BOJKCKMI TOCy1apCTBEHHBIN YHUBEPCUTET
TeJIEKOMMYHUKAIMH 1 nHpopmatuku, 2016. — 267 ¢. — 2227-8397. — Pexxum nocrymna:
http://www.iprbookshop.ru/71846.html
B) pecypchl ceTH «HTepHeT»

1)http://netacad.com
2)http://cisco.com
3)http://learningnetwork.cisco.com/


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_card.php?rec_id=2069619&cat_cd=YARSU
https://www.netacad.com/
http://www.iprbookshop.ru/71846.html

9. MarepuaibHO-TEXHHYECKAas 0a3a, HEOOXOAUMAsA /IS OCYILIECTBJIEHUs 00Pa30BaTEeIbHOI0
npoiecca no TUCIHUILINHE

MarepuanbHO-TeXHHUECKas 0a3a, HEOOXOaMMasi JIJIsl OCYIIESCTBICHUSI 00pa30BaTEIHLHOTO
mporecca 1o JUCIUTIIMHE BKIIFOYAST B CBOM COCTaB CIICIIUATbHBIC TTIOMEIICHHS:

- yueOHbIC ayTUTOPHH ISl TIPOBEIICHSI 3aHATUH JICKITMOHHOTO THIIA;

- y4eOHBIC ayTUTOPUU JJIs1 IPOBEICHUS MPAKTUYCCKUX 3aHITHI (CEMHHAPOB);

- yueOHbIC ayTUTOPHH ISl TIPOBEIICHHSI TPYIIIOBBIX M WHINBUIYAIbHBIX KOHCYJIbTAIIHIA;

-KOMIIBIOTEPHBIN Kilace, obopynoBanHbiii [I9BM kiacca ne Hike Intel i5-7400 , 8gb
RAM, 1Tbh HDD c¢ ycraHOBjJeHHBIM IporpaMMHbBIM obecreuennem: Windows 7/8/10, Linux,
Packet Tracer 8.0 (m HOBee), Cisco SDM, Cisco Network Assistant, Cisco Configuration
Professional. 13 pacuera onna [I9BM Ha ogHOTrO0 YenoBeka.

- y4eOHBIC ayAUTOPUH JUISI TIPOBEACHHUS TEKYIIET0 KOHTPOJS U IMPOMEKYTOUHON
aTTeCTAIlHH;

- IOMEIICHUS TS CAMOCTOSITEIbHON pabOTHI;

- MIOMEUICHUsST JIISl XpaHEHWsT W TNPO(QUIAKTHYECKOTO OOCITY)KHUBAHHUS TEXHUYECKUX
CpeACTB O0yUYCHHS.

[TomerneHust st CaMOCTOSTEILHON pabOThl OOYYAIOIIUXCSl OCHAIICHBI KOMITBIOTEPHOM
TEXHUKOW C BO3MOXKHOCTBIO TMOJKIIIOUEHUsI K ceTh «VHTepHEeT» W oOecleueHrueM JO0CTya K
3eKTPOHHOU MH(pOpMalMOHHO-00pa3oBaTenbHoi cpene Apl'Y.

ABTOD:

AccucteHT Kadeapbl HeTHHEHHON
JTUHAMHUKU O.E. buzun

OQ0JIHCHOCHID, VUEHAsl CMEeNnetb noonucs H.0. ©amunus



IIpunoxkenne Ne 1 k paGoueii mporpaMme M CHMIIIMHBI
«Komnbrorepubie cetu, Kypc CCNA, yactp 1»

DoH/1 OLIECHOYHBIX CPEICTB
7151 TIPOBe/IeHUsI TEKYIIero KOHTPOJISl yCIIeBAeMOCTH
U IPOMEKYTOYHOM aTTeCTAIMN CTYAE€HTOB

o AUCHUILINHE

1. TunoBwbie KOHTPOJIbHBIC 3aIaHUA U HHBIC MaTEepHUaJIbl,
HCII0JIB3YEMBIC B IIPOLECCE TEKYIIEI0 KOHTPOJIA YCIIEBAEMOCTH

IIpumep 3axannii A1 CAMOCTOSITEIbHON NPAKTHYECKO# padoThI
(Baoanus pasmewaromes 6 DVK «Komnvromepnole cemuy ¢ LMS Moodle u évinoansiomes 6

npoepamme smyaayuu cemu «Cisco Packet Tracer (Oocmynen becniamuo 0isi y4acmHuxkos
Ipoepammur Cemesoui Axademuu Cisco)» )

Bo epemsa svinonnenus pabomvl cmyoenm modxcem 8udems c80ll Npocpecc 8 NPOYEeHMmHOM

coomuowernuu. borvuwuncmeo pabom conpo8oNcOaomcsi MeMoOOUYECKUMU MAMEPUATLAMU.

Tema: Pazpadorka u peanusanus cxemsl aapecanun VLSM

Lenu:

- Pazpabotka cxemsl [P-agpecaniuu VLSM ¢ yuerom TpeOoBaHUI.

- Hactpolika agpecanny Ha CETEBBIX YCTPOMCTBAX U y3JIaxX.
- IIpoBepka IP-nnogkiroueHus.
- [louck n yctpaneHHe HENOoJIag0K MOJKIYECHHUS

Tabnuua agpecauum

YcTpokcTBo Wutepdeic IP-anpec

Macka nonceTu

14 Hosts

Wnio3 no
YMOTHaHA g——

G0/0

G0

S0/0/0

GO

Gon

S0/0/0

VLAN 1

VLAN 1

VLAN 1

VLAN 1

NIC

NIC

NIC

NIC

Uenun

B a7os nabopaTopun BLl paspaboTaeTe cxemy agpecaumn VLSM c yueTom cetesoro agpeca v Tpebosanui k
yany. Bel ByfeTe HaCTpausaTs aApecaunit Ha MaplIpyTUIaTOpaX, KOMMYTATOpax W yanax cetu

« Pazpabotka cxemel IP-agpecauun VLSM c yuetom Tpebosannii
s HacTpoitka agpecauuu Ha CeTesbX yCTRONCTBAX W yanax
s Mpoeepra IP-nogknyeHuA

s [Mowuck n ycTpaHeHne HeMoNaaoK NoAKIKMEHHA

21 Hosis

19 Hosts

32 Hosis

IIpaBusia MHTEpNpeTAlMM PE3yJIbTATOB BbINOJHEHHS CAMOCTOATEIbHON NMPAKTHYECKOMI

padoThI:

"
P5-101-87



IIpakTuyeckass paboTra CUYUTAETCS BBINOJHEHHON (3aCUMTBHIBAETCH), €CIIU JOCTUTHYTHI BCE
MOCTaBJICHHBIE LEJIH.

IIpumep TecTa 1J1si caMONIPOBEPKHU
(Tect mpoBoautcsi B DYK «Komnbiorepubie cetn» B LMS NetAcad)

B Tecte npencTaBieHsl 3a1aHus Ha TPOBEPKY 3HAHMIA 10 TeMe «ba3zoBas KOHpUTypanus
KOMMYTaTOpa U OKOHEYHOTO YCTpOoMCTBa». B TecTe 1o kaxxaoi Teme B cpeiHeM 15 BOmpocos.

KonuyecTBO MONBITOK BHITIOJIHEHUS] HE OTPaHUYEHO.

Bpewms Ha nmpoxosk/ieHue TecTa He OrPaHUYEHO.

Nrtoru npoxoxaeHust Tecta He OLIEHUBAIOTCA.

Bomnpocsl Tecra:

BOHDOC 1. KaKOG YTBCPKACHHUEC BEPHO JJIS UCITOJIHACMOI'O (bafma KOHd)I/IFVDaHI/II/I Ha VCTDOﬁCTBe
Cisco 10S?

1) Ero cienyer ynamuThb ¢ MOMOIIBI0 KOMaH I €rase running-config;

2) OH aBTOMaTHYECKH COXPAHSETCS [P Tepe3arpy3ke MapIipyTH3aTropa.;
3) Oto BiuseT Ha paboOTy YCTPOUCTBA Cpa3y MOCIE U3MEHECHHUS;

4) On xpanutcst B NVRAM.

Bompoc 2. Kakue a8a yrBepKaeHus 0 noab30BarebckoM pexnme EXEC sepusnl? (Bridbepute
JIBa BapHUaHTA.)

1) Toctym K pexxumy Ti00aabHOM KOH(GUTYpAIIMH MOKHO TIOTYYUTh C IIOMOIIBI0 KOMaHIbI
enable;

2) B 3TOM PEXHMME MOKHO HACTpauBaTh HHTEP(HEHCHI U MPOTOKOJIBI MAPIIPYTH3ATOPA;

3) TOTBKO HEKOTOPBIE ACMEKThl KOH(MUTypalluu MapIIpyTH3aTOpa JOCTYIHBI JUIsl IPOCMOTpa B
3TOM PEXUME;

4) nocTymnHbI Bce KOMaH/1bl MapLIpyTH3aTOpPa;

5) KoMaH/IHas CTPOKA YCTPOMCTBA B 3TOM PEKHUME 3aKAaHUHNBAETCS CUMBOIIOM ().

Bompoc 3 Kaxo# TN I0CTyNa 3allIMIeH Ha MapipyTu3aTope win kommyraTtope Cisco ¢
nomorneio enable secret komanp1?

1) BupryanbHble TEpMUHAIBI;

2) [opt AUX;

3) [IpuBunerupoBanuslii pexxum EXEC;

4) KoHconbHas JTHHUS.

Bompoc 4 Kakoii uarepdetic siBiasietcs nurepdericoM SVI mo ymMon4aHuio Ha KOMMYTATOPE
Cisco?

1) VLANLI;

2) VLAN99;




3) VLANZ00;
4) VLAN999:;

Bonpoc 5 Kakux Tpex mpaBuil cie/lyeT NpUaAep>KUBaThCsl IPU HACTPOUKE UMEHU y3J1a Yyepes
KOMaHJIHYIO CTPOKY Ha ycTpoiicTBax Cisco? (BeibepuTe Tpu BapuaHTa.)

1) umst y31a TOJDKHO COCTOSITh TOJBKO U3 CTPOYHBIX CUMBOJIOB,;

2) uMs y3J1a JIOJDKHO 3aBEpIIaThCs CICIUATbHBIM CHMBOJIOM;

3) uMs y371a HE JO0JDKHO COJIEPXKATh MPOOETIOB;

4) nMs y371a JOJKHO HAUMHATHCS C OYKBBI;

5) UM y371a AOJKHO COCTOSITh MEHBIIE, YeM U3 64 CUMBOJIOB.

Bonpoc 6 B uem HasHauyeHHE 000JOYKU ONEPALMOHHON CUCTEMBI?

1) obecnieunBaeT pabOTy CrCIUATU3NPOBAHHBIX CEPBUCOB MEKCETEBOIO IKPAHA,;
2) B3aUMOJICHCTBYET C allllapaTHBIMU CPEICTBAMH YCTPOICTBA,

3) obecrieurBaeT B3aUMOICHCTBUE MEXK/TY MTOJIb30BATEIISIMHU U SAPOM;

4) obecrieunBaeT pabOTy CEPBUCOB 3aIUTHI OT BTOPIKCHHS.

Bonpoc 7 Ha mapiipyruszarope ¢ padbouei onepallMOHHON CHCTEMOM nMeercs dhaiin
KoHburypamuu, coxpaneHubiii B NVRAM. B daiine KOHGUTYpalMu €CTh CEKPETHRIN TapOoJib
IPUBUJIICTHPOBAHHOTO PEXKHMMA, HO HET IapoJist koHcouu. Korjma MapmpyTusarop 3arpy3uTrcs,
KaKo#l Ha HeM OyIeT pekuM?

1) pexuM r100a1bHOM KOH(UTYpaIINH;

2) npuBwiierupoBanHblii pexxuM EXEC;

3) nmonb3oBarensckuii pexum EXEC;

4) peXxUM HaCTPOMKH.

Bompoc 8 AxnmMuaucTpaTop ToIsK0 yTo m3MeHm IP-aapec nuarepdeiica Ha verpoiictee 10S. Uro
ellle HY)KHO CIIENATh, YTOOBI IPUMEHUTH 9TH U3MEHEHU K YCTPOHCTBY?

1) Cxomupyiite nHpOpManuio B (aiine KOHPUTrypalun 3amycka B pabouyto KOHPHUTYpaIIUIo;

2) [epe3arpy3uTe yCcTpOMCTBO M BBEIMTE YES MPH MOSBICHUH 3alIpOCca Ha COXPAHEHHE
KOH(UTypaluu;

3) Huuero ne Hano nenats. M3menenus B kondurypaiuu Ha ycrporctse [1OS BeTymaroT B cuiy,
KaK TOJIbKO KOMaH/1a HaOpaHa MpaBWJIbHO U HaXkaTa KiaBuiua Enter;

4) CxonupyiiTe TEKyI1y0 KOH(UTYpalHio B (ailsl 3arpy304HOi KOHPUTypaLuu.

HpaBI/I.]II)HbIe OTBETbI

Bonpoc Ne | Bapuant Bonpoc Ne | Bapuant
OTBETa OTBETa
1 3 5 3,45
2 3,5 6 3
3 3 7 3
4 1 8 3




CamocrosiTe/ibHbIe PA00THI B BU/I€ TECTOBBIX 3aJaHMI.
Tectol npoBoasitesi B YK «Komnbrotepusie cetw» B LMS NetAcad
B kaxaom Tecte B cpeHeM 60 BONPOCOB M0 NPoiiieHHbIM TeMaM (2-4).
KosnyecTBO NONbITOK BhINOJHEHUS - 5. Bpemsi Ha npoxoxkaeHue Tecra - 1,5 yaca.
IIpu 3aBepuIeHUHU TeCcTAa NMOKA3BIBAIOTCA OMIMOKH (€C/IH €CTh) M KaAKYI0 TeMYy U pa3jea
CMOTPEThb, YTOOBI Pa300paTbCca U UCPABUTH OIIMOKY. UTOrM nNpoxoskaeHus recra
OLIEHNBAKTCS.

IIpumepbI BONIPOCOB:

1. Bo BpeMsi IJ1aHOBOI NPOBEPKH TEXHUK 00HAPY KWL, YTO POrPAMMHOe o0ecreyeHue,
YCTAHOBJIEHHOE HA KOMIILIOTEpe, TalilHO cCOOMPAJIO JaHHbIE 0 Be0-caliTax, KOTOpbIe
NMOCeNaJIu MoJIb30BaTe/ il KOMINbIOTepa. Kakomy TNy yrpo3bl noaBeprest 3T0T
KoMIbIOTEpP?

- DoS-araka

- Kpaxka JIMIHBIX JTAHHBIX
- mmoHckoe 10

- aTaka HyJE€BOTO JHS

2. Kakoii TepMHH OTHOCHTCS K CeTH, KOTOpasi odecrieunBaeT 0e30NMaCHbIH 10CTYN K
KOPHOPATHUBHBIM O(pucaM 1151 NOCTABIIUKOB, KINEHTOB M COTPYIHUKOB?

- UatepHer
- UHTPaHET
- DKCTpPaHET
- paclIUpeHHas CETh

3. Kpynnasi kopnopauusi MOAM(pUIHMPOBAJIA CBOIO CeTh, YTOObI M0JIb30BATEIN MOTJIH
MOJIY4aTh JOCTYI K CETEBBIM PecypcaM €O CBOMX JIMYHBIX HOYTOYKOB M cMapT(OHOB.
Kakasn cereBasi TeHJ1eHIIUS1 ONIMCHIBAET 3TO?

- 00J1a4YHbIE BBIYUCIICHUS

- OHJIAH-COTPYAHUYECTBO

- mpuHecH cBoe ycTpoiictBo (BYOD)
- BUJICOKOH(EepEeHIINU

4. YTo TaKkoe HHTEPHET-NpOBaiinep?

- DTO OpraH Mo cTaHJapTU3alMU, KOTOPBIH pa3pabaThiBaeT CTaHIApThI Kabenei 1 MpoBOIKU
JUISL CETEM.

- DTO IPOTOKOJ, KOTOPBIM YCTaHABIMBAET, KAaK B3aMMOJICHCTBYIOT KOMITBIOTEPHI B JTOKATLHOM
CeTH.

- DTO opraHu3aius, KOTopasi I03BOJISET OTJCIbHBIM JIUIAM U MPEATPUATUSIM MOJKITIOYATHCS K
WHTepHerTy.

- DTO ceTeBOe yCTPOUCTBO, KOTOPOE codeTaeT B cebe (QyHKIIMOHATBHOCTh HECKOIBKUX
Pa3IMYHBIX CETEBBIX YCTPOHCTB B OJTHOM.

5. Kakue n1Ba KpuTepusi IOMOralT BbIOPATh CETEBOM HOCHTE/b U3 PA3JMYHBIX CETEBbIX
cpea? (Boidoepure nBa.)



- TUIIBI JAHHBIX, KOTOPbIE TOJIKHBI OBITH TPUOPUTETHBIMU

- CTOUMOCTh KOHEYHBIX YCTPOMCTB, UCIOJIb3YEMbIX B CETH

- paccTosiHue, Ha KOTOPOE BhIOpaHHAas Cpella MOXKET YCIEIIHO epeaaBaTh CUTHAI
- KOJIMYECTBO MPOMEKYTOUHBIX YCTPOUCTB, YCTAHOBJICHHBIX B CETH

- cpena, B KOTOpOi OyJeT yCTaHOBJIEH BHIOPAHHBIN HOCHUTEIb

6. ConocraBbTe Ka:KIYI0 XapaAKTEPUCTUKY € COOTBETCTBYIOIIUM THIIOM MOJAKJ/JIIOYEHHA K
HNurtepnery. (He Bce BApHAHTHI HCIIOJIb3YIOTCS.)

He NOAXOAHT AR NECUCTLIX 30H DSL

[NA NEPEa4y AaHHbIX MCTIONb3YET KoaKCHanbHbIM kabenb

KaK NpaBuno, UMEET HU3RYIO NPONYCKHYED CNOCOBHOCTL

NoAKMOMEHWE NO TeNnedoHHON MHKUK
BbICOKOCKOPOCTHOE COEIMHEHHE NO TENEMOHHON MUHUK

o0blyHO ucnoneayeT cxemy T1/E1 unm T3/E3

CNyTHWKOBaA nepeaava

KabenbHoe noaKmnoYeH1e

HDaBI/IJIa BBICTABJICHHUS OLICHKH I10 PE3yJbTaTaM CaMOCTOSATSIbHOM Da6OTHZ

OreHka mo pe3ysibTaTamM caMoCTOSATEIbHON padOThl CYUTAETCS B OajUiax Mo CIAEAYIOIIEeMY
MPUHIIMITY: PABUIHHO BHIIOJHEHHOE
- 3a7aHue ¢ 1 BapuanTom orBeta — 1 Oa;
- 3aJlaHUe C MHOKECTBEHHBIM BBIOOpOM — 2 Gaina, 1 6armt - eciiu TOJIbKO OAMH OTBET BEpHBIH,
0aJlJI0B — €CIM HET MPaBUWJIbHBIX OTBETOB MJIM BHIOPAaHO OOJIbIIIE BAPUAHTOB, YEM HEOOXO/IUMO;
- 3aJlaHUe C COMOCTaBIeHUEM — 2 Oaia.
[TonHOCTBIO HEMPaBUIILHO BHINOJIHEHHOE 3aaHue — 0 6aysioB.
B cpenneM, MakcuMalbHOE KOJIMYECTBO OAIIIOB MO UTOTaM CaMOCTOSTENbHOM paboTsl — 100
HabpanHoe KoOIM4YeCTBO OaUIOB WHTEPHPETHPYETCS B TPOICHTHOE COOTHOIICHUE H
onenuBaerca. Ot 70-100% - pabora 3acuntana, meHee 70% — paboTa He 3acuuTaHa (3HAHUS U
YMEHHsI Ha JJAHHOM 3Tare OCBOCHUS TUCITUTUIMHBI He COOPMUPOBAHBI).

2. Cnucok BOIIPOCOB U (l/l.]'l]/l) 3aJaHu# 113 MpPpOBEACHUSA l'[pOMe)KyTO‘-lHOi/i arrecranmumn

Ha moMeHT mnpoBeneHHss NPOMEXKYTOYHOM aTTECTAllMU JIOJKHO OBITh BBIIIOJIHEHO U
3acyuTaHo He MeHee 70% JoMarHuxX padoT.

HDI/IMCDHBIC BOIIPOCHI HTOIOBOI'0 TECTA JIJIA MOJVICHUSA 3auéra:

1) Kakoii Tun cepBepa UCHOJb3yeT TaKHe THIIBI 3anuceil, kak A, NS, AAAA u MX, nas
NpeaoCTABJICHUS YCIyr?



CepBep TOMEHHBIX UMEH
[TouToBBIN cepBep
DaiiIoBbIN CEpBEP
Beb6-ceprep

2) YUto Takoe nponpueTapHbie NPOTOKOJIbI?

[TpoToxoiibl, pazpaboTaHHbIE YACTHBIMU OPraHU3AIMSAMU 7151 paboThl Ha 000PYAOBAHUU
JTr000T0 MOCTABIIHUKA.

[TpoTOKOJIBI, KOTOPHIE MOTYT CBOOOTHO HUCIIOJIB30BATHCA JHOO0N OpraHu3aIei uiu
MOCTaBIIUKOM.

[TpoToxoiibl, pazpaboTaHHbIE OPraHU3aALUIMU, KOTOPbIE KOHTPOJIUPYIOT UX ONpPEeIeHUE U
pabory.

HaGop nmpoTokosioB, M3BECTHBIN Kak cTek nmpoTokosioB TCP/IP.

3) Kakyio komaHay MoxkHO ucnosib3oBath Ha IIK ¢ Windows, yro0n1 yBuaers IP-
KOH(HUTypaumio 3Toro KoMnoiorepa?

show ip interface brief
ping

show interfaces
ipconfig

4) llocmoTpuTte Ha kapTUHKY. IP-agpec naTepdeiica Kakoro ycrpoiicraa cieayer
HCIO0JIB30BATH B KaUecTBe HACTPOMKH LLII03a 110 YMOJTYaHHI0 11 xocta H1?

=

S0/0M1

S0/0/0
S0/0/0

R1: S0/0/0
R2: S0/0/1
R1: G0/0

R2: S0/0/0

5) CereBoii agMHUHHCTPATOP A00aBJIsAeT HOBYIO JIOKAJIBLHYIO ceTh B ¢puimnan. Hosas
JIOKAJIbHAS CeTh A0JIKHA MOAAEPKMBATh 25 NOAK/II0YEHHBbIX YeTpolicTB. KakoBa
HAHMEHbIIAS CeTEeBasi MACKa, KOTOPYIO CeTeBOil aAMHHHCTPATOP MOKET MCIO0/Ib30BaTh
JJ151 HOBOIi ceTu?

255.255.255.128
255.255.255.192
255.255.255.224
255.255.255.240



6) AAMMHHCTPATOP NBITAETCS HACTPOUTH KOMMYTATOP, HO MOJIy4YaeT coo01eHune 00

ommmOKe, MOKa3aHHOe HA KapTuHKe. B yuem npoodsema?
Switchl> config t

% Invalid input detected at """ marker.

Heo6xoaumMo ncosp30Bath BCro koManay configure terminal.

AJIMUHHCTPATOP yXK€ HAXOIUTCS B PEKMME TII00aTbHON KOH(PUTYpaInH.

[Tpex e ueM BBOIUTH KOMAH/1y, aAMHHUCTPATOP JOKEH BOUTH B IPHUBHICTHPOBAHHBII
pexxum EXEC.

AJMHHHCTPATOP JOJKEH MOAKIIOUUTHCS Yepe3 IMOPT KOHCOIH, YTOOBI OIYIHTh JOCTYII K
PEeKUMY TI00aJIbHON KOH(PHUTypaIHH.

7) Kakue 1Ba yTBep:KIeHUs ONMCHIBAIOT, KAK OLEHHBATH CXeMbI IOTOKOB TpaduKa u
THIIBI CeTEeBOr0 TPpaduKa ¢ NOMOIIbLI0 AHAJIU3ATOPA NPOTOK0JI0B? (BbiOepuTe nBa.)

BrimonnuTe 3axBat Tpaduka B BRIXOIHBIE THU, KOTAa OOJBUIMHCTBO COTPYIHUKOB HE
paboraror.

BrimonnuTe 3axBat Tpaduka B 4achkl MMKOBOM 3arpy3Ku, YTOOBI OTYYUTH XOPOIIee
IIPEJICTaBICHNUE O PA3IMYHbIX TUIIAX TpadUKa.

BrimonnuTe 3axBat Tpaduka TOIBKO B T€X 00JIACTAX CETH, KOTOPbIE MOTYYaroT OOMIbIIYIO YaCTh
Tpaduka, TaKMX KaK HeHTp 00pabOTKH JaHHBIX.

BerlnonHuTe 3aXBaT B Pa3HbIX CETMEHTAX CETH.

BeimomauTe 3axBar Tosibko Tpaduka WAN, moromy uro Tpaduk B IHTepHETE OTBEUaLT 3a
HanOoJbINK 00beM TpaduKa B CETH.

8) Kakoii T yrpo3sl 0€301aCHOCTH BO3HHKAET, €CJIM HAJACTPOIKA Ui padoThI C
3JIEKTPOHHBIMHU TA0JMIAMHU OTKJ/II0YAET JIOKAJIbHBIN NPOrpaMMHbIi Opanamayasp?

opyrdopce
TPOSIHCKUI KOHb
DoS

nepenoiHeHue Oydepa

3adyeT MO WTOraM IMEpPBOTO CEMECTpa H3YUYCHHs JUCUUIUIMHBI BBICTABISACTCS TIPHU
BBINIOJIHEHUH CIIEAYIOIINX YCIIOBHA:
1. JomxHbI OBITH CIaHBI BCE JOMAIIIHHUE 3aaHUsI.
2. TlpoiizeH UTOTOBBIN TECT — ¢ pe3ynbTaToM He MeHee 70% HabpaHHBIX 0aIOB OT
MaKCHUMaJIbHO BO3MOXKHBIX IO TECTY.

B tecte B cpenneM 60 BOpocoB Mo Kypcy (HECKOJIBbKO BApUAHTOB (PUHAIBHOTO TECTA).
KonnuecTBo monbIToK BeIMONHEHUS - 1. Bpems Ha npoxosxaenue tecra - 1,5 vaca.

Orenka 1o pe3yibTaraM (PMHAJIBHOIO TECTa CYMTAETCS B Oayuiax Mo ciexyromemMy IpUHIHITY:
NPaBUJIHHO BBITOJHEHHOE

- 3aaHue ¢ 1 BapuaHToM oTBeTa — 1 Gai;

- 3aJ1aHU€ C MHOXECTBEHHBIM BBIOOpOM — 2 Gaiia, 1 6asmt - eciiu TOJIbKO OAMH OTBET BEpHBIii, 0
0aJuI0B — €cIM HET MPaBUWIIBHBIX OTBETOB MJIM BBIOPAHO OO0JIbIIE BAPHAHTOB, YeM HEOOXO0AUMO;
- 3aJJaHHE C COMOCTABIECHHEM — 2 OaJa.

[TomHOCTBIO HETIPaBUIILHO BBINIOJHEHHOE 3a1aHue — 0 6aoB.

B cpeaneM, MakcMManbHOE KOJIHYECTBO OAJJIOB MO UTOTaM CaMOCTOATENbHOM padoTel — 100



Habpannoe koianuecTBO 0aiioB HHTEPIPETUPYETCS B MPOLIEHTHOE COOTHOLICHUE U
ornenuBaercsa. Ot 70-100% - onienka 3aureHo, meHee 70% — OlEHKA «HEYTOBIECTBOPUTEILHOY
(3HAHUS ¥ YMCHHSI Ha JJAHHOM JTare OCBOCHUS JUCIHUILTUHBI He CHOPMUPOBAHBI).

IMpuaoxenne Ne 2 k padoyeid mporpaMmme M CHUANINHbBI
« Komnrotepnsie cetu, kypc CCNA. Hactb 1»

MeToanyeckue yKa3aHUs JJIsI CTY/IEHTOB 110 OCBOEHHIO JUCIIHIIMHBI

OcHoBHO# (opMOIi M3/10KEHUS y4eOHOro mMarepuaia no aucuuiuinie « KommnbroTepHble
CeTU» ABISIOTCS JIEKIUHU U TPAKTUYECKHE PAOOTHI, IPUYEM B IOCTATOYHO OOIBIIOM 00beMe. ITO
CBSI3aHO C T€M, 4TO B OCHOBE KOMIBIOTEPHBIX CeTel JIexkaT caMble COBPEMEHHBIE TEOPETUUECKUE
U IPaKTUYeCKHEe 3HaHUS M HaBBIKU. [1o BceM TemaM mperycMOTpEeHbI IPAaKTUYECKUE 3aHATHUS, HA
KOTOPBIX IPOMCXOJUT 3aKpEIUIEHUE JICKIMOHHOIO Marepuaja IyTeM HpPHUMEHEHHUs ero K
KOHKPETHBIM 3aJjauaM U 0TpabOTKa HaBBIKOB pa0OThI C CETEBBIM 000PYIOBAHUEM.

JU1sl yCHEeImHOro OCBOEHMs TUCIMILIIMHBI OY€Hb Ba)KHO pEIIEHHE JOCTAaTOYHO OO0JIBIIOro
KOJINYECTBA TEOPETUUECKUX U MPAKTUYECKUX PadOT, KAK B ayTUTOPHUHU, TaK U CAMOCTOSTEILHO B
KayecTBe JOMAallHuX 3aaaHuil. Ilpumepsl pemenuss paboT pa3duparoTcs Ha JEKUUSAX U
NPAaKTUYECKUX 3aHATUSAX, NP HEOOXOAMMOCTH IO HamOoiee TPYIHBIM TEeMaM IPOBOMSATCS
JIONIOJIHUTEIIbHbIE KOHCYJbTAalMU. OCHOBHAs LI€b PELICHUS TEOPETHUECKUX M MPAKTUUYECKUX
paboT — MoMoYb YCBOUTH (PyH/IaMEHTAIbHBIC MOHITHS U OCHOBBI KOMITBIOTEPHBIX CETEH.

3afaHus Ui CaMOCTOSITENILHOTO peleHHs (POpMYIUPYIOTCS Ha JIEKIUAX U MPAKTUYECKUX
3aHATUSAX. B KadecTBe 3aaHUil U1 CAaMOCTOSTENLHOW PabOThI JOMa CTyAEHTaM IpearaloTcs
3aJlauy, aHAJIOTUYHbIE pa300pPAHHBIM Ha JIEKLIUAX U IPAKTUYECKUX 3aHATUSAX WIM HEMHOro Ooiee
CJIO’KHBIC, KOTOPBIE SIBJIAIOTCS PE3yIbTaTOM OOBEAMHEHUS HECKOIBKIX 0a30BbIX 3a1a4. [1omHbii
CIMCOK 3aJIJaHUH JUIsl CAMOCTOSITENIbHON paboThl 0 TeMaM (pa3jienaM) AUCHUILUINHBI IPUBEJIEH B
OVYK B LMS Moodle «Kommbrotepasie cetu» 1 DYK B LMS NetAcad. Bonpocsl, Bo3HuKaroIme
B IIpOLECCE€ WM MO MTOTaM pEeLIeHMs 3TUX 3a]lady, MOKHO 3a/laTh Ha KOHCYJbTALUAX WU B
dopyme (uare) B OYK B LMS Moodle.

st caMocToATENbHOM paboThl, B TOM YHCIE U MOBTOpa, pa300paHHOIO Ha JEKIHIX U
NPaKTUYECKHUX 3aHATHIX MaTepHralia IepBOTO CEMECTpa U3YUEHHsS! UCITUTUTUHBI, PEKOMEHTYeTCs
UCIIOJIb30BaTh yueOHO-MeToauueckoe mocoore B LMS NetAcad. Marepuan kaxmaoro pasaena
BKITIOYAET B Ce0sl M3JIOKEHHE TEOPETHUYECKOTO MaTephaia 1o 3aJlaHHON TeMme, KOTOPBIA 3aTeM
WITIOCTPUPYETCS. TMOAPOOHBIM pELIeHHEM TUIHWYHBIX 3ajjad. B 3akmroueHue Kakaoro pasaena
NPUBOATCS 3aaHUS I CAMOCTOSITENTFHOTO PEIICHHS, OTBETHI K 3TUM 3a/IaHUSIM M YKa3aHUS 110
UX PELICHUIO MTOKAa3bIBAIOTCS MOCIIE UX BBIMOJIHEHHS.

B KkoHIle mepBoro cemectpa M3ydeHHs TUCIMIUIMHBI CTYISHTHI CIAIOT 3a4eT, B KOHIIE
BCEro Kypca — JK3aMeH. 3adeT IO HUTOraM IEepBOIO CEMECTpa BBICTABISETCS IO HUTOraM
(uHANTBHOrO TecTa W MpakTU4eckoi padotel B mporpamme Cisco Packet Tracer. Ha 3auere
NPOBEPSIOTCS 3HAHMS, YMEHUS U HABBIKU CTYAEHTOB B pabOTe€ C OCHOBHBIMH KOMITOHEHTaMHU
KOMITHIOTEPHBIX CETEH, SBIISTIONMMICS OCHOBHOH ISl TOCTPOEHUS CETEBOW MHPPACTPYKTYPHI.

B KoHIIe BTOpOro cemMecTpa U3y4eHus: JUCHUILUIMHBI CTYIEHTHI CA0T K3aMeH. JK3aMeH
MPUHUMAETCS B BUJIE T€CTa M MPAKTHYECKOW pabOThI HA CETeBOM 000pymoBanuw. [IpoBepsiroTcs
3HaHUS, TOJy4YEeHHbIE B XOJ€ MPOXOXKACHUS Kypca, HaBBIKM U YMEHHUS, IpPUMEHsSeMble IS
MIOCTPOEHHUS CEeTH, o0ecreueHus ee OecriepeOoiHO paboThl 1 obecriedeHusi 6a30BOr0 ypOBHS
6e301acHOCTH €€ paboThI.



