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1. llesn ocBOEHUSI AUCHHUIIIMHBI

HucuummHa «be3omacHoCTh B COBpEMEHHOW WH(MOPMAIMOHHON cpefe» obecrednBact
npuobpereHue OoOy4yarOIIMMUCS 3HAHWH, yMEHMH | HaBbIKOB 1o kommereHiuu OIIK-5.
«CrnocoOeH TOHMMATh TPUHIUIBI PAOOTHl COBPEMEHHBIX WH(OPMAIMOHHBIX TEXHOJIOTHHA U
WCIOJIb30BAaTh HMX JUIA peHIeHHs 3a7ad MpodecCHOHANIBHON JesTelbHOCTHY DenepanbHOro
roCyJapCTBEHHOTO 00pa30BaTEIbLHOTO CTAaHAApTa BBICIIErO OOpa30BaHUs IO HAIMPABICHUIO
noarotoBku 38.03.01 DxoHOMUKA.

OCHOBHOHM 1LIENBI0O W3YYCHHS TUCHUIUIMHBI SBJISIETCS TEOPETUYECKas W IMpaKTUUecKas
MOATOTOBKA O0YYAIONINXCS K JEATSIBHOCTH, CBSI3aHHON C MPUMEHEHUEM COBPEMEHHBIX CPEIICTB
¥ METOJIOB 3aluThl WH(OPMAIIMU B IMOBCEIHEBHON W MpO(EeCCHOHATBHON nesTenbHOoCTH. Kypc
JAeT TIPEICTABJIICHHE O MECTE M POJIM MH(POPMAIMOHHOW OE30MacHOCTH B COBPEMEHHOM MHpE.
Ero usydenwe nmaeT BO3MOXKHOCTH CO3HATEIHLHOTO HCIOJIB30BaHUsA, OOpabOTKHM U 3alUTHI
nH(pOopMalnH.

2. MecTO THCHMIIMHBI B CTPYKTYpe 00pa3oBaTe/IbHOM MPOrpaMMbl

JlanHast AMCLUMIIMHA OTHOCUTCSI K 00s3aTeIbHOM YacTH oOpa3oBaTeNbHOW MPOTPaMMBbIL.
Juctunnuna «be30omacHOCTh B COBPEMEHHON HMH(POPMAIIMOHHON Cpejiey WUTIpaeT BaKHYIO POJIh
TSt 001IenpoPecCHOHATBEHON TTOATOTOBKH 00YUarOIIETroCs.

3. [lnanupyemble  pe3yJbTaTbl  O0yYeHHs 1O JUCHUIUIAHE, COOTHECEHHbIEe ¢
IVIAHMPYEMbIMH pPe3yJibTAaTaAMU OCBOEHHS 00pa30BaTeJIbHOM MPOrpaMMBbI

[Ipouecc nzyueHus: AMCUUIIIIMHBI HAIIPaBieH Ha (OPMHUPOBAHUE CIAEAYIOMINX KOMIIETEHIIUMA
B cooTBercTBHH ¢ PI'OC BO, OOIT BO u mpuoOpeTeHus Claeayronux 3HaHuii, yMEHHH,
HaBBIKOB M (WJIN) OTIBITA ACSITEIIBHOCTH

Dopmupyemas NuHaukarop 1oCcTUKEHUS Ilepeyennb
KOMMeTeHIH s KOMIeTeHIN U IJIAHUPYEMBIX Pe3yJabTATOB 00yYeHH s
(xox u (xox u popmyIpOBKA)
¢opmyauposka)

Ob6menpodeccnoHabHbIe KOMIIETEHIIUA

3HaTh:

OCHOBHBIE MOHATHUS B 00JIaCTH
00pabOTKH U 3aIUTHI HHGOPMAITHH
UX OIPEJICICHNUS,
MOCJIEJIOBATEIbHOCTD BHITIOJTHEHHS

OIIK-5. paboT no 3ammTe uHGopMannu;
Crniocoben OIK-5.1 KJIaccu(UKaLUI0 HapyuTenen
HCIT0JIb30BaTh - nH(pOpMaIMOHHOM 06€30MMacHOCTH;

HCHOJ’ILSy@T COBPCMCHHBIC
BHUAbI 1 HABHAYCHUC CPCACTB 3allIUThI

COBPEMEHHBIE
UH(GOPMAIMOHHBIE
UH(pOpPMaIMOHHbIE UH(pOpMaIINH.
TEXHOJIOTUH U POTpaMMHBIE .
TEXHOJIOTUU U Ymern:
CPEICTBA IPU PEILICHUN
IpOrpaMMHBbIE YCTaHABIIMBAaTh U OCYLLECTBIISATh
npogeccuoHaIbHBIX 33/1au. o
CpEICTBa IpHU NIEPBUYHYIO HACTPOUIKY
pelIeHnn OTIEPALlMOHHBIX CUCTEM,
npoeccuoOHaIbHBIX AHTUBUPYCHBIX CPEACTB U
3a1a4 MEXCETEBBIX IKPAHOB.

Biagers HaBbIKAMMU.
paboThI CO CPEeCTBAMH 3AIUTHI

uHpopMaluu
OIIK-5.2. 3HaTh:
Pemaer crangapTHele 3a1aun OcCHOBHBIE IPUHIIUTIBI
npodeccuoHaTbHON aJMUHUCTPATUBHO-IIPABOBOM 3aIIUTHI




JeATeIHHOCTH HAa OCHOBE
MH(POPMAIMOHHBIX
TEXHOJIOTHH C YYETOM
OCHOBHBIX TPeOOBaHUI
UH(POPMALMOHHON
0€30I1aCHOCTH.

uHpOpManuu,
Ymers:

aTak.

pearupoBarh Ha Pa3iIUYHbIC YTPO3bI
UH(POPMALMOHHOM 0€301acCHOCTH

" NPpUMCHATH COBPCMCHHBIC
TEXHOJIOTHH JUIS ee 00ecIieueHus;
BiageTp HaBBIKAMU:

MMPUMCHCHUS, aHTUBUPYCHBIX CUCTEM
Y CUCTEM PaCIIO3HABAHUSI yIPO3 U

4. O0beM, CTPYKTYpa U COAepPKaHMe TUCIUTITIHHBI

OO0mas TpyI0eMKOCTh JUCIUTIINHBI COCTABIISAET 2 3a4STHBIC €MHUIIBI, /2 aKkaJl. Jaca.

Ounas popma

Ne
/o

Tembl (pa3aesnnb)
JAMCIHMILIMHBI,
UX COJepKaAHme

CemecTtp

Buabl yueOHbIX 3aHATHI,
BKJIIOYASI CAMOCTOATEIbHYI0
padoTy CTyeHTOB,

U UX TPYI0EMKOCTh
(B aKaieMHYeCKHUX Yacax)

®opMbI TEKY1LET0
KOHTPOJIA
yCIEeBAaeMOCTH

®opma
NMPOMEKYTOYHOM
arrecTanuu
(no cemecmpam)

KonTakTHas paéora

JEKIHN
NPaKTHYECKUE
nabopaTopHbIe
KOHCYJIbTAI[HH

aTTeCTAllMOHHbIE
UCIIBITAHUS

CaMOCTOATEIIbHAS

pabora

Paznea 1

IIpaBoBbIe u
OPraHM3alMOHHbIE
OCHOBBI
odecreyeHus
uH(pOpMAITHOHHOMI
0€30MaCHOCTH B
Poccuiickon
Denepanuu

[op}
w

Tema 1.1

ITpaBOBBIE OCHOBEI
oOecrieueHus
MH(pOPMAIMOHHOM
0€3011aCHOCTH

Tect

Tema 1.2

3ammra
MePCOHATBHBIX
JTAHHBIX

Tect

Tema 1.3

OpraHu3aiuoHHbIC
OCHOBEBI 00€CIICUCHHUS
MH(pOPMAIMOHHOM
0e30IMacHOCTH

Tect




6 mom yuciae ¢ 90 u
J[OT

Buneoneknuu
TEKCTOBBIE
MaTepuabl
yueOHOTOo mocoous,
MPE3CHTAIINH, TECT B
DVK B

DemidOnline
Pa3nen 2 |ApxurekTypa
KOMINbIOTEPA
Tema 2.1 |Apxurekrypa Tect
KOMITBIOTEpA
6 mom yucae ¢ 0 u Buneonexknuu
J[OT TEKCTOBBIC
MaTepHabl
y4eOHOr0 nmocoousl,
MPE3CHTAIINH, TECT B
DVK B
DemidOnline
Pazgen 3 |OcHOBBI Tect
HHGopMaHOHHOM
0€e30IacHOCTH B
onepanuoHHbIX
cucTeMax
Tema 3.1 |BBenenue B Tect
MH(POPMAITMOHHYIO
0e30MacHOCTh
OTIEPAITMOHHBIX
CHCTEM
Tema 3.2 |MudpopmanmonHas Tect
0€e30I1aCHOCTD
OTIEPAITMOHHBIX
CHCTEM ceMelicTBa
Windows
Tema 3.3 |MHpopManmonHas Tect
0€30I1aCHOCTD
OTIEPAITMOHHBIX
CHCTEM CeMelicTBa
Linux
6 mom yuciae ¢ 30 u Buneonekmnuu
J[OT TEKCTOBBIC
MaTepuabl
yueOHOTro mocoowus,
Mpe3eHTAINH, TECT B
OVK B
DemidOnline
Pazgen 4 |OcHoBBI
uHpopMaLUOHHOH
0€e30IacHOCTH B
JIOKAJbHBIX
BbIYHCJIUTEIbHBIX
ceTsax
Tema 4.1 |BBenenue B Tect




APXUTEKTYPY
JOKAJIbHBIX
BBIYHCITUTEIBHBIX
cere
Tema 4.2 |CereBbie yrpo3bl U 2 | 1| 2 4 |Tect
METO/IbI
MPOTUBOICHCTBUS UM
Tema 4.3 |MexcereBbie 3kpanbl | 2 | 1 | 3 3 |Tect
6 mom uucie ¢ 30 u 3|3 11 |Buaeonekuu
J[OT TEKCTOBBIC
MaTepHabl
y4eOHOTr0 nmocoous,
MPE3CHTAIINH, TECT B
OVK B
DemidOnline
Paznen 5 |Kpuntorpadpuueckun| 2 | 2 | 2 3
€ MeTOAbI 3alUThI
uHopmanuu
Tema 5.1 |BBenenue B 2 2 2 3 |Tecr
Kpunrorpaguueckue
METO/IbI 3aIIUTHI
nHpopManuu
6 mom yuciae ¢ 90 u 2 1 3  |Buneonexuuun
10T TEKCTOBBIC
MaTepHuabl
y4aeOHOTO 1mocoousl,
MPE3CHTAIINH, TECT B
OVK B
DemidOnline
2 0,3 | 10,7 |3auer
Bcero 3a 2 cemectp 72 | 16 | 16 0,3 | 37,7
Bcero 72 | 16 | 16 2 | 03| 37,7

Conepxxanue pa3ie0B NPOrpaMMbl IM CHHMILIHHBI
«be3onacHocTb coBpeMeHHO MHGOPMAIIMOHHOM cpexe»

Paznen 1. IlpaBoBble U OpraHu3alMOHHBbIE OCHOBLI oOecreueHHs] MH(MPOPMANUOHHOM
0e3onacHoctu B Poccuiickoii @enepanun.

Tema 1.1. [IpaBoBbIe OCHOBBI OOecieueHusT HTHPOPMAITMOHHONW 6€30aCHOCTH.

OcHoBHBIE TpaBa TpaxJaH B cdepe 00pabOTKM W 3amuThl HHpopMmanuu. OCHOBHBIE
NPUHLUIOBI TPAaBOBOTO PETYIUPOBAaHUS B 00JacTH 00paOOTKM M 3alUThl HHGOPMAIUH.
Nudopmanus. OcHOBHBIE CBOHCTBa 0€30MacHOCTH HHGOpMAIMU: KOH(PHIECHIMAIBHOCTD,
LIEJIOCTHOCTb, JIOCTYNHOCTb. Buapl uMH(opManmuu mo mopsjaky JOCTyHna M paclpoCTPaHEHHs.
Orpannuenue gocryna K wuHpopmarmuu. Bunel Taifn. OOnagarens  uHpOpManuu.
Nudopmanmonnsie TexHojoruu. Mudopmarmonnsie cucremsl. Omnepartop HHGOpMAIMOHHON
cucreMbl. 3amuta wuHpopMmanuu. OOBEKTHl 3aUIUTHL. BuUabl OTBETCTBEHHOCTH B cdepe
00pabOTKM U 3aIUTHl HH(POPMAITUH.

Tewma 1.2. 3amura nepcoOHANbHBIX TAHHBIX.




[lepconanbHble JMaHHbIE W TPUHOMUIBI WX OOpPaOOTKHU. Buabl mepcoHaNbHBIX JaHHBIX:
crienuanbHble, OMOMETpUYECKHE W OOLIeNOCTyNHbIe. YCIOBUS OOpabOTKH IEepPCOHAIBHBIX
nanHblX. Coryacue Ha 00paOOTKy MEpCOHANBHBIX JaHHBIX. TpaHCrpaHuYHas mepenaya
NEPCOHANBHBIX JaHHBIX. [IpaBa cyOBEKTOB MEpCOHANIBHBIX JaHHBIX. Oneparop NepCOHATBHBIX
JaHHBIX W ero oOs3aHHOCTH. Mepsl oOecrieueHHst O€30MaCHOCTH TEPCOHATIBHBIX JaHHBIX.
KoHTposs 1 HaJ30p 3a BBITOJHEHUEM Mep 10 00eCTieUeHHI0 OC30TIaCHOCTH. Y IIOJTHOMOYCHHBIH
Opras Io 3aIIUTe IpaB CyObEKTOB IEPCOHANBHBIX JAHHBIX.

Tema 1.3. Opranu3anroHHbIE OCHOBBI OOECTIeYeHUsT MHPOPMALMOHHON O€30MaCHOCTH.

Kakue Bompochl craBuT umHpopMannoHHas 6ezonacHocTh? [locnenoBaTenbHOCTh AEHCTBUMN
no 3amure nHpopmanuu. BpisiBieHne n aHanu3 WHGOPMALMOHHBIX aKTHBOB. POpMHpOBaHUE
TpeboBaHui 1o 3ammuTe uHPopManuu. [logxoapl K MOJETMPOBAHUIO HAPYIIUTENIEH W Yrpo3
nHpopmaloHHONH Oe3omacHocTU. BpIOOp cpeacTB M METOAOB  3aliMThl  MH(OpPMaLUU.
BHenpenue cuctemsl 3auThl MHGOPMaLMU. DKCIUTyaTallds CUCTEMBI 3alIUThl HTHPOPMAIIH.

Pa3nen 2. ApxuTeKTypa KOMNbIOTEPA.

Tema 2.1. BBegeHnue B apXuTeKTypy KOMIBIOTEPA.

[Tpomeccoprl. OcHOBHas (KdII W OMNEpaTWBHAsA) TNaMsATh. BcrmomorarenbHas MamsTh.
YcTpoiicTBa BBOJa-BhIBOA (ILIMHBI, MOHUTOPBI, KJIaBUATYPhl U MBIIIH, BeO-KaMepbl, IPUHTEPHI).
[TepconanbHBIE KOMITBIOTEPHI U MOOWMIIBHBIE YCTPOICTBRA.

Pa3znea 3. OcHoBbI HHGOPMAIMOHHOM 0€30MMACHOCTH B ONEPANMOHHBIX CHCTEMAX.

Tewma 3.1. BBenenue B nHGOPMAIMOHHYIO O€30MTaCHOCTh OTIEPAIIMOHHBIX CUCTEM.

O6mmit cnoco6 xpaHeHuss W 00pabOTKM wuHpoOpManuu B KommbloTepe. [loHATHS
omnepauoHHON u (¢ainoBoit cucreM. CyObeKkTbl, OOBEKTHI, METOJbl M IIpaBa JOCTYIIA,
MPUBWIETHH CcyObekTa JocTyna. JIMCKpenMOHHOE YIpaBlIeHHE JOCTYIOM, MaHIaTHOE
ynpaBjieHue aoctynoM. Maentudukanus, ayreHTUGHUKAUs U aBTopu3anus. AyreHTHUKaUs
Ha OCHOBE MapoJield, Ha OCHOBE BHEIIHUX HOCUTENEH Kitoua, OMoMeTpuyecKkas ayreHTU(UKaLUS.

Tema 3.2. UadopmarmorHas 6e30MacHOCTh OMEPAMOHHBIX CHCTeM cemericTBa Windows.

VYrpaiieHre TOCTYIIOM B OIEpPAIlMOHHBIX crcTemax cemeiictBa Windows. Unentudukanus,
ayTeHTH(DUKAIMS ¥ aBTOPHU3AIIKs B ONEPAIMOHHBIX cucTeMax cemerictBa Windows. Peanuzarust
ay/iuTa B OMEPAIMOHHBIX cucTeMax cemeiicta Windows.

Tema 3.3. UadopmarmorHas 6e30MacHOCTh OMEPAMOHHBIX CHCTEM ceMeicTBa Linux.

VYmpaBieHue JOCTYIIOM B ONEPalMOHHBIX CHCTeMax cemeiictBa Linux. Wpentnduxanus,
ayTeHTH(UKAIMs ¥ aBTOPHU3AIMsA B OIEPAMOHHBIX CHCTeMax cemeiictBa Linux. Peanmzarust

ayJuTa B OIICPpAMOHHBIX CUCTCMAX cemeiicra Linux.

Pasznen 4. OcHoBBbI HHPOPMALMOHHOI 0€30MACHOCTH B JOKAJbHBIX BHIYUCIUTEIbHBIX
ceTfX.

Tema 4.1. BBenieHue B apXUTEKTypy JIOKAIbHBIX BBIYHUCIUTEIBHBIX CETEH.



JlokanbHble BblunMcauTeNbHBIC ceTH. Mogaens [ISO/OSI.  Apxurektypa W OCHOBHBIC
MIPOTOKOJIBI JIOKATBHBIX BEIYUCITUTEILHBIX CETCH.

Tema 4.2. CereBble yrpo3bl U METO/IbI IPOTUBOAECHUCTBUS UM.

Krnaccudukanuu cereBbIX yrpo3, ysa3BUMOCTeW W arak. CeTeBble aTakd Ha Pa3IMYHBIX
ypoBHsix Moxenu ISO/OSI. Knaccudukaims BpeJOHOCHOTO MPOrPaMMHOIO OOECHCUCHUSI.
[Tpu3HaKy MPUCYTCTBUS BPEIAOHOCHOTO MPOTPaMMHOT0 obecrieueHus. MeTo b1 00HApyKESHUSI.

Tema 4.3. MexcereBble 3KpaHbl.

MexcereBbie skpanbl (MD). Mecto u poas MD B olecnieueHun ceTeBOM 0O€30MaCHOCTH.
Knaccudukamus MD. OcHoBHBIE BO3MOXXHOCTH MD. JlocTromHcTBa W HeAmocTtatku MDO.
[TocTpoenue nmpasui GuUIbTpaLIUK.

Pa3nen 5. Kpunrorpaguyeckue MeTobl 3a1IUThI MHpOpMAaLUM.
Tema 5.1. BBenenue B kpunrorpaduyeckiue METOAbI 3alUThI HHPOPMAIUH.

Uctopuueckuit ouepk pa3Butusi Kpunrtorpaguu. CumMmeTpuyHass ¥ acUMMETpUYHAs
kpunrorpadus. BerauciuTensHO CIOXKHBIE 3amadd  MaremMaTwku. Kpunrocmcrema RSA.
[Tonsatue xpunrorpaduueckoro mnpotokoja. CBOWCTBA MPOTOKOJOB, XapaKTEPU3YIOIIHE HX
6e3omacHOCTh. CxeMbl IU(PPOBOY TTOAIMHUCH.

5. O6pa3oBare/ibHbIe TEXHOJIOTHH, B TOM YHCJIe TEXHOJIOTHH 3J1eKTPOHHOT0 00yYeHHs 1
AUCTAHIMOHHBbIE 00pa3oBaTe/ibHbIe TEXHOJIOTHH, HCI0JIb3yeMble MPU OCYLeCTBICHUHN
00pa3oBaTeIbHOIO NMpolecca Mo JUCHUIINHE

B mpornecce 00y4eHust UCIOIB3YIOTCS CICSIYIONUE 00pa3oBaTeIbHbIC TEXHOJIOTHU:

AxaneMuyeckasi JIeKIusi (WK JIEKIUs 00IIero Kypca) — mocjieZIoBaTelIbHOE U3JI0KCHHE
MaTepualia, OCYyHIECTBISEMOE MPEUMYIIECTBEHHO B BHJAEC MOHOJIOTA  IPEIOIaBaTelsl.
TpeGoBanusi K akKaJeMUYECKOH JIEKIUH: COBPEMEHHBIH HAy4YHBI YPOBEHb M HACBHIIICHHAS
WHPOPMATUBHOCTh, YOCIHWTENbHAs apryMEHTAlWs, JOCTYIHAs M TOHATHAs pedb, 4YeTKas
CTPpYKTypa M JIOTHKA, HAJIUYMUE SPKUX IMPUMEPOB, HAYYHBIX JIOKa3aTeJIbCTB, OOOCHOBAHHIA,
(hakToB.

IIpobnemuas JieKHUsi — W3JI0KCHUE MaTepuaia, IPEANOJIAraloniee MOCTaHOBKY
NpOOJIEMHBIX W JHCKYCCHOHHBIX BOIIPOCOB, OCBCIICHHE PAa3JIMYHBIX HAYYHBIX MOJXO0JIOB,
ABTOPCKUE KOMMEHTAPHH, CBS3aHHBIC C PA3JIMYHBIMH MOJECIISIMA HWHTEPIPETAIIMHA HU3y4aeMOTO
Matepuaia. [IpoOieMHas JIeKIUsl HAUUHACTCS C BOIPOCOB, C OCTAHOBKH MPOOJIEMBbI, KOTOPYIO B
XOJIe W3NIOKEHUS MaTepuana HeoOXOJAMMO pelmTh. B Jnekiuu coderarorcs mnpoOieMHbIE U
nHpopmaloHHble Hauyana. [Ipu 3TOM mpoliecc MO3HAHUS CTYIEHTOB B COTPYJHHYECTBE H
JMaNioTe ¢ TperojaBareieM MpUuOImKaeTcss K MOUCKOBOM, MCCIEIOBATENbCKONW ESTENbHOCTH.
Cogmepxanue TpoOJEMBbl PpPACKpPBIBAaeTCSI IIyTEeM OpraHU3allid TIOWCKAa €€ pEeIIeHUs WU
CYMMHUPOBAHUS M aHAIHM3a TPAAUIIMOHHBIX M COBPEMEHHBIX TOUEK 3PEHUS.

IIpakTHyeckoe 3aHsATHE — 3aHATHE, TIOCBAIIEHHOE OCBOCHUIO KOHKPETHBIX YMEHHH U
HABBIKOB U 3aKPETICHUIO TIONYYSHHBIX Ha JIEKIIMU 3HAHUH.

DneKTpoHHBINH yueOHbII Kypce «be3omacHoCTh B cCOBpeMeHHOW MH(OPMAIIMOHHON cpeniey Ha
wiatgopme oHnaitH-o6yuenust DemidOnline, B koTopom:

— TpeJCTaBJIEHbl BUJCO-JIEKLIUI 110 BCEM TeMaM JAUCHUIUINHBI U MPE3EHTAlUHU K HUM;

— TIPeJCTaBJICHBI TEKCTHI JIGKLUH 110 BCEM TeMaM JUCIUILTUHEI;



— HOPpCACTABJICHBI IpaBUJia IPOXOXKIACHUS HpOMe)ICYTO‘{HOfI aTTeCTalluy 110 JUCIUIIJINHEC,

— OpeACTaBJICHbI TECTbI 1O TEMaM OUCHUIUIMHBL — JJId CaMOCTOSITCIbHOM pa60TbI
oOyJaronmxcs;

— mocpeAcTBOM  ¢GopyMa  OCYIIECTBISIETCS CHHXPOHHOe U (WIM) aCHHXPOHHOE
B3aUMOJICHICTBUE MEXIy O0O0yJarollMMHCS M IpEenojaBareleM B paMKaxX H3Yy4eHUs
JUACLUILINHBI.

6. [lepeyeHsb JIMIEH3MOHHOTO W (WJIH) CBOOOJAHO PACHPOCTPAHAEMOI0 MPOrpaMMHOIO
o0ecrneyeHns, MCMOJIb3YyeMOI0 MNPHU OCYIIECTBJIEHHMH O00pa30BaTe/IbHOr0 IMpolecca Mo
AUCUMIIHHE
B mporiecce ocymiecTBieHust 00pa3oBaTEIBHOTO MPOIIECCa UCTIOIB3YIOTCS:
— MporpaMMHOE o0ecrieyeHue ISl CO3JaHHMs MW JIEMOHCTPAllMM  IpEe3eHTAaIHi,
WJUTIOCTPAIM U JpYrux y4eOHbIX MaTepHUasIOB:
— Microsoft Windows (B cocraBe Microsoft Imagine Premium Electronic Software
Delivery);
— Microsoft OfficeSTD 2013;
— Virtual Box (cBo6oaH0 pacnpoctpansemoe I10);
— Ubuntu (cBo6oano pacipoctpansemoe I10);
— Kali Linux (cBob6oamo pacrnpoctpansiemoe I10).
— Uil TouWcka ydeOHo#W smTeparypel Oubmmoreku SApl’Y — ABTomMaru3upoBaHHAs
oubnuoreuynas uapopmarmonHas cucrema «KbYKU-NEXTy» (ABUC «byku-Nexty);
— IIpU NPOBEICHUH JIEKIIUNA UCIOJIB3YIOTCS MYJIbTUMEANMHbBIE TIPE3EHTALINN;
— TpU TPOBEIEHUH JIaOOPATOPHBIX PabdOT HCHOJB3YIOTCS CpPEACTBA BBIYMCIUTEIHLHOMN
TEXHUKH, MOJIEP>KUBAIOIINE IEPEUUCIIEHHOE TPOTrPaMMHOE OOecTieueHue.

7. IlepeyeHb coOBpeMeHHBIX NPO(ecCHOHAJIbHBIX 0a3 JaHHBIX W HH(OPMAUMOHHBIX
CIIPABOYHBIX CHCTEM, HCIOJIb3YeMbIX NIPH OCYLLECTBIEHUH 00pa30BaTeJbLHOI0 Mpolecca 1o
AUCHUILINHE

1. dnexkrponnbie katajsoru Hb SIpI'yY

(http://www.lib.uniyar.ac.ru/opac/bk_cat find.php) comepxkat 6ubarorpadbudeckue 3anucu
BCEX BHUJOB JOKYMEHTOB, COCTAaBJISIIOIIMX (HOHA OMOIMOTEKH, HA PYCCKOM U WHOCTPAHHBIX
SI3BIKAX.

2. dnekTpoHHast 0ubIMOTeKa yueOHbIX MaTepuaJioB SApl'Y

(http://www.lib.uniyar.ac.ru/opac/bk_cat find.php) coaepxxur ©Gomee 2500 mOIHBIX
TEKCTOB y4eOHbIX M y4eOHO-METOJAMYECKUX MaTEepHalioB IO OCHOBHBIM H3y4aeMbIM
TUCHMIUIMHAM, W3JaHHBIX B yHUBepcuTere. JlocTym B CeTH YHUBEpPCHTETa, JHUOO IIO
JIOTHHY/TIapOJIIO.

3. CnpaBouyHo-nnpaBoBas cucreMa « KOHCy 1bTaHTILIIOC»

(https://www.consultant.ru/) CIIpaBOYHO-NPAaBOBasl CHCTEMa IO 3aKOHOJATCILCTBY
Poccuiickoit ®enepanuu.

4. CnpaBouHo-npaBoBasi cucrema «['apanT»

(http://www.garant.ru/)  crmpaBOYHO-TIpaBOBas ~ CHCTEMa IO  3aKOHOJATEIbCTBY
Poccuiickoit denepanumu.

8. [lepeyeHbL OCHOBHOW M [IONMOJHHUTEJLHOH Yy4eOHOW JHUTepPaTypbl, pecypcoB
HH(POPMAIMOHHO-TEJIEKOMMYHUKANNMOHHO ceTn «HMHTepHeTr» (IpM HEOOXOAMMOCTH),
PeKOMEHyeMbIX VISl OCBOCHUS U CHUIIIHHBI


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://www.consultant.ru/
http://www.garant.ru/

a) OCHOBHAas1 JIMTepaTrypa

a) OCHOBHAasI JIMTEepaTypa

1.

BbezomacHocTh B coBpemeHHOH nHpopMannoHHOU cpene. Yacte 1: yueOHOE mocoOue.
B.H. Kusases, .M. Mypun; Apocn. roc. yu-t um. ILI. lemunosa. - fpocnasiib:
NHJAWT O, 2021. — 158 ¢. [https://e.lanbook.com/book/75150]

Horanun, H. b. Apxurektypa kommbtotepa : yaebHoe nocodue / H. b. loragun. —
4-e u3zn. — Mockaa : JlabopaTtopus 3Hanui, 2020. — 274 c.

Bby3a, M. K. Apxurekrypa kommbiotepoB : y4eOHuk / M. K. by3a. — MuHck :
Bermsitmas mkosa, 2015. — 414 c. [https://e.lanbook.com/book/75150]

Cononesuy, A. B. Komnbrorepusie cetu : yueOHuk / A. B. CononeBud. — MHUHCK :
PUIIO, 2021. — 208 c. [https://e.lanbook.com/book/194950]

Pakutun, P. FO. Komnbiotepusie cetu : yuebHoe nocodue / P. FO. Pakutun, E. B.
MockaneHko. — bapuayn : Antl'T1Y, 2019. — 340 c.
[https://e.lanbook.com/book/139182]

Kopxuk, B. M. OcnoBbl kpunrorpaduu : yuedHoe nocodue / B. U. Kopxuk, B. A.
SAxoBneB. —  Caukr-lIlerepOypr : Unrepmemus, 2017. — 312 c.
[https://e.lanbook.com/book/161359]

0) 10MOJIHUTEIbHAS JINTEpaTypa

0) 10MOJTHUTEIbHAS JIUTEepaTypa

1.

Koncturynusa Poccuiickoii ®depeparuu: [MpuHITA BCEHAPOIAHBIM TOJIOCOBAHUEM
12.12.1993 ¢ u3meHeHUsAMH, OJOOPEHHBIMH B X0JI€ OOIIEPOCCUUCKOTO TOJOCOBAHUS
01.07.2020]. — HocTyn u3 cnpaBOYHO-TIPABOBOM CHCTEMBI «KOHCYIBTAaHTILIIOCY. —
TeKCT: ANEeKTPOHHBIN.

VYronoBueiii koaekc Poccuiickoit ®@enepaunn: denepanpubiii 3akoH oT 13.06.1996
Ne63-®3: [mpunsat ['ocymapctBennoiu [ymoii 24.05.1996]: (¢ u3MEHEHUSMH H
JOTIOTHEHUSIMHU ). — Hocryn u3 CIIPaBOYHO-IIPaBOBOM CUCTEMBbI
«KoHCynpTaHTILIIOC». — TEeKCT: 3JIeKTPOHHBIMN.

Konmekc Poccuiickoit ®Deaepanun 00 aIMUHHUCTPATHBHBIX IPABOHAPYIICHUSX:
®enepanbubiii 3ak0oH 0T 30.12.2001 Nel95-®3: [mpunar ['ocynapcrBennoi ymoi
20.12.2001]: (c wu3MeHeHUSMU U JOMOJHEHUAMHU). — JloCcTynm U3 CHpPaBOYHO-
npaBoBoii cuctembl «KOHCYTbTaHTILUIIOC). — TeKCT: AEKTPOHHBII.

Tpynosoit konekc Poccuiickoit ®enepanuu: denepanbubiii 3akoH ot 30.12.2001
Nel97-®3: [mpunst ['ocymapcrBennoit Hymoit 21.12.2001]: (¢ uU3MEHEHUAMH H
JIOTIOTHEHUSIMU ). — Hoctyn u3 CIIPaBOYHO-IIPABOBOM CUCTEMBI
«KoncynpranTmmoc». — TeKCT: 3MeKTPOHHBIH.

®enepanbHblif 3akoH 0T 27.07.2006 Ne149-D3 «O06 nnpopmanuu, MHGOPMaIMOHHBIX
TEXHOJOTHSIX M O 3amure wuHpopMmanmm»: [mpuHsAT [ocymapctBenHou Jymoi
08.07.2006]: (c wu3MeHEeHHSIMH M JAOMONHEHHsMH). — JlOCTyn U3 CIpaBOYHO-
paBoBOi cucteMbl «KOHCYNbTaHTIUIIOCY). — T €KCT: 3JE€KTPOHHBIM.

®enepanbHblil 3ak0H 0T 27.07.2006 Nel152-D3 «O nepcoHanbHbIX JaHHBIX»: [[TPUHAT
locynapctBennoii ymoit 08.07.2006]: (¢ u3MeHEHUSMU W JOMOJHEHUSMH). —
Joctyn w3 copaBouHO-TIpaBoBOil cucteMmbl «KoHcynbTanTIumtoc». —TekcT:
JJIEKTPOHHBIH.

[Tonoxenune o mopsake oOpamieHusl co CIyXeOHON WHpOpMalel OrpaHHYEHHOTO
pacnpocTpaHeHuss B (QelepalbHBIX ~ OpraHax  HCIOJHHUTENIhHOW  BIIACTH,
YIOJIHOMOYEHHOM OpraHe yIpPaBJICHUsS] HCIOJIb30BAHUEM aTOMHOW »HHEPruu H
YIOJIHOMOYEHHOM OpraHe MO0 KOCMUYECKOM JIEATENbHOCTU»: [yTBEpPKICHO
ITocranoBnenuem IlpaBurensctBa Poccuiickoit @enepauuu ot 03.11.1994 Nel233]:



10.

11.

12.

13.

14.

15.

16.

17.

(C M3MEHEHMSIMM U JONOJHEHUsIMHU). — JloCcTyn U3 CIpaBOYHO-IIPAaBOBOW CHUCTEMBI
«KOHCYnbTaHTILIIOC». — T €KCT: 3JIEKTPOHHBI.

TpeboBanust K 3amUTe MEPCOHAIBHBIX JAHHBIX MpH HX 00paboTke B
MH(POPMAIMOHHBIX cUCTEMax MEePCOHAITBHBIX JAHHBIX: [yTBEpKACHBI
[Toctanosnenuem IlpaBurensctBa Poccuiickoit @enepaunu ot 01.11.2012 Nel119].
— JHoctyn wu3 cnpaBouyHO-nipaBoBoi cucteMbl «Koncymprantnlliroc». —TekcT:
JJIEKTPOHHBIH.

[lepeyenp Mep, HampaBJICHHBIX Ha OOecHeueHHe BBIMIOJHEHUS OOS3aHHOCTEH,
npenycMoTpeHHblx  dDenepanbHbiM  3aKOHOM  «O  MEpPCOHAIBHBIX JIAHHBIX» U
MPUHATBIMA B COOTBETCTBMM C HHM HOPMAaTHBHBIMH TPAaBOBBIMH  aKTaMH,
oriepaTopamMu, SIBJISIFOIIMMHUCS FOCYIapCTBEHHBIMU WM MYHHUIIMIATIbHBIMU OpraHaMu:
[yrBepxaen IlocranoBinennem IlpaBurensctBa Poccuiickoit ®enepauun ot
21.03.2012 Ne211]: (c u3MEHEHUSIMU U JTONOJHEHUsIMH). — J[OCTYN M3 CIpaBOYHO-
npaBoBo# cuctemsbl «kKoHcynpTanTnllmocy. —TeKCT: 31eKTPOHHBIM.

[Tonoxenne 00 0cOOGEHHOCTAX 00pabOTKU MEPCOHATIBHBIX JAHHBIX, OCYILIECTBISEMOM
0e3 UCHONB30BaHUS CpPEICTB aBTOMaTuzauuu: [yrBepxkaeHo IlocraHoBneHueM
[IpaBurensctBa Poccuiickoit ®enepanmu ot 15.09.2008 Ne687]. — Jloctynm wu3
CIIPpaBOYHO-TIPaBoBOM cucteMbl «KoHcynbTanTnlImoc». —TeKCT: AIeKTPOHHBIN.
TpebGoBanus K MaTepUaJIbHBIM HOCUTENSIM OMOMETPUYECKUX MEePCOHATbHBIX JaHHBIX
W TEXHOJIOTHSM XpaHEHUs TaKUX JIAHHBIX BHE WH()OPMAIMOHHBIX CHCTEM
MEepCOHANbHBIX  JaHHbIX:  [yrBepxkaeHo  [locranoBnenuem  IlpaBurtenncTBa
Poccuiickoit @enepammu ot 06.07.2008 Ne512]: (c U3MEHEHHUSIMHU U JOTIOTHEHUSMU).
— JHoctyn wu3 cnpaBouyHo-nipaBoBOoi cucteMbl «Koncynbrantnllmtoc». —TekcT:
3JIEKTPOHHBIM.

Meroanueckue pPEKOMEHJAUUH MO YBEIOMJICHUIO YIIOJHOMOYEHHOIO OpraHa o
Hayasie oOpaOOTKM NEPCOHAIBHBIX JAHHBIX W O BHECEHHMM M3MEHEHHMH B paHee
MpEJICTaBJICHHBIE CBEICHUS: [yTBEpkKIAeHbI TpukazoM Pockomuamzopa ot 30.05.2017
Ne94]: (¢ wu3aMeHEHHsIMHU U JIOTIOJHEHHsIMH). — J[OCTynm W3 CIpaBOYHO-TPABOBOM
cucteMbl «Koncynbrantnlmtoc». —TeKcT: 31eKTpOHHBI.

TpeGoBanust 1 MeToAbI MO OOE3TUUYUBAHUIO MEPCOHATBHBIX TAHHBIX: [YTBEP>KICHBI
npukazoM Pockomuamzopa ot 05.09.2013 Ne996]. — Jloctynm u3 cCHpaBOYHO-
npaBoBoi cuctembl «KoHcynpranTnlimocy. —TeKCT: 37eKTPOHHBIMN.

CoctaB M colepKaHUE OPraHU3alMOHHBIX M TEXHUYECKHUX MeEp IO OOECHeueHUIo
0€30MacHOCTH TEepPCOHANBHBIX MaHHBIX HpU HUX 00paboTKe B HH(POPMAIMOHHBIX
CUCTEMax IEepCOHAJIbHBIX AaHHBIX: [yTBepxkaeHbl npukazoM PCTOK Poccum ot
18.02.2013 No21]: (c u3MeHeHUsMU U JOTMOJHEHHsIMH). — JlocTym U3 crpaBOYHO-
npaBoBoii cucteMbl «KoHcynbranTnllmtoc». —TekceT: 3JeKTPOHHBIM.

bazoBas Mozaens yrpo3 06e30MacHOCTH MEPCOHANBHBIX JaHHBIX MPH UX 00paboTKe B
MH(OPMALIMOHHBIX CHCTEMaxX IMepCOHaJIbHBIX MJaHHbIX (Bbimucka): [yTBepikiaeHa
3amectutenem aupektopa @CTIK Poccun 15.02.2008]. — Hdoctyn u3 cnpaBOYHO-
npaBoBoii cucteMbl «KoncynbranTnllmtoc». —TekceT: 37eKTPOHHBIM.

MeTtonuka ompeeNneHns akTyadbHBIX yrpo3 0e30MacHOCTH MEPCOHAIBHBIX JaHHBIX
npu ux o00paboTke B HWHMOPMALMOHHBIX CHUCTEMaX MEPCOHATBHBIX JIAHHBIX:
[yrBepxkaeHa 3amectuteneM aupexkropa @CTOK Poccun 14.02.2008]. — [ocrtyn u3
crpaBO4HO-TIpaBoBOil cuctembl «Koncynbrantnllimtocy. —TeKcT: 3MeKTpOHHBIN.
CoctaB U cojep)kaHuWE OPraHU3alMOHHBIX M TEXHUYECKUX Mep MO O0OECIeYEeHHUIO
0€30MacHOCTH TEepPCOHANBHBIX MaHHBIX MpH HX 00paboTke B WHGOPMAIMOHHBIX
CUCTeMax MePCOHAJBHBIX AAHHBIX C UCHOJIB30BAHUEM CPENICTB KPUITOTpaduIecKon
3aUTel  WHGOPMAllMK, HEOOXOMWMBIX JJisi  BBIMOJTHEHUS  yCTAHOBJICHHBIX
[IpaBurensctBoM Poccuiickoit @enepanun TpeOoBaHUN K 3alluTe MEPCOHAIBHBIX
JAHHBIX 7S KaXJAO0ro M3 YPOBHEHM 3alllMIEHHOCTH: [yTBEpkIeHbl npukazom PCh
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Poccun or 10.07.2014 Ne378]. — Jloctyn u3 CHpaBOYHO-IIPABOBOM CHCTEMBI
«Koncynprantnllimroc». —TeKCT: 3JIeKTpOHHBIN.

18. Meronnyeckue peKOMEHIAMKM IO pa3padOTKe HOPMATHBHBIX IIPABOBBIX AaKTOB,
OTIPENICNAIONIUX YIPO3bl OE30MAaCHOCTH MEPCOHAIBHBIX IAHHBIX, AKTyaJbHBIE IPH
00paboTKe MEepCOHATBHBIX JAAHHBIX B MH(OPMAIMOHHBIX CHCTEMAax MEPCOHAIBHBIX
JAHHBIX, OKCIUIyaTUPYeMBIX TIpU OCYIIECTBICHHHM COOTBETCTBYIOIIMX BHJOB
NesTeNbHOCTH: [yTBepkaeHbl pykoBojacTBoM 8 ILlentpa ®CBb Poccum 31.03.2015
Ne149/7/2/6-432]. — Hoctyn u3 CIPaBOYHO-TIPABOBOM CHCTEMBI
«Koncynprantnllimroc». —TeKCT: 2JIeKTpOHHBIN.

19.TOCT P 51275-2006 3amura unpopmanmu. O0bekT uHpopMaTH3anuu. DakTopsl,
BO3/ICHcTBYOMMKE Ha HHpopManuio. O0mue mojgoxenus. — JlocTynm U3 CripaBOYHO-
npaBoBoii cuctembl « TEXOKCIIEPT). —TekcT: 3neKTpOHHBIH.

20. dnenos, M.E. Linux rmazamu xakepa. 5-¢ usa. / MLE. ®nenos. — CII6. : BXB-
[lerepOypr, 2019. —416 c.

21. JlaB, P. Linux. CucremHoe mporpammupoBanue. 2-¢ u3a. / P. JlaB. — CII6. : [Turep,

2014. — 448 c.
22. Yopn, b. Bayrpennee ycrpoiictBo Linux. / b. Yopa. — CII6. : TTutep, 2016. — 384
c

23. Yosifovich, P. Windows Internals Seventh Edition. Part 1 / P. Yosifovich, A. lonescu,
M.E. Russinovich, D.A. Solomon. — Microsoft Press, 2017. — 784 p.

24. Intel 64 and 1A-32 Architectures Software Developer’s Manual [DnekTpoHHBIH
pecypc] — DnekTpoH. TekcToBble AaH. —Ilocnennee obnoBnenue : 16.11.2020. —
Pexxum moctyma: https://software.intel.com/content/www/us/en/develop/articles/intel-
sdm.html.

9. MaTepuajibHO-TeXHU4YeCKas1 6a3a, HeOOXOAUMAs /ISl OCYIIEeCTBJICHUS
00pa30BaTeIbHOIO MpoIecca Mo JUCHUIINHE

MartepuanbHo-TexHu4YecKasi 6a3a, HeoOxoaumas sl OCYIIECTBICHHsI 00pa30BaTEIBHOTO
rporecca o JUCHUILTMHE BKIIOYAeT B CBOM COCTaB ClelMaIbHbIe TOMEICHHS:

-y4eOHbIe ayAUTOPHUHU TSI IPOBEICHUS 3aHATUHN JIEKIIMOHHOTO THUIIA;

-y4eOHbIe ayAUTOPUU Ui MIPOBEICHUS J1TaOOPATOPHBIX PabOT, OCHAILIEHHBIE CPEACTBAMHU
BBIYMCIUTEIBHON TEXHUKU, MOJJIEP>KUBAIOIIMMHU IPOrpaMMHOE oOecreueHue, ykazaHHOE B
MyHKTE 6;

- yueOHbIE ayIUTOPUHU AJIs1 TPOBEACHUS TPYIIOBBIX U MHIUBUYAIbHBIX KOHCYIbTAIUMH;

- y4eOHbIE ayIUTOPUU JUISI TIPOBENCHHS TEKYIIEro KOHTPOJS W MPOMEKYTOUHOMN
aTTecTaluu;

- IIOMEIICHHUSI JUISI CaMOCTOSTEIbHON PabOTHI;

- TIOMEHICHHs] HJs XpaHeHWs W MNPOQPHUIAKTUYECKOTO OOCITY)KUBAHUSA TEXHUUYECKUX
CpeACTB 0OyUYEeHHUS.

[Tomemienus Ui caMOCTOSATENBHON pabOThl OOYYAIOMIMXCS OCHAIEHBI KOMITBIOTEPHOU
TEXHUKOW C BO3MOXXHOCTBIO MOAKIIOUEHUs: K ceTu «MHTepHeT» U obecrneyeHHeM J0CTyla B
ANEKTPOHHYIO HH(OPMAIIMOHHO-00pa30BaTENBbHYIO CPely OpraHU3aIiu.

Uncno mocagouHbIX MECT B JIGKIIMOHHOW ayAuTOpuu OoJiblile TUOO PaBHO CIHCOYHOMY
COCTaBy MOTOKAa, a B ayAUTOPUM MAJSl MPAKTUYECKHX 3aHATHH (CEMHHApOB) — CIHUCOYHOMY
COCTaBY IPYIIIBI 00YJArOIIUXCSI.
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IIpuio:xxkenue Nel k paboyeit mporpaMMme I CIANIJINHbBI
«be3onmacHoOCTh B COBpeMeHHOI HH(OPMAIMOHHOI cpeje)

®DOoHJ| OLIEHOYHBIX CPEJICTB
IS TIPOBEACHHUS TEKYLUEeH U MPOMEKYTOYHON aTTeCTalui CTYIeHTOB
0 JUCHHUIIJIUHE
1. TunoBbIe KOHTPOJIbHBbIE 32/IaHUS] UJIM MHbIE MAaTEePHAJIbI,
Heo0X0oMMBblIe /Il OLleHKH 3HAHUH, YMeHHM i, HABBIKOB U (MJIH) ONBITA AeATeIbHOCTH,

XapaKTepu3yMX 3Tanbl GopMHUPOBAHUA KOMIIETEHIUI

1.1 KonTpoabHbIe 321aHUSI U HHbIE MAaTePHAJIbI,
HCIOJIb3yeMble B Mpolecce TeKyllei aTTecTauuu

Tect no Teme 1.1 [IpaBoBbIe 0CHOBBI 0O0ecnieueHUs MHPOPMAITMOHHON 0€30MaCHOCTH
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Kakue monoxeHus, CBA3aHHBIE C BOIpocamMu 00pabOTKM HMH(OpMALUH, 3aKpEIUICHbl B
Koncrutynuu Poccuiickoit ®enepaunn?

a) [IpaBo Ha HEMMPUKOCHOBEHHOCTh JIMYHON U CEMEHHOMN TallHbI.

6) IIpaBo Ha 06paboTKy 1000 MHPOPMaIHH JTFOOBIM BO3MOXHBIM CIIOCOOOM.

B) 3ampet Ha 00pabOTKy HH(OPMAITH O YACTHOM )KU3HH JIMIIAa O€3 €ro COTJIACHs.

r) [IpaBo Ha nosyyeHue rpaxkilaHaMu JI0IyCKa K rOCYAapCTBEHHOM TaliHe.

Kakue Buapl uHpopManuu o0s3aTenbHO TpeOyercs 3aluuiaTb B COOTBETCTBHM C
3aKoHoAarenbcTBOM Pocculickon @enepanyu:

a) Madopmarus uist ciry»eOHOTO MOJIb30BAHHUS.

0) IlepconanbHbIC TaHHBIE.

B) ['ocynapcTBenHas TaiiHa.

r) BpaueOnas TaiiHa.

1) Bce nepeuncnenssle.

B cootBerctBun ¢ ®enepanbHbiM 3akoHOM «0O0 uHbopmanmu, MHPOPMAIUMOHHBIX
TEXHOJIOTUSX U 3aIIuTe WH(POpMAIH) WHPOPMAIIUS — 3TO:

a) JIroOble naHHbIe, peACcTaBIeHHbIE HA MAaTEPHAIbHOM HOCHUTEIIE.

6) CBenenus (cooO1IeHUs, TaHHBIE), HE3aBUCUMO OT (POPMBI UX MPEACTABICHUS.

B) He sneprus u ne marepusi.

r) CBemeHus, BOCIIPHHUMAEMbIE YeJI0BEKOM U (WIJIH) CIIEIHaIbHBIMH YCTPOWCTBAMHU
KaKk oOTpakeHue (PAKTOB MaTepuaibHOrO WJIM JyXOBHOTO MHpa B IIpolecce
KOMMYHUKAITIH.

Yro U3 NepedyrcIeHHOr0 MOYKHO paccMaTpHUBaTh Kak 0a3y JaHHBIX B COOTBETCTBUM C
3akoHo1atenbecTBOM Poccuiickoit denepanmu:

a) EXCEL Ttabmuiy ¢ ynmopsoueHHON U CTPYKTYPUPOBaHHON HH(POpMAaIIHEH.

0) daiin popmara DOC, B KOTOPOM €O3/1aH CITUCOK CYIIATENCH 3TON MPOTrpaMMBI.

B) Kaproteky peructpaTypbl yUpexI€HUs 31paBOOXPAHEHHUS.

r) Bee mepeuncnennsie.

IenocTHOCTH MHGOPMALIUU — ITO:

a) OO0si3aTenbHOE Ul BBINOJHEHMS JIMLIOM, MOJTYYHUBLUIMM JOCTYI K ONPEAEICHHOM
uHpopmanuy, TpeOoBaHHE HE NEepeAaBaTh TaKyl0 HMHPOPMALUIO TPETbUM JHLaM 0e3
coryacus ee o0najaress.

0) CocrostHre uHGOpPMAIMH, TIPU KOTOPOM OTCYTCTBYET JIt000€ ee M3MEeHEHHue 00
U3MEHEHHE OCYLIECTBISETCSA TOJIbKO MPEHAMEPEHHO CYOBbEKTaMM, UMEIOIIMMHI Ha HEro
paBo.

B) Bo3MOXHOCTB MoJTydeHrss HHPOPMALMU U €€ UCIIO0JIb30BaHUSL.

Ha Teppuropun Poccutickoin @enepaiinu 3amnpenieHo pacipoCTpaHEHHE:

a) Mndopmanuu, koTopast HarpapjieHa Ha IpoIaraiy BOMHBI.

0) Kommepueckoit TaifHBI.

B) MHdopmarum, KoTopas HanpaBiIeHa Ha Pa3KUTaHUE PEIMTMO3HON HEHABUCTH.

r) [lepcoHanbHBIX JaHHBIX.

I'paxTaHUH WK IOPUIMUECKOE JIMII0, OCYILECTBIISIOUINE eITEeIbHOCTD MO SKCIUTyaTalluH
MH(GOPMAIMOHHOM cHCTEMBI, B TOM yHciie 0 00paboTke HH(pOpMaIMH, coaepKalieiics B
ee 0a3ax JaHHBIX — ATO:

a) O6nanarens HHPOpPMALIUH.

6) Onepatop nH(MOPMALMOHHON CUCTEMBI.

Ecnu He onpeneneno HHOTO, ONepaTopoM HHPOPMALIMOHHON CUCTEMBI SIBISETCA:

a) O6nanarens HHPOpPMALIUH.

6) CoOCTBEHHHK MCIIOJIb3YEMbIX Ui 0OpabOTKM cojepikalieiics B 0a3ax JaHHBIX
nH(pOpMAIUU TEXHUYECKHX CPE/ICTB.

B) Jlumo, ompexensiomee mead 0O0pabOTKM HHPOPMALMU U  OCYIIECTBIISIONIEE
00paboTKy HH(pOPMAITHH.

He mMoxet ObITh OrpaHUYeH AOCTYIIL:
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a) K nnpopmanmu o coCTOSHUU OKPYKAIOIIEH CPEIbL.

6) K nepcoHanbHbIM JTaHHBIM TOCYJAPCTBEHHBIX TPAKIAHCKUX CITYKAIUX.
B) K nndopmarum, xpansieiicst B OTKPHITHIX (GOHIaX OMOIHOTEK.

r) K cBenenusimM 0 3010ToBaOTHEIX 3anacax Poccuiickoit deneparuu.

10. Kakyro OTBETCTBEHHOCTh MOXKET IOBJIeYh HapymieHue TtpeboBaHmii denepanbHBIX

1.

2.

3.

3aKOHOB:
a) YTOJIOBHYIO.
0) ducuumnunapuyio.
B) AMMHHUCTPaTUBHYIO.
r) I'paxaaHcko-1paBoBYIo.
1) Bce nepeuncnenssle.

Tect mo Teme 1.2 3ammTa nepcoHaNbHBIX JaHHBIX

[IepconanbHbIE JaHHBIE — 3TO:

a) CBeneHHs O CyObEKTE IMEpPCOHAIBHBIX JAHHBIX HE 3aBUCUMO OT (OPMBI UX
MIPEICTaBIICHHUS.

0) Jlro6as nHdopmanus, OTHOCAIIASCS K MPSAMO WIM KOCBEHHO OINpPENEICHHOMY WIH
onpezensieMomMy GU3NYECKOMY JHILY (CYOBEKTY MepCOHANbHBIX JaHHBIX).

B) JlobGas wmHbopmanus, OTHOCALIAsCS K OINPENEICeHHOMY WIH OIpeleIsieMOMy
¢buznyeckomy uIy (CyObEKTY MepCOHAIBHBIX JaHHBIX).

r) Jlrobas mHpopmaIus, OTHOCSIIASACA K OMPEISICHHOMY WM OIpeaeaseMoMy Ha
OCHOBaHUWU Takou wHGopMaK GU3NIECKOMY JUIY (CYOBEKTY MEePCOHAIBHBIX JAHHBIX),
B TOM 4YHcJIe ero ¢pamiins, UMsl, OTYECTBO, I'OJI, MECSLI, 1aTa U MECTO POXKICHHUSI, aJipec,
ceMeiiHoe, CcOIMallbHOEe, HUMYIIECTBEHHOE TMOJIokKeHHe, oOpa3oBaHue, mpodeccus,
JOXOJ1bl, Ipyras nHGOopMaIus.

Ha kakue oTHOmIeHHMsI HE pacmpocTpaHseTcs AecTBue GdenepasbHoro 3akoHa «O
MEePCOHATBHBIX JAaHHBIX)»?

a) Ha 06paboTky nepcoHaabHBIX JAaHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM HOPSAKE K
CBEICHUSIM, COCTABJISIOIIMM I'OCYJapCTBEHHYIO TalHYy.

06) Ha o6paboTKy nmepCOHAIBHBIX JTaHHBIX, HEOOXOIMMYIO JUISI OCYIIECTBICHUS IpaB
Y 3aKOHHBIX UHTEPECOB OIEPaTOpa WM TPETHUX JIULI.

B) Ha o00paboTky nNepCOHAIBbHBIX MaHHBIX, HEOOXOJUMYIO IJIsi HCIIOJTHEHUS
CylneOHOro aKTa.

r) Ha o6paboTky nepcoHanbHBIX TaHHBIX (DU3MUECKUMH JHUIAMH HCKIIOYHTEIHHO
JUIA JIMYHBIX M CEMEWHBIX HYXKJ, €CIIM MPH ATOM HE HapyllalTcs IMpaBa CYOBEKTOB
MePCOHATBHBIX JTAHHBIX.

n) Ha o0paGoTky mnepcoOHaNbHBIX MAAHHBIX, MOAJIEKAIIUX OMYOIMKOBAHHUIO WITU
00s3aTeNIbHOMY PACKPBITUIO B COOTBETCTBHH C (heiepalIbHBIM 3aKOHOM.

e) Ha o00paboTky mnepcoHanbHBIX JaHHBIX, HEOOXOAUMYIO [UIsl OpTaHU3aIUU
XpaHEHUs, KOMIUJICKTOBAHMS, Yy4eTa M HCIOJB30BAHUS COJECPKAIIUX MMEePCOHATBHBIX
JTAHHBIX APXUBHBIX JOKYMEHTOB B COOTBETCTBHH C 3aKOHOJATEIHCTBOM 00 apXHBHOM
nene B Pocculickoit @enepanuu.
®denepanbHblil 3ak0H «O MepCOHANBHBIX JAHHBIX» PETYIUPYET OTHOIIEHUS, CBSI3aHHBIE:

a) UckimountenbHo ¢ 00pabOTKOM TMEpCOHANbHBIX TaHHBIX C HCIOJIb30BAHUEM
CPEICTB aBTOMATHU3AIIHH.

0) C 06paboTKO# MepCOHANBHBIX JaHHBIX, HE3aBUCHUMO OT TOrO 00padaThIBAIOTCS JIH
OHH C UCTIOJB30BAHUEM CPEICTB aBTOMATHU3AIUU UIIU HET.

B) C  00paOOTKOWH MEpCOHATBHBIX JAHHBIX C  HCIOJIB30BAaHHEM  CPEJCTB
aBTOMATHU3aIlMH, a TaKke ¢ 00pabOTKOW MEepPCOHANBHBIX JTAHHBIX O0€3 HCIOJIb30BAHUS
CPEICTB aBTOMATH3aIlMH, €CIU Takas 0O0padOTKa COOTBETCTBYET XapakTepy ICHCTBHIA,
COBEPIIIAEMBIX C MEPCOHATBHBIMU JTaHHBIMH C UCIIOJIb30BAHUEM CPEJICTB aBTOMATH3AIIHH.
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r) C o0paboTKOW TEpCOHANBHBIX JAaHHBIX 0€3  WCIOJB30BAHHUS  CPEICTB
aBTOMATH3AIHH.

4. JledicTBUs, B pe3yibTaTe KOTOPBIX CTAHOBUTCS HEBO3MOXXHBIM 0€3 HCIOJIb30BaHUS
JOTIOJTHUTEIHHON MH(POPMALIUU OTPENEUTh MPUHAICKHOCTD MEPCOHATBHBIX JaHHBIX
KOHKPETHOMY CYOBEKTY IIEPCOHAIBHBIX JJaHHBIX, — 3TO:

a) broknpoBaHne nepcoHabHBIX JTaHHBIX.

0) YHUUTOKEHHE IEPCOHAIBHBIX JTaHHBIX.

B) O0e3nunBaHe MEPCOHATBHBIX JAHHBIX.

r) [lepeBos mepcoHaIbHBIX JaHHBIX HA apXUBHOE XpaHECHHUE.

5. [eiicTBusl, B pe3ylbTaTe KOTOPBIX 8pemeHHO TpeKpamniaeTcsi o0padoTka mepcoHaIbHBIX
JaHHBIX, — 3TO:

a) briokupoBanne epcoHabHBIX TAaHHBIX.

0) YHUUTOKEHNE TEPCOHAIBHBIX JTaHHBIX.

B) O0e3nMunBaHue NePCOHATBHBIX TaHHBIX.

r) [lepeBos nepcoHAaIBHBIX JaHHBIX HAa apXUBHOE XpaHEHHUE.

6. Kaxue u3 mepeunciieHHBIX JIEHCTBUH C MePCOHAIBHBIMU JaHHBIMU SIBJISIOTCSL 00pabOTKOM
MEPCOHAIBHBIX JaHHBIX:

a) XpaHeHHUe MMepPCOHATBHBIX JAHHBIX.

0) 3amuch MepCOHANTBHBIX TAHHBIX.

B) O0e31MunBaHue NePCOHATBHBIX TaHHBIX.

r) YaneHne nepcoHaIbHBIX TaHHBIX.

7. C Touku 3peHus ¢peaepanbHOro 3akoHa «O MepcoHaNbHBIX JaHHBIX)» OIEPaTOp — 3TO:

a) ['ocymapcTBeHHBIN OpraH, MyHUIIMTIAIBHBIA OpraH, IOPUINIECKOe WIH (Pr3ndeckoe
JIUI0, CaMOCTOSITENIbHO WJIM COBMECTHO C JAPYIrUMH JIMLIAMU OpraHu3yiouiue u (Win)
ocymiecTBistomue 006padoTky I1/1H, a Takke ompepenstomue 1enu odpadotku [1]1H,
coctas I1/1n, mognexamux oOpaboTke, newcTBus (onepaiuu), copepinaemseie ¢ [1/H.

0) ['pakmaHuH WM IOPUIMYECKOE JIMIO, OCYLIECTBIISIONINE JAEATEIbHOCTh 10
JKCIUTyaTalul UH(MOPMAIIMOHHOW CHUCTEMBI, B TOM 4ucie o obpaboTke mHboOpMaIu,
coJiepskaiieiics B ee 6a3zax JaHHbBIX.

8. OO6paboTka nmepcoHaTbHBIX JaHHBIX:

a) He nomyckaercs 6e3 cornacusi CyObeKTa MepcOHANbHBIX JaHHBIX.

0) JloipkHa OTpaHUYMBATHCA JTOCTHXKEHHUEM KOHKPETHBIX, 3apaHee OMpPEEICHHbIX U
3aKOHHBIX LIEJCH.

B) He nomyckaercs B ciydasx HECOBMECTUMBIX C IIeNIIMH cOOpa MEepPCOHATBHBIX
JTAHHBIX.

r) JlomkHa OCYIIECTBIATHCSA HA 3aKOHHOM U CIIPAaBEIMBOM OCHOBE.

9. OO6paboTka nepcoHaIbHBIX JaHHBIX TOMYCKAETCS:

a) C cornacusi cyObekTa MepcoHANbHBIX JAaHHBIX HA 00pabOTKy €ro mepcoHaIbHBIX
JTAHHBIX.

0) B cnygasx, eciiu oHa HEOOX0AMMA ISl UCTIOJIHEHUS CYZeOHOTO aKTa.

B) B cnywasx, ecnu oHa HeoOXoauma Ui OCYLIECTBIEHHS Mpo(decCHOHAIbHON
JEATeNbHOCTH JKypHalIMcTa W (WJIKM) 3aKOHHOM JeSTeNbHOCTH CpEeACTBA MAacCOBOM
uHpOpMalnH.

r) B cnyudasx, ecnu Benercs oOpaOoTKa NMEpPCOHATBHBIX JaHHBIX, MOJIEKALINX
OIyOJIMKOBAaHUIO B COOTBETCTBHM C 3aKOHOAaTeNIbcTBOM Poccuiickoi deneparui.

10. KTo HeceT OTBETCTBEHHOCTb 3a JEHCTBUS IOPUIMYECKOTO JIMIA, KOTOPOMY MOpydeHa
00paboTKa NePCOHANBHBIX IaHHBIX, IEpe CyObEKTOM MEePCOHAIBHBIX JAHHBIX ?

a) Onepatop.

6) FOpuauueckoe 1110, KOTOPOMY HOPYUHITH 0OPabOTKY.

B) Huxro.

r) PockomHaazop.

11. B nopy4yenun oOpabOTKU AOJKHBI OBITH 0053aTEIBHO OTPEACTICHBI U YKa3aHBI:
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a) Llenn 00pabOTKM EPCOHANBHBIX TaHHBIX.

06) CyObeKTbl TMepCOHAIBHBIX IAHHBIX, YbH MEPCOHAIbHBIC JIaHHBIE OyayT
00pabaTbIBaTHCS MO MOPYICHUIO.

B) TpeboBanus k 3amiure 00padaThIBA€MbIX EPCOHAIBHBIX TAHHBIX.

r) CpencrtBa 3amuTel HWHPOpPMAUH, KOTOpPBIE HEOOXOIUMO  TPUMEHSTH
IOPUITIECKOMY JIAIY, KOTOPOMY MOpy4eHa 00paboTKa ePCOHANBHBIX TAHHBIX.

12. Ha koM 5exXuT 00sS3aHHOCTh N0 JOKA3aTeNbCTBY IOJYYEHHUS COTJIACHS OT CyOBEKTa
MEePCOHAITBHBIX JTAHHBIX ?

a) Ha Pockomuanzope.

0) Ha ropunnueckom e, KOTopoMy HOPYy4UIn 00paboTKy.

B) Hu Ha xom.

r) Ha omepatope.

13. Cornacue cyObeKTa EPCOHAIBHBIX JaHHBIX JOJHKHO BKIIOYATh:

a) IlacnopTHble naHHBIE CYOBEKTa MEPCOHATBHBIX TAHHBIX WM €ro 3aKOHHOTO
MPECTaBUTEIIS.

06) KoHTakTHblE fAaHHBIE JMIA, OTBETCTBEHHOIO 3a OpraHu3alnuio o0paboTKU
MIEPCOHATBHBIX JaHHBIX.

B) Azpec omeparopa.

r) @davmwimu, WMeHa W OTYECTBA (PH3MUECKUX JIMI, KOTOPBIE OCYIIECTBISIOT
00paboTKy MepCOHAIbHBIX TAaHHBIX 0 MOPYYEHHIO OTepaTopa.

14. B cniyuae cmepTu cyObeKTa nepcoHaTbHbBIX JAHHBIX:

a) Ilonmyuyats corjacue Ha 00paOOTKYy €ro MEepCOHAIBHBIX IaHHBIX TpeOyeTcs y
HaCJIEJIHUKOB CYOBEKTa MEPCOHAIbHBIX IaHHBIX.

0) Ilonmywarp cormacue Ha 0OpabOOTKy €ro NEPCOHAIBHBIX JaHHBIX TpeOyercs y
Pockomuaazopa.

B) [lonydats cornacue Ha 00pabOTKY €ro MepCcoOHAIBHBIX TaHHBIX HE TPEeOyeTCs.

15. K cnenuanbHbIM KaTeropysiM MEPCOHATIbHBIX JAHHBIX OTHOCATCS:

a) CBelleHMs], KacaroIlHuecs: pacoBOM NMPHHAICKHOCTH.

0) CBeneHus, Kacaroluecs rpax1aHCTBA.

B) CBezieHus, Kacarolecs NOJUTHYECKHUX B3IJISAIOB.

r) CBelleHMs], Kacaroluecs: MHBAJIUIHOCTH.

16. C Touku 3peHus QenepanbHOro 3akoHa «O MepCOHAIBHBIX JAHHBIX» K OMOMETPpHUUYECKUM
NEPCOHAIILHBIM JJAHHBIM OTHOCSITCSL:

a) Bce cBeneHus, KOTOpble XapakTepU3YIOT (U3UOJOTHYECKHUE U OMOJOrHYecKue
0COOEHHOCTH YeJIOBEeKa, Ha OCHOBAHUHU KOTOPBIX MOYKHO YCTAaHOBHUTB €0 JJMYHOCTb.

6) CseneHus, KOTOpbleé BHOCATCA B 0a3y OMOMETPUUYECKMX MAaHHBIX TIpaxkJaH
Poccuiickont @enepanun.

B) Bce cBeneHus, KOTopble XapaKTepH3yIOT (DU3HOJIOTHYECKHE U OHMOJIOrHYecKue
0COOEHHOCTH YellOBeKa, Ha OCHOBAaHMM KOTOPBIX MOXXHO YCTAHOBHUTBH €r0 JMYHOCThb, U
KOTOPBIE MCIIOJIB3YIOTCS 7Sl YCTAHOBJIEHHUS €0 JIMYHOCTH.

17.Kto 00s3aH yOeauThCs B TOM, YTO WHOCTPAHHBIM TOCYAApCTBOM, Ha TEPPUTOPUIO
KOTOPOIO  OCYLIECTBISETCA Iepefaya IMEepPCOHANbHBIX JaHHBIX, 00ecreunBaeTcs
aJIeKBaTHasl 3allluTa MpaB cyObEKTOB MEPCOHATIBHBIX TaHHBIX?

a) OnepaTtop.

6) FOpuauueckoe 1110, KOTOPOMY HOPYUMITH 0OPabOTKY.

B) Huxro.

r) PockomHaazop.

18. CyObeKT nepcoHambHBIX JaHHBIX UMEET MPaBoO Ha MOJy4YeHHUE cleAyromed nHdopMauu,
Kacaroleincss 00pabOTKU ero nepcoHaabHbIX JAHHBIX:

a) [IpaBoBbIe OCHOBaHHUS U 11€TH 00PaOOTKH MEPCOHATBHBIX JAHHBIX.

6) IloumeHHBIH MepeueHb COTPYAHUKOB OIEpaTopa, KOTOPbIE UMEIOT JOCTYI K €ro
MEPCOHAILHBIM JIaHHBIM.
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B) CBenenuss 00 OCYHIECTBICHHOH WM O TPEANOJIATaeMOM TpPaHCTPAaHUYHON
nepeaaye JaHHbIX.

r) CBelleHHs O IPUMEHSEMBIX OTIEPATOPOM CPEJICTBAX 3AIIUTHI HHPOPMALINH.

19.1lpaBo TrpakgaHMHa Ha TOJydeHHEe HHMOpMaIMM, Kacamomeiics o0paboTKH ero
MEPCOHAIBHBIX JAHHBIX, MOKET OBITH OTPAHUYCHO:

a) Ha ocHOBaHMM 3asiBJIEHUSI IPYTOTO CyOBEKTA MEPCOHATBHBIX JAHHBIX.

0) B cinyuasx, ecaum oO6paboTka MepCcoOHAIbHBIX JAHHBIX OCYIIECTBIISETCS B CIy4asXx,
IIPEAYCMOTPEHHBIX 3aKOHOAATENbCTBOM Poccuiickoil ®Penepauuu O TPaHCIOPTHOU
0€30MaCHOCTH.

B) B cnyuasx, ecniu oOpaOoTka NEpCOHANbHBIX JTAHHBIX OCYIIECTBISETCS B LEJAX
000pPOHBI CTpaHbl, 0€30aCHOCTH FOCYAAPCTBA U OXPaHbI IPaBOMOPSIKA.

r) B caydasx, ecnn oOpaboTka mepcoHalnbHBIX JAaHHBIX OCYIIECTBIISETCS B paMKax
3aKOHHOM JI€ATEIbHOCTHU CPEJCTBA MAacCOBOI MH(POPMAIH.

20. KoHTponnb W Ham30p 3a BBINOJHEHHEM Mep IO O00eCle4YeHHI0 0e30MacHOCTH
MEePCOHANBHBIX TAHHBIX OCYIIIECTBIISIET (OCYIIECTBIISIOT):

a) MunkomcBs3u Poccun.

6) Pockomuamzop.

B) ®Cb Poccun.

r) ®CTOK Poccun.

21. Kaxoiif oprad rocyJapCTBEHHOH BJIACTH MMEET MPABO O3HAKOMIJICHHS C MEPCOHATHHBIMH
JTAHHBIMH TIPU OCYIIECTBICHHH KOHTPOJBHBIX U TIPOBEPOYHBIX MEPOTIPUSTHIA?

a) ®Cb Poccum.

6) Pockomuamzop.

B) ®CTOK Poccun.

22. Jlutia, BUHOBHBIC B HAPYIIEHUHU TOJIOKEHUH 3aKoHOAaTebcTBa Poccuiickoit deneparm
B 00JIaCTH MEPCOHATBHBIX JAHHBIX MPH 00pabOTKE MEPCOHAIBHBIX JaHHBIX PaOOTHHKA,
MOTYT OBbITh IPUBJICYEHBI:

a) K yrosoBHOM OTBETCTBEHHOCTH.

6) K aucuuruimHapHO# OTBETCTBEHHOCTH.

B) K aniMuHMCTpaTUBHON OTBETCTBEHHOCTH.

r) K maTepuanbHO OTBETCTBEHHOCTH.

Tect mo Teme 1.3 Opranu3anmoHHbIe OCHOBBI o0ecnieyeHusi HH(POPMAIMOHHOI
0e301acHOCTH

1. Pacmonoxure B NMpPaBWIBHOM MOPSIKE 3Tarbl paboT MO oOecneyeHuio Oe30MacHOCTH
nHpOpMaIuu.
1) Ouenka cooTBeTCTBUS 00BEKTa HHPOPMATH3AIIH.
2) BrisiBiieHue u aHanm3 HHQOPMALMOHHBIX aKTHBOB.
3) IIpoextupoBanue (pa3paboTKa) CUCTEMBI 3aLIUTHl HH()OPMALHH.
4) ®opmupoBanue TpeOOBaHUH K 3aIIUTE UH(DOPMALIHH.
5) BHenpenue cuctemsl 3alIUThl THPOPMALIUH.
6) DKcIuTyaTalusi CHCTEMBI 3aIUTHl HHPOPMALIUH.

a)1)2)3)4)5)6).
6)4)2)3)5)1)6).
B)2)4)3)5)6)1).
r)2)4)3)5)1)6).
2. Ilyctp He 00e3MMuUEHHbIE MEPCOHANBHBIE JAHHBIE O COCTOSHUM 3/I0pOBbSI BCEX I'pa)aaH
SIpocnaBckoii oOmactu 0OpabaThIBalOTCSI B MH(MOPMAIMOHHON cUcCTeMe, Uil KOTOPOii
aKTyaJIbHbl YIpO3bl CBS3aHHBIE C DKCIUTyaTallMed ysI3BUMOCTEH B NPHUKJIAJHOM, HO HE B
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CHCTEMHOM NpOrpaMMHOM obOecrieueHun. Kakoil ypoBeHb 3aIIMIIIEHHOCTH JOJDKEH OBITh
YCTaHOBJIEH JUIS TAKUX MEPCOHATBHBIX JJAHHBIX?

a) Y31.

0) V32.

B) ¥Y33.

r) V34.
[TycTs He 00e3MM4YeHHBIC IEPCOHATBHBIE JAHHBIE B TOM YHcie GoTorpadusi COTPYIHHKOB
HeOompimoro (mo 10 000 coTpyaHUKOB) MpeAnpusaTHS 00pabaTHIBAIOTCS B CHUCTEME
KOHTPOJISL M YIPABJICHUS JTOCTYIIOM, JUIi KOTOPOW aKTYyaJlbHBI YI'PO3bl HE CBS3aHHBIC C
OKCIUTyaTalel yI3BUMOCTEH B MPUKIATHOM U CUCTEMHOM IPOTPaMMHOM OOECIICUEeHUH.
Kakoi#t ypoBeHb 3alIMIIEHHOCTH JOJDKEH OBITH YCTAHOBIEH U TAaKUX IMEPCOHAIBHBIX
TAHHBIX?

a) Y31.

0) V32.

B) ¥Y33.

r) V34.
Bueninne HapymuTeny peanu3yroT yrpo3bl:

a) M3 BHeIHUX ceTelt CBSA3H 00IIEro NoJb30BaHusl.

6) HenocpencrsenHo B M”HGOPMAIIMOHHBIX CUCTEMAX.

B) U3 cereil MexxyHapoJHOTO HH(POPMAIIMOHHOTO OOMEHA.

r) Haxomsicek B peziennax KOHTPOIUPYEMOM 30HBI.
[IpumepamMy BHENTHUX HAPYIIUTEIECH MOTYT SABISTHCS:

a) [Tonb3oBaTenm MHPOPMAITMOHHON CHCTEMBI.

0) Konkypupyroriue opraHu3amum.

B) HemoOpocoBecTHbIC MapTHEPHI.

r) O6Ccmy>KUBaIONIUi MTEPCOHANI OpPraHu3aIiH.
[IpumepaMu BHYTpEHHUX HApYIIUTEIEH MOTYT SIBJISTHCS:

a) AIMUHUCTpATOPbl 0€30MaCHOCTH MH(POPMAIIUOHHBIX CUCTEM.

6) CroponHue (HpU3MIECKUE JIHIIa.

B) JIuna, oGecrieunBaromye COMpoBOKICHUE MPOrPAMMHOTO 00eCTIeueHUs!.

r) KpuMuHanbHble CTPYKTYPBHI.
K 00beKTUBHBIM yrpo3aM OTHOCSTCS:

a) Ommbku 00CTy)KHUBAKOIIETO MTePCOHAIA.

0) Jedektpl, cOOM W OTKa3bl, aBapUH TEXHHYECKUX CPEACTB M CHCTEM OOBEKTOB
nH(pOpPMAaTU3AIIHNH, A TaK K€ CUCTEM 00ecredeHus: 00BHEKTOB MH(POPMATU3AIIH.

B) [IpupoaHbie sBieHUS, CTUXUITHBIE OEICTBUS.

r) @akTopbl COUANBHO-TIOTUTHYECKOTO XapaKkTepa.
Yrpo3sl yreuku uH(pOpMaIi BO3MOKHBI IOCPEACTBOM:

a) Bo3zzelicTBus TporpaMMHBIMH CpPEICTBAMH B KOMILJIEKCE C MpeIHAMEPEHHBIM
CHJIOBBIM 3JIEKTPOMAarHUTHBIM BO3JECHCTBUEM.

0) [lepenaun nHpopmaIu Mo OTKPHITHIM KaHAIaM CBSI3H.

B) IloaximroueHns K TEXHUYECKUM CPEACTBaM M cucTeMaM 00beKTa MHPOpMaTH3aIIH.

r) O6paboTku MHPOPMAIIMK Ha HE3aIUIIEHHBIX TEXHUYECKUX CPeJICTBaX 00paboTKH
uHpOpMalnH.
VYTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYIa K MH(POPMALIUHU, PEaTU3yIOTCS ITyTEM:

a) KonupoBanust unopmannu Ha He3apEeTrUCTPUPOBAHHBIN HOCUTENb HH(OPMAIIUH.

0) XuIeHust HoCUTeNs 3aluiaeMoil nHpopmaIuu.

B) HMcrmonp3oBaHMs  OPOTPaMMHOIO  OOECIEYEeHUs  TEXHUYECKMX  CPEJICTB
MH(POPMAIIMOHHOM CHCTEMBI, Yepe3 IPUMEHEHNE BPEOHOCHOTO MPOrPaMMHOT0 KOJa.

r) CHIOBOrO 3JMEKTPOMAarHUTHOTO BO3JEWCTBUS MO MPOBOJHBIM JIMHUSAM CBSI3U Ha
MOPTHI BBOJIa-BBIBO/Ia CUTHAJIOB U TIOPTHI CBSI3H.
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10. Kakue cpeactBa 3amuThl WHGOPMAIUM OOBIYHO TMPUMEHSIOTCS JUISL OOECIICUCHHS
6e3omacHoCcTH HHpOpManuu, 00padaTsiBaeMOii Ha aBTOHOMHBIX KOMIIBIOTEPAXx:

a) CpenctBa 3amuThl HHPOPMAIHH OT HECAHKIIMOHHUPOBAHHOTO JIOCTYTIA.

0) MexceTeBble SKpaHbl.

B) CpencrBa kpunrorpaguyeckon 3auThl HHPOPMALIUH.

r) CpeacrBa aHTUBUPYCHOM 3aIlIUTHI.

1) Cucrembl 0OHApY)KEHHUST BTOP>KECHUIA.

11. Kakue cpencrBa 3amuThl  HWHGOPMAIMHM  IO3BOJIAIOT  00ecneuuTh 0€301acHOCTb
uHbOpMaIMK, TEepeAaBaeMO IO KaHalaM CBS3M, BBIXOJAIIMM 32  MPEICIb
KOHTPOJIMPYEMOM 30HBI:

a) CpexacrtBa 3amuThl HHPOPMALIMK OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

0) MexceTeBble SKpaHbI.

B) CpezactBa Kpunrorpaguueckoi 3amuTbl HHPOPMAaIIH.

r) Cucrembl 0OHapy>KEHUsI BTOP>KEHUI.

12. Kakoii BuA CpeACTB 3aIIUTHl WH(POPMALMHU TIO3BOJIIET KOHTPOJIMPOBATH Pa3IHMYHBIC
KaHaJIbI Tepeiauid HHPOPMAIUH: dIIEKTPOHHYIO ITOYTY, MECEH/KEPHI, CheMHBIE HOCHTEIH
uHpopmanuu?

a) IPS.

6) DLP.

B) IDS.

r) CSP.

13. Attectanus 00beKTOB HHGOPMATH3AIUN — ITO:

a) JlokyMeHTaJIbHOE YIOCTOBEPEHHE COOTBETCTBHS MPOAYKLNHU WK UHBIX OOBEKTOB,
MPOLIECCOB MPOEKTUPOBAHHUSA, IPOU3BOJICTBA, CTPOUTENHCTBA, MOHTaXa, HaJIaJKH,
SKCIUTyaTallM, XpaHEHUs, TePEeBO3KH, peau3alliid U YTUIW3AlUU, BBIMOJTHEHUS PadoT
WIM OKa3aHusi yciayr TpeOOBaHUSAM TEXHMYECKHUX PErJIaMEHTOB, IOJIOKEHUSM
CTaH/IapTOB, CBOJIOB IIPABHII WJIH YCIOBHSIM JIOTOBOPOB.

0) IIpssMoe miu KOCBEHHOE OIpeieieHne co0toIeHus] TpeOOBaHUM, TPEIbIBISEMbIX
K 00BEKTY 3allUTHI.

B) OduumansHoe NpU3HAHHE KOMIIETEHTHOCTH (DM3MUYECKOTO WU IOPUAUYECKOTO
JIUIA BBIMOJIHATH PabOTHI B ONpeeICHHOM 00IacTH.

r) Kommiekc opraHm3anmoHHO-TEXHUYECKUX MEpPONPUATUHN, B pPe3ybTaTe KOTOPBIX
MOCPEJICTBOM CHEIMAIBLHOIO JOKYMEHTa MOJTBEPKIAeTCsA, YTO OOBEKT COOTBETCTBYET
TpeOOBaHUSM CTAHJAPTOB WM HHBIX HOPMATHBHO-TEXHUYECKUX JOKYMEHTOB IO
0e301macHOCTH HH(GOPMAITUH.

14. Kakoit nokyMeHT naeT mpaBo 00paboTku MH(OPMALKMU C yKa3aHHBIM B HEM YPOBHEM
KOH(UIEHITNATIBHOCTH?

1) Jlunensust.

2) AtTecTar akKpeaUTaIIH.

3) Cepruduxar.

4) ATTecTat COOTBETCTBUSL.

15.Ha HacToAmmii MOMEHT CpOK JEWCTBHUS arTecTaTa COOTBETCTBHMS HH(POPMALMOHHOM
CHCTEMBI, B KOTOpoi 0OpabaThiBaeTCsl KOH(pUIeHIIMaAIbHAs HH(pOpMals, B caydae, ecliu
B XOJI€ €€ KCIUTyaTalliy, B Hee He BHOCATCS CYILIECTBEHHbIE N3MEHEHHS, COCTaBIISET:

a) 3 roxa.

0) 5 ner.

B) Bech cpok skcrutyaranuy nHGOPMAIIMOHHON CUCTEMBI.

16. TecTupoBaHue Ha IPOHUKHOBEHHE — 3TO CKOpEE:

a) AHanmu3 ya3BUMOCTeH HH(POPMALIMOHHOM CUCTEMBI.

6) HcnblTaHust cucTeMbl 3alIUTHl MUH(OPMAIMK IMYTEM OCYIIECTBIEHHS MOMBITOK
HECAaHKIIMOHUPOBAHHOTO OCTYMA (BO3JCHCTBUS) K NH(POPMAIIMOHHOM CUCTEME.
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TecT no Teme 2.1 ApxuTeKTYpa KOMIBIOTEPa

3a HEMOCPEICTBEHHOE BBINIOJHEHUE OTIEPALlUU B IIPOLIECCOPE OTBEYALT:

a) ApupMETHKO-JIOTUYECKOE YCTPOMCTBO.

0) Kamr-namsre.

B) Biiok ynpasienus.

r) Peructpsl.

Ucnonw3ys 10 Out mist aapecanuu sdeek HamsaTd pasMepoMm | OalT, MBI CMOKEM
o0ecreunTh afpecanuio CIeayoero oobemMa mamMsITH:

a) 10 Oaiir.

6) 80 Gaifr.

B) 1024 0Oaiir.

r) 1024 6ur.

Pacnionoxxute B mopsike yBennueHust 00beMa maMsITH.

a) Crpanura.

0) bur.

B) CioBo.

r) bank.

n) Sueiika.

Pacrnionoxwute BUABI TaMsTH B TIOPSAKE YBETUIEHUN CKOPOCTH PaOOTHI.

a) Peructpsl mpornieccopa.

0) TBepmoTenbHBIC HAKOTTUTEIIH.

B) OcHoBHas (OTepaTUBHAsN) MAMSTh.

r) ONTHYECKUE TUCKH.

1) MarHuTHbIE )K€CTKUE JUCKH.

e) Kom-namsrs.

Kakas xoH1enuust 00bIYHO peaau3yercs B Mpolieccopax BUICOKapT?

a) MHO>XeCTBEHHBII MOTOK KOMaH]l, MHOXKECTBEHHbBIN MOTOK JAHHBIX.

0) OQMHOYHBINA TOTOK KOMaH]], MHO>KECTBEHHBIH MOTOK TaHHBIX.

B) MHOECTBCHHBIN MMOTOK KOMaH/[, OTMHOYHBIN MOTOK TAHHBIX.

r) OIMHOYHBIN MOTOK KOMaHI, OTMHOYHBIN MMOTOK JAHHBIX.

J1J1 COBpEeMEHHBIX MAarHUTHBIX )KECTKUX AUCKOB XapaKTEepPHO:

a) bonpIiast cToMMOCTB IO OTHOIIEHHIO K TBEPAOTEIHHBIM HAKOTUTEIISIM.

0) [locTenenHoe U3HANIMBAaHUE TPAH3UCTOPOB.

B) Hannure MexaHHYECKHUX JIEMEHTOB.

r) PacmosioxkeHue KOHTpoJIIepa Ha MAaTEPUHCKOM TijIaTe.

1) bonpimii 06beM mamMsATH 10 CPAaBHEHUIO C TBEPAOTEIbHBIMA HAKOTUTEIISIMH.
Kakas mumua nHaubosiee pacmpocTpaHeHa Ha TEKYIIMH MOMEHT B THEPCOHATbHBIX
KOMITBIOTEpaXx:

a) ISA.

0) PCI.

B) PCI Express.

r) SCSI.

ITycTh TakTOBast 4yacToTa MIMHBI KOMIbioTepa cocTaBisgeT 5 I'T. 3a oauH TakT 1o muHe
MOJKHO nepeaath 16 6ut. OueHure CKOpoCTh nepegadu HHGOpMaLuy 1o muHe?

a) 80 MerabuTt B CEeKyHy.

0) 10 ['urabaiit B cCeKyHIy.

B) 80 ['mraGaiT B cekyHTy.

r) 21 ['urabaiit B ceKyHuy.

J1st IpOEKIIMOHHO-EeMKOCTHBIX CEHCOPHBIX 3KPAaHOB XapaKTEePHO:

a) Beicokasi CKOpOCTh OTKJIMKA MPH KACAHHUH.

6) Bo3MOXHOCTb yrpaBiieHUs pa3IMYHbIMU YCTPOMCTBAMHU.
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B) [Togneprxkka multi-touch.
r) HeB03MOXXHOCTD ONpe/IeICHUs CHIIbI HAXKATHSL.
n) [Ipobnema «IBOCHUSD.

10. DnemeHTaMM KUAKOKPUCTATUINIECKOTO MOHUTOPA SIBIISIOTCS:

a) JIyueBas TpyOKa.
0) UcrouHuk cBera.
B) XKK-marpuna.

r) [13C-marpuna.
1) DIEKTPOIbI.

11. Kakoii 3neMeHT MpUHTEpa OTBEUYACT 3a (PUKCAINIO TOHEpa Ha Oymare:

a) doToBai.

6) TepmoBa.

B) Ponnk nepenoca.

r) Ban nomaun ToHepa.

12. Ha3nadeHnueM j1a3epa B IIBETHOM MPUHTEPE SBIISCTCS:

a) Hanecenue Tonepa Ha orosas.

0) duxcamus ToHEpa Ha Oymare.

B) YIaJeHue HECYIHX 3apsi/i SJIEMEHTOB ¢ (poToBaa.
r) [Togaya Gymaru B puHTED.

13. DnemMeHTaMU TTUPPOBOI BEO-KaMepHhI SBIISIOTCS

a) ®oToruIeHKa.
0) OOBEeKTHB.

B) I13C-Mmatpuiia.
r) ®ukc-dokyc
n) Iponeccop.

14. JIns KOHAEHCATOPHBIX MUKPO(OHOB XapaKTEepPHO:

a) Cnabast 9yBCTBUTEIIBHOCTb.

0) YCTOWYMBOCTH K yIapam.

B) BhicOKas 4yBCTBUTEIILHOCTD.

r) 3aBUCHMOCTh OT TAPAMETPOB OKPYKAOIICH Cpejibl (TeMIIepaTyphl, BIAKHOCTH).
1) [IpuMeHeHre B CTYIUAX 3BYKO3AITUCH.

Tect no Teme 3.1 BBenenue B HH(OPMAIMOHHYIO 0€30MIACHOCTH ONEPANHOHHBIX CHCTEM

1.

2.

IIycte B OC peann3oBaHO AUCKPEIMOHHOE YIPABJICHHE TOCTYIIOM CO CIEAYIOIIUMU
npaBaMu: ureHue(r), 3amuch(w) u ucnosHeHue(x). [IpucyrcTByer daiin npunoxeHus
«KanpkynsaTop.exe» co cieayronmM cnuckoM nocryna: (Amuca: rwx), (Bopuc: rx).
BriOepuTe npaBUIIbHBIC YTBEPKICHUS:

a) Airca MOXeT 3allyCTHTh NpriIoxkeHne «KaabKynsTop.exe».

6) bopuc He MOXeT 3amycTUTh npuiiokeHne «KanpkynsTop.exey.

B) Allca He MOXKET H3MEHUThH cozepxkumoe daitna «KambKkymsTop.exey.

r) Bopuc Moxer nuameHuTh conepxkumoe (aiina «KanpKymsTop.exey.
ITycts B OC peanu3oBaHO IPyIIOBOE YIPaBIEHUE JOCTYIIOM CO CIEAYIOIIMMH IPaBaMu:
yrenue(r), 3amuch(w) u ucnoiaHenue(x). IlpucyrcrByer ¢aiin «Hakmagnas.docx» co
cnenyromuM crnuckoM gocrtyna: (Byxranrepsi: rw), (Kypbepsi: r), (Amuca: rw). B
cHUCTEME 3aJaHbl pOJHM, B KOTOPHIE BKIIOYEHBl COOTBETCTBYIOIIME II0JIb30BATEIN:
(byxranrepsr: bopuc, Tamuna), (Kypbepsi: Buxrop). BriGepute mnpaBuiibHbIE
YTBEP)KICHUS:

a) bopuc He MoxeT U3MeHUTH coaepkumoe (aitna «HakmaaHas. docxy.

0) [anuna MokeT unTath conepxumoe Qaiina «Haxmamanas.docxy.

B) BukTop MoxeT n3MeHHuTh conepkumMoe daiina «Haxmamgnas.docx».

r) Buktop Moxer untath conepxkumoe Qaiina «Haxmamgnas.docxy.
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1) Anrica MOXKET H3MEHHTH cojiepxumoe (aiina «Haxmamanas.docx».

IIycte B OC peanu3oBaHO MaHAATHOE YIpaBlieHHe aocTynom. [lpucyrcrByer daiin
«log.txt» ¢ ypoBHeM cekperHocTH 1. [IpHcyTcTBYIOT moip3oBatenn Annca ¢ ypOBHEM
nonycka 1, bopuc ¢ ypoBHem gomycka 2 u Bukrop ¢ ypoBHeM pnomnycka 0. Beibepure
MIPABUIILHBIE YTBEPIKICHHS:

a) Buktop Moxer usmMeHuthb cozaep:kumoe daitna «log.txt».

0) Bukrop MoxxeT uutath conepxumoe daiina «log.txty.

B) AJlrca MOXKET U3MEHHUTH coJiepkumMoe daiiia «10g.txty.

r) Anmica MOXKeT YUTaTh coaepkumoe Qaiina «log.txty.

1) bopuc Moxer u3MeHUTh coaep:kumoe (daitna «log.txt».

¢) bopuc Moxer uutath conepxkumoe daiina «l0g.txty.

[Tycts B OC peanuzoBaHa Mojaenb menoctHocTH buba. [IpucyrcrByer daitn «log.txty ¢
ypoBHEM 1ienocTHOCTH 1. IIpucyTcTBYIOT nojp3oBaTenu Anuca ¢ ypOBHEM LEIOCTHOCTH
1, Bopuc ¢ ypoBHem menoctHoctr 2 u Bukrop ¢ ypoBHeM nenoctHoctu 0. Beibepute
MIPABUIILHBIE YTBEPIKICHHSL:

a) BukTop Moxer u3mMeHuTh coaepkumoe (daitna «log.txt».

0) Amrca MOKeT U3MEHHTH cozepskumoe (aitna «10g.txt».

B) Bopuc mMoxeT m3mMeHuTh copepkumoe Gaiina «10g.txt».

r) Bece Tpoe moryt untath conep:kumoe daitna «log.txt».

Bri6epute npaBuibHbIe YTBEPKIEHUS O ayTeHTU(UKAIK B coBpeMeHHbIX OC:

a) Ilaponu mosib30BatTenst XpaHITCs Ha JUCKE, HA KOTOPOM YCTaHOBJIEHA CHUCTEMa, B
MepBOHAYAIILHOM BUJIE.

0) OrajoHHBIC 3HAYCHUS, HEOOXOIWMBIC [UII TPOXOKIACHHUS OHOMETPUUYECKON
ayTeHTU(UKALMK, XpaHATCA B CHCTEME B HEJOCTaTOYHOM [UIsi BOCCTAHOBJICHHS
M3HAYaIbHBIX OMOMETPUYECKHX JaHHBIX 00BEME.

B) TokeH Qu3MYECKH H3rOTOBJIEH TaKUM OOpa3oM, 4YTO CYHUTHIBAHHE C HEro
3aKpBITOTO KJII0Ya ABJISETCS HEBO3MOKHOW WM IOPOTOCTOAIEH OTEepaIuen.

r) JIast ayTeHTHQUKAIMK C TOMOIIBI0O TOKEHA B CHCTEME JOJDKEH MPHCYTCTBOBAThH
OTKPBITBHIN KJIIOY M0JIH30BATENsl, COOTBETCTBYIOIINI 3aKPHITOMY KIIFOUY Ha €r0 TOKEHE.
Uto He BXOAWT B MeTaiaHHbIe (paiisia (BbIOEpUTE OJTMH BapyuaHT)?

a) Bpems cosznanus daitna.

0) Azpec KOPHEBOH AUPEKTOPHH.

B) Bpems moaudukanuu ¢aiina.

r) Azpeca KJIacTepoB COACPKUMOro (aiiyios.

1) Uadopmanus o Biagensie daiia.

BriGepute BepHbIE YTBEPKICHHS O YIIPaBICHUU NMaMATHIO0 B coBpeMeHHbIX OC:

a) Copemennbie OC HCMONB3YIOT BUPTYAIbHYIO TAMSATh.

6) CoBpemennsie OC He 3alMIIAIOT MaMATh OJHUX MPOIECCOB OT YTEHUS APYrUMHU
MpoLeccamu.

B) CoBpemennbie OC pa3nessifoT 0Oy MaMsaTh MEXY MPOIECCaMU, YaCTO B TaKOil
MaMsTH HaXOAATC OMOTHOTEKH.

r) CoBpemennbie OC HHKOT/a HE BBIFPYKAIOT YaCTH ONCPATUBHOW MaMSITH Ha JIMCK
BO BpeMs pabOTBHI.

1) B coBpemennbix OC mamsTh pa3duTa Ha MajleHbKHE (parMeHThl, Ha3blBaeMble
CTpaHHUIIAMHU.

Bribepute BepHbIe yTBEPKICHHUS O MIJIAHUPOBIIHKE:

a) [lmaHMpOBIIMK BBIIENSIET MPOLECCOPHOE BpeMs KOPOTKHMMH HHTEpBalaMH,
Ha3bIBAEMBIMH KBAaHTaMH.

6) B cinyuae uCHOJHEHHS MPOLECCOM HWHCTPYKLUUH, Ui 3aBEPUICHUS KOTOPOH
TpeOyeTcst ITUTENbHOE OXHJAHHE, MJIAHUPOBLIMK IEPEBOAUT IPOLECC B COCTOSHHE
«3a0JIOKUPOBaH» M HE OyIeT BBIACIATH €My MPOIECCOPHOE BpEMsi, IIOKa COCTOSHHE HE
CMEHHUTCS Ha «TOTOBY.
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B) [lns paboThl IJIaHUPOBIIMKA MPOLIECCH JOJDKHBI CaMH Iepe/iaBaTh Ha HEro
yIpaBiI€HHE, TaK Kak KoMmIbloTepsl He mnpepoctaBiasitor OC  MmexaHusma Ui
MIEPUOIUYECKOI0 IPEPHIBAHMSI BHIIIOJIHEHUS NI0JIb30BATENBCKOTO MTPOLIECCa.

r) B muaHupoBaHMM MO NPHOPUTETaM BCE IMPOLECCHI C Pa3HBIMU MPHOPUTETAMH
[IOJIy4arOT IPUMEPHO OJMHAKOBOE KOJIMYECTBO BPEMEHH.

9. Bribepute BepHOE yTBEepKIeHHE (BRIOSPUTE OJUH BapUaHT):

a) OC peann3zoBaHa armapaTHO B MPOIECCOPE.

6) OC peanu3oBaHa anmapaTHO B MaTEPUHCKOM IIjIaTe.

B) OC - mnporpamMmmHOe oOecredeHre, KOTOPOe MPEAOCTABISCT TPHIOKCHUSIM
pecypchl anmnapaTtHoro odecrneyeHus KOMIbIOTEPAa B BUJE yIOOHBIX aOCTpaKlUii, HO He
YIPaBISET 3TUM allllapaTHbIM 00eCIeueHUEM.

r) OC — mporpaMMHOe oOecrieueHre, KOTOPOE MPEHAOCTABISCT TMPHIOKCHUSIM
pecypchl ammaparHoro oOecledeHHsl KOMIbIOTepa B BHUAE YAOOHBIX aOCTpakuMil U
YIPaBISET 3TUM allllapaTHbIM 00eCIeUeHUEM.

10. Beibepure BepHOE yTBEpKICHUE (BBIOCPUTE OJIMH BAPHAHT):

a) B OC kommbroTepa ¢ OJHOSIEPHBIM IPOLECCOPOM B Ka)blii MOMEHT BpEMEHU
MOKeT paboTaTh TOJIKO OJIMH IPOIECC.

6) B OC xommpioTepa C OTHOSACPHBIM IPOIIECCOPOM Y TIPOIIECCOB BCETraa
MPUCYTCTBYET TOJILKO OJINH MOTOK.

B) B OC koMmmbioTepa ¢ MHOTOSICPHBIM MPOIECCOPOM B KOHKPETHBIH MOMEHT
BPEMEHHU MOTYT BBIMOJIHATCS HECKOJBKO MOTOKOB OJHOTO Ipoliecca.

r) B OC koMImbioTepa ¢ MHOTOSICPHBIM IPOIIECCOPOM KOHKPETHBIH MPOIIECC MOYKET
UCIOJIb30BaTh TOJIBKO OJTHO SAPO MpoLEccopa.

Tect no Teme 3.2 UndopmannonHasi 6€30MacHOCTb ONMEePANMOHHBIX CHCTEM ceMeiicTBa
Windows

1. Ha ocHoBe kakux gaHHbIX cyOobekTa OC Windows npuHHMaET penieHue o 1ocTymne?
a) Xem 3HaYeHUE MApoJIs MOJIB30BATENS, 3aIIyCTUBIIETO IIPOLECC.
0) TokeH mepeBOIIOMICHHUS.
B) W aentudukarop nporecca.
r) TokeH gocTyrma.
1) ba3oBeIii mprOpUTET IIpoIiEcca.
2. Ha ocHoBe kakux gaHHbix 00bekTa OC Windows npuHHUMAaeT peuieHue o 1ocTymne?
a) [IpuBunerun.
6) TokeH moctymna.
B) Jleckpuntop 6e30MacHOCTH.
r) CHCTEeMHBIH CIIUCOK YIIPABJICHHS JOCTYIIOM.
1) Crioco0 ayreHTH()UKALUK [T0Tb30BATEIS.
3. Kaxue npumuTuBHBIE IpaBa 00beuHseT B cede npaso ureHuss OC Windows?
a) «Utenue arpuOyTOB 0€30MACHOCTHY.
0) «UTeHue CUCTEMHBIX aTpUOyTOBY, «UT€HUE aTPUOYTOB OE30MTaACHOCTHY .
B) «UTeHHe TaHHBIXY.
r) «UTeHHne CHCTEMHBIX aTpUOYTOBY», «YTCHHUE aTpUOYTOB OE30MACHOCTHY, «ITCHHE
JTaHHBIX».
1) «UTeHne CUCTEMHBIX aTpuOYTOB», «YTEHUE aTpUOYTOB OE30MACHOCTHY, «UTCHHE
JTAHHBIX», «BBITIOJHEHUE (alIOB» U «IIEPEXO] B TUPEKTOPUIO.
4. BpiOepuTe MpaBUIIbHBIE YTBEPXKACHUS 0 MaHAaTHOU nonuTnke «He-3anucsiBaTth-BBepx»
OC Windows:
a) OGecrieunBaeT CBOMCTBO I[EIOCTHOCTH JTAHHBIX.
6) ObecnieunBaeT CBOMCTBO KOH(UACHIIUATLHOCTH JTAaHHBIX.
B) Mcnonb3yercst B cUCTEME TOJBKO JJIsl 0OBEKTOB CETEBBIX COKETOB.
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10.

r) HesBHO ucnonb3yercs ans Bcex NTFS-daiinos.

1) Pasperraer 1octym Ha 3alKMCh TOJIBKO CyOBEKTaM C YPOBHEM IICJIOCTHOCTH PaBHBIM
WK OOJBIINM IO OTHOIICHHUIO K YPOBHIO IIEIOCTHOCTH OOBEKTA IOCTYIA.

Kakue u3 nepeunciennsix npaB OC Windows npeaoctaBisieT IO yMOJIYaHUIO BIAICNbILY
¢aitma?

a) Yurate CCY /.

6) Yurats ACY .

B) UuraTh comepxumoe daiina.

r) Usmensats JCY /.

1) Usmenste CCY/I.

e¢) U3mensars conepxumoe daiina.

BreiOepere mpaBWIIBHBIC  YTBEPXKICHHUS OTHOCHUTEIBHO  QJITOPUTMA  OMPEICIICHUS
npaBoMmepHocTu goctyna OC Windows:

a) IlepBeiM pelicTBUEM SBJISIETCS MPOBEPKAa COOTBETCTBHS JOCTYyNa MaHAATHOM
TIOJIUTHKE.

0) IIpoBepka COOTBETCTBUS JIOCTYIIa MaHAATHON MOJMTHKE OCYIIECTBISETCS MOCIe
ananm3a 3anuceit JJCY /1.

B) Ecnu npu mocnenosatensaoM ananu3se 3anuceit JJCY /] oka3piBaeTcsi, 4TO OJIHO U3
3aIpamruBaeMbIX TpaB 3aMpenraeTcs B TEKYIIEH 3ammucH, To TOCTYH 3alperiaeTcs.

r) Ecaim mpu mocnenoBatensHoM ananuse 3amuceir JICY]] pasperraronue mpasa
TEKyIleld 3almucd B CyMME C pa3pellalomuMy  TpaBaMd  MPEABIAYIINX 3aIucel
MEPEKPHUIH BCE 3alpalllBaeMble paBa, TO JOCTYI pa3peraeTcs.

1) Ecau B criuckax JICY/] He ObLTO 3ampeniaroinx 3amnpaiiiBaeMbie IMpaBa 3amncei,
U B TO K€ BpEMs BCE pa3pellaroliye 3alicu He TMepeKphUIn 3arpalivBaeMble MpaBa, TO
JOCTYII 3aMperiaeTcs.

Kaxkast mpusunerus OC Windows mo3BosieT 4uTath JIF000M (aitn BHE 3aBUCUMOCTH OT
3aJaHHBIX TpaB?

a) [IpuBuierus co3ganus pe3epBHBIX KOMHIA.

0) [IpuBuierus H3MEeHEHUs] CHCTEMHOTO BPEMEHHU.

B) [IpuBHsIerys 3aBepIieHus] padOThl CUCTEMBI.

r) [IpuBuierus yBeiauyeHus padoduero Hadbopa.

1) IpuBuierus co3nanus aiiaa moKauKky.

BriGepuTe cymnHocTH, He BXosmMe B TokeH goctymna B OC Windows:

a) SID mosib30Bates.

0) JICY ]I Bcex 00bEKTOB CUCTEMBI.

B) SID-bI rpymi.

r) CCY]] Bcex 00BEKTOB CHCTEMBI.

1) IpuBuneruu.

Bri6epuTte cymnocTu, BXoAsmue B Jeckpuntop 6ezonacHocti oobekta B OC Windows:

a) SID Bnamenbiia 00bEKTA.

0) AMCKpEeMOHHBIN CITUCOK YIPABIEHUS JOCTYIIOM.

B) CHCTEMHBIN CITUCOK YIPABJICHHS JOCTYIIOM.

r) CIIUCOK TOKEHOB JIOCTYIIA MPOIIECCOB, OCYIIECTRIISIONINX TOCTYI K 00BEKTY.

1) YPOBEHb HETOCTHOCTH.

Kakme w3 TyHKTOB TMpaBWJIBHO OMNHUCHIBAIOT (UIBTPOBAHHBIA TOKEH JOCTYyIa
anmuuuctparopa B OC Windows?

a) YpOBEHb 1IETIOCTHOCTH YCTaHABIUBACTCS CPETHIM.

0) YpoBeHb LIEJTOCTHOCTH YCTAHABIUBACTCS BHICOKHM.

B) CIIMCOK NPUBUJICTHI, KOTOPbIE MOTYT MOTACTh B (PMJIBTPOBAHHBIN TOKECH, CHIJILHO
OTpaHHUYEH.

r) Ilpu ompenenenun mnpaBomepHocTH poctymna cpeau 3amuced JACYJ ¢ SID
aJIMUHHUCTPATHBHBIX TPYIH OYAYyT YYTCHBI TOJHKO 3aIPEIIAIOIIHe.
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a) Cnucky MPUBHIICTHI OJJMHAKOBBI B OOBIYHOM M (DHIBTPOBAHHOM TOKEHE JOCTYIIa
aIMUHUCTPATOPA.

TeCT I10 TEME 32 I/IH(l)OpMaIII/IOHHaﬂ 6630H30HOCTB Ol'lepaIIHOHHbIX CUCTEM ceMeﬁCTBa
Linux

1. Ha ocHoBe kakux qanHbIX cyobekra OC Linux mpuHUMAaET penieHue o 10CTyre?
a) SUID-6wur.
0) Sticky-6wur.
B) YUeTHbIC JaHHBIC.
r) UID mporiecca.
1) DNEeKTpOHHAS TOAMUCH TPOrPaMMBI.
2. Kakwue npaa npucyrctByrot B OC Linux:
a) cnonuenue.
0) Urenwue i-node.
B) Urenue.
r) Ynaneuue.
1) 3arnuce.
3. Jus gero ciyxut SUID-6ut B OC Linux?
a) [To3BosIsieT 3aImycTUTH MPHIIOKEHUE OT UMEHH BIIaJielbIia (aiiina MpHiIoKeHHs .
0) ITo3BoJIsIeT 3ayCTUTh MPUIIOKEHUE OT UMEHU CYTIEPIIOIH30BATEIIS.
B) ITo3Bosster 3anmycTuth mpuiaoxenue ¢ npusmiaerucii CAP. SYS ADMIN.
r) [To3Bossier 3amycTuth npuiaoxkerue ¢ UID paBHBIM HYITIO.
)  3amperiaeT  3amyCcK  OPWIOKEHHS ~ BCEM  IOJIb30BATENsIM,  KPOME
CYIEepIOIb30BaTENS.
4. Yto nmenmaeT Macka B CIHCKE yrpaBieHus 1octynoM (aiina B OC Linux?
a) 3azaeT MakCUMaJbHbIE IPaBa, KOTOPHIE MOYKHO MOJYYUTh U3 3aIUCEH JUIs TPYII.
0) 3amaeT MaKCUMabHbIE MPaBa, KOTOPbIE MOKHO MOJIYYUTh U3 3aIIUCH OCTAIBHBIX.
B) 3aJaeT MaKCHMaJIbHbIC TpaBa, KOTOPbIC MOKHO IMOJYYUTh M3 3alHCU BJaJeiblla
(haiina.
r) 3amaeT MaKCHMMaJbHbIC MpaBa, KOTOPbIE MOXKHO MOJYYUTh W3 3amHCcei Jis
M0JIb30BaTeNei U IPYIIIL.
n) 3amaeT MakcHMalbHbIC TpaBa, KOTOPHIE MOXKHO TOJIYYUTh M3 3amucedl uis
I10JIb30BaTEIICH.
5. Uro Takoe conb xeni-3HaueHus napois B OC Linux?
a) CTpoka, kKoTOpasi BBIOMpAeTCs MPH KaXJI0H ayTeHTU(UKAIMH CIydyailHO JUIs
obecrnieueHns 0€30MaCHOCTH MaPOJIs.
0) CnyuwaiiHo BbIOpaHHas MPU CO3JAHUM MApOJsl CTPOKA, KOTOpas CKIIEUBAETCS C
XeIl-3HaYeHHEM I10CJI€ BBIYUCIICHHUS Xelll-(DYHKIUY.
B) Ciy4aiiHO BbIOpaHHas TMPH CO3JAHUU TAPOJIsl CTPOKA, KOTOpPas CKICHBACTCS C
napoJieM Mepesl BEIYUCICHHEM Xell-(PyHKIHH.
r) JlnuHa, 10 KOTOPO# ype3aeTcsl MapoJib MOJIb30BATENs TSI KOMITAKTHOTO XPaHEHHUS
B CHCTEME.
6. BriOepute cyniHOCTH, BXOJAIIME B yueTHbIe JaHHbIe nporecca B OC Linux:
a) UID nonps3oBaress, 3aMyCTHBIIETO MPOIIECC.
6) I'pynmbl mosabp30BaTess, 3ayCTUBIIETO MPOLECC.
B) [IpuBHneruu.
r) [IpaBa ucnonHsiemMoro ¢aiina, 3 KOTOPOTO OBLI 3aITyILIEH MPOLIECC.
1) ®nar 3¢(peKTUBHOCTH IPUBUIICTHH.
7. BpiOepuTte CyIIHOCTH, BXOIAIIME B aTpuOyThl 6e30nmacHocTH (aitna B OC Linux:
a) Tpoiika npaB A1 Ka)KJ0H TPYIIIBI B CUCTEME.
6) IlpuBunerun.
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B) Tpoiika npaB Biajeinblia Qaiiia.
r) Tpoiika mpaB moib30BaTeied, He SBISIONMXCA Biajenblamu (aitia u He
BXO/ISIIIUX B TPYIIY BiIajeNbla ¢aiiia rno yMoI4aHHIo.
n) Bnanerner daiina.
8. BwiOepuTte cyniHOCTH, BXOIAIIME B aTpuOyThl 6e30nacHocTH (aitna B OC Linux:
a) Tpoiika npaB [1s1 KaXKJ0U IPYIIIBI B CUCTEME.
0) [IpuBuierumu.
B) Tpoiika npaB Biajeinblia Qaiiia.
r) Tpoiika mpaB monb30BaTeied, He SBISIONMXCA BiajeiblamMu (aitia u He
BXO/SIIIUX B TPYIIY BiIaJeNbla (aiiia rmo yMoI4aHHIo.
1) Bnanener daiina.
9. Kakue Habops! mpuBMIIerHii ecThb y ¢aitna 8 OC Linux:
a) Hacnenyewmsie.
6) Db dexTuBHbIC.
B) BHeminue.
r) OrpaHuYUBaroIIKeE.
1) PaspernieHnsie.
10. Kakyro xenr-pynkiuto ucnoiszyer OC Linux i BRIYUCIICHUS XelI-3HAYCHUS TapoJis B
OC Linux?
a) MD-5.
0) SHA-256.
B) SHA-512.
r) SHA-3.
n) DyHKIMIA HECKOJbKO, OKOJIO XCII-3HAUCHHs TMapoJii XPaHUTCS HOMEp
WCIOJIb30BAHHOM XelI-PyHKIUH.
11. Yrto nenaet kouseiiep B OC Linux?
a) OunbTpyeT BHIBO KOMaH/IbI.
0) IlepenanpaBmnsieT cCTaHIAPTHBIN BBIBOJ KOMaHbI C KOHCOJU CTaHAAPTHBIN Ha BXOJ
JIpyroi KoOMaH/e.
B) [TogHMMaeT mpaBa 10 IpaB CyNepIoab30BaTeIs.
r) OTKJIa/IbIBACT BHIMOJHEHNE KOMAH/IbI Ha YKa3aHHBINA CPOK.

Tect mo Teme 4.1 BBeieHne B apXUTEKTYPY JOKAJIbHBIX BHIYUCIUTEIbHBIX ceTel

1. Kaxoii nopsaok ypoBHeit mogenu OS| BepHbIii?
a) Ou3nvecKuii, KaHAIbHBIM, TPAHCIIOPTHBIN, CETEBOM, CEAHCOBBIN, MPEICTABICHUS,
MPUKIIATHOM.
0) ®usnueckuii, KaHAJIbHBIN, CETEBON, TPAHCIIOPTHBIN, CEAaHCOBBIH, IIPEICTABIICHHUSI,
MPUKIIATHOM.
B) ®dusnyeckuii, KaHAIbHBINA, CETEBOM, TPAHCIOPTHBIH, CEAHCOBBIH, MPUKIAIHOM,
MPEACTABJICHHUS.
r) ®dusnueckuii, KaHAJIbHBIA, TPAHCIIOPTHBIN, CETEBOW, CEAHCOBBIH, MPHUKIATHOM,
MIPEACTABJICHHUS.
2. Kaxue npoTOKOJIbI OTHOCATCS K TPAaHCIIOPTHOMY ypoBHIO Mozenu OSI?
a) UDP.
0) ARP.
B) IPv4.
r) GSM.
n) TCP.
¢) DNS.
x) PPTP.
3. Kakoii ypoBeHb npeHa3HAYCH AJIs OTIpEICTICHUs MTyTH Tepeadn JaHHbBIX ?
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a) OU3NYECKUM.

0) CeaHCOBBIIA.

B) TpaHCIIOPTHBIH.

r) [IpencraBnenusl.

1) KananbHbIi.

e) [IpuxnaaHoi.

k) CeTeBoii.

Kakwue ¢uaru ucmonb3yrores B mpotokose T CP s ycTaHOBIICHUS COSTUHEHHUS ?

a) RST.

6) SYN.

B) FIN.

r) URG.

1) ACK.

e) PSH.

Kakwne npenmymiecrsa ectb y FTTB?

a) Bricokast ckopocThs paboTel MIHTEpHET.

6) PaBHast ckopocTh IpueMa u nepeaayu HHGOpMaIuu.

B) He3aBUCHMMOCTh CKOPOCTH JOCTYMa OT 4YHCia aOOHEHTOB, MOIKIIOYCHHBIX K
KOMMYTaTopy.

r) OTcyTcTBHE HEOOXOIMMOCTH pa3MeEIeHHs] KOMMYyTaTopa MpoBaiiepa B 31aHHH.
Kakwue memocratku ecte y FTTB?

a) Huzkas ckopocth paboTel lHTEpHET.

0) Pa3Has ckopoCTh preMa 1 rnepeaayn HHPOpMaIluH.

B) 3aBHCHMOCTh CKOPOCTH JOCTyMa OT 4YHCJia AOOHEHTOB, MOIKIIOYEHHBIX K
KOMMYTaTopy.

r) HeoGxoauMocTh pa3sMelieHns KOMMyTaTopa MpoBaiiepa B 31aHUH.

Bri6epute BepHbIE YTBEPKICHHS

a) TCP He rapanTHpyeT JOCTaBKY JaTarpaMm.

6) UDP ne rapantupyer J0CTaBKY JaTtarpamm.

B) UDP rapanTupyeT 10CTaBKy JaTarpaMm.

r) TCP rapantupyer A0CTaBKY JaTarpamMM.

Kaxkoit agpec oTHOCHTCS K aApeCHOMY MpocTpaHCcTBy |Pv4?

a) 192.168.0.17

0) 129.256.0.0

B) 301.169.107.0.0.3

r) 127.0.1000.0
Kaxk paboraet koHueHTpaTop (xad)?

a) Ilpu monydyeHuu makera JaHHBIX Xa0 MEpEChIIAeT 3TOT MAKEeT Ha BCE OCTaJbHBIC
CBOM MOPTHI.

6) Ilpu nonydeHun mnakeTa JaHHBIX Xa0 MepechbUlaeT 3TOT MakKeT Ha TOPT B
cootBerctBUM ¢ Tabmuued MAC-aapecoB. Ecnu CcOOTBETCTBHS HET, TMAakeT
oTOpachIBaeTcsl.

B) Ilpu monydeHWH mMakeTa MaHHBIX Xa0 TMepechlIaeT 3TOT MaKeT Ha TOPT B
cootBercTBUU ¢ Tabnuieit MAC-aapecoB. Eciiu cooTBETCTBUS HET, B C€Th OTIPABISAETCS
ARP-3ampoc.

Kak paboraer kommyraTop?

a) B cnyuae, ecu anst otnpasnsemoro MAC-aipeca HET COOTBETCTBHSI, KOMMYTATOP
pacchlIaeT MakeThl Ha Bce MOPTHI, KPOME MOpTa-TIOTydaTers.

0) Ilpu monmydeHWH MakeTa JAaHHBIX KOMMYTATOp MEpechUIaeT 3TOT MaKeT Ha BCE
OCTalbHbIE CBOU MOPTHI.

B) KommyTarop XpaHUT B MaMsaTH TaOJMIy KOMMYTAllMd, B KOTOPOW YyKa3aHO
conocraieane MAC-aapeca u HoMepa mopra KOMMyTaTopa.
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r) Co BpeMeHEeM KOMMYTATOp CTPOUT TAOJUILy JUisi BceX akTUBHBIX MAC-aipecoB.
1) Tabnuima MAC-aapecoB KOMMYTaTopa CTaTUYHA U HACTPAUBACTCS BPYUHYIO.

Tect no Teme 4.2 CereBble YIpo3bl M MeTO/IbI IPOTHUBOACHCTBUS UM

Kakue ObIBatoT HCTOYHMKH BOSHUKHOBEHHUS YSI3BUMOCTEH?

a) OmmOKyu peanu3anuu.

0) OmmnoOKM 06CTy)KUBAaHUSI.

B) OMOKK MPOSKTUPOBAHUSI.

r) Ommbku HR-oTxena.
UYro He BXoauT B 6a30oByto rpymiy Metpuk CVSS?

a) Crioco6 mosrydeHus JoCTyma.

0) Binusinue Ha KOH(DUIECHITNATIBHOCTD.

B) BimsiHue Ha nosb3oBares.

r) [TokazaTenb ayTeHTU(DHUKALIUH.

1) CIOXHOCTH MOJTYYEHHS JOCTYIIA.
Kakoit rpynmer metpuk CVSS He cymectByer?

a) KommnekcHas.

0) Bpemennasi.

B) bazosas.

r) KonTtekctHast.
Kewm pazpaborana CVSS?

a) 1SO.

0) FIRST.

B) WWW.

r) UCLA.
Urto He sBisieTcs meTpukoit B CVSS?

a) CII0’KHOCTh aTaku.

0) BnusiHue Ha 1OCTYIMHOCTb.

B) JIIUTENbHOCTD aTaKu.

r) Crioco0 mosryueHus 0CTyma.

n) TToka3zarens ayTeHTH(DUKALH.
UYro sBiIsIeTCSl TAaCCUBHOM aTakoi?

a) [IpocnymuBanue Tpaduka.

6) OTka3 B 00CIyKMBaHUU.

B) Ou3nyecKoe HamajaeHue Ha OOBEKT.

r) DKCIUTyaTalus yI3BUMOCTH.
Uto Takoe IBPUCTUYECCKUIN aHATTU3?

a) Meron, npenHazHaueHHBIH Ui OOHApYXEHHs HOBBIX, €€ HE BBIABICHHBIX
BHUPYCOB.

06) MexaHu3M, HEOOXOOUMBINH [UId OTCIEXKHMBAHHUS HEU3MEHHOCTH (Hailyios,
JOKYMEHTOB, peecTpa, KOH(pUrypaun o60py1oBaHusl.

B) MeTo/, OCHOBaHHBI Ha MOCIEIOBATEIBHOM IPOCMOTPE MAMSTH YCTPOWCTBA,
3arpy304HbIX CEKTOPOB, (ailyIoB B MOMCKE CUTHATYP U3BECTHBIX BUPYCOB.
Uro Takoe 03xa0p?

a) YacTe BpeIOHOCHOTO MPOTPAMMHOIO O00ECHEUeHUs, PEealTn30BAaHHOTO IS
COKPBITHUS IPUCYTCTBUS 3TOTO BPEAOHOCHOTO KOJA U €ro JCHCTBUIA.

6) Ilpunoxxenue, wucmHonb3yemMoe JUIsl JajbHEHIIEH 3arpy3ku U 3alycka
MOJIHOLIEHHOT'O BPEJOHOCHOTO MPOrPaMMHOT0 00ecieueHusl.

B) BpenonocHoe mnporpamMmmHOe oOecneueHHe, KOTOpO€, IIOMHMO MOJTYyYSHHUs
KOHTPOJISL HaJl 3apaXCHHBIM YCTPOMCTBOM, IBITAETCS 3aXBaTUTh MOJ[ CBOM KOHTPOJb
JpyTUe y3Jbl CETH.
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r) [Ipunosxenue, MO3BOJISAIONICE YIIPABIISATH KOMITBIOTEPOM YIaJICHHO.
Uto Takoe pyTKuT?

a) YacTp BpEAOHOCHOTO IPOrPAMMHOIO OOECIIEYEHMS], PEATU30BAHHOIO UL
COKPBITHS IIPUCYTCTBUS 3TOTO BPEAOHOCHOTO KOJia U €r0 ACUCTBUM.

06) Ilpwioxenue, wucnonbzyemMoe s JajdbHEHMIIEH 3arpy3kdu U 3amycka
[IOJIHOLIEHHOT'O BPEIOHOCHOTO IIPOTPaMMHOTO 00€CIIEUEHHUS.

B) BpenonocHoe mnporpamMmmHOe oOecreueHHEe, KOTOPOE, IIOMHMO MOJIYyYCHHUs
KOHTpPOJISl HaJl 3apaXEHHbIM YCTPONCTBOM, IBITAETCSl 3aXBaTUTh 0] CBOW KOHTpPOJb
JPYTUE Y3JIbl CETH.

r) [IpunosxeHue, MO3BOJISAIONICE YIIPABIISATH KOMIIBIOTEPOM YIAJICHHO.

Uto cnemyer aenarb, 4TOOBI 3aUUTUTEH C€0s1 OT BUPYCOB?

a) He 3amyckaTh npuiiokeHus: U3 HeJOBEPEHHbBIX HCTOYHUKOB.

6) Cnemuts 3a 1UGPOBBIMU MOANUCAMHM YCTAHABIMBAEMOTO IPOrPaMMHOTO
o0ecneyeHusl.

B) OTKJIFOUUTH MEKCETEBOM IKPaH.

r) Bcerma OTKpbIBaTh BJIOKEHHS OJEKTPOHHOW TIMOYTHI € TeMoi «BaxHO» u
«CpouHO».

n) CBOCBpEMEHHO OOHOBJIATH OMNEPAIMOHHYID CHCTEMY M [POTPaMMHOE
o0ecrieueHue.

¢) Mcmonp30BaTh aHTHBUPYCHOE MIPOTPAMMHOE 00eCIIeueHHE.

Tect mo Teme 4.3 MexkceTeBble IKPAHBI

Uto Takoe MEeXCETEBOM dKpaH?

a) [IporpaMmmHOE MM IPOTPAMMHO-TEXHUYECKOE CPEJICTBO, pean3yromiee GyHKIHH
KOHTPOJISL ¥ (QWIBTPALMU B COOTBETCTBUH C 33/IaHHBIMU MTPABUJIAMH TIPOXOISIINX Yepes3
HEero MH(OPMAITMOHHBIX TOTOKOB.

0) VYcrpoiicTBO, mpenHa3HauCHHOE JUIS  COCAMHEHHUS  HECKOJBKUX  Yy3JIOB
KOMIIBIOTEPHOM CETH B MPEJIEax OJHOTO HJIM HECKOJIBKHX CETMEHTOB CETH.

B) YCTPONCTBO, KOTOPOE MO3BOJISIECT OPraHM30BaTh JIOKAIBHYIO CETh C BO3MOKHOCTHIO
BBIX0JIa B HHTEPHET JUTSI IPYTUX YCTPOMCTB.

MeskceTeBble SKpaHbl sl BEO-TIPUIIOKEHUH pacIioiararor:

a) [lepen 3ammmaemMbiM BeO-cepBepoM (TpaduK BHAYaIE MEPEIAcTCs MEKCETCBOMY
JKpaHy, 3aTeM BeO-cepBepy).

0) Ilocne 3ammmiaemoro BeO-cepBepa (Tpaduk BHayale mepemaercsi BeO-cepBepy,
3aTeM MEXCETEBOMY IKPaHy).

B) MeKceTeBOl S3KpaH M 3alllMIIAcMblii MM BeO-CepBep HAXOSTCA B Pa3HBIX
MOJICETSIX, TPAQUK MEX Ty HUMH 3alpeIeH.

r) Bmecro 3amuiiaemoro Be6-cepsepa.

[TepcoHanbpHBIE MEXKCETEBBIE KPAHBI 711 HACTOJIBHBIX KOMITBIOTEPOB U HOYTOYKOB:

a) O0ecrnieunBarOT TOTIOJHUTENBHBIM YPOBEHB 3aIIUTHI OT CETEBBIX aTakK.

6) ITomHOCTBIO 3aMEHSAIOT BCE OCTAJIbHbIE HHCTPYMEHTANIbHbIE CPEJICTBA 00eceueHs
0€30MaCHOCTH.

B) ITOTHOCTBIO 3aMEHSIOT MapUIPYTH3ATOPbI, SBJSSACH IIIFO30M MO YMOJIYAHHUIO IS
3aIMIIaeMOr0 KOMIBIOTEPA U HOYTOYKa.

r) IlpemocraBistoT Bce HEOOXOIMMBIE CETEBBIE CEPBHCHI IS  3aIUIAEMOTO
KOMITbIOTEpa WM HOYTOYKa.

[lepconanpHBIe MEXKCETEBBIE SKpaHbl JUISI HACTOJBHBIX KOMITBIOTEPOB M HOYTOYKOB
SIBJISTFOTCSI:

a) AnmnapaTHO-TIPOTPaMMHBIMU CPEICTBAMU 3aIIHTHI.

6) Bcerma BctpoeHHbiMH B OC, KOTOpPYIO OHHU 3alllMINAIOT, HE MOTYT OBITH
pealn30BaHbl BHEIIHUMHU TTPOU3BOIUTEIISIMHU.
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B) VCKIFOUUTENBHO POTPaMMHBIMHU.

r) UckimoynTebHO BHEITHUMU, HE BCTpOeHHBIMH B OC, KOTOPYIO OHH 3alllUIIAIOT;
BCEI/la PEaIN30BaHbl BHEIIHUMU POU3BOAUTEIISIMH.
[lepcoHanbHble MEXCETEBBIE JKpaHbl JJISi HACTOJBHBIX KOMIIBIOTEPOB M HOYTOYKOB
YCTaHaBIIMBAIOTCA:

a) Ha xocTax, KOTopble OHU 3alUIIAIOT.

06) Ha wmapmpyrusaropax, KOTOpbl€ yKa3aHbl Ha XOCTE€ B KadecTBE LLIK03a IO
YMOJYaHHUIO.

B) Ha oT/1e/IbHBIX KOMITBIOTEpAX.

r) Ha koneunbix Toukax VPN.
Br16epuTe HecylecTBYIOUINI BU/I TPAHCISALUN CETEBBIX aJPECOB.

a) Jlunamuyeckasi.

0) CraTuyeckasi.

B) C HCMOJIb30BaHUEM MTOPTOB.

r) C HCIOIb30BaHHEM MOCTOB.
[Ir03BI YpOBHS NPHIOKEHUH TO3BOJISIIOT:

a) Hckmrounth npsMoe B3aUMOJCHCTBHE ABYX Y3JIOB IYTEM peaju3allid poJiu
MOCPETHHKA.

0) BeimonHATh QyHKIMH MITF03a CEAHCOBOTO YPOBHSI.

B) AHAJIU3UPOBATH BCE CYIIECTBYIOIIHE B MUPE TPOTOKOJIBI.

r) AHaTM3UPOBaTh TOJILKO MOJACPKUBACMBIE 3THM MEXKCETEBBIM 3KPaHOM
MIPOTOKOJIBL.
VYnpasiseMble KOMMYTaTOPbI MOTYT:

a) OcymecTBisaTh GribTpanyio Ha ocHoBe IP-aapecos.

0) OcymecTBIATh GUIBTPAIUIO IO UCIIOJIB3YEeMOMY IMPOTOKOIY.

B) OcymecTBisaTh GunbTpanuio Ha ocnoBe MAC-aapeca.

r) Ocymectists punpTpanuto Ha ocHoBe VLAN ID.
Bri6epute BO3MOKHOCTH MEXKCETEBOIO IKpaHa.

a) Perucrtpanus coObITHIi U TeHepalys OTYETOB.

0) OunpTparus Tpaduka.

B) TpaHCIAIMS CETEBBIX aIPECOB.

r) AyreHTH(UKaIUs T0Ih30BaTENEH.

1) AIMUHUCTPHPOBAHHE.
Kakwue yTBepkaeHus 0 MPOrpaMMHOM MEKCETEBOM 3KpaHEe BEPHbI?

a) llogxomutr B ciydasx, KOTJa YCTPOWCTBO TOJb30BaTeNlsd MOMEIAeTcsl B
HEJOBEPEHHYIO Cpey.

06) Ilpu ero paboTe HCHONB3YIOTCA PECYpChl YCTPONCTBA, HA KOTOPOM OH
(YHKIIMOHUPYET.

B) [ToxoauT [yis 3a/1a4 CErMEHTHUPOBAHUSI CETEH.

r) [oaxoauT Juist OTACTCHUSI JOBEPEHHO YacTH CEeTH OT BHELIHUX YTPO3.

1) Cumraercsi 60ojiee 0TKa30yCTOHUYMBBIM, YEM arapaTHbBIi MEXKCETEBOU IKpaH.

Tect no Teme 5.1 BBenenune B kpunrorpagpuyeckue MeToAbl 3a1IUTHI HHGOPMaALIUU

1.

2.

Kaxnapiii  mmdporekcT MoxeT ObITh MOJYYeH KakK pe3ylbTaT  CIEAYOLIEro
peoOpa3oBaHus:

a) Ex (D«(p))-

0) Dk(p).

8) Ex(p).

r. D (Ex(p))-
Samudpyiite ¢ momoribio mudpa «Ardamn» cioo «Worldy.

[AIB[CIDJE[F[G[H]I[J [K]L[M]
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[ZIY[X[W[V[U|T[S|R|Q[P[O[N ]

. BHepBLIe MCTO 4aCTOTHOI'O KpUIITOAHAJIM3a BIICPBLIC U3JI0KUJI:

a) Jleon bartucra Ans6eptu.

0) ®panuecko CuUMOHETTA.

B) A0y IOcyd fAxy6 anp-Kunnu.
r) Jbxuponamo Kapnano.

. I[I/ICK A.]'IL6epTI/I TO3BOJISICT aBTOMATU3HUPOBATD:

a) lugp npoctoit 3amens! (0HOATPABUTHBINA MIHUDD).
6) MHuoroasnpaBuTHbIH IUOD.

B) Indp nepecranoBKu.

r) [loTounslii mmdp.

andaBuTa MPEATOKUI:
a) Mareo ApakeHTH.
0) bres ne Buxenep.
B) /xoBannu barrucra bennazo.
r) Jbxambartucra (IxoBannu) nemna [lopra.

a) benblit kaOuHET.
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. INomemenue nns nepnroctpanuu nepenucku B XVII — XX Bekax Ha3pIBaJIOCh:

a) Dlrow.
0) Svood.
B) Woild.
r) Dliow.
. Paccumudpyiite cnoBo «Xjxoby, 3ammdpoBannoe ¢ mnomompo mmppa Ias FOmus
Le3aps:
A CIDIE|IF|G|H|I|J |K|LIM|N|O|P |Q|R|S|T V Z
X Z|A|/B|C|ID|E|F|G|H|I|J |[KILIM|N|O|P|Q S V
a) Tatly.
0) Amare.
B) Crypt.
r) Vivna.
. 3ammdpyiTte cioBo «Ku3HbY» ¢ MOMOIIBIO TEPECTAHOBKU
112(3]4]|5
2|5/3|1|4
a) Hx3bu.
0) buzmx.
B) H3pxu.
r) Ubp3KH.
. Pacmmudpyiite cnoBo «1216312611» ¢ momomnipto Tabmimsl [Tonubus:
112]3|4]5]|6
1/A|B|B|T|A|E
2 | E|X|3 |1 |U|K
3|J/MH|O|IT|P
4 BIE|V|O|X |
5 |Y || b|bI|b
6|20 A|[*|*|*
a) benxa.
6) EsBroa.
B) Ctpenka.
r) benok.

. Hcnons3oBanue napoJjd ajd MHCMOHHUYCCKOI'0 3allOMHMHAHHUA TMEPECTAHOBKU CHMBOJIOB




0) TaitHas KoMHaTA.
B) SlHTapHas KOMHATa.
r) UepHblif KaOUHET.
n) KpacHsrii kabuHer.

10. [lInudpel, B KOTOPBIX KaXKIbIH CHMBOJ OTKPBITOTO TEKCTa IMPeoOpa3yeTcsi B CHMBOJI
mHU(POTEKCTa, B 3aBUCUMOCTH OT CBOETO PACIHOJIOKEHHUS B OTKPBITOM TEKCTE W KIFOYa
HA3bIBAIOTCS:

a) MHoroandaBUTHBIMU MHUppaMU.
0) brnouynbME mHdpamu.

B) IloTounbiMu mudpamu.

r) PoTopHbIMU 1T paMu.

11. 3amudpyiite cinoBo «CIIOH» durpammubim mudpom [neridepa.

v q @) b B
K T 6] H 0}
1 r JI b IT
M S 11 3 P
C E A bl K
IO ji| 1 u X

a) BABU.

0) LIIADD.

B) DIIIVBI.

r) BILLL3.

12. TTycth mepecranoBka T mpencraBiieHa Ciaeayonien TaOIuIe:
112/3|.../n-5|{n-4/n-3|n-2|n-1|n
5(6[7|...|n=1| n 1 2 3 |4

13. Kakoii Bu BMeeT nmepectaHoBKa oOpaTHas nepectranoBke T?

a.
1123 n-5/n-4|n-3{n-2|n-1{n
1123 n-5/n-4|n-3(n-2|n-1(n
0.
112/3|.../n-5|{n-4/n-3|{n-2|n-1|n
413(2]...] 10 9 8 7 6 |5
B.
1123 n-4(n-3|n-2|n-1|n
415|6 n—-1( n 1 2 |3
I.
1 2 3 |4(5].../{n-3|n-2{n-1| n
n-3/n-2|n-1{n|1l n-7(n-6|n-5(n-4

14. 3ammdpyiite ¢ momouIb0 OTKpbITOro Kiatoda (8051, 5) kpunrocucremsr RSA cooOmienne
m = 10.

a) 8051.
6) 3388.
B) 1949.
r) 12.

15. Kakoe cBoiicTBO 0€30MacCHOCTH TapaHTUPYET, YTO YYaCTHUKY KpUIITOrpaduyeckoro
MIPOTOKOJIA IEJIOCTHOCTU TIOJYYEHHOTO COOOLIEHHS M €ro co3JaHue J0 MOMEHTa
MOJIy4EHHUs1, HO HE FapaHTHUPYET 3alUTy OT MOBTOPHOM OTHPaBKU COOOIIEHNUs?

a) CBOICTBO «ayTeHTU(UKALIUSA CTOPOHY.

6) CBoiicTBO «ayTeHTU(UKAIIUST HCTOUHUKAY.
B) CBOICTBO «MHBAapUAHTHOCTb OTIIPABUTEIISY.
r) CBOICTBO «ayTeHTU(UKAIUS COOOIICHUS.
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16. Kakoe cBo#icTBO 0€30macHOCTH TapaHTHPYET, YTO YYACTHUKY KPUITOTPadUIECKOTO

MIPOTOKOJIa, YTO YYACTHUKM, HAYaBUIME HCIIOJIHEHUE IPOTOKOJA, HE H3MEHUIIUCH C
TE€YEHUEM BPEMEHU?

a) CBOHCTBO «ayTeHTH(PUKALIUSA CTOPOHY.

0) CBOICTBO «ayTeHTU(UKALNS UCTOUHUKAY.

B) CBOICTBO «MHBAPUAHTHOCTb OTIPABUTEISI.

r) CBOMCTBO «ayTeHTU(DHUKAIHS COOOMICHUS.

BepHblii ¥ MoHBIN OTBET HA BOIMPOC TECTa OLIEHMBAETCS B 1 Oayi, I MPOXOXKIACHUS

TecTa HEOOXOMMO BEPHO U IOJTHO OTBETHTH HA HE MeHee YeM 60 IPOIICHTOB BOIIPOCOB TECTA.

=

.

TeMbl NPaKTUYECKUX 3AHATHI

Tema NMPAKTUHYIECCKOI'0 3aHATHUSA 110 TEME 3.1
BBenenue B HH(])OpMaIII/[OHHyIO 0€e30macHOCTD onmepanmuoOHHbIX CUCTEM

OcHoBBI pabOTHI ¢ TIpolieccaMu, BBOIOM-BBIBOJOM 1 (aitmamu B OC Windows u LinuxX.

Tema npakTH4YeCKOro 3aHATHS M0 Teme 3.2
Nudopmannonnas 6e30nacHOCTh oNepalMoOHHbIX cucTeM ceMeiictBa Windows.

OcHoBrl 00ecnieuenns oesonacaoct B OC Windows.

Tema npakTHyecKoro 3aHATHs 1Mo Teme 3.3
Nudopmanmnonnasi 6e30MacCHOCTh ONMEPAIHOHHBIX CHCTEM ceMelicTBa Linux

OcHoBrl 00ecnieuenud oeszonacuoctd B OC Linux.

Tema npakTH4ecKoro 3aHsitusi mo teme 4.1
BBeneHue B apXUTEKTYPY JOKAJIbHBIX BHIYHCIUTEIbHBIX CeTel

CereBoii canddep Wireshark. 3HakoMCTBO ¢ priIbTpaMu MaKETOB.

Tembl NPAKTHYECKOT0 3aHATHS MO TeMe 4.2
CeteBble yrpo3bl 1 MeTOAbI NIPOTHBOAEHCTBUS UM

VuBeHTapu3anys U MOUCK ysA3BUMOCTeH ¢ ucnoib3oBanueM Open Vulnerability and
Assessment Language.

CereBoii ckaHep Zenmap. Icnonb3oBaHue CeTeBOro CKaHepa JUIs BBISBICHUS
ySA3BUMOCTEH YPOBHS CETH.

Bupycsl, MX BBISBJICHHE M YCTpPAaHEHHME C MCIIOJIb30BAaHHEM CIIELUAIN3UPOBAHHOTO
IPOrpaMMHOTO 00ecTeueHHs.

Tembl npakTHYeCKOro 3aHATHA M0 TeMe 4.3 MexkceTeBble IKPAHbI
Bpannmaysp Windows. Pa3paboTka npaBuil MeKCeTeBOT0 3KpaHUPOBAHUSI.
Bupryansnas uadpacrpykrypa Eve-NG.

MexceTreBoit OKpaH Ha I'paHULEC CCTH. HaCTpOﬁKa IMpaBUII MCKCETCBOT'O OKpAHUPOBAHMU.

TeMbl NPaKTHYECKOro 3aHATHSA 10 Teme 5.1
BBenenue B kpunrorpapuyeckue MeToAbI 31U ThHI HH(popManuu
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Hctopuueckue mudps! mudposanue u pacumdpoBanue.
JlonoJIHUTeIbHbIE 3aIaHHUA /IS CAMOCTOSITeJILHOTO PelleHust

JonosHuTebHbIe 3aganus no Teme 1.1 IlpaBoBbie 0CHOBBI 00ecniedeHUst
HH(}OPMALMOHHON 0e30IaCHOCTH

Kakas wnbopmammst mnpencraeiser i Bac mnenHocts? Kakue XapaKTepUCTHKH
nHbOpMAMOHHOH Oe30macHOCTH Bl Ob1 X0TENM obecreunTs s Takoi nHpopMarmm?
BriGepere kakoit-nmubo Bua neHHout s Bac mHdopmanmu. B kakux ¢gopmax Moxer
OBITH MPEJCTABJIEH TOT BUJI HH(DOpMAIuu?

[Ipoananuzupyiite: K KakuM BH1aM TailH Bbl MokeTe UMeTh 1oCcTym?

[Ipoananu3upyiiTe: kKakue cBsi3aHHbIE ¢ BaMu TaHHBIE MOTYT SBJISITHCS TaHAMU?

JIOHOJ'IHI/ITCJILHBIC 3aJaHud 110 TeEME 1.2 33HII/IT3 MEPCOHAJIBbHBIX TaHHBIX

Omnumure cxeMy HWHPOPMAIMOHHBIX TIOTOKOB Bammx mepcoHanbHBIX JaHHBIX B
VYHusepcurere.

Onumure cxemy HH()OPMAITMOHHBIX TOTOKOB Bamux nmepcoHanbHBIX JaHHBIX B baHke.
[Ipoananuzupyiite: Bcerga nu (korga 3To HeoO6xoaumo) ¢ Bac B3umaroT cormacue Ha
00paboTKy MepcoHaNbHBIX NaHHBIX? Bcerma g 3TO MPOMCXOIUT B COOTBETCTBHH C
3aKOHOIATEILCTBOM?

[Ipoananu3upyiiTe: B Kakux CUTyarnusx Bbl maBamm coriiacue Ha 00paboTKy Barmmx
cnenuaibHbIX Ja”HHBIX? He Obu1o Ju 9TO M3MITHUM?

[Ipoananu3upyiTe: B KakuxX CUTyanusx Bwl maBamu corinacue Ha 00paboTky Bammx
onomeTpuuecknx AaHHBIX? He ObLI0 1 3TO U3MUITHUM?

JonosiHuTe/IbHBIE 3a1aHusI 10 TeMe 1.3 OpraHu3anuoHHbIe OCHOBBI 00ecreYeHust
HH(OPMAIMOHHOI 0€3011aACHOCTH

Pazpaboraiite Mmoaens HapymuTens A Bamieit nomantaeit ”HGOPMAITMOHHONW CHCTEMBI.
Pa3paboraiiTe Moieb HApYIIUTENS AJ11 KOMITBIOTEPHOTO Kjlacca Y HUBEPCUTETA.
Pa3paboraiite Mmonens yrpo3 ans Barmieit nomanineit ”HQOpMAIMOHHOM CUCTEMBI.
Pa3paboraiiTe MoeNb HapyIIUTENS A1 KOMIBIOTEPHOTO Kjlacca Y HUBEPCHUTETA.
[Ipennoxxure cpeacTBa 3amuTsl HHPoOpMaluu i Bamieit qomaiHeit nHGopMannoHHON
CUCTEMBI.

[Ipennoxxure cpenacrBa 3amMThl  HHPOPMAIMHM s  KOMIIBIOTEPHOTO  Kjacca
YHuBepcurera.

JlonoHUTeIbHBIC 3a1aHUS N0 TeMe 2.1 ApXUTEeKTypa KOMIbIOTEpa
N3yunre Bam nepcoHaNbHBII KOMIIBIOTEP M COBPEMEHHBIE TaKEThl, KOTOPbIMH Bbl

MOJIb3YCTCCh. CpaBHI/ITC HUX XapPaKTCPUCTUKU: 6BICTpO,Z[eI>'ICTBHe, 00BeM OHepaTHBHOﬁ u
BCIIOMOTaTeIbHOM naMATH, CKOPOCTb NOCTYyIIA B I/IHTepHeT.

JonoaHuTe/bHBIE 3a1aHus M0 TeMe 3.1 BBeeHue B HH(POPMAIHOHHYIO 0€30MIACHOCTH

1.

ONMEepaHOHHBIX CUCTEM

OC Windiws
Ortkpoiite Opay3sep Internet Explorer. Haiinmure ero uneHtugukarop npouecca, OTKPhITbIC
COEJIMHEHUS U 0a30BbII IPHOPUTET.
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Otkpoiite Opaysep Chrome. Haiiaute ero uICHTU(PHKATOpP MPOIECCa, OTKPBITHIC
COCJIMHEHUS 1 0a30BbII IPHOPUTET.

3amycrute npunoxenue «biaoknor». Haiinute daiinsl oTKpbIThIE IporieccoM «BIoKHOT
¢ momMo1ikio yruiuThl Process Explorer.

OC Linux
Haiigure msth caMbIx TpeOOBATEIBHBIX K TAMSITH ITPOIIECCOB.
OTkpoiiTe Opay3ep U HAHAUTE OTKPHITHIE COCTUHEHHUS.
BeiBeuTe copepKuMoe JUPEKTOPUH /etc.
BriBenute copepxkumoe aupekropuu /etc/schedule.

JonoaHuTebHbIE 3a1aHns M0 Teme 3.2 UHdopmanmoHHasi 6€30MaCHOCTD
ONepanuoOHHBIX cucTeM cemeiictBa Windows

Coznaiite mnosb3oBarenst «Amnuca». Hasnaubre el mapons. Co3paiiTe Trpynmy
«HenoBepeHHbIE MOJIB30BATEIIN.

Coznmaiite mupekTopuio, coaepxkanryro (dainel. HazHaubTe Anmce mpaBa J0CTaTOYHBIE
JUIs 0OTOOpa)keHUs CIIUCKOB (DaiijIoB M EPEX00B B JUPEKTOPUU U €€ MOJTUPEKTOPHSIX, a
TaK)Ke 4YTeHUs (aillioB B JUPEKTOpUU U ee nojpaupekropusx. [IposeprTe, uro Anuca
MOKET IPOCMaTpUBATh (paitbl.

3anperute rpymnne «HemoBepeHHble moOJb30BaTENN» JHOOOW JOCTYN K CO3JaHHOM
IUPEKTOPUH, €€ MOJAUPEKTOPHUsAM, a Takxke K (ailslaM BHYTPH JIUPEKTOPUU U €€
MOTUPEKTOPHUA.

Jlo6aBrTe Anmucy B rpynny «HenoBeperHsie monb3oBatenn». [IpoBepsTe, uTo Anuca He
CMOXeET IIPOCMATPUBATh (ailyibl B AUPEKTOPUH.

JonosinuTebHbIE 3a1aHus o TeMe 3.3 UHpopmanmonHasi 6€30MacHOCTb
onepauMoHHbIX cucTeM cemeiicTBa Linux

Co3paiite mnonp3oBatenst «Aummca». HasznaubTe el maposib. Co3naidte Tpymmy
«HenoBepeHHbIE MOJIB30BATEITN.

Co3znmaiite aupekTopuio, coaepkanryro (dainsl. HazHaubTe AJsice mpaBa JOCTaTOYHBIE
JUI OTOOpakeHUs CIIUCKOB (DaiiIoB M MIEPEX00B B AUPEKTOPUHU U €€ MOATUPEKTOPHSIX, a
TaKKe 4YTeHUs (ailioB B JUPEKTOpUU U ee nojpaupekropusix. [IpoBeprTe, uro Anuca
MOXKET YUTaTh (PAIIbL.

C mnomompl0 cHOHcKa KOHTPOJS JOCTYNoB 3amperute rpynne «HemoBepeHHbIe
MOJIb30BaTENN» 000N AOCTYI K BhIOpaHHOMY (aiiiny BHYTpH aupektopuu. [lomensiite
BIIaJIeTbIIa 3TOTO (ailyia Ha cymepnoJib3oBarens cucTeMbl. Paspemmnre B 6a30BbIX MpaBax
JOCTYH K BbIOpaHHOMY (haitiny kosom 600.

JHlobGaBbre Anucy rpynny «HemoBepeHHbIe Tonb30BaTenm». [IpoBepbTe, uTo Anuca He
CMOJKET IPOYHTATh BEIOpAaHHBIN (haii.

JlonoiHuTeIbHBIE 3a1aHuA 110 TeMe 4.1 BBegeHue B apXuTEKTYpPY JIOKATbHBIX
BBIYHMCJINTEIbHBIX ceTel

[IpoBepbTe JOCTYMHOCTH JIIOOOTO HCHOJb3yeMoro Bamu mnoyToBOro cepBepa cC
ucrions3oBanueM yrwinutel Telnet. Cnenyiite cratee https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u camocTosTenbHO.
Hactpoiite moutry B mouyroBom kiueHte Thunderbird. Cnenyiite crarbe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej.
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3. Pazpaboraiite GuibTpbl s MpocMoTpa Toabko ucxoasmux [CMP-3anpocos. Chenyiite
cratbe https://habr.com/ru/post/211042/.

I[OHOJIHHTCJILHLIC 3aJaHud 110 TEME 4.2 CereBble YIrpo3bl 1 ME€TOADbI HpOTHBOL[eﬁCTBI/IH
UM

1. TlpoBemuTe TOWCK YSI3BUMOCTEH HAa CBOEM JIOMAlIHEM MEPCOHAIBHOM KOMIIBIOTEpE,
O3HAaKOMBTECHh C OIIMCAaHHUEM BBIABJICHHBIX yﬂ3BHMOCT€I>i, OnpeaACIMTEC HACKOJIbKO OHH
KpuTu4HbI 1o mkaie CVSS, u ycrpaHure ux.

2. Ilpomepbre, ycrpaneHa mu ysa3BuMocTh CVE-2017-0144 na Bamem JoMamniHeM
KOMIIBIOTEpPE, W YCTAHOBUTE OOHOBJICHHWE O€30TaCHOCTH B CIIydae, €ClIi YS3BHUMOCTh
npucyrctByet. Crenyiite cratbe https://support.microsoft.com/ru-ru/help/4023262/how-
to-verify-that-ms17-010-is-installed.

3. M3yuntre ys3Bumocth CVE-2014-0160, crnemys cratesim  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-
heartbleed.pdf. TlepBas crtaths mpencTaBisieT Cco0OM  HEOOJBIION  KOMHKC,
MTOKA3bIBAIOIINI, HACKOJIBKO OTACHA M JIETKO HCIOJIb3yeMa 3Ta YI3BUMOCTb. BTopas
CTaThsl TIPEJACTABISACT COOOW TOAPOOHOE ONHCAaHUE YA3BUMOCTH, TIOCIEACTBUS €e
HCIIOJIb30BaHHA U PHUCKH.

JonosHuTeIbHBIE 3a1aHus 10 Teme 4.3 MexceTeBble IKPAHbI

1. 3amenute y3mp1 Hacker m Victim Ha y37bI 1107 yIIpaBI€eHUEM OTEPAIIMOHHONW CHUCTEMBI
Windows u oOpaTuTech K UX CETEBBIM pecypcaM 1o npotokoiay SMB. Crnenyiite cratbe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
host-on-the-eve/.

JonosiHuTe/IbHBIE 3a1aHus 10 TeMe 5.1 BBejgenune B kpunrorpadgpuueckue MeToabl
3a1MThI HHpOpMann

1. 3ammdpyiite u pacmmdpyiite coodbmenue «S teds moo6mo!» BceMu M3BeCTHBIMU Bam
UCTOPHYCCKUMH IIH(PPaMH.

Kpurepuu oleHKH NPaAKTHYE€CKOT0 3aHATHSI.

3a IIPAKTUYCCKOC 3aJaHHUC BBIIIOJIHACTCA OJHA M3 OLCHOK: «OTJIHUYHO», «XOPOIIO0),
«YAOBJECTBOPUTECIbHOY», KHECYTOBJICTBOPUTEILHO).

Ouemca «OTJMYIHO» BBICTABJIACTCA, €CJIM CTYACHT aKTUBHO pa60TaeT B TCUCHHEC BCCIO
MNPAKTUYCCKOI'o 3aHATHA, JAa€CT BCPHBLIC MW IIOJIHBIC OTBCTBI Ha BOIIPOCHI IIPCIIOAABATCIIA H
MOKa3bIBACT IIPU OTOM I‘J'IY6OK06 OBJIAJICHUC JICKIMOHHBIM MAaTCpHUAIIOM, BCC YaCTHU 3aJlaHUSA
BBIIIOJIHCHBI BEPHO (,I[OHYCKaI-OTC}I HeOOoIIbIIIHE HCTOYHOCTHU, HC ABJIAIOIMIHUCCA CICACTBUCM
HC3HaHUA WKW HCIIOHWUMAaHUA yqe6Horo MaTepI/IaJ'Ia). PaGora BEIIONTHEHA CaMOCTOSITEIBHO.
Pabora cJaHa C CO6JHOI[CHI/IeM BCCX CPOKOB. CO6J'IIOI[€HLI BCC ITpaBUJIa Oq)OpMJ'IeHI/I}I.

Ouemca «XO0PpOoI1I0>» BBICTABIACTCA, €CJIM CTYJACHT aKTUBHO pa60TaeT B TCUYCHHEC BCCTO
IMPaKTUYCCKOI'0 3aHATHUA, HOAaCT BCPHBIC, HO BO3MOXHO HCIOJHBIC OTBETbBI Ha BOIIPOCHI
npenoaaBaTeiid U IMOKa3bIBACT IPHU 3TOM CBO6OI[HOC BJIAZICHUC JICKHUOHHBIM MaTCpHaioM, BCC
YaCTHU 3aJaHHd BBIIIOJIHCHBI BCPHO (I[OHYCKaIOTCH HCTOYHOCTH, HC ABJIAIOHNIUCCA CICACTBUEM
HC3HaHUA WM HCIOHUMaHHA yqeGHoro MaTCpI/IaJ'Ia). PaGora B OCJIOM  BBIIIOJIHCHA
CaMOCTOATECIBHO, BO3BMOXHO C KOHcyHBTaHHeﬁ npenoaaBaTeiis. PaGora caaHa C CO6J'IIO)1€HI/ICM
BCCX CPOKOB. I[OHYCKaIOTCH HC3HAYHUTCIbHBIC HCAOYCTEI B O(I)OpMJIeHI/II/I.

Ouemca «YAOBJICTBOPUTEJIbHO» BBICTABIACTCA B TOM ClIyda€, KOTraa CTYACHT B IICJIOM
OBJIAJIC]I CYTBIO BOIIPOCOB IIO JIaHHOM TEMCE, 06Hapy)KI/IBa€T 3HAHUC JICKIIMOHHOI'O MaTcpualia.
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HpI/I 9TOM Ha 3aHATHU BCIACT ce651 MaCCUBHO, OACT HCHOJHBIC OTBCTHI HAa BOIIPOCHI, JOIMYCKACT
OIIMOKHU MPHU OCBEHICHUH TEOPETUYECKOTO MaTepuasia, He MOXKET OOOOIINTh U CIIENaTh YETKUE
JIOTMYecKue BBIBOJBI. PaboTa chmana ¢ omo3naHueM He Oosiee NBYX 3aHATHH. JlomyckaroTcs
HE3HAYUTCIIbHBIC HEJOYCTHI B O(i)OpMHeHI/II/I.

Ouenka «HeyJ10BJEeTBOPUTEIBLHO» BHICTABJISETCS B Clydae, KOTJla CTYACHT OOHApY KU
HECOCTOSITEIbHOCTh OCBETUTH BOIPOCHI MJIM BOIIPOCHI OCBEILIEHBI HEMPABUIBHO, OECCUCTEMHO, C
rpyObIMH  OIIMOKaMH, OTCYTCTBYIOT TIOHMMaHHsI OCHOBHOW CYTH BOIPOCOB, BBIBOJIBL,
0000meHns, OOHAPY)KEHO HEyMEHHE pemiath ydeOHbie 3amauu. OOydaroniuiicss HE MOXKET
BBITIOJTHUTH paboTy 03 TOMOIIH npenoaBatesis. Pabora caana ¢ HapylieHHeM CpOKOB (TI03/IHEE
4eM uepes JiBa 3aHATHs ). B oopMIIeHHH TPUCYTCTBYIOT 3HAUYNTEIIBHBIC HEIOYCTHI.

1.2 Cnucok BONpocoB u (MJIH) 3a1aHU 1J1 MPOBeeHHs MPOMEKYTOYHOW aTTeCTAUHN

BOl'lpOC])I K 3a49€Ty

=

OcHoBHEBIE TIpaBa Tpaxaad B chepe o0paboTKH u 3amuThl HH)OPMAITHH.

2. OCHOBHBIC TIPHUHIUIIBI MPABOBOTO PETYIUPOBaHHUS B 00JMacTH OOpabOTKM ¥ 3alIHUTHI
nHpopMalnu.

3. Hudopmanus. OCHOBHBIE CBOICTBa 0€301MacHOCTH WHGOPMAIUU: KOHPHUICHIINATHEHOCTb,
[EJIOCTHOCTb, JOCTYITHOCTD.

4. Bunel uHGOpMaIK 10 MOPSAKY AOCTYIIA U PACIIPOCTPAHEHHUSL.

Orpannuenne nocryna Kk uHbopmarmu. 3ammura nHpopmanuu. OObEeKThI 3amuThl. Brumbl

TalH.

NudopmanronHbie TEXHOJIOTUN U HHGOPMAITMOHHBIE CUCTEMBI.

O6manmatens nHGOPMAIIUU U OTIEPATOP UHPOPMAIIMOHHON CUCTEMBI.

OTBeTCTBEHHOCTH B chepe 00pabOTKH ¥ 3aIUThl HH(OPMAITUH.

[lepconanbHble JaHHBIE U IPUHIIUIIBI UX 00pabOTKH.

10 Buiel nepcoHanbHBIX JaHHBIX: CHEIHAIbHBIE, OMOMETPUUYECKUE U O0IIeI0OCTYITHbIE.

11. YcnoBust 06paboTKH MEPCOHATBHBIX JaHHBIX.

12. Cornacue Ha 00pabOTKY NMEPCOHATBHBIX JAHHBIX.

13. TpancrpanuuHas nepegada NepcoHaIbHBIX JaHHBIX.

14. TIpaBa cyOBEKTOB MEPCOHATBHBIX JAHHBIX.

15. OnepaTop nepcoHaNbHBIX JAHHBIX U €r0 0053aHHOCTH.

16. Mepsl o6ecriedenust 0€30MaCHOCTH MEPCOHANBHBIX IAHHBIX.

17. KoHTposib ¥ HaI30p 32 BBHIOJIHEHUEM Mep MO 00ecredeHnIo 0€30MacHOCTH.

18. Yio1HOMOUYEHHBIH OpraH Mo 3alliTe MPaB CyObEKTOB MEPCOHATBHBIX JAHHBIX.

19. TTocnenoBaTenbHOCTH AEHCTBUH MO 3alIUTe UH(DOPMALIUU.

20. BoisiBiienue u anayim3 HHGOPMAIIMOHHBIX aKTHBOB.

21. dopmupoBaHue TpeOOBaHUI 1O 3alUTe HHPOPMALIUY.

22.Tloaxo/ el K MOJIEIMPOBAHUIO HApYIINTENIEeH HHPOPMAIIMOHHONW 6€301aCHOCTH.

23. Yrpo3sl HHPOPMAIMOHHOM 0€301acHOCTH.

24. CpenctBa 3a1uThl HH)OPMAIIHY.

25. TIpoueccopsl.

26. OcHoBHas (K311 ¥ ONIEpaTUBHAS) TAMSTh.

27. BcriomoraTennbHas MaMsTh.

28. YcrpoiicTBa BBOAA-BbIBOJIA (IIMHBI, MOHUTOPBI, IPUHTEPHI).

29. YcrpolicTBa BBOIa-BbIBO/IA (KJIAaBHATYPBI U MBIIIH, BeO-KaMepbl, MUKPO(OHBI).

30. O6mmit coco6 xpaneHus: U 00padOTKH HH(POPMALIUK B KOMITBIOTEPE.

31. IlonsTHs oniepaliioHHOM U (paitlioBO cUCTEM.

32. CyObeKThl, 00BEKThI, METO/IBI U TpaBa JIOCTYIA, IPUBUIIETHU CYOBEKTa TOCTYIIA.

33. JluckperimoHHOE yIpaBieHHE JOCTYIIOM.

o
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34. ManpatHO€ yIpaBieHHE JOCTYIIOM.

35. Unentudukanus, ayrTeHTHPHUKAINA U aBTOPHU3AIIHUS.

36. YpaBiieHHE JOCTYIIOM B ONEPALMOHHBIX cucTeMax cemeiicTBa Windows.

37. Unentudukanmsi, ayreHTUPUKAIMS ¥ aBTOpU3allMs B OMNEPANMOHHBIX CHUCTEMax
cemeiicrea Windows.

38. Peanusariust ayuta B OTliepallMOHHBIX cHcTeMax cemericTBa Windows.

39. VpaBiieHHe JOCTYIIOM B ONEPAIMOHHBIX CHCTEMax cemeicTa Linux.

40. Unentudukanus, ayreHTH(QUKANWS W aBTOPHU3aLUS B OMNEPAIMOHHBIX CHCTEMax
cemeiictBa Linux.

41. Monens ISO/OSI.

42. ApXuTeKTypa U OCHOBHBIE IIPOTOKOJIBI JIOKATbHBIX BBIYHCIUTEIBHBIX CETEH.

43. Kimaccudukanum ceTeBbIX yrpo3, YI3BUMOCTEH U aTak.

44. CereBble aTaky Ha pa3in4HbIX ypoBHsAX Moaenun 1ISO/OSI.

45. Knaccugukanus BpeI0HOCHOTO TPOrpaMMHOT0 00ecTIeueHUs!.

46. [Ipu3Haku MPUCYTCTBUS BPEIOHOCHOTO MPOTPAMMHOTO 00ECTICUCHUSI.

47. Meto1b1 0OHapyXEHHSI BPETOHOCHOTO IIPOTPaMMHOTI0 00€CIIeUeHHUS.

48. MecTo 1 pOJIb MEKCETEBBIX IKPAHOB B 00ECIIEUEHUH CETEBOW O€30IaCHOCTH.

49. Kimaccudukarys MexXCeTeBbIX SKPaHOB.

50. OcHOBHBIE BO3MOKHOCTH MEKCETEBBIX IKPAHOB.

51. JlocTOMHCTBA U HEAOCTATKU MEXCETEBbIX IKPAHOB.

52. TlocTpoenune mpaBuII GUITBTPALINH.

53. Kpunirorpadust qpeBHero mupa.

54. Kpunirorpadusi cpeTHIX BEKOB.

55. Kpunrorpadust snoxu BozpoxaeHust.

56. Kpunrrorpagust HoBoro Bpemenu.

57. CumMeTpudHasi 1 aCUMMETPUYHAS KpUnTorpadus.

58. BeruncianTenbHO CI0KHBIE 3aJa4i MAaTEMATHKH.

59. Kpunrocucrema RSA.

60. [TorsaTre KpuNTOrpPaPUIECKOTO MPOTOKOIA.

61. CBoiicTBa MPOTOKOJIOB, XapaKTEPHU3YIOIINE UX O€30MaCHOCTb.

62. CxeMbl 1TU(DPOBOI MOMHCH.

HpaBnna BbICTABJICHHUA OLICHKHU HA 3a4eTe.

B IIponecce 3a4ucTa Tpe6yeTc;I OTBCTUTb HAa OAWH U3 IMPHUBCIACHHLIX BBIIIC BOIIPOCOB. Ha
IOATOTOBKY K OTBETY HACTCA HC MCHCC 1 AKaACMHUYCCKOI'O 4aca.
ITo uToram 3aueTa BBICTABIISICTCS OJJHA M3 OLICHOK: GBauyTCHO», «HEC 3a4YTCHO».

Onenka «3a4yTeHO» BBICTABISCTCA CTYAEHTY, KOTOPBIM JIEMOHCTPUpPYET BIIAJECHUE
COJIep’)KaHMEM MaTrepHala U NMOHATHHHBIM allapaToM TEOPHUHU IICEBIOCIy4YailHBIX T€HEpPaTOpOB;
YMEET CBS3BIBaTh TEOPUIO C MPAKTUKOH. B 0TBeTE MOTyT NOMYCKaThCsA OTAEIbHBIE HETOYHOCTU
(HecyliecTBeHHble  OHIMOKH), KOTOpble  WCHPABISIOTCS  CaMMM  CTYJIEHTOM  IOCIie
JIOTIOJTHUTEbHBIX U (WJIM) YTOUHSIOUIMX BOIPOCOB dK3aMeHaTopa. Ha yacTe NONMOJHUTEIBHBIX
BOIIPOCOB CTYZIEHT MO>KET HE J1aTh OTBET WJIM JaThb HEBEPHBIM OTBET.

Onenka «He 3a4TeHO» BBICTABIAETCA  CTYIEHTY, KOTOpPBI JEMOHCTPUPYET
pa3po3HeHHbIe, OECCUCTEMHBIE 3HAaHUS; OECIOPSJOYHO M HEYBEPEHHO M3JIaraeT Marepual; He
YMEET BBIIEIATH ITIABHOE U BTOPOCTENIEHHOE, HE YMEET COEAUHATh TEOPETUUECKUE TIOJIOKEHUS C
MPAKTUKOM; JOMYCKAeT TpyOble OMMOKY MpU ONpe/IeIeHUH MOHATHH, BCIEACTBUE HEMOHUMAHUS
UX CYHIECTBEHHBIX U HECYILIECTBEHHBIX MPU3HAKOB U CBSI3€M; 1Aa€T HEIOJIHBIE OTBETHI, JIOTUKA U
IIOCJIEOBATEIBLHOCTh M3JIOKEHHUS KOTOPBIX MMEIOT CYIIECTBEHHbIE M IPHUHLUIHNAIbHbBIE
HapylIeHHUs, B OTBETaX OTCYTCTBYIOT BBIBOJABI. JONOJHUTENbHBIE M YTOYHSIOIIHUE BOIIPOCHI
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JK3aMEHaTopa HE IPUBOAAT K KOPPEKLUHMH OTBETOB CTyaeHTa. Ha OCHOBHYIW 4acTh
JOTIOJIHUTEIIBHBIX BOIIPOCOB CTYIECHT 3aTPYIHACTCS 1aTh OTBET UJIU 1a€T HEBEPHBIE OTBETHI.

Onenka «He 3auTeH0» BBICTABIIAETCS TAKXKE CTYACHTY, KOTOPBIN B3sJ1 9K3aMEHALMOHHbIN
Ouser, HO OTKa3ajcs 1aTh HA HETO OTBET.
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IIpunioxenue Ne2 k paboueil nporpamMme AU CUHUIIIMHbBI
«be3onacHocTh B cCOBpeMeHHO MH(OPMALIMOHHOI cpee»

MeToauueckue YKa3aHusl 1Jis oﬁy'{aloumxca 0 OCBOCHMIO JUCIIUITJINHBI

OcHoBHOU (hopMO¥ H3JI0XKEHHSI YIeOHOTO MaTepuayia 1Mo JUCHUIUTHHE «be30macHoCTh B
COBpPEMEHHON WH(GOPMAIIMOHHOW Ccpefiey» SIBISIOTCS JICKIMU, YTO CBS3aHO, MPEXKAE BCEro, ¢
HOBU3HOM MaTepuana st oOydaronuxcs. [1o O0NbIIMHCTBY TEM MPeTyCMOTPEHBI TPAKTUYECKUE
3aHATHUSA, TENBI0 KOTOPBIX SIBJISETCS 3aKPEIUICHHE JIEKIIMOHHOIO MaTepuajia MyTeM penieHus
CHEIMAILHBIM 00pa3oM MO0I00paHHBIX MPAKTUICCKUX 33/1ad.

Jnst  yCcmemrHoro  OCBOCHHSI  JUCIHUIUIMHBI  BaXXHO  CaMOCTOSATENIBHOE  HM3YUEHUE
TEOPETUYECKOTO MaTepHalia M pEHICHHE TMPAKTHYECKUX 3a/Jad, KaK B ayIuTOPUH, TaK H
CaMOCTOSITEJILHO B KAYECTBE CAMOCTOSTENHHOM padboThl. [Ipumeps! perieHus 3a1ad pa3ouparoTcs
Ha JICKIUSAX W MPAKTHUYECKUX 3aHATHUIX, MPU HEOOXOJUMOCTH IO Haubojiee TPYAHBIM TeMaM
MPOBOJIATCS TOTIOJIHUTENbHBIE KOHCYIbTaluu. OCHOBHAS 11€JIb PEIICHHS MPAKTUYECKUX 3a/1a4 —
MOMOYh YCBOWTH OCHOBHBIC MOHSTHUS WH(MOPMAIIMOHHOW O€30MaCHOCTH, WX OMpEAeNeHUs, a
TaKke OCHOBHBIE METOJBI M CpelIcTBa obecreueHus WHGOpMaIMoHHOW Oe3omacHocTH. st
pemeHuss 3agad HEOOXOAWMO HE TOJBKO 3HATh, HO M TOHUMATh JIEKIIMOHHBIA MaTepual.
[TosTomy B mporecce wu3ydeHUs UCIMIUIMHBI PEKOMEHIYETCS peryispHas paboTa ¢
KOHCITEKTaMH JIEKIIUIA U PEKOMEHIOBAHHOM JIUTEPATYPOH.

Bonemioe BHUMaHWE AOHKHO OBITH YIAEIECHO CaMOCTOATENbHON paboTe. B kadectBe
3aJlaHUM JJIs CaMOCTOSATENbHON padOThI JOMa CTYJEHTaM IMpeAaraioTcs 3aJayu, aHaJlOTHYHbIe
pa300paHHBIM Ha JICKIUAX U MPAKTUUECKUX 3aHATHUSIX WM CXOKHE C HUMHU.

Jlis mpoBEepKM M KOHTPOJISL YCBOEHHUS TEOPETUYECKOTOo Marepuaia, MpuoOpeTeHHBIX
MPAKTUYECKUX HABBIKOB Pa0OTHI C OCHOBHBIMHU MOHATHUSMHU B T€UEHUE OOY4YEHMsI MPOBOJSATCS
MEpPOTIPUATHS TEKyIeH aTTecTalliy B BUJE TeCTUPOBAHUN. Takke MpOBOAATCS KOHCYJIbTAllUU
(mpu HEOOXOIMMOCTH) TIO JICKIIMOHHOMY MaTtepuany W pa300py HEKOTOPBIX 3aJaHui s
CaMOCTOSITEJILHOM pabOTHI.

B KkoHIe uW3ydyeHHs ITUCHUIUIMHBI CTYAEHTHl CHAIOT 3aueT. 3ayeT IMPOBOJUTCS Ha
OCHOBAHUU BBITIOJIHEHUS TECTOBBIX 33JaHUil U cobeceqoBaHUS Ha OCHOBAHUU CIIMCKAa BOIIPOCOB
K 3a4€Ty, KOTOPBI 0XBATHIBAET MOJTHOCTHIO BCIO MIPOrPaMMYy TUCIUILIAHEI.

YyedHO-MeTOANIECKOE 00ecTIeueHne
CaMOCTOSITEJIbHOI Pa0d0ThI CTYICHTOB 110 JUCHUILIHHE

Jl71 caMOCTOATENbHON pabOThl pEKOMEHAYETCS UCIIOIb30BAaTh CIASAYIOIIYIO YUeOHYIO
TUTEpaTypy:

1. Tamenbaym D. Apxutektypa Kommbiorepa. / O. Tanmenbaywm; [mep. ¢ anra. lO.
I'opoxosckoro, [I. Iluntsxosa] - 5-e wm3n. - CII6.: ITurtep, 2013. - 843 c.
(axameMHuuecKoe M3I0KEHIE MaTepralia o apXUTEKType KOMITBIOTEPA).

2. Tanenbaym O. CoBpeMeHHBbIE omnepanuoHHble cuctembl. / J. Tanenbaym, X. boc;
[mep. c anrn. A. JleontseBoii, M. MansieBoii, H. Bunpunnckoro] - 4-e u3zn. - CII6.:
IMutep, 2019. - 1119 c.: un. (akageMuyeckoe WU3I0KEHHE MaTepuana IIo
OTIEPAIlMOHHBIM CHCTEMaM ).

3. Tanenbaym O. Komnbrotepusie cetu. / 3. TanenOaym, /. Yazepom; [mep. ¢ anrm. A.
I'pebenbkoBa] - 5-¢ uzn. - CIIG.: Turep, 2019. - 955 c. (akameMuyeckoe U3NOKEHUE
MaTepuana Mo KOMIBIOTEPHBIM CETSIM).

4. Andepon A.Il. OcHoBbl kpunrorpaguu. YueOHoe nocodue. / A.Il. Andepos, A. IO.
3yooB, A.C. Ky3pmun, A.B. Uepemymkun. M.: T'emuoc APB, 2005. 480 c.
(axkagmeMuuecKoe U3I0KEHHE MaTeprana mo Kpunrorpadun).
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