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1. Ileaun ocBOEHUS TUCHMILIMHBI
[lenbto  ocBoeHuss aucuuiuinHbl  «lIporpammHoO-anmnapaTHble  CpeACTBAa  3aIIUTHI
nH(pOpMaLUN» ABIISETCS MOJATOTOBKA BBIITYCKHHKA K JIEATEILHOCTH, CBSI3aHHOM C SKCILTyaTanueit
U OOCITy)KMBaHMEM ammapaTypsl H  O00OpyAOBaHHs, IPOrPaMMHOIO  oOecredeHus,
MpeHa3HAYeHHBIX JIJIs 0OecreueHus 3auThl HHPOpMaIUu.

JlaHHBII KypC, HA OCHOBE MCIIOJb30BaHUS MEXKIYHAPOJHBIX POCCUIMCKUX CTAHAAPTOB U
HopMmatuBHBIX TpeboBanuii ®Ch, ®CTOK u PockomnHamzopa Poccuu B chepe obecrieueHus
UH(POPMALIMOHHON 0E30MaCHOCTH, BHIPAOATHIBACT y CTYACHTOB 3HAHUS O CYIIHOCTH, TOHATUHU U
crocobax obecredeHus MHGOPMAIMOHHON O€30MacHOCTH, MPHUHIIMIIAX IOCTPOCHUS CHUCTEM
3alUThl  MHPOpPMALMK, a TaKkkKe YMEHHE KIACCH(QHUIMPOBATh W  OLEHUBATH yIPO3BI
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

2. MecTto IMCHUILVIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOl NPorpaMmbl

Jucnurumna «[IporpaMMHO-anmmapaTHbeie CpeICTBa 3alUThl HH(OPMAIIMM) OTHOCHUTCS K

YUCITY JUCHUILUIUH 06a30Boit yacTu npodeccuonanbHoro nukia. (b1.0.09)

Jlsist yCHenHoro yCBOSHUsI JAHHOM TUCIMITIIMHBI HEOOXOMMO, YTOOBI CTYJICHT OBJIAJIEI
3HAHHUSIMH, YMCHHUSIMH U HaBBIKAMH, C(OOPMHPOBAHHBIMU B TIPOIECCE U3YUCHUS JUCIIATLINH:

«AmmapaTHbIE CPEJCTBa BBIYMCIUTEIBHON TEXHUKHU» - 3HaHUE OCHOB OPraHU3AlUU U
paboTHI armapaTHbIX KOMITBIOTEPHBIX CPEIICTB,;

«Mupopmatuka» — pabora ¢ MpOrpaMMHBIMH CPEJICTBAMHU OOIIEr0 Ha3HAUCHHSI,

«OcHOBBl  WH(pOpMANMOHHOW  0€30MacHOCTH» — 3HAHUE OCHOB OOeCHeYeHUs
UHpOpPMaMOHHOM Oe3onacHocTH B Poccuiickoit denepanuu.

3HaHWS W HABBIKH, MOJIYYCHHBIC B PE3yJbTaTe M3YYCHHH TUCHHUILIMHBEI «[IporpamMmmHo-
anrmaparHble CpeJCTBa 3allUThl HH(OPMAIIMNY», UCTIONB3YIOTCS CTYICHTAMU B JaJbHEHUIIEM MPH
pa3paboTKe KypCOBBIX U IUIJIOMHBIX PaboT.



3. Ilnanupyemble pe3yJbTaThl 00y4eHHs MO JMCUHUIJIMHE, COOTHECEHHbIE C
IVIAHUPYEMbIMHU pe3yJabTaTamu ocBoeHust OI1
IIponiecc u3ydyeHus AUCUUILIMHBI HApaBjieH Ha (OPMHUPOBAHUE CIETYIOIUX 3JIEMEHTOB
xkomnereHMi B coorBercTBUU ¢ PI'OC BO, OOII BO u npuoOpeTteHust cieayomux 3HaHuM,
YMEHUH, HaBbIKOB U (MJIM) OIBITA IEATEIIbHOCTH!

Dopmupyemas
KOMIIeTeHIHS
(ko u GopMyJIMPOBKA)

NHaukaTop 10CTHKEHUSA
KOMIIeTeHIN U
(ko u popMyaMpoBKa)

Ilepeuennb
IUVIAHUPYEMBIX Pe3yJIbTATOB 00y4eHH s

OobmenpodgeccuoHaIbHbIE KOMIIETEHITHN

OIIK-10

CrniocobeH B KayecTBe
TEXHUYECKOTO
CIICIHAINCTA IPUHUMATD
ydacTHe B
(dhopMHUpOBaHUH
MOJTUTUKA
WHPOPMALTUOHHON
0€301acCHOCTH,
OpTraHU30BbIBATh U
MOJIICP)KUBATh
BBIMOJIHEHUE KOMIUIECKCa
Mep 0 00ECTICYCHHIO
MH(GOPMAITMOHHOM
0e30IacHOCTH,
YIPaBJISATH MPOIECCOM
UX pean3ainny Ha

00BEKTE 3alIUThI

MN-OIK-10_3

3HAET MIPAaBOBBIC OCHOBBI
OpraHu3alyy 3alUTHl
MIEPCOHANIBHBIX TaHHBIX U
OXpaHbl Pe3yIbTaTOB
WHTEJUIEKTYaJIbHON
JACATCIIbHOCTHU U
NPUHOMITEL (POPMHUPOBAHUS
MOJIUTHUKH

3HaTh OCHOBHBIE IPUHIIMIIBI U IPABOBBIE
OCHOBBI (JOPMHUPOBAHHUS TTOJIUTHKH
0e30MacHOCTH MPEINPHUATHS C YUETOM
PHUCKOB U chepoil AeATEIbHOCTH JaHHOTO
OPENPHUITUS.

UHPOPMAaITMOHHON

0e30macHOCTH

OpraHM3aIHH.
3HaTh MporpaMMHbIE, IPOTPaAMMHO-
anmaparHbIe CPEICTBA 3alIUThl HHpOpMaIu
B KOMIIBIOTEPHBIX CHCTEMAaX U CeTsX (B
YaCTH OTIEPAIIMOHHBIX CUCTEM).
BiageTs HaBBIKAMU aIMUHHCTPUPOBAHHS
JIAHHBIX CPEJICTB 3aIUThI HHOPMAIHHU B

M-OIIK-10_4

3HAeT MPOrPaMMHO-
anmnapaTHbIE CPEICTBa
3alIUTHI UHPOPMAIIH B
TUTIOBBIX OTICPAIIMOHHBIX
CHCTeMax, CHCTEMax
yrpasieHus 6azamMu
JIAHHBIX, KOMITBIOTEPHBIX
ceTsix

KOMIIBIOTCPHBIX CUCTEMAX U CCTAX.




H-0OIK-10 5

yMeeT KOH(UTYPHpPOBAThH
MPOrpaMMHO-aIapaTHbIC
CpeCTBa 3aIUTHI
nH()OpMAITIH B
COOTBETCTBHH C
3aJJaHHBIMU TIOJTUTHKAMH

3HaTh TOPSAOK BBITIOJIHEHUS pPaboOT 10
YCTaHOBKE, HACTPOWKE W OOCITYKUBAHUIO
MPOrPaMMHBIX, MTPOrPaMMHO-AIIaPaTHEIX (B
TOM  9YHCIIe  KpunTorpadgudeckmx) u
TEXHUUYECKUX CPEJICTB 3alUThl HH(POPMAITUH,
YMeTh BBHIMONHATH PabOTHI IO YCTAHOBKE,
HACTPOMKE ¥ 00CITYKUBAHUIO TIPOTPAMMHBIX,
MPOTrpaMMHO-ANIapaTHeIX (B TOM 4HCIIE
KpunTorpauyecknx) M TEXHUYCCKUX
CPEJICTB 3aIUTHI HHOPMAITHH.

OIIK-12

CriocobeH mpoBOANTH
MOJITOTOBKY UCXOHBIX
JAaHHBIX IJIA
MIPOCKTHPOBAHHSI
MOJICUCTEM, CPEJICTB
o0ecreyeH s 3aIUThI
nHGOPMAITUY | JUIS
TEXHHKO-
SKOHOMHYECKOIO
000CHOBAHUS
COOTBETCTBYIOIINX
MPOCKTHBIX PEIICHUIA;

6e3omacHOCTH
3HaTh NPUHLIMIE GOPMHUPOBAHHS MTOTUTUKA
WH(POPMAITMOHHON Oe3omacHOCTH
N-OIIK-12.1 PEANPHUSITHS.

3HAET MPUHIHUIIBI
(OpMHUPOBAHHS TTOIUTUKI
UHPOPMAITMOHHOH
0e301acHOCTH B
WH(POPMAITMOHHBIX
cUcTeMax, MPUHIIHIIEI
OpraHu3aluu
MH()OPMALIMOHHBIX CHCTEM
B COOTBETCTBHUH C
TpeOOBAaHUSIMH T10 3aIMUTE
uH(pOpMaLUK; OCHOBHEIE
9TaIbI Iporecca
MPOEKTHPOBAHUS U 001IIHe
TpeOOBaHUsI K
COZIEPIKAHUIO MTPOCKTA;

3HATh OCHOBHI M TPUHIMMIBI MOCTPOSHUS
3alUIICHHBIX HH()OPMAIIMOHHBIX CUCTEM.
YMeThr  TPOEKTHPOBATH  3alIUIICHHBIC
WH(POPMAITMOHHBIE CHUCTEMBI C  YYETOM
TpeOOBaHUI K COJCPIKaHUIO ITPOCKTA.




H-OIIK-12.2

yMEEeT ONpeACIIATh
MH(POPMAITHOHHYTO
UHPPACTPYKTYPY H
WH(POPMAITUOHHBIC
pecypchl opraHu3anu,
MOJUICKAIITHIE 3aIINTE;
aHAIM3UPOBATh
MOKA3aTeNId KayecTBa U
KPUTEPHHU OI[EHKH CUCTEM
Y OTJICIIEHBIX METOIOB U
CPEICTB 3aIIUTHI

3HaThL NepedeHb MEPONPUATHH U MOPSIOK
NPOBEACHUS ~ KOHTPOJIBHBIX  NPOBEPOK
paborocmocobHoctt  u 3¢ (HEeKTUBHOCTH
IPOrPaMMHO-AMMAPATHBIX CPEJCTB 3al[UTHI
WHPOPMALIUH.

YMmerb  omnpenensiTe  HMH(GOPMAIHMOHHYIO
UHPACTPYKTYpY OPEANPHUATHS U €r0
pecypchl, TOUIeKaIINe 3aIInTe.

nH(OpMaITny;
3HaTh METOJUKHU OIICHUBAHUS
WH(POPMAITMOHHBIX PHUCKOB B
ABTOMATU3UPOBAHHBIX cucremMax
(oTIepaliOHHBIX CUCTEMAaX H CETSX).
YMeTh OlleHUBaTh YPOBEHb 0€30MMaCHOCTU
N-OIIK-12.3

yMeeT OICHUBATh
WHGOPMAITMOHHBIC PUCKH B
ABTOMATH3UPOBAHHBIX
cucTeMax; yMeeT
pa3pabaThiBaTh OCHOBHBIC
MOKA3aTeJIA TEXHUKO-
9KOHOMUYECKOTO
000oCcHOBaHUS
COOTBETCTBYIOIINX
MPOCKTHBIX PEIICHHUIA;

KOMITBIOTEPHBIX CHCTEM U CETEeH U IPOBOJUTH
9KCIIEPUMEHTAIbHOE UCCIIEI0BaHUE
KOMIIBIOTEPHBIX CUCTEM C LEJIBIO BBIABJICHUA
YS3BUMOCTEH.




4. O0beM, CTPYKTYPA U cO/IepP:KaHue IUCHUIIINHBI

OO0mias TpyA0€MKOCTh JUCIIUIUIMHBI COCTABISIET 3 3a4eTHhIC eAuHUIlbI, 108 akaa. 4acos.

Ne Tembl (pa3aesnbl) Bunsl yueOHbIX 3aHATHI, DopMBbI TEKyLIEro
e
n/n AUCIHUNIHHBI, 5 BKJIIOYASl CAMOCTOSITEJILHYI0 | KOHTPOJISI yCIIeBA€eMOCTH
HX CO/lep:KaHue s padoTy CTYJAEHTOB, DopmMa NpPOMeKYTOYHOM
S U UX TPYI0€MKOCTh aTrecTanuu
(B akageMU4YeCKUX 4acax) (no cemecmpam)
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ToncucTems! samuTe! Ornpoc Ha IPaKTUYECKUX
1 |coBpeMeHHBIX 6 7 6 7 3 20 p P
OTIePAIOHHBIX CHCTEM SaHATIIX
9 3amuTa nHGOPMALINU B 6 4 4 3 137 Onpoc Ha MPaKTUYECKUX
KOMITHIOTEPHBIX CETIX ' 3aHATHAX
3 3amuTa nporpaMm U 6 5 6 6 1 20 Onpoc Ha MPaKTHYECKUX
JAHHBIX 3aHATUSIX
2 103 3auer
Bcero 108 16 | 16 | 16 | 6 | 0,3 | 53,7

Coneprxkanue pa3iesnoB AUCIUTUTHHBI:

Paznen Ne 1 «IloicucTemMbl 3alIUThl COBPEMEHHBIX ONEPALIMOHHBIX CUCTEM.

Tema 1.1. CyObeKTbl, 00bEKThI, METO/IbI U IIPaBa JOCTYIA B COBPEMEHHBIX ONEPAallMOHHBIX
CUCTEMAX.

Tema 1.2. OcHoBHbIe KOMIOHEHTHI TojacucTeM 3amuTel UNIX u Windows (ynpasnenue
JOCTYIIOM, ayTCHTH(UKAIUS, Ay/IUT).

Tema 1.3. OcHOBHBIE ITPOOJIEMBI C 6E30MTACHOCTHIO U BO3MOXKHBIE PELICHUS B COBPEMEHHBIX
ONEPALMOHHBIX CUCTEMAX.

Tema 1.4. Aynut unpopmManoHHOH 6€301MacHOCTH.

Pasznien Ne 2 «3ammra nHdbOopMaIiny B KOMOBIOTEPHBIX CETIXY.
Tema 2.1. O0ecnieueHue 6E€30MACHOCTA MEXKCETEBOIO B3aAUMOACUCTBU.
Tema 2.2. AgantrBHass 0€30IIaCHOCTE B BEIUUCIUTEIBHBIX CETIX.

Paznien Ne 3 «3ammuTa nporpamMm U AaHHBIX».

Tema 3.1. 3amura nporpaMMm OT HM3yY€HHs, HECAaHKIIMOHUPOBAHHOTO KOIUPOBAHUSA U
WCIIOJIb30BaHUS.

Tema 3.2. IIpuHUIUIIBI TOCTPOSHUSI MOJIUTUKHA O€30MaCHOCTH, 00ECIIeYNBAIOIIEH BHICOKYIO
3alIUIIEHHOCTh OT BPEAOHOCHOTO TMPOTPAMMHOIO OO0eCledyeHus: MNPUHIMUI MHUHUMH3AIUN
MIPOrpaMMHOT0 OOecTieueHus!, MPUHIIUI MUHUMU3AIUH [TOJIHOMOYUI MOJIb30BaTeNeil.

Tema 3.3. Metoasl U cpeacTBa oOecrneyeHuss cCoXpaHHOCTH uHpopmanuu. OcoOeHHOCTH
pe3epBUPOBAHUS M BOCCTAHOBJIEHUS JAHHBIX B COBPEMEHHBIX YCIOBHSIX.

5. O0Opa3oBare/ibHbIe TEXHOJIOTMH, HCIOJIb3yeMble NMPH OCYIIECTBJIEHUHU
00pa30BaTeJIbHOIO NPoLecca M0 AUCHHUILINHE



B nporecce 00y4ueHns UCHONB3YIOTCS CIEAYIOINe 00pa30BaTeIbHbIE TEXHOIOTHU:

BBoaHas JieKHMA — [aeT IEpBOE LENOCTHOE NPEIACTABICHHE O AWCHMILUIMHE U
OPUEHTHUPYET CTYAECHTAa B CUCTEME M3YyYEHUs NAaHHOW JUCHUIUIMHBL. CTyIEHTBI 3HAKOMATCA C
Ha3HauYEHUEM U 33a/ladaMU Kypca, €ro pojbl0 M MECTOM B CUCTEME y4YEOHBIX AUCLMIUIMH U B
cHCTeME IOATOTOBKM B meioM. Jlaercs kpatkuii 0030p Kypca, UCTOpHUS Pa3BUTHA HAYKH M
IPAaKTUKH, TOCTHXKEHUS B 3TOH cdepe, NMeHa U3BECTHBIX YUYEHBIX, U3JIaratoTcsl NepCHeKTUBHbIE
HalpaBjeHusl uccienoBaHuid. Ha 3TOM  JIeKUMHM  BBICKa3bIBAKOTCA  METOJUYECKHE U
OpraHu3alMOHHbIE OCOOCHHOCTH Pa0OThI B paMKaxX AAHHOW AUCLUILIMHBI, a TAKKE 1aeTCs aHAIU3
pPEKOMEH1yeMOl y4eOHO-MEeTOINYECKOI TUTepaTyphI.

AxaneMuyecKkasi JJeKIus (WM JIEKIKs 00LIero Kypca) — MociieIoBaTeNIbHOE U3JI0KEHHE
MarepHaia, OCyIIeCTBIIEMOE IPEUMYIIIECTBEHHO B BHJIe MOHOJIOTa IpernoiaBaTens. TpeboBanus
K aKaJeMMUYECKON JIEKIIMU: COBPEMEHHbII Hay4HBIH YpOBEHb U HACBILIEHHAs HH(OPMATUBHOCTS,
yOenuTenbHas apryMeHTalusl, 10CTYIIHAs U IOHATHAsI peub, YETKasi CTPYKTypa U JIOTUKA, HAJIU4ne
SAPKUX IPUMEPOB, HAYYHBIX J0Ka3aTeIbCTB, 000CHOBAHUH, (DAKTOB.

IIpakTnyeckne M JadOpaTOpHbIe 3aHATHUSI — 3aHATHS, IIOCBSILEHHBIE OCBOEHUIO
KOHKPETHBIX YMEHHMI M HAaBBIKOB M 3aKPEIUICHUIO MTOJIyYEHHBIX Ha JIEKIIUHA 3HAHUU.

KoncynbTauum — BuJ y4eOHBIX 3aHATHM, SBISIIOIIMICS OTHOM M3 (OpPM KOHTpOIIA
CaMOCTOSITENIbHOW  paboThl  cTyJeHTOB. Ha KoHCymbTamusx 1o mOpock0e CTYIEHTOB
paccmaTtpuBaroTcs HauOoJsiee CIOKHBIE MOMEHTBHl NpU OCBOEHMM Marepualla JUCLUILIMHBI,
IIpernojaBaTesib OTBEYAaeT Ha BOIPOCHl CTYIEHTOB, KOTOPbIE BO3HUKAIOT y HUX B IIpoliecce
CaMOCTOSITENIbHON pabOThI.

6. IlepeyeHr WH(MOPMAIMOHHBLIX TEXHOJIOTHH, MCHOJb3YeMbIX MPH
OCYIIIeCTBJIEHUU 00Pa30BaTEJIbHOI0 MPOLECCA MO TUCIUIJINHE, BKIIOYAS
nepevYeHb JIMIIEH3UOHHOT 0 NMPOrpamMMHOTIO o0ecrieyeHust "
HH(GOPMAIMOHHBIX CIIPABOYHBIX CHUCTEM (IIPH HEOOXOAMMOCTH)

B mponecce OCYmeCCTBICHUA 06paBOBaT€JII)HOFO nmponecca UCIOJb3YOTCA:
-IIporpaMMHOC oOecrieueHne 1A CO3AaHUA U JCMOHCTPpalun HpGSGHTaHHﬁ, I/IJ'IJ'IIOCTpaI_II/Iﬁ n
JIPYTUX y4eOHBIX MaTE€pHaJIOB!

- Microsoft Windows (B coctase Microsoft Imagine Premium Electronic Software Delivery);
- Microsoft OfficeSTD 2013;

- C31 HC/] Dallas Lock 8.0-K;

- CpenctBa 3amuThl nHPopMaiuu Secret Net 7;

- Linux (GNU GPL v.3).

- Academic VMware Fusion 10 Pro ESd.

- Academic VMware Workstation 14 Pro for Linux and Windows ESD.

- IDA 5.x (6ecrutatnas Bepcus [10);

- Microsoft Debugging Tools (cBo6oano pactpoctpansiemoe 110);

- Virtual Box (GNU GPL v.2).

7. IlepeyeHb CcOBpeMeHHbIX TNpodecCHOHAIBHBIX 0a3 [JaHHBIX U
HH(OPMAIMOHHBIX  CIPABOYHBIX CHUCTEM, HCIHOJb3YyeMbIX IpH
OCYIIeCTBJIEHUH 00pa30BaTeJIbHOIO IMpolecca Mo AUCHUIIMHE (NPHU
HE00X0UMOCTH)

B mpomecce ocymecTBieHus ~00pa3oBaTeNbHOrO — Tpolecca IO JUCHHUIUINHE
VICTIOJIB3YFOTCSL:

1. AmtomaTtusupoBaHHas 6ubnmoredno-uHpopmarmonHas cuctema «bBYKMU-NEXT» -
https://www:.lib.uniyar.ac.ru/opac/bk_cat_find.php/

2. DnexTpoHHO-OMOMMoTeuHas cucrema «tOpait - https://www.biblio-online.ru/

3. DnekrpoHHO-OMONMMOTeUHas cucteMa «Jlauby - http://e.lanbook.com/


https://www.lib.uniyar.ac.ru/opac/bk_cat_find.php/
https://www.biblio-online.ru/
http://e.lanbook.com/

4. Tlopran pa3paboTYMKOB KIHEHT-cepBepHBIX Mpuiokenuin Microsoft Developer Network
(MSDN) - https://msdn.microsoft.com/ru-ru/

8. IlepeyeHb OCHOBHOW W JONMOJHHUTEIbHONH y4eOHOW JIMTEpaTypbl, pecypcoB
HH(OPMAIMOHHO-TEJIEKOMMYHHUKANMOHHOU ceTH «AHTepHETY,
HEO0XOAMMBIX JJIs1 OCBOCHUS M CHUIIMHBI

a) OCHOBHasl JIUTEpaTypa

1. IInaronoB, B.B. «lIporpamMHo-amnmapaTHbie cpeacTBa  obOecreueHus
nH(OPMAIMOHHON 0€30MaCHOCTH BBIYUCIUTENIBHBIX CETEN»: yueOHOe mocooue
1utst By30B / B. B. IlnaronoB; YMO 1o o6pa3oBanuto B 0011. HHOOPMAITMOHHON
oe3omacHocTh. - M.: Akanemus, 2006. - 239 c. - (Bwicmiee npod.
oOpazoBanue. HpopmarmonHas 6€30MacHOCTb).
Pexxum nocrymna:
http://www.lib.uniyar.ac.ru/opac/bk_cat_card.php?rec_id=355769&cat_cd=Y
ARSU

1. Mudraxora, JI. X. IIporpammHo-anmapaTHble CpEIACTBA  3alUTHI
uHdopmaruu : yuednoe nocoodue / JI. X. Mucdraxosa, A. P. Kacumona, B. H.
Kpacunsnukos, B. A. boromoinos, A. JI. Anexus. - Cankr-nerepoypr : L]
Nutepmenus, 2018. - 408 c. - ISBN 978-5-4383-0157-8. - Tekct
anektponHbii // OBC "Koncynerant crymenta" : [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785438301578.html (mata
obpamienus: 25.01.2022). - Pesxxum gocTtyna : Mo moAMucKe.

2. Ilpockypun B.I'., «3ammTa nporpamMm U JaHHBIX», 2-€ U3JaHUE, Y4YeOHOE
nocobue Il CTyA. YYpEKJIeHUW BeIcHI. Mpod. obOpazoBanus, M.,
N3 parenbckuil neHTp «Akanemus», 2012.- 208c.

3. Ipockypun, B. I'. 3ammra B onepannoHHBIX CHCTEMax : ydyeOHOoe mocobue
qutst By30B / [Ipockypun B. I'. - Mocksa : ['opsiuas nunaus - Tenekom, 2014. -
192 c¢. - ISBN 978-5-9912-0379-1. - Tekcr : asmektponHbI // DbC
"Koncynprant cryneHra' : [cauT]. - URL :
https://www.studentlibrary.ru/book/ISBN9785991203791.html (maTa
oOpamenus: 26.01.2022). - Pexxum gocTtyna : o noAnucKe.

4, ®enepanbHblil 3ak0H 0T 26 utons 2017 roga Nel87 — @3 «O 6€30macHOCTH KPUTHUECKOM
UHpOPMaLMOHHOM HHppacTpyKTypsl Poccuiickoit deneparyny».

5. TOCT P UCO/MDK 51583 - 2014 roma, «IIopsmoK cO3MaHHMs aBTOMATU3MPOBAHHBIX
CUCTEM B 3alUIIECHHOM HCIHOJHEHUN», PenepanbHOE areHTCTBO IO TEXHUYECKOMY
perynupoBaHuio U Metposioruu («Poccrangapt»), M.: 2014.-22c.

0) 10MOJTHUTEJIbHAS JIUTEepaTypa

1. Kazapun, O. B. [IporpammHo-anmapaTHbIe CpeCTBa 3alIUTH HHPOpMAIHH. 3amuTa
IPOrpaMMHOr0 oOecrieueHus : ydeOHUK U pakTUKyM Jutst By30B / O. B. Kazapus,
A. C. 3a6abypun. — Mocksa : M3garensctBo FOpaiit, 2022. — 312 c. — (Bricmiee
obpaszoBanue). — ISBN 978-5-9916-9043-0. — TekcT : 2JIeKTpOHHBIH //
OopasoBarenbHas wiathopma KOpaiit [caiit]. — URL: https://urait.ru/bcode/491249
(mata obpamenus: 26.01.2022).

2. Kazapun, O. B. Hanexxnocts u 6€301acHOCTb IPOrpaMMHOT0 o0ecrieueH s : yueOHoe
nocobue st By3oB / O. B. Kazapun, U. b. lllyounckuii. — Mocksa : U3garenbcTBo


https://msdn.microsoft.com/ru-ru/
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FOpaiit, 2022. — 342 c. — (Bricuee obpazosanue). — ISBN 978-5-534-05142-1. —
Tekcr : anexTponHsiii // OOpa3oBarenbHas maaTdopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/493262 (nara obpamenus: 26.01.2022). Cxpunauk J[.A. Obuue
BOITPOCHI TEXHUYECKOM 3aIuThl HHpopmaruu [ InexkTporHsiid pecype] / JI.A. CKpUITHUK.
— DJEeKTPOH. TeKCTOBbIE AaHHbIe. — M. : UnTepHeT-YHuBepcuter MHPOpMAITMOHHBIX
Texnomoruit (MHTYUT), 2016. — 424 ¢. — 2227-8397. — Pexum aocryna:
http://www.iprbookshop.ru/52161.html

3. Kpakosckuii, 0. M. MeTtoapl 3amuThl nHGOpMaNuu : yaeoHoe mocodue st By30B / FO.
M. KpakoBckuii. — 3-¢ uzn., nepepad. — Cankr-IlerepOypr : Jlanp, 2021. — 236 c. —
ISBN 978-5-8114-5632-1. — TekcT : 3nmeKTpoHHBIH // JIaHb : 37eKTPOHHO-OMOIMOTEeUHAs
cucrema. — URL: https://e.lanbook.com/book/156401 (mata obpamenwus: 26.01.2022).
— PexxuM poctyna: i aBTOpuU3. MOJIb30BaTENCH.

4. Metoasl u cpeacTBa oOecreueH s MPOrpaMMHO-ANIAPaTHON 3alUThl HH(POPMALIUN
[DnexkTpoHHBIN pecypc] : HayuHO-TexHu4Yeckoe uznanue / AWM. Actaiikus [u ap.]. — DJIEKTpoH.
TekcToBbIe JanHble. — Capos: Poccuiickuii ¢enepanbHblil snepublii nentp — BHUND®, 2015.
— 224 ¢. — 978-5-9515-0305-3. — Pesxkum mocryma: http://www.iprbookshop.ru/60959.html

5. Menyxun, O. . O6Hapy»)eHHE BTOPKEHHUI B KOMIIBIOTEPHBIE CETH (CETEBBIC
aHomanum) : yuebHoe nocodue st By30B / [lon pen. mpodeccopa O. . lenyxuna. - Mocksa :
[opstuast muans - Tenekom, 2013. - 220 c. - ISBN 978-5-9912-0323-4. - TekcT : 37€KTPOHHBIIH //
OBC "Koncynbrant cryaenra” : [caiit]. - URL :
https://www.studentlibrary.ru/book/ISBN9785991203234.html (nara obpamenus: 26.01.2022). -
Pexwum noctyna : mo nojmucke.

6. TanmenOaym D. CoBpeMeHHBIE OllepaluoHHbIe cucTeMbl. / D. Tanen6aywm; [mep. ¢ aHriI.
H. Bunbuunckoro, A. JlamkeBuua] - 4-¢ uszg. - CII6.: [Tutep, 2015. - 1115 ¢.

7. Opranmsanus 6e30macHoi paboTsl HHPOPMAITMOHHBIX CUCTEM [ DJIEKTPOHHBIN pecypc] :
yueOHoe mocodue ISl CTYICHTOB, o0yJaronuxcs mo Harpasienuto 230400 «uadopmanmonnbie
cuctembl U TexHosoruny, 230701 «[Ipuknannas uagopmarukay / FO.1O. I'pomoB [u ap.]. —
DNEKTPOH. TEKCTOBbIE NaHHble. — Tam00B: TamMOOBCKMIi rOCy1apCTBEHHBIA TEXHUYECKUI
yausepcuret, ObC ACB, 2014. — 132 ¢. — 2227-8397. — Pexxum nocryna:
http://www.iprbookshop.ru/64142.html

8. TOCT 51583 - 2014 rona, «Ilopsaok co3aHusl aBTOMAaTU3UPOBAHHBIX CHCTEM B
3aIMIIIEHHOM UCTIOTHeHUN», DeiepaabHOe areHTCTBO M0 TEXHUYECKOMY PETYIUPOBAHUIO U
metposorun («Poccranmapt»), M.: 2014.-22c.

9. TOCT P UCO/MDK 15408-1-2012r., 15408-2-2013r., 15408-3-2013r.,
«HpopManioHHast TEXHOJIOTHS. MeTOoIbI M cpeficTBa obecreueHnust THPOPMaIMOHHON
6e3omacHocTH. Kputepuu omneHku 6e30macHOCTH HH(POPMAITMOHHBIX TEXHOJIOTHI», «HacTs 1.
BBenenue u obmas Mmozaenby, «Hacts 2. DyHKIIMOHATBHBIE KOMIIOHEHTHI 0€301aCHOCTH,
«Uacts. 3. KoMmnoHeHTHI 10Bepust k Oe30macHoCcTY, DeiepanbHOe areHTCTBO M0 TEXHUYECKOMY
perynupoBanuio U MeTpoiioruu Poccun, M.: «Ctangaptuadopm», Yacts 1.-2014.-56¢., Yacth
2.-2014.-164c., Yactp 3.-2014.-152c.

10. Hammonanensiit cranaapt [OCT P UCO/MBK 53113-1-2008 «udpopmannoHHbIe
TEXHOJIOTHH. 3aIuTa HHPOPMAITHOHHBIX TEXHOJIOTHI U aBTOMATU3HUPOBAHHBIX CHCTEM OT yTPO3
UH(POPMAIIMOHHON O€30MTaCHOCTH, PEATM3YEMBIX C TIOMOIIBIO CKPHITHIX KaHaIOB. YacTs 1.
OO1111e MOTOKEHUSD.

11. HammownameHsni ctanaapt ['OCT P UCO/MBK 53113-2-2009 «MuDOopManioHHbIE
TEXHOJIOTHH. 3aImuTa HHPOPMAITHOHHBIX TEXHOJIOTHI U aBTOMATU3HUPOBAHHBIX CHCTEM OT YTPO3
UH(POPMAIIMOHHON O€30MTaCHOCTH, PEATM3YEMBIX C TIOMOIIBIO CKPBITHIX KaHAIOB. YacTs 2.
Pexomennaruu no 3ammure nHGOpMauy, HHPOPMAIIMOHHBIX TEXHOJIOTUN U
ABTOMATH3UPOBAHHBIX CHCTEM OT YTpo3 HH()OPMAIIMOHHON 0€30IacCHOCTH, pEaTU3yeMbIX C
MTOMOIIIBIO CKPBITHIX KaHAIOBY.

12. PykoBomsmmii nokymeHT @CTOK Poccun (0b1BuI. ["ocTexkoMuccus) «3ammra ot
HECaHKIIMOHUPOBAHHOTO A0cTyna K nHpopmaru Yacts 1. [IporpammHoe obecnieueHne cpeacTs



http://www.iprbookshop.ru/52161.html
http://www.iprbookshop.ru/60959.html
http://www.iprbookshop.ru/64142.html

3anuThl nHGopMarmu. Kimaccudukariys mo ypoBHIO KOHTPOJISE OTCYTCTBHS HE
JIEKJIApUPOBAHHBIX BO3MOXKHOCTEH». (YTB. pereHueM ['ocy1apcTBeHHOM TEXHUYECKON
komuccuu npu Ilpesunente PO ot 4 urons 1999 r., Ne 114).

9. MaTtepuajabHO-TeXHHYeCKasi 0a3a, HeoOXoauMasi JJIsl OCYLIeCTBJIEHHS
00pa3oBaTeJIHLHOT0 MpoIecca Mo AUCHUTIHHE

MarepuanpHO-TeXHUUYECKas: 06a3a, HeoOXoquMas sl OCYIIECTBICHHS 00pa30BaTEIbHOTO
mpolecca 1o AUCUUIUIMHE BKIIIOYAET B CBOU COCTaB ClielUalbHbIC TOMEIICHHUS:
-y4eOHbIC ayTUTOPUU JUTSI TIPOBEICHUS 3aHATHH JICKIIMOHHOTO TUIA M MPAKTHYECKUX 3aHITHA
(cemuHapoOB);
- naboparopuss MPOTrPaMMHO-AMIAPATHBIX  CPEACTB  oOecrmeueHuss  MHQPOPMAITMOHHON
0€30I1aCHOCTH;
- 1abopaTopusi TEXHUYECKOH 3alIUThl HH(OPMAIIHUH;
- yueOHbIE ayTUTOPUU JJISl IPOBEACHUS TPYNIOBBIX U HHAMBUAYAIbHBIX KOHCYJbTAIUH,
- yaeOHBIC ayTUTOPUH JIJISl IPOBEACHMS TEKYIIIETO KOHTPOJIS U TIPOMEKYTOYHOU aTTECTAIIHH;
- IOMEILIEHUS JJI1 CAMOCTOSITEIbHON pabOThI;
- TIOMCIIEHUS Il XPaHCHUsS M MPO(QHIAKTHYECKOro OOCTYKMBAaHUS TEXHUYECKHX CPEICTB
oOyueHusl.

[Tomernenust uisi caMOCTOATENBHON PabOThl O0YUYaIOIMIUXCA OCHAIIECHBI KOMITBIOTEPHOM
TEXHUKOW C BO3MOXKHOCTBIO MOAKIIOUEHHUs K ceTH «/HTepHEeT» U obecreueHueM JOocTyma B
AIIEKTPOHHYIO HHPOPMALMOHHO-00pa30BaTENBHYIO CPEly OpraHU3allNH.

ABTOp:
Accuctent kadeapst Kb 1 MMOMU. K. 1O. I'epacumoBa



IIpunoxenne Nel k paGoueii nporpamMme AUCHHUIIIMHBI
«IIporpaMMHoO-annapaTHble CpecTBA 3aIMThI HH(POPMALHI)

DoH/1 OLIECHOYHBIX CPEICTB
AJIsl IPOBe/IeHUs TeKylleil U MPOMeKYTOYHOI aTTecTalliu CTY/AeHTOB
N0 AUCHUIIHHE

1. TunoBble KOHTPOJILHbIE 3aIaHUSI M HHbIE MaTePHAJIbI,
HCIOJIb3yeMbl€e B NpoLecce TEKYIero KOHTPOJIsI yCIeBaeMOCTH

IlepeyeHb BOMPOCOB /IS ONPOCOB HA MPAKTHYECKUX 3aHATHSAX:

1. Vnpasnenue noctyrnom B UNIX.

2. basoBsie cpescTBa ynpasieHus 10cTyioM B Windows: MapKephl I0CTYIIa, IECKPHIITOPHI
3aIUTHI.

3. Hasnauenme aTpuOyTOB 3aIIMTHl BHOBH CO3/laBaeMbIM oObekTaM Windows,
HACJIETOBAaHHE JIECKPUIITOPOB 3AIIUTHI.

4. VYmupaBieHue cpeAcTBaMH ayTeHTHUUKauu B Linux.

5. Vmpasnenue cperctBamu ayreHTUGHKAUU B Windows.

6. VYmpamnenue cpenctsamu ayauTa B Linux.

7. VYmupasienue cpeacTBamu ayauta B Windows.

8. VYmnpasienue nomenamu Windows.

9. Hamagenus Ha TMOJAUTHKY O€30MAaCHOCTHM U HPOUEAYPHl  aIMUHUCTPATUBHOIO
yIIpaBIICHUSL.

10. Hamagenwust Ha MOCTOSIHHBIE KOMIIOHEHTHI CUCTEMBI 3aIlIUTHI.

11. Hamanenus Ha (GyHKIMOHAIBHBIC 3JIEMEHTHI KOMITBIOTEPHBIX CETEH.

12. Hamagenwust Ha IPOTOKOIBI MH(OOPMALIMOHHOTO B3aUMOICHCTBHS.

13. be30macHOCTh yIaIeHHOTO IOCTYTIA K JIOKATbHON CETH.

14. lleHTpanu30BaHHBIM KOHTPOJb YAAJIECHHOTO JIOCTYTIA.

15. Opranuzaiust 6€301aCHOTO YJIAJIEHHOTO JIOCTYIIA.

16. IlpotuBozelcTBHE HECAHKIIMOHUPOBAHHOMY MEXCETEBOMY JJOCTYILY.

17. AyreHTH(UKaIMs yIaIeHHBIX 10JIb30BaTeNeH.

18. Pa3paboTka IMOJMTHKU MEKCETEBOTO B3aMMOICHCTBUSI.

19. OcHoBHBIE IPUHIUIBI TOCTPOCHUS MOJUTUKH 0€30IaCHOCTH, MOBBIIIAIOIIEH 3alUIIEH-
HOCTB OT BPE€IOHOCHOTO TPOTPAMMHOTO 00eCTIeueHHUS.

20. Ha ocHoBe yueOHOUW IUTEpaTyphl M MOJOXKEHHUH HaruoHanbHOro cramapta ['OCT P
NCO/MBK 51583-2014 «Ilopsimok co3naHusi aBTOMaTU3UPOBAHHBIX CHUCTEM B 3alllMIIIEHHOM
UCTIOJIHEHUN», 0000mMTe U CHOpMyIUpyHTEe MOPSIOK M 3Tambl MMOCTPOSHUS 3aIMIIEHHBIX
MH(POPMAIMOHHBIX CHCTEM Ha OCHOBE 3alIMIIEHHBIX 0a3 TaHHBIX.

21. IlpuBenute HOMEpa M Ha3BaHUS HECKOJBKUX OCHOBHBIX IPABOBBIX HOPMAaTHBHBIX
JIOKYMEHTOB B cepe NH(POpMaLlMOHHONW 0€30MaCHOCTH, periiaMeHTHPYIOIINX IPOBEEHHE padboT
10 3JIMUHUCTPUPOBAHUIO CPEJCTB 3aLUTH HH(POPMAIK B KOMIBIOTEPHBIX CUCTEMaX U CETSX.

22. KpaTtko paccKaXuTe O MOpsIKe MPOBEACHUS paboT MO aIMHHUCTPUPOBAHHUIO CPECTB
3alUThl THPOPMALIMN B KOMITBIOTEPHBIX CUCTEMAX M CETAX, MPEAYCMOTPEHHOM JEHCTBYIOIMMHU
MIPaBOBBIMU HOPMAaTUBHBIMU JOKYMEHTaMH B cpepe HHPOpMaIMOHHON 0€3011aCHOCTH.

23. IlpuBenure HOMEpa M Ha3BaHUS HECKOJBKUX OCHOBHBIX IPABOBBIX HOPMATHBHBIX
JIOKYMEHTOB B chepe WH(POPMAITUOHHOMN 0e30macHOCTH, pErIaMeHTHPYIOITUX
aJIMUHUCTPUPOBAHUIO CUCTEMHOT'O MPOrPAaMMHOI0 00ECIeYeHUs] B KOMIIBIOTEPHBIX CHCTEMaxX U
CeTsX.



24. KpaTko paccKakuTe O COJepKaHuU padoT MO aJMHUHUCTPUPOBAHHIO CHUCTEMHOTO
IPOrPaMMHOI0 OOECNEeYeHNUss B KOMIBIOTEPHBIX CHUCTEMAaX U CeTIX, MPEelyCMOTPEHHBIX
JNEHCTBYIOIIMMHU TPABOBBIMU HOPMAaTHBHBIMH JOKYMEHTaMH B cdepe HHPOPMALMOHHOM
0€30MacHOCTH.

25. KpaTko pacckakuTe O METOJHMKE OIICHWBAHUS YPOBHS O€30MaCHOCTH KOMIBIOTEPHBIX
CHCTEM U CeTel, IPeIyCMOTPEHHOM 1eHCTBYIOIIMMHU IIPABOBBIMU HOPMATUBHBIMU JOKYMEHTaMHU
B cepe nnpopmannonHoii 6e3onacuoctu. [IpuBeanTe HoMepa U Ha3BaHUS ATHX JOKYMEHTOB.

26. KpaTko pacckaXuTe O METOJIMKE IPOBEIEHUS SKCIEPUMEHTAIbHBIX HCCIIEI0BaHUN
KOMITBIOTEPHBIX CHCTEM C LIENbIO BBIABICHHS ySA3BUMOCTEH, MPEAYCMOTPEHHON IEHCTBYIOIIUMU
IIPaBOBBIMM HOPMAaTHBHBIMHM JOKyMEHTaMH B cdepe HHPOPMALMOHHON O€301MacHOCTH.
[TpuBeauTe HOMEpPA ¥ Ha3BaHUS ITUX JOKYMEHTOB.

27. KpaTko  paccKaXuTe O  METOJUKE IPOBEJCHHUS  KOHTPOJBHBIX  IPOBEPOK
paborociocoOHOCTH U 3(P(PEKTUBHOCTH, MPHUMEHSEMBIX IMPOrPAMMHO-AMIMAPATHRIX |
TEXHUYECKHUX CPEJICTB 3allUThl MH(YOPMALUH, MPEIyCMOTPEHHON NEHCTBYIOIMMHU MPaBOBBIMU
HOPMAaTHUBHBIMU TJOKYMEHTaMu B chepe nHpopmarmonHon 6e3onacHoctu. [IpuBenute HOMepa u
Ha3BaHUS 3TUX JOKYMEHTOB.

28. Kparko pacckaxuTe 0 METOJUKE OPTraHU3aIUU B COMTPOBOXKICHUN aTTECTAllMU OOBEKTOB
uHpopMaTHU3aluu 10 TpeOoBaHMAM  O€30MaCHOCTH  HHGOpMalUMH, HPEAYyCMOTPEHHOU
JeMCTBYIOIMMH TPABOBBIMU HOPMAaTHBHBIMH JIOKyMEHTaMH B JaHHOM cdepe. [IpuBeanre Homepa
Y Ha3BaHMA ITUX IOKYMEHTOB.

29. Kpatko pacckaxxute o MeToAuKe (MOpsAKe W COACp)KAaHHH) MPOBEICHUS YCTaHOBKH,
HACTPOMKU U OOCIYXHBAaHUU MPOTPAMMHO-ANIMAPATHBIX (B TOM YHUCIE U KpUNTOrpaduuecKux)
TEXHUYECKUX CPENICTB 3aIIUTHl MHPOPMALUH, MPETyCMOTPEHHON NEHCTBYIOIIMMHU TPAaBOBBIMH
HOpPMAaTUBHBIMU JOKYMEHTaMU B cepe nHpopmaironHoi 6e3onacHoctu. [IpuBeaure Homepa u
Ha3BaHUS 3TUX JOKYMEHTOB.

2. CnucoK BONPOCOB U (MJIH) 3aaHU¥ JJ1s1 MPOBeIeHUsI MPOMEKYTOYHOM
arrecTalum

Chucok BOIIPOCOB K 3a4€Ty:

Ha 3augere npoBepsiercst cpopmupoBanHocTs Komretrennuii OITK-10; OITK-12 (mogpoOHee B 11.
3).

1. TunoBas apxuTekTypa HoJcucTeMbl Oe30macHocTH 3amuiieHHon OC.

2. CpenctBa agMuHMCTpUpoBaHus B 3amuiieHHod OC (cuctemMa yINpaBlIeHUS] CIHCKOM
[10JIb30BaTENEeH U MOJUTHKOM 0€3011aCHOCTH, MEHEKEP PECYPCOB, AYAUT, CEPBHUCHI)

3. Metoas! u nipaBa gocryma B OC Windows.

4. Tlopsiok POBEPKH MpaB ocTymna cyobekra k oobekram B OC Windows.

5. Mero/pI MPOBEPKH TpaB JA0CTyIa cyObekTa K 00bekTy cemeiictea OC Unix.

6. ATpuOyThI 3alIMTHI M BEKTOPHI ocTyma cemeiictea OC Unix.

7. Mexanusm SUID/SGID cemeiictea OC Unix.

8. IlaponbHast ayreHTHQUKANHA. Ee «UTFOCHD) U «MUHYCBI».

9. AyreHTu(UKaLUs C UCTIOIH30BAHNEM BHELITHUX HOCUTENEH.

10. bBuomerpuueckas ayTeHTH(DUKAIUS.

11.  Ayrentuduxamus B UNIX.

12. Ayrentuduxanus B Windows.

13. OGmue cBenenus mno ayauty 3amuieHHsx OC.

14. TIpoGnemsl obecrieueHrs 0€30MMaCHOCTH TIPH YAAIEHHOM JTOCTYIIE K CETH.

15.  Opranuzanus 6e3omacHoro yjnaneHHoro gocryna. O630p npoTokoIoB ayTeHTH(PUKALUU
[IpU YAAIEHHOM JOCTYIIE.

16. Cneuuncukaruu nporokona PPP.
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17. TIlporokonsl  ayrentudukarmu PAP u  CHAP.  OcHoOBHblE  NIpPUHIUIIBI
(GYHKIIMOHUPOBAHUS U UCTIOJIB30BaHUs MpoTokoia PPTP.

18. IIporoxon PAP.

19. TIIpotokon S/Key.

20. TIIporoxom CHAP.

21. llenTpanu30BaHHBIN KOHTPOJIb YAAJIEHHOTO JOCTYyIIA.

22. OcHOBHBIE MPUHIUIBI PYHKIIMOHUPOBAHMS U UCTOIb30BaHus poTokoinoB TACACS u
RADIUS. O630p cuctem cepepoB TACACS u RADIUS u ux ¢pyHKIIMOHAIBHBIX BO3MOYKHOCTEH.

23. IIporoxon Kepbepoc, kak yHUBEpCAIbHbIN HHCTPYMEHT HAJIS)KHOM aBTOPHU3AIIUU B CETAX
YCTaHOBJICHHUS IOBEPUTEIbHBIX OTHOLIEHUH, He3aBrucuMo oT tuna OC.

24. Texuuueckass 3amMTa OT HECAHKIMOHMPOBAHHOrO KomupoBanus. Ilonmcucrema
MPOTUBOACUCTBUS HEUTpaIN3aluH 3aIUTHBIX MEXaHU3MOB.

25. IlpuBsizka mporpaMMm K amnmapaTHbBIM cpeacTBaM. MneHTtudukanus mapaMeTpoB
anmnapaTHoOM mIaTGopMbl, KECTKUX JUCKOB, OLIEHKA YHUKAILHOCTH MapaMeTPOB KOMITBIOTEpA.

26. ba3oBble MeTOIBl HEWUTpaTM3AlMM CHCTEM 3aIIUTBl OT HECAaHKIMOHWPOBAHHOTO
KOITUPOBAHUS.

27.  Poub (aiinoBeix cucteM OC Microsoft u Linux [uist 3alIUTEI POTrpaMM U JaHHBIX.

28. IlpuHIMIBI TMOCTPOEHUS TMOJUTUKH O€30MacHOCTH, OOECIEeUnBaIONIEH BBICOKYIO
3alIUIIEHHOCTH OT BPEIOHOCHOTO IPOTPAMMHOTO 00ECTICUCHHS.

29. IlpuHIMI MUHUMHU3AIHUUA TPOTPAMMHOTO 00ECTIeUeHUSI.

30. IlpuHIMI MUHIMHA3ALIWY TIOJTHOMOYHI TIOJIH30BATEIICH.

31. Metonb! u cpeacTBa o0eceueHHs] COXPAaHHOCTH MH(OpMAITUH.

32.  OcoOEHHOCTH pe3epBUPOBAHUS U BOCCTAHOBJICHUS JAHHBIX B COBPEMECHHBIX YCIIOBHUSIX

HpaBn.Ha BBICTABJICHHUA OLICHKHN HA 3a4€TeE.

B Ouner BkitoyaeTcst 1Ba TEOPETUUECKUX Bompoca. Ha moAroToBKy K OTBETY JaeTcs He
MeHee 40 MUHYT.
I1o uroram 3aueTa BBICTABISAETCS OJHA U3 OLEHOK: «3aYTEHO», «HE 3aUTEHOM.

OneHuBanue YpoBHA C(HOPMHUPOBAHHOCTH KOMIIETEHLIUH B IPOLECCE OCBOCHUS
JUCLIUIUIMHBI OCYLIECTBIISIETCA 0 CIEAYIOLIEN TPEXYPOBHEBOH ILIKAJIE:

IloporoBelii ypoBeHb - MpedrnojaraeT OTPaKEHHE TEX OXKHUIAEMbIX pPE3yJIbTaToB,
KOTOpBIE OMPENENSIOT MHUHUMAIbHBIM HaOOp 3HaHMW W (WIM) yMEHMW U (WJIM) HaBBIKOB,
MOJIyUEHHBIX CTYACHTOM B PE3yJIbTaTe€ OCBOCHUS TUCHUIUIMHBL. [lOpOroBhIi ypOBEHb SBIISETCS
00s3aTeNIbHBIM YPOBHEM JJIsi CTYJEHTa K MOMEHTY 3aBEpLIEHHs MM OCBOCHHUS JIaHHOH
JUCITUATIITUHBI.

IIpoaBMHYTHI ypOBeHb - IpeArnoiaraeT cnocoOHOCTh CTYJEHTA UCIOIb30BATh 3HAHUS,
YMEHHMsI, HaBbIKM U (WJIM) ONBIT JEATEIbHOCTH, MOJYyYEHHBIE NPU OCBOCHUU JUCLMILINHBI, JUIS
peleHus mpoeccuoHanbHbIX 3a1a4. [IpoABUHYTHIN ypoBEeHb MPEBOCXOANUT MOPOTrOBBIN YPOBEHB
10 HECKOJIBKUM CYIIECTBEHHBIM IPHU3HAKAM.

Bbicokmii ypoBeHb - MpeanoyaraeT ClocoOHOCTh CTYAEHTA MCIIOJb30BaTh MOTEHIUAI
WHTETPUPOBAHHBIX 3HAHUMW, YMEHHI, HABBIKOB U (MJIM) OMBITA JEATEIbHOCTH, MOJYyYEHHBIX MPU
OCBOCHMM JUCUMIUIUHBI, JUIi TBOPYECKOTO pELICHHs NpO(PEeCcCHOHANbHBIX 3a4ad |
CaMOCTOSITENIbHOTO TOMCKAa HOBBIX ITOJXOJIOB B HX pEIIeHWH NyTeM KOMOWHUPOBAHUA U
UCTIOJIb30BaHUSI M3BECTHBIX CIIOCOOOB PpEIICHUS MPUMEHUTEIbHO K KOHKPETHBIM YCIOBHSAM.
BrIcoknii ypOBEHb IPEBOCXOAUT IMOPOTOBBIN YPOBEHB IO BCEM CYIIECTBEHHBIM ITPU3HAKAM.

OueHka «3a4YTeHO» BBICTABISIETCA CTYIAEHTY, y KOTOPOTO KaXJas KOMIIETEHIIMS
(TOTHOCTBIO WM YACTUYHO (popMUpyeMasi JaHHOW JUCIUIUIMHON) chopMUpOoBaHa HE HUXKE, YEM
Ha MIOPOrOBOM YpPOBHE.

OrneHKa «He 32aYTeH0» BBICTABIIAETCS CTYJIEHTY, Y KOTOPOTrO XOTs Obl OJJHA KOMIIETEHIUS
(TIOTHOCTBIO WM YaCTUYHO (hopMHUpyeMas TaHHOW TUCIUIUIMHON) copMUpOBaHA HUXKE, YEM Ha
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MOPOrOBOM YpPOBHE (HANpHUMeEp, CTYIAEHT HE BJIAJCET TEPMHUHOJIOTHEH M HE 3HAET OCHOBHBIX
ompeieJICHU U TOHATHI B TIPOBEPSEMOM pas3Jiee).

OLIeHKa «HE 3a4YTECHO» BBICTABIACTCA TAKXKEC CTYIACHTY, KOTOpLIﬁ B35J1 6I/IJ'I€T, HO OTBEYATh
OTKa3aJcs.
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IIpunoxkenne Ne 2 k paGoueil mporpaMme M CUHUIIIMHBI
«IIporpaMMHoO-annapaTHble CpeIcTBA 3alMThI HH(POPMALUID)

MCTOIII/I‘-ICCKI/IC YKazaHudd 1Jisl CTYACHTOB 110 OCBOCHHIO JTUCHUIIJINMHBI

OcHoBHOH y4yeOHOro Marepuana no aucuuruinHe «lIporpammHo-anmapaTHble CpelcTBa
3amUTel  UHPOPMAIIUW» SIBISIOTCS JIGKIIMM W HWCTOYHWKHA OCHOBHOW W JIOTIOJTHUTEIHHON
autepaTypsl, BMecte ¢ Web-marepuanamu, ykazanusivMu B Paboueii mporpamme U 10BEICHHBIMU
JI0 CTYIEHTOB (TIperoiaBaTesieM 1 depe3 Bo3MoKHOCTH Oubanoreunoro ¢ouna Apl'Y). Hannas
TUCIUIUIMHA ~ SIBJSIETCSl  JIOTUYHBIM — MPOJO/DKEHHEM  KYPCOB:  «AmmapaTHble  CpeicTBa
BBIYMCIUTEILHON TeXHUKN» U «OCHOBBI HH(POPMAIIMOHHOM 0€30IaCHOCTH .

JJ1g yCcrenHoro OCBOSHUsI AUCIUILTUHBI BAXKHO YTITyOJIEHHOE CAMOCTOSITEIbHOE U3YUCHHE
BCEX TEM JUCIUIUIMHBI YIIOMSHYTBIX B PEKOMEHIyeMbIX UCTOYHMKax. Hambombmiero a¢dexra
MO’KHO JJOCTUYh C MIOMOIIBIO YIPEKJAIOUIEr0 03HAKOMJICHHS ¢ MaTepUaJIOM 110 TeMaM 3aHATUN
U3 MCTOYHHUKOB JIMTEPATYpbl, IOCIE YEro Ha JEKUMSIX U MPaKTUYECKUX 3aHATHSIX
MpernoAaBaTeNsiMU 10 CTYACHTOB JIOBOJUTCSA KPUTUYECKUN aHAIM3 UMEIOUIMXCS JOKYMEHTOB,
MOJIXOJIOB M JITOPUTMOB pEIICHUN B cdepe obecriedeHrss MHPOPMAITMOHHONH 0€30MacHOCTH B
Poccun, mopoit He COOTBETCTBYIOIIMX HHU peEalusM KU3HU, HU OBICTPO MEHSOIIEHCs
MEXIYHApOJHON 0OCTaHOBKE, HU U3MEHEHUSM B HOPMATHBHOM Oa3e.

Taxxke, B mpolecce M3y4eHHUs IUCHUIUIMHBI, PEKOMEHIYeTCS PEryJsspHOE MOBTOPEHUE
OPOMJEHHOIO  Ha  JIEKUUAX W NPAaKTHUYECKUX  3aHATUSIX  MaTrepuana. Marepuail,
3aKOHCIIEKTUPOBAHHBIN Ha JIEKIUSAX U IMPEACTaBICHHBIA B y4eOHOI nuTepaTrype, He0OX0aMMO
elie pa3 IMocie 3aHATHA MpopadaThiBaTh W, NMPHU HEOOXOJUMOCTH, JOMOJHATH aKTyalbHOU
uH(popMalvel, TMOJIyUeHHON U3 pPEKOMEHIIOBaHHBIX pecypcoB cetu «MHTepHeT», Ha
NPaKTUYECKUX U Ja00paTOPHBIX 3aHATHSIX.

Jlis mpoBepKHM M KOHTPOJS YCBOEHHS TEOPETUYECKOro MaTepuaia, MpUuOOpPETEHHBIX
INPAKTUYECKHUX, IPOBOAITCS MEpONpUATUS TEKYIIeW arrecTaiud B BHJAE OIPOCOB Ha
MPAKTUYECKHUX 3aHITUSIX U YUUTHIBAIOTCS, Ha Py C pe3yIbTaTaMy MPAKTUYECKUX 3aHATHH, IpU
OLICHKE TEeKyIlel ycreBaeMocTU. Takyke NMPOBOJATCS KOHCYJIbTalUU (IIpU HEOOXOAMMOCTH) IO
pa3bopy HauboJsIee CIOKHBIX AJIsI YCBOSHUS TEM, KOTOPBIE BBI3BAIIN 3aTPYJHEHHS Y CTYICHTOB.

B KxoHI1e n3yueHus TUCHUIUIMHBI CTYACHTHI CAAIOT 3a4eT. 3a4eT MPUHUMAETCs 1o OuseTam,
KOKIBIH M3 KOTOPBIX BKJIIOYAET B ceOsl JABa TEOpETHYECKUX Bompoca. Ha camocTosTenbHYyrO
MOJTOTOBKY K 3a4€Ty BBIJIEISIETCS 3 IHS, IPEyCMOTPEHBI TPYIIOBbIE KOHCYJIbTAIUH.
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