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1. Ilesin 0CBOEGHHUSA AW CIAILINHBI

Iesnpto ocBOEHUS AUCHUILIUHBI «MeETOoAbl OLEHKH 0€30IIaCHOCTH KOMIIBIOTEPHBIX CUCTEM)
ABJIAETCS W3YYEHHUE IPHUHLMIIOB U METOJOB OLEHKH OE€30MaCHOCTH KOMIIBIOTEPHBIX CHUCTEM Ha
OCHOBE KOMIUIEKCHOTO IOAXO0Ja K OINpPEJEeICHUI0 aKTYyalbHbIX yrpo3 O€30MacCHOCTH B TaKHUX
cucTeMax B paMKax obOecreueHHs 0e30MacHOCTH WH(POPMAIMOHHBIX CHCTEM M TEXHOJIOTHH B
LIEJIOM, U3y4yeHHE MaTeMaTHYeCKUX OCHOB MOJEIUPOBAHMS IPOLECCOB OLEHKH O0€30MacHOCTH
KOMITBIOTEPHBIX CHUCTEM, MOJIydeHHE MPO(PECCHOHATBHBIX KOMIETEHIIMI B 00JIaCTH COBPEMEHHBIX
TEXHOJIOTUI OLIEHKH 0€3011aCHOCTH KOMIIBIOTEPHBIX CUCTEM.

OcHoOBHBbIE 33714l AUCHUIIINHBIL

— o00ydeHue CTyAEeHTOB 0a30BbIM IOHSTHUAM COBPEMEHHBIX METOJIOB OLEHKM O€30I1aCHOCTU
KOMIIBIOTEPHBIX CUCTEM;

— o0ydeHue CTyJeHTOB 0a30BbIM METOIaM OLIEHKH 0€30MaCHOCTH KOMITbIOTEPHBIX CHCTEM;

— OBJAJCHHE TPAKTUYECKUMH HaBbIKAMH TPUMEHEHHUS METOJIOB OILIEHKH Oe30MacHOCTH
KOMIIBIOTEPHBIX CUCTEM;

— packpbITHe (PU3MYECKON CYIIHOCTH IMOCTPOSHUS U IKCIUTYaTallid KOMIBIOTEPHBIX CHCTEM C
TOYKH 3PEHHS ONPEACICHUS aKTyalbHBIX YIrpo3 0€30MacHOCTH B TAKHX CHCTEMAax C IIEJIbIO
KOPpPEKTHOIO peLIeHUs 3ajad [0 [PUMEHEHHIO METOJ0B OLIEHKH 0e30MacHOCTH
KOMITBIOTEPHBIX CUCTEM.

2. MecTo IMCUMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOI MPOrpaMMbl

JuctumirHa «MeToapl OLUEHKH Oe30MacHOCTH KOMIBIOTEPHBIX CHCTEM» OTHOCHUTCS K
00s3aTeNbHON YacTh 00pa30BaTEIbHON IPOrPAMMBI.

Jlist ocBOeHUSI JAaHHOW AUCIUIUIMHOW oOOydaromuecs JJODKHBI 00Ja3aTh 3HAHUSMU
OTIEPAIIMOHHBIX CHUCTEM, BBIUMCIUTENBHBIX CETeH, 0a3 MaHHBIX, a TaK)K€ OCHOBHBIX METOIOB HX
3aIIUThI, UIMETh 0a30BbIC HABBIKA 10 QJIMUHUCTPUPOBAHHWIO BBIYHCIUTEIBHBIX CETEH W CPEICTB
3alU Tl HHHOPMALIUH.

JIJIs yCTIETITHOTO OCBOCHUS TUCIUIUIMHBI «METOIBI OIEHKH 0€30MacHOCTH KOMITBIOTEPHBIX
CUCTEM» €l IOJDKHBI MTPEIIIECTBOBATD CIENYIONINE TUCITUTLINHBI

«OcHOBBI HHPOPMAITUOHHOM OE€30MTACHOCTHY;

«OpranuzaioHHOe U TPaBOBOE oOecrneueHne HHPOPMAIIMOHHOMN 0€30MacHOCTH Y,

«OCHOBBI ynpaBieHUs] HUHHOPMAITMOHHOM 0€30MTaCHOCTHIO;

«[IporpammHO-anmapaTHbIe CPEICTBA 3aTUTHI HHPOPMAITUNY;

«be30MmacHOCTh ONEePAIIMOHHBIX CHCTEM);

«CucTeMbl yIipaBieHHus 0a3aMu JaHHBIXY;

«be3omacHoCTh cucTeM 0a3 JaHHBIX Y,

«KoMITbIOTEpHBIE CETHY;

«CeTH ¥ CUCTEMBI TIepeiaun HH)OopMaIumny,

«be30macHOCTh KOMIBIOTEPHBIX CETEI;

«KommiekcHas 3amura 00beKTOB HH()OPMATH3 AU,

HucuumnuHa «MeToasl OlEHKH O€30MacHOCTH KOMIBIOTEPHBIX CHCTEM»  SIBISIETCS
MPEIIECTBYIOMIEH ISl TMPOXOXKICHUS TMPOU3BOJCTBEHHOM M MPEIIUIUIOMHOW TPAKTUKA U
WUTOrOBOM TOCYJapCTBEHHOM aTTECTALUU.



3. HnalmpyeMLIe pe3yJabTaThbl Oﬁy‘leHI/lﬂ mo JUCHUIIJIMHE, COOTHECCCHHbIC ¢ MJIAHUPYEMbIMH

pe3yJbTaTaMM 0CBOEHHsI 00Pa30BaTeJIbHOM MPOrpaMMBbI

[Tponecc n3yueHust JUCUMIUIMHBI HAalpaBJeH Ha (JOpMUPOBaHHE CIEAYIOUINX KOMIIETCHIIUN B
cootercTBuH ¢ @PI'OC BO, OOII BO 1 npuobpereHus cienyromux 3HaHui, yMEHUH, HAaBBIKOB U
(vin) ombITA NEATETHLHOCTH:

Dopmupyemas
KOMIIeTeHIUsI
(xoa u opMyJIHPOBKA)

NHaukaTop 10CTHKEHUSA
KOMIIeTEHIINH
(xox M popMyJIHpPOBKA)

Ilepeuennb
IUVIAHUPYEMBIX Pe3yJIbTATOB 00y4eHH s

IIpodeccnonaibHbie KOM

neTeHI NI

OIIK-1.4 Cnocoben
OIICHUBATh YPOBEHB
0€e301acHOCTH
KOMITBIOTEPHBIX
CHCTEM H CETEM, B TOM
YHCJI€ B COOTBETCTBHH
C HOPMATHBHBIMHU U
KOPIIOPAaTHBHBIMU
TpeOOBaHUSAMHU

N-OIIK-1.4_4 ymets
OpPraHU30BBIBATH U
MIPOBOJIUTH KOHTPOJIbHBIC
MIPOBEPKH
paboTOCIIOCOOHOCTH U
3¢ (HEeKTHBHOCTH
MIPUMEHSIEMBIX
MIPOrPaMMHBIX,
POrpaMMHO-
anmapaTHBIX U
TEXHUYECKUX CPEIICTB
3alIUTHl HH(OPMAITHH

3HaTh:

npoueccsl mpoBepku u onieHku b UT u
COUb

YMeTs:

ocyiecTBiATh ayaut b u
OpraHU30BBIBATH PA0OTHI IO €T0
MIPOBEJICHUIO

Bnanets:

TepMHUHOJIOTHEH B obnactu ayaura Ub

H-OIIK-1.4_5 ymeer
IIPOBOJIUTH
AKCIIEPUMEHTAIILHOE
HCClIeIOBaHHE
KOMITBIOTEPHBIX CUCTEM
C LIEJIbIO BBISBJICHUS
ySI3BUMOCTEN

3HAaTh:

KPUTEPHUU U CTAaHAAPTHI B 00JIaCTH ayAuTa
nb

YMeTs:

(hopMyIHpPOBATH BBIBOABI M 3aKIIFOUCHHE
1o pesynbraTaM ayaura b

Bnagers:

HaBBIKAMH UCIIOJb30BaHUSA
MHCTPYMEHTAJIBHBIX CPEJICTB,
aBTOMAaTU3MPOBAHHBIX MpoleccoB b

4. O0beM, CTPYKTYPa U coiep KaHue TUCHHIIIUHBI

OO61mas TpyA0eMKOCTh AUCIUIIIMHBI COCTABISAET 5 3aueTHBIX enuHull, 180 akas. yacos.

Ne
n/n

Tembl (pa3aebl)
JUCUHMIJIMHBI,
HX coJep:KaHue

Cemectp

Buapl yueOHbBIX 3aHATHIA,

@opMBI TEKyILIEro

BKJII0Yasi CAMOCTOSITEIbHYIO KOHTPOJIsI
padoTy CTYA€HTOB, ycneBaeMocTu
H UX TPYA0eMKOCTh
(B akageMHYeCKHUX 4acax) ®opma
NPOMEKYTOYHOM
arrecTanuu

(no cemecmpam)

KonrakTHas padoTa




JICKIIUU
MPaKTHYECKUE
J1a00paTOPHBIC
KOHCYJIbTaIlU!

ATTCCTAIITMOHHBIC
HCTIBITAaHHS
CaMOCTOSTENbHAS
pabota

N
[y
H
o

1 |Ba3osble cBegeHMA O 8 4
NpoBepKe 1 OLeHKe YPOBHA
6esonacHocTH
KOMMbIOTEPHbIX CUCTEM

2 |OugeHKa ypoBHSA 8 4 8 2 16
6esonacHocTH
KOMMbIOTEPHbIX CUCTEM:
obume NoHATUA U
onpeaeneHus

3 |CraHpapTbl npoBeaeHun 8 8 2 16
OLEHKM YPOBHSA
6e3onacHocTH
KOMMbIOTEPHBIX CUCTEM

4  |MeToao/n0orua oueHKn 8 8 8 2 16
YpOBHsA be3onacHoCTH
KOMMbIOTEPHbLIX CUCTEM.
OpraHusauma npouecca
OL,eHKM YPOBHS
6e3onacHocTH
KOMMbIOTEPHbLIX CUCTEM

5 |MHcTpymeHTanbHble 8 8 | 12 3 14
CPeAcTBa OLUEHKM YPOBHA
6e3onacHocTH
KOMMbIOTEPHbIX CUCTEM

2 105 335 DK3aMeH

HUTOI'O 32 | 32 10 | 0,5 | 105,5

Conep:xanue pa3iesoB M CHUILTHHBI

Tema Ne1l: Ba3oBble cBelleHHMs O TNPOBEPKE U OLIEHKE YPOBHS 0€30HAaCHOCTH KOMIIBIOTEPHBIX
CUCTEM.

ITpoBepkn u oueHku ypoBHs Wb opranmsanuu. OneHka ysa3BUMOCTEH KOMIIBIOTEPHOW CHUCTEMBI.
PaszHoBuaHOCTH TpOBEpOK M OLEHOK ypoBHS Wb opranmsanuu. PbIHOK aHaNMTHYECKUX YCIYT B
cdepe 1b. Mecto u ponb aynuta B Mojenu obecnedenus Ub.

Tema Ne 2: Pa3HOBHMIHOCTH IIPOBEPOK U OlleHOK ypoBHA Wb opranusanuu. PEIHOK aHaTMTHYECKUX
yeayr B chepe Ub. Mecto u ponb ayaurta B Mosienu obecrneuenus Ub.

bazoBbie onpenenenus. Ilpunuuner u  Qopmsl ayaura Wb opranumzammmu. OcobGeHHOCTH
ABTOMATH3UPOBAHHBIX HMH(OPMAIMOHHBIX CHCTeM Kak o0bekToB aynuta Wb. Wcxonanas
KOHIENTyalbHas cxema (rmapaaurma) rnposejeHus ayauta Ub.

Tema No 3: CraHgapTsl MPOBEICHHS OIICHKH YPOBHS 0€30MaCHOCTH KOMIBIOTEPHBIX CHCTEM.

3akoHOJaTeabHass M HOpMaTuBHas 6a3a ayauta Ub. CtpykTypa MexIyHApOJHBIX CTaHAAPTOB IO
Ub. Obnactes npumenenus. [IpoueccHas monens ynpasineHuss Mb. OneHka 3penocTu CUCTEMBI
ynpasnenuss MUb. ISO 27001, ISO 27002. Crannpaptet ISO/IEC u TOCT MCO/MBK 27005, BS
7799-3. Anamm3 puckoB Wb, O6mme kputepuu (I'OCT P MCO/MDBK 15408). PykoBomsmiue




nokymeHTel @CTOK Poccum ayautr B mensx cepTU(UKAMHM CPEACTB 3aIIUTHl M aTTECTAllUud
o6bekToB mHpopmartusanun. Crangapt banka Poccum CTO BP UBBC- 1.1. CoBit. Cranmapt
aynuta PCI DSS. CootBercTBHE M B3aUMOAEHCTBHE MEXAYHAPOJHOTO U POCCUIICKOr0 OJIX00B U
METOJIOB ayauTa 0€30MaCHOCTH.

Tema No 4: MeTo/10510THsI OLIEHKH YPOBHSI 0€30MAaCHOCTU KOMOBIOTEPHBIX cucTeM. OpraHuszaims
npoliecca OIEeHKH YPOBHS 0€30MacHOCTH KOMITBIOTEPHBIX CHCTEM.

OcHOBHBIE 3Tanbl U MeTOABl padboT 1o mpoBeneHuto ayaurta Wb. IIporpamma ayaura Mb. Coop
CBUJCTENLCTB (MCXOAHOM wuHpopMarmu) Juisi mpoBeaeHus aynura HWb. Pexkomenmamumm 1o
iaHupoBanuto ayauta Mb. Pekomenaanuu no MoieaupoBaHuio. DTarnbl IPOBEACHUS BHYTPEHHETO
u BHemHero ayautoB Mb: obmee u paznuuus. Craauu aynuta Mb: mumanupoBaHue; MOATOTOBKA;
MOJIeJIMPOBAaHUE; TECTUPOBAHKE; aHAIIN3; Pa3padOTKa MpeUIOKEeHH, TOKyMeHTHpoBaHue. Jlorosop
0o mnposeacHun BHemHero ayaura HWb. Ilopsaok mmaHupoBanus ayaura. MeTonsl ayaura:
3KCHEPTHO-aHATUTHYECKUE; AKCIEPTHO-UHCTPYMEHTAJIbHBIE; MOJICJIMPOBaHUE JeHCTBUN
37I0YMBIIIICHHUKA. MeTonbl cOOpa MCXOAHBIX NaHHBIX: OMpoc, HaOMIoIeHHe, aHauu3. MeTosl
aHayM3a COOpaHHBIX CBUACTEILCTB. AYAMTOpCKas TpyIa: COCTaB, MpaBa U 00SI3aHHOCTH, POJIH,
NPUBJICUYCHHE TEXHUUYECKUX CIEUamucToB. OOS3aHHOCTH MPOBEPSIEMOI OpraHU3allii BO BpPEMS
ayauta Ub.

Tema Ne 5: UHCTpyMeHTaJIbHBIE CPEICTBA OLIEHKU YPOBHS 0€300aCHOCTH KOMIIbIOTEPHBIX CHCTEM.
Meroasl M HMHCTpyMEHTalbHblE cpeacTBa mnposeneHus ayaura Hb. Ilporpammusle cpexncrsa
aHanu3a U ynpasieHus. OleHKa ys3BUMOCTEH KoMIbloTepHON cucteMbl cpeactBamu Dallas Lock.
HuctpymenTapuii 6a30BOro ypoBHs - CIIpaBOYHbIE U METOJUYECKHE MaTepuanbl. UHCTpymMeHTapuit
JUis  obecrieyeHus] MOBBIIIEHHOro YpoBHS Oe3omacHocTH. [IO wuaeHTHdUKAaLMUM U OLIEHKU
3alIUIIAEMBIX PECYPCOB, YIpO3, YSA3BHMOCTEH W Mep 3almUThl B cepe KOMIBIOTEPHOW U
¢duzuueckoil 6ezonacuoctu npeanpusatus. CIIB, ux npuMenenue u npumepsl cucreM. CoxpaHeHue
JI0Ka3aTeNnbCcTB BTOp:keHUH. CTanaapTsl B 001acTi 0OHAPYKEHUS! BTOPKEHUM.

5. Oﬁpa3OBaTe.]'[bHLIe TEXHOJOI'Md, B TOM 4YHCJI€ TEXHOJOIUuH IJICKTPOHHOIO Oﬁy‘leHI/Iﬂ H
AUCTAHIIMOHHbIC 06p33OBaTeJ'lel)le TEXHOJOTUH, HCHOJbB3YEMbBIC IIPH OCYIIECCTBJICHHU
06p330B3T€J’IbHOF0 nmpounecca mo JTMCuMIinHe

B npouiecce 00yueHust HCMOIB3YIOTCS ClleAyole 00pa3oBaTelbHbIE TEXHOIOTHH:

BBoaHas jeknust — 1a€T NEPBOE LENOCTHOE NMPEACTABIECHUE O IUCHUIIIMHE U OPUEHTUPYET
CTyJEHTa B CHUCTEME HM3y4eHUs NaHHOW MUCHUIUIMHBI. CTYIEHTBl 3HAKOMSATCA C Ha3Hau€HUEM U
3aJauaMy Kypca, €ro poJibl0 U MECTOM B CUCTEME YUEOHBIX TUCHMIUIMH U B CUCTEME MOATOTOBKHU B
nenoM. Jlaerca kpatkuii 0030p Kypca, M3J1aratoTcsi MepCreKTUBHbBIE HANpaBICHUs UCCIIEOBaHUIA.
Ha »TOii nekuuu BBICKa3bIBAIOTCS METOJUYECKHE M OpraHU3alMOHHBbIE OCOOEHHOCTH paboOThl B
paMKax JaHHOW IMCLUMIUIMHBI, a TaKXe JaeTcsl aHalIu3 PEKOMEHAYeMOW y4yeOHO-MEeTOINYEeCKOU
JUTEPATYPBHI.

AxageMuyecKasi JIeKIUsl (MM JIEKIUs OOLIEro Kypca) — MOCIeI0BaTeIbHOE U3JI0KEHUE
MaTtepHala, OCyIIeCTBIsIEMOe MTPEUMYILIECTBEHHO B BUJIE MOHOJIOra npernoaaBaress. TpeOoBaHus K
aKaJeMHYECKON JIEKLMU: COBPEMEHHBIN Hay4yHBI YpPOBEHb M HAacChIIIEHHAas MH(POPMaTUBHOCTb,
yOeauTenbHas apryMeHTaIus, JOCTYIHAs U TOHATHAs peyb, YeTKask CTPYKTypa U JIOTHKA, HAJTM4Ke
APKUX MPUMEPOB, HAYYHBIX JI0Ka3aTeIbCTB, 000CHOBaHUH, (PAKTOB.

Jlekuus-0ecena Wi «IMajgor ¢ ayAUTOpHE», sIBIseTcs HanboJiee pacpOCTPAHEHHON U
CPaBHUTEIHHO TPOCTON (OpPMON aKTHBHOTO BOBJICYCHHS CTYICHTOB B Y4YEOHBIM mporiecc. JTta
JIEKIMS [IPENIoaraeT HemoCpeICTBEHHBIM KOHTAKT MpenojaBatens ¢ ayauropueit. [Ipenmyiiectso
JeKuu-0ecebl COCTOUT B TOM, YTO OHA MO3BOJISIET IPUBJIEKATh BHUMAHUE CTYJEHTOB K Haubosee



BR)XHBIM BOIIPOCAM TEMBI, ONPEIENIATh COJAEpPKAHME M TEMI H3JI0KEHUs y4eOHOro MaTepuaia C
y4eTOM OCOOEHHOCTEH CTYIEHTOB.

HpaKTI/I‘leCKOC 3AHATHEC — 3aHATUC, IIOCBAILICHHOC OCBOCHHUIO KOHKPETHBIX YMCHI/Iﬁ u
HABBIKOB U 3aKPCIJICHHUIO IMOJTYYCHHBIX HaA JICKIIUU 3HAHUIA.

KoncyabTaumu — Bug ydeOHBIX 3aHATHH, SBIAIOIIMICA OJHOM U3 (GOpM KOHTPOJIS
CaMOCTOSITENILHOM ~ paboThl  CcTyAeHTOB. Ha  KOHCymbTamusx 1O MpockOe  CTYICHTOB
paccMaTpuBaIOTCS HauOoJiee CIIOKHBIE MOMEHTHI IPU OCBOCHMHM MarepHaia JUCLUILTUHBL,
MpernoiaBaTelib OTBEYAET HA BOMPOCHI CTYACHTOB, KOTOpPbIE BO3HUKAIOT Y HHUX B IIpolecce
CaMOCTOSITENIbHOM pabOThI.

6. IlepeueHb JIMIIEH3MOHHOT0 MW (WJHM) CBOOOJHO PACHPOCTPAHAEMOI0 MPOrPaMMHOIO
o0ecrneyeHusi, MCIOJIB3YeMOI0 INPH OCYHIeCTBJIEHHHM 00pa30BaTeIbHOIO Ipouecca Mo
AUCUHUIINHE

B nporecce ocyiecTBiieHHs 00pa30BaTEILHOTO MPOIECCa HCIIOIB3YIOTCS:
st pOPMHUPOBAHUST MAaTEPHAIOB Ul TEKYILIETO KOHTPOJS YCIEBAEMOCTH U IPOBEICHUSI
IPOMEKYTOUHOI aTTecTanuu, A1t GOPMUPOBAHHS METOIUYECKUX MATEPHAJIOB [0 AUCHHUILIHHE:
— mnporpammsl Microsoft Office;

— m3aarenbckas cucrema LaTex;
— Adobe Acrobat Reader;

[P NPOBEICHUHU IPAKTUYECKUX 3aHATHI UCII0NIb3YETCsl IPOrpaMMHOE 00eCTIeUeHHE!

— TIIO "Dallas Lock 8.0-K";

— TIO "ViPNet Client 4.x (KC3)";

— Cucrema 3aIUTH TPUIIOKEHUN OT HECAaHKITMOHUPOBAHHOTO joctyna Positive Technologies
Application Firewal, konpurypamust Education;

— MaxPatrol kouduryparus Education;

— MaxPatrol Security Information and Event Management, koudurypanus Education;

— XSpider, kouduryparust Education.

7. IlepeyeHb coBpeMeHHBIX TNPodecCHOHANBHBIX ©0a3 [JdaHHBIX H HH(OPMAUMOHHBIX
CIIPABOYHBIX CHCTEM, HCHOJb3yeMbIX IPH OCYLIECTBJIEHUN 00Pa30BaTeJbLHOIO Mpoluecca mo
AUCHHIINHE (MPU HE00OX0IUMOCTH)

Jlnst morcka y4eOHoU auTeparypsl onodauoteku SApl'Y ucnonb3yercs aBToMaTU3UupOBaHHAS
OnbIMoTeyHo-uHGOPMaAITMOHHAS cucreMa «BYKHM-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php.

8. [lepeyeHb  OCHOBHOII W  JOMOJHHUTEJIbHOW  Yy4uyeOHOIl  JHUTepaTypbl, pecypcoB
NH(POPMALMOHHO-TEJIEKOMMYHUKAIIUOHHOH ceTHn «/HTepHer» (HpM HEOOXOAUMOCTH),
PEKOMEHYyEeMBbIX /ISl 0CBOCHHS IHCUHUILIHHbI

a) OCHOBHasl JIUTEpPaTypa

1. lllanprun B. ®. 3ammura uHopManuu B KOMIIBIOTEPHBIX CUCTeMax U cerax. / B. @.
[Tanprun - M.: IMK Ilpecc, 2012. - 592 c.

2. Baykos, A. A. 3amuta nHpOpMaImu : yaebHOe mocodue it By30B / A. A. BHyKoB. —
3-e u3a., mepepab. u jgon. — Mocksa : M3narensctBo FOpaiit, 2022. — 161 c. — (Bsiciiee
obpazoBanue). — ISBN 978-5-534-07248-8. — Tekct : snekrpoHHbni // OOpa3oBarenbHas
iatdopma IOpaiit [caiir]. — URL: https://urait.ru/bcode/490277 (nara oopamenus: 27.01.2022).



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://urait.ru/bcode/490277

0) AOMOJIHUTEIbHAS JIUTEepaTypa

1. MenpaukoB B. II. MupopmanmoHHas 0e30macHOCTh W 3amuTa WHpoOpManuu: y4ueO.
nocobue s By3oB. / B. II. Menbuukos, C. A. Kneiimenos, A. M. Ilerpakos; mox pea. C. A.
KneiimenoBa; YMO 1o yHHBEpPCHUTET. MOJUTEXH. 00OpazoBaHHIO — 4-¢ W31., crepeoTur. — M:
Axanmemus, 2009. — 331 c.

2. Meronuka oOmeHKHM Yrpo3 Oe3omacHOCTH HH(popManuu. MeTOJMYecKUid JTOKYMEHT.
Yrepxnen ®CTOK Poccun ot 5 dpeBpans 2021 r.

3. Mepsl 3amuThl WHQOpPMAIMK B TOCYJApPCTBEHHBIX HH(POPMAIIMOHHBIX CHCTEMaXx,
Meroanueckuit nokymeHt. YTBepxaeH @CTIOK Poccuu ot 11 depans 2014 r.

4. PermameHT BKJIIOYeHHs] HH(OpPMALUU 00 YSA3BUMOCTSAX INPOTPAMMHOIO OOecreueHus
UIIPOTPaMMHO-AMNMNapaTHBIX CPEICTB OaHK JTaHHBIX yrpo3 Oe3omacHoctn uHGopmaruu DCTOK
Poccun.

5. bezomacHOCTh HMH(POPMAIMOHHBIX TeXHOJOTHA. Kpurepunm oleHKH O0e30MacHOCTH
MH(pOpPMaLMOHHBIX TexHOIorui. PykoBoasamuii nokyment. [Ipukas npencenarens ['octexkomuccun
Poccum ot 19 urons 2002 r. Ne 187.

6. Cepus crangaptoB UCO 27000 «udpopmanronHbie TeXHOIOTHU. MeTo bl oOecneueHus
Oe3omacHoCTH. MeHeKMEHT MHPOPMAIIMOHHON 6€30I1aCHOCTI.

9. MaTepuajbHO-TeXHHYecKas 0a3a, He0OX0AMMasl VIS OCYIIECTBJIEHUsI 00Pa30BaTeIHLHOI0
npoiecca no JMCHUIINHE

MarepuanbHo-TeXHUYECKass 0a3a, HEOOXoauMas Jisi OCYLIECTBIEHHUS 00pa30BaTEIbLHOTO
nporiecca 1o JUCIHUILTUHE BKIIOYAET B CBOM COCTAB CIECIMAIbHBIC ITOMCIICHHS

— y4eOHbIE ayIUTOPUH IS TPOBEACHUS 3aHATHI JICKIIMOHHOTO THUTIA;
— y4eOHBIE ayAUTOPUH JUIS TPOBEACHUS MPAKTUUYECKUX 3aHATHH, OCHAIICHHBIE CPEACTBAMHU
BBIUMCIUTENbHON TEXHUKH, C YCTaHOBIEHHBIM IporpamMmubeiM oOecnieuenueM [10 "Dallas
Lock 8.0-K"; Cucrema 3amuThl MPUIOKEHHH OT HECAaHKIIMOHUPOBAHHOTO HOCTyma Positive
Technologies Application Firewal, xondurypanus Education; MaxPatrol xondurypanus
Education; MaxPatrol Security Information and Event Management, koH(purypamus
Education; XSpider, kouguryparus Education;
— ydeOHbIE ayAUTOPUH [T IPOBEAECHUS TPYIIOBBIX M HHAMBUYaIbHBIX KOHCYJIbTAIIUHI;
— ydeOHbIe ayAUTOPUH JUIS IPOBEACHUS TEKYILEro KOHTPOJIS ¥ IPOMEXYTOUHOM aTTecTalluu;
— TOMEIIEHHs [l CaMOCTOSTEIbHOW paboThI;
— TOMELIEHMs JUIsl XpaHEHUs M NMPO(UIAKTUYECKOro OOCIYKMBAaHUS TEXHUYECKUX CPENCTB
00yJeHwusI.
[Tomemenust 11 CaMOCTOSITENIPHOM PaOOThl OOYYAIOIMIUXCS OCHAIIEHBI KOMIBIOTEPHON
TEXHUKOW C BO3MOXHOCTBIO MOJAKIIOUEHUs K cetu «MHTepHeT» M olecriedeHHeM AOCTyna K
AIIEKTPOHHOM HH(OopMaIoHHO-00pa3oBaTensHOU cpese SAplY.

ABTOp(BI):

Houent kadpenpst KbuMMOMU, kang. ¢pusz.-mart. Hayk [I.M. Mypun
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IIpunoxkenne Ne 1 k paGoueii mporpaMme M CUMIIIMHBI
«MeTtoabl OlleHKH 0€30I1aCHOCTH KOMIIBIOTEPHBIX CHCTEM»

MoH/1 OLIEHOYHBIX CPEJACTB
AJIsl IPOBe/IeHUS TEKYIIero KOHTPOJIS yCIeBaeMOCTH
U NIPOMEKYTOYHOM aTTeCTAIMHN CTYAE€HTOB
N0 JUCIHUILIHHE

1. Tumnosele KOHTPOJIbHBIC 3aaHWs U UHBIC MaTCPpHAJIbI,
HCIIOJIb3YCMBIC B ITPOLCCCC TCKYUICT'O KOHTPOJIA YCIICBACMOCTHU

33)13HI/I$[ JUIS1 CAMOCTOATEIbHOM paﬁoTbI

YcranoBka u Hactpoiika [10 "Dallas Lock 8.0-K". IlpoBeaenue ayauTta ¢ MOMOIIBIO
JTAHHOTO ITPOTrPaMMHOTO 00ECIICUCHUS.

YcraHoBKa M HAcTpOMKa CHUCTEMbl 3alIUThl NPWIOKEHUH OT HECAHKUHWOHHUPOBAHHOIO
noctymna Positive Technologies Application Firewal. IIpoBenenue ayaura ¢ IOMOIIBIO
JTAHHOTO ITPOTrPaMMHOTO 00ECIICUCHUSI.

VYcranoBka u Hactpoiika MaxPatrol. TlpoBexenne ayaura ¢ MOMOIIBIO JTAHHOTO
MIPOrpaMMHOTO 00eCIIeUeHUS.

VYcranoBka u Hactpoiika MaxPatrol Security Information and Event Management.
[IpoBenenue ayaura ¢ MTOMOIIBIO IAHHOTO MTPOTPAMMHOT0 00ECTICUECHHUS.

VcranoBka u  HacTpoiika XSpider. IlpoBeneHuwe ayaura ¢ TMOMOIIBIO  JaHHOTO
MIPOrpaMMHOTO 00eCIIeUeHUS.

2. Cnmcok BONpoCcOoB U (WITH) 3aJJaHUH JIJIS TIPOBEICHHS TPOMEKYTOUHON aTTeCTAIlN

Choucokx BOIIPOCOB K IK3aMCHY:

OneHka ysS3BUMOCTEH KOMIIBIOTEPHOW cCHCTEMBbl. Pa3HOBHIHOCTH TPOBEPOK U OLIEHOK
ypoHst b opranuzanuun. Mecto u ponb ayaura B Mojenu obecreuenus 1b.

[Mpunuuner 1 gopmel ayauta Wb opranuzamuu. OCOOEHHOCTH aBTOMATHU3WPOBAHHBIX
MH(POPMALIMOHHBIX CHCTEM Kak 00bekToB ayauTta Mb. McxoaHas KoHuenTyaldbHas cxema
(mapaaurma) nposeneHus ayauta 1b.

CrpykTypa MexayHapoIHbIX craHaapToB no Mb. O6nacts npumenenus. IIpouecchHas
mozenb ynpasienus Ub. Onenka 3penoctu cucremsl ynpasienus 1b.

ISO 27001.

ISO 27002.

ISO 27005.

Amnanus puckoB Ub. O6mue kputepuu (I'OCT P UCO/M3K 15408).

PykoBomsume nokymeHntsl ®CTOK Poccum ayaur B LelsxX aTrTecTallid OOBEKTOB
MH(pOpPMaTU3ALINH.

Crannapt banka Poccun CTO BP UBBC- 1.1.

CoBit.

Cranpapt aynura PCI DSS.

CooTBeTcTBHE U B3aUMOJIEHCTBUE MEXIYHAPOAHOIO U POCCUHCKOIO MOAXOA0B U METO/IOB
aynuTta 6€30MacHOCTH.

OcHoBHBIE 3Tanbl ¥ METOJIBI paboT 1o npoBeneHuto ayauta Ub. [Iporpamma aynuta Ub.



14. Coop cBuaeTensCTB (MCXOaHOM HHPOpMaIuK) s poBeneHus ayauta Ub. Pexomennaumn
1o manupoBanuio ayauta Ub. PekoMeHnanum no MoaeInpOBaHuIo.

15. Dranbl npoBeneHuss BHYTpeHHEro W BHemrHero aynutoB Ub: oOmee u paznuuusa. Craauu
aynura HMb: miaHupoBaHue; NOArOTOBKA; MOJECIMPOBAHUE;, TECTUPOBAHME, aHAJIM3;
pa3pal0oTKa NpeasIoKeHNH, TOKyMEHTUpOBaHUE. J0roBop 0 NPOBEJECHUH BHEUIHETO ayInuTa
Ub.

16. [lopsinok ruraHupoBaHus ayauTa. MeTobpl ayAuTa: SKCIEePTHO-aHATUTUYECKUE; SKCIIEPTHO-
MHCTPYMEHTAJIbHBIC; MOACIINPOBAHUE ACHCTBUI 3JI0YMBIIICHHHUKA.

17. Metoasl cOopa HMCXOIOHBIX MJAaHHBIX: ONpPOC, HaOJrOAeHWE, aHaiu3. MeTonbpl aHalu3a
COOpaHHBIX CBUJICTENILCTB.

18. AynuTopckasi TpyImma: cocTaB, MpaBa M O0S3aHHOCTH, POJIM, MPUBJICUCHHE TEXHHUYECKUX
cnenuanuctoB. O0A3aHHOCTH NMPOBEPSEMOIl Opranuzanuu Bo Bpems aynuta Ub.

19. MeTozpl ¥ MHCTpYMEHTAJIbHBIE cpesicTBa mpoBeaeHus ayauta Wb. IlporpamMusie cpencraa
aHaJIU3a U yIPaBIICHMUS.

20. TTO npenTHhUKAIIMN U OLEHKH 3aIUIIAEMBIX PECYPCOB, YTPO3, YA3BUMOCTEH U Mep 3aIIUTHI
B cepe KOMITbIOTEPHOM U (hr3nuecKoil 0e30MacHOCTH IPEIIPUITHUS.

21. CrangapTsl B 00JIaCTH OOHAPYKEHUST BTOPKCHHIA.

HpaBmIa BBICTABJICHHA OLICHKH HA 3K3aMCEHE.

B sk3aMeHanmoHHbBIN OWJIET BKJIIOYAIOTCS JIBa TEOPETUUYECKUX Bompoca. Ha moaroroBky k
OTBETY J1aeTCs HE MEHee | akaJleMUYeCcKOro Jaca.

IIo wrToram »SK3aMeHa BBICTaBISCTCS OJHA H3 OLCHOK: «OTIIUYHO», «XOpOoHio»,
«YHAOBJICTBOPUTECIBHO» NI «HCYJOBJIICTBOPUTCIILHO).

Ouemca «OTJINMYIHO» BBICTABIISICTCS CTYACHTY, KOTOpHﬁ ACMOHCTPUPYET I‘J'IY6OKOC n
IMMOJIHOC BJIAACHUEC COACPKAHUECM MaTcpualla H MMOHATUHHBIM arrmaparoMm B C(I)epe 3alllUThI
I/IHq)OpMaI_II/II/I; YMECT CBA3BIBATH TCOPHUIO C HpaKTHKOﬁ. CTy,Z[eHT Aa€T Pa3BCPHYTHIC, IMOJIHBIC H
YCTKUC OTBCTHI Ha BOIIPOCHI 3K3aMCHAIITMOHHOTI'O ounera u JAOIMOJIHUTCIILHBIC BOIIPOCHI, CO6J'IIO,Z[8.CT
JIOTUYCCKYHO  IMMOCIICAOBATCIBHOCTL IIPU  HU3JIOKCHHU  MaTcepuajia. FpaMOTHO HCIIOJIB3YCT
TEPMHHOJIOTUIO.

Ouenka «Xopomo» BBICTABISETCS CTYIEHTY, OTBET KOTOPOTO Ha 9K3aMEHE B IIEJIOM
COOTBETCTBYIOT YKa3aHHBIM BBIIIIE KPUTEPHUSIM, HO OTJIMYAETCS MEHBIIEH O0O0CTOATENHbHOCTHIO,
rIyOMHOM, OOOCHOBAaHHOCTBHIO W TIOJHOTOW. B OTBeTe MMEIOT MECTO OTIEeNbHBIE HETOYHOCTH
(HecyIeCTBEHHbBIE OMMUOKH ), KOTOPBIE UCIIPABIISIOTCS CAMUM CTYJIEHTOM IOCJIE TOTIOJHUTEIbHBIX U
(MnM) YTOYHSIIOLIUX BOIIPOCOB dK3aMeHATOpa.

Ouemca «YIIOBJ'IBTBOPI/ITCJIBHO» BBICTABJISICTCA CTYACHTY, KOTOpHﬁ JAa€T HECAOCTATOYHO
IMMOJIHBIC U MOCJICAOBATCIBHBIC OTBETHI HA BOIIPOCHI 9K3aMCHAIIUOHHOT'O ounera u JOITOJTHUTCIIbHBIC
BOIIPOCHI, HO IIPU 3TOM JACMOHCTPUPYCT YMCHHUEC BLIACIHUTL CYHICCTBCHHBIC W HCCYIICCTBCHHBLIC
MPU3HAKHU U YCTAaHOBUTL MPUYUHHO-CJIICACTBCHHLIC CBA3H. OTBeTHI U3J1arafoTCs C UCIIOJIb30BaHUEM
TCPMHHOB B C(bepe 3alIrThI I/IH(l)OpMaI_II/II/I, HO IIpHU 3TOM HOIIYCKArOTCA OIIIMOKH B OIIPECACIICHUAX
HCKOTOPBIX OCHOBHBIX HOH}ITI/II‘;I, (I)OpMy.III/IpOBKaX HOHO)KGHHﬁ, KOTOPBIC CTYACHT 3aTpYAHACTCA
HUCIIPABUTL CAMOCTOATCIIBHO. HpI/I aprymMmcHTallui OTBC€TAa CTYJACHT HC 00OCHOBBIBAE€T CBOH
CYXKACHUA. Ha gacts AOIMMOJTHUTEIIBHBIX BOIIPOCOB CTYACHT 3aTPYAHACTCA OJaThb OTBCT WM AACT
HCBCPHLIC OTBCTHI.



Ounenka «HeynoBi1eTBOPUTENbHO» BBHICTABISAETCS CTYACHTY, KOTOPBIA JAEMOHCTPUPYET
pa3po3HEHHbIe, OecCHCTEeMHBIE 3HaHUS; OECIOPAIOYHO M HEYBEpEHHO M3JIaraeT MaTepuall; He
YMEET BBIIEIATH INIABHOE U BTOPOCTENEHHOE, HE YMEET COEAUHATh TEOPETUUYECKUE IOJIOKEHUS C
NPaKTUKOM; JIOMycKaeT rpyOble OMMOKH MPHU ONPEAEICHUN CYIIHOCTU PACKPBIBAEMBIX IMOHSITHH,
BCJIE/ICTBUE HEIOHMMAaHMsI MX CYIIECTBEHHBIX M HECYIECTBEHHBIX INPU3HAKOB U CBS3EH; acT
HEIOJIHbIE OTBETHI, JIOTUKA U MOCJIE0BATEIbHOCTD U3JI0)KEHHUS KOTOPBIX UMEIOT CYLIECTBEHHBIE U
IPUHLMIIAAIbHBIE HAPYIIEHUS, B OTBETaX OTCYTCTBYIOT BbIBOJIbI. JIOMIOIHUTEIbHBIE U YTOUHSIOLINE
BOIIPOCHI 3IK3aMEHATOpa HE MPHUBOAAT K KOPPEKLUU OTBETOB cTyAeHTa. Ha OCHOBHyIO uacTh
JIOTIOJIHUTEIIbHBIX BOIIPOCOB CTYACHT 3aTPYAHSAETCA JaTh OTBET UJIM J1A€T HEBEPHBIE OTBETHI.

OHGHKa «Hey,Z[OBJ'IeTBOpI/ITeJ'IBHO» BBICTABJIACTCA TaKXKE€ CTYACHTY, KOTOpI:IfI B3I
3K3aMEHAIlMOHHBIMI 6I/IHGT, HO OTKa3saJICA AaThb Ha HETO OTBCT.
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IIpuniaoxenne Ne 2 k paGoyeii nporpamMme JMCIHIIJIMHbBI
«MeTtoabl olleHKH 0€30I1aCHOCTH KOMIIBIOTEPHBIX CHCTEM»

MeTOIlI/I‘IeCKI/Ie YKa3aHuA QJIA CTYACHTOB 110 OCBOCHHIO JTUCHUIIJIMHBI

Y4eOHBIM TUTAHOM HA W3yYeHUE JTUCHUIUIMHBI «MeToapl OIeHKH O€30MacHOCTH
KOMITBIOTEPHBIX CUCTEM» OTBOIUTCS OJUH ceMecTp. B KoHIle cemecTpa B KauecTBE UTOTOBOIO
KOHTpOJIAI MPEIyCMOTPEH »dK3aMeH. B mpolecce H3yd4eHHs JUCHUIUIMHBI TPOBOJISATCA
JICKIIMOHHBIE ¥ MPAKTUICCKUE 3aHSATHS, BBITOIHSIIOTCS CAMOCTOSTEIbHBIE Pa0OTHI.

OcHoBHOU (opmoii u3yueHus: yueOHOro MaTepuaia mo AUCUUILTUHE «MeTopl OLEeHKH
0€30MacHOCTH KOMITBIOTEPHBIX CHCTEM) SIBISIFOTCS] MPAKTUYECKUE 3aHATUS. DTO CBSA3AHO C TEM,
9TO OCHOBHOHM 3ajadell B paMKax JUCHUIUIMHBI SBISETCS TOJNydeHHE OOydaromuMmcs
MPAKTUYECKUX HaBBIKOB I10 ayJAHUTY (OlLeHKEe) 6€30MacCHOCTH KOMITBIOTEPHBIX CHCTEM.

JUis yCHEIIHOrO OCBOEHMSI JAMCLUIUIMHBI OY€Hb BaXXKHO [MPAKTUYECKOE OCBOECHHE
OPOTPAMMHBIX CPEJCTB 3aIIUTHl HH(GOpPMAIMH, HWCIOIB3YyeMBIX IpPU OIEHKE Oe30macHOCTH
KOMITBIOTEPHBIX CUCTEM. DTOMY CIIOCOOCTBYET M3yueHHE TeopeTudeckoro marepuana. [lostomy
B IPOLECCE HM3YYEHUs] AUCLHUIUIMHBI PEKOMEHAYETCS PEryJisipHO€ MOBTOPEHHE IPOWIEHHOIO
JIEKIIMOHHOTO MaTepuaina. MaTepuai, 3aKOHCIIEKTUPOBAHHBIA Ha JIEKIUAX, HEOOXOAUMO J0Ma
emie pa3 mpopabaTeiBaTh U MPU HEOOXOIMMOCTU IOMONHATH HMH(GOpMalKel, MOJy4eHHOH Ha
KOHCYJIbTAllUSIX U U3 y4eOHOM! IUTEpaTyphl.

JIONIOTHUTENBHYIO POJIb IIPU CBA3M TEOPUM U MPAKTUKA UIPAIOT 3aJaHUA UL
CaMOCTOSITENIbHON paboThl. B kauecTBe 3aiaHuil Ui caMOCTOSATENbHON paboThl 00ydaromuMCes
IpEeUIaratoTcs 3aa4M 10 HaCTPOMKe CPe/ICTB 3alUThl HH(pOpMaIUH.

Jlis mpoBepKHM M KOHTPOJS YCBOCHHS TEOPETUYECKOro MaTepuasa, MPUOOPETeHHBIX
MPAKTUYECKUX HABBIKOB PabOTHI CO CPEICTBAMU 3alIMTHl MH(OpPMALMU, MPOBOIAATCS YCTHBIC
ompockl 00ydaromuxcs. Takxke TPOBOAITCS KOHCYNbTAUU (TP HEOOXOJUMOCTH) MO pa3dbopy
TPYJHBIX MOMEHTOB 3a/IaHUH JIJI1 CAMOCTOSITEIbBHOW PaOOTHI.

[lo 3aBepuieHMM W3y4EHUS JUCUUIUIMHBI CTYJIEHTHl CHAIOT JK3aMeH. OK3aMeH
NPUHUMAETCS MO SK3aMEHAIlMOHHBIM OuieraM, KaXAbli U3 KOTOpBIX BKJIOYaeT B cels JBa
TEeOpeTU4ecKuX Bompoca. Ha caMocTosATeNnbHYIO TOATOTOBKY K 3K3aMEHY BbLAeNseTcs 3 JIHSA, BO
BpeMs ITOATOTOBKU K K3aMEHY IIPEAYCMOTPEHA IPYNIIOBasi KOHCYJIbTALIMS.

OmngIT npenoaaBanvs OUCHUIIIIMHBL «MeToabl OIEHKH 0e30ITacHOCTH KOMITBIOTCPHBIX
CUCTEM» TOBOPHUT O CJIOXHOCTH €€ CaMOCTOATCIIBHOTO HW3YUCHUSA IS O6y‘laI'OH_ICFOC$I.
O6yqa101u14ec;1, BCTAaBIINEC HA ITYTh CaMOIIOATOTOBKH, YaCTO HCBCPHO PACCTABIIAKOT IMPUOPUTETHI
pu MU3Yy4YCHHUU JTaHHOM AUCHUIUIMHBI, YTO HE IMO3BOJIACT MM Ha BBICOKOM YPOBHC OBJIAJCTH
HN3Yy4aCMbIM MAaTCpPUATIOM. OTO CBSI3aHO C HACBhIIICHHOCTBIO U3Yy4YaCMOI'0 MaTepuaja u OOJIBIIIKM
YUCJIOM TPAKTHUYICCKHUX 3aHHTHI>i, HCO6XO,Z[I/IMLIX AJI HpHOGpCTCHI/I}I HAaBBIKOB IMPAKTHUYCCKOT'O
HCIIOJIB30BaHUA CPCACTB 3alllUThI I/IH(I)OpMaI_[I/II/I. HOBTOMy MOCCHICHUC BCCX AYJAUTOPHBIX
3aHATHH SIBIISCTCSA HACTOSTEILHO PEKOMEHAYCMBIM.
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