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1. Henu ocBOeHMS TN CHUNITIHHBI
Hucnunnuna «be3onacHOCT, B COBpeMEHHON HWH(OpPMAIMOHHON cpene» obOecreunBacT
npuoOpereHue O00ydaroIMMHUCA 3HAHUM, yYMEHMM W HaBblKkOB no kommnereHuuu OIIK-1.
«CrnocobeH MpUMEHATh TEXHOJOTHYECKHEe HOBAIIMU U COBPEMEHHOE MPOrpaMMHOe oOecreueHue
B TypucTckoii cdepe» DenepaabHOr0 TOCYAAPCTBEHHOTO 00pa30BaTENbHOTO CTaHAApTa
BBICIIETO 00pa30BaHMs 1O HanpaBieHNO0 moaroToBku 43.03.02 Typuzm.

OCHOBHOH LE€NbI0 W3Y4YEHMs IUCLUIUIMHBI SIBJISETCS TEOPETHYECKas M NPaKTUYECKas
MOJMOTOBKA O0YYAIONINXCS K JEATEIbHOCTH, CBI3aHHOM ¢ MPUMEHEHUEM COBPEMEHHBIX CPEICTB
U METOJIOB 3aIIUTHI HH(POPMALMK B MOBCEJHEBHON M MpodeccrHoHalbHON JesTenbHocTH. Kype
JaeT MPEJCTaBICHUE O MECTE€ M POJIM MHPOPMAIIMOHHOI 0€30MacHOCTH B COBPEMEHHOM MHpE.
Ero u3yuyenue naer BO3MOXXHOCTb CO3HATEIBHOTO HCIOJIb30BAHUS, OOPAOOTKH M 3alIUTHI
uHpopmanuu.

2. MecTo IMCUMILUIMHBI B CTPYKTYPe 00pa30BaTe/IbHOIi MPOrpaMMbl

JlaHHast TUCIUIUIMHA OTHOCHUTCS K 00513aTEIbHON YacTH 00pa30BaTeIbHON MPOrPaMMBI.

JucuummmHa «be30macHOCTh B COBPEMEHHON HH(DOPMAIIMOHHOW Cpeie» UTPAcT BAKHYIO
poJIb AMist 001IenpodecCHOHANTBHON MOATOTOBKH 00y4aroIerocs.

3. Illlanupyemble  pe3yJbTaTbl  O0y4YeHHMs] 1O JMCHUILIMHE,
IVIAHNPYeMbIMH pe3ybTaTamu ocBoeHusi OIl 0akanaBpuara

COOTHECCHHbIC C

[Tporecc n3ydeHus: AUCIUTIMHBI HANIPpaBJieH Ha (JOPMHUPOBAHUE CISAYIONTUX KOMITCTEHITHIA
B cootBeTcTBUU ¢ ®I'OC BO, OOII BO 1 npuoOpereHus clenyrolux 3HaHul, yMEHH,
HABBIKOB U (MJIM) ONbITA 1E€ATEIbHOCTH:

®opmupyemas Nuaukarop nocTuskeHust Ilepeuenb
KOMIIeTeH LM KOMIEeTeHLHH IUIAHUPYEMBbIX Pe3y/IbTAaTOB 00y4eHHs
(xoa u (ko u popmyanpoBKa)
(opmyanposka)

Oo6menpodeccuoHaIbHbIE KOMIIETEHIMHU

OIIK-1. Cnocoben | U-OIIK-1_3. Criocoben pemars | 3uamo:
IPUMEHATE CTaHJapTHEIC 3a]a4u OCHOBHBIE ITOHATHS B 00JacTH 00paboTKH
TeXHOJIOTHUYECKIE npodeccroHaIbHOM W 3amuThl  MHGOPMAIMM M HX
HOBAIUH y | ACATENBHOCTH Ha OCHOBE OIIPEeICIICHHS; MIOCJIE/I0BATENILHOCTD
COBPEMEHHOE UHGPOPMAITUOHHOM n BBIMIOJIHEHUsT ~ paboT 1O 3aIINTe
HpOrpAMMHOE oubnmorpaduyeckoi KyJIbTypsI C I/IHq)opMauI/IHV; KJ‘IaCCI/I(I)PIKaI_II/IIS)
NpUMEHEeHnEeM MH()OPMAIIOHHO- | HapyIIUTeIel UH()OPMATMOHHOM
06ecnequI:Ie B | KOMMYHHKAIHOHHBIX TEXHONOTHIT | 6E30MIACHOCTH; BHAB M  HA3HAYCHHE
TYPHCTCKOH cepe U C y4ETOM OCHOBHBIX CpE/ICTB 3aIIUTHl HHQOpMAIIHH.
TpeGoBaHUH HHPOPMALTMOHHOM Ymemn:
0e30macHOCTH yCTaHaBIUBATh u OCYIECTBIIATD
NEPBUYHYI0O HACTPOWKY OINEPalMOHHBIX
CHCTEM, AaHTHBHUPYCHBIX CPEACTB H

MEKCETEBBIX IKPAHOB.
Bnaoemw nagvikamu:

paboTel  CcO  CpeAcTBaMu
nHpOpMaLUH

3aIUTHI

4. O0beM, CTPYKTYpa U coJep:KaHue TUCHUTLITUHBI
OO01mas TpyA0eMKOCTh JTUCIHAIIINHBI COCTABIISET 2 3aUeTHBIC SIMHUIIBI, /2 aKkaJl. Jaca.

Ounas ¢popma




Ne Tembl (pa3aens) Buabl yueOHbIX 3aHATHI, DopMBbI TEKYLLET0
n/n AUCHUILINHBI, BKJIIOYASl CAMOCTOSATEIbHYI0 KOHTpPOJIs
UX COJepKaHne = padoTy CTYy1eHTOB, ycneBaeMoOCTH
3 M UX TPYAOEMKOCTh
= (B akaieMH4eCKHUX Yacax) ®opma
o NPOMeKyTOUHOi
aTrecTamuu
(no cemecmpam)
KonrakTHasi pa6oTa
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Paznen 1 (IIpaBoBble 3 6 3
OpraHu3aNMoOHHbIE
OCHOBBI
olecneueHust
uHGOPMAMOHHOM
0e30macHOCTH B
Poccuiickoi
Denepauuu
Tema 1.1 ([IpaBOBBIC OCHOBBI 3| 2 1 |Tecr
obecrieyeHus
MH(pOPMAaIMOHHOM
0€30MacHOCTH
Tema 1.2 (3amuta 312 1 |Tecr
MePCOHANBHBIX
JTAHHBIX
Tema 1.3 |OpraHu3anyvoHHbIe 3| 2 1 |Tect
OCHOBBI 0O€ecTIeueHHs
MH(pOPMaIIMOHHOMN
0€30MMacHOCTH
6 mom yucne ¢ 30 u 6 3  |Bugeonekuuun
J[OT TEKCTOBEIE
MaTepuaibl
y4eOHOT0 1mocoous,
Mpe3eHTAINH, TECT B
OVK B
DemidOnline
Paznen 2 |ApxuTekTypa 3] 2 1
KOMINbIOTEPA
Tema 2.1 |Apxurekrypa 3| 2 1 |Tecr
KOMITBIOTEpa
6 mom yucie ¢ 30 u 2 1 |Buneoneknuu
/[OT TEKCTOBEIC
MaTepHabl
y4eOHOro mocoous,
MIPE3CHTAINH, TECT B




OVK B

DemidOnline
Pa3znen 3 |OcHOBBI 9 |Tect
HHpopMaLOHHOI
0e30macHoCcTH B
OnepanuoOHHBIX
cHCcTEMAax
Tema 3.1 |BBenenue B 3 |Tecr
nH(pOpPMaAITMOHHYIO
0€301aCHOCTh
oIeparMOHHbIX
CHUCTEM
Tema 3.2 [MudopmarmonHas 3 |Tecr
0€301aCHOCTh
oIeparMOHHbIX
CHUCTEM CEeMEMCTBa
Windows
Tema 3.3 |MudopmannonHas 3 |Tect
0e30IMacHOCTh
OTIepaIMOHHBIX
CUCTEM CeMEelCcTBa
Linux
6 mom yucie ¢ 30 u 9 |Buneonexkuuu
J[OT TEKCTOBBIE
MaTepuaibl
y4eOHOr0 1mocoous,
[IPEe3CHTAIIMH, TECT B
OVYK B
DemidOnline
Paznen 4 |OcHoBbI 9
HHpopMaAOHHOI
0€30MacHOCTH B
JIOKAJbHBIX
BBIYHCJIHTEIbHBIX
ceTsax
Tema 4.1 |BBenenue B 4 |Tect
aApPXUTEKTYPY
JIOKAJIbHBIX
BBIYHCIIUTEIIBHBIX
cereit
Tema 4.2 |CeTeBbIe yrpo3bl U 4 |Tect
METO/IbI
MPOTUBOJICHCTBUS UM
Tema 4.3 |MesxceTeBble SKpaHbl 3 |Tect
6 mom yucie ¢ 30 u 11 |Buneonexkiuu
/[OT TEKCTOBEIC
MaTepraIbl
y4eOHOTro mocoous,
MPEe3CHTAINH, TECT B
OVK B
DemidOnline
Paznen 5 |Kpuntorpadpuyecku 3




€ MeTOJbI 3aIUTHI
HHpopmanuu
Tema 5.1 |BBenenue B 3 2 2 3 |Tect
KpUnrorpaduyeckue
METO/bI 3aILUThI
uHpOopMaIu
6 mom yucie ¢ 90 u 2 1 3  |Buneonexknuu
J[OT TEKCTOBEIC
MaTepHabl
y4e0HOTro mocoous,
IIPE3EHTAlUH, TECT B
OVK B
DemidOnline
2 0,3 | 10,7 |3auer
Bcero 3a 3 cemecTp 72 | 16 | 16 0,3 | 37,7
Bcero 72 | 16 | 16 2 | 03| 37,7
3aounas popma
Ne Tembl (pa3aens) Buabl yueOHbIX 3aHATHI, @DopMBbI TEKYLLET0
n/n AUCHMILIUHBI, BKJII0OYAsl CAMOCTOSITEIbHYIO KOHTPOJIS
UX COJIepKaHne = padoTy CTY1€HTOB, ycreBaeMocTH
3 H X TPYJA0E€MKOCTh
5 (B akageMHYeCKHX 4acax) ®opma
o IPOMEsKYTOUHOI
aTTecTaluu
(no cemecmpam)
KonraktHasi pa6ora
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Paznen 1 (IIpaBoBble 3 3
OpraHu3aNMoOHHbIE
OCHOBBI
obecneueHust
HH(popMaALMOHHOI
0e30I1acHOCTH B
Poccuiickon
Denepanun
Tema 1.1 |IIpaBoBbIE OCHOBBI 3|1 1 |Tect
o0ecrnieueHus
MH(OPMAIMOHHOM
0€30MMacHOCTH
Tema 1.2 |3amura 3|1 1 |Tecr
NePCOHATBHBIX
JTAHHBIX
Tema 1.3 |Opranu3anvoHHbIe 3|1 1 |Tect




OCHOBEI OO€ecIeueHus

UH(POPMAIIMOHHOM
0e30macHOCTH
6 mom uucne ¢ 30 u 3 |Buaconexiun
J[OT TEKCTOBEIC
MaTepuabl
y4eOHOT0 1mocoows,
MPEe3CHTAINH, TECT B
DVYK B
DemidOnline
Pa3znen 2 |[ApxuTekTypa 1
KOMINbIOTEPA
Tema 2.1 |ApxutekTypa 1 |Tecr
KOMITBIOTEpA
6 mom yucie ¢ 30 u 1 |Buzneonexnuu
J[OT TEKCTOBBIE
MaTepuaibl
y4eOHOr0 1mocoous,
[IPEe3CHTAIIMH, TECT B
OVK B
DemidOnline
Pa3nen 3 |OcHOBBI 9 |Tecr
uHGOPMAMOHHOM
0€e30IacHOCTH B
OnepanuoOHHBIX
cHcTeMax
Tema 3.1 |BBenenue B 3 |Tect
MH(OPMALIMOHHYIO
0e30IMacHOCTh
OTIepaIMOHHBIX
CHUCTEM
Tema 3.2 |MudopmannoHHas 10 |Tecr
0€3011aCHOCTD
OTIepaIMOHHBIX
CHCTEM CeMeiicTBa
Windows
Tema 3.3 |MudopmannoHHas 3 |Tect
0e30IMacHOCTh
OTIepaIMOHHBIX
CHCTEM CeMelicTBa
Linux
6 mom uucne ¢ 30 u 9 |Bungeonekiuu
J[OT TEKCTOBEIC
MaTepuabl
y4eOHOT0 1mocoows,
Mpe3eHTAINH, TECT B
OVK B
DemidOnline
Pa3nen 4 |OcHOBBI 9
HH(popMaALOHHOI

0e30macHOCTH B
JOKAJIBHBIX




BbIYHCJIUTEIbHBIX
ceTsix
Tema 4.1 |BBenenue B 3 4 |Tecr
APXUTEKTYPY
JIOKaJIbHBIX
BBIYHUCITUTEILHBIX
cere
Tema 4.2 |CereBble yrpo3bl U 3 4 |Tect
METO/IbI
MPOTUBOJICHCTBUS UM
Tema 4.3 |MexceTeBbIe SKpaHbl | 3 3 |Tecr
6 mom yucne ¢ 30 u 11 |Bunpeonexuuu
J[OT TEKCTOBEIC
MaTepuabl
y4ueOHOro nmocoous,
MPE3CHTAINH, TECT B
OVK B
DemidOnline
Pa3nen 5 [Kpuntorpadpuuecku| 3 3
€ MeTO/bI 3N ThI
uHpopManun
Tema 5.1 (BBenenue B 3 10 |Tect
Kpunrorpaguieckue
METO/TbI 3aIIUTHI
nHpopmaruu
6 mom yucne ¢ 90 u 10 |Bupeonexkuuu
J[OT TEKCTOBBIE
MaTepuabl
y4eOHOT0 1mocoous,
Mpe3eHTAIUH, TECT B
OVK B
DemidOnline
3 0,3 3,7 |3auer
Bcero 3a 2 cemectp 72 | 4 4 2 | 0,3 |58+3,7
Bcero 72 | 4 4 2 | 03| 61,7

Conep:xaHue pa3/iesioB NPOrpaMMbl TUCUUILIUHBI
«be3onmacHOCTH COBpeMEHHOM HHPOPMALMOHHOMU cpeae»

Pa3znen 1. IlpaBoBble M OpPraHM3alMOHHBbIE OCHOBBI O0ecrevyeHuss WHGOPMALMOHHOI
0esonacHocTHu B Poccniickoilt @enepanuu.

Tema 1.1. IIpaBoBbie OCHOBBI 0OecriedeHHs] THPOPMAIIMOHHOM 0€301aCHOCTH.

OcHoBHBIE TIpaBa TrpaxaaH B chepe oOpaboTku u 3ammuThl HHGoOpManuu. OCHOBHBIC
NPUHIIMITBI TPABOBOTO PETYIUpPOBaHHUS B oOjmacT 00pabOTKM U 3alluThl WHGOPMAIUU.
Undpopmanusa. OcHoBHblE cBoMcTBa Oe3omacHOCTH UHGOpManuu: KOH(UAECHINATLHOCTS,
[IEJIOCTHOCTh, JIOCTYITHOCTb. Buabl uHMoOpManmu mo MOpSAKY JAOCTyNa U PacHpOCTPaHEHUS.
Orpannuenne ngoctynma K uHpopmanuu. Bunper Taitn.  OOmamarens  uH)OpMaIumu.
Nudopmannonnsie texHomoruu. WHpopmanmronusie cuctembl. Omneparop WHGOPMAIMOHHON
cucteMbl. 3ammura uHopmaruu. OOBEKTHI 3alIUTBL. BUIBI OTBETCTBEHHOCTH B cdepe
00pabOTKHU M 3aIUTHl HH)OPMAIIH.




Tema 1.2. 3ammra nepcoHaIbHbIX TaHHBIX.

[lepconanbHble JaHHBIE W NOPUHLUIBI HUX 00paboTkH. Bunubl nepcoHaIbHBIX aHHBIX:
crienuanbHble, OMOMETpPUYECKHE M OOIIEAOCTYIHBIC. YCIOBHSA OOpaOOTKH MNEPCOHATBHBIX
nanHbix. Cornacue Ha 00paOOTKy TNEepCOHANbHBIX JaHHBIX. TpaHCrpaHMyHas Mepeaaya
NEepCOHANBHBIX JaHHBIX. [IpaBa cyOBEKTOB NEepCOHANBHBIX AaHHBIX. OmepaTrop MepcoOHAIbBHBIX
JaHHBIX W ero o0s3aHHOCTH. Mephl obecreueHus: 0€30MacHOCTH MEPCOHAJIbHBIX JaHHBIX.
KoHTponb 1 Ham30p 3a BBIIOJHEHUEM MEpP IO O0ECTICUCHUIO OE30MACHOCTH. Y TOJTHOMOYCHHBIH
OpraH I0 3alIUTe MPaB CyObEKTOB MEPCOHANBHBIX JTaHHBIX.

Tema 1.3. Opranu3zannoHHbIe OCHOBBI 0OecTieueHHS HH()OPMAITMOHHON 0€3011aCHOCTH.

Kakue Bompockl ctaBuT nH(poOpManuonHas OezonacHOCcTh? [locmenoBaTenbHOCTD JACHCTBUN
1o 3amure uHpopMauuu. BeisBieHrne U aHaIW3 MHPOPMALMOHHBIX aKTUBOB. DOpMHUpOBaHUE
TpeboBaHuili mo 3ammre uHbopManuu. [logxoabl K MOJEIMPOBAHHUIO HAPYLIUTENEH U Yrpo3
uHPOpMAMOHHOW Oe3omacHOCTH. BBIOOp CpeAcTB W METONOB  3alIMTHl  MH(DOPMAIUH.
BHenpenue cuctemsl 3aIUThl HHPOPMAIIUU. DKCIUTyaTalHsl CUCTEMBI 3alIUTHl HH(OPMALIUU.

Pa3zpnen 2. ApxuTeKkTypa KOMIbIOTEPA.

Tema 2.1. BBenieHue B apXUTEKTypy KOMIIbIOTEpA.

[Tponieccoprl. OcHOBHasi (K31 W oOlepaTWBHAs) MaMATh. BcrmomorarenbHas MaMsATh.
YcrpoiicTBa BBOIa-BhIBO/IA (IIMHBI, MOHUTOPHI, KJIABHATYPHI U MBI, BEO-KaMepbl, IPUHTEPHI).
[TepcoHanbHble KOMIIBIOTEPHI U MOOUIIBHBIE YCTPOUCTBA.

Pa3nes 3. OcHoBbI HHGPOPMALMOHHOH 0€301aCHOCTH B ONIEPALMOHHBIX CHCTEMAX.

Tema 3.1. BBenenue B MHGOPMAITMOHHYIO 0€30M1aCHOCTh ONEPAI[IOHHBIX CUCTEM.

O6umii cnoco6 xpaHeHus U 00paboTku wuHGpopManuu B KommbioTepe. [loHsATHS
ornepanuoHHON U (¢ainoBoil cucreM. CyObeKThl, OOBEKTHI, METOJAbl M TIpaBa JOCTYIa,
OpUBUJIETUM CyObeKTa JocTymna. JMCKpenMOHHOEe yIpaBleHHE JIOCTYIIOM, MaHJaTHOe
ynpasieHue JA0cTynoM. Mnentudukanus, ayTeHTUPUKALUS U aBTOpu3anusi. AyTeHTUDUKALUs
Ha OCHOBE MapoJjiell, Ha OCHOBE BHEUIHUX HOCHUTENEH Kitoua, OnoMerpudeckas ayreHTH(GUKaLus.

Tema 3.2. UndopmarronHas 6€30macHOCTh ONEPaIlMOHHBIX cucteM cemeiictBa Windows.

VYrpasieHre TOCTYIIOM B ONEpPAIlMOHHBIX cucteMax cemerictBa Windows. Mnentudukarms,
ayTeHTH(HUKAIKMS ¥ aBTOPU3AIM B OMEPAIMOHHBIX crcTeMax cemeiictBa Windows. Peanmsanus
ay/uTa B ONEpaIlMOHHBIX cucTeMax cemeiicrea Windows.

Tema 3.3. MapopmanmonHas 6€30MacHOCTh ONEPAIMOHHBIX CHCTEM ceMeiicTBa Linux.

VYrpaBieHre JOCTYNIOM B ONEPAallMOHHBIX cHcTeMax cemeiictBa Linux. Mpentudukarnms,
ayTeHTHU(UKALMSI ¥ aBTOPH3AIlMs B OMEPAMOHHBIX cHUcTeMax cemeiicTBa Linux. Peanmsarus

ayiuTa B OIICPAlITMOHHBIX CUCTCMAX cemeticta Linux.

Pa3znen 4. OcHoBbl MHPOPMAIMOHHOMH 0€30NMACHOCTH B JIOKAJIbHBIX BbIYHCIUTEIBHBIX
CceTHAaX.



Tema 4.1. BBeieHue B apXuTEKTypy JOKAJIbHBIX BEIUNCIUTEIbHBIX CETEH.

JlokanbHble BbluMcaMTENbHBIC ceTH. Mogens ISO/OSI.  ApxutekTypa ¥ OCHOBHBIC
MPOTOKOJIBI JIOKAJIbHBIX BEIYMCIUTEIBHBIX CETCH.

Tema 4.2. CeteBble yrpo3bl U METOJIbl TPOTUBOJACHCTBUS UM.

Krnaccudukamuu ceteBbIX yrpos3, ys3BuMocTeil u arak. CeTeBble aTakd Ha Pa3IHYHBIX
ypoBusix wMojenu ISO/OSI. Knaccudukainuss BpeIOHOCHOTO MPOTPAMMHOTO OOECICUCHHUS.
[pu3HaKy MPUCYTCTBUS BPEIOHOCHOTO IIPOrPAMMHOTO oOeciieueHus. MeToabl 00HApYKEHHUSI.

Tema 4.3. MexceTeBbl€ SKpaHbl.

MexceteBbie dkpanbl (MJ). Mecto u pons MD B obecnie4eHHHM ceTeBOM 0€301MacHOCTH.
Knaccudpukanms MD. OcHOBHbIE BO3MOXXHOCTH MD. JlocTomHcTBa W Hemoctatku MDO.
[Toctpoenue mpaBuil GUIBTPALIUH.

Pa3znen 5. Kpuntorpadguyeckne MeToabl 3alIUTHI HHPOPMALIMH.
Tema 5.1. BBenenue B kpuntorpaduyeckue METOAbI 3alIUThl HHOPMAIUH.

Hcropuyeckuii ouepk paszButus kKpunrorpadpuu. CumMmerpuyHass M acUMMETpUYHas
kpunrorpadus. BpUUCIUTEN HO CIIOXKHBIE 3amadd  Marematuku. Kpunrocucrema RSA.
[Tonstue xpunrorpaduyeckoro mnportokona. CBONCTBa HPOTOKOJIOB, XapaKTEPU3YIOLIHE HX
6e3omacHOCTh. Cxembl (POBOIL MOATIUCH.

5. 06p330BaTeJ'[bele TEXHOJO0I'MA, B TOM YUCJI€ TEXHOJIOI'UH IJICKTPOHHOIO oﬁyqe}mﬂ Hu
AUCTAHIIHOHHBIC OﬁpaSOBaTEJIbeIe TEXHOJOIMH, HCII0JIb3YEMbIC IIPH OCYINECTBJICHUUA
06pa30BaTeJII)HOF0 npoumecca mo TMCUMIJIMHE

B mponecce 00ydeHHs NCHIONB3YIOTCS CIEAYIOIINE 00pa30BaTeIbHbIE TEXHOIOTUU:

AxaneMuyecKkasi JieKIus (WIK JIEKIHs 00IIEero Kypca) — ocjieIoBaTelIbHOE U3JI0KEHHE
MaTepuaga, OCYLIECTBISIEMOE MPEUMYHIECTBEHHO B BHUJAE MOHOJIOIa IPENoAaBaTelis.
TpeboBaHMs K aKaJeMHUYeCKOHl JIeKIMU: COBPEMEHHBIH Hay4HbIl YpPOBEHb M HACBILICHHAs
MH(OPMATUBHOCTb, yO€IUTeNbHAs apryMeHTalus, JOCTy[Hass M IOHSITHas pedb, YeTKas
CTPYKTypa M JIOTHKA, HalM4ue SPKUX NPUMEPOB, HAYYHBIX JIOKA3aTelIbCTB, OOOCHOBAHMIA,
(dakToB.

IIpobGiaemHas Jekuus — W3JIOKEHHE MaTepuasna, IPEANoNarauiee MOCTaHOBKY
HpO6J’ICMHI>IX U JUCKYCCHOHHBLIX BOIIPOCOB, OCBCIICHHUE PA3JIMYHBIX HAYYHBIX IIOJAXOI0B,
aBTOPCKHE KOMMEHTApHHM, CBSI3aHHBIE C PA3JIMYHBIMH MOJEISIMH MHTEPIPETALUU H3Y4aeMOIo
matepuaia. [Ipo0GiaemHast ieKusi HauMHAETCs C BOIPOCOB, C TOCTAHOBKU NMPOOJIEMbI, KOTOPYIO B
XO0JIe M3JIOKEHUs MaTepualia HeoOXOJMMO pemuTh. B jekmuu coderaroTcst mpoOjeMHbIE U
uH(popMalnoHHble Hayana. [Ipu 3TOM mpolecc MOo3HAHUS CTYIEHTOB B COTPYJHHUYECTBE M
JMajore ¢ mpenojaBareieM MpUOIMKAeTCs K MOUCKOBOM, MCCIIEAOBATENbCKON J1ESTENbHOCTH.
CopnepxaHue mpoOJSeMbl pacKpbhIBaeTcs IyTeM OpraHU3alliy I[IOMCKAa €€ pelIeHUus WU
CYMMHpPOBAHMS U aHAIN3a TPAAULIMOHHBIX M COBPEMEHHBIX TOUEK 3PEHUS.

HpaKTuquKoe 3aHATHE — 3aHATUC, TOCBAIICHHOC OCBOCHUIO KOHKPETHBIX yMeHI/Iﬁ u
HAaBBIKOB U 3aKPEIICHUIO TIOJYyYEHHBIX HA JIEKLIUU 3HAHUM.

OneKTpOHHBINH y4eOHbIN Kypc «be3omacHOCTh B COBpeMeHHON MH(OPMAIIMOHHOHN cpejie» Ha
mwiatdopme onnaiiH-o0ydenus DemidOnline, B koTopom:



— TPEICTAaBJICHBI BUICO-JICKIIHIA 10 BCEM TeMaM JUCIHILTUHBI U IPE3CHTALUN K HUM;

— TPEJCTABJICHBI TEKCTHI JICKIIMH 11O BCEM TEMaM JIHCIIUILINHBL,

— TPEJCTaBJICHBI MPABUJIA MPOXO0XKICHUS POMESKYTOYHOM aTTECTALIMH 10 TUCIUILINHE;

— TPEICTABJICHBI TECThI IO TeMaM JUCHUIUIMHBI I CaMOCTOSITEIbHON padOThI
00yJaromuxcs;

— TocpeacTBOM  QopyMa  OCYIIECTBISICTCS CHHXPOHHOe U (WJIHM) AaCHHXPOHHOE
B3aMIMOJICHCTBHE MEXKIY OOYJAlOIIMMHCS M TMPENOJaBaTeieM B paMKaxX H3yYCHUS
JACIIUILINHEI.

6. IlepeueHb JIMIEH3MOHHOTO0 M (MJH) CBOOOJHO PACHPOCTPAHSIEMOr0 NPOrPaAMMHOIO
olecrieyeHusl, HMCNOJb3yeMOr0 TMPH OCYLIECTBJIEHUM O00pPa30BaTeJLHOI0 Mmpolecca o
AUCHUTLINHE
B nporuiecce ocymiecTBiaeHUs: 00pa3oBaTeIbLHOTO MPOLIECcca UCTIONb3YIOTCS:
— MpOrpaMMHOE OOeclieYeHue JJIsl CO3JaHus MW JIGMOHCTPAalMH  TpPe3eHTaluH,
WITIOCTPAIMIA U IPYTUX YUeOHBIX MaTepPHAJIOB:
— Microsoft Windows (B cocraBe Microsoft Imagine Premium Electronic Software
Delivery);
— Microsoft OfficeSTD 2013;
— Virtual Box (cBo6ozan0 pactpoctpansiemoe I10);
— Ubuntu (cBob6oaHo pacnpoctpansemoe [10);
— Kali Linux (cBo6oano pacmpoctpansiemoe I10).
— ana moucka ydeOHOM muTepaTypsl Oubmmoreku Spl'Y — ABTOMaruzupoBaHHAs
oubnuoreynas undopmarnronnas cucrema «bYKU-NEXT» (ABUC «byku-Nexty);
— TIpH MPOBEJICHUU JICKIIUH UCTIONB3YIOTCS MYJIbTUMEANIHBIC TIPE3CHTAINY;
— TpU TPOBEIEHUU JIA0OPATOPHBIX PAOOT HCHONB3YIOTCS CpPEICTBA BBIUMCIUTEIHHON
TEXHUKH, MOJIEPKUBAIOIIME TEPEUUCIIEHHOE POrPaMMHOE 00ecTiedeHue.

7. IlepeyeHb cOBpeMEHHBIX NPOGecCHOHANBHBIX 0a3 JAHHBIX M HMH(OPMALMHOHHBIX
CIIPABOYHBIX CHCTEM, HCII0JIb3YEMbIX NIPH OCYLIECTBJICHHH 00pa30BaTeIbHOIO Npolecca 1o
AUCHHUILIMHE

1. Dnexrponnsie katajgorn Hb SApl'yY

(http://www lib.uniyar.ac.ru/opac/bk_cat_find.php) comepxar 6ubarorpaduueckue 3anucu
BCEX BHJIOB JIOKYMEHTOB, COCTAaBJIAIONMX (POHI OMOIMOTEKH, Ha PYCCKOM M HMHOCTPAHHBIX
SI3BIKAX.

2. JjeKTpoHHasi 0M0IHOTEeKa yueOHbIX MaTepuaJioB Apl'Y

(http://www lib.uniyar.ac.ru/opac/bk_cat_find.php) comepxkutr ©Gomee 2500 mONHBIX
TEKCTOB Y4YEOHBIX UM Yy4yeOHO-METOJUYECKHX MAaTepHajoB IO OCHOBHBIM H3Yy4aeMbIM
TUCIUIUIMHAM, W3JaHHbIX B yHHUBepcuTeTe. JlocTym B ceTH yHUBEpcUTeTa, JHOO 10
JIOTHHY/TIapoJIIo.

3. CnpaBouyHO-nipaBoBas cucreMa « KOHCY IbTaAHTILIIOCH

(https://www.consultant.ru/) cmpaBOYHO-TIpaBOBas CHCTEMa IO 3aKOHOJATENLCTBY
Poccuiickoit denepanun.

4. CnpaBouHo-nipaBoBasi cucrema «["apanr»

(http://www.garant.ru/)  crmpaBoYHO-TIpaBOBasi ~ CHUCTEMa 0  3aKOHOJATENILCTBY
Poccuiickoit denepanun.
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8. IlepeyeHb OCHOBHOIi W JOMOJHHUTEJILHOW Y4eOHO#Hl JMTEepaTypbl, PecypcoB
HHPOPMALMOHHO-TEJIEKOMMYHUKAUNOHHOH ceTn «UHTepHeT» (IPpHM HE00XOAUMOCTH),
PeKoOMeHIyeMbIX /1Jisl OCBOEHHS 1M CHUIITUHbI

a) OCHOBHasl JIUTEpaTypa

a) OCHOBHasl JIUTEpaTypa

1.

be3onacHocTh B coBpeMeHHOM nHpopMaImoHHon cpeae. Yacts 1: yueOHoe mocooue.
B.H. Kusases, .M. Mypun; Spoci. roc. yu-t um. IL.I'. [Iemunosa. - fpocnasis:
NHJNTO, 2021. — 158 c. [https://e.lanbook.com/book/75150]

Horamun, H. b. Apxurektypa kommeiotepa : yaebnoe nocooue / H. b. loragun. —
4-e u3g. — Mockaa : Jlabopatopus 3Hanui, 2020. — 274 c.

by3a, M. K. Apxurekrypa kommbioTepoB : yueOHuk / M. K. by3a. — MuHck :
Beimitmas mkoia, 2015. — 414 c. [https://e.lanbook.com/book/75150]

CononeBny, A. B. Kommbtorepusie cetn : yaeOnuk / A. B. CononeBny. — MUHCK :
PUIIO, 2021. — 208 c. [https://e.lanbook.com/book/194950]

Pakutun, P. 0. Kommbrorepnsie cetn : yue6Hoe mocooue / P. }O. Pakutun, E. B.
MockaieHKo. — bapuayn : Antl'TlY, 2019. — 340 c.
[https://e.lanbook.com/book/139182]

Kopxuk, B. Y. OcnoBbl kpuntorpaduu : yauedHoe nocodue / B. U. Kopxkuk, B. A.
SAxoBneB. —  Cankr-llerepbypr : HWurepmemns, 2017. — 312 c.
[https://e.lanbook.com/book/161359]

0) 10MOTHUTEILHAS JTUTEPaTypa

0) 10MOJTHUTEILHAS JTUTEPaTypa

1.

Konctutynus Poccuiickoit ®enepanuu: [NpuHATa BCEHApPOAHBIM TI'OJOCOBAHUEM
12.12.1993 ¢ u3zmeHeHUsIMU, OJOOPEHHBIMH B X0J1€ OOIIEPOCCUIUCKOTO TOJIOCOBAHUS
01.07.2020]. — [octym u3 crpaBoYHO-NIPaBOBOM cucTeMbl «KOHCYIBTaHTILIIOCY. —
TekcT: 2IeKTPOHHBIN.

VYronoBHblit konekc Poccuiickoit @enepanun: PenepanbHbiii 3akoH oT 13.06.1996
No63-D3: [mpunst ['ocymapctBennout [ymoii 24.05.1996]: (¢ usMeHEeHUAMH U
JIOTIOJIHEHUSIMN ). — Hoctyn u3 CIPaBOYHO-TIPABOBOM CHUCTEMBI
«KoHCynpTaHTILIIOC». — TEeKCT: 2JEKTPOHHBIN.

Konekc Poccuiickoit ®enepanuu 00 aJIMUHHCTPATUBHBIX MPAaBOHAPYIICHUSX:
®enepanbhbiil 3akoH 0T 30.12.2001 Nel95-®3: [mpunsrt ['ocynapctBenHoit Jymoit
20.12.2001]: (c w3MeHeHMSIMH U JAOMONHEHUsMH). — JlOoCTym W3 CIpaBOYHO-
paBoBOM cucTeMbl «KOHCYIbTaHTIUIIOCY. — TeKCT: 2JI€KTPOHHBIH.

Tpynosoit xoxekc Poccuiickoit ®enepanun: denepanbubiii 3akoH ot 30.12.2001
Nel197-@3: [npunst ['ocymapctBennou Jymoit 21.12.2001]: (¢ u3mMeHeHUsSIMH |
JIOTIOJTHEHUSIMN ). — Hoctyn u3 CIPaBOYHO-TIPABOBOM CHUCTEMBI
«KoHcynpTaHTIUTIOC». — TEKCT: 3IEKTPOHHBIM.

®enepanbHblif 3akoH oT 27.07.2006 Nel149-03 «O06 undpopmanuu, MHGOPMAITMOHHBIX
TEXHOJOTUSIX W O 3amure uHbopManum»: [npuHar [‘ocynapcrBenHoit [lymoit
08.07.2006]: (c wW3MEHEHHMSIMH W JONOJTHEHHsIMH). — JlocTym U3 CIpaBOYHO-
MpaBOBOM cUCTEMBI «KOHCYNBTAaHTIUIFOC». — T €KCT: AIEKTPOHHBIN.

®enepanbHblil 3ak0H 0T 27.07.2006 Nel52-D3 «O nepcoHanbHbIX JaHHBIX»: [[TPUHST
I'ocynapctBennoit Jlymoit 08.07.2006]: (¢ WM3MEHEHUSIMH W JOMOJHEHHUSIMHU). —
Hoctyn U3 crnpaBouHO-IpaBoBoM cucTeMbl «KoHcynbTaHTIUIIOC). —TeKCT:
JJIEKTPOHHBIN.
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10.

11.

12.

13.

14.

15.

16.

17.

[Tonoxenune o mopsiake oOpameHus co cinykeOHo MHpopMaIeld OrpaHUuYeHHOTO
pacnpocTpaHeHuss B (efepalibHBIX ~ OpraHax  HUCIOJHHUTEIBHOW  BIIACTH,
YIIOJTHOMOYEHHOM OpraHe YIpaBJIEHHs MHCIONb30BAaHUEM AaTOMHOM DJHEPrUM H
YIOJIHOMOYEHHOM OpraHe IO KOCMHUYECKOM JI€ATEIbHOCTU»: [yTBEPXKIECHO
ITocranoBnenuem llpaBurensctBa Poccuiickoit ®@enepaunuu ot 03.11.1994 Nel233]:
(c U3BMEHEHUAMHU U JOMOJHEHHsIMH). — J[OCTYI M3 CHpaBOYHO-TIPABOBON CHCTEMBI
«KOoHCYInbTaHTILIIOC». —TEeKCT: 2JIEKTPOHHBIM.

TpeboBanust K 3amTe MEPCOHAJIBHBIX JAaHHBIX MpH HUX 00paboTke B
MH(POPMALMOHHBIX cUCTEMax IIEPCOHAJIBHBIX JTAaHHBIX [yTBEpXKAECHbI
[TocranoBnenuem IlpaButenscrBa Poccuiickoit ®@enepanuu ot 01.11.2012 Nel119].
— Joctyn wu3 cnpaBouyHo-ipaBoBoM cucteMbl «Koncynprantnlliroc». —Tekcr:
3JIEKTPOHHBIN.

[lepeyenp Mep, HampaBiICHHbIX Ha OOECIEYCHHE BBITIOJIHEHUSI O00s3aHHOCTEH,
npeaycMoTpeHHblx DenepasibHbIM  3aKOHOM  «O  NEPCOHANBHBIX JAHHBIX» H
INPUHATBIMU B COOTBETCTBUM C HUM HOPMAaTUBHBIMM IIPaBOBBIMHM aKTaMH,
ornepaTopamu, SIBJISIOIIUMHUCS TOCYIAPCTBEHHBIMU WJIM MYHULIUIIAJIbHBIMU OpraHaMU:
[yrBepxaen IlocranoBnenuem IlpaButensctBa Poccuiickoii ®enepauun  oT
21.03.2012 Ne211]: (c u3MEeHEHUSAMH W JOMOJHEHHsIMH). — J[OCTYyI W3 CrpaBOYHO-
npaBoBoil cucrteMbl «KoHCynbTanTOllmocy. —TeKCT: 3MEeKTPOHHBIM.

[Tonoxxenue 06 0cOOEHHOCTAX 00pPabOTKU MEPCOHATBHBIX JAHHBIX, OCYIIECTBISIEMON
0e3 HCIONB30BaHUS CpPEACTB aBTOMaTH3amuu: [yrBepxkaeHo IlocraHoBIEHHEM
[IpaBurensctBa Poccuiickoit @epepaunn ot 15.09.2008 Ne687]. — [octyn wu3
crpaBo4HO-IIpaBoBOM cucteMsl «KoHcynbranTnlimroc». —TeKCT: 2IIeKTPOHHBIN.
TpeboBanust kK MaTepHalbHBIM HOCUTENISIM OMOMETPUUYECKUX MEPCOHATBHBIX JTaHHBIX
U TEXHOJOTMSAM XpaHCHHWsS TaKUX [JaHHBIX BHE HMH()DOPMAIIMOHHBIX CHCTEM
MEPCOHANIbBHBIX  JaHHbIX:  [yrBepxkaeHOo  IlocranoBnennem  IlpaBurenbcrBa
Poccuiickoit @eaepannu ot 06.07.2008 Ne512]: (c U3MEHEHUSIMH U JAOTIOTHEHUSIMU).
— Joctyn u3 cmpaBouHo-nipaBoBoi cuctemsl «Koncynsrantnllmroc». —TekcT:
JJIEKTPOHHBIN.

Metoauyeckue pEKOMEHJALUM 10 YBEAOMJIEHUIO YIOJIHOMOYEHHOIO OpraHa o
Hayaje oOpabOTKM NEepCOHANBHBIX JAHHBIX U O BHECEHWHM H3MEHEHUH B paHee
IIPE/ICTaBICHHBIE CBEIECHNUS: [yTBEpKIEHBI ITpuKa3zoM Pockomuanzopa ot 30.05.2017
Ne94]: (c uzmeHeHUsIMH U AOMNOJIHEHUsAMHU). — JlOCTyn M3 CHpPaBOYHO-IIPABOBOM
cucreMmsl «KoHcynpranTnllmrocy. —TeKCT: 21eKTpOHHBIM.

TpeboBanust © MeTOJbl MO OOE3TMUMBAHUIO MEPCOHANBHBIX JIAHHBIX: [YTBEpP>KJIEHBI
npukazoM Pockomuamzopa ot 05.09.2013 Ne996]. — Jloctynm U3 cCHpaBOYHO-
npaBoBoil cucteMbl «KoHCynbTanTOllmoCcy). —TEeKCT: 3EeKTPOHHBIMN.

CoctaB U cojep)kaHHE OPraHM3allMOHHBIX M TEXHMYECKMX Mep MO O0OeCledYeHHUIo
0€30MacHOCTH MEPCOHAIBHBIX JaHHBIX IpU HUX 00paboTKe B HMHPOPMALMOHHBIX
CHUCTEMax IEpPCOHANBHBIX NaHHBIX: [yTBepikaeHsl npukazom OCTOK Poccunm or
18.02.2013 Ne21]: (c u3MeHEHMSIMH U JOMOJIHEHUsIMHU). — JlocTyn u3 crnpaBodHO-
npaBoBoil cuctembl «Koncynbrantnllntoc». —TekeT: 3IeKTPOHHBIMN.

bazoBast monens yrpo3 0€30macHOCTH MEPCOHAIBHBIX JAHHBIX MPH WX 00paboTKe B
WHGOPMAIIMOHHBIX CHUCTEMax IEepPCOHAIBHBIX JaHHBIX (Bbimucka): [yrBepikieHa
3amectutenem aupekropa DCTIK Poccun 15.02.2008]. — Hdoctym u3 cripaBOYHO-
npaBoBoil cuctembl «Koncynbrantnllntoc». —TeKkeT: 3IeKTPOHHBIMN.

MeTtonuka onpezeneHuss akTyalbHbIX yrpo3 0e30MacHOCTH MEPCOHAIbHBIX JaHHBIX
npu uXx o00paboTke B HMHPOPMALMOHHBIX CHUCTEMaxX MEPCOHAIbHBIX JIAHHBIX:
[yrBepxaena 3amectuteneM aupekropa ®CTIOK Poccun 14.02.2008]. — Hoctym u3
crpaBo4YHO-TIpaBoBoil cucteMbl «KoHcynpTanTnlIlmoc». —TeKcT: ANeKTpOHHBIN.
CoctaB M coaepxaHHe OPraHU3ALMOHHBIX M TEXHUYECKUX MeEp IO O0ECHeueHUIo
0€30IaCHOCTH TEPCOHATBHBIX JIAHHBIX IMPH HUX 00paboTKe B HH(POPMALMOHHBIX
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CUCTEMax IMEepPCOHATBHBIX JAHHBIX C UCIOJIB30BAHUEM CPENICTB KPHUMTOTpadUIecKOn
3amuThl  MHGOpPMAlMM, HEOOXOAWMBIX JJIi  BBINOJIHEHHUS  YCTAHOBJIEHHBIX
[TpaButensctBoM Poccuiickoit @eneparyn TpeOOBaHUN K 3alUTE MEPCOHATBHBIX
JAHHBIX U1 KaXKJOr0 M3 YPOBHEH 3allMIIEHHOCTU: [yTBEpkaAeHbl npukazom PCh
Poccun or 10.07.2014 Ne378]. — Jloctyn u3 CHpaBOYHO-IIPABOBOM CHCTEMBI
«Koncynprantnllmtocy. —TeKCT: 3IeKTPOHHBIH.

18. Meroanyeckne pEeKOMEHIAIMHM TO pa3pabOoTKe HOPMATUBHBIX IPABOBBIX AaKTOB,
OTIPECISIONIUX YIPO3bl OE30MAaCHOCTH MEPCOHANBHBIX JAHHBIX, AKTyalbHbIE MpPU
00paboTKe MepCOHANBHBIX JAHHBIX B MH(OPMAIMOHHBIX CHCTEMAax MEPCOHATBHBIX
JAHHBIX, OKCIUTyaTUPYEMBIX TMpPU OCYILIECTBICHHH COOTBETCTBYIOIIMX BHUOB
NesATeNbHOCTH: [yTBepkaeHbl pykoBoiacTBoM &8 Ilentpa ®CBb Poccum 31.03.2015
Ne149/7/2/6-432]. — Hoctyn u3 CIIPaBOYHO-TIPABOBOM CHUCTEMBI
«Koncynprantnlimrocy. —TeKCT: 3JIeKTPOHHBIN.

19.TOCT P 51275-2006 3ammra uHpopmanuu. OO6bekT mHbpopMaTu3anuu. DakTopsl,
BO3zcHcTRYOMME Ha nHpOopManuio. O0mue nonoxenus. — JlocTyn U3 crpaBOYHO-
npaBoBoil cucteMbl « TEXOKCIIEPTY». —TekcT: 31eKTpOHHBIN.

20. dnenos, M.E. Linux rnazamu xakepa. 5-¢ u3a. / M.E. ®aenos. — CII6. : BXB-
[TerepOypr, 2019. —416 c.

21. JlaB, P. Linux. Cucremuoe nporpamMmmupoBanue. 2-e¢ usn. / P. JlaB. — CII6. : Tlurep,

2014. — 448 c.
22. Yopn, b. Bayrpennee yctpoiictBo Linux. / b. Yopa. — CII6. : ITurep, 2016. — 384
c

23. Yosifovich, P. Windows Internals Seventh Edition. Part 1 / P. Yosifovich, A. lonescu,
M.E. Russinovich, D.A. Solomon. — Microsoft Press, 2017. — 784 p.

24. Intel 64 and 1A-32 Architectures Software Developer’s Manual [DiexkTpoHHbIi
pecypc] — DnekTpoH. TekcToBble naH. —Ilocnennee obHoBnenue : 16.11.2020. —
Pexxum moctyma: https://software.intel.com/content/www/us/en/develop/articles/intel-
sdm.html.

9. MaTepuanbHo-TeXHHYecKas 0a3a, HeoOX0AMMasl VIS OCYLIeCTBJIEHUSI
o0pa3oBaTe/IbHOIO Mpolecca Mo AMCIUIIHHE

MartepuanbHo-TeXHUYECKas: 06a3a, HeoOXoauMas AJisi OCYIIECTBICHHUS 00pa30BaTeIbHOTO
npolecca 1o AUCUUIUIMHE BKJIIOYAeT B CBOM COCTaB ClieUaIbHbIE TOMEIICHHUS:

-y4eOHbIe ayAUTOPUHU IS IPOBEICHUS 3aHATUH JIEKIIHOHHOTO TUTIA;

-y4eOHbIC ayJAUTOPUU JJI MPOBEACHUS JTa0OPaTOPHBIX pabOT, OCHAIIIEHHBIE CPEICTBAMHU
BBIUMCIUTENFHON TEXHUKH, MOAJNEPKUBAIOIIMMU IPOTPAMMHOE OOECIedYeHrne, YKa3aHHOE B
IyHKTE 6;

- yueOHBIE ayIUTOPUU AJIs1 IPOBEJCHUS TPYITIOBBIX M MHIUBUIYaTbHBIX KOHCYIIbTAIINH];

- ydeOHbIE ayAUTOPUU IJIsi TPOBEIEHUS TEKYIIEr0 KOHTPOJISI W TMPOMEKYTOYHOU
aTTeCTalluu;

- IIOMEIIEHUS JIJISl CAMOCTOATEILHON paOOTHI;

- TOMENICHUS [UIsl XPaHEHUS U MPO(PUIAKTUYECKOTO OOCTY>KMBaHUS TEXHHUUYECKUX
CpencTB OOy4deHHs.

[TomemeHust AJis CaMOCTOSITENIBHON pa0OThl OOYYArOMIMXCS OCHAIEHBI KOMITBIOTEPHON
TEXHUKOW C BO3MOXKHOCTBHIO TOAKIIOYEHHS K ceTh «MHTepHeT» M obecredeHueM J0CTyIa B
AIIEKTPOHHYIO WH(OPMAIIMOHHO-00pa30BaTEeNbHYIO CPEAY OpTaHU3aIIH.

Uucno mocagouHbIX MECT B JICKIIMOHHON ayIUTOPHHU OOJIbIlle JTUOO PaBHO CIHUCOYHOMY
COCTaBy MOTOKAa, a B AyJUTOPUU HJII MPAKTUYECKUX 3aHATUA (CEMHUHApPOB) — CIHCOYHOMY
COCTaBY TPYIIBI 00YJaIOIIUXCSI.

ABTODP(BI):
Kana. ¢pu3.-mat. Hayk ; 4 Mypun /. M.
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IIpunoxenne Nel k paGoueii nporpamMme AUCHHUIIIMHBI
«be3onacHocTh B COBpeMeHHOI MH(OPMAIMOHHOI cpe/ie»

DoH/I OLIEHOYHBIX CPEICTB
JJIS1 IPOBe/IeHNUs] TEKYylIel ¥ MPOMeKYTOYHOI aTTeCTALIMH CTYIeHTOB
Mo JUCIHUILINHE

1. TunoBble KOHTPOJIbHBIE 32/1aHUSI WJIN HHbIE MATEPHUAJIbI,
Heo0XO0AUuMBbIe IVISl OLeHKH 3HAHUI, yMeHHMIi, HABLIKOB U (MJIM) ONBITA 1eSITeJILHOCTH,
XapaKTepu3yWIIHuX 3Tanbl ((OPMHUPOBAHUSA KOMIIETEHIUI

1.1 KouTpoJibHble 3a1aHNsI U MHbIE MAaTePHAJIbI,
HCIoJIb3yeMble B Npouecce TEKyIei aTTecTanuu

Tect mo Teme 1.1 [IpaBoBbIe 0CHOBBI 0O0ecieYeHUsI HH(POPMALMOHHOMH 0e30I1ACHOCTH

Kakne monoxxeHus, cBsi3aHHBIE C BOmpocamMu 0o0paboTku HMH(pOpMAIHMHK, 3aKPEIJICHBI B
Koucturynuu Poccutickoii @enepannn?

a) [IpaBo Ha HENMPUKOCHOBEHHOCTH JTUYHON U CEMEHHOMN TailHBI.

0) [IpaBo Ha 00pabOTKy M1000i HH(MOPMALIUHU JTFOOBIM BO3MOKHBIM CITIOCOOOM.

B) 3anpeT Ha 00paboOTKy HH(OPMAIMK O YACTHOW KU3HHU JIHIA 0€3 ero coriacusi.

r) [IpaBo Ha noay4YeHue rpakaaHaMu JIOIycKa K rOCy/1apCcTBEHHOMN TaiHe.

Kakue Buapl uHpopmanuu o0s3aTenbHO TpeOyeTcs 3aluInarh B COOTBETCTBUU C
3aKoHoJiaTenbcTBOM Poccuiickoit denepanuu:

a) Undopmarus a1 cinyke0HOTO MOJIb30BaAHUA.

0) IlepcoHanbHbIC TaHHBIE.

B) ['ocynapcTBeHHas TaiiHa.

r) BpauebHnas Taiina.

n) Bce nepeuncienHsle.

B cootBerctBun ¢ PenepanbHbiM 3akoHOM «OO0 wuH(OpMauM, HHPOPMALMOHHBIX
TEXHOJIOTHSX U 3aluTe HH(OpMauu» UHPOPMAIHUS — ITO:

a) JIroOble naHHbIe, IpeACTaBICHHbBIE HA MaTEpHAIbHOM HOCHUTEIIE.

0) CBenenus (cooO1eHus, TaHHbIE), HE3aBUCUMO OT (OPMBI UX MPEACTABICHHUS.

B) He sHeprus u He marepus.

r) CBeneHus, BOCIPUHUMAEMBbIE YEIOBEKOM M (MJIM) CHEIHaIbHBIMH yCTPOWCTBaMU
KaKk OTpaXkeHHe (PaKToB MaTepHalbHOTO WM JTyXOBHOTO MHpa B Ipolecce
KOMMYHHKAIIH.

Uro U3 MepeunciIeHHOr0 MOYKHO paccMaTpuBaTh Kak 0a3y JaHHBIX B COOTBETCTBHUHU C
3aKoHoAarenbCcTBOM Pocculickoit denepanuu:

a) EXCEL Tabnuiy ¢ ynopsJo4eHHOH U CTPYKTYpUPOBAaHHON HH(OpMaIHeH.

0) ®aitn hopmara DOC, B KOTOPOM CO3/1aH CITMCOK CITYIIATEICH dTOW MPOTrpaMMEI.

B) KapToTeky perucrparypsl yupekIeHHUS 34paBOOXPaHEHHUS.

r) Bce nmepeuncnennsle.

LenocTHOCTH MHPOPMALIUU — ITO:

a) O6s3arenbHOE AJIS BBIMOJIHEHUS JTUIIOM, MOJYYHBIIMM JOCTYH K ONpPEIEICHHOMN
uHpopmanuy, TpeOOoBaHME HE TepenaBaTh TaKyl0 HHPOPMALMIO TPEeThHM JHLaM 0e3
corJiacus ee obsagarers.

0) Cocrostarie uH(OpMaIIMK, TP KOTOPOM OTCYTCTBYET JI000€ €e M3MEHEHHe 00
M3MEHEHHE OCYILECTBIISETCS TOJNBKO MPEIHAMEPEHHO CyObEeKTaMH, UMEIOIMMU Ha HETO
IPaBo.

B) Bo3MoxHOCTH noy4yeHust HHQOpMAaLUU U €€ UCTIONb30BaHHUSI.

Ha teppuropuu Poccuiickoit @enepanny 3anpelieHo pacnpoCcTpaHeHHE:
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7.

8.

9.

a) Mudopmanuu, KkoTopas HarpaBiieHa Ha MPOTAraHy BOWHBI.

6) Kommepueckoii TaifHBI.

B) MH(opmarin, KoTopast HarpasiieHa Ha Pa3KUTaHUE PEIIUTHO3HOW HEHABHCTH.

r) [lepcoHanbHBIX JaHHBIX.
I'paskJaHUH WK IOPUIMYECKOE JIULIO, OCYIIECTBIISIONINE A TEIBHOCTD 110 SKCIUTyaTalluu
WH(POPMAIIMOHHOW CUCTEMBI, B TOM YHUCIIE 10 00paboTKe MHPOPMAIIUH, COIepIKaIeHCs B
ee 0a3ax JaHHBIX — ATO:

a) ObnanaTenp HHGOPMAIIHH.

0) Oneparop nH(DOPMAIIMOHHOW CUCTEMBI.
Ecnu He onpeneneHo nHOTro, orepaTopoM HHPOPMALIMOHHON CUCTEMBI SIBIISICTCS:

a) Obnanarens HHPOPMALIUH.

6) COOCTBEHHHMK HCHOJB3yeMbIX JUIsi 00pabOTKM cojaepxalieics B 0a3ax JaHHBIX
UH(POPMALIUU TEXHUYECKUX CPEICTB.

B) Jlumo, ompenenstomee menu oO0paboTku WHOOpPMAIMM M OCYIIECTBIISIONICE
00paboTKy HH(OpPMAIIHH.
He MoxeT ObITh OTpaHUYEH JAOCTYII:

a) K napopmanmu o coCTOSTHUN OKPYKAFOIIEH Cpe/ibl.

0) K nepcoHanbHBIM JaHHBIM TOCYJAPCTBEHHBIX TPAKIAHCKHUX CITY)KAIIUX.

B) K nnopmarim, Xxpansimieics B OTKPBITHIX (GOHAaX ONOIHOTEK.

r) K cBeienusm o 3010ToBaIIOTHBIX 3amacax Poccutickoit @enepanuu.

10. Kakyro OTBETCTBEHHOCTh MOXKET IIOBJIE€Yb HapymieHne TpedoBaHuii dDenepanbHbBIX

1.

2.

3aKOHOB:
a) YTOJIOBHYIO.
0) JAucuumninHapHylo.
B) AJIMUHUCTPATHUBHYIO.
r) I'pasx1aHcko-paBoBYIO.
1) Bce nepeuncienHsle.

Tect nmo Teme 1.2 3ammTa NepcoHaNbHBIX JAHHBIX

[IepconasibHBIE JAHHBIE — ATO:

a) CBeneHust 0 CyObeKTE MEPCOHAIBHBIX JAHHBIX HE 3aBUCHUMO OT (OpPMBI HX
MpEJICTaBICHMUS.

6) JItoGas unpopMmarys, oTHOCALIasICS K IPSIMO UM KOCBEHHO ONpEACICHHOMY MU
onpezaensieMomMy GU3NUEeCKOMY JHIY (CYObEKTY NEPCOHANbHBIX TAHHBIX).

B) JltoGas umHpOpMalus, OTHOCAMIAACA K ONpPEICIEHHOMY MIIM OIpelesseMOMY
¢uznyeckomy uiy (CyObeKTYy NepCOHABHBIX JaHHbIX).

r) Jlro6as mHpopmanus, oTHOCALIAsCS K ONpEAeIEHHOMY WIM ONpeAessieMoMy Ha
OCHOBaHUU TaKkoi nHpopManuu Gu3nuecKomMy JuIy (CyObeKTy NepCOHABHBIX JIaHHBIX ),
B TOM 4HCJI€ ero paMHiIus, UMsl, OTYECTBO, T'0Jl, MECSIL, JlaTa U MECTO POXKJAEHUS, ajipec,
ceMeifHoe, coIMallbHOe, HUMYIIECTBEHHOE MOJO0XEeHHe, oOpa3oBaHHe, MHpodeccus,
JOXOJIbI, IpyTast HHpOpMaIus.

Ha xakue oTHOmIeHHs HE pacHpocTpaHseTcss aelcTBue ¢eaepanbHOro 3akoHa «O
NEPCOHATBHBIX JAHHBIX»?

a) Ha o0paboTky mepcoHanbHBIX JaHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM IOPSIIKE K
CBEICHMSIM, COCTABIISIOIINM I'OCYJapCTBEHHYIO TalHY.

6) Ha 06paboTky mepcOHATBHBIX TaHHBIX, HEOOXOIUMYIO ISl OCYIIECTBICHUS TIPaB
Y 3aKOHHBIX MHTEPECOB ONEPATOPA WJIN TPETHUX JIULL.

B) Ha 00pabGoTKy mnepcoHalbHBIX JIaHHBIX, HEOOXOAMUMYIO U HCIIOJIHEHUS
CyIeOHOro aKTa.
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r) Ha oOpaboTKy mepcOHaNbHBIX NAHHBIX (PU3MUECKUMH JIMLIAMH HCKIIOYUTEIHHO
JUI JINYHBIX M CEMEWHBIX HYXKI, €CIU IPH TOM HE HApYLIAIOTCs MpaBa CyOBEKTOB
NEPCOHAIBHBIX JIAHHBIX.

n) Ha o00paboTky mNepcoHaJIbHBIX JAaHHBIX, MOMJIEKALIMX OMYOJIMKOBAHUIO WIIN
00513aTEIIbHOMY PAaCKpPBITHIO B COOTBETCTBUH C (heepabHBIM 3aKOHOM.

e) Ha o00paboTKy mepCOHAIBHBIX JaHHBIX, HEOOXOJMMYIO JUIsI OpTraHHU3aIuu
XpaHEHHs, KOMIUIEKTOBAHHMSA, ydeTa M HCIIOJIBb30BAaHUS COJCPKALINX IEePCOHATBHBIX
JAHHBIX apXUBHBIX JIOKYMEHTOB B COOTBETCTBMM C 3aKOHOAATEIBCTBOM 00 apXHBHOM
nene B Poccuiickon @enepanuu.
®enepanbHblii 3aK0H «O MEePCOHANBHBIX TaHHBIX» PEryJIUpPYET OTHOLLIEHMS, CBS3aHHbIE!

a) UckimountenbHo ¢ 00pabOTKON MEpPCOHATBHBIX JAHHBIX C HCIOJIb30BAHUEM
CpEeICTB aBTOMAaTU3aL1H.

0) C 00paboTKO#l MepcoHANbHBIX JaHHBIX, HE3aBUCUMO OT TOTO 00pabaThIBAIOTCS U
OHH C UCIIOJIb30BaHUEM CPE/ICTB aBTOMATHU3allU1 WU HET.

B) C  00pabOTKOW TMEpPCOHANBHBIX JAaHHBIX C  HCIOJB30BAaHHUEM  CPEICTB
aBTOMAaTH3allMM, a TakXke C 0OpabOTKOW NEepCOHANbHBIX JaHHBIX 0€3 HCIOJIb30BAHUSA
CPEICTB aBTOMATH3AllMHU, €CIH Takas o0pabOTKa COOTBETCTBYET XapakTepy ACHCTBHIA,
COBEpILIAEMBIX C IEPCOHAIBHBIMU JAHHBIMU C UCHOJIb30BAHUEM CPEJICTB aBTOMATHU3ALINH.

r)C 00pabOTKOH TEpPCOHAIBHBIX JAHHBIX 0€3  WCIOJh30BAaHUS  CPEICTB
aBTOMaTH3alHH.

JleWicTBUsl, B pe3yiabTare KOTOPHIX CTAHOBUTCS HEBO3MOXHBIM 0€3 HCIOJIb30BaHHUS
JIONIOJTHUTEIBHON MH(POPMALMU ONPENeNIUTh MPUHAMICKHOCTh MEPCOHATIBHBIX JTaHHBIX
KOHKPETHOMY CYOBEKTY IEPCOHANBHBIX TaHHBIX, — 3TO:

a) brokupoBaHue nepcoHaabHbIX JaHHbIX.

0) YHUUTOXKEHHE IEPCOHAIBHBIX JaHHBIX.

B) O6e31MunBaHNe NePCOHANBHBIX JaHHBIX.

r) [lepeBon mepcoHaNBHBIX JaHHBIX HAa apXUBHOE XpaHEHHE.

JlelicTBus, B pe3ysbTaTe KOTOPBIX 8pemeHHO TIpeKpaliaeTcss o0paboTka MepCOHaIbHbIX
JAHHBIX, — 3TO:

a) brokupoBaHue nepcoHaNbHBIX TaHHBIX.

0) YHUUTOXKEHHE IEPCOHAIBHBIX JaHHBIX.

B) O6e31MunBaHNe NePCOHANBHBIX JaHHBIX.

r) [lepeBon mepcOHANBHBIX JaAHHBIX HAa apXHUBHOE XpaHEHHE.

Kakue u3 nepeuncieHHbIX AeHCTBUH ¢ IEpCOHANBHBIMU JAHHBIMU SBJISIOTCA 00pabOTKOM
NIEPCOHATBHBIX JaHHBIX:

a) XpaHeHHe MePCOHATbHBIX JaHHBIX.

0) 3anuch NMepcOHAbHBIX TAHHBIX.

B) O6e31MYrBaHNe NEePCOHANBHBIX IaHHBIX.

r) Y najeHue nepcoHalbHBIX TAHHBIX.

C Touku 3peHus QeneparbHOro 3akoHa «O MepCOHANBHBIX JaHHBIX» ONEPATOp — ATO:

a) ['ocynapcTBeHHBIN OpraH, MyHUIMIIAIBHBIN OpraH, IOpUIndecKoe Wik (hru3nueckoe
JMIIO0, CAMOCTOSITEIbHO WJIM COBMECTHO C JPYTMMHM JIMLAMH OpTraHu3ylomue U (MIiIu)
ocymectBisitomue 0o6padotky I1/IH, a Tarke ompexaensromue mean oodpadotku I[1JH,
cocraB [1/1n, moexamux oOpaboTke, AelcTBU (onepanun), copepuaemsie ¢ [T/[H.

0) I'paxmanwH WM FOPUAMYECKOE JIMIO, OCYIIECTBISIONIAE ICSTEIbHOCTh I10
AKCIUTyaTallii WH(POPMALMOHHOM CHUCTEMBI, B TOM 4Hciie 1Mo 00paboTke MHpOpMaLuy,
coJiepkarnieiicst B ee 6a3zax JaHHBIX.

O06paboTka MepcoHaIbHBIX JAHHBIX:

a) He nomyckaercs 6e3 cormacusi CyObeKTa MepCOHANBHBIX JaHHBIX.

6) /lomkHa OrpaHUYMBATHCS JOCTH)KEHHEM KOHKPETHBIX, 3apaHee ONpE/ETeHHBIX U
3aKOHHBIX IIEIEH.

16



B) He momyckaercss B ciy4asx HECOBMECTUMBIX C LENSAMU cOOpa MEpCOHANbHBIX
JAHHBIX.

r) JlommkHa OCYIIECTBIIATHCSA HA 3aKOHHOM U CIIPaBEIMBON OCHOBE.

9. OO6paboTka nmepcoHaNBHBIX JaHHBIX JOITYCKACTCS:

a) C cormacusi cyObeKTa MepcOHANBHBIX JAHHBIX Ha 00pabOTKY €ro MmepcOHAIbHBIX
JAHHBIX.

0) B cryuasix, ecimu oHa HEOOXOAMMA JJISI UCTIOJIHEHUS CyJIeOHOTO aKTa.

B) B ciyuasx, ecnmu oHa HeoOXoauma ISl OCYIIECTBJICHHS MpodeccHOHANIbHOMN
JEATEIbHOCTH JKypHajducTa M (WJIM) 3aKOHHOM JEATEIbHOCTH CpEACTBA MAacCOBOM
nHpopmanuu.

r) B ciuyuasx, eciu Bemercs oOpabOTKa TMEPCOHAIBHBIX JAaHHBIX, MOJICKAIINX
OIMyOJIMKOBAHHUIO B COOTBETCTBUU C 3aKOHOIaTeNIbcTBOM Poccuiickoit denepanuu.

10. KTo HeceT OTBETCTBEHHOCTb 3a JEHCTBHS IOPHIUYECKOTO JIHIA, KOTOPOMY HOpYyYeHa
00paboTKa NepCcoOHANbHBIX JaHHBIX, IEpe]] CYObEKTOM MEPCOHANBHBIX JaHHBIX?

a) Oneparop.

0) FOpuanueckoe 11110, KOTOPOMY MOPYUUIIH 00pabOTKY.

B) Hukro.

r) Pockomuazazop.

11. B nopyueHnn 00pabOTKH JOIKHBI OBITH 003aTEIBHO OMPEEeTICHBl  YKa3aHBI:

a) [lenmn 06paboTKH NMepCOHANBHBIX JAHHBIX.

0) CyObeKTbl TMEepCOHANBHBIX JaHHBIX, YbH MEPCOHAJBHBIC JaHHBIE OYAyT
00pabaThIBaThCs 10 MOPYUCHHIO.

B) TpeboBanus k 3amurTe 00padaThIBA€MbIX IEPCOHANBHBIX JaHHBIX.

r) CpeactBa 3amuThl HHGOpPMAIMM, KOTOPble HEOOXOJUMO  IPUMEHSThH
IOPHINIECKOMY JIUITY, KOTOPOMY IOpy4eHa 00paboTKa MepcoHaTbHBIX TaHHBIX.

12. Ha koM JIeXUT OOS3aHHOCTh MO JIOKA3aTeJIbCTBY IOJYYEHUS COTJIacus OT CyOBbeKTa
MIEPCOHAIIbHBIX JIAHHBIX ?

a) Ha Pockomuamzope.

6) Ha ropunnueckom nuie, KOTOpoMy MOPYUUIIH 00paboTKy.

B) Hu Ha koM.

r) Ha oneparope.

13. Cornacue cy0beKTa NepCOHaNbHbIX JaHHBIX JTOJDKHO BKIIIOYATh:

a) [lacnopTtHble naHHBIE CYOBEKTa TMEPCOHAIBHBIX JAaHHBIX WM €r0 3aKOHHOTO
IpeCTaBUTENS.

6) KoHrTakTHble [aHHBIE JMI]Aa, OTBETCTBEHHOIO 3a OpraHM3alMio 0O0pabOTKU
HEPCOHAIBHBIX JIaHHBIX.

B) Azpec oneparopa.

r) damminu, uMeHa M oOT4YecTBA (PU3MUECKUX JIUL, KOTOPbIE OCYIIECTBISIOT
00paboTKy NepCOHAIbHBIX JaHHBIX MO MOPYUYEHUIO OIepaTopa.

14. B cinydae cmepTH cyObeKTa MEPCOHATBHBIX JaHHBIX:

a) Ilomyuats corynacue Ha 00paOOTKY €ro MepCOHAIbHBIX JaHHBIX TpeOyercs y
HACJICIHUKOB CYOBEKTa MePCOHATBHBIX JTAHHBIX.

6) IlomyuyaTh corjmacue Ha 00pabOTKY €ro MEepCOHAIbHBIX JAaHHBIX TpedyeTcs y
Pockomuanzopa.

B) [lonyuaTs cornacue Ha 06pabOTKY €ro nepcoHalbHbIX JaHHBIX HE TpeOyeTcs.

15. K crienmanbHbIM KaTETOPHUSIM MEPCOHATIBHBIX JAHHBIX OTHOCSATCS:

a) CBeneHus1, Kacarouyecs pacoBOW MPUHAICKHOCTH.

6) CBenieHus, Kacaroluecs rpax/1aHCTBa.

B) CBeneHus, Kacaronuecs NOJUTHIECKUX B3TIISIOB.

r) CBeJieHHs, KacaroIuecsi HHBATUTHOCTH.

16. C touku 3penus (emeparbHOTO 3aK0HA «O MEPCOHATBHBIX JAHHBIX» K OMOMETPUICCKIM
NEePCOHATBHBIM JJAHHBIM OTHOCSITCSL:
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a) Bce cBeneHus, KOTOpble XapaKTEpU3YIOT (PU3MOJIOTHYECKUE M OMOIOTHYECKue
0COOEHHOCTH YeJIOBEKa, HA OCHOBAHUHU KOTOPBIX MOKHO YCTaHOBUTD €I0 JIMYHOCTb.

06) Csenenusi, KOTOpble BHOCATCA B 0azy OHMOMETPHYECKMX IaHHBIX TpaxIaH
Poccuiickoit deneparum.

B) Bce cBenmeHHs, KOTOpBIE XapaKTepH3YyIOT (U3MOJIOTHYECKHE U OHMOIOTHYECKue
0COOEHHOCTH YeJIOBEKa, Ha OCHOBAaHMM KOTOPBIX MOXHO YCTaHOBHUTH €0 JMYHOCTb, U
KOTOpBIE UCIOJIB3YIOTCS JJI1 YCTAHOBJIEHUSI €I0 JTUYHOCTH.

17.Kto o00s3aH yOenuTbcs B TOM, YTO HHOCTPAHHBIM TOCYAApCTBOM, Ha TEPPUTOPUIO
KOTOPOI0  OCYILECTBJISIETCSI Iepefada IEepCOHANbHBIX JIaHHBIX, 00OecHeuYnBaeTCs
aJIeKBaTHAas 3alllyTa MpaB CyObEKTOB NEPCOHAIbHBIX JAHHBIX?

a) Oneparop.

0) IOpuandeckoe auI10, KOTOPOMY OPYUHIIH 00pabOTKY.

B) Hukro.

r) Pockomuazazop.

18. CyObeKT nepcoHaIbHBIX TaHHBIX UMEET MPaBO Ha MOJTyYCHUE CIeayroied nHdopmarmm,
Kacaroleics: 00paboTKH €ro NepCOHaNbHbIX JAHHBIX:

a) [IpaBoBble OCHOBaHUS U €)1 00PAOOTKU NEPCOHAIBHBIX JaHHBIX.

6) IlouMeHHBIH nepeueHb COTPYAHUKOB ONEpaTopa, KOTOpPble UMET JOCTYI K €ro
NE€PCOHAIBHBIM JIaHHBIM.

B) CBeneHuss 00 OCYLIECTBICHHON MM O MpEANoyiaraéMoi TpaHCTPaHUYHON
nepegaye JaHHBIX.

r) CBesieHHs 0 IPUMEHAEMBIX OIIEpaTOPOM CPEJICTBAX 3aIlUThl HHPOPMALIUH.

19.1lpaBo rpakganWHa Ha TOJy4YeHHWE HH(pOpMaUK, Kacaromeics oO0paboTKU ero
HEPCOHAIbHBIX JAHHBIX, MOKET ObITh OIPAaHUYEHO:

a) Ha ocHOBaHMU 3asBIICHUS APYroro CyObeKTa MePCOHATBHBIX JTAHHBIX.

6) B cinyuasx, ecnu 006paboTka MepCOHAIbHBIX JAHHBIX OCYIIECTBIISIETCS B CIydasXx,
IIPEAYCMOTPEHHBIX 3aKOHOAATENbCTBOM Poccuiickoil ®Penepanuu O TPaHCIOPTHOU
0€30I1aCHOCTH.

B) B cnyuasx, ecin oOpaboTka MepCOHATBHBIX JAHHBIX OCYIIECTBISETCS B LIENAX
00OpOHBI CTpaHbl, 6€30MaCHOCTH TOCYAAPCTBA U OXPAHBI IPABOMOPSIIKA.

r) B cnyuasx, ecnu o6paboTka mepcoOHaNbHBIX JaHHBIX OCYLIECTBIISIETCS B paMKax
3aKOHHOM JI€ATENIbHOCTU CPEICTBA MaCCOBOM MH(OpMAIIH.

20. KoHTpomb W Hag30p 3a BBIIOJHEHHEM Mep TI0 OOECIEeYeHHI0 Oe30MacHOCTH
NEPCOHAIBHBIX JAHHBIX OCYIIECTBISIET (OCYIIECTBISIOT):

a) MunkomcBsa3u Poccun.

6) Pockomuamzop.

B) ®Cb Poccun.

r) ®CTOK Poccun.

21. Kaxoii opraH rocyJapCTBEHHON BJIACTH MMEET MPaBO O3HAKOMIICHHS C MEPCOHATBHBIMH
JAHHBIMH [IPU OCYILIECTBICHUH KOHTPOJIBHBIX U POBEPOYHBIX MEPOIPUATHI?

a) ®Cb Poccun.

6) Pockomuamzop.

B) ®CTIK Poccun.

22. Jluiia, BUHOBHBIE B HAPYIIICHUH TIOJIOKEHUH 3aKOHOaTenbcTBa Poccuiickoit denepanuu
B 00JIaCTH MEPCOHAIBHBIX JaHHBIX NMPU 00pabOTKE MEPCOHATbHBIX JAaHHBIX PaOOTHHKA,
MOTYT OBITh IPUBJICUEHBI:

a) K yroioBHO# OTBETCTBEHHOCTH.

6) K aucuunimHapHO# OTBETCTBEHHOCTH.

B) K aaMuHHUCTpaTUBHON OTBETCTBEHHOCTH.

r) K marepuanbHOl OTBETCTBEHHOCTH.
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Tect mo Teme 1.3 Opranu3zanMoHHbIE 0OCHOBBI 0O0ecne4eHUus1 HH(POPMAIMOHHOM
Oe3onmacHOCTH

1. Pacnonoxute B NpaBUIBHOM MOpPSAKE 3Tambl paboT Mo olecnedeHuto 0e30MacHOCTH
uHpOpMaLIUH.
1) Ouenka cooTBeTCTBHS 00BEKTa HHPOPMATHU3AIUH.
2) BrissBnenue u ananu3 HHOOPMAIIMOHHBIX aKTHBOB.
3) IIpoekTupoBanue (pa3paboTKa) CUCTEMBI 3AIUTHI HHPOPMAIIUH.
4) ®opmupoBanue TpeOOBAHUH K 3aIIUTE UH(OPMAIIHH.
5) Bueapenue cucteMbl 3alIUTHI HHPOPMAIIHH.
6) DKCIuTyaTamys CUCTEMbI 3aIUTHl HHPOPMAITUH.

a)1)2)3)4)5)06).
6)4)2)3)5)1)6).
B)2)4)3)5)6)1).
r)2)4)3)5)1)6).

2. Ilyctp He 00e3MMYCHHBIE NMEPCOHAIBHBIC JaHHBIC O COCTOSHHH 3I0POBBS BCEX TPAKIAAH
SpocnaBckoil obsacti 00pabaThIBalOTCS B MH(POPMALMOHHOM cUcTeMe, Ui KOTOPOM
aKTyaJbHBI YIpO3bl CBSA3aHHBIC C AKCIUTyaTallel ysI3BUMOCTEH B MPUKIAIHOM, HO HE B
CHUCTEMHOM IporpaMMHOM obecrieueHun. Kakoil ypoBeHb 3allUIIIEHHOCTH JOKEH ObITh
YCTaHOBJIEH IS TAKUX MEPCOHATBHBIX JAHHBIX ?

a) Y31.
0) V32.
B) Y33.
r) Y34.

3. IlycTb He 00e3nMueHHbIE IEPCOHANIbHBIE JaHHBIE B TOM 4ncie (GoTorpadus CoTpyIHUKOB
HeOopimoro (mo 10 000 coTpyITHUKOB) TPEANPHATHS 00padaTHIBAIOTCS B CHUCTEME
KOHTPOJISI U YNPABJIECHUS JTOCTYNOM, JJISi KOTOPOH aKTyallbHbl YIpo3bl HE CBSI3aHHBIE C
AKCIUTyaTale ya3BUMOCTEN B MPHUKIAJHOM U CUCTEMHOM IIPOTrPAMMHOM OOECTIE€UEHHH.
Kakoil ypoBeHb 3aIMIIEHHOCTH JOJKEH OBITh YCTAHOBJIEH JJIS TaKMX IEpPCOHAJIBHBIX
JaHHBIX?

a) Y31.
0) V32.
B) Y33.
r) Y34.
4. BHelIHUE HapyLIUTENIN PEANTU3YIOT YIPO3bI:
a) 13 BHeNIHUX ceTel CBSA3M OOIIETO MOJIb30BAHUS.
6) HenocpeacTBeHHO B MHPOPMALIMOHHBIX CHCTEMAX.
B) U3 cereil MexayHapogHOro HH(OPMALIMOHHOTO OOMEHa.
r) Haxonsce B mpesenax KOHTPOIMPYEMON 30HBI.
5. Ilpumepamu BHEIIHUX HAPYIIUTENIEH MOTYT SBIIATHCSA:
a) [Tonp3oBarenu nHGPOPMAIIMOHHOMN CHCTEMBI.
6) Konkypupyromiue opraHu3aru.
B) HenoGpocoBecTHbIE MapTHEPHI.
r) O6CcmyKMBAIONMUI TTEPCOHATT OpTaHU3AIIH.
6. Ilpumepamu BHYTPEHHUX HApYIIUTENIEH MOTYT SBIISTHCS:
a) AIMUHUCTPATOPbl 0€30MaCHOCTH MH(POPMAIIUOHHBIX CUCTEM.
0) CropoHHue pU3NIECKUE TUTIA.
B) Jluna, oGecrieunBaromye ConpoBOXKACHUE TPOrPaMMHOT0 0OecTieyeHusl.
r) KpuMuHanbHbIe CTPYKTYpBHI.
7. K 00BeKTUBHBIM yrpo3aM OTHOCSTCS:
a) OmumoOKu 00CITy>KUBAIOIIET0 EPCOHANA.
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10.

11.

12.

13.

6) JedexTsl, cOOM M OTKa3bl, aBapuUU TEXHUYECKUX CPEICTB U CUCTEM OOBEKTOB
nH(popMaTH3aIKK, a TaK )K€ CUCTEM oOecTieueHnsi 00BEKTOB MH(OpMATH3AIIIH.

B) [IpupoHbie sSiBIEeHUS, CTUXUHHBIEC OEACTBUSI.

r) @akTopbl COMUANBHO-TIOTUTHYECKOTO XapaKTepa.

VYTpo3bl yTeuku HHPOPMALUU BO3MOXKHBI TOCPEICTBOM:

a) BosznelicTBus mporpaMMHBIMH CpPEICTBAMU B KOMILJIEKCE C MpeIHAMEPEHHBIM
CHJIOBBIM 3JICKTPOMAarHUTHBIM BO3JCHCTBUEM.

0) [lepenaun nuGOpMaIHK 110 OTKPHITHIM KaHAJIaM CBSI3H.

B) [ToakitoueHns K TEXHUYECKUM CPEICTBAM M CUCTEMaM 00beKTa HH(OpMaTH3AIHH.

r) O6paboTku nHPOpPMAIIMK HA HE3AIIUIICHHBIX TEXHUYECKUX CPEJCTBAX 00pabOTKH
uHpOpMaLIUH.

YTrpo3bl HECAHKIIMOHUPOBAHHOTO TOCTYIMA K HH(POPMAIINH, PEATU3YIOTCS TyTeM:

a) Konuposanus uHpopmanuu Ha He3aperuCTPUPOBAHHBIN HOCUTEb HH(POPMAIIHH.

0) XuIeHusI HOCUTEJIS 3aluIacMO HH(POPMAIIHH.

B) Ucnonp3oBaHus  NPOrpaMMHOrO  OOECIIEYEeHHs]  TEXHHYECKHX  CPENCTB
MH(OPMAILIMOHHON CHUCTEMBI, Yepe3 MPUMEHEHHE BPEJOHOCHOTO MPOrPaMMHOTO KO/Ia.

r) CHJIOBOTO 3JIEKTPOMAarHWTHOTO BO3JCHCTBUS IO MPOBOJHBIM JIMHUSM CBSI3U Ha
MOPTHI BBOJA-BBIBOJA CUTHAJIOB U MIOPTHI CBS3H.

Kakme cpenctBa 3ammTbl WHGOpPMANUU OOBIYHO TPUMEHSIOTCA JUIS OOeCTeYeHUs
6e3omacHocTH uH(popmanuu, oOpadaTeiBaeMO HA ABTOHOMHBIX KOMITBIOTEpaxX:

a) CpezacrBa 3auThl THPOPMAIIMK OT HECAHKIIMOHUPOBAHHOTO JJOCTYIIA.

0) MexceTeBble DKpaHbI.

B) CpencrBa kpunrtorpadguueckoi 3am Tl HHPOPMAIIHH.

r) CpeacTBa aHTUBUPYCHOM 3aIIUTHI.

1) Cucrembl 0OHApYXEHHUS BTOPKECHUH.

Kakme cpenctBa 3amuTel HMHGOpPMAIMM MO3BOJIAIOT o0OecneduTh 0e30MacHOCTh
uHpOpMaLMK, TIepefaBaeMOl IO KaHajlaM CBSI3M, BBIXOMAIIMM 32  TPEACIIb
KOHTPOJIMPYEMOU 30HBI:

a) CpezctBa 3anuThl HHPOPMALIMKA OT HECAHKIIMOHUPOBAHHOTO JTOCTYIIA.

6) MexceTeBble SKpaHbI.

B) CpencrBa KpunTorpaduueckoi 3ammThl HHPOPMAaIIH.

r) CucteMbl OOHapYKEeHUS BTOPKEHUH.

Kakoii Bua cpenactB 3amuThl HWH()OpMAIMK IO3BOJISIET KOHTPOJIMPOBATH pa3IMYHBIC
KaHaJbl iepefayd nHGOpMaIuU: SIEKTPOHHYIO MOYTY, MECEHKEPBI, CheMHBIE HOCUTEI!
uH(popmanun?

a) IPS.

6) DLP.

B) IDS.

r) CSP.

ATtTecranus 00beKTOB HH(OpMATU3ALUU — ITO:

a) JIokyMeHTaJIbHOE YAOCTOBEPEHHUE COOTBETCTBHUS MPOIYKIIMU MM WHBIX 0O0BEKTOB,
MPOIIECCOB TMPOCKTUPOBAHUS, MPOU3BOJCTBA, CTPOUTEIHCTBA, MOHTaXa, HaJIAJIKH,
IKCIUTyaTallui, XpaHeHUs], TIEPEBO3KH, PEANN3allii U yTHJIN3AINH, BBITIOJHEHUS paboT
WIM OKa3aHWs yCAyr TpeOOBaHMSIM TEXHHYECKHX PEriaMEHTOB, IOJIOKECHHSIM
CTaHJAPTOB, CBOJIOB MTPABHJI HJTH YCIOBHSIM JOTOBOPOB.

6) IIpsimoe M KOCBEHHOE orpejiesieHne coOM0IeHUs TpeOOBaHUM, PeIbsIBIIEMbIX
K OOBEKTY 3aIUTHI.

B) OdunmanbHoe NpU3HAHHE KOMIIETEHTHOCTH (PU3NYECKOTO WIM IOPHIUYECKOTO
JIUTIA BBITIOJHATH pa0OTHI B OMPEIETICHHOM 00IacTH.

r) Kommiekc opraHu3aimoOHHO-TEXHUYECKHX MEPONPUATUN, B Pe3yabTaTe KOTOPBIX
MIOCPEJICTBOM CIEIHAIBHOTO JOKYMEHTa IMOJITBEPKAAETCS, YTO OOBEKT COOTBETCTBYET
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14.

15.

16.

TpeOOBaHUSIM CTAHJAPTOB WU WHBIX HOPMATHBHO-TEXHHYECKUX JOKYMEHTOB IO
06e30macHOCTH HH(POPMAIIHH.
Kakoii moxymeHT naer mpaBo o0paOoTKM WH(pOpPMAlMU C YKa3aHHBIM B HEM YPOBHEM
KOH(UICHIIMATEHOCTU?

1) JInuensus.

2) ATTecTar akKpeaUTaIHH.

3) Cepruduxkar.

4) ATTecTat COOTBETCTBUS.
Ha nacrosmmii MOMEHT CpOK JEHCTBHUS arrecTtaTa COOTBETCTBUS WH(GOPMAIMOHHON
CUCTEMBbI, B KOTOpoil 0OpabarbiBaeTcsi KoHGUACHIIMAIbHas HHGOpMallUs, B cliy4dae, ecliu
B XO/I€ €€ IKCIUIyaTal[iH, B HEE HE BHOCATCS CYLLIECTBEHHbIE U3MEHEHUS, COCTABIISET:

a) 3 rona.

0) 5 ner.

B) Bech cpok skcrutyaTaniuu HHQOPMAIIHOHHON CHCTEMBI.
TectupoBaHue Ha IPOHUKHOBEHUE — ITO CKOPEE:

a) AHanu3 ysI3BUMOCTeN HH(OPMALIMOHHON CUCTEMBI.

0) McmplTanus CUCTEMBI 3alUThI MH()OPMAIMH ITYTEM OCYIIECTBICHUS IMOMBITOK
HECaHKIMOHUPOBAHHOTO JOCTYMa (BO3JCHCTBH) K MH(POPMAILIMOHHON CUCTEME.

Tect o Teme 2.1 ApxuTeKTypa KOMNbIOTEPa

3a HeMmoCPEeACTBEHHOE BBINOJIHEHUE ONEPALIMU B IPOLECCOPE OTBEYAECT:
a) Apu(pMeTUKO-JIOTUYECKOE YCTPOICTBO.
6) Kour-namsrs.
B) biok ynpaBienust.
r) Peructpsr.
Ucnone3ys 10 Out s aapecanuu s4yeek maMsTH pasmepoM 1 GalT, Mbl CMOXKeM
o0ecnevnThb apecaluio CIeaylIero oobeMa namMmsaTH:
a) 10 Gaifr.
0) 80 Oaiir.
B) 1024 Gaiir.
r) 1024 6ur.
Pacnionoxxute B nmopsizike yBeIuueHUsi 00bemMa MaMsITH.
a) Ctpanuna.
0) bur.
B) CioBo.
r) bank.
n) Sdeiika.
Pacnionosxurte BUIBI TaMSATH B MOPSIKE YBEIMUSHUH CKOPOCTH PAOOTHI.
a) Peructpsl npoueccopa.
0) TBeproTenbHbIE HAKOMUTEIH.
B) OcHOBHas (OTniepaTUBHAs) TAMSITh.
r) ONTHYECKHE TUCKH.
1) MarHuTHbIE )KeCTKUE JUCKH.
e) Komr-mamsits.
Kakas xoHmenuust 00bIYHO peann3yercs B Mpoleccopax BUACOKapT?
a) MHOXeCTBEHHBIN MOTOK KOMaH/I, MHOKECTBEHHBIN IMOTOK JaHHBIX.
0) OnMHOYHBINM TOTOK KOMaH I, MHOKECTBEHHBIN MOTOK TAaHHBIX.
B) MHOKECTBEHHBIH MTOTOK KOMaH/I, OJMHOYHBIH MOTOK JTaHHBIX.
r) OIMHOYHBIN TOTOK KOMaH]I, OJJAHOYHBIN MOTOK TaHHBIX.
J171s1 COBpEMEHHBIX MarHUTHBIX JKECTKUX JIUCKOB XapaKTEePHO:
a) bosbiiasg cTOUMOCTB IO OTHOIIEHHIO K TBEPAOTEIbHBIM HAKOIUTEIISIM.
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6) IlocTenenHOE M3HAIIMBAHUE TPAH3UCTOPOB.
B) Hanmnune MexaHMUYECKHUX JIEMEHTOB.
r) PacnonoxeHnue KOHTpoIepa Ha MATEPUHCKOM TIaTe.
1) bonpimmii 06beM namsATH 1O CPaBHEHUIO C TBEPIOTEIbHBIMU HAKOMUTEIISIMU.
7. Kakas mmHa Hambojee pacHpoCTpaHEHAa Ha TEKYIIMH MOMEHT B MEPCOHAIBHBIX
KOMIIBIOTEpax:
a) ISA.
6) PCI.
B) PCI Express.
r) SCSI.
8. Ilyctp TakTOBas 4acToTa IIMHBI KOMIbIOTEpa coctaisieT 5 [T, 3a ouH TakT Mo IMHE
MOJKHO nepeaath 16 6ut. OueHuTte cKopocTh nepenayu nHpopmanuu mno muHe?
a) 80 MeraOuT B CEKyHIY.
0) 10 I'uraGaiiT B cexyHmy.
B) 80 ['rabGaiiT B CeKyHTy.
r) 21 I'urabaiT B CEKyHIy.
9. Jlnst mpOeKIIMOHHO-EMKOCTHBIX CEHCOPHBIX AKPAHOB XapaKTEPHO:
a) Bricokasi CKOpOCTh OTKIIMKA MTPH KACAHUU.
6) Bo3aMOXKHOCTB yripaBieHHs pa3IU4YHbIMU YCTPONUCTBAMHU.
B) ITomaepxka multi-touch.
r) HeBO3MOXKHOCTB ONIPE/ICIICHUSI CUITbI HAXKATHSI.
1) IIpoGnema «IBOEHUSY.
10. DnemeHTaMM KUAKOKPUCTATITUIECKOTO MOHUTOPA SIBJISTIOTCS:
a) JlyueBas TpyOKa.
0) UcTounuk cBera.
B) J)KK-MmaTpuia.
r) [13C-matpua.
1) DIEKTPOIbI.
11. Kaxkoii a5ieMeHT MpUHTEpa OTBEYaeT 3a (puKcaluio ToHepa Ha Oymare:
a) ®ortosa.
6) Tepmona.
B) Posnuk nepeHoca.
r) Ban nomauu ToHepa.
12. HazHavyeHueMm na3epa B [IBETHOM IIPUHTEPE SBIISETCS:
a) Hanecenue Tonepa Ha porosas.
6) dukcanus ToHepa Ha Oymare.
B) Y1aiieHre HeCyIuX 3apsi1 2JIEMEHTOB ¢ ()OTOBAJA.
r) [Tonaya Gymaru B mpuHTEp.
13. DnemeHTaMu TUGPOBOI BEO-KaMephI SIBIISIOTCS
a) doromieHka.
06) OOBeKTHB.
B) [13C-marpuiia.
r) ®ukc-dokyc
1) [Ipoteccop.
14. JInist KOHAEHCATOPHBIX MUKPO(DOHOB XapaKTEPHO:
a) Cnabast 9yBCTBUTEIBHOCTbD.
0) YcTOWYMBOCTD K yaapam.
B) BbIicOKast 4yBCTBUTETBHOCTS.
r) 3aBUCHMOCTh OT APAMETPOB OKPYIKAKOIICH Cpeibl (TeMIepaTypsl, BIAKHOCTH).
1) [IpuMeHeHne B CTyIUSAX 3BYKO3AITUCH.

Tect no Teme 3.1 Beerenne B UHPOPMALMOHHYIO 0€30N1ACHOCTH ONEPALMOHHBIX CHCTEM
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[Iycte B OC peanin30BaHO AMCKPEIIMOHHOE YIPABJICHUE JOCTYIIOM CO CIEAYIOUIUMHU
npaBamu: uyTeHue(r), 3anuck(w) u ucnonHenue(x). IlpucyrcrByer ¢aiin nmpuioxeHus
«KanbpkynsaTop.exe» co cileqyrooumM cnuckoM pocryna: (Anuca: rwx), (bopuc: rx).
Bribepute npaBuiIbHbIE YTBEPIKICHHS:

a) Anuca MOXeT 3aIlyCTUTh NpuiiokeHne «KanbKyisaTop.exey.

0) bopuc He MoXeT 3anycTUTh npuiokeHue «Kanpkymsrop.exe.

B) Alrica He MOXET U3MEHUTh coziepkumMoe (aiina «KampKynsarop.exe».

r) bopuc MoxxeT u3MeHuTh cosiepxkumMoe Qaitna «KanbKymsarop.exey.

ITycts B OC pean3oBaHO IpynIioBOe yIpaBJI€HUE JOCTYIIOM CO CIEIYIOIUMU IpaBaMu:
gyrenue(r), 3anuch(w) u ucrnonHenue(x). [lpucyrctByer daitn «Haknmagnas.docx» co
cienyromuM crnuckoM jgocryna: (byxramrepsr: rw), (Kypwepsl: 1), (Ammca: rw). B
CUCTEME 3aJaHbl pPOJM, B KOTOpbIE BKJIIOYEHBl COOTBETCTBYIOLIME I10JIb30BATEIM:
(byxranteper: bopuc, I'amuna), (Kypsepsl: Bukrtop). BriGepute mnpaBuiibHbBIE
YTBEPKACHUS:

a) bopuc He MOkeT U3MEHUTH conepkumoe Gaiina «Haknagnas.docxy.

0) [NanrHa MOXeT unTaTh coaepkumoe Qaiina «HakmagHast.dOCX».

B) BukTop mMoxer u3mMeHuTH cozepxkumoe daitna «HaxmamHas.docx».

r) BukTop Moxer uutath conepxkumoe daiiina «Haxnaanas.docxy.

1) Ajrca MOXKET U3MEHHTH conepakumoe daiina «Hakmaanas.docx».

ITycte B OC peann3oBaHO MaHIATHOE YmpaBiieHHe noctynom. llpucyrcrByer aiin
«log.txt» ¢ ypoBHeM cekperHocTH 1. [IpHcyTcTBYIOT mojb3oBarenn Aiuca ¢ ypOBHEM
nonycka 1, bopuc ¢ yposaem pomnycka 2 u Bukrop ¢ ypoBHeM nomnycka 0. Beibepure
IPaBUJIbHbBIC YTBEPIKICHHUSL:

a) BukTop Moxer u3MeHUThb cozepkumoe (daiina «l0g.txt».

0) Bukrop MoxeT untaTh comepkumoe daiiaa «log.txty.

B) AJlnca MOXeT U3MEHUTH cojiepkumoe (aiia «l0g.txty.

r) AJrca MOXKeT YuTatTh coaepxkumoe daiina «l0g.txty.

1) bopuc moxer usmeHuTh coaepxumoe daiina «l0g.txty.

e¢) bBopuc moxer unrtath cogepkumoe Qaiina «10g.txty.

[Tycts B OC peanuzoBana mojens mnenoctHoctH buba. IlpucyrcTByeT daiin «log.txt» ¢
ypoBHeM LenocTHOCTH 1. [IpucyTcTByroT nonb3oBarenu Anuca ¢ ypOBHEM LIEIOCTHOCTH
1, bopuc ¢ ypoBHem nenoctHoctu 2 U Buxtop ¢ ypoBHem nenoctHoctu 0. Bribepute
IIPABWJIBHBIE YTBEPKICHUS:

a) BukTop MoxeTr u3MEeHUTH cojiepkumoe (daiina «log.txt».

0) Anunca MOXeT U3MEHHTH cojiepikiMoe daiina «10g.txty.

B) Bopuic MoxeT nu3mMeHuTh comepkumoe daiina «log.txty».

r) Bee Tpoe Moryt unrtath copepxumoe daiina «l0g.txty».

Br16epute npaBuibHbIE YTBEPXKICHUS 0 ayTeHTHUPUKAUU B coBpeMeHHbIX OC:

a) [Taponu nosp30Barenst XpaHATCS HA IUCKE, HA KOTOPOM YCTaHOBJIEHA CHUCTEMA, B
NepPBOHAYAILHOM BH/IE.

0) OTaJoHHbIE 3HAYEHMs, HEOOXOIUMBIE ISl TPOXOXKAECHUS OHMOMETpPUYECKON
ayTeHTU(UKAlUM, XpaHiITCd B CHCTEME B HEJOCTaTOYHOM JJii BOCCTAHOBJICHUS
U3HAYaJIbHBIX OMOMETPHUYECKUX JAHHBIX O0BbEME.

B) TokeH (u3MYECKH W3rOTOBICH TakUM O00pa3oM, YTO CYMTHIBAHHE C HETrO
3aKpBITOTO KJIIOYA SIBJISETCS] HEBO3MOXKHON MM JJOPOTOCTOSIIEN onepanuei.

r) Jlis ayTeHTUHKAIMU ¢ TIOMOIIBI0 TOKEHa B CHCTEME JIOJDKEH MPHUCYTCTBOBAThH
OTKPBITBIN KJII0Y M0JIb30BATENs], COOTBETCTBYIOLIUI 3aKPBITOMY KJIFOUY Ha €r0 TOKEHE.
Urto He BXOAUT B MeTa/laHHble (paiiya (BbIOEpUTE OJUH BapuaHT)?

a) Bpems co3ganus daiina.

0) Anpec KOpHEBOM AUPEKTOPHUH.

B) Bpems moaudukamnum daiina.
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10.

r) Azpeca KIlacTepoB COJCPKUMOTO (paiios.

1) Uadopmanus o Bragensiie daiiia.

Br16epute BepHbIE YTBEPKIEHUS O YIIPABICHUH MaMAThIO B cOBpeMeHHbIX OC:

a) CoBpemennbie OC HCIONB3YIOT BUPTYAIBHYIO TTAMSITh.

0) CoBpemennble OC He 3alUIIAIOT TaMATh OJHUX MPOLIECCOB OT YTEHUS IPYTrUMHU
IpOILECCaMH.

B) CoBpemennbie OC pa3aenstor o0l maMsITh MEX/1y MPOLECCAMU, YacTO B TAKON
NaMsITH HAXOAATCA OMOITMOTEKH.

r) CoBpemennbie OC HHUKOT/a HE BBIIPYXKAOT YaCTH ONEPATHBHOW MaMSATH Ha JHCK
BO BpeMsl paboTBhI.

1) B coBpemennsix OC mamsTh pa3OuTa Ha MajieHbKME (parMeHTHI, Ha3bIBaeMble
CTpaHMIIaMHU.

Br16epute BepHbIE YTBEPKAEHUS O IUIAHUPOBILUKE:

a) IlmaHMpoOBLIMK BBIIENSIET MPOLECCOPHOE BpeMs KOPOTKMMM HHTEpBalaMH,
Ha3bIBAEMbIMU KBAHTaAMHU.

6) B ciyuae ucnoiHeHus MPOLECCOM HHCTPYKLUH, AJIS 3aBEpIIECHUS KOTOPOH
TpeOyercs UINTENbHOE OXKUAAHWE, IUIAHUPOBIIUMK IEPEBOAUT IPOLECC B COCTOSHUE
«3a0JI0KHPOBaH» U He OYyJeT BBLACIATh €My IPOLECCOPHOE BpEMs, IIOKa COCTOSHHE HE
CMEHUTCS Ha «TOTOBY.

B) Jns paOoThl IJIAHMPOBINMKA MHPOLECCHl JODKHBI CaMH IepelaBaTb Ha HEro
yhOpaBieHUE, TaK KaKk KOMIbIOTEpbl He mnpeaoctaBisitor OC  MmexaHu3ma  Juis
HEPUOJIMYECKOT0 NMPEPhIBAHNUS BBIITOJHEHUS M10JIb30BATEIbCKOIO IpoLIecca.

r) B miaHMpoBaHMM 1O NPHOPUTETAM BCE IMPOIECCHl C PAa3HBIMU HPUOPUTETAMH
HOJIY4al0T IPUMEPHO OJAMHAKOBOE KOJIMYECTBO BPEMEHHU.

Bri6epute BepHOE yTBEp KIeHUE (BBIOEpUTE OJJUH BapUaHT):

a) OC peanu3oBaHa armnapaTHoO B IPOLIECCOPE.

6) OC peanu3oBaHa anmapaTrHO B MAaTEPUHCKOM IJIaTe.

B) OC — mporpamMmmHOe O0OecCreueHHe, KOTOpOE MPEIOCTaBISCT MPHIOKECHHIM
pecypchl amnmapaTHOTO OOECIEYeHHs] KOMITbIOTEpa B BUAE yIOOHBIX aOCTpakiiuii, HO HE
yIIpaBJISET 3TUM alIapaTHbIM 00ECTIEYEHUEM.

r) OC — mporpaMMHOe oOecrieueHne, KOTOpPOE TMPEIOCTABISET MPHIOKECHUSIM
pecypchl anmapaTHOro oOecledeHHs KOMIbIoTepa B BHUAE YAOOHBIX aOCTpakuuil H
yIpaBJseT 3TUM anlapaTHbIM 00eCIIeYeHUEM.

BriOepure BepHOE yTBEpKeHUE (BBIOEPUTE OJUH BAPHAHT):

a) B OC komnblotrepa ¢ OJHOSIIEPHBIM IPOLECCOPOM B KaXK/Iblii MOMEHT BpeMEHHU
MOeET paboTaTh TOJIBKO OJMH MPOLECC.

6) B OC kowmmbloTepa ¢ OJIHOSAEPHBIM IPOLIECCOPOM Yy TPOILIECCOB BCEraa
IIPUCYTCTBYET TOJIBKO OJUH IOTOK.

B) B OC kommbroTepa ¢ MHOTOSACPHBIM TPOILECCOPOM B KOHKPETHBIH MOMEHT
BPEMEHM MOTYT BBIIIOJIHATCSA HECKOJIBKO ITIOTOKOB OJIHOTO IpoIiecca.

r) B OC xoMmbroTepa ¢ MHOTOSIIEPHBIM MTPOIIECCOPOM KOHKPETHBIN MPOIECC MOKET
MCII0JIb30BaTh TOJIBKO OJHO SAPO MPOLECCopa.

Tect o Teme 3.2 UndopMannoHHas 6€30MaCHOCTH ONEPALMOHHBIX CUCTEM ceMelicTBa

1.

Windows

Ha ocnoBe xakux nansaeix cyobekta OC Windows mpuHHUMAaET pemieHue o 10CTyme?
a) XeI 3HaYeHue MapoJIs M0JIb30BaTeNs, 3aIlyCTUBIIETO MPOIecC.
0) TokeH mepeBOIIOMIECHHUS.
B) Unentudukarop mporecca.
r) Token gocryma.
1) ba3oBblii npuopuTeT Nporuecca.
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Ha ocHoBe xakux gannbix 00bekta OC Windows mpuHUMaeT perieHue o 1ocTymne?

a) [Ipuswmnerun.

0) TokeH nocryna.

B) Jleckpunrop 6€30MacHOCTH.

r) CUCTEMHBI CIIMCOK YIIPABICHUS JTOCTYIIOM.

1) Crioco0 ayTeHTH(UKAIMY [TOTb30BATENS .

Kakue npumuTHBHBIE ITpaBa 00benuHseT B cede npaso utenns OC Windows?

a) «UreHue arpulOyToB 0€30MACHOCTHY.

0) «UreHne CUCTEMHBIX aTpHOyTOBY, «4TEHUE aTPUOYTOB 0E30MaCHOCTI.

B) «UTCHHUE TaHHBIXY.

r) «UTeHue CHCTEeMHBIX aTpHOyTOBY», «UYTEHHE aTPUOYTOB OE30IACHOCTHY, «UTCHHE
JAHHBIX .

1) «UTeHue CUCTEMHBIX aTpUOYTOB», «YTEHUE aTPUOYTOB OE30MACHOCTHY, «UTCHHE
JAHHBIX», «BBIIIOJIHEHUE (ANIOB» U «I1€PEXO0]] B TUPEKTOPUION.

Bri6epute npaBuiibHbIE YTBEPKACHUS 0 MaHaTHOW nonutuke «He-3anuceiBatb-Bepx»
OC Windows:

a) ObecrnieunBaeT CBOMCTBO 1IEIOCTHOCTH JIaHHBIX.

6) OGecrieunBaeT CBOMCTBO KOHPUACHIIUAIBHOCTH JTAHHBIX .

B) Vcnonb3yercs B cCTEME TOJIBKO ISt 00bEKTOB CETEBBIX COKETOB.

r) HesiBHO ucnonb3yercst st Bcex NTFS-gaiinos.

1) Pasperraer 1ocTyn Ha 3amuch TOJIBKO CYOBEKTaM C YPOBHEM IIEJIOCTHOCTH PaBHBIM
WK OOJIBLIMM IO OTHOILEHHIO K YPOBHIO LIEJIOCTHOCTH O0BEKTa JOCTYIa.

Kakwue u3 nepeunciennsix npaB OC Windows npenoctaBisieT 0 yMOTYaHUIO BIIAICIIbITY
datina?

a) Yurtate CCY .

6) Yurats JICY .

B) UuTath comepxumoe daiia.

r) Usmensts JJCY/I.

n) Usmensts CCY /.

e) 3sMensth copepkiumoe Qaiina.

Bribepere mnpaBuiibHBIE  YTBEP)KICHHS OTHOCHUTENBHO QJITOpUTMa  ONPEeNICHUs
npaBomepHocTH foctyna OC Windows:

a) IlepBpIM pelicTBUEM SBISIETCSI NMPOBEPKA COOTBETCTBUS JOCTyNa MaHJIATHOM
MIOJINTHUKE.

6) IIpoBepka COOTBETCTBHS JOCTyNa MaHAATHOM MOJMTHUKE OCYHIECTBIISETCS MOCHE
ananu3a 3anuceit JICY /.

B) Ecin nipu nocnenoBarensHoM ananu3e 3anuceit JJCY /] oka3biBaercsi, 4To 0JJHO U3
3anpanmBacMbIX MIpaB 3allpPEeIlaeTCs B TEKYIIEN 3allUCH, TO JOCTYII 3alIpEIaeTCs.

r) Ecnmu mpu mocnemoBatenbHoM aHanmuse 3anuceit JICY ]l paspemaromue mpasa
TEKyIled 3alucu B CyYMME C pa3pellalollMMU [paBaMu MPEABIAYLIUX 3anucei
MEPEKPbUIN BCE 3allpalliiBaeMble MpaBa, TO JOCTYII pa3peraeTcs.

n) Ecnu B cniuckax JICY/] He ObLIO 3ampeliaroniix 3anpaiiBacMble TipaBa 3ammcei,
U B TO € BpeMsl BCE€ pa3pellalolliye 3alyicy He TEepeKpbUIN 3alpaliiBaeMble MpaBa, TO
JOCTYI 3apeniacTcs.

Kaxkas npusuneruss OC Windows no3BosisieT uutath 10001 (aiia BHE 3aBUCHMOCTH OT
3a/laHHBIX 1IpaB?

a) [IpuBuierus co3ganus pe3epBHBIX KOMHIA.

6) IIpuBuiIerus U3MEHEHUs] CHCTEMHOTO BPEMEHH.

B) [IpuBuierus 3aBepiieHust pabOThl CUCTEMBI.

r) [IpuBunerus yBenunueHus padodero Hadbopa.

1) [puBuierus co3nanus ¢aiiaa moJKauku.

Bribepure cymnoctu, He Bxozsmue B TokeH goctyna B OC Windows:
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a) SID nmonw3oBaress.

0) JICY ]I Bcex 00BEKTOB CHCTEMBI.

B) SID-bI rpymi.

r) CCY]I Bcex 00bEKTOB CUCTEMBI.

n) [MpuBuneruu.

9. BsiGepuTe CyntHOCTH, BXOIAIIUE B AeCKpUNTOp Oe3onmacHocTH oobekTa B OC Windows:

a) SID Bnajenpia 00beKTA.

0) AMCKpEeIMOHHBIN CITUCOK YIPABIICHUS JOCTYIIOM.

B) CHCTEMHBIN CIIUCOK YIPABJICHUS JOCTYIIOM.

r) CECOK TOKEHOB JJOCTYIIA MPOIIECCOB, OCYIIECTRIISIONIMX JOCTYI K 00BEKTY.

1) YpOBEHb LIETOCTHOCTH.

10. Kakue w3 MYHKTOB MPaBUIBHO ONUCHIBAIOT (MJIBTPOBAHHBI TOKEH JIOCTyMa

aamuauctparopa B OC Windows?

a) YpOBeHb LIEJIOCTHOCTH YCTaHABIUBACTCS CPEIHUM.

0) YpoBeHb 1IETTOCTHOCTH YCTAHABIMBACTCSI BHICOKUM.

B) CIHMCOK MPHBHJICTHIA, KOTOPbIE MOT'YT MONAcTh B (DMIILTPOBAHHBIN TOKEH, CHIILHO
OTpaHHYEH.

r) Ilpu ompeneneHun npaBoMepHOCTH goctyna cpeau 3amuceir JICY]J] ¢ SID
AJIMHUHUCTPATUBHBIX TPYII OYAYT YYTEHBI TOJIHKO 3aIPEIAIONIHe.

1) Crucky MPUBHUJIETHIA OMHAKOBBI B OOBIYHOM M (HIBTPOBAHHOM TOKEHE JOCTYyIIa
aJMHHHCTPATOpA.

TeCT II10 TEME 32 I/IH(l)OpMaIII/IOHHaﬂ 6e3OHaCHOCTb OI[epaIII/IOHHbIX CUCTEM CeMeﬁCTBa
Linux

1. Ha ocHoBe kakux naHHbIX cyobekTa OC Linux npuHUMaeT peiieHue o 1ocrymne?
a) SUID-6wur.
0) Sticky-6wur.
B) YueTHbIC JaHHBIE.
r) UID nporecca.
1) DJEeKTPOHHAS TMOAMUCH POTPAMMBI.
2. Kaxwue npaa npucyrctByoT B OC Linux:
a) Mcnonuenue.
6) Urenwue i-node.
B) UreHue.
r) Vnanenue.
1) 3aruce.
3. s gero cayxut SUID-6ut B OC Linux?
a) [lo3BossieT 3anyCTUTh NPUIIOKEHHE OT UMEHH BIIaJeNblia (aiiia NpUI0KeHus.
0) ITo3BossteT 3amyCcTUTh MPUIIOKEHUE OT UMEHHU CYIepIIOb30BaTEeIIsl.
B) [To3BounsieT 3amyctuth npuiioxkenue ¢ npusmierueit CAP_SYS ADMIN.
r) [To3Bomnsier 3anmycTuth npuioxenue ¢ UID paBHBIM HYITIO.
1)  3ampemiaer  3amyCcK  OPWIOKEHHS  BCEM  IOJBb30BATENsIM,  KpPOME
CYIIEPIIOJIb30BaTENS.
4. Yro nenaet Macka B CIIUCKe ynpasieHus noctynom ¢aiina 8 OC Linux?
a) 3ajaeT MaKCUMaJIbHbIE TPaBa, KOTOPbIE MOXKHO MOIYYUTh U3 3aUCel [T TPYIIIL.
0) 3aiaeT MaKcUMaJbHbIE MPaBa, KOTOPbIE MOKHO MOIYYUTh U3 3aIMCH OCTAJBHBIX.
B) 3a/1aeT MaKCUMalbHbBIE MPaBa, KOTOPhIE MOYKHO MOJYYUTh M3 3alHCH BJIaJelblla
daiina.
r) 3amaer MakCHMalbHBIE TpaBa, KOTOPbIE MOXKHO IONYYHTh W3 3alHCeil s
MIOJIB30BATENEN U TPYIIIL.
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1) 3agaeT MaKCHMallbHBIE IIpaBa, KOTOPHIE MOXHO TIOJNYYHTh W3 3amuced s
II0JIb30BATENEH.
5. Yro Takoe coip xemni-3HaueHus naposst B OC Linux?
a) Ctpoka, koTopasi BBIOMpAETCS MPH KaXIOM ayTeHTHU(PHUKAMHU CIydyailHO ISt
oOecrieyeHns 6€30MACHOCTH MAPOJIS.
6) CnyuaiiHo BbIOpaHHasi MpH CO3JaHUM MApOJsl CTPOKA, KOTOpas CKIIEUBAETCS C
XeII-3HaueHHEeM NOCIIe BEIYUCIICHUS Xell-(QyHKIINH.
B) CiydaiiHo BbIOpaHHas MPH CO3JAHUU MApPOJsl CTPOKA, KOTOpas CKJICHUBACTCS C
napoJieM repe]l BBIYUCICHHEM Xell-(DyHKIUH.
r) JliuHa, 10 KOTOpO#l ype3aeTcs maposib MOJb30BATENs I KOMITAKTHOTO XPaHCHHUsI
B CHCTEME.
6. BriOepuTe cynHOCTH, BXOAIINE B yUeTHbIE JaHHbIe mporecca B OC Linux:
a) UID nonb3oBatesns, 3a1yCTUBILIETO ITPOLIECC.
0) ['pynmbl noap30BaTeNs, 3ayCTUBILIETO MTPOLECC.
B) [IpuBuierun.
r) [IpaBa ucnonusiemoro ¢aiisa, ©3 KOTOPOro ObLT 3aMYIIEH MPOIIECC.
1) ®nar 3¢ (HeKTUBHOCTU IPUBUIICTHH.
7. BpibepuTe CyIIHOCTH, BXOAAIIUE B aTpuOyTHI 6e30omacHocTH ¢aitna B OC Linux:
a) Tpoiika npaB Jy1st KaXK0¥ TPYIIIBI B CUCTEME.
0) [IpuBmiierumu.
B) Tpoiika npaB Biajeinbiia Qaiiia.
r) Tpoiika mpaB TOJNb30BaTeNeii, He SBSIONMXCS BiaaeiabllaMu (aiina u He
BXOJISIIIUX B TPYIITY Biajesbla Qaiiia rmo yMoIdaHHio.
n) Bnanenen gaiina.
8. BriOepuTe CynIHOCTH, BXOIIUE B aTpuOyThl 6e30macHocTH (aiina B OC Linux:
a) Tpolika mpaB AJisl Ka)I0H TPYIIIbI B CUCTEME.
0) [IpuBuiierumu.
B) Tpoiika npas Biazgenbia ¢daiina.
r) Tpoiika mpaB monb30BaTeneld, He SBISIFONIMXCS BlagenbliaMu (aiina u He
BXOJISIILMX B TPYIIY Biajenbla ¢aiiia no yMoadaHUIo.
n) Bnanenen gaiina.
9. Kaxkue Habops! npuBmiieruii ects y ¢aitna 8 OC Linux:
a) Hacnenyewmbie.
0) DddexTuBHEIE.
B) BHemnwue.
r) OrpaHuYUBarOLINE.
1) PasperieHHsble.
10. Kakyro xem-¢pynkuuto ucnosnb3yer OC Linux amst BBIYUCIEHHS XeUI-3HaueHHsI aposis B
OC Linux?
a) MD-5.
6) SHA-256.
B) SHA-512.
r) SHA-3.
n) ODyHKIMIA HECKOJIBKO, OKOJO XEHI-3HAUeHHs MapoJisi XpPaHUTCI HOMEp
UCIIOJIb30BaHHOM XemI-(QyHKIUY.
11. Yto nenaet xouseitep B OC Linux?
a) OUIBTPYET BBIBOJ KOMaH/IBI.
0) IlepenanpanisieT cCTaHJAPTHBIA BBIBOJ KOMAH/Ibl C KOHCOJIM CTAHAAPTHBIN Ha BXOJ
JIpyroi KOMaHsje.
B) [logauMaer npasa 70 mpaB CyneproIbp30BaTes.
r) OTKIaIpIBaCT BHITOJHEHUE KOMAH/IbI HA YKa3aHHBIH CPOK.
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Tect o Teme 4.1 BBeieHne B apXUTEKTYPY JOKAJbHBIX BbIYHCIUTEIBHBIX ceTel

1. Kakoii nopsinox ypoBHeit monenu OS| BepHbIii?
a) Ousnveckuii, KaHAIBHBIA, TPAHCIIOPTHBINA, CETEBOM, CEAHCOBBIN, MPEICTABICHUS,
MIPUKJIAHOM.
0) ®u3nuecKkuii, KaHAJIbHBIN, CETEBOM, TPAHCIIOPTHBIN, CEAHCOBBIN, MPEICTABICHUS,
MIPUKJIAHOM.
B) Du3nuecKuil, KaHAIbHBINA, CETEBOM, TPAHCIIOPTHBIN, CEAHCOBBIM, MPHUKIATIHOM,
IPEICTaBICHHUS.
r) Du3MYCCKHi, KaHAJIbHBINA, TPAHCIIOPTHBIA, CETEBOM, CCAHCOBBIN, IPHUKIIAIHOM,
NPE/ICTAaBICHHUS.
2. Kaxkue nmpoToKoJIbl OTHOCATCS K TPAHCIIOPTHOMY ypoBHI0 Moaenu OSI?
a) UDP.
0) ARP.
B) IPv4.
r) GSM.
n) TCP.
e) DNS.
x) PPTP.
3. Kakoii ypoBeHb npeqHa3HaueH Ui ONpe/esIeHUs TyTH Niepeaayn JaHHbIX ?
a) Ouznueckuid.
0) CeaHCOBBIH.
B) TpaHCIIOPTHBIIA.
r) [IpencraBienus.
n) KananbHbIi.
e) IIpuknaaHoii.
k) CeTeBOH.
4. Kaxkue ¢uaru ucnonb3yrorcs B npotokose TCP i ycTaHOBIEHUS COeAMHEHUS?
a) RST.
6) SYN.
B) FIN.
r) URG.
1) ACK.
e) PSH.
5. Kakwue npeumytiectsa ects y FTTB?
a) Bricokast ckopocTh paboTel IHTEpHET.
0) PaBHas ckopocThk npueMa u nepeaadu HHGopMaIuu.
B) He3aBHCHMOCTH CKOPOCTH JOCTyMa OT 4YHCJIa abOHEHTOB, MOIKIIOYEHHBIX K
KOMMYTaTopy.
r) OTCyTCTBHE HEOOXOIMMOCTH pa3MeIleHUs] KOMMYyTaTopa IpoBaiijiepa B 3/IaHHH.
6. Kaxue Hemocratku ectby FTTB?
a) Huzkas ckopocTs paboTel UHTEpHET.
6) Pa3znas ckopocTh mpuema u nepegadu HHGOpMaLuu.
B) 3aBHCHMOCTh CKOPOCTH JIOCTyNia OT 4YKciIa aOOHEHTOB, TMOIKITIOUEHHBIX K
KOMMYTaTopy.
r) HeoOxoauMocTh pa3MelieHus KOMMyTaTopa IpoBaijiepa B 31aHHH.
7. BpiOepute BepHbIE YTBEPKICHUS
a) TCP He rapanTupyeT 10CTaBKY JaTarpaMm.
6) UDP ne rapanTupyer 10CTaBKY JgaTarpamm.
B) UDP rapantupyer 10cTaBKy JaTarpamM.
r) TCP rapanTHpyeT JOCTaBKY JaTarpamM.
8. Kaxoii agpec OTHOCHUTCS K aipeCHOMY NPOCTpaHCTBY IPv4?
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9.

10.

a) 192.168.0.17

6) 129.256.0.0

B) 301.169.107.0.0.3

r) 127.0.1000.0
Kaxk paboraet xonuentparop (xad)?

a) Ilpu monydyeHun makeTa AaHHBIX Xad MepechlIaeT 3TOT MAKeT Ha BCE OCTAJIbHBIC
CBOM IOPTHI.

6) Ilpu monyyeHuMM makeTa JaHHBIX Xa0 IMepechbulaeT 3TOT MaKeT Ha IOpPT B
cootBercTBUU ¢ Ttabmumer MAC-agpecoB. Ecaum  cooTBeTCTBHS HET, TaKeT
0TOpachIBaeTCHl.

B) Ilpym mnonyueHuum makeTa OaHHBIX Xad IepechUIaeT 3TOT IaKkeT Ha IMOpPT B
cootBercTBUU ¢ Tabmuueit MAC-aapecoB. Eciu cOOTBETCTBUS HET, B CETh OTIPABIISETCS
ARP-3amnpoc.

Kak paboraet kommyTaTop?

a) B ciyuae, ecin s otnpasisiemoro MAC-aapeca HET COOTBETCTBUS, KOMMYTATOP
pacchuIaeT MakeThl Ha BCE MOPThI, KpOME MOpTa-ToaydyaTes.

0) Ilpu monmyyeHMM mnakera JAaHHBIX KOMMYTAaToOp IEpEChUIaeT 3TOT IAKeT Ha BCE
OCTaJIbHbIE CBOM MOPTHI.

B) KommyTarop XpaHUT B mHaMsaTH TaOJHMIly KOMMYTAl[MH, B KOTOPOH YyKa3aHO
conoctaBnenne MAC-aapeca 1 HoMepa mopTa KOMMYTaTopa.

r) Co BpeMeHEM KOMMYTATOp CTPOMT TAOJHILY JUIsi BceX akTUBHBIX MAC-a/ipecoB.

1) Tabmuia MAC-aipecoB KOMMYyTaTOpa CTaTHYHA U HACTPAUBACTCS BPYUYHYIO.

Tect no Teme 4.2 CeteBble YIpo3bl U METOAbI MPOTUBOAEIHCTBUA UM

Kakue OBIBAIOT HCTOYHUKHM BO3HHUKHOBEHUS YSI3BUMOCTEH?
a) OmmoOKu peanu3anuu.
6) Omunoxu 06CIyKMBAHUS.
B) OmIMOKH MPOCKTUPOBAHUSI.
r) Omm6ku HR-otxena.
Yro He BXOAUT B 6azoByo rpymiy Metpuk CVSS?
a) Crioco6 mosryyeHust JOCTyIa.
0) Bnusinue Ha KOH(PUIEHITUAIBHOCTD.
B) Binsinue Ha mosp3oBarerns.
r) [TokazaTesnp ayTeHTU(UKAIINH.
1) CII0)KHOCTh MOJTYYCHUSI IOCTYIIA.
Kakoit rpynmer metpuk CVSS we cymectByer?
a) KommnekcHasl.
0) Bpemennasi.
B) ba3zoBasi.
r) KoHnTekcTHasl.
Kewm pazpaborana CVSS?
a) 1SO.
6) FIRST.
B) WWW.
r) UCLA.
UYro He sBisiercst meTpukoit B CVSS?
a) CII0KHOCTh aTaku.
0) Bnusinue Ha TOCTYMHOCTb.
B) JIMUTENBHOCTD aTaKH.
r) Crioco6 monydeHus A0CTyIa.
1) ITokazaTenb ayTeHTU(UKAIINH.
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10.

Uro sBisieTCS TaCCUBHOM aTakoi?

a) [IpocnymuBanue Tpaduka.

6) OTka3 B 00CITyKHUBaHUU.

B) ®usndeckoe HamaleHue Ha OOBEKT.

r) DKCIUTyaTanus ysi3BUMOCTH.

Uto Takoe 3BpUCTUYECKHUIN aHATU3?

a) Meton, mpenHazHaueHHBIA Ui OOHApY)KEHUS HOBBIX, €II€ HE BBISIBICHHBIX
BUPYCOB.

06) MexaHnu3M, HEOOXOAUMBINH JUIS OTCIEXKHMBAHUS HEU3MEHHOCTH (HailiioB,
JIOKYMEHTOB, peecTpa, KOH(pUrypanuu o00pya0BaHusl.

B) MeToa, OCHOBaHHBIM Ha TOCJIEAOBATEIILHOM MPOCMOTPE MaMSTH YCTPOKMCTBA,
3arpy304HbIX CEKTOPOB, (ailyIoB B MOMCKE CUTHATYP U3BECTHBIX BUPYCOB.

Uro Takoe 63x10p?

a) YacTte BpEIOHOCHOTO NPOrPAMMHOIO OOECHEUEHMs, pEeaTu30BaHHOIO IS
COKPBITHSI IPUCYTCTBUS 3TOTO BPEAOHOCHOIO KOJIAa M €0 ACUCTBUM.

6) Ilpwioxxenue, wucnosb3yemMoe Uil JalbHEWIIeW 3arpy3ku U 3alycka
MIOJIHOLIEHHOT'O BPEIOHOCHOTO MPOrPaMMHOI0 00€CIIEUEHHUS.

B) BpemoHocHoe mnporpaMmHOe oOOecreueHHe, KOTOpPOe, I[OMHUMO MONTy4YCHUsI
KOHTpPOJISI HaJl 3apak€HHBIM YCTPOMCTBOM, IBITAETCS 3aXBaTUTh 0] CBOW KOHTPOJb
JpyTUe y3ibl CETH.

r) [IpuoxkeHue, MO3BOJISIONICE YIPABIIATH KOMITIBIOTEPOM YaJICHHO.

Urto Takoe pyTKUT?

a) YacTe BpEIOHOCHOTO NPOTPAMMHOTO OOECHEUeHHs, PEATU30BAaHHOTO IS
COKPBITHUS IPUCYTCTBUS ITOI'0 BPEAOHOCHOTO KOJA ¥ €ro ACUCTBUIA.

06) Ilpunoxenue, wucnonb3lyemoe JUIsl JalbHEMIIed 3arpy3kd U 3amycka
HOJHOLEHHOTO BPEAOHOCHOTO IPOTPaMMHOT0 00ecieueHHs.

B) BpemoHocHoe mnporpaMMHOe o0OecHeYeHHEe, KOTOpOe, IOMHUMO TOJIYyYCHHS
KOHTPOJISI HaJl 3apakK€HHBIM YCTPOMCTBOM, IBITAETCS 3aXBaTUTh IIOJ CBOM KOHTPOJIb
JIPYTHUE y3JIbl CETH.

r) [IpunoxeHue, MO3BOJISIONIEE YIIPABISATH KOMIBIOTEPOM YIAICHHO.

Uro cnexyet aenarb, YTOOBI 3aTUTUTE CE0s1 OT BUPYCOB?

a) He 3amyckaTh npuiiosxeHus U3 HEOBEPEHHBIX HCTOYHHUKOB.

6) Cnemutp 3a UUGPOBBIMH MOANUCAMU YCTAaHABIMBAEMOI'O IPOrPaMMHOIO
o0ecreyeHusl.

B) OTKJIIOYHTH MEKCETEBOM IKpaH.

r) Bcerma OTKpbIBaTh BIIOKCHUSI OJJIEKTPOHHOH MOYTHI ¢ TeMol «BaxkHO» U
«Cpo4HO».

1) CBOeBpeMEHHO OOHOBISITH  OMEPALMOHHYKD CHCTEMY UM MPOTPaMMHOE
obecrnievyeHue.

e¢) Mcronb30BaTh aHTUBUPYCHOE IPOTPaMMHOE 00ecTIeueHHeE.

Tect no Teme 4.3 MeskceTeBble IKPAHBI

UTto Takoe MexceTeBOM IKpaH?

a) [IporpaMmHOe WM TPOrpaMMHO-TEXHHUUECKOE CPEACTBO, peanusyoliee QyHKIUU
KOHTPOJISI U GUIBTPAIIMH B COOTBETCTBUU C 33JJaHHBIMU MPAaBUJIAMU MPOXOIAIINX Yepes3
HEro HH(POPMAIMOHHBIX TOTOKOB.

0) VYctpoiicTBO, TpenHA3HAYEHHOE JJIsi COCIWHEHUS HECKOIbKHX  Yy3IIOB
KOMIIBIOTEPHOM CETH B MpeJieNiax OJHOTO UM HECKOJIBKUX CETMEHTOB CETH.

B) YCTpOI#CTBO, KOTOPOE MO3BOJISIET OPraHU30BATh JIOKAIBHYIO CETh C BO3MOXKHOCTHIO
BBIXOJa B UHTEPHET JIJI IPYTUX YCTPOMCTB.

MesxceTeBble dKpaHbI JIJIs BEO-TIPUIIOKEHUN PacIionararoT:
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a) Ilepen 3ammiaemMbiM BeO-cepBepoM (TpaduK BHAYajie MEPEeNacTCs MEKCETEBOMY
JKpaHy, 3aTeM BeO-cepBepy).

0) Ilocne 3amumiaemoro BeO-cepBepa (Tpaduk BHaJale mepemaercs BeO-cepBepy,
3aTeM MEXCETEBOMY KpaHy).

B) MexceTeBOM 9KpaH M 3alMIIaeMblii MM BeO-CepBEp HAXOISTCS B Pa3HBIX
HOJCETAX, TPAQUK MEXTy HUMH 3allpeLeH.

r) BmecTo 3amuiiaemoro Be6-cepBepa.
IlepcoHanbHbIe MEXCETEBbIE SKPaHBI JJI HACTOJIbHBIX KOMIIBIOTEPOB U HOYTOYKOB:

a) O0ecneunBarOT JOMOJIHUTEIbHBIM YPOBEHD 3AIMTHI OT CETEBBIX ATaK.

6) ITomHOCTBIO 3aMEHSIOT BCE OCTaJIbHbIE MHCTPYMEHTAIIbHBIE CPE/ICTBA OOeCTIeUeHUs
0€30MacCHOCTH.

B) [10JHOCTBIO 3aMEHSIOT MapIIPyTU3ATOPbI, SBJISSACH UTIO30M 110 YMOJIYaHHIO IS
3alUIIAEMOT0 KOMITBIOTEPA WM HOYTOYKA.

r) IlpenocraBinsroT Bce HEOOXOIMMBIC CETEBBIC CEPBUCHI ISl 3aIIUIIAEMOrO
KOMIIBIOTEPA WU HOYTOYKa.
IlepcoHanbHble MEXCETEBbIE SKpaHbl JJsl HACTOJBHBIX KOMIIBIOTEPOB M HOYTOYKOB
SIBIISTFOTCSL:

a) AnmnapaTHO-IIPOrPaMMHBIMU CPEICTBAMHU 3aLUTHI.

0) Bcerma BcTpoeHHpiMH B OC, KOTOpYHO OHM 3allMINAIOT; HE MOTYT OBITh
peaI30BaHbl BHEIIHUMU NPOU3BOJUTEISIMH.

B) VCKIIIOYHMTEIILHO TIPOrPAMMHBIMHU.

r) VckiIrounTenbHO BHEIIHUMHE, He BCTpoeHHbIMH B OC, KOTOPYIO OHH 3allUILIA0T;
BCET/a PEATM30BaHbl BHEITHIUMHU TPOU3BOTUTEIISIMH.
IlepcoHanbHble MEXCETEBbIE 3KpaHbl JJsl HACTOJBHBIX KOMIIBIOTEPOB M HOYTOYKOB
YCTaHABJIUBAIOTCS:

a) Ha xocrax, KOTOpble OHM 3alUIIAIOT.

06) Ha wmapmpyruzaTopax, KOTOphIE yKa3aHbl Ha XOCTE€ B KayecTBE IULII03a II0
YMOJTYaHHIO.

B) Ha oT/enbHBIX KOMITBIOTEPAX.

r) Ha xoneunbix Toukax VPN.
Bri6epuTe HecyIecTBYIOUI BUA TPAHCISLIUU CETEBBIX aJJPECOB.

a) lunamuueckas.

0) CraTuueckas.

B) C HCHOJB30BaHHEM MTOPTOB.

r) C Bcroabpb30BaHHEM MOCTOB.
1110361 ypOBHS NPUIIOKEHUHN TO3BOJISIOT:

a) Hcknrounths npsMoe B3aMMOJCHCTBHE JABYX Y3JIOB IyTEM peaau3alud poJu
HOCPETHHKA.

0) BoImoaHATh QYHKIINY MITI03a CEAHCOBOTO YPOBHSI.

B) AHAJIM3UPOBATH BCE CYNIECTBYIOLINE B MUPE TPOTOKOJBI.

r) AHanM3MpOBaTh TOJBKO MOJICPKUBAEMbIE JTUM MEXKCETEBBIM  3KPAHOM
POTOKOJIBI.
VYnpasisieMble KOMMYTaTOPBI MOTYT:

a) OcymiecTBiATh (huIbTpanuio Ha ocHoBe IP-aapecos.

6) OcymiecTBIATh (GUIBTPAITUIO 110 UCTIOJIB3YEMOMY ITPOTOKOIY.

B) OcymiecTBnsaTh ¢puiibTpanmto Ha ochoBe MAC-anpeca.

r) Ocymiectsisth puiabpTpanuto Ha ocHoBe VLAN ID.
Bri0epure BO3MOKHOCTH MEKCETEBOI0 3KpaHa.

a) Peructpanusi COOBITHII U TeHEpAITUsl OTUYETOB.

0) @unbTpanus Tpaduka.

B) TpaHCIsIIKs CETEBBIX aJIPeCcOB.

r) AyTeHTH(HKAIUS TOJIH30BaTEICH.
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1) AIMUHUCTPUPOBAHHE.

10. Kakue yTBepkAeHUS O IPOTPAMMHOM MEXCETEBOM 3KPaHE BEPHBI?

a) llomxomut B ciy4asix, KOTJla YCTPOMCTBO TOJIb30BaTelsl IIOMEIIAETCS B
HEJJOBEPEHHYIO CpENy.

0) Ilpu ero paboTe HCHIONB3YIOTCA PECYpPCHl YCTPOMCTBA, HA KOTOPOM OH
(GYHKIIMOHUPYET.

B) [TogxomuT /uist 3a1a4 CErMEHTHPOBAHHS CETEH.

r) [ToaxoauT it OTAEICHHUS TOBEPEHHOMN YaCcTH CETH OT BHEUIHUX yIPO3.

1) Cunraercst 60j1ee OTKa30yCTOWYHMBBIM, YEM AlIapaTHBII MEXKCETEBOM IKPaH.

Tect o Teme 5.1 BBenenne B kpunrorpagpuueckne MeToAbl 3alIMTHI HHPOPMALMH

1. Kaxnpiii mmdpoTeKCT MoOXeT ObITh TMOJTYYeH Kak pe3yslbTaT  CICIYIOIIETo
npeoOpa3oBaHus:
a) Ex (Di(p))-
6) Dk(p)-
B) E(p)-
r. Dy (E(p))-

2. 3ammdpyiite ¢ momomipio mmdpa «Atdamn» cinoso «Worldy.
A/B|C|D|E|F|G|H|I |J |K|L|M
Z|Y|X|W|VIU|IT|S|R|Q|P|O|N

a) Dlrow.
6) Svood.
B) Woild.
r) Dliow.
3. Paccumdpyiite ciaoBo «Xjxoby, 3ammdpoBanHoe ¢ mnomoinsio mudppa Ias HOmwus
[e3aps:
A/B|CIDIE|/F|G|H|I |J|K|ILIM|N|O|P |Q|R|S|T|U|V|X|Y|Z
XY Z|A/B|CIDIE|F|G|H|I |J |K|IL|IM|N|O|P|Q|R|S|T|U|V
a) Tatly.
6) Amare.
B) Crypt.
r) Vivna.
4. Bammdpyiite cnoBo «KU3HB» ¢ TOMONIBIO TEPECTAHOBKH
112(3|4]|5
2|/5/3 |14
a) Hx3bu.
0) bu3mx.
B) H3pxu.
r) Ub3xH.
5. Pacmmdpyiite cnoBo «1216312611» ¢ momorsio Tadauie [lomuous:
1112|3456
1/A|B|B|T"'|A|E
2| E[X|3|U|U|K
3|JJIM|/H|O|IT|P
4 BIE|V|O|X|
5|4 || b |bl| b
6 (DO *|*|*
a) benka.
6) EsBroa.




10.

11.

12.

13.

B) CTpenka.

r) benok.
BriepBbie MeTO/T YaCTOTHOT'O KPUIITOAHAIN3A BIIEPBHIC U3II0KUI:

a) Jleon barrtucra Ans0epTH.

0) ®panuecko CUMOHETTA.

B) AOy IOcyd Aky06 ans-Kunnu.

r) xuponamo Kapnano.
Jluck AnbOepTu MO3BOJISIET aBTOMATU3UPOBATH:!

a) ludp mpoctoii 3amens! (ogHOAN(PaBUTHBINA MHDD).

6) MHuoroandaBuTHBIN mUdp.

B) llIudp nmepecranoBKH.

r) [Torounsnii mudp.
Vcnonp3oBanue maposst Jisi MHEMOHHYECKOTO 3allOMHUHAHUS TIEPECTaHOBKH CHMBOJIOB
asipaBUTA MPEITOKIIL:

a) Marteo ApaKeHTH.

0) biie3 ne Buxenep.

B) Jl)xoBanuu barrucra bennazo.

r) JbxambarTucra (J>xoannu) aemna Iopra.
[Tomemenue nns nepiatoctpaunu nepenucku B XVII — XX Bekax Ha3bpIBasIoCh:

a) benbrii kaOuHeT.

0) TaitHas koMHaTa.

B) SlHTapHas KOMHaTa.

r) UepHblif KaOUHET.

1) KpacHblit kaOuHET.
ugpel, B KOTOPBIX KaXIbIH CHUMBOJ OTKPBITOTO TEKCTa MpeoOpa3yercss B CHMBOI
mudpoTeKcTa, B 3aBUCUMOCTH OT CBOETO PACIOIOXKEHUS B OTKPBHITOM TEKCTE M KJIoYa
Ha3bIBAIOTCS:

a) MHoroandaBuTHBIMU MHUPpPaMU.

6) brounbiMu mudppamu.

B) [ToTounbIMH I (pamH.

r) PoTopupiMu mmmdpamu.

ammdpyiite cnoo «CJIOH» durpammusim mudpom Ineidepa.

Y ! O b B
K T €) H O
I I JI b IT
M A 11 3 P
C E A bl K
10) i 111 4! X

a) BAbU.

6) LHADb.

B) OIIVEL

r) bILILL3.

ITycts nepectanoBka T npezacraBieHa cieayromnen Tabauie:
1/2]3]...|n=-5|n=-4[n-3|n-2|n-1|n
5(6|7|.../n=1] n 1 2 3 |4

Kakoii Buz nmeeT nepecraHoBka oopaTHasi mepecraHoBke T7

a.
1/2]3]...|n=5|n-4|n-3|n-2|n-1|n
1/12]3 n-5/n-4/n-3|/n-2|n-1|n
0.
1/2]3]...|n=-5|n-4[n-3|n-2|n-1|n
41312]...] 10 9 8 7 6 |5
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1/2]3 n-4|/n-3|n-2|n-1|n
4156 n-1| n 1 2 |3
T.
1 2 3 |4|5].../n=3|n-2|n-1| n
n-3|/n-2|n-1|njl]|...|n-7|n-6|n-5|n-4
14. 3ammdpyiiTe ¢ momombio oTKphITOro Kiroda (8051, 5) kpunrocucrembl RSA coobmienune
m = 10.
a) 8051.
0) 3388.
B) 1949.
r) 12.

15. Kakoe cBoiicTBO 0€30MacHOCTH TapaHTUPYET, YTO YYACTHHKY KPHUMITOrpaduyecKoro
IPOTOKOJIa IIEJIOCTHOCTH TIOJYY€HHOTO COOOLICHHS W €ro COo3JaHue /10 MOMEHTa
MOJTyYEHUsl, HO HE TapaHTUPYET 3aLIUTY OT MOBTOPHOM OTIPABKH COOOIICHUS?

a) CBOKMCTBO «ayTEHTH(HUKALHS CTOPOHY.

0) CBOIicTBO «ayTeHTU(DUKAIHSI UCTOUHUKAY.
B) CBOMCTBO «MHBapUaHTHOCTb OTIIPABUTEIIS.
r) CBOICTBO «ayTeHTU(PHUKAIUS COOOIICHUS.

16. Kakoe cBoO#CTBO 0€30MacHOCTH TapaHTUPYET, YTO YYACTHUKY KPUITOrpadhuueckoro
MPOTOKOJIA, YTO YYACTHUKH, HAYaBIIME HCIOJHEHHE MPOTOKOIA, HE H3MEHWIHCH C
TE€YEHUEM BPEMEHU?

a) CBOICTBO «ayTeHTU(PUKAIUST CTOPOHY.

0) CBOIiCTBO «ayTeHTU(UKAIIHS HCTOYHUKAY.
B) CBOICTBO «MHBapUAHTHOCTH OTIIPABUTEIIS.
r) CBOMCTBO «ayTeHTU(PHUKALIUAS COOOIICHUSI.

BepHblii 1 TONHBINA OTBET HAa BONPOC TeCTa OIleHMBaeTcs B 1 Oami, JUisl MPOXOXKIACHUS
TecTa HEOOXOAMMO BEPHO U MOJHO OTBETUTH Ha HE MeHee ueM 60 MpOIIeHTOB BOIIPOCOB TECTA.
TeMbl NpaKTUYECKUX 3aHATHI

Tema npakTHYecKkoro 3aHsiTusi mo Teme 3.1
BBenenue B MHpOPMAIMOHHYIO 0€30IIACHOCTH ONEPAIHOHHBIX CHCTEM

1. OcHoBHI paboTHI ¢ TIpoIIeccamMu, BBOJOM-BBIBOAOM U ¢aitnamu B OC Windows u Linux.

Tema npakTHYecKOro 3aHsATHSI MO0 Teme 3.2
HNupopmannonHasi 0€301aCHOCTH ONEPALMOHHBIX cUCTeM cemeiicTBa Windows.

1. OcHoBsl 00ecnieuenus oe3omacuoct B OC Windows.

Tema npakTH4eCKOro 3aHATHSA 10 Teme 3.3
HNudopmanuonnas 6e30nacHOCTH ONEPANMOHHBIX CHCTeM ceMelicTBa Linux

1. OcuoBsl o0ecneuenus oe3zonacuoctd B OC Linux.

Tema npakTH4eckoro 3ansatus no reme 4.1
BBeneHue B apXUTEKTYPY JIOKAIbHBIX BBIYMCIUTEIbHBIX CeTel

1. CereBoii cuuddep Wireshark. 3nakomcTBO ¢ pUIBTPaMU NAKETOB.
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TeMbl NPAKTHYECKOT0 3aHATHS 1O Teme 4.2
CeteBble YIpo3bl M MeTO/bI POTHUBOAECHCTBUS UM

WuBeHTapu3aMsg W MOUCK ySI3BUMOCTeH ¢ ucmonb3oBanueM Open Vulnerability and
Assessment Language.

CereBoit ckanep Zenmap. HMcnonb3oBaHHe CeTEBOro CKaHepa JJisi  BbBISBJICHUS
ySI3BUMOCTEH YPOBHS CETH.

Bupychbl, MX BBIBIIEHME M YCTPAHEHHE C HCIOJb30BAHUEM CIIELUAIU3UPOBAHHOIO
IPOrPaMMHOT0 OOeCTIeUeHusI.

TeMbl NPAKTHYECKOT0 3aHATHSI 10 TeMe 4.3 MeskceTeBble IKPAHBI

bpannmaysp Windows. Pa3paboTka npaBuil MEKCETEBOI0 3KpaHUPOBAHHUS.
Bupryansnas uadpacrpykrypa Eve-NG.
Me:xcereBol 3KpaH Ha rpaHuiie ceTu. HacTtpolika npaBui MEKCETEBOIO SKPaHUPOBAHUS.

TeMbl NPaKTHYECKOT0 3aHATHS MO Teme 5.1
BBenenne B kpunrorpaguueckue MeToAbl 3a1IUTHI HHGOpMALHT

Hctopuueckue mmdpsl mmdpoBanue u pacumdpoBaHue.
JlonoJIHUTeIbHbIE 32/IaHUS VIS CAMOCTOSITEJILHOTO PeleHus]

JonosnurtenbHble 3ananus nmo teme 1.1 [IpaBoBble 0CHOBBI 00ecneYeHust
HH(OPMAIMOHHOI 0€30MACHOCTH

Kakas wundopmanms mnpeacrasiser g Bac nenHocts? Kakue XapakTepUCTUKU
nH(pOopMallnOHHOHN Oe3omacHocTH Bbl Obl X0Tenu obecneunTs A Takoil nadopmannn?
BriOepere kakoii-nu6o Buj 1eHHOM ans Bac mHpopmanuu. B kakux dopmax moxer
OBITH MPEJCTABJIEH ITOT BUJ HH(MOpMAIUN?

[IpoananusupyiiTe: K KakMM BHJ1aM TaiiH Bbl MokeTe UMETh 1OoCTym?

[Ipoananu3upyiite: kKakue CBsI3aHHbIE ¢ BaMu JaHHBIE MOTYT SBJISITHCSl TaliHAMU?

I_IOHOJIHI/ITC.TIBHLIC 3aJaHud 110 TEME 1.2 3aumTa NMEPCOHAJTBHBIX JAHHBIX

Onumure cxeMy HWH(POPMAIMOHHBIX TOTOKOB Bammx mMmepcoHaNbHBIX JIaHHBIX B
YHuBEpCUTETE.

OrnumuTe cxemy HH()OPMAIMOHHBIX TOTOKOB Baiux nepcoHanbHbIX JaHHBIX B baHke.
[Ipoananu3upyiiTe: Bcerna iau (korga 3To HeoOxoawmo) ¢ Bac B3umaroT cornacue Ha
00paboTKy NHepcOoHaNbHBIX NaHHBIX? Bcerma num 3To MPOMCXOAUT B COOTBETCTBHM C
3aKOHO/IATENbCTBOM?

[Ipoananmm3upyiiTe: B Kakux CUTyanusx Bbl maBamu coryacue Ha o0paboTky Bammx
CHelHalbHbIX JaHHbIX? He ObU10 11 3TO M3MUITHIM?

[Ipoananmm3upyiite: B Kakux cUTyarusx Bbl maBaim coriiacue Ha 00paOoTKy Bammmx
OnoMeTrpuueckux JaHHbIX? He ObLI0 1 3TO U3IUIITHUM?

JlonoiHuTeAbHBbIE 3a/1aHus 110 TeMe 1.3 Opranu3animoHHbIe OCHOBBI 00ecneYeHU s
HH(popMaNOHHOI 0€30ITACHOCTH

Pazpabotaiite Mmomens HapymuTens ais Bameir momaniaeit nHGOpMaIMOHHONW CHCTEMBI.
Pa3paboraiiTe Moaenb HapyIUTeNs A7l KOMIIBIOTEPHOTO Kjlacca Y HUBEPCHUTETA.
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Pazpaboraiite Mozenb yrpos /uis Bareit nomanHeit nHGOPMAMOHHON CUCTEMBI.

PazpabotaiiTe Moiens HapyMUTENS A1 KOMIIBIOTEPHOTO Klacca Y HUBEPCUTETA.

5. Ilpemnoxute cpencTsa 3ammThl nHGOpManuu aisi Bamielr jomanrHeli nHGOPMAITMOHHON
CUCTEMBI.

6. Ilpemnoxute cpeacTBa 3alIUThl  HHGOpPMAMK Ui  KOMIIBIOTEPHOTO  Kilacca

YHuBepcurera.

~ow

JlonmostHuTeIbHBIE 3aJaHUA 110 TeMe 2.1 ApXuTeKTypa KoMIbIOTepa

1. U3yuute Bam mnepcoHanabHBIH KOMIBIOTED U COBPEMEHHBIE TaJKEThbl, KOTOPHIMU BbI
noJsib3yeTech. CpaBHUTE UX XapaKTEPUCTHKHU: OBICTPOACHCTBHE, 00BEM OINEPATHBHOU U
BCIIOMOTaTeNbHOM MaMATH, CKOPOCTh JocTyna B UHTepHeT.

JonosiHuTeILHBbIE 3a1aHKs 110 TeMe 3.1 BBenenue B HH(OPMAIIMOHHYIO 0€30MIaCHOCTH
OnepanuoOHHbIX CHCTEM

OC Windiws
1. Ortkpoiite 6pay3ep Internet Explorer. Haiinute ero naentudukaTop mpoiecca, OTKPHIThIC
CcoeMHEHUS U 0a30BBIil IPUOPHUTET.
2. Ortkpoiite Opayszep Chrome. Haiimure ero wuaeHTudukaTop mporecca, OTKPHITHIC
coeTMHEHUS U 0a30BbIil IPUOPHUTET.
3. 3amyctute npunoxenue «baokHoT». Haitnure Qaiinbl oTkpbIThie pouieccoM «bIoKHOT
¢ momMotsio yruiutel Process Explorer.

OC Linux
Haiinure nate caMbIx TpeOOBATEIbHBIX K MAMSITH POIIECCOB.
OTxkpolite Opay3ep U HAMIUTE OTKPHITHIC COSAMHCHHUS.
BriBenuTe coep:kumMoe TUPEKTOpHH /etc.
BriBenute comepkumoe aupekropun /etc/schedule.

el AN s

JonosHuTeIbHBIE 3a1aHus M0 TeMe 3.2 UHdopmanmoHHasi 6€30MaCHOCTD
OIepalMOHHBIX cucTeM cemerictBa Windows

1. Coznaiite mnonp3oBatens «Anuca». Hasnaubre et mapons. Co3paiite rpynmy
«HenoBepeHHbIE OIb30BATETN .

2. CozpaiiTe ITUpeKTOpulo, coaepkailyro (ainbl. HasHaubTe Anmce mpaBa JOCTaTOYHBIE
JUIsl OTOOpa)keHUs CIUCKOB (DaiiyioB U MEpeX0J0B B AUPEKTOPUU U €€ MOATUPEKTOPHSIX, a
TaKkXke uyTeHHUs (aiaoB B TUPEKTOpUH M ee nmojaaupektopusx. IlpoeprTe, uto Anuca
MOJKET IIPOCMaTpUBaTh (Hailiibl.

3. 3amperute rpynne «HemoBepeHHBIE MOJIb30BAaTENU» JIOOOH JOCTYN K CO3JaHHOM
JTUPEKTOPHH, €€ MOJJAUPEKTOpUsAM, a Takke K (aiimaM BHYTpU ITUPEKTOPHUH U €€
MOAIUPEKTOPUI.

4. Jlo6aBeTe Anucy B rpynny «HenoBepenHble nonb3oBarenn». [IlpoBepbTe, uto Annca He
CMOXET IPOCMAaTpUBATh (ailsibl B JUPEKTOPHUH.

JonoaHuTeIbHBIE 3a1aHus M0 TeMe 3.3 UHdopmanmoHHasi 6€30MacCHOCTD
onepanuoHHBbIX cucTeM ceMeiicTBa Linux

1. Cozpaiite mnonp3oBatens «Anuca». Hasnaubre et mapons. Co3paiite rpynmy
«HenoBepeHHbIE OIB30BATEIN.
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2. Cozpaiite nupekTopuio, coaepkamyto (aiinel. HaznaubTe Anmce mpaBa JOCTaTOYHBIC
JUI OTOOpa)kKEeHUs CIIUCKOB (ailyIoB M MEPEX0I0B B IUPEKTOPUH U €€ MOJIUPEKTOPHIX, a
TaKXke YTeHHs (PaiijIoB B TUPEKTOPUHU M ee mopaupekTopusx. IlpoBepsTe, uto Anmca
MOYET YUTaTh (ailibl.

3. C mnomouipio CcHUcKa KOHTPOJS JOCTymoB 3amperure rpymme «HemoBepeHnHsie
HI0JIb30BaTENN» JII0OOH 0CTYyN K BhIOpaHHOMY (ailiry BHyTpHu qupekropur. [Tomensiite
BJIaJIENIbLIA ATOTO (ailyia Ha CyNeproab30BaTeist cucTeMbl. Pa3pemmure B 6a30BBIX MpaBax
JIOCTYII K BeIOpaHHOMY (haitiry kogom 600.

4. Jlo6aBpTe Anmcy rpynny «HemoBepeHnHble mosib3oBarenn». IIpoBepbTe, uTo Anuca He
CMOJKET IMPOYHUTATh BEIOPAHHBIN (aii.

JlonoJiHUTEILHBIE 3a1aHKs 110 TeMe 4.1 BBe/ieHHe B apXUTEKTYPY JOKAJbHBIX
BbIYHMCJIHUTEIbHBIX CeTel

1. IlpoBepbTe nOCTYHHOCTH J0OOOT0 UCHOJIb3yeMOro Bamu nouToBOoro cepsepa c
ucnons3oBanueMm yrwiutel Telnet. Crenyiite crathe https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u caMmoCTOSATEIIBHO.

2. Hactpoiite moury B mnouroBoM kiueHte Thunderbird. Cnenyiite craTbe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej.

3. Paszpaboraiite puiibTpbl A1 npocMoTtpa Tonbko ucxoamux ICMP-3anpocos. Caenyiite
cratbe https://habr.com/ru/post/211042/.

I[OHOJIHI/ITCJII)HBIC 3aJlaHUA IO TEME 4.2 CereBble YIrpo3bl U METOAbI HpOTHBOI[eﬁCTBHﬂ
UM

1. TlpoBeaute MOMCK YS3BMUMOCTEH Ha CBOEM JOMAIIHEM IE€PCOHAIBHOM KOMIIBIOTEPE,
03HAKOMBTECh C ONMCAHHUEM BBISIBICHHBIX YSA3BUMOCTEW, ONPENEIUTE HACKOJIBKO OHU
KpuTHuHsbI 1o mkaine CVSS, n ycrpanure ux.

2. TlpoBepnre, yctpaneHa mnu ys3Bumocte CVE-2017-0144 Ha Bamem jgomamiHeMm
KOMITbIOTEpE, U YCTAaHOBUTE OOHOBJIEHHME O€30MacHOCTH B Cilydae, €ClIU YA3BHUMOCTb
npucytctByeT. Cnenyiite crarbe https://support.microsoft.com/ru-ru/help/4023262/how-
to-verify-that-ms17-010-is-installed.

3. Uzyuntre ysBumocth CVE-2014-0160, cmenys cratesim  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-
heartbleed.pdf.  TlepBas crathss mpeacTaBiusieT Cco0OW  HEOONBIION  KOMHKC,
MOKa3bIBAIOUINH, HACKOJBKO ONacHa M JIETKO HCHOJb3yeMa 3Ta YyA3BUMOCTb. Bropas
CTaThsl IMpeJCTaBIseT €000l MoApOoOHOE ONKMCAHWE YA3BUMOCTH, IIOCIEJICTBUS €€
UCIIOJIb30BAaHUS M PUCKH.

JlonoJHuTeIbHBbIE 3a1aHus 110 TeMe 4.3 Me:kceTeBble IKPAHBI
1. 3amenute y3nel Hacker u Victim Ha y31bl O yrpaBlI€HHUEM OINEPALMOHHON CHCTEMBI
Windows u oOpaTuTeCch K UX CETEBBIM pecypcaM 1o npotokoiny SMB. Crnenyiite cratbe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
host-on-the-eve/.

JonoaHuTeIbHBIE 3a1aHuA 110 TeMe 5.1 BBeieHue B kpunrorpagpuyeckne MeToabl
3alUThI HH(POPMALMHU

1. Bammdpyiite u pacmudpyiite coodienne «5 Tebdst M0OII0!» BCeMU M3BECTHRIMU Bam
HUCTOPUYECKUMHU U PAMHU.
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KpuTtepun oneHKH NpaKTHYeCKOT0 3aHATHS.

3a TMpaKkTUYeCKOe 3aJaHWE BBITIOJIHIETCS OJHA M3 OLEHOK: «OTJIMYHO», «XOPOIIO0Y,
«y0BJIETBOPHUTEIbHOY, «HEYA0BJIETBOPUTEIBHO).

OneHka «OTJHYHO» BBICTABIISIETCS, €CIU CTYACHT aKTUBHO paboTaeT B TEUEHUE BCETO
IPAaKTUYECKOIO 3aHATHSA, JAaeT BEpHblE W IIOJHBIE OTBETHI HAa BOIPOCHI IpernoiaBareis U
MOKa3bIBAaET IMpPH ATOM IIIyOOKOE OBJAJEHUE JEKIIMOHHBIM MaTEpUalOM, BCE YACTH 3aJaHUs
BBINOJIHEHBl BEPHO (JIOMYCKAarOTCsl HEOOJIbLIME HETOYHOCTH, HE SBIIAIOLIMECS CIIEACTBUEM
HE3HAaHWS WIM HENOHMMaHMA YydeOHOro Mmarepuaina). PaboTa BBINONHEHA CaMOCTOSTEIBHO.
Pabota caana ¢ coOmronenneM Beex cpokoB. CoOutto/ieHb! Bce MpaBuiia 0(pOpMIICHHS.

OneHka «XOpOLIO» BBICTABIIACTCS, €CIIU CTYIEHT aKTHBHO PabOTaeT B TEUCHHE BCETO
IPAaKTUYECKOIO 3aHsTUS, JaeT BEpHblEe, HO BO3MOXHO HEIOJHBIE OTBETHl Ha BOIPOCHI
IPEenoJIaBaTessl U MOKa3bIBaeT MPU 3TOM CBOOOIHOE BIIAJICHHE JICKIIMOHHBIM MaTEepHalioM, BCE
YacTU 3aJlaHMsl BBIIIOJIHEHb! BEPHO (JOIYCKAIOTCS HETOYHOCTH, HE SBIIIOIIMECS CIEJICTBHEM
HE3HAHWS WIM HEMOHMMaHHWs Yy4yeOHoro warepuana). PaGora B 1el0oM  BBIIIOJIHEHA
CaMOCTOSITENIbHO, BO3MOYKHO ¢ KOHCYJbTalueil npenogasarens. Pabora caana ¢ coOmoneHneM
BCEX CPOKOB. JlonycKaroTcs He3HAYUTENIbHbBIE HEJOUETh B O(POPMIICHUH.

OneHka «ya0BJIETBOPUTEILHO» BBICTABISETCA B TOM ClIydae, KOT/la CTYACHT B LIEJIOM
OBJIaJIEJI CYThIO BOIIPOCOB IO JAHHOW TeMme, OOHapy)XMBAeT 3HAHME JIEKLMOHHOI'O MaTepHuala.
[Tpu 3TOM Ha 3aHATHM BeJeT ce0sl MACCUBHO, JaeT HEMOJHbIE OTBETHl HA BOINPOCHI, JOIMYCKAET
OIIMOKH MPH OCBEIIEHUH TEOPETHYECKOTO MaTephalia, He MOKET 00OOIIUTh M CIENIaTh YETKUE
Joruyeckue BbIBOAbL. PaboTa cpaHa c¢ omosnaHueM He Oosee IBYX 3aHATHH. JlomyckaroTcs
HE3HAYNTENIbHBIC HEJIOYETHI B O()OPMIICHUH.

OneHka «Hey/10BJ1eTBOPUTEIbHO» BBICTABISETCA B Cllydae, KOrJa CTYAEHT OOHapy XU
HECOCTOSITENIbHOCTh OCBETUTH BOIPOCHI MJIM BOIPOCH! OCBEUICHBI HETPaBMIIbHO, OECCHCTEMHO, C
rpyObIMH  OHIMOKaMH, OTCYTCTBYIOT IIOHMMAaHHUsI OCHOBHOW CYTH BOIIPOCOB, BBIBOJIBI,
0000meHns, 00HAPY)KCHO HEYMEHHE pemiath ydeOHble 3amadd. OOydaromuiicss HE MOXKET
BBINOJIHUTH paboTy 6e3 moMomy npenozgasarens. PaboTa caana ¢ HapyleHHEeM CpOKOB (IT03/1Hee
4yeM depes /iBa 3aHATHs ). B ohopMiieHnn mpuCyTCTBYIOT 3HAUNUTEIbHBIE HEJJOYETHI.

1.2 Cnucok BonpocoB U (MJ1M) 3aJaHu VIS IPOBeIeHUs MPOMEKYTOYHOM aTTecTalun

Bonpocsl k 3auery

=

OcHoBHbIE TpaBa rpaxjaH B cgepe 00pabOoTKH U 3alUThI HH(OPMALIHH.

2. OCHOBHBIE TPHUHIUIIBI MPABOBOTO PETYIUPOBAaHUS B 00JacTH OOpaOOTKM W 3alIHTHI
UHpOpMaLUH.

3. Hudopmanus. OCHOBHBIE CBOMCTBA 0€30MacHOCTH WHPOPMANWK: KOHOUACHIINAIEHOCTS,
LEJIOCTHOCTbD, TOCTYITHOCTb.

4. Bunel uHGOpMaMK 10 MOPSIKY AOCTYIIA U PacpOCTPAHEHHUS.

5. Orpanumuenue goctyna Kk mHGpopmanuu. 3ammra nHpopmanuu. OObEKThI 3aUThHL. Bubl
TalH.

6. MudopmarmoHHble TEXHOIOTUH U MH()OPMAIIMOHHBIE CUCTEMBI.

7. OGnamarens nHGOpPMAIUU U OoniepaTop HHHOPMAITMOHHONW CHCTEMBI.

8. OTBeTCTBEHHOCTH B chepe 00pabOTKHU U 3alUTHI HH(OPMAIIHH.

9. TlepcoHanbHBIC TaHHBIC W IPUHIUIIBI KX 00Pa0OTKH.

10. Bupl nepcoHanbHBIX JAHHBIX: ClIEUATbHbIE, OMOMETPUUECKHE U 00IIeI0OCTYIIHBIE.
11. YcnoBust 00pabOTKH MEPCOHATBHBIX JaHHBIX.

12. Cornacue Ha 06pabOTKy NEPCOHANBHBIX JaHHBIX.

13. TpancrpannyHas repeada MepcoOHATBHBIX TaHHBIX.

14. TIpaBa cyOBEKTOB IEPCOHANBHBIX JTaHHBIX.
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15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
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38.
39.
40.

41.
42.
43.
44,
45,
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
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Omneparop nepcoOHANBHBIX JaHHBIX U €r0 00S3aHHOCTH.
Mepsi obecrieueHust 6€30MaCHOCTH MEPCOHATBHBIX JaHHBIX.
KonTpons 1 Ha30p 3a BEINOJIHEHHEM MEP IO 00ECTICUYSCHHIO O€301acHOCTH.

V1oJIHOMOYEHHBIHM Ooprad I10 3aluTEe IIpaB CY6’BCKTOB NEPCOHAJIPHBIX TaHHBIX.

[TocnenoBarenbHOCTD ASHCTBU 1O 3aIIUTE WH(POPMALIHH.
BrisaBnenue u ananu3 nHGOPMAIMOHHBIX aKTHBOB.
®opmupoBaHue TpeOOBAHUH 110 3aIIUTE WH(POPMALIHH.

[Toaxobl K MOJEIUPOBAHUIO HApYyIIUTENIEeH HH(OPMAITMOHHON 0€30MaCHOCTH.

Yrpo3sl uHGOPMATMOHHON OE30TTACHOCTH.

CpencTsa 3amuThl THGOPMAIIHH.

[Ipoueccopsl.

OcHoBHas (K311 ¥ OriepaTUBHAs ) TAMSTh.
BcmomorarennHas maMsITh.

VYcerpoiicTBa BBOAA-BhIBOIA (IITMHBI, MOHUTOPHI, IPUHTEPHI).

YcrpoiicTBa BBOa-BhIBOJIA (KIIABUATYPBI U MBIIIH, BEO-KaMepbl, MUKPO(OHDI).

OO6mmit cmoco6 xpaHeHus 1 00pabOTKK MH(OPMAITUU B KOMITBIOTEPE.
[TonsiTust onepauroHHON U QailyioBoil cucTeM.

CY6"beKTbI, O6’L€KTBI, MCTOJbI U IIpaBa NOCTYIIa, TPHUBUJICTUN CY6’beKTa AocCTy1a.

JluckpennonHoe yrpaBjieHue JOCTYIIOM.

. MaHnaTHOe ynpaBiieHHE JOCTYIIOM.
35.
36.
37.

Wnentudukamnys, ayreHTH()UKAINSA 1 aBTOPU3ALIHSL.

VipasieHue T0CTYIIOM B OIIEPAllMOHHBIX cucTeMax cemeiictBa Windows.
Wnentudukanus, ayreHTUGHUKAIHMS ¥ aBTOPU3ALUS B  OINEPAIIMOHHBIX
cemeiictBa Windows.

Peanuzanus ayaura B onepaiioHHbIX cucTeMax cemeiicrea Windows.
VipasieHue T0CTYIIOM B OIEPAIl[MOHHBIX CUCTEMax ceMeiicTa Linux.
Wnentudukanus, ayreHTUGHUKAIHMS ¢ aBTOPU3ALUS B  ONEPAIMOHHBIX
cemeiicTBa Linux.

Mopnens ISO/OSI.

ApPXUTEKTYpa 1 OCHOBHBIE IIPOTOKOJIbI JTOKAJIbHBIX BBIYMCIUTEIBHBIX CETEH.
Krnaccudukannu ceTeBbx yrpo3, ya3BUMOCTEN U aTak.

CereBble aTaku Ha pa3nUYHbIX ypoBHsx Moaenu ISO/OSI.

Krnaccudukaiys BpeioHOCHOr0 IPOrpaMMHOT0 00ecTieueHusl.

ITpu3HaKKM IPUCYTCTBUS BPEAOHOCHOTO IPOTPAMMHOT0 00€CTIeUeHHMS.
MeTobl 00HapYKEHHUST BPETOHOCHOTO IMPOTPaMMHOT0 00EeCTICYECHHSI.

MecTo 1 posib MEXCETEBBIX IKPAaHOB B 00ECIIEUEHUH CETEBON OE30MaCHOCTH.
Knaccugukanms MeKCeTeBbIX IKPAHOB.

OCHOBHBIE BO3MOXXHOCTH MEXCETEBBIX IKPAHOB.

JIOCTOMHCTBA ¥ HEJJOCTATKH MEXKCETEBBIX SKPaHOB.

ITocTpoenue npaBui GUILTPaALHY.

Kpunrorpadus npesnero mupa.

Kpunrorpadus cpeTHuX BEKOB.

Kpunrorpadus snoxu Bozpoxnenus.

Kpunrorpadus HoBoro BpemeHu.

CummeTpudHas ¥ aCHMMETPHYHAsT KpUITOTpagusl.

BbIuuCIuTENBEHO CI0KHBIE 33]Ja4l MATEMaTHKH.

Kpunrocucrema RSA.

[TonaTue kpunTorpapuuecKoro MpoToKoia.

CaoiicTBa IPOTOKOJIOB, XapaKTePU3YIOIIHE X 0€30MacCHOCTb.

Cxemsbl 1u(pOBOIl MOAMTUCH.

HpaBnna BBICTABJICHHA OLICHKH HA 3a4e€Te.
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B mpouecce 3auera TpedyeTcss OTBETUTh Ha OJMH U3 MPUBEIEHHBIX BhIlIE BompocoB. Ha
IIOJAFOTOBKY K OTBETY JIa€TCsl HE MEHee | akaJleMUYecKoro yaca.
ITo utoram 3aueTa BHICTABISETCS OHA U3 OLIEHOK: «3aYTEHO», «HE 3aUTEHOM.

Onenka «3a4TeHO» BBHICTABISIETCS CTYAEHTY, KOTOPBIM JEMOHCTPUpPYET BIIaJCHUE
coJiep’)KaHUEM MaTepuaja U HNOHSITUHHBIM alnapaToM TEOPUHU IICEBOCIyYallHBIX FE€HEPAaTOPOB;
YMEET CBS3bIBATH TEOPUIO C IPAKTUKOM. B 0TBeTe MOryT IOmycKaTbCsl OTAEIbHbIE HETOUHOCTH
(HecyllecTBEHHbIE  OMIMOKM), KOTOpbIE  MCHPABISAIOTCA  CaMUM  CTYAEHTOM  IIOCJE
JIOTIOJIHUTEBHBIX U (WIM) YTOUHSIOUIMX BOIPOCOB 3K3aMeHaTopa. Ha 4acTh JONOJHUTENbHBIX
BOIIPOCOB CTYZIEHT MOKET HE J1aTh OTBET WJIM JJaThb HEBEPHBIA OTBET.

Onenka «He 3a4yTeHO» BBICTABISETCA CTYIEHTY, KOTOPBI JI€MOHCTpUpPYET
pa3po3HEHHbIE, OECCUCTEMHBIC 3HAHUS, OECHOPSIOYHO U HEYBEPEHHO H3J1araeT MaTepuai; He
yMeEET BBIJEIIATh IJIaBHOE M BTOPOCTENIEHHOE, HE YMEET COCAUHATh TEOPETUYECKUE TIOJIOKEHUS C
NPaKTUKOM; JOMYyCKaeT TpyOble OMMOKH TP ONPEIEICHNN TOHATHH, BCIICACTBUE HETIOHUMAHUS
UX CYIIECTBEHHbBIX M HECYILECTBEHHBIX NPU3HAKOB U CBS3EH; 1aCT HEMOJIHbIE OTBETHI, JOI'MKa U
IIOCJIEI0BATENbHOCTh W3JIOKEHUS KOTOPBIX HMEIOT CYIIECTBEHHbIE M NPUHUUIHUAIbHBIE
HapyLICHHs, B OTBETaX OTCYTCTBYIOT BBIBOJbI. J[ONMOJHUTENbHBIE W YTOYHSIOIIME BOMPOCHI
9K3aMEHAaTOpa HE MPUBOAAT K KOPPEKLUUU OTBETOB CTyJeHTa. Ha OCHOBHyIO 4YacTb
JIOTIOJIHUTEIIBHBIX BOIIPOCOB CTYJEHT 3aTPYAHAETCS 1aTh OTBET WJIM AA€T HEBEPHbBIC OTBETHI.

Onenka «He 3auTeH0» BBICTABIISAETCS TAKXKE CTYACHTY, KOTOPbII B3sT AK3aMEHALMOHHBIN
OuieT, HO OTKAa3aJICs J1aTh Ha HETrO OTBET.
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IIpunoxenne Ne2 k paGoueil nporpamMme AUCHHUIIIMHBI
«be3onacHocTh B COBpeMeHHOI MH(OPMAIMOHHOI cpe/ie»

MeToanyeckue yKa3aHus JJIs1 00y4aIOMIMXCS 110 0CBOEHUIO U CIUTIIHHBI

OcHoBHOU (opMOl H3TOKEHHST Y4eOHOTro Marepuana o AUCHUIUIMHE «be3onacHocTh B
COBPEMEHHOW WH(MOPMAIIMOHHON cpene» SBISIOTCS JIEKLIUH, YTO CBS3aHO, IPEXKIE BCEro, C
HOBHU3HOI Matepuaina g ooydaromuxcs. [1o O0NbIIMHCTBY TEM IMpeayCMOTPEHbI IPAKTUYECKUE
3aHATHSL, LENbI0 KOTOPBIX SBJIAETCS 3aKpEIUIEHHE JIEKIUMOHHOIO MaTepuaja IyTeM pEeLIeHUs
CHelHalbHBIM 00pa3oM MoJ00paHHbIX MPAKTUYECKUX 3a]1a4.

JUiga  ycremHoro OCBOEHHS JAMCLUMILIMHBI BaXHO CAMOCTOSATEIbHOE HU3YYEHHE
TEOPETUYECKOr0 MaTepuaia M pelIeHUE MPAKTUYeCKUX 3aJady, KaKk B ayJIuTOpUHU, TaK U
CaMOCTOSITENIEHO B KAYECTBE CAaMOCTOATENNBbHOM paboThl. [Ipumepsl petenus 3agad pa3ouparorcs
Ha JICKIUSAX M MPAKTHYECKUX 3aHATHUSAX, MPU HEOOXOIUMOCTU MO Hambosee TPYIHBIM TeMaM
IPOBOASTCS JOTOJIHUTENbHbIE KOHCYJIbTalluU. OCHOBHAS LI€JIb PEIICHUs MPAKTUYECKUX 3a7au —
MOMOYb YCBOUTH OCHOBHBIE TOHATUS WH(OPMALUOHHOW OE30MacHOCTH, MX OMNpPEICNICHUS, a
TaK)K€ OCHOBHBIE METOJBI M CpEICTBa oOecredeHuss MH(GOPMAIMOHHON Oe3omacHocTH. Jlis
pelieHus 3a1ad HeoOXOAMMO HE TOJNBKO 3HAaTh, HO M TMOHUMAaTh JIEKIIMOHHBIM MaTepHall.
[Toaromy B mpouecce H3yuyeHUs JTUCLUIUIMHBI PEKOMEHIYeTCsl peryispHas paboTta c
KOHCIIEKTaMU JIEKIIMI U PEKOMEHJOBAaHHOH JINTEPATypOH.

bonbiioe BHMMaHME MOJKHO OBITH YJIENIEHO CaMOCTOsATENbHOW pabore. B kauecTBe
3aJaHUM I CaMOCTOSITENIbHOM paboThl IoMa CTyIHTaM IpeasiaralTcs 3a/1ayi, aHaJIOTUYHbIe
pa300paHHBIM Ha JIEKIUAX U IPAKTUUECKUX 3aHATHAX UM CXO0KHE C HUMH.

Jlis mpoBepKM M KOHTPOJS YCBOCHHS TEOPETHYECKOro MaTepuasa, MPUOOPETeHHBIX
IIPAKTUYECKUX HABBIKOB pa0OThl ¢ OCHOBHBIMHM IOHATUSMU B T€UEHHE OOYUYEHHS MPOBOAATCS
MEpPONPUITHS TEKYyILeH aTTecTaly B BUJIEC TECTUPOBaHUU. Takke MPOBOIATCS KOHCYJIbTALUU
(mpu HEOOXOJUMOCTH) TIO JICKIMOHHOMY MaTepHaly M pa30opy HEKOTOPHIX 3adaHUil s
CaMOCTOSITENIbHON PabOTHI.

B KoHIe u3ydyeHMs IUCHUIUIMHBI CTYIEHTHl CHAIOT 3a4yeT. 3adyeT IPOBOAMUTCA Ha
OCHOBAHMH BBINIOJHEHHUSI TECTOBBIX 33JaHUN M coOece0BaHUS Ha OCHOBAHUU CIIMCKa BOMPOCOB
K 3a4eTy, KOTOPBIA OXBATHIBAET IMOJHOCTHIO BCIO IPOrPaMMYy JTUCHUIUIMHBIL.

YueOHO-MeTOAMUECKOE 00ecTeueHne
CaMOCTOSITEIbLHOM paﬁoTbl CTYACHTOB IO TUCHMIIJINHE

Jl1st caMOCTOSTENbHON pabOThl PEKOMEH,TyeTCs HCII0JIb30BaTh CIEIYIOLIYI0 YUeOHYIO
JUTEPATypy:

1. Tanenbaym D. Apxurextypa komnbtoTepa. / O. Tanenbaywm; [mep. ¢ anri. lO.
I'opoxosckoro, JI. IllunTsikoBa] - 5-e wu3n. - CII6.: Ilurep, 2013. - 843 c.
(akamemMHuecKoe U3JI0KEHNE MaTepraa Mo apXUTEKType KOMITBIOTEPA).

2. Tanenbaym 3. CoBpeMeHHBIE ornepannoHHbIe cucTembl. / O. Tanenbaym, X. boc;
[mep. ¢ anrn. A. JleontseBoii, M. MansimeBoii, H. Bunsunnackoro] - 4-e u3a. - CIIO.:
IMurep, 2019. - 1119 c.: un. (akagemMuyeckoe W3JIOKEHHWE MaTepuaia Io
OTIEPALIMOHHBIM CUCTEMAM).

3. Tanenbaym D. Kommbrotepubie cetn. / D. Tanenbaym, [1. Yazepoint; [niep. ¢ anri. A.
I'pebenbkoBal - 5-e uzn. - CII06.: TTutep, 2019. - 955 c. (akagemuueckoe U3I0KEHUE
MaTepHala 1o KOMIBIOTEPHBIM CETSIM).

4. Andepor A.Il. OcHoBsl kpunrorpadpuu. YueOHnoe nocodue. / A.Il. Andepos, A. 1O.
3y6oB, A.C. Ky3pmun, A.B. Uepemymkun. M.: I'emuoc APB, 2005. 480 c.
(akazemMHuecKoe U3JI0KEHUE MaTepHaia 1o Kpunrorpapun).

41



