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1. Ilesin ocBOEHMA TUCHUTIINHBI

HucuummHa «be3omacHocTh B COBpeMEHHOW WH(GOPMAIMOHHON cpefie» obecrednBact
npuoOpereHue OOyJarOIIUMHUCA 3HAHWW, YMEHHH W HaBblkoB To kommnerenmuu OITK-1.
«Crioco0eH NOHUMAaTh NPUHIMIEI PAdOTHl COBPEMEHHBIX HH(POPMALMOHHBIX TEXHOJOTHH M
UCTOJB30BaTh WX JUIA peIIeHUs 33a7ad Npo(ecCHOHaNbHON nesTenbHOCcTH» DenepanbHOro
rocy/lapCTBEHHOr0 0Opa30BaTENbHOrO CTaHAapTa BBICIIEr0 OOpa30BaHUS [0 HAIPABJICHUIO
noarotoBku 39.03.01 Conumonorusi.

OCHOBHOH LE€NbI0 W3YYEHHUS IUCUUIUIMHBI SBJISETCS TEOPETUYECKas U IpPaKTUYecKas
MOJITOTOBKA 00YYAOIIUXCS K JIEATEIILHOCTH, CBA3aHHOW C MPUMEHEHHEM COBPEMEHHBIX CPEJICTB
¥ METOJOB 3alIUThl HH(OpPMAIMK B MOBCETHEBHON M MpOodecCHOHAIBHON JesaTenbHOCTH. Kype
JaeT MPEJCTaBICHHE O MECTe W PO MH(OPMAIMOHHON OE30MAaCHOCTH B COBPEMEHHOM MUDE.
Ero wusydyenue paer BO3MOMKHOCTb CO3HATEJIBHOTO HCHOJb30BaHUS, OOpabOTKHM M 3aIUThI
nH(pOopMalnH.

2. MecTO THCHMIIMHBI B CTPYKTYpe 00pa3oBaTe/IbHOM MPOrpaMmbl

JlaHHast TUCIUIUIMHA OTHOCUTCS K 00513aTeIbHON 4acTH 00pa30BaTeIbHON POrPaMMBI.

JucuuninuHa «be3onacHOCTh B COBpEMEHHONW MHPOPMAIIMOHHON Cpeie» UrpaeT BaXKHYIO
poJtb 7151 001IenTpoPeCCHOHATIBHON TTOATOTOBKY 00YYarOIIETOCs.

3. lnanupyemble  pe3yJbTaTbl  O0yYeHHs] MO  JAUCIHUILIHHE,
IVIAHUPYeMbIMH pe3yabTaTtamu ocBoeHust OII 6akasaBpuara

COOTHECCHHBbIEC C

[Ipouecc nzyueHus: AMCUUIIIIMHBI HAIIpaBJieH Ha (POpMHUPOBAHUE CIAEAYIOMINX KOMIETEHIIUM
B cootBeTcTBUU ¢ PT'OC BO, OOII BO 1 npuoOpereHust cieayomux 3HaH!i, yMEHUH,
HaBBIKOB M (WJIN) OTIBITA ACSITEIIBHOCTH

®Dopmupyemas Nuaukarop 1ocTUKEHUS Ilepeyennb
KOMMeTeHIH s KOMIeTeHIN U IJIAHUPYEMBIX Pe3yJabTATOB 00yYeHH s
(xom u (xox u popmMyJIMpPOBKA)
¢dopmysiupoBka)

O6menpodeccnoHaIbHbIE KOMIIETEHIIUH

OIIK-5. Criocoben
MPUMCHSTh
COBpEMECHHBIE
HHPOPMAITMOHHO-
KOMMYHHKAIIMOHHBIC
TEXHOJOTHHU JJIsS
peleHus
HCCIIEIOBATEILCKUX U
MPAKTUYESCKUX 3a7a4
npodheccCroHaTbHON
JeATELHOCTH

N/-OIIK-5.2. CriocoGeH pemaTh
CTaHJAapTHBIC 337191
npodeccuoHaIbHON
JIeATELHOCTH Ha OCHOBE
HHOOPMAITMOHHON 1
oubrorpadnIeckoil KyiabTyphI C
MPUMEHEHUEM WH(POPMAITHOHHO-
KOMMYHHKAIIMOHHBIX TEXHOIOTUH
U C YUYETOM OCHOBHBIX
TpeOoBaHMii HHPOPMAITMOHHON
0e3omacHOCTH

3namo:
OCHOBHBIC TTIOHATHS B 00J1aCTH 00pabOTKH
W 3amuThl  WHpOpPMAIMM U HUX

OTIpeNeNeHNs; ITOCTIEI0BATENFHOCTh
BEITIOJTHEHUST ~ paboT  mO  3ammTe
nHpOopMariy; KJTacCH(PHUKAITHIO
HapyluTenen rH(pOPMaITMOHHOM
Oe3omacHOCTH; BHABI W Ha3HAUYECHUE
CPEICTB 3aIIUTHI HH()OPMAITHHL.

Yuems:

yCTaHaBIIMBATh u OCYIIECTBIIATH
MEPBUYHYI0 HACTPOWKY OIEpaIlMOHHBIX
CHUCTEM, aHTUBUPYCHBIX CpEICTB U

MEKCETEBBIX KPAHOB.
Bnaoemw nagvikamu:

paboTBl  cO  CpencTBaMu
nHhopMaIn

3alllThI

4. O0beM, CTPYKTYpPA U cO/iep:KaHue TUCIUTITHHBI
OO01m1ast TpyA0eMKOCTh JUCHIUTIINHBI COCTABISET 2 3a4eTHBIC €AMHUIIBI, /2 aKaJl. yaca.




Ne Tembl (pa3zaens) Buabl yueOHBIX 3aHATHI, DopMBI TEKYILIET0
n/n AUCHUILINHBI, BKJIIOYAS CAMOCTOSITEIbHYIO KOHTPOJIs
HX CO/IepIKaHue = padoTy CTY/I€HTOB, yCIeBaeMOCTH
g U UX TPYA0EMKOCTh
= (B akajeMHYeCKHX 4acax) ®opMma
O IPOMEKY TOYHOI
aTTecTamuu
(no cemecmpam)
KonrakTtHas pabora
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Paznen 1 |IIpaBoBbie 2 6 3
OpraHu3annoHHbIE
OCHOBBI
olecneueHnst
HHGpopMaLHOHHOM
0e3omacHOCTH B
Poccuiickoit
Denepanun
Tema 1.1 |[IpaBOBBIC OCHOBBI 2 | 2 1 |Tecr
obecrnieueHus
HH(POPMAITMOHHOM
0€30MacHOCTH
Tema 1.2 [3ammra 2 2 1 |Tect
MIePCOHAIBHBIX
JTAHHBIX
Tema 1.3 |OpranuzaninoHHbIE 2 2 1 |Tect
OCHOBBI O0ecreueHust
MH(POPMAITMOHHOM
0€30MacHOCTH
6 mom yuciae ¢ 30 u 6 3  |Buneonexuuu
/[OT TEKCTOBBIE
MaTepuabl
yueOHOro nocoous,
MpEe3CHTAINH, TECT B
OVK B
DemidOnline
Pazgen 2 |ApxurekTypa 2 | 2 1
KOMIbIOTEPa
Tema 2.1 |Apxurekrypa 2 | 2 1 |Tect
KOMITBIOTEpa
6 mom uucae ¢ 30 u 2 1 |Buneonekuuu
J1OT TEKCTOBBIC
MaTepuabl
yueOHOTro mocoowus,
MPE3EHTAIINH, TECT B




DVYK B

DemidOnline
Paznen 3 |OcHoOBBI 7 9 [Tect
UHGpopMaLHOHHOH
0€30MacHOCTH B
OnepaIHOHHBIX
cHCTEeMAax
Tema 3.1 |BBenenue B 2 3 |Tecr
UH(POPMAITMOHHYIO
0€3011aCHOCTh
OTICPAIlMOHHBIX
CUCTEM
Tema 3.2 |MudopmarrioHHas 2 3 |Tect
0e30MacHOCTh
OTICPAITMOHHBIX
CHUCTEM CEMEICTRA
Windows
Tema 3.3 |MudopmarmionHas 3 3 |Tecr
0e30MmacHOCTh
OTICPAITHOHHBIX
CHCTEM CEMEICTRA
Linux
6 mom yucae ¢ 0 u 3 9 |Bunmeonexmun
10T TEKCTOBBIC
MaTepHaIbl
y4eOHOTO0 1mocoousl,
MPE3CHTAIINH, TECT B
OVK B
DemidOnline
Pasznen 4 |OcHOBBI 7 9
uHGOpMAIITUOHHOM
0€301MaCHOCTH B
JIOKAJbHBIX
BBIYUCJIUTEIbHBIX
ceTsIX
Tema 4.1 |BBenenue B 2 4 |Tect
aApXUTEKTYPY
JIOKAJIbHBIX
BBIYHMCIIUTEIIBHBIX
cereit
Tema 4.2 |CereBble yrpo3bl U 2 4 |Tect
METO/IbI
MIPOTUBOACHCTBUS UM
Tema 4.3 |MexceTeBble SKpaHbl 3 3 |Tecr
6 mom yuciae ¢ 30 u 3 11 |Bugeonexkmun
J[OT TEKCTOBBIC
MaTepuabl
yueOHOTro mocoous,
Mpe3eHTAINH, TECT B
OVK B
DemidOnline
Paznen 5 |Kpuntorpadpuuecku 2 3




€ MeTO/IbI 3aIIHUThI
uHopManuu
Tema 5.1 |BBenenue B 2 2 2 3 |Tecr

KpUITOTpaguyecKue

METO/IbI 3AIUTHI

uHbOpMaIHH

6 mom yucne ¢ 90 u 2 1 3 |Bupgeoiexiuu

J[OT TEKCTOBEIC
MaTepHabl
y4eOHOr0 nocoous,
MPE3CHTAIINH, TECT B
DVKB
DemidOnline

2 0,3 | 10,7 |3auer
Bcero 3a 2 cemectp 72 | 16 | 16 0,3 | 37,7
Bcero 72 | 16 | 16 2 103 37,7

Conepxanue pas3ie0B NpPOrpaMMbl M CUMIINHBI
«be3onacHocTh cCOBpeMeHHOH MH(pOPMAaIHOHHOI cpeae»

Pasznen 1. IlpaBoBble M OpraHu3alMOHHbIE OCHOBBLI oO0ecrieyeHusi WHGOPMAIUOHHOM
O0esonacHocTu B Poccuiickoit @enepaunu.

Tewma 1.1. [IpaBoBBIC OCHOBBI 0OecTiedeHHST HH(DOPMAITMOHHOM O€30TTACHOCTH.

OcHoBHBIE TIpaBa TrpaxaaH B cdepe o0paboTkum W 3amuThl uHGOpManuu. OCHOBHBIE
MPUHIUIIEI TIPABOBOTO PETYJIMpPOBaHUS B 00JacTH OOpaOOTKM | 3amiuThl HMH(OpPMAIIUH.
Nudopmanms. OcHOBHBIE CBOICTBa Oe3omacHOCTH HWH(oOpManuu: KOHPUIACHIIMATBHOCTD,
L[EJ0CTHOCTh, AOCTYMHOCTh. Buapl MHpOpManUu Mo MOPSAAKY JOCTyHa M PacHpOCTpPaHEHUS.
Orpannuenne jgoctyna K wuHbopmanuu. Buner TaitH.  OOmamatens  uHOOpMaIuu.
Nndopmannonnsie texHosoruu. MHdopmammonusie cucrembl. Omnepatop HWHGOPMaLMOHHON
cucrembl. 3amurta uHpopMauuu. OOBEKTHl 3amUThL. Buapl oTBeTcTBEeHHOCTH B cdepe
00pabOTKH M 3a1TUThI HHPOPMAIIHH.

Tema 1.2. 3amuTa nepcoHaIbHbIX TaHHBIX.

HepCOHaJ'ILHbIe JaHHBIC W IIPUHIOMUIIBI HX O6pa6OTKI/I. Bunagsr MNCPCOHAJIbHBIX JaHHBIX:
CIICHHUAJIBHBIC, 6I/IOMCTpI/I‘IeCKI/Ie n O6H.I€I[OCTYHHBIG. YcnoBus 06pa6OTKI/I IICPCOHAJIBHBIX
JaHHBbIX. Cornacue Ha 06pa60TKy NCPCOHAJIBHBIX JaHHBIX. TpaHCFpaHI/I‘lHaﬂ nepcaadya
IICPCOHAJIBHBIX OAHHBIX. HpaBa CY6T>CKTOB IICPCOHAJIBHBIX JaHHBbIX. OnepaTop MNEPpCOHAJIbHBIX
JaHHBIX H €TI0 00s3aHHOCTH. MepLI obecnieueHuss 0€30IIaCHOCTH INCPCOHAJIbHBIX OaHHBIX.
KOHTpOHb 1 HaJA30p 3a BBINIOJIHCHUEM MCpP 110 oOecreueHnI0 Oe30IMacHOCTH. Y TIOJTHOMOYCHHBIHN
Oprax I10 3a1uTe IIpaB CY6T>CKTOB INEPCOHAJIBHBIX JaHHBIX.

Tema 1.3. Opranu3zanroHHble OCHOBBI OOecTIedeHUs] HHPOPMALMOHHON 6€30MaCHOCTH.

Kakue Bompocs!l craBuT nH(popmannonHas OezonacHocts? [locnenoBaTenbHOCTh AEHCTBUI
no 3amure uHpopmanuu. BeisBneHue M aHanu3 MHOOPMAIMOHHBIX aKTUBOB. DOpMHpOBaHUE
TpeboBaHui mo 3amure HHGopManuu. [Toaxoapl K MOJEIMPOBAHHIO HAPYLIUTENEH U yrpo3
uHpOpMaMOHHON Oe3omacHOCTH. BpIOOp cpeacTB M METOAOB  3alMTHl  MH(OpPMAIUH.
BHueapenue cucteMsl 3aiuThl HHGOpMaAIMK. DKCIUTyaTalisi CUCTEMBbI 3aIIUThl HHPOPMALIUH.




Pa3nes 2. ApxurekTypa KOMIblOTEpA.

Tema 2.1. BBeieHHe B apXUTEKTYPY KOMIIBIOTEDA.

[Iponeccoprl. OcHoBHasg (K311 W ONEpaTMBHAsA) NaMsATh. BcromoratenbHas MaMsTh.
YcrpoiicTBa BBOAA-BRIBOA (IIIMHBI, MOHUTOPHI, KJIABHATYPBI M MBIIIHN, BEO-KaMepbl, IPUHTEPHI ).
[lepcoHanbHbIe KOMIIBIOTEPHI 1 MOOMIIBHBIE YCTPOMCTBA.

Paznen 3. OcHoBbl MHGOPMALIMOHHO 0€30MIACHOCTH B ONEPAIMOHHBIX CHCTEMAX.

Tema 3.1. BBenenue B HHPOpPMAITMOHHYIO 0€301TaCHOCTH ONIEPAIIMOHHBIX CHCTEM.

OO6muit cnoco® xpaHeHuss U o00paboTku wuHGpopmanuu B KommbioTepe. [loHsATHS
omnepaMoHHON u (¢ainoBoil cucreM. CyObeKTbl, OOBEKTHI, METOAbl M IIpaBa JOCTYIA,
NpUBWIETUN cyObekTa JocTyna. JIMCKpelnMOHHOE YIpaBlIeHHWE JIOCTYIIOM, MaHIaTHOe
ynpasieHue jpoctynoM. Maentudukanus, ayreHTUGUKaLUsS U aBTopu3anus. AyreHTHUKaus
Ha OCHOBE MapoJiell, Ha OCHOBE BHELIHUX HOCUTENEH Kiltoua, OnomMeTpruyeckas ayTeHTH (UK.

Tema 3.2. UndopmannonHas 6€301MacHOCTb OTEPaMOHHBIX chcTeM cemeiicTBa Windows.

VYrpasieHue T0CTYyIIOM B OMEPAMOHHBIX cucTeMmax cemerictea Windows. Unentudukanus,
ayTeHTH(UKAIMS U aBTOPU3AIMS B ONEPAI[HOHHBIX cucTeMax cemerictBa Windows. Peanusanus
ay/uTa B OMEPAIMOHHBIX cucTeMax cemeiicta Windows.

Tema 3.3. UudopmannonHas 6€30MacHOCTb ONEPAIMOHHBIX CHCTEM cemericTBa Linux.

VYrpasjieHue JOCTYIIOM B OINEPAllHOHHBIX CHCTeMax cemeiictBa Linux. Mpentudukanms,
ayTeHTH(UKAIMS W aBTOPHU3AlUSA B OIEPAMOHHBIX CHCTeMax cemeiictBa Linux. Peanm3arust

ayJWTa B OMEPAIMOHHBIX CHCTEMax ceMeicTa Linux.

Pa3znen 4. OcHoBbI MHPOPMAITMOHHO 0€30MACHOCTH B JIOKAJbHBIX BbIYHCIUTEIbHBIX
ceTsx.

Tema 4.1. BBegeHue B apXUTEKTYpY JTOKaJIbHBIX BHIYUCIUTEIIbHBIX CETEH.

JlokanbHble BbIUKCITUTENbHBIE ceTH. Mogens [ISO/OSI.  Apxutekrypa © OCHOBHBIE
MIPOTOKOJIBI JIOKAJIbHBIX BEIUUCIIUTEIILHBIX CETCH.

Tema 4.2. CereBble yrpo3bl U METO/IbI IPOTUBOJICHCTBUS UM.

Knaccugukanuu cereBblx yrpo3, ya3BumocTeil um arak. CeTeBble aTaku Ha pPa3IMYHBIX
ypoBHusix Mmoaernu |SO/OSI. Kiaccubwukaiyss BpeIOHOCHOTO IMPOTPAMMHOTO 00ECHEeUYCHHUS.
[Tpu3HaKK MPUCYTCTBUS BPEJOHOCHOTO MIPOrpaMMHOr0 obecneueHus. MeTo sl 0OHapyKeHusl.

Tema 4.3. MexxceTeBble dKpaHbl.

MesxcereBbie dkpanbl (MD). Mecto u pons MD B obecriedeHUH ceTeBOM 0O€30MacHOCTH.
Knaccugpukamuss M3. OcHoBHble Bo3MoOkHOcTM MD. JlocTomHCTBa M HemoctaTku MDO.

IToctpoenue mpaBui GUIBTPALIH.

Pazaen 5. Kpunrorpaguyeckne MeToAbl 3alUTHI HH(OPMALHH.



Tema 5.1. BBenenue B kpunrorpaduyeckue METO b 3aIUTHl HHPOPMAIIH.

Hctopuueckuii ovepk pasButus Kpunrorpaguu. CumMMeTpuuHas H acCHMMETpHUYHAs
Kkpunrorpadus. BprunmciuTensHO CclOXKHBIE 3agaud  MaremaTtuku. Kpunrocucrema RSA.
[Tonsitne kpunrorpaduyueckoro mnporokoja. CBOICTBa MPOTOKOJIOB, XapaKTEPH3YIOIIUE HUX
6e30macHOCTh. CxeMbl I (POBOI MOATTUCH.

5. 06p330BaTeJIbeIe TEXHOJIOT'MHU, B TOM YUCJI€ TEXHOJTOTUH 3JTCKTPOHHOT O Oﬁy‘leﬂlflﬂ H
AUCTAHIIUOHHBIC 06p33OBaTeJ'II)HbIe TEXHOJOI'MA, HCITOJIB3YEMBIC ITPHU OCYIICCTBJICHUHN
06p330BaTeJIbHOFO nmpouecca nmo 1MCIHUMIIJIMHE

B nponecce 00y4eHus: NCIONB3YIOTCS CIEIyIOIUe 00pa30BaTeIbHbIE TEXHOJIOTUU:

AxageMuyecKkast JieKIus (WK JEKIUs 00ILero Kypca) — ocjieZJoBaTeNIbHOE U3JI0KEHHE
MaTepuanga, OCYIIECTBISEMOE MPEHMYIIECTBEHHO B BHIEC MOHOJOra IIPENoAaBaTels.
TpeboBaHusi K akaJeMUYECKOW JIEKLIMU: COBPEMEHHBIN Hay4YHbIH YpOBEHb W HaChILEHHAs
MH(OPMATUBHOCTh, YyO€QUTENbHAs apryMeHTalus, AOCTYNHas U TIOHATHAas peyb, YeTKas
CTPYKTypa M JIOTHMKa, HAJIWYUE SPKUX HPUMEPOB, HAYYHBIX JOKA3aTEIbCTB, OOOCHOBAHMIA,
(bakToB.

IIpoGiemHas Jekuust — W3JIO0XKCHAE MaTepuana, MNPEeANoarapimee IMOCTaHOBKY
MpoOJeMHBIX M JUCKYCCHOHHBIX BOIIPOCOB, OCBEILIEHHWE pPAa3jIMYHBIX HAy4YHBIX MOAXOJIOB,
ABTOPCKHE KOMMEHTApHH, CBA3AaHHBIE C Pa3JUYHBIMH MOJIEISAMU HMHTEPIPETALUU HU3y4aeMOTO
Matepuana. [IpobnemHas geKIus HauMHAETCS ¢ BOIPOCOB, C MIOCTAHOBKHU MPOOJIEMbI, KOTOPYIO B
XO0JIe M3JIOKEHUS MaTepuana HeoO0XOoJAMMO pemmTh. B jeknuum coderarorcs npoOieMHbE U
nHpopManMoHHble Hauyasna. [Ipu 3ToM mpouecc NMO3HAHUSA CTYAEHTOB B COTPYIHHYECTBE U
IMajore ¢ mpenojaBaTeraeM MpHOIMKaeTcss K MOUCKOBOM, MCCIIENOBATENbCKON IEATENbHOCTH.
Copnepkanue mnpoOsieMbl pacKpblBaeTCs IyTeM OpraHu3allMM IIOMCKa €€ pelleHUs WIn
CYMMHPOBAHUS M aHAIN3a TPAAULIMOHHBIX U COBPEMEHHBIX TOUEK 3PEHUSL.

IIpakTHYeckoe 3aHATHE — 3aHATHE, TIOCBAIIEHHOE OCBOCHUIO KOHKPETHBIX YMCHHUH U
HAaBBIKOB M 3aKPEIUICHUIO MOJIy4YCHHBIX HA JIEKIIUY 3HAHWM.

DneKTpOHHBIN yueOHbIN Kype «be3omacHOCTh B COBpeMEHHOM WH(DOPMAITMOHHOM cpeie» Ha
matdopme onnaiH-o0ydenuss DemidOnline, B KoTopoM:

— TPEeICTaBJICHBbI BUICO-JIEKIIHIA 10 BCEM TeMaM AUCLUUILINHBI U IPE3EHTALUU K HUM;

— TPEICTaBIICHBI TEKCTHI JICKIIHMIA 10 BCEM TeMaM JUCHUTUIHHBL

— TPEICTaBIJICHBI MpaBUiIa MPOXOKICHHS MPOMEKYTOYHON aTTeCTallUU MO JUCIUILTUHE;

— TPEACTAaBJICHbl TECTbl MO TeMaM JUCHUIUIMHBI JJS CaMOCTOSITENIbHOM  paboThI
oOyuaronuxcs;

— mocpeAcTBOM ¢dopyMa  OCYILECTBISIETCS CHHXpOHHO€ M (WJIM) AaCHHXPOHHOE
B3aUMO/JICHCTBUE MEXKIy OOy4arolIMMHCS U TpernojaBaTelieM B paMKax H3y4eHHs
JUCIUTIAHBIL.

6. [lepeyeHb JUIEH3MOHHOTO M (WJIHM) CBOOOAHO PACHPOCTPAHSIEMOr0 IMPOrPAMMHOIO
o0ecreyeHns, HMCNOJb3yeMOr0 IPH OCYLIECTBJICHHHM 00pPa30BaTeJBLHOIO Ipolecca Io
AUCHHUILINHE
B nporecce ocymiecTBieHnst 00pa30BaTENIbHOTO MPOLECCa UCHOIb3YIOTCS:
— MporpaMMHOE oO0ecrieueHue sl CO3JaHHus UM JIEMOHCTpAllMd  Ipe3eHTaluil,
WUTIOCTPAIMHA U APYTUX YUeOHBIX MaTepHAJIOB:
— Microsoft Windows (B cocraBe Microsoft Imagine Premium Electronic Software
Delivery);



Microsoft OfficeSTD 2013;

Virtual Box (cBo6oano pacnpoctpansemoe [10);

Ubuntu (cBo6oauo pacrtpoctpansemoe [10);

Kali Linux (cBo6oaHo pacnpoctpansiemoe [10).

— s ToWcKa ydeOHoW muTeparypel OubOnmmorekm Spl'Y — ABTOMartM3mpoBaHHas
oubnnoreunas uadopmanuonnas cucrema «bYKNU-NEXT» (ABUC «byku-Next»);

— TIpH MPOBEJICHUU JICKIIHIA UCIIOJIB3YIOTCS MYJIbTUMEANIHBIC TIPE3CHTAIINH;

— TIpU TPOBEICHUU JIA0OPATOPHBIX pabOT HCHOJB3YIOTCS CPENCTBA BBIYMCIUTEIHHON
TEXHUKH, TTOIICPKUBAIOIINE TIEPEUUCIICHHOE POTPaMMHOE 00ecTIeYeHuE.

7. IlepeyeHb coBpeMeHHBIX NpodecCHOHAIbHBIX 0a3 JaHHBIX U HMHG(OPMALMOHHBIX
CIIPABOYHBIX CHCTEM, HCII0JIb3YEMBbIX IIPH OCYLECTBJICHHH 00pPa30BaTe/IbHOIO NpoLecca 1no
AUCHUILINHE

1. Duexrponnsblie katajgoru Hb SpI'yY

(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php) coxepsxat bubarorpadudeckue 3amnucu
BCEX BHUJOB JOKYMEHTOB, COCTaBJISIIOIIMX (OHA OMOIMOTEKH, HAa PYCCKOM U HHOCTPAHHBIX
SI3BIKAX.

2. DuiekTpoHHAasi On0/MoTeKa y4yeOHbIX MaTepuanos SApl'yY

(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php) coaepxur ©Gomee 2500 mOMHBIX
TEKCTOB y4eOHBIX ¥ Yy4eOHO-METOJMYECKHX MaTepHalioB TI0 OCHOBHBIM H3Yy4aeMbIM
IMCUMIUIMHAM, W3JaHHBIX B YyHHBepcuTeTe. JlOCTYym B CETH YHHUBEpPCHTETa, JHOO TIO
JIOTHHY/TIapOJIIO.

3. CnpaBo4Ho-nipaBoBas cucreMa « KOHCYJbTaHTILIIOC)

(https://www.consultant.ru/) cmpaBodHO-TIpaBOBasi CHCTEMa II0 3aKOHOJIATEIbCTBY
Poccuiickoit @enepanuu.

4. CnpaBo4Ho-nipaBoBas cucrema «l'apanm»

(http://www.garant.ru/)  cmpaBOYHO-TIpaBOBas  CHCTEMa IO  3aKOHOJATEILCTBY
Poccuiickoit @eneparuu.

8. IlepeyeHbr OCHOBHOW W [IONMOJIHUTEJLHOH Y4eOHOUl JiMTepaTypbl, pecypcoB
UH(GOPMAIHOHHO-TEJIEKOMMYHUKANIMOHHOM ceTH «HWHTepHeT» (NIpH HEOOXOAMMOCTH),
PeKOMeHayeMbIX /115l 0CBOCHHS TMCIHUIJIMHbI

a) OCHOBHAf1 JIUTEpaTypa

a) OCHOBHAf JIUTEpPaTypa

1. besomacHocTh B COBpeMeHHON HH(popMalMOHHOH cpezae. YacTth 1: yueGHOe nocobue.
B.H. Kuszes, .M. Mypun; fpocin. roc. yu-t um. ILI. JlemunoBa. - SApocnasis:
HMHJWT O, 2021. — 158 c. [https://e.lanbook.com/book/75150]

2. Jloramun, H. b. Apxurektypa kommbtorepa : yaeOHoe nocodue / H. b. oragun. —
4-e u31. — Mockaa : JlabopaTtopust 3Hanuii, 2020. — 274 c.

3. by3a, M. K. Apxurekrypa kommbtotepoB : ydeOHuk / M. K. by3za. — MuHck :
Bermmiitinas mkosa, 2015. — 414 c. [https://e.lanbook.com/book/75150]

4. Cononesuy, A. B. Komnbtorepnsie cetu : yueOHuk / A. B. CononeBnu. — MHUHCK :
PUIIO, 2021. — 208 c. [https://e.lanbook.com/book/194950]

5. Pakurtun, P. FO. Komnsiotepusie cetu : ydeOHoe mocobue / P. FO. Pakurun, E. B.
MockaJleHKoO. — bapnayn : AntI'IlY, 2019. — 340 c.
[https://e.lanbook.com/book/139182]


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://www.consultant.ru/
http://www.garant.ru/

6.

Kopxuk, B. 1. OcHoBbl kpuntorpaduu : yaebHoe nocooue / B. . Kopxuk, B. A.
AxoBneB. —  Caukr-lIlerepOypr : Unrepmemus, 2017. — 312 c.
[https://e.lanbook.com/book/161359]

0) T0MOTHUTEIbHAS JIUTEPATypa

0) 10MOTHUTEIbHAS JIUTEPaTypa

1.

Koncrutynus Poccuiickoii ®enepanuu: [npuHsATa BCEHAPOIHBIM TOJOCOBAaHHEM
12.12.1993 ¢ uzmeHeHUsAMH, OJOOPEHHBIMH B XOJI€ OOIIEPOCCHICKOTO TOJIOCOBAHMS
01.07.2020]. — JlocTyn U3 CripaBOYHO-TPABOBON CHCTEMbI «KOHCYIbTaHTILIIOC). —
TekeT: 27IeKTPOHHBIN.

VYronoBublil kogekc Poccuiickoit @enepanuu: ®Penepanbubiii 3akoH oT 13.06.1996
Ne63-®3: [mpunsat [ocymapctBennoiur [dymoii 24.05.1996]: (¢ u3MeHEHUsSMH H
JIOTIOJTHEHUSIMH ). — Hoctyn U3 CIIPaBOYHO-IIPABOBOM CUCTEMBI
«KoHCYnpTaHTILIIOC». — TEeKCT: 3JIEKTPOHHBIMN.

Konexc Poccuiickoit ®enepaunu 00 aIMUHHMCTPATHBHBIX IPaBOHAPYIICHUSX:
Oenepanbhblil 3akoH 0T 30.12.2001 Nel95-®3: [mpunsat ['ocynapctBennoit Jlymoii
20.12.2001]: (¢ wu3MeHEeHWUSAMH U JOMOJHEHUsMU). — JlocTym W3 CHpaBOYHO-
MpaBoBOM cucTeMbl «KKOHCYIBTAHTIUIIOC». — [ €KCT: IIEKTPOHHBIMN.

Tpynoso#i koxekc Poccwmiickoit ®enepann: Penepanpubiii 3akoH ot 30.12.2001
Nel197-@3: [mpunsat ['ocymapctBennoiu Jymoit 21.12.2001]: (c u3mMeHeHUSIMU H
JOTIOTHEHUSIMU ). — Hoctyn u3 CIIPaBOYHO-ITPABOBOM CUCTEMBI
«KoHcynbTaHTILUIIOC». — TEKCT: 3JIeKTPOHHBIM.

®denepanpublii 3aK0H 0T 27.07.2006 Ne149-03 «O6 nnbopmarun, nHGOPMAITMOHHBIX
TEXHOJIOTHSAX W O 3amure wuHbopMamum»: [npuHiAT [ocymapctBeHHo# Jlymoit
08.07.2006]: (c wW3MEHEHWUsMH | JOMOJHEHWsMH). — JlocTym W3 CHpaBOYHO-
MpaBoBO# cucTeMbl «kKOHCYIBTAHTIUIIOC». — [ €KCT: JIEKTPOHHBIM.

®enepanbHbiii 3ak0H 0T 27.07.2006 Nel152-D3 «O nepcoHaIbHBIX JAHHBIX»: [IPUHSAT
lNocynapcrBennoit Jlymoit 08.07.2006]: (c W3MEHEHHSMHU W JOTOJHEHUSMH). —
Joctyn w3 copaBouHO-npaBoBOil cucrteMbl «KoHcynbTanTIuIrOC». —TeKCT:
3JIEKTPOHHBIMN.

[Tonoxenue o mopsake oOpamieHusi co CiayxeOHOoN uHbopMaluel OrpaHMYEHHOTO
pacnpocTpaHeHuss B (¢eAepalibHbIX ~ OpraHax  MCIOJHHUTENILHOM  BJAcTH,
YIOJIHOMOYEHHOM OpraHe yIPaBJICHUS HWCIOJIb30BAHUEM aTOMHOW »HHEPruu H
YIOJIHOMOYEHHOM OpraHe 1[0 KOCMHUYECKON JEeATEIbHOCTH». [YTBEPKIACHO
[TocranoBnenuem IlpaButenbcrBa Poccuiickoit @enepaunu ot 03.11.1994 Nel233]:
(C U3BMEHEHHMSIMH U JOTOJNHEHHUsIMHU). — JlOCTyl U3 CHpPaBOYHO-NIPABOBOW CHCTEMBI
«KoHCYnpTaHTILIIOC». — T€KCT: 3JIEKTPOHHBI.

TpebGoBanusi K 3amUTe MEPCOHANBHBIX JAaHHBIX TMpH HUX O0O0paboTke B
UH(OPMALIMOHHBIX cucTreMax MEPCOHAIBHBIX JTAHHBIX: [yTBepKAEeHBI
IMocranosnenuem IlpaBurensctBa Poccuiickoit @enepanuu ot 01.11.2012 Nel119].
— Jloctyn u3 cnpaBouHO-nipaBoBOM cucteMbl «Koncynsrantnllmroc». —Tekcr:
JJIEKTPOHHBIN.

Ilepeuenp Mep, HampaBl€HHBIX Ha OOeCHeyeHHe BBINIOJHEHUsI O0O0sS3aHHOCTEH,
npenycMoTpeHHblx  DenepanbHbiM  3aKOHOM  «O  NEPCOHAIBHBIX JIAHHBIX» U
NPUHATBIMA B COOTBETCTBUM C HHUM HOPMATUBHBIMU IIPAaBOBBIMU AaKTaMH,
oneparopamu, SBJISIOIIMMUCS TOCYIapCTBEHHBIMU WJIM MYHUIIUIIAJbHBIMU OpraHaAMU:
[yrBepxaeH IlocranoBnennem IlpaBurensctBa Poccuiickoii ®enepanun 0T
21.03.2012 Ne211]: (c u3MeHEHHUSIMH ¥ JOTIOTHEHUsIMH). — J[OCTYI M3 CIpaBOYHO-
npaBoBoii cucteMbl «KoHcynbrantnllmoc». —TeKcT: 3JeKTPOHHBIM.



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

[Tonosxenne 06 0coOeHHOCTAX 00PaOOTKH MEPCOHANBHBIX JTAaHHBIX, OCYILECTBIIIEMOM
0e3 HCIONB30BaHMA CpPEACTB aBTOMaTu3amuu: [yrBepkiaeHo IlocranoBneHneM
[IpaBurensctBa Poccuiickoit ®enepauun ot 15.09.2008 Ne687]. — Joctyn wu3
crpaBO4HO-1IpaBoBOM cuctemsl «KoHcynbranTnlimrocy. —TeKeT: 2IeKTpOHHBIN.
TpeboBanusi K MaTepUAIBHBIM HOCUTENISIM OMOMETPUYECKHUX TEPCOHAIBHBIX JTAHHBIX
U TEXHOJOTHSIM XpaHEHHs TaKUX JaHHBIX BHE MH(DOPMAIMOHHBIX CHCTEM
NEPCOHAIBHBIX  JaHHbIX:  [yrBepxkaeHo  [locranoBnenuem  IlpaBurenncrTBa
Poccuiickoit @enepanuu ot 06.07.2008 Ne512]: (c u3BMEHEHUSIMU U JOTIOJIHEHUSMU).
— Joctyn wu3 cnpaBouyHO-nipaBoBor cucteMbl «Koncymprantnlliroc». —Tekcr:
JJIEKTPOHHBIH.

Metouueckie peKOMEHJAMK 10 YBEAOMJICHUIO YIOJHOMOYEHHOIO oOpraHa o
Hayajie oOpaOOTKM NEpPCOHAIBbHBIX JAHHBIX M O BHECEHMH H3MEHEHHIl B paHee
MIpe/ICTaBJICHHbIE CBEACHUA: [yTBEpKIeHbI NpukazoM Pockomuanzopa ot 30.05.2017
Ne94]: (c uzmeHeHusIMM U JAomnoJHEHUsIMH). — JlocTynm M3 CHpaBOYHO-IIPABOBOM
cucteMsbl «Koncynbrantnl[imroc». —TeKcT: 37eKTpOHHBI.

TpeboBanust u MeTO/bI 1O OOE3TMUMBAHUIO MEPCOHAIIBHBIX JAHHBIX: [YTBEPKIEHBI
npukazom Pockomuamzopa ot 05.09.2013 Ne996]. — J[octyn u3 cCHpaBOYHO-
npaBoBoi cuctemsbl «kKoHcynpTanTnllmocy. —TeKCT: 3eKTPOHHBIMN.

CoctaB M colepaHHE OPraHU3alMOHHBIX M TEXHUYECKHUX Mep IO O0OECHeueHUIo
0€30MacHOCTH TMEepPCOHANBHBIX NaHHBIX NpU HX 00paboTke B HHGOPMAIMOHHBIX
CUCTeMax IEepCOHANBHBIX NaHHBIX: [yTBepkaeHbl mnpukazom ®CTOK Poccum ot
18.02.2013 Ne21]: (c u3MeHeHMSIMH U JOMOJIHEHUsIMHU). — JlocTynm U3 crpaBOYHO-
npaBoBoi cuctembl «kKoHcynpTanTnllmocy. —TeKCT: 3eKTPOHHBIM.

bazoBas Mozaenb yrpo3 0€30MacHOCTH MEPCOHATBHBIX JAHHBIX MPH UX 00paboTKe B
MH(OPMALIMOHHBIX CHCTEMax I[epPCOHaJIbHBIX MJaHHBIX (Bbimucka): [yTBepxkaeHa
3amecturenem nupekropa @CTOK Poccum 15.02.2008]. — ocTyn U3 crnipaBOYHO-
npaBoBoi cuctembl «kKoHcynpranTnllmocy. —TeKCT: 37eKTPOHHBIM.

Metonuka ompeneneHns aKTyalbHbIX yrpo3 0e30MacHOCTH MEPCOHANbHBIX TaHHBIX
npu ux o00paboTke B HMHPOPMAIMOHHBIX CHCTEMax TNEPCOHAIBHBIX JIaHHBIX:
[yrBepxknena 3amectuteneM aupekropa ®CTIK Poccun 14.02.2008]. — Hoctyn u3
CIIPaBOYHO-TIpaBoBOM cucteMbl «KoHcynpTanTnllmr0cy. —TEeKCT: ANeKTPOHHBIMN.
CoctaB M coaep)KaHUE OPraHU3alMOHHBIX M TEXHUYECKHUX MEp IO OOECHeueHUIo
0€30MacHOCTH TMEePCOHANBHBIX NaHHBIX HpU HUX 00paboTKe B HH(POPMAIMOHHBIX
CUCTeMax IMEePCOHAJbHBIX AAHHBIX C UCHOJB30BAHHUEM CPENICTB KpUIITOTpaduuecKon
3amuTel  MHGOpMAalUMK, HEOOXOMUMBIX  JJIsi  BBINOJHEHUS  YCTaHOBJIECHHBIX
[IpaButensctBoM Poccuiickoit @eneparuu TpeOOBaHMM K 3alUTe MEPCOHAIBHBIX
JAHHBIX 7 KaXJ0ro M3 YPOBHEH 3alllUILEHHOCTH: [yTBepKIeHbl npukazom PCb
Poccun ot 10.07.2014 Ne378]. — JlocTyn U3 CHpaBOYHO-NPABOBOW CHCTEMBbI
«Koncynprantnllintocy. —TeKCeT: 3MeKTpOHHBII.

Metonuyeckie peKOMEHAALUUA 1O pa3pabOTKe HOPMATUBHBIX IMPABOBBIX AaKTOB,
OTIPEJICNIAIONIUX YIPO3bl 0OE30MACHOCTH NEPCOHANBHBIX JAHHBIX, AKTyaJbHbIC MpU
00paboTKe MepCOHANBHBIX JAHHBIX B MH(OPMAIMOHHBIX CHUCTEMAax MEPCOHAIbHBIX
JAHHBIX, OKCIUIyaTUPYEMBIX TIPU OCYILECTBIECHUM COOTBETCTBYIOIIMX BHJIOB
NesATEeNbHOCTH: [yTBEpkJeHbl pykoBoacTBoM 8 llentpa ®Cb Poccum 31.03.2015
Ne149/7/2/6-432]. — Hoctyn u3 CIIPaBOYHO-IIPaBOBOM CUCTEMBI
«Koncynprantnlnrocy». —TeKcT: 2IeKTpOHHBII.

I'OCT P 51275-2006 3amwmra uHpopmaruu. O0bekT MHPOopMaTuzanuu. DaxkTopsl,
BO3/IeHicTRYOIME Ha HHpopmanuto. OOmume nojgoxenus. — JlocTyn U3 crpaBoOYHO-
npaBoBoi cuctemsl « TEXOKCIIEPT». —TekcT: aneKTpOHHBIN.

®nenoB, M.E. Linux rna3amu xakepa. 5-¢ u3n. / M.E. ®nenoB. — CII6. : BXB-
[etepOypr, 2019. —416 c.
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21. JlaB, P. Linux. Cucremnoe mporpammupoBanue. 2-¢ usa. / P. Jla. — CII6. : TTurep,

2014. — 448 c.
22. Yopn, b. Bayrpennee ycrpoiictBo Linux. / b. Yopa. — CII6. : Ilutep, 2016. — 384
c

23. Yosifovich, P. Windows Internals Seventh Edition. Part 1 / P. Yosifovich, A. lonescu,
M.E. Russinovich, D.A. Solomon. — Microsoft Press, 2017. — 784 p.

24. Intel 64 and 1A-32 Architectures Software Developer’s Manual [DnekTpoHHbBIH
pecypc] — DnexTpoH. TekcToBble AaH. —Ilocnennee obnoBnenue : 16.11.2020. —
Pexxum moctyma: https://software.intel.com/content/www/us/en/develop/articles/intel-
sdm.html.

9. MaTepuajbHO-TeXHHYecKasi 0a3a, HeoOXoAUMAs /ISl OCYLIeCTBIEHUS
o0pa3oBaTe/IbHOIO NMpolecca Mo AUCHUIINHE

MarepuanbHo-TeXHUYECKas 0a3a, HEOOXOoUMast ISl OCYIIIECTBICHHST 00pa30BaTEILHOTO
mporiecca Mo AUCIUIUINHE BKITIOYAET B CBOM COCTAB CHEIHAIbHBIE TOMEICHHUS:

-y4eOHBIC ayIUTOPHH JUTSI IPOBEICHUS 3aHATUHN JICKIIMOHHOTO THUTIA;

-y4eOHbIC ayAUTOPUU IS TIPOBEACHUS JTa0OpaTOPHBIX pabOT, OCHAIIIEHHBIE CPEICTBAMHU
BBIYHMCITUTCIIBHON TEXHUKH, ITOICPKUBAIOIIAMU TPOrpaMMHOE oOecrieueHne, yKa3aHHOE B
ITyHKTE 6;

- yaeOHbIC ayIUTOPHUH TS TPOBEICHUS TPYITIOBBIX W WHIUBUAYATLHBIX KOHCYIbTAIIHH;

- y4eOHBIC ayJUTOPHUH JUIS TIPOBEICHHS TEKYIIEro KOHTPOJS W IMPOMEKYTOUHOMH
aTTecTallnu;

- MIOMEIICHHUS [T CAMOCTOSITEIbHON paboThI;

- TIOMEHIeHMs] JJs XpaHeHWsT M MNPOQPHUIAKTUYECKOTO OOCITY)KUBAHUSA TEXHUYECKUX
CpencTB 00yUYeHUS.

[Tomemenus 1l CaMOCTOSTENIBHONH PabOThl O0O0YYaIOIMIMXCSl OCHAIEHBI KOMITBIOTEPHOM
TEXHUKOM C BO3MOXKHOCTBIO MOAKIIOUEHUs! K ceTu «MHTepHeT» u obecrieyeHHEeM A0CTyIa B
AIIEKTPOHHYIO HH(OPMAIIMOHHO-00pa30BaTENIbHYIO CPEy OpraHU3al1u.

Uncno mocagouHbIX MECT B JIGKIIMOHHOW ayAuTOpuU Oosiblie J100 paBHO CIIHCOYHOMY
COCTaBy IOTOKAa, a B ayAUTOPUM MAJSl NMPAKTUYECKUX 3aHATHH (CEMHHApOB) — CIHUCOYHOMY
COCTaBY I'PYIIIbI 00Y4arOIIUXCS.

ABTOpP(BI):
Kann. gus.-mat. Hayk e Mypun 1. M.

11
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IIpunoxenne Nel k padoueil nporpaMmMe JUCHUNINHBI
«be30macHOCTh B COBPeMeHHOIl HH(OPMALIMOHHOH cpeae»

D oHJ OLIEHOYHBIX cpeacre
AJISL MPOBEACHUSA TeKleIeﬁ H l'[pOMe)KyTO‘IHOi/i aTTreCcTallum CTYyJICHTOB
mo JTMCHUIIJIMHE

1. TunoBble KOHTPOJIbHBIC 3aJaHUS] UJIU UHBIC MaTEpHaAJIbI,
H006XOIll/lele AJIsi OHCHKH 3]—[31—[1/[17[, yMeHHﬁ, HAaBbIKOB U (PI.TI]/I) onbITa AeATCJIbHOCTH,
XapaKTEPU3yIIMX ITallbl q)OpMI/IPOBaHI/IH KOMIIeTeHIInii

1.1 KOHTpOJ’ILHbIe 3a/IaHUA U HHBIEC MaTepHuaJbl,
HCII0JBb3YEMBIE B IPOLIECCE Telcymeﬁ aTTreCcTanumu

Tect no Teme 1.1 [IpaBoBbIe 0CHOBBI 00ecieyeHUsi TH(POPMAIMOHHON 0€30MaCHOCTH

Kakue mosnoxxeHus, cBsA3aHHbIE C BONpocaMu 0OpaOOTKM MH(GOpPMAIUMHU, 3aKPEIUICHbI B
Koncrurynuu Poccutickoit ®enepannun?

a) [IpaBo Ha HEMPUKOCHOBEHHOCTH JIMYHON U CEMEHHOM TalHBI.

6) [IpaBo Ha 0OpabOTKy 1000 MH(GOPMALIUH JIFOOBIM BO3MOXKHBIM CITIOCOOOM.

B) 3anpeT Ha 00pabOTKy HH(POPMAIIK O YaCTHOM KU3HU JIMIIA O3 €ero coryiacusl.

r) [IpaBo Ha mosyyeHHe rpakJJaHaMu JI0IycKa K roCy1apCTBEHHOM TalHe.

Kakue Buapl uHpopManuu o0s3aTeabHO TpeOyercs 3aluiiaTb B COOTBETCTBHHM C
3aKkoHo 1aTenbcTBOM Poccuiickoit denepannu:

a) Muadopmarus a1 cmyxeOHOTO MOJIh30BAHUS.

0) IlepconanbHbIC TaHHBIE.

B) ['ocymapcTBeHHas TaiiHa.

r) BpaueOnas Taiina.

n) Bce nepeuncnennsie.

B cootBerctBuu ¢ ®enepanbHbiM 3akoHOM «0O0 uHbopmanmu, MHGOPMAIUOHHBIX
TEXHOJIOTUSX U 3aluTe nHGopManumn» nHpopmamus — 3To:

a) JIroOble naHHble, peAcTaBIeHHbIE HA MATEPHAIbHOM HOCHUTEIIE.

0) Ceenenus (cooOIIeHNUs, JaHHBIC), HE3aBUCUMO OT (hOPMBI UX MPEICTABICHUS.

B) He sneprus u ne marepusi.

r) CBeneHus, BOCIpPUHUMAEMble YEJIOBEKOM M (WJIM) CHELMAIbHBIMU YCTPOICTBAMU
KaKk oOTpakeHHe (PaKTOB MaTepuUajIbHOrO0 WJIM JYXOBHOTO MHpa B IpoLecce
KOMMYHHKAIIH.

UTo M3 mepedyrclIeHHOr0 MOXHO paccMaTpuBaTh Kak 0a3y JaHHBIX B COOTBETCTBHH C
3akoHOoJIaTeNbcTBOM Poccuiickort denepannmu:

a) EXCEL Tabnuiy ¢ ynopsiioueHHO# U CTPYKTypUPOBAHHON MHPOPMAITUEH.

0) ®aiin popmara DOC, B KOTOPOM CO3/1aH CIIHUCOK CIIyIIATENEH ITOM MPOrPaMMBI.

B) Kaproteky peructpaTypbl yUpexIeHUs 31paBOOXPaHEHHUS.

r) Bee nepeuncnennsie.

LenocTHOCTH MHpOPMALIUU — ITO:

a) OO0si3aTenbHOE JUIS BBIMOJHEHHS JMIIOM, MOJTYYUBLUIMM JOCTYN K ONpEAETICHHOM
uHpopmanuy, TpeOboBaHUE HE MepeAaBaTh TaKyl0 HHGOPMALMI0 TPEeThbUM JHLaM 0e3
coryacus ee o0najarens.

6) CocrosiHue nHpOpMalru, IPA KOTOPOM OTCYTCTBYET JIt000€ ee U3MEHEHUe 00
M3MEHEHHE OCYILIECTBISETCA TOJILKO MPEeTHAMEPEHHO CYOBeKTaMM, UMEIOIIMMH Ha HETro
IpaBo.

B) Bo3MOXHOCTH MosrydeHns HHGOpPMAIMU U €€ UCTIOIb30BaHUsl.

Ha reppuropuu Poccutickoit @enepannu 3anpelieHo pacupoCcTpaHeHHUe:
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7.

8.

9.

a) Mndopmanmu, KoTopast HarrpaBjieHa Ha MPOIAraHay BOWHBIL.

6) KomMmepueckoii TaifHbIL.

B) MHdopmanum, KoTopas HanpaBiieHa Ha Pa3)KUTaHUE PEIIMTHO3HOW HEHABUCTH.

r) [lepcoHanbHBIX JAHHBIX.
I'pakJaHWH WK IOPUIMYECKOE JIUIIO, OCYIECTBIISIONINE eI TEIBHOCTD MO SKCIUTyaTalliH
MH()OPMAIIMOHHON CUCTEMBI, B TOM YHCIIE TI0 00paboTKe MHPOPMAIUH, COJCpKAIICHCS B
ee 0a3ax JaHHBIX — ATO:

a) O6mnanarenb nHOOPMAIIHH.

0) Oneparop nHGOPMAIMOHHOW CUCTEMBI.
Ecnu He onpeneneno nHOTo, onepatopoM HHPOPMAITMOHHOM CUCTEMBI SIBJISECTCS:

a) O6manarenb nHOOPMAIIHH.

6) CoOCTBEHHHMK HCHOJIb3yeMbIX UIsi 00pabOTKM cojaepxarieiicss B 0azax JaHHBIX
WHGOPMAIINY TEXHHYECKHX CPE/ICTB.

B) Jlumo, ompenensitomiee 1menu oOpabOTKM HH(DOpPMAlMM M OCYIIECTBIISIONIEE
00paboTKy HH(pOpPMAIIHH.
He mMoxet ObITh OTpaHUYEH JOCTYII:

a) K unpopmaimu o cocTosIHUM OKPYKaroIIel Cpeibl.

0) K mepcoHanbHBIM TaHHBIM TOCYJAPCTBEHHBIX TPAKIAHCKUX CITY)KAITHX.

B) K nundopmanuu, xpansienics B OTKpbITHIX POHIaX OMOIHOTEK.

r) K cBenenusiM o 3070TOBaNIOTHBIX 3anacax Poccuiickoit denepanuu.

10. Kakyto OTBETCTBEHHOCTh MOXET TIOBJE€Yh HapylieHHe TpeOoBaHuii DenepaibHBIX

1.

2.

3aKOHOB:
a) YTOJIOBHYIO.
0) Aucuumnmunapayro.
B) AIIMUHHCTPATHUBHYIO.
r) ['pak 1aHCKO-TIPaBOBYIO.
n) Bce nepeuncnennsie.

Tect mo Teme 1.2 3ammTa NepcoOHAILHBIX JAHHBIX

[TepconanpHbIe JaHHBIE — 3TO:

a) CemeHust 0 CyOBEKTE IEPCOHANBHBIX JAaHHBIX HE 3aBUCHMO OT (OPMBI HX
MIPEACTaBIICHHS.

0) Jlrobas nHpopManus, OTHOCAMIAsICA K MPSIMO WIM KOCBEHHO OTIPENICICHHOMY WU
ornpenensieMoMy (HPU3NIECKOMY JIHIY (CyObEKTY NepCOHANBHBIX JaHHBIX).

B) Jltobass mHpOpMamus, OTHOCSIIASACS K ONPENCIICHHOMY WM ONpPEACIIeMOMY
¢buznueckomy nuiy (CyObeKTy MepCOHAIbHBIX JaHHBIX).

r) JIro6ass nHpOpMaIKs, OTHOCSINASACS K ONPENEICHHOMY WM OIpelensieMoOMy Ha
OCHOBAaHUU Tako# mHpopManuu Gu3nIecKoMy JUILY (CYOBEKTY MEPCOHANBHBIX JaHHBIX),
B TOM 4HCJIE ero (paMmims, UMsi, OTYECTBO, I'OJl, MECSII, JaTa U MECTO POKACHUS, aJpec,
ceMeifHoe, colualbHOE, WMYIIECTBEHHOE IMOJIOKEHHe, oOpa3oBaHue, npodeccus,
JOXO/Ibl, Ipyras HHpopMaLus.

Ha kakue oTHOWIEHHMs HE pacmpocTpaHsercs JeiicTBue ¢enepanbHoro 3akoHa «O
NEePCOHAIBHBIX JAHHBIX»?

a) Ha 06paboTKy nepcoHaIbHBIX JaHHBIX, OTHECEHHBIX B YCTAHOBJIEHHOM MOPSJIKE K
CBEJICHUSIM, COCTABJISIOIIMM IOCYIapCTBEHHYIO TalHYy.

6) Ha 06paboTKy nepcoHaNbHbIX JaHHBIX, HEOOXOAUMYIO Ul OCYLLECTBIICHHS MpaB
Y 3aKOHHBIX HHTEPECOB OIEpaTOpa WM TPEThHUX JIULI.

B) Ha o00pabGoTKy mepcoHaJbHBIX TaHHBIX, HEOOXOAUMYIO JUIS HWCIHOJIHEHUS
CyneOHOTro aKTa.
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r) Ha oOpaboTKy mepCOHaNbHBIX JaHHBIX (PU3MYECKHMMH JIMLIAMH HCKIIOYUTEIHHO
JUISL JIMYHBIX M CEeMEWHBIX HYXJ, €CIU NPH 3TOM HE HapYyIIAIOTCs IMpaBa CyObEKTOB
NEPCOHATILHBIX JAHHBIX.

n1) Ha o0pabGoTky mepcoHaNbHBIX MAHHBIX, HOMISKAIIMX OMYOJUKOBAHHIO WU
00513aTeIbHOMY PacKpBITHIO B COOTBETCTBUH € (heiepaTbHBIM 3aKOHOM.

e) Ha 00paboTky mepcoOHaNbHBIX JIaHHBIX, HEOOXOJMMYIO [UISI OpraHH3aIUH
XpaHEHUs, KOMIUIEKTOBAHMSA, y4eTa M HCIIOJIb30BAHMS COJCPIKALNINX MEPCOHATBHBIX
JAHHBIX APXHUBHBIX JIOKYMEHTOB B COOTBETCTBHH C 3aKOHOJATEILCTBOM 00 apXWBHOM
nene B Poccuiickont @enepanuu.
®enepanbHbIi 3aK0H «O MEPCOHANBHBIX TAHHBIX)» PETYIUPYET OTHOIICHUS, CBA3aHHBIC:

a) McximrounTtenbHO ¢ 00pabOTKOM MEpPCOHATBHBIX TaHHBIX C HCIIOJIb30BAHUEM
CpEeACTB aBTOMATHU3AIIH.

0) C 00paboTKO¥ MEePCOHANBHBIX JaHHBIX, HE3aBUCHMO OT TOr0 00padaTHIBAIOTCS JIH
OHH C UCTIOJIb30BAHUEM CPEJICTB aBTOMATH3AIMU WU HET.

B) C  00paboTKOi MEpCOHAIBHBIX JAaHHBIX C  HCIOJb30BAHUEM  CPEJCTB
aBTOMAaTHU3alMM, a TaKke ¢ o0pabOTKON NepCOHANbHBIX JAHHBIX 0€3 HCIOJIb30BAHUS
CpEACTB aBTOMATH3AIlMH, €CIIM Takas oOpabOTKa COOTBETCTBYET XapakTepy JIEHCTBHIA,
COBEPIIAEMBIX C TIEPCOHATBHBIMA JTAHHBIMHU C UCTIOJIB30BAHUEM CPEIICTB aBTOMATH3AIINH.

r) C o0paboTkOW TEPCOHANBHBIX JaHHBIX ©0€3  HCIOJb30BaHUS  CPEJCTB
aBTOMaTH3AIHH.

JlelicTBusi, B pe3yabTare KOTOPBIX CTAHOBHTCS HEBO3MOXKHBIM 0€3 HCIOJIb30BAHUS
JOTIOJTHUTEIHPHON MH(POPMALIMU OTPENENUTh MPHHAIICKHOCTD MMEPCOHATBHBIX JTaHHBIX
KOHKPETHOMY CYOBEKTY TIEPCOHAITBHBIX JJaHHBIX, — 3TO:

a) brokupoBaHue nepcoHaNbHBIX JAHHBIX.

0) YHUUTOXKCHHUE MIEPCOHATBHBIX JaHHBIX.

B) O0e31MunBaHKe MEPCOHATBHBIX JAHHBIX.

r) [lepeBon nepcoHaNbHBIX JAHHBIX HA aQpXUBHOE XpaHEHHE.

JleiicTBus, B pe3yibTaTe KOTOPBIX 8peMeHHO TIpEKpalaeTcs 00paboTKa MepcoHaNbHbBIX
JAHHBIX, — 3TO:

a) brokupoBaHue nepcoHaNbHBIX JAHHBIX.

0) YHUUTOKEHHE NTEPCOHANBHBIX JTaHHBIX.

B) O6e3MunBaHne NePCOHAIBHBIX JaHHBIX.

r) [IepeBos nepcoHaNbHBIX JAHHBIX HA aQPXUBHOE XpaHEHHE.

Kakue u3 nepeynciieHHbIX JeMCTBUIA ¢ TEPCOHANIBHBIMU JaHHBIMHU SIBJISIOTCS 00pabOTKOM
MePCOHAIBHBIX JaHHBIX:

a) XpaHeHHe MEePCOHATBHBIX TaHHBIX.

0) 3anuch nMepcoOHaIbHBIX JaHHBIX.

B) O6e3MunBaHne NePCOHAIBHBIX JaHHBIX.

r) YaneHue nepcoHalbHBIX JaHHBIX.

C Toukwu 3penus peaepanbHOro 3akoHa «O MepcoHANbHBIX JAaHHBIX)» OMEepaTop — 3TO:

a) ['ocynapcTBeHHBIN OpraH, MyHULIUIIAJIbHBIN OpraH, IPUIHYECKOe WK (HPU3HUecKoe
JIMII0, CaMOCTOSITEIbHO WJIM COBMECTHO C JPYrUMH JIMLIIAMU OpraHusyrwouiue u (Win)
ocymecTBisitonue oopadotky I[1/IH, a Takke ompenenstomue menu odpadorku I[1/1H,
coctaB [1/In, moanexamux o6paboTke, neicTBus (omepaiuu), copepiiaemsie ¢ [1J1H.

0) I'paxiaHuMH WM IOPUIMYECKOE JIMIO, OCYLIECTBISIOIINE JESATEIbHOCTh 10
SKCIUTyaTalui MHGOPMALIMOHHON CHUCTEMBI, B TOM 4Hcie Mo 00paboTke MH(opMaIuH,
cojJiepxarieiics B ee 6a3ax JaHHBIX.

O06paboTka nepcoHaNbHBIX JAHHBIX:

a) He nomyckaercst 6e3 cornacus cyobeKTa MepCOHAIBHBIX TaHHBIX.

6) /lomkHa OorpaHMYMBATHCS JOCTHXKEHHEM KOHKPETHBIX, 3apaHee OIpe/esIeHHbIX U
3aKOHHBIX LIeJIEH.
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10.

11.

12.

13.

14.

15.

16.

B) He nomyckaercst B cimydasx HECOBMECTHMBIX C LEISIMH cOOpa MEepCOHAIBHBIX
JTAHHBIX.

r) Jlo/mwkHa OCyIIEeCTBIATHCS HAa 3aKOHHOM U CIIPABEIJIMBOM OCHOBE.

O0paboTka MepcoHaIbHBIX JAaHHBIX JTOMYCKACTCS:

a) C cormacus cy0beKTa MepcoOHAIBHBIX JAHHBIX Ha 00pabOTKy €ro mepcoHalbHbIX
JTAHHBIX.

0) B ciyuasix, ecu oHa HEOOX0IUMa JUTsl UICIIOJIHEHUS CyI€OHOTO aKTa.

B) B cmywasx, ecnu oHa HeoOXoauma Ui OCYIIECTBICHHS NpOQdecCHOHATBHON
JESTEIbHOCTH JKypHalIMcTa M (WIM) 3aKOHHOM JAEATEIbHOCTH CpEACTBA MacCOBOM
nHpOpMaIHH.

r) B ciuyuasx, ecnu Bemercs oOpaOOTKa MMEPCOHANBHBIX JAHHBIX, MOJIEKAITUX
ONyOJIMKOBAHUIO B COOTBETCTBHUU C 3aKOHOAATeNbCTBOM Poccuiickoit deneparum.

KTo Hecer OTBETCTBEHHOCTh 3a NEWCTBUS IOPUIAMUYECKOTO JIAIA, KOTOPOMY TOpydeHa
00paboTKa MePCOHANBHBIX TaHHBIX, IEpe CyObEKTOM TEPCOHAIBLHBIX TAHHBIX ?

a) Oneparop.

0) IOpuanueckoe IuI0, KOTOPOMY MOPYIHIIA 00padOTKY.

B) Hukro.

r) Pockomuamzop.

B nopyuenun 06paboTku JOKHBI OBITH 00S3aTEILHO OTIPEICTICHBI U YKA3aHbI:

a) [lenmn 06paboOTKH MepCOHANTBHBIX TaHHBIX.

6) CyObeKTbl NEepCOHANbHBIX MaHHBIX, YbH IEPCOHAJbHBIE JAaHHBIE OYAyT
00pabaThIBaThCs MO NOPYUCHHUIO.

B) TpeboBanus k 3amure oOpadaThIBa€MbIX IEPCOHATBHBIX TAHHBIX.

r) CpenctBa 3amuThl WH(pOpPMANUK, KOTOpPhIE HEOOXOJAMMO  IPUMEHSTH
IOPUANYECKOMY JIUILY, KOTOPOMY MOpy4YeHa 00pabOoTKa MepCOHATbHBIX JaHHbBIX.

Ha koM nexut 00s3aHHOCTH IO JOKa3aTEeNbCTBY IOJy4EHUS COTJiachsi OT cyObeKTa
MEePCOHATBHBIX JaHHBIX?

a) Ha Pockomuamzope.

0) Ha ropunnueckom suiie, KOTOpOMY MOPYIHIIH 00pabOTKYy.

B) Hu Ha koM.

r) Ha omepatope.

Cornacue cyObeKTa epcoHaIbHbIX JAHHBIX JIOJDKHO BKIHOYATH:

a) IlacopTHble AaHHBIE CyOBEKTa IMEPCOHANBHBIX MAHHBIX WM €ro 3aKOHHOTO
MIpeICTaBUTEIS.

06) KoHTakTHble MAaHHBIE JMIA, OTBETCTBEHHOIO 3a OpraHM3alMi0 00pabOTKU
MePCOHATBHBIX JTAHHBIX.

B) Azpec omeparopa.

r) damwiuMu, MMEHa M OTYecTBa (UIUYECKUX JIML, KOTOPBIE OCYILIECTBISIIOT
00paboTKy MepCOHAIbHBIX IAHHBIX 0 MOPYUYEHHUIO OIIEpaTopa.

B cnyyae cMepTH cyObekTa nepcoHaIbHBIX TaHHBIX:

a) [lomyuats cormacue Ha 00OpabOTKy €ro MEepCOHANBHBIX AaHHBIX Tpedyercs y
HACJIe/IHUKOB CYOBEKTa MEPCOHAIbHBIX TaHHBIX.

6) Ilomyuars corsacue Ha OOpabOTKY €ro MHEpCOHANbHBIX JaHHBIX TpeOyeTcs y
Pockomuanzopa.

B) ITonyuaTs cornacue Ha 06pabOTKyY €ro nepcoHaIbHBIX JAHHBIX HE TpeOyeTcs.

K cnenuanbHbIM KaTeropusiM NepCOHAIbHBIX TAHHBIX OTHOCSTCS:

a) CBeJleHMsI, KacaroIHecs: pacoBOM MPHHAICKHOCTH.

6) CBezieHus1, Kacaroluecs rpak1aHCTBA.

B) CBezieHus, Kacarourecs NOJIUTUYECKUX B3IJISAIOB.

r) CBelleHHs], Kacaroluecsi MHBAJIUIHOCTH.

C touku 3penus deaepanpHOro 3akoHa «O MEpPCOHATBHBIX TAHHBIX» K OMOMETPUUYECKHM
NEPCOHAIILHBIM JJAHHBIM OTHOCSITCSL:
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a) Bce cBeneHHs, KOTOpBIE XapaKTEPHU3YIOT (U3UOJIOTHYECKHE U OUOJOTUYESCKUE
0COOEHHOCTH YeJIOBEKa, Ha OCHOBAHUU KOTOPBIX MOKHO YCTAaHOBHTD €0 JIMYHOCTb.

6) CseneHusi, KOTOpble BHOCATCA B 0a3y OMOMETPHMYECKMX IaHHBIX TIpakIaH
Poccniickoit denepanumn.

B) Bce cBenmeHus, KOTopble XapaKTepH3yIOT (DU3HOJIOTHYECKHE U OHOJIOTHYECKHE
0COOEHHOCTH YeJIOBeKa, Ha OCHOBAaHMHM KOTOPHIX MOXXHO YCTaHOBUTH €r0 JINYHOCTb, H
KOTOPBIE UCIIOJIb3YIOTCS JJIsl YCTAHOBJIEHUS €T0 JIMYHOCTH.

17.Kto o006s3aH yOequTbCcs B TOM, YTO HMHOCTPAHHBIM TOCYAapCTBOM, Ha TEPPHTOPHUIO
KOTOPOTO  OCYHIECTBIISIETCS —Iepefada TEepPCOHANBHBIX JaHHBIX, O00eCIeunBaeTCS
aJICKBaTHAsl 3al[UTa IIPaB CyObEKTOB MEPCOHATBHBIX TAHHBIX ?

a) Oneparop.

0) IOpuanueckoe IuI0, KOTOPOMY MOPYIHIIA 00padOTKY.

B) Hukro.

r) PockomHuamzop.

18. CyObekT nmepcoHaNbHBIX TAaHHBIX HMEET MPaBO Ha MOJyYeHUE CIeAyIomerd nHopMaIii,
Kacatoleicss 00pabOoTKU ero NepCcoHaNbHBIX JaHHBIX:

a) [IpaBoBble OCHOBaHUS U 11eJIM 00pabOTKU NEPCOHATBHBIX JAHHBIX.

6) IloumeHHBII nepeyeHb COTPYIHUKOB OINEepaTopa, KOTOpPble UMEIOT JOCTYI K €ro
MEPCOHAIFHBIM JTAHHBIM.

B) CBeneHus 00 OCYHIECTBICHHON WIM O TpeArnojaraéMoil TpaHCIpaHUYHON
nepenavye JaHHbBIX.

r) CBeZieHHsI O MPUMEHSEMBIX OIIEPaTOPOM CPECTBaX 3al[UThl HH(POPMALIHH.

19.1lpaBo TpakmaHwmHa Ha TOJIy4YeHHWe WH(POpPMAIMH, Kacaromeics o0paboTKH ero
MEePCOHAIBHBIX JaHHBIX, MOXKET OBITh OTPAaHUYEHO:

a) Ha ocHoBaHuu 3asBiieHUs APYroro cyObekTa NEPCOHATbHBIX JaHHBIX.

0) B cnydasx, ecaum oO0paboTKa MepCOHATBHBIX JAHHBIX OCYIIECTBIISETCS B CIIydasX,
NPElyCMOTPEHHBIX 3aKOHOJATeNbcTBOM Poccuiickoit denepanu O TpaHCIOPTHOM
0€30MMacHOCTH.

B) B ciydasx, ecnmu oOpaboTka NEpPCOHATBHBIX JaHHBIX OCYIIECTBIISETCS B IIEIAX
000pPOHBI CTPaHbI, 0€30MaCHOCTH FOCYAAPCTBA U OXPaHbI IPABOMOPSAKA.

r) B caydasx, ecan oOpaboTka mepcoHandbHBIX JAaHHBIX OCYIIECTBIISETCS B paMKax
3aKOHHOM JI€ATEIbHOCTHU CPEJCTBA MacCOBOI MH(OPMAIIHH.

20. KoHTponb W Ham30p 3a BBINOJHEHHEM Mep IO O0OecleueHuro Oe30MacHOCTH
MIePCOHATBHBIX JAHHBIX OCYILIECTBIISIET (OCYIIECTBIISIOT):

a) MunkomcBszu Poccun.

6) PockomHamzop.

B) ®Cb Poccun.

r) ®CTOK Poccun.

21. Kakoii oprad rocyaapCcTBEHHOI BJIacTH MMEET MPaBO O3HAKOMIICHUS C MEPCOHAIbHBIMU
JAHHBIMU TIPU OCYIIECTBICHUU KOHTPOJILHBIX U MPOBEPOYHBIX MEPOIPHUITHIA?

a) ®Cb Poccum.

6) PockomHa3op.

B) ®CTOK Poccum.

22. JIuna, BUHOBHBIE B HapyLIEHUH TOJIOXKEHUH 3aKoHoAaTenbeTBa Poceuiickoit deneparuu
B 00JIaCTH NEPCOHAIBHBIX JAaHHBIX MpU 00pabOTKE MEPCOHAIBHBIX JAaHHBIX pPAOOTHHKA,
MOTYT OBbITh TPUBJICYEHBI:

a) K yrosnoBHO# OTBETCTBEHHOCTH.

6) K aucruruimHapHO# OTBETCTBEHHOCTH.

B) K aniMuHHCTpaTHBHON OTBETCTBEHHOCTH.

r) K marepuaibHOI OTBETCTBEHHOCTH.
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Tect mo Teme 1.3 OprannzanuoHHbIe 0CHOBBI O0ecnieyeHNs] HH(POPMAaIMOHHOM
0e3omacHOCTH

1. PacnonoxkuTe B MpPaBMIBHOM MOPSAKE ATambl paboT MO OOecredeHrto 0e30MacHOCTH
uH(pOpMaIUH.
1) Ouenka cooTBeTCTBUS 00bEKTa UHPOPMATU3ALHH.
2) BorsiBienue u aHanu3 HHPOPMALMOHHBIX aKTHBOB.
3) IlpoextupoBanue (pa3paboTKa) CUCTEMBI 3alIUTHl HH()OPMAIIHH.
4) ®opmupoBanue TpeOOBaHUH K 3aIIUTE HH(DOPMAIIHH.
5) BHenpenue cuctemsl 3alMThl HHPOPMALIH.
6) DKcrulyatanus CUCTEMBI 3alUThl MH(OpMaLIUU.

a)1)2)3)4)5)6).
0)4)2)3)5)1)6).
B)2)4)3)5)6)1).
r)2)4)3)5)1)6).

2. Ilyctb He 00e3mMUYEHHBIE IEPCOHANBHBIC JAHHBIE O COCTOSHUM 3/I0POBBSI BCEX T'paKIaH
SpocnaBckoit obmactu 06pabarhiBaloTCs B MHGOPMALMOHHON cucTeMe, ISl KOTOpPOi
aKTyaJbHBI YIpO3bI CBSA3aHHBIC C AKCIUTyaTallMel ys3BUMOCTEH B NMPHUKIAIHOM, HO HE B
CHCTEMHOM TIpOrpaMMHOM obOecrieueHun. Kakoil ypoBeHb 3alIMIIIEHHOCTH JOJDKEH OBITh
YCTaHOBJICH ISl TAKUX MTEPCOHATBHBIX JAHHBIX?

a) Y31.
0) V32.
B) V33.
r) Y34.

3. IlycTh He 00e3MMYCHHBIC TIEPCOHATBHBIC TAHHBIE B TOM unciie poTorpadust COTpyTHUKOB
Hebospmoro (Mo 10 000 coTpyaHUKOB) TPEANPUATHS 00padaTHIBAIOTCA B CHUCTEME
KOHTPOJISI U YIPABIIEHUS JOCTYIIOM, JUIsl KOTOPOM aKTyallbHbI YTrpo3bl HE CBSI3aHHBIE C
JKCIUTyaTaleil ya3BUMOCTEH B MPUKIAJIHOM U CUCTEMHOM IPOTpaMMHOM OOECTIeUEHUH.
Kakoii ypoBeHb 3alllUIIEHHOCTH JOJDKEH ObITh YCTAHOBJICH JJISl TaKUX MEPCOHATIBHBIX
NAHHBIX?

a) Y31.
0) V32.
B) Y33.
r) Y34.
4. BHelHue HapyIIUTENN PEATU3YIOT YIPO3bI:
a) M3 BHEMIHUX ceTelt CBSA3H 001ero Nojab30BaHusl.
0) HemmocpenctBeHHO B MH(DOPMAITMOHHBIX CUCTEMAX.
B) U3 ceteit MexxayHapogHOTO HH(DOPMALIMOHHOTO 0OMEHa.
r) Haxomscek B mpenienax KOHTPOJIUPYEMOM 30HBI.
5. Ilpumepamu BHEIIHUX HAPYLIUTENIEH MOTYT SBISATHCS:
a) [lonp3oBaTen HHPOPMALIMOHHOM CUCTEMBI.
6) Konkypupyromirue opranu3aium.
B) HenoOpocoBecTHbIE MapTHEPHI.
r) O6CIyKMBAIOLIUI TepcoHall OpraHU3alHH.
6. Ilpumepamu BHYTPEHHUX HAPYLIUTENEH MOTYT SIBISTHCS:
a) AZIMUHUCTPATOPbI 0€30MaCHOCTH HH(POPMAITMOHHBIX CUCTEM.
0) CropoHHue pU3NYECKHE TUIIA.
B) JIuna, oOecrnieunBaromye COnpoBOKAEHUE IPOrPAMMHOT0O 0OecieueHusl.
r) KpuMunHanbHble CTPYKTYPBI.
7. K 0ObEKTUBHBIM yrpo3aM OTHOCATCS:
a) OmmOKu 00CITyKHBAIOILEro NepCoHaIa.
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10.

11.

12.

13.

0) Jledekrbl, cOom M OTKa3bl, aBapUU TEXHHYECKHUX CPEJCTB U CHCTEM OOBEKTOB
nH(pOpMATH3ALINY, a TAK K€ CUCTEM obecrieueHust 00bEeKTOB HH(POPMATH3ALINH.

B) IIpupoaHsie siBICHUS, CTUXUHHBIE OCICTBUS.

r) @akTopbl COUUAIBHO-TIOIUTHYECKOTO XapaKTepa.

YTpo3bl yTeukn HHPOPMAIUK BO3MOXKHBI IIOCPEACTBOM:

a) BoszelicTBus mporpaMMHBIMHU CpPEICTBAMU B KOMIUJIEKCE C IpPEIHAMEPEHHBIM
CHJIOBBIM 3JIEKTPOMAarHUTHBIM BO3/I€HCTBUEM.

0) [lepenaun nHPOpPMAIHH IO OTKPBHITHIM KaHAJIAM CBSI3H.

B) IloaximroueHns K TEXHUYECKUM CPEACTBaM M CUCTeMaM 00beKTa HHPOPMaTH3AIHH.

r) O0paboTky WH(GOPMAITUU HA HE3AIMUIIICHHBIX TEXHUIECKUX CPEACTBaX 00pabOTKU
nHpOpMAaIHH.

VYTrpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYNA K HHPOPMAIUH, PEAIU3YIOTCS yTEM:

a) Konuposanust naopmanny Ha He3aperuCTPUPOBAHHBIN HOCUTENb HH(OPMALIUH.

0) XuiieHus: HOCUTEeNs 3aliilaeMoil HHpopMaIHH.

B) Hcnonp3oBaHuss nOporpaMMHOro  OOecredeHHs]  TEXHHUYECKUX  CpEICTB
MH(OPMALIMOHHON CUCTEMBI, Yepe3 MPUMEHEHUE BPEJOHOCHOTO MPOrPaAMMHOTI0 KO/1a.

r) CuioBOro 3JaeKTPOMarHUTHOTO BO3JEHCTBUS MO MPOBOJHBIM JIMHUSM CBSI3U Ha
MOPTHI BBOJIa-BbIBOJIa CUTHAJIOB U TIOPTHI CBSA3H.

Kakue cpencrtBa 3ammuTel wHGOpPMAIUK OOBIYHO TPUMEHSIOTCA IS OOCCTICUCHHSI
6e3omacHOCTH HHGOpMAIH, 00padbaThiBaeMO Ha aBTOHOMHBIX KOMITBIOTEPAX:

a) CpenctBa 3aUThl HHPOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

0) MexceTeBble SKpaHBbI.

B) CpezactBa kpunrorpaguueckoi 3auThl THGOPMaIUH.

r) CpencTBa aHTUBUPYCHOM 3alTUTHI.

1) CrucreMbl OOHAPY)KEHUSI BTOP)KESHUH.

Kakue cpencrtBa 3ammutbhl WHGOPMAMHK TO3BOJAIOT 00ECEUUTh OE30MaCHOCTh
uHpopmaluy, TepefaBaeMoOd IO KaHallaM CBSI3W, BBIXOJMIIMM 32  MPEesbl
KOHTPOJIUPYEMOM 30HBI:

a) CpenctBa 3amuThl THPOPMAIIMU OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

0) MexcereBble IKpaHBI.

B) CpezctBa kpunrorpaguueckoi 3auTbl HHPOPMAIIHIH.

r) CrucreMbl 0OHAPYXEHHUST BTOPKEHHUH.

Kakoii Bua cpenctB 3amuThl MHQOpPMAIMU MO3BOJISIET KOHTPOJIUPOBATH Pa3INYHbIC
KaHaJbl neperayd UHPpOpMaIK: 3JIeKTPOHHYIO MOYTY, MECEH IKEePbl, CheMHbIE HOCUTEIU
nadopmaruu?

a) IPS.

6) DLP.

B) IDS.

r) CSP.

ATtTectanusa 00beKTOB HH(GOPMATU3ALIUN — 3TO:

a) JlokymMeHTaJIbHOE YIOCTOBEPEHHE COOTBETCTBHS MPOAYKIIMU MK UHBIX OOBEKTOB,
IIPOLIECCOB IIPOEKTUPOBAHHUSA, IPOU3BOJCTBA, CTPOMUTENBCTBA, MOHTaXa, HAJIAIKHU,
JKCIUTyaTaIlM, XpaHEHUs, TePEeBO3KH, peanu3allid U YTUIW3AllUU, BBIMOJTHEHUS PadoT
WIM OKa3aHUs yciIyr TpeOOBaHUSM TEXHUYECKHX PErJIaMEHTOB, IOJIOKECHHIM
CTaHJapTOB, CBOJIOB MTPABHJI MJIU YCIOBHSIM JOTOBOPOB.

6) [Ipsimoe niM KOCBEHHOE omnpejieneHne coOmoieH s TpeOOBaHUH, MpeabsABIsIEMbIX
K OOBEKTY 3aIlUTHI.

B) Od¢unmanbHoe NpHU3HAHUE KOMIIETEHTHOCTH (PU3UYECKOTO WM IOPHUANYECKOTO
JIMIIA BBITMOJIHATH pabOTHI B ONPeeICHHON 00IacTH.

r) KoMmriekc opraHu3aiimoHHO-TEXHUUYECKUX MEpONPHITUH, B Pe3yabTaTe KOTOPBIX
MIOCPE/ICTBOM CIIELHAIBHOTO JIOKYMEHTa MOATBEPXKIAETCS,, YTO OOBEKT COOTBETCTBYET

18



TpeOOBAaHUSAM CTAaHIAPTOB WJIM WHBIX HOPMATHBHO-TEXHUYECKHX JOKYMEHTOB IIO
6e301macHOCTH HH(POPMALIUH.
14. Kakoli JOKyMEHT AaeT mpaBo oOpaboTKu MH(POPMAIMH C yKa3aHHBIM B HEM YPOBHEM
KOH(UICHIINATEHOCTH?
1) JIuuensus.
2) ATTecTar akKpeIuTaluH.
3) Cepruduxar.
4) ATTectar COOTBETCTBUS.
15. Ha nHacrosimmiéi MOMEHT CPOK JCHCTBHSI aTrTecTara COOTBETCTBHS WH(MOPMAIMOHHOMN
CHCTEMBI, B KOTOpOi 0OpabaTriBaeTcsi KOH(pUICHIMAIbHAS HH(POpMAIUs, B CIydae, eCliu
B XOJI€ €€ JKCILTyaTal[iH, B HEE HE BHOCSTCS CYILIECTBEHHbIE H3MEHEHHU S, COCTABIISET:
a) 3 roja.
0) 5 ner.
B) Bechb cpok akcrmyaTanuy HHPOPMAITMOHHON CUCTEMBI.
16. TecTupoBaHUE Ha TPOHUKHOBEHHE — 3TO CKOpEe:
a) AHanu3 ysa3BUMOCTENH HH(OPMALIMOHHON CHCTEMBI.
0) McnbiTanust cUCTEMbl 3alIUThl MH(OPMALMK MYTEM OCYIIECTBJICHUS MOMBITOK
HECaHKIMOHUPOBAHHOTO JIOCTYMA (BO3/IEHCTBHS) K MHPOPMAIIMOHHOM cucTeMe.

Tect no Teme 2.1 ApXxuTeKTYpa KOMNBIOTEPa

1. 3a HemocpeaCcTBEHHOE BBITOJIHCHUE OTIEPAIHH B MIPOIIECCOPE OTBEUALT:
a) ApupMeTHKO-JIOTHYECKOE YCTPOMCTBO.
0) Kamr-namsre.
B) Biiok ynpasiieHus.
r) Peructpsr.
2. Ucnone3ys 10 OuT s agpecanuu sYeeK HaMsATH pa3MepoMm 1 OailT, MBI CMOXEM
00€ecTeunThb aipecarifio CIeayonero oobemMa namsTu:
a) 10 Gaiir.
0) 80 Oaiir.
B) 1024 Gaitr.
r) 1024 our.
3. Pacmosioxxute B MopsiaKe yBEITHYCHUS 00beMa ITaMsITH.
a) Ctpanura.
0) bur.
B) Ci0BO.
r) bauk.
n) Slueiika.
4. PacrosioXuTe BUJIbI TAMITH B TIOPSIIKE YBEITHUECHUH CKOPOCTH PAOOTHI.
a) Peructpsl nmpoueccopa.
0) TBepoTeIbHBIC HAKOTIUTEIIH.
B) OcHOBHast (oriepaTuBHAas) TAMSATh.
r) OnTHYECKHE AUCKH.
1) MarHuTHBIC JKECTKHE JTUCKH.
e) Kom-namsrs.
5. Kakas koHuenius 0ObIYHO peaau3yercs B Mpolieccopax BUICOKapT?
a) MHO>XeCTBEHHBII MOTOK KOMaH]l, MHOXKECTBEHHBIN TOTOK JaHHBIX.
0) OQMHOYHBINM TOTOK KOMaH]], MHOKECTBEHHBIN MOTOK JTAHHBIX.
B) MHOXECTBEHHBII MOTOK KOMaH/I, OJIMHOYHBIN MOTOK JAHHBIX.
r) OJMHOYHBINA TOTOK KOMaH I, OJTAHOYHBINA MOTOK TAHHBIX.
6. Jlns cCOBpeMEHHBIX MAarHUTHBIX )KECTKHUX JUCKOB XapaKTePHO:
a) bonpIrast cTOMMOCTE IO OTHOIICHHIO K TBEPOTEIHHBIM HAKOTTHTEIISIM.
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0) [locTrenenHoe n3HAMIMBAaHUE TPAH3UCTOPOB.
B) Hannune MexaHMUECKHUX AJIEMEHTOB.
r) PacrnonoxeHnue KOHTpoJIepa Ha MAaTEPUHCKOU IIIaTe.
1) Bonpmmii 06beM namMsATH 10 CPABHEHHUIO C TBEPAOTEIHHBIMH HAKOTIUTEISIMU.
7. Kakas mmHa Haubojiee pacHpoOCTpaHEHAa Ha TEKYIIMd MOMEHT B MEPCOHAIBHBIX
KOMIBIOTEpaXx:
a) ISA.
0) PCI.
B) PCI Express.
r) SCSI.
8. IlycTp TakTOBas YacTOTa IIMHBI KOMITbIOTEpa cocTtaBiser 5 [T, 3a omuH TakT Mo IUHE
MOXHO niepenaTh 16 6ut. OneHuTe CKOPOCTH NIepeaaun nHPOpMaIUu 1o MUHE?
a) 80 Merabur B CeKyHy.
6) 10 'urabaiit B cexyHy.
B) 80 ['urabaiT B CeKyHy.
r) 21 T'urabait B CEKyHY.
9. Jlnst MpOeKIIMOHHO-EMKOCTHBIX CEHCOPHBIX SKPAHOB XapaKTEPHO:
a) Beicokast CKOpOCTh OTKJIMKA TTPU KaCaHUH.
6) Bo3MOXHOCTB yIpaBiieHUs pa3IMuHbIMHU YCTPOIICTBaAMHU.
B) IToamepsxka multi-touch.
r) HeBo3MOXKHOCTh OTpe/ieNieH sl CUITbI HaXKaTHSI.
n) [IpoGnema «aBOECHUSDY.
10. DnemMeHTaMU KUAKOKPUCTATUIMIECKOTO MOHUTOPA SIBIISTFOTCS:
a) JIyaeBas TpyOKa.
0) Mcrounuk cBeTa.
B) XXK-marpuia.
r) [13C-matpura.
1) DIEKTPOIBI.
11. Kakoii anmeMeHT npuHTepa OTBeUaeT 3a (pukcaiuyio ToHepa Ha Oymare:
a) ®ortosai.
6) TepmoBa.
B) Posnk nepenoca.
r) Ban nogaun ToHepa.
12. Ha3znaueHueM ja3epa B IBETHOM MPUHTEPE SBISCTCA:
a) Hanecenue Tonepa Ha oToBas.
0) @ukcalus TOHEepa Ha Oymare.
B) YIaJeHue HECYIHX 3apsil SJIEMEHTOB ¢ (poToBaa.
r) [Togaya Gymaru B IpuHTED.
13. Dnementamu 1uppoOBO BeO-KaMephl SBISIFOTCS:
a) ®oToruIcHKA.
0) OObeKTHB.
B) [13C-marpuiia.
r) ®ukc-pokyc
1) IIpoueccop.
14. JIna KoHAEHCATOPHBIX MUKPO(OHOB XapaKTEpHO:
a) Crabasi 9yBCTBHUTEIILHOCTb.
6) YcToiiunBOCTh K yAapam.
B) BhIcOKas 4yBCTBHTEIEHOCTD.
r) 3aBUCHMOCTh OT TAPaMETPOB OKPYXKAIOLIEH Cpeibl (TeMIepaTypbl, BIaKHOCTH).
1) [IpuMeHeHne B CTyAUAX 3BYKO3AITUCH.

Tect no Teme 3.1 BBeieHne B HH(POPMALMOHHYIO 0€30MACHOCTH ONEPALMOHHBIX CHCTEM
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IIycte B OC peann3oBaHO AUCKPELMOHHOE YIPaBJIEHHE IOCTYIIOM CO CIEAYIOLIUMU
npaBaMu: ureHue(r), 3amuch(w) U ucnoiHenue(x). IlpucyrcTByer daiin mpumoxeHus
«KanpkynsaTop.exe» co cieayromuM cnuckom pgocrtyna: (Amuca: rwx), (bopuc: rx).
Bribepure npaBuiIbHbBIC YTBEPIKICHHS:

a) Anyca MOXET 3aIlyCTUTh NpuiiokeHue «KanbKynsTop.exey.

0) bopuc He MoxeT 3amycTuTh npuiioxkenue «Kaabkynsarop.exe».

B) Anica He MOXET U3MEHHUTD coaepkuMoe (aiina «KanbKyssiTop.exen.

r) Bopuc MoxeT u3MeHHuTh coepxkimMoe (aitna «KaapKkynsaTop.exey.

[Tycte B OC peanu3oBaHO rpyNIOBOE YIPABJIEHUE JOCTYIIOM CO CIEIYIOIIMMHU MpaBaMu:
gyreHue(r), 3anucb(w) u ucrnosHeHue(X). IlpucyrcrByer daiin «Haknagnas.docx» co
cienyomuM crnuckoM gocrtyna: (byxranrepsi: rw), (Kypbeps: r), (Amuca: rw). B
CHUCTEME 3aJlaHbl pPOJIM, B KOTOPbIE BKJIIOYEHHI COOTBETCTBYIOIIME I0JIb30BATEIH:
(byxranteper: bopuc, I'anuna), (Kypweepsli: Bukrop). Beibepute mnpaBuiibHBIE
YTBEPKICHHUS:

a) bopuc He MoxeT U3MEHUTD cojiepkumoe (aitna «Haxmagaas.docx».

0) IanrHa MOXeT ynTaTh coaep:kumoe ¢aiina «Haxmaaras. doCX».

B) BukTop MokeT u3MeHHTh conepxkumMoe Gaiina «Hakmamanas.docx».

r) Buktop Moxer untath conepxxumoe ¢aiina «Hakmamanas.docx».

1) Alica MOXKeT U3MEHHTD coaepkumoe (aiina «Hakmamras.docx».

[Iycte B OC peasM3oBaHO MaHJIATHOE YIpaBIeHUE HOCTyrmoM. [IpucyrcTByer daiin
«log.txt» ¢ ypoBHeM cekpeTHOCcTH 1. [IpuCyTCTBYIOT monbp30Barenu Ajmca C YpOBHEM
nonycka 1, bopuc ¢ ypoBaem gomycka 2 u Bukrop ¢ ypoBHeM ponycka 0. Beibepurte
MIpaBUJIbHbBIE YTBEPKICHHUS:

a) BUKTOp MOXET M3MEHUTH coiepkumoe daiia «log.txt».

0) Bukrop MoxeT untaTh coaepxumoe daiina «log.txt».

B) Arca MOKeT M3MEHHUTH cojep:kumoe (aitna «l0g.txt».

r) Anrca MOXET YHTaTh coaepkumoe daiina «log.txt».

1) boprc Moxer uaMeHuTsb coaepxumoc daiia «log.txt».

¢) bopuc moxer untarh conepxxumoe ¢aiina «log.txt».

[Tycts B OC peanuzoBaHa Mojelnb mnenoctHocTH buba. IlpucyrcrByer daiin «log.txt» ¢
ypoBHeM 1enoctHocTH 1. [IpucyTcTBYIOT nosb3oBaTenu Ajuca ¢ ypOBHEM IEIOCTHOCTH
1, Bopuc ¢ ypoBHeMm mnenoctHoctd 2 U Buktop ¢ ypoBHem menoctHoctu 0. Bribepure
MIPaBUJIbHBIE YTBEPKICHHUS:

a) Buktop Moxer u3MeHuTh coaepkumoe (aitna «log.txt».

0) Amnca MOKET U3MEHHTH cozepskumMoe (haiina «10g.txt».

B) Bopuc MoskeT u3MeHuTh copep;kumoe Gaiina «log.txt».

r) Bece Tpoe Moryt untath cogepkumoe aitna «log.txt».

Bri6epute npaBuibHbIe yTBEPKACHUS 0 ayTeHTU(UKAIK B coBpeMeHHbIX OC:

a) Ilaponu mosib30BaTeNst XpaHITCS HAa JUCKE, HA KOTOPOM YCTAHOBJIEHA CHCTEMa, B
MIepBOHAYAIILHOM BUJIE.

0) OraloHHbIE 3HAYEHMs, HEOOXOJUMBIE JUISI MPOXOXKJIEHHS OHOMETPUYECKOil
ayTeHTU(UKAIMK, XPAaHATCS B CHCTEME B HEJAOCTATOYHOM JJIsi BOCCTAaHOBJICHMS
M3HAYaJIbHBIX OMOMETPUYECKUX JAHHBIX 0ObeMe.

B) TokeH (uU3MYECKH H3rOTOBICH TAaKUM O0Opa3oM, YTO CYHUTHIBAHHE C HETO
3aKpPBITOrO KJIIOYA SBJISETCS HEBO3MOXHON WIIM JOPOTOCTOSIIEH onlepauei.

r) Jns ayreHTHdUKAIUK C TOMOLIBIO TOKEHA B CHCTEME JOJDKEH MPUCYTCTBOBATH
OTKPBITBIN KJIHOY I10JIb30BATENA, COOTBETCTBYIOIINI 3aKPBITOMY KIIIOUY Ha €70 TOKEHE.
UTto He BXOAWUT B MeTa/IaHHbIe (paiina (BpIOepUTE OANH BapUaHT)?

a) Bpems cozmanus daitna.

0) Azpec KOpHEBOI TUPEKTOPHH.

B) Bpems mogudukanuu ¢aiina.
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10.

r) Azpeca KJIacTepoB COJACPKUMOro (aiioB.

1) Undopmanus o Bnazgensle ¢aiina.

Bribepure BepHbIC yTBEPKACHUS O YIIPABICHUH NMaMAThIO B coBpeMeHHbIX OC:

a) CoBpeMeHHble OC HUCIIONB3YIOT BUPTYAIbHYIO TAMSATb.

6) CoBpemennsie OC He 3alIMIIAIOT MAMITh OJHUX MPOIECCOB OT YTCHHUS IPYTrUMH
IpoLeccamu.

B) CoBpemennbie OC pa3zelistoT 00IIyI0 aMsITh MEX/1y MPOIIECCaMH, YacTO B TAKOMH
MaMSATH HaXOAATCsl OMOTMOTEKH.

r) CoBpemennbie OC HHMKOT/]a HE BBIIPYKAIOT YACTH ONEPATHBHOW MaMSTH HA JIMCK
BO BpeMs pabOTHI.

1) B coBpemennsix OC mamsTh pa3OuTa Ha MajieHbKHE (parMeHTHI, Ha3bIBaeMble
CTpaHHIIaMHU.

Bribepure BepHbIE yTBEPKICHHUS O IIIAHUPOBIIHKE:

a) [ImaHWpOBIIMK BBIETSET MPOIECCOPHOE BpeMS KOPOTKUMH HHTEPBaJaMH,
Ha3bIBaeMbIMH KBAaHTaMH.

06) B cinyuae wHCIONHEHHS NPOLECCOM MHCTPYKLIMM, JJIsi 3aBEPLIECHUS KOTOPOM
TpeOyeTcst ITUTENBHOE OXKHIAHWE, IIAHUPOBIIMK IEPEBOJUT IPOIECC B COCTOSHHE
«3a0JIOKUPOBaH» W HE OyJET BBIACIATH €My MPOIIECCOPHOE BpEMsi, TIOKA COCTOSIHUE HE
CMEHHUTCS Ha «TOTOBY.

B) [l paboThl IUIaHMPOBIIMKA MPOIECCHI JODKHBI CaMH TepelaBaTh Ha HETO
YIpaBJICHUE, TaK Kak KOMIbIOTEPHl He mnpenocTtaBisaror OC wmexaHuzma s
MEPUOINIECKOTO MPEPHIBAHNS BBIITOJTHEHHS MOJTH30BATEIHCKOTO TIpOIIecca.

r) B mumaHupoBaHMM MO TPHOPUTETAM BCE MPOIECCHl C PAa3HBIMU MPUOPUTETAMH
MOJIy4aloT IPUMEPHO OJMHAKOBOE KOJIMYECTBO BPEMEHH.

BriGepute BepHOE yTBEpKIeHUE (BHIOEPUTE OJTMH BapHaHT):

a) OC peann3oBaHa amnmapaTHO B MPOIECCOPE.

0) OC peanu3oBaHa anmapaTHO B MaTEPUHCKOM TjIaTe.

B) OC - mnporpamMmHOe oOecle4YeHHe, KOTOpOe MPEAOCTABISCT MPHIOKCHUSIM
pecypchl amnmapaTHOTO OOECIIEYeHHSI KOMITbIOTEPA B BUAE yIOOHBIX aOCTpakIuii, HO He
yIPaBJISET 3TUM allapaTHbIM 00eCIIeYeHUEM.

r) OC — mporpaMmMHOe oOecrieueHre, KOTOPOE MPEAOCTABISIET MPHIOKCHUSIM
pecypchl ammapatHoro oOecredyeHHs KOMIbIoTepa B BHUAE YAOOHBIX aOCTpakiuii u
yIpaBJISET 3TUM allapaTHbIM 00eCIIeYCHUEM.

BriGepute BepHOE yTBEpKIeHUE (BHIOEPUTE OJTUH BapHaHT):

a) B OC koMmbrotrepa ¢ OJHOSIEPHBIM MPOIECCOPOM B Ka)<Jblii MOMEHT BpEMEHU
MOeT paboTaTh TOJILKO OJIUH IPOIIECC.

6) B OC xommploTepa € OJHOSACPHBIM IMPOLIECCOPOM Y TMPOILIECCOB BCEra
MIPUCYTCTBYET TOJILKO OJIMH MOTOK.

B) B OC koMmmbioTepa C MHOTOSICPHBIM MPOLECCOPOM B KOHKPETHBIH MOMEHT
BPEMEHU MOTYT BBIMIOJIHATCS HECKOJIBKO MOTOKOB OJHOTO MpoIiecca.

r) B OC xoMmbioTepa ¢ MHOTOSIICPHBIM MTPOIIECCOPOM KOHKPETHBIN IMPOIECC MOKET
HCIOJIB30BATh TOJIBKO OJTHO SAPO MpoLEccopa.

Tect nmo Teme 3.2 UndopmannoHHasi 6e30MacHOCTH OMEPAIHOHHBIX CHCTEM ceMelicTBa

1.

Windows

Ha ocHoBe kakux nanHbix cyobekra OC Windows npuHMMaeT perieHue o J0cTymne?
a) Xell 3HaYeHUe MapoJIs MM0JIb30BaTeNs, 3aIlyCTUBIIETO MpoIiecc.
6) TokeH nepeBOIUIOIICHUS.
B) nenTudukarop mpouecca.
r) TokeH gocTyrma.
1) ba3oBblif npuopuTeT Npoiecca.
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Ha ocnoBe kakux manHbIXx 00bekTa OC Windows mpuHUMAET pelieHue 0 T0CTyre?

a) [IpuBunerun.

6) Token mocryma.

B) Jleckpunrop 6e30macHOCTH.

r) CUCTEMHBII CIIUCOK YIPABJICHUS TOCTYIIOM.

1) Crioco6 ayreHTH()UKAIIMHU TTOTH30BATEIS.

Kakue npumuTHBHBIE 1TpaBa 00beauHseT B cede npaBo ureans OC Windows?

a) «YreHnue aTpuOyTOB 0E30MTACHOCTI.

0) «YTeHne CUCTEMHBIX aTpUOYTOBY, «4TEHHE aTPUOYTOB OE30ITACHOCTH .

B) «UTeHHE JaHHBIX).

r) «YTeHHEe CHCTEMHBIX aTpHOYTOBY», «YTECHHE aTPUOYTOB OC30MACHOCTH», «YTCHUE
JTAHHBIX).

1) «UTeHHe CUCTEMHBIX aTpUOYTOB», «UTEHHE aTpUOYTOB OE30MACHOCTHY, «YTCHHE
JAHHBIX», «BBINIOJIHEHUE (aillIoB)» U «II€PEX0]l B JUPEKTOPHION.

Bri6epute npaBuibHbIE YTBEPXKACHUS 0 MaHAaTHOM nonuTnke «He-3anuceiBarb-Beepx»
OC Windows:

a) ObecrieunBaeT CBOMCTBO IEIIOCTHOCTH JIAHHBIX.

0) ObecrieunBaeT CBOMCTBO KOH(PHICHIIMAIBHOCTH JaHHBIX.

B) Mcnosb3yercst B CUCTEME TOJBKO JJIsl 00BEKTOB CETEBBIX COKETOB.

r) HesiBHo ncnons3yetcs s Bcex NTFS-gaitnos.

1) Pasperraer 1ocTym Ha 3amuch TOJBKO CYOBEKTaM C YPOBHEM IIEJIOCTHOCTH PaBHBIM
1K OOJIBIIMM T10 OTHOILIEHHUIO K YPOBHIO LIETOCTHOCTU 00BEKTa JI0CTYyIA.

Kaxune u3 nepeuncnennbix npaB OC Windows npeaocTaBiisieT o yMOJIYaHUIO BJIAJIEIBITY
(aiina?

a) Yurate CCY /.

6) Yurats JICY /.

B) Uurath comepskumoe (aiina.

r) Usmensts JICY/I.

1) Usmensts CCY/I.

¢) Usmensath comep:kumoe Gaiina.

Broibepere mpaBuiibHBIE  YTBEPXKICHHS OTHOCHUTEIBHO  QJITOPUTMa  OMpeesieHUs
npaBoMepHocTH noctyna OC Windows:

a) IlepBeiM pelicTBUEM SIBJISIETCSI MPOBEpPKAa COOTBETCTBHS JOCTyNa MaHIATHOU
MIOJIUTHUKE.

6) IIpoBepka COOTBETCTBUS JIOCTYIIa MaHAATHOW MOJUTHKE OCYIIECTBISETCS MOCIE
ananuza 3anuceit JJCY /.

B) Eciu npu mocnenosatenbroM ananu3se 3anuceit JJCY /] oka3piBaeTcsi, 4TO OJHO U3
3anpaiBaeMbIX MIPaB 3alpelaeTcs B TEKYIIeH 3amucu, TO JOCTYH 3apeniacTcs.

r) Ecnmu mpu mocienoBatenbHoM anamuse 3amucei JICYJl paspemaroniue mpasa
TEKylled 3amucd B CyMME C pa3pellaloluMU IpaBaMu MPEAbIAYIIUX 3amnucen
MEPEKPHUIH BCE 3alpalllBaeMble MpaBa, TO JOCTYI pa3peraeTcs.

1) Ecmu B criuckax JICY]I He ObLIO 3amperiaroniyx 3anpaimBaeMble MpaBa 3amucei,
U B TO K€ BpEMS BCE€ Pa3pelIalOIIMe 3alllCH HE NEPEKPBhUIN 3allpalliBacMble MpaBa, TO
JOCTYII 3alpeIaeTcs.

Kakas mpusmieruss OC Windows mo3BosisieT 4utath 11000 (aiil BHE 3aBUCUMOCTH OT
3aJJaHHBIX TpaB?

a) [IpuBunerus co3ganus pe3epBHBIX KOTHIA.

6) [IpuBuIerus U3MEHEHHUs] CHCTEMHOTO BPEMEHH.

B) [IpuBnierus 3aBepiueHusi paboThl CUCTEMBI.

r) [IpuBHnerus yBenudyenus paboyero Hadbopa.

n) [MpuBunerus cozmanus ¢aitia MoaKauKy.

Bribepure cymnocty, He Bxozsmue B TokeH goctyna B OC Windows:
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a) SID monb3oBarers.

0) JICY ]I Bcex 00bEKTOB CUCTEMBI.

B) SID-bI rpymi.

r) CCY]I Bcex 00BEKTOB CHCTEMBI.

n) I[puBuneruu.

9. BriOepuTe CynIHOCTH, BXOSIIKE B IecKpuntop 6ezomacHoctu oobekra B OC Windows:

a) SID Bnagenbiia 00bEKTA.

0) AMCKpEeMOHHBIN CIIUCOK YIPABJIEHUS JOCTYIIOM.

B) CHCTEMHBIN CITUCOK YIIPABJICHHS JOCTYIIOM.

r) CMCOK TOKEHOB JIOCTYIIA MPOLIECCOB, OCYIISCTBIISIONIMX JOCTYI K 0OBEKTY.

1) YpOBEHb [ETOCTHOCTH.

10. Kakpie #3 TyHKTOB TMpPaBWJIBHO ONKCHIBAIOT (WIBTPOBAHHBIH TOKEH JIOCTYIa

anmuauctparopa B OC Windows?

a) YpoBEeHb LIEIOCTHOCTH YCTAHABIIUBACTCS CPETHIM.

0) YpoBeHb 1IETOCTHOCTH YCTAHABJIMBAETCSI BHICOKHM.

B) CnMCOK NMPUBHIETHI, KOTOPBIE MOTYT TIONACTh B (DMIIBTPOBAHHBINA TOKEH, CHIILHO
OTpaHUYEH.

r) Ilpu ompenenenuu mnpaBomepHOCTH pgoctymna cpeau 3amuceir JACYJl ¢ SID
aJIMUHUCTPATHBHBIX TPYII OyIyT YYTEHBI TOJIEKO 3aIpeIatoiiye.

1) Crucky MPUBHUIICTUI OJJMHAKOBBI B OOBIYHOM M (HIBTPOBAHHOM TOKEHE TOCTYIa
aJIMUHUCTpATOPA.

Tect no Teme 3.2 UndopmanuoHHast 6€30MaCHOCTH ONMEPANIMOHHBIX CHCTEM ceMelicTBa
Linux

1. Ha ocHoBe kakux qaHHbIX cyobekTa OC Linux mpuHUMAaeET pereHue o JocTymne?
a) SUID-6ur.
0) Sticky-owr.
B) YUeTHBIC JaHHBIC.
r) UID mporecca.
1) DIEeKTPOHHAS TMOAMUCH IPOrPAMMBI.
2. Kakwue nmpaBa npucyrctBytot B OC Linux:
a) Mcnonuenue.
0) Urenwue i-node.
B) Urenue.
r) Ynanenue.
1) 3amuce.
3. Jns yero cayxut SUID-6ut B OC Linux?
a) [To3BomnsieT 3amyCTUTh MPUIIOKEHUE OT UMEHHU Baemblia daiiia mpuioKeHus.
0) [1o3BosieT 3amycTUTh MPHIIOKEHHE OT UMEHU CYNEPIIOIb30BaTENs.
B) [lo3Bousier 3amycTuTh npuiioxenue ¢ npusmierueit CAP_ SYS ADMIN.
r) [To3Bousier 3amycTuTh npuioxkenue ¢ UID paBHBIM HYIIO.
)  SBamperiaer  3amyCcK  NPHJIOXKEHHS  BCEM  IIOJIb30BaTelIsM,  KpOME
CYyHepIoJib30BaTes.
4. Yto nenaet Macka B CIIUCKE ylpaBiieHus apoctynom gaiina 8 OC Linux?
a) 3aj1aeT MaKCUMaJIbHbIE IIPaBa, KOTOPbIE MOXKHO MOIYYUTh U3 3alUCei ISt TPyIII.
0) 3agaeT MakCUMaJbHbIE NTPaBa, KOTOPHIE MOYKHO MOJIYYUTh U3 3alTUCH OCTAJIbHBIX.
B) 3aJaeT MaKCHMAaJIbHbIE TpaBa, KOTOPbIE MOKHO IMOJYYUTh M3 3alMCH BIaJelblia
¢aiina.
r) 3amaeT MaKCHMalbHbIE NpPaBa, KOTOPbIE MOXXHO MOJYYUTh W3 3alHCeH IS
M0JIb30BATENEH U TPYIIL.
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10.

11.

n) 3agaeT MaKCHMalbHBIC IpaBa, KOTOPHIE MOXKHO TIOJIyYUTh W3 3amuceil Juis
I10JIb30BATEIEH.
Uto Takoe coub xemi-3HadeHus mapoist B OC Linux?

a) Crpoka, koTopas BBIOMpaeTcs NpHU Kaxa0H ayreHTH(UKAUUU CIydaHO My
obecrieyeHns 6E30MACHOCTH MAPOJIS.

6) CnyvaitHo BbIOpaHHasi MpHU CO3JIAHWU TAPOJS CTPOKA, KOTOpas CKICHBAETCS C
XelI-3HaYe€HUEM TOCIIe BEIYMCIICHUS Xell-()yHKIINH.

B) CnydaiiHO BBIOpaHHAs TPU CO3JAHMU MApPOJISl CTPOKA, KOTOPAas CKICHUBAETCS C
napoJieM Tepel BBIYUCICHHEM XelI-(YHKIIHH.

r) JlnuHa, 10 KOTOpOil ype3aeTcs maposib MoJb30BaTeNsl Il KOMITAKTHOTO XPaHCHHSI
B CHCTEME.
Bri6epuTte cymnocTy, BXoAsIue B yueTHble 1aHHble npoiecca B OC Linux:

a) UID nonp3oBares, 3amyCTUBIIETO MPOLIECC.

0) ['pymmbl noap30BaTeNsl, 3aIyCTUBILIETO MPOLECC.

B) [IpuBuieruu.

r) [IpaBa ucrnosHsiemMoro ¢aiina, U3 KOTOPOTO OBLI 3aIMYIICH MPOIIECC.

1) ®nar 3¢ (HeKTUBHOCTH MTPUBUIICTHH.
Bri6epuTte cymnocty, Bxoasmue B aTpudyTsl 6e3onacHoctu ¢aitia B OC Linux:

a) Tpoiika paB JIs1 KaXKJ0U TPYIIIBI B CUCTEME.

0) [IpuBmiierumn.

B) Tpoiika mpaB Biajaenblia ¢aiiia.

r) Tpoiika mpaB MoJb30BaTeNCii, HE SBISIONMXCS BlaaeibliaMu ¢aiiia u He
BXOJIALIUX B IPYIITY BiIajienblia (aiisia 1o yMoI4aHuIo.

n) Bnanerner daiina.
BriGepuTe cymHocTH, BXoasmue B aTpuOyThl 6e3omacHoctu (daiina B OC Linux:

a) Tpoiika mpaB [Isl K&XKJIOU IPYIIIBI B CUCTEME.

0) [IpuBmiierumu.

B) Tpoiika mpaB Biaaenblia Qaiiia.

r) Tpoiika mpaB MoJb30BaTENCH, HE SBISIONIMXCS BlaaeibliaMu ¢aiiia u He
BXOJIALIUX B IPYIIITY Biajenblia (aiisia 1o yMoI4aHuIo.

n) Bnanerner daiina.
Kaxkue nabops! npuBuieruii ects y ¢aiia B OC Linux:

a) Hacnemyempie.

0) Db dexTuBHBIC.

B) Buemnue.

r) OrpaHuYUBaOIIHE.

1) PaspemnieHnsie.
Kakyro xem-¢yukmuio ucnonszyer OC Linux 1ist BBIYMCIEHUS Xelll-3HaueHus Mapos B
OC Linux?

a) MD-5.

0) SHA-256.

B) SHA-512.

r) SHA-3.

n) OyHKIMIA HECKOJBKO, OKOJO XelI-3HAa4eHHs [apojis XPaHUTCS HOMEp
UCIOJIb30BAHHON XelI-(PyHKIIHH.
UYro nenaet kouseitep B OC Linux?

a) OunbTpyeT BHIBO KOMaH/IbI.

6) IlepenanpanisieT cTaHIAPTHBIA BBIBOJ KOMaH/bl C KOHCOJIM CTaHIAPTHBIN HA BXO/]
JIpyro KOMaH/Ie.

B) [TomHMMaeT mpasa /10 paB CyMepIoab30BaTeNsl.

r) OTKJIaIbIBA€T BBHINIOJHEHNE KOMaH bl Ha YKa3aHHBIW CPOK.
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Tect mo Teme 4.1 BBenenue B APXUTEKTYPY JOKAJBHBIX BBIYUCIUTEC/IbHBIX cerei

1. Kakoii nopsiox ypoBueit mogenu OSI BepHbIii?
a) Ou3nvecKuil, KaHAIbHBINW, TPAHCIIOPTHBINA, CETEBOM, CEAaHCOBBIM, MPEICTABIICHUS,
MPUKIAAHOM.
0) dusnueckuii, KaHaJIbHBIN, CETEBOM, TPAHCTIOPTHBIN, CEAHCOBBIN, MPEICTABICHUS,
MPUKIATHOM.
B) ®usnueckuii, KaHAJIbHBIA, CETEBOH, TPAHCIIOPTHBINA, CCAHCOBBIN, IMPUKIATHOM,
MIPECTaBIICHHUS.
r) ®duznuecKkuii, KaHaIbHBINA, TPAHCIIOPTHBIA, CETCBOW, CEAHCOBBIH, MPHKIAIHOM,
MIPECTaBIICHHUS.
2. Kaxkue mpoTOKOJIBI OTHOCATCS K TPAHCIIOPTHOMY ypoBHIO Mojienn OSI?
a) UDP.
0) ARP.
B) IPV4.
r) GSM.
n) TCP.
¢) DNS.
x) PPTP.
3. Kakoii ypoBeHb IpeJHa3HAYCH IS OTIPEICIICHUS ITyTH TIepeadn JaHHbBIX ?
a) Ou3NYECKUi.
0) CeaHCOBBIII.
B) TpaHCIOpPTHBII.
r) [IpeacraBncHusl.
1) KananbHbIi.
¢) [puknaaHoii.
k) CeTeBofi.
4. Kaxkue duaru ucnonb3yroTcs B mpotokosie TCP mis ycTaHOBICHUS COeTMHEHUS?
a) RST.
6) SYN.
B) FIN.
r) URG.
1) ACK.
e) PSH.
5. Kakue nmpeumymectpa ectb y FTTB?
a) Bricokast ckopocTs paboTel HTEpHET.
0) PaBHas ckopocTh mpueMa U repeaadd HHPOPMaIuH.
B) He3aBUCHMMOCTh CKOPOCTH JOCTya OT 4YKcCia aOOHEHTOB, MOJKIIOYCHHBIX K
KOMMYTaTopy.
r) OTcyTcTBHE HEOOXOAUMOCTH pa3MEICHUs] KOMMYTaTopa NpoBaiiaepa B 31aHHH.
6. Kakue nenocratku ectb y FTTB?
a) Huzkas ckopocts paboTsl HTEpHET.
0) Pa3znas ckopocTh npreMa U nepegadu HHGopMarum.
B) 3aBHCHUMOCTh CKOPOCTH JOCTyHa OT uYKcjia aOOHEHTOB, MOAKIIOYCHHBIX K
KOMMYTaTopy.
r) Heo0X0AMMOCTh pa3MelieHnsi KOMMyTaTopa mpoBaiiiepa B 31aHHH.
7. BbiOepuTe BepHbIE YTBEPKICHHS
a) TCP He rapanTupyeTt JOCTaBKY JaTarpamMM.
6) UDP He rapanTupyer AOCTaBKY JAaTarpamM.
B) UDP rapantupyer 1ocTaBKy jgaTarpamMmm.
r) TCP rapanTupyer JOCTaBKY JaTarpamm.
8. Kakoii agpec oTHOCHTCA K aipecHOMY NpocTpaHcTBy IPv4?
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9.

10.

a) 192.168.0.17
0) 129.256.0.0
B) 301.169.107.0.0.3
r) 127.0.1000.0
Kak paboraet xoHrearpatop (xab)?

a) Ilpu monydyeHnun makera JaHHBIX Xa0 MepechblIaeT 3TOT MAKET Ha BCE OCTAJIbHbIE

CBOU TIOPTHI.
6) I[lpm mnomyueHuu makera JaHHBIX Xab

cootBerctBUU ¢ Ttabmuueit  MAC-anpecos.

otOpackIBaeTcsl.
B) [lpu monydeHuu mnakeTa JIaHHBIX Xabd

NepechliaeT 3TOT TaKeT Ha TOpPT B
Ecau cooTrBeTcTBHMSA HET, IIaKeT

nepeCcoIa€T I3TOT MAKET Ha IIOPT B

cootBercTBUU ¢ Tabmuteit MAC-anpecoB. Eciii cOOTBETCTBUS HET, B CETh OTIPABIISAETCS

ARP-3ampoc.
Kax paboraer kommyraTop?

a) B cmyuae, ecu st otnpaBisiemoro MAC-azpeca HET COOTBETCTBHS, KOMMYTATOP
pacchlIaeT MmakeTsl Ha Bce OPTHI, KpOME TIOPTa-TIoTydaTels.
6) Ilpu nonmydyeHuM mnakera JAHHBIX KOMMYTAaTOp IEPEChUIaET 3TOT MaKeT Ha BCE

OCTAJIbHBIC CBOU IIOPTHI.

B) KoMMmyTartop XpaHUT B HamsTH TaOJdHIly KOMMYTal[lHd, B KOTOPOW yKa3aHO
conoctasieane MAC-aapeca u HoMepa mopra KOMMyTaTopa.

r) Co BpeMeHEeM KOMMYTATOp CTPOUT TAOIUILY [UIsi BCeX akTUBHBIX MAC-aipecoB.

1) Tabmuia MAC-aapecoB KOMMyTaTopa CTaTHYHA ¥ HACTPAUBACTCS BPYUHYIO.

Tect no Teme 4.2 CereBble YIpo3bl U MeTOAbI MPOTUBOAECHCTBHUSI UM

Kaxkune ObIBalOT HCTOYHUKY BOSHUKHOBEHUS YSI3BUMOCTEHN ?

a) OmmoOKu peaym3aruy.

0) OmmOKku 00CITY)KHBaHUS.
B) OmmOKH MpOSKTUPOBAHUS.
r) Ommbku HR-oTxena.

Uto He BXoauT B 6a30ByI0 rpymmy MmeTpuk CVSS?

a) Crioco6 mosrydeHus J0CTyma.
0) BnusiHue Ha KOH(MUIECHITUATBLHOCTD.
B) BinsiHue Ha nosb3oBates.
r) [TokasaTenb ayTeHTU(DHUKALIUH.
1) CIIOKHOCTH MOJIyYEHHS JOCTYIIA.
Kakoii rpynmst Mmetpuk CVSS He cymiectByeT?
a) KomriekcHas.
0) Bpemennas.
B) Basoaas.
r) KonrekcrHas.
Kewm pa3zpaborana CVSS?
a) 1SO.
6) FIRST.
B) WWW.
r) UCLA.
UYro He sBisiercss meTpukoit B CVSS?
a) CIo)HOCTh aTaku.
6) BiusiHue Ha JOCTYIHOCTb.
B) JlnuTenpHOCTH aTakw.
r) Croco6 mosry4eHust JOCTyIa.
1) ITokazaTenb ayTeHTU(HUKALIUH.
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10.

UTo siBiisieTcst IaCCUBHOM aTakoii?

a) [IpocnymuBanue Tpaduka.

6) OTka3 B 00CTyKHBaHUU.

B) ®usnyeckoe HanaJIeHUE Ha OOBEKT.

r) DKCIuTyaTanus ysI3BUMOCTH.

UTto Takoe 3BpUCTUUYECKUIN aHAIIN3?

a) Meroa, npeaHa3sHAueHHBIM A OOHApPYKEHUS HOBBIX, €IIE€ HE BBIABICHHBIX
BHUPYCOB.

06) MexaHu3M, HEOOXOOUMBIM Ui OTCIIEKHMBAHUS HEU3MEHHOCTH  (ailyios,
JIOKYMEHTOB, peecTpa, KOHPUTrypauu o0opy10BaHus.

B) MeToa, OCHOBAaHHBIM Ha TMOCIECIOBATEIBHOM IPOCMOTpPE MaMSITH YCTPOMCTBA,
3arpy304HbIX CEKTOPOB, (haiijIoB B MOMCKE CUTHATYP U3BECTHBIX BUPYCOB.

Uto Takoe O3km0p?

a) YacTh BpEAOHOCHOTO MPOrPAMMHOIO OOECIEUeHMs], PEaTU30BAHHOIO JUIsS
COKPBITHS IPUCYTCTBUS 3TOTO BPEAOHOCHOTO KOJA U €ro JEHCTBHUI.

6) Ilpwioxenue, wucnonblyemMoe s JajdbHEWIIEH 3arpy3kdu U 3amycka
MTOJIHOIIEHHOT'O BPEIOHOCHOTO IIPOTPaMMHOTO 00€CTIEUEHHUS.

B) BpenonocHoe mnporpaMmHOE OO€cleueHHe, KOTOpOE, TOMHMO MOJTyYSHHUS
KOHTpPOJISl HaJl 3apakKeHHbIM YCTPOMCTBOM, IBITAETCSl 3aXBaTUTh I0JI CBOM KOHTPOIb
JPYTUE Y3JIbI CETH.

r) [Ipunosxenue, MO3BOJISAIOIIEE YIPABIIATH KOMITBIOTEPOM YIaJICHHO.

Yto Takoe pyTKUT?

a) YacTb BpEAOHOCHOTO MPOrPAMMHOIO OO€CleYeHHs], PEaTU30BAaHHOIO IS
COKPBITHS TIPUCYTCTBUS 3TOTO BPEAOHOCHOTO KOJa U €ro ACHCTBUM.

06) IlpumoxeHwe, wWCHOMB3yeMOe [UIs JalbHEWIEH 3arpy3kd H  3amycka
MTOJIHOIIEHHOT'O BPEIOHOCHOTO IIPOTPaMMHOTO 00€CIIeYeHHUS.

B) BpemonocHoe mporpamMmHOE OO€cleueHHe, KOTOpOE, TMOMHMO MOJTyYCHHUS
KOHTpPOJISl HaJl 3apaKeHHbIM YCTPONCTBOM, IBITAETCSl 3aXBaTUTh O] CBOW KOHTPOJb
JPYTUE Y3JIbI CETH.

r) [Ipunosxenue, MO3BOJISAIOIIEE YIIPABIIATH KOMITBIOTEPOM YIAAJICHHO.

Uro crnenyet AenaTh, 4TOObI 3aIUTUTE ce0sl OT BUPYCOB?

a) He 3amyckaTh npusiokeHus: U3 HEIOBEPEHHBIX HCTOYHUKOB.

6) Cnemuts 3a 1UUGPOBBIMU MOANUCAMH YCTAHABIMBAEMOTO IPOrPaMMHOTO
obecrieyeHus.

B) OTKIIIOYUTH MEKCETEBOM KPaH.

r) Bcerma OTKpbIBaTh BJIOKEHHs OSJICKTPOHHOW TMOYTHI € TeMo# «BakHO» WU
«Cpo4HO».

) CBOCBpEMEHHO OOHOBJISATH OMNEPAIMOHHYIO CHCTEMY H  I[POTPAMMHOE
obecrnieueHue.

¢) Mcrnonp30BaTh aHTHBUPYCHOE MIPOTPAMMHOE 00eCIIcUeHHE.

Tect no Teme 4.3 MeskceTeBble IKPAHbI

Yrto Takoe MeXCETEBOU IKpaH?

a) [IporpamMmmHO€e MM IPOTrpaMMHO-TEXHUYECKOE CPEJCTBO, peanusyroniee GpyHKINHI
KOHTPOJIL U QWIBTPALUU B COOTBETCTBUM C 33/IaHHBIMU MTPaBUIAMH IPOXOAIINX Yepes3
HEero MH(OPMAIIMOHHBIX TOTOKOB.

6) VYcrpoiicTBo, mpeaHa3sHau€HHOE JUISI  COEAMHEHUS  HECKOJIbKHX  Y3JIOB
KOMIIBIOTEPHOM CETH B IPEJENIaX OJHOIO WA HECKOJIBKUX CETMEHTOB CETH.

B) YCTpPOWCTBO, KOTOPOE TO3BOJISIET OPTaHU30BATh JIOKAJIBHYIO CETh C BO3MOYKHOCTBIO
BBIX0J1a B UHTEPHET JJIs IPYIUX YCTPOUCTB.

MeskceTeBble 3KpaHbl 7151 BeO-TIPUIIOKEHUH pacroararor:
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a) Ilepen 3amumaemMbiM BeO-cepBepoM (TpaduK BHAYaIE MEPEIacTCss MEKCETEBOMY
JKpaHy, 3aTeM BeO-cepBepy).

0) Ilocne 3ammmiaemoro BeO-cepBepa (Tpaduk BHagane mepemaercsi BeO-cepBepy,
3aTe€M MEXCETEBOMY KpaHy).

B) MexcereBoll 5KpaH M 3alllUIIACMblii MM BeO-CEpBEpP HAXOJTCS B Pa3HBIX
MOJICETSIX, TPA(PUK MEXKTy HUMH 3aIperieH.

r) Bmecro 3ammumaemoro Beo-cepsepa.
[lepconanbHBIE MEKCETEBBIE SKPAHBI I HACTOJIBHBIX KOMIIBIOTEPOB U HOYTOYKOB:

a) O0ecrnieunBalOT JOTIOJHUTEIbHBIM YPOBEHB 3aIUTHI OT CETEBBIX ATaK.

0) ITomHOCTBIO 3aMEHSIOT BCE OCTAIbHBIC HHCTPYMEHTAIbHBIE CPEICTBA OOECTICUCHUS
0€30I1aCHOCTH.

B) [TOJTHOCTBIO 3aMEHSIOT MApIIPYTU3ATOPBI, SBJSSACH ILIFO30M [0 YMOJYAHUIO JUIS
3alIUIIAEMOT0 KOMITBIOTEPA WIIM HOYTOYKA.

r) IlpemocraBisitoT Bce HEOOXOIMMBbIC CETEBBIC CEPBHCHI JUIS  3aIUIAEMOTO
KOMIIBIOTEpA WJIM HOYTOYKaA.
[lepconanbHBle MEKCETEBBIE JKpaHBI Il HACTOJILHBIX KOMITBIOTEPOB M HOYTOYKOB
SIBIISTFOTCSI:

a) ATmapaTHO-TIPOTPaMMHBIMU CPEJICTBAMH 3aIIIHTHI.

6) Bcerma BcTpoeHHbiMu B OC, KOTOpYIO OHHM 3alllMIAIOT; HE MOTYT OBITh
peann30BaHbl BHEITHIMH TPOU3BOTUTEIISIMH.

B) VICKIIFOUUTENBHO TPOTPAMMHBIMU.

r) VckimoynuTeIbHO BHEITHUMH, HEe BCTpOeHHBIMU B OC, KOTOPYIO OHU 3allUIIAOT;
BCET/la pealn30BaHbl BHEITHUMH TTPOU3BOTUTEIISIMH.
IlepconanbHble MEKCETEBBIE 3KpaHbl AJIS HACTOJBHBIX KOMIIBIOTEPOB M HOYTOYKOB
yCTaHaBJIMBAIOTCS:

a) Ha xocrtax, KoTOpble OHM 3aIlMIIAOT.

06) Ha wmapmpyrtusatopax, KOTOpbl€ YyKa3aHbl HAa XOCT€ B KauecTBE MLUIIO3a IO
YMOJTYaHHIO.

B) Ha oTienbHBIX KOMIBIOTEPAX.

r) Ha koneunsix Toukax VPN.
Bribepure HecyleCTBYIOIIMIA BU TPAHCIISILIUN CETEBBIX aJJPECOB.

a) JlnHamudeckasi.

0) CraTudeckasl.

B) C MCIOJIb30BaHKEM ITOPTOB.

r) C UCrob30BaHUEM MOCTOB.
[ 11r03b1 ypOBHSI MPUIIOKEHUN TIO3BOJISIOT:

a) HckmouuTh npsiMoe B3aMMOJCHCTBHE IBYX Y3JOB IIyT€M peaau3aliu poJiu
MIOCPE/IHUKA.

0) BoInonHATh GYHKIHMH 1ITF03a CEAHCOBOTO YPOBHSIL.

B) AHAJIM3UPOBATH BCE CYLIECTBYIONINE B MUPE TPOTOKOJIBL.

r) AHamu3MpoBaTh TOJIBKO HOAJCPKHBACMBIC 3THM MEXKCETEBBIM JKPaHOM
MIPOTOKOJIBI.
VYnpasisieMble KOMMYTaTOPbl MOTYT:

a) OcymiecTBATh (puIbTpalmio Ha ocHoBe IP-agpecos.

6) OcymecTBIATh (PUIBTPALMIO TIO UCTIOJIB3YEMOMY IPOTOKOJTY.

B) OcymiecTBisaTh GpuibTparmto Ha ocHoBe MAC-apeca.

r) OcymiectBiatsh GpunbTpanuio Ha ocHoBe VLAN ID.
Bribepure BO3MOKHOCTH MEXKCETEBOIO IKpaHa.

a) Perucrpanus coObITHIA 1 reHepalyst OTYETOB.

0) @unpTparnus Tpaduka.

B) TpaHCHsIHs CETEBBIX a/IPECOB.

r) AyreHTH(UKAIHS TOJIH30BATEICH.
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1) AIMUHUCTPUPOBAHHE.

10. Kakue yTBep:kaeHHS O MPOrPaMMHOM MEKCETEBOM SKpPaHE BEPHBI?

a) Ilogxomutr B caydasX, KOTJa YCTPOMCTBO TMOJB30BATEsl IMOMEIIACTCS B
HEJI0BEPEHHYIO CpeNy.

0) Ilpu ero paboTe WHCHOJNB3YIOTCS PECypChl YCTPOMCTBA, HA KOTOPOM OH
(GyHKIIMOHHUPYET.

B) [ToaxoauT [Uist 3a/1a4 CErMEHTHUPOBAHMSI CETEH.

r) [loaxoauT it OTAEICHUS TOBEPEHHOM YaCTH CETH OT BHEIIHUX yrpo3.

1) Cunraercsi 60Jiee 0TKa30yCTOWYHMBBIM, YEM allliapaTHBIA MEKCETEBOI IKpaH.

Tect mo Teme 5.1 Beenenue B kpunrorpapuueckne MeToAbl 3allIMTHI HHPOPMALIUH

1.

Kaxnpiiik  mugporekcT MokeT ObITh MOJy4€H Kak pe3yiabTaT — CIEAYIOLIEro
npeoOpa3oBaHMUsL:

a) Ex (D«(p))-

06) D«(p).

B) Ex(p).

r. Dk (Ex(p)).

2. Bammdpyiite ¢ momomrsio mudpa «Atodamn ciroBo «World».
A/B|C|ID|E|F|G|H|I |J|K|L|M
Z|Y|X|{W|VIU|IT|S|R|Q|P|O|N

a) DIrow.
6) Svood.
B) Woild.
r) Dliow.
3. Paccimdpyiite cimoBo «Xjxoby, zammdpoBanHoe ¢ momoinsio mudppa Ias HOmws
[e3aps:
A/B|C|DIE|F|G|H|I|J|K|LIM|N|O|P |[Q|R|S|T|U|V |X|Y|Z
X|Y|Z|A|B|C|ID|E|F|G|H|I |J |[KIL|M|N|O|P|Q|R|S|T|U|V
a) Tatly.
0) Amare.
B) Crypt.
r) Vivna.
4. 3ammdpyiite caoBo «XKu3HbY C MOMONIBIO MTEPECTAHOBKH
112(3]4]|5
2|15/3|1|4
a) Hx3pu.
0) buzwxk.
B) H3pxu.
r) Ub3XH.
5. Pacumdpyiite cnoBo «1216312611» ¢ nomonibto Tadbauis! [oanbus:
112|/3]4[|5]|6
1[A|B|B|T|A|E
2| E[XK|3 |1 UK
S|JJIM|H|O|IT|P
4 |BIE|V|OD|X|I]
5 Y| b |bI|b
6|DHO[A|*|*|*
a) benka.
6) EsBroa.




B) Crpenka.
r) benok.

6. BmepBble METO/1 YaCTOTHOTO KPHUIITOAHATIHM3A BIICPBBIE M3JI0KHIL:
a) Jleon barrtucra Anp6epTH.
6) ®panuecko CUMOHETTA.

B) A0y HOcyd fAxy6 ams-Kunnu.

r) Jbxuposnamo Kapnano.

\l

. Jluck Anp0epTH TI03BOJISIET aBTOMATH3UPOBATh:

a) lludp npoctoii 3amens! (ogHOATPABUTHBIA IHDD).
6) MHuoroanhaBuTHBII IUQD.
B) Iudp nepecranoBKy.
r) [loTounsbIN MIUD.
8. Hcmonb3oBaHuWe maposis Ui MHEMOHHYECKOTO 3allOMHUHAHUS TEPECTAaHOBKH CHMBOJIOB
andaBuTa MPEIIOKIUIT:
a) Mareo ApaKeHTH.
6) bne3 ne Bmxenep.

B) /LxoBannu bartucra bennaso.

r) JbkamOarructa ([xosanuu) nemna [opra.
9. TMomemenue ans nepiroctparuu nepernvckn B XVII — XX Bekax Ha3bIBAIOCH:
a) bemnprit kaOuHeT.

0) TaitHas KOMHaTa.

B) SIlHTapHas KOMHATA.
r) UepHblii kaOuHeT.
1) KpacHbriit kaOuHeT.
10. [lIndpel, B KOTOPBIX KaXKABIH CHUMBOJI OTKPBITOTO TEKCTa MPeoOpa3yeTcs B CHUMBOJ
mupoTEeKCTa, B 3aBUCUMOCTH OT CBOET0 PACHOJIOKEHUS B OTKPHITOM TEKCTE M KIIH0Ya

Ha3bIBAKOTCA.

a) MHoroangaBUTHEIMHU TIH(PPAMH.
0) brounbiMu mmdpamm.
B) [loTounpIMU I pamMHU.
r) PotopabiMu mudpamu.
11. 3ammdpyiite cnoBo «CIIOH» 6urpammusim mmdpom [letidepa.

Y q O b B
K T €] H D
I I JI b I1
M P! 1T 3 P
C E A bl K
{0) | 111 N X

a) BAbU.

6) HIADb.

B) DI VBI

r) bIILI3.

12. Tlycte nepecranoBka T mpencTasiieHa ciaeayronien Tabaumen:
1123 n-5/n-4/n-3|n-2|n-1|n
5(6|7].../n=1] n 1 2 3 |4

13. Kakoii Bua umeer nepectaHoBka oOpaTHas rnepectaHoBke T?

a.
1123 n-5/n-4/n-3|n-2|n-1|n
1123 n-5/n-4/n-3|n-2|n-1]|n
0.
1123 n-5/n-4/n-3|n-2|n-1|n
4132 10 9 8 7 6 |5
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1123 n-4/n-3/n-2|n-1|n
415]6 n-1| n 1 2 |3
TI.
1 2 3 [4]5].../n=83|n-2|n-1] n
n-3/n-2|n-1|n|1l]|...|n-7|n-6|n-5|n-4
14. 3amm¢pyiite ¢ moMomso OTKpeITOro Kitoua (8051, 5) kpuntocucremsr RSA coobmienue
m = 10.
a) 8051.
0) 3388.
B) 1949.
r)12.

15. Kakoe cBOHCTBO 0€30MacHOCTH TapaHTUPYET, YTO YYACTHUKY KpHUNTOTpaduueckoro
MIPOTOKOJIa LEJIOCTHOCTH TMOJyYEHHOTO COOOLIEHUS M €ro Co3/JaHue J0 MOMEHTa
MOJTy4YEHUsI, HO HE TApAaHTHUPYET 3aIIUTY OT TIOBTOPHOW OTIIPABKH COOOIECHHS?

a) CBOICTBO «ayTeHTU(UKALHS CTOPOHY.

0) CBOMCTBO «ayTeHTU(DUKAIUS UCTOYHUKAY.
B) CBOICTBO «MHBAPHUAHTHOCTH OTIPABUTEISI.
r) CBOICTBO «ayTeHTU(UKALIHS COOOLIEHUS.

16. Kakoe CcBOHCTBO 0€30MaCHOCTH TapaHTUPYET, YTO YYaCTHHKY KPHUITOTPaAhUICCKOTO
MPOTOKOJIA, YTO YYAaCTHWUKH, HAuyaBIIAE WCIIOJHEHHE IPOTOKOJA, HE W3MEHIIUCH C
TE€YEHUEM BpEMEHN?

a) CBOMCTBO «ayTeHTU(DHUKAIUAS CTOPOHY.

0) CBOIMCTBO «ayTeHTU(DUKAIUS UCTOTHUKAY.
B) CBOWCTBO «MHBApPHAHTHOCTH OTIPABUTEISI.
r) CBOHCTBO «ayTeHTU(DUKAIUS COOOICHUS.

BepHbIii ¥ MOTHBIN OTBET HA BOIMPOC TECTa OIEHMBAETCS B 1 Oayi, I MPOXOXKICHUS
TecTa HeOOXO0JMMO BEPHO W TIOJIHO OTBETUThH Ha HE MeHee ueM 6() MPOIIEHTOB BOMPOCOB TECTA.
TeMbl NPAKTUHYECKUX 3aAHATHI

Tema npakTHYecKoro 3aHsTusi mo teme 3.1
BBenenue B HHPOPMAIMOHHYIO 0€30MIACHOCTDH ONEPANUOHHBIX CHCTEM

1. OcHoBsl paboTHI C MpolieccaMu, BBOAOM-BbIBOOM U (haitnamu B OC Windows u Linux.

Tema NpakTHYECKOT0 3aHATHS MO TeMe 3.2
HNudopmannonnasi 6e30aCHOCTb ONIEPANMOHHBIX cucTeM cemelicTBa Windows.

1. OcHoBsl 00ecrieuenus 0ezomnacHoct B OC Windows.

Tema npakTH4YecKoro 3aHsATHsA Mo Teme 3.3
HNudopmanuoHHasi 6e30MaCHOCTH ONEPANMOHHBIX CHCTEM ceMeiicTBa Linux

1. OcHoBsl 00ecnieuenus o0ezomnacHocty B OC Linux.

Tema npakTu4yeckoro 3ansaTus mno reme 4.1
BBenenne B apXuTeKTYpy JIOKAJbHBIX BBIYMCIUTEIbHBIX CeTel

1. CereBoii cauddep Wireshark. 3nakomMcTBO € PrIIBTpaMu MakeToB.
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Tembl NMPAKTUYECKOI'0 3aHATHUSA 110 TEME 4.2
CeteBble YIrpo3bl 1 METOADbI HpOTHBOHeﬁCTBHﬂ UM

WuBeHTapu3anus U MOUCK YA3BHUMOCTeH ¢ umcmnonb3oBanueM Open Vulnerability and
Assessment Language.

CereBoit ckanep Zenmap. Hcmnonb30BaHME CETEBOTO CKaHepa /i BBISABJICHHS
YSI3BUMOCTEHN YPOBHS CETH.

Bupycel, uX BBISIBJICHHE M YCTPAaHEHHE C WCIOJH30BAHHUEM CIEIHATU3UPOBAHHOTO
MIPOrPAMMHOTO O0ECTICUCHUSI.

TeMbl NMPAKTUYCCKOI'0 3aHATHSA 110 TEME 4.3 MexkcereBbie IKPaHbI

bpannmaysp Windows. Pa3zpaboTka npaBuii MeKCeTEBOT0 SKpaHUPOBAHMUSL.
Buptyansnas uadpactpykrypa Eve-NG.
Me:xcereBoii 3kpaH Ha rpaHulle cetu. Hactpoiika npaBui MeKCeTeBOro 3KpaHUPOBAHUS.

TeMbl NpaKTHYECKOro 3aHATHSA 110 Teme 5.1
BBenenue B kpunrorpagpuueckue MeToAbI 321U THI HH(popManuu

Ucrtopuueckue mudps! mudpoBaHue 1 pacmrdpoBaHue.
JonosHUTeIbLHBIE 32JaHNUS IJI1 CAMOCTOSTEJILHOTO pPelleHHs

JomosnurtesabHbie 3axanus no teMe 1.1 IlpaBoBbie 0CHOBBI 00ecniedeHUs
HH(OPMAIUOHHOI 0€301ACHOCTH

Kakas wndopmanms mnpencraBiser it Bac nenHocts? Kakue XapakTepucTHKH
nHpOopManMoOHHOM O6e30macHOCTH Bbl ObI X0TENM 00€CTIeUnTD IS Takoi nHMOpMaIu?
Bribepere kakoit-nmubo Bua 1eHHo s Bac mubopmanuu. B kakux dopmax MoxkeT
OBITH IPEJICTABIICH STOT BUJ UHQOpPMAIIH?

[Ipoananu3upyiite: K KaKUM BUJaM TailH Bbl MokeTe UMETh JOCTYI?

[Ipoananu3upyiite: Kakue CBA3aHHbIE ¢ BaMu 1aHHBIE MOTYT SIBJISITHCS TallHaMM?

JlonosiHUTe/IbHBIE 3a1aHus 10 TeMe 1.2 3ammTa nepcoHaJbHbIX JaHHBIX

Onumure cxemMy HHPOPMAIMOHHBIX TOTOKOB Bammx MepcoHambHBIX HJaHHBIX B
YHuBepcuUrere.

Onumure cxeMy HHPOPMAITMOHHBIX TOTOKOB Bamx nepcoHanbHbIX JaHHBIX B baHke.
[Ipoananusupyiite: Bcerga nu (korga 3To HeoOxoaumo) ¢ Bac B3umaroT cormacue Ha
00paboTKy MepcOHANbHBIX NaHHBIX? Bcerma au 3TO MPOUCXOIUT B COOTBETCTBUU C
3aKOHO/IaTE€IbCTBOM?

[Ipoananuzupyiite: B Kakux cuTyauusx Bbl naBanm cornacue Ha 0o0paboTky Bammx
crenranbHbIX JaHHbIX? He ObL10 11 3TO W3MUIITHUM?

[Ipoananu3upyiite: B Kakux cuTyauusx Bbl naBanm corinacue Ha 00paboTky Bammx
OroMeTpruecKkux JaHHbIX? He ObLI0 U 3TO U3IHIITHUM?

JlonojiHuTeIbHBIE 3a1aHusA 10 TeMe 1.3 Opranu3anuoHHbIe 0CHOBBI 00ecneyeHus
HH(OPMALHOHHOH 0€30MACHOCTH

PazpaboTaiiTe Moenb HapymuTens a1 Bameil nomaniHe ”HPOPMALMOHHONW CUCTEMBI.
PazpaboTaiiTe MO/€Ib HAPYLIUTENS 51 KOMIIBIOTEPHOTO Kilacca Y HUBEPCHUTETA.
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Pa3paboraiite Mosenb yrpo3 ans Barmieit nomantaeit ”HPOPMAIIMOHHOW CHCTEMBI.
Pa3paboraiiTe MOJIeNTb HAPYIIUTENS AJIs1 KOMITBIOTEPHOTO Kilacca Y HUBEPCUTETA.
[Ipennoxure cpeacTBa 3amuThl HHPOpMaIK s Bamieit qomamntHet nHGopManmoHHON
CUCTEMBI.

6. Ilpemnoxxute cpenacTBa 3amMThl  MHGOpPMANUMU  JUIsI  KOMIBIOTEPHOTO  Kiacca
VYHusepcurera.

ok w

JonosiHuTeIbHBbIE 321aHUs 10 TeMe 2.1 ApXUTeKTypa KOoMINbIoTepa

1. HWzyuure Bam nepcoHanpHBIM KOMIIBIOTEP U COBPEMEHHBIE TaJKEThl, KOTOPbIMU BbI
noJib3yerech. CpaBHHUTE MX XapaKTEPUCTUKU: OBICTpONEHCTBHE, 0OBEM OIEpPaTUBHOW M
BCIIOMOTaTENBHON MTaMSITH, CKOPOCTh A0CTyIa B IHTEpHET.

JonosHuTtebHbIE 3a1aHus 0 TeMe 3.1 BBegenne B uHpopMaAIMOHHYI0 0€30NIACHOCTH
OnepanuoOHHbIX CHCTEM

OC Windiws
1. Ortkpoiite Opay3ep Internet Explorer. Haiinute ero naentudukaTop mpoiiecca, OTKPHITHIC
coeMHeHus U 0a30BbIil IPUOPUTET.
2. Orkpoiite Opayzep Chrome. Haiimute ero wuaeHTH(UKATOpP MpOIECCa, OTKPBITHIC
coeMHeHus U 0a30BbIil IPUOPUTET.
3. 3amyctute npunoxenne «bmokHoT». Halimure (aiiinpl OTKpITEIE TporieccoM «BIOKHOT»
¢ moMoIIio yruiuThl Process Explorer.

OC Linux
Haiigure nate caMbIx TpeOOBATEIbHBIX K MaMSTH ITPOLIECCOB.
OTtkpoiiTe Opay3ep U HAaUAUTE OTKPBITHIC COCAMHEHUSI.
BriBenuTe conepxumoe qupeKkTopun /ete.
BriBenute comepkumoe aupekropun /ete/schedule.

el N =

JonosiHuTe/IbHBIE 3a1aHus 10 TeMe 3.2 UndopmannmonHasi 6€30MacHOCTb
onepauMoHHbIX cucTeM cemeiictea Windows

1. Co3paiite monw3oBarenss «Amnuca». HasHaupte el mapons. Co3maiiTe rpynmy
«HenoBepeHHbIE NIOJIB30BATEIN».

2. CozpaiiTe aupekTropuio, cojepxairyto ¢ainbl. HaznaubTe Annce mpaBa AOCTAaTOUYHBIC
JUI OTOOpaKeHUS CIIUCKOB (DaiiIoB M MEepeXoJ0B B JUPEKTOPUU U €€ MOATUPEKTOPHSIX, a
TaKKe 4YTeHUs (ailioB B JUPEKTOpUU U ee nojpaupekropusix. [IpoBeprTe, uro Anuca
MO>KET IPOCMATPUBATh (PaiIbL.

3. 3amperute rpynne «HemoBepeHHbIE MOJIB30BATENM» JIOOOW JJOCTYN K CO3JaHHOM
JTUPEKTOPHH, €€ TMOJIMPEKTOpUsM, a Takke K (aiimaMm BHYTpU JTUPEKTOPUU U €€
MO IUPEKTOPUH.

4. JlobaBbre Ammcy B rpynmny «HemoBepennsle monb3oBarenu». [IpoBeprTe, uTo Anuca He
CMOKET IPOCMATPUBATH (haiiIbl B JTUPEKTOPHH.

JlonosiHuTeIbHBIE 3a1aHus 110 TeMe 3.3 UndopMannonHasi 6e30acHOCTb
OonepanuoHHBbIX cUcTeM ceMeiicTBa Linux

1. Coszpmaiite monb3oBarenst «Anuca». HasHaubre el mapons. Co3paiiTe Tpymmy
«HenoBepeHHBIE MTOJIB30BATEIN.
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2. CozpaiiTe AupeKkToOpHIo, coiepxailyro ¢ainel. HasHaubTe Annce mpaBa JOCTATOYHBIC
JUTs OTOOpa)KEHUS CIIUCKOB (hailyIoB M MEPEX0JI0B B IUPEKTOPUU U €€ MOATUPEKTOPHSIX, a
TaKke yTeHus (pailloB B TUPEKTOPUU M ee mojaupekropusx. IIpoeprTe, uTo Anuca
MOJKET YUTATh (ailIIbL.

3. C momomiplo CHUCKa KOHTPOJNS JOCTYHNOB 3amperute rpymmne «HemoBepeHHbIE
MOJIL30BATEIN JIF0O0OW JAOCTYN K BHIOpaHHOMY (ailry BHyTpH aupektopuu. [lomensiite
BIIAJICTIbIIA OTOTO (haiiyia Ha CYIeproib30BaTels CUCTeMbl. Paspemmre B 6a30BBIX MpaBax
JOCTYH K BBIOpaHHOMY (haitiry xomom 600.

4. JlobaBbre Anucy rpynny «HemoBepennbie moib3oBarenm». [IpoBepsTe, uro Annca He
CMOXET MTPOYUTATh BEIOPAHHBIN (haii.

I[OHOJIHI/ITCJIBHBIC 3aJaHud 110 TeEME 4.1 Beenenue B APXHTEKTYPY JOKAJIbHBIX
BBIYHCJIUTEIbHbBIX ceTeH

1. IlpoBeppTe MAOCTYNHOCTH JHOOOro Hcmosb3yemoro Bamu mnodroBoro cepeepa ¢
ucrnoap3oBanneM ytuuTel Telnet. Craemyiite crarbe https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u camocTOSITEIBHO.

2. Hacrpoiite mouty B mouroBoMm kimeHTe Thunderbird. Crnenmyiite craThe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapise;.

3. Paspaboraiite GrIbTpHI IS TpocMOTpa ToJbko ucxoasmux [CMP-3anpocos. Cienyiite
cratwe https://habr.com/ru/post/211042/.

JlonosiHuTeIbHBIE 3a1aHus 110 TeMe 4.2 CeTeBble YTPO3bl H METO/AbI IPOTHBOEHCTBHUA
UM

1. IlpoBenuTe MOUCK YSA3BUMOCTEH Ha CBOEM JOMAallHEM IEPCOHAJILHOM KOMIIBIOTEPE,
03HAaKOMBTECh C OINHMCAHUEM BBISBICHHBIX YS3BUMOCTEH, OINpEAeIUTe HACKOJIbKO OHU
KpuTu4HbI No mkane CVSS, u ycTpaHute ux.

2. TlpoBeprre, ycrpaneHa inu ys3BuMoctb CVE-2017-0144 wa Bamem JoMaimiHeM
KOMIIPIOTEpPE, M YCTAaHOBHUTE OOHOBJIEHHME OE30MACHOCTH B Cllyyae, €ClId YSI3BUMOCTh
npucyrctByet. Cienyiite cratee https://support.microsoft.com/ru-ru/help/4023262/how-
to-verify-that-ms17-010-is-installed.

3. Msyuute ys3Bumocte CVE-2014-0160, cnemys cratesam  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-
heartbleed.pdf.  TIlepBas cTaThs mpeACTaBIsAeT CcOOOM  HEOOJBIIOW  KOMHKC,
MOKa3bIBAIOIUH, HACKOJIBKO OINAacHa U JIETKO MCIOJb3yeMa 3Ta YsA3BUMOCTb. Bropas
CTaThsl TpPEACTaBIsieT co00N mMoApoOHOE OMHMCAaHHWE YSA3BUMOCTH, IOCIEJICTBUS €€
WCIOJIb30BAHUS U PUCKH.

JonosiHuTeILHBIE 3a1aHusI 0 TeMe 4.3 MeskceTeBble IKPaHbI
1. 3amenure y3nbl Hacker u Victim Ha y37bl 10 yHpaBiI€HUEM OMNEPAlMOHHON CHUCTEMBI
Windows u oOpaTuTech K UX CETEBBIM pecypcaM 1o npotokoiny SMB. Cnenyiite craThe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
host-on-the-eve/.

JlonoiHMTeIbHBIE 3a1aHusA 110 TeMe 5.1 BBegenue B Kpunrorpaguyeckue MeTo1bl
3alUTHI HH(pOpMALNH

1. 3ammudpyiite u pacmmdpyiite cooduenue «5 Teds arob6m0!» BceMu H3BECTHBIMU Bam
HCTOPUYECKUMHU MIUDpamu.
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KpuTeplm OICHKHU IPAKTHYECCKOT0 3aHATHUSA.

3a mpaKkTUYeCKOE 3aJaHME BBITIONHACTCS OJHA M3 OICHOK: «OTJIHYHO», «XOPOIIO»,
«yJOBJIETBOPHUTEIbHO», KHEY0BJIETBOPUTEIHLHOY.

OneHka «OTJMYHO» BBICTABJISICTCS, €CIIM CTY/ACHT aKTUBHO paboTaeT B TEUCHHE BCEro
MPAaKTUYECKOTO 3aHSTHs, JaeT BEPHbIE W IIOJHBIE OTBETHl HAa BOMPOCHI TMPENOAaBaTENs WU
MOKA3bIBACT MPHU ITOM TIIIyOOKOE OBJIAZICHWE JICKIIMOHHBIM MAaTEpHaloM, BCE YaCTH 3aJlaHHs
BBITIOJTHEHBI BEPHO (JIOTMYCKArOTCs HEOOJbIINE HETOYHOCTH, HE SBIISIFOIIUECS CIIEICTBHEM
HE3HAHWs] WM HEMOHMMaHHs ydeOHOro Marepuana). PaGora BBINONHEHAa CaMOCTOSITEIHHO.
Pabora cnana ¢ cobmoaenuem Bcex cpokoB. CoOmroIeHb! Bee mpaBmiia 0(hOpMIICHUSI.

OneHka «XOpoOLIO» BBICTABISIETCS, €CIIM CTYJIEHT aKTUBHO Pa0OTaeT B TEUCHHE BCETO
MPAaKTUYECKOTO 3aHATHS, JaeT BEpHBbIE, HO BO3MOXKHO HETOJHBIE OTBETHI Ha BOIIPOCHI
MIPETo/IaBaTellsl U MOKA3bIBAET MPH 3TOM CBOOOJHOE BIAJICHHE JIEKIIMOHHBIM MaTepUaliOM, BCE
YacTH 3aJlaHHs BBITIOJHEHBI BEPHO (JOMYCKAIOTCS HETOYHOCTH, HE SIBIISIFOIIMECS CIIEICTBHEM
HE3HAHUs WJIM HENOHMMaHWs Yy4deOHoro wmarepuana). PabGora B 1eJ0M  BBITIOJIHEHA
CaMOCTOSITEIIEHO, BOBMOYKHO C KOHCYJbTaIlMel mpernojaBarens. Pabora caana ¢ coOmoaeHneM
BCEX CPOKOB. JlomycKaroTCss He3HAYUTENIbHbBIE HEIOUEThI B 0(hOPMIICHUH.

OneHKka «yJI0BJETBOPUTEIBLHO» BBHICTABISICTCS B TOM CIIydae, KOTJa CTYIACHT B IIEJIOM
OBJIaZIETT CYTHIO BOTIPOCOB IO JTAHHOW TeMme, OOHApYKMBAaeT 3HaHHE JICKIIMOHHOTO MaTepHhaa.
[Tpu >TOM Ha 3aHATHH BeneT ceOs MAaCCHBHO, JAeT HETOJIHBIE OTBETHI HA BOTPOCHI, JIOIYyCKAeT
OImMMOKHM TIPU OCBEIMICHUH TEOPETUYECKOTO MaTepuaia, He MOXKET 000OIHTh M CHENaTh YeTKUE
JIOTMYECKUe BBIBOJBI. PaboTa chmaHa ¢ omo3maHueM He Ooiiee MBYX 3aHATHH. Jlomyckarorcs
HE3HAYUTEIIbHBIC HeJIOUETH B 0()OPMIICHHH.

OneHka «HeyJA0BJIETBOPUTEIbHO» BBICTABISIETCS B Cllyyae, KOT/Ia CTYACHT OOHApYKUJI
HECOCTOSITEIbHOCTh OCBETUTh BOIPOCHI UM BOIIPOCHI OCBELIECHBI HEMPABUIbHO, O€CCUCTEMHO, C
rpyObIMH  OIIMOKaMH, OTCYTCTBYIOT IIOHMMAaHHS OCHOBHOM CyTH BOIIPOCOB, BBIBOJBI,
0000mIeHNsI, 0OOHAPY)KEHO HEYMEHHE pemmarh ydeOHbie 3amauu. OOydarommuiicss HE MOXKET
BBITIOJTHUTH paboTy 6€3 moMoInu npemnoaaBaTens. Paborta caHa ¢ HapyleHHeM CpOKOB (ITO3/1HEe
4yeM uepe3 /Ba 3aHATHs). B odopMieHnn NpUCyTCTBYIOT 3HAUNTENbHBIE HEIOUETHI.

1.2 Cnucok BonpocoB u (WJIN) 3aIaHUI 1JIA MPOBeAeHus POMEKYTOYHON aTTecTallun

Bomnpocsl k 3a4ety

=

OcHoBHbIE MpaBa rpaxaaH B chepe 00pabOTKH U 3alTUTHl HHGOPMAIUH.

2. OcHOBHBIE MNPUHLMUIBI [IPABOBOTO PEryJupoBaHus B 00jgacTh 0OpaOOTKM M 3alUTHI
nHpOpMaIuu.

3. HNudopmanusa. OcHOBHBIE CBOMCTBA 06€30MaCHOCTU HHPOPMAIK: KOHPUACHIINATBHOCTD,
L[€JIOCTHOCTb, JOCTYITHOCTb.

4. Bwuapl vHGOpMaIMK [0 NOPSAAKY TOCTYNA U PACIPOCTPAHEHUS.

Orpanunuenue noctyna Kk uHpopmanuu. 3amuTa uHGopmanuu. OObEKTH! 3aUThl. Bub

TalH.

WNubopmaliioHHbIE TEXHOJIOTUU U HH(POPMALIMOHHBIE CUCTEMBI.

Ob6nanarens MHGOpPMALIMU U oTlepaTop HHPOPMALMOHHOM CUCTEMBI.

OTBeTCTBEHHOCTH B c(hepe 00pabOTKM U 3aIUTHl HHYOPMAIIH.

[lepcoHanbHbIE TaHHBIE U IPUHIUIIBI UX 0OPAOOTKH.

10 Bupl nepcoHanbHbIX JaHHBIX: CHIEIHAIbHbIE, OMOMETPHUYECKUE U OOIIEeI0CTYITHBIE.

11. YcnoBust 06paboTKH MEPCOHAIBHBIX JaHHBIX.

12. Cornacue Ha 00pabOTKy NepCOHATBHBIX JAHHBIX.

13. TpancrpannuHas rnepegaya MepcoOHaNbHBIX TaHHbIX.

14. TIpaBa cyObEKTOB EPCOHATBHBIX JAHHBIX.

o

©ooNo
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15.
16.
17.
18.
19.
20.
21.

22

33.
34.
35.
36.
37.

38.
39.
40.

41.
42.
43.
44,
45.
46.
47.
48.
49,
50.
51.
52.
53.
54,
55.
56.
S7.
58.
59.
60.
61.
62.

Omneparop nepcoHANBHBIX JAaHHBIX U €r0 00S3aHHOCTH.
Mepsl obecnieueHust 0€301IaCHOCTH MEPCOHATBHBIX JAHHBIX.
KoHTposb ¥ Ha30p 32 BBINOJIHEHHEM Mep 10 00eCIIeYeHHI0 OE3011acHOCTH.

YTOIHOMOYEHHBIH OpraH MO 3alIUTe MpaB CyOBEKTOB MEPCOHATBHBIX JAHHBIX.

[TocnenoBaTenbHOCTH JEHCTBUI 1O 3aIIUTe HHPOPMALIUH.
BrrsBiienue u aHam3 HHPOPMALMOHHBIX AKTHBOB.
dopmupoBanue TpeOOBaHUH 10 3aIIUTEe UH(OPMAIIHH.

. [Toaxoap1 K MOJISTMPOBAHUIO HAPYITUTENICH HH(DOPMAIIMOHHOW OE30ITaCHOCTH.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.

Yrpo3sl nHGOPMAIIMOHHON OE30TTaCHOCTH.

CpencrBa 3amuTsl HHPOPMAITUH.

[Ipoueccopsr.

OcHoBHas (K311 ¥ ONepaTUBHAsA) TaMSTh.
BcnomorarenbsHas namsTh.

YcTpolicTBa BBOAa-BbIBOIA (ILIMHBI, MOHUTOPBI, IPUHTEPHI).

YerpoiicTBa BBOIa-BbIBOIA (KJIaBUATYPHI M MBIIIH, BEO-KaMepbl, MUKPO(QOHBHI).

OO61uit cnocod xpaHeHus: ¥ 00padOTKH UH(POPMALIUK B KOMITBIOTEPE.
[TonsTHs onepanoHHOMN U (aitIoBoil cucTeM.

CyObekTbl, 00BEKTHI, METObI U MPaBa AOCTYIA, IPUBHIETUH CYOBEKTa AOCTYIIA.

JIMCKpEMOHHOE YIPABICHNE JOCTYIIOM.

MaHngaTHO€E ynpaBieHue JOCTYIIOM.

Wnentuduxanms, ayreHTUGUKALMS U aBTOPU3ALHSL.

VYrpasieHue J0CTYIIOM B ONIEPAI[HOHHBIX CHcTeMax cemerictBa Windows.
Wnentudukamnvs, ayreHTHQHKAIMS ¥ aBTOPHU3AIMSA B  ONEPAIHOHHBIX
cemeiicrBa Windows.

Peanuzanus aynaura B ONEpalioOHHBIX cucTeMax cemeiicrea Windows.
VYrpasseHne J0CTYIIOM B OIIEPAI[HOHHBIX CHCTEMaX cemericTBa Linux.
Nnentudukanms, ayreHTUPHUKAIMS ¥ aBTOPHU3AIUS B  OINEPAMOHHBIX
cemeiictBa Linux.

Mogpens 1SO/OSI.

ApXHUTEKTypa ¥ OCHOBHBIC TIPOTOKOJIBI JIOKATBHBIX BEIYUCIUTEIBHBIX CETCH.
Knaccugukanuu ceTeBbIX yrpo3, ya3BUMOCTEH U aTak.

CeTteBble aTaky Ha pa3aIHn4uHbIX ypoBHAX Mozean 1SO/OSI.

Knaccugukanus BpeZJOHOCHOTO MTPOrPaMMHOTO 00ECIICUCHHMSI.

[Ipu3HaKK MPUCYTCTBUS BPEJOHOCHOTO MPOTPAMMHOTO 00ECTICUeHHS.
Metoab1 00HApYKEHUSI BPEIOHOCHOTO IMPOTPaMMHOTO 00eCIIeYeHUsI.
MecTo ¥ poJib MEKCETEBBIX SKPAHOB B 00CCIICYCHNUN CETEBOM OC30MAaCHOCTH.
Knaccugukarus Me:KCeTeBbIX IKPaHOB.

OCHOBHBIC BO3MOXHOCTH MEKCETEBBIX SKPAHOB.

JIOCTOMHCTBA U HEIOCTATKU MEKCETEBBIX 3KPAHOB.

[Toctpoenue npaBui GpuIbTPaIHH.

Kpunrorpadust npeBHero mupa.

Kpunrorpadus cpeTHIX BEKOB.

Kpunrorpadust snoxu BozpoxaeHus.

Kpunrorpadust HoBoro BpemeHnu.

CuMMeTpUYHas ¥ ACHMMETPHYHAsT KpUNITOTpadusl.

BBIUHCIATENBHO CIIOKHBIC 3a]1a41 MAaTEMAaTHKH.

Kpunrocucrema RSA.

[TonsiTHe kpunrorpapuveckoro MPoTOKoIA.

CBoiicTBa MPOTOKOJIOB, XapaKTEPU3YIOLIUE UX 0€30MaCHOCTb.

Cxembl upoBoi MOAMUCH.

Hpamma BbBICTABJICHHSA OIICHKH HA 3a4eTe.
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B mporiecce 3auera TpeOyeTcs OTBETUTh HA OJMH M3 MPHUBEJICHHBIX BbIIIe BOIpocoB. Ha
HOJArOTOBKY K OTBETY JIa€TCsl He MEHee | akaJeMU4ecKoro Jaca.
ITo nToram 3a4era BBICTABIIACTCS OJJHA U3 OLICHOK: «3a4TCHO», «HE 3a4TCHO».

Onenka «3a4yTeHO» BBICTABISIETCA CTYICHTY, KOTOPBIM JEMOHCTPHUPYET BJiaJieHUE
COJIep’)KaHWEM MaTrepuaja U NOHATUHMHBIM almnapaToM TEOPUH ICEBJOCIy4ailHbIX T€HEpaTopoB;
YMEET CBSI3bIBAaTh TEOPUIO C MPAKTUKON. B 0TBETE MOTYT IOIYCKaThCs OTAEIbHBIE HETOYHOCTHU
(HecyllecTBEHHbIE  OMIMOKM), KOTOpbI€  HUCIPABISAIOTCS  CaMUM  CTYAEHTOM  IOCJe
JIOTIOTHUTEIBHBIX U (WJINM) YTOYHSIONIMX BOIPOCOB 3K3amMeHaTropa. Ha 4acTe OMOIHUTENBHBIX
BOIIPOCOB CTYZIEHT MO>KET HE J1aTh OTBET WJIM JaThb HEBEPHBIM OTBET.

Ounenka «He 3a4TeH0» BBICTABIAETCA CTYACHTY, KOTOPBIA  JEMOHCTPHUPYET
pa3po3HEHHbIE, OECCUCTEMHBIE 3HaHUs; OCCIIOPSJOYHO U HEYBEPEHHO M3JIaraeT MaTepuai; He
YMEET BBIJEISATH IVIABHOE U BTOPOCTENIEHHOE, HE YMEET COCIMHATh TEOPETUUECKUE MTOJIOKEHUS C
MIPaKTUKOM; JOIMycKaeT rpyOble OMINOKU P ONpEAETICHUH NOHITHH, BCIEICTBUE HETOHUMAHUS
UX CYHIECTBEHHBIX U HECYIIECTBEHHBIX MPU3HAKOB U CBSI3€M; 1a€T HEIOJHbIE OTBETHI, JIOTUKA U
MOCJIEIOBATEIbHOCTh U3JIOKEHHUS KOTOPbIX MMEIOT CYIIECTBEHHbIE M MPUHLHUIUAIbHBIE
HapylIeHHUs, B OTBETaX OTCYTCTBYIOT BbIBOJBI. J|OMOJHUTENbHBIE M YTOUHSIOIIKE BOIPOCHI
JK3aMEHaTopa HE INPHUBOAAT K KOPPEKUHMH OTBETOB CTyAeHTa. Ha OCHOBHYW 4YacTh
JIOTIOTHUTEIBHBIX BONIPOCOB CTYACHT 3aTPyIHSAETCS AaTh OTBET UJIU J1a€T HEBEPHbIE OTBETHI.

Onenka «He 3a4TeH0» BBICTaBIAETCSA TAKXKE CTYACHTY, KOTOPBIA B35J1 DK3aMEHAMOHHBIN
OuseT, HO 0TKAa3aJCs JaTh Ha HETO OTBET.
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IIpunoxenne Ne2 k padoueil nporpaMmMe JUCHUIINHBI
«be30macHOCTh B COBPeMeHHOIl HH(OPMALIMOHHOH cpeae»

MeToauueckue YKa3aHusl 1Jis oﬁyqalomnxca 0 OCBOCHMIO JUCIIUITJINHBI

OcHoBHOU (HopMOH H3JI0KEHHSI YIeOHOTO MaTepuayia IMo JUCHUIUITHHE «be30macHOCTh B
COBpPEMEHHON WH(OPMAIIMOHHOW cpefie» SIBISIOTCS JICKIMU, YTO CBS3aHO, MPEXKAE BCEro, ¢
HOBU3HOM MaTepuaina s oOydaronuxcs. [1o O0NBIIMHCTBY TEM MPeTyCMOTPEHBI TPAKTUYECKUE
3aHATHUSA, TENBI0 KOTOPBIX SIBJISETCS 3aKPEIUICHHE JIEKIIMOHHOIO MaTepuajia MyTeM penieHus
CHEIMAILHBIM 00pa3oM M0I00paHHBIX MPAKTUICCKUX 33]1ad.

Jist  ycmemrHoro  OCBOCHHSI  JAUCHUIUIMHBI  BaXXHO  CaMOCTOSATENIBHOE  HM3YYEHUE
TEOPETUYECKOTO MaTepHalia M pEIICHHE TMPAKTHUYEeCKUX 3a/Jad, KaK B ayIuTOPUH, TaK H
CaMOCTOSITEJILHO B KAYECTBE CAMOCTOSITENIbHOM paboThl. [Ipumepsl perieHus 3aaad pa3ouparoTcs
Ha JICKIUSAX W MPAKTHUYECKUX 3aHATHUIX, MPU HEOOXOJUMOCTH IO Haubojiee TPYAHBIM TeMaM
MPOBOJATCS IOTIOJIHUTEbHBIE KOHCYNbTAIIMU. OCHOBHAS II€JIb PEIMICHUS MPAKTHYECKUX 3a/1a4d —
MMOMOYh YCBOWTH OCHOBHBIE MOHSTHUS WHMOPMAIIMOHHOW O€30MacCHOCTH, WX OIpEACNiCHUs, a
TaKk€ OCHOBHBIE METOJBI M CpelIcTBa obecreueHus WHOOpMAIMOHHOW Oe3omacHoCTH. Jlyist
pereHuss 3agad HEOOXOIWMO HE TOJBKO 3HATh, HO M TOHUMATh JIEKIIMOHHBIA MaTepuall.
[TosTomy B mporecce wu3ydeHUs UCIMIUIMHBI PEKOMEHIYETCS peryispHas paboTa ¢
KOHCITEKTaMH JIEKIIUIA U PEKOMEHIOBAHHOM JIUTEPATYPOH.

Bonemioe BHUMaHWE AOHKHO OBITH YIAEIEHO CaMOCTOATENhHOW paboTe. B kadectBe
3aIaHUN 71 CaMOCTOSITETIFHOW paboThl IoMa CTyJIEHTaM IMPEJIaraloTcs 3a1a4u, aHATOTUIHbIE
pa3o0paHHBIM Ha JIEKIHSIX U MPAKTHUECKUX 3aHATHSAX WM CX0KHE C HUMH.

Jlis mpoBEepKM M KOHTPOJISE YCBOEHHUS TEOPETHMYECKOTO Marepuana, MpuoOpeTeHHBIX
MPAKTUYECKUX HABBIKOB Pa0OTHI C OCHOBHBIMHU MOHATUSMHU B TE€UEHHE OOYYEHMS MPOBOISATCS
MEpPOTIPUATHS TEKyIeH aTTecTalliy B BUJE TeCTUPOBAHUN. Takke MpOBOAATCS KOHCYJIbTAllUU
(mpu HEOOXOIMMOCTH) TIO JICKIIMOHHOMY MaTepuaily M pa30opy HEKOTOPBIX 3aJaHUi s
CaMOCTOSITEIHHOU PaOOTHI.

B KkoHIe uW3ydeHHs IUCHUIUIMHBI CTYIEHTHl CHAIOT 3a4yeT. 3adeT MPOBOAUTCS Ha
OCHOBAHUU BBITIOJIHEHUS TECTOBBIX 33JaHUil U cobeceqoBaHUS Ha OCHOBAHUU CIIMCKAa BOIIPOCOB
K 3a4€Ty, KOTOPBI 0XBATHIBAET MOJTHOCTHIO BCIO MPOTrPaMMy JAUCHUTIIHHBIL.

YyedHO-MeTOANYIECKOE 00ecTIeueHne
CaMOCTOSITEJIbHOM Pa0OTHI CTYIEHTOB 10 JUCHUILINHE

Jl71 caMOCTOATENbHON pabOThl pEKOMEHAYETCS UCIIOIb30BAaTh CIASAYIOIIYIO YUeOHYIO
TUTEpaTypy:

1. Tamenbaym D. Apxutektypa komnbiorepa. / O. Tanenbaywm; [mep. ¢ anri. FO.
I'opoxosckoro, [I. Iluntsxosa] - 5-e wm3n. - CII6.: Iutep, 2013. - 843 c.
(axagmeMuuecKoe M3JI0KEHIE MaTepHalia Mo apXUTEKType KOMIBIOTEPA).

2. TanenbGaym O. CoBpeMmeHHblE omnepauuoHHble cuctembl. / J. Tanenbaym, X. boc;
[mep. c anrn. A. JleontseBoii, M. MansieBoii, H. Bunbuunckoro] - 4-e uzn. - CII6.:
IMutep, 2019. - 1119 c.: un. (akageMuyeckoe WU3I0KEHHE MaTepuana IIo
OTIEPALIMOHHBIM CUCTEMaM).

3. Tanenbaym 3O. KomnsrotepHsie cetu. / . Tanenbaym, /. Yazeposur; [nep. ¢ anri. A.
I'pebenbkoBa] - 5-e uzn. - CIIG.: Tlurep, 2019. - 955 c. (akaneMuyeckoe U3NOKEHUE
MaTepuana Mo KOMIbIOTEPHBIM CETSM).

4. Andepon A.Il. OcHoBbl kpunrorpadpuu. Yuebnoe nocodue. / A.Il. Andepos, A. HO.
3yooB, A.C. Ky3pmun, A.B. Uepemymkun. M.: T'emuoc APB, 2005. 480 c.
(akazeMHueCcKO€ U3JI0KEHHE MaTepHrala 1o KpunTorpapumn).
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