MHUHOBPHAYKHN POCCUH
SpocaaBckuii rocynapcrBeHHblii yausepceuter uM. ILT. lemugoBa

Kadenpa koMnpioTepHOI 6€30MaCHOCTH U MaTEMaTHYECKUX METO/10B 00paboTKu HH(popMaIiu

YTBEPXIAIO

Jlekan MaTeMaTH4ecKoro (akymnbreTa

WWH.

20 urons 2023 1.

Pabouast nporpaMma npon3BOACTBEHHON NPAKTHKH

«HpOeKTHO-TeXHOJIOFI/I'leCKaH MMPpaKTUKa»

Hanpasnenue noaroToBku (crennaibHOCTH)
10.03.01 NudopmannonHas 6€3011acHOCTh

Hamnpasnennocts (mpoduis)
«be30MmacHOCTh KOMITBIOTEPHBIX CUCTEM)

®opma 00ydeHus: oyHast

[Iporpamma paccMoTpeHa [Iporpamma ono6perna HMK
Ha 3acelaHuu Kadenpsl MaTeMaTu4ecKoro pakynbTeTa
ot 14 anpens 2023 r., npotokosa Ne 8 mpotokoi Ne 9 ot 3 mas 2023 r.

Spocnasnb



1. Cnocod u ¢popMbI NpoBeAeHUs] MPAKTHKH

Opranuzanus, cnocod u ¢opMa TPOBEIACHHE MPAKTUKHU ONpenensercs moioxkeHueM «O
MPOBEJCHUH MPAKTUKU KaK KOMIIOHEHTa 00pa30BaTeIbHOW MPOrpaMMBbI, pealn3yeMoro B ¢gopme
MPAKTUYECKONW TMOJArOTOBKH, [UIsl CTYJIEHTOB, OCBaWBalOUIMX 0Opa3oBaTelbHbIE MPOrPaMMBbI
BBICIIETO OOpa30BaHUs», YyTBEpKIAeHHOro mpukazom pekropa ®I'BOY BO Apl'Y um. ILT.
Hemunosa. JlanHoe monoxeHne pacupocTpaHseTcss Ha oOpa3oBarenabHbIe porpaMmMmel (nanee — OIT)
BBICIIIEr0 00pa30BaHMs — MPOrpamMMbl OakallaBpuaTa, CelHalIuTeTa, MarucTpaTypbl U MPOrpaMMbl
MOJATOTOBKU KaJpoOB BBICIICH KBaIU(HUKAIMN, — peaii3yeMble B COOTBETCTBUH C (eaepalbHbIMU
roCcy/IapCTBEHHBIMU 00pa3oBaTeIbHBIMU CTaHAAPTAMH BhICIIEr0 00pa3oBaHUs, U Ha Bce (POpPMBI
MOJTyYEHUS BBICILIEr0 00pa30oBaHMsl, BKIIIOYas OYHYI0, OYHO-3a0YHYIO U 320UHYIO.

Buo npakmuxu — npou3BoJICTBEHHAs IIPAKTHUKA.

Tun npakxmuku — IPOEKTHO-TEXHOJIOTUYECKAs TIPAKTUKA.

Cnocob nposedenus npakmuku — CTallMOHApHAS.

Mecmo npogedenus mexHOI02UYECKOU NPAKMUKU. TEXHOJOTHMYECKas MpaKTHKa
MPOBOAMUTCS B CTPYKTYpHBIX moxapasaenenuax Spl'Y mubo B mnpoduibHBIX OpraHU3aIusX,
pacroI0KEHHBIX Ha TEPPUTOPUU Topoaa Spociapis.

Bpemsa nposedenus npakmuku — 3 kypc 6 cemectp.

2. MecTo NPaKTHKHU B CTPYKTYype 00pa3oBaTe/IbHOIM IPOrpaMMbl
JlaHHast MpaKkTUKa OTHOCUTCS K 00s3aTeIbHON YacTu 00pa30BaTeNIbHOM MPOrpaMMBl.

3HaHusA U HAaBbIKH, TIIOJTYYCHHBIC W 3aKPCIUICHHBIC B PE3YIbTATC JIIPOXOKACHUA
HpOHBBOﬂCTBCHHOﬁ TEXHOJIOTHYECKON MMPAKTHUKHU, HCIIOJIB3YIOTCA CTYACHTAMH IIpU pa3pa60TKe
KYPCOBBIX U BBIITYCKHBIX pa60T.

3. Ilnanupyemblie pe3yJbTaTbl 00yYeHUS] MPH NMPOXOKAEHHUH Y4eOHOIl (03HAKOMUTEJIBLHOI,
CTAllHOHAPHOI) NMPAKTHKHN, COOTHECEHHbIE ¢ IUIAHUPYeMbIMHU pe3yjbTatamu ocBoeHusi OIl
O0akajiaBpuara.

IIporiecc  mpoxokA€HUS MpaKTUKM HampaBleH Ha  (OpPMHUpOBaHHE  CIIEAYIOIIUX
kommnereHIMii B cooTtBercTBUM ¢ PI'OC BO, OOIl BO u mpuobpereHus cieayrouux 3HaHUH,
YMEHMM, HaBBIKOB U (MJIM) OTIbITA JI€ATEIbHOCTH:

dopmupyemas
KOMIIeTeHIUsI
(xoa u popMyTHPOBKA)

NHaukaTop N0CTHKEHUS
KOMIeTeHIIN U
(ko u popMyJIMpoOBKa)

Ilepeyenn
IUIAHMPYEMBIX Pe3yJIbTATOB 00y4YeHus

Oo6umenpodgeccuoHalbLHbIE KOMIETEHITUN

OIIK-10 Criocoben B
Ka4yecTBe
TEXHUYECKOTO
CTeIHaINCTa
NpUHUMATh y4acTHe B
dbopmupoBaHUU
HOJTUTHKH
UH(POPMALIMOHHOM
0€30I1aCHOCTH,
OpraHU30BBIBATh U

N-OIIK-10_4 3naet
MIPOrpaMMHO-
anmaparHble Cpe/CTBa
3aluThl HH(OPMAaLIUY B
THUIOBBIX OIEPALMOHHBIX
CUCTEMaX, CHCTEMAaX
yrpaBieHus 6azamu
JAHHBIX, KOMITBIOTEPHBIX
CeTsIX

3HaeT COBpEMEHHBIE TPOIPaMMHBIE U
MIPOrpaMMHO-aMNIapaTHbIE CPECTBA
3alIUThl UH(OPMAIIMH, B TOM YHUCIIE
OTE4YECTBEHHOT'O IPOU3BOICTBA.

YMeer npoBOAUTH CPaBHUTEIBHBIN
aHaJM3 ¥ OCYIIECTBIATH 000CHOBAHHBIH
BBIOOD MPOTPaMMHBIX U TPOIPaMMHO-
anmnapaTHBIX CPEJCTB 3aIUThI
nH(popmanuy, B TOM 4YHCIe
OTEUYECTBEHHOI'O ITPOU3BO/ICTBA.




MOJIJICP)KUBATH
BBITIOJTHEHHUE
KOMILJIEKCa Mep 10
00€CIICUCHHIO
nH(pOpMaITMOHHOM
0E€30I1aCHOCTH,
YIPAaBJIATH TPOIECCOM
WX pean3aly Ha
00BEKTE 3aIUTEI

N-OIIK-10_5 ymeer
KOH(UTYpUpPOBATH
IPOrpaMMHO-
anmapaTHbIE CPeICTBa
3alIUThl UHQOPMAIH B
COOTBETCTBHUH C
3aJJaHHBIMH [TOJTUTHKAMHU

3HaeT OCHOBHBIE MPUHUMIBI HACTPOUKHU

6e30macHoi KOpPIIOPaTUBHOM ceTu;
METO/IBI u CpencTBa KOHTPOJIS
3¢ (HEKTHBHOCTH TEXHUYECKOH  3aIIUTHI
uHbopMaIuy; OCHOBHBIE METO/IbI
yIIpaBJICHUS UH(POPMALIMOHHOM
6e3omacHOCThIO B coBpeMeHHbIX OC.

YMeer  npeaniokuTh  0OOCHOBaHHbBIE

BBIOOp TPOTPaMMHBIX M POrPaMMHO-
anmnapaTHbIX CPEICTB 3aILUTHI

0€30IaCHOCTH UHPOPMALIUKM C YYETOM CYLIECTBYIOMIUX
po0JIeM U OrpaHUYCHHIA.
CnocobeH — HacTpauBaTh CTaHJIAPTHBIC
cpenctBa obecrieueHuss HHOOPMAITMOHHOM
0e30IMacHOCTH.
HN-0OIIK-10 6 Baageer HABBIKAMHA MIPUMEHEHUS
Criocoben yuacTBoBath B | IPOTPAMMIBIX 1 pOrpaMMHO-
pabotax o peamusamup | STAPATHBIX  CPCICTB, B TOM  HHC]IC
OIHTHKH OTCUECTBCHHOT'O  IPOW3BOJICTBA,  JUIS
uHGOPMAIIMOHHOM peHICHAA 3a1a4 npo¢eCCUOHATBHOM
6e30IacHOCTH, ACATENBHOCTH. Bnageer HaBBIKAMU
TIPHMEHSATH HACTPOMKH  TOJIMTUKH  O€30IacCHOCTH
KOMILIEKCHBIH moaxox k| OCHOBHBIX OC;  ocymecTBieHus mep
T —— NPOTHBOACUCTBUS HAPYLICHUSM CETCBOM
MH(OPMALHOHHOI 0€30MacHOCTH.

0e301macHoCcTy 00BEKTa
3aIUTHL.

4. O0beM NPaKTHKHU COCTABJAET 4 3aueTHBIX enuHull, 144 akas. yacos.

5. Coep:xaHue NPAKTHYECKOI MOATOTOBKHU NPH NPOBEJAEHNU NPAKTHUKHU

Ne Tun(bl) NpakTUKH, 3TANBI

MPOXO0KACHUS MPAKTUKHA

D®opMbI OTYETHOCTH

1 | YcranoBouHas KoH(pepeHIHs

OT4eT pyKOBOAUTEIS MPAKTHKN

2 |[IoaroroBUTEIBHBIN ATAII

OTMETKH B JTHEBHHKAX MTPAKTHKH
CTYJICHTOB

3 |[JTan BBINOIHEHUS pabOT 110 HHINBUIYATIHHOMY TUTAHY

OTMETKHU B THEBHHUKAX MPAKTUKH
CTYJICHTOB

4 |9tan odopmieHUs OTYETA IO UTOTAM MTPAKTUKU

OTMETKH B JTHEBHHKAX MTPAKTHUKH
CTYJICHTOB




3amuTa OT4ETOB IO PE3YJIbTaTaM MPAKTUKH Y OTMETKHN B JHEBHHMKAX ITPAKTUKU
PYKOBOJUTENIEM IPAKTHKU CTYICHTOB

OTMETKHU B JAHCBHUKAX IMPAKTUKH

6 [HToroBas KoH(pepeHLIHs 0 IPAKTUKE
CTY/ICHTOB

CopepxaHue 3TanoB MPaKTUKU:

1. ¥YcranoBouHasi KoHdepeHUIHs
2. TloaAroTroBUTENbHBIN ITAaN: UHCTPYKTAX MO OOIIMM BOIPOCaM; MHCTPYKTAXK MO TEXHUKE
6e3omacHoctu. CocTaBieHHe EPBOHAYAILHOTO IJIaHa padoT.
3. JTan BbINOJHEeHUs PadoT M0 HHIAMBUAYAIbHOMY IIAHY
[IpoBenenne o00630pa CYIIECTBYIOIIUX MAaTEMaTHYECKHMX MoOJelIel M METOJIOB 3allUThI
uH(pOpMaLlMK, HCIONb3YyEeMbIX IJIsl pEIIeHUs NOCTaBiIeHHOW 3aaauu. CpaBHUTENBHBIA aHAIN3
MaTeMaTUYeCKUX MOJeNed W METOIOB 3alluThl HH(OpManuu, BbIOOp HamOojee MOAXOASIIEH
MOJIeJIM, €€ KOPPEeKTHpPOBKAa WM pa3paboTKa alroputMa, peaqu3ylollero COBPEMEHHbIE
MaTeMaTHUYeCKUe METOMbI 3alUThl MH(YOpPMAIMH, aHaJIU3 pe3ylbTaToB. BeIOOp mporpaMMHBIX U
IPOTPaMMHO-aNNapaTHBIX CPEICTB 3aIIUTHl MHPOPMALKMK, B TOM YHUCIE OTEYECTBEHHOTO
IPOU3BOJICTBA, C YYETOM pEAIU30BAHHBIX B HUX MAaT€MaTUYECKMX METOAOB JUIsl PELICHUS
IIOCTaBJICHHOU 3aJa4H.
[{enbto NPOEKTHO-TEXHOJIOIMUECKON IPAKTUKH SIBJISIETCS IPUOOPETEHUE OIbITA B IPAaBUIIbHON

C TOYKHU 3peHusi 06e30macHOCTU HacTpoirike coBpeMeHHbIX OC M MX CeTeBOro B3auMojeciicTBusA. B
paMKax 3TOH 3a/1a4l MOTYT BBINOJIHEHBI Takue paboThl: coznanue fomeHa Windows U3 HECKOIBKIX
paboynx CTaHUUMH W KOHTpOJUIEpa JIOMEHA, MOJEIUPYIOLIEro CeTh HEKOTOPOW OpraHu3aluu;
CO3/1aHM€ YYETHBIX 3amuceit sl paboThl HAa pabOYUX CTAHLUAX, IS AAMUHUCTPUPOBAHUS pabounx
CTaHIIMM, 11 KOHTpOJIJIepa I0MEHA; BBIIIOJHEHUE aHaIM3a 3aIIUIIEHHOCTH IOMEHA: BO3MOXHOCTh
MOJIyYEHUs MPaB JIOKAJbHOTO aJMUHUCTPATOpa Ha pabOYUX CTAHLHUSAX, BO3MOXHOCTbH IOBBILLIEHUS
OpUBWIETHM Ha padouMX CTaHIUAX M T. J.; NPOAHATU3UPOBATH YA3BUMOCTh K COBPEMEHHBIM
DKCILIOUTaM.

4. Jrtan oopmjieHHs 0TYETA O UTOraM NMPAKTUKH
Benenne nHeBHuKa mnpakTuku. OnucaHue MpojenaHHoil paborel. CocTaBieHue OTYeTa IO0
npaktuke. @OpMyIHMpOBAaHHE BBIBOJIOB M  NPEAJOKEHHM 1O OpraHu3aluh  MPAKTHUKH.
[IpeacraBnenue oTyeTa U THEBHUKA MPAKTHKHU.

5. 3ammMTa O0TYETOB MO Ppe3yJbTATaM NPOEKTHO-TEXHOJOTHYECKOH TPAKTHUKH Yy
PYKOBOAUTEJISI MPAKTUKHU
3amura oTyeTa.

6. HroroBasi kKoH(pepeHIHs MO MPOEKTHO-TEXHOJIOTHYECKOIl MPaKTHKe
BricTyruienrne Ha KOH(GEpEHITHH.

6. ®oHJ OLICHOYHBIX CPEICTB

6.1 ®opMbI OLIEHKH 110 TEXHOJIOIMYECKOI NMPaKTHKe.




[To pesynbrataM MNPOXOXKICHHUS MPAKTHKU MPOBOAMTCS UTOroBas KOH(EpEeHIMs, CTYAECHTHI
TOTOBST B MPOU3BOJILHOM (opMe KpaTKHe WHIANBUAYAIbHBIE TUCHMEHHBIC OTUETHI O BHITIOJTHEHUH B
X0/Jl1e MPAaKTUKHU BHIOPAHHBIX UMU 3aJaHH, TOJYYEHHBIX MPU ATOM 3HAHUSAX, YMEHHIX U HaBBIKaX.

6.2 Kpurepuu onieHMBaHUs Pe3yJIbTATOB NPAKTHKH

Ot4eTsl O BBINOJHCHUM WHAMBHIYAJIbHBIX 3aJaHU 3alIUINAIOTCS CTYACHTAaMH Y
PYKOBOJMTENs] ~ MPakTHKH €  [POCTAaHOBKOM WM, TPH  MOJOKHTEIBHOM  PEIICHUU
QG GepeHIIMPOBAHHOTO 3a4eTa 0 y4eOHOM MPAKTUKE.

IIpy BbIBEEHMH OLIEHKUM [OJDKHBI YYMTBHIBATBCA HE TOJBKO KadeCTBO BBIIIOJHEHHOTO
3aJaHusl, OTBETHl CTYACHTAa HAa TEOPETUYECKHE BOMPOCH, HO W BCS JCATEIBHOCTH B IEPUON
IPOXO0XKJICHUS IPOEKTHO-TEXHOJIOIMYECKON IPAKTUKH.

OTuer TO TMpaKTHKE MJODKEH OBITh M3JI0KEH TEXHUYECKH TPAMOTHBIM S3BIKOM C
IPUMEHEHHEM DPEKOMEHJIOBAHHBIX TEPMHUHOB U aOOpeBuaryp. Ilpu 3amure oTruera mo npaxkTHKe
OLICHUBACTCA  COOTBETCTBHE HH(pOpMAIMM, MPEACTABICHHONH B  OTYeTe, JaHHBIM W3
MH(POPMALIMOHHBIX PECypcoB 0O0IIero Jocryna cetu MHTepHeT, MaTepuasoB JIEKIUi, yuyeOHOH U
TEXHUYECKOH JIUTEpPaTyphI.

IlepeyeHb TUIIOBBIX KOHTPOJIbHBIX BOIPOCOB, 321aBaeMbIX IIPH 3aLLUTE 0TYETA O

NPOXO0KIeHUH MPOU3BOACTBEHHON MPAKTHKH:

— CewmeiictBo nmpotokosioB NTLM u ipoGiemsl ¢ ux 6€30macHOCTHIO.

— CranmapTHbIi poTOKOIN ayTeHTU(UKamu B fomeHax WindowsKerberos. Acrnekrts
0e30MacHOCTH.

— CeMeicTBO TPOTOKOJIOB JIOCTYIIA K CETEBBIM pecypcam SMB.

— Mogens ynpasnenus gocrymnom B Linux. Iporeccs! naeHTudukammy,
ayTeHTU(UKALMU ¥ aBTOPU3ALMU CYOBEKTOB JIOCTYIIA.

— Mogpens ynpasnerust qoctymnom B Windows. TIporieccs uaeHTH(GHUKALINH,
ayTeHTU()UKALUU ¥ aBTOPHU3AIMH CyObEKTOB JIOCTYIIA.

— TI'pynnosie nonmutrkn WiNndOWS 1 MX MpUMEHEHHUE IS TOBBILICHHS 0€30MaCHOCTH
KOPIIOPAaTUBHOM CeTH.

— Bo3moxxnocTu 6panamayspa Windows.

— Bosmosxknoctu iptables.

— Ilpunnun paboTel, MPUMEHEHKE U 3aIMTa OT CETEBOro cKaHepa Nmap.
OCHOBHBIE MOAXO0/1bI K aHAJIU3Y 3aLUILEHHOCTH KOPIIOPAaTUBHOM CETH.
Ha 3amuTe nmpaktuku oOyyaromeMycs MOryT ObITh 3a/IaHbl B TOM YHUCIIE CIIEAYIOIINE BOIPOCHL:

1. TlpuBeaure HOMEpa ¥ Ha3BaHWS HECKOJIBKMX OCHOBHBIX TIPAaBOBBIX HOPMATHBHBIX
JOKYMEHTOB B cdepe  HMHPOPMALMOHHOM  OE30MaCHOCTH,  PerIaMEeHTHPYIOUINX
Pa3pabOTKYIOIUTHUKA YITPABICHHS JOCTYIIOM.

2. Kparko pacckaxxute O MeToJax pa3paOOTKU TMOJUTHK YIPaBJIE€HUS JOCTYIOM U
WHPOPMALIMOHHBIMA ~ TOTOKaMH,  TPEAYCMOTPEHHBIX  JIEHCTBYIOIIMMH  IPABOBBIMHU
HOPMAaTHUBHBIMU JOKYMEHTaMH B cepe HHPOPMALMOHHON Oe30MMacHOCTH.

3. KpaTtko pacckaxute 0 METOABI Pa3pabOTKH IOJUTHK YIPaBICHUS WHPOPMAIMOHHBIMH
NOTOKaMH B KOMIIBIOTEPHBIX CHUCTEMaxX, MPEAYCMOTPEHHBIX IEHCTBYIOIIUMH MPAaBOBBIMU
HOPMaTHUBHBIMH JOKyMEHTaMU B cdepe nHHOpMALMOHHON O€301MaCHOCTH.

4. HazoBuTe HEKOTOpbIE COBPEMEHHBIE MPOTrPaMMHBIE M MPOTPaMMHO-aINapaTHBIE CPEACTBA
3amMThl  WHGOpPMAIMKA, B TOM 4YHCIE OTCYECTBEHHOTO IMPOW3BOJACTBA, H HUICH
pEaJM30BAHHBIX B HUX MaTeMaTHYECKUX METOOB 3aIIUThl MHPOPMALUU U OOJACTH HUX
PUMEHEHUSI.

5. Kparko pacckaxure O METOJMKE TPOBEACHHUS HSKCIHEPUMEHTAIBHBIX HCCIEI0BaHUN
KOMITBIOTEPHBIX ~CHCTEM C IeNIbI0  BBISABICHHS  YSI3BUMOCTEH, TIPEAyCMOTPEHHOU
JICMCTBYIOIMMH TPAaBOBBIMH HOPMAaTUBHBIMH JOKYMEHTaMH B cdepe HMHPOPMALMOHHON
6e3omacHocTh. [IpuBeanTe HOMEpa M Ha3BaHUS ITUX JOKYMEHTOB.



6. CemeiictBo npotokosnoB NTLM u rnpo6iiemsl ¢ ux 0€30MacHOCTHIO.

7. CrannmapTHbii mpoTokon ayTteHTHukarmuu B gomeHax Windows Kerberos. Acmnektsl

0€30MaCHOCTH.

CeMelcTBO MPOTOKOJIOB IOCTYIIA K CETEBBIM pecypcam SMB.

9. PacckaxuTe KpaTko 0 MojeNH yrpasieHnus goctynom B Linux. [Iponeccer naentudukanum,
ayTeHTU(UKALUU 1 aBTOPU3ALMU CYOBEKTOB JIOCTYIIA.

10. Pacckaxxute KpaTko o0 Mojenu ympasieHus jgoctynoMm B Windows. Ilpomeccsl
UJACHTU(PUKALMY, AyTeHTU(UKALMHY U aBTOPU3ALIUU CYOBEKTOB JJOCTYIIA.

11. I'pynnoBeie  monutukd Windows ¥ HX TpUMEHEHHE JUIS MOBBIIICHUS O0€30MacHOCTH
KOPIIOPAaTUBHOM CeTH.

12. Bo3amoxHocTu 6panamayspa Windows.

13. Bo3moxHocTH iptables.

14. Ilpuniun paboThl, MPUMEHEHHE U 3aIIUTa OT CETEBOTO CKaHepa nmap.

15. OcHOBHBIE OAXO0/IbI K aHAIN3Y 3alUIIEHHOCTH KOPIIOPATUBHON CETH.

o

Kputepuu onieHuBanus pe3yibTaTOB NPAKTUKH

OrneHka 1O NMpaKTHKE BHICTABISETCS PYKOBOAWUTENIEM IMPAKTHKU OT Kadeapbl Ha OCHOBE
COJCpXaHUs OTYeTa CTYICHTa, OT3bIBa PYKOBOAMTENS OT TPEANPHUATUS, BBICTYIUIEHUS C
Ipe3eHTalMed M OTBETOB Ha BONPOCHI Ha KOH(EpeHLMH [0 uToraM mpakTuku. IIpoBoautcs
cobeceJoBaHUs IO pa3jieNaM OTYeTa, AHAIM3UPYIOTCA OTBEThl CTYJCHTOB Ha KOHTPOJbHBIE
BOIPOCBHI.

HpI/I BBICTABJICHUU OHLCHKH JOJIKHBI YUYHUTBIBATHCA HC TOJIBKO KAa4Y€CTBO BBIIIOJIHECHHOTO
3alaHuA, OTBCTHI CTYACHTA Ha TCOPCTUICCKHUEC BOIIPOCHI, HO U BCA ACATCIBHOCTD B IICPUO/L
MMPOXOKIACHUA HpOGKTHO-TeXHOHOFquCKOﬁ IMPAaKTHUKH.

OTyer MO MNpaKkTUKE JOHKEH ObITh H3JI0KEH TEXHUYECKHM TIPaMOTHBIM SI3BIKOM C
IPUMEHEHUEM DPEKOMEHJIOBAaHHBIX TEpMUHOB U aOOpeBuatyp. Ilpu 3amurTe oTdera mo npakTUKe
OLICHUBACTCA  COOTBETCTBHE HWH(pOpMAIMM, MPEACTaBICHHOH B  OTYeTe, JaHHBIM W3
MH(POPMALIMOHHBIX PECypcoB O0IIero Joctyna cetu MHTepHeT, MaTepuasoB JEeKIUi, yuyeOHOH U
TEXHUUYECKOH JINTEPaTyphl.

7. IlepevyeHb OCHOBHOM W JONOJTHUTEIbHOH Y4eOHOI JTUTEPaTypPhl, peCypcoB
HH(POPMALMOHHO-TEJIEKOMMYHUKAUNOHHOM ceTH «AHTepHeT» I MPOX0KIAeHUS MPAKTHKH

a) OCHOBHAasl JIUTEpPaTypa

1. Tanenbaym, O., CoBpemeHHbI€ ornepaionHbie cuctemsl / J. Tanenbaym; [nep. ¢ anri. H.
Bunwsunnckoro, A. Jlamkesuyal. - 4-e uzn., CII6., [Tutep, 2020, 1120c

2. Parosun, 10. H. Opranuzamus u ymnpaBiieHHe MOJApa3ieieHueM 3alluThl WHPOpMAIUU Ha
npeanpusTuy : yuebHoe nocodbue / Parosun 0. H. , Menbauk B. A. - Cankr-IlerepOypr :
NI UaTepmenus, 2019. - 240 c. - ISBN 978-5-4383-0180-6. - Tekct : anexrponHsIii // ObC
"KoHCynbpTaHT cTyneHTa" : [caiiT]. - URL
https://www.studentlibrary.ru/book/ ISBN9785438301806 html (maTa obpareHus:
26.01.2020). - Pexxum nocTymna : 1Mo moJInrcKe.

0) AOMOJIHUTEIbHAS JIUTEepaTypa
1. Kocomamos, . B.IIpoToKOIbI 3aUIIEHHBIX BBIYACICHUN HA OCHOBE JIMHEWHBIX CXEM
paszneneHus cekpera : yueonoe nocodbue / 0. B. Koconamos. - Pocros /]l : IO®Y, 2020. - 112 c. -
ISBN 978-5-9275-3317-6. - Tekcer : anexrponnsiii // IBC "Koncynsrant crymenTa" : [cait]. - URL
. https://www.studentlibrary.ru/book/ISBN9785927533176.html (mata obpamienus: 26.01.2020). -
Pexxum moctyna : 1o mojmnucke.



2. Buytpennee yctpoiictBo Windows. / M. PycunoBuy, . ComomoHn, A. Honecky, IL
Hocudosud; [mep. ¢ aurn. E. Matseesa] - 7-¢ u3z. - CI16.: Iutep, 2018. - 942 c.

3. TI'yweko, A. B. CucremHoe nporpamMmupoBanue B cpene Linux : yde6Hoe mocobue / A. B.
I'yapko. - HoBocubupck : HI'TY, 2020. - 235 c. - ISBN 978-5-7782-4160-2. - Tekcr :
anekrporusii  //  OBC  "Koncymerant  crymenta" @ [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785778241602.html (mara oOparnieHus:
26.01.2020). - Pexwum gocTyma : 1Mo MOAMUCKE

4. Iworypos, JI. B. CereBast 0e30macHOCTh Ha OCHOBE CEpBEPHBIX mpoaykToB Microsoft/
Mrorypos 1. B. - Mocksa : Hanmonanenbiii OtkpsiTeiii YHUBepcurer "MHTYUT", 2016. -
Texcr : onektponnbii // DbC "KoncymsranT crymenra" : [cait]. - URL
https://www.studentlibrary.ru/book/intuit 359.html (mara o6pamenus: 26.01.2020). -
Pexwum noctyna : mo noamucke.

B) pecypchbl ceTn «AHTEepHEeT» (IPH HEOOXOAUMOCTH)

1. Caiit depepanbHOW CIIy)KOBI TEXHHYECKOTO M HKCHOPTHOTO KOHTpoisisi Poccuiickoit
Oenepannn (https://fstec.ru) nns 3HaKOMcTBa ¢ HOpMAaTHBHBIMH JokymMeHTamu DCTOK
Poccun.

2. SecurityLab.ru - uaopMannoHHBIN MOPTAJ, ONEPATHBHO U €KETHEBHO PACCKA3bIBAIOIINKI O
COOBITHSAX B 00JIACTH 3aIIUTHI HHGOPMAIIMHN, UHTEPHET IIPaBa U HOBBIX TEXHOJIOTHSX.
https://www.securitylab.ru/

3. baza gaHHBIX 00IIEN3BECTHBIX YSI3BUMOCTEH HH()OPMAIIMOHHON OE30MaCHOCTH

https://cve.mitre.org/
Kypnan «Xaxep».(https://xakep.ru/).
Apxus skcmaontoB. (https://www.exploit-db.com/)

&

o

8. O0pa3oBaTesibHbIC TEXHOJIOTHH, B TOM YHCJIE JJICKTPOHHOE 00yUeHUe U TUCTAHIHOHHbIE
o0pa3oBaTe/ibHbIE TEXHOJIOTHH, UCIIOJIb3yeMble MPHU 0CYLIeCTBIEHUH 00pa30BaATEIbHOI0
npouecca

OOyuaromuecss  mepei  MPOXOXKJICHHEM  MPOEKTHO-TEXHOJIOIMYECKOW  MPAKTUKU
o0ecTieunBarOTCd  MPOrpaMMON  TPOXOKACHUS TPAKTUKA W HHIUBUAYAJbHBIM  33JaHUEM
pykoBojuTenss npakTuku. CamocrosiTenbHas paboTa oOydaroluxcs MoapasymeBaeT paboTy MHOJ
PYKOBOJCTBOM IpernojaBaTesiell, OCYHIECTBISIOMNX PYKOBOJACTBO yueOHOW mpakTukou. IIpoBoms
cobeceJoBaHUE, PYKOBOAUTENb MPAKTUKU 00CYKIAaeT ¢ 00ydaroUMMHUCs MJIaH Oyaylei npakTuky,
(dbopMHpyeT BOMPOCH], KOTOPBbIE HEOOXOIMMO PACKPHITH NPH COCTABICHWH OTYETa IO NPaKTHKE,
OOBSICHAIOT TOPSIIOK 3aloJIHEHHs] THEBHHUKA MPOXOXKACHUS NMPAKTHUKU U MOANUCHIBAIOT €ro, JaeT
PEKOMEHJALMK IO H3YYEHHMIO HEOOXOJAMMOIo HOPMAaTHMBHOIO MaTepuaja M COOTBETCTBYIOIIEH
auTepatypel. B JHEBHUKE NPOXOXAEHUS HPOM3BOJICTBEHHOM NPAaKTUKU OTpPakaeTcsl KpaTKoe
cojiepxkaHue paboT, BBHIMOTHAEMBIX OO0yUYaIOIMMUMCS. 3alUCU JOJDKHBI BHOCHTHCS O00YYarOUUMUCS
eXKeHe/IeIbHO, OTpaXkasi JJaHHbIe O MPOJIeNlaHHOM paboTe, M 3aBEpSThCS MOANUCHI0 PYKOBOIUTENS
0 MECTY MPOXOXJIEHHUsS IMPAKTHKH. B X0/1e MPOXOXKACHUS TPAKTHUKH OOYYaIOUIMICS TOTyJaeT
HE00X0/IMMble MaTepHallbl OT PYKOBOJAUTENS MPAKTUKH. B COOTBETCTBUU ¢ OMMCAaHHBIMU 33JauaMH
obOyuvaromuiics cobupaer u obpabareiBaeT nHpopmalmio i HanucaHusi otdeTta. [lo okoHUYaHHMH
NPaKTUKA OOYYaIOUIMiiCSs B YCTaHOBJECHHBIE CPOKHM CJIAeT PYKOBOAMTENIO MPAKTUKU OTYET IO
npakTuke. OTYET MO MPAKTUKE CONEPIKUT TUTYIHHBIHN JIUCT, coiepkaHue (TU1aH), TEKCTOBYIO YacTh,
CIHCOK JINTEPATYPHI, IPUIOKEHHS, THEBHUK, XapaKTEPUCTHUKY.

HeoOXomuMbIM ~ KOMIIOHEHTOM  MPOEKTHO-TEXHOJOTHYECKOW  TPAaKTUKUA  SIBIISIETCS
BBHITIOJTHEHUE WHANBUAYAIBHOTO 3aaHusl. HAMBUAyaNbHOE 33JaHNe HA MPAKTUKY HAMPaBICHO Ha
yIIIyOJieHHEe W paclIMpeHHe IONYYeHHBIX CTYASHTaMH 3HaHWUM B 00JacTH HH(OPMAIMOHHON
0€30I1aCHOCTH, KOTOpPOE€ SBJIAETCS OJHUM W3 HEOOXOIMMBIX YCJIOBUN JAIbHEHIIEro OCBOCHHUS
TUCIHATUTHH TPO(EeCCHOHALHOTO IHMKIJIA. Pe3ynmbTaThl BBHIMONHEHUS WHAWBUIYAIBHOTO 33JaHUS


https://www.securitylab.ru/
https://cve.mitre.org/
https://xakep.ru/

opopmisiFoTcsl B BUAE pedepara, BXOISAIMIETO B COCTaB OTYETa MO MPAKTHKE B KadecTBE €ro
OCHOBHOTO pazjiera.

9. IlepeyeHb JTULEH3HOHHOTO U (MJIH) CBOOOIHO PACIIPOCTPAHAEMOI0 NPOrPAMMHOIO
olecrneyeHusl, HCIOJIb3yeMOI0 NIPH OCYIeCTBJIEHHH 00pPa30BaTeIbHOIO Npouecca

1.  Nmap — cBoboxHas yTwinTa, MpeaHa3HAuYCHHAs JJIs pa3HOOOpa3HOrO0 HACTPAMBAEMOTO
ckanupoBanus [P-cerell ¢ OOBIM KOJMYECTBOM OOBEKTOB, ONpPEAETCHUS COCTOSAHUS OOBEKTOB
CKaHUPYEMOM CETH.

https://nmap.org/

2. Wireshark — mporpamma-ananuzarop tpaduka st KOMIbIOTepHbIX ceTeid Ethernet u
HEKOTOPBIX JIPYTHX.

https://www.wireshark.org/

3. Metasploit Project — mpoekt, mocBsIéHHbINH HHOOPMAIHOHHON O€30IIaCHOCTH.

https://www.metasploit.com/

10. IlepeyeHb cOBpeMEHHBIX MNpodeccHOHATBHBIX 0a3 JAaHHBIX M HMH(POPMALMOHHBIX
CIIPABOYHBIX CHCTEM, HCII0JIb3yeMBbIX NP OCYLIeCTBJeHNH 00pa30BaTeIbHOIO nmpouecca (npu
He00X0UMOCTH)

1. DnexrpoHHas 6ubauoreka yueOHbIX MaTepuasioB SApl'yY
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php.
2. HDb HanumonanbHas 37eKTpOHHAs OMOIMOTEKA
https://rusneb.ru/
3. DnexTpoHHO-OMOMMoTeunas cucrema «tOpaiT»
https://www.urait.ru/
4. DneKkTpoHHO-OuOIMoTEeUHas cucteMa «JIaHby
http://e.lanbook.com/
5. TAPAHT. HudopMarmoHHO-TIPaBOBOM MOPTal (JOCTYI C KOMITBIOTEPOB YHUBEPCHTETA.
Cobunoga, 36a-bubnuoreka).
6. DiekTpoHHO-OHOIMOTEYHAs cucTemMa «JIaHby
http://e.lanbook.com/
7. TAPAHT. MndpopmanmoHHO-IpaBOBO mopTai (AOCTYI € KOMIIBIOTEPOB YHHUBEPCHUTETA.
Cobunoga, 36a-bubnuoreka).
11. MaTepuajibHO-TeXHUYecKasi 6a3a, HeoOXoAUMAs /sl MPOBeIeHUS MPAKTUKH
Bce noctynHble pecypcbl NpeANpUATHS MCHOIB3YIOTCS CTYJIEHTAMU BO BpPEMs MPOEKTHO-
TEXHOJIOTHYECKOU MPAKTUKH.

12. MeToanyeckue yKa3aHusi JUISl CTY/IEHTOB M0 OCBOECHHIO THCIHIIIMHBI

JUis ycnemHoro mpoxox/JIeHusl MPakTUKH BaXKHO yMeTh 3((QEKTUBHO OpraHu30BaTh padoTy,
Cpa3y MpPHUCTYNaTh K PELIEHUIO IOCTaBICHHbIX 3aJad, IOCTOSHHO 3HAKOMHUTCS C HOBBIMHU
UCTOYHHKAMU UH()OPMAIIH 110 TEME.

bonbuioe BHUMaHHME cleAyeT yIAeNIUTh MpaBUiIaM TEXHUKM O€30IacHOCTH, IpaBUIIaM
BHYTPEHHETO Paclopsika OpraHu3alii U BEICHUIO JHEBHUKA.

CrnenyeT MOCTOSIHHO KOHTPOJIMPOBATh CPOKH BBITIOJIHEHUS TIOCTABICHHBIX 3a/1a4.

B HekoTOphIX cllyyasX BO3MOXKHAa KOPPEKTHPOBKAa WM M3MEHEHHE IUlaHa paboT 1o
COIVIACOBAHUIO C PYKOBOJUTEINIEM NPAKTUKU OT OpraHU3alHH.

[Ipu odopmieHun oTueTa W JHEBHHKA HE cJeayeT 3a0bIBaThb O NPUIIOKEHUAX, Kyla
MIPUKIIAJIBIBAIOTCS. UCXOJHBIE KOJABI pa3pabOTaHHBIX, OOJBIINE OTYETHI, MOTYYEHHBIE C TTOMOIIbIO
IPOTPaMMHBIX M ITPOrPaMMHO-AIIAPATHBIX CPEJICTB 3alUThl HH()OpMAIUH.

YToOb! yCHENHO CIPaBUThCA C 00BEMHON paboTol M0 0OPMIIEHHIO OTYETa O MPOXOKICHUU
NPaKTUKH, clieayeT OQOpMIIATh OTYET MO YacTsM, B Ipolecce paboThl A00aBisisi B HETO HOBBIE
pa3ziesibl U MMyHKThI ¢ HEKOTOPBIMU JIOTHYECKH 3aBEPIICHHBIMH YacCTsIMHU HCCIIE0BaHUS.
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