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1. Henu ocBOeHMS IV CHUTITTHHBI

JucriunnnHa «be3onacHOCTh B COBPEMEHHOW WH(OPMAIMOHHOW cpefie» oOecrieunBacT
npuoOpereHue O00ydaroIMMHUCA 3HAHUM, yYMEHMM W HaBblKkOB no kommnereHuuu OIIK-1.
«CrnocobeH NMOHMMATh MPUHIUIB PAOOTHl COBPEMEHHBIX HH(GOPMAIMOHHBIX TEXHOJIOTUH H
UCTOJIB30BaTh UX JUIA pelIeHHs 33434 Npo(ecCHOHANBHON nesTenbHocTH» DenepaabHOro
rOCy/IapCTBEHHOIO0 00pa30BaTEIbHOrO CTaHIApPTa BBICHIETO OOpa30BaHUS [0 HAIMPABICHUIO
noarotosku 42.03.01 Pexiiama 1 cBsI3U ¢ OOILIECTBEHHOCTHIO.

OCHOBHOHM LENbI0 W3YYEHMs JUCUUIUIMHBI SBISETCS TEOpPETHUYECKas U MpaKTUYecKas
MOJrOTOBKA O0yYarOIUXCsl K JeATEIbHOCTH, CBA3aHHOM C IPUMEHEHUEM COBPEMEHHBIX CPEICTB
¥ METOJIOB 3alIUThl HHGOPMAIMU B MOBCEIHEBHON U mpodeccruoHaibHon aestenbHocTH. Kype
JIaeT MpEeJCTaBICHHE O MECTE U POJIH MH(OPMAIIMOHHON 0e30MacHOCTH B COBPEMEHHOM MHPE.
Ero wu3ydyenue maer BO3MOXKHOCTb CO3HATEJIBHOTO HCIOJB30BaHUS, OOpaOOTKH M 3alIUTHI

uHpOpMaLnH.

2. MecTo TMCHUILIMHBI B CTPYKTYpe 00pa30BaTe/ibHOI MPOrpaMMbl
JlaHHasi TUCIUIUIMHA OTHOCUTCS K 00s13aTeNbHON YacTh 00pa30BaTeIbHOM IPOTPaMMBI.
Jucuumnnuna «be30nacHOCTh B COBpeMEHHON MH()OPMALIMOHHOW Cpefiey UTPaeT BaXKHYIO
poITb i 00IIePOoeCCHOHATBFHON TTOATOTOBKH 00YYar0IIerocs.

3. Illianupyembie

pe3yJIbTaThI

o0yuyeHus1 1o

AUCHHUIIINHE, COOTHECCHHbIC C

IVIAHUPYeMbIMU pe3yabTatamu ocBoenusi OIl 6akanaBpuara

[Tponecc n3yueHus QUCUUIUIMHBI HApaBiIeH Ha (GOpMUPOBAHHE CIEAYIOUIMX KOMIIETCHIIUN
B cootBercTBHH ¢ PI'OC BO, OOII BO 1 nproOpereHus ciaenyromux 3HaH!i, yMEHUH,
HaBBIKOB U (WJIN) ONBITA JESTEIbHOCTH:

Dopmupyemas Nuaukarop 10CTHKEHUSA Ilepeyennb
KOMIIeTeHIIHsI KOMIeTeHIIHH IVIAHUPYEMBIX Pe3yJIbTATOB 00y4eHHsI
(xox u (xox u popmyJIpPOBKA)
¢dopmyaupoBKa)
YHuBepcaabHble KOMIICTCHIIUH
YK-8. Cniocoben HI-YK-8.4. CnocobeH | 3namo:
co3/aBaThb U peliath CTaHJApTHBIE 3a/1a4M | OCHOBHBIE IIOHATHS B 00JaCcTH
IIO//IEPKUBATH npodeccuoHanbHOM 00pabOTKH M 3alIUTHI UH)OPMALIUK U
0e30macHbIe YCIOBHSI | ACATENBHOCTH  HAa  OCHOBE | UX ONpE/ECHUs;
KU3ZHEJEATENIbHOCTH, | MH()OPMALIMOHHON U | MOCJIEI0BATEIbHOCTD BBITIOJHEHUS
B TOM YHCJIE IIPH o6ubnuorpaduueckon paboT 1o 3ammre HHGoOpMaIuuy;
BO3HUKHOBEHUU KyJIbTYpbl C TPHUMEHEHHUEM | KJIacCU(PUKALINIO HapyIIUTenen
Ype3BbIYaHbIX UH(POPMALMOHHO- MH(POPMALIMOHHON 6€30M1aCHOCTH;
CUTyalui KOMMYHHKAI[MOHHBIX BU/JIbl ¥ HA3HAYEHHE CPEJICTB 3aLIUThHI
TEXHOJIOTUH M ¢  ydeTroMm | MH(opMaIuH.
OCHOBHBIX TpeOoBanuil | Yuemo:
UH(POPMALIMOHHOM YCTaHABJIMBATh U OCYLECTBIISTh
0e30MacHOCTH MEPBUYHYIO HACTPOUKY

OIIEpPAllMOHHBIX CUCTEM,
AHTUBUPYCHBIX CPEICTB U
MEXKCETEBBIX KPAaHOB.
Bnademw nasvikamu:

paboThI CO CPe/ICTBAMHU 3AIUTHI
nHpopManuu




4. O0beM, CTPYKTYpa U CO/iepPKaHMe TN CHUTITHHbBI
OO0mmas TpyA0€MKOCTh JUCIUIUIMHBI COCTABIISIET 2 3a4€THBIE SAMHUILBI, /2 aKaj. Jaca.

Ne Tembi (pa3aennbl) Buabl y4eOHbIX 3aHATHIA, @DopMbI TEKYLIETO
n/n AUCHUTLINHBI, BKJIIOYASl CAMOCTOSITEJILHYIO KOHTPOJIS
HX cojlepiKaHue = paGoTy CTY1eHTOB, ycneBaeMoCTH
9 U UX TPYA0EMKOCTh
= (B akaileMUYeCKHUX Yacax) dopma
o NPOMEKYTOYHOM
aTrecTanuu
(no cemecmpam)
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Paznen 1l |IIpaBoBble 4 16 3
OpraHu3anMoHHbIE
OCHOBBI
o0ecreyeHus
HH$opMaLOHHOI
0€30MacHOCTH B
Poccuiickoit
Denepanun
Tema 1.1 (IIpaBoBbIE OCHOBBI 4 | 2 1 |Tecr
obecrieueHus
nH(}OPMALIMOHHOU
0€30MacHOCTH
Tema 1.2 (3ammra 4 | 2 1 |Tecr
MePCOHATBHBIX
JTAaHHBIX
Tema 1.3 |Opranu3anuoHHbIE 4 | 2 1 |Tecr
OCHOBBI 0O€ecTieueHHs
nH(}OPMALIMOHHOU
0€30MacHOCTH
6 mom yucne ¢ 30 u 6 3  |Buneonekmumn
J[OT TEKCTOBEIC
MaTepuabl
y4eOHOTro mocoous,
MPE3CHTAINH, TECT B
OVK B
DemidOnline
Paznen 2 |ApxurekTypa 4 | 2 1
KOMNbIOTEPA
Tema 2.1 |Apxurekrypa 4 | 2 1 |Tect
KOMITBIOTEpa
6 mom yucne ¢ 30 u 2 1 |Buaconekmuun
J[OT TEKCTOBEIE




MaTepUaIbl
y4eOHOro mocoous,
npe3eHTaIlH, TECT B
OVYK B

DemidOnline
Pa3nen 3 |OcHOBBI 3 9 |Tecr
uHGOPMALMOHHOM
0e30IacHOCTH B
OnepanuoOHHBIX
cHcTeMax
Tema 3.1 |BBenenue B 1 3 |Tect
MH(POPMAIIMOHHYIO
0€3011aCHOCTD
OTIepaIIMOHHBIX
CHCTEM
Tema 3.2 |MudopmannonHas 1 3 |Tect
0€3011aCHOCTD
OTIepaIIMOHHBIX
CHCTEM CeMelCTBa
Windows
Tema 3.3 [MudopmanmonHas 1 3 |Tecr
0e30IacHOCTh
oIeparMOHHbIX
CHCTEM CeMeiicTBa
Linux
6 mom yucie ¢ 30 u 3 9 |Buzgeoiekiuu
/[OT TEKCTOBBIE
MaTepuabl
yueOHOro nocoodus,
MPE3CHTAIINH, TECT B
OVK B
DemidOnline
Pa3nen 4 |OcHOBBI 3 9
HH$opMaOHHOI
0e30macHocTH B
JIOKAJIBHBIX
BBLIYHMCJIUTEILHBIX
ceTsax
Tema 4.1 |BBenenue B 1 4 |Tecr
ApPXUTEKTYPY
JIOKAJbHBIX
BBIYHCIIUTEIBHBIX
ceTen
Tema 4.2 |CereBble yrpo3bl U 1 4 |Tect
METOIBI
MIPOTUBOICHCTBUS UM
Tema 4.3 |MexceTeBble SKpaHbl 1 3 |Tect
6 mom uucne ¢ 30 u 3 11 |Buneonexiuu
J[OT TEKCTOBEIC
MaTepuabl

y4eOHOT0 1mocoows,
MPE3EHTAINH, TECT B




DYK B
DemidOnline
Paznen 5 [Kpunrtorpadpuuecku| 4 | 2 | 2 3
€ MEeTO/bI 3aIIUThI
uHopmanumn
Tema 5.1 |BBencuue B 4 2 2 3 |Tecr
Kpunrorpaduueckue
METO/IbI 3aIlHThI
nHpopmauu
6 mom qucie ¢ 30 u 2 1 3 |Buzgeonekiuu
J[OT TEKCTOBEIC
MaTepuabl
y4eOHOT0 1mocoous,
MPE3CHTAINH, TECT B
DVYK B
DemidOnline
0,3 | 10,7 |3auer
Bcero 3a 4 cemectp 72 | 16 | 16 0,3 | 37,7
Bcero 72 | 16 | 16 2 | 03| 37,7

Coaep:xaHue pa3jesioB NIPOrpaMMbl TUCHUILIUHBI
«be3onacHocTh coBpeMeHHO# HHGOPMAILIMOHHOI cpeae»

Pa3nes 1. IlpaBoBble M OpraHM3alMOHHbIE OCHOBBI OOecrnedeHMss MHEGOPMALMOHHOM
0e3onacHoctHu B Poccniickoii @enepanuu.

Tema 1.1. IIpaBoBbIe OCHOBBI 0OeciedeHHsI THPOPMAIIMOHHOM 0€30aCHOCTH.

OcHoBHBIE TpaBa TpaxgaH B chepe o0paboTku M 3amuThl HHGopManuu. OCHOBHBIE
NPUHLIMIIBL TIPAaBOBOTO PETyJIMpPOBaHUS B oOjacTh 00pabOTKM M 3alluThl HHGOPMALUU.
Nudopmanusa. OcHOBHblE CcBoOiicTBa 0€30MacHOCTH HHGOpMalUU: KOH(PUICHIHUATBHOCTb,
LEJIOCTHOCTh, JOCTYMHOCTb. Bunabl MHQOpManuu 1no mopsAKy JOCTyla M pacHpoCTpaHEHUs.
Orpannuenue poctyna K wuH(opmanuu. Buasr TaitH. OOnanatens  MH(OpPMAaIHH.
Nndpopmannonnsie texHosoruu. WHpopmannonusie cucrembl. Onepartop uHGOpMalMOHHON
cucteMbl. 3ammra uHpopMmanuu. OOBEKTHl 3alIUTHL. BuIbl OTBETCTBEHHOCTH B cdepe
00paboTKH ¥ 3alIUTHI UH(POPMALIUH.

Tema 1.2. 3amura nepcoHalbHBIX TAHHBIX.

[lepcoHanbHble JaHHbIE W TNPUHLUIB MX 0O0pabOTKM. BuIbl NepCOHANbHBIX JaHHBIX:
crernuaibHble, OMOMETpUYECKHE W OOIIeOCTYNHbIE. YCIOBHS 00pabOTKH IMEPCOHATBHBIX
naHHbiX. Corjmacue Ha 00pabOTKy MepCOHANBHBIX JaHHBIX. TpaHCTpaHWYHas Ieperada
NepCOHAIbHBIX AaHHbIX. [IpaBa cyOBEKTOB mepcoHalbHBIX AaHHBIX. OmnepaTop MEepCOHATBHBIX
JaHHBIX U ero oOs3aHHOCTH. Mephl obecneueHUs] OE30MaCHOCTH TEPCOHAIBHBIX JIaHHBIX.
KoHTposb 1 HaA30p 3a BBIMOJTHEHUEM MEp MO 00ecreueHnt0 0€30MMacHOCTH. Y TTOJTHOMOYCHHBIN
OpraH 0 3aIluTe NMpaB CyObEKTOB MEPCOHATBHBIX JaHHBIX.

Tema 1.3. Opranu3anvoHHbIe OCHOBBI 00OecTedeHns HHPOPMAIMOHHOM 6€3011acHOCTH.

Kakue Bompocs! cTtaBUT MHpopMannoHHas Oe3omnacHocTh? IlociaenoBarenbHOCTh AEHCTBHIMA
no 3amure uHpopManuu. BeisiBieHrne U aHaIW3 MHPOPMAIMOHHBIX aKTUBOB. DopMHUpOBaHUE




TpeboBaHuil 1o 3ammre MHPopMmauuu. [Toaxompl K MOIENMPOBAHUIO HAPYIIMTENEH W yrpo3
nH(popManmoHHOW Oe3omacHOCTH. BpIOOp CcpencTB W METOMOB  3alIuThl  WH(OpMaIUy.
Buenpenue cucteMsl 3a1uThl HHQOPMAIH. JKCIUTyaTalusi CHCTEMBI 3aIIUTHI HHPOPMALIUH.

Pa3nes 2. ApxuTeKkTypa KOMIIbIOTEpPA.

Tema 2.1. BBeieHue B apXuTeKTypy KOMIIBIOTEpA.

[Ipoueccopel. OcHoBHasg (K3II W oOlepaTUBHAasg) mnamsaTh. BcmomorarenbHas MNamsTh.
YcTpoiicTBa BBOAA-BbIBO/IA (LIIMHBI, MOHUTOPBI, KJIABUATYPHl U MBIIIH, BeO-KaMephl, IPUHTEPHI).
[TepconanbHble KOMIIBIOTEPHI U MOOUIIBHBIE YCTPOUCTBA.

Paznen 3. OcHoBbI HHGOPMAIMOHHOI 0€30ACHOCTH B ONEPALMOHHBIX CHCTEMAX.

Tema 3.1. BBenenue B HHPOPMAIIMOHHYIO 0€3011aCHOCTD OTICPAIMOHHBIX CUCTEM.

OO0mmii cnoco6 xpaHeHus u 00paboTku wuHpopManmuu B KommbioTepe. [loHsATHS
ormepanoHHoil u (¢ainoBoii cucreM. CyObeKkThl, OOBEKTHI, METOABl M IIpaBa JOCTYIIA,
npuBWIErHM CcyObekTa Joctyna. JIMCKpELMOHHOE YIpaBJIEHWE JIOCTYIIOM, MAaHAATHOE
yrpapieHue AocTynoM. Mnentudukanus, ayTeHTHPUKAUS U aBTOpu3alusa. AyTeHTHDUKALUS
Ha OCHOBE TTapoJieii, Ha OCHOBE BHEUIHUX HOCHTEJIEH KiIfoua, OnoMerpudeckas ayTeHTH()HUKAIINS.

Tema 3.2. MadopmannonHas 0€30MacHOCTh ONEPaIMOHHbBIX crcTeM cemeiictBa Windows.

VYrpasiieHHE TOCTYIIOM B OINEpPAIlMOHHBIX cucTemax cemeiictBa Windows. Unentudukanus,
ayTeHTHU(HKAILIMSA U aBTOPHU3AIMsS B ONEPAIIMOHHBIX cucTeMax cemericta Windows. Peanuzarust
ay/MTa B ONEpaIlMOHHBIX cucTeMax cemeiicrea Windows.

Tema 3.3. UadopmannonHas 0€30MacHOCTh ONEPAIIMOHHBIX CHCTEM ceMeiicTBa Linux.

VYrpaBjaeHre JOCTYIIOM B OINEPAIMOHHBIX CHCTeMax cemeiictBa Linux. Wpentudukarms,
ayTeHTU(HKALUS U aBTOPH3ALMs B OMEPAlMOHHBIX CHcTeMax cemeiicTBa Linux. Peammsarus

ayJMTa B OMEPAIMOHHBIX CHCTEMax ceMeicTa Linux.

Pa3znen 4. OcHoBbl MH(OPMAIIMOHHOM 0€30NMACHOCTH B JIOKAJIBbHBIX BHIYUCIUTEIBLHBIX
ceTHX.

Tema 4.1. BBenieHue B apXUTEKTYpy JOKaIbHBIX BEIYUCIUTENbHBIX CETEH.

JlokanbHble BbIUHCTHTENbHBIE ceTH. Momens ISO/OSI.  ApxutekTypa ©W OCHOBHBIE
MIPOTOKOJIBI IOKATEHBIX BBIUMCITHTEIBHBIX CETCH.

Tema 4.2. CereBble yrpo3bl U METO/IbI IPOTUBOACUCTBUS HM.
Knaccugukamum ceTeBpIX yrpos, ysa3BUMOCTe W artak. CeTeBble aTakd Ha Pa3IMYHBIX
ypoBHsix Mognenu ISO/OSI. Knaccudpukanus BpeJOHOCHOTO TNPOTPAMMHOTO 0OECIICUYEHHS.

[Tpu3Haky NpUCYTCTBHS BPEJOHOCHOTO MTPOTrPaMMHOT0 o0ecrieueHus. Metoasl oOHapyKeHHs.

Tewma 4.3. MexceTeBble SKpaHBI.



MexceteBble 3kpanbl (M3). Mecto u pons MD B obecriedeHUn ceTeBOil 0€30MacHOCTH.
Knaccudukammst MD. OcHoBHBIE BO3MOXKHOCTH MD. JlocTomHCcTBAa W HemocTaTku MD.
[TocTpoenue npaBui puUIbTPAIHH.

Pa3nen 5. Kpunrorpadguyeckne MeToAbl 3alIIUTHI HHPOPMALMH.

Tema 5.1. BBenenune B kpuntorpadguueckue METOIbI 3aIlIUThl HH()OPMAITUH.

Hcropuueckuii o4epk pa3Butus Kpuntorpadpuu. CuMMeTpu4yHas M aCHMMETpPHYHAs
Kpunrorpadus. BplUUCIUTENEHO CIOXKHBIE 3agaud  MaremMatukd. Kpunrocucrema RSA.
[Tonstue kpunrtorpaduyeckoro mnportokosa. CBOHCTBa IMPOTOKOJIOB, XapaKTEPU3YIOLIME HX
6e3omacHOCTh. Cxembl U(POBOIL MOATTUCH.

5. Oﬁpa30BaTeJ’[LHbIe TEXHOJO0I'MA, B TOM YUCJI€ TEXHOJOI'UH 3JICKTPOHHOI'O oﬁyqe}mﬂ H
AUCTAHIIMOHHBbIC 06pa30BaTeJIbHI>Ie TEXHOJOIMd, UCIIO0JIb3YEMBbIEC IIPU OCYIICCTBJICHUH
06pa30BaTeJ'[I:HOFO nmpouecca mo TMCUIIJINHE

B mponecce 00ydeHus NCIIONB3YIOTCS CIEAYIOIINE 00pa30BaTeIbHbIE TEXHOIOTUU:

AxageMuyecKkasi JJeKIus (WIK JIEKIHs 00ILEro Kypca) — ocjieIoBaTelIbHOE U3JI0KEHHE
MaTepuaga, OCYLIECTBISEMOE IPEUMYHIECTBEHHO B BHUAE MOHOJIOIa IPENOAaBaTEls.
TpeboBaHMs K aKaJeMHUYECKOH JIEKIUU: COBPEMEHHBIH Hay4HbI YpOBEHb M HACBHIIIEHHAs
MH(OPMATUBHOCTb, yO€qUTeNbHAs apryMeHTalus, JOCTy[Hass M IOHSITHAas pedb, YeTKas
CTPYKTypa M JIOTHKA, HalU4ue SPKUX HPUMEpPOB, HAy4YHBIX J[0Ka3aTeJIbCTB, OOOCHOBAHMIA,
(dakToB.

IIpobnemuas Jiekuusi — WU3JI0KEHUE MaTepuana, [pearoarampuee MIOCTaHOBKY
Hp06JIeMHBIX U JUCKYCCHOHHBIX BOIIPOCOB, OCBCIICHHUE PA3JIMYHBIX HAYYHBIX IIOAXOIO0B,
aBTOPCKHE KOMMEHTApHM, CBA3aHHBIE C PA3JIMYHBIMU MOJEISIMU HMHTEPHpPETAlMM HU3Yy4aeMOro
marepuana. [IpobiemHast IeKIusi HAUMHAETCS C BOIIPOCOB, C TOCTAHOBKH MPOOJIEMBI, KOTOPYIO B
XO0Jle M3JIOKEHUs MaTepuaja HeoOXOIuMMO peluTh. B jekuum coderaroTcss nmpoOsieMHble U
I/IH(l)OpMaLII/IOHHI)Ie Hayalia. HpI/I 9TOM IIpPOLECC MO3HAHUA CTYACHTOB B COTPYAHHUYCCTBC U
JMajnore ¢ mpenojaBareneM NpUOIMKaeTcss K MOMCKOBOM, UCCIIEAOBATENbCKON J1EATENbHOCTH.
CopnepxaHue mpoOJeMbl pacKpblBaeTcs IyTEM OpraHU3allMd I[IOMCKAa €€ pEeLIeHUs WU
CYMMHpPOBAHMS U aHAIN3a TPAAULIMOHHBIX U COBPEMEHHBIX TOUEK 3PEHUS.

IIpakTnueckoe 3aHAATHE — 3aHATHE, TOCBSILIEHHOE OCBOEHUIO KOHKPETHBIX YMEHUHN U
HABBIKOB U 3aKPEIUICHUIO TIOJYYEHHBIX HA JIEKLIUU 3HAHUM.

OneKTpOoHHBIH yueOHBbIN Kypc «be3onacHOCTh B COBpeMEHHOM MH(OpPMAIIMOHHOM cpejiey Ha
mwiardopme onnaH-o0ydeHus DemidOnline, B koTopom:

— TPEICTaBJIEHbI BUAEO-JIEKIIMH 110 BCEM TEMaM AMCLUMILIMHBI U IPE3EHTALUN K HUM;

— TPEICTaBJICHBI TEKCTHI JIEKIIUH 10 BCEM T€MaM JIUCLUIIINHBL;

— TPEICTaBJICHBI IPABUJIA POXOXKIEHUS IPOMEKYTOUYHON aTTECTALIMU IO JUCLIUIUINHE;

— TpPEICTaBICHbl TECThl MO TeMaM JUCHUUIUIMHBI JJIs CaMOCTOSITENIbHOM paboThI
00ydJaromuxcs;

— mocpeacTBOM  ¢GopyMa  OCYIIECTBISIETCS CHHXPOHHO€ M (WIM) aCHHXPOHHOE
B3aUMOJICIICTBUE MEXIy OOYy4arolIMMHUCS M IIPerojaBaTelieM B paMKax M3Yy4eHUs
JUCIUTUINHBI.

6. IlepeueHb JIMIIEH3MOHHOT0 M (MJIU) CBOOOJHO PACHPOCTPAHSIEMOr0 MPOrPaAMMHOIO
ol0ecreyeHusi, HMCNOJb3YyeMOr0 IPH OCYLIECTBJICHHH 00pa30BaTeIbHOIO Iponecca Io
AUCHUIIJINHE

B npouecce ocymecTBieHus 00pa30BaTENbHOIO MPOLECCA UCTIONB3YIOTCS:



nporpaMMHOe oO0ecreueHue Ui CO3JaHus M JACMOHCTPAllud  Tpe3eHTAIHi,

WITIOCTPAIMIA U IPYTUX YIeOHBIX MaTepPHAJIOB:

Microsoft Windows (B cocraBe Microsoft Imagine Premium Electronic Software

Delivery);

Microsoft OfficeSTD 2013,;

Virtual Box (cBo6oano pacnpoctpausemoe 110);

Ubuntu (cBo6oano pacipoctpansemoe I10);

Kali Linux (cBoboamno pacrnpoctpansiemoe I10).

— I ToWcKa ydeOHoW smTeparypbl Oubmuorexkm Apl’Y — ABTOMaTH3MpOBaHHAS
oubmuoreuynas uaopmanronnas cucrema «bYKU-NEXT» (ABUC «byku-Nexty);

— IIpU MPOBEJCHUY JICKIIUH HCIIOB3YIOTCS MYJIbTUMEIUIHBIC TPE3CHTAINH;

— TMpU TPOBEICHHUU JIA0OOPATOPHBIX pabOT HCHONB3YIOTCS CPEACTBA BBIYHCIUTEIHHOMN
TEXHUKH, TTOIJICPIKUBAIOIIUE TIEPSUUCICHHOE MPOrPaMMHOE 00eCIIeYCHHUE.

7. IlepedyeHb cOBpeMeHHBIX MNPOoGecCHOHAIBHBIX 0a3 JaHHBIX W HH(OPMAIMOHHBIX
CIPABOYHBIX CHCTEM, HCIOJIb3yeMbIX IIPH OCYILIECTBJIEHHN 00Pa30BaTEJIbHOIO MpoLecca mno
AUCHUILINHE

1. DnexTponnblie karajgoru Hb SIpI'yY

(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php) coaepxar 6ubnarorpaduueckue 3anucu
BCEX BHJIOB JIOKYMEHTOB, COCTAaBJIIONMX (POHI OMOIMOTEKH, Ha PYCCKOM M HMHOCTPAHHBIX
SA3bIKAX.

2. DJIeKTpoHHAs1 OUOIHOTEeKa y4eOHbIX MaTepuaJioB SApl'yY

(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php) coxmepxxutr ©Gomee 2500 moNHBIX
TEKCTOB Y4YEOHBIX U y4EOHO-METOJUYECKHX MATepPHaJOB II0 OCHOBHBIM H3Yy4aeMbIM
JUCLUIUIMHAM, W3JAaHHBIX B yHHUBepcuTeTe. JlocTym B CeTH YHUBEpPCUTETa, MO0 IO
JIOTUHY/TIapOIIIO.

3. CnpaBoyHo-nipaBoBas cucreMa « KOHCYJIbTAHTILTIOCH

(https://www.consultant.ru/) crnpaBouYHO-TIpaBOBasi CHCTEMa II0 3aKOHOJATCILCTBY
Poccutickoi denepanuu.

4. CnpaBo4yHO-TipaBoBas cucrema «['apanm»

(http://www.garant.ru/)  copaBouHO-TIpaBOBasi ~ CHCTEMa [0  3aKOHOJATEILCTBY
Poccutickon denepanum.

8. [lepeyeHb OCHOBHOIi W JOMOJHHUTEJILHOW Y4YeOHOW JIMTEpaTypbl, PeCypcoB
HHG(POPMALMOHHO-TEJICKOMMYHUKAUMOHHOH ceTH «MHTepHeT» (IPH HEOOXOAUMOCTH),
PeKOMEeH1yeMbIX /IJIsl OCBOCHUSA U CHUTIINHbBI

a) OCHOBHAasI JTUTEepaTypa

a) OCHOBHAasl JIUTepaTypa

1. besonacHocTh B COBpeMeHHOM MH(popMaIoHHOH cpeze. Yacte 1: yueOHOe mocobue.
B.H. Kusases, .M. Mypun; Spocin. roc. yu-T um. ILI. [IemnnoBa. - Spocnasis:
NHJUNT O, 2021. — 158 c. [https://e.lanbook.com/book/75150]

2. Jloramun, H. b. ApxutekTypa kKoMibroTepa : yueOHoe mocobue / H. b. Jloragun. —
4-e u3n1. — Mockga : JlabopaTtopus 3Hanmii, 2020. — 274 c.

3. By3za, M. K. Apxurekrypa kommeiorepoB : yueOHuK / M. K. By3a. — MuHck :
Beimitmas mkoina, 2015. — 414 c. [https://e.lanbook.com/book/75150]

4. Cononesuy, A. B. Komnetorepnusie cetu : yueOHuk / A. B. CononeBud. — MHHCK :
PUIIO, 2021. — 208 c. [https://e.lanbook.com/book/194950]


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://www.consultant.ru/
http://www.garant.ru/

5.

Pakutun, P. FO. Komnbrotrepusie cetu : yueOHoe mocobue / P. FO. Pakutun, E. B.
MockaneHko. — Bbapnayn : Antl'T1Y, 2019. — 340 C.
[https://e.lanbook.com/book/139182]
Kopxwuk, B. 1. OcHoBbl kpunrorpadun : yuednoe nocooue / B. M. Kopxuk, B. A.
SlxoBneB. —  Camkr-llerepOypr : MWurepmemus, 2017. — 312 c.
[https://e.lanbook.com/book/161359]

0) 1OMOJIHUTEIbHASA JIUTepaTypa

1.

Konctutynus Poccuiickoit ®enepanuu: [npuHATAa BCEHAPOAHBIM T'OJIOCOBAHHEM
12.12.1993 ¢ u3zmeHeHUsIMU, OAOOPESHHBIMH B X0JI¢ OOIIEPOCCHUICKOTO TOJIOCOBAHUS
01.07.2020]. — JocTyn u3 cripaBOYHO-TPABOBOM cHUCTeMbl «KOHCYIBTAaHTILIIOCY). —
TeKCT: ANeKTPOHHBIN.

VYronosubiii kopekc Poccuiickoit @enepanun: Penepanbhbiii 3akoH oT 13.06.1996
No63-D3: [mpunsat ['ocymapctBennor [ymoii 24.05.1996]: (¢ u3MeHEHUAMH |
JIOTIOJIHEHUSIMU ). — Hocryn u3 CIIPaBOYHO-IIPAaBOBOM CUCTEMBI
«KoHcynbranTILIIOCY). — TEKCT: 27IEKTPOHHBIN.

Komekc Poccmiickoit ®enepanun 00 aIMUHHCTPATUBHBIX IPABOHAPYIICHUSX:
®enepanphbiil 3akoH 0T 30.12.2001 Nel95-@3: [mpunsar ['ocyaapcrBenHoit [lymoii
20.12.2001]: (¢ wu3mMeHeHUsAMH U JOMOJHEHUsMU). — JlocTynm W3 CHpaBOYHO-
IIpaBOBOM cUCTEMbI «KOHCYJIBTaHTIUIIOC». — T €KCT: 3JIEKTPOHHBIM.

TpynoBoit koxekc Poccuiickoit ®enepauun: denepanbubiii 3akoH ot 30.12.2001
Nel97-@3: [mpunsat ['ocymapctBennoit Jymoit 21.12.2001]: (¢ HU3MEHEHHSIMH H
JIOTIOJIHEHUSIMU ). — Hoctyn u3 CIIPaBOYHO-IIPAaBOBOM CUCTEMBI
«KoHcynbranTILIIOCY). — TEKCT: 27IEKTPOHHBIN.

®enepanbHblii 3akoH 0T 27.07.2006 Nel149-D3 «O06 undpopmannu, nHGOPMAITHOHHBIX
TEXHOJIOTUSAX M O 3amure uHpopmauumy»: [npuHiAT l'ocynapctBeHHoW Jlymoii
08.07.2006]: (c u3MEHEHMSIMM M JONOJHEHHsIMHM). — JlocTyn u3 clpaBOYHO-
IIpaBOBOM cUCTEMBI «KOHCYJIBTaHTIUIIOCY. — T €KCT: 3JIEKTPOHHBIM.

®enepanbHblil 3akoH 0T 27.07.2006 Nel52-D3 «O nepcoHaNbHBIX JaHHBIX»: [[IPUHST
I'ocynapctBennoit [Iymoit 08.07.2006]: (c uU3MEHEHMSAMU U JONOJHEHUSAMH). —
JocTtyn wu3 chnpaBOYHO-TIPABOBOM cuUcTeMbl «KOHCYJIbTAHTIUIIOC». —€KCT:
JJIEKTPOHHBIN.

[TonoxxeHne o mopsake oOpalieHusl co CiIyxkeOHON MHpopMalueld OrpaHUYEHHOTO
pacripocTpaHeHMss B (peepanbHbIX ~ OpraHaXx  HCHOJHUTENBHOW  BIAcTH,
YIOJHOMOYEHHOM OpraHe YIpaBi€HHUs] HCIOJIb30BaHUEM aTOMHOM DJHEPruu U
YIIOJTHOMOYEHHOM OpraHe 10 KOCMHUYECKOW JEATEIbHOCTU». [yTBEp:KIAEHO
[TocranoBnenuem IlpaBurensctBa Poccuiickoit @enepaunu ot 03.11.1994 Nel233]:
(c M3MEHEeHUsAMU M JONOJHEHUsMH). — JlocTyn U3 CIpaBOYHO-TIPABOBOM CHCTEMBI
«KoHCYynbTaHTILIIOC». —TEeKCT: 2JIEKTPOHHBIM.

TpeGoBanust K 3amUTe NEPCOHANBHBIX JAaHHBIX TMpU UX 00paboTke B
MH(OPMALIMOHHBIX cUCTEMax MIE€PCOHANBHBIX JTAaHHBIX [yTBEpKAEHbI
ITocranoBnenuem IlpaBurensctBa Poccuiickoit @enepanuun ot 01.11.2012 Nel119].
— JHoctyn wu3 cnpaBouHo-ipaBoBoM cucteMbl «Koncynprantnllioc». —Tekcr:
JJIEKTPOHHBIN.

[lepeuenr Mep, HampaBleHHBIX Ha oOecreyeHHe BBIMOJIHEHUsSI OOS3aHHOCTEH,
npenycMoTpeHHbIXx  dDenepanbHbiM  3aKOHOM  «O  MEPCOHANBHBIX JAHHBIX» U
NPUHATHIMU B COOTBETCTBUM C HHUM HOPMAaTUBHBIMHM TPAaBOBBIMH aKTaMH,
olepaTopamH, SIBJISIOIIMMUCS FOCYy1apCTBEHHBIMU WM MYHUIUNIAIIBHBIMU OpPraHaMu:
[yrBepxaen IlocranoBnenuem IlpaButensctBa Poccuiickoit ®enepauuu oT



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

21.03.2012 Ne211]: (c u3MEHEHHUSIMH W JOTOTHEHUSMU). — JlOCTYI M3 CIpaBOYHO-
npaBoBoil cucteMbl «KoHcynbTanTnllmocy. —TeKCT: 3JEeKTPOHHBIMN.

[Tonoxenne 06 0cCOOEHHOCTIX 00pabOTKH MEPCOHANBHBIX JaHHBIX, OCYILECTBIIIEMON
0e3 UCHOJb30BaHUS CPEACTB aBTOMaTu3auuu: [yrBepxkaeHo IlocranoBienuem
[IpaBurensctBa Poccuiickoit ®epepaunu ot 15.09.2008 Ne687]. — [Hoctyn wu3
cpaBo4HO-TIpaBoBoi cuctemsl «KoHcynprantnllimroc». —TeKCT: 3IeKTpOHHBIN.
TpeboBanust kK MaTepUATLHBIM HOCUTENSIM OMOMETPUYECKHUX MEPCOHATBHBIX JTaHHBIX
U TEXHOJOTHSM XpaHeHHs] TaKuX JaHHBIX BHE HWH(OPMALMOHHBIX CHCTEM
IIEPCOHANBHBIX  JaHHBIX:  [yrBepxkaeHO  IlocranoBnenuem  IlpaBurenbcTBa
Poccutiickoit @eaepanuu ot 06.07.2008 No512]: (c M3BMEHEHUSAMH U JIOTIOJTHCHHUSIMHU ).
— Joctyn wu3 cnpaBouHo-ipaBoBoM cucteMbl «Koncynbrantnlliroc». —Tekcr:
3JIEKTPOHHBIN.

Metoauyeckue pPEeKOMEHJAMM 110 YBEJOMJICHUIO YIOJHOMOYEHHOIO OpraHa o
Hayaje oOpabOTKM NEepCOHANBHBIX JAHHBIX U O BHECEHWHM H3MEHEHUH B paHee
IIpE/ICTAaBICHHbBIE CBEICHUS: [yTBEpKIEHbI ITpuKa3zoM Pockomuanzopa ot 30.05.2017
No94]: (¢ u3MEHEHHSIMU W JONMOJHEHHsIMH). — J[OCTynm W3 CrpaBOYHO-TIPABOBOM
cucremsl «KoHcynpTanTnllnoc». —TeKeT: 21eKTpOHHBIM.

TpeboBanust ©1 METONBI 1O OOE3TMUYMBAHUIO MEPCOHATBHBIX JAHHBIX: [YTBEP>KICHBI
npukazom Pockomuamzopa ot 05.09.2013 Ne996]. — Joctynm u3 cHpaBOYHO-
npaBoBoil cuctemsl «KoHncynbrantnllmtoc». —TeKkeT: 3eKTPOHHBIMN.

CoctaB U copepkKaHHE OPraHU3ALMOHHBIX M TEXHUYECKUX MEp IO O0ECHEUEHHUIO
0€30MacHOCTH TMEepPCOHANBHBIX JaHHBIX HpU HUX 00paboTKe B HHQPOPMAIMOHHBIX
CUCTEMax IEpPCOHANBHBIX JAaHHBIX: [yTBepkaeHbl npuxkazom ®CTOK Poccunm or
18.02.2013 No21]: (c u3MeHeHUAMH U AomNoONHEHusMU). — JlocTynm U3 crnpaBoYHO-
npaBoBoil cucrteMbl «KoHCynbTanTOILTrOC». —TEKCT: 3EKTPOHHBIN.

bazoBast monenp yrpo3 6€30MacHOCTH MEPCOHANBHBIX JAHHBIX MPH UX 00paboTKe B
MH()OPMAIIMOHHBIX CUCTEMax IePCOHAIBHBIX JaHHBIX (Bbimucka): [yTBepkiacHa
3amectutenem aupekropa PCTIK Poccum 15.02.2008]. — JlocTyn u3 cupaBo4YHO-
npaBoBoil cucreMbl «KoHcynmpTanTnlimocy». —TeKCT: 31EeKTPOHHBIM.

MeTtonuka omnpeseneHuss akTyalbHBIX yrpo3 0€30MacHOCTH MEePCOHATBHBIX JAAHHBIX
npu ux o00paboTke B HH(POPMALMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JAHHBIX:
[yrBepxaeHa 3amectuteneM aupekropa @CTOK Poccun 14.02.2008]. — Hoctymn u3
cripaBoYHO-TIpaBoBOi cucteMbl «KoHcymnpTanTnlImtocy. —TeKceT: 3JIeKTpOHHBIN.
CoctaB U cojep)kaHHE OPraHM3allMOHHBIX M TEXHMYECKMX Mep MO O0OECledYeHHUIo
0€30MacHOCTH MEpPCOHATBHBIX JaHHBIX IpU KX 00paboTKe B HHPOPMAIMOHHBIX
cucTeMax NMepPCOHANBHBIX JaHHBIX C MCIIOJIb30BAaHUEM CPEICTB KPUNTOIrpaduuecKoi
3aluThl  MHGOpMAllMM, HEOOXOAMMBIX Ui  BBINOJIHEHHUS  YCTAHOBJIEHHBIX
ITpaButensctBoM Poccuiickoit deneparyu TpeOOBaHUN K 3allUTe MEPCOHATBHBIX
JMAHHBIX N7 KaXJI0T0 M3 YPOBHEH 3allMIEHHOCTH: [yTBepkaeHbl mpukazom DOCh
Poccun or 10.07.2014 Ne378]. — Jloctynm u3 CHpaBOYHO-IIPABOBOM CHCTEMBI
«Koncynprantnl Iimrocy. —TeKCT: 3JIeKTpOHHBIN.

Mertoanyeckre pEeKOMEHJAIMU MO pa3pabOoTKe HOPMATUBHBIX IPABOBBIX aKTOB,
OTIPEICTSIONIUX YIpO3bl OE30MACHOCTH MEPCOHANBHBIX JAHHBIX, AKTyaJbHbIE MpU
00paboTKe MEepCOHATBHBIX JAAHHBIX B MH(OPMAIIMOHHBIX CHCTEMax MEePCOHATBHBIX
JAHHBIX, OKCIUTyaTUPYEMBIX TpPU OCYILIECTBICHHH COOTBETCTBYIOIIMX BHUOB
JEATENBHOCTH: [yTBepkaeHbl pykoBoAacTBoM & Ilentpa ®Cb Poccum 31.03.2015
Ne149/7/2/6-432]. — Hoctyn u3 CIIPaBOYHO-TIPaBOBOM CHCTEMBI
«Koncynprantnlntocy. —TeKCT: 371eKTPOHHBIH.

I'OCT P 51275-2006 3ammra undopmanuu. O6bekT uHopmaruzanuu. PakTopsl,
Bo37elcTBYONIME Ha HHopMaruto. O6mue nonoxeHuss. — JlocTyn U3 cripaBO4YHO-
npaBoBoit cucteMbl « TEXOKCIIEPT). —TeKcT: 351eKTpOHHBIH.
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20. ®nenoB, M.E. Linux rmazamu xakepa. 5-¢ u3a. / M.E. ®nenoB. — CII6. : BXB-
[TerepOypr, 2019. —416 c.
21. JlaB, P. Linux. CucremHoe nporpamMmmupoBanue. 2-e¢ uzn. / P. JlaB. — CII6. : Tlurep,

2014. — 448 c.
22. Yopn, b. Bayrpennee yctporictBo Linux. / b. Yopa. — CII6. : ITurep, 2016. — 384
c

23. Yosifovich, P. Windows Internals Seventh Edition. Part 1 / P. Yosifovich, A. lonescu,
M.E. Russinovich, D.A. Solomon. — Microsoft Press, 2017. — 784 p.

24.Intel 64 and 1A-32 Architectures Software Developer’s Manual [DnexTpoHHBIi
pecypc] — DmnekTpoH. TekctoBble naH. —Ilocnennee ooHoBieHue : 16.11.2020. —
Pexxum nmocryna: https://software.intel.com/content/www/us/en/develop/articles/intel-
sdm.html.

9. MaTepunajibHO-TeXHHYecKasi 6a3a, HE0OXOAMMAs /Il OCYIIeCTBIEHUS
00pa30oBaTeIbLHOIO MpoIecca Mo JUCHUIIHHE

MarepuanbHo-TeXHUYECKas 0a3za, HeoOXoauMast JJIsI OCYIIECTBICHUSI 00pa30BaTEIHLHOTO
mpolecca 1o AUCUUIUIMHE BKIIIOYAeT B CBOW COCTaB CIIelUATbHbIC TTIOMEIICHHS:

-y4eOHbIE ayAUTOPUH [T IPOBEACHUS 3aHITUHN JIGKIIMOHHOTO THUIIA;

-y4eOHbIe ayIUTOPUU AJI IPOBEJACHUS J1a0OpaTOPHBIX paboT, OCHAIIEHHBIE CPEeICTBAMU
BBIUMCIUTEIbHON TEXHUKH, IOAJEPKUBAIOIMMHU IIPOrpaMMHOE OOECIEUYEHUE, yKa3aHHOE B
IyHKTE 6;

- yueOHbIe ayTUTOPHH ISl IPOBEICHHSI TPYIIIOBBIX M WHAWBUYAIBHBIX KOHCYJIbTAIINN;

- y4eOHbIE ayIUTOPUU [UIsI TPOBEACHHSI TEKYIIEro KOHTPOJS U MPOMEKYTOUHOU
aTTeCTAIlNH;

- IOMEIIEHUS U CAaMOCTOSTEIbHON paboThI;

- TMOMEUICHUs IS XpPaHEHUS M MPOQHIAKTUIECKOTO OOCTYKMBAHUS TEXHHUUECKUX
CPEICTB OOyUEHUSI.

[TomemieHust 111 caMOCTOSITENBHON pabOThl OOYYarOIIMXCs OCHAILEHBI KOMIIBIOTEPHON
TEXHUKOW C BO3MOXKHOCTBIO MOAKIIOUEHUS K ceTu «VHTepHeT» M olecreueHueM ocTymna B
AIIEKTPOHHYIO HH(OPMALIMOHHO-00pa30BaTENbHYIO CPEAY OpraHU3aI|H.

Yucno nmocaoyHbIX MECT B JIEKIIMOHHON ayAMTOpUHU OOJblIe JIMOO PaBHO CIMCOYHOMY
COCTaBy IOTOKA, a B AyAWTOPHH JJIS NPAKTUYECKUX 3aHATHH (CEMHHApPOB) — CIUCOYHOMY
COCTaBY I'PYIIIbI 00yYarOIMIUXCS.

ABTODP(BI):

Kana. ¢pus.-mat. Hayk Mypun /1. M.
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IIpunoxkenne Ne 1 k paGoueii mporpaMme U CUHUIIIMHBI
«be3onacHocTh B COBpeMeHHOI MH(OPMAIMOHHOI cpe/ie»

DoH/I OLIEHOYHBIX CPEICTB
JJIS1 IPOBe/IeHNUs] TEKYyIIel U MPOMeKYTOYHOI aTTeCTAIIMH CTYIeHTOB
Mo JUCIHUILINHE

1. TunoBbie KOHTPOJIbHBIE 32JaHUS HJIU HHbIE MaTepPUAJIbI,
Heo0XO0AUuMBbIe IVISl OLeHKH 3HAHUI, yMeHHMIi, HABLIKOB U (MJIM) ONBITA 1eSITeJILHOCTH,
XapaKTepu3yWIIHuX 3Tanbl ((OPMHUPOBAHUSA KOMIIETEHIUI

1.1 KouTpoJibHble 3a1aHNsI U MHbIE MAaTePHAJIbI,
HCIoJIb3yeMble B Mpouecce TeKyIei aTrecTannu

Tect mo Teme 1.1 IlpaBoBbie 0CHOBBI 00ecnieyeHNs] HHPOPMALIMOHHOH 0€30I1aCHOCTH

Kakne monoxxeHus, cBsi3aHHBIE C BOmpocamMu 0o0paboTku HMH(pOpMAIHMHK, 3aKPEIJICHBI B
Koucturynuu Poccutickoii @enepannn?

a) [IpaBo Ha HEMPUKOCHOBEHHOCTh JJUYHOU U CEMEMHOW TalHBI.

0) [IpaBo Ha 00pabOTKy M1000i HH(MOPMALIUHU JTFOOBIM BO3MOKHBIM CITIOCOOOM.

B) 3anpeT Ha 00paboOTKy HH(OPMAIMK O YACTHOW KU3HHU JIHIA 0€3 ero coriacusi.

r) [IpaBo Ha noay4YeHue rpakaaHaMu JIOIycKa K rOCy/1apCcTBEHHOMN TaiHe.

Kakue Buapl uHpopMmanuu o0s3aTenbHO TpeOyeTcs 3alluiaTh B COOTBETCTBHM C
3aKoHoJiaTenbcTBOM Poccuiickoit denepanuu:

a) Uadopmarus a1 cinyke0HOTO MOJIb30BAHUA.

0) IlepcoHanbHbIC TaHHBIE.

B) ['ocynapcTBeHHas TaiiHa.

r) BpaueOnas TaiiHa.

1) Bce nepeuncienssle.

B cootserctBun ¢ ®PepepanbHbiM 3akoHOM «OO0 uHpOpManuu, HHGOPMALMOHHBIX
TEXHOJIOTHSX U 3aluTe HH(OpMauu» UHPOPMAIHUS — ITO:

a) JIroOble naHHbIe, MpeACTaBICHHbIE HA MaTEpHAIbHOM HOCHUTEIIE.

0) CBenenus (cooO1eHus, TaHHbIE), HE3aBUCUMO OT (OPMBI UX MPEACTABICHHUS.

B) He sHeprus u He marepus.

r) CBeneHus, BOCIPUHUMAEMBbIE YEJIOBEKOM M (WJIM) CHEUAIbHBIMU yCTPOWCTBAMU
Kak OTpaXkeHHe (aKToB MaTepHalbHOTO WM JYXOBHOTO MHMpa B IIpolecce
KOMMYHHKAIIH.

Uro U3 MepeunciIeHHOr0 MOYKHO paccMaTpuBaTh Kak 0a3y JaHHBIX B COOTBETCTBHUHU C
3aKoHoAarenbCcTBOM Pocculickoit denepanuu:

a) EXCEL Tabnuuy ¢ ynopsIo4eHHO U CTPYKTYpHUPOBaHHON HH(DOpMAIUEH.

0) ®aitn hopmara DOC, B KOTOPOM CO3/1aH CITMCOK CITYIIATEICH dTOW MPOTPaMMEI.

B) KaproTeky perucrparypbl yupexIeHHUs 3/IpaBOOXPAHEHHS.

r) Bce nepeuncnenssle.

LenocTHOCTH MHPOPMALIUU — ITO:

a) OO6s3arenbHOE AJI BBIMOJIHEHUS JIMIOM, MOJYYUBUIMM JOCTYI K OIpeneIeHHON
uHpopManuy, TpeOOBaHME HE TepenaBaTh TaKyl0 HH()OPMAILUIO TPETbUM JMIaM 0Oe3
coriacus ee o0nanarens.

0) Cocrostarie uH(OpMaIIMK, TP KOTOPOM OTCYTCTBYET JI000€ €e M3MEHEHHe 00
M3MEHEHHE OCYILECTBIISETCS TOJNBKO MPEIHAMEPEHHO CyOBhEKTaMH, UMEIOIIUMU Ha HETo
IPaBo.

B) Bo3MoxHOCTH noy4yeHust UHQOPMAILIUY U €€ UCTIOJIb30BAHHUS.

Ha teppuropuu Poccuiickoit @enepanny 3anpelieHo pacnpoCcTpaHeHHE:
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7.

8.

9.

a) Mudopmanuu, KkoTopas HarpaBiieHa Ha MPOTAraHy BOWHBI.

6) Kommepueckoii TaifHBI.

B) MH(opmarin, KOTopasi HarmpaBiieHa HAa Pa3)KUTAHUE PEIUTHO3HON HEHABHUCTH.

r) [lepcoHanbHBIX TaHHBIX.
I'paskJaHUH WK IOPUIMYECKOE JIULI0, OCYIIECTBIISAIONINE AeSITEIbHOCTD 110 SKCIUTyaTalluu
MH(OPMALIMOHHON CUCTEMBI, B TOM 4YHKcie M0 00paboTke HHPOpMAIIMH, CoAepKalleiics B
ee 0a3ax JaHHBIX — ATO:

a) ObnanaTenp HHGOPMAIIHH.

0) Oneparop nH(DOPMAIIMOHHOW CUCTEMBI.
Ecnu He onpeneneHo nHOro, onepaTopoM UH(POPMALIMOHHOM CUCTEMBI SBISETCS:

a) Obnanarens HHPOPMALIUH.

6) COOCTBEHHHMK HCHOJB3yeMbIX JUIsi 00pabOTKM cojaepxalieics B 0a3ax JaHHBIX
uH(pOpPMAIIUN TEXHUIECKUX CPEJICTB.

B) Jlumo, ompenenstomee menu oOpaboOTku WHOOpPMAIMM M OCYIIECTBIISAIOINICE
00paboTky uHpOpMaIHH.
He moxeT ObITh OrpaHu4eH JOCTYI:

a) K napopmanmu o coCTOSTHUN OKPYKAFOIIEH Cpe/ibl.

0) K nmepcoHanbHBIM JaHHBIM TOCYJAPCTBEHHBIX TPAXKIAHCKUX CIYKAIUX.

B) K nnopmarim, Xxpansiieiics B OTKPHITHIX (GOHIaX OUOINOTEK.

r) K cBenenusiM o 30J0TOBaMIOTHBIX 3anacax Poccuiickoii @eneparium.

10. Kakyro OTBETCTBEHHOCTh MOXKET IIOBJIE€Yb HapymieHne TpedoBaHuii dDenepanbHbBIX

1.

2.

3aKOHOB:
a) YTOJIOBHYIO.
0) JAucuumninHapHylo.
B) AJIMUHUCTPATHUBHYIO.
r) I'pasx1aHcko-paBoBYIO.
n) Bce nepeuncnenssle.

Tect mo Teme 1.2 3ammTa NepcoHaTbHBIX JaHHBIX

[IepconasibHBIE JAHHBIE — ATO:

a) CBeneHust 0 CyObeKTE MEPCOHAIBHBIX JAHHBIX HE 3aBUCHUMO OT (OpPMBI HX
MpEJICTaBICHMUS.

6) JItoGas unpopMmarys, oTHOCALIasICS K IPSIMO UM KOCBEHHO ONpEACICHHOMY MU
onpezaensieMomMy GU3NUECKOMY JHILY (CyObEKTY NEPCOHAIBHBIX JaHHBIX).

B) JltoGas umHpoOpmanus, oTHOcAWIasCAd K OINPEIeIIEHHOMY MJIM OIpeleseMOMY
¢uznyeckomy uiy (CyObeKTYy NepCOHABHBIX JaHHbIX).

r) Jlro6as mHpopmanus, oTHOCALIAsCS K ONpEAeIEHHOMY WIM ONpeAessieMoMy Ha
OCHOBaHUU Takoil nHpopMauu pu3nueckoMy Juiy (CyObeKkTy NepCOHAIbHBIX JIaHHBIX ),
B TOM 4Hci€ ero ¢paMHuiIus, UMsl, OTYECTBO, T'0JI, MECIL, 1aTa U MECTO POXKAEHUS, ajpec,
ceMeifHoe, CcoIMallbHOe, HUMYIIECTBEHHOE IOJOXEeHHe, oOpa3oBaHue, MNpodeccus,
JOXOJIBl, Ipyrast HHpOpMaIus.

Ha xakue oOTHOIIEHHMS HE pacHpoCTpaHseTcs AelcTBHe ¢eaepanbHOro 3akoHa «O
NEPCOHATBHBIX JAHHBIX»?

a) Ha o0paboTky mepcoHanbHbBIX JaHHBIX, OTHECEHHBIX B YCTAHOBJIECHHOM IMOPSAKE K
CBEICHMSIM, COCTABIISIOIINM I'OCYJapCTBEHHYIO TalHY.

6) Ha 06paboTky mepCOHATBHBIX JIaHHBIX, HEOOXOIUMYIO JJISI OCYIIECTBJICHHS TIPaB
Y 3aKOHHBIX MHTEPECOB ONEPATOPA WJIN TPETHUX JIULL.

B) Ha 00paGoTky mepcOHANbHBIX JaHHBIX, HEOOXOAMMYIO IS WCIIOJHEHUS
CyIeOHOro aKTa.
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r) Ha oOpaboTKy mepcOHaNbHBIX NAHHBIX (PU3MUECKUMH JIMLIAMH HCKIIOYUTEIHHO
JUI JINYHBIX M CEMEWHBIX HYXKI, €CIU IPU TOM HE HapYIIAIOTCsA MpaBa CyOBEKTOB
NEPCOHAIBHBIX JIAHHBIX.

n) Ha o0paboTky mnepcoHaIbHBIX AAHHBIX, MOJICKALIMX ONYOJMKOBAHHUIO WIIN
00513aTEIIbHOMY PAaCKpPBITHIO B COOTBETCTBUH C (heepabHBIM 3aKOHOM.

e) Ha o00paboTKy mepCOHAIBHBIX JaHHBIX, HEOOXOJMMYIO JUIsI OpTraHHU3aIuu
XpaHEHHs, KOMIUIEKTOBAHHUS, ydeTa M HCIIOJIb30BAaHUS COJCPKALINX IEePCOHAIBHBIX
JAHHBIX apXUBHBIX JOKYMEHTOB B COOTBETCTBMM C 3aKOHOJATEILCTBOM 00 apXHBHOM
nene B Poccuiickon @enepanuu.
®enepanbHblii 3aK0H «O MEePCOHANBHBIX TaHHBIX» PEryJIUpPYET OTHOLLIEHMS, CBS3aHHbIE!

a) UckimounTenbHO ¢ 00pabOTKON MEepPCOHANBHBIX JAaHHBIX C HCIOJB30BAHUEM
CpEeICTB aBTOMAaTU3aL1H.

0) C 00paboTKO# MepcoHANBHBIX JAHHBIX, HE3ABUCUMO OT TOT0 00pabaTHIBAIOTCS TN
OHH C UCIIOJIb30BaHUEM CPE/ICTB aBTOMATHU3allU1 WU HET.

B) C  00pabOTKOW MEpPCOHANBHBIX JAaHHBIX C  HCIOJB30BAaHHUEM  CPEICTB
aBTOMAaTH3allMM, a Takke ¢ 0OpabOTKOW IEepCOHANbHBIX JaHHBIX 0€3 HCIOJIb30BaHUS
CPEICTB aBTOMATH3AIlMH, €CIIM Takas o0pabOTKa COOTBETCTBYET XapaKTepy IEHCTBHIA,
COBEpILIAEMBIX C IEPCOHAIBHBIMU JAHHBIMU C UCHOJIb30BAHUEM CPEJICTB aBTOMATHU3ALINH.

r)C 00paboTKOW TEpCOHAIBHBIX JaHHBIX 0€3  WCIOJh30BAaHUS  CPEICTB
aBTOMaTH3alHH.

JlelicTBUsl, B pe3yiabTaTe KOTOPHIX CTAHOBUTCS HEBO3MOXXHBIM 0€3 HCIOIb30BAHUS
JIONIOJTHUTEIBHON MH(POPMALMU ONPENeNIUTh MPUHAMICKHOCTh MEPCOHATIBHBIX JTaHHBIX
KOHKPETHOMY CYOBEKTY IEPCOHANBHBIX TaHHBIX, — 3TO:

a) brokupoBaHue nepcoHalbHBIX 1aHHbBIX.

0) YHUUTOXKEHHE IEPCOHAIBHBIX JaHHBIX.

B) O6e31MurBaHNEe EPCOHANBHBIX JIaHHBIX.

r) [lepeBon mepcoHaNBHBIX JaHHBIX HAa apXUBHOE XpaHEHHE.

JlelicTBuUs, B pe3ysibTaTe KOTOPBIX 8pemeHHO TIpeKpaliaercss o0paboTka NepCoHaNbHbBIX
JAHHBIX, — 3TO:

a) brokupoBaHue nepcoHabHBIX 1aHHBIX.

0) YHUUTOXKEHHE IEPCOHAIBHBIX JaHHBIX.

B) O6e31MYrBaHNe NEePCOHANBHBIX TaHHBIX.

r) [lepeBon mepcOHANBHBIX JaAHHBIX HAa apXHUBHOE XpaHEHHE.

Kakue u3 nepeuncieHHbIX AeHCTBUH ¢ IEpCOHANBHBIMU JAHHBIMU SBJISIOTCA 00pabOTKOM
NIEPCOHATBHBIX JaHHBIX:

a) XpaHeHHe NePCOHATbHBIX JAHHBIX.

0) 3anuch NMepcOHAbHBIX TAHHBIX.

B) O6e31MYrBaHNe NEePCOHANBHBIX IaHHBIX.

r) Y najeHue nepcoHalbHBIX TAHHBIX.

C Touku 3peHus QenepanibHOro 3akoHa «O MepCOHANBHBIX JaHHBIX)» ONEPATOp — ITO:

a) ['ocynapcTBeHHBIN OpraH, MyHUIIMIIAJIBHBINA OpraH, IOpUINdecKoe Win (Gu3nuecKoe
JMIIO0, CAaMOCTOSITEIbHO WJIM COBMECTHO C JPYIMMHM JIMLAMH OpTraHu3ylomue U (WIn)
ocymectBisitomue 0opadotky I1JIH, a Tarke ompexaensromme menu oodpadotku I[1J1H,
cocraB [1/1n, moexamux oOpaboTke, AelcTBU (onepanun), copepuaemsie ¢ [T/[H.

0) I'paxmanwH WM FOPUAMYECKOE JIMIO, OCYIIECTBISIONIME ESTETHHOCTh TI0
HKCIUTyaTallii MHPOPMALMOHHOM CHUCTEMBI, B TOM YHCJIe MO 00paboTke MHpOpMAaIH,
coJiepkarnieiicst B ee 6a3zax JaHHBIX.

O06paboTka MepcoHaIbHBIX JAHHBIX:

a) He nomyckaercs 6e3 cormacusi CyObeKTa MepCOHANBHBIX JaHHBIX.

6) /lomkHa OrpaHUYMBATHCS JOCTH)KEHHEM KOHKPETHBIX, 3apaHee ONpeleTICHHBIX U
3aKOHHBIX IIEIEH.
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10.

11.

12.

13.

14.

15.

16.

B) He momyckaercst B ciydasx HECOBMECTUMBIX C IENIsIMH cOOpa MepCOHAIBHBIX
JAHHBIX.

r) JlommkHa OCYIIECTBIIATHCSA HA 3aKOHHOM U CIIPaBEIMBON OCHOBE.

O06paboTka nepcoHaNbHBIX TAHHBIX JOMYCKACTCS:

a) C cormacusi cyObeKTa MEPCOHAIBHBIX AAHHBIX Ha 00pabOTKY €ro MmepcOHAIbHBIX
JAHHBIX.

0) B cyuasix, eciiu oHa HEOOXOAMMA TSI UCIIOJIHEHUS CyJIeOHOTO aKTa.

B) B ciyuasx, ecnmu oHa HeoOXoauma ISl OCYIIECTBJICHHS MpodeccHOHANIbHOMN
JEATEeIbHOCTH JKypHajaucTa M (WIM) 3aKOHHOM JEeATEIbHOCTH CpPEJCTBA MacCOBOMU
nHpopmanuu.

r) B ciuyuasx, eciu Bemercss oOpaboTKa MEPCOHANBHBIX JAaHHBIX, MOJICKAIINX
OIMyOJIMKOBAHHUIO B COOTBETCTBUU C 3aKOHOIaTeNIbcTBOM Poccuiickoit denepanuu.

KTo Hecer OTBETCTBEHHOCTH 3a JCHCTBUS IOPUAMYECKOTO JIMIA, KOTOPOMY IMOpydYeHa
00paboTKa NepCcoOHANbHBIX JaHHBIX, IEPe]] CYObEKTOM MEPCOHANBHBIX JaHHBIX?

a) Oneparop.

0) IOpuandeckoe auI10, KOTOPOMY OPYUHIIH 00pabOTKY.

B) Hukro.

r) Pockomuazazop.

B nopydennn 006paboTKH JOIKHEI OBITh 00s13aTEIIEHO OINPEICICHBI U YKAa3aHbI:

a) [lenmn 06paboTKH NMepCOHANBHBIX JAHHBIX.

0) CyObeKTbl TMEepCOHANBHBIX JaHHBIX, YbH MEPCOHAJBHBIC JaHHBIE OYAyT
00pabaThIBaThCs 10 MOPYUCHHIO.

B) TpeboBanus k 3amurTe 00padaThIBA€MbIX IEPCOHANBHBIX JaHHBIX.

r) CpeactBa 3amuThl HHGOpPMAIMM, KOTOPble HEOOXOJUMO  IPUMEHSThH
IOPHINIECKOMY JIUITY, KOTOPOMY IOpy4eHa 00paboTKa MepCOHANBHBIX TaHHBIX.

Ha koM 7nexur 00s13aHHOCTH MO JOKa3aTelbCTBY MOJYYEHHUS corjiacus OT CyOBbeKTa
MIEPCOHAIIbHBIX JIAHHBIX ?

a) Ha Pockomuaznzope.

6) Ha ropuanyeckom Juie, KOTOpOMY HOPYUHIH 00paboTKy.

B) Hu Ha koM.

r) Ha oneparope.

Cornacue cyObekTa NepcOHaIbHBIX JTaHHBIX JOKHO BKIIOYATh:

a) [lacnopTtHbie naHHBIE CYOBEKTa MEPCOHATBHBIX JAHHBIX WM €ro 3aKOHHOTO
IpeCTaBUTENS.

6) KoHrTakTHble [aHHBIE JMI]Aa, OTBETCTBEHHOIO 3a OpraHM3alMio 0O0pabOTKU
HEPCOHAIBHBIX JIaHHBIX.

B) Azpec oneparopa.

r) ®dammwinu, uMeHa M OT4YeCTBA (PU3MUECKUX JIML, KOTOPbIE OCYIIECTBIISIOT
00paboTKy NepCOHAIbHBIX JaHHBIX MO MOPYUYEHUIO OIepaTopa.

B ciydae cMepTu cyObeKTa NEepCOHANBHBIX 1aHHBIX:

a) Ilomyuate coryacue Ha 00paOOTKY €ro NEepCOHAJIbHBIX JAaHHBIX TpeOyercs y
HACJICIHUKOB CYOBEKTa MEePCOHATBHBIX JTAHHBIX.

6) IlomyuyaTh corjacue Ha 00pabOOTKY €ro NEpCOHAJIBHBIX JAaHHBIX TpedyeTcs y
Pockomuanzopa.

B) [lonyuaTs cornacue Ha 00pabOTKY €ro nepcoHaNbHBIX JAHHBIX HE TpeOyeTcs.

K cnennanbHBIM KaTeropusM NepCOHANbHBIX JAHHBIX OTHOCSTCS:

a) CBeneHus1, Kacarouyecs pacoBOW MPUHAICKHOCTH.

6) CBenieHus, KacaroIuecs rpax/1aHCTBA.

B) CBeneHus, Kacaronuecs NOJUTHIECKUX B3TIISIOB.

r) CBeJieHHs1, KacaroIluecsi HHBAJIUIHOCTH.

C touku 3peHus eaeparbHOro 3akoHa «O MEPCOHATBHBIX TaHHBIX» K OMOMETPUYECKIM
NEePCOHATBHBIM JJAHHBIM OTHOCSITCSL:
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18.

19.

20.

21.
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a) Bce cBeneHus, KOTOpble XapaKTepHU3YIOT (U3MOJIOTHYECKHE U OHOJIOTHYECKHE
0COOEHHOCTH Y€JIOBEKA, HA OCHOBAHUHU KOTOPBIX MOKHO YCTAaHOBUTH €T0 JTUYHOCTb.

06) Csenenusi, KOTOpble BHOCATCA B 0azy OHMOMETPHYECKMX IaHHBIX TpaxIaH
Poccuiickoit deneparum.

B) Bce cBeneHHs, KOTOpBIE XapaKTepH3YIOT (U3MOIOTHYECKHE M OMOJOrHYecKue
0COOEHHOCTH YeJIOBEKa, Ha OCHOBAaHMM KOTOPBIX MOXKHO YCTaHOBMTH €r0 JMYHOCTb, U
KOTOPBIE UCHOJB3YIOTCS JJISl YCTAHOBJICHUS €T0 JIMYHOCTH.

.Kto 00s3an yOenutbcs B TOM, YTO HMHOCTPAaHHBIM TOCYAAPCTBOM, Ha TEPPUTOPHUIO

KOTOPOTO  OCYLIECTBIISIETCS Tepefada IEepPCOHAIBHBIX JIaHHBIX, oOOecreunBaeTcs
aJIeKBaTHAas 3alllyTa MpaB CyObEKTOB NEPCOHAIbHBIX JAHHBIX?

a) Oneparop.

0) IOpuandeckoe auI10, KOTOPOMY OPYUHIIH 00pabOTKY.

B) Hukro.

r) Pockomuazazop.

CyOBeKT mepcoHAIBHBIX JAHHBIX UMEET MIPaBO Ha MOJIyueHHE CIenyromeil nHpopManuy,
Kacaroleincs: 00paboTKH ero NepCoOHaNbHbBIX JAHHBIX:

a) [IpaBoBbIe OCHOBaHUS U 11eJI 00PabOTKU NEPCOHATBHBIX JAHHBIX.

6) IlouMeHHBIH nepeueHb COTPYAHUKOB ONEpaTopa, KOTOpPble UMET JOCTYI K €ro
NIEPCOHAIBHBIM JTAaHHBIM.

B) CBeneHuss 00 OCYLIECTBICHHON MM O MpEANoyiaraéMoi TpaHCTPaHUYHON
nepeaaye JaHHbBIX.

r) CBesieHHs 0 IPUMEHAEMBIX OIIEpaTOPOM CPEJICTBAX 3aIlUThl HHPOPMALIUH.

[IpaBo rpaxmannHa Ha TMONydYeHHEe WHGPOpPMAIMK, Kacamomeics o0paboTku ero
HEPCOHAIbHBIX JAHHBIX, MOKET ObITh OIPAaHUYEHO:

a) Ha ocHOBaHMU 3asBIICHUS APYroro CyObeKTa MePCOHATBHBIX JTAHHBIX.

6) B cinyuasx, ecnn 00paboTka NMepCOHAIBHBIX JAHHBIX OCYIIECTBISIETCS B CIydasXx,
IIPEAYCMOTPEHHBIX 3aKoHoOAarenbcTBOM Poccuiickoit ®Pexepanuu O TPaHCIOPTHOM
0€30MacHOCTH.

B) B ciyuasx, ecin o0OpaboTka NEpCOHATBHBIX JAHHBIX OCYIIECTBISETCS B LIEJAX
00OpOHBI CTpaHbl, 6€30MaCHOCTH TOCYapCTBa U OXPAHBI IPABOIOPSIKA.

r) B cnyuasx, ecnmu o6paboTka nepcoHalNbHBIX JaHHBIX OCYLIECTBIIIETCS B paMKax
3aKOHHOM JI€ATENIbHOCTU CPEICTBA MaCCOBOM MH(OpMAIIH.

KoHTpons ® Ham30p 3a BHINOJIHEHHEM Mep 10 obecneueHnio 0e30macHOCTH
NEPCOHAIBHBIX JAHHBIX OCYIIECTBISIET (OCYIECTBISIOT):

a) MunkomcBsa3u Poccun.

6) Pockomuamzop.

B) ®Cb Poccun.

r) ®CTOK Poccumn.

Kakoii opran rocy1apcTBeHHOW BIIACTH UMEET MPAaBO O3HAKOMIICHUS C MEPCOHATBLHBIMU
JAHHBIMH [IPU OCYILIECTBICHUH KOHTPOJBHBIX U IPOBEPOUYHBIX MEPOIPUATHI?

a) ®Cb Poccun.

6) Pockomuamzop.

B) ®CTOIK Poccun.

. JIn1a, BUHOBHBIE B HAPYLIEHUHU IOJO0KEHUM 3aKkoHOoAaTenbCTBAa Poccuiickoin denepaunun

B 00JIaCTH MEPCOHAIBHBIX JaHHBIX NMPU 00pabOTKE MEPCOHATbHBIX JAaHHBIX PaOOTHHKA,
MOTYT OBITh IPUBJICUEHBI:

a) K yroioBHO# OTBETCTBEHHOCTH.

6) K aucuumniimHapHo# OTBETCTBEHHOCTH.

B) K aaMuHHUCTpaTUBHON OTBETCTBEHHOCTH.

r) K marepuanbHOl OTBETCTBEHHOCTH.
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Tect mo Teme 1.3 Opranu3zanMoHHbIE 0OCHOBBI 0O0ecne4eHUus1 HH(POPMAIMOHHOM
Oe3onmacHOCTH

1. Pacnonoxute B NpaBUIBHOM MOpPSAKE 3Tambl paboT Mo olecnedeHuto 0e30MacHOCTH
uHpOpMaLIUH.
1) Ouenka cooTBeTcTBHUS 00BEKTa HHPOPMATH3AIUH.
2) BrisiBnenue u anaian3 MHQOPMAITMOHHBIX aKTUBOB.
3) IIpoekTupoBanue (pa3paboTKa) CUCTEMBI 3AIUTHI HHPOPMAIIUH.
4) ®opmupoBanue TpeOOBAHUH K 3aIIUTE UH(OPMAIIHH.
5) Bueapenue cucteMbl 3alIUTHI HHPOPMAIIHH.
6) DKCIuTyaTaiys CHCTEMbI 3aIUTHl HHPOPMALIUH.

a)1)2)3)4)5)06).
6)4)2)3)5)1)6).
B)2)4)3)5)6)1).
r)2)4)3)5)1)6).

2. Ilyctp He 00e3MMYCHHBIE NMEPCOHAIBHBIC JaHHBIC O COCTOSHHH 3I0POBBS BCEX TPAKIAAH
SpocnaBckoil obsacti 00pabaThIBalOTCS B MH(POPMALMOHHOM cUcTeMe, Ui KOTOPOM
aKTyaJbHBI YIpO3bl CBSA3aHHBIC C AKCIUTyaTallel ysI3BUMOCTEH B MPUKIAIHOM, HO HE B
CHCTEMHOM IporpaMMHOM obecnieueHun. Kakoil ypoBeHb 3allUIIEHHOCTH JOKEH ObITh
YCTaHOBJIEH IS TAKUX MEPCOHATBHBIX JAHHBIX ?

a) Y31.
0) V32.
B) Y33.
r) Y34.

3. IlycTb He 00e3nMUeHHbIE IEPCOHANIbHBIE JaHHBIE B TOM 4ncie (GoTorpadus COTpyIHUKOB
HeOopimoro (mo 10 000 coTpyITHUKOB) TPEHNPHATHS 00pabaTHIBAIOTCS B CHUCTEME
KOHTPOJISI U YNPABJICHUS JTOCTYNIOM, AJISi KOTOPOH aKTyallbHbl YIpo3bl HE CBSI3aHHBIE C
OKCIUTyaTalel yI3BUMOCTEH B NMPHUKIAHOM U CUCTEMHOM MTPOrPAaMMHOM 00€CIICUCHUH.
Kakoill ypoBeHb 3alLMIIEHHOCTH JOJDKEH OBITh YCTAHOBJIEH AJISI TaKMX HEPCOHAIbHBIX
JaHHBIX?

a) Y31.
0) V32.
B) Y33.
r) Y34.
4. BHelIHUE HapyLIUTENIN PEANTU3YIOT YIPO3bI:
a) 13 BHeNIHUX ceTel CBSA3M OOIIETO MOJIb30BAHUS.
6) HenocpeacTBeHHO B MHPOPMALIMOHHBIX CHCTEMAX.
B) U3 cereil MexayHapogHOro HH(OPMALIMOHHOTO OOMEHa.
r) Haxonscek B mpesenax KOHTPOIUPYEMO 30HBI.
5. Ilpumepamu BHEIIHUX HAPYIIUTENIEH MOTYT SBIISATHCS:
a) [Tonp3oBareny nH(POPMALIMOHHON CUCTEMBI.
0) Konkypupyromue opranu3aiuu.
B) HenoGpocoBecTHbIE MapTHEPHI.
r) O6CcmyKMBAIOMIUN TTEPCOHAII OpTaHU3AIUH.
6. Ilpumepamu BHYTPEHHUX HApYIIUTENIEH MOTYT SBIISTHCS:
a) AIMUHUCTPATOPbl 0€30MaCHOCTH MH(POPMAIIMOHHBIX CUCTEM.
0) CropoHHue pU3NIECKUE TUTIA.
B) Jluna, oGecrieunBaromye ConpoBOXKACHUE TPOrPaMMHOT0 0OecTieyeHusl.
r) KpuMuHanbHbIe CTPYKTYpBHI.
7. K 00BeKTUBHBIM yrpo3aM OTHOCSTCS:
a) OmumoOKu 00CITy>KUBAIOIIEr0 EePCOHAA.
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10.

11.

12.

13.

6) JedexTsl, cOOM U OTKa3bl, aBapuU TEXHUYECKUX CPEICTB M CUCTEM OOBEKTOB
nH(popMaTH3aIKK, a TaK )K€ CUCTEM oOecTieueHnsi 00BEKTOB MH(OpMATH3AIIIH.

B) [IpupoHbie sSiBIEeHUS, CTUXUHHBIEC OEACTBUSI.

r) @akTopbl COUANTBHO-TIOTUTHYECKOTO XapaKTepa.

VYTpo3bl yTeuku HHPOPMALUU BO3MOXKHBI TOCPEICTBOM:

a) BosznelicTBus mporpaMMHBIMH CpPEICTBAMU B KOMILJIEKCE C MpeIHAMEPEHHBIM
CHJIOBBIM 3JICKTPOMAarHUTHBIM BO3JCHCTBUEM.

0) [lepenaun nuGOpMaIHK 110 OTKPHITHIM KaHAJIaM CBSI3H.

B) [ToakitoueHNs K TEXHUYECKUM CPEICTBAM M CUCTEMaM 00beKTa HH(POPMAaTH3AIUH.

r) O6paboTku nHPOpPMAIIMK HA HE3AIMIICHHBIX TEXHUYCCKUX CPEACTBAX 00pabOTKH
uHpOpMaLIUH.

YTrpo3bl HECAHKIIMOHUPOBAHHOTO TOCTYIMA K HH(POPMAIINH, PEATU3YIOTCS TyTeM:

a) Konuposanus nnpopmanuu Ha HE3aperUCTPUPOBAHHBIA HOCUTENb HH()OPMAIIH.

0) XuIeHusI HOCUTEJIS 3aluIacMO HH(POPMAIIHH.

B) Hcnonp3oBaHuss  mporpaMMHOrO  OOECHEUYEeHUS  TEXHHYECKHX  CPEJCTB
MH(OPMALIMOHHON CUCTEMBI, Yepe3 MPUMEHEHHE BPEJOHOCHOTO MTPOrPaMMHOT0 KO/Ia.

r) CHJIOBOTO 3JIEKTPOMAarHUTHOTO BO3JCHCTBHS MO NMPOBOJHBIM JIMHHUSM CBS3M Ha
MOPTHI BBOJA-BBIBOJA CUTHAJIOB U MIOPTHI CBS3H.

Kakue cpenctBa 3ammTbl MHGOpPMAIWMU OOBIYHO TNPUMEHSIOTCS Ui O0OeCredeHUs
6e3omacHocTH uH(popmanuu, oOpadaTeiBaeMO HA ABTOHOMHBIX KOMITBIOTEpaxX:

a) Cpencraa 3amuThl THPOPMALUU OT HECAHKITMOHUPOBAHHOTO JIOCTYIIA.

0) MexceTeBble DKpaHbI.

B) CpencrBa kpunrtorpadguueckoi 3am Tl HHPOPMAIIHH.

r) CpeacTBa aHTUBUPYCHOM 3aIIUTHI.

1) Cucrembl 0OHApYXEHHUS BTOPKECHUH.

Kakme cpenctBa 3amuTel HMHGOpPMAIMM MO3BOJIAIOT o0OecneduTh 0e30MacHOCTh
uHpOpMalUK, TepefaBaeMOl IO KaHaJlaM CBSI3HM, BBIXOAAIIUM 32  IPEICIIb
KOHTPOJIUPYEMOI 30HBI:

a) CpezacrBa 3anuThl THPOPMALIMK OT HECAHKIIMOHUPOBAHHOTO JTOCTYIIA.

0) MexceTeBble DKpaHbI.

B) CpencrBa KpunTorpaduueckoi 3ammThl HHPOPMAaIIH.

r) CucteMbl OOHapYKEeHUS BTOPKEHUH.

Kakoii Bua cpenctB 3amuThl WH(GOPMAIUKM TTO3BOJISIET KOHTPOJIHMPOBATH Pa3TUYHBIC
KaHaJbl iepeaaud nHGOpPMAaILIUU: HIEKTPOHHYIO MOYTY, MECEHKEPhI, CheMHbIE HOCUTEIH
uH(popmanun?

a) IPS.

6) DLP.

B) IDS.

r) CSP.

ATtTectanus 00beKTOB HHPOPMATU3ALIUU — ITO:

a) JlokyMeHTaJIbHOE YAOCTOBEPEHHE COOTBETCTBHUS MPOIYKIIMU HITM WHBIX 00BEKTOB,
MPOLIECCOB TMPOEKTUPOBAHUS, MPOU3BOJCTBA, CTPOUTEIHCTBA, MOHTaXa, HaJIaJKH,
OKCIUTyaTallH, XPaHEHUs, IEPEBO3KH, pean3alliil U YTHIU3AIlUH, BBITOJHEHHUS PadoT
WIM OKa3aHWs yCAyr TpeOOBaHMSIM TEXHHYECKHX PEriaMEHTOB, IOJIOKECHHSIM
CTaHJAPTOB, CBOJIOB MTPABHJI HITH YCIOBHSIM JOTOBOPOB.

6) [IpsimMoe M KOCBEHHOE OTpe/ieiieHrne COOMI0IeH!s TPeOOBaHUM, PEIbABIIEMBIX
K OOBEKTY 3aIUTHI.

B) OdunuanbHOE NpPU3HAHWE KOMIIETEHTHOCTH (M3MUECKOTO WM IOPHIAUYECKOTO
JIUTIA BBITIOJHATH pa0OTHI B OMPEIETICHHOM 00IacTH.

r) Kommiekc opraHu3aimoOHHO-TEXHUYECKHX MEPONPUITUN, B PE3yIbTaTe KOTOPBIX
MIOCPEJICTBOM CHEIHAIBHOTO JOKYMEHTa MOJTBEPKAACTCS, YTO OOBEKT COOTBETCTBYET
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14.

15.

16.

TpeOOBaHUSIM CTAHJAPTOB WU WHBIX HOPMATHBHO-TEXHHYECKUX JOKYMEHTOB IO
06e30macHOCTH HH(POPMAIIHH.
Kakoit moxymeHT naer mpaBo 00paOoTku HMH(pOpMAIMK C yKa3aHHBIM B HEM YpPOBHEM
KOH(UICHIIMATEHOCTU?

1) JInuensus.

2) ATTecTar akKpeaUTaIHH.

3) Cepruduxar.

4) ATTecTat COOTBETCTBUS.
Ha nacrosmmii MOMEHT CpOK JEHCTBHUS arrecTtaTa COOTBETCTBUS WH(GOPMAIMOHHON
CUCTEMBI, B KOTOpO# 00pabaTbiBaeTcsi KOHGUACHIIMaTbHAs HH(OpMaLIK, B CiIydae, eCiu
B XO/I€ €€ IKCIUIyaTallH, B HEE HE BHOCATCS CYLLIECTBEHHbIE N3MEHEHUS, COCTABIISIET:

a) 3 rona.

0) 5 ner.

B) Bech cpok skcrutyaTaniuu HHQOPMAIIHOHHON CHCTEMBI.
TectupoBaHue Ha IPOHUKHOBEHUE — ITO CKOPEE:

a) AHanm3 ysI3BUMOCTEH HHPOPMAIIMOHHON CUCTEMBI.

0) McmplTanus CUCTEMBI 3aIUThI MH(DOPMAIMH ITYTEM OCYIICCTBICHUS IMOIBITOK
HECaHKIMOHUPOBAHHOIO JOCTYMa (BO3ACHCTBUS) K MH(DOPMALIMOHHON CUCTEME.

Tect o Teme 2.1 ApxuTeKTypa KOMNbIOTEPa

3a HeMmoCPEeACTBEHHOE BBINOJIHEHUE ONEPALIMU B IPOLECCOPE OTBEYAECT:
a) Apu(MeTUKO-JIOTUYECKOE YCTPOICTBO.
6) Kour-namsrs.
B) biok ynpaBienust.
r) Peructpsr.
Ucnone3ys 10 OuT g aapecanuu syeek MaMsaTh pasmepoMm | 0OailT, Mbl cMOXeM
o0ecnevnThb aJpecauio CIeaylIero oobeMa namsTH:
a) 10 Gaiir.
6) 80 Oaiir.
B) 1024 Gaiir.
r) 1024 6ur.
Pacnionoxxute B mopsijike yBeIu4eHHUs] 00beMa MaMsATH.
a) Ctpanuna.
0) bur.
B) CioBo.
r) bank.
n) Sdeiika.
Pacnionosxute BUABI TaMSATH B MOPSAKE YBEIMUSHUH CKOPOCTH PAOOTHI.
a) Peructpsl nporueccopa.
0) TBeproTeNbHbIE HAKOMTUTEIH.
B) OcHoBHas (OriepaTUBHAS) TAMSTh.
r) OnTUYeCcKHe AUCKH.
1) MarHuTHbIE )KeCTKHUE AUCKH.
e) Komr-mamsits.
Kakas xoHmenuust 00bIYHO peann3yercs B Mpoleccopax BUACOKapT?
a) MHOXeCTBEHHBIN MOTOK KOMaH/I, MHOKECTBEHHBIN IMOTOK JaHHBIX.
0) OnMHOYHBINM TOTOK KOMaH I, MHOKECTBEHHBIN MOTOK TAaHHBIX.
B) MHOKECTBEHHBIH MTOTOK KOMaH/I, OTAHOYHBIH MOTOK JaHHBIX.
r) OMHOYHBINA TOTOK KOMaHI, OJMHOYHBIN OTOK JTaHHBIX.
J171s1 COBpEMEHHBIX MarHUTHBIX JKECTKUX JIUCKOB XapaKTEePHO:
a) bosbiiasg cTOUMOCTB IO OTHOIIEHHIO K TBEPAOTEIbHBIM HAKOIUTEIISIM.
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6) IlocTenenHOE M3HAIIMBAHUE TPAH3UCTOPOB.
B) Hanmnune MexaHMUYECKHUX JIEMEHTOB.
r) PacnonoxxeHnue KOHTpoJIepa Ha MATEPUHCKON TLIaTe.
1) bonpimmii 06beM namsATH 1O CPaBHEHUIO C TBEPIOTEIbHBIMU HAKOMUTEIISIMU.
7. Kakas mmHa Hambojee pacHpoCTpaHEHAa Ha TEKYIIMH MOMEHT B MEPCOHAIBHBIX
KOMIIBIOTEpax:
a) ISA.
6) PCI.
B) PCI Express.
r) SCSI.
8. Ilyctp TakTOBas 4acTOTa MIMHBI KOMIIbIOTEpa cocTtaBiser 5 I'TH. 3a oauH TakT Mo IIUHE
MOJKHO nepeaath 16 6ut. OueHuTte cKopocTh nepenayu nHpopmanuu mno muHe?
a) 80 MeraOuT B CEKyHIY.
0) 10 I'uraGaiiT B cexyHmy.
B) 80 ['urabGaiiT B ceKyHy.
r) 21 T'urabaiit B CEeKyHy.
9. Jlnst mpOeKIIMOHHO-EMKOCTHBIX CEHCOPHBIX SKPAHOB XapaKTEPHO:
a) Bricokasi CKOpOCTh OTKIIMKA MTPHU KACAHUU.
6) Bo3aMOXKHOCTB yripaBieHHs pa3IU4YHbIMU YCTPONUCTBAMHU.
B) ITomaepxka multi-touch.
r) HeBO3MOXKHOCTB ONIPE/ICIICHUSI CUITbI HAXKATHSI.
1) IIpoGnema «IBOEHUSY.
10. DnemeHTaMM KUAKOKPUCTATITUIECKOTO MOHUTOPA SIBJISTIOTCS:
a) JlyueBas TpyOKa.
0) UcTounuk cBera.
B) J)KK-MmaTpuia.
r) [13C-matpua.
1) DICKTPOJIBI.
11. Kakoii 35ieMeHT MpUHTEpa OTBEUYAET 3a (PUKCAIMIO0 TOHEepa Ha OymMare:
a) doroat.
6) Tepmona.
B) Posnuk nepeHoca.
r) Ban momaun ToHepa.
12. HazHavyeHueMm na3epa B [IBETHOM IIPUHTEPE SBIISETCS:
a) Hanecenue Tonepa Ha ¢oToBa.
6) dukcanus ToHepa Ha Oymare.
B) Y1aiieHre HeCyIuX 3apsi1 2JIEMEHTOB ¢ ()OTOBAJA.
r) [Tonaya Gymaru B mpuHTEp.
13. DnemeHTaMu TUGPOBOI BEO-KaMephI SIBIISIOTCS
a) DoToIsIeHKA.
0) OOBeKTHB.
B) [13C-marpuiia.
r) ®ukc-dokyc
1) [Ipoteccop.
14. JInist KOHAEHCATOPHBIX MUKPO(OHOB XapaKTEPHO:
a) Cnabast 9yBCTBUTEIBHOCTbD.
0) YcTOWYMBOCTD K yaapam.
B) BbIicOKast 4yBCTBUTETBHOCTS.
r) 3aBUCHMOCTh OT APAMETPOB OKPYIKAKOIICH Cpeibl (TeMIepaTypsl, BIAKHOCTH).
1) [IpuMeHeHne B CTyIUSAX 3BYKO3AIUCH.

Tect no Teme 3.1 BeeieHne B HHPOPMALMOHHYIO 0€30NACHOCTH ONEPALMOHHBIX CHCTEM
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[Iycte B OC peanin30BaHO AMCKPEIIMOHHOE YIPABJICHUE JOCTYIIOM CO CIEAYIOUIUMHU
npaBamu: uyTeHue(r), 3anuck(w) u ucnonHenue(x). IlpucyrcrByer ¢aiin nmpuioxeHus
«KanpkynsTop.exe» co cieayromuMm crnuckoMm nocryna: (Amwmca: rwx), (bopuc: rx).
Bribepute npaBuiIbHbBIC YTBEPIKICHHS:

a) Anuca MOXeET 3aIyCTUTh NpuioxkeHne «KanbKynarop.exey.

0) bopuc He MoXeT 3anycTUTh npuiokeHue «Kanpkymsrop.exe.

B) AJlrca He MOXET U3MEHUTh coJiepkumMoe (aiina «KanbkynsaTop.exey.

r) bopuc MoxkeT u3MeHHTh coziepxkimoe (aita «KambKyasitop.exey.

[Tycts B OC peanu3oBaHO rpylnoBoe YIpaBieHUE JOCTYIIOM CO CIEAYIOIIUMHU MpaBaMu:
gyrenue(r), 3anuch(w) u ucrnonHenue(x). [lpucyrctByer daitn «Haknmagnas.docx» co
cienyromuM crnuckoM goctymna: (byxramrepsr: rw), (Kypwepsi: 1), (Anuca: rw). B
CUCTEME 3aJaHbl pOJM, B KOTOPbIE BKJIIOYEHBI COOTBETCTBYIOIIME I10JIb30BATEIIN:
(byxranteper: bopuc, I'amuna), (Kypsepsl: Bukrtop). BriGepute mnpaBuiibHbBIE
YTBEPKACHUS:

a) bopuc He MOXeT U3MEHUTD cozepkumoe (daitna «Hakmamnas.docxXy.

0) [NanrHa MOXeT unTaTh coaepkumoe Qaiina «HakmagHast.dOCX».

B) Bukrop MokeT usmMeHuTh coaeprkumoe daiina «Hakmamnas.docx».

r) BukTop Moxer uutath conepxkumoe daiiina «Haxmagnas.docxy.

1) Anmica MOKeT U3MEHHTD cojiepxkumoe (aitna «HakmaaHas.docxy.

ITycte B OC peann3oBaHO MaHJATHOE YIpaBiieHHe noctynom. llpucyrcrByer aiin
«log.txt» ¢ ypoBHeM cekpeTHOCTH 1. [IpucyTCTBYIOT monb3oBaTenu Ayrca ¢ ypoOBHEM
nonycka 1, bopuc ¢ yposaem pomnycka 2 u Bukrop ¢ ypoBHeM nomnycka 0. Beibepure
MIPABUJIbHBIE YTBEPKICHHUS:

a) BukTop MoxeTr u3MeHUTH cojiepkumoe (aiiia «l0g.txt».

0) Bukrop MoxeT untaTh comepkumoe daiiaa «log.txty.

B) AJlnca MOXeT U3MEHUTH cojiepkumoe (aiia «l0g.txty.

r) Anmca MOKET 4nuTaTh coaepkumoe daiiaa «log.txty.

1) boprc MoxeT u3MeHHUTh coepkumoe (aitna «l0g.txty.

¢) bopuc moxer untaTh comepkumoe daiina «log.txt».

[Tyctes B OC peanuzoBana monens mnenoctHoctr buba. [lpucyrcrByer daiin «log.txt» ¢
ypoBHeM LenocTHOCTH 1. [IpucyTcTByroT nonb3oBarenu Anuca ¢ ypOBHEM LIEIOCTHOCTH
1, Bopuc ¢ ypoBHem nenoctHoctd 2 u Bukrtop ¢ ypoBHem menoctHoctu (. Beibepure
IIPABWJIBHBIE YTBEPKICHUS:

a) BukTop MoxeTr u3MEeHUTH cojiepkumoe (daiina «log.txt».

0) Anunca MOXeT U3MEHHTH cojiepikiMoe daiina «10g.txty.

B) Bopuic MoxeT nu3mMeHuTh comepkumoe daiina «log.txty».

r) Bee Tpoe Moryt unrtath copepxumoe daiina «l0g.txty».

Bri6epute npaBuiibHbIE YTBEPXKACHUS 0 ayTeHTUPHUKAUU B coBpeMeHHbIX OC:

a) [Taponu nmonb3oBarenst XpaHATCS Ha AMCKE, HA KOTOPOM yCTaHOBJIEHA CUCTEMa, B
NePBOHAYAJILHOM BH/IE.

0) OraJoHHbIE 3HAYEHMs, HEOOXOIUMBIE ISl TPOXOXKAEHUS OUOMeTpUYECKON
ayTeHTU(UKAlUM, XpaHITCd B CHCTEME B HEJIOCTATOYHOM [UIsl BOCCTAHOBJICHUS
U3HAYaJIbHBIX OMOMETPHUYECKUX JAHHBIX O0BbEME.

B) TokeH (u3MYECKH W3rOTOBICH TakUM O00pa3oM, YTO CYMTHIBAHHE C HETrO
3aKpBITOTO KJIIOYA SIBJISETCS] HEBO3MOXKHON MM JJOPOTOCTOSIIEN onepanuei.

r) Jlis ayTeHTUHUKAIKMU C TIOMOIIBI0 TOKEHa B CHCTEME JIOJDKEH MPHCYTCTBOBAThH
OTKPBITBIN KJII0Y M10JIb30BATENS, COOTBETCTBYIOLIUI 3aKPHITOMY KIIIOUY Ha €70 TOKEHE.
Urto He BXOAUT B MeTa/laHHble (paiiya (BbIOEpUTE OJUH BapuaHT)?

a) Bpems co3ganus daiina.

0) Anpec KOpHEBOM AUPEKTOPHUH.

B) Bpems moaudukamnum daiina.
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r) Azpeca KIlacTepoB COACPKUMOTro (paiios.

1) Uadopmanus o Bragensiie daiiia.

7. BpiOepuTe BepHbIE YTBEPKACHUS O YIIPABIEHUU AMAThIO B coBpeMeHHbIX OC:

a) CoBpemennbie OC HCIONB3YIOT BUPTYAIBHYIO TTAMSITh.

0) CoBpemennble OC He 3alUIIAIOT TaMATh OJHUX MPOLIECCOB OT YTEHUS IPYTrUMHU
IpOILECCaMH.

B) CoBpemennbie OC pa3aenstor o0l maMsITh MEX/1y MPOLECCAMU, YacTO B TAKON
NaMsITH HaXOAATCs OMOITMOTEKH.

r) CoBpemennbie OC HHUKOT/a HE BBIIPYXKAOT YaCTH ONEPATHBHOW MaMSATH Ha JHCK
BO BpeMsl paboTBhI.

n) B coBpemennsix OC mamsTh pa3OuTa Ha MajeHbKHE (parMeHTHI, Ha3bIBaEMbIC
CTpaHMIIaMHU.

8. BriOepuTe BepHbIE YTBEPKICHUS O MIIAHUPOBIIUKE:

a) [lmaHMpoOBLIMK BBIIENSET MPOLECCOPHOE BpeMs KOPOTKMMH HHTEpBalaMH,
Ha3bIBAEMBIMU KBAaHTAMHU.

6) B ciyuae ucCHoiHEHUs MPOLECCOM HHCTPYKLUH, AJIS 3aBEpIIEHUS KOTOPOH
TpeOyercs UINTENbHOE OXUAAHWE, IUIAHUPOBLIMK HEPEBOJAUT IPOLECC B COCTOSHUE
«3a0JI0KHPOBaH» U He OyAeT BBLACIATh €My IPOLECCOPHOE BpeMsl, OKa COCTOSIHUE He
CMEHHUTCS Ha «TOTOBY.

B) Jns paOoThl IJIAHMPOBINMKA MHPOLECCHl JODKHBI CaMH IepelaBaTb Ha HEro
yIOpaBieHUE, TaK KaKk KOMIbIOTEpbl He mnpepoctaBisitor OC wMexaHusma  JUIs
HEPUOJIMYECKOT0 NMPEPhIBAHNUS BBIITOJHEHUS M10JIb30BATEIbCKOIO IpoLIecca.

r) B miaHMpoBaHMM 1O MPHOPUTETAM BCE IMPOIECCHl C PAa3HBIMU HPUOPUTETAMH
HOJIY4al0T IPUMEPHO OJAMHAKOBOE KOJIMYECTBO BPEMEHHU.

9. BriOepuTte BepHOE yTBEpXKIeHHUE (BRIOSPUTE OJUH BapUaHT):

a) OC peanu3oBaHa anmnapaTtHo B IPOLIECCOPE.

6) OC peanu3oBaHa anmapaTrHO B MAaTEPUHCKOM IJIaTe.

B) OC — mporpammHOe oOOecreueHHe, KOTOPOE MPEAOCTABISICT MPHIIOKCHUIM
peCypCHI aImapaTHoro 00ecIeYeHus] KOMIBIOTEpAa B BUAC yIOOHBIX aOCTpaKIHid, HO HE
yIpaBJIET 3TUM aIIapaTHbIM 00ECIIEYEHHUEM.

r) OC — mporpamMMHOe oOecrieueHHe, KOTOpPOe TPEIOCTABISACT MPHI0KECHUSIM
pecypchl anmapaTHOro oOecledyeHHs KOMIbIoTepa B BHUAE YAOOHBIX aOCTpakuuil u
yIpaBJseT 3TUM anlapaTHbIM 00eCIIeYeHUEM.

10. Beibepute BepHOE yTBEp:K/IeHHE (BBIOCpUTE OIUH BapUaHT):

a) B OC kommbloTepa ¢ OHOSAEPHBIM IPOLIECCOPOM B Ka)Jbli MOMEHT BPEMEHU
MOYeET paboTaTh TOJILKO OJMH MpoLecC.

6) B OC kowmmbloTepa ¢ OJIHOSAEPHBIM IPOLIECCOPOM Yy TPOILIECCOB BCEraa
HPUCYTCTBYET TOJIBKO OJJUH MOTOK.

B) B OC kommbroTepa ¢ MHOTOSACPHBIM TPOILECCOPOM B KOHKPETHBIH MOMEHT
BPEMEHU MOTYT BBIMOJIHATCS HECKOJIBKO OTOKOB OJTHOT'O IpoIiecca.

r) B OC xoMmbroTepa ¢ MHOTOSIIEPHBIM MTPOIIECCOPOM KOHKPETHBIN MPOIECC MOKET
MCII0JIb30BaTh TOJIBKO OJHO SAPO MPOLEccopa.

Tect o Teme 3.2 UndopManmoHHas 6€30MACHOCTH ONEPAIMOHHBIX CHCTEM ceMelicTBa
Windows

1. Ha ocnoBe kakux ganHbiX cyobekta OC Windows nmpuHHMaeET perieHue o 10cTyre?
a) XeIl 3HaYeHUe MapoJIst M0JIb30BaTeNs, 3allyCTUBIIETO MpoIecce.
0) TokeH mepeBOIIOMIECHHUS.
B) Unentudukarop mporecca.
r) Token gocryma.
1) ba3oBblii npuopuTeT Nporuecca.
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Ha ocHoBe xakux gannbix 00bekta OC Windows nmpuHUMAaeT perieHue o 1ocTymne?

a) [Ipuswmnerun.

0) TokeH nocryna.

B) Jleckpunrop 6€30MacHOCTH.

r) CUCTEMHBI CIIMCOK YIIPABICHUS JTOCTYIIOM.

1) Crioco0 ayTeHTH(UKAIMY [TOTb30BATENS .

Kakue npumuTHBHBIE ITpaBa 00benuHseT B cede npaBo utenus OC Windows?

a) «Urenue arpulOyToB 0€30MACHOCTHY.

0) «UreHne CUCTEMHBIX aTpHOYTOBY, «4TEHUE aTPUOYTOB OE30MACHOCTHY.

B) «UTCHHUE TaHHBIXY.

r) «UTeHue CHCTEeMHBIX aTpHOyTOBY», «UYTEHHE aTPUOYTOB OE30IACHOCTHY, «UTCHHE
JAHHBIX .

n) «UTeHue CUCTEMHBIX aTpUOYTOB», «YTEHUE aTPUOYTOB OE30IACHOCTH», «YTCHUE
JAHHBIX», «BBIIIOJIHEHUE (ANIOB» U «I1€PEXO0]] B TUPEKTOPUION.

Bri6epute nmpaBuiibHbBIE YTBEPXKAECHU O MaHaaTHOU nonutuke «He-3anuceiBatb-BBepx»
OC Windows:

a) ObecrnieunBaeT CBOMCTBO 1IEIOCTHOCTH JIaHHBIX.

6) OGecrieunBaeT CBOMCTBO KOHPUACHIIUAIBHOCTH JTAHHBIX .

B) Vcnonb3yercs B cCTEME TOJIBKO ISt 00bEKTOB CETEBBIX COKETOB.

r) HesiBHo ucnonb3yercst ist Bcex NTFS-gaiinos.

1) Pasperraer 1ocTyn Ha 3amuch TOJIBKO CYOBEKTaM C YPOBHEM IIEJIOCTHOCTH PaBHBIM
WK OOJIBLIMM IO OTHOILEHHIO K YPOBHIO LIEJIOCTHOCTH O0BEKTa JOCTYIa.

Kakwne u3 nepeunciennsix npaB OC Windows npenoctasisieT 0 yMOJIYaHHIO BIIAICIbILY
datina?

a) Yurtate CCY .

6) Yurats JICY .

B) UuTath comepxumoe daiia.

r) Usmensts JCY/I.

n) Usmensats CCY/I.

e) 3mensts copepkumoe daiina.

Bribepere mpaBuiIbHBIE  YTBEP)KICHHS OTHOCHUTENBHO allfOPUTMa  ONPEJENICHUS
npaBomepHocTH foctyna OC Windows:

a) IlepBeIM pelicTBUEM SBISIETCS NpPOBEPKAa COOTBETCTBHS JOCTyNa MaHAATHOMN
MIOJINTHUKE.

6) IIpoBepka COOTBETCTBHS JOCTyNa MaHAATHOM MOJMTHUKE OCYHIECTBIISETCS MOCHE
ananu3a 3anuceit JICY /.

B) Ecinu nipu nocnenoBarenproM ananu3e 3anuceit JJCY ] oka3siBaeTcsi, 4TO OJHO U3
3arpanBacMbIX IIPaB 3allPEeIlaeTCs B TEKYIIEN 3aIIUCH, TO JTOCTYI 3alIPEIaeTCs.

r) Ecnmu mpu mocnemoBatenbHoM aHanmuse 3anuceit JICY ]l paspemaromue mpasa
TEKyIled 3alucd B CyMME C pa3pellalollMMU IpaBaMU MNPEAbIAYIIUX 3anucei
MEPEKPbUIN BCE 3allpalliiBaeMble MpaBa, TO JOCTYII pa3peraeTcs.

1) Ecmu B ciimickax JICY/] He ObLTO 3ampeniaoniux 3anpaiiiBaeMble paBa 3amucei,
U B TO K€ BpEMsl BCE pa3pellaloliye 3alucy He NMEePeKpbUIN 3alpalliBaeMble MpaBa, TO
JOCTYI 3apeniacTcs.

Kaxkas npusuneruss OC Windows no3BosisieT 4utath Jt000i (aill BHE 3aBUCUMOCTH OT
3a/laHHBIX 1IpaB?

a) [IpuBuierus co3ganusi pe3epBHBIX KOMHIA.

6) IIpuBuiIerus U3MEHEHUs] CHCTEMHOTO BPEMEHH.

B) [IpuBuierus 3aBepiieHust pabOThl CUCTEMBI.

r) [IpuBunerus yBenunueHus padodero Hadbopa.

1) [puBuierus co3nanus ¢aiiaa moJKauku.

Bribepure cymnoctu, He Bxozsmue B TokeH goctyna B OC Windows:
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a) SID nmonw3oBaress.

6) ICY ]I Bcex 00bEKTOB CUCTEMBI.

B) SID-bI rpymi.

r) CCY]I Bcex 00bEKTOB CUCTEMBI.

n) [MpuBuneruu.

9. BsiGepuTe CyntHOCTH, BXOIAIIUE B AeCKpUNTOp Oe3onmacHocTH oobekTa B OC Windows:

a) SID Biajenpia 00beKTA.

0) AMCKpEeIMOHHBIN CITUCOK YIPABIICHUS JOCTYIIOM.

B) CHCTEMHBIN CIIUCOK YIPABJICHUS JOCTYIIOM.

r) CECOK TOKEHOB JJOCTYIIA MPOIIECCOB, OCYIIECTRIISIONIMX JOCTYI K 00BEKTY.

1) YpOBEHb LIETOCTHOCTH.

10. Kakue u3 MyHKTOB MPaBUJIBLHO OMNHUCHIBAIOT (UIBTPOBAHHBIM TOKEH JOCTYyIa

aamuauctparopa B OC Windows?

a) YpOBeHb LIEJIOCTHOCTH YCTaHABIUBACTCS CPEIHUM.

0) YpoBeHb LIETTOCTHOCTH YCTAHABIMBACTCS BHICOKUM.

B) CIHUCOK MPHBHJICTHIA, KOTOPbIE MOT'YT MONACTh B (DMIILTPOBAHHBIN TOKEH, CHUIILHO
OTpaHHYEH.

r) Ilpu onpeneneHun npaBoMepHOCTH aoctyma cpeau 3ammceit JICYJ ¢ SID
AJIMAUHUCTPATUBHBIX TPYII OYAYT YYTSHBI TOJIHKO 3aIPEIIAIONIHe.

1) Crucky MPUBHUJIETHIA OMHAKOBBI B OOBIYHOM M (HIBTPOBAHHOM TOKEHE JOCTYyIIa
aJMHHHCTPATOpA.

TeCT II10 TEME 32 I/IH(l)OpMaIII/IOHHaﬂ 6e3OHaCHOCTb OI[epaIII/IOHHbIX CUCTEM CeMeﬁCTBa
Linux

1. Ha ocHoBe kakux naHHbIX cyobekTa OC Linux npuHUMaeT peiieHue o 1ocrymne?
a) SUID-6wur.
0) Sticky-6ur.
B) YueTHbIC JaHHBIC.
r) UID mporiecca.
1) DJEeKTPOHHAS MOAMUCH POTPAMMBI.
2. Kaxwue npaa npucyrctByoT B OC Linux:
a) Mcnonuenue.
6) Urenwue i-node.
B) UreHue.
r) Vnanenue.
1) 3aruce.
3. s gero cayxut SUID-6ut B OC Linux?
a) [lo3BossieT 3anyCTUTh NPUIIOKEHHE OT UMEHHU Biajebla (aiiia mpuioKeHusl.
6) ITo3BoJsIeT 3ayCTUTh MPUIIOKEHUE OT UMEHHU CYIEepIIOb30BaTeIsl.
B) [To3BounsieT 3amyctuth npuiioxkenue ¢ npusmierueit CAP_SYS ADMIN.
r) [To3Bousier 3amyctuth npuioxenue ¢ UID paBHBIM HYITIO.
1)  3ampemiaer  3amyCcK  NPWIOKEHHS ~ BCEM  IOJBb30BATENsIM,  KpPOME
CYIIEpITIOJIb30BaTEs.
4. Yro nenaet Macka B CIIUCKe ynpasieHus noctynom ¢aiina 8 OC Linux?
a) 3ajaeT MaKCUMaJIbHbIE TPaBa, KOTOPbIE MOXKHO MOIYYUTh U3 3aUCel [T TPYIIIL.
0) 3aiaeT MaKcUMaJbHbIE MPaBa, KOTOPbIE MOKHO MOIYYUTh U3 3aIMCH OCTAJBHBIX.
B) 3a/1aeT MaKCUMalbHbBIE MPaBa, KOTOPhIE MOYKHO MOJYYUTh M3 3alHCH BJIaJelblla
daiina.
r) 3amaer MakCHMalbHBIE TpaBa, KOTOPbIE MOXKHO IONYYHTh W3 3alHCeil s
MIOJIB30BATENEN U TPYIIIL.

24



1) 3amaeT MaKCHUMajbHbIE TpaBa, KOTOPbIC MOXHO MOJYYHTh W3 3amuced Jyis
MOJI30BATENEH.
5. Yro Takoe coip xem-3HaueHus naposst B OC Linux?
a) Ctpoka, koTopasi BBIOMpAETCS MPH KaXIOM ayTeHTHU(PHUKAMHU CIydyailHO ISt
oOecrieyeHns 6€30MACHOCTH MAPOJIS.
6) CnyuaiiHo BbIOpaHHasi MpPU CO3JAaHUU MApoOJsi CTPOKAa, KOTOpas CKJIEHBAeTCs C
XeII-3HaueHHEeM N0CIIe BEIYUCIICHUS Xell-(QyHKIINH.
B) CiydaiiHo BbIOpaHHas MPH CO3JAHUU MApPOJsl CTPOKA, KOTOpas CKJICHUBACTCS C
napoJieM repe]l BBIYUCICHHEM Xell-(DyHKIUH.
r) JliuHa, 10 KOTOpOoi#l ypes3aeTcs mapoiib MoJb30BaTeNs /11 KOMIIAKTHOTO XPaHCHUSI
B CHCTEME.
6. BriOepute cynHOCTH, BXOJAIINE B yueTHbIe ganHble poiecca B OC Linux:
a) UID nonb3oBatesns, 3a1yCTUBILIETO ITPOLIECC.
0) ['pynmbl noap30BaTeNs, 3ayCTUBILIETO MTPOLECC.
B) [IpuBunerun.
r) [IpaBa ucnonusiemoro ¢aiisa, ©3 KOTOPOro ObLT 3aMyIIEH MPOIIECC.
1) ®nar 3¢ (HeKTUBHOCTU IPUBUIICTHH.
7. BpibepuTte CymHOCTH, BXOAAIIUE B aTpuOyThl 6e3omacHocTH Qaitna B OC Linux:
a) Tpoiika npaB Jy1st KaXK0¥ TPYIIIBI B CUCTEME.
0) [IpuBmiierumu.
B) Tpoiika npaB Biajeinbiia Qaiiia.
r) Tpoiika mpaB TMOJNb30BaTeled, HE SBJSIONIMXCS BiaaeiabllaMu (aiia u He
BXOJISIIIUX B TPYIITY Biajesbla Qaiiia rmo yMoIdaHHio.
n) Bnanenen gaiina.
8. BriOepuTe CynIHOCTH, BXOIIUE B aTpuOyThl 6e30macHocTH (aiina B OC Linux:
a) Tpolika mpaB AJisl Ka)I0H TPYIIIbI B CUCTEME.
0) [IpuBuiierumu.
B) Tpoiika mpaB Biajeiblia Qaiiia.
r) Tpoiika mpaB moib30BaTeield, He SBJSIONMXCS BlaaeiabliaMu (aiia u He
BXOJISIINX B IPYIITY Biaenblia (aiisia mo yMoIdaHuio.
n) Bnanenen gaiina.
9. Kaxkue Habops! npuBmiieruii ects y ¢aitna 8 OC Linux:
a) Hacnenyewmbie.
0) DddexTuBHEIE.
B) BHemnwue.
r) OrpaHHYHBAOIITHE.
1) PasperieHHsble.
10. Kakyto xem-pynkuuo ucnonszyeT OC Linux A BRIYUCIEHUS XeUI-3HAYCHUS TapoJis B
OC Linux?
a) MD-5.
0) SHA-256.
B) SHA-512.
r) SHA-3.
n) ODyHKIMIA HECKOJIBKO, OKOJO XEHI-3HAUeHHs MapoJisi XpPaHUTCI HOMEp
UCIIOJIb30BaHHOM XemI-(QyHKIUY.
11. Yto nenaet xouseitep B OC Linux?
a) OUIBTPYET BBIBOA KOMaH/IbI.
0) [lepenanpaBnsieT CTaHIaPTHBIN BBIBOJ KOMAaHbI C KOHCOJHU CTaHIAPTHHIN Ha BXOJ
JIpyroi KOMaHsje.
B) [TosHUMaeT npaBa JIo mpaB CyNepIoIb30BaTesl.
r) OTKIaIpIBaCT BHITOJHEHUE KOMAH/IbI HA YKa3aHHBIH CPOK.
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Tect o Teme 4.1 BBeteHne B apXUTEKTYPY JOKAJBHBIX BIYHCINTEIbHBIX CeTeH

1. Kakoii nopsinox ypoBHeit monenu OS| BepHbIii?
a) Ousnveckuii, KaHAIBHBINA, TPAHCIIOPTHBIN, CETEBOW, CEAHCOBBIN, MPECTaBICHUS,
MIPUKJIAHOM.
0) ®u3nuecKkuii, KaHAJIbHBIN, CETEBOM, TPAHCIIOPTHBIN, CEAHCOBBIN, MPEICTABICHUS,
MIPUKJIAHOM.
B) Ou3nuecKuii, KaHAIbHBINA, CCTEBOM, TPAHCIIOPTHBINA, CEAHCOBBIN, MMPHUKJIAIHOM,
MIPEICTABICHMSI.
r) Du3MYECKHil, KaHaIbHBINA, TPAHCIIOPTHBIA, CETEBOH, CEaHCOBBIN, MPUKIIAIHOM,
MIPEICTABICHMSI.
2. Kaxkue nmpoToKoJbl OTHOCATCS K TPAaHCIIOPTHOMY ypoBHI0 Moaenu OSI?
a) UDP.
0) ARP.
B) IPv4.
r) GSM.
n) TCP.
e) DNS.
x) PPTP.
3. Kakoii ypoBeHb npeqHa3HaueH Ui ONpe/esIeHUs TyTH Niepeaayn JaHHbIX ?
a) Ouznueckuid.
0) CeaHCOBBIH.
B) TpaHCIIOPTHBIIA.
r) [IpencraBienus.
n) KananbHbIi.
e) IIpuknaaHoii.
k) CeTeBOM.
4. Kakwue ¢uaru ucnonb3yrorces B mpotokose TCP 1 ycTaHOBIEHUS COSUHEHUS?
a) RST.
6) SYN.
B) FIN.
r) URG.
1) ACK.
e) PSH.
5. Kakwue npeumytiectsa ects y FTTB?
a) Bricokas ckopocTh paboTel IHTEpHET.
0) PaBHas ckopocThk npueMa u nepeaadu HHGopMaIuu.
B) He3aBHCHMOCTH CKOPOCTH JOCTyMa OT 4YHCJIa abOHEHTOB, MOIKIIOYEHHBIX K
KOMMYTaTOpY.
r) OTcyTcTBHE HEOOXOAUMOCTH pa3MeEIleHHss KOMMYTaTopa rpoBaiiiepa B 31aHHH.
6. Kaxue Hemocratku ectby FTTB?
a) Huzkas ckopocts pabotel IHTEpHET.
0) Paznas ckopocTh mpuema u nepeadr HHGOpMaLuu.
B) 3aBHCHMOCTh CKOPOCTH JIOCTyNia OT 4YKciIa aOOHEHTOB, TMOIKITIOUEHHBIX K
KOMMYTaTOpY.
r) HeoOxoauMocTh pa3MelieHus KOMMyTaTopa IpoBaijiepa B 31aHHH.
7. BpiOepute BepHbIE YTBEPKICHUS
a) TCP He rapanTupyeT 10CTaBKY JaTarpaMm.
6) UDP ne rapanTupyer 10CTaBKY JgaTarpamm.
B) UDP rapantupyer 10cTaBKy JaTarpamM.
r) TCP rapanTHpyeT JOCTaBKY JaTarpamM.
8. Kaxoii agpec OTHOCHUTCS K aipeCHOMY NMPOCTpaHCTBY IPv4?
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9.

10.

a) 192.168.0.17

6) 129.256.0.0

B) 301.169.107.0.0.3

r) 127.0.1000.0
Kaxk paboraet xonuentparop (xad)?

a) IIpn nonydyeHuu nakera JaHHBIX Xa0 MEpechlIaeT TOT MAKeT Ha BCE OCTalbHbIE
CBOM IOPTHI.

6) Ilpm nonydeHuum mnakera JaHHbIX Xa0 MepecbulaeT 3TOT NAKeT Ha MOpPT B
coorBerctBUM ¢ Tabmuueit MAC-ampecoB. Ecium  cOOTBEeTCTBHS HET, TaKeT
0TOpachIBaeTCHl.

B) Ilpym mnonyueHuum makeTa OaHHBIX Xad IepechUIaeT 3TOT IaKkeT Ha IMOpPT B
coorBercTBUM ¢ Tabuuueit MAC-anpecos. Eciin cOOTBETCTBUS HET, B CETh OTIPABIIAETCS
ARP-3amnpoc.

Kak paboraet kommyTaTop?

a) B ciyuae, eciiu s otnpasisiemoro MAC-aapeca HET COOTBETCTBUS, KOMMYTATOp
pacchlIaeT nakeThl Ha BCE MOPThI, KpOME MOPTa-TOITydaTes.

0) Ilpu monmyyeHMM mnakera JAaHHBIX KOMMYTAaToOp IEpEChUIaeT 3TOT IAKeT Ha BCE
OCTaJIbHbIE CBOU HOPTBHI.

B) KommyTarop XxpaHuT B mnaMsaTH TaOJMIly KOMMYTAal[iM, B KOTOPOH YKa3aHO
conocraBienne MAC-aapeca nu Homepa nopTa KOMMYTaTopa.

r) Co BpeMeHEM KOMMYTATOp CTPOMT TAOJHILY JUIsi BceX akTUBHBIX MAC-a/ipecoB.

1) Tabmua MAC-aapecoB KOMMyTaTOpa CTAaTUYHA U HACTPAUBACTCSl BPYUHYIO.

Tect no Teme 4.2 CeteBble YIpo3bl 1 METOAbI MPOTUBOAEIHCTBUS UM

Kakue OBIBAIOT HCTOYHUKHM BO3HHUKHOBEHUS YSI3BUMOCTEH?
a) OmmoOKu peanu3anuu.
0) OmubKu 00CITy>KUBaHHUS.
B) OmMOKK POCKTUPOBAHUSI.
r) Omm6ku HR-oTxena.
Yro He BXOAUT B 6azoByo rpymry metpuk CVSS?
a) Crioco6 mosryyeHust JOCTyIa.
0) Bnusinue Ha KOH(PUIEHIUAIBHOCTD.
B) Binsinue Ha mosp3oBarerns.
r) [TokazaTesnp ayTeHTU(UKAIINH.
1) CII0)KHOCTh MOJTYYCHUSI IOCTYIIA.
Kakoit rpynmer metpuk CVSS we cymectByer?
a) KommnekcHasl.
0) Bpemennasi.
B) basogas.
r) KoHTekcTHasl.
Kewm pazpaborana CVSS?
a) 1SO.
6) FIRST.
B) WWW.
r) UCLA.
UYro He sBisieTcst meTpukoit B CVSS?
a) CII0KHOCTh aTaku.
0) Bnusinue Ha TOCTYMHOCTb.
B) JIMUTENBHOCTD aTaKH.
r) Crioco6 monydeHus A0CTyIa.
1) ITokazaTenb ayTeHTU(UKAIINH.
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10.

Uro sBiIsieTCS TaCCUBHOM aTakoin?

a) [IpocnymuBanue Tpaduka.

6) OTka3 B 00CITyKHUBaHUU.

B) ®usnyeckoe HamaJeHUe Ha O0BEKT.

r) DKCIUTyaTanus ysi3BUMOCTH.

Uto Takoe 3BpUCTUYECKHUIN aHATU3?

a) Meton, mpenHazHaueHHBIA Ui OOHApY)KEHUS HOBBIX, €II€ HE BBISIBICHHBIX
BUPYCOB.

06) MexaHnu3M, HEOOXOAUMBINH [UIs OTCIEKHBAHUS HEU3MEHHOCTH (hailiios,
JIOKYMEHTOB, peecTpa, KOH(pUrypauuu o60pyaoBaHusl.

B) MeToa, OCHOBaHHBIM Ha TOCJIEAOBATEIILHOM MPOCMOTPE MaMSTH YCTPOKMCTBA,
3arpy304HbIX CEKTOPOB, (ailyIoB B MOMCKE CUTHATYP U3BECTHBIX BUPYCOB.

Uro Takoe 63x10p?

a) YacTte BpEIOHOCHOIO NPOrPAaMMHOIO OOECHEYEHUs, PpeaJn30BaHHOIO JJIs
COKPBITHS IPUCYTCTBUS 3TOTO BPEAOHOCHOIO KOJA U €0 IEHCTBUH.

6) Ilpwioxenue, wucnonb3yemMoe Uil JalbHEHIIEW 3arpy3ku U 3alycka
MIOJIHOLIEHHOT'O BPEIOHOCHOTO MPOrPaMMHOI0 00€CIIEUEHHUS.

B) BpemoHocHoe mnporpaMmMHOe oO0OecredYeHHe, KOTOpOe, IIOMHUMO IOJIYyYeHHUs
KOHTpPOJISI HaJl 3apak€HHBIM YCTPOMCTBOM, IBITAETCSl 3aXBaTUTh I10J CBOM KOHTPOJIb
JpyTUe y3ibl CETH.

r) [IpuoxkeHue, MO3BOJISIONICE YIPABIIATH KOMITIBIOTEPOM YaJICHHO.

Urto Takoe pyTKUT?

a) YacTe BpEIOHOCHOTO NPOTPAMMHOTO OOECHEYEHUs, PpEaTM30BaHHOTO IS
COKPBITHUS IPUCYTCTBUS ITOI'0 BPEAOHOCHOTO KOJA ¥ €ro ACUCTBUIA.

06) Ilpunoxenue, wucnonb3lyemoe JUIsl JalbHEMIIed 3arpy3kd U 3amycka
HOJHOLEHHOTO BPEAOHOCHOTO IPOTPaMMHOT0 00ecieueHHs.

B) BpemoHocHoe mnporpaMMHOe o0OecHeYeHHEe, KOTOpOe, IOMHUMO TOJIYyYCHHS
KOHTPOJISI HaJ| 3apaXKeHHBbIM YCTPOMCTBOM, IBITAeTCA 3aXBaTUTh MOJ CBOM KOHTPOJIb
JIPYTHUE y3Jbl CETH.

r) [IpunoxeHue, MO3BOJISIOIIEE YIPABISATH KOMIBIOTEPOM YIAICHHO.

Uro cnexyet aenarb, YTOOBI 3aTUTUTE CE0s1 OT BUPYCOB?

a) He 3amyckaTh Npui1oKeHHsI U3 HETOBEPEHHBIX UCTOYHUKOB.

6) Cnemutp 3a UUGPOBBIMH MOANUCAMU YCTAaHABIMBAEMOI'O IPOrPaMMHOIO
o0ecreyeHusl.

B) OTKJIIOYHTH MEKCETEBOM IKpaH.

r) Bcerma OTKpbIBaTh BIIOKCHUSI OJJIEKTPOHHOH MOYTHI ¢ TeMol «BaxkHO» U
«Cpo4HO».

1) CBOeBpeMEHHO OOHOBISITH  OMEPALMOHHYKD CHCTEMY UM MPOTPaMMHOE
obecrnievyeHue.

¢) Mcnonb30BaTh aHTUBHPYCHOE MIPOTPAMMHOE 00ECIICUCHHUE.

Tect no Teme 4.3 MeskceTeBble IKPAHBI

UTto Takoe MexceTeBOM IKpaH?

a) [IporpaMmHOe WM TPOrpaMMHO-TEXHHUUECKOE CPEACTBO, peanusyoliee QyHKIUU
KOHTPOJISI U GUIBTPAIIMM B COOTBETCTBUU C 33JJaHHBIMU MPABUIIAMHU MPOXOSAIIUX Yepe3
HEro HH(POPMAIMOHHBIX TOTOKOB.

0) VYctpoiicTBO, TpenHA3HAYEHHOE I COCOUHEHUS  HECKOJIbKUX  Y3JIOB
KOMIIBIOTEPHOM CETH B MpeJieNiax OJHOTO UM HECKOJIBKUX CETMEHTOB CETH.

B) YCTpOI#CTBO, KOTOPOE MO3BOJISIET OPraHU30BATh JIOKAIBHYIO CETh C BO3MOXKHOCTHIO
BBIXOJa B UHTEPHET JJI IPYTUX YCTPOMCTB.

MesxceTeBble dKpaHbI IS BEO-MIPUIIOKEHUN PacIioNararoT:
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a) Ilepen 3ammiaemMbiM BeO-cepBepoM (TpaduK BHAYajie MEPEeNacTCs MEKCETEBOMY
JKpaHy, 3aTeM BeO-cepBepy).

0) Ilocne 3amumiaemoro BeO-cepBepa (Tpaduk BHaJale mepemaercs BeO-cepBepy,
3aTeM MEXCETEBOMY KpaHy).

B) MexceTeBOM 9KpaH M 3aliIlacMblii MM BeO-CepBep HAxXOJSTCS B Pa3HBIX
HOJCETAX, TPAQUK MEXTy HUMH 3allpeLeH.

r) BmecTo 3amuiiaemoro Be6-cepBepa.
IlepcoHanbHbIe MEXCETEBbIE SKPaHBI JJI HACTOJIbHBIX KOMIIBIOTEPOB U HOYTOYKOB:

a) O0ecneunBarOT JOMOIHUTENbHBIM YPOBEHD 3aIUTHI OT CETEBBIX ATaK.

6) [TonHOCTBIO 3aMEHSIOT BCE OCTAJIbHbIE HHCTPYMEHTAJIbHbIE CPEJICTBA 00ECIICUEHUS
0€30MacCHOCTH.

B) [10JHOCTBIO 3aMEHSIOT MapIIPyTU3ATOPbI, SBJISSACH UTIO30M 110 YMOJIYaHHIO IS
3alUIIAEMOT0 KOMITBIOTEPA WM HOYTOYKA.

r) IlpemocraBinsroT Bce HEOOXOIMMBIC CETEBBIC CEPBUCHI JUIS  3alIMIIAEMOTO
KOMIIBIOTEpA WU HOYTOYKA.
IlepcoHanbHble MEXCETEBbIE SKpaHbl JJs HACTOJBHBIX KOMIIBIOTEPOB M HOYTOYKOB
SIBIISTFOTCSL:

a) AnmnapaTHO-IIPOrPaMMHBIMU CPEICTBAMHU 3aLUTHI.

0) Bcerma BcTpoeHHpiMH B OC, KOTOpyHO OHM 3allMIIAIOT; HE MOTYT OBITh
peaI30BaHbl BHEIIHUMU NPOU3BOJUTEISIMH.

B) VCKIIIOYHMTEIILHO TIPOrPAMMHBIMHU.

r) VckiIrounTenbHO BHEIIHUMHE, He BCTpoeHHbIMH B OC, KOTOPYIO OHH 3allUILIA0T;
BCET/a PEATM30BaHbl BHEITHIUMHU TPOU3BOTUTEIISIMH.
IlepcoHanbHblE MEXCETEBblE SKpaHbl JJIS HACTOJBHBIX KOMIIBIOTEPOB M HOYTOYKOB
YCTaHABJIUBAIOTCS:

a) Ha xocrax, KOTOpble OHM 3alUIIAIOT.

06) Ha wmapmpyru3aTopax, KOTOpbIE yKa3aHbl Ha XOCTE B KauecTBE IUIIO3a IO
YMOJTYaHHUIO.

B) Ha oT/enpHBIX KOMITBIOTEPAX.

r) Ha koneunsix Toukax VPN.
Bri6epuTe HecyIecTBYIOUI BUA TPAHCISLIUU CETEBBIX aJJPECOB.

a) [lunamuueckas.

0) CraTuueckas.

B) C HCHOJB30BaHHEM MTOPTOB.

r) C Bcnoabpb30BaHHEM MOCTOB.
1110361 ypOBHS NPUIIOKEHUHN TO3BOJISIOT:

a) Hcknrounths npsMoe B3aMMOJCHCTBHE JABYX Y3JIOB IyTEM peaau3alud poJu
HOCPETHHKA.

0) BoImoaHATh QYHKIINY MITI03a CEAHCOBOTO YPOBHSI.

B) AHaJIM3UPOBATh BCE CYLIECTBYIONIHE B MUPE TPOTOKOJIBI.

r) AHanM3MpOBaTh TOJBKO TMOIICPKUBAEMBIC JTUM MEKCETEBBIM  3KPaHOM
IPOTOKOJIBI.
VYnpasisieMble KOMMYTaTOPBI MOTYT:

a) OcymiecTBiATh (huIbTpanuio Ha ocHoBe IP-aapecos.

6) OcymiecTBIATh (GUIBTPAITUIO 110 UCTIOJIB3YEMOMY ITPOTOKOIY.

B) OcymiecTBnsTh ¢puiibTpanmto Ha ocHoBe MAC-anpeca.

r) Ocymiectsisath puiabpTpanuto Ha ocHoBe VLAN ID.
Bri0epure BO3MOKHOCTH MEKCETEBOI0 3KpaHa.

a) Peructpanusi COOBITHII U TeHEpAITUsl OTUYETOB.

0) @unbTpanus Tpaduka.

B) TpaHCIsIIKs CETEBBIX aJIPeCcOB.

r) AyTeHTH(HKAIUS TOJIH30BaTEICH.
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1) AIMUHUCTPUPOBAHHE.

10. Kakue yTBepxaeHUS O MPOTPAaMMHOM MEKCETEBOM IKpaHe BEPHBI?

a) llomxomut B ciy4asix, KOTJla YCTPOMCTBO TOJIb30BaTelsl IIOMEIIAETCS B
HEJJOBEPEHHYIO CpENy.

0) Ilpu ero paboTe HCHIONB3YIOTCA PECYpPCHl YCTPOMCTBA, HA KOTOPOM OH
(GYHKIIMOHUPYET.

B) [TogxomuT /uist 3a1a4 CErMEHTHPOBAHHS CETEH.

r) [ToaxoauT it OTIACICHHUS TOBEPEHHON YacTH CETH OT BHELIHUX yIPO3.

1) Cunraercst 60j1ee OTKa30yCTOWYHMBBIM, YEM AlIapaTHBII MEXKCETEBOM IKPaH.

Tect mo Teme 5.1 BBenenne B kpunrorpapuyeckne MeToAbI 3alIMTHI HHPOPMALMHT

1. Kaxnpiii mm@poTeKCT MOXeT OBITh TONy4eH KakK pe3ylbTaT  CIEAYIOUIETro
npeoOpa3oBaHuUs:
a) Ex (Dk(p)).
6) Dk(p)-
B) E(p)-
r. Dy (E(p))-
2. Bammdpyiite ¢ momomipio mudpa «Atodam» cioso «Worldy.
A/B|C|D|E|F|G|H|I |J |K|L|M
Z|I Y XIW|V|IUIT|S|R|Q|P|O|N
a) Dlrow.
6) Svood.
B) Woild.
r) Dliow.
3. Paccumdpyiite ciaoBo «Xjxoby, 3ammdpoBanHoe ¢ mnomoinsio mudppa Ias HOmwus
[e3aps:
A/B|CIDIE|IF|G|H|I |J|K|LIM|N|O|P |Q|R|S|T|U|V|X|Y|Z
X YZ|A/B|CIDIE|F|G|H|I |J |K|IL|IM|N|O|P|Q|R|S|T|U|V
a) Tatly.
6) Amare.
B) Crypt.
r) Vivna.
4. Bammdpyiite cnoBo «KuU3HB» C MOMONIBIO MEPECTAHOBKHU
11213415
25|13 |14
a) Hx3bu.
0) bu3mx.
B) H3pxu.
r) Ub3xH.
5. Pacmudpyiite cnoBo «1216312611» ¢ momorsio Tadauis [lomuous:
112|3|4]|5|6
1/A|B|B|T|O|E
2| E[X|3 |1 |U|K
3|JJIM/H|O|IT|P
4 BIE|V|O|X|
S|Y || b |bl|b
6 (DO *|*|*
a) benka.
6) EsBroa.




10.

11.

12.

13.

B) CTpenka.

r) benok.
BriepBbie MeTO/T YaCTOTHOT'O KPUIITOAHAIN3A BIIEPBHIC U3II0KHUIL:

a) Jleon barrtucra Ans0epTH.

0) ®panuecko CUMOHETTA.

B) AOy IOcyd Aky06 ans-Kunnu.

r) xuponamo Kapnano.
Juck AnpOepTy Mo3BOJISIET aBTOMATU3UPOBATh:!

a) [ludp npoctoii 3amens! (ogHOAT(GaBUTHBIA IIH)P).

6) MHuoroandaBuTHBIN mUdp.

B) llIudp nmepecranoBKH.

r) [Torounsrii mudp.
Vcnonp3oBanue maposst Jisi MHEMOHHYECKOTO 3allOMHUHAHUS TIEPECTaHOBKH CHMBOJIOB
andaBuTa MPeAIONKUI:

a) Mareo ApaKeHTH.

0) biie3 ne Buxenep.

B) Jl)xoBanuu barrucra bennazo.

r) JbxambarTucta (J>xoBanuu) aemna Iopra.
[Tomemenue nns nepiaroctpaunu nepenucku B XVII — XX Bekax Ha3bpIBaIoCh:

a) benbrii kaOuHeT.

0) TaitHas koMHaTa.

B) SIlHTapHas KOMHaTa.

r) UepHblif KaOUHET.

1) KpacHblit kaOuHET.
ugpsl, B KOTOPBIX KaXKIBIH CHMBOJ OTKPBITOTO TEKCTa MpeoOpa3yercsi B CHMBOI
MUPPOTEKCTa, B 3aBUCUMOCTH OT CBOETO PACIIOJIOXKEHHUS B OTKPHITOM TEKCTE M KIIH04a
Ha3bIBAIOTCS:

a) MHoroapaBUTHBIMU HIHPPAMHU.

0) brounbME mE(pamu.

B) [ToTouHbIMU TIHpaMH.

r) PoTopupiMu mmmdpamu.

ammdpyiite cnoo «CJIOH» durpammusim mudpom Ineidepa.

Y ! O b B
K T €) H O
I I JI b IT
M A 11 3 P
C E A bl K
10) i 111 4! X

a) BAbU.

6) LHADb.

B) OIIYBI.

r) bILILL3.

ITyctps nepectanoBka T npezcraBieHa cieayromnen Tadauuen:
1/2]3]...|n=-5|n=-4|n-3|n-2|n-1|n
5(6|7|.../n=1] n 1 2 3 |4

Kakoit Bu1 nMeeT nepecraHoBka oopaTHas nepectanoBke T?

a.
1/2]3]...|n=-5|n-4|n-3|n-2|n-1|n
1/12]3 n-5/n-4/n-3|/n-2|n-1|n
0.
1/2]3]...|n=-5|n-4|n-3|n-2|n-1|n
413|2]...|] 10 9 8 7 6 |5
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1/2]3 n-4|/n-3|n-2|n-1|n
4156 n-1| n 1 2 |3
T.
1 2 3 |4|5].../n=-3|n-2|n-1| n
n-3|/n-2|n-1|njl]...|n-7|n-6|n-5|n-4
14. 3ammdpyiiTe ¢ momombio oTKpsITOTrO Kitova (8051, 5) kpunrocuctembl RSA coobmenne
m = 10.
a) 8051.
0) 3388.
B) 1949.
r) 12.

15. Kakoe cBoiicTBO 0€30MacHOCTH TapaHTUPYET, YTO YYACTHHKY KPHUMITOrpaduyecKoro
IPOTOKOJIa IIEJIOCTHOCTH TIOJIYYEHHOTO COOOLICHMS W €ro Co3JaHue J0 MOMEHTa
MOJIyYEHUsl, HO HE TapaHTHUPYET 3alIUTY OT MOBTOPHOU OTIPABKU COOOIIeHU?

a) CBOMCTBO «ayTEeHTH(HUKALNA CTOPOHY.

0) CBOIicTBO «ayTeHTU(DUKAIHSI UCTOUHUKAY.
B) CBOMCTBO «MHBapUaHTHOCTb OTIIPABUTEIIS.
r) CBOMCTBO «ayTeHTH(PHUKAIUS COOOIICHUS.

16. Kakoe cBoO#CTBO 0€30MacHOCTH TapaHTUPYET, YTO YYACTHHKY KPHUITOrpaduIecKoro
MPOTOKOJIA, YTO YYACTHUKH, HAYaBIIME HCIOJHEHHE MPOTOKOIA, HE H3MEHWIHCH C
TE€YEHUEM BPEMEHU?

a) CBOICTBO «ayTeHTU(PUKAIUST CTOPOHY.

0) CBOIiCcTBO «ayTeHTU(DUKAIIST HCTOTHHKAY.
B) CBOICTBO «MHBapUAHTHOCTH OTIIPABUTEIIS.
r) CBOMCTBO «ayTeHTU(PHUKAIIHUS COOOIICHUS.

BepHblii 1 1OHBIA OTBET HAa BOIPOC TeCTa OIEHMBAeTCs B 1 Oami, [uisl MPOXOXKIACHUS
TecTa HEOOXOAMMO BEPHO U MOJHO OTBETUTH Ha HE MeHee ueM 60 MpOIIeHTOB BOIIPOCOB TECTA.
TeMbl NpaKTHYECKUX 3aHATHI

Tema npakTHYecKkoro 3aHsiTusi mo Teme 3.1
BBenenue B MHPOPMAIMOHHYIO 0€30IIACHOCTH ONEPAIHOHHBIX CHCTEM

1. OcHoBHI paboTHI ¢ TIpoIIeccaMy, BBOJOM-BBIBOAOM U ¢aitnamu B OC Windows u Linux.

Tema npakTHYecKOro 3aHsATHSI MO0 Teme 3.2
HNudopmannonHas 6e30nacHOCTH ONePAIlMOHHBIX cucTeM ceMeiictBa Windows.

1. OcHoBsl 00ecnieuenus oe3omacuoct B OC Windows.

Tema npakTH4eCKOro 3aHATHSA 10 Teme 3.3
HNudopmanuonnas 6e30nacHOCTH ONEPANMOHHBIX CHCTeM ceMelicTBa Linux

1. OcuoBsl o0ecneuenus oe3zonacuoctd B OC Linux.

Tema npakTH4eckoro 3ansaTus no reme 4.1
BBeneHue B apXUTEKTYPY JOKAIbHBIX BBIYMCIUTEIBHbBIX CeTel

1. CereBoii cuuddep Wireshark. 3nakomcTBO ¢ pUIBTPaMU NAKETOB.
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TeMbl NPAKTHYECKOT0 3aHATHS 1O Teme 4.2
CeteBble YIpo3bl M MeTO/bI POTHUBOAECHCTBUS UM

WuBeHTapu3anys U MOUCK YSI3BUMOCTEH ¢ ucmoibp3oBanueM Open Vulnerability and
Assessment Language.

CereBoit ckanep Zenmap. MHcnonb3oBaHue CeTEBOro CKaHepa JJisi  BbISBJICHUS
ySI3BUMOCTEH YPOBHS CETH.

Bupychbl, MX BBIBIIEHME M YCTPAHEHHE C HCIOJb30BAHUEM CIIELUAIU3UPOBAHHOIO
IPOrPaMMHOT0 OOeCTIeueHusI.

TeMbl NPAKTHYECKOT0 3aHATHSI 10 TeMe 4.3 MeskceTeBble IKPAHBI

bpanamaysp Windows. Pa3paboTka npaBui MEXCETEBOTO SKPaHHUPOBAHHUS.
Bupryansnas undpacrpykrypa Eve-NG.
MexceTreBoi 5kpaH Ha rpaHulle cetu. HacTpoiika mpaBuiI MeKCeTeBOr0 SKpaHUPOBAHHSI.

TeMbl NPaKTHUYECKOT0 3aHATHS 1O Teme 5.1
BBenenne B kpunrorpaguueckue MeToAbl 3a1IUTHI HHGOpMALHT

Hctopuueckue mmdpsl mmdpoBanue u pacumdpoBaHue.
JlonoJIHUTeIbHbIE 32/IaHUS VIS CAMOCTOSITEJILHOTO PeleHus]

JonosanurtenbHble 3aaanus mo teme 1.1 [IpaBoBble 0CHOBBI 00ecneYeHU
HH(OPMAIMOHHOH 0€30MACHOCTH

Kakas wundopmanus mnpexacraBiser g Bac nenHocts? Kakue XapakTepuUCTHKU
UHPOPMALMOHHOM Oe30macHOCTH Bl ObI X0TeNn 00eceynTs s Takoi nHpopMarimn?
BriOepere kakoii-nu6o Buj neHHo# ans Bac mndopmaunu. B kakux ¢opmax Moxer
OBITH MpEJCTaBIEH TOT BUl MHPOpMaruu?

[IpoananusupyiiTe: K KakMM BHJ1aM TaiiH Bbl MokeTe UMETh 1OoCTym?

[Ipoananu3upyiite: kKakue CBs3aHHbIE C BaMu JaHHBIE MOTYT SBJISITHCS TaltHAMU?

I_IOHOJIHI/ITC.TIBHLIC 3aJaHud 110 TEME 1.2 3aumTa NMEPCOHAJTBHBIX JAHHBIX

Onumure cxeMy HWH(POPMAIMOHHBIX TIOTOKOB Bammx mepcoHanbHBIX JaHHBIX B
YHuBEpCUTETE.

OmnumuTe cxemy HH()OPMAIMOHHBIX TOTOKOB Bamux nepcoHanbHBIX JaHHBIX B baHke.
[Ipoananusupyiite: Bcerna ju (korga 3To HeoOxoaumo) ¢ Bac B3umaroT cornacue Ha
00paboTKy NHepCOHANbHBIX JaHHBIX? Bcerma num 3TO0 MpoMCXOIUT B COOTBETCTBUU C
3aKOHO/ATENbCTBOM?

[Ipoananu3upyiite: B Kakux cuTyarusx Bbl maBanm coriiacue Ha 00paboTky Barmmx
CHelHalbHbIX JaHHbIX? He ObU10 11 3TO M3MUITHIM?

[Ipoananmm3upyiite: B Kakux cUTyarusx Bbl maBaim coriiacue Ha 00paOoTKy Bammmx
OnoMeTrpuueckux JaHHbIX? He ObLI0 1 3TO U3IUIITHUM?

JlonoiHuTeAbHBbIE 3a/1aHus 110 TeMe 1.3 Opranu3anmoHHbIe OCHOBBI 00ecneYeHus!
HH(POPMALIMOHHOH 0€30I1aCHOCTH

Pazpabotaiite Mmomens HapymuTens ais Bameir momaniaeit nHGOpMaIMOHHONW CHCTEMBI.
Pa3paboraiiTe Moaenb HapyIUTeNs A7l KOMIIBIOTEPHOTO Kjlacca Y HUBEPCHUTETA.
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Pazpaboraiite Mozens yrpo3 i Bareit nomanrHei nH(GOpMaMOHHON CUCTEMBI.

PazpabotaiiTe Moenb HapyIIUTENS 111 KOMITBIOTEPHOTO Kjlacca Y HUBEPCUTETA.

5. Ilpemnoxute cpencTsa 3ammThl nHGOpManuu aisi Bamielr jomanrHeli nHGOPMAITMOHHON
CUCTEMBI.

6. Ilpemnoxure cpeacTBa 3alIUThl  HMHPOPMAIMM Ui  KOMIIBIOTEPHOTO  Kiacca

YHuBepcurera.

~ow

JlonmosiHuTeIbHBIE 3aJaHUA 110 TeMe 2.1 ApXuTeKTypa KOMNbIOTEpa

1. U3yuute Bam mnepcoHanabHBIH KOMIBIOTED U COBPEMEHHBIE TaJKEThbl, KOTOPHIMU BbI
noJsib3yeTech. CpaBHUTE UX XapaKTEPUCTHKHU: OBICTPOACHCTBHE, 00BEM OINEPATHBHOU U
BCIIOMOTaTeNbHOM MaMATH, CKOPOCTh ocTyna B IHTepHeT.

JonoJsiHuTeILHBbIE 3a1aHKs 110 TeMme 3.1 BBenenue B mH(GOPMAIHOHHYIO 0€30MIACHOCTh
ONepalOHHBIX CHCTEM

OC Windiws
1. Ortkpoiite 6pay3ep Internet Explorer. Haiinute ero naentudukaTop mpoiecca, OTKPHIThIC
CcoeMHEHUS U 0a30BBIil IPUOPHUTET.
2. Ortkpoiire Opayszep Chrome. Haiimure ero wuaeHTudukaTop mporecca, OTKPBITHIC
coeTMHEHUS U 0a30BbIil IPUOPHUTET.
3. 3amyctute npunoxenue «baokHoT». Haitnure Qaiinbl oTkpbIThie pouieccoM «bIoKHOT
¢ momMotrsio yruiutel Process Explorer.

OC Linux
HaiinuTe nate caMbIx TpeOOBATEIBHBIX K MAMSITH ITPOIIECCOB.
OTxkpolite Opay3ep U HAMIUTE OTKPHITHIC COSAMHCHHUS.
BriBenuTe conepkumoe TUPEKTOpuu /etc.
BeiBenute conepkumoe aupekropuu /etc/schedule.

P

JonosHuTeIbHBIE 3a1aHus M0 TeMe 3.2 UHdopmanmoHHasi 6€30MaCHOCTD
OIepalMOHHBIX cucTeM cemerictBa Windows

1. Coznaiite mnonb3oBatens «Anuca». Hasnaubre et mapons. Co3paiite rpynmy
«HenoBepeHHbIE MOIb30BATETN .

2. CozpaiiTe ITUpeKTOpulo, coaepkailyro (ainbl. HasHaubTe Anmce mpaBa JOCTaTOYHBIE
JUIsl OTOOpa)keHUs CIUCKOB (DaiiyioB U MEpeX0J0B B AUPEKTOPUU U €€ MOATUPEKTOPHSIX, a
TaKkXke uyTeHHus (aiaoB B TUPEKTOpUH M ee nmojpaupektopusx. IlpoeprTe, uto Anuca
MOJKET POCMaTpUBaTh (aibl.

3. 3amperute rpynne «HemoBepeHHbIE MOJIb30BAaTENU» JOOOH JOCTYN K CO3JaHHOM
JTUPEKTOPUH, €€ MOJAUPEKTOpUsAM, a Takke K (aiimaM BHYTpU TUPEKTOPUH U €€
MOAUPEKTOPUI.

4. Jlo6asbTe Anucy B rpynny «HenoBepeHHble nonb3oBarenn». [IlpoBepbTe, uto Annca He
CMOXeT IPOCMAaTpUBATh (ailsibl B AUPEKTOPHH.

JonoaHuTeIbHBIE 3a1aHus M0 TeMe 3.3 UHdopmanmoHHasi 6€30MacCHOCTD
onepanuoHHBbIX cucTeM ceMeiicTBa Linux

1. Cozpaiite mnonp3oBatens «Anuca». Hasnaubre et mapons. Co3paiiTe rpynmy
«HenoBepeHHbIE OIB30BATEIN.
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2. CozpaiiTe ITUpeKTOpuIo, coaepkairyio (ainbl. Ha3zHaubTe Ajmce mpaBa JOCTaTOYHBIC
JUI OTOOpa)kKEeHUs CIIUCKOB (ailyIoB M MEPEX0I0B B IUPEKTOPUH U €€ MOJIUPEKTOPHIX, a
TaKXke YTeHHs (PaiijloB B TUPEKTOPUH M ee moaaupekTopusx. IIpoBeprTe, uto Aunnca
MOYET YUTaTh (ailibl.

3. C mnomouipio CcHUcKa KOHTPOJS JOCTymoB 3amperure rpymme «HemoBepeHnHsie
H0JIB30BaTENN» JIIOO0H 0CTYyN K BhIOpaHHOMY (aility BHyTpHu qupekropur. [Tomensiite
BJIAJIENIbLIA ATOTO (aiiyia Ha CyNeproap30BaTeis CUCTeMbI. Pa3pemmre B 6a30BBIX MpaBax
JIOCTYII K BeIOpaHHOMY (haitiry kogom 600.

4. Jlo6aBpTe Ammcy rpynny «HemoBepenHsle monb3oBarenny. [IpoBepbTe, uTo Anuca He
CMOJKET IMPOYHUTATh BEIOPAHHBIN (aii.

JlonoJiHUTEILHBbIE 3a1aHKsl 110 TeMe 4.1 BBe/ieHHe B apXUTEKTYPY JOKAJbHBIX
BbIYHMCJIHUTEIbHBIX CeTel

1. TIpoBeppTe HOCTYMHOCTH JIOOOTO HCHOIB3yeMOoro Bamm modToBOro cepmepa ¢
ucrnonp3oBannem ytwutel Telnet. Cremyiite cratee https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u caMmoCTOSATEIIBHO.

2. Hactpoiite moutry B mouyroBom kimeHte Thunderbird. Cremyiite cratbe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej.

3. Pazpa0oraiite punbTpsl st mpocMoTpa Toabko uexoasammx ICMP-3anpocos. Cnenyiite
cratbe https://habr.com/ru/post/211042/.

I[OHOJIHI/ITCJII)HBIC 3aJlaHUA 110 TEME 4.2 CereBble YIrpo3bl U METOAbI HpOTHBOI[eﬁCTBHﬂ
UM

1. TlpoBeaute MOMCK YS3BMUMOCTEH Ha CBOEM JOMAIIHEM IE€PCOHAIBHOM KOMIIBIOTEPE,
03HAKOMBTECh C ONMCAHHUEM BBISIBICHHBIX YA3BUMOCTEH, ONpENeNnTe HACKOJIbKO OHU
kputnuHbl o mkane CVSS, u ycrpanure ux.

2. IlpoBepwre, yctpaneHa i ys3BuMocte CVE-2017-0144 wna BameMm jaomamiHeMm
KOMIIbIOTEpE, U YCTAaHOBUTE OOHOBJIEHHE O€30MacCHOCTH B Cilydae, €CIU YA3BHUMOCTb
npucytctByeT. Cnenyiite crarbe https://support.microsoft.com/ru-ru/help/4023262/how-
to-verify-that-ms17-010-is-installed.

3. Uzyuntre ysBumocth CVE-2014-0160, cmenys cratesim  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-
heartbleed.pdf.  TlepBas craths mpeacTaBiuseT CcoOOW  HEOONBIION  KOMUKC,
MOKa3bIBAIOUINH, HACKOJBKO ONacHa M JIETKO HCHOJb3yeMa 3Ta YyA3BUMOCTb. Bropas
CTaThbsl MpeACTaBIseT co00N MOoAPOOHOE OMHMCAHME YSI3BUMOCTH, IIOCIEICTBUSA €€
UCIIOJIb30BAaHUS M PUCKH.

JlonoJHuTeIbHBbIE 3a1aHus 10 TeMe 4.3 MekceTeBble IKPAHBI
1. 3amenute y3nel Hacker u Victim Ha y371bl mOJ ynpaBlI€HHUEM OINEPALMOHHON CHCTEMBI
Windows 1 o0GpatuTech K UX CETeBBIM pecypcaM 1o nporokory SMB. Cnenyiite crathe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
host-on-the-eve/.

JlonosHuTeIbHBIE 3a1aHuA 110 TeMe 5.1 BBeneHue B kpunrorpagpuueckne MeToabl
3alUThI HH(POPMALMHU

1. Bammdpyiite u pacmudpyiite coodmenne «5 Teds n006II0!» BCeMH W3BECTHRIMU Bam
HUCTOPUYECKUMHU U PAMHU.
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KpuTtepun oneHKH NpaKTHYeCKOT0 3aHATHS.

3a TmpakTUYeCKOe 3aJaHWE€ BBINOJHIETCS OJHA M3 OLEHOK: «OTJIMYHO», «XOPOIIO0Y,
«y0BJIETBOPHUTEIbHOY, HEYAOBJIETBOPUTEIBHO).

OneHka «OTJIHYHO» BBICTABIISACTCS, €CIM CTYACHT aKTUBHO pabOTaeT B TEUYEHUE BCETO
IPAaKTUYECKOIO 3aHATHSA, JAaeT BEpHblE W IIOJHBIE OTBETHI HAa BOIPOCHI IpenoiaBaress Hu
MOKa3bIBAaET MpPH ATOM IIyOOKOE OBJAJEHUE JIEKIIMOHHBIM MaTEpUAlOM, BCE YACTH 3aJaHUs
BBINOJIHEHBl BEPHO (JIOMYCKAarOTCsl HEOOJIbLIME HETOYHOCTH, HE SBIIAIOLIMECS CIIEACTBUEM
HE3HAHWS WIM HENMOHMMaHMS Y4eOHOro Mmarepuaia). PaboTa BBINOJHEHA CAMOCTOSITENBHO.
Pabota caana ¢ coOnronenuem Beex cpokoB. CoOuttoIeHb! Bce MpaBuiia 0pOpMIICHHS.

OneHka «XOpOLIO» BBICTABIIACTCS, €CIIU CTYIEHT aKTHBHO PabOTaeT B TEUCHHE BCETO
IPAaKTUYECKOIO 3aHsTUS, JaeT BEpHblEe, HO BO3MOXHO HEIOJHBIE OTBETHl Ha BOIPOCHI
IPEenoJIaBaTessl U MOKa3bIBaeT MPU 3TOM CBOOOIHOE BIIAJICHHE JICKIIMOHHBIM MaTEepHalioM, BCE
YacTU 3aJlaHMsl BBIIIOJIHEHb! BEPHO (JOIYCKAIOTCS HETOYHOCTH, HE SBIIIOIIMECS CIEJICTBHEM
HE3HAaHWS WJIM HENOHUMaHMs YydeOHoro marepuana). PaGora B 1eIOM BBIIIOJHEHA
CaMOCTOSITENIbHO, BO3MOKHO € KOHCYJbTaluel npenogasarensd. Pabora caaHa ¢ coOnoaeHreM
BCEX CPOKOB. JlonycKaroTcs He3HAYUTENIbHbBIE HEJOUETh B O(POPMIICHUH.

OneHka «ya0BJIETBOPUTEILHO» BBICTABISETCA B TOM ClIydae, KOT/la CTYACHT B LIEJIOM
OBJIa/Ie]I CYTHIO BOMPOCOB IO JTAHHOW TeMe, OOHApY>KMBAET 3HAHUE JICKIIMOHHOTO MaTepuaa.
ITpu 3TOM Ha 3aHATHM BeJeT cedsl MACCUBHO, JaeT HEMOJHbIE OTBEThl HA BOINPOCHI, JOIMYCKAET
OIIMOKH MPH OCBEIIEHUH TEOPETHYECKOTO MaTephalia, He MOKET 00OOIIUTh M CIENIaTh YETKUE
Joruyeckue BbIBOJbL. PaboTa cpaHa c omosnaHueM He Ooijiee IBYX 3aHATHH. JlomyckaroTcs
HE3HAYNTENIbHBIC HEOYETHI B O()OPMIICHUH.

OneHka «Hey/10BJ1eTBOPUTEIbHO» BBICTABISETCA B Cllydae, KOrJa CTYAEHT OOHapy XU
HECOCTOSITENIbHOCTh OCBETUTH BOIPOCHI MJIM BOIPOCH! OCBEUICHBI HETPaBMIIbHO, OECCHCTEMHO, C
rpyObIMH  OHIMOKaMH, OTCYTCTBYIOT ITOHMMAaHHUs OCHOBHOW CYTH BOIPOCOB, BBIBOJIBL,
0000meHns, 00HAPY)KCHO HEYMEHHE pemiath ydeOHble 3amadd. OOydaromuiicss HE MOXKET
BBINOJIHUTH paboTy 6e3 nmoMory npenozgasarens. PaboTa caana ¢ HapyleHUEeM CpOKOB (I103/1Hee
4yeM yepes /1Ba 3aHATHs). B ohopMiieHnn npucyTCTBYIOT 3HAUUTEIHBIC HEJJOYETHI.

1.2 Cniucok BonpocoB U (WJIM) 3aaHUI 1JIs1 IPOBeIeHUsI MPOMEKYTOUHOI aTTecTannu

Bonpocsl k 3auery

=

OcHoBHbIE TpaBa rpaxjaH B cgepe 00pabOoTKH U 3alUThI HH(OPMALIHH.

2. OCHOBHBIE TPHHIUIBI MPABOBOTO PETYIMPOBAaHUS B 00JacTh 0OpabOTKM W 3alUThHI
UHpOpMaLUH.

3. Hudopmanus. OCHOBHBIE CBOICTBa 0€301MacHOCTH WH(GOPMAIUU: KOH(UACHITHAEHOCTB,

LEJIOCTHOCTbD, TOCTYITHOCTb.

4. Bunel nHpOpMaLMHK 110 MOPSIIKY AOCTYIIAa U PacpOCTPAHEHHUS.

5. Orpanndenue goctyna k nHpopmanuuu. 3amuta nHGopmaruu. OOBEKTHI 3alUThl. Buabl
TalH.

6. MudopmarmoHHble TEXHOIOTUH U MH()OPMAIIMOHHBIE CUCTEMBI.

7. OGnamarens nHGOpPMAIUU U OoniepaTop HHHOPMAITMOHHONW CHCTEMBI.

8. OTBeTCTBEHHOCTH B cpepe 00pabOTKHU U 3aLIUTHI HH(OPMALIHH.

9. TlepcoHanbHBIC TaHHBIC W IPUHIUIIBI KX 00Pa0OTKH.

10. Buzpl nepcoHaIbHBIX JAHHBIX: ClIEUaIbHbIE, OMOMETPUYECKHE U OOIIEOCTYITHBIE.
11. YcnoBust 00pabOTKH MEPCOHATBHBIX JaHHBIX.

12. Cornacue Ha 06pabOTKy NEPCOHANBHBIX JaHHBIX.

13. TpancrpannyHas repeada MepcoOHATBHBIX TaHHBIX.

14. TIpaBa cyOBEKTOB IEPCOHANBHBIX JTaHHBIX.
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15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
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38.
39.
40.

41.
42.
43.
44,
45,
46.
47.
48.
49.
50.
51.
52.
53.
54,
55.
56.
57.
58.
59.
60.
61.

62

Omneparop nepcoOHANBHBIX JaHHBIX U €r0 00S3aHHOCTH.
Mepsi obecrieueHust 6€30MaCHOCTH NMEPCOHANBHBIX TaHHBIX.
KonTpons 1 Hai30p 3a BBINOJIHEHUEM Mep M0 00eCTIeYeHHIO O€301acHOCTH.

V1oJIHOMOYEHHBIHM Ooprad I10 3aluTEe IIpaB CY6’BCKTOB NEPCOHAJIPHBIX TaHHBIX.

[TocnenoBarenbHOCTD ASHCTBU 1O 3aIIUTE WH(POPMALIHH.
BersaBnenue n ananu3 nHGOPMAIIMOHHBIX aKTHBOB.
®opmupoBaHue TpeOOBAHUH 110 3aIIUTE WH(POPMALIHH.

[Toaxobl K MOJEIUPOBAHUIO HApYLIUTENEeH HHGOPMAITMOHHON 0€3011aCHOCTH.

Yrpo3sl uHGOPMATMOHHON OE30TTACHOCTH.

CpencTsa 3amuThl THGOPMAIIHH.

[Ipoueccopsl.

OcHoBHas (K311 ¥ OriepaTUBHAs ) TAMSTh.
BcmomorarennHas maMsITh.

VYcerpoiicTBa BBOAA-BhIBOIA (IITMHBI, MOHUTOPHI, IPUHTEPHI).

YcrpoiicTBa BBOA-BIBOJIA (KIIABUATYPBI U MBIIIH, BeO-KaMepbl, MUKPO(OHDI).

O6mwmit cmoco6 xpaHeHus 1 00pabOTKK H(GOPMAITUU B KOMITBIOTEPE.
[TonsiTust onepauroHHON U QailyioBoil cucTeM.

CY6"beKTbI, O6’L€KTBI, MCTOJbI U IIpaBa A0CTYyIIa, IPUBUJICTUU CY6"beKTa A0CTYyIIA.

JluckpennonHoe yrpaBjieHue JOCTYIIOM.

. MaHaaTHOe ynpaBlieHHE JI0CTYIIOM.
35.
36.
37.

Wnentudukamnys, ayreHTH()UKAINSA 1 aBTOPU3ALIHSL.

VipasieHue T0CTYIIOM B OIIEPAllMOHHBIX cucTeMax cemeiictBa Windows.
Wnentudukanus, ayreHTUGHUKAIMS ¥ aBTOPU3ALUS B  ONEPAMOHHBIX
cemeiictBa Windows.

Peanuzanus ayaura B onepaiioHHBIX cucTeMax cemeiricrsa Windows.
VipasieHue TO0CTYIIOM B OIEPAIl[MOHHBIX CUCTEMax ceMeiicTa Linux.
Wnentudukanus, ayreHTUGHUKAIHMS ¢ aBTOPU3ALUS B  ONEPAIMOHHBIX
cemeiicTBa Linux.

Mopnens ISO/OSI.

ApPXUTEKTYypa 1 OCHOBHBIE IIPOTOKOJIbI JTOKAJIbHBIX BBIYMCIUTEIbHBIX CETEH.
Krnaccudukannu ceteBbix yrpo3, ya3BUMOCTEN U aTak.

CereBble aTaku Ha pa3nUYHbIX ypoBHsx Moaenu ISO/OSI.

Krnaccudukaiys BpeioHOCHOr0 IPOrpaMMHOT0 00ecTieueHusl.

ITpu3HaKKM NPUCYTCTBUS BPEAOHOCHOTO IPOIPAaMMHOT0 00ecreueHMsl.
MeTobl 00HapYKEHHUST BPEJOHOCHOTO MPOTPaMMHOT0 00eCTIeYeHusI.

MecTo 1 posib MEXCETEBBIX IKPAaHOB B 00ECIIEUEHUH CETEBON OE30MaCHOCTH.
Knaccugukanms Me:KceTeBbIX IKPaHOB.

OCHOBHBIE BO3MOXXHOCTH MEXCETEBBIX IKPAHOB.

JIOCTOMHCTBA ¥ HEJJOCTATKH MEXKCETEBBIX SKPaHOB.

ITocTpoenue npaBui GuIbTPALMU.

Kpunrorpadus npesnero mupa.

Kpunrorpadus cpeqHIX BEKOB.

Kpunrorpadus snoxu Bozpoxnenus.

Kpunrorpadus HoBoro BpemeHu.

CummeTpudHas ¥ aCHMMETPHYHAsT KpUITOTpagusl.

BbIuuCIuTENBEHO CI0KHBIE 33]Ja4l MATEMaTHKH.

Kpunrocucrema RSA.

[TonaTue kpunTorpapuuecKoro MpoToKoia.

CaoiicTBa IPOTOKOJIOB, XapaKTePU3yIOIIHe X 0€30MacCHOCTb.

Cxemsbl 1u(pOBOIl MOAMTUCH.

HpaBnna BBICTABJICHHA OLICHKH HA 3a4e€Te.
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B mpouecce 3auera TpedyeTcss OTBETUTh Ha OJMH U3 MPUBEIEHHBIX BhIlIE BompocoB. Ha
IOJrOTOBKY K OTBETY JIa€TCsl HE MEHee | akaJleMUYecKoro yaca.
[To utroram 3aueTa BBHICTaBJISETCS OJHA U3 OLEHOK: «3aYTCHOY, «HE 3aUTECHOY.

Onenka «3a4TeHO» BBHICTABISIETCS CTYAEHTY, KOTOPBIM JEMOHCTPUpPYET BIIaJCHUE
CoJIepyKaHUEM MaTepuasa U HNOHSITUHHBIM allapaToM TEOPUHU IICEBIOCIYyYalHbIX T€HEPATOPOB;
YMEET CBS3bIBATH TEOPUIO C MPAKTUKON. B oTBeTe MOryT nomyckarbes OTJeNbHbIE HETOUHOCTH
(HecyllecTBEHHbIE  OMIMOKM), KOTOpbIE  MCHPABISAIOTCA  CaMUM  CTYAEHTOM  IIOCJE
JIOTIOJIHUTEBHBIX U (WIM) YTOUHSIOUIMX BOIPOCOB 3K3aMeHaTopa. Ha 4acTh JONOJHUTENbHBIX
BOIIPOCOB CTYZI€HT MOJKET HE J1aTh OTBET WJIM JJaThb HEBEPHBIA OTBET.

Onenka «He 3a4yTeHO» BBICTABISETCA  CTYIEHTY, KOTOPBI JI€MOHCTpUpPYET
pa3po3HEHHbIE, OECCUCTEMHBIC 3HAHUS, OECHOPSIOYHO U HEYBEPEHHO H3J1araeT MaTepuai; He
yYMEET BBIJEIIATh IJIaBHOE U BTOPOCTENIEHHOE, HE YMEET COEIMHATh TEOPETUUECKHUE TTOJIOKEHUS C
NPaKTUKOM; JOMYyCKaeT rpyOble OMMOKH MPHU ONPEICIICHUH TTOHATHA, BCIESICTBIE HETOHUMAaHUS
UX CYIIECTBEHHBIX M HECYILECTBEHHbIX MPU3HAKOB U CBSA3EH; 1aCT HEMOJIHbIE OTBETHI, JOI'MKa U
[IOCJIEI0BATENbHOCTh W3JIOKEHUS KOTOPBIX HMEIOT CYIIECTBEHHbIE U IPUHLIMIHAIbHBIC
HapyLIEHHs, B OTBETaX OTCYTCTBYIOT BBIBOJIbL. J[OMOJIHUTENbHBIE U YTOUHSIOLIME BOIPOCHI
9K3aMEHAaTOpa HE MPUBOAAT K KOPPEKLUUU OTBETOB CTyJeHTa. Ha OCHOBHyIO 4YacTb
JIOTIOJIHUTEIIBHBIX BOIIPOCOB CTYJEHT 3aTPYAHAETCS 1aTh OTBET WJIM AA€T HEBEPHbBIC OTBETHI.

Onenka «He 3auTeH0» BBICTABISAETCS TAKXKE CTYAECHTY, KOTOPbII B35J1 3K3aMEHAMOHHbII
OuieT, HO OTKAa3aJCs 1aTh Ha HETO OTBET.
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IIpunoxkenne Ne 2 k paGoueil mporpaMme M CUHUIIIMHBI
«be3onacHocTh B COBpeMeHHOI MH(OPMAIMOHHOI cpe/ie»

MeToanyeckue yKa3aHus JJIs1 00y4aIOMIMXCS 110 0CBOEHUIO U CIUTIIHHBI

OcHoBHOU (opMO# H3IOXKEHHST Y4eOHOro Marepuana o AUCHUIUIMHE «be3onacHocTh B
COBPEMEHHOW WH(MOPMAIIMOHHON cpene» SBISIOTCS JIEKLIUH, YTO CBS3aHO, IPEXKIE BCEro, C
HOBHU3HOI Matepuaina g ooydaromuxcs. [1o O0NbIIMHCTBY TEM IMpeayCMOTPEHbI IPAKTUYECKUE
3aHATHSL, LENbI0 KOTOPBIX SBIISETCS 3aKpEIUIEHHE JIEKIMOHHOIO MaTepuaa IyTeM pPEeLIeHUs
CHelHalbHBIM 00pa3oM MoJ00paHHbIX MPAKTUYECKUX 3a]1a4.

JUiga  ycremHoro OCBOEHHS JAMCLUMILIMHBI BaXHO CAMOCTOSATEIbHOE HU3YYEHHE
TEOPETUYECKOr0 MaTepuaia M pelIeHUE MPaKTUYeCKUX 3aJay, KaKk B ayJuTOpUH, TaK U
CaMOCTOSITENIHO B KAYECTBE CaMOCTOATENBbHOM paboThl. [IpuMeps! perenus 3aaad pa3ouparoTcs
Ha JICKIUSAX M MPAKTHYECKUX 3aHATHUSAX, MPU HEOOXOIUMOCTU MO Hambosee TPYIHBIM TeMaM
IIPOBOASTCS JOTIOJIHUTENbHBIE KOHCYJIbTalluU. OCHOBHAS LIE€b PEIICHUs ITPAKTUUYECKUX 3a7ad —
MOMOYb YCBOUTH OCHOBHBIE MOHATUS WH(OPMALMOHHOW OE30MacHOCTH, MX OMNpEeIesieHus, a
TaK)K€ OCHOBHBIE METOJBI M CpEICTBa oOecredeHuss MH(GOPMAIMOHHON Oe3omacHocTH. Jlis
pelieHus 3a1ad HeoOXOAMMO HE TOJNBKO 3HAaTh, HO M TMOHUMAaTh JIEKIIMOHHBIM MaTepHall.
[Tosromy B mpouecce U3yuyeHUs IUCLUIUIMHBI PEKOMEHIYyeTcsi peryispHas paboTta cC
KOHCIIEKTaMU JIEKIIMI U PeKOMEHIOBAHHOM JINTEPATYpPOHl.

bonbiioe BHMMaHME JOJKHO OBITH YIEJIEHO CaMOCTOSATENbHOW pabore. B kauecTBe
3aJaHUM I CaMOCTOSITENIbHOM paboThl IoMa CTyIHTaM IpeasiaralTcs 3a/1ayi, aHaJIOTUYHbIe
pa300paHHBIM Ha JIEKIUAX U IPAKTUYECKUX 3aHATHSAX UM CX0KHE C HUMH.

Jlis mpoBepKM M KOHTPOJS YCBOCHHS TEOPETHYECKOro MaTepuaia, MPUOOPETeHHBIX
IIPAKTUYECKUX HABBIKOB pa0OThl ¢ OCHOBHBIMHM IOHATUSMU B T€UEHHE OOYUYEHHS MPOBOAATCS
MEpPONPUATHS TEKYILEH aTTecTaly B BUJE TECTUPOBaHUU. Takike MPOBOIATCS KOHCYJIbTALUU
(mpu HEOOXOIMMOCTH) TO JICKIIMOHHOMY Marepuagy M pa300py HEKOTOPBIX 3aJaHuil s
CaMOCTOSITENIbHOM paboTHI.

B KoHLe u3ydyeHHs IUCLUIUIMHBI CTYAEHThl CHAIOT 3a4yeT. 3adyeT IPOBOAMUTCA Ha
OCHOBaHUU BBINIOJIHEHUS TECTOBBIX 3aJ]aHUI U coOeceoBaHUsI HA OCHOBAHUHU CIHCKa BOIIPOCOB
K 3a4€eTy, KOTOPBIA OXBATHIBAET IMOJIHOCTHIO BCIO MIPOrPaMMYy JTUCHUIUIHHBI.

YueOHO-MeTOAMUECKOE 00ecTeueHne
CaMOCTOSITEIbLHOM paﬁoTbl CTYACHTOB IO TUCHMIIJINHE

Jlist caMOCTOSTENTbHON pabOThl PEKOMEHTYETCsl UCIIOIb30BaTh CIIEIYIOLIYI0 YUeOHYIO
JUTEPATypy:

1. Tanenbaym D. Apxurektypa komnbioTepa. / O. Tanenbaywm; [mep. ¢ anri lO.
I'opoxosckoro, JI. IllunTsikoBa] - 5-e wu3n. - CII6.: Ilurep, 2013. - 843 c.
(akazemMHuuecKoe U3JI0KEHNE MaTepraia o apXUTEKType KOMIIBIOTEPA).

2. Tanmenbaym 3. CoBpeMeHHBIE omnepannoHHble cuctembl. / J. Tanenbaym, X. boc;
[mep. ¢ anrn. A. JleontseBoii, M. MansiteBoid, H. Bunsunnckoro] - 4-e uza. - CIIO.:
[Murep, 2019. - 1119 c.: un. (akagemMuyeckoe W3JIOKEHHE MaTepuaia Io
OTIEPALIMOHHBIM CUCTEMAM).

3. Tanenbaym D. Kommbrotepusie cetu. / D. Tanenbaym, /. Yazepor; [mep. ¢ aHTIL. A.
I'pebennkoBal - 5-e uzn. - CII6.: [Turep, 2019. - 955 c. (akamemudeckoe U3NOKEHUE
MaTepHala 1o KOMIBIOTEPHBIM CETSIM).

4. Andepor A.Il. OcHoBsl kpunrorpadpuu. YueOHnoe nocodue. / A.Il. Andepos, A. 1O.
3y6oB, A.C. Ky3pmun, A.B. Uepemymkun. M.: T'emnoc APB, 2005. 480 c.
(akamemMHuuecKoe U3JI0KEHUE MaTepruaia o Kpunrorpapun).
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