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1. Ileain ocBOEHMSI AMCIATIIIMHBI

Hensimu  quictumuineael «MaTeMaTHYeCKHEe METObI 3alIUThl MH()OPMAIUNY SBIISIOTCS
OCBOCHHME TEOPETHUYECKUX OCHOB COBPEMEHHBIX METOJIOB 3alTUThI MH(POPMAITUK OT HECAHKITUNOHH-
poBaHHOTO focTyna. JlaHHBIM Kypc BHIpaOATHIBAET Y CTYACHTOB aJITOPUTMUUYECKOE MBIIICHHE,
yYMEHHUE IPUMEHSATH OCHOBHBIC KOHIIETIIIUU B 00JIACTH 3aIIUTHI HH(GOPMAIIIH.

2. Mecto nucuuiinnel B cTpykrype OIl 6akanaBpuara
JucturumHa «MarteMaTHUeCKUe METOIbI 3alIUThl HH()OPMAII» OTHOCUTCS K BapUATHB-
HOW yacTu (qucuuIuinHa 1o Beioopy)OIl GakanaBpuara.

Jlnsi OCBOCHHUSI JAHHOW TUCHIUIUITMHOW CTYACHTHI JOJDKHBI 00J1a/1aTh 3HAHUSMU 110 MaTteMa-
TUKE U MH(OpMaTHKE B 00beMe MIKOIBHOM MPOrpaMMBbl, IPOSIBIATH HACTOWYHUBOCTD, IIETICYCTPEM-
JICHHOCTb ¥l MHHUIIMATHBY B ITpoIiecce 00y4YeHus1. J[ist BBIMOIHEHHS TPOTPAMMHOM pean3ainy aj-
TOPUTMOB CTYACHTHI JOJIKHBI UMCTD ITOHATHUC XOTA ObI 00 OOHOM U3 SA3BIKOB ITPOrpaMMHUPOBAHMA.

[Tonmy4yeHHbIC B paMKax JUCHUTUIMHBI 3HAHHS HEOOXOIUMBIIS PA3BUTHSI AJITOPUTMUYECKOTO
MBIIIJICHUS, pa3BUTHA HABBIKOB PCIICHUSA CJIIOKHBIX 3a1a4.

3. [Inanupyemble pe3y/bTaThl 00y4eHHUSs N0 JUCIHUIIUHE, COOTHECEHHbIE C IUIAHUPY-
eMbIMH pe3yiabTaTamu ocsoeHusi OIl 0akanaBpuara

[Ipouiecc u3yyeHus: TUCHUILUIMHBI HAMpaBlieH Ha (OPMUPOBAHKE CIEAYIOIINX 3JIEMEHTOB
komreteHiuit B coorBerctBuu ¢ GI'OC BO, OI1 BO u npuobperenus ciienyronmx 3HaHui, yMme-
HUH, HABBIKOB U (WJIM) ONBITA ACSITEIbHOCTHU:

®opmupyemasi komnereHuuss | UHANKATOP AOCTHIKEHUS KOM- Ilepeyennb
(xox u popMyJIpOBKA) neTeHun IUVIAHUPYEMBbIX Pe3yJIbTATOB
(ko u popMyJIMpOBKA) o0y4eHus1

IIpodeccuonanbHbIe KOMIIETEHLUH

3HaTh:

[TK — 1.1 O6amaet 6a30- — METO/IbI 3alUThI HH(pOpMa-

BBIMH 3HAHUSAMH, [IOJTy4EH- T,
HBIMH B OOMacTH MaTemarn- | _ HCKOTOPEIE Kpunrorpague-

CKHME AJITOPUTMBI
YECKHUX M/ UJIN €CTECTBECHHBIX

YMmeTs:
[IK-1 Cnocoben noHumarb, | HayK, IpOrpaMMHUpPOBaHUS U
— pealM30BBIBATH  HEKOTOpHIC
aHAJM3UPOBATh U COBEPIICH- | HH(OPMAIIMOHHBIX TEXHOJIO-
. Kpunrorpadpuieckue ajnro-
CTBOBATbh JJaHHBIE COBPEMEH- | TUIi; pHTMEL

HBIX HAYYHBIX UCCIICAOBAaHUU — yMeTh BBIIOJHATH IMEpefady

TIK — 1.3 Brazeer ocHoB- WIN T€HEPALUIO KIIOUEH.

HBIMH METOJIAMH MaTEMaTH- | BjajeTh HABBIKAMHU:
HIECKOTO 1 aJITOPUTMHIC- —  BBIYMCIIATH XOII 3Haye-
CKOTO MOJIETMPOBAHMS Hie:

2

— co3naBath JIII1

4. O0beM, CTPYKTYpPA M COJePrKaAHUE TUCHUIINHBI
OO61mas Tpy10eMKOCTh JUCHIHUIUINHBI COCTaBiseT 3 3a4.eq., 108 akaz.uac.

Buabl yueOHbIX 3aHATHH, |POpPMBI TEKYIIEro KOH-

2 | BKJIIOYasi CAMOCTOATEILHYIO | TPOJisl yCIIeBAeMOCTH
Tembl (pa3aesibl) =
Ne 3 padoTy CTyICHTOB,
/ JUCIMILTHHBI, S ®
/11 HX ColepIKAHMe 15 U UX pr[[()eMKOCTI) opMa npOMemyroq-
P O (B akajleMHYeCKUX Yacax) HOH aTTecTaluu

(1mo cemecTpam)

KonrTakTHas pabora \
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Omnpenenenue 6e30nacHoO-
bea 50215 2
CTH.
Iudposanue. 5 5 | ) |3amamms s camoctost-
CumMeTrpHuyHble UQPHL. TEeIBHON PaboThI
Kpunroananus. S 1215 1 2
AcuMMeTpUYHbIE IIH(PHI. 3aJIaHUS JUISI CAMOCTOSI-
OnexkrpoHHsle dposse | S | 3 | 5 1 2 |TenbHOM paboTHI
MOIIUCH KonTponbsnas padora 1
3aJ@HUsl UL CaMOCTOSI-
[ToTounsle mudpsI 513 |5 1 2 Aats - A
TeJNBbHON paboTHI
AyTeHTHKalMs, aBTOpU3a- s|a2ls o [3amamms mt camocTos-
111, TapOJIN. TEJNbHOW pabOTHI
3a[aHusl JUIsl CAMOCTOSI-
Xsm-pyHKIMUU 5126 2 |TenbHOI pabOTHI
KontponpHas pabota 2
Bcero 3a 5 cemecTp 18 | 36 4 14 |Dx3amen
Bcero 18 | 36 4 14

Coaep:xanue pa3aejoB IMCHUIIIHHBI:
Pazgen 1. Onpenenenne 6€300aCHOCTH.

1.1. Onpenenenune undopmaruu, naHHbIX, 3HaHUN. Onpenenenue O0e3omacHoctu. Hecankiu-
OHMpPOBaHHBIN noctyn. MHpopMannoHHble cucTeMsl. JlOCTYIHOCTbD, LIE€IOCTHOCTb, KOH-
($uAeHINATBHOCTb.

1.2. OcHoBHBIE MOHATHUS 00 yrpo3ax

Pazgean 2. [lludposanne. CummerpuyHbie MUPPHL.
2.1. udposanue. Tepmunonorus mudposanud. Tpynoemkocts nemmdpoBanusi. Cummer-
puunble muppsl. Cxema deiictens, SP-cetb. Pexumsl muppoBaHus, raMMHUpOBaHHE.

Prok3aunas kpunrocucrema
2.2. Anroputmbl AES, RC6, I'oct 28147-89, DES, Serpent, Mars

Pazpnen 3. Kpunroananus.
3.1. Ionueiii nepedop. YacTOTHBIN KpUNITOAHATIHS.
3.2. IuddepennuranbHbIi U THHEHHBIN KpUITOAHATIU3.

Pasznen 4. Acummerpudnbie mUQpbl. DIEKTPOHHbBIC HUPPOBBIC MOAMHUCH
4.1. AcumMeTpuyHbIe MUQPPHI, IHPPBI C OTKPHITHIM KIIOYOM. DJIEKTPOHHbIE IU(PPOBBIE MO~
nuch. TpynoemkocTs aemm@poBaHus.
4.2. Anroputm RSA. 3anaua nuckperHoro gorapudMupoBanusl, 3a/1a4a pa3ioxKeHUs Ha MHO-
xurenu. Manas teopema depma. Pacimpenssiit anroputM EBknuia. Anroputm Pabuna.
4.3. Anroputm Dnb-I"amans. [logco3HaTenbHBINA KaHAIL.

Pa3nean 5. [Torounsie mudps



5.1. 'enepatopsl CiiydyaHbIX U MCEBAOCIYYalHbBIX YUCEN, UX UCIOJIb30BAHUE MIPU ayTEHTHU-
bukamm.

5.2. Kpunrorpaduueckue ['TICY, ux cBoiicTBa. Buabl moTouHbIX mUppoB. TPya1oeMKOCTS Jie-
mudpoBaHus.

5.3. I'eneparop LFSR, u ero moguduxanuu. Anroputmsl AS, RC4

Pa3znen 6. AyreHTukanus, aBTopu3alius, Haposu.

AyTeHTHKAIHs, aBTOPU3ALUS, TAPOJIH, TOKEeHBI, "pykonoxarue". [IpoTokoss! ayTeHTH(H-
Kaluu 6e3 nepeiauy CEKpeTHON HHPOpMaLMK, OJJHOPa30BbIe Kitoun. Cxema pa3ieseHus CeKpeTa.
JI0Ka3aTesbCTBO € HYJIEBBIM 3TaHUEM.

Paznen 7. Xom-pyHkuun
7.1. CroiicTBa kpunrorpadpudeckux x3m-GyHkiuuii. Ux ucnoap30BaHue B MPOTOKOJIAX ayTEH-
TU(UKAIMH U I KOHTPOJISI U3MEHEHHS YyBCTBUTEIHLHOU MH(OPMALINH.
7.2. Xom-¢pynkuun MDS5, SHATL.

5. O0pa3oBaTe/ibHbIC TEXHOJOTHHU, UCIOJIb3yeMble NMPH OCYIIEeCTBJICHUH 00pa3oBa-
TeJbHOI0 NMpouecca no JUCHUIINHE

B npouiecce o0yueHust HCMOMB3YIOTCS CleAyoe 00pa3oBaTeNbHbIe TEXHOIOTHH:

BBoaHas nexuus — JaeT nepBoe LEI0CTHOE IPEICTaBICHNUE O TUCIUIUIMHE U OPUEHTUPYET
CTYJIEHTa B CUCTEME U3YyYEHHUs TaHHOW TUCUUIUIMHBL. CTYIEHThl 3HAKOMSTCS C Ha3HAYEHUEM U
3a/layaMM Kypca, €ro pojblo U MECTOM B CUCTEME Y4E€OHBIX JUCLMILIMH U B CUCTEME OJATOTOBKU
B 1esnoM. Jlaercs kpaTkuil 00630p Kypca, UCTOPHS Pa3BUTHS HAYKU U MPAKTUKU, JOCTUKECHUS B
9TOH c(hepe, MMEHa W3BECTHBIX YUEHBIX, U3JIarafoTCs MEePCIEKTHBHbBIC HAIPABICHUS HCCIIE0Ba-
Huil. Ha 3Toil 1ekMu BBICKa3bIBAIOTCS METOANYECKHE M OPraHU3alMOHHBIE 0COOCHHOCTH paboThI
B paMKax JJaHHOM TMCIUIUIMHBI, a TAKXKe JA€TCS aHAIN3 PEKOMEHyeMOil yueOHO-MEeTOMUECKON
JUTEPATYPHL.

Axkanemuyeckasi Jekuus (WIM JIeKUIUs OOLIero Kypca) — IMOoCiel0BaTeIbHOE U3JI0KEHHE
MaTepHala, OCyIIECTBIIEMOE IPEUMYIIIECTBEHHO B BHJI€ MOHOJIOTa IpemnojaBarens. TpedoBaHus
K aKaJIeMUYECKOM JIEKIIMM: COBPEMEHHBIN HAayUHbI YPOBEHb M HACHIIIEHHAs HHPOPMATUBHOCTD,
yOeauTenbHas apryMeHTalus, JOCTYTHAast ¥ IIOHATHAs peub, 4YeTKask CTPYKTypa 1 JIOTUKA, HaJTn4ne
APKUX MPUMEPOB, HAYYHBIX J10KA3aTeIbCTB, 000CHOBAaHUH, (PAKTOB.

[IpakTHueckoe 3aHATHE — 3aHITHE, IOCBSIIEHHOE OCBOCHMIO KOHKPETHBIX YMEHMH U
HABBIKOB U 3aKPEIJICHUIO NOJyYEeHHBIX Ha JIEKLIUU 3HaHUH.

6. IlepeyeHb MH(POPMALMOHHBIX TEXHOJIOTHH, HCNOJIb3yeMbIX NPH OCYLIECTBJICHUH
o0pa3oBaTe/IbHOr0 Mpouecca Mo AUCHUILUINHE, BKJIOYas NepedyeHb JULIEH3HOHHOIO MPO-
rPaMMHOr0 odecrne4eHusi 1 MHPOPMALMOHHBIX CIPABOYHBIX CHCTeM (IIPH HEO0OXOAUMOCTH)

B mporuiecce ocymiecTBiaeHUs: 00pa30BaTeIbLHOTO MPOLIECca UCTIONb3YIOTCS:

— U1t GOpMUPOBAHMS TEKCTOB MAaTEPHAIIOB JUISl TPOMEKYTOUHOM U TEKYIIeH aTTecTaliH,
JUIsl pa3paboOTKU JOKYMEHTOB, MPE3eHTAli, sl paboThl ¢ AJNEKTPOHHBIMU TabIULAMH -IPO-
rpamMmbl OfficeStd 2013 RUS OLP NL Acdmc 021-10232, LibreOffice (cBoOomHOe), n3naTeNb-
ckas cucrtema LaTeX;

- KOMIIWJISATOPBI C BHICOKOYPOBHEBBIX SI3BIKOB MTPOrPaMMUPOBAHUS;

— JUTsl TTIOMCKA y4eOHoM nmuTepaTypbl ondnuoreku SApl'Y— ABTomMatu3upoBaHHas OUOIHO-
teunast uHpopmarmonHas cuctema "BYKU-NEXT" (ABUC "Byku-Next").

7. IlepeyeHb OCHOBHOM U IONOJHUTEJIbHON YU4eOHOI1 JIuTEepaTypbl, pecypcoB uHgop-
MAaIHOHHO-TEJIEKOMMYHUKAUNOHHOI ceTn «AHTepHeT», He0OXOAMMBIX /1JIs OCBOEHHUS THC-
HMIJIMHBI

a) OCHOBHAs:



1. Pomanrkos, B. A., Beenenue B kpunrorpaduto : kypc jiekiuii / B. A. Pomanbkos, M.,
®OPYM, 2012, 239c¢

2. Menbuaukos, B. I1., MadopmarmonHas 6e30nacHOCTh M 3anuTa HHGOpMaIuu : y4ueo.
noco6ue s By3oB / B. I1. MensuukoB, C. A. Kneitmenos, A. M. Ilerpakos ; mox pen. C. A.
KneitmeHosa. - 4-e uza., crepeorui., M., Akagemus, 2009, 331c

3. 3aneunukos, C. B., Kpunrorpadpuueckne MeToap! 3aUThl HHGOPMAIHH : yued. moco-
oue g akagemudeckoro Oakanaspuata / C. B. 3anmeunukos, O. B. Kazapun, A. A. Tapacos, M.,
FOpaiir, 2016, 309¢

4. Jlocw, A. b., Kpuntorpaduueckre MeTOAbI 3aIIUTH HHPOPMAIIMH : YIeOHHUK JIJIS aKajie-
mudeckoro Oakamaspuata / A. b. Jloce, A. FO. Hecrepenko, M. U. Poxkos, M., FOpaiir, 2016,
473c

5. 3aneunukos, C. B., Kpunrorpadguueckue MeToap! 3amuThl HHGOpMAIMU [DIEKTPOH-
HBIN pecypc] : yuaeOHUK 1l akagemMudeckoro 6akanaspuara / C. B. 3aneunnkos, O. B. Kazapun,
A. A. Tapacos, M., FOpaiit, 2017, 309c https://biblio-online.ru/viewer/B27D8A2B-F86C-4F 18-
9F21-3E0695C0A4CO0/kriptograficheskie-metody-zaschity-informacii#page/1

6. MaremaTuueckue MeTO/Ibl 3auThl HHPopMmaruu / Apocit. roc. yH-T. Y. 2 [DnekTpon-
HBI pecypc] : Meron. ykazanus (coct. M. B. Kpachos), fpocnasns, Apl'Y, 2011, 44c
http://www.lib.uniyar.ac.ru/edocs/iuni/20110407.pdf

7. MaremaTtudeckre MeTO bl 3aIUThl HHpopManuu / SApoci. roc. yH-1. Y. 2 : MeTOI. yKa-
3anus (coct. M. B. KpacHoB), SIpocnasns, Spl'Y, 2011, 44c

8. MaremaTudeckune MeTO bl 3anuThl nHGopmammu / Spoci. roc. yH-T. Y. 3 [DnekTpoH-
HBIM pecypc] : METOJl. yKa3aHUs AJisl CTYIACHTOB, oOydaromuxcs 1mo HampasieHuto [IpukiagHas
Matemaruka W uHpopmatmka (coct. M. B. Kpacuos), Spocmasns, Spl'Y, 2013, 47c
http://www.lib.uniyar.ac.ru/edocs/iuni/20130406.pdf

9. Marematuueckue METO b 3auThl uHGopMarmu / Apoca. roc. yu-T. Y. 3 : meTo. yKa-
3aHMSI 7S CTYACHTOB, 00ydJaromuxcs 1o HampasieHuto [Ipuknaanas mareMaTtuka u uHpopma-
tuka (coct. M. B. Kpacnog), Apocnasns, Apl'Y, 2013, 47c

0) JOTIOJIHUTEbHAS

1. Cmapr, H., Kpunrorpadus / H. Cmapr ; niep. ¢ anri., M., Texnocdepa, 2006, 528c

2. Kpacnos, M. B., Marematnyeckue METO/IbI 3aIIUTH HHGOPMAIIUH : METOJl. yKa3aHus /
M. B. KpacHos ; fpoc:. roc. yu-1, AApocnasins, SApl'Y, 2004, 26¢

B) pecypchl cetu «HTEepHET»

- II.T. Mmmyxametos, P.I'. PyOuioBa MaremaTnueckrie OCHOBBI 3alllUThl UH(OpMaILNH,
N3-Bo: KOV, Kazanb 2012 132¢ (cm. pecypc http://window.edu.ru/resource/128/78128)

DOnekTpoHHO-O0ubnoTeunas cucrema «HOpat»( https://urait.ru/ ).

DnexTpoHHO-0MbIMoTeyHas cucreMa «Jlauby»( https://e.lanbook.com/).

8. MaTepnanbHo-TexHH4YecKkasi 0a3a, HeoOXoaMMAas JJIsl OCylLlecTBJIeHUs1 00pa3oBa-

TeJIbHOI0 Npouecca no JUCHHUILINHE
® CIICIMaJIBHBIC ITOMCUICHU:

-y4eOHbIE ayTUTOPUU AJIS IPOBEACHUS 3aHATUN JIEKIIMOHHOTO THUIA M MPAKTUYECKUX 3a-
HATUHN (CEMUHApPOB);

- yueOHbIe ayTUTOPHUHU ISl IPOBEICHHS TPYIIOBBIX U WHAUBHYyalbHBIX KOHCYJIbTAIHH,

- yueOHbIe ayTUTOPUH JJIsl IPOBEJIEHHUS TEKYIIEro KOHTPOJIS U TPOMEXYTOUHOM aTTecTa-
1NH;

-IIOMEUICHUA I CaMOCTOSITETbHOM pa6OTI)I;

-TIOMEILEHHS JUIs XpPaHEHUs ¥ TPO(UIAKTUYECKOTO 00CTYKUBAHU TEXHUUECKUX CPEJICTB
00yJeHusI.


https://biblio-online.ru/viewer/B27D8A2B-F86C-4F18-9F21-3E0695C0A4C0/kriptograficheskie-metody-zaschity-informacii#page/1
https://biblio-online.ru/viewer/B27D8A2B-F86C-4F18-9F21-3E0695C0A4C0/kriptograficheskie-metody-zaschity-informacii#page/1
http://www.lib.uniyar.ac.ru/edocs/iuni/20110407.pdf
http://www.lib.uniyar.ac.ru/edocs/iuni/20130406.pdf
http://window.edu.ru/resource/128/78128

[Tomermenust yIsi cCaMOCTOATENBHONH PabOThl 00yUYaIOIMMXCS OCHAIEHBI KOMIBIOTEPHOM
TEXHHUKOW C BO3MOXXHOCTBIO MOJAKIIIOUEHUS K ceTu «VIHTepHEeT» U 00ecTieueHreM JOCTyIa B 3JIEK-
TPOHHYIO HH(POPMAIIMOHHO-00pa30BaTEIbHYIO CPEy OpraHu3aIliy.

Uwrco mocaqouHbIX MECT B JICKIIMOHHOW ayIUTOpUH O0JIbIIIe MO0 paBHO CITUCOYHOMY CO-
CTaBY IIOTOKA, a B ayJUTOPUH VIS IPAKTUUCCKUX 3aHATHH (CEMHHAPOB)— CIIMCOYHOMY COCTaBY
IpyHIbl 00y4aroLuXCsl.

e ¢onHa OMOIMOTEKH.

® KOMIIBIOTCPHAsA TCXHHUKA.

ABTOP(BI) :
JlonieHT KadeIpbl KOMITBIOTEPHBIX CeTeH, K.(.-M.H. M.B.KpacnoB



IMpuiio:xxkenne Nel k padoyeil mporpaMme M CIUTIIMHbI
«MareMaTH4eCcKre METO/IbI 3aIUThl HHPOPMAITHH»
DoH/I OLIEHOYHBIX CPEACTB

AJIsI MIPOBEACHUSA Telcymei/i H l'lpOMe)KyT()‘lH()ﬁ aTTeCTallui CTYACHTOB

Mo AUCIHUILINHE

1. TunoBbIe KOHTPOJIbHBbIE 32/IaHUS UJIM HHbIE MAaTepPHaJIbl, HeOOX0AMMBbIE 1JI51 OLlEHKHU
3HAHUI, YMEHHM i, HABBIKOB U (MJIH) ONBITA AeSITEJIbHOCTH, XaPAKTEPU3YOIIMX dTanbl pop-

MHUPOBAaHUSA KOMIIeTEeHIINii

1.1. KoHTpoJibHbBIE 321aHUS U NHbIe MAaTEePHUAJIbI, HCII0Jb3yeMble B Mpolecce TeKylei aT-

TeCTAllUH

Bce KOHTpOJIBHBIE M cCaMOCTOATeIbHBIE padoThl (popmupyrot I1K-2

3agaHus 1/ CAMOCTOATEILHOM PaGoThI

Ilpumep 3a1aHuil 11 CAMOCTOATEIbHON padoThI K pa3jaeny 2

Samanus

OTBETHI:

1.IToctpoiite ad¢duHHYIO KpUNTOCH-
cremy f(x)= (ax + b)mod m, Jyisi pyc-

CKOTO andaBuTa. 3aKOJUPYHTE CIOBO
KKOKOC)

YucmoBele 3HAYCHUS MOTYT OTJIMYATLCA OT TCX, KOTOPBIC IIPHUBCACHDBI
B JaHHOM pCUHICHUHN

HamomuuM, 4to ad¢duHHAs KpUNTOCHCTEMa ONpENeNseTCs
TpeMsl HaTypaJbHBIMU YUCIaMH a,b,m. IIndposarue mpoucxoaut 3a-
MEHOM CMBOJIA C TIOPSIKOBBIM HOMEPOM X Ha CHMBOJI TIOPSTIKOBBIA HO-
Mep KOTOPOro BhumcisieTcst mo gopmyse f(x) = (ax+ b)mod m. 3ame-
THM, YTO Ha [Py YHACEJT d ¥ 1 HAJIO)KEHO YCIOBHE B3aUMHOU POCTOTHI.
3aKoAUpYyHTE CIOBO KKOKOCH.
Byznem paccmarpusars f(x) = (Sx + Z)mod 33. Ham Ham0 3aKOAHPOBATH

(11,15,11,15,18). B pesynbrare moayunm (24,11,24,11,26).

2. Banomaiite apruHHYIO KPUIITOCH-
cremy f(x)=(ax+b)mod m, nns pyc-
ckoro andasuta. M3BecTHO, 4TO B HC-
XOJ/THOM TEKCTE Yallle BCEro BCTpeya-
I0TCSI CHMBOJIBI C TIOPSIKOBBIMH HOME-
pamu 10 u 15, a B muppoBaHHOM TEK-
CTe ¢ NOPSIIKOBBIMU HOMepamu 7 u 12.

Hawm nano pemmmts cucremy

10a +b =7mod 33 10a+b=12mod 33
{15a+b:12m0d33 wm {15a+b:7m0d33
Omser a=1 b=30 wm a=32 b=22

3. BeimosiHUTE ONEpanuio YMHOXKEHUS
Gaiitos B mone GF(2%), koropast mc-
mone3yercs B anmroputme AES.

dx+lu x+xtrxtx+1

AJroput™ onepupyeT 6aifTaMu, KOTOpBIE pacCCMaTPUBAIOTCS KaK 3J1e-
MEHTbI KOHe4YHoro nojsi GF (28). [Tockonbky GaiiTHI ONIEPUPYIOT B
nosne GF(2%), 1o 3anansl OIEPALNH CIIOKEHUS U YMHOKEHHUS:

® CJIO)KEHHE - CYTh orepanus nopaspsaaoro XOR .

®  YMHOXEHHE - 3TO OIepalUsi YMHOXKESHHUSI MHOTOWIEHOB CO B3SITHEM
pe3yabTaTa o MOIYJII0 HEKOTOPOT0 HENPUBOAUMOTO MHOTOUICHA
@(x) ¥ ucrionp3oBaHueM onepaun XOR Tpu NpHUBeAEHUH 110/100-

HBIX WIEHOB. B kauecTBe HEMPUBOJUMOrO MHOTOWJIEHA
(/)()c)z)c8 +xtexd x4+l

BBIHOHHHGM yMHO)KeHI/Ie
(7 +x+D)*(x® +x* + x> +x+1) mod(x® +x* +x} +x+1)=

=x" +x®+1.

4. Ilpumenure npouenypy
MixColunms anropurma AES k Bek-
Topy (e0,b4,52,ae) , pe3ynbTaT 3a1u-
IIUTE B BUJIE YETHIPEX0alTOBOTO
clIoBa

[pouenypa MixColunms, o7iHa 13 mpoueayp UCIOIB3YEMBIX B PayH/Ie
anropurma AES.
Anroput™m onepupyeT 6aliTaMu, KOTOPhIE pacCMaTPUBAIOTCS KaK dJie-

MEHTBI KOHEUHOTO oyt GF (28 ). TTockosbKy GaiiTHl ONIEPUPYIOT B

nosne GF (28 ), TO 3aJlaHbl OTIEPALIUU CIIOKEHUSI 1 YMHOXKEHUS:




e cioxkeHue @ - cyTh onepauus nopaspsaHoro XOR .
® YMHOXXEHHE- 3TO OTEPAIUs] YMHOXKECHHUSI MHOTOWIECHOB CO B3SITHEM
pe3ynbpTarta 1o MOy HEKOTOPOTo HEITPUBOAUMOTIO MHOTOWICHA
@(x) ¥ ucronp3oBaHueM onepauun XOR Tpu npHUBeAEHUHN 110100-
HBIX YIEHOB. B kauecTBe HEMPUBOAUMOTO MHOTOWJICHA
go(x):x8 +xt e x4l
PaynmoBrie mpeoOpa3oBaHus padOTAIOT C YETHIPEXOAUTOBBIMH CIIO-
BaMH. OTOMY CJIOBY MOJXKHO ITIOCTaBHTh B COOTBETCTBHE MHOTOYJICH
a(x) = a3x3 + a2x2 +ax+ay, TAE a; € GF(28). PaccmoTpum kak Oy-
JIET TPOMCXOAUTH CIIOKCHHWE U YMHOXKCHHE YeThIPeXOalTOBBIX CIIOB

a(x) u b(x), rue a(x) = asx’ + a,x* + a;x + ay,
b(x) =byx® +byx* +bx+b, :
® CIIOXKEeHHE

a(x) +b(x) = (a3 ® by)x” +(a, ®by)x” +(a; @ b))x + (ay D by)
® YMHO)KEHUE

c(x)=a(x)®b(x)= 06x6 Fesx’ + c4x4 + c3x3 + 02x2 +cx+cg,

Jst Toro, 4ToOBI pe3yabTaT YMHOXKEHHS ObUT CHOBA IPECTaBIeH B
BHUJIE YETHIPEX0alTOBOTO CII0BA, €r0 HA/I0 B3SITh 110 MOLYJIF0 MHOTOYJIEHA

xt+1. CnenoBarenbHo, B pe3yjibTare  MOJIYyYUM BEKTOP
d(x)=dx> +dyx* +dix+d,

Iponenypa MixColunms anroputma AES cocTouT u3 Tpex omepa-
LIUH:
® BEKTOP 3aITMCHIBACTCA KaK MHOTOWICH BHA
a(x) = a;x® +a,x* +a;x+a,
® MBI JOJKHBI BBIYUCIUTE d(x) = a(x)® g(x), rae
2(x) = {03} + {01}x? + {01 }x + {02},

@ 3a11McaThb MHOT'OYWICH BUAC BEKTOpa

Pemenne
® BeKTOp (e0,b4,52, ae) , 3aNIUCHIBAEM KaK MHOTOUJIEH

a(x) = {aelx’ +{52}x* + {b4}x + {€0}.
® BpIYUCIAEM d(x) = a(x) ® g(x)

e 3anucbiBaeM oTBeT (e0,ch,19,9a)

Kpurepun onenunBanus
Homep | Kputepun [IIxana oueHuBaHUS
331291
1 Ymemuv: peanuzosbiBaTh HeKOTOphle KpunTorpaduye- | 0 0aLIOB — CTYACHT HOIHOCTBIO He-
CKHE aJITOPUTMBI BCPHO pEHIniI 3a/ady
1 6am1 — cTyIGHT BEPHO PEUIUII 3a/1ady,
HO HE IpUBEJ MOSICHEHUH K X01y peliie-
HUA WA JOITYCTUII OJIHY BBIYUCIIUTCIIb-
HYIO OIINOKY.
2 6amia — CTy/ICHT TIOJTHOCTHIO Pa3o-
OpaJicsi B pelIeHUH 33]1auH
2 Vmemu: peanuzoBbiBaTh HEKOTOpbIe KpunTorpapuue- | 0 OaIoB — CTYACHT HOMHOCTBIO He-
CKHE aJITOPUTMBI BCPHO pCHIniI 3a/iady
2 fajuta — CTYAEHT MOJIHOCTBIO pa3o-
6panc;{ B pCHICHUU 3aJa4U
3 Ymemv: peanuzoBbiBaTh HeKOTOphle KpunTorpaguye- | 0 0aLIOB — CTYACHT HOIHOCTBIO He-

CKHC aJITOPUTMBI

BEPHO peIInI 3aJauy




1 Gat — CTYAEHT BEpPHO PELIKT 3314y,
HO He MPUBEJ NOSICHEHHI K X1y pelie-
HUS WM TOTYCTHIT BEIYHCIUTEIBHYIO
OLIHNOKY.

2 fata — CTYICHT MOJHOCTHIO Pa3o-
OpaJicsi B pellICHHH 33841

4 Ymemu: peannzoBbiBaTh HeKOTOphle KpunTorpadude- | 0 0aLIoB — CTYACHT HOIHOCTBIO He-
CKHE alrOPUTMEI BEPHO pCILII sa1aty

1 Gamt — CTYICHT BEpHO PEUIwI 33,19y,
HO He TIPHBEJI TOSICHEHUH K X0y perie-
HUS WA JOITYCTHJI BEIYUCIIUTEIIBHYIO
ommoKy.

2 Gaiia — CTYJeHT HOJTHOCTBIO Pa3o-
6panc51 B pCHICHUM 3aJa4U

Habpannoe konmuecTBo 0aioB COOTBETCTBYET OILICHKE 32 BBIIIOJIHEHUE PaOOTHI:

- MeHee 4 0aJIJIOB — OICHKA «HEYIOBJICTBOPUTEILHO» KOMIIETCHIIHS HE C(hOPMHUPOBAHA,

- 0T 4 10 5 6aIJIOB — OIIEHKA «YIOBJIETBOPUTEIHLHOY», IOPOTOBBIA YPOBEHH (POPMUPOBAHUS KOM-
MEeTEHIINN;

- 0T 6 10 7 6aIOB — OILIEHKA «XOPOIIO», IPOJIBUHYTHIN YPOBEHb (POPMUPOBAHUS KOMIIETECH-
LHn;

- 8 0aJII0B — OLIEHKA «OTJIMYHOY, BRICOKUN YyPOBEHb (POPMUPOBAHUS KOMIIETEHITHH.

IIpumep 3axaHuil 1JIs CaMOCTOSATEILHOI padoThI K pa3jaeny 4

3agaHus OTBETHI:
x=1 mod 3 Hanomuum npotiecce BeraucieHus. Ilycrs 3axano:
x=2 mod 5§ MHOXECTBO HATYPaJIbHBIX uncen (/m;,M,,...,M; ) He PABHbIX €11~
1. Borascants d x =3 mod 7 HHILIE, KOTOPbIE SBISIOTCS MOMAPHO B3aHMHO MPOCTBIMU
b,by,....by). -
=3 mod 11 MHi))KGCTBO HaTypanbHbIX uncen (by,b,,...,b; ). Cucrema cpaBHe
=7 mod 13 i
t= x=b, mod m
x=b;, mod m,
vMeeT pelenue X =X, mod(m,m,...m;); e
Xo =M Mb +...+ M, M b,;ancna M u M onpenensercs u3
yenoBui mymy..m, =Mmg, M M =1 modm
PaccMmoTpuM Haiie ypaBHeHuUe
M, =5005,M, =3003, M, =2145,M , =1365,M s =1155.
M| =1,M}=2,M},=5M,=1,M}=6.
mym,...ms =15015
Xp =5005%1%14+3003%2%2+2145%5%3+
+1365*3*1+1155%6*7 =101797
x =11707
2.IloctpouTh KpuntocucteMy Oiib-I'amans u | UnCIOBbIe 3HAYCHHUS MOTYT OTJIHYATHCS OT TeX, KOTOpbIE IPHBe-
3aKOJUPYUTE YUCIO 7 JIEHbI B IJAHHOM PEILIEHUN

Kpunrocucrema Dmb-I"amanst cTpouTcs CIEAYIOIHUM 00pa3oMm:
® CHayaja BEIOMpAeTcs OOJBIIOE IPOCTOE YUCIO P
o BBI6I/IpaeTC}I YHCJIO0 g KOTOPOEC ABJIACTCA NMPHUMUTHUBHBIM JIJIA

Z,

® BEIOMpaeTcs CllydaifHOe HaTypaJibHOE YHCIIO X, IPUYeM X < p

e prucisieM y = g~ mod p

st Toro 4ToOBI 3amudpoBaTh coodmenue M Hamo BBI-
MIOJTHUTH CJICAYIOIINE ACUCTBUS:
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e BrIOpaTh ciryvaiiHoe HarypanbHoe umcio k, 1<k < p—1, Ta-

KOE 4TO yncia kU p—1 B3aUMHO MPOCTHIE.
® BEIYHCIINTE @ = gk mod pu b= (ykM)mod p-

[Mapa uucen (a,b) u ects MIUPPOBAHHBINA TEKCT

Jnst Toro 4roObl pacumgpoBats cooOlieHHe, HA/lO BbI-

b
yucnute M = —xmod p.
a

[octpoum kpumrocucteMy Onb-I'amans W 3aKoxupyem
yucio 7
CTpouM KpUITOCHCTEMY
e BeiOMpaeM p =13; g =2; BrIOMpaeM CEKPETHBIN KITI0Y X = 8.

e BoranciseM y =2°mod13 =9

st Toro 4to06bl 3ammdppoBats coodmenne M =7 Hago BBIION-
HUTb CIEYIONIe IeHCTBU:
® BEIOpATh CilyvaifHOe HATYpaJbHOC YUCIO k = 7 3aMeTHM, YTO
yycna 7 u 12 B3aMMHO IPOCTHIE.
7
e ppraucauth ¢ =2 ' mod13 =11u b= (97 *7)m0dl3 =11.

Iudposaunbiii Teker — napa uucen (11,11)

3. ChopMyaHpOBaTh AITOPUTM YCTAHOBKH
OUIT DSA. JlaH TeKCT € X3III 3HaYEHUEM paB-
HbIM 7. Beimmonnure ycranosky SLIT DSA

UucnoBble 3HAUEHUSI MOTYT OTIMYAThCA OT TeX, KOTOPHIE NIPU-
BEZICHBI B JAHHOM PELICHUU
Cxema DSA ctpoutes crenyrommmM o0pa3om:

e cHayasia BEIOMpaeTcs OOJIBIIOE IPOCTOE YUCIO P

® BEIOMPAETCs TIPOCTOE YUCIIO ¢ KOTOPOE SBJISETCS JEIUTENEM
p—1

® BLIOMpaeTCs HAaTypajibHOe 4ynucio f,koropoe( <¢< p. . Eciu

-1
upcno ¢ ¢ =1mod p, To BEIGHpaeM Apyroe uucno f. B mpo-
p1

ThBHOM ciydae g =¢ ¢ mod p.

® BLIOMPAETCS HATYPAIBHOE YUCIIO X, KOTOPOE ABISETCS CEKPET-
HBIM KJIFOYOM MMPUYEM 1< x < q

e BhIynCsieM y =g mod p

YcTaHoBKa MOMKUCH:
® IIPOBEPSIEM BBITIONHIETCS JIM yCIOBUE JUISA XOII 3HAYEHUE Ml
tekcta M, uto 0 <m <gq

® BEIOMPACTCsI HATYPAJIbHOE YKCIIO K, (O <k< q).

e BouncisieM k', i KOTOpPOTO BBIIIOJIHAETCSL  yCJIOBUE
k*k™ =1mod g
® BHIUMCIISIEM JIBA YHCTIA ¥ U § TI0 CIEAYIONIUM TpaBHIIaM:
r= (gk mod p)mod qu s= kil(xr + m)mod q
Eciu He BeimonuasiroTes yenoust 0 < 7 < ¢,0 < s < g nomenstiite
BXOJIHBIE [TAPaMETPHI.
[Tonnucekto sBIsieTCS Mapa 4ucell (r,s)
IIpoBepka noanucu
IIpeanonoxuM, 4To K HaM IpUIuIo coodmenre M ' ¢ xom 3Ha-
yermem m' u nogmacso (1,s')
e eciu x0T 651 01HO u3 yenosuit 0 <7’ < ¢,0 < s’ < ¢ He BBIMON-

HSETCS, TO MOAINCH CUNTACTCS HEJACHCTBUTEIILHON

-1
o Borncsem v =(s') " mod ¢
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® BBIYUCIIACM!
z, = (m'v)mod ¢
z, = (r'v)mod ¢
u= ((gzlyz2 )mod p)modq

® [IPOBEPACM YCJIOBUEC r'=u. Eciau oHO BBIMOIHSAETCS TO MOMI-
ITHUCHh CYUTACTCA HOHHHHHOﬁ a COO6H.ICHI/IC —HCHU3MCHCHHBIM.

JlaH TekcT ¢ X311 3HaYeHUEM paBHbBIM 7. BpinoaHure ycra-
HOBKY JLIIT DSA.
Crpoum cxemy DSA
e BpiOupaem p =23,q=11,t=3
® BBIUUCIISIEM g = 32 mod 23 =9
 BpIOMpaeM X =2
o BeraucisteM y = 9% mod 23 =12

VeraHoBKa MOATHCH:
® BeIOHpacm k = 4
® BEIYHCIISICM:

k=3,
r = (0% mod 23)mod 11 =6,
s=(3*(2*6+7))mod11 =2

[Moanuceo sBNIsETCS TTapa Ynucesn (6,2)

4. TlpumeHsst paclIMpeHHBIH anroputm EB-
KIIHJa:

a) HaWTU d,X, Yy I KOTOPBIX BBIOJIHSIETCS
d = HO/[(a,b) = ax + by,rne a=342; b=612
b) HaliTH ¢ JUIST KOTOPOTO BBIMOJIHAETCS
8¢mod101 =1

a) 18=342*%9+612%(-5), cnenosarensuo d =18,x=9,y =-5

b) IMocne npuMeHeHNH pacIIMPEeHHOro anrropuTMa Epkinia
d = HOJ(a,b)=ax+by, tnea =101,b =8.

Mz nosyanm: 1= HO/Z(101,8) =101 *(-3) +8*38, Bozbmem
yKa3aHHoe Boipakenue mo moayimo 101. B pesynsrate

(101 *(-3)+8*38)mod 101 = (8*38)mod 101 = ¢ =38

KpI/ITe PN OLICHUMBAHUS

Howmep | Kputepuu
3ajauu

IIxana oneHuBaHuA

1 Ymemuw: peanu3oBeiBaTh HEKOTOpBIE Kpunrorpapuueckue an- | 0 6ajuioB — CTYIEHT MTOJHOCTBIO He-

TOPUTMBL.

Braoemw nasvixamu: coznasars DI

BEPHO eI 33124y
1 6am1 — cTyIGHT BEPHO PELINI 3a/1ady,
HO He MPHUBEJ NMOSCHEHUH K X0y pele-
HUS WA JOITYCTHII BEIYUCITUTEIBHYIO
OLIHNOKY.

2 Gayu1a — CTYJCHT OJHOCTBIO Pa3o-
OpaJicsi B peIICHUH 3391

2 Ymemuw: peann3oBeIBaTh HEKOTOPBIE KpunTorpapuueckue an- | 0 6auioB — CTYyIEHT ITOJHOCTBIO He-

TOPUTMBIL.

Bnaoemw nasvikamu: co3ganats DI

BEPHO PEIInI 3329y
1 6ay1 — CTYZICHT BEPHO PEIIWII 33134y,
HO HE IpUBEJ MOSICHEHUH K X01y pellie-
HUA WA JOITYCTHUJI BBIYUCIIUTEIIBHYTO
ommnoKy.

2 6amia — CTy/ICHT TIOJTHOCTHIO Pa3o-
OpaJicsi B pelIeHUH 33]1auH

3 Ymems: peannzoBeIBaTE HEKOTOpHIE KpUNTOrpaduueckue an- | 0 6aIoB — CTYACHT MOJHOCTHIO He-

TOPUTMBIL.

Bnaoemw nasvikamu: co3ganats DI

BEPHO PELINII 33729y
1 a1 — CTYAEHT BEpHO pellri 3a/1auy,
HO HE MMPHUBEJ NOSICHEHHUI K X0y pelie-
HUS WM TOTYCTHIT BEIYHCIUTEIBHYIO
OLIHOKY.
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2 Oajuta — CTYAEHT MOJIHOCTBIO pa3o-
OpaJics B pellICHUH 3aJa4u

4 Ymemuw: peann3oBeiBaTh HEKOTOpBIE Kpunrorpapuueckue an- | 0 6ajuioB — CTYIEHT MOJHOCTBIO He-
TOPUTMBIL. BEPHO peIInI 3aJauy
Braoems nasvicamu: cosznasare D11 1 Gay — CTYJEHT BEPHO PELINII TOJIBKO

OJIHY II0/3a/1auy.
2 Oajuta — CTYAEHT MOJHOCTBIO pa3o-
OpaJicsi B pelIeHIH 3ajaqu

Ha0panHoe konu4ecTBO 6aaoB COOTBETCTBYET OLICHKE 3a BHIINOJIHEHUE PaOOTHI:
- MeHee 4 6aJIOB — OLICHKA «HEYOBJIETBOPUTEIEHO» KOMIIETCHIIUS HEChOPMUPOBAHA;
- 0T 4 10 5 6ayIOB — OIIEHKA «YAOBJIETBOPUTEIBHOY, TIOPOTOBBIN YPOBEHb (POPMUPOBAHUS KOM-
HEeTEHIINY;
- 0T 6 10 7 6aJIOB — OILIEHKA «XOPOIIO», IPOJIBUHYTHIA YPOBEHb (HOPMUPOBAHHS KOMIIETEH-
1H;

- 8 GaJIJIOB — OIIEHKA «OTIMYHOY», BEICOKUI YpOBEHb ()OPMHUPOBAHUS KOMITETCHIINH.

IMpumep 3axaHuii UIsi CAMOCTOATEIbHON PadoOThI K pa3aeny 5

3agaHus OTBeTHI:
1. TTocTpotiTe perucTp caBura ¢ IHHEHHOI 00-
paTHOM CBS3BIO C aCCOLMHMPOBAHHBIM MHOI'O-

4
anerom ¥ +X+1 4 ppimamen cocrosame pe-
THCTpa, €CIIN OH OBUT MHUINAIN3HUPOBAH BEK- l /

(]‘31’151)

TOPOM

CocTostHUE peTucTpa | BBIXOJ] CocTostHUE peTHCTpa | BBIXOJ]
urepanus COCTOsAAHUE urepanust COCTOSIHHE
per. cTajao per. crajio

0 1111 9 0100 1

1 0111 1 10 0010 0

2 1011 1 11 0001 0

3 0101 1 12 1000 1

4 1010 1 13 1100 0

5 1101 0 14 1110 0

6 0110 1 15 1111 0

7 0011 0

8 1001 1
2. [Moctpoiite 10 GuTHYIO TICEBIOCTYYaHYTO YHucnoBble 3HAYEHUSI MOTYT OTIMYATHCSA OT TEX, KOTOPbIE IpHU-
MOCIE0BATENBHOCTD ¢ ToMoubio BBS-rene- | BeneHbl B JaHHOM pelICHUN
patopa. Hanomuanm, uto BBS-rereparop crpourcs cienyronmm odpa-

30M:

® BHayaJie BEIOMPAIOTCA p U ¢ - J1Ba OOJBIINX MPOCTHIX YHCIIA
NPUMEPHO OJHMHAKOBOTO pa3Mepa, npuueM p=3mod4 wu

g=3mod4.

n= .
® BBIYUCIIACM YHUCIIO P4 5

e BLIOUpaeM cllyuaiiHoe nenoe uucio *> uro uncna X u ' apna-
FOTCS B3aUMHO IIPOCTBIMU;

2
Xy =x"mod n
® BBIUHUCIISIEM YHUCIIO

TOBBIM YHCIIOM T€HEPATOPA;
® JICKOMOI MOCJIENOBAaTENLHOCTRI0 OMT mmmHOM M Oymer sB-
JIATBCS II0CJIEN0BATEILHOCTD
BBSn’m(xO):boblbz...b,-...bm_l, i=0,...,m—1,

, KOTOPOC HA3BIBACTCA CTap-

2
b, . X; X, =x; modn.
rae ‘- mumagmmii Out gmema Y,

[Toctpoiite 10 GUTHYIO TICEBIOCTYUYaHYIO ITOCICIOBATEILHOCTD
o ITycThb p=11g=19, "\ 11a n=209. Mycts X = 2.
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Xy = x*mod n =
¢ CraproBoe YHCIIO

xp = 2> mod 209 = x, = 4

re’eparopa

® B xauecTBe 3JIeMEHTOB IICEBAOCIY4YaliHOI MOCIe0BaTEIbHO-
cta OyneMm OpaTh MIIAAIINK OWT B JBOWYHOM 3aIMCH HYHCEI

X;41 = Xx; mod n
B pe3ynbTare
BBS)9,10(4) = 0011010001

TIOJTYyYUM IIOCJICIOBATCIIBHOCTD

3. Co3zpaiite KOMOWHHPYIOIIMH TeHEpaTop,
COCTOSIIIUIA U3 IBYX PETHCTPOB CABUTA C JIU-
HelHOI 00paTHOH CBA3BIO.

[lepBBIit perucTp ¢ acCOMUPOBAHHBIM MHO-

2 +x+1

TOYJICHOM > OH OBLIT HHAHUAIU3UPO-

(1,1,1,1,1,1)’ Brixox peructpa

BaH BEKTOPOM

Y-

BTopoii peructp ¢ accoMupoBaHHBIM MHOTO-

4

gnegom X TX+1 on 6 UHUIUATU3HPOBAH
1,111 .

BEKTOPOM (LLLD . Beixop peructpa Y2

B kagecTBe KOMOMHHUpYIOMIEH (QYHKITUH BO3b-

MeEM SOLY) =y ®y,

IToctpoiiTe 7 GUTHYIO TICEBIOCTYYAWHYIO TO-
CJIeJOBAaTEIIEHOCTh

HanoMHuNM, 94TO KOMOWHHUPYIONIUI TeHEPATOp MPOUILIFOCTPH-
poBaTh cIeayroniel cXxeMou

HETHHCHHAA KOMOHMHH-

pyromaz ¢yrxnm f{y1,y2)

LFSR-2
LFSR-1

Pemenue
e [lepBolil peructp
e
—
-
CocTostHHE perucTpa | BBIXO CocrosiHHE PerucTpa | BBIXO]T
uTepaLu/m COCTOSIHHUE uTepauym COCTOsIHUE
per. crano Vi per. craio Y1

0 111111 4 101011 1

1 011111 5 010101 1

2 101111 1 6 101010 1

3 010111 1 7 110101 0

e Bropoii peructp
—
——
CocTostHIE peTucTpa | BBIXOJ] CocTostHIE peTHCTpa | BBIXOJ
HTCpaL[HSI COCTOSIHHUE V[Tepauﬂﬂ COCTOSIHHUE
per. crano Ya- per. crano Ya-

0 1111 4 1010 1

1 0111 1 5 1101 0

2 1011 1 6 0110 1

3 0101 1 7 0011 0

B pesynprare mosryuum nocnenoarenasHocts 0000100

4. CoznaiiTe COKMMAIOIINN TEHEPATOP, COCTOSI-
LU U3 IBYX PErMCTPOB CIBMUIa C JUHEHHON
00paTHOM CBSI3BIO.

IlepBBlil perucTp ¢ acCOLMMPOBAaHHBIM MHO-

0+ x+l

TOYJICHOM > OH ObLI WHUIIUAITINU3NUPO-
(171’

L1LLD)
BaH BEKTOPOM . Beixoxa perucrtpa

b;.

l

Hanomuum, 4To C:KMMarOIIMi reHepaTop OINKCHIBAETCA CIEAY-
fotei oopa3om:

Hcmonb3yetcst 2 perucTpa ¢ JIMHEHHOW 00paTHOH CBsA3bI0. Tak-
TOBBIE HMITYJIBCHI TOCTyNaoT Ha 06a LFSR. IIpennonoxum, 9aro

b=byhb, ... [IOCJIEN0BATEILHOCTD ¢ Bhrxoga LFSRI.

C =CpnCiCH ...
0%1%2 "+ _ nocegoBarenbHOCTh ¢ Beixona LFSR2,

Z=ZygZ1Zy ...
Toraa pe3yabTHPYyIOIad MOCJICA0BATCIbHOCTD

b.
BKJTIOYAET B ce0g Te OWTHI '’ I KOTOPBIX COOTBETCTBYIOIINE




BTOpoii peructp ¢ accolUUpOBaHHBIM MHOTO-
4
anerom ¥ T X+ 1 oy Gpur nrpmanusuposan | pyrotes.

(LLLD c;.
BEKTOPOM . Beixon peructpa !
[MocTpotite 7 OUTHYIO TCEBAOCTYYANHYIO T10-

e [IepBblil peructp
CJIeJ0BAaTEIBHOCTh

¢ =1L b
OUTBI OcTanbHbIe OUTHI MOCICAOBATEABHOCTH ¥ UTHOPH-

Pemenne

=

CocTostHUE perucTpa | BBIXOL CocTostHUE peTucTpa | BBIXOL
urepanus COCTOsSIHUE b ) uTepanus COCTOsAAHUE b )
per. crajio ! per. crajio !
0 111111 5 010101 1
1 011111 1 6 101010 1
2 101111 1 7 110101 0
3 010111 1 8 011010 1
4 101011 1 9 001101 0

e Bropoii peructp

e

— D

CocTosiHUE PETUCTPA | BBIXO CocTosiHUE PETUCTPA | BBIXO
uTepanus Cocrosinue c. urepanus COCTOSTHHE c.
per. craino ! per. cTajo !
0 1111 5 1101 0
1 0111 1 6 0110 1
2 1011 1 7 0011 0
3 0101 1 8 1001 1
4 1010 1 9 0100 1

B pesynbrate noayyum nocienoBatenbHocTh 1111110

Kpurepun onenuBanus
Howmep | Kpurepuu [ITxana oneHUBaHUA
3aa4M
1 Vmemuw: peanuzoBbiBaTh HEKOTOpbIe KpunTorpapuye- | 0 OaIoB — CTYACHT HOMHOCTBIO He-
CKHE aJTOPUTMBL. BEPHO peIlni 3a1ady
1 Gasut — CTYJEHT BEPHO PEIInII 33/1a4y,
HO HC IMPUBCII MOSICHEHHH K Xony peuie-
HUsL.
2 Oajuta — CTYAEHT MOJHOCTBIO pa3o-
6paﬂc;{ B pCHICHUU 3aJa4U
2 Ymemv: peanuzosbiBaTh HeKOTOpble KpunTorpaguue- | 0 0aLIOB — CTYACHT HOIHOCTBIO He-
CKHE aJITOPUTMBEI. BEPHO pellni 3afiady
1 6am1 — cTyIGHT BEPHO PEUTUII 3a/1aqy,
HO HE IpUBEJ MOSICHEHUH K X01y peliie-
HU.
2 6aia — CTyICHT TIOJTHOCTHIO Pa3o-
OpaJicsi B pEIICHUH 33]Ia9H
3 Vmempw: peanuzoBbiBaTh HEKOTOpble KpunTorpapuye- | 0 6aLIOB — CTYACHT HOMHOCTBIO He-
CKHE aJITOPUTMBI. BCPHO peIlni 3aliady
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1 Gana — CTyAEHT BEpHO eI 3a/1a4y,
HO He NpHBeJ MOSCHEHUH K X0y pelle-
HUS.

2 Gaya — CTYJeHT IOJIHOCTBIO Pa3o-
OpaJics B pellICHUH 3aJa4ul

4 Ymemw: peanu3oBbBaTh HEKOTOpPBIE KPHIITOrpadmye-

CKHC aJITOPUTMBI.

0 GayoB — CTYJEHT MOJHOCTHIO He-
BEPHO PEIINII 33/1a9y

1 Gaju1 — CTYAEHT BEpHO PELINII 3a/1auy,
HO HE IIPUBEJ NOSICHEHUH K X0y pele-
HHUSL

2 Gaiia — CTYJeHT HOJTHOCTBIO Pa3o-
OpaJicsi B pelIeHIH 3aaqu

Habpannoe konmuecTBo 0aaioB COOTBETCTBYET OLICHKE 3a BBIIIOJIHEHUE PaOOTHI:
- MeHee 4 0aJIJIOB — OICHKA «HEYIOBJICTBOPUTEIHLHO» KOMIIETCHIIHS HE C(HOPMUPOBAHA,
- 0T 4 10 5 6aNJIOB — OIIEHKA «YIOBJIETBOPUTEILHOY», IOPOTOBBIA YPOBEHH (POPMUPOBAHUS KOM-

MIETCHITNH,

- 0T 6 10 7 6aNIoOB — OILIEHKA «XOPOIIO», IPOJBUHYTHIN YPOBEHb (POPMUPOBAHUS KOMIIETECH-

Luu;

- 8 baytoB — OLICHKAa «OTJIHNYHO», BBICOKHM YPOBCHb (1)OpMI/IpOBaHI/ISI KOMIICTCHII N

IIpumep 3a1aHuil I CaMOCTOATEIbHOM padoThl K pa3ieny 6

Samauus

OTBETHI:

1.IlpuBenute mpumep pabOTHI HPOTO-
KOJIa TUIIa «TOYKA-TOYKa
IIpeamnonoxum, 4To Moib30BaTENN A U
o0namaroT o0mmei cexkpeTHOW WHQOP-
Manuei (CeKpeTHbIM KIHUYOM K 4p).

JIBa BapuaHTa OTBETA:
1. mepenady ceaHCOBOI'O KJI0Ya MOKHO OIMCATh CIETYIOMIEH CHMBOIIb-
HOM 3alUCBIO:

A->B: E (k.T.b)

KOTOpast 03HAYaeT, YTO MOJIb30BaTENb A CO3Jall CEAHCOBBIM K04 kK U
OTIIPaBHII MTOJIE30BATEIIO B coobmerne FE " (k,T,b),

rae Ej - anropuT™ WH(POBAHUS C KIHOIOM k 5 , - CEAHCOBBIN K04,
T — BpeMeHHast MeTKa, b -upeHTudukarop momp3oBarenst B . 3Has cek-

PeTHBIH K04 k 45 TONB30BATENb B JIETKO MOXKET HAWTH K04 K .

2. Ecnu nononHUTENRHO TpeOyeTcs ayTeHTU(UKALHS CEaHca, TO MOYKHO
HCIO0JIb30BaTh IIPOTOKOJ, COCTOSALIMM U3 CIEAYIOIUX JEHCTBUI:
A)B>A: ry

b) 4> B: E; (k.r.T.b)

rze 3anuce B — A: ry O3HadaeT, 4To MOJIb30BaTeNlb B CreHEpHpO-
BaJl CITy4ailHOE YUCIIO 'y M OTIIPABHJI €ro MOJb30BaTeNo A;

3amich 4 — B Ekm (k,rB,T,b)

03HAYaeT, YTO M0JIb30BaTellb 4 CO3/1aJl CEAHCOBBIN KIIFOY k ¥ OTIIPABHII
10JIB30BaTEN0 B coobwenne £y (k, g, T,b)

rae E; =~ - anroput™ MH(POBAHKS C KIIOYOM K 45, - CEAHCOBBIH KITHOY,

T —ppemennas MeTka, b -unentudukatop nois3osatens B . 3nas cex-
PETHBIN K104 K ,» MOJB30BaTENIb B JIETKO MOXKET HAWTH KIIIOY £, a 110

YUCITy Iy YOSOUTHCS, YTO €T0 MOCIAl MOJIb30BaTh A .

2. Ectp nBa mons3oBatens 4 u B uc-
nons3ys nporokon DIFFIE-
HELLMAN crenepupyiite oommit
CEKpETHBIN KIII0Y

YuciioBble 3HAYEHUS MOTYT OTJIMYATHCA OT TEX, KOTOPbIC IPUBEACHLI B

JTAHHOM pEIIeHIH

1.ITonp3oBatenmu A w B BBIOWPAIOT B OTKPBITOM JOCTYIE OOJBIIOE

MPOCTOE YHCIIO nHU g , TNe g 00pa3ylonMii 3IEMEHT MYJIbTUILTUKATHB-
o ¥

HOH rpynmsl Z,,.

IMycte n=13ug=2

2. Tlomb3oBatenp A BblOMpaeT ciydaiiHoe OOJbIIOE HATypaJbHOE

9HCIIO X W OTIPABIET MOJIB30BaTem0 B Benmunny X = g* mod #;
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Ilyctb x=5u X =6

3. Ilomp3oBatens B BeIOMpaeT ciydaiiHOE OOJBIIOE HATypaJbHOE
4UCIIO J U OTIPABISIET MONb30Baremo A Benumuuny Y = g mod n;
Ilycts y=7uY =11

4. Tonb3oBatens A BorucnseT Benudauny k =Y  mod 7 ;
Borumcsiem & =11°mod 13 =7

5. Ilonb30BaTens B BBIYUCIAET BEIUUUHY k=X"mod n.
BoiuucsteM k =6' mod 13 =7

Iomyunnu k=k=17

3. Ectp 1Ba nomp3oBarens A u B uc-
noJsib3ys nporokos MTI crenepu-
py#Te 00LIHii CEKPETHBIH K04

YuncnoBble 3HAYECHUS] MOTYT OTIMYATHCS OT TEX, KOTOPBIE IPUBEACHBI B

JAHHOM PEIICHUN

1.ITonb3oBatenin 4 u B BBIOMPAIOT B OTKPBITOM JOCTYyIE OOJBIIOE

MPOCTOE YHCIIO nHU g , TNe g 00pa3yloNMii 3IEMEHT MyJIbTUILTUKATHB-
o *

HOH rpynnsl Z,,.

ycte n=13ug=2

2. [Tonp3oBatenmn A W B MOIDKHBI CTEHEPHPOBATH CEKPETHBIE KITFOUH

a, 1<a<n-2, u b, 1<b<n—2, COOTBETCTBEHHO, U MYOIHKYIOT

CBOM OTKpBITBIE KJTIouK z, = g'modn u zp = g’ modn ;

ITycts Ilomp3oBatens A TeHepUpyeT 4YHCIO a =5 U IyOIUKyeT

Zy= 2°mod13 =6, COOTBETCTBEHHO MONB30BATENb B reHepupyeT

ancno b =3 unyGmukyer zg =2 mod13 =8 ;

3. Tlonb3oBatens A BbIOWpaAET clydyailHOE€ HaTypajibHOE YHCIO X,

1<x<mn—-2 wu oTOpaBiseT NOJB30BATENI0O B BEIUUUHY

X=g"mod n;

[Tyctp mosp3oBaTedb A TEHEPUPYET YUCIO X =2 M OTIPABISET HOJb-

3o0Batento B BemnumHy X = 2’mod 13=4;

4. Tons3oBatens B BBIOMpaeT ciydaifHoe 0OJBIIOE HATypajIbHOE

gucno y,1<y<n—2 W OTHpaBIsSeT MOJB30BATEII0 A BEIUYUHY

Y=g’mod n;

[TycTs nonp3oBarens B TeHEpUPYET YMCIIO Y =4 U OTIpaBIsieT HOJb-

3oBareno pemmunny ¥ =2 mod 13=3;

5. Tlonb3oBarens A Bhrumcnsier Bemuuuny k =Y“zgmodn ;

[lycte monp3oBaTenb A Ha HACTOSANIMH MOMEHT 3HAET BEJIUYHHBI:
n,g,a,z 4,zg,x,X,Y . Tlonp3oBatens A  BBIUUCISIET BEIUYUHY

k= (Y"zg)mod n= (3582)mod13 = (9*12)mod 13 = 4
6. I[Tonp3oBaTens B BBUHCISET BENUIHHY k=X bzﬁ mod .

[Tycth monp30BaTens B Ha HACTOSIIMI MOMEHT 3HAECT BEJTUYHHBI:
n,g,b,z,,25,y,X,Y . llonp30Barenb B BBIYHUCISET BEIUYHUHY

F=(x"2)mod n=(#6*Jmod 13= 12*9mod 13 =4
IHomyunnu k=k=4

4. TTocTpoiiTe cxemy pa3zieieHus CeK-
peTa Ha mpuMepe MOPOTOBOU CXEMBI

Tamupa (n,t); tne n=>5,t=3. B ka-
YeCTBE KOHEYHOTO I10JIs1 BO3bBMEM 73,

cekpeTHOW MHpopMaruei oyaeM cuu-
TaTh yucio 11

YuciioBble 3HAYEHUS MOTYT OTJIMYATHCA OT TEX, KOTOPbIC IPUBEACHLI B
JTAHHOM PEIICHHH
Cxema pasJiesieHns CeKpeTa BKIIF0YaeT JiBa MPOTOKOJIA:
®  MPOTOKOJ (HOPMHUPOBAHUS YACTHYHBIX CEKPETOB H pacIpeie-
JICHUSI UX MEKIY TI0JIb30BaTEIISIMUY;
®  MPOTOKOJ BOCCTAHOBJICHHUS CEKpETa rPYIIIOH MOIb30BATEICH.
B kxauecTBe nmpuMepa paccMOTpUM HOporoByro cxemy [lamupa.
Jlinst mocTpoeHHss oporoBoit cxeMbl (7,¢) Illamup Bocmob30BaICS

MHOrowieHaMu Buna f(x) = b,,lxt_l + bt,z)c’_2 +...+bx+b, B xoHEU-

HOM II0JIC. CereTHLIM CUHNTACTCA CBO6OHHLII>1 YJICH bO .
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B kadecTBe KOHEYHOTO OIS BO3BMEM Z3, @ B KAYECTBE MHO-
roujgeHa, Ha KOTopoM ocHoBaHa cxema [llamupa (5,3); Bo3bMeM

7= (75> +8x+11) mod 13

®  pPOTOKOJ POPMHUPOBAHHS YACTUIHBIX CEKPETOB COCTOUT B
BbIUucIeHUH f(x)

a;=f()=(7+8+11)mod 13=0;
ay=f(2)=(28+16+11)mod 13=3;
ay; = f(3)=(63+24+11)mod 13=7;
a, = f(@)=(112+32+11)mod 13=12;
as=f(5)=(175+40+11)mod 13=5.

e  IPOTOKOJ BOCCTAHOBJIECHHUS CEKPETa FPYNIION MOJIb30BaTENEH

U3 t 4eIoBeK.
YroObl BoCcCTaHOBUTH f(X) M3 TpeX YaCTHYHBIX ceKpeToB. byaem cuu-

TaTb, YTO HAM J]AHO @, ,d3,ds TOT/A PEIIAETCS CHCTEMA JIMHEHHBIX
YpaBHEHUM:
1(2)=(4by +2b, +b,) mod13=3
£(3)=(9b, +3b, +b,) mod13=7
£(5)=(25b, +5b, +b,) mod13=5
Pewenuem oyner b, =7,b, =8,b, =11 .

Kpurte

P OLICHHBAaHMUA

Howmep
3a1a4u

Kputepun

IIIxana oneHuBaHuA

1

Ymems: BRINONHATE Nepeady WM FeHEepaltio KIodel. 0 6annoB — CTyAGHT MOJIHOCTHIO HE

BEPHO PEII 33434y
1 6aia — cTyAEHT BEpHO peI 3a/1a4y,
HO HE IPUBET MOSICHEHUH K X0y pellie-
HUSL.

2 Gata — CTYAEHT MOJHOCTBIO pa3o-
Opajicsl B pelICHHH 3aJa4un

Ymems: BRIIOTHATH nepeagavy uju reueparuro KJIIOYCH. 0 0amioB — CTYACHT NOJIHOCTBIO HE-

BEPHO PEIIWI 33/1a4y
1 6am1 — cTyIGHT BEPHO PELIWI 3a/1avy,
HO He MPHUBEJI NMOSCHEHUH K X0y pelie-
HUA WK ObUIa TOITYIIEHA BEIYUCIIH-
TeJTbHas OIIHOKA.

2 Gasia — CTYACHT MOJHOCTHIO pa3o-
OpaJicsi B pellICHUH 33]]a49u

Ymems: BHIIOIHSTH nepeagavy ujin reHepanuro KJIIOYCH. 0 6amioB — CTYACHT NOJIHOCTBIO HE-

BEPHO PELINIT 32149y
1 6am1 — cTyIGHT BEPHO PEUIUII 3a/1ady,
HO HE IpUBEJ MOSICHEHUH K X01y peliie-
HUS WK ObLIa TOIYIIEHA BEIYUCIIH-
TeJIbHAs OIHOKA. .

2 Gajuia — CTYAEHT MOJHOCTHIO Pa3o-
OpaJicsi B pEellICHUH 33]]a4uu

Ymems: BHIIOIHSTH nepeagavy ujiu reueparnuro KJIIOYCH. 0 6amioB — CTYACHT NOJIHOCTBIO HE

BEPHO PEIINIT 33129y
1 6am1 — cTyIGHT BEPHO PEUIUII 3a/1ady,
HO HE IpUBEJ MOSICHEHUH K X01y pellie-
HUS WK ObUIa TOIYIIEHA BEIYUCIIH-
TeTbHAs OIINOKA. .

2 Gaia — CTYAEHT MOJHOCTHIO Pa3o-
OpaJicsi B pEllICHUH 33]]a4u

Ha6panHoe komnuecTBO 0aIJI0B COOTBETCTBYET OIICHKE 32 BBIMOJTHEHUE PaOOTHI:
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- MeHee 4 0aJTOB — OLICHKA «HEYOBJIECTBOPUTEIBEHOY;

- 0T 4 10 5 GayIOB — OIIEHKA «YAOBJIETBOPUTEIILHOY, TOPOTOBBIN YPOBEHb (POPMUPOBAHUS KOM-
HEeTEHIINY;

- 0T 6 10 7 6ayIOB — OILIEHKA «XOPOIIO», IPOJIBUHYTHIA yPOBEHb (HOPMUPOBAHHS KOMIIETEH-
1IUH;

- 8 6aJIIOB — OIIEHKA «OTIMYHOY», BEICOKUI YPOBEHb (POPMHUPOBAHUS KOMITETCHIINH.

IIpumep 3axannii 1 CAMOCTOSITeIbHON padoThl K pasaeny 7

Samauuns OTBETHI:

1.laiiTe onpeieneHue Xam-(QyHKIUH Xom-¢yHkuust h — 310 GyHKIMSA, onpeneneHHas Ha
OUTOBBIX CTPOKAX MMPOU3BOJIBHOM JIMHBI CO 3HAYECHUSAMH B CTPO-
Kax OMTOB (hYUKCHPOBAHHOM MIMHEL.. X3m-QyHKIu h() mpuHu-
MaeT B KauecTBE apryMeHTa cooOIeHne (IoKyMeHT) M mpowus-
BOJIGHO JJIMHEI ¥ BO3BpaIaeT xami-3Hauenne h(M) = H ¢pukcu-
poBaHHO# JAMHEL [IpeanonaraeTcs, 4To aIrOPUTM BEIYUCICHHS
XdII-3HauCHUs ABIsieTCS 2Q(YEKTUBHBIM M OOIIETOCTYITHBIM.

2.YKaxKuTe, KaKUM YCIOBUSIM JIOJDKHA yIOBIIC- Xom-QyHKIUST OJDKHA YIOBJIETBOPSAThH LIEIOMY PSITy YCIO-
TBOPSATH XAII-PYHKITUSI BHI:

* X31I-()yHKIHS TOJHKHA OBITh YYBCTBUTEIbHA K BCCBO3MOYKHBIM
U3MEHCHHSM B TEKCTe M, TaKMM KaK BCTaBKH, BHIOPOCHI, epe-
CTaHOBKHU

* X3~ yHKIUA JODKHA 00JIaaTh CBOWCTBOM HEOOPATUMOCTH,
TO ecTh 3aja4a moaoopa JokymeHTa M', KOTOpbIi 001a1an Obl
TpeOyeMbIM 3HaYCHUEM X3II-(DYHKINH, JODKHA OBITh BBIYUCIIH-
TENbHO TPY/IHAS,

* BEPOSITHOCTD TOTO, YTO 3HAYCHUSI XIII-PYHKIMH BYX PA3IHU-
HBIX JIOKYMEHTOB (BHE 3aBUCHMOCTH OT HMX JJIHMH) COBIAIYT,
JIOJDKHA OBITh HUYTOXHO Masia

[MpounnrocTpupyeM, 4TO YCIOBHUsI HaKJIaJbIBAEMbIE Ha XEII
(YHKIUIO OUeHb BaskHBI [IpeAnonoxkum, 4To ecTh JBa M0JIb30Ba-
Tens AuB

ycioBue 1 xa1m-(hyHKIMS JO/DKHA OBITh YyBCTBUTEIIbHA K BCE-
BO3MOKHBIM MU3MEHEHUSIM B TeKCTe M, TaKUM Kak BCTaBKH, BbI-
OpoCHl, EpeCTaHOBKH, MPEIIOJIOKIM IPOTHBHOE. Torna ¢hpassl
«Ka3Hute, Henb3s noMuinoBaTh» U «Ka3HNTH HENb3s, TOMUIIO-
BaTh» OYIyT UMETh O/IHO X3II-3HAYE€HHE U TEKCT MOXKHO TOJMe-
HUTB.

Ju1st wiimocTpauuy ocTaBIIMXCS yeloBuil paccMoTpuM OLITT
RSA.

Hano tekct M 1 €ro XsuI-3HaY€HUE h(M ) Bce mapamerpsl,

KOTOpBIE UCIOJIb3YIOTCA B Kpuntocucreme RSA.
VcraHOBKA MOANKMCH BRIUKCIIEM: S = h(M )d mod n
[IpoBepka momwcu:

e ppruncisieM H' = S°modn

® BBLIYHCIISIEM h(M )

! —
o IIpOBEpsieM paBeHCTBO H ' = h(M ) Ecii OHO BEPHO, TO MO~
IUCH 3aKOHHA.

ycjIoBHE 2 3TO YCIOBHE IIPEISITCTBYET KPHUITOAHAIUTHKY
(habpuKOBaTh COOOIICHUE C JAHHOW IMOMMUCHIO, MPEIIOI0KIM
YCIIOBHE HE BBIMIOJIHACTCS.
Toraa Bo3MOXKHA CIIEAYIONIAs aTaKa.
- B Bouncnser H'=R°modn ¢ HEKOTOPBIM BBHIOPAHHBIM
HayraJ LeJbIM YiciioM R.
- Kpome Toro, B Haxoaut nmpoo6pas 3nauenust H' npu oTo6-
pakeHHH h( ), 1.6. B onpenensier M = k! (m'). Teneps B o6na-

naer Bameit noanuceo R i cooOuienust M.
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ycioBue 3 BEpOSITHOCTH TOTO, YTO 3HAYEHMS XOII-

GyHKUMHA IBYX pasiUYHBIX JOKYMEHTOB COBIAAYT, JOJDKHA
OBITh HAYTOKHO Majia, IPENOIoKUM mpoTHBHOEe. Torma Bo3-
MOJKHa CJIEYIOIIas aTaKa

- A BoiOupaer aBa coobmenus M u M', ymosnerBopsio-
e cootromrenmio H' = h(M)= h(M')

- A nopnuceiBaeT M ¥ NoIy4aeT (M ,S )

- IToToM A O0TKa3BIBaeTCSA OT CBOETO COOOIICHNUS, YTBEPKAAs,
4TO MOCKUIAN coobienue M.

3. OCHOBHOM NPHHINT TPOCKTUPOBAHUS XAIII-
¢GbyHKINN.

OCHOBHO¥ IPHHIUIT IPOSKTUPOBAHUS XAII-QYHKIMH 3aKIIO-
YaeTcsl B TOM, YTO €€ 3HAYCHHS JOJDKHBI IIPOM3BOIUTH JIABUHHBIN
a¢¢ext. IpyruMu cioBaMu, HEOONBIIOE HW3MEHEHHE B apry-
MEHTE X3UI-)YHKIUH JOJDKHO OYECHb CHJIBHO IMOBJIHATH HA €€
3HauYCHUE.

4.TlocTpoliTe OIHOHAMPABICHHYIO X3II-(DYHK-
LIUIO UCIOJB3Yys CUMMETPUYHBINA GJIOUHBIN aj-
roputm DES, xsmr-3HadeHwe cOCTOMT U3 K
out.

OnHOHAIPABIEHHYIO X3II-(YHKIHIO MOXXHO HOCTPO-
UTh, UCTIOJB3ysl CHMMETPUYHBIN OJOYHBIN aaropuT™M
DES, nanpumep nucnosib3ys pexxuM «oOpaTHas CBA3b
no mmppy». [locneanuit 610K MUPPOTEKCTa MOXKHO

pacCMaTpuBaTh B KAYCCTBEC XOII-3HAUYCHHA OJIA TCKCTA
M.

WHPPOBAHUE

OBPATHAR
CBA3b
K EMT

BbIX. k ; 64-k
BOK
J—
LWASPTEKCT
é— Kk EuT

1 k
OTKPHITEIM TEKCT
Kk 64T

1 k

KpI/ITe PN OLICHUBAHUS

Howmep | Kputepuu
3aJauu

Ixana oneHUBaHUA

1 Brademwv Hasvikamu: BEIMUCIATH X311 3HAUCHUE 0 GayIoB — CTY/JEHT MOJIHOCTBIO He-

BEPHO PEIINII 33/1a9y
2 Gajta — CTYAEHT MOJHOCTHIO BEPHO
JlaJl oTpeieIeHHeE.

2 Brademv Hagvikamu: BEIYUCIATE XA 3HAUCHIE 0 GaJuIoB — CTYJEHT HOJHOCTBIO He-

BEPHO PELINII 337129y
1 Gasu1 — CTYJEHT BEPHO peIInI 33/1a4y,
HO HE IPUBEJ MOSICHEHUH K X0/1y peliie-
HU.

2 Gaiia — CTYJeHT HOJTHOCTHIO Pa3o-
OpaJicsi B peIIeHUH 33]1a4H

3 Brademv Hasvikamu: BBIUUCIATH X1 3HAUCHUE 0 6amIoB — CTYAEHT HOJIHOCTHIO He-

BEPHO peIInI 3a7a9y
2 Gaia — CTYJeHT HOJTHOCTBIO BEPHO
JlaJl onpe/ielIeHue.

4 Brademv Hasvikamu: BEIYUCIATH X1 3HAUCHUE 0 6anI0B — CTYIEHT MOJHOCTHIO He-

BEPHO PEIINII 33/1a9y

1 Gayut — CTYJEHT BEPHO pEeIInII 33/1a4y,
HO HE IPHUBEN MOSICHEHUH K X0y pellle-
Hust (0e3 cxeMbl U(pPOBAHS).

2 fajuta — CTYAEHT MOJHOCTBIO pa3o-
OpaJicsi B pEIICHUH 33]Ia4H

Habpannoe koinuecTBo 06a1yIoB COOTBETCTBYET OLICHKE 32 BBIITOJIHEHHE PAOOTHI:
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- MeHee 4 6alIJIOB — OIIEHKa «HEYI0BJIETBOPUTEIHLHOY» KOMIETEHIIHS He C(hOPMUPOBAHA;
- 0T 4 10 5 GayIOB — OIIEHKA «YAOBJIETBOPUTEIILHOY, TOPOTOBBIN YPOBEHb (POPMUPOBAHUS KOM-

METEHIINN;

- 0T 6 10 7 6ayI0OB — OILIEHKA «XOPOIIO», IPOJIBUHYTHIH YPOBEHb (HOPMUPOBAHHS KOMIIETEH-

W

- 8 6aJIIOB — OIIEHKA «OTIIMYHO», BBICOKUI YpOBEHb (POPMUPOBAHUS KOMIIETCHIIUT

TunoBoii BApMAaHT KOHTPOJIbHOH PadoThI

Ha KoHTpOnBHBIX paboTax CTyJeHTaM MpEeAaracTcs Cae ylonre TUIIOBIC 3a1aHHs:
Konmponvnas pavoma 1

Samauus

OTBETHI:

1.IIpuMeHss pacuIMpeHHBIH
anroput™m EBximaa:

a) Halitu d,x,y 1 KOTO-
PBIX BBITIOTHSACTCS

d =HO/[(a,b) =ax + by,
rae a=512; b=724

b) maittu ¥ g xKoToporo
BBIMIOJIHACTCS

8xmod 107

a) 4= HO/(512,724) = 512 *(—41) + 724 * 29, cnenoBaTenbHO
d=4,x=-41,y=29

b) Mocne mpuMeHEHHH PAaCIIMPEHHOT0 anropuTMa EBkinaa

d = HO/[(a,b) = ax + by, rne a =107,b =38.

Mzt nonyunm: 1= HO/(107,8) =107 *3 + 8* (-40),

BO3bMEM  YKa3aHHOEe BbIpakeHme 1o wmonymo 107,
(107 *3+8*(—40)) mod 107 = (8 *(—40)) mod 107 = g = —40 = 67

B  pesynbrate

2.ITocTpouTh KPUITOCH-
cremy RSA u 3akoaupyiite
yucio 7

YuciaoBble 3HAUYCHUS MOT'YT OTJIMYATBCA OT TEX, KOTOPHIC MPUBCACHLI B TaHHOM

pereHnu
Kpunrtocucrema RSA cTpouTtcs cnegyoomum oopa3om:
. CHaJaja BBIOMPAIOTCS ABA OOJBINNX MPOCTHIX YHCIA P H ¢
J erancasiem 1= pg u $(n)=(p—-1)g—-1)
. BBIOMpAETCsl OTKPBITBIM KIIOY HATypaJbHOE YHCIO € TakoH, dYTo
I<e<n-1y, KOTOPBIH SIBISIETCS] B3AUMHO ITPOCTBIM C ¢(n) = ( p— 1)(q - 1)
. BBIUMCIIIEM CEKpeTHBIH kmod d  Takod, uyro 1<d<n—-1 mn

ed =1mod ¢(n)
Jlns Toro 4ro6bl 3amudposars 6ok coobmenuss M (0 <M <n) mago BbIIOI-

HUTH crienytomue aeiicteus: C = M mod n
st Toro uroObl paciudposatsk 610k coobmernss C (0 < C < n) Hamo BHIOI-

nuTh crenytomme aeiicreus: M = ¢ modn
IToctpoum kpunrocucremy RSA u 3akoaupyem gucio 7
CTpouM KpUNTOCUCTEMY

. BEIOMpaeM p =3 u q=11;

o BeruncisieM 1 =33 u ¢(n) =20
. BeIOMpacMm e =3
. BeruucisieM d =7

st roro utoObl 3ammppoBats coobuienue M =7 Hajo BBIMOIHUTH CIEAYIOIUE
JIEWCTBUSI:

C=M°modn=7mod33=13

3. BerunciuTe

x=1 mod 4
x=3 mod 5
x=2 mod 7

Hanomuum nponecc Beruncnenus. ITycTs 3anaHo:

MHOYECTBO HATYPAJIBHBIX Yucen (11),M,,...,M; ) HE PABHBIX €IUHHUIIE, KOTOPBIE AB-
JITIOTCS TTOTIAPHO B3aMMHO MPOCTHIMHU

MHOXeCTBO HaTypaibHbix uncen (b;,b,,...,b, ). Cucrema cpaBHeHui

x=b; mod m,

x=b; mod m,
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mymy..m, =M mg,

UMEET pelleHHE
yucnma  Mgm

M M; =1 modm,
PaccMoTpuM Hallle ypaBHEHHE

M, =35M, =28, M5 =20; M| =3,M, =2,M;=6.
mym,ms = 140;

Xy =35%3*%1+28*2*3+20%6*2 =513

x=x, mod(mm,...m;); tne

M  onpenensercs W3 YCJIOBHUH

x=93
4. ChopmMyarpoBaTh anro- YucnoBble 3HaYEHUS MOTYT OTJIMYATHCS OT TEX, KOTOPHIE IIPUBEAEHBI B JAHHOM
put™ yctanoBku OLII peleHuu

DSA. Jlan TeKCT ¢ X311 3Ha-
YeHHMEM paBHBIM 5. Binoi-
HuTe yctaHoBKy OIIII
DSA. K nosnyueHHBIM pe-
3yNbTaTaM OPUMEHHTE MPO-
TOKOJI POBEPKU MOAMUCH

Cxema DSA cTpouTes cnenyomum odopazom:
CHaJaJsa BEIOMpaeTcs OONBIIOE IPOCTOE YHCIO P

BI)IGI/IpaeTCH IPOCTOC YUCIIO ¢ KOTOPOEC ABIACTCA ACIUTCIEM P -1

BbIOMpaeTCsl HaTypainbHOe uwmcino I, kortopoe( <t < p. Ecmu  uucno

rl

t ¥ =1mod p, To BHIOMpaeM Jpyroe uMCIO f. B mporuBHOM ciyuae
p-1

g=t 7% mod p.

BLI6I/IpaeTC$I HaTypaJIbHOC YUCIIO X

gyeMm 1< x<gq

> KOTOPOE€ ABJIACTCA CEKPETHBIM KJIFOUOM IIPU-

BEIUHCITeM y = g~ mod p

YcraHOBKa MOIUCH:
MPOBEpsieM BBIMOJHACTCS JIM YCJIOBUE JJIsl XdII 3HaYeHue m tekcra M, dro
O<m<gq

BBIOMpAeTCs HaTypallbHOE YHCIo K, (0 <k< q).

BRIUMCIseM k|, i KOTOPOTO BHINOJIHSETCS yclaoBue k * k 1 = 1mod q
BBIYKMCIISEM JIBA YUCJIA F M S 10 CIIEAYIOLIUM IIPaBHIIAM:

r= (gk mod p)modq u s= k_l(xr + m)modq

Ecnm He BeImonasorcsa yenoBusa 0 < r < ¢,0 < s < g HOMEHSANTe BXOIHBIE Tapa-

METPBHI.
Ioanucero sABIAETCA Iapa Yuces (r,s)
IIpoBepka noanucu
[IpenonokKum, 4T0 K HaM NpHIIo coodienne M ' ¢ xomm 3HadeHueM m' v moj-

! !

s
IIUCBIO ( ’ )
eciy XoTa 661 ogHO U3 yenosuil 0<r'<¢,0<s'<g He BBIIONHAETCA, TO HOJ-
IHCh CUUTACTCS HEACHCTBUTEBHON
-1

BBIYHUCIISEM V = (S’) mod g
BBIYUCIISIEM .
z, = (m'v)mod ¢
z, = (r'v)mod ¢
u= ((gz‘yzz )ymod p)modq

IpoBepseM ycioBre 7' = . ECIM OHO BBIIOJNHAETCA TO MOAINCH CUMTACTCS MOJI-
JIMHHOM a COO0IEeHNE —HEN3MEHEHHBIM.

JlaH TEeKCT ¢ X311 3HaUeHHeM paBHBIM 7. BrimonHuTe yctanoky D1IIT DSA.
Crpoum cxemy DSA

BeIOUpaeM p =23,g=11,t=3

BBIYKCIISIEM g = 3’mod23=9

BeIOMpaeM X =2

BBIYMCIIIEM Y = 92 mod 23 =12
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VcTaHOBKA MOAIKCH:
BeIOMpaeMm k =4
BBIYHCIISICM:

k=3

r=(9* mod 23)mod 11 =6
s=(3*(2%6+5))mod11 7
HO,HHI/ICLIO SABJIACTCA Mapa Yrucell (6,7)

I[TpoBepka noanucu
m=5 r=6 s'=17.

0<6<11, 0<7<1l
YCIOBHE

BBIYUCIIACM:

v=(s")"modg=7"mod11=8

z, = (m'v)mod g = (5*8)mod 11 =7

z, =(r'v)mod g = (6*8)mod 11 = 4

u= ((gzlyz2 )mod p)modq = ((97 *124)m0d 23)m0d11 =6

Ycnosue r'=u BBIIIOJIHCHO, ITIOANIMCH IOAJTMHHAA.

Jlaro

BBIIIOJTHACTCA

5. IlocTpouTh prOK3a4HyIO
KPHUITOCUCTEMY U 3aKOIH-
POBATh 3JIEMEHTHI MHOKE-
CTBa, KOTOPBIE COCTOST U3
ABOUYHBIX BEKTOPOB

(000,010,011,111)

YucnoBsle 3HAYEHUS MOTYT OTIMYAThCA OT T€X, KOTOPbIE NIPUBEICHBI B TAHHOM
pelieHuu

HanomuuM onucanue prok3a4HON KPUIITOCUCTEMBI.

Coznanue KpUnTOCUCTEMBI:

BBIOMpaeM cBepxpacTymuii Bektop A = (al ,...,an) - 3TO ceKpeTHas nHpopMmanus

n
BLIOMpaeM m W f, Takue 4to M > Zai u HO/[(m,t) =1 - 510 cexpernas un-
i=1
hopmarms
-1 -1
BEIUMCHIsEM [, Takoe uto ¢ *¢ =1mod m - 3To cexpeTHas uH(OpPMAIA
CTpoMM BekTop B = (bl,...,bn ), rne b; =ta;modm.. Bektop B - 5To OTKpbITas

UH(bOPMALKS U UCTIOIB3YeTCs, KaK KITF0Y 3alu(ppOBaHUsL.
udpposanue

Jano: Bektop B = (bl,...,b,, ), IBOWYHBIN BEKTOp X = (xl,...,xn )

mndp Berauciasiem C = B* X
Jemudponanue

-1
Jlano: sextop A =(ay,...,a, ), wucna C,t™",m.
-1
BBIUHCISIEM O = (C *t )mod m

pelIaeM 3a1a4y O PIOK3aKe (A,a)

PaCCMO’I‘pHM MPEAJIOKECHHOC 3a/IaHUC
C03HaHI/I€ KPUIITOCUCTCMBI:

BeIOEpeM A = (1,3,5),m =11,t= 5,t7l =9 - 3TO CEKPETHBIN KITFOY

BbUHCIUM B = (5,4,3).

TudpoBanne

Hano: Bektop B= (5,4,3), JBOMYHBIE BEKTOpA X| = (0,0,0);x2 = (0,1,0);
x; = (0,11} x, = (L,L,1)

nonyunmu mudp ¢; = 0;¢, =4c3 =T;¢, =12

6. Banomaiite addpuHHYyIO
KPHIITOCHCTEMY

£(x) = (ax +b)mod m, nya
pycckoro andasura. 13-
BECTHO, YTO B UCXOJJHOM
TEKCTE Yallle BCETO BCTpe-

Hawm Hano pemuts cucremy

10a + b =8mod 33 10a+b =17mod 33
14a+b=17mod33 " |14 +b = 8mod 33
OtmBer a=27 b=2uwm a=6 b=23

22




HarTcCA

KOBBIMHU HOMepamu 10 u
14, a B mM(ppoBaHHOM TEK-
CTe ¢ NOPSIIKOBBIMU HOMeE-
pamu 8 u 17.

CHUMBOJIbI C IOPAA-

7. BpINOJIHUTE Onepanuio
YMHOXXEHUS 0afiTOB B moJie

GF(2%),
3yetcs B anroputme AES.
x4+x+lnx4+x2+1 ®

KOTOpas UCIoJjb-

HHUEM OIICpannu XOR

Pemenue

AnropuT™ onepupyeT 0aiiTaMu, KOTOpbIE pacCMaTPHBAIOTCS KaK AJIEMEHTHI KO-
Hewynoro mons GF(2%). Tlockombky GaiiTel onmepupyroT B mone GF(2%), To 3a-

JIaHBI OTICPAIINH CIIOKCHHS M yMHOXKEHHSL:
® CIIOKCHHE - CYTh oTepanus mopaspsgaoro XOR .

YMHOXKEHHE - 3TO ONepalys yMHOKEHHUsI MHOTOWIEHOB CO B3SITHEM pe3yib-
TaTa 10 MOJYJI0 HEKOTOPOTO HEIIPUBOJMMOTO MHOTOWIEHA ((X) W MCIOIb30Ba-

TIpY IPUBEICHUH MTOTOOHBIX WIEHOB. B KadecTBe HETIpHUBO-
JUMOI0 MHOTOUJIEHa @(X) = Bt +x+1.

((x4+x+1)*(x4+x2+1)) mod(x8+x4+x3+x+1):x6+x5+x4+x2.

Kpurepun onenuBanus

Homep | Kputepun ITxana oueHUBaHUS

3aauu

1 3nameo: MCTOAbBI 3allIUThI I/IH(l)OpMaLII/II/I, HEKOTOPBIC KPHUIITO- 0 6au1oB — CTYACHT NOJIHOCTBIO HE-

rpadguIecKue anropUTMBbI

Ymems: peanu3oBeIBaTh HEKOTOPHIC KPUITOrpapHUCCKUE all-
TOPUTMBI, YMETh BBITIOJHATH Mepeady WIH TeHEPAIHIO KITIO-
Yeil.

Brademv nasvikamu: BBEYMCIATL X3II 3HAYCHHE, CO3JaBaTh

ST

BEPHO PEIINI 33/1a9y
1 6am — cTyACHT BEPHO PELIUI OAHY
nozazagavy.

2 Gayia — CTYJeHT HOJTHOCTBIO pa3o-
OpaJicsi B peIlICHUH 3a7a4u

2 3namv: MeTonbl 3amuThl HHGOPMAIMU, HEKOTOpPhIe KpUnTo- | 0 0a/UI0B — CTYCHT MOJHOCTHIO He-
rpadudecKue aaropuTMbl BEPHO PEII 33434y
Ymems: peannzoBeIBaTH HEKOTOpPHIE KpUNITOTpaduueckue an- | 1 6ant — cTyIeHT BEPHO PEIINI 3a1aqy,
TOPUTMBI, YMETh BEITIOJHATE MIepeady WM TeHEpaIiio KIII0- | HO He MPHUBEN MOSCHEHUH K X0y perie-
Yei. HUS WA JOITyCTHII BEIYUCITUTEIHHYIO
Braoemv nagvixamu: BRMHCIATH X311 3HAYCHHUE, CO3MaBaTh | OMIHOKY.
U 2 0amma — CTYAEHT MOJHOCTBIO pazo-
OpaJicsi B peIICHUH 3aJa9l
3 3namv: MeToNbl 3amUTH HH(GOpPMAIMK, HEKOTOphIe KpUnTo- | 0 6aioB — CTYyCHT NOJHOCTHIO He-
rpadudecKue aaropuTMbl BEPHO PEII 33434y
Ymemuw: peanu3oBbiBaTh HEKOTOpBIE Kpunrorpaduueckue an- | 1 6amn — CTyJeHT BEPHO PEelInI 33/1a4y,
TOPUTMBI, YMETh BBITIONHATE Mepefavy WM TeHEepaIfio K- | HO He MPHUBEN MOSCHEHUH K X0y pelle-
Yel. HUSI WM JOMTYCTHII BEIYUCIUTEIbHYIO
Brademv masvikamu: BBIYHACIATH X3II 3HAUEHHE, CO3/1aBaTh | OMIMOKY.
SUIT 2 6amia — CTy/ICHT TOJHOCTHIO Pa3o-
OpaJicsi B peIICHUH 339U
4 3namv: MeTonbl 3alUTHl HH(GOPMAIMK, HEKOTOphIe KpUnTo- | 0 0a/IoB — CTYICHT NOJHOCTHIO He-
rpau9ecKue anropuTMbI BEpHO pelIn 3a1auy
Ymems: peannzoBeIBaTh HEKOTOPHIC KpUNITOTpaduueckue an- | 1 6aiut — CcTyIeHT BEPHO PEIIWII 33134y,
TOPUTMBI, YMETb BBINIOJHATh NEpeaady Uil FeHepaluio K- | HO He NMPUBEI MOSICHEHUH K X0y pelie-
Yei. HUS WA JOITyCTHII BEIYUCITUTEIBHYIO
Bnademv Hasvikamu: BBIYUCIATH XOII 3HAYCHHE, CO3/aBaTh | OIIHOKY.
OUIT 2 6amia — CTy/ICHT TIOJHOCTHIO Pa3o-
OpaJicsi B peIIeHUH 33]1auH
5 3namv: MeTOABI 3aUTH UHPOPMAITUH, HEKOTOPhIe KpUMTo- | 0 6aJUIOB — CTYACHT MOJHOCTHIO He-
rpadugecKue aaropuTMbI BEPHO eI 3aJa9y
Ymems: peannzoBeIBaTH HEKOTOPHIE KpUNITOTpadguyueckue ai- | 1 6amt — cTyIeHT BEPHO PEIIiI 3a1ady,
TOPUTMBI, YMETh BBITIONHATE Mepeaady WM TeHepaIio K- | HO He MPHUBEN MOSCHEHUH K X0y perie-
yeil. HUSL.
Bradems naevikamu: BBIUUCIATH XOII 3HAUCHME, CO3/aBaTh | 2 Oajuia — CTYIEHT MOJHOCTHIO pa3o-
OIII Opajicsl B peIICHUH 3aa4ul
6 3uams: Metonpl 3amnThl MHGOpPMAUK, HEKOTOpbIe KpUNnTo- | 0 6AJIOB — CTYAEHT MOJHOCTHIO He-

rpajuyecKue aIropuTMEI

BEPHO peIIni 3aJauy

23




Ymemuw: peann3oBeIBaTh HEKOTOPBIE KpUNTOrpaduueckue an- | 2 6amia — CTyAEHT MOJIHOCTBIO pa3o-
TOPUTMBI, YMETh BBIIIOJIHATE NE€PEAavy WM IeHEepaluio Kfo- | OpaJics B pelIeHUH 3a/1auu

Yeu.
sza()emb HAeblIKaMu:. BBIYHUCJIATH XOII 3HAYCHHC, CO3/1aBaThb
ST
7 3Hamb: METOAbI 3allIUTHI I/IH(l)OpMaHI/II/I, HeKOTOpLIe KpI/IHTO- 0 621J'IJ'IOB — CTyZ[eHT IIOJTHOCTBIO HC-
rpaq)nqecm/le aHFOpI/ITMBI BepHO peIlII/IJ'I 3az(aqy

Ymemuw: peann3oBeIBaTh HEKOTOPBIE KpUNTOrpaduueckue an- | 1 6amt — cTyJeHT BEPHO PEIInII 33/1a4y,
TOPUTMBI, YMETh BBITIOJIHSATE NEpeady MM TCHEPAIMIO KO- | HO HE IPUBET MOSICHEHUH K X0y pelte-

qeil. HHS WM IOIIYCTHII BEIYHCIUTEIBHYIO
Braoemv nasvikamu: BBEMHCIATH X3LI 3HAYCHHE, CO3/ABATh | OIIMOKY.
SUIT 2 Gaiia — CTYyJeHT HOJTHOCTBIO Pa3o-

OpaJicsi B pelIeHIH 3a1aqu

MakcnmanbHOE KOJIHIECTBO 0aioB -14 6anios
HaGpaHHoe Kosr4yecTBO 0ajoB COOTBETCTBYET OLICHKHU 32 KOHTPOJILHYIO paboTy:
PaccmotpuMm GopMupoBaHHEe KOMIIETCHIIUH U OLICHKH:
-MeHee 6 0aJIOB KOMIIETEHIIHSI He C(hOPMHUPOBaHA — OIIEHKA «HEY/JOBJICTBOPUTEIHHON;
-oT 6 no 10 GayuloB — TOPOTrOBBIA YPOBEHb (POPMUPOBAHHS KOMIICTEHIIMH - OLIEHKA «YIOBIICTBOPH-
TEJBHOY;
-or 11 10 12 6ana0B — NPOJABUHYTHIN YpOBEHb (YOPMHUPOBAHHUS KOMIIETEHIIUH - OLIEHKA «XOPOILIOY ;
- ot 13 mo 14 6amnoB — BEICOKHIT YpOBEHb ()OPMHUPOBAHUS KOMITETCHIINH - OIICHKA «OTIMIHOY.

Konmponvnas paboma 2
3agaHust OTBETHI:
1. Ectb Tpu monb3oBaTens | UKCIOBbIC 3HAUCHHS MOTYT OTJIMYATHCS OT TEX, KOTOPBIC IPUBEICHBI B TAHHOM pe-
A,B n C ucrionb3ys npo- | WIEHUH
Tokxon DIFFIE- 1.ITonb3oBarenu A,B u C BBIOMPAIOT B OTKPBITOM AOCTYIE OOJIBIIOE MPOCTOE

HELLMAN crenepupyiite | uucio nug.Ilyctb n=13ug=2
00N CEKPETHBIN KITIOY

2. Tlone3osarens 4 BeiGHpaet ciiydaiiHOe GONBIIOE HATYPAIBHOE YHCIO X H OT-
IPABJISET MONB30BaTeN0 B Benmmuuny X = g mod n;

ITycte x=5uX =6

3. Monk3oBatens B Bribupaer ciyuaiinoe GoJIbIIOE HATYPATEHOE YHCIIO Y wor-
npasiser nonb3oparemo C BemumuuHy Y = g” mod n;

Ilycte y=TuY =11

4. ITons3oBarens C BeIOMpAET caydailHOE OOJBIIOE HATYpaTbHOE YUCIO Z U OT-
npaguser nonp3osaremo A Benmunny Z = g mod n;

IMycts z=3uZ =28

5. TombsoBatens 4 ormpaBiaser monb3oBaTENI0 B CHEIYIONIYIO BETHUHHY
Z'=Z"mod n;Beuucasem Z' =8 mod 13 =8

6. Tlonp3oBaTens B OTHpaBISIET IOJE30BATEIIO c CIICAYIOUIYIO BEIUYUHY
X'=X”mod n;Beuucnsem X' '=6"mod 13=7

7. Tlonp3oBatenms C OTHPAaBISIET IOJNB30BATENI0 A CICAYIONIYIO BEIHYUHY
Y'=Y"mod n;Bemucusem ¥Y' =11 mod 13=5

8. Ilonb3oBatens A BeIUHMCIAET Beauuuny & =Y'“ mod n;

Boruncisiem & =5 mod 13=35

9. Ilonp3oBatens B BBYUCISET BEIUYUHY k=27"mod n.

Borucisiem & =8 mod 13 =5
10. Toms3osarens € Borumcnser BEIIUYUHY k=X"*mod n.
Boruucnsem &k =7°mod 13=5

Monyunmu k =k=k =5
2. Ectb JBa mosb3oBatens | UWCIOBbIE 3HAYCHHS MOTYT OTJIIMYATHCS OT TEX, KOTOPHIE IPUBEACHBI B IAHHOM pe-
ICHHH

Ay B HCTIOJIB3YS IPOTO-
xosn MTI crenepupyiite
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OOILIMI CEKPETHBIN KITIOY,
eciu usBectHo, uto 1 =17

1.ITonb30oBaresn A ¥ B BBHIOMPAIOT B OTKPHITOM JIOCTYIE OOJIBLIOE IPOCTOE YHUCIIO
nug,rae g oOpasylouuil 3JIeMEHT MYJIbTUIUIMKATUBHOM IpyInbl Z ; .

[ycte n=17ug =3

2. Tome3oatern A wu B jomxbl cremepupoBaTh CekpeTHble KIIOUH d,
1<a<n-2, u b, 1<b<n-2, cOOTBETCTBEHHO, U MYOIUKYIOT CBOU OTKPHITHIC
kimoun z, =g modn u z; = g’ modn ;

Iycts Iomesoatenms 4 remepupyer wuwmeno a=2 wu  myOmmkyer
Zy= 32mod17 =9, COOTBETCTBEHHO MONB30BaATENL B TeHepUpyeT uucio b=3 u
nyONuKyeT zp = 3*mod17 =10 ;

3. Mons3oatens 4 BriGupaer cryuaitnoe HaTypanbHOE unciao X, 1<x<n—2 u
OTIpaBIIseT Noab30BatTeto B Bemmumny X = g* mod n;

IlycTh nons3oBatens 4 remepupyer uncio x =4 u OTHPABISET NOJIb30BaTeII0 B
BennunHy X = 3*mod 17=13;

4. Tlone3oBarenb B BbIOMpaeT cily4aiiHOe OOJBIIOE HATypajbHOE YUCIO Y,
1<y <n-2 uornpasiser nois3osatento A Bemumuuny ¥ = g” mod n;

[TycTs monmb3oBaTens B TeHEPUPYET YUCIO ¥ =5 W OTHPABISET MOJIH30BATEIIO BE-
mmamny ¥ =3 mod 17=5;

5. Tonb3oBatens A BbMUCIAET BenmduHy k =Y “zz modn
ITycts monp3oBaTens A4  Ha HACTOSLIMH MOMEHT 3HAeT  BEIUYHHBI

n,g,a,z 4,25,%,X,Y
824 Zp AL [Tosp30BaTeb A BBIYHCIISICT BEITUYHHY

k=(rz5Jmod n=(5210*)mod17 = (15%10000 )mod 17 =15
6. [ons3oBatens B Berumcnser Bemmumny k=X bzﬁ mod 7.

Ilycts  moisb30Barenb B wa mHacrosumii  MOMEHT 3HAET  BENMYMHBL:
n,g,b,z4,z5,y,X,Y . ITons3oBaTenn B BBIYUCJISIET BEJIUYUHY

k=(x"2Jmod n=(13°")mod 17 = (2197 *59049 )mod 17 =15
IMomyunmu k=k=15

3.IlocTpoiiTe peructp (LLY)
. . BEKTOP MHUIMATU3AINH PETUCTp CABHUra
C/BUTA C JIMHEHHOH 0Opar-
HOI>'I CBSI3BIO C aCCOI_[I/II/IpO— LFSR Cocrosiaue perucTpa BLIXO,H
BaHHBIM MHOTOYJICHOM uTepanusi | COCTOSIHHE
x® + x+1 ¥ BBIIHIIEM CO- e 0 ‘;fq crafo
CTOSIHUE PETUCTpPA, €CIIN OH 1 011 1
ObUT MHULINATU3UPOBAH 5 101 1
BEKTOPOM (1 1 1) . 3 010 1
4 001 0
5 100 1
6 110 0
7 111 0
4.Toctpotite 10 butHytO UucnoBble 3HAYEHHSI MOTYT OTINYAThCS OT TEX, KOTOpPhIE IPUBEJCHBI B JAHHOM
IICEBIOCITyUaiiHy0 noce- peleHnu
JIOBATEIILHOCTD C TIOMO- Hamomaum, a0 RSA-reHepaTop CTpouTCs CIeayONuM 00pa3oM:
uipio RSA-reneparopa. ® BEIOMpacM Py 9 . npa Gonbumx MIPOCTHIX YHCIIA IPUMEPHO OJMHAKOBOTO pa3-
#*
Mepa P74 ;

n= n=(p-g-1.
® BBIUHCIISIEM YHUCTIO P4y yucno p(m =(p-g-1) 5
e BLIOMpAEeM CIydaiiHOE HATYPaIbHOE YHCIO €, KOTOpOE ABISIOTCSA B3aUMHO ITPO-

n
CTBIM C ol );
e BEIOMpaeM B Ka4eCTBE CTApTOBOTO YMCIIAa TEHEepaTopa CIydaiHOE HATypalabHOE

anco X0 (1<x, <n)

® FCKOMOM nocjaCca0BaTCIIbHOCTBIO our ,HHHHOﬁ m 6yﬂCT SIBJIATBHCS IIOCJIICA0OBATCIIb-
HOCTb

>
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RS4, ,(xo) = bobiby ..b; ... by, D ——

_ €
Xi Xip =X mod .

Toctpomnm 10 GuTHYIO NICeBROCTYHAIiHYIO II0CIEA0BATENLHOCTD
=3 0 d= 11
o Brruncium n=pq= 33 u Q)(ﬂ) = (P_l)(q_l) =20 .

e B kauecTBe € BO3BMEM YHCIIO 3.

e IIyctn

xy =14.
e B kauecTBe CTApTOBOrO YKCIa FreHepaTopa

e B kauecTBe 3JIEMEHTOB HCCBHOCJ’Iy‘laﬁHOﬁ OCJICAOBATCIIbHOCTHU 6yz[eM 6paTI>

. . X;y = x; modn.
MJIAUIMA OUT B ABOMYHOI 3aIIMCH IUCE

B pesynbrare nosryduiv nocne0BareabHoCTh RSA;5 1, (14) = 0100010001 .

5. Co3paiite KOMOMHUPYIO-
U TEeHepaTop, COCTOs-
MU U3 JBYX PETUCTPOB
CIIBUTA C NTUHEHON o0Opart-
HOM CBSI3BIO.

IlepBelii peructp ¢ accouu-
HPOBAaHHBIM MHOTOYJICHOM

6
XU+ X+l o Gpim urpmIa-
JIU3UPOBAH BCKTOPOM
ALLLLLD - pvon pern-
crpa Vi

Bropoii peructp ¢ accouu-
HPOBAaHHBIM MHOTOYJICHOM

3

¥ +x+1 oy Gpur wEnMIMa-
JIM3MPOBAH BEKTOPOM
(1’1’1)

Beixon perucrpa
Ya-

B kauectBe KOMOMHHpYIO-
meid  QYHKIMM BO3BMEM
Sya) =3y,
[MocTpoiite 7 buTHYIO
IICEBJOCIyYaliHYIO 10CIe-
JIOBaTENbHOCTh

HanoMuNM, 9TO KOMOMHHUPYIOIIHN TeHEPaToOp MPOMLTIOCTPHPOBATE CICTYIOMICH
cxemMou

HES B HERHRE KOMOHHe

pyeouiras devsznsa Hy.vy)

- ——

LF5R-2

f -

_LFSR.I |

Pemenue
e [IepBblil peructp

—
—=
—D
CocTostHUE PETUCTPa | BBIXOJ CocTosiHuE PETHCTPA | BBIXOJ
urepanus COCTOsIHHE urepanus COCTOsIHHE
per. cTano Y- per. crano Y-
0 111111 4 101011 1
1 011111 1 5 010101 1
2 101111 1 6 101010 1
3 010111 1 7 110101 0
e Bropoii peructp
=
CocTrosiHHE PETHCTPa | BBIXOJ CocrosiHHE PETHCTPa | BBIXOJ
urepanust COCTOSIHHUE urepanust COCTOSIHHUE
per. crano Ya- per. crano Ya-
0 111 4 001 0
1 011 1 5 100 1
2 101 1 6 110 0
3 010 1 7 111 0

B pesynbrare nosyuum nocaegoparenbHocts 1110100

KpI/ITe PN OLICHUMBAHUS

Howmep | Kpurepuu [ITxana oneHUBaHUA

3aJ1a9A

1 3namv: MeTomBI 3aUTH UHPOPMAITUH, HEKOTOPBIe KpUNTo- | 0 OaioB — CTYACHT IIOJIHOCTHIO HE
rpaduyecKue aIropUTMBI BEPHO PELINII 33/1a4y
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Ymems: peanu3oBeIBaTh HEKOTOPHIC KPUOTOTPAPHUCCKUE all-
TOPUTMBI, YMETH BBITIOJHATH MEpefavy UiId TeHepaluio Kio-
Yeil.

Brademv nagvikamu: BEIYACIATH XOIII 3HAYCHUE, CO37aBaTh
OIIT

1 Gat — CTYIEeHT BEpHO pelui 3a/ady,
HO ObLIa JOIyIIEeHa BBIYHMCIUTEIbHASL
ommoKa.

2 Gaya — CTYJeHT IOJIHOCTBIO Pa3o-
OpaJics B pellICHUH 3aJa4ul

3namv: MeTONbI 3aIUTHl HH(GOPMAIIMU, HEKOTOPBIC KPUITO-
rpau4ecKue aaropuTMbI

Ymemw: peanu3oBbiBaTh HEKOTOPBIE KpUNTOrpadHuecKue ai-
TOPUTMBI, YMETh BBITIOJIHSITH MEPeiady WM TeHEPALHIO KITHO-
e,

Bnaoemv Hagvikamu: BBMUCHATH XOII 3HAYEHHE, CO3ABAThH
DI

0 0aioOB — CTYIEHT IOJHOCTHIO HE
BEPHO PEIINII 33/1a9y

1 Gamm — CTYAEHT BEpHO PEIIN 3a1ady,
HO ObUIa [ONYyLICHa BBIYUCIHUTENbHAS
ommoKa.

2 Gaiia — CTYJeHT HOJTHOCTBIO Pa3o-
OpaJicsi B pelIeHIH 3aaqu

3namo: METOIBI 3aIMUTHl MH(POPMAINH, HEKOTOPBIE KPHIITO-
rpaduaecKue aaropuTMbI

Ymemuw: peann3oBeiBaTh HEKOTOpBIE KpUNTOrpaduuecKue ai-
TOPUTMBI, YMETh BBIIOJIHATE Nlepeiady WM TeHEPaHIo KITo-
yei.

Bradems magvikamu: BBIYUCIATH X3UI 3HAYCHUE, CO3]ABaTh

ST

0 6a1I0B — CTYJCHT MOJIHOCTHIO He-
BEPHO PEIIWI 33/1a9y

1 Gay1 — cTyI€HT BEPHO Pelu 3aaauy,
HO HE IPUBEJ MOSICHEHUH K X0y peliie-
HHUSL

2 Gamia — CTyICHT TOJHOCTHIO Pa3o-
OpaJicsi B peIICHUH 3a]]auu

3nams: Meronpl 3amuThl UHGOPMALUK, HEKOTOPbIE KPHUIITO-
rpaduIecKue anropuTMEI

Ymemuw: peann3oBeIBaTh HEKOTOPBIE KpUITOTPAdHIECKHE all-
TOPUTMBI, YMETH BBIIOJIHSATH NIEpeiady MM TeHEPAIHIO KITO-
Yei.

Brademv naevikamu: BBIYUCIATH XOII 3HAUYEHHE, CO3/1aBaTh
OUIT

0 GayToB — CTYJEHT MOJHOCTHIO He-
BEPHO PEIIWI 33/1a4y

1 6asa — CTYACHT BEPHO PEIII 33124y,
HO HE IPHUBEN MOSICHEHUH K XO/1y peliie-
HUSL.

2 Gaa — CTYACHT MOJHOCTHIO Pa3o-
OpaJicsi B pellICHUH 33]a49u

3name: Metopl 3auThl UHOOPMALIUK, HEKOTOPbIE KPHUIITO-
rpaduuecKue aaropuTMbI

Ymemu: peanu3oBbIBaTh HEKOTOPBIE KPUITOTpadHUECKHE all-
TOPUTMBI, YMETD BBITIOJIHATE MEpeaavy Wi Ir¢HEpaluio Kiro-
ye.

Bradems nagvikamu: BBIYMACISTH X3MI 3HAYCHHUE, CO3IABATH

ST

(0 6asI0B — CTYJCHT MOJHOCTHIO He-
BEPHO eI 3a1a4y

1 6am — cTyIGHT BEPHO PELINI 3a/1ady,
HO He MPHUBEJ NMOSCHEHUM K X0y pelie-
HUA.

2 Gaiia — CTYJeHT HOJIHOCTHIO Pa3o-
OpaJicsi B pelIeHUH 3a]]auu

MaxkcuMainbsHOe KOJIH4ecTBO 0aioB -10 6aiios
HabpanHoe konn4ecTBO 6allioB COOTBETCTBYET OLIEHKH 32 KOHTPOJIBHYIO paboTy:
PaccmoTpum popMHUpOBaHHE KOMIIETCHIIMA U OI[CHKH
-MeHee 5 0ayIoB KOMIETEeHIIUS He ChOPMUPOBAaHA — OLIEHKA «HEYAOBIETBOPUTEIILHOY;
-0T 6 10 7 6aJUTOB — MOPOTOBBIN yPOBEHb (POPMUPOBAHKS KOMITETCHIINH - OIICHKA «YIOBJICTBOPUTEIILHOY;
- oT 8 10 9 6a/IOB — MPOABHHYTHIA YPOBEHb (HOPMHUPOBAHHUS KOMIICTCHIIUH - OLIEHKA «XOPOIIIOY ;
- 10 6anmoB — BBICOKHI YpOBEHb (POPMHUPOBAHUS KOMITETCHIINH - OIIECHKA «OTIHIHOY.

Tect s CaMOIIPOBEPKH 110 pe3yjJbTaTaM OCBOCHHUSA TUCHMIIMHBI.

(mposepka [1K-2)
Bonpoc 1 CTaTU4HBIN KIIIOY — 3TO
1) KIIr0Y, KOTOPBIN MCHOJIB3YETCs B TEYEHUE OOJIBIIOTO TIEPHOJIa BPEMEHH.
2) KIIIOY IPUMEHSIETCS JIMIIb MaJoe BPeMsl, OT HECKOJIbKHX CEKYHJ 10 OHOTO JTHSL.
3) K104, KOTOPBIH UCIIOJIB3YETCS B TEUEHHE OJJHOTO PayH/a B aJrOPUTME IHU(PPOBAHMUS.
Bonpoc 2 CeaHCOBBIN KITHOY — 3TO
1) K04, KOTOPBIH HCHOIB3YETCS B T€UCHUE OOJBIIOTO MEPHO/Ia BPEMEHH.
2) KJII0Y IPUMEHSETCS JIUIIb Majloe BpeMsl, OT HECKOJIBKHX CEKYH/I 10 OJHOTO JHS.
3) K104, KOTOPBIH UCIIOJIB3YETCS B TEUEHHE OJJHOTO PayH/a B aJrOPUTME IHU(PPOBAHMUS.
Bonpoc 3 OTKphITOE pacnpenesieHue KI4ei
1) TO3BONIAET ABYM MOJIB30BATEISIM BEIpabOTaTh OOIMINIA CEKPETHBIN KIIFOY IIyTeM JHHAMHYECKOTO B3a-
MMOJICUCTBUS Ha OCHOBE OOMEHA OTKPBITBIMU COOOIICHUSAMH 0e3 KakoW-TuO0 oOmIeil ceKpeTHOM
nHpOPMaNNH, paclpeesIeHHOH 3apaHee.
2) KIIIOY HAXOJHUTCS B OTKPBITOM JOCTYTIE
Bomnpoc 4 Kakas cxema 0ToOpa)keHa Ha PUCYHKE
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1) cxema Deiicrens. |.-"-..| T B..|.|

2) cxema SP-ceTs. i

3) cxema KBajapaT _.Iil_”_u"—lm_l
S
wra

| Ay Bi

Bonpoc 5 Kakasi cxema oToOpakeHa Ha PUCYHKE

1) cxema ®@eiicrens. | OmpuTRE T i

2) cxema SP-cets.

3) cxema KBajpar —_—r e ,
tavenn | uf
' LY z

TlepecTapbRES I‘ R Iy o

| v
¥

Hlsdp |

Bomnpoc 6 Kakas kpuntocuctema muppoBaHUs OMUCHIBACTCS POPMYIIO f(x) =+ b)mod m
1) xpunrocucrema Llesaps
2) kpunrocucrema RC6
3) xpunrocuctema AES
Bonpoc 7 Kakas  kpunrtocucremMa  ImM(GPOBaHUS  ONKCHIBaeTCsA  (OpPMYIOi
f(x)=(ax+b)mod m
1) Addunnas kpunrocucreMa
2) Kpunrocuctema RC6
3) xpunrocucrema AES
Bonpoc 8 biiounoe mudpoBanue -

1) BoaTOM Cilydae UCXOHOE COOOIIEHHE Pa3OUBAIOTCS HA OIOKH (DUKCHPOBAHHON Pa3MEPHOCTH, KOTO-
pBI€ TOTOM M MIN(PYIOTCSL.

2) B ITOM CilydYae UCXOJHOE COOOIIEHHE MHPPYIOTCS TIOOUTOBO
3) B O9TOM ciyyae pa3Mep KIIOYa PaBeH pasMepy UCXOJHOTO COOOIIeHNUs
x=1mod5

Bonpoc 9 Haiinure x [u1st KOTOPOTO BBINOJIHAETCS
x=2mod7

Bribepure oTBeT

1) 3.

2) 16

3) 12
Bonpoc 10 AnropuTmsl MK(POBAHUSA C OTKPHITHIM KIIFOYOM — 3TO CUCTEMA
Bribepure oTBeT

1) B KOTOPBIX KIIFOY pacuIn(poBaHUs TPYIHO HAWTH a)e MPU U3BECTHOM KITI04e MH(POBaHUSL
2) B KOTOPHBIX KIIFOY pacIIn(pOBAHMUS JIETKO HAXOJUTCS MO KIIOTY IU(PPOBaHUS
3) B KOTOPBIX KJIFOY pacii(pOBaHMsI COBIAAAET C KIFOUOM IMU(POBAHHS

Bompoc 11 3ammdpyiite uncno 5 kpuntocuctemoir RSA, ecnu 3agano
® T[IPOCTBHIC YUCJIA p=3 U g=7;
e  KIIIOY HU(PPOBaHUA (OTKPBITHIN KIIOY) e=5
BriGepure otBeT
1) 17
2) 2
3) 25
Bompoc 12 B kakoii KpunrocucreMe anroputm mudpoBanus 6510ka X 3amgaercs GopMynoi
C=X°modn, TIe
®  1—3TO YHUCIIO, KOTOPOE TMoTydaeTcs u3 Gopmymsl n=p*q,31eCh p U ¢ TPOCTHIC
YHUCIIA;
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® ¢-D3TO OTKPBHITBIA KIHOY IIH(PPOBAHUSA, KOTOPBIA YIOBIETBOPSET YCIOBHIO
HO/l(e,p(n))=1,rae o(n)=(p-1)*(g-1).

1) Kpunrocuctema RSA
2) Kpunrocucrema RC6
3) xpunrocuctema AES

IIpaBUIbHBIE OTBETHI

Bonpoc Ne Bapuant Bomnpoc Ne Bapuant Bonpoc Ne | Bapuant
OTBETA OTBETA OTBETa
1 1 5 2 9 2
2 2 6 1 10 1
3 1 7 1 11 1
4 1 8 1 12 1

Kasxp1ii TpaBHIIBHBIN OTBET OIleHUBaeTCs B 1 6at.

Habpannoe konmdectBo 0amoB 12 cooTBeTCTBYET (POPMHUPOBAHUIO IIPOBEPSIEMON KOMIIE-
TEHIIMH Ha BEICOKOM ypoBHE, 9-11 GaioB — Ha MpOABUHYTOM ypOBHE, 5-8 0aJJI0B — HA TOPOTOBOM
YpOBHE, MEHEe 5 0alIOB — HUXKE MOPOrOBOTO YPOBHSI.

Cnmcok 3agaHuil K 3K3aMeHy

Ha »x3amene mpoepsieTcsi cOPMUPOBAHHOCTh 3HAHUH, YMEHUH M HABBIKOB B COOTBET-
crBHM ¢ KomrieTeHmsaMu 11K-2.

DK3aMeH MPOBOAMUTCS B YCTHOU (DOpME M BBICTABIISIETCS TIO UTOTaM OTBETOB, JJAHHBIX CTY-
JIEHTOM Ha JIBa TEOPETUUYECKUX U OJUH NpaKTHUeCcKuil Bompoc. CIHCOK TEOPETUUECKUX BOIIPOCOB
K DK3aMeHY 3apaHee JOCTYIEH IS CTYIeHTOB. B Ouiere mpucyTcTBYeT OJIMH MPAKTUYECKUN BO-
MPOC, aHAJIOTUYHBIN pacCMOTPEHHBIM B KypcCe.

Hepe‘-{I/ICJ'II/IM CIIMCOK BOIIPOCOB BEIHOCHUMBIX Ha 5K3aMCH

1. Omnpenenenne nHGpoOpMalny, JaHHBIX, 3HaHUH. Onpexnenenue O6ezonacHocTH. HecaHKIIMOHUPOBAHHBIH 10~
CTYIIL.
2. udposanue. TpynoemrocTs aemmuppoBanus. CumMerpranbie mudpel. Cxema Deiicrens, SP-cets. Pe-

JKUMBI IuQpoBaHusi. Hekoropsie ncropuueckue anroputmsl (anroputmsl Liesapst, Biskuepa).
3. Anroputmbel AES, T'oct 28147-89,
4. Anroputrmbel DES, Serpent,
5. Anropurmel RC6, Mars

6. Kpunroananus

7. AcuMmMeTrpudHble TIH(PEI, MUGPHI ¢ OTKPBITHIM KIIIOYOM. est OTKPBITBIX KIIIOYEH U MPEHMYIIECTBa UX.
Anroputm Pabuna. Anroputm RSA. Anroputm Dne-Iamans

8. Prok3aunas kpunrocurema. IT10THBIN prok3ax.

9. Kpunrocucrema Pabuna. Kpunrocucrema Yunesamca. Kpunrocucrema Buisemca.

10. Onexrponusie g possie noanucu. DIIIT RSA, DIIIT DSA, SIIIT 'oct

11. 3amava qUCKPETHOTO Jorapu(MUPOBaHUS, 3a1a9a Pa3IoKeHII Ha MHOXKUTeH. Mainas teopema @epma. Pac-

HIMPEHHBIN anroput™ EBximaa. Pemurs ) = a’ mod p

12. I'eneparops! ciydaiiHBIX 1 TIceBOCTy4aiHbIX yucen. Kpunrorpapuueckue I'TICY, ux cBoiicTsa.
13. I'eneparop LFSR, u ero momudukaruu. Banom LFSR.

14.  AnnuruBHBIE F€HEPATOPHI, CTOXACTUUECKUE TeHepaTopsbl, reneparopsl RSA u BBS.

15. Buapl notounsix mm¢pos. Anropurmsr AS, RC4.

16.  Xom-pynknuu. CBoiicTBa KpUNITOrpaQUIECKUX X31I-()yHKIIUH.

17. Xom-pynkuuun MDS, SHATL.

18. JlokazaTenbCcTBO C HyJIEBBIM 3HAHHUEM.

19. [IpoBepka yucen Ha MPOCTOTY.

20. Haxoaenne MyJIbTUTIIMKATHBHOTO DJIEMEHTA.
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Kputepuu onieHnBanus SK3aMeHa:

«2» - n1oxo(komnemenyus He CQhOPMUPOBAHA):

Teoperuueckuii BOmpoc: CTyJIEHT HE paCKpbLI TEOPETUUYECKUI BOIIPOC, Ha 3a/JaHHBIE IK3a-
MEHATOpPaMH BOIIPOCHI HE CMOT JaTh YAOBJICTBOPUTEIILHBIN OTBET.

[IpakTuueckuii Bompoc: CTyIEHT HE MOHSUT CMBICIIAa TEKCTA (33a4u), HE CMOT BBITIOJIHUTH
3ananus. Ha 3aaHHbIe SK3aMEHATOPOM BOTIPOCHI OTBETUII HEYIOBIECTBOPUTEIBHO, HE MTPOIEMOH-
CTpUpOBall CQOPMUPOBAHHOCTD TPEOYIOIIMXCS U1 BBIMOIHEHUS 3aJaHUI 3HaHUN 1 yMeHui. Mnu
CTYJCHT TIOHSUI OT/ACIBHBIC IETATH TEKCTa, HO HE €r0 OCHOBHOW CMBICI, 3a/I1aHUs BBITTOJIHUI He-
MPaBUIIbHO, HA 3aJJaHHbIE K3aMEHATOPOM BOIPOCHI OTBETHJI HEYJOBIETBOPUTEILHO, HE MpOJIe-
MOHCTPHUPOBaT CPOPMHUPOBAHHOCTH TPEOYIOIIUXCS JIJIsl BBIMIOTHCHUS 3a/IaHUN YMEHUH.

«3» - yoosnemeopumenbHo (KomnemeHyus. CoOpMuposana Ha nopo208oM ypoGHe):

Teopernueckuii BOMpOC: CTYJSHT CMOT C IIOMOIIBIO TOTOJHUTEIBHBIX BOIPOCOB BOCITPO-
M3BECTU OCHOBHBIE MOJOXKEHHUS TEMbI, HO HE CyMeJl IPUBECTH COOTBETCTBYIOIINE TPUMEPHI WIIN
apryMEHTHI, TOATBEPKIAOIINE TC WU HHBIC TIOJIOKCHUS.

[IpakTHueckuii BOmpoc: CTYJACHT MOHSI CMBICT TEKCTa (3a[a4uu), HO CMOT BBITIOJHUTH 3a-
JaHWE JIMIIb TTOCIE JOMOIHUTEIBHBIX BOMPOCOB, MPEAIOKEHHBIX 3K3aMeHaTopoM. [Ipu 3Tom Ha
MOCTaBJICHHBIE SK3aMEHATOPOM BOIIPOCHI HE BIIOJIHE OTBETHJI IPABMJIBHO U MTOJIHO, HO MTOATBEPAMII
OTBETaMH TIOHUMAaHHUE BOIIPOCOB U MPOJIEMOHCTPUPOBAIT OTCIIbHBIE TPEOYIOIIHECS JIJIsl BHITTOJTHE-
HUS 3aJJaHUM 3HAHUSI U YMEHHUSL.

«4» - xopowio(komnemenyus cpopmupoeana Ha NPOOBUHYIMOM YPOBHE):

Teoperuueckuii Bompoc: CTyJAeHT (He JOIMycKas OMIMOOK) MPaBUIBHO H3JI0KHI TEOPETU-
YECKUH BOTPOC, HO HEJAOCTATOYHO ITOJIHO WIIH JOMYCTHII HE3HAYUTEIIbHBIC HETOYHOCTH, HE UCKa-
JKAIOUINe CYTh MOHATUN, TCOPETHUECKUX MOJI0KEHUH, PABOBBIX U MOpaIbHBIX HOpM. [Ipumepsl,
MPUBEICHHBIC YICHHKOM, BOCTIPOM3BOAMIN MaTepruan yaeOHuKoB. Ha 3ajaHHbIC SK3aMEHATOPOM
YTOYHSIOIINE BOIIPOCHI OTBETHII TPABUIIBHO.

[TpakTHU4eckuii BOIPOC: CTYIEHT MOHSIJT CMBICT TEKCTa (3a/1a4M), IPEITI0KEHHBIC 3a/IaHUs
BBITIOJTHIJI PABUJILHO, HO HEJOCTATOYHO NoJHO. Ha 3a1anHbIe SK3aMeHaTOpOM BOIIPOCHI OTBETHI
paBWIBLHO. [TposBHI HEOOXOIUMBIN YPOBEHB BCEX TPEOYIOIIMXCS IS BEITIOTHEHUS 3aJaHUH 3HA-
HUW U yMEHUM.

«5» - omauuHo(KomMnemeHyus chopmMupos8ana Ha blICOKOM yposHe):

Teopernueckuii BOpoc: CTYACHT MOTHO M MPABHIBHO U3TI0KUI TEOPETUUECKUN BOIIPOC,
MpHUBENI COOCTBEHHBIC MPUMEPHI, MPABUIHLHO PACKPHIBAIONINE T€ WM HHBIC TTOJOXKEHUS, ClIeall
000CHOBaHHBII BBIBOJ,

[TpakTH4eckuii BOMPOC: CTYIEHT MOHSUT CMBICT TEKCTA (3aa49H), MIOJTHO U TIPABHIILHO BBI-
MIOJTHUJT TIPE/TIO’KEHHBIE 3a/1aHus, TIPOSBUI BBICOKUI YPOBEHb BCEX TPEOYIOIIUXCS JIJIsl BBITIOJIHE-
HUS 33JIaHWI 3HAHUW U YMEHUI.
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2. IlepeyeHb KOMIIETEHUMH, 3TANBI X (POPMUPOBAHMS, OTIMCAHNE IOKA3aTeJIell U KpUTe-
pH€eB OLIEHUBAHNMS KOMIIETEHIIUI HA PA3JIMYHBIX 3TaNaxX UX ()OPMUPOBAHNS, ONTUCAHUE
LIKAJIbI OLleHUBAHUSA

2.1. Illkana oueHnBaHus c(hpOpMUPOBAHHOCTH KOMIIETCHINI U ee ONUCAHHE

OneHnBanue ypoBHsI C()OPMUPOBAHHOCTH KOMIIETCHLIIMH B IPOLIECCE OCBOEHMSI IMCLIHU-
IJIMHBI OCYIIECTBIISAETCS N0 CIEAYIOIIEN TPEXYPOBHEBOM LIKAJIE:

Ilopozosguiii yposens - IpeanonaraeT OTpaKeHUe TeX 0XKMIAaeMbIX pe3yIbTaTOB, KOTOpPbIE
OINpeAEAI0T MUHUMAJIbHBIA HA0Op 3HAHUH U (WIM) YMEHUH U (UIM) HaBBIKOB, [TOJIYYEHHBIX CTY-
JICHTOM B pe3yJbTaTe€ OCBOEHMs AUCLUIUIMHBL IloporoBblil ypoBeHb sBIseTCS 00s3aTENbHBIM
YPOBHEM ISl CTYZEHTa K MOMEHTY 3aBEPLIEHHS] UM OCBOEHHUS JaHHOU AMCLUIIINHBI.

IIpoosunymeiii ypogens - IpeAnonaraeT cnocoOHOCTh CTYAEHTa HCIOJIb30BaTh 3HAHUS,
YMEHMSI, HABbIKU U (WJIN) OIBIT AESTEIbHOCTH, TIOJYyYEHHbIE IPU OCBOEHUU JUCLUIUINHBIL, 1JIs pe-
HIeHus MpoecCUOHANBHBIX 3a7a4. [IpoABUHYTHIN ypOBEHb MPEBOCXOJUT OPOTOBBINA YPOBEHb IO
HECKOJIbKUM CYIIIECTBEHHBIM IIPU3HAKAM.

Buicokuii yposens - npeanonaraeT criocOOHOCTb CTYAEHTA UCIOIb30BaTh MOTEHIMAI UH-
TErpUPOBAHHBIX 3HAHUM, yMEHUM, HABBIKOB U (MJIM) OIIBITA JEATEIbHOCTH, IIOJTYYEHHBIX IIPU OCBO-
€HUM JUCLMILIIMHBIL, TSI TBOPUECKOTO peIeHHs IpOopecCuOHaIbHbBIX 3a/1a4 U CAaMOCTOSITEIbHOIO
MIOVCKA HOBBIX MOJXO0/IOB B X PEIICHUH ITyTeM KOMOMHHPOBAHUS U MCIIOIB30BAHHS M3BECTHBIX
CHOCO0OB pelleH!s] IPUMEHUTENIBHO K KOHKPETHBIM YCJIOBUSM. BbICOKMI ypOBEHb ITPEBOCXOAUT
MIOPOTOBBIN YPOBEHB 110 BCEM CYILECTBEHHBIM IIPU3HAKAM.
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2.2. Hepeqeﬂb KOMHeTeHHHﬁ, ITanbl UX (l)OpMHpOBaHI/IH,OHI/IcaHI/Ie nokasarejiei u KpUTEpUEB OLICHUBAHUSA KOMIIeTEeHIIUI Ha PAa3JIHYHBIX

Tanax ux ¢popmMupoBaHus

Jdransl IIkana u KpUTEPUM OLECHMBAHUS KOMIIETEHIUI
Ko OpMHU- HA Pa3JIMYHBIX 3Tanax ux GopMUpoOBaAHUS
! DopMa KOH- (bop IToxa3aTenu oueHU- P (bopmup
KOMIIe- poBaHusA
TPOJIst BaHMS =
TeHUUU (Ne TembI Ioporosslii ypo- . .
IIpoaBUHYTHIN YPOBEHb Brbicoknii ypoBeHb
(pa3neJa) BeHb

ITpodeccrnonanbHbIe KOMIIETEHIIUA
3HaTh: 3HaTh: 3HaTh: 3HaTh:
— METOJbI 3allIMThI MH- | — OIIPECACICHUEC METO- — OnpeaciacHue METoa0B — OIpCACICHUEC METOJAOB 3a-
bopmaruu; OB 3aIMTHI KHpOpMa- | 3aIUTHI MH(OpMALKH; mIUTH HHpOpMaIHy;

[K-2

CamocrosiTens-
Hble pabOThI
KonTponbHble
paboTHI.

DK3aMeH.

1-7

— HEKOTOPBIE KPHIITO-
rpaduyeckue anro-
PUTMBI

VYMeTh:

— pealln30BHIBATH HE-
KOTOpbIe KpunTorpadu-
YECKHUE alTOPUTMBI

— YMETh BBIIOIHSATh
nepeaady Wi reHepa-
LU0 KIIFOYEH.

Bnanerr HaBeIkaMu:
— BBIYUCJISATH XOII 3HA-
YEeHHE;

— co3naBath DL

11K

— cxemy DES

— CXeMy ITIOTOKOBOTO
nmdpoBaHus (TeHepa-
Topbel RSA, BBS)

YMeTn:

— peaJM30BBIBATh HEKO-
TOpbIe KpunTorpaduye-
CKHE aJITOPUTMBI
(RSA,9np-T"amans)

— YMETh BBINOJIHATH TIe-
penady Wiy TeHepaluo
KJTFOUCH.

Bnanerr HaBLIKAMU:
coznaBath DLII.

— cxemy DES, AES, RC6
— CXeMy ITOTOKOBOTO M-

poBanus (reHepatopsl RSA,
BBS, LFSR, annuTuBHBIH)

YMers:

— peanu30BBIBaTh HEKOTO-
pble KpunTorpaduyeckue
anroputmsl (RSA,9m1b-T"a-
Mmasist, Pabuna, Buibemca)
— YMETh BBIIOJHATH IIEpe-
Jlaqy WA TEHEePaIHio KITko-
yeil.

Bnanets HaBRIKAMU:

— BBIYUCIIATH XOIII 3HAYE-
HUE;

— coznasath OLII (RSA,
Onp-I"amains)

— cxemy DES, AES, RC6, Mars,
Serpent

— cXeMy IMOTOKOBOTO mudpoBa-
Hus (reneparopsl RSA, BBS,
LFSR, anauTUBHBIN, cCTOXacTHYe-
CKHI)

YmeTh:

— peayn30BBIBATH HEKOTOPHIC
KPUNTOrpauueCKUe aroOpUTMbI
(RSA,9np-I"amans, Pabuna, Bu-
JTBeMca)

— YMETh BBITIOJHATH Tiepeaady
WJIY TEHEPALUIO KITI0Uen

— 3HATh BCTIOMOTATEIbHEIC MPO-
TOKOIBI(HATIPUMED, TOKA3aTEh-
CTBO C HYJICBBIM 3HAHUEM )
Bnaners HaBBIKAMU:

— BBIYUCIIATH KPUOTOTPAPUICCKH
CTOMKHE X3III 3HAYCHUS,

— co3maBath JIII(RSA, Dnp-T"a-
mais, DSA, I'oct)




3. MeToguueckue peKOMEeHAAUM NPENoAaABATEI0 10 NMpoleAype OLeHUBAHUS 3HAHUI,
YMEHUIi, HABBIKOB U (MJIH) ONBITA 1eATEJIbHOCTH, XapaKTEePU3yI0IIMX 3Tanbl (HPOPMHPOBA-

HUS KOMIIETeHIMIA

Lenpto mpoiienypsl OLICHUBAHUS SIBIISIETCS ONPEIEICHUE CTEIIEHH OBJIAJICHUS CTYACHTOM
OKHJAaeMBIMU pe3yJibTaTaMHi O0yueHUs (3HAaHUSMHU, YMEHUSMHU, HaBbIKaMU U (HJIM) OIBITOM Jiesi-

TEIILHOCTH).

IIpouenypa oLeHHMBAaHMs CTEIIEHU OBJANCHUS CTYACHTOM OKHIAEMBIMH pe3yJIbTaTaMU
00y4YeHHs OCYLLECTBIISAETCS C IOMOILIBIO METOAUYECKUX MATEPHUAJIOB, IPEICTABICHHBIX B pa3eiie
«TunoBble KOHTPOJIbHBIC 33JJaHUs WM MHbIE MaTepuasbl, HCOOXOAUMBIE JUIsl OLIEHKU 3HAHMH,
YMEHUH, HaBBIKOB U (WJIN) ONBITA JESATEILHOCTH, XapaKTEPU3YIOIIUX Tarbl (POPMUPOBAHHS KOM-

IETCHIIUI

3.1 Kpurtepun oueHMBaHMUS CTENEHH OBJIAIeHUS] 3SHAHUSIMU, YMEHUSIMH, HABbIKAMU H
(WIH) ONBITOM JIeSITeJIbHOCTH, ONPeAe/Aolue YPOBHU ¢)OPMUPOBAHHOCTH KOMIIETEH Ui

[ToporoBsrif ypoBeHb (00IIIHE XapaKTEPUCTUKH ):

BJIa/ICHHE OCHOBHBIM 00bEMOM 3HAHUH MO MPOrpaMMe AUCLHUIIINHBL;

3HaHUEe OCHOBHOW TEPMHUHOJIOIMU JAAHHOW 00NAaCTH 3HAHUM, CTUJIMCTHYECKHU Ipa-
MOTHOE, JJOTHYECKH MPAaBUIbHOE U3JI0KEHHE OTBETA HA BOIPOCHI O€3 CyIeCTBEH-
HBIX OIINOOK;

BJIa/ICHUE UHCTPYMEHTAPUEM IUCLUIUINHBI, yMEHHUE €T0 UCII0Ib30BaTh B PEILICHUU
CTaHJIapPTHBIX (TUIOBBIX) 33/]a4;

CTIIOCOOHOCTh CaMOCTOSATENBHO MPUMEHSTh TUIIOBBIC PEIICHUSI B paMKax paboueit
IIPOrpaMMBbI IUACLUIUIMHBI;

YCBOCHHME OCHOBHOM JMTEpaTyphl, pEeKOMEHA0BAaHHON padouell mporpaMmoil Juc-
LUIUIMHBI;

3HaHHE 0a30BbIX TEOPUH, KOHLIETILUN 1 HAIIPABJIEHUH 110 U3y4aeMOW AUCLUILIMHE;
camocCTosITeNIbHasl paboTa Ha MPAKTUYECKUX U Ja0OPaTOPHBIX 3aHATHUSAX, IEPUOIU-
YeCKO€ y4acTHe B IPYIIIOBBIX 00CYKICHHUSAX, TOCTaTOYHBIN YPOBEHB KYJIbTYphI HC-
MOJIHEHUS 3aJaHuH.

[IpoaBuHyTHII YpoBeHB (00IIHEe XapaKTEPUCTHKH):

JOCTaTOYHO IMOJIHBIE M CUCTEMAaTU3UPOBAaHHbIE 3HAHUS B 00BEME POTpaMMBbl JTUC-
[UTUTHHBI;

HCIOJIb30BAaHNE OCHOBHOM TEPMUHOJIOTHH JIaHHOW 00J1acTH 3HAHUM, CTUIIUCTHYE-
CKU TPaMOTHOE, JIOTUYECKH MPaBUIIBHOE M3JI0KEHUE OTBETa HA BOIIPOCHI, YMEHHE
JIe1aTh BBIBOJIBI;

BJIa/ICHUE UHCTPYMEHTAPUEM TUCLUIUIMHBI, YMEHHE €TI0 UCIIOJIb30BaTh B PEIICHNN
y4eOHBIX U MPOPECCHOHATBHBIX 33/1a4;

CIIOCOOHOCTH CAMOCTOSITEIFHO PEIIaTh CIOXKHBIC 3a7a9u (TPpOoOJIeMbl) B paMKax pa-
004eil mporpaMMbl TUCHIUTIIHHBL

YCBOEHHME OCHOBHOM U JIOMIOJIHUTEIBHOM JIUTEPaTyphl, pPEKOMEHI0BaHHON paboueit
MIPOrpaMMOil TUCHUTUIHHBI;

YMEHHE OpPUEHTUPOBATHCS B 0A30BBIX TEOPHUAX, KOHUEMIUAX U HAMpPaBICHUIX IO
M3y4aeMOH IUCLUIUIMHE U JaBaThb UM CPAaBHUTEIBHYIO OLIEHKY;

caMmocTosiTeNbHas padoTa Ha MPAaKTUYECKUX U JJAOOPATOPHBIX 3aHATHIX, yUacTHE B
IPYIIOBBIX 00CYKACHUSAX, BEICOKUH YPOBEHb KYJIbTYpPbI HCIIOJHEHHUS 3aJaHHM.

Bricokuil ypoBeHb (001111e XapaKTepUCTHKN):

CUCTCMATHU3UPOBAHHEIC, rﬂy601<1/1e W TIOJIHBIC 3HAHUA IO BCEM pasaciiaM OUCHH-
IIJITUHBI,

TOYHOC HCIIOJIb30BAHHUEC TCPMHUHOJIOTUA Z[aHHOfI obiactu 3H&HHI>1, CTUIUCTHYCCKH
Ir'paMOTHOEC, JIOTUYCCKHU IMPAaBUJIBHOC U3JIOKCHHUE OTBETA HA BOIIPOCHI, YMCHHUE JC-
J1aTh 00OCHOBAaHHBIC BBIBOJbI;



e 0Oe3ynpeyHoe BIIAJCHUE MHCTPYMEHTApPUEM IUCIHUILITNHBI, YMEHUE €TO HUCIOJIb30-
BaTh B IOCTAHOBKE M PELICHUH HAYYHBIX U MPO(ecCHOHANBHBIX 3a/1a4;

® CIIOCOOHOCTH CAMOCTOSATENILHO U TBOPUECKH PEIIATh CIIOKHBIE 3a1a4u (IIPOOIIEMBbI)
B paMKax paboueil mporpaMmsbl AUCHUILINHBL;

® [I0JHOE M INTyOOKO€ YCBOGHHE OCHOBHOM M JIOMOJIHUTENILHON JINTEPATyphl, PEKO-
MEH/IOBaHHOH paboueil mporpaMMoi TUCIUILTIHE;

® YMEHHE OPUEHTUPOBATHCS B OCHOBHBIX TEOPUSX, KOHLICNIMAX U HAIIPABJICHUAX 10
M3y4aeMOH IUCLUUIUIMHE U AaBaThb UM KPUTHYECKYIO OLICHKY;

® AKTUBHAas caMOCTOSTEIbHAsA paboTa Ha MPAKTHUECKUX U JJaOOPATOPHBIX 3aHSITHUSAX,
TBOPYECKOE y4acTHe B IPYIMIIOBBIX 00CYXIEHUSIX, BHICOKUN YPOBEHB KYJIbTYPhI HC-
IIOJIHEHUS 3aJaHUM.

3.2 Onucanue npoueaypbl BbICTABJICHUS] OLCHKHU

B 3aBucumocTH OT YpOBHS COPMHPOBAHHOCTH KaKJOW KOMIIETEHIMM [0 OKOHYaHWUU
OCBOEHUS IUCLHUIUIMHBI CTYACHTY BBICTaBIISIETCS OLICHKA. [IJI AUCLUIIIINH, U3Y4aeMbIX B TEUEHUE
HECKOJIBKUX CEMECTPOB, OLICHKA MOYKET BBICTABJIATHCS HE TOJIBKO [0 OKOHYAHUU €€ OCBOCHHUS, HO
U B IPOMEXYTOUYHBIX ceMecTpax. Bua oueHKH («OTIMYHO», «XOPOLIO», «YyI0BIETBOPUTEIBLHO,
«HEYJIOBJIETBOPUTEIBHO») ONpeesseTcs padodyel nporpaMMoil AUCHUILUIMHBI B COOTBETCTBUU C
y4€OHBIM IIJIAaHOM.

O1eHKa «OTIMYHO» BBICTABISETCS CTYIEHTY, Y KOTOPOTO KaXK/1as KOMIIeTeHLUs (IIOJIHO-
CTBIO MJIM YaCTUYHO (OpMHUpYyeMasi JaHHOH TUCIMILINHOI) cOpMHUpPOBaHA Ha BEICOKOM YPOBHE.

O1eHKa «XOpOULIO» BBICTABISETCSA CTYACHTY, Y KOTOPOTrO KakJast KOMIETEHIHs (IIOJIHO-
CThIO WJIM YaCTUYHO (popMUpyeMasi JTaHHOU JUCLUITIIMHON) cpOopMUpOBaHa HE HIKE, UYEM Ha IIPO-
JBUHYTOM YpOBHE.

OneHka «yJ10BJIETBOPUTEIBHOY BBICTABIISIETCSA CTYJAEHTY, Y KOTOPOTO KaXk/as KOMIIETEH-
s (TOJIHOCTBIO WIIM YaCcTUYHO (opMHUpyeMasi JaHHOM TUCHMITIMHOMN) chopMUpOBaHA HE HUXKE,
YeM Ha [TIOPOTOBOM YPOBHE.

O1eHKa «HEyIOBJIETBOPUTENBHO» BBICTABISETCA CTYACHTY, Y KOTOPOro XOTs Obl OJlHA
KOMIETEHIHS (TIOJTHOCTBIO WM YaCTUYHO (popMUpyeMasi JaHHOW TUCIUIUIMHON) cpopMUpOBaHa
HWXKE, YEM Ha IOPOTOBOM YPOBHE.
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IMpuiio:xxkenne Ne2 k padoyeil mporpamMMme QM CHUATIIAHbBI
«MaTemaTn4yecKue MeTOAbI 321U THI HHGoOpMaIuN»

MeToanyeckue yKa3aHUs JJIs1 CTY/IEHTOB 110 OCBOEHHIO JUCIIHIIIMHBI

OcHoBHOU (hopMOii M3NIOKEHUST Y4eOHOro Marepuana 1o Juciuiuinae «MaTtemaTude-
CKHe MeTOo/bI 3a1UThI HH(POPMALMW ABIISIOTCA JIEKIIUU U PpaKTUYecKue 3auatus. [[ns ycnen-
HOT'O OCBOCHUS TUCIUILIIMHBI OY€Hb BYKHO PACCMOTPEHUE IOCTATOYHO OOJIBIIOTO KOJMYECTBA 3a-
Jla4, KaKk B ayJAUTOPHUH, TaK U CAMOCTOATEIHHO B KAUECTBE JIOMAIIHUX 3aJaHUH.

3amaun pa3duparoTcs Ha JEKIHUSIX U Ja00paTOPHBIX 3aHATHUSAX, MPU HEOOXOAMMOCTHU IO
Haubosee TPYAHBIM TEMaM MPOBOJIATCS AOMOIHUTENIbHBIE KOHCYIbTaluu. [[71s1 penienus Bcex 3a-
Jad HeoOXOAMMO 3HATh M MOHMMATh JIEKUIMOHHBIA MaTepuai. [loaTomy B mporecce n3ydeHus
JTUCIUIUIMHBL PEKOMEHYETCsl PETryJIIpHOE MOBTOPEHUE MPOUIEHHOTO JIEKIIMOHHOTO MaTepuaia.
Marepwuan, 3aKOHCIIEKTUPOBAHHBIN Ha JIEKIHUIX, HEOOXOJMMO JoMa elle pa3 mpopadaTbiBaTh U
pu He0OXOIUMOCTH IOMONTHATH MH(POPMAIIHE, TOTYYEeHHONU Ha KOHCYIBTAIUAX, JJA00PATOPHBIX
3aHATHUSX WK U3 Y9eOHOU TuTeparypsl. bosbioe BHUMaHuEe JOKHO OBITH y/IEIEHO BHITTOTHEHUIO
nomairHeil paboTel. B kauecTBe 3aaHuil A1 cCaMOCTOATEIBHOM padoThl JOMa CTYy/IEHTaM Ipe-
JararoTcs 3a/1aHus, aHAIOTUYHbBIE pa300paHHBIM Ha JIEKIUAX U JTA00PATOPHBIX 3aHATHSAX MU HE-
MHOT0 00Jiee CIIOKHBIE, KOTOPBIE SBISIOTCS PE3YIbTATOM O0BhEIUHEHUSI HECKOIBKHUX 0a30BbIX 3a-
nad. [l mpoBepKH M KOHTPOJISL YCBOCHHS TEOPETUUYECKOTO MaTepualia, MEePUOJANIECKH MPOBO-
JSITCSL KOHTPOJIbHBIE PaOOTHI.

OcBOUTH BOIIPOCHI, H3JIara€MbI€ B MPOIECCEe U3YUEHUS TUCIHUILIMHBI «MaTteMaTHuecKue
METOJIbl 3aIIUTHl UH()OPMALIMMY» CAMOCTOSITENFHO CTYAEHTY KpalHEe CI0XKHO. JTO CBSI3aHO CO
CJIOKHOCTBIO M3y4aeMOro marepuana u OonpmmM o0beMoM Kypca. IlosToMy mocemenune Bcex
ayJIUTOPHBIX 3aHSITHUI SIBISETCS COBEPIIEHHO HEOOXOANMBIM. be3 yIOpHBIX U peryisipHbIX 3aHs-
TUI B TEYCHHUE CEMECTPa CAATh AK3aMEH 10 UTOTaM W3YUeHHS TUCIUILINHBI CTYIEHTY paKTH4e-
CKU HEBO3MOJKHO.

Y4eOHO-MeTOoAHYEeCKOe 00ecTeYeHHe CAMOCTONATEILHOH Pad0ThI CTYACHTOB M0 JUCHHUIINHE

Jlj1 caMOCTOATENbHOU pabOThl 0COOEHHO PEKOMEHAYETCSI UCII0JIb30BaTh YUEOHYIO JIUTE-
parypy.

Taxxe ansa mogdopa ydyeOHOM JUTEpaTypbl PEKOMEHIYETCS HCIOJIb30BaTh HIMPOKUMN
CIIEKTP UHTEPHET-PECYPCOB:

1. DnexTpoHHO-OMONIMOTEUHAss cucTeMa «YHHBepcuTeTckas Oubnuoreka online»
(www.biblioclub.ru ) - snexTponnas 6ubnmnoTeka, odecneunBaronas A0CTYyI K Hanboee BocTpe-
OOBaHHBIM MaTepHajaM-IIEPBOMCTOYHUKAM, YICOHOU, HAYYHON M XYy/I0KECTBEHHOH JINTEpaType
BEAYIIUX M3JATENbCTB (*peructpanus B 3JEKTPOHHON OMOIMOTEKE — TOJIBKO B CETH YHUBEPCH-
teta. [locne peructpanuu paboTa ¢ CUCTEMON BO3MOKHA C JII000# Touku foctyna B Internet.).

2.Undpopmanmonnas cuctema "EnuHoe OKHO gocTyna K oOpazoBaTelbHBIM pecypcam”
(http://window.edu.ru/library).

Lenbto co3panust HHPOpPMALMOHHON cucTeMbl "EnnHoe OKHO JocTyna K o0pa3oBaTelb-
HbeIM pecypcaM" (MC "Enunoe okHo ") siBiiseTcst o0ecrieueHrne cBoOOIHOTO JOCTyNa K MHTErpalib-
HOMY KaTaJlory 00pa3oBaTelbHbIX HHTEPHET-PECYPCOB U K 3JIEKTPOHHOM OMbinoTeke yueOHo-Me-
TOAMYECKUX MATEPUAJIOB JJIs 00IIero U MpodhecCHOHATBFHOTO 00pa30BaHMUs.

Jlisi caMOCTOATENBHOTO MOI00pa JInTepaTypbiB Oubanoreke SApl'Y pexomenayercs Hc-
M0JIb30BATh:!

1. JInunsrit kabunet (http://lib.uniyar.ac.ru/opac/bk login.php)naer Bo3aMOXHOCTB MOITY-
YeHHs on-line 1ocTyma K CIHUCKY BBIITAHHON B aBTOMAaTU3UPOBAHHOM PEKUME JINTEPATYPHI, TIPO-
CMOTpa ¥ KOITUPOBAHMS JIEKTPOHHBIX BEPCUI M3/1aHUI COTPYAHUKOB YyHUBEpcuTeTa (yuel. u Me-
TOJ. TIOCOOMS, TEKCTHI JIeKIuH U T.1.) st paboTsl B «JImuHOM KabWHETE» HEOOXOIUMO 3alTH Ha
caifr Hayunoii 6ubmumorexu Spl'Y ¢ mo0oii Touku, nmeromei 1ocTyn B Internet, B IyHKT MEHIO
«INEKTPOHHBINA KAaTAJIOT»; MPONTH MPOIEAYPY aBTOPHU3AILINH, BEIOPAB BKIIAJIKY «ABTOPU3AIUI», U
3aI0JIHUTH MPECTABICHHbIE OIS HHPOPMAITUH.
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2. DnexTpoHHas OubanoTeKka yueOHbsIX MaTepuanos Apl'Y

(http://www.lib.uniyar.ac.ru/opac/bk cat find.php) cogepxut Gonee 2500 MONTHBIX TEK-
CTOB y4€OHBIX M y4eOHO-METOJINYECKUX MaTEPHUaJIOB 10 OCHOBHBIM M3y4aeMbIM JUCIUILIMHAM,
U3JJaHHBIX B YHUBepcUTeTe. JloCTyI B CETH YHUBEPCUTETA, JINOO 110 JIOTUHY/TApPOJTIO.

3. DnekTpoHHas kapToreka « KHUroo0ecrne4yeHHOCTh

(http://www.lib.uniyar.ac.ru/opac/bk _bookreq find.php) packpsiBaeT yueOHBIH GHOHI
HayyHoi 6ubnuoreku Spl'Y, mpenocrapusieT onepaTuBHY UHGOPMAIUIO O COCTOSHUU KHUTO-
00€eCre4eHHOCTH JUCLMILIMH OCHOBHOM U JOIOJIHUTENBHOM JIUTEPATYpPO, a TAK)Ke LIUKJIA IUCLU-
IUIMH U CHelHalbHOCTEeH. DIeKTpoHHas kaproTeka «KHUrooOecrne4eHHOCTh» JIOCTYIIHA B CETU
yHHMBEpcuTeTa U yepe3 JInuHbIi KaOUHET.
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