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1. Ilean ocBOEeHMSI AN CHMIIJIMHbBI

Juctummmaa «OcHoBBI ceTeBbix TexHoNMorui (CCNA-1)» uMmeer nenbio GopMupoBaHue
y CTYJCHTOB 3HAHHWH 1O OCHOBHBIM MPUHLHUIIAM NPOEKTUPOBAHUS JIOKAIBHBIX U TJI00AIbHBIX
CeTell, aIMUHUCTPUPOBAHUIO CETEBBIX CIY’KO U KOMIIOHEHTOB, M TEXHOJIOTHUSM JOKAIBHBIX U
IJI00ANBHBIX CETEH.

Hucyunauna nocéawjena  mexHoA02UAM — KOMMYMAyuu U  NPUHYUNRAM — pabomul
Mapupymu3amopos 0 N0OOEPHCKU cemell MAanvlX U cpeOHux opeaumusayui. B ueil maxoice
paccmampusaiomes  becnpogoouvie aokanbHvlie cemu (WLAN) u eonpocvl obecneuenus
bezonacnocmu. B pamkax emopoti uacmu OucyuniuHsl, cmyoOeHmvl HAYYaAmcs NposooOuUmb
0a308y10 HACMPOUKY CPeOHUX cemell, HAXOOUMb U YCMPAHAMb HENONAOKU, GbIAGIAMb U
yempaHnams y2po3sl 6ezonacHocmu LAN, a maxoice Hacmpaueams u 3auuwiams 6azosvie cpeovl

WLAN.

2. MecTO IUCHUIJIMHBI B CTPYKTYpe 00pa30BaTeJIbHON MPOrpaMMbl
Hucrunmmaa «OcHOBBI ceTeBbX TexHoyoruii (CCNA-1)» OTHOCHUTCS AMCIUIUIMHE 10
BeIOOpy b1.B./IB.5 00pa3oBarenbHOM MpOrpaMMel.
OcBoeHME JaHHOM IUCHMIUIMHBI HEOOXOAMMO KakK MpeAlIEeCTBYIOIIEE s TUCIUILUINH
«OcHoBbl MapmipyTu3anuu U kommytanuu ceteit (CCNA-2)», «[mobanbHble ceTH U ceTeBas
6e3onmacHoCcTh (CCNA-3)».

3. Ilnanupyempbie

pe3yJibTaThl

o0y4yeHus: 1o

AUCHUIIJIMHE, COOTHECCHHbIC C

IVIAHNUPYEMBIMH Pe3yJIbTATAMM 0CBOCHHUsI 00pa30BaTeIbHON MPOrpaMMbl

[Tponiecc u3yueHus: MUCIUIUTMHEI HAMIPABJICH Ha (DOPMHUPOBAHUE CIEIYIONINX dJIEMEHTOB
komrieteHuii B cootBercTBHM ¢ I'OC BO, OOII BO u nmpuobOpereHus cleayronx 3HaHHH,
YMEHUM, HABBIKOB U (MJIM) ONBITA JIEATETbHOCTH:

Dopmupyemas
KOMIIeTeHI A
(ko u popmyIHpOBKA)

HNupukaTop qocTHKeHHs
KOMIIeTeHIIN U
(ko u popmyaMpoOBKa)

Ilepeuenn
IUIAHMPYEMBIX Pe3yJIbTATOB 00y4YeHUs

OomenpodeccuoHalbHbIEe KOMIIETEHIIUN

I1K-2 Cnocoben
MPUMCHSITh
COBPEMEHHBIC
TEOpPETUYECKHE U
AKCIIEPUMEHTAIbHBIC
METOBI HCCIIEOBAHNUS
C LIEJThIO MOJICPHH3AINN
CYIIECTBYIOIIUX U
(wm) co3maHus

HOBBIX IEPCHEKTUBHBIX
CpeAcCTB
MH(POKOMMYHHUKALUH

NJ1 TIK-2.1 3naeT oCHOBHBIE
XapaKTEPUCTUKU
MH()OKOMMYHHUKAIIMOHHBIX
YCTPOMCTB, CUCTEM U CETEMN

NJ T1K-2.2 [Tpumenser
AKCIEPUMEHTAIbHBIE METO/IbI
HCCIIEA0BAHMS IPOLIECCOB B
MH()OKOMMYHUKAITMOHHBIX
YCTPOWCTBAX, CUCTEMAX U CETIX
NA TIK-2.3 ITpoBoaut
TEOPETUYECKUE UCCIIETOBAHMS
TENIEKOMMYHHUKAIIMOHHBIX
YCTPOMCTB, CUCTEM U CETEH

N TIK-2.4 OdopmiisieT OT4EThI
B COOTBETCTBUHU
peAbSIBIASIEMbIMU
TpeOOBaHUSIMHU

3HaTh:

- IPUHITUIIBI CBS3W U OOMEH JaHHBIMU B
JIOKAJIbHOUM MTPOBOHOM CETH;

- YPOBHHU JIOCTYyTIa U paclpeaesieHus B
cetu Ethernet;

- cxemsl [P-aapecanuu;

- 0a30BBIC MMOHATHUAX CETEBOU
0e30IMacHOCTH;

- CTPYKTYPY U NPUHITUTIEI OOMEeHa
JAHHBIMU MEXY Y3JIaMH B CETH
Nurtepuer;

- BUJIBI, XapaKTEPUCTUKU U MAPKUPOBKHU
CETEBBIX Kabejel U KOHTAKTOB;




4. O0beM, CTPYKTYPA U COAEpPKAHUE TUCUUNIHMHBI

OO01mast TpyA0€MKOCTh AUCIUTIIMHBI COCTABISACT 3 3a4eTHBIX eqUHUIIBI, 108 akaj. 4acos.

3aounas popma oOyueHust

Ne Tembl (pa3aenbl) Buapl yueOHBIX 3aHITHIA, @DopMbI TEKYILLETO
n/n JAUCHHUIIJINHBI, BRJIIO4Yast CaAMOCTOATC/IbHYIO KOHTPOJIA YCIIEBAEMOCTH
HX CoACpKaHue paﬁoTy CTyA€HTOB,
H UX TPYJA0EMKOCTh DopMa IPOMEKYTOYHOM
(B AKaJEMHUYECCKHUX qacax) aTrrecranuu
g KonTakTHasi pa6oTa (no cemecmpam)
> 3
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1 OCHOBEI CETEBOTO 4 05105 15 3ajaHust IS CAMOCTOSTEIBHOM U
MOJKJIFOYEHUS U CBSI3U H H COBMECTHO# MPAaKTHYECKOH paboThl
3agaHus Ui CaMOCTOSTEIBHON
o npakTuyeckoit padorsl, Tect s
6 mom ducie ¢ 90 u ﬂOT 4 CaMOIMPOBEPKHU CamocrosTenbHas
pabora Nel
33.[[3.H]/Iﬂ IS CaMOCTOSATEILHOM 1
2 |OcHosel Ethernet. 4 1 1 15 COBMECTHO#! IIPAKTHYECKON paboThI
3agaHus U1l CaMOCTOSTEIBHON
npakTuyeckoit padorsl, Tect s
6 mom ducie ¢ 30 u f‘ZZOT 5 CaMOIIPOBEPKHU CamocrosTenbHas
pabora Ne2
3 06MeH HaHHLIMI/I Me)I(I[y 4 O 5 1 15 33.[[3.H]/Iﬂ IS CaMOCTOSATEILHOM 1
CCTHMH > COBMECTHOM HpaKTH‘ICCKOﬁ pa6OTLI
3aianus U1 CaMOCTOSATENIBHOM
npakTHueckoit pabotsl, Tect qus
6 mom yucne ¢ 20 u ﬂ oT Ji 6 camonposepkn CaMoCToATeIbHAS
pabota Ne3
3ananus 17 CaMOCTOSATENIBHOM 1
4 IP_aHp ccamus. 4 1 2 1 16 COBMECTHO# NPAaKTHYECKOH paboThl
3aianus U1 CaMOCTOSATENIbHOM
npakTHueckoit pabotsl, Tect mms
6 mom uucne ¢ 30 u ﬂ or 8 camonposepkn CaMoCToATeIbHAS
pabota Ned
5 CBﬂSB C CeTeBBIMH 4 0 5 1 1 5 33.[[3.H]/Iﬂ IS CaMOCTOSTEILHOM 1
HPHIIOKEHUSAMH > COBMECTHO#! IIPAKTHYECKON paboThI
3agaHus U1l CaMOCTOSTEIBHON
npakTHaeckoi pabotsl, Tect qus
6 mom uucne ¢ 30 u ﬂ or 4 camonposepkn CaMoCToATeIbHAS
pabota NeS
HOCTpOCHI/Ie H obecrnieueHne
o 3agaHus 1l CAMOCTOSTENIBHON U
6 |0e3omacHOCTH HEOONIBIION 4 10505 1 16 coBmecTHOf npakTiecKofi paGoTE:
CCTH.
3aianus U1 CaMOCTOSATENIBHOM
npakTHueckoi pabotsl, Tect qus
6 mom uucie ¢ 30 u /ZZ or 2 5 camonposepkn CaMoCToATeIbHAS
pabora Ne6
0,3 3,7 3auer
HTroro 3a 7 cemect
P 2|6 4 (03957
108 yaca
6 mom uucie ¢ 30 u /10T 3 32




* 50 u JIOT swvinonusomes 6 08yx cucmemax: Tecmosvie 3a0anusi 015 CAMONPOBEPKU U
npo6epouHble mecmvl 0 OYeHKU 3Hanull evinoansiomcs Ha niamgpopme Cisco NetAcad,
3adanus  ona  camocmosmenvHOU — npakmuueckou — pabomsl  evinoausomcsi 6 VK
«Komnvromepnovre cemuy 6 LMS Moodle.

Coneprxkanue pa3ienoB AUCIUTIINHBL:
7 cemecTp

OcCHOBBI CETEBOI0 MNOAKJJIIYCHUA U CBA3MU.
1. CoBpeMeHHBIE ceTeBbIe TEXHOJIOTUM.
1.1. BBenenue. BiusiHue ceteit Ha »)u3Hb rofei. Cetu 6e3 TpaHMuIl.
1.2. Komnonentsl cetu. OpHopanroBeie ceTH. OKOHeuUHble ycTpoucTBa. [IpomexyTouHbie
ycTporictBa. CpelicTBa CETEBOr0 MOIKIIOUECHHS
1.3. IIpencraBieHus U TOMOJOTHH CETEH. TOMOIOrHYECKUE CXEMBI.
1.4. OcHoBHble THNBI ceteil. Cern pasnmuuHoro pasmepa. Ceru LAN u WAN. HMuTepHer.
BHyTpeHHUE ceTH U BHEUIHUE CETH.
1.5. Iogkmouenne k MuTepHery. Texnonorun noctyna B MHTepHET. VIHTEpHET-TIOAKIIIOUEHUE
JUIst foMa 1 Hebosbioro odpuca. MutepHer-noakimoueHue 1 npeanpuatuil. KonseprentHas
CETb.
1.6. Hamexuwsie cetu. CereBas apxurTektypa. OTKa30yCTOWYHMBOCTh. MacmTaOupyeMoCTb.
KauecTBo 06cmyxuBanus. be3omnacHocTs ceTu.
1.7. Tennenuuu pazButus cereil. Ilocnennue tennenmuu. Konnenuuss BYOD. CoBmecTHas
paborta yepe3 UuTepuer. Buneocss3b. O0nauHble BEIYUCICHUS. TEeXHOIOTHYECKIE TCHICHIIUU B
JoMalHuX ceTax. CeTu 1o JIMHUAM 3JIEKTponuTaHus. becipoBogHas MIMPOKOIIONIOCHAS CETh.
1.8. OOecnieuenne ceTeBoil Oe3omacHOCTH. YTpo3bl Oe3omacHocTU. PemieHuss oOecrieueHUs
0€30MacHOCTH.

2. baszoBasi koHpUTrypanmuss KOMMYTATOPA U OKOHEYHOI'0 YCTPOiicTBA.

2.1. Hoctyn k Cisco 10S. Onepaunonnsie cucremsl. ['paduueckuii natepdeiic moap3oBares.
Haznauenne OC. Crioco0s! qoctyma. [Iporpammel SMyssiiuyu TepMUHaa.

2.2. Hauramus no 10S. OcHOBHBIE KOMaH/IHBIE PEKUMBL. PexxnM KOH(UTYpalluu U BIOKECHHBIE
pexumbl koHburypanuu. [lepexmouenne mexay pexxumamu [0S. Kommonents! ciipaBku 10S.
2.3. Ctpyktypa komana. basosas crpykrypa komann IOS. IIpoBepka cunrakcuca komang 1OS.
["opsiurie KIaBUILM M KJIABUIIN OBICTPOTrO BBI30BA.

2.4. bazoBas Hactpoiika ycrpoiictB. Umena ycrpoiicts. [IpaBuna BeiOopa maposeid. Hactpoiika
naposieit. [lludposanne maposeit. banaepHbie COOOIIECHUS.

2.5. Coxpanenue koHpurypauuid. aiinsl koHpUrypauuu. M3menenne Tekyuiei KoHQUTrypaum.
3anucek KoH(UTYpaIy B TEKCTOBBIN (haii.

2.6. ITopts! 1 anpeca. [IP-anpeca. UnTepdeiics! 1 mopThl.

2.7. Hactpoiika IP-ampecanmu. Hactpoiika IP-agpecoB OKOHEYHBIX YCTPOWCTB BPYUYHYIO.
ABTOomaTHueckas HacTpoiika [P-ampecoB okoHeuHBIX ycTpoicTB. HacTpoiika BHPTyaiabHOIO
uHtepderica kommyrtaropa (SVI).

2.8. TlpoBepka mnonkmtoueHus. IIpoBepka Ha3HaueHus uHTepdeiica. IIpoBepka CKBO3HOIO
IOJIKJIFOUEHUS.

3. IIpoTokoabI 1 MOAE/IH.
3.1. IlpaBuna. OcHOBBI KOMMYHUKaIMH. [IpoToKoEI CBs3H. Y cTanoBIeHHe MpaBui. TpedoBaHUsA
K cereBoMy npoTokony. KonupoBanue cooOumenusa. dopmaTupoBaHHe M HHKANCYISLHA



coobmienuii. Pasmep cooOmenuii. CuHXpoHH3aIMsi CcooOmmeHuil. BapuwanTel A0CTaBKH
COOOIICHUH.

3.2. IIpotokonsl. O630p ceTeBBIX MPOTOKOIOB. DYHKIIMH CETEBOTO MPOTOKOJIA.
BzaumopericTBue mpoTOKOJIOB.

3.3. Habopsr mpoTokosoB. CTEKHM CETEBBIX MPOTOKOJIOB. DBOJIONHS MPOTOKOJIOB. [Ipumep
npotokona TCP/IP. Ha6op mporokonoB TCP/IP. O6men manubimu TCP/IP.

3.4. Opranmzauun 10 cra"aaptu3anuu. OTKpeIThie CcTaHAapThl. CTaHIapThl HHTEpPHETA.
Opranu3zanuu 1o cTaHAapTU3ALUU HIEKTPOHUKH U KOMMYHUKALIUA.

3.5. Dranonnsie moaenu. [IpenmyniecTBa HCNOIB30BaHUS MHOTOYPOBHEBOM MOJAEIH. JTATOHHAS
mozens OSI. Moaens nporokosnoB TCP/IP. CpaBuenue mozaeneit OSI u TCP/IP.

3.6. Unkancynsmusa naHHbix. CermeHtamus coobOmenuii. I[locnegoBatenpHocTh. Enununa
na"HbIX npotokoina (PDU). [IpuMepbl HHKAICYISIUH U IEUHKATICYJIISIINH.

3.7. Noctyn k nmanHbIM. Agnpeca. [P-aapec (sormueckuit agpec 3-ro ypoBHsI). YCTpOHCTBa B
oz1HO ceTH. Poinb agpecoB kaHasbHOTO ypoBHs: OnHa IP-ceTs. Poisib ampecoB ceTeBoro ypoBHs.
Ponb anpecoB kananbHOro YpoBHs: Pa3ubie [P-cetn. Anpeca kaHaJIbHOTO yPOBHSI.

OcHosbl Ethernet.
4. Pusnveckuii ypoBeHb.
4.1. Haznauenue ¢gusnueckoro ypoBHs. @usnueckoe noakiatoueHne. Pu3ndeckuii ypoBeHb.
4.2. XapaktepucTtuku (usndeckoro ypoBHs. CTtaHmapThl (U3HYECKOTO ypoBHs. Duznyueckue
koMrnoHeHThl. KomupoBanme. CrnocoObl mepemaun curHamoB. I[IpomyckHass CIOCOOHOCTS.
TepMuHOIOTHS IPOITYCKHON CITOCOOHOCTH.
4.3. Mennblii  kabenb. XapakTepUCTUKHM MEOHBIX KaOenmedl. Tumbl MeOHBIX —KaOemei.
HeskpanupoBannas Butas mapa (UTP). DkpanupoBannas Butas mapa (STP). KoakcuanbHbii
Ka0eb.
4.4, Kabemu tuma UTP. CpoiictBa kabeneit UTP. Crammaptel mpoknagku kabemeir UTP.
[Ipsimbie u nepexpectHbie kKadbean UTP.
4.5. [Ipoknaaka OMTOBOJIOKOHHBIX KabOenmeld. CBOWCTBA ONTOBOJOKOHHBIX KabOenmed. Tumsl
ONTOBOJIOKOHHBIX KaOened. OnTOBONOKOHHBIE pa3beMbl. COEAMHHUTETHHBIC ONTOBOJIOKOHHBIC
kabenu. ONTOBOJIOKOHHBIE KAOEIM U MEJTHbIE KaOenu: CpaBHEHUE.
4.6. CpenctBa  OecripoBosHOro  moaxitoueHus.  CBoiicTBa  cpelncTB  OECIPOBOIHOTO
nojkitoueHus. TUIbl cpeicTB GecIpoBOIHOTO NOAKIIOUeHHs. becnipoBoHas ToKaibHAas CETh.
5. Cucrembl cHHCIeHHS.
5.1. JIBonunbie angpeca u aapeca I[Pv4. /[BondHas MO3UIMOHHAs CHUCTEMa CUMCIEHUA. Anpeca
[Pv4.
5.2. lllectHaguarepuunas cucteMa cuucienus. llectHaamarepuunbie aapeca u aapeca IPvé.
[IpeoOpazoBanne  nmecATUYHBIX  YHCENl B  IIecTHaanarepudanle.  [IpeoOpa3oBaHue
HIECTHAIATEPUYHOTO YHCTIa B IECATUYHOE.
6. KanaJbHbI ypPOBEHb.
6.1. Haznauenne kaHaibHOTO ypoBHA. KaHanbHblid ypoBeHb. [lomypoBHHM KaHalla nepemadu
nanHeix [EEE 802 LAN/MAN. IlpenocraBieHue noCTyma K cCpelae Mepenaddl JaHHbBIX.
CraHgapThl KaHAJIBHOTO YPOBHS.
6.2. Tomonoruun. dGusnueckas u Jorudeckas Tomnoynorus. Tomonoruu rmodanpHbIX cereil (WAN).
Tomomnorust «Touka-touka» (point-to-point) cetu WAN. Tomonorun nokaneubix ceteir (LAN).
[MonynynnekcHas W TONHOAYIUIEKCHAsE CBSI3b. YNIpaBJiCHUS JOCTYIIOM K Cpelle Mepeaadu
nauubiX. Konkypentneiit noctyn — CSMA/CD. Konkypentasiii foctynm — CSMA/CA.
6.3. Kanp xanana nepenauu nanusix. Kaap. Ions kagpa. Anpec yposHs 2. Kaagpet LAN 1 WAN.
7. Kommyrauus B cetsix Ethernet.
7.1. Kagper Ethernet. Mukancynsamus Ethernet. IlogypoBHu kananeHoro ypoBHs. IlogypoBeHb
MAC. Tlons kanpa Ethernet.



7.2. MAC-anpec Ethernet. MAC-anpec m mectHagnarepudHas cucrema cuucieHus. MAC-
anpec Ethernet. O6paboTka kaapos. MnauBunyansHblil (ogHoanpecHslit) MAC-agpec. MAC-
aJpec MMUPOKOBEIATeIbHOM pacchuiku. MAC-aapec MHOTOaIpEeCHOM pacChUIKHU.

7.3. Tabnmuua MAC-agpecoB. OcHoBHast nH(popMaIHs 0 KommyTaTopax. KomMmyTarop B pexxume
o0yuenusi. Ounbrpanus kanpoB. Tadbmuisr MAC-agpecoB Ha TMOAKITIOYEHHBIX APYT K APYTY
KoMMyTaTopax. OTnpaBka Kajpa Ha IUII03 [0 YMOJTYaHHUIO.

7.4. CKOpOCTh M CIOCOOBI TIEPECHIIKM Ha KoMmmyTaropax. CrmocoOsl mepeaapecanuu Kajapa Ha
kommyTaropax Cisco. CkBosnas kommytanus (Cut-Through). Bydepuzanus mnamsaru Ha
KoMmmyTaTopax. Hactpolika qyniaekcHOro pexuma u ckopoct. @ynkuus Auto-MDIX.

O0MeH TaHHBIMHU MEXKAY CeTIMHU
8. CereBoii ypoBeHb.
8.1. Xapaktepuctuku cereBoro ypoBHs. IIpoTokonbsl cereBoro ypoBHs. Mukancymnsuus IP.
Xapakrepuctuku 1nporokona [P. be3 ycraHosimeHus coeaunenus. HerapantupoBaHHas
nocraBka. He3aBucuMocTh OT cpebl.
8.2. ITaker IPv4. [Tons 3aronoska nakera [Pv4.
8.3. ITaker IPv6. Orpannuenus IPv4. O630p IPv6. Ilonsa 3aronoBka nakera IPv4 B 3aromoBke
nakera [Pv6. 3aronoBok nmakera [Pv6.
8.4. Metonel MapupyTu3auMyd y3i10B. Pemienune o nepeHampasineHunn ysna. lnro3 mo
YMOJTYaHUI0. XOCT-MapIIPYyThI K LT3y O YMOTYaHUI0. TabauIbl MapIIpyTU3aluy y3ia.
8.2. Beenenue B Mapuipytusanuio. Pemennue o nepecbuike nakeToB Mapiipytusaropa. Tabnumna
Mapupytuzaiuu  [P-mapmpyrtuzaropa. Cratuueckas  mapuipyTtuszanus. JluHamudeckas
MapIIpyTU3aLHs.
9. PaspemeHnue ajgpecos.
9.1. MAC u IP. YcTpoiicTBO Ha3HAUYEHUS B TOM )K€ CETU. Y CTPOMCTBO Ha3HAYECHUS B yAAJICHHON
CeTH.
9.2. IIpotokon ARP. O630p ARP. ®ynkuuu ARP. Ilpunnun pabots! nmpotokona ARP — ARP-
3anpoc 1 ARP-otBet. Poiis ARP B 0OMeHe TaHHBIMU C y/1aJIeHHBIMU CETSIMU. Y JATICHHE 3arucei
u3 T1abmunsl  ARP. Tabmumer ARP  Ha cereBbix ycrpoiictBax. IlpoGnemsr ARP
mupokoBerarenbHas pacceika ARP u ARP-criyunr.
9.3. O6uapyxenue cocenuux IPv6 yctpoiictB. CoobmieHuss 06 oOHapyxkeHun coceneit [Pvo.
O6napyxenue coceneit [IPv6 - paspemienne aapecos.
10. Ba3oBasi KOHGUTrypanus MapIpyTHU3aTopa.
10.1. IlepBoHauanpHasi HacTpoiika Mapmpyrtuzatopa. Illarm  Ga3oBol  KOHGHUTypanuu
MmapiipyTusaropa. basoBas kondurypanus.
10.2. Hactpoitka wuHTep(deiicoB mapmipytu3atopa. [Ipumep HacTpoiiku uHTEpdencoB
mapiipytusaropa. [IpoBepka kon¢urypaun narepgeiica. Komanasl npoBepku KOHQUTypaIHH.
10.3. Hactpoiika numo3a mo ymomuanuto. [lmo3 mo ymomwanuito miua xocra. Ilmo3 mo
YMOJTYaHHUIO ISl KOMMYTaTopa.

IP-aapecanus
11. IPv4-aagpecaums.
11.1. Crpykrypa IPv4-agpeca. CetreBass u y3ioBasg yactu aapeca. Macka moxaceru. JlinnHa
npedukca. Omnpenenenne ceru: Jnormdeckoe WM. CereBoil aapec, aapec Xocra U
IIMPOKOBEIIATEIbHBIN aapec.
11.2. OgnoanpecHas, MMpPOKOBEIIATENbHAsI U MHOroaapecHas paccbuika IPv4. OnHoanpecHas
paccouika. [llupokoBemiarensHas paccblika. MHOToapecHas pacchbuiKa.
11.3. Tunsr agpecoB IPv4. OOmenoctynHble W 4YacTHble anpeca IPv4. MapumpyTtuzanus B
Nurtepuer. [Pv4-aapeca cnemuaibHOrO Ha3HA4YEHHUs. YCTapeBIIas KiaccoBas aJpecanus.
Hasznauenue IP-agpecos.
11.4. Cermentanust cetu. lllupokoBemarenpHbId JOMEH W cermeHTanus. [IpoGimembr ¢
KPYIHBIMH IIUPOKOBELIATEIHbHBIMY JOMEeHaMU. [I[puYrHbI cerMeHTaluu ceTen.



11.5. Paznenenue cetu IPv4 Ha noaceru. Paznenenue Ha nmojacetu Ha rpaHuie okTeToB. [loacers
B [Ipe/ieJiax OKTETa.

11.6. IToncets: /16 u /8. Cozmanme moxacereit ¢ mpedurcom /16. Cozmanme 100 moacereit ¢
nomorsio npedukca /16. Coznanue 1000 mozacereit ¢ momouisio npedukca /8. Opranuszanus
IIOJICETEN MO HECKOJIBLKUM OKTeTaM. PacueT MacKH MOJCETH.

11.7. Paznenenne Ha TOJICETH [UIsi COOTBETCTBUS TpeOoBaHusM. YacTHas TmMoOACeTh U
001Ie10CTYITHOE aapecHoe mpocTpaHCTBO [Pv4. MuHMMU3amms HEMCIONIb3yeMbIX aapecoB [Pv4
y3JI0B M MakCUMU3aIus nojacetei. ¢ dexkTuBHOE pazeseHue Ha nozaceru [Pv4.

11.8. VLSM (Macka noacetun mnepemeHHoi mnuHbl). OcHoBel VLSM. CoxpaHeHue aapecoB
IPv4. VLSM. Ha3nauenue agpeca Tononorud VLSM.

11.9. CrpykTypupoBaHHoe mnpoekTupoBanue. [lnanupoBanue anpecauuu cetu. HasHaueHue
aZpecoB yCTPOUCTBAM.

12. IPv6-agpecaums.

12.1. IIpo6niembr ¢ mpotokosnoMm IPv4. Ilorpebnocts B IPv6. CoBMECTHOE HCIONIB30BAHUE
npotokoiioB IPv4 u IPv6.

12.2. IIpencraBnenune IPv6-agpecoB. @opmatel anpecoB [Pv6. TIponmyck HadaIbHBIX HYJIEBBIX
pa3psaoB. JIBOMHON JBOETOYME.

12.3. IPv6-anpeca: tunsl. OgHOAIPECHBIM, MHOTOAAPECHBIN, MPOU3BOJIbHBIN. [[nmuHa npedukca
IPv6-anpeca. pyrue tunsl IPv6-anpecoB onHOaApecHONW pacChIIKU. YHUKAJIbHBIM JIOKAJIbHBIN
anpec. 'mobansubie naauBUAyanbHbie [Pvo-anpeca (GUA). Ctpykrypa GUA IPv6. JlokanbHbIH
IPv6-anpec kanana.

12.4. Cratuyeckass HacTpoOilka TJIOOANBHBIX JUHAMHUYECKUX aApPECOB IS  OJHOAAPECHOMU
pacchUIKM ¥ JUHAMHYECKH HACTpaWBaeMble JIOKallbHBIE ajpeca kaHama. CraTudeckas
koHurypamuss GUA Ha wmapmpyrtuzatope. Cratnueckas KoHpUrypanus T100aTbHOTO
yHuKanpHOTO [Pv6-anpeca Ha y3nme Windows. Crarndeckas KOHQUTYpalus JTOKAILHOTO aapeca
OJHOAJAPECHOUN PACCHUIKHU.

12.5. JlunamMuyeckasi aapecanus sl TI00aTbHBIX JUHAMUYECKUX aapecoB JJsl OJHOAIPECHOMN
pacceuiku IPv6. CooOmenus RS m RA ICMPv6. SLAAC. SLAAC u DHCPv6-cepep 0e3
coxpaHeHusa cocrosiHus anpecoB. DHCPv6 ¢ momgmepxkoil cocrosHus. Ilpomnecc EUI-64.
Cry4aifHO creHeprupOBaHHbBIC HASHTH(OUKATOPHI HHTEpdeiica.

12.6. JlunamMuueckass aapecanusi JIOKaJbHBIX aapecoB kaHana IPv6. JluHammueckue LLA.
Junamuueckne LLA B Windows. unamuueckne LLA nHa mapmpyTtuzaropax Cisco. [IpoBepka
KoHpurypamuu [Pv6-agpeca.

12.7. I'pynnoBeie  [Pv6-anpeca. IlpucBoennsie rpynmoBbie [Pv6-anpeca. M3BecTHble aapeca
MHoroazpecHoi pacceuiku [Pv6. I'pynnoseie [Pv6-aapeca 3anpaiinBaeMbIX y3710B.

12.8. Paznenenue cetu [IPv6 Ha mojaceTn ¢ ucnoiab30BaHueM uacHTHGUKaTopa noacetu. [Ipumep
coznanus mnoncered IPv6. Pacnpenenenme [Pv6-ampecoB moacetu. MapuipyTtusarop,
CKOH(pUTYpUPOBaHHBIN ¢ ToaceTsIMH [PV6.

13. ICMP.

13.1. Coobmenuss ICMPv4 u ICMPv6. JloctmxumocTh y3i1a. Y3en HazHAYCHHUS WM CEPBHUC
HenoctyneH. [pessimen natepBan oxxunanus. Coobmenust ICMPv6.

13.2. TectupoBanue mnpu mnomomm ping U traceroute. Ping - Tect cBs3anHOCTH. ping A0
untepdeiica loopback. IIpoBepka cBA3M CO HUIIO30M IO YMOJYaHHMIO. Y CTAaHOBKA CBSI3U C
yAaJeHHBIM Y3JIOM C MOMOIIBI0 KOMaHbl ping. Traceroute — tectupoBanue nytu. [Iposepka
aapecauuu [Pv4 u IPv6.

CBs3b ¢ ceTeBbIMH NPUWIOKCHUAMH
14. TpaHcnopTHBIN YPOBEHb.
14.1. Ilepenaua nanHbiX. Posib TpancmopTHOro ypoBHA. DYyHKIHMHM TpPaHCIOPTHOI'O YPOBHS.
[IpoTokonsl TpancmopTHoro ypoBHsA. Ilporokon ympasnenus mnepenaueii (TCP). IIportokon



nosb3oBatenbckux aertarpamm (UDP). CooTBeTcTBYIOMmMA TPOTOKON TPAHCIIOPTHOTO YPOBHS
JUISL COOTBETCTBYIOLIETO MPUIIOKEHUS.

14.2. O630p nporokona TCP. ®dyukmuu nportokona TCP. 3aromoBok u mons 3arosnioBka TCP.
[Ipunoxenus, ncnons3yromue npotokon TCP.

14.3. O630p nporokosa UDP. ®dyukiun npotokona UDP. 3aromoBok u mosns 3aromoBka UDP.
[Ipunosxenus, ucnoas3yromue nporokos UDP.

14.4. Homepa mopTtoB. HecKOJIbKO OTAENBbHBIX CEAHCOB Nepedadyr AaHHbIX. [lapbl COKETOB.
I'pynnsr HomepoB noptoB. Komanna netstat.

14.5. Obmen panubiMH 10 mpoTokoiry TCP. Ilpomeccer TCP-cepBepa. YcraHoBieHHE U
npekpaienue TCP-coequnenns. Ananus TpexcropoHHero ksuruposanust TCP.

14.6. HagexxHocTh W yIpaBlIeHME TMOTOKOM Tiepenauu  naHHbiX. Hapexnocts TCP -
rapaHTHUPOBAHHAs M YHOpsiAOoYeHHas JocTtaBka. [loTepss MaHHBIX W TOBTOpHAs Iepeaaya.
Vnpasnenue notokoM TCP. PazMep okHa u moaTBepkaeHUs. MakCUMalIbHBIN pa3Mep CErMEeHTa
(MSS). [IpenoTBpalieHNE MEPETPY30K.

14.7. O6men manHbiMH TI0 TipoTokoiny UDP. Hwu3kwe HakimagHbie pacxoibl WJIM HAJACKHOCTb.
Coopxka geiitarpamm UDP. Ilpoueccsl u 3anpocst UDP-cepepa. IIpoueccst u 3anpocst UDP-
cepsepa.

15. YpoBeHb NpHJIOKEHHH.

15.1. YpoBeHp mNpuIoXKEHUH, ypOBEHb MPEACTABIEHUS, CEAHCOBBIH YypoBeHb. I[IpoTOKOIIBI
ypoBHs npuiioxeruit TCP/IP.

15.2. Monens «xiueHT-cepBep». OgHopanroseie cetu. OqHOpaHroBeie nmpuioxenus. Hanbomee
PacIpOCTpaHEHHBIE OJTHOPAHTOBBIE IPUJIOKEHUS.

15.3. IIporokomnsl BeO-Tpaduka M 3IEKTpOHHOM mouThl. IIpoTOKoN mepemaum TrHUIEpTEKCTa
(HTTP) u s3p1x runeprekcroBoit pazmetku (HTML). TIporokonast HTTP u HTTPS. ITpoToko:s
anektporHoi moutel (SMTP, POP, u IMAP).

15.4. CepBucel [P-anpecamuu. Cnyx6a nomenabix umeH (DNS). ®opmart coobmennii DNS.
Hepapxuss DNS. Komanma nslookup. IIpoTokon auHaMu4eckoil HAacTpOWKH CETEBOTO y3ia
(Dynamic Host Configuration Protocol, DHCP). [Ipuntun pa6otst DHCP.

15.5. CepBucs! coBMecTHOro foctyna K ¢aitnam. [Iporoxon nepexaun ¢aiinos (FTP). Ilporokon
SMB.

ITocTpoenue u odecneyeHue 6€30MACHOCTH HE0OJILIIIOH CETH
16. OcHoOBBI ceTeBOI 0€30IIACHOCTH.
16.1. Tunsl yrpo3. Tuns! ysa3BuMocteid. @usndeckas 3aIiura.
16.2. CeteBbie ataku. Tunbl BpemoHocHoro [10. Pa3BenpiBarenbHble aTakh. ATakd JOCTyMa.
ATtaku TUTNa «OTKa3 B 06caykuBanum» (DoS-arakn).
16.3. YryOnenusii moxaxon k 3ammre. CoxpaHeHHWE pe3epBHBIX Komuil. PesepBHOe
KOMHMpOBaHUE, OOHOBIICHHE M YCTAaHOBKA MCHPABICHUN. AyTeHTHU(HKAIMS, aBTOPU3ALUSA U yUeT
(AAA). MexcereBbie Skpasbl. Tumbl OpanaMayspoB. be30macHOCT, OKOHEUYHBIX YCTPOMCTB.
16.4. O6ecnieuenne OGe3omacHocTu ycrporcTB. Cisco AutoSecure. Ilapomu. Pacmmpennas
3amuTa naposisa. AKTUBaIus noAkiaodeHus mo SSH. OTkiroueHrne HEMCIOMb3yeMbIX CITYXKO.
17. Opranusanus He(OJIbIION CEeTH.
17.1. YcrpoiicTBa B paMKax HeOObION ceTr. Tomosoruu HeOoIbIuX ceTeil. Beioop ycTpoiicTs
Ui ceTd HeOompIIoro pasmepa. IP-anpecarus B pamkax HeOonblion cetn. PesepBupoBaHue B
HEOOJIBIIION ceTH. YTpaBiieHue TpahruKoM.
17.2. PactipocTpaHeHHbIE NPHIIOKEHHUsT B HeOONbINoil ceru. PacmpocTpaHeHHBIE MPOTOKOJIBL
[TpunoxxeHus Ui epeiadu rojioca u BUJEO.
17.3. Pacuupenne  HeOonbIION  ceTH. AHaIM3  NPOTOKOJOB.  Vcronb3oBaHHE — CeTH
COTPYIHUKAMH.



17.4. IlpoBepka moakimtoueHus ¢ momonipio Ping. Pacmmupennas komanma ping. I[Iposepka
MOAKJIIOYEHUS C MOMOIIBI0 KoMaHael Traceroute. PacmmpeHnnas komanna traceroute. bazoBblit
YpPOBEHbB CETH.

17.5. Komanas! xocta u 10S. Hactpoiika [P-kondurypanun xocra noj ynpasieauem Windows.
Hacrpoiika [P-xondurypamuum xocra moj ynpasinenuem Linux. Hactpoiika [P-kondurypanum
xocta mox ympasineHueM macOS. Komanma arp. IloBTopHOe paccmoTpenue HauOomee
pacnipoctpaneHHbIx komaHa show. Komannma show cdp neighbors. Komanna show ip interface
brief. Komanna show version.

17.6. OcHOBHBIE TIOAXOIBl K MOWUCKY W YCTPAaHEHHUIO Hemnojanok. Yrto ciemyer caenarh C
npobnemoit. Komanna debug. Komanaa terminal monitor.

17.7. Borpockl pabOThI M HECOOTBETCTBHS HACTPOEK Ayruiekca Ha uatepdetice. [Ipodaemsr ¢ IP-
anpecamu Ha yctpoiictBax lOS. IlpoGnemsr ¢ IP-azpecaMu Ha OKOHEUYHBIX YCTpPOMCTBax.
Henonaaku, cBsi3aHHBIE CO NUIIO30M IO yMoyyaHuio. [lomck W ycTpaHeHHE HEMOJaaoK,
cBs3aHHbIX ¢ DNS.

5. Oﬁpa30BaTeJIbHI>Ie TE€XHOJOIrM, B TOM YHUCJI€ TEXHOJOIHH ICKTPOHHOIO oﬁyqe}mﬂ H
AUCTAHIIMOHHBIC 06pa303aTeanble TEXHOJOIHHU, HCIOJbB3YEMbBIC IPH OCYIIECCTBJICHUMU
06p330BaTeJIbHOF0 nmpoumecca nmo 1TMCumInJanHe

B nporecce 00ydeHns UCIONB3YIOTCS CIEAYIOMNE 00pa3oBaTeIbHbIE TEXHOIOTHUH:

BBogHasi JieKunMs — 1aeT IEpBOE IEJIOCTHOE MPEACTaBICHUE O JIUCLHUIUINHE U
OPUEHTHUPYET CTYACHTA B CUCTEME U3YYEHHs NAaHHOW NUCHUIUIMHBL. CTYIEHTBI 3HAKOMATCA C
Ha3HAaYeHHEM U 3aJladyaMM Kypca, €ro pojibl0 U MECTOM B CHCTEME yUeOHBIX NUCUUIUIMH U B
cUcTeMe MOJATrOTOBKH B 1esIoM. JlaeTcst kpaTkuii 0030p Kypca, BHICKA3bIBAIOTCS METOJIMYECKUE U
OpraHU3al[MOHHbIE OCOOCHHOCTH pabOThl B paMKax NTaHHOW AWCUUIUIMHBI, a TaKXKe Jaercs
aHaJIN3 PEKOMEHIyeMOH yueOHO-METOJMUECKOM JTUTEPATyPHI.

AxkageMuyecKkas JeKIHs € 3JIeMEeHTAMU JIeKIuM-0eceabl — ITOCIIEI0BAaTEIbHOE
U3JI0’)KEHUE MaTepuala, OCyIIECTBIIEMOE IPEUMYIIIECTBEHHO B BUJIE MOHOJIOTa IIpenoaBaTels.
DOneMeHThl JIeKIMU-0ece bl O00eCneurnBalOT KOHTAKT MpenojaBareist C ayAuTOpHUel, 4YTO
MO3BOJIIET TPUBIIEKaTh BHUMAHUE CTYACHTOB K HambOoyiee BaXHBIM TEeMaM JUCIHILTAHBL,
aKTHBHO BOBJIEKaTh MX B Y4Y€OHBIH MpolecC, KOHTPOJIMPOBATH TEMIT M3JIOKEHUS Y4eOHOro
MaTepuaia B 3aBUCUMOCTHU OT YPOBHS €r0 BOCIIPUSTHS.

IIpakTHYeckoe 3aHSITHE — 3aHATHE, MOCBSALIEHHOE OCBOCHUIO KOHKPETHBIX YMEHHUU M
HAaBBIKOB I10 3aKPETUICHUIO TTOJYYCHHBIX Ha JICKIIUU 3HAHUM.

KoncyabTauuum — BuJ y4eOHBIX 3aHITHH, SBISIOMIMICS OAHOM W3 (GOPM KOHTPOJIS
CaMOCTOSITENIbHOW ~ paboThl  CTyAeHTOB. Ha KOHCydbTamusX MO Mpockde CTyIEeHTOB
paccmarpuBaloTcs HauOosiee CIOKHBIE MOMEHTBHI MPU OCBOCHMM MaTephalla TUCIUILIUHBI,
IpernojaBaTesib OTBEYAaeT Ha BOIPOCHI CTYACHTOB, KOTOpBbIE BO3HMKAIOT y HHMX B Ipolecce
CaMOCTOSITEIIBHOU PaOOTHI.

B npornecce o0yueHus: UCMONB3YIOTCA CAEAYIONINE TEXHOIOTHH 3JIEKTPOHHOTO 00y4YeHHUS
U JUCTAHIIUMOHHBIC O6p&30BaTeHLHBI€ TEXHOJIOTHH:
JeKTPOHHBIH Y4eOHbIH Kypc «KoMmmnbrotepHbie cetw» B LMS DileKTpOHHBIN
yHuBepcurer Moodle ApI'Y, B koTropoM:
- TpelCTaBJEeHbI 33JaHUS JJI CAMOCTOSTEIbHOM MPAaKTHUECKON paboThl 00yUaroImuxcs Mo
TEMaM JUCHUIIIINHBI,
- OCYUIECTBIIIETCS  NPOBEIEHUE OTHCNbHBIX MEPONPHUATHI  TEKYIIEro KOHTPOJIS
yCIEBAEMOCTH CTYIECHTOB;
- mpencraBieHa uH@opMmanus o (GopMe M BPEMEHHM IPOBENEHUS KOHCYJbTallMi IO
AUCHUIIIIMHE B PCIKUMC OHHaﬁH;
- TpelCTaBJeHbI MPaBUIIa MPOXOXKICHUS TPOMEKYTOUHOM aTTeCcTally 10 AUCHHUILINHE;



- mocpeAcTBOM ¢opyMa  OCYIIECTBISCTCS CHUHXPOHHO€ W (WJIM) aCHHXPOHHOE
BSaHMOHCﬁCTBHG MCKOY O6y‘laIOH_[I/IMI/IC$I U TIpernoaaBaTCJicM B paMKaxX H3YUYCHUA
JUCIUTUIAHBI.

DuIeKTpOHHbIN y4eOHbIl Kypc «Kommnbrorepusie cetm» B LMS Cisco NetAcad, B
KOTOPOM:

- TOPEACTABIEHBI TEKCTHI JICKIHM MO0 TEMaM JUCLHILUIMHBI;

- OCYUIECTBIIIETCS  NPOBEIEHUE OTHECNbHBIX MEPOINPHUATHI  TEKYIIEro KOHTPOJIS
yCIIEBaEMOCTH CTYIEHTOB;

- TIpelICTaBleH CIHCOK Yy4eOHOHl JuTepaTrypbl, pPEeKOMEHIYeMOHl MJii  OCBOCHHUS
JUCIIUIIINHEIL,

- mpexcraBieHa uH@opMmanus o QopMe M BPEMEHHM IPOBENEHUS KOHCYJIbTallUi IO
AUCHUIIIIMHE B PCIKUMC OHHaﬁH;

- mocpeAcTBOM ¢opyMa  OCYIIECTBISCTCS CHHXPOHHO€ W (WJIM) AaCHHXPOHHOE
BSaHMOHCﬁCTBHG MCKOY O6y‘laIOH_[I/IMI/IC$I U TIpenoaaBaTrCcsicM B paMKaxX H3YUYCHUA
JUCIUTUIAHBI.

6. Ilepeyenb JMIEH3MOHHOT0 M (WJHM) CBOOOAHO PACHPOCTPAHSAEMOr0 NPOrPAMMHOIO
olecrneyeHusl, MCIOJb3YeMOIr0 MPH OCYIIECTBJIEHHH OOpPa30BaTeIbHOIO IMpolecca 1o
AUCHUTIJIHHE

B mpomecce ocymiectBieHus — 00pa3oBaTENBHOrO — Ipolecca IO JUCIHMILUIMHE
UCTIONIB3YIOTCS:

st OpMUPOBAHUS MATEPHUAIIOB JUIsl TEKYILEr0 KOHTPOJIS YCIEBAEMOCTH U MPOBEICHHS
POMEXYTOYHON aTTecTaluu, Uil GOPMUPOBAHUS METOAMYECKUX MAaTEPHUAIIOB 110 JUCIUTLIHHE:

- Linux Ubuntu (GNU GPL v.3);

- OpenOffice (GNU LGPL);

- Cisco Packet Tracer 8.1.0 (moctynen OecrmaTHO a5 yyacTHUKOB IIporpammer CereBoi

Axanemun Cisco);

- Cisco SDM (nocrynen GecratHo ansi yuacTHUKOB [Iporpammer CereBoii AkaneMuu

Cisco);

- Cisco Network Assistant (moctynen 6ecrutatHo st yuacTHUKOB [Iporpammer CereBoii

Axanemun Cisco);

- Cisco Configuration Professional (moctynen OecriaTHO At yyacTHUKOB IIporpaMmer

CereBoit Akagemuu Cisco);

- Google Chrome (freeware).

7. IlepeyeHb CcOBpeMEHHBIX NPO(ecCHOHAIBHBIX 0a3 MAaHHBIX H HMH(OPMAIMOHHBIX
CIIPABOYHBIX CHCTEM, HCI0JIb3YyeMbIX NMPHU OCYIIeCTBJIeHHU 00pPa30BaTeIbLHOIO Mpolecca 1o
AMCUMILINHE (TPH He00X0AMMOCTH)

B mpouecce ocymiectBieHuss 00pa3oBaTeNbHOTO  Mpolecca IO JAUCHUIUIMHE
UCIIOJIb3YIOTCS:

ABTOoMaTtu3upoBaHHass OuOnmoreuHo-uHpopMmanuonHass cucrtemMa «BYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat find.php

8. IlepeyeHr OCHOBHOII W  JONOJHUTENbHOHW Yy4YeOHOl  JHTepaTypbl, pecypcoB
HH(OPMANMOHHO-TEJIEKOMMYHUKANIUOHHOI ceTH «HMHTepHeT» (NIPH HEOOXOAMMOCTH),
PeKOMeHAyeMbIX VIS 0CBOCHUSI A CHHMIIIMHBI

a) OCHOBHasI JIUTepaTypa
1) Omudep, Buxrop I'puropbeBud « KoMbroTepHbIe CETH: IPUHITUIIBI, TEXHOJIOTHUH, TIPOTOKOJIBI:
yue0. mocobue ais By30B / B. Onudep, H. Onudep;


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

M-Bo oGpa3oBanus u Hayku P®. - 5-e¢ uza. - CII6.: [Tutep, 2017 - 991 c. - (YueOHUK 17151 BY30B).
bubnmorp.: c. 955-956. - ISBN 978-5-496-01967-5
http://www.lib.univar.ac.ru/opac/bk cat card.php?rec 1d=2069619&cat cd=YARSU

2)YuebHo-meroaudeckoe nocooue B LMS NetAcad. Pexxum moctyma: cBoOOIHBIN 1115t
yuacTHUKOB IIporpammer CereBoit Akagemuu Cisco (https://www.netacad.com/)
0) 10MOJTHUTEJIbHAS JIUTEepaTypa

1. KomnbrotepHsle ceTH [ D1eKTpoHHBIH pecypce] : yuebnuk / B.I'. Kapramesckuii [u ap.].
— DJIEKTPOH. TEKCTOBBIEC NaHHbIe. — Camapa: [I0BOIKCKUIA rOCy 1apCTBEHHbIA YHUBEPCUTET
TeleKoMMyHUKanuid u uHpopmatuku, 2016. — 267 c. — 2227-8397. — Pexxum goctymna:
http://www.iprbookshop.ru/71846.html
B) pecypchl cetu «HTEepHET»

Dhttp://netacad.com
2)http://cisco.com
3)http://learningnetwork.cisco.com/

9. MaTepunaibHO-TeXHH4YecKasi 0a3a, HeoOXxoauMasi /11 OCYLeCTBJICHUS 00pa30BaTEJILHOIO
npouecca no JUCHUIINHE

MarepuanpHO-TeXHUUYECKass 0a3a, HeoOXoauMas sl OCYIIECTBIECHUSI 00pa30BaTEeILHOTO
mpolecca 1o AUCUUIIIMHE BKJIIOYAeT B CBOM COCTaB ClelUaIbHbIe TOMEILECHUS:

- yueOHbIe ayTUTOPHUH ISl IPOBEICHUS 3aHATUH JIGKLIMOHHOTO TUIIA;

- y4eOHbBIC ayIUTOPUH JJI IPOBEACHUS MTPAKTUUECKUX 3aHATHI (CEMHHAPOB);

- yueOHBIC ayTUTOPUU ISl TPOBEIEHUS TPYIIOBBIX U HHIWBUYyIbHBIX KOHCYJIbTAIIHIA,

-KOMIIBIOTEPHBIN Kilacc, obopynoBanubiii [[19BM kiacca ne Hmke Intel 15-7400 , 8gb
RAM, 1Tb HDD c ycranoBieHHbIM IporpaMMHbiM obecneueHuem: Windows 7/8/10, Linux,
Packet Tracer 8.0 (u Homee), Cisco SDM, Cisco Network Assistant, Cisco Configuration
Professional. 13 pacueta oxna [IDBM Ha onHOTO YenoBeka.

- yueOHBIE ayAMTOPUM [UISl TPOBEACHMSI TEKYILIETOo KOHTPOJSI M TMPOMEXKYTOUHOU
aTTecTalluu;

- IOMEIIEHUS IS CAaMOCTOSTEIbHON paboThI;

- IOMEUICHUS JJIS XpaHEHUs W TNPOPUIAKTHUYECKOTO OOCIYKUBAHUS TEXHUYECKHX
CpenCTB O0y4YCHHS.

[TomemieHust i1 CaMOCTOSATENBHON PAOOTHl O0YUYAIONTUXCS OCHAIEHBI KOMITHIOTEPHOM
TEXHUKOW C BO3MOYKHOCTHIO MOJAKIIOUEHUsl K ceTu «VMHTepHeT» U obecrneueHueM AO0CTyma K
3IIEKTPOHHOHN MH(OpMaIoHHO-00pa3oBaTensHOU cpese SAplY.

ABTOD:

Accucrtent C.B. IllyTos

Q0NIHCHOCTD, YUEeHAsl CIenetb noonuce U.0. Damunus


http://www.lib.uniyar.ac.ru/opac/bk_cat_card.php?rec_id=2069619&cat_cd=YARSU
https://www.netacad.com/
http://www.iprbookshop.ru/71846.html

IMpuioxenne Ne 1 k padoyeil nporpamMMme M CHUATIIAHBI

«KOMHLIOTeprIe ceTHn»

@DoH/1 OLIEHOYHBIX CPECTB
JJIS1 IPOBEJAEHN S TEKYILEero KOHTPOJISl YCIeBaeMOCTH
U MPOMEKYTOYHOM aTTEeCTAIIUM CTY/AE€HTOB
o JUCIHHUIIJINHE

1. TunoBbIe KOHTPOJILHBIE 3a]JaHUS M HHbIE MaTePHAJIbI,
HCHOJb3yeMble B Mpoliecce TEKYIero KOHTPOJIs YCIeBaeMOCTH

Ipumep 3axaHui 1JIA CAMOCTOATEIHLHON MPAKTHYECKOH PAadOTHI
(3adanus pasmewaromes 8 DVK «Komnviomepuwvie cemuy» 6 LMS Moodle u evinonnsiomes 6
npoepamme smyaayuu cemu «Cisco Packet Tracer
(Oocmynen becniamuo 0ns yuacmuurxog [Ipoepammer Cemesou Axademuu Cisco)
Bo eépems svinonnenus pabomvl cmyoenm moxcem udembs c8oU NPocpecc 8 NPOYEHMHOM
coomuoweHnuu. bonvuwuncmeo pabom conpogoxcoaomes MemooudecKum Mamepuaiami.

Tema: Pa3pa0doTka u peanu3anusi cXeMbl aipecaniu
(nposepka cpopmuposannocmu I1K-2, unouxamop NJ1-11K-2.2,
unouxamop U-11K-2.3 6 uacmu npakmuyeckoeo npumeHerus ymeHus npoekmuposams u
YCMAaHABIUBAMb OOMAUIHION CEMb WU CeMb MAI020 NPEONPUIMUS, 81A0EHUsSI HABBIKAMU
co30aHus noocemeli U HACMPOUKY 0OMEHA OAHHLIMU)

Ilenu:
- Hactpoiika 6a30Boif KOHPUTYpaAIIUU yCTPONCTB.

- HacTpolika azpecanuy Ha CETEBbIX YCTPOUCTBAX U y3JIax.

- [IpoBepka [P-noakroueHusl.
- IIouck u ycTpaHeHre HENoJIa0K MOIKIHOYEHUS

Tabnuua agpecauuu

Wnko3 no

YcTpolcTBO Wutepdeic IP-appec Macxka nogcetn YMOMYaHHK

G0/0 Het

Gon Het

S0/0/0 Het

GO Her

Gon Her

S0/0/0 Het

VLAN 1

VLAN 1

VLAN 1

VLAN 1

NIC

NIC

NIC

NIC

Uenu

B a70s nabopatopun Bel pazpaboTaeTe cxemy agpecauuu VLSM c yuetom cetesoro agpeca v Tpebosanuii «
yany. Bul GyneTe HacTpansaTs agpecauny Ha MapLUPYTM3aTopax, KOMMYTATOPaX M yanax ceTi.

s PazpaboTka cxemul IP-agpecaumn VLSM c yuetom TpeGosannii.
« HacTpoiika agpecaunm Ha CeTeBkLIX YCTPOHCTBAX W yanax.
« Mpoeepka IP-nogknioueHnAa

e [MoWCK M ycTpaHeHUe HEeMONag oK NOAKITKMEHHA

19 Hosts
14 Hosts

£ PO P5-101-87

21 Hosts 32 Hosts




IIpaBuiia MHTEpHIPeTAIUU PE3YJIbTATOB BbINOJHEHUSI CAMOCTOSITEIbHOM MPAKTHYECKOM
padoThI:

IIpakTnyeckasi padbora cYMTAETCH BBHINOJHEHHON (3aCYMTHIBAETCH), €CJIU JOCTUTHYTHI BCE
IIOCTABJICHHBIC LICIIN.

IIpumep TecTa AJ1s1 CAMONIPOBEPKHU
(tect mpoBoauTtcs B YK «Komnbrorepusie cetu» B LMS NetAcad)
(nposepra cghopmuposannocmu I[1K-2, unouxamop UJI_TIK-2.1 B yacT npoBepKH HATUIUS
TEOPETUUECKUX 3HAHUN IIpeIMeTa)

B Tecre mpencraBnensl 3a1aHus Ha MPOBEPKY 3HaHUM 1o Teme «ba3oBas kondurypamms
KOMMYTaTOpa 1 OKOHEYHOI'0 yCTpoicTBa». B Tecte no kaxxaoil TeMe B cpeHeM 15 BOIIpocoB.

KonnyecTBo NONBITOK BBINOJIHEHUSI HE OTPAHUYEHO.

Bpems Ha npoxoskJieHue TecTa HE OIPaHUYEHO.

Wroru npoxoxaeHus Tecta He OLIEHUBAIOTCH.

Bonpocs! Tecra:

Bompoc 1. Kakoe yTBepKaeHYE BEPHO UL UCIIOAHIeMOro daityia KoHOUTyYpalluy HA YCTPOICTBE
Cisco 10S?

1) Ero ciexyer ymanuTh ¢ TOMOIIBbIO KOMaH/IbI erase running-config,

2) OH aBTOMaTUYECKU COXPAHAETCS IPU Iepe3arpy3ke MaplpyTu3aropa.;
3) Oto BauseT Ha paboOTy YCTPOMCTBA Cpa3y MOCIe H3MECHECHHS,;

4) On xpanutcs B NVRAM.

Bompoc 2. Kakue nBa yTBep:KAEHH 0 0oab30BaTenbckoM pexkuMe EXEC Bepunl? (Buibepure
JIBa BapMaHTA.)

1) HocTym Kk pexkumy rio0anbHON KOHPUTYpAIIMA MOKHO TIOJTYYUTH C TOMOIIBI0 KOMaHIbI
enable;

2) B 9TOM peKHMME MOKHO HaCTpamBaTh HHTEPEHCH U MPOTOKOIIBI MAPIIPYTU3ATOPA;

3) TOTBKO HEKOTOPBIE ACMEKTHl KOH(PHUTYpaIMy MapHipyTHU3aTopa JOCTYIHBI JIJIs MPOCMOTpa B
TOM PEXKUME;

4) MOCTYMHBI BCE KOMaH 1Bl MapIIPyTH3aTOPA;

5) KOMaH/IHas CTPOKa YCTPONCTBA B 3TOM PEKUME 3aKaHUYMUBACTCSI CHUMBOJIOM <.

Bonpoc 3 Kako¥li Tvn 10ocTyIa 3aliiIileH Ha MapuipyTuzaTope mim kommyrarope Cisco ¢
MoMOIIBI0 enable secret KoMaHIBI?

1) BuptyanbHble TEpMUHAIIBL

2) IMopt AUX;

3) IlpuBunerupoBanuslii pexxum EXEC;

4) KoHcosbHast THHUSA.

Bompoc 4 Kaxkoii unrepdeiic spusercs nuarepdeiicom SVI mo yMoI4aHuo Ha KOMMYTATOPE
Cisco?

1) VLANI;

2) VLAN99;




3) VLAN100;
4) VLAN999;

Bompoc 5 Kakux Tpex npaBuii caeAyeT NpUAeP>KUBAThCS IPU HACTPONUKE UMEHH y3Jia Yepe3
KOMaHHYIO CTPOKY Ha ycTpoiicTBax Cisco? (Beibepute Tpu BapUaHTa.)

1) uMs y311a JOJIKHO COCTOSITh TOJIBKO U3 CTPOYHBIX CHMBOJIOB;

2) uMms y311a JOJHKHO 3aBEPIAThCs CHEIMATbHBIM CUMBOJIOM;

3) UM y311a He JOIDKHO COZIepKaTh MPOOeoB;

4) uMs y371a T0JDKHO HAYMHATHCS ¢ OYKBHI;

5) uM4 y371a JOJIKHO COCTOSITh MEHbIIIE, YeM U3 64 CUMBOJIOB.

Bormpoc 6 B yem Ha3zHaueHHe 000JI0UKH ONIEPAIMOHHON CUCTEMBI?

1) obecnieunBaeT paboTy ClIEUATM3UPOBAHHBIX CEPBUCOB MEKCETEBOTO dKpaHa;
2) B3aMMOJEHNCTBYET C annapaTHbIMU CPEICTBAMH YCTPOMCTBA;

3) o0GecrnieunBaeT B3aMMOJEHCTBHE MEX Y TOJIB30BATENISIMU U SIPOM;

4) obGecnieunBaeT pabOTy CEPBUCOB 3AIIUTHI OT BTOPKEHHUS.

Bompoc 7 Ha mapuipytusatope ¢ paboueil onepaliioHHON CHCTEMON nMeeTcst (paiin
KoH@urypanuu, coxpaneHaslii B NVRAM. B ¢aiine koHQUIypaluy ecTh CEKPETHEIN MapoJib
IPUBUJICTHPOBAHHOIO PEXKMMA, HO HET mapoJjis KoHcoyH. Korma MapiipyTu3aTop 3arpy3urcs,
KaKoi Ha HeM OyJIeT peskuM?

1) pexxum rnobaibHOM KOHPUTYpaLHH;

2) npuBmiierupoBanabiii pexxum EXEC;

3) nonw3oBarenbckuil pexum EXEC;

4) pexxuM HaCTPOUKHU.

Bomopoc 8 AaMmuaMCTpaTOp TOABKO yTO M3MeHu1 [P-aapec naTepdeiica Ha yerporictee 10S. Uto
CIIC HY>KHO CACJIATh, ‘ITOGBI IIPUMCHHUTH 3TH UBMCHCHUS K VCTDOP'ICTBV?

1) Cxonupyiite naopmaruio B (aiine KOHPUTypaliu 3amycka B padbouyro KOH(PUTYpaIHIo;

2) [lepesarpy3uTe yCTpOHCTBO M BBEIUTE yes TIPH MOSBICHUH 3allpoca Ha COXpaHCHHE
KOH(UTypanuu;

3) Huuero He Hamo nenath. MismeneHus B koHurypamuu Ha ycrpoiictee [OS BcTynaror B cuny,
KaK TOJIbKO KOMaH/1a HaOpaHa MpaBWJIbLHO U HaXKaTa Kiapuiia Enter;

4) CkonupyiTe TeKyIIyto KOHPUTYpaIuio B Gaii 3arpy304Hoi KOH(PUTYpaIuu.

IIpaBujibHbIE OTBETHI

Bonpoc Ne | Bapuant Bonpoc Ne | Bapuant
OTBETa OTBETa
1 3 5 3.4,5
2 3,5 6 3
3 3 7 3
4 1 8 3




CamocTosiTesqbHBbIE PA00THI B BU/I€ TECTOBBIX 3aJaHUI.
Tectol npoBoasitest B YK «Komnbrorepusie cetm» B LMS NetAcad
B kaxaom Tecre B cpeanemM 60 BOnpocoB 1o npoijieHHbIM TemaMm (2-4).
Kosnn4yecTBo noneITOK BBINOJHEHH - S. Bpemst Ha npoxoxkaenue tecra - 1,5 yaca.
IIpu 3aBepuIeHNM TeCTAa MOKA3HIBAIOTCS OIIMOKHU (€C/IM €CTh) U KAKYI0 TeMy M pa3eli
CMOTpeThb, 4YTO0bI Pa300paThcsi U HCIPABUTH OIHOKY. UTOrM mpoxoxkaeHust Tecta
OLICHUBAKOTCH.

IIpumepbI BONIPOCOB:

1. Bo Bpemsl IJIaHOBOI NPOBEPKH TEXHUK 00HAPY KU1, YTO IPOrpaMMHOe oOecnedyeHue,
YCTAHOBJIEHHOE HA KOMIIbIOTEpe, TalilHO COOMPAJIO JaHHbIE 0 BeD-cailiTax, KOTOpbIe
Nocenaau MoJb30BaTe/iM KoMnbTepa. KakoMmy Ty yrpossl noaseprest 310t
KoMInbloTEp?

- DoS-araka

- Kpama JIMYHBIX JAHHBIX
- mmuoHckoe 10

- aTakKa Hy.HeBOFO JAHSA

2. Kakoii TepMHH OTHOCHTCS K CeTH, KOTOpasi odecrieunBaeT 0e30NMacHbIH J0CTYN K
KOPNOPATHUBHBIM O(pyicaM 11 NOCTABIIUKOB, KJIUEHTOB H COTPY/IHUKOB?

- Uutepuer
- HHTPaHET
- OKCTpaHET
- pacuupeHHas CeTh

3. Kpynnasi kopnopauuss MoAu(pUIMPOBAIA CBOIO C€Th, YTOOBI N0JIb30BATEIH MOTJIN
MOJIy4aTh JOCTYH K CeTeBbIM pecypcaM €O CBOMX JIMYHBIX HOYTOYKOB  cMapT¢OHOB.
Kakasi ceTeBasi TeHAeHIMS ONMUCHIBAET 3TO?

- 00JIaYHbIe BBIYMCIICHHUS

- OHJIATH-COTPYIHUYECTBO

- mpuHecH cBoe ycrpoiictso (BYOD)
- BUJCOKOH(DEPEHITUN

4. Yto Takoe MHTEpHET-NPOBaiiaep?

- OTO OpraH 1o cTaHJAapTU3aIlM1, KOTOPHBIN pa3pabaTbiBaeT CTaHAAPTHI KaOeael U IPOBOIKH
I CeTEH.

- OTO MPOTOKOJ, KOTOPHIA YCTAaHABIUBAET, KAK B3aUMOJEHCTBYIOT KOMIIBIOTEPHI B JIOKAJTbHOU
CETH.

- OTO OpraHu3anys, KOTopas HO3BOJISIET OTAEIbHBIM JIMLAM U NPEANPUITHAM NOAKII0YATHCS K
HurepHery.

- OTO ceTeBoe yCTPOMCTBO, KOTOPOE COUYETAeT B ce0e PYHKIIMOHATBHOCTh HECKOIBKHUX
Pa3JIMYHBIX CETEBBIX YCTPOMUCTB B OJHOM.



5. Kakue 1Ba KpuTepusi IOMOralT BbIOPATh CeTEBOIl HOCUTEJIb U3 PA3JIMYHBIX CETEBBIX
cpen? (BoiOepure nBa.)

- TUTIBI JAHHBIX, KOTOPBIE TOJHKHBI OBITH TPUOPUTETHBIMU

- CTOUMOCTb KOHEYHBIX YCTPOMCTB, HCIOIB3YEMBIX B CETH

- paccTosiHUE, Ha KOTOpOe BEIOpaHHask Cpeia MOXKET YCIELIHO IiepeiaBaTh CUTHAT
- KOJINYECTBO MPOMEKYTOUYHBIX YCTPOHCTB, YCTAHOBJICHHBIX B CETH

- cpena, B KOTOpO# Oy/eT yCTaHOBJIEH BBIOpaHHBIA HOCUTEh

6. ConocTaBbTe KaKAYI0 XaPAKTEPUCTHKY € COOTBETCTBYOIINM THIIOM MOJKJIYEHUS K
HNuTepHery. (He Bce BApHAHTHI MCIOJIb3YIOTCS.)

He NOAXOAHT AR NECUCTLIX 30H DSL

[NA NEPEa4y AaHHbIX MCTIONb3YET KoaKCHanbHbIM kabenb

KaK NpaBuno, UMEET HU3RYIO NPONYCKHYED CNOCOBHOCTL

NoAKMOMEHWE NO TeNnedoHHON MHKUK
BbICOKOCKOPOCTHOE COEIMHEHHE NO TENEMOHHON MUHUK

o0blyHO ucnoneayeT cxemy T1/E1 unm T3/E3

CNyTHWKOBaA nepeaava

KabenbHoe noaKmnoYeH1e

IIpaBuja BEICTABICHHUS OIICHKH I10 PE3YJIbTaTaM CaMOCTOSITCIILHOM Da6OTBII

OreHka 1o pe3ysabTaTaM CaMOCTOSATEILHON PabOThl CUUTASTCS B Oajliax Mo CISAYIOIeMy
MPUHIIAITY: TIPABUIBHO BBHITTOHEHHOE
- 3a7aHue ¢ 1 BapuanToM oTBeTa — 1 Oas;
- 3a/IaHH€ C MHOXXECTBEHHBIM BbIOOpOM — 2 Gana, 1 6ami - ecliv TOIbKO OJJUH OTBET BEpHBIH,
0aJTOB — €CTM HET MPABUJIBHBIX OTBETOB MJIM BBIOPAHO OOJIbIIIE BAPHAHTOB, YeM HEOOXO0IUMO;
- 33JTaHUE C COIOCTaBICHHEM — 2 OaJjia.
[TomHOCTBIO HEMPaBUIILHO BBIMOJIHEHHOE 3aaHue — 0 6aIoB.
B cpennemM, MmakcuManbHOE KOJMYECTBO OAJIOB IO UTOTaM CaMOCTOSATENbHOU paboTsl — 100
HaGpannoe konmdecTBO OamioB WHTEPHPETUPYETCS] B TMPOIEHTHOE COOTHOIICHUE U
ounenuBaercsa. Ot 70-100% - pabora 3acunrana, meHee 70% — paboTa He 3acuuTaHa (3HAHUS U
YMEHHUS Ha JAaHHOM JTare OCBOSHUS ITUCIUIUIMHBI HE CHOPMHUPOBAHBI).

2. Cniucok BONPOCOB M (WJIH) 3alaHUi J1JI IPOBeleHUs IPOMEKYTOYHOM aTTeCTAIMU

Ha moMmeHT mpoBeneHHs NPOMEXKYTOUHOM aTTeCTallud AOKHO OBITh BBIMOJIHEHO H
3acuuTtaHo He MeHee 70% momamHuX padorT.

IIpyMepHBbIe BOIPOCHI HTOTOBOI0 TECTA JJIsl MOJYYEeHHS 3a96Ta:

1) Kakoii Tun cepBepa ucnoJib3yeT TaKue THIIBI 3anmuceil, kak A, NS, AAAA u MX, nus
NpeaoCTaABJICHUA yCayr?

CepBep JOMEHHBIX UMEH



[TouToBBIN cepBep
DaiIoBbIN CepBEP
Beb-cepBep

2) Uto Takoe mponpueTapHbie NPOTOKOJIbI?

[TpoToxobl, pa3paboTaHHbIE YACTHBIMU OPraHU3AIMAMU 7151 paboThl Ha 000pyAOBaHUU
JT000T0 MOCTABINHKKA.

[TpoTOKOJIBI, KOTOPBIE MOTYT CBOOOJIHO MCIIOJIB30BATHCS 000 OpraHu3anuei uiu
IIOCTABIINKOM.

[TpoToxoiibl, pazpaboTaHHbIE OPraHU3ALUAMU, KOTOPbIE KOHTPOIUPYIOT UX OINpeNeiIeHHEe U
pabory.

Ha6op mpoTokosoB, n3BeCTHBIN Kak cTek nmpotokosoB TCP/IP.

3) Kakyio komaHay MOxkHO ucnoib30BaTh Ha IIK ¢ Windows, uro6b1 yBuaers IP-
KOH(UTypaumio 3Toro Komnbotepa?

show ip interface brief
ping

show interfaces
ipconfig

4) IlocmoTpuTe Ha kKapTUHKY. IP-anpec nHTepdeiica Kakoro ycrpoiicrsa cienyer
HCNOJb30BATH B Ka4eCTBE HACTPOMKM LILJII03a 10 YMOJYaHUI0 151 xocta H1?

>

So/oM

$0/0/0
S0/0/0

R1: S0/0/0
R2: S0/0/1
R1: G0/0

R2: S0/0/0

5) CeTteBoii aAMUHHUCTPATOP A100aBJIsIET HOBYIO JIOKAJBLHYIO ceTh B (pusinaji. HoBast
JIOKAJIbHASA CeTh A0JIKHA MOJAEPKIUBATh 25 MOAKIIYEHHBIX YcTpoiicTB. KakoBa
HAHMeHbUIAS ceTeBasi MACKa, KOTOPYIO ceTeBOii aIMUHUCTPATOP MOKET UCNO0JIb30BATH
IS HOBOIi ceTn?

255.255.255.128
255.255.255.192
255.255.255.224
255.255.255.240



6) AIMMHUCTPATOP NbITAETCS HACTPOUTH KOMMYTATOP, HO MOJIy4aeT coolueHue 00

omudke, NOKa3aHHOE HA KapTHHKe. B ueMm npo0Jema?
Switchl> config t

% Invalid input detected at '""' marker.

Heo6xoanMo ncnoap30Bath BCIO KOMaHAy configure terminal.

AJMUHUCTPATOP YK€ HAXOAUTCA B PeKUMeE TT100aIbHOM KOH(UTYpaIH.

[Ipexne ueM BBOAUTH KOMaHAY, aAMUHUCTPATOP AOJKEH BOMTH B IPUBUIIETUPOBAHHBII
pexum EXEC.

AJMHMHHUCTPATOP JTOJHKEH MOAKITIOUUTHCS Yepe3 OPT KOHCOIH, YTOOBI MOTYYHUTh JOCTYII K
pexuMy ri00anbpHON KOH(DUTYPAITHH.

7) Kakue 1Ba yrBepKaeHHs ONMUCHIBAIOT, KAK OIEHMBATH CXeMbI MOTOKOB Tpaguka u
THIIBI CeTEBOro TpadguKa ¢ NOMOIIbLI0 AHAJIU3ATOPA NPOTOK0J10B? (Bpi0epuTe aBa.)

BrimonHuTe 3axBat Tpaduka B BEIXOAHBIE THU, KOTJa OOJBIINHCTBO COTPYAHUKOB HE
paboTaror.

BrimonHuTe 3axBat Tpaduka B 4achl MUKOBOW 3arpy3KH, YTOOBI MOJIYYUTh XOPOIIIee
MpEJICTaBICHNUE O PAa3IMYHbBIX TUIIAX TpaduKa.

BrimonHuTe 3aXxBat Tpaduka TOIBKO B TEX 001aCTAX CETH, KOTOPBIC MOTYyYatoT OOJBIIYIO YacTh
TpaduKa, TAKUX KaK [EHTP 00pabOTKH JaHHBIX.

BrImonHuTE 3aXBaT B pa3HbIX CETMEHTAaX CETH.

BrimonauTe 3axBat Tosbko Tpadhuka WAN, moromy uto Tpaduk B IHTepHETE OTBEUaeT 3a
HanOoNbIINK 00beM TpaduKa B CETH.

8) Kakoii T yrpo3nl 0€30nacHOCTH BO3HHKAET, €CJIM HAJACTPOIiKa 1 padoThI C
3JIEKTPOHHBIMH TA0JHUIIAMU OTKJIYAET JOKAJbHBIN MPOrpaMMHbINA Opanamaysp?

OopyTdopc
TPOSIHCKUI KOHb
DoS

nepenojHeHue oydepa

3ayer Mo UTOraM N3YUYCHUA JUCHUIIIMHBI BBICTABJISICTCS MPH BBIINOJHCHUU CJICAYIOIIUX
YCJIOBU:
1. JlomxHEI OBITH CHAHBI BCE JOMAIITHUE 3aaHHUs.
2. IlpolineH UTOTOBBIH TeCT — ¢ pe3yiabTaToM He MeHee 70% HaOpaHHBIX OaJIII0B OT
MaKCUMaJIbHO BO3MOXXHBIX IO TECTY.

B Tecrte B cpennem 60 BOmpocoB 1o Kypcy (HECKOIbKO BApHAHTOB (PUHAIIBHOTO TECTA).
KonnuecTBo monbITOK BhITIOTHEHHUS - 1. Bpemst Ha npoxosxkaenue tecta - 1,5 yaca.

OrneHka 1o pesyibTaTaM (UHAITBHOTO TECTa CYMTACTCS B OallIax Mo CIeIyomeMy TPUHITUITY:
MPABUJILHO BBITOJIHEHHOE

- 3a7aHue ¢ 1 BapuanToM oTBeTa — 1 Oasm;

- 33/IaHHE C MHOXKECTBEHHBIM BBIOOpOM — 2 Gana, 1 6ami - eclii TOIbKO OJIUH OTBET BEpHBIH,
0aJTOB — €CITM HET NMPABUJILHBIX OTBETOB MJIM BBIOPAHO OOJIbIIIE BAPHAHTOB, YeM HEOOXO0IUMO;
- 33JTaHUE C COMOCTaBICHHEM — 2 OaJjiia.

[TorHOCTBIO HEMPABUIIHLHO BBITIOTHEHHOE 3adaHue — () 6asioB.

B cpennemM, MakcuManbHOE KOJMYECTBO OAJIOB IO UTOTaM CaMOCTOSATENbHOU paboTsl — 100



HaGpaHHoe Koim4ecTBO 0aJIOB HHTEPIPETUPYETCS B IMIPOLICHTHOE COOTHOLICHUE U
ounenuBaerca. Ot 70-100% - onenka 3auteHo, meHee 70% — OlLleHKa «HEYJOBJIETBOPUTEIBHO
(3HaHWS M YMEHUS Ha JaHHOM 3TaIle OCBOCHHUS AUCIUIUINHBI HE CPOPMHUPOBAHBI).

IMpuiaoxenne Ne 2 k padoyeid nporpaMme I CHUATIIAHbBI
«OcHoBblI ceTeBbIX TexHoJ0THI (CCNA-1)»

MeToandyecKue YKazaHud 1J1d CTYACHTOB 10 OCBOCHHIO TUCHUITIJIMHBI

OcHoBHOU (HOpMOIT M3IOKEHHST YIeOHOTO MaTepuana no auciuruinae «KoMmeioTepHbie
CeTH» SIBIISIIOTCS JIEKIIUU U TPAKTUICCKHE PAOOTHI, IPUYEM B IOCTATOYHO OOIBIIOM 00beMe. ITO
CBSI3aHO C T€M, YTO B OCHOBE KOMITBIOTEPHBIX CETEH JiexaT caMble COBPEMEHHBIE TEOPETHUSCKUE
U TIPaKTUYECKHUE 3HAHUS M HaBBIKU. [10 BceM TeMaM MpeayCMOTPEHBI IIPAKTUIECKHAE 3aHSATHS, Ha
KOTOPBIX MPOUCXOAWT 3aKpEIUICHUE JIEKIIMOHHOTO MaTepualia IMyTeM MPUMEHEHHS €ro K
KOHKPETHBIM 3aJ1adyaM ¥ OTpabOTKa HABBIKOB PA0OTHI C CETEBBIM 000PYI0BAHUEM.

JlJis yCenHoro OCBOSHUS AUCIUILTUHBI OY€Hb BaXXHO PEIICHHE JOCTATOYHO OOJBIIOTO
KOJINYECTBA TEOPETUYECKUX U MPAKTUYECKUX PadOT, KaK B ayTUTOPHHU, TAK U CAMOCTOSATEIBHO B
KauecTBe JOMalTHUX 3amanuii. [lpumepsl pemieHus paboT pa3OuparoTcs Ha JEKIUIX U
NPaKTUYECKUX 3aHATUAX, TPU HEOOXOIMMOCTH 1O HauOoJjee TPYAHBIM TeMaM IPOBOISTCS
JOTIOTHUTEIbHBIE KOHCYNbTaud. OCHOBHAS IIE€b PEIICHUS TEOPETUYECKUX U MPAKTUIECKUX
paboT — MoMoYb YCBOUTH (PyHAAMEHTAIBHBIC TIOHATHS 1 OCHOBBI KOMITBIOTEPHBIX CETEH.

3amanus Ui CaMOCTOSTEIHHOTO pelieHus: (POPMYIUPYIOTCS Ha JEKIUAX U MPAKTUIECKUX
3aHATUSAX. B KauecTBe 3alaHuid Ui CaMOCTOSITEIFHOW pa0OThI AoMa CTYJEHTaM TpeIaraloTcst
3a/1a4y¥, aHAJIOTUYHbIE pa300paHHBIM Ha JICKIIUAX U MPAKTUICCKUX 3aHITUSX WK HEMHOTO OoJiee
CJIO’KHBIC, KOTOPBIE SIBJISFOTCS PE3yJIbTaTOM OOBEIMHEHUST HECKOJIBKUX 0a30BbIX 3a1a4. [1omHbIH
CIIUCOK 3aJJaHU# I CaMOCTOATEIBHOU padOThI O TeMaM (pa3zesiaM) AUCIHUILTUHBI IIPUBEICH B
OVYK B LMS Moodle «kKommnbprorepnsie cetn» 1 YK B LMS NetAcad. Bonpocsl, Bo3HHKaromue
B MpOIIECCEe WU MO MTOTaM PEIICHHs ITHX 3a/lad, MOXKHO 3aJaTh Ha KOHCYJIbTAIMSIX WU B
dopyme (qare) B OVK B LMS Moodle.

Jlyiss caMoCTOSITeNEHOM pabOThl, B TOM YHCIIE U TOBTOPA, Pa300paHHOTO Ha JIEKIHSIX H
NPaKTUYECKUX 3aHATHIX MaTepHalia IePBOTO CEMECTpa N3YUYCHUS JUCIUIUINHBI, PEKOMEHTYeTCs
UCIIONIb30BaTh yueOHO-MeToandeckoe mocobue B LMS NetAcad. Matepuan kaxaoro pasaena
BKITIOYAET B CeOsl M3JIOKEHHE TEOPETHUYECKOTo Marepuaja 1Mo 3aJaHHOW TeMe, KOTOPBIA 3aTeM
WLTIOCTPUPYETCS] MOAPOOHBIM pEelIeHHEeM TUIWYHBIX 3a7ad. B 3akimrodeHre Kaxaoro paszelna
NIPUBOATCS 3aJaHUS TSI CAMOCTOSITEIIFHOTO PEIICHHSI, OTBETHI K 3TUM 33/IaHUSIM U YKa3aHUs IO
WX PEIICHUIO MOKa3bIBAIOTCS MOCIIE UX BBHITIOTHEHUS.

B koHIle mepBoro cemectpa M3y4eHUsS AWCHUILIUHBI CTYACHTHI CHAIOT 3a4eT, B KOHIIC
BCEro Kypca — 9K3aMeH. 3ayeT 10 HTOraM IePBOTO CEMECTpPa BBICTABISIETCS IO HTOTaM
(GUHATBEHOTO TecTa W MpakThdecko padotel B mporpamme Cisco Packet Tracer. Ha 3auere
MPOBEPSIOTCS 3HAHUS, YMECHHSI M HABBIKH CTYACHTOB B paboOTe C OCHOBHBIMH KOMITOHEHTAMU
KOMITHIOTEPHBIX CETEH, SIBIISTFONUMHECS OCHOBHOM JIJISl IIOCTPOCHUS CETEBOW HHPPACTPYKTYPHI.

B xoHI1IE BTOpOTO ceMecTpa U3y4eHUs AUCHUIUINHBI CTYICHTHI CIAI0T IK3aMEH. DK3aMeH
NPUHUMAETCSl B BUJIC TECTa U MPAKTHYECKON paboThI Ha ceTeBoM obopynoBanuu. [IpoBepsroTcs
3HAHUS, TONYYCHHBIE B XOJI€ TMPOXOXKICHHUS Kypca, HAaBBIKM M YMEHUS, MPUMEHSEMbIC IJis
MOCTPOEHHUS CeTH, oOecredeHus: ee OecrepeOorHON paboThl W olecredeHuss 0a30BOTO YPOBHS
0e301acHOCTH ee paboTHI.



