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1. Ilean ocBOEeHMSI AN CHMIIJIMHbBI

Jucuumnnmna «OcHoBbI MapipyTu3anuu U kommyTtanuu cereit (CCNA-2)» uMeeT 1enbio
(opMHpOBaHUE y CTYJICHTOB 3HAHUI 110 OCHOBHBIM IPUHLUIIAM IPOEKTUPOBAHUS JIOKAJIBHBIX U
rJ100aNbHBIX CeTel, aAMUHUCTPUPOBAHHUIO CETEBBIX CIY)XO M KOMIIOHEHTOB, U TEXHOJOTHIM
JIOKaJIbHBIX U II100AJIBHBIX CETEH.

Hucyuniuna noceawena mexHONO2UAM — KOMMYMayuu U  NPUHYUnam  pabomuol
Mapupymuzamopog Onsi NOOOepIHCKU cemell MAanblX U CpeOHux opzaunuzayuu. B ueii maxoice
paccmampusaromcs  becnpogoonsie nokanvhvlie cemu (WLAN) u eonpocwbi obecneuenus
bezonacnocmu. B pamkax emopoii uacmu OUCYUNIUHBL, CMYOEHMbl HAYYAMCs NPOBOOUNDb
0a308yl0 HACMPOUKY CcpeoHux cemeil, HAXOOUMb U YCMPAHAMb HENONAOKU, BbIAGIAMb U
yempansams y2po3sel bezonacnocmu LAN, a maxoice nacmpaueams u 3auuwiams 6a3osvie cpeovl

WLAN.

2. MecTo AMCIMILVINHBI B CTPYKTYpe 00pa30BaTe/IbHON MPOrpaMMbl

Hucrunmuaa «OcHoBBl MapmipyTuzanuu 1 kommyTtamnuu ceteit (CCNA-2)» OTHOCHTCS

mucuuruinae o Beioopy b1.B./1B.01.01 oGpa3oBaTenbHO IpOrpaMMBl.

OcBoeHre MaHHOW MUCIMIUIMHBI HEOOXOIMMO KaK MPEIIISCTBYIONMEEe IS TUCIUIUIAHBI

«I'nob6anpHbIe ceT U ceTeBas 0e3onmacHOCTh (CCNA-3)».

3. Ilnanupyemble

pe3yabTaTrbl  00y4YeHusi

mo

AUCHUIIJINHE, COOTHECCHHbIEC

IUIAHUPYeMBbIMH Pe3yJIbTATAMM 0CBOEHUSI 00pa30BaTeIbHON MPOrpaMMbl

ITponiecc u3yueHus AUCUUILIMHBI HAIIPABICH Ha (DOPMUPOBAHME CIEAYIOLIUX JIEMEHTOB
kommnereHmii B coorserctBrr ¢ ®I'OC BO, OOIT BO u npuoOpereHus cleayomux 3HaHHUM,

YMEHH, HaBBIKOB U (WJIHM) OTIbITA 1EATEIbHOCTH:

®opmupyemast
KOMIIeTeHIIUsI
(xox u GopmMyJIMpPOBKA)

NapnkaTop nocTuskeHust
KOMIIeTeHIIN U
(ko1 1 (opMYyJIMPOBKA)

Ilepevyenn
IUIAHMPYEMBIX Pe3yJIbTATOB 00y4eHusl

Oo6menpodeccuoHAILHbIE KOMIIETEHIIUT

[IK-2 Cnocoben
PUMEHSTh
COBPEMEHHBIE
TEOPETUYECCKHE U
IKCIIEPUMEHTAIbHBIC
METO/IBI HCCIICIOBAHUS
C IENIbI0 MOACPHUBALINN
CYIIECTBYIOIIUX U
(unm) co3maHus

HOBBIX NIEPCIEKTUBHBIX
CpeACTB
WH()OKOMMYHHUKAITUH

N _TIK-2.1 3naeT OCHOBHbIE
XapaKTEPUCTUKH
WH(OKOMMYHUKAIIMOHHBIX
YCTPOMCTB, CUCTEM U CETEU

N _TIK-2.2 IIpumensier
3KCHEPUMEHTAIBHBIE METOBI
MCCJIEJOBAHMSI TIPOLIECCOB B
MH(OKOMMYHHUKAIIMOHHBIX
YCTPOMCTBAX, CUCTEMAX U CETAX
N/ TIK-2.3 [IpoBoaut
TEOPETUYECKHUE UCCIIE0BAHUS
TEJIEKOMMYHUKAITUOHHBIX
YCTPOMCTB, CUCTEM U CETEU
NJI_TIK-2.4 OdbopmisieT OTYEThI
B COOTBETCTBUU
PEABSBISIEMBIMU
TpeOOBaHUSIMU

3HaTh:

- IPUHIIMITBI CBSI3U U OOMEH JTaHHBIMU B
JIOKaJIbHOM IPOBOJHOU CETH;

- YPOBHHM JIOCTYIIA U pacCTpe/IeTICHUS B
cetu Ethernet;

- cxemnl [P-anpecaruuy;

- 0a30BBIC MTOHATHUAX CETEBOM
0e30IacCHOCTH;

- CTPYKTYPY U IPUHIUIIEI 0OMEeHa
JTAHHBIMHM MEXIY Y3J1aMU B CETH
WNHutepHer;

- BUJIbI, XapaKTEPUCTUKN U MAPKUPOBKHU
CETEeBBIX KaOeyei U KOHTAKTOB;




4. O0beM, CTPYKTYPA U COAEpPKAHUE TUCUUNIHMHBI

OO6mmast TpyJ0€MKOCTh AUCITUIUIMHBI COCTABIISIET 7 3a4€THBIX enuHmIl, 108 akas. 4acos.
3aounas popma oOyueHust

Ne Tembl (pa3aeibl) Buapl yueOHBIX 3aHATHIA, DopMbI TEKYILLETO
n/n JAUCHHUIIJINHBI, BRJIIO4Yast CaAMOCTOATC/IbHYIO KOHTPOJIA YCIIEBAEMOCTH
HX CoACpKaHue paﬁoTy CTyA€HTOB,
M UX TPYAOEMKOCTb DopMa IPOMEKYTOYHOM
(B AKaJEMHUYECCKHUX qacax) aTTeCcTaliuu
g KonTakTHas padora (no cemecmpam)
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HpI/IHLII/IHI:I KOMMYTaIlWHu,
3agaHus 1l CAMOCTOSTENIBHON U
1 |[VLAN#u MapHpyTu3aln 4 1 1 23 COBMECTHOIT MPAKTHIECKOi paboThI
Mexay VLAN.
3agaHus U1 CaMOCTOSTEIBHON
npaxkTHyeckoi pabotel, Tect st
6 mOM LluCﬂe c 90 u ﬂOT 5 CaMOIPOBEPKHU CamocrosTenbHas
pabora Ne7
o 3agaHus 11l CAMOCTOSTEIBHON U
2 |M36pITOYHOCTH CETEH. 4 2 1 25 COBMECTHOIT PAKTHIECKOi pabOTHI
3aianus U1 CaMOCTOSATENIbHOM
npakTHueckoi pabotsl, Tect qus
6 mom uucne ¢ 30 u ﬂ or 1 4 camornpoBepks CaMOCTOsITEIIbHAs
pabota Ne8
3 HOCTYHHBIC 1 HAACKHBIC 4 1 1 2 5 3aaHus IS CAMOCTOATEILHON 1
ceTu COBMECTHO# MPaKTHYECKOH paboThI
3agaHus U1l CaMOCTOSTEIBHON
npaxkTHyeckoi pabotel, Tect st
6 mOM l{ucﬂe C 30 u ﬂOT I 4 CaMOIIPOBEPKHU CamocrosTenbHas
pabora Ne9
4 Bbe3omacHoCTE Ha YPOBHE 2u 4 1 1 1 25 3a/iaHus 115 CaMOCTOATENBHON U
6630HaCHOCTB WLAN. COBMECTHO# MPAaKTHYECKOH paboThl
3aianus U1 CaMOCTOSATENIbHOM
npaxkTHyeckoi pabotel, Tect st
6 mOM quc‘]le C 30 u ﬂOT I 4 CaMOINIPOBEPKHU CaMocTosTeNbHAsS
pabota NelO
Konnemnmusa
3ananus 171 CaMOCTOSATENIBHOM 1
5 MapHIpyTu3alnu i 4 1 1 25 COBMECTHO# MPAaKTHYECKOH paboThl
KOH(Hrypauusi.
3agaHus i
CaMOCTOATEIbHOU
MPaKTHIECKON pabOTHI
6 mom uucne ¢ 30 u J]OT 4 P P ’
Tect mis CaMOIIPOBEPKU
CamocTosiTenbHas
pabota Nel 1
2 105 65 DK3ameH
Bcero 3a 8 cemecTp 6 2 6 |05129,5
144 yaca
6 mom uuciae ¢ 30 u ;10T 2 21

* 20 u JIOT evinonusiomes 6 08yx cucmemax. Tecmosvle 3a0anus Oisi CAMONPOBEPKU U
npoeepoyHbvle mecmyl 01 OYeHKU 3HaHull uinoausatomes na naamgopme Cisco NetAcad;




Conepxanue pa3aeinoB AUCHUTUIAHBI:
8 cemecTp
HpuHuunsl kommyranui, VLAN u mapupyrusanus me:xay VLAN.

1. ba3zoBasi HacTpoOiiKa yCTpPOIiCTB

1.1. BBenenue. IlepBoHauasibHasi HacTpoiika koMmyTtaropa. [locimemoBarenbHOCTh 3arpy3Ku
kommyTaropa. Komanga "boot system". CBeToauoaHble HHAMKATOPHl KOMMYTaTOpA.
BoccranoBnenue mocne cucteMHoro c6os. Jloctym k ympaBieHHI0O KoMMyTaTopoM. [Ipumep
KOH}Hrypamuu kommyraropa SVI.

1.2. Hactpoiika mopTtoB kommyTaTopa. JlymiekcHas cBa3b. HacTpolika mopToB KOMMyTaToOpa Ha
¢usnueckom ypoBHe. Pynkims Auto-MDIX. Komanner nposepku kommyTtaropa. IIposepka
KOH(Urypamuu nopra koMmyTaropa. Hemonanku Ha ypoBHe ceteBoro aoctyna. Omubku BBoAa
U BbIBOJIa MHTEpdeiica. [lorck U ycTpaHeHue Henoja 0K Ha ypOBHE CETEBOr0 JOCTYTIA.

1.3. Ynanennsni 3anumieHHblid goctyn. Ilpuamun pabotsr Telnet. Ilpunnmnm paGotsr SSH.
Kondurypamus SSH. Ilposepka pa6otst SSH.

1.4. bazoBas koHburypamus MapmpyTuzaropa. HacTpoiika OCHOBHBIX MapaMeTpPOB
Mapiipytuszaropa. Tomonorus ¢ MCmoib30BaHMEM ABOHHOro creka. Hactpoiika mHTepdeiicoB
MapupyTtusaropa. Marepdeiicer ooparnoit netiu [Pv4.

1.5. TlpoBepka cBsI3U MeXAy NOJAKIIOYEHHBIMU HampsMylo ceTsaMu. KomaHzabl NpoBEpKHU
unrepdetica. IlpoBepka cocrosiHus unHTepdeiica. [IpoBepka JOKAIBHBIX aapecoB KaHala H
MHoOroaapecHbIx aapecoB IPv6. IpoBepka kon¢urypamun uarepdeiica. IIposepka mMappyToB
Mapurpytusaropa. OuiabTpanus BHIXOAHBIX TaHHBIX KOMaH bl show. OyHKIMS UCTOPUH KOMAH].

2. IlpyHUMIIBI KOMMYTALUH.

2.1. Tlepecwuika xampoB. Kommytamus B ceru. Tabmmma MAC-agpecoB KoMMyTaTopa.
[onyuenue nnpopMaIu 1 nepecbuika KoMMyTaTopoM. CriocoObl IEepeCchUIKH Ha KOMMYTAaTOpe.
KoMmmyTanus ¢ mpoMexyTouHbIM xpaHeHueM (store-and-forward). CkBo3Has kommyTtanus (Cut-
Through).

2.2. KommyTanuoHHble TOMEHBI. JlJoMeHbl KOJUTU3ui. JIOMEHBI IIMPOKOBEIIATEIbHON PaCChUIKH.
CHIKEeHHe Meperpy30K CeTH.

3. Cern VLAN.

3.1. OG30p BHUPTyaJIbHBIX JIOKAJIBHBIX ceTed. OmnpenencHuss BUPTYaJbHON JIOKAJIBHOW CETH.
[IpeumymiectBa BupTyanbHbIX JoKadbHbIX ceTell (VLAN). Tumbl BHPTyaldbHBIX JIOKaJbHBIX
CETEH.

3.2. BupryaibHble JIOKaJIbHBIE CETH B CPEIE C HECKOJBKMMHM KoMMyTaTopamu. OmnpezneneHue
maructpanbHbix kaHaioB VLAN. Cetrp 6e3 VLAN. Cerp ¢ VLAN. Unentudukamus cetu
VLAN c nomomipio MmeTok. VLAN ¢ HeTerHpoBaHHBIM TPa(UKOM U TETUPOBAHHE 1O MPOTOKOIY
802.1Q. Teruposanue ronocooid VLAN. UccnenoBanue meto1oB peanuzanuu cetu VLAN.

3.3. Hactpoiika VLAN. [uanazonst VLAN nHa xommytaropax Catalyst. Komanasl co3manus
VLAN. Komannel Haznauenusi nmoptoB VLAN. VLAN mis mepenauu JaHHBIX M TOJOCA.
[IpoBepka mHpopmanuu o cersix VLAN. M3meHenue npuHamiexHoctu mnopra cetd VLAN.
Vnanenne VLAN.

3.4. Tpanku BUpTyanbHbIX ceTeil. KoMaHabl KOH(UTYpaluu MarucTpaJbHOrO KaHala (TpaHKa).
[Tlpumep koHpUrypauum MarucTpaibHOro Kasaia. I[IpoBepka KOHQUIypaluu TpPaHKOBOTO
kaHaia. COpoc TpaHKa B COCTOSTHHE 10 YMOITYAHHIO.

3.5. Iunamuyeckuii mpotokos TpankuHra (DTP). 3nakomctBo ¢ DTP. CornacoBaHHbIe peKUMBI
uHTepdeiica. Pesynbrarer HacTpoiiku DTP. [IpoBepka pexxuma mpotokona DTP.



N30bITOYHOCTD CeTEeM.

4. Mapumpytusanus mexay cersamu VLAN

4.1. IlpuHUMNIBl MapUIPYyTHU3AIMKA MEXKIY BHPTYaJbHBIMH JIOKAJIBHBIMU CeTSIMHU. UTO Takoe
Mapupytuzanus Mmexay VLAN? Vcerapesme MeTopl MappyTiu3zanun Mexay cerssMu VLAN.
Mapmpytuzamust Mmexay cersmu VLAN ¢ wucnons3oBanueMm wmerona Router-on-a-Stick.
Mapupyruzanusa Mexay VLAN Ha kommyTarope ypoBHS 3.

4.2. Mapmpytuzamus mexay cersmu VLAN ¢ ucnonp3oBanuem metoga Router-on-a-Stick.
Kongurypamus ROS (Router-on-a-stick). Cetu VLAN u koHurypauum MarucTpaibHBIX
ka"ayioB. Kondurypanus noguntepdeiica. [IpoBepka Mapimpyrusamnuu Mmexay cetsmu VLAN ¢
UCIIONIb30BaHKEeM MeToa Router-on-a-Stick.

4.3. Mapuipytuzamusi MEXIy BHUPTYAJIbHBIMH JIOKAJIBHBIMU CETSIMU C TMOMOIIBI YCTPOWCTB
KOMMyTaluu ypoBHs 3. Mapmpytusanus mexny cerssMu VLAN 3-ro yposHs. Cuenapuii
nepexitoueHuss ypoBHs 3. Hactpoitka kommytaTopa ypoBHA 3. IlpoBepka mapmipyTu3anuu
mexny VLAN kommyratropoM ypoBHsA 3. MapumpyTusauus Ha KOMMYTaTope YpOBHS 3.
Cuenapuii MapmpyTu3zanuu Ha kommyTtatope ypoBHs 3. KoHdurypamus mapmpyTuszanuu Ha
KOMMYTaTope ypoBHS 3.

4.4, Tlouck U ycTpaHeHHWE HEMOJaJoK MaprmipyTtusaruu Mexay VLAN. OOmue mpoOiieMsl ¢
mapiipytusanueii Mexay VLAN. OrcyrerByromue cetd VLAN. IIpobirembl MarucTpaabHOTO
nopta kommyTtaropa. Hemonmaaku B pabore mopra kommyTtartopa. Hemomamku B HacTpoWkax
MapuIpyTHU3aTopa.

4. Ilpnanuns: STP

5.1. Haznauenue mnportokosna STP. Pe3zepBupoBaHne B KOMMYTHUPYEMBIX CETSIX YpOBHS 2.
[Ipotokon STP. Ilepectpoiika STP. [IpoGiembl ¢ W30BITOYHBIMH KaHAJTaMH KOMMYTATOpa.
ITetnu 2-ro ypoBH4. [lIupokoBemarenbHblil IITOPM. AJITOPUTM CBSI3YIOIIETO J€PEBA.

5.2. Ilpunnunsl padoter STP. Illaru k 6e3 merenbHONW TOMOJOrHH. BRIOOP KOpHEBOTO MOCTA.
Brmusaue BID mo ymomyanuto. OmnpeseneHrne CTOMMOCTH KOPHEBOTO MyTH. BBIOOp KOpPHEBBIX
nopToB. BeiOOp Ha3Ha4eHHBIX MOPTOB. BBIOOP anbTepHATUBHBIX (3a0JIOKMPOBAHHBIX) MOPTOB.
Br160p KopHEBOTO MOpPTa U3 HECKOIBKUX MyTeH paBHOM ctouMmocTu. Taiimepsr STP u cocTostHus
IOPTOB. OKCIUIyaTallMOHHBIE JaHHbIE KaXa0ro cocrossHus mnopta. IIporoxkon PerVLAN
Spanning Tree Protocol.

5.3. OBomouusa STP. Paznuunsle Bepcun STP. Ilpunuuner STP. RSTP cocrostHus u ponu
noptoB. PortFast u BPDU Guard. Ansrepnartusst STP.

5. EtherChannel

6.1. ITpunmuner padotel EtherChannel. Arperuposanne kananoB. EtherChannel. [Ipeumymiecta
EtherChannel. Orpanuuenust ucnosib3oBanusi. [IpoTokonsl aBrocoriaacoBanus. @yukiuun PAgP.
ITpumep nactpoek pexxuma PAgP. @ynkiuu LACP. IIpumep nactpoek pexuma LACP.

6.2. Hacrpoiika EtherChannel. Unctpykiuu o nacrpoiike. Ilpumep konduryparmmu LACP.

6.3. Ilouck u ycrpanenue npobiem B padbore EtherChannel. IIpoepka EtherChannel. O0miue
npo6aemsl ¢ koHpuryparusamu EtherChannel. [Ipumep noncka u ycTpaHeHHs HEMCTIPABHOCTEH B
pabote EtherChannel.

I[OCTyI[HbIe " HAJECKHBIC CETH

6. DHCPv4.

7.1. CepBepsl u knueHTsl DHCPv4. Tlpunmuner pabotst DHCPv4. Illaru ans momyueHus
apenpsl. [laru, 4T00BI BO3OOHOBUTH apEHITY.

7.2. Hacrpoiika cepsepa DHCPv4 B Cisco 10S. JlelictBus mo Hactpoiike cepsepa DHCPv4
Cisco 10S. IIpumep xkonduryparmmuu. Komanasr nposepku DHCPv4 cepepa. Kak mpoBepurs,



yto DHCPv4 pa6oraer? Otkmouenune cepsepa DHCPv4 Cisco 10S. DHCPv4-perpancnsmms.
Perpancrnsius qpyrux cepBUCOB.

7.3. Mapmpytuzarop Cisco kak kiaueHT DHCPv4. [lpumep xondurypamuu. JlomamHui
MapupyTtuzarop kak kiaueHT DHCPv4.

8. SLAAC u DHCPv6.

8.1. Kondurypamus y3ma [Pv6. IPv6 Jlokanbnblii anpec kanana xocta. Haznauenue GUA IPv6.
Tpu ¢uara coobmiennii RA.

8.2. O630p SLAAC. Brmouenue SLAAC. Tonbko meron SLAAC. Coobmienus RS ICMPv6.
Xoct mporecc Ans co3gaHus uaeHTU(ukatopa untepdeiica. OOHapy)eHHE TyOIUPYIOIIUXCS
anpecos (DAD).

8.3. Ilaru paborst DHCPv6. DHCPv6 0e3 coxpaHeHusi coctosiHHs. BrimroueHue mpoTokoina
DHCPv6 6e3 coxpanenusi coctosaus Ha uHTepdeiice. Pabora DHCPv6 ¢ orciexuBanueMm
cocrosnus. Bkmouenue DHCPv6 ¢ moanepkkoit cocrostuus Ha uHTepderice.

8.4. Pomum mapmpyrtuzaropa DHCPv6. Hacrtpoiika mapmpyrtuzaropa B kadectBe DHCPv6-
cepBepa 0e3 oTcnexxuBaHUs coctosiHMs. Hacrpoiika mapmpyrtuzatopa B kauectBe DHCPv6-
KJIMeHTa 0e3 OTCleXHBaHUs cocTosiHus. HacTpoiika MapuipyTu3aTopa B KauyecTBE CepBepa
DHCPv6 ¢ orcnexuBanuem cocrostuusa. Kondurypamus knmuenta DHCPv6 ¢ coxpanenuem
cocrosinus. Komanaer npoBepkn DHCPv6 cepBepa. Hactpoiika MapiipyTuzaTopa B KayecTBe
arenra perpanciasiunu DHCPv6. [Iposepka arenra perpancisaunun DHCPv6.

9. lIpuruuns! padorer FHRP.

9.1. Tlporokon pesepBupoBanus mneporo mnepexoma (FHRP). Orpanwyenuss nutosza mo
yMoylaHuio. PesepBupoBaHue MaplipyTU3aToOpoB. J[eMCTBUS IpHU IEPEKIIOYEHMHM B Clydae
oTKa3a Mapupytusaropa. Bapuanter FHRP.

9.2. Obuwme ceepenust o nporokose HSRP. IIpuopurer u npuopurerHoe BoitecHenue HSRP.
Cocrostnug u taitmepsl HSRP.

be3onacHocTs Ha ypoBHe 2 u 0e3onmacHoctb WLAN

10. IIpuHuunbl odecnieyeHnst 0€30MACHOCTH CETH.

10.1. Be3omacHOCTh OKOHEYHBIX YCTpOWCTB. CeTeBbl€ aTaKu CErOAHA. Y CTPOMCTBAa CETEBOMU
0€30MacHOCTH. 3alluTa OKOHEYHBIX YCTPOMCTB. YcrpoiictBo Cisco A 3alUThl 3JIEKTPOHHOU
noyThl. Y CTpoiicTBO i 3ammThl BeO-Tpaduka Cisco Web Security Appliance.

10.2. Kontpone noctyma. AyTeHTHUKAIHUSA € JIOKaJbHBIM MaposieM. KommoHeHTH AAA.
Aytentuduxanus. ABtropuzanus. Yuet. 802.1X.

10.3. VYrpo3sl Oe3omacHOocTH Ha ypoBHE 2. Ys3BUMOCTH Ha ypoBHe 2. Kareropum arak Ha
KOMMYTAaTOpbl. T€XHOJIOrMM HEUTpaJIn3alluy aTak Ha KOMMYTALHIO.

10.4. Ataka na tabmuity MAC-anpecoB. O630p paboTel KOMMyTaTOpa. ATaka MepernoJTHEHuEM
Ha Tabnuiy MAC-anpecos. [IpotuBoaeiictBue arakam Ha Tabiuusl CAM.

10.5. Artaku Ha nokambHyto ceTh. VLAN m DHCP-araku. Araka VLAN Hopping. ATtaka ¢
nBoiiHeiM TerupoBanueM (Double-Tagging) VLAN. CooGmenuss DHCP. ATtaku, cBsizaHHBIE C
DHCP. ARP-araku, STP-ataku u CDP-3onqupoBanue. ARP araku. Ataka ¢ mogmMeHou aapeca.
Araka STP. Pa3senniBatennuag araka CDP.

11. Hactpoiika napamMmeTpoB 6€30I1aCHOCTH KOMMYTAaTOpa.

11.1. Obecnieuenre 6€30MACHOCTH MOPTOB. 3aIUTa HEUCIIOIB3YEMBIX MOPTOB. HelTpanuzaius
atak Tabmmubl MAC-aapecoB. Briouenue 3amutsl noptoB. Orpannyenue u uzydenue MAC-
azpecoB. YcrapeBaHue 0€30MacHOCTH nopTa. Pexxumel Hapymenus 6e3omacHocTu nopta. [lopT B
cocrossuuu  error-disabled. I[IpoBepka ¢yHkmum Oe3omacHocTH MOPTOB. Peamu3zanus
0e30macHOCTH TOpTa.



11.2. OtpaxeHue atak Ha BUPTyalbHbIE JIOKaJTbHBIE ceTH. O030p atak VLAN. Illaru, 4Tro0Osn
HeirpanuzoBarh ataku VLAN Hopping.

11.3. Orpaxenue arak yepe3 DHCP. O630p arak DHCP. OrcnexuBanne DHCP-cooOmienuii.
Hlaru no peamzauuun DHCP Snooping. Ipumep nactpoitku DHCP Snooping.

11.4. Orpaxenune arak uyepe3 ARP. [{unamuyeckuii ananmu3 ARP. PykoBoACTBO 110 BHEAPEHUIO
DAL Ilpumep konduryparmuu DAL

11.5. Orpaxenne atak dyepe3 STP. PortFast u BPDU Guard. Hactpoiika PortFast. Hactpoiika
BPDU Guard.

12. OcHoBHbIe noHATHS WLAN.

12.1. BBenenue B TexHOJIOTHH OecrpoBOAHON CBs3u. [IpemmyiiecTBa OecrpOBOJIHON CBSI3H.
Tumnbr 6ecripoBonHbIX ceTeid. becripoBonnbie TexHonoruu. Crangaptsl 802.11. PagmodactoTsr.
Opranu3anuu 1o CTaHAapTU3AIUN OCCTIPOBOIHBIX CETEH.

12.2. Cocrasnsromue WLAN. BecipoBonHble cereBble amanTephl. JloManmHuii 6ecripoBOIHOMN
MapupyTusarop. becnpoBoansie Touku noctymna. Kareropun AP. AHTEHHBI 111 OECTIPOBOIHBIX
YCTPOMCTB.

12.3. Tlpuanumnsl paboThl OECTIPOBOIHON JIOKAIBHOW ceTh. PesxumMbl Tomosiorun 0ecrpoBOHON
cetu 802.11. BSS u ESS. Crpykrypa xaapa 802.11. CSMA/CA. Accoumanusi 6eCripOBOTHBIX
KJIIMEHTOB U TOYEK JocTyna. [[acCHBHBIN M aKTUBHBINA PEXXUM OOHAPYKECHHUS.

12.4. Beenenue B CAPWAP. Pazmenennas MAC-apxutekrypa. Iludposanune DTLS.
FlexConnect AP.

12.5. Yopasnenue kananamu. Hacblmenue yactoTHoro kanaia. Beibop kanana. IlnanupoBanue
pa3BepThIBaHUS OECIIPOBOIHOM CETH.

12.6. Yrpo3sl g 6ecripoBOIHBIX JIOKANBHBIX ceTei. O630p 6e301macHOCTH OECIPOBOHOM CETH.
Ataku Thma «oTka3 B oocmyxuBaHum» (DoS-araku). BpemoHocHble TOUKM TOCTyma. ATaka ¢
NIEPEXBATOM.

12.7. be3omacHocTh O6ecipoBOAHBIX JIOKaIbHBIX ceteil. CokpeiTe SSID u unbrpanus MAC-
aapecoB. 802.11 OpuruHagpHble METOAbI ayTeHTUHUKAIMH. MeTonsl ayTeHTH(HKAIUU
COTJIACOBAHHOTO KJIt0Ya. AyTeHTU(UKAIUS TOMAIIHEro Mojib3oBaTens. Meroabl muppoBaHus.
AyTeHTH(HKAIMA HA KOPIIOPaTUBHOM ypoBHEe. WPA3.

13. Hactpoiika 6ecipoBOIHBIX ceTeH.

13.1. becnpoBogHoii mapmpytu3aTtop. Bxom Ha OecmpoBomHol Mapmpytu3atop. bazosas
HacTpoiika ceTu. bazoBas Hactpoiika 6ecnipoBogHOl cetu. Hactpoiika GecipoBogHON siuencTon
cetu. NAT mnsa IPv4. MapantupoBanHoe kauecTBo oOcmykuBaHus. [lepeHanpasieHne mopTos.
13.2. Kondurypanus bazosoro WLAN ¢ konTposuiepom 6ecipoBoHoit cetu. Tononorus WLC.
[IpocmoTp Bcelt wmHpOpMaMu O Toukax JocTymna. PacmmpenHble HacTpouku. Hactpoiika
WLAN.

13.3. Konduryparmus WPA2 Enterprise WLAN ¢ korTpomiepom 6ecripoBosiHoi cetn. SNMP u
RADIUS. Hacrpoiika unpopmauuu o cepsepe SNMP. Hactpoiika mHpopmanuu o cepepe
RADIUS. Hactpoiika VLAN nna noBoii WLAN. Tononorus ¢ agpecanueir VLAN. HacTtpoiika
HoBoro nHTep(detica. Hactpoiika o6imactu DHCP. Kondurypamus WPA2 Enterprise WLAN.
13.4. CnocoObl moncKka W YCTPAaHEHHS HEMOJAJO0K C OecTpoBOAHBIMH ceTsAMH. HeBO3MOXKHO
HOJKJIIOUNTh OecrpoBOHON KiueHT. [louck M ycTpaHeHue HENosaZioK B ciy4yae MeIEHHOU
pabotsl cetu. OOHOBIICHHE MHUKPOIIPOTPAMMHOTO 00CCTICUCHHSI.

Konuenuusi MapuipyTu3auuu 1 KOHQUIrypauus

14. IlpyHUMIIBI MAPIIPYTHU3AUM.
14.1. Onpenenenue nmytu. J[Be pyHkmu Mapuipytuszaropa. [Ipumep GpyHKIui MapmpyTu3aTopa.
Jlyamuii myTh - Jalomuid  camoe JUIMHHOE coBmajaeHue. llpumep Hambonee IMHHOTO



cootBercTBUsl anpeca I[Pv4. Ilpumep Hambonee IIMHHOTO COOTBETCTBUS azapeca IPvo.
[TocTpoenne TabIUIIBI MAPIIPY TU3AITHH.

14.2. Tlpouecc mpuHATHS pelICHUs O Nepeaapecanuu makeroB. CKBO3HAs NMEPEChUIKA MaKETOB.
MexaHu3MBbI IEPECHUTKH MaKETOB.

14.3. Tabmuma  IP-mapmpyrtuzamuu. Mctounmk  mapmipyrta.  [lpuHIUOBl — TaOmHIIBI
MapIIpyTU3alud. 3anucd  TaOauIBl MapumipyTH3anuu. HampsMmyro TOAKIIOYEHHBIE CETH.
Crarnueckue MapmpyThl. CraTudeckue MapmpyThl B Tabmuie [P-mapmpyrtuzanum.
JluHaMu4eckre MPOTOKOJIBl MapuipyTu3auuu. JluHamudeckue MapuipyTel B Tabmune IP-
MapmpyTuzanui. MapmpyT mo ymomdanuto. CTpykTypa Tabmuibl mapmpytu3anuu [Pv4.
Crpykrypa Tabnuisl MapmpyTtuzanuu [Pve. ATMUHHCTpaTUBHOE PACCTOSHUE.

14.4. Crarnyeckass U JUHAMUYECKAs MapIIpyTHU3aLUsl. DBOIIOMUS MPOTOKOJIOB JTUHAMUYECKOU
MapuipyTuzauuu. [IpuHIUINBI THHAMMYECKUX MPOTOKOJIOB MapuipyTtuzanuu. OnTuMaibHBINA
nyTh. Pacnpenenenue Harpysku.

15. Cratnueckas IP-mapmpyruzanus.

15.1. Tunbel cratuueckux MapupytoB. Ilapamerpsl ciepyromero mnepexoxa. Komanna
crarnueckoro mapuipyta IPv4. Komanga cratmyeckoro mapmpyrta [Pv6. Tomosorust 1BoitHOro
creka. IPv4 HauanpHble Tabmuisl Mapuipytuzaumu. [Pvé  HauanbHble  TaGmuiisi
MapIIpyTHU3ALNH.

15.2. Cratuueckuit mapuipyt IPv4 ¢ ucnons3zoBanuem cienyiomero nepexona. CrtaTudeckuit
Mapuipyt IPv6 ¢ ucnonws3oBanuem criepyromiero mnepexoaa. Cratuueckuit mapumpyt [Pv4 ¢
npsiMbIM noAkIrodeHneM. Ctatudeckuil MmapupyT [Pv6 ¢ npsimbiM noaxiroueHueM. [lonHocThIO
onpeneneHubii [Pv4 cratmueckuit mapupyt. [lomHocTeio ompeaeneHHblii [Pv6 crarudeckuil
MapupyT. [IpoBepka craTHyecKkoro MapupyTa.

15.3. Cratuyeckuii MapmpyT o ymMmoiadaHuroo. HacTpoiika craTuyeckoro Mapuipyra Mo
yMmom4aHuio. [IpoBepka cTaTH4eckoro MapupyTa o yMOJI4aHHUIo.

15.4. IlnaBaromue crarndyeckue Mapupytsl. HacTpoiika miaBarolmux CTaTUYECKUX MapHIpyTOB
[Pv4 u IPv6. [IpoBepka niaBaroiiero CTaTHuecKoro MapipyTa.

15.5. Hactpoiika CTaTHYECKUX MApIIPYTOB XOCTOB. ABTOMATHYECKH YCTaHABJIMBAEMbIC
JIOKaJIbHbIE MapHIpyThl XOcTOB. (CraTmueckuil y3noBod MapuipyT. Hactpoiika cratmdyeckux
MapuIpyToB XOcCTOB. [IpoBepka cTaTHuecKMX MapuIpyTOB XOCTOB. HacTpolika cTaTmyeckoro
IPv6-mapuipyTa y371a ¢ IOMOILBIO JOKaJIbHOTO ajpeca ka"ana (LLA) cienyromero nepexona.

16. Ilonck M ycTpaHeHHe HEMOJIA/IOK, CBS3AHHBIX €O CTATHYECKHMH MAapHIPyTAMH H
MapLIPyTaMH 110 YMOJIYaHHUIO.

16.1. O6paboTKa MaKeTOB C UCHOIB30BAHUEM CTAaTHUECKUX MapUIPyTOB.

16.2. Ilouck u ycTpaHeHwe mnpodeM ¢ KOHPUTypaluen craTudeckux wmapuipytoB IPv4 u
MapuipytoB IPv4 no ymomuanuro. M3menenust B cetu. YacTto HCIOIb3yeMble KOMaHIbI AJIs
IIOMCKA ¥ YCTPAHEHUs HETIONIAZ0K. Y CTpPAaHEHUE MTPOOJIEM COETUHEHMUS.



5. O0pa3oBaTe/ibHbIe TEXHOJOIMH, B TOM YHCJIE TEXHOJOIUHM IJIEKTPOHHOI0 O0OyYeHUS H
AMCTAHIIMOHHBIE O00pa3oBaTe/ibHbIE TEXHOJOTHH, HCHOJb3yeMble MPH OCYIIECTBICHUH
00pa3oBaTeIbHOIO MpoIecca Mo AMCHUIJIMHE

B nponecce 00yueHns UCIONB3YIOTCS ClEAYIOIINE 00pa30BaTeIbHbIE TEXHOIOTUN:

BBoaHas JieKnusl — 1ae€T NEpPBOE LIEJIOCTHOE NPEJICTaBICHHE O JUCLUUIUIMHE H
OPUEHTHUPYET CTYACHTA B CHCTEME W3Y4YECHHs NaHHOW NUCUUIUIMHBL. CTyIEHTBI 3HAKOMATCA C
Ha3HAuYEHUEM W 33/]a4aMU Kypca, €ro poJibl0 U MECTOM B CHCTEME yUeOHBIX AMCLUIUIMH U B
cucTeMe MOJArOTOBKH B LesIOM. JlaeTcs KpaTkuil 0030p Kypca, BBICKA3bIBAIOTCS METOJIMYECKHE U
OpraHu3allMOHHBIE OCOOCHHOCTH pabOTHl B paMKax JAaHHOW IUCHMIUIMHBI, a TaKKe daeTcs
aHaJIM3 PEKOMEHTyeMO Y4eOHO-METOIMUECKOU JTUTEPaTyPHI.

AxageMmuuecKas JeKIUs € 3JIeMeHTAMH JIeKIMHU-0eceAbl — M0CIIEe10BaTEIbHOE
M3JI0’KEHUE MaTepHala, OCyIIECTBIIEMOE IPEUMYIIIECTBEHHO B BUJIE MOHOJIOTA IIPENOgaBaTels.
OneMeHTHl JieKIuu-Oecenbl 00eCHeunBalOT KOHTAKT TpenojaBareiss ¢ ayIuTopuei, 4To
NO3BOJISIET TNPUBJIEKaTh BHUMAHUE CTYJEHTOB K HauOosiee BaXKHBIM TeMaM JUCLHUIUIMHBL,
aKTUBHO BOBJIEKaThb MX B YYEOHBIH Mpolecc, KOHTPOJIUPOBATh TEMIT H3JIOKEHHUS Y4eOHOTrO
MaTepraia B 3aBUCUMOCTHU OT YPOBHS €r0 BOCIIPUATHS.

IIpakTHyeckoe 3aHATHE — 3aHATUE, IOCBSILEHHOE OCBOEGHUIO KOHKPETHBIX YMEHUH H
HaBBIKOB I10 3aKPEIICHUIO ITOTYYCHHBIX HA JCKIUU 3HAHU.

KoHcyabTanum — BHUJ y4eOHBIX 3aHATHH, SBISIONIMICS OAHOM M3 (OPM KOHTPOJIS
CaMOCTOSITENIbHOW ~ paboThl  CTyJAeHTOB. Ha KOHCydbTamusx MO MpockOe CTyIEHTOB
paccMaTtpuBaioTcsi HauOosiee CIIOKHBIE MOMEHTBHI INPH OCBOCHHM MaTepHaia JAUCHUILIUHBI,
IIpenojaBaTeslb OTBEYaeT Ha BOIPOCHI CTYACHTOB, KOTOpPBIE BO3HMKAIOT y HHMX B IIpoOIEcce
CaMOCTOSITENIbHON PaOOTHI.

B npouiecce 00ydeHus: HCHOIB3YIOTCS CIEIYIOIME TEXHOJIOTHH 3JICKTPOHHOTO 00YUYEeHHUs
U IUCTaHIIMOHHbIE 00pa30BaTEIbHbIE TEXHOIOTHHU:

JIeKTPOHHBI y4eOHbIl Kypc «KommnbroTtepHbie cetm» B LMS JiieKTpoHHBII
yausepcutetr Moodle ApI'Y, B koTopom:

- TpEeACTaBJICHBI 3aJaHUs JUIsl CAMOCTOSTEILHOW MPAKTHYECKON pabOThl 00yJaromuXcs 110
TeMaM JUCLUIIIUHBL

- OCYHICCTBIIACTCA MMPpOBCACHUC OTACIBbHBIX MepOHpI/IHTI/Iﬁ TCKYILICTO KOHTPOJIA
yCIEeBAaeMOCTH CTYACHTOB;

- mpexacraBieHa HHpopMmanus o (GopMe M BpEeMEHH IPOBEIACHHUS KOHCYJIbTALUH I10
JTUCIUILIMHE B peXUME OHJIAMH;

- MMpCACTABJICHBI ITpaBUJia MPOXOKIACHUA HpOMG)KyTO‘IHOfI aTTeCTalluu 110 AUCLHHUIIIINHC,

- mocpeAcTBOM  ¢opyMa  OCYIIECTBISETCSA CHHXPOHHO€ W (WJIM) aCHHXPOHHOE
BSaHMOI[eﬁCTBHG MCKOY O6yanOH_II/IMI/IC}I U T1pernoaaBaTrCcicM B paMKaxX H3Y4YCHUA
JUCIUTUIAHBI.

JIeKTpOHHbIN y4eOHbIl Kypc «Kommnbrorepusie cetm» B LMS Cisco NetAcad, B
KOTOPOM:

- TOPEACTABIIEHBI TEKCTHI JICKIHUI MO0 TEMaM JUCLHUILUIMHBI;

- OCYUIECTBIIIETCS  NPOBEIEHUE OTHCNbHBIX  MEPONPHUATHI  TEKYIIEro  KOHTPOJIS
yCIEBAEMOCTH CTYAECHTOB;

- TIpelICTaBieH CIHCOK Yy4eOHOHl JuTepaTrypbl, pPEeKOMEHIYeMOHl i  OCBOCHHUS
JUCHUIIIINHBI,

- mpencraBieHa uH@opMmanus o (GopMe M BPEMEHHM IPOBENEHUS KOHCYJbTallUi IO
AUCHUIIIIMHE B PCIKUMC OHHaﬁH;

- mocpeAcTBOM ¢opyMa  OCYIIECTBISETCSA CHHXPOHHO€ W (WJIM) AaCHHXPOHHOE
BSaHMOI[eﬁCTBHG MCKOY O6yanOH_II/IMI/IC}I U T1pernoaaBaTrCicM B paMKaxX H3YUYCHUA
JUCIUTUIAHBI.



6. Ilepeyenb JMIEH3MOHHOr0 M (WJH) CBOOOJHO PACHPOCTPAHSAEMOr0 NPOrPAMMHOIO
o0ecrneyeHusl, MCIOJIb3YeMOIr0 MNPH OCYIIECTBJIEHHH OOpPa30BaTeJIbHOIO Ipouecca 1o
AUCHUTIJIHHE

B mpomecce ocymiectBieHus — 00pa3oBaTENBHOrO — Mpolecca IO JUCIHUILUIMHE
UCTIONIB3YIOTCS:

st OpMUPOBAHUS MATEPHUAIIOB JUIsl TEKYILEr0 KOHTPOJIS YCIEBAEMOCTH U MPOBEICHHS
POMEXYTOYHON aTTeCcTaluy, Uil GOPMUPOBAHUS METOAMYECKUX MAaTEPHUAIIOB 110 JUCIUILIHHE:

- Linux Ubuntu (GNU GPL v.3);

- OpenOffice (GNU LGPL);

- Cisco Packet Tracer 8.1.0 (moctynen OecrmaTHO a5 yyacTHUKOB IIporpammer CereBoii

Axanemun Cisco);

- Cisco SDM (nmocrynen GecrimatHo aisi yuacTHUKOB [Iporpammer CereBoii AkaneMuu

Cisco);

- Cisco Network Assistant (moctynen 6ecrutatHo st yuacTHUKOB [Iporpammer CereBoii

Axanemun Cisco);

- Cisco Configuration Professional (moctynen OecriaTHO At yyacTHUKOB IIporpaMmer

CereBoit Akagemuu Cisco);

- Google Chrome (freeware).

7. IlepedeHb CcOBpeMEHHBIX NpPO(ecCHOHAJBHBIX 0a3 MaHHBIX H HMH(OPMAIMOHHBIX
CIIPABOYHBIX CHCTEM, HCI0JIb3YyeMbIX NMPHU OCYIIeCTBJIeHHU 00pPa30BaTeIbHOI0 Mpolecca 1o
AMCUMILINHE (TPH He00X0AMMOCTH)

B mpomecce ocymiectBieHuss 00pa3oBaTeNbHOTO  Mpolecca IO  JUCHUIUIMHE
UCIIOJIBb3YIOTCS:

ABTOoMaTtu3upoBaHHass  OuOnmoreuHo-uHpopMmanuonHass cuctemMa «BYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

8. IlepeyeHbr OCHOBHOII W  JONOJHUTENbHOW Yy4eOHOl  JHTepaTypbl, pecypcoB
HH(OPMAIMOHHO-TEJIEKOMMYHUKANIUOHHOI ceTHn «HHTepHeT» (NIpPH HEOOXOAMMOCTH),
PeKOMeHAyeMbIX VISl 0CBOCHUSI U CHHMIIIMHBI

a) OCHOBHasI JIUTepaTypa

1) Omudep, Buxrop I'puropbeBud « KoMIbproTepHbIe CETH: IPUHITUIIBI, TEXHOJIOTHH, TIPOTOKOJIHI:
yue0. mocobue ais By30B / B. Onudep, H. Onudep;

M-Bo oGpa3oBanus u Hayku P®. - 5-e¢ uza. - CII6.: [Tutep, 2017 - 991 c. - (YueOHUK 17151 BY30B).
Bubmuorp.: c. 955-956. - ISBN 978-5-496-01967-5
http://www.lib.uniyar.ac.ru/opac/bk_cat_card.php?rec_id=2069619&cat_cd=YARSU

2)YuebHo-meroaudeckoe nocoone B LMS NetAcad. Pexxum moctyma: cBoOOIHBIN 1115t
yuacTHUKOB IIporpammer CereBoit Akagemuu Cisco (https://www.netacad.com/)
0) 10MOJTHUTEJIbHAS JIUTEepaTypa

1. KomnbrotepHsle ceTH [ D1eKTpoHHBIH pecypc] : yuebnuk / B.I'. Kapramesckuii [u ap.].
— DJIEKTPOH. TEKCTOBBIE NaHHbIe. — Camapa: [10BOIKCKUIA rOCy 1apCTBEHHbI YHUBEPCUTET
TeleKoOMMyHUKanuid u uHpopmatuku, 2016. — 267 c. — 2227-8397. — Pexxum goctymna:
http://www.iprbookshop.ru/71846.html
B) pecypchl cetu «HTEepHET»

Dhttp://netacad.com
2)http://cisco.com
3)http://learningnetwork.cisco.com/


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_card.php?rec_id=2069619&cat_cd=YARSU
https://www.netacad.com/
http://www.iprbookshop.ru/71846.html

9. MaTepunajbHO-TeXHH4YecKasi 0a3a, HeoOXxoAuMasi /11 OCYLeCTBJICHUS 00pa30BaTEJIHLHOIO
npoiuecca no JUCHUIINHE

MarepuanpHo-TeXHUUYECKass 0a3a, HeoOXoauMas sl OCYIIECTBIECHUSI 00pa30BaTEeILHOTO
mpolecca 1o AUCUUIIIMHE BKJIIOYAeT B CBOM COCTAB ClielUaIbHbIe TOMEILECHUS:

- yueOHble ayTUTOPHH ISl IPOBEICHUS 3aHATUH JIGKLIMOHHOTO TUIIA;

- y4eOHbBIC ayIUTOPUH JJI IPOBEACHUS MTPAKTUUECKUX 3aHATHI (CEMHHAPOB);

- yueOHBIC ayIUTOPUU JJIsI TPOBEICHUS TPYIIOBBIX U HHIWBUyIbHBIX KOHCYJIbTAIIHIA,

-KOMIIBIOTEPHBIN Kilacc, obopynoBannbiii [[19BM kiacca ne Hmke Intel 15-7400 , 8gb
RAM, 1Tb HDD c ycranoBieHHbIM nporpaMMHbiM obecnieueHuem: Windows 7/8/10, Linux,
Packet Tracer 8.0 (u nomee), Cisco SDM, Cisco Network Assistant, Cisco Configuration
Professional. 13 pacueta ogna [IDBM Ha oHOTO YenoBeKa.

- yueOHBIE ayAMTOPUM [UISl TPOBEACHMSI TEKYILIETO KOHTPOJSI M MPOMEXYTOUHOU
aTTecTalluu;

- IOMEIIEHUS IS CAMOCTOSTEIbHON paboThI;

- IOMEUICHUS JJIS XpaHEHUs W TNPOPUIAKTHUYECKOTO OOCITYKUBAHUS TEXHUYECKHX
CpencTB OOy4YEHHS.

[TomemieHust i1 CaMOCTOSATENBHON PaOOTHl O0YUYAIOUTUXCS OCHAIEHBI KOMITHIOTEPHOM
TEXHUKOW C BO3MOXKHOCTHIO MOAKIIOUEHUsl K ceTu «VHTepHeT» M obecrnieueHUEM AOCTyma K
3IIEKTPOHHOHN MH(pOpMaIoHHO-00pa3oBaTensHOU cpene SAplY.

ABTOp:

ACCHUCTEHT C.B. lllytoB

QOIHCHOCMb, YUeHAsl CIeNneHb Nnoonucs U.0. @amunus



IMpuioxenne Ne 1 k padoyeil nporpamMMme M CHUATIIAHBI
«KomnbooTepHbIe ceTH

@DoH/1 OLIEHOYHBIX CPECTB
JJIS1 IPOBEJAEHN S TEKYILEero KOHTPOJISl YCIeBaeMOCTH
U POMEKYTOYHOM aTTEeCTAIUM CTYAE€HTOB
o JUCIHHUIIJINHE

1. TunoBble KOHTPOJILHBIE 3a]JaHUS M HHbIE MaTePHAJIbI,
HCHOJIb3yeMble B Mpoliecce TEKYIero KOHTPOJIs YCIeBaeMOCTH

IIpumep 3axaHui 1JIA CAMOCTOATEIbLHON MPAKTHYECKOH PA0OTHI
(3adanus pasmewaromes 8 IVK «Komnviomepuwvie cemuy» 6 LMS Moodle u evinonnsiomes 6
npoepamme smynayuu cemu «Cisco Packet Tracer
(0ocmynen becniamuo 0ns yuacmuuxos [Ipoepammer Cemesou Axademuu Cisco)
Bo eépems svinonnenus pabomul cmyoenm modcem udems 80U NPocpecc 8 NPOYEHMHOM
coomuowenuu. bonvuwuncmeo pabom conpogoxcoaomes MemooudecKum Mamepuaiami.

Tema: Pa3pa0doTka n peanu3anusi cxeMbl a/ipecaniiu
(nposepka cpopmuposannocmu I1K-2, unouxamop NJ1-11K-2.2,
unouxamop N-11K-2.3 6 uacmu npakmuyeckoeo npumeHenus ymeHus npoekmuposams u
YCMAaHABIUBAMb OOMAUIHION CEMb WU CeMb MANI020 NPEONPUMUS, 81A0EHUsI HABLIKAMU
co30aHus noocemeli U HACMPOUKY 0OMEHA OAHHLIMU)

Ilenu:

- Pazpabotka cxemsl [P-agpecannun VLSM ¢ yuetom TpeGoBaHUM.
- HacTpolika azpecanuy Ha CETEBbIX YCTPOUCTBAX U y3JIax.

- [IpoBepka [P-noakmroueHusl.

- [louck n ycrpaHeHue HENO0JIaJ0K MOAKIYEHUS

19 Hosts
Tabnuua agpecauum 14 Hosts

LWnws no _g
YerpolcTeo Wutepdeic IP-appec Macka nogcetwn YMOMYaHHH g— - . 192.168.203.0/24 ,ﬂ- pe_11E 1'2
L -
G0/ Her PD-2-23 FD-2 — =
G0 Het i ‘i
N Schools
S0/0/0 Het Folice d— _g
GO/ Her g— — . PE-101 g
e v ; P01 PS-101-8

501010 Het 21 Hosts D
VLAN 1
VLAN 1
VLAN 1
VLAN 1
NIC
NIC
NIC
NIC

Lenn

B 37oi naBopatopun Bkl pazpaboraete cxemy agpecauuu VLSM ¢ yuetom cetesoro agpeca v TpeBosanuil ¢
yany. Bul ByfieTe HacTpansaTe aApecauny Ha MaplupyTU3aTopax, KOMMYTaTopax W yanax ceTu.

« PazpaboTka cxemel IP-agpecauun VLSM ¢ yuetom Tpebosanni
« HacTpoiika agpecauiy Ha CETEBkIX YCTROACTRAX M yanax

+Mpoeepka IP-nogkniousHA

¢ TMowck u ycTpaHeHe HeMoNaoK NOAKNKYEHHA



IIpaBuiia MHTEpHIPeTAIUU PE3YJIbTATOB BbINOJHEHUS CAMOCTOSITEIbHOM MPAKTHYECKOM
padoThI:

IIpakTnyeckasi padbora cYMTAETCHA BBHINOJHEHHON (3aCYMTHIBAETCH), €CJIU JOCTUTHYTHI BCE
IIOCTABJICHHBIC LICIIN.

IIpumep TecTa AJi1s1 CAMONIPOBEPKHU
(tect mpoBoauTtcs B YK «Komnbrorepusie cetu» B LMS NetAcad)
(nposepra cghopmuposannocmu I[1K-2, unouxamop UJI_TIK-2.1 B yacTu npoBepKH HATUIUS
TEOPETUUYECKUX 3HAHUN IIpeIMeTa)

B Tecre mpencraBnensl 3agaHus Ha MPOBEPKY 3HaHUM 1Mo Teme «ba3oBas kondurypamwms
KOMMYTaToOpa U OKOHEYHOI'0 yCTpoicTBa». B Tecte no kaxxaoil TeMe B cpeHeM 15 BOIIpocoB.

KonnyecTBO NONBITOK BBINOJIHEHHS HE OTPAHUYEHO.

Bpems Ha npoxoskieHue TecTa HE OIPaHUYEHO.

Hroru npoxoxaeHus Tecta He OLIEHUBAIOTCA.

Bonpocs! Tecra:

Bompoc 1. Kakoe yTBepkaeHrE BEPHO Ul UCIIOAHIeMOro daityia KoHOUTyYpalluy HA YCTPOICTBE
Cisco 10S?

1) Ero ciexyer ymanuTh ¢ TOMOIIBbIO KOMaH/IbI erase running-config,

2) OH aBTOMaTUYECKU COXPAHAETCS IIPU Ilepe3arpy3ke MaplpyTus3aropa.;
3) Orto BauseT Ha paboOTy yCTPOMCTBA Cpa3y MOCIe H3MECHEHHS,;

4) On xpanutcs B NVRAM.

Bompoc 2. Kakue nBa yTBep:KAeHHs 0 moab30BaTenbckoM pexkuMe EXEC Bepunl? (Bruibepure
JIBa BapUaHTA.)

1) HocTym Kk pexxumy Tio0anbHONH KOHPUTYPAIIMA MOKHO TIOJTYYUTh C TOMOIIBI0 KOMaHIbI
enable;

2) B 9TOM pEKMME MOKHO HACTpauBaTh HHTEPEHCH U MPOTOKOJIBI MAPIIPYTU3ATOPA;

3) TOTBKO HEKOTOPBIE ACMEKThl KOH(PHUTYpaIy MapHIpyTHU3aTopa JOCTYIHBI JIJIs TMPOCMOTpa B
TOM PEXKUME;

4) MOCTYMHBI BCE KOMaH/Ibl MapIIPyTH3aTOPA;

5) KOMaH/IHas CTPOKa YCTPONCTBA B 3TOM PEKUME 3aKaHUMUBACTCSI CHUMBOJIOM <.

Bonpoc 3 Kako¥i Tvn 10ocTyIa 3aliyIleH Ha MaplipyTuzaTope mim kommyrarope Cisco ¢
MoMOIIbI0 enable secret KoMaHIBI?

1) BuptyanbHble TEpMUHAIIBL;

2) I[Mopt AUX;

3) IlpuBuneruposBanuslii pexxuM EXEC;

4) KoHcosbHast TUHUSA.




Bompoc 4 Kaxkoii unrepdeiic spusercs uarepdeiicom SVI mo yMoI4aHuo Ha KOMMYTATOPE
Cisco?

1) VLANI;

2) VLAN99;

3) VLAN100;

4) VLAN999;

Bompoc 5 Kakux Tpex npaBuii caeAyeT NpUAep>KUBAThCS IPU HACTPONUKE UMEHH y3Jia Yepe3
KOMaHJHYIO CTPOKY Ha ycTpoiicTBax Cisco? (Beibepute Tpu BapUaHTa.)

1) uMst y371a JOJIKHO COCTOSITh TOJIBKO M3 CTPOYHBIX CHMBOJIOB;

2) uMms y311a JOJHKHO 3aBEPIAThCs CHEUATbHBIM CUMBOJIOM;

3) UM y311a He JOJDKHO COZIepKaTh MPOOeoB;

4) UM y371a T0JDKHO HAYMHATHCS ¢ OYKBHI;

5) uM4 y371a JOJIKHO COCTOSITh MEHbIIIE, YeM U3 64 CUMBOJIOB.

Bormpoc 6 B yem Ha3zHaueHHe 000JI0YKH ONIEPAIMOHHON CUCTEMBI?

1) obecrieunBaeT paboTy CIIEUATM3UPOBAHHBIX CEPBUCOB MEKCETEBOTO dKpaHa;
2) B3aMMOJEMCTBYET C annapaTHbIMU CPEICTBAMH YCTPOMCTBA;

3) o0GecrnieunBaeT B3aMMOECHCTBHE MEX Y TOJIB30BATENISIMU U SIPOM;

4) obecnieunBaeT pabOTy CEPBUCOB 3AIIUTHI OT BTOPKEHHS.

Bompoc 7 Ha mapuipytusatope ¢ paboueil onepalioHHON CHCTEMON nMeeTcst (paii
KoH@urypanuu, coxpaneHasiii B NVRAM. B ¢aiine koHQUIypalluy ecTh CEKPETHEIN MapoJib
IPUBUJICTHPOBAHHOIO PEXKMMA, HO HET mapoJjis KoHcoyH. Korma MapiipyTu3aTop 3arpy3urcs,
KaKoil Ha HeM OyJIeT peskuM?

1) pexxum rnobaibHOM KOH(PUTYpaLHH;

2) npuBmiierupoBanabiii pexxum EXEC;

3) nonw3oBarensckuil pexum EXEC;

4) pexxuM HaCTPOUKHU.

Bomopoc 8 AaxMmuaNCTpaTOp TOABKO YyTOo M3MeHu1 [P-aapec naTepdeiica Ha yerporictee 10S. Uto
CIIC HY>KHO CACJIATh, ‘ITOGBI IIPUMCHHUTH 3TH UIBMCHCHUS K VCTDOP'ICTBV?

1) Cxonupyiite naopmaruio B (paiiiae KOHPUTypaIiu 3armycka B pabouyro KOH(PUTYpaIHIo;

2) [lepesarpy3uTe yCTpONCTBO M BBEIUTE yes TIPH MOSIBICHUH 3alIpoca Ha COXpPaHCHHE
KOH(UTypanuu;

3) Huuero He Hamo nenath. MismeneHus B koHurypamuu Ha ycrpoiictee IOS BcTynaror B cuimy,
KaK TOJIbKO KOMaH/1a HaOpaHa MpaBWJIbHO U HaXKaTa KiaBuiia Enter;

4) CkonupyiTe TeKyIIyto KOHPUTYpaIyio B Gaii 3arpy304Hoi KOH(PUTYpaIuu.

IIpaBuJjibHBIE OTBETHI

Bonpoc Ne | Bapuant Bonpoc Ne | Bapuant
OTBETa OTBETa
1 3 5 3.4,5
2 3,5 6 3
3 3 7 3
4 1 8 3




CamocTosiTesqibHBbIE PAa00ThI B BU/I€ TECTOBBIX 3aJaHUI.
Tectol npoBoasitest B YK «Komnbrorepusie cetm» B LMS NetAcad
B kaxaom Tecte B cpeanemM 60 BOonpocoB 1o npoijieHHbIM TeMaMm (2-4).
Konn4yecTBo noneITOK BbINOJHeHH - S. Bpemsi Ha npoxoxkaenue tecra - 1,5 yaca.
IIpu 3aBepuIeHNM TeCTAa MOKA3HIBAIOTCS OIIMOKHU (€C/IM €CTh) U KAKYI0 TeMy M pa3elt
CMOTpeThb, YTOObI Pa300paThcst U HCIPAaBUTH OIKHOKY. UTOrM nmpoxoxkaeHust Tecta
OLICHHBAKOTCH.

IIpumepbl BONPoOCoOB:

1. Bo Bpemsi IJIaHOBOI NPOBEPKH TEXHUK 00HAPY KU, YTO IPOrpaMMHOe oOecnedyeHue,
YCTAHOBJIEHHOE HA KOMIIbIOTEpe, TalilHO cCOOMPAJIO JaHHbIE 0 BeD-cailiTax, KOTOpbIe
Nocenaau MoJb30BaTe/IM KoMnbTepa. KakoMmy Ty yrpossl noaseprest 310t
KoMInbroTEp?

- DoS-araka

- Kpama JIMYHBIX JAHHBIX
- mmuoHckoe 10

- aTakKa Hy.HeBOFO JAHA

2. Kakoii TepMHH OTHOCHTCS K CeTH, KOTOpasi odecrieunBaeT 0e30NMacCHbIH J0CTYN K
KOPNOPAaTHUBHBIM O(pyicaM 11 NOCTABIIUKOB, KJIUEHTOB H COTPY/IHUKOB?

- Uutepuer
- HHTPaHET
- OKCTpaHET
- pacuupeHHas CeTh

3. Kpynnasi kopnopauus MoAu(pMIHPOBAIA CBOIO C€Th, YTOOBI NM0JIH30BATEIH MOTJIN
MOJIy4aTh JOCTYH K CeTeBbIM pecypcaM €O CBOMX JIMYHBIX HOYTOYKOB 1 cMapT¢OHOB.
Kakasi ceTeBasi TeHAeHIMS ONMUCHIBAET 3TO?

- 00J1auHBIC BBIYUCICHHS

- OHJIATH-COTPYIHUYECTBO

- mpuHecH cBoe ycrpoiictso (BYOD)
- BUJCOKOH(DEPEHITUN

4. Yto Takoe MHTEpHET-NpoOBaiiaep?

- OTO OpraH 1o cTaHAapTU3aIlM1, KOTOPBIN pa3pabaTbiBaeT CTaHAAPTHI KaOeaeh U TPOBOIKH
I CeTEH.

- OTO MPOTOKOJ, KOTOPHIA YCTAaHABIUBAET, KAK B3aUMOJEHCTBYIOT KOMIIBIOTEPHI B JIOKAJIBLHOU
CETH.

- OTO OpraHu3anys, KOTopas HO3BOJISIET OTAEIbHBIM JIMLAM U MPEANPUITHAM NOAKII0YAThCS K
HurepHery.



- DTO ceTeBOe yCTPOHCTBO, KOTOPOE COYeTaeT B ceOe (DYHKIIMOHATBHOCTh HECKOIBKIX
Pa3IMYHBIX CETEBBIX YCTPOUCTB B OJHOM.

5. Kakue n1Ba KpuTepusi MOMOralT BbIOPATH CeTeBOH HOCUTEb U3 PA3JIMYHBIX CeTeBbIX
cpen? (BoiOoepure aBa.)

- TUTIBI JAHHBIX, KOTOPBIE TOJHKHBI OBITH TIPUOPUTETHBIMU

- CTOUMOCTH KOHCYHBIX yCTpOfICTB, HCIOJIb3YCMBIX B CCTH

- paccTosiHUE, Ha KOTOpOE BEIOpaHHAs Cpeia MOYKET YCIICITHO TiepeiaBaTh CUTHAI
- KOJINYECTBO IIPOMEKYTOUHBIX YCTPOUCTB, YCTAHOBIIEHHBIX B CETH

- cpena, B KOTOpoi Oy/ieT yCTaHOBJICH BRIOPAaHHBIM HOCUTEIh

6. ConocraBbTe KaXK1YI0 XapaKTEPUCTHKY € COOTBETCTBYIOIIUM THIIOM NMOAK/IIOYCHHS K
HNuTtepHnery. (He Bce BApHAHTBI HCNIOJIB3YIOTCH.)

HE NIOAXOAHT ANA NECHCTEIX 30H DSL

/NA NEPefa4 AaHHbIX MCTIONb3YET KoakcanbHbIi Kabenb

KaK NpaBune, UMEET HU3RYH) NPONYCKHYID COCOGHOCTL

noakNio4eHne no TenetOoHHON NMHKK
BLICOKOCKOPOCTHOE COEAMHEHNE NO TENEMOHHON NMHUKM

00bI4HO HCMOMb3YeT cxemy T1/E1 unu T3/E3

CNyTHWUKOBasd nepegava

KabensHoe NoaKknioYeHe

IIpaBuia BEICTABIICHHUS OLICHKH IO PE3YJILTaTaM CaMOCTOSTEIILHOM DaGOTbIZ

OreHka 1o pe3yJbTaTaM caMOCTOATENbHOM paboThl cCUMTaeTCs B Oajliax 1o cleayoIeMy
MPUHLINITY: TPABUIBHO BBIIOJHEHHOE
- 3amanue ¢ 1 BapuanToM oTBeTa — 1 Oam;
- 3aJJaHUE C MHOYKECTBEHHBIM BBIOOpOM — 2 Oayta, 1 6asr - eciii TOJIBKO OJIMH OTBET BEpHBIi,
0aJuI0B — €M HET MPaBHIIbHBIX OTBETOB MJIM BBIOPAHO OOJIbIIE BAPHAHTOB, YeM HEOOXOIUMO;
- 33/IaHHE C COIOCTaBJIeHuEM — 2 Oaa.
[ToHOCTBIO HETIPaBUIILHO BBIMOJIHEHHOE 331aHue — () 6asioB.
B cpeanem, MakcuMalibHOE KOJUYECTBO 0AUIOB [0 UTOTaM CaMOCTOSITEIbHOM padoThl — 100
HaGpanHoe KoauM4ecTBO OayuIOB MHTEPHPETHPYETCS B MPOIEHTHOE COOTHOIICHUE H
ouenuBaerca. Ot 70-100% - pabora 3acuntana, meHee 70% — paGoTa He 3acuuTaHa (3HAHUS U
YMEHHS Ha JaHHOM dTarie OCBOCHUS TUCIUTUIMHEI He C(HOPMUPOBAHBI).

2. Cniicok BONPOCOB M (MJIM) 3a1aHUi /151 IPOBeIeHUsI IPOMEKYTOUYHOM aTTecTANMU

Ha MoMeHT mpoBefeHHsS NMPOMEXKYTOYHOW aTTECTAllMH JOJDKHO OBbITh BBIOJHEHO WU
3acunTano He MeHee 70% JoMantHuX padoT.

IIpyMepHbIe BONPOCHI HTOTOBOI'0 TeCTAa JJIsl MOJYYeHHs 3a9€Ta:




1) Kakoii Tl cepBepa MCNOJIb3yeT TaKHe THIIBI 3anuceil, kak A, NS, AAAA u MX, 1
Npea0CTABICHUSA YCIyr?

CepBep JOMEHHBIX UMEH
[TouToBBIN cepBep
DaiIIoBbIN CEpBEP
Beb-cepBep

2) Uto Takoe mponpueTapHbie NPOTOKOJIbI?

[TpoToxobl, pa3paboTaHHbIE YACTHBIMU OPraHU3AIMAMU 17151 paboThl Ha 000pyAOBaHUU
JT000T0 MOCTABINHUKA.

[TpoTOKOJIBI, KOTOPBIE MOTYT CBOOOTHO MCITOJIB30BATHLCS JTI000H OpraHu3anuei uiu
IIOCTABIINKOM.

[TpoToxoiibl, pazpaboTaHHbIE OPraHU3ALUAMU, KOTOPbIE KOHTPOIUPYIOT UX OINpeNeiIeHHE U
pabory.

Habop mpoTokosoB, n3BeCTHBIN Kak cTek mpotokosoB TCP/IP.

3) Kakyio komaHay MOxkHO ucnoib30BaTh Ha IIK ¢ Windows, uro6n1 yBuaers IP-
KOH(UTypaumio 3Toro Komnbotepa?

show ip interface brief
ping

show interfaces
ipconfig

4) IlocmoTpuTe Ha kapTUHKY. IP-anpec nHTepdeiica Kakoro ycrpoiicraa cieayer
HCMOJb30BATH B Ka4eCTBE HACTPOMKM 1ILJII03a 10 YMOJYaHUI0 151 xocta H1?

>

So/oM

$0/0/0
S0/0/0

R1:S0/0/0
R2: S0/0/1
R1: G0/0

R2: S0/0/0

5) CereBoii aAMUHUCTPATOP A100aBJIsIET HOBYIO JIOKAJbHYIO ceTh B (pusinaji. HoBast
JIOKAJIbHASA CeTh A0JI’KHA MOJAEPKNUBATH 25 MOAKIIYEHHBIX YcTpoiicTB. KakoBa
HAHMeHbUIAS ceTeBasi MACKa, KOTOPYIO ceTeBOii aIMUHUCTPATOP MOKET UCNO0JIb30BATh
IS HOBOIi ceTn?

255.255.255.128
255.255.255.192



255.255.255.224
255.255.255.240

6) AAMHHHCTPATOP NBITAeTCH HACTPOUTH KOMMYTATOP, HO MOJIy4YaeT cood1eHne 00

ommndKe, MOKa3aHHOe HA KapTUHKe. B yuem npoodJema?
Switchl> config t

% Invalid input detected at '"' marker.

Heobxoammo ucmons30BaTh BCIO KOMaHAy configure terminal.

AIMUHUCTPATOP YK€ HAXOAUTCS B PEKUME TTI00aTbHOM KOH(UTYpAITHIH.

[Ipexxae ueM BBOAUTH KOMaHy, a AMUHUCTPATOP OJIKEH BOWTH B IPUBHIICTHPOBAHHBIN
pexum EXEC.

AJMUHUCTPATOP AOKEH MOJKIIOUYUTHCS Yepe3 MOPT KOHCOIH, YTOOBI OJTYYUTh TOCTYII K
PEeKUMY TTT00ATBHOM KOH(PHUTYpAITHH.

7) Kakne 1Ba yrBepa/aeHNs ONMUCHIBAIOT, KAK OLIEHMBATH CXeMbI MOTOKOB TpaguKka u
THIIBI CETEBOr0 TPa(puKa ¢ NOMOIIbI0 AHAJTU3ATOPA NPOTOK0J10B? (BbiOepuTe 1BAa.)

BeimonnuTe 3axBaT Tpaduka B BEIXOIHBIE JHHU, KOT/1a OOJIBIIMHCTBO COTPYTHUKOB HE
paboTaror.

BeimonnuTe 3axBaT Tpaduka B yackl MMKOBOW 3arpy3KH, YTOOBI MOIYYHUTh XOpOILIEe
NpEeCTaBICHUE O PA3IUYHBIX THIIAX TpaduKa.

BeinonnuTe 3axBaT Tpaduka TOJIBKO B T€X 001ACTAX CETH, KOTOPHIE MOIYyUYaroT OOJIBIIYIO YacTh
Tpaduka, TaKMX KaK HEeHTp 00pabOTKH TaHHBIX.

BeInosHuTE 3aXBaT B pa3HBIX CETMEHTAaX CETH.

Brmomnaute 3axBat Tonbko Tpadpuka WAN, nmotomy uro Tpaduk B UHTEepHETE OTBEYAET 32
HanOoybmni 00beM TpaduKa B CETH.

8) Kakoii T yrpo3nl 0€3011aCHOCTH BO3HHKAET, €CJIM HAJCTPOIKa 1JIA padoThI ¢
3JIeKTPOHHBIMHU TA0JMIIAMHU OTKJIIYAET JIOKAJIbHBIN NPOrpaMMHbIi Opanamayasp?

opyTdopc
TPOSIHCKUI KOHb
DoS

nepenoyiHeHue Oydepa

3adeT 1o UTOraM M3y4YEHHs IUCLUIUIMHBI BBICTABIISAETCS IIPU BBIOJIHEHUH CIEAYIOIIUX
YCIIOBHH:
1. JlomxHBI OBITh CAAHBI BCE JOMAITHUEC 3aaHHUs.
2. TlpoiineH UTOTOBBIN TECT — ¢ pe3yibTaToM He MeHee 70% HabpaHHBIX 0aIOB OT
MaKCHMaJIbHO BO3MOXKHBIX I10 TECTY.

B tecte B cpegrem 60 BOIpOCOB MO Kypcy (HECKOJIBKO BapUAaHTOB (DMHAIBHOTO TECTA).
KonunuecTBo noneiTok BeinoaHeHUs - 1. BpeMs Ha npoxoskeHue tecra - 1,5 gaca.

Onenka 1o pe3yibTaraM (PMHAJIBHOTO TECTa CYMTACTCS B OaJuIax 1o CieayroIeMy IpUHIUITY:
IPaBUJIBHO BBIIIOJHEHHOE

- 3amanue ¢ 1 BapuanToM oTBeTa — 1 Oam;

- 3aJJaHUE C MHOKECTBEHHBIM BBIOOpOM — 2 Oaya, 1 6ajr - eciii TOJIBKO OIMH OTBET BEpHBIH,
0aJuI0B — €M HET MPaBIIIbHBIX OTBETOB MJIM BBIOPAHO OOJIbIIIE BAPHAHTOB, YeM HEOOXOIUMO;
- 3aJlaHKE C CONIOCTaBJIEHUEM — 2 Oaa.



[TotHOCTBIO HEMPABUIIHLHO BBITTOTHEHHOE 3agaHue — () 6asios.

B cpennemM, MmakcuManbHOE KOJIMYECTBO OAJLIOB IO UTOTaM CaMOCTOSATEIbHOU paboTsl — 100
HabpanHoe Koanm4ecTBO 0aIoB HHTEPIIPETHPYETCS B IPOIIEHTHOE COOTHOIICHUE H
ouenusaerca. Ot 70-100% - onenka 3auteHo, meHee 70% — OlLlEHKa «HEYJOBJIETBOPUTEIBHOY
(3HAHUSA ¥ YMEHUS Ha JIAHHOM JTaIle OCBOCHHS JTUCITUTUIMHBI HE CDOPMHUPOBAHEI).

HpaBn.ﬂa BBICTABJICHUS OIICHKH Ha IK3aMCEHC.

DK3aME€H COCTOUT U3 ABYX YaCTEM.
1 gacTh:

BbinosiHeHHe NpakTHYECKOH padoThl HA ceTeBoM o0opyaoBanum Cisco.

Bce cereBble ycTpoiicTBa OBUIM  NpPEABAPUTEIBHO HACTPOEHBI €  BKIIOYCHHEM
IpeHaMEPEHHBIX OIIMOOK, MPENSATCTBYIOMIUX MapUIPyTH3alMd B CETHM W HE OTBEYAIOIIMX
TpeOoOBaHUSIM O€30MACHOCTH. 3ajaya CTYIEHTa COCTOUT B TOM, YTOOBI OILIEHUTH CETh,
OTIpEeeNIUTh U UCTIPABUTh OLIUOKU KOH(PUTYPALIUU AJI1 BOCCTAHOBJICHHS MIOJTHON CBSI3H.

CryneHTy npeaocTaBIisieTCs:

1) IlpenBapuTenbHO HACTPOCHHOE CETEBOE OOOPYIOBAHUE CIICAYIONMICH TOTOJIOTHH -

,rne R1 u R2 — mapmpyTtuzaropsl, S1 u S2 — KOMMyTaTopsl.
2) HomnomuutensHbie ceTeBbie kabenu (UTP) u koHCONBbHBIN KaOemb.
3) Tabnuua agpecanuu.
4) Onucanue TpeOOBAaHUH I OIEHKH.
HcnpaBuTh Bce nmpeHaMEpPEHHbIE OITUOKH U B TOM YHCIIE:
a) ObecreunTh TOCTYIMHOCTh YCTPONUCTB COTJIACHO TabJIUIIE aapecani
0) Hactpouts Ge3omacHoe ymaneHHOE MOJKIIOYCHHE K CETeBBIM ycTpoicTBam (K 1
KOMMyTatopy u | MapmipyTuzaTopy Ha BBIOOp CTYAEHTa) C HCHOJIb30BAaHUEM
aCUMETPUYHBIX Kitouel mudppoBanus ymHHONW 1024 6ut. JlocTyn 10KeH OBITh €O
Beex [1K.
B) OGecnieunts 6e30macHOCTh 2-10 ypoBHs Mojaenu OSI
r) Co3naTh pe3epBHbBIE MAPIIPYTHI AJIS1 HOBBIIICHUS HAJIE)KHOCTH CETH.

Pa60Ta CYUTAETCS BHIIOJHEHHOU eCIIn CTYACHT BBIIIOJIHUII BCC Tp€6OBaHI/I}I.

Bpemennoe orpannueHre Ha BBITIOJHEHHUE MPAKTHYECKOW padoThl — 60 MUHYT.

Bo Bpems BBINONHEHUS pa3pemiaeTcsl MCMOIb30BaTh YU4eOHO-METOIMYECKOe MocoOue B
LMS NetAcad, a Tak)ke cOOCTBEHHBIC KOHCIICKTEI.

[Ipu yciaoBUM YCHEIIHOTO BBIMOJHEHHUS pabOTHI CTYIEHT MEPEXOIUT KO BTOPOHl yacTu
JK3aMeHa.

2 4acTh:

Hrorosniii TeCT
B Tecte npeacrasiensl 3aaHusl Ha TPOBEPKY 3HAHUM 1O Kypcy «KOMIBIOTEpHBIE CETHY.
B Tecte B cpennem 60 BOmpocos.
KonndecTBO MONBITOK BBHITTOJHEHHUS - 1.
Bpewms Ha npoxoxxaeHue tecta — 90 MUHYT.



IIpumepsl BONIPOCOB:

1) YUro caenaer mapmpytusarop R1 ¢ nakerom, nmerommum IPvé-anpec Ha3HaYeHHs
2001:db8:cafe:5::1?

R1% show ipv6 route
<output omitted>

s ::/0 [1/0]

via Serial0/0/0, directly connected

C 2001:DBB:CAFE:1::/64 [0/0]

via GigabitEthernet0/1, directly connected
L 2001:DB8:CAFE:1::1/128 [0/0]

via GigabitEthernet0/1, receive

C 2001:DB8:CAFE:2::/64 [0/0]

via GigabitEthernet0/0, directly connected
L 2001:DB8:CAFE:2::1/128 [0/0]

via GigabitEthernet0/0, receive

C 2001:DB8:CAFE:3::/64 [0/0]

via Serial0/0/0, directly connected

L 2001:DB8:CAFE:3::1/128 [0/0]

via Serial0/0/0, receive

S 2001:DB8:CAFE:4::1/128 [1/0]

via Serial0/0/0, directly connected

L FF00::/8 [0/0]

via Null0Q, receive

nepecnarh makeT u3 GigabitEthernet0/0
OTOpPOCHUTH MaKeT

nepecnath naket u3 GigabitEthernet0/1
nepecnarh maket u3 Serial0/0/0

2) B nacrosimnee Bpemsi mapupytuzatop R1 ucnoansyer mapmpyt EIGRP, nonydyennbii
ot Branch2, nna nocryna k cern 10.10.0.0/16. Kakoii nuiapaommii cTaTH4eCKuil MapmpyT
co3aact pesepBHblii MapupyT Kk cetu 10.10.0.0/16 na cayuail, ecau cBsi3b Me:xkay R1 u

Branch?2 Beliiner u3 crposi?
209.165.200.224/29

10.11.0.0/16
209.165.201.0/29

10.10.0.0/16

IP-mapuipyT 10.10.0.0 255.255.0.0 Serial 0/0/0 100
IP-mapupyT 10.10.0.0 255.255.0.0 209.165.200.226 100
IP-mapupyT 10.10.0.0 255.255.0.0 209.165.200.225 100
IP-mapupyT 10.10.0.0 255.255.0.0 209.165.200.225 50

3) Yro HeoOX0AMMO HACTPOUTH /JIA 0€30MACHOr0 YJAJEHHOr0 J0CTYNa K CeTeBOMY
ycrporicTBy?

Hactpouts ACL u npumenuts ero k tunusM VTY.



Hactpouts 802.1x.
Hactpouts SSH.
Hacrtpouts Telnet.

4) Kakoii MmeTo 6ecipoBOIHOT0 IIH(POBAHUSA caMblii Oe30nacHbI?
WPA2 with AES

WPA2 with TKIP

WEP

WPA

5) Kakoii mpoToKoJ WM TEXHOJOTUSl OTKJKYAeT M30bITOYHbIC MYTH AJsl YCTPAHEHUS
nerejb ypoBHs 2?

VTP
STP
EtherChannel
DTP

6) Kakue ceTeBble aTaKi MOKHO NIPeI0TBPATHTDb, BKJIIOYUB 3amuty BPDU?
MomeHHn4YecKre KOMMYTAaTOPBI B CETH

Ataxu nepenonneHus Tadbnuis CAM

ITonmena MAC-anpeca

Momuennnyeckue DHCP-cepBepsl B ceTn

7) Uto MokeT OBITH OCHOBHOI NPUYMHOM, O KOTOPOH 3JIOYyMBINIJICHHUK MOKeT HAa4aTh
araky ¢ nepenojiHenueMm MAC-aapeca?

9TOOBI KOMMYTATOpP TIEpeCTall epechliaTh Tpahuk

YTOOBI 3aKOHHBIE XOCTHI He MOTJIK nony4uts MAC-aapec

YTOOBI 3JI0YMBIIIUIEHHUK MOT BUJETh KaJpbl, IPEAHAa3HAYEHHBIE U1 APYTUX XOCTOB
YTOOBI 3JI0YMBIIIUIEHHUK MOT BBIMIOJIHUTE IIPOU3BOJIBHBIN KO Ha KOMMYTAaTOpe

8) Kakoii MmeToa cMsIrYeHHUsI MOCJIEACTBHII He MO3BOJIUT MOLLICHHUYECKHUM cepBepaM
NMPeAO0CTABJIATH KJIMEHTAM JIOKHbIe apaMeTpbl KoHpurypauuu [P?

obecrieueHne 6€30MacHOCTH TTOPTOB

BKItoYeHue orcnexuBanus DHCP

oTkiiroueHrne CDP Ha rpaHMYHBIX TOpPTax

peanu3arys 3alUThl TIOPTOB Ha MOTPAHUYHBIX ITOPTAX

JK3aMeHANIMOHHAS OLIEeHKA BHICTABJISIETCH MO UTOraM TeCcTa M0 MPaBUJIaAM:
B ciydae HeBbIMOMHEHMsS] TPAKTHYECKONM pPabOThl (yacTh | »dK3aMeHa) CTYIEHTY
BBICTABJISICTCA OLICHKA «HCYIOBJIICTBOPUTCIIBHOY.

HToru mpoxoxIeHUs TECTa OIEHUBAIOTCS CICTYIOIUM 00pa3oMm:

- 3amanue ¢ 1 BapuanTom otBeTa — 1 Ga;

- 3aJIaHWE€ C MHOXKECTBEHHBIM BBIOOpOM — 2 Oaya, 1 Oamr - ecau TOJBKO OJIMH OTBET
BepHbIH, 0 OamIoOB — eciaM HEeT MPaBWIBHBIX OTBETOB HIIM BBHIOpAHO OOIbIIE BapUAHTOB, YeM
HEOOXO0INMO;

- 33JJaHKE C COMOCTaBJICHHEM — 2 Oajia.



[TomHOCTBIO HEMPaBUIILHO BBIMOJIHEHHOE 3aaHue — 0 6aoB.

B cpennem, MakcuManbHOE KOJIHMUECTBO OaIOB 1o utoram (punansHoro tecra — 100

HabpanHoe konudecTBO 0OaiyioB HMHTEPHPETUPYETCS B MPOLEHTHOE COOTHOILIEHHE U
oneHuBaerca. Ot 90-100% cooTBeTCTBYET OLIEHKE «OTAUYHOY», 80-90% — onieHKe «xopoiio», 70-
80% — OlLlIeHKe «yJOBIIETBOPUTEIHHO», MeHee 70% — OlleHKa «HEYJOBJIETBOPUTEIHHOY» (3HAHMS
¥ YMEHUS Ha JJAHHOM 3Tarle OCBOSHUS JUCIUILUINHBI HE CPOPMHUPOBAHBI).

IMpuioxenne Ne 2 k padoyeid nporpaMme M CIUATIIAHbI
«OcHoBblI ceTeBbIX TexHoJ0THI (CCNA-1)»

MeToandyecKue YKazaHud 1Jidd CTYACHTOB 10 OCBOCHHIO TUCHUIIJIMHBI

OcHoBHOU (hOpMOIT M3IOKEHHST YIeOHOTO Marepuana no auciuruinae «KoMmeioTepHbie
CeTW» SIBIISIFOTCS JICKIIUU U TPAKTUICCKHE PA0OTHI, IPUYEM B JIOCTATOYHO OOIBIIOM 00beMe. ITO
CBSI3aHO C T€M, YTO B OCHOBE KOMITBIOTEPHBIX CETEH Jie)KaT caMble COBPEMEHHBIE TEOPETHUSCKUE
¥ TIPaKTUYECKHEe 3HaHUS M HaBbIKU. [10 BceM TeMaM MpeyCMOTPEHBI IPAKTUIECKHAE 3aHSATHS, Ha
KOTOPBIX TPOUCXOAWT 3aKpeIUIEHUE JICKIIMOHHOTO MaTepualia IMyTeM MPUMEHEHHS ero K
KOHKPETHBIM 3aJ1adyaM ¥ OTpabOTKa HAaBBIKOB PA0OTHI C CETEBBIM 000PYI0BAaHUEM.

Jljis yCHenHoro OCBOSHUS AUCIHUILTUHBI OY€Hb BaXXHO PEIICHHE JOCTATOYHO OOJBIIOTO
KOJINYECTBA TEOPETUYECKUX M MPAKTUYECKUX PaldOT, KaK B ayTUTOPHHU, TaK U CAMOCTOSATEIBHO B
KauecTBe JOMalTHUX 3afanuii. [lpumepsl pemieHus paboT pa3OuparoTcs Ha JEKIUIX U
NPaKTUYCCKUX 3aHATUAX, TPU HEOOXOIMMOCTH TIO0 HauOojee TPYAHBIM TeMaM ITPOBOISTCS
JOTIOTHUTEIbHBIE KOHCYNbTaud. OCHOBHAS 1IE€b PEIICHUS TEOPETUYECKUX U MPAKTUISCKUX
paboT — MoMoYb YCBOUTH (PyHAAMEHTAIBHBIC TIOHATHS 1 OCHOBBI KOMITBIOTEPHBIX CETEH.

3ananus Ui CaMOCTOSTEIHHOTO pPelieHus: (POPMYIUPYIOTCS Ha JEKIUAX U MPAKTUISCKUX
3aHATHSAX. B KauecTBe 3amaHuii U CAaMOCTOSITEILHOW pa0OThI JoMa CTYJEHTaM TpeJIaratoTcst
3a/1a4¥, aHAJIOTUYHbIE pa300paHHBIM Ha JICKIUSAX U MPAKTUICCKUX 3aHITUSX WK HEMHOTO OoJiee
CJIO’KHBIC, KOTOPBIE SIBJISIOTCS PE3YJIbTaTOM OOBEIMHEHUSI HECKOJIBKUX 0a30BbIX 3a1a4. [1omHbIH
CIIUCOK 33JJaHU# I CaMOCTOATEIbHON padOoThI O TeMaM (pa3zesiaM) AUCIHUILTUHBI IIPUBEICH B
OVYK B LMS Moodle «kKommnprorepnsie cetn» 1 YK B LMS NetAcad. Bonpocsl, Bo3HHKaromue
B MpOIIECCEe WU MO MTOTaM PEIICHHs ITHX 3a/lad, MOXKHO 3aJaTh Ha KOHCYJIbTAIMSIX WU B
dopyme (dare) B OVK B LMS Moodle.

Jlyis camoCTOSITeNEHOM pabOThl, B TOM YHCIIE U TOBTOPA, Pa300paHHOTO Ha JIEKIHSIX H
NPaKTUYECKUX 3aHATHIX MaTepHalia IePBOTO CEMECTpa N3YUCHUS JUCIUIUINHBI, PEKOMEH/TYeTCs
UCIIONIb30BaTh yueOHO-MeToandeckoe mocobue B LMS NetAcad. Matepuan kaxaoro pasaena
BKITIOYAET B CeOsl M3JIOKEHHE TEOPETHUYECKOro Marepuaja 1Mo 3aJaHHOW TeMe, KOTOPBIA 3aTeM
WLTIOCTPUPYETCS MOAPOOHBIM pElIeHHEeM TUIWYHBIX 3a7ad. B 3akirodeHre Kaxaoro pasjelna
NIPUBOATCS 3aJaHUS TSI CAMOCTOSITEIIFHOTO PEIICHHSI, OTBETHI K 3TUM 33/IaHUSIM U YKa3aHUs IO
WX PEIICHUIO MOKA3bIBAIOTCS MOCIIE UX BHITIOTHEHUS.

B koHIle mepBoro cemectpa M3y4eHUs AWUCHUILIUHBI CTYACHTHI CHAIOT 3a4eT, B KOHIIC
BCEro Kypca — 9K3aMeH. 3ayeT 10 HTOraM IEPBOTO CEMECTpPa BBICTABISIETCS IO HTOTaM
(GUHATBEHOTO TecTa W MpakThdeckoi padbotel B mporpamme Cisco Packet Tracer. Ha 3auere
MPOBEPSIOTCS 3HAHUS, YMECHHS M HABBIKH CTYACHTOB B paboOTe C OCHOBHBIMH KOMITOHEHTAMU
KOMITBIOTEPHBIX CETEH, SIBIISTFOIUMHECS OCHOBHOM JIJISl IIOCTPOCHUS CETEBOWM HHPPACTPYKTYPHI.

B xoHI1IE BTOpOTO ceMecTpa U3y4eHUs AUCHUIUINHBI CTYICHTHI CIAI0T IK3aMEH. DK3aMeH
NPUHUMACTCSl B BUJIC TECTa U MPAKTHYECKON paboThI Ha ceTeBoM obopynoBanuu. [IpoBepsroTcs
3HAHUS, TONYYCHHBIE B XOJI€ MPOXOXKICHHUS Kypca, HAaBBIKM M YMEHUS, MPUMEHSEMBIC IJis
MOCTPOEHUS CeTH, obecredeHus: ee OecrepeOorHON paboThl W olecredeHuss 0a30BOTO YPOBHS
6e301acHOCTH ee paboTHI.



