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1. Ilesin 0CBOECHHUSA TMCIUTIINHBI

Lenbto ocBoeHus AUCHUIUIMHBI «be3omacHOCT, B COBpeMEHHOW HHGOpMalMOHHON
cpene» SIBIISETCS TEOpeTHYEeCKass W MpaKTU4ecKas MOATOTOBKAa OakajlaBpOB K JESTEIBHOCTH,
CBSA3aHHOM C TNPUMEHEHHUEM COBPEMEHHBIX CPEACTB U METOJIOB 3allUThl HH(pOpMAIUH B
MIOBCEIHEBHOM 1 MPO(eCcCHOHANBHOM e TeNbHOCTH. JJucuuiimaa qaet npeacTaBieHue 0 MecTe
U posii MH(OPMALIMOHHON OE30MMaCHOCTH B COBPEMEHHOM MUPE.

2. MecTo TMCHUILIMHBI B CTPYKTYpPe 00pa30BaTe/ibHOI MPOorpaMMbl

JlaHHast TUCIUIUIMHA OTHOCHUTCS K 00513aTEIbHOM YacTH 00pa30BaTeIbHON MPOrPaMMBI.
JucuummmHa «be30nacHOCTh B COBPEMEHHON MH(DOPMAIIMOHHOM Cpeie» UTPacT BAKHYIO
poJIb 1St 001IenpodecCUOHANTBHON MOITOTOBKU 00yUaroIIEerocs.
3. [Inanupyemble  pe3yabTarTbl OO0y4YeHHS] 1O JUCUMILIMHE, COOTHECEHHbIe €
IJIAHUPYeMbIMU pe3yJbTaTtamu ocBoenusi OIl 6akanaBpuara

[Tponiecc u3yueHus: AUCHUTLIMHBI HapaBJieH Ha (JOpMHUPOBAHKE CICTYIONTINX KOMIETCHITHIA
B cootBeTcTBUU ¢ ®I'OC BO, OOII BO 1 npuoOpereHus cienyonmx 3HaHui, yMEeHuH,
HABBIKOB U (MJIM) OMbITA JIEATEIbHOCTH:

®Dopmupyemasi Nuaukarop 10CTHKEHUSA Ilepeyennb
KOMIIeTeHIUsI KOMIIeTEeHIIUH IUVIAHNPYEeMBIX Pe3yJIbTAaTOB 00y4eHus!
(xkoa u popmMyJIHPOBKA) (xox 1 popMyJIHpPOBKA)
Ob6menpodeccnoHAIbHbIE KOMIIETEHITUT
3HaThb:
OCHOBHBIE TIOHSITHA B 00J1acTH 00paboTKH
Y 3alUTH HH(POPMAaLUK U UX
ONpeNeIeHUs; OCIEI0BATENbHOCTh
OIIK-5 OIIK-5.2 BBITOJIHCHUS Pa0OT 10 3alUTe
CriocoOeH ucrions3oBaTh | Perraer cranmapTHbie rH(pOpMaIH; KIacCUPUKAITUIO
COBpPEMEHHbIE 3as1aun Mpo()eCCUOHANBHON | HapymuTeleld HHPOPMAIMOHHON
UHQOPMaIOHHEIE JeSTeTbHOCTH Ha OCHOBE 0e30macHOCTH; BU/IBI M HA3HAUCHHE

TEXHOJIOTHUU U
pOrpaMMHBIE CPE/ICTBA
IPH PELICHHH
poheCCHOHATBHBIX
3a71a4

WH(POPMAIMOHHBIX
TEXHOJIOTHH C y4ETOM
OCHOBHBIX TpeOOBaHUI
WHPOPMALTUOHHON
Oe3ormacHOCTH

CPEJICTB 3aIIUThI UHHOPMAITUH.
Ymersn:

YCTaHABIIUBATh U OCYIICCTBIIATh
MIEPBUYHYIO HACTPOMKY OMEPAIIMOHHBIX
CHCTEM, aHTHBUPYCHBIX CPEJICTB U
MEKCETEBBIX IKPAHOB.

Baanerh HaBbIKAMU:

PpaboThI CO CPEJICTBAMHU 3AIUTHI
rHhOpMaIuu

4. O0beM, CTPYKTYpPA U coiepKaHue TUCHUTITHHbI

O6H_Iaﬂ TPYAOCMKOCTb JUCHUIIJIMHBI COCTABJISACT 2 3a4eTHEIC CAVHUIIDI, 72 akKaj. gaca.




Ounas popma

Buabl yueOHBIX 3aHATHI,
BKJIIOYAsI CAMOCTOATEIBHYIO
padoTy CTY/A€HTOB,

U UX TPYA0EMKOCTh
(B akageMHYeCKHUX 4acax)

DopMbI TEKyLIET0
KOHTPOJISI yCIIeBaeMOCTH

N Tembl (pa3aenbl) ? KonrakTHas paéora ®opMa NpPOMeKYTOUHOM
I /;l JUCHHUIIINHBI, “E’ . N aTTrecTanuu
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1. [Pa3nea 1. [IpaBoBbIe n
OpPraHU3aIHOHHBIE 0CHOBBI
o0ecneyeHus 3 6 3
HH(OPMALHOHHOMH
0e3onmacHoctu B Poccuiickoii
Denepaunu
Tema 1.1. [IpaBoBbIC OCHOBBI Tect
obecnieyenus HHOOPMAIIMOHHOM | 3 2 1
0€30MMacHOCTH
Tema 1.2. 3ammura 3 2 1 Tect
MEPCOHATBHBIX TAHHBIX
Tema 1.3. OpraauzanuoHHbie Tect
OCHOBEI 00€CIICUCHH 3 2 1
UH(OPMAIOHHOM
0€30MMacHOCTH
Buoeonexyuu mexcmogwle
Mamepuanvl yuebHo20
6 mom yucae ¢ 30 u JIOT 6 3 |nocobus, npesenmayuu,
mecm 6 DVK 6
DemidOnline
2. |Pa3men 2. ApxuTeKkTypa 3 2 1
KOMIIbIOTEpA
Tema 2.1. Apxurekrypa 3 2 1 Tect
KOMIIBIOTEPA
Buoeonexyuu mexcmosvle
Mamepuanvl yuebHo20
6 mom yucae ¢ 30 u JIOT 2 1 |nocobus, npezenmayuu,
mecm 6 DVK 6
DemidOnline
3. |Pa3gen 3. OcHOBBI Tect
uHGOpPMALMOHHOM 3 3 7 1 9
0€e30IMacHOCTH B
ONePAHOHHBIX CHCTEMAX
Tema 3.1. BBenenue B Tect
UH(POPMAIIMOHHYIO 3 1 5 3
0€30IacHOCTh OMEPALMOHHBIX
CHCTEM
Tema 3.2. Undopmarmonsnas Tect
6€301acHOCTh OTEePAITHOHHBIX 3 1 2 3
cucteM cemeiicrsa Windows
Tewma 3.3. MadopmanmonHast Tect
6€30MMacHOCTh OTIEPALIMOHHBIX 3 1 3 1 3
cucTeM cemeiicraa Linux
6 mom yucine ¢ 20 u JJOT 3 3 9 ﬁZ;egjgggl;qm:éﬁﬁzeble
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nocobusi, npezeHmayuu,

mecm 6 DVK 6
DemidOnline
4. |Pa3gea 4. OCHOBEI

uHGOpPMALMOHHOM 3 3 7 1

0€30MaCHOCTH B JIOKAJbHbIX

BBLIYHMCIUTEIbHDIX CeTAX

Tema 4.1. Beeneuune B Tect

APXUTEKTYPY JOKAIBHBIX 3 1 2 4

BBEIYHMCIIUTENLHBIX CETEH

Tema 4.2. CeTeBbie yrpo3sl U 3 1 5 4 Tect

METO/IbI IPOTUBOJAEHCTBHSI UM

Tema 4.3. MexcereBble 3kpaHbl | 3 1 3 3 |Tecr
Buoeonexyuu mexcmosule
Mamepuanel y4ebHo2o

6 mom yucne ¢ 20 u JOT 3 3 11 |nocobus, npezenmayuu,
mecm 6 DVK 6
DemidOnline

5. |Pa3gea 5.

Kpunrorpaguyeckne meroasr | 3 2 2 1 3

3amuThl HHGOPMAIMH

Tema 5.1. Beneunune B Tect

KpPHUNTOrpadHueCKUe METOMIBI 3 2 2 1 3

3aIIU Tl KHPOPMAIIUU

Buoeonexyuu mexcmogule
Mamepuanvl yuebH020

6 mom uucne ¢ 30 u [JOT 2 1 3 |nocobus, npezenmayuu,
mecm 6 DVK 6
DemidOnline
3 0,3 10,7 |3auer
HUTOI'O 72 4, 72 | 16 | 16 2 103|377
6 mom yuciae ¢ 20 u JIOT 16 7 27

Conep:xanue pa3/ieoB NPOrpaMMbl U CHUILINHBI
«be3onmacHOCTh B COBpeMeHHOII MH(OPMAIIMOHHOM cpeae»

Pasznen 1. IlpaBoBble M OpraHM3alMOHHbIE OCHOBBHI oO0ecnedeHust MHGOPMAIMOHHOM
O0esonacHocTH B Poccniickoit @enepanuu.

Tema 1.1. IIpaBoBbIe OCHOBBI OOecTIeUeHNsT HTHPOPMALMOHHOM O€30MacHOCTH.

OcHoBHBIE TIpaBa TpaxkgaH B cdepe o0OpaboTku u 3amuThl HHGopManyu. OCHOBHBIE
INPUHLIMIIBI TIPABOBOTO PEryJMpPOBaHUs B 00jgacTM 00pabOTKM M 3alluThl HHGOPMAaLUU.
Nudopmanusa. OcHOBHbIE CBOiicTBa 0€30MacHOCTH HHGOpPMANMU: KOH(PUICHIHUATBHOCTb,
LEJIOCTHOCTh, AOCTYNMHOCTb. Buapl MHpOpMaAIMKU MO HOPSAKY JOCTyNa M PacHpOCTPaHEHUS.
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Orpannuenne pgoctyna K uH(popmanuu. Bwuael Taiin.  O6Gmamarens  uHpOpMammm.
Nudopmannonnsie TexHoiorud. Mupopmarnmonusie cucteMbl. Omneparop HH(OpMAIMOHHON
cucrteMmbl. 3ammra wuHpopMmanuu. OOBEKTH 3amMTHL. Buabl OTBETCTBEHHOCTH B cdepe
00pabOTKH M 3aIUTHl HH)OPMAITHH.

Tema 1.2. 3amuTa nepcoHaIbHBIX JaHHBIX.

[lepcoHnanbHble JaHHbIE W TNPUHLUIBI UX 00paOOTKU. Bumbl NepcoHaIbHBIX JAHHBIX:
crienyanbHble, OMOMETpUYECKME M OOLIeAOCTyIHbIE. YCIOBUA OOpabOTKM IEpCOHAIbHBIX
nanHbiXx. Cornmacue Ha 00pabOTKy TNEpCOHAIBHBIX JaHHBIX. TpaHCTpaHWYHAas Iepenava
NEpCOHANbHBIX JaHHBIX. [IpaBa cyOBEKTOB MEpCOHAIBHBIX AaHHBIX. OnepaTop NepcOHAIBHBIX
JaHHBIX U ero oOs3aHHOoCcTH. Mepsl obecneueHUs] OE30MAaCHOCTH TEPCOHAIBHBIX JIaHHBIX.
KoHTponb 1 Hag30p 3a BHIIOJIHEHUEM Mep MO 00eCleYeHHI0 Oe30IaCHOCTH. Y IOJIHOMOYEHHBIN
OpraH 10 3aIIUTe NMPaB CyObEKTOB MEPCOHATIBHBIX JAHHBIX.

Tema 1.3. Opranu3anroHHbIE OCHOBBI 00ecTieyeHHst H(POPMAIIMOHHOMN 0€301MacHOCTH.

Kakue Bompocel craBuT mHpopMannoHHas 0e3omacHOCTh? [locimenoBareabHOCTh IeWCTBUN
no 3amure uHpopManuu. BeisBieHHe W aHaIW3 UHPOPMAIMOHHBIX aKTUBOB. DOpMHUpOBaHUE
TpeboBanuil mo 3ammre MHPopManuu. [loaxoasl K MOJEIMPOBAHUIO HAPYIIUTEIEH U Yyrpo3
uH(pOpMallMOHHON Oe3omacHOCTU. BBIOOp CpeacTB MW METOAOB 3alIMTHl  MH(OPMALUU.
Brenpenue cuctemMsbl 3amuThl HHGOPMAITUN. DKCILTyaTalysl CHCTEMBI 3aIIUThH HHPOPMAaIIHH.

Pa3nes 2. ApxurekTypa KOMIbIOTEpa.

Tema 2.1. BBeeHue B apXUTEKTypy KOMIIBIOTEpA.

[Ipouieccopel. OcHoOBHas (K3II W OlepaTUBHAasg) mamsaTh. BcmomorarenbHas MamsTh.
VYceTpoiicTBa BBOJa-BhIBOAA (LIIMHBI, MOHUTOPBI, KIIABUATYPBI M MBIIIH, BeO-KaMephl, IPUHTEPHI).
[lepconanbHbIE KOMIBIOTEPHI U MOOUIIBHBIE YCTPOMCTBA.

Paznen 3. OcHoBbl HHGOPMAIITUOHHON 0€30MACHOCTH B ONEPAIHOHHBIX CHCTEMAX.

Tewma 3.1. BBenenne B nHGOPMAIIMOHHYIO 0€30MMaCHOCTh OTIEPAIIMOHHBIX CHCTEM.

OO6muii cnoco® xpaHeHuss U oOpaOoTku wuHOpMmanuu B KommbtoTepe. I[loHsaTus
onepauvoHHOM u (aiinoBoii cucrem. CyObeKkTbl, OOBEKTHI, METOJAbl M TIpaBa JOCTYIIA,
npuBwiIeru cyOwbekta joctyna. JIucKpenroHHOe ympaBieHHE JOCTYNOM, MaHJIaTHOE
yopaBlieHHe JocTymnoM. MnenTudukanus, ayTeHTUGUKALUMS U aBTOpu3anusa. AyTeHTU(UKALUS
Ha OCHOBE IapoJiel, Ha OCHOBE BHEUIHUX HOCUTEJEH Kiltoua, OnomeTpudeckas ayTeHTU(UKALKS.

Tema 3.2. UadopmannonHas 6€30MacHOCTh ONEepaIMoOHHbIX cucTeM cemeiictBa Windows.

VYnpasjeHne T0CTYyIIOM B OMEPAMOHHBIX cucTemax cemeiictea Windows. Mnentudukarms,
ayTeHTH(HKAIKS U aBTOPU3aIUs B ONEPAIMOHHBIX crcTeMax cemeiictBa Windows. Peanuzanus
ayJUTa B ONEPAIMOHHBIX crcTemMax cemericrBa Windows.

Tema 3.3. UadopmannonHas 6€30MacHOCTh OTEPAIIMOHHBIX CHCTEM ceMeiicTBa Linux.

VYnpaBjaeHre JOCTYIIOM B OINEPAIMOHHBIX CHCTeMax cemeiictBa Linux. Wpentudukarms,

ayTeHTH(HKAIUA U aBTOPU3AIMs B OMNEPAIMOHHBIX CHCTeMax cemeiictBa Linux. Peanuzanus
ayJUTa B ONEPAIMOHHBIX CHCTEMax ceMercTra Linux.



Pa3nesa 4. OcHoBbI HHPOPMANMOHHON 0€30MACHOCTH B JIOKAJBHBIX BHIYMCIUTEIbHBIX
ceTsX.

Tema 4.1. BBeaeHure B apXUTEKTYPY JIOKAIbHBIX BRIUUCIUTEIbHBIX CETEH.

JlokanpHble BbIUMCIAMTENbHBIE ceTH. Mogens ISO/OSI.  ApxurekTypa M OCHOBHBIE
MPOTOKOJIBI TIOKAIbHBIX BEIUUCITUTEIBHBIX CETCH.

Tewma 4.2. CereBble yrpo3bl U METOJIbI MPOTUBOACHCTBUS UM.

Krnaccudukanum cereBbIX yrpos, ys3BUMOCTe W arak. CeTeBble aTaku Ha Pa3IUYHBIX
ypoBassx Momenu ISO/OSI. Knaccuukamuss BpeIOHOCHOIO IPOrPaMMHOIO 00eCIeUeHHS.
[Tpu3Haky IPUCYTCTBUS BPEJOHOCHOTO MPOTPAMMHOTO o0ecniedueHus. MeTo sl 0OHaApyKEHHUS.

Tema 4.3. MexceTeBble SKpaHBbI.

MexceteBbie 3kpanbl (M3). Mecto u poins MD B obecriedeHUn CETeBOH 0E30MacHOCTH.
Knaccudukanmss MD. OcHoBHBIE BO3MOXKHOCTH MD. JlocToMHCTBAa W HEAOCTaTku MD.
[Toctpoenue paBmil GUIBTPALIUH.

Pa3nes 5. Kpunrorpaguyeckue MeToabl 3211 Thl MH(poOpManum.
Tema 5.1. BBenenue B kpunrorpadudeckue METObl 3aUThl HHPOpMAIUH.

Hcropuyecknii odepk paszButusi Kpunrorpadpuu. CuMMeTpuyHass W acHMMETpHUYHAs
Kkpunrorpadus. BeluucnuTensHO ClOXHBIE 3aaud  Marematuku. Kpunrocucrema RSA.
[Tonstue xpunrorpaguyeckoro mnporokosia. CBoNMCTBa MNPOTOKOJOB, XapaKTEpU3YIOIIHME HX
6e3omacHoCTb. Cxembl IM(POBOI MOAMIUCH.

5. Oﬁpa3OBaTeﬂbeIe TEXHOJOI'MU, B TOM YHUCJI€ TEXHOJOIHH IJICKTPOHHOTO oﬁyqem/m H
AUCTAHIIUOHHbIC 06pa30BaTeJ’lbl—[l)le TEXHOJOI'MH, HCITOJIB3YEMBbBIC IIPH OCYHIECTBJICHUN
06p33OBaTeﬂbHOF0 nmpouoecca nmo 1TMCumIJIniHe

B nporuecce 00yueHHs UCTIONB3YIOTCS CAEAYIOIINE 00pa30BaTeIbHbIE TEXHOIOTHH:

AxaaeMuyecKasi JIeKIusl (WIN JEKIHs 00ILEero Kypca) — ociel0BaTeIbHOE U3JI0KEHHE
Marepuana, OCYIIECTBIIEMOE IPEMMYILIECTBEHHO B BHJIE€ MOHOJIOIAa IIPENOJaBaTelId.
TpeboBaHusi K aKaJeMHUYECKOW JIEKLIMU: COBPEMEHHBbI Hay4yHbIH ypOBEHb W HaChILEHHAs
UHPOPMATUBHOCTh, yOeAUTeNbHAs apryMeHTalus, JOCTYNHass W TOHATHas pedb, YeTKas
CTPYKTypa U JIOTHMKa, HAJW4YUE SPKUX MPUMEPOB, HAYUHBIX JI0Ka3aTeJIbCTB, OOOCHOBAHMI,
(haxToB.

IIpobiemHas JekuMs — H3JIOKEHHE MaTepuana, MPEANoNaralnee IMMOCTAHOBKY
OpoOJeMHBIX W JHMCKYCCHOHHBIX BOIIPOCOB, OCBEUICHHWE pPA3JIMYHBIX HAY4YHBIX I10JXO0J0B,
ABTOPCKHME KOMMEHTApHUH, CBA3AHHBIE C Pa3jJU4YHBIMA MOJEISMH HHTEPIPETAUN H3y4aeMOTO
matepuaina. [IpobieMHast TeKIusi HaUMHAETCS C BOIIPOCOB, C IOCTAHOBKU MPOOJIEMBI, KOTOPYIO B
XOJIe M3JI0KEHUs MaTepuala HeoOXOIMMO pelnTh. B jekmuu coderaroTcs NpoOIeMHbIE U
uHpopMalMOHHble Hayana. [lpu 3TOM mpolecc MO3HAHUS CTYJEHTOB B COTPYJIHUYECTBE M
JMaore ¢ mpenojaBaTeneM MpHONIMKaeTcs K IMOUCKOBOM, MCCIENOBATENBCKON J1E€ATEbHOCTH.
Conepxanre mnpoOJIeMbl pacKpbhIBae€TCs IIyTEM OpraHU3alMM IIOMCKa €€ pelleHus WIN
CyMMUPOBaHHS U aHAIN3a TPAJAULMOHHBIX U COBPEMEHHBIX TOYEK 3PEHUS.

IIpakTHYecKkoe 3aHATHE — 3aHATUE, IIOCBALIEHHOE OCBOCHUIO KOHKPETHBIX YMEHUN U
HAaBBIKOB M 3aKPEIUICHUIO MTOJIYYEHHBIX Ha JIEKIUH 3HAHUMH.



DneKTpOHHBINH yueOHBIN Kypc «be3omacHOCTh B COBpeMeHHON MH(OPMAIIMOHHON cpeney» Ha
miaTdopme onnaitH-o0ydeHuns: DemidOnline, B koTopoM:

— TPEICTaBJICHbI BUAEO-JICKIIHIA 10 BCEM TeMaM JAUCLUMILIUHBI U IPE3EHTALUN K HUM;

— TIPEACTaBJICHBI TEKCTHI JIEKIUI 110 BCEM TeMaM JIUCIUILTHHBI;

— TpeACTaBJICHBI IPABUIIA TPOXOXKICHHS TPOMEKYTOUHOM aTTECTAIIMH MO JUCLIUIUINHE;

— TMPEACTaBJIEHBl TECThl IO TeMaM JUCHUIUIMHBI Ui CaMOCTOSITENbHOW paboThI
00yyJaromuxcs;

— TocpeAcTBOM  (QopyMa  OCYIIECTBISICTCS CHUHXpPOHHO€ U (WJIM) AaCHHXPOHHOE
B3aUMOJICHICTBHE MEXIy OOYydYalolmIMMHUCS M TMPENoAaBaTeieM B paMKax H3Y4YCHUs
JUCIUIUIAHBI.

6. [lepeyeHb JIHIEH3HOHHOT0 W (WJIM) CBOOOJHO PACIHPOCTPAHSIEMOr0 MPOrPaMMHOIO
olecrneyeHusi, MCIOJIb3YeMOIr0 IPH OCYIIECTBJIEHMH O00pa30BaTe/IbHOr0 Ipolecca Mo
AUCHHIIAHE
B mporecce ocymiectBiaeHust 00pa30BaTENIBHOTO MPOIECcCa UCIIOIB3YIOTCS:
— MpOrpaMMHOE OOecleYeHue JJsl CO3JaHus UM JICMOHCTPAallMH  Tpe3eHTALuH,
WLTIOCTPAIMHA U IPYTHX YYCOHBIX MaTePHAJIOB:
Microsoft Windows (B cocraBe Microsoft Imagine Premium Electronic Software
Delivery);
— Microsoft OfficeSTD 2013;
Virtual Box (cBo6oHO0 pacmpoctpansiemoe I10);
— Ubuntu (cBoboauo pacnipoctpansemoe [10);
— Kali Linux (cBo6oano pacmpoctpansiemoe I10).
— Uil ToMcKa y4eOHoW JsmTepatypsl OubOmuorexku Spl'Y — ABTOMaTH3UpOBaHHAsS
oubmoreunas napopmannonnas cucreMa «kbBYKU-NEXT» (ABUC «byku-Nexty);
— TIpH MPOBEJCHNUH JICKIIUH HCIIONIB3YIOTCS MyJIbTUMETUIHBIE TIPE3EHTAIINH;
— TIpU TPOBEIEHUU JIAOOPATOPHBIX pabOT HCHONB3YIOTCA CPEACTBA BBIYMCIUTEIHHON
TEXHUKH, TTOJICPIKUBAIOIINE TIEPEUUCIICHHOE IIPOTPaMMHOE 00ecTIeYeHNE.

7. IlepevyeHb coBpeMeHHBIX NPO(ecCHOHANBHBIX 043 JAHHBIX M HH(OPMALMOHHBIX
CIIPABOYHBIX CHCTEM, HCIIOJIb3yeMbIX IIPH OCYHIECTBJIEHUH 00Pa30BaTEJIbLHOI0 MpoLecca 1no
AUCHHIIMHE (MPU HEO0OX0IUMOCTH)

1. DanexTponnsblie katajgoru Hb SApl'yY

(http://www lib.uniyar.ac.ru/opac/bk_cat_find.php) cogepsxat 6ubnuorpaduueckue 3amucu
BCEX BHJOB JIOKYMEHTOB, COCTaBIAIOMUX (PoHI OMOIMOTEKH, Ha PYCCKOM M HMHOCTPAHHBIX
A3bIKAX.

2. DJIeKTpOHHAs OUOJIHOTEeKa yueOHbIX MaTepuasioB Spl'yY

(http://www lib.uniyar.ac.ru/opac/bk_cat_find.php) comepxxut ©Oomee 2500 mONHBIX
TEKCTOB YYEOHBIX U YyYeOHO-METOIUYECKHX MaTepPHajOB TI0 OCHOBHBIM H3y4aeMbIM
JUCLMIUIMHAM, W3JaHHbIX B yHHBepcuTeTe. JloCTym B CeTHM yHHMBEpCHTETa, JHUOO IO
JIOTUHY/TIapOJIIO.

3. CnpaBo4yHo-npaBoBas cucreMa «KoHCy1bTaHTILIIOC)

(https://www.consultant.ru/) cmpaBOYHO-TIpaBOBas CHUCTEMa IO 3aKOHOJATEIbCTBY
Poccuiickoit denepanum.

4. CnpaBo4yHo-npaBoBas cucrema «['apanm»

(http://www.garant.ru/)  crmpaBoYHO-TIpaBOBasi ~ CHCTeMa 10  3aKOHOJATEIbCTBY
Poccuiickoit denepanum.


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://www.consultant.ru/
http://www.garant.ru/

8. [lepeyeHb OCHOBHOIi M /JONOJIHUTEJIbHOH YyuyeOHOH JMTepaTypbl, pecypcoB
HHG(POPMAIIMOHHO-TEJIEKOMMYHUKAUMOHHOI ceTn «MHTepHeT» (IpH HEOOXOAMMOCTH),
PeKOMeH/IyeMbIX JIJIS 0CBOEHUSI I CHMIIJIMHbI

a) OCHOBHAS JIUTEepaTypa

1. besomacHocTh B coBpeMeHHON nH(MDOpMannoHHoU cpene. Yacth 1: yuebHOE mocodue.
B.H. Kuszes, .M. Mypun; fpocn. roc. yu-T uMm. ILI. emunosa. - Apocnasns: UHIWIO,
2021. — 158 c. [https://e.lanbook.com/book/75150]

2. Jloragun, H. b. Apxutektypa kommneiorepa : yueoHoe nmocooue / H. b. Jloranun. —
4-e uzn. — Mockaa : Jlabopatopus 3Hanuit, 2020. — 274 c.

3. byza, M. K. Apxurekrypa kommbioTepoB : yueOnuk / M. K. by3za. — MuHCck :
Beritmas mkomna, 2015. — 414 c. [https://e.lanbook.com/book/75150]

4. Cononeud, A. B. Komnbrorepasie cetu : yueOHuk / A. B. CononeBud. — MHUHCK :
PUIIO, 2021. — 208 c. [https://e.lanbook.com/book/194950]

5. Pakwtun, P. FO. Komnetorepubie cetu : yueOHoe nocobue / P. FO. Pakutun, E. B.
Mockanenko. — bapnayn : AntI'TIY, 2019. — 340 c. [https://e.lanbook.com/book/139182]

6. Kopxuk, B. . OcHoBbl kpuntorpaduu : yuebnoe nocodue / B. 1. Kopxuk, B. A.
SxoBnes. — Cankr-IlerepOypr : WNuTtepmenus, 2017. — 312 c.
[https://e.lanbook.com/book/161359]

0) 1OMOJIHUTEIBbHASA JIUTEPATypa

1. Koucrurymusi Poccuiickoit ®epepanuu: [MpUHATA BCEHAPOAHBIM T'OJIOCOBAaHUEM
12.12.1993 ¢ wu3MEHEHHsSIMH, OJOOPEHHBIMH B XO0JI€ OOIIEPOCCHUHCKOTO TOJIOCOBAHUS
01.07.2020]. — Hoctyn u3 crnpaBo4HO-IpaBoBoii cucteMbl «Koucynbrantllnocy. — TekcT:
3JIEKTPOHHBIMN.

2. VYronoBHbli koneke Poccmiickoit @eneparnuu: denepanbhbiii 3akoH ot 13.06.1996
Ne63-®3: [mpunst ['ocynapctBennoit ymoit 24.05.1996]: (c u3BMEHEHUSAMHU U TOTIOTHEHHUSIMH).
— JlocTtyn u3 cipaBo4HO-TIPaBoBOil cucteMbl «KoHcynbTaHTILTIOC» . — TEKCT: ANEKTPOHHBIN.

3. Kogmekc Poccuiickoit ®enepauun 00 aAMUHUCTPATUBHBIX IPABOHAPYIICHHSIX:
®enepanpubiit 3akoH OT 30.12.2001 Ne195-D3: [mpunst ['ocynapcrsennoit ymoit 20.12.2001]:
(c W3MEHEeHMsSMH M JONOJHEHUsMH). — JlocTym U3 CHpaBOYHO-TIPABOBOM CHCTEMBI
«Koncynprantllnroc». —TeKcT: 31eKTpOHHBIN.

4. TpynoBoit xomekc Poccuiickoit @enepanun: denepanbhbiii 3akoH ot 30.12.2001
Ne197-@3: [mpunsar ['ocynapctBennoit dymoit 21.12.2001]: (c u”3BMEHEHUSIMHU U TOTIOJTHEHUSIMH ).
— [Joctyn u3 cnpaBouHO-ipaBoBoii cucteMsl «KoncynpTanTlIimtoc». — TekceT: aneKTpoHHBIN.

5. ®enepanpHplii  3akoH  oT  27.07.2006  Nel49-®3 «O06  uHpopmauuu,
MH(POPMALIMOHHBIX TEXHOJOTHX U 0 3amuTe nHopMaum»: [npunst ['ocynapctBenHoit Jymoit
08.07.2006]: (c n3MeHEHUsAMHU U AONOJHEHUsIMH). — JlocTyn U3 CpaBOYHO-TIPABOBOM CUCTEMBI
«Koncynprantllntocy. —TekceT: 2IeKTpOHHBIN.

6. ®DenepanbHblii 3ak0H OT 27.07.2006 Ne152-03 «O nepcoHambHBIX JaHHBIX»: [[TPHHSAT
I'ocynapctBennoit Jymoit 08.07.2006]: (¢ u3MeHEHHMSIMU U JONOJHEHUsIMU). — JlocTyn u3
CIIpaBOYHO-TIpaBOBOM cucTeMbl «KoHCynbTaHTIImr0Cc». —TEeKCT: 3MeKTPOHHBIN.

7. TlomoxxeHne o mopsjake oOpalleHus cO CIyXeOHOH MH(OpManueill orpaHUYEeHHOTO
pacnpocTpaHeHHs B eiepalbHbIX OpraHax HCIOJIHUTEIbHON BJIACTH, YIIOJIHOMOYEHHOM OpraHe
YIPaBIEHUS UCIOJIb30BAaHUEM aTOMHOM 3HEPIMM U YIOJHOMOYEHHOM OpPraHe 10 KOCMHYECKON
nestensHOCTHY: [yTBepkneHo Ilocranosnenunem IlpaButenbctBa Poccuiickoit deneparuu ot
03.11.1994 Nel1233]: (c U3MEHEHUSIMH M JIOTIOJIHEHUsIMH). — JloCTyn U3 CripaBOYHO-TIPAaBOBOM
cucreMbl «KoncynpranTlImroc». —TekeT: 3IeKTpOHHBIMN.

8. TpeboBanusi K 3alUTe NEPCOHAIBHBIX JAaHHBIX MpU HUX 00paboTke B
MH(OPMALIMOHHBIX CHUCTEMAaX NEPCOHAIBHBIX JaHHBIX: [yTBepXkaAeHbl [locTaHOBIEHUEM
ITpaButensctBa Poccuiickoit ®@enepaunn ot 01.11.2012 Nell119]. — [octyn u3 crnpaBouHO-
npaBoBoil cucteMbl «KoHCynmbTaHTIm0Cy). —TeKCT: ANeKTPOHHBIN.



9. IlepeueHr Mep, HampaBJICHHBIX Ha OOECIIEUYEHHUE BBIMOJHEHUS OOS3aHHOCTEH,
npexycMoTpeHHbIX DenepanbHbIM 3aKOHOM «O TNEpCOHANBHBIX AAHHBIX» W IPUHATHIMU B
COOTBETCTBUM C HHMM HOPMATHBHBIMHM IPABOBBIMH AaKTaMH, OINEpaTOpaMu, SBIISIOLIMMUCS
rOCyapCTBEHHbIMH WJIM MYHUIMNAIbHBIMM oOpraHamu: [yTBepxkzaeH IlocraHoBieHunem
[IpaButensctBa Poccuiickoit @Depepanmu  or 21.03.2012 Ne211]: (¢ u3MEHEHUAMH U
JornonHeHusaMu). — Jloctyn u3 cripaBouHo-npaBoBoi cucteMsl «Koncynprantllmrocy. —Teker:
3JIEKTPOHHBIMN.

10. Ionoxenune 06 0COOEHHOCTAX 00PaOOTKU MEPCOHATBHBIX TaHHBIX, OCYIIECTBIIEMOM
0e3 UCHOJIB30BaHUsl CPEJCTB aBTOMaTu3auuu: [yrBepxaeHo llocranosienuem [IpaBurenscTBa
Poccuiickoit @enepaunn ot 15.09.2008 Ne687]. — JlocTyn U3 CIIpaBOYHO-IIPABOBOM CHUCTEMBI
«Koncynprantllntocy. —TeKCT: 3IeKTPOHHBIH.

11. TpeGoBaHus K MaTepHaIbHBIM HOCUTEISIM OMOMETPHYECKUX MEPCOHATBHBIX JTAHHBIX
U TEXHOJOTHSM XpaHEHHUsS TaKuX JaHHBIX BHE HMH()OPMAIIMOHHBIX CHCTEM IEPCOHATBHBIX
naHHbIX: [yTBepkzaeHo IlocranoBinenuem IlpaButenbctBa Poccuiickoit ®epepanuu  or
06.07.2008 Ne512]: (c m3MEHEHUSIMH U JOTOJHEHUsMH). — J[OCTYI M3 CrpaBOYHO-IPABOBOM
cucreMsbl «KoncynpranTllnmoc». —TekeT: 23eKTpOHHBIN.

12. Meronuyeckue pPEKOMEHIAIMH TIO0 YBEAOMJICHHIO YIOJIHOMOYEHHOTO OpraHa o
Hayaie 00paboTKHU MEePCOHATIBHBIX JaHHBIX U O BHECEHUH M3MECHEHUI B paHee Mpe/ICTaBICHHBIC
cBefieHus: [yTBepxAeHbl npukazom Pockomuamzopa ot 30.05.2017 Ne94]: (¢ m3aMeHeHUsMU U
nononHeHusaMu). — Jloctyn u3 cripaBouHo-npaBoBoii cucteMsl «Koncynprantllntocy. —Teker:
3JIEKTPOHHBIMN.

13. TpeboBanus U MeTOABI MO OO0E3TMUYMBAHHUIO MEPCOHATBHBIX JAHHBIX: [YTBEP)KIACHBI
npuka3zoMm Pockomuamzopa ot 05.09.2013 Ne996]. — [loctyn U3 cripaBOYHO-IIPABOBOM CUCTEMBI
«Koncynpranrllirocy. —TeKCT: 3JIeKTpOHHBIN.

14. CoctaB u coaep>kaHUE OPraHU3AlMOHHBIX M TEXHUYECKUX Mep MO 00eCredyeHUIo
0€30IaCHOCTH TEPCOHATBHBIX JaHHBIX IMPH HX 00paboTKe B MH(OPMAIMOHHBIX CHCTEMax
NEePCOHANBHBIX JaHHBIX: [yTBepxkAeHbl mpukazoMm PCTOK Poccum ot 18.02.2013 Ne2l]: (c
U3MEHEHUSMU U  JONOJHEHMsMH). — JlocTym M3  CIpaBOYHO-TIPAaBOBOM  CUCTEMBI
«Koncynprantllntocy. —TekceT: 2IeKTpOHHBIN.

15. ba3zoBast Moziesib yrpo3 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX MPHU UX 00paboOTKe B
MH(POPMALIMOHHBIX CUCTEMaX MEpPCOHAIBHBIX AaHHBIX (Bwimucka): [yTBepkieHa 3amecTuTesieM
nupekropa D@CTIK Poccum 15.02.2008]. — JlocTyn W3 CHpaBOYHO-TIPABOBOM CHCTEMBI
«Koncynprantllntocy. —TekcT: 2IeKTpOHHBIN.

16. Meroauka ompeneneHusi aKTyallbHBIX YTpo3 0OE30MacHOCTH NMEPCOHAIBHBIX JTaHHBIX
npu ux o0paboTke B MH(GOPMALMOHHBIX CHUCTEMax IEPCOHAIBHBIX JaHHBIX: [yTBepxKIeHa
3amectutenem aupekropa @CTIK Poccun 14.02.2008]. — Hdoctym U3 cripaBOYHO-IPABOBOM
cuctemsl «KoncynbranTlInmrocy. —TeKkeT: 3JIeKTpOHHBII.

17. CoctaB u cojep’kaHUE OPraHU3alMOHHBIX M TEXHMYECKUX Mep MO 00eCredyeHHIo
0€30IaCHOCTH TEPCOHATBHBIX JIAHHBIX MpPHU HUX 00paboTke B HMH(POPMAIMOHHBIX CHCTEMax
NEPCOHAIBHBIX JAaHHBIX C UCIOJB30BaHUEM CPEICTB KPUNTOrpaduuecKoi 3aluThl HH(pOpMaLuy,
HEOOXOIMMBIX JUIsl BBIIOJHEHUs ycTaHOBIeHHbIX IlpaButensctBoM Poccuiickoit ®enepanuu
TpeOOBaHUI K 3alllUTe MEPCOHANbHBIX JaHHBIX I KaXJO0ro M3 YpOBHEH 3allUIEHHOCTH:
[yrBepxaenbl npukazoM PCb Poccum or 10.07.2014 Ne378]. — JlocTtynm M3 clpaBOYHO-
npaBoBoil cucteMbl «KoHcynbTanTIImrocy. —TeKCT: 3JIeKTPOHHBIMN.

18. Meroanyeckre peKOMEHJAIMKU 10 pa3padOTKe HOPMATHUBHBIX IPABOBBIX aKTOB,
OTIpEeACIAIONINX YTPO3bl O€30MaCHOCTH NEPCOHANBHBIX JAHHBIX, aKTyajbHble MpU 00padoTKe
NEpCOHANBHBIX  JAHHBIX B  MH(POPMALMOHHBIX  CHCTeMax MEpPCOHAIbHBIX  JIAHHBIX,
AKCIUTYaTUPYEMBIX MIPHU OCYIIECTBICHUH COOTBETCTBYIOLIUX BUIOB JESATENILHOCTH: [yTBEPKICHBI
pykoBoactBoM 8 Ilentpa @CB Poccum 31.03.2015 Ne149/7/2/6-432]. — JlocTyn U3 CipaBO4HO-
npaBoBoil cucteMbl «KoHCynmbTaHTIm0Cy). —TEeKCT: ANeKTPOHHBIN.



19. TOCT P 51275-2006 3amurta undopmanuu. O0bekT uHDopMaTuzamuu. DakTopsl,
BO3/eHcTBYIOIMEe Ha MHpopMmanuto. O0mue nonoxxeHus. — JlocTyn U3 crpaBOYHO-TIPABOBOM
cuctembl « TEXOKCITEPT». —TekcT: 251eKTpOHHBIH.

20. dnenos, M.E. Linux ria3zamu xakepa. 5-¢ uszn. / M.E. ®neno. — CII6. : BXB-
ITerepOypr, 2019. —416 c.

21. Jlas, P. Linux. CucremHoe nporpammupoBanue. 2-¢ u3z. / P. JlaB. — CII6. : Tlurep,
2014. — 448 c.

22. Yopa, b. Bayrpennee ycrpoiictBo Linux. / b. Yopun. — CII6. : ITurep, 2016. — 384

23. Yosifovich, P. Windows Internals Seventh Edition. Part 1 / P. Yosifovich, A.
lonescu, M.E. Russinovich, D.A. Solomon. — Microsoft Press, 2017. — 784 p.

24. Intel 64 and 1A-32 Architectures Software Developer’s Manual [DniexkTpoHHbIi
pecypc] — DnekTpoH. TekctoBble AaH. —Illociennee oOHoBieHue : 16.11.2020. — Pexum
noctyma: https://software.intel.com/content/www/us/en/develop/articles/intel-sdm.html.

9. MaTepuajbHO-TeXHHYECKAs 0a3a, HEOOX0AMMAsI IJIsl OCYIIeCTBJIEHUSI 00Pa30BaTEIHLHOTO
npoiecca no AUCHUIINHE

MartepuanbHo-TeXHUYEeCKasi 6a3a, HeoOXoauMas AJisi OCYIIECTBIECHUSI 00pa30BaTeIbLHOTO
Ipolecca 1o AUCUUIUIMHE BKJIIOYAET B CBOW COCTaB ClieUaIbHbIE TIOMELICHMUS:

-y4eOHbIe ayAUTOPUH IS IPOBEICHUS 3aHATUHN JIEKIIHOHHOTO THUIIA;

-y4eOHbIE ayIUTOPHH Ul TIPOBECHHS J1a00paTOPHBIX paboT, OCHAIIEHHBIE CPEACTBAMU
BBIUMCIUTENFHON TEXHUKU, MOAJEPKUBAIOIIMMU MPOrpaMMHOE OOECIeueHne, yKa3aHHOEe B
IIyHKTE 0;

- yueOHBIE ayTUTOPUU AJIs1 IPOBECHUS TPYIIIIOBBIX U MHIUBUYaTbHBIX KOHCYIbTALIUNA;

- y4yeOHblE ayJUTOPUU JUIsl TPOBEACHMSI TEKYLIEro KOHTPOJS U IPOMEXYTOUHOMN
aTTecTalluu;

- IOMEIIEHHUS Il CaMOCTOSATENbHON pabOThI;

- TOMENICHUS [UIsi XpaHeHHS U MPO(PUIAKTUYECKOTO0 OOCTY>KMBaHUS TEXHHUUYECKUX
CpenCTB O0yUEHHS.

ITomerieHust A CaMOCTOSITENILHOM pabOThl 00YYarOIUXCs OCHAIIEHBl KOMIIBIOTEPHOM
TEXHUKOW C BO3MOXKHOCTBIO MOJAKIIOUEHUsl K ceTH «VHTepHeT» M obecrneueHueMm JocTyna B
3JIEKTPOHHYIO0 HHPOPMALIMOHHO-00pa30BaTeNbHYIO Cpely OpraHU3alllu.

Yucno mocagoyHbIX MECT B JIEKIIMOHHOW ayAUTOpUM Oosblle J1U00 paBHO CIIHCOYHOMY
COCTaBy IMOTOKAa, a B ayAUTOPHH MAJIs MPAKTUYECKUX 3aHATUN (CEMHHApOB) — CIHUCOYHOMY
COCTaBY TPyl 00YYaAIOIIHUXCSI.

ABTOp(BI): _
Kana. ¢pus.-mar. Hayk AL 1 AM. Mypun
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IMpuaoxenne Nel k padoyeil nporpamMme 1M CHUANINHbBI
«be3onmacHOCTh B COBpeMEeHHO MH(OPMAILMOHHOM cpe/e»

MoH/1 OLIEHOYHBIX CPEACTB
AJIsl IPOBe/IeHUs] TEKYIIero KOHTPOJIS yCIeBAeMOCTH
U MIPOMEKYTOYHOM aTTeCTAIUM CTYAEHTOB
N0 TUCHUILIUHE

1. TunoBbIe KOHTPOJIbHBIE 32 IaHUSI U HHbIE MATEPHUAJIBI,
HCNOJIb3yeMble B Mpollecce TeKYIero KOHTPOJIsl YCIeBaeMOCTH

Tect no Teme 1.1 IIlpaBoBbie 0CHOBBI 00ecieyeHUs1 HH(POPMAIMOHHO 0€30MaCHOCTH

Kaxue nonooicenus, cesasannvie ¢ gonpocamu obpabomku ungopmayuu, 3aKpenieHvl 8
Koncmumyyuu Poccuiickoti @edepayuu?

a) [IpaBo Ha HENMPUKOCHOBEHHOCTD JTUYHON U CEMEHHOMN TallHBI.

0) [IpaBo Ha 00pabOTKy M1000i HH(GOPMALIUHU JTFOOBIM BO3MOKHBIM CITIOCOOOM.

B) 3anpeT Ha 00pabOTKy HH(OPMAIMK O YACTHOW KU3HHM JIHIA O€3 ero corjacusl.

r) [IpaBo Ha monmyueHue rpakJlaHaMu J0MycKa K TOCYJapCTBEHHOMH TaiiHe.

Kaxue 6uowr ungopmayuu obsazamenvHo mpebyemcs 3awuujams 8 COOMEEMCMBUU C
s3akonooamenvcmeom Poccuiickoti @edepayuu.

a) Mudopmanms 1151 ciy>ke0HOro MOJIb30BaHUS.

0) IlepconanbHbIC TaHHBIE.

B) ['ocynapcTBenHas TaitHa.

r) BpaueOHnas TaiiHa.

n) Bce nepeunciennsle.

B coomeemcmeuu ¢ @eodepanvnvim 3axkonom «06 ungopmayuu, uH@GOPMAYUOHHBIX
MEXHONI02UAX U 3aujume UH@GOpMayuu» uHGoOpmayus — 3mo:

a) JIroOble naHHbIe, MpeACTaBICHHbBIE HA MaTEpPUAIbHOM HOCHTEIIE.

0) CBenenus (cooO1eHus, TaHHbIE), HE3aBUCUMO OT (POPMBI UX MPEACTABICHUS.

B) He sHeprus u He marepusl.

r) CBeneHus, BOCPUHUMAEMBbIE YEIOBEKOM M (MJIM) CHEIUaIbHBIMH YCTPOHCTBaMU
KaKk OTpaXkeHHe (PAaKToOB MaTepHalbHOTO MM JYXOBHOTO MHpa B Ipolecce
KOMMYHUKAITIH.

Ymo u3 nepeuucieHno20 MOICHO paccmampueams Kak 6a3y OAHHbIX 8 COOMBEMCmMBUlU ¢
3akonooamenvcmeom Poccuiickoui Pedepayuu:

a) EXCEL Tabnuiy ¢ ynmopsio4eHHON U CTPYKTYpUPOBaHHON HH(OpMAITHEH.

6) daiin popmara DOC, B KOTOPOM CO3aH CIHCOK CIyIIaTeae TOi MporpaMmBbl.

B) KapToTeky peructpaTypbl yIpeKIeHHS 31PaBOOXPAHEHHS.

r) Bee nepeuncnennsie.

Llenocmnocms unghopmayuu — smo:

a) OOs3arenbHOE [UIS BBINOJHEHUS JIMIIOM, MOJYYHMBIIUM JOCTYIl K OINpeeeHHON
uH(popMalnu, TpeOOBaHHE HE MepeaaBaTh TaKylo HH(OPMAalLHI0 TPETbUM JHIaM 0e3
corJyiacusi ee obyajgaress.

06) CocrostHre nHGOPMAIINH, TIPU KOTOPOM OTCYTCTBYET JIFOOOE €€ M3MEHEHUEe 00
U3MEHEHHE OCYILIECTBISAETCSA TOJIBKO MPEeTHAMEPEHHO CyOBbEKTaMM, UMEIOLIIMMH Ha HETO
paBo.
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10.

B) Bo3MoxHOCTH noy4yeHust HHGOpPMAaILIUY U €€ UCIIOJIb30BAHMUS.

Ha meppumopuu Poccuiickoti @edepayuu 3anpeujeno pacnpocmpanerue:
a) Mudopmanuu, koTopasi HarpapiieHa HA [IPOIAraH/1y BOWHBI.
0) Kommepueckoii TaifHBbI.
B) MHdopmanuu, KoTopas HalpaBlieHa Ha pa3KUTaHWEe PETUTHMO3HON HEHABHUCTH.
r) [lepcoHanbHBIX JaHHBIX.

I'pasicoanun  unu  ropuduueckoe  IUYo,  OCywjecmeuawue  0esameibHOCmy — no
IKCHIYAmayuu UHGOPMAYUOHHOU CUCEMbL, 8 MOM Yucie No 0bpabomke uxngopmayuu,
codepacawelics 6 ee Oa3ax OAHHBIX — IMO:

a) ObnanaTenp HHGOPMAIIHIH.

0) Oneparop nH(DOPMAIIMOHHOW CUCTEMBI.

Ecnu ne onpedeneno unozo, onepamopom uH@OpMayUoOHHOU CUCINEMbL ABNAEMCA:

a) OGnanarens UHGOpPMALIUH.

06) CoOCTBEHHHMK HCHOJB3YEMBbIX IS 00pabOTKM cojaepralieiicss B 0a3ax JAaHHBIX
UH(POPMAIIUN TEXHHYECKUX CPE/ICTB.

B) Jlumo, ompexaensiomee NeMH 0O0pabOTKM HWHGPOPMAIUU U  OCYIIECTBIISIONICE
00paboTKy HHPOpMAITIH.

He mooicem bvimo ocpanuuen docmyn:
a) K nuadopmanum o coctossHUM OKpYIKaroIen Cpe/ibl.
0) K nepcoHanbHBIM JaHHBIM TOCYIAPCTBEHHBIX TPAXKIAHCKUX CITYKaIINX.
B) K nHpopManum, XpaHsimencst B OTKPBITHIX (HoHIaX OMOIHOTEK.
r) K cBenenusiM o 3010TOBaNIOTHBIX 3anacax Poccuiickoit @eneparui.

Kakyro omeemcmeennocmo mooicem noeéneuv Hapyuienue mpebosanuti PedepanbHuix
3aKOHO8:

a) YTOJIOBHYIO.

6) AucuuniuHapHyto.

B) AJIMUHHUCTPATUBHYIO.

r) I'pask1aHcKo-paBoBYIO.

n) Bce nepeuncienHsle.

Tect no Teme 1.2 3amuTa nepcoHAJIbHBIX JaHHBIX

Ilepconanvusie danHvle — 3MO:

a) CpeneHusi 0 CyOBEKTE MEPCOHATBHBIX IAHHBIX HE 3aBUCUMO OT (GOPMBI UX
MIPEACTABICHHUS.

0) JIro6ast undopmanusi, OTHOCALIASsICS K MPSIMO UM KOCBEHHO OINpPEAEICHHOMY WIIU
ornpenenseMoMy pU3NUIECKOMY JIUIY (CyOBEKTy MEepPCOHATBHBIX JJAHHBIX).

B) JlobGas wHdoOpmarus, OTHOCAIIASCA K OMNPEACTICHHOMY WU OIPEAeIIeMOMY
buznyeckomy uiy (CyObeKTYy EpCOHAIBHBIX JaHHBIX).

r) JIrobass mHpOpMaIns, OTHOCAIIASCA K OMPENCICHHOMY WM OINpEAeIIieMOMY Ha
OCHOBaHUU TaKoi mHpopMaruu Gu3nuecKkoMy Uiy (CyObeKTy MepCOHANBHBIX JTaHHBIX),
B TOM 4HCJIE €ro (pamMuiusi, UMs, OTYECTBO, I'OJI, MECSL, JaTa U MECTO POXKIACHHUSI, ajipec,
ceMeliHOe, CcoLMalbHOE, MMYIIECTBEHHOE TIOJOXKEHHEe, oOpa3oBaHue, mpodeccus,
JIOXOJ1bl, Ipyrast UHpopmanus.
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2.

4.

5.

6.

Ha kaxue ommuowenus me pacnpocmpausiemcs oeticmsue ¢hedepanrbrozo 3axkona «O
NePCOHANbHBIX OaHHBIX»?

a) Ha 00paboTKy HepCOHANBHBIX JaHHBIX, OTHECEHHBIX B YCTAaHOBJICHHOM TOPSIIKE K
CBEJICHHSIM, COCTABIISIOIIUM TOCYIapCTBCHHYIO TalHY .

06) Ha 06paboTky mepcOHAIBHBIX JTaHHBIX, HEOOXOIUMYIO JUIsl OCYIIIECTBIICHHUS IIPaB
¥ 3aKOHHBIX MHTEPECOB ONEPaTOpa WA TPETHUX JIUII.

B) Ha 00paGoTky mepcOHANbHBIX MJaHHBIX, HEOOXOAMMYIO I HCIIOJHEHUS
CyZ1Ie0HOTO aKTa.

r) Ha o0paboTKy mepCOHaNbHBIX NaHHBIX (PU3MUYECKUMH JIMIAMH HCKIFOYUTEIHEHO
JUTSE TUYHBIX M CEMEWHBIX HYXJ, €CIM TPH ITOM HE HApYIIAIOTCS TpaBa CyOBEKTOB
NIEPCOHAIBHBIX JIAHHBIX.

n) Ha o0paGoTky mepcoHaIbHBIX MAaHHBIX, MOJICKANIMX OMYOJIMKOBAHHIO WIIH
00513aTEIILBHOMY PACKPBITHIO B COOTBETCTBUU C (hefiepalibHbIM 3aKOHOM.

e) Ha 00paboTky TmepcOHaIbHBIX ITaHHBIX, HEOOXOAMMYIO /I OpraHu3aluu
XpaHCHHs, KOMIUIGKTOBAHMS, ydYeTa M HCIIOJIb30BaHUS COJCPKANIMX IEePCOHATBHBIX
JAHHBIX APXUBHBIX JIOKYMEHTOB B COOTBETCTBHH C 3aKOHOAATEIHCTBOM OO0 apXHWBHOM
nene B Poccuiickoit @enepanuu.

DedepanvHulil 3akoH « O NepCoOHANbHBIX OAHHBIXY pe2yupyem OMHOULeHUsl, CE3AHHbIe:

a) UckirountensHo ¢ 00pabOTKOM IMEPCOHATBHBIX JIaHHBIX C HCIHOJIb30BAHUEM
CpeICTB aBTOMATH3AINH.

6) C 06paboTKOl MEePCOHATBHBIX JaHHBIX, HE3aBUCHUMO OT TOTO 00pabaThIBAOTCS JIN
OHHM C UCIIOJIb30BAHUEM CPECTB ABTOMATU3AIUU WIIN HET.

B) C  00pabOTKO#  MEpPCOHANBHBIX JAHHBIX C  HCIOJb30BAHHUEM  CPEICTB
ABTOMATH3AINK, a TaKke ¢ 00pabOTKOW MEepPCOHATBHBIX JNAaHHBIX 0€3 HMCIIOJB30BAHHS
CpE/ICTB aBTOMATHU3allUH, €CIIM Takas o0padOTKa COOTBETCTBYET XapakTepy ICHCTBHIA,
COBEPIIIACMBIX C MTEPCOHATBHBIMHU JAHHBIMH C UCIIOJIb30BAHUEM CPEJICTB aBTOMATH3AIIHH.

r) C o0paboTKOW TEPCOHAIBHBIX JaHHBIX 0€3  KCIOJB30BaHUSA  CPEICTB
ABTOMATH3AIIHH.

Hevicmeus, 6 pesynvmame KOMOPbIX CMAHOBUMCA HEBOSMONCHLIM 0e3 UCNONb3068aANHUS
O00NOIHUMENbHOU UHGOpMayuu onpeoeiums NPUHAOeHCHOCMb NePCOHANbHBIX OAHHbIX
KOHKPEMHOMY CYOBEKmMY NepCOHANbHbIX OAHHBIX, — 9MO:

a) brokupoBaHue nepcoHaNbHBIX TaHHBIX.

0) YHUUTOXKEHNE IEPCOHANBHBIX JaHHBIX.

B) O6e31MYrBaHNe NEPCOHANBHBIX JTaHHBIX.

r) [lepeBon mepcOHANBHBIX JaHHBIX HAa aQpXUBHOE XpaHEHHE.

Hevicmeus,, 6 pesyibmame KOMOPbIX BPEMEHHO  HpeKkpawjaemcs  06pabomka
NepCOHANbHBIX OAHHBIX, — IMO:

a) brnokupoBaHue nmepcoHaNbHBIX TAaHHBIX.

0) YHUUYTOXEHHE EPCOHAIBHBIX TaHHBIX.

B) O0e3nnunBaHue MEPCOHATBHBIX JTaHHBIX.

r) [lepeBos mepcoHaNbHBIX JaHHBIX HAa apXUBHOE XpaHEHHE.

Kaxkue uz nepeuucnennvix oeticmsuti ¢ NepCOHANbHbIMU OAHHLIMU ABNAIOMCA 00pabomKol
NepCOHANbHBIX OAHHBIX:

a) XpaHeHHe MePCOHATbHBIX JAHHBIX.

0) 3anuch nepcoHaNbHBIX JaHHBIX.

B) O6e31MunBaHNe NePCOHANBHBIX JTaHHBIX.

r) Y iajeHue nmepcoHabHBIX TaHHBIX.
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C mouxku 3penus ghedepanvrozo 3akona « O nepcoHaAIbHbIX OAHHBIX» ONEPamop — 3Mo:

a) 'ocynapcTBeHHbIH opraH, MyHUIUIIAIBHBIN OpraH, I0pUITYecKoe WK (hru3ndeckoe
JUI0, CAMOCTOSTEIBHO WJIM COBMECTHO C JIPYTHMH JIMIAMHU OpraHusyioue u (HUin)
ocymectBisitonie oopadorky I1/IH, a Tarke ompexpemnstomue nenu odpadborku [1/1H,
coctaB [1/1n, mognexamux oOpaboTke, nercTBus (onepaiuu), copepinaemseie ¢ [1/]H.

0) I'paxmanuH WM IOPUAMYECKOE JIMIO, OCYIIECTBISIOMINE ICSATEIbHOCTh 110
9KCITyaTallud MHQOPMAIIMOHHON CHUCTEMBI, B TOM uHucie Mo 00paboTke mH(pOpManuy,
cojiepxarieiics B ee 6a3zax JaHHbBIX.

Obpabomxa nepcoHanbHbIX OAHHBIX.!

a) He nomyckaercs 6e3 cornacusi CyObeKTa MepCOHATbHBIX JTaHHBIX.

0) JloipkHa OrpaHMYMBATHCA JTOCTH)KEHHEM KOHKPETHBIX, 3apaHee OIpeleTICHHBIX U
3aKOHHBIX LIEJICH.

B) He nomyckaercs B ciydasix HECOBMECTHUMBIX C IENsIMU cOOpa MEepCOHATbHBIX
JAHHBIX.

r) JlomkHa OCyIIECTBIATHCA HAa 3aKOHHOM U CIIPaBeIJIMBOM OCHOBE.

Obpabomxa nepcoHanbHbIX OAHHBIX OONYCKAEMCA:

a) C coryacusi cyObeKTa NEpCOHAIBHBIX JaHHBIX HAa 00pabOTKy €ro MepcoOHaIbHBIX
JAaHHBIX.

0) B ciyuasx, eciiu oHa HEOOX0IMMA JJTST UCTIOJTHEHUS CYJICOHOTO aKTa.

B) B cinyuasx, ecnu oHa HeoOxoauma IJsi OCYIIECTBICHHUS MNpodecCHOHaTbLHON
JESATENIbBHOCTH JKypHaJUCTa M (WJIM) 3aKOHHOM JAESITEIbHOCTH CpEACTBA MacCOBOM
uHpopmanuu.

r) B ciuywasx, eciu Bemercss oOpabOoTKa TMEPCOHATBHBIX JAHHBIX, MOJICKAIIIX
OIMy0JINKOBAHUIO B COOTBETCTBUU C 3aKOHOIaTeNbCTBOM Poccuiickoit denepatiuu.

10. Kmo necem omeemcmeennocms 3a Oelcmeust ;opuduquKoeo Jauya, Komopomy nopyieHa

00pabomKa nepCoHANbHLIX OAHHBLX, Neped CYOBbEeKMOM NePCOHAILHBIX OAHHBIX?
a) Onepatop.
0) IOpuanueckoe muI0, KOTOPOMY MTOPYUHIH 00Pa0OTKY.
B) Hukro.
r) Pockomuanzop.

11. B nopyuenuu oopabomku 00124cHbl ObIMb 0053aMeENbHO ONpedesenbl U YKA3AHbL:

a) llenn 06paboTKH MepCOHANBHBIX JTAHHBIX.

6) CyOBexkTsl MepCOHANbHBIX JaHHBIX, YbM MEPCOHAJbHBIE JaHHbIE OyAyT
00pabaThIBaThCs 110 NOPYUEHUIO.

B) TpeboBanus k 3amuTe 006padaThIBAEMbIX IEPCOHANBHBIX TAHHBIX.

r) CpeactBa 3amuTel HH(pOpPMAIMK, KOTOpble HEOOXOAUMO  MPUMEHSThH
IOPUAMYECKOMY JIUILY, KOTOPOMY MOpy4YeHa 00paboTKa MepCOHANbHBIX TAHHBIX.

12. Ha xom nesxxcum 00653aHHOCMb NO OOKA3AMENbCHEY NOLYYEHUsI CO2NAcUs Om CyOvbekma

13.

NepCOHANLHBIX OAHHBIX?
a) Ha Pockomuanzope.
6) Ha ropunnueckoM Juiie, KOTOPOMY MOPYUUITH 00pabOTKYy.
B) Hu Ha xom.
r) Ha omepatope.

Cozenacue cy6bekma nepcoHajlbHbvlx OAHHBIX OO0JIHCHO BKIIIOYAMD.

a) HaCHOpTHLIC JaHHBIC CY6’beKTa NEPCOHAJTIbHBIX MHaHHBIX WA €TI0 3aKOHHOI'O
npeacCTaBUTECIIA.

6) KonTtakTHBIC JaHHBIC JIMla, OTBCTCTBCHHOI'O 34 OpPraHU3aInuro 06pa60T1<1/1
NEPCOHATIBHBIX JTAHHBIX.
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B) Anpec omeparopa.
r) damuiMyd, WMEHa W OTYeCTBAa (PUINYECKUX JIHI, KOTOPBIE OCYIIECTBISIOT
00paboOTKy MepCOHANBLHBIX TAHHBIX IO TOPYUYCHHUIO OIlepaTopa.

14. B cnyuae cmepmu cyovekma nepcoHanbHblxX OAHHbIX.

a) Ilomywars corjacue Ha 0OOpabOTKy €ro MEpPCOHANBHBIX TaHHBIX TpeOyercs y
HACJICTHUKOB CyOhEKTa MEPCOHATBHBIX JIaHHBIX.

6) Ilomyuath cormacue Ha 0OpaOOTKYy €ro IEpPCOHAIbHBIX JaHHBIX TpeOyercs y
Pockomuanzopa.

B) [TosryuaTs coriacue Ha 00pabOTKY €ro NMepCcoOHaIbHBIX JaHHBIX HE TPEOyeTCs.

15. K CneyualbHblM Kamecopuim nepCoHalibHoblx OAHHBIX OMHOCAMCAL.!

16.

a) CBeieHMs1, Kacaroluecs: PaCOBOM NMPUHAJIEKHOCTH.
0) CBeneHus, Kacaroluecs TpaKIaHCTBa.

B) CBelleHMS, Kacaroluecs MOJTUTHYECKUX B3TJISIOB.
r) CBeneHus, Kacaronuecss MHBAJIMTHOCTH.

C mouku 3penus gedepanvroco 3akona «O nepcoHANbHLIX OAHHBIXY K OUOMEmpU4ecKuM
NePCOHATLHBIM OAHHBIM OMHOCAMCAL:

a) Bce cBeneHus, KOTOpblE XapaKTEepU3YIOT (DU3HOIOTHYECKHEe U OUOIOTUYECKUE
0COOEHHOCTH YCJIOBCKA, HA OCHOBAHHUU KOTOPBIX MOKXHO YCTAHOBUTH €TI0 JIMYHOCTD.

0) CseneHusi, KOTOpble BHOCATCA B 0a3y OHMOMETPUYECKUX JAHHBIX TIpakaaH
Poccuiickoit ®enepanuu.

B) Bce cBenmenusi, KOTOpble XapakTepU3yOT (DU3HOIOTHYECKHE U OUOIOTHYECKUE
0COOEHHOCTH YCJIOBCKA, HaA OCHOBAHHUHU KOTOPBIX MOXHO YCTAaHOBUTH €TI0 JIMYHOCTbL, U
KOTOPBIE UCHOJB3YIOTCS AJIs1 yCTAHOBJICHUS €T0 JTMYHOCTH.

17. Kmo o06sa3au yb6eoumvcsa 8 mom, 4mo UHOCMPAHHBLIM 20CYOApPCMEOM, HA MePPUMOpUro

18.

KOMOPO20 — OCYUeCmensemcsi nepeoaud NepcoHAIbHbIX OAHHLIX, o0becneuusaemcs
A0eKBaAMHAS 3aUUma npas cyovLeKmos NepCoOHANIbHbIX OAHHbIX !

a) Onepatop.

0) IOpuanueckoe muI0, KOTOPOMY MTOPYUHIH 00PaOOTKY.

B) Hukro.

r) Pockomuanzop.

Cybvekm nepcoHanbHblX OAHHLIX UMeem Npaso Ha NoJyueHue ciedyiowell uHgopmayuu,
Kacaroujelicsi 06pabomku e2o NepCoOHANbHLIX OAHHBIX!

a) [IpaBoBbIe OCHOBaHUS U 11eJI 00pabOTKH MEPCOHATBHBIX JAHHBIX.

6) IloumeHHBIH mepeueHb COTPYAHHMKOB ONEPaTOpa, KOTOPbIE UMEIOT JOCTYI K €ro
NIEPCOHATBHBIM JTAHHBIM.

B) CBemeHuss 00 OCYILIECTBICHHOH MM O TpeAnoyiaraeMod TpaHCTPaHUYHON
nepeaaye JaHHBIX.

r) CBeZieHHs 0 MIPUMEHSAEMBIX OIIEpaToOpOM CpeJICTBaX 3aIIUThl HHPOPMALIUH.

19. Ilpaso epasxcoanuna wna nonyyeHue uHopmayuu, Kacaruelucs oo6pabomru e2o

NEPCOHANbHBIX OAHHBLX, MOJHCEM DbIMb 0CPAHUYEHO.

a) Ha ocHOBaHuU 3asBlIeHUs APYTOTO CYOBEKTa MEPCOHATBHBIX TaHHBIX.

0) B ciyuasx, ecnmu o0paboTKa MEpCOHATBHBIX JaHHBIX OCYIIECTBISETCS B CIydasX,
MPEAYCMOTPEHHBIX 3aKoHOAATenbCcTBOM Poccuiickoii @enepauuu O TPaHCIIOPTHOM
0€30IIacCHOCTH.

B) B cimydasx, ecnu o0paboTka MEPCOHANBHBIX JAaHHBIX OCYIIECTBISETCS B IENSIX
000pOHBI CTPaHbI, 0€30MACHOCTH TOCY/IaPCTBA U OXPaHBI MPABOIIOPSAKA.

r) B ciywasx, ecnmu o0paboTka mepcoHaNbHBIX JAaHHBIX OCYIIECTBISETCS B paMKax
3aKOHHOM JIEATEITLHOCTH CPEICTBA MacCOBOM MH(OpMaIuu.
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20. Koumponb u Hao30p 3a 6bINOJHEHUeM Mep Nno obecnedenuro 0Oe30nacHocmu
NePCOHANLHBIX OAHHBIX OCYWeCmennem (0Cyuecmsisaom):
a) MunkomcBsizu Poccun.
6) Pockomuamzop.
B) ®Cb Poccum.
r) ®CTOK Poccun.

21. Kakou opean cocyoapcmeenHoOU 81acmu umeem npaso 03HAKOMAEHUSI C NePCOHAbHbIMU
OAHHBIMU NPU OCYUWECBIEHUU KOHMPOTIbHBIX U NPOBEPOYHBIX MEPONPUATNUL?
a) ®Cb Poccun.
6) Pockomuamzop.
B) ®CTOK Poccun.

22. Jluya, sunosHvle 8 HapyuleHuu NOaoNceHull 3axonooamenscmea Poccutickoii @edepayuu
6 obaracmu nepcoHanIbHbIX OAHHBIX NPU 0OpPaAbOmMKe NEPCOHANbHBIX OAHHbIX PAOOMHUKA,
Mo2ym Oblmb NPUBLEUEHbL:

a) K yroioBHoO# OTBETCTBEHHOCTH.

0) K nucruruinHapHoOi OTBETCTBEHHOCTH.
B) K aaMuHHMCTpaTUBHON OTBETCTBEHHOCTH.
r) K marepuanbHoil OTBETCTBEHHOCTH.

Tect mo Teme 1.3 Oprann3zanuoHHble OCHOBBI 00ecneyeHus1 HH(POPMALMOHHOM
0e30nmacHoOCTH

1. Pacnonoxute B NMPaBWIBHOM MOPSJAKE 3Tambl paboT MO 00ecreYeHnIo 0e30macHOCTH
uHpopmanuu.
1) OnieHka coOTBETCTBHS 00BhEKTa HH(POPMATH3AIIHH.
2) BeisBnenue u aHainu3 UHOOPMAIIMOHHBIX AKTUBOB.
3) [IpoexTupoBanue (pa3paboTKa) CUCTEMBI 3aIIUTHI UHPOPMAIIUH.
4) ®opmupoBaHue TpeOOBaHUH K 3aIIUTE UH(DOPMAIIH.
5) BHeapeHue cucteMbl 3alIUThl HHPOPMAIIHUH.
6) DKCIuTyaTaus CUCTEMBbI 3aIUThl HHPOPMALIUH.

a)1)2)3)4)5) 6).
6)4)2)3)5)1)6).
B)2)4)3)5)6)1).
r2)4)3)5)1)6).

2. Ilyctb He 00e3IMUYEHHbIE NEPCOHANIBHBIE JaHHBIE O COCTOSHUM 3/10pPOBBSI BCEX TpaKAaH
SpocnaBckoit obmactu oOpadareiBalOTCsl B MHGOPMAIIMOHHOW CHUCTEME, JJISI KOTOPOM
aKTyaJIbHbI YIPO3bl CBA3aHHBIE C DKCIUTyaTallMel ysSA3BUMOCTEN B NPUKIIAJHOM, HO HE B
CUCTEMHOM NporpaMmMHOM oOecrnieueHnu. Kakoil ypoBeHb 3aIIMIIEHHOCTH JT0JIKEH OBIThH
YCTAHOBJIEH I TAKUX MEPCOHATbHBIX JAHHBIX?

a) Y31.
0) V32.
B) Y33.
r) V34.

3. IlycTh He 00e3MUeHHBIE TIEPCOHATFHBIC JaHHBIE B TOM YncIie (oTorpadusi COTpYTHUKOB
HeOonpmoro (1o 10 000 coTpyIHUKOB) Npeanpuatusi oOpabaTHIBAIOTCS B CHUCTEME
KOHTPOJISI U YIIPaBJICHUS JOCTYIIOM, JUIsl KOTOPOM aKTyallbHBI YIpo3bl HE CBSI3aHHBIE C
HKCIUTyaTalei ysa3BUMOCTEH B MPHUKIAJHOM U CUCTEMHOM IPOrPaMMHOM 00eCHIeUeHHH.
Kakoli ypoBeHb 3allIUIIEHHOCTH JIOJKEH OBITh YCTAHOBJIEH Ul TaKHX MEPCOHAIbHBIX
JAHHBIX?

a) Y31.
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10.

11.

0) ¥32.

B) ¥33.

r) ¥34.
BHemHue HapyIMTe I peanns3yoT yrpo3bl:

a) 3 BHemHUX ceTell CBSA3M 00ILEero Mojb30BaHusl.

6) HemocpeactBeHHO B MHPOPMALIMOHHBIX CHCTEMAX.

B) U3 cereil MexIyHApOIHOTO HH(OPMAITMOHHOTO OOMEHa.

r) Haxozsce B nipeeniax KOHTPOJIUPYEMOM 30HBI.
[IpumepamMu BHEIIHUX HAPYIIUTEICH MOTYT SIBJISATHCS:

a) [Tonp3oBareny nHGHOPMAITMOHHON CUCTEMBI.

0) Konkypupyroiiye opraHu3aryu.

B) HenoOpocoBecTHbIE TapTHEPHI.

r) OGCyKUBaIOIIHI TEPCOHAT OPraHU3alNH.
[TpumepaMu BHYTPEHHUX HApyLIIUTEICH MOTYT SIBISTHCS:

a) AIMUHUCTpPATOPbl 0€30MaCHOCTH MH(POPMAIIUOHHBIX CUCTEM.

0) CropoHHUE PU3NICCKUE JTUTIA.

B) Jluna, oGecrnieunBaroniye ConpoBOKACHUE MPOrPAMMHOT0 00ECTIeUeHUSI.

r) KpuMuHanbHbIE CTPYKTYPBI.
K 00beKTUBHBIM yrpo3aM OTHOCSATCS:

a) OmmOKu 00CITY)KHBAIOIIETO ITEPCOHAA.

6) HedekTsl, cOOM W OTKa3bl, aBapUH TEXHUYECKHUX CPEJCTB M CHCTEM OOBEKTOB
UHPOpPMATH3AIINH, A TaK XKe CUCTEM o0ecTieueHns 00BEKTOB HH(POPMATH3ALINH.

B) [Ipupousie siBneHus, CTUXUITHBIE OEICTBUSI.

r) @aKTOPHI COIMATBHO-TIOIUTHIECKOTO XapaKTepa.
Yrpo3sl yTeuku HHPOPMALIMKU BOZMOXKHBI TTOCPEICTBOM:

a) Bo3gelicTBUS NpOrpaMMHBIMH CpPEACTBAMH B KOMIUIEKCE C IpeIHAMEPEHHBIM
CUJIOBBIM 3JICKTPOMArHUTHBIM BO3/ICHCTBUEM.

0) Ilepenaun nHGOPMAIIMH IO OTKPBHITHIM KaHAJIaM CBSI3H.

B) [ToakitoueHNs K TEXHUYECKUM CPEICTBAM M CUCTEMaM 00beKTa MH(POPMaTHU3AIIH.

r) O6paboTku nHPOpPMAIIMK HA HE3AIIMIIEHHBIX TEXHUYECKUX CPEACTBAX 00pabOTKH
UHpOpMaLUH.
YTpo3bl HECAHKITMOHUPOBAHHOTO JIOCTYTIAa K MHPOPMAIIUH, PEATU3YIOTCS TyTEM:

a) KonupoBanus uHpopManuu Ha He3aperucTPUPOBAHHBIN HOCUTEb HH(OPMAIIHH.

0) XuIeHust HOCUTeNs 3aliiaeMo HHpopMaLu.

B) Ucnonp3oBaHus  NpPOrpaMMHOrO  OOECledYeHUs  TEeXHHYECKMX  CpEJICTB
UH(POPMALIMOHHON CUCTEMBI, Yepe3 MPUMEHEHHE BPEIOHOCHOTO TPOrPAaMMHOTO KOJIa.

r) CHJIOBOrO 3JI€KTPOMAarHUTHOI'O BO3JEHCTBUS O MPOBOJHBIM JIMHUSAM CBSI3U Ha
MOPTHI BBOJIA-BBIBOJIa CUTHAJIOB U TIOPTHI CBS3H.
Kakue cpenctBa 3ammThl MHQOpPMALUMU OOBIYHO TNPUMEHSIOTCS Uil OoOecredeHus
6e3omacHocTH HHGOpMaIH, 00padbaTbiBaeMOi Ha aBTOHOMHBIX KOMIThIOTEpAX:

a) CpencTBa 3aIuThl THPOPMALIMU OT HECAHKITMOHUPOBAHHOT'O JIOCTYTIA.

0) MexceTeBble 3KpaHBbI.

B) CpezactBa kpunrorpaduuecko 3amuTel HHPOPMALIUH.

r) CpencTBa aHTUBUPYCHOM 3aIUTHI.

1) Cucrembl OOHApYKEHHS BTOPKEHUH.
Kakme cpenctBa 3amuThl WHGOpPMAIMK IO3BOJSIOT 00eCHednuTh 0€30macHOCTh
uHpOpMalMK, TepefaBaeMON IO KaHajlaM CBS3M, BBIXOIAIIMM 3a HpPEeAesbl
KOHTPOJINPYEMOU 30HBI:

a) CpencTBa 3auThl THPOPMALIMU OT HECAHKITMOHUPOBAHHOT'O JIOCTYTIA.

0) MexceTeBble 3KpaHbI.

B) CpezactBa Kpunrorpaduuecko 3amuTel HHPOPMALIUH.

r) Cuctembl 0OHapyKEHUS BTOP>KEHUH.
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12. Kakoit BHUI CpeACTB 3amUThl WH(OOPMAIMU ITO3BOJISET KOHTPOJIHMPOBATH Pa3INUHBIC

KaHaJbl iepeaayd HHOOPMAIIUU: AIEKTPOHHYIO MOYTY, MECEH/KEPBI, CheMHBIE HOCUTEIH
uHpopmanuu?

a) IPS.

6) DLP.

B) IDS.

r) CSP.

13. Attecrarusi 00bEKTOB HHPOPMATH3AIUHN — ITO:

14.

15.

16.

1.

2.

3.

a) JlokyMeHTalbHOE YAOCTOBEPEHUE COOTBETCTBUS NPOAYKIIMH WA UHBIX OOBEKTOB,
IIPOLIECCOB MPOEKTUPOBAHUSA, IPOU3BOJCTBA, CTPOUTEILCTBA, MOHTAXa, HaJalKH,
JKCILTyaTalluu, XpaHEHUs, TePEeBO3KH, peau3alliid M YTHIW3allUY, BBIIOJIHEHUS PadoT
WIM OKa3aHWs Yyciayr TpeOOBaHUSAM TEXHUYECKUX PEIrVIAMEHTOB, IOJOKEHUSIM
CTaH/IapTOB, CBOJIOB IIPABHII WIIH YCIIOBUSIM JOTOBOPOB.

0) IIpssMoe miH KOCBEHHOE OMpPEIeIICHHE COOIIOICHUST TPEOOBAHUH, IPEIBIBISEMBIX
K 00BEKTY 3alIUTHI.

B) OdunmanpbHOe TpU3HAHHE KOMIIETEHTHOCTH (U3NYECKOTO WM OPHINYECKOTO
JIUIIA BBITIOJIHATH Pa0OTHI B OIIpe/IeJICHHON 00IacTH.

r) Kommiekc opraHm3alimoOHHO-TEXHUYECKUX MEPONPUATUN, B PE3YyJIbTaTe KOTOPBIX
MOCPEACTBOM CIIEUAIBHOTO JOKYMEHTa MOJTBEP)KIAeTCS, YTO OOBEKT COOTBETCTBYET
TpeOOBaHUSAM CTAHJAPTOB WM HHBIX HOPMATHBHO-TEXHUYECKUX JOKYMEHTOB I10
06e30macHOCTH MH(GOPMAIIHH.

Kakoit moxymeHT nmaer mpaBo 00paboTku WH(pOpPMAIMK C YKa3aHHBIM B HEM YPOBHEM
KOH(UICHIIMATEHOCTH ?

1) JIuuensus.

2) ATTecTar akKpeaUTaIH.

3) Cepruduxar.

4) AtTectatr COOTBETCTBUSI.

Ha wacrosimmii MOMEHT CpOK JEHCTBUS aTTecTara COOTBETCTBUS WH()OpPMAIIMOHHOMN
CHCTEMBI, B KOTOpoi 0OpabaThiBaeTcsl KOH(pUAeHIMaNbHas nHpopMalus, B cIydae, ecliu
B XOJI€ €€ AKCIUTyaTal[iH, B HEe HE BHOCATCS CYILIECTBEHHbIE U3MEHEHUS, COCTAaBIISIET:

a) 3 roxa.

0) 5 ner.

B) Bechb cpok skcmtyaranuy nHGOpMalMOHHON CUCTEMBI.

TectupoBaHue Ha IPOHUKHOBEHHUE — 3TO CKOpEE:

a) AHanu3 ysi3BUMOCTeH HHPOPMAIIMOHHOM CUCTEMBI.

0) VcnblTanust cUCTeMbl 3alUThl MH(DOpPMAMKU IYTEM OCYIIECTBIEHHUS IMOMBITOK
HECaHKIIMOHMPOBAHHOTO AOCTYyMA (BO3ACHCTBUS) K NH(OPMAILIMOHHOHN CHCTEME.

Tect mo Teme 2.1 ApxuTeKTYpa KOMIIbIOTEPa

3a HeMmoCpeICTBEHHOE BHITIOJTHEHHE OTIepaIlii B IPOI[ECCOPE OTBEYALT:
a) Apu(pMeTHKO-JIOTHYECKOE YCTPOICTBO.
0) Kom-mamsre.
B) biok ympasienus.
r) Perucrpsr.
Ucnone3ys 10 Out mist agpecaruu siMeeK mamsTé pa3MepoM | OalT, MBI CMOXXEeM
00ecnevnTh apecaluio CIeayIero oobeMa namMmsaTH:
a) 10 Gaifr.
0) 80 Gaiir.
B) 1024 Gaiir.
r) 1024 Owur.

Pacmonosxxute B mopsizike yBeIM4eHHs] 00beMa MaMsTH.
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a) Ctpanura.
0) bur.
B) CIoBoO.
r) bank.
n) Sueiika.
4. PacroyioxuTe BHJIBI TAMSTH B TIOPSIIKE YBEITMUYEHUH CKOPOCTH PAOOTHI.
a) Peructpsl npoueccopa.
0) TBeprOTENbHbIE HAKOIIUTEH.
B) OcHoBHas (OrepaTHBHAS ) TAMSTh.
r) ONTHYECKHE TUCKH.
1) MaruuTHble KeCTKHUE AUCKH.
e) Komr-mamste.
5. Kakas xoHuemnuus oObIYHO pean3yercsl B Ipoleccopax BUACOKAPT?
a) MHO»XeCTBEHHBIN ITOTOK KOMaH/I, MHOYK€CTBEHHBIN ITOTOK JIAaHHBIX.
0) OnMHOYHBINA TOTOK KOMaH/1, MHO>KECTBEHHBIH MOTOK JIaHHBIX.
B) MHOKECTBEHHBIH TOTOK KOMaH1, OJTAHOYHBII MOTOK JTaHHBIX.
r) OIMHOYHBIN TOTOK KOMAH/, OTAHOYHBIN MOTOK JAHHBIX.
6. Jlnst coBpeMeHHBIX MAarHUTHBIX )KECTKUX JHCKOB XapaKTEPHO:
a) bonpiias cToMMOCTh IO OTHOIICHHIO K TBEPAOTEIbHBIM HAKOMUTEIISIM.
0) [locreneHHoe U3HAIIMBAHNE TPAH3UCTOPOB.
B) Hanmnune MexaHMUYECKHX 3JIEMEHTOB.
r) PacnonoxeHnue KOHTpoJIepa Ha MATEPUHCKON TLIaTe.
1) bonpimii 06beM mamMsATH MO CPaBHEHUIO C TBEPIOTEIbHBIMU HAKOMTUTEISIMH.
7. Kakas mmHa Hambojee pacnpocTpaHeHAa Ha TEKYyIIMH MOMEHT B MEPCOHAJIBHBIX
KOMIIBIOTEpaXx:
a) ISA.
6) PCI.
B) PCI Express.
r) SCSI.
8. Ilyctp TakTOBas 4acTOTa IIMHBI KOMITbIOTEpa cocTtapiser S [T, 3a ouH TakT MO IIUHE
MOYHO niepeath 16 6ut. OnieHuTe CKOPOCTh NMepesadu HHpopMaIum 1o muHe?
a) 80 MeraduTt B CeKyH]y.
6) 10 I'urabaiT B cekyHmy.
B) 80 ['uraGaiT B CeKyHy.
r) 21 T'urabaiiT B CEKyHIY.
9. Jlnst mpOEKIIMOHHO-EMKOCTHBIX CEHCOPHBIX DKPAHOB XapaKTEPHO:
a) Beicokasi CkOpoCTh OTKJIMKA MPH KacaHUH.
6) Bo3aMOXHOCTB yrpaBieHHs pa3TUYHBIMU YCTPOHCTBAMHU.
B) [Togmeprxka multi-touch.
r) HeBO3MOXKHOCTB OTIpE/ICIICHHSI CHITBI HAXKATHSI.
1) I[Ipobnema «1BoCHUS.
10. DnemMeHTaM# KUAKOKPUCTATITUISCKOTO MOHUTOPA SIBJISTIOTCS:
a) JlyueBas TpyOKa.
6) UcTounuk cBera.
B) J)KK-maTpua.
r) [13C-maTpuria.
1) DIIEKTPOJIBI.
11. Kaxkoii 3ieMeHT puHTEpa OTBEUaeT 3a (PprKcanuio ToHepa Ha Oymare:
a) doroman.
6) Tepmona.
B) Ponmuk mepeHnoca.
r) Ban momauu ToHepa.
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12. Ha3zHaueHnneMm s1a3zepa B IBETHOM MPUHTEPE SBIISCTCS:

a) Hanecenue ToHepa Ha ¢oroBai.

0) dukcamus ToHEpa Ha Oymare.

B) Y aneHue HeCyIIHX 3apsi] 3JIeMEHTOB ¢ oTOBaIA.
r) [Togaya OGymaru B IpUHTED.

13. DnemenTaMu TUGPOBOI BEO-KaMEPHhI SBIISIOTCS

a) dororuieHKa.
0) OOBEKTHB.

B) [13C-marpuia.
r) ®ukc-dokyc
n) Iponeccop.

14. ]l KOHIEHCATOPHBIX MUKPO(QOHOB XapaKTEPHO:

a) Cnabast 9yBCTBUTEIIBHOCTb.

0) YcTOHYMBOCTD K yAapam.

B) BbICOKast 4yBCTBUTEILHOCTb.

r) 3aBHCUMOCTH OT ITApaMeTPOB OKPYIKaroIIel cpebl (TeMIIepaTyphl, BAAKHOCTH).
n) [IpumeHeHue B CTyIMAX 3BYKO3aIUCH.

Tect no Teme 3.1 BBenenue B HHPOPMALMOHHYIO 6€30M1ACHOCTH ONEPALMOHHBIX CHCTEM

1.

2.

3.

4.

ITycte B OC peanu30BaHO JUCKPELMOHHOE YIPaBJIEHHE TOCTYIIOM CO CIEIYHOIIUMHU
npaBamMu: yTeHHe(r), 3anuch(w) U ucnosaHeHue(x). [lpucyrcrByer (ailn npuaoxeHus
«Kanpkynarop.exe» co ciegyrolmM cnuckoM nocryna: (Anuca: rwx), (bopuc: rx).
Bribepute npaBuIIbHbBIC YTBEPIKICHHS:

a) Annca MOXeT 3alyCTUTh npuiioxkeHne «Kanpkynsatop.exe».

0) bopuc He MoxeT 3anmycTuTh npuioxkeHue «KaibKyasTop.exey.

B) Aliica He MOXET U3MEHUTH coziepxkumoe (daitna «Kanbkymstop.exey.

r) Bopuc MokeT nu3MeHHuTh cosiepxkrmoe Gaiina «KambKyssTop.exey.
ITycts B OC peann3oBaHO IrpyIIIOBOE YIIPABIECHUE JOCTYIIOM CO CIEIYIOIIMMHU IIPaBaMu:
yreHue(r), 3anuch(w) u ucnoiaHenue(x). IlpucyrcrByer ¢aiin «Haxmagnas.docx» co
crnenyrommmM crnuckoM gocrtyma: (Byxramarepsr: rw), (Kypwepsr: 1), (Anuca: rw). B
CUCTEME 3aJaHbl pPOJM, B KOTOPbIE BKJIIOYEHbI COOTBETCTBYIOIIME MOJIb30BATEIH:
(Byxranreper: bopuc, T'amuna), (Kypsepsi: Bukrop). BriGepute mnpaBuibHbIC
YTBEPKICHHS:

a) Bopuc He MOkeT 3MEeHUTH conepkumoe Gaiina «Hakmaaaas.docx».

0) lannHa MOXeT unTaTh cojaepkumoe daiina « HakmaaHas.doCxy.

B) BukTop Moker u3mMeHuTh copepxkumoe daitna «HaknamHas.docxy.

r) BukTop Moxer unutath conepxumoe daiina «HakmamHas.docxy.

1) AJrca MOKET U3MEHHTH colepikumoe daiina «Hakmaaras.docx».
IIycts B OC peanu3oBaHO MaHJATHOE YyIpaBieHue noctynom. IlpucyrctByer daiin
«log.txt» ¢ ypoBHeM cekperHocTH 1. [IpHcyTCTBYIOT moib30oBaTenn AjHca ¢ ypOBHEM
nonycka 1, bopuc ¢ yposaem pomycka 2 u Bukrop ¢ ypoBHeM nomycka 0. Beibepurte
NPaBUJIbHBIC YTBEPKICHUS:

a) Buktop MokeT u3MeHuTh coep:kumoe daiina «log.txty».

0) BuxTop MoxeT untath coaepxkumoe daiina «log.txty.

B) AJrica MOYET U3MEHUTh cojep:kumoe daiina «log.txt».

r) Anmica MOXXET YUTaTh coJepkumoe daiina «l0g.txty.

1) bopuc moxer u3meHuTh coaepxumoe (aiia «log.txty.

e) bopuc Moxer uutath conepxumoe daiina «10g.txt».
ITycts B OC peanuzoBana mojaens mnenoctHocTH buba. [IpucyrctByer daiin «log.txt» ¢
ypoBHeM nenoctHocTH 1. IIpucyTcTByroT nonbs3oBaTenu Annca ¢ YpoOBHEM LIEIIOCTHOCTH
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1, Bopuc ¢ ypoBaeMm nenoctHoctd 2 u Bukrop ¢ ypoBHeM 1enoctHocTu 0. Beibepure
NPaBUJIbHBIC YTBEPKICHUS:

a) Buktop MoxeT nu3MeHUTh conepxxumoe Gaiina «log.txt».

0) Anrica MOXKET U3MEHHTH cosiepkumMoe daitna «10g.txty.

B) bopuc mMoxer u3meHuTh copepxkumoe daitna «10g.txty.

r) Bece Tpoe MoryT untaTh coaepkumoe daiina «log.txty.

Bribepure npaBuiibHbIE YTBEPKACHUS O ayTeHTH(PUKaLUU B coBpeMeHHbIX OC:

a) [laponu monp3oBarenst XpaHATCS HA AMCKE, HA KOTOPOM yCTAaHOBJICHA CHUCTEMA, B
IEpPBOHAYAJILHOM BHUJIE.

0) OrasoHHBIE 3HAYCHHS, HEOOXOIUMBIC ISl TPOXOXKACHUS OUOMETPUYECKON
ayTeHTU(UKALMU, XpaHATCA B CHCTEME B HEIAOCTATOYHOM JUISI BOCCTaHOBJIEHHUS
U3HAYaJIbHBIX OMOMETPHUECKUX JAHHBIX 00beMeE.

B) TokeH (u3MUECKM W3rOTOBJICH TakuM 00pa3oM, YTO CYHUTHIBAHHUE C HErO
3aKpBITOTO KIIFOYa SBISIETCS HEBO3MOKHOM MITH JOPOTOCTOSAIICH orepanuei.

r) s ayreHTH(HKAIMU C TOMOILIBI0 TOKEHA B CHCTEME JOJDKEH MPUCYTCTBOBATH
OTKPBITHIN KITFOY MOJIb30BATENsI, COOTBETCTBYIOIINH 3aKPBHITOMY KITIOUY Ha €r0 TOKEHE.
Uto He BXOAWT B MeTalaHHbIC (Daiina (BbIOEpUTE OJIMH BapHaHT)?

a) Bpewmst co3nanus daiina.

0) Anpec KOPHEBOM TUPEKTOPHH.

B) Bpems moaudukanuu daiina.

r) AZpeca KIacTepoB COACPKUMOTO (ailiioB.

n) Uadopmanus o Bnanensle daiina.

Bribepure BepHbIe YTBEPKIACHUS O YIIPaBJIEHUH aMAThIO B coBpeMeHHbIX OC:

a) CoBpemenHble OC HCIOJIb3YIOT BUPTYaIbHYIO TaMSATh.

6) CoBpemennble OC He 3alMIIAIOT MAMATh OJAHUX MPOLECCOB OT YTEHUS APYTMMHU
POIIECCaMH.

B) CoBpemennbie OC pa3essiioT O0LIyI0 MaMsITh MEXIy IPOLECCAMH, YaCTO B TAKOil
MaMITH HaXOOATCSI OMOINOTEKH.

r) CoBpemennbie OC HHMKOT/a HE BBIFPYXKAIOT YaCTH ONEPATUBHOW MaMSITH Ha JIHCK
BO BpeMs paboTBhI.

n) B coBpemennsix OC mamsaTh pa3OuTa Ha MajleHbKHE (pParMEeHThI, Ha3bIBa€Mble
CTpaHHIIaMHU.

Bribepute BepHbIe YTBEPKIACHUS O IUIAHUPOBIIUKE:

a) [lmaHMpOBHIMK BBIIENSIET MPOIECCOPHOE BpeMs KOPOTKHMMH HHTEpPBaaMH,
Ha3bIBAEMBbIMU KBAaHTAMHU.

0) B ciydae WCHONHEHWs TMPOIECCOM HWHCTPYKIMH, IS 3aBEPIICHUS KOTOPOH
TpeOyeTcst JUIMTENIbHOE OXHJIaHWe, IUIAHUPOBIIUK IEPEBOAMT IMPOLECC B COCTOSHUE
«3a0J0KHpPOBaH» W HE OyJeT BBIACIATH €My MPOIECCOPHOE BpEMs, TIOKa COCTOSIHHE HE
CMEHHUTCS Ha «KTOTOBY.

B) Jlns paboThl TUIAHMPOBIIMKA TPOIECCHl JOJDKHBI CaMU IepeaBaTh Ha HETro
yhnpaBleHUEe, TaK Kak KOMIIbloTepbl He mpepoctaBistor OC MexaHuzMa JUIs
NIEPUOIMIECKOTO MPEPHIBAHMS BBIITOTHEHHS MOJTH30BATEIHCKOTO TPOIIecca.

r) B mumaHMpoBaHMM 1O NPHOPUTETAM BCE MPOIECCHl C Pa3HBIMU HPUOPHUTETAMH
MOJTYYarOT TPUMEPHO OJAMHAKOBOE KOJIMYECTBO BPEMEHH.

Bribepure BepHOE yTBEpKIeHHE (BHIOEPUTE OJIMH BapHAHT):

a) OC peanim3oBaHa anmapaTHO B MPOIECCOPE.

6) OC peanu3oBaHa anmapaTHO B MATEPUHCKOI Ij1ate.

B) OC — mporpamMHOe oOecrieueHre, KOTOpPOE TMPEIOCTABIACT MPHUI0KECHUSIM
pecypchl anmapaTHOro odecreueHusi KOMIIbIOTEpa B BUJE YJOOHBIX aOCTpakiuii, HO He
yIpaBIISIET 3TUM aIlapaTHbIM 00ECTICYCHHUEM.
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r) OC — mnporpaMMHOe oOecrieueHre, KOTOpPOE TMPEIOCTABIACT MPHUI0KECHUSIM
pecypchl ammapaTtHOTO OOeCHedYeHHs KOMITbIOTepa B BHJAC YAOOHBIX abCTpakiuii u
YIOPaBISET 3TUM allapaTHbIM 00€CIIeYCHHEM.

10. BriGepute BepHOE yTBEepkKA€HUE (BRIOSPUTE OJUH BapUAHT):

a) B OC kommbrotrepa ¢ OJHOSIIEPHBIM MPOIECCOPOM B KaXKJblii MOMEHT BpeMEHU
MOYET paboTaTh TOJBKO OJMH MPOIIEeCC.

6) B OC kowmmbploTepa ¢ OJIHOSACPHBIM IPOLIECCOPOM Yy TMPOILIECCOB BCEraa
HPUCYTCTBYET TOJIBKO OJJMH MOTOK.

B) B OC koMImbioTepa ¢ MHOTOSAEPHBIM IPOILECCOPOM B KOHKPETHBIA MOMEHT
BPEMEHHU MOTYT BBIMOJIHATCS HECKOJIBKO TOTOKOB OJTHOTO IpOIIecca.

r) B OC xoMImbroTepa ¢ MHOTOSIIEPHBIM MTPOIIECCOPOM KOHKPETHBIN MPOIECC MOKET
MCII0JIb30BaTh TOJIBKO OJHO SAPO MPOLEcCcopa.

Te(!T 10 TEME 32 I/IHq)OpMaIII/IOHHaﬂ 6e3OHaCHOCTL Ol'lepaII]/IOHHbIX CUCTEM CeMeﬁCTBa
Windows

1. Ha ocHoBe kakux gaHHbIX cyosekTa OC Windows npuHUMaeT penenue o 1ocTymne?
a) XeI 3HaYeHHUe MMapoJIst MOJIb30BaTeNs, 3aIlyCTUBIIIETO MPOIIECC.
0) TokeH mepeBOIIOMICHHUS.
B) Unentudukarop mpoiecca.
r) Token fgocryma.
1) ba3oBblii npuopuTeT Nporecca.
2. Ha ocnoBe kakux ganubix oobekta OC Windows npuHUMAaeET peleHue o 10cTyme?
a) [Ipusmnerun.
6) TokeH nocryna.
B) Jleckpumntop 6e30macHOCTH.
r) CHCTEeMHBIii CIIUCOK YIPaBJICHHS JOCTYIIOM.
1) Crioco6 ayTeHTH(HUKAIIMK T0JIh30BATEIS.
3. Kakue npumuTrBHBIE IpaBa 00beuHsET B ceOe nmpaBo ureHus OC Windows?
a) «YreHnue arpuOyTOB 0€30MACHOCTHY.
0) «UTeHue cUCTEMHBIX aTpHOyTOBY, «YTEHUE aTpHOYTOB 0€30MaCHOCTI.
B) «UTeHHe JaHHBIXY.
r) «UTeHne CHCTEMHBIX aTpHOYTOB», «ITEHHE aTPUOYTOB OE30MACHOCTHY, «YTCHHE
JTAHHBIX».
1) «UTeHne CHCTEMHBIX aTpUOYTOB», «YTCHHE aTPHOYTOB OE30MACHOCTHY, «YTCHHE
JTAHHBIX», «BBITIOJTHEHUE (PANIIOB» U «IIEPEXO]] B TUPEKTOPHIOY.
4. BeiOepuTe mpaBUiIbHbIE YTBEPKACHUS 0 MaHIaTHOM nonutuke «He-3anuceiBatb-BBepx»
OC Windows:
a) Ob6ecrieunBaeT CBOMCTBO 1IEIOCTHOCTH JIaHHBIX.
6) OGecnieunBaeT CBOMCTBO KOH(UICHIIMATIBHOCTH JaHHbBIX.
B) Vcmonbk3yercs B cCTEME TOIBKO IS 00BEKTOB CETEBBIX COKETOB.
r) HesiBHO ucnone3yercs st Bcex NTFS-gaitnos.
1) Pazperraer noctyn Ha 3ammch TOJIBKO CyObEKTaM C YPOBHEM IIETIOCTHOCTH PaBHBIM
WA OOJTBIIIMM IO OTHOIIIEHHIO K YPOBHIO IIETIOCTHOCTH OOBEKTA JIOCTYTIA.
5. Kaxkue u3 nepeuncnennsix npas OC Windows npeaocTaBisieT o yMOTUYAHHUIO BIIAJEIIbIy
daiina?
a) Yurtate CCY .
6) Yurats ICY .
B) UnTath comepxumoe daiina.
r) Usmensts JICY/I.
n) Usmenste CCY/I.
e) Usmensats comepxkumoe ¢aiina.
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6. BoiOepere nmnpaBuIbHBIE YTBEP)KIEHUS OTHOCHTEIBHO aQITrOpPUTMA  ONpPEIEICHUS
npaBomepHocTH foctyna OC Windows:

a) IlepBeiM pelicTBUEM SBISIETCS MPOBEPKAa COOTBETCTBHS JOCTyHa MaHIATHOMN
TIOJIUTUKE.

6) IIpoBepka cOOTBETCTBHS JOCTyIa MaHIATHOW MOJUTHKE OCYLIECTBIISAETCS MOCIE
ananu3a 3anuceit JICY 1.

B) Eciu nipu mocnenoBarensHoM aHanu3se 3anuceit JJCY [l oka3pIBacTCs, 94TO OJHO M3
3anpamnBaeMbIX [IpaB 3allpeIlaeTCcs B TEKYILEHN 3allUCH, TO JOCTYII 3alIpEIaeTCsl.

r) Eciu mpu mocnemoBatenpbHoM aHamuse 3amuceit JICYJl paspemaromue mpasa
TEKyIIel 3allMcCd B CyYMME C pa3pelialonuMu IpaBaMu MPEIAbIIYIUX 3arucei
MEPEKPbUIN BCE 3allpalliiBaeMble MpaBa, TO JOCTYII pa3peraeTcs.

n) Ecnu B ciimckax JICY /] He ObLIO 3anpelnaroniux 3arnpaiiiBacMble paBa 3arucei,
U B TO K€ BpeMsl BCE pa3pelIalolliye 3alucy He MEePeKpbUIn 3alpalliBaeMble 1paBa, TO
JIOCTYTI 3aIPELIAETCs.

7. Kaxas npusunerus OC Windows mo3BojsieT 4uTaTh JF000M (haiiil BHE 3aBUCUMOCTH OT
3a/IaHHBIX TIpaB?

a) [IpuBuierus co3ganusi pe3epBHBIX KOTHIA.

0) [IpuBmiierus M3MEHEHUsI CHCTEMHOT'O BPEMEHH.

B) [IpuBuerus 3aBepiieHust pabOThl CUCTEMBI.

r) [IpuBunerus yBenuueHus padodero Hadopa.

1) IpuBwierus co3nanus ¢aiiaa moJKauKu.

8. BriOepuTe cynHoCTH, He BXOasIIMe B TOKeH goctyna B OC Windows:

a) SID nonb3oBarens.

0) ACVY ]Il Bcex 00bEKTOB CUCTEMBI.

B) SID-bI rpymm.

r) CCY]] Bcex 00bEKTOB CHCTEMBI.

n) IpuBuneruu.

9. BriOepuTe CyIHOCTH, BXOJSIINE B IecKpurtop 6ezomacHocty oobekra B OC Windows:

a) SID Bnanenbiia 00bEKTA.

0) AMCKpEeIMOHHBIN CIIUCOK YIIPaBJICHUS JOCTYIIOM.

B) CHCTEMHBIH CITUCOK YIPABJICHHS JOCTYIIOM.

r) CIICOK TOKEHOB JIOCTYIIa POIIECCOB, OCYIIECTRISIONINX TOCTYI K O0BEKTY .

1) YpOBeHb [EITOCTHOCTH.

10. Kakue w3 TYHKTOB TPaBUILHO ONHCHIBAIOT (DWIBTPOBAHHBIA TOKEH JIOCTYyIIa
aamunuctparopa B OC Windows?

a) YpoBeHb LIETIOCTHOCTH YCTAHABINBAETCS CPETHUM.

0) YpoBeHb 1IETOCTHOCTH YCTaHABIMBACTCS BHICOKUM.

B) CMCOK MPUBUIIETHA, KOTOPbIE MOTYT MOMACTh B (PHIBTPOBAHHBIA TOKEH, CUIBHO
OTpaHHUYEH.

r) Tlpu ompenencHun mpaBoMepHOCTH mgoctyma cpeau 3ammcedt JICY]J] ¢ SID
aQIMUHUCTPATUBHBIX TPYII OYIyT yUYTEHBI TOJIBKO 3alpEIIaolIue.

1) CIUCKY MPUBUIIETHH OJJMHAKOBBI B OOBIYHOM M (DHIIBTPOBAHHOM TOKEHE JOCTYIIA
aJIMHHHICTpATOpA.

Tect o Teme 3.2 UndopMannoHHas 6€30MaACHOCTH ONEPAIMOHHBIX CHCTEM ceMelicTBa
Linux

1. Ha ocnHoBe kakux qaHHbIX cyobekTa OC Linux mpuHUMaeT pemeHne o Joctymne?
a) SUID-6ur.
0) Sticky-our.
B) YUeTHBIC JaHHBIC.
r) UID mporiecca.
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1) DIEKTPOHHAS MOJIUCH TIPOrPAMMBI.
Kakue npasa npucyrctytor B OC Linux:

a) Mcnonuenue.

0) Urenue i-node.

B) Urenue.

r) Y ganenue.

1) 3aruce.
s gero cioyxut SUID-6ut B OC Linux?

a) [To3Bomsier 3amycTuTh NPUIIOKEHHE OT UMEHM BiaJesibLia (aiisia MpriIoKeHUs.

0) [1o3BosIsieT 3aMyCTUTh IPUIIOKEHUE OT UMEHHU CYIIEPIOIb30BaTENS.

B) ITo3BouseT 3anmycTuth npuioxenue ¢ npusmierneiit CAP SYS ADMIN.

r) [To3Bossier 3amyctuth npuiokerue ¢ UID paBHBIM HYJTIO.

n)  SBampemaer  3amycK  NPHIOXKEHHS ~ BCEM  IIOJIb30BaTeIsM,  KpoOMe
CYIIEpIOJIb30BaTENS.
Urto nemaet Macka B CIMCKe yrpaBiieHus noctynoM ¢aiina B OC Linux?

a) 3ajaeT MaKkCUMasbHbIE IIPaBa, KOTOPHIE MOKHO MOJYUUTh U3 3alIUCel IS TPYIIIL.

0) 3agaeT MaKCUMaJIbHbIE NIpaBa, KOTOPbIE MOXKHO MOJIYYUTh U3 3alIUCH OCTAJIbHBIX.

B) 3a/1aeT MaKCUMaJIbHbBIC MPaBa, KOTOPhIE MOYKHO MOJYYHUTh U3 3alUCH BJaJeiblia
daiina.

r) 3amaeT MakCHMaJbHbIC MpaBa, KOTOPbIC MOXXHO IOJYYHTh W3 3amucedl s
I10JIb30BATENEH U IPYIIIL.

1) 3agaeT MakCHMAllbHbIC IpaBa, KOTOPHIE MOXHO TIOJYYUTh W3 3aluced s
I10JIb30BaTENEN.
Uro Takoe coib xemr-3HadeHus mapoiist B OC Linux?

a) Crpoka, KoTopas BBIOMpaeTCs NPHU KaXA0M ayTeHTHU(HUKALMU CIIydyailHO ais
oOecrnieueHus 6€301acHOCTH MapoJIs.

0) CnyuaifHo BbIOpaHHasi MPH CO3JAHUU TAPOJIsi CTPOKA, KOTOpasi CKICHBACTCS C
XellI-3HaYeHHEM I10CJI€ BBIUUCICHUS XelI-(DyHKIINH.

B) CiyyaiiHO BbIOpaHHas MPH CO3JAHUHU TAPOJIsi CTPOKA, KOTOpas CKICHBACTCS C
napoJieM Mepesl BEIUNCICHUEM Xell-(DyHKINH.

r) JlnuHa, 10 KOTOPOH ype3aeTcsi maposib MoJIb30BaTeNs sl KOMITAKTHOTO XPaHEHHs
B CUCTEME.
Bribepure cymHocTy, BXoAdIIME B yueTHbIe JaHHbIe porecca B OC Linux:

a) UID nomnp3oBatensi, 3ayCTUBIIETO MPOLIECC.

6) I'pynns! mosbp30BaTess, 3aMyCTHBILETO MPOLIECC.

B) [IpuBuierun.

r) [IpaBa ucnonusiemoro (¢aiiia, 13 KOTOPOro ObLI 3aMyIIeH MPOIECC.

1) ®nar 3¢ (HeKTHBHOCTH MIPUBUIICTHA.
Bribepure cymuocTu, Bxoadiye B aTpuOyThl 6e3onacHoctu ¢aitna B OC Linux:

a) Tpoiika npaB Jy1st KaXK0M TPYIINBI B CHCTEME.

6) IlpuBuneruu.

B) Tpoiika mpaB Biajeinbiia Qaiiia.

r) Tpoiika mpaB monb30Barenedl, He SBISIONMXCS BiajgenbllaMu (aiina u He
BXOJIIINX B TPYyMIy Biajeiblia (aiisia 1o yMoI4aHuIo.

n) Brnanenen ¢aitna.
Bri6epute cyniHocTy, Bxoasiue B aTpu0yThl 0e3onacHocty ¢aitna B OC Linux:

a) Tpolika npaB AJ1s KaXJ10M TPYMIIbI B CHCTEME.

0) IIpuBmiierumu.

B) Tpoiika npaB Brnanensua Qaiina.

r) Tpoiika mpaB monb30BaTenell, He SBISIIONMXCS BiageiabllaMu (aiina u He
BXOJISIIIUX B TPYIINY Biajenbla ¢aiiia no yMoIdyaHHIo.

n) Bnangenen gaiina.
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9. Kakwue mabops! nmpuBuieruii ects y (aitna 8 OC Linux:
a) Hacnenyewmbie.
0) Db dexTuBHBIC.
B) Buemrxue.
r) OrpaHUYUBaOIIHE.
n) Paspemiennsie.
10. Kakyro xem-gynkuuio ucnonszyer OC Linux aJis BRIYUCIIEHUS XeUI-3HAYEeHUS Taposis B
OC Linux?
a) MD-5.
6) SHA-256.
B) SHA-512.
r) SHA-3.
n) DyYHKIUA HECKOJbKO, OKOJO XeMI-3HAUCHHs MapoJii XPAHUTCS HOMEp
UCTIOJIb30BaHHON XelI-(DyHKITHH.
11. Yro nenaer kouseiiep B OC Linux?
a) OuIbTPyeT BHIBO KOMaH/IBI.
0) [lepenanpaBmnsieT cCTaHIaPTHBIN BBIBOJ KOMaHbl C KOHCOJH CTaHIAPTHBIN Ha BXOJ
JIPyror KOMaH/IE.
B) [logHrMaet mpasa 70 mpaB Cyneproab30BaTeIs.
r) OTK/TapIBacT BBITIOJIHEHNE KOMaH bl Ha YKa3aHHBIH CPOK.

Tect mo Teme 4.1 BBenenue B APXUTEKTYPY JOKAJIBbHBIX BLIYUC/IUTEIBHBIX cerei

1. Kakoi nopsinok yposueit monenu OSI BepHbIii?
a) Ou3nvecKuii, KaHAIbHBIN, TPAHCIIOPTHBIN, CETEBOM, CEAHCOBBIM, MpEACTaBICHUS,
MIPUKJIATHOM.
0) dusnueckuii, KaHAJTbHBINA, CETEBOW, TPAHCIIOPTHBIN, CEAHCOBBIN, MpeACTaBICHUS,
MIPUKJIATHOM.
B) Du3nYeCKUil, KaHAIbHBIN, CETEBOW, TPAHCIOPTHBIN, CEAHCOBBINA, MPUKIAIHOM,
NIPeJICTaBIICHHUS.
r) ®OusnuecKuii, KaHAJIbHBIH, TPAHCIIOPTHBIA, CETEBOW, CEAHCOBBIH, MPUKIATHOM,
NIPeJICTaBIICHHUS.
2. Kaxue npoToKojbl OTHOCATCS K TPAaHCIIOPTHOMY ypoBHIO Mozienu OSI?
a) UDP.
0) ARP.
B) IPV4.
r) GSM.
n) TCP.
e) DNS.
x) PPTP.
3. Kakoii ypoBeHb npeHa3HAYEH I ONPEICICHUs TyTH TIepelaun JaHHBIX ?
a) Ousnueckuid.
0) CeaHCOBBIH.
B) TpaHCIIOPTHBIIA.
r) [IpencraBnenus.
1) KaHasbHBII.
e) [MpuknaaHoii.
k) CeTeBOM.
4. Kaxkue ¢uaru ucnonb3yrorcs B npotokose TCP i ycTaHOBICHHUS COSAMHEHUS?
a) RST.
6) SYN.
B) FIN.
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10.

r) URG.

o) ACK.

e) PSH.

Kakue npeumymiectsa ectb y FTTB?

a) Bricokast ckopocTh paboThl MIHTEpHET.

0) PaBHast ckopocTh IpreMa u nepeaadu HHpopMarum.

B) HeszaBHCHMOCTh CKOPOCTH JOCTyIHa OT 4YHClIa a0OHEHTOB, MOAKIOYEHHBIX K
KOMMYTATopy.

r) OTcyTcTBHE HEOOXOIUMOCTH pa3MEIleHHs KOMMYTaTopa MpoBaiiiepa B 31aHHH.
Kakue nenocrarku ects y FTTB?

a) Huzkas ckopocth pabotel IHTEpHET.

0) Pa3znas ckopocTh npreMa u nepeaadn HHGOpMauu.

B) 3aBHCHMOCTh CKOPOCTH JIOCTylia OT uYHCJIa aOOHEHTOB, MOAKIIOYEHHBIX K
KOMMYTATopy.

r) Heo0X0oauMOoCTh pa3MelieH st KOMMYTaTOpa IpoBaiiepa B 31aHHH.

Bribepure BepHbIC YTBEPKIACHUS

a) TCP He rapanTupyeT I0CTaBKy JaTarpamm.

6) UDP He rapanTHpyeT JOCTaBKY JaTarpamm.

B) UDP rapantupyer 10CTaBKy JAaTarpamm.

r) TCP rapanTupyeT J0CTaBKY JaTarpamM.

Kakoii agpec oTHOCHUTCS K afipecHOMY pocTpaHcTBy |Pv4?

a) 192.168.0.17

0) 129.256.0.0

B) 301.169.107.0.0.3

r) 127.0.1000.0
Kaxk paboraet xonuentpatop (xad)?

a) Ilpu monyyeHun makeTa AaHHBIX Xa0 MEPEChUIAET ATOT MAKET Ha BCE OCTAJIbHBIE
CBOHM TIOPTHI.

6) Ilpm nomydeHuum mnakera JaHHBIX Xa0 MepechbUIaeT 3TOT MaKeT Ha IMOPT B
cootBercTBUU ¢ TaOimmer MAC-aapecoB. Eciam  cooTBeTCTBHS  HET, ITaKeT
0oTOpackIBaeTCs.

B) Ilpy mnonydeHuH makeTa OaHHBIX Xa0 TMepechUIaeT ATOT IMaKeT Ha TMOpPT B
cootBercTBUM ¢ Tabnuueit MAC-aapecos. Eciiu cooTBeTCTBUS HET, B CETh OTIIPABIISAETCS
ARP-3ampoc.

Kak paGoraer koMmyTaTop?

a) B ciyuae, ecim s otnipaBisiemoro MAC-aapeca HET COOTBETCTBUS, KOMMYTATOP
pacchliaeT makeThl Ha BCe MOPThI, KpOME MOPTa-TOTydaTes.

6) IIpy monmy4yeHHMH mMakeTa JAHHBIX KOMMYTATOp MEPEChUIaeT STOT MaKeT Ha BCe
OCTaJIbHbIE CBOU MOPTHI.

B) KommyTarop XpaHUT B TaMsATH TaOJHWIly KOMMYTAlldM, B KOTOPOW YKa3aHO
comnocraBienne MAC-aapeca nu HoMepa opra KOMMyTaTopa.

r) Co BpeMeHEM KOMMYTATOp CTPOMT TAOJHILY [T BCceX akTUBHBIX MAC-aipecos.

1) Tabmuia MAC-anpecoB KOMMyTaTOpa CTaTHYHA U HACTPAUBACTCS BPYUHYIO.

Tect no Teme 4.2 CeteBble Yrpo3bl H MeTO/AbI IPOTHBOICHCTBUS UM

Kakue ObIBatOT HCTOYHUKH BOZHUKHOBEHHUS YSI3BUMOCTEN?
a) OmubKu peanu3anuu.
6) OmuoKu 06CTyKUBAHHUS.
B) OmMOKK MPOSKTUPOBAHUS.
r) Omuoku HR-otemna.
Yro He BXOAMT B 06a30oByro rpymimy merpuk CVSS?
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a) Crioco0 moyueHus J0CTyIa.

0) Bausinue Ha KOH(UAECHIINATBHOCTD.

B) BiusiHue Ha mosib30Batels.

r) [TokazaTenb ayTeHTU(DUKAIIHH.

1) ClOXHOCTh MOJYYECHUsI JOCTYTIA.

3. Kakoii rpynmnsl metpuk CVSS He cymecTByeT?

a) KommiekcHas.

0) Bpemennasi.

B) basoBas.

r) KonrekcrHas.

4. Kewm pazpaborana CVSS?

a) 1SO.

0) FIRST.

B) WWW.

r) UCLA.

5. Uro ne sBusercs merpukoii B CVSS?

a) CJI0)XKHOCTh aTaKHu.

0) BiusiHue Ha 1OCTYIHOCTb.

B) JINTUTENBHOCTD aTaKH.

r) Croco0 moy4eHust JOCTya.

1) ITokasatenb ayTeHTH(DUKALIHH.

6. Uro siBiIsieTCs MacCCUBHOM aTakoit?

a) [IpocnymuBanue Tpaduka.

6) OTka3 B 00CITy)KUBaHHH.

B) Ou3ruecKkoe HAMAICHUE HA OOBEKT.

r) DKCIUTyaTanus ysa3BUMOCTH.

7. UYrto Takoe PBPUCTUYCCKUI aHATN3?

a) Meton, mpenHa3Ha4eHHBIA Ui OOHApY)KEHUS HOBBIX, €IIe HE BBISIBICHHBIX
BUPYCOB.

6) MexaHu3m, HEOOXOOUMBIM JUIsl OTCIIEKHBAHUS HEU3MEHHOCTH  (ailyos,
JIOKYMEHTOB, peecTpa, KoHpUrypanun o0opyJ0BaHusl.

B) MeToa, OCHOBaHHBIM Ha IOCIIEAOBATEILHOM IMPOCMOTPE MaMSTH YCTPOWCTBA,
3arpy304YHBIX CEKTOPOB, (hallyIOB B MOMCKE CUTHATYP U3BECTHBIX BUPYCOB.

8. Uro takoe 63km0p?

a) YacTe BpEeIOHOCHOTO NPOTPAMMHOIO O0ECHEeueHUs,, peaTu30BaHHOIO s
COKPBITHS MPUCYTCTBHUS 3TOTO BPEAOHOCHOTO KOJIa U €r0 JICHCTBHIA.

6) Ilpwioxkenue, wucnonb3dyemMoe JUis JajbHEWIIed 3arpy3kd W 3alycka
MOJIHOLIEHHOT'O BPEIOHOCHOTO MPOTrPpaMMHOI0 00€CIIeYEeHHUS.

B) BpemoHocHoe mnporpaMmMHOE oOOecreueHHe, KOTOpPOe, IMOMHMO MONTydYCHUsI
KOHTPOJISI HaJl 3apak€HHBIM YCTPOICTBOM, NBITAETCSl 3aXBaTUTh I0J CBONM KOHTPOJIb
JpyTHUe Y3JIbl CETH.

r) [IpunoxxeHue, MO3BOJISIONIEE YIPABIATH KOMITBIOTEPOM YIAJICHHO.

9. Yro Takoe pyTKHUT?

a) YacTh BpEIOHOCHOTO MPOTrPaMMHOIO OOecleyeHus, peaIru30BaHHOTO s
COKPBITHS IPUCYTCTBUS TOTO BPEAOHOCHOIO KOJa U €r0 AEUCTBUH.

6) Ilpunoxenue, wucnonb3yemMoe Jis JdajdbHEHIIed 3arpy3kd W 3alycka
MOJHOLEHHOTO BPEAOHOCHOTO IPOTPAMMHOT0 00ecieueHHs.

B) BpemoHnocHoe mnporpaMMHOe oOecreueHHe, KOTOpOE, TMOMHMO MOJTYy4CHHSI
KOHTPOJISI HaJ| 3apaXKEHHBIM YCTPOMCTBOM, MBITAeTCS 3aXBaTUTh IOJ] CBOM KOHTPOJIb
JIpYTHe y3Jbl CETH.

r) [Ipunoxenune, MO3BOJISIONIEE YIPABIISATH KOMITIBIOTEPOM YIAJICHHO.

10. Yto cnemyet nenarhb, 9TOOBI 3aIIUTHTE CE0sI OT BUPYCOB?
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a) He 3amyckaTh npuitoskeHus U3 HEOBEPEHHBIX HCTOYHHUKOB.

0) Cnemuth 3a TUGPOBBIMH MOAMUCIMHU YCTAaHABIMBAEMOTO MPOrPAMMHOTO
obecrieueHus.

B) OTKIIIOYHTH MEKCETEBOM 3KpaH.

r) Bcerma OTKpbIBaTh BJIOKEHHS O3JCKTPOHHOM MOYTHI € TeMoi «BaxkHo» wu
«CpouHO».

1) CBOEBpeMEHHO OOHOBIIATH  OMEPALMOHHYI) CHCTEMYy H  [POTPaMMHOE
obecrieueHue.

¢) Ucnonp30BaTh aHTUBUPYCHOE MTPOTPAMMHOE 00eCIIeUeHHE.

Tect mo Teme 4.3 MexceTeBble IKPAHBI

Uto Takoe MeKCEeTeBOM IKpaH?

a) [IporpamMmHOe WM MPOTPAMMHO-TEXHUYECKOE CPENICTBO, peanusyroniee QyHKIHN
KOHTPOJISI U GUIBTPAIIMM B COOTBETCTBUU C 3a/IaHHBIMU MPAaBHJIAMU MPOXOASIIUX Yepe3
HEro MHPOPMAITMOHHBIX TTOTOKOB.

06) VYcrpoiicTBOo, mpenHAa3HAaYEHHOE MJIi COCOUHEHUS  HECKOJNbKHUX  Y3IJIOB
KOMITHIOTEPHOM CETH B MpeJieax OJHOTO W HECKOJIIBKUX CETMEHTOB CETH.

B) YCTpOICTBO, KOTOPOE MO3BOJISICT OPraHU30BaTh JIOKATBHYIO CETh C BO3MOKHOCTHIO
BBIX0JIa B MHTEPHET JJIS APYTUX YCTPOUCTB.

MesxceTeBble 3KpaHbl 1S BEO-MIPUIIOKEHUN pacIioararoT:

a) Ilepen 3ammumraeMbiM BeO-cepBepoM (Tpaduk BHAYANIe MMEPEIACTCS MEKCETCBOMY
JKpaHy, 3aTeM BeO-cepBepy).

0) IMocne 3ammmiaemoro BeO-cepBepa (Tpaduk BHavalle mepenacTcs BeO-cepBepy,
3aTeM MEXCETEBOMY JKpaHy).

B) MekceTeBOW 5KpaH M 3allMIaeMblii UM BeO-CepBEp HAXOIATCS B Pa3HBIX
MOJICETSX, TPAPUK MEXTy HUMHU 3aIpEIIeH.

r) Bmecto 3ammuiaemMoro Bed-cepBepa.

[TepconanbHbIEe MEKCETEBbIE SKPAHBI ISl HACTOIBHBIX KOMIBIOTEPOB U HOYTOYKOB:

a) O0ecneunBalOT JOMOIHUTENbHBIM YPOBEHB 3aIMTHI OT CETEBBIX aTaK.

0) [ToHOCTBIO 3aMEHSIOT BCE OCTANbHBIE HHCTPYMEHTAIBHBIE CPEACTBA 00eCcTIeueHUS
0€30MacHOCTH.

B) [TOTHOCTBIO 3aMEHSIIOT MapIIPYTH3ATOPBI, ABJISSACH IITFO30M O YMOIYAHHIO IS
3alMIIaeMOro KOMIIBIOTEPA UM HOYTOYKa.

r) IlpemocTaBisioT BCe HEOOXOIMMbIE CETEBBIE CEPBHCHI Ui  3aIUIIAEMOTO
KOMITbIOTEPA WJIK HOYTOYKaA.

[lepcoHanbHble MEXCETEBBIE AIKpaHbl IS HACTOJIBHBIX KOMITBIOTEPOB U HOYTOYKOB
SIBIISTFOTCSL:

a) AnnapaTHO-IIPOrPaMMHBIMU CPEJICTBAMU 3aIIHUTHI.

6) Bcerma BcTpoeHHpiMH B OC, KOTOpYH OHM 3alIMILAIOT; HE MOTYT OBITh
pean30BaHbl BHEITHUMU MPOU3BOAUTEIISIMHU.

B) MICKITIOUHMTEIBHO MPOTrPAMMHBIMH.

r) VckmrounTenbHO BHENTHUMH, HE BCTPOCHHBIMU B OC, KOTOPYIO OHM 3allUINAIOT;
BCETJIa PeaTM30BaHbl BHEIITHUMHU ITPOU3BOIUTEIISIMH.

[lepcoHanbHBIE MEXKCETEBBIE AIKpaHbl IS HACTOJNBHBIX KOMIBIOTEPOB W HOYTOYKOB
YCTaHABIMBAIOTCA:

a) Ha xocrax, KOTOpbie OHU 3aIIUIIAIOT.

6) Ha wmapmpyrtuszaropax, KOTOpbl€ yKa3aHbl Ha XOCT€ B KayecTBe IIIK03a IO
YMOTYaHHUIO.

B) Ha oTensHBIX KOMIIBIOTEpAX.

r) Ha koneunbix Toukax VPN.

BriGepuTe HeCyeCTBYIOMMA BUI TPAHCIISIIMN CETEBBIX aJIPECOB.
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10

a) Jlunamuaeckasi.

0) CraTuueckas.

B) C UCIMOJIb30BaHUEM TTOPTOB.

r) C UCMOIb30BaHUEM MOCTOB.
[11r0361 YPOBHS PUIIOKEHUH TTO3BOJISIOT:

a) MckmounTh mpsiMOe B3aWMOJCHCTBHE IBYX Y3JIOB IyTeM peallu3allddl pPOJIu
MIOCPETHHKA.

0) BeImomHATE QYHKIINY [IUTF03a CEAHCOBOTO YPOBHSI.

B) AHAJTM3UPOBATH BCE CYIIECTBYIOIIME B MUPE POTOKOJIBI.

r) AHaIM3UpOBAaTh TOJBKO IMOJJICPKUBACMBIE OTHM MEXKCETEBBIM 3KPaHOM
IPOTOKOJIBL.
YrpaBiisieMble KOMMYTaTOPBI MOTYT:

a) OcymecTBiATh GrbTpanuio Ha ocHoBe IP-aapecos.

6) OcymiecTBIATh (GUIBTPALUIO IO UCTIOIB3YEMOMY IPOTOKOIY.

B) OcymiecTBisaTh GuiabTpaiuio Ha ocnoBe MAC-aapeca.

r) Ocymiectsisith puiabTpanuto Ha ocHoBe VLAN ID.
BriOepuTe BO3MOKHOCTH MEXKCETEBOTO 3KpaHa.

a) Peructpanusi cOOBITHII U TeHEpaIisi OTUYETOB.

0) ®unbTparus Tpaduka.

B) TpaHCIsIIKs CETEBBIX aJIPEeCcOB.

r) AyTeHTH(HKAIUS TOJIH30BATEIICH.

1) AIMHUHUCTPUPOBAHHE.

. Kakune YTBCPIKACHUA O IPOTPAMMHOM MEKCETCBOM 3KpPAHC BepHBI?

a) llomxomutr B ciy4asix, KOTJa YCTPOMCTBO IIOJI30BaTEsl TOMEIIACTCS B
HEJIOBEPEHHYIO CpeLy.

0) Ilpm ero pabore HCHIONB3YIOTCS PECYpPChl YCTPOHCTBA, HAa KOTOPOM OH
(bYHKIIMOHUPYET.

B) [TogxomuT 115t 3a1a4 CErMEHTHPOBAHHUS CETEH.

r) [Toaxoaut uist OTIENeHUs JOBEPEHHOM YaCTH CETH OT BHEIIHHUX yIpPo3.

1) Cunraercst 60jee OTKa30yCTOMYHBEBIM, YeM alllapaTHbI MEKCETEBOM IKPaH.

Tect no Teme 5.1 BBenenue B kpunrorpadpuueckne MeToAbl 3alIUThI HH(pOpMaIUK

1. Kaxnpriii mudpoTeKCT MOXKET OBITh TOJNY4YeH KaK pe3yjiabTaT  CJEAYIOIIETo
npeoOpa3oBaHuUs:
a) Ex (Dx(p))-
0) Dk(p).
B) Ex(p)-
r. Dk (Ex(p))-
2. 3ammdpyiite ¢ momomrsio mudpa «Arodamn cioso «\Worldy.
A/B|C|D |E|F|G|H]|I |J |K|L|M
Z|Y| X|W|V|U|T|S|R|Q|P|O|N
a) DIrow.
6) Svood.
B) Woild.
r) Dliow.
3. Paccumdpyiite ciaoBo «Xjxoby, sammudpoBanHoe ¢ momoinsio mudppa Ias FOmws
e3aps:
A/IB|CIDIE|F|G|H|I|J|K|ILIM|N|O|P |[QIR[S|T|U|V[X|Y|Z
X|Y|Z|A|B|C|D|E|F|G|H|I |J |[KILIM|N|O|P|Q|R|S|T|U|V
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a) Tgtly.

0) Amare.
B) Crypt.
r) Vivna.
4. 3ammudpyiite cinoBo «Ku3Hb» ¢ MIOMOIIBIO IEPECTaHOBKU
1/2[3]4]5
25|31 4
a) Hx3pu.
0) bu3mx.
B) H3bxu.
r) Up3xH.
5. Pacmmdpyiite cinoBo «1216312611» ¢ nomonrsto Tabauiiel [lomuous:
112|3]4]5]6
1/A|B|B|T |A|E
2 |E|XK[3|U |1 |K
3|/JJ/MH|O|IT|P
4 Bl E|Y|D|X |
S5|Y || b |bI| b
6 D/IO|A|*|*|*
a) benxa.
6) EsBroa.
B) CTpenka.
r) benok.

6. BnepBbie METOA YACTOTHOTO KPUNITOAHAIN3A BIEPBIC U3JIOKILIT:
a) Jleon barrtucra Ans0epTH.
0) ®panuecko CUMOHETTA.
B) AGy Ocyd Sxy6 ans-Kunau.
r) xuponamo Kapnano.
. Jluck AnpOepTH 1Mo3BOJISIET AaBTOMAaTU3UPOBATh!
a) llIudp mpocroii 3amens! (ogHOATPaBUTHBIN HIHPD).
6) MHuoroanpaBuTHbII WUOD.
B) IIudp nepecranoBku.
r) [Torounsit mugp.
8. Hcmonmp3oBaHue Maposisi A MHEMOHHYECKOTO 3allOMHHAHUS TEPECTAaHOBKH CHMBOJIOB
asipaBUTA IPEITOKIIL:
a) Marteo Ap/KeHTH.
0) bres3 ne Buxenep.
B) Jl)xoBanuu barrucra bennazo.
r) IxamOartucra (>xoBanuu) nemna [lopTa.

9. Tlomemenwue ms nepiroctpanuu nepenucku B XVII — XX Bekax Ha3pIBaIOCH:

a) benbrit kabuner.

0) TaitHas kOMHaTa.
B) SlHTapHas KOMHaTa.
r) YUepHslii kaOuHET.
1) KpacHblif kabuner.

10. llIncpsl, B KOTOPBIX KaXKIBIA CHMBOJI OTKPBITOIO TEKCTa MpPeoOpa3yeTcs B CHMBOJ
mudpoTeKcTa, B 3aBUCUMOCTH OT CBOETO PACIOJOKEHUS B OTKPHITOM TEKCTE U KIHOYa
Ha3bIBAIOTCS:

a) MHoroandaBuTHBIMU MHUPpPaMU.
6) brounbiMu mudpamu.

B) [ToTounbIMH I pamH.

r) PoTopubiMu mmmdpamu.

~
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11. 3ammdpyiite cnoBo «CJIOH» 6urpammusiM mudpom [lneiidepa.

Y 4 0 b B
XK T €) H )
I r JI b I1
M A I1 3 P
C E A bl K
1O I 1| )41 X

a) BAbU.

0) LHIADb.

B) DL VLI

r) bILILI3.

12. Ilyctb nepecranoBka T npeacraBieHa cieayoniei Tabauen:
112[3|.../n=-5|/n-4|n-3[n-2|n-1|n
5[6]7].../n=1] n 1 2 3 |4

13. Kakoii Bu uMeeT nepectaHoBKa oOpaTHas nepecraHoBke T?

a.
1123 n-5|n-4/n-3|/n-2[{n-1|n
1123 n-5/n-4/n-3|/n-2[n-1|n
0.
1123 n-5|n-4/n-3|/n-2[{n-1|n
4132 10 9 8 7 6 |5
B.
1123 n-4/n-3|n-2|n-1|n
4|15]6 n-1| n 1 2 |3
T.
1 2 3 |4|/5].../n=3|n=-2|n-1| n
n-3|n-2/n-1|njl]|...|n-7|n-6|n-5|n—-4

14. 3ammdpyiite ¢ nmomoupo oTKpeIToro kiatoda (8051, 5) kpuntocucremsl RSA coobuienue

m = 10.
a) 8051.
0) 3388.
B) 1949.
r) 12.

15. Kakoe cBoiicTBO 0€30macHOCTM TapaHTUPYEeT, YTO YYaCTHUKY KPHUNTOrpaduueckoro
IPOTOKOJIa IIEJIOCTHOCTH TOJYy4EHHOTO COOOLIEHHS W €ro Cco3JaHue J0 MOMEHTa
MOJIYYEeHHUsI, HO HE TAPAHTUPYET 3aIIUTY OT IIOBTOPHOHM OTIPABKU COOOIICHNS?

a) CBOMCTBO «ayTEHTU(HUKALHS CTOPOHY.

6) CBOIiCTBO «ayTeHTU(PUKAIUST UICTOUHHUKAY.
B) CBOWCTBO «MHBAPHAHTHOCThH OTHPABUTEIIS.
r) CBOICTBO «ayTeHTU(PUKAIUS COOOLICHUS.

16. Kakoe cBoiicTBO 0€30MacHOCTH TapaHTUPYET, YTO YYAaCTHHUKY KpHNTOrpaduyeckoro
NPOTOKOJIA, YTO YYAaCTHUKH, HAYaBIIWE WCIIOJHEHHE MPOTOKOJIA, HE W3MEHIIUCH C
TE€YEHUEM BPEMEHHU?

a) CBOMCTBO «ayTeHTU(PHUKALIUSI CTOPOH.

6) CBoiicTBO «ayTeHTH(PUKALINA UCTOUHUKAY.
B) CBOMCTBO «MHBAPUAHTHOCTH OTIPABUTEISI.
r) CBOMCTBO «ayTeHTH(UKALINS COOOLICHUS.

BepHblif ¥ MONHBIN OTBET Ha BOIMPOC TeCTa OIEHUBaeTCsS B | Oami, Uisi MPOXOKIACHHUS
TecTa He0OXOAMMO BEPHO U TIOJIHO OTBETHTH Ha HE MeHee ueM 60 MpOIeHTOB BOMPOCOB TECTA.
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N

Tembl NPaKTHYECKUX 3aHATHHI

Tema npakTHYecKoro 3ansaTusi nmo teme 3.1
BBenenue B nHPOPMALIMOHHYI0 0€30MIACHOCTDH ONEPANMOHHBIX CHCTEM

OcHOBBI paboOTHI ¢ TIPOLIECCaMHu, BBOJIOM-BBIBOJIOM | daitmamu B OC Windows u Linux.

Tema npakTH4yecKoro 3aHsATHs mo reme 3.2
NudopmannonHas 0e30nacHOCTh ONepPalliOHHBIX cucTeM ceMeiictBa Windows.

OcHoBbl 00ecnieuenus 6eszonacHoctu B OC Windows.

Tema npakTH4YeCKOro 3aHATHSI MO Teme 3.3
HNudpopmanuoHHas 6€30MaCHOCTH ONEPAIMOHHBIX CHCTeM ceMelicTBa Linux

OcHoBrI 00ecnieuenus 6eszonacaoctd B OC Linux.

TeMa npakTH4ecKoOro 3aHsitusi mo teme 4.1
BBeneHue B apXUTEKTYPY JOKAJIbHBIX BBIYHCIUTEIBHBIX ceTell

CereBoit cauddep Wireshark. 3HakoMcTBO ¢ hUIBTpaMu MaKEeTOB.

TeMbl NPAKTHYECKOT0 3aHATHSA 10 Teme 4.2
CeteBble YIrpo3bl M1 MeTObI IPOTUBOACHCTBUSA UM

WuBenTapuszanus ¥ HOUCK ysA3BUMOCTeH ¢ ucrnoib3oBanueM Open Vulnerability and
Assessment Language.

CereBoil ckanep Zenmap. HMcmonb3oBaHHe CETEBOrO0 CKaHepa [UIsl  BBISBICHUS
YSA3BUMOCTEHN YPOBHS CETH.

Bupychl, uX BBIIBIEHHE H YCTPAaHEHHUE C HCIOJIb30BAHUEM CHEIHATU3UPOBAHHOTO
MIPOrpaMMHOTO 00eCTIeueHu .

TeMbl NpakTHYECKOro 3aHATHS M0 TeMe 4.3 MexKceTeBble IKPAHBI
Bpannmaysp Windows. Pa3zpaboTka nmpaBuii MeKCETEBOTO SKPaHUPOBAHUS.
Buptyansnas uadpacrpykrypa Eve-NG.

Me:xcereBolt 3kpaH Ha rpaHuile cetu. Hactpolika npaBui MEKCETEBOrO SKpPaHUPOBAHHUS.

TeMbl NPaKTHYECKOro 3aHATHSA 10 Teme 5.1
Beenenue B kpunrorpagpuyeckue MeToAbI 321U ThI HHGOpMaLuH

Hctopuueckue mmdps! mmdpoBanue 1 pacudpoBaHue.
JlonoJTHUTeIbHBIE 32JAHHUA 1JISl CAMOCTOSITEIbHOIO pPelIeHUs

JonoaHurteabHble 3a1aHusA mo Teme 1.1 IlpaBoBbie 0CHOBBI 00ecneyeHust
HH(popManOHHOI 0€30ITACHOCTH

Kakas wndopmamus mnpencraBnser it Bac mennocts? Kakme XapakTepucTUKH
UHPOPMaLMOHHOM Ge3omacHocTH Bl ObI X0TeNn o0ecneunTs A Takoi nHpopMaru?
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2. BwiGepere kakoit-nmubo Bua 1eHHoi st Bac muadopmarnuu. B kakux (opmax moxer
OBITH MpeJICTaBIICH 3TOT BUA HHPopManun?

[Ipoananu3upyiiTe: K KakuM BUJaM TailH Bbl MOXkeTe UMETh JOCTyN?

[Ipoananusupyiite: kakue CBsi3aHHbIE C BaMu JaHHBIE MOTYT SIBISTHCS TalHAMU?

How

I[OHO.]'[HI/ITCJILHLIG 3aJaHusd 110 TEME 1.2 SamnTa NMEPCOHAJIBHBIX TaHHBIX

1. Onmmure cxemy HHPOPMAIMOHHBIX ITOTOKOB Balmx mepcoOHANbHBIX JAaHHBIX B

YHuBepcurere.

Onummre cxeMy HHPOPMAIIMOHHBIX TOTOKOB BaImx nepcoHalIbHBIX JaHHBIX B baHke.

3. Ilpoananusupyiite: Bcerna ju (korga 3To HeoOxoaumo) ¢ Bac B3umaror coriacue Ha
00paboTKy TEepCOHAIBHBIX NaHHBIX? Bcerma M 3TO TMPOUCXOAWT B COOTBETCTBUHU C
3aKOHO/J1aTE€JIbCTBOM?

4. Tlpoananu3upyire: B KakuMX CHTyanusx Bbvl naBamu corimacue Ha 00paboTky Bammmx
crenraabHbIX JaHHBIX? He ObL10 J1M ATO M3JIUIHUM?

5. Ilpoanamm3upyiiTe: B KakuxX cuUTyanusx Bbl maBanum corjiacue Ha o0OpaboTky Bammx
OouomMerpuueckux AanHbx? He ObL10 1 3TO M3MUIIHUM?

N

JlonoiHMTeIbHBIE 32/1aHus 110 TeMe 1.3 OpraHu3anmoHHbIe OCHOBBI 00ecIeYeHUs
NH(POPMALIMOHHOH 0€30I1aCHOCTH

PaspaboraiiTe Moaenb HapymmTens s Bameit tomamHei "HPOPMAITMOHHON CHCTEMBI.
Pa3paboraiiTe MoJeNnb HapyIIUTENs A1 KOMIBIOTEPHOTO Kilacca Y HUBEPCUTETA.
Pa3paboraiite Mmonens yrpo3 mis Barei qomantaeit ”HQOpPMAIIMOHHOW CHCTEMBI.
Pa3paboraiiTe MOeNb HAPYIIUTENS AJIsi KOMIIBIOTEPHOTO Kjlacca Y HUBEPCUTETA.
[Ipennoxute cpencTBa 3amuThl HHPOpPMAIMK I Bamei nomanrHeit nHbhopMannoHHON
CHUCTEMBI.

6. Ilpemnoxure cpeacTBa 3amUThl  MHQOPMAIMM Ui KOMIIBIOTEPHOTO  KJlacca
YHuBepcurera.

arONE

JlonoTHUTeIbHBIE 32JaHUA 110 TeMme 2.1 ApXuTeKTypa KOMIbIOTepa

1. U3zyuute Bam nepcoHanmbHBI KOMOBIOTED U COBPEMEHHBIE TaJKEThl, KOTOPHIMU BbI
nosib3yeTech. CpaBHUTE MX XAPAKTEPUCTUKH: OBICTPOJEHCTBHE, O0BEM OMEPATUBHOU U
BCIIOMOTaTeNIbHOM NaMATH, CKOPOCTh J10cTyna B MIHTepHeT.

JononHuTe/bHbIe 3a1aHus 0 TeMe 3.1 BBenenue B uH(OPMAIMOHHYIO 6€30M1ACHOCTH
OIePaAlMOHHBIX CHCTEM

OC Windiws
1. Ortkpoiite Opay3ep Internet Explorer. Haitnute ero naentudukatop npoiecca, OTKpHITHIE
COCIMHEHUS 1 0a30BBII MPHOPHUTET.
2. Ortkpoiite Opayzep Chrome. Haiimure ero wuaeHTHduKaTOp mporecca, OTKPHITHIE
COCIMHEHUS ¥ 0a30BBI MPHOPHUTET.
3. 3amycrtute npuioxenue «bnokHor». Haiiaure daitnbl oTkpeiThie npoiieccoM «bIoKHOTY
¢ momoripio yTriuThl Process Explorer.

OC Linux
HaiinuTe nate caMbIx TpeOGoBaTEIbHBIX K MAMSITH IIPOIIECCOB.
OTkpoiite Opay3ep U HallIUuTe OTKPHITHIE COSIMHEHHUS.
BriBenuTe conepkumoe IUPEKTOpUn /etc.
BriBeute comepkumoe aupekropun /etc/schedule.

el N
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JlonosiHuTeIbHBbIE 3a1aHus 10 TeMe 3.2 UHdopMannoHHasi 6e30MaCHOCTH
onepauMoHHbIX cucTeM cemeiictBa Windows

Cospalite monws3oBatenss «Anuca». HasznaubTe et maposb. Co3galiTe Trpynmy
«HenoBepeHHbIE TTOJIB30BATEIIN.

Coznaiite aupekToputo, cojepskantyro (aiipl. HazHaubTe Ammce mpaBa JOCTaTOYHBIE
JUTSE OTOOpaKeHUs CIIUCKOB (DAaliIOB M MIEPEX00B B AUPEKTOPHUH U €€ MOATUPEKTOPHSIX, a
Takke 4YTeHusl ¢aillioB B IUPEKTOpuU U ee monaupekrtopusix. [IposeprTe, uro Anmca
MOYKET MPOCMATPHUBATh (HaIIbI.

3anperute rpynne «HemoBepeHHble MOJB30BaTENN» JII0OOOM JOCTYm K CO3/1aHHOM
TUPEKTOPHH, €€ TOJIMPEKTOpUsM, a Takke K (aiimaM BHYTpU IUPEKTOPHUH U €e
MOJIUPEKTOPHUA.

HloGaBsTe Anucy B rpynny «HemoBepeHHbIe monb3oBarenny. [IpoBepsTe, 9To Annca He
CMOJKET MpOoCcMaTpuBaTh (aiiibl B AUPEKTOPUU.

JonosHuTeIbHBIE 3a1aHus M0 TeMe 3.3 UHdopMmanmoHHasi 6€30MacCHOCTH
OnepanMoOHHbIX CUCTeM ceMelicTBa Linux

Co3pmaiite mnonb3oBarens «Aunuca». Hasnaubre el mapons. Cozpaiite rpynmy
«HenoBepeHHbIE M0Ib30BATEIN.

Co3paiite aupekTopuio, coiepxairyto (aiinsl. HazHaubTe Anuce mpaBa 10CTaTOYHbBIE
JUIsl OTOOpa)keHUs CIIUCKOB (DaiijioB U MEPEX0J0B B AUPEKTOPUHU U €€ MOJATUPEKTOPUSIX, a
TaKXke yTeHHus (ailaoB B JUpeKTOpuu M ee nopaupektopusix. IIpoeprTe, uto Anuca
MO’KET YUTaTh (hailiibl.

C nmnomouipl0 CHUCKAa KOHTPOJS JOCTYNoB 3amperure rpynne «HemoBepeHHsle
MI0JIb30BATEIN» JIFOOOM JOCTYI K BbIOpaHHOMY (ainy BHYTpHU nupektopuu. [lomensiite
BJIaJIeNIbLIa ATOTO (ailyia Ha cyneproiab30oBaTess cucTeMsbl. Pazpemute B 0a30BbIX IpaBax
J0CTy K BeIOpaHHOMY (aiiny kogom 600.

Ho6aBbTe Anucy rpynmny «HenoBepeHHble moib3oBareian». [IpoBepbre, uTo Anuca He
CMOJKET MPOYNUTATh BEIOpaHHBIN (aii.

I[OHOJIHI/[TGJ'[I)HBIC 3aJlaHUA 10 TEME 4.1 BBenenne B APXUTEKTYPY JOKAJIBbHBIX
BBIYHCJIUTEIbHBIX CeTeH

HpOBepre AOCTYITHOCTDb 1100010 HCITOJIB3YyEMOT'O Bamu mnouroBoro CepBCpa C
ucnonp3oBanuem ytuuthl Telnet. Cremyiite cratee https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u camoctosTeabHO.
Hactpoiite moury B mnouroBom kiueHTe Thunderbird. Cnenyiite craTbe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej.
Pazpaboraiite GunabTphl 1715 mpocMoTpa Tosibko ucxoasmux ICMP-3anpocos. Crnenyiite
crartbe https://habr.com/ru/post/211042/.

JlonoiHuTeAbHBbIE 3a/1aHus 110 TeMe 4.2 CeTeBble YIPO3bl M MeTOAbI IPOTHUBOAEHCTBUS

1.

2.

UM

[IpoBennTe MOWCK YSI3BUMOCTEH Ha CBOEM JOMAIlIHEM IEPCOHATHLHOM KOMITBIOTEDE,
O3HAKOMBTECh C ONHCAHUEM BBISBICHHBIX YSI3BUMOCTEH, ONpenenuTe HAaCKOJIBKO OHH
KpuTH4HbI 110 mkaine CVSS, u ycrpanure ux.

[IpoBeprTe, yctpanena mau ys3Bumocth CVE-2017-0144 Ha Bamem jJoMaliHeM
KOMITBIOTEPE, U YCTAHOBUTE OOHOBIIEHHE OE€30MacHOCTH B CIydae, €CIM YS3BHUMOCTb
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npucytctByer. Crienyiite cratee https://support.microsoft.com/ru-ru/help/4023262/how-
to-verify-that-ms17-010-is-installed.

3. M3yuntre ys3Bumocte CVE-2014-0160, cunenys cratesam  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-
heartbleed.pdf. IlepBas cTraThsg MpeACTaBIsSeT CcOO0OM  HEOOJBIIOW  KOMHKC,
NIOKa3bIBAIOUIMH, HACKOJBKO ONAacHa M JIETKO MCHOJb3yeMa 3Ta YS3BUMOCTb. BTopas
CTaTbd MPCACTABIIACT coboit HO,Z[pO6HO€ OIMMCAaHUC YA3BUMOCTH, IIOCICACTBUA €€
HCIIOJIb30BAHUA U PUCKH.

I[OHO.]'[HI/ITCJILHLIG 3aJaHusd 110 TEME 4.3 Me:xxceTeBble IKPaHbI

1. 3amenute y3nmel Hacker u Victim Ha y371bl 1OJ yHpaBICHUEM OINEPALMOHHON CHCTEMBI
Windows u o06partuTech K UX CETEBBIM pecypcaM 1o mporokoiay SMB. Crnenyiite cratbe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
host-on-the-eve/.

JlonoJiHUTE IbHBbIE 3a1aHKs 110 TeMe 5.1 BBenenue B kpunrorpagpuyeckue MeTOAbI
3a1MThI HHpopManu

1. ammdpyiite u pacmmdpyiite coobmierue «5 Teds mr00I0!» BceMu M3BECTHBIMU Bam
HUCTOPUYECKUMHU U PAMH.

KpnTepml OLCHKH NMPAKTUYECCKOI'0 3aHATHUA.

3a MpakTHYECKOE 3aJaHHUE BBINOIHIETCS OJHA M3 OLEHOK: «OTJIMYHO», «XOPOLIO»,
«Y/10BJIETBOPHUTEIbHOY, KHEY0BJIETBOPHTEIbHOY.

OneHka «OTJMYHO» BBICTABIISETCS, €CJIU CTYACHT aKTUBHO pa0OTaeT B TEUEHHUE BCETO
NPAaKTUYECKOr0 3aHATHS, JAaeT BEpHble M TOJHBIE OTBETHI HAa BOMNPOCHI MpernojaBarens Hu
MOKAa3bIBAET IMPHU 3TOM IIyOOKOE OBJIAZICHHE JIEKLIMOHHBIM MaTepUaioM, BCE YAacTH 3a/JaHus
BBITIOJIHEHBl BEPHO (JIOMYCKAIOTCSl HEOONbIIME HETOYHOCTH, HE SBISIOIIMECS CIEICTBHEM
HE3HaHUs WM HENOHUMaHUs ydyeOHoro marepuana). PaboTa BBINOIHEHA CaMOCTOSTENBHO.
Pabota caana ¢ coOnronenueM Beex cpokoB. CoOuIto/IeHb! Bce MpaBuiia 0popMIICHHS.

OneHka «XOpouIo» BBICTABISETCS, €CIU CTYJEHT aKTUBHO padOTaeT B TEUEHUE BCETO
IIPAKTUYECKOIO 3aHATUSA, JAaeT BEpPHbIE, HO BO3MOJKHO HENOJHBIE OTBETHl Ha BOIPOCHI
npenojaBaTesiss U MOKa3bIBAET MPU 3TOM CBOOOJHOE BIIAJICHHE JIEKIIMOHHBIM MaTepUalioM, BCe
YacTH 3aJJaHMs BBINOJHEHbI BEPHO (JIOMYCKAKOTCS HETOUHOCTH, HE SIBJISIOIIUECS CIIEACTBUEM
HE3HaHUS WJIM HEMOHMMaHHWs Yy4yeOHOro wmatepuasnia). PabGoTra B 1eIOM  BBITIOJIHEHA
CaMOCTOSITENIbHO, BO3MOKHO C KOHCYyJbTaluell npenogasarens. Pabora caana ¢ cobnoaeHreM
BCEX CPOKOB. JloMmycKaroTCs He3HAYUTENIbHbIE HEJJOUEThl B O(POPMIICHUH.

OuneHka «ya0BJIETBOPUTEIBHO» BBICTABISETCA B TOM Cilydae, KOTJa CTYJEHT B LIEJIOM
OBJIaJIEJI CYThIO BOIIPOCOB MO JAaHHOW TeMme, OOHapyXHBAaeT 3HaHHE JEKIMOHHOIO MaTepHala.
[Tpu 5TOM Ha 3aHATHM BeJeT cedsl MACCUBHO, JaeT HEMOJHbIE OTBETHI HA BOIMPOCHI, JOMYCKAET
OIIMOKHY MPH OCBEUICHUH TEOPETUYECKOT0 MaTepuaia, He MOKET 00O0OIIUTh U CIeNaTh YeTKUe
Joruyeckue BbIBOABL. PaboTa cmana c¢ omoszgaHueM He Oojee JBYX 3aHATUH. [JlomyckaroTcs
HEe3HAaYUTeNIbHbIE HEJJOUETH B O)OPMIICHUH.

OneHka «Hey/10BJ1eTBOPUTEIbHO» BBICTABISETCS B ClIydae, KOTJa CTYACHT OOHapy KU
HECOCTOSITENIbHOCTh OCBETUTH BOIMPOCHI MJIM BOMPOCH! OCBEIICHBI HEMPaBUIbHO, OECCUCTEMHO, C
rpyObIMH  OmIMOKaMH, OTCYTCTBYIOT IOHMMaHHUSI OCHOBHOW CYTH BOIPOCOB, BBIBOJIBI,
0000meHnsI, 0O0HAPYKEHO HEYMEHHE pemarh ydeOHble 3amadu. OOydaroniuiics HE MOXKET
BBINOJIHUTH paboTy 0e3 moMoiu npenojasarens. PaboTa caana ¢ HapyleHHEM CPOKOB (IT03/1HEe
YyeM uepes3 /1Ba 3aHATHs). B odopMieHnn NpuCcyTCTBYIOT 3HAUUTEIbHBIE HETOUETHI.
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38.
39.
40.

41.
42.

. Cniucox BONPoOCoB M (/1K) 3aJaHUH /I IPOBeIeHNs] IPOMEKYTOYHOH aTTeCTAluH

BOHpOCLI K 3a49€Ty

OcHoBHbBIE TIpaBa TpaxaaH B chepe 00pabOTKH U 3aIUTHI HH(DOPMALIUH.

OcHOBHbIE TMPHUHIMIBI MIPABOBOTO PETYIUPOBAHUS B 00JACTH OOpaOOTKU M 3alUTHI
uHpOpMaLIUH.

Nndopmanusa. OcHoBHBIE CBOIcTBa 0e30MacHOCTH HHPOpMAIK: KOH(PUICHIIUATLHOCTb,
[EJIOCTHOCTb, IOCTYITHOCTb.

Bunel undopmanmu o nopsiiKy AOCTyIa U PaclpoCTPaHEHHUS.

Orpanunuenue nocrymna Kk uaopmammu. 3ammra nHpopmaruu. OObEKTH 3aIUThL. Bus
TalH.

NudopmannoHHbIe TEXHOJIOTUH U NHPOPMAITMOHHBIE CHCTEMBI.

Ob6nagarens nHGOpPMAIIUU U ONIEPaToOp HHHOPMALIMOHHON CUCTEMBI.

OTBETCTBEHHOCTH B chepe 00paboTKH 1 3alTUThl HHPOPMAIUH.

[lepconanbHble TaHHBIE U MIPUHIIMUIIBI ©X 00PaOOTKH.

. Busibl nepcoHanbHbIX JAHHBIX: CHIEIUAJIbHBIE, OMOMETPUUECKUE U OOIIEIOCTYIIHBIE.
. YcioBust 00pabOTKH epCOHANBHBIX JaHHbIX.

. Corytacue Ha 00pabOTKy MEPCOHAIBHBIX JTaHHBIX.

. TpancrpanuyHast nepesaya nepcoOHaIbHBIX TaHHBIX.

. [IpaBa cyOBEKTOB IEPCOHATIBHBIX JIAHHBIX.

. OnepaTtop nepcoHajlbHbIX JaHHBIX U €r0 003aHHOCTH.

. Mepsl o0ecnieuenns 6€30MaCHOCTH MEPCOHAIBHBIX 1aHHBIX.

. KonTposp 1 Haa30p 3a BHINOIHEHUEM Mep 10 00ecreueHHIo 0€30MacHOCTH.

. YIIOJTHOMOYEHHBIH OpTraH Mo 3alIUTe NPaB CyObEKTOB MEPCOHAIBHBIX JIAHHBIX.

. [locnenoBarenbHOCTb AeHCTBUM 1O 3amuTe UHGOPMAIUH.

. BeisiBnieHue 1 aHann3 MHPOPMAIMOHHBIX aKTHBOB.

. @opmupoBaHue TpeOoBaHMH 1O 3amKUTe HHHOPMAIUH.

. [loaxonp! kK MOJENMPOBAHUIO HAPYIIUTENEH HH(OPMALTMOHHON O€30M1aCHOCTH.

. ¥YTpo3bl HHPOPMAITMOHHON 6€30MaCHOCTH.

. Cpencta 3aniuThl UHPOPMAIIUH.

. IIponeccopsl.

. OcHOBHas (K311 ¥ orepaTUBHAsI) AMSTh.

. BcnoMorarenbHast maMsTs.

. YerpoiicTBa BBO/1a-BbIBO/IA (IIMHBI, MOHUTOPBI, IPUHTEPHI).

. YerpoiicTBa BBOJIa-BbIBOIA (KJIABHATYPBI M MBIIIH, BeO-KaMepbl, MUKPO(DOHBI).

. O0muii criocod xpaHeHus: 1 00pabOTKH HHPOPMAIIK B KOMITBIOTEPE.

. [loHATHS onepalmoHHON U (ailyIoBOl cucTeM.

. CyOBeKThl, 00BEKThI, METOJIbI U IIpaBa JIOCTyIa, IPUBUIIETUN CYOBbEKTa IOCTyNA.
. JIucKpenlMoHHOE yIpaBIE€HUE TOCTYIIOM.

. MannaTtHOe ynpaBieHHE JOCTYIIOM.

. Unentudukanus, ayreHTHGUKALNS 1 aBTOPU3ALHSL.

. YrpaBiieHHE TOCTYIIOM B ONIEPAIIMOHHBIX cHcTeMax cemericTBa Windows.
.Unentudukanus, ayTeHTU(UKAMs W aBTOpU3allds B OMNEPAIMOHHBIX CHCTEMax

cemetictBa Windows.

Peanuzanus ayaura B onepaiioHHbIX cucTeMax cemeiricrea Windows.

YrpasjeHne T0CTyIIOM B ONEPAIlMOHHBIX CHCTEMax cemercTBa Linux.

WUnentudukarus, ayreHTU(UKANMS W aBTOpU3AIMS B OINEPAIMOHHBIX CHCTEMax
cemeticTBa Linux.

Mogens 1ISO/OSI.

ApXI/ITeKTypa U OCHOBHBIC ITPOTOKOJIBI JIOKAJIBHBIX BBIYUCIIMTCIbHBIX ceTeil.
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43. Knaccudukaium CETeBbIX yIpo3, YSI3BUMOCTEH U aTak.

44. CereBble aTaky Ha pa3in4HbIX ypoBHsXx Moaenu 1SO/OSI.

45. Knaccudukaruss BpeJOHOCHOTO ITPOrpaMMHOTO 00eCIICUEHUSI.

46. Ilpu3Haku NpUCYTCTBHS BPEIOHOCHOTO IIPOTPAMMHOT0 00ECTICYECHHSI.
47. Metoasl 00HApYKEHHUS BPEIOHOCHOT'O IMMPOTPAMMHOTO 00€CTICUCHHUS.
48. MecTo U poJIb MEKCETEBBIX IKPAHOB B 00ECIICUCHUH CETEBOM 0€30IacHOCTH.
49. Knaccudukaius MeKCETEBBIX SKPAHOB.

50. OcHOBHBIE BO3MOKHOCTH MEKCETEBBIX IKPAHOB.

51. JlocTroMHCTBA M HEOCTATKA MEXCETEBBIX IKPAHOB.

52. TlocTpoenue npaBuil GUIBTPALIUH.

53. Kpunrorpadus apeBHero mupa.

54. Kpunrorpagusi cpeiHUX BEKOB.

55. Kpunrorpadus snoxu BozpoxaeHust.

56. Kpunirorpagus HoBoro Bpemenu.

57. CumMeTprYHAs M aCHMMETPHYHAS KPUITOrpadusl.

58. BeIYHCIUTETHHO CIIOKHBIC 331a4l MaTEMATHKH.

59. Kpuntocucrema RSA.

60. [TonsiTre Kpunrorpaguyeckoro MpPOTOKOIA.

61. CBoiicTBa MPOTOKOJIOB, XapaKTEPU3YIOIIUE UX 0€301MaCHOCTb.

62. CxeMbI TU(POBOIA TTOIIHCH.

HpaBn.Ha BbICTABJICHHUA OLICHKHN HA 3a4€Te.

B mpouecce 3auera Tpedyercss OTBETUTh Ha OJMH U3 IPUBEIEHHBIX BbIlIE BorpocoB. Ha
IIOArOTOBKY K OTBETY J1a€TCsl HE MEHee | akaleMHU4ecKoro yaca.
ITo uToram 3adera BBICTABISECTCA OJHA U3 OLICHOK: «3a4TEHO», «HE 3a4TCHO».

Onenka «3auyTeHO» BBICTABIAETCA CTYJIEHTY, KOTOPBIM JE€MOHCTPUPYET BIIaJCHHE
COZIEpKaHUEM MaTepuaja U IOHATUWHBIM allapaToM TEOPHUM IICEBIOCIyYalHBIX F€HEPATOPOB;
YMEET CBA3BIBATh TEOPHUIO C MPAKTUKON. B O0TBETE MOTYT IOMYyCKaThCsA OTAEIIBHBIE HETOYHOCTH
(HecyllecTBeHHbIe  OMIMOKH), KOTOpble  HCHPABIAIOTCS  CaMUM  CTYJIEHTOM  IOcie
JOTIOTHUTENBHBIX U (MJIM) YTOYHSIOIIMX BONPOCOB 3K3aMeHaTopa. Ha yacTb JAOMOJHUTENbHBIX
BOIIPOCOB CTYACHT MOXKET HE JaTh OTBET WJIM JaTh HEBEPHBIM OTBET.

Ounenka «He 3a4TeHO» BBICTABISIETCS  CTYAEHTY, KOTOPBIM JEMOHCTPHUPYET
pa3po3HEHHbIe, OECCUCTEMHBIE 3HAHM;, OECIOpAOYHO M HEYBEPEHHO M3JIaraeT Marepuai; He
YMEET BBIACIATH TJIABHOE U BTOPOCTENIEHHOE, HE YMEET COCUHATh TEOPETUYECKUE TTOJIOKEHUS C
NPaKTUKOM; JOMyCcKaeT IrpyOble OIIMOKY MPHU ONpeIeIEHUH TOHATHH, BCIeICTBIE HETOHUMAaHUS
UX CYLIECTBEHHBIX U HECYIECTBEHHBIX IIPU3HAKOB U CBSI3€H; JACT HEIOIHBIE OTBETHI, JIOTUKA U
MIOCJIEIOBATEIbHOCTh M3JIOKEHUS KOTOPBIX MMEIOT CYLIECTBEHHBIE U INPUHLUIHAAIBHbBIE
HapylIEHHs, B OTBETAX OTCYTCTBYIOT BBIBOJBI. JIOMOJHUTENBHBIE M YTOUHSIOIIME BOIPOCHI
DK3aMEHaToOpa HE MPUBOIAT K KOPPEKLUMU OTBETOB CTyAeHTa. Ha OCHOBHyIO 4acThb
JIOTIOJTHUTEIIBHBIX BOIIPOCOB CTYACHT 3aTPYIHAETCA JaTh OTBET UJIM J1A€T HEBEPHBIE OTBETHI.

Onenka «He 3auTeH0» BBICTABIISAETCS TAKXKE CTYACHTY, KOTOPBIN B35J1 DK3aMEHALMOHHbBIN
OuieT, HO OTKAa3aJCs 1aTh Ha HETO OTBET.
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Ipuiaoxenne Ne2 k padoyeil mporpaMme I CIUANINHbBI
«be3onmacHOCTh B COBpeMEeHHO MH(OPMAILMOHHOM cpe/e»

MeToauuyecKue YKa3aHust AJasd oﬁyqammnxcﬂ 10 OCBOCHHUIO JTHUCHHUIIINHBI

OcHoBHOM (hopMOH HM3TOKEHHSI Y4eOHOTO MaTepuana o AucuuIuinHe «be3ormacHocTh B
COBpEMEHHOM HMH(OPMALIMOHHON cpeie» SBISAIOTCSA JIEKLUHU, YTO CBS3aHO, MPEXIE BCEro, C
HOBM3HOH Marepuana i oOydatoumxcs. [1o O0NBIIMHCTBY TEM MPEAyCMOTPEHBI TPAKTUYECKHE
3aHATHUSA, LENbI0 KOTOPBIX SIBISETCS 3aKPEIUICHHE JIEKIIMOHHOIO Marepuaia MyTeM pelIeHUs
CHelHaIbHBIM 00pa30M NOJO0OPaHHBIX MPAKTHYECKUX 3a7ad.

Jnsg  ycnemHOro OCBOEHMS JMCIHUIUIMHBI BaKHO CaMOCTOATEIBHOE HM3Yy4YEHHUE
TEOPETHUYECKOr0 MaTepHajla W PELICHHE IPAKTHYECKUX 3a4ad, KaKk B ayJIUTOpPUM, TaK H
CaMOCTOSITENIbHO B Ka4eCTBE CAMOCTOATEIbHOM paboThl. [Iprmepsl perienus 3aiay pa3ouparorcs
Ha JIEKIUAX M TPAKTHUECKUX 3aHATUSAX, MPU HEOOXOAMMOCTH MO Hamboyee TPYAHBIM TeMam
MIPOBOJATCS JOMOJHUTEIbHBIE KOHCYIbTAaMU. OCHOBHAS 1I€JIb PEIICHUS MPAKTUYECKUX 3a4a4d —
IIOMOYb yCBOUTH OCHOBHBIC IMOHATUS WH(POPMALMOHHOW OE30MaCHOCTH, WX ONpPEICNCHHs, a
TaKk)K€ OCHOBHBIE METOJIbI M CpelcTBa obecrieueHUs WHGOpManuoHHON Oe3zomacHocTH. [lns
pelieHus 3ajady HEoOXOJUMO HE TOJIbKO 3HaTh, HO M IIOHMMAaTh JIEKIMOHHBIA MaTepual.
[Toaromy B mpolecce U3y4YeHUs IUCHUIUIMHBI DPEKOMEHIYyeTcs peryisipHas pabota c
KOHCIIEKTaMU JIEKIIUH U PEKOMEHAOBAaHHOW JIUTEPATYPOM.

Bonbiioe BHMMaHuE AOMDKHO OBITH YJIEIEHO CaMOCTOSATENbHOW pabore. B kauecTBe
3a/laHuil JJI1 CaMOCTOSITENIbHOM paboThl loMa CTyAEHTaM IMpeJiaratoTcs 3aJauu, aHaJIOTHYHbIE
pa300paHHBIM Ha JIEKIMSIX U MPAKTUYECKUX 3aHITUSIX WM CXOXKUE C HUMHU.

JUis mpoBEpKH M KOHTPOJS YCBOEHHMS TEOPETUYECKOro MaTrepuaja, MpUOOPETEHHBIX
MPAKTUYECKUX HABBIKOB PAaOOTHI ¢ OCHOBHBIMH TOHATHUSMHU B TE€UEHHE OOYUYEHUS MPOBOJISATCS
MEPOIIPUATHS TEKYIIEH aTTeCTAllMM B BHJE TECTUpPOBaHUMU. Taxxke NMpOBOAATCS KOHCYJIbTALUU
(mpu HEOOXOJMMOCTH) MO JIEKIIMOHHOMY MaTepHainy U pa300opy HEKOTOPHIX 3aJaHUN Ui
CaMOCTOSITENIbHOM pabOTHI.

B KoHIE u3y4deHMs IUCLUIUIMHBI CTYAEHTHI CHAIOT 3a4eT. 3a4eT IPOBOAMTCA Ha
OCHOBaHUU BBITIOJIHEHUS TECTOBBIX 3aJaHUi U coOeceloBaHUsI HA OCHOBAHUHU CIHCKa BOIIPOCOB
K 3a4€Ty, KOTOPBIM OXBATHIBAET ITOJIHOCTHIO BCIO NIPOTPaMMy AUCLIUIUIMHBI.

Y4eOHO-MeTOANIECKOE 00ecTIeueHHne
CaMOCTOSITEILHOI PadoThI CTYI€HTOB MO0 AUCIHUIIHHE

Jl1st caMOCTOSTENTFHON pabOTHl PEKOMEH TyeTCS HCITOJIb30BaTh CIEAYIONIYI0 YUeOHYIO
JUTEpATYypPY:

1. Tanenbaym 3. Apxurekrypa kommbtorepa. / J. Tanenbaym; [mep. c¢ aunrm. lO.
I'opoxosckoro, JI. IllunTtskoBa] - 5-e wuza. - CII6.: ITurtep, 2013. - 843 c.
(akageMuuecKoe H3II0KCHUE MaTepraia 1o apXUTEKType KOMITbIOTEpa).

2. Tanenbaym 3. CoBpeMeHHBIE omnepauuoHHble cuctembl. / O. Tanenbaym, X. boc;
[ep. ¢ anri. A. JleonTseBoit, M. MansimeBoii, H. Bunsunnackoro] - 4-e uzna. - CII6.:
[Murep, 2019. - 1119 c.: un. (akageMuyeckoe H3JIOKEHUE Marepuaia Io
OTIEPAIIMOHHBIM CHCTEMAM).

3. Tanenbaym D. Kommbrotepusie cetu. / D. Tanenbaym, J1. Yazepoin; [mep. ¢ anri. A.
I'peGenbkoBa] - 5-e uzn. - CII6.: [Tutep, 2019. - 955 c. (akameMuueckoe MU3JI0KEHUE
MaTepHaa 1o KOMIBIOTEPHBIM CETIM).

4. Andepon A.Il. OcuoBbl kpunrorpaduu. Yuednoe nocodue. / A.Il. Andepos, A. O.
3y60B, A.C. Ky3pmun, A.B. Yepemymkun. M.: TI'enmoc APB, 2005. 480 c.
(axagmeMuuecKoe U3JI0KEeHHEe MaTepraa 1o Kpunrorpapun).
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