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1. Mesip peanu3anuu NPporpaMmbl

JaTh MpaKTHYECKHe MPpO(OPHEHTHPOBAHHEIE PEINECHHS JUIS JIEKTPOHHOIO 00YYEeHHs ¢ YyIIOpOM Ha
NPaKTHYECKHI OMBIT, YTOOBI IIOMOYEL CIYINATEIAM pPa3BHBATH CIEIMANbHBIE HABBIKH B 00/IACTH
IPOrPaMMHPOBAHMS ISl KAPBEPHOTO POCTA.

2. TInanupyeMble Pe3yJIbTATHI 00yUeHHSsI

- 3HATh OOBEKTHO-OPUEHTHPOBAHHOE U (DYHKIMOHATBEHOE IPOIPAMMHPOBAHHE;

- 3HaTh CHHTAKCHC M OCHOBEL Java;

- 3HaTh KaK pabora ¢ 0a3amMu JaHHBIX;

- BJTaJIeTh TEXHOJIOTHAMHE MacITabnpyeMeix mpunoxeruit Servlet, Web Services, Rest ceprucos;
- BnaneTs crocobamu COOPKH M pa3BepThIBaHKE IIPUIIOKEHHH IIpH oMoIny Maven;

- BIIAJIETh TeXHOMOTHAMH 00BEeKTHO-PEILAIHOHHOr0 oToOpakeHis Ha mpuMmepe Hibernate.

3. CoxepkaHHe IPOrpaMMBel

YYEBHBIU ITVIAH
JlomoTHUTEILHOI MpogeccHOHANBHOH NMPOrpaMMbl NOBBIMIEHUA KBATHGUKALHH
«Pa3paboTka KOPIIOPATHBHBIX NPHJIOKEHHH HA Javay

(HaMeHORaHHE)
Karteropus ciaymareeii: I1a xenaolye IoTyduTs obpasosanue [T-cnenuanucta
Cpox obyuenunsi: 2 mecsua (72 gaca)
®opma o0yuenusi: ouHas Gopma
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HomonHuTe/bHOI MpodeccoHAIBHOI NPOrpaMMBbl IOBBIMEHHs KBAIH(QHKAIUH
«Pa3paloTka KOPIOPATHBHLIX NPUI0KeHUI Ha Javay

Tema 1. CuuTakcyc 1 OCHOBEI Java.

B Teme mpencraBieHo, Kak peaM30BLIBATE MH(PPACTPYKTYpPy HA OCHOBE IPYIIOBBIX IOTWTHK H Kak
HACTPAHBATE W YIIPABISITH ITOTyYeHHON HHppacTpykTypoil. Taioke paccMOTpeHb! 00/1acTH TPYIITIOBEIX
HOJIHTHK, UCIOJB3YIOIIHE CBsI3H, IPymmbl GesonacHoctd, Guistpsl WMI, menonszopanre Loopback-
HHTePdEHCOB ¥ OCHOBHEIC HANTPABICHIS YCTPAHEHHS IPOOIeM ¢ IOTUTHKAMHE TTPHIOKEHHH.

Tema 2. OOLEKTHO-OPHEHTHPOBAHHOE B (DYHKIIMOHATBHOE IIPOTPaMMHPOBAHHE.

JlaHHBI MOIYITE TOCBSINEH PEAM3AlMH aIMHHHCTPATHBHBIX 1Ma0IOHOB, OCOOEHHOCTSIM HACTPOHKH
Group Policy Preferences u mepenanpaBieHHIO MaroK OOBEKTOB IPYIIIOBON IIOMMTHKH, 4 TAKKe
YIPABIICHHIO IPOrPaMMHBIM 00ECIEYeHHEM C IIOMOIIBIO IPYIIHOBBIX IIOJIHTHK.

Tema 3. O6paboTica HCKITIOYCHHIA.

B rnaBe moapo0HO paccMaTpHBAIOTCS PasIMYHBe apXUTEKTYPhl M OCOOSHHOCTH IPOSKTHPOBAHUS,
3AIIUTL], SKCIUIyATAIlMH KOPIIOPATHBHBIX CETeH, a Talke NOuCKa W ycTpaHeHus Hermonanok. OHa
OXBATBIBAET OCOOSHHOCTH COo3aHus ro0anpHbeIX cetell (WAN) M IIpHMEeHeHHs] MeEXaHH3MOB KadecTBa
obcmyxuanust (QoS) s 3aIMTh yaaneHHoro focTyna. CryaTeny Takke 3HAKOMSTCS ¢ HOHATHAMA
MPOTPAMMHO-OIIPEICIAEMON CETH, BUPTYAIM3ANNA W aBTOMATH3alUK, TO €CTh OCHOBAMH IH(POBBIX
CETEH.

Tema 4. MHOTONOTOUHOE ITPOrpaMMHPOBAHKE.

B 1aHHOM TeMe pacCMaTpPUBAIOTCS BUPTyaIH3allys U paboTa KOHTPOIUepa JoMeHa, JOCTYITHOTO TOJIBKO
quts urennst (Read-Only Domain Controller), a Taicke BemonmHenue obmux 3agad ADDS u ynipasnenue
Gazol paneex ADDS.




Tema 5. PaboTa ¢ DazamMu JaHHEIX.

B TeMe OIUCHIBAIOTCS YCTAHOBKA M HAcTpoika por DNS cepepa, cosaanue u HacTpolika DNS 30H 1
TpaHchePOB 30HEL, & TAKKE YIIpABICHIE U yeTpanenue mpobaem DNS.

Tema 6. PaspaboTka macmradupyemsix npunoskeHuit Servlet, Web Services, Rest cepsrcos.

B 6 Teme ommchIBaeTCS HACTpOWKa CETEBOrO JOCTyIa, CO3JaHMe W HacTpoika VPN coeluHeHHH W
CETEBBIX IIOJHTHK, A TAK/KE YCTpaHeH e poGIieM yYIaIeHHOro JocTyTa 1 HacTpotika DirectAccess.

Tewma 7. Pazpabotka mnrepdetica Ha Vue.

B 1maHHOM TeMme paccMOTpeHbI YCTaHOBKa M HAacTpOMKa cepBepa CEeTeBRIX MONHTHK, a Takke RADIUS
KIIFCHTa M CePBEpa; OCBEINEHEI BOIPOCEL 0 METOJAX AYTSHTH(HKAIMK CEpBEpa CETEBEIX IIOIHTHK,
MOHWTOPHHTA U YCTPAHEHUS HEUCIIPABHOCTEN CePBEPa CETEBBIX IOJIMTHK.

Tema 8. CHopka 1 pa3BepThIBAHHE IIPUITOAKEHNH IIpH oMoty Maven.

B Teme mpoeemeH o0030p cmcTeMsl sammTel goctyma kK cetd (Network Access Protection),
JIeTATM3UPOBAHbl  (DYHKIMOHATBEHBIE M MH(PACTPyKTYpHBIE TpeOoBaHMA, a TalkoKe pACCMOTPEHBI
KOH(HIYpAIHs, MOHUTOPHHT U yCTpaHeHue HeuciipapHocTeit NAP.

Tema 9. TexHomorus 06BEKTHO-PEIIMOHAOTO OTO0pakeHHs Ha ipuMepe Hibernate.

Moyse TOCBSIIIEH YIIPABISHHIO pecypcamu (haiIoBOro cepeepa M HCIOIB30BAHHIO KBOT, (DaiIoBEIX
skpaHOB H Storage Reports, a Tawke npumenenuto Classification Management 1 File Management,
peammzarpi DFS, npoctpasctea umeH DFS, HacTpoiike 1 ycTpaHeHHIO Henonaaok perumkamnie DFS

Tema 10. Aram3 npofaeM IIPOU3BOIHTEIEHOCTH BeO TIPUITOKEHIH.

B Teme paccMarpuBaroTCs BOMPOCH! IOBBIINEHHsS Oe3omacHOCTH (ailloBOM CHCTEMBL, HCIONB3YS
HacTpoHKy umdposanus ¢atinor ¢ EFS, a Tawke BmOUeHHe W peaM3alys IOMOTHHTSIEHBIX

(GyHKIWI ayauTa.
4. YciioBusl peajiM3alii NpOorpaMMsl

YcaoBus opranu3zaniy U NpoBeIeHNs y4eOHbIX 3aHATHIL:

- Hamqupe padodux CTOJOB K3 pacyera He MeHee 0,48 KB.M. Ha Ka)KIOTO CIyIIaTe s, IPUYeM 3a KaKIbIM
OTJIENBHO CTOSIIAM CTONIOM AOIDKHEI paboTtath He Gomee 1 ciryrmaTerss

- ofecrieueHre TEXHMKH IUIS IIPOBEIeHHS OOydeHHs (IPOeKTOp, HOYTOYK MM KOMITBIOTEP, JKpaH,
KOJIOHKH), IpouuM 000pyI0BAaHHEM K IIPUHAIICKHOCTIMI HEOOX0MMBIMHE JIUIst yueOHOTO IIponecca.



4.1 CtpyxTypHasi MATPHLA HCIOIb3YeMOT0 TEXHOJOTHYECKOT0 H y1eGHO-MeTOAHYEeCKOro
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4.2 IlepeueHs JJUTEPaTYPhl H METOAHYECKUX MATEPHAJIOB.

3.2.1 OcHoBHA"A THTEPATypa

1. Tep6ept Iunr: Java. [Tonroe pykoBoacTBo — Brmbsve, 2018 1. — 1488 c.
2. Java. 3amaun mo ocHoBaM mporpammeposanus — M3natensctro: M.: IEHAH]L, 2019 — 208 c.
3. CTpyKTypsI gaHHBIX ¥ anropaT™mel B Java Jladope PoGepr — Msnatenscrso [Turep, 2018 — 704 c.

4.3 Texnuueckoe odecrieyeHue

MyJbTHME IMITHBL TIPOEKTOP, alaparypa Ijid IPOBEACHHIA BUIEOTPEHHHTa.

5. I'padux peanu3anuu NporpamMmabl

ITporpamma peanusyetcs ¢ 13.05. mo 15.07.2021 r.

ITo cpenam ¢ 18:30 mo 21:00
[To cy66otam ¢ 10:00 mo 12:30




6. @opMBbI aTTeCTAlMH, OLCHOYHBIE MATEPUAJIBI

OlleHKa KauecTBa OCBOSHHS MPOTrPaMMBI OCYINECTRIETCA B BU/IE TECTHPOBAHUS B 2JIEKTPOHOHA (opme
Ha OCHOBE CTOOATBHOM CHCTEMBI OLEHOK II0 OCHOBHBIM pa3zenaM IporpamMel. TectupoBamme
CUMTAETCS MPOMISHHBIM MPH Hamdri 90%0 IIpaBUIIHEIX OTBETOB

1. ABC Company just purchased three new routers to start their company network. Which
items are needed to establish a terminal session between a PC and the router for the initial
configuration? (Choose three.)

straight-through cable.

terminal emulation software. +
rollover cable. +

RJ-45 to DB-9 connector+
V.35 cable.

oo o

2. Which of the following descriptions are true regarding the management connections on a
Cisco router? (Choose three.)

a. They are non-network connections.+

b. They are used to connect the router to the rest of the production network.

¢. They are synchronous serial ports.

d. They are used for initial router configuration.+

e. They are asynchronous serial ports. +

g. They are accessed using their assigned IP address.

3. What contains the instructions that a router uses to control the flow of traffic through its

interfaces?

a. packet configuration.
b. configuration files+
c. flash memory.

d. internal components.

4. Which of the following describes the function of a WAN?

a. connects peripherals in a single location.

b. connects multiple networks in a single building.

c. provides connectivity on a LAN.

d. provides connectivity over a large geographic area.+

5. An internetwork must include which of the following? (Choose three.)

switching.+

static addressing.

IETF standardization.

dynamic or static routing.+
consistent end-to-end addressing.+

o p0 oW



6. Which basic components do a router and a standard desktop PC have in common? (Choose
three.)
a. JR-Admin cannot issue any command because the privilege level does not match one of
those defined.
JR-Admin can issue debug and reload commands.
JR-Admin can issue only ping commands.+
JR-Admin can issue ping and reload commands
R-Admin can issue show, ping, and reload commands.

pea o

7. Which recommended security practice prevents attackers from performing password
recovery on a Cisco IOS router for the purpose of gaining access to the privileged EXEC
mode?

a. Keep a secure copy of the router Cisco 10S image and router configuration file as a backup.

b. Disable all unused ports and interfaces to reduce the number of ways that the router can be
accessed.+

c. Configure secure administrative control to ensure that only authorized personnel can access
the router.

d. Locate the router in a secure locked room that is accessible only to authorized personnel.

e. Provision the router with the maximum amount of memory possible.

8. Which three options can be configured by Cisco AutoSecure? (Choose three.)

CBAC

SNMP

Syslog+

security banner+
interface IP address
enable secret password+

Mo Ao o

9. Refer to the exhibit. Based on the output of the show running-config command, which type
of view is SUPPORT?

secret view, with a level 5 encrypted password

root view, with a level 5 encrypted secret password+

superview, containing SHOWVIEW and VERIFYVIEW views
CLI view, containing SHOWVIEW and VERIFYVIEW commands

ao op

10. Which three services on a router does Cisco SDM One-Step Lockdown enable? (Choose
three.)

SNMP

TCP intercepts+

SSH access to the router+
Cisco Discovery Protocol
password encryption service+
firewall on all outside interfaces

Mmoo o



11. An administrator defined a local user account with a secret password on router R1 for use
with SSH. Which three additional steps are required to configure R1 to accept only encrypted
SSH connections? (Choose three.)

Mo e o

configure the IP domain name on the router+
enable inbound vty Telnet sessions+
generate the SSH keys

configure DNS on the router

enable inbound vty SSH sessions

generate two-way pre-shared keys+

12. Which statement describes the operation of the Cisco SDM Security Audit wizard?

a
b
&
d

The wizard configures a router to prevent unauthorized access.

. The wizard compares a router configuration against recommended settings.+

The wizard monitors network data and logs possible unauthorized or malicious traffic.

. The wizard logs the effectiveness of network security measures for baseline comparisons.

13. An administrator needs to create a user account with custom access to most privileged
EXEC commands. Which privilege command is used to create this custom account?

oae op

privilege exec level 0
privilege exec level 1+
privilege exec level 2
privilege exec level 15

14. Which three areas of router security must be maintained to secure an edge router at the
network perimeter? (Choose three.)

Hoope o

flash security

physical security+
operating system security
remote access security
router hardening

zone isolation

15. Which service is enabled on a Cisco router by default that can reveal significant
information about the router and potentially make it more vulnerable to attack?

o po TR

HTTP
CDP
FTP+
NTP
TEFTP

16. Which two operations are required to implement Cisco SDM One-Step Lockdown?
(Choose two.)

/oo

Choose the One-Step Lockdown feature.

Apply the documented network policies.+

Deliver the configuration changes to the router.+

Compare the router configuration against recommended settings.



€.

Select the Firewall and ACL task on the SDM Configuration screen.

17. Which statement matches the CLI commands to the SDM wizard that performs similar
configuration functions?

a.
b.
c.

d.

aaa configuration commands and the SDM Basic Firewall wizard

auto secure privileged EXEC command and the SDM One-Step Lockdown wizard
class-maps, policy-maps, and service-policy configuration commands and the SDM IPS
wizard+

setup privileged EXEC command and the SDM Security Audit wizard

7. CocTaBHTEIHN IPOrPAMMBbI

AT. Kazaxos
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