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1. lens peasm3anui NporpaMmel

IaTh NPAKTHYECKHE 3HAHHS MW HaBBIKH, HeoOXOJMMEBIE U YCIIEIUHOTO BBIIONHEHUS 3a7ad U
o0s3aHHOCTEN aHAJHUTHKA 110 OE30MACHOCTH MIIAUIEr0 YpOBHA B [leHTpe MOHHTOpHHTA H
yrpasiesust Gesonacuoctsio (SOC).

2. IlmanupyemMbie pe3yJibTaThbl 00y4YeHHs

- 3HaTh METOJIBI YCTAHOBKH BHpT}’EU"IBHOﬁ MalTuHbI K CO3JaH KL OesomnacHoi CpelIbl;

- 3HATHL COBPEMEHHBIC METO/BI aHATU3a pﬂGOTI:I CCTCBBIX IIPOTOKOIOB A CJ'I_YH(G;

- 3HaTh CPEICTBA CETCBOr0 MOHUTOPHHIA VI OMPENEIEHNA aTaK Ha CETEBRIC IIPOTOKOJILL H CHY)I{GBI;
- BIaJCTh TeXHOMOTHAMHE aHalk3d paﬁorbl CETEBBIX ITPOTOKOIOB H CITY }Kﬁ;

- BIaJIeTh CriocobamMu pearupoBaHua OJi YCTPpaHCHHA HHIUICHTOB GGSOHHCHOCTPI;

- BIIAJCTh CPEACTBaAMHA aHaIH3a JaHHBIX O BTOPIKCHUH B CCTh.

3. Coepsxanfe NporpamMmMbl

YYEBHBIN ILJIAH
KYPCOB MOBBIIICHHA KBAJIH(PUKAIHA

«Cern cBsI3M M cHeTeMbl KommyTanuu: nporpamma «CCNA Cybersecurity»
(HanMeHOBaHKUE)

Kareropus ciryuiaresneii: uua jkenaroonme nonyunTs obpasosanue I'T-cnenuanucra
Cpoxk ody4uenusi: 2 mecsna (72 gaca)
®opma 00ydeHns: ¢ IPUMEHEHHEM IHICTAHIMOHHEIX TEXHOTOTHII 6€3 OTphIBa OT paboThl
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KJII0ueH
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YCTPOMCTB




11. | MouuTopuHTr 6€30MacHOCTH 6 1 5
12. | Ananu3 DaHHBIX BTOPKEHUH 5 1 4
13. Pearflfpofrfaﬁne Ha UHUUICHTEI K 5 1 4
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YUEBHAS IMTPOI'PAMMA

KYPCOB MOBBIIICHHS KBAJTH(PHKALNN

«CerH cBsi3H U crucTeMbl KommyTtamnn: nporpamma «CCNA Cybersecurity»

Tema 1. Kubepbez0macHOCTS | IIEHTP MOHUTOPHHTA M YIIPABIIEHHA 0€30IIacHOCTEEO.

B TeMe mpe/CraBIeHO ONUCAHME IIOYEMy CETH M JAHHBIE MOJBEPralOICAd arakaMm. laike
PaccKasbIBAETCS KAK TIOTOTOBUTECS K padore B chepe HupopMariMoHHOH 0e3011acHOCTH.

Tema 2. Oneparonnas cucrema Windows.
JlagHEIi MOMYJIb TIOCBSINEH TPHHIMIAM paboThl onepannoHHOH cuctembl Windows. Tak ke
PACCMATPHUBACTCS MOJeMH OOeCIedyeHHs] 3alllUThl OKOHEYHEIX YCTPOKCTB, pabOTAIOIMX IO
ynpaeierrem OC Windows.

Tema 3. Onepanmonnas cucrema Linux.
B raBe paccMaTpuBarOTCsS OCHOBHBIE Mopenmd amMuuuctpuposanus OC Linux. Tax ke pamores
HABBIKH BEITONMHEHHs 0a3oBeIX onepauii B obonouke Linux. Ciymarenn Takke 3HAKOMSATCA C
OCHOBHBIMH 3aa9aMH, CBSI3aHHBIME ¢ HH(OPMALMOHHOH Ge3011aCHOCTBE), Ha XOCTE M0 YIIPABICHHEM
OC Linux.

Tema 4. CeTeBBIe IPOTOKOIIBI U CILY#KOBL
B rnase moapobro pacemarpusatotes Ethemet u npotokon IP u paseacHsercs METOLI HCIIOMB30BAHHA
npotokonoB Ethernet u IP jursa nepemaun TAHHBIX TI0 ceTH. Tak iKe pazduparoTcs THIIHYHBIE YTHIATEL
U1 IPOBEPKH B TECTHPOBAHUSA CETEBOTO MOIKIIFOUEHHS.

Tema 5. Cerepas uabpacTpyKTypa.
B Teme OOBSCHSIOT, Kak CeTeBble yCTpoicrea obecreuuBaroT OOMEeH JAaHHEIMH II0 IIPOBOAHOH H
GecnpoBoHOM cetr. Tak jke pasduparoTes Kak yCTPOHCTBA U Ty kOBl HCIIONB3YIOTCS It 00eCIeueHNS
0e30MacHOCTH CETH.

Tewma 6. Ilpunnune obecnedeHns 6e30MacHOCTH CETH.

OOBACHSIOTCS KaK NPOUCXOOAT aTakil Ha CETH M KaKKe BU/BI YTPO3 CYIICCTBYIOT.




Tema 7. CereBrle ataku. Y nryOIeHHEIH pazbop.

B riiase noApoGHO H3y9IAETCs IPUHIHIEL paboTs! ceTd. PaccMaTpiBaroTes aTaky Ha 0a3oBble (QyHKIHM
u pacckaspiBaetcst 00 ysizumocTax TCP/IP, mo3Bomsronmx npoBeieHHe CETEBEIX aTak.

Tema 8. 3armuTa ceTH.

OGbsicHeHHe TPHHIMAIIOB 3alUTEl CETH W ONHCAHHE MOIXOJ0B K 3all|Te Oe30IacHOCTH CETH.
PazGuparorcst METO/BI KOHTPOIS IOCTYIIA W OITCAHWE YIIPABIEHHs JOCTYIOM Kak CIoco0a 3alliThI
CETH.

Tema 9. Kpurrrorpadus u srdpactpykTypa 001IHX KIFOYeH.

B rnmase noapoOHO paccMAaTpPHUBAIOTCS Pa3MYHBIE aPXHTEKTYPhl H OCOOEHHOCTH IIPOSKTHPOBAHHS,
3QIUTE], SKCIUTyaTallii KOPIOPATHBHBIX CETell, a TakiKke IOMCKa M ycTpaHeHus Hemonanok. OmHa
OXBaTBIBAET 0COOEHHOCTH co3manus rodansubx cetelt (WAN) 1 mpUMeHeHHs MEXaHU3MOB KadecTBa
obemyxuBanus (QoS) s 3anMTH yIameHHoro Jgoctyna. CrymaTeId Takoke 3HAKOMATCS ¢ IOHATHSIME
IIPOrPaMMHO-OIPEEIAEMOM CeTH, BUPTYIH3AINA ¥ aBTOMATH3ALIH, TO €CTh OCHOBaMH LH(POBBIX
CETEH.

Tema 10. 3anmiTa 1 aHaIA3 OKOHEYHBIX YCTPOHCTB.

B riase mompofHO paccMaTpUBAIOTCS PasJUHBIE apXHTEKTYPhl M OCOOSHHOCTH IIPOSKTHPOBAHUSL,
3AIUTEI, SKCIUIyaTallii KOPIOPATHBHBIX CeTel, a Taioke IoMcka M ycTpaHeHHa Hemomanok. OxHa
OXBaTHIBAET OCOOESHHOCTH co3faHusl r1odaneHbIX cetell (WAN) 1 npuMeneHHs MEXaHH3MOB KaueCTBa
obcmysxuBanms (QoS) Wt 3alMTE YAaIeHHOro goctyna. CIyIIaTe i Take 3HAKOMSATCS ¢ IIOHATHIMHA
TIPOrPAMMHO-OIIPEISIISIEMON CETH, BHPTYAIH3AIMH ¥ aBTOMATH3AIHH, TO €CTh OCHOBAMM IM(DPOBEIX
ceTeit.

Tema 11. MoruTOpHHT 6€30MACHOCTH.

B rnase noapo0HO paccMaTpUBAIOTCH PA3IMYHBIC apXUTEKTYPhl M OCOOSHHOCTH IPOSKTHPOBAHHS,
3AIMUTEL, 3KCIUIyaTalldy KOPIIOPATHBHBIX CeTeH, a Taioke MOMCKa M ycTpaHeHus Hermomnamok. Ona
OXBATBIBAET OCOOCHHOCTH cO3/1aHusl IT100anbHbIX ceTeil (WAN) 1 npHMeHeHHs MEXaHU3MOB KauecBa
obcmysiumBanus (QoS) ULt 3aIUThl YIANEHHOTO HocTya. CIYILATENH TAKKe 3HAKOMSITCS C ITOHSITHAMHA
IPOTPaAMMHO-OIIPEeIIEMOi CeTH, BUPTYATH3AUMH W aBTOMaTH3ANM, TO €CTh OCHOBAMH LIH()POBBIX
ceteil.

Tema 12. Ananm3 JaHHBIX BIOP/KCHUH.

B rmaBe mompoGHO paccMaTpPHBAIOTCSA PA3NTHUHBIE APXUTEKTYPBI H OCOOSHHOCTH IIPOSKTHPOBAHMS,
3AIUATEL, 3KCIUTyaTalldl KOPITOPATHBHEIX CeTel, a Tarke MOWCKA M yCTpaHeHws Hemomamok. Ona
OXBaTHIBaET OCOOSHHOCTH CO3MaHus TnobanbHeX ceTedt (WAN) M npuMeHeHHsT MEXaHH3MOB KaUueCTBa
obcyskupanus (QoS) st 3aIMUTE! YOAIEHHOTO gocTyra. CIyIIaTelH TAKKe 3HAKOMSTCS ¢ TIOHSTHAMHU
HPOrPAMMHO-OIPEASISIEMOM CeTH, BUPTYAIU3AMMH U aBTOMATH3ALMH, TO €CTh OCHOBAMH LH(POBHIX
ceTeit.

Tema 13. Pearupopanue Ha HHIMISHTH] M X 00paboTKa.
Monemi pearipoBaHus HAa HHIUACHTEL, & TAKuKe IPUMEHEHHE MOJIENEH PEArnpOBAaHM HA MHIM/IEHTEL K

coObITHIO BTOpKeHHs.. Kak TpUMEHATh COOBITHIO HMH(OPMAIMOHHOM Oe30mMacHOCTH CTaHIapToB,
yrazagaex B NIST 800-6112.



4. YcioBus peann3anuu 0porpaMmbl

YcaoBusi OpraHnu3alMy ¥ NPOBeNeHHs YIeOHbIX 3aHATHI:

- HaylrHe pabowHX CTOJOB U3 pacyera He MeHee 0,48 KB.M. Ha KayKIoro CITyIIaTels], IPHUeM 38 KOKIbM
OTICJIBHO CTOSAIUM CTONOM AOTBKHBI paboTaTs He Oonee 1 ciryimarers;

- ObecriedcHie TEXHMKM Ui MPOBENCHHS OOydeHus (TIPOEKTOp, HOYTOYK WM KOMIIBFOTED, 3KpaH,
KOTIOHKH), IPOYHM 050PYA0BAHHEM H PUHAIEKHOCTSIMH HEOOXOMIMMBIMEL IS y4e0HOTO TIporecea.



4.1 CTpyKTypHasi MATPHLA HCIIOH3YEMOI'0 TEXHOJOTHUECKOT0 H YUeOHO-MeTOAHYECKOr0
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4.2 TlepedeHb JAUTEPATYPHI H METOTHIECKHX MATEPHAIOB.

3.2.1 OcHoBHas JquTEpaTYpa

o =

4.3 Texnu1deckoe odecnedeHue

Cisco Security Agent. — MznarenscrBo Cisco Press, 2006 — 456 c.
CCNA (Cisco Certified Network Associate). YueOHoe pyKOBOACTBO.
— Wznarensctro: Jlopu, 2002 — 741 c.

3. Cisco CCNA Routing and Switching 200-120 Official Cert Guide.

— Mzmatensetso: Cisco Press, 2013 — 1758 ¢.

MyIbTHMETHHHBIN ITPOSKTOP, AlAPATYpa ISt IPOBEIeHHS BHICOTPEHUHTA.



5. (DOPMI:I arrecranui, oneHo4HbIe MaTepHAaJIbI

OrieHKa Ka4ecTBa OCBOCHHS TIPOrPAMMEI OCYIICCTRISIETCS B BHIE TECTUPOBAHMUS B JIEKTPOROI (popMe
Ha OCHOBE CTOOATBHON CHCTEMBI OLEHOK II0 OCHOBHBEIM pasjellaM TpOTPaMMEBL ecTHpoBaHHe
CUMTASTCS TIPOMIEHHBIM TPy Hamnuuy 90%0 NpaBHIIBbHBIX OTBETOB

1. ABC Company just purchased three new routers to start their company network. Which
items are needed to establish a terminal session between a PC and the router for the initial
configuration? (Choose three.)

straight-through cable.

terminal emulation software. +
rollover cable. +

RI-45 to DB-9 connector+
V.35 cable.

® e o'R

2. Which of the following descriptions are true regarding the management connections on a
Cisco router? (Choose three.)

a. They are non-network connections.+

b. They are used to connect the router to the rest of the production network.
¢. They are synchronous serial ports.

d. They are used for initial router configuration.+

e. They are asynchronous serial ports. +

g. They are accessed using their assigned IP address.

3. What contains the instructions that a router uses to control the flow of traffic through its
interfaces?

packet configuration.
configuration files+
flash memory.
internal components.

fo o

4. Which of the following describes the function of a WAN?

connects peripherals in a single location.

connects multiple networks in a single building.
provides connectivity on a LAN.

provides connectivity over a large geographic area.+

ao o

5. An internetwork must include which of the following? (Choose three.)

switching.+

static addressing.

[ETF standardization.

dynamic or static routing.+
consistent end-to-end addressing.+

o o



6. Which basic components do a router and a standard desktop PC have in common? (Choose
three.)
a. JR-Admin cannot issue any command because the privilege level does not match one of
those defined.
JR-Admin can issue debug and reload commands.
JR-Admin can issue only ping commands.+
JR-Admin can issue ping and reload commands
R-Admin can issue show, ping, and reload commands.

oo o

7. Which recommended security practice prevents attackers from performing password
recovery on a Cisco IOS router for the purpose of gaining access to the privileged EXEC
mode?

a. Keep a secure copy of the router Cisco IOS image and router configuration file as a backup.

b. Disable all unused ports and interfaces to reduce the number of ways that the router can be
accessed.+

c. Configure secure administrative control to ensure that only authorized personnel can access
the router.

d. Locate the router in a secure locked room that is accessible only to authorized personnel.

e. Provision the router with the maximum amount of memory possible.

8. Which three options can be configured by Cisco AutoSecure? (Choose three.)

CBAC

SNMP

Syslog+

security banner+
interface IP address
enable secret password+

Hope o

9. Refer to the exhibit. Based on the output of the show running-config command, which type
of view is SUPPORT?

secret view, with a level 5 encrypted password

root view, with a level 5 encrypted secret password+

superview, containing SHOWVIEW and VERIFYVIEW views
CLI view, containing SHOWVIEW and VERIFYVIEW commands

Ao o

10. Which three services on a router does Cisco SDM One-Step Lockdown enable? (Choose
three.)

SNMP

TCP intercepts+

SSH access to the router+

Cisco Discovery Protocol
password encryption service+
firewall on all outside interfaces

mo e o



11. An administrator defined a local user account with a secret password on router R1 for use
with SSH. Which three additional steps are required to configure R1 to accept only encrypted
SSH connections? (Choose three.)

Mmoo o

configure the IP domain name on the router+
enable inbound vty Telnet sessions+
generate the SSH keys

configure DNS on the router

enable inbound vty SSH sessions

generate two-way pre-shared keys+

12. Which statement describes the operation of the Cisco SDM Security Audit wizard?

ae op

The wizard configures a router to prevent unauthorized access.

The wizard compares a router configuration against recommended settings.+

The wizard monitors network data and logs possible unauthorized or malicious traffic.
The wizard logs the effectiveness of network security measures for baseline comparisons.

13. An administrator needs to create a user account with custom access to most privileged
EXEC commands. Which privilege command is used to create this custom account?

oo o

privilege exec level 0
privilege exec level 1+
privilege exec level 2
privilege exec level 15

14. Which three areas of router security must be maintained to secure an edge router at the
network perimeter? (Choose three.)

o oo o

flash security

physical security+
operating system security
remote access security
router hardening

zone isolation

15. Which service is enabled on a Cisco router by default that can reveal significant
information about the router and potentially make it more vulnerable to attack?

opo oW

HTTP
CDP
FTP+
NTP
TFTP



16. Which two operations are required to implement Cisco SDM One-Step Lockdown?

(Choose two.)
a. Choose the One-Step Lockdown feature.
b. Apply the documented network policies.+
c. Deliver the configuration changes to the router.+
d. Compare the router configuration against recommended settings.
e. Select the Firewall and ACL task on the SDM Configuration screen.

17. Which statement matches the CLI commands to the SDM wizard that performs similar
configuration functions?

a.
b.
c.

d.

aaa configuration commands and the SDM Basic Firewall wizard

auto secure privileged EXEC command and the SDM One-Step Lockdown wizard
class-maps, policy-maps, and service-policy configuration commands and the SDM IPS
wizard+

setup privileged EXEC command and the SDM Security Audit wizard

7. CocTaBUTEH IPOTPAMMBI

busun O.E., nauansauk S otoena Y1IA fff;}—z”’



