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1. Iess peau3anuy NPOrpaMmael

JlaTh TIPAKTHYECKAE TPOdOPUEHTHPOBAHHEIE PEIIECHHS ISl JMEKTPOHHOTO 00YYEHHA ¢ yIOpOM Ha
IPaKTHYeCKUil OIBIT, YTOOHI [OMOYE CIYIIATCIAM DPasBHMBATh CIElHAIbHBIE HABLIKUA B 00mactu

0e30MacHOCTH IS KapbCpHOT'O POCTA.

2. IlnanupyeMble Pe3yJbTAThI 00y4eHHs

- 3HaTh METOBI PEATTH3AIINH TEXHONOTHHI OpeHamayepa;

- 3HaTh COBPEMEHHEIE YIPO3bI CeTeBOl 0e3011aCHOCTH B COBPEMEHHOM MHDE;
- 3HaTh Kak obecneunTs Ge30macHoCTh st okansHoi ceti (LAN);

- BJIAJIETh TEXHOJIOTHAMI KPUIITOTPAQIYeCKUX CHCTEM;

- BIIAZIETh CIIOCOOaMH BHEPEHHS CHCTEMEI 3aIMuTHI 0T BTOp:KeHui (IPS);

- BIIAJIETh CPEICTBAMHE 3AI[MTHl CETEBBIX YCTPOMUCTB.
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YUYEBHASI ITIPOTPAMMA
KYPCOB NOBBIMIEHHS KBAJHPHKAIIHH
«CeTH CBSI3H M CHCTEMBI KOMMY TALHH: IporpaMma

«Cisco Certified Network Associate Routing and Switchingy

Tema 1. BezieHne B ceTeBble TEXHOTOIHA.

B Teme npencrasieno, Kak peamsoBLmarh HH(PACTPYKTYPY HA OCHOBE I'PYIIIOBEIX IIOJUTHK U KAK
HACTPaWBAaTh W YIPABIIAT TIOMYYEHHOMH uHdpacTpykTypoit. Taioke PacCMOTPEHEI 0OIACTH TPYIIIOBBIX
TIOTHMTHK, UCIOMB3YIONIHE CBA3H, TPYIIIEL Ge3011acHOCTH, GunsTper WMI, mernonsiopanme Loopback-
MHTEP(EHCOB H OCHOBHBIE HATIPABICHMS YCTPaHEHHS LIPOOIIEM ¢ TTOTHTHKAMH IIPHIIOJKEHHIA.

Tema 2. MaprupyTusanmst u ocHOBEI KOMMYTAITHH,

JlaHnBIl MOZyNB MOCEAIEH peaymzanmm 4/IMUHHCTPATHBHBIX MAOITOHOB, 0COOEHHOCTSIM HACTPOHKM
Group Policy Preferences u TICPCHAIPAB/ICHHIO NANOK O0BEKTOB IPYIIIOBOM MONHTHKH, & TAKKE
YHPABJICHHIO HPOrPAMMHEM OGECTICYEHHEM C IIOMOLITBEO TPYIIIOBEIX MOJHTHK.

4. YeaoBus peanmzanuu MPOrpamMMbIl

Ycenoust opranmzammu u NpPOBEAEHHA YIUeOHbIX 3AHITHIL:

- HATHYHE pabOodrX CTOMOB U3 pacyera He MeHee 0,48 xB.M. Ha KavKIorO CiryImaTeNs, TIPUYEM 32 KaKIBIM
OTACIBEHO CTOSIIIMM CTOJIOM JQIDKHEL paboTaTh He Gonee 1 CIIyIIaTens;

- ObeCricucHHe TEeXHUKM U1 IPOBEICHUS o0ydenns (HpoeKTop, HOYTOYK MM KOMIIBIOTED, 3KpaH,
KOJIOHKH), IPOYHM 060pYIOBAHHEM K TIPUHAIICKHOCTAMH HEOOXOIMMBIMH JUTst y9eGHOTO TIporecea.
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4.2 Hepe‘{em; JIMTEPATYPLI 1 METOAUYECKHX MATEPHATIOB.

3.2.1 OcHoBHas JuTEpaTYpa

1. Cisco Security Agent. — M3pnarenscreo Cisco Press, 2006 — 456 c.
CCNA (Cisco Certified Network Associate). YuebHOS pyKOBOACTEO.

— U3parensctro: Jlopu, 2002 — 741 c.
3.  Cisco CCNA Routing and Switching 200-120 Official Cert Guide.

— Wznarensctso: Cisco Press, 2013 — 1758 c.

4.3 Texuu4ueckoe odecrieueHue

MyIbTEMEIHHHBI TPOSKTOP, almaparypa Uit IPOBeIeH s BHACOTPEHHIHTA,




5. (DOprI aTTrecTalii, OIICHOYHBIE MAaTePHUAaJIbI

OnenKa KauecTBa OCBOSHHUSI IPOrPaMMBI OCYITIECTRIISETCS B BUJIC TECTHPOBAHKSA B IMEKTPOHOH (opme
Ha OCHOBE CTOOAIBHOM CHCTEMBI OIEHOK MO OCHOBHBIM pa3fieliaM IIporpaMMel lecThpoBaHue
CUMTAETCS IPOHIeHHBIM Ipy Hamrard 90% MpaBHIBHBIX OTBETOB

1. ABC Company just purchased three new routers to start their company network. Which
items are needed to establish a terminal session between a PC and the router for the initial
configuration? (Choose three.)

oo o

straight-through cable.

terminal emulation software. +
rollover cable. +

RJ-45 to DB-9 connector+
V.35 cable.

2. Which of the following descriptions are true regarding the management connections on a
Cisco router? (Choose three.)

a
b
6.
d.
e
g
3

They are non-network connections.+

They are used to connect the router to the rest of the production network.
They are synchronous serial ports.

They are used for initial router configuration.+

They are asynchronous serial ports. +

They are accessed using their assigned IP address.

. What contains the instructions that a router uses to control the flow of traffic through its

interfaces?

packet configuration.
configuration files+
flash memory.
internal components,

4. Which of the following describes the function of a WAN?

o opo o

o po o

connects peripherals in a single location.

connects multiple networks in a single building.
provides connectivity on a LAN.

provides connectivity over a large geographic area.+

. An internetwork must include which of the following? (Choose three.)

switching.+

static addressing.

IETF standardization.

dynamic or static routing.+
consistent end-to-end addressing.+



6. Which basic components do a router and a standard desktop PC have in common? (Choose
three.)
a. JR-Admin cannot issue any command because the privilege level does not match one of
those defined.
JR-Admin can issue debug and reload commands.
JR-Admin can issue only ping commands.+
JR-Admin can issue ping and reload commands
R-Admin can issue show, ping, and reload commands.

opo o

7. Which recommended security practice prevents attackers from performing password
recovery on a Cisco IOS router for the purpose of gaining access to the privileged EXEC
mode?

a. Keep a secure copy of the router Cisco IOS image and router configuration file as a backup.

b. Disable all unused ports and interfaces to reduce the number of ways that the router can be
accessed.t

c. Configure secure administrative control to ensure that only authorized personnel can access
the router.

d. Locate the router in a secure locked room that is accessible only to authorized personnel.
e. Provision the router with the maximum amount of memory possible.

8. Which three options can be configured by Cisco AutoSecure? (Choose three.)

CBAC

SNMP

Syslog+

security banner+
interface IP address
enable secret password+

Lo L S T

9. Refer to the exhibit. Based on the output of the show running-config command, which type
of view is SUPPORT?

a. secret view, with a level 5 encrypted password

b. root view, with a level 5 encrypted secret password+

c. superview, containing SHOWVIEW and VERIFYVIEW views

d. CLI view, containing SHOWVIEW and VERIFYVIEW commands

10. Which three services on a router does Cisco SDM One-Step Lockdown enable? (Choose
three.)

SNMP

TCP intercepts+

SSH access to the router+
Cisco Discovery Protocol
password encryption service+
firewall on all outside interfaces

o Qo oR



11. An administrator defined a local user account with a secret password on router R1 for use
with SSH. Which three additional steps are required to configure R1 to accept only encrypted
SSH connections? (Choose three.)

configure the TP domain name on the router+
enable inbound vty Telnet sessions+
generate the SSH keys

configure DNS on the router

enable inbound vty SSH sessions

generate two-way pre-shared keys+

0 A @ T

12. Which statement describes the operation of the Cisco SDM Security Audit wizard?

The wizard configures a router to prevent unauthorized access.

The wizard compares a router configuration against recommended settings.+

The wizard monitors network data and logs possible unauthorized or malicious traffic.
The wizard logs the effectiveness of network security measures for baseline comparisons.

e o R

13. An administrator needs to create a user account with custom access to most privileged
EXEC commands. Which privilege command is used to create this custom account?

privilege exec level 0
privilege exec level 1+
privilege exec level 2
privilege exec level 15

o ap o

14. Which three areas of router security must be maintained to secure an edge router at the
network perimeter? (Choose three.)

flash security

physical security+
operating system security
remote access security
router hardening

zone isolation

Moo o

15. Which service is enabled on a Cisco router by default that can reveal significant
information about the router and potentially make it more vulnerable to attack?

HTTP
CDP
FTP+
NTP
TFTP

opo o



16. Which two operations are required to implement Cisco SDM One-Step Lockdown?
(Choose two.)

Choose the One-Step Lockdown feature.

Apply the documented network policies.+

Deliver the configuration changes to the router.+

Compare the router configuration against recommended settings.
Select the Firewall and ACL task on the SDM Configuration screen.

g o o

17. Which statement matches the CLI commands to the SDM wizard that performs similar
configuration functions?

a. aaa configuration commands and the SDM Basic Firewall wizard

b. auto secure privileged EXEC command and the SDM One-Step Lockdown wizard

¢. class-maps, policy-maps, and service-policy configuration commands and the SDM IPS
wizard+

d. setup privileged EXEC command and the SDM Security Audit wizard

7. CocTaBUTEIH PO PAMMBbI
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