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1. Ilean ocBOEHUS TUCHUILIHHDI.

L[CJ'IBIO AUCHUINIMHBI ABJIACTCA H3YUCHHC IIPHUHIMUIIOB p33pa6OTKI/I 0e301acHOTO IIpo-
I'paMMHOTI'O oOecreyeHus.

2. MecTO IMCUMILIMHBI B CTPYKTYpe 00pa30BaTe/ibHOI NPOrpaMMbl.

I[I/ICI_II/IHJ'II/IHa «Pa3pa60TKa 0e301acHoro IMporpaMMHOIo oOecIeYeHM» OTHOCHTCS K YHC-

Jy AMCUMIUIMH 0a30BOM 4acTH mpodeccHoHanbHOro Hukia. [[ns jmydmiero ycBoeHUs JaHHOM

JUCHUITIINHBI HCO6XOI[I/IMO, YTOOBI CTYACHT BJIaAC) 3HAHUAMU, YMCHUAMU U HABBIKAMU, C(bOpMI/I-

POBaHHBIMHU B TIporiecce oOydenus B OakanaBpuare no Hampasieruto 02.03.01.

3. HﬂaHpreMme pe3yJIbTaThbl oﬁyquI/m Mo TUCHUIIJINHE, COOTHECCHHBIC C IIJIAHUPY-

€MBbIMU peE3yJIbTaTaMHu 0CBOCHUS Oﬁpa3OBaTeﬂbH0ﬁ MporpaMmmal.

[Tpouecc u3yueHus: NMCUMIIMHBI HapaBiieH Ha (OPMUPOBAHHUE CIEAYIOIIUX AJIEMEHTOB

komneTreHiui B coorBeTcTBUU ¢ ®I'OC BO roga mis cnennansnocty MKH, HanpaBieHHBIX Ha

PUOOPETEHNE CIEAYIOIUX 3HAHUI, YMEHUM, HABBIKOB U (MJIM) ONBITA JESTEIIbHOCTH:

dopmupyemasi KoMIie-
TeHI U

(xox u popmMyTHPOB-

Nuaukatop nocTuzkeHust
KOMIIeTeHIIMH

(xox u (hopMyTHPOBKA)

Ilepeyennb
IUVIAHUPYEMBIX Pe3yJbTaTOB 00yUYeHUs

Ka)
IIpodeccuonanbHble KOMIIETEHIUH
3HaTh:
- MexaHu3Mbl 0€30MMacHOCTH, IPUMEHsIE-
IK-2 mbie B [10.
Crocoben  wucnonb3o- - Marematnueckoe 00ocHOBaHHE Oe3ornac-

BaThb COBPEMEHHBIC Me-
TOJABI pa3pabOTKU U pe-
aJIM3allid  KOHKPETHBIX
QJITOPUTMOB MaTeMaTu-
yeckux Mojeneil Ha Oa-
3¢ SI3BIKOB TPOTPAMMHU-

pOBaHUS UM  IIaKETOB
MPUKIIATHBIX
IporpaMMm  MOJEJIHPO-
BaHUS.

NA-IIK-2.1

Brnaneer coBpeMeHHBIMU
METOJlaMU Ppa3pabOTKu U
peanu3aluy  aIroOpuTMOB
MaTEMATUYECKUX MOJEIIEN
Ha 0a3e SI3bIKOB U MaKEeTOB
OPUKIAJAHBIX  [POrPaMM
MOJIETTUPOBAHUS.

HOCTH NpuMeHsieMbIX B 110 anroputmoB n
MOJIEJIEN.

Ymersn:

- Pa3pabaTpiBaTh MeXaHH3MBbI 0€30MaCHO-
ctu I10.

— O00OCHOBBIBaTh COOTBETCTBUE pa3pabo-
TaHHBIX MEXaHW3MOB O€30MaCHOCTH BBI-
OpaHHBIM MOJUTHKAM O€30MMaCHOCTH.

- [IpumensTh cucteMHoe Kpunrorpadude-
ckoe API mpu pazpabotke I10.




Na-MK-2.3

HNwmeer MPAKTUYECKUI
ONBIT pa3pabOTKU U pea-
JIU3alUU  aJITOPUTMOB Ha
0a3e S3BIKOB U TAKETOB

HPUKJIaIHBIX
MOJIETUPOBAHHS.

porpamMm

Baaners, HaBBIKAMMH:

- [IpumeneHnss  MEXaHU3MOB
0€3011aCHOCTH NMPUIIOKEHUH.

IIPOBEPKHU

— IlpumMeHeHNsT MEeXaHW3MOB IIOJTUCHIBA-
HUS ¥ TIPOBEPKH HCHOJHSIEMBIX (aiiioB,
OuOIMOTEK U COOPOK.

— Hcnionb30BaHusl MOATOTOBJIEHHBIX BBIpa-
KEHUM TIpu ucroaHeHnn SQL-3ampocos.

- Ucnonw3oBanust  Oe3omacHeix HTML-
¢bpeiiMBopkoB U canuTaiizepoB  HTML-
BEPCTKH.

4. O6beM, CTPYKTYpPA U coep:KaHue JUCHMILIHHBI.

OO6mias TpyI0eMKOCTh TUCIMIUIMHBI COCTaBIsAET 5 3aueTHBIX eauuull, 180 akaj. yacos.

Ne Tembl (pa3aennl) Bujabl yueOHbIX 3aHATHIA, DopMBbI TEKyIEro
n/n AUCHUIIJIMHBI, E‘ BRJIIOYasi CAMOCTOATEJ/IbHYIO paﬁoTy KOHTPOJIA YCII€BAEMOCTH
HX COo/iepiKaHue 2 CTY/A€HTOB, ®Dopma NPoMexKyYTOUHOM
QE.) U UX TPYAOEMKOCTDH arTrecraluumu
© (B akaJileMHMYeCKHUX Yacax) (mo cemecrpam)
KonrakTHas padora
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1 |I[IpaBma Ge3oracHOM pa3pa-
P pasp 3 4 2 4  |IIpakTuyeckue 3aHATUS
OOTKH.
2 |be3omacHoe mporpamMMHUpO-
3 6 2 [IpakTyeckue 3aHATHS
Banue B C/C++. 12 p
3 |be3omacHas pa3paboTka web-
pasp 3 6 2 12 (IIpakTuueckue 3aHATHS
MPUIIOKEHUH.
4 |IIlpuMmeneHue Kpunrorpaduu
p P pad 3 6 4 2 12 (IIpakTuueckue 3aHATHS
B I10.
5 |Anamu3 06e3omacHoCcTH Koma. | 3 6 16 4 12 |lIpakTHueckue 3aHATUS
6 |be3omacHoe aBJICHHEC
ynp 3 2 4 2 10 |IIpakTuueckue 3aHATUSA
CEeKpeTaMH.
7 |IlpumeHeHHE  MEXaHHU3MOB
MOJIMUCHU JJI IPOBEPKH Mpo-| 3 2 2 10 |[IpakTuueckue 3aHATUS
TPaMMHBIX KOMITOHEHTOB.
2 105 335 DOK3amMeH
UTOr o 32 | 32 10 | 0,5 | 105,5




Conep:xanue pa3iesioB IMCHUIINHBI:
Tewma 1. [IpaBuia Oe3omacHOM pa3paOOTKH.
1. Common Weakness Enumeration (CWE). CWE Top 25.

2. Crangaptel Oe3omacHoii paspaborku Software Engineering Institute Computer
Emergency Response Team (SEI CERT).

3. Common Vulnerability and Exposures (CVE).
4. National Vulnerability Database (NVD).
5. Common Vulnerability Scoring System (CVSS).

6. PykoBojacTtBa mo pazpabotke m TectupoBanuto Open Web Application Security
Project (OWASP). OWASP Top 10.

7. Obmas nmpobiiema HeOE30TaCHOM apXUTEKTYpPHI IPHIIOKEHNH U legacy-Kkofa.

Tema 2. Be3zonacHoe nporpammupoBanue B C/C++,

1. HebGe3omacHas pabota ¢ mamsthio. O0OpalieHue K HeBbIIeIEHHON U 0CBOOOKIEHHOM
namsTd. Pa3piMeHOBaHME HyIeBOTO ykaszatens. OCBOOOXKIEHUE MaMsITH, KOTOpas He OblIa paHee
BbIIeNicHA QYHKIIMEH yIpaBiIeHUs aMATH. BbiieneHne naMsaTH HeIOCTaTOYHOM JUIsl 0ObEKTa.

2. HeGe3omacHast pabota ¢ yncimamu. OMMOKY IPH MEPETIOTHEHUN U OKPYTIICHUH.
3. HeGe3omacHas paboTa ¢ MacCHBaMH.

4. HeGe3omacHas pabota co ctpokaMu. OMIHOKU ¢ HYJIb-TEPMUHUPOBAHHBIMHU CTPOKA-
MU.

5. HeGe3omacHast pabota ¢ BBo1IoM-BeIBOJIOM. Omnbdku popmaTtHoi ctpoku. Coctsiza-
TenbHbIC cuTyanuu time-0f-check, time-of-use (TOCTOU).

6. Hebe3onmacHoe ucnoib30BaHne PyHKIIMU System.

7. Hebe3omacHoe UCTIOJIb30BAHUE CUTHAJIOB.

8. Hebe3omacHocTh HEOOPAOOTKHU OMUOOK OMOIHOTEK.

9. Heb6e3omnacHas pa6oTa ¢ unTepdericamu onepannoHHbix cuctem (OC).

Tema 3. Be3omacHas pa3padoTka web-TpuiioKeHuil.

1. Pa3paboTka Ge30macHbIX MEXaHW3MOB HMIACHTU(GUKALUU U ayTEHTU(UKALMHU MOJIb-
3oBatenel. CeccuonHbie Kyku. JWT.

2. PazpaboTka Oe30macHbIX MEXaHH3MOB aBTOpu3anuu. PoneBas Mmoaens gocrymna. [o-
ctyn K aitnam. Jloctyn k URL u o6padotunkam HTTP-3anpocos.

3. CORS. Hacrpoiika noctymna k API ¢ aBTopr30BaHHBIX JIOMEHOB.

4. 3amurta oT uHBEKHUH. [1oaX0abI K SKpaHUPOBAHUIO TMOJIL30BATEIHCKUX JTAHHBIX.
CepBepHble U KIIMEHTCKUE XSS caHuTan3epshl.

5. 3ammura ot XSS.

6. Ucnonp3oBaHue ySI3BUMBIX KOMIIOHEHTOB.

7. HeGe3zonacHas koHpurypanus. OctaBieHne HacTpoek o ymonuanuto. OcTaBiieHue
HEHYKHBIX BO3MOKHOCTEM.

8. HTTP 3aromoBkm Oe3zomacHoctu: Strict-Transport-Security, Content-Security-
Policy, X-Frame-Options, X-Content-Type-Options, Referrer-Policy, Cache-Control, Clear-Site-
Data, Feature-Policy.



9. OrcyrctBue nposepku 1nenoctoctu I10 u gannpix. CI/CD pipeline. Ataka Ha 1e-
MOYKY MOCTaBOK. Vcronbp30BaHne HEM3BECTHOTO KOAA.

10. OTCYTCTBI/Ie AO0CTAaTOYHOT'O JIOTUPOBAHNA U MOHUTOPHHIA.

11. 3ammTa OT MOAAENKH 3arpocoB Ha KiIMeHTCKoW ctopoHe. CSRF-Tokensl. dnar
SameSite Ha KyKH.

12. 3ammTa OT MOICIIKH 3aIIPOCOB Ha CEPBEPHON CTOPOHE.
13. TectupoBanue web-TIpUIOKESHUMN.

Tema 4. Ilpumenenue kpunrorpaduu B [10.

1. Ucnonws3oBanue Linux Crypto API.

2. Ucnonw3oBanue kpuntorpapudeckoe APl Windows.

3. Ucnonp30BaHue CTOPOHHUX OMOTHOTEK.

4. TectupoBanue kpunrorpapuueckux peanuzauuii. Crangapt FIPS 140.
5. YmpapieHue KII04aMH.

Tema 5. Agann3 0e30IMacHOCTH KOA.

1. Ommbku mapaieaTbHOr0 MporpaMMupoBaHus. [IoOMCK COCTOSHHUS TOHKH C TTOMO-
mpeio ThreadSanitizer.

2. Cratrueckuii aHaIM3 KoJia Ha O€301aCHOCTb.
3. JlmHamMudeckuii aHAJIN3 KoJa Ha 0€3011aCHOCTb.

Tema 6. be3zonacHoe yiIpaBJIeHHUE CEKPETAMMU.

1. [Ipob6niema co3panusi, JOCTaBKU U XPAHEHUSI CEKPETA.
2. Cuctembl ypaBlieHUsI CEKPETaMHU.

3. [Ipobnema ymorupoBaHUs W KOMUPOBAaHHS CeKpeToB. CHCTEMBI TOHUCKA CEKPETOB.
DLP cuctemsl.

Tema 7. HDI/IMeHeHI/IC MEXAHU3MOB IIOAIIMCH JJIA IIPOBCPKHU IMPOIrpaMMHBIX KOMIIOHCHTOB.

1. [Moamuck GunapHbIX QaitioB Ha Windows ¢ nmomombio SignTool.
2. IToamuck coopok .NET.
3. IMoamuck coopok Java.
4. TIpoBepka MOJMUCH UCTIONHSAEMBIX (DaiinoB, OUOIHOTEK U COOPOK.
5. Mexanusm .NET Code-Access Security.
5. O0pa3oBaTe/ibHbIe TEXHOJIOTHH, MCIOJb3yeMble MPH OCYlHIeCTBJIEHUN 00pa3oBa-
TEeJIbHOI0 NMpollecca Mo JUCHHUILINHE.
B nmporiecce 00ydeHmst HCTIONB3YIOTCA CIEAYIONINE 00pa30BaTENbHBIEC TEXHOJIOTHH:
BBoaHas JeKIusi — JacT MepBOE IEIOCTHOE MPECTABICHNUE O JUCIMIUINHE U OPUCHTUPY-
€T CTYZICHTA B CHCTEME M3y4YeHUS JAaHHOU JUCIUIUIUHBI. CTYyIEHTHI 3HAKOMSTCS C HA3HAYCHUEM H
3aJladyaMH Kypca, ero poJiblo U MECTOM B CUCTEME YUEOHBIX JUCITUIUIMH M B CUCTEME TIOJITOTOBKH
B 1enoM. Jlaetcs kpaTkuii 0030p Kypca, UCTOPHUS Pa3BUTHS HAYKW U TMPAKTHKH, JOCTHKCHUS B
3TOM cepe, UMEHA U3BECTHBIX YUYEHBIX, U3JIATAIOTCS NEPCIICKTUBHBIC HAMPABICHUS UCCIIEI0BA-
Hui. Ha 3To¥ JIeKIK BBICKA3bIBAIOTCS METOMYECKHAE U OPraHU3allMOHHBIC 0COOEHHOCTH PA0OTHI
B paMKaX JIaHHOM JUCITUIUIMHEI, & TAKXKE JTAETCS aHAU3 PEKOMEHyeMOl y4eOHO-METOINYECKON
JTUTEPATYPHI.



AkaneMHuYecKas JeKIUs — [I0CIeA0BaTEIbHOE U3JI0KEHNE MaTepHraia, OCYyIEeCTBIIEMOE
MPEUMYIIECTBEHHO B BHJIE MOHOJIOTa MperoAaBaTelisa. TpeOoBaHUS K aKaJeMUYSCKOW JICKIIUH:
COBPEMEHHBII Hay4YHbI YPOBEHb M HACHIIIEHHAs WH()OPMATUBHOCTD, yOeaUTeNbHAs apryMeHTa-
1Ks, JOCTYIHAsl U TOHSATHAsl peyb, YeTKas CTPYKTypa U JIOTMKA, HAIMYUE SIPKUX IPUMEPOB,
HAy4YHBIX JJOKa3aTeIbCTB, 000CHOBAaHUH, (haKTOB.

HpaKanecxoe 3aHATHE — 3aHATHC, IMMOCBAINICHHOC OCBOCHHIO KOHKPCTHBIX y'MeHI/Iﬁ u
HaBBIKOB M 3aKPCIIVICHUIO IMMOJTYYCHHBIX Ha JICKIIUH 3HAHUH.

KOHcy.]'leaHI/lI/I — 3aHATHC, IIOCBAIICHHOC O6CY)K,Z[CHI/IIO BOIIPOCOB, BOBHUKIIUX B XOIC
TCOPCTUYCCKUX U MTPAKTUICCKUX 3aHATHUM.

KonTposbHasa padora — 3aHATHE, HA KOTOPOM CTYJEHTHI PELIAOT NPEJIOKEHHBIE 3a/1a-
Hus. [lo uroram KOHTpOJIBHOW pabOTHI MPENOAaBaTENb MPOBEPSIET BHIIIOJHEHHBIE 3aJaHUS U BbI-
CTaBJIAET OLICHKY.

6. [lepeueHb MHGPOPMANMOHHBIX TEXHOJIOTMi, MCNOJb3yeMbIX MPH OCYIIeCTBJIECHHH
00pa30BaTe/ILHOIO NMpoLecca Mo JUCHUIINHE.

a) OnepaunoHHbIE CHCTEMBbI.
1. OC Windows o nporpamme Microsoft Azure Dev Tools for Teaching.
2. OC Linux, cBO60JHO pacmpocTpaHseMble TUCTPUOYTHUBBI.

0) 'mnepBU30pbI U IMYJISITOPHI.

1. VirtualBox. Coboano pacrpoctpansiemoe [10. https://www.virtualbox.org/ (nata
oOparmenus 19.01.2022)

B) Cpean! pazpadorku u SDK.
1. Visual Studio o nporpamme Microsoft Azure Dev Tools for Teaching.

2. Visual Studio Code. CBob6o1HO pacrpocTpaHsieMoe I10.
https://code.visualstudio.com/ (nata oopamenus 19.01.2022)

3. Windows SDK, kak gacte Windows o nporpamme Microsoft Azure Dev Tools for
Teaching.https://developer.microsoft.com/en-us/windows/downloads/windows-sdk/ (mata o0pa-
mienus 19.01.2022)

4. OpenJDK. CBo6omuo pacnpoctpansemoe I1O. https://openjdk.java.net/ (mata o6-
pamienus 19.01.2022)

5. ASP.NET. Csob6oxno pacmpoctpansemoe I10. https://dotnet.microsoft.com/en-
us/apps/aspnet (nata ooparmenus 19.01.2022)

r) MHcTpyMeHTBI TECTUPOBAHMS.

1. CodeQL. becmataoe 1o TUTSt aKaJIEeMHUYECKUX 1enen.
https://github.com/github/codeql (nara oopamenus 19.01.2022)
2. ThreadSanitizer. CBo0OoIHO pacrpocTpaHsieMoe [10.

https://clang.llvm.org/docs/ThreadSanitizer.html (nata o6pamenus 19.01.2022)

3. gitleaks. CBoboxHO pacmipoctpansemoe I10. https://github.com/zricethezav/gitleaks

4. CATS. Csoboxno pacmpoctpansiemoe [10. https://github.com/Endava/cats (nara
obpamenus 19.01.2022)

5. american fuzzy lop. CBoboaHO pacrpocTpaHsieMoe
I10.https://github.com/google/AFL (nata oopamenus 19.01.2022)
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6. sqlmap. Crobomno pacnpoctpansemoe I[10. https://sqlmap.org/ (maTa oOpamenus
19.01.2022)

7. XSStrike. Coboano pacmpoctpansemoe I10.https://github.com/sOmd3v/XSStrike
(mara obpamenus 19.01.2022)

8. Robot Framework. CBoboxno pacmpoctpansemoe I10.https://robotframework.org/
(mara obpamenus 19.01.2022)

Il) CucreMbl YHpaBJICHUA CEKpETaMU.

1. HashiCorp Vault Free. CBo0oHO pacrpocTpaHsieMoe [10.
https://github.com/hashicorp/vault(nata o6pamenus 19.01.2022)

7. IlepeyeHb OCHOBHOM M IOMOJHHUTEIbHOI Yy4eOHOH JUTEpPaTYyphl, pecypcoB HHGOP-
MAaIHOHHO-TEJEKOMMYHUKAIMOHHOH ceTn VIHTepHeT, HEOOXOMMMBIX JJIsl OCBOEHHS THCIH-
IUIMHBIL.

a) OcHoBHas1 JJUTEpaTypa.

1. Cemb Ge3omacHbIX HH(POPMAITMOHHBIX TEXHOJIOTHI [ DIEKTPOHHBIN pecypc] : yueo. /
A.B. bapa6anoB [u ap.]. — Dnekrpon. nan. — Mocksa : JIMK Ilpecc, 2017. — 224 c. — 10
Pexxum nocrymna: https://e.lanbook.com/book/97352. — 3ari. ¢ skpaHa

0) lonoJiHUTEILHAS JIUTEpaTypa.

1. Tobuac, K. JI[HeBHHK OXOTHMKA 3a omuOKkamu. [lyremecTBue yepes MKYHIIIH MPO-
651eM 0e30MacHOCTH MPOrPaMMHOTO oOecTieueHus [ DNEeKTPOHHBIN pecypc| — DIEKTPOH. JAaH. —
Mocksa : [IMK IlIpecc, 2013. — 240 c. — Pexxum gocrtyna: https://e.lanbook.com/book/4812. —
3ari. ¢ sKpaHa.

2. XoBapa, M. 19 cMepTHBIX TPEXOB, yTpOXKAOIMUX Oe3omacHoCcTH mporpamMm. Kak He
JOMYCTUTh TUIMHYHBIX OIMIMOOK [DIeKTpoHHBINA pecypc] : yue6. mocobue / M. Xosapn, . Jle6-
naHk, J[. Buera. — Onexktpon. gan. — Mocksa : JIMK Ilpecc, 2009. — 288 c. — Pexxum gocrty-
na: https://e.lanbook.com/book/1118. — 3ari. ¢ skpaHna.

B) Pecypchl cetn UHTepHeT.

1. Kypuan «Xakep» [Dnekrponusiii pecypc] / URL: https://xakep.ru (mata obparie-
aust 19.01.2022)

2. NISTSP  800-57 Part 1 Rev. 5[Dnekrponnsii pecypc] //  URL:
https://csrc.nist.gov/publications/detail/sp/800-57-part-1/rev-5/final (mata oOpareHust
19.01.2022)

3.SEI  CERT Coding Standards [Onektponnsiii  pecypc] //  URL:
https://wiki.sei.cmu.edu/confluence/display/seccode (nara oopamenus 19.01.2022)

4. Common  Weakness Enumeration  [Dnekrponnbiii  pecypc] //  URL:
https://cwe.mitre.org/ (nara oopamenus 19.01.2022)

5. Common Vulnerability and Exposures [Dnekrtponnsiii pecypc] // URL:
https://cve.mitre.org (mata oopamenus 19.01.2022)

6. National ~ Vulnerability = Database  [Dmexrponnsiii  pecypc] //  URL:
https://nvd.nist.gov/ (nara oopamenus 19.01.2022)

7. CVSS [Dnexrponnsiit pecype] / URL: https://nvd.nist.gov/vuln-metrics/cvss (nata
oOpamenus 19.01.2022)
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8. OWASP [Omnexrtponnsiii pecypce] // URL:https://owasp.org/(nata oOparieHus
19.01.2022)

9. JSON Web Tokens, RFC 7519[Dnexrponnsiit pecypc] / URL:https://jwt.io/ (nara
oOpamienus 19.01.2022)

10. Mozilla Developer Network [DneKTpOHHBII pecypc] //
URL:https://developer.mozilla.org/en-US/ (nara oopamenus 19.01.2022)

11. Linux Kernel Crypto API [DaeKTpOHHBII pecypc] //
URL.:https://www.kernel.org/doc/html/v4.18/crypto/index.html (nara o6pamenus 19.01.2022)

12. Microsoft CryptoAPI [DeKTpOHHBII pecypc] // URL:

https://docs.microsoft.com/en-us/windows/win32/seccrypto/cryptoapi-system-architecture  (mara
obpamenust 19.01.2022)

8. MaTepuajibHO-TeXHHYecKasi 0a3a, HeoOXoAMMAas 1Jisl OCylUIeCTBJeHHs 00pa3oBa-
TeJbHOI0 Mpollecca Mo JUCHHUILINHE.

MarepuanbHo-TeXHUYECKass 0a3a, HeoOXoaumasi Ui OCYIIECTBICHUSI 00pa30BaTEIIbLHOTO
mporiecca Mo JUCIHILINHE BKIIIOYAET B CBOM COCTAB CIICIIUAIBHBIC TOMEIICHHS:

— yueOHbIE ayJUTOPUU I TPOBENCHUS 3aHITHH JEKIMOHHOTO THIA, 000pYIOBaHHbBIE
MEPCOHATBHONW KOMITBIOTEPHON TEXHUKOW C YCTaHOBJICHHBIMU CPEJCTBAMH BHU3yallU3allMHM TEK-
ctoB B popmate DOC/DOCX, PDF, F2B, daitnoB n3o0paxkeHuid, mpe3eHTauuil 1 MyJIbTUMEAMIM-
HBIX (haliJIoB, a TAK)KE — BUICOIPOSKTOPOM U KAIIFO3U Ha OKHAX;

— y4eOHBIC ayIUTOPUH IS TPOBEACHUS MPAKTUICCKUX 3aHSATHI: JTaOOopaTOPHsI POTPaMM-
HO-amnmnapaTHBIX CPEACTB obecrneueHuss HHHOPMAIMOHHON O€30MaCHOCTH;

- y‘le6HBIe AYAUTOPUHU OJIA IIPOBCACHUS I'PYIIIIOBBIX U HHANBUIYAJIBHBIX KOHCYJIBTaL[PIfI,

— y4yeOHbIE ayTUTOPUU JJIsl TIPOBEACHUS TEKYIEro KOHTPOJIS U MPOMEKYTOUHON aTTecTa-

LH;

— TIOMEIIEHUS JJII CAMOCTOSATEILHOW paOOTHI;

— TIOMEIIEHUS I XPAHSHUsI ¥ TPOPUITAKTHUECKOTO 00CITYy)KMBaHUS TEXHUYECKUX CPEJICTB
o0y4eHusl.

[Tomemmenus UIsi caMOCTOSITENIbHON pabOThl O0YYaIOIIMXCS OCHAIIEHB KOMIBIOTEPHOU
TEXHUKON C BO3MOKHOCTBIO MOAKIIOUYEHUS K ceTH MHTepHEeT u obecredyeHrneM JI0CTyma B dJEK-
TPOHHYIO HH(OPMALIMOHHO-00Pa30BaTENIbHYIO CPEY OpraHU3alUu.

Uwucno mocagouHbIX MECT B JIGKIIMOHHOW ayTUTOPUHU OOJIbIIE TMOO0 PaBHO CIIMCOYHOMY CO-
CTaBY MOTOKA, @ B ayJUTOPHUH ISl TPAKTUUYECKUX U JIAOOPATOPHBIX 3aHATUM — CIIHMCOYHOMY CO-
CTaBy T'PYIIIBI 00yYaIONTUXCS.

ABTOP(BI):
Houent kadpenpst KbuMMOU B. H. Kusses


https://owasp.org/
https://jwt.io/
https://developer.mozilla.org/en-US/
https://www.kernel.org/doc/html/v4.18/crypto/index.html

IMpuio:xkenne Nel k padodeil mporpamMMe JUCIUTIIAHbBI
«3amMTa NPOorpamMMm M JaHHBIX»

DoH/ OLIEHOYHBIX CPEACTB ISl
NMPOBeIeHUA TeKYyLIeHl U
MPOMEKYTOYHOM! ATTECTALUM CTYIeHTOB
10 JUCUMIJIMHE

1. TunoBbIe KOHTPOJBbHBIC 3aIaHUA U MHBIC MAaTE€PHUAJbl, HCIIOJIB3YEMbIC B IIpoLecce
TEKYLIECro KOHTPOJISA yCII€EBA€MOCTH.

OneHka TeKkyliell ycrneBaeMOCTH BBICTABIISIETCS B 3aBUCUMOCTH OT PE3YJIbTaTOB CAMOCTOS-
TEJIbHOW paboThI CTyIEHTAa U €ro padoThl Ha MPAKTUYECKUX 3aHATUAX. 3aJaHUs JUIsl CaMOCTOs-
TeNbHOM pabOThl BBIJAIOTCS YYalUMCS Ha TOCJIEIHEM Yace JIEKIMOHHBIX 3aHSATHH IO TeMe.
Onenka u 00CyX/I€HHE BBINOJIHEHHBIX CTYACHTAMH 3aJaHHUI MO CaMOCTOATENbHON paboTe mpo-
U3BOAMTCS HA IIPAKTHUYECKOM 3aHATUU 110 JAHHOM TEME U YYHUTHIBACTCS HA PSAY C pe3yjbTaTaMU
IIPAKTUYECKUX 3aHATUN IIPU BBICTABJIICHUM OLICHKU TEKYILIEH YCIIEBAEMOCTH.

Kaxxnoe mpaktrueckoe 3aHITHE PACCUMTAHO HA 2 akaJeMUYecKux yaca. Ha mpaktuyeckom
3aHSTHH TMPENOJIaBaTEIEM C MOMOIIBIO TOCTYIMHBIX UH(POPMAIIMOHHBIX TEXHOJIOTUN U COOCTBEH-
HBIX TOATOTOBJICHHBIX MAaTEPUAJIOB JIEMOHCTPUPYETCS PEIICHUE MPUKIAIHBIX 3a/1a4 JTUCIHUILIN-
Hbl. CTYJICHTBI TOBTOPSIIOT XOJI PEIICHUSI CAMOCTOSATEIBHO Ha OT/ICTBHBIX YCTPOMCTBAX.

Tewma 1. [IpaBuiaa Oe3omacHOM pa3paOOTKH.

1. IpakTnueckoe 3anaTue Ne 1. Knaccupukanusa yszumocteid mo CWE. Brl-
yuciaenue CVSS. [louck CVE no npoaykram. Ilpumenenune konrpmep u3 CWE u CVE.

Ilposepka cpopmuposannocmu I1K-2, unouxamop HU/-11K-2.1 6 yacmu 3Hanus mexanus-
mog bezonacrocmu I10.

Ilposepra cgopmuposannocmu IIK-2, unouxamop HJ/[-I1IK-2.36 uacmu cnocobnocmu
NpuUMeHeHusi cmamuyeckoz2o ananuza oezonachocmu I10 6 niane noucka u3eCmMHuIX YA36UMO-
cmell.

Tema 2. Be3zonacHoe nporpammupoBanue B C/CH++.

1. MpakTuuyeckoe 3ansitue Ne 2. Pazoop npumepos SEI CERT C++.

Ilposepkra ciopmuposannocmu I1K-2, unouxamop HJ/-I1IK-2.1 6 uacmu u cnocobnocmu
npumeHsams mexanusmol bezonacuocmu I10.

Tema 3. be3omacHas pa3padoTka web-IIpuIoKeHUid.

1. lpakTuyeckoe 3ansitue Ne 3. PazpaGorka Ge3omacHoro web-npujioskeHusi Ha
C# c npumenennem ¢peiitmpopka ASP.NET.

IIposepxa cpopmuposannocmu I1K-2, unoukamop HJ{-11K-2.36 yvacmu 3uanusi u cnocoo-
HOCMU npumeHams mexanusmol 6ezonachocmu 110, 6 yacmu 61a0eHus HABLIKAMU UCHONb30BAHUS
Nn0020MOBIEeHHbIX  8blpadceHuti npu ucnoanenuu SQL-3anpocosé u 6Oeszonacuvix HTML-
ppetimsopkos u canumatizepog HTML-eepcmxu.



Tema 4. [Ipumenenue kpunrorpaduu B [10.

1. IpakTnueckoe 3ansaTue Ne 4. Ucnoab3oBanue Linux Crypto API.

IIposepxa cihopmuposannocmu I1K-2, unouxamop H/I-11K-2.1 ¢ uacmu 3nanus u cnocoo-
HoCcmu npumeHams mexanuzmol bezonacnocmu 110, 6 yacmu 3Hanus Mamemamuyecko2o 060CHO-
ganusi bezonacnocmu npumernsemvix 6 110 ancopummos u mooenei, 6 yacmu ymeHusi OOKAa3bl-
gamv coomeemcmeue paspaboOmMaHHbIX MEXAHU3ZMO8 0e30NACHOCMU BbIOPAHHLIM NOJUMUKAM
besonachocmu.

IIposepxa cgpopmuposannocmu IIK-2, unouxamop HJ[-1IK-2.3 6 uacmu cnocobnocmu
npumenams cucmemnoe kpunmoezpaguueckoe API npu pazpabomge I10.

2. lpakTuyeckoe 3ansatue Ne 5. Hcnoub3oBanue kpuntorpaguyeckoe API
Windows.

Ilposepka cihopmuposannocmu I1K-2, unouxamop MJ[-11K-2.1 6 wacmu 3snaunus u cnocoo-
HOCMU NpuMeHaAmb mexanusmol 6ezonacnocmu 110, 8 uacmu 3Hanus Mmamemamuyecko2o 060CHO-
sanus OGezonacHocmu npumensiemvix 6 110 aneopummos u mooeneil, 8 Yacmu ymMeHusi OOKA3bl-
gamv coomeemcmeue pazpadomaHHblX MexaHu3Mo8 6e30NaACHOCU GblOPAHHBIM NOIUMUKAM
bezonacnocmu.

Ilposepka cgopmuposannocmu IIK-2, unouxamop HJ-IIK-2.3 6 uacmu cnocobrocmu
npumenams cucmemnoe kpunmoezpaguueckoe API npu pazpabomge 110.

Tema 5. Aganu3 0€30IMaCHOCTH KOJA.

1. IpakTyeckoe 3ansaTHe Ne 6. Crtartuyeckuii ananu3 6ezonacuoctu C++ ¢ mo-
Mombio CodeQL.

Ilposepra cgopmuposannocmu IIK-2, unouxamop HJ/-IIK-2.3 6 uacmu cnocobnocmu
npuMeHeHus: cmamuiecko2o ananuza vezonacrocmu 110.

2. llpakTuyeckoe 3ansitue Ne 7. CraTudeckuii anajaus dezonacuoctu C# u Java ¢
nomombio CodeQL.

Ilposepka cgopmuposannocmu IIK-2, unouxamop HJI-IIK-2.3 6 uacmu cnocobnocmu
npumMeHenus: cmamudecko2o ananuza vezonacrocmu 110.

3. llpakTuyeckoe 3anaTue Ne 8. ®a3zunr C++ ¢ nomombro AFL.

IIposepra cgopmuposannocmu IIK-2, unouxamop HJ[-1IK-2.3 6 uacmu cnocobnocmu
npumeneHusi OuHamuyeckoeo amanusza odezonacnocmu 110 6 naane ¢hazszuneca npunodxcenuii Ha
C++.

4. Ilpaktuyeckoe 3ansatue Ne 9. Ilouck COCTOSAHMH TOHKH C NOMOUIBIO
ThreadSanitizer.

IIposepra cgopmuposannocmu IIK-2, unouxamop HJ[-1IK-2.3 6 uacmu cnocobnocmu
npumenenus OuHamuiecko2o ananuza vezonacnocmu I110.

5. IllpakTnyeckoe 3ansaTue Ne 10. ®@a33unr OpenAPI ¢ nomomsio CATS.

Ilposepra cgpopmuposannocmu IIK-2, unouxamop M/-IIK-2.3 ¢ uwacmu cnocobnocmu
npumenenus OuHamuiecko2o ananuza dvezonacnocmu I10.

6. IpakTuueckoe 3ansaTHe Ne 11. JunamMmuyeckmii aHaau3 web-npusioxeHuii Ha
SQL unbexkuuu ¢ noMmombio sqlmap.



Ilposepka cgopmuposannocmu IIK-2, unouxamop HJ/-I1IK-2.3 6 uacmu cnocobnocmu
npumeHeHus: OuHamuieckozo ananuza oezonacnocmu 110.

7. llpakTnyeckoe 3anaTue Ne 12. /lunHamMu4yeckuili aHaan3 web-npuinoxeHuii Ha
SQL unbeknuu ¢ momoubio XSStrike.

Ilposepra cgopmuposannocmu IIK-2, unouxamop HJ-IIK-2.3 6 uacmu cnocobrocmu
npuMeHenus: OuHamuyecko20 ananusa oezonacnocmu 110.

8. IpakTuyeckoe 3ansitie Ne 13. Hamucanme aBTOoTecTOB Oe3omacHocTH web-
npuJioxkeHuu ¢ nomouibi0 Robot Framework.

Ilposepra cgopmuposannocmu IIK-2, unouxamop HJ-IIK-2.3 6 uacmu cnocobrocmu
paspabamvieams asmomecmsl 0l BPOBEPOK Mexanusmos bezonacrnocmu 110.

Tema 6. be3onacHoe yrpaBJIEHHE CEKPETAMM.

1. IpakTnueckoe 3ansitue Ne 14. Hacrpoiika mHpacTpyKTypy pacnpenejieHust
cexkperoB Ha ocHoBe HashiCorp Vault.

Ilposepka cihopmuposannocmu I1K-2, unouxamop MJ[-I11K-2.1 6 wacmu 3naunus u cnocoo-
HOCMU npumMeHams mexanusmol bezonacnocmu 110, 6 wacmu 3sHanus mamemamuyecko20 060CHO-
sanus 6ezonacHocmu npumensiemvix 6 110 aneopummos u mooeneil, 8 Yacmu yMeHusi OOKA3bl-
gamv coomeemcmeue pazpadomaHHblX MexaHu3Mo8 6e30NaACHOCU GblOPAHHBIM NOIUMUKAM
bezonacnocmu.

Ilposepka cgopmuposannocmu IIK-2, unouxamop HJ-IIK-2.3 6 uacmu cnocobrocmu
npumenams cucmemnoe kpunmoezpaguueckoe API npu pazpabomge 110.

2. lIpaktuueckoe 3ansitue Ne 15. Ilouck cekperoB ¢ momombio CodeQL u
gitleaks.

Ilposepka cgopmuposannocmu IIK-2, unouxamop HJ-IIK-2.3 6 uacmu cnocobrocmu
npuMeHeHus: cmamuieckoeo ananuza bezonacrnocmu I10.

Tema 7. HDI/IMeHeHI/IC MEXAHU3MOB IIOAIIMCH JJIA IIPOBCPKHU IMTPOIrpaMMHBIX KOMIIOHCHTOB.

1. IpakTnueckoe 3ansitue Ne 16. Ilognucanue ucnoaHsieMbIX (paiiyioB, OudJINO-
Tek U cOopok. IIpoBepka nognucu. Hacrpoiika .NET CAS.

Ilposepka cghopmuposannocmu I1K-2, unouxamop HUJ{-11K-2.1 6 uacmu 3nanus mamema-
muyecko20 0bocHoganus besonacHocmu npumensemolx 6 110 aneopummos u mooenetl, 8 uacmu
VMeHUsl 00KA3bl8AMb COOMBEMCMBUE PpA3PAOOMAHHBIX MEXAHUIMOE 6€30NaACHOCU blOPAHHBIM
noaUMUKam 6e30nacHoCmu.

Ilposepra cghopmuposannocmu I1K-2, unouxamop HU/{-11K-2.36 yacmu énadenus Hasbvi-
Kam NpUMeHeHUss MeXanu3mos NOONUCHIBAHUSL U NPOBEPKU UCNOTHAEMbIX (ailios, bubiuomex u
cOOpOK.

2. Cniucok BONMPOCOB U (MJIM) 3aJaHUil 1JIs NMPOBeJeHUs NMPOMEKYTOUHOI aTTecTa-
MU,

Cnmcox BONPOCOB K IK3aMeEHYy.
1. CWE: na3znauenue u npumenenue. Mepapxuu sBayrpu CWE.
2. CWE Top 25.
3. SEI CERT C++ Coding Standard: mpaBuiia 1 mpuMephl.
4. SEI CERT Oracle Coding Standard for Java: nmpaBuia u mpumepsl.



5. CVE: Ha3HaueHue U NpUMEHEHHUE.

6. NVD: Ha3HaueHue U IpUMEHEHHE.

7. CVSSv3: Ha3HaueHue U MpUMEHEHHE.

8. OWASP Web Security Testing Guide.

9. OWASP Top 10.

10. OGmas mpoGaeMa HeOe30MacHOM apXUTEKTYPhI MPUIIOKEHUH U legacy-kona.

11. be3zonacHoe nporpammupoBanue B C/C++. Hebe3zonacHas pabora ¢ namsarbro. O6pa-
IIEHUE K HEBBIJIEICHHOM U OCOBOOOXJICHHOW mamsaTu. Pa3biMEeHOBaHUE HYJIEBOTO YyKa3aTelld.
OcBobox1eHHnEe TaMsITH, KOTOpasi He ObLTa paHee BbiAeNeHa GyHKIKeH ynpaBieHus naMsaTH. Bei-
JeJIeHUE MaMATH HeIOCTATOYHOU Jj1si 00bekTa. MeTo 1bl MPOTUBOICUCTBUSI.

12. be3onacHoe nporpammupoBanue B C/C++. Hebe3zomacHas padoTa ¢ urciaamu. OmmoOku
TIPY TIEPETIOJTHEHUN U OKPYTIIEHUU. MeTO bl TPOTUBOICHCTBUSI.

13. be3onacuoe mporpammupoBanne B C/C++. HebGezomacHas pabora ¢ maccuBamu. Me-
TOJIbI IPOTUBOICHCTBUSI.

14. bezonacHoe mnporpammupoBanue B C/C++. HebesomacHas paboTa co CTpoKamu.
OmmOKH ¢ HyJIb-TEPMUHUPOBAHHBIMHU CTPOKaMU. MeTO bl IPOTUBOICHCTBUSI.

15. bezonacuoe nmporpammupoBanne B C/C++. Hebe3omacHasi pabota ¢ BBOJOM-BBIBOJIOM.
Ommbku ¢dopmatnoit crpoku. CoctszarensHbie cutryanuun TOCTOU. Metonsl mpoTUBOACH-
CTBHUSI.

16. be3zonacunoe mporpammupoBanune B C/C++. Hebe3zomacHoe ucCnoiib30BaHue (PYHKIHH
system. MeTo bl TIPOTUBOICHCTBU.

17. bezonacHoe nporpammupoBanue B C/C++. Hebe3omacHoe MCIOJIb30BaHUE CUTHAJIOB.
MeToapl TpOTUBOAECHCTBHS.

18. be3onacunoe mporpammupoBanue B C/C++. Hebe3zomacHOCT HEOOpaOOTKH OIIMOOK
6ubamorex. MeToibl IPOTUBOICHCTBHS.

19. be3zonacnoe nporpammupoBanue B C/C++. HeOe3omacHas pabora ¢ uHTepdeiicamu
OC. MeTtoapl NpOTUBOJCHUCTBUS.

20. bezomacHas pa3paboTrka web-npunoxeHuil. Pa3paboTrka 0e30macHBIX MEXaHH3MOB
UACHTU(PUKAIUU U ayTeHTuuKauu noiaszoBareneil. Ceccuonnbie kKyku. JWT.

21. be3zomnacHas pa3paboTka web-npunoxxeHuii. PazpaboTka 6e30mMacHbBIX MEXaHU3MOB aB-
topuzanuu. PoneBas moaenp noctyma. Hoctyn k (aitnam. doctynm k URL u obpabGoTunkam
HTTP-3ampocos.

22. be3omnacHas pa3pabotka web-npunoxenuii. CORS. Hactpoiika noctyna k API ¢ aBTo-

PU30BAHHBIX JOMCHOB.

23. be3zonacHas pa3paboTka web-npunoxenuid. 3amuTa oT uHbeKIHA. [loaxoasr Kk 3Kpa-
HUPOBAHUIO MTOJTH30BATEIHCKUX JaHHBIX. CepBepHBIC U KIIMEHTCKUE XSS caHuTaii3epsl.

24. be3onacHas pa3paboTka web-npunoxenuid. 3ammra ot XSS.

25. bezomnacHas pazpaboTka web-npunioxkeHui. Mcrosib3oBaHue ySI3BUMBIX KOMITIOHEHTOB.
Meto 16l TPOTUBOICUCTBHS.



26. bezomacHas paspaboTtka web-npunoxxenuii. Hebesonacnast kondurypamus. Ocrasie-
HHE HACTPOCK M0 yMos4aHuio. OCTaBJIeHHWE HEHYXHBIX BO3MOKHOCTEH. METOJbI MPOTHBOICH-
CTBHUSL.

27. besonacHas pa3paborka Web-npunoxenuit. HTTP 3aronoBku Ge3omacHoctu: Strict-
Transport-Security, Content-Security-Policy, X-Frame-Options, X-Content-Type-Options, Refer-
rer-Policy, Cache-Control, Clear-Site-Data, Feature-Policy.

28. be3omnacHas pa3paboTka web-npriioxeHuid. OTCyTCTBHE IPOBEpKH 1ienocTHOCTH 110 n
nauubiX. CI/CD pipeline. Ataka Ha IETMOYKY MOCTaBOK. Mcmoiap30BaHHME HEM3BECTHOTO KOJA.
Meto1bl TPOTUBOICUCTBHS.

29. be3zonacHas pa3zpaboTka web-npuiiokeHuil. OTCYTCTBUE JOCTATOYHOI'O JIOTUPOBAHUS
Y MOHUTOpPHUHTa. MeTobl MPOTUBOACUCTBHS.

30. Besomacnas pa3zpaboTka web-puIoKEeHUH. 3ammra OT MOJJENKH 3alpOCOB Ha KIHU-
enTckoil cropone. CSRF-Tokensl. @nar SameSite Ha KyKu.

31. bezonacHas pa3paboTka web-npuoKeHUH. 3amuTa OT MOJJIENKU 3alpocoB Ha cep-
BEPHOM CTOpPOHE.

32. TectupoBanmne web-npUIIOKEHUH.

33. UcnonwszoBanue Linux Crypto API.

34. Vcnionp3oBanue kpunrorpaduueckoe API Windows.

35. TectupoBanue kpuntorpaguueckux peanusanuii. Cranmapt FIPS 140.

36. Ympasnenue kmodamu. Pekomennamuu NIST o kmrogeBom pacrimcanuu: NISTSP 800-

57.

37. OmmbKM mapaiensHOro nporpaMMupoBanusi. COCTOSTHEE TOHKU M €T0 OOHAPYKEHHE.

38. Cratnueckuii aHaian3 Koja Ha 0€30IMacHOCTb.

39. lunamMuuecKuil aHaIu3 KoJia Ha 0€30MacHOCTb.

40. [IpoGnema co3nmanus, JOCTaBKH U XpaHeHUs cekpeTa. CUCTEMbl yIpaBICHUSI CEKpeTa-
MU.

41. TIpoGnema TOTUPOBAHUS M KOMMPOBaHUS ceKpeToB. CucTeMbl Toucka cekpetoB. DLP
CUCTEMBI.

42. llopnuch OuHapHbIX ¢aitnoB Ha Windows ¢ nomombio SignTool. [IpoBepka momH-
HOCTH OMHAPHBIX (PailJIOB B pa3HbIX CIEHAPUSIX.

43. Iloanucsh coopok .NET. [Iposepka nognmuunoctu coopok .NET B pa3zHbIX cueHapHsX.
44. Tlopmmuch cOopok Java. [IpoBepka nmomamuHHOCTH COOPOK Java B pa3HBIX CIIEHAPUSIX.
45. [IpoBepka MOANMUCH UCTIOTHSAEMBIX (ailiioB, OMOINOTEK U COOPOK.

46. Mexanu3m .NET Code-Access Security.

IIpaBusa BbICTaBJICHHS OLICHKH HA JK3aMeEHe.
B sk3ameHanmoHHble OMJIET BKIIIOYAETCS J[Ba TEOpETUYECKUX Bompoca. Ha moAroToBky k
OTBETY JlaeTcs He MeHee lJaca.
[To nroraMm sK3aMeHa BBICTABIISIETCS OJHA U3 OLICHOK: «OTIMYHO», «XOPOIIO», «YIOBIIE-
TBOPUTEIBHO» WIIN «HEYIOBIETBOPUTEIBLHO.



Ouenka «OTIMYHO» BBICTABISAETCSA CTYAEHTY, KOTOPBIM I€MOHCTPUPYET IIIyOOKOE MOHHU-
MaHUE€ TEOPETUYECKOM YacTH IUCUUIUIMHBI, ITOJIHbIE 3HAHUS 00 MHCTPYMEHTAaX M TEXHHKaX UX
npuMeHeHus s pa3pabotku Oe3omacHoro I10. OcymiecTBisieT MeXIpeaAMETHbIE cBsizu. Jlaert
pa3BepHYTHIE, MOJHBIE U YETKUE OTBETHI Ha BOMPOCHI FK3aMEHAIIMOHHOIO OWJIeTa U JOINOJIHU-
TeJbHBIE BOMPOCHI, COOMIOAAET JOTHUYECKYIO MOCIEI0BATEIBHOCTh IPU U3JIOKEHUH MaTepuana.
['paMOTHO UCTIONIB3YET TEPMUHOJIOTUIO JUCHUTLIINHBI.

Onenka «XO0poIo» BBICTABISAETCS CTYACHTY, OTBET KOTOPOTO Ha 3K3aMEHE B I[E€JIOM COOT-
BETCTBYIOT YKa3aHHBIM BBIIIE KPUTEPUAM, HO OTJIMYAETCS MEHbBIIEH 00CTOATEIBHOCTHIO, TITyOH-
HOM, 000CHOBaHHOCTBIO U MOJIHOTOM. B 0TBeTe MMEIOT MECTO OTAEIbHBIE HETOYHOCTH (HecyIle-
CTBEHHBIEC OMIMOKH), KOTOPbIE UCTIPABIISIOTCS CAMUM CTYACHTOM IOCJIE JOTOIHUTENbHBIX U (MIIH)
YTOYHSIOUINX BOIIPOCOB IK3aMEHATOPA.

Ouenka «YOBJIETBOPUTENBHO» BBICTABISAETCA CTYACHTY, KOTOPBIM JAEMOHCTPUPYET IIO-
BEPXHOCTHOE IIOHUMAaHHUE TEOPUH, NACT HENOCTATOYHO ITOJIHBIE U IIOCJIEN0BATEIbHBIE OTBETHI HA
BOIIPOCHI 3K3aMEHALIMOHHOr0 OUJIETa U IONOJHUTENbHBIE BOIIPOCHI, HO IIPH 3TOM JEMOHCTPUPYET
YMEHUE BBIACINUTH CYLICCTBEHHBIE M HECYILIECTBEHHBIC IIPU3HAKA M YCTAHOBUTH IIPUYMHHO-
CJIeICTBEHHBIE CBsA3U. CTYIEHT 3HAET U MIPaBUIBHO PUMEHSET TEPMUHOJIOTHIO JUCLUIUIMHBI, HO
JIOTYCKaeT OLIMOKM B OIpPEAENICHUU M PACKPBITUHM HEKOTOPBIX OCHOBHBIX HoOHATHUM. [lpu apry-
MEHTAllUU OTBETa CTYJEHT He OOOCHOBBIBAECT CBOM CYXJeHHs. Ha 9yacTh NOMOIMHUTENBHBIX BO-
IIPOCOB CTYAEHT 3aTPYyAHSACTCA AaThb OTBET WJIM JACT HEBEPHBIE OTBETHL. VIMeeT cyliecTBeHHBIE

mpoOenbl B 3HAHUSAX 00 MHCTPYMEHTAX UM TEXHHUKAX WX MPUMEHEHUs JJi pa3paboTku Oe30macHo-
ro I10.

Onenka «HeynoBIeTBOPUTENBHO» BBICTABISAECTCS CTYACHTY, KOTOPBIM JEMOHCTPHUPYET
pa3po3HEeHHbIe, OecCUCTEeMHbIe 3HaHMs; OeCHOPSA0YHO M HEYBEPEHHO H3iaraeT marepuai. He
YMEET BBIICIATH INIABHOE U BTOPOCTENIEHHOE, HE YMEET COCAUHATh TEOPETUUECKHUE MOJIOKEHUS C
IIPAKTUKOM, HE YCTAaHABIMBACT MEXKIPEIMETHBIE CBA3U. [[aeT HEMOJIHBIE OTBETHI, JOTHKA U IIO-
CJIEIOBATENIBHOCTD U3JI05KEHHS KOTOPBIX UMEIOT CYLIECTBEHHBIEC U IPUHIMIINAIbHBIE HAPYILICHHUS,
B OTBETAX OTCYTCTBYIOT BBIBOJBI. /[[ONOJIHUTENBHBIE U YTOUHSIOIIME BOIPOCHI dK3aMEHATOpa HE
MIPUBOJAT K KOPPEKIMHU OTBETOB CTyAEHTA. Ha OCHOBHYIO 4acTh JOINOJIHUTEIBHBIX BOIIPOCOB
CTYIEHT 3aTPyAHIETCA AaThb OTBET WIM JAeT HEBEPHBIE OTBETHL. BhICTaBIIAETCS CTYACHTY, HE 110-
Ka3bIBaIOIIEMy 3HAHUNA 00 MHCTPYMEHTAPUU AUCLUILIIUHBL.

Ouenka «HeynoBineTBOPUTENIBHO» BBICTABIISIETCS TAKKE CTYJEHTY, KOTOPBIN B3sU1 HK3aMe-
HAIlMOHHBIN OMJIET, HO OTBEYATh OTKA3AJICS.



Ipuio:xenne Ne 2 k paGoueil nporpamme
AUCHUILTHHBI «3al[UTAa MPOrPaMM U JTAHHBIX)

MeTounquKne YKazaHus 1Jisd
CTYACHTOB 10 OCBOCHHUIO TUCHHUIIJINHBI

B wu3noxxenuu yuebHOTO MaTtepuana mo aucuuiuimHe «Pa3zpaboTka Oe30macHOro mpo-
IpaMMHOT0 00ECTICUEHUS» OJUHAKOBOE BpPEMsI 3aHUMAIOT TEOPETHUSCKUE U TIPAKTUYCCKUE 3aHS-
THSA. YKJIOH AWCIHMIUIMHBI B IIEJIOM HCKIIOYUTEIHHO MPaKTUYCCKHUU. TeopeThdeckue 3aHATHS
HEOOXOMMBI JUII OCBOSHHSI OCHOB TIPEIMETa U TIOCTPOCHHS MEXKIIPEIMETHBIX cBs3ei. Takke Ha
TEOPETHUCSCKUX 3aHATHAX 00CYKIIAIOTCSI KOHKPETHBIEC 3a7auu pa3padotku Oe3onmacHoro [10 u o,
B KAaKOM 00BhEMe, C KAKUM KaueCTBOM M 3a KaKO€ BpeMs pPa3HbBIE TIOJIXO/IbI K TOCTPOCHHIO TIPOIIeC-
ca pa3pabOTKu MOTYT IpHUBeCTH K 1enu Beimycka [1O 6e3 ommbok 6e3omacHocTu. B Takux 00-
CYXKICHHUSIX OTIIEIHbHOC BHUMAHUE YACISACTCS CPAaBHUTEILHOMY aHAIM3y MHCTPYMEHTOB Oe3omac-
HOU pa3paboTku u TectupoBanus [10 Ha 6e30MacHOCTD.

B mpornecce uzydeHus: AUCHUIUIMHBI, PEKOMEHIYETCSl PETYISIpHOE MOBTOPEHUE MPOMICH-
HOT'0 JICKIMOHHOTO Matepuaiia. Martepuan, U3JI0KEHHBIM HA JIEKIUIX, MPEICTABICHHBIA B MPE/-
JaraeMou yuyeOHOH nuTeparype, HeoOX0oauMO JoMa eIle pas mpopadaTeiBaTh M, IPH HEOOXOH-
MOCTH, JOMOJIHATh UH(POPMAIIMEH, MOTyYeHHOM HA KOHCYJbTAIMSAX, MPAKTUUECKUX 3aHATUAX U
13 PEKOMEHJAOBAaHHBIX PECYPCOB ceTH MIHTEpHET.

JU1st HauuTyd1uero pe3yJsbrara U3y4eHus JUCIIUIUIMHBI PEKOMEHIYETCS! IOBTOPSATh YCIOBUS
npakTuiyeckux 3aHaTuil Ha muuHbIX [IK ¢ Tem, 4ToOb monpoOoBaTh NPUMEHUTH NPOHACHHBIE HA
MPAaKTUYECKUX 3aHATHSAX TEXHMKH Ha HOBBIX mpumepax. Ilpu Takoit pabore Bcerga HeM30€KHO
CTYIEHT CTAJIKUBAETCS C TPYAHOCTSMU U y HETO MOSABIIAIOTCSA BOIPOCHI, KOTOPBHIE HA NpaKTU4YE-
CKOM 3aHSTHH HE NPUIUIA B FOJIOBY. DTH BOIPOC HYKHO aIpECOBATh IIPETOJABATENI0 HA CIELY-
IOLIMX 3aHATUAX, AJI1 OTBETOB HAa BOIIPOCHI IIPENIOAABATEND BBIACIIACT BPEMS HA KaXKIOM 3aHATHH.
Pemenne npoOiem, ¢ KOTOPBIMH CTYIEHT CTOJKHYJCS caM, (POPMHUPYET y CTyJEHTa Hauboee
ITOJIHBIE KOMIIETEHIIUH.

B koHI1Ie cemecTpa u3yyeHus AUCHUIUIMHBI CTYJEHTHI CAAI0T K3aMeH. DK3aMeH MpUHUMA-
€TCsl 10 PK3aMEHAI[MOHHBIM OMJIeTaM, KaXKIbIi U3 KOTOPHIX BKIIFOYAET B CEOsI 1BA TEOPETUUECKUX
Bompoca. [IpenycMoTpena rpymnmnoBas KOHCYJIbTaLHS.



