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1. Ileanb ocBOEHUST TUCHHUILIMHBI.

Llenpro TUCHUIUIMHBL SIBISIETCSI M3YYEHHE MPUHLIMIIOB pa3pabOTKH OE30MacHOIo
IPOrpaMMHOI0 00ecrieueHusl.

2. MecTO IMCUMILIMHBI B CTPYKTYpe 00pa30BaTe/ibHOI MPOrpaMMbi.

JucruminnHa «3amyra nporpaMM M JaHHBIX» OTHOCHTCSA K YHCIY AWCIHILIHH
0a3oBoil yacTM Npo(ecCHOHAIBHOrO IuKiaa. JlIg Jydliero YCBOEHUS JITaHHOM
TMCHUTUTUHBI HEOOXOAMMO, YTOOBI CTYJICHT BJIaJell 3HAHUSAMHU, YMCHUSMH U HaBBIKaMHU,

chopmMupoBaHHBIMH B TIporiecce oOydeHus B OakanaBpuarte o HampasiaeHusM 10.03.01,
11.03.02, 03.03.03, 11.03.01.

3HaHUA MW TPAKTUYECKHE HABBIKM, IIOJIYYEHHBIE B pPE3yJbTaTe€ H3YYCHUS
JUCHUIUIMHBI, HWCIOJIB3YIOTCS B JAMCHMIUIMHAX «3allUIIeHHbIe HHPOPMAMOHHbIE
CUCTEMBI», «AyauT wuHbOpMalMOHHOW Oe3omacHocTHy, «Pa3paboTka 0e30MmacHoOro
OpOrpaMMHOTO  o0ecmedeHus», «3amura OT  BPEJAOHOCHOTO  MPOTPAMMHOTO
oOecrieueHus», a TaKxke Npu pazpaboTKe KypCOBBIX U JUIUIOMHBIX padoT.

3. [lmanupyembie pe3ybTaThbl 00yYeHHs] MO JUCIHUILUIAHE, COOTHECEHHBbIE C
IUIAHUPYEMBIMHU pe3yJabTATAMH OCBOEHHS 00pa30BaTe/bHOI MPOrpaMMbl.
[Ipouiecc u3yuyeHUsT OUCHUIUIMHBI HaIpaBieH Ha (OPMHUpPOBAHUE CIEAYIOUIUX

asieMeHTOB KoMmeTeHIIMA B cooTBeTcTBHU ¢ PI'OC BO roma mis crenmansHoctH UMb,
HaIpaBJICHHBIX Ha TPUOOpPETEHUE CIEAYIONIUX 3HAHUM, YMEHUH, HABBIKOB U (WJIM) OIBITA
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paspabotke I10.
Bnaners HaBbIKAMMU:

- [Ipumenenus MEXaHU3MOB
MOJIMTUCHIBAaHUS u IPOBEPKU
WCIIOJTHSIEMBIX (paiijioB, OMOIUMOTEK U
cOOpOK.

- Ucnonb3oBaHus HOJITOTOBJIEHHBIX
BbIpaKEHUN mpu ucnogHeHun SQL-
3aIIpoCOoB.

- Ucnonb3oBauus 6e3omacHbrx HTML-

bpeitmBopkoB u canuTaiizepo HTML-
BEPCTKHU.
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p MHDOPMAIHOHHOf [IpuMeHsITH WHCTPYMEHTBI
CpCACTB 3alIMThI 6e30MaCHOCTH JTUHAMHYECKOTO aHaian3a 0e30I1acHOCTH
nHpopMaum Ha 1Io.

COOTBETCTBHE  DITUM
MOJEJISM.

4. O0beM, CTPYKTYpa H CO/iepKaHue JUCHUTIIHHBI.

OO6mas TpyA0€MKOCTh AUCITUIUIMHBI COCTaBIsAET 4 3a4eTHBIX eIUHMIIBI, 144 akaj.

4acCoB.
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Conep:xanue pa3iejioB IMCHUIINHBI:

Tewma 1. [IpaBuaa Oe3omacHoO# pa3paOOTKH.

1. Common Weakness Enumeration (CWE). CWE Top 25.

2. Cranmaptel Oe3omacHoi paspabotku Software Engineering Institute
Computer Emergency Response Team (SEI CERT).

3. Common Vulnerability and Exposures (CVE).
4. National Vulnerability Database (NVD).
5. Common Vulnerability Scoring System (CVSS).




6. PykoBoacTBa mo paspabotke u TectmpoBanuto Open Web Application
Security Project (OWASP). OWASP Top 10.

7. Obmas mpobiiema HeOE30MacCHON apXUTEKTYphl MPUIOKEHUN U legacy-
KOJIa.

Tema 2. Be3zonacHoe nnporpammupoBanue B C/C++.

1. HeGe3onacnass pabotra c¢ mnamsaTeio. OOpalieHue K HEBBIIECICHHOW U
0CBOOOXICHHOM MaMsATH. Pa3siMeHOBaHME HYJIEBOTO yKazareis. OcBOOOKICHUE TTAMSITH,
KOTOpast He OblIa paHee BbIIeICHA (QYHKIMEH yIpaBJICHUS MaMSITH. Beinenenue maMsaTu
HEJI0OCTAaTOYHOM I 00BEKTA.

2. Hebe3onacHas pabotra ¢ uucinamu. OmMOKH TpU  TEPETIOJHEHHH U
OKPYTJICHHU.

3. Hebe3omacHas paboTa ¢ MacCHBaMu.

4. Hebe3omacHas padoTa co ctpokaMu. OmKOKU ¢ HYIb-TEPMUHUPOBAHHBIMU
CTPOKaMHU.

5. HeGe3omnacHast paboTta ¢ BBOJOM-BBIBOJOM. OmuOKu (HPOpMATHON CTPOKH.
Cocrs3arenbHble cutyarun time-0f-check, time-of-use (TOCTOU).

6. HeGe3onacHoe uCnoib30BaHue PyHKIIUU System.

7. HeGe3omacHoe UCIIOIb30BaHUE CUTHAJIOB.

8. Hebe3onmacHOCTh HEOOPaOOTKH OIMTMOOK OMOIHOTEK.

9. HeGezomacHas pabota ¢ uaTepdeticamu oneparnoHabix cucteM (OC).

Tema 3. Be3onacHas pa3paborka web-IIpHI0KEHHUI.

1. Pa3paboTka Ge30nmacHbBIX MEXaHU3MOB UACHTU(PHUKAIUU U ayTeHTU(UKAIINH
nonb3oBateneid. CeccuoHHbie Kyku. JWT.

2. PazpaboTka Oe30macHbIX MEXaHU3MOB aBTOpU3alUuU. PoneBas Monesb
noctyma. Jloctym k daiinam. loctyn k URL u o6padoTurikam HTTP-3ampocos.

3. CORS. Hacrpoiika noctymna k API ¢ aBTOpu30BaHHBIX TOMEHOB.

4. 3amura oT MHBEKUMH. IloaXoapl K 3KpaHMPOBAHUIO MOJIb30BATEIBCKUX
JnaHHbIX. CepBepHbIC U KIHMEHTCKUE XSS caHUTa3ephl.

5. 3amura ot XSS.

6. Mcnonp3oBaHue ys13BUMbIX KOMIIOHEHTOB.

7. HeGe3zonacHast koH¢urypamus. OcTaBlieHHE HACTPOEK IO YMOJIYaHHIO.
OcTraBieHne HEHYKHBIX BO3MOKHOCTEH.

8. HTTP 3aromoBkm ©Oe3omacHocTH: Strict-Transport-Security, Content-
Security-Policy, X-Frame-Options, X-Content-Type-Options, Referrer-Policy, Cache-
Control, Clear-Site-Data, Feature-Policy.

9. OrcyrctBue nmpoBepku 1enoctHoctr 110 u manubsix. CI/CD pipeline. ATaka
Ha OCIIOYKY ITOCTAaBOK. Hcnonp30BaHue HEM3BECTHOT'O Kozaa.

10. OTcyTcTBHE AOCTATOYHOIO JIOTUPOBAHUS U MOHUTOPHHTIA.



11. 3ammTa OT MOAJENKH 3alpOCOB Ha KIKMEHTCKOM cropoHe. CSRF-TokeHbl.
®mnar SameSite Ha KyKH.

12. 3ammTa OT MOAENKY 3aIPOCOB HAa CEPBEPHON CTOPOHE.
13. TecTupoBanue web-IpHI0KEHUI.

Tema 4. [Ipumenenue kpunrorpadhuu B [10.

1. UcnonwszoBanue Linux Crypto APL.

2. Ucnonp3oBanue kpuntorpapuueckoe API Windows.

3. Ucnonp3oBaHue CTOPOHHUX OMOIMOTEK.

4. TectupoBanue kpunrorpadpuueckux peanmszanuii. Cranmgapt FIPS 140.
5. YnpaBiieHue KIouaMi.

Tema 5. AHanu3 0e30I1acHOCTH KOJA.

1. OmmOKu mapaIeTbHOTO MPOrpaMMHUpPOBaHus. [TOMCK COCTOSIHUMSI TOHKHU C
nmomorsio ThreadSanitizer.

2. Crarnueckuii aHaian3 Koja Ha 0e30IMacHOCTb.
3. JIlnHaMu4eCcKuii aHaInu3 Koaa Ha 0€30MacHOCTb.

Tema 6. be3onacHoe yOopaBJIeHUE CEKPETAMMU.

1. IIpobnema coznanust, JOCTAaBKU U XPaHEHUS CEKPETa.
2. CHucTeMBbl yIIpaBJICHUS CEKPETAMHU.

3. [Ipobnema norupoBaHusT ¥ KOMHPOBaHUS ceKpeToB. CHCTEMBI MOMCKA
cekpeToB. DLP cucremsi.

Tema 7. [IppuMeHeHNEe MEXaHU3MOB MOJOWCH Uil IIPOBEPKHA IPOrpaMMHBIX

KOMITOHCHTOB.

1. [loanucy OunapHbIX ¢aitnoB Ha Windows ¢ momombto SignTool.
2. ITogmucs cobopok .NET.

3. Iloamuck cObopok Java.

4. TIpoBepka MOMUCH UCTIONHSAEMBIX (DaiiyioB, OUOIHOTEK U COOPOK.
5. Mexanusm .NET Code-Access Security.

5. O0pa3oBaTe/ibHbIe TEXHOJIOTMH, HCIOJIb3yeMble IpPH OCYLIEeCTBJIEHUHU
00pa30BaTeILHOIO NMpPOLecca M0 JMCHMILINHE.

B mpomecce o0yueHuss UCHONB3YIOTCS  CIEAYIONIME  00pa3oBaTelbHbIC
TEXHOJIOTHH:

BBoanas JiekuMsi — JaeT NEPBOE LIEJTOCTHOE INMPEACTABICHUE O TUCLUUIUIMHE U
OpUEHTUPYET CTyJIEHTa B CHCTEME HW3y4YeHUs JaHHOW JucUUIUIMHBL. CTyAeHTHI
3HAKOMSITCSI C HA3HAYEHHUEM U 33aJladyaMU Kypca, €ro pojiblo U MECTOM B CHUCTEME yueOHBIX
JTUCLMIUIMH U B CHCTEME MOATOTOBKU B 1eioM. JlaeTcst kpaTtkuii 0030p Kypca, HCTOpuUs
pPa3BUTHSI HAYKH U MPAKTUKH, JOCTHXKEHUS B 3TOW cdepe, MMEHa M3BECTHBIX YUEHBIX,
W3JIararoTcsl  MEpPCIEKTUBHBIE HANpaBlIeHUs HccienoBaHuid. Ha aroll  nekuum
BBICKA3bIBAIOTCS METOJMYECKHE M OpPraHMU3aIlMOHHBIE OCOOCHHOCTH PadOThI B paMKax



JAHHOW NHUCIUIUIMHBI, @ TaKXe JAeTCs aHAIU3 PEKOMEHIYeMOW y4eOHO-METOIUYECKOM
JUTEPATYPHI.

AxkanemMuueckasi JIeKIUSI — TIOCJCIOBATEIIbHOC HM3JIOKCHUE MaTepuana,
OCYILIECTBIISIEMOE MPEUMYIIECTBEHHO B BHJI€ MOHOJIOTA IMpernoaaBarens. TpeOoBaHus K
aKaJCeMHUYECKOW  JICKIIMU: COBPEMCHHBIH HAYYHBI YpPOBEHb W  HACHIIICHHAS
WHPOPMATHBHOCTH, YOCIUTEIbHAS apryMEHTAIVsI, TOCTYIHAS U TIOHATHAS Pe4b, YETKas
CTPYKTYpa U JIOTUKA, HAJTMYNE IPKUX TIPUMEPOB, HAYUHBIX JIOKA3aTEIIbCTB, 000CHOBAHUH,
(bakToB.

HpaKaneCKoe 3aHATHE — 3aHATHC, IOCBAIICHHOC OCBOCHHIO KOHKPCTHBIX
YMCHI/Iﬁ 1 HABBIKOB M 3aKPCIUICHHUIO ITIOJIYYCHHBIX Ha JICKIIUHU 3HAHUH.

6. Ilepeyenr  WHPOPMALNMOHHBIX  TEXHOJIOTHH, HCHOJb3yeMbIX  INpPH
OCYLIeCTBJICHUH 00Pa30BaTeJILHOI0 MPOLecca Mo TUCHHUILINHE.

1) OnepanMoHHbIE CHCTEMBI.
1. OC Windows o mporpamme Microsoft Azure Dev Tools for Teaching.
2. OC Linux, cB0OO0OHO pacnpoCTpaHsIeMble JUCTPUOYTUBHI.

2) 'unepBU30PbI M IMYJIATOPHI.

1. VirtualBox. CBoOoano pacnpoctpansemoe I10. https://www.virtualbox.org/
(mata ooparenus 19.01.2022)

3) Cpennl pazpadoTku u SDK.

1. Visual Studio o mporpamme Microsoft Azure Dev Tools for Teaching.

2. Visual Studio Code. CBo06o1HO pacIpocTpaHsIeMoe I10.
https://code.visualstudio.com/ (mata oopamenus 19.01.2022)

3. Windows SDK, kak gacte Windows mo nporpamme Microsoft Azure Dev
Tools for Teaching. https://developer.microsoft.com/en-
us/windows/downloads/windows-sdk/ (nata ooparmenus 19.01.2022)

4. OpenJDK. CsobGogno pacnpoctpansemoe I[10. https://openjdk.java.net/
(mata obpamenus 19.01.2022)

5. ASP.NET. CB00601HO pacupocTpaHsieMoe I10.
https://dotnet.microsoft.com/en-us/apps/aspnet (nara oopamenus 19.01.2022)

4) IHCTPYMEHTBI TECTUPOBAHMSI.

1. CodeQL. becruiatnoe 1O TUTSt aKaJIEeMHUYECKUX esnei.
https://github.com/github/codeql (1ara o6pamienus 19.01.2022)
2. ThreadSanitizer. CBo0Oo1HO pacrpocTpaHsemMoe I10.

https://clang.llvm.org/docs/ThreadSanitizer.html (mata oopamenus 19.01.2022)

3. gitleaks. CBo00IHO pacrpocTpaHsieMoe I10.
https://github.com/zricethezav/qgitleaks

4. CATS. CBoboano pacmpoctpansiemoe I10. https://github.com/Endava/cats
(mara obpamenus 19.01.2022)
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5. american fuzzy lop. CBoOoaHO pacrpocTpaHsieMoe I10.
https://github.com/google/AFL (nata oopamenus 19.01.2022)

6. sqlmap. CpoGomno pacnpoctpansemoe I10O. https://sqlmap.org/ (mara
obpamrenus 19.01.2022)

7. XSStrike. CBoboaHO pacrpocTpaHsieMoe I10.
https://github.com/sOmd3v/XSStrike (mata oopamienus 19.01.2022)
8. Robot Framework. CBoOoaHO pacrpocTpaHsIeMoe I10.

https://robotframework.org/ (nara oopamienus 19.01.2022)

5) CucrteMbl yNpaBJIeHHs CeKPeTAMU.

1. HashiCorp  Vault  Free.  CBoOGomHo  pacmpoctpansemoe  I1O.
https://github.com/hashicorp/vault (raTa ooparmenus 19.01.2022)

/. IlepeyeHb OCHOBHOI M JONMOJHUTEJbLHONH y4eOHOH JUTEpPaTypbl, pecypcoB
HH(OPMAIMOHHO-TEJIEKOMMYHUKAIMOHHON ceTH WMHTepHeT, HEOOXOAMMBIX ISl
OCBOCHUS M CHUTIINHBI.

1) OcHoBHas auTEpaTYpAa.

1. Cempb GezonacHbIX MHGOPMAIIMOHHBIX TEXHOJIOTHH [DIEeKTPOHHBIN pecypc|
: yueO. / A.B. bapabanos [u ap.]. — Dnekrpon. nan. — Mocksa : JIMK Ilpecc, 2017. —
224 c. — 10 Pexxum moctyna: https://e.lanbook.com/book/97352.

2. Kazapun, O.B. HanmexsHocTh W 0€30MacHOCTh  IPOTPAMMHOTO
obecnieuenus : yuebHoe mnocobue s By3oB/ O. B. Kazapun, U. b. lllyOunckuit. —
Mocksa : UznarensctBo [Opaiit, 2022. — 342 c.— (Bricuiee oOpa3oBaHue). —
ISBN 978-5-534-05142-1. — Texkct : snektpoHHbiii // OOpa3oBarenbHas miatgopma
FOpaiir [caiit]. — URL.: https://urait.ru/bcode/493262 (narta obparienus: 28.01.2022)

2) JlonoiHUTEIbLHAS JTUTEPATypAa.

1. Tobmac, K. JIHeBHWK oXOoTHHMKa 3a ommOkamu. IlyTremecTBue depes
JUKYHIJIA 1po0JieM 0e30MacHOCTH MPOrpaMMHOro obecredeHus [DNeKTpOoHHBIH pecypc]
— OnektpoH. gaH. — Mocksa : JIMK IIpecc, 2013. — 240 c¢. — Pexum pgoctyna:
https://e.lanbook.com/book/4812.

2. XoBapa, M. 19 cMepTHBIX IpeXoB, YTPOKaIOLIUX OE30MaCHOCTH MPOTPaMM.
Kak He MOnmyCTHTh THUIMYHBIX OMIMOOK [DIEKTpOHHBIN pecypc] : yded. mocodbue / M.
Xosapa, /. Jle6nank, JI. Buera. — Onextpon. nan. — Mocksa : JIMK Ilpecc, 2009. —
288 c. — Pexxum moctymna: https://e.lanbook.com/book/1118.

3) Pecypcol cetn UuTepHer.

1. Xypuan «Xakep» [Daektponusiii pecypc] / URL: https://xakep.ru (mara
obpamrenus 19.01.2022)

2. NIST SP 800-57 Part 1 Rev. 5 [Dnextponnsiii pecypc] // URL:
https://csrc.nist.gov/publications/detail/sp/800-57-part-1/rev-5/final (mata oOpaieHus
19.01.2022)
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3.SEl CERT Coding Standards [Omextponnsiii pecypc] //  URL:
https://wiki.sei.cmu.edu/confluence/display/seccode (marta obpamienus 19.01.2022)

4. Common Weakness Enumeration [Daekrtponnsiii pecype] // URL:
https://cwe.mitre.org/ (nara oopamenus 19.01.2022)

5. Common Vulnerability and Exposures [Dnexrponnsiii pecypc] // URL:
https://cve.mitre.org (nata oopamenus 19.01.2022)

6. National Vulnerability Database [Daekrponnsiii pecypc] // URL:
https://nvd.nist.gov/ (nara oopamenus 19.01.2022)

7. CVSS [Dnextponnsii pecypc] //  URL: https://nvd.nist.gov/vuln-
metrics/cvss (mata oboparmenus 19.01.2022)

8. OWASP [Dnekrponnbiii pecypc] // URL: https://owasp.org/ (mara
obparmenus 19.01.2022)

9.JSON Web Tokens, RFC 7519 [Dnekrponnsiii pecypc] // URL:
https://jwt.io/ (nata o6pamenus 19.01.2022)

10. Mozilla Developer Network [Dnexrtponnsiii pecypc] // URL:
https://developer.mozilla.org/en-US/ (nata oopamenns 19.01.2022)

11. Linux Kernel Crypto APl [Dnextponnsiii  pecype] //  URL:
https://www.kernel.org/doc/html/v4.18/crypto/index.html (nara oopamenus 19.01.2022)

12. Microsoft CryptoAPI [DneKTpOHHBIN pecypc] // URL:
https://docs.microsoft.com/en-us/windows/win32/seccrypto/cryptoapi-system-
architecture (nata oopamenus 19.01.2022)

8. MaTepuajJibHO-TeXHHYecKasi 0a3a, HeoOXoauMMasi ISl OCYIEeCTBJIEHHS
00pa3oBaTEeJIBLHOI0 NMpoLecca Mo JUCHHUIINHE,

MarepuaibHO-TeXHHYECKass  0a3a,  HeoOXoaumas Uil OCYIIECTBICHUS
00pa3zoBaTeILHOTO MpoIecca MO IUCIMIUIMHE BKJIIOYAET B CBOM COCTaB CHEIMATbHbIE
TTOMCIICHHS

— yueOHble ayIUTOpPUM JJIs TPOBEJIEHUS 3aHATHI  JIGKIIMOHHOTO  THIIA,
000py/IOBaHHBIC TEPCOHAIBHOM KOMIBIOTEPHONM TEXHMKONM C  YCTaHOBJICHHBIMU
cpenctBamu Busyanmsanumu TekctoB B (opmare DOC/DOCX, PDF, F2B, daiinos
n300paXkeHuH, Mpe3eHTaluil 1 MyJIbTUMEIUNHHBIX (haliIoB, a TAKKE — BUIEOIPOEKTOPOM
Y KQJII03U HAa OKHAX;

— yueOHble ay[IUTOPUM JUISl TPOBEIACHUS NPAKTUUECKUX 3aHATHI: J1abopaTopus
NpOrpaMMHO-aNMNapaTHbIX CPEACTB obecneueHrs nHHOpPMaIIMOHHOM 0e30MacHOCTH;

— y4eOHBIE ayAWTOPUU JUIS TPOBEACHUS TPYNIOBBIX W HHIUBUAYAIbHBIX
KOHCYJIbTallUH,

— y4eOHbIE ayAMTOPUHU TSI TIPOBEACHUS TEKYIIETO0 KOHTPOJSI M MPOMEXKYTOUHOMN
aTTeCTallly;

— TIOMEIIEHUS JJII CAMOCTOSITEITLHON pabOTHI;


https://wiki.sei.cmu.edu/confluence/display/seccode
https://cwe.mitre.org/
https://cve.mitre.org/
https://cve.mitre.org/
https://nvd.nist.gov/
https://nvd.nist.gov/
https://nvd.nist.gov/vuln-metrics/cvss
https://nvd.nist.gov/vuln-metrics/cvss
https://owasp.org/
https://owasp.org/
https://jwt.io/
https://jwt.io/
https://developer.mozilla.org/en-US/
https://developer.mozilla.org/en-US/
https://www.kernel.org/doc/html/v4.18/crypto/index.html

— TIOMEIIEHUS ISl XPAHSHHsI U TPO(PUIAKTHUECKOTO OOCITYKUBAHUS TEXHUIECKUX
CpelCcTB 00y4EHHUS.

[Tomemennss s caMOCTOSATENBHOH  pabOTHl  OOYYalOMMUXCS  OCHAIIEHBI
KOMIBIOTEPHOM TEXHUKOW C BO3MOXXHOCTHIO TMOAKIIOYEHHUS K ceTth HVHTepHeT u
obecrieueHrEeM JOCTyMa B JJIEKTPOHHYIO HH(OPMAIMOHHO-00pa30BaTeIBHYIO CpEay
OpraHu3aIny.

Yucno mocagouyHbIX MECT B JIEKIMOHHOM ayauTOpud Oouibllie JUOO paBHO
CIHCOYHOMY COCTaBy NOTOKA, a B ayAWTOPHH JUIA TPAKTHYECKHX U Ja0OPaTOPHBIX
3aHATUI — CIIMCOYHOMY COCTaBY I'PYIIIBI 00yUJaIOIIHXCS.

ABTOpP(BI):

Houent kadeapbl KOMMBIOTEPHONH O€30MacHOCTM M MAaTEMAaTHUYECKUX METOJI0B
00paboTku nHpOpMaLTHH B.H. Kus3eB
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Ipuniaoxenne Nel k padoyeil nporpamme
aucuuuinHbl «Pazpadorka 6e30macHoro
NMPOrpaMMHOI0 o0ecreyeHuns

(I)OH)I OLCHOYHBIX CPEACTB JIsl IPOBCACHUA Telcymeﬁ Hu HpOME)I(yTOqHOﬁ
arTreCcTallMi CTYACHTOB IO IUCHUIIJIMHE
1. TunoBbIe KOHTPOJBbHBIC 3aJJaHUSI U HMHbBIC MaTepHUHa/ibl, UCITIOJIb3yE€MbIC B
nmpouecce TEKyero KOHTpPoJist yCrneBaceMoCTH.

OrneHka TeKyleld yCIeBaeMOCTH BBICTABJISICTCS B 3aBUCHMOCTH OT PE3YJIbTATOB
CaMOCTOSITEIFHOM pabOTHI CTYJEHTA B €ro paboThl Ha MPAKTUYECKUX 3aHATHUAX. 3aTaHUS
JUIS CaMOCTOSITENILHOM paOOThI BBIAAIOTCS yYAIIUMCS Ha TOCJIEIHEM Yace JIEKITMOHHBIX
3aHsATUA 1O Teme. OIleHKa W OOCYXKJEHHE BBITIOJHEHHBIX CTYACHTAMHU 3aJaHUN 10
CaMOCTOSITEIFHON paboTe MPOM3BOIUTCA HA MPAKTUYECKOM 3aHATHH 110 JTAaHHOW TeMe U
YUYUTBIBAECTCA HA POy C pE3yJbTaTaMH MPAKTUYECKUX 3aHITUWA TPU BBICTABICHUH
OLICHKH TEKYILIEW YCIIEBAEMOCTH.

Kaxczxoe IMPAaKTUYICCKOC 3aHATHC pPaCCYUTAHO Ha 2 aKkageMH4eckux dvaca. Ha
MPAKTUYICCKOM 3aHATHUU IIPCIIoAaBaTcjIcM C IIOMOLIBIO OOCTYITHBIX I/IH(l)OpMaHI/IOHHBIX
TEXHOJIOTHH U COOCTBEHHBIX IMOATOTOBJICHHBIX MATCPHUAIIOB JCMOHCTPUPYCTCA PCIICHUC
IMPUKIAIHBIX 3aaa49 OUCHHIIINHEBI. CTy,Z[CHTBI IIOBTOPAIOT X044 PCIICHUA CaMOCTOATCIIBHO
Ha OTACIBbHBIX YCTpOﬁCTBaX.

Tema 1. [IpaBuna Oe3omacHoil pa3paOOTKH.

1. IpakTnueckoe 3ausatue Ne 1. Kimaccupukauus yszsumocreii no CWE.
Boruucienne CVSS. Ilouck CVE no npoaykram. Ilpumenenune kourpmep uz CWE
u CVE.

IIposepra cpopmuposannocmu IIK-1, unouxamop H-IIK-1 5 6 uacmu 3nanus
mexanusmog bezonacnocmu I10.

IIposepxa  cgpopmuposannocmu  IIK-2, unouxamop H-IIK-2_ 8 6 uacmu
CHOCOOHOCIU NPUMEHEHUS CIMamuyecko2o anaiusza deszonachocmu 110 6 niane noucka
U3BECMHBIX VAZEUMOCME.

Tema 2. Be3zonacHoe nnporpammupoBanue B C/CH++.

1. MpakTueckoe 3ansaTue Ne 2. Pazoop npumepos SEI CERT C++.

IIposepra ciopmuposannocmu IIK-1, unouxamop HU-IIK-1 5 6 uacmu u
cnocobnocmu npumeHams mexanusmol bezonacnocmu 110.

Tema 3. Be3onacHas pa3zpadorka web-IIpHuI0KEHUH.

1. IpakTnueckoe 3ansaTtue Ne 3. Paspaborka 0Oe3omacHoro web-
npuioxenns Ha C# ¢ npumenenneMm ¢peiitmpopka ASP.NET.

IIposepkra cghopmuposannocmu IIK-1, unouxamop U-IIK-1_5 6 vacmu 3nanus u
CcnocobHoCcmu npumenamos mexanusmol b6ezonachocmu 110, 6 yacmu é1a0eHuss Ha8bIKaAMU
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UCNONIb308AHUS NOO20MOGNIEHHbIX  GblpadceHuil npu ucnoanenuu SQL-3anpocos u
oesonacnvix HTML-¢gpetimeoproe u canumatiizepos HTML-eepcmiu.

Tema 4. [Ipumenenue kpunrorpaduu B [10.

1. MTpakTuyeckoe 3ansaTue Ne 4. Ucnoab3oBanue Linux Crypto API.

IIposepka cchopmuposannocmu I1K-1, unouxamop U-IIK-1 5 6 wacmu 3nanus u
CNoOcobHOCMU  npuMeHsAmb  Mexanusmwl Oeszonacnocmu 110, 6 uacmu 3HaHUSA
Mamemamu4ecko2o 000CHO8aHusi bezonacHocmu npumensemvix ¢ 110 ancopummos u
Mooenel, 8 Yacmu yMeHus 00KA3bleams COOMEEemcmsue paspabomanHbix MexaHusmos
be3onacHocmu  8blOPAHHLIM ~ NOAUMUKAM — OE30NACHOCMU, 8 YdACmU CHOCOOHOCMU
npumensms cucmemnoe kpunmoepaguuecxkoe API npu paspabomxe I10.

IIposepra copmuposannocmu IIK-1, unouxamop HU-IIK-1_6 6 uacmu 3unanus
mMamemamuieckoeo 060cHo8anus bezonacHocmu npumensemvix 6 110 anecopummos u
MoOenell, 8 Hacmu CHOCOOHOCMU  OOKA3blBAMb  COOMBEMCMEUe  MeXaHU3IMO8
bezonacnocmu 110 6blOpanubim norumuxam 6e30nacHoCmu.

2. [IpakTuueckoe 3ansatHe Ne 5. Hcmosb3oBaHue kpunrorpaduyeckoe
API Windows.

IIposepka cchopmuposannocmu I1K-1, unouxamop U-IIK-1 5 6 wacmu 3nanus u
CnocobHOCMU  npuMeHsmb  Mmexanusmevl  Oezonachocmu 110, 6 uwacmu 3HaHUSA
Mamemamuiecko2o 000CHO8aHusi bezonacHocmu npumensemvix 6 110 ancopummos u
Mooenel, 8 yacmu yYMeHusi 00KA3bleams COOMBEMCmseue paspabomanHblx MexaHusmos
be3onacHocmu  8bLOPAHHLIM ~ NOAUMUKAM — OE30NACHOCMU, 8 4Yacmu CHOCOOHOCmU
npumeHams cucmemnoe kpunmozpaguuecxkoe API npu pazpabomxe I10.

IIposepra cpopmuposannocmu IIK-1, unouxamop HU-1IK-1_6 6 uacmu 3nanus
Mamemamuiecko2o 000CHO8aHusi bezonacnHocmu npumensemvix 6 110 ancopummos u
Moodenel, 8 uYacmu  CnOCOOHOCMU  OOKA3bIBAMb  COOMEEMCMEUe  MeXAHUIMOS
bezonacnocmu 110 evlOpanHbim noaumuxkam 6e30nacHoCmu.

Tema 5. AHanu3 0€30I1aCHOCTH KOJA.

1. MTpakTnuyeckoe 3anaTue Ne 6. Cratuvecknii anaiau3 0ezonacuoctu C++
¢ nomombio CodeQL.

Ilposepra  cgpopmuposannocmu  IIK-2, unouxamop H-IIK-2 8 6 uacmu
CNOCOOHOCIMU NPUMeHeHUsE cmamuiecko2o ananuza bezonachocmu 110.

2. llpakTnueckoe 3anaTue Ne 7. Ctatnueckuii anaan3s 6ezonacuoctu C# u
Java ¢ nomomnbio CodeQL.

Ilposepra  cpopmuposannocmu  IIK-2, unouxamop HU-IIK-2_8 6 uacmu
CNOCOOHOCMU NPUMEHEHUsT cCmamuyecko2o ananusa bezonacnocmu I10.

3. IlpakTuyeckoe 3ansiTue Ne 8. ®a3z3unr C++ ¢ nomombio AFL.

IIposepxa cgopmuposannocmu  IIK-2, unouxamop H-IIK-2 8 6 uacmu
CNOCOOHOCMU  NpUMeHeHUsT OuHamMu4ecko2o auanuza o6ezonachocmu 110 6 niane
@azzunea npunodicenuil Ha C++.
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4. TIlpakTuueckoe 3ansatue Ne 9. Ilouck cOCTOAHMIA TOHKHU € TMOMOIIbIO
ThreadSanitizer.

IIposepxa cgopmuposannocmu  IIK-2, unouxamop H-IIK-2 8 6 uacmu
CnOCOOHOCMU NpUMeHeHUsl OUHamMuyecko2o ananrusa vesonacnocmu 110.

5. IIpakTnueckoe 3ansaTue Ne 10. @a3zzunr OpenAPI ¢ nomombio CATS.

Ilposepra  cpopmuposannocmu  IIK-2, unouxamop HU-IIK-2_8 6 uacmu
CHOCOOHOCIU NPpUMEHEHUsT OUHaMUYecko20 ananusa bezonacnocmu 110.
6. [IpakTnyeckoe 3anstue Ne 11. JImnamudeckuii aHaau3 web-
npuioxkennid Ha SQL mHbeKnuM ¢ moMoumbIo sqlmap.
IIposepxa  cgopmuposannocmu  IIK-2, unmouxamop H-IIK-2 8 6 uacmu
CHOCOOHOCIU NPpUMEHEeHUs. OuHamuyecko2o ananusa oezonacnocmu 110.
7. llpakTnyeckoe 3aHsaTHe Ne 12. /luHamudyeckuii aHanu3 web-
npuioxxennii Ha SQL nabeknuu ¢ nomombo XSStrike.
Ilposepra  cgpopmuposannocmu  IIK-2, unouxamop H-IIK-2 8 6 uacmu
CHOCOOHOCIU NPpUMEHEHUsI OUHaMU4ecko20 ananusa oezonacrocmu 110.
8. lIpakTuueckoe 3ansaTHe Ne 13. Hanucanue aBTOTECTOB 0€30MACHOCTH
web-npuno:kenunii ¢ nomomsnio Robot Framework.

Ilposepra  cpopmuposannocmu  IIK-2, unouxamop HU-IIK-2_ 8 6 uacmu

cnocobrnocmu pa3pa6amb16amb asmomecmul OJisl npoeepPoOK MEXAHUIMOE bezonacrnocmu
110.

Tema 6. be3onacHoe yIIpaBJIeHHUE CEKPETAMHU.

1. lpakTnueckoe 3ansitTue Ne 14. Hacrpoiika wuHpacTpyKTYpy
pacnpeneneHus cekperoB Ha ocHoBe HashiCorp Vault.

IIposepra cghopmuposannocmu I1K-1, unouxamop HU-IIK-1 5 6 wacmu 3nanus u
CHOCOOHOCU  NpuMeHAmb  Mexanusmvl  6oezonachocmu 110, 6 yacmu 3HaHUA
Mamemamuieckoeo 060cHo8anus bezonacHocmu npumensemvix 6 110 ancopummos u
Mooenell, 8 yacmu yMeHusi O0OKA3bleams COOMEemcmeaue paspabomantvlx MexaHusmos
bezonacnocmu  GblOPAHHLIM — NOIUMUKAM — 0e30nacHoCmu, 6 Yacmu ChocoOHOCmU
npumeHams cucmemnoe kpunmozpaguuecxkoe API npu pazpabomxe I10.

IIposepra cpopmuposannocmu IIK-1, unouxamop HU-1IK-1_6 6 uacmu 3nanus
Mamemamuieckoeo 060cHo8anus bezonacHocmu npumensemvix 6 110 ancopummos u
Moldenel, 8 uYacmu  CHOCOOHOCMU  OOKA3bIBAMb  COOMBEMCMEUE  MeXAHUMO8
bezonacnocmu 110 evlOpanHbim noaumuxkam Oe30nacHocmu.

2. llpakTnuyeckoe 3ansatue Ne 15, Ilouck cexkperon ¢ nomouibw CodeQL u
gitleaks.

Ilposepra  cpopmuposannocmu  IIK-2, unouxamop HU-IIK-2_8 6 uacmu
CNOCOOHOCMU NPUMEHEHUSI Cmamuyecko2o anaiuza bezonachocmu I110.

Tema 7. IlpuMeHeHEe MeEXaHU3MOB NOANUCHU JUIA IIPOBEPKHU NPOrPAMMHBIX

KOMITOHCHTOB.
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1. MpakTnueckoe 3ansaTue Ne 16. [lonmucanue ucnoiHsieMbIX (paiijioB,
ouobmorek u coopok. Ilposepka nmoanucu. Hacrpoiika .NET CAS.

IIposepra cpopmuposannocmu IIK-1, unouxamop H-IIK-1_5 6 uacmu 3nanus
Mamemamuiecko2o 000CHO8aHus 6ezonacHocmu npumersemvix ¢ [10 aneopummos u
Mooenel, 8 Yacmu YMeHusi 00KA3bl8ams COOMBEMCmeue paspabomanHblx MexaHu3mos
bezonacHocmu BblOPAHHBLIM NOJUMUKAM OE30NACHOCMU, 8 YaCmu 61a0eHUsl HABbIKAM
NPUMEHEHUsI MeXAHU3MO8 NOONUCHIBAHUS U NPOBEPKU UCNONHAEMbIX (aiinos, oubiuomex
u cOOpoKx.

IIposepra copmuposannocmu IIK-1, unouxamop HU-IIK-1_6 6 uacmu 3unanus
mMamemamuieckoeo 060cHo8anus OezonacHocmu npumensemuvix 6 110 ancopummos u
MoOenell, 8 Hacmu CHOCOOHOCMU  OOKA3blBAMb  COOMBEMCmEue  MexXaHUuMos
bezonacnocmu 110 8vibpanubim norumuxam 6e30nacHoCmu.

9. Cnincox BONMpocoB W (MJIM) 3aJaHUi Jisi MPOBedeHHs TMPOMEKYTOYHOI
aTTrecTalnuu.

Cnucok BONpOCOB K IK3aMeHY.
. CWE: naznauenue u npumenenue. Mepapxuu Baytpu CWE.
. CWE Top 25.
. SEI CERT C++ Coding Standard: npaBuia u mpumepsl.
. SEI CERT Oracle Coding Standard for Java: npaBuia v mpumepsl.
. CVE: Ha3HaueHNE U IPUMEHEHHUE.
. NVD: nHa3zHaueHue U NpUMEHECHUE.
. CVSSv3: HazHaueHne 1 MpUMEHEHHE.
. OWASP Web Security Testing Guide.
. OWASP Top 10.

10. Obmas npobiiemMa HeOe30NmacHO apXUTEKTYPBI MPHIIOKEHHH U legacy-kofa.

O© 00 N O O ~h W N P

11. be3zonacHoe nmporpammupoBanue B C/C++. HeGe3omacHas paboTa ¢ mamMsThIO.
OO0paliieHre K HEBBIICIEHHON U OCOBOOOXKICHHOW mamsTH. Pa3piMEeHOBaHWE HYJIEBOTO
ykazarensi. OcBOOOXAEHHE MaMsITH, KOTOpas He Oblla paHee BbiaeneHa (yHKuuen
yOpaBjieHUsT TNaMsATUA. BblfeneHne mMaMsITH HEIOCTaTOYHOM nJisi oOBhekTa. MeTomabl
MPOTUBOJICUCTBUS.

12. bezonacHoe nporpammupoBanue B C/C++. HebGezonacHas pabota ¢ yuciamu.
OmuOKM npy NepenoTHeHUH U OKPYTAeHUH. MeTo1bl MPOTUBOIEHCTBHS.

13. besomacnoe mnporpammupoBanne B C/C++. Hebe3omachHas pabota c
MaccuBaMH. MeTobl MPOTHBOACHCTBHSI.

14. besonacnoe mnporpammupoBanue B C/C++. HeOe3zomacHas pabora co
cTpokaMu. OIIMOKHU ¢ HYIb-TEPMUHHUPOBAHHBIMU CTPOKAaMH. MeTOIbI TPOTHBOICHCTBHSI.

15. besonacnoe nporpammupoBanue B C/C++. Hebe3omacHas pabora ¢ BBOAOM-
BbIBOIOM. Omnbku popmatHoit ctpoku. CoctszarenbHble cutyanun TOCTOU. Metonbl
IIPOTUBOICUCTBHSL.
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16. bezonacHoe mporpammupoBanne B C/C++. HeGezomacHoe HCIONB30BaHUE
¢ynkuuu system. MeToas! IpOTUBOACHCTBUS.

17. be3zonacnoe mporpammupoBanue B C/C++. Hebe3omacHoe HCIOIB30BaHHE
CUTHAJIOB. METOIBI MPOTUBOACHCTBUS.

18. be3onacnoe mporpammupoBanue B C/C++. HebGesomacHOoCTh HeoOpaOOTKH
omuOoK OubIMoTeK. MeToabl MPOTUBOACHCTBUS.

19. be3zonacnoe mnporpammupoBanue B C/C++. HebesomacHas paboTa ¢
untepdeiicamu OC. MeToasl MPOTUBOAEHCTBHS.

20. be3omacHass  pa3pabotka web-mpunoxxenuid. Pa3paboTrka  6e30macHBIX
MEXaHU3MOB WICHTU(UKAIMU M ayTeHTHU(UKAuK 1osib3oBaTeseld. CecCHOHHBIC KYKH.
JWT.

21. bezomacHast  paspaboTka web-npunoxkenui. Pa3paboTka  Ge30macHBIX
MeXaHU3MOB aBTopu3aluu. Ponesas moaens nocryna. Jloctyn k ¢ainam. JJoctyn k URL
u oopadoTunkam HTTP-3anpocos.

22. bezomnacHas pazpabotka web-mipunnoxxennit. CORS. Hacrpoiika qoctyna k API
C aBTOPHU30BAaHHBIX JIOMEHOB.

23. bezomnacHas pazpaboTka web-mipriioxkenuii. 3anmra ot uabekuui. [loaxomsr k
DKPAaHUPOBAHUIO IIOJIb30BATEIbCKUX JAaHHBIX. CepBepHBIE M KIMEHTCKHE XSS
CAaHUTAN3EPHI.

24. be3onacHas pa3paboTka web-mpuiokeHuit. 3amuTa oT XSS.

25. bezomacHast  pa3pabotka web-npuinoxkennii. Mcmonb3oBaHUE  ySI3BHMBIX
KOMIIOHEHTOB. METO/IbI MPOTUBOICHCTBUSI.

26. be3onacHas paspabotka web-npunoxenuii. HebGe3omacHas koHurypamms.
OcTaBneHue HacTpoeK 1o ymonyanuto. OcTaBieHrne HEHYKHBIX BOZMOKHOCTEH. MeTobl
IIPOTUBOICUCTBUSI.

27. bezonacHas pazpaboTka Web-npunoxxenuii. HTTP 3aroioBku 0e30macHOCTH:
Strict-Transport-Security, Content-Security-Policy, X-Frame-Options, X-Content-Type-
Options, Referrer-Policy, Cache-Control, Clear-Site-Data, Feature-Policy.

28. besomacnas  pazpabotka  web-mpuiioxkeHuil.  OTCYyTCTBHE  MPOBEPKH
nenoctHoctd [IO u  pannbix. CI/CD  pipeline. ATaka Ha UIENOYKY MOCTaBOK.
Hcnonb30BaHnEe HEU3BECTHOTO KoAa. MeTo bl TPOTUBOAEHCTBU.

29. bezomnacHast pazpabotka web-npunoxenuit. OTCYTCTBHE JOCTaTOYHOTO
JIOTHPOBAHMS U MOHUTOPUHTA. MeTOIbI MPOTHUBOICHCTBUSI.

30. be3zonacHas pa3paboTka web-puiIoKeHni. 3amTa OT MOAAENIKH 3aIPOCOB Ha
kiueHTckoil cropone. CSRF-Tokensl. @nar SameSite Ha KyKu.

31. be3zonacHas pa3paboTka web-puiIokeHni. 3anmTa OT MOAAENIKH 3alPOCOB Ha
CEpBEPHOU CTOPOHE.

32. TectupoBanue web-puIIOKEHUH.

33. Ucnonb3oBanue Linux Crypto API.
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34. Vcnonp3oBanue kpunrorpadpuaeckoe API Windows.
35. TectupoBanue kpunrtorpaduueckux peanuzanuii. Crangapt FIPS 140.

36. Ynpasnenue kiaouyamu. Pekomennanuu NIST o kmodueBom pacnucanun: NIST
SP 800-57.

37. OmmbOku mapamiensHoro nporpammupoBanus. COCTOSHHE TOHKH UM €ro
oOHapyX eHue.

38. Crarnyeckuii aHajn3 KoJa Ha 0€30I1aCHOCTb.
39. /IluHamMuYeCcKuii aHaIu3 KoJIa Ha 0€301MacHOCTb.

40. [Ipobnema co3nanusi, AOCTaBKH U XpaHeHUs: cekpera. CUCTEMbI YIpaBJICHUS
CEKpeTamH.

41. [IpoGnema JOrMpoBaHUST W KONMUPOBaHHUS cekpeToB. CucrteMbl TOHCKA
cekperoB. DLP cucremsl.

42. loanuchy OuHapubIX (aitmoB Ha Windows ¢ momomisto SignTool. IIpoBepka
TIOJUTMHHOCTH OMHAPHBIX (DaliiIoB B Pa3HBIX CIICHAPHUSX.

43. [Toamucwr coopok .NET. IIpoepka mommuaHOCTH cOopok .NET B paszHbIx
CIICHApUSIX.

44, Tlonmucwy cObopok Java. ITlpoBepka mommMHHOCTH COOpOK Java B pasHBIX
CIICHApUSIX.

45. [IpoBepka MoANUCH UCTIOIHSAEMBIX (aiiioB, OMOINOTEK U COOPOK.

46. MexanusMm .NET Code-Access Security.

HpaBn.na BBICTABJICHUA OIICHKH HA JK3aMEHE.

B »sk3aMeHanmoHHble OWJIET BKJIIOYAETCS JBa TEOPETHYECKUX Bompoca. Ha
MOATOTOBKY K OTBETY JaeTCs HE MEeHee luaca.

IIo uToram sK3amMeHa BBLICTABISICTCS OJHa M3 OLCHOK: «OTIHMYHO», «XOPOIIO)»,
«YAOBJICTBOPUTCIIBHO» NN KHCYAOBJIICTBOPHUTCIHLHO.

Onenka «OTIMYHOY» BBICTABISETCS CTYACHTY, KOTOPBII I€MOHCTPUPYET IITyOOKOe
NOHMMAaHHE TEOPETUUYECKOM YacTH IUCUUIUIMHBI, MOJIHbIE 3HAHUS 00 MHCTPYMEHTax U
TEXHUKaX WX TMpUMEHeHus Juisi paszpabotku OezonmacHoro II1O. OcymectBusier
MEXIpeaMETHbIE CBs3U. JlaeT pa3BepHYyThIE, IOJHBIE M UYETKHE OTBETHl HAa BOIPOCHI
HK3aMEHAI[MIOHHOrO0 OuWieTa M JONOJHUTEIbHBIE BOIPOCHL, COOJIIONAET JIOTHYECKYHO
NOCJIEZIOBATENIBHOCTh ~ IIPU  M3J0KEHWUM  Marepuaja. [ paMOTHO  HMCHOJB3YeT
TEPMHUHOJIOTUIO JUCIUIUIMHBI.

OneHka «XOpOIO» BBICTABISACTCS CTYACHTY, OTBET KOTOPOTO Ha 3K3aMEHE B
LEJIOM COOTBETCTBYIOT YKa3aHHBIM BBIIIE KPUTEPHUSIM, HO OTIUYACTCS MEHbIIEH
00CTOATENBHOCTHIO, TTIyOUHON, 000CHOBAHHOCTHIO M TMOJHOTOM. B 0TBETE MMEIOT MecTo
OTJIeJIbHBIC HETOYHOCTH (HECYIECTBEHHBIC OMIMOKH), KOTOPBHIC HCIPABISIOTCS CaMUM
CTYIEHTOM TOCJI€ AOMOJHUTEIbHBIX U (MJIM) YTOUHSIOIIMX BOIIPOCOB 3K3aMeHaTOopa.
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Ornenka «Y TOBJIETBOPUTEIILHOY BBICTABIISIETCS CTYIEHTY, KOTOPBIH
JNEMOHCTPUPYET IMOBEPXHOCTHOE TOHWMAHHUE TEOPHH, MACT HEAOCTATOYHO IIOJIHBIE U
MOCJIC/IOBATEIbHBIC OTBETHI Ha BOIPOCH! K3aMEHAIIMOHHOTO OMJIeTa U JIOTIOJHUTCIIbHBIC
BONIPOCHI, HO TMPHU OTOM JICMOHCTPHPYET YMEHHE BBIICIUTh CYIIECTBEHHBIC U
HECYIIECTBEHHBIC NMPU3HAKK M YCTAHOBUTH NMPUYUHHO-CIEACTBEHHBIC CBsI3U. CTyIEHT
3HAeT W MPABUJIBHO MPUMEHSAET TEPMHHOJIOTHIO JUCIUIUIMHBI, HO JOMYCKAaeT OIIMOKH B
OTIPEJICIICHUN M PACKPBITUN HEKOTOPHIX OCHOBHBIX MOHATHH. [Ipu aprymeHTanum oTseTa
CTYJICHT HE OOOCHOBBIBACT CBOM CYXJCHHSA. Ha YacTh JONMOJHHUTEIBHBIX BOIPOCOB
CTYJICHT 3aTPYAHSCTCS JaTh OTBET WM JacT HEBEPHBIC OTBETHI. VIMeeT CylIecTBECHHBIC
npoOeNbl B 3HAHUAX 00 MHCTPYMEHTAX M TEXHUKAX WX MPUMEHEHHS Uil Pa3pabOTKu
oe3onacHoro I10.

Onenka  «HeynoBieTBOPUTENBHO»  BBICTaBISIETCS  CTYAEHTY,  KOTOpPBIU
JEMOHCTPUPYET Pa3pO3HEHHbIE, OECCUCTEMHBbIE 3HAHHUS; OECHOPSA0YHO U HEYBEPEHHO
u3jaraer Marepuaia. He ymeer BbIIEIATH I[J1aBHOE U BTOPOCTEIIEHHOE, HE YyMeEeT
COCIMHATh  TEOPETUYECKHE  TOJIOKEHUS C  IPAKTUKOM, HE  YCTAaHABIIMBACT
MEXIIpEAMETHBIC CBs3U. JlaeT HeNoJHbIe OTBETHI, JIOTMKA M II0CIEAOBATEIBHOCTH
U3JI0KEHUS KOTOPBIX UMEIOT CYIIECTBEHHBIC U TPUHINIIAAJIBHBIE HAPYIIEHUs, B OTBETaX
OTCYTCTBYIOT BBIBOJABI. JlOTIOJHUTEIBHBIE M YTOYHSIOIIME BOIPOCHI JK3aMEHATOpa HE
IIPUBOAAT K KOPPEKIUMU OTBETOB CTyAcHTa. Ha OCHOBHYIO 4acThb [OIOJHHUTEIBHBIX
BOITPOCOB CTYJEHT 3aTPyIHSETCS JaTh OTBET WIM AACT HEBEPHBIE OTBETHI. BrIcTaBisAeTCS
CTYJICHTY, HE TIOKa3bIBAIOIIEMY 3HaHUI 00 MHCTPYMEHTAPUU TUCIIUILINHBIL.

Ouenka «HeymoBIeTBOPUTEIHHOY BBICTABIISACTCS TaKKE CTYACHTY, KOTOPBINA B3sI
PK3aMEHAIMOHHBIN OMJICT, HO OTBEYATh OTKa3aJcs.
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IMpuioxenue Ne 2 k padoueid mporpamme
aucHuIUInHbI «Pa3padoTka 0e30macHOro
NMPOrPaMMHOI0 oOecrevdeHuns»

MeToauyeckne yKa3aHusi 1JIsl CTY/IEHTOB MO OCBOEHUIO TUCITUNIHHBI

B u3noxenun ydebHoro marepuana mo aucuurimHe «Pa3paboTka 6e3omacHOro
IPOrPaMMHOTO O0ECIIeYeHU» OJMHAKOBOEC BpEMs 3aHUMAIOT TEOPETUYECKUE U
MPAKTUYECKUE 3aHATHS. YKIOH AUCIUILUIMHBI B IEIOM HCKIIOYUTEIBHO MPAKTUYECKUU.
TeopeTnueckue 3aHATHS HEOOXOAUMBI IS OCBOCHHS OCHOB MpEAMETa M MOCTPOCHUS
MEXIPEIMETHBIX CBsi3eid. Takke Ha TEOPETHUECKHX 3aHATHUAX  OOCYXKTAOTCS
KOHKpETHBIE 3a/iauu pa3pabotku Oe3zomacHoro 1O u To, B kakoM o0beme, ¢ KaKuM
KauyeCTBOM M 32 KaKoe BpeMs pa3Hble MOJXOJbl K MOCTPOCHUIO TpoIecca pa3paboTKU
MOTYT TIpUBECTH K 11e71H Bhiycka [10 6e3 ommnbok 6e3omacHocTu. B Takux oOcyxaeHUAX
OTJIeJIbHO€ BHUMAaHHUE YJIEJSETCS CPABHUTEIHHOMY aHAIM3y MHCTPYMEHTOB O€30MacHOM
pa3paboTku u TectupoBanus [10 Ha 6€30macHOCTS.

B mporecce m3ydeHUs IUCIUTUIMHBI, PEKOMEHIYETCS PETyJISIpPHOE IOBTOPCHHE
NPONJEHHOTO JIEKIIMOHHOTO MaTepuana. Marepuan, W3JI0KEHHBIM Ha JEKIUAX,
MpEACTaBICHHBIN B TpejiaraeMoi yuyeOHOHM nuTepaType, HeoOXOoAMMO JoMa eIle pa3
npopabaTeiBaTh W, MPU HEOOXOJUMOCTH, IOMOJHATH HMH(OpMAaIMel, MOJydeHHOH Ha
KOHCYJIbTAIlUsAX, MPAKTHUECKUX 3aHATHSIX W U3 PEKOMEHIOBAHHBIX PECYpCOB CETH
HNutepHer.

JIns Haviry4ymero pe3ynbpTara U3y4eHUsl JUCUUILUIMHBI PEKOMEHIYETCS ITOBTOPATH
YCJIOBHS MPAKTUYECKUX 3aHATUM Ha TU4HBIX [IK ¢ Tem, 4To06p mOMpoOoBaTh MPUMEHUTD
MIPOMJCHHBIE HA NPAKTHYECKUX 3aHATUSAX TEXHUKU Ha HOBBIX npumepax. [Ipu Takoi
paboTe Bcerga HeU30€KHO CTYNICHT CTAIKUBACTCS C TPYAHOCTSIMU M Y HETO TOSBIISIFOTCS
BOIIPOCHI, KOTOPBIE HA TPAKTUYECKOM 3aHSATUHM HE MPUILIA B TOJIOBY. DTH BONPOC HYKHO
agpecoBaTh NPENOAABATEN0 Ha CIEAYIOIIUX 3aHATHAX, Uil OTBETOB Ha BONPOCHI
MPENOoIaBaTeNb BBIACISICT BpEMsl Ha Ka)XXJIOM 3aHSTHH. PereHue mpobiieM, ¢ KOTOPhIMU
CTYJIEHT CTOJIKHYJICS caM, (POPMHUPYET Yy CTyJeHTa HauOoJIee MOJIHbIE KOMIETEHIINH.

B koHie cemecTpa M3ydeHHs] IUCLUMILUIMHBI CTYACHTHI CHAIOT AK3aMEH. DK3aMEeH
MPUHUMACTCS MO dK3aMEHAIMOHHBIM OMJIeTaM, KaXIbli W3 KOTOPBIX BKIIOYAET B ceOs
JIBa TEOPETUYECKUX BoIpoca. [IpeaqycMoTpeHa rpynmoBasi KOHCYJIbTalus.
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