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1. Hean ocBOeHMsI AUCUUNIMHBI
[lenpt0 OCBOCHMS MUCHHUILIUHBI «AynuT WHGOPMAIIMOHHOW O€30MacHOCTHY SBIISICTCS
OCBOCHHE TCOPETHUECKUX OCHOB M M3yUCHUE MPUHITUIIOB MPOBEACHUS ayIuTa HHPOPMAITUOHHON

0€30I1aCHOCTH,

O3HaAKOMJICHHUEC C

MCTOAaMU u

cpeacrBaMu IIPpOBCACHUA ayJanuTa

WH(OPMAIIMOHHON 0€30MacHOCTH B BBIYHCIUTENIBHBIX CETSIX U MPUOOPETEHHE MPAKTHYCCKHX
HaBBIKOB TPOBEJICHHS ayIuTa HHYOPMAIIMOHHON 0€301aCHOCTH.

JlanHbIi Kypc BBIpaOaThIBACT y CTYJACHTOB 3HAHUS, HABBIKM M YMCHHSI OPTaHU30BBIBATH
nporecc cbopa coObITUH HMHPOPMAIMOHHON 0€30MacHOCTH B 0O0BEKTe HHGOPMATH3AINH,
BBISIBJICHHE WHIIUJICHTOB O€30MacHOCTH W MEphl MPOTHBOJICHCTBUS BO3HUKAIOIIUM Yrpo3am
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

2. MecTo tucuuninHbl B cTpykType OIT
MH(POPMAITMOHHOH

«Ayaut

0€30IaCHOCTH

OTHOCHUTCA K qucily  AUCHUIIINH

00s13aTeNIbHON YacTu 00pa30oBaTeIbHOM POrPAMMBI.
Jlist yCHemHoro yCBOSHHsI JAaHHOM TUCIMITIIMHBI HEOOXOIMMO, YTOOBI CTYJIEHT OBJIAJEI
3HAaHUSMM, YMEHUSMH U HaBbIKaMH, COPMHUPOBAHHBIMU B IIPOLIECCE U3YUEHUS AUCLUILINH:
«UHpopmarukay — padboTta ¢ IporpaMMHBIMU CPEJCTBAMH OOILIET0 HA3HAYCHMUS;
«OnepalMoHHble CUCTEMbl» — 3HAHME NPUHIUIIOB (PYHKIMOHUPOBAHMS COBPEMEHHBIX
OINEPALMOHHBIX CUCTEM U YMEHHE UX aJIMUHUCTPUPOBATD.
«BbruncnurenbHble ceTH» — 3HAHUE NMPUHIMIIOB (GYHKIMOHUPOBAHUS BBIUMCIUTEIbHBIX

ceTen.

3HaHWA W HaBBIKU, IIOJY4YEHHBIE B pE3yJbTaTe€ HU3YYEHUs JUCLUUIUIMHBI «AYAUT
MH(OPMaLlMOHHON 0€30IaCHOCTU», UCIOJB3YIOTCS CTYAEHTaMU B JajbHEHIIeM IpHU HaydHO-
UCCIIeI0BaTEIbCKON paboTe U B IPOPECCHOHATIBHOMN 1€ TEbHOCTH.

3. [lnanupyemblie

pe3yibTaThbl

o0yueHust

mo AUCHHUIIJIMHE, COOTHECCHHBbIEC C

IVIAHUPYEMBIMH pPE3yJbTaTaMHU O0CBOCHHUSA (0)1}

[Iponecc m3y4yeHns: AMCUUILTMHBI HANIPaBJeH Ha (OPMHUPOBAHKE CIEAYIOIINX 3JIEMEHTOB
komrnereHmii B coorBercTBUM ¢ ®PI'OC BO, OOIT BO u npuoGpereHus cleayromux 3HaHHM,
YMEHMM, HaBBIKOB U (MJIM) OTIbITA JIEATEIbHOCTH:

®opmMupyemas HNupnxaTop Ilepedyenb NJaHUPyeMBIX Pe3yJbTATOB
KOMMNeTeHIUs AOCTHUKEHUS o0y4eHuUs
(xkoa u KoOMIeTeHIIUU (KO U
¢opmyanpoBka) ¢opmyauposka)

Oo6umenpodgeccuoHalbHbIe KOMIETEHIIUN

OIIK-1
CrocobeH
000CHOBKIBATH
TpeOOBaHUS K
CHCTEME
obecrieueHus
UHPOPMAITMOHHOH
0e30MacHOCTH U
pa3pabaThIBaTh
MIPOEKT
TEXHHUECKOI'0
3aJaHMsl  Ha €€
cO3/IaHne

H-OIIK-1 1
CriocoOeH Ha OCHOBE
aHajau3a
nH(popMaLnHU 0
IMOTEHIUATbHBIX
pHUCKax U yrpo3ax,
BUIAX U
BO3MOXKHOCTEH
HapyLIUTENEH,
Leiael u 3aaad
3alUThL,pa3padoTaTh
1 000CHOBATH
TpeOOBaHUS K
CHCTEME

3HaTh:

- OCHOBBI CUCTEMHOTO MMOIX0/1a K 00ECIICUSHUTO
MHGOPMAIMOHHOM OE30MMaCHOCTH;

- METOAbI MOJACIMPOBAaHUA, IPUMCHACMBIC ITPU OLICHKE
PHCKOB HH(OPMAIIMOHHOM 0€30MaCHOCTH.

Ymers

- OCYILECTBISTh KiacCUpHUKALMIO 337ad U IPOLECCOB
MH(POPMALIMOHHON 0€30MaCHOCTH;

- NpUMEHATH MCETOAbl MOACIMPOBAHUA [JIA ayJdudTa
WHPOPMAITMOHHON 0€30MaCHOCTH.

Baaners
- HaBbIKaMH ayuTa HHPOPMAIIMOHHON 0€30MaCHOCTH U
aHaJM3a MOCIeJICTBUN TIPY BO3SHUKHOBEHUH YIpo3 B cepe




obecrieueHus MHPOPMALTMOHHON 0€30MaCHOCTH;
MH(POPMALUOHHON - HaBBIKAMU HMCIIOJIH30BAHUSI TPOTPAMMHBIX CPEJICTB,
6e30IMaCHOCTH MPUMEHSIEMBIX TIPU ayJUTe WHHOPMAITHOHHOM
0e30MacHOCTH.
YHuBepcajibHble KOMIIETEHIINH
3HaTh:
- METOJOJIOTHIO0 CUCTEMHOT0 TIOAX0/1a MPH pelIeHUH 3a7ad
ayauTa HH(GOpMaIIMOHHOM O€30MacHOCTH.
Ymerb
M_VK-1 1 OCYIIECTBIIATh KIacCHPHUKALMIO 3a7ad W TPOLECCOB
OcymecTBisieT Y . p
YK-1 . WH(POPMAITMOHHON O€301TaCHOCTH;
CUCTEMHBII aHaIn3 .
Cnocoben - BBICTpanBaTh MpollecC odecredeHus] HHPOPMAINOHHON
3a]a4uu, BBIEIISS e¢
OCYILECTBIISTD 0e30macHOCTH.
N 6a3oBbIe
KPUTHYECKUN
COCTaBIISIIOLINE
aHaIu3 Baanerb
MPOOJIEMHBIX - HaBbIKaMH ayInTa HHPOPMAIIMOHHOH 0€30MaCHOCTH U
CUTyaIui Ha aHayM3a MocJeICTBUI PU BOSHUKHOBEHUH yrpo3 B chepe
OCHOBE MH(POPMALMOHHOHN 0€30MaCHOCTH;
CHUCTEMHOTO - HaBBIKAMU KPUTHYECKOTO aHAITN3a BOBHUKACMBIX 33/1a4
MOJIX0/1a, MH(GOPMAITMOHHOM OE30MaCHOCTH.
BbIpaOaTHIBATh 0 YK-1 2 Ymern
CTPaTEruro Ompenenser - BBIABJITH MPOOJIEMHBIC CHUTYAIMH, UCTONB3YS METOIbI
JeHCTBUM p ’ aynuta nH(pOPMaIMOHHON 0€30TIaCHOCTH;
HUHTEPIPETUPYET U .
- pamKUPOBATh BBHISABICHHBIC YIPO3bl WHPOPMAUOHHON
pamKupyer
0e301macHOCTH.
WHpOpMAIHIO,
eOyeMyto IS
TpebyeMy Baaners
peleHus
< - HaBbIKaMH YCTPAHCHUS BBISIBJICHHBLIX YI'PO3
MOCTaBJICHHOH 331291 .
WH(POPMAITMOHHONW O€301TaCHOCTH.

4. O0beM, CTPYKTYpa U coJep:KaHue TUCHUTIIUHBI

OO61mas TpyA0eMKOCTh AUCHHUIIIMHBI COCTaBISAET 4 3a4eTHBIX equHUIbl, 144 akaj. 4acos.

Ne Tembl (pa3aenbl) Buapl yueOHBIX 3aHSITHIA, DopMbI TEKYLLIETO
=9
n/n AUCHMIIIMHBI, 5 BKJIIOYASl CAMOCTOAITEIbHYI0 | KOHTPOJISA YCIIeBaeMOCTH
HX coJep:KaHue s padoTy CTya1eHTOB, ®opma NpoOMeKYyTOUHOM
S U UX TPY0€MKOCTh aTTecTaluu
(B akageMU4YeCKHUX Yacax) (no cemecmpam)
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Ormpoc Ha MTPaKTUIECKUX
1 |Beenenue. 2 2 4 p p
3aHITHAX
PazBepThiBaHue
" . Brmonuenne
2 |BUPTyaJIbHOMH cEeTeBOM 2 6 8 8 6 i a6
Ta6opATOpHH. nabopaTopHOH pabOTHI
IIporpaMMHBIE cpeacTBa
3 |MPOBENEHHs ay/Ta 2 4 4 8 Brimonnenwne
MH(POPMATIOHHOH nabopaTopHO pabOTHI
0e30macHOCTH.
4 |XKypnanupoBanue coObITHH | 2 2 2 8 Brinonnenwne




B OC Microsoft Windows. 1abopaTopHOil paboThI

5 JKypHanuposaHne coObITHIA 2 5 2 8 Brinonnenue

B OC Linux. 1a00paTOpHOI pabOTEI
2 03| 3.7 3auer

Bcero 3a 2 cemectp 16 | 16 0.3 | 39.7

72 daca

6 |XKypnammpoBanue coObITHH | 3 6 6 1 BeinonHenue
B npukiagaom [10. nabopaTtopHoOi paboThHI

7 |COop coObiThi 3 1 BrimonmHeHue
UHGOPMAIIHOHHOM 6 6 n1a00paToOpHO PabOThI
0e301macHOCTH.

8 |PearupoBanue Ha 3 2 Brimonnenue
MHIWICHTHI 4| 4 nabopaTtopHoOi paboTHI
HH()OPMAITHOHHOH
0e301MacHOCTH.

3 2 | 05335 JK3aMeH
Bcero 3a 3 cemectp 16 | 16 | 2 | 05 | 375
72 yaca
HUTOro 144 32 |32 2 |08 ]|772

Coneprxkanue pa3ienoB AUCIUTITHHBI:

Tema Ne 1 Beenenue.

1.1. MexayHapoaHble W POCCHUICKHE CTaHAApPThl ayauTa WHQPOPMAIMOHHOM
0€30MacHOCTH.

1.2. Yrpossl uadopmanronHoit 6e3omnacuoctu. O630p MarepranoB 0aHKa JaHHBIX YTPO3
6e3onacuoctu napopmarru PCTIK Poccun (https://bdu.fstec.ru).

1.3. Vazsumoctu u ux kinaccudukaius. Merpuku CVSSv], CVSSv2, CVSSv3.

1.4. TunoBble yA3BUMOCTH BEO-TIPUIIOKEHUIA.

1.5. Marpunia MITRE ATT&CK.

Tema Ne 2 PasBepThiBaHNE BUPTYAITLHOW CETEBOM JTA0OPATOPHH.

2.1. T'unepsuzop Oracle VirtualBox.

2.2. Kondurypanus ceTeBbIX HHTEPPEHCOB 1 B3aMMO/ICHCTBIE BUPTYAJIbHBIX MAIIIHH.

2.3. ITnarpopma smymsuu Eve-NG.

2.4. BzaumoielicTBHE KOMIIOHEHTOB BUPTYAJILHOM CETEBOH JTAOOpaTOPHH.

Tema No 3 [IporpamMMHble CpeACTBa TNPOBEACHUS ayauTa WHGOOPMAIMOHHON
0€30MaCHOCTH.

3.1. CkaHepsl ys13BUMOCTEH.

3.2. NnBentapusanus [10 u ys3sumocteit. SI3sik Open Vulnerability and Assessment
Language.

3.3. Tlouck m ycTpaHeHHE YS3BHUMOCTEW Ha NpUMepe oOpa3a BHPTYAIbHON MaIIMHBI
Metasploitable 2.

Tema Ne 4 XKypuanuposanue coobituii B OC Microsoft Windows.

4.1. Xypnaisl 6ezonacHoctu OC Microsoft Windows.

4.2. Kongurypanus aynuta coobituii 6ezomnacaoctu B OC Microsoft Windows.

4.3. NonomuutenbHbie uctounuku codsituit OC Microsoft Windows. Sysmon.

4.4. XypuamupoBanue coObITHII B ToMeHe Active Directory.

Tema Ne 5 KypnHanuposanue coobituit B OC Linux.

5.1. Xypuanst coosrtrit OC Linux.

5.2. Kongurypanus cayx6s! auditd. XKypranupoBanue criennpuuHbIX COOBITHH.

5.3. ApxuBupoBaHHE COOBITHIA.

Tema Ne 6 XKypHanupoBanue coObITHH B mpukaagaHom [10.

6.1. XKypuamuposanue coosituii B CYB/I.



https://bdu.fstec.ru/

6.2. XypHanupoBaHue COOBITHI BEO-TIPHIIOKEHHIA.

6.3. XKypHanupoBaHue COOBITHI B TIOUYTOBBIX CEpPBEpAX.

6.4. XypuanupoBaHue coObITHIA B (hailIOBBIX cEpBEpaX.

Tema Ne 7 COop coObiTuii nHGOPMALIMOHHOW OE30MACHOCTH.

7.1. ArenTHbld U 6e3areHTHBIN cOOp COOBITHI HH(DOPMAIIMOHHO OE30MacHOCTH.

7.2. CucteMbl XpaHeHus coObITHi HHpOpMalmonHoi 6e3onacuoctu. ElasticSearch.

7.2. SIEM-cucremsr. OSSIM.

7.3. Koppensuus. Pazpabotka npasui koppensauu o matpuiie MITRE ATT&CK.

Tema Ne 8 PearnpoBaHue Ha MHIIUACHTHI HHPOPMAITMOHHOW 0€30aCHOCTH.

8.1. I'enepanusi MHUMIECHTOB WH(GOPMALMOHHONW O€30MaCHOCTH HAa OCHOBE MAaTpPHUIIbI
MITRE ATT&CK wu ux BbIsSBICHHE.

8.2. [IpoBenenue pacciae10BaHUsI KOMIIBIOTEPHBIX HHIUICHTOB.

8.3. UccnenoBanue HOCUTENNEH KOMIBIOTEPHON HH(POPMAITUH.

8.4. YcrpaHeHue nocneACTBUM HHIUMACHTOB HH(GOPMAIIMOHHON 0€30M1aCHOCTH.
5. O0pa3oBaTejibHbIE TEXHOJIOTHHU, HCIOJIB3yeMble MPU OCYIIECTBJIEHHH 00Pa30BaTeIHLHOI0
npoiuecca no JUCHUILINHE

B nponecce 00y4eHus NCIIONB3YIOTCS CIEAYIOIINE 00pa30BaTEIbHbIE TEXHOIOTUU:

BBoaHas Jieknms —1aeT IMEpBOE LEJIOCTHOE MPEACTaBIEHUE O JTUCHMIUIMHE U
OPUEHTHUPYET CTYAECHTAa B CUCTEME H3YyY€HUs NaHHOW MUCHUIUIMHBL. CTyIEHTBI 3HAKOMATCS C
Ha3HauYEHUEM U 33/ladaMU Kypca, €ro pojbl0 M MECTOM B CHUCTEME yYEOHBIX AUCLUIUIMH U B
CUCTEME TMOJATrOTOBKM B 1enoM. Ha 93TOH JeKnuu BBICKA3bIBAIOTCS METOJIUYECKUE U
OpraHU3allMOHHbIE OCOOCHHOCTU pabOThl B paMKax JaHHOW IUCHMIUIMHBI, a TaKKe HaeTcs
aHaJIU3 PEKOMEHIyeMOH y4eOHO-METOUUECKON JIUTEPATYPBI.

AxaneMuyecKkast JieKuus (WIK JIEKIHs 00ILEro Kypca) — ocjeIoBaTelIbHOE U3JI0KEHHE
MaTepHuana, OCYLIECTBISIEMOE IPEUMYLIECTBEHHO B BUAE MOHOJOra IpenojaBaTelis.
TpeboBaHMs K aKaJeMHUYECKOH JIEKIMU: COBPEMEHHBIH Hay4HbI YpOBEHb M HACBHIIIEHHAs
MH(OPMATUBHOCTb, yO€qUTeNbHas apryMEHTalus, JOCTy[Has M IOHSATHas pedb, YeTKas
CTPYKTYpa M JIOTHKA, HaJlU4ue SPKUX IPUMEPOB, HAYUYHBIX [0Ka3aTeIbCTB, OOOCHOBaHMIA,
¢dakToB.

IIpakTHyeckoe 3aHsATHE — 3aHATHE, TOCBSIIEHHOE OCBOEHUIO KOHKPETHBIX YMEHUH U
HAaBBIKOB U 3aKPEIJICHUIO NOJyYEeHHBIX Ha JIEKLIUU 3HaHUH.

JlaGopaTopHas padora — opranu3zanus yueOHoil paboThI C pealbHBIMU MaTepUAIbHBIMU
¥ UTHPOPMAIIMOHHBIMU O0BbEKTaMH.

KoncyabTanum — BHUJI yueOHBIX 3aHATUH, SBIAOLMICS OAHONH M3 (HOpM KOHTPOJS
CaMOCTOSITENIbHOM ~ paboThl  CcTyAeHTOB. Ha KOHCynmpTamusix 1O Mpock0e CTYJIEHTOB
paccMaTpuBaIOTCsT Haubojee CIOXKHBIE MOMEHTHI IpPU OCBOEHHM MaTepuasa JUCLUIUIMHBL,
npenojaBaTesib OTBEYAaeT Ha BOIPOCHI CTYIEHTOB, KOTOPbIE BO3HMKAIOT y HHMX B Ipoliecce
CaMOCTOSITENIbHON PaOOTHI.

6. IlepeueHb MH(POPMANMOHHBIX TEXHOJOTHWi{, MCHOJb3YeMbIX HPH OCYLIECTBJIEHHH
0o0pa3oBaTeIbHOIO0 MpoLecca MO JMCHHIIMHE, BKJIKYAs MepeYeHb JHMIEH3NOHHOIO
NpOrpaMMHOro olecrmedyeHMss M  HHPOPMALMOHHBIX CHPABOYHBLIX CcHCTeM (npH
HEe00XO0AUMOCTH)

B Mponecce OCYICCTBIICHUA 06p330BaTeJ'II>HOFO mponecca UCIOJb3YHOTC:
MporpaMmMHoOC obecnieyeHue IJIg CO3aHrd U AICMOHCTpAallun Hpe3eHTaI_II/II71, I/IJ'IJ'IIOCTpaLII/Iﬁ u
JIPYTUX y4eOHBIX MaTE€pHUAJIOB:

- Microsoft Windows (B coctase Microsoft Imagine Premium Electronic Software Delivery);
- Oracle VirtualBox (cBo6oano pacmnpoctpansemoe I10);
- Eve-NG (cBo6oaHO0 pacnpoctansiemoe [10);



- Ubuntu (cBoGomHo pacnpoctpansiemoe I10);

- Kali Linux (cBoboaHo pacmpoctpansiemoe I10);
- OSSIM (cBoGoaHO pactpoctansemoe 110);

- ElasticSearch (cBo6oaHo pactpocransemoe I10).

7. IlepeyeHb COBpeMEeHHBIX NMPO(ecCHOHAIBHBIX 0a3 JAHHBIX U HH(OPMAIMOHHBIX
CIIPAaBOYHBIX CHCTEM, HCIOJIb3yeMbIX MPH OCYILIEeCTBIEHUH 00Pa30BaTeIbHOIO Mpolecca Mo
AUCUUIIMHE (TPH HEOOXOAMMOCTH)

1. DnexTponHas OubnuoTeka yueOHbIX Marepraion Spl'V:
(http://www.lib.uniyar.ac.ru/opac/bk_cat find.php).

2. DnekTpoHHO-O0nbaroTeuHas cucrema «tOpaitr» https://www.biblio-online.ru/

3. DIEeKTpOHHO-OMOIMOTEYHAass CHUCTeMa  «YHHBEpCHTETCKass Oumbimoreka  online»
(www.biblioclub.ru).

4. Homoctu B chepe wmH(DOpMAIMOHHOW OE€30MACHOCTH M 3AIIUTHl KOMIIBIOTEPHOMN
uHdopmanmu xkypHana «Xakep»: https://xakep.ru/tag/news u sxypuana «HbopmanmoHHas
6e3omacHoCcThy: http://itsec.ru/main.php.

5. Hosgeilmne nanubie 00 yrpo3ax paboThl ¢ MOAKIIOYEHHEM K ceTu HTepHeT poccuiickoit
kommanuu «Jlaboparopus Kacnepckoroy: http://www.kaspersky.ru/internet-security-center.

6. @enepasibHBIN OaHK TaHHBIX YIPO3 OC30IMACHOCTH, BEIyIIUICS B pa3aeie « Texanueckas
3ammra uHpopMarun» opunuansaoro caiita ®CTOK Poccun (https://bdu.fstec.ru).

8. IlepeuyeHb OCHOBHOI M JONOJHUTEJIbHOIW Y4eOHO#i JHUTEpPaTyphl, PpecypcoB
HH(POPMALMOHHO-TEJIEKOMMYHUKAUMOHHO cetn  «UHTepHeT», HEOOXOAMMBIX s
OCBOCHUS M CHHUIINHBI

a) OCHOBHasl JIUTepaTypa

1. Tanenbaym D. Apxutektypa komnbiorepa. / . Tanenbaywm; [miep. ¢ anri. 1O.
I'opoxosckoro, . luntakosa] - 5-e uzz. - CI16.: [Tutep, 2013. - 843 c.

2. Tanenbaym D. CoBpeMeHHbIe onepaiuonnblie cuctemsl. / 3. Tanenbaym, X. boc; [mep. ¢
anri. A. JleonteeBoii, M. Mansimesoit, H. Bunpunackoro] - 4-e uzn. - CI16.: [Turep, 2019. -
1119 c.: un.

3. Tanenbaym O. Kommbrotepubie cetu. / D. Tanenbaywm, /1. Yazepoit; [mep. ¢ anri. A.
['pebenbkoBal - 5-¢ u3a. - CII6.: [Turep, 2019. - 955 c.

4. buprokoB A. A. Undopmarimonnas 6e30nacHOCTh: 3amuTa u Hanagenue M.: JIMK
ITpecc, 2017. -434 c.

0) 10MOJIHUTE/IbHAS JIUTepaTypa

1. benos E.b, Jloce B.IL. u ap., «OcHOBBI HH(DOpMALIMOHHOW O€30MmacHOCTHY, Y4eOHoe
nocobue 11st By30B..- M.: ['opsiuas nmunaust — Tenexom, 2006. — 544 c.

2. lepsiaun I[1.H. Monenu 6e3omacHocT koMmnbloTepHbIx cucteM. / [1.H. JleBsiHuH -
MockBa: Akanemust, 2005. - 320 c.

3. [naronos B. B. IIporpammHo-anmnapaTHbie CpeicTBa 3alUTHl HH(GOPMAITUU: Y4eOHUK
JU1st By30B. - M.: Akagemus, 2014. - 331 c.

4. Ipockypun B.T'., «3ammuTa nporpamMm u JaHHBIX», 2-€ U3JaHHe, yuyeOHOEe mocodue s
CTYyJI. YUpeXACHUH BhICII TTpod. oOpazoBanus, M., U3garenbckuit ieHTp «Akagemusi», 2012.-
208c

5. Kacnepcku Kpuc @ynmameHTaibHBIC OCHOBBI XakepcTBa. MIckyccTBO
nu3acceMOnupoBanus [ DnekTponnslid pecypce] / Kpuce Kacnepcku. — DineKTpoH. TEKCTOBbIE
nauasie. — M. : COJIOH-TIPECC, 2010. — 446 ¢. — 5-93455-175-2. — Pexum gocryma:
http://www.iprbookshop.ru/65405.html

6. 0. Iuorenec, D. O3kaitss Kubepde3onacHOCTh cTpaternu arak u oboponsl. M.: JIMK
ITpecc, 2020. - 326 c.
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9. MarepuaiibHO-TEXHHYECKas 0a3a, HEOOX0AUMAs IJIs1 OCYIIECTBJIEHHs 00pPa30BaTEeIbHOI0
npounecca no JTUCHHUILINHE

MarepuanpHo-TeXHHUECKas 0a3a, He0OX0auMast Il OCYIIECTBICHHUS 00Pa30BaTEILHOTO
nporecca Mo JUCHUIUIMHE BKIIIOYAET B CBOM COCTAB CIIEIUAIbHBIC TOMEIICHHUS:
-y4eOHbIe ayIUTOPHH ISl IPOBEICHUS 3aHATUH JIEKIIMOHHOTO THIIA;
-y4eOHBIC ayIUTOPUH JUIs IPOBEACHUS MPAKTUIECKUX 3aHATHI: 1a00paTOPHIO MPOTPaAMMHO-
anrmapaTHbIX CpeACTB o0ecredeHns HHPOPMALMOHHOM O€3011aCHOCTH;
- y4eOHbIe ayJTUTOPUH ISl IPOBEICHHS TPYIIIOBBIX U MHAMBUIYAJIbHBIX KOHCYIIbTAINH,
- yT-I€6HBI€ ayauTopuun JJid MpOBCACHUA TCKYIICTO KOHTPOJIA U HpOMe)KyTO‘IHOﬁ aTTeCTalluu,
-[TIOMEIIEHHS JJIS1 CAMOCTOSTEIbHOM PabOTHI;
-IOMEIICHUS IS IPOBEICHUS Ta00PaTOPHBIX 3aHATHM.

[Tomemnenuns 11t CaMOCTOSITENbHON pabOThI 00YJarOIIUXCSI OCHAILICHBI KOMITBIOTEPHON
TEXHUKOH ¢ BO3MOXKHOCTBIO MOJKITIOYEHUS K ceTh «MHTepHeT» 1 o0ecrieyeHreM JI0CTyIa B
JIEKTPOHHYIO NH(POPMAIMOHHO-00Pa30BATEIBHYIO CPEY OpPraHU3aIIH.

Yucno mocaiouHbIX MECT B JICKIIMOHHOW ayAUTOPUH OOJIbIIIE JINOO PABHO CITUCOYHOMY
COCTaBY IIOTOKA, a B ayAUTOPHH JJIs TPAKTUUECKHUX 3aHATHH (CEMHHAPOB) — CIHCOYHOMY
COCTaBY T'PYIIITBI 00YYarOIIIXCS.

ABTOp:
JouenT kadeapbl KOMIBIOTEPHOU

0€30IMaCHOCTH U MaTEeMaTUYEeCKUX
METOJIOB 00pabOTKN HH(DOpPMAITHH A.A. T'opoxoB

OQ0JIHCHOCHID, VUEHAsl CMEeNnetb noonucs H.0. ©amunus



IIpunoxkenne Ne 1 k paGoueil nporpaMme M CUHUIIIMHBI
«Ayaut uHGOPMANMOHHOM 0€30MACHOCTI)

DoH/1 OLIEHOYHBIX CPEICTB
JJIS1 MPOBe/IeHUsI TEKYIIero KOHTPOJIsl YCIeBAeMOCTH
U IPOMEKYTOYHOM aTTEeCTAIUM CTY/IeHTOB
o JUCHHUIIJINHE

1. TunoBble KOHTPOJIbHBbIE 32IaHNUSI UJIH MHbIE MAaTEePHAJIbI,
Heo0X0auMbIe J1JISl OLleHKHM 3HAHUI, yMEHU i, HABBIKOB M (WJIH) ONBITA 1eATeJIbHOCTH,
XapakTepu3youmXx 3Tanbl popMupoBaHus KOMIETEHIIUI

JlabopaTopnasi paGora Nel
(nposepka chopmupoBannoctu OIIK-1, unauxarop U_OIIK-1 1)

Ipumep 3ananus:

Bapuant 1
1. B cpene Bupryanuzaiuu VirtualBox co3mats BUPTYabHYIO MAIIMHY, YCTAHOBUTH SMYJISTOP
Eve-NG.
2. Co3zatp BHpTYyanpHyI0 MalnuHy, ycranoButs OC Kali linux.
3. B amynsarope Eve-NG coznats BUpPTyalbHBIN KOMITBIOTEP, HACTPOUTH HAa HEM a/IPECALIUIO.
4. B amynsrope Eve-NG nobasuts mapipyruszatop Mikrotik, HacTpouTh Ha HeM aapecaruio.
5. HactpouTs ceTeBoe B3auMOICHCTBHE MEXTy BUpTyasibHON MarmHou Kali linux u
BUPTYaJIbHBIM KOMITBIOTEPOM Yepe3 UCIIOIb3YEMbIH MapIIPYTH3ATOP.

IIpaBua BEICTABICHMS OLICHKM I10 pe3yJabTaTaMm Ha6ODaTODHOI>'I Da6OTLII

OrmeHKa 1o pe3ysibTaTaM caMOCTOSTEIbHOM PadOThI cCYMTAeTCs B Oajuiax Mo CIeIyoneMy
IPUHLIMITY: IPAaBUIBHO BHIIIOJHEHHOE 3aJjaHue — 2 Gaia.

Kaxnoe 13 3ananuii Mo>xeT ObITH OILIEHEHO IOJIOBUHOM 3asiBIIEHHBIX 110 HEMY 0ajlioB, B
cilydae, KOTJa TpH €ro BBINIOJHEHWH TPOrpaMMHOE obecriedueHue (QyHKIMOHUPYET, HO HE
B3aUMO/ICHCTBYET C IPYTMMU KOMIIOHEHTAMH JIOJKHBIM 00pa3oM.

[TonHOCTHIO HEMPaBUIILHO BBHIOIHEHHOE 3aaHue — 0 6ayIoB.

MaxkcumanabHOe KOJMYECTBO OAJUIOB 110 UTOraM JlabopatopHoi paboTsl — 10 6amos,

HabpanHoe xonuuecTtBo 6a/10B 0T 9-10 COOTBETCTBYET OLIEHKE «OTIUYHO», 7-8 OAIIOB —
OLIEHKE «XOpOoHIO», 5-6 OalsIOB — OLIEHKE «Yy/IOBJIETBOPUTEILHO», MEHEee 5 OajloB — OIICHKE
«HCYOOBJICTBOPUTCIIBHO» (YMCHI/HI Ha JaHHOM JTarie OCBOCHUA JUCITUITIINHBI HE
c(OpMHUPOBAHBI).

JlabopaTopnasi paGora Ne2
(npoBepka cpopmupoBannoctu YK-1, uaaukarop U_VK-1_2)

IIpumep 3axanus:

Bapmuanr 1
1. B cpene Bupryanusaiu VirtualBox no6asuts BuptyansHyto mammnyMetasploitable 2.
2. YCTaHOBHTH M HACTPOUTH CKaHep ys3BuMmocteld OpenVVAS, HacTpouTs ceTeBoe
B3aMMO/ICHCTBHE C BUPTyanbHO# Marmuaoi Metasploitable 2.
3. IIpoBectu mouck ysa3BUMOCTEH B BUpTyansHOU MammHe Metasploitable ¢ ucionszoBannem
ckanepa ys3pumocteit OpenVAS.
4. TIpoBecTu TIOMCK ySI3BUMOCTEH B BUpTyassHON MammHe Metasploitable 2 ¢ ucionszoBannem
untepnperaropa OVAL.



IIpaBuia BEICTABJICHMS OILICHKH I10 pe3yJabTaTaM Ha6ODaTODHOﬁ DaGOTLII

OreHka 1o pe3ysbTaTaM caMOCTOATEIBHOU PabOThl CUUTACTCS B OaIax 1Mo CIeIYIOIEeMy
MPUHIINITY: PABUIHLHO BHIIOJHEHHOE

- 3amanue Ne 1 — 2 Gama;

- 3amanue Ne 2 — 2 Gania;

- 3aganue Ne 3 — 3 oayuia;

- 3amanue Ne 4 — 3 Qajuia.

Kaxxnoe u3 3amanuii MOXKET ObITh OIIEHEHO TTOJIOBHHOM 3asBIICHHBIX TI0 HEMY OAJIJIOB, B
cllydae, KOTJia Py ero BhIMOJIHEHUH NPOrpaMMHOE obecrieueHue GyHKIIMOHUPYET, HO HEe
B3aMIMOJICHCTBYET C IPYTUMH KOMIIOHEHTAMH JOJKHBIM 00Pa3oM.

[TonHOCTBIO HEMPaBUIILHO BHINOIHEHHOE 3aaHue — 0 6aiioB.

MaxkcruMaabHOE KOJTHYECTBO OAJLIOB IO UTOraM JiabopaTopHoii paboTsl — 10 6aios,

Ha6pannoe xosmmuectBo 6ai1oB 0T 9-10 COOTBETCTBYET OLICHKE «OTIMYHO», 7-8 OaJIJIOB —
OIICHKE «XOpOoIIo», 5-6 0a/IOB — OILIEHKE «YyIOBJICTBOPUTEIHLHO», MEHEEe 5 OallJIOB — OICHKE
«HEYJOBIETBOPUTEIBbHO» (YMEHHMS Ha JAaHHOM JTale OCBOEHUS JUCLHMIUIUHBI  HE
c(OpMHUPOBaHBI).

JladbopaTopnasi padora Ne3
(npoBepka cpopmupoBannoctu YK-1, uuaukarop U_VK-1_1)

IIpumep 3axanusa:

Bapuant 1
1. B cpene Bupryanuzaiuu VirtualBox cozpate mammny noxa ynpasiaeauem OC Microsoft
Windows.
2. HacTpouTh ayuT OMpeeICHHOTO COOBITHS HH(POPMAIHOHHOM 6e301acHOCTH (ayauT
ycrexa/oTkasa — BBOJ apoJIs, JOCTYII K (aiiily, CO31aHue TOIb30BaTels U T.JI.).
3. CreHepupoBaTh COOBITHE U3 3aIaHKs 2 U TPOJAEMOHCTPUPOBATH €0 B )KypHAJIC COOBITHIA.

[IpaBua BEICTABICHMS OIIEHKH 110 pEe3yJbTaTaM Ha6ODaTODHOﬁ Da6OTLIZ

OreHka o pe3yiapTaTaM caMOCTOATEIbHON pabOThl cCUUTAETCs B Oajuiax Mo CIeayIIeMy
MIPUHIIHAITY: PABUIHLHO BBITIOJTHEHHOE

- 3aganne Ne 1 — 3 Oamna;

- 3amanue Ne 2 — 3 Gaia;

- 3aganue Ne 3 — 4 Oana.

Kaxxnoe u3 3aganuii MOXKeT OBITh OIEHEHO MOJIOBUHOM 3asBJICHHBIX 110 HEMY 0aJljioB, B
cllydae, KOT/la TIPU ero BHIMOJIHEHUH MPOTrpaMMHOE obecrieueHue GyHKIIMOHUPYET, HO HEe
B3aMMOJICHCTBYET C IPYTUMH KOMITOHEHTAMH JTOJKHBIM 00pa3oM.

[TonHOCTHIO HEMPABUIIHLHO BHIMOTHEHHOE 3aqaHue — 0 GayoB.

MakcumanbHOE KOJIMYECTBO OAJIJIOB IO UTOTaM JiabopaTopHoi padoTsl — 10 Gamios,

Habpannoe xonudectBo 6amioB oT 9-10 COOTBETCTBYET OLIEHKE «OTIUYHO», 7-8 OANIOB —
OIICHKE «XOpOIIO», 5-6 OallJIOB — OIICHKE «YyIIOBIETBOPHUTEIHHO», MEHEe 5 OaJlJIOB — OIICHKE
«HEYIOBIETBOPUTENHbHO» (YyMEHHMS Ha JAaHHOM JTale OCBOCHHUS  JWCIHILIUHBI  HE
c(OpMHUPOBaHBI).

JlabopaTopHas padora Ned
(npoBepka cpopmupoBannoctu YK-1, maaukarop U_VK-1_1)

IIpumep 3axanus:
Bapmuanr 1
1. B cpene Bupryanuzamuu VirtualBox cosnare mammny noz ynpasineanem OC Linux.



2. HactpouTh ayuT ONpeaeeHHOTO COOBITHS HH(POPMALIMOHHOM 0€301macHOCTH (ayJUT
ycrexa/oTkasa — BBOJ ApoJIst, TOCTYII K (ailiry, co31aHKe MOJIb30BaATENS U T.JI.).
3. CrenepupoBath COOBITHE U3 33J]aHUA 2 U TIPOJIEMOHCTPUPOBATH €r0 B )KypHaJIe COOBITHIA.

[IpaBuia BEICTABJIEHUS OLIEHKHU 110 Pe3yJbTaTaM JIa0opaTopHOU paboThL:

OrieHKa 110 pe3ysbTaTaM caMOCTOSTEIbHOM PadOThl CYMTACTCS B OajuiaxX Mo CICIYIOUIEMY
NPUHIXIY: PABUIBHO BHIIOJIHEHHOE

- 3amanue Ne 1 — 3 Ganna;

- 3amanue Ne 2 — 3 Gaiia;

- 3aganue Ne 3 — 4 Gana.

Kaxxnoe u3 3aganuii MokeT ObITh OLICHEHO MOJIOBHHOM 3asBIICHHBIX 110 HeMY OaJlIoB, B
clly4ae, KOrJia IpH €ro BIMOIHEHUH POrpaMMHoe o0ecrieueHue (yHKIMOHUPYET, HO HEe
B3aUMOJICHCTBYET C APYrUMH KOMIOHEHTAMH JOJIKHBIM 00pa3oM.

[TomHOCTBIO HETIPABHIIBLHO BBIMIOJIHEHHOE 3a1aHue — 0 6asioB.

MakcnumanbHOe KOIN4ecTBO OAIIIOB 110 UTOraM JlabopaTopHoi paboTsl — 10 Oanos,

HaGpannoe konmuecTBo 6amtoB oT 9-10 COOTBETCTBYET OIIEHKE «OTIMYHOY, 7-8 OaJIIOB —
OLICHKE «XOpOIIO», 5-6 OaNIOB — OLEHKE «YHOBJIECTBOPHTEIHLHO», MEHEe 5 OaIOB — OLIEHKE
«HEYIOBJICTBOPUTENILHO»  (YMEHHWsI Ha JIAHHOM O3Talle  OCBOCHHS  JUCHMIUIMHBI  HE
chopMHUpPOBaHBHI).

JlabopaTopnasi paGora Ne5
(npoBepka cpopmupoBannoctu YK-1, maaukarop U_VK-1_1)

IIpumep 3axanus:
Bapuanr 1
1. B cpene Bupryanuzaiuu VirtualBox co3nate ManimHy 1 yCTaHOBUTB Ha HEE ONEPA[HOHHYIO
CHCTEMY, COBMECTHUMYIO C UCTOUHHKOM coObITHil — CYBJ MySQL.
2. YcranoBute CYBJI MySQL.
3. HactpouTh aynuT onpeneneHHOro coobITHs HHGOpMalMOHHON 0€301MacHOCTH (ayIUT
ycrnexa/oTkasa — BBOJ apoJis, BeimoiaHenue SQL-3ampoca).
4. CreHepupoBaTh COOBITHE U3 33JJaHUS 3 U IPOIEMOHCTPUPOBATH €TI0 B )KypHaJIe COOBITHIA.

Bapmunanr 2
1. B cpene Bupryanuzamuu VirtualBox co3mats MalivHy U yCTaHOBUTH HA HEE OTIEPAIIHOHHYIO
CHCTEMY, COBMECTUMYIO C HCTOYHUKOM COOBITHIT — BeO-cepBepom Apache Tomcat.
2. Ycranosuth Apache Tomcat.
3. HactpouTts ayaut ompeeneHHOro coobITUsI MHGOPMAIMOHHON 06e30MacHOCTH (ayauT
ycrexa/oTkasa — J0CTYI K (aiiiam BeO-cepBepa).
4. CrenepupoBaTh COOBITHE U3 33JaHUsI 3 ¥ MPOJIEMOHCTPUPOBATH €T0 B KypHAJIE COOBITHH.

[IpaBua BEICTABICHMS OIICHKH I10 pE3YyJbTaTaM Ha6ODaTODHOﬁ Da6OTLIZ

OreHka o pe3yiabTaTaM caMOCTOATEIbHOU paboThl cCUUTAETCs B Oauiax Mo CIeayIeMy
NPUHIAITY: PABHUIILHO BHITIOJTHEHHOE
- 3aganne Ne 1 — 2 Oamna;
- 3amanue Ne 2 — 2 Gaia;
- 3aganue Ne 3 — 3 oainia;
- 3aganue Ne 4 — 3 basia.

Kaxxnoe u3 3amanuit MOXKeT ObITh OIIEHEHO TTOJIOBHHOM 3asBIIEHHBIX TI0 HEMY OAIIJIOB, B
ciTyvae, KOTJia TIPH ero BITIOJTHSHHUH IMPOTrPaMMHOE o0ecrieueHre GyHKIIMOHUPYET, HO HE
B3aMMOJICHCTBYET C IPYTUMH KOMIIOHEHTAMH JOJKHBIM 00Pa3oM.
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[MToHOCTBIO HEMIPAaBUIILHO BBHITIOIHEHHOE 3a7aHue — 0 0ayuioB.

MakcumanbHOE KOJIMYECTBO OAJIJIOB TI0 UTOTaM JIabopaTopHoM padoTsl — 10 Gamios,

Habpannoe xonmuecTBo 6am1oB oT 9-10 COOTBETCTBYET OLIEHKE «OTJIMYHOY, 7-8 GaJIIOB —
OILICHKE «XOpOmIO», 5-6 0alioB — OLIEHKE «YIOBJICTBOPUTEIHLHO», MEHEe 5 0ajlIOB — OIICHKE
«HEYIOBJICTBOPUTEIILHO»  (YMEHHWsI Ha JIAHHOM OJTalle OCBOCHHS  JUCHUIUIMHBI  HE
chopMHUpOBaHBHI).

JlaGoparopHasi padora Ne6
(npoBepka cpopmupoBannoctu YK-1, nuaaukarop U_VK-1_2)

Ipumep 3anaHusi:

Bapuanr 1
1. B cpene Bupryanuzamuu VirtualBox cosnare mammny u ycraHoBUTH Ha Hee ElasticSearch,
OSSIM unu mr00yr0 IpyTyro cucteMy coopa COOBITHH.
2. Hactpouts cO0p COOBITHIA ¢ UCTOYHHKA U3 JTA0OpaTOPHOM paboThl Ne5.
3. IIponeMOHCTpUpPOBATh B cUcTeMe cOopa COOBITHIA CTeHEPUPOBAHHOE COOBITHE U3
nabopaTopHoi paboThI NoS.

[IpaBmiia BeICTABJIEHHUS OLIEHKH IO pE3VIIbTATaM JIa00PATOPHON paOOTHI:

Orenka 1o pe3ysabTaTaM caMOCTOSITEIbHON pabOThl CUUTAETCS B OaJlIax IO CISAYIOIEMY
NPUHINIY: IPaBUIBHO BHIIOJIHEHHOE

- 3amanue Ne 1 — 4 Gama;

- 3amanue Ne 2 — 3 6ania;

- 3aganue Ne 3 — 3 oayuia;

Kaxxnoe u3 3agaHuii MOKeT OBITh OLICHEHO TIOJIOBHHOM 3asBJIICHHBIX 110 HeMY 0aJlIoB, B
cilydae, KOTJia P €ro BHIMOJIHEHUH ITPOrpaMMHOe obecnieueHre (PyHKIIMOHUPYET, HO HE
B3aUMO/ICHCTBYET C IPYrUMH KOMIOHEHTAMH JOJIKHBIM 00pa3oM.

[TomHOCTBIO HETIPABUIILHO BBINTOJHEHHOE 3a1aHue — 0 6asioB.

MakcumanbHOe KOINYeCTBO OAIIOB 110 UTOraM JIabopaTopHoi padboThl — 10 Oanos,

HabpanHoe xonuuecTtBo 6a/10B 0T 9-10 COOTBETCTBYET OLIEHKE «OTIUYHO», 7-8 OAIIOB —
OLIEHKE «XOpOIIO», 5-6 OalIOB — OLEHKE «YJOBJIETBOPHTEIHLHO», MEHEe 5 OaIoB — OILIEHKE
«HCY/IOBIICTBOPUTEIILHO»  (YMEHHMS Ha JAQHHOM OTalne OCBOCHUS JUCUUIUIMHBI  HE
c(OpMHUPOBAHBI).

Jladoparopnasi padora Ne7
(npoBepka cpopmupoannoctu OIIK-1, unankarop U_OIIK-1_1)

IIpumep 3axanus:
Bapuanr 1
1. B BuptyanbHoii mamuae Metasploitable ycrpanuts ysi3BUMOCTB, YIOBICTBOPSIOIIYO
CIICAYIOIINM KPUTEPHSIM:
-3HaueHne CVSSV2 y ya3BUMoCTH BblIIe, yeM 7.0
-ci1yx0a, To/IBep keHHast ysI3BUMOCTH, pyHKImonupyet Ha TCP-mopry 21.
2. IlponeMoHCTpUpOBaTH pabOTOCHOCOOHOCTh CITY>KOBI IOCIIE YCTpAaHEHHS YKa3aHHOH
YSI3BUMOCTH.

[TpaBwiia BEICTABJIEHUS OIIEHKH IO PE3VIIbTATaM JIA00OPATOPHOUN paOOTHI:

OreHka 1o pe3ynbTaTaM CaMOCTOATEILHON PabOThI CYUTAETCS B Oaiax Mo CIEAYIOIIeMY
MPUHIINITY: PABUIHLHO BHITIOTHEHHOE
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- 3aganue Ne 1 — 6 Oamia;
- 3amanue Ne 2 — 4 Gayuia.

Kaxxnoe u3 3aianuii MOXKET OBITh OIEHEHO MOJIOBUHOM 3asiBIICHHBIX 110 HEMY OaJlIOB, B
cllydae, KOTJla IpY ero BIMOJIHEHUH NPOrpaMMHOE obecrieueHue GyHKIIMOHUPYET, HO HEe
B3aMIMOJICHCTBYET C IPYTUMH KOMIIOHEHTAMH JOJKHBIM 00Pa3oM.

[TonHOCTBIO HEMPABUIILHO BHIMOIHEHHOE 3aaHue — () 6aysioB.

MaxkcruMaabHOE KOJHYECTBO OAJIOB 1O UTOraM JiabopaTopHoii paboTsl — 10 6aios,

Ha6pannoe kosmmuecTBo 6ai1oB OT 9-10 COOTBETCTBYET OLICHKE «OTIMYHO», 7-8 OAJIJIOB —
OIICHKE «XOpOoIIo», 5-6 0a/IOB — OILIEHKE «yIOBJICTBOPUTEIHLHO», MEHEEe 5 OallJIOB — OICHKE
«HEYIOBIETBOPUTEIBbHO» (YyMEHHMS Ha JAaHHOM JTale OCBOGHHUS  JUCIUILUIMHBI  HE
c(OpMHUPOBAHBI).

2. Ciucoxk BONPOCOB M (WJIM) 3a/IaHMI /151 IPOBEAeHUs POMEKYTOYHOM aTTecTalluu
Chnucok 3agaHuil K 3a4eTy

Ha 3auere mposepsiercs chopmupoBanHocTh komrnereHnun YK-1, (uaaukaroper 1 VK-
1 1,1 VK-1_2).

3adeT BBICTABIISIETCS MO pe3yJbTaTaM KOHTPOJIBHOW pabOThl MpH yclIOBHU Habopa 1o
UTOTaM €€ BBITIOJHEHUS CTYJACHTOM C OJHOMW MOMBITKY HE MeHee 6 0aioB.

IIpumepsbl 3a1aHmii:

Bapuanr 1.
1. YcranoButh OC Linux mim Windows Ha BUPTYaabHYIO MaIIUHY.
2. HactpouTs ayauT ycrnexa u otkasa st Bxoga B OC Linux nim Windows. Hactpouts aymut
noctymna K ¢aiiiaam B karanore /home/user wmu C:\Users\user.
3. IIpenoctaBuTh MpPEMOABATEIIO YUSTHYIO 3aIKCh U APOJIb oJib3oBaress USer.
4. Tlocrie aBTOpU3AIHMH MTPETOIaBaTe/IeM Ha BUPTYAJIbHON MAIIMHE, BBIICHUTD, KAKOM
T0JIb30BATENb OCYIIECTBUII HEYAaqHYH0 MONbITKY Bxojaa B OC.
5. Tocrie aBTOpU3AIIUH PETIOIABATEIEM HA BUPTYaIbHON MAIIMHE BBIICHUTD, K KAKOMY (hailiry
ObLI 3aIPOIIIEH AOCTYII.

IIpaBuja BEICTABICHUS OIICHKH 110 pe3yJbTaTaM 3a4€THOMN Da60TBII

OreHka o pe3ynpTaTaM CaMOCTOSTETFHOM paboThl cUMTaeTCs B 6aliax Mo ClIeIyoIIeMy
MIPUHIIHAITY: PABUIHLHO BBITIOJTHEHHOE

- 3aganne Ne 1 — 2 Oamna;

- 3aganne Ne 2 — 2 Oajia;

- 3aganue Ne 3 — 2 oaiia;

- 3aganne Ne 4 — 2 Oaina;

- 3aganue Ne 5 — 2 Oaia.

Kaxxnoe u3 3agannii MOKeT OBITH OIEHEHO MOJIOBUHOM 3asBJICHHBIX 110 HEMY 0aJljioB, B
ClIydae, KOTJla TIPU €ro BHIMIOJHEHUH MPOTrpaMMHOE o0ecrieueHue GyHKIIMOHUPYET, HO HE
B3aMMOJICHCTBYET C IPYTUMH KOMITOHEHTAMH JTOJDKHBIM 00pa3oM.

[TonHOCTHIO HETMPAaBUIIBLHO BHIMOTHEHHOE 3a1aHue — 0 GayoB.

MakcumanbHOE KOJIMYECTBO OAJIJIOB TI0 UTOTaM 3a4eTHOM paboTsl — 10 6aios,

Habpannoe xomuuectBo 0amioB OT 6-10 COOTBETCTBYeT OIICHKE «3a4TeHO, MeHee 6
0aIOB — OIIEHKE «HE 3a4TeHO» (YMEHHWsS Ha JIaHHOM OJTale OCBOCHUS JUCIUIUIMHBI HE
c(OpMHUPOBAHBI).

Cnmcok 3aJaHuil K 9K3aMeHy
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Ha 3auere nposepsiercst chopmupoBanHocTs kommnerenuu OITK-1 (uaaukatop M_OIIK-
1_1).
OneHka BbICTABIISICTCS MO pe3ybTaTaM 3K3aMEHAIMOHHOM paboThI.

IIpumepsbl 3a1aHmii:

Bapwuanr 1.
1. Pa3BepuyTh BupTyansHyto Mammmny Metasploitable 2 (ccpuika), HacTpouTs He0OXOAMMOE JUISE
Barireii paboTsI ceTeBoe OKpykeHue (Hampumep, ckadep ysassumocrteii OpenVAS, Kali linux),
HACTPOHTH CETEBOE B3aUMO/JICHCTBHE, YOSIUTHCS, YTO BUPTYAIbHBIC MAIIMHBI BUISAT JPYT ApyTa.
HapucoBats cxemy cetu ¢ IP-agpecaMu ucmonb3yemMoro o0opya0BaHusl.
2. CMEHUTH NapOJIH MO-YMOJTYAHHUIO JJIS 33JAHHOU CITY)KOBbI, B KAYECTBE OTBETA MIEPEUUCIUTD
CIIMCOK T0JIh30BaTeNIel, KOTOPHIM OBLTN 3a/1aHbI HOBBIC MTAPOJIH, H UCIIOIb3yeMbIe KOMaH/IHI.
Bapuantsr cityx6: VNC, MySQL, Postgres, OC Linux.
3. Jlnst 3a1aHHOTO TIOPTA ONKCATh 3aIYIIEHHYIO CIIY)K0Y, €€ BEpCHI0, Ha3HauUCHHEe, HanboJee
KPUTUYHBIC YSI3BUMOCTH M UX OITUCAHUE.
4. CoCTaBUTh MHCTPYKITUIO TI0 YCTPAHCHHIO BBISIBJICHHOW KPUTUYHOHN YSI3BUMOCTH: CIIOBECHOE
onucaHue (Harpumep, 0OHOBIICHHE 710 BEPCUH a.C, WM MoauuKamus (aiiina KoHPUTrypaun) u
CIIMCOK KOMaH]I, KOTOPbIE HEOOXOJMMO IPUMEHHUTH JIJIsl YCTPAHCHUSI.

IIpaBuja BEICTAaBJICHMS OIICHKM 110 pe3yJbTaTaM dK3aMEHAIIMOHHON Da6OTBIZ

Orenka mo pe3yiabTaTaM 3K3aMEHAIMOHHON paboThl cUUTaeTCs B 0aiiax Mo cleayoemMy
MIPUHIIMAITY: PABUIHHO BBITIOJTHEHHOE

- 3amanue Ne 1 — 2 Gania;

- 3aganue Ne 2 — 2 oajuia;

-3aganue Ne 3 — 3 Qama;

-3aganue Ne 4 — 3 Gasnna.

Kaxxnoe u3 3amanuit MOXKeT ObITh OIIEHEHO TTOJIOBHHOM 3asBIIEHHBIX 10 HEMY OaIJIOB, B
CiTyvae, KOTJia TIPH €ro BEITIOJTHSHUH IMPOTrPaMMHOE o0ecrieueHre GyHKIIMOHUPYET, HO HE
B3aMMOJICHCTBYET C IPYTUMH KOMIIOHEHTaMH JTOJDKHBIM 00pa3oMm, Ui B cliy4yae, Koraa
KOMaH bl WUIH OIIMCAHUE CITY>KObI HEBEPHO WJIH HE MOJIHOCTHIO 33JOKYMEHTUPOBAHBI.

[TonHOCTBIO HEMPABUIIHLHO BHIMIOTHEHHOE 3aqaHue — () 6ayoB.

MakcumanbHOE KOJIMYECTBO OAJIJIOB IO UTOTaM dK3aMeHAIMOHHOU paboTsl — 10 Oamios,

Hab6pannoe xonudectBo 6amioB oT 9-10 COOTBETCTBYET OLIEHKE «OTIUYHO», 7-8 OANIOB —
OIICHKE «XOpOIIO», 5-6 OallJIOB — OICHKE «Yy/IOBIETBOPUTEIHHO», MEHEe 5 OaJlJIOB — OIICHKE
«HEYIOBIETBOPUTENbHO» (YMEHHS Ha JAaHHOM DOTale OCBOGHHUS  JWCIMIUIUHBI  HE
c(OpMHUPOBaHBI).

2. IlepeyeHb KOMIIETEeHI M, 3Tanbl UX (OopMUPOBaHUS,
onmucaHue MoKa3aTeeii U KpUTepHeB OLEHUBAHUS KOMIETEHIM I HA PA3JIMYHBIX dTamax ux
(hopMupoBaHUsl, ONUCAHHE IIKAJIbI OLleHMBAHUS

2.1 lIxaja oueHUBAHUS C(POPMHUPOBAHHOCTH KOMIIETEHIINI U ee ONHCAHUe

OnenuBanue YpoBHA C(HOPMHUPOBAHHOCTH KOMIIETEHIIMA B TMPOILECCE OCBOCHHS
JUCIUIUIMHBI OCYIIECTBIISIETCA MO CIEAYIONIEH TPEXYPOBHEBOM IIKaJIE:

IToporoBblii ypoBeHb — NPEANOJAraeT OTPAXKEHHE TEX OKUIAEMBIX pPE3yJbTaTOB,

KOTOpBIE OMPENENSIIOT MUHHMAIbHBIA HAaOOp 3HaHMW W (WIM) yMEHMH U (WJIM) HABBHIKOB,
MOJIYYCHHBIX CTYJICHTOM B PE3YJIbTaTe OCBOCHMS AUCIHUIUTHHBL. [[OpOTOBBIN ypOBEHB SBISIETCS
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00s13aTeNbHBIM  YPOBHEM JUIsI CTyJI€HTAa K MOMEHTY 3aBEpIICHHUS UM OCBOCHHS JaHHOW
JTUCIUTUIAHBI.

IIpoaBMHYTHI YPOBEeHb — IIPEATNOIATaeT CIIOCOOHOCTh CTYIEHTA UCIIOIB30BaTh 3HAHUS,
YMEHHUsI, HABBIKM U (WJIM) ONBIT JEATEIbHOCTH, MOJyYEHHbIE MPU OCBOCHUU NUCUUIUIMHBI, IJIS
perrenus nmpodeccunoHaNbHbIX 33a1a4. [IpoBUHYTHIN YPOBEHb MPEBOCXOAMT MTOPOTOBLIA YPOBEHB
10 HECKOJIbKUM CYIIECTBEHHBIM IPU3HAKAM.

Bbicokuii ypoBeHb — TpEAINoyiaraeT CrocOOHOCTh CTYIEHTa MCIOJIb30BaTh MOTEHIIUAI
WHTETPUPOBAHHBIX 3HAHUM, YMEHHIl, HABBIKOB M (WJIHM) OMbITA JEATEIbHOCTH, MOJTYYSHHBIX MPH
OCBOCHMM JMCUUIUIMHBI, Ui TBOPUYECKOTO pEIIeHHSs NpOoPecCHOHATBHBIX 3adady U
CaMOCTOSITEJILHOTO TOMCKAa HOBBIX IOJXOJI0OB B HX PEIICHUH NyTeM KOMOWHUPOBAHUA U
UCIIOJIb30BAHUSI M3BECTHBIX CHOCOOOB pEUICHUS NMPUMEHUTEIBHO K KOHKPETHBIM YCJIOBHSIM.
Bricokuii ypoBeHb IPEBOCXOIUT MOPOTOBBIN YPOBEHD 10 BCEM CYIIECTBEHHBIM IPU3HAKAM.
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3. MeToauyeckue peKoMeHIAIUH MPENoIaBaTe 0
10 npouexaype oueHuBaHUs 3HAHUI, YMEHHM i, HABBIKOB M (MJIH) ONbITA
AeATeIbHOCTH, XapaKTePU3y0IIMX 3Tanbl (POPMHUPOBAHUA KOMIETEHUM

Lenpro mporeaypsl OLICHUBAHUS SABJISCTCS ONPECIICHUE CTEIICHU OBJIAJICHUS CTYJACHTOM
OKUIaEMBIMU pe3yJibTaTaMUd OOydYeHHs (3HAHMSIMHU, YMCHHSIMHU, HAaBBIKAMH W (HJIH) OIBITOM
JIeATEITLHOCTH ).

[Tporieiypa olleHUBAHMS CTEIICHW OBJIAJICHHUS CTYICHTOM OXKHIA€MBIMH PE3yJIbTaTaMH
OOy4YeHHUs OCYIISCTBIIACTCS C IOMOIIBI0O METOJAMYCCKUX MaTepUalioB, IPEACTABICHHBIX B
pazzeine «TUMoBbIe KOHTPOJbHBIC 3aaHKs WM WHBIC MaTepHUasbl, HEOOXOAUMBIC JUIsI OLICHKU
3HAaHWW, YMEHWH, HABBIKOB M (MJIM) OIBITA JCATCIBHOCTH, XapaKTCPU3YIOIIHMX ATaIlbl
(dhopMUPOBAHUS KOMITETEHITHIN

3.1 Kputepuu oueHHBAHUS CTENEHH OBJIA/IEHNUS 3HAHUSIMI, YMEHUSIMU, HABBIKAMU
U (MJIM) ONBITOM JeSITeJIbHOCTH, ONpe/iesiioye YPOBHH C(POPMUPOBAHHOCTH
KOMIIeTeHI U

Iloporoselii ypoBeHb (001111€ XapaKTEPUCTUKH ):

- BJIaJICHHE OCHOBHBIM 00bEMOM 3HAHUII 110 MpOrpamMMe AUCLUIUINHBI;

- 3HaHUE OCHOBHOM TEPMHHOJIOTHMM JaHHOM 0O0]acTH 3HAHUH, CTHIUCTUYECKH
IpaMOTHOE, JIOTUYECKH IIPAaBMIIBHOE H3JIOKEHHWE OTBETa Ha BONPOCH 0€3 CYIIEeCTBEHHBIX
OIINOOK;

- BIIQJICHUE MHCTPYMEHTAapUEM JUCLUUIUIMHBI, YMEHHE €ro HCIOJIb30BaTh B
pELIeHNH CTaHAapPTHBIX (TUIOBBIX) 33]1a4;

- CHOCOOHOCTh CaMOCTOSATENbHO NMPUMEHATh TUIIOBBIE PELICHUs B paMKax padoueit
IIPOrPaMMBbI IUCLUIUIMHBI;

- YCBOGHHE OCHOBHOW JIUTEpATypbl, PEKOMEHJIOBaHHOW paboyeil mporpammoit
JUCLIUIINHBL,

- 3HaHue 0a30BbIX TEOpUH, KOHLEMIUH W  HampaBlIeHUH IO HU3ydaeMoil
JUCLUIUINHE;

- camocTosITeNIbHas paboTa Ha MPAKTUYECKUX 3aHATUSAX, IEPUOANYECKOE yJacTHE B
IPYHIOBBIX 00CYXIEHUSAX, TOCTATOYHBIN YPOBEHDb KYJIbTYpPbl UCTIOJTHEHUS 3a1aHUH.

IIpoaBuHYTHII ypoBeHb (00IIME XapaKTEPUCTUKH):

- JIOCTaTOYHO TOJHBIE M CHCTEMAaTU3UPOBAaHHBbIE 3HAHUS B 00BEME IMPOrpamMMbl
JUCIUIINHBI,

- UCMOJIb30BAaHUE  OCHOBHOM  TEPMUHOJOTMM  JIaHHOW  o0jacTh  3HaHUH,
CTHWJINCTUYECKH TPAaMOTHOE, JIOTMYECKH MPABUIBHOE M3JIOKEHUE OTBETA Ha BOIPOCHI, YMEHHUE
JIeJ1aTh BBIBO/IBI;

- BIQJICHNE HHCTPYMEHTapUeM JUCLUIUIMHBI, YMEHHE €ro HCIOJIb30BaTh B
peleHny yuyeOHBIX U MPO(ECCHOHANIBHBIX 3a]1ay;

- CIIOCOOHOCTh CaMOCTOSITENIbHO PElaTh CIOXHBIE 3a7auu (IIpoOJIeMbl) B paMKax
paboueii mMporpaMMsbl IUCHUTIIHHBL;

- YCBOGHHE OCHOBHOM M JIOTIOJIHUTEIBHON JIMTEpaTypbl, pPEKOMEHIOBAHHOMN
paboueii mporpaMMoil TUCIUTIIHHBL;

- YMEHHE OPUEHTHUPOBATHCS B 0a30BBIX TEOPUSAX, KOHLEMIUSAX W HaMpaBICHUSAX
M0 U3y4aeMoM AUCLIUILIMHE U JaBaTh UM CPaBHUTEIbHYIO OLEHKY;

- caMoCTOsITeNIbHAsT paboTa Ha MPaKTHUECKUX 3aHATUSAX, y4acTHE B TPYMIIOBBIX
00CYXI€HUSX, BBICOKHI YpPOBEHb KYJIbTYpPbl UCTIOJHEHHS 3a1aHUH.
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Bbicokuii ypoBeHb (0011I1€ XapaKTEPUCTHKH):

- CUCTEeMaTHU3UpPOBAaHHbIE, TIJIyOOKHME U TOJHBbIE 3HAHUS 1O BCEM paszzeliaM
JTUCUUTLTAHBI;

- TOYHOE MCIOJIb30BaHNE TEPMUHOJIOTUU JTAHHOU 00JIaCTH 3HAHHM, CTHIMCTHYECKH
rpaMOTHOE, JIOTUYECKM TPAaBUIBHOE W3JIOKEHHWE OTBETa Ha BOIPOCHI, YMEHHE JesaTh
000CHOBaHHbBIE BLIBOJIBI;

- Oe3ynmpedyHoe BiaJlEHUE HWHCTPYMEHTapueM  AUCHMIUIUHBI, yMEHHE  €ro
MCIIOJIb30BaTh B IOCTAHOBKE M PEUICHUH HayYHBIX U MpodeCcCHOHATbHBIX 3a/1a4;

— CIIOCOOHOCTh ~ CaMOCTOSITEJIBHO M TBOPYECKM pELIaTh CIIOXKHBIE 3aJaud
(mpobiiemMbl) B paMKax pabodeil mporpaMMbl TUCIHUILIMHEI,

- MOJIHOE U TJIYOOKO€ YCBOEGHHWE OCHOBHOM M JIOMOJHHUTENBHOM JIUTEpaTyphl,
PEKOMEHIOBaHHOM paboveil mporpaMMOn TUCIUTIIINHBI;

— YMEHUE OPUEHTUPOBATHCS B OCHOBHBIX TEOPHUAX, KOHUEMLUSIX W HAIMPaBICHUSIX
M0 U3y4aeMOW TUCHHUILIMHE U 1aBaTh UM KPUTHUUYECKYIO OLICHKY;

- aKTHBHAsg CaMOCTOSITENIbHAs paboTa Ha MPAKTUYECKUX 3aHATHUSIX, TBOPYECKOE
y4acTHE B TPYMIOBBIX OOCYKICHUIX, BBICOKUI YPOBEHb KYJIbTYPhI UCIIOTHEHUS 3a/IaHUM.

3.2 Onucanue npoueaypbl BbICTABJIEHUS OLIEHKHU

B 3aBucumMoOCTH OT YpOBHSI COPMHPOBAHHOCTH Ka)KJIOW KOMIIETEHIIMM 110 OKOHYAHUHU
OCBOGHHUS JMUCLUHUIUIMHBI CTYAEHTY BBICTAaBIAETCA OLIEHKA. /[ NUCHUIUIMH, HW3y4aeMbIX B
TE€YEHHE HECKOJIbKHUX CEMECTPOB, OL[EHKAa MOKET BBICTABIATHCA HE TOJIBKO 10 OKOHYaHHUU €€
OCBOGHHUS, HO M B NIPOMEXKYTOUHBIX cCeMecTpax. BuI OIEHKH («OTIMYHO», «XOPOLIOY,
«YZOBIIETBOPUTEIIBHOY», «HEYIOBIETBOPUTEIBHO», «3aUTCHO», «HE 3auTE€HO») OINpeeseTcs
paboueii mporpaMMoil TUCHUIUIMHBI B COOTBETCTBUH C YU€OHBIM ILIIAHOM.

OneHka «OTJIIMYHO» BBICTABJIAETCA CTYAEHTY, Yy KOTOPOro KaKJIas KOMIIETEHIIUS
(TIOTHOCTBIO WJIM YaCTHYHO (opMUpyeMasi TaHHOM NUCHUIUIMHON) chopMHupoBaHa HA BHICOKOM
YpOBHE.

OneHka «XOpOIIO» BBICTABIAETCA CTYACHTY, y KOTOPOTO KaKgash KOMIIETEHIUS
(TTOTHOCTBIO WM YACTUYHO (PopMUpyeMasi JaHHOW JUCIUIUIMHON) chopMuUpoBaHa HE HUXKE, YEM
Ha MPOJABUHYTOM YPOBHE.

OneHka «yJOBJIETBOPUTEIbHO» BBICTABISETCS CTYIAEHTY, y KOTOPOrO KaxKJas
KOMIIETEHIHs (MTOJTHOCTBIO WIIM YaCTUYHO (popMUpyeMast JTaHHON JUCHUIUIMHON) COpMHUpPOBaHa
HE HIKE, YeM Ha MIOPOrOBOM YpPOBHE.

O1eHKa «HEyIOBIIETBOPUTEIBHO» BBICTABISETCS CTYJEHTY, Y KOTOPOro XOTs Obl O/Ha
KOMIETEHIHS (TIOJTHOCTBIO WM YaCTUYHO (hopMUpyeMasi TaHHOW JTHUCUHUIUIMHON) copMupoBaHa
HWXKE, YEM Ha IOPOTOBOM YPOBHE.

OneHka «3a4eT» BBICTABISAETCS CTYIEHTY, Y KOTOpPOro Kaxaas KOMIIETEHLUs
(TTOJIHOCTBIO WJIM YACTUYHO (pOopMHpYyeMasi JaHHOW JUCHUIUIMHON) cOPMHUpPOBAaHA HE HUXKE, YEM
Ha MIOPOrOBOM ypOBHE.

O1eHKa «He 3a4T€HO» BBICTABISIETCS CTYJCHTY, Y KOTOPOTO XOTs Obl OJJHa KOMIETEHIUS
(TTOTHOCTBIO WM YACTUYHO PopMuUpyeMasi JaHHOW AUCIUIUIMHON) chopMUpOoBaHa HUXKE, YEM Ha
IIOPOTOBOM YPOBHE.
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IIpunoxkenne Ne 2 k paGoueil mporpaMme M CUHUIIIMHBI
«Ayaut uHGOPMANMOHHOM 0€30MACHOCTI)

MeToauyeckue yKa3aHUs JJIsA CTY/IEHTOB 110 OCBOEHHIO JUCIIHIIMHBI

OcHoBHOIl  y4eOHOro Marepuajga [0 JAUCHUIUIMHE «AyauT HMHPOPMAIMOHHON
0€30MacHOCTH» SIBJISIIOTCS MPAKTUYECKUE 3aHATHS, UCTOYHUKH OCHOBHOM W JIOMIOJHUTEIIbLHOU
autepatypsl, BMecte ¢ Web-marepuanamu, ykazanupeivMu B Paboueii mporpamMme U T0OBEJICHHBIMH
JI0 CTYICHTOB (TIperoaBaresieM 1 4epe3 Bo3MoHOCTH Oubarorednoro gouaa Apl'Y). Ilo Bcem
TeMaM TMpeAYyCMOTpPEHBbl J1a00OpaTOpHblE 3aHATHUS, HA KOTOPHIX MPOUCXOAMUT 3aKpEIUICHHE
M3YYCHHOTO MaTepHala IMyTeM MPUMEHEHHUsS ero K KOHKPETHBIM MH()OPMAIIMOHHBIM O0BEKTaM U
0oTpaboOTKa HaBBIKOB PAa0OTHI CO CIELUAIM3UPOBAHHBIM MPOrPaMMHBIM obecriedeHuem. Jliis
YCHEIIHOTO OCBOEHHUS JUCHUILIMHBI BAXKHO YTIYOJIEHHOE CaMOCTOATENbHOE U3YYEHHE BCEX TEM
JUCLUHUIIMHBI B YINOMSIHYTBIX PEKOMEHIYEMbIX HMCTOYHMKaX. Takke, B IpOLlECCE HU3YyYEHUs
JUCLUUIUIMHBI, PEKOMEHJIYeTCsl PEeryJiipHO€ TMOBTOPEHHWE MPOWUJIEHHOTO MPAKTUYECKOIro
MaTepuana. Marepuan, IpeICcTaBICHHbIN B IpejaraeMoil yueOHOU JuTeparype, He0OXO0AUMO
elie pa3 IMocie 3aHATHA MpopadaThiBaTh W, MPU HEOOXOIUMOCTH, JOTOJHATH aKTyalbHOU
uH(popMalliel, TMOJY4eHHOH M3 pEKOMEHAOBaHHBIX pecypcoB cetu «VHTepHET» H Ha
KOHCYJIBTAIUSAX U JJA0OPATOPHBIX 3aHATUSIX.

Jlis TpoBEepKM M KOHTPOJSI YCBOGHUS MPUOOPETEHHBIX MPAKTHYECKUX HABBIKOB
MPOBOJATCS MEPOINPHUATUS TEKYIIeH aTTecTallid B BUIE JlabopaTopHbIX pabdoT. Takxke
MPOBOASATCS KOHCYIbTAIlMU (IIPH HEOOXOIUMOCTH) MO pazdopy Haubosiee OCTPHIX U CIOKHBIX
JUISl YCBOCHUSI TEM, KOTOPBIE BBI3BAIM 3aTPYIHEHHUS Y CTYIEHTOB.

B koHue mnepBoro cemecrpa M3y4e€HHs IUCLUMIUIMHBI CTYIEHTHI CHIAIOT 3aueTr. 3ayeT
MPUHUMACTCS TIO0 JK3aMCHAIIMOHHBIM OWJIeTaM, KAl W3 KOTOPBIX BKIIOYAeT B ceOs JBa
MpakTHYeCKUX Borpoca. Ha 3adere mpoBepsitoTCS YMEHHsSI U HaBBIKU CTYACHTOB B paboTe ¢
OCHOBHBIMH HHCTPYMEHTaMHU, PUMEHSIEMBIMU TIPH ayAUTe HHPOPMAITMOHHON 0€3011aCHOCTH.

B koHI1Ie BTOpOro cemectpa n3ydyeHus: AUCLHUIUIMHBI CTYAEHTHI CAAIOT 3K3aMEeH. DK3aMeH
MPUHUMACTCS TI0 YK3aMEHAIIMOHHBIM OMJIeTaM, Ka) bl M3 KOTOPBIX BKJIIOYACT B ce0S JBa TpU
MpakTUYECKUX Borpoca. Ha camocToATeNnbHYI0 MOATOTOBKY K AK3aMEHY BbLAeNAeTcs 3 JIHS, BO
BpeMs MOATOTOBKH K 3a4ETy MPEAyCMOTPEHA TPYITIOBasi KOHCYJIbTAITHSI.

YuebHO-MeTOAMUYECKOE 00ecTIeUeHHe
CaAMOCTOSITEJILHOM paGOTbI CTYACHTOB MO JTUCHUIIJINHE

Jlis caMOCTOSITENIbHOM pabOThl PEKOMEHAYETCSl MCIOJIb30BaTh CIEAYIONIYIO YYEOHYIO
JUTEpaTypy:

1. Tanenbaym O. Apxurtektypa komnbiorepa. / . Tanenbaym; [niep. ¢ anri. fO.
['opoxosckoro, JI. [lluntsakosa] - 5-e uza. - CI16.: [Tutep, 2013. - 843 c.

2. Tanenbaym 3. CoBpemeHHbIe onepanoHHble cucteMbl. / J. Tanenbaym, X. boc; [nep. ¢
anri. A. JleontseBoii, M. MansimeBoii, H. Bunbunnckoro] - 4-e uzna. - CII16.: [Tutep, 2019. -
1119 c.: un.

3. Tanenbaym O. Kommbrotepubie cetu. / O. Tanenbaywm, /1. Yazepoi; [mep. ¢ anri. A.
I'pebenbkoBal - 5-e u3z. - CIIO.: [Turep, 2019. - 955 c.

4. buprokoB A. A. MaudopmanronHas 6e3omacHocTb: 3amuTa 1 Hanagenue M.: JIMK
ITpecc, 2017. -434 c.

Jlnist caMOCTOsITeNbHOTO 1Moa0opa JnuTeparypbl B O6ubnuoreke Spl'Y pexomenmyercs
HCTIONIb30BATh!
1. DnexkTponnas kaprorexka «KHUroodecne4eHHOCTbY
(http://www.lib.uniyar.ac.ru/opac/bk_bookreq_find.php) packpsiBact y4eOHbI (OHI HaydHOH
oubmuorekun  Spl'Y, nmpenocraBisieT  ONEpaTUBHYO  HMH(OpPMAIUIl0 O  COCTOSHUU
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KHUT0OOECTICUeHHOCTH TUCIIUTUIMH OCHOBHOW ¥ JAOMOJHUTEIBHON JTUTEPATYPOH, a TaKXKe UK
JUCIUIUIMH U CIIeHUaNbHOCTEH. DIeKTpoHHas KapToTeka «KHUrooOecneueHHOCThY AOCTYNHA B
CETH YHUBEpcHUTEeTa U uepe3 JInuHbIi KaOuHET
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