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1. Iesin ocBOEHUS TUCHUTLINHBI

Huctunmuaa  «Obecniedenne  WH(POPMAIIMOHHONW  0€30MacHOCTH»  0OECTIICUMBAET
npuoOpereHre 0O0ydaloNMMUCS 3HAHWWA, yMEHMH W HaBblkoB 1o kommereHiuu OITK-1.
«CnocobeH MoHUMAaTh MPUHIMIBI PabOThl COBPEMEHHBIX HH(DOPMAIIMOHHBIX TEXHOJOTUH U
UCTIOJIb30BaTh UX JUIS pelIeHHs 3a/1a4 TPpOopeCCHOHATBLHOMN e TeIbHOCTI

OCHOBHOH 1LIEIBI0 W3YYEHMs] JUCLUUIUIMHBI SIBIISIETCS TEOpPETHYECKas M MpaKTU4YecKas
MOJTrOTOBKA 00YYarOIUXCs K AEATEIbHOCTH, CBI3aHHOM C MPUMEHEHUEM COBPEMEHHBIX CPE/ICTB
U METOJIOB 3aIlIUTHl HH(OPMALIUK B MOBCEAHEBHON U IpodecCuoHanbHOu aedarenbHocTU. Kype
JlaeT TPEeACTaBICHUE O MECTE U poJid MH(YOPMAITMOHHON 0€30IacHOCTH B COBPEMEHHOM MHpE.
Ero wusyuenue naer BO3MOXKHOCTb CO3HATEJILHOTO KCIIONb30BaHUs, OOpAaOOTKU U 3aIIUTHI
UH(pOpMAaLNH.

2. MeCTO IUCHMILIUHBI B CTPYKTYpe 00pa30BaTeIbHOM MPOrpaMMbl

JlaHHast IUCIUITMHA OTHOCHUTCS K (paKyJIbTaTUBHBIM JUCHUIUINHAM.

Jucnunnuna «ObecniedeHre THPOPMAITMOHHOM 6€30IMaCHOCTI UTPAET BaXKHYIO POJIb JUIS
obmenpodecCuoHaIbHON OITOTOBKY 00YYarOIIErocs.

3. Ilnanupyemble pe3yabTaTbl O0y4YeHHMsI 10 JAWUCHUIUINHE, COOTHECEHHbIe C
IUIAaHUPYeMbIMH pe3yJabTaTamMu ocBoeHus OII 0akanaBpuara

[Tponecc n3yueHust JUCUMIUIMHBI HAlpaBiieH Ha (JOpMUPOBaHHE CIIETYIOLINX
kommereHmii B coorsercTBur ¢ ®I'OC BO, OOII BO u npuoGpeTeHus ciaeayronux 3HaHUH,
YMEHUH, HaBbIKOB U (WJIM) OIBITA 1EATEIILHOCTH:

DopMmupyemast NHaukaTop 10CTHKEHUSA Ilepeuennb
KOMIeTeHU s KOMIIeTEeHIINH IUIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHHs
(ko m (xox u (popMyJIMPOBKA)
(opmyaupoBka)
O6menpodeccnoHalbHble KOMIIETEHIIUN

OIIK-1 Cmocoben N-OIIK-1 4. IIpumensier 3namo:
MIPUMEHSTh COBpPEMEHHbIE HHPOPMAIIMOHHBIE | OCHOBHBIE TIOHATHS B 00J1acTH 00pabOTKH
COBpEMEHHBIE TEXHOJIOTHU U MIPOrpaMMHbBIE W 3ammThl  wHQOpMamMU M HX
MH(POPMAIOHHO- CpElCTBA MIPU B3aUMOJICHCTBUU C | ONPENETICHUS; MOCJIEIOBATENIBHOCTh
KOMMYHUKALIUOHHBIE 00BEKTaMH U CyOBhEKTaMH BHIMIOJIHEHUsT ~ paboT  TO  3almuTe
TEXHOJIOTUU U podeCCHOHATTEHOM uHbOopMaIIy; KJIacCU(DHUKAITHIO
MIpOrpaMMHBIE CPEZCTBA | AESITEILHOCTH C yUETOM HapyImuTenen WHPOPMALTUOHHON
MIpH MTOCTAHOBKE U TpeOoBaHMi HHPOPMATIOHHOH 0e3omacHOCTH; BHJBl M Ha3HA4YEHHUE
pelIeHun 3a1a4 Oe3omacHOCTH B cdepe CPEACTB 3aIIUTHl HH)OpMALKH.
npoheccHoHATBHOM COLIMANBHOM paboTHI Ymems:
NeSITENFHOCTH B cepe YCTaHaBIUBAaTh u OCYIIIECTBIIATH
COLIMANBHOM paboTHI MEPBUYHYIO HACTPOWKY OMEpPaIMOHHBIX

CHUCTEM, AaHTHBHPYCHBIX CpEICTB U
MEKCETEBBIX KPaHOB.

Braoemv nasvixamu:

paboTBl  CcO  CpeAcTBaMM  3alLUThI
nHbOopMaIH




4. O0beM, CTPYKTYpPa U coAep:KaHue TUCHHIITHHBI
OO6m1ast TpyJ0€MKOCTh TUCIMIUIMHBI COCTABIISIET 2 3aU€THBIE AMHUIIBI, 72 aKaj. Jaca.

Ne Tembl (pa3aeJibl) Buabl yueOHbIX 3aHATHI, DopMbI
n/n AUCHUTLIUHBI, BKJIIOYAS CAMOCTOSITEIbHYIO TeKylIero
UX co/Jlep:KaHue padoTy CTy1eHTOB, KOHTPOJISA
= U UX TPY/I0€MKOCTh ycneBaeMoOCTH
g (B akaileMHYeCKHUX Yacax)
3 ®opma
NMPOMEKYTOUHOI
arrecTanuu
(no cemecmpam)
KonrakTHas pabora
S| 2| E|£4 &
=| 8| &| 3|34 ¢ %
s E|ls|z|E588"
S1S| 5|28 2
= = ™ 5 3]
Paznen | [IpaBoBble 3|6 3
1 OPraHHU3alMOHHbIE
OCHOBBI
obecrieyeHust
HH(popManOHHOI
0e301macHOCTH B
Poccuiickoi
Degepanun
Tema 1.1 | [IpaBoBBIE OCHOBBI 3| 2 1 Tect
obecreyeHus
nH(pOpMaAITMOHHOM
0€30MacHOCTH
Tema 1.2 | 3ammra 3 2 1 Tect
MEePCOHAITBHBIX
JTAHHBIX
Tema 1.3 | Opranu3zanuoHHbIe 312 1 Tect
OCHOBBI
obecrieyeHus
nH(pOpMaAITMOHHOM
0€30MacHOCTH
6 mom yucne ¢ 30 u 6 3 Buneonexmun
JOT TEKCTOBBIC
MaTepHabl
y4eOHOTo
mocoous,
Mpe3eHTAlNH, TECT
BOVYKB
DemidOnline
Paznen | ApxurTektypa 3| 2 1
2 KOMINIbIOTEpa




Tema 2.1 | Apxurekrypa Tecr
KOMIThIOTEpa
6 mom yucne ¢ 30 u Buneonexkumm
0T TEKCTOBEIC
MaTepHAITBI
yueOHOro
ocoousi,

HPGSCHTaI_II/II/I, TCCT
BDOYK B
DemidOnline

Pa3zgen

OcHOBBI
HHGOPMAMOHHOM
0€30IacHOCTH B
onepanuoOHHbIX
cHCTeMax

Tect

Tema 3.1

Bgenenue B
MH(OPMALIMOHHYIO
0€30I1aCHOCTh
OTIEPAIIMOHHBIX
CHCTEM

Tect

Tema 3.2

Nudopmannonnas
0€30I1aCHOCTh
OTICPAITMOHHBIX
CHCTEM CeMEHCTBa
Windows

Tect

Tema 3.3

WNndopmannonnas
0e30macHOCTh
OTIePAIMOHHBIX
CHCTEM CeMeicTBa
Linux

Tect

6 mom uuciae ¢ 30 u
JoT

Buneonekmnuun
TEKCTOBEIC
MaTepuabl
y4eOHOT0
nocoous,
MPE3EHTAINH, TECT
BOYK B
DemidOnline

Pa3gen

OcHOBBI
HH(popMaNNOHHOI
0e30macHOCTH B
JOKAJbHbBIX
BbLIYHMCJIUTEIbHBIX
ceTsix

Tema 4.1

BBenenue B
aApXUTEKTYPY
JIOKAJILHBIX
BBIYMCIIUTENLHBIX
ceren

Tect

Tema 4.2

CereBble yrpo3bl U
METOJIBI

Tect




MIPOTUBOJCUCTBUSA
UM
Tema 4.3 | MexceTeBbie 3 1 3 3 Tect
SKpaHbl
6 mom uucne ¢ 20 u 3 3 11 | Bungeonekiuu
oT TEKCTOBbIE
MaTePHAITBI
yueOHOro
ocoousi,
Mpe3eHTAINH, TECT
BOVYKB
DemidOnline
Paznen | Kpunrorpagpuuec 3 12| 2 3
5 KHE MeTObI
3alUThI
HH(popMaUU
Tema 5.1 | BBencuue B 3 2 2 1 3 Tect
KpunTorpaduuecku
€ METO/IbI 3aI[UThI
uHbOopMaluu
6 mom yucne ¢ 20 u 2 1 1 3 Buneonexuun
JoT TEKCTOBEIC
MaTepPHAJIbI
y4eOHOTo
nocoous,
MpEe3eHTAINH, TECT
BOVYK B
DemidOnline
3 0,3 6,7 | 3ader
Bceero3a 3 cemectp | 72 | 18 | 18 2 | 03] 33,7
Bceero 72 | 18 | 18 2

Conep:xanue pa3iei0oB NpOrpaMMbl JUCHHIJIMHBI
« Obecnneyenne HHGPOPMANMOHHOM 0€30MMACHOCTH »

Pa3znen 1. IlpaBoBble W OpPraHu3alMOHHbLIE OCHOBBLI oOecrnevyeHUs1 HHMOPMANUOHHOM
0esonacHocTu B Poccuiickoii @enepanuu.

Tema 1.1. IIpaBoBbIe OCHOBBI OO€cIeUeHUsT HH(POPMAITMOHHON 6E30MaCHOCTH.

OcHoBHBIE TpaBa rpaxaaH B chepe 00padboTku U 3amuThl nHPopMauu. OCHOBHBIE MPUHIIUITHI
IPaBOBOI'O PEryJIMpOBaHUS B 00jacTh 0OpabOTKM M 3amuThl UHGopmauuu. Mubopmarms.
OcHOBHBIE CBOICTBAa 0€30MacHOCTH WH(POpPMAIMK: KOHPUACHIIMATHHOCTh, IEIOCTHOCTb,
JOCTYNHOCTh. BuJpl MHpOpManuu 1no mopsaxky AOCTyHna M pacnpocTpaHeHus. OrpaHuueHue
nocryna K wuHbopMamuu. Buner Ttaitn. OOnanmatens wuHpopmanuu. HWHPOpMannoHHbIE
texHosorun. MHpopmaunonusie cucreMbl. OnepaTop HMH(POPMALMOHHOM CHUCTEMBI. 3aluTa
uHpopmanuu. OOBEKTHl 3alUTHL. BUABI OTBETCTBEHHOCTH B cdepe 0OpabOTKH W 3aIluThI
uHbOpMaInu.

Tema 1.2. 3amuTa nepcoHanbHBIX JaHHBIX.

HepCOHaHLHHe JAaHHBIC W [MPUHOUIIBI HX 06pa6OTKI/I. BI/II[I)I NEPCOHAJIBHBIX JAaHHBIX:
CIICOUaJIbHBIC, 6I/IOMeTpI/I‘leCKI/Ie u O6H.[CILOCTy1'IHLIe. YcnoBus O6p360TKI/I NEPCOHAIBHBIX
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nanHblx. Cormacue Ha 00paOOTKy TEPCOHANBHBIX JJAaHHBIX. TpaHCTpaHW4YHAs Tepeaada
NEePCOHANBHBIX AaHHBIX. [IpaBa cyOBEKTOB MEepCOHANBHBIX JaHHBIX. OnepaTop MepcOHaIbHBIX
JaHHBIX W ero oO0s3aHHOCTH. Mepbl oOecmeueHus: O€30MacHOCTH MEPCOHANBHBIX JIaHHBIX.
KoHTposb 1 HaA30p 3a BBIMOTHEHUEM MEP MO 00eCIeUeHNI0 0€30MacHOCTH. Y TIOJTHOMOYCHHBIN
OpraH M0 3aIIUTe MPAB CYObEKTOB MEPCOHATBHBIX TAHHBIX.

Tema 1.3. OpranuzanmoHHbIe OCHOBBI 0OecTieueHUS HHPOPMAITMOHHON O€30MaCHOCTH.

Kakue Bompockl craBut mH(pOpMarmonHas 6e3onacHocTh? [locnenoBarebHOCTh AEUCTBUN TIO
3anuTe uHGopManuu. BriiBieHue M aHanu3 WHGOPMALMOHHBIX AaKTUBOB. DopMUpOBaHUE
TpeboBanuii mo 3ammre uHpopManuu. [loaXoapl K MOJEIMPOBAHUIO HAPYIIUTENCH U Yrpo3
uHbopMallMOHHOH Oe3omacHocTU. BpIOOp cpencTs u MeTo10B 3amuThl nHGopManuu. Bueapenue
CUCTEMBI 3alIUThl HHPOPMAITUH. DKCIUTyaTaI¥sl CHCTEMBbI 3aIUThI HH()OPMAIIHH.

Pa3nen 2. ApxurekTypa KOMIbIOTEpA.

Tema 2.1. BBegenue B apXUTEKTypy KOMIIbIOTEpA.

[Ipouieccoprl. OcHOBHAs (K311 U OlepaTUBHAs) TaMsATh. BecriomorarenbHas naMsth. Y CTpOHCTBA
BBOJA-BbIBO/Ia (IIMHBI, MOHHUTOPBI, KJIaBHATYPbl M MBIIIH, BeO-KaMephl, MPHHTEPHI).
[lepconanbHbIE KOMITBIOTEPHI 1 MOOMIIBHBIE YCTPOMCTBA.

Pasnea 3. OcHOBbI HHGPOPMALHMOHHOI 0€30IIaCHOCTH B ONIEPALMOHHBIX CHCTEMAX.

Tema 3.1. BBenenue B HHPOpPMAIIMOHHYIO 0€30M1aCHOCTD OMEPALMOHHBIX CUCTEM.

OOmwmii cnoco0 xpanenus: 1 00paboTku nHPopManuu B KoMibiotepe. [IoHsATHS onepannoHHON 1
daitnoBoii cucreM. CyObeKTbl, OOBEKThl, METOJIBI U IpaBa AOCTYIMa, MPUBWIETHH CyObEeKTa
noctymna. JIMCKpeIMOHHOE YIpaBiCHHWE JIOCTYIIOM, MAaHIATHOE YIPABJICHHUE JOCTYIIOM.
Unentuduxanus, ayreHTuduKalnus U aBTopusanus. AyTeHTU(PHUKAIMS HA OCHOBE MapoJie, Ha
OCHOBE BHEUIHUX HOCHUTEJIEH KiIr0o4a, OnoMeTpuyeckas ay TeHTH(QHKAIIHS.

Tema 3.2. UudopmanronHas 6€301macHOCTh ONEPaIMOHHbBIX chcTeM cemericTBa Windows.
VmpaBneHue IOCTYIIOM B ONEpAlMOHHBIX cucTeMax cemeiictBa Windows. Wnentnduxanus,
ayTeHTH()UKAINA U aBTOPU3AIUS B ONEPAIlMOHHBIX crcTeMax cemeiictBa Windows. Peanusanus
ayJMTa B OTIEpallMOHHBIX cucTeMax cemeiicrBa Windows.

Tema 3.3. UudopmannonHas 6€30macHOCTh OMEPAIIMOHHBIX CHCTEM ceMeiicTBa Linux.
VmpaBneHue JJOCTYIOM B OINEPAalMOHHBIX CHCTeMax cemeiictBa Linux. Wnentnduxanms,
ayTCeHTU(UKALUS ¥ aBTOPH3AIMSA B ONMEPAIMOHHBIX CHUCTeMax cemeiicTBa Linux. Peammsarust
ayJMTa B OTIEPallMOHHBIX CHCTeMax cemeicTBa Linux.

Paznen 4. OcHoBbl MHGOPMANMOHHON 0€30MACHOCTH B JIOKAJbHBIX BbIYHCJIUTEIbHBIX
ceTsix.

Tema 4.1. BBeneHue B apXuTEKTypy JOKAJIbHBIX BHIYMCIUTEIBHBIX CETEH.

JlokanbHble BhuucauTenbHble ceTH. Mogaens ISO/OSI. ApxuTekTypa ¥ OCHOBHBIC TPOTOKOJIBI
JIOKAJIbHBIX BBIYMCIUTEIbHBIX CETEH.

Tema 4.2. CeteBble yrpo3bl U METOJIbI TPOTUBOJAEHCTBUS UM.

Knaccudukanuu ceteBbx yrpo3, ysa3BuMocTeil u atak. CeTeBble aTaky Ha Pa3IMYHBIX YPOBHSIX
mozaenu ISO/OSI. Knaccudukaruss BpeJOHOCHOTO MporpaMMHoOro obecredenus. [IpusHaku
IPUCYTCTBUS BPEAOHOCHOTO POTPaMMHOT0 obecrieueHusi. MeToabl 0OHapyKEeHHUS.

Tewma 4.3. MexceTeBble 3KpaHBI.

MesxceteBble 3kpaHbl (M3J). Mecto u ponb MD B obecrniedeHMH CETE€BOM 0e30MacHOCTH.
Knaccudukanus MD. OcHoBHBIE BO3MOXXKHOCTH MD. JlocTOMHCTBAa W HEAOCTaTKu MD.
[MocTpoenwne npaBui GpUIBTPALINN.

Paszpnen 5. Kpunrorpaguueckne MeToAbI 3alIUTHI HHpOpMannu.
Tewma 5.1. BBenenue B kpuntorpadudecKre METObI 3aIIUThHl HH()OPMAITUH.



Hctopuyecknii ouepk pa3BuTHs Kpunrorpapuu. CumMMeTpuuHass M acHMMETPUYHAS
kpunirorpadus. BeraucnurensHo croskHble 3a1aun MmaTeMaTuku. Kpunrocucrema RSA. Ilonsitue
Kpuntorpaduueckoro nmporokona. CBoWCTBA MPOTOKOJIOB, XapaKTEPU3YIOIIHEe UX 0€30MaCHOCTb.
CxeMsbl 1T (POBO MOIHUCH.

5. Oﬁpa3OBaTeﬂbele TE€XHOJOTUH, B TOM YUCJI€ TEXHOJIOI'MH IJIEKTPOHHOI'O Oﬁy‘IeHlflfl u
AUCTAHIIMOHHBIC 06p330BaTEJ'IbHLIe TEXHOJOI'NH, UCIIOJIb3YEMBbIC ITPH OCYIIECTBJICHUMA
06pa30BaTeJﬂ)HOFO nmpouecca mo JMCuMIInHEe

B npornecce 00y4eHus UCTIONB3YIOTCS Ceyrolue 00pa3oBaTeIbHble TEXHOJIOTUU:
AxkanemMuyeckasi Jeknusa (WK JEKIUS O0OLIero Kypca) — IMOCIeA0BaTeIbHOE H3JI0KEHHUE
MaTepHala, OCyIlecTBIIEMOE IPEUMYIIIECTBEHHO B BUJIe MOHOJIOra IIpenojaBateis. TpeboBaHus
K aKaJeMHUYCCKON JICKIIMH: COBPEMEHHBII HAYYHBIH YPOBEHb M HACBILCHHAs HH(POPMATUBHOCTb,
yOeaurenbHas apryMeHTalus, JOCTYIIHAs U IOHATHAsI pedb, YeTKasi CTPYKTYpa U JIOI'MKa, HaTu4YHe
SIPKUX MIPUMEPOB, HAYYHBIX JI0Ka3aTeIbCTB, 000CHOBaHMM, (PaKTOB.

IIpobiemHuas Jekuus — U3JI0KEHUE MaTepHrala, IPeANoaraplee IoCTaHOBKY MPOOJIEMHBIX U
JUCKYCCUOHHBIX  BOIIPOCOB, OCBELICHME DPA3JIMYHBIX HAay4HbIX IIOJXOJ0B, aBTOPCKUE
KOMMEHTapUH, CBA3aHHBIE C PA3JIMYHBIMU MOJEISIMHM MHTEPIPETALUU W3yd4aeMOoro marepuala.
[IpobnemHass JeKIMsT HAYMHAETCSI C BOIPOCOB, C IOCTAHOBKH IMPOOJIEMBI, KOTOPYIO B XOJ€
U3J0KEHUsl MarTepuajga HeoOXOAMMO pewuTb. B jexkuuu couertaroTcs NpoOJIeMHbIE U
uH(pOpMaLMOHHBIE Havyana. [Ipy 3ToM nporiecc MoO3HaHU CTYAEHTOB B COTPYIHUYECTBE U IUAJIOTE
C IpernojaBaTesieM MNPUOIMKAETCS K IIOMCKOBOM, HCCIIEOBATEIbCKON  JIESATEIbHOCTH.
Conepxanue mpoOJIEMBl PACKPbIBACTCS IyTEM OpTraHU3alMM IIOMCKa €€ peIleHUs WIn
CYMMUPOBaHMSI U aHAJIM3a TPAJULMOHHBIX U COBPEMEHHBIX TOUEK 3PEHHUS.

IIpakTHyeckoe 3aHITHE — 3aHATUE, [IOCBALLIEHHOE OCBOCHNIO KOHKPETHBIX YMEHUI U HaBBIKOB
U 3aKPEIJICHUIO TIOJTYUYEHHBIX Ha JEKIMH 3HAaHUH.

DOneKkTpoHHBIN yueOHbIl Kype «Obecnieuenrne nHOOPMAITMOHHON O€30MacHOCTHY Ha Tuiatdopme
onnaiiH-o0yuyenust DemidOnline, B koTopom:

NpeJICTaBJICHBI BUIEO-JICKIINI 110 BCEM TEMaM JUCIUIUIMHBI U TIPE3ECHTAINN K HAM;
- Ipe/ICTaBICHbI TEKCTHI JIEKIIMNA IO BCEM TeMaM TUCIUIUIMHEI,
- NPEeJICTaBIICHBI MPABHJIA MPOXOXKICHUS MPOMEKYTOYHON aTTECTAIINH 110 TUCIUILIIHE;
- OpEJCTaBICHbl TECTHl 10 TeMaM JIUCHMIUIMHBI JUIS CaMOCTOSATENIbHOW PabOTHI
00yJaromuxcs;
- HOCPEeICTBOM  (popymMa  OCYWIECTBISICTCS CHHXPOHHOE M (MJIM) AaCHHXPOHHOE
B3aNMO/ICHCTBHE MEXIY 00YUYarOIIUMUCS U TIPEToIaBaTeNIeM B paMKax U3yUYeHHS JUCIUTUINHBL

6. [lepeyeHb JHIEH3HOHHOTO M (WJIHM) CBOOOJHO PACHPOCTPAHSIEMOr0 INMPOrPaAMMHOIO
ob0ecrneyeHusl, MCIOJb3YeMOIr0 IPH OCYIIECTBJIEHHMH O00pa30BaTeJLHOr0 Impolecca Mo
AUCHHITHHE
B mporiecce ocymecTBieHnst 00pa3oBaTEIBHOTO MPOIEcca UCTIONB3YOTCS:
- porpaMMHOE oOecTiedeH e ISl CO3AaHusl U IEMOHCTPAINH MIPE3CHTAINH, WILTFOCTPALIUA
U IPYTHX Y4eOHBIX MaTePHAJIOB:
- Microsoft Windows (B coctaBe Microsoft Imagine Premium Electronic Software
Dellvery)

Microsoft OfficeSTD 2013;
- Virtual Box (cBo6oano pacnpoctpansemoe I10);
- Ubuntu (cBo6oaHO pacnpoctpansemoe [10);
- Kali Linux (cBoboano pacmnpoctpansiemoe I10).
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- JUIs TIOMCKa YydeOHOM mureparypbl OuOmmoreku Spl'Y — ABTOMaTu3upoBaHHAs
oubmmoteuynas napopmarmonnas cuctema «bYKM-NEXT» (ABUC «byku-Nexty»);

- IpY TPOBEICHUH JICKIMI UCTIONB3YIOTCS MyJIbTUMEAUNHHBIC TIPE3EHTALINY;

- IpU TPOBEICHUM JIAOOPATOPHBIX PA0OT HCIONB3YIOTCS CPEICTBA BBIYHUCIUTEIHHOM
TEXHUKH, TTOAJCPKUBAIOIINE TEPEUUCIICHHOE POTPaMMHOE 00eCTICYeHHUE.

7. IlepeyeHb COBpPeMEHHBIX MNPO(PecCHOHAIBHBIX 0a3 JAaHHBIX H HHEGOPMANMOHHBIX
CIIPABOYHBIX CHCTEM, HCII0JIb3YeMbIX IIPH OCYLECTBJICHHH 00pa30BaTeIbLHOIO Npouecca 1no
AMCUMILINHE

1. Duexrponnslie katajgorn Hb ApI'yY

(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php) conepxar oubmuorpaduveckue 3amnucu Bcex
BUJIOB JIOKyMEHTOB, COCTaBJIAIOMUX (OH] ONOIMOTEKH, HA PYCCKOM U MHOCTPAHHBIX S3bIKAX.

2. JnekTpoHHas OubIMOTeKa yueOHbIX MaTepuaioB ApIl'yY
(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php) conmepxxut 6Gonee 2500 TMOMHBIX TEKCTOB
y4eOHBIX M y4eOHO-METOJIMYECKUX MATepUaIOB IO OCHOBHBIM H3y4aeMbIM JAMCLHUIUIMHAM,
U3JIaHHBIX B YHUBepcuTeTe. JlocTym B ceTu YHUBEPCUTETA, JINOO TI0 JIOTUHY/TIAPOITIO.

3. CnpaBouHo-nipaBoBas cucrema « KoncyabranTniaroc»

(https://www.consultant.ru/) cipaBoYHO-TIpaBOBasi CHUCTEMa IO 3aKOHOJIATENbCTBY Poccuiickoit
denepauuu.

4. CnpaBouHo-npaBoBasi cucrema «["apanm»

(http://www.garant.ru/) CHpaBOYHO-IIPaBOBas CHCTEMa II0 3aKOHOAATENbCTBY Poccuiickoii
denepanuu.

8. [lepeyeHbr OCHOBHOWi ¥  JIOMOJHHUTEJNbHOH Yy4eOHOIi JIMTEpaTypbl, PecypcoB
HHG(pOPMANMOHHO-TEJIEKOMMYHUKAUMOHHO ceTn «UWHTepHeTr» (P HEOOXOAUMOCTH),
PeKOMEeH/1yeMbIX /IJIs OCBOEHHS T CHHUIJIMHbI

a) OCHOBHAas JIUTEepaTypa
1. BbezonacHocTh B coBpeMeHHOI nHpOopMannoHHoi cpeze. Yacts 1: yuebnoe nocodue. B.H.

Kusaszes, /I.M. Mypun; Spoci. roc. yu-T um. ILI. J[lemunosa. - SApocnasns: UH/NUTO, 2021. —
158 c. [https://e.lanbook.com/book/75150]

2. Cononesuny, A. B. Komnbiorepnsie cetu : yueOHuk / A. B. CononeBuy. — Munck : PUITO,
2021. — 208 c. [https://e.lanbook.com/book/194950]
3. Pakutun, P. 1O. Komneiorepusie cetu : yueObHoe mocobue / P. FO. Pakutun, E. B.

Mockanenko. — bapnayin : Antl'TIY, 2019. — 340 c. [https://e.lanbook.com/book/139182]

0) 10MOJIHUTEJIbHAS JINTepaTypa

1. Konctutynusa Poccuiickoii @enepanuu: [pUHITA BCEHAPOIHBIM TOJOCOBAHUEM
12.12.1993 ¢ uameHeHusIMHU, 0I00PEHHBIMHU B X0]1e ob1epoccuiickoro roiocosanus 01.07.2020].
— Hoctyn u3 cipaBoO4YHO-TPaBOBOi cucTeMbl « KOHCYIBTAHT ITIOCY. — TEKCT: NIeKTPOHHBIH.

2. VYronosHusbiit konekc Poccuiickoii @enepanun: Oenepanbublii 3aKk0H oT 13.06.1996 No63-
@®3: [mpunsar N'ocynapctBennoit Jlymoi 24.05.1996]: (¢ u3MEHEHHSIMU U JOTOJTHCHUSMHU). —
HocTtyn u3 cupaBOYHO-NIPaBOBOM cuCTEMBI « KOHCYIBTAHT IUTIOCY. — TEKCT: ANEKTPOHHBIN.

3. Kogexc Poccuiickoit ®egepanuu 00 aIMUHHCTPATUBHBIX IPaBOHAPYIICHUSX:
®enepanbubiit 3aKk0H 0T 30.12.2001 Ne195-D3: [mpunsT [N'ocygapcrsennoit Jymoit 20.12.2001]:
(c UI3MEHEHUSIMU U TOTIOTHEHUSIMH ). — J{OCTYTI M3 ClIpaBOYHO-TIPaBOBOM cucTeMbl « KOHCYIBTaHT
IUTIOC». — [ €KCT: 2JIEKTPOHHBIN.


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://www.consultant.ru/
http://www.garant.ru/

4. Tpynosoit konekc Poccuiickoit ®enepaunn: Penepanbublil 3akoH ot 30.12.2001 Nel97-
@®3: [mpunsar N'ocynmapctBennoit Jlymoi 21.12.2001]: (¢ u3MEHEHHSIMU U JOTOTHCHUSMHU). —
JocTtyn 13 cipaBoYHO-IPaBOBOM cucTeMbl «KOHCYNIbTAaHT IUTH0C». — TEKCT: 31eKTPOHHBIM.

5. ®enepanbubiii 3ak0H 0T 27.07.2006 Nel149-03 «O6 mHbopmaruu, nHOOPMAITMOHHBIX
TEXHOJOTHSIX U O 3amure uHpopMmaimmy: [mpusiaT ['ocymapctBenHoi dymoit 08.07.2006]: (c
M3MEHEHUSIMU U JIOMOJIHeHUsIMH). — JlocTyn U3 cripaBouHO-TIpaBoBoi cuctembl «KoHCynbTaHT
IUTKOC». — [ €KCT: 2JIEKTPOHHBIN.

6. ®enepanbublii 3ak0H 0T 27.07.2006 Nel52-®3 «O nepcOHANbHBIX MAHHBIX»: [IPUHST
lNocynapcrBennoit Jlymoit 08.07.2000]: (¢ u3MeHeHMsIMH W JomojiHEeHUsAMH). — JlocTyn u3
CIIPaBOYHO-TIPABOBOM crcTeMbl « KOHCYNIBTaHT IITI0C». — [ €KCT: ANEeKTPOHHBIH.

7. [TonoxkeHne o moOpsiAKe OOpalIeHuss CO CIy)KeOHOW WH(pOpMAIUEH OTrpaHUYECHHOTO
pacnpocTpaHeHus B (peiepalibHbIX OpraHax HCIOJTHUTEIbLHON BJIACTH, YIIOJTHOMOUYEHHOM OpraHe
YIpaBJIEHUS UCIOJIb30BAHUEM ATOMHOM 3HEPIMU U YIOJHOMOYEHHOM OpraHe 10 KOCMUYECKOU
nearenbHoCTUY: [yTrBepxkaeHo IloctanoBinenuem IlpaBurennctBa Poccuiickoit denepanuu oT

03.11.1994 Nel233]: (c u3MEHEHUsIMU U JONOJIHEHUsAMHU). — JlocTyn U3 ClipaBOYHO-IIPaBOBOM
cuctembl «KoHCYNbTaHT TUTIOCY. — TeKCT: 2JIEKTPOHHBIH.

8. TpeboBaHus K 3aIIMTE MEPCOHATBHBIX JAHHBIX MPHU UX 00paboTke B MH(OPMAIIMOHHBIX
CcHUCTeMax NEepPCOHAIbHBIX JaHHBIX: [yTBepxkaeHbI [locTanoBnenueM [IpaBurensctBa Poccuiickoit
@eneparun ot 01.11.2012  Nell19]. — Jloctyn wu3 CHpaBOYHO-IIPABOBOM CUCTEMBI
«KoncynpranTn [lmrocy. —TeKCT: 3IeKTpOHHBIH.

0. [lepeuenr Mep, HaMpaBJICHHBIX Ha O00OECIEYCHHE BBIMIOJHEHUS OOS3aHHOCTEH,

npexycMoTpeHHbIX DenepanbHbiM 3aKOHOM «O IEPCOHANBHBIX JAHHBIX» W IPHUHATBIMU B
COOTBETCTBUM C HHMM HOPMATHBHBIMU IIPAaBOBBIMH aKTaMH, OIIEPATOPAMHU, SBISIOLIUMUCS
TFOCyJApCTBEHHBIMH WM MYHHULIMIAJIBHBIMM  OpraHaMu: [yTBepxkacH IllocranoBieHnem
[IpaBurensctBa Poccuiickoit ®Deneparu ot 21.03.2012 Ne211]: (¢ uU3MEHEHMSIMU H
JOTIOIHEHUAMH). — JlocTyn U3 cripaBoYHO-TIpaBoBoil cuctemsbl «Koncynprantnllimtoc». —Tekcer:
3JIEKTPOHHBIN.

10. [Tonoxenne 06 0cOOEHHOCTSIX 00PaObOTKM IEPCOHATBHBIX TAHHBIX, OCYIIECTBIISIEMOM 0e3
UCIIOJB30BAaHUS CPEICTB aBTOMaru3auuu: [yTBepxkaeHo IlocranoBienuem IlpaBurenscTBa
Poccuiickoit ®enepaunu ot 15.09.2008 Ne687]. — JlocTyn U3 cpaBOYHO-IIPABOBOM CHUCTEMBI
«Kouncynbrantnllntocy. —TeKcT: 371€KTPOHHBII.

11. TpebGoBaHusl K MaTepHaIbHBIM HOCUTENSIM OMOMETPUUYECKUX MEPCOHATBHBIX JTAaHHBIX U
TEXHOJIOTUSIM XpaHEHHUsI TAaKUX JAHHBIX BHE MH(OPMAIIMOHHBIX CHUCTEM MEPCOHATIBHBIX JTAHHBIX:
[yrBepxaeno [locranoBnenunem IIpaBurtenscrBa Poccuiickoit @eneparuu ot 06.07.2008 No512]:

(c U3MEHEHHMSAMH U JOMOJIHEeHWsMH). — JlocTym U3 CHpaBOYHO-TIPABOBOM CHCTEMBI
«Koncynprantnllmtocy. —TeKCT: 3IeKTPOHHBIN.
12. Meroanueckue peKOMEHIAlMu MO YBEIOMJIEHUIO YIOJIHOMOYEHHOTO OpraHa O Hayaie

00pabOTKM TMEpPCOHAJIBHBIX JaHHBIX M O BHECEHWUM M3MEHEHHH B paHee Ipe/ICTaBICHHbIE
CBeJIeHUs: [yTBepxkaeHbl mpuka3oMm Pockomuaazopa ot 30.05.2017 Ne94]: (¢ m3aMeHeHUsIMU U
JOTIONTHEHUAMH). — JlocTyn U3 cripaBoYHO-TIpaBoBoil cuctemsbl «Koncynprantnllimtoc». —Tekcer:
3JIEKTPOHHBIN.

13. TpebGoBanust M MeTOABl MO O0E3TWYMBAHUIO TMEPCOHANBHBIX JAHHBIX: [yTBEpXKIECHBI
npuka3zom Pockomnanzopa ot 05.09.2013 Ne996]. — JlocTyn 13 cripaBOYHO-IIPAaBOBOM CHUCTEMBI
«Koncynprantnllmrocy. —TeKCT: 31eKTPOHHBIN.

14. CoctaB u cojaepkaHHE OpPraHU3alMOHHBIX M TEXHUYECKHMX Mep MO OO0eCleYeHUIo
0€30MacCHOCTH MEepPCOHANBHBIX MaHHBIX MNpU HUX 00paboTke B HMH(OPMALMOHHBIX CHCTEMax
NEPCOHAIBHBIX HaHHbIX: [yTBepxkAcHbl npukazoM PCTOK Poccum ot 18.02.2013 Ne2l]: (c

U3MEHEHUSMU M JONMOJHEHHsMH). — JlocTym M3  CIpaBOYHO-NPABOBOM  CHUCTEMBI
«Kouncynprantnllntocy. —TeKCT: 31€KTPOHHBII.
15. bazoBass momens yrpo3 0€30MacHOCTH TMEPCOHATBHBIX JAaHHBIX TPH HX 00paboOTKe B

MH(POPMALIMOHHBIX CUCTEMaX MEPCOHAIBHBIX AaHHBIX (Bbimucka): [yTBep:kaeHa 3amecTuTeseM
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mupekropa @CTOK Poccun 15.02.2008]. — Jloctyn u3 CIpaBOYHO-IIPABOBOM CHUCTEMBI
«Koncynprantnllmocy. —TeKCT: 3IeKTPOHHBIN.

16. MeTtonuka onpeeneHnus akKTyalbHBIX YIpo3 0€30MacHOCTH MEePCOHANBHBIX AAHHBIX MPU
ux 00paboTke B HWH(MOPMALMOHHBIX CHCTEMax IEPCOHAIBHBIX JIAHHBIX: [yTBEp)KIeHa
3amectutenem aupekropa @CTIK Poccum 14.02.2008]. — JlocTyn M3 CrpaBOYHO-IIPABOBOI
cucreMsbl «Koncynprantnllntoc». —TekcT: 31eKTpOHHBIM.

17. CoctaB u coaep)kaHHWE OPraHU3AIMOHHBIX M TEXHUYECKHMX Mep MO OO0ECIeYeHHUIO
0€30MacHOCTH MEepPCOHANBHBIX MaHHBIX MNpU HUX 00paboTke B HMH(OPMALMOHHBIX CHCTEMax
MEPCOHAITBHBIX JaHHBIX C UCMOJIB30BAHUEM CPEJCTB KPUMTOTPaAUISCKOM 3aUThl HH(OPMAIINH,
HEOOXOJUMBIX MJIsS BBINOJNHEHHUS ycTaHOBiIeHHbIX [IpaButenbctBoM Poccuiickoit denepanuu
TpeOOBaHUI K 3alIUTE MEPCOHAIBHBIX JAHHBIX IS KaXJAOr0 W3 YPOBHEH 3alIMIIEHHOCTHU:
[yTBepxkaenbl mpukazoM @Chb Poccuu ot 10.07.2014 Ne378]. — JocTyn U3 cuipaBOYHO-IPABOBOM
cucreMsl «Koncynprantillnroc». —TeKcT: 311eKTpOHHBIN.

18. Metoauueckie peKOMEHJAIMK 10 pa3padOTKe HOPMATHBHBIX IPABOBBIX AaKTOB,
OTIPEICIISAIONINX yTPO3bl OE30MAaCHOCTH TEPCOHANBHBIX JaHHBIX, aKTyalbHbIC TpU 00pabOTKe
NEPCOHAIBHBIX  JIaHHBIX B  MHGOPMAIMOHHBIX  CHCTEMax  MEPCOHAIbHBIX  JIaHHBIX,
AKCIUTYaTUPYEMBIX MPU OCYIIECTBICHUN COOTBETCTBYIOIIUX BUAOB JCSITEIBHOCTU: [yTBEPKICHBI
pykoBoactBoM 8 Ilertpa ®CB Poccuu 31.03.2015 Ne149/7/2/6-432]. — JlocTym U3 CripaBO4YHO-
npaBoBoi cucteMbl «KoHcynbranTnllmrocy. —TeKCT: ANeKTPOHHBIN.

19. I'OCT P 51275-2006 3ammra wundopmanun. OO0bekT wuHpOpMaTuzanuu. DakTOpPbI,
BO3/CHCTBYIONME Ha MHpopMmanuto. O6mue mnonoxxeHus. — JlOCTyI U3 CHpaBOYHO-TIPABOBOU
cuctembl « TEXOKCITEPTY». —TekcT: 2J1eKTpOHHBI.

9. MarepuaibHO-TeXHHYecKas 0a3a, HeoOXoauMas 1Jisl OCyleCTBJIeHHSI 00Pa30BaTeIbHOI0
npouecca no AMCHUIINHE

MarepuanbHo-TeXHHUYECKass 0a3a, HeoOXoauMas Ui OCYIIECTBIECHUS 00pa30BaTEbHOTO
mpolecca 1o AUCUUIUIMHE BKIIIOYAeT B CBOM COCTAB ClielMaibHbIe TOMEIICHHUS:

-y4eOHbIE ayAUTOPUH [T IPOBEACHUS 3aHATUI JIEKIIMOHHOTO TUIIA,

-y4eOHble ayJIWTOPUU JUIsl TPOBENEHUS JabOpaTOpHBIX paboT, OCHAIIEHHBIE CpPeICTBaMU
BBIYUCIUTENILHON TEXHUKH, IMOAJEPKUBAIOIIMMHU MPOrpaMMHOe oOecreueHne, yKa3zaHHOE B
IIyHKTE 6;

- yueOHbIe ayIUTOPHH ISl IPOBEICHHS TPYNIOBBIX U MHAWBUYATbHBIX KOHCYJIbTAIUN;

- yueOHbIe ayAUTOPUH AJIsi IPOBEACHUS TEKYILET0 KOHTPOJIS U MPOMEXKYTOUYHOU aTTeCTAlNN;

- IOMEIIEHUS JJIsi CAMOCTOSITENTbHON pabOThI;

- TMOMEILEHUsl Il XpaHEeHHs M MNPO(PUIAKTUYECKOro OOCTY>KHMBAaHUS TEXHUYECKUX CPEICTB
o0ydeHusl.

[Tomerienus 15t CaMOCTOATEIbHONU pabOThI 00YUAIOIIMXCSl OCHAIIEHBI KOMITBIOTEPHOM TEXHUKON
C BO3MOKHOCTBIO MOJKIIOUEeHHUs K ceTH «HTepHeT» U obecrieueHneM JA0CTyMa B 3JIEKTPOHHYIO
nH()OPMAITMOHHO-00Pa30BATENBHYIO CPETy OpraHU3aIIHH.

Yucno nocagoyHbIX MECT B JIEKIIMOHHON ayIUTOpPHH OO0JIbIIE JINOO paBHO CIIMCOYHOMY COCTaBY
MOTOKA, a B ayIMTOPUU JIJISl MPAKTUYECKUX 3aHATUN (CEMUHAPOB) — CHUCOYHOMY COCTaBY IPyIIIbI
00ydaromuxcs.

ABTOP(BI):
Kann. ¢us.-mar. Hayk Mypun 1. M.
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IIpnioxkenne Nel k paGoueit nporpaMme AUCHHUIIMHBI
«O0ecnieuenne uHGpoOpMANMOHHOI 0€30MACHOCTH»

DoH/1 OLIEHOYHBIX CPEICTB
AJIsl IPOBe/IeHUsl TeKyllell U MPOMeKYTOYHOI aTTecTalliu CTYAeHTOB
0 JUCIUILINHE

1. TunoBble KOHTPOJILHBbIE 32/IaHUSI MU MHBIE MAaTEePHAJIbI,
He00X0AuMbIe VISl OLICHKH 3HAHWH, YMeHH I, HABBIKOB M (MJIM) ONBITA JeSITeILHOCTH,
XapaKkTepu3yoIuXx 3Tanbl GopMUPOBAHUA KOMIETEHIUH

11 KOI—[TpOJ’IbeIe 3a/IaHUA U HHBIC MaTEpHUaJjbl,
HCIMOJb3yEeMbI€ B Ipo1ecce TeKymeﬁ aTTeCTalluu

Tect o Teme 1.1 IIpaBoBbIe 0CHOBBI 00ecnieyeHNs] HH(POPMALMOHHON 0€30IIACHOCTH

1. Kakue mosioxeHus, CBSI3aHHBIE C BOIPOCAMU OOpabOOTKHM MH(OPMALMHU, 3aKPEIUICHBI B
Konctutynuu Poccuiickoit ®eaepanuu?

a) [IpaBo Ha HEMMPUKOCHOBEHHOCTh JIMYHON U CEMEHHOMN TailHBI.

0) [IpaBo Ha 00pabOTKyY Mr000# MHGOPMAITUH JIFOOBIM BO3MOKHBIM CIIOCOOOM.

B) 3anpeT Ha 00paboTKy MH(OPMAIMH O YACTHOM KHU3HH JIHIA O€3 ero COrIacHsl.

r) IIpaBo Ha noxy4eHue rpakaaHaMu JIOMycKa K rocy1apcTBEHHON TalHe.

2. Kakue Buapl uHpopMamuu o00sS3aTeNbHO TpeOyeTcs 3alluiiaTh B COOTBETCTBUHU C
3aKoHOJaTenbCcTBOM Poccuiickoi denepanuu:

a) MUndopmanus asist ciry>keOHOTO MOJIb30BAHHUS.

0) [lepconanbpHBIC TaHHBIE.

B) I'ocynapcTBeHHas TaiiHa.

r) BpaueOnas Taiina.

n) Bce nepeuncnenusie.

3. B coorBerctBUM ¢ @DenepanbHbiM 3akoHOM «OO0 uHpopManuu, HHOOPMALMOHHBIX
TEXHOJIOTUSX U 3alluTe WH(pOpMaAIMU» UH(OPMALIHS — 3TO:

a) JIroOble JaHHBIC, TIPEICTAaBICHHBIC HA MaTEPHAIEHOM HOCHTEITE.

6) CBenenus (cooOIIeHus, JaHHbIE), HE3aBUCUMO OT ()OPMBI UX MPECTABICHHUS.

B) He sHeprus u He marepus.

r) CseneHus, BOCIPHHMMAaeMble 4YEJIOBEKOM M (WJIM) CIEUUAIBHBIMU YCTPOHCTBaMHU Kak
oTpakeHHe (HaKTOB MaTEPUAITBHOTO WM JYyXOBHOTO MUpa B MPOIIECCE KOMMYHHUKAITUH.

4. YTo M3 MepeuncieHHOr0 MOXKHO paccMaTpuBaTh Kak 0a3y JaHHBIX B COOTBETCTBUH C
3aKOHOJaTenbcTBOM Poccuiickon denepanuu:

a) EXCEL Tabnuity ¢ ynopsiio4€eHHON U CTPYKTYpUPOBAHHON MH(OpMAIHEH.

0) ®aitr popmara DOC, B KOTOPOM CO3/1aH CITUCOK CITYIIATENICH ITOW MPOTrPaMMEI.

B) Kaproreky peructpaTypsl yUpexxJIeHHs 3{paBOOXPaHEHHS.

r) Bce nepeuncnenssle.

5. [{enocTHOCTH MH(GOPMALIUU — ITO:

a) O0s13aTeNTbHOE TSI BBITIOTHEHUS JIUIIOM, TTOJTyYHBIIMM JOCTYI K ONpeesIeHHON HH(OpMAITHH,
TpeOoBaHUE HE NIepeAaBaTh TaAKyI0 HHPOPMALIMIO TPETHUM JHIIaM 0e3 coriacus ee o0ianaTens.
0) Cocrosituue nHGOPMAIUH, IPH KOTOPOM OTCYTCTBYET JI000E €€ M3MEHEHUE TN00 M3MEHEHNE
OCYILECTBIISIETCS TOJIBKO MPEeIHAMEPEHHO CyObEeKTaMH, UMEIOIIMMHU Ha HETO MPaBo.

B) Bo3MOXKHOCTB NOTyueHHs HHPOPMALIUU U €€ HCIIOJIb30BaHMSL.

6. Ha reppuropuu Poccutickoii @enepanyu 3anpeiieHo pacipocTpaHeHue:

a) Madopmarum, koTopasi HarrpaBjeHa Ha Mpornaralay BOWHBI.

0) Kommepueckoii TaiiHBbI.

B) MHdopmarum, koTopas HampaBieHa HAa Pa3)KUT'AHNUE PEITUTHO3HON HEHABHCTH.
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r) [lepcoHanbHBIX TaHHBIX.

7. ['paskJaHWH WITH FOPUAMYECKOE JIUIO0, OCYIIECTBISIONINE ACITEIBHOCTD 10 YKCTUTy aTaI[iH
UH(POPMALIMOHHOM CHCTEMBI, B TOM YHCJIe TI0 00paboTke HHPOpMaLuu, coaepkalieiics B ee 6a3ax
JIAHHBIX — 3TO:

a) O6nanarens HHPOPMALIUH.

0) OnepaTop HHPOPMAITUOHHON CHUCTEMBI.

8. Ecnu He omnpenieneno nHOTro, ONepaTopoM HHPOPMALMOHHON CUCTEMBI SIBIISETCS:

a) Obnagatens HHGOPMAITIH.

6) CoOCTBEeHHUK UCTOJB3YEMBIX Ui 00pabOTKU cojepikalieiics B 6a3ax JTaHHBIX MHPOpPMALUU
TEXHUYECKHUX CPEJICTB.

B) Jlumo, ompenensromee mend oOpadOTKM HWHPOPMAIMM W OCYLIECTBIIIONIEE 00pabOTKY
nHdopManuu.

0. He moxer ObITh OrpaHuYeH JOCTYI:

a) K nHpOopManmm o COCTOSIHUU OKPYKAFOIIEH CPEIbI.

6) K nepconanbHbIM JaHHBIM TOCYJAPCTBEHHBIX TPAKIAHCKHUX CITYKaIlUX.

B) K napopmanmu, xpaHsmeics B OTKPbITHIX (poHgax OUOIMOTEK.

r) K cBenenusimM 0 3010TOBaOTHBIX 3anacax Poccuiickoit denepanuu.

10. Kakyio OTBETCTBEHHOCTh MOJXET IIOBJeYb HapylieHue TpeOoBaHuii DenepanbHBIX
3aKOHOB:

a) YTOJIOBHYIO.

0) ucuurimHapHYy1o.

B) AIIMUHHCTPATUBHYIO.

r) ['pask1aHCKO-TIPaBOBYIO.

1) Bce nmepeunciiennsie.

Tect mo Teme 1.2 3amuTa NepcoOHAJbHBIX JAHHBIX

1. IlepcoHanbHbIE TaHHBIE — ATO:
a) CBesieHHs 0 CyOBEKTE MEPCOHANBHBIX JJAHHBIX HE 3aBUCUMO OT ()OPMBI UX MPEICTABICHHUS.
0) Jlwobas wuHdopmanus, OTHOCAWIASACA K MPSIMO MM KOCBEHHO OINPEICIEHHOMY WU
orpenensieMoMy (pU3NIECKOMY JINIY (CyOBEKTYy MEePCOHATBHBIX JAHHBIX).
B) Jlto0as mH(popMalys, OTHOCSIIAACS K ONPEIEICHHOMY WM OIpeleIsieMoOMy (U3NYECKOMY
vy (CyOBEeKTY MepCOHAIBHBIX JTAHHBIX).
r) JItoGass mHbOpMaIs, OTHOCAIIASACA K OMPENSICHHOMY WM OMpEaesseMOMY Ha OCHOBAaHUU
Takoi nHpopmau puznyeckoMy NIy (CyObEKTy NMepCOHAIBHBIX JAHHBIX), B TOM YHCJE €ro
bammTus, UMsI, OTIECTBO, TOJI, MECSI], J1aTa U MECTO POXKICHHS, aIpec, CEMEHHOe, COIMaIbHOE,
UMYIIECTBEHHOE MOJI0KEHUE, 00pa3oBaHue, mpodeccus, J0X0Abl, Apyras HHpopMarus.
2. Ha kakwe OTHOINEHWsT HE pacHpocTpaHsercs neiictBue ¢denepanpHoro 3akoHa «O
NEePCOHATBHBIX JAHHBIX»?
a) Ha 00paboTKy nepcoHa bHBIX JaHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM ITOPSIKE K CBEICHHSIM,
COCTABJIAIOLINM IOCY/IaPCTBEHHYIO TalHY.
0) Ha 00paboTky nmepcoHaIbHBIX JAaHHBIX, HEOOXOAUMYIO JJISI OCYIIIECTBICHHS TIPaB U 3aKOHHBIX
HMHTEPECOB OIepaTopa Ui TPEThUX JIMIL.
B) Ha 06paboTKy nepcoHanbHbIX JaHHBIX, HEOOXOIUMYIO JJIsl UCTIOJHEHHSI CyAeOHOr0 aKTa.
r) Ha 06paboTKy nepcoHalbHBIX TaHHBIX (PU3MUECKUMH JTUIIAMU UCKIIOUUTENBHO JUIS TMYHBIX U
CEeMEWHBIX HYXI, €CITH TIPH 3TOM HE HapyIIAOTCs MpaBa CyObEKTOB IMEPCOHAITBHBIX TAHHBIX.
1) Ha o0paboTKy mepcoHanbHBIX JaHHBIX, MOJICKALINX OIyOJIUKOBAHUIO WIH 00S3aTEILHOMY
PacKpBITHIO B COOTBETCTBUM € (eiepaIbHBIM 3aKOHOM.
e) Ha o0paGoTky mepcoHaIbHBIX JAaHHBIX, HEOOXOIUMYIO JJIsi OpraHM3aLUU XpPaHCHHS,
KOMIUICKTOBAHUS, y4eTa M MCIOJIb30BaHMS COJAEPIKAIIMX MEPCOHAIBHBIX JaHHBIX APXHMBHBIX
JOKYMEHTOB B COOTBETCTBHHM C 3aKOHOJATEILCTBOM 00 apxuBHOM jene B Poccuiickoit
denepaluu.
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3. ®enepanbHblil 3aKk0H «O TIEPCOHANBHBIX JAHHBIX)» PETYIUPYET OTHOIICHUS, CBSI3aHHBIC:
a) UckmountenbHO ¢ 00paOOTKOM TEPCOHANBHBIX JaHHBIX C HKCIOJIB30BAaHUEM CPEJCTB
ABTOMATH3AIIHH.

0) C 00paboTKOM TEPCOHANBHBIX JTAaHHBIX, HE3aBUCUMO OT TOr0 0OpadaThIBAIOTCS JIU OHH C
UCTIOJIb30BAHUEM CPEJICTB aBTOMATU3AIIMN WIIHA HET.

B) C 00paboTKOi1 MepCOHAIbHBIX IaHHBIX C UCIIOIb30BAHUEM CPEICTB aBTOMATHU3AIINH, a TAKXKe C
00pabOTKOI MepCOHANBHBIX JaHHBIX 0€3 WCHOJIB30BAHUS CPEJICTB AaBTOMATH3AIMM, €CIIM TaKas
00paboTKa COOTBETCTBYET XapakTepy ACHCTBHIA, COBEPIIAEMBIX C MEPCOHAIBHBIMU JAHHBIMU C
UCTIOJIb30BAaHUEM CPEJICTB aBTOMATU3AIIUH.

r) C 06paboTKO# NepCcOHANbHBIX JAHHBIX 0€3 UCIOIb30BaHUS CPEJCTB aBTOMATU3ALINH.

4, JleiicTBusi, B pe3ynbTare KOTOPBIX CTAHOBUTCS HEBO3MOXKHBIM 0€3 HCIIOJIb30BaHHS
JOTIONIHUTEIBHOW  MH(OPMALlUK  ONPEAeNUTh NPHUHAUICKHOCTh IEPCOHATIBHBIX  JIaHHBIX
KOHKPETHOMY CyOBEKTY EpCOHANBHBIX TaHHBIX, — 3TO:

a) briiokupoBaHue nepcoHaNbHBIX JaHHBIX.

0) YHUYTOKEHHUE IEPCOHATIBHBIX TaHHBIX.

B) O6e3nnunBaHuE MEPCOHANBHBIX JAHHBIX.

r) [lepeBo mepcOHANBHBIX TaHHBIX HA apXUBHOE XpaHEHHE.

5. JleiicTBusi, B pe3yibTaTe KOTOPBIX 6pemeHHOo TpeKpaiaercs o0paboTKa MepcoHaIbHBIX
JAHHBIX, — 3TO:

a) briiokupoBaHue nepcoHaNbHBIX JaHHBIX.

0) YHUYTOKEHUE IEPCOHATIBHBIX TaHHBIX.

B) O6e3nMunBaHuE MEPCOHANBHBIX JAHHBIX.

r) [lepeBo mepcOHANBHBIX TaHHBIX HA apXUBHOE XpaHEHHE.

6. Kakue 13 nepeunicieHHbIX IeHCTBUI C MEPCOHATLHBIMU JaHHBIMU SIBIISIOTCS 00pabOTKOM
NEPCOHAIBHBIX JaHHBIX:

a) XpaHeHHEe MePCOHATBHBIX JaHHBIX.

0) 3anmuch NepCOHAIBHBIX JAHHBIX.

B) O6e3nMunBaHue NEPCOHANBHBIX JAHHBIX.

r) YaneHue nepcoHaNbHBIX JaHHBIX.

7. C Touku 3peHus ¢penepaabHOro 3akoHa «O MepcOHATBHBIX JaHHBIX)» ONEPaTop — 3TO:

a) ['ocynapcTBeHHBIN OpraH, MyHHIIMIIAIbHBIA OpPraH, OPUIXYECKOE WM (PU3NYECKOE JIHIIO,
CaMOCTOSITENIFHO WM COBMECTHO C JIPYTHMHU JIMIIAMH OpTraHU3YIoMIHe U (M) OCYIIECTBIISFOIINE
obpabotky I[1/1H, a Taike ompexaenstomue nenu oopadorku [1/1H, cocraB I1/H, momiexammx
00paboTke, neicTBus (onepanun), copepmaemsie ¢ [1J1H.

0) 'paxgaHuH WM IOPUAWYECKOE JIMIIO, OCYUIECTBISIONIME JEATEIBHOCTh MO AKCIUTyaTalluu
WH()OPMAITMOHHOM CUCTEMBI, B TOM YHCJIe TI0 00paboTke nH(pOpMauu, coaepkaimencs B ee 6azax
JTAaHHBIX.

8. O0paboTKa rmepcoHaTbHBIX JaHHBIX:

a) He nomyckaercs 6e3 cornacusi CyObeKkTa MepCOHANbHBIX TaHHBIX.

0) JlomkHa OTpaHWYHMBATHCS JOCTH)KEHHEM KOHKPETHBIX, 3apaHee OMpeeNICHHBIX M 3aKOHHBIX
Lesen.

B) He nomyckaercs B ciydasix HECOBMECTUMBIX C IEJISIMU cOOpa MepCOHATBHBIX JTaHHBIX.

r) JloykHa OCYIIECTBIATHCS Ha 3aKOHHOU M CIIPaBEUIMBOI OCHOBE.

9. OO6paboTka nepcoHaIbHBIX TAHHBIX JIOIyCKaeTCs:

a) C cormacusi cyObeKTa MepcoOHaIbHBIX TaHHBIX Ha 00pa0OTKY €ro NepCoOHANbHBIX JaHHBIX.

0) B ciywasix, ecnu oHa HEOOX0MMA TSl HCTIOTHEHHUS CyIeOHOTO aKTa.

B) B ciyuasx, ecnmu oHa HeoOXonuma Ui OCYLIECTBICHHUS MPO(PECCHOHATBHON JesITeIbHOCTH
JKypHaJIMCTa U (WJIM) 3aKOHHOM JIEATEILHOCTH CPE/ICTBa MacCOBOM MH(MOpMAITUH.

r) B ciyqasix, ecnu Beercst 00paboTKa epcoHaIbHBIX JaHHBIX, MTOAJIEKAIUX OIMyOJIIMKOBAHHUIO B
COOTBETCTBUU C 3aKOHOJATENbCTBOM Poccuiickoit denepaunm.

10. KTo HeceT OTBETCTBEHHOCTh 3a JAEUCTBHS IOPHIMYECKOTO JHIA, KOTOPOMY HOpyYeHa
00paboTKa MePCOHANIBHBIX JIAHHBIX, MTepe]] CYyOBEKTOM NMEPCOHABHBIX JIAHHBIX ?
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a) Oneparop.

0) IOpuanueckoe aUI0, KOTOPOMY TTOPYYHIIH 00pabOTKY.

B) Hukro.

r) PockomHaazop.

11. B nopyuennn o0paboTKH AOIKHBI OBITH 0053aTENBHO ONPEACICHBI U yKa3aHbI:

a) [lenn 06pabOTKM MEPCOHAIIBHBIX TAHHBIX.

6) CyObeKThl MEepCOHANBHBIX JTAHHBIX, YbH TEPCOHAIBHBIC JaHHBIE OyAyT 0OpadaThIBaThCs 11O
MOPYYEHHUIO.

B) TpeOoBanus k 3ammre 00padaTbIBAEMbIX IEPCOHANBHBIX TaHHBIX.

r) CpencTBa 3amiMThl HHPOPMAIUMHU, KOTOPble HEOOXOAUMO MPUMEHSATH IOPUAMYECKOMY JIUILY,
KOTOpPOMY TIOpy4YeHa 00paboTKa MepCOHATBHBIX TaHHBIX.

12. Ha koM nexuT 00sf3aHHOCTH MO JI0Ka3aTeIbCTBY IMOJYYEHHs COIIacusi OT CyObeKTa
MEPCOHAJIBHBIX JIAHHBIX?

a) Ha Pockomuaazope.

0) Ha ropunudaeckom nuiie, KOTOpOMY MOPYIHIH 00paboTKY.

B) Hu Ha kowm.

r) Ha oneparope.

13. Cornacue cyObeKTa epcoHaIbHbIX TAaHHBIX JOJDKHO BKIIOYATH:

a) [TacmopTHbIe HaHHBIE CyOBEKTA EPCOHATBHBIX JaHHBIX UM €r0 3aKOHHOTO MPEICTaBUTEII.
6) KonTakTHble AaHHBIE JIMIA, OTBETCTBEHHOI'O 3a OpPraHHU3ali0 OOpaOOTKU MEPCOHATBHBIX
JTAHHBIX.

B) Azpec omepartopa.

r) ®aMuiuu, ¥UMeHa M OTYEeCTBA (PU3MUECKUX JIMI, KOTOPBIE OCYIIECTBISIOT 0OpabOTKY
MEPCOHANBHBIX JaHHBIX 110 OPYUYEHHIO OllepaTopa.

14. B ciydae cmepTH cyOBeKTa NepCOHAIbHBIX JAHHBIX:

a) Ilomydarh cormacue Ha 00pabOTKYy €ro mepCcoHAIbHBIX JAHHBIX TPEOyeTCs y HACIEIHUKOB
CyOBbEKTa NepCOHATbHBIX JaHHBIX.

0) [Tomyudats cormnacue Ha 00pabOTKY €ro NepcoHalbHbIX JaHHBIX TpedyeTcs y PockomHanzopa.
B) [Tomydats cornacue Ha 00pabOTKy ero MepcoHaIbHBIX JAHHBIX HE TpeOyeTcs.

15. K cnenmanbHBIM KaTeropusM NepCOHATBHBIX TaHHBIX OTHOCSTCS:

a) CBeJieHMs, KacaroIIruecs: pacoBOM MPUHAUIEKHOCTH.

0) CBeneHus, KacaroIuecs TpaxxaaHCTBa.

B) CBesieHus, Kacarouyecs NOJIUTUIECKUX B3IJISAI0B.

r) CBeZieHHsI, KacaroIINUeCs] HHBATHTHOCTH.

16. C touku 3penus (eaepanpHoro 3akoHa «O MepCcOHANIbHBIX JAaHHBIX» K OMOMETPUYECKHM
NIEPCOHATBHBIM JJTAHHBIM OTHOCSITCS:

a) Bce cBeneHus, KOTOpble XapaKTepU3YyIOT (HU3MOIIOTHYECKHE U OMOJIOTHYECKHEe OCOOCHHOCTH
YeJioBeKa, Ha OCHOBAHUH KOTOPBIX MOKHO YCTAHOBHUTH €T0 JIMYHOCTH.

6) CaezneHusi, KOTOpble BHOCATCS B 0a3y OMOMETPHUYECKMX JMJaHHBIX TrpaxaaH Poccuiickoit
denepanuu.

B) Bce cBenenus, KoTopble XapakTepu3yoT (GU3HUOIOTHYECKHEe U OHOJOTMYECKHE OCOOECHHOCTH
YeJI0BeKa, HA OCHOBAHUU KOTOPBIX MOYKHO YCTaHOBHTH €T0 JINYHOCTh, U KOTOPBIE HCIIOIB3YIOTCS
JUIsl yCTAHOBJICHHUS €0 JIMYHOCTH.

17. Kto 00s13an yOeauThCcsi B TOM, YTO HMHOCTPAHHBIM TOCYJAapCTBOM, Ha TEPPUTOPHIO
KOTOPOTO OCYIIECTBISIETCA Mepefadya MEepCOHAIBHBIX JaHHBIX, OOecreyuBaeTcs ajeKBaTHas
3aIUTa IpaB CyObhEKTOB MEPCOHANBHBIX TaHHBIX?

a) Oneparop.

0) IOpuanueckoe aUI0, KOTOPOMY TOPYYHIIH 00pabOTKY.

B) Hukro.

r) PockomHaazop.

18. CyOBeKT nepcoHaNbHBIX JAHHBIX UMEET MPaBO Ha MOJyYeHHE Ceayomei nHhopMaum,
Kacaromieics 00pabOTKHU ero MEePCOHATBHBIX TAHHBIX
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a) [IpaBoBBIC OCHOBaHUS U 1IeNTM 00PAOOTKU MEPCOHANBHBIX JaHHBIX.

0) [ToumeHHbIH IepeueHb COTPYAHUKOB ONEPATOPA, KOTOPbIE UMEIOT AOCTYII K €r0 MEPCOHATbHBIM
JTAaHHBIM.

B) CBeneHust 00 OCYIIECTBICHHON WM O TIPEANOIaraéMoi TpaHCTPaHUYHOM Tiepeiaue JaHHbBIX.
r) CBeIeHUs O PUMEHSIEMBIX OMEPATOPOM CPEICTBAX 3AIIUTHI HH(OPMAIIUH.

19. [IpaBo TpakgaHmHa Ha TOJNIydeHHE UWHGOPMAIMK, Kacaromieics o0paboTKu ero
MIEPCOHAJIBHBIX JIAHHBIX, MOXKET OBITh OTPAHUYEHO:

a) Ha ocHoBaHuu 3asBNeHUs APYroro cyObeKTa NepcoHaIbHbIX TaHHBIX.

0) B caywasx, ecnmu 00paboTka TMEpPCOHANBHBIX JTaHHBIX OCYIIECTBISETCS B CIIy4YasX,
MPEIyCMOTPEHHBIX  3aKOHOAATeIhLCTBOM  Poccuiickoit  ®Dexepanu O  TPAHCHOPTHOM
0€30MacCHOCTH.

B) B cnyuasx, eciu o0paboTka MepCOHANBHBIX JAaHHBIX OCYIIECTBISICTCS B LEISIX OOOpPOHBI
CTpaHbl, 0€30MACHOCTH rOCYJapCTBA U OXPAHBI MPABOTIOPSAKA.

r) B cioyuasx, ecnu 06paboTka MmepcoHANbHBIX JAaHHBIX OCYIIECTBISETCS B paMKax 3aKOHHOU
NESITEIIbHOCTH CPEJICTBA MACCOBOW MH(POPMAITUH.

20. KonTpounb 1 Ha30p 3a BRINOJIHEHWEM Mep 0 00eCIeYeHHI0 0€3011aCHOCTH MEPCOHATBHBIX
JTAHHBIX OCYIIECTBIIAET (OCYILIECTBIISIOT):

a) MunkomcBs3u Poccun.

6) Pockomuamzop.

B) ®Cb Poccun.

r) ®CTOK Poccun.

21. Kakoii opran rocyapcTBeHHOI BJIacTH MMEET MPaBO O3HAKOMIICHHUS C MEPCOHAIBHBIMU
JAHHBIMU TIPU OCYIIECTBICHUH KOHTPOJIBHBIX U IPOBEPOUYHBIX MEPOIIPUATUNA?

a) ®Cb Poccun.

6) Pockomuamzop.

B) ®CTOK Poccumn.

22. JIvuiia, BUHOBHBIE B HAapYILICHUU MOJIOKEHHUI 3aKOHOarenbeTBa Poceniickon denepanuu
B 00JIaCTH TEPCOHATBHBIX JAHHBIX MPU 00pPabOTKE MEPCOHANBHBIX JAHHBIX PAaOOTHWUKA, MOTYT
OBITH TIPUBIICYCHBI:

a) K yronoBHOW OTBETCTBEHHOCTH.

0) K mucrunnuHapHoOi OTBETCTBEHHOCTH.

B) K agMuHMCTpaTUBHON OTBETCTBEHHOCTH.

r) K MarepuanbHOIl OTBETCTBEHHOCTH.

Tect mo Teme 1.3 Oprann3anmoHHbIe OCHOBBI 00ecnevyeHnsi HHPOPMAITUOHHOMI
0e30MmacHOCTH

1. Pacnonokure B MpaBUIBHOM MOPSAIKE 3Tanbl pabOT MO OOECHedeHut0 Oe30MacHOCTH
UH(pOpMaIUH.

1) Ouenka cooTBETCTBUS 00BEKTa HHPOPMATH3AIUH.

2) BeisiBnieHue u aHaian3 MHOOPMAIIMOHHBIX AaKTHBOB.

3) IIpoexkTupoBanue (pa3paboTKa) CUCTEMBI 3aLTUTHl HTHPOPMAIUH.

4) ®opmupoBaHue TpeOOBaHUH K 3aIIUTE UH(OPMALIHH.

5) BHenpeHue cucteMsl 3alUThl HHPOPMAIUH.

6) DKcIulyaTanusi CHCTEMBI 3aIIUTHI HHPOPMALIUH.

a) 1) 2) 3) 4) 5) 6).
0)4)2)3)5)1)6).
B)2)4)3)5)6) 1).
r)2)4)3)5)1)6).
2. [Tycts He 0Oe3MMUeHHBIEC TIEPCOHANBHBIE JaHHBIE O COCTOSHUH 3I0POBbsI BCEX TPaKAaH
SpocnaBckoit o6acTi 00padbaTHIBarOTCS B MHPOPMAIIMOHHON CUCTEME, JUTsl KOTOPO# aKTyalbHBI

15



yIrpoO3bl CBSI3aHHBIE C OJKCIUTyaTalel ysA3BUMOCTEH B MPHUKIAAHOM, HO HE B CHUCTEMHOM
nporpaMMHOM obOecrieueHnu. Kakoil ypoBeHb 3aIMIEHHOCTH JOJHKEH OBITh YCTaHOBJIEH MJIs
TaKUX MEPCOHAIBHBIX JAHHBIX?

a) Y31.

0) Y32.

B) V33.

r) V34.

3. [Tyctb He 00e3nnyYeHHbIE TEPCOHANIbHBIE JaHHbIE B TOM Yuciie (poTorpadusi COTpyIHUKOB
HeOob1Ioro (1o 10 000 cOTpyAHHKOB) MPEANPUATHS 00padaTHIBAIOTCS B CUCTEME KOHTPOIS U
yOpaBlIE€HUsI JTOCTYIOM, JJii KOTOPOW aKTyajbHbl YIpO3bl HE CBSI3aHHBIE C O3KCILTyaTaluen
ySI3BUMOCTEHl B MPUKIAAHOM M CHCTEMHOM IIpOrpaMMHOM obOecriedeHuu. Kakoil ypoBeHb
3alUIIEHHOCTH JOJIKEH ObITh YCTAHOBJICH JIJISl TAKMX MEPCOHANBHBIX JaHHBIX?

a) ¥Y31.

0) V32.

B) ¥Y33.

r) ¥34.

4, BHemnne HapymuTeny peaiu3yoT yrpo3bl:

a) U3 BHemHuX cereit cBs3U 00LIET0 MOJIb30BaHUS.

6) HemocpeactBeHHO B MHPOPMALIMOHHBIX CUCTEMAX.

B) U3 cereit MexxmyHapo1HOTO HHGOPMAITMOHHOTO OOMEHa.

r) Haxopsce B nipesiesiax KOHTPOIUPYEMOM 30HBI.

5. [TprMepaMu BHEIIHUX HAPYIIUTEIEH MOTYT SIBISITHCS:

a) [Tonp3oBareny HHPOPMAIMOHHON CUCTEMBI.

0) Konkypupytomue opraHu3aimm.

B) HemoOpocoBecTHbIEC MapTHEPHI.

r) OOCTy>XMBAIOIINN TTIEPCOHANT OpPTaHU3aIIH.

6. [TpumepaMu BHYTpEHHUX HapyLIUTEIeH MOTYT SBIATHCS:

a) AIMUHUCTPATOPhl 0€30MaCHOCTH HHPOPMAIIMOHHBIX CUCTEM.

0) CtopoHHUE PU3NIECKUE TUTIA.

B) Jluia, oGecnieunBaroiye CoOnpoBOKACHUE MPOrPAaMMHOI0 00ECIICUEHHS.

r) KpuMuHnanbHble CTPYKTYpBI.

7. K 00beKTUBHBIM YyIpo3aM OTHOCSTCS:

a) OmumoKu 00CITy>KUBAIOIIEr0 IepcoHana.

0) MedexTtsl, cOoOM W OTKa3pl, aBaApUU TEXHUUYECKUX CPEACTB M CHCTEM OOBEKTOB
UH(POpPMATU3AIUH, a TaK XKe CUCTeM olOecrieyeHHss 00BEKTOB HHPOPMATU3AIUH.

B) [IpuponHbie siBeHus, CTUXUITHBIE O€/ICTBUS.

r) @aKTOphI COLMATBHO-TIOIMTHUECKOTO XapaKTepa.

8. VYrpo3bl yTeuku HHPOpMAIKH BO3MOXKHBI TOCPEACTBOM:

a) BosgeiicTBus mporpaMMHBIMH CpEICTBAMH B KOMIUIEKCE C MPEIHAMEPEHHBIM CHIIOBBIM
3JIEKTPOMArHUTHBIM BO3JIEHCTBUEM.

6) Ilepenaun nHpOpMAIMK IO OTKPHITHIM KaHaJIaM CBSI3H.

B) [TonkiroueHus: K TEXHUYECKUM CPEJICTBAM M cUCTEMaM 00beKkTa MH(pOpMaTH3aIIH.

r) OOpabotku wuwHPOPMAIMK HA HE3ANIUIICHHBIX TEXHUYECKUX CpeAcTBaX 00paboTKu
uHbOopMaluu.

9. VYTpo3bl HECAHKIIMOHUPOBAHHOT'O I0CTyTa K HH(POPMAIIUHU, pEalIU3yIOTCs MyTEM:

a) KonnpoBanus nadopmanyy Ha He3aperuCTPUPOBAHHBIN HOCUTENb HH(OPMALIUH.

0) XuIeHUss HOCUTEIIS 3aluIaeMoil HH(OpPMAIIHH.

B) Hcmonb3oBaHUS MPOTPAMMHOTO OOECTICUCHHS TEXHUUYECKHX CPEACTB HHGOPMAIIMOHHON
CUCTEMBI, Uepe3 IPUMEHEHUE BPEJOHOCHOTO MIPOTrPAMMHOI0 KOAA.

r) CHJI0BOTO 3J€KTPOMarHUTHOTO BO3JIEHCTBUS 110 MPOBOJAHBIM JIMHUSIM CBSI3U Ha MOPTHI BBOJA-
BBIBOJIa CUTHAJIOB U ITOPTHI CBSI3U.
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10. Kakue cpenctBa 3amuTel MHOOPMAIMM OOBIYHO NPUMEHSIOTCS ISl OOECIeYeHHUs
6e3omacHoCTH HHGOpMAIIK, 00padaThiBaeMOi Ha aBTOHOMHBIX KOMITBIOTEPAX:

a) CpencTBa 3amuThl THPOPMALIUU OT HECAHKIIHOHUPOBAHHOTO JIOCTYTIA.

0) MexceTeBble SKpaHbI.

B) CpenctBa kpunrorpaduyeckon 3amuThl THPOPMALIUH.

r) CpeacTBa aHTUBUPYCHOM 3aIIUTHI.

1) Cuctembl 0OHApYKEHUST BTOPIKEHUI.

11. Kakue cpemcrtBa 3amuThl WHDOpPMANMU TO3BOJSIIOT  OOECHEYUTh 0OE30MacHOCTh
UHpOpPMaLIMK, TepeiaBaeMol M0 KaHajlaM CBSI3M, BBIXOJIIMM 3a IPEeNibl KOHTPOIUPYEMOU
30HBI:

a) Cpencrsa 3a1uThl HHPOPMALIUU OT HECAHKIIHOHUPOBAHHOTO JIOCTYTIA.

0) MexceTeBble YKpaHbI.

B) CpenctBa kpunrorpaduyeckon 3amuThl HHPOPMALIUH.

r) CucteMbl 0OHAPYKEHUS BTOPKCHUH.

12. Kakoii Bun cpeactB 3ammrhl WHGOPMAIMK TO3BOJISET KOHTPOJIUPOBATH PA3IUYHbIC
KaHaJbl mepenaud UHGOpMalUU: SJIEKTPOHHYIO IOYTY, MECEH/DKEpBl, ChEMHBIE HOCHUTENU
uHpopmManuu?

a) IPS.

6) DLP.

B) IDS.

r) CSP.

13. ATtTtectanus 00beKTOB HH()OPMATU3AIMH — ITO:

a) JlokyMeHTaIbHOE yI0CTOBEPEHHE COOTBETCTBHS MPOIYKIIMU WIM UHBIX OOBEKTOB, MPOIIECCOB
POEKTUPOBAHHUS, IPOU3BOJICTBA, CTPOUTEIHCTBA, MOHTAXa, HANIAJKH, SKCIUTyaTallul, XpaHEHUs,
NEePEeBO3KH, peau3allii U YTHIN3AlUH, BBIIOJHEHHUS paboT WM OKa3aHUs YCIyT TpeOOBaHUSIM
TEXHUYECKHUX PETJIAMEHTOB, TIOJI0KESHUSIM CTAaHIAPTOB, CBOJIOB IPABHJI WIIH YCIIOBHUSM JOTOBOPOB.
6) [Ipsimoe M KOCBEHHOE ompeseseHne coOI0IeHUsT TpeOOBaHU, MPEABABISEMbIX K 00BEKTY
3aIUTEHI.

B) OdunuanbHoe NpU3HAHUE KOMIIETEHTHOCTH (DU3UYECKOTO WIM IOPUAMYECKOrO JIHIa
BBITIOJIHATH pa0OTHI B ONIPEICTICHHOM 001acTH.

r) KoMIuiekc opranu3aiioHHO-TEXHUUECKUX MEPOTIPHUSTHH, B pe3yJIbTaTe KOTOPBIX MOCPEICTBOM
CHENHATBHOTO JIOKYMEHTa TIOATBEPKIACTCSA, YTO OOBEKT COOTBETCTBYET TPEeOOBAHUSAM
CTaHJApTOB WM MHBIX HOPMATUBHO-TEXHUYECKHUX JIOKYMEHTOB 0 0€30MacHOCTH HH(POPMAIIHH.
14. Kakoli nmokyMeHT gaer mpaBo 0OpaOoTKM MHQOpPMAIMHM C YKa3aHHbIM B HEM YpPOBHEM
KOH(pHIEHIIMATBHOCTH?

1) JInuensus.

2) ATTecTar akKpeIUTaIHH.

3) Ceptuduxar.

4) ATTecTat COOTBETCTBHUSI.

15. Ha nacrosmmii MOMEHT CpOK JEHCTBHS arTecTara COOTBETCTBUS HH(POPMAIIMOHHOM
CHCTEMBI, B KOTOpOi oOpabaThiBaeTcsi KOH(pUIeHIMANbHAs HH(pOpMAIHs, B ClIy4yae, eCIi B X0/1e
€€ KCIUTyaTalliy, B Hee He BHOCSATCS CYIIECTBEHHBIC N3MEHEHHSI, COCTaBIISCT:

a) 3 roxa.

0) 5 ner.
B) Bech cpok skcrtyaranuu HHPOPMAITMOHHON CUCTEMBI.
16. TectupoBaHye Ha MPOHUKHOBEHHE — ATO CKOpEE:

a) AHanu3 ysa3BUMOCTEH HH(POPMALIMOHHON CUCTEMBI.
0) MHcnoblTanus cucteMbl 3aliUThl  MHGOpPMAIMM IyTEM  OCYIIECTBJIEHUS  IOIBITOK
HECaHKIIMOHUPOBAHHOTO AOCTyMa (BO3ACHUCTBUS) K HHPOPMALIMOHHOH CUCTEME.

Tect mo Teme 2.1 ApXUTEKTYpa KOMIbIOTEpPa
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1. 3a HEeMOCPEACTBEHHOE BHIMIOJHEHHUE ONEpaIlii B IPOLIECCOPE OTBEUAECT:
a) ApuMETHKO-JIOTHIECKOE YCTPOUCTRBO.

0) Kamr-nmamsts.

B) briok ympasnenus.

r) Peructpsl.

2. Ucnonp3yss 10 Out ana agpecamuu siU€eK IMaMsTH pa3MepoM 1 OailT, MBI CMOXeEM
00eCcTeunTh aApecantio CIeayoIero oobemMa naMsITH:

a) 10 Gaifr.

6) 80 Oaiir.

B) 1024 OGaiir.

r) 1024 6wur.

3. Pacrnonokure B mopsiike yBeqIudeHuss 00beMa namsTH.

a) Ctpanuna.

0) bur.

B) CioBo.

r) bank.

n) Sdeiika.

4, Pacrnionokure BUbI NaMSATH B MOPSAKE YBETUUYEHUN CKOPOCTH PaOOTHL.
a) Peructpsl nponeccopa.

0) TBepaOTEIbHBIC HAKOITUTEIIH.

B) OcHOBHas (onepaTUBHAs) TAMSATb.

r) OnTu4ecKue TUCKU.

1) MarHuTHble )KECTKUE JUCKHU.

e) Kamr-mamsts.

S. Kakas xoHIenus 00bI9HO peaan3yeTcs B MPOIeccopax BUICOKAPT?

a) MHOXeCTBEHHBIN TTOTOK KOMaH]l, MHO’KECTBEHHBIN MTOTOK JTAHHBIX.

0) OaMHOYHBIN TOTOK KOMaH I, MHO>KECTBEHHBIN MOTOK JaHHBIX.

B) MHOXECTBEHHBII MOTOK KOMaH I, OJIMHOYHBIN MOTOK JaHHBIX.

r) OIMHOYHBII MOTOK KOMaH/I, OIMHOYHBINA MOTOK JaHHBIX.

6. JI71s1 COBpeMEHHBIX MAarHUTHBIX )KECTKUX JUCKOB XapaKTEPHO:

a) bosbiiasg cTOMMOCTB IO OTHOIIEHUIO K TBEPAOTENbHBIM HAKOMUTESIM.

0) [TocrenenHoe W3HANIMBaHUE TPAH3UCTOPOB.

B) Hanuune MexaHnuecKux 37€MEeHTOB.

r) Pacnonoxxenre KoHTpoIiepa Ha MaTEPUHCKOI Ty1aTe.

1) Bonpimii 06beM MaMsITH 110 CPABHEHUIO C TBEPIOTETLHBIMU HAKOTUTEIISIMU.
7. Kakas mmHa ©Hambojee pacmpocTpaHeHa Ha TEKYIIMH MOMEHT B TEPCOHAIBHBIX
KOMITbIOTEpAxX:

a) ISA.

6) PCI.

B) PCI Express.

r) SCSI.

8. ITycTp TakTOBas YacToTa MMHBI KOMIbOTEpa cocTaBiseT S I'Tn. 3a oguH TakT 1o muHe
MOJKHO mepeaath 16 6ut. OueHuTe cKopocTh nepenadn nHpopmauu mno muHe?
a) 80 MeraOuT B CEKyHIy.

0) 10 I'urabaiit B ceKyHy.

B) 80 ['mrabGaiit B ceKyHay.

r) 21 T'urabaiT B cekyHay.

0. J171s TPOEKIIMOHHO-EMKOCTHBIX CEHCOPHBIX SKPAHOB XapaKTEPHO:

a) Beicokasi CKOpOCTh OTKJIMKA MPU KaCaHUU.

6) Bo3MOXXHOCTB yIipaBieHUs pa3IMuHbIMH YCTPOICTBAMH.

B) [Toxneprxka multi-touch.

r) HeBo3MOXXHOCTH OIpeiesIeHHs CUITbl HaXKaTHs.
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1) [Ipobnema «1BoeHUS».

10. DneMeHTaMH KUAKOKPUCTATUINYECKOTO MOHUTOPA SIBIISIFOTCS:
a) JlyueBas TpyOKa.

0) Ucrounuk cBera.

B) XKK-matpura.

r) [I13C-maTpura.

1) DIAEKTPOJIbI.

11. Kaxoii a;meMeHT npuHTEpa oTBeUaeT 3a (pukcanuo ToHepa Ha Oymare:
a) doroman.

0) Tepmona.

B) Ponuk nepenoca.

r) Ban nogauu Tonepa.

12. Hasnauenuewm naszepa B IIBETHOM IMPUHTEPE SIBIISCTCS:

a) Hanecenue Tonepa Ha (oToBaI.

0) @ukcarus TOHEpa Ha OyMmare.

B) YaneHue HeCyIIuX 3apsiji 2JIEMEHTOB ¢ (poToBaa.

r) [logaua 6ymaru B mpuHTED.

13. DneMeHTaMu UPPOBOH BeO-KaMePbl SBIISIOTCS:

a) ®oToIUICHKA.

0) OOBEKTHB.

B) [13C-marpuna.

r) ®ukc-poxyc

n) Ipoueccop.

14. Jlns1 KoHACHCATOPHBIX MUKPO(OHOB XapaKTEPHO:

a) Ciiabast 9yBCTBUTEIILHOCTb.

0) YCcTOWYMBOCTD K yAapam.

B) BbICOKast 4yBCTBUTENBHOCTb.

) 3aBUCHMOCTbH OT TapaMeTPOB OKPY KAIOIIECH Cpe/bl (TeMITepaTyphl, BIAKHOCTH).
n) [IpumeHeHne B CTyIUAX 3BYKO3aIUCH.

Tect mo Teme 3.1 BBenenne B MHPOPMAINUOHHYIO 0€30MIACHOCTH ONEPALMOHHBIX CHCTEM

1. ITycts B OC peann3oBaHO JUCKPELIMOHHOE YIIPABICHUE AOCTYIOM CO CIEAYIOLIMMH
npaBamu: uteHue(r), 3amuch(W) u ucnonHeHue(X). IlpucyrcTByer aiin mnpusoxeHus
«Kanpkymnarop.exe» co cieayrommmM crnuckom goctyna: (Amuca: rwx), (bopuc: rx). Beidbepute
MPABUJIbHBIE YTBEPKICHUS:

a) Airca MOXET 3aIyCTUTh npuiioxkeHue «KanbkynsTop.exey.

0) bopuc He MOXeT 3anmycTUTh npuiokeHne «Kaibpkystop.exey.

B) Anuca He MOXKET U3MEHUTH cofiepkuMoe (aitna «KampkynsTop.exey.

r) bopuc MoxeT u3MeHuTh coaepkumoe (aiina «KaapKyasTop.exey.

2. ITycts B OC peann3oBaHO IpylIoBOE yIPABIEHUE JOCTYIIOM CO CIEAYIOLIMMU IIpaBaMHu:
gyrenue(r), 3anuchb(W) u ucrnonHenue(X). [pucyrcryet daiin «HakmaaHas.docxX» co ciaeayomnmm
cruckom goctyma: (Byxrantepsr: rw), (Kypsepsr: ), (Anuca: rw). B cucreme 3agaHbl poiu, B
KOTOpBIE BKJIIOUEHBI COOTBETCTBYIOIME Tmonb3oBarenu: (byxramreper: bopuc, [anmmna),
(Kypsepsi: Buktop). Beibepure npaBuiibHbIe YTBEPKICHUS:

a) bopuc He MokeT u3MeHuTh comepkumoe daitna «HakmagHas.docxy.

0) ['amunaa MoxkeT ynTaTh coaepxumoe Qaiina «Haxmamgnas.docxy.

B) BukTop MokeT u3MeHHUTH copepskumoe (aiina «Hakmamras.docxy.

r) BukTop Moxer unrath conepxkumoe Qaiina «Hakmagnas.docxy.

1) Anrca MOKET H3MEHHTH cozepkumMoe (aiina «Hakmagnas.docxy.

3. [Tycte B OC peanu3oBaHO MaHJAaTHOE YIpaBiieHHE aoctymnoMm. IlpucyrctByer aiin
«log.txt» ¢ ypoBHeM cexperHocTH 1. [IprCcyTCTBYIOT MMOIB30BaTEIN AJTHCa C YPOBHEM J0mmycKa 1,
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Bopuc ¢ ypoBHem pomycka 2 um Buxtop ¢ ypoBHem nomycka 0. Bribepure npaBuiibHbIE
YTBEPKIACHHUS:

a) BukTop MoxeT u3MeHUTh copepkumoe (daiina «l0g.txty».

0) Bukrop MoxeT unTtaTh comepkumoe daitna «log.txty.

B) AJlica MOKET U3MEHUTbH cojepkumoe daiina «l0g.txty.

r) Anrca MOXKET YHTaTh coaepkumoe daiina «log.txty.

1) bopuc moxer usmenuts cogepxumoe (aiina «10g.txty.

¢) boprc Moxet uutath comepxumoe daiina «log.txty.

4, [Tycts B OC peanu3oBana Mojeib 1iesiocTHOCTH buba. [pucyTerByer daiin «log.txt» ¢
ypoBHeM nenoctHocTH 1. [IpucyTcTByIOT nonb3oBaTenu Anuca ¢ ypoBHEM IiesiocTHOCTH 1, bopuc
C ypoBHeM ILejocTHOCTH 2 u Bukrtop ¢ ypoBHeM mnenoctHoctu (. Bribepure npaBuiibHBIC
YTBEPKIACHHUS:

a) BukTop MoxeT u3MeHUTh copepkumoe daiina «l0g.txty».

0) Anrca MOKeT M3MEHUTH coepskumoe (aiina «log.txty».

B) Bopuc MokeT n3mMeHuTh copepkumoe daiina «log.txt».

r) Bece tpoe MoryT untath copepkumoe (aitia «log.txty.

S. Bribepure npaBuibHbBIE YTBEPXKICHHS O ayTeHTH(PHUKaUU B coBpeMeHHbIX OC:

a) Ilapomu monp30BaTenst XpaHATCS HAa JUCKE, HAa KOTOPOM YCTAaHOBJEHA CHUCTEMa, B
IIEPBOHAYAJILHOM BHJIE.

0) DTanoHHBIC 3HAYCHUS, HEOOXOIUMBIE JUIsl TPOXOXKICHHUSI OMOMETPUYECKON ayTeHTU(DUKAIIHH,
XpaHATCS B CHCTEME B HEIOCTaTOYHOM JJIi BOCCTAHOBIICHHS M3HAYAIBHBIX OMOMETPHUYECKUX
AHHBIX 00BEME.

B) TokeH (U3MUYECKU M3rOTOBIECH TAKMM OOpPa30M, UYTO CUMTHIBAHHE C HETO 3aKPHITOTO KII0Ya
SBIISIETCS. HEBO3MOKHOM MITU IOPOTOCTOSIIIIEH oTepalfei.

r) Jns ayTeHTHHUKAIMKU C MMOMOIIBIO TOKEHA B CHUCTEME JOJDKEH MPHUCYTCTBOBATh OTKPBITHIN
KJII0Y M0JIb30BaTeNsl, COOTBETCTBYIOIINI 3aKPHITOMY KIIIOUY Ha €ro TOKEHE.

6. Urto He BXOAUT B MeTalaHHbIe (paiina (BpIOepUTE OJTUH BapUaHT)?

a) Bpems co3ganus daiina.

0) Aznpec KOpHEBOM JTUPEKTOPHUH.

B) Bpems monudukanuu ¢aiina.

r) Azipeca KjIacTepoB COJAEPKUMOTO (paitiioB.

n) Madopmarus o Bragembiie daina.

7. Bribepute BepHbIe YTBEP)KICHHS O YIPABICHUH NMaMAThIO B cOBpeMeHHbIX OC:

a) CoBpemenHble OC UCIOB3YIOT BUPTYaIbHYIO TAMSTh.

6) Cospemennbie OC He 3alMIIAIOT TaMATh OJHUX MPOLIECCOB OT YTEHUS IPYTMMHU IPOLIECCaMH.
B) CoBpemennbie OC pazfensioT OOIIyI0 MaMsITh MEXKIY MPOIeCCaMH, YacTO B TaKOW MaMsTH
HaXOATCSI OMOIIMOTEKH.

r) CoBpeMennble OC HUKOI/Ia HE BBITPYKAIOT YaCTH ONEpPaTHUBHOW MaMATH Ha JUCK BO BpeMs
paboTHI.

1) B coBpemennbix OC namsth pa3duTa Ha MajJeHbKUE (PparMeHThl, Ha3bIBAEMbIE CTPAHUIIAMH.
8. Bribepute BepHbIe YTBEP)KICHUS O IUTAHUPOBIIMKE:

a) [lnmaHupoOBIIMK BBIIEISET MPOLIECCOPHOE BpeMs KOPOTKMMM HHTEpBajlaMU, Ha3bIBAEMBIMU
KBaHTaMHU.

06) B cimydae ucnosHeHHS NPOLECCOM HMHCTPYKLMHM, Ul 3aBEPLIEHUS KOTOpPOW TpedyeTcs
JUIUTENIbHOE OXKHJIaHUe, TUIAHUPOBILUK MEPEBOIUT MPOLIECC B COCTOSHUE «3a0JI0KUPOBAaH» U HE
OyIeT BBIIENATh €My MPOLIECCOPHOE BpPEMs, TIOKa COCTOSIHUE HE CMEHHUTCS Ha «TOTOBY.

B) /lns paGoThl IIIAHUPOBIIMKA MPOLIECCHI JOJDKHBI CaMU MepefaBaTh Ha HEro yIpaBJieHHE, TaK
KaKk KoOMIbloTephl He mpenoctaBiaior OC mexaHu3Mma Jid HEepUOJUYECKOTo IpepbIBaHUS
BBITOJIHEHMSI IT0JIB30BATEIBCKOI0 IIpoLieCcca.

r) B mnanupoBaHMM MO MpUOpUTETaM BCE MPOLECCHl C Pa3sHbIMU MPUOPUTETAMHU MOJIYYaroT
IIPUMEPHO OJMHAKOBOE KOJIMYECTBO BPEMEHH.

0. Bri6epute BepHOE yTBEpKIeHHE (BBIOEPUTE OJUH BapHAHT):
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a) OC pean3oBaHa anmnapaTHO B MPOIIECCOPE.

0) OC peanu3oBaHa anmapaTHO B MaTEPUHCKOM TIJIaTe.

B) OC - mporpammHoe obecriedeHHe, KOTOPO€ TPEJOCTABISET MPWIOKECHHUSIM PECYPCHI
anmapaTHOTO 00eCIeYeHUs] KOMITbIOTEpa B BUJE YAOOHBIX aOCTpaKIWi, HO HE yNPaBISIET dTHM
anmapaTHbIM 00eCIIeUeHHEM.

r) OC — mporpamMmmHOe oOO€cleYeHHEe, KOTOPOE IMPEIOCTaBISIET TPHIOKEHUSIM PECYpPCHI
anmapaTHOro OOECTEeYeHHs KOMITbIOTEpa B BUJIE YAOOHBIX aOCTpakuuMii W YHpaBisieT 3TUM
anmapaTHbIM 00eCTICUCHUEM.

10. Bribepute BepHOE yTBEpKIeHHE (BBIOCpUTE OJIMH BapUaHT):

a) B OC koMmmbloTepa C OIHOSICPHBIM IPOLECCOPOM B KaXKIblii MOMEHT BPEMEHH MOXKET
paboTatk TOIBKO OJUH MpOIECC.

0) B OC komnbroTepa ¢ OHOSICPHBIM IPOLIECCOPOM Y MPOIECCOB BCETIa MPUCYTCTBYET TOJIBKO
OJIUH TOTOK.

B) B OC koMIbloTEpa C MHOTOSIIEPHBIM MTPOIECCOPOM B KOHKPETHBI MOMEHT BPEMEHH MOTYT
BBINOJIHATCS] HECKOJIBKO TIOTOKOB OJJHOTO TPOILIecca.

r) B OC xommbploTepa ¢ MHOTOSJICPHBIM MPOIECCOPOM KOHKPETHBIH TPOLECC MOXKET
UCTIOJIB30BaTh TOJIBKO OJTHO SIIPO MpoIieccopa.

Tect mo Teme 3.2 UnpopmannoHHast 6€30MACHOCTH ONIEPALMOHHBIX CHCTEM ceMeiicTBa
Windows

1. Ha ocHoBe kakux naHHbix cyobekra OC WINdows nmprHAMAET pemieHue o J0CTyIie?
a) Xel 3Ha4eHUEe MapoJIst MOJIb30BaTENIs, 3aIyCTUBIIETO MPOIIeCC.
0) TokeH rmepeBOIIONICHUS.
B) Unentuduxarop mpomecca.
r) TokeH nocrymna.
1) ba3oBslii npuopuTeT nporecca.
2. Ha ocHoBe kakux gaHHbix 00bekta OC WIiNdows nmpuHUMAET penieHre o 0CTyIe?
a) [IpuBunerumn.
0) Token mocryra.
B) Jleckpunrtop 6e3onacHoCTH.
r) CHCTEMHBIH CIIUCOK YNPaBICHUS JOCTYIIOM.
1) Crioco6 ayTeHTH(UKALIMU TOIb30BaTEIs.
3. Kakue mpuMUTHBHBIE TpaBa 00beauHseT B cede npaso urerus OC Windows?
a) «Urenue arpuOyTOB 0€30MACHOCTI.
0) «YTeHne CUCTEeMHBIX aTpUOYTOBY, «YTEHHUE aTPUOYTOB OE30MACHOCTIY.
B) «UTeHHE JaHHBIX).
r) «UTeHue CUCTEMHBIX aTpHOyTOBY, «YTCHHE aTPHOYTOB 0€30IIACHOCTIY, «UTCHHE JaHHBIX).
1) «UreHne CHUCTEMHBIX aTpUOYyTOB», «UTEHHE aTpHOyTOB 0€30MACHOCTH», «UTEHUE JaHHBIX»,
«BBITIOJTHEHUE (PANIIOB» U «IIEPEXO]] B TUPEKTOPHUIOY.
4. Bribepure mpaBuibHBIE YTBEPKICHUS 0 MaHaTHOM nonutuke «He-3anuceiBats-Beepx»
OC Windows:
a) Ob6ecrieunBaeT CBOMCTBO IETOCTHOCTH JaHHBIX.
0) ObecnieunBaeT CBOMCTBO KOHPHUAECHINATHLHOCTHU IaHHBIX.
B) Mcnonp3yercs B cucTeMe TOJBKO JUIsl OOBEKTOB CETEBBIX COKETOB.
r) HesiBHO ucnons3yercs st Bcex NTFS-gaiinos.
m) Pazpemiaer noctynm Ha 3amuch TOJNBKO CyOBEKTaM C YpOBHEM IIEJIOCTHOCTH PAaBHBIM WU
OOJIBIINM 10 OTHOIIEHHUIO K YPOBHIO IIEIOCTHOCTH 00BEKTa 10CTyIA.
S. Kaxkue u3 nepeuncnennsix mpas OC Windows npenocTapisieT o yMOTYaHUIO BIIAACIbILY
daiina?
a) Yurate CCY /.
0) Yurars JICY /1.
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B) UutaTh comepxumoe (aiina.

r) M3mensars JICY /1.

n) Usmensats CCY /.

e) U3mensTs comepxkumoe (aitna.

6. Bribepere mpaBuIbHBIE  YTBEPKICHUS OTHOCHUTEIBHO alrOpUTMa  OIpPEACTICHHS
npaBomepHocTH goctyma OC Windows:

a) [TepBbIM feliCTBUEM SIBIISIETCS ITPOBEPKA COOTBETCTBUS JIOCTYIIA MAHAATHOMN MOJUTHKE.

6) IlpoBepka COOTBETCTBHS IOCTyIla MaHJATHOM MOJIMTUKE OCYIIECTBIIETCS IOCTE aHajau3a
zanucent JICY /.

B) Ecimu npu mnocnemoBatensbHoM aHamuse 3amucedt JICY]] okaspiBaeTcs, 4TO OAHO W3
3ampallvBaeMbIX IIPaB 3alpeniacTcs: B TEKYIIEH 3aluCh, TO JIOCTYM 3alpeIiaeTcs.

r) Ecnu npu nmocnenoBarensHoM ananu3se 3anuceit JJCY I paspemaromye mpaBa TEKyIIEeH 3amicu
B CyMME C pa3pellaloiMMy MpaBaMu MNPEIbIAYLIUX 3aliceil MepeKpbUI BCE 3ampaliniBaeMble
paBa, TO JOCTYI pa3periaeTcs.

n) Eciu B cinckax JICY /] He ObUTO 3ampemiaroniux 3amnpamniBaeMble IIpaBa 3ammuceid, 1 B TO Ke
BpeMsl BCE pa3pellalolue 3alliCd He IMEepeKpbUIM 3alpalldBaeMble IpaBa, TO JIOCTYII
3anpenaercs.

7. Kakas mpusmiaeruss OC Windows mo3BosiseT unutaTh Jr000i ¢aiiil BHE 3aBUCHMOCTH OT
3a/IaHHBIX TPaB?

a) [IpuBuierust co3nanus pe3epBHBIX KOMUM.

0) [IpuBmiierus K3MEHEHHS] CHCTEMHOTO BPEMEHHU.

B) [IpuBusnerus 3aBepieHusi paboTbl CUCTEMBI.

r) [IpuBmierus ypenuuenus pabodero Habopa.

n) [IpuBunerus co3nanus (aiiiaa MogKauKy.

8. Bribepure cyniHocTH, He Bxojsinue B TokeH goctyna B OC Windows:

a) SID mone30Barens.

0) ICY ]I Bcex 00bEKTOB CHCTEMBI.

B) SID-»1 rpymm.

r) CCY]] Bcex 00bEKTOB CUCTEMBI.

n) [IpuBunerun.

9. BriOepure cynHOCTH, BXOAAIINE B AeCKpUNTOp Oe3omacHocTH 00bekTa B OC Windows:
a) SID BnamenbIia 00bEKTA.

0) JIMCKpeMOHHBIN CIIUCOK YIIPABICHUS JOCTYTIOM.

B) CHCTEeMHBIN CIUCOK YIIPABJICHUS JOCTYIIOM.

r) CIHCOK TOKEHOB JIOCTYIIA MPOIIECCOB, OCYIIECTBISIONINX JOCTYT K OOBEKTY.

1) YpOBEHb 1IETTOCTHOCTH.

10. Kakme w3 TYHKTOB TpPaBUIBHO OIMMUCHIBAIOT (HIBTPOBAHHBIM TOKEH JOCTyMa
agmuuuctparopa B8 OC Windows?

a) YPOBEHb 1IEJIOCTHOCTH yCTAHABITUBACTCS CPEIHIM.

0) YpoBeHbB 11€JI0OCTHOCTH yCTAaHABIMBAETCSI BHICOKHM.

B) CIUCOK MPUBUIIETHIA, KOTOPBIE MOTYT MONACTh B (PUIBTPOBAHHBIN TOKEH, CUIILHO OTPaHUYCH.
r) [Ipu onpenenennn mpaBomepHocTH noctyma cpean 3amuceit JICY /] ¢ SID aqgMuHACTpaTHBHBIX
rpynn OyAyT YYTEHBI TOJIBKO 3ampelatomime.

n) Crnucku npuBWUIETHH OAMHAKOBHI B OOBIYHOM U (DUIBTPOBAHHOM TOKEHE JOCTYyIIa
aIMHUHHCTpATOpA.

Tect mo Teme 3.2 UHpopMannoHHas 0e30MaACHOCTD ONEPALMOHHBIX CHCTEM CeMelCcTBa
Linux

1. Ha ocHoBe kakux naHHbix cyobekra OC LiNUX mpHHUMAET peIieHne o J0CTyre?
a) SUID-6wur.
0) Sticky-6ur.
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B) YUeTHbIC TaHHEIE.

r) UID nmporecca.

1) DJIEKTPOHHAs MOANNCH IPOIPAMMBI.

2. Kakwue npasa nmpucyrctyior B OC Linux:

a) Mcnonuenue.

0) Urenue i-node.

B) Urenue.

r) Y naneHue.

1) 3amuch.

3. s gero cinyskut SUID-6ut B OC Linux?

a) [To3BomsieT 3amycTUTh NPUIIOKEHHE OT UMEHH BJaieNbla (aiisia mpuiIoKeHus..

6) [To3BossIeT 3aMMyCTUTH MPUIOKEHUE OT UMEHHU CYTEepPIOIb30BaTENs.

B) [To3Bousiet 3anmycTuth npunoxenue ¢ npusuierueit CAP_SYS_ADMIN.

r) [To3Bossiet 3anmyctuth npuiioxkerre ¢ UID paBHBIM HyITIO.

1) 3arpenaer 3amycK MPUI0KEHHUS BCEM MOJIb30BATEIsIM, KPOME CYTIEPIIOIb30BaTeIs.

4, Yro nemaeT Macka B CIIMCKE yIpaBiieHus qoctymom (aiima 8 OC Linux?

a) 3aaeT MaKCUMaJIbHBIE TIPaBa, KOTOPBIE MOXKHO TOIYYUTh U3 3aUCEH IS TPYTIIL

0) 3aaeT MaKcUMaJbHbIE PaBa, KOTOPbIE MOYKHO MOJIYYHUTh U3 3alIMCH OCTATIBHBIX.

B) 3a/1a€T MaKCUMAJIbHBIC MPaBa, KOTOPBIE MOYKHO MOJIYYHTh U3 3alMCH BIaIelbla daiiia.

r) 3ajaeT MakCUMaJbHbIE IIPaBa, KOTOPhIE MOXKHO MOJYUYUTh M3 3allkceil JJis MOJIb30BaTele 1
TpyI.

1) 3ajaeT MakCUMasbHbIE IIPaBa, KOTOPbIE MOKHO MOJTYYUTh U3 3aIMCEH ISl OIb30BaTeNeH.

5. Yro Takoe coib xem-3Hadenus napois B OC Linux?

a) Ctpoka, KoTopasi BHIOMpaeTcsl IpHU KaJI0il ayTeHTU(UKalUUU Clay4yailHO Juisi obecrieueHust
0€30MacHOCTH MapoJsl.

0) CiyuaitHo BeIOpaHHAas TIPU CO3AAHUH TAPOJIs CTPOKA, KOTOpasi CKJIEUBAETCS C XeIl-3HaYeHUEM
10CJI€ BBIUMCIICHUS XeIl-(pyHKIINH.

B) Ciy4aifHO BRIOpaHHAS TIPH CO3JAHHUH MAPOJIS CTPOKA, KOTOpast CKIICMBAETCS C TTApOJIeM Tepe
BBIYUCIICHUEM XelI-(PYyHKIUH.

r) JlmiHa, 10 KOTOpOH ype3aeTcs mapoiib MOIh30BATENS ISl KOMITAKTHOTO XPaHEHHUS B CHCTEME.
6. BriGepuTe cyiiHocTH, BXOASIINE B yUeTHBIE JaHHbIe porecca B OC Linux:

a) UID monw3oBarens, 3amyCTUBIIETO MPOIIECC.

6) ['pynmsl monb30BaTes, 3ayCTHBILETO MPOLIECC.

B) [IpuBuneruu.

r) [IpaBa ucnonusemoro ¢aitna, U3 KOTOPOro ObUI 3aMyIIEH MpoIece.

1) ®nar 3¢p¢GeKTUBHOCTH MPUBUIIETUH.

7. BriGepute cymHocTH, BXoasmue B aTpuOyThl 6e3onacHocTH (aitna B OC Linux:

a) Tpolika mpaB a5l KaXJa0H TPYIIIbI B CUCTEME.

0) [IpuBuierum.

B) Tpoiika npaB Brnaaensua ¢aiina.

r) Tpolika mpaB MoJib30BaTeNeH, He ABISAIONIUXCS BlIaenbliaMu (aiina U He BXOASIIUX B TPYIIITY
BJIaJIeNblIa (aiiiia o yMOTIaHHIo.

n) Brnanenen ¢aiina.

8. Bribepute CyIHOCTH, BXOAAIIME B aTpUOyThl Oe3omacHoctr ¢aitna B OC Linux:

a) Tpolika rpaB A5 KaXJ0M TPYMIIbI B CHCTEME.

0) [IpuBunerum.

B) Tpoiika npaB Biagenbla Qaiina.

r) Tpoiika mpaB moap30BaTeNe, HE SBJISTFONTUXCS BIaAeabliaMu daiaa U He BXOISIINX B TPYTIITY
BJaJiesblia (aiisa mo yMoa4aHuIio.

n) Bnanenen ¢aiina.

9. Kakue Habops! mpuBmieruii ecteb y daiiza B OC Linux:

a) Hacrnemyemsre.
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6) D¢ dexTuBHbBIC.

B) BHemrnue.

r) OrpaHn4muBaroUIye.

n) Pazpemennsie.

10. Kakyto xem-pynkiuio ucnoiabdyer OC LiNUX 11 BRIYUCIICHUS XCII-3HAUCHUS TapoJis B
OC Linux?

a) MD-5.

6) SHA-256.

B) SHA-512.

r) SHA-3.

1) OyHKIMI HECKOJIBKO, OKOJIO XEII-3HAUYCHHUSI MapoJis XPAHUTCSI HOMEP MCTIOJIb30BaHHOM XellI-
GyHKIHH.

11. UYro nmemaet kouseiiep B OC Linux?

a) OuibTpyeT BBIBOJI KOMaH/IbI.

0) IlepenampaBisieT cTaHAAPTHBIN BHIBOJ KOMaHIbl C KOHCOJIM CTaHIAPTHBIA Ha BXOJ JIPYroi
KOMaHJIe.

B) IlonHumaeT npasa 10 npaB CynepIioyib30BaTEs.

r) OTKJIa1bIBAaET BBINOJIHEHNE KOMaH/Ibl Ha YKa3aHHBIN CPOK.

Tect mo Teme 4.1 Beenenue B APXUTEKTYPY JOKAJIBbHBIX BLIYUCIUTEIBbHBIX ceTei

1. Kaxoit nmopsimox ypoBueit mogenu OS| BepHbI?

a) Ou3nuecKuil, KaHaJIbHBINA, TPAHCIIOPTHBIN, CETEBOM, CEAHCOBBIN, TPEICTABICHUS, TPUKIIATHOMN.
0) ®u3nuecKuii, KaHAJIbHBIN, CETEBOH, TPAHCTIOPTHBIHN, CEAHCOBBIH, IPEICTABICHUS, TPUKJIATHOM.
B) Ousnyeckuii, KaHAJIbHBIN, CETEBOM, TPAHCIIOPTHBIHN, CEAHCOBBIN, MTPUKIIATHOM, IPEICTABIICHHUS.
r) ®uU3nvecKkuii, KaHaIbHbBIN, TPAHCIIOPTHBIH, CETEBON, CEaHCOBBIN, MPUKIIAAHOM, IPEICTABICHHUS.
2. Kakue npoToKoJbl OTHOCATCS K TPAHCIIOPTHOMY ypoBHIO Mozaenu OSI?

a) UDP.

6) ARP.

B) IPv4.

r) GSM.

) TCP.

e) DNS.

x) PPTP.

3. Kakoli ypoBeHb npefHa3HAuYEH [UIsl ONPEAEIICHUS [Ty TH NTepeiadul JaHHBIX ?

a) Ouznyeckuid.

0) CeaHCOBBIH.

B) TpaHCOpTHBIN.

r) [IpencraBnenus.

1) KananbHbIi.

e) [IpuknanHoii.

x) CeTeBoil.

4. Kakue ¢naru nucnons3yrorcst B mporokose TCP i ycTaHOBICHHS COSMHEHUS ?

a) RST.

6) SYN.

B) FIN.

r) URG.

1) ACK.

e) PSH.

5. Kaxue nmpeumymectBa ectb y FTTB?

a) Bricokast ckopocTh paboTsl HTEpHET.

0) PaBHast ckopocTh mpuemMa u rnepegaur HHPOPMaIIuH.
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B) He3aBrcrMOCTh CKOPOCTH IOCTYTA OT YKCiIa ADOHEHTOB, MOJIKIIOYEHHBIX K KOMMYTATOPY.

r) OTcyTcTBHE HEOOXOJUMOCTH Pa3MEIleHNsI KOMMYTaTopa IpoBaiiepa B 31laHUH.

6. Kakue nenocratku ecte y FTTB?

a) Huszkas ckopoctb paboTel MHTEpHET.

6) Pa3nas ckopocTh mpreMa u nepegadu HHGopMarum.

B) 3aBHCHUMOCTbH CKOPOCTH JIOCTYyTa OT YKciia a0OHEHTOB, MOAKIIOYEHHBIX K KOMMYTAaTOPY.

r) HeobxommuMocTh pa3MenieHusi KOMMyTaTopa IpoBaiiiepa B 31aHHH.

7. Bri6epuTe BepHBIC yTBEPKICHUS

a) TCP He rapanTupyer 10CTaBKy JaTarpaMm.

0) UDP nHe rapanTupyer J0CTaBKYy JAaTarpamm.

B) UDP rapantupyer noctaBky gararpamm.

r) TCP rapantupyer 10CTaBKy JaTarpaMm.

8. Kakoii agpec oTHOCUTCS K afjpecHOMY IIpocTpaHcTBy |Pv4?

a) 192.168.0.17

0) 129.256.0.0

B) 301.169.107.0.0.3

r) 127.0.1000.0

9. Kaxk paboraet xoH1eHTparop (xad)?

a) [Ipu nony4yeHnn makera JaHHBIX Xab MepechUIaeT 3TOT MAKET Ha BCE OCTAJIBHBIE CBOH MOPTHI.
6) [Ipu momyuyeHMH makeTa JaHHBIX Xal MepechbulaeT ATOT MaKeT Ha MOPT B COOTBETCTBUH C
tabmuueir MAC-anpecos. Eciiu cooTBEeTCTBHS HET, MAaKeT OTOpachIBaeTCsl.

B) Ilpu monyyeHuu makeTa JaHHBIX Xa0 IMepechbulaeT ITOT MAaKeT Ha MOPT B COOTBETCTBUU C
tabnmuueit MAC-anpecos. Eciii cooTBEeTCTBUS HET, B ceTh oTnpasisiercs ARP-3amnpoc.

10. Kaxk paboraet kommyTtaTop?

a) B cinyuae, eciiu aiist orpasisiemoro MAC-anpeca HET COOTBETCTBHUS, KOMMYTAaTOp PACChLIAeT
MaKeTHl Ha BCE TIOPTHI, KPOME TTOPTa-TIOTyIaTels.

6) Ilpu nmonyveHun nakera JaHHBIX KOMMYTATOp MEPECHIIAET ATOT MAKET Ha BCE OCTaJIbHbIE CBOU
TIOPTEHI.

B) KommyTaTop XpaHuT B mamsTH TaONMIly KOMMYTallld, B KOTOPOM yKa3aHO COIOCTaBIIEHHUE
MAC-aapeca u HOMepa ImopTa KOMMYTaTOpa.

r) Co BpeMeHeM KOMMYTATOp CTPOUT TaOnuIy /it Bcex akTUBHBIX MAC-azipecos.

1) Tabnmuma MAC-agpecoB KoMMyTaToOpa CTATUYHA U HACTPAUBAETCS BPYUYHYIO.

Tect nmo Teme 4.2 CeteBble yrpo3bl M MeTO/IbI IPOTHBOACHCTBUS UM

1. Kaxue ObIBatOT HCTOYHUKN BOSHUKHOBEHUS YSI3BUMOCTEMN?
a) OmumoOKu peanuzaium.

0) OmnOku 06CTyKUBaHUS.

B) OmmoOKH MpOeKTUPOBAHMUS.

r) Ommoku HR-otaena.

2. Yro He BXoauT B 0a3oByto rpymiy metpuk CVSS?
a) Crtoco0 mosry4eHus JoCTyTIa.

0) BiusHue Ha KOHPHUIEHIIMATBHOCTD.

B) BnusiHue Ha monb3oBares.

r) [lokazarens ayTeHTUDHUKAIMH.

1) CII0)KHOCTh MOTY4YEeHHs IOCTYyTa.

3. Kakoii rpynmsr metpuk CVSS He cymecTByer?

a) KommiekcHas.

0) Bpemennas.

B) bazogasi.

r) KonrekcrHas.

4, Kewm pa3zpaborana CVSS?
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a) ISO.

6) FIRST.

B) WWW.

r) UCLA.

S. Yro He sBisiercst meTpukoit B CVSS?

a) CII0)KHOCTb aTaKH.

0) BiusHue Ha JOCTYIHOCTD.

B) JTUTENbHOCTD aTaKH.

r) Cioco0 mosrydeHus JOCTyTIa.

n) [lokazarens ayTeHTHU(DUKAIIH.

6. Uro sBIIsIeTCSl IAaCCUBHOM aTakom?

a) [IpocnymuBanue Tpaduka.

6) OTka3 B 00CITyXKHBaHUU.

B) ®u3HUeCKOe HaIaIeHUe Ha OOBEKT.

I) DKCIulyaTalus ys13BUMOCTH.

7. UTo Takoe »BPUCTHUUECKUN aHATU3?

a) Meron, npeiHa3HAYEHHBIH JIJ1s1 OOHApy>KEHUS HOBBIX, €111€ HE BBISBJIECHHBIX BUPYCOB.

6) Mexanu3m, HEOOXOAUMBIH 1711 OTCIACKUBAHUS HEU3MEHHOCTH (ailyioB, JOKYMEHTOB, peecTpa,
KOH(HTryparmu 000py10BaHU.

B) MeTroa, OCHOBaHHBIN Ha IMOCIJIEJOBATEILHOM MPOCMOTPE MaMSTH YyCTPOMCTBA, 3arpy30UHBIX
CEKTOPOB, (aiiJIoB B OUCKE CUTHATYP W3BECTHBIX BUPYCOB.

8. Yro Takoe 63K10p?

a) YacTp BpEZOHOCHOTO TPOTPAMMHOTO OOECIEUCHHUS, PEATU3OBAHHOTO JJISI COKPBITUS
MPUCYTCTBUS 3TOTO BPEIOHOCHOTO KOJIa M €T0 JIEHCTBUI.

0) IIpwioxkenue, ucCHoNb3yeMO€ [UIS JalNbHEHIICH 3arpy3Kd U 3allyCKa MOJHOIICHHOTO
BPEIOHOCHOTO IIPOTPaMMHOT0 00ecTIeYeHHUSI.

B) BpenonocHoe mporpammHoe obOecredeHue, KOTOpoe, MOMHUMO TOJTY4EHHUS KOHTPOJS Haj
3apaX€HHbIM YCTPOUCTBOM, MBITAETCS 3aXBATUTh O] CBOW KOHTPOJIb IPYTHE Y3JIbl CETH.

r) [IpuiioxxeHne, NO3BOJIAIOLIEE YIIPABIATH KOMIIBIOTEPOM yIaJIEHHO.

0. Yro Takoe pyTKUT?

a) YacTp BpEIOHOCHOTO TPOTPAMMHOTO OOECIEUECHHUs, PEATU3OBAHHOTO JJISI COKPBITUS
MPUCYTCTBUS 3TOTO BPETOHOCHOTO KOJIa U €ro JEHCTBHM.

6) Ilpunoxenue, wucmoiab3yemoe [UId JalbHEHIIeH 3arpy3ku M 3amycka IOJHOLEHHOTO
BPEIOHOCHOTO IPOTPaMMHOT0 00ecTIeyeHHUsI.

B) BpenonocHoe mporpammHoe obOecredeHue, KOTOpoe, MOMHUMO TMOJTY4EHHUS KOHTPOJS Haj
3apa)X€HHBIM YCTPOWCTBOM, MBITAETCS 3aXBATUTh 0] CBOM KOHTPOJIb JIPYTHE Y3JIbl CETH.

r) [IpuiioxxeHne, NO3BOJIAIOLIEE YIIPABIATH KOMIIBIOTEPOM yIaJIEHHO.

10. Uro ciexyer aenarb, 4TOOBI 3aTUTUTE CE0S1 OT BUPYCOB?

a) He 3amyckaTp npusioxeHus: U3 HeTOBEPSHHBIX HCTOUHUKOB.

0) Cnenutb 3a UGPOBBIMH MTOITUCIMU YCTAHABINBAEMOTO MPOTPAMMHOIO 00CCTICUCHHS.

B) OTKIIIOUUTH MEKCETEBOM IKPaH.

r) Beceraa oTkpbIBaTh BIOKEHUS 3JIEKTPOHHOM MOYTHI ¢ TeMoil «BaxkHo» 1 «CpouHo».

1) CBOoeBpeMEHHO OOHOBJIATH ONEPALMOHHYIO CUCTEMY U IPOrpaMMHOE 0OecIiedeHue.

e) Mcnonp30BaTh aHTUBUPYCHOE NMPOTPAMMHOE OOEeCTIeueHue.

Tect o Teme 4.3 MexceTeBble IKPAHbI
1. Yrto Takoe MexceTeBOM IKpaH?
a) [IporpamMmmHOe MM IPOrPaMMHO-TEXHHUYECKOE CPEJCTBO, peanu3ytomiee GyHKIUN KOHTPOJIS U

bunbTpaMi B COOTBETCTBUM C 3aJaHHBIMHU NpaBWJIAMU TMPOXOASIIMX Yepe3 Hero
WH(POPMAIIMOHHBIX IOTOKOB.
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0) YcrpoiicTBO, peJHa3HAUYCHHOE JJIS1 COSAMHEHHS] HECKOJIBKHUX Y3JI0B KOMITBIOTEPHOH ceTH B
npeJenax 0JHOTO UM HECKOJIbKUX CETMEHTOB CETH.
B) YCTpOWCTBO, KOTOPOE MO3BOJISIET OPraHU30BATh JOKAJIBHYIO CETh C BO3MOXXHOCTBIO BBIXO/a B
UHTEPHET JJIsl APYTUX YCTPOMHCTB.
2. MesxceTeBble 3KpaHbl A7 BEO-TIPUIIOKEHUH pacIoiaraor:
a) Ilepen 3ammiaemeiM BeO-cepBepoM (Tpaduk BHAUANe MEPEAACTCS MEXKCETEBOMY JKpaHy,
3areM BeO-cepBepy).
0) Ilocne 3ammumiaemoro BeO-cepBepa (Tpadmk BHauane mepenaercs BeO-cepBepy, 3aTeM
MEXKCETEBOMY IKpaHy).
B) MesxceTeBoil SKpaH M 3allluIIaeMblii UM BeO-CepBep HAXOAATCSA B Pa3HBIX MOJACETAX, Tpapuk
MEXy HUMH 3aIlpelIeH.
r) Bmecro 3amnmumiaemoro BeO-ceppepa.
3. [TepconanbHbIe MEKCETEBBIEC IKPAHBI Il HACTOJIBHBIX KOMIIBIOTEPOB U HOYTOYKOB:
a) O0ecneunBaOT JOMOIHUTEIbHBIA YPOBEHB 3AIIUTHI OT CETEBBIX aTaK.
6) IlomHOCTBIO 3aMEHSAIOT BCE OCTAJlbHBIE HWHCTPYMEHTAJbHBIE CPEACTBA OOECIeYeHUs
0€30MMacHOCTH.
B) [10JTHOCTBIO 3aMEHSFOT MapIIPYTH3ATOPBI, SIBIISISACH HIII030M 110 YMOIYAHUIO JUTS 3AIIUIIIAEMOTO
KOMIIBIOTEpa UK HOYTOYyKa.
r) [IpenocTaBisioT Bce HEOOXOAUMBIE CETEBBIE CEPBHCHI JJIS 3AIIUINAEMOI0 KOMITBIOTEpA WIIH
HOYTOYKa.
4. [lepcoHanbHble MEXCETEBbIE SKpaHbl JUIsI HACTOJBHBIX KOMIIBIOTEPOB W HOYTOYKOB
SBIISIOTCSA:
a) AnnapaTHO-IIpOrpaMMHBIMU CPEJICTBAMU 3aAILMTHI.
6) Bcerma BctpoennbiMu B OC, KOTOpPYIO OHU 3alIMIIAIOT; HE MOTYT OBITh PEaJN30BAHbI
BHEIIHUMH ITPOU3BOAUTEIISIMU.
B) VICKITIOYNTEIHHO MPOTPAMMHBIMH.
r) MckimounTenbHO BHEIIHMMHM, HEe BCTpoeHHBIMH B OC, KOTOpYIO OHHM 3allMILIAIOT; BCErjaa
peaTm30BaHbl BHEITHUMHU TPOU3BOTUTEIISIMH.
S. [TepcoHanbHble MEXCETEBble HSKpaHbl JUIsI HACTOJBHBIX KOMIIBIOTEPOB W HOYTOYKOB
YCTaHABIIMBAIOTCSA:
a) Ha xocrax, KOTOpble OHM 3alMIIAIOT.
6) Ha mapmpyTuzatopax, KOTOpbI€ yKa3aHbl Ha XOCTE B KaYECTBE LIUTI03a [0 YMOJTYAHHUIO.
B) Ha oTaenbHbIX KOMIBIOTEpAX.
r) Ha xoneunbix Toukax VPN.
6. Bribepute HecyIecTBYIONINI BUJ] TPAHCISILIMK CETEBBIX a/IpeCcOB.
a) Jlunamuaeckasi.
0) CraTuueckasl.
B) C ucnonap30BaHuEM MOPTOB.
r) C UCIOJIb30BaHUEM MOCTOB.
7. [1I1r0361 YPOBHS IPUIIOKEHUHN TTO3BOJISIOT:
a) MckirounTh npsiMoe B3auMO/ICHCTBUE JIBYX Y3JIOB ITyTEM PEaTU3allii POJIU MOCPEAHUKA.
0) BoImoHATh QYHKIMH MITI03a CEAHCOBOTO YPOBHSI.
B) AHaJIM3HPOBAThH BCE CYIIECTBYIOLINE B MUPE TPOTOKOJIBI.
r) AHaTU3UPOBATH TOJIBKO MOIIEPKUBAEMBIC ITHM MEKCETEBBIM SKPAHOM TTPOTOKOJTBI.
8. VYrpaBniseMble KOMMYTaTOPBI MOTYT:
a) OcymecTBisATh pribTpanuio Ha ocHoBe |P-aapecos.
6) OcymiecTBIATh GUIBTPALUIO IO UCIIOJIE3YEMOMY MTPOTOKOIY.
B) OcymecTBiaTh GunbTpanuio Ha ocHoBe MAC-anpeca.
r) OcymectBisaTh ¢punbTpanuto Ha ocHoBe VLAN ID.
0. Br16epuTe BO3MOKHOCTH MEKCETEBOTO SKPaHa.
a) Perucrpanus coObITHii 1 reHepalys OTYETOB.
0) @unpTparus Tpaduka.
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B) TpaHCIISIIIUS CETEBBIX aJIPECOB.

r) AyTeHTu(uKanus mojab30BaTese.

1) AIMUHUCTPUPOBAHUE.

10. Kaxkue yTBEpKI€HHsI O IPOrPAMMHOM MEXKCETEBOM 3KpaHE BEPHBI?

a) [logxonut B citydasix, Korja yCTpOMCTBO I10JIb30BATEN IOMELIAETCS B HEJJOBEPEHHYIO CpEAy.
6) [Ipu ero paboTe UCIONB3YIOTCS PECYPCHI YCTPOMCTBA, HA KOTOPOM OH (DYHKIIMOHHUPYET.

B) [loaxoauT nss 3a1a4 cerMeHTUPOBAHUS CETEH.

r) [loaxonuT asns oTaeneHrs JOBEPEHHOM YacTH CETH OT BHEIIHHUX YTPO3.

1) Cunraercst 6ojiee 0TKa30yCTOHYMBBIM, YEM amlapaTHbIA MEXCETEBON dKpaH.

Tect o Teme 5.1 Beenenne B kpunrorpagpuueckne MeToAbl 3alliMThI HH(POPMaLH

1. Kaxaplii mu@ppoOTEeKCT MOXKET OBITh TONyYeH KakK pe3yibTaT  CISAYIOLIETO
npeoOpa3oBaHuUs:
a) Ex (Dx(p)).
0) Dk(p).
B) Ex(p).
r. D« (Ex(p)).
2. Zamm¢pyiite ¢ nomouipko mudpa «Atbdamy cioo «\Worldy.
AIB|C|D |E|F|G|H]|I |J |K|L|M
Z| Y| X|W|V|IU|T|S|R|Q|P|O|N
a) Dlrow.
6) Svood.
B) Woild.
r) Dliow.
3. Paccmudpyiite cmoBo «Xjxoby, sammudposannoe ¢ momorpio mmmdpa Nas KOmus [ezaps:
AIB|C/IDIE|F|G|H|I |J|K|ILIM|N|O|P |Q|R|S|T|U|V[X]|Y|Z
X|Y|Z|A|B|C|D|E|F|G|H|I |J |[KILIM|IN|O|P|Q|R|S|T|JU|V
a) Tgtly.
0) Amare.
B) Crypt.
r) Vivna.
4, Zammdpyiite c10Bo «KU3HBY ¢ TOMOIIBIO IEPECTAHOBKU
112[3]4]5
215|314
a) Hx3bu.
0) bazmxk.
B) H3pxu.
r) Up3xKH.
5. Pacumdpyiite cmoBo «1216312611» ¢ momomisto Tadsmie [Tomuous:
112]3|4]|5|6
1/A|B|B|T||E
2 | E|XK|3|U|H|K
3|JJ|MH|O|II|P
4 | BIIE|V|D| X|I]
S|Y | Il Bb|bI b
6| D/KOA|*|*|*
a) benxka.
6) Easroa.




B) Crpenka.

r) benok.

6. BriepBble METOI 4aCTOTHOTO KPUIITOAHAIM3A BIIEPBBIC M3JIOKIUIL:

a) Jleon barrtucra Ans6epTu.

0) ®panyecko CUMOHETTA.

B) AGy IOcyd Sky6 ans-Kunmn.

r) Jxuponamo Kapaano.

7. Juck AnbOepTu Mo3BoJIsieT aBTOMaTH3UPOBATH:!

a) ludp npocroii 3amens! (ogHOAN(aBUTHBIN WHUD).

0) MHuoroandaBuTHBIN mUDP.

B) [lIudp nepecranoBku.

r) [Torounsiii mmudp.

8. Hcnonp30BaHue maposs JUii MHEMOHHYECKOTO 3allOMUHAHHS MEPECTAaHOBKH CHMBOJIOB
andaBuTa MPeAIONKNI:

a) Mareo ApaKeHTH.

0) biie3 ne Buxenep.

B) /I>xoBanuu bartucra bennaso.

r) [)xambarTucta ([>xoBannu) nemna [lopra.

9. [Tomemenue nns nepiaroctpaunu nepenucku B XVII — XX Bekax Ha3bIBajIoCh:
a) benbrii kabuHeT.

0) TaitHast KOMHaTa.

B) SlHTapHas KOMHAaTa.

r) UepHblii KaOHHET.

n) KpacHsrii kabuHeT.

10. HIudpel, B KOTOPHIX KaXABI CHMBOJ OTKPBITOIO TEKCTa MPeoOpazyeTcs B CHMBOI
mm@POTEKCTa, B 3aBHCHMOCTH OT CBOETO PACIOJIOKEHHUS B OTKPBHITOM TEKCTE M KIFOYa
Ha3bIBAIOTCS:

a) MuoroasiaBUTHBIMH MK pamMu.

6) brounbivu mmdpamu.

B) [loTounbimu mudpamu.

r) PoropueiMu mugpamu.

11. Zammdpytite cioBo «CJIOHy 6urpammusiM mudpom Ilneidepa.
Y 4 0 b B
K T c H )
il r JI b I1
M A I 3 P
C E A bl K
10) i i 41 X

a) BABI.

0) IIADbD.

B) DIIVbI.

r) bILILI3.

12. [TycTs mepectanoBka T mpeicTaBiieHa CASAYIOIICH TaOIUIIeH:
112]3].../n=5|n=4|n-3|n-2|n-1|n
5(6|/7].../n=1] n 1 2 3 |4

13. Kakoii Bug nMeeT nepectaHoBKa oOpaTHast IepecTaHoOBKe 17

a.

112]3 n-5/n-4|{n-3|n-2|n-1|n

11213 n-5/n-4/n-3|n-2|n-1|n
0.

|1]2]3]...]n-5|n-4|n-3|n-2|n-1]n]
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B.
1/2|3 n-4/n-3|n-2|n-1|n
4156 n-1] n 1 2 |3
T.
1 2 3 [4]5].../n=3|n-2|n-1| n
n-3/n-2|n-1|nj|l|...|n-7|n-6[n-5|n-4
14. 3ammdpyiite ¢ moMompo oTKphIToro Kimoda (8051, 5) kpuntocucremsr RSA coobmenue
m = 10.
a) 8051.
0) 3388.
B) 1949.
r) 12.
15. Kakoe cBo#CTBO 0€30MacHOCTH TapaHTUPYET, YTO YYACTHHUKY KPHUMITOTPadUIECKOTO

MPOTOKOJIA LEJIOCTHOCTU MOTYYEHHOT'O COOOLIECHHS U €r0 CO3/IaHue 0 MOMEHTA MOIy4YeHHsI, HO
HE rapaHTHPYET 3aIUTY OT HOBTOPHON OTIPABKH COOOIICHU?

a) CBOICTBO «ayTeHTU(PUKAIUSI CTOPOHY.

6) CBoiicTBO «ayTeHTU()UKALIUS HCTOUHUKAY.

B) CBOICTBO «MHBAPUAHTHOCTH OTIPABUTEIISI.

r) CBOICTBO «ayTeHTH(UKALINS COOOIICHUS.

16. Kakoe cBoiicTBO 0€30MacHOCTH TrapaHTUPYET, YTO YYACTHUKY KPHUOTOrpaduyecKoro
IPOTOKOJIA, YTO YYAaCTHHUKH, HAYaBIIME HCIIOJIHEHHE MPOTOKOJIA, HE M3MEHWINCh C TEYCHHUEM
BpeMeHu?

a) CBOMCTBO «ayTEHTH(HKAIHSA CTOPOHY.

0) CBOICTBO «ayTeHTU(DHUKAIINS UCTOTHHKAY.

B) CBOMCTBO «MHBAPUAHTHOCTH OTIPABUTEIISI.

r) CBOHICTBO «ayTeHTU(DHUKAIINS COOOIIEHUS.

BepHblil 1 NOJHBIN OTBET Ha BOIPOC TECTa OlleHUBaeTcs B 1 Oal, 1 MPOXOXKJIEHHs TecTa
HEO0XO0IMMO BEPHO U IIOJHO OTBETUTH HA HE MEHee 4eM 60 IMPOLEHTOB BOIIPOCOB TECTA.
Tembl IpaKTHYECKUX 3aHATHHI

Tema npakTH4yeckoro 3aHaTus no reme 3.1
Beenenne B mHpOpMaHOHHYI0 0€30MIACHOCTH ONIEPAIMOHHBIX CHCTEM

1. OcHOBBI pabOTHI ¢ TIpoIIeCCaMH, BBOIOM-BBIBOIOM U (aitmamu B OC Windows u Linux.

Tema npakTH4ecKkoro 3aHsTust no reme 3.2
HNudopmanuoHHasi 6e30NaCHOCTH ONEPAIMOHHBIX cHcTeM ceMeiicTBa \Windows.

1. OcHoBbI 00ecnieuenus 0ezonacHoctu B OC Windows.

Tema npakTH4YecKoro 3aHATHA 1o Teme 3.3
HNudopmanuonHasi 6e30MacHOCTH ONMEPANIMOHHBIX CHCTeM ceMelicTBa Linux

1. OcHoBrbI 00ecrieuenuns 6ezonacaoctu B OC Linux.

Tema npakTH4eckoro 3ansatus no reme 4.1
BBeieHne B apXUTEKTYPY JOKAJIbHBIX BHIYHCIUTEIBHBIX CeTel
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1. Ceresotii cauddep Wireshark. 3nakoMcTBO ¢ GHIBTpaMH MTAKETOB.

TeMbl MpakTHYeCKOro 3aHATHS N0 TeMe 4.2
CeTeBble YIpo3bl 1 METOAbI IPOTUBOACHCTBUSA UM

1. WuBeHTapu3zanus ¥ MOUCK Ys3BHMOCTel ¢ ucnoib3oBanueM Open Vulnerability and
Assessment Language.

2. CereBoit ckanep Zenmap. MHcmons30BaHHE CETEBOrO CKaHepa IS BBISABICHHS
ySI3BUMOCTEH YPOBHS CETH.

3. Bupycel, uX BBISBICHHE M YCTpPaHEHHE C HCIIOJb30BAaHHEM CIIEHUAIN3UPOBAHHOTO
POTPaMMHOTO 00ECTICUCHHS.

Tembl MPAKTUIECCKOI'o 3aHATHUSA 110 TEME 4.3 MexkceTeBbIe IKPaHbI

1. Bbpannmaysp Windows. Pa3paboTka npaBmil MexKCeTeBOro SKpaHHPOBAHUSL.
2. Buptyansnas undpactpykrypa Eve-NG.
3. Me:xceteBol 3KpaH Ha rpanule cetu. HacTtpolika npaBui MEKCETEBOr0 SKPaHUPOBAHUS.
TeMbl MpaKTHYeCKOro 3aHATHUSA 1O Teme 5.1
Beenenue B kpunrorpapuyeckue MeToAbl 3a1MThI HHGOPMaLU1
1. Hctopuueckue mudps! mmdpoBanue u pacumdpoBanue.

JlonoTHUTeIbHBIC 32JAHHUA JJISI CAMOCTOSATEIHLHOI0 pPelIeHHs
JonmosnnTesbHbIe 3a1anus no Teme 1.1 IlpaBoBbie 0CHOBBI 00ecnevYeHM st
HH(OPMALMOHHOM 0€30I1aCHOCTH
1. Kakas wundopmaums mnpencrasisier ans Bac unennHocts? Kakue XapakTepuCTUKH

UHPOPMALIMOHHOM Ge3omacHocTH Bl ObI X0Tenn obecrneunTs s Takoi nHpopmarumn?

2. Bri6epere kakoi-nu6o By ieHHo# 11 Bac nundopmanuu. B kakux gopmax MoxeT ObITh

npezCTaBieH ATOT BUJ HH(opMaruu?

3. [Ipoananu3upyiiTe: K KakuM BUAaM TailH Bbl MoxkeTe UMeTh AOCTyM?

4. [IpoananusupyiiTe: Kakue cB3aHHbIE C Bamu 1aHHBIE MOTYT SIBIATHCSA TallHAMH?
JlonmostHuTe/IbHBIE 3a1aHUA 110 TeMe 1.2 3amuTa nepcoHAJbHbIX TaHHBIX

1. Onummre cxeMy HWH(QOPMALMOHHBIX TOTOKOB Bammx mnepcoHambHBIX JAHHBIX B

YHusepcurere.

2. Onwumure cxeMy HH(GOPMAIIMOHHBIX TOTOKOB Bammx nepcoHanbHbIX 1aHHBIX B baHke.

3. [Ipoananusupyiite: Bcerna au (koraa 3To Heob6xoaumo) ¢ Bac B3umaroT cornacue Ha

00paboTKy mMepcOHaNmbHBIX JMaHHBIX? Bceerma nu 3TO TPOUCXOAWT B COOTBETCTBUU C
3aKOHOIATEJIHLCTBOM?

4. [Ipoananu3upyiite: B Kakux cUTyauusx Bel gaBamu cornacue Ha oOpaboTky Bammmx
CrienanbHbIX JaHHbIX? He ObuTo i 9TO M3TUIITHIM?
S. [Ipoananu3upyiite: B Kakux cUTyanusx Bel mgaBamm cornacue Ha oOpaboTky Bammx

ouomeTpuuecknx qaHHbIX? He Ob110 1 3TO M3MUIITHIM?

JonosHuTeIbHBIE 321aHUA M0 TeMe 1.3 Oprann3anMoHHbIe 0CHOBBI 00ecreYeHus
HH(poOpMANNOHHOI 0€30ITACHOCTH
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1. Pazpabotaiite Mozenb HapymuTens A Baeit nomaniHeit ”HPOPMALIMOHHON CUCTEMBI.
2. Pa3zpaboraiiTe Moienb HapYIIUTENS JJIsI KOMIBIOTEPHOTO Kilacca Y HUBEPCUTETA.

3. Pazpabotaiite Moens yrpo3 it Bareid qomarseii nHOpMaIMOHHON CUCTEMBI.

4, Pa3zpaboraiiTe Moienb HapYIIUTENS JJIsI KOMIIBIOTEPHOTO KJlacca Y HUBEPCUTETA.

S. [Ipennoxxure cpeacTa 3ammThl HHGOpManuu i Bamel nomamaeld nHGOpMamoHHON
CHUCTEMBI.

6. [Ipennoxute cpenacTBa 3ammThl  WHGOpPMANMKM  JUIsi  KOMITBIOTEPHOTO  Kjiacca
VYHuBepcurera.

JdomosiHuTe/IbHBIE 3aJaHUA 110 TeMe 2.1 ApXUTeKTypa KOMIbIOTepa

1. N3yunte Bam nepcoHalbHBII KOMIIBIOTEp M COBPEMEHHbBIE Ta/KEThl, KOTOPbIMU BrI
noyib3yerech. CpaBHUTE HX XapaKTEPUCTUKU: OBICTPOACUCTBUE, OO0BEM ONEPATHUBHON U
BCIIOMOTaTeNIbHOM MMaMATH, CKOPOCTh JocTyna B IHTepHeT.

JonosHuTtebHbIe 3aaanus o Teme 3.1 BBenenue B ”HGOPMAITMOHHYIO 0€30M1ACHOCTH
OIlePALMOHHBIX CHCTEM

OC Windiws

1. Ortkpoiite O6paysep Internet Explorer. Haiinure ero uaenTudukaTop mpoiecca, OTKPBITHIE
COCIMHEHUS 1 0a30BbIi IPHOPUTET.

2. Otkpoiite ©Opayzep Chrome. Haiiaure ero wuacHTH(OUKATOpP MPOIECCA, OTKPHITHIC
COCIMHEHUS 1 0a30BbIi IPHOPUTET.

3. 3anycrure npuiokeHue «bimoknoTy. Haliqure daitbl oTkpeIThIe TiporieccoM «biIokHOT
¢ momMoIsio yTuiuTsl Process Explorer.

OC Linux

Haiinure mate caMbIx TpeOOBATEIBHBIX K MAMSTH ITPOIECCOB.
OTkpoiite Opay3ep ¥ HAHIUTE OTKPBITHIC COCTNHCHHUSI.
BriBenute comepxumoe qupeKTopuu /etc.

BriBenute conepkumoe aupekropuu /etc/schedule.

Awnh e

JonmosnnTtenbHbIe 3a1aHud 10 TeMe 3.2 UnpopmanuonHas 6e30MacHOCTH ONEePAIMOHHBIX
cucreM cemeiicra Windows

1. Cospalite mons3oBatenst «Anuca». HasznaubTe el maposb. Co3gaite rpynmy
«HenoBepeHHbIE TTOJIB30BATEIN.
2. Co3znaiite qUpeKTOpHUIo, coaepxkaityro (ainpl. HaznaubTe Anrce mpaBa 10CTaTOYHBIC TSI

0TOOpa’keHHs CIIUCKOB (ailjloB U MEpexoJ0B B AUPEKTOPHM U €€ MOATUPEKTOPHUSIX, a TaKKe
yTeHus: (¢aillioB B JAUPEKTOpUHM U ee mnoaaupekropusix. IlpoBepbre, uTo Asnnca MOXET
IPOCMAaTPUBATH (aiIbl.

3. 3anpetute rtpynne «HenoBepeHHble NOJIb30BATENW» JTHOOOW JOCTYN K CO3JaHHOM
JTUPEKTOPHH, €€ MOJATUPEKTOPHM, a TAKXKe K (aiiyiaM BHYTpU TUPEKTOPUH U €€ MOATUPEKTOPHIL.
4, JHoGaBbTe Anucy B rpynny «HenoBepennsie monb3oBarenn». [IpoBepbre, uro Anuca He

CMOXeET IPOCMaTpHUBATh (ailsibl B AUPEKTOPHH.

JlonosiHUTeIbHBIE 3a1aHuA 110 Teme 3.3 UH(popMannoHHas 0e30MacHOCTh ONEePAlMOHHbBIX
cucreM cemeiicTBa Linux

1. Cozpanite nonp3oBatenss «Amnuca». Hasnaubre eii mapons. CosnpaiiTe rpynmy
«HenoBepeHHbIE NOIB30BATEINY.
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2. CospaiiTe TUpEeKTOPHIO, coaepxalryto ¢aitnel. HasHaubre Anice mpaBa JOCTaTOUHBIC TS
0TOOpakeHMs CIIUCKOB (PaiijIoB M NEPEXOA0B B AUPEKTOPHM U €€ MOATUPEKTOPUSX, a TAKKe
yTeHus: (PaiijioB B TUPEKTOPUHU U ee mojaupekropusix. [IpoBepbTe, 4To Ajmca MOXKET YUTaTh
(banbl.

3. C nomompro chnMcKa KOHTpOJS JOCTynoB 3amnperute rpynne «HenoBepeHHble
[0JIb30BATENM» JIIOOOH JOCTyn K BblOpaHHOMY (haily BHyTpu aupekropuu. Ilomensiite
BJIaJIeNIbLIA 3TOTO (paiina Ha CynepIioab30BaTess cucTeMbl. Paspermurte B 0a30BBIX MpaBax AOCTYI
K BeIOpaHHOMY (haitiry kogom 600.

4. Hob6aBbre Anucy rpynmy «HemoBepenHble monb3oBarenm». [IpoBepbre, uto Annca He
CMOXET IIPOYNUTATh BEIOPAHHBIN (haiii.

IIOHOJIHI/ITCJII)H])IC 3aJJaHuA MO0 TEME 4.1 Beenenne B APXUTEKTYPY JOKAJIbHBIX
BBIYHCJIUTEIbHBIX CeTeH

1. ITpoBepbTe JAOCTYHMHOCTh JHOOOr0 HCIOJIB3yeMOro BaMu mMmOYTOBOrO cepBepa ¢
ucrnonb3oBanuem  ytwautel  Telnet.  Cmenmyiite  cratee  https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u camocTosTenbHO.

2. Hactpoiite mouty B mouroBom kjiumente Thunderbird. Crenyiite crarbe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej.
3. Pazpaboraiite GunbTpbl 1715 mpocMoTpa Tosibko ucxoaamux |CMP-3anpocos. Crenyiite

cratbe https://habr.com/ru/post/211042/.
JononauTeabHble 3a1anust Mo TeMe 4.2 CeTeBble Yrpo3bl M METOABI MPOTHBOAEHCTBUS UM

1. [IpoBenuTe MOMCK YSI3BUMOCTEM Ha CBOEM JOMAlIHEM IE€PCOHAIBHOM KOMIIBIOTEDE,
03HAaKOMbTECH C OMHCAHUEM BBISBIEHHBIX YS3BHUMOCTEH, ONpEAEeTUTe HACKOJIBKO OHU KPUTHYHBI
no mkane CVSS, u ycrpanute ux.

2. [Ipoepbre, ycTpanena mm ys3BuMocTh CVE-2017-0144 wa Bamem JoMamniHeMm
KOMIIBIOTEpPE, U YCTAaHOBUTE OOHOBJIEHHE O€30MaCHOCTH B Cllyyae, €CIH YsI3BUMOCTh
npucytctByer. Crnenyiite cratbe https://support.microsoft.com/ru-ru/help/4023262/how-to-
verify-that-ms17-010-is-installed.

3. Wzyuutre ys3sumocte CVE-2014-0160, cnemyss cratesam  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-heartbleed.pdf.
[lepBas cTaThst npeAcTaBisgeT cOO0M HEOOIBIION KOMUKC, TOKA3bIBAIOIIHM, HACKOJIBKO OMAacHa U
JIETKO MCTIOJIb3yeMa 3Ta ysSI3BUMOCTh. BTOpas craThst nmpeacTaBiser co0oil moapoOHOe onucaHue
ySI3BUMOCTH, ITOCJIEJICTBUS €€ UCII0JIb30BAHUS U PUCKH.

JonojHuTeIbHBbIE 321aHuA 110 TeMe 4.3 Me:kceTeBble IKPaHbI
1. 3amenute y3ib1 Hacker u Victim Ha y37bl 10J] yIpaBJICHUEM OIEPAIMOHHON CHCTEMBI
Windows u oOpatutech K HMX CETEeBBIM pecypcaM 1o mpoTtokoiny SMB. Crenyiite cratbe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-host-on-
the-eve/.

JonmosHuTtesbHbIE 3a1aHud 110 TeMe 5.1 BBenenne B kpunrorpapuyeckne MeToAbl 3a1UTHI
uHpopmanuu

1. Zammdpyiite u pacmmdpyite coodmenne «S Teds moomo!» BceMu u3BeCTHBIME Bam
UCTOPUYECKUMU U (PaMHU.

KpnTepml OLCHKH MMPAKTHYECKOI'0O 3aHATHUS.
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https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-heartbleed.pdf

3a mpakTUYECKOe 3aJaHUE BBINOJHICTCS OJHA M3 OICHOK: «OTJIHYHO», «XOPOIIO»,
«Y/I0BJIETBOPHUTEIbHO0», HEYT0BJIETBOPUTEILHO.

OneHKka «OTJIMYHO» BBICTABISIETCS, €CIAM CTYJCHT aKTHUBHO paboTaeT B TEUEHHE BCEro
IPAaKTUYECKOIO 3aHATHSA, AAET BEpHblE W IIOJHBIE OTBETHI Ha BOMNPOCHI MpPENoAaBaTeNs MU
NOKa3bIBACT IMpPHU ATOM TIIyOOKOE OBIAJCHUE JICKIMOHHBIM MaTEpUaoM, BCE YacTH 3aJaHUs
BBINOJIHEHBl BEPHO (JIOMYCKAIOTCsl HEOOJIbLIME HETOYHOCTH, HE SIBIIAIOLIMECS CIIEACTBUEM
HE3HaHMS WM HETIOHMMaHuUs yueOHoro marepuaia). PaboTa BelmosHeHa camocTosTenbHo. Pabora
caHa ¢ coOmoieHneM Becex cpokoB. CoOIt0IeHbI Bce MTpaBUiIa 0pOpPMIICHHSL.

OneHka «XOpoIIo» BBICTABIACTCS, €CIM CTYACHT aKTUBHO paboTaeT B TEYCHHE BCErO
IPAaKTUYECKOrO 3aHsATHs, JAeT BEpHble, HO BO3MOXKHO HEIOJHBIE OTBETHI Ha BOIPOCHI
IpernoaBaTessi U MOKa3bIBaeT MPU 3TOM CBOOOJHOE BIIAZICHUE JEKIIMOHHBIM MaTepHalioM, BCE
YacTU 3aJaHusl BBIIIOJHEHbI BEPHO (JOIYCKAlOTCS HETOYHOCTH, HE SBIAIOLIMECS CIEICTBUEM
HE3HaHUs WIM HENOHMMaHus Yy4yeOHoro warepuana). Pabora B 1€I0M  BBINIOJIHEHA
CaMOCTOSTENIbHO, BO3MOKHO C KOHCYyJbTalueil npenogasarens. Pabora cnana ¢ cobiofeHnemM
BCEX CPOKOB. JlOMyCKalOTCsl HE3HAYUTEIIBHBIE HEZJ0YETHI B O(POPMIICHHH.

OneHka «y10BJIETBOPUTEIBHO» BBICTABIIAETCS B TOM Cllydae, KOTAa CTYJIEHT B LIEJIOM OBJIAJIEN
CYTBIO BOIIPOCOB TI0 JAHHOH TeMe, OOHapy>KUBAaeT 3HaHHE JIEKLIMOHHOTO MaTtepuaia. [Ipu sTom Ha
3aHATHM BeleT ceOs MAaCCUBHO, JA€T HEINOJHbIE OTBETHI HAa BOIPOCHI, JOIMYCKAET OIIMOKH MpHU
OCBEIICHUU TEOPETHUYECKOT0 MaTepHaja, He MOXKET OOOOIIMTh M CAENaTh YEeTKHUE JIOTUYECKUE
BbIBOZIbI. PaboTa caaHa ¢ ono3nanueM He Oosiee ABYyX 3aHATHH. JlomyckaroTcs He3HauUTeIbHbIE
HeI04eThl B 0hOpMIICHUH.

OneHka «HeyJI0BJIETBOPUTEIBHO» BBICTABIACTCS B Cclyyae, KOrja CTYAEHT OOHapy»Kui
HECOCTOSITEIbHOCTh OCBETUTH BOTMPOCHI MJIM BOIPOCH! OCBELICHBI HEMPAaBUIbHO, OECCHCTEMHO, C
rpyObIMH OlIMOKaMU, OTCYTCTBYIOT IIOHUMAaHUsI OCHOBHOM CYTH BOIIPOCOB, BBIBO/IbI, 0000IICHHUS,
oOHapy»KEHO HEYMEHUE pemaTh yaeOHbIe 3a1auu. OOyJaronmuiics He MOXKET BHITIOJHUTH padoTy
0e3 momommu mnpemnoaaBatens. Pabora caana ¢ HapylieHHEM CPOKOB (ITO3/HEE 4eM dYepe3 JBa
3aHATHSA). B opopmieHnn npucyTCTBYIOT 3HAUUTENIbHBIE HEJIOUETHI.

1.2 Cnincok BonpocoB u (MJIM) 3aaHUI 1715 IPOBeIeHUsI MPOMEKYTOUHOI aTTecTAlNU

BOl'lpOCbI K 3a49€Ty

1. OcHoBHBIE TIpaBa TpaxaaH B chepe o0pabOoTKH u 3aIUTHI HH()OpMAITUH.

2. OCHOBHBIE TIPHHLMIBI MPABOBOTO PEryJIMPOBAaHUS B 00JacTH 0OpabOTKM M 3aIIUTHI
uHbOopMaluu.

3. HNudopmanus. OCHOBHBIE CBOICTBa 6€301MacHOCTH MHPOPMALMU: KOHPHUIEHIIMATBHOCTD,
LEJIOCTHOCTD, IOCTYITHOCTb.

4. Buas! uHpoOpManuu no nopaaKy 10CTyna U pacpoCTpaHeHHs.

5. Orpannuenne goctyna K nHpopmanuu. 3amura nHpopManun. OOBEKTHI 3amuThl. Buap
TalH.

6. WNHpopMannoHHbIE TEXHOJIOTHH U HHPOPMAITMOHHBIE CHCTEMBI.

7. Ob6nanartens HHPOPMALIUHU U OTIEPaTOp UHPOPMALIMOHHON CUCTEMBI.

8. OTBeTCTBEHHOCTH B chepe 00paboTKU U 3alTUThl HHPOPMAIUH.

9. [TepcoHanbHbIe JaHHbIE U TPUHIUIIBI UX 0OpaOOTKH.

10. Bunpl nepcoHanbHBIX TaHHBIX: CTICIIHATbHBIC, ONOMETPUUYECKHUE U OOIIIEIOCTYITHBIC.

11. YcnoBust 06paboTKH MepcoOHATBHBIX JTaHHBIX.

12. Cornacue Ha 00pab0OTKy IEPCOHATBHBIX TAHHBIX.

13. Tpancrpann4Has nepeaaya nepcoHaIbHBIX JaHHBIX.

14. [IpaBa cyOBbEKTOB MEPCOHATBHBIX JaHHBIX.

15. OmnepaTop nepcoHaIbHBIX JAHHBIX U €r0 005S3aHHOCTH.

16. Mepsl obecnieueHus: 6€30MacHOCTH MEPCOHANBHBIX JTAHHBIX.
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17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.

KoHTpoib 1 Ha/30p 32 BEINOJIHEHHEM MEp MO 00ECTIEYeHHIO Oe30MacHOCTH.

Y1oTHOMOYEHHBIN OpraH Mo 3allluTe MpaB CyObEKTOB NEPCOHAIBHBIX JaHHBIX.

[TocnenoBaTenbHOCTD ACHCTBUI 10 3aIIUTEe HHPOPMALIUH.
BersiBiienue u aHanu3 MHQOPMALMOHHBIX aKTHBOB.
®opmupoBanue TpeOOBaHUH MO 3aIUTE UH()OPMALIHH.

[Tonxo/pl K MOZEIMPOBAHUIO HApYILIUTENeH HHPOPMAITMOHHOHN 0€3011aCHOCTH.

Yrpo3sl uHPOPMAIMOHHON OE30TTaCHOCTH.

CpencTsa 3amuThl ”HGOPMAITUH.

[Ipoueccopsl.

OcHoBHas (K311 U OTIepaTUBHAS ) TAMSITh.
BcroMorarensHas mamsTh.

YcrpoiicTBa BBOAA-BBIBOIA (IIIMHBI, MOHUTOPHI, IIPUHTEPHI).

YcTpoiicTBa BBOa-BBIBOJIA (KJIABUATYPBI U MBILIH, B€O-KaMepbl, MUKPO(DOHBI).

OO06muit cioco6 xpaHeHus u 00padoTKK HH(OPMAIIUK B KOMITBIOTEPE.
[TonsTHs onepaoHHON U (paliIoOBOM CUCTEM.

Cy0ObeKTbl, 00BbEKTHI, METOBI U MPaBa JOCTYIa, MIPUBHIETHH CyObEKTa JOCTyMA.

JIMCKPELMOHHOE YIPaBICHHUE JOCTYIIOM.

ManzaatHoe ynpaBiieHHE TOCTYTIOM.

Wnentudukanys, ayTeHTU()UKALUS 1 aBTOPU3ALIHSL.

VipasieHre JOCTYIIOM B OIEPAllMOHHBIX cucteMax cemeiicta Windows.
Wnentudukanms, ayTeHTH(QHUKAIMA M aBTOPU3AIMs B  ONEPALMOHHBIX

cemerictea Windows.

38.
39.
40.

Peanuzanus ayqura B onepaldoHHBIX cucTeMmax cemeiictBa Windows.
VipaBieHne TOCTYIIOM B OTIEPAIMOHHBIX CHCTEMax ceMmeicTBa Linux.
Wnentudukamms, ayTeHTH(QHUKAIMS ¢ aBTOPU3AlMs B  ONEPAIMOHHBIX

ceMmelicTBa Linux.

41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51,
52.
53.
54.
55.
56.
57,
58.
59.
60.
61.
62.

Mogens ISO/OSI.

APXUTEKTypa U OCHOBHBIE TTPOTOKOJIBI JIOKAJTBHBIX BEIYUCIIUTEILHBIX CETEH.
Knaccugukanum ceTeBbIX yrpos, yA3BUMOCTEH U aTax.

CeTteBble aTaku Ha pa3aruHbIX YpoBHsIX mojaenu |SO/OSI.
Knaccugukaius BpeJoHOCHOTO IPOrpaMMHOTO 00eCTieueHHs.
[Tpu3HaKkK PUCYTCTBUS BPEAOHOCHOTO IPOTPAMMHOTO 00eCTICUeHHS.
MeToab! 00Hapy)eHHs BPEIOHOCHOTO MPOrPaMMHOI0 00ECTIEYEeHHUSI.
MecTo 1 poIIb MEXKCETEBBIX IKPAHOB B 00ECTIEUEHUH CETEBOW OE30MaCHOCTH.
Knaccugukaims MexceTeBbIX 3KpaHOB.

OCHOBHBIE BO3MOXXHOCTH MEKCETEBBIX SKPAHOB.

JIOCTOMHCTBA U HEJOCTATKH MEXKCETEBBIX 3KPAHOB.

[Toctpoenue npaBuil GUIBTPALIUU.

Kpunrorpadus apesHero mMupa.

Kpunrorpadus cpeqHix BEKOB.

Kpunrorpadus snoxu BozpoxaeHus.

Kpunrorpadus HoBoro Bpemenu.

CummMmeTpuYHas 1 aCUMMETpHYHas KpunTorpagus.

BBIUUCINTENEHO CIIOKHBIE 33]]Ta9l MAaTEMaTHKH.

Kpuntocucrema RSA.

[ToHsiTHE KpUTITOrpapUIECKOTO MPOTOKOIIA.

CBoiicTBa IPOTOKOJIOB, XapaKTepU3YIOIINE UX 0€30IacCHOCTb.

CxeMsbl 1T (pOBOI MOIUCH.

Hpamma BbICTABJICHHUA OIICHKH HA 3a4Y€TeE.
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B mnpomecce 3auera TpeOyeTcs OTBETHUTh Ha OJMH W3 NPUBEACHHBIX BbIIIE BOIpocoB. Ha
IOJTOTOBKY K OTBETYy JaeTCsl HE MEHee | akaIeMH4ecKoro Jaca.
ITo uToraM 3auera BBICTABISECTCA OJHA U3 OLICHOK: «3a4TCHO», «HE 3a4TCHO».

Ouenka «3a4TeH0» BBICTABIISIETCA CTYJEHTY, KOTOPBIM JEMOHCTPUPYET BJIAJIEHUE CONEP)KAHUEM
MaTepuasa U HOHATUHHBIM annapaToM TEOPHH IICEBI0CIYYaiHBIX T€HEPATOPOB; YMEET CBSA3BIBATh
TEOPUIO C MIPAKTUKON. B 0TBETE MOTYT IOMyCKaThCsl OTAEIbHBIE HETOYHOCTHU (HECYILIECTBEHHbBIE
OIIMOKHK), KOTOpbIE HCIPABISAIOTCS CaMHUM CTYICHTOM IIOCJI€ JOMOJHUTENbHBIX M (WIN)
YTOUYHSIOUIMX BOIPOCOB 3K3aMeHaropa. Ha 4acTh AOMOJIIHUTENBHBIX BOIPOCOB CTYIEHT MOXKET HE
JaTh OTBET WU AaTh HEBEPHBINA OTBET.

Ounenka «He 3a4TeHO» BBICTABIIAETCA CTYAEHTY, KOTOPBIH IEMOHCTPUPYET pPa3pO3HEHHBIE,
OeccucTeMHble 3HaHM; OECIIOPSIOYHO M HEYBEPEHHO H3JlaraeT MaTepual; HE YMEET BbLICTSATh
[JIaBHOE U BTOPOCTENIEHHOE, HE YMEET COEAMHSTH TEOPETHUECKHUE IMOJIOXKEHHUS C MPAKTUKOM;
JOMyCKaeT rpyOble OMMOKM NpU OINpeNeseHUH MOHATUN, BCIEACTBHE HEMOHHMAaHUS HX
CYILIECTBEHHBIX M HECYLIECTBEHHBIX IPU3HAKOB U CBSI3€H; JA€T HEIOJIHbIE OTBETHI, JIOTUKA U
MOCNIEAOBATENbHOCTh HW3JIOKEHUSI KOTOPBIX HMEIOT CYIIECTBEHHbIE M MNPUHLHUIHUAIbHBIE
HapylLIeHHs, B OTBETAX OTCYTCTBYIOT BbIBOJbI. J|OMOJHUTENbHBIE M YTOYHSIOIIME BOIIPOCHI
JK3aMeHaTopa He MPHUBOJAT K KOPPEKIMH OTBETOB CTyaeHTa. Ha OCHOBHyI dacTh
JIOTIOJTHUTEIBHBIX BOIIPOCOB CTYJEHT 3aTPyAHAETCS AaTh OTBET UJIU 1a€T HEBEPHBIE OTBETHI.
Onenka «He 3auTeH0» BBICTABIIAETCS TAKXKE CTYICHTY, KOTOPBIN B3sUI SK3aMEHAILIMOHHBINA OHIIET,
HO OTKA3aJICS 1aTh HA HETO OTBET.
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IIpniaoxenne Ne2 k padoueil nporpaMme AUCHHIIMHBI
«O0ecnieyenne uHGpoOpMANOHHOI 0€30MACHOCTH»

MeToauuecKkue YKazaHus 1Jisd oﬁyqalonmxca 0 OCBOCHHUIO JTHCHHUILINHBI

OcHoBHOHM (opMoOl H3NOXKEHUS Y4yeOHOro Martepuaia mno aucuumuHe «be3omacHocTh B
COBPEMEHHOM WH(POPMAIIMOHHON cpene» SBISIOTCS JIEKUUH, YTO CBS3aHO, MIPEXKIE BCEro, C
HOBHM3HOM Matepuaina /i ooydaromuxcs. [1o 60JpIIMHCTBY TEM MpeyCMOTPEHbI MPAKTUYECKUE
3aHATHUS, LENbI0O KOTOPBIX SIBISIETCS 3aKPEIICHHE JIGKIMOHHOTO MaTepualia IyTeM pPEeLICHHUs
CHelHralbHBIM 00pa3oM Mo100paHHbBIX MPAKTUYECKUX 3a]1a4.

JUisi yCIIEIIHOTO OCBOCHUS JAMCIUIUIMHBI BaXKHO CAMOCTOSITENIbHOE M3yYeHHE TEOPETHYECKOTO
MaTepuasa U pelieHrne MPaKTUYeCKUX 3a/a4, Kak B ayAUTOPHUH, TaK U CAMOCTOATEIHHO B KAUeCTBE
CaMOCTOATENbHON paboThL. [IpuMepsI penieHus 3a1a4y pa3ouparoTcs Ha JEKIUAX U MPAKTHYECKUX
3aHATHUAX, MPU HEOOXOJUMOCTU MO Haubojiee TPYAHBIM TeMaM MPOBOJIATCS IOMOJHUTEIbHbBIE
KoHCynbTanu. OCHOBHAs LIeJb PEIICHHUsS MPAKTUYECKHX 3a/a4 — IIOMOYb YCBOUTH OCHOBHBIC
HNOHATUA WMH(OPMALMOHHONW O€30MacHOCTH, UX ONpEACNICHUs, a TaKKE OCHOBHBIE METOJIbl U
cpenctBa obecnieueHus WHGOPMAMOHHON Oe3omacHoCcTH. [l pemeHus 3a1ad HeoOX0uMo He
TOJIbKO 3HaTb, HO M TMOHUMAaTh JIEKIMOHHBIN Martepuain. IlosTomy B mporecce U3ydeHUs
JUCHUIUIMHBI PEKOMEHIyeTCsl peryispHast padoTa ¢ KOHCIIEKTaMU JICKIIUH U peKOMEHJOBAaHHON
JUTEpaTypoil.

Bosbiioe BHUMaHKE JJODKHO OBITH yJIEIEHO CAMOCTOSITEIBHOM padoTe. B kauecTBe 3amanuii 1is
CaMOCTOSITENIbHOM pabOTHI JOMa CTyACHTaM INpeAJiaratoTcs 3aJjaui, aHaJOTHYHbIe Pa300paHHBIM
Ha JICKIUAX U MPAKTHYECKUX 3aHATHIX MM CXOXKUE C HUMH.

JUis  TpoBEepKM W KOHTPOJS YCBOGHMSI TEOPETHUECKOro MarepHuaia, MpHOOpEeTEeHHBIX
NPaKTUYECKUX HABBIKOB PabOTHI C OCHOBHBIMHU MOHATHAMHU B T€UCHHE OOyUYEHHs MPOBOMSATCS
MEpPOTIPUATHS TEKYIIeH aTTeCTallid B BUJE TECTHPOBAHWU. Taxke MPOBOISTCS KOHCYJbTAIIUA
(mpy HEoOXOAMMOCTH) IO JIEKLIMOHHOMY MaTepHaay U pa30opy HEKOTOpPBIX 3aJaHuN JJs
CaMOCTOSITENIbHOM pabOTHI.

B KoHIe W3ydeHUs IUCUUIUIMHBI CTYJIEHTHl CHAIOT 3adeT. 3adeT MPOBOAMUTCS HAa OCHOBAHHUU
BBITTOJTHEHHSI TECTOBBIX 3aJaHUH M coOeceoBaHUS Ha OCHOBAHWH CIFICKAa BOIPOCOB K 3a4eTy,
KOTOPBII 0XBaTHIBAET MOJHOCTBHIO BCIO IPOTPaMMY TUCIMILIHHBI.
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