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1. Ilean ocBOEeHMSI AN CHMIIJIMHbBI

Huctummaa «OcHoBBI ceTeBbix TexHoNMoruil (CCNA-1)» uMmeer 1enbio GopMupoBaHue
y CTYJCHTOB 3HAHHWH 1O OCHOBHBIM MPUHLHUIIAM NPOEKTUPOBAHUS JIOKAIBHBIX U TJI00AbHBIX
CeTell, aIMUHUCTPUPOBAHUIO CETEBBIX CIYy’)KO U KOMIOHEHTOB, M TEXHOJIOTHUSM JIOKAIBHBIX U
IJI00aJBHBIX CETEH.

Hucyuniuna nocéawjena  mexHoOA02UAM — KOMMYMAyuu U  NPUHYURAM — pabomul
Mapupymusamopos 0 N0OOOEPHCKU cemell MAanvlX U cpeOHux opeaumusayui. B ueil maxoice
paccmampusaiomes  becnpogoouvie aokanbHvlie cemu (WLAN) u eonpocvl obecneuenus
bezonacnocmu. B pamkax emopoti uacmu OucyuniuHsl, cmyoOeHmvl HAYYaAmcs NposooOuUmb
0a308y10 HACMPOUKY CPeOHUX cemell, HAXOOUMb U YCMPAHAMb HENONAOKU, GbIAGIAMb U
yempaHnams y2po3sl 6ezonachocmu LAN, a maxoice Hacmpaueams u 3auuuiams 6a3osvie cpeovl

WLAN.

2. MecTO IUCHUIJIMHBI B CTPYKTYpe 00pa30BaTeJIbHON MPOrpaMMbl
Hucrunmmaa «OcHOBBI ceTeBbIX TexHoyoruit (CCNA-1)» OTHOCHUTCS AMCIUIUIMHE 10
BeIOOpy b1.B./IB.5 00pa3oBarenbHOM MpOrpaMMel.
OcBoeHME aHHOM IUCHMIUIMHBI HEOOXOAMMO KakK MpEeAIIEeCTBYIOIIEE IS TUCIUILUINH
«OcHoBbl MapmpyTu3anuu U kommytanuu ceteit (CCNA-2)», «['mobanbHble ceTH U ceTeBas
6e3onmacHoCTh (CCNA-3)».

3. Ilnanupyempbie

pe3yJibTaThl

o0y4yeHus: 1o

AUCHUIIJIMHE, COOTHECCHHbIC C

IVIAHNPYEMBIMH Pe3yJIbTATAMM 0CBOCHHUsI 00pa30BaTe/IbHON MPOrpaMMbl

[Tponiecc u3yueHus: MUCIUIUTMHEI HAMIPABJICH Ha (DOPMHUPOBAHUE CIEIYIONINX dJIEMEHTOB
komrieteHuii B cootBeTcTBHM ¢ PI'OC BO, OOII BO u nmpuoOpereHus cleayronx 3HaHHH,
YMEHUM, HABBIKOB U (MJIM) ONBITA IEATETbHOCTH:

Dopmupyemas
KOMIIeTeHI A
(ko u popmyIHpPOBKA)

HNupukaTop qocTHKeHHs
KOMIIeTeHIIN U
(ko u popmyaMpoOBKa)

Ilepeuenn
IUIAHMPYEMBIX Pe3yJIbTATOB 00y4YeHUs

OomenpodeccuoHalbHbIEe KOMIIETEHIIUN

I1K-2 Cnocoben
MPUMCHSITh
COBPEMEHHBIC
TEOpPETUYECKHE U
AKCIIEPUMEHTAIbHBIC
METOBI HCCIIEOBAHNUS
C LIEJThIO MOJICPHH3AIINN
CYIIECTBYIOIIUX U
(wm) co3maHus

HOBBIX IEPCHEKTUBHBIX
CpeAcCTB
MH(POKOMMYHHUKALUH

NJ1 TIK-2.1 3naeT oCHOBHBIE
XapaKTEPUCTUKU
MH()OKOMMYHHUKAIIMOHHBIX
YCTPOMCTB, CUCTEM U CETEMN

NJ T1K-2.2 [Tpumenser
AKCIEPUMEHTAIbHBIE METO/IbI
HCCIIE0BAHMS TIPOLIECCOB B
MH()OKOMMYHUKAITMOHHBIX
YCTPOWCTBAX, CUCTEMAX U CETSIX
NA TIK-2.3 [TpoBoaut
TEOPETUYECKUE UCCIIETOBAHMS
TENIEKOMMYHHUKAIIMOHHBIX
YCTPOMCTB, CUCTEM U CETEH

N TIK-2.4 OdopmiisieT OT4EThI
B COOTBETCTBUHU
peAbSIBIASIEMbIMU
TpeOOBaHUSIMHU

3HaTh:

- IPUHITUIIBI CBS3W U OOMEH JaHHBIMU B
JIOKAJIbHOUM MTPOBOIHOM CETH;

- YPOBHHU JIOCTYyTIa U paclpeaesieHus B
cetu Ethernet;

- cxemsl [P-aapecanuu;

- 0a30BBIC MMOHATHUAX CETEBOU
0e30IMacHOCTH;

- CTPYKTYPY U NPUHITUTIEI OOMEeHa
JAHHBIMU MEXY Y3JIaMH B CETH
NurtepHer;

- BUJIBI, XapaKTEPUCTUKU U MAPKUPOBKHU
CETEBBIX Kabejel U KOHTAKTOB;




4. O0beM, CTPYKTYPA U COAEpPKAHUE TUCUUNIHMHBI

OO01mast TpyA0€MKOCTh AUCIUTIIMHBI COCTABISACT 3 3a4eTHBIX eqUHUIIBI, 108 akaj. 4acos.

Ounas ¢popma o0ydeHHs

Ne Tembl (pa3aenbl) Buapl yueOHBIX 3aHITHIA, @DopMbI TEKYILLETO
n/n JAUCHHUIIJINHBI, BRJIIO4Yast CaAMOCTOATC/IbHYIO KOHTPOJIA YCIIEBAEMOCTH
HX CoACpKaHue paﬁoTy CTyA€HTOB,
H X TPYJA0EMKOCTh DopMa IPOMEKYTOYHOM
a (B AKaJEMHUYECCKHUX qacax) aTrecTalmumn
S KonTakTHas padoTa (no cemecmpam)
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1 OCHOBEI CETEBOTO 7 2 2 6 3ajaHust IS CAMOCTOSTEIBHOM U
MONKITIOUCHUS W CBS3H COBMECTHO# IIPAKTHYECKON paboThI
3agaHust A1 CAMOCTOSITEIIBHOM
o npakTuyeckoit padorsl, Tect s
6 mom uucie ¢ 90 u ﬂ or 4 camornpoBepkn CaMOCTOSTEIbHAS
pabora Nel
3agaHus AT CAMOCTOSTEIIBHOM 1
2 |OcHosel Ethernet. 7 4 8 8 COBMECTHO#! IIPAKTHYECKON paboThI
3agaHust AT CaMOCTOSITEIIBHOM
npakTuyeckoit padorsl, Tect s
6 mom uucie ¢ 30 u /ZZ or 5 camornpoBepkn CaMOCTOSTEIbHAS
pabora Ne2
3 06MeH OTaHHBIMU MEXIOY 7 3 6 8 3agaHus U CaMOCTOSTENIFHOM U
CETSIMU COBMECTHOI! IIPAKTHYECKON paboThI
3aianus U1 CaMOCTOSATENIBHOM
npakTHueckoit pabotsl, Tect qus
6 mom yucne ¢ 20 u ﬂ oT Ji 6 camonposepkn CaMoCToATeIbHAS
pabota Ne3
3ananus 171 CaMOCTOSATENIBHOM 1
4 IP—aZ[pCC&LII/IH. 7 4 8 1 12 COBMECTHO# IIPAKTHYECKON paboThI
3aianus U1 CaMOCTOSATENIbHOM
npakTHueckoit pabotsl, Tect mms
6 mom uucne ¢ 30 u ﬂ or 8 camonposepkn CaMoCToATeIbHAS
pabota Ned
5 CB?I?)B C CCTCBBIMU 2 6 6 3agaHus U CaMOCTOSTENIBHOM U
HPHIIOKEHUSAMH COBMECTHO#! IIPAKTHYECKON paboThI
3agaHust A7 CaMOCTOSITEIIBHOM
npakTHaeckoi pabotsl, Tect qus
6 mom uucne ¢ 30 u ﬂ or 4 camonposepkn CaMoCToATeIbHAS
pabota NeS
HOCTpOCHI/Ie H obecrnieueHne
6 lo 6 o 2 4 1 8 3agaHus s CAMOCTOSITEIIBHOI 1
€30I1aCHOCTH HEOOJIBIIION COBMECTHO#! IIPAKTHYECKON paboThI
CCTH.
3aianus U1 CaMOCTOSATENIBHOM
npakTHueckoi pabotsl, Tect qus
6 mom uucie ¢ 30 u /ZZ or 2 5 camonposepkn CaMoCToATeIbHAS
pabora Ne6
0,3 4,7 3auer
HTroro 3a 7 cemect
P 17 | 34 4 103|527
108 yaca
6 mom uucie ¢ 30 u /10T 3 32




3aounas popma 00yyeHUs

Ne Tembl (pa3meJibl) Bunbl yueOHBIX 3aHATHI, ®opMBI TeKyIIEro
n/n JAUCHHUIIJINHBI, BRJIIO4Yasl CAMOCTOATC/IbHYIO KOHTPOJIA YCIIEBAEMOCTH
HX CoACpKaHUE pa60Ty CTYACHTOB,
H UX TPYI0€MKOCTh ®opma NPOMEKYTOIHOIM
(B AKAACMHUYECCKHUX qacax) aTTeCTAllUU
2 KontakTHas padora (no cemecmpam)
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1 OCHOBI)I CECTCBOI'O 4 0 5 0 5 1 5 3agaHus U1 CaMOCTOSTENIBHOM U
MOIKITIOUSHUS U CBS3H > s COBMECTHO#! IIPAKTHYECKON paboThI
3aianus U1 CaMOCTOSATENIBHOM
% npakTHaeckoi pabotsl, Tect mus
6 mom uucne ¢ 30 Mﬂ or 4 camonposepkn CaMoCTosATeIbHAS
pabota Nel
3agaHus 1 CAMOCTOSITEIBHON U
2 OCHOBBI Ethemet 4 1 1 1 5 COBMECTHO# MPAaKTHYECKOH paboThl
3agaHus U1 CaMOCTOSTEIBHON
npakTuyeckoit padorsl, Tect s
6 mOM qucjle C 30 u /ZZOT 5 CaMOIIPOBEPKHU CamocrosTenbHas
pabora Ne2
3 O6MCH AaHHBIMH MCXKIY 4 0.5 1 15 3ananus 171 CaMOCTOSATENIBHOM 1
CEeTSIMUA ’ COBMECTHO# MPAaKTHYECKOH paboThl
3agaHus U1 CaMOCTOSTEIBHON
npakTuyeckoit padorsl, Tect s
6 mom uucne ¢ 20 u J[OT Ji 6 camonpoBepk CaMOCTOSTeNbHAS
pabora Ne3
3ananus 171 CaMOCTOSATENIBHOM 1
4 IP-aprecaHHﬂ' 4 1 2 1 16 COBMECTHO# IPAaKTHYECKOH paboThl
3agaHus U1 CaMOCTOSTEIBHON
npakTuyeckoit padorsl, Tect s
6 mOM quc‘]le C 30 u ﬂOT 8 CaMOIIPOBEPKHU CamocrosTenbHas
pabora Ne4
5 CBH3B C CCTCBBIMU 4 O 5 1 1 5 3agaHus U CaMOCTOSTENIFHOM U
HPHIIOKEHUSAMH ’ COBMECTHO# IIPAKTHYECKON paboThI
3aianus U1 CaMOCTOSATENIBHOM
npakTHaeckoi pabotsl, Tect qms
6 mom yucne ¢ 30 u ,ZZ or 4 camonposepkn CaMoCTosATeIbHAS
pabota NeS
[TocTpoenue u obecnieycHIE
o 3ananus 171 CaMOCTOSATENIBHOM 1
6 |0e3omacHOCTH HEOONBLION 4 105105 1 16 coBMeCTHOM MpaKTISECKof paGoTs!
CCTH.
3agaHus U1 CaMOCTOSTEIBHON
npakTuyeckoit padorsl, Tect s
6 mOM quc‘]le C 30 u ﬂOT 2 5 CaMOIIPOBEPKHU CamocrosTenbHas
pabora Ne6
0,3 3,7 3auer
Hroro 3a 7 cemect
P 2|6 4 103|957
108 yaca
6 mom uucie ¢ 30 u /10T 3 32

* 50 u JIOT swvinonusomes 6 08yx cucmemax: Tecmosvie 3a0anusi 015l CAMONPOBEPKU U
npo6epouHble mecmvl 0 OYeHKU 3Hanull evinoansiomcs Ha niamgpopme Cisco NetAcad,



3aoanusa  ona camocmosmenvHou — npakmuyeckou  pabomol  evinoansiomes 6 IOVK
«Komnwvromepuvie cemuy ¢ LMS Moodle.

ConepxaHue pa3faeinoB AUCHUTUIAHBI:
7 cemecTp

OCHOBBI CeTEeBOIro NOAKJJIIOYCHHUA U CBA3H.
1. CoBpeMeHHbBIE CeTeBbIe TEXHOJIOTHH.
1.1. BBenenue. Biusiaue cereit Ha xu3Hb rojeii. CeTtn 6€3 rpaHwil.
1.2. Komnonentsl cetu. OpHopaHroBele ceTH. OxoHeuHble ycTpoicTBa. [IpomexyTouHble
ycTpoiicTBa. CpeacTBa CETEBOTO MOKIIOUYECHUS
1.3. IlpencraBieHus ¥ TOMOJIOTUH ceTeil. TOmonmornueckue CXemal.
1.4. OcuoBuble Tumnbl cereil. Cern paznuyHoro pasmepa. Cetu LAN u WAN. UurtepHer.
BuyTpeHHuUe ceTy 1 BHEIIIHUE CETH.
1.5. Tlonkmouenne k Mutepuery. Texnomoruu noctyna B MHTepHeT. HTEpHET-MOIKIIOYEHNE
Ut foMa B HeOombioro oduca. MHTepHET-IOAKITIOUeHUE i npeanpustuii. KoHBepreHTHas
CETb.
1.6. Hamexusle ceru. CereBas apxurektypa. OTka30ycTOHUMBOCTH. MacmTaOupyeMocThb.
KauectBo o6cmyxuBanus. bezonacHoCTh ceTH.
1.7. Tenpenmuu pazsutust cereil. Ilocnegnue tenaennuu. Konuenuus BYOD. ComecTHas
pabota yepe3 Untepuer. Buneocssa3p. O0mauHbie BHIYUCICHHS. TEXHOJOTUUECKUE TEHIEHIIUN B
nomamHux cerax. CeTu mo JIMHUM 3JIeKTponuTanus. becipoBogHas MIMPOKOIIONIOCHAS CETh.
1.8. ObGecneyeHue cereBol 0e€30MacHOCTH. YTpo3bl Oe3omacHocTd. Pemenus oOecreueHus
0€30MMacHOCTH.

2. ba3zoBas koHGUIypanus KOMMYTATOPA U OKOHEYHOI'0 YCTPOHCTBA.

2.1. loctyn k Cisco I0S. Onepannonnbie cuctemsl. ['padudeckuii nHTEPPEHC MOTB30BATEIS.
Haznauenue OC. Crioco6s! noctyna. IIporpaMMel SMyJIsIIMK TepMUHATIA.

2.2. HaBurarus no 10S. OcHOBHBIE KOMaH/IHBIC PEXUMBI. PexxuM KOHGUTYpalliy ¥ BIOKCHHBIC
pexxumbl KoHQuUryparmu. [lepexmouenue mexay pesxkumamu [0S. Komnonents! cripasku 10S.
2.3. Ctpykrypa komani. bazoBas crpykrypa komann 1OS. ITpoepka cuHTakcuca komana [OS.
lopsiune kIaBUIIN U KIIABUIIU OBICTPOTO BBI30BA.

2.4. bazoBas HacTpoiika ycTporcTB. Mimena ycrpoiicts. [IpaBuna Beibopa maposeit. Hactpoiika
naponeii. llupposanue naposeit. banuepHsie cooOIIEeHUS.

2.5. Coxpanenne koHpurypanuii. daiinel koHburypanun. M3MeHenne Tekyme KoHQUrypamum.
3anuch KOH(UTYpaLUU B TEKCTOBBIH (aii.

2.6. ITopte! m anpeca. [P-anpeca. UaTepdeickl 1 mOpTHI.

2.7. Hacrpoiika IP-ampecanuu. Hactpoiika IP-aspecoB OKOHEUYHBIX YCTPOMCTB BpYUYHYIO.
ABTomaruueckas HacTpoiika [P-anmpecoB oOkoHEUHBIX YyCTpoucTB. HacTpoiika BUPTYaJbHOTO
uHTepdeiica kommyTaropa (SVI).

2.8. TlpoBepka mnoxakmtoueHus. [IpoBepka HasHaueHuss uHTepdeiica. I[IpoBepka CKBO3HOTO
HOJKJIIOUEHUS.

3. IIpoToKO0JIBI M MOIEJIH.

3.1. IlpaBuna. OcHOBBI KOMMYHUKaIMH. [IpoToKoIEI CBs3H. Y cTaHoBIeHHE paBui. TpedoBaHUs
K cereBoMy mporokony. KomupoBanue cooOmenus. dopmartupoBaHMe W HHKAICYJALUS
coobmenuii. Pasmep coobmenuit. CuHXpoHU3amUs CcooOmeHud. BapuaHThl HOCTaBKH
COOOIICHUH.

3.2. IIpotokonbl. O630p ceTeBBIX MPOTOKOIOB. DYHKIIMH CETEBOTO MPOTOKOJIA.



B3anmopeiicTBre MPOTOKOJIOB.

3.3. HaGopsl mporokosoB. CTEKH CETEBBIX MPOTOKOJIOB. DBOJIOIMS MHPOTOKOJIOB. I[Ipumep
npotokona TCP/IP. Ha6op nmpotokosioB TCP/IP. O6men nanasiMmu TCP/IP.

3.4. Oprann3zanuu 1o cra"gaptusaguu. OTKpeIThle cTaHaapTbhl. CTaHAAapThl HMHTEpHETA.
Oprasu3zanuy 1o CTaHAapTU3ALUU HIEKTPOHUKN U KOMMYHUKALIUN.

3.5. Oranonnsle Moaenu. [IpenmyiecTBa nCnob30BaHUSI MHOIOYPOBHEBOM MOJENIN. DTalOHHAs
moaenb OSI. Moaens npotokosioB TCP/IP. CpaBuenue mozeneit OSI u TCP/IP.

3.6. Unkancymsimust  naHHbix. CermenTanust cooOmienuit. [locmenoBarensHocTh. Enuuuna
nauHbIX mpotokojia (PDU). [Ipumepbl HHKANCYISAIUNA U JEUHKATICYJIISIINH.

3.7. Hoctyn k nanHbIM. Anpeca. [P-agpec (yiormdeckuii ajgpec 3-ro ypoBHs). YCTpoicTBa B
oaHoil cetu. Ponb agpecoB kaHanbHOro ypoBHA: OnHa [P-ceth. Ponb aapecoB ceTeBOro ypoBHs.
Ponb agpecoB kananbHOTro ypoBHs: Pazusle IP-ceTn. Anpeca kaHaIbHOTO ypOBHS.

OcHosbl Ethernet.
4. Pusnveckuii ypoBeHb.
4.1. Haznauenue ¢gusnueckoro ypoBHs. @usnueckoe noakiatoueHne. Pu3ndeckuii ypoBeHb.
4.2. Xapaktepuctuku (usznyeckoro ypoBHs. CTaHmapTbl (U3NYECKOTO YpOBHs. Dusnueckue
koMmroHeHThl. KomupoBanme. CrmocoObl mepefgaun curHaioB. [IpomyckHas CrmocoOHOCTH.
TepMHHOIOTHS TIPOIMTYCKHOW CLIOCOOHOCTH.
4.3. Menubiii  kabenb. XapakTEPUCTUKH MEIHBIX KaOened. Tumbl MemHBIX KaOenei.
HesxpanupoBannas surtas napa (UTP). DkpanupoBannas Butast napa (STP). KoakcuanbHblii
Kaleb.
4.4. Kabemn tuma UTP. CpoiictBa kaGeneit UTP. Cranmaptel mnpoxmanku kabeneir UTP.
[Ipsimbie u mepekpectHbie kabemu UTP.
4.5. Ilpoknanka ONTOBOJOKOHHBIX KaOenel. CBOWCTBAa ONTOBOJOKOHHBIX Kabeneil. Tumbl
ONTOBOJIOKOHHBIX KaOenel. ONTOBONOKOHHBIE pa3zbeMbl. COeAMHUTENTbHBIE ONTOBOJIOKOHHBIE
kabemn. ONTOBOJOKOHHBIE KabeIn U MeHbIe Ka0enu: CpaBHEHHE.
4.6. CpenctBa  OecipoBogHOTO — monkirodeHus.  CBOMCTBa  CpencTB  OECIPOBOJIHOTO
NOJKII0UeHUs. TUIBI cpeicTB OeCpOBOJHOTO MOAKIIOUeHHs. becnpoBoiHast TOKaIbHAast CETh.
5. Cucrembl CHHCICHHS.
5.1. JIBouunslie anpeca u aapeca IPv4. JIBouuHas Mmo3uIIMOHHAs CHCTeMa CUMCIEHHUs. Anpeca
IPv4.
5.2. lectnaguatepuunas cucrema cuucienus. lllectHaauarepuunsie agpeca u aapeca IPvo.
[IpeoOpazoBanue  JecATUYHBIX  4YHWcenl B IIecTHaaunarepuunblie.  [IpeoOpazoBanue
HIECTHAATEPUYHOI0 YHCIIa B IECATUYHOE.
6. KanajabHbIH yPOBEHb.
6.1. Haznauenne kaHanbpHOrO ypoBHs. KananbpHblli ypoBeHb. [lomypoBHM KkaHana mnepenauu
nanubix IEEE 802 LAN/MAN. IlpenocraBieHue I0CTyma K Cpene Tepenadd JTaHHbBIX.
CranaapThl KaHaJIbHOTO YPOBHSI.
6.2. Toronorun. @usnueckas u Jorudeckas Tornojaorus. Tononoruu riaodansHbX ceteit (WAN).
Tononorus «rouka-Touka» (point-to-point) cetu WAN. Tononoruu nokanbHbix ceteit (LAN).
[TonmynymiiekcHass W TOJHOAYIUIEKCHAs CBSA3b. YMPABICHHS JOCTYIOM K Cpele Nepenadu
nansbix. Konkypentasiit noctryn — CSMA/CD. Konkypentssiit noctyn — CSMA/CA.
6.3. Kaap xanana nepenauu nanasix. Kaap. [Tonsa kagpa. Aapec yposus 2. Kagpet LAN u WAN.
7. Kommyranus B cersax Ethernet.
7.1. Kagpsr Ethernet. Makancymsmus Ethernet. [TogypoBuu kanamsHOro ypoBHs. [logypoBeHb
MAC. Tlons xagpa Ethernet.
7.2. MAC-anpec Ethernet. MAC-anpec u mecTtHagnarepudHas cucrema cuucieHus. MAC-
anpec Ethernet. O6paboTka kaapos. MnauBunyansHblil (ogHoanpecHsil) MAC-agpec. MAC-
aJpec MMPOKOBEIaTebHOM pacchuiku. MAC-aapec MHOT0aIpeCHOM pacChUIKH.



7.3. Tabmunia MAC-aapecoB. OcHoBHast nHpopMaIus 0 KoMMyTaTopax. KommyTrarop B pexume
oOyuenus. @unprpanus kaapo. Tabmursl MAC-anpecoB Ha MOIKIIOYEHHBIX APYr K APYTY
KoMMmyTaropax. OThpaBKka KaJapa Ha IUII03 10 YMOTYaHHUIO.

7.4. CKOpOCTh M CIIOCOOBI MEpechIKn Ha KomMmyTaTtopax. CriocoObl mepeajpecanuu Kaapa Ha
kommyTtaTtopax Cisco. CkBosznas kommytarus (Cut-Through). Bbydepusanus namsaru Ha
kommyTtaropax. Hactpoiika gyminekcHoro pexuma u ckopoctu. @ynkuusa Auto-MDIX.

OO0MeH TaHHBIMH MEXKAY CeTAMM
8. CereBoii ypoBeHb.
8.1. XapaxkTtepuctuku cereBoro ypoBHs. IIpoTokonsl cereBoro ypoBHs. Muxancynsuus IP.
Xapakrepuctuku nporokona [P. be3 ycranoBnenus coenuHenus. HerapantupoBaHHas
nocraBka. He3aBUCMMOCTB OT cpenibl.
8.2. ITaker IPv4. ITona 3aronoska nakera [Pv4.
8.3. ITaker IPv6. Orpanuuenus IPv4. O630p IPv6. Ilonsa 3aronoBka nmakera IPv4 B 3aromoBke
nakera [Pv6. 3aronoBok nmakera [Pv6.
8.4. Metonpl MapupyTuzauuu y310B. PemieHne o nepenampasineHunn ysna. lnro3 mo
YMOJTYaHHIO. XOCT-MapIIPYTHI K HITI03Y 110 YMOT4aHUI0. TabmuIlsl MapIpyTH3aIUH y3I1a.
8.2. Benenue B MapmpyTusanuio. Pemenne o nepecbuike makeToB MapiipyTuszaropa. Tadnuia
mapumpytuzauun  IP-mapmpytuzatopa.  Cratuueckas — MmapumpyTtusauusd. JMHaMuueckas
MapIIpyTU3aLHUSL.
9. PazpemieHue aapecos.
9.1. MAC u IP. YcTpoiicTBO Ha3HAYEHHUS B TOM K€ CETH. Y CTPOMCTBO HAa3HAYEHHUS B yAAICHHOMN
CETH.
9.2. ITIporokon ARP. O630p ARP. ®ynkuuu ARP. [Ipunnun padotser mporokoia ARP — ARP-
3arpoc 1 ARP-otBetr. Pois ARP B 0OMeHe TaHHBIMU € yJTaJIEHHBIMU CETAMU. Y JaJIeHUE 3aruceit
n3 T1abmuiet  ARP. Tabmumet ARP  Ha cereBeix ycrpoiictBax. Ilpo6Gmemst ARP
mupokoBemarensHas paccbuika ARP u ARP-ciiyunr.
9.3. O6napyxenue cocenuux IPv6 ycrpoiictB. Coobmienuss 06 oOHapyxeHuu cocenerr IPvo.
Oo6napyxenue cocezeit [Pv6 - pasperienne aapecos.
10. ba3oBasi KoH(puUrypanus MapmpyrTu3aropa.
10.1. IlepBonavanbHas  HacTpoiika Mapripytusaropa. Illarm  06a3oBoil  KOH(UTrypanuu
MapuipyTtusaropa. bazoBas koHuryparms.
10.2. Hactpoiika wuHTepdeiicoB mapmpytusatopa. llpumep HacTpoilku uHTepdeiicoB
MapmpyTtusaropa. [Iposepka kordurypaiuu narepdeiica. Komanasl mpoBepku KOHPUTYpAIUH.
10.3. Hactpoiika mumo3a no ymondanuto. I[nro3 nmo ymomuanuito juig xocra. [lmro3 no
YMOJTYaHHUIO JIJIsl KOMMYTaTopa.

IP-anpecanus
11. IPv4-agpecauus.
11.1. Ctpykrypa IPv4-aapeca. CereBas u y3noBas yacTu aapeca. Macka mojacetu. JlnuHa
npedukca. Onpenenenne cetu: Jnorumdeckoe WM. CereBodt anmpec, ampec xocta U
LIMPOKOBEINATEIbHBIN aJIpec.
11.2. OgHoanpecHas, MMPOKOBEIIATEIbHAsI U MHOroaapecHas paccbuika [Pv4. OnHoanpecHas
pacceuika. [llupokoBeniatenbHas paccbuika. MHOroaapecHas pacchlika.
11.3. Tuer agpecoB IPv4. OOmenoctymabsle u yacTHeie anpeca I[Pv4. Mapmpyrtuzamus B
Wnrepuer. [Pv4-ampeca cneuuManbHOro Ha3Hau€HUs. YcTapeBllas KiaccoBas aJpecalus.
Hasnauenwne [P-aagpecos.
11.4. Cermenranust cetu. lllupokoBemaTensHblii JTOMEH M cerMeHTanus. IIpoGnemsr ¢
KPYIHBIMH IIHPOKOBEIATEIbHBIMY IOMEHaMHU. [I[puurHbI cerMeHTalnu ceTen.
11.5. Paznenenue cetu [IPv4 Ha noaceru. Pa3nenenue Ha nmojceTu Ha rpanuiie okTeToB. [loncers
B [IpE/ieNIax OKTETA.



11.6. IToncets: /16 u /8. Cozmanme moxacereit ¢ mpedurcom /16. Cozmanme 100 moacereit ¢
nomotsio npedukca /16. Coznanue 1000 mozacereit ¢ momouipio npedukca /8. Opranuzanus
MIOJICETEN O HECKOJIBLKHUM OKTeTaM. PacueT MacKH MOJCETH.

11.7. Pazmenenne Ha TOJICETH [UIsi COOTBETCTBUSI TpeOoBaHusM. YacTHas TmMOACeTh U
001Ie10CTYITHOE aapecHoe mpocTpaHcTBO [Pv4. MuHMMU3amms HEMCIoIb3yeMbIX aapecoB [Pv4
y3JI0B M MaKCUMU3aIMs nmojaceTeid. ¢ dexkTuBHOE pazeneHue Ha nozaceru [Pv4.

11.8. VLSM (Macka noacetun nepemeHHoi mnuHbl). OcHoBel VLSM. CoxpaHeHue aapecoB
IPv4. VLSM. Ha3nauenue agpeca Tononorud VLSM.

11.9. CtpykTypupoBaHHoe mpoekTupoBanue. [lnanHupoBanue aapecanuu cetu. HasHaueHue
aZpecoB yCTPOUCTBAM.

12. IPv6-agpecaums.

12.1. IIpo6niembr ¢ mpotokosnoMm IPv4. Ilorpebnocts B IPv6. CoBMECTHOE HCIONIB30BAHUE
npotokoiioB IPv4 u IPv6.

12.2. IIpencraBnenune IPv6-agpecoB. @opmatel anpecoB [Pv6. IIponyck HadalbHBIX HYJIEBBIX
pa3psaoB. JIBOMHON 1BOETOYME.

12.3. IPv6-anpeca: tTunsl. OgHOAIPECHBIM, MHOTOAAPECHBIN, MPOU3BOJIbHBIN. [[muHa npedukca
IPv6-anpeca. [Ipyrue tunsl IPv6-anpecoB onHOaApecHONW pacChIIKU. Y HUKAJIbHBIM JIOKaJIbHBIN
anpec. 'mobansubie nauBUAyanbHbie [Pvo-anpeca (GUA). Ctpykrypa GUA IPv6. JlokanbHbIH
IPv6-anpec kanana.

12.4. Cratuyeckass HacTpoOilka TJIOOANBHBIX JUHAMHUYECKUX aApPECOB IS OJHOAAPECHOMU
pacchUIKM ¥ JUHAMHYECKH HACTpaWBaeMble JIOKallbHBIE ajpeca kaHama. CraTudeckas
koHpurypamuss GUA Ha wmapmpyrtuzatope. Cratuueckas KoHpUrypanus T100aTbHOTO
yHuKanpHOTO IPv6-anmpeca Ha y3nme Windows. Cratndeckas KOHQUTYpalus JTOKAILHOTO aapeca
OJHOAJAPECHOUN PACCHUIKHU.

12.5. JlunamMuyeckasi aapecamus sl TI00aTbHBIX JUHAMUYECKUX aapecoB JJsi OJHOAIPECHOMN
pacceuiku IPv6. CooOmenus RS m RA ICMPv6. SLAAC. SLAAC u DHCPv6-cepep 06e3
coxpaHeHusa cocrossHus anpecoB. DHCPv6 c¢ momgmepxkoil cocrosHus. Ilpomnecc EUI-64.
Cry4aifHO creHeprupOBaHHbBIC HASHTH(HUKATOPHI HHTEpdeiica.

12.6. JlunamMuueckass aapecanusi JIOKaJbHBIX azapecoB kaHana IPv6. Jlunammueckue LLA.
Junamuueckne LLA B Windows. {unamuueckne LLA nHa mapmpyTtusaropax Cisco. [IpoBepka
KoHpurypamuu [Pv6-agpeca.

12.7. I'pynnoBeie  [Pv6-anpeca. IlpucBoennsie rpynmossie [Pv6-anpeca. M3BecTHble aapeca
MHoroazpecHoi pacceuiku [Pv6. I'pynnoseie [Pv6-aapeca 3anpaiinBaeMbIX y3i10B.

12.8. Paznenenue cetu [IPv6 Ha mojaceTu ¢ ucnoiab30BaHueM uacHTHGUKaTopa noacetu. [Ipumep
coznanusa mnoncered IPv6. Pacnpenenenme [Pv6-ampecoB moacetu. MapuipyTtusarop,
CKOH(pUTYpUpPOBaHHBIN ¢ TojaceTsIMH [Pv6.

13. ICMP.

13.1. Coobmenuss ICMPv4 u ICMPv6. JlocTmxumocTh y3i1a. Y3eln HazHAUCHHUsS WM CEPBHUC
HenoctyneH. [pessimen natepBan oxxuaanus. Coobmenus ICMPv6.

13.2. TectupoBanue mnpu mnomomm ping W traceroute. Ping - Tect cBs3anHOCTH. ping A0
untepdeiica loopback. IIpoBepka cBA3M CO HUIIO30M IO YMOJYaHHUIO. Y CTAaHOBKA CBSI3U C
yAaJeHHBIM Y3JIOM C MOMOIIBI0 KOMaHbl ping. Traceroute — tectupoBanue mytu. [Iposepka
aapecauuu [Pv4 u IPv6.

CB13b C ceTeBbIMH NPUWIOKCHUAMH
14. TpaHcnopTHBIN YPOBEHb.
14.1. Ilepenaua nanHbiX. Posib TpancmopTHOro ypoBHA. (DYyHKIHMHM TpPaHCIOPTHOI'O YPOBHS.
[IpoTokonsl TpancmopTHoro ypoBHsA. Ilporokon ympasnenus mnepenaueii (TCP). IIportokon
nosib3oBatenbckux aertarpamm (UDP). CooTBeTcTBYIOMMA TPOTOKON TPAHCIIOPTHOTO YPOBHS
JUISL COOTBETCTBYIOLIETO MPUIIOKEHUS.



14.2. O630p nporokona TCP. ®yukmuu nportokona TCP. 3aromoBok u mons 3arosnioBka TCP.
[Ipunoxenust, ncnons3yrouue nporokon TCP.

14.3. O630p nporokosa UDP. ®yukiun npotokona UDP. 3aromoBok u mosns 3aromoBka UDP.
[Ipunosxenus, ucnoas3yromue nporokos UDP.

14.4. Homepa mopTtoB. HecKOJIbBKO OTAENBHBIX CEAHCOB Nepedadyd AaHHbIX. [lapbl COKETOB.
I'pynnst HomepoB noptoB. Komanna netstat.

14.5. Obmen panubiMu 10 mnpoTokoiry TCP. Ilpomeccer TCP-cepBepa. YcraHoBieHHe U
npekpaienue TCP-coequnenns. Ananus TpexcropoHHero ksuruposanust TCP.

14.6. HagexxHocTh W yIpaBlIeHME TMOTOKOM Tiepenauu  naHHbeiX. Hapexnocts TCP -
rapaHTHUPOBAaHHAs M YHOpsiAOoYeHHas JocTtaBka. [loTepss MaHHBIX W TOBTOpHAs Iepeaaya.
Vnpasnenue notokoM TCP. PazMep okHa u moaTBepkaeHUs. MakCUMalIbHBIN pa3Mep CerMeHTa
(MSS). [IpenoTBpaleHNe MEPErPy30K.

14.7. O6men manHbiMH TI0 TIpoTokoiny UDP. Hwu3kue HakiagHbie pacxoibl WJIM HAJACKHOCTb.
Coopxka pgeiitarpamm UDP. Ilpoueccsl u 3anpocst UDP-cepepa. IIpoueccst u 3anpocst UDP-
cepsepa.

15. YpoBeHb NpHJIOKEHHH.

15.1. YpoBeHp mNpuIOXKEHUH, ypOBEHb MPEACTABICHUS, CEAHCOBBIH YypoBeHb. I[IpoTOKOIBI
ypoBHs npuiioxeruit TCP/IP.

15.2. Monens «xineHT-cepBep». OgHopanroBeie cetu. OqHopaHroBsie mpuioxenus. Hanbomee
PacIpOCTpaHEHHBIE OJTHOPAHTOBBIE IPUJIOKEHUS.

15.3. IIporokomnsl BeO-Tpaduka M 3IEKTpOHHOM mouThl. IIpoTOKoN mepemauu TrHUIEpTEKCTa
(HTTP) u s3p1x runeprekcroBoid pazmetku (HTML). TTporokonsr HTTP u HTTPS. ITpotokoss
anekTporHoi moutel (SMTP, POP, u IMAP).

15.4. CepBucel [P-agpecanuu. Cnyx6a nomenabix uMmeH (DNS). ®opmart coobmennii DNS.
Hepapxuss DNS. Komanma nslookup. I[IpoTokon auHaMu4eckoil HAacCTpOWKH CETEBOTO y3ia
(Dynamic Host Configuration Protocol, DHCP). [Ipunuun pa6otst DHCP.

15.5. CepBucs! coBMecTHOro foctyna K ¢aitnam. [Iporoxon nepexaun daiinos (FTP). Ilporokon
SMB.

ITocTpoenue u odecneyeHue 6€30MACHOCTH HEDOJIBIIIOH CETH
16. OcHoOBBI ceTeBOI 0€30IIACHOCTH.
16.1. Tuns! yrpo3. Tuns! ys3BuMocteid. @usndeckas 3aIiuTa.
16.2. CeteBbie ataku. Tunbl BpemoHocHoro [10. Pa3BenpiBarenbHble aTakh. ATakd JOCTyMa.
ATtaku THTa «0TKa3 B 06cmyxkuBanum» (DoS-arakn).
16.3. YrnyOnenusli moaxon k 3ammre. CoxpaHeHHWE pe3epBHBIX Komuil. PesepBHOe
KONHMpOBaHUE, OOHOBJICHHE M YCTaHOBKA MCHPABICHUN. AyTeHTHU(HUKAIMS, aBTOPU3ALUSA U yUeT
(AAA). MexcereBbie Skpanbl. Tumbl OpanaMay’poB. be3omacHOCT, OKOHEUYHBIX YCTPOMCTB.
16.4. O6ecnieuenne Oe3omacHoctu ycrporcTB. Cisco AutoSecure. Ilapomu. Pacmmpennas
3amuTa naposisa. AKTUBaus noAkiaodeHus mo SSH. OTkiroueHrne HEMCIOMb3yeMbIX CITYXKO.
17. Opranusanus He0OJIbIION CEeTH.
17.1. YcrpoiicTBa B paMKax HEOObION ceTr. Tomosoruu HeOoIbuX ceTeil. Be1oop ycTpoiicTs
Ui ceTd HeOompIIoro pasmepa. IP-anpecamus B pamkax HeOonblion cetn. PesepBupoBaHue B
HEOOJIBIIION CeTH. YTpaBiieHue TpahruKoM.
17.2. PactipocTpaHeHHbIE NPHJIOKEHHUsT B HeOONbINOil ceru. PacmpocTpaHeHHBIE MPOTOKOJIBL
[TpunoxxeHus i epeadu rojioca u BUJEO.
17.3. Pacuupenne  HeOonpIION  ceTH. AHaIM3  NPOTOKOJOB.  Vcronb3oBaHHE — CeTH
COTPYIHUKAMH.
17.4. TlpoBepka moxaxitoyeHus ¢ momouibio Ping. Pacmupennas komanaa ping. Ilposepka
MOJKIIFOYEHUs ¢ TOMOIIbI0 KoMaHbl Traceroute. Pacmmpennas komanga traceroute. bazoBsiit
YPOBEHbB CETH.



17.5. Komanas! xocta u 10S. Hacrpoiika [P-kondurypamuun xocta nmoa ynpasieanem Windows.
Hacrpoiika [P-xkondurypanun xocra mon ympasneHuem Linux. Hacrtpoiika IP-konduryparum
xoctra moxa ynpaeienunemM macOS. Komannma arp. IloBTopHOoe paccMoTpeHue Hauboee
pacnipoctpaneHHbIX KoMaHa show. Komanga show cdp neighbors. Komanna show ip interface
brief. Komanga show version.

17.6. OcHOBHBIE TOAXOABl K IOUCKY M YCTPAHEHHIO Hemojaaok. Uro ciemgyer caenaTh ¢
npobnemoii. Komanaa debug. Komanga terminal monitor.

17.7. Boripocsl pabOThI 1 HECOOTBETCTBUS HACTPOEK Ayryiekca Ha uHTepdeiice. [Ipodbnemsr ¢ IP-
anpecamu Ha yctpoiictBax [OS. ITlpoGnemsr ¢ [P-agpecamu Ha OKOHEYHBIX YCTPOWCTBAX.
Henonanku, cBs3aHHbIE CO IITIO30M MO yMoiyaHuioo. IIomck © ycTpaHeHHe HemnojaJoK,
cBsa3aHHbIX ¢ DNS.

5. O0pa3oBaTe/ibHbIe TE€XHOJOIMH, B TOM YHCJIE TEXHOJOIUHM IJIEKTPOHHOI0 O0OyYeHUS H
AMCTAHIIMOHHBIE O00pa3oBaTeibHbIE TEXHOJOTHH, HCHOJb3yeMble MNPH OCYIIECTBICHUH
0o0pa3oBaTeIbHOIO MpoIecca Mo JMCHUIJIMHE

B nponecce 00ydueHns UCIONB3YIOTCS ClEAYIOIINE 00pa30BaTeIbHbIE TEXHOIOTHUN:

BBoaHas JieKnusl — 1a€T NEPBOE LEJIOCTHOE NPEJICTaBICHUE O JUCLUUIUIMHE H
OPUEHTHUPYET CTYACHTA B CHCTEME W3Y4YCHHs NaHHOW NUCUUIUIMHBL. CTyIEHTBI 3HAKOMATCA C
Ha3HAUYEHUEM U 33/]a4aMU Kypca, €ro poJjibl0 M MECTOM B CHCTEME yUeOHBIX AMCLUIUIMH U B
cucTeMe MOJArOTOBKM B LIesIOM. JlaeTcs KpaTkui 0030p Kypca, BBICKA3bIBAIOTCS METOJUYECKUE U
OpraHu3allMOHHBIE OCOOCHHOCTH pabOTHl B paMKax JaHHOW IUCHMIUIMHBI, a TaKXKe daeTcs
aHaJIN3 PEKOMEHTyeMO Y4eOHO-METOIMYECKOU JTUTEPaTyPHI.

AxageMmuuecKas JeKIus ¢ 3JeMeHTAMH JIeKIMHU-0eceAbl — M0CIIE10BAaTEILHOE
M3JI0’KEHUE MaTepHala, OCyLIECTBIIEMOE IPEUMYIIIECTBEHHO B BUJIC MOHOJIOTA IIPENOAaBaTels.
OneMeHTHl JieKIuu-Oecenbl 00eCHeunBalOT KOHTAKT TpenojaBareis ¢ ayIuTopuei, 4YTo
IIO3BOJISIET TNPUBJIEKaTh BHUMAHUE CTYJEHTOB K HauOosiee BaXKHBIM TeMaM JUCLUIUIMHBI,
aKTUBHO BOBJIEKaThb MX B Y4EOHBIH Mpolecc, KOHTPOJIUPOBATh TEMIT H3JIOXKEHHS Y4eOHOTrO
MaTepHraia B 3aBUCUMOCTHU OT YPOBHS €r0 BOCIIPUATHS.

IIpakTHyeckoe 3aHATHE — 3aHATUE, IOCBSILEHHOE OCBOEGHUIO KOHKPETHBIX YMEHUH H
HaBBIKOB I10 3aKPEIICHUIO ITOTYYCHHBIX HA JCKIUN 3HAHU.

KoHcyabTanum — BHJ y4eOHBIX 3aHATHH, SBISIONIMNICA OAHOM M3 (OPM KOHTPOJIS
CaMOCTOSITENIbHOW ~ paboThl  CcTyJAeHTOB. Ha KOHCydbTamusx MO MpochOe CTyIEHTOB
paccMaTtpuBaioTcsi HauOosiee CIIOKHBIE MOMEHTBHI INPH OCBOCHHM MaTepHaia JAUCHUILIUHBI,
IIPENnoAaBaTeilb OTBEYAaeT Ha BOIPOCHI CTYACHTOB, KOTOpBIE BO3HMKAIOT y HHMX B IIpoIEcce
CaMOCTOSITENTbHON PaOOTHI.

B npouiecce 00ydeHus1 HCHOIB3YIOTCS CIEIYIOIME TEXHOJIOTHH 3JICKTPOHHOTO 00YYEeHHUs
U IMCTaHIIMOHHBIE 00pa30BaTEIbHbIC TEXHOIOTHHU:
JIeKTPOHHBI y4eOHbIil Kypc «KommnbroTtepHbie cetm» B LMS JiieKTpoHHBII
yausepcutetr Moodle ApI'Y, B koTopom:
- TpeACTaBJICHBI 3aJaHUs JUIsl CAMOCTOSATEILHONW MPAKTHYECKOM pabOThl 00yJaromuXcs 1Mo
TeMaM JUCUUIIIIUHBL
- OCYHICCTBIIACTCA MMPOBCACHUC OTACIBbHBIX MepOHpI/IHTI/Iﬁ TCKYILICTO KOHTPOJIA
yCIEeBaeMOCTH CTYACHTOB;
- mpexacraBieHa HHpopMmanus o (GopMe M BpEeMEHH IPOBEICHHUS KOHCYJIbTALUH 110
JTUCIUILIMHE B peXUME OHJIAlH;
- MMpCACTABJICHBI ITpaBUJIa MMPOXOKIACHUA HpOMG)KyTO‘IHOfI aTTeCTalluu 110 AUCLHHUIIIINHCE,
- mocpeAcTBOM ¢opyMa  OCYIIECTBISETCSA CHHXPOHHO€ W (WJIM) aCHHXPOHHOE
BSaHMOHCﬁCTBHG MCKOY O6y‘IaIOH_[I/IMI/IC$I U T1penoaaBaTrCicM B paMKaxX H3YUYCHUA
JUCIUTUIAHBI.



JaekTpoHHbIH yuyeOHbIH Kypc «Kommnbiorepusnie cetm» B LMS Cisco NetAcad, B
KOTOpPOM:

- TpelCTaBJeHbl TEKCTHI JEKIUH 10 TeEMaM TUCIUIUINHBI;

- OCYHICCTBIIACTCA MMPOBCACHUC OTACIBbHBIX MepOHpI/IHTI/Iﬁ TCKYILICTO KOHTPOJIA
yCIEeBaeMOCTH CTYACHTOB;

- TpPEACTaBICH CHHCOK Yy4yeOHOM JHMTepaTrypbl, pPEKOMEHIYyeMOH UIsi  OCBOCHUS
JUCIUTLIINHBI,

- mpexacraBieHa HHpopMmanus o (GopMe M BpEeMEHH IPOBEICHHUS KOHCYJIbTALUH I10
JTUCIUIIMHE B peXUME OHJIAlH;

- mocpeAcTBOM  ¢dopymMa  OCYNIECTBISIETCS CHHXpPOHHOe U (WIM) AaCHHXPOHHOE
B3aMMOJICICTBHE MEXIy OOy4aromMMHCS M TpenojaBareleM B paMKax H3yYEHUS
JUCHUITIIUHBI.

6. IlepeyeHb JMIIEH3MOHHOTO0 W (WJIM) CBOOOJHO PACHPOCTPAHAEMOr0 MNPOrPaAMMHOIO
obecrneyeHusl, MCMOJIb3YeMOT0 MNPH OCYIIECTBIEHHH O0OPa30BaTeJILHOIO Tpolecca Mo
AUCIHUTLIHHE

B mpomecce ocymiectBieHus — 00pa30BaTENBHOTO — Tpolecca IO TUCIHILIMHE
UCTIONB3YIOTCS:

st GOPMHUPOBAHUS MATEPHAJIOB JIsl TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH M MPOBEICHHUS
IPOMEXYTOUYHOM aTTeCTalluH, 1751 OPMUPOBAHUSI METOJUUYECKUX MAaTEPHAIIOB 110 TUCIUILTHHE:

- Linux Ubuntu (GNU GPL v.3);

- OpenOffice (GNU LGPL);

- Cisco Packet Tracer 8.1.0 (moctynen 6ecruratio juist yuactHUkoB [Iporpammer CeteBoit

Axanemun Cisco);

- Cisco SDM (moctymen OecrmatHO Juisi yaacTHUKOB [Iporpammel CeTeBoit AkaneMun

Cisco);

- Cisco Network Assistant (octynen 6ecriaTHo i ydacTHUKOB [Iporpammer CeTeBoit

Axanemuu Cisco);

- Cisco Configuration Professional (moctymen GecrimaTHO i y4acTHUKOB [IporpamMmbl

CereBoit Akagemuu Cisco);,

- Google Chrome (freeware).

7. IlepeyeHb COBpeMEHHBIX NPOPEecCHOHANBHBIX 0a3 JaHHBIX W HWHPOPMALMOHHBIX
CIIPABOYHBIX CHCTEM, HCI0JIb3YyeMbIX NPH OCYIIECTBJICHUH 00pa30BaTeIbHOIO Mpouecca 1o
JMCHUIIMHE (IPUA He0OXO0UMOCTH)

B mpomecce ocymiectBieHus — 00pa3oBaTENBHOrO — Ipolecca IO JUCIHHILUIMHE
UCIOJIB3YIOTCS:

ABToMaru3upoBaHHas ~ OubnanoreuHo-uHpopmannonnas cucrema «BYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk cat find.php

8. IlepeyeHb OCHOBHOM M  JONOJHHMTEJILHOW Yy4eOHOW  JMTEpaTypbl, pPecypcoB
HH(OPMAIMOHHO-TEJICKOMMYHHMKAMOHHOI ceTn «HMHTepHeT» (IPpH HEO00XOAMMOCTH),
PEKOMEHAYEeMBIX ISl OCBOCHHUS M CUHMIIIMHBI

a) OCHOBHAS JIUTEepaTypa

1) Onudep, Bukrop I'puropseBuy «KomnbroTepHbIe CeTH: MPUHLIUIBI, TEXHOJIOTHHU, TIPOTOKOJIBL:
yue0. mocodue st By30B / B. Onmudep, H. Onmudep;

M-Bo o6pazoBanus u Hayku PO. - 5-e uzn. - CII6.: ITurep, 2017 - 991 c. - (Y4ueOHUK a7 BY30B).
bubnuorp.: c. 955-956. - ISBN 978-5-496-01967-5
http://www.lib.uniyar.ac.ru/opac/bk_cat_card.php?rec_id=2069619&cat_cd=YARSU



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_card.php?rec_id=2069619&cat_cd=YARSU

2)Vuaebno-meronuueckoe nocoore B LMS NetAcad. Pexxum noctymna: cBOOOIHBIHN 17151
yuacTHUKOB [Iporpammer CereBoit Akagemuu Cisco (https:// www.netacad.com/)
0) 1OMOJIHUTEIbHAS JIUTEepaTypa

1. KomnbrorepHusbie cetu [ DneKTpoHHBIN pecypc] : yueonuk / B.I'. Kapramesckuii [u ap.].
— DJIEKTpOH. TeKCTOBBIE AaHHble. — Camapa: [10BomKCKUil rocyJapCTBEHHBIN YHUBEPCUTET
TeJIeKOMMYHUKaIui 1 uadopmaruku, 2016. — 267 ¢. — 2227-8397. — Pexum gocryna:
http://www.iprbookshop.ru/71846.html
B) pecypchl cetu «MHTEepHET»

1)http://netacad.com
2)http://cisco.com
3)http://learningnetwork.cisco.com/

9. MaTepuajibHO-TEXHUYeCKas 0a3a, He00X0AMMAas ISl OCYLeCTBJIECHUS 00pa30BaTEeJIbLHOI0
npoiecca no TUCIHUIINHE

MarepuanpHo-TeXHUYECKas 0aza, HeoOXoauMas I OCYIIECTBICHHUsI 00pa30BaTEIHLHOTO
nmponecca no JUCHUIIMHE BKIIIOYACT B CBOI1 cocTaB CIICINAJIbHBIC IIOMCIICHUA .

- yueOHbIE ayTUTOPUU AJIsl IPOBEACHUS 3aHATHI JIEKIIMOHHOTO TUIIA;

- y4eOHBIC ayTUTOPUU IS TPOBEICHUS MPAKTUUECKUX 3aHATHI (CEMUHAPOB);

- yueOHbIE ayIUTOPUH IJIs TPOBEAEHUS TPYIIOBBIX U HHIWBUYyaIbHBIX KOHCYJIbTAIIHIA;

-KOMITBIOTEPHBINA KJacc, obopynoBanHbii [IDBM kmacca ne Hike Intel 15-7400 , 8gb
RAM, 1ITb HDD c ycraHoBieHHbIM mporpaMMHbIM oOecnieuerrem: Windows 7/8/10, Linux,
Packet Tracer 8.0 (u HoBee), Cisco SDM, Cisco Network Assistant, Cisco Configuration
Professional. I3 pacuera ogna [I19BM Ha ogHOTO YenoBeKa.

- yueOHble ayIUTOPUHM [UIS MPOBEACHUS TEKYLIEro KOHTPOJS M IMPOMEXKYTOYHOH
aTTecTaluu;

- IOMCIICHUA OJIA CaMOCTOSITEIILHOU pa6OTI>I;

- IOMEIIEHUs JUIS XpaHEeHUs U NPOPUIAKTHYECKOTO OOCIYKMBaHHUS TEXHUYECKHX
CPEICTB O0OyUYCHUSI.

[Tomemnenust y1si cCaMOCTOATENbHON PabOThl O0YYaIOIMIMXCS OCHAIEHBI KOMIBIOTEPHOM
TEXHUKOW C BO3MOXKHOCTHIO MOJAKIIOUEHUsI K ceTH «VHTepHeT» M oOecrneueHueM AO0CTyma K
AJICKTPOHHOM MH(POPMAIIMOHHO-00pa3oBaTeabHO cpene SApl'Y.

ABTOp:

ACCHUCTEHT C.B. lllytoB

QOIHCHOCMD, YUeHAs CIEeNneHb Nnoonuce HU.0. @amunus


https://www.netacad.com/
http://www.iprbookshop.ru/71846.html

IMpuioxenne Ne 1 k padoyeil nporpamMMme M CHUATIIAHBI

«KOMHLIOTeprIe ceTHn»

@DoH/1 OLIEHOYHBIX CPECTB
JJIS1 IPOBEJAEHN S TEKYILEero KOHTPOJISl YCIeBaeMOCTH
U MPOMEKYTOYHOM aTTEeCTAIIUM CTY/AE€HTOB
o JUCIHHUIIJINHE

1. TunoBbIe KOHTPOJILHBIE 3a]JaHUS M HHbIE MaTePHAJIbI,
HCHOJb3yeMble B Mpoliecce TEKYIero KOHTPOJIs YCIeBaeMOCTH

Ipumep 3axaHui 1JIA CAMOCTOATEIHLHON MPAKTHYECKOH PAadOTHI
(3adanus pasmewaromes 8 DVK «Komnviomepuwvie cemuy» 6 LMS Moodle u evinonnsiomes 6
npoepamme smyaayuu cemu «Cisco Packet Tracer
(Oocmynen becniamuo 0ns yuacmuurxog [Ipoepammer Cemesou Axademuu Cisco)
Bo eépems svinonnenus pabomvl cmyoenm moxcem udembs c8oU NPocpecc 8 NPOYEHMHOM
coomuoweHnuu. bonvuwuncmeo pabom conpogoxcoaomes MemooudecKum Mamepuaiami.

Tema: Pa3pa0doTka u peanu3anusi cXeMbl aipecaniu
(nposepka cpopmuposannocmu I1K-2, unouxamop NJ1-11K-2.2,
unouxamop U-11K-2.3 6 uacmu npakmuyeckoeo npumeHerus ymeHus npoekmuposams u
YCMAaHABIUBAMb OOMAUIHION CEMb WU CeMb MAI020 NPEONPUIMUS, 81A0EHUsSI HABBIKAMU
co30aHus noocemeli U HACMPOUKY 0OMEHA OAHHLIMU)

Ilenu:
- Hactpoiika 6a30Boif KOHPUTYpaAIIUU yCTPONCTB.

- HacTpolika azpecanuy Ha CETEBbIX YCTPOUCTBAX U y3JIax.

- [IpoBepka [P-noakroueHusl.
- IIouck u ycTpaHeHre HENoJIa0K MOIKIHOYEHUS

Tabnuua agpecauuu

Wnko3 no

YcTpolcTBO Wutepdeic IP-appec Macxka nogcetn YMOMYaHHK

G0/0 Het

Gon Het

S0/0/0 Het

GO Her

Gon Her

S0/0/0 Het

VLAN 1

VLAN 1

VLAN 1

VLAN 1

NIC

NIC

NIC

NIC

Uenu

B a70s nabopatopun Bel pazpaboTaeTe cxemy agpecauuu VLSM c yuetom cetesoro agpeca v Tpebosanuii «
yany. Bul GyneTe HacTpansaTs agpecauny Ha MapLUPYTM3aTopax, KOMMYTATOPaX M yanax ceTi.

s PazpaboTka cxemul IP-agpecaumn VLSM c yuetom TpeGosannii.
« HacTpoiika agpecaunm Ha CeTeBkLIX YCTPOHCTBAX W yanax.
« Mpoeepka IP-nogknioueHnAa

e [MoWCK M ycTpaHeHUe HEeMONag oK NOAKITKMEHHA

19 Hosts
14 Hosts

£ PO P5-101-87

21 Hosts 32 Hosts




IIpaBuiia MHTEpHIPeTAIUU PE3YJIbTATOB BbINOJHEHUS CAMOCTOSITEIbHOM MPAKTHYECKOM
padoThI:

IIpakTnyeckasi padbora cYMTAETCH BBHINOJHEHHON (3aCYMTHIBAETCH), €CJIU JOCTUTHYTHI BCE
IIOCTABJICHHBIC LICIIN.

IIpumep TecTa AJ1s1 CAMONIPOBEPKHU
(tect mpoBoauTtcs B YK «Komnbrorepusie cetu» B LMS NetAcad)
(nposepra cghopmuposannocmu I[1K-2, unouxamop UJI_TIK-2.1 B yacT npoBepKH HATUIUS
TEOPETUUECKUX 3HAHUN IIpeIMeTa)

B Tecre mpencraBnensl 3a1aHus Ha MPOBEPKY 3HaHUM 1o Teme «ba3oBas kondurypamms
KOMMYTaTOpa 1 OKOHEYHOI'0 yCTpoicTBa». B Tecte no kaxxaoil TeMe B cpeHeM 15 BOIIpocoB.

KonnyecTBo NONBITOK BBINOJIHEHUSI HE OTPAHUYEHO.

Bpems Ha npoxoskieHue TecTa HE OIPaHUYEHO.

Wroru npoxoxaeHust TecTa He OLIEHUBAIOTCA.

Bonpocs! Tecra:

Bompoc 1. Kakoe yTBepaeHYE BEPHO Ul UCIIOAHIeMOro daityia KoHOUTypalluy Ha YCTPOICTBE
Cisco 10S?

1) Ero ciexyer ynanuTh ¢ TOMOIIBbIO KOMaH/IbI erase running-config,

2) OH aBTOMaTUYECKU COXPAHAETCS IPU Iepe3arpy3ke MaplpyTu3aropa.;
3) Oto BauseT Ha paboOTy YCTPOMCTBA Cpa3y MOCIe H3MECHECHHS,;

4) On xpanutcs B NVRAM.

Bompoc 2. Kakue nBa yTBep:KAeHH 0 moab30BaTenbckoM pexkuMe EXEC Bepunl? (Buibepure
JIBa BapMaHTA.)

1) HocTym Kk pexkumy rio0anbHON KOHPUTYpAIIMA MOKHO TIOJTYYUTH C TOMOIIBI0 KOMaHIbI
enable;

2) B 9TOM peKHMME MOKHO HaCTpamBaTh HHTEPEHCH U MPOTOKOIIBI MAPIIPYTU3ATOPA;

3) TOTBKO HEKOTOPBIE ACMEKTHl KOH(PHUTYpaIMy MapHipyTHU3aTopa JOCTYIHBI JIJIs MPOCMOTpa B
TOM PEXKUME;

4) MOCTYMHBI BCE KOMaH 1Bl MapIIPyTH3aTOPA;

5) KOMaH/IHas CTPOKa YCTPONCTBA B 3TOM PEKUME 3aKaHUYMUBACTCSI CHUMBOJIOM <.

Bonpoc 3 Kako¥li Tvn 1ocTyIa 3aliiileH Ha MapipyTuzaTope mim kommyrarope Cisco ¢
MoMOIIBI0 enable secret KoMaHIBI?

1) BuptyanbHble TEpMUHAIIBL

2) IMopt AUX;

3) IlpuBunerupoBanuslii pexxum EXEC;

4) KoHcosbHast TUHUSA.

Bompoc 4 Kaxkoii unrepdeiic spusercs uarepdeiicom SVI mo yMoI4aHuo Ha KOMMYTATOPE
Cisco?

1) VLANI;

2) VLAN99;




3) VLAN100;
4) VLAN999;

Bompoc 5 Kakux Tpex npaBuii caeAyeT NpUAep>KUBaThCs IPU HACTPONUKE UMEHH y3Jia Yepe3
KOMaHHYIO CTPOKY Ha ycTpoiicTBax Cisco? (Beibepute Tpu BapUaHTa.)

1) uMs y311a JOJIKHO COCTOSITh TOJIBKO U3 CTPOYHBIX CHMBOJIOB;

2) uMms y311a JOJHKHO 3aBEPIAThCs CHEIMATbHBIM CUMBOJIOM;

3) UM y311a He JOIDKHO COZIepKaTh MPOOeoB;

4) uMs y371a T0JDKHO HAYMHATHCS ¢ OYKBHI;

5) uM4 y371a JOJIKHO COCTOSITh MEHbIIIE, YeM U3 64 CUMBOJIOB.

Bormpoc 6 B yem Ha3zHaueHHe 000JI0YKH ONIEPAIMOHHON CUCTEMBI?

1) obecnieunBaeT paboTy ClIEUATM3UPOBAHHBIX CEPBUCOB MEKCETEBOTO dKpaHa;
2) B3aMMOJEHNCTBYET C annapaTHbIMU CPEICTBAMH YCTPOMCTBA;

3) o0GecrnieunBaeT B3aMMOJEHCTBHE MEX Y TOJIB30BATENISIMU U SIPOM;

4) obGecnieunBaeT pabOTy CEPBUCOB 3AIIUTHI OT BTOPKEHHUS.

Bompoc 7 Ha mapuipytusatope ¢ paboueil onepaliioHHON CHCTEMON nMeeTcst (paii
KoH@urypanuu, coxpaneHaeiii B NVRAM. B ¢aiine koHQUIypaluy ecTh CEKPETHEIN MapoJib
IPUBUJICTHPOBAHHOIO PEXKMMA, HO HET mapoJjis KoHcoyH. Korma MapiipyTu3aTop 3arpy3urcs,
KaKoi Ha HeM OyJIeT peskuM?

1) pexxum rnobaibHOM KOHPUTYpaLHH;

2) npuBmiierupoBanabiii pexxum EXEC;

3) nonw3oBarenbckuil pexum EXEC;

4) pexxuM HaCTPOUKHU.

Bompoc 8 AagMmuaMCTpaTOp TOABKO yTOo M3MeHu1 [P-aapec naTepdeiica Ha yerporictee 10S. Uto
CIIC HY>KHO CACJIATh, ‘ITOGBI IIPUMCHHUTH 3TH UBMCHCHUS K VCTDOP'ICTBV?

1) Cxonupyiite naopmaruio B (aiine KOHPUTypaliu 3amycka B padbouyro KOH(PUTYpaIHIo;

2) [lepesarpy3uTe yCTpOHCTBO M BBEIUTE yes TIPH MOSBICHUH 3allpoca Ha COXpaHCHHE
KOH(UTypanuu;

3) Huuero He Hamo nenath. MismeneHus B koHurypamuu Ha ycrpoiictee [OS BcTynaror B cuny,
KaK TOJIbKO KOMaH/1a HaOpaHa MpaBWJIbLHO U HaXKaTa Kiapuiia Enter;

4) CkonupyiTe TeKyIIyto KOHPUTYpaIuio B Gaii 3arpy304Hoi KOH(PUTYpaIuu.

IIpaBujibHbIE OTBETHI

Bonpoc Ne | Bapuant Bonpoc Ne | Bapuant
OTBETa OTBETa
1 3 5 3.4,5
2 3,5 6 3
3 3 7 3
4 1 8 3




CamocTosiTesqbHBbIE PA00THI B BU/I€ TECTOBBIX 3aJaHUI.
Tectol npoBoasitest B YK «Komnbrorepusie cetm» B LMS NetAcad
B kaxaom Tecre B cpeanemM 60 BOonpocoB 1o npoijieHHbIM TeMaMm (2-4).
Kosnn4yecTBo nMoneITOK BBINOJHEHH - S. Bpemst Ha npoxoxkaenue tecra - 1,5 yaca.
IIpu 3aBepuIeHNM TeCTAa MOKA3BIBAIOTCS OIIMOKHU (€C/IM €CTh) U KAKYI0 TeMy M pa3elt
CMOTpeThb, 4YTOObI Pa300paThcsi 1 HCIPABUTH OMIHOKY. UTOrM mpoxoxkaeHust Tecta
OLICHHBAKOTCH.

IIpumepbI BONPoOCOB:

1. Bo Bpemsi IJIaHOBOI NPOBEPKH TEXHUK 00HAPY KU1, YTO IPOrpaMMHOe odecredyeHue,
YCTAHOBJIEHHOE HA KOMIILIOTEpe, TalilHO cCOOMPAJIO JaHHbIE 0 BeD-cailiTax, KOTOpbIe
Nocenaau MoJb30BaTe/iM KoMnbTepa. Kakomy Ty yrpossl noaseprcesi 310t
KoMInbloTEp?

- DoS-araka

- Kpama JIMYHBIX JAHHBIX
- mmuoHckoe 10

- aTakKa Hy.HeBOFO JAHSA

2. Kakoii TepMHH OTHOCHTCS K CeTH, KOTOpasi odecrieunBaeT 0e30MacHbIH J0CTYN K
KOPNOPAaTHUBHBIM O(pyicaM 11 NOCTABIIUKOB, KJIUEHTOB H COTPY/IHUKOB?

- Uutepuer
- HHTPaHET
- OKCTpaHET
- pacuupeHHas CeTh

3. Kpynnasi kopnopauust MOAu(UINPOBAIA CBOIO C€Th, YTOObI NM0JIb30BATEJIH MOTJIN
MOJIy4aTh JOCTYH K CeTeBbIM pecypcaM €O CBOMX JIMYHBIX HOYTOYKOB  cMapT¢OHOB.
Kakasi ceTeBasi TeHAeHIMS ONMUCHIBAET 3TO?

- 00JIaYHbIC BBIUYMCIICHHUS

- OHJIATH-COTPYIHUYECTBO

- mpuHecH cBoe ycrpoiictso (BYOD)
- BUJCOKOH(DEPEHITUN

4. Yto Takoe MHTEpHET-NIpoOBaiiaep?

- OTO OpraH 1o cTaHJAapTU3aIlM1, KOTOPHBIN pa3pabaTbiBaeT CTaHAAPTHI KaOeael U IPOBOIKH
I CeTEH.

- OTO MPOTOKOJ, KOTOPHIA YCTAHABIMBAET, KAK B3aUMOJEHCTBYIOT KOMITBIOTEPHI B JIOKAJIBLHOU
CETH.

- OTO OpraHu3anys, KOTopas HO3BOJISIET OTAEIbHBIM JIMLAM U NPEAIPUITHAM NOJKII0YAThCS K
HurepHery.

- OTO ceTeBoe yCTPOMCTBO, KOTOPOE COUYETAET B ce0e (PYHKIIMOHATBHOCTh HECKOIBKHUX
Pa3JIMYHBIX CETEBBIX YCTPOMUCTB B OJHOM.



5. Kakue 1Ba KpuTepusi IOMOralT BbIOPATh CeTEBOIl HOCUTEIb U3 PA3JIHMYHBIX CETEBbBIX
cpen? (BoiOepure nBa.)

- TUTIBI JAHHBIX, KOTOPBIE TOJHKHBI OBITH TPUOPUTETHBIMU

- CTOUMOCTb KOHEYHBIX YCTPOMCTB, HCIOIB3YEMBIX B CETH

- paccTosiHUE, Ha KOTOpOe BEIOpaHHask Cpeia MOXKET YCIELIHO IiepeiaBaTh CUTHAT
- KOJINYECTBO MPOMEKYTOUYHBIX YCTPOHCTB, YCTAHOBJICHHBIX B CETH

- cpena, B KOTOpO# Oy/eT yCTaHOBJIEH BBIOpaHHBIA HOCUTEh

6. ConocTaBbTe KaKAYI0 XaPAKTEPUCTHKY € COOTBETCTBYOIINM THIIOM MOJKJIYEHUS K
HNuTepHery. (He Bce BApHAHTHI MCIOJIb3YIOTCS.)

He NOAXOAHT AR NECUCTLIX 30H DSL

[NA NEPEa4y AaHHbIX MCTIONb3YET KoaKCHanbHbIM kabenb

KaK NpaBuno, UMEET HU3RYIO NPONYCKHYED CNOCOBHOCTL

NoAKMOMEHWE NO TeNnedoHHON MHKUK
BbICOKOCKOPOCTHOE COEIMHEHHE NO TENEMOHHON MUHUK

o0blyHO ucnoneayeT cxemy T1/E1 unm T3/E3

CNyTHWKOBaA nepeaava

KabenbHoe noaKmnoYeH1e

IIpaBuia BEICTABICHHUS OIICHKH 110 PE3YJIhTaTaM CaMOCTOSITCIIHLHOM Da6OTBII

OreHka 1o pe3ysabTaTaM CaMOCTOSATEILHON PabOThl CUUTASTCS B Oajliax Mo CISAYIOIeMy
MPUHIIAITY: TIPABUIBHO BBHITTOHEHHOE
- 3a7aHue ¢ 1 BapuanToM oTBeTa — 1 Oas;
- 33/IaHH€ C MHOXXECTBEHHBIM BbIOOpOM — 2 Gana, 1 6ami - eclii TOIbKO OJJUH OTBET BEpHBIH, 0
0aJTOB — €CTM HET MPABUJIBHBIX OTBETOB MJIM BBIOPAHO OOJIbIIIE BAPHAHTOB, YeM HEOOXO0IUMO;
- 33JTaHUE C COIOCTaBICHHEM — 2 OaJjia.
[TomHOCTBIO HEMPaBUIILHO BBIMOJIHEHHOE 3aaHue — 0 6aIoB.
B cpennemM, MmakcuManbHOE KOJMYECTBO OAJIOB IO UTOTaM CaMOCTOSATENbHOU paboTsl — 100
HaGpannoe konmdecTBO OamioB WHTEPHPETUPYETCS] B TMPOIEHTHOE COOTHOIICHUE U
ounenuBaercsa. Ot 70-100% - pabora 3acunrana, meHee 70% — paboTa He 3acuuTaHa (3HAHUS U
YMEHHUS Ha JAaHHOM JTare OCBOSHUS ITUCIUIUIMHBI HE CHOPMHUPOBAHBI).

2. Cniucok BONPOCOB M (WJIH) 3alaHUi J1JI IPOBeleHUs IPOMEKYTOYHOM aTTeCTAIMU

Ha moMmeHT mpoBeneHHs NPOMEXKYTOUHOM aTTeCTallud AOKHO OBITh BBIMOJIHEHO H
3acuuTtaHo He MeHee 70% momamHuX padorT.

IIpyMepHBbIe BOIPOCHI HTOTOBOI0 TECTA JJIsl MOJYYEeHHS 3a96Ta:

1) Kakoii Tun cepBepa ucnoJib3yeT TaKue THIBI 3anmuceil, kak A, NS, AAAA u MX, nus
NpeaoCTaABJICHUA yCayr?

CepBep JOMEHHBIX UMEH



[TouToBBIN cepBep
DaiIoBbIN CepBEP
Beb-cepBep

2) Uto Takoe mponpueTapHbie NPOTOKOJIbI?

[TpoToxobl, pa3paboTaHHbIE YACTHBIMU OPraHU3AIMAMU 7151 paboThl Ha 000pyAOBaHUU
JT000T0 MOCTABINHKKA.

[TpoTOKOJIBI, KOTOPBIE MOTYT CBOOOJIHO MCIIOJIB30BATHCS 000 OpraHu3anuei uiu
IIOCTABIINKOM.

[TpoToxoiibl, pazpaboTaHHbIE OPraHU3ALUAMU, KOTOPbIE KOHTPOIUPYIOT UX OINpeNeiIeHHEe U
pabory.

Ha6op mpoTokosoB, n3BeCTHBIN Kak cTek nmpotokosoB TCP/IP.

3) Kakyio komaHay MOxkHO ucnoib30BaTh Ha IIK ¢ Windows, uro6b1 yBuaers IP-
KOH(UTypaumio 3Toro Komnbotepa?

show ip interface brief
ping

show interfaces
ipconfig

4) IlocmoTpuTe Ha kKapTUHKY. IP-anpec nHTepdeiica Kakoro ycrpoiicrsa cienyer
HCNOJb30BATH B Ka4eCTBE HACTPOMKM LILJII03a 10 YMOJYaHUI0 151 xocta H1?

>

So/oM

$0/0/0
S0/0/0

R1: S0/0/0
R2: S0/0/1
R1: G0/0

R2: S0/0/0

5) CeTteBoii aAMUHHUCTPATOP A100aBJIsIET HOBYIO JIOKAJBLHYIO ceTh B (pusinaji. HoBast
JIOKAJIbHASA CeTh A0JIKHA MOJAEPKIUBATh 25 MOAKIIYEHHBIX YcTpoiicTB. KakoBa
HAHMeHbUIAS ceTeBasi MACKa, KOTOPYIO ceTeBOii aIMUHUCTPATOP MOKET UCNO0JIb30BATH
IS HOBOIi ceTn?

255.255.255.128
255.255.255.192
255.255.255.224
255.255.255.240



6) AIMMHUCTPATOP NbITAETCS HACTPOUTH KOMMYTATOP, HO MOJIy4aeT coolueHue 00

omudke, NOKa3aHHOE HA KapTHHKe. B ueMm npo0Jema?
Switchl> config t

% Invalid input detected at '""' marker.

Heo6xoanMo ncnonp30Bath BCIO KOMaHAy configure terminal.

AJMUHUCTPATOP YK€ HAXOAUTCA B PeKUMeE TT100aIbHOM KOH(UTYpaIH.

[Ipexne ueM BBOAUTH KOMaHAY, aAMUHUCTPATOP AOJKEH BOMTH B IPUBUIIETUPOBAHHBII
pexum EXEC.

AJMHMHHUCTPATOP JTOJHKEH MOAKITIOUUTHCS Yepe3 OPT KOHCOIH, YTOOBI MOTYYHUTh JOCTYII K
pexuMy ri00anbpHON KOH(DUTYPAITHH.

7) Kakue 1Ba yrBepKaeHHs ONMUCHIBAIOT, KAK OIEHMBATH CXeMbI MOTOKOB Tpaguka u
THIIBI CeTEBOro TpadguKa ¢ NOMOIIbLI0 AHAJIU3ATOPA NPOTOK0J10B? (Bpi0epuTe aBa.)

BrimonHuTe 3axBat Tpaduka B BEIXOAHBIE THU, KOTJa OOJBIINHCTBO COTPYAHUKOB HE
paboTaror.

BrimonHuTe 3axBat Tpaduka B 4achl MUKOBOW 3arpy3KH, YTOOBI MOJIYYUTh XOPOIIIee
MpEJICTaBICHNUE O PAa3IMYHbBIX TUIIAX TpaduKa.

BrimonHuTe 3aXxBat Tpaduka TOIBKO B TEX 001aCTAX CETH, KOTOPBIC MOTYyYatoT OOJBIIYIO YacTh
TpaduKa, TAKUX KaK [EHTP 00pabOTKH JaHHBIX.

BrImonHuTE 3aXBaT B pa3HbIX CETMEHTAaX CETH.

BrimonauTe 3axBat Tosbko Tpadhuka WAN, moromy uto Tpaduk B IHTepHETE OTBEUaeT 3a
HanOoNbIINK 00beM TpaduKa B CETH.

8) Kakoii T yrpo3nl 0€30nacHOCTH BO3HHKAET, €CJIM HAJACTPOIiKa 1 padoThI C
3JIEKTPOHHBIMH TA0JUIIAMHU OTKJIYAET JOKAJbHBIN MPOrpaMMHbINA Opanamaysp?

OopyTdopc
TPOSIHCKUI KOHb
DoS

nepenojHeHue oydepa

3ayer Mo UTOraM N3YUYCHUA JUCHUIIIMHBI BBICTABJISICTCS MPH BBIINOJHCHUU CJICAYIOIIUX
YCJIOBU:
1. JlomxHEI OBITH CHAHBI BCE JOMAIITHUE 3aaHHUs.
2. IlpolineH UTOTOBBIH TeCT — ¢ pe3yiabTaToM He MeHee 70% HaOpaHHBIX OaJIII0B OT
MaKCUMaJIbHO BO3MOXXHBIX IO TECTY.

B Tecrte B cpennem 60 BOmpocoB 1o Kypcy (HECKOIbKO BApHAHTOB (PUHAIIBHOTO TECTA).
KonnuecTBo monbITOK BhITIOTHEHHUS - 1. Bpemst Ha npoxosxkaenue tecta - 1,5 yaca.

OrneHka 1o pesyiabTaTaM (UHATBHOTO TECTa CYMTACTCS B OalljIax Mo CIeyomeMy TPUHITUITY:
MPABUJILHO BBITOJIHEHHOE

- 3a7aHue ¢ 1 BapuanToM oTBeTa — 1 6as;

- 33/IaHHEe C MHOXXECTBEHHBIM BbIOOpOM — 2 Gana, 1 6ami - eclii TOIBbKO OJJUH OTBET BEpHBIH, 0
0aJTOB — €CJTM HET MPABUIILHBIX OTBETOB WJIM BBIOPAHO OOJIbIIIE BAPHAHTOB, YeM HEOOXO0IUMO;
- 33JTaHUE C COMOCTaBICHHEM — 2 OaJjuia.

[TomHOCTBIO HEMPABUIIHHO BBITTOTHEHHOE 3aaHue — () 6asios.

B cpennemM, MakcuManbHOE KOJIMYECTBO OAJIOB IO UTOTaM CaMOCTOSATENbHOU paboTsl — 100



HaGpaHHoe Koim4ecTBO 0aJIOB HHTEPIPETUPYETCS B IMIPOLICHTHOE COOTHOLICHUE U
ounenuBaerca. Ot 70-100% - onenka 3auteHo, meHee 70% — OlLleHKa «HEYJOBJIETBOPUTEIBHO
(3HaHWS M YMEHUS Ha JaHHOM 3TaIle OCBOCHHUS AUCIUIUINHBI HE CPOPMHUPOBAHBI).

IMpuiaoxenne Ne 2 k padoyeid nporpaMme I CHUATIIAHbBI
«OcHoBblI ceTeBbIX TexHoJ0rHi (CCNA-1)»

MeToandyecKue YKazaHud 1J1d CTYACHTOB 10 OCBOCHHIO TUCHUITIJIMHBI

OcHoBHOU (HOpMOIT M3IOKEHHST YIeOHOTO MaTepuana no auciuruinae «KoMmeioTepHbie
CeTH» SIBIISIIOTCS JIEKIIUU U TPAKTUICCKHE PAOOTHI, IPUYEM B IOCTATOYHO OOIBIIOM 00beMe. ITO
CBSI3aHO C T€M, YTO B OCHOBE KOMITBIOTEPHBIX CETEH JIexaT caMble COBPEMEHHBIE TEOPETHUSCKUE
¥ TIPaKTUYECKHUE 3HAHUS M HaBBIKU. [10 BceM TeMaM MpeayCMOTPEHBI IPAKTUIECKHAE 3aHSATHS, Ha
KOTOPBIX MPOUCXOAWT 3aKpEIUICHUE JIEKIIMOHHOTO MaTepualia IMyTeM MPUMEHEHHS €ro K
KOHKPETHBIM 3a/1adyaM ¥ OTpabOTKa HAaBBIKOB PA0OTHI C CETEBBIM 00OPYI0BAHUEM.

JlJis yCenHoro OCBOSHUs AUCIMUILTUHBI OY€Hb BaXXHO PEIICHHE JOCTATOYHO OOJBIIOTO
KOJINYECTBA TEOPETUICCKHUX U MPAKTHYECKUX PadOT, KaK B ayTUTOPHHU, TaK U CAMOCTOSATEIBHO B
KauecTBe JOMalTHUX 3afanuii. [lpumepsl pemieHus paboT pa3OuparoTcs Ha JEKIUIX U
NPaKTUYECKUX 3aHATUAX, TPU HEOOXOIMMOCTH 1O HauOoJjee TPYAHBIM TeMaM IPOBOISTCS
JOTIOTHUTEIbHBIE KOHCYNbTaud. OCHOBHAS IIE€b PEIICHUS TEOPETUYECKUX U MPAKTUIECKUX
paboT — MoMoYb YCBOUTH (PyHAAMEHTAIBHBIC TIOHATHS 1 OCHOBBI KOMITBIOTEPHBIX CETEH.

3amanus Ui CaMOCTOSTEIHHOTO PelieHus: (POPMYIUPYIOTCS Ha JEKIUAX U MPAKTUIECKUX
3aHATHSAX. B KauecTBe 3alaHuid Ui CaMOCTOSITEIbHOW Pa0OThI AoMa CTYJEHTaM TpesaraloTcst
3a/1a4¥, aHAJOTUYHbIE pa300paHHBIM Ha JICKIUAX U MPAKTUICCKUX 3aHITUSX WIH HEMHOTO Ooliee
CJIO’KHBIC, KOTOPBIE SIBJISIOTCS PE3yJIbTaTOM OOBEIMHEHUSI HECKOJIBKUX 0a30BbIX 3a1a4. [TomHbIH
CIIUCOK 3aJJaHU# I CaMOCTOATEIBHOU padOThI O TeMaM (pa3zesiaM) AUCIHUILTUHBI IIPUBEICH B
OVYK B LMS Moodle «kKommnbprorepnsie cetn» 1 YK B LMS NetAcad. Bonpocsl, Bo3HHKaromue
B MpOIIECCEe WU MO MTOTaM PEIICHHs ITHX 3a/lad, MOXKHO 3aJaTh Ha KOHCYJIbTAIMSIX WU B
dopyme (qare) B OVK B LMS Moodle.

Jlyiss caMoCTOSITeNEHOM pabOThl, B TOM YHCIIE U TOBTOPA, Pa300paHHOTO Ha JIEKIHSIX H
NPaKTUYECKUX 3aHATHIX MaTepHalia IePBOTO CEMECTpa N3YUYCHUS JUCIUIUINHBI, PEKOMEHTYeTCs
UCIIONIb30BaTh yueOHO-MeToandeckoe mocobue B LMS NetAcad. Matepuan kaxaoro pasaena
BKITIOYAET B CeOsl M3JIOKEHHE TEOPETHUYECKOTo Marepuaja 1Mo 3aJaHHOW TeMe, KOTOPBIA 3aTeM
WLTIOCTPUPYETCS] MOAPOOHBIM pEelIeHHEeM TUIWYHBIX 3a7ad. B 3akimrodeHre Kaxaoro paszelna
NIPUBOATCS 3aJaHUS TSI CAMOCTOSITEIIFHOTO PEIICHHSI, OTBETHI K 3TUM 33/IaHUSIM U YKa3aHUs 10
WX PEIICHUIO MMOKA3bIBAIOTCS MOCIIE UX BBITIOTHEHUS.

B koHIe mepBoro cemectpa M3y4eHUsS AWUCHUILIUHBI CTYACHTHI CHAIOT 3a4eT, B KOHIIC
BCEro Kypca — 9K3aMeH. 3aueT 10 HTOraM IePBOTO CEMECTpPa BBICTABISIETCS IO HTOTaM
(GUHATBEHOTO TecTa W MpakThdecko padotel B mporpamme Cisco Packet Tracer. Ha 3auere
MPOBEPSIOTCS 3HAHUS, YMECHHSI M HABBIKH CTYACHTOB B paboOTe C OCHOBHBIMH KOMITOHEHTAMU
KOMITHIOTEPHBIX CETEH, SIBIISTFONUMHECS OCHOBHOM JIJISl IIOCTPOCHUS CETEBOW HHPPACTPYKTYPHI.

B xoHI1IE BTOpOTO ceMecTpa U3y4eHUs AUCHUIUINHBI CTYICHTHI CIAI0T IK3aMEH. DK3aMeH
NPUHUMAETCSl B BUJIC TECTa U MPAKTHYECKON paboThI Ha ceTeBoM obopynoBanuu. [IpoBepsroTcs
3HAHUS, TONYYCHHBIE B XOJI€ TMPOXOXKICHHUS Kypca, HAaBBIKM M YMEHUS, MPUMEHSEMbIC IJis
MOCTPOEHHUS CeTH, oOecredeHus: ee OecrepeOorHON paboThl W olecredeHuss 0a30BOTO YPOBHS
0e301acHOCTH ee paboTHI.



