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1. llesan ocBOEHMSsI AN CIMIIJIMHbI

Jucturmmuna «['moGanbHble cetm U cereBas Oe3zomacHOCTh (CCNA-3)»uMeeT 1eibio
dbopMHUpOBaHKE y CTYJCHTOB 3HAHWUW MO OCHOBHBIM MPHUHIIAIIAM MTPOCKTUPOBAHUS JIOKAJTBHBIX U
III00ANBHBIX CETeH, aAMHHHCTPUPOBAHUIO CETEBBIX CIYKO M KOMIIOHEHTOB, W TEXHOJIOTHUSM
JIOKaJIbHBIX U TJIOOAIBHBIX CETEH.

Hucyuniuna noceiwjena  MexHOAO2UAM — KOMMYMAyuu U  HPUHYUnam  pabomol
Mapupymuzamopos 0t N0OOEPHCKU cemell MAIblX U CPeOHUx opeanuzayuti. B ueti makoice
paccmampusaiomces.  becnposoonvie nokanvhvie cemu (WLAN) u eonpocwl obecneuernus
beszonachocmu. B pamxax emopoil uacmu OUCYUNIUHBL, CMYOEHMbl HAYYAMCSA NPOBOOUMb
0a308y10 HACMPOUKY CpeOHUX cemetl, HAX0OUMb U YCMPAHAMb HEeNOAAOKU, GblAGIsAMb U
yempauams yepo3suvl bezonachocmu LAN, a maxoice nacmpausams u 3awunyams 6a306vle cpeobvl
WLAN.

2. MecTo AMCUMIIMHBI B CTPYKTYpe 00pa30BaTeIbHOM MPOrpaMMbl

Hucrunmuaa «I'nmoGanpHbie cetn U cereBass Oe3omacHocTh (CCNA-3)» OTHOCHTCS
mucuuruinae o Beioopy b1.B./IB.01.01 oGpa3oBaTenbHO IpOrpaMMBl.

OcBoeHne MaHHOM JUCHMIUIMHBI HEOOXOAMMO KaK 3aBeplleHHe Kypca AUCLHUILUINH
CCNA. B 3T0if yacTi MBI 3aBepIIaeM OCHOBBI ceTell, He0OX0aMMBIX i n3ydeHus: kypca CCNP
u Network Security.

3. [lnanupyembie  pe3yJbTaTbl O0yYyeHMsl 1O JUCUMILJIMHE, COOTHECEHHbIe C
IUIAHUPYEMBIMHU Pe3yJIbTATAMH OCBOCHHS 00Pa30BaTeIbHOI MPOrPaMMbl

[Tponiecc u3yueHus: MUCIUIUTMHEI HAMIPABJICH Ha (POPMHUPOBAHUE CIESIYIONINX dJIEMEHTOB
koMmrieteHuii B cootBeTcTBHM ¢ I'OC BO, OOII BO u nmpuoOpereHus cleayronux 3HaHHH,
YMEHUM, HABBIKOB U (MJIM) ONBITA JIEATETbHOCTH:

dopMmupyemast NHaukaTop J0CTHKEHUSA Ilepeuennb
KOMIIeTeHI U KOMIIETeHIIN U IVIAHMPYEMBIX Pe3yJIbTATOB 00y4eHus
(ko u popmyaMpoBKa) (koa u popmyIHpoOBKA)

Oo6umenpodeccuoHalbHbIEe KOMIIETEHIIUN

MCTOOB UX PCUICHUA

3HaTh:

- IPUHIIMITBI CBSI3M U OOMEH JTaHHBIMU B
IIK-1 Crocoben NJI_TIK-1.1 Ocymiectsisiet JIOKaJIbHOH MPOBOJIHOM CETH;
OCYIIECTBIISATH COOp 1 | cOOp M 0OPabOTKY MCXOIHBIX - YPOBHM JIOCTYIIA U pACIpPEACIICHH B
00pabOTKY MCXOJHBIX | JAHHBIX JUJISI PCIICHHUSI ceru Ethernet;
JaHHBIX JUUIS pEeIIEHHs] | MOCTaBJIEHHBIX - cxemsI IP-anpecarmu; 5
TIOCTABJICHHBIX npodeccHOHaNBHBIX 33124 - 0a30BbIC TOHATHSAX CCTEBOM
poeCCHOHATBHBIX W] TIK-1.2 TIpoBoauT aHamus3 u be30macHoCTH;
3aja4 B o0sacTu 0GOCHOBaHHBIH BBIGOp MeTogoB | - CTPYKTYPY M IIPHHIIMIIEI OOMEeHa
WHPOKOMMYHUKAIUH, | pemieHus mpodeCCHOHATBHBIX AaHHBIMM MEXKIY y3/1aMH B CETH
OCYILECTBJIATDH IMOUCK, 3a1a4 B o0Jjract HutepHer;
aHaJIU3 U BBIOOD MH(OKOMMYHHUKAIIUHA - BUJIbI, XapaKTEPUCTUKN 1 MAPKUPOBKH

CETEBLIX KaOeael U KOHTAaKTOB;




4. O0beM, CTPYKTYPA U COAEpPKAHUE TUCUUNIHMHBI

OO61mast TpyJ0€MKOCTh JUCIUILINHBI COCTABISET 7 3a4eTHBIX equHuIl, 108 akaa. 4acos.
Ounas ¢popma o0yueHust

Ne Tembl (pa3meJibl) Bunbl yueOHBIX 3aHATHI, ®opMBI TeKyLIETro
n/n AUCHHUIIJIUHBI, BKJIKO4Yasg CAMOCTOATECJIbHYIO KOHTPOJIA YCIIEBAEMOCTH
HX COACpKaAaHUE paﬁoTy CTYACHTOB,
H UX TPYI0€MKOCTh ®opma NPOMEKYTOIHOIM
o (B akaJjeMHU4€eCKHX Yacax) aTTeCcTAlMHU
§ KontakTHas pa6ora (no cemecmpam)
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1 KOHHCHHI/H/I nu 9 14 2 8 3agaHus U CaMOCTOSTENILHOM U
KOH(l)I/IpraLII/II/I OSPF COBMECTHOIT PAKTHIECKOi paboThI
3agaHus U1 CAaMOCTOSITENIbHOM
npakTHueckoi pabotsl, Tect qus
6 mom uucne ¢ 30 u rﬂ or 5 1 2 camornpoBepks CaMOCTOsTEIbHAs
pabota Ne7
3aJaHus JUIS CAaMOCTOSTENIBHON U
2 CereBast 6630H3CHOCTB 9 10 2 COBMECTHO# MPAaKTHYECKOH paboThl
3agaHus U1 CAaMOCTOSITENIbHOM
npakTHaeckoit pabotsl, Tect mus
6 mom uucne ¢ 30 u ﬂ or camornpoBepks CaMOCTOsTE IbHAS
pabota Ne8
3 KOHHCHHI/II/I r100aIbHBIX 9 8 1 1 3ajaHus 1S CAMOCTOATENBHOM U
ceTel COBMECTHOIT PAKTHIECKOi pabOTHI
3agaHus U1l CaMOCTOSTEIBHON
npaxkTHyeckoi pabotel, Tect st
6 mOM qucjle C 30 u /ZZOT CaMOIIPOBEPKHU CamocrosTenbHas
pabora Ne9
MOHHTOpI/IHF 1 YCTPaHCHUC
4 o 9 1 4 2 5 3agaHus 11l CAMOCTOSITENIBHON U
HETIOJIAaIOK CETCU. COBMECTHOIT MPAKTHIECKOi paboThI
OnTuMuzanusi.
3agaHus U1 CAaMOCTOSITENIbHOM
npakTHueckoit pabotsl, Tect mms
6 mom uucne ¢ 30 u ﬂ or 3 1 camornpoBepks CaMOCTOsITEIbHAs
pabota NelO
PasButHe ceTeBBIX
5 TexHoJioruii. OCHOBHBIE 9 5 1 1 3a/iaHus 11 CaMOCTOATENBHON U
BHIIBI CETEBBIX YCTpOﬁCTB COBMECTHO# MPAaKTHYECKOH paboThl
YPOBHA JOCTYIIA.
SagaHus Wi
CaMOCTOSATEIBHOM
MPaKTHYECKOM paboTs
6 mom uucne ¢ 20 u J[OT 2 4 P p ’
Tect mis CaMOIIPOBEPKHU
CamocrosiTenbHast
pabora Nell
2 105 33,5 DK3aMeH
Bcero 3a 8 cemecTp 51 134 | 6 |05 17
144 yaca
6 mom uucie ¢ 30 u /10T 10 2 2




3aounas popma 00yyeHUs

Ne Tembl (pa3meJibl) Bunbl yueOHBIX 3aHATHI, ®opMBI TEKyLIEro
n/n AUCHHUIIJIUHBI, BKJIIO4Yasd CAMOCTOATECJIbHYIO KOHTPOJIA YCIIEBAEMOCTH
HX COACpPKaHuE paﬁoTy CTYyACHTOB,
U UX TPYI0€MKOCTh ®opma NPOMEKYTOIHOMH
(B akaieMHUY€eCKHUX Yacax) arrecTanuu
2 KonrakTHas padora (no cemecmpam)
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1 KOHHCHHHI/I nu 5 2 2 22 3agaHus U CaMOCTOSTENIFHOM U
KOH(I)HpraHHI/I OSPF COBMECTHO# MPAaKTHYECKOH paboThI
3agaHus U1 CAaMOCTOSITENIbHOM
npakTHueckoit pabotsl, Tect qus
6 mom uucie ¢ 90 u ﬂ or 1 1 8 camornpoBepkn CaMocTosTelbHas
pabota Ne7
3aJaHus JUIs CAaMOCTOSTENIBHON U
2 |CeteBas 6e30MaCHOCTh 5 5 22 COBMECTHO# MPAaKTHYECKOH paboThl
3agaHus U1 CaMOCTOSITENIbHOM
npakTHueckoi pabotsl, Tect qus
6 mom uucne ¢ 30 u ﬂ or camornpoBepkn CamMocTosITebHas
pabota Ne8
3 KOHHCHHI/H/I rﬂ06aHBHBIX 5 5 8 2 1 23 3agaHust 1715 CAMOCTOSTEIBHOM U
cereii COBMECTHOI IPAKTUYECKO paGoThI
3agaHus U1l CaMOCTOSTEIBHON
npakTuyeckoit padorsl, Tect s
6 mOM qucjle C 30 u /ZZOT CaMOIIPOBEPKHU CamocrosTenbHas
pabota Ne9
MOHHTOpI/IHF " YCTPaHCHUC
o 3agaHus 11 CAMOCTOSITENIBHON U
4 HETIOJIAaIOK CETCU. 5 5 2 2 23 COBMECTHOIi IPAKTUYECKOI paGoThI
OnruMu3anus.
3agaHus U1 CaMOCTOSITENIbHOM
npakTHueckoi pabotsl, Tect qus
6 mom yucne ¢ 30 u ,ZZ or 3 1 camornpoBepkn CaMocTosTelbHas
pabota NelO
PasButue cereBbIx
5 TexHoJioruii. OCHOBHBIE 5 5 o) 1 23 3aiaHus 115 CaMOCTOATENBHON U
BHIIBI CETEBBIX YCTpOﬁCTB COBMECTHO# MPAaKTHYECKOH paboThl
YPOBHs JOCTYyIIA.
3amanus I
CaMOCTOSATEIBHOM
MPaKTHYECKO paboTs
6 mom uucne ¢ 20 u J[OT 2 2 P p ’
Tect 17151 caMOIIPOBEPKU
CamocrosiTenbHast
pabora Nell
2 105)| 65 DK3aMeH
Bcero 3a 8 cemecTp 10 | 6 8 1051195
144 yaca
6 mom uucie ¢ 30 u /10T 6 2 2

* 20 u JIOT evinoaustomes 6 08yx cucmemax. Tecmosvle 3a0anusi 01 CAMONPOSEPKU U
npoeepoyHvle mecmvl 01 OYeHKU 3Hanull evinoansiomcs Ha naamgopme Cisco NetAcad,




3aoanusa  ona camocmosmenvHou — npakmuyeckou  pabomol  evinoansiomes 6 IOVK
«Komnwvromepuvie cemuy ¢ LMS Moodle.

ConepxaHue pa3faeinoB AUCHUTUIAHBI:
9 cemecTp
Moayan 1 - 2: konuenuuu u koHpurypaunu OSPF

1. Konnenuuu u koupurypauuu OSPF

1.1. Beegenme B OSPF. OObsicHeHME KOHIENIMH, pa300p KOMIIOHEHTOB IPOTOKOJIA.
OOBscHSETCS TPUHIUI MAapUIPyTU3ALUU TI0 COCTOSHUIO KaHana. Vzydaem Buabl OSPF.

1.2. Paszbupaem Buabl nmakeroB OSPF kak mo Tumam, Tak ¥ 1o mpakTHYecKoMmy 3HaveHuio. Ha
npuMepax paccMaTpUBaEM Kak MPOUCXOIUT OOHOBIICHUE COCTOSIHHSI KaHAa.

1.3. Kakue cocrossaus mporokoia OSPF OwiBatoT m uro oHmM o3Hauaror. Kakue anroputmsl
UCIIONB3YIOTCA JUIsl YCTAaHOBJIEHHS OTHOIIEeHUs cMexkHocTu. DBD. DR & BDR 3auem penutsb.
LSA u ux npo0Giemsbl.

2. Hacrpoiika OSPFv2 niis ogHoii 001acTH

2.1.  Pexum xondurypanmuu OSPF. Router ID -3auem m kak HacTtpouth. Loopback kax
untepdeiic. [lpuopuresanns npoTokosa siBHas U aBTomMarndeckas. bazoBas HacTpoiika

2.2.  OSPF “point-to-point”. CHUHTaKCHC KOMaHJ, IIa0JOHHAas MacKa, 3a4eM CYIIECTBYIOT
naccuBHbIE HHTEpQEHCHI, elie 0JHO ucmonb3oBanue loopback.

2.3.  Bwigenennsiii Mmapuipytuzarop OSPF, OSPFv2 u mHoxecTBeHHbIN Aoctym, poau OSPF
WIN TTIOMOTaeM MaplIpyTHU3aTopy oco3HaTh KTo OoH B cucreMe OSPF. C6oii u BoccTaHOBICHHE
DR. Priority: + 1 — KOMaHIbI.

2.4. Croumocts kak merpuka Cisco OSPF. Hactpoiika 3agaHHO# MPONMYCKHOM CIIOCOOHOCTH.
OSPF cymmaphas croumocts. 3aganue croumoctu OSPF Bpyunyro. TectupoBanue aBapuidHOro
NEPEKIIIOUEHNs Ha pe3epBHBbIM MapupyT. lIpoBepka cuHTakcuca - M3MEHEHHME 3HAYEHUU
croumoctu 1iid R2 u R3. MHTepBanbl OTIpaBKU NMAaKETOB MpUBETCTBUSA. [[poBepka MHTEpBAIOB
npusercTBus (hello) u mpoctost (dead) B OSPF. U3menenune untepBanoB OSPFv2. Ilposepka
cuHTakcuca - nsmenenue dead u hello narepBanos Ha R3.

2.5. PacnpocTpaHeHue MapuipyTa 1o ymoia4anuio. IIpoBepka pacnpoctpaHsieMoro mMapupyra
no ymonuanuio. Packet Tracer. Pactipoctpanenue mapiipyra mo ymondanuio B OSPFv2.

2.6 Ilposepka cocennux yctpoiictB OSPF. [Iposepka HacTpoek nporokona OSPF. Ilposepka
nHpopmanuu o nportecce OSPF. [Iposepka nHacTpoek untepdeiica OSPF. IIpoBepka cuHTakcuca
- npoBepka OSPFv2 mnst ogHOM o6nacTu

Monyau 3 - 5: CeteBasi 6€301aCHOCTH

3. lIpuHuMnbl odecneyeHnst 0€30MACHOCTH CeTH.

3.1.  Tekymmuii ypoBeHb KnOepOe30macHoCTH. BeKTophl ceTeBbIX aTak. [loTepst JaHHBIX.

3.2.  3noyMbIIUICHHUKH. Xakep. OBomonus XakepoB. KubepmnpecTymHuku. XaKTHBHCTHI
CrioHcHpyeMmble roCcy1apCTBOM XaKephbl.

3.3.  VHCTpYMEHTHI 3JI0YMBIIIJIEHHUKOB. 3HAKOMCTBO C MHCTPYMEHTAMH aTaK. OBOJIIOLUSA
cpeAcTB 6e301acHOCTH. THIIbI aTaku.

3.4. Bpenonocnoe I1O. Tunsl BpenonocHoro I10. Bupycel u «TpositHCKHME KOHW». [lpyrue
Ukl BpeaoHocHoro [10.



3.5. Pacmpoctpanennsie cereBblie aTaku. O030p ceTeBBIX aTak. Pa3BenplBaTelbHBIC aTaKW.
Ataku JocTymna. ATakd MeETOJaMU COLMAJIbHOM WHXKEHEpUU. ATaKM THUMA «OTKAa3 B
obcmyxxuBanun». DoS- u DDoS-araku.

3.6.  Vsazsumoctu IP u yrpossl. o6srunbie ataku IP u ICMP. IPv4 u IPv6. Ataku Ha ocHOBe
ICMP. Ataku o MeToly yMHOKEHHUS U OTPAKEHUS. ATaKu ¢ IOAMEHOM ajipeca.

3.7.  VYsassumoctu TCP m UDP. 3aronosok cermenta TCP. Cepsucsi TCP. Artaku TCP.
3aronoBok cermeHTa UDP u ero pa6ora. Ataku ¢ ucnonszoBanrnem UDP.

3.8.  IP-cepBuchl. Ysazsumoctu ARP. ITonnenka 3anuceit kema ARP. Cnydunr ARP. Artaku
DNS. TynunenupoBanrie DNS. DHCP. Ataku, cBszannbsie ¢ DHCP.

3.9. Ilpaktuueckue  peKOMEHJAIMM MO  OOECHEeYeHHUI0  CeTEeBOW  0e30MacHOCTH.
KonduaeHnmansHOCTh, HEIOCTHOCTh U JOCTYMHOCTb. YTIyOJEHHBIH TOAXOJ K 3alluTe.
MesxceteBble 3kpaHbl. [PS. YcrpoiicTBo ynpaBieHust 6€30MacHOCTRI0 KOHTEHTA.

3.10. Iudposanue. Kpunrorpadus. 3ammra kommyHukaruii. llemocTHOCTh maHHBIX. Xeri-
byakus. AyreHtTudukanus wucToyHuka. KoHumeHIManbHOCTh HaHHBIX. CHUMMETPUYIHOE
mudpoanue. AcummerpudHoe mudposanue. Anroputm Juddu — Xemmana.

4. IIpuHI MBI CO3IAHUSA CIMCKOB KOHTPOJISI 10CTYIA.

4.1. Ha3nauenue cnuckoB KOHTpoiss jgoctyma. Yrto Ttakoe ACL-crnimcok? ®unbpTpanus
nakeToB. [IpuHIMNI paboThl CIMCKOB KOHTPOJIS 1OCTYTIA.

4.2. 1llaGioHHBIE MacKH B CHHUCKax KOHTpousisa Jnoctyma. O030p malbnoHHONW Macku. TuIibl
11a0JIOHHBIX MacoK. Pacuér mabnonHoi Macku. KiroueBble ciioBa m1a0JI0HHONW MacKH.

4.3. PexkoMeHAanMM IO CO3JAHUIO CIMCKOB KOHTpOJA A0CTyna. OrpaHUYEHHOE KOJINYECTBO
criuckoB ACL na unTepdetic. Pekomennanuu o co3ganuio ACL-CICKOB.

4.4. Tunsl cnuckoB KoHTposs aoctyna ans IPv4. CranpgapTHele M paclIMpEHHBIE CIIUCKU
KOHTpOJs AocTyna. HymepoBaHHble U MMEHOBAaHHBIE CIIUCKM KOHTpOJS AocTyna. ['ne ciemyer
pasmeniatb ACL-cnincku. Ilpumep pasmelieHuss CTaHAAPTHOIO CIMCKAa KOHTPOJISL JIOCTYyIHa.
[Tpumep pa3melieHns pacIMPEHHOT0 CIUCKA KOHTPOJISI JOCTYTIA.

5. Cnucku KOHTpOJIsE JocTyna B KOHpurypauusx IPv4

5.1. Hacrpoiika cTraHgapTHBIX CHHMCKOB KOHTpois aoctyna ans IPv4. Cospanue chnucka
ynpasieHus: aoctynom (ACL). CuHTakcHC CTaHIApPTHOTO HYMEPOBAaHHOTO CIHCKA KOHTPOJIS
noctyna (ACL) IPv4. CuHTakcuC CTaHAAPTHOTO MMEHOBAHHOTO CIHCKAa KOHTPOJS JOCTyMa
(ACL) IPv4. IlpumeHeHHe CTaHIApTHOTO CHHCKAa KOHTposis joctyna I[Pv4. Tlpumepsr
CTaHIapTHOI'O0 HyMEPOBAaHHOIO crucka KoHTpois goctyna (ACL) IPv4. Ilpumeps! cTaHiapTHOTO
MMEHOBaHOOTO crmucka kKoHTposis moctyna (ACL) IPv4. TlpoBepka cHHTakcuca - HacTpoOMKa
crangaptHbix cnuckoB ACL 1Pv4.

5.2. M3mMeHeHMe CMCKOB KOHTpoJs nocryna aisa [Pv4. JIBa metona namenenus cnucka ACL.
Meton ¢ HCIOJIB30BAHMEM TEKCTOBOIO pefakTropa. MaTol ¢ HCHOJB30BaHUEM IOPSIKOBBIX
HoMepoB. Ilpumep wusmenenuss umenoBanHoro cmnucka ACL. ACL-cratuctuka. IIpoBepka
CUHTaKcuca - usmenenue cnuckos ACL [Pv4.

5.3. 3amwmrta nmoptoB VTY ¢ NOMOIIBIO CTAaHJAPTHOIO CIUCKAa KOHTpOJs noctyna mis [Pv4.
Komanna access-class. I[Ipumep 3amumennoro nocryna VIY. IIposepka 3amutel VIY-mopra.
ITpoBepka cuHTakcuca - 3anura noptoB VIY.

54  Hacrpoiika paclIMpEHHBIX CIHCKOB KOHTpoas poctyna ansa IPv4. Cunrakcuc
CTaHJAPTHOTO HyMEPOBaHHOTO crricka KoHTpoutst goctyna (ACL) IPv4. ITIpoTokoIbl Wiv MTOPTHI.
[Ipumepsl KOHOUTYpallM TPOTOKOJIOB W HOMEPOB MOPTOB. [IpuMeHeHHE HYMEpOBaHHOTO
pacmmuperHoro crnucka ACL IPv4. TCP established mns pacmmpennoro ACL. Cunrtakcuc
pacIIMpEHHOr0 HyMEpOBaHHOro cmucka KoHTponss jocryna (ACL) IPv4. Ilpumep
MMeHOBaHHOro pacmupenHoro cnucka ACL IPv4. PepakTupoBaHUE pacHIMPEHHBIX CIUCKOB
KoHTposst joctyna. [lpumep apyroro mmeHoBaHHoOro pacumpeHHoro crnucka ACL IPv4.
[IpoBepka pacIMPEHHBIX CIUCKOB KOHTPOJIS JOCTYIIA.



Monyau 6 - 8: KoHUenuuM ra00aJIbLHbIX ceTel

6, NAT pas IPv4

6.1. Xapakrepuctuku TexHomorun NAT. Uro Takoe NAT. Ilpunnun paborer NAT.
Tepmunonorust NAT.

6.2. Tumnbr mpeoOpazoBanusi NAT. Cratudeckoe mnpeobOpazoBanne NAT. JluHamudeckoe
npeoOpazoBanue NAT. IIpeoOpazoBanue aapecoB NopToB. CleayrOUMil MOCTYNHBIA MOPT.
CpaBaenune NAT u PAT. Ilakersr 6e3 cermeHTa 4 ypOBHSI.

6.3. IIpeumymectBa u HepocTtaTku NAT.

6.4. Craruueckoe npeodpazoBanre NAT. Hacrpoiika cratuueckoro mpeodpazoBanus NAT.
Amnanus craruyeckoro npeodpazoBanust NAT. [Iposepka cratnueckoro NAT.

6.5. unamuueckoe mpeoOpazoBanne NAT. Hactpoitka muHamuueckoro mpeoOpa3oBaHUs
NAT. Ananu3 nunamuueckoro NAT. [Iposepka nunamuueckoro NAT.

6.6. PAT. Hactpoiika PAT nmns ucnonb3zoBanus oaHoro azapeca IPv4. Hactpoiika PAT c
ucnosp3oBaHueM myia aapecos. AHanus PAT - ¢ IIK Ha cepep. Ananus PAT - ¢ cepsepa k I1K.
ITposepka PAT.

6.7. NATO64.

7. llpuauuns! padorer WAN.

7.1. Ha3nauenue rnobanbHbix ceTedl. YactHele u ob6mectBeHHble WAN. Tomonoruu
rinobanbHbIx cereit (WAN). Oneparop cBsi3u. Pa3BuBaromuecs ceT.

7.2. Ilpunnumsl  paboTel rnOOanbHBIX ceTedd. [mobGampHble cetm B Mmoaenu OSI.
OOmenpuHsATasT TEPMUHOJIOTUS TJIOOANBHBIX ceTed. YCTpoiicTBa TI0OANbHOM  CETH.
[TocnenoBarenbHas cBsA3b. CeTh ¢ KOMMyTaluend kaHanoB. CeTb ¢ KoMMyTanuei makeros. SDH,
SONET u DWDM.

7.3.  TpaauioHHBICE BO3MOKXHOCTH TOAKIIOUYEHHUS K T1i00anbHOM cetu. OOmenpuHsTas
TEPMUHOJIOTHS TJIO0AJIBHBIX ceTel. BapuaHThl KOMMyTalMuM KaHaioB. BapuaHTbl cetu c
KOMMYTAaIlMe MaKeTOB.

7.4.  CoBpeMEHHbIE BO3MOXXHOCTH MOJKIIOYEHUS K TioOanbHOW cetH. CoBpeMeHHbIE
BapuanThl nogakiroueHust WAN. WAN nHa ocHoBe Ethernet. MPLS.

7.5. Togkmouenue uyepe3 Uurepuer. Texnonorus DSL. Tloakmouennss DSL. DSL u PPP.
KabenpHas texHomorus. OnTudeckoe BOJIOKHO. becmpoBojHas MIMPOKOMOIOCHAs CBS3b Ha
ocHOBe HMutepHera. TexHonoruss Cco3JaHUs BUPTYAJIbHBIX YacTHBIX ceTeil. BapuaHTbl
MOAKIIOYEHUSI K UHTEpHET-TIpoBaiinepy. CpaBHEHUE ITUPOKOIOIOCHBIX PELICHUH.

8. lIpunuune! padorsr VPN u IPsec.

8.1.  TexHONOTHS CO3MaHMs BUPTYAIbHBIX YacTHBIX ceTel. [IpenmymectBo cetrn VPN. Site-to-
Site VPN u VPN nnst ynanensoro nocryna. VPN i KpynHBIX KOMIIAHHH U ONIEPAaTOPOB CBS3H.
8.2. Tumbl BuptyanbHbix 4acTHBIX cereid. SSL VPN. Site-to-Site IPSec VPN. GRE uepes
[PSec. Junammueckass MmHororoueuHass VPN-cetb (DMVPN). Hutepdeiic BHpTyanbHbBIX
tyHHenen [Psec. MPLS VPN ypoBHs npoBaiiaepa.

8.3. Ilporoxon IPsec. IPSec Texnonoruu. Wukancynsauumsa  nporokona  IPSec.
Kondunennmanbaocts. llemoctHOCTh. AyTeHTH(UKanusa. be3omacHblii OOMEH KiIOYaMu C
Huddu-Xennmmanom. TpaHCHOPTHBIN U TYHHETbHBIH pexxuM [PSec.

Moayian 9 - 12: onTUMHU3aUA, MOHUTOPUHT U YCTPAHECHU IO
HeI0JIA/10K ceTel



9. llpuauune! padotsr QoS.

9.1. KadectBo mepemaun JaHHBIX MO CETH. Y CTaHOBKAa MpHOpUTETOB Tpaduka. [IpomyckHas
CIIOCOOHOCTH, Teperpy3Ka, 3aaepKka u JKuttep. [loteps makeTos.

9.2. Xapaktepuctuku Tpaduka. TenaeHuu cereBoro Tpaduka. OnTUMHU3ANMS TEpPEIayU.
Buneorpaduk. lanusie.

9.3. Anroput™mbl opranm3anuu odepenu. OOmme cBeaeHUs 00 OpraHW3allud OYCPEIH.
«IlepBbIM mpumIen — TepBbIM ymien». B3pemennas opranmzanus ouepeaei (WFQ).
B3Bemennas opranmu3zanus ouepeneid Ha ocHoBe kiaccoB (CBWFQ). Opranuzanus ouepeneii ¢
mauoit 3anepxkkoit (LLQ).

9.4. Mogenu obecrieueHns KadyecTBa 00CITyKUBaHUsI. BHIOOp MOAXOAAIICH MOIETH TTOTUTHKA
KauecTBa OOCTy)KuBaHUsA. HerapaHTupoBaHHas JOCTaBKa. VIHTErpUpOBaHHBIE CEPBUCHL
HuddepennrpoBanHbIe YCITyTH.

9.5.  Cmocobsl obecnieueHus: kauecTBa oOciykuBaHus. IIpenoTBpamieHne MOTepU MaKETOB.
Nuctpymentsr QoS. Knaccudukanus 1 mapkupoBka. MapkupoBka Ha ypoBHE 2. MapkupoBka
Ha ypoBHe 3. [Tone «Tun obcnyxuBanus / Knacc tpadpukay. 3nauenuss DSCP. Cpenctso Bei6opa
kiacca (CS). I'panunsr noBepus. [Ipenorepamenue 3atopa. llleiinunr n orpanndenne Tpaduka.
PykoBonsiire npuHIuUnbl moauTuKu QoS.

10. Yopasienue ceTsiMu.

10.1. OOHapyxeHHe yCTpoHCTB ¢ momoIisio mpotokoia CDP. Hactpoiika u nposepka CDP.
[Touck ycrpoiicte ¢ mnomouipto CDP. MHCTpyMEHT NpoBEpKM CHUHTaKcuca: HAcTpoWKa U
npoBepka npotokosia CDP.

10.2. OOHapyxeHue ycTpoHCTB c momoulbio mnpoTtokosa LLDP. Hactpoiika u mposepka
npotokona LLDP. ITouck ycrporictB ¢ momombto LLDP. MHCTpyMEHT NpOBEpPKH CHHTAaKCHCA:
HAaCTpoOMKa U nposepka nporokosa LLDP.

10.3. IIpotoxosn NTP. Pa6ora mporokona NTP. Hactpoiika u mpoBepka NTP.

10.4. SNMP. Ilpunnun padotst SNMP. JloBymku arenra SNMP. Bepcun SNMP. Crpoku
coobmectBa. Mnentudukarop ob6wekra MIB. Cuenapuit ompoca SNMP. SNMP Object
Navigator.

10.5. Syslog. Ilpunamun pa6otrsl Syslog. ®opmar coobmenuit syslog. O0bexThl Syslog.
Hactpoiika BpeMEHHOI METKM CUCTEMHOT0 JKypHaJIa.

10.6. Tlognepka (haityioBO CHCTEMBI MapIIPyTH3aTOpa U KOMMyTaTopa. DaiioBbIe CHCTEMBI
KomMMmyTaropa. Mcnonp3oBaHue TeKCTOBOro (aiima s  CO3AaHUS  PE3EPBHOM  KOMHMHU
KoHpurypanuu. lcrnonb3oBaHue TekcToBOro Qaiina uisi BOCCTAHOBIEHHS KOH(UIypaluu.
Ucnons3oBanue TFTP myis pesepBHOro KONMMPOBaHUS U BOCCTaHOBIIEHUS KoHuUrypauu. USB-
noptel Ha MapmpyTtuzarope Cisco. McmonszoBanne USB mis pe3epBHOTO KOMHPOBAHHS W
BOCCTaHOBJeHUs  KoHpurypauumu. Ilpomenypa  BoccraHoBieHuss — mapois.  Ilpumep
BOCCTAHOBJICHHE MTAapOJIsl.

10.7. VYmnpasnenue obpazamu 10S. Hcnonb3oBanne TFTP-cepBepoB 11 XxpaHeHUs pe3epBHON
kormu. [Ipumep cosmanus pesepBHoi kommu oOpa3za [0S wa TFTP-cepepe. Ilpumep
konrposanus oopasa IOS Ha ycrpoiictBo. Komanna "boot system".

11. IIpoexTpoBaHue cereii.

11.1. Hepapxuueckue cetn. Heo6xoaqumocTs MacmrabupoBanus cetu. KommyTupyemsie cetu
6e3 rpanun. Mepapxust B KOMMyTHpyeMoil cetu 0Oe3 rpanul. DyHKIUH YpPOBHEH poctyna,
pactpenenieHust U sapa. TpexypoBHEBbIE U JBYXYPOBHEBbIE MpPUMEPHI. POk KOMMYTHPYEMBIX
ceren.

11.2. Macmrabupyembie cetu. [lmaHupoBaHue pe3epBUPOBAHHSA. YMEHBIICHHE pa3Mepa
noMeHa c0oeB. YBENWYEHHE TMPOIMYCKHON CIOCOOHOCTH. PacmmpeHune ypoBHS JOCTyHa.
[IpoTOKOIBI MApUIPYTH3ALUY.



11.3. KommyranmonHoe obopyaoBanue. @opM-hakTopbl KoMMyTaTopoB. [110THOCTE TTOPTOB.
Ckopoctps mepenaun tpaduka. [Iuranue mo ceru Ethernet. MHoroypoBHeBass KOMMYTaIlHS.
busnec noaxon /uis BBIOOpa KOMMYyTaTOpa.

11.4. Ob6opynoBanue i Mapuipytuzauuu. Mapmpyrtuzartopel  Cisco.  DopmbakTops
MapIIpyTH3aTOpAa.

12. Ilouck ¥ ycTpaHeHHe HEMOJIAI0K B CeTH; O0TJIAIKA CEeTH.

12.1. JloxymeHtauus mo cetu. JlparpaMMbl TONOJIOTMHM ceTU. JIOKyMEHTalusi IO CETEBBIM
ycTporictBam. @opmupoBanre 0a30BBIX TTOKa3aTeNel cetu. Mi3aMepenne TaHHbIX.

12.2. Ilponenypa moucka M ycTpaHeHUs Hemnojanok. CeMudITamHbI NpoOIEecC yCTpaHEHUS
HeucrpaBHocTel. Omnpoc KOHEUHBIX mojb3oBareneid. COop wuHpOpManmu. YcTpaHEHUE
HENOJIaJ0K C UCIO0JIb30BaHUEM Y POBHEBON Mojenu. CTpyKTypUpOBaHHbBIE METO/bl YCTPAHEHUS
HEMNoJaJ0K. YKa3aHus 10 BIOOPY METO/1a JJIs MOMCKA U YCTPaHEHUs HEMOIaI0K.

12.3. MHCTpyMeHTHI JUIsl NOMCKAa M YCTPaHEHHUs HeENodaloK. AHaIuW3aTopbl MPOTOKOJIOB.
CpencrTBa moucka W YCTpaHEHHs HEMOJIAJIOK armapaTHoro obecreueHus. Syslog Server kak
CPEJCTBO YCTPAaHEHUS HEMOJIAI0K.

12.4. CumnTomMbel U NPUYUHBI TIpoOieM c ceThlo. KaHanbHbI ypoBeHb. CETEBOM YpPOBEHD.
TpaHCIIOPTHBIN YPOBEHB. Y POBEHB IIPUIIOKCHUH.

12.5. Tlouck m ycrpaneHue Hemodanok ¢ IP-mogkmrouenusmu. [IpoGiiema co CBA3BIO MEXKIY
KOHEYHBIMHU YCTPONCTBAMU MPUBOAUT K MIOMCKY U YCTPAHEHUIO HEMOJIAI0K.

Monyau 13 - 14: HOBBIE ceTeBbI€ TEXHOJIOTHH

13. Bupryanau3anus ceTu.

13.1. OO6naunbie BbluMciaeHus. OOmnauynble cepBuchl. OOmauynbie Moaenu. OOnadHble
BBIYHCIICHHSI M IICHTP 00paOOTKH JaHHBIX.

13.2. OOnaunble BBHIUMCIECHUS W BUpTyalu3anus. BwiencHHble cepBepbl. Bupryanuszanms
cepBepoB. [IpenmytiecTBa BUpTyanu3anuu. Y poBHH abcTpakiuu. [ unepBu3opsl Tumna 2.

13.3. T'mnepBuszopsl Thna 1. YcraHoBka BUPTyaJlbHOM MalIMHBI Ha runepBu3ope. Cl10KHOCTh
BUPTYyaJIU3al1H CETH.

13.4. IlporpammHo-onpezenseMas CeTb. Y POBEHb YIPABIEHUS U YPOBEHb IE€pelauM JaHHBIX.
TexHonoruu BUPTyaNnn3aluu ceTu. TpaaullnOHHAs apXUTEKTypa U apxuTekTypa SDN.

13.5. Konrpomnep u oneparmu SDN. Cisco ACI. OcHoBHBIE KOMITOHEHTHI apXuTeKTypsl ACIL
Tononorust «ctBoA-mHCThs» (Spine-Leaf). Tunst SDN. @ynkuun APIC-EM. APIC-EM: Path
Trace.

14. ABTOMaTH3aHA CETH.

14.1. O630p aBToMatu3anuu. Poct aBTOMaTH3aMu. Y MHBIE YCTPOICTBA.

14.2. ®opmaThl TaHHBIX: KOHLIENIMUA, TTpaBuia, cpaBHeHne. JSON. YAML. XML.

14.3. APIl-untepoeiicel. OTKpbITHIE, BHYTpeHHUE W napTtHepckue APL. Tumsl BeG-cepBHCOB
APL.

14.4. Apxurekrypa REST. REST u RESTful API. Peammzauus RESTful. URI, URN u URL.
Amnaromus 3anpoca RESTful. ITpunoxenus RESTful API.

14.5. HWucTpyMeHTHl ympaBieHHs KoHurypamuei. TpaaunumoHHas KOH(Urypauus CeTH.
Atomarm3anus cetu. Compare Ansible, Chef, Puppet, u SaltStack.

14.6. Ceru Ha ocHoBe HamepeHuss u Cisco DNA Center. CereBas mH(]pacTpyKTypa Kak
®dab6puka. Cisco DNA Center.

5. O0pa3oBaTe/ibHbIe TE€XHOJOIMH, B TOM YHCJIE TEXHOJOIHHM IJIEKTPOHHOI0 OOyYeHUS H
AMCTAHIIMOHHBIE O00pa3oBaTeibHbIE TEXHOJOTHH, HCHOJb3yeMble MNPH OCYIIECTBICHUH
0o0pa3oBaTeIbHOIO MpoIecca Mo JMCHUIJIMHE



B nponecce 00yueHns CNONb3yOTCS CleAyIoINe 00pa3oBaTeIbHbIE TEXHOIOTUN:

BBoaHas JieKnusl — 1a€T NEpPBOE LEJIOCTHOE NPEJICTaBICHHE O JIUCLUUIUIMHE H
OPUEHTHUPYET CTYACHTA B CHCTEME W3YYCHHs NAaHHOW IUCUUIUIMHBL. CTyIEHTBI 3HAKOMATCA C
Ha3HAuYEHUEM U 33/]a4aMU Kypca, €ro poJjibl0 U MECTOM B CHUCTEME yUeOHBIX AMCUUIUIMH U B
cucTeMe MOJArOTOBKH B LesIoM. JlaeTcs kpaTkui 0030p Kypca, BBICKA3bIBAIOTCS METOJIMYECKHE U
OpraHu3allMOHHBIE OCOOCHHOCTH pabOTHl B paMKax JaHHOW IUCHMIUIMHBL, a TaKXKe HaeTcs
aHaJIN3 PEKOMEHTyeMOU y4eOHO-METOIMYECKOU JTUTEPaTyPHI.

AxageMuuecKas JeKIUs ¢ 3JIeMeHTAMH JIeKIMHU-0eceAbl — M0CIIEe10BaTEIbHOE
M3JI0’KEHUE MaTepHala, OCyIECTBIIEMOE IPEUMYIIIECTBEHHO B BUJC MOHOJIOTA IIPENOgaBaTels.
OneMeHTHl JIeKuMu-Oecenbl 00eCHeunBalOT KOHTAKT TpenojaBareis ¢ ayIuTopuei, 4To
NO3BOJISIET TNpUBJIEKaTh BHUMAHUE CTYJEHTOB K HauOosiee BaXKHBIM TeMaM JUCLUIUIMHBL,
aKTUBHO BOBJIEKaThb MX B Y4EOHBIH Mpolecc, KOHTPOJIUPOBATh TEMIT H3JIOKEHHUS Y4eOHOTrO
MaTepraia B 3aBUCUMOCTHU OT YPOBHS €r0 BOCIIPUATHS.

IIpakTHyeckoe 3aHATHE — 3aHATUE, IOCBSILEHHOE OCBOEGHUIO KOHKPETHBIX YMEHUH H
HaBBIKOB I10 3aKPEIICHUIO ITOTYYCHHBIX HA JCKIUU 3HAHUM.

KoHcyabTanum — BHUJ y4eOHBIX 3aHATHH, SBISIONIMNICA OAHOM M3 (OPM KOHTPOJIS
CaMOCTOSITENIbHOW ~ paboThl  CTyJAeHTOB. Ha KOHCydbTamusx MO MpochOe CTyIEHTOB
paccMaTtpuBaroTcsi HauOosiee CIIOKHBIE MOMEHTBHI IPH OCBOCHHM MaTepHaia JAUCHUILIUHBI,
IIPEnojaBaTeilb OTBEYAaeT Ha BOIPOCHI CTYACHTOB, KOTOpPBIE BO3HMKAIOT y HHMX B IIpoIEcce
CaMOCTOSITENIbHON PaOOTHI.

B npouiecce 00ydeHus: HCHOTB3YIOTCS CIEIYIOIME TEXHOJIOTHH 3JICKTPOHHOTO 00yUYEeHHUs
U IMCTaHIIMOHHBIE 00pa30BaTEIbHbIC TEXHOIOTHHU:

JIeKTPOHHBIN y4eOHbIl Kypc «KommnbrortepHbie cetm» B LMS JiieKTpoHHBII
yausepcuter Moodle ApI'Y, B koTopom:

- TpEeACTaBJICHBI 3aJaHUs ISl CAMOCTOSATEILHONW MPAKTHYECKON pabOThl 00YyJaromuXcs 110
TeMaM JUCUHUIIIIUHBL

- OCYHICCTBIIACTCA MMPpOBCACHUC OTACIBbHBIX MepOHpI/IHTI/Iﬁ TCKYIICTO KOHTPOJIA
yCIEeBaeMOCTH CTYACHTOB;

- mpexacraBieHa HHpopMmauus o (GopMe M BpEeMEHH IPOBEIACHHUS KOHCYJIbTALUH I10
JTUCIUIIMHE B peXUME OHJIAlH;

- MpCACTABJICHBI ITpaBUJIa MPOXOKIACHUA HpOMG)KyTO‘IHOfI aTTeCTalluu 110 AUCLHHUIIIINHCE,

- mocpeAcTBOM ¢opyMa  OCYIIECTBISETCS CHUHXPOHHO€ W (WJIM) aCHHXPOHHOE
BSaHMOI[eﬁCTBHG MCKOY O6yanOH_II/IMI/IC$I U TIpenoaaBaTcicM B paMKaxX H3YUYCHUA
JUCIUTUIAHBI.

DJIeKTpOHHbIN y4yeOHbIl Kypc «Komnbrorepusie cetm» B LMS Cisco NetAcad, B
KOTOPOM:

- TOPEACTAaBIEHbI TEKCTHI JICKIUI MO0 TEMaM JUCLHUILUIMHBI;

- OCYUIECTBIIIETCS NPOBEIEHUE OTHECNbHBIX MEPONPHUATHI  TEKYIIEro KOHTPOJIS
yCIEBAEMOCTH CTYAECHTOB;

- TIpelICTaBleH CIHCOK Y4eOHOHl JuTepaTtypbl, pPEeKOMEHIYeMOHl i  OCBOCHHUS
JUCHUIIIINHBI,

- mpexcraBieHa uH@opMmanus o (GopMe M BPEMEHHM MPOBENEHUS KOHCYJIbTallUi IO
AUCHUIIIIMHE B PCIKUMC OHHaﬁH;

- mocpeAcTBOM ¢opyMa  OCYIIECTBISETCS CHUHXPOHHOe W (WJIM) aCHHXPOHHOE
BSaHMOI[eﬁCTBHG MCKOY O6yanOH_II/IMI/IC$I U T1penoaaBaTrcicM B paMKaxX H3YUYCHUA
JUCIUTUIAHBI.

6. Ilepeyenb JMIEH3MOHHOT0 M (WJH) CBOOOAHO PACHPOCTPAHSIEMOr0 NPOrPAMMHOIO
o0ecrneyeHusi, HMCMOJb3yeMOro TMPH OCYIIECTBJICHUH 00pPa30BATEJbHOr0 Mpomlecca o
AUCHUTLIUHE



B mpomecce ocymiectBieHus —00pa30BaTENBHOTO — Tpolecca IO TUCIHILUIMHE
UCTIONB3YIOTCS:

st GOPMHUPOBAHUS MATEPHAJIOB Il TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH M MPOBEICHHUS
IPOMEXYTOUHOM aTTeCTallMH, 1151 OPMUPOBAHUS METOJUYECKUX MAaTEPUAIIOB 110 TUCIUILTHHE:

- Linux Ubuntu (GNU GPL v.3);

- OpenOffice (GNU LGPL);

- Cisco Packet Tracer 8.1.0 (moctynen 6ecruratio juist yuactHUkoB [Iporpammer CeteBoit

Axanemun Cisco);

- Cisco SDM (moctymen OecraTtHO Jyisi yaacTHUKOB [Iporpammer CeTeBoit AkaneMuun

Cisco);

- Cisco Network Assistant (octynen 6ecraTHo aJis ydacTHUKOB [Iporpammbr CeTeBoit

Axanemun Cisco);

- Cisco Configuration Professional (moctymen GecraTHO i y4acTHUKOB [IporpaMmbl

CereBoit Akagemuu Cisco);,

- Google Chrome (freeware).

7. IllepeyeHb COBpeMEHHBIX NPOPEeCcCHOHANBHBIX 0a3 JaHHBIX W HWHPOPMALMOHHBIX
CIIPABOYHBIX CHCTEM, HCI0JIb3YyeMbIX IPH OCYIECTBJICHHH 00pa30BaTeIbHOI0 Mpouecca 1o
JMCHUIIMHE (MPUA He0OXO0UMOCTH)

B mpomecce ocymiectBieHMs — 00pa3oBaTENBHOrO — Mpolecca IO JUCHMILUIMHE
HCIOJIB3YIOTCS:

ABToMarusupoBaHHas ~ OubianoreuHo-uHpopmaunonHas cucrema «BYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk cat find.php

8. IlepeyeHb OCHOBHOM M  JONOJHHMTEJILHOW Yy4eOHOW  JMTepaTypbl, pPecypcoB
HH(OPMAIMOHHO-TEJICKOMMYHMKAMOHHOI ceTn «HMHTepHeT» (IPpH HEO00XOAMMOCTH),
PEKOMEHAYEeMBIX JJIs1 OCBOCHHUS M CUHUIIIMHBI

a) OCHOBHAS JIUTEepaTypa

1) Onudep, Bukrop I'puropseBuy « KomMnbroTepHbIe CeTH: MPUHLIUIIBI, TEXHOJIOTHHU, TIPOTOKOJIBL:
yue0. mocodue st By30B / B. Onmudep, H. Onmudep;

M-Bo o6pazoBanus u Hayku PO. - 5-e uzn. - CII6.: ITurep, 2017 - 991 c. - (Y4ueOHUK A7 BY30B).
bubnuorp.: c. 955-956. - ISBN 978-5-496-01967-5
http://www.lib.uniyar.ac.ru/opac/bk_cat_card.php?rec_id=2069619&cat_cd=YARSU

2)Vuebno-meronuueckoe nocoore B LMS NetAcad. Pexxum nocrymna: cBOOOHBIHN 17151
yuacTHUKOB [Iporpammer CereBoit Akagemuu Cisco (https:// www.netacad.com/)
0) 1OMOJIHUTEIbHAS JIUTEepaTypa

1. KommbrorepHusbie cetu [ DnekTpoHHBIN pecypc] : yueonuk / B.I'. Kapramesckuii [u ap.].
— DJIeKTpOH. TeKCTOBBIE AaHHble. — Camapa: [1oBomKCKMil rocyJapCTBEHHBIN YHUBEPCUTET
TeJIeKOMMYHUKaIui 1 uadopmaruku, 2016. — 267 ¢. — 2227-8397. — Pexum gocryna:
http://www.iprbookshop.ru/71846.html
B) pecypchl cetu «HTEepHET»

1)http://netacad.com
2)http://cisco.com
3)http://learningnetwork.cisco.com/

9. MaTepuajibHO-TEXHUYeCKas 0a3a, He00X0AMMAas ISl OCYLEeCTBJIECHUS 00pa30BaTEeIbHOI0
npouecca no JMCUMIUInHE


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_card.php?rec_id=2069619&cat_cd=YARSU
https://www.netacad.com/
http://www.iprbookshop.ru/71846.html

MarepuanbHo-TeXHUYECKas 0a3za, HeoOXoauMas JJIsI OCYIIIECTBICHHUsI 00pa30BaTEIHLHOTO
mpoliecca 1o AUCIUTIINHE BKIIFOYAET B CBOM COCTAB CIIEIUATbHBIC TOMEIICHUS:

- yueOHbIe ayTMTOPHH ISl TIPOBEICHUS 3aHITUH JICKIIMOHHOTO TUTIA,

- yueOHBIC ayTUTOPUU JJIsI TPOBEICHUS MPAKTUUECKUX 3aHATHH (CEMUHAPOB);

- y4eOHbIC ay TUTOPHH ISl TIPOBEICHHSI TPYIIIOBBIX M WHAWBUYaTbHBIX KOHCYIIbTAIIHIA;

-KOMIIBIOTEPHBINA KJace, obopynoBanHbii [IDBM kmacca ne Hike Intel 15-7400 , 8gb
RAM, 1ITb HDD c ycranoBieHHbIM mporpaMMHbIM oOecnieuerrem: Windows 7/8/10, Linux,
Packet Tracer 8.0 (u HoBee), Cisco SDM, Cisco Network Assistant, Cisco Configuration
Professional. I3 pacuera ogna [I19BM Ha ogHOTO YenoBeKa.

- yueOHBIC ayAWTOPHH [UIS TIPOBEACHHSI TEKYIIETO KOHTPOJISI W TMPOMEKYTOUHOU
aTTeCTAIlHH;

- IOMEMICHUS JUISI CAMOCTOSITEIbHON PaOOTHI;

- MOMEUICHUST ISl XpaHEHWS W TPOPHUIAKTHYECKOTO OOCITY)KUBAHHUS TEXHUYCCKHX
CPEICTB O0yUYCHUSI.

[Tomemenust y1si cCaMOCTOATENLHON PabOThl O0YYaIOIIMXCS OCHAIEHBI KOMIBIOTEPHOM
TEXHUKOW C BO3MOXKHOCTHIO MOJAKIIOUEHUsI K ceTH «VHTepHeT» M oOecrneueHueM A0CTyma K
AJICKTPOHHOM MH(POPMAIIMOHHO-00pa3oBaTeabHOM cpene SApl'Y.

ABTOD:

Accucrtent C.B. IllyTos

Q0NIHCHOCTD, YUEeHAsl CInenetb noonuce U.0. Damunus



IMpuioxenne Ne 1 k padoyeil nporpamMMme M CHUATIIAHBI
«KomnbooTepHbIe ceTH

@DoH/1 OLIEHOYHBIX CPECTB
JJIS1 IPOBEJAeHNS TEKYILEero KOHTPOJISl YCIeBaeMOCTH
U MPOMEKYTOYHOM aTTEeCTAIIUM CTY/AE€HTOB
o JUCIHHUIIJINHE

1. TunoBbIe KOHTPOJILHBIE 3a]JaHUS M HHbIE MaTePHAJIbI,
HCHOJb3yeMble B Mpoliecce TEKYIero KOHTPOJIs YCIeBaeMOCTH

Ipumep 3axaHui 1JIA CAMOCTOATEIHLHON MPAKTHYECKOH PAadOTHI
(3adanus pasmewaromes ¢ IVK «Komnviomepnwvie cemuy» 6 LMS Moodle u evinonnsiomes 6
npoepamme smyaayuu cemu «Cisco Packet Tracer
(Oocmynen becniamuo 0ns yuacmuurxos [Ipoepammer Cemesou Axademuu Cisco)
Bo epems svinonnenus pabomvl cmyoenm modxcem 8udems c8oU NPocpecc 8 NPOYEHMHOM
coomuoweHnuu. bonvuwuncmeo pabom conpogoxcoaomes MemooudecKum Mamepuaiami.

Tema: Pa3padoTka u peanu3anusi cxeMbl a/ipecaliiu
(nposepka cpopmuposannocmu I1K-2, unouxamop NJ1-11K-2.2,
unouxamop U-11K-2.3 6 uacmu npakmuuecko2o npumeHerus ymeHus npoekmuposams u
YCMAaHABIUBAMb OOMAUIHION CEMb UU CeMb MAI020 NPEONPUIMUS, 81A0EHUsSI HABBIKAMU
co30aHus noocemeli U HACMPOUKY 0OMEHA OAHHLIMU)

Ilenu:

- Pazpabotka cxemsl [P-agpecanmun VLSM ¢ yueTtom TpeGoBaHUM.
- HacTpolika azpecanuy Ha CETEBbIX YCTPOUCTBAX U y3JIax.

- [IpoBepka [P-noakmroueHusI.

- [louck n ycrpaHeHue HENO0JIa0K MOAKIYEHHUS

19 Hosts
Tabnuua agpecauum 14 Hosts
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B 37oi naBopatopun Bkl pazpaboraete cxemy agpecauuu VLSM ¢ yuetom cetesoro agpeca v TpeBosanuil ¢
yany. Bul ByfieTe HacTpansaTe aApecauny Ha MaplupyTU3aTopax, KOMMYTaTopax W yanax ceTu.

« PazpaboTka cxemel IP-agpecauun VLSM ¢ yuetom Tpebosanni
« HacTpoiika agpecauiy Ha CETEBkIX YCTROACTRAX M yanax

+Mpoeepka IP-nogkniousHA

¢ TMowck u ycTpaHeHe HeMoNaoK NOAKNKYEHHA



IIpaBuiia MHTEpHIPeTAIUU PE3YJIbTATOB BbINOJHEHUSI CAMOCTOSITEIbHOM MPAKTHYECKOM
padoThI:

IIpakTnyeckasi padbora cYMTAETCHA BBHINOJHEHHON (3aCYMTHIBAETCH), €CJIU JOCTUTHYTHI BCE
IIOCTABJICHHBIC LICIIN.

IIpumep TecTa AJ1s1 CAMONIPOBEPKHU
(tect mpoBoauTtcs B YK «Komnbrorepusie cetu» B LMS NetAcad)
(nposepra cghopmuposannocmu I[1K-2, unouxamop UJI_TIK-2.1 B yacT IpoBepKH HATUIUS
TEOPETUYECKUX 3HAHUN IIpeIMeTa)

B Tecre mpencraBnensl 3a1aHus Ha MPOBEPKY 3HaHUM 1o Teme «ba3oBas kondurypamms
KOMMYTaToOpa U OKOHEYHOI'0 yCTpoicTBa». B Tecte no kaxxaoil TeMe B cpeHeM 15 BOIIpocoB.

KonnyecTBO NONBITOK BBINOJIHEHHS HE OTPAHUYEHO.

Bpems Ha npoxoskieHue TecTa HE OIPaHUYEHO.

Hroru npoxoxaeHus Tecta He OLIEHUBAIOTCA.

Bonpocs! Tecra:

Bompoc 1. Kakoe yTBepKaeHYE BEPHO Ul UCIIOJHIeMOro daityia KoHOUTypalluy Ha YCTPOICTBE
Cisco 10S?

1) Ero ciexyer ymanuTh ¢ TOMOIIBbIO KOMaH/IbI erase running-config,

2) OH aBTOMaTUYECKU COXPAHAETCS IIPU Ilepe3arpy3ke MaplpyTus3aropa.;
3) Orto BauseT Ha paboOTy yCTPOMCTBA Cpasy MOCie H3MECHCHHS;

4) On xpanutcs B NVRAM.

Bompoc 2. Kakue nBa yTBep:KAeHH 0 moab30BaTenbckoM pexkuMe EXEC Bepunl? (Buibepure
JIBa BapUaHTA.)

1) HocTym Kk pexxumy Tio0anbHONH KOHPUTYPAIIMA MOKHO TIOJTYYUTh C TOMOIIBI0 KOMaHIbI
enable;

2) B 9TOM pEKMME MOKHO HACTpamBaTh HHTEPEHCH U POTOKOJIBI MAPIIPYTU3ATOPA;

3) TOTBKO HEKOTOPBIE ACMEKThl KOH(PHUTYpaIMy MapHipyTU3aTopa JOCTYIHBI IJIs MPOCMOTpa B
TOM PEXKUME;

4) MOCTYMHBI BCE KOMaH 1Bl MapIIPyTH3aTOPA;

5) KOMaHJIHas CTPOKa YCTPONCTBA B 3TOM PEKUME 3aKaHUMUBACTCSI CHUMBOJIOM <.

Bonpoc 3 Kako¥i Tvn 10ocTyIa 3aliiIileH Ha MaplIpyTuzaTope mim kommyrarope Cisco ¢
MoMOIIbI0 enable secret KoMaHIBI?

1) BuptyanbHble TEpMUHAIIBL

2) I[Mopt AUX;

3) IlpuBuneruposBanuslii pexxuM EXEC;

4) KoHcosbHast TUHUSA.




Bompoc 4 Kaxkoii unrepdeiic spusercs nuarepdeiricom SVI mo yMoI4aHuo Ha KOMMYTATOPE
Cisco?

1) VLANI;

2) VLAN99;

3) VLAN100;

4) VLAN999;

Bompoc 5 Kakux Tpex npaBuii caeAyeT NpUAep>KUBAThCS IPU HACTPONUKE UMEHH y3Jia Yepe3
KOMaHJHYIO CTPOKY Ha ycTpoiicTBax Cisco? (Beibepute Tpu BapUaHTa.)

1) uMst y371a JOJIKHO COCTOSITh TOJIBKO M3 CTPOYHBIX CHMBOJIOB;

2) uMms y311a JOJHKHO 3aBEPIAThCs CHEUATbHBIM CUMBOJIOM;

3) UM y311a He JOJDKHO COZIepKaTh MPOOeoB;

4) UM y371a T0JDKHO HAYMHATHCS ¢ OYKBHI;

5) uM4 y371a JOJIKHO COCTOSITh MEHbIIIE, YeM U3 64 CUMBOJIOB.

Bormpoc 6 B yem Ha3zHaueHHe 000JI0YKH ONIEPAIMOHHON CUCTEMBI?

1) obecnieunBaeT paboTy ClIEUATM3UPOBAHHBIX CEPBUCOB MEKCETEBOTO dKpaHa;
2) B3aMMOJEHMCTBYET C annapaTHbIMU CPEICTBAMH YCTPOMCTBA;

3) o0GecrnieunBaeT B3aMMOECHCTBHE MEX Y TOJIB30BATENISIMU U SIPOM;

4) obecnieunBaeT pabOTy CEPBUCOB 3AIIUTHI OT BTOPKEHHS.

Bompoc 7 Ha mapuipytusatope ¢ paboueil onepalioHHON CHCTEMON nMeeTcst (paii
KoH@urypanuu, coxpaneHasiii B NVRAM. B ¢aiine koHQUIypalluy ecTh CEKPETHEIN MapoJib
IPUBUJICTHPOBAHHOIO PEXKMMA, HO HET mapoJjis KoHcoyH. Korma MapiipyTu3aTop 3arpy3urcs,
KaKoi Ha HeM OyJIeT peskuM?

1) pexxum rnobaibHOM KOH(PUTYpaLHH;

2) npuBmiierupoBanabiii pexxum EXEC;

3) nonw3oBarensckuil pexum EXEC;

4) pexxuM HaCTPOMKH.

Bomopoc 8 AaxMmuHMCTpaTOp TOABKO yTOo M3MeHu1 [P-aapec naTepdeiica Ha yerporictee 10S. Uto
CIIC HY>KHO CACJIATh, ‘ITOGBI IIPUMCHHUTH 3TH UIBMCHCHUS K VCTDOP'ICTBV?

1) Cxonupyiite naopmaruio B (paiiiae KOHPUTypaIiu 3armycka B pabouyro KOH(PUTYpaIHIo;

2) [lepesarpy3uTe yCTpONCTBO M BBEIUTE yes TIPH MOSIBICHUH 3alIpoca Ha COXpPaHCHHE
KOH(UTypanuu;

3) Huuero He Hamo nenath. MismeneHus B koHurypamuu Ha ycrpoiictee [OS BcTynaror B cuiny,
KaK TOJIbKO KOMaH/a HaOpaHa MpaBWJIbLHO U HaXKaTa Kiapuiia Enter;

4) CkonupyiTe TeKyIIyto KOHPUTYpaInio B Gaii 3arpy304Hoi KOHPUTYpaIuu.

IIpaBujibHbBIE OTBETHI

Bonpoc Ne | Bapuant Bonpoc Ne | Bapuant
OTBETa OTBETa
1 3 5 3.4,5
2 3,5 6 3
3 3 7 3
4 1 8 3




CamocTosiTesibHBIE PA00ThI B BU/I€ TECTOBBIX 3aJaHUI.
Tectol npoBoasitest B YK «Komnbrorepusie cetm» B LMS NetAcad
B kaxaom Tecre B cpeanemM 60 BOnpocoB 1o npoiieHHbIM TemaM (2-4).
Kosnn4yecTBo nMoneITOK BBINOJHEHH - S. Bpemsi Ha npoxoxkaenue tecra - 1,5 yaca.
IIpu 3aBepIeHNM TeCTAa MOKA3HIBAIOTCS OIIMOKHU (€C/IM €CTh) U KAKYI0 TeMy M pa3eli
CMOTpeThb, YTOObI Pa300paThcsi U HCIPABUTH OIHOKY. UTOrM mpoxoxkaeHust Tecta
OLICHUBAKOTCH.

IIpumepbI BONIPOCOB:

1. Bo Bpemsi IJIaHOBOI NPOBEPKH TEXHUK 00HAPYIKHUJI, YTO IPOrpaMMHOe odecrnedyeHue,
YCTAHOBJIEHHOE HA KOMIIbIOTEpe, TalilHO cCOOMPAJIO JaHHbIE 0 BeD-cailiTax, KOTOpbIe
Nocenaau MoJb30BaTe/ M KoMnbTepa. KakoMy Ty yrpossl noaseprest 310t
KoMInbroTEp?

- DoS-araka

- Kpama JIMYHBIX JAHHBIX
- mmuoHckoe 10

- aTakKa Hy.HeBOFO JAHSA

2. Kakoii TepMHH OTHOCHTCS K CeTH, KOTOpasi odecrieunBaeT 0e30NMacHbIH J0CTYN K
KOPNOPAaTHUBHBIM O(pyricaM 11 NOCTABIIUKOB, KJIUEHTOB H COTPY/IHUKOB?

- Uutepuer
- HHTPaHET
- OKCTpaHET
- pacuupeHHas CeTh

3. Kpynnasi kopnopauus MoAu(pMINPOBAIa CBOIO C€Th, YTOOBI NM0JIb30BATEIH MOTJIN
MOJIy4aTh JOCTYH K CeTeBbIM pecypcaM €O CBOMX JIMYHBIX HOYTOYKOB 1 cMapT¢OHOB.
Kakasi ceTeBasi TeHAeHIMS ONMUCHIBAET 3TO?

- 00J1auHbIe BBIYUCICHHS

- OHJIAH-COTPYIHUYECTBO

- mpuHecH cBoe ycrpoiictso (BYOD)
- BUJCOKOH(DEPEHITUN

4. Yto Takoe MHTEpHET-NPoOBaiiaep?

- OTO OpraH Mo CTaHJAapTU3aIlM1, KOTOPHIN pa3pabaThiBaeT CTaHAAPTHI KaOeael U IPOBOIKH
I CeTEH.

- OTO MPOTOKOJ, KOTOPHIA YCTAHABIMBAET, KAK B3aUMOJEHCTBYIOT KOMITBIOTEPHI B JIOKAJTbHOU
CETH.

- OTO OpraHu3anys, KoTopas HO3BOJISIET OTAEIbHBIM JIMLAM U NPEANPUITHAM NOAKII0YAThC K
HurepHery.

- DTO ceTeBoe yCTPOMCTBO, KOTOPOE COUYETAET B ce0e PYHKIIMOHATBHOCTh HECKOIBKHUX
Pa3JIMYHBIX CETEBBIX YCTPOMUCTB B OJHOM.

5. Kakue a1Ba KpuTepusi MOMOralT BbIOPATh CeTeBO HOCUTEb U3 PA3JIMYHBIX CeTeBbIX
cpen? (BoiOoepure aBa.)



- TUTIBI JAHHBIX, KOTOPBIE TOJHKHBI OBITH TIPUOPUTETHBIMHU

- CTOUMOCTHb KOHECYHBIX yCTpOfICTB, HCIIOJIb3YCMBIX B CCTH

- paccTosiHUE, Ha KOTOpOE BEIOpaHHAs Cpeia MOYKET YCIICITHO Tiepe/iaBaTh CUTHAI
- KOJINYECTBO IIPOMEKYTOUHBIX YCTPOUCTB, YCTAHOBIIEHHBIX B CETH

- cpena, B KOTOpoi OyJieT yCTaHOBJICH BHIOPaHHBIM HOCUTEITH

6. ConocraBbTe KaXK1YI0 XapaKTEPUCTHKY € COOTBETCTBYIOIIUM THIIOM NMOAK/IIOYCHHS K
HNuTtepHnery. (He Bce BApHAHTHI HCNIOJIB3YIOTCH.)

HE NIOAXOAHT ANA NECHCTEIX 30H DSL

/NA NEPefa4 AaHHbIX MCTIONb3YET KoakcanbHbIi Kabenb

KaK NpaBune, UMEET HU3RYH) NPONYCKHYID COCOGHOCTL

noakNio4eHne no TenetOoHHON NMHKK
BLICOKOCKOPOCTHOE COEAMHEHNE NO TENEMOHHON NMHUKM

00bI4HO HCMOMb3YeT cxemy T1/E1 unu T3/E3

CNyTHWUKOBasd nepegava

KabensHoe NoaKknioYeHe

IIpaBuia BEICTABJIICHHUS OLICHKH IO PE3YJILTaTaM CaMOCTOSTEIILHOM DaGOTbIZ

OreHka 1o pe3yJbTaTaM caMOCTOATENbHOM paboThl cCUMTAeTCs B Oajliax 1o CIeayIoIeMy
MPUHLINITY: TPABUIILHO BBIIOJHEHHOE
- 3amanue ¢ 1 BapuanToM oTBeTa — 1 Oam;
- 3aJJaHUEe C MHOYKECTBEHHBIM BBIOOpOM — 2 Oayia, 1 6asr - eciii TOJIBKO OJIMH OTBET BEpHBIH,
0aJuI0B — €M HET MPaBMIIbHBIX OTBETOB MJIM BBIOPAHO OOJIbIIE BAPHAHTOB, YeM HEOOXOIUMO;
- 33/IaHHE C COIMOCTaBJIeHnEM — 2 Oaa.
[ToHOCTBIO HETIPaBUIILHO BBIMOJIHEHHOE 33/1aHue — () 6asioB.
B cpeanem, MakcuMalbHOE KOJTUYECTBO 0AUIOB [0 UTOTAM CaMOCTOSITEIbHOM padoThl — 100
HaGpanHoe KoauM4ecTBO OayuIOB MHTEPHPETHPYETCS B MPOIEHTHOE COOTHOIICHUE H
ouenuBaerca. Ot 70-100% - pabora 3acuntana, meHee 70% — paGoTa He 3acuuTaHa (3HAHUS U
YMEHHS Ha JAaHHOM JTarie OCBOCHUS TUCITUTUIMHEI He C(HOPMUPOBAHBI).

2. Cniicok BONPOCOB M (MJIH) 3a1aHUi /151 IPOBeIeHUsI IPOMEKYTOUYHOM aTTecTAlNU

Ha MoMeHT mpoBefeHHs NMPOMEXKYTOYHOW aTTECTAllMH JOJDKHO OBbITh BBIIOJHEHO WU
3acuntano He MeHee 70% JoMarnTHuX padoT.

IIpyMepHbIe BONPOCHI HTOTOBOI'0 TeCTAa JJIsl HOJYYeHHs 3a9€Ta:

1) Kakoii Tl cepBepa MCNOJIb3yeT TaKHe THIIBI 3anuceil, kak A, NS, AAAA u MX, s
Npea0CTABICHUSA YCIyr?

CepBep JOMEHHBIX UMEH
[TouToBBIl cepBep
DaiIoBbIN CepBEP
Beb-ceprep



2) Yo Takoe nponpueTapHbie NPOTOKOJIbI?

[IpoTokoibl, pa3paboTaHHbIE YACTHBIMU OpPTraHU3ALMAMHU I pabOTHI Ha 000pyIOBaHUN
JIFOOOT0 IOCTABIIUKA.

[TpoToK0IIBI, KOTOPBIE MOTYT CBOOOIHO HCIIOIB30BATHCS TI000M OpraHu3aIuei min
MOCTaBIIUKOM.

[IpoTokobl, pa3paboTaHHbIE OPTaHU3ALUSIMEI, KOTOPBIE KOHTPOJIIMPYIOT UX ONpEIeTICHHE U
pabory.

Habop npoTokos0B, U3BECTHHIN Kak cTek mpoTokonaoB TCP/IP.

3) Kakyio komanay Mo:kHO ucnoab30BaTh Ha IIK ¢ Windows, uTo0s1 yBuaers I1P-
KOH(QUTrypauuio 3Toro Kommnsrorepa?

show ip interface brief
ping

show interfaces
ipconfig

4) ITocMoTpuTe Ha KapTHHKY. [P-agpec unaTepdeiica Kakoro ycrpoiicrea ciaenyer
HCI0JIb30BATHh B Ka4eCTBe HACTPONKH 1LJII03a M0 YMOJIYAHUIO JJ1s1 xocta H1?

>

s0/0M1

$0/0/0
S0/0/0

R1: S0/0/0
R2: S0/0/1
R1: GO/O

R2: S0/0/0

5) CereBoii agMUHHCTPATOP A00aBJIsAeT HOBYIO JIOKAJBHYIO ceTh B ¢puanan. HoBas
JIOKAJIbHASL CeTh JI0JI’KHA MOJAEPKUBATh 25 MOAKIIOYEeHHBIX yeTpoiicTB. KakoBa
HAaMMEHbIIAs ceTeBasi MACKa, KOTOPYIO CeTeBOH aIMUHUCTPATOP MOKET UCNO0JIb30BATH
IIJIS1 HOBOW ceTH?

255.255.255.128
255.255.255.192
255.255.255.224
255.255.255.240



6) AIMMHUCTPATOP NbITAETCS HACTPOUTH KOMMYTATOP, HO MOJIy4aeT coolueHue 00

omudke, NOKa3aHHOE HA KapTHHKe. B ueMm npo0Jema?
Switchl> config t

% Invalid input detected at '""' marker.

Heo6xoanMo ncnonbp30Bath BCIO KOMaHAy configure terminal.

AJMUHUCTPATOP YK€ HAXOAUTCA B PeKHUMeE TT100aIbHOM KOH(pUTYpaIiH.

[Ipexne ueM BBOAUTH KOMaHAY, aAMUHUCTPATOP AOJKEH BOMTH B IPUBUIIETUPOBAHHBII
pexum EXEC.

AJMHMHHCTPATOP TOJKEH MOAKITIOUUTHCS Yepe3 OPT KOHCOIH, YTOOBI MOTYYHUTh JOCTYII K
pexumMy ria00ambpHON KOH(DUTYPAITHH.

7) Kakue 1Ba yrBepKaeHHs ONMUCHIBAIOT, KAK OIEHMBATH CXeMbI MOTOKOB Tpaguka u
THIIBI CeTEBOro TpadguKa ¢ NOMOIIbLI0 AHAJIU3ATOPA NPOTOK010B? (Bpi0epuTe aBa.)

BrimonHuTe 3axBat Tpaduka B BEIXOAHBIE THU, KOTJa OOJBIINHCTBO COTPYAHUKOB HE
paboTaror.

BrimonHuTe 3axBat Tpaduka B 4achl MMKOBOW 3arpy3KH, YTOOBI MOJIYIUTh XOPOIIIee
MPEJICTaBICHNUE O PAa3IMYHbBIX TUIIAX TpaduKa.

BrimonHuTe 3aXxBat Tpaduka TOIBKO B TEX 001aCTAX CETH, KOTOPBIC MOTYyYatoT OOJBIIYIO YacTh
TpaduKa, TAKUX KaK [EHTP 00pabOTKH JaHHBIX.

BrImonHuTE 3aXBaT B pa3HbIX CETMEHTAaX CETH.

BrimoauTe 3axBat Tosbko Tpadhuka WAN, moromy uto Tpaduk B IHTepHETE OTBEUaeT 3a
HanOoNbIINK 00beM TpaduKa B CETH.

8) Kakoii T yrpo3nl 0€30nacHOCTH BO3HHKAET, €CJIM HAJACTPOIiKa 1 padoThI C
3JIEKTPOHHBIMH TA0JUIIAMH OTKJIYAET JOKAJbHBIN MPOrpaMMHbINA Opanamaysp?

OopyTdopc
TPOSIHCKUI KOHb
DoS

nepenojHeHue oydepa

3ayer Mo UTOraM N3YUYCHUA JUCHUIIIMHBI BBICTABJISICTCS MPH BBIINOJHCHHUU CJICAYIOIIUX
YCJIOBUIA:
1. JlomkHEI OBITH CAAHBI BCE JOMAIITHUE 3aJaHHUs.
2. IlpoiineH UTOTOBBIH TeCT — ¢ pe3yiabTaToM He MeHee 70% HaOpaHHBIX OAIII0B OT
MaKCUMaJIbHO BO3MOXXHBIX IO TECTY.

B Tecrte B cpennem 60 BOmpocoB 1o Kypcy (HECKOIbKO BApHAHTOB (DUHAIBHOTO TECTA).
KonnuecTBo monbITOK BhITIOTHEHHUS - 1. Bpemst Ha npoxosxkaenue tecta - 1,5 yaca.

OrneHka o pesyibTaTaM (UHATBHOTO TECTa CYMTACTCS B Oalljiax Mo CIeyomeMy TPUHITUITY:
MPABUJILHO BBITOJIHEHHOE

- 3a7aHue ¢ 1 BapuanToM oTBeTa — 1 6as;

- 33/IaHH€ C MHOXXECTBEHHBIM BbIOOpOM — 2 Gana, 1 6ami - eclii TOJIbKO OJJUH OTBET BEpHBIH, 0
0aJTOB — €CTM HET MPABUIILHBIX OTBETOB WJIM BBIOPAHO OOJIbIIIE BAPUAHTOB, YeM HEOOXOIUMO;
- 33JTaHUE C COMOCTaBICHHEM — 2 OaJjuia.

[TomHOCTBIO HEMPABUIIHHO BBITTOTHEHHOE 3aaHue — () 6asios.

B cpennemM, MakcuManbHOE KOJIMYECTBO OAJIOB IO UTOTaM CaMOCTOSATENbHOU paboTsl — 100



HaGpanHoe Koim4ecTBO 0aJIIOB MHTEPIPETUPYETCS B IMIPOILICHTHOE COOTHOLICHUE U
ounenuBaerca. Ot 70-100% - onenka 3auteHo, meHee 70% — OlLleHKa «HEYJOBJIETBOPUTEIBHO
(3HaHUS ¥ YMEHHS Ha JAHHOM 3Tare OCBOSHHS AMCIUIIMHBI He C(OPMUPOBAHEI).

HpaBn.ﬂa BBICTABJICHHUS OIICHKH Ha IK3aMCEHC.

DK3aMEH COCTOUT M3 ABYX YaCTEM.
1 gacTh:

BbinosiHeHHe NpakTHYECKO# padoThl HA ceTeBOM o0opyaoBanuu Cisco.

Bce cereBble ycTpoiicTBa OBUIM  NPEABAPUTEIBHO HACTPOEHBI C  BKIIOYCHHEM
peHaMEPEHHBIX OIIMOOK, MPENSATCTBYIOMIMX MapUIPyTH3alMd B CETH W HE OTBEYAIOIIMX
TpeOoOBaHUSIM O€30MACHOCTH. 3ajada CTYIEHTa COCTOUT B TOM, YTOOBI OIIEHUTH CETh,
OTIpeeNIUTh U UCTIPABUTH OLIUOKU KOH(PUTYPALIUU AJI1 BOCCTAHOBJICHHS MIOJTHON CBSI3H.

CryneHTy npeaocTaBsieTcs:

1) IlpenBapuTenbHO HACTPOCHHOE CETEBOE OOOPYIOBAHUE CIICAYIOMICH TOMOJIOTHH -

,rie R1 u R2 — mapmpyTtuzaropsl, S1 u S2 — KOMMyTaTopsl.
2) HomomuutensHbie ceTeBbie kabenu (UTP) u koHCONBbHBIN KaOemb.
3) Tabnuua aapecanuu.
4) Onucanue TpeOOBaHUH I OIEHKH.
HcnpaBuTh Bce mpeHaMEpPEHHBIE OITUOKH U B TOM YHCIIE:
a) ObecreunTh TOCTYIMHOCTh YCTPONUCTB COTJIACHO TabJIUIIE aapecani
0) Hactpouts Ge3omacHoe ymaneHHOE MOJKIIOYCHHE K CETeBBIM ycTpoicTBam (K 1
KOMMyTatopy u | MapmipyTusaTopy Ha BBIOOp CTYAEHTa) C HCHOJIb30BAaHUEM
aCUMETPUYHBIX Kitoued mudppoBanus ymHHONW 1024 Gut. JlocTyn 10KeH OBITh €O
Beex [1K.
B) OGecnieunts 6e30macHOCTh 2-10 ypoBHs Mojaenu OSI
r) Co3naTh pe3epBHbBIE MAPIIPYTHI AJIS1 OBBIIICHUS HAJIE)KHOCTH CETH.

Pa60Ta CYUTAETCS BHIIOJHEHHOUN eCiIn CTYACHT BBIIIOJIHUJI BCC Tp€6OBaHI/I}I.

BpemenHnoe orpannueHre Ha BBITIOJHEHHUE MPAKTHYECKOW padoThl — 60 MUHYT.

Bo Bpems BBINONHEHUS pa3pemiaeTcsl MCMOIb30BaTh YU4EOHO-METOINYECKOe MocoOue B
LMS NetAcad, a Tak)ke cOOCTBEHHBIE KOHCIICKTEI.

[Ipu yciaoBUM YCHEIIHOTO BBIMOJHEHUS pabOTHI CTYIEHT MEPEXOJUT KO BTOPOH yacTu
JK3aMeHa.

2 4acTh:

Hrorosbiii TeCT
B Tecte npeacrasiensl 3aaHusl Ha TPOBEPKY 3HAHUM 1O Kypcy «KOMIBIOTEpHBIE CETH».
B Tecte B cpennem 60 BOmpocos.
KonndecTBO MONBITOK BBHITTOJHEHHUS - 1.
Bpewms Ha npoxoxxaeHue tecta — 90 MUHYT.



IIpumepsl BONPOCOB:

1) YUro caenaer mapmpytusarop R1 ¢ nakerom, nmeromum IPvé-anpec Ha3HaYeHHs
2001:db8:cafe:5::1?

R1% show ipv6 route
<output omitted>

s ::/0 [1/0]

via Serial0/0/0, directly connected

C 2001:DBB:CAFE:1::/64 [0/0]

via GigabitEthernet0/1, directly connected
L 2001:DB8:CAFE:1::1/128 [0/0]

via GigabitEthernet0/1, receive

C 2001:DB8:CAFE:2::/64 [0/0]

via GigabitEthernet0/0, directly connected
L 2001:DB8:CAFE:2::1/128 [0/0]

via GigabitEthernet0/0, receive

C 2001:DB8:CAFE:3::/64 [0/0]

via Serial0/0/0, directly connected

L 2001:DB8:CAFE:3::1/128 [0/0]

via Serial0/0/0, receive

S 2001:DB8:CAFE:4::1/128 [1/0]

via Serial0/0/0, directly connected

L FF00::/8 [0/0]

via Null0Q, receive

nepecnarh makeT u3 GigabitEthernet0/0
OTOPOCHUTH TTAKET

nepecnarh makeT u3 GigabitEthernet0/1
nepecnarh maket u3 Serial0/0/0

2) B nacrosimiee Bpemsi mapupytuzatop R1 ucnoan3yer mapmpyt EIGRP, nonydyennbii
ot Branch2, nna nocryna k cern 10.10.0.0/16. Kaxoii niiapaommii cTaTH4eCKHuil MapmpyT
cozaact pesepBHblii MapupyT Kk cetu 10.10.0.0/16 na cayuai, ecau cBsi3b Me:xkay R1 u

Branch?2 Boliiner u3 crposi?
209.165.200.224/29

S0/0M
226

S0/0/0

10.11.0.0/16

209.165.201.0/29

10.10.0.0/16

IP-mapuipyT 10.10.0.0 255.255.0.0 Serial 0/0/0 100
IP-mapupyT 10.10.0.0 255.255.0.0 209.165.200.226 100
IP-mapuipyT 10.10.0.0 255.255.0.0 209.165.200.225 100
IP-mapupyT 10.10.0.0 255.255.0.0 209.165.200.225 50

3) Yro HeoOX0AMMO HACTPOUTH /I 0€30MACHOr0 YJAJEHHOr0 J0CTYNa K CeTeBOMY
ycrporicTBy?

Hactpoutes ACL u npumenuTs ero k tunHusM VTY.
Hactpouts 802.1x.
Hactpouts SSH.



Hactpouts Telnet.

4) Kakoii MmeToa 6ecipoBOIHOT0 IIM(POBAHUSA caMblii Oe30nacHbI?
WPA2 with AES

WPA2 with TKIP

WEP

WPA

5) Kakoii mpoToKoJ WM TEXHOJOTHSl OTKJKYAeT M30bITOYHbIC NMYTH AJSl YCTPAHEHUS
nerejb ypoBHs 2?

VTP
STP
EtherChannel
DTP

6) Kakue ceTeBble aTaKi MOKHO NIPeI0OTBPATHTDb, BKJIIOYUB 3amuty BPDU?
MomeHHn4YecKre KOMMYTAaTOPBI B CETH

Ataxu nepenonenus Tadbmuis CAM

ITonmena MAC-anpeca

Momuennnyeckue DHCP-cepBepsl B ceTn

7) Uto MoxkeT OBITH OCHOBHOI NPUYMHOM, O KOTOPOH 3JIOYyMBINIJICHHUK MOKeT Ha4aTh
araky ¢ nepenojiHenueMm MAC-aapeca?

9TOOBI KOMMYTATOpP TIEpeCTall epechliaTh Tpahuk

YTOOBI 3aKOHHBIE XOCTHI He MOTJIK noy4uts MAC-aapec

YTOOBI 3JI0YMBILIUIEHHUK MOT BUJETh KaJpbl, IPEAHAa3HAYEHHBIE U1 APYTUX XOCTOB
YTOOBI 3JI0YMBIIIUIEHHUK MOT BBIMIOJIHUTE MIPOU3BOJIBHBIN KO Ha KOMMYTAaTOpe

8) Kakoii MmeToa cMsIr4eHusI MOCJIEACTBHII He MO3BOJIUT MOLICHHUYECKHUM CepBepaM
NMPeAO0CTABJIATH KJIMEHTAM JIOKHbIe apaMeTpbl KoHpurypauuu [P?

obecrieueHne 6€30MacHOCTH TTOPTOB

BKitoYeHue orcnexuBanus DHCP

oTkiiroueHrne CDP Ha rpaHMYHBIX TOpTax

peanu3arys 3alUThI TOPTOB HA MOTPAHUYIHBIX TOPTAX

JK3aMeHANIMOHHAS OLIEeHKA BHICTABJISIETCH MO UTOraM TeCcTa M0 MPaBUJIAM:
B ciydae HeBbIMOMHEHHMsS] TPAKTUYECKONM pPabOThl (yacTh | »dK3aMeHa) CTYIEHTY
BBICTABJISICTCA OLICHKA «HCYIOBJIICTBOPUTCIILHOY.

HToru mpoxoxaeHUs TECTa OIEHUBAIOTCS CICTYIOIUM 00pa3oMm:

- 3amanue ¢ 1 BapuanTom otBeTa — 1 Ga;

- 3aJIaHWE€ C MHOXKECTBEHHBIM BBIOOpOM — 2 Oaya, 1 Oamr - eciau TOJBKO OJIMH OTBET
BepHbIH, 0 OamIoOB — eciaM HEeT MPaBWUIBHBIX OTBETOB HIIM BBHIOpAHO OOIbIIE BapUAHTOB, YeM
HEOOXOINMO;

- 33JJaHKE C COMOCTaBJICHHEM — 2 Oajuia.

[TomHOCTBIO HEMPaBUIILHO BBIMOJIHEHHOE 3aaHue — 0 6aoB.

B cpennem, MakcuManabHOE KOJIHMUYECTBO OaIoB 1o uroram (punansHoro tecra — 100



Habpannoe konmyecTBO 0OajyioB HMHTEPHPETUPYETCS B MPOLEHTHOE COOTHOILIEHHE H
oneHuBaerca. Ot 90-100% cooTBeTCTBYET OLIEHKE «OTAUYHOY», 80-90% — omieHKe «xopoiio», 70-
80% — OlLlIeHKe «yJOBIIETBOPUTEIHHO», MeHee 70% — OlleHKa «HEYJOBJIETBOPUTEIHHOY» (3HAHMS
1 YMCHUA Ha JaHHOM 3TaIll€ OCBOCHUA JUCIUIIIIMHBI HC C(bOpMHpOBaHBI).

IMpuiaoxenne Ne 2 k padoyeid nporpaMme I CHUATIIAHbBI
«OcHoBblI ceTeBbIX TexHoJ0rHil (CCNA-1)»

MeToandyecKue YKazaHusd 1J1dd CTYACHTOB 10 OCBOCHHIO TUCHUIIJIMHBI

OcHoBHOU (hOpMOIT M3IOKEHHST YIeOHOTO MaTepuana no auciumuinHe «KoMmeiorepHbie
CeTH» SIBIISIIOTCS JICKIIUU U TPAKTUIECKHE PAOOTHI, IPUYEM B IOCTATOYHO OOIBIIOM 00beMe. ITO
CBSI3aHO C TeM, YTO B OCHOBE KOMITBIOTEPHBIX CETEH JiexaT caMble COBPEMEHHBIE TEOPETHUSCKUE
¥ TIPaKTUYECKHE 3HAHUS M HaBBIKU. [10 BceM TeMaM MpeayCMOTPEHBI IPAKTUIECKHAE 3aHSATHS, Ha
KOTOPBIX MPOUCXOAWT 3aKpeIUIeHUE JIEKIIMOHHOTO MaTepualia IMyTeM MPUMEHEHHS ero K
KOHKPETHBIM 3aJ1adyaM ¥ OTpabOTKa HABBIKOB PA0OTHI C CETEBBIM 000Dy I0BAHUEM.

JlJis yCHenHoro OCBOSHUS AUCIUILTUHBI OY€Hb BaXXHO PEIICHUE JOCTATOYHO OOJBIIOTO
KOJINYECTBA TEOPETUYECKUX M MPAKTUYECKUX PadOT, KaK B ayTUTOPHHU, TaK U CAMOCTOSATEIBHO B
KauecTBe JOMalTHUX 3afanuii. [lpumepsl pemieHuss paboT pa3OuparoTcs Ha JEKIUIX U
NPaKTUYCCKUX 3aHATUSAX, TPU HEOOXOIMMOCTH TIO0 HauOoJjee TPYIHBIM TeMaM IIPOBOISTCS
JOTIOTHUTEIbHBIE KOHCYNbTaud. OCHOBHAS II€b PEIICHUS TEOPETUYECKUX U MPAKTUIECKUX
paboT — MoMoYb YCBOUTH (PyHAAMEHTAIBHBIC TIOHATHS U OCHOBBI KOMITBIOTEPHBIX CETEH.

3ananus Ui CaMOCTOSTEIHHOTO PelieHus: (POPMYIHUPYIOTCS Ha JEKIUAX U MPAKTUIECKUX
3aHATHSAX. B KauecTBe 3alaHuid U CAaMOCTOSITEIHOW pabOThI JOoMa CTYJIEHTaM TpeIaraloTcs
3a/1a4¥, aHAJIOTUYHbIE pa300paHHBIM Ha JICKIUAX U MPAKTUIECKUX 3aHITUSX WK HEMHOTO Ooliee
CJIO’KHBIC, KOTOPBIE SIBJISTFOTCS PE3YJIBTATOM OOBEIMHEHUSI HECKOJIBKUX 0a30BbIX 3a1a4. [TomHbIH
CIIUCOK 33JJaHU# i1 CAaMOCTOATEIBHON pa0dOoThI O TeMaM (pa3zesiaM) AUCIHUILTUHBI IIPUBEICH B
OVYK B LMS Moodle «kKommnprorepnsie cetn» 1 YK B LMS NetAcad. Bonpocsl, Bo3HHKaromue
B MpOIIECCEe WU MO MTOTaM PEIICHHs ITHX 3a/lad, MOXKHO 3a7aTh Ha KOHCYJIbTAIMSIX WU B
dopyme (qare) B OVK B LMS Moodle.

Jlsiss caMoCTOSITENEHOM pabOThl, B TOM YHCIIE W TOBTOPA, Pa300paHHOTO Ha JIEKIHSIX H
NPaKTUIECKUX 3aHATHIX MaTepHalia IePBOTO CEMECTpa N3YUCHUS JUCIUTUINHBI, PEKOMEH/TYeTCs
UCIIONIb30BaTh yueOHO-MeToandeckoe mocobue B LMS NetAcad. Matepuan kaxaoro paszaena
BKITIOYAET B CeOsl M3JIOKEHHE TEOPETHYECKOTo Marepuaja 1o 3aJaHHOW TeMe, KOTOPBIA 3aTeM
WLTIOCTPUPYETCS] MOAPOOHBIM pEIIeHHEeM TUIWYHBIX 3a7ad. B 3akimrodeHne KaXioro paszelna
NIPUBOATCS 3aJaHUS JJIsI CAMOCTOSITEIIFHOTO PEIICHHSI, OTBETHI K 3TUM 33/IaHUSIM U YKa3aHUS 10
WX PEIICHUIO MOKa3bIBAIOTCS MOCIIE UX BBITTOTHEHUS.

B koHIe mepBoro cemectpa M3y4eHUsS AWUCHUILIUHBI CTYACHTHI CHAIOT 3a4eT, B KOHIIC
BCEro Kypca — 9K3aMeH. 3aueT 10 HTOraM IIePBOTO CEMECTpPa BBICTABISIETCS IO HTOTaM
(GbUHATBEHOTO TecTa W MpakThdecko padbotel B mporpamme Cisco Packet Tracer. Ha 3auere
MPOBEPSIOTCS 3HAHUS, YMECHHS M HABBIKH CTYACHTOB B paboOTe C OCHOBHBIMH KOMITOHEHTAMU
KOMITHIOTEPHBIX CETEH, SIBIISTFONMMHICS OCHOBHOM JIJISl IIOCTPOCHUS CETEBOWM MHPPACTPYKTYPHI.

B xoHIIE BTOpOTO ceMecTpa U3y4eHUs AUCHUIUINHBI CTYICHTHI CIAI0T IK3aMEH. DK3aMeH
NPUHUMACTCSl B BUJIC TECTa U MPAKTHYECKOW paboThI Ha ceTeBoM obopynoBanuu. [IpoBepsroTcs
3HAHMS, TONTYYCHHBIE B XOJIe NMPOXOXKICHHUS Kypca, HAaBBIKM M YMEHUS, MPUMEHSEMbIC IJis
MOCTPOEHUS CeTH, obecredeHus1 ee OecriepeOOrHON pabOThl W obecredeHuss 0a30BOTO YPOBHS
0e301acHOCTH ee paboTHI.



