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1. Ilesin ocBOEHUS AUCHUILIMHBI

Jucuummaa «KoMIBIOTEpHBIE CeTH» UMEET 1eTbi0 (OPMUPOBAHUE Y CTYICHTOB 3HAHUMA
0 OCHOBHBIM TPUHIUIAM TMPOCKTHPOBAHUS  JIOKATBHBIX U  TIOOATbHBIX  CETeH,
AJIMAHUCTPUPOBAHUIO CETEBBIX CIY)KO M KOMIIOHEHTOB, M TEXHOJIOTHSM JIOKAJIbHBIX U
TII00ANTBHBIX CETEH.

Hucyuniuna nocesujena  mMexHOAO0UAM — KOMMYMAayuu U  NPUHYyunam  pabomol
Mapupymu3amopos 0 N0OOEPAHCKU cemell MAnblX U CpeOHUx opeanuzayuti. B netl marxoice
paccmampusaromcest  becnpogoounvie noxaivhvie cemu (WLAN) u eonpocvl obecneyerus
beszonacnocmu. B pamkax emopoii uacmu OUCYUNIUHBI, CMYOEHmMbl HAYYAMCS NPOBOOUNb
0a306y10 HACMPOUKY CPeOHUX cemell, HAX00Umvb U YCMPAHAMb HeNnoNA0KU, GblAeIamb U

yempauams yepo3sel bezonacnocmu LAN, a maxoice nacmpaueamsv u 3auuuams 6a3osvie cpeobl
WLAN.

2. MecTo TMCHUILIMHBI B CTPYKTYpe 00pa30BaTe/ibHOI MPOrpaMMbl

Hucuunimaa  «KoMmnproTepHbIE  CETH»  OTHOCHTCH K
00pa3oBaTesbHOI MPOrpaMMBl.

Jucnunnuza «KoMIbIOTEpHBIE CETH» SBIAECTCS NPEAIIECTBYIOLIEH I HW3YyYEHHUs
0a30Boii TUCHUIUIUHBI «OCHOBBI MOCTPOCHHUSI 3AIIUIEHHBIX KOMIBIOTEPHBIX ceTei». 3HaAHUS U
IIPAaKTUYECKUE HABBIKM, IOJYYECHHBIE B PE3YJIBTATE OCBOCHMS IUCHHUILIMHBI «KommIbproTepHBIE
CETH» MOTYT HEMOCPEACTBEHHO UCIIOIB30BATHCS MPU pabOTe MO CIEeNUaIbHOCTH.

00s13aTeIbHOIl  4acTu

3. Illlanupyemble  pe3yJbTaTbl  O0y4YeHHMsi 10 JMCHUILVIMHE, COOTHECEHHbIe ¢
IVIAHNPYEMBbIMH Pe3y/JIbTATAMH 0CBOCHHUSI 00pa30BaTeJbHOM NPOrpaMMbl

[Tpomecc u3ydeHUs TUCIUILUIMHBI HANIPaBIIeH Ha ()OPMUPOBAHUE CIICAYIOIINX JJIEMEHTOB
komneTeHmii B coorBercTBUU ¢ ®I'OC BO, OOII BO u npuoOpeTteHus cleAyromux 3HaHUMH,

YMEHMM, HaBBIKOB U (MJIM) OIbITA JIEATEIbHOCTH:

dopmupyemas
KOMMNeTeHIs
(kox M popMyJIHpPOBKA)

NuankaTop 10cTHKEHUSA
KOMIeTeHINH
(xkoa u opmyJIHPOBKA)

Ilepeyenn
IUIAHMPYEMBIX Pe3yJIbTATOB 00y4YeHus

OowmenpodgeccuonalbHbIe KOMIIETEHIUA

OIIK-2

CnocoOeH npruMeHSTh
UH(POPMAaILIMOHHO-
KOMMYHUKAIIHOHHBIC
TEXHOJIOTHUH,
pOrpaMMHBIC
CpeACTBa CUCTEMHOI0 U
MPUKJIIJTHOTO
Ha3HA4YCHUSs, B TOM
YHCIIe OTEYECTBEHHOTO
IPOU3BOJICTBA, JIJISI
pereHus 3a1aq
npohecCuoHaNBHOM
JIeSITeTIbHOCTH,

NJI-OIIK-2.1

Bri6upaer nnpopManmoHHbIe
TE€XHOJIOTHH U IPOrPaMMHBIE
CpEJICTBa, B

TOM YHCJIE OTEUYECTBEHHOTO
MIPOU3BOJICTBA, JUIsl pEIICHUS
3a1a4y

npodecCHOHATIbHON
JESATEIIBHOCTH

Ymersn:

- BBIABILATE U YCTPAHATH YTPO3BI
0€30MaCHOCTH JIOKaJIbHON KOMIIBIOTEPHON
CeTH;

- IPOBOJINTH 0A30BYIO0 HACTPOUKY ceTeil;
- UcroJib30Bath Bo3MoxkHoctu Cisco 10S
JUIsl CHYDKEHHSI YTPO3bl 0€3011acCHOCTH
ceTeBOl MH(PACTPYKTYpE;

- HaXOJIUTb U YCTPAHATh HEMOJAAKH,
BBIABIIATE U YCTPAHATH YIPO3bI
oe3omacHoctu LAN;




OIIK-1.2
Cnoocoben
aJIMHHHCTPUPOBATH

Cpe€acTBa 3allIUThI

uHpOpMaLUN
KOMITBIOTEPHBIX
CHCTEMax U CETAX

B

NA-0IIK-1.2.1

3HAET MOPAJIOK peaanu3auun
METOJIOB U CPEJICTB
MEXXCETEBOI'0 IKPaHUPOBAHUS,
METO/Ibl U3MEPEHUI, KOHTPOJIS U
TEXHUYECKUX PACUETOB
XapaKTePUCTHK
MIpOrpaMMHO-aNMapaTHbIX
CPEICTB 3alIUThl HHOPMAIIUU

3HaTh:

- THTIBI CETEBBIX aTaK U METObI OOPHOBI C
HUMH;

- TUTIBI OpaHIMay3pOB, UX OTIHYHUS U
BapHAHTHI UCITOJIb30BAHUS;

- MPOTPaMMHBIE U aIlapaTHbIE
BO3MOXKHOCTH aHaJIM3a CETEBOT0 TpaduKa;
- MPOTPAMMHBIE U aIlapaTHbIE
BO3MOYKHOCTH 3aIUThI CETEBOM

UHPPACTPYKTYPHI;




4. O0beM, CTPYKTYpa U coepsKaHue TUCHUIIINHBI

OO0mmas TpyA0€MKOCTh JUCITUIUIMHBI COCTABIISIET 4 3a4eTHBIX eauHMII, 144 aka. 4acoB.

Ne
n/n

Tembl (pa3aebl)
AUCHMUILIMHBI,
HX CO/Iep:KaHue

Cemectp

Buabl yueOHBIX 3aHATHI,

BRJ/JIIO4Yasi CAMOCTOATECJIbHYIO

padoTy CTY/A€HTOB,
U HX TPYA0€MKOCTh
(B akageMHYeCKHUX 4acax)

KonrakTHas padoTa

JIEKIIUU
NPaKTHIECKHE
nabopaTopHEIE
KOHCYJIbTAIln{

aTTeCTAIl[HOHHBIC

UCIIBITAHUS
CaMOCTOSTEeNIbHAS

pabota

DopMbl TEKYLIET0
KOHTPOJISI yCIIeBaeMOCTH

dopMa IPOMeKYTOIHOI
aTTrecTalMu
(no cemecmpam)

Dopmovt 30 u /10T
(npu Hanuuuu)

OCHOBBEI CETEBOTO
IIOAKJIIFOYCHUS U CBS3H.

SagaHus 1
CaMOCTOSITEIHHOM U
COBMECTHOH IPAaKTUYECKOI
paboThl

6 mom yucie ¢ 90 u JJOT*

3anaHus as
CaMOCTOSTEIILHON
npakTuyeckor padotel, Tect
JUISL CAMOTIPOBEPKHU
CamocrosiTenbHas
pabota Nel

OcuoBssl Ethernet.

SagaHus 1
CaMOCTOSTCIBHOM 1
COBMECTHOM NPAaKTUYECKOMN
paboTsI

6 mom uucne ¢ 20 u J]OT

SagaHus 1
CaMOCTOSTEINEHON
HpaKkTU4eckoi padotsl, Tect
JUTSL CAMOTIPOBEPKHU
CamocTosiTenbHas
pabota Ne2

OOMEH JaHHBIMH MEXTY
CETSAMU.

3ananus as
CaMOCTOSTENIBHOMN U
COBMECTHOM NPAaKTUYECKOM
paboTHI

6 mom uucne ¢ 20 u J[OT

Saganus 1uIs
CaMOCTOSTEILHOM
MpaKTHIecKoit padoter, Tect
JUISL CAMOTIPOBEPKH
CamocTosTensHas
pabota Ne3

IP-agpecanus.

Saganus s
CaMOCTOSITEIbHOM U
COBMECTHOM NPAaKTUYECKOM
paboThI

6 mom uucne ¢ 30 u J[OT

Saganus s
CaMOCTOSTEILHON
IIpaKkTHYecKkoi padotel, Tect
JUISL CAMOIIPOBEPKU
CamocrostensHas
pabora Ne4

CBS3b C CETEBLEIMU

3amauust 1isa




NPHUIT0KCHUSIMH. CaMOCTOSTEIbHON
COBMECTHOM IIPAKTUYECKOU
paboThI
3amaHus s
CaMOCTOSITEIIbHOM
TpakTUIecKoi pabotsl, Tect
6 mom yucne ¢ 30 u J[OT 1 3 P P
IUTSL CAMOTIPOBEPKH
CamocrosiTenbHas
pabora Ne5
[TocTpoenue u obecreucHue cmi?:iiﬁ?:niiiﬁ u
6 |be3omacHOCTH HEOONIBIION 4 2 5 6 1 6 N .
COBMECTHOM MPaKTHYECKOM
CCTH. paboTsl
3amanus s
CaMOCTOSITENIEHOM
MpaKkTHYeCKO# paboTel, TecT
6 mom yucne ¢ 90 u JJOT 2 3 P P
IUTSL CAMOTIPOBEPKH
CamocrosiTenpHas
pabota Ne6
2 1051 335 DK3aMeH
Bcero 3a 4 cemecTp 16 | 32 | 16 | 10 | 0,5 | 69,5
144 yaca
6 mom uucie c 30 u JIOT
HUTOIro 16 | 32 | 16 | 10 | 0,5 | 69,5
6 mom uucne ¢ 30 u /10T 6 18

* 20 u JOT swvinoansaomcs 6 08yx cucmemax: Tecmogvle 3a0aHus 051 CAMONPOBEPKU U
npoeepouHvle mecmvl 0N OYeHKu 3uanull ewvinoamsiomces na niamgopme Cisco NetAcad;
3aoanus  ona  camocmosimenvHou  NPaKmudecKou

«Komnwvromepuwie cemu» ¢ LMS Moodle.

pabomul

goitnoansaiomes 6 JDVK



Coneprxanue pa3ienoB AUCIUTIINHBL:
4 cemecTp

OCHOBBI CETEBOI0 NOAKJJIIOYCHHUA U CBA3MH.
1. CoBpeMeHHBbIe ceTeBble TEXHOJIOTHH.
1.1. Brenenue. Bousinue cereid Ha xu3Hb Jtojei. CeTu 6€3 TpaHull.
1.2. Komnonentsl cetu. OpHopaHroBbie ceTh. OKOHEUHbIE YCTpoWcTBa. IIpomexyTouHbie
ycrpoiictBa. CpeacTBa CETEBOT0 MOAKIIOUEHUS
1.3. [IpencraBienus U TOMOJOTHH ceTel. TOmoJornueckre CXeMbl.
1.4. OcuoBubie Tumnbl cereil. Cetu paznuunoro pasmepa. Cetru LAN u WAN. Unrepner.
BHyTpeHHUE CETH U BHELIHUE CETH.
1.5. Ionkmouenne k MuTepuery. TexHonoruu nocryna B MHTepHeT. VIHTEpHET-IOAKIIOUEHNE
UIst JoMa 1 Hebosbioro odpuca. MuTepHer-noakioueHue 1 npeanpustuil. Konseprentnas
CETb.
1.6. Hanmexusie ceru. CereBas apxutekTypa. OTKa30ycTOMYMBOCTH. MacimtabupyemMocTh.
KagectBo 00cmyxuBanus. bezomacHocTh ceTu.
1.7. Tennenuuu pazutusi cereil. llocnennue tennenmuu. Konnenuuss BYOD. CoBmecTHas
pabora uepe3 Unrepuer. Buaeocpszp. O6aunbie BeIYKMCICHUs. TEXHOIOTHYECKUE TCHACHIIMHU B
JomamHux cetax. CeTu nmo JIMHUSM 3JIeKTponuTaHus. becripoBoaHas MPOKONOIOCHAS CETh.
1.8. Obecnieuenne ceTeBoil Oe3omacHOCTH. YTpo3bl Oe3omacHoCTH. PemieHuss obGecriedeHUs
0€30MacHOCTH.

2. ba3zoBas koH}uUrypamusi KOMMYTATOPa U OKOHEYHOTI'0 YCTPOiicTBA.

2.1. Nocryn k Cisco 10S. Oneparnmonnsie cuctemsl. ['paduueckuii mHTEpQEIC MOIB30BaTENS.
Hasznauenune OC. CriocoObl foctyna. [IporpaMmsl SMyJLiuu TepMHUHANIA.

2.2. Hauramms nio 10S. OcHOBHBIE KOMaHHBIE PEKUMBI. PEXUM KOHGUTYpaIK U BIOKEHHBIE
pexxumMbl KoHpurypanuu. [lepexmouenue mexay pesxkumamu [0S, Komnonents! cipaBku [0S.
2.3. Ctpykrypa komana. basosas crpykrypa komanna 10S. ITpoBepka cunrakcuca komann 10S.
["opsiurie KIaBUILIM M KJIABUIIN OBICTPOTO BBI30BA.

2.4. bazoBas HacTpoiika yctpoicTB. Mmena ycrpoticts. [IpaBuia Beibopa maponeit. Hactpoiika
napoeil. llupposanue naposeit. banuepHsie cooOLIIEHNUS.

2.5. Coxpanenue koHpuryparuii. Gaitner koHpuUTypanyun. Vi3MeHeHne Tekyneil KOHQUTypamum.
3anuchk KOH(QUTYypaIuy B TEKCTOBBIN (haii.

2.6. Ilopte! u anpeca. IP-agpeca. MaTEpdeiics u mopThI.

2.7. Hactpoiika IP-ampecaunn. Hactpoiika IP-agpecoB OKOHEUYHBIX YCTPOWCTB BpYUYHYIO.
ABTOoMatnueckass HacTpoiika [P-anpecoB oxoHeYHBIX ycTpoicTB. HacTpoiika BHpPTyaJIbHOTO
uHTepdeiica kommyraropa (SVI).

2.8. Ilposepka mnoxaxmtoueHus. [IpoBepka HazHaueHuss uHTepdeiica. IIpoBepka CKBO3HOTO
MOJIKJIFOUEHUS.

3. IIpoToKoJIbI U MOEIH.

3.1. IIpaBuna. OcHOBBI KOMMYHUKaIuil. [IpoTokosnsl cBa3u. YcranoBieHue npasui. TpedoBaHUs
K cereBoMy mpotokony. KoaupoBanue cooOuienus. dopMaTupoBaHue U HHKAICYISAIUSI
coobmenuii. Pasmep coobmenuit. CunHxpoHu3anus cooOmieHuil. BapuaHThl JOCTaBKH
COOOILIEHUH.

3.2. IIpoTtokonbl. O630p ceTeBBIX MPOTOKOIOB. DYHKIIMU CETEBOTO MPOTOKOJIA.
B3anmoneiicTBre NpOTOKOJIOB.

3.3. Haboper mpotokosoB. CTEKM CETEBBIX MHPOTOKOJIOB. DBOJIOLUSA HPOTOKOJIOB. Ilpumep
nportokonia TCP/IP. HaGop nporokonoB TCP/IP. O0men nanusimu TCP/IP.



3.4. Opraumzanuu 1o crangaptu3aimu. OTKpeITie cTaHgapTel. CTaHIapThl WHTEpPHETA.
Opranuzanuu no craHAapTU3aLUU JIEKTPOHUKH U KOMM YHUKAIUH.

3.5. Dranonnsie moaenu. [IpenmymiecTBa UCTIONB30BaHUS MHOTOYPOBHEBOM MOJIENN. DTaTIOHHAS
moaenb OSI. Moaens npotokosioB TCP/IP. CpaBuenue mozeneit OSI u TCP/IP.

3.6. Mukancynsmus  nanuaeix. CermeHranus coobmenuit. [locienoBarensHocTh. EnmHuna
nanHbIX mpotokojia (PDU). IIpumepbl HHKANCYIIAIUNA U JEUHKATICYITSIUH.

3.7. Hoctyn k maHHbM. Anpeca. IP-anpec (sormueckuil aapec 3-ro ypoBHs). YCTpolcTBa B
oaHoit cetu. Ponb aapecoB kaHanbHOro ypoBHs: OaHa [P-cetb. Ponb aapecoB ceTeBoro ypoBHs.
Ponb anpecoB kananbHOro ypoBHs: Pa3zuble IP-ceTu. Anpeca kaHaIbHOTO YPOBHS.

OcHnosbl Ethernet.
4, ®u3nveckuii ypoBeHb.
4.1. Haznauenue ¢usnueckoro ypoBHs. @usznueckoe noaxiroueHue. GU3snuecKuil ypoBeHb.
4.2. Xapakrepuctuku ¢usndeckoro ypoHs. Crtanpaptel (usnueckoro ypoBHs. Dusmueckue
komroHeHThl. KoaupoBanue. CrocoObl mepenaun curHaioB. [IpomyckHas crmocoOHOCTb.
TepMUHONIOTUSA IPOMYCKHONW CLIOCOOHOCTH.
4.3. Menupii  kabenb. XapaKTEpPUCTHKM MEIHBIX KaOenmeil. Twumbl MemHbIX —KaOenew.
HeskpanupoBannas Burtas napa (UTP). DxpanupoBannast Butas napa (STP). Koakcuanbubiit
Ka0eb.
4.4. Kabemn tuma UTP. CpoiictBa kaGeneit UTP. Crammaptel npoxmanku kabeneir UTP.
[Tpsimble u epexpectHbie kKadenu UTP.
4.5. TIpoknmanka ONTOBOJIOKOHHBIX KaOenmed. CBOWCTBa ONTOBOJOKOHHBIX KaOemei. Twurbl
ONTOBOJIOKOHHBIX KaOeneil. OnToBOJIOKOHHBIE pa3beMbl. COeMHUTEIbHBIE ONTOBOJIOKOHHBIE
kabenu. ONTOBOJIOKOHHBIE Ka0el 1 MeIHbIE KaOelln: CpaBHEHHE.
4.6. CpenctBa  OecnpoBojHOro  mojakiarodeHus.  CBoiictBa  cpeacTB  OecpOBOJHOIO
nojkJtoueHus. TUrbl cpecTB GECIpoBOIHOTO NOAKIOYEHHsI. becripoBogHas T0OKanbHAasI CETh.
5. CucremMbl CUMCIICHUS.
5.1. JIsouunsie anpeca u aapeca IPv4. JIBouuHas Mmo3WIIMOHHAs CHCTeMa CUMCIEHHUS. AJpeca
IPv4.
5.2. lllectnaamarepuunas cucrema cumcienus. lllecTHannarepuunsie aapeca u amgpeca IPvo6.
[IpeoOpa3oBanue  JHeCATHMYHBIX  4Yucell B IecTHaauarepuussle.  [IpeoOpasoBanue
[IECTHAIIATEPUYHOIO YHCTIa B IECATUYHOE.
6. KanajibHbIH ypOBeHb.
6.1. Hasnauenne kaHaJlbHOTO YpoBHs. KaHanbHBIA ypoBeHb. [lomypoBHM KaHama mepenaqu
nanHeix [EEE 802 LAN/MAN. IlpenocraBieHue 1octyna K cpele Iepenaddl JaHHbBIX.
CraHgapThl KaHAJIBHOTO YPOBHSL.
6.2. Tormonoruu. dusnyeckas ¥ JOrH4YecKas TOMOJIorus. Tomnosoruu riaodansHbIX cereid (WAN).
Tomnonorust «rouka-rouka» (point-to-point) cetu WAN. Tomnosorun nokanbubix ceteit (LAN).
[TomynyruiekcHass M TOJHOLYIUIEKCHAs CBSA3b. YIPABIEHUS JOCTYIIOM K Cpele Neperadu
nanubix. Konkypentasiit noctyn — CSMA/CD. Konkypenthsiit noctyn — CSMA/CA.
6.3. Kanp xanana nepenaun nanusix. Kaap. [Toxs kaapa. Anpec yposus 2. Kagpst LAN u WAN.
7. Kommytauus B cersix Ethernet.
7.1. Kagpel Ethernet. Mukancynsanus Ethernet. IlogypoBHu kananeHOro ypoBHA. IlogypoBeHb
MAC. Tlons kanpa Ethernet.
7.2. MAC-anpec Ethernet. MAC-anpec u mecTHaguarepuuHas cucrema cuucieHus. MAC-
aapec Ethernet. OOpaboTka kanpoB. MunuBuayansHelii (oanoanpecHsiit) MAC-agpec. MAC-
aZipec MHPOKOoBelaTebHON paccblikn. MAC-aapec MHOT0apecHON pacChlUIKH.
7.3. Tabmua MAC-anpecoB. OcHoBHas nH(popMars o kommyraTopax. Kommyrarop B pexxnme
oOyuenus. @unbtpanus kajapos. Tabmuusl MAC-anpecoB Ha MOJKIIOYEHHBIX APYr K JAPYry
koMMmyTaropax. OThpaBKka KaJpa Ha ILII03 10 YMOITYaHUIO.



7.4. CKOpoCTh U CIIOCOOBI MEPechlIKM Ha KoMMyTaTtopax. CrocoObl mepeajapecanuu Kajapa Ha
kommyTtaTtopax Cisco. CkBosnass kommytamnus (Cut-Through). Bbydepusanms namsatu Ha
KoMMmyTaTopax. HacTpoiika pymiekcHoro pexxuma u ckopoctu. @ynkius Auto-MDIX.

O0MeH JaHHBIMHU MEXKAY CeTAMHU
8. CeteBoii ypoBeHb.
8.1. XapakrepucTuku cereBoro ypoBHs. IIpoTokomnbl cereBoro ypoBHs. WMukancymsmus IP.
Xapakrepuctuku nporokona [P. be3 ycranoBnenus coenuHeHus. HerapantupoBaHHas
nocraBka. He3aBUCUMOCTB OT cpenibl.
8.2. [Taker IPv4. Ilons 3aronoska makera [Pv4.
8.3. Ilaker IPv6. Orpannuenus IPv4. O630p IPv6. Ilons 3aromoBka makera IPv4 B 3aromoBke
nakera [Pv6. 3aronoBok nmakera [Pv6.
8.4. Meronpl MapuipyTh3auuu y3ioB. Pemenne o mnepenanpasienud ysia. llmo3 1o
YMOJTYaHUI0. XOCT-MapUIPyThI K IUTIO3Y MO yMOTYaHU0. TabauIsl MapIpyTU3aluy y3ia.
8.2. BBeaenue B MapupyTu3anuio. Pemenne o nepecbuike nakeToB Mapuipyruszaropa. Tabnumna
mapupytuzauun  [P-mapmpyruzatopa.  Cratuyeckas — MapuipyTuzanus. J(uHamudeckas
MapLIpyTH3aLus.
9. Pa3pemenue aapecosB.
9.1. MAC u IP. YcTpoiicTBO Ha3HauUEHUS B TOM K€ CETH. Y CTPOMCTBO HA3HAYEHUS B YAaJCHHOM
CeTH.
9.2. I[Iporokon ARP. O630p ARP. ®ynkuuu ARP. IIpuniun pabotsl nporokona ARP — ARP-
3anpoc u ARP-otBet. Pons ARP B 00MeHe faHHBIMU C yAaJIEHHBIMU CETAMU. Y aJeHHUEe 3anucen
u3 Ttabmunelt  ARP. Tabmuust ARP  Ha cereBeix ycrpoiictBax. IIpoGinembr ARP
mmpokoBemmarensHas paccbuika ARP u ARP-criydunr.
9.3. O6Hapyxenue coceauux [Pv6 ycrpoiictB. Coobmienus o0 oOHapykeHuu cocenerr [Pvé6.
O6napyxenue coceneit [IPv6 - paspemienue aapecos.
10. ba3zoBasi koHuUrypanusi MapIIPyTHU3aTOPA.
10.1. lepBoHauanpHas  HacTpoiika MapmpyTtu3aropa. lllarm Ga3oBoit  KoH(UTypanuu
MapupyTtusaropa. bazoBas koHpurypanms.
10.2. Hactpoiika wumHTepdeiicoB  Mapmipyruzaropa. [lpumep HacTpoiliku wuHTEpdercoB
Mmapuipytuzaropa. [IpoBepka koHpurypanuu uatepderica. Komanasl npoBepku KoHpUTyparum.
10.3. Hactpoiika mnmoza mo ymomyanuo. [llmo3 mo ymomwanuio miust xocta. Ilmo3 mo
YMOJTYAHUIO JIJIs KOMMYTaTopa.

IP-anpecanus
11. IPv4-aapecanus.
11.1. Ctpykrypa IPv4-ampeca. CereBas u y3noBass yacTH ajpeca. Macka mnoxaceru. JlnunHa
npepukca. Omnpenenenne ceru: Jjoruueckoe M. CereBolt anapec, azapec Xocta U
IIMPOKOBEIIATEIbHBIN aapec.
11.2. OpHoanpecHas, MUpOKOBeIIaTeNbHass U MHOroaapecHast paccbuika IPv4. OnHoanpecHas
paccobuika. [llupokoBemarensHas pacceliika. MHOroaapecHas pacchuika.
11.3. Tunsr agpeco IPv4. OGmenoctynHbsle M 4acTHbele anpeca IPv4. Mapmpyruzanus B
Wnrepuer. IPv4-ampeca crenuanbHOro Ha3HA4YeHHs. YcTapeBllas KiaccoBas ajpecarus.
Hasznauenue IP-agpecos.
11.4. Cermentanmst cetu. lllupokoBemiaTenbHbId JOMEH U cerMmeHTanus. [IpoOnembr ¢
KPYIHBIMH IIMPOKOBELIATENBHBIMU IOMEHAMHU. [[pUUnHbI cErMEHTalUN CETEM.
11.5. Paznenenne cetu IPv4 na moaceru. Pa3znenenne Ha mojcetu Ha rpaHuiie okretoB. [loaceTs
B IIPEJIENaxX OKTETA.
11.6. Tloncers: /16 u /8. Co3manme moxacereir ¢ mpedukcom /16. Co3manme 100 moxacereid ¢
nomoreio npedukca /16. Coznanue 1000 moacereit ¢ nmomorpio npeduxca /8. Opranuzanus
MOJICETEN MO0 HECKOJIBKUM OKTETaM. PacueT MacKku MoOJICEeTH.



11.7. Pa3nenenne Ha TOACETH MJII COOTBETCTBHsI TpeOoBaHMSAM. YacTHas TMOACETh W
001IeI0CTYITHOE aipecHOe MpocTpaHCcTBO [Pv4. MuHMMU3anms HEMCTIONB3yeMbIX anpecoB [Pv4
y3JI0B U MaKCUMU3anus nojcereit. ddekTuBHOE pa3encHue Ha mojacetu [Pv4.

11.8. VLSM (Macka noxaceru nepeMmeHHon miuHbI). OcHOBBl VLSM. CoxpaHeHue aapecoB
[Pv4. VLSM. Ha3znauenue anpeca tonojgoruud VLSM.

11.9. CtpykrypupoBanHoe mnpoekTupoBanue. [lmanupoBanue agpecauuu cetd. HazHauyenwue
aJIpECOB YCTPOUCTBAM.

12. IPv6-aapecanus.

12.1. IIpobaembr ¢ mpotokosiom IPv4. Ilorpe6HocTh B IPv6. CoBMECTHOE HCHOJIB30BaHUE
npotokoiioB IPv4 u IPv6.

12.2. IlpeacraBnenue IPv6-anpecoB. @opmater aapecoB [Pv6. Tlpornyck HavambHBIX HYJIEBBIX
pa3psaoB. J{BOMHOM JBOETOYME.

12.3. IPv6-anpeca: tumpl. OmHOAAPECHBIA, MHOTOQIPECHBIHN, MPOU3BOIBHBIN. JliMHA TIpedukca
IPv6-anpeca. [Ipyrue tunsl [Pv6-agpecoB ogHOaApEeCHON pacChUIKH. YHUKAIbHBIA JIOKAIBbHBINA
anpec. I'mobansubie nHauBHAYyanbHbIe [IPVv6-anpeca (GUA). Ctpykrypa GUA [Pv6. JlokanbHbIi
IPv6-anpec xanana.

12.4. Cratuueckas HacTpoiika THOOadbHBIX JUHAMHYECKHX aJpPECcCOB JUIS OJHOAJAPECHOM
pacchbUIKM M JUHAMHYECKM HAcTpauBaeMble JIOKalbHblE ajapeca KaHana. Craruueckas
koHpurypauuss GUA Ha wmapmpyTtuzatope. Cratuueckas KoHGUTrypanus T100albHOTO
yHuKanbHOro IPv6-anpeca Ha y3ne Windows. CraTideckas KOHQUTYpanus JIOKaJIBHOTO aJipeca
OJIHOQ/IPECHON PACCHUIKH.

12.5. Jlunamudeckas agpecanus i TJIOOATBHBIX JUHAMUYCCKUX aJPECOB JUISI OAHOAIPECHOM
pacceuiku [Pv6. CooOmenust RS u RA ICMPv6. SLAAC. SLAAC u DHCPv6-cepBep 6e3
coxpaneHust coctosiHusi aapecoB. DHCPv6 ¢ moamnepxxkoii coctosiHus. Ilpomecc EUI-64.
CrnyuaiiHO creHepupoBaHHbIE HIEHTU(DUKATOPBI HUHTEpdeiica.

12.6. JIlunamudeckas anpecanusi JIOKATbHBIX anpecoB kaHana I[Pv6. [lunammueckme LLA.
Hunamuueckue LLA B Windows. unamuueckue LLA na mapmpyruzatopax Cisco. IIpoBepka
koH(purypamuu [Pv6-aapeca.

12.7. I'pynnoseie IPv6-anpeca. IlpucBoennsle rpymnmnosbie IPv6-anpeca. M3BecTHble ajpeca
MHoroazipecHoi pacceuiku IPv6. I'pynnossie [Pv6-aapeca 3anmpaiinBaeMbIX y310B.

12.8. Paznenenue cetu IPv6 Ha mojceTu ¢ ucnob30BaHUEM UACHTUHKATOpa ojaceTu. [lpumep
cozmanus mnoncerer IPv6. Pacnpenenenmne [Pv6-ampecoB moacetu. MapmpyTtuzarop,
CKOHGUTYpUPOBaHHBIN ¢ moaceTsiMu [Pvo.

13. ICMP.

13.1. Coobmienus ICMPv4 u ICMPv6. JlocTxkuMocTh y3nma. Y3en Ha3HAYeHHUS WM CEPBHC
HezpoctyneH. [IpeBbiien natepsan oxuganus. Coodmenus ICMPv6.

13.2. TectupoBanue mnpu nomomu ping u traceroute. Ping - Tect cBA3aHHOCTU. ping A0
untepdeiica loopback. IlpoBepka cBS3M €O HUIIO30M IO YMOJYaHUIO. YCTAHOBKA CBSI3U C
yJIaJIeHHBIM Y3JI0M C MOMOIIbIO KOMaH[bl ping. Traceroute — tectupoBanue mytu. IIpoBepka
anpecauuu [Pv4 u IPv6.

CBs3b C ceTeBBIMH NMPUWJI0KCHUAMHA
14. TpaHcnopTHBI YPOBEHb.
14.1. Tlepenaua nanHbIX. Ponb TpaHcmopTHOro ypoBHsA. (DYHKIMHM TPaHCHOPTHOTO YpPOBHS.
[Tporoxonsl TpaHcnopTHOro ypoBHsS. IIpoTtokon ympasnenus nepenaueit (TCP). Ilpotoxon
nosab3oBarenbekux aeirarpamm (UDP). CooTBeTcTBYIOMMI MPOTOKOI TPAHCIIOPTHOTO YPOBHS
JUTSE COOTBETCTBYIOIIETO MPHITOKEHHSL.
14.2. O630p mpotokona TCP. @ynkuuu nportokona TCP. 3aronoBok u moist 3aroioBka TCP.
[Ipunoxenus, ucnonp3yromtue nmporokon TCP.
14.3. O630p nporokona UDP. ®ynkuuu nportokona UDP. 3aronoBok u momns 3aronoBka UDP.
[Tpunoxenus, ncnonb3yromue mporokos UDP.



14.4. Homepa noprtoB. HeckonbKko OTIENbHBIX CEAaHCOB Iepefauyd AaHHbIX. llapbl cokeTos.
['pyninel HOMepoB nopToB. Komana netstat.

14.5. O6bmen nanupiMu 1o mnpotokony TCP. Tlpomeccer TCP-cepBepa. YcraHOBiIeHHE W
npekpaiieHue TCP-coequuenns. AHau3 TpexcTopoHHero kButupoBanus TCP.

14.6. HanexxHOCTP W ymHpaBleHME TIOTOKOM Tepenadn JaHHbX. Hapexnocts TCP -
rapaHTUpOBaHHAs U YHOpsAdOouYeHHas jaocTaBka. lloTrepss naHHBIX M TMOBTOpHas Iiepenaya.
VYupasnenne norokoM TCP. Pazmep okHa u noarsepikieHus. MakcuManbHbli pa3Mep CErMEHTa
(MSS). IIpenoTBpaliicHE IEPErPY30K.

14.7. Obmen nannbiMu 1o npotokony UDP. Huskue HakiamHbie pacxoibl WIM HAIECKHOCTb.
Coopxka neirarpamm UDP. Tlponeccer u 3anpockt UDP-cepsepa. Ilponeccs u 3anmpocst UDP-
cepsepa.

15. YpoBeHb npuiI0KeHUI.

15.1. YpoBeHb MNPUIOKEHUN, YPOBEHb IMPEACTABICHUs, CEAHCOBBI YpoBeHb. IIpoTOKOIBI
ypoBHs npunoxxenuit TCP/IP.

15.2. Mogenb «knueHT-cepBep». OnHopanrossie cetu. OnHopaHroBbie npunoxenus. Haubonee
pacrpocTpaHeHHBIE OTHOPAHTOBBIC TIPUIIOKEHUSI.

15.3. IIpotokoael BeO-Tpaduka W DIESKTPOHHOH MMOYTHL. [IpoTOKON Tepemadyn THIEPTEKCTa
(HTTP) u s3pix runeprexcroBoit pazmerku (HTML). Ilpotokonst HTTP u HTTPS. [Iporokoiisl
anexkTponHoi noutsl (SMTP, POP, u IMAP).

15.4. Cepsucsl [P-agpecanuun. Cinyx0a nomenHsix umeH (DNS). ®@opmar cooOmienuit DNS.
Hepapxust DNS. Komanma nslookup. I[IpoTokon auHamuueckoil HACTPOMKH CETEBOTO Yy3la
(Dynamic Host Configuration Protocol, DHCP). ITpunmun padotst DHCP.

15.5. Cepsucsl coBmecTHOro foctymna k ¢ainam. [Iporokon nepenaun daitnos (FTP). [Iporokon
SMB.

IHocTpoenue u odecnieyeHue 0€30MaCHOCTH HEDOIbION CeTH
16. OcHoBBI ceTeBOii 6€30MACHOCTH.
16.1. Tuns! yrpo3. Tums! ys3Bumocteit. dusndeckas 3amura.
16.2. CereBbie araku. Tunsl BpemonocHoro I1O. Pa3BenpiBaTenbHBIE aTakd. ATaku JOCTYTIA.
ATaku Tuna «0TKa3 B o0ciayxuBaHum» (DoS-arakn).
16.3. YryOnennsridi  moxxon Kk 3ammre. CoxpaHeHHE pe3epBHBIX Komwmid. PesepBHOE
KONMpOBaHUE, OOHOBJICHHE M YCTAaHOBKA HCMpaBiieHUu. AyTeHTU(UKALUs, aBTOPU3ALMS U yUeT
(AAA). MexcereBble 3kpaHbl. Tunsl Opanamay poB. be3onacHOCTh OKOHEUHBIX YCTPONCTB.
16.4. O6ecnieuenue Oe3omacHocTH ycTpoiictB. Cisco AutoSecure. Ilaposn. Pacmumpennas
3amuTa naposia. AktuBauus nojakiatoueHus no SSH. OTkiIr0YeHre Hencnoab3yeMbIX CITyKO.
17. Opranu3zanus HeGOJILIIOH CETH.
17.1. YcrpoiictBa B pamkax HeOoJbIION ceTu. Tomonorun HeOonbIux ceTeid. Beioop ycTpoicTs
Juis ceTH HeOombIIoro pasMepa. IP-anpecanus B pamkax HeOonblol cetu. PesepBupoBaHue B
HeOOJIbIION ceTU. YnpaBieHHe TpahUuKOM.
17.2. PacipocTpaHeHHble NMpPUIIOKEHHUS B HEOOJbIIOW ceTH. PacmpocTpaHeHHblE NPOTOKOJIBI.
[TpunoxeHus s Iepeiavun rooca u BUIEO.
17.3. Paciuupenne  HeOonblIOW  ceTH. AHanmM3  OpOTOKoNoB. Mcmonb3oBaHME — ceTH
COTPYAHUKAMHU.
17.4. TIposepka mnonkitoueHusi ¢ nomoimbio Ping. Pacmmpennas komanga ping. [IpoBepka
MOJKJIFOYEHUS ¢ TTOMOIIBI0 KoMaHabl Traceroute. Pacmmpennass komanaa traceroute. ba3zoBblit
YPOBEHb CETH.
17.5. Komanner xocta u 10S. Hactpoiika [P-konurypamum xocra noxa ynpasienuem Windows.
Hactpoiika IP-xkondurypannu xocra nmon ympasienueM Linux. Hacrtpoiika IP-kon¢urypamuu
xocta moxa ympasiennem macOS. Komanma arp. IloBTopHOE paccmoTpeHue Hambosee
pacripocTpaHeHHbIX KoMaHa show. Komanma show cdp neighbors. Komannga show ip interface
brief. Komanga show version.



17.6. OcHOBHBIE TOIXOABI K TOWUCKY M YCTPAHEHUIO HEMOJIAAOK. YTO cieayeT chenaTh C
npobaemoii. Komanaa debug. Komanaa terminal monitor.

17.7. Bonpochl paboThl 1 HECOOTBETCTBHSI HACTPOCK Aymuiekca Ha uHTepdetice. [Ipobiemsr ¢ IP-
anpecamu Ha yctpoictBax IOS. IlpoGnemsr ¢ [P-agpecamMu Ha OKOHEYHBIX YCTPOWCTBAX.
Henonankuy, cBsi3aHHblE €O LUIIO30M 10 yMoylyaHuto. [IoMCK M ycTpaHEeHHE HENoJaloK,
cBsa3aHHbIX ¢ DNS.

5. O0pa3oBaTe/ibHbIe TEXHOJIOTHMU, B TOM 4YHCJIe TEXHOJIOTHU IJIEKTPOHHOIO O0y4eHUsl H
AUCTAHIMOHHBbIE O00pa3oBaTeibHbIe TEXHOJIOTHMHU, HCHOJb3yeMble MPH OCYIIEeCTBICHUH
00pa3oBaTeIbLHOIO Mpolecca Mo TUCIUNIHHE

B npouiecce 00yueHust HCMOMB3YIOTCS CleAyonne 00pa3oBaTebHbIe TEXHOIOTHH:

BBoaHasi JieKunMA — 1aeT IEpBOE LEJIOCTHOE IMPEACTaBICHUE O JIUCLMIUIMHE U
OPUEHTHPYET CTYJEHTa B CUCTEME M3Y4YEHUs NAHHON AUCUUIUIMHBL. CTYIEHTHl 3HAKOMSTCS C
Ha3HAUYEHUEM W 33/1a4aMy Kypca, €ro pojbl0 M MECTOM B CHUCTeME yYEOHBIX AWUCIUILIUH U B
CUCTEeMe MOJrOTOBKH B 1esoM. JlaeTcs kpaTkuil 0030p Kypca, BHICKa3bIBAIOTCS METOJUYECKHE U
OpraHU3al[MOHHbIE OCOOEHHOCTH pabOThl B paMKax JaHHOW JAWMCUUIUIMHBI, a TaKXKe JaeTcs
aHaAJIU3 PEKOMEHAYEMON yueOHO-METOINYECKON JTUTEPaTYPH.

AKageMuyeckas JeKUHs € 3JIeMEHTaAMH JIeKIMHU-0ecebl — II0CIIE10BaTEIbHOE
W3JI0KEHUE MaTepuaia, OCylIECTBIsIEMOE MPEUMYIIECTBEHHO B BUJIE€ MOHOJIOTA IIPENO1aBATEIS.
DneMeHTHl JIeKIUU-0ecenbl 00eCneunBalOT KOHTAKT TpenojaBaresi ¢ ayIuTopuei, dYTo
MO3BOJIIET TPUBIEKATh BHUMAHUE CTYJIEHTOB K HauOoliee BaXKHBIM TeMaM JUCUUIUIMHBI,
aKTUBHO BOBJIEKAaTh HUX B Y4YEOHBII IpOLIECC, KOHTPOJIMPOBATH TEMI H3JIOKEHUSA Y4EOHOTO
MaTrepuaia B 3aBUCUMOCTU OT YPOBHS €r0 BOCIIPUSTHUSA.

IIpakTHYeckoe 3aHSATHE — 3aHIATHE, ITOCBALIEHHOE OCBOCHUIO KOHKPETHBIX YMEHUH M
HAaBBIKOB I10 3aKPETUICHUIO TIOJYY€HHbIX Ha JIEKIIUU 3HAHUM.

KoncynbTanum — BuJ ydeOHBIX 3aHATUH, SBISIONUNCS OJHON W3 (POPM KOHTPOJISI
CaMOCTOSITENIbHOM ~ paboThl  CTyAeHTOB. Ha KOHCynmpTamusix MO MpOck0e CTYIEHTOB
paccmaTpuBaroTcs HauOoJsiee CIOKHBIE MOMEHTBHl IpU OCBOCHMM Marepualla JUCLUILIMHBI,
[IPENOJaBaTellb OTBEYAaeT HAa BOIPOCHI CTYIEHTOB, KOTOPBIE BO3HUKAIOT Y HUX B IIpoLEecce
CaMOCTOSITENIbHOM pabOThI.

B npouecce 00y4eHus: HCHOIB3YIOTCS CIEAYIOLNE TEXHOIOIUU IEKTPOHHOIO 00y4eHUs
U IUCTAaHLMOHHBIE 00pa30BaTeIbHbIE TEXHOIOTUU!

JJekTpoHHbIH y4ueOHblii Kypc «Komnblotepubie cetu» B LMS DjexkTpoHHbII
yuuBepcurer Moodle SIpI'Y, B koTopom:

- TIPEICTaBJICHBI 3aJlaHUs Il CaMOCTOSATENbHON MPAaKTUYECKON paboThl 00yJaromuxcs Mo
TeMaM JUCLUIUINHBL;

- OCYHIECTBJISIETCS ~ TPOBENEHUE  OTHENBHBIX  MEPOIPHATHH  TEKYIIEro  KOHTPOJIS
yCIIEBaEMOCTH CTY/ICHTOB,;

- mpexacraBieHa wuH(opMamus o (GopMe W BpPEMEHHM MPOBEACHUS KOHCYIbTAMUA IO
JUCLUIUIMHE B PEKUME OHJIAIH;

- TIpE/CTaBIICHBI PABUIIA TPOXOKICHHS TPOMEKYTOUHOM aTTECTAIMH IO JUCIUTUINHE;

- mocpeAcTBOM  (opyMa  OCYHIECTBISIETCS CHHXpPOHHOE U (WJIM) aCHMHXPOHHOE
B3aMMOJICICTBHE MEXIy O0OyJarolMMHCS M TPEnojaBaTesieM B paMKaxX H3Y4eHHUS
JUCLIUTUTAHBL.

DeKTpoHHBII y4yeOHbli Kypc «Kommnbrorepunie ceru» B LMS Cisco NetAcad, B
KOTOPOM:

- TIPE/CTaBIICHBI TEKCTHI JIEKIIUH 110 TeMaM TUCIHILUIHHEI,

- OCYUIECTBJISIETCS  MPOBEAEHUE  OTNENbHBIX  MEPOIPHUATUH  TEKYIIEro  KOHTPOJI
yCIIEBAa€MOCTH CTYACHTOB;



- TPEACTaBIEH CIHCOK Y4YeOHOW JMTEpaTypbl, PEKOMEHIYeMOW Ui  OCBOCHHS
JUCLUIIVHBL,

- mpexacraBieHa uH(popMamus o (opMe W BpEMEHHM MPOBEACHUS KOHCYJIbTAIMHA 10
JUCLUILINHE B PEXUME OHJIANH;

- mocpeAcTBOM  (GopyMa  OCYHIECTBISIETCS CHHXPOHHOE U (WJIM) AaCHHXPOHHOE
B3aUMOJIEHiCTBHE MEXJy OOydyarolIMMHUCS M IPErnoAaBaTesieM B pPaMKaX H3y4CHMs
JUCLIATIIIVHBL.

6. IlepeyeHb JIMIEH3MOHHOr0 M (MJIH) CBOOOJAHO PACHPOCTPAHAEMOr0 NPOrPAMMHOIO
olecrieyeHusi, HMCNOJb3yeMOro IPH OCYLIECTBJIEHUM O00pPa30BaTeJbLHOIO Mmpolecca o
TUCHUTLINHE

B mpouecce ocymectBieHuss 00pa3oBaTeNpHOrO — IMpolecca MO JUCHUILUIMHE
UCTIOJIB3YIOTCS:

i (popMHpOBaHUS MATEPHANIOB JJISl TEKYIIEro KOHTPOJISI YCIIEBAEMOCTU U MPOBEACHUS
IPOMEXYTOUHOU aTTeCTalllH, 1751 POPMUPOBAHUST METOUIYECKUX MAaTEPUAIIOB 110 TUCIUILIMHE:

- Linux Ubuntu (GNU GPL v.3);

- OpenOffice (GNU LGPL);

- Cisco Packet Tracer 8.1.0 (moctynen 6ecruiaTao i yuactHukoB [Iporpammer CeteBoi

Axanemun Cisco);

- Cisco SDM (nmoctynen OecraTHO asi yuacTHUKOB [Iporpammbr CereBoit AkageMuu

Cisco);

- Cisco Network Assistant (moctymnen OecrutatHo Juist yuacTHUKOB [Iporpammer CeteBoit

Axanemuu Cisco);

- Cisco Configuration Professional (moctynen 6ecmiaTHo 1jisi ydacTHUKOB IIporpammer

CereBoit Akagemun Cisco);

- Google Chrome (freeware).

7. IlepeyeHb COBpPeMEHHBIX MNPO(PecCHOHAIBLHBIX 0a3 JaHHBIX H HH(OPMAIMOHHBIX
CIIPABOYHBIX CHCTEM, HCI0JIb3YyeMbIX NPH OCYLeCTBJIeHUH 00pa30BaTeIbHOIO Mpolecca 1no
AUCHHILIMHE (IPH He00X0AMMOCTH)

B mpouecce ocymectBieHuss 00pa3oBaTeNBbHOrO  IMpolecca MO  JUCHUIUIMHE
UCIIOJIB3YIOTCS:

ABromaTtu3upoBaHHas  OubnuoreyHo-uHpopmannonHass cucreMa «bYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

8. [lepeyeHb OCHOBHOI ¥  [IONOJHHUTEJbHOH Yy4yeOHOW JMTepaTypbl, pecypcoB
NH(POPMALMOHHO-TEJIEKOMMYHUKAIIUOHHOH ceTn «WHTepHeT» (IpM HeEO00XOAUMOCTH),
PEKOMEHYyeMBbIX /ISl 0CBOCHHUS IHCUHUILIHHbI

a) OCHOBHAasl JIUTEpPaTypa

1) Onudep, B. I'., KoMIbloTepHBIC CETH : IPUHIIMITBI, TEXHOJIOTHH, IIPOTOKOJIBI : yued. mocodue
s By3oB / B. Omudep, H. Onudep. - 5-e u3z., CII6., ITurep, 2017, 991c¢
http://www.lib.uniyar.ac.ru/opac/bk_cat_card.php?rec_id=2069619&cat_cd=YARSU

2)VuebHo-metoauueckoe mocoore B LMS NetAcad. Pexum goctymna: cBOOOAHBIH 1Ist
y4yactHHKOB [Iporpammer CereBoit Akagemun Cisco (https://www.netacad.com/)
0) 1OMOJTHUTEJIbHASA JIUTEepaTypa

1. Onudep, B. I'. OcHoBrl ceteit nepenaun nanubix / Onudep B. I'., Onudep H. A. -
Mocksa : Haumonanbusriit OtkpbiTeiid YHUBepecuTeT "MHTYUT", 2016. - Teker : 31eKTpOHHBII
// 9BC "Koncynbrant cryaenta" : [cait]. - URL :



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_card.php?rec_id=2069619&cat_cd=YARSU
https://www.netacad.com/

https://www.studentlibrary.ru/book/intuit 225.html (zara oopamenus: 22.01.2022). - Pexxum
JOCTYTA : 10 TOJITUCKE.

2. IIpockypsikos, A. B. Komnberorepubie cetd. OCHOBBI IOCTPOSCHUST KOMITBIOTEPHBIX
ceTel M TeleKoMMYHUKaluii : yuebnoe nocodue / [IpockypsikoB A. B. - Poctos u//l : 31-BO
IODVY, 2018. - 201 c. - ISBN 978-5-9275-2792-2. - Tekcr : anexrponnslii / ObC "KoHcynbTaHT
cryaenta" : [caiit]. - URL : https://www.studentlibrary.ru/book/ISBN9785927527922.html
(mara obpammenus: 22.01.2022). - Pexxum 1ocTyma : 1Mo moAIucKe.

3. 3amstuna, O. M. BerauciutenbHbIe CUCTEMBI, CETH U TEIEKOMMYHHUKAITHH.
MopenupoBanue cetTelt : yueoHoe mocooue mjist By3oB / O. M. 3amsatuna. — MockBa :
WznatenbcrBo FOpaiit, 2022. — 159 ¢. — (Bricmiee obpazoBanue). — ISBN 978-5-534-00335-
2. — Tekct : anexktpoHHbIN // OOpazoBatenbHas miardopma FOpaiit [caiiT]. — URL:
https://urait.ru/bcode/490257 (nara obpamenus: 22.01.2022).

B) pecypcebl cetu «MHTepHET»

1)http://netacad.com
2)http://cisco.com
3)http://learningnetwork.cisco.com/

9. MartepunajbHO-TeXHHYecKasi 6a3a, HeoOXoAUMAs /ISl OCYlLIeCTBIeHUsSI 00pa30BaTeIbHOI0
npoiecca no JUCHUILINHE

MarepuanbHO-TeXHHUECKas 0a3a, HE0OXOAMMAast ISl OCYIIECTBICHUSI 00pa30BaTEIHLHOTO
mpolecca 1o AUCHUIUIMHE BKIIIOYAeT B CBOW COCTaB ClielUaTbHbIC TTOMEIICHHUS:

- yueOHbIe ayTUTOPHUH ISl IPOBEICHHS 3aHATUH JIEKITUOHHOTO THIIA;

- yueOHbIC ayTUTOPUH TS IPOBEACHUS TPAKTUUCCKHUX 3aHATHI (CEMHUHAPOB);

- y4eOHBIC ayTUTOPUH JJIsI IPOBEICHUS TPYIIOBBIX M HHIUBUYaTbHBIX KOHCYJIBTAIINN;

-KOMIIBIOTEPHBIN Kilacc, obopymoBanHbiii [I9BM kiacca we Hike Intel i5-7400 , 8gb
RAM, 1Tb HDD c ycraHoBieHHbIM IporpamMMHbiM oOecriedenuem: Windows 7/8/10, Linux,
Packet Tracer 8.0 (u nHoBee), Cisco SDM, Cisco Network Assistant, Cisco Configuration
Professional. 13 pacuera ogna [I9BM Ha onHOTO YenoBeka.

- yaeOHBIE ayAUTOPUU [UISI TPOBEACHHUS TEKYIIEr0 KOHTPONS U MPOMEKYTOUYHOMN
aTTeCTAIlNH;

- IOMEIICHUS U CaMOCTOSITEIbHON paboTHI;

- MOMEUICHUsT ISl XpaHEHWs] W TPO(PUIAKTHYECKOTO OOCITYKUBAHHUS TEXHUYECKUX
CpeACTB O0yUYEHHS.

[TomemieHust 411 caMOCTOSITENBHON pabOThl O0YYarOIIMXCsl OCHAIEHBI KOMITBIOTEPHON
TEXHUKOM C BO3MOXKHOCTBIO MOAKIIOUEHMS K ceTu «MHTepHeT» M obecreyeHueM JaocTyna K
AJIEKTPOHHON MH(pOpMaMOHHO-00pa3oBarenbHOu cpene Apl'Y.

ABTOD:
Accucrtent kadenaps! HenuHelHo# nuHamuku O.E. buzun



IIpunoxkenne Ne 1 k paGoueii mporpaMme M CHMIIIMHBI
«KomnbloTepHbie ceTH»

DoH/1 OLIECHOYHBIX CPEICTB
7151 TIPOBe/IeHUsI TEKYIIero KOHTPOJISl yCIIeBAeMOCTH
U IPOMEKYTOYHOM ATTECTAIUM CTY/IEHTOB
10 JMCIHUIIHHE

1. TunoBwbie KOHTPOJIbHBIC 3aIaHUA U HHBIC MaTEepHUaJIbl,
HCII0JIB3YEMBIC B IIPOLECCE TEKYIIEI0 KOHTPOJIA YCIIEBAEMOCTH

IIpumep 3a1anus 1JIs1 CAMOCTOATEIBLHOM MPAKTHYECKO PaGoThI
(Baoanus pasmewaromes 6 DVK «Komnvromepnole cemuy ¢ LMS Moodle u evinoansiomes 6
npoepamme smyasayuu cemu « Cisco Packet Tracer (Oocmynen 6ecniammo 0Jist y4aCMHUKO8
Ipoepammur Cemesou Axademuu Cisco)» )
Bo eépems svinonnenus pabomvl cmyoenm modxcem 8udems c80u NPocpecc 8 NPOYEHMHOM
coomuowenuu. borvuwuncmeo pabom conpogoNcOaromcsi MemoouUdecKuMU Mamepuaiami.

Tema: be3onacHOCTH ceTeBbIX YCTPOCTB
(nposepka cpopmuposannocmu OIIK-2, U/]-OIIK-2.1 (8 uacmu npumenenus ymerus
ucnonvzosams go3modicrocmu Cisco 10S 0na cHudcenus yepossvl 6€30nacHocmu cemesoti

ungpacmpykmype)

Hemnu:

- YCTaHOBUTSH 3aIlpeT Ha UCIOJIb30BaHUE Mapojei JyinHHOoN MeHee 10 cuMBOJIOB.

- YCTaHOBUTH M1apOJIU HA KOHCOJb U IUHUU VTY.

- 3ammdpoBarth Bce MapoH.

- AKTUBUPOBATH MOJKIFOYEeHUE 110 SSH.

- 3alUTUTB YCTPOMCTBA OT aTaK METOJIOM I'pyOOii CHJIBI.

- Jls1st TOBBIIEHHUST O€30MACHOCTH OTKJIIOUUTH BCE HEHUCIIOIB3yEeMbIE IPOTPAMMHEIE U
annaparHble (QyHKIIMH YCTPOHCTB.

Tabnuua agpecauum B
Yetponcteo | UHTepdenc Agpec Macka W3 I—}L‘_ —— S — _g
} SW-2 —
RTR-A G0/0/0 19216811 | 255.255.255.0 | — RTf-A Remote PC
G0/0/1 192.168.2.1 255.255.255.0 | — ’
SW-1 sV 192.168.1.254 | 255.255.255.0 :
PC CeTeBoi 192.168.1.2 | 255.255.255.0 5<
agantep
Laptop CeTeBoit 192.168.1.10 | 255.255.255.0 \
agantep / \
Remote PC | NIC 192.168.2.10 | 255.255.255.0 g ]
PC Laptop
TpeboBaHuA




IIpaBuyia uHTepNpeTaly Pe3yJIbTATOB BbINOJHEHHS CAMOCTOSITEIbHOI NMPAKTHYECKOI
padoThI:

HpaKTH‘leCRaH paﬁoTa CYHUTAETCHA BbINOJHEHHOH (3aC'lI/ITBIBaeTCﬂ), CCJIn JOCTUTHYTBI BCC
ITOCTABJICHHBIC LICJIN.

IMpumep TecTa 1715 CAMONIPOBEPKH
(tect mpoBoautcsa B YK «KomnbioTepubie ceru» B LMS NetAcad)

B Tecte npencrasiensl 3a1aHus Ha TPOBEPKY 3HaHMI 1o TeMe «ba3zoBas KOH(Urypanus
KOMMYTaTopa ¥ OKOHEYHOI'0 yCTpolcTBa». B Tecte no kaxxoil TeMe B cpeHeM 15 BOIIpocoB.

KomruecTBo MOMBITOK BBIOJHEHHUS HE OTPAaHUYEHO.

Bpems Ha npoxosk/ieHue Tecta He OrpaHUYEHO.

Wtoru nmpoxoxaeHus TecTa He OLICHUBAIOTCS.

Bomnpocel Tecra:

Bompoc 1. Kakoe yrBep)aecHue BEPHO Ul UCIIOJHIEMOro daiina koHburypanuu Ha YCTPOUCTBE
Cisco 10S?

1) Ero cienyet ymamuTh ¢ MOMOIIBIO KOMaH I erase running-config;

2) OH aBTOMAaTUYECKH COXPaHSIETCS MPH Mepe3arpy3ke MapipyTu3aTopa.;
3) Dro BiHseT Ha pabOTy YCTPOWCTBA Cpa3y MOCIe U3MCHEHHS,

4) On xpanutcs B NVRAM.

Bomnpoc 2. Kakue aBa yrBep:KaeHHs 0 moyib30BaTebckoM pexxknme EXEC Bepubl? (Buibepute
JIBa BAPUAHTA.)

1) JlocTyt K pexXuMy ri1o0aabHON KOHGUTYPAITUH MOYKHO MTOJTYYUTh C TIOMOIIBI0 KOMaH/IbI
enable;

2) B 3TOM PEXHME MOYKHO HACTpaMBaTh HHTEP(EHCHI U TIPOTOKOJIBI MapIIPyTH3aTOPa,;

3) TOJNBKO HEKOTOpPBIE aCMeKThl KOH(MUTYpallMi MapuIpyTH3aTOopa JOCTYIHBI A7 MPOCMOTpa B
TOM pEXKUME;

4) NOCTyMHBI BCE KOMaH Il MapIIPyTU3aTOPA;

5) KOMaHJIHas CTPOKA YCTPONCTBA B 3TOM PEKHUME 3aKaHUYUBACTCS CUMBOJIOM <.

Bonpoc 3 Kakoii THI JocTyna 3alIUIIEeH Ha MaplIpyTH3aTope Win koMmyraTope Cisco ¢
nomolnbio enable secret komanp1?

1) BupTyanbHble TEpPMUHAIIBI;

2) Iopt AUX;

3) IpuBunerupoBanusbiii pexxum EXEC;

4) KoHcobHas JTHHHS.

Bompoc 4 Kakoii unrepdeiic apusercs narepdericom SVI mo yMor4anuo Ha KOMMYTAaTOPE
Cisco?

1) VLANLI,

2) VLANO99;

3) VLAN100;

4) VLAN999;




Bompoc 5 Kakux Tpex mpaBui caeayeT NPUAePKUBATHCS MPY HACTPOIKe MMEHH y371a yepe3
KOMaHJIHYIO CTPOKY Ha ycTpoiicTBax Cisco? (Beibepute Tpu BapruaHTa.)

1) M4 y3J1a JOJDKHO COCTOATH TOJIBKO U3 CTPOYHLIX CUMBOJIOB;

2) UM y3J1a IOJDKHO 3aBEPIIAThCS CIEeIUATLHBIM CHMBOJIOM;

3) M3t y311a He TOJDKHO COZIePIKaTh MPOOEIIOB;

4) uMs y371a JOJKHO HAUMHATHCA C OYKBBI;

5) ums y371a J0JKHO COCTOSTh MEHbLIE, YeM U3 64 CUMBOJIOB.

Bompoc 6 B ueMm HazHaueHHe 000JOUKH ONEPALUOHHON CUCTEMbI?

1) obecrieunBaeT paboOTy ClEIMATU3UPOBAHHBIX CEPBUCOB MEKCETEBOIO IKPAHa,;
2) B3aUMOJICHCTBYET C allapaTHBIMU CPEICTBAMH YCTPOUCTBA,

3) obecrnieurBaeT B3aUMOICHCTBHE MEXK/TY MOJIb30BATESIMU U SIAPOM;

4) obecrieunBaeT pabOTy CEPBUCOB 3aLIUTHI OT BTOPIKCHHS.

Bonpoc 7 Ha mapuipyrusaTope ¢ pabodeii onepalliOHHOW CHCTEMOM UMeeTCst (haiin
KoH@uryparuu, coxpaneHunlii B NVRAM. B daiine kOHGUIypalluy eCTh CEKPETHEIN apoJib
HPHUBHJICTHPOBAHHOTO PESKMMA, HO HET IapoJisd KoHcom. Korjia MapIpyTusaTop 3arpy3urcs,
KaKoil Ha HEM OyaeT peXkuM?

1) pexuM ri100a1bpHON KOHDUTYpaIny;

2) npuBmierupoBanuslii pesxkum EXEC;

3) nmonb3oBarenbckuii pexum EXEC;

4) peXuM HaACTPOUKHU.

Bompoc 8 AagMuHMcTpaTop TOABEKO yTo M3Menua IP-aapec uarepdeiica Ha yerporictse 10S. Uto
€Ille HY)KHO CIEJIaTh, YTOOBI MPUMEHUTH OTH U3MEHEHUS K YCTPOHCTBY?

1) Ckonupyiite nadopmanuio B aitie KOHPHUTypaluK 3amycka B pabodyro KOHPHUTYpaLuio;

2) [lepesarpy3ute yCTpOMCTBO U BBEHUTE YES IPH MOSBICHUH 3alpoca Ha COXPAHCHUE
KOH(HUTypaInu;

3) Huuero ne Hago aenats. Mi3MeHeHus B koHpUrypauuu Ha ycrpoiictse 10S Berynaror B cuiy,
KaK TOJIbKO KOMaH/1a HaOpaHa MpaBWIILHO 1 HaXkaTa KiaBuina Enter;

4) Cxonupyiite TeKyI1yo KOHQUrypaluio B ¢ailsl 3arpy304Hoil KOH(pUTypaLuu.

IIpaBu/bHBIE OTBEThI

Bonpoc Ne | Bapuant Bonpoc Ne | Bapuant
OTBETA OTBETa
1 3 5 3,45
2 3,5 6 3
3 3 7 3
4 1 8 3

CamocrosiTesibHbIe Pa00THI B BU/I€ TECTOBBIX 3aJaHM.
Tectol npoBoasites B YK «Komnblorepusie cetw» B LMS NetAcad
B ka:xaom Tecte B cpeHeM 60 BOPoOCoOB Mo MpoiiieHHbIM TeMaM (2-4).
KosnnyecTBo nonbITOK BbINOJHeHUs - 5. Bpemsi Ha nmpoxoxkaenue Ttecra - 1,5 yaca.
IIpu 3aBepuIeHMH TeCTAa NOKA3BIBAIOTCA OMIMOKH (€C/IM eCTh) M KAKYI0 TeMYy U pa3jieJ
CMOTpEeTh, YTOOBI pa300paTbCcs U UCHPABUTH OIIMOKY. UTOIM NPOX0KIEeHUS TeCTa
OLICHUBAKTCS.
(nposepra cipopmuposannocmu OITK-1.2, unouxamop UJ[-OIK-1.2.1 u OIIK-2, unouxamop HJI-
OI1K-2.1 6 uacmu 3HaHus MUNOE CEMesblX AMAaK U Memooo8 6opbObL ¢ HUMU U MUNbL OPAHOMAYIPOB, UX
OMJIUYUsA U 6apUAHRMbL MC}’IOﬂbS’OGaHI/l}Z)



IIpumeps! BONIPOCOB:

1. Bo BpeMsi IJ1aHOBO# MPOBEPKH TEXHUK 00HAPYIKUJI, YTO IPOrPAMMHOe o0ecleveHne,
YCTAHOBJIEHHOE HA KOMIIbIOTEpe, TAliHO cOOMPAJI0 JaHHbIE 0 BeD-caiiTax, KOTOpPbIe
Nnoceaau noJjib30BaTe/ i KoMnboTepa. Kakomy Tuny yrpossl noaseprest 310t
KOMIbIOTEP?

- DoS-araka

- Kpaka JIMYHBIX JTAHHBIX
- mmuonckoe 110

- aTaka HyJICBOT'O JIHS

2. Kakoif TepMHH OTHOCUTCS K C€TH, KOTOpasi o0ecriedynBaeT 0€30NMaACHbIH J0CTYI K
KOPNOPATHUBHBIM 0(ucaM VISl NOCTABIIUKOB, KJIMEHTOB U COTPYAHUKOB?

- NaTepHer
- IHTPaHET
- DKCTPaHeT
- pacIIMpEeHHasl CETh

3. Kpynnasi kopnopauus MOAH(HUUIMPOBAIA CBOIO C€Th, YTOOBI M0JIH30BATEIN MOTJIN
MOJIy4aTh JOCTYI K CeTeBbIM pecypcaM CO CBOUX JMYHBIX HOYTOYKOB U cMapT(OHOB.
Kakas ceTreBast TeHACHIIUA ONUCBLIBAET I3TO?

- 00J1a4YHbIE BBIYUCIICHUS

- OHJIaH-COTPYIHUYECTBO

- mpuHecH cBoe ycrpoiicTeo (BYOD)
- BUJICOKOH(EPEHITUU

4. YTo Takoe HHTEepPHeT-NIpoOBaiiiep?

- DTO OpraH 1o CTaHAapTU3AINH, KOTOPBIM pa3padaThIBacT CTAHIAPTHI KaOeJIel U MPOBOJIKU
JUISL CETEM.

- DTO MPOTOKOJI, KOTOPBIN YCTaHABIIUBAET, KAaK B3aUMOCHCTBYIOT KOMITBIOTEPHI B JTOKATBHOM
CeTH.

- DTO opranm3aiusi, KOTopas Mo3BOJIIET OTACIbHBIM JIUIAM U TIPEANPUATUSIM ITOKIIOYATHCS K
HHurepHerTy.

- DTO ceTeBOe YCTPONUCTBO, KOTOPOE COUYETAET B ceOe PyHKIIMOHATBHOCTh HECKOJIBKUX
Pa3IMYHBIX CETEBBIX YCTPOMCTB B OJTHOM.

5. Kakue 1Ba kpuTepusi IOMOraiT BbIOPATh CeTeBOH HOCUTE/Ib U3 PAa3TUHYHBIX CeTeBbIX
cpen? (Boibepure nBa.)

- TUIIbI JaHHBIX, KOTOPLIC JOJI’KHbI OBITH MPUOPUTECTHBIMU

- CTOUMOCTh KOHEYHBIX YCTPOMCTB, UCIIOJIb3YEMbIX B CETH

- paccTosiHuE, Ha KOTOPOE BHIOpaHHas Cpesla MOXKET YCIEIIHO epeaaBaTh CUTHAI
- KOJIMYECTBO MPOMEKYTOUHBIX YCTPOHCTB, YCTAHOBJICHHBIX B CETH

- cpefa, B KOTOpO# OyZeT yCTaHOBJIEH BEIOPAHHBINA HOCUTEIb

6. ConocTaBbTe KAXKIYI0 XapaKTEPUCTHKY € COOTBETCTBYIOIIMM THIIOM MOAKJIIOUYEHUS K
HNurtepnery. (He Bce BApHAHTHI HCIIOJIB3YIOTCS.)



HE NIOAXOAHT ANA NECHCTEIX 30H DSL

/NA NEPefa4 AaHHbIX MCTIONb3YET KoakcanbHbIi Kabenb

KaK NpaBune, UMEET HU3RYH) NPONYCKHYID COCOGHOCTL

noakNio4eHne no TenetOoHHON NMHKK
BLICOKOCKOPOCTHOE COEAMHEHNE NO TENEMOHHON NMHUKM

00bI4HO HCMOMb3YeT cxemy T1/E1 unu T3/E3

CNyTHWUKOBasd nepegava

KabensHoe NoaKknioYeHe

7. ConocraBbTe onucaHue ¢ TUNOM puiabTpanuu opanamayispa. (He Bce BapuaHThI
HCIOJIb3YIOTCS.)

o D DR € el ERlene ) o Al T ) 3anpeLyaeT Unu paspeLuaeT AOCTYN Ha OCHOBE OrnepaLlroHHOM CUCTEMBI

NCXOAHOro NI KOHEYHOIo yCTpOﬁCTBa
cunsrpauns URL-aapecos

OUNBTPaLIMS NPUNOXEHUIA

rNETPALNA NAKETOB sanpeLaet nnn paspellaet 4oCcTyn Ha OCHOBE HOMEPOB NopToB,
MCMNoSb3yeMbIX B 3anpoce

3anpellaeT Unu paspeLlaeT JoCTYN B 3aBUCUMOCTH OT TOTo, OTBeYaeT N
Tpaduk Ha 3aNpPOCkl OT BHYTPEHHIX Y3M0B

3anpeLuaeT unu paspeLuaer JocTyn Ha ocHoBe BeB-aapecos Unu
KINKO4EBbIX CroB

3anpeLLaeT Unu paspeLuaet AocTyn Ha ocHose IP-unn MAC-agpecos
MCTOYHIKA 1 Ha3Ha4eHus!

8. KakoBa poas IPS?

'O6Hapy7KCHI/IC )51 6J'IOKI/Ip0BaHI/Ie aTakK B PEKUME PCaJIbHOI0O BpEMCHU

-TMIOJIKJIFOYEeHHE MHPOPMAILIMH O TJIO0ATBHBIX YIPO3aX K YCTPOUCTBAM CETeBOM 0€30MacHOCTH
Cisco

-ayTeHTHU(QHUKAIUS U IpoBepKa Tpapuka
-(punbTpanys Bpe1OHOCHBIX CalTOB

HDaBI/IJ'Ia BBICTABJICHHS OLICHKH I10 PE3yJIbTaTaM CaMOCTOSITCILHOM Da6OTI)II

OrieHKa 1o pe3ysnbTaTaM caMOCTOSATEILHON pabOThI CYUTAETCS B OajUIax Mo CIEAYIOIIeMY
MPUHIIAITY: PABUIHLHO BHITIOJTHEHHOE
- 3a7anue ¢ 1 BapuanTom otrBeta — 1 Ga,
- 3aJlaHNe C MHOXECTBEHHBIM BBIOOpOM — 2 Gaina, 1 6amt - eciiu TOJIbKO OJMH OTBET BEpHBIi,
0aJJIOB — €CIM HET MPaBMJIbHBIX OTBETOB MJIM BHIOpAaHO OOJIbIIIE BAPUAHTOB, YEM HEOOXO0IUMO;
- 3aJ]JaHKE C COMOCTaBJICHUEM — 2 OaJjuia.

[ToyTHOCTBIO HEPAaBHUIIHLHO BHITIOJTHEHHOE 3a1aHue — () GaJioB.
B cpenneM, MakcuManbHOE KOJIMYECTBO OAJIJIOB IO UTOTAaM CaMOCTOATeIbHOM padoTsl — 100




HaOpanHoe konn4ecTBO OaJIOB WHTEPIPETHPYETCS B TPOICHTHOE COOTHOIIECHUE U
ounenuBaerca. Ot 70-100% - pabota 3acuntana, menee 70% — paboTa He 3acuuTaHa (3HaHUS U
YMCHUA HA JaHHOM 3TaIll€¢ OCBOCHUA JUCLUIIIIMHBI HE C(i)OpMI/IpOBaHBI).

2. Cnucok BOIIPOCOB " (I/I.TII/I) 3aJaHui 1Jas NMPOBEACHUSA HpOMe)ICyTOqHOﬁ aTreCTallumn

Ha MoMeHT mpoBeneHUs TPOMEKYTOYHOW aTTECTAllMU JIOJDKHO OBITh BBIIOJIHEHO U
3acunTaHo He MeHee 70% momarHuX padoT.



HpaBI/ma BBICTABJICHHUA OLICHKHN HA JK3aMCHE.

DK3aMEH COCTOUT U3 ABYX YacTeH.
1 gacTn:
BoinosiHeHHe npakTH4eckoii padorsl B mporpamme Cisco Packet Tracer.

Hemu:

1. IlocTpouts ceThb

2. Pa3zpaborats cxembl [P-anpecaruun

3. HacTpouTh OCHOBHBIC TTapaMeTPhl yCTPOUCTB

4. Hactpouts mapameTpbl 6e3onacHocTH Ha Router-A u Switch-A
5. HacTpouTh XOCTHI ¥ POBEPUTH TOIKITIOUCHUS

Topology

LAN1 LAN 2
m —_— PC-B
Fa0/6 s1 Fa0/5 G0/o/1 2 G0/oj0
> >

Tables

Tasks

Version 2.0

Created in Packet Tracer 8.0 and Marvel 2.0.7
All contents are Copyright © 2021 Cisco Systems, Inc. Al rights reserved. This document is Cisco

Item Requirements

Network Address 172.16.1.0/24

LAN 1 subnet host requirements 80

LAN 2 subnet host requirements 20

Router-A G0/0/1 First host address in LAN 1 subnet
Router-A G0/0/0 First host address in LAN 2 subnet

Switch-A SVI Second host address in LAN 1
subnet

Host-A Last host address in LAN 1 subnet

Host-B Last host address in LAN 2 subnet

Public Information.

Kaxxnas uenp BkIowaer B ceOs ompeselieHHOE KOJMYECTBO HACTPOEK, KOTOphIe
HEOOXOMMO BBITIONHUTH. 32 KKy BEPHO BBIMOJHEHHYIO HACTPOWKY HAYUCIISIOTCS OaJUTHI.
MakcumanbHOe KoiandecTBO OamioB — 78. HabpaHHble Oaibl MHTEPIPETUPYIOTCS B TIPOLIEHTHI
OT MAaKCUMAJILHOTO KOJUYECTBa 0alJIOB.

PaGota cunTaercs BBINONHEHHOM eciu cTyneHT HaOpan 70% u Bbllie OT MaKCUMaIbHOTO
KOJINYECTBa 0aJIjIoB.

BpemenHoe orpannueHue Ha BHIIOTHEHUE MPAKTUYECKOi paboThl — 90 MUHYT.

[Ipu yciioBHMM yCIENTHOTO BBITIOJHEHUSI Pa0OTHI CTYACHT MEPEXOJUT KO BTOPOW YacTH
JK3aMeHa.

2 4acTh:

HToroBobiii TecT
B Tecte npeacraBiensl 3aaHusl Ha NPOBEPKY 3HAHUM 1O Kypcy «KoMIbIOTEpHBIE CETH.
B Tecte B cpennem 60 Bonmpocos.
KonnuecTBO MONBITOK BBITOJIHEHHMS - 1.
Bpewms Ha npoxoxnaenue tecta — 90 MUHYT.



IIpuMepbI BONIPOCOB:

1) Kakoii TunI cepBepa HCIoOJIb3yeT TaKkue THIBI 3anuceil, kak A, NS, AAAA u MX, nas
NnpeaoCTABJIEHUA yCayr?

-CepBep TOMEHHBIX UMEH
-ITouroBbIii cepBep
-DaiinoBeIil cepBep
-Beb-cepBep

2) Yro Takoe nponpueTapHbie NPOTOKOJIbI?

-[IpoTokonbl, pa3paboTaHHBIE YACTHBIMH OpPTaHMU3ALUSAMHU JUIsi paboTbl Ha 000pYIOBaHUU
J1r000T0 OCTABIIMKA.

-[IpoTOKOJBI, KOTOpPBIE MOTYT CBOOOJHO HCIOJB30BATHCSA JIIOOOW OpraHU3alMeld WiIn
HIOCTABIIHKOM.

-IIpoTokobl, pa3paboTaHHBIE OpPraHU3AUAME, KOTOPBIE KOHTPOIMPYIOT UX ONpeAeieHHE M
paborty.

-Habop npoTokosioB, W3BeCTHBIN Kak cTek mporokosioB TCP/IP.

3) Kakyw komanay moxHo ucnosb3oBatb Ha IIK ¢ Windows, utodbl yBugers IP-
KOH(UTYpalHIO ITOr0 KOMIbIOTepa?

-show ip interface brief
-ping

-show interfaces
-ipconfig

4) Tlocmotrpute Ha kKapTuHky. IP-agpec wuHTepdeiica kakoro ycrpoicTBa cjeayer
HCIO0JIB30BATH B KAYeCTBE HACTPOMKH LIII03a 110 YMOJIYaHUIO 1Jis1 xocta H1?

>

S0/0/1

$0/0/0
S0/0/0

-R1: S0/0/0
-R2: S0/0/1
-R1: G0O/0

-R2: S0/0/0

5) CeteBoii agMuHHCTPATOP 100aBJIIeT HOBYI JIOKAJLHYI0 ceTh B ¢uauai. Hosas
JIOKAJIbHAAL CeTh JO0JIKHA MNOJAEP:KMBATh 25 MNOAK/JIIYEeHHbIX YycTpoiictB. KakoBa



HaMMEHbIIASl CeTeBasi MAacKa, KOTOPYK CeTeBOW AJIMMHHMCTPATOP MOKeT HCIOJb30BaTh
IJISI HOBOM ceTn?

-255.255.255.128
-255.255.255.192

-255.255.255.224

-255.255.255.240

6) AAMMHHCTPATOP NBITAETCA HACTPOUTH KOMMYTATOP, HO MOJy4YaeT cooOuieHHe 00
ommmoKe, MOKAa3aHHOe Ha KapTHHKE. B yem npodaema?
Switchl> config t

% Invalid input detected at '""' marker.

-Heo6xoaumo ucmons30Bath BCio Komany configure terminal.

-AZIMHHHCTPATOP YK€ HAXOIUTCS B PESKUME TI100aIbHOM KOH(UTypaInu.

-IIpex /e ueM BBOAMTL KOMAH.Y, aIMHHHUCTPATOP JOJKEH BOUTH B IIPUBUIIETHPOBAHHBIN PEXUM
EXEC.

-AJIMHHUCTPATOpP JOJDKEH IMOIKIIIOYUTHCS Yepe3 MOPT KOHCOJH, YTOOBI MOJYYUTh JOCTYII K
PEKUMY TII00ATBHON KOH(PHUTYPAIIHH.

7) Kakue aBa yTBep:KIeHHSI ONMMCHIBAIOT, KAK OIEHHBATHh CXeMbl NMOTOKOB Tpaduka M
THIIBI CeTEeBOr0 TPpaduKa ¢ NOMOIIbLI0 AHAJIU3ATOPA NPOTOK0JI0B? (BbiOepuTe n1Ba.)

-Boinonnure 3axBar Tpaduka B BBIXOJHBIC JIHU, KOIAa OOJBIIMHCTBO COTPYAHHUKOB HeE
paboraror.

-Bommonnure 3axBar Tpaduka B yachl NHMKOBOM 3arpy3k, 4YTOObl TMOJYYHUTh XOpoIlee
IIPEJICTaBICHNUE O PA3IMYHbIX TUIIAX TpadUKa.

-Boinonnute 3axBar Tpaduka TOJIBKO B TE€X 001ACTAX CETH, KOTOPBIE MOJIy4atoT OOJIBIIYIO YaCTh
Tpaduka, TaKMX KakK HeHTp 00pabOTKH JaHHBIX.

-BrinosHnTE 3aXBaT B pa3HbIX CErMEHTAaxX CETH.

-Brimonnure 3axBar Tosbko Tpapuka WAN, motomy uro Tpaduxk B MHTepHeTe oTBedaeT 3a
HanOoNbIINK 00beM TpaduKa B CETH.

8) Kakoii TMnm yrpo3sl 0e30MacHOCTM BO3HHMKAaeT, €CJH HAJACTPoOiika aJjasi padoTsl ¢
3JIEKTPOHHBIMHU TA0JMIAMHU OTKJ/II0YAET JIOKAJIbHBII NPOrpaMMHbIi Opanamayasp?

-opyrdopc
-TPOSIHCKUI KOHb
-DoS

-repernoyiHeHune oydepa

JK3aMEHALMOHHAS OLICHKA BBICTABJIsIETCH M0 MTOraM TeCTa M0 NPaBHJIAM:
B cnyuyae HeBBINIOJIHEHUS NpPaKTH4YEeCKOW paboThl (YacTh 1 »dK3aMeHa) CTYAEHTY
BBICTABIISIETCS OLIEHKA «HEYJJOBJIETBOPUTEIBHO.

Hroru MPOXOKACHUA TCCTA OUCHHUBAKOTCA CICAYIOIHUM 06pa30M:

- 3amanue ¢ 1 BapuanTom otBera — 1 Gam;

- 3aJIaHWe€ C MHOXKECTBEHHBIM BBHIOOpOM — 2 Oaya, 1 Oamr - eciu TOJIBKO OJIMH OTBET
BepHbIH, 0 OalIOB — eclM HeT MPaBWIBHBIX OTBETOB WMIU BHIOpaHO OOJBIIE BapUAHTOB, YEM
HEOOXO0INMO;

- 3a7jaHH€E C COIIOCTAaBIEHHEM — 2 Oaila.

[ToyTHOCTBIO HETPAaBHUIIHLHO BHITIOJTHEHHOE 3a1aHue — () OaJioB.



B cpeanem, MakcuManabHOE KOJIMUECTBO OaIoB 1o uroram ¢gunansHoro tecta — 100.

HaOpanHoe KoiMuecTBO OasIOB WHTEPIPETUPYETCS B TPOIEHTHOE COOTHOIICHHE U
onenuBaercsa. Ot 90-100% cooTBeTcTBYET O1IcHKE «OTIUIHOY, 80-90% — oreHke «xoporoy, 70-
80% — olleHKe «yAOBJIETBOPUTENIbHO», MeHee 70% — OlLleHKa «HEYAOBIETBOPUTEIIbHOY (3HAHUS
¥ YMEHHS Ha JJAaHHOM 3Tare OCBOCHUS TUCIHUILIMHBI He CPOPMUPOBAHBI).



IIpunoxkenne Ne 2 k paGoueii mporpaMme M CUMIIIMHBI
« KomnbrorepHsie cetu»

MeToauuecKkue YKazaHus 1Jisl CTYACHTOB I10 OCBOCHUIO JUCHHUIIJIMHBI

OcHoBHOM (hopMOH M3IOKEHUS Y4eOHOro Marepuaia 1o gucuuiuimae «KommnbroTepHbie
CETH» SBJISIOTCS JICKIIUU U NMPAKTUYECKUe pabOThl, IPUUEM B JOCTATOYHO OOJBIIOM 00BEME. ITO
CBS3aHO C TEM, YTO B OCHOBE KOMIIbIOTEPHBIX CETEM JIe)KaT caMble COBPEMEHHBIE TEOPETUUECKUE
U MIpaKTHYeCKHe 3HaHMs U HaBbIKH. [1o BceM TemMaM mpeaycMOTpEHbI MPAKTUYECKUE 3aHATHSA, Ha
KOTOPBIX MPOMCXOMUT 3aKpeIUIeHHE JIEKIIMOHHOTO MarepHuaja IyTeM MPUMEHEHHS ero K
KOHKPETHBIM 3aJ]auaM U 0TpabOTKa HaBBIKOB PAOOTHI C CETEBBIM 000PYIOBAHHUEM.

JUist yCHemHoro OCBOSHUS TUCIUIUIMHBI OY€Hb BaKHO PEIICHHE JOCTATOYHO OOJIBIIOTro
KOJIMYECTBA TEOPETUUECKUX U MPAKTUYECKUX Pa0bOT, KaK B ayJIMTOPUH, TAK U CAMOCTOATEIHHO B
KayecTBE JOMAIIHUX 3aaaHuil. Ilpumepsl pemenuss paboT pa3duparoTcs Ha JEKIUSIX U
MPAKTUYECKUX 3aHATUSX, IPU HEOOXOJUMOCTH TO Hambosee TPYAHBIM TeMaM MPOBOJISTCS
JIOTIOJTHUTEIIbHBIE KOHCYNbTai. OCHOBHAS IIEb PEUICHUS TEOPETHUECKUX M TPAKTHUYECKUX
paboT — MOMOYb YCBOUTH (PyHIAaMEHTaIbHbIE IOHATHUS U OCHOBBI KOMITBIOTEPHBIX CETEH.

3amaHust U1 CAMOCTOSATENBHOTO perIeHus (GOpMyIUPYIOTCS Ha JIGKIUAX U MPAKTUYECKUX
3aHATUAX. B KadecTBe 3amaHuil Al CaMOCTOSITENIbHON paboThl JoMa CTyJIEHTaM MpeJiararoTcs
3aJ1a4u, aHAJIOTMYHbIE pa300paHHBIM Ha JIEKIUAX U MPAKTUYECKUX 3aHATUSAX WIH HEMHOTO OoJiee
CJIOHBIE, KOTOPBIE SABIIAIOTCS Pe3yIbTaTOM O0BEAMHEHHSI HECKOIBKUX 0a30BBIX 3a1a4. [lomHbiii
CIIMCOK 3aJJaHUI JJI1 CaMOCTOATENbHON paboThI 10 TeMaM (pas3ziesiaM) AUCUUILINHBI IPUBEICH B
OVK B LMS Moodle «Kommnbrorepusie cetu» u DYK B LMS NetAcad. Bonpockl, BO3HUKAIOIIHE
B IIPOLIECCE WJIM IO MTOraM pELIeHMs 3TUX 3a]ad, MOXKHO 3aJaThb Ha KOHCYJIbTALUAX WIH B
dopyme (uare) B IYK B LMS Moodle.

Jlia camocToSITENbHOM pabOThI, B TOM YMCJIE U MOBTOPA, Pa300paHHOIO Ha JIEKUMSIX U
MPAKTUYECKHUX 3aHIATHUIX MaTepuaja MepBOro ceMeCTpa U3yueHUsl TUCIUILINHBI, PEKOMEHIYeTCs
UCIIOJIb30BaTh yueOHO-MeToandeckoe mocoone B LMS NetAcad. Matepuan Kaxaoro pasjiena
BKJIIOYAET B ce0s M3JI0KEHHE TEOPETHUECKOro MarepHaja Mo 3a/JaHHON TeMe, KOTOpBIA 3aTeM
WUTIOCTPUPYETCS MOAPOOHBIM pElIeHHEM TUIIMYHBIX 33Jad. B 3akiioueHue Kaxjaoro paszaena
IPUBOJAATCS 3aJjaHUs U1l CAMOCTOSITENIEHOTO PEIICHHsI, OTBETHI K 3TUM 33/IaHUSIM M YKa3aHUs 110
UX PEIICHHIO MTOKA3bIBAIOTCS TIOCIIE UX BBITIOJHEHHS.

B KoHIe epBoro cemecTpa U3y4eHus: TUCHMITIMHBI CTYIEHTHI CAl0T 3K3aMeH. DK3aMeH
NPUHUMACTCS B BHJEC TeCTa M NpakTHYecKoil paboTel B mporpamme Cisco Packet Tracer.
[TpoBepsitoTcst 3HAHMS, TOJIYYEHHbIE B XOJ€ MPOXOXKAEHUS Kypca, HaBBIKM U YMEHMS,
MIpUMEHsIeMbIE JJI TIOCTPOCHHS CETH, oOecrieueHus ee OecriepeOoitHON paboThl U oOecriedeHUs
6a30BOT0 ypoBHs 0€30MaCHOCTH.



