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1. les ocBOEHHS TMCIMITAHBI
Llenbro u3ydeHust AUCHUITHHBI «OCHOBBI TIOCTPOCHHS 3aIIUIIECHHBIX KOMITBIOTEPHBIX CETEH)» 5B-
JCTCA TCOPECTUUCCKAA U NNPAKTHYCCKAd MOArOTOBKA CIICHUAIIMCTOB K ACATCIILHOCTH, CBSI3aHHOI
C MIOCTPOCHHEM 3AIHUIICHHBIX CETEBBIX aBTOMATU3UPOBAHHBIX CUCTEM, & TAK)Ke 00yUYCHHUE MPHH-
oumnaM 1 MeTolaM 3alluThl HH(i)OpMaI_[I/H/I B KOMIIBFOTCPHBIX CCTAX.
3aaun AUCIHUITIHHBL:
— HU3YYCHHUC THIIOBBIX YI'DO3 6€3OHaCHOCTI/I B KOMIIBIOTCPHBIX CCTAX,
— W3y4YCHHE KPHUNTOrpaQUyYECKUX M MPOrpaMMHO-AMIApaTHBIX METOIOB 00ECICUCHUs WH-
(dhopMaImoOHHON 0€30MaCHOCTH B KOMITBIOTEPHBIX CETSX;
— npuoOpETeHHE HABBIKOB HACTPOWKM M IKCIUTyaTallMd CPEICTB 0OeCreYeHus: 0e30macHo-
CTHU B KOMIIBIOTCPHBIX CCTAX;
— OBJIQJICHHE CPEICTBAMU M METOJAaMH NMPOSKTHUPOBAHMS U MIOCTPOCHHUS 3aIUINECHHBIX CETe-
BbIX aBTOMATU3UPOBAHHLIX CUCTEM;
— OBJIQJICHHE CPEACTBAMH U METOAMH BBISBICHHS U HEUTPATU3aIlUK MTOMBITOK HAPYIIICHHS
0€30MaCHOCTH B KOMITBIOTEPHBIX CETSIX.
JlaHHBI KypcC MO3BOJISET IMyTEeM H3y4YCHHS Yrpo3 Oe30MacHOCTH B KOMITBIOTEPHBIX CETSIX,
METOOAOB CCTCBBIX aTakK H BTOp)KeHI/If/'I, a TaKXe y;[3BHMOCTefI I/IH(i)OpMaIII/IOHHI)IX CHUCTEM,
BBIPA0OTATh y CTYJCHTOB YOCKICHHOCTh B HEOOXOAUMOCTH MPUHATHS aJICKBATHBIX MEpP 3alUThI
pOCCUICKNX OOBEKTOB WH(OpMATU3ALMH, MPEJOCTABISET JIOCTATOUYHBIE 3HAHUS W HABBIKH,
TpebyeMbIe ISl 3TOTO.

2. MecTo AMCHUILUIMHBI B CTPYKTYpe 00pa30BaTe/IbHOI MPOrpaMMbl

Juctumumaa «OCHOBBI TOCTPOCHHS 3aLIUIIEHHBIX KOMITBIOTEPHBIX CETEH» OTHOCHTCS K
00s13aTeIbHON YacTH 00pa30BaTEILHON MPOrPaMMBI.

JUisl ycTenmHoro yCBOEHHS JaHHOW NUCIHILIMHBI HEOOXOAWMO, YTOOBI CTYJICHT BIIAAEI
3HAHMUSAMH, YMEHUSMHU U HaBbIKaMH, C(OOPMHPOBAHHBIMHU B TPOLECCE U3YUCHHS AUCIHUILIHH!

«udopmaTrkay - 3HaHWE OCHOBHBIX MOHATHIA HHPOPMATUKH;

«OcHOBbI MH(QOPMALMOHHOM 0€30MacCHOCTU» - 3HAHUE OCHOBHBIX CPEICTB U CIOCOOOB
obecrieueHrss HHPOPMALMOHHON 0€30MacHOCTH, MPUHIIUIIOB TOCTPOCHUSI CHCTEM 3allUThl HH-
dopmanuu, BiageHne NpodeccuoHanbHO TepMUHOIOTHEH B 001acTH MHPOPMALIMOHHONW Oe30-
MaCHOCTH;

«KommnbroTepHble ceTH» - 3HaHUE STAJIOHHOM MOJENM B3aUMOJECHCTBUS OTKPBITHIX CHC-
TEM, THUIIOBBIX CTPYKTYp ¥ MPUHIIMIIOB OPTaHWU3aIlMN KOMITBIOTEPHBIX ceTel, ocHOB MHTepHeT-
TEXHOJIOTUH, Blla/IecHUe HaBbIKaMHU KOH(QUTYpUPOBaHMS JOKAJIbHBIX KOMIBIOTEPHBIX CETEH U pea-
JIM3AIMA CETEBBIX IPOTOKOJIOB C IOMOIIBIO IPOTPAMMHBIX CPEJICTB;

«Kpuntorpapuueckne MeTobl 3alIUThl MHPOPMALIMK» - 3HAHUE OCHOBHBIX BHJIOB CHUM-
METPUYHBIX ¥ ACHMMETPHUYHBIX KPUNTOTPAPUIECKUAX aITOPUTMOB, CPEJICTB M METOJIOB XPaHEHHS
ayTeHTU()UKALMOHHOM HH(pOpMaIMHY, BIaJileHHe KpUIITOrpadhuuecKoi TEpMUHOJIOTHEH.

3HaHUS ¥ HaBBIKH, TIOJYYCHHBIC B X0/I€ U3yYCHHS TUCIHUIUTMHBI « OCHOBBI TIOCTPOCHHUS 3a-
IIMIIEHHBIX KOMIBIOTEPHBIX CETeH», MOTYT HEMOCPEICTBEHHO HCIOJIb30BaThCs MpPU paboTe 1o
CIIEUATIbHOCTH.
3. Illlanupyemble  pe3yJbTaTbl  O0y4YeHHs] 1O JMCHUILUIMHE, COOTHECEHHbIe €
NJIAHUPYEMBbIMHU Pe3yJIbTaTAMH 0CBOEHHS 00pa30BaTeJIbLHON MPOrpaMMbl

[Ipouecc u3yyeHus: TUCHUILUIMHBI HAaIIpaBiieH Ha (OPMUPOBAHUE CIIEAYIOIINUX 3JIE€MEHTOB
kommnereHmii B coorBercTBrH ¢ ®PI'OC BO, OOIT BO u npuoOpereHus Cleayromux 3HaHHM,
YMEHHH, HaBBIKOB U (MJIM) OTIbITA JIEATEIbHOCTH:



dopmMupyemasn
KOMIIETCHLIHS
(xkoa u
¢opmyamnposka)

NHaukaTop 10CTHKEHHUS
KOMIIETEHIIMH
(ko u popmyanpoBKa)

Ilepedyenn
MJIAHUPYEMBIX Pe3y/IbTATOB 00y4eHHUsl

OobmenpodgeccuoHalbHble KOMIETEHIIUN

OIIK-2

Cnocob6en
NPUMEHSATH
NporpaMMHbIe
cpeacTsa
CHCTEMHOI0 1
NPHUKJIATHOTO
HA3HA4YEeHUil, B TOM
qnciie
0Te4eCTBEHHOI 0
NMPOU3BOACTBA, JJIsI
peuienus 3aaa4
npodeccuoHaIbLHOM
NesiTeJIbHOCTH;

H-OIIK-2.1

3HaeT OCHOBHbIE KOMIIOHEHTBI
CHUCTEMHOI0

NMPOrpaMMHOI0 o0ecrieyeHns ;
THIIBI ONlePAIIMOHHBIX
CHCTEM; KOMAH/HBIN U
NPOorpaMMHbIii HHTep(eiic
M0JIb30BaTEJIf C
ONepauMOHHON CHCTEMOIA;
THUTIBI,

OPraHu3anMIo CUCTEM
NPOrpaMMHUPOBAHNS H
MPOrPaMMHBIX MOJYJIeil;
COBpPeMeHHbIE MeTO/IbI
crnenupuKaAMU NPUKJIATHOTO
NMPOrpaMMHOI0

odecrevyeHusl.

3HaTh:

- OCHOBHBIC OTJINYHUS OTMIEPAIHOHHBIX CHCTEM;

- ocHOBHI agmuHKCcTpupoBanus Windows/Linux
— METO/IbI 3AIUTHI ONIEPAIIMOHHBIX CHCTEM OT
Pa3IUYHbBIX TUIIOB YTPO3;




OIIK-11

Cnocoden
pa3padarTbiBaTh
NOJUTUKHU
0e30macHOCTH,
NOJUTUKHU
YIpaBJIeHUS
AOCTYIIOM M
UHGOPMALMOHHBIMH
NMOTOKAMH B
KOMIILIOTEPHBIX
CHCTEeMAaXxX € y4eTOM
Yrpo3 0e30macHOCTH
HHpopmManuu u
TpeOOBAHMI 110

N-OIIK-11.3

Baageer cmocodoamu
MO/1eJINPOBaHUs 0€30IaCHOCTH
KOMIIBIOTEPHBIX CHCTEM, B TOM
yHcie MOAeJMPOBAHNUS
yIpaBJIeHHUS 10CTYIIOM H
HH(OPMALIOHHBIMU
NOTOKAMH B KOMIIbIOTEPHBIX
CHCTeMaX; CPeCTBa H

MeTO/Ibl XPAHEHHUS U Nepeaadn
ayTeHTH(PUKALMOHHOMI
uHGopManu; OCHOBHbIE
TpeOOBaHus K MOACHCTEMe
ayJAuTa U NOJMTHKE ayI1Ta;
3alllMTHbIE MEXaHU3MbI H
cpeacTBa odecrnevdeHust
0e30acCHOCTH ONePAllHOHHBIX
CHCTEM; HABBIKAMM

Biaanerb HaBBIKAMM:

- aHAJIM3a CeTeBOro TpaduKa ¥ HaBBIKAMHU
penieHus mpobJIeM P UCTIONIb30BaHUU
¢uznueckoro odopynosanus u Cisco Packet
Tracer;

- BHeZpeHnsI AAA Ha MapmIpyTH3aTopax;

- YCTpaHEHHS YIpo3 JUIsl MapIIpyTU3aTOPOB U
ceTel C MOMOIIbIO CITUCKOB YIPaBICHUS
nocryrnom (ACL);

- BHepeHus: VPN Tuna «ceTb-ceThby;

- BHeApeHus VPN ¢ ynalleHHBIM TOCTYIIOM;

- MPOEKTHPOBAHNS, BHEAPEHUS U TIOJAEPIKKI
Mep 0e30macHOCTH Tt 00ecTieYeHus 3aIUTh 1
LIETTIOCTHOCTHU CETEBBIX YCTPOUCTB;

3ammrTe pPa3padoTKu MPOrpaMMHBIX
uHpopManuu; Moay.J1eii, peaau3yommx

3aJa4M, CBSI3aHHbIE C

ob0ecrieyeHneM 0€30MACHOCTH

OIepPAIlHOHHBIX CHCTEM

pacnpocTpaHeHHbIX CeMelCTB.

Baagerb HaBbIKAMU:

OIIK-15 - CO3J]aHMs MOJICETEN U HACTPOUKHU OOMEHa
Cnocoden HN-OI1K-15.3 JAaHHBIMH;
aJMUHHCTpUpOBaTh | Bianeer HaBbIKaMu - YCTAaHOBKM 1 HACTPOHMKH CETEBBIX
KOMIIbIOTEPHbIE aIMUHUCTPUPOBAHUS YCTPOHCTB: CETEeBBIX ILIAT,
CeTH H KOMIIBIOTEPHBIX CETEH; MapIIpyTu3aTopoB, KOMMYyTaTOPOB U 1Ip.,
KOHTPOJIMPOBATH HaBBIKAMH Pa0OTHI C CETEBBHIM - UCII0JIP30BaHUsA OCHOBHBIX KOMaH/ JUIA
KOPPEKTHOCTh HX 000pYJIOBaHUEM U CETEBBIM OTCICIKUBAHMA CCTCBBIX IIAKCTOB,
(pyHKIHOHMPOBAHMSA | IPOTPAMMHEIM napamerpos IP- anpecarmm;

o0ecreyeHreM.

N-OIIK-16.1 3HaTh:
OIK-16 3HaeT CpescTBa U METOBI - IPUHLUIBI 00ecTieyeHns 6e30MacCHOCTH

XpaHEHUs U Nepeaavu CeTH;
Cnocoben ayTeHTU()UKALMOHHOM - TUIIBI CETEBBIX aTak U METOJIbl OOPHOBI €
TpOBOANTE nH(pOpMaLIUN; MEXaHU3MBbI HUMU,
MOHHTOPHHT pean3anyy aTak B CETAX - TEXHOJIOTUY KOMMYTAall1H;
padoTocnocobnocTH TCP/IP; ocHOBHBIE - IPUHLHAIBI TOAJEPKKHA TOCTYIIHBIX U
H aHa13 MIPOTOKOJIBI UICHTU(UKAITUH U HAJEKHBIX CETEH C MOMOIIBIO
3¢pdexkTUBHOCTH

CPEACTB 3aIUThI
uHopmanuu B
KOMIILIOTePHbIX
CHCTEMAaX U CeTAX

ayTeHTU(UKALUN
aOOHEHTOB CETH; 3alIUTHHIC
MEXaHHU3MBbI U CPEIICTBA
o0ecreyeHus CeTeBOM
0€30MMacHOCTH; CPEICTBA U
METO/IbI IPEIOTBPALIICHUS U

)IPIH&MI/I‘—IGCKOﬁ aapecaiu U IMpOTOKOJIOB
PE3CPBUPOBAHUA TICPBOTO IMIEPEXOIa;




0OHapyKEHHS BTOPYKEHUM.

N-OI1K-16.2

YmeeT popmynupoBaTs U
HacTpauBaTh MOJIUTUKY
0€30MMacCHOCTH OCHOBHBIX
OTEPALIMOHHBIX CUCTEM, a
TaKXe JIOKAJIbHBIX
KOMIIBIOTEPHBIX CETEM,
MTOCTPOEHHBIX

Ha UX OCHOBE; IPUMEHSTh
3aIIUILIEHHBIE IPOTOKOJIBI,
MEKCETEBbIC IKPAHbI U CPEJICTBA
0oOHapyXEeHHS

BTOPKEHHM JJISI 3aLUTHI
nH(pOpMALIUU B CETSIX;
OCYIIECTBIISITh MEPHI
MPOTUBOAECUCTBUS HAPYLIECHUSAM
CEeTeBOI OE30MacHOCTH ¢
HCIIOJIb30BaHUEM Pa3IMYHBIX
MIPOTPaMMHBIX U aIapaTHbBIX
CPEZICTB 3aLIUTHL.

YMmeThb:

- OIIUCBIBATH YTPO3bI OE30MMACHOCTH, C
KOTOprMI/I CTAJIKHNBAKOTCA COBpeMeHHBIe
ceTeBbIe HUHPPACTPYKTYPHI;

- BBIABIIATD U YCTPAHATH YIPO3bI
0€30MMaCHOCTH JIOKAJIIbHON KOMITBIOTEPHOM
CeTH;

- 3aIUIIATh CETEBYIO HHPPACTPYKTYPY;
- HAXOAUTh U YCTpaHSITB HCIIO0JIadKH,
BBISIBJISITh M YCTPAHATh YTPO3bI
6e3omacHoct LAN;

N-OIIK-16.3

Birageer HaBbIKaMM HACTPOMKH
MEXCETEBBIX JKPAHOB;

BJIAJI€€T METOJUKAMH aHaJIN3a
ceTeBoro Tpaduka.

Baagern HaBbIKAMHU:

- aHAJIM3a CETEeBOro Tpaduka U HaBBIKAMHU
pelieHus: mpobiieM Ipy UCTIOIB30BaHUHU
¢usmueckoro obopynoBanus u Cisco
Packet Tracer;

- BHeJlpeHust AAA Ha MapLIpyTHU3aTOpax;

- YCTpaHEeHus yrpo3 sl MapuIpyTU3aTOPOB
U CeTeH C OMOIIBIO CIIMCKOB YIPABICHUS
noctynoM (ACL);

- BHeApeHus: VPN Turma «cetb-ceThy;

- BHeIpeHust VPN ¢ yaneHHbIM 10CTyIIOM;
- MPOEKTUPOBAHUSI, BHEIPEHUS U
MOJIIEPXKKHA Mep 0€30MacHOCTH st
obecrieueHus 3aUThl U IIEJTOCTHOCTH
CETEBbIX YCTPOUCTB;




4. O0beM, CTPYKTYpa U coepsKaHue TUCHUIIINHBI

OO0mas TpyA0€MKOCTh JUCIIUIUIMHBI COCTABIISIET 6 3a4eTHBIX enHMII, 216 akas. 4acos.

Ne Tembl (pa3meJibl) Buabl yueOHBIX 3aHATHI, DopMbl TEKYLIET0
n/n AUCHMUILIMHBI, BKJIIOYASl CAMOCTOSITEIbHYIO | KOHTPOJISI yClIeBaeMOCTH
HX CO/Iep:KaHue padoTy CTY/A€HTOB,
H UX TPYA0E€MKOCTh dopMa NPOMeKYTOUHOM
o (B akageMHYeCKHUX 4acax) aTTeCTALMHU
§ KonTakTHasi pa6ora (no cemecmpam)
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3aganus amis
Obecrieuerne 6€30MaCHOCTH A -
1 9 9 CaMOCTOSITEIIbHON PabOThI
CETeH.
3agaHus ams
CaMOCTOSITETFHON Pa0OTHI,
TecT ana caMonpoBepKU
MOHHTOPHWHT U yIIpaBICHUE
2 CTDOHCTBAMIL 9 1o paboTe ¢ oneparopaMu
yerp ) B KM
CamocrosiTenbHast
pabota Nel
Tect i caMonpoBepKH
1o paboTe ¢ omepaTopamu
6 mom uucne ¢ 30 u J[OT p parop
B KM
OVK ¢ LMS Moodle
SamaHus s
3 |ACL u OpanaMayapsbl. 9 o
CaMOCTOSITETbHOU PabOTHI
6 mom uucne ¢ 20 u J[OT
4 [IpenoTBpamenne 9
BTOP>KECHHH.
SamaHus s
5 YpoBeHs 2 1 6€301acCHOCTh 9 CaMOCTOSTENFHON PabOTHI,
KOHEYHBIX YCTPOUCTR. CamocTosTelbHas padora
No 2
3agaHus s
6 |Kpunrorpagwus. 9 g -
CaMOCTOSITETTFHON PabOThI
Saganus mis
CaMOCTOSTETLHON PabOThI
7 |VPN. 9
CamocrosTenpHas pabora
Ne 3
8 |Cisco ACA 9
6 mom uucne ¢ 30 u J[OT 1




DK3aMeH

IIpu nmoaroroBke K

2 1051 335 sk3ameny: Tect st
CaMOIIPOBEPKHU TI0

pe3yabTaTaM OCBOCHUS

JUCTIATUTAHBI
6 mom yucne ¢ 30 u JJOT 2 Tect s caMmonpoBepKH
0 pe3yJIbTaTaM OCBOCHUS
JUCTIUATUTAHBI
OVK ¢ LMS Moodle
Bcero 3a 7 cemecTp 32 | 32 38
144 yaca

6 mom uucie ¢ 30 u /10T

HUTOro 32 | 32 38
6 mom uucie c 30 u /IOT

Coneprxkanue pa3iesoB AUCITUTUTHHBI:

O0ecrieuenne 0E30IIaCHOCTH CETEMN.

1. 3amuTa cerei.

1.1. Beenenue. 3asBieHue o0 d3TUUECKOM B3JloMme. Tekyiee nonoxenue nen. Cetn — 3TO LeNu.
[TpuuunHb! ceTeBO Oe3onacHOCTH. BekTopsl ceTeBbIx aTak. [loTepu 1aHHBIX.

1.2. O630p Tomomorum ceru. Cetn kammyca. Cetm mamoro oduca W JomamrHero oduca.
['mobGanpHble cetu. Cetu 1HEHTPOB 00pabOTKM MaHHBIX. OONayHbIE CETH W BHUPTYyaTU3allvs.
PaSBI/IBaI-OHII/IeCﬂ CCTCBABIC FpaHI/IIII)I.

2. CeTeBble Yrpo3bl.

2.1. Kto arakyet Hamry ceTh? Yrpo3a, YS3BHUMOCTh U PUCK. XaKep MPOTHUB 3TOYMBIIUICHHUKA.
OBomonus cyobekToB yrpo3. Kubepnpectynmauku. 3amgaun kubepOezonacHocTu. Muankatopsl
knbepyrpo3. OOMeH yrpo3aMu M MOBBILIEHHE OCBEIOMIIEHHOCTH 0 KHOepOe30macHOCTH.

2.2. IncTpyMeHTHI cyObeKTa yrpo3. BBeneHne HHCTpYMEHTOB aTaku. DBOJIIOIHS HHCTPYMEHTOB
6e3onacHoctu. Kateropuu atax.

2.3. Bpenonocnoe I1O. Tumbl BpenoHOCHBIX mporpamm. Bupycel. TposHckue konu. Yepsu.
Kommnonentsr uepssi. [Iporpammei-Beimorarenu. [pyroe BpegonocHoe [10O. PacnpoctpanenHoe
MOBE/IEHNE BPEIOHOCHBIX TPOIPaMM.

2.4. PactipocTpaHeHHBIE CETEBBIE aTaKl — pa3BelKa, JOCTYI M CONMANbHAS HHXXEHEepHs. THITbI
CeTeBBIX aTak. Pa3BenpiBaTeNbHBIC aTaku. ATakW TOCTyHa. ATakd COIMAILHON HHKEHEPUU.
VYkperuienue camoro ci1aboro 3BeHa.

2.5. CereBble aTaku — OTKa3 B OOCIY)XHBaHHH, TepenoiHeHue oydepa u ykinonenue. DoS- u
DDoS-araku. Kommonentsl DDoS-arak. borHer Mirai. Ataka Ha mepenojiHeHHE Oydepa.
MeToab! YKIOHEHHs, UCTIONb3YEMbIE 3JI0yMBIIIUIEHHUKAMH.

3. CHHMIKeHHE YTPo3.



3.1. 3ammra cetn. CrienuanucTsl Mo cereBoil OezomacHocTu. CoolliecTBa CETEBOr0 aHaIM3a.
Cepruduxkarsl cereBoit 6e3omacHocTd. KoMMyHUKaonHasi 0€301MacHOCTb.

3.2. Ilonutuku ceteBoii Oe3omacHocTU. JloMeHBI ceTeBoi OezomacHOCTH. JlemoBasi MOJUTHKA.
[Tomutrka Ge3zomacHoctu. Ilomutukn BYOD. CooTBeTcTBHE HOPMATHBHBIM TPEOOBAHHAM U
CTaHJapTaM.

3.3. UucTtpymeHThl Oe30macHOCTH, miatopmel u cepBuchl. "JIyk" 6e3omacHoctd 1 "ApTHimok”
6e3omacHocti. HWHCTpymeHTHl TectupoBaHusi Oe3omacHocT. [lmardopmer  GezomacHocTH
naHHbIX. neMoHcTpanus Cisco SecureX. OXpaHHbBIE YCITYTH.

3.4. [IpoTuBOCHCTBUE pACIPOCTPAHEHHBIM CETEBBIM aTakaM. 3alluTa CeTH. 3alura oT
BpeIOHOCHBIX IporpamM. bopnba ¢ yepBsimu. CMAryenue pa3BeabiBaTeNIbHbIX aTaKk. CMsaryeHue
atak poctyna. Cmsaruenune DoS-arak.

3.5. ITnardpopma 3amuter Cisco Network Foundation. Ctpykrypa. 3ammura ypoBHs yIpaBiIcHHUS.
3amura ypoBHs 1aHHBIX.

4. bBe3onacHbIi JOCTYN K yCTPOiicTBAM.

4.1. 3amuTa MOrpaHUYHOIO MapuipyTu3aropa. 3amura ceTreBoil nHppacTpykTypbl. [logxonsl k
o0OecrieyeHNI0 0€30MaCHOCTH IOTPAHUYHBIX MapLIpyTH3aTOpoB. Tpu obiactu 0G€30macHOCTH
Mapuipytusatopa. be3onacHblii aAMUHUCTpaTHBHBIM jocTyn. be3onacHblil JIOKaJbHBIA U
YAAJIEHHBIN JOCTYII.

4.2. Hactpoiika  0e3omacHoro  ajJMUHHUCTpaTuBHOro  jocryma. Ilapoau.  Hacrtpoiika.
HIudposanue. JlononHUTENbHAS 3aIIUTA TAPOJIEM. AJITOPUTMBI CEKPETHOTO TTAPOJIsL.

4.3. Hactpoiika ycuiaeHHOI 0e30macHOCTH JUIsl BUPTyallbHBIX BX0a0B. Hactpoiika (yHKImii
paciupeHus Bxoza. YiaydiieHus Bxoja. JKypHaia HeyAauHbIX IOMBITOK BXO/A.

4.4. Bxmouenne SSH. IloBeimenue Oe3omacHoct Bxona mno SSH. SSH  wmexny
Mmapupyruzaropamu. SSH xocT-mapiipyrusarop.

5. HazHayeHue aJIMUHUCTPATUBHBIX POJIeil.

5.1. Hactpoiika ypoBHe#l mnpuBwiernii. OrpaHuyeHue JOCTYNHOCTH KomaHj. Hacrtpoiika u
Ha3Ha4YeHHe ypoBHEH npuBuieruil. OrpaHu4eHus ypOBHEN NPUBUIIETUH.

5.2. loctyn k uHTepdeiicy KoMaHIHOW CTPOKH Ha OocHOBe posei. [IpencraBieHus Ha OCHOBe
poneii. Hactpoiika npeacrasiennii Ha ocHoBe poseid. Hactpoiika cynmepsuzopoB CLI Ha ocHOBe
pozeii. [Ipoepka npeacrasienuit CLI Ha ocHOBe poneil.

6. MOHHUTOPHUHI M YyIIPaBJIeHHe YCTPOiCTBAMMU.

6.1. bezomacueiii o6pa3 Cisco 10S u daiiner koHpuUryparmu. DyHKIHUS OTKA30yCTOHYHMBOIM
koHurypauuu Cisco 10S. Bxirouenue ¢pynkunu ycroitunBoctu odpasza I0S. O6pa3 ocHOBHOTO
3arpy3odHoro Habopa. Hactpoiika Oe3zomacHOro komupoBaHus. BoccTaHOBIeHHE Tapos
MapILIpyTU3aTopa.

6.2. biokupoBka Mapmipytuzaropa ¢ momoribio AutoSecure. [Iporokonsr o6Hapyxkenuss CDP u
LLDP. Hacrtpoiiku mnpoTokonoB u ciyx6. Aprozammura Cisco. Cuntakcuc komasasl Cisco
AutoSecure. [Ipumep konpurypauuu Cisco AutoSecure.

6.3. AyreHtudukanus IIPOTOKOJIA MapLIpyTHU3aLUH. ITpoToxoisl JUHAMHUYECKON
mapupytuzauuu. [logmeHa mnpoTokoida MapuIpyTH3aluuMd. AyTeHTH(UKAIUS [MPOTOKOJIA
mapuipytuzanuu OSPF MDS. Ayrentudukanus nporokona mapupytusanuu OSPF SHA.

6.4. be3zomacHoe yrnpaBlieHHE W OTYETHOCTh. THIBI AOCTyNa K yNPaBJICHHUIO. BHENOIOCHBIN 1
BHYTPHUIIOJIOCHBIN JTOCTYII.

6.5. Beenenue B cucTeMHbI KypHas. Omnepanuu CHUCTEMHOTO KypHaia. PopmaT cooOIIeHHi
CUCTEMHOro KypHaia. CpexncTtBa cHCTEMHOro »KypHana. HacTpoiika BpEeMEHHBIX METOK
CUCTEMHOTO0 kypHasia. CuCTeMbI CUCTEMHOTO KXypHasia. KoHpuUrypauus cucteMHOro *ypHaa.
6.6. Cyx0b1 Bpemenu u kanennaps. Oneparuu NTP. Hactpoiika u nmposepka NTP.



6.7. Beenenne B SNMP. SNMP-onepauuu. baza ynpasnenueckoit unpopmanuu (MIB). Bepcun
SNMP. SNMP-ysa3sumoct. SNMPv3. Kondurypanus 6e3omacHoctn SNMPv3. Ilposepka
SNMPV3.

7. AyrenTudukanus, aBTopu3anus 1 yuer (AAA).

7.1. Ayrentudpukammst  6e3  AAA. Kommonentet AAA. Pexumbl ayreHTH(UKAIUU.
ABtopuzanus. Yuer.

7.2. Hactpoiika sokanbHOW ayTeHTH(UKauu AAA. AyreHTHuQUKaHUS aIMHUHUCTPATHBHOTO
noctyna. Meroasl ayTeHTH(GHUKAIMKA. MeToIbl 10 YMOJTYaHUIO M IMEHOBaHHbIE METO/Ibl. TOHKas
HACTpOiiKa KOHPUTYpaluu ayTeHTU(DUKALINH.

7.3. CpaBHEeHHE JIOKaJbHBIX W  CepBEepHBIX peanm3amuii AAA. MexaHusMm  Ciyxko0
unentudukamuu  Cisco  (ISE). IIporoxkomst TACACS+ wu RADIUS. TACACS+
Ayrentuduxamms. RADIUS-ayreHTHQHKAINSA.

7.4. JleficTBus 0 HacTpoiike ayreHTHGuKanuu AAA Ha ocHOBe cepBepa. Hactpoiika cepBepoB
TACACS+. Hacrtpoiika cepsepoB RADIUS. AyreHTHdHKAIMS 1715 KOMaHA KOH(PUTypaiuu
cepBepa AAA.

7.5. Benenue B cepBepHyro aBropuzannio AAA. Kondurypanus asropusanuu AAA. Beenenue
B cepBepHbIi yueT AAA. Kondurypanus yueta AAA.

8. Ciucku koHTpos goctymna (ACL).

8.1. Yto takoe ACL? Ilakernas ¢unbrpanms. HymepoBanusie n mmenoBannbie ACL. Oneparus
CO CIIMCKOM KOHTPOJISI JOCTYIIA.

8.2. O630p MoACTAaHOBOYHOH (0OpaTHOI) Mackd. THITBI TIOJICTAHOBOYHBIX MAacOK. BhIumcicHue
IOJICTAHOBOYHOM MacKU. Macka MoJicCTaHOBOYHBIX 3HaKOB: KirtoueBsle cioBa.

8.3. Cosnmanue crmcka koHTpois goctyma (ACL). HymepoBaHHBIM CTaHZAPTHBIA CHHTAKCHC
ACL IPv4. NmenoBannbiii cranaaptHbiii cuntakcuc ACL IPv4. Cuntakcuc HyMepOBaHHOI'O
pacimMpeHHoro cmnucka koHTpoiisi nocryna IPv4. Ilporokonsl m Homepa moptoB. Ilpumepst
HACTPOMKU IPOTOKOJIOB U HOMepoB nopToB. TCP - ycranoBka pacmupennoro ACL.

8.4. l1za metona m3meHenust ACL. MeTo TeKCTOBOTO penakropa. MeTo ] mopsAKoBOro HoMepa.
8.5. Pexomennauuu no Hactpoiike ACL-cnmckoB. Ilpumenenne ACL. I'me pasmemars ACL.
Cranpapthbiil npumep pasmerenus ACL. [lpumep pazmemenus pacmmpenHoro ACL.

8.6. Cwmsaruenue arak c nomouibto ACL. Cwmsryenue cnypuHroBeIX aTak. Pasperienue
HeoOxoaumoro Tpaduka yepe3 opanamaysp. Cmsruenne ICMP-atak. Cmaraenne SNMP-atak.
8.7. O630p cnucka koHTpons pocryma IPv6. Cunrtakcuc ACL IPv6. Hactpoiika cruckos
KOHTpoJIs toctyna [Pv6.

9. TexHOJIOTMH MeKCETEBBIX IKPAHOB.

9.1. bpauamayspel. Tunbsl OpanamayspoB. [IpemmymiectBa M orpaHuueHus OpaHamayspa C
¢mipTpanueit makeroB. IIpenMmymiecTBa W orpaHuveHus: OpaHIMay’pa C OTCIICKHBAHHUEM
COCTOSTHHSL.

9.2. OOGmme apXUTEKTyphI O€30MaCHOCTH. MHOTOYpOBHEBAS 3aIUTA.

10. MexkceTeBble 3KPaHbI HA OCHOBE MOJIUTHK 30H (ZPF).

10.1. TIpenmymectBa ZPF. [IpoexktupoBanue ZPF.

10.2. HeiictBus ZPF. [IpaBuna Tpan3utHoro ABmxeHus. [IpaBuia npoxoxaeHus: B COOCTBEHHYIO
30HY.

10.3. Hacrpoiika ZPF. [IpoBepka kon¢urypanuu ZPF. Pekomennanun no konpurypamuu ZPF.
11. IPS-Texnonorum.

11.1. Ataku HyneBoro aHs. OTcleXUBaHUE aTaK. Y CTPOWCTBA MPEIOTBPAIIEHUS K OOHAPYKEHUS
Bropxenuii (IDS u IPS). IlpenmymiectBa u Henoctarku IDS u IPS.

11.2. Tunst IPS. Cetesie IPS. CriocoOb! pa3BepThIBaHUS.



11.3. IPS na Cisco ISR. Komnonentst IPS. IPS-cucrema Cisco 10S. Snort IPS. Onepamuu Snort
IPS. Oco6ennoctu Snort IPS. Cucremusie TpeboBanms Snort.

11.4. Meronst monutopunra cetu. CereBbie orBeTBUTEeNN (Network Taps). 3epkamupoBanue
tpaduka 1 SPAN. Hacrpoiika SPAN Cisco.

12. Okcnuryatanus u BHeapenue IPS.

12.1. Atpubytbl curnaryp IPS. Tunel curnatyp. Curnatypueie tpeoru IPS. [leficTBus
curHaryp IPS. Ouenka npeaynpexaeHuil.

12.2. Cisco Snort IPS. Bapuantsl ciayx0b1 IPS. NGIPS. Snort IPS. KomnonenTsl u mpaBuia
Snort. Ilpunoxxenusi-konreiinepel ISR. ABapuiinple curHansl npaBui Snort IPS. JlelictBus
npaswia Snort IPS. ITapamerpsl paBui 3arosioBka Snort IPS. [leiictBust Snort IPS.

12.3. Hactpoiika Snort IPS.

13. O630p 6€30MaCHOCTH KOHEYHBIX YCTPOICTB.

13.1. be3onacHOCTb 3JI€MEHTOB JIOKAIBbHOM ceTu. TpaaulMoHHas 3aluTa KOHEUHbIX YCTPOMUCTB.
Certp 0Oe3 rpanui. be3omacHOCTh KOHEUHBIX YCTPOMCTB B ceTu Oe3 rpanui. CeTeBas 3alura OT
BPEIOHOCHBIX NpPOrpaMM. AIMMAapaTHOE M MpOrpaMMHOE HIM(pPOBAHUE JIOKAJIBHBIX JaHHBIX.
KonTpons nocryna k ceru. @ynkunuu NAC.

13.2. be3omacHOCTh ¢ WCHOJB30BAaHMEM ayTeHTU(UKanmuu Ha ocHoBe mopTtoB 802.1X.
VYnpasnenue cocrosiuuem apropusanuu 8§02.1X. Kondurypamus 802.1X.

14. Bonpochbl 6e30M1aCHOCTH YPOBHS 2.

14.1. Onucanue ys3sumoctH ypoBHs 2 moaenu OSI. TlepexitoueHne kaTreropuii aTax.

14.2. Araku mo Ttabmune MAC-agpecoB. OcHOBBI paboThl KomMmyTaropa. Kommytatop:
oOyueHue u nepeaapecanus. @uiabTpanus Kagpos. 3anoaHenue Tadnauusl MAC-aapecos.

14.3. be3omnacHOCTh HeUCHOIb3yeMbIX MOPTOB. [IpoTuBoneiicTBUe aTakam Ha Tabiuiyy MAC-
anapecoB. Bxmrouenue Oe3omacHoctu mopta. Orpanuuenue u  usydenne MAC-aapecos.
YcrapeBaHnue 0e30macHOCTH MOPTOB. Pexxumbl HapyuieHus Oe3omacHOCTH mopToB. IlopTel B
OTKJIIOYEHHOM COCTOSIHMM M3-3a omuOku. IIpoBepka OGezomacHOCTH mopTa. YBEIOMIIEHHE O
MAC-anpece no SNMP

14.4. Cmsaruenne atrak VLAN. Ataku VLAN Hopping. ATtaka ¢ MCHOJb30BaHUEM JBOMHOTO
terupoBanuss VLAN. CmsArdenue arak ¢ MCIOJB30BaHUEM JBOMHOIO TErMpoBaHus. YacTHbIe
BupTyanbHble JokaibHble ceth (PVLAN). Ilorpanuunsie ¢ynkuuun PVLAN. Hacrtpoiika
rpannuHoro PVLAN (PVLAN Edge).

14.5. DHCP-araku. 3ammra ot DHCP-arak. Illarm mo peamuzanuun DHCP  Snooping
(Orcnexuanne DHCP). ITpumep nactpoiiku otrcnexuBanus DHCP.

14.6. ARP-araku. Cnypunr ARP. Jlunammueckas mpoBepka ARP (DAI). PykoBoactBo 1o
BHepernio DAL Ipumep kondurypamuu DAL

14.7. Anpecubie cnypunrosbie araku. lIpotuBoneiictBue artake ¢ moameHot MAC-aapeca.
Hactpotika 3amutet I[P (IP Source Guard).

14.8. TIporokon cessyromiero nepea (STP). Ilepecuer STP. I{ukmer. Pomum mopra STP.
Kopnesoii moct STP. Croumocts iyt STP. Bei6op kopHEBOro MocTa.

14.9. STP-araka. Cwmsrdenne STP-atak. Hacrtpoiika PortFast. Hactpoiika 3amuter BPDU.
Hacrpoiika kopueBoii 3auutsl (Root Guard). Hactpoiika 3amurst ot nerens (STP Loop Guard).



15. Cayx0b1 kpunTorpadgumn.

15.1. Ayrentudukanus. L{enoctHocTs AaHHBIX. KOHGUICHINATEHOCTD TAHHBIX.

15.2. Kpunrorpadpus. Coznmanue 3ammdpoBanHoro Tekcrta. [Iudpel mepecTaHOBKH.
[ToncranoBounsle mu¢psl. bomee crnoxueld mudp 3amensl. Lugpsl ¢ oxHOpPa30BBIM
OJIOKHOTOM.

15.3. Kpunroananus. Meroas! B3ioma koja. [Ipumep B3noma xoja.

15.4. Kpunronorus. Co3ganue M B3JOM CEKpPETHbIX KOJ0B. Kpunroanamutuku. CeKpeTHOCTb
KIIIOYEH.

16. bBa3oBasi 1€J10CTHOCTH U MOJJIHHHOCTD.

16.1. beszomacnas cBsa3b. Kpunrorpadpuueckune xem-¢pyHkuuu. Kpunrorpadudeckas Xoii-
onepauus. MD5 u SHA. AyreHTuduxanus npoucxoxIeHus.

16.2. XapakTepuCTUKH ympaBieHHs Kitouamu. J[IMHA KItoYa U MPOCTPAHCTBO Kiro4ei. Twurbl
Kpunrorpadguueckux Kiroueii. Beroop kpunrorpaguueckux KIro4en.

16.3. KonduneHumaabHOCTh JaHHBIX. CHMMETpUYHOE IHM(pPOBaHHE. ACUMMETPUYHOE
mmdpoBanue. AcUMMETpHYHOE IMH(pPOBaHHE — KOH(QUACHIUAIBLHOCTh, ayTCHTHU(HUKAIHS,
1eaocTHocTh. uddu-Xemmman.

17. KpunTorpagus ¢ OTKPBITHIM KJIIOYOM.

17.1. O630p mudposoit noanucu. Lludposeie noanucu A noanucu kona. [{udposeie moamucu
JUTSL TU(POBBIX CEPTU(HHUKATOB.

17.2. VYnpaBneHue OTKpBITBIM KiltouoM. HWMHPpacTpykTypa OTKpbITHIX Kirouel. Cucrema
nonHomounit PKI. Cucrema nosepuss PKI. CoBmecTumocTs pasnuunblx nocraBmukoB PKI.
Peructpanus ceprudukara, ayreHTuUKaLNS U OT3BIB.

17.3. PKl-npunoxenus. 3amudpoBaHHble ceTeBble TpaH3akuuu. [IudppoBanue 1 MOHUTOPUHT
0€30I1aCHOCTH.

18. VPN.

18.1. Buptyanbhsle yacTHble ceTu. [Ipeumymectsa VPN.

18.2. Tononoruu VPN. VPN ¢ ynanennbim gocrynom. SSL VPN. Certs-cets IPsec VPN (Site-
to-Site IPsec VPN).

18.3. O630p IPsec. Texnonoruu IPsec. Mukancynsuus nporokoina IPsec. KondunenunanbHOCTS.
[enoctrocth. Ayrentuduxanus. bezonacHslii 0OMEH KIIFOYaMH C MCIOJIb30BaHUEM MPOTOKOJIA
Huddu-Xennmana (DH). TpancnopTHbIi U TYHHETbHBIN pexxuMsl [Psec.

18.4. OG630p mporokona IPsec. 3aromoBok ayreHTHUKauu. [IpoTokos O€30MacCHOCTH
unkancymsauuu (ESP). ESP mm¢poBanue n ayrentudukanus. TpaHCIOPTHBIN U TYHHEIbHBIN
PEXKUMBI.

18.5. O6men ximrouamu uepe3 Mutepuer. [Iporokon IKE.

19. Bueapenue Site-to-Site IPsec VPN.

19.1. IPsec-cornacoBanue. Tomomorus Site-to-Site IPsec VPN. 3amgaun nactpoiiku IPsec VPN.
Cymectytomue kondurypamuu ACL. O6paboTka MIMPOKOBEMIATEIHHOTO U MHOTOJIPECHOTO
Tpaduka.



19.2. Nomutuku ISAKMP no ymonuanuto. CHHTakcuC A8 HAacTPOMKHM HOBOM MOJUTHKH
ISAKMP. Konduryparus npeaapuTeIbHOTO 00IIETo KIoYa.

19.3. Tlomutuku IPsec. Ompenenenue wuHTepecyromero Ttpaduka. Hactpoiika wHabopa
npeoOpa3oBanmii [Psec.

19.4. Cuntakcuc uis HacTpoilku kpunrorpaduyeckoit kaptel (Crypto Map). Kondurypamus
Kkpuntorpaduueckoit kaptel. [I[pumenenue u npoBepka KpunTorpagpuueckoit KapThl.

19.5. IPsec VPN. Otmpaska unrepecytoriero tpaduka. [IpoBepka tynneneit ISAKMP u IPsec.

20. Beenenue B ACA.

20.1. Mouenu Opanamay’poB ASA. MexcereBbie 3kpaHbl HoBoro mokoneHus Cisco ASA.
Pacmupennsie pynkmuu Opanmmayspa ASA. OO0630p OpaHamMayd>poB B CETEBOM JU3alHE.
Pexwumebl pabotel Opanamayspa ASA. JlunieHzuonusie TpeboBanus ASA.

20.2. O630p ASA 5506-X. YpoBau 6e3onacHocT ASA. CrueHapun pa3BepthiBanus ASA 5506-
X.

21. Konpurypauus opangmayspa ASA.

21.1. OcHoBuble Hactpoiiku ASA. Kondurypauus ASA mno ymonuanuw. Mactep
WHULUATIM3AIMY HHTEPAKTUBHON yCTaHOBKU ASA.

21.2. Hactpoiika mapaMeTpoB ympaBieHus U ciayx0. Bxox B pexum rioOanbHON
KoHurypanuu. Hactpolika ocHOBHBIX mapameTpoB. Hactpoiika uHTepdeiicoB. Hactpoiika
CTaTMYECKOT0 MapiipyTa no ymondanuto. Hactpoiika cny0 ynaneHHoro aoctymna. Hactpoiika
ciry»0 mpoTokosa cereBoro Bpemenu. Hacrpoiika cimy:x6 DHCP.

21.3. BBenenue B 00bekThl U Trpynmbl 00bekTOB. HacTpoiika ceteBbix 00bekToB. Hactpoiika
CepBUCHBIX 00BeKTOB. ['pynmsl 00bekTOB. HacTpoiika oOumx rpymnmn o0beKTOB.

21.4. ACL ASA. Tuns punbrpanuu criuckoB ASA ACL. Tumnsl cnickoB ASA ACL. Cunrakcuc
nst Hactporiku ACL ASA. Cuntakcuc i TpUMEHEHUsI CIIMCKa yrpaBiieHus: goctynom ASA.
[Tpumepsr ACL ASA. ACL u rpynmnsl 06bektoB. ACL ¢ Hcronp30BaHMEM HTPUMEPOB TPy
00BEKTOB.

21.5. O630p ASA NAT. Hacrpoiika nunamuuyeckoro NAT. Hacrpoiika nunamuueckoro PAT.
Hacrpoiika ctatnueckoro NAT.

21.6. O630p AAA. JlokanbHas 6a3a qaHHBIX U cepBepbl. Konpurypamus AAA.

21.7. O630p MPF. Hactpoiika kapt kinaccoB. OnpesieieHre U aKTUBALUSI TIOJTUTHKH.

22. TecrupoBaHue ceTeBOil 0€30MACHOCTH.

22.1. OmepanuonHas 0Oe3omacHocTh. TecTupoBaHHWE M OlLIEHKAa CeTeBOW Oe30macHOCTU. THITBI
CETEeBBIX TECTOB. [I[pMeHeHNe pe3yIbTaTOB CETEBOT'O TECTHPOBAHUS.

22.2. IHCTpyMEHTHI AJ1s TecTUpoBaHus ceTh. Nmap/Zenmap. SuperScan. SIEM.



5. O0pa3oBare/ibHbIe TEXHOJOTHH, B TOM 4YHCJ€ TEXHOJOTHH 3JIEKTPOHHOIO 00y4ueHUsi M
AUCTAHIIHOHHBbIE 00pa3oBaTe/ibHbIE TEXHOJOIHM, WCIOJIb3yeMble NPH OCYIIeCTBJIECHUHU
00pa30BaTeILHOIO MPoOIEecca MO TUCHUILINHE

B miporiecce 00yueHust UCTIONMB3YIOTCS CIEAYIONINE 00pa30BaTeIbHBIC TEXHOIOTHU:

BBoaHasi JieKHUA — 1a€T I€pBOE I1EJIOCTHOE NPEACTaBICHHE O AUCUUIUIMHE U
OPUEHTHUPYET CTYJIEHTa B CUCTEME U3Y4YCHHUS NAHHON AUCHUIUIMHBL. CTYIEHTHI 3HAKOMSTCS C
Ha3HAYCHHEM W 3aJa4aMH Kypca, €ro POJbI0 M MECTOM B CHCTEME Y4YEOHBIX JUCIUIUIMH U B
CHUCTEME MOATOTOBKH B 1enioM. JlaeTcst kpaTkuii 0030p Kypca, HMCTOpHUSI Pa3BUTUS HAYKH H
MPaKTUKH, TOCTHKCHUS B 3TOM cepe, MMEHA U3BECTHBIX YUEHBIX, U3JIaratoTCsl TIEPCIICKTHBHBIC
HalpaBJIeHUs1 uUcciaenoBaHud. Ha 3Toil  JeKuuM  BBICKA3bIBAIOTCS  METOJAMYECKHE U
OpraHU3aIlMOHHBIE OCOOCHHOCTH pPabOTHl B paMKaxX JaHHOW IUCIUILUIMHBI, a TaKXKe JaeTcCs
aHaJIN3 PEKOMEHIyeMOi yueOHO-METOAMUECKOU TUTEPaTyphl.

AkaneMudeckas JeKIus ¢ 3JIeMEeHTaMHU JeKInHu-0eceabl — II0CIIe0BATEIIFHOE
M3JI0)KEHUE MaTepHuaa, OCYIIECTBISIEMOE MPEUMYILIECTBEHHO B BUJIE€ MOHOJIOTA MIPENOJABATES.
DJIEMEHTHI JICKIUHU-0ecelbl 00ECIEeYMBAIOT KOHTAKT TMperojaBaTeNsi C ayauTOPHEH, dYTO
MO3BOJIICT TIPUBIICKATh BHUMAHHUE CTYJICHTOB K HaWOoJiee BAXKHBIM TeMaM JHUCHUILINHBI,
AKTUBHO BOBJIEKAaTh HUX B Y4YEOHBIN MpoOLECC, KOHTPOJIMPOBATH TEMI H3JIOKEHUS Y4eOHOTO
MaTepHualia B 3aBUCUMOCTH OT YPOBHS €TI0 BOCIIPUSITHUA.

IIpakTHYeckoe 3aHSITHE — 3aHATHE, MOCBALIEHHOE OCBOCHUIO KOHKPETHBIX YMEHUU M
HAaBBIKOB I10 3aKPEIUICHUIO MMOJYYEHHBIX HA JICKUWU 3HAHUM.

Koncynbranum — BuJ y4yeOHBIX 3aHATUH, SBISIOIIUNCS OAHOM U3 (QOpPM KOHTPOISL
CaMOCTOSITEIbHOW  paboThl  cTyAeHTOB. Ha KoOHCymbTanusx 1O TPOCbOe CTYJIEHTOB
paccMaTpUBalOTCS HauOoJIee CIIOKHBIE MOMEHTHI NPH OCBOCHHUM Marepuajga JUCIUTLIUHBI,
MPENOJABATENb OTBEYAECT HAa BONPOCHI CTYJIECHTOB, KOTOPBHIE BO3HHUKAIOT y HUX B MPOLECCE
CaMOCTOSITCIIBHOW PaOOTHI.

B nporuecce 06ydeHus: HCHOIB3YIOTCS CIEAYIOLINE TEXHOJIOTHH 3JEKTPOHHOTO 00y4YeHuUs
U IMCTaHIMOHHbIE 00pa30BaTEIbHbIE TEXHOJIOTUU:

DJIEKTPOHHBI  y4eOHbIi  Kypc  «OCHOBBI  NOCTPOCHHSI  3aIIMIICHHBIX
KOMNBIOTEPHBIX ceTeii» B LMS Dunexrponnsiii yausepcurer Moodle SIpI'Y, B kotopom:

- TIPE/ACTaBIIEHBI 33/1aHUS Ul CAMOCTOSITEIBHON MPAKTUYECKONH pabOThl 0O0YUaIOLIUXCS 1O
TE€MaM JUCLUHUIIIINHBL;

- OCYILECTBISIETCS NPOBEACHHE  OTACIHBHBIX MEPONPUATHH  TEKYILEro  KOHTPOJS
yCIIEBAaEMOCTH CTYAECHTOB;

- mpexacrtaBieHa HH(opManus o ¢opMe M BpPEMEHHM MPOBEACHUS KOHCYJIbTallUH IO
JTUCIUILINHE B PeXUME OHJIAMH;

- IPEICTaBJICHBI IPAaBUJIA POXO0XKIEHUS POMEKYTOUHON aTTECTALIMU IO JUCLIUIUINHE;

- mocpeactBoM (opyma  OCYIIECTBISETCS CHHXpPOHHOE U (WIM) ACHHXPOHHOE
B3aUMOJIEIiCTBHE MEXIy OOy4yarolMMHUCS M IIpernojaBaTelieM B paMKax M3Yy4eHUs
JUCIUIUIAHBI.

DJIEKTPOHHBI  y4eOHbIi  Kypc  «OCHOBBI  NOCTPOCHHSI  3aIIMIICHHBIX
KomnbTepHBIX cereit» B LMS Cisco NetAcad, B koTopowm:

- TIPEICTaBJICHbI TEKCTHI JIEKIIMH 110 TEMaM AMCLMIIIINHBL;

- OCYIIECTBISIETCS MPOBEACHHE OTACIbHBIX MEPONPUATUNA  TEKYIIEro KOHTPOJS
yCIIEBAEMOCTH CTYACHTOB;

- TpPEICTaBI€H CIHUCOK Yy4eOHOW JUTepaTypbl, PEKOMEHIyeMOW [UIsi OCBOEHUS
JUCLUIUINHBL;

- mpencrtaBieHa uHpopmanus o GopMe M BpEeMEHU MPOBENCHUS KOHCYJIbTAMM 110
JUCLIUILINHE B PEXUME OHJIANH;



- mocpeAcTBOM (opyMa  OCYHIECTBISIETCS CHHXPOHHOE U (WIM) aCHHXPOHHOE
B3aUMOJICIiCTBHE MEXIy OOydyarolIMMUCS M IPENoAaBaTelieM B paMKax M3Yy4eHUs
JUCLUIUINHBI.

6. IlepeueHb JIMIEH3MOHHOT0 M (MJH) CBOOOJHO PACHPOCTPAHSIEMOr0 NPOrPaAMMHOIO
o0ecrmeyeHusl, MCIOJIb3YeMOT0 NPH OCYIIECTBJIEHHMH O00pPa30BaTeILHOr0 IMpolecca Mo
AUCHUILIAHE

B npomecce ocymiecTBieHHs ~00pa3oBaTENBHOIO — Tpolecca MO  JAUCHUIUIAHE
UCTIOJB3YIOTCS:

st GOPMHUPOBAHUST MATEPHAJIOB Il TEKYIIETO KOHTPOJISI YCIIEBAEMOCTH ¥ MPOBEACHUS
IPOMEXYTOUHOW aTTeCTalluy, 7151 OPMUPOBAHUS METOUUYECKUX MAaTEPUAIOB 110 TUCIUILIMHE:
- Linux Ubuntu (GNU GPL v.3);
- OpenOffice (GNU LGPL);
- Cisco Packet Tracer 8.1.0 (moctymen OecmatHo s ydacTHHKOB IIporpammer CeTeBoit
Axanemuu Cisco);
- Cisco SDM (moctynien 6ecriatHo s yuacTHUKOB [Iporpammbr CeteBoit Axkanemun Cisco);
- Cisco Network Assistant (moctynen OecriaTHO miisi y4dacTHUKOB Ilporpammer CerteBoii
Axkanemun Cisco);
- Cisco Configuration Professional (noctymnen 6ecrmatro st yaactHukoB [Iporpammer CeTeBoit
Axkanemuu Cisco);
- Wireshark (GNU GPL 2+);
- Snort (GNU GPL);
- Oracle VirtualBox (GNU GPL 2);
- Google Chrome (freeware).

7. IlepeyeHb COBpPeMEHHBIX MNPO(PecCHOHAIBHBIX 0a3 JAaHHBIX H HH(OPMAIMOHHBIX
CIIPABOYHBIX CHCTEM, MCII0JIb3YyeMbIX NPH OCYLIeCTBJIeHUN 00pa30BaTeIbHOIO Mpoiecca 1no
AUCUUIJIMHE (TPH HEOOXOAMMOCTH)

B mpomecce ocymecTBieHHs ~00pa3oBaTENBHOIO  Tpolecca MO  AUCHUIUIAHE
UCIIOJIB3YIOTCS:

ABromaTtu3upoBaHHas  OubnuoreyHo-uHpopmannonHass cucreMa «bYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

8. [lepeyeHb OCHOBHOI ¥  [IONOJHHUTEJbHOH Yy4eOHOW JMTepaTypbl, pecypcoB
MHPOPMALMOHHO-TEJIeKOMMYHUKAIIUOHHOH ceTn «WHTepHeT» (IpM He00XOAMMOCTH),
PEKOMEHYEeMBIX AJIfl OCBOCHUS IMCUHIINHBI

a) OCHOBHAasl JIUTEpPaTypa

1.Yuebno-meroanueckoe nocooue B LMS NetAcad. Pexxum noctyma: cBOOOAHBIN JTst
yuacTHUKOB [Iporpammer CereBoii Akagemun Cisco (https://www.netacad.com/)

2. enyxun, O. 1. OGHapyXeHHE BTOPKEHHUI B KOMITBIOTEPHBIE CETH (CETEBbIE
aHoMaJsium) : yueOHoe nmocodue 1is By30B / [lox pen. mpodeccopa O. U. Hlenyxuna. - Mocksa :
[Copsiaas munus - Tenekom, 2013. - 220 c. - ISBN 978-5-9912-0323-4. - Tekcr : 351eKTpoHHBIH //
OBC "Koncynbrant cryaenra” : [caiit]. - URL :
https://www.studentlibrary.ru/book/ISBN9785991203234.htm| (mara obpamienus: 24.01.2022).
- PesxuM nocTyna : o moanucke.

3. Pynenxkos, H. A. TexHosoruu 3amuthl HHOOPMAIIUK B KOMIBIOTEPHBIX CETAX /
Pynenxos H. A. , IIponerapckuii A. B. , Cmuphnosa E. B. , Cyposos A. M. - Mocksa :
Harmmonaneueiii OTkpeiTeiit YHuBepeutet "MHTYUT", 2016. - Tekcr : anektponHsli // DBC



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://www.studentlibrary.ru/book/ISBN9785991203234.html

"Koncynbrant cryaenrta : [cait]. - URL : https://www.studentlibrary.ru/book/intuit_384.html
(mata obpamienus: 24.01.2022). - Pesxum 10cTyma : 10 MOAMKCKE.

0) 10MOJTHUTEJIbHAS JIUTEepaTypa

1. IInatonos, B.B. «IIporpamMHo-anmnapaTHbIE cpecTBa 0OecneueHus
nH(pOpMaIMOHHOM 0€301MaCHOCTH BBIYUCIUTEIBHBIX ceTel»: yueOHoe mocooue njist By30B / B. B.
[TnaronoB; YMO 1o oOpazoBaHuto B 00J1. HHPOPMAIIMOHHOM Oe3onmacHoCTH. - M.: Akagemus,
2006. - 239 c. - (Beicmiee npod. odpazoBanue. MHpopmanimonHas 6€301macHOCTS).

Pexxum nocrymna:
http://www.lib.uniyar.ac.ru/opac/bk_cat_card.php?rec_id=355769&cat_cd=YARSU

B) pecypchl cetu «MHTepHET»

1)http://netacad.com
2)http://cisco.com
3)http://learningnetwork.cisco.com/

9. MaTepuanbHo-TeXHHYecKas 0a3a, Heo0XoAMMasi VIl OCYLIeCTBJIEHUsI 00Pa30BaTeIbLHOI0
npoiecca no TUCHUIIINHE

MarepuanbHO-TeXHHUECKas: 0a3a, HeOOXOAUMast JIJIsl OCYIIECTBICHUSI 00pa30BaTEIHLHOTO
mporecca 1o JUCIUTUIMHE BKIIFOYAST B CBOM COCTAB CIICIIUATbHBIC TIOMEIICHHS:

- yueOHbIC ayTUTOPHH ISl TIPOBEIICHSI 3aHATUH JICKIIMOHHOTO THIIA;

- y4eOHBIC ayIUTOPUH JJIsI TPOBEICHUS MPAKTHUSCKUX 3aHATHH (CEMUHAPOB);

- yueOHbIC ayTMTOPHH ISl TIPOBEIICHHS TPYIIIIOBBIX M WHAWBUYAIBHBIX KOHCYJIbTAIIUN;

-KOMIIBIOTEPHBIN Kilace, obopynoBanHbiii [I9BM knacca ne mmxe Intel i5-7400 , 8gb
RAM, 1Tb HDD c ycranoBieHHbIM IporpammHbeiM obecriedyenrem: Windows 7/8/10, Linux,
Packet Tracer 8.0 (m HoBee), Cisco SDM, Cisco Network Assistant, Cisco Configuration
Professional. 13 pacuera ogna II9BM Ha omHOrO 4yenoBeka.

- y9eOHBIC ayJAUTOPUH JUISI TIPOBEACHHUS TEKYIIETO KOHTPOJS W MPOMEKYTOUHON
aTTeCTallUN;

- IIOMETICHUS JUTSI CaMOCTOSTEIbHON PaOOTHI;

- IOMEMICHUsl i1 XpaHEHUs M MPOPUIAKTUYECKOTO OOCITYKUBAHUS TEXHHUECKUX
CpenCTB OOyUEHHS.

[TomemeHust A7is CaMOCTOSITENBHON pabOThl OOYYArOIIMXCS OCHAIEHBI KOMITBIOTEPHON
TEXHUKOW C BO3MOXKHOCTBIO TMOJKIIIOUEHUsI K ceTH «VHTepHeT» W obOecleueHrueM JO0CTya K
3NIEKTPOHHOM MH(OopMaIoHHO-00pa3oBaTensHOU cpese SAplY.

ABTOD:

AccucteHT Kadepbl HeTMHEHHON
JTUMHAMUKH O.E. buzun

O0JIHCHOCHIb, YYeHdsl CIenetb noonuce U.0. Qamunus


http://www.lib.uniyar.ac.ru/opac/bk_cat_card.php?rec_id=355769&cat_cd=YARSU

IIpunoxkenne Ne 1 k paGoueii mporpaMme M CHMIIIMHBI
«OCHOBBI NOCTPOCHMS 3AIMUIIIEHHBIX KOMIILIOTEPHBIX ceTei»

DoH/1 OLIECHOYHBIX CPEICTB
7151 TIPOBe/IeHUsI TEKYIIero KOHTPOJISl yCIIeBAeMOCTH
U IPOMEKYTOYHOM ATTECTAIUM CTY/IEHTOB
10 JMCIHUIIHHE

1. TunoBwbie KOHTPOJIbHBIC 3aIaHUA U HHBIC MaTEepHUaJIbl,
HCII0JIB3YEMBIC B IIPOLECCE TEKYIIEI0 KOHTPOJIA YCIIEBAEMOCTH

IIpumep 3a1aHus 1JIs1 CAMOCTOATEIBHOM PAKTHYECKO padoThl
(Bananus pazmemairtca B YK «Komnbrorepusbie cetu» B LMS Moodle u
BBINOJIHSAIOTCA B mporpamMme amyJisinum cetu «Cisco Packet Tracer (1octynen 6ecniiatno
s yuacTHUKOB IIporpammbl CereBoit Akanemuu Cisco)» )
Bo Bpemsi BbINOTHeHUs1 pa00ThI CTYIEHT MOKeT BHAETh CBOii porpecc B NPOLEHTHOM
COOTHOIIEHUH. BoIbIIMHCTBO padoT CONPOBOKIAITCA METOANYECKMMH MATepHAIaMU.

Tema: MOHUTOPHHT U yIIpaBI€HUE YCTPOUCTBAMU

Llenb: Hactpoiite ayrentudukanuo OSPF

Packet Tracer - Configure OSPF Authentication

Addressing Table

Default
Device Interface IP Address Subnet Mask Gateway Switch Port 192.168.1.5 192.168.1.6

R1 Go/0/0 10111 255.255 255 252 NIA N/A
G0/0M 192.168.1.1 255.255 2550 NIA 81 F0/5
R2 GO/0/0 10.1.1.2 255.255.255.252 NIA N/A Server-fT Server-FT ST,
PC-A PC-B | &
G0N 10.2.2.2 255.255.255.252 NIA N/A 050,26 feRanzt 152 16655
R3 Go/0/0 10221 255.255 255 252 NIA NI/A 31 R2
GO/0/1 192.168.3.1 256,255 2550 N/A 53 FO/5 &,‘/d_g
= 21 s 2960-24TT e
] | P PC-PT
21
R3

PC-A NIC 192.168.1.5 255.255.255.0 192.168.1.1 31F06
PC-B NIC 192.168.1.6 255255 255.0 192.168.1.1 S2 FON8 ISR42:
PCC NIC 19216835 255 255 255 0 19216831 S3F0/18

18R4321 PC-C

Objectives
« Configure OSPF MD5 authentication

Background / Scenario

In this activity, you will configure QSPF MD5 authentication for secure routing updates.

IIpaBuiia HHTepHpeTAIIMU Pe3yIbTATOB BHINOJHEHUS CAMOCTOATEIbHOIM NMPaAKTHYECKOit
padoThI:

[TpakTiueckast paboTa cunTaeTCs BHIIIOJIHEHHOM (3aCYMTHIBAETCS ), €CIIH JIOCTUTHYTHI BCE
IIOCTaBJICHHBIE LIEIIN.



IIpumep TecTa AJ151 caMONPOBEPKHU
(tect mpoBoaurcs B DYK «Komnbrorepusie cetu» B LMS NetAcad)

B Tecre npeacraB/ieHbl 3aJaHUA HA POBEPKY 3HaHMi 110 TeMe «ba3oBasi koHpuUrypauus
KOMMYTATOpPa U OKOHEYHOI0 YCTpoiicTBa». B TecTe mo ka:knoi TeMe B cpeaHeM 15
BOIIPOCOB.

KosmyecTBO NONBITOK BHINOJHEHUS HE OTPAHUYEHO.

Bpemsi Ha npoxoxk/IeHUe TecTa He OTPAHUYEHO.

HUTorn npoxo:xaeHusi TecTa He OLEHUBAIOTCS.

Bonpockel Tecra:

1. ITpu npumenerun ACL k uarepdeiicy MapLpyTU3aTopa Kakoil tpaduk 0003HaYaeTcst Kak
HACXO IS ?

-Tpaduk, koTopsrit uaer ¢ [P-agpeca Ha3HAYCHUS HA MAPIIPYTH3ATOP

-Tpaduk, KOTOpBII MOKKUAAET MAPUIPYTHU3ATOP U HAIIPABIISIETCS K Y31y Ha3HAYCHUS

-Tpaduk, A5 KOTOPOro MapIIPyTU3ATOP HE MOKET HAMTH 3amuch B TAOIUIE MapIIPyTU3AIUT
-Tpaduk, nocrynatomuii ¢ ucxonnoro IP-agpeca na mappyruzarop

2. Kak obicTpee Bcero yaanuth oany 3anuck ACE u3 umenosannoro ACL?

-Cxonupyiite ACL B TekcToBslii penakrop, yaanute ACE, 3atrem ckonupyiite ACL o6patHo B
MapIIpyTHU3aTOP.

-Hcnonp3yiite KIr04YeBoe ¢0Bo NO u nopsikoBeiii Homep ACE, KOTOpHBIi HYy>)KHO yIaJIUTh.
-Hcnone3yiite komany NO access-list, uro6sr yaamuts Bech ACL, a 3aTeM Bocco3aaiite ero
6e3 ACE.

-Cozpaiite HoBbIld ACL ¢ npyrum HoMepoM u npumenute HoBbIlt ACL k unTepdeiicy
MapuIpyTH3aTopa.

3. Bxoasaue coobienuns ICMP kakoro tuna cinenyer 0JIOKUpOBATEH?

-HemocTtmxuMeri
-["amenyie MCTOYHHUKA
-OX0-0TBET

-Oxo0

4. Kako#l ciieHapuii IpuBEIET K HenpaBmwibHoM HacTpoiike ACL u 3anpery Bcero tpaduka?

-IIpumenute nmenoBanublii ACL x nuanm VTY.

-IIpumenute crangaptHeiii ACL Bo BXOASIIEM HAapaBIECHUH.

-ITIpumennte ctangaptbiii ACL ¢ moMoIbi0 KOMaH/IbI ip access-group out.
-IIpumenute ACL, B KOTOpOM ecThb Bce 3anpewaroujue oneparopsl ACE.



5. CeTeBOU aIMUHUCTPATOD X0o4ueT co3aarh cranaapTHbli ACL. 4To0bl OPEeAOTBPATUTE
nepenauy tpadbuka Ceru 1 B ceTh McciieqoBadnii U paspadorok. Ha xakom uaTepdeiice
MAapIIPVYTU3aTOPa U B KAKOM HAIPABJICHUHU CIEAYET NPUMEHATEH cTanaapTubiii ACL?

50/0/0

Network 1 Research and
Development

-R1 S0/0/0 ucxomsrmii
-R2 G0/0 Bxomsmii
-R2 S0/0/0 Bxomsmuii
-R1 G0/0 Bxomsimii
-R1 G0/0 ncxonammii
-R2 G0/0 ucxonsammii

6. Kakue nBa yTBEDKIEHHS ONMMCHIBAIOT COOTBETCTBYIOIIME O0IIME PEKOMEH AU T10
Hactporike u npuMeHeHuro ACL? (Beibepute aBa.)

-Haubonee cnennduunsie oneparopst ACL crexyeT BBOAUTH NEPBBIMH H3-32
MOCJIeI0BaTeIbHOr0 Xapakrepa cnuckoB ACL cBepxy BHU3.

-Eciu ACL He conepxut paspeuienuii, Bech TpapuK M0 yMOTYAHUIO 3aIPEIIASTC.

-K unrepdeticy MoxxHo nmpuMeHuTh Heckolbko ACL nmst Kaxa0ro mpoToKosa 1 HallpaBJIeHHUS.
-Ecnu omua ACL nomkeH npuMeHSIThCS K HECKOJIBKUM WHTepdericaM, OH JI0JKEH ObITh
HACTPOEH C YHUKAIbHBIM HOMEPOM [Tl KaKI0T0 UHTepdeiica.

-Crangaptasie criucku ACL pacnonaratorcs 01rke BCETO K UCTOYHUKY, TOT/Ia Kak
pacmiupennbie ACL pacronararoTcst OJrke BCero K MeCcTy Ha3HauYeHHSI.

7. Kakag oOparHasg Macka Ovaer coorBercTBoBaTh cetsiM ¢ 172.16.0.0 o 172.19.0.0?

-0.0.3.255
-0.3.255.255
-0.252.255.255
-0.0.255.255

8. Kakoii oneparop ucrnoab3vercs B HacTporike ACL g commocTaBiIeHUs MAKETOB
OIPENEIICHHOTO MPUJIOKEHU?

_gt
-established
_eq

-1t



IIpaBU/IbHBIC OTBEThI

Bonpoc Ne | Bapuant Bonpoc Ne | Bapuant
OTBETA OTBETA
1 2 S 6
2 2 6 1,2
3 4 7 2
4 4 8 3

CamocrosiTe/ibHbIe PA00THI B BH/I€ TECTOBBIX 3a/IaHUIA.
Tectol npoBoasitesi B YK «Komnbrorepusie cetw» B LMS NetAcad
B kaxaom Tecte B cpeHeM 30 BONPOCOB 10 NMPOiiIeHHBIM TeMaM (2-4).
KoJsin4ecTBO NONBITOK BbINOJHEHHS - 5. Bpemsi Ha npoxo:kneHue tecra - 1,5 yaca.
IIpu 3aBepuIeHUH TeCTAa MOKA3BIBAIOTCA OMIMOKH (€C/IU €CTh) M KAKYI0 TeMY M pa3jeli
CMOTpeTh, YTO0OBI pa300paTbecs U HCPABUTH OIIMOKY. UTOrM NpoXokKIeHHus TecTa
OLIEHUBAKTCS.

(nposepxa cpopmuposannocmu OIIK-15, unouxamop HJ/I-1 u OIIK-16, unouxamop H/-1)

IIpumepsbI BONIPOCOB:
1. Kakue nBe yactu nHgopManum TpedyIOTCS PH CO3JAAHNU CTAHAAPTHOIO CIIUCKA
KOHTPoJIA nocryna? (Boibepure 1Ba.)

-HOMEp cnucKa joctymna ot 1 10 99
-MCXOJIHBIN ajpec u oOpaTHas Macka

-aJipec Ha3Ha4YeHHUs U MO/ICTAHOBOYHAs MacKa
-MacKa IOJICETH U MOJICTAHOBOYHAsI MacKa
-HoMep crucka gocryna ot 100 go 199

2. Kakue aBa mara o0ecne4nBalOT caMblii ObICTPBIN c1ocod moaHoro ynanenuss ACL-
cnucka ¢ Mmapupyruszaropa? (Boidepure 1Ba.)

-Vnaneune ACE — equHCTBEHHBIN HEOOXOMUMBIH IIIar.

-M3menute Homep ACL, uto6s! oH He coBnanan ¢ ACL, cBsizaHHBIM ¢ nHTEpdeiicom.
-Cxonupyiite ACL B TeKCcTOBBIN penakTop, 1o0aBbTe no nepes kaxapiM ACE, 3atem
ckonupyite ACL 06paTHO B MapIIpyTH3aTOp.

-V nanute Bxoasmyto/ucxoasmryto ccbuiky Ha ACL u3 unrepdeiica.

-Ucnons3yiite koMmanay no access-list ans ynanenus scero ACL.

-Vcnonp3yiiTe KI0YEBOE CI0BO NO U MOPsIAKOBBIN HOMep Kaxk1oro ACE B MIMEHOBaHHOM
ACL, KOTOpBIN HYKHO YJAJIUTh.

3. Kakue 1Ba TMIIa agpecoB cjieayeT 3anpemaTh BXOAS MM HAa HHTepdeiic
MapUIpyTH3aTOpPa, NOAKI4YeHHbIH K UHTepHeTy? (BbIOepure aBa.)

-yactHeie [P-aapeca

-nmo0oit [P-anpec, HaunHaromwmiics ¢ udpst 127
-mo0oii IP-anpec, HaunHaromumiics ¢ nugpsi 1
-IP-anpeca, nepeBeaennbie ¢ momoisio NAT
-obmenocrynasie [P-anpeca



4. KaxkoBbl 1Ba BO3MOKHBIX OIPAaHMYCHHS HUCNIO0JIb30BaHus OpaHaMayIpa B ceTu?
(Bbi0epure aBa.)

-OHn obecrneynBaeT JOCTYII K MPUIIOKEHHUAM U KOH(PUISHIIMATBLHBIM pecypcam JJisi BHEITHUX
HEHAJIC)KHBIX MOJIb30BaTCIICH.

-9TO0 YCIOXKHAET yIpaBjieHUuEe 0€301aCHOCThIO, TOCKOJIbKY TPeOyeT pa3rpy3Ku YIpaBJICHHS
CETEBBIM JOCTYIIOM K YCTPOMCTBY.

-HenpaBuiibHO HaCTpOCHHBIN OpaHAMAaYyIp MOXKET CO3/1aTh €AMHYIO TOUKY OTKa3a.
-HpOI/I?;BOI[I/ITCJIBHOCTB CECTU MOKCT CHU3HUTHCAI.

-OH HEe MOXeT Ae3UH(PUIIUPOBATH MOTOKH MPOTOKOJIOB.

5. Bpanamay3p Kakoro THIA HCMOJb3yeT MPOKCH-CEPBeP IJIsl MOAKIIOYEHHS K
yIaJleHHBIM cepBepaM 0T HMEHH KJIUEHTOB?

-MEKCETEBOU DKPAH C OTCIICKUBAHUEM COCTOSHUS
-MEXCETeBOM FKpaH 6e3 COXpaHEHUsI COCTOSHUS
-ME@XXCETEBOI IKpaH ¢ PUIbTpaAIel TAaKEeTOB
-OpaHaMay3p U032 PUII0KEHUI

6. Kakue 1Ba yTBep:KIeHHUsI ONMUCHIBAIOT JIB€ MO/IeJIM KOH(PUTYPAIIMU MeKCeTeBBhIX
skpanoB Cisco I0OS? (BbiGepure aBa.)

-ZPF nmomxeH ObITh BKJIFOUEH B KOH(UTYpAIMK MapIIPyTH3aTOPa Mepe/I BKITFOYCHUEM
KJlaccuueckoro opanamayspa 10S.

-Knaccuueckuit opanamaysp I0S u ZPF He moryTt ObITh 00bEAMHEHBI HA OHOM HHTEpQelice.
-Knaccuueckue 6panamayaspst IOS u mogenu ZPF MoryT ObITh BKIIIOYEHBI HA MApIIPYTH3ATOPE
OJIHOBPEMEHHO.

-O6e monenu 10S Classic Firewall u ZPF tpebytor ACL nns onpeneneHus: HOITUTHK
¢mibTpanuu Tpaduka.

-Ilepen Bxmouennem ZPF HeoOX0auMO BKIIOUNTH Kilaccuueckue Opanamayspsl [0S B
KOH(UTypaluu MapupyTusaropa.

7. Cnenuanuct no 6esonacHoctu pazpadarbiBaer ACL, uTo0bI 3an1peTUTH A0CTYH K Be0-
cepBepy BceM COTPYAHMKAaM oTAena npoaak. [lepconasny oraena npoaax Ha3HavaeTcst
agpecanus u3 noaceru IPv6 2001:db8:48:2c::/64. Bed-cepBepy Ha3HauaeTcs aapec
2001:db8:48:1¢::50/64. Kakue Tpu KoMaHAbI NOTPeOYIOTCS I HACTPOMKH CIIUCKA
KoHTpoas nocryna WebFilter na nnrepgeiice LAN 11 Toprosoro nepconaJa?
(BbiOepuTe Tpu.)

-permit tcp any host 2001:db8:48:1c::50 eq 80
-deny tcp host 2001:db8:48:1c::50 any eq 80
-deny tcp any host 2001:db8:48:1c::50 eq 80
-permit ipv6 any any

-deny ipv6 any any

-ip access-group WebFilter in

-ipv6 traffic-filter WebFilter in

8. KakoBbl ABA PA3INIUA MEKAY MEKCETEBBIMU JKPAHAMHU ¢ COXPAHCHUEM COCTOAHUSA U
0e3 coxpanenus cocrossuus? (Boidepure nBa.)



-Bpannmaysp 6e3 coxpaHeHHs COCTOSIHUS MOXET (PMIIBTPOBATH CEAHCHI, UCIIOB3YIOIINE
JMHAMUYECKOE COTIacoBaHKe OPTOB, B TO BpeMs Kak OpaHIMaysp ¢ OTCIEKHUBAHUEM
COCTOSIHUSI HE MOJXKET.

-bpannmaysp 6e3 coxpaHeHHs COCTOSHUS OyeT MPOBEPATh KaKAbI aKkeT OTAEIbHO, B TO
BpEMsI KaK MEXCETEBOM IKPaH C OTCIIC)KUBAHUEM COCTOSHUS HAOJIIOAET 32 COCTOSIHUEM
COEMHEHUS.

-Bpannmaysp 6e3 coxpaHeHHUsI COCTOSIHUS MPEAOCTABISAECT O0IbIIe MHOOPMAIUH JIs
KYPHAJIOB, 4eM OpaHaMay3p C OTCIEKUBAHUEM COCTOSHHSL.

-BpanamMaysp ¢ oTciexxuBaHHEM COCTOSIHUS MPEAOTBPATUT CITy(DUHT, OTIPENICIINB,
IPUHAAJIEKAT JIU TAKEThl CYLIECTBYIOIIEMY COETMHEHHIO, B TO BpeMs Kak OpaHamMaysp 0e3
COXpPaHEHHSI COCTOSIHUS CJIEAYET MPEIBAPUTEIbHO HACTPOSHHBIM HaO0OpaM MpaBHJl.
-bpannmaysp 6e3 coxpaHeHUs COCTOAHUS oOecreunBaeT 0oJiee CTpPOruii KOHTPOJIb HaJl
0€30MacHOCTbI0, 4eM OpaHIMay3p C OTCIEKUBAHUEM COCTOSHUSL.

IIpaBuia BeICTABICHUS OIIEHKH I10 PE3YJIHTATAM CAMOCTOSITEILHON PaOOTHL:

OreHka mo pe3ynbTaTaM caMoCTOSATEIbHON pabOThl CYUTAETCS B OajUiax Mo CIEAYIOIIEeMY
MPUHIIMITY: TPABUIIHLHO BHIIOJHEHHOE
- 3a7aHue ¢ 1 BapuanTom orBera — 1 Oas;
- 3aJlaHUe C MHOKECTBEHHBIM BBIOOpOM — 2 Gaia, 1 6amt - eciiu TOJIbKO OJMH OTBET BEpHBIH,
0aJlJI0B — €CIM HET MPaBUIIbHBIX OTBETOB MJIM BHIOPAHO OOJIbIIE BAPUAHTOB, YEM HEOOXOIUMO;
- 3aJ1aHUE C COMOCTaBICHUEM — 2 Oaia.

[TosnHOCTBIO HEMPABUIILHO BHINOJIHEHHOE 3aaHue — 0 6aysioB.

HabpanHnoe konn4yecTBO OajioB MHTEPIPETUPYETCS B MPOIEHTHOE COOTHOLICHHE H
onenuBaercs. Ot 70-100% - pabora 3acunrana, meHee 70% — paboTa He 3acuuTaHa (3HAHUS U
YMEHHMsI Ha JJAaHHOM 1Tare OCBOCHUS JUCIUILIMHBI He COPMUPOBAHBI).

2. Cnucok BOIIPOCOB U (I/[J'II/[) 3aJaHui 1Jas NMPOBEACHUSA l'[pOMC)KyTO‘IHOﬁ aTreCTalumn

Ha momeHT mpoBeneHus MPOMEXKYTOUHOW aTTECTAIlMU JOHKHO OBITH BBITIOJIHEHO H
3acuutaHo He MeHee 70% TomamHuxX padorT.



HpaBmIa BBICTABJICHHUA OIICHKH HA JK3aMCECHEC.

DK3aMEH COCTOUT U3 ABYX YacCTEH.

1 yactsb:

Brinonnenue npakTuyeckoi pabotsl B mporpamme Cisco Packet Tracer.
emnu:

Hacrtpouts 6panamaysp ASA nis peai3aniy MOJIUTHK O€30TTaCHOCTH.
HactpouTs 6e30macHOCTh YpOBHS 2 Ha KOMMYTATOPE JOKaJIbHOM CETH.
Hactpouts mexcaiitoBsiil [Psec VPN.
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Kaxnas Ocjib BKIKOYACT B cebs OMpCACIICHHOC KOJUYCCTBO HACTPOCK, KOTOPLIC

HEO0XO/IMMO BBIMOJIHUTH. 32 KaX[yl0 BEPHO BBIIOJHEHHYIO HACTPOWKY HAYHMCISIOTCS Oalljibl.
MakcumanbHOe KoaudecTBO OamioB — 95. HaOpaHHble Oanibl HHTEPIPETUPYIOTCS B MPOLEHTHI

OT MAaKCUMAJIbHOT'O KOJIMYECTBa OaJlIIOB.

Pabota cuntaercs BBINOIHEHHOHN eciiu CTyAeHT BbinoaHuI 70% TpeboBaHus.
BpemenHoe orpaHndeHne Ha BBIIOJHEHHE TPAaKTHYecKoi paboTsl — 90 MUHYT.

[Ipu ycioBUM yCHEUIHOTO BBIOJHEHUS pPabOThI CTYAEHT NEPEXOJUT KO BTOPOH 4acTu
JK3aMEHa.

2 4acTh:

HUTOroBni TeCT

B Tecte MMPpEACTABJICHBI 3a/IaHUS HA IMPOBEPKY 3HAHHUH 110 KypCy «OCHOBEI MOCTPOCHUMA

3allMIIEHHBIX KOMIIBIOTEPHBIX ceTei». B Tecte B cpeanem 60 BOmpocos.
KonngecTBo MonbITOK BhIMONIHEHUS - 1.
Bpewms Ha npoxoxnenue tecta — 90 MUHYT.



IIpuMepsbl BONIPOCOB:

1. CereBoif aAMMHHCTPATOP HACTPAaNBaeT peaau3annio AAA Ha ycTpoiicTBe ASA.

Ha 4uto yka3biBaer onuus link3?

ciscoasa# config terminal

ciacoasa(config)# aaa-server TACACS-GEP protocol tacacs+
ciacoasa(config-aaa-server-group) # aaa-server TACACS-GRP (link3) host 192.168.1.10
ciscoasa(config-aaa-server—-group) # exit

CETEBOE UM, B KOTOPOM HaxoauTcs cepBep AAA
KOHKpETHOE uMs cepBepa AAA

II0CJIEI0BATEIbHOCTh CEPBEPOB B Irpynne cepeepoB AAA
uMs uHTepdeiica

2. Uto obecnieunBaeT 0€30MACHYI0 CETMEHTALMIO M 3aIIUTY OT YITPO3 B pellleHHH

Secure Data Center?

[Tporpammuoe obecnieuenue Cisco Security Manager
AAA-cepsep

AanTHBHOE YCTPOHCTBO O€30MaCHOCTH

Cucrema npeoTBpaleHus BTOPKEHUH

3. Yro 6yueT Pe3yJbTaTOM HEYAAYHLIX MMONBITOK BX0J4a B CUCTEMY, €CJIM HA

MapupyTu3arope 0yaeT BBeJeHa CJIeyIIas KoMaHaa?

login block-for 150 attempts 4 within 90

Bce monbiTku BXoaa OyayT 3a0inokupoBanbl Ha 150 cekyHn, eciu B TeueHue 90 cexyHI
OyzneT 4 HeyJauHbIX MOTBITKH.

Bce monbiTkn BXoaa OyayT 3a0mokupoBanbl Ha 90 cekyH, eciii B TedeHue 150 cexyHa
OyzneT 4 HeyJauHbIX TOTBITKH.

Bce nonbiTky Bxona OyayT 3a6m0KupoBaHbl Ha 1,5 yaca mpu 4 HeyIauyHBIX TOMBITKAX B
teueHue 150 cexyn.

Bce nonbiTky Bxosa OyayT 3a0I0KMpoBaHbI Ha 4 Yaca, ecnu B TeueHue 150 cexyHa
Oyner 90 HeymauHbIX MOIBITOK.

4. Kakue ABE MEPbI 0e3omacHOCTH HCIIOJB3YIOTCA AJA 3aIIUThI KOHCYHBIX TOYEK B

cetn 0e3 rpannn? (Boidepure nBa.)

denylisting
Snort IPS
DLP

DMZ
rootkit

5. Kakue Tpu Tuna Tpaguka paspelieHbl, KOraa 0Oblia BBeJeHa KOMaHAa

authentication port-control auto, a kJueHT ele He npomue ayreHTupukanuio? (Bridepure

TpH.)

CDP
802.1Q
IPsec
TACACS+
STP



EAPOL

6. PaCCMOTpI/IM KOMaHy CIIMCKa J10CTyna, IPpUMEHAEMYIO 1JIsI HCXOAAIIET0

Tpaduka HA MOCJIeI0BATEILHOM HHTepdeiice MAPpIIPYTH3AaTOPA.

access-list 100 deny icmp 192.168.10.0 0.0.0.255 any echo reply

Kaxoii 3¢ dexT oT npuMeHeHUus ITOH KOMAH/bI CIIUCKA 10CTyNa?

EnuHcTBEeHHBIH 3anpenieHHbli TpadhuK — 3TO 3X0-OTBETHI U3 CETU

192.168.10.0/24. Bech octanbHO#M Tpaduk paspelieH.

EnuncTBEeHHBIM 3ampenieHHbIM Tpadukom sBisiercs Tpaduk Ha ocHoBe ICMP. Bech
OCTaJIbHOM TpaduK pasperieH.

Hcxonsmuii Tpaduk yepes 1mocie10BaTeIbHbIN HHTEpQEIC 3amperieH.
[Tonb3oBarensm B cetu 192.168.10.0/24 He pa3pemaeTcs nepeaaBarh Tpaduk B Jr000€
IpYyroe MecTo Ha3HAYEeHHS.

7. Kakue n1Be GpyHKIIUM BK/IHOYeHbI B IPOTOKO0JIbI TACACS+ n

RADIUS? (BbioepuTe 1BAa.)

SIP-noxnepxka

mmdpoBaHue mMapost

noaaepxka 802.1X

OTJICTbHBIC TIPOIECCHl ayTEHTU(UKALINY U aBTOPU3AIIUU
MCIOJIb30BaHUE TPOTOKOJIOB TPAHCIIOPTHOTO YPOBHS

8. Kakoii BbIBO MO:KHO ¢/1€J1aTh U3 BbIBOa KoMaHAbI show crypto map,

MOKA3aHHOI0 HA MapuipyTu3zarope R1?

10.0.13

Site 1 Site 2
10.0.1.0/24 172.30.2.1 172.30.2.2 192.168.1.0/24

192.168.1.3

R1f show crypto map

Interfaces using crypto map NiStTeStl:

Crypto Map IPv4 "R1-RZ MAP" 10 ipsec-isakmp

R1g

Peer = 172.30.2.2
Extended IP zccess list 101

access-list 101 permit ip 10.0.1.0 9.0.0.255 152.1€8.1.0 0.0.0.255
Current peer: 172.30.2.2
Security association lifetime: 4€08000 kilobytes/S00 seconds
Responder-Only (Y¥/N): N
DFS (Y/N): Y
DH group: group24
Mixed-mode : Disabled
Transform sets={

R1-R2: { esp-azes esp-sha-hmac |} ,

}

Interfaces using crypto map R1-RZ MAP:

Kpunrokapra emie He npuMeHeHa K UHTepdeiicy.

Texymuit [P-agpec onHopanrosoro y3na qoixex Obith 172.30.2.1.

Cy1miecTByeT HECOOTBETCTBUE MEX Ay HabopamMu peoOpa3oBaHusl.

Kondurypanus TyHHENs yCTaHOBIEHA U MOXKET OBITh MMPOTECTUPOBAHA C TIOMOIIIBIO
pacCUIMPEHHBIX HX0-3aIPOCOB.



JK3aMeHANIMOHHAS OLIEeHKA BHICTABJISIETCS MO0 UTOraM TeCcTa Mo NPpaBUJIaM:
B ciydae HeBBINTOTHEHUS TPAKTUUECKON pabOThI (4acTh 1 SK3aMeHa) CTyICHTY
BBICTABJISICTCA OLICHKA «HCYAOBJIICTBOPUTCIILHOY.

WToru mpoxoxIeHUs TECTa OICHUBAIOTCS CIICAYIOINUM 00pa3oMm:

- 3a7aHue ¢ 1 Bapuantom orBeta — 1 6a;

- 3aJJaHAE C MHOXKECTBEHHBIM BBIOOpOM — 2 Oasuia, 1 0at - eclii TOIBKO OJJUH OTBET
BepHBIi, 0 6aJIOB — €CIT HET MPABUIIbHBIX OTBETOB MJIM BBIOPAHO OOJIBIIE BAPHAHTOB, YEM
HEOOXOIMMO;

- 3a/1aHUE C COIIOCTaBIeHUEM — 2 Oaa.

[TomHOCTBIO HETIPABHIILHO BBINOJIHEHHOE 3a1aHue — () 0aJIoB.

B cpeanem, MakcuManbHOE KOJIMUYECTBO OaiioB 1o uroram punansaoro tecra — 100

HaOpanHoe KoruecTBO 0asIOB MHTEPIPETUPYETCS B IIPOLIEHTHOE COOTHOIIICHHE U
onenuBaercsa. Ot 90-100% cooTBeTCTBYET O1eHKE «O0TIUIHO», 80-90% — orenke «xopomioy, 70-
80% — o11eHKE «yIOBIETBOPUTEIBbHOY, MeHee 70% — OlIeHKa «HEeYyIOBIETBOPUTEIBHOY (3HAHUS
¥ YMEHUS Ha JIAaHHOM 3Tarle OCBOCHUS JTUCIUTUIHHBI He C(DOPMHUPOBAHBI).



IIpunoxkenne Ne 2 k paGoueii mporpaMme M CUMIIIMHBI
« OCHOBBI TOCTPOEHUS 3ALUIIEHHBIX KOMIBIOTEPHBIX CETEI

MeToauuecKkue YKazaHus 1Jisl CTYACHTOB I10 OCBOCHUIO JUCHHUIIJIMHBI

OcHoBHOW (opMOlt M3NOKEHHST Y4eOHOTO MaTepuana 1o aucuuiuimae «OCHOBBI
MOCTPOCHHUS 3aLIUIIEHHBIX KOMIBIOTEPHBIX CETEH» SIBISIOTCS JICKIUU U MPaKTHUYEeCKHe padoThl,
IpUYEM B JIOCTATOYHO OOJNBIIIOM O0OBEMe. ITO CBA3aHO C TEM, YTO B OCHOBE Kypca «OCHOBBI
MOCTPOCHHUS 3AIUIICHHBIX KOMIIBIOTEPHBIX CETEil» JieKaT caMble COBPEMEHHbBIE TEOPETUUYECKUE
U MIPAKTUYECKHUE 3HAHKS M HaBBIKH. [10 BceM TeMaM mpeayCMOTPEHBI MPAKTUYCCKUE 3aHATHS, HA
KOTOPBIX MPOUCXOAMUT 3aKpeIJICHUE JIEKIIMOHHOTO MaTepualia MyTeM IPUMEHEHHs] ero K
KOHKPETHBIM 337]a4aM U 0TpabOTKa HABBIKOB PAOOTHI C CETEBBIM 000PYIOBAHUEM.

Jljis ycrenHoro OCBOSHUS AUCHUIIMHBI OUYE€Hb BaXKHO PEIIEHUE JOCTATOYHO OOJIBIIOrO
KOJIMYECTBA TEOPETUYECKHUX U MPAKTUYECKUX padOT, KaK B ayJUTOPHH, TAK U CAMOCTOSITEIIHHO B
KayecTBe JOMalIHUX 3afaHuil. [Ipumepsl pemieHus paboT pazOuparoTcss Ha JCKIUSAX U
MPAKTUYECKUX 3aHATUSX, NPH HEOOXOTUMOCTH 1O HamOoIee TPYAHBIM TeMaM IPOBOJISTCS
JOTIOTHUTEIbHbIE KOHCYNbTalud. OCHOBHAs LI€Jb PEIICHUS TEOPETUYECKUX U MPAKTUYECKHX
paboT — MOMOYb YCBOUTH (PYHIAMEHTAIBHBIC TTOHITHS H OCHOBBI KOMITBIOTEPHBIX CETCH.

3amaHus A CaMOCTOSITENIBHOTO pelieHUs] POPMYTUPYIOTCS HA JIGKIHSIX U IPAKTHUECKUX
3aHATUSAX. B KadecTBe 3amaHuil [UIs CAMOCTOSATENIBHOW pabOThI JOMa CTyIEHTaM MpPeIaratloTcs
3aJja4uM, aHAIIOTMYHBIE Pa300paHHBIM Ha JISKIHMIX U MPAKTHUECKUX 3aHATUSX UM HEMHOTO OoJee
CJIO’KHBIC, KOTOPBIE SIBJISIIOTCS PE3YIbTaTOM OOBEAMHEHHS HECKOIBKIX 0a30BbIX 3a1ad. [TomHbrit
CIIUCOK 3aJJaHUil AJI1 CaMOCTOSATEIbHONU paboThI MO TeMaM (pa3zaenaM) AUCHUILIIMHBI IPUBEACH B
OVYK B LMS Moodle «OcHOBBI MOCTpOCHUSI 3aIIMIICHHBIX KOMIBIOTEPHBIX ceTei» u DYK B
LMS NetAcad. Bompocsl, BO3HHKAIOIIME B MPOLECCE WM [0 UTOraM PELICHHs JTHUX 3a/1ad,
MOYKHO 3a71aTh Ha KOHCYJIbTalusAX win B popyme (dare) 8 OVK B LMS Moodle.

Jliia camoCTOSITENBbHOM PadoThI, B TOM YHKCJE U MOBTOpPa, pa300paHHOrO Ha JIEKIUAX U
MPAKTUYECKHUX 3aHITHIX MaTepuaja IePBOro CeMeCTpa U3ydeHUs TUCITUILTUHBI, PEKOMEHIYCTCS
UCIIOJIb30BaTh yueOHO-MeToauueckoe mocoore B LMS NetAcad. Marepuan kaxmaoro pasaena
BKJIIOUAET B ce0s M3JI0KEHHE TEOPETHYECKOro MaTrepualia Mo 3aJaHHON TeMe, KOTOpBIM 3aTeM
WTIOCTPUPYETCS MOAPOOHBIM pelIeHHeM TUIWYHBIX 3a7ad. B 3akitoueHue Kaxaoro pasziena
MIPUBOJIATCS 33JaHUS JIJIST CAMOCTOSITEIIEHOTO PEIICHUS, OTBETHI K ATHM 33JIaHUSIM U YKa3aHUS T10
UX PEIICHUIO MMOKA3bIBAIOTCS MOCIE X BHITTOTHEHHUS.

B koHIIe n3ydeHus AUCIHUILTAHBI CTYICHTHI CAA0T dK3aMeH.

DK3aMeH MPUHUMAETCS B BHJIE TECTa M MPAKTHUECKON paboThl B mporpamme Cisco Packet
Tracer. IIpoBepsroTcsl 3HaHMS, MOJYYEHHbIE B XO0Jl€ IMPOXOXKACHUS Kypca, HAaBbIKM M YMEHUS,
NpPUMEHSIeMbIE Il TOCTPOCHHsS CeTH M O0ECleueHUs JOCTaTOYHO BBICOKOTO YpPOBHS
0e30MmacHOCTH €€ padoTHI.



