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1. Ien ocBOEHMS TUCHMIIJIMHBI

Huctunmuna  "Kpunrorpadudeckue metonasl 3amuTbl uHGOpMammu'"' o0ecreuynBaeT
npuobperenue (yHIAMEHTAIBHBIX M NPOQECCHOHATIBHBIX 3HAHHWM, YMEHHM M HaBBIKOB B
coorBercTBUM ¢ DenepasbHBIM  TOCYIapCTBEHHBIM 00pa30BaTEIbHBIM  CTaHAAPTOM  TI0
cnenmanbHocT  "10.05.01-KommneioTepHast ~ 6e30omacHOCTh"  (YpOBEHb  CIICIIMATUTETA),
coneicTByeT (yHIAMEHTAIM3AallMUd 00pa30BaHWs, PA3BUTHIO JIOTUYECKOTO MBIIUICHUS U
(OpMHPOBAHHIO MAaTEMAaTUYECKOTO U OOMIEHAyYHOrOo MHUpPOBO33peHus. lLlenpio wu3ydeHus
JTUCIUTUTMHBL ~ SIBJISICTCSL  OBJIQJICHWE 0a30BBIMH  TOHATHSIMH M METOJaMd B 00JIacTH
Kpunrorpaguueckond 3amuThl HH()OPMAIUMK, OBJAaJEHHE COBPEMEHHBIM MaTeMaTHYECKUM
amnmapaTroM, HCIOJNB3YeMbIM B Kpunrtorpaduu s JalbHEHIIEr0 UCIOJNb30BaHUS B
MPUTIOKCHHUSX.

2. MecTO IMCHUIIUHBI B CTPYKTYpe 00pa30BaTe/IbHON MPOrpaMMbl

Huctunmuaa "Kpunrorpadudyeckue MeToAbl 3ammThl HMHPOpManuu" OTHOCHTCS K
6a30Boii yactu 6:10ka b.1. OHa UrpaeT UCKIIOYUTEIBHO BaXKHYIO POJIb IS MPO(HeCcCHOHAIBHON
MOJATOTOBKHU crieruanucta. [Ipu ee n3yueHuu CymecTBEHHO UCIIONIb3YIOTCS 3HAHMUSI, TOJyY€HHBIE
Opd WM3YYeHUH MaTeMaTudeckux aucuuruimH "Anrebpa", "Teopus uumcen", "Jluckpernas
matemaruka', "MudpopmaTtuka" u "Martemaruyeckas JOTHMKa U TEOPHsS alIropuTMoB". 3HAHUA,
YMEHMSI ¥ HaBBIKH, MOJYYEHHbIE MPH M3y4yeHUM AucHUILIMHBEL "Kpunrorpapuueckue mMeToabl
3alUThl MHPOpPMAIMK'', HCIONB3YIOTCA O0y4aeMbIMH IpPHU H3YUYEHUU NPOPECCHOHANBHBIX U
CHEHaJIbHBIX JUCLMILINH.

3. [lnanupyemMblie  pe3yJbTaThl O0y4YeHHs] 1O JUCHUIJIMHE, COOTHECEHHbIE ¢
IUIAHUPYEMBIMH Pe3yJIbTATAMH 0CBOEHHUSI 00pPa30BaTeJbLHOMH MPOrpaMMbl

IIponiecc u3ydyeHus AUCUUILIMHBI HAapaBjieH Ha (OPMHUPOBAHUE CIETYIOIUX 3JIEMEHTOB
komneteHuit B coorBerctBuu ¢ ®I'OC BO, OOII BO u npuoOpeTeHust cieayomux 3HaHuM,
YMEHUH, HaBbIKOB U (WUJIM) OIBITA 1EATEIbHOCTH:

dopmupyemMasi KOMIIETEHIUSA
(xox u popmyIHpPOBKA)

NuaukaTop nocTuskeHust
KOMIEeTeHLMHI

Ilepeyenn
NJIAHUPYEMBbIX

(xox u hopMyJIMPOBKA)

pe3yabTaTOB 00yUYeHusl

Oo6umenpodgeccuoHalbLHbIE KOMIETEHITUN

OIIK-3

CnocoOeH Ha OCHOBaHMH COBOKYITHOCTH
MaTeMaTHYECKUX METOIOB pa3padaThiBaTh,
000CHOBBIBaTh U PEATH30BHIBAThH
HPOLIETyPHI PELICHUsS 33134
po(heCCUOHAIBHOM IeATENbHOCTH

N-OIIK-3_2
OcCyIIecTBIIAET MOCTAHOBKY
3aJla4M, BRIOUPAET CIIOCO0
ee perieHus

3HaTh:

OCHOBHBIE TTOHSTHS,
MPUHIHAITHAIEHBIE
PE3YIBTATHl K METO/IBI
KpHITOTpadUueCKOit
3alIUTHl THPOPMAIH
Ymern:

pemraTth 3a1a4M, CBI3aHHbIC
C aHAJTM30M CTOHKOCTH
aITOPUTMOB
KpHUnrorpaduaeckon
3alIUTHl HHPOPMALH

N-0OMK-3_3

IIpumenser
MaTeMaTHYECKUH anmapar
JUTSI peTIeHUs PUKIIaIHBIX
U TEOPETUYECKUX 3aa4

Biaaers HaBbIKAMMU:
000CHOBAHHS CTOMKOCTH B
paMKax pasiuYHbIX
MTOTXOJIOB K OTIPEIEIIEHHUIO
CTOHKOCTH




OIIK- 10

CrocobeH aHaTM3uPOBATh TCHICHITNH
pa3BUTHUSI METOJIOB U CPEJICTB
KpUnTOorpadhuIecKon 3aIuThl
WHOPMAITUH, UCTIONB30BATH CPEJICTBA
KpHUNTOrpaduuIecKon 3aInuThl
UHGOPMAITUH TP PEIICHUU 3a/1a4
po(heCCUOHATBHON NEATEIbHOCTH

HUJI-OIIK-10_1
Croco6eH HCTOMh30BaTh
METO/IbI ANTeOpanvecKoi
AITOPUTMHUKH, OCHOBHBIC
(haxThl ¥ IOHSATHS JUTS

Ymers:

crpouts JIPII
MaKCUMAJIBHOIO [IEPUOJIa;
BBIYUCIISITh TUHCHHYO
CIIOXHOCTh

pelIeHus MPUKIIaIHBIX MOCIIEA0BATEIEHOCTH.
3aga4y
HUO-OIIK-10 2 3HaThb:
Croco6eH HCTOMh30BaTh TpeOOBaHMS K TTapaMeTpam
TEOPETUKO-YHCIIOBBIC a4CCUMETPUYHBIX
METO/IbI, OCHOBHBIE (DaKTHI U | KPUIITOCHCTEM M METOJIBI UX
TTOHATHS IS PEIICHHS TeHepaIiu
NPUKIANHBIX 331a4. Ymern:
TeHEPUPOBATh MapaMeTPhI
ACCUMETPUIHBIX
KPHUIITOCHUCTEM

OIIK- 2.1

Crioco0eH pa3pabaThiBaTh alrOPUTMEL,
peann3yonye COBPEeMEHHBIE
MAaTEMATUYCCKUEC METOAbI 3allIUThI
nHpOpMAITUN

Na-0ONK-2.1_2

Criocoben pa3pabaTsiBaTh
QITOPUTMBI, HCTIOJIb3yEMbIE
B COBPECMCHHBIX
MaTeMaTHYECKUX METOIax
3amUTHl HHGOPMAITIH

Baaners HaBbIKaMu:
pa3paboTku u
MIPOrpaMMHON peanu3anuu
aITOPUTMOB
KpunTorpadudeckon
3alTUTHl HTHPOPMAIHA

H-OIK-2.1_1
[Ipumensier 3HaHue
(GyHIaMEHTATLHBIX
pas3zienoB MaTeMaTUKH JUIst
pa3pabOTKH METOJIOB
3alIUTHl HHPOPMAIHH

Baaners HaBbIKAMM:
WCTIOJIb30BaHMS CHCTEM
KOMITBIOTEPHOM aJreOphl
JUTsI TEHEPAIUK ITapaMeTPOB
ACCHMETPUYHBIX
KPUIITOCUCTEM;
pa3paboTKu u
MPOrPaMMHON peaTu3ariviu
aNTOPUTMOB aHAITU3a
KpUnrorpadhuiecKku
CTOMKHX S-0JI0KOB.




4. O0beM, CTPYKTYpa U coepsKaHue TUCHUIIINHBI

OO0mmas TpyA0€MKOCTh JUCITUIUIMHBI COCTABIISIET / 3a4E€THBIX CIMHMII, 252 aKaJl. 4acoB.

Ne Tembl (pa3meJibl) Buabl yueOHBIX 3aHATHI, DopMbl TEKYLIET0
n/n AUCUUILIMHBI, BKJIIOYASI CAMOCTOSITE/IHYI0 | KOHTPOJISI yCIIeBaeMOCTH
HX cofepiKaHue padoTy CTyAeHTOB,
H MX TPYI0€MKOCTh ®opma NPOMEKYTOTHOIM
o (B akageMHYeCKHUX 4acax) aTTeCTALMHU
§ KonTakTHasi pa6oTa (no cemecmpam)
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Benenune. OcHOBHBIE
1 |monsiTus u 3amaun 7 2 YcTHBIH ompoc
Kpunrorpaduu.
3amadus g
2 IIpocreiimne ucropuyeckue 7 2 6 1 6 CaMOCTOSITETILHOHM paboThL,
mHQpBl 1 KX KPUNITOAHATUS. YCTHBIH Ompoc,
mpakThaeckas padora Nel
3anaHus aus
3 |CroiikocTh mudpoB. 7 |10 | 10 3 8 |camocTosTenbHOM PaboTHI,
YCTHBIH onpoc
[lotounsie mudps! 1 SamaHus I
reHepanus CaMOCTOSITENTLHOM paboThI
4 patst 7 |10 |10 3 10 - HOM PABOTES
MICEeBIOCTYYaliHBIX YCTHBIN OTpOC,
MOCJIEI0BATENbHOCTEN. mpakTuieckas padora Ne2
SagaHus i
CaMOCTOSITENILHOM paboTHI,
5 |brmounbie mHQpHI. 7 8 8 3 8 YCTHBIH OMpoc,
npakTuieckas padora Ne3
03| 17 3ager
Hroro 3a 7 cemect
P 32 | 32 10 | 0,3 | 337
108 yacos
3ananus A
6 |Xeur-¢yHKIUH. 8 4 4 6 |caMocTOsTENLHOM PabOTHI,
YCTHBIH OIpOC.
Saganus mis
7 AcuMMmeTprudHas 8 6 6 1 8 CaMOCTOSITENTFHON PaboTHI,
Kpunrorpadusi. YCTHBIN OTpOC,
mpakTuueckas padora Ned
8 |YmpaneHue KIOUaMH. 8 | 2 2 YcTHBIi onpoc.
Saganus mis
CaMOCTOSITENTLHON PabOTHI
9 |Onements! kpunroananmuza. | 8 | 10 | 14 1 14 o p ’
YCTHBIN OIpOC,
mpakTuieckas padora Ne5




HexoTtopsie coBpeMeHHbIE
anpaBIICHUS 3apanus ans
10 | 8 |12 | 8 1 11 |camocTosTenbHOM paboTHL,
KPHIITOTpauuecKux .
. YCTHBIH OTIpoc
HCCIICI0OBaHUH.
2 1051 335 DK3aMeH
Bcero 3a 8 cemecTp 32 | 32 5 105 | 745
144 yaca

HUTOI'O 64 | 64 15 | 0,8 | 108,2

Coneprkanue pa3iesoB AUCITUTUIHHBL:

1. BBenenue. OcHOBHbBIE MOHSITHUS U 32/1a4i Kpuntorpadum.

Kpatrkas wuctopus kpunrorpadguu. 3amaun B oOmacté obecrieueHus HH(DOPMAIMOHHON
0e30IacHOCTM W MeToAbl 3amuThl HHpopMmanuu. Kpunrorpaduyeckue MeTOAbl 3aIIUTHI
uHpOpMannu, UX OCOOCHHOCTb. Mojenb cucteM mepenaun uHpopmarmu. CHUMMETpUYHBIE U
acUMMeTpu4Hble Kpunrocuctembl. Kpunroananu3 u kpunrocunte3. Ilpunnun Kepkroddea.
Tumbl atak Ha Kpunrocucremy. @opmanbabie Monenu muppoB. Knaccudukanus mmdppos mo
pa3IM4YHbIM Npu3HaKaMm. Moeny OTKpBITEIX TEKCTOB. OLEHKa YKCila OCMBICIEHHBIX TEKCTOB.

2. Ipocreiimme ucropuvyeckne MMUPPHI 1 HX KPUNTOAHAIN3.

Iudp Uesaps, ahdunasiii mmdp, mmdp npocroit 3amenst, mmdp Xwuia, mudp nepecTaHOBKH,
mmdp Buwxkunepa, mmdp rammupoBanus. X kpuroanaius.

3. Croiikoctb mudpos.

Anrebpanueckasi U BEpOATHOCTHas Mojenb mudpa. Teopernueckas CTOMKOCTh IH(POB MO
[lTennony. Teopema lllennona. lludp Beprama u ero coBepieHHass CTOMKOCTh. DHTPOMHS U €€
cBoiictBa. M30bITOuHOCTH s3bika. OllEeHKAa YHWCla JIOKHBIX KIIOYeH M paccTosHue
€AMHCTBEHHOCTH. Jlpyrue mnoaxoAbl K OIpeneneHuio croiikoctu mmudpa. OIHOCTOpOHHUE
GyHKIMM W OAHOCTOPOHHME (YHKIMM C «iazeikoi». CemaHTHYecKass CTOHKOCTb H
MOJIMHOMMAJIbHASL CTOUKOCT.

4. TlorouyHble IH(PbI U TeHePALHs NCEBI0CTYYANHBIX MOCTe10BATEILHOCTEH.

[Torounsle mumppel u npuHuunel ux nocrtpoenud. ['eneparopst IICII. Kpuntorpaduuecku
croiikue ITICII. JIuneliHble pekyppeHTHBIE mociuenoBarenpbHocTH. OueHka nepuoxa JIPIL
Munumaneasiii MHOorowieH JIPIL. JIuHelHas CIIO)KHOCTh MOCIIEIOBATENBHOCTU. AJITOPUTM
bepnexamna-Meccu. Mertoasl  ycnoxunenus JIPIL:  unbTpyromme u  KOMOMHUpYHOIINE
rereparopsl. [Ipumepsr motounsix mmppos: A5, RC4, CSS (Content Scramble System).

5. Baoynble mu@pHI.

bnounsle mmdpsr 1 npuHIMNbel UX nocrpoeHusd. Cerbp @eifcrens. Anroputm DES u ero
Bapuantsl (3DES, DESX). Anroputm «Marmay» (I'OCT 28147-89). SP-cetb. Anroputm AES.
Aunroput™ «Ky3ueunk» (ITOCT 34.12-2015). Pesxumbl HCHOTB30BaHUs OJ0YHBIX HIH(POB.

6. Xem-pynkuumn.

beckitoueBble U KitoueBble Xenl-pyHKIUU. MeTonbl noctpoeHus xem-pyHkuuid. [Ipumenenne
xemr-¢pynkuuit. [pumepsr xem-¢pynknmii: «Ctpudor» (FOCT P 34.11-2012), MDS5, SHA,
HMAC, ¢yHkimm Ha 0OCHOBE OJIOUHBIX NG POB.

7. AcuMMeTpUYHAas Kpunrorpapus.

BrruncnurensHo ciaokHbIe 3agaun MaTeMaTuKU. Cxema RSA u ee anamns. Cxema Dib-I"amais.
Cxema Mepkisa-Xemmana. ['ubpunnas cxema mmudppoBanus. Ludposas moanucs. Cxembl



mudposoii nmoanucu Ha ocHoBe RSA. Cxema mudposoit noanucu Dnb-T'amans: TOCT 34.10-
2012, ECDSA. Cxemsl cienoit noganucu. CepTudukaTsl 1 HHOPACTPYKTYpa OTKPBITHIX KITFOUECH.
8. YnpasiieHne KIH04YaMH.

KiroueBas cuctema. JKusHeHHbBIN UK Kitoue. [ToHsTHe kpunrorpaguieckoro mpoToKoia.
[TpoTokonbl BeIpaboTKH oOmiero kimtoya. [IpoTokonsl mepemaun kimoueil. CxeMbl pa3aeieHus
CeKpeTa.

9. DJ1IeMeHThI KPUNITOAHAIU3A.

Kpunrorpadudueckue cpoiictBa oroopakenuii. Henunelinbie OyneBsl GyHknuu. beHT QyHKINH,
KOPPENSUOHHO-UMMYHHBIE U anreOpandyecku-uMMyHHbIe (yHKiuu. uddepenunansho-
paBHOMepHbIe (YHKIMM ©u UX cBoicTBa. APN oroOpakeHus. AHanu3 W IMOCTPOCHHE
KpUNTOrpaguueck CTOMKUX S-070KkOB OsouHBIX ImK(ppoB. OOIIME METOAbl KPUIITOAHAIN3A
mdpoB. MeTosbl KOMIPOMHCCA BPEMEHU MU THaMSATH: METOJ BCTPEYH IMOCEpEAUHE, METO
Xemnvana. llpuMeHnenue mnapagokca JHEW poxAcHHs. AnreOpandeckue METOAbl aHallu3a
mupoB. Meton nuHeapusanuu. CTaTHCTHYECKHE METOABI aHainu3a mudpoB. JIMHEHHBIH u
muddepeHmanbHbI kKpunToananu3. KoppensunoHHble aTaki Ha TOTOYHBIE MIU(PHI.

10. HexkoTopble coBpeMeHHbIe HANIPABJIEHUSI KPUNITOrPa(uUeCKUX UCCIe[0BAHMI.
KBantoBbie  Bblumcienus. KsantoBoe pacnpenenenue  kmoueid.  AnroputMm  [opa.
[ToctkBanTOBast Kpunrorpadus. Kpunrorpadus, 6a3upyromascs Ha pemeTkax. Kpunrocucrembl
GGH u NTRU. Oo6yuenue c ommbkamu (LWE). Hcnonp3oBanue TeOpuM KOAWPOBAHUS B
kpuntorpadun. Koasl I'onnsl. Kpunrocucrema McEliece. Kpuntorpadus, 6azupyromascs Ha
rpymmnax. Kpunrorpaduueckue mpoTokobsl Ha 6a3e KOMOWHATOPHOM TeOopHH TpyIil. [ pymmbl Koc
U TIPOTOKOJIBI HA X OcHOBE. Kpunrorpadus Ha OCHOBE SJUIMIITUYECKUX KPUBBIX.

5. Odpa3oBareibHbIe TEXHOJIOTHH, B TOM YHCJI€ TEXHOJOTHH IJIEKTPOHHOr0 00y4eHHs W
JAUCTAHIMOHHBbIE 00pa3oBaTe/ibHbIe TEXHOJOIHHM, HCIOJIb3yeMble NPH OCYIIeCTBJIEHHH
00pa30BaTeJILHOIO MPoIecca Mo AUCIIUIIHHE

B nporecce 00ydeHus: UCTIONB3YIOTCS Cielyrolue 00pa3oBaTeIbHbIE TEXHOIOTHU:

BBoaHasi JIeKIMA — 1a€T IEPBOE LEIOCTHOE INPEICTABICHHE O JUCLHUIUIMHE U
OPUEHTHUPYET CTYAEHTA B CUCTEME M3YyYEHUS NaHHOW JUCHMIUIMHBL. CTYyAEHTBI 3HAKOMSATCS C
Ha3HAYeHHEM U 3aJayaMy Kypca, €ro poJibl0 U MECTOM B CHUCTEME Y4YEOHBIX JUCLMIUIUH U B
cucTeMe IMOATOTOBKM B 1eioM. Jlaercs kpaTkuil 0030p Kypca, UCTOpHs pa3BUTHS HAyKU U
MPAKTUKHU, TOCTHKEHUS B ATOU cdepe, MMEHA U3BECTHBIX YUEHBIX, U3JIaraloTcs NepCleKTHBHbIE
HampaslieHus uccienoBaHuil. Ha 93TOM  JeKuM  BBICKA3bIBAlOTCS  METOJUYECKHE U
OpraHM3al[MOHHbIE OCOOEHHOCTH pabOoThl B paMKax JaHHOW JIWCUUIUIMHBI, a TaKXKe JaeTcs
aHaJIN3 PEKOMEHIyeMol yuyeOHO-MeTOJUUECKOM JTUTEepaTyphl.

AxajeMHYecKasi JeKIHSA C JIEMEHTAMHU JIeKIUH-0eceibl — I0CIEeI0BATEIbHOE H3JI0-
KEHUE MaTepuasa, OCYIIECTBISEMOE IPEUMYILIECTBEHHO B BHUIE MOHOJIOra IPENOJaBaTEIs.
OneMeHThl JIeKIMU-0ece bl O00eCHeurBalOT KOHTAaKT MpEenojaBaTesis € ayauToOpueHd, uTo
NO3BOJISIET TNPUBJIEKaTh BHUMAHUE CTYJCHTOB K HaubOosiee BaXKHBIM TeMaM JUCLHUIUIMHBL,
AaKTUBHO BOBJIEKaTh HUX B Y4YEOHBIN MpOLECC, KOHTPOJIMPOBATH TEMI H3JIOKEHUS Y4eOHOTO
MaTepuaia B 3aBUCUMOCTHU OT YPOBHS €TI0 BOCIIPUSTHS.

IIpakTnyeckoe 3aHsATHE — 3aHATUE, MOCBSIIEHHOE OCBOECHUIO KOHKPETHBIX YMEHUU U
HaBBIKOB I10 3aKPEIJICHUIO MTOYYEHHbIX Ha JIEKIIUY 3HAHUM.

Koncynbranuum — BHUJ y4yeOHBIX 3aHSTUH, SBIAIOMMNACA OAHOM U3 (OPM KOHTPOJIS
CaMOCTOSITENIbHOW ~ paboThl  cTyJAeHTOB. Ha KoHCymbTamusx Mo Mpock0e CTYISHTOB
paccMaTpuBaroTCs HauOoliee CIIOXKHbIE MOMEHTBHI NPU OCBOCHHM MaTepHalla TUCIUILIUHBI,
IpernojaBaTesb OTBEYAaeT HA BOIPOCHI CTYIEHTOB, KOTOPBIE BO3HHUKAIOT y HUX B IIpoLEcce
CaMOCTOSITENIbHOM pabOTHI.



6. IlepeyeHb JIMIIEH3MOHHOT0 M (MJIH) CBOOOJHO PACHPOCTPAHSIEMOr0 NPOrPaAMMHOIO
olecrieyeHusi, HMCNOJb3yeMOro MPH OCYLIEeCTBJIeHHH O00pa3oBaTeIbHOIO Ipouecca I0
AUCIHHUIJIMHE

B mpouecce ocymectBieHuss 00pa3oBaTeNpHOrO — Ipolecca MO JUCHUILUIMHE
UCIOJIb3YIOTCS:

Ui (popMHpPOBAHUS MATEPHATIOB JJISl TEKYIEro KOHTPOJISI YCIIEBAEMOCTH M MPOBEICHUS
IPOMEXYTOYHOU aTTeCTaluH, sl POPMUPOBAHUS METOJUYECKUX MAaTEPHAIIOB 110 AUCIUILTHHE:

- mporpammbl Microsoft Office;

- u3zareabckas cucteMa LaTex;

- Adobe Acrobat Reader;

JUTSI IPOBEJICHUS MMPAKTUYECKUX 3aHSATUH:

-CHCTeMa KOMITBIOTEPHOI anreopsl SageMath

7. IlepeyeHb COBpPeMEHHBIX MNPO(PeCcCHOHAIBHBIX 0a3 JAaHHBIX H HH(OPMAIMOHHBIX
CIPABOYHBIX CHCTEM, HCIIO0JIb3yeMbIX PH OCYHIECTBJIEHUH 00Pa30BaTEJIbHOI0 MPoLecca mno
AUCUUIIMHE (TPH HEOOXOAMMOCTH)

B mpomecce ocymiecTBieHuss  00pa3oBaTENBHOTO — Mporecca IO JUCIUIUIMHE
UCIOJIB3YIOTCS:

ABToMaTu3upoBaHHas OuOimmoreyHo-uHpoOpManmonnas cucrema «BYKHU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

Oomepoccuiickuii mopran Math-Net.Ru _http://www.mathnet.ru/

8. [lepeyeHb OCHOBHOI ¥  [ONMOJHUTEJBHOW Yy4eOHOWH JHMTepaTypbl, PpecypcoB
HHG(POPMALMOHHO-TEJIEKOMMYHUKAUMOHHO ceTn «HMHTepHer» (IIpHM HEOOXOAMMOCTH),
peKoMeHyeMbIX JJIsl 0CBOEHUS TUCUMILINHBI

a) OCHOBHAasl JIUTEpaTypa

1. JIoce, A. b. Kpuntorpaduueckue MeTo bl 3alUThl HH(OPMALMU JJIs U3YUarOLIUX
KOMITBIOTEPHYIO 0€30MMacHOCTh : yueOHUK /utst By30B / A. Bb. Jlock, A. FO. Hecrepenko, M. U.
PoxxkoB. — 2-e u3a., ucnp. — Mocksa : M3narensctBo HOpaiit, 2022. — 473 c. — (Boiciee
obpazoBanue). — ISBN 978-5-534-12474-3. — Texcr : anekrponHsiii // O6pa3oBaTenbHas
iatdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/489242 (nata obpareHus:
31.01.2022).

2. dypues, B. I'., MeTo1b1 KOMOMHATOPHOI TEOPUH I'PYIIIT B COBPEMEHHON
KpunTorpaduu [ DneKTpoHHBIH pecypc] : yuebd.-meron. nocodue / B. I'. lypues, O. B. 3erkuna ;
SApocn. roc. yH-T, Spocnasins, SApl'Y, 2017, 49¢

3. ®omnués, B. M. Kpunrorpaduueckue MeTo 1! 3auThl nHpopMarmu B 2 4. YacTs 1.
MaremaTnueckue acueKkThl : yaueOHHK /171 By30B / B. M. ®omuués, JI. A. MelbHUKOB ; 0]
penakuueit B. M. ®omuuéra. — Mocksa : M3natensctBo FOpaiit, 2022. — 209 c. — (Bsiciiee
obpaszoBanue). — ISBN 978-5-9916-7088-3. — Texkct : anekrponHslii // OOpa3oBaTenbHas
wiatdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/489745 (nata obpaieHus:
31.01.2022).

0) 10MOJIHUTEIbHAS JIUTepaTypa

1. Andepo A.I1. OcnoBsl kpuntorpaduu. YuedHoe nocodue. / A.Il. Andepos, A. 1O.
3y6o0B, A.C. Ky3pmuH, A.B. Uepemymkun. M.: I'enmroc APB, 2005. 480 c.

2. JloraueB O. A. ByneBsl ()yHKIIMH B TEOPUU KOJUPOBAHUS U KPUIITOJIOTHH. /
0O.A.Jloraues,A.A.CanpankoB,B.B. fAmenko - M.: MITHMO, 2004. - 470c.

B) pecypchl cetu «MHTEpHET»

1. https://cryptography.ru/ - npeacrasisier coO0i CaiT, MOCBAIIEHHBIH MaTEMaTHYECKOM
kpunrorpadguu. CoIep HT cIoBapb KPUNTOrpapuUIecKX TEPMHUHOB, CIIPABOYHYIO HH(POpMAITUIO
[0 MaTeMaTH4eCKON KpunTorpaduu, a Takke yueOHble MaTepuabl, pEKOMEHAYEMBIE IS



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://cryptography.ru/

3HAKOMCTBA C OCHOBHBIMH HAIIPaBJICHUSIMHU HCCIICIOBAHUN B 00JIACTH MAaTEMaTHYCCKOM
Kpurnrorpadumu.

2. https://cryptobook.us — npexacraBnsier co6oit caiiT, Ha KOTOPOM BBIKJIAIBIBACTCS
IIOCTOSIHHO OOHOBIIsIOMIasICs AyieKTponHast kaura «A Graduate Course in Applied Cryptography»
OT U3BECTHBIX UCCIeaoBaTeNeH B o0actu kpuntorpaduu Dan Boneh u Victor Shoup.

9. MarepuaibHO-TEeXHUYECKas 0a3a, HEOOX0AUMAs /IS OCYIIECTBJIEHUS 00Pa30BaTEeIbHOI0
npouecca no JUCHHILIHHE

MarepuanbHO-TeXHHUECKas 0a3a, HE0OXOaUMasi JIJIsl OCYIIECTBICHUSI 00pa30BaTEIHLHOTO
npoiiecca 1o JUCIUILINHE BKIIOYAET B CBOM COCTAB CICIMAIbHbBIC ITOMCIICHHS

- yueOHbIC ayTUTOPHH ISl TIPOBEIICHSI 3aHATUH JICKITMOHHOTO THIIA;

- yueOHbIC ayTUTOPHH IS TIPOBEICHHSI MPAKTHYCCKUX 3aHATHH (CEMUHAPOB);

- yueOHbIC ayTUTOPHH ISl TIPOBEIICHHSI TPYIIIOBBIX M WHINBUIYAIBHBIX KOHCYJIbTAIIHA;

- yueOHbIC ayIUTOPHHM JUIS MPOBEACHUS TEKYIIEro KOHTPOJAS M IMPOMEKYTOUHOM
aTTeCTAIlHH;

- MOMEIICHHUS JJIs1 CAMOCTOSITEIILHON paOOThI;

- MIOMEUICHUsST JIISl XpaHEHWsT W TNPO(QUIAKTHYECKOTO OOCITY)KHUBAHHUS TEXHUYECKUX
CpeACTB O0yUYECHHS.

[TomerneHust st CaMOCTOSITEIILHON paOOThl 00YYAKOIIUXCS OCHAIICHBI KOMITBIOTEPHOM
TEXHUKOH C BO3MOYKHOCTBIO MOAKIIOUCHHS K ceTh «MHTepHEeT» M oOecredyeHneM J0CTymna K
3eKTPOHHOU MH(pOpMalMOHHO-00pa3oBaTenbHoi cpene Apl'Y.

ABTOp(BI):

Accuctent kadgeapst KbuMMOU A.P. benos

OQ0JIHCHOCHID, VUEHAsl CENeHb noonucs H.0. ©amunus

Houent kadpeapsr KBuMMOMU, kanz.
¢u3.-mMat. HayK JA.M. Mypun


https://cryptobook.us/

IIpunoxenne Ne 1 k paGoueii nporpaMme M CUMIIIMHBI
«Kpunrtorpadpuyeckue MeToabl 3alUTHl UHGOPMALUMN

DoH/1 OLIECHOYHBIX CPEICTB
JJ1s1 IPOBe/IeHUs TEKYIIero KOHTPOJIS yCcIeBaeMoCTH
U IPOMEKYTOYHOM ATTECTAIUM CTY/IEHTOB
10 JMCIHUIIHHE

1. TunoBbie KOHTPOJIbHBIE 32JaHUSI U UHBbIE€ MATEPHUAJIBI,
HCHOJIb3yeMble B MPoliecce TEKYIero KOHTPOJIs YCIeBaeMOCTH

IIpakTnueckas padora Ne 1
(nposepra cipopmuposannocmu OIIK-3, unouxamop U-OIIK-3_2)

IIpumepsbl 3a1aHMi:
BapuanTt 1

1. Pacumdpyiite mudpTekcT, 3amudpoBaHHbIN MHU(POM MPOCTOI 3aMEHBI:
HMaeTHOHBOPEUNBATPOUTCPEHTTIAMIIAKBI003bAICOPITH30MIOBKILTHBIDKCTTPPHMAEITHOKITH30ya
BalHTIIMKCTIPOYBaMaIaMHHTOOCPACTCPINK(PHIOKECAKECHHATTHIO03haICOPOECaKyOTCBOSTHKYBED
HJICKJIOSTHIAT0SI0pbpOMEHOIICHIOTPOUTCPPHPOMI CTI MBIIIHAHTCHUMbATPOYTCPECAOBAKBIICECAOB
HIPTOPOJITYHOTCHO3BEOIACKECAKECHUATAIKKOMAIBIHTTIIAMITAKOS003ba/ICECEAHKO3BE00KYaBPO
MEeHeNbINOHTFOOMTHOYBOTCBEU TCPaNUBIOHIOTHIATCPANNBIOTOOCHOXaNHIKECaKeCHIeyoiieacs3
OJ'IaaC3TCBC[ICI/IbaTOOCHOXﬂHHFH6HﬁaHHa}IOCOBLIOCCI[H_IanHFaCTFyBaMKaCOKTOpBaKaI/II/IOLIKecaK
€CHJTHCBEMHYHOMHOKECAKECHIEMATHCTTUECA0BACHHATATIKPBY OJIU T K PIDKITSUIII3IHAbYEHETHOPU
HCBHKGCaKeCHﬁaTI[HIOTCBH,Z[CHBHyBHI[J'IeMI/IH)I(YBaMOTCepJ'IF)K(bH)I(TpOHKOMaJ'IHMBHHHKI/IGHI[eKH
HI/IIHaI/IaBHLKMHTSHyHHHeKyBHﬁKHaHOCOBLaH6HHI06€HHKeX(CYOHB€HHﬁﬂoaTKGC&KeCHI{O“IYOHOHI
aWHAPUETCUOTCHIIOBKEIIBIMETJIOAHIEKOIIACBETTKECBHPECHITTHAEAHETCHIITHIOTOIITAHIOUETIIH]T
eiieTChIKECaKeCHIATAHIOMETIIKaI0eNHICHIITHOHIEHKECAKECH IEHUIIIOBKECHIEIOKYbKCaBUbaca
I'OI/IOJ'IO?IHHHeJ'IfIOBHCKH,I[eOCI/IOTFCTFI[e,Z[I[HI/IHIaI/IaBHHCe,[[HI[KeCaKeCHﬁaTHHKHCHHCKHCMpHHcaBeC
HBa3I)JIOYBaMHOHIaPIOKPIOSIOBe6JIHI7[HBIOOYBaMaJ’IaI/IH'-IKeCaKeCHIIH

2. Pacum¢pyyiite mudprekct, 3amudpoBanHbii mmdpom Bruxuaepa:
X Y.IMOMH(GBI0. 00 MIIUPEOUBIIOC3 IKMI
TMCITOOSATIONIEIA3C3UACTIIIDKCORITTATBOKIE SIM,IABIIDIHEH) . JKIONLINI(B CHIIIPITOIOTKPIIT
3IOBKOMKICOAE IKCIXCH ITHO b.03a3MOMIO00
.CIIIKBICTTI,MBIPCENCXITUOMTHCIKCIKITIK,APCIDBIB IO I SYIIITMBKIIIIIICES
MbHATIEBCOCHTAIKIIIIMIMTKHEIIMYMIK. 3K, PIOShE APHCHARUTIISIIMTECOB. €AITIO
I{HBM.,CK,BBI. .M, IIIMEKIIICM. IS G HIOMDKIIL. CKY . CCOeC U Iy TCUTTTHARIHE3KACKOO LI,
CHUBDK.JKMBJI(TI,0.IICHICHAa 0N YHCHAKBBUCIK, T . a0 HOKa3331aed, bl ,I bi0ad3, CKIIILI
¢mrr
bYCOTIPABIECXQPHIATTITIO. OLIIKIICKC3IIPE, Taariie. Icpaa3.JbIoNIoC. §. CTI3 (G KPBK.JI13I31I.
MIEPTHII(IOBI O/KBIZCINTKAOMSIIN0K, ,A(PIIIOOCBAITIIICK.CHILN.AF0IOC. BBI3(IIL, A0
YMb,BbL,aKb(I0. I3OBIIIHHBKII, TIIBIK (CCAMICUITHAMNT.0baac3I
nAGrAEpIIIBMIOK30MCHIMII )KMapee 1 10rnuio0,duns Heb(UIsc3BB SMIMTBEKMHMIIOAIII
pIyHromoi. smiorideédrorommodaehcoda. Bbl.. MUKIOKBITIIT
ciicaBBOadBhIaadpraéMed. bIBIIIFOCIISHKHAEMO03 eIl M,,JI HAIIIICIIHAIIBYMITIO0
MIIAPEOYTIL. CHCPEIIOCE, THBIBIKOBIACA JIIIIIIAIL, ITYEIYBIbI 33yCITHOHABP 0.MBMIIT
YCIAbDK. MBI BIPHKOXKCH. BMIKIICH (DUCEBCETICHITD. AIIM(F0.BI3X
y.Mrk€cOMb,11003€HOrPIIKIIA(GIrPMbI, bl HFO. BIOI .[ATII(H KM ChIOKCEIIATBO
(brarotxia. G IO, TYIEI0HKKHO. HIOSUTHIIICCC. 0. I, 3pIIKBYLT (PE,yx



YJICMC.BBKC(YTII3aKIOBIIIIIIIMBOYAPKIBBIY 30X IE I TTHKIOTKKPIIIIICBEEBTII
GIDKUHEIIAMIIIPSUPONUDP MMIMITO. BIALITU( JKIIIPX0. HIOOUI3 31430 PCIIIUH, . JIKCE
JIBICOIOWB YL IISUC. BIAasIBIC TCsA(]. bUBIACK.CINIIA TAABIT. ENDKIL, TO]sT

.O1IC. eAp AN, hAUIIEZCTTAKKAIIMANIT (DAY IIASPBSAIIIIICH. KXIBOCMIIE SDKMAapPIU K
9BTCTISUION, IDKHen P AETIIC. MIIDI0XKY. K, BIBAMICACIPI
MYTBKbC3IOTHIIIIPIO Y. KAAMIIILIOTE IK,0M, 0K Emproamomk, ammonuysrce  GmudmHba
Mag nrumapc. xK,JKCTIbbIpIad

HaBMIIIMCHATITH. SI0A B IDKIATY 03k cenmHp HbaitHEEsKCCCX0. () .CPa3IBKBCIIIIITAIHSIMCIO
MITAITIOTK BICAIIITIOCEIOCIKC TCAIOXOCIIOCT apsuIbICH(TPBID 0UdamKpTIdIMBIO0¢EIaror
H.JICHcniibCaMAadUMInayonIoaeMesryd. Y(KIIIB.E3,ICKKC3 PXIIKIOKBIUIIEKA
MITIOTIPUBIIIL. M, IITATITA. ISCS b M.TCKYIIEIIITOIIFONICH. 25K, 5K0100

Bapuanr 2

Pacmudpyiite mudprekct, 3amudppoBaHHbIA MH(POM IPOCTON 3aMEHBI:
BUTIOTYBIIAYEBI00b B30 TANIBTOHABBOBBIErIIIBEIOBOA AL YA IObYYEEHB3KEUITAIBIBIHT
BIPOHIIHI030KaU THILITYDOBIUX CIB ABITbOb K UH U TKULICOKIBIBIIY b A HTHI3 bIAEOLKIIBID TOLD0
TOTBIYACHHIKBI 0K IUITUTHAT I DKM IU QK YD I00 IO IBIbAYIUCSIHITUTYB IO IICHHTHIY
OHTH(ITOMY NI TAXMAIATHIAHOYBYBSB3AIHI AT COIIMOTBHIPIMIIBI T Iy MY THIIYBBUTKHTP
IOBBINTHBTOOIIOKHBTOOIIOHTEBBYIMESTHTE(DIKHI0DOIII U THIIBI TYMOKHTHIIOHK DI BIIT 011
JIDK(AATIBIBITYT XA aYb IO IIChSIMIIBE BIOMILUX HISTHETOOIOBIIHTBII3IO TUT O 1B 3y AIIIb A THKYIT
CKBBDKHUBTOBBIEH AU TIIAIZYAIT0IYIMIIOX BBy IUETH AT HKY UM OB ABPIITHTIOBBX30530
BUHDSIATYBJONTICKITHTBII3I0 TUBII YA IOFYIBBHT 09y IICHIIBII0K B0 BB TYHTHIBOI I UB I
HHBII00KTUIIBIBIDKILHIIEHI0303 (3 103U ACIII0H30303 (hABI OIIITU I U IIBUIIIYBHHHO K (IBIY
SUESHBIIIPEYAeAHbabI00bOIOX IS

Pacumdpyyiite mudprekcr, 3ammuppoBaHHblil mudppom Bkunepa:

€0KHBX KOMIMIANIEK3,,00npIamiébp 4bbUOPTHIIOBKIA(KIN

OBITIXXE0.EPKAOT TYXKKb.3TB3b3)KOBI.a.B OFOYITHK CXBIOWOOhAIT
BBIOTBMSAbSIBIIOU, U yIKb,CHEBITXXb.JKPOBINTEUOKYBMKIO ,a3KITH

BIOOLEEIOTBIKOIO AITHUITHAI, E BIOS, I9K CXESATIIKHIII
bar,q,APyTHI3EBIION e IaAM3MTOEbIPETAUITHIIENIIb

KT, ,pUIIE3TO . ACPPENM. BIUNT UMb, aHKIILY OUBIFOSS 0TI/

LS, UBB. IEBLHPPIIEIN32e08, iHADB3MOIOWKEbYari ,H
UBIPBrOKII3JIANDKKTHMOKEOPBIKIYHbbPPIKTIOHESTIIIEKD, IINTKITEX IMMT OHKTPKb 3,1
b(IDKME3,M JabXbXK,a30IBeesaéaned.KxKes, Hil.F0yKBKFOCO . KOO
KITOKOKEpIaenyeh00r0,0bciIokeo x100€a bub.PaMTOoIbl bAQCKBUEK, XX
C1030HO(YBIIIOHOTSIPU,,baT3BaIBIII(HACO0KBPPEHOTC PMXPIKIIECBCEAAbSIIIIOPK.CIIBBIUC. b.€
/bBY3,, 3UUUIIIATKEONY03 BITKBETBIBYSL, JIKSD.B OI hbObAYK.KHINUEK,XPOBK, ] HU3IIHOS, yTIKIL.T
BMEHIL., per3d,blaKIIIPCMYBIAI, BObaiEre,3 (), HI3KOMa Ao B33, MB3MIOFOIIIE 34O IIIIFHCED, 011
B(KpPrM X4,, bH,K,E113,.MOTO00ATXCKBIKKSIAE ,iéxK

OBPIBKIONAANNY QEBIFOTILTH, PrrHPIBKAOSIIIOA, YIIOBITh, T bIIHIBBr00
BKSIITBANIOOMIOKAKIIIX IMT TOPITIOIIT bI TK?,allIBYbMBOOSIITXXBIOIDK, IIICIT, T0000CIOBIIEYbHPTENRTIH
GIUAMTHATUBIEX IKITE3E3MINBBIOTEHSBIIEP B, IHKBIBKT 2K YbHO3b3b3BOKBb, hITYHIEHEOCPO3MHKOBP3
BI3IIBOII b.bISIIOPELKATOIIEKMMIIIKE), bUbK, HIIHHCX. KPITMIIEIIT K b3JIK, YI1.3bIH, T b b
0067109BBI'BO3.K,aBIIIIL, XBIIOMITKBXET TOMITHO.IIESITOUBh hOBEIOHATIOAMY i, 0aKIIM?

CabHKII, PbbCBOAATO3ERIIOTb(HEeOT KOO, 3TIIEKBTO. OTIOT T(hK,E3H, 3UITHPT TIHIOTIBIBEIIEIHTUC
0 ,ee. yrBY3,HIJ1,bIACKK,3PIbL,X XI'YbOJI,BAIIBMPKHKKbB3PHOOH3KIOMT

KM, 04U, 11bOOOTENRK, U 040,IIMT3BA b.(DOTHb.MY 3BOK.b.H,XCPKIPOE, 1T

mepé3uit, mxroxgrod bIpKp,

UEBI0,HRIOPMEC, 4, )KbH, HITHUTX3bIEBIOB. MEBHPQIIE, 311 )T, PK.OIIMXBOIOPMB3H( ILIO3TO. TTHCX
XTYBJIATIBEYHT O€Bb, I XBOABHITHBI
JUbKIOTIaEM,33€0a0F031, PIKUH,, HITHOPTEbMEEKKIYU(DKIOBMMBI,3E3,,HB
OpBQTTCO.MMOMIBICIOEMP. FIEX BKUATIAKUYEPIIEeSIPI0. bEIPKbHPKMIOBTPIbbBCIIACePEUaK, HB
0CX.511,0rb0. IBHIeHEKCPOT MIIdenBag000a HbIIIX.b.MEEKbI 11(,ICsId,IT
LAKIIEMOCUPIIT. ,, HEXK, [IBYBJIEEMKIbbU 3K, 0T FOIT. T'YbX O

OBpEraXnipbuXIIB. TMIIOKBIIIXEOOIKED, PEIHUCOXO b,(HCOMHITKAPOYI,CHIIOb
YbbBIIBKAN3UBIKIOND. bOX IbEI03€EHBI TX BOOTEIMUPUBIY HbbI XObY'h,aB, 'Ha3bJI0III3Y.IT, IUIEHb b



YBITHATIMIKITIX OUHPUBKATIPBEOK, HPMTXD, HXKITKHIOSIM HIITKbJIa
"bEOKEMKKITB3EAYyTHICIIBIASTHOMbAY T

HOYBHUBIIIIDM, THKIT3IL,,.Ka,, KKOMX IMKIKOeBpahIMCpEMBIOL( CeONIbyIXIONPK3KOBCHKIOT,JIBSP
ywKkiibaBronxérar,

116, M’ha0XKHKYBPEYAOTT, JIMIT. X THKIKUKXb,(DI0EHTL. ,,.Ka,,37K,, IbbHITYKQPBT, MEESTIHH, IMITIOEKD
HI0BBKOITEOMKXIITXBXK,KKb. . MYKSIOTIOSIITXED. HOZIIAIISAPEIBIFONIBEYTH,E020X. XBOM3E0s
,JIbBBMBID,0IKPIOHAKS B3¢, 10 EE0rbbBHCKYO IO TII,U 3001 MKIKIKBIT

IIpaBnJia BLICTABJEHHS OCHKH IO Pe3yIbTaTaM NPAKTHYECKOI Pad0ThI:

[IpakTuueckast paboTa CYMTAETCS BBIIOJHEHHOM, €CJIM CTYACHT YCIEIIHO paciiudpoBal
TEKCThl M TPOJEMOHCTPUPOBAJ IMOHMMAaHHUE MaTEeMaTHYECKOTO armnapara, KOTOPBIA OH
UCIIOJIb30BA.

IIpakTuyeckas padora Ne 2
(nposepka cpopmuposannocmu OIIK-10, unouxamop H/I-OIIK-10_1)

IIpumeps! 3aganmii:
Bapuanr 1

1. [Hoxaxure, yro MUHUMaJIbHBIA MHOrOouIeH JIPII nenut mo0oil e€ xapakrepucTuuecKui
MHOT'O4JIEH

2. Haiinnte MUHUMAJIBHBINA MHOTOWIEH ociienosareasuoctd 110111011011001
Bapuanr 2

1. HpI/IBI/II[I/ITe IMPpHUMECP KOHCUHBIX HOCHGHOB&TGHBHOCTCﬁ, KOTOPBIC UMCIOT HECCKOJIBKO
MHUHHMAaJIbHBIX MHOI'OYJICHOB

2. Haiinnre MuHMMAaNBHBIA MHOTOWIEH rmocienosarensHocty 101101111110000

IIpaBuia BEICTABICHUS OLICHKH IO PE3yJbTaTaM NPaKTUYSCKOMN Da60TBI:
HpaKTI/I‘-IGCKaSI pa60Ta CUUTaACTCA BBIHOHHGHHOfI, €CJIM CTYACHT IPUBECII MATCMAaTUICCKU
KOPPCKTHOC PCIICHHUC 3aJa4r U ITIPOACMOHCTPUPOBAII BJIAICHUC AJITOPUTMOM BepHeKBMHa -
Mbecu IIPpH BBIYUCIICHUHY MUHHUMAJIBHOI'O MHOI'OYJICHA IMMOCJICIOBATCIIBHOCTH.

IIpakTnyeckas padora Ne 3
(nposepka cpopmuposannocmu OIIK- 2.1, unouxamop H/-OIIK-2.1_2)

Peanusyiite anroputm 610ounoro mudposanus «Ky3neunk» u pacmmppynTe JaHHbIE.
key: 60539dc97e74a98ae8748cc32051af360ecf5e2e04c67549f0c4045f6b3f4f1d
data:

n7Qoj+ZP/mGfOuUHhYc871dwO/mx0dOMD+EPCUTKH9s6qv6Z293d+AYoYOuvvBps/dDIKIZuA9W-+tvzUgibou
KMI8mMLnjbIEDi7Fze25DQfBvUVSBgwxGZRs2QfeKCp6h6mtDJ386inAC+Ge56¢c3N7Arbk/ZILx0Z51pTgd+Mjw
NpA//1H8EzShdAlj6UfK/SQLh2U5A5gyaU3HGY ZcW1mSPJIxziXxxDXc4luv8giQbKi9VpApvTPI/XOIIPPLNpw
FAmM8Bvdu3zepmviubOD+bLbgfWESSHLOvNb7DiXSvpP9GMafGLgREewPWbhEOL3Hy+WFWGOUhPrdQDd9w
OMTHAWIG1Rt76 MmnA3wWFTQHNNoqlbSVIYSGZD+eWBtKDL40oxHMyOrMXZKKEQLgIJNAsSISTn0Q4i/uYR
KF5DmMQY 1b3wz9x9UCZXFZY Ho41brbXfhrAO9kP2zUH5hIp3LcytTP3cy+9bbiNU30iB7OCIBE2NHRGFpzEC
098k052M8WZY bIWJeFPsfdvyWMJ+ZpBSvfGHOjLn5vJjR054+9IM/AG]jOengB3PaocELfAdIg77uJRngrt7YJOD
bKkg58+5P7duVXc4FB0eZSYVKEVxv520z0y8dpZelWBLVhIXHigQY4/GgOQIprNoXtS+KIOnoWpCAWW1Xe



bGCBHQwWUS5SROgs9bLZAeL KIvZdUMCeQaKIRiZDIQNSfe TyvH8xaK4wdUFJ7WPbO3UifPPi6t+KefdwhURHO
ae+PQaT+Yug7WtQ6D55TVvIAoWZZarjW4AM8SW+UWxskRyu20uGOGPgtFxmMfauhrJYBNm3e58vKbXc512b
FkcSX57TKNTMQIA61w2pXLY ATC1nigexqvIKESC/NXxZBxP2tnpCnS5Sc3LWR/L42iuxLY XRxx0mFa8VQ4WS4
UOSEOHK+JjFatTZVilGIOcNsvbu2kmu6u60po9toDP8hcGDzBCey8BTMOYXKE3TR2m5s6FEKKiGV+9X41S+s
cISNKJe86Pmz07Cha3JQ/IBIW5VZgKIZQOLROugSMWLb+OtpTzG3gNN88dWmmJIEDR7rHLi9daG09/7IN1uw
BU3COFFNaHXhPFQj9pxLipJ/ZWk+sNODY0Jc3Z+nMQWSJosW/L3Gm9+7ZM6woeZkFmHXBC4skO115gg9
DCxal2xHabY5PLjCU4q7KEtzubxyYP+Vx5g0zK/GRyjalrGLETNFolPicgfgcGieHjlw0c7O6EyyE/bDFAOMQB
SDsNLumskklUOCPW+00eGefw7aaA29bLfCRf3K5PvonWQEZZp78xw1ZUCAbTUrZPqSuG9ebguON7NWcWis
LAw32f0VUfenBJwju/qDCBDEEMFelkHPKcoiwRz5nh4PzQILINSQ1YNQUMSnrQ49c+zdECVFIgQdVKQsJtgg
fZ3RH5rFa07igph75ySEY gBoodgbHBs3/Y Ku8xxONo2FPNxeTqLU5sluahvZdAC0sQBIY 1pd3MOsqgWNy3KiR5
C3zksbNEtcZTqJjT334hSBmZ1702706LF/ftQWbRqWBrH7ba2ljgDjyO9UsMgh8W/9sleSETFEctklQUIW/VK4el]
mtIHIWmdY2VulR1eOCsou+ylng6NQKcr6Qd6d4ClmxqYDYwIMpPfZT4hVCKLVVYVHDBKoyQuYN6XZ3U
Hv6VaQGJofwPNDOI3f+ZX4erWKg8Ej1gfRFAIPinZngxbhY5y+4wYyyBfGVVKZXVO0bHvKzMHC1Buc4dj3mz
G3kIx+bLeDf6PQP6A/09z004ji+DJ/GjGXFAHA4aVZI9mpxgTiSbcMBiLoL8opESENHpRWmM1Oxvs6wXyYUW3
vvmapyaRNCoLTAdVUERR3S3BvIXOWQriy3eujGFo5p8wEV8cSjL5F1IPbzsGTMPUybZCywOxwTAZtqzaUY
ADPTfPZXN4errgzPaeal bW2f4ewpR3i0ROxbZbLjgANWI1hRpIpGW6S1BSXQtT ZIvuacdIPSEAALIflgWIwy4gM
B3cdpmTO0iANj5XOXRWGW36Qx18ZTa2Fr6DSDY 7yunisY6Zj+JsO00dk9Th+AXJLtTiCzc+EQpOi93UeBuNFjO
trd+R13500Gyy/Ofnvg8jujPEy+VrFXECct1Xc5dU9Rjpgl+uSOAVBLQWegUh2LDMM29QNsKsV1xcePD1zg5f
GLpL9vwOOf3tWdVgChHVMDAVVKAD2iwl9ApUetrOgwsZAEj5SXEUNHIf0a3+pB/h0G1cvAfZbFUONXRbfpcl
RFk20Tf/IKVQ6XChGsm5MW2rNbxGiVjalSBuVszGVbVkBfmelydNItpznYcgCVHegvkHO5iuJTDadWa7pp4x2
DFhYepEDmuvrEPrStBPzic2c9vaB+/g45WwMVmVJIQZgOovIFI201QRwhyROgBQX4JOiTkFV5A4xRmuyjdasX
BHIQKA4Ii3iq7d+ilMrkCqWxD//MrgH/FebGfO2keEBvb1pLvG2YoKuetLT1bDUX1rGGSmY 3fjoR5UUz0WeK]
ABSC6FMeRH+1/9BW7GaD/PZdvhEKt+QYRIXcZw4OQiTPNYNTLGzxSJ2cfXIRNjQ9dpBJIIEDYH1955tMrMi
E70YMG4x0OkR09X20gs37rOMsN1CC+jlo719nmxA2fuve55NMap+TGzbb+pyGjefh9YkSk4+gel7u9CyDITeoWa
pPbvnhXySQKVRAMSIEXDkv8OndoTEbvhyWGGgN]DjY p40kJooS+mgNjinX77PnNTB0cSS8WX1h3imZoD/R
AYKTAST05A002U4L11Qg2BdfjEalgQ4RgSC+Iw4dbCIrSGsMHF30nVi6qITzE3moJLBluesOdN7zyy5NWS1M
ON2N5RUQ9GU4IgIb291qyIP9FP1vGFa5sQruojynhFkDP AP XiHP5Hy+m+9gpX9Ld9FbvecI5SMrS9Ua7Z+H7zDS
kQtIPEb02euGqqGIKMtmKGnkZfNkigEVQDXEMWLjedDcCJIEIFY 13a2Ti9HEcoeXIWBQq4613g48yk2A8Rgpbq
RVJ9QIS+gkC7H3Z1gsBAgIPiQXxrsk7KvRyuw4a3c1TFevAccCsIcOQwSIV8Falw6ZK9h+yT1/Dishc31Z2o00lda
1VMjwbIx0kocK5G3hrYbplWHqI5y3CfvxbmEC/UfsnGpCmkXPM8bwDsM+Bj3eu9D/Nv390kI+ypHs1wAE/z58
K9ipz591bvGB2IX9r/jugRVIBC2DSANGSIdHhvKWY ibRcwzu+uFvT GswLCTsfChhgKTxt3p5dw6FiyInRXnSFm
sXG/5LMZWyuC1IhTIM+PCIkmw++ydRzV3i5ZUOuTJIvpuhyGOval6hOdAIDgmWulcdOoPgUIblUU800JtSJIzt
Z+AAelOghGTKsRSO7dclZqSTR/1Bp4HU0c9zwE2rvh6V2zCUeLCXGPLELYmM2Hr3QL7t2kvh8iKJbtmgeaiURe
Ir9TuabK4hzDAQHOEWpUhFYOHXy11LNZT3iMW96pnL86t0G7BaLR4+f7mmplju6LoXoes9niUfizlhz6Eamr5g
LKMXhHZgbitOBnM8h95V/usvqWneGs4lHk/4Y103a7bTY GSXIVgVHFFUE0ob0QYUs1t90j8rtTZpkk1PG3MID9
Dj+oWGzixG03By3iQVcguVshHMjIXGz2x8W8nghsV8z T80UbImungI XGPWuyriFqFu2UPvIb65Diigr7DT8uvO
XiLsIx+FG/T2zxH8CSvF03+tpLT/02hVVIDuilHUyTVZN5u04TD047h8HZnCUSGFUMqad4eE1LIiZ/U+KuTA/cV
FV701q/efxYifvhyVVKsPM70moTrkPM4WoRSQnOYTgrRb5EjKNLLILO5hZUczMx0u7yt1Hy4VrDy317IGKD
FiM8Hkk2dgNaOSeBUIg6utiYg50usOzMZGCoMcwPOdvCESL2AbpEGrNmAUjyi3R860iDnVecmF+zrlfvVQrxI9
OfNBfDaRrbdt54L2C8RW+pa7gWbDQY4J2AdXTPTvD1K9ISGt1luuLI9ZIVIpbmbLzX9IxC+GF+Pp3TUk301nTn
tkZMi9L33iqgOcPqqGloE4PL2e+THRmMWrOmcFNLfjZq0fwU5SiyedxfTsOpwqJAa9+SXzZrWu/SMuvSY0dLDcR/Z
kvelQY'YXBWX5kA/jIRdfgizKXdoD22gAAebb5Z06xSn/w8zvSahOuQ8zhahFJCc5hOCtFvkSOQOsu0s7mFIRzM
x5Mie7HqBa5+kV8DKmSJIP4ASLgyWGXOZRZnuEZQT69XbBjbvbUBIXNrqCcVIylgc2u2RWIWG5gIbhx5ER86
iOPmMdi31UOo0tuFUN/e79Sp8REOiIrLvwpOXoOY nlEVXMImL41lkeFNKWzRuiaOydablmsnmwMJIkaW6émY GjX8j
B3iVPelEmyQjlIRI/VtQY7ZNk37U8RnyY TO+qwGvWODpTo3IngKpEIthY Jlu7sW3d3f4ksgA9zb4JSBDd/Ic8PXC
xds2Inwz/werY 1BVrgP1oNWI8Xg5Kpj554pBR4z7dA0Y Aaul4AWUJEONGRdh/erMVUR1XLngLHdsSqrP4K X717
W250vzI9gMWCVIT+bTZ0T3hfDqYPk/polEzrZBpVoV6bs4+JiBpONMWEpPSDdrohXTul5JBou6x5n6/shBbzFv/
KIEjbDpuMPk59UY OVThUEV7/QJyealfW6 A7TkwwBUNFIOV8R24WDICMbQRY DSKSg6Y GbUs61/+r6dEEvVU
fkgA4Tq3nc0Xnq7kBZaXQUgzsRZxKsbvT1V8QiBefaC4JOEYCFsgQ96ZVr+IhSIJ/sSWP8JdIVIVBfakkf21loddxrt
pBahYF/qIlQKgh6J4Y Spg/VZWE9FECOKCUU8BwWKoc3AJEOe Y N6fdfLIkzRE+8Sh+31BwM/AlcefSm9TqqzO0KMs
hUM+TEWUjQc4+LOMYDr7T6XdpayT6Dp/qyMYbUcGplShGht5atMLY 4pcq290PbbjV6HDag6VmHS5f1L6KS
OlItULZwHNsepAAWDUX{i6FaeJyC/IFYxM/I8Y 6uudhyhY 8NkelR5tm1ImDnk92/Bo7IgNDJINfoH4jUhjDoB6XN
gVOi7beV1I/MLWV8yhA3KbAdKoOYjO6vymVdbgKYtyoOX/jUrTpld0ZZDNd4xzPfAFAK1KLhknuhie+57E09I
0z9p+iZxcSy42sdkhnYss8wD2kqlf7R0/8XEaGKNpWGOADrcOMRCSMsUFG4txAajhPY gKf1G8wtQUP4v4rwh6
ONCb6tEFFX/AJ+BNHIWvhcp2AgaY 3/8ASnX0GCEM2hnNs43QJRtcGLDWNBENvYM+JCoKw31G3n/WTo8KYy
+réwcCS+d0f6vDUENLIS5w/un6WTKNpmC8jbnwRBj05s0SzUdN5srUVEBMQuniialidoshJjRVikb TLjeHuBM+q
evGJc6fY2goD9YbdldXwtw8RHmMdqu83tZtBza/6HnNNIN3IfuNSIOAVXxx19AIWI0+XeQeRavmIf39+QiQSnkJ8o
npT5snztUPTB04z0EL13YBVNtWV2NDUGLOSgLrDu0xUQga8fNaBO7ScHbP4PSR+dTkFotPY/Z807t1139eACs
3X4E9HD4grVhHucQiS4110xQx+30YryQeiEkOGmK+gc7 ASukU+dvwowSoHyeGRcNQfqY fnxJIIEahlnbZcT1yq
AqtkOQwrgHCSXRpL5hw8wfgOULVIP7rOMsN1CC+j10719nmxA2blUMNZzaigli51uuwj94VSIPs3+iLISXUEhdnA
/OOHWYysVcXnCu61V4sGyORC/YB4afNO9UFgEVIgXBCricaWClwQGD99BbB6320IMzSwY ct2790m3VZzw8
C2hLxtjM14G8V3Psh2z4FMqlxDtFa+/7QEoa8sabcL/UMNcVddfhbGHeCB2fdCONgLPsYGB6XCII7Ih2QA1U3D
Y+26VBplOzvlI/mWiR50VI9pOFmuVRJofYegtl1in6YdQbVtSTcxulSCornro57dD5gLziibD9Gtps+6yyzS9w2j0L



08AXxrZo6nAAhNIBj0+nkTPggIimR8ziaBgmpWY KgZRMWgIXWUKXKRLW6wW85JHZ7WtsfSxnD41/x3KLiiSjSo
PGEGghb2IM19Q2DBBUpyUErh4nFHOF175yCPM2xaFM4hcOkO5WiA23U2Jayo+uuRL1uP2uWR5dvLS0zdbm
IXNYwBIu1Sk3ErD5b86bAWEd/wojNmMODASSCY KNOEIwzQmKcIBIXY Dtdr+Y S27PsMGWrryPX2+JItcVWdY
m47bFs5sinhYiUOpdl47QZIRB5UH1+ufGhQvecvg/4dFzvAIHY m2ltxgjonil1XIgOfGHI1IKACT4CnPs/Seqk36B33
4ZHMG7PJPpljPgjCL3cfctkgRy7+wiUBfgwBm1GESN9iUyVCPgkWGV2F61WtCGsLUttS06ZtWz7hQoS/odvIF
5YVbI/XIWFD/GIroCyAE+sFkrYwr+yUQi3H35amQYRc08iMZyLExMPNSKQH9extDHNtUgPNeRZGE9FECOK
CUUBwWKO0Cc3AJEOe Y N6ffLIkzRE+8Sbh+3IBwfnFle6rvVwgrQlQgcSrgjQvQ4dhDvQ5dEHiIhbRMgJIT61yWv3myg
MWUOQiKXJHDKhE3hXrL0OZx+3LSofCLI3V98D/z049vy901J0kpmMxGBOHdYpKHNt3NC36KLMY 1rgaFgF9e
P1mqgsS21waokOTv6bbl/kJ5668s0zb61KIWsdzQBx0Z55q11jxsIVrta3D9Zgqfxq9qro08al7bnTVYCZ+2LXDOjr2X
EONLTg6wCK7zaYYYwLsUBB9ygxGYBHd83dwDiaPKMKFNZ9jY IHZe8KrM9XE8i7gA9a0pn41aK1LTDQSaj
CX8pqlwZ/McJ80KG+62zjLDdQgv0o9a05fZ5sQNoUcrsNDOmV/wxk9paorCo6qBaks5zSbt5Gx2reSTzFkrFXF5wru
tVeLBsjkQv2AeGnzTvVBYBFZalwQg4nGlgipSFY mydhHlleqgBcXGaOX66e AFN2qLmkbX/RM++77z2XONeU1S
gpUDWvD5qD73wck8PmNuTJuHK5+SSaMBoPTIVIIMZmyEzOP3fp74shfzsyMHK9808gEWRsSWmNd1LhzUII
7za6eWWT5jIMV4BqITuvVHehi9eRxuCV XfxatAgqoRtljcdRMRhIffY FLQfCAQqyl1/J1JBVG/XjOVRUPYwoOqu
Wq+30h5Q5sTyGjcV/Zxtnah4opIN3/IMvTqLrb1Bg1J62ZWWLON/fJ2cUMcUewqLBQk6Asg8MIcrwK6Fx4z3K
CGVJY3Shgh08xQH8CbPNI/CV7ATY467y2FvHHoeyCncZICp737UG6rOPhGf5A0UVI8AN4EQeVa+FynY Cppje
tRUOD+SXCASdOLIBWWzwFyXEDHPWAI0+9YK2/i3xmeVImr+XPNe+fWOWu25/cfSv8KY6Q+5cpI TnohM6
K8nv2vBCuLtpP3L7gsMPyRuXaOCo+KSd1NBvXpUPAoMKR6HtfTK5kSabcOoUp1Ls9c/0lS19r1gZqW3mwBQ
QvZhrY+acwTcpeOw8xZ3wmOHdT2gTNeNZGePFWwi5+3bm8FF38HOmMUNNa0jMul5xwiln4tH3Tn6wof500Ql
VDG8EJDzwX8MqgAvhXkm1ly/tO1kTTHu5Ty6woXhztZnQ/LWhct1OwK1jlgvQvMASIrmLyXs9IN8hY ni8X4ME
+J6Fv02De699Vex/2jKmobwZ1mD40i6Q0e6KamxSBc3cGkII+yiVjz8/JY AWUSWASHY Bp6BtVN7GJIxFmasmuX
pxK+lyuTYOmHw5e3133/011+qYnFEnoY QiNv7H5vIIXAwyBC1WIY OegyL 356gMxtgGDinilUyaEtg9197Lysa
8fc7HexIfBfbZK6VIGupOi/tG5IXbbUT7vIX6VZKPEUVIgNa2zO1ohhivgDvXQgjaRENCHM6ENOCNGIX25mUwW
9BVFXG+TWUTNGKMvjmGsKOaRxHomM{fd8IKgArcwVOBHxIJCUMWHP/cwW8p9zOLPhLMbFNQPZVNTFJ
R440hQP975SEIltcwgxa8vBTfIUZ11Ut2/11k67H1INjKOKQN7/HnmDVT/i0zZCm+0OSD02YexNdTmFcZ5TUBLBK
kHRgRUCKQOzmw98ToDyL5PZ70QcKu9KLEjhvo7RbObdvknVW3nB1f2Hc3+fk/4C7Y 05tHaLQtHUfc9Z+Xl]
DCvZgdoze2c95P6JOdATKLz1SU1ZynRhrP/LWya900kkLTPNFadxqlRt5RbZuso/Lto+Lj1cEFg+gfmY1i6Sx+wO
3nK29DPULF6WTtEIVWAMU/bCsmnO+S/3cpaiyGePkZfPY4BZ0DF7eLsexxDk+h8Hxx2POkN8vqzvOIBjHeLa79
BCVIKURXIJNWIEQ/iGAKIKKRXginawY jPusMGK/p2/wK/aGHSin/E0BroNeKwhZD0OhhDSt6oHMOZEsSQBHWR
AFQSR8q7/0nYEiygnalPFdf4mh/HZjEWreoFmJjkaiFbY cf6VdooJ7hEr2zJ77ZnP2XSLjXglEwL6buipONCjOHSr
1r2JiynCgd6kfphLQ1i8jfR17+DwDnBtqo22WrwbhTpA2KgsNySN/Xw45P3vsxYWenl368XEkGeXVmdIQ3/7cP
UOVIil7TKAJEjhO93uDKn9esTxgGjRYyFtCWNDIIkXKkGKTEZv2wbg5U7SuaTf/7HeNXqgEVAbXEyLKHUUDboniei
400UEP8/J4iJqddyGA29Aud6bochtL2ieo TnQCA4JIrpXHTgD4FIWYFFPNNCbhUiIZc7BOPXT7T2IzSeWtq20UKE
RpmexX51UXe3aNpdD9/JTBD60RLEGAPZO0WKvVOBZ+2yzrthiLPeKUUr63jH6WNKD8QZUyenV+KBTrMol17
YTAYKGW/pUgdK5XAOLLPLXY 1kqBJZ9QSuW6xPkG+tQPvgXld5avkOE3VqQ2k1HgjctK3QFggnNj/4AREmmt2
E50AdAQLRSW3vWxJhjtVSbK2rdrghfFodbaHQmsbvAcX63/MNi61jlgvQvMASIrmLYXsIN8hYni8X4ME+J6Fv
02De699VeCUtkQTzX80IcUM/JoJdrwg+CmTHTEQtIktf TAOBz+BIM7SA9s2fcQox6 TkwF7sCoy TNHmMINhY Sel
WIR1uBYaF2lyDrN/nuhY ZpeVgfXDf0/eNWmMcERpMaB8xdOGGKkRkrobpQvanLupTf8SLEWNJHJO+tDYsovLI
5XTMplrTJIb3h/I0a5DIAmKyAuulaXIEZ447invEvVINYAGR6QSVLLouReSgO4/XxTLKMOITE]sITyFdY60009ZSK
MXhyrgSCvYKI2y1fYFLOMD5zgrOnmAWgIuF6A2racn9zTCx2zd7POqi4+HQ9/RyJarFMk7UroOgHuUP/4g122M
AI511ZcMX8iB0jESROxxy0iPQGCPCDCCZZW73CeTKOVVGu2fh+8wOpELZTXGINNrhqghiCjLZihpln457t+Zq
xVJ2SDwulpKiW5kH5leNzuoJsY96wMO+YqO88WhbFPOiMtg0/zNMDBFkOZTaa/4egO2uNVVIrTSE2SXwELwd
r9mCpn77WbeaQuRsm+pFgdOgB8sOnqHK50r1490jNVXUnYs69AKY zEmfBSHIPSVE6QLpwSC30+D/VQWwWVI
ZhTgWR5UF3Tp+vBxqW12B6pw/YSUIHLMGUKv+0KZNLUdiUXTRcAz13GDxd8tch6ZATv200S31f2KU5dr
BUZ9nXb8ZyTq8UMBYwsMd7TCHTMc730mG4hSq3qqe05FCzh3A7+bHR3QWP4Q8JRMof281IMIn6 TWhf6T1
NXLX2vqJ0OUolm4D1b62/NSqluidoLjB+mOioBX9NNa5s2Ei+AUp270m1bnallg5FmgQXzQO05N;jjYivvihJav]
77YXIZiltnpdZFIDTj+6iXelt9F4gR27B04WSjbrkTdFzVYEynMBAT9S0gmWOBZ5wHAWT grtGdOPtAIGIf6Pto
gkw4NDzejrLOHOW+DZEVC58RFmrzlyh7NuY18uLoDnrGdXTH8IuX+jSRzefspM5mr43oks15hmJPZrQEa4CsK
TQAEGueAgkSW1tgmW7uxbd3d/iSOyGCjcisrAg5dvarnjpWhzaWfDP/BytjUFWuo/WglaXPPAUARAskooea8X
VDZeXKPRJ000aQN8TWKcghil4S4Qqog697j0JX6JINapITISAQIQTOdDmMLEPH68J7sBQKbdITOWE7wMO5h1fd
yfoWOt+gcJH7v4cabQwsR57E/9AIOKm1dU9RygHndfaN BXHmMHWoiKEc8hxv6cl GaJWEafjiwl4NUkxeSD1UN
6UMCIAM+0xe5pBxvQhDOTWDjCB5GcePV6EU7kD30sgDVECcju+1MkqtIRIjfbohwe2UefNOa/gwFUZgW6emflt
9EK6T8SO+mVT5MASGZRSXxP4AWBQgKaxYzv/jBrlbnGDfBeZzwWQIC762DiWbdFTWZn46HxSf8GsOeqW+9P
ACUwBU7zy8MXCvw9vOBPNHSEdRdhIgOzOxiHhAdgAIMGig/VUTGI9Ezuj9G6bochtL2ieo TnQCA4JIrpXHT(q
DAFJWYFFPNNCbUiZc7BMLghTTM2S22/EC4h0N4+IFuBmffpmaOTtkVdhXogC+AXEIOy6SOwWOA8W2gWBF
nPDBNFGjEepJCwL/QaytUfzGKrugpmdoxdIfK6BAAHOKcf7S1I8cWivFThgwGFtfn3cY zadx7ilcU2Mxwg4hb45k
8GYPGIICeLM1rqlKW4Ar42bZ+RqdmDb72HFITetlFRIU2x7cgkNKNir209snBUQJU3FUFRtcGucagHCX9S09I
ej5V3U0cn3EOp/ZnvQrirYclXoleUgvyAY+0SsVb8hD5NeVgRIXQgHIO5rC+A3wYyUaM4AvKERISN7gz75wTxr
KocGCnb//5vz2IXSDpy61mTGHG96/53NN/oTIK5wAKtWp1jZidOeTX+b200rn+6ale+cgjzNsWhTOIXDpDuVog
gO/T4QWotlv7upROlcgKhnbyOtM3W5v8TWMASLtUpNzzfSmLIMHIMEIjBJfAFDOh+ZuZSZDulH+UsJUh5HLY
VVVIWMV08mIMGC9zgni+jCnHOIjhSQsXFgUz61bFBaBoNKo7vItRZEY sE/lodUkIfZpQ1vIOV4fEpg4 78pf/Gjfw
8RHC2wOK1AJ4fF180Dxq3zkkyOB/zrfpt/SIBufspFnyQL6Hp/3NFewgVPErEsUSQDe5xbWrtJKzJwu8IY 8xrpEsi
ARtQ1DgBoUB/8jrJ7+8TqjGBmpm+jznfle6gl+2yEZ235NVg7wnL+FZ44HF2Y XQO9+FCkIrLJkQ+VvP5nm3kp



FEuxTA7jIxKhchmGUgnL/48hU+dEDENnX1UNmMjGTp/Fh9ditAaGx+c7YIMI4dwO/mx0dOMD+EPCUTKHOVG
gamv4D5gvJROQtujQU8sdDIKJIZuA9W+tvzUqibouKMuTdvAXY2Ind XjAFVHEX5/5ANzuwD1sg0ozA%iimOxY2D
OKfADmM+xho3h55GHYSnt400G36VZ251loeKuoxdz7aTwZFDoMcplIHQQX26 XMOkMP3HOPAPLmmqtJh1PdO
iP318JCxMFcZleikbbx8SA9V28rx2f94BoC6zvBGk31yAKmPY S7/rAwU9gfgFEy9onmgb33UgqObcqc3D7wCP
Meb1HXOrzIWGH+rz/LUuNhTZAgx1o0EAVOVvzBC25TMSrbG5qXprxQOVIHKIM/tNFPv85w6UJpZ86L zt/anNEC
RsJvOu8uYwFppcL TvStCV4c+ucEUulUKS5Dzsp005XL6zAMES/aOKhuCV26NXd/yprpfTe+PaRKUXf3EqQMGV2
GG6Cm60Y o+ptg5cp/zjlfoDbjzJHKoI8M]jIHfPXbqiye/Seb8W1slVzf8aV46w5c/kDGTJzKt28/fgdeuMccPXBQYw
S3dzDGfm94SeP6aCz7NNJa0tiQv7ubMQOTEIg90QJegjbP6xsCt4DZ3k8LYyRJI+U3bGqQDESELMNT QLge8mRv
EOthanHPGyjohrSGdDyzKLmkEj1zFxgCFcZNz1Zy5Eqxuam90CD95¢cnV26BJt8BDtt1x7ISN3BDmQI7ealcuMB
Sf2SsipCXPZAUmMEKchjM06gqdLXs/m53/3C8K9EIth14XGshY 3UrjAbnO/AynuZPIVsCubpUXhSz7Xhg/KEUi9E
Z\NcyOMGAUG6RfLI+rul/UW33ezZI6MfxBYVaVJdACNKIUL1L2zvAzosBAY EHRvvDsR+7Pu/We5SwwwQofoH+
rAb2VN9Il/o7ckyjrGCHUkfKtaey/sab1TrvTmrHACVaHpulJCEJVNXud9XeL mkVtSRDmMjZXWDA4CttIP8sLNPvM
n0gn28NDaFPiYFeiXPITXX2/DzYVGrNQDALLA3GIG46zfD3j0G3ifBm6qGKRrolS/IFGovI9KnwakFK5HE7Kns
IDp9ftayYbyuaBzTe/iJ2whS06zyCDDq9Y/2hmUvniXgRw8i3yXJrdhdhwknMtXv2JxDyeh1WT2LNtYMOLTnofc
K/h+ZBInxkaFeHNyxwCq0FauTQIli5Xg+wQJIvQoXjMellinzokJXFEGyfuleMc4epFE8ImhIXxQfSGSMFyoaP3r2
E4pEEVTjLKA8BMX1TOhsmEt8BFHQ1ZWQxvBJpQjPNBBcKkyALOIOPZpOgj7yzEconuodwO/mx0dOMD+EPCUT
KH9u1UEGOEXSEHqvo6vSAbJStdDIKIZuA9W+tvzUgibouK LHtIwOakl+iEOG1TNnKF7K+MBfJe/m5wHizohJd
WO4fPPIEfFNMhZF31fjo7UDJXZgg1xfRIVBrDmhQnxXR0OaalMfAandObDMTpRHzt3gJ7Sdr6116ySkY ubsaxwepr
mQboWXR5REglavCf9g20Q5tIB3cESflu+yHZcz6iVeGkiy/jrhlaCZ8UNIIp/tbY mEDmy5xjTgnMiVpcleN7GfV/o
Ck1JaA/mUsTivV36RI+DQco02ZyIxqAoax770DXShX3M4s+EuZsU1CIIULIMUIHjgzWoinczvi2gqbwTKEEZEH
Js2Pm35dJR+VOEzZXXnwW5RA3v8ee Y NVP+LTMKb451PTZh7E110YVXnINQESEqQQAGHjVGkbRd4P/50BZKkfRr
+00rkMD7sNWhszMaXIhRIa/rztX60HgvrIQCNgsUu2sqril7 AtAXjxzg7yfser8y9Alr3atXIpLLUcbFZLBOAORVup
AYJiCBs3X8LzTWh+MM72U96mbgO8Vvh9z0PWMvtqd7S8WPxnb3HFcu3jhz+z0fcY 6apTEAHp Y +f70yR/9J+2
0Q+NVJ9DBI3Y1S3JzNorFYGpfZglB44tpZgmEMcUVDKav5YVEFn70A4ymVIsQenuV1jAFRQ2rQQvSD3ik4L
TodNO0CekUP3+0JHYMDUw5x5FX/AJ+BNHIWvhcp2AgaY3UA7i6miN/oHg3sdx2/QSWY XnASIEVUIrf+Gh4w
Obz1q843qAfMC/29Z00LdLI8GpnwutlLPLOe613A42Tswhuft71fGJIAoluaVzEfgKODQQ2zjQ1rn/UIVFIInTdtmH
nrMzFMI14waepSDTDVWUK2r/hNHI9NofUUI6eUExtM XLksaDB1kF3ppvZp3m12kUdZWffSQ7LoNoAxpdhy4
h9+bbYrK3J9hYayp5fXWR8UwFirl Y R/ntjPLRrbtSNvLUomf7mhkkrgJWSHyFOlwkiaN/rHCV ApgMEZdIDOyutY
vsW/DNtb8wu6xanz1AJDFiICPKCmz4wgCrKgllgtplr6BzAicKNiWzvnabolHW244le+cgjzNsWhTOIXDpDuVogz
hOkzZv53dMFVmMTw63MhhKHby0tM3W5v8TWMASLtUpNwWWKIXOIKi6/mvCpir25WO0Oc5e0VCr4HImL4Jux+9
TlirEGBS57aWEAUrrsy4l+cukbTxw3L4grdnx2ssIMwUfd4SiOkUdxU1700dVIe+L1tBXs4SVIR4dTghfSmWTbug
rrd+9kbDGY U1D0gIXMZIQJITgPIxkJAdVhufwin+ZBs3AuDs7kN8nj50V3JIpEPNXIRHWOOEvVXjFrKxULZ/JFWu
3wBI/f3CPSP4BB47TjRDn5KbESSrIPNWJIMKPA58mvOcQXHPsI/LAJkxauOgDAIDtEITEUmapW6HKgLWUNFc
RWxuwlT4HNJqTp35gKzMLWmh5c/FwMsgaxDLys0767TLhS6bochtL2ieo ThnQCA4JIrpXHTgDAFIWYFFPNNC
bUiZc4Lm3PPW/9VzLI10jVe4bJRHNrBv+kudkQWH9/AMaQAbtqdhCFQNz82dJOTdt2VulKJu3tB65NeE9qGYO
1+tEOLRGYa2ebx40SVa/oHH7nbuMxiChfg/HzIMGFNINNuVI8Y Q5NAVmM1ILV+y9A90B2glvigkNuLgVOKxm
WOFeoAbxEOmgixShmF5laozMDxxW/dWEMgyWUf7H3QVi70Aw3+kR0OIVYyZVFqyOwfTighB7JEDz106ai5ngo
0ZrL7G046COM5+r0aB/30rbCDIR+7AU9drZkNT ZtE0oS8ijfugdfWHPti/4AFIu0o3WtsWTPpWOVI2bnN19VWDT9
0J6KrfFOUHangKpEIltbY JIu7sW3d3f4ksSKuavdBfv+AXMJIU3faz5k2Inwz/werY 1BVrgPLoNWIABSU9ARM1sP9
MzKOlugN1WXEKiZ/Q2UXq2SgA9/yMY mvliPys6r7vy4pnK/G44nBOIAJzPdke83aFuAZfxiLT 7ThtWv4ixUFzMe
xJOE1Gpu53fMY197PyKSo8zmll+ix/DhuofUc+AnYbF/FIDEMZXp0gL+vagHpQIlg3vfv0dJ7Z/3McBUNt4w/rG
D1GhrpD8VEOdyBZ16gnVeGclC7ZWj7420LiBUfva09GI6xJ1t4CXsnAWLCILGIRR/NAYymKWw8zvSahOuQ8
zhahFJCc5hOCtFvkSOQO0su0s7mFIRzZMXGV+dmOfKrewM8+nMv0XzTWDaSw4alkeMtwRb5hTHGVT+AIX59V
YxyBYiTQjgHESIHURZKKTMRhm1iWpCkg9beAapuJoQl4cZcl+oKZL8s3k60SzkB1m6+JC55FVHZNfZ9zOLPh
LmbFNQpZVNTFJIR4AywIv7FI7iTEf+G6f2/2/N4R8CjksOMOU9gg2flzcvwUQN7/HNnmDVT/i0zCm+0OSDO02YexN
dTmFcZ5TUBLBKKHRN/qL2P6RQ+VkFVRcgTNp4KAINSHC+RDDpDQPHY dME233+/gbkpBEHCcpug/QthSoQx
xzAFZkCQ4q52UTkt)/BRWFhG7FXroM85dTKtQH69YrcQnsgDm5NImMES3nrsd+Zgfusdyw3UIL6PWjuX2ebEDbp
6radHE2kAY9Q/1aJ584dcltBaGPAe29V3dhMGzW9igxVxecK7rVXiwbI5EL9gHhp8071QWARWWpPCEKUIXpYI
bUVfCwDIwWyvHMCICYQUEKEYgzlhm9udTTKvzOBIDta+shjBxCnylhUv7mdgRZD78wrU81BvJwwkAlefMxa
WsskexcrC1QZrXFu6aDi4aPDY JrEvhhDKEbuyPxXzquN8vdz08izW1b5w0gY FUE2/xZV X/NytUzVp9GpCXVFw
PEBY4lHeyqi/SX+VS7cqpYuVUNSttUVY8iVeNoAUMOwWzIEIMQJYoYDSHsNLsy+f0oStr//'YmVhHOUDalD9gs
IVVRfgWjPs79In23WolDMquwvm39j3mH1Ny6xxfV AeC/nBLpLeMovyM25at5f9ulIxXHIZLISIFUBIyA+7hUJNn
a8N6mMCrSHdw6cS0dkyNFOOJBriNKfz9AIS1BUBuch1Ms4iQXZEWUP59Q9h0102yG5a97zkZXM7UOUNTGAS
Cdm7koeWzBFIwMuLS+IVRj81zZWG1HPsoxwWplckHw2axiJl4jgxuk67zFOTmC6d TBQP8Ed4Hv8kuSh8QhD+y
7pa89860WaeyqFu8HXY63/VvWKk/hckVOD6eZ08R7MgBtXN7J+DIlcepb5fHUfXnM8KOI8yv325/rJTzJQBgVPy
PEC7m1ZY+feyUSyUAYFT8qRAUSIWWPN+sIPMIAGBU/KKQLuUbVI1j5/rJTzJQBgVPYpEC7m1ZY +feyUSyUAY
FT8gRAUStWWPN+sIPMIAGBU/KKQLuUbVIj5/rITzJQBgVPYpECTM1ZY +f6yU8YyUAY FT8qRAUSIWWPN+sIPMI
AGBU/KKkQLUbVIj5/rJTzJQBgVPYpECTmM1ZY +foyUBYyUAY FT8gRAUStIWWPN+sIPMIAGBU/KKQLuUbVIj5/rJTz
JQBgVPYpEC7m1ZY+feyU8yUAY FT8gRAUStWWPN+sIPMIAGBU/KKQLuUbVIj5/rJTzJQBgVPYpEC7m1ZY +f6
yU8YUAY FT8qRAuUStWWNyedQPNv/Un9CqVGd60o/gW5/rJTzJQBgVPYpECTM1ZY+feyUSYyUAY FT8gRAUSIW
WPn+sIPMIAGBU/KkQLubVI1j15ct3kKTKB+94z6V9FeKGgP/PbHSIPY 3pQRmBICxmAyldB+QWpEfUBZEoLI
Eoa3Mj/JlixBfxVaV4G3q0GD9oVISIFh1mnSWs3ZdV0iX3FGpSyCh2zm4KIfOgeb/g50sVS5v60JV XEjgPfGOAX
icrSsc5eRIIPriw/OmHQT+QHZXrAQagR/wBCOLBb1W5pctCwi9Kg/dQQyYF1ly44H9y7Sx7ygqT XTUILttebS0sO6



fGjrO1yi9aShXQds000Drgw7rQpY SwQoKNdUOiIOxsHIpbKc3+v4L811ImjXhR+2Z2/2kUTmtDNytAWGViOyaw
MAC/r9sdPmnIHb5n5mbT1SmMC+TD49h4C17kZrVnySaoFfF03tsO5Dku68HmptaE7IkmgEfktMinY AH7Q6/IEtPd
c0sFg0IwbVVD0aO9P4SryJ+/qc7JwlchezQ16s9hCvb30ELopy5ulKTZYjaQULbBLshb+dcaYiaZKV4qONiPJOxio
f4+07zpQ8QkGg5pEVNefoC2jAIPMK8Zy8+xmKxH/cclgPitD5nalycdagntHbdQKU+hvfY/vKIy2VSWIeUiY1Re
710juLhSDoV+S6ZQw6k7DCCABLP7paMRv4MQeQopCollOxxy88Vg0S4sY SzPjgMNe3uHIZpY ZdRgpEz3b5Hs
hZjYpX0scDbfJutREUK6HtGSGH9vFa66ulUDdDXO0tiQY SkO/p7J48KXxMMB8B/IQcPNi3wwuwzaREY Ogcu7rX3L
VCkk2zEC/SDJOaoZux3Ynld+4RqlsGcRYh2JhbziCKtihx9L1x0B4chdsrENcrlpudPMWSjNUXZjEzc1XG+GEdk
Ud6sxXaoK+47F2cF3wFmt6tCGficOOWHRypB/a2p1l/hDMIpvcU5kaD2qq3Z15szBeEmFEPdNZkPQQVI8yF2jde
T6uneGrePP8POX72v31gJrDD2PTxKaC4ldao3pis9+zWKMvjsKTI/sIEV1FnbnloC4uluNcwlQrGWPAWVvd/gFI
3EZ5X1aB9CB+dmfOljGerDj6p5J5RA6NZLjkXNn2Qc+kMzDypKRKaYWGTt9Wh33nzfnsEJWRXw4CPMNInazZy
alWAY LUCHUkvO8JkVPCawaMuWHx6+KmgLeQZ71PilsgvHjQpj1MdR+uNEOBYfEfOnyAccP3cOZANGIMS
6dBG+3PXDMvVkIT62SN3teQqciY KWaST/QK+npEQx4vgiwggHg6Joo32Trkfc7EmVbtrTdj1UJPgZxdV2y0k1ld
cn/vVjHUDNnwK33YO+YwlrU6vrZUZEsDaGhHHbKmSX96E9TP3SkY L3hepds1OtR8wOLV215Yd7Ndy5aE2wlIS
Rvryb6h2NBMfwr09Pgmel510m24fgwnBnPwkIAASt/sbdisM8WV XY 0eLFMORUbIVIOFE7rIMOfdKAAAICKSsvs
MelgxlGefdrsgNdtfpaMnww7DkY S/ORCI5hQUcV XY gs6eTgDtONA8BOhMCdcOjydD/9U8Bwr3becX2QCiJMyre6v
II0CLEV9QjOhDyAwnYh9DKcPyxQa7ZTO4TBQf21hQSOpW9I06yZv/JeU96fRALaFfpPGQLEPiIG3wK3ax819rCU
3NZW9d2P9KOH5Tao06yJalY 1+HmQBo+ce3WCSOg/U708ut06t73hbrGrS16eD8maplbM/BuAX9GmIDhfpRx5
763cpfz20ROQatfpLfB0QDOAMhYWFZN2RLD2/4RU0ZROIZoxWG5nr2XeMsJtqaT GDgGtQic/fQRkeHFdQZXrk
+UBN302EXyezkOAd2PZBC+DYDI7+aLbINWpFNRiZg5TIwB5WknWZFLBJ2y1BNhMgpKOEoAObTieyOGq
PDg5W8H+i79FGeQbckbe3nrnlOXRNV VDXL jes+xdMgaGkeys+dls++40es0L62g2Vjcl4108nSS81MY2qGYezW
SjhW3UhFFaK8IiEN1jyXRWOWnvctlI/MiPxO2DDYh8cwqt28siuWLLzP4Rzf9Y9ANQa7SghgXx3SKmbkX5fHK
o7yetaLm/liwtlkYzZzEK33lge25eHhycns1imqrTrLbepk719ZMMAMILZPasH46rO59hMZMKLhEHmMgX6gCEC
V12Sq1qVRXOEeFkDpiFniYRZY 7rBGPa0qY7N7ahd9caUpsZ+VIACWJI7D1XpGorOgnREOTJIKLhq8S2ijT4XmE
WSFhIF+9m/FidUeLsh0djMmnutPKwbGUvwwrQe42TrXcsv2V31F8hNn3aCéwh2ztX4R227KLru2Vz3vHfhadSG
CQkGIMMKWgsPCA7QHaTR88mM5QxKwVNTRbgA51kaDBOK27nDyFhase2QdgbqlBliP2CQJIwfZCPOaLkfFob3
CHdbdgO7iflgS/uE7aEe/Mcvglkn+IBrk/r3fZs1DsWYEIb9KFE2h7EmxmE+ImAeS4fik8BCXjNjutjMOPKjZ1eZ6fix
y0+3ldyx72XymcY2wOUQP2NsLUL9c8VFyEnBLUJFBGOLskFplIxb9AiewA/1fVeqRF+TVIhCSALpPLBF6EQhIC
XPTIPEIFLWISpEEYa5cScpcz3jEbDIu25/BZDU30OM+2/1d5RI9MMPEI4C1GpOTIJUEUFGNPja5CvirLD8g91fh6
IvxWemNgCuE7TzGsnYiOANDRErOCsBarF4bVFpVRzxmz1J8b22BmX4/t12S/shZkBbJEx7djbiuGe4nU/wWLQT
QbmtrzZd8gpKB5NFbhSoC//P3NQ2Ytdd/RDcF3VXFQ1E+NdIgZIgTaY QVjAC/ugpXrg9u8GtmLmdvLIIZAHux
+UCE194Dpl2awoApmJ/5k0EyB+VCXg/BuCAfXIWut8BqCVog3792bhtwwhoNXRmSw5E/filz+1yUBfi3gn+CiO
gEL1raHth2R3uRSFH7FgqKx2TY dkChSexsOWRWMg5MX5Y kOzeRhhIXtm1+0rRgwQ3MH7j9t+DpbwpxWafv
YPDSuc3FhtJ2yGkCuwCgQvaK/ZvEzQIlIzIcP5jKfBISjyF5ski6IKIU8gjKjhTPBIR7bjZvzi53yrUhc04+00SAeyUB
podmoeEGYDuUDKMFAtOU6ONYYEQgNRFHN3wkSzOXxM67pgE6Q402NFV7waxjqlevTcKrXKgZjZRTOKkj080
mAObvsypyMjt+inggQtA7XWhbZsTvDE/mId8B6NaNKLCRADMVEe9dFtg=

IIpaBuja BEICTABICHMS OIICHKH I10 pEe3YyJbTaTaM IPaKTUUECCKOMN Da60TBII

ITpakTryeckas paboTa cUMTaeTCs BBHIIOJIHEHHOM, €ClIM CTYAEHT YCIEHIHO paciindpoBal
JJAaHHBIE, MPOJEMOHCTPUPOBAI NOHMMAaHUE CTPYKTypbl ainroputMma «Ky3Hedmk» U cmor
apryMeHTHPOBAaHO OOOCHOBATh BBHIOOP HCIOJIB30BAaHHBIX CIOCOOOB MPOTPaMMHOMN pealn3alnuu
KpunTorpadguueckux npeoOpa3zoBaHHi

IIpakTnyeckas padora Ne 4
(nposepka cpopmuposannocmu OIIK- 2.1 u OIIK-10, unouxamopwvt U-OI1K-2.1 1 u H/]-OIIK-
10_2)

C ucmonb30BaHNEM CHCTEMBI KOMITBIOTEPHO# anreOpel SageMath crenepupyiite
AIUTMIITUYECKYIO KPUBYIO, YIOBIIETBOpsIONLyto TpeboBanusM ctanaapra ST T'OCT P 34.10-
2012

HDaBI/IHa BBICTABJICHHUS OIICHKH I10 PE3YyJbTaTaM HD&KTI/I‘IGCKOP'I Da6OTBII

[IpakTnueckast paboTa CUMTAETCS BBHIOJHEHHOW, €CJIM CTYIEHT YCIEIIHO CTeHEepHUpOoBall
SIUTMIITUYECKYIO KPUBYIO, yaoBIeTBoOpstomyto TpeboBanusam cranaapta DT 'OCT P 34.10-
2012, npoAeMOHCTPHPOBAN YBEPEHHOE BJIJICHUE CHCTEMOW KOMIIbIOTEpHOW anreOpsl SageMath
U IOHMMAaHUE TEOPETHUECKUX MPUYMH BO3ZHUKHOBEHUS TPEOOBaHUN K AJUTMIITUYECKON KpUBOM



IIpakTnueckas padora Ne 5
(nposepka cpopmuposannocmu OIIK- 2.1 u OIIK-10, unouxamopwvt U-OI1K-2.1 1 u H/-OIIK-
10 1)

Hccnenyylite kpunrorpaduuecKie CBONCTBA CIETYIONIMX BEKTOPHBIX OYIEBBIX (DYHKITHIA:
y3ubl 3ameH mudpa DES, y3en 3amens! mugpa AES, y3en 3amenst mmdppa AES 6e3
npuMeHeHus agGpuHHOTO MpeodpazoBanus, y3en 3aMeHs! mudpa Ky3neunk, y3mibel 3amMeH
mmdpa Marma. Pesynbrat s kax0i BEKTOPHON (QYHKIMHU MPEACTABUTH B BUJE BEKTOPA
(deg, deg_m, N, D, Al), rae deg — anrebpanueckas crenenb, deg_M — MUHAMAaIbHAS
anreOpanyeckas crenenb, N — HenuHelHOCTB, D — mudepenunanbuas paBHOMEpHOCTH, Al —
anreOpanyeckass MIMMYHHOCTb. JIJist Kax 1ol GyHKIH NonpoOyHTe NOITydInuTh (PYHKIIUU TOTO
K€ THIIA, HO C JIyYIIMMHU KPUNTOTpahuIecKUuMH napaMeTpaMH.

HDaBI/IJ'Ia BBICTABJICHHS OLICHKH 110 PE3YyJIbTaTaM HDaKTquCKOﬁ Da6OTI>IZ
HpaKTI/I‘-IGCKaSI pa60Ta CUUTaACTCA BbIHOJIHGHHOfI, €CJIK CTYACHT YCIICIIHO BBIYUCIINII
XApPaAKTCPUCTHUKH BEKTOPHLIX (1)YHKI_II/II‘/‘I, IpOACMOHCTPHUPOBAI BJIAACHUC MCTOAAMU
BBIYUCJICHUA 3TUX XAPAKTCPUCTUK W IIPCIIOKHNUIT UACHU OIITUMU3ALUN XaAPAKTCPHUCTUK OZIHOﬁ n3

MPUBENCHHBIX QYHKIUN QYHKIIHIA.

2. Cniucok BONPOCOB M (MJIH) 3aJaHMIi 1JIS MPOBEAeHHsI MPOMEKYTOYHOH aTTeCTAIIUH
Cnucok BONPOCOB K 3a4eTy

Ha 3awere u »5k3ameHe mpoBepseTcs chopMupoBaHHOCTh KommereHimu OITK-
3,(unaukaropst U-OIK-3 3 u U-OI1K-3_2).

3adeT W 9K3aMEH BBICTABIETCS IO PE3yJibTaTaM coOeceOBaHMS 10 TEMaM M3 CITHCKa
BOIIPOCOB H IO Pe3yJbTaTaM MPAaKTHUECKUX padoT, BHITIOJIHEHHBIX B TCUCHUH CEMECTA.

1. Beenenue. OCHOBHbIE NOHATHUS U 3a]a4u Kpunrorpaduu.
Kparkast uctopust kpunrorpaduu. 3agaun B o01aactu odecredeHuss HHPOpMaIMOHHON
0€30MacHOCTH U METO/IbI 3alluThl HH(popmanuu. Kpunrorpaduyeckue METOAbI 3aIUThHI
uHpOpMalnH, UX 0COOEHHOCTh. Mozenb cucteM nepeaayn nHpopmar. CHUMMETpUYHBIE U
acuMMeTpu4Hble KpunTocuctemsl. Kpunroananus u kpunrocunres. [Ipunuun Kepkrogdca.
Tumns! atak Ha kpuntocucremy. @opmansubie Mojienu mudpos. Knaccudukanus mmdpos mno
pa3IUYHBIM NpU3HaKaM. Moiean OTKPBIThIX TEKCTOB. OLiEHKA YKMClla OCMBICIIEHHBIX TEKCTOB.

2. TIpocreiimue ucropuyeckne MuPpPbI 1 MX KPUNTOAHAIU3.

HIudp Le3aps, apdunnblii mmdp, mmdp npoctoit 3amensl, mupp Xuuia, mudp nepecTaHoBKH,
umdp Buwxunepa, mudp rammupoBanus. Ix kpuroananus.

3. Croiikoctb mu¢pos.

AnrebGpanyeckasi U BEpOsTHOCTHasA Mojienb mudpa. TeopeTnueckast cTOMKOCTh U(POB 110
[lennony. Teopema lllennona. [lIndp Bepnama u ero coepiieHHast CTOMKOCTb. DHTPOIUS U €€
cBoricTBa. M30bITOYHOCTS s3b1Ka. OTIEHKA YUCITa JTOKHBIX KITIOUEH U pacCTOSTHUE
€IMHCTBEHHOCTHU. J{pyrue moaxo/ il K ONpeieieHuto cToiikocTu mudpa. OTHOCTOPOHHUE
(GYHKIIMY U OTHOCTOPOHHUE (DYHKIUU C «Iazeikoit». CemaHTHUecKas CTOMKOCTDb U
MOJINHOMMAJIbHASL CTOUKOCT.

4. Tlotounble mmGpbl U reHepalus MCeBIOCTYYAHHBIX N0C/Ie/10BaTeIbLHOCTEI.
[Torounsie mu¢ps! 1 npuHLUIb UX nocTpoenus. ['eneparopsl [ICII. Kpunrtorpapuuecku
ctorikue I'TICII. JIunelinsie pekyppeHTHbIe nocienoBaTenbHocTi. Ouenka nepuoaa JIPII.
Munumanssbiii MHOrowieH JIPIIL. JIuneiHast c10’)KHOCTD MOCIIE0BATEIBLHOCTH. AJITOPUTM



Bepnexammna-Meccu. Merons! yenoxaenwust JIPIT: dunbTpyromme u kKoMOMHUpYOIINE
rereparopsl. [Ipumepsr motounsix mmppos: A5, RC4, CSS (Content Scramble System).

5. BbuiouHble WU PBI.
brounsle mudpsel 1 npuHIUIE UX moctpoeHus. Cetb Oeiictens. Anroputm DES u ero
BapuanThl (3DES, DESX). Anroput™m «Marma» (I'OCT 28147-89). SP-cetb. Anroputm AES.
Anroput™ «Ky3ueunk» ('OCT 34.12-2015). Pexxumbl UCmob30BaHUs 0JI0YHBIX MTU(GPOB.

Cnucok BONIPOCOB K IK3aMEHY:

1. BBeaenue. OcHOBHbIE NOHATHS U 321a4U KpunTorpaduu.
Kparkas ucropus kpunrorpapuu. 3agaun B o6sactu odecredeHus: HHOPMAIMOHHOM
0€30I1aCHOCTH U METO/IbI 3aluThl nH(popMaru. Kpunrorpadguiyeckne MeTo bl 3aUTHI
uH(opMmanuu, ux ocobeHHocTh. Mozenb cucteM nepenaun nHGopmannu. CHMMETPUYHBIC U
acCMMMeTpUYHBIe KpunTocucTeMbl. Kpunroananus u kpunrocuntes. [Ipuanun Kepkroddea.
Turmer arak Ha Kpuntocucremy. @opmansHbie Moenu mudpos. Kinaccupukanms mmdpos mo
pa3uyHBIM pu3HaKaM. MoJenn OTKPBITHIX TeKCTOB. OIEHKa YHCiia OCMBICIIEHHBIX TEKCTOB.

2. TIpocreiimue ucropuyeckue MU@GpPbl 1 UX KPUNTOAHATU3.

[Iudp Le3aps, apdbunnbiii mmdp, mudp Tpoctoit 3aMeHsl, mudp Xunia, mudp nepecTaHOBKH,
mmdp Bwkunepa, mudp rammupoBanus. X kpuroanamms.

3. Croiikoctb mugpos.

Anrebpanueckasi 1 BEpOsTHOCTHast Mozienb mudpa. Teoperndeckas CTORKOCTh MM (POB 1O
[ennony. Teopema [llennona. llludp BepHama u ero coepiiieHHast CTOMKOCTb. DHTPOIUS U €€
cBoicTBa. M30bITOUHOCTS si3bIKa. OIIEHKA YUCIIa JIOKHBIX KITIOYEH U pacCTOSTHUE
€AMHCTBEHHOCTH. [Ipyrue moaxo/sl K ONpeaesieHnto cToikocTu mudpa. OAHOCTOPOHHUE
(GYHKINU ¥ OTHOCTOPOHHUE (PYHKITUH C «J1a3eiikoi». CeMaHTHUYeCKast CTOMKOCTh U
MOJIMHOMMAJIbHASL CTOUKOCT.

4. Tlotounble mmGpbI U reHepalus MCeBIOCTYYAHHBIX N0CIe10BaTeIbLHOCTEI.
[Torounsle mum¢ps! ¥ npuHLIUIB UX ocTpoenus. ['eneparopsl [ICII. Kpunrtorpapuuecku
ctroiikue ['TICII. JIunelinsle pekyppeHTHbIE nocnenoBareabHocT. Onenka nepuoaa JIPIL.
Munnmanssbiii MHOTOWIEH JIPIL. JInHelHas c10KHOCTh MOCIEI0BATEIbHOCTH. AJITOPUTM
bepnexamna-Meccu. Metonbl yenoxuenust JIPII: ¢punbsTpyromue n koMOuHMpYyOye
renepatopsl. [Ipumepsl motounsix mmdppos: A5, RC4, CSS (Content Scramble System).

5. BuiouHble WM PBI.
bnounsle mmdpel u npuHImnel ux nocrpoenus. Cers Oeiictens. Anroputm DES u ero
BapuanTsl (3DES, DESX). Anroputm «Marma» (I'OCT 28147-89). SP-cets. Anroputm AES.
Anroputm «Ky3neunk» (I'OCT 34.12-2015). PexxuMbl UCIoNb30BaHUs OJIOYHBIX MU POB.

6. Xem-pyHKuuu.
beckiroueBble u KinroueBble Xem-QpyHKIuU. MeToabl moctpoeHus xem-¢yHkiui. I[lpumenenue
xenr-¢pyukuuit. [pumeps! xem-pynakuumii: «Ctpudor» ('OCT P 34.11-2012), MD5, SHA,
HMAC, ¢yHxiuu Ha ocHOBE OJI0YHBIX HIH(POB.

7. AcuMMeTpU4YHAasi KpUNTOrpagus.

BoruncnuTenbHo ciioxkHble 3a1aun MmaTteMaTuki. Cxema RSA u ee ananus. Cxema Ounb-I"amanns.
Cxema Mepkisa-Xennmana. ['ubpuanas cxema mmdposanud. [ludposas noanuck. Cxembl
mudposoii noanucu Ha ocHoBe RSA. Cxema mudposoit nognucu Inb-I'amans: [OCT 34.10-
2012, ECDSA. Cxewmsl cirenioit moamucu. CepTudUKaThl 1 HHPPACTPYKTYPA OTKPBITHIX KITFOUCH.

8. YmnpasiieHue KJII0YAMHU.

KiroueBas cuctema. JKusHeHHbIN UK Kirtoueid. [lonsTre kpunrorpadguaeckoro mpoToKoia.



[TpoTokoubl BeIpabOTKHU ob1ero kimoya. [IpoTokosnsl nepenaun kiaroueid. CxeMbl pa3ieneHus
CeKperTa.

9. DJieMeHTBbI KPUIITOAHAIM3A.

Kpunrorpaduueckue coiictBa otodpakenuii. Henuneitasie OyneBbl GyHkuuu. beHT QyHKIINN,
KOpPENSUOHHO-UMMYHHBIE U anreOpandeckiu-uMMyHHbIe GyHKIMU. JnddepenmansHo-
paBHOMEpHBIC (PYHKITMU U X cBolicTBa. APN oToOpaskeHHs. AHAIIN3 M IIOCTPOCHHE
KpUNTOrpaguuecku CTOMKUX S-010K0B 0104HBIX mU(ppoB. OOIIKE METOIbI KpUITOAHATIN3A
m@poB. MeToabl KOMIPOMUICCa BpEMEHH U IMaMATH: METOJT BCTPEUYH MOCepeInHe, METO/
Xennmana. Anredpandeckue MeTo/Ibl ananu3a mudpos. Meton muHeapu3anuy.
Craructrdeckue MeTo bl aHam3a mudpoB. Jlunelnbiil u nuddepeHInanbHbI KPUITTOAHATU3.
KoppensiuonHbie aTaky Ha MOTOYHbIE MU (PHI.

10. HexoTopble coBpeMeHHbIe HATIPaBJIeHHsI KPUNITOrpadgpuuecKux UCcaeT0BaAHUIA.
KBanrtoBble Boruncnenus. Ksantosoe pacnpenenenue kinoueil. Anroputwm Illopa.
[ToctkBanTOBast kpunrorpadus. Kpunrorpadus, 6asupyromascs Ha pemeTtkax. KpunrocucreMsl
GGH u NTRU. O6yuenue ¢ ommbkamu (LWE). Mcnonp3oBanue Teopun KOAUPOBAHUS B
kpunrrorpaduu. Koxsr I'onmel. Kpuntocucrema McEliece. Kpunrorpadusi, 6azupyromascs Ha
rpymmnax. Kpunrorpadguueckue mpoTokoibl Ha 6a3e KOMOMHATOPHOM Teopuu rpymil. I'pynmsl Koc
U TIPOTOKOJIBI HA X OcHOBE. Kpunrorpadus Ha OCHOBE SJUIMINITUYECKUX KPUBBIX.

HpaBn.Ha BBICTABJ/ICHHUA OLICHKHN HA 3K3aMCHE.

B sx3aMeHanmoHHbIe OMIIET BKJIIOYAETCS J1Ba TEOpEeTUUYEeCcKUX Borpoca. Ha moaroTosky k
OTBETY JlaeTcsl He MeHee lJaca.

[Io wroram »5K3amMeHa BBICTABISIETCS OJHA W3 OLEHOK: «OTIMYHO», «XOpPOLIO»,
«YIOBJIETBOPUTEIILHO» UIIA «HEYOBICTBOPUTEIBLHOY.

Onenka «OTJMYHO» BBICTABISIETCA CTYICHTY, KOTOPBIA JEMOHCTpUPYET IiyOoKoe U
MOJTHOE BJIQJICHUE COACp)KaHUEM Marepuajga ¥ TOHATHHHBIM ammapatoM KpUITOrpadwuu,
OCYILIECTBIISIET MEKIIPEIMETHBIE CBS3H; YMEET CBA3BIBATH TEOPHUIO C MPAKTUKOM. CTyneHT naer
pa3BepHyTble, IOJHBIE M YETKHE OTBETHl Ha BOINPOCHI HSK3aMEHAIMOHHOIO Ouiera u
JIOTIOJTHUTEIIBHBIE BOMPOCHI, COOJIIOJAeT JIOTHYECKYIO IOCJIEAO0BATENILHOCTh MPU H3JI0KEHUU
MaTepuaia. [ paMOTHO UCTIOIB3YET KPUNITOTpaPpUUECKYI0 TEPMUHOJIOTHIO.

Onenka «Xopomo» BBICTaBISIETCA CTYAECHTY, OTBET KOTOPOTO Ha JK3aMEHE B IIEJIOM
COOTBETCTBYIOT yKa3aHHBIM BBILIE KPUTEPUSM, HO OTIMYAETCA MEHbIIEH 00CTOSTENbHOCTHIO,
rJ1yOuHON, 00OCHOBaHHOCTBIO M TIOJHOTOH. B OTBeTe MMEIOT MECTO OT/eNbHble HETOYHOCTH
(HecyliecTBEHHblE  OMMOKM), KOTOpble  MCHOPABISIOTCS  CaMHM  CTYJEHTOM  IIOCIe
JIOTIOJTHUTEIBHBIX U (WJIM) YTOUHSIOIMX BOIPOCOB 3K3aMEHATOpa.

Ounenka «Y/10BJIETBOPUTEIBHO» BbICTABIISETCS CTYJACHTY, KOTOPBIN AaeT HEAOCTATOYHO
NOJHBIE M TOCJIEIOBaTENbHbIE OTBETHI HAa BOIPOCHl 3K3aMEHAllMOHHOro Owiera U
JIOTIOJTHUTEIIbHBIE BOIPOCHI, HO MPH 3TOM JEMOHCTPUPYET YMEHME BBIACIUThH CYLIECTBEHHBIE U
HECYLIECTBEHHBIE TPU3HAKN U YCTAHOBUTH IPUUYUHHO-CIIEJCTBEHHBIE CBA3H. OTBETHI U3JIaraercs
C HCIOJb30BAaHUEM TEPMHUHOJIOTHM TMPUHATOW B KpUOTOrpaduu, HO MPHU 3TOM JOIMYCKAIOTCS
OIIMOKK B ONpPEIENCHHUM W PACKPBITUM HEKOTOPBIX OCHOBHBIX NOHATHH, (opMymupoBke
MOJIO’KEHUH, KOTOpBIE CTYJEHT 3aTpyAHSIETCS UCIPaBUTh camocTosTenbHo. [Ipu aprymenTanumn
OTBETa CTYACHT HE OOOCHOBBIBAET CBOM CYXJeHHMs. Ha 4YacTh JOMOIHUTENBHBIX BOMPOCOB
CTYJEHT 3aTpyAHSETCS JaTh OTBET WK JaeT HEBEPHbIE OTBETHI.

Onenka «HeynoB/1eTBOPUTEIBHO» BBICTABISECTCS CTYAEHTY, KOTOPBIA AEMOHCTPUPYET
pa3po3HEHHbIE, OECCUCTEMHBIE 3HAHM;, OCCIIOPAJOYHO M HEYBEPEHHO M3JIaraeT MaTepuai; He
YMEET BBIIEINATH IVIABHOE U BTOPOCTENIEHHOE, HE YMEET COEUHATh TEOPETUUECKUE MTOJIOKEHHUS C
MIPAKTUKOM, HE YCTaHABIMBAET MEXIIPEIMETHbIE CBS3H; JOMYCKaeT TrpyOble OLIMOKH IpHU
ONpEACIEHNUN CYIIIHOCTH PACKpPBIBAEMBIX IOHSTHUN, SBICHWH, BCIEICTBUE HEINOHUMAaHHUS HX



CYLIECTBEHHBIX M HECYLIECTBEHHBIX IPU3HAKOB M CBS3€H; A€T HEIOJHBIE OTBETHI, JIOTHMKA U
[IOCJIEOBATEIBHOCTh H3JI0KEHUSA KOTOPBIX MMEIOT CYILIECTBEHHBICE M IPUHIUIIAAIBHBIC
HapylIeHUsl, B OTBETAaX OTCYTCTBYIOT BBIBOJbI. JOMOJHUTENbHBIE W YTOUYHSAIOLIME BOIPOCHI
9K3aMEHAaTOpa HE NPHUBOAIAT K KOPPEKUHH OTBETOB cTyAeHTa. Ha OCHOBHyH uyacThb
JIOTIOJIHUTEIIBHBIX BOIIPOCOB CTYAECHT 3aTPYAHAECTCA AaTh OTBET WA JAET HEBEPHBIE OTBETHI.

Ouenka «HeynoBIEeTBOPUTENBHO» BBICTABISAETCS TAaKXKE CTYIHEHTY, KOTOpPBIA B35l
9K3aMEHAIIMOHHBIM OHUJIET, HO OTBEYATh OTKA3aJICS.



IIpunoxkenne Ne 2 k paGoueii mporpaMme M CUMIIIMHBI
«Kpunrtorpadpuyeckue MmeToabl 3alIUTHI HH(OPMATUN

MeToauuecKkue YKazaHus 1Jisl CTYACHTOB I10 OCBOCHUIO JUCHHUIIJIMHBI

OcHoBHOW  Qopmoii  HW3JTOXKEHUS  ydeOHOro  maTepuana 1O  JAWCIHUILTAHE
«Kpunrorpapuueckne MeTobl 3alIUTI HH(OPMALIMKUY SBISIOTCA JEKIHH, YTO CBS3aHO, IIPEXK/IEe
BCEr0, C HOBHM3HOM Martepuana Uit oOydaembiX. [lo OOJBIIMHCTBY TEM MPEIyCMOTPEHBI
IPAaKTUYECKHUE 3aHATHS, LEJIbI0 KOTOPBIX SBJSETCS 3aKpeIICHUE JIEKIIMOHHOTO MaTepuana myremMm
peLIeHHs CIeIMaIbHBIM 00pa3oM MOJ00PaHHBIX 3a/1a4 U YIPAKHEHUH.

JUis  yCHEemIHOrO OCBOEHHUS JUCLUIUIMHBI Ba)XHO CAMOCTOSITEJIbHOE H3ydeHHE
TEOPETUYECKOT0 MaTepHaja, pelIeHHe JOCTaTOYHO OONBIIOro Habopa XOpOoIIo MOA0O0paHHBIX
3ajjay, Kak B ayJUTOpUHU, TaK U CAMOCTOSATEJIBHO B KauecTBe JOMAIIHUX 3anaHuil. [Ipumepsl
peleHns 3a1a4 pa3ouparoTcs Ha JISKIUSAX U NPAKTUYECKUX 3aHATUAX, IPU HEOOXOAUMOCTH TI0
HauOoyiee TPYIHBIM TEMaM IPOBOJAATCS AONOJHHUTEIbHbIE KOHCYIbTaUMU. OCHOBHas Ieib
perieHus 3a1ad — NIOMOYb YCBOUTH (DYHIIaMEHTAIbHBIE TIOHATHS ¥ OCHOBBI KPUNITOTpadHUIECKUX
METOI0B o0ecrneueHus HH(OpMaIMOHHON Oe3onmacHocTU. Jlis perieHus 3agady HEOOXOIUMO He
TONBKO 3HATh, HO WM TOHUMATh JICKIMOHHBIA Marepuai. [loaTomy B mporecce H3y4eHHUs
JUCLUIUIMHBI PEKOMEHIYeTCsl peryisipHas paboTa ¢ KOHCIIEKTaMH JICKIUI U peKOMEHJ0BaHHOU
JIUTEPATYpPOl.

bosibioe  BHMMaHUE JOJKHO OBITh YIEJNEHO BBHINOJIHEHUIO JOMallHed paboTsl. B
Ka4yecTBE 3aJlaHMi JJISi CaMOCTOSATENBHOW pPaldOTHI J0Ma CTYACHTaM MpPEUIaraloTcs 3a/add,
aHAJIOTUYHBIE PAa300paHHBIM Ha JEKIHUSIX M MPaKTHUECKUX 3aHATUSAX WIM HEMHOro Ooiee
CJIO’KHBIE, KOTOPBIE SIBIISIIOTCS Pe3yIbTaTOM 00beIMHEHHS HECKOIBKUX 0a30BbIX 3ajad.

JUis MpOBEPKHM M KOHTPOJISL YCBOGHMS TEOPETHYECKOro MaTepuaa, MpHOOpeTeHHBIX
NPAaKTUYECKUX HABBIKOB PabOTHI ¢ OCHOBHBIMH TMOHSATHSAMU B TeUCHHE OOYUYCHHs MPOBOMAATCS
MEpONpPUATHS TEKYLIEH aTTecTalliyl B BHJE YCTHOTO ONpPOCa HA MPAKTUYECKUX 3aHATUAX U
KOHTpOJIbHOM paboTbl. Taxke MNpoBOAATCS KOHCYIbTaUMM (IIPM HEOOXOAMMOCTH) IO
JEKIIMOHHOMY MaTepHaly U pa30opy HEKOTOPBIX 3a/1aHUH JUIsl CAMOCTOSATEIbHOM paboThI.

B KkoHIle mepBoOro cemectpa M3ydeHHs IUCIMIUIMHBI CTYISHTHI CIAIOT 3a4eT, B KOHIIE
BCEr0 Kypca — 9K3aMeH. 3a4eT BBICTaBIISETCS HA OCHOBAaHMU BBIMOJIHEHHS JOMAIIHUX 3aJlaHHM,
KOHTPOJIBHBIX PadOT M coOeceloBaHMS MO TeMaM M3 CIIMCKAa BOMPOCOB K 3a4UeTy, KOTOPBIH
OXBaTBIBAET MEPBYIO YAaCTh MPOTrPAMMbI JUCLHUIUINHBL.

B KoHIIe BTOpOTo ceMecTpa U3y4eHUs JUCIUTUITMHBI CTYIEHTHI CAAI0T SK3aMeH. DK3aMeH
NPUHUMAETCS MO 3K3aMEHALMOHHBIM OMJIeTaM, KaXJbli M3 KOTOPHIX BKJIOYaeT B ceds JBa
TEOPETUYECKUX Bormpoca. Ha caMocTosTenpbHYI0 MOATOTOBKY K 9K3aMeHY BbLAeIsieTcs 3 1IHs, B
3TO BpeMs MPeAyCMOTpPEHa U IPYINoBas KOHCY/IbTAIUS.



