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1. Ileanb ocBOEHUST TUCHHUILIMHBI.

Lenpto u3ydeHUs IJUCHUIUIAHBI «3aluTa MporpaMM U JAHHBIX» SBISIETCS
TEOpETUYECKasi U MPAKTUYECKasi MOJATOTOBKA CIICIIMATIUCTOB K JIESITEIbHOCTH, CBA3aHHOU
C TPUMECHEHUEM COBPEMEHHBIX TEXHOJOTMW AaHaln3a NPOrPaMMHBIX peav3alnid,
3alIUThl IPOTPpaMM M IIPOTPAMMHBIX CUCTEM OT aHAJIM3a U BPEAOHOCHBIX MPOrpaMMHBIX
BO3JICUCTBUIA.

2. MecTO IMCUMILINHBI B CTPYKTYpe 00pa30BaTe/ibHOI NPOrpaMMbl.

JqucuumuinHa «3amura MporpaMM M JaHHBIX» OTHOCUTCS K YHCIY JUCLUIUIMH
00s3aTeNIbHON YacTh 00pa3oBaTeIbHOM MporpamMmsl. sl yCEenIHOro yCBOEHHs JaHHOM
JUCLMILIMHBI HEOOX0AUMO, YTOOBI CTYJEHT BIaJe] 3HAHUSAMH, YMEHUSIMU U HaBBIKAMH,
c(OpMHUPOBAaHHBIMHU B NPOLIECCE U3YUEHUS TUCIUILIINH!

((HH(bOpM&THK&)) — 0a30BbIC 3HAHHS O KOMIIBIOTCPHBIX TCXHOJIOTHUAX,

«AnTmaparHele CpEICTBAa BBIYUCIUTEIBHONM TEXHUKH» — 3HAHUE alllapaTHOU
APXUTEKTYPbl OCHOBHBIX TUIIOB COBPEMEHHBIX KOMITBIOTEPHBIX CHCTEM;

«SI3b1ku porpammupoBanus» — accemoOiep, C u C++, S3bIKU TPOrpaMMHUPOBaAHUS
C IPOMEKYTOYHBIM KOJIOM;

«OrnepanmoHHbIE CUCTEMBI» — APXUTEKTYpa COBPEMEHHBIX ONEPALIMOHHBIX CHCTEM
(OC), ucnonnzoBanue cucreMHoro API, koHpurypupoBanue u aMUHUCTPUPOBAHHUE;

«3ammra B ONepaMoHHbIX CHCTEMAax» — MEXaHU3MbI O€30IMaCHOCTH COBPEMEHHBIX
OC, nactpotiika 6e3onmacHOCTH JOKaIbHBIX OC U TOMEHOB;

«OcHOBBI IMOCTPOCHHUA 3alIUIICHHBIX KOMIIBIOTCPHBIX ceTel» — CeTeBbIC
MeXaHU3MbI 0€30IMaCHOCTH U BX HaCTpOﬁKa.

«OCHOBBI MOCTPOCHUS 3AIMUIIEHHBIX 0a3 JaHHBIX» — MEXaHU3Mbl OE30MACHOCTH
0a3 MaHHBIX U UX HACTPOUKA.

3HaHWS W TPAKTUYECKHEC HABBIKH, IOJYYCHHBIE B PE3yIbTaTe W3yUYCHUU
JTUCHUIUIMHBL  «3aluTa TporpaMM | JIaHHBIX», HCIIOIB3YIOTCSA CTYJCHTAMH TIpH
pa3paboTKe KYPCOBBIX M JUIIOMHBIX pa0OT M HEMOCPEICTBEHHO B MPOo(ecCHOHAIBHOM
JIEATEILHOCTH.

3. Ilnanupyemblie pe3yjbTaTbl 00yYeHHUS] MO JUCHMILINHE, COOTHECEHHbIE €
IUVIAHUPYEMBbIMH Pe3yJIbTATAMH OCBOCHUSI 00pa30BaTeIbHOI MPOrPaMMBbl.

[Iporiecc wm3ydeHHs] AUCHUILIMHBI HaMpaBlieH Ha (OpMUpOBAHHE CIIEIYIOIIUX
3JIEMEHTOB KoMmIleTeHIIMM B cooTBeTcTBUM ¢ PI'OC BO pgna cnemuansHoctu Kb,
HaIpaBJIEHHBIX Ha TPUOOpETEHNE CISAYIONUX 3HAHUHM, YMEHUH, HABBIKOB U (WJIH) OTBITa

JEeATEIIBHOCTH:
dopmupyemasi Nuaukarop
KOMIIEeTCHIUS AOCTH/KECHUS ITepeuenn
(kox m KOMIICTCHIIHH IVIAHMPYEMBbIX Pe3yJIbTATOB 00y4YeHH s
(¢popmyupoBKa) (kox ¥ (pOopMyTHPOBKA)

OomenpodeccuoHaTIbHbIE KOMIIETEHIMHT




U-OIK-2_4

Cnocoben MIPUMEHSTH
UHCTPYMEHTBI
CTaTUYECKOTO  aHajm3a

JUTSL U3y4EHUS IPUHITUIIOB
paboThI IPOrpaMM.

YMerh:

— IIpuMeHATh MHCTPYMEHTHI CTaTUYECKOIO
aHaIM3a JJIs U3y4eHHs MPUHLIUIIOB paboThI
IIPOrpamm.

H-OIIK-2 5
OIIK-2 — v .
Cnocoben npUMeHATH | ¥ METh:
CriocobeH  MPUMEHSTh
HHCTPYMEHTBI - IIpumensTh HHCTPYMEHTBI
pOrpaMMHBIE CPEICTBA
CHCTEMHOLO (| TAHAMHUYECKOTO  aHATM3 | IMHAMUYECKOTO aHAIN3a JUIs  M3y4CHHs
JIsl U3Y4EHHSI IPUHIUIIOB | IPUHLIAIIOB PAOOTHI IIPOIPAMM.
HPUKJIaJHOTO a yi PHHIL PHHIL p porp
g paboThI IPOrPaMM.
Ha3HAYeHUH, B  TOM
YHCIe OTEYECTBEHHOIO | -OIIK-2 6
IIPOM3BOJICTBA ISt - .
p JICTBd, M Chocoben npumensits | Y METh:
pemieHus 3a1a4
N CKaHepbl U MOHUTOPHI 1S | — [IpUMEHSATh CKAHEPHl U MOHHMTOPHI JIJIs
npodeccruoHaIbHOM
U3yYEHUS HPUHIHIIOB | H3y4YEHUs IPUHITUIIOB PaOOTHI IIPOrPAMM.
JeSTEILHOCTH.
paboThI IPOrPaMM.
H-OIIK-2_7
Cnocoben npumMensTs | Y METh:
HHCTPYMEHTBI — IIpuMeHSTh HHCTPYMEHTBI CUTHATYPHOT'O
CHUTHATYpHOTO  aHaJlM3a |aHajM3a Ui BBIABJIEHHS BPEIOHOCHOIO
TS BeIsgBIIeHHS | [10.
BpenoHnocHoro [10.
OIIK-13 H-OIIK-13 1
Cnocoben Cnocoben npoBozuTs | Y METh:
paspabaTbIBaTh aHanmu3 TporpaMMm  Ha |- [IpoBoaWTh  aHauM3 MpPOrpaMM  Ha
KOMITOHEHTBI HaJINYHe B HUX | HAJTHYUE B HUX BPEIOHOCHBIX 3aKJIaI0K.
POTrPAMMHBIX U | BpEIOHOCHBIX 3aKJIaJI0K.
IPOrPaMMHO-
anmapaTHBIX  CPEJCTB|P-OIIK-13 2
3alIUThl HH(POPMALUUA B - .
5 (bopman Crocoben npumensits | Y METh:
KOMITBIOTEPHBIX
natyn Oe3onmacHOCTH Ha |- [IpuMeHsTh mMaTyd OE30MacHOCTH Ha
CHCTEMaxX W IPOBOIMTH
IPOTPaMMBI U | IpOrpaMMBI B pabOoTaroIIHe MPOIECCHI.

aHaAIIN3
0€30I1aCHOCTH.

Hux

pa60Ta}ou11/Ie IIPOLECCHI.




OIIK-2.3

Cnoco0eH  MpoBOIUTH
CPaBHUTEJBHBINA aHAIN3
u OCYUIECTBJISTh
000CHOBaHHBII  BBIOOP
IIPOrPaMMHBIX u
IPOrpaMMHO-
anmapaTtHbIX  CpPEICTB
3alUThl HHPOPMAIUH C
YU4ETOM PEATU30BaHHBIX
B HMX MaTeMaTH4YECKUX
METOJIOB.

H-OIIK-2.3_3
Cnocoben JUTSt
KOHKPETHOU CHCTEMBI
OCYIIECTBIISITh
000CHOBaHHBII BBIOOP
MPOrPaMMHBIX u
IPOrpaMMHO-aIapaTHBIX
CPEIICTB,
00ecreunBaroIINX

BBICOKYIO 3alUIIIEHHOCTb
oT BpegoHocHoro I10.

3HaTh:

— Ilporpammubie u IPOrpaMMHO-
anmnapaTHble CpelcTBa, 00ecrevyrBaroIIne
peai3alMi0 MOJIXOJOB K IOCTPOEHHIO
CUCTEM, 3allUIIEHHBIX OT BPEIOHOCHOTO
[10.

YMerh:

— Jls KOHKPETHOU CHCTEMBI
OCYIIECTBIISATh  OOOCHOBAHHBIA  BBIOOP
MPOTPaMMHBIX M ITPOrPAMMHO-AIAPATHBIX
CpPeICcTB, OOCECHEYMBAIOIINUX  BBICOKYIO
3alMILIEHHOCTH OT BpenoHocHoro [10.




4. O6beM, CTPYKTYpA U cofep:KaHue TUCUUILIHHBI.

OO6miast TpyA0€MKOCTh AUCIUIUIMHBI COCTABIsAET 4 3a4eTHBIX eAUHUIIbI, 144 aka.

JacoB.
DopMBbI TEKYLLET0
Buabl yueOHbIX 3aHATHH, KOHTPOJIsSA
BKJII0YAsl CAMOCTOSITEJILHYIO PadOT ycneBaeMoCTH
Tembl (pa3aesibl) = yiop y
Ne 5 CTY/€HTOB,
AU CIMILINHEI, &
/i = H X TPYAOEMKOCTh ®opma
HX COJep:KaHue "
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AHaIM3  IIPOrpPaMMHBIX Bananns A
1 up P 10 8 6 12 |camocTOSITENLHON
peann3aIui.
[paboThI
3ammra MOporpaMMm  OT
M3y4CHUS, SagaHus IS
2 mHecaHknuoHupoBanHoro | 10 6 4 10 |camocTosTENBHONI
KOITUPOBAHUS Y [paboThI
KCITOJIL30BaHUS.
BpenonocHoe SagaHus VTS
3 [mporpamMmHoe 10 | 6 2 10 [camocTosiTenbHOMN
oOecrnievyeHue. [paboThI
Buenpenue
B e;(FHOCHOFO Bananms U
4 [PP 10 6 10 |camocTOSITENLHON
MPOrPaMMHOTO
[paboThI
oOecIieYeHusI.
[IpoTuBONEHiCTBHE
BPEIOHOCHOM Bananms U
5 [°P y 10 6 2 12 |camocCTOSITENBHON
MPOrPaMMHOMY
[paboThI
00€eCIIeUeHHIO.
2 0,5 | 33,5 Px3amen
Bcero 3a 10 cemecTp 32 | 16 8
Bcero 144 32 | 16 8 |05 (875

Conepxxanue pa3aesioB ITMCUUILIUHBI:

Tema 1. AHanu3 mporpaMMHBIX pEATU3AIIIIAL.

1. BBenenue.

2. OCHOBBI TECTUPOBAHUS YEPHOTO SIIHKA.



3. Monutopunr: goctyn k oOwbexktam OC, BbeoB APl OC, cereBas
aKTUBHOCTb.

4. OcHOBBI CTaTHYECKOro aHamm3a. Accembiep. ApXHTEKTypsl x86 m Xx64.
HuzaccembOep.

5. ®opmart ucnonaseMbix ¢aiinoB PE. Windows API. [Ipunoxenus UEFI.
6. ®opmar ucnonusemsix Qaiino ELF. Linux APIL.

7. ®opMaT  HCHONHSIEMBIX  (aiJIOB  SA3BIKOB  MPOTPAMMHUPOBAHUS  C
IPOMEXYTOUHBIM KogoM: Java, C#, Python.

8. Hexommummsiiusa. Wnentudukamms  abcTtpakiuii  s3pika C++  mpu
JTeKoMIMIIAIU. BuptyansHeie Tabnuibl. BapuanTel epegadyn apryMeHTOB U BO3Bparta
pe3yibTaTa u3 MoaIpPOrpaMM.

9. Junamuueckuit ananmus3. Ortnaaka. [IpuHOUNBI  QYHKIIMOHUPOBAHUS
oTiaquukoB. OTiagka B peKUME MOIb30BaTENs U B pexkuMe siapa. CHATHE JaMIia.

10. ITomaroBas OoTJIaaKa. HpOI‘paMMHLIe H aIlrapaTHbIC TOYKU OCTAHOBA.

11. MeToanka OUHAMHYECKOrO aHaIM3a: 3TAallbl U METOABLI. AHAIM3 ITOTOKa
aHHBIX.

12. HanoxxeHwue matdeii Ha mporpaMMBbI U TTPOIIECCHI.

13. HHCTpYMeHTaJII/ISaI_II/ISI. AHanu3 1OTOKa JaHHBIX. AHanu3 1OTOKa
YIIPpaBJICHUA. HpOTHBOHeﬁCTBHe AHTHOTJIaAKEC.

14. Bupryanuzauus. OMyasus wiat@opmsbl JUIsl UCCIEAyeMON MpPOrpaMMBl.
N3onauus uccieayeMoi mporpaMmabl.

Tema 2. 3aiura oporpaMm OT U3YYEHHU.

1. Beenenue.
2. OCHOBBI 3aIIUTHI OT TU3aCCEMOTUPOBAHMS.
3. O06dycrupyroiue npeodpa3oBaHms KCXOIHOTO KOa.

4. O6dycuupyromme npeoOpa3oBaHus MOTOKa ympasieHusa. OO0dyckarus
O6ubroreyHsIx Be130BOB, B ToM uucie APl OC. Bb13oB 6nOnmoTeuHbix QyHKIUN MO UX
XeIl-3HAYEHUSIM.

5. O6dycuupyromre npeodpa3oBaHus CTPYKTYP JaHHBIX.
6. OCHOBBI aHTHOTIAIKH.

7. YNIaKOBILIUKH. HIudposanue BBIIIOJIHSIEMOTO KOJa.
CamopacnaxoBbiBatomiecst apxubl. OBepiien. [lomumopdusrit ko,

8. TexHuku oOHapyKEeHUS OTJIaTUHKA.
9. Texnuku oOHAPYKEHUS THIIEPBU30PA.
10. OCHOBBI 3alUTHI OT CHATHUS JAaMIIa.
11. TexHuKH 3aIIUTHI OT KONUPOBAHMUS.

Tema 3. Bpenonocuoe nporpammaoe odecrueuenue (I10).




1. Knaccudukamus Bpenonocnoro [10 nmo Moaenu nmoBeneHus: HaOIOAATENb,
nepexBaT U UCKAKEHHUE.

2. Bunel BpenonocHoro I1O. Bupycer u depBu. TpositHckoe I1O. Rootkit,
bootkit n backdoor. BpenoHocHBIE YTHIIMTBI: 3KCIUIOUTHI, MEIDTKO, cirypdunarosoe [10,
cnam u payx [10, pummunroroe 110, pexnamuoe 10, mporpammer-BeiMorarenu, 110 mis
pacnpocTpanenus 3amnpenieHnoi napopmanuu, DoS, 1O ans coznanus u Moaudukanuu
BHPYCOB.

3. bunapnoe BpemonocHoe ITO ma Windows.
4. bunapnoe BpenoHocHoe I10 na Linux.

5. Bpemonocnoe IO Ha s3bIKax NPOrpaMMHPOBAHHS C TPOMEKYTOUYHBIM
kogoMm: Java, C#, Python.

6. Bpenonocnoe IIO Ha s3pIkaXx KOMaHIHBIX HWHTEpHpeTaTopoB: batch,
PowerShell, bash.

7. Bpenonocusie [1O B Makpocax TOKyMEHTOB.

8. Bpemonocuoe [10 Ha MOOMITEHBIX YTPOICTBAX.

9. Bootkit. Pacrionmoxxenue B IPL, VBR, MBR, BIOS, UEFI. Secure Boot,
Verified Boot, Measured Boot. Intel BootGuard. ARM Trusted Boot Board.

10. Texnuku pacmpocTpaHeHus: BUpycHoOro BpenoHocHoro I10.
11. Texnuku ckpeitus BperoHocHoro I1O ot o6HapyxeHus.

Tema 4. Baeapeuune speaonocuoro I10.

1. [Ipeanoceuiky K BHEAPEHUIO BHEApEeHUIO BpemoHocHoro I10: ys3BumMocTH
MIPOTrPaMMHOTO OOECIeUeHHUs, YA3BUMOCTU TOJUTUKH O€30MacHOCTH, YEIOBEUECKHl

daxkrop.
2. Meroap! BHenpenus: BpenoHocHoro I1O : mackupoBka noja «0e300uaHOoe»
1O, noameHa, npsAMOe U KOCBEHHOE aCCOLMMPOBaHUE.

Tema 5. IlporuBoneiictue Bpenonocuomy 110.

1. Metonp! BbisiBIieHUs1 BpeaoHocHOro I1O: curnatypHoe M 3BpUCTHYECKOE
CKaHUpPOBaHHE, KOHTPOJIb IIEJIOCTHOCTH, MOHUTOPUHI HH(POPMAIMOHHBIX ITOTOKOB,
M30JIMpPOBaHHas MPOrpaMMHAsl Cpeia, IPOrPpaMMHBIE JIOBYILKH.

2. [IpyHIUTIBI  TIOCTPOCHUS TOJMUTHKU O€30MacHOCTH, OOecreYnBaroieit
BBICOKYIO 3alIMIIEHHOCTh OT BpeaoHocHoro 110.

5. O0pa3oBaTe/ibHbIe TEXHOJIOTMH, HCHOJIb3yeMble IpPH OCYLIEeCTBJIEHUHU
o0pa3oBaTe/IbHOIO NMpouecca 1o AMCHHILIHHE.

B mponecce O6yq€HI/I$I HCIOJIB3YIOTCA (91 (918%:0)1185( O6paSOBaT€J'H>HI>IC
TCXHOJIOTHH:

BBoanas JieKuMs — JacT NEpBOE LEIOCTHOE INPEACTABICHHUE O IUCLUIUIMHE U
OpUEHTUPYET CTyJIEHTa B CHUCTEME HW3y4YeHUs JaHHOW JucUUIUIMHBL. CTyAeHTHI
3HAKOMSITCS C HA3HAUEHHEM U 3a/layaMu Kypca, €ro pojblo U MECTOM B CUCTEME YUeOHBIX
JTUCIUIUIMH U B CUCTEME MOATrOTOBKHU B IiesioM. JaeTca kpaTkuil 0o030p Kypca, uCTopus



pa3BUTHUS HAYKH W TPAKTUKU, JOCTHKEHHUS B ATOU chepe, IMEHA M3BECTHBIX YYCHBIX,
W3JIaraloTCsl  MEPCHEKTUMBHBIE  HAmpaBieHHs ucciaenoBanui. Ha 3Tol  nekuuwu
BBICKA3bIBAIOTCS METOJMYECKHE W OpraHU3aIlMOHHBIE OCOOCHHOCTH pabOTHl B paMKax
JAHHOW JHUCIUIUIMHBI, @ TaKXe JAaeTCs aHaJIN3 PEKOMEHIYeMOW y4eOHO-METOIUYECKOU
JUTEPATYPHI.

AxkanemMuueckasi JIeKIUSI — TIOCJCIOBATEIIbHOC HM3JIOKCHUE MaTepuana,
OCYILIECTBIISIEMOE MPEHMYIIECTBEHHO B BHJIE MOHOJIOTA IMpemoaaBarens. TpedoBaHus K
aKaJCMHUYECKOW  JICKIIMU: COBPEMCHHBIH HAYYHBIH ypPOBEHb W  HACHIIICHHAS
WH(OPMATUBHOCTD, YOCIUTEIbHASI ApTyMEHTAIHS, TOCTYITHAS W MOHATHAS Pedb, YeTKas
CTPYKTYpa U JIOTUKA, HAJTMYNE IPKUX TIPUMEPOB, HAYUHBIX JIOKA3aTEIbCTB, 000CHOBAHUH,
(bakKToB.

IIpakTHyeckoe 3aHATHE — 3aHATHE, IOCBAIMICHHOEC OCBOCHUIO KOHKPETHBIX
YMCHUU ¥ HABBIKOB M 3aKPETIJICHHUIO MTOJIYYCHHBIX Ha JICKITUN 3HAHHIA.

6. Ilepeyenr  WHPOPMANMOHHBIX  TEXHOJIOTHH, HCHOJb3yeMbIX  MNpH
OCYLIECTBJICHUH 00Pa30BaTeILHOI0 NPOLecca M0 JUCHHUIINHE.

1) OnepannoHHbIE CHCTEMBI.
1. OC Windows o mporpamme Microsoft Azure Dev Tools for Teaching.
2. OC Linux, cB000IHO pactpocTpaHsIeMble TUCTPUOYTHUBEI.

2) I'nnepBU30PHI H IMYJIATOPHI.

1. VirtualBox. CBoGoano pacrtpoctpansiemoe I10. https://www.virtualbox.org/ (mara
oOpatuenus 19.01.2022)

2. Omymstop  Android.  bBecrutatoe 10,  wacte  Android — Studio.
https://developer.android.com/studio/run/emulator (zata ooparenus 19.01.2022)

3) lllecTHagmaTEpUYHBbIE PETAKTOPDI.
1. HxD. Becmunarnoe I10. https://mh-nexus.de/en/hxd/ (mata obpamenus 19.01.2022)

2. Bless. CB060HO pacrmpocTpaHseMoe I10.
https://packages.ubuntu.com/impish/bless (mata o6pamenus 19.01.2022)

4) MOHUTOPBHL.

1. Yrunuter nakera Sysinternals. Becrmatnoe ITO. https://docs.microsoft.com/en-
us/sysinternals/downloads/sysinternals-suite (nata oopamenus 19.01.2022)

2. API Monitor. Becrumarnoe TII1O. http://www.rohitab.com/apimonitor (mara
oOpatenus 19.01.2022)

3. strace. CBob6oHO pacnpocTpaHsieMoe I10.
https://packages.ubuntu.com/impish/strace (nata obpamenus 19.01.2022)

4, ltrace. CBob6oHO pacnpocTpaHsemMoe I1O.
https://packages.ubuntu.com/impish/Itrace (nara oopamenus 19.01.2022)

5. auditd. CBo06o1HO pacrnpocTpaHseMoe I10.
https://packages.ubuntu.com/impish/auditd (gara obparenus 19.01.2022)

6. inotify-tools. CBo0Oo1HO pacmpocTpaHsieMoe I10.
https://packages.ubuntu.com/impish/inotify-tools (nara oopamenus 19.01.2022)



https://www.virtualbox.org/
https://developer.android.com/studio/run/emulator
https://mh-nexus.de/en/hxd/
https://packages.ubuntu.com/impish/bless
https://docs.microsoft.com/en-us/sysinternals/downloads/sysinternals-suite
https://docs.microsoft.com/en-us/sysinternals/downloads/sysinternals-suite
http://www.rohitab.com/apimonitor
https://packages.ubuntu.com/impish/strace
https://packages.ubuntu.com/impish/ltrace
https://packages.ubuntu.com/impish/auditd
https://packages.ubuntu.com/impish/inotify-tools

7. 1sof. CsoGoxno pacmpocrpansemoe I10. https://packages.ubuntu.com/impish/lsof
(mata obpamenus 19.01.2022)

8. tcpdump. CBoboaHO pacrmpocTpaHsieMoe I10.
https://packages.ubuntu.com/impish/tcpdump (marta obpamenus 19.01.2022)

9. Wireshark. CsoGoano pacmnpocrpansemoe I10. https://www.wireshark.org/ (nara
obpamenus 19.01.2022)

5) Cpenanl pa3padoTkm.
1. Visual Studio mo mporpamme Microsoft Azure Dev Tools for Teaching.

2. Visual Studio Code. CBo0O01HO pacmpocTpaHsieMoe I10.
https://code.visualstudio.com/ (mata obpamenus 19.01.2022)

3. Android Studio. Becmatnoe ITO. https://developer.android.com/studio/ (mara
obpamenus 19.01.2022)

6) Au3accemoiepbl H 1€ KOMIMISTOPHI.

1. IDA Freeware. Becruatnoe I10. https://hex-rays.com/ida-free/ (mara oGpamenus
19.01.2022)

2. IDA Pro. Jlunensus Educational. https://hex-rays.com/ida-pro/ (nara oOpamieHus
19.01.2022)

3. Ghidra. CBob6oiHO pacnpocTpaHsieMoe I10.
https://github.com/NationalSecurityAgency/ghidra (nara oopamienus 19.01.2022)

4. Radare2. CoGomno pacmpocrpansemoe I10. https://rada.re/ (mara oGpamenus
19.01.2022)

5. dotPeek. becrutathoe I10.  https://www.jetbrains.com/decompiler/  (mara
oOpatuenus 19.01.2022)

6. Java  Decompiler. = CBobGomno  pacmpoctpansiemoe  I10.  http://java-
decompiler.github.io/ (nata obpamenus 19.01.2022)

7. JADX. Cobomno pacmpoctpansiemoe I10. https://github.com/skylot/jadx (mara
oOpatenus 19.01.2022)

8. decompyle3 Cpoboano pacmnpocrpansemoe I10. https://github.com/rocky/python-
decompile3 (nara obpamienus 19.01.2022)

7) OTJIaTYHKH.

1. IDA Freeware. Becrutatroe I10. https://hex-rays.com/ida-free/ (mara oGparenus
19.01.2022)

2. IDA Pro. Jlunensus Educational. https://hex-rays.com/ida-pro/ (mara o6parmienus
19.01.2022)

3. Radare2. CBoGoano pacmpoctpansemoe I10. https://rada.re/ (mara oOGparnenwus
19.01.2022)

4. gdb. CeoGoano pacmpoctpansemoe I10. https://packages.ubuntu.com/impish/gdb
(mata obpamenus 19.01.2022)

5. WinDbg, 9acTh : https://docs.microsoft.com/en-us/windows-
hardware/drivers/debugger/ (nata oopamenus 19.01.2022)



https://packages.ubuntu.com/impish/lsof
https://packages.ubuntu.com/impish/tcpdump
https://www.wireshark.org/
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https://developer.android.com/studio/
https://hex-rays.com/ida-free/
https://hex-rays.com/ida-pro/
https://github.com/NationalSecurityAgency/ghidra
https://rada.re/
https://www.jetbrains.com/decompiler/
http://java-decompiler.github.io/
http://java-decompiler.github.io/
https://github.com/skylot/jadx
https://github.com/rocky/python-decompile3
https://github.com/rocky/python-decompile3
https://hex-rays.com/ida-free/
https://hex-rays.com/ida-pro/
https://rada.re/
https://packages.ubuntu.com/impish/gdb
https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/
https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/

6. OllyDbg. becmmarnoe I1O. https://www.ollydbg.de/ (mara oOpamenus
19.01.2022)

7. dnSpy. CBoboaHO pactpoctpansiemoe I10. https://github.com/dnSpy/dnSpy (mara
oOpamenus 19.01.2022)

8. Visual Studio Code. CBoOomHO pacrpocTpaHseMoe [10.
https://code.visualstudio.com/ (nata oopamenus 19.01.2022)

9. Android Studio. Becmmataoe ITO. https://developer.android.com/studio/ (mara
obpamenus 19.01.2022)

8) ®peliMBOPKH HHCTPYMEHTATH3AIMH.

1. Pin. BecmatHoe I10.
https://www.intel.com/content/www/us/en/developer/articles/tool/pin-a-dynamic-binary-
instrumentation-tool.html (nata oopamenus 19.01.2022)

9) YTuaurel o6Hapy:keHusi BpenoHocHoro I10.

1. ClamAV. Cso6oano pacmpocrpansiemoe IT1O. https://www.clamav.net/ (mara
obpamenus 19.01.2022)

2. Yara. Cpoboauo pacnpocrpansemoe I1O. https://github.com/VirusTotal/yara
(mara obpamenus 19.01.2022)

10) OTeuyecTBEHHBbIE CPEACTBA 3aIMTHI MH(pOPMAIUH.
1. TTIO Dallas Lock 8.0-K.
. ITO ViPNet Client 4.
. I1IO ViPNet Administrator 4.5.
. [Iporpammuo-anmnapatsiii komiieke (ITAK) ViPNet Coordinator 4.5.
. ITAK Co6oms, Bepcus 4.
. ITAK Dallas Lock.

7. AnmapaTHbI MOAYJb TI0BEPEHHOMN 3arpy3Ku AKKOpP/.

o O A W DN

11) ipyrue yTHJIHTHL.

1. Apktool. CB00OIHO pacrpocTpaHsieMoe I10.
https://ibotpeaches.qgithub.io/Apktool/ (nata o6pamenus 19.01.2022)

7. IlepeyeHb OCHOBHOW W JONOJHUTEIbHON yueOHOW JUTEpPATypPbl, peCypcoB

HHGPOPMAIMOHHO-TEJIEKOMMYHUKANIMOHHON ceTn W HTepHeT, HEOOXOAMMBIX JIsl
OCBOEHUS M CHUTLINHBI.

1) OcHoBHas IUTEpaTYpA.

1. Ilpockypun, B. T'., 3ammura nporpaMMm u AaHHBIX : ydyeOHOe mocobOue uis
By30B / B. I'. [IpockypuH. - 2-e u3a., crepeotun., M., Axkagemus, 2012, 199c.

2. [Inaronos B.B., [IporpamMmMHo-anmapaTHbie CpeIcTBa 3alUThl HHPOpPMALIUU
Y4eOHMK JUIsl CTYIEHTOB YUPEXKJIEHUI BBHICHIETO MPO(EeCCHOHATBHOTO o0pa3oBaHus, M.:
N3paTenvckuii neHTp «Akanemus», 2014. — 336¢.

2) lonoJiHUTEIbLHAS JJUTEPATYpA.
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1. Kacnepcku, K. ®@yHnameHTanbHble OCHOBBI XakepcTrBa. MckyccTBo
mu3accemOmmmpoBanus / K. Kacnepcku. — Mocksa : COJIOH-IIpecc, 2007. — 448 ¢. —
ISBN 5-93455-175-2 . — Tekct : anekTpoHHBIN // JIaHb : 37MeKTpOHHO-OMOIMOTEYHAS
cucrtema. — URL: https://e.lanbook.com/book/13649 (nata obpamenus: 26.01.2022).

2. Kacniepcku, Kpuc. KommbioTepHble BHpychl H3HYTpH U cHapyxu / K.
Kacnepcku. — Cankr-IletepOypr [u ap.]: ITutep, 2006. — 527 c. : un. — ISBN 5-469-
00982-3

3) Pecypcnl cetn UuTepHeT.

1. flenuc  FOpuueB. Reverse Engineering s  HauMHAIOMIUX
[DnexTponnsIil pecype] // URL: https://beginners.re (nata oopamenus 19.01.2022)

2. UYepnoB A. B. AHanmu3 3aIlyThIBAIONIUX MPeoOpa3oBaHUI MporpamMm
[DnmexTponnsiii pecypc] / URL: http://citforum.ru/security/articles/analysis/ (mata
oOpamenus 19.01.2022)

3. KXypuan «Xakep» [Dnekrponnsiii pecypc] // URL: https://xakep.ru
(mara obpamenus 19.01.2022)

8. MarepnajibHO-TeXHHYeCKasi 0a3a, HeoOXoAMMAs /I OCYLIECTBJICHUS
00pa3oBaTeJILHOTO MpoIecca Mo ANCHHIIHHE.

MarepruaibHO-TEXHUYECKAS Oaza, HEeOoOXoauMast st OCYIIECTBIICHUSA
00pa3oBaTEIBLHOTO MpoIecca MO IUCIMIUIMHE BKIIFOYAeT B CBOM COCTaB CIEIHAIbHBIC
TIOMEIICHHUA ;

— yueOHbIE ayAUTOpPUM JJIs TPOBEIEHHUS 3aHATHH  JIGKIIMOHHOTO  THIIA,
000py/IOBaHHBIE TEPCOHAIBHOM KOMIBIOTEPHONM TEXHMKONM C  YCTaHOBJIECHHBIMU
cpenctBamu Busyanmsanumu TekctoB B (opmare DOC/DOCX, PDF, F2B, daiinos
M300paXeHUH, MPE3eHTANN U MYJIBTUMEIMHHBIX (halIoB, a TAKKE — BHJICOIPOECKTOPOM
Y JKaJIF03M HAa OKHaX;

— yueOHbIe ayIUTOPUM ISl TPOBEJCHUS MPAKTUYECKUX 3aHITHH: JiabopaTopus
MpOrpaMMHO-aNapaTHBIX CPEJCTB obecrieueHus MHPOPMAIIMOHHON O€30MIaCHOCTH;

— ydeOHbIE ayJUTOPUH IS TIPOBEACHUS TPYNIOBBIX W HWHIWUBUIYyaTbHBIX
KOHCYJIbTaIlUM,

— yueOHble ayJUTOPUU JUIsl IPOBEJIEHUS TEKYIEro KOHTPOJIA M MPOMEKYTOYHOU
aTTeCTaluu;

— MIOMENIEHUS JIsl CAMOCTOSITEIbHONU padOTHI;

— TIOMEIIEHUS JIJISl XPaHEeHUsI U MTPO(PHUIAKTHUECKOTO OOCITYKUBAHUS TEXHUIECKUX
CpencTB OOy4YeHUSI.

[Tomemienust Uis  CaMOCTOATENbHON  pabOTBl  OOYyYaroOmMXCSl  OCHAIICHBI
KOMIIBIOTEPHOM TEXHUKOM C BO3MOYKHOCTBHIO TOJIKIIOUEHUsT K cetu HHTepHeT u
oOecrieyeHNEeM JIOCTyNa B 3JEKTPOHHYIO HH(OPMAIMOHHO-00pa30BaTENbHYIO Cpeay
OpraHu3aLuu.
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Uncmo mocamouHbIX MECT B JIGKIIMOHHOW ayautopud OoJibilie JTUOO paBHO
CIIUCOYHOMY COCTaBY IOTOKAa, & B ayAWTOPUH JUISI TMPAKTUYECKUX U JAOOpPATOPHBIX
3aHATHUIA — CIUCOYHOMY COCTaBY TPYMITbl 00 yYarOIIUXCS.

ABTOp(BI):

JlotieHT Kadeapbl KOMIBIOTEPHOW O€30MacHOCTH W MaTEMaTHYECKUX METOJIOB
00paboTku nHpOopMaUu B.H. Kusi3en
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IIpuioxenne Nel k paGoueii mporpamme
AUCHMILIAHBI «3alMTAa NPOrPaAMM M JAHHBIX»

@DoH/1 OLIEHOYHBIX CPEJACTB JIJIfl IPOBeleHUs TeKYIleH u
NMPOMEKYTOYHOM ATTECTAIMH CTYIEHTOB 10 JUCIUIJIMHE

TunoBble KOHTPOJIbLHBIE 32/IaHUSA U HHbIE MATEPHAJIbI, HCIIOJb3yeMble B Mpolecce
TEKYIero KOHTPOJIsSI yCIeBaeMOCTH.

OrneHka TeKylled ycneBaeMOCTH BBICTABIISIETCS B 3aBUCUMOCTU OT PE3YJIbTaTOB
CaMOCTOSTENbHON pabOTHI CTY/IEHTA U €r0 padOThl HA MPAKTUYECKUX 3aHATHAX. 3a/laHus
JUISL CAaMOCTOSITENIBHOM pabOoThl BBIJAIOTCS yYallMMCs Ha MOCJIEIHEM Yace JIEKIMOHHBIX
3aHATUN 1o Teme. OneHka M OOCYXJEHUE BBIIIOJHEHHBIX CTYIEHTaMU 3aJaHui 110
CaMOCTOSTENbHON paboTe MPOU3BOJIUTCS HA MPAKTUYECKOM 3aHATUU IO JAHHOM TEME U
YUUTBIBAETCS Ha psly € pe3yjlbTaTaMHM INPAKTUYECKUX 3aHATUN MpHU BBICTABICHUU
OILICHKH TEKYILIEW YCIIEBAEMOCTH.

Kaxxnoe mnpaktuueckoe 3aHATHE pacCUYUTaHO Ha 2 akaaeMuyeckux dvaca. Ha
NPAaKTUYECKOM 3aHSATUH IpernojaBaTeieM € MOMOIIBI0 JOCTYMHBIX HH(OPMAIMOHHBIX
TEXHOJIOTUH M COOCTBEHHBIX MOATOTOBJIEHHBIX MaTE€pPHAIOB JEMOHCTPUPYETCS pElIeHUE
NPUKIAIHBIX 3aa4 AUCHUIUIMHBL. CTyIAEHTBI OBTOPSIIOT XOJ PEIIEHUS CAMOCTOSITEIBHO
Ha OT/IEJbHBIX YCTPOUCTBAX.

Tema 1. Aganu3 oporpaMMHBIX DEATU3AINN.

1. 3apanus 11 caMoCTOATEILHOM padoTsl o Teme 1.
IIposepka cchopmuposannocmu OIIK-2, unoukamopwvr U-OIIK-2_4 — H-OIIK-2_6
8 uacmu YC80eHUs 3HAHUU HeoOXO0OUMbIX OJis1 NPOBeOeHUs] AHAIU3A NPOCPAMMHBIX
peanuzayuli Ha NPaKmuke.

IIposepra cghopmuposannocmu OIIK-13, unouxamop H-OIIK-13 2 6 uacmu
VCB0EHUSL 3HAHULL HeOOXOOUMbBIX OJi NPUMEHeHUs. namuyel Oe30NACHOCMU HA NPOSPAMMbL
u pabomaroujue npoyeccvl Ha NPAKmMuKe.

1.1. ITouemy 3amaya aHajdu3a NPOrPAMMHBIX peald3aluuil SBISETCS
aKTyaJbHOMN?

1.2. B 4eM 3akiro4aroTCcsi JOCTOMHCTBA M HEIOCTAaTKA METOJa
AKCIIEPUMEHTOB C «YEPHBIM SIIITUKOM)?

1.3. KakoBbI OCTOMHCTBA ¥ HETOCTATKHA CTATUYECKOrO MeToaa?

1.4. Kakue  npobiieMbl  BO3HUKAIOT MpH  JW3acceMOIUPOBAHUU
NporpaMMHBIX (paitioB?

1.5. Kakue nmpo6ieMbl BOSHUKAIOT NMPU U3yUYEHUU aHATUTUKOM JIUCTHHTOB
nu-3accemonupa?

1.6. B kakux ciydasx CTaTUYECKHMM METOJl aHaln3a MPOrpaMMHBIX
peanuzainuii sBisieTcs Hanbonee 3HPEeKTUBHBIM?

1.7. Kakumu OCHOBHBIMH (DaKTOpaMU OTPAaHUYHMBAIOTCS BO3MOXKHOCTHU
OTJIaJYUKOB?
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1.8. [Touemy mpu pa3HBIX 3allycKax OJHONM W TOW JXK€ MPOrPaMMBI
HEKOTOpbIe Oy(epsl MOTYT pacroiaraTbCs Mo pa3HbIM aApecaM ONePaTUBHON MaMSITH?

1.9. Ilouemy kmaccuyeckas cxema NpUMeHeHus Mmerona Step-Trace He
rOJIUTCS AJis aHanu3a rpaguyeckux nporpamm Windows?

1.10. Kakue npo06iemMbl BO3HUKAIOT MPH aHATU3e TUHAMHUYECKUM METOJIOM
napajuiesIbHOro Koja?

2. llpakTuyeckoe 3ansaTHe Nel. CTaTHyecKkuii U AMHAMMYECKHI aHAIU3
nporpamm Ha si3pikax Java, C# u Python.
IIposepra cchopmuposannocmu OIIK-2, unoukamopor U-OIIK-2_4 — H-OIIK-2_6
8 Yacmu CnOCOOHOCMU NPUMEHAMb UHCMPYMEHMbl CMAMuUYecko20 U OUHAMUYECKO020
aHanuza 075 u3yyeHusi NPUHYUNo8 pabomuol npocpamm Ha aseikax Java, C# u Python.

IIposepra cihopmuposannocmu OIIK-13, unouxamop H-OIIK-13 2 6 uacmu
CNOCOOHOCMU  NpUMeHAMb namyu 0Oe30NacHOCmU Ha Npocpammvl U pabomaroujue
npoyeccwl Ha sa3vikax Java, C# u Python.

3. [IpakTuueckoe 3ansaTue Ne2. CtaTuyeckuii U JUHAMUYECKHI aHAIU3
nporpamm ajsa Android.
IIposepka cchopmuposannocmu OIIK-2, unoukamoper U-OIIK-2_4 — H-OIIK-2_5
8 uacmu cnocoOHOCMU NPUMEHSAMb UHCIPYMEHMbl CMAMU4ecKo20 U OUHAMUYECKO20
aHanuza OJis u3yyeHusi NPUHYUNo8 pabomuol npozpamm ois Andriod.

IIposepra cghopmuposannocmu OIIK-13, unouxamop H-OIIK-13 2 6 uacmu
CNOCOOHOCIU  NpUMeHAMb namyu 0Oe30nacHOCmuU Ha NpocpamMmvl U pabomaroujue
npoyeccol Android.

4. IlpakTuyeckoe 3aHsATHe Ne3d. MOHUTOPHHI AKTHBHOCTH IPOLIECCOB
Windows u Linux.

IIposepra cghopmuposannocmu OIIK-2, unouxamop H-OIIK-2_ 6 6 uacmu
CNOCOOHOCMU NPUMEHSAMb CKAHEPbl U MOHUMOPbL OJisl U3YUeHUsl NPUHYUNOE pPabombl
npocPaAmMM.

5. IlpakTnueckoe 3anaTe Ned. Crarudeckuil aHaau3 OMHAPHBIX
ucnosHsAemMbIxX ¢aiisioB Windows.

IIposepra cghopmuposannocmu OIIK-2, unouxamop H-OIIK-2_4 6 uacmu
CNOCOOHOCMU  NPUMEHAMb  UHCIMPYMEHMbL  CIMAMUYECK020 aHAIU3ad Olsl  U3YYeHUs!
npunyunos pabomuol npoecpamm wa Windows.

6. IlpakTuyeckoe 3aHaTHe NS, Crarnyeckuii aHaIu3 OMHAPHBIX
ucnosHsAemMbIxX (¢aiisos Linux.

IIposepra cpopmuposannocmu OIIK-2, unouxamopvr H-OIIK-2_4 6 uacmu
CNOCOOHOCMU  NPUMEHAMb  UHCMPYMEHMbL  CMAMUYecKo20 aHamu3a O U3y4eHus
NPUHYUNO8 pabomul npoecpamm Ha Linux.

7. llpakTuueckoe 3anaTue Ne6. Oriiagka npoueccoB B Windows.
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IIposepra cgpopmuposannocmu OIIK-2, unouxamop H-OIIK-2_4 6 uacmu
CNOCOOHOCMU  NPUMEHAMb  UHCMPYMEHMbL  OUHAMUYECKO20 aHanu3a O U3Y4eHus
npunyunos pabomul npoecpamm na Windows.

8. IIpakTuueckoe 3ansaTue Ne7. OTjagka nmpoueccos B Linux.

IIposepra cghopmuposannocmu OIIK-2, unouxamop H-OIIK-2_ 5 6 uacmu
CNOCOOHOCMU  NPUMEHAMb UHCMPYMEHMbl  OUHAMUYECKO20 aHanu3a Ol U3Y4eHus
NPUHYUNO8 pabomul npoepamm Ha Linux.

Tema 2. 3ammra nmporpaMm OT U3YUEHHS.

1. 3apaHus 11 CaMOCTOATEILHOM padoThI MO TeMe 2.
IIposepka cihopmuposannocmu OIIK-2, unouxamopwor U-OIIK-2_4 — U-OIIK-2_6
6 uacmu YC80eHUs 3HAHUL HeoOXOOUMbIX Ol NPOBEOeHUs AHANU3A NPOSPAMMHBIX
peanuzayuii Ha npaKmuke.

1.1. 3auem npuMeHsieTcs 3aluTa KOAa OT aHanu3a?

1.2. [Touemy B OOJBIIMHCTBE COBPEMEHHBIX MPOrpaMM 3alluTa Kojaa OT
aHajau3a He PUMEHSEeTCS?

1.3. KakoBel TuUmuuHble TOOO0YHBIC A((PEKTHl OCHAIIECHHS IMPOTPAMMBI
CPEICTBaMH 3alUTHI OT aHATN3a?

14.B d4em 3akiroyaroTcsi JOCTOMHCTBA W HEJOCTAaTKH BCTPOSHHOM
3alUTHI KOJa OT aHayIm3a?

1.5. B yeM coCTOSIT JOCTOMHCTBA U HEOCTATKH MPUCTHIKOBOYHOMN 3aIIUTHI
KOJa OT aHajm3a?

1.6. Kak auHaMudeckoe M3MEHEHHE KOJla TPOrpaMMBbI 3aTPYIHIET aHaTIN3
porpaMmsbl ?

1.7. Kakum oOpa3om mosuMopdHble MpeoOpa3oBaHUs KoAa MPOrpaMMbl
3aTPYIHAIOT aHAJIU3 IPOTrPaMMBbI?

1.8. KakoBel  TummuuHbie  mOOOYHBIE  A(PPexThl  MOTUMOPEGHBIX
npeoOpa3oBaHuii koxa?

1.9. Kak xocBeHHBIE BBI30BHI (DYHKIIHI B MPOrpaMMe 3aTPYAHSIOT aHAU3
IIPOrpaMMBbl ?

1.10. Kak BbI30BBI (yHKIHNA uepe3 O0OpabOTUYMKH HCKIFOYUTEIbHBIX
CUTYaIlU 3aTPYIHAIOT aHAIIU3 KOJIa IPOTPaMMBbl?

1.11. Kax BbI30BbI (YHKUMN B OTIENbHBIX MOTOKAX 3aTPYAHSAIOT aHAJIU3
KOZa Nporpammsl?

1.12. Kak BbI30BbI (QYHKIHH TI0 TaliMepy 3aTpyIHSAIOT aHaIU3 Koja
IpOrpaMMbI?

1.13. Kak HecTaHgapTHBIE CHOCOOBI CpPaBHEHHS JIaHHBIX 3aTPYAHSIOT

aHaJIW3 KoJla IpOrpaMMbl?

1.14. Kak auHaMHYECKUH UMIIOPT CHUCTEMHBIX (QYHKIMK 3aTpyIHSET
aHaJau3 KoJia MporpaMmbl?
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1.15. Kakue cmnocoObl HMCKYCCTBEHHOTO  YCIIOKHEHUS  aJIrOpPUTMOB
00paboTKH TaHHBIX B IPOrpaMMe, 3aIUIAeMON OT aHaIn3a, BbI 3HaeTe?

1.16. Kak KOHTpOJb TIIEJIOCTHOCTH KOJa TPOTpaMMBbl 3aTPYIHSET €e
aHaJIN3 IO/ OTJIaJYUKOM?

1.17. Kak reHeparuss mporpaMMod HedaTaabHBIX HCKIIOYUTEIBHBIX
CUTYaIlUH 3aTPYIHSACT €€ aHAINU3 10| OTIATYUKOM?

2. [IpakTuueckoe 3ansatue Ne8. OO(dyckamusi MCXOAHOT0 KOIAA M €ro
aHaJIu3.
IIposepka cihopmuposannocmu OIIK-2, unoukamopwvr U-OIIK-2_4 — H-OIIK-2_6
8 Yacmu CnOCOOHOCMU NPUMEHAMb UHCMPYMEHMbl CMAMuUYecko20 U OUHAMUYECKO020
AHANU3A, A MAKHCe MOHUMOPDL, O] U3VUEHUS NPUHYUNOG pabombl 00QYCYupo8aHHbIX
npPOCPaMM.
3. [IpakTuueckoe 3anstue Ne9. 3amura wucnojJHseMbIX ¢ailjaoB or
HU3yYCHUS.
IIposepka cchopmuposannocmu OIIK-2, unoukamoper U-OIIK-2_4 — H-OIIK-2_6
8 Yacmu cnocoOHOCMU NPUMEHAMb UHCMPYMEHMbl CMAMuYeckKo20 U OUHAMUYECKO20
AHANU3A, a MAaKdHCe MOHUMOPDL, Ol U3YYEHUs NPUHYUNOE padOomvl 3AUULYEeHHBIX Om
U3y4eHus nPocpamm.
4. Ilpaktuyeckoe 3ansitue Nel(. M3yyeHnue 3amMIeHHBIX HCIOJIHSIEMbIX
(daiisos.
IIposepka cchopmuposannocmu OIIK-2, unoukamopwvr U-OIIK-2_4 — H-OIIK-2_6
8 Yacmu cnOCOOHOCMU NPUMEHAMb UHCMPYMEHMbl CMAMUYecko20 U OUHAMUYECKO20
AHANU3a, a Makodce MOHUMOPLL, Ol U3YYEHUs NPUHYUNOE pabomvl 3AUULYEHHBIX Om

U3YYEHUSL NPOCPAMM.

Tema 3. Bpenonocuoe nporpammuoe odecreuenne (I10).

1. 3apanus 11 caMOCTOATEILHOM padoThl o Teme 3.

IIposepra cgpopmuposannocmu OIIK-2, unouxamop H-OIIK-2_1 6 uacmu
VCB0EHUS 3HAHUL HeOOXO0OUMbIX OJisl NPUMEHEHUs. UHCIMPYMEHMO8 CUSHAMYPHO20 AHAIU3A
0712 8viAsneHus epedonocrozo 110 na npakmuxe.

IIposepra cghopmuposannocmu OIIK-2.3, unouxamop H-OIIK-2.3_3 6 uacmu
VCBOCHUsL ~ 3HAHUL — NPOSPAMMHBIX U NPOSPAMMHO-ANNAPAMHblE  CPeoCms,
0becneuusanuux peatu3ayuro nooxo008 K HOCMPOCHUIO CUCMEM, 3AUULEHHBIX Om
spedonocrozo 110.

1.1. Kakoii KOMIBIOTEPHBIH BUPYC MPUYUHIIT HAUOONMBIINN yiiepO 3a BCIO
HCTOPHIO BBIYMCIUTEIHHON TEXHUKHU?

1.2. Kakoii KOMITBIOTEpPHBI BHpYC BBI3BAN Hauboiiee MacHTa0HYIO
SMHUIEMUIO 32 BCIO HCTOPUIO BEIYUCITUTEIHLHON TEXHUKH?

1.3. ITouemy nanmcats Bupyc anst Windows cioxxuee, yem st MS-DOS?

1.4. TToyemy nepBble MAaKpPOBUPYCHI TaK IMIMPOKO PACIPOCTPAHMINUCH?
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1.5. Tlouemy 101 NUIIYT KOMIIBIOTEPHBIE BUPYCHI?

1.6. TTouemy KOMITHIOTEPHBIN BUPYC HE JIOJDKECH MOBTOPHO 3apa)kaTh OJTHU
U T€ K€ OOBEKTHI?
1.7.B 4yeM cOCTOSIT JOCTOMHCTBA U HEIOCTATKH OHJIAMH-BUPYCOB IIO
CPaBHEHHIO C MOYTOBBIMU BUpycaMu?
1.8. [louemy OOJBIIMHCTBO OHJANH-BUPYCOB (YHKIUOHUPYIOT IO
yIpaBlieHUEM OTEepallMOHHBIX cucTeM cemerictBa Windows?
2. lIpakTnueckoe 3ansaTue Nell. OOHapy:keHue BpeaoHocHoro IO ¢
nomombio ClamAYV u YARA.
IIposepra cghopmuposannocmu OIIK-2, unouxamop H-OIIK-2_7 6 uacmu
CHOCOOHOCMU  NPUMEHAMb UHCMPYMEHMbl CUSHAMYPHO20 AHAIU3A OJisl  BbIAGNEHUS

spedorocrozo 110.

Tema 4. Baeapeunune speaonocuoro I10.

1. 3apanusn 11 caMOCTOATEJILHON padoThl Mo Teme 4.

IIposepra cihopmuposannocmu OIIK-2.3, unouxamop HU-OIIK-2.3 1 6 uyacmu
VCB0EHUS  3HAHULL ~ NPOSPAMMHBIX U NPOCPAMMHO-ANNAapammusvie  Cpeocma,
obecneyugarWux peanuzayuio no0xXo008 K HOCMPOEHUI0 CUCEM, 3AUJUUJeHHbIX Om
spedonocrozo 110.

1.1. B gyem 3akirouaeTcs OMacHOCTh IIpOorpaMMHBIX SaKJ'IaI[OK?

1.2. MoXHO 5 BHEAPUTH NPOTPAMMHYIO 3aKIaJAKy B aJ€KBAaTHO
3AIIUIIEHHYI0 KOMIBIOTEPHYIO CUCTEMY?

1.3. Kakne TUmMYHBIC YS3BUMOCTH 3aIMTHl KOMITBIOTCPHBIX CHCTEM BBI
3Haere?

1.4. Kak yctpoen mexanuzm DEP?

1.5. B uem 3axntoyaeTcs METOJ MAaCKHUPOBKHU MPOTPAaMMHOM 3aKIaJKy MO
MPUKIIATHOE POTpaMMHOE oOecrieueHne?

16.B d4YemM cCOCTOUT OCHOBHOW HEJAOCTaTOK METOJa MACKHUPOBKHU
MPOrpaMMHOM 3aKJIaJKH O] IPUKJIAHOE MPOrpaMMHOe oOecrieueHre?

1.7. B dyem 3akiroyaeTcs METOJ MAaCKUPOBKHU MPOTPAMMHON 3aKIaaKU MO
CUCTEMHOE MTporpaMMHoe obecrieueHue?

1.8. KakoBO OCHOBHOE€ JIOCTOMHCTBO METOJa MAacCKHPOBKH MPOTPAMMHOMN
3aKJIQJIKH TI0J] CHCTEMHOE TIPOTpaMMHOE oOecrieueHne?

Tewma 5. IlporuBoneiictue Bpenonocuomy 110.

1. 3apanus I caMOCTOATEILHOM padoThI 1O TeMe 5.

IIposepra cghopmuposannocmu OIIK-2.3, unouxamop H-OIIK-2.3 1 6 uacmu
VCBOEHUsL ~ 3HAHULL  NPOSPAMMHBIX U NPOSPAMMHO-ANNAPAMHble  CpPedCcms,
obecneuusanwux peanuzayulo nooxo008 K HOCMPOEHUIO CUCMEM, 3aUJULEHHbIX Om
spedonocrozo I10.
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1.1. SIBnsileTcst M 3amaya  BBIABICHHS  KOMIIBIOTEPHOTO — BUpYyca
QJITOPUTMUYECKHU Pa3peIIMMOil B 0011eM ciyyae?

1.2. Kak mpoBepuTh, HET JIM B TEKYIIEM SApPE ONEpPallMOHHON CHCTEMBI
ysi3BUMocTel, nogo0HbIX GetAdmin?

1.3. Yem omacHO Hamuuyue Ha pabodeM CTOJE TMOJb30BaTeNIsl OKOH,
00CITy>KMBa€MbIX CUCTEMHBIMU TIpolieccamMu’?

1.4.B dYem 3aki04aroTCs JOCTOMHCTBA W HEAOCTATKH CHUTHATYpPHOTO
CKaHUpPOBaHUS?

1.5. KakoBbI I0OCTOMHCTBA U HEJIOCTATKH IBPUCTHUYECKOTO CKAHUPOBAHUS ?

1.6. Kakre MOCTOMHCTBA M HEIOCTATKH HMMEET KOHTPOJb IEIOCTHOCTH
MIPOrpaMMHOI0 oOecrieueHus?

1.7. Kakue N1OCTOMHCTBA M HENOCTAaTKU HMMEET KOHTPOJb LEIOCTHOCTHU
KOH(UTypauy CUCTEMBbI?

1.8. Moxxao mu obecrneunth 3P(PEKTUBHYIO AaHTHBHPYCHYIO 3allHUTY
OJTHAMH JIMIIIb POTPAMMHO-AIIaPaTHBIMU CPEICTBAMHE?

1.9. Uto oTHOCHUTCS K OCHOBHBIM MEPOIPHUATHSIM 0 OPraHU3alUOHHOMY
COTPOBOK/ICHUIO aHTUBUPYCHOM 3alTUTHI?

1.10. O 9em AOKHBI OBITH MPOMHCTPYKTUPOBAHBI TMOJB30BATENIN CETH,
OCHAIIEHHOW KOMIUIEKCHOM CUCTEMOUM aHTUBUPYCHOM 3aIlIUTHI?

1.11. Kak npoBepsieTcst aJileKBaTHOCTh IMOBEJEHUS JIUL, OTBETCTBEHHBIX 32
o0ecrieueHre aHTUBUPYCHOM 3aIUTHI CETH, B CIIydyae YCIEIIHbIX BUPYCHBIX aTak?

1.12. Kak opraHusyeTrcs 3alura OT MPOrPaMMHBIX 3aKJIaJIOK paHee
HEW3BECTHBIX TUIOB?

1.13. [louemy mpu py4yHOM OOHAPYKEHUU MPOTPAMMHBIX 3aAKIAJOK HE
cllelyeT HEMEUIEHHO OCTaHaBIMBATh OOHAPYKEHHBIE BPEIOHOCHBIE IIPOLIECCHI?

1.14. Kak ompenenuTh, Bce JU 0OHAPYKEHHBIE BPEIOHOCHBIE MPOTPAMMBI
KOPPEKTHO yJ1aJieHbl U3 CUCTEMbI?

2. llpakTnueckoe 3ansitue Nel2. Opranuzanus M30JMPOBAHHOM
nporpamMmMHoii cpeabl u ayaura B Windows u Linux cpeacrBamMu no yMoa4aHuIo.

IIposepra cghopmuposannocmu OIIK-2.3, unouxamop H-OIIK-2.3 1 6 uacmu
CnOCOOHOCMU O  KOHKPEMHOU CUCmeMbl OCYyWecmeams 0OOCHOBAHHBIU  GblOOD
NPOCPAMMHBIX U NPOSPAMMHO-ANNAPAMHLIX  CPeOCm8, 00eCneyusauwux BblCOKYI0
3awuujeHnocms om pedoHocHozo 110.

3. IpakTuueckoe 3ansiThe Nel3d. Opranuzanus  HM30J1MPOBAHHOM
NMPOrpaMMHOI cpeabl, ayauTa M J0BepeHHOU 3arpy3ku Windows cpeacrBamu
0Te4eCTBEHHBIX CPeJICTB 3aIUMUTHI.

IIposepra cihopmuposannocmu OIIK-2.3, unouxamop H-OIIK-2.3 1 6 uyacmu
CNOCOOHOCMU O KOHKPEMHOU  CUCmeMbl  OCYWeCmelamb 0OOCHOBAHHbIU  8blOOD
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NPOCPAMMHBIX U  NPOSPAMMHO-ANNAPAMHBIX  CPeOCm8, 00eCneuusawux BblCOKYI0
3awuujeHHocms om 8pedoHocHozo 110.

9. Cnncox BoOmMpocoB W (MiIM) 3aJaHMil JJisl MPOBedeHHUS] MPOMEKYTOUHOM
aTTecTalnuu.

Cnmcok BONPOCOB K IK3aMeHYy.

1. AHanu3 NporpaMMHBIX peaiM3aliyd YEPHOTO SIKKa. MOHUTOPUHT JOCTYIOB K
oowextaM OC, Be130BOB API OC, ceTeBOii aKTHBHOCTH.

2. CTaTH4ecKuii METO/ aHaITN3a MMPOTPAMMHBIX peaTu3aIini.

3. Jlexommumsiys OuHapHbIX (aitinoB B 361k C++.

4. JluHaMUYECKHUI METO/T aHalIn3a MPOrPAMMHBIX peaTU3alIUil.

5. AHanu3 MOTOKa IaHHBIX MPU MOMOIIM UHCTPYMEHTATU3ALIUH.

6. AHaIU3 MOTOKA YIIPABJICHUS MTPU TIOMOIIM HHCTPYMCHTAITU3AIIHH.

7. [IpoTuBOAEHCTBHE aHTUOTIAAKE TIPU MTOMOIIY UHCTPYMEHTAIHU3AIUH.

8. Bupryanmzammst. Omymsamus maaTtGopMmbl TSI UCCIEAYEMOH MPOTPaMMBI.
W3omanms uccnenyeMon mporpaMMel.

9. 3amuTa nporpaMm oT AU3acceMOINPOBAHUS.
10. O6dycuupyrome mpeodpa3oBaHUs HCXOTHOTO KOJA.

11. O6¢dycuupyromue mnpeoOpa3oBaHuss TMoTOKa ympaBiaeHus. OOdyckamms
OMOIMOTEUYHBIX BEI30BOB, B ToM unciae API OC.

12. O6¢dycuupyromue nmpeoOpa3zoBaHus CTPYKTYP JaHHBIX.
13. Ocobennoctn ananu3a 00 yCIHPOBAHHBIX POTPAMM.
14. 3amuTa nporpaMm OT OTJIAJKH.

15. YnakoBImukwu. Mudposanue BBIITOJIHSIEMOTO KOJa.
CamopacmnakoBbiBatotuecs apxusbl. OBepiien. [TonmumopdHbIii KO/,

16. Texnuku oOHApPYKEHUSI OTIIATUUKA.

17. Texuuku 0OHApPYKEHUSI TUTIEPBU30PA.

18. OCHOBBI 3aIIUTHI OT CHATHS JaMIIa.

19. TexHuKH 3aMIUTHI OT KOMUPOBAHUSI.

20. Oco0eHHOCTH aHaIu3a MPOrpaMm, 3alTUIIIEHHBIX OT OTIAKH.

21. Knaccudukamus BpenoHocHoro IO mo mMoxaenu moBeneHHs: HaOIOIaTENb,
NepexBaT U UCKaXKEHUE.

22. Bunsl BpegonocHoro [10. Bupycer u uepBu. Tposiackoe I10. Rootkit, bootkit
u backdoor. BpenoHoCHBIE YTHIINTBI: SKCIUIOMUTHI, MEIKoa, ciiypdunrosoe [10, cnam u
bnyn T1O, ¢ummurosoe I10, pexnamuoe 110, nporpammei-BeiMorarenu, [1O s
pacnpocTpaHeHus 3anpemeHHoi napopmanuu, DoS, 1O mis cozganus u Mmoaudukanuu
BHPYCOB.

23. bunapnoe BpenonocHoe 10 na Windows.

24. bunapnoe BpenonocHoe [10 na Linux.
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25. BpenonocHoe I1O Ha s3bpIKax MpOrpaMMHUPOBAHUS C POMEKYTOYHBIM KOJOM:
Java, C#, Python.

26. Bpenonocnoe IIO Ha s3bIKaXx KOMaHJHBIX HMHTEpIpeTaTopoB: batch,
PowerShell, bash.

27. Bpenonocusie [10 B Makpocax JOKYMEHTOB.
28. BpenonocHoe [10 Ha MOOMITEHBIX YTPOMCTBAX.

29. Bootkit. Pacmonoxxenne B IPL, VBR, MBR, BIOS, UEFI. Secure Boot,
Verified Boot, Measured Boot. Intel BootGuard. ARM Trusted Boot Board.

30. TexHUKH pacpocTpaHeHUs BUPYCHOTO BpenoHocHoro [10.
31. Texuuku ckpbiTus BpegoHocHoro [10 ot oOHapykeHusl.

32. Hpe,Z[HOCBIJ'IKI/I K BHCAPCHHUIO IIPOIrpaMMHBIX  3aKJIaJOK: YA3BUMOCTHU
IIporpaMMHoOIo 06GCHCLIGHI/I}I, YA3BUMOCTHU IIOJIUTHKH 6C3OHaCHOCTI/I, YeJI0BEUECKUM

dakrop.
33. MeTonbl BHEAPEHUS] MPOTPaMMHBIX 3aKJIalOK: MAacKHUpOBKa moj 0e300ugHoe
nporpaMMHoOe oOecredeHue, MoAMeHa, MPsIMOe U KOCBEHHOE aCCOLIMUPOBAHUE.

34. IlpyHIMIBI  TTOCTPOCHUS  TIOJUTHKA  O€30MacHOCTH, OOECIeYnBarOIIeh
BBICOKYIO 3aIIHIIIEHHOCTH OT MPOTPAMMHBIX 3aKJIaJIOK.

35. MeTo/bl BBISIBICHUS POTPAMMHBIX 3aKJIa/I0K: CUTHATYPHOE M ABPUCTHYECKOE
ckanupoBanue. MuctpymeHnT YARA.

36. KOHTpOJIb 1IEIOCTHOCTH MPOTPAMMHOTO OOCCIICUCHHUS, KaK METOJI BBISBIICHUS
MPOrPaMMHBIX 3aKJIa/I0K.

37. KOHTpOIb HENOCTHOCTH KOH(PHUTYpAIH 3allUIIAeMON CHCTEMBI, KaK METO]
BBISIBJICHUS IIPOIPAMMHBIX 3aKJIaJI0K.

38. MonutopuHr  WHGOPMAIMOHHBIX  TMMOTOKOB, KaK METOJl  BBISABJICHUS
MIPOTrPaMMHBIX 3aKJIAJIOK.

39. MeTo/bl BBISBICHHS MPOTPAMMHBIX 3aKJIaJIOK, W30JMPOBaHHAs MPOTpaMMHAas
cpena, MporpaMMHbIE JIOBYIIKH.

40. [TocTpoeHne H30TUPOBAHHON MPOTpaMMHON cpenbl ¢ momormibio Windows
AppLocker.

41. TTocTpoeHune U30JIMPOBAHHOM MPOTPAMMHOI cpejibl ¢ moMolibio SELinux.

42. IloctpoeHnue U30IMPOBAHHON MporpaMMHOi cpenbl Ha Windows ¢ mOMOIIIbIO
1O DallasLock.

43. 3amuta mporiecca 3arpy3ku OC ¢ momorpio oTedecTBeHHbIX AMJI3.
44. Aynut B OC Windows.
45. Ayaut B OC Linux.

46. MeponpusiTisi 1O OPraHU3alMOHHOMY COMNPOBOXACHUIO AaHTUBUPYCHOU
3AILUTHI.
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HpaBnna BbICTABJICHUS OLICHKH HA 3K3aMCHEC.

B »sk3aMeHanmoHHbsle OWJIET BKJIIOYAETCA JBa TEOpPETUUYECKHX Bompoca. Ha
MOJIFOTOBKY K OTBETY JlaeTcsl He MeHee lJaca.

Ilo mToram sK3amMeHa BBICTABISICTCS OlHa M3 OLCHOK: «OTIUYHO», «XOpOomo»,
«KYOOBJICTBOPUTCIBbHO» HUIIN «KHCYAOBJICTBOPHUTCIIBHO).

Onenka «OTIMYHO» BBICTABIIECTCSA CTYAECHTY, KOTOPBIH JEMOHCTPUPYET IIyOOKOE
NOHUMaHUE TEOPETUYECKON YacTH NUCLUIUIMHBI, MOJHbIE 3HAHUS 00 MHCTPYMEHTaxX U
TEXHUKAX UX NPUMEHEHUs Ul PELICHUs IPUKIAIHBIX 3a7ad 3alluThl IIPOrpaMM U
JnaHHbIX. OCYLIECTBISIET MEXKIIPEAMETHBIE CBA3U. JlaeT pa3BepHYThIE, MOJTHBIE U YETKUE
OTBETHl HA BOINPOCHI SK3aMEHALlMOHHOTO OwWiera U JIONOJHUTENbHbIE BOIPOCHI,
COOJIIOIaeT JIOTMYECKYIO IOCIEN0BATEIBbHOCTD MPH H3JI0KEHHHM Marepuana. I’ paMoTHO
UCIIOJIB3YET TEPMUHOJIOTHIO TUCLIHILIAHBI.

OueHka «Xopolo» BBICTABISIETCS CTYAEHTY, OTBET KOTOPOrO Ha 3K3aMEHE B
LEJIOM COOTBETCTBYIOT YKA3aHHBIM BBIIIE KPUTEPUSIM, HO OTIMYACTCS MEHBIIEH
00CTOSTENILHOCTRIO, TITYOUHON, 000CHOBAaHHOCTBIO M MOJHOTOW. B 0TBeTe MMEOT MecTo
OT/IECJIbHBIE HETOYHOCTH (HECYIIECCTBEHHBIE OIIMOKH), KOTOPBHIE HMCIPABISIOTCS CAMUM
CTYICHTOM TIOCJI€ JOTOJTHUTENBHBIX M (WJIM) YTOYHSIOIIUX BOIPOCOB 3K3aMEHATOPA.
Ornenka «X0poII0» MOXKET ObITh BHICTaBJICHA CTYACHTY, UMEIOIEMY MPOOEIbl B 3HAHUAX
00 UHCTPpYMEHTAaX U TEXHUKAX UX MPUMEHEHUS JUIsl PEeIICHUs PUKITAIHBIX 3a/1a4 32l ThI
OporpaMM H JIaHHBIX, HO OONaJaronieMy TIIyOOKHM TEOPETHYECKUM TMOHUMAHUEM
YCTPOMCTBA COBPEMEHHBIX KOMITBIOTEPHBIX CUCTEM.

Onenka «Y IOBIIETBOPUTEIBHO BBICTABIIIECTCS CTYZICHTY, KOTOPBIN
JIEMOHCTPUPYET IOBEPXHOCTHOE IOHUMAHHME TEOPUM, JAET HEIOCTATOYHO IIOJHBIE H
NocJIeZIoBaTeNbHbIE OTBETHI HA BOIPOCH! 3K3aMEHALIMOHHOTO OMJIeTa U TOMOJIHUTEIIbHbBIE
BOIIPOCBI, HO TIPU OTOM JEMOHCTPUPYET YMEHHUE BBIJEIUTb CYLIECTBEHHBIE U
HECYIIIECTBEHHbIE NPU3HAKKM M YCTAHOBUTh NPUUYMHHO-CIEACTBEHHBIE CBs3U. CTyIeHT
3HAET U MPaBUJIBHO NMPUMEHSAET TEPMHUHOJIOTUIO TUCUUIUIMHBI, HO JOMYCKAaeT ONIMOKH B
OIPEIEIICHUN U PACKPBITUHA HEKOTOPBIX OCHOBHBIX IOHATHN. [Ipu aprymenTanuu orsera
CTYICHT HEe OOOCHOBBIBAE€T CBOU CYXJAeHUsA. Ha yacTb JOMOJHUTENBHBIX BONPOCOB
CTYJICHT 3aTpyAHSETCA AaThb OTBET WIM JACT HEBEPHBIE OTBETHI. MIMeEeT CyliecTBEHHbIE
npoOenbl B 3HAHUSAX OO0 HMHCTPYMEHTAaX M TEXHUKAX WX NPUMEHEHHUS Ui peIIeHHus
MPUKJIAJHBIX 3a/1a4 3alIUThI IPOTPAMM U JIAHHBIX.

Ouenka  «HeynoBneTBOpUTENbHO»  BBICTABISIETCS  CTYACHTY,  KOTOPBIi
JTEMOHCTPUPYET pa3po3HEHHBbIC, O€CCUCTEMHBbIC 3HAHUS, OCCIOPSAOYHO M HEYBEPEHHO
u3naraeT Marepuaid. He ymeeT BBIIENATh TJaBHOE U BTOPOCTENEHHOE, HE yMeeT
COCIMHATh  TEOPETUYECKHE  TOJIOKEHUS C  MPAKTHUKOM, HE  YCTAHABJIMBAET
MEXIIpeAMETHbIE CBs3U. JlaeT HEeMmoJHbIe OTBETHI, JIOTHKA U IOCIEIOBATEIHLHOCTh
U3JI0KEHUSI KOTOPBIX UMEIOT CYIIECTBEHHbIE W MTPUHIIMIINATILHBIE HAPYIICHUS, B OTBETaX
OTCYTCTBYIOT BBIBOJBI. JlOTIOJHUTEIbHBIE M YTOUHSIOLIME BOIPOCHI SK3aMEHATOpa HE
MPUBOASAT K KOPPEKIIMU OTBETOB CTyAcHTa. Ha OCHOBHYIO YacTh JIOMOJHUTEIbHBIX

21



BOIIPOCOB CTYJEHT 3aTPyIHSETCS JaTh OTBET WM AACT HEBEPHBIE OTBETHI. BhIcTaBiIsAeTCS
CTYJIEHTY, HE TIOKa3bIBAIOLLEMY 3HAHUI 00 MHCTPYMEHTAPUU JUCIIUILIUHBI.

Ornenka «HeymoBIeTBOPUTENHHOY» BBICTABIIACTCS TaKKe CTYACHTY, KOTOPBIA B3sJ
AK3aMCHAIIMOHHEIN OMJIET, HO OTBEYATh OTKA3aJIC.
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IMpuioxenue Ne 2 k padoueid mporpamme
AUCHUIIHHBI «3alUTa NPOrpamMM U
AAHHBIX»

MeToauyeckue yKa3aHusl JJIsl CTY/A€HTOB M0 0CBOEHHIO JUCIHIIINHBI

OcHoBHOU (hopMOIl U3NIOKEHUST y4eOHOro MaTepHalia 1Mo JUCHUIUIMHE «3anuTa
IpOrpamMM M JIaHHBIX» SIBJIAIOTCA JIEKIUU. DTO CBS3aHO C TEM, YTO B OCHOBE JaHHAas
TUCHUIUINHA HAaXOAWTCS Ha CTBIKE MEXAY AUCHUIUTMHAMU «TexHmueckas 3amiura
uHpopMalUM», «3alUTa B OMNEPALMOHHBIX cHUcTeMax», «OCHOBBI IMOCTPOEHUS
3alIUIIEHHBIX KOMIIBIOTEPHBIX ceTei» M «OCHOBBI TNOCTPOCHMS 3alUIIEHHBIX 0a3
JMaHHBIX». [l ycmemrHoro OCBOEHHS AMCLUMIUIMHBI Ba)KHO YIIyOJEHHOE H3y4YeHUe
HEKOTOPBIX pa3JesIoB YKa3aHHBIX JUCIMILUINH, KaK B ayJUTOPUH, TaK U CAMOCTOSITEIIBHO,
B KQ4ECTBE BBINOIHAEMbIX B JJOMAIIHUX YCIOBUAX 3a/laHUil.

OcHOBHas 1eJib CaMOCTOSITENIbHBIX PabOT — IMOMOYb YCBOUTH TEOPETHUYECKUE
OCHOBBI M TPAKTHUYECKHE METOAbl 3alUTHI TMPOTPaMM M JIaHHBIX OT H3yYCHUs,
HECAaHKLMOHUPOBAHHOTO  HCIIOJIb30BaHMs, OT HapyUIeHUs UX ILEJIOCTHOCTH U
noctynHocTd. Jjis 9Toro HeoOXOAuMO 3HATh M TOHHMMATh JIEKIIMOHHBIM MaTepHall.
[ToaTomy, B mpoliecce U3ydeHUs TUCHUILIIMHBI, PEKOMEHYETCS PETyIIpHOE MOBTOPEHUE
POMJEHHOTO JIEKIMOHHOIO MaTepuaina. MaTtepuan, 3aKOHCIIEKTUPOBAHHbIN Ha JIEKIMSIX,
MPE/ICTABIICHHBINM B TpejuiaraeMoil yuyeOHOl nuTepaType, HeoOXoIuMO Joma emie pas
npopabaTeiBaTh W, MPU HEOOXOIWMOCTH, JOMOJHATH MHQOpMAIUed, MOJYYeHHON Ha
KOHCYJIbTallUsIX, MPAKTHUYECKUX 3aHATUAX W U3 PEKOMEHJOBAHHBIX PECYpCOB CETH
HNuTepHer.

JUis  npoBEepKM W KOHTPOJSL  YCBOGHHMS  TEOPETHMYECKOro  MaTepuala,
NPUOOPETEHHBIX MPAKTHUECKUX HABBIKOB HCIOJIb30BaHMUS Y4YeOHOM JUTEepaTyphl, B
Te4eHHWEe OOy4YeHHs] TPOBOJIATCS MEPONPHATHS TEKylled aTTecTalMd B  BUJE
CaMOCTOSITENbHBIX PabOT (B JAOMAalIHUX YCIOBUSAX). BapuaHTbl 3agaHuil BbIAAIOTCS
y4YaluMcs Ha MOCJIEJHEM Yace JIEKIIMOHHBIX 3aHATHI MO NepBbIM MATH TeMaM. OLieHKa 1
00CYXJIeHHE BBIMIOJHEHHBIX CTYJACHTAMU 3aJlaHU 10 CaMOCTOSTENIbHOUW paboTe
IPOU3BOJIUTCSA HA MPAKTUYECKUX 3aHATUSAX U YUUTHIBACTCSA, Ha PSAAY C pe3yJbTaTaMu
IIPAKTUYECKUX 3aHATHM, IpU OLCHKE TEKYyIIEeW YCIEeBAaeMOCTH. Takxke IpOBOIATCS
KOHCY/NbTaluu (IpH HEOOXOAMMOCTH) TO pazdbopy 3aJdaHuil aJis CaMOCTOSITEILHOM
paboThl, KOTOPBIE BBI3BAIM 3aTPYAHEHHUS.

B koHIe cemecTpa M3y4eHMs IUCLUMIUIMHBI CTYACHTBI CHAIOT JK3aMEH. JK3aMEH
NPUHUMAETCS MO SK3aMEHAIMOHHBIM OMJIeTaM, KaXKIbI M3 KOTOPBIX BKJIIOYAeT B ceOs
JIBa TEOPETUYECKUX Bompoca. [IpenycMoTpena rpynmnoBasi KOHCYJIbTALUs.
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[Tpo6nembl 3amMTHI TPOTPAMM U JTAaHHBIX OCIOKHSIOTCS HaJMdueM «0aroB» u
(OKCIUIOWTOB»,  3aJIOKEHHBIX  3apyOCKHBIMA  TPOU3BOJUTEISIMH  amlapaTHO-
NPOrPaMMHBIX ~ PEIIEHUH B COOTBETCTBUM CO CBOMM 3aKOHOJATENbCTBOM  IIO
HalMOHANIbHOM  Oe3zomacHocTH. Ilo3TomMy, sBIseTCSs COBEPIIEHHO HEOOXOIWMBIM
MOCEILIEHUE CTYJEHTAaMHU BCEX AYAUTOPHBIX 3aHATHUM, I/I€ UM Pa3bsCHAETCS LENb U CYTh
HEMOJIHOIO MPEJACTABICHUS HH(POPMALUM POCCUHCKUM NOTPEOUTENIM O 3amajJHbIX
MH(OPMALIMOHHBIX TEXHOJOTUSAX M, KOHKPETHO, O METOAAX 3allUThl MpOrpamm U
NaHHbIX. B pesynbraTe opmupyercs marpuoTHUecKas MO3MLHSA, HEIPUMUPHUMOCTb K
JAI0OBIM  acmeKTaM HWHOCTPAHHOIO TIPOHMKHOBEHHs K 3amminaemoid B Poccun
uHQOpPMALlUM W YOPABJIECHHUS  POCCUHCKMMHM  HH(OPMALMOHHBIMH  CHCTEMaMH,
HEMPUEMIIEMOCTb UEO0JIOTMH TEPPOPU3MA, SIKCTPEMHU3MA.

Jlyiss  caMOCTOSITENIbHON paboOThI  CTYACHTaM, KpPOME YIIIYOJIEHHOTO OCBOCHHS
OCHOBHOM W JOIMOJHUTEILHON JIUTEpaTypbl MNPH TOATOTOBKE K JICKIIMOHHBIM U
MPaKTUYECKUM 3aHSITHSAM, BBITIOJIHCHUH 3aJaHUNA JUISI CaMOCTOSATEIbHOW paOoTHI,
PEKOMEHIYETCSl OTCIIC)KUBATH PETYISIPHO OOHOBIISIEMBIE MaTEPHAIbl TOCYIaPCTBEHHBIX
crangaptoB Poccmm mo  ympaBieHHI0 0€30MacHOCTH Ha OQHUIMAaIBLHOM  caiTe
Poccranmapra Poccun  (http://www.standard.gost.ru/wps/portal, nara oOparienus
19.01.2022) B paznene «YBeAOMIICHHs 00 YTBEPKACHUU HAITMOHATBHBIX CTAaHIAPTOBY.

Taxxe, pekoMeHIyeTcs HCIOJIb30BaTh pecypchl ceTu WHTEepHET, yKa3aHHbIE B
paszaene 7 mporpaMmal.
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