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1. Ileawm ocBOeHUS TUCHUILTHHBI

Llenpio ocBoeHMS AUCIUILIMHE «OCHOBBI WH(OPMAIIMOHHOW O€30MacHOCTHY SBISETCS
TEOpETHYEeCKass W MPAaKTUYECKas IOATOTOBKA K JIESATEIbHOCTH, CBS3aHHOM C KOMIUIEKCHBIM
aHAIM30M BO3MOXKHBIX YIpO3 M CO3JaHHEM aJeKBATHOW MOJENH HapyIIUTENs, OCTaHOBKOM
KOHKPETHBIX 33/1a4 3aJlaHHOM CTENCHU CIIOKHOCTH B paMKax MOJCIH JUIl OOeCIeYCHUs
MHPOPMAIIMOHHOW  0€30MacHOCTH  aBTOMATH3MPOBAaHHBIX CHCTEM, a TakKXe COAEHCTBHE
¢byHIaMeHTaIM3aluu 00pa30BaHUs U PA3BUTHIO CUCTEMHOTO MBIIIIICHUS.

JlaHHBII Kypc, Ha OCHOBE HCIIOJIB30BAHUS MEXKIYyHApOJHBIX POCCHHCKHX CTAaHIAPTOB U
HopmatuBHbIX TpeboBanuit ®Cb Poccun, ®CTOK Poccun 1 Pockomuanzopa B chepe odbecnieueHust
MHPOPMAIIMOHHOW OE30MacHOCTH, BBIPAOATHIBACT Y CTYACHTOB 3HAHWS, HAaBBIKM M YMEHUS
OpraHM30BBIBATh CUCTEMBI 3alUThI HH(POpPMAIINH, aIeKBATHBIC BO3HUKAIOIIMM YIPO3aM.

2. MecTto aucuuiuinHbl B ctpykrype OIl

«OcHOBBI HHPOPMAITMOHHOHN 0€30MaCHOCTH» OTHOCHUTCS K 0a30B0it yactu biioka 1.

Jlyist ycrienrHoro yCBOCHHS JaHHOW JUCHUIUIMHBI HEOOXOAMMO, YTOOBI CTYJIEHT OBJIaIei
3HAHUSAMH, YMEHUSAMHU U HaBBIKaMH, COOPMUPOBAHHBIMU B IIPOLECCE U3YUCHUS IUCIUTUINH:

«udopmarukay — padoTa ¢ MPOrpaMMHBIMHU CPEJICTBAMH OOIIET0 Ha3HAYCHUS;

«Teopus uadopmanm» — 3HaHHE OCHOB U COICP>KAHUS COBPEMEHHBIX METO/IOB MOJTyUEHUS,
00paboTKH, XpaHSHHUSI, UCTIOJIB30BAHUS U YHUITOKCHHS HH(POPMAIIHH.

3HaHUS W HaBBIKM, IIOJYYEHHbIE B PE3yJbTaT€ H3YYCHUH IUCUMIUIUHBI «OCHOBBI
MH()OPMAIMOHHON 0€30MaCHOCTHY, UCTOIB3YIOTCS CTYJICHTaMU B JAIBHEUIIEM MPH pa3paboTke
KYPCOBBIX U AUIUIOMHBIX paboT.

3. Ilnanupyemble pe3yJabTaTbl 00yYeHHs N0 AUCHUILINHE, COOTHECEHHbIE C MJIAHUPYeMbIMHU
pesyiabratamu ocBoenust Ol

[Tponiecc M3ydeHus: TUCHMILIMHBI HapaBieH Ha (OPMUPOBAHUE CIEAYIOUIMX 3JIEMEHTOB
koMmnereHit B coorserctBuu ¢ ®I'OC BO, OOII BO u npuoOpereHus cienyrolux 3HaHUH,
YMEHUH, HaBBIKOB U (WJIM) OIBITA JIESTEIbHOCTH:

dopMupyemasi Nuaukarop 10CTHKEHUSA Ilepeyennb
KOMITeTeHIIUSsI KOMITETEHLIUH TUVIAHNPYEeMBIX Pe3yJabTAaTOB 00y4eHus!
(kox M popMyJIHpPOBKA) (kox u hopMyJIIPOBKA)

YHnBepca.anLle KOMIIETCHII A

YK-1 N_VYK-1_3 3HaTh OCHOBHBIE HOPMATHUBHBIE
Crioco0eH OCYIIeCTBIIATh [Tpu o6paboTke MIPABOBBIC aKTHI B 00JIACTH 00eCIIeYCHUS
KPUTHYECKUN aHaITN3 WHGOPMAITUH OTJINYAET nH(OPMAITMOHHOM 0€301MacHOCTH U
MPOOJIEMHBIX CUTyaluid Ha | (aKThl OT MHEHHIA, HOPMAaTUBHBIE METOAMYECKUE
OCHOBE CUCTEMHOTI'O HWHTEpIIpETalnii, OLIEHOK, noxkymeHTsl @Ch Poccun u ®CTOK
MOJIX0/1a, BEIPa0aThIBATh (dhopMupyeT coOCTBEHHBIS Poccuu B obnactu 3anuTel nHGOpMAINK.
CTPATETHIo JICHCTBUIA MHEHUS U CYKICHHUS, YMeTh IpUMEHSITh OCHOBHBIE
apryMeHTHPYET CBOU HOPMAaTUBHBIE TPABOBBIE AKTHI B 00JIACTH
BBIBOJBI M TOUKY 3PEHHUS obecrieyeHus: HHPOPMAIMOHHON

0€301MacHOCTH ¥ HOPMaTHUBHBIC
meroandeckue mokymeHTs @Ch Poccun
1 OCTOK Poccum B 001aCTH 3aIUTEI

nHpOPMAaLINH.
Oo6umenpodeccuoHalbHble KOMIETEHIIUN
OIIK-1 Cnocoben N-0OMK-1_3 3HaTh
OLICHUBATh POJIb 3Haer MOHATHA | TPEOOBAHUS POCCUHCKOTO
MHQOPMAIIH, UHPOPMAINH, 3aKOHOJATENbCTBA B c(hepe 3alUThI
MH(POPMALMOHHBIX MH(POPMALTMOHHON MEPCOHAIBHBIX JAHHBIX, OXPAHBI
TEXHOJIOTHH U 0e30macHOCTH, MECTO U | Pe3yJIbTaTOB HHTEIUIEKTYaIbHOU
MHQOPMAITMOHHON poib MH(QOPMAIIMOHHOH | IesITeIbHOCTH.
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0e30MmacHOCTH B
COBpPEMEHHOM 00IIIeCTBE,
WX 3HAYCHUE IS
obecnieyeHns1 0ObEKTUBHBIX
MOTPEeOHOCTEH TUIHOCTH,
o0IecTBa U TOCYJapCTBa;

0Ee30MacHOCTH B CHCTEME
HaIIMOHAJIbHOM
6e3omacuHoctd Poccuiickoi
®denepaunu, OCHOBBI
roCcyJapCTBEHHOU
WH()OPMAITMOHHOH
IIOJIUTUKHU

YMeTb HopMyITUpOBaTH OCHOBHBIC
TpeOOBaHMs K 3aIIuTe HHOOPMAIIUU 1
pa3pabaThIBaTh MPOCKTHI JIOKATBHBIX
HOPMATHUBHBIX ¥ OPTaHU3AIMOHHO-
pacropsIUTENBHBIX JOKYMEHTOB,
pETIaMEHTUPYIOIIUX PadoTy 110
obecrieyeHnto HHHOPMALMOHHON
0€30MacHOCTH B OpraHU3alyy.
(hopMHpOBaTH OIUTUKY
nHGOPMALIMOHHON 0€30MacHOCTH

OIIK- 2.3

Croco0eH MpOBOIUTH
CpPaBHUTEJILHBIN aHAIN3 U
OCYILECTBIIATD
000CHOBaHHBIH BBIOOD
MPOTPAaMMHBIX H
MPOrpaMMHO-anmMapaTHBIX
CPEZCTB 3aIIUTHI
WHGOPMAITUH C yIETOM
peaM30BaHHBIX B HUX
MaTEMAaTUYCCKUX METOJ0B

H-OIK-2.3 3 Cnocoben
JUTSI KOHKPETHON CHCTEMBI
OCYIIECTBIST
000CHOBaHHBIH BBIOOD
MPOTPAMMHBIX U
IIPOrpaMMHO-aIIapaTHBIX
CPEJICTB, 00CCIICYMBAIOIIINX
BBICOKYIO 3aIUIIEHHOCTb
oT BpenoHocHoro I10.

YMeThb OArOTOBUTH HEOOXOIUMBIC
JIOKYMEHTBI JJIs TIOJIPSITIHKA TI0
MIPOBEACHUIO paboOT B cepe
JUICH3UPOBAHYSI B 00JIaCTH
oOecrieueHus 3aMThl HHQOPMAIUH,
aTTECTAITMH 00BEKTOB MH(POPMATH3AITIH

4. O0beM, CTPYKTYpa U coJep:KaHue THCIUTITUHBI

OO61as TpyA0eMKOCTh IUCHHUIUIMHBI COCTABISIeT 2 3a4eTHBIE eIMHUIIBI, /2 aKaJ. Jaca.

Ne Tembl (pa3aebl) Buabl yueOHbIX 3aHATHIH, DopMbI TEKYLIEr0
e,
n/n AUCHUTLIMHBI, R BKJIIOYASl CAMOCTOSITEIbHYI0 | KOHTPOJISA YCIIeBAeMOCTH
HX COJep:KaHue S padoTty cTy1eHTOB, ®opma NpoOMeKYTOUHOM
3 U UX TPY/10€MKOCTh aTrecTanuu
(B akaieMHUYeCKHX Yacax) (no cemecmpam)
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Mudopmanonnas Ornpoc Ha IPaKTUYECKUX
1 |6e3omacHocTh Poccuiickoit 4 2 2 4 p P
Deeparun 3aHSITHAX
besonacrocts Onpoc Ha MPaKTHYECKUX
2 |(3amMImeHHOCTD) 4 2 2 4 p P
KOMIIBIOTEPHBIX CHCTEM. SaHATIEIX
3 Mopnenu HapyIHuTens u 4 5 2 2 4 Onpoc Ha MPaKTHYECKUX
TUIIXYHBIC aTaKH. 3aHATUIAX
4 Bpenonocuoe nmporpaMMHoOe 4 5 2 5 Onpoc Ha MPaKTHYECKUX
oOecrieyeHue. 3AHITUAX
5 CpencTa 3aluThH U 4 5 2 2 4 Onpoc Ha MPaKTHYECKUX
Hama/IeHusI. 3aHATHUAX
Onpoc Ha MPaKTHYECKUX
6 |Yamuroxkenune napopmarun.| 4 2 2 4 p p
3aHITHAX
3amura uHGOpMALUHU OT
- (opwma Onpoc Ha MPaKTUYECKUX
7 |yTE€UYKH IO TEXHUYECKIM 4 2 2 4
KaHajam 3aHIATHAX




8 KoMIbroTepHO-TeXHHYECKas 4 5 2 4 Omnpoc Ha MPAKTHUCCKUX
IKCIIEPTH3A. 3aHATUAX
0,3 | 2,7 3auer
Bcero 72 | 16 | 16 4 |03 | 357

Copeprxkanue pa3iesoB AUCIUTUIMHBL:

Tema Ne 1 Undbopmanmonnas 6e3onacHocTb Poccuiickoit deaepanmu.

1.1. Yrpo3sr uadopmannonHoit 6e3omacHoctu Poccutickoii deneparuu.

1.2. JloxTpuHa uH(HOpMAIIMOHHON 0€30MacHOCTH.

1.3. OOurue mpUHIUIIBI 3aIUTHl HH)OpPMAITUH.

1.4. Knaccudukanus yrpos.

1.5. O630p MatepuanoB deaepabHOr0 0aHKa JAaHHBIX YTPO3 OE30MAaCHOCTH, BEAYIIETOCS B
pasnene «Texuuueckas 3amura uHGopmaruuy (https://bdu.fstec.ru) wa oduumansHoM caiite
OCTOK Poccun u ceMeicTBa HAMOHAJIBHBIX CTAHAAPTOB 3AIUTHI OT YTPO3, PEATU3YEMbIX Yepe3
ckpbIThie kanassl (TOCT P UICO/MBK 53113-1-2008, 53113-2-2009).

Tema No 2 be3onacHOCTh (3alUIIEHHOCTh) KOMIBIOTEPHBIX CHCTEM.

2.1. O630p cpeacTB ¥ METOAOB MHPOPMALTMOHHOW/ KOMIIBIOTEPHON 0€30IaCHOCTH.

2.2. UnTterpupoBaHHas IporpaMMHO-amnmaparHas 3ammra nadopmamnuu Trusted Platform
Module (TPM).

2.3. Meronsl HapyuieHUS KOH(PHACHUUATBHOCTH, LEJIOCTHOCTH U JOCTYIHOCTH
nHpOpMaInu.

2.4. Monenu ynpaBlieHUsI JOCTYIIOM.

2.5. KoHnTpoms mpas gocryra.

2.6. OG30p ceMelicTBa HaIMOHAIBHBIX cTaHIapTOB Poccuu B chepe KpUTepueB OLIEHKH
6e3omacHoctr nHPopMmarmonubeix cucreM (COCT P UCO/M3OK 15408-1-2012 «Yacts 1. BBenenue
B 0011yt0 Mozenb», [OCT P MCO/MOK 15408-2-2013 «Yactp 2. DyHKIIMOHATEHBIE KOMITIOHEHTHI
oe3omacuoctry, ['OCT P MCO/MBK 15408-3-2013 «Yacte 3. KoMIoHEHTBI J0BepUs K
0€30MacHOCTHY).

Tema Ne 3 Mojieny HApYIIUTEIIS U TUITHYHBIC aTaKH.

3.1. Mopens aeiicTBUi BEPOATHOTO HAPYIIUTENS U MOJIETh IIOCTPOSHUS 3AIHTHI.

3.2. Kimaccudukarnusi OCHOBHBIX BHJIOB aTaK.

3.3. CeteBas pa3Beka.

3.4. CpencTBa 1 METOABI HEUTPATM3AINN aTaK.

Tema Ne 4 BpenoHocHoe nporpamMmMHoe obecriedeHue.

4.1. Knaccudukanus BpeZJOHOCHBIX IPOTpaMM.

4.2. TpuzHaku mpucytcTBuUs BpepoHocHoro [10.

4.3. Metoabl o6HapyxeHus BpegonocHoro I10.

4.4. Crioco6s! BHenpenus BpegonocHoro I10.

4.5. ITpumMepsl ceTeBbIX aTak.

4.6. TpostHCKHME POTPAMMBI, JTFOKH, SKCTUTOUTEHI.

4.7. Metonb! 3aumThl OT BpenoHocHoro I1O. TexHomnoruu camosamutel. MecTo U poJib
MEXCETEBBIX IKPAaHOB B oOecreueHrH Oe3onacHocTH pecypcoB AC. Bo3MOKHOCTH U OTpaHHYCHUS
AHTUBUPYCHBIX MporpamMm. (0030p

4.8. Cnienualim3upoOBaHHbBIE CPEACTBA H METOIbI BRISIBIICHUS BPEIOHOCHBIX ITPOTPAMM.

Tema Ne 5 CpesncTBa 3alllUThHI ¥ HAIAJICHHUS.

5.1. UndopmarmonHas BoitHa 1 HH(GOPMAIIMOHHOE OPYKHE.

5.2. OcoO6EHHOCTH TEXHUUYECKUX CPEACTB MH(POPMALIMOHHOMN BOHHBI.

5.3. Kitaccudukanus cpeicTB 3alTUThl U HAITaICHUSI.

5.4. Knaccudukanusi 3MEeKTPOHHBIX YCTPOWCTB MepexBaTra WH(OpPMALUU, BHEIAPSIEMBIX B
CpEeJICTBA BBIYUCIIUTEILHON TEXHUKH.

5.5. CpenctBa cunoBoro aecTpykTuBHOT0 Bo3aeiictus (C/IB).



https://bdu.fstec.ru/

Tema Ne 6 YHUYTONKCHHE HHOOPMAIIHH.

6.1. Heo6Xx0quMocCTh YHUUTOKEHUS JOKYyMEHTOB. OCOOCHHOCTH ynajaeHus HHGOpMAaIuH ¢
3JIEKTPOHHBIX HOCUTEIICH.

6.2. [TonmuTHKa YHUYTOKECHHSI TaHHBIX.

6.3. YanuTOoKeHne KoH(puaeHInanbHOM nHpopManuy (MJIAHOBOE U SKCTPEHHOE).

6.4. Cnenpl B ceTd. YHUKaIbHble HWJICHTHU()UKATOPHl HHTEPHET-NOJIb30BATEICH W
AJIEKTPOHHBIE "OTHEYaTKH'".

6.5. KonpuaeHnaasHOCTh B COIMAIBHBIX CETSX.

Tema Ne 7 3amuTta nHGOPMAIIUU OT YTEYKHU 1O TEXHUYECKUM KaHaIaM.

7.1. YTeuku: NOHATHE, BUIBI.

7.2. TunioBBIC KaHAJIBI YyTEYKH UHPOPMAITUH.

7.3. TexHnueckue KaHaJIbl yTCUKH.

7.4. CpencTBa U METO/IbI OOHAPYKEHUSI TEXHUUECKUX KaHAIOB YTEUKH HH(POPMALIUH.

7.5. Cuctemsl 3a1IUTHI KOHPHUISHIIMATBHBIX JaHHBIX OT BHYTPEHHUX yIPoO3.

7.6. Texnonorus muppoBBIX OTIEYATKOB.

Tema Ne 8§ KOMIBIOTEpHO-TEXHUYECKAS IKCIIEPTU3A.

8.1. KoMIbroTepHO-TeXHHUYECKAs IKCIepTH3a. METO bl AKCIIEPTHU3HI.

8.2. [IpoBenenue paccieoBaHUs KOMIBIOTEPHBIX UHIUICHTOB.

8.3. UccnenoBanne HOCUTENEH KOMITBIOTEPHOM HHPOPMALINH.

8.4. AnmapatHO-IIporpaMMHbIE CPEJICTBA pPacCieI0BaHUsl KOMIBIOTEPHBIX HHIIUICHTOB.

8.5. 0030p monoxenuit 'OCT P MCO/MBK 18044-2007 «MeHEIHKMEHT HHIIUCHTOB
nHOpMALIMOHHONW  O€30MacHOCTW»  JJIs  pElIeHHUs 3a7ad  pacclieJOBaHHsl  WHIIMICHTOB
0€30MacCHOCTH.

5. O0pasoBaTe/IbHbIe TEXHOJOIHH, B TOM 4YHCJe TEXHOJOTHH JJIEKTPOHHOIO 00y4YeHHs H
JAUCTAHIMOHHBIE 00pa3oBaTeIbHbIE TEXHOJOIHH, MCIOJIb3yeMble NpPH OCYIIeCTBJIEHHH
00pa30BaTeJIbLHOIO MpoIecca Mo TUCIHUTIIHHE

B nponecce 06yueHus UCIONIB3YIOTCS Cieayolue 00pa3oBaTeibHble TEXHOIOTUU:

BBoaHas JeKknusi — JaeT NEpBOE LEINOCTHOE INPEACTaBICHUE O NUCLUILIMHE (WK ee
pasziene) W OpPUEHTUPYET CTYyJEHTa B CHUCTEME M3Y4YeHHUs MaHHOM IUCUMIUIMHBL. CTyAEHTHI
3HAKOMSTCS C HAa3HAUY€HHWEM WU 3a/ladaMHM Kypca, €ro pojbl0 U MECTOM B CUCTEME Y4YEOHBIX
JUCLUUIUIMH M B CUCTeME€ NOJTrOTOBKM crnenuanucra. [laercs kpaTkuil 0030p Kypca, MCTOpHUS
Pa3BUTHS HAYKU U NMPAKTUKH, TOCTUKEHUS B 3TOU cpepe, NMEHa N3BECTHBIX YUEHBIX, U3JIaratoTCs
NIEPCIEKTUBHBIC HAIIPABJICHUS HCcleqoBaHUN. Ha 3ToM KUK BBICKA3bIBAKOTCSA METOAUYECKUAE U
OpraHU3alOHHBIE OCOOCHHOCTH PabOThI B paMKax Kypca, a TaKKe 1aeTCsl aHaJIU3 PEKOMEH1yeMOi
y4eOHO-METOJUUECKON JTUTEPaTypHl.

AkaneMuyecKkasi JIEKIUSl € DJJI€MEHTAMHM JeKHHMH-Oecelbl — IOCIEI0BATEIbHOE
M3JI0KEHUE MaTepuasna, OCYILIECTBIsIEMOE NPEUMYLIECTBEHHO B BUAE MOHOJIOIA IIPEIOaBaTEIIs.
DneMeHTHI JIeKIIMU-0eceibl 00ecTIeYnBal0T KOHTAKT MPENoaBaTeisl C ayIUTOPUEN, UTO O3BOJISET
NpUBJIEKaTh BHUMAaHUE CTYJEHTOB K HanOoJiee Ba)KHbIM TeMaM JMCLUIUINHBL, aKTHBHO BOBJIEKATh
UX B y4eOHBIH Ipoliecc, KOHTPOJIUPOBATh TEMIT M3JI0KEHHS yUeOHOr0 MaTepuaia B 3aBUCUMOCTHU
OT YPOBHS €TI0 BOCIIPUATHS.

IIpakTHyeckoe 3aHATHE — 3aHATUE, MOCBSIICHHOE OCBOCHUIO KOHKPETHBIX YMEHHH M
HAaBBIKOB U 3aKPEIJICHUIO MTOJYYEHHBIX Ha JICKLIIUHA 3HAaHUH 110 NPEUI0KEHHOMY AJITOPUTMY.

KoncynbTauum — Buja y4eOHBIX 3aHATUN, SBISIOUIUICS OJHOW W3 (QOPM KOHTPOJIS
caMoCTOsITeNIbHOW  paboThl  cTyAeHTOB. Ha  KOHCymbTanMsX 1O MPOCkOEe  CTYIEHTOB
paccMmarpuBaroTCs HauOoJiee CIIOXHbIE MOMEHTBHI IMPH OCBOEHHMU MaTepHaja JUCLUILIUHBL,
[IPENOAABATeNIb OTBEYAET HA BOIPOCHI CTYAEHTOB, KOTOPBIE BO3HHUKAIOT y HHUX B IIPOLECCE
CaMOCTOSITENIbHOM pabOTHI.



B mporecce 00yueHHs HCTIONMB3YIOTCS CIEAYIOUTHE TEXHOJIOTUH 3JIEKTPOHHOTO 00y4eHUs U
JUCTAaHIIMOHHBIE 00pa30BaTEIbHbBIE TEXHOJIOTUU:
DJIEKTPOHHBIH yueOHbIH Kypc «OcHOBbI MH(popManuOHHOH Oe3omacHocTH» B LMS
DjekTponHblil yHuBepcuter Moodle SApI'Y, B koTopom:
- TpPeICTAaBICHBI 3aJaHMs JJs CaMOCTOSATENBHOW paboThl OOydYalomMXCs MO TeMaMm
JUCLUIUIMHBL,
- OCYLIECTBJISIETCS  NPOBEACHHE  OTHCIBHBIX  MEPOINPHUATHI  TEKYLIEro  KOHTPOJA
yCIIEBAEMOCTH CTY/IEHTOB;
- MPEeICTaBIEHBI TEKCTHI JEKIUH MO OT/IEIbHBIM TeMaM JUCHUIUINHBL,
- IIPEJCTaBJICHbI IPaBUJIA MPOXOKIACHUS IPOMEKYTOUYHON aTTECTALUU 110 TUCLUILINHE;
- MPEICTaBIEH CIUCOK yUeOHOM ITUTEepaTyphl, PEKOMEHIyEMOH I OCBOCHHSI JUCIIUIUIMHBI,
- IpeicraBieHa uHpopMmauus o ¢GopMe U BPEMEHHM IIPOBEACHUS KOHCYJIbTalUH IO
JTMCLUIUIMHE B PEKUME OHJIAlH;
IOCPEJCTBOM (opyMa OCYILECTBIIAETCS CHHXPOHHOE M (MJIM) ACHHXPOHHOE B3aUMOJEHCTBUE
MEXy 00yUJarOIIMMUCS | MPEToIaBaTeNIeM B paMKaX U3y4eHHsI JUCIIUIUIHHEL.

6. IlepeyeHb JUMIEH3UOHHOTO0 M (WJIH) CBOOOAHO PACHPOCTPAHSAEMOr0 MNPOrpaMMHOIO
o0ecreyeHusi, MCHOJIb3YyeMOr0 IIPH OCYIIECTBJICHMH 00pa30BaTe/JIbHOIO Iponecca Io
AMCUMILINHE

B nponecce ocymiectBiaeHust 00pa3oBaTebHOrO Mpolecca Mo AUCHUIUINHE UCIIOIb3YIOTCA:

Uist OPMHUPOBAHUSI MAaTEPUATIOB JUIsl TEKYIIET0 KOHTPOJS YCIEBAEMOCTU M IPOBEICHUS
IIPOMEKYTOUHOM aTTecTally, A1 (OPMUPOBAHUS METOIMUECKUX MATEPUANIOB M0 AUCLUILINHE:

- nporpammbl Microsoft Office;

- Adobe Acrobat Reader;

- lnTepHeT-Bepcus ClIpaBOYHON CUCTEMBI | 'apaHT.

7. IlepeyeHb COBpeMeHHBIX NPO(ecCHOHAJBHBIX 0a3 JaHHBIX M HHGOPMALMOHHBIX
CIIPABOYHBIX CHCTEM, HCIOJIb3yeMbIX IIPH OCYLECTBJEHUH 00pa30BaTeIbLHOIO Npouecca mo
AUCHMILINHE (TIPH HE00X0AUMOCTH)

B nporecce ocymiectBiaeHust 00pa3oBaTeNbHOTO Mpoliecca Mo AUCHUIUINHE UCTIOIb3YIOTCA:
ABTomaTtusupoBaHHas 6uOanoreyHo-uHpopmanmonHas cuctema «bYKM-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

8. IlepeueHb OCHOBHOW ¥ [IONMOJIHUTEJbHOW Yy4eOHOH JUTepaTypbl, pecypcoB
HHG(OPMAMOHHO-TEJIEKOMMYHUKAUMOHHOH ceTu « UHTEepHET», He0OX0AMMBIX /IJI 0CBOEHHUSA
AMCHUIINHBI

a) OCHOBHAsI JIUTEepaTypa

1. NoxTrpuna uapopmarmonHou 6ezonacHoct Poccuiickoit @eneparuu (yrBepxKaeHa YKa3om
[Tpesunenta PO ot 5 nexabpst 2016r. Ne 646).

2. 3enkoB, A. B. MHdopmarmonHas 6€30IMacHOCTh U 3amuTa HHpOopMamun : yaeOHOe Tocooue
s By30B / A. B. 3enkoB. — Mocksa : U3natenbctBo FOpaiit, 2022. — 104 ¢. — (Briciiee
obpazoBanue). — ISBN 978-5-534-14590-8. — TexkcT : anekrponnsiii // O6pa3oBaTenbHas
wiargopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/497002 (nata obpamenus: 29.01.2022).
3. Hecrepor C.A., MadopMmarmonHas 6€301macHOCTh | yYeOHUK U MPAKTHKYM JIJISl aKaIEMHIECKOTO
6axanaBpuata / C. A. Hectepos, M., FOpaiir, 2016, 321c¢

4. Hectepos, C. A. OcHoBbl nH(OpMaImoHHou 6e3onacHocTH : yaebnoe mocooue / C. A. Hectepos.
— 5-e m3n., crep. — Cankr-IlerepOypr : Jlans, 2019. — 324 c. — ISBN 978-5-8114-4067-2. —
Texct : onextpouHwsld // Jlamp : dnekTpoHHO-OMOnMoTeuHas cuctema. — URL:
https://e.lanbook.com/book/114688 (mata oOpamenus: 29.01.2022). — Pexum npoctryma: st
aBTOPH3. NIOJI30BATEIIEH.


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://urait.ru/bcode/497002
javascript:
javascript:

5. llanerun, B. ®@. 3amura uHpOpMaLuu B KOMIIBIOTEPHBIX cucTeMax U cersax / [llansrun B. ©. -
Mocksa : IMK Ilpecc, 2012. - 592 c. - ISBN 978-5-94074-637-9. - Tekcr : anextponnsiii / IbC
"KoncynbTant crynenra” : [caiT]. - URL
https://www.studentlibrary. ru/book/ISBN9785940746379 html (mara o6pamenus: 29.01.2022). -
Pexxum noctyma : 1o noanucke.

6. Hlanprun, B. ®. Madopmanmonnas 6e3onacHocTs U 3amuTa napopmarmu / Hlansrun B. O. -
Mocksa : JIMK Ilpecc, 2014. - 702 c. - ISBN 978-5-94074-768-0. - Tekcr : anexkrponnslii // 9bC
"KoncynbranT crynenra” : [caiit]. - URL :
https://www.studentlibrary.ru/book/ISBN9785940747680.html (zara obparmenus: 29.01.2022). -
Pexxum octyma : 1o noanucke.

7. I'anarenxo, B. A. Crannaptsl nundopmanronHoii 6ezonacnoctu / I'anatenko B. A. - Mocksa :
Hammonansneiit Otkpeiteiii YauBepcuter "MHTYUT", 2016. (OcHOBBI MTHGOPMAITMOHHBIX
texaonorui) - ISBN 5-9556-0053-1. - Tekcr : anexrponnstii / ObC "KoHCcynbTaHT cTyaeHTa" !
[caiiT]. - URL : https://www.studentlibrary.ru/book/ISBN595560053 1.html (naTa oGparenus:
29.01.2022). - Pesxxum ocTyIa : 10 MOJITUCKE.

8. TOCT P UCO/MDBK TO 19791-2008r., «MHbOopManimoHHAst TEXHOJIOTH. METOIbI M CPECTBA
obecrieyenuss  Oe3omacHocTH. OneHka  0€30IaCHOCTH  aBTOMAaTU3MPOBAHHBIX — CHUCTEM,
@enepanpHOE AareHTCTBO IO TEXHUYECKOMY pETYJIMpPOBaHHIO M Merposormu Poccun, M.:
«Crangaptuadopmy», 2009. - 126¢.

9. TOCT P NCO/MDBK 18045-2013r., «IupopmanimoHHast TEXHOJOTHs. METOIbI U CpelCcCTBa
obecrieyeHuss Oe3omacHOCTH. MeTo[oJ0rus  OLEHKHM 0e30MacHOCTH  HMH(POPMallMOHHBIX
TexHoJoruity, denepanbHOE areHTCTBO 110 TEXHUUECKOMY PETyJIUpOBaHuI0 U MeTpoJioruu Poccun,
M.: «Cranpaptundopm», 2014. - 250c.

10. T'OCT P UCO/MDK 15408-1-2012r., 15408-2-2013r., 15408-3-2013r., «HDOpManmoHHas
TexHoslorusi. Meroll U cpeicTBa obecnedeHUs MHPOpMaLMOHHONW Oe3omacHocTH. Kpurtepun
OIICHKU 0€e30MacHOCTH MH(POPMAIMOHHBIX TeXHONIOruiy», «Hacts 1. BBenenue u olmias Moaenby,
«YHactp 2. OyHKIMOHATIbHBIE KOMIIOHEHThI Oe30macHoCTH», «HacTh. 3. KOMIIOHEHTHI 1oBepus K
6e3onacHocTn», MdeneparbHOE areHTCTBO MO TEXHUYECKOMY PEryJIMPOBAaHUIO U METPOJIOTUU
Poccun, M.: «Cranmaptundopm», Yacte 1.-2014.-56¢., Yacts 2.-2014.-164c., Yacts 3.-2014.-
152c.

11. TOCT P HCO/MDBK 53113-1-2008 «HMH(popMalIMOHHBIE TEXHOJOTHH. 3alluTa
MH(OPMALIMOHHBIX TEXHOJIOTUH M aBTOMAaTU3WPOBAHHBIX CHUCTEM OT Yrpo3 HHPOPMAIMOHHOM
0€30MaCHOCTH, peaM3yeMbIX C IMOMOIIbI0 CKPBITHIX KaHaioB. Yacte 1. OOuIMe MOJI0KEHUNN,
denepanpHOE AareHTCTBO IO TEXHUYECKOMY pETYJIMpPOBaHHIO M Merposormu Poccnn, M.:
«Crangaptuadopm», 2009. - 12c¢.

12. TOCT P MHCO/MBK 53113-2-2009 «HpOpMAIIMOHHBIE TEXHOJOTHH. 3aluTa
MH(GOPMAIMOHHBIX TEXHOJOTHH M aBTOMAaTHU3MPOBAHHBIX CHUCTEM OT Yrpo3 HHGOPMAalMOHHOM
0€30MMacCHOCTH, peain3yeMBbIX C IOMOIIbIO CKPBITHIX KaHaoB. YacTh 2. PekoMeH1anuu no 3amure
uHbopManuy, HHMOPMAIIMOHHBIX TEXHOJIOTMH UM aBTOMAaTU3MPOBAHHBIX CHCTEM OT YIpo3
nH(OPMaLIMOHHON 0€30IaCHOCTH, peaiu3yeMbIX C MOMOIIbIO CKPBITHIX KaHaioB» denepaibHOE
areHTCTBO MO TEXHUYECKOMY pErylupoBaHHIO U Merpojoruu Poccun, M.: «CrangapTuadopm»,
2010. - 12c.

13. PyxoBomsmme noxymeHTsl DPCTOK Poccum «TpeboBanusi Kk cucreMam OOHapyKeHHS
BTOp>KeHUI», BBeAeHHbIX mnpukazom OCTIK Poccunm ot 6 nexabps 2011 r. Ne 638
(3apeructpupoBan MuntoctoMm Poccun 1 deBpans 2012 r., per. Ne23088) nns 4, 5 u 6 kiaccos MC.
14. bazomas mojens yrpo3 0€30MacHOCTH TEPCOHAIBHBIX JaHHBIX TPH HX 00paboTKe B
MH(POPMAIIMOHHBIX CHCTEMax MepcOHaIbHBIX AaHHBIX (Bbimucka). ®CTOK Poccun, 2008 ron.
http://fstec.ru/component/attachments/download/289 .



http://fstec.ru/component/attachments/download/2894

15. Metoauueckuii gokyMeHT "MeToauka OLEHKH yrpo3 Oe3omacHoctd uHGopmanuu" (yTB.
denepanbHOM CITY)KO0H 10 TEXHHYECKOMY U DKCIIOPTHOMY KOHTpoJto 5 deBpans 2021 r.).
13. Bank nanHbIX yrpo3 6e3onacuoctu uHpopmaimn PCTIK Poccun. https://bdu.fstec.ru/threat

0) 10MOJTHUTEJIbHASI JIUTepaTypa

1. benos, E. B. OcHoBbl nH()OpMaIMoOHHOM 0€3011acHOCTH : yueOHoe mocooue st By30B / E. b.
benos, B. I1. Jlocs, P. B. Memepsikos, A. A. lllenynanos. - MockBsa : ['opsiuast munus - Tenekom,
2011. - 544 c. - ISBN 5-93517-292-5. - Tekcrt : anexkrponnsiii // OBC "KoHcynbraHT cTyaeHTa" :
[caiiT]. - URL : https://www.studentlibrary.ru/book/ISBN5935172925 .html (1ara oGpameHus:
29.01.2022). - Pexum JOCTYyIIA : 1O ITOAIUCKE.

2. essuun, I1. H. Moaenu 6€301acHOCTH KOMIIBIOTEPHBIX CHCTEM. YIIpaBicHUE JOCTYIIOM U
MH(pOPMaIMOHHBIMH MIOTOKAMH : ydeOHoe rocodue juist By3oB / Jlessuun I1. H. - 2-e u3n. , ucnp. u
nor. - Mocksa : ['opstuast aunus - Tenekom, 2013. - 338 c. - ISBN 978-5-9912-0328-9. - Tekcr :
anextponHsid // DbC "KoncynbTanT cTynenTa" : [caiit]. - URL :
https://www.studentlibrary.ru/book/ISBN9785991203289.html (mata o6pamenus: 29.01.2022). -
Pexxum nocTyna : 1o mojamucke.

3. Kazapun, O. B. IIporpammHo-anmapatHbie CpeAcTBa 3alIUThl HHPOPMALKU. 3aIuTa
MIPOrpaMMHOTO o0ecrieueHus : yueOHUK U pakTukyMm 1t By3oB / O. B. Kazapus,

A. C. 3a6abypun. — Mocksa : U3narensctBo FOpaiit, 2022. — 312 ¢. — (Briciiee
obpazoBanue). — ISBN 978-5-9916-9043-0. — Texkcr : anexktponHslii / OOpa3oBarenbHas
mwiardopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/491249 (nata oopamenwus: 29.01.2022).
4. lllenyxun, O. K. OOHapyx’eHHe BTOP>KEHU B KOMIIBIOTEPHbBIE CETU (CETEeBbIE AHOMAIIHH)
yaeOHoe mocobue s By3oB / [Tox pen. mpodeccopa O. U. lenyxuna. - Mocksa : ['opsiaas
muHus - Tenekom, 2013. - 220 c. - ISBN 978-5-9912-0323-4. - Tekcr : anextponHsiii // bC
"KoncynbranT crynenrta" : [caiit]. - URL :
https://www.studentlibrary.ru/book/ISBN9785991203234.html (nara obpamenus: 29.01.2022). -
Pexxum noctyma : 1o noanucke.

5. Ilpockypun B.I'., «3amura nporpamm u JaHHBIX», 2-¢ H3/1aHUe, ydeOHOE ocoOue JUIsl CTY/.
yUpexXAeHUH BoIcHL TIpod. oOpa3oBanus, M., U3narensckuii neHTp «Axagemus», 2012.- 208¢

9. MarepuajbHoO-TeXHUYecKasi 0a3a, HeoOX0AUMAasI V11 OCYIECTBJIEHHs 00pPa30BaTeILHOIO
npouecca no AMCHUIINHE.

MarepuanbHo-TexHUYeCKass 0a3a, HeoOXoaumasi UIsl OCYIIECTBICHUSI 00pa30BaTEIHHOTO
npoliecca Mo AUCIHUILIMHE BKIIOYAeT B CBOM COCTAB CHEIHAIbHbIE TOMEILCHHS:

- yueOHbIe ayTUTOPHUH JJIsl TIPOBEICHHS 3aHATHH JICKITMOHHOTO THIIA;

- yueOHbIe ayTUTOPUHU AJIS IPOBECHUS TPAKTUYECKUX 3aHATUN (CEMHUHAPOB);

- yueOHbIC ayTUTOPHUH JJIS TIPOBECHHS TPYIIIOBBIX U MHIMBUAYAIBHBIX KOHCYIbTAIIAN;

- yueOHble ayIUTOPUM JUIs MPOBEACHUS TEKYIIEro KOHTPOJsS U MPOMEXKYTOUHOMH
aTTeCTallNu;

- IOMEIICHUS JJIs1 CAMOCTOSITETIbHON paboThl;

- TIOMETIEHHS IJIs1 XpPaHEHUST U POPUITAKTUIECKOTO OOCITY)KUBAaHUS TEXHUUECKUX CPENICTB
o0OyueHusl.

CrieruanpHble TIOMEIIEHUS! YKOMIUIEKTOBAHBI CPEICTBAMH OOYYEHUS, CIYKAIUMH IS
npeacTaBiIeHus yueOHoi nHpopmanun 60IbIION ayIUTOPHH.

[Tomemienust Ajis caMOCTOSATENbHONM PadOThl OO0YYaIOUIMXCS OCHAIIEHbI KOMIIBIOTEPHOM
TEXHUKOM € BO3MOXHOCTBIO TMOJAKIIOYEHHUS K ceTH «MHTepHeT» M obecredeHueM JocTyna K
AJIEKTPOHHOU MH(POpPMAITMOHHO-00pa3oBaTeabHOM cpeae SApl'Y.

ABTOp:!

CTapIIUii peno/aBareib
kadenpst Kb u MMOU A.B. Caxanna

O0JIHCHOCHb, YYeHAsl CIeneHtb noonuce U.0O. ©amunus
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IIpuioxenne Ne 1 k paGoueii nporpaMmme M CUMIIIMHBI
«OcHOBBI HHPOPMALMOHHON 0€30ITACHOCTH»

MoH/1 OLIEHOYHBIX CPEICTB
AJIsl IPOBe/IeHUs TeKylleil U MPOMeKYTOYHOI aTTecTalliu CTY/AeHTOB
1O JUCHUIJINHE

1. TunoBble KOHTPOJIbHbIE 32IaHUSI WIN UHbIE MAaTEePHAJIbl, He00X0AUMMBbIE VISl OLeHKHU
3HAHUM, yYMEHHI, HABLIKOB W (WJIH) ONBITA JeATEJbHOCTH, XAPAKTEPU3YIOIIMX 3TANbI
¢GopMupoBaHus KOMIIETEHLM I

1.1 KoHTpoJibHBbIE 3a]aHUsI U HHbIE MATEPUAJIbI,
HCIoJIb3yeMble B Ipouecce TeKyuieil arrecranuu

Ilepeyens BONPOCOB /151 ONIPOCOB HA NPAKTHYECKHUX 3aHATHAX:

1. B yem CyTh OTIMYNI POCCHICKON KilaccH(pUKaUU yrpo3 0€30MacHOCTH OT MPUHATOH B
3amajHbIX CTaHAapTax?

2. B 4eM COCTOMT CyTh 3allUTHl OT HAPYIICHUS KOH(PHUICHIHUATBHOCTHU, IEIOCTHOCTH U
JOCTYITHOCTH UH(POPMAITIH?

3. B guem cocTouT CyTh pa3inMyHBIX 00MEYNOTPEOMMBIX MOJEINEH yIpaBIeHHs JOCTYIIOM K
KOMIThIOTEPHOM MH(pOpMaITUN?

4. Kak omnpenenuTh BEPOSITHbIE LI€TM KOMIIBIOTEPHOW aTaku IO Ipu3HakaM (Gopmbl ee
peanuzanuu?

5. KakoBbI COCTaBISIONINE POCCUIICKON CUCTEMBI 00eCTIeYeHUsI 0€30TTaCHOCTH KPUTHYECKIX
MH(GOPMALIMOHHBIX CUCTEM OT KOMIIBIOTEPHBIX aTak?

6. KakoBbl (yHKIMHM YYaCTHHKOB peaJlHM3allMid CHCTEMBI oOecreueHust 0e30macHOCTH
KPUTHYECKMX MH(POPMAITMOHHBIX CUCTEM OT KOMIBIOTEPHBIX aTakK?

7. Kakue BbI 3HaeTe MOJIEIH B3aUMOJICHCTBUS MTPOTPAMMHON 3aKJIaKA C aTaKyeMOM KOM-
MBIOTEPHON CUCTEMOM?

8. HazoBuTe Mpennocbulku K BHEAPSHUIO U METO/IbI BHEJPEHUS MPOTPAMMHBIX 3aKJIA/I0K.

9. B yeM 0COOEHHOCTHM KOMIIBIOTEPHBIX BHMPYCOB, BBIIENSIEMBIX B OTJENbHBIM Kiacc
BPEIOHOCHBIX MPOrpaMm?

10. OxapakTepu3yiTe >KM3HEHHBIN UK, 0COOEHHOCTH (PYHKIIMOHUPOBAHMSI, 0COOEHHOCTH
MIPOTUBOAECHCTBUSI KOMIIBIOTEPHBIM BUPYCaM TOTO MJIM MHOTO KJlacca.

11. B 4eM COCTOMT OTJIMYME yTE€UYKH MH(OPMAIMM MO TEXHUYECKUM KaHajlaM OT JIPYTHX
BUJIOB?

12. B yem COCTOMT CyThb YHUKAJIbHBIX HACHTH(QHUKATOPOB HHTEPHET-NOJb30BaTENEH U
ANEKTPOHHBIX "0TIeyaTKOB" pabOTHI B COLIUATIBHBIX CETSIX?

13. B uem cOCTOMT 3aBUCHUMOCTh METOJMK NPOBEICHUS PACCIIEIOBAHUS KOMIBIOTEPHBIX
WHIMICHTOB OT TIOCTABJICHHBIX 33]1a4, YCIOBUH WX MMPOTEKAHHS U PE3yJIbTaTOB?

14. B uem cocTouT cyTh U 11enu «MHpopManmoHHOM BOHHBI)?

15. Kakue BbI 3HaeTe Bupl «HDOPMAIIMOHHOTO OPYKHS»?

16. B wuyem cocrosar ocobenHoctu TtpeboBanuii 'OCT P MCO/M3K 18044-2007
«MEeHEeKMEHT HHIHMJACHTOB HWH(OpMalMOHHOW  Oe30macHOCTW» IS pemieHus  3aaad
paccienoBaHus HHIIMACHTOB 0€30MacHOCTH?

17. Kakue BBl 3HaeTe MNpPOrpaMMHBIE CpEACTBa, MPUMEHSEMble JI paccileOBaHUS
KOMITBIOTEPHBIX MHIIMJIEHTOB?

18. Kakue BbI 3HAETE METOAMKH UCCIICAOBAHNS HOCUTENEH KOMITBIOTEPHOM HH(pOpMaIin?

19. Kakue BbI 3HaeTe 1eNU U 3a/1a4u IpoBeieHUs] KOMIbIOTEpHO-TEXHUYECKUX IKCIIEPTU3?



20. Kak u Ha OCHOBE KakMX HOPMATHUBHBIX IPABOBBIX JOKYMEHTOB O(OPMIISIOTCS
Pe3yJIbTAThI TPOBEICHUS KOMITBIOTEPHO-TEXHUYCCKUX IKCIICPTH3?

21. B uem cocrosar ocobennoctu mnonoxkenuin I'OCT P HMCO/MDK 18045-2012
«MeT010JI0THS OLICHKH 0€3011aCHOCTH HH(POPMAIIMOHHBIX TEXHOJOTHI JIJIs aTTeCTAIiU 00BbEKTOB
C Y4eTOM TpeOOBaHHIA K YPOBHIO 3aIIUIIICHHOCTH KOMITBIOTEPHBIX CUCTEM?

22. Kakue BbI 3HaeTe METOJIMKH ITPOBeIcHUST KOMITbIOTEPHO-TEXHUYECKUX IKCIIEPTH3?

23. B uem cocToAT 0COOCHHOCTH PadOoT MO aTTEeCTalluu OOBEKTOB C y4ETOM TpeOOBaHUH K
YPOBHIO 3alIMIIEHHOCTH KOMIBIOTEPHBIX cucteM, u3ioxkennoi B 'OCT P MICO/MDBK TO 19791-
2008 «Orenka 6e30MacHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM»?

24. B uyem coctosaT ocobenHoctu mnojoxenuin ['OCT P HMCO/MODK 27007-2014
«PexoMeHIaMM NI AyAUTOPOB B OTHOIIEHWUM MEP M CPEACTB KOHTPOJS M YIpPaBICHUS
MH()OPMAMOHHON 0€30IaCHOCTBION JIJIS ATTECTAIIMKM O0BEKTOB 110 3AIMIIEHHOCTH KOMITBIOTEPHBIX
cucTeM?

1.2 Cnucok BonpocoB U (MJ1d) 3aJaHU IS IPOBeIeHU MIPOMEKYTOUHOH aTTecTaluu
Cnucoxk BONPOCOB K 3a4eTy

1. Ilepeuncaute u oxapakTepusyite yrpo3sl HHPopMaIMOHHOM 6e3onacHocTH Poccuiickoit
Oenepannu, ykazaHHble B «JloxTpunbl uH(bOpMannoHHONW Oe3zomacHocTU» Poccuiickoi
denepanuu.

2. HazoBuTe u onumuTe 1€y, 3aJja4ud U HalpaBJIEHHOCTh «J{OKTpuHBI HH()OPMAIIMOHHON
6e3onacuoctu» Poccuiickoit dexepanuu.

3. Chopmynupyiite u 060cHyiiTe 00IIMEe MPUHIUIBI TOCTPOSHUS 3aIUTH HHDOpMAIUK B
Poccun.

4. B uem cyTh poccHiiCKOH Kiaccu(uKalus yrpo3 U ee OTIIMYUe OT IPUHATON B 3alaHbIX
CTaHJapTax.

5. JlaliTe 0030p CpeACTB M METOJIOB HH(DOPMAIMOHHOW/KOMITBIOTEPHONH OE€30IacHOCTH,
puHATHIX B Poccun.

6. [laiiTe onrcanne OCHOBHBIX METOJI0B HAPYIIEHUS KOH(DUIEHIUAIBHOCTH, EJIOCTHOCTH U
JTOCTYITHOCTH HH(OPMAITHH.

7. HazoBuTe U oxapakTepusyiiTe OCHOBHBIE MOJENIN YIPABICHUS JOCTYIIOM K
KOMITBIOTEPHON MH(pOpMaIUH.

8. HazoBuTe 1 oxapakTepu3yiiTe 0011eM0Ib30BaTeIbCKUE CUCTEMbI KOHTPOJIS IPaB JI0CTYTIa
K KOMITbIOTEpHON HH(pOpMaInU.

9. Ha nro60oM mNpou3BONBHOM IpHMepe OnumuTe Mojelb BepOsSTHOIO HapYIIUTENs,
Mogenps 1eiCTBHIl BEpOATHOTO HAPYIIUTENSA, COOTHECUTE UX C MOJEIbI0 MOCTPOCHUS 3AIIUTHI Ha
OCHOBE JIBYX NPEABIIYIIUX.

10. [MpuBeauTe M OXapaKTepU3yWTE M3BECTHBIE W3 y4eOHOW JTUTEpaTyphl KiaccuuKanuu
OCHOBHBIX BHUJIOB KOMITBIOTEPHBIX aTak.

11. OnummTe W KpaTKo OXapakTepu3yWTe METOAbl M TAaKTUKY IPOBEICHUS CETeBOU
pa3BEIKH.

12. Onummrte D>IEMEHTHI CHCTEMBI OOecreueHHs Oe30MacHOCTH  KPUTHYECKHUX
MH(GOPMALIMOHHBIX CHCTEM OT KOMIIBIOTEPHBIX aTaK.

13. Onmmure W KpaTKO OXapaKTepH3yHTe CpEeICTBA W METOAbl HEHTpalIu3anuu
KOMIIBIOTEPHBIX aTaK.

14. TlpuBenurte H3BECTHbIE WX Y4E€OHOW JUTEpaTypbl Kiaccu(UKAIMK BPEIOHOCHBIX
IIPOrpaMM.

15. OnummTe 1 KpaTKo OXapakTepu3yiTe Mpu3HaKu NpuUcyTcTBUs BpegonocHoro [10.

16. Ha3oBuTe 1 oxapakTepu3yiTe crocoobl BHeIpeHus BpeaoHocHoro [10.

17. HazoBute u oxapaktepusyiite MeToabl 00HapyxeHus BpegoHocHoro I10.

18. IlpuBeauTe 1 0XapaKTepU3yHTe U3BECTHBIE IIPUMEPHI CETEBBIX aTak.

19. JTaiiTe onpeneneHre U 0XapaKTEPU3yUTE TPOSTHCKHUE TIPOTPAMMBI, JTIFOKH, SKCTUIOUTHI.
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20. Ha3zoBuTe u oxapakTepu3yilTe METOABI 3aIlUThl OT BpenoHocHoro 1O, TexHomoruu
CaMO3aIlIUTHI.

21. OnumuTe ¥ KpaTKO OXapaKTEepU3yHTe MECTO U POJIb MEXKCETEBBIX JKPaHOB B
obecrieyeHnn 0€301aCHOCTH PECYPCOB aBTOMAaTH3UPOBAHHbBIX CHCTEM.

22. OnumuTe U KpaTko OXapaKTepH3yHTe BO3MOXKHOCTH M OTPAHUYCHHUS aHTHBHUPYCHBIX
IIPOrpamM.

23. HazoBuTe u oxapakTepu3yilTe CHelHaIn3UpOBAHHBIC CPEICTBA U METO/bI BBISBICHUS
BPEJIOHOCHBIX IIPOTPAMM.

24. ]Jlaiite ompeneneHue W oxapakrtepusyhTe TepMmuHbl «MH(bopManMoHHas BOWHA» U
«MH(pOpMaLIMOHHOE OPYXKHEN.

25. HazoBuTe u oxapakTepu3yidTe OCOOCHHOCTH TEXHHYECKHX CpPEACTB BEICHHS
MH(POPMAITMOHHOMN BOMHBI.

26. [IpuBenuTe U OXapakTepu3ylTe U3BECTHBIC U3 YUEOHOI TUTEpaTyphl KIacCU(PUKAIIH
CPEACTB 3allUThl HH(OPMALIUY U HAIIAJAEHUS HA HJIEMEHTHI 3alllUThI.

27. llpuBenuTe U OXapakTepU3ylTe U3BECTHBIC U3 YUEOHOI TUTEepaTyphbl KIacCUPUKAIIH
JIEKTPOHHBIX YCTPOMCTB mepexBara HMH(OpMAIMK, BHEAPAEMBIX B CPEACTBA BBIYHUCIUTEIBHOM
TEXHUKH.

28. Omnummre M KpaTKO OXapakTepu3yHTe CpeACTBa CUJIOBOIO JECTPYKTUBHOIO
Bozaeiictus (CIB).

29. Yem oOycioBieHa HEOOXOIMMOCTb YHMUYTOXKEHHUS JTOKyMEHTOB. Oxapakrepusyiite
0COOEHHOCTH yaJeHUsI THPOPMALIMU C COBPEMEHHBIX AJICKTPOHHBIX HOCUTEIEH.

30. OnumuTe U KpaTko oxapakTepusyite [1oMUTUKY YHUUTOXEHUS JaHHBIX.

31. OnumuTe ¥ KpaTKoO OXapaKkTePU3yHTe 0COOCHHOCTH YHUUTOXKEHHSI KOH(DHUICHIINATBHOMI
uHpopMauu (IIAHOBOTO U SKCTPEHHOT'0) Ha Pa3IMYHBIX HOCHTEIISX.

32. Cnenpl B cetn. OnUIIMTE W KPATKO OXapaKTEpU3YHTE YHHUKAIbHBIC MICHTH(PHUKATOPHI
UHTEpHET-NI0JIb30BaTeNeH u JIEKTPOHHbBIE «OTIICYATKN», U OTHOCHUTEJIBHOCTh
«KOH(UICHIINATEHOCTHY B COITUAIBHBIX CETSIX.

33. Ha3oBuTe 1 oxapakTepu3yiTe cpeliCTBa U METO/Ibl OOHAPYKEHUS TEXHUYECKHX KaHaJIOB
YTE€UKH HH(POpMAIUH.

34. Ha3oBHTe U KPAaTKO OXapaKTEPU3yHTe CUCTEMBbI 3aIUThl KOH(PHICHIIMATbHBIX JTAaHHBIX
OT BHYTPEHHUX yrpo3.

35. OnummTe U KpaTko 0XapakTepu3yiTe cyTh U Ha3HaYEHHUE TEXHOJOTHH MCIIOJIb30BaHMS
U (POBBIX OTIEYATKOB.

36. KommnbroTepHO-TEXHUYECKasi SKCIepTH3a, Ha30BUTE U oxapakrepusyite meroan KT-
HKCIEPTH3.

37. MeTrouky MPOBECHUS pacciel0BaHUs KOMITBIOTEPHBIX HHIIUIEHTOB B 3aBUCUMOCTHU OT
MOCTABJICHHBIX 33144, YCJIOBUN MX MPOTEKAHUS M PE3yIbTATOB.

38. HazoBute 1 oxapakTepu3yiTe BUAbl U OCHOBHbIE METOJMKHU HCCIIEAOBAHMs HOCUTENEH
KOMITHIOTEPHOM MH(POPMAIIUH.

39. HaszoBure u oxapakTepu3yiTe H3BECTHbIE M3 Y4eOHOM JuTepaTypbl ammapaTHO-
MIPOTpaMMHBIE CPEJICTBA, IPUMEHSIEMBIE JUIs PACCIIEJOBAHUS KOMITBIOTEPHBIX HHIIUACHTOB.

40. IIpuBenuTe NpUMEp U MOSICHUTE CYTh OTAEIbHBIX HIEMEHTOB METOIUKU pacCiIeI0BaHUs
KOMITBIOTEPHBIX WHITHICHTOB.

41. OcoGennoctu TtpedoBanuit I'OCT P HNCO/MOIK 18044-2007 «MeHemKMEHT
WHIMICHTOB HH()OPMAIIMOHHON 0€30MacHOCTHY IS PEHICHUs 3a/1a4 pacciieI0BaHMs MHIIUICHTOB
0€30MaCHOCTH.

42. Ocob6ennoctu nonoxeuuit [OCT P MCO/MDK 18045-2012 «MeTomoyiorus OLIEHKHA
6e30macHOCTH MH()OPMAITMOHHBIX TEXHOJIOTHI» JJISl aTTeCTallMi OOBEKTOB C Y4eTOM TpeOOBaHUM
K YPOBHIO 3aIlIUIIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM.

43. OcobeHHOCTH PA0OT MO aTTeCTallKi OOBEKTOB C Y4E€TOM TpeOOBaHHI K YPOBHIO
3aIIUIICHHOCTH KOMIBIOTEPHBIX cucteM, m3noxenHod B [OCT P MCO/MBK TO 19791-2008
«OrneHka 0€30MacHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM).
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44. Ocobennoctu nonoxenuit TOCT P UCO/MDK 27007-2014 «Pexomenmanuu mis
ayTUTOPOB B OTHOIICHHH MEpP M CPEACTB KOHTPOJISI M YHpaBICHUS HWH(OOPMAIMOHHOM
0€30MMacCHOCTHIO» IS ATTECTAIIMHA OOBEKTOB 10 3AIUIIICHHOCTH KOMITBIOTEPHBIX CHCTEM.

2. IIpaBusia npuema 3ayvera.

OrneHka 3HaHUN IO UTOTY MPOXOKICHUS Kypca MPOBOIUTCS B GopMe IPUHATHSA 3a4eTa.

Ha 3auere mpoBepsiercsi chOpMHUPOBAHHOCTh BCEX YKa3aHHBIX B yueOHOW mporpamme
KOMIIETEHIIM.

B Ouier nns 3auera BKIIIOYAIOTCS JIBa TEOPETHYECKHUX Bompoca. Ha moAroroBky k oTBeTy
JaeTcs He MeHee | akajgeMudecKkoro Jaca.

Takxke eCTh BO3MOXHOCTh OTBETUTh Ha KOHTPOJBHBIC BOMPOCHI B IJCKTPOHHOM Kypce
«OcHoBBI HH(pOpMaOHHOK 6e30macHocT» B LMS Dnekrponusiil yauBepcuteT Moodle Spl'Y.

[To uToram OTBETOB CTYJEHTY BHICTABIIICTCS OJTHA U3 OIICHOK: «3a4TCHO», «HE 3aU4TEHOY.

OneHka «3a4YTEHO)» BBLICTABIISICTCS CTYACHTY, €CJIM: OH 3HACT OCHOBHBLIC OIIPCACIICHUA,
IMOCJICOOBATCIICH B U3JIOKCHHUHN MaTCpuajia, ACMOHCTPUPYCT 0a30BbI€ 3HAHUS JUCLMIIIIMHBI, BJIAACCT
H606XOI[I/IMBIMI/I YMCHHUAMHU U HABBIKAMU IIPU BBIIIOJIHCHUHN MTPAKTUYCCKUX SaHaHHﬁ.

OneHka «He 3a4YTEHO0» BEHICTABIISICTCS CTYACHTY, CCJIIM: OH HCE 3HACT OCHOBHBIX
OHpe,Z[eHeHI/Iﬁ, HCIIOCJICAOBATCIICH H COMBYMB B H3JI0KEHUHU Marcpuaia, HC o6na)1aeT
onpeneneHHoﬁ CHCTEMOH 3HAHWUH 110 JUCHUIIIIMHE, HC B MTOJTHOM MCpPC BJIAACCT HCO6XOI[I/IMBIMI/I
YMCHUAMU U HAaBbIKaAMU IIPU BBIITOJHCHHUHU IMPAKTHYCCKUX 3aJIaHHI.

OHeHKa «HE€ 32a9YTECHO0> BBICTABJIACTCA TAKXKC CTYIACHTY, KOTOpLIfI B351J1 BKSaMeHaLII/IOHHHﬁ
6I/IHGT, HO OTKa3aJICA AaTb Ha HCI'O OTBCT.
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IIpunioxenne Ne2 k padoueiil mporpaMme ¥ CUHMIIJIMHbBI
«OcHOBBI HHGOPMALMOHHO 0€30IaCHOCTH

MeToanyeckue yKa3aHus JJIsA CTYIEHTOB 110 OCBOEHUIO JUCIIHIIIMHBI

W3ydyeHne AMCLMILIMHBI TIPEAIOJIAracT YBEPEHHOE BIAJEHUE KOMIIBIOTEPOM, YMEHHE
OCYILIECTBIISITh MOMCK U OLEHKY JIOCTOBEPHOCTH HE0OX0oauMoil nHpopmanuu B cetn MHTEpHET, HO
CTYIEHTY JAOCTaTOYHO CJIOXHO CaMOCTOSITENIBHO OCBOUTH BONPOCHl JUCHUIIIMHBL «OCHOBBI
uHpopManMoHHON Oe3zomacHocTh». [locemienne BceX NPEenyCMOTPEHHBIX AayAWTOPHBIX 3aHATHN
ABJISICTCS COBEPLIEHHO HEOOXOIMMBIM B CUJIy 00Y4€HUS Ha HUX YYaIlUXCsl CPABHUTEIbHBIM OLIEHKAM
3HAHUW U3 Pa3IMYHBIX UCTOYHUKOB, KDUTHUECKON UX OLEHKHU. Taxke 0€3 yImOpHBIX U PEryssipHbIX
CaMOCTOSITEJIBHBIX 3aHATUN B TEYCHHE CEMECTPA, JKEIATEIBHO C «YIPEKIAIIMUM 3HAKOMCTBOM» C
COJIEpP/)KaHUEM IIPEJICTOSIIEr0 3aHATUS, KpalWHE CII0XHO YCBOUTH JIOTMKY M apryMEHTAalUIO
YIOMSIHYTBIX CPaBHUTEJIBHBIX OLICHOK U KPUTUYECKOTO aHAJIN3a 3HAHUM U3 PA3IIMYHBIX HCTOYHUKOB,
YTO HE MO3BOJIUT CTYJIEHTaM Pa3BUTh IPOJBUHYTOI'O U BBICOKOI'O YPOBHS KOMIIETEHLIUH.

Y4e0Ho-MeTOIHYECKOe 00ecnedeHHe CAMOCTOATeIbHOI PadoThI CTY/IEHTOB MO TUCHHUILIHHE

Jlis  caMOCTOATENbHOM paboThl PEKOMEHIYeTCs HCIIONb30BaTh Y4eOHYIO IHUTepaTypy,
MHTEPHET-UCTOYHMKH, yKa3aHHbIE B pazjene 8 Hacrosuieil Paboueil mporpaMMbl U 31€KTPOHHBIN
Kypc «OcHOBBI HHGOPMAIMOHHOM Oe3omacHocTH» B LMS Dnektponnsiii ynusepcurer Moodle
Spl'y.



