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1. Ilesn ocBOEHMST TMCIUTLTHHBI

OCHOBHOW TICJIBI0 M3YYCHHS JUCHUIUIMHBI SBIIIETCA TEOpPETHYECKas |
MpaKTUYeCKass TMOATOTOBKAa OOydYarolmuxcs K JICATeIbHOCTH, CBSI3aHHOM C
INPUMECHCHUEM COBPEMEHHBIX CpPEJACTB M METOJOB 3alllUThl HMH(POPMAIMK B
MOBCEIHEBHON U TpodecCHOHaNbHOU aearerabHocTH. Kypc maeT mpencraBieHHE O
MECTE ¥ PO HHPOPMAIIMOHHOK 0€3011acHOCTH B COBpeMeHHOM Mupe. Ero n3ydenue
JAaeT BO3MOXHOCTh CO3HATEIILHOTO WCIIOJB30BaHMS, OOpaOOTKM W  3allUThI
uHpopmanuu.

2. MecTO TUCHHUIIMHBI B CTPYKTYpe 00pa3oBaTeIbHONH MPOrpaMMbl
Juctumimaa «be3omacHOCTh B COBpEMEHHOW WH(GOPMAIMOHHON Cpeey»
UTpaeT BaXHYI0 POJib Ui OOHIenpo(ecCHOHANbHONW MOATOTOBKH O0Y4aromIerocs.

IIppu ee w3ydyeHUM CYLIECTBEHHO HCIOIB3YIOTCS 3HAHUA, IIOJYYCHHBIE IIpU
U3y4eHUM JUCHMIUIMHBL «MaTematuka M HH(POPMALMOHHO-KOMMYHUKATHUBHBIE
TEXHOJIOTHM.

3. Ilnmanupyemble pe3yJbTaThl O0y4YeHUS MO JAUCHHUILUIMHE, COOTHECEHHBIE C
IUIAHUPYEMBIMH Pe3yJIbTATAMH 0CBOEHHUSI 00Pa30BaTeJbLHOMH MPOrpaMMbl

[Ipouecc wu3yueHuss AUCHUIUIMHBL  «be3omacHOCTH B COBPEMEHHOM
WHQOpPMAIIMOHHOW  cpele»  HampaBleH Ha  (POPMHUPOBAHUE  CIICIYIOLIUX
VHHUBEpPCATbHBIX U 0OIIenpOpEeCCHOHANBHBIX KOMIETCHIIMH B COOTBETCTBUU C
®denepanbHbBIM  TOCYIApCTBEHHBIM  00pA30BaTENIbHBIM  CTAaHAAPTOM  BBICIIETO
oOpazoBanus 1o HampapiieHHt0 moArotoBku 41.03.04 ITonmutonorus U JTOCTHXKCHUS
YKa3aHHBIX Jlajiee JIaHUPYEMbIX Pe3yJbTaTOB 00yUCHUS:

dopmupyemas
KOMIIEeTeHIIUS
(xox u popmyIMpPOBKA)

HNHaukaTop 10CTHKEHH ST
KOMIIETEeHIIHU U
(xox u ¢popmyJIMpPOBKA)

Ilepeyenn
IUVIAHMPYeMBbIX pe3yJabTaTOB

o0yueHust

YHI/[Bepca.]'ll)Hble KOMIICTCHIIUHA

YK-4. Cnocoben
OCYILIECTBIIATH AEJIOBYIO
KOMMYHHUKAIMIO B YCTHON
U TMCbMEHHOM opmax
Ha TOCYJapCTBEHHOM
s3bIke Poccuiickon
denepanuu u
MHOCTPaHHOM(BIX)
sI3bIKe(ax)

N-YK-4.1. Ocymectisier
JIEJIOBYI0 KOMMYHHUKAIUIO
Ha WHOCTPAHHOM SI3BIKE C

y4eToM 0ocoOeHHOCTEH
0pUIIHATIEHOTO u
HEO(PUIMATLHOTO CTHIIEH
o01IeHus u
COIIMOKYJBTYPHBIX
pa3IN4Hil.

3HaTh

Hopmbl ¥ 0COOEHHOCTM YCTHOM H
MMCBMEHHOM peYd Ha HHOCTPAHHBIM
A3bIKe, C  Y4eTOM  OCOOCHHOCTEH
opUIMATBHOTO UM HEO(pUIUATBHOIO
CTHJIEH OOLIEHUS U COLMOKYIBTYPHBIX
paznuuui

Ymerb
UCIIOJIb30BaTh MHOCTPAHHBIN S3BIK B
JIEJI0BOM KOMMYHUKAIUU

Baanern

HaBBIKAMH JIEJIOBBIX KOMMYHHUKAIMH B
YCTHOM W TNHChbMEHHON (Qopme Ha
WHOCTPaHHOM SI3bIKax

TEXHUKOU JIETTOBOM peueBoi
KOMMYHHUKAIIWH, OMUPAsACh Ha
COBPEMEHHOE  COCTOSIHHE  SI3BIKOBOM

KYJIBTYpBI




YK-8. Cnocoben
CO3/1aBaTh U
MO/I/ICP>KUBATh
0e30macHbIe YCIOBHA
KU3HEICATEIIbHOCTH, B
TOM UHCJIe NIPU
BO3HUKHOBEHUU
Ype3BbIUAMHBIX CUTYALIMI

N-YK-8.1. AHnanusupyet

(hakTopsI BpPEIHOTO
BITUSTHUS Ha
KHU3HEICATEIILHOCTh
AJIEMEHTOB CpeIbI
obutaHus

3HaTh:

(akToppl  BpEOHOrO  BIMSIHMS — Ha
KU3ZHEICSTEIIbHOCTh 3JIEMEHTOB CPE/IbI
obutanus  (TEXHUYECKUX  CPEJCTB,
TEXHOJIOTHIECKHIX IIPOLIECCOB,
MaTepUalioB, 3JaHUN U COOPYKECHUH,
MIPUPOIHBIX U COLUATBHBIX SIBICHUN )
Ymers:

aHATM3UPOBATh  (HAKTOPBI  BPEIHOTO
BIMSHUSL  HA  JKU3HENEATEIbHOCTh
AJIEMEHTOB CpeJIbl OOUTAHUS

Baanersn:

CMOCOOHOCTBIO MPEIOTBPAIIATh
BPEIHOTO BIIHMSHUS HA
KHU3HEACATEIILHOCTD JIEMEHTOB CPE/IbI
oOuTaHus

OobmenpodgeccuoHaNbHbIE KOMIIETEHIIMT

OIIK-2. Cniocoben
MMOHUMATh IPUHITUITBI
paboTHI COBpEMEHHBIX
MH()OPMATMOHHBIX
TEXHOJIOTHI 1
MCIIOJIb30BATh UX IS
pelIeHus 3a1aq
npodeccnoHanbHOM
JEeSATEIHOCTH

N-OIIK-2.1. Ucnons3yer

nH(pOpMaIMOHHO-
KOMMYHHKAITHOHHBIC
TEXHOJOTHH u
MPOrpaMMHBIC  CPEICTBA
JUIS  TIOMCKa, 00pabOTKH
0O0JIBIINX 00BEMOB
uHpopmarun 1o
IMOCTaBJICHHOM

HpO6J'IeMaTI/IKe Ha OCHOBC

3HaThb:

apceHasl HHPOPMaIMOHHO-
KOMMYHI/IKaTI/IBHI)IX TCXHOJIOFI/Iﬁ nu
MIPOTrPaMMHBIX CPECTB,
UCTIOJIB3YEMBIX B TPO(GECCHOHATEHON
IEeITEIbHOCTH

YMmerhb:

M0JIB30BaThCS HH(POPMAITMOHHO-
KOMMYHI/IKaTI/IBHI)IMI/I TCXHOJIOTUAMHU
JUTSL peleHust MpodeCcCHOHATBHBIX

panroHaIbHBIE IPHEMBI U
CHOCOO0BI
CaMOCTOSITEITEHOTO
MIOUCKA uHpOpMaLuy,
BJIaJIeeT HaBBIKAMHU
UH(pOPMAaIMOHHO-
MMOMCKOBOM PabOThI 1St
Hay4HbIX padoT.

CTaHJapTOB M  HOpM, | 3a1a4y
HPUHATBIX B | Biagern:

npodeccuoHanbHOM HaBbIKaMU MH(POPMAITMOHHON

cpeae, M € Y4eTOM | KyJIbTYpbI B IpoheccHoHanbHOM chepe
TpeOoBaHUI u co0moaaTh TpeOoBaHUS
UH(POPMALIMOHHOM UH(POPMALIMOHHON 6€30MaCHOCTH
0€30IaCHOCTH.

N-OIIK-2.2. OcBauBaer | 3HaTh:

QJITOPUTM U NTPOPECCUOHAIBHOE
UH(POPMALIMOHHOE TTOJIE [T TOUCKA
npodeccroHanbHON HHPOpPMaLIUK
Ymersn:

MIPUMEHSTh HaBbIKU NH(OPMaLMOHHO-

MIOMCKOBON pabOTHI AJISt HAYUHBIX
pabort
Baanern:
npueMaMi U TEXHOJIOTUsAMU
CaMOCTOSITENIBHOTO MIOMCKA HAyYHOU

nHdopmanuu
N-OIIK-2.3. 3HaTh:
CamocrosiTensHO KJ1acCU(UKATOPbI HAYYHOH
KaTaJOru3upyeT U | uHbOpMaINH, TO3BOJIIONINX
Kiaccuuupyer CHUCTEMAaTHU3UPOBATH OONBIIINE 0a3bl
HAKOIUICHHBIN MacCHUB | JaHHBIX
uH(dopMaLuu u | YMeTh:




dopmupyet
CTPYKTYpUPOBAaHHBIE U
HECTPYKTYpUPOBAaHHBIC
0a3bl JaHHBIX.

CaMOCTOSITEJIBHO KaTaJIOTM3UPOBaTh
HaKOIJICHHBIN MacCHB JAaHHBIX
Baanern:

HaBBIKAMH aHaJIN3a
CTPYKTYPUPOBAHHBIX U
HECTPYKTYPHUPOBAHHBIX 0a3 TaHHBIX

N-OIIK-2.4.
OCHOBBI
MH(POPMALMOHHOM
0e30IacHOCTH.

3Haer

3HaTh:

NPUHIUITBI ¥ TIPaBUIIa
MH(POPMAIIMOHHOHN 0€30MacHOCTH
Ymern:

MIPUMEHSTH MpaBUiIa
nH(pOpMaIMOHHOM 0€301MaCHOCTH B
npodeccroHABHOM eI TEIPHOCTH
Baanern:

HaBBIKAMHU KYJIbTYPbI
nH(OpMaAIMOHHOM 0€301TaCHOCTH U
IpUMEHSIET B HAYIHOU cdepe

OIIK-3. Cniocoben
BBIJICIIATS,
CUCTEMAaTHU3HPOBATH
WHTEPIPETHPOBATH
COJIEPKATEIIbHO 3HAYHMBIE
AMITUPUYCCKUE TAHHBIE U3
MOTOKOB MH(pOpMAIIHH, a
TAKXKE CMBICIIOBBIC
KOHCTPYKIIUU B
OpPUTHHAIILHBIX TEKCTaX U
HMCTOYHHKAX MO MPOQPHITIO
JeSITeIbHOCTH

H-OIIK-3.2. Beigenser
CMBICTIOBBIC KOHCTPYKITUU
B IICPBUYHBIX HCTOYHUKAX
Y OPUTHHAIBHBIX TEKCTAaX
C UCIIOJIb30BaHUEM
OCHOBHOTO Habopa
IIPHUKJIATHBIX METOJIOB.

3HaTh:

aJIFOpI/ITM CTp}IKTypaLII/II/I NCTOYHHUKOB U
OPUTHHAIBHBIX TEKCTOB

YMmeThb:

BBIICNIATH CMBICJIOBBIE KOHCTPYKLIUU JJIs
IIOHUMAaHHUS BCETO TCKCTA

Baanern:

HAaBBbIKaAMH HUCIIOJIb30BaHUA HpI/IKJIaI[HI)IX
METOJIOB JJI aHaJIM3a KOHTEHTA
HepBI/I‘-IHI)IX NCTOYHHUKOB U
OPUTHHAIBHBIX TEKCTOB

3. O0BbeM, CTPYKTYpa U cofeprKaHue TUCHUTIIHHBI
OO1w1ast Tpy10€MKOCTh TUCIMITIIMHBI COCTaBISET 2 3a4eTHBIX €MHHULL, /2 aKaj. yaca.

Ne
n/n

TemsI (pa3aeinb)
AUCHUILINHBI,
HX COJlep:KaHHue

Buabl yueOHBIX 3aHATHH,
BKJIIOYASl CAMOCTOAATEIbHYIO
padoTy CTyICHTOB,

U UX TPYA0EMKOCTh
(B akageMn4ecKHUX Yacax)

®opMbl TEKYLIET0
KOHTPOJIA
ycrneBaeMoCTH

®opma
NPOMEKYTOYHOM
arTecTaluu
(no cemecmpam)

Cemectp

KounrakTHasi paGora

JCKIAN
NPaKTUYECKHE
nabopaTtopHbie

KOHCYJIbTaI[UH
aTTeCTAallMOHHBIC
UCIBITAaHUS
CaMOCTOSITeIbHAs
pabora




Pa3zgen 1

IIpaBoBBI€e H

OpraHu3alnMoOHHbIE
OCHOBBI
odecrevyeHust
UHGpOpPMaLHOHHOM
0e301aCHOCTH B
Poccuiickoi
Denepanuu
Tema 1.1 |[IpaBoBBIC OCHOBBI Tecr,
obecrnieueHus JIOTIOJTHUTEITLHOE
UH(POPMAITIOHHON 3aJlaHue
0e301acHOCTH
Tema 1.2 |3ammra Tecr,
MIePCOHAIILHBIX JIOTIOJIHUTEIILHOC
JIAHHBIX 3aJIaHne
Tema 1.3 |Opranu3zaiuoHHbIe Tecr,
OCHOBBI 0O€CTICUeHUS JIOTIOJTHUTEIILHOE
uH()OPMAIIMOHHON 3aJlaHue
0e30MmacHOCTH
6 mom yucie ¢ 30 u Buneoneknuuy,
/[OT TEKCTOBEIC
MaTepuabl
yueOHOro nocoous,
MPE3CHTAINH, TECT B
OVK B
DemidOnline
Pa3znen 2 |Apxurtekrypa
KOMIbIOTEpPa
Tema 2.1 |Apxurekrypa Tecr,
KOMIIBIOTEPA JIOTIOJTHUTEITLHOE
3aJIaHHe
6 mom quciae ¢ 20 u Buneonekuuu,
J[OT TEKCTOBBIE
MaTepraIbl
yueOHOro mocoous,
MIPE3CHTAINH, TECT B
OVK B
DemidOnline
Pa3znen 3 |OcHoBbBI Tecr,
HH(pOpMALHOHHOMI JIOIIOJTHUTEIbHOE
0e301aCHOCTH B 3a71aHue
OnepanuoOHHBIX
cHCTeMAax
Tema 3.1 |BBenenue B Tecr,
UHPOPMAIMOHHYIO JIOTIOJTHUTEIILHOE
0e30MacHOCTh 3aJIaHHe
OTIepAIIMOHHBIX

CHCTEM




Tema 3.2 |Mudopmanmonnas 3 |Tecr,
0e30macHOCTh JIOTIOJTHUTEILHOE
OTIePAITMOHHBIX 3a/1aHue
CHUCTEM CEMEHUCTBA
Windows

Tema 3.3 |HMudopmarmonHast 3 |Tecr,
0e30MmacHOCTh JTIOTIOJTHUTEITLHOE
OII€pallMOHHBIX 3aJaHueC
CHUCTEM CeMeHCTBa
Linux
6 mom quciae ¢ 20 u 9 |Bugeonekuuy,
/[OT TEKCTOBEIC

MaTepuabl
y4eOHOT0 1mocoous,
MPE3CHTAIINH, TECT B
OVK B
DemidOnline

Pasnen 4 |OcHOBBI 9
HHG(poOpMALHOHHOM
0e301acHOCTH B
JIOKAJIbHBIX
BBIYHMCJIHTEIbHBIX
ceTAx

Tema 4.1 |BBenenue B 4 |Tecr,
APXUTEKTYPY JTIOTIOJTHUTEITILHOE
JIOKaJIbHBIX 3a/1aHue
BBIYHMCIIATEIbHBIX
cerei

Tema 4.2 |CeteBble yrpo3sl 1 4 |Tecr,

METO/IbI JIOTIOJTHUTEIILHOC

MPOTUBOJICUCTBUSA UM 3aJlaHHE

Tema 4.3 |MexceTeBble SKpaHbl 3 |Tecr,

JIOTIOJIHUTEIILHOC
3a/1aHue

6 mom yucae ¢ 30 u 11 |Buneonexmuu,

J[OT TEKCTOBBIC
MaTepuabl
y4eOHOTr0 1mocoous,
Mpe3eHTAINH, TECT B
OVK B
DemidOnline

Pa3znen 5 |Kpunrtorpadpuueckn 3
€ MeTO/IbI 3aIUThI
uHpopmanuu

Tema 5.1 |BBenecnue B 3 |Tecr,
KpunTorpaduueckue JIOTIOTHUTEIILHOE
METO/IbI 3aIIUTHI 3aJIaHHe

uH(popMalun




6 mom yuciae ¢ 50 u 2 1 3  |Bupeonekiuu,

/[OT TEKCTOBEIC
MaTepHaIbl
y4eOHOT0 1mocoous,
MPE3CHTAIMH, TECT B

DYK B
DemidOnline
2 0,3 | 10,7 |3auer
Bcero 16 | 16 2 | 0,3 | 37,7 [72 gyaca

CoaepsxaHue pa3/iesioB NPOrpaMMbl AU CHHUILIMHBI
«be3onmacHocTh COBpeMeHHOH HH(POPMAIIMOHHOI cpeae»

Pasznen 1. IlpaBoBble MW OpPraHM3alMOHHBbIE OCHOBBI oOecmevyeHUs!
uHopMmanuonHoii 6ezonacuoctu B Poccuiickoii @egepaunu.

Tewma 1.1. [IpaBoBBIE OCHOBBI 0OeCcIeUeHHST HH(OPMAITMOHHONW O€301TaCHOCTH.

OcHoBHBIE TpaBa rpaxkgaH B cdepe oO0pabOTKM H 3auUThl HHQOPMAIIHH.
OcHOBHbBIE NPUHIMUIBI PABOBOTO PETYJINPOBAHUS B 001acTU 0OpabOTKH U 3aIMUTHI
uHpopmauuu. Mudopmanus. OcHOBHBbIE CBoOMcTBa 0€30MacHOCTH HH(POPMALUU:
KOH(HICHIIHATBHOCTD, [IEIOCTHOCTD, TOCTYIMHOCTh. BUIbl nHpOpMaMy 1O MOPSIIKY
JocTyna u pacrpoctpaHeHus. OrpaHuueHue Joctyna K MHGopMmanuu. Buasl TaifH.
Oo6manarens wuHOpMarmu. HWMubopManmonHele TexHOJIOTHH. HWMHbOpManmoHHbIE
cucteMbl. OnepaTop MH(GOPMAIMOHHONW cucTeMbl. 3amuTa HHGopMauu. OOBEKTHI
3amuThl. Buasl orBeTCTBEHHOCTH B chepe 00pabOTKH U 3aIIUTHl HH(POPMAIIH.

Tema 1.2. 3amuTa nepcoHaTbHBIX TAHHBIX.

[lepconanbHble MaHHBIE M HPUHOMIBI UX 00paboOTKH. Buasl mnepcoHambHBIX
JAHHBIX: CHElHaJIbHble, OMOMETPUYECKHE U OOLIeOCTYNHbIE. Y CIOBUS 00pabOTKU
nepcoHaIbHbIX JAaHHbIX. Cornacue Ha 00pabOTKy NEpPCOHAIbHBIX JIaHHBIX.
TpancrpaHnyHas  meperaya  MEpCOHAIbHBIX  JaHHbIX. [IpaBa  cyObBeKTOB
NEPCOHAIBbHBIX JaHHBIX. OmnepaTop NEPCOHANBHBIX HaHHBIX M €ro 00s3aHHOCTH.
Mepsl obecrieueHnsi 0€30MaCHOCTH NMEPCOHANBHBIX JAaHHBIX. KOHTpoab M Haa30p 3a
BBIIIOJIHEHUEM MEp M0 00ECHEeUeHHIO O€30MacCHOCTH. YIOJIHOMOYEHHBIH OpraH Io
3alUTe NPaB CyObEKTOB EPCOHATIBHBIX JAHHBIX.

Tema 1.3. Opranu3anioHHBIC OCHOBBI OOeCTICUeHUsT HHPOPMAITMOHHOH 0€30TTaCHOCTH.

Kakue Bompock!l craBut uHpopManmonHas 6e3onacHocTs? [locienoBareabHOCTD
neicTBuil 1o 3amuTte WHPOpMauuu. BeigBneHne M aHanM3 WHGOPMALMOHHBIX
akTuBOB. dopmupoBaHue TpebdoBaHMi 1o 3ammre uHpopmauuu. Iloaxonmel K
MOJICIIMPOBAHUIO HapyHIMTeNed W yrpo3 nHpopMalMoHHON Oe3omacHocTdu. Bribop

Cp€aACTB MU MCETOJO0B 3alllUThI I/IH(l)OpMaHI/II/I. BHC}IpeHI/Ie CHUCTEMBI 3alllUThI
I/IH(I)OpMaI_II/II/I. 3KCHJ’IyaTaI_[I/I$I CHUCTCMBI 3allIMThI I/IH(I)OpMaI_[I/II/I.

Paznen 2. ApxutekTypa KOMNbIOTEpa.
Tema 2.1. BBefieHue B apXUTEKTYpy KOMIIbIOTEpA.

[Ipoueccopel. OcHOBHast (K3II W ONEpaTHBHAs) NaMmsATh. BcmomorarenbHas




namsTh. Y CTPOMCTBAa BBOJA-BhIBOJA (IIMHBI, MOHUTOPHI, KJIaBUATYphl U MBIIIH, BeO-
KaMepbl, TpuHTEpHI). [lepcoHaibHbIe KOMITBIOTEPHI 1 MOOMIIbHBIE YCTPOHCTBA.

Paznen 3. OcHoBbI HHPOPMAILMOHHOIT 0€30ACHOCTH B ONlEPAIIMOHHBIX CHCTEMAaX.
Tema 3.1. Beenenue B nua(opMaIoHHYI0 0€301aCHOCTD ONEPALMOHHBIX CUCTEM.

OO6umii cnoco6 xpaneHust U 006paboTku MHPOpManuu B Kommbiotepe. [loHsaTHS
OIepanvoHHOM U ¢aitnoBoit cucreM. CyObeKThl, 00BEKTHI, METOBI U TIPaBa JIOCTYIIA,
NPUBUJIETUH CYyOBbeKTa JocTymna. [IMCKpeMoHHOe YIPaBIeHUEe JOCTYIIOM, MaHJaTHOE
yhpaBjieHue JocTynoMm. MpeHTudukarms, ayTeHTUUKAUS W aBTOPH3AIIMS.
AyTeHTH(HKAIMA HA OCHOBE Iapojield, Ha OCHOBE BHEIIHUX HOCHUTENICH KIIIoua,
OuomeTpuuecKas ayTeHTHU(PUKAIIHSL.

Tema 3.2. UndopmarmonHas 0e30MacHOCTh OINEpPAIMOHHBIX cucteM cemerictBa Windows.

VYnpaBieHue JOCTYIOM B OINEPAallMOHHBIX cucTeMax cemeiictBa Windows.
Wnentudukanus, ayreHTH(UKAIUS W aBTOPHU3ALHUsS B ONEPAIMOHHBIX CHCTEMax
cemeiictBa Windows. Peanuszauus ayqura B ONEpalMOHHBIX CHUCTEMax ceMmeicTBa
Windows.

Tema 3.3. udopmannonHas 0e30MacHOCTh ONEPAMOHHBIX CHCTEM CEeMEeHCTBa

Linux. YmpaBieHue IOCTYIIOM B OIEPALMOHHBIX CHUCTEMax cemeiicTBa Linux.

Nnentuduxanus,
ayTeHTH(HKAIUS W aBTOPH3aLMUs B OIEPAIMOHHBIX CHUCTEMax cemelcTBa Linux.

Peanuzanus ayaura B OnepaliOHHBIX CHCTEMax cemeicTra Linux.

Paznen 4. OcHoBbl HHPOPMALMOHHOH 0€30MACHOCTH B JIOKAJBHBIX
BbIYHMCJIUTEIbHBIX CETHAX.

Tema 4.1. BBeeHue B apXUTEKTYpY JIOKAIbHBIX BBIYMCIUTEIbHBIX CETEH.

JlokanbHble BblUMCIUTENbHBIE ceTd. Mogens ISO/OSI.  Apxurtektypa u
OCHOBHBIE ITPOTOKOJIBI JIOKATBHBIX BHIYUCIUTEIBHBIX CETEH.

Tema 4.2. CeteBble yTpO3bl H METO/IBI TPOTHUBOCHCTBHUS MIM.

Knaccugpukamum ceteBbIXx yrpo3, ysa3BuMoctedl um arak. CeTeBble aTakd Ha
pasauyHbiXx  ypoBHsix  wMozenu  ISO/OSI.  Knaccudpukanuss — BpeIOHOCHOTO
POTPaMMHOTO oOectiedeHus. [Ipu3HaKu IPUCYTCTBHUS BPEIOHOCHOTO IPOTPAMMHOTO
oOecrieyeHns. MeTo 1l OOHApYKEHHUS.

Tema 4.3. MexceTeBble YKpaHBI.
MexcereBbie 3kpanbl (MD). Mectro u poas MDD B obecnedeHUH CETEBOM
oe3onacuHoct. Knaccudukamus MD. OcHoBHBIE BO3MOKHOCTH MDO. JlocToMHCTBA 1

Henoctatku MD. [Toctpoenue npaBui GpuiIbTparyy.

Pa3nen 5. Kpunrorpaguueckue MeTobl 3alIUTHI HHGOPMAIIHH.

Tema 5.1. BBenenue B kpunrorpaguueckie METOAbI 3allUThl HH()OPMAIIH.



Hcropuyeckuii  ouepk  pa3BuTus  kpuntorpapuu.  CuMMeTpu4Has |
acUMMeTpU4Hasg Kpuntorpadus. BpIUMCIUTEIBHO CIOXKHBIE 3ala4d MaTEMaTHKH.
Kpuntocucrema RSA. Ilonstue xpunrorpaduueckoro mporokona. CBoicTBa
IIPOTOKOJIOB, XapaKTepu3yrolue ux 6e3onacHocTb. CxeMbl LU(POBOM MOIIHUCH.

4. O0pa3oBaTe/bHbIe TEXHOJIOTHH, B TOM YHCJIe TEXHOJOTMH 3J1eKTPOHHOI 0
00y4yeHHsI MANCTAHIIMOHHBIEe 00pa30BaTebHbIE TEXHOJIOTHH, HCII0JIb3yeMble
NPH OCYLIECTBJICHUH 00pa30BaTeIbHOIO NMPOLecca Mo JUCHHUIINHE

B mpomecce oOydeHHs HCHONB3YIOTCS —CIEIyIOIHe 00pa3oBaTelbHbIC
TEXHOJIOTUHU

BBoaHas jeknust — JAaeT NEPBOE LEIOCTHOE NPEACTABICHUE O AUCLUILINHE U
OPUEHTUPYET CTYAEHTAa B CHUCTEME W3Y4YEHMs] NAHHOW JUCUMIUIMHBL. CTyIEHTHI
3HAKOMATCA C HA3HAYCHMEM M 3aJa4aMM Kypca, €ro pojbl0 U MECTOM B CHUCTEME
y4eOHBIX JMUCIUIUIMH M B CUCTEME MOJIIOTOBKM B 1enoM. Jlaercs kparkuii 0630p
Kypca, UCTOpUSl Pa3BUTHUs HAYKH U IPAKTUKH, JOCTHKEHHUS B 3TOH cdepe, UMEHa
M3BECTHBIX YYEHBIX, M3JIaraloTCsl MEPCIEKTUBHbIE HalpaBiieHUs uccienoBaHuil. Ha
9TOM JIEKLMU BBICKA3bIBAIOTCS METOJUYECKHE M OpraHU3allMOHHbIE OCOOEHHOCTU
paboThl B paMKax JaHHON AMCUMIUIMHBIL, @ TAK)K€ JAeTCsl aHAIN3 PEKOMEHIyeMOM
y4eOHO-METOIUUECKOM JTUTEPaTypHl.

AxaneMuyeckasi JeKUMsl (JeKius oOmero Kypca) — IMOCIeI0OBaTeIbHOE
U3JIO)KEHUE MaTepuana, OCYIIECTBISEMOE IPEUMYIIECTBEHHO B BHJIE€ MOHOJOra
npenojaBarens. TpeOOBaHUS KakaJeMUYECKOH JIeKIMM: COBPEMEHHBIH Hay4HBbIH
ypOBEHb, HH()OPMATHBHOCTb, YOCIUTEIbHAS apryMEHTAIMs, JOCTYITHAS M MOHSATHAs
peub, yeTKass CTPYKTypa M JIOTMKA, HalMuue INPUMEpPOoB, OOOCHOBAaHUH, (AKTOB.
Copneprkanue JEKIUM JTODKHO OXBAThIBaTh JMOO T€My B LIEJIOM, JTUOO €€ JIOrMYeCcKH
3aBepUICHHYI0 4acTb. l[locienoBaTenbHOCTh M3JIOKEHUS JIEKLIMOHHOIO MaTepuaia
JIOJDKHA 110 BO3MOKHOCTH YYUTBIBaTh €ro BOCTPEOOBAHHOCTh B IapajlIeNbHO
BBIMOJHAEMBIX 3aJaHusAX. OIHOBPEMEHHO JUISl JIyYLIEro BOCHPUSITUS JIEKIIMOHHOTO
MaTepuanga HUCHOJb3YETCS BHM3yalbHBIM MaTepual B BHAE Mpe3eHTalMil. ITo
MO3BOJIIET OJJHOBPEMEHHO 33JIeHICTBOBATh HECKOJBKO KAHAJIOB BOCIPHUATHS U 32 CUET
MOCTOSIHHOTO MEPEKII0YEHHUs KaHaJIOB, 10CTUYb OOJbIIeH KOHIIEHTPAllMu BHUMAaHUSL.
CTpyKTypHOE U3JI0)KEHUE JIEKIIMM JOJDKHO CHOCOOCTBOBATH IMOSIBJICHUIO U
MIOCTOSIHHOMY TOJJIEP>KaHUI0O HHTEPECa K U3y4aeMOM TeMe, UTO JOCTUTAeTCs 3a CUET
NpPUBENEHUS  JOCTaTOYHOTO  KOJMYECTBAa  NPUMEPOB U3  MPAKTUKH,  Kak
MIOJIO)KUTEIIBHBIX, TAK M OTPULATENBHBIX. /11 KOHTpOJIA NMOHMMaHHUs MaTepuana |
HCIOJIb3YEMBIX METO/I0B HEOOXOJUMO B IPOLECCE JEKIUU MOAePKUBATH 0OpaTHYIO
CBSI3b C AayAUTOpPHUEH, IMOCTPOEHHYIO pa3IMYHBIMU CHOCOOAMH, KaK B BapuUaHTe
NpUBENEHNS COOCTBEHHBIX IPHUMEPOB CIYyHIATEN MU, YTO TO3BOJSET OTCIEIUTDH
YPOBEHb TIOHMMaHHUS OTAEIBHBIX TEOPETUYECKMX BONPOCOB, TaK W B BapUAHTE
BOIPOC-OTBETHOTO X0/1a TI0 OCHOBHBIM (Ba)KHBIM) CTPYKTYPHBIM OJIOKaM TE€MBI.

HNuTepakTuBHasi JekuMs (JeKuus B JuanoroBoid ¢opme, B Qopmare
NpoOJEeMHBIX BOIPOCOB M TOWCKAa OTBETOB HAa HHUX HA OCHOBE H3YYEHHOTO H
M3y4aeMOTr0 B HACTOSIIIMI MOMEHT MaTepHana).

Jlekuus-0ecena mpenmnonaraeT AMAIoOr  CO  CIyIIATENsIMH, TO €CTb
HENOCPE/ACTBEHHbIN KOHTakT ¢ ayautopueil. IlomoOHbI dopmaT ymecTeH uis
BbIpAaOOTKM 0a30BBIX MOHATUH Kypca, a TaKXkKe 00CYKICHNsI KOHKPETHBIX COIIMAIbHBIX
U TOJMTUYECKUX  CHUTyallud, KOTOpble WUIIOCTPUPYIOT  paccMaTpuBaeMble
TEOPETUYECKHUE IOJIOKEHUA. B Xoze JeKuuil MOryT IPUMEHSTHCS MHTEPAaKTHBHBIE
MeToIbl 00y4eHHs, B 4aCTHOCTU paboTa B mMapax WM Majbix rpynnax. Hampumep,
CTYZIGHTaM MOXHO JaTh 3a/aHue, paboTas B mapax, OpuayMaTh MPUMEphl TOTO HIIH
MHOTO COLIMaJIbHO-MIOJUTHYECKOIO SIBICHUS WK npouecca. CTyaeHTaM npejiaraercs



clienaTh 3TO CaMOCTOSITENILHO, HAIKMCaB HECKOJBKO BO3MOJKHBIX BapHaHTOB OTBETA.
3areM — oOOCYIWTHh JaHHBIH BONPOC B Mapax M BbIpa0OTaTh OOIIMI CIHCOK.
Pe3ynbraThl 03By4HBAaIOTCS, CTYACHTHI JOMOJIHSIOT OTBETHI APYT ApyTa.

IIpoGaeMHasi JeKHUsl — H3JOXKEHUE MaTepuana, MpeArnosararolee
MOCTAaHOBKY NPOOJEMHBIX M JUCKYCCHOHHBIX BOIIPOCOB, OCBEIIEHUE Pa3IHYHBIX
HAaYYHBIX TOAXOJ0B, aBTOPCKHUE KOMMEHTAPUH, CBSI3aHHBIC C PA3THYHBIMA MOJCIAMHU
UHTEpHpeTanud u3y4aeMoro Matepuana. [IpoOiemMHass JEeKIHMs HAYMHACTCA C
BOIIPOCOB, C IOCTaHOBKHM HPOOJIEMBI, KOTOPYIO B XOJA€ H3JIOKEHHUS Marepuaa
HEoO0X0oauMO pemmTh. B jekumu coderaroTcst mpoOiemMHble W MH(OpMAIMOHHBIE
Havana. [Ipu 3TOM mporecc MO3HAHMSA CTYACHTOB B COTPYJHHYECTBE M JTUAJIOTE C
IpernoaaBaTeaeM MpUONIMKaeTcs K IMOUCKOBOW, MCCIEI0BAaTENIbCKON AEATEIbHOCTH.
Conepxanue MpodIeMbl paCKpBIBAETCS ITyTEM OPTraHMU3aIMH ITOUCKA €€ PEIICHHS WIN
CYMMUPOBAHHS U aHAJN3a TPAJAUIIUOHHBIX U COBPEMEHHBIX TOUYEK 3PEHHUS.

Bupgeosnekuus — THI JIEKIHMH, Y4eOHOTO MEPONPUATHSA, NMPEAHA3HAYEHHOTO
JUIS TIepefiadd 00yJaromuMCsl TEMAaTHUECKOTO COIEPKaHMs C LEeNbio (POpPMUPOBAHUS
3HAHMHU MO0 MPEJICTABICHNUI M UCIOIB3YIOIIETO s TOU IeNH BHAeOMaTeprall, KaK
NpaBUIO, TPAHCIUPYIOUIMICA Ha OSKpaH, MOHHUTOPbI KOMIIBIOTEPOB  JIHOO
UHTEPAKTUBHYIO JTOCKY.

IIpakTHyeckoe 3aHsiTHe — 3aHATHE, TIOCBSIIEHHOEC  OCBOCHHIO
KOHKPETHBIX YMEHU MHABBIKOB U 3aKPETICHHUIO MTOJTyYCHHBIX HA JICKIIUN 3HAHUH.

Tecr - mpocreiimell GopMoll KOHTpOJS, HANpPaBICHHOW Ha HPOBEPKY
BJIAJICHUSI KOHKPETHBIMH 3HAHUSMH W COCTOMT W3 HEOONBIIOTO KOJIWYECTBA
9JIEMEHTApHBIX 33/1a4; MPEIOCTaBISET COO0H BO3MOXKHOCTH BHIOOpA M3 HEpEUHS
OTBETOB;

JlomoJiHNTEIbHOE  3ajaHWe - (QopMa  OpraHu3alMu  y4eOHOM
NeSITETIbHOCTH, OPUEHTHPOBAaHHAs HAa YCTPAaHEHHE HEJIOCTATKOB B 3HAHUAX II0
KOHKPETHOMY HAIlpaBJICHUIO, JHCHUIUIMHE, TEMAaTHKE OTACIBHOW TPYIIIBI
ydJammxcsi, Jmbo, HaoOopoT  YIIyOJeHHOMY U3Y4YEHUIO  OIPENeNIeHHOM
npeaMeTHOW o0nacTu, OTBedaromed MNoTpeOHOCTSAM, MHTEpecaM  TPYIIbI
yUaInmxcsl.

OneKTpoHHBINH y4eOHbIN Kypc «be3onacHoCcTh B COBpeMEHHOW MH(OpMaIMOHHON
cpene» Haruatopme onnaH-o0yueHuss DemidOnline, B koTopoM:

— [pEACTABJICHBI BHU/JICO-JICKIIMH 110 BCEM TeMaM JUCIUILUINHBI U IMPE3CHTAllU K HUM;

— [PEACTaBJICHBI TCKCThI JIEKIIAM 110 BCEM TEMaM JUCIMITIINHBI,

— [OPCACTABJICHEI ITpAaBUJIa ITPOXOKACHHU A HpOMe)KYTO‘{HOﬁ aTTeCTallvu 110 JUCIHUIIIINHEC,

— NOpeACTaBJICHBI TCCTHI IO TEMaM JUCHUIIIMHBI IJIA CaMOCTOSITEIILHOU pa6OTI)I
00yJaromuxcs;

— TocpeacTBOM (opyMa OCYILIECTBISETCSI CHHXPOHHOE M (WMJIM) aCHHXPOHHOE
B3aI/IM0I[€I\/JICTBI/I€ MCXKOY O6y‘-IaIOHII/IMI/IC$[ U TperogaBarciiceM B paMKax
W3YYCHUS TUCITUTUINHEI.

6. IlepeyeHb JUIIEH3MOHHOTO M (WJIM) CBOOOJHO PACHPOCTPAHAEMOr0 MPOrPAMMHOIO

odecreyeHus,
AUCIHIUIIJINHE

HCMOJIb3YEeMOr0 TPH OCYLIeCTBJIEHHMH 00pa30BaTeJbHOr0 TMpolecca 1o

B mporiecce ocymiectBneHus: 00pa3zoBaTeN»HOTO MPOoIecca MO JUCIHUILTUHE UCTIONb3YIOTCS:

U1 OPMUPOBAHUS MATEPHAIOB ISl TEKYIEro KOHTPOJIS YCIIEBAEMOCTH W TMPOBEACHUS
MIPOMEXKYTOUHOM aTTecTaruu, st GOpMUPOBAHUS METOAMUYECKUX MATEPUAIOB IO TUCIUTLINHE:

- nporpamMmbl Microsoft Office;

- m3jarenabckas cucteMma LaTex;

- Adobe Acrobat Reader.



7. IlepedyeHb coBpeMeHHBIX MPoGecCHOHAIBbHBIX 0a3 JaHHBIX U HH(POPMALMOHHBIX
CIPAaBOYHBIX CHCTEM, HCHOJb3yeMbIX MPH OCYILIECTBJIEHHN 00Pa30BaTeJbLHOI0 Mpoiecca mo
AMCHUINJIMHe (MpU He00XO0AUMOCTH)

B mporecce ocymiecTBieHus: 00pa3zoBaTeIbHOTO MPOIECCa O AUCHUIUINHE UCTIOIB3YIOTCS:

- ABroMaruszupoBaHHas OuOmmoreyHo-uHpopManuonHas cuctema «bBYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DieKTpOoHHO-0nbIHoTeuHas cuctema «tOpaiiT» https://urait.ru/

- DNEeKTPOHHO-OMOIMOTEUHAs cucrema «KoHcynbTanT Crynenra»
https://www.studentlibrary.ru/

- DnekTpoHHO-0MOIMoTeuHas cucrema «Jlanpy_http://e.lanbook.com/

8. IlepeyeHb OCHOBHOIi M /IONMOJHUTEIbHOW Y4eOHOW JHUTepaTyphbl, PecypcoB
UH(GOPMALMOHHO-TEJIEKOMMYHUKAIMOHHOH ceTn «WHTepHer» (IpM He00XOAUMOCTH),
PeKOMEHIyeMbIX /1JIs1 0CBOEHHS M CHUIITUHbBI

a) OCHOBHAs JINTepaTypa

1.  bezomacHocTh B coBpeMeHHON MHpOpMaAIMOHHOM cpene. YacTh 1: yuebHOe mocobue.
B.H. Kusizes, JI.M. Mypus; fpoci. roc. ya-T M. LT, Jemunona. - SApocmasns: UHAWTO, 2021. —
158 c. [https://e.lanbook.com/book/75150]

2.  Joramun, H. B. Apxutekrypa kommbiotepa : yaeonoe nocooue / H. b. Joragun. — 4-
e u31. — Mocksa : Jlabopatopus 3HaHu#, 2020. — 274 c.

3. bysa, M. K. Apxurekrypa kommbiorepoB : yueOnuk / M. K. By3a. — MuHck :
Beimmitmias mkona, 2015. — 414 c. [https://e.lanbook.com/book/75150]

4.  Cononesuu, A. B. Komnbrorepusie cetr : yaeOnuk / A. B. CononeBud. — MHUHCK :
PUIIO, 2021. — 208 c. [https://e.lanbook.com/book/194950]

5. Pakurun, P. 1O. Kommbtorepusie cetu : yduebHoe mocobue / P. FO. Pakurun, E. B.
Mockanenko. — bapuayin : AntI'TIY, 2019. — 340 c. [https://e.lanbook.com/book/139182]

6. Kopxuk, B. U. OcHoBsl kpuntorpaduu : yaeonoe nocodue / B. U. Kopxkuk, B. A.
SxoBnes. — Cankr-IlerepOypr : WNuTepmenus, 2017. — 312 c.
[https://e.lanbook.com/book/161359]

0) 10OMOTHUTE/IbHAS JIUTEPATypa

1. Koncturymusa Poccuiickoit ®eneparuu: [IpuHATA BCEHAPOIHBIM TOJOCOBAHHEM
12.12.1993 ¢ u3MeHeHusIMH, 0JJ0OPEHHBIMU B X0jie obiiepoccuiickoro roiocoBanus 01.07.2020].
— JlocTyn U3 CrpaBOYHO-MPABOBOM cUCTEMbI «KOHCYJIBTAHTILIIOCY). — TEKCT: 3JEKTPOHHBIN.

2. VYronoBHblii kogekc Poccuiickoit @enepanun: PenepanbHbiii 3akoH or 13.06.1996
Ne63-®3: [mpunst ['ocynapctBennoit Jymoii 24.05.1996]: (c u3MEHEHUSIMH | JIOTIOJTHCHUSIMHE ). —
JlocTyn U3 cripaBOYHO-TIPaBOBOM cucTeMbl «KOHCYNBTaHTIIIIOCY). — TEKCT: 3IEeKTPOHHBIH.

3. Kogmekc Poccuiickoii ®epepanmu 00 aJIMUHHCTPATUBHBIX IIPABOHAPYIICHUSX:
denepanbhblii 3akoH 0T 30.12.2001 Nel195-®3: [npunst [ocynapcrBennoit Jymoit 20.12.2001]: (c
W3MEHEHHSIMA H  JIOTIONHEHWsiMH). — JlocTym W3  CIpaBOYHO- TPAaBOBOM  CHCTEMBI

«KoHCYNbTaHTILIOC». — TeKCT: 37EKTPOHHBIM.

4.  Tpynosoii xomekc Poccuiickoit ®enepanyum: Denepanbubiii 3akoH ot 30.12.2001
Ne197-@3: [mpunst ['ocynapcrBennoii lymoit 21.12.2001]: (c u3MeHEHUSIMU ¥ JOTIOJTHEHHUSIMH ). —
JocTtyn u3 cipaBOYHO-NIPaBOBOM cUCTEMbI «KOHCYIBTAaHTILTIOC». — TEKCT: 3JIEKTPOHHBIM.

5. @enepanbublil 3akoH 0T 27.07.2006 Ne149-D3 «O6 nnpopmarmu, UHHOPMAITMOHHBIX
TEXHOJIOTHSAX W O 3amuTe uHbopmanuny: [npuast ['ocymapcrBennoit Jlymoii 08.07.2006]: (c
U3MEHEHUSIMU M JOMNOJHEeHusiMH). — JlocTym W3  CIpaBOYHO- TMPABOBOM  CHUCTEMBI
«KoHcynpTaHTILTIOCY). — TEKCT: AIEeKTPOHHBIN.

6.  ®DenepanbHblil 3akoH 0T 27.07.2006 Nel52-D3 «O nepcoHaNbHBIX JaHHBIX»: [IPUHST
locymapctBennort dymoii 08.07.2006]: (¢ w3meHeHHMsMH U jgomoyHeHusMH). — JlocTynm u3
CIPaBOYHO-TIPAaBOBOM crcTeMbl «KOHCYIBTAHTIUIIOC». — T €KCT: 3JIE€KTPOHHBIM.


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://urait.ru/
https://www.studentlibrary.ru/
http://e.lanbook.com/

7.  Ilonoxenue o mopsake oOpamieHusi co CaykeOHON HHpOpMAaIHe OrpaHMYEHHOTO
pacripocTpaHeHHsl B (eiepalbHBIX OpraHax HCIIOJHUTENLHOW BIIACTH, YIMOJHOMOYEHHOM OpraHe
YIPAaBIEHUS MCIOIb30BAHUEM ATOMHOW DHEPrMM M YIOJIHOMOYEHHOM OpPraHe IO KOCMHYECKOU
nestenbHOCTH»: [yTBepkiaeHo IlocranoBnenuem IlpaButenbctBa Poccuiickoit ®enepaunuu ot

03.11.1994 Nel1233]:(c u3MEHEHUsSIMH M JOMOJHEHUsMH). — JlocTyn W3 CIpaBOYHO-TIPABOBOM
cucreMbl «KOHCYIBTaHTIUIIOC». — T €KCT: 2JIEKTPOHHBIM.
8. TpebGoBanmsi K 3alUTe TMEPCOHAIBHBIX JaHHBIX TpPH HUX 00paboOTKe B

MHPOPMALIMOHHBIX ~ CHUCTEMax IEpPCOHAIBHBIX JaHHBIX: [yTBepkaeHbl I[locTtaHoBiIeHHEM
[IpaButensctBa Poccuiickoii ®enepammu ot 01.11.2012 Nel119]. Hoctym w3 chnpaBO4YHO-
rpaBoBoil cucrembl «KoHcynbranTnlLroc». —TeKCT: 3eKTPOHHBIM.

9. IlepeueHp Mep, HampaBlI€HHBIX Ha oO0OecliedeHUEe BBIIOJHEHU O00s3aHHOCTEH,
npenycMoTpeHHbIX DenepanbHbIM 3aKOHOM «O NEpCOHAIBHBIX JAaHHBIX» M INPUHATBIMU B
COOTBETCTBMM C HHM HOPMATHBHBIMU IIPaBOBBIMU AaKTaMH, OIIEpAaTOpaMu, SBISIOLIMMUCS
rOCy/lapCTBEHHbIMU  WJIM ~ MYHULUNAIbHBIMU  opraHamu: [yrBepkzaeH IlocraHoBieHueMm
[IpaButensctBa Poccuiickoii @enmepanuu ot  21.03.2012 Ne211]: (¢ u3MEHEHHSIMH H
nomnonHeHusMu). — Jloctyn u3 crpaBoyHo- npaBoBoi cucteMbl «Koncynprantnllntocy. —Teker:
3IIEKTPOHHBIM.

10. Tlomnoxenune 06 0COOCHHOCTSIX 0OpPAOOTKU MEPCOHATBHBIX JTaHHBIX, OCYIICCTBISIEMON
0e3 MCII0JIb30BaHMs CpEICTB aBTOMaTu3alMu: [yrBepikaeHo IlocranoBienuem IlpaButenbcTBa
Poccuiickoit ®@enepanuu ot 15.09.2008 Ne687]. — JlocTynm M3 CrpaBOYHO-TIPABOBOH CHUCTEMBI
«Koncynprantnl Iintocy. —TeKCT: 371eKTPOHHBII.

11. TpeOGoBaHus Kk MaTepUAIbHBIM HOCUTENISAM OMOMETPUUECKUX NEPCOHAIBHBIX JaHHBIXU
TEXHOJIOTUSIM XPaHEHUs TaKUX JaHHBIX BHE MH(POPMALMOHHBIX CHUCTEM NEPCOHAIbHBIX NaHHBIX:
[yrBepxkaeno IlocranoBnennem IlpaButenbctBa Poccuiickoit ®enepanum ot 06.07.2008 No512]:
(c  u3MeHeHMsIMM U JONOJHEHWsAMH). JlocTym U3 CIpaBOYHO-IIPABOBOM  CHUCTEMBbI
«Koncynprantnlimrocy. — TeKCT: 3JIeKTpOHHBIN.

12. Meronunyeckue peKOMEHAALMU 10 YBEAOMIJIEHHIO YIIOJIHOMOYEHHOIO OpraHa o
Hayaje o0pabOTKM NEPCOHAJIBHBIX JaHHBIX U O BHECEHUM W3MEHEHMH B paHEe IpE/ICTaBICHHbIC
CBelleHUs: [yTBepKAeHbl mpuka3oM Pockomuanzopa ot 30.05.2017

Ne94]: (c u3MeHeHusMHU M JOTMOJHEHUsAMHU). — JloCTyn M3 CIpaBOYHO-IIPABOBOM CHCTEMBI
«Koncynprantnllntocy. —TekeT: 3JIeKTpOHHBII.

13. TpebGoBanus ¥ MeTOABI MO O0E3TUYMBAHUIO MEPCOHATBHBIX TAHHBIX: [yYTBEPIKICHBI
npuka3oM Pockomuamzopa ot 05.09.2013 Ne996]. — [locTyn M3 CpaBOYHO- MPABOBOW CHUCTEMBI
«Koncynprantnlimrocy. —TeKeT: 31eKTPOHHBIN.

14. CocraB u coxepkaHHe OPraHU3AIMOHHBIX M TEXHUUYECKUX Mep IO 00ecreueHUro
0€30MacHOCTH TEPCOHAIbHBIX JIAHHBIX HpU HX 00paboTke B MHPOPMALMOHHBIX CHCTEMax
NEepCOHANBbHBIX JaHHBIX: [yTBepkaeHbl mpukazoM PCTIK Poccum ot 18.02.2013 Ne2l]: (c
U3MEHEHUSAMU U  JIONOJHEeHWsMH). — JlocTym M3  CHpaBO4YHO- TPaBOBOW  CUCTEMBI
«Koncynprantnllnmrocy. —TekcT: 21eKTpOHHBIN.

15. bazoBas mozenb yrpo3 0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX MPH HX 00pabOTKEe B
MH(POPMALIMOHHBIX CHCTEMax IEpPCOHAIbHBIX AaHHBIX (Beimucka): [yTBepikaeHa 3amecTutenem
mupekropa DPCTOK Poccum 15.02.2008]. — JlocTynm U3 CHpaBOYHO- TPABOBOM CHCTEMBI
«Koncynprantnllntocy. —TeKcT: 31€KTPOHHBIN.

16. Meronuka ompeaeNeHusT aKTYaJIbHBIX Yrpo3 O€30MacHOCTH TMEePCOHATBHBIX JTaHHBIX
npu ux o0paboTke B HH(MOPMAIIMOHHBIX CUCTEMax IE€PCOHAIBHBIX JAHHBIX: [yTBEpKICHA
3amectutenem nupekropa GCTIK Poccum 14.02.2008]. — JlocTynm 3 CHpaBOYHO-TIPABOBOM
cucrteMbl «KoHcynprantnllntocy. —TeKCT: 37EeKTpOHHBII.

17. CocraB u cojep)kaHu€ OPraHU3aLMOHHBIX M TEXHHUYECKUX Mep MO 00ecHnedyeHHUIo
0€30IaCHOCTH NEpPCOHANbHBIX JAaHHBIX IpPH HUX 00paboTke B HH(POPMAIMOHHBIX CHUCTEMax
MEPCOHANBHBIX JAaHHBIX C MCIOJB30BaHUEM CPEJCTB KpHUNTOrpaduyeckoi 3amuThl HH(OpMaLuu,
HEOOXOAMMBIX Il BBIMOJHEHUs ycTaHoBIeHHbIX [IpaBurensctBom Poccuiickoit ®enepauuu
TpeOOBaHUN K 3alllUTe€ MNEPCOHAIbHBIX JAHHBIX Ui KaKJOr0 M3 YpPOBHEHW 3aIIMIIEHHOCTH:



[yrBepxknennl mpukazom PCBb Poccum ot 10.07.2014 Ne378]. — Jloctym W3 CHpaBOYHO-
npaBoBoii cuctemsl «KoHncynbrantnllntocy. —TeKCT: aneKTpOHHBIN.

18. Meronnyeckue peKOMEHAAUUU IO pa3padOTKe HOPMATHUBHBIX IIPABOBBIX aKTOB,
OTIPENICNIAIONINX YIPO3bl O€30MaCHOCTH IMEPCOHANBHBIX JaHHBIX, aKTyaJbHBIE TpHU 00paboTKe
[EPCOHAJIbHBIX JAHHBIX B HH(OPMALIMOHHBIX CUCTEMAX NEPCOHAIBHBIX JaHHBIX, KCILTyaTUPYEMBbIX
IPU OCYIIECTBICHUU COOTBETCTBYIOIIMX BHJOB JIEATEIBHOCTH: [yTBEPXKIACHBI PYKOBOJACTBOM 8

Ienrpa ®CB Poccun 31.03.2015 Ne149/7/2/6-432]. — Hoctyn u3 CIIPaBOYHO-
MPaBOBOM cucremsl «KoHcynbranTnlLroc». —TeKCT: 37IeKTPOHHBIM.

19. TOCT P 51275-2006 3amurta undopmaruu. OObekT nHPopMatuzanuu. DakTopsl,
BO3/CHCcTBYOIME Ha WHpopMmanutoo. OOmue monoxkeHus. — JlocTynm W3 CIpaBoOYHO- MPAaBOBOM
cuctembl « TEXOKCIIEPT». —TeKcCT: 31eKTpOHHBIN.

20. Intel 64 and IA-32 Architectures Software Developer’s Manual [DnexTpoHHBIH
pecypc] — DnekTpoH. TekcTroBblie gaH. —Ilocnennee oOHoBieHue : 16.11.2020. — Pexum

noctyna: https://software.intel.com/content/www/us/en/develop/articles/intel- sdm.html.

B) Pecypcnl cetn « HTEpHET»
1. Hayunas 6ubnuoreka Apl'y -
http://www.lib.uniyar.ac.ru/content/resource/net_res.php

2. Hayunas snexkrponnas 6udnuoreka «eLIBRARY .ruy» - http://elibrary.ru

3. DnexkrponHas oubauoreunas cucrema «FOPAUTy https://biblio-online.ru/

4. Pedeparusnas 6a3a nanubix «Web of Science» - https://webofknowledge.com

5. PedeparuBhas 6a3a ganubIx «Scopusy - https://www.scopus.com/

9. MarepuajibHo-TeXHHYecKasi 0a3a, HeoOXoauMasi Il OCYIIECTBJICHHS

00pa30BaTeIbHOIO MpoLecca Mo JMCHUIIIMHE

MarepuanpHoO-TeXHHUECKas 6a3a, HEOOX0IUMast ISl OCYIECTBIICHUS
o0pa3zoBaTenpHOronpolecca o AUCHUILIMHE BKIIIOYAET B CBOM COCTAB CIEIMAIbHbIE
ITOMEILEHUS:

-y4eOHbIe ayJTUTOPUH JIJIsl TPOBEICHUS 3aHATUH JIEKIIMOHHOTO THIIA,;

-y4eOHbIC ayAUTOPUH I IPOBEACHUS 1a00paTOPHBIX pabOT, OCHAIIICHHBIE
CpeACTBaMU BBIYMCIUTEIBHON TEXHUKH, OACP>KUBAIOLIMMH TPOrPaMMHOE
obecrniedeHune, ykazaHHOE B ITYHKTE ©;

- y4eOHBIC ayIUTOPHH ISl TPOBEACHHUS TPYIIIOBBIX M UHINBUIYATBHBIX
KOHCYJIbTAIUI;

- y4eOHbIe ayTUTOPUU ISl MPOBEACHHS TEKYIIErOo KOHTPOJIA U
MPOMEKYTOUHOMATTECTALINH;

- TIOMEIIEHUS JUIsl CAMOCTOSATEIbHOM paboThI;

- TIOMEIIEHUs AJI1 XpaHEHUs M MPOPHUIAKTUYECKOr0 OOCIYKUBAHUS
TEXHUYECKUXCPEACTB 00yUECHHUS.

[Tomemienust AJis  caMOCTOSATENbHOM pabOThl OOYydYaroOIIUXCsl OCHAIIEHbI
KOMIIBIOTEPHON TEXHUKOM C BO3MOXKHOCTBIO MOAKIIOUEHHS K ceTh «MHTepHeT» U
o0ecrieueHrneM JI0CTyIa B 3JEKTPOHHYIO MH(DOPMAIIMOHHO-00pa30BaTEIbHYIO CPEIy
OpraHu3aIMH.

Yucno mocasouyHbIX MECT B JIEKIIMOHHOW ayauTopuu Oosblie OO paBHO
CIIMCOYHOMY COCTaBy IIOTOKa, a B AayIUTOPUU JUISI MPAKTUYECKUX 3aHATHUIM
(ceMHHapOB) — CIMCOYHOMY COCTaBY IPYIIIBI 00Y4aIOIINXCS.

ABTOpP(BI):
Kana. ¢pus.-mart. Hayk Mypun /. M.
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IMpuaoxenne Nel k paGoueii mporpamMme IUCHHUILTHHBI
«be30macHOCTh B COBpeMeHHOH MH(OPMAILMOHHOM cpee»

DoHJ OLIEHOYHBIX CPpEaACTB AJisl MPOBEACHUA TEKYIIECI0 KOHTPOJISA YCIIEBAEMOCTH H
HpOMC)KyTO‘IHOfI aTTeCTAllui CTYACHTOB IO TUCHHUIIJINHE

1. TunnoBble KOHTPOJIbHBIC 3a/ITaHUS 1 UHBIC MAaTE€PHAJIbl, HCII0Jb3YEMbIC B IIPpOoLECCE
TEKYLIEro KOHTPOJIA YCIIEBAEMOCTH

1. 1. KOHTpOJILHLIe 3alaHUd U UHbIC MaTEpHuaJibl, HCIIOJb3YEMBIC B IIPpOLIECCE TeKleIei/i
arTreCranmmu

KonrtpomnbHbie 3aHATHS, 3a4er o0ecreuynBaroT TEKYIYIO u UTOTOBYIO
muddepeHIIMPOBAHHYI0 HH(POPMAIMI0 O CTENEHH OCBOCHHUS TEOPETHYECKUX U METOAMYECKUX
3HaHUI-yMEeHUH 1 MPO(eCCHOHATFHON TOATOTOBKE KaXKI0TO CTYACHTA.

B kauecTBe KpHUTEpHEB OLIEHKH BBICTYMAIOT KOHTPOJIbHBIE TPEOOBaHWsS, OCHOBAaHHBbIC Ha
WCIIOJIb30BAHUH MPOUJICHHOTO MaTepHalla, a TaKkKe JONOJHUTEIBHON JTUTEPaTypPHI.

Texywjuii KOHmpoap - TO3BOISET OICHUTH CTENEHb OCBOEHUS pas3jenia, TEMbl, BHJA
yaeOHOi paboThl, oOecrieunBaeT WH(GOPMAIMIO O XOJE BBHITIOJHCHHS CTYICHTAMU KOHKPETHOTO
pasnena, Buja ydeOHOM paboTHI.

Ilpomesricymounulii KOHMPOb - NaET BO3MOKHOCTH BBISIBUTH YPOBEHB NMPO(HECCHOHAIBLHON
MOATOTOBKH CTY/ICHTA.

Texywian ammecmauus é hopme mecma
(nposepka chopmuposannocmu komnemenyui YK-4 (unouxamop U-
VK-4.1); VK-8 (unouxamop U-YK-8.1); OIIK-2 (unouxamoper U-OIIK-
2.1, U-OIlIK-2.2, U-OIIK-2.3, U-OIIK-2.4); OIIK-3 (unouxamop H-
OI1K-3.1)

Tect no Teme 1.1 [IpaBoBble 0cHOBBI 00ecnieyeHnsi HHPOPMAITHOHHON 0€30MACHOCTH

1. Kakue nosoxkeHus, CBSi3aHHbIE C BONpOCaMHU 00pabOTKM HMH(pOpMALINH,
3akperieHsl BKonctutynnn Poccuiickoit @enepanuu?
a) [IpaBo Ha HEMPUKOCHOBEHHOCTh JIMYHOM U CEMEHHOM TalHBI.
0) IIpaBo Ha 00paboTKy Mt000H MH(BOPMAIIUK THOOBIM BO3ZMOKHBIM
criocoOoM. B) 3arnpeT Ha 00paboTKy HH(OPMAIIUU O YaCTHOM KU3HU
auna 6e3 ero cornacus.r) [IpaBo Ha nmosyueHue rpaxjaHamMu
JIOIyCKa K TOCYIApCTBEHHOW TalHE.
2. Kakue Bujbpl nHpopManuu o0s3aTeNbHO TpeOyeTcs 3alluIIaTh B
COOTBETCTBUM C3aKOHOAaTenbcTBOM Poccuiickoit denepanuu:
a) Mudopmanus ans cinyxeOHOro
nosib30BaHuA.0) [lepconanbHbie
JTAHHBIE.
B)
I'ocynapcTBenna
s TaliHA.T)
Bpauebnas
TalHa.
1) Bce nepeuncnennsie.
3. B cootBerctBun ¢ @enepanbHbIM 3akoHOM «O0 mHMOpMAIWH,
MH(POPMALIMOHHBIXTEXHOJIOTHAX U 3aluTe MH(OpMaIm HHPOpMALUsI —
3TO:



10.

a) JIroOble naHHbIe, MPECTaBIEHHBIE HA MaTEPUAILHOM HOCHUTEIIE.

0) CBenenus (cooOIieHus, JaHHbIE), HE3aBUCUMO OT (hOPMBI UX

npencranienus.B) He sueprus u e marepus.

r) CBeleHusi, BOCIPUHUMAEMbIE YEJIOBEKOM M (WJM) CHEHUATbHBIMHU
YCTPOMCTBAMH Kak OTpaskeHue (akTOB MATEPUAIBHOTO WM AYXOBHOTO MHpa
B IIPOLIECCE KOMMYHUKALIUU.

UTro M3 NepeyuclIeHHOr0 MOXHO paccMaTpuBaTh Kak ©0a3y JaHHBIX B
COOTBETCTBUU C 3aKOHOJATENLCTBOM Poccuiickoit Penepannu:

a) EXCEL Tabnuiry ¢ ynopsiio4eHHON B CTPYKTYpUPOBAHHON HH(POPMAITHEH.

0) daiin popmara DOC, B KOTOPOM CO3/1aH CIIUCOK CITyIIaTeaeh dTou

nporpaMMel.B) KapToTeky perucrparypsl yapexKIeHuUs

3/IpaBOOXPaHEHUSI.

r) Bee nepeuncnennsle.

LenoctHOCTH MH(GOPMALIUU — 3TO:

a) OOs3arenbHOE [UIsl BBIIOJHEHUS JIMLIOM, MOJYYMBIIMM JOCTYNI K
ompefeNieHHOW  WHpopMmaluy, TpeOOBaHHWE HE  TMepelaBaThb  TaKyHo
UH(OPMALIMIO TPETHUM JIMIIaM Oe3coriacus ee 00JaaaTels.

6) CocrosHue wuHpOpMaNMK, MNPU KOTOPOM OTCYTCTBYET ItoOoe ee
U3MEHEHUE JIMOO W3MEHEHUE OCYILIECTBISIETCSI TOJIBKO IIPEIHAMEPEHHO
cyOBbeKTaMu, UMEIOIIMMHU Ha HETO MPaBo.

B) Bo3moxHOCTB noNTyueHus: HHPOpPMAIMH U €€ UCTIOIb30BaHUSI.

Ha teppuropun Poccuiickoir ®@enepanuu 3anpeiieHo
pacnpocTpaHeHHE:

a) Mudopmarum, xoTopas HampaBicHa Ha MPOIAraHy
BOIHBL.0) KomMMepueckoii TaifHEbI.

B) MHdopmaruu, KoTopas HanpaBlieHa Ha Pa3KUTaHUE PETUTHO3HON

HeHaBHCTHU.T) [lepcoHambHBIX TaHHBIX.

I'paxnaHMH WINM IOPUIMYECKOE JIMLO, OCYILECTBIIAIONINE IESATEIbHOCTh IO
AKCIUTyaTallMl MH(POPMAIMOHHON CHCTEMBI, B TOM 4HCJIE IO 00paboTke
uHpOpMalnH, coieprKaleiics B ee 0a3ax JaHHBIX — 3TO:

a) OGnanarenb UHPOPMALIUH.

6) Oneparop MHGOPMAITMOHHON CHCTEMBI.

Eciun He ompeneneHo WHOro, omneparopoM HHGOPMaIMOHHON
cucteMsl siBistercs:a) Obnanarensb HHOOPMALIHH.

06) CoOCTBEHHHMK MCIOIB3YEMBIX JIsI 00pabOTKH cojepkaiienicsa B 0azax
TaHHBIX HHPOPMAIH TEXHHUECKUX CPEJICTB.

B) Jlumo, omnpenenstomee menu  oOpaboTku  uMHpOpManUU U
ocylecTBIstoniee 00paboTKy HHPOPMALIUH.

He MoeT ObITh OTpaHUYeH JOCTYII:

a) K uadopmarum o cocTostHUM OKpyKarolen cpebl.

0) K nmepcoHanbHBIM JaHHBIM TOCYJAPCTBEHHBIX I'PaXKTaHCKUX

cyxamux.B) K nundopmanuu, xpansieicss B OTKPBITHIX

dbongax OMOIMOTEK.

r) K cBeieHnsM o 30710TOBANIOTHBIX 3amacax Poccuiickoit denepanuu.
Kakyto 0TBETCTBEHHOCTh MOXET ITOBJICYb HApyIIeHUE TpeOOBaHUI
denepanbHBIX3aKOHOB:

a) YToJIOBHYIO.

0)

Hucuuninmna

pHYIO. B)

AnMuHHCTpa

THUBHYIO.



1.

2.

r) ['pakmancko-
IIPABOBYIO. 1)
Bcee
NePEYHCICHHBI
e.

Texkywan ammecmauus 6 popme mecma
(nposepka cpopmuposannocmu komnemenyui YK-4 (unouxamop H-
VK-4.1); VK-8 (unouxamop HU-YK-8.1); OIIK-2 (unouxamopwr H-OIIK-
2.1, U-OIIK-2.2, U-OIIK-2.3, U-OIIK-2.4); OIIK-3 (unouxamop H-
OIIK-3.1)

Tect mo Teme 1.2 3ammTa NepCOHATbHBIX TAHHBIX

[lepconanbHbBIE JaHHBIE — ATO:

a) CBezieHUS 0 CYOBEKTE MEPCOHANBHBIX JAaHHBIX HE 3aBUCHMO OT
(bOpMBI UXIIPEICTABICHUS.

0) JIro6as napopmarys, OTHOCAIIASACS K MPSIMO WJIH KOCBEHHO
OIpEICIEHHOMY UJIMONpPEAeIsieMOMY PU3NYECKOMY JULLY (CYOBEKTY
NIEPCOHAIBHBIX JaHHBIX).

B) Jlto6as mH(pOpMamHs, OTHOCSINASACS K ONPEACICHHOMY WIIH
ornpenensieMoMyhU3nIecKOMY JIUITY (CYOBEKTY MEPCOHATBHBIX JIAHHBIX ).

r) JlroGas wuHOpMamms, OTHOCAMIASICS K ONPEICICHHOMY WM
OIpenesieMOMY Ha OCHOBaHMM TaKOW WH(poOpManuu (PH3HUECKOMY JIHILY
(cyOBeKTy TEepCOHAIBHBIX JIAHHBIX), B TOM 4HCIE ero daMumus, ums,
OTYECTBO, TOJ, MECSI, Jara M MECTO POXICHHUSA, aJpec, CeMeHHoe,
COLMAIbHOE, MMYIIECTBEHHOE TIOJIOKeHue, oOpa3oBaHue, mpodeccus,
JOXOJIbI, IpyTas HHPOpMAIIHs.

Ha xakue oTHOIIEHUS HE pacHpOCTpaHseTcs AelcTBUE (eepalbHOro 3aKOHa
«O nepcoHaIbHbIX TaHHBIX»?

a) Ha 00paboTKy nmepcoHaIbHbIX JAHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM
MOPSIKE KCBEACHUSM, COCTABISIONINM IOCYJapCTBEHHYIO TaiiHYy.

0) Ha 00paboTky nmepcoHaIbHbIX JaHHBIX, HEOOXOAUMYIO JIJIst
OCYIIIECTBIICHUS MPaBU 3aKOHHBIX HHTEPECOB OMepaTopa WK TPEThUX JIUII.

B) Ha 00pabGoTKy mnepcoHaJbHBIX JaHHBIX, HEOOXOAUMYIO IUIf

HCIIOTHEHUSICYZIEOHOTO aKTa.

r) Ha o0pabGoTKy mepcoHambHBIX JaHHBIX (U3MYECKHUMH JIMLAMH
UCKITIOYUTEIILHO JUIS JIMYHBIX M CEMEHHBIX HYXKI, €CIIH TpH 3TOM HE
HAPYIIAOTCS MpaBa CyOBEKTOBIEPCOHATBHBIX JTAHHBIX.

1) Ha 06paboTKy mepcoHanbHbIX JAaHHBIX, MOAJIEKAIINX OMYOIMKOBAHUIO
WK 00s13aTeTbHOMY PACKPBITHIO B COOTBETCTBHH C (DeiepaabHbIM 3aKOHOM.

e) Ha o00paboTKky mepcoHaIbHBIX JaHHBIX, HEOOXOAUMYIO ISt
OpraHM3alliil  XpaHEHWs, KOMIUICKTOBAaHUS, ydeTa M UCIOIb30BaHUs
COJICPIKaNINX IMEPCOHATBHBIX JaHHBIX aPXUBHBIX JOKYMEHTOB B COOTBETCTBUH
C 3aKOHOJIaTEIHCTBOM 00 apXuBHOM Jene B Poccuiickoit deneparuu.
®denepanbHbIil 3ak0H «O MEePCOHATBHBIX JAHHBIX» PErYJIUPYET OTHOIICHUS,

CBsi3aHHBIE: a) MICKITIOUNTENbHO ¢ 00pabOTKON MepCOHATbHBIX TAaHHBIX C

HCITOJTh30BaHUEM
CPEICTB aBTOMAaTH3aI1H.

6) C o00paboTKO TEPCOHATBHBIX JAHHBIX, HE3aBUCUMO OT TOTO
00pabaThIBaIOTCS U OHU C HCIIOJB30BAHMEM CPEJCTB aBTOMATH3AIlUU WJIH
HET.



B) C  00paboOTKOI MEepCOHANBHBIX JAHHBIX C  HCIOJb30BAHHEM
MCII0JIb30BaHUEM CPEICTB aBTOMaTu3auuu.r) C 00paboTKOi
MEePCOHAIBHBIX JAHHBIX 6e3 UCIIOJIb30BaHUs
CpeAcTB
aBTOMATU3AIIIH.
JleiicTBusi, B pe3ysibTare KOTOPBIX CTAHOBHUTCS HEBO3MOXHBIM 03
MCIIOJIb30BaHUS JIOTIOJTHUTEIHHON uHbopMaIuu OTIpeIeTUTh
MPUHAUICKHOCTh ~ MEPCOHANBHBIX  JAHHBIX  KOHKPETHOMY  CYOBEKTY
MEPCOHAIBHBIX JIAHHBIX, — 3TO:
a) biiokupoBanue
MIePCOHAIIbHBIX JIAHHBIX. 0)
YHUYTOXKEHHE NTePCOHATBHBIX
JnaHHbIX. B) O0e31MunBaHue
MEPCOHATBHBIX JaHHBIX.
r) [lepeBoj nepcoHanbHBIX TaHHBIX HA ApPXUBHOE XpaHEHUE.
JleiicTBHsI, B pe3ysibTaTe KOTOPBIX 8pemerHo TpeKpamaercs oopadboTka
MEPCOHANBHBIX IAHHBIX, — 3TO:
a) biiokupoBanue
MePCOHAIIbHBIX JIAHHBIX. 0)
YHUYTOKCHHE MTEPCOHATBHBIX
JnaHHbIX. B) O0e31MurBaHue
MEePCOHATBHBIX JaHHBIX.
r) [lepeBos mepcoHanbHBIX TaHHBIX HA APXUBHOE XpaHEHUE.
Kakue u3 nepeunciieHHbIX TEUCTBUN C IEPCOHATIBHBIMU JAHHBIMU SBJISIOTCS
00paboTKONNIEPCOHABHBIX JaHHBIX:
a) XpaHeHue
MIEPCOHAJILHBIX JIAHHBIX.0)
3anuch nNepcoHaNIbHbIX
TAHHBIX.
B) O6e3nuunBanue
MEePCOHATBHBIX JaHHBIX.T)
VY nanenue nepcoHaabHbIX
JTAaHHBIX.

Cpe€acTBaBTOMATH3Al

C Touku 3peHus penepanbHOro 3akoHa «O MepCcOHATBHBIX JAHHBIX) ONIEpaTop — 3TO:

a) ['ocynmapcTBeHHBIN OpraH, MyHUIIUNIATBHBIN OpraH, IOPUIMYECKOE WIH
¢u3nyeckoe M0, CAMOCTOSTEIBHO MM COBMECTHO C JAPYTUMH JIMLAMH
opranusyomue W (WiIM) ocymecTBisomue obpadorky I1[dH, a Taxxke
onpeaenstomue 1enu obpaborku [1/In, cocra I[I/ln, momIexammx
00paboTke, neicTBus (onepaiuu), copepiiaemsie ¢ [1/1H.

0) I'paxknaHuH WK IOPUAMYECKOE JTUIIO0, OCYIIECTBISIIOIUE eI TeIbHOCTD
[0 3KCIUTyaTallud WH(OPMALMOHHOW CHUCTEMBI, B TOM uHcie 1Mo 00paboTke
uH(OpMalnK, coieprKallencs B ee 6a3ax JaHHBIX.

O6paboTka mepCOHATBHBIX JaHHBIX:

a) He nonyckaercs 6e3 cornacus cyObeKTa MepCoOHANbHBIX TaHHBIX.

0) JlomkHa OTpaHWYHMBATHCS JIOCTHIKCHHEM KOHKDPETHBIX, 3apaHee
OTIpeIeIEHHBIX U 3aKOHHBIX IEeJIeH.

B) He pmonmyckaercs B ciy4asx HECOBMECTUMBIX C LedsAMu cOopa
NEPCOHATIBHBIX JTaHHBIX.

r) JloKHa OCYIIEeCTBISATHCS Ha 3aKOHHOM U CIIpaBeNIMBON OCHOBE.
O6paboTka mepCcoOHATBHBIX JaHHBIX JOMMYCKAETCS:

a) C cormacus cyObeKTa MEpPCOHAIBHBIX JaHHBIX Ha OOpabOTKY ero
NEPCOHATIBHBIX TaHHBIX.



0) B cinyuasx, ecnim oHa HeoOXoauMa JTsl HICTIOTHEHUS Cy/Ie0HOTO aKTa.

B) B cnywasx, ecnum onHa HeoOXoauMmMa Ui OCYUIECTBJICHHUS
npodecCHOHANBHOM ~ JNEATENIbHOCTH  KypHalucTta ©  (WIM) 3aKOHHOU
JeSITEILHOCTH CPECTBA MACCOBOM MH(OpMAIIHH.

r) B caywasx, eciu Benercss 00pabOTKa MEPCOHANbHBIX JaHHBIX,
HOJUIeKAIMX ONYOJMKOBAaHHIO B COOTBETCTBUM C 3aKOHOAATEIbCTBOM
Poccuiickoit deneparumu.

10. KTo HeceT OTBETCTBEHHOCTh 3a ACUCTBHUS IOPUAMYECKOTO JIMIA, KOTOPOMY
nopyueHa o00pabOTKa  MNEpPCOHAIbHBIX  JIaHHBIX, Iepel  CyOBbEeKTOM
MEPCOHAIIbHBIX JAHHBIX?

a) Omeparop.

0) KOpuaunueckoe 11110, KOTOPOMY HOPYUHITH

o0paboTtky.B) Hukro.

r) Pockomuamzop.

11. B nopyueHnn o0pabOTKH JOKHBI OBITH 00S3aTEIBHO OMPEICIICHBI

u ykazaHbl:a) Llenu 06paboTKu MepcoHANbHBIX JTaHHBIX.

0) CyObeKTbl TEepCOHANBHBIX JaHHBIX, YbH MEPCOHAIBHBIC

JTaHHbBIE OynyToOpabaThIBaThCs 1O MOPYUCHHIO.
B) TpeOoBaHus K 3amuTe 00padaThIBAEMbIX IEPCOHANBHBIX JTaHHBIX.
r) CpencrtBa 3amuTel  HHPOPMAIUHM, KOTOpPbIE  HEOOXOIUMO
MPUMEHSATHIOPUINYECKOMY JIMILY, KOTOPOMY IOpydeHa o0padoTka
MEPCOHAIBHBIX JIAHHBIX.

12. Ha koM I1eXuT 00513aHHOCTB 110 JI0KA3aTENIbCTBY MOJTYYCHHUS COTIIACHUS
OT CyObEKTanepCOHANbHBIX JaHHBIX?

a) Ha PockomHazn3zope.

0) Ha ropuandeckom Juie, KOTOpoMy MOPYUHIIN

00paboTky.B) Hu Ha KOM.

r) Ha oneparope.

13. Cornacue cyObeKTa MepCOHATBHBIX JTAHHBIX JIOJDKHO BKITFOYATH:

a) [lacnopTHble JaHHbBIE CyOBEKTa NMEPCOHAIBHBIX JAHHBIX MU €ro
3aKOHHOTOIIPEICTABUTEIIS.

6) KoHTakTHbBIE JaHHBIE JIMIIa, OTBETCTBEHHOTO 32 OPraHU3aLUI0 00paboTKH
NIEPCOHANBHBIX JaHHBIX.

B) Azpec oneparopa.

r) @aMunn, IMEHa M 0TYECTBA (PU3UUYECKHX JIUI], KOTOPHIE
OCYIIECTBIISIIOTOOPaOOTKY EPCOHATBHBIX JAHHBIX IO IOPYYEHHUIO OIepaTopa.

14. B cnyuae cMepTH cyObeKTa epCOHAIbHBIX TaHHBIX:

a) [lonyuats cornacue Ha 00pabOTKY €ro MepCOHATBHBIX JaHHBIX
TpeOyeTcsl yHacleHUKOB CyOBbeKTa MepCOHAbHBIX JIaHHBIX.

0) [lomyuaTs cornacue Ha 00pabOTKY €ro MepCOHATBHBIX JAHHBIX
Tpebyetcst yPockoMHa3opa.

B) [lonyuats coriacue Ha 00pabOTKyY €ro NepCcoOHAbHBIX JaHHBIX HE TpeOyeTcs.

15. K cienuanbHBIM KaTeTOpUsM MEPCOHAIBHBIX JaHHBIX

oTHOcsTCs:a) CBeIeHUsI, Kacaloluecs pacoBOM

PUHAIICKHOCTH.

0) CBeeHus, Kacaromumecs rpaxaaHCTBa.

B) CBeieHus, Kacarolmecs

MOJUTHYECKHUX B3TIIA0B.T) CBeIeHus,

KacaroIlyuecs: HHBAJIUIHOCTH.

16. C Ttouku 3peHHs GeaepanbHOro 3aKkoHa «O MepCOHATBHBIX JTAHHBIX» K
OMOMETPHUYECKUMIIEPCOHATBHBIM TAHHBIM OTHOCSITCS:

a) Bce cBemeHus, KOTOpble XapakTepU3yIOT (DU3HOJIIOTHYECKUE U



17.

18.

19.

20.

21.

Ouosornyeckue OCOOEHHOCTH 4YeNOBEKa, Ha OCHOBAaHMM KOTOPBIX MOXKHO
YCTQHOBUTH €T0 JUYHOCTb.

6) CBeneHusi, KOTOpbIe BHOCATCS B 0a3y OHMOMETPUYECKHMX JIaHHBIX
rpaxaad Poccuiickoit denepanumu.

B) Bce cBeneHus, KOTopble XapakTepu3yloT (U3HOJIOTHYECKUE U

Ouonornyeckue OCOOCHHOCTH 4YeNOBEKa, HAa OCHOBAaHMU KOTOPBIX MOXKHO
YCTQHOBUTH €T0 JIMYHOCTb, U KOTOPBIE MCIIOJIB3YIOTCS Ul YCTAaHOBJICHUS €ro
JUYHOCTH.
Kro o00s3an y0eauTbcs B TOM, 4YTO MHOCTPAaHHBIM TIOCYJapCTBOM, Ha
TEPPUTOPUIO KOTOPOTO OCYILECTBIICTCS Iepeaada MEepPCOHANBHBIX IAaHHBIX,
o0ecrieunBaeTcsi aJeKBaTHas 3allUTa IpaB CYOBEKTOB IE€PCOHAIBHBIX
JTAHHBIX?

a) Omeparop.

0) FOpuaunueckoe 11110, KOTOPOMY HOPYUHIIH

00paboTtky.B) HukTo.

r) Pockomuanzop.

CyOBeKT nepcoHalbHbIX JaHHBIX UMEET IIPaBO Ha MOJIy4YEHHUE cIelyromei
uH(pOpMaInK, Kacaroleiicst 00paboTKH ero NepCOHAIBHBIX JTaHHBIX:

a) [IpaBoBbIe OCHOBaHMS U 11€TM 00paOOTKH EPCOHANBHBIX JaHHBIX.

0) [loumeHHBIN MepedyeHb COTPYAHUKOB ONEpaTopa, KOTOPbIE HUMEIOT
JIOCTYIl K €ronepCOHaIbHBIM JJAHHBIM.

B) CBenieHusl 00 OCYIIECTBIEHHONW WM O IIpeaojaraeMoi
TpaHCIpaHUYHONIIEpeaue JaHHbIX.

r) CBeneHus 0 NPUMEHSEMBIX OIIEPAaTOPOM CPEJCTBAX 3aILUTHI MHPOPMALUH.
[IpaBo rpaxpaHuHa Ha TMOdXydYeHUEe HH(pOpMAIMK, Kacaroleics

00pabOTKHM  eronepcoHaIbHBIX JAaHHBIX, MOKET OBITh OTPAHUYEHO:

a) Ha ocHOBaHuUU 3asBiI€HUs IpYroro cyObeKTa NepCOHANbHBIX JAHHBIX.

0) B cnyuasx, ecnmu 00paboTKa MepCOHANIBHBIX JAHHBIX OCYIIECTBIISACTCS B
cilyyasix, MpelyCMOTPEHHBIX 3aKOHOAATeNbcTBOM Poccuiickoit denepanuu o
TPaHCIIOPTHOI 0€3011aCHOCTH.

B) B ciyuasix, eciin 06paboTka nepcoHalIbHBIX JaHHBIX OCYILIECTBISIETCS B
HensiX  OOOpOHBI  CTpaHbl, 0O€30MACHOCTH TOCYJapcTBa U OXpaHbl
IPaBOMOPSIIKA.

r) B ciywasx, ecinu 06paboTka nepcoHaIbHBIX JAHHBIX OCYIIECTBIISETCS B
paMKax 3aKOHHOH JIeITeIbHOCTH CPECTBA MAaCCOBOM HH(pOpMAIIHH.

KoHnTponb 1 Hag3op 3a BBIOJHEHHUEM Mep MO 00ecleueHU0 Oe30MacCHOCTH
NEePCOHAIBHBIX JAaHHBIX OCYIIECTBISET (OCYIIECTBISIOT):

a)

MuHKOMCBS3U

Poccun. 0)

Pockomuamzop

B) ®Cb Poccum.

r) ®CTIK Poccun.
Kaxko#t opran rocyapCTBEHHON BJIACTH MUMEET NPABO O3HAKOMJIEHUS C
[IEPCOHAIBHBIMUTAHHBIMU IIPU OCYILIECTBIEHUHY KOHTPOJIbHBIX U
MIPOBEPOYHBIX MEPONPUSITHIL?

a)

dCh

Poccu

u. 0)

Pocko



MHaI3

op.
B) ®CTOK Poccun.

22.Jlunia, BUHOBHBIE B HApyUIEHWU ITOJOKCHUHA 3aKOHOAATENbCcTBa Poccuiickoit

1.

2.

3.

®DenepanuiiB 001aCTH MEPCOHATBHBIX JAHHBIX TIPU 00pabOTKE MePCOHATBHBIX
JTAHHBIX paOOTHUKA, MOTYT OBITH IPUBJICYCHBI:

a) K yronoBHO# OTBETCTBEHHOCTH.

6) K mucriunmunapHoi

OTBETCTBEHHOCTH. B) K

aJIMUHHUCTPATUBHON

oTBeTCTBEHHOCTHU.T) K

MaTepUaIbHOMN

OTBETCTBEHHOCTH.

Texywian ammecmayus é hopme mecma
(nposepka chopmuposannocmu komnemenyui YK-4 (unouxamop U-
VK-4.1); VK-8 (unouxamop U-YK-8.1); OIIK-2 (unouxamoper U-OIIK-
2.1, U-OIlIK-2.2, U-OIIK-2.3, U-OIIK-2.4); OIIK-3 (unouxamop H-
OI1K-3.1)

Tect mo Teme 1.3 Oprann3anmoHHble OCHOBBI 00ecreYyeHust
HH(OPMALOHHO0e301ACHOCTH

Pacrnionoxxure B mpaBUJIbHOM MOPSIAKE 3TAIbl paboT 110 00eCIeUYEHUIO
0e30macHOCTUHUH(OPMAITUH.

1) OueHka cOOTBETCTBUS 00bEKTa HH()OPMATH3AIIHH.

2) BrisiBiieHue U aHAIN3 HHPOPMALIMOHHBIX aKTHBOB.

3) IMpoexkTupoBanue (pa3paboOTKa) CHCTEMBI 3aIIUTH HH()OPMAITHH.

4) dopmupoBaHue TpeOOBaHHH K 3aluTe HHGOPMAIHH.

5) Bueapenue cucteMbl 3alUThI HHQOpMALIUH.

6) DKkcruTyaTalys CHCTEMbI 3aIUThl HH(OPMAIIHH.

a) 1) 2) 3) 4) 5) 6).

0)4)2) 3)5) 1) 6).

B) 2) 4) 3) 5) 6) 1).

r) 2) 4) 3) 5) 1) 6).
[Tycts He 00e3MMUeHHBIE IEPCOHATBHBIC JaHHBIE O COCTOSIHUU 3/I0POBBS BCEX
rpaxnaad SpocnaBckoit oOmactu oOpabarbiBalOTCsl B MHGOPMAMOHHOMN
cUCTeMe, /ISl KOTOPOW aKTyalbHBI yrpo3bl CBS3aHHBIE C OKCIUTyaTalluen
ySI3BUMOCTE B TNPUKIATHOM, HO HE B CHUCTEMHOM HPOTPaMMHOM
obecnieuennn. Kakoli ypoBeHb 3alIMINEHHOCTH JTOJDKEH OBITh YCTAHOBJICH TSI
TaKUX NMEePCOHATBHBIX JAHHBIX?

a) Y31.

0) V32.

B) V33.

r) Y34.
[Tycte He o0e3nMuYeHHbIE NMEPCOHATbHBIE JaHHbIE B TOM uucie ¢ororpadus
corpynaukoB HeOompmoro (mo 10 000 coTpyaHHMKOB) MpemnmpUsTHS
00pabaThIBalOTCS B CUCTEME KOHTPOJIS M YIPABJICHUS JOCTYIIOM, JJIs1 KOTOPOi
aKTyaJbHBl YTpPO3bl HE CBSI3aHHBIE C OKCIUTyaTalueil ysI3BUMOCTEH B
NOPUKIAJHOM U CHCTEMHOM HporpaMMHOM oOecrnieyeHud. Kakoil ypoBeHb
3alIMIEHHOCTA JIOJDKEH OBITh YCTAHOBICH [UIi TaKUX IEePCOHATBHBIX



4.

5.

10.

NAHHEIX?
a) Y31.
0) ¥V32.
B) ¥33.
r) Y34.
BHemrnue HapyImuTean peaausyoT yrpo3bl:
a) 13 BHemHuX ceTelt CBsI3u 00IIero
nosib30Banus. 0) HermocpencrsenHo B
WH(OPMAIIMOHHBIX CUCTEMAX.
B) U3 cereii MeKTyHApOTHOTO
nHpopmanmonHoro oomena.r) Haxomsice B
npejenax KOHTPOJIUPYEMOil 30HBI.
[Ipumepamu BHEITHUX HAPYIIUTENCH
MoryT sBIAThCsA:a) [lonbp3oBaTenu
MH(OPMALIMOHHON CHUCTEMBI.
6) Konkypupyromue
OpraHU3aIliH.B)
Heno6pocosectHbie
MapTHEPHIL.
r) O0cyKuBaroLuii IepCcoOHa OpraHU3aluu.
[Ipumepamu BHYTPEHHUX HAPYIIUTENEH MOTYT SIBISTHCS:
a) AIMUHUCTPATOPHI O€30MIACHOCTH
nH(popManoHHBIX cucteM.0) CTopoHHHUE
duznyecKue Iuna.
B) Jluna, oGecrnieunBaroiye ConpoBOKACHUE TPOrPAMMHOTO
obecnieueHus.r) KpuMuHanbHBIE CTPYKTYPBI.
K 00BbeKTUBHBIM Yyrpo3aM OTHOCSTCS:
a) OmmOKu 00CITy)KUBAIOIIETO TICPCOHANIA.

0) Jedekrtbl, cOOM M OTKa3bl, aBapUU TEXHHUUYECKHUX CPEACTB U CUCTEM
00BbeKTOBHH(OpPMATH3AIINH, & TAK KE CHCTEM 00ecriedeHs] 00bEKTOB
MH(pOpPMaTU3ALINH.

B) [IpupoaHsle siBIEeHUS, CTUXUNHHBIE OE/ICTBUS.

r) ®aKTOpHl COLUATBLHO-NOJUTHYECKOTO XapaKTepa.

VYTrpo3bl yreuku HH(GOpMAIMK BO3MOKHBI TOCPEICTBOM:

a) BoznelicTBusl mporpaMMHBIMU CPEICTBAMHU B KOMILJIEKCE C
IIPEITHaMEPEHHBIMCUIIOBBIM JIEKTPOMarHUTHBIM BO3/I€HCTBHEM.

0) [lepegaun nHPOpPMaILIUK IO OTKPHITHIM KaHAJIaM CBSI3U.

B) [ToakitoueHNs K TEXHUYECKUM CpPE/ICTBAM M CUCTEMaM 00beKTa

uHpopmaruzanuu.r) O6padoTku HHPOpPMALIMK HA HE3aIUIIEHHbIX

TEXHUYECKUX CPEICTBAaX 00pabOTKU
uH(pOpMaLUH.

VYTpo3bl HECAHKIIMOHUPOBAHHOTO OCTYIA K MH()OPMAINH, PEATU3YIOTCS TyTeM:
a) Konuposanust nuopmannu Ha He3apeTUCTPUPOBAHHBIN HOCUTEIb
uHpopManuu.6) XuieHus HOCUTENs 3alluIaeMoi HHPOpMaLnu.

B) Ucnonb3oBaHus ~ OporpaMMHOro  OOecriedeHHMs]  TEXHHUYECKUX  CPeICTBHH(OpMAIU

r) CHUJIOBOTO 3JIEKTPOMArHUTHOTO BO3JEHCTBHS MO MPOBOJHBIM JHHUSAM
CBSI3M HANOPThI BBOAA-BbIBO/Ia CUTHAJIOB U MOPTHI CBSI3U.

Kakue cpezacta 3amuThl HHGOPMALUU OOBIYHO PUMEHSIOTCS IS

obecnieuenusde3onacHocTr nHPOpMaluu, 0opadaTsiBacMOi Ha

ABTOHOMHBIX KOMIIBIOTEPAX:

a) CpexactBa 3anuThl ”HGOPMAIIHH OT

HECaHKIIMOHUPOBAHHOTO A0CTYyNa.0) MexceTeBble IKPaHBI.



B) CpencrtBa Kpuntorpaguaeckoi 3anuThl

uHpopmanuu.r) CpeacTsa aHTUBUPYCHOM

3aIUTHI.

1) CucreMbl 0OHapYXEHUSI BTOP>KEHU.

11. Kakue cpeacTna 3ammThl HHGOPMAIIMH TTO3BOJISIOT 00eCIeYnuTh 0€301MacHOCTh
uHpOpMaLMK, TEpeaaBaeMoil 1O KaHajaM CBSI3U, BBIXOMISALIMM 3 IPECIIbI
KOHTPOJIMPYEMOI 30HBIL:

a) CpencTBa 3auThl THPOPMALIUU OT

HECaHKLMOHUPOBAHHOTO J0CTyMa.0) MexceTeBble SKpaHHbl.

B) CpencrBa KpunTorpaguueckoi 3amThl

uHpopmanuu.T) CrucreMbl OOHAPYKEHHS

BTOPKEHHUIA.

12. Kakoli BuI CpeACTB 3amUThl HH(DOpPMAIMM TO3BOJSET KOHTPOJIUPOBATH
pa3iuuHble KaHaJbl TMepefadyd HHQPOpPMAIMH:  JIJIEKTPOHHYIO  IOYTY,
MECEH/KEPBI, CheMHbIe HOCUTEIUHUH(pOopMaIin?

a) IPS.

0) DLP.

B) IDS.

r) CSP.

13. Arrecranus 00bEKTOB HH(POPMATH3ZAIMH — ITO:

a) JlokyMeHTalbHOE YJOCTOBEPEHHUE COOTBETCTBHS MPOIYKIIUU UITU MHBIX
00BEKTOB, MPOIECCOB TMPOCKTHPOBAHUS, IPOM3BOJCTBA, CTPOHUTEIHCTBA,
MOHTa)Ka, HANaJKH, JKCIUTyaTallud, XpaHEHUs, MEPEeBO3KH, pealu3alud Hu
YTWIM3AIMY, BBHIOJIHEHUS pPadOT WM OKa3aHWsA YCIYr TpeOOBAaHUSAM
TEXHUUYECKUX PETJIAMEHTOB, IOJIOKEHHUSIM CTaHJApTOB, CBOJIOB MPABHI WIH
YCIIOBHSIM JOTOBOPOB.

06) IlpsMmoe wiIM KOCBEHHOE oOmpenaeieHHue COoONoJACHUS TpeOOBaHMIA,
NPEIbIBISIEMBIX K OOBEKTY 3aIIUTHI.

B) OdunmanbHoe NpU3HAHUE KOMIIETEHTHOCTH (DU3MYECKOTO WM
IOPUAMYECKOTO JINIIA BHIMOIHATH pabOThI B ONPEIEIIEHHOM 001acTH.

r) Kommiekc opraHu3alilnoOHHO-TEXHUYECKUX MEPOINPUATHUI, B pe3yibTaTe
KOTOPBIX TIOCPEACTBOM CIEIHAIbHOTO JIOKYMEHTa TMOJTBEPKAACTCS, YTO

00BEKT COOTBETCTBYET TPEOOBAHUAM CTaHJApTOB WJIM  HWHBIX
HOPMATHBHO-TEXHUYECKUX JOKYMEHTOB IIO Oe3omacHOCTH
UHpOpMaLnH.

14. Kakoli 1OKyMeHT JaeT mpaBo 00pabOTKM HMH(pOpMalUU C yKa3aHHBIM B
HEM YPOBHEMKOH(UICHIUAIBHOCTHU?
1) JluneH3us.
2) ATTectaT aKKpeIUTaIHH.
3) Ceprudukar.
4) ATTecTaT COOTBETCTBHSI.
15.Ha wacTosmmii MOMEHT CpOK JEHCTBUS  arTecrara COOTBETCTBHS
UH(POPMALIMOHHOM CHCTEMBI, B KOTOPOW 00pabaThiBaeTcsi KOH(PHACHIINATbHAS
uH(popMallus, B cllyyae, €cii B XOJle €€ IKCIUTyaTalliH, B Hee He BHOCSTCS
CYILLIECTBEHHBIE U3MEHEHUS, COCTABIISIET:
a) 3 roja.
0) 5 ner.
B) Bechb cpok skcrnyaTanuu HHQOPMaIIMOHHOM CUCTEMBI.
16. TectupoBaHue Ha MPOHUKHOBEHHE — ATO CKOPEE:
a) AHaiu3 ys3BUMOCTEN HHPOPMAIIMOHHOM CUCTEMBI.
6) McnblTanus cucTeMbl 3alUThl MHOOPMAIMK ITyTEM OCYIIECTBICHUS
MONBITOKHECAHKIIMOHUPOBAHHOT'O 10CTYNA (BO3JIEHCTBUS) K



WH()OPMAITMOHHON CHCTEME.

Texkywan ammecmauus 6 popme mecma
(nposepka cpopmuposannocmu komnemenyui YK-4 (unouxamop H-
VK-4.1); VK-8 (unouxamop HU-YK-8.1); OIIK-2 (unouxamopwr H-OIIK-
2.1, U-OIIK-2.2, U-OIIK-2.3, U-OIIK-2.4); OIIK-3 (unouxamop H-
OIIK-3.1)

Tect mo Teme 2.1 ApxuTeKTypa KOMIbIOTEpPa

1. 3aHenocpencTBEHHOE BHINIOJHEHHE ONepaluu B
mporeccope oTBedaeT:a) ApuMeTHKO-JIOTHYECKOES
YCTPOMCTBO.

0) Kour-namsre.
B) biok
ynpaBJieH

HS.T)

Peructpsr

2. HWcnonesys 10 Out 11 anpecanuu ssueek namsité pasmepom 1 Gaiir,
MBI CMOXXEMOOECTICUNTh aJPECAIUIO CIEAYIOMIEro 00beMa aMsITH:
a) 10 Gaiir.
0) 80 Gaiir.
B) 1024 Gaiir.
r) 1024 6wur.
3. Pacmonoxxute B MOpsIAKE YBEINICHUS
o0wvema mamstu.a) CTpaHula.

6
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n) Sueiika.
Pacmonoxurte BUIBI TAMSATH B MOPSAIKE YBEITHUYCHUH
cKopocTH pabotsl.a) Peructpsl nporeccopa.
0) TBepaOTEIbHBIC HAKOTIUTEIIH.
B) OcHOBHas
(omepaTuBHas) IAMATh.T)
OnTuyeckue JUCKU.
1) MaruutHslie
JKECTKHE JIUCKU.C)
Kom-maMsaTs.
Kakas koH1enmusi 00bIYHO peaTn3yeTcs B MPOIECCOpax BUACOKAPT?
a) MHOXeCTBEHHBIN MMOTOK KOMaH/I, MHOKECTBCHHBIH
MOTOK JaHHBIX.0) OMHOYHBIN TOTOK KOMaH/I,
MHOKECTBEHHBIH ITOTOK JAHHBIX.
B) MHO>XECTBEHHBIN MOTOK KOMAaH/I, OIMHOYHBIN
MOTOK JaHHBIX.T) OJMHOYHBIN TOTOK KOMAaH/I,
OJUHOYHBIN IIOTOK JIAHHBIX.
JI71st COBpeMEHHBIX MarHUTHBIX JKECTKUX JUCKOB XapaKTEPHO:
a) bosbiiasi CTOMMOCTD 110 OTHOIIEHHUIO K TBEPIOTEIbHBIM HAKOITUTEIISIM.

0) Ilocrenennoe n3HaIIMBaHUE

TpaH3ucTopos.B) Hanuuue

MEXaHUYECKUX JIEMEHTOB.

r) Pacnionoxenne KoHTpoiepa Ha MaTEPUHCKOM TIJIaTe.

1) bonbmmii 00beM nmamMsATH 0 CPaBHEHHIO C TBEPIOTEIHHBIMHI HAKOTIUTEISIMHU.
Kakas mmna Hanbonee pacnpocTpaHeHa Ha TEKYIIH MOMEHT B
[IEPCOHAIbHBIXKOMIIbIOTEPAX

a) ISA.

0) PCI.

B)

PCI

Exp

ress.

r)

SCS

l.

[lycTh TakTOBas yacToTa MIMHBI KOMIbIOTepa cocTasiseT 5 [T, 3a oauH TakT
o IIMHE MOXHO Tmepenatb 16 Our. OueHUTe CKOPOCTh Iepeaadu
uH(popManuu 1o muHe?

a) 80 Merabut

B CEeKyHAy. O)

10 T'urabaiit B

cekyHnay. B) 80

I'urabair B
cekyHnay. r) 21
I'uraGant B
CEKYH]Y.

JInsi TPOEKIMOHHO-EeMKOCTHBIX CEHCOPHBIX JKPaHOB
XapakTepHo: a) BhicoKkas CKOpOCTh OTKJIHMKA IMPU
KacaHuH.

6) Bo3aMOKHOCTE yripaBiieHHs! pa3IuYHbIMU
ycrporictBamu.B) [Toxneprkka multi-touch.



r) HeBo3MOXXHOCTH onpeneneHus
cwitbl Haxkatus. ) [IpoGnema
«IIBOCHUS».

10. DnemeHTaMU KUAKOKPUCTATUINIECKOTO MOHUTOPA
sBisitoTcs:a) JlyueBas TpyOka.
0)
Hcroun
UK
CBETa.B)
XKK-
MaTpuia
r)

I13C-
MaTpu
a.n)
DIIEKT
POIIBL

11. Kakoli 3nemMeHT npuHTepa OTBevaeT 3a (PUKCAIUI0 TOHEepa
Ha Oymare:a) ®oToBal.

6) Tepmonau.
B) Ponuk nepenoca.
r) Ban nogauu Tonepa.

12. Ha3zHaueHueM Jia3zepa B IBETHOM
npuHrepe sBisercs:a) Hanecenue
TOHEepa Ha (hoToBaL.

0) ®ukcaius ToHEpa Ha Oymare.
B) YaneHue HeCyIux 3aps] 3J1€MEHTOB C
dotoBana.r) [logaya Oymaru B mpuHTED.

13. Dnementamu undpoBoil BeG-kamepsl
aBisitoTes:a) DoToruieHka.

0) OOBEKTHB.
B)

I13C-

MaTpH

1a.r)

®dukc-

doxkyc

n)

[Tpont

eccop.

14. JIiiss KOHAEHCATOPHBIX MUKPO(HOHOB
xapakTtepHo:a) Crnabas
YyBCTBUTEILHOCTb.

0) YcTOWYMBOCTB K ylIapam.

B) BBICOKast 9yBCTBUTEIHLHOCTD.

') 3aBUCUMOCTH OT ITapaMeTPOB OKPYXKAroIIel cpeibl (TeMIeparypsl,
BJIaXXHOCTH).N) [IpMeHeHue B CTyIusX 3BYKO3aIUCH.

Texkywan ammecmauus ¢ ghopme mecma
(nposepka cpopmuposannocmu komnemenyuti YK-4 (unouxamop U-
VK-4.1); VK-8 (unouxamop U-YK-8.1); OIIK-2 (unouxamoper U-OIIK-



2.1, U-OlIK-2.2, U-OIIK-2.3, U-OIIK-2.4); OIIK-3 (unouxamop H-
OIIK-3.1)

Tect mo Teme 3.1 BBenenue B uHpopMaANIMOHHYIO 6€30IIACHOCTDH ONEPAIMOHHBIX CHCTEM

Hycts B OC peanu3oBaHo IMCKPENMOHHOE YIIPABJIEHHE T0CTYIIOM CO
CJeAyIIUMH NpaBaMu: 4TeHue(r), 3anuchb(w) U UCHoJHeHue(X).
IpucyrcrByer ¢aiin npuioKeHust
«Kanpkynarop.exe» co CIEAYIOIUM CIHCKOM jaoctymna: (Amuca: rwx), (bopuc:
rx).Beibepure npaBuIbHbBIC YTBEPIKICHUS:
a) Anuca MOXET 3alyCTUTh IpuiiokeHue «Kanbkynsarop.exey.
0) bopuc He MoxeT 3amycTuTh npuioxenue «KanbkyasTop.exey.
B) AJrca HE MOKET U3MEHUTH coiepkumoe daitna «KanpkynsTop.exe».r)
Bopuc moxeT u3meHuTh copepxkumoe Qaitna «KanbkynsTop.exey.

1. Ilycts B OC peaii30BaHO TPYNIIOBOE YIPaBICHUE JOCTYIOM CO CIETYIOUIUMU
npaBamu: uTeHHe(r), 3amuch(w) u ucnonHeHue(x). IlpucyrcrByer daiin
«Haxnannas.docx» co crnepyrommmM crnuckoM jpoctyna: (Byxramrepsr: rw),
(Kypwepsr: r), (Amuca: rw). B cucreme 3agaHbl poyid, B KOTOPBIC BKJIFOYEHBI
cooTBeTcTBYOIUE mosb3oBarenu: (byxranreps: bopuc, ['anuna), (Kypsepsr:
BukTtop). Beibepute npaBuibHbIe yTBEPKACHUSA:

a) bopuc He MOXKeT U3MEHUTH coZiepKUMoe (aiina
«Haxnagnas.docx».0) 'anrHa MOXKeT 4YMTaTh COAEPKUMOE

daiina «Haknagras.docx».

B) BukTop MOXET U3MEHUTH coliepkuMoe (haiina
«Haxnagnas.docx».r) BUKTOp MOKET YuTaTh COAEPKUMOE

¢aitna «Haxmamaas.docxy.

1) Anrca MOXET U3MEHUTH cofiep:kumoe ¢aiina «Hakmannas.docxy».

2. Ilycte B OC peann3oBaHO MaHAATHOE YIpaBieHHE nocTynoM. [IpucyrcrByer daiin
«log.txt» ¢ ypoBHeM cekpeTtHocTu 1. [IpucyTcTBYIOT monb3oBaTenn Anuca
ypoBHeM nonycka 1, bopuc ¢ ypoBHem nomycka 2 u Bukrtop ¢ ypoBHEeM
nomnycka 0. Beibepure npaBuiibHbIE YTBEPXKICHUS:

a) BUKTOp MOXKET U3MEHUTH COAEPKUMOE
daiina «log.txt».6) BukTop MoxeT 4yuTaTh
coxepxumoe (aiina «log.txt». B) Aimca MoxeT
U3MEHHTH cofiepxkuMoe (aiina «log.txt». r)
Anrca MOXET YUTaTh cofiep)kuMoe ¢aia
«log.txt».

1) boprc MOXeT U3MEHUTDH COIEP)KUMOE

daiina «log.txt».e) bopuc Moxer unTaTh
conepxumoe aitna «log.txt».

3. Ilycts B OC peanuzoBana Mmojenb 1enoctHoctd buba. IlpucyrctByer daiin
«log.txt» ¢ ypoBHeM 1enocTHOCTH 1. IIpucyrcTByrOT moibp3oBarenu Anuca ¢
ypoBHeM ILenocTtHocTu 1, bopuc ¢ ypoBHem nenoctHoctd 2 u Bukrop ¢
ypoBHeM 1enocTHocTH 0. BeiOepuTte npaBuiibHbIE YTBEPKICHUS:

a) BUKTOp MOKET U3MEHUTD COAEPKUMOE
daiina «log.txt».0) Anrca MOXET U3MEHUTD
conepxumoe (aitna «log.txt». B) bopuc moxer
U3MEHUTH coziepkumoe daitna «log.txt». r) Bee
TPOE MOTYT YUTATh COEP)KUMOE (aiina
«log.txty».
4. BeiOepute MpaBUIIbHBIE YTBEPXKIAEHHS 0 ayTeHTU(pUKanuu B coBpeMeHHbIX OC:
a) Ilaponu nosp30Barenst XpaHATCA HA AMCKE, HA KOTOPOM YCTaHOBJIEHA



5.

cucTeMa, B IEpPBOHAYAIIEHOM BHJIE.

0) DrajoHHBIE  3HAYEHUS, HEOOXOAWMBIE  JUISI  MPOXOXKICHHS
OMOMEeTPHUYECKON ayTeHTU(UKAIMH, XPAHATCS B CHCTEME B HEIOCTATOYHOM
JUTS BOCCTAHOBJICHUSI N3HAYAIBHBIX OMOMETPUYECKUX JTaHHBIX 00BEME.

B) TokeH (u3MYeCKH HM3rOTOBJIICH TaKUM OOpa3oM, YTO CUUTHIBAHUE C
HEr0 3aKpBITOTO KJIFOYa SIBISICTCS HEBO3MOXKHOM WIJIM  JIOPOTOCTOSIICH
onepauuen.

r) Jns ayreHTHQHUKAaIMU C TOMOIIBIO TOKEHA B CHCTEME JOJDKEH
MPUCYTCTBOBATh  OTKPBITBIA  KIIIOY  IOJIb30BATENIs, COOTBETCTBYIOIIHIMA
3aKpBITOMY KJIFOUY Ha €r0 TOKCHE.

Uro He BXOOUT B MeTajaHHble ¢aitna (BbeIOepuTe

oauH BapuaHT)?a) Bpems co3nanus ¢aiina.

0) Anpec KopHeBOH

IpeKkTopun.B) Bpems

moaudukanyu daiina.

r) Aznpeca KIacTepoB

COJIEPKUMOTO (harIoOB. 1)

WNudopmanus o Brajenblie

daiina.

Bri6epute BepHbIE YTBEPKICHUS O YIIPABICHUH MaMATHIO B

coBpemeHHbIXx OC:a) CoBpemennbie OC UCMONB3YIOT

BUPTYAIbHYIO MAMSTb.

6) CoBpemennbie OC He 3aIUINAIOT MaMITh OJTHUX MPOIECCOB OT
YTEHUS JPYTUMUIIPOIIECCAMHU.

B) CoBpeMennbie OC pa3fenstoT 00IIyI0 MaMsaTh MEKIY ITPOLIECCaAMH,
YacTO B TAKOMMAMITH HaXOIATCs OUOIHOTEKH.

r) CoBpemennble OC HHUKOI/Ia HE BBIIPYKAIOT YacTU ONEPAaTUBHOM
naMsTH Ha JUCKBO BpeMs pabOTHI.

n) B coBpemennbix OC mamsaTh pa3durta Ha MajeHbKHE (parMeHTHI,
Ha3bIBaEMbIECTPAHUIIAMH.

BriGepure BepHBIE YTBEPKACHUS O IITAHUPOBIIHKE:
a) [InmaHMpOBIIMK BBIAEISET MPOLECCOPHOE BpPEMS KOPOTKHUMH
MHTEpBaJIaMH,Ha3bIBACMBIMH KBAaHTAMH.

6) B ciydae ucrnonHeHHs MpOIECCOM MHCTPYKLUU, JUIS 3aBEpLICHUS
KOTOPOHTpeOyeTcs MTUTETHHOE OXKHIaHKUE, TUITAHUPOBIUK TTEPEBOIHT
IIPOLIECC B COCTOSTHUE
«3a0JIOKUPOBaH» U He OyAET BBIACNSTH €My IPOLIECCOPHOE BPEMsl, MOKa
COCTOSIHUE HECMEHUTCS Ha «TOTOBY.

B) Jlnst paGoThHI TUIAHUPOBIIMKA MPOLIECCH! JOJDKHBI CaMHU TepeaBaTh Ha
HEro ympaBJIeHHMe, TaK KaK KOMITbIOTephl He mnpeaoctapisitoT OC mexaHuszMa
JUIE  TIEPUOJUYECKOTO  TPEpPBIBAHUSI  BBIOJHEHHS  IOJB30BATEIHCKOTO
nporecca.

r) B mmaHuWpoBaHMM 10 TPHOPHTETAM BCE MPOIECCH C Pa3HBIMH
NPUOPUTETAMH MOIYYAIOT IPUMEPHO OJIMHAKOBOE KOJIMUYECTBO BPEMEHH.
Breibepute BepHOe yTBepkIaeHHE (BbIOEpHUTE

onuH Bapuant): a) OC peanuzoBaHa

amnmapaTHo B MPOLIECCOpE.

6) OC peanu3zoBaHa anmnapaTHo B MATEPUHCKOI Ij1are.

B) OC — nmporpaMmmHOe oOecrieueHre, KOTOpOE TPEIOCTaBISET
NPUIIOKEHUSM PECypChl ammapaTHOro oOecleyeHus: KOMIbIoTepa B BHJE
yIOOHBIX a0CTPaKIIUA, HO HE YIPABJISET ITUM alnapaTHbIM 00€CTICUCHUEM.

r) OC — nmporpaMMHOe oOecriedeHue, KOTOpOoe MPeAOoCTaBISET



1.

2.

3.

4.

NPUIIOKEHUSAM PECYpPChl alnapaTHOro OOecledyeHus: KOMIbIOTEpa B BHJIE
yIOOHBIX aOCTpaKIUi U yIIPaBIIIET 3TUM aIlllapaTHBIM 00eCIIeYeHUEM.
BriGepuTe BepHOE yTBEpKIeHUE (BRIOSPUTE OJIMH BapUAHT):

a) B OC xomnbroTepa ¢ 0AHOSAAEPHBIM MIPOLIECCOPOM B KaX/IbIii MOMEHT
BPEMEHUMOXKET paboTaTh TOJIBKO OJHMH IPOLIECC.

6) B OC xoMmmbioTepa ¢ OJHOSAECPHBIM MPOLIECCOPOM Y ITPOIIECCOB BCETaa
IPUCYTCTBYET TOJIBKO OJIUH MOTOK.

B) B OC xommnbroTepa ¢ MHOTOSZIEPHBIM NIPOLIECCOPOM B KOHKPETHBIN
MOMEHTBPEMEHH MOTYT BBITIOIHATCS HECKOJIBKO IOTOKOB OJJHOTO TpOIIecca.

r) B OC xomnbroTepa ¢ MHOTOSIEPHBIM MIPOLIECCOPOM KOHKPETHBIN
IPOLIECC MOXKETUCIIOIB30BATh TOJIBKO OJTHO SAPO MpoLEccopa.

Texywian ammecmayus é hopme mecma
(nposepka chopmuposannocmu komnemenyui YK-4 (unouxamop U-
VK-4.1); VK-8 (unouxamop HU-YK-8.1); OIIK-2 (unouxamopwr U-OIIK-
2.1, U-OIlIK-2.2, U-OIIK-2.3, U-OIIK-2.4); OIIK-3 (unouxamop H-
OI1K-3.1)

Tect o Teme 3.2 I/IH(l)OpMaIIHOHHaﬂ 0€30IacHOCTD OnepanuOHHbIX CUCTEM

ceMeiicTBa
Windows

Ha ocHoBe xakux nansabeix cyobekra OC Windows mpuHHUMAaeET perieHne
0 noctyne?a) Xel 3Haue€HUe Maposis N0JIb30BaTENs, 3ayCTUBILIErO
nporecc.

0) Toxen

NEPEBOILIOLICHMUSL.

B)

WUnentuduxatop

nporecca.r) Token

JOCTyIHa.

1) ba3oBslit mpuopHTET Mporecca.

Ha ocHoBe kakux naHHbIX 00bekTa OC Windows pHUHHUMAET peleHue

o noctymne?a) [IpuBunerun.

0) Token gocrymna.

B) [leckpuntop 6€301MacHOCTH.

r) CHCTEeMHBIH CITUCOK yIpaBJIeHUsS

noctyrom.n) Crioco6

ayTeHTU(UKALIMYU TT0JIb30BaTENS.

Kaxue npumuTuBHBIE TpaBa 00beqUHSET B cebe npaBo ureHuss OC

Windows?a) «Urenue arpruOyToB 6€30I1aCHOCTH.

0) «UTeHne cucTeMHBIX aTpUOYTOBY, «UTEHHE aTPHOYTOB

6e30macHOCTH».B) «YTeHHEe JaHHBIX.

r) «UTeHue cucTeMHBIX aTpUOyTOBY», «UTE€HUE aTpUOyTOB
0€30IaCHOCTHY, «YTEHUEIAHHBIX).

n) «YTeHue CUCTeMHBIX aTpHUOyTOB», «4Te€HUE aTpuOyTOB
0€30MaCHOCTHY, «UTEHUEIAHHBIX», «BBIIOIHEHUE (aiJIOB» U «I1€pexo]l B
TTPEKTOPHION.

BriOepure npaBuiibHbIE yTBEpKIEHHU 0 MaHAaTHON nonuTuke «He-
3anuceiBaTh-BBepx»OC Windows:

a) O0ecnieunBaeT CBOMCTBO LIEIOCTHOCTH JAHHBIX.

0) OGecnieunBaeT CBOMCTBO KOHPUACHITNATHHOCTH JaHHBIX.



B) Mcrionp3yeTcst B cucTeMe TOJIBKO i1l 00BEKTOB

CEeTEBbIX COKETOB.I') HessBHO ncnomb3yeTcst I Bcex

NTFS-daiinos.

1) Paszpemaer nocTym Ha 3amuch TONBKO CYOBEKTaM C YPOBHEM
LEJIOCTHOCTU PABHBIMUIIM OOJIBLINM 10 OTHOIIEHUIO K YPOBHIO LIEJIOCTHOCTH
0o0BeKTa AOCTYyIA.

5. Kaxkue u3 nepeuncnennsix mpaB OC Windows npeaocTaBisieT mo yMoJI4aHUIo
BIIQ/IeTIbITy aiina?

a)

Yurar

b

cCcy

.0)

Yurar

b
ACY L

B) Hurarts

COJIEPKUMOE

¢aiina.r) U3smensaTs

JACY .

n) M3mensate CCY /1.

e) U3mensarts conepxxkumoe ¢aina.

6. BpiOepere mpaBWIbHBIE YTBEPXKIEHUS OTHOCUTEIBHO  alrOpUTMa
omnpenenenHusimpaBomepHoctu nocryna OC Windows:

a) [IepBbIM neificTBUEM SIBISIETCS MPOBEPKA COOTBETCTBHS IOCTYIIA
MaHJIATHOUIIOJIUTHKE.

0) IlpoBepka cOOTBETCTBUS AOCTYNa MaHAATHOW MOJIUTUKE
ocymiecTBisieTcss nocieananusa 3anuceid JJCY /1.

B) Ecniu nmpu mocnenoBarensHoM ananuse 3anuceit JICY [l oka3wiBaercs,
YTO OJIHO M33alMpaliiBaeMbIX MPaB 3aMpPeIaeTcs B TEKYIIEH 3alicH, TO
JIOCTYTI 3aIpelaeTcs.

r) Eciu npu nocnenoBarensHoM aHanuse 3anuceit JJCY /] paspematoniue
mpaBa TEKYIIEH 3alKiCH B CyMME C Pa3pelIaloUMK MPaBaMHU TPEIbLIYIINX
3amucel NEePEKPhUIN BCE 3alpallliBaeMble IIPaBa, TO JOCTYII pa3peraeTcs.

n) Ecnmu B cnuckax JICY]l He ObUIo 3ampemiarolux 3alpamiiBaeMble
MpaBa 3amucei, u B TO kK€ BPEMs BCE pa3pellarollne 3aliCH HE MEPEKPbUIN
3amnpalivBaeMble MpaBa, TO JOCTYI 3aIPEIIACTCS.

7. Kakas mnpuBmierus OC Windows mno3Bosiser uuTath 1000 Qailn BHE
3aBUCHMOCTH OT 33J]aHHBIX MpaB?

a) [IpuBmiierus cozianus pe3epBHBIX KOMHM.

0) [IpuBuierus n3MeHeHU

cucTeMHOTO BpeMeHu.B) [IpuBmerus

3aBepIIeHHS paOOThI CUCTEMBI.

r) [IpuBmierus yBeaudeHus

pabouero Habopa.n) [IpuBunerus

co3nanus (aitsia moAKavKH.

8. BsiOepuTe cynHOCTH, He BXosmume B TokeH goctyna B OC Windows:

a) SID momnp30BaTes.
6) ACVY ]I Bcex
00BEKTOB CHCTEMEIL.B)
SID-»1 rpymm.



r) CCY]I Bcex
00BEKTOB CUCTEMBI. 1)
[IpuBunerumu.
9. BrIOepuTe CyIIHOCTH, BXOJSIIUE B IECKPUNITOP 0€30MacHOCTH 00bEKTa B
OC Windows:a) SID Bnanenbiia 00beKTa.
0) AMCKpEeMOHHBIN CIUCOK YIIPABJICHUS
nocTyroM.B) CHCTEMHBIN CITHCOK
yIPaBIEHUS 1OCTYIIOM.
r) CMCOK TOKEHOB JIOCTYIa MPOIECCOB, OCYIIECTRISIOUIUX JOCTYII
K 00BEKTY.N1) YPOBEHb 1IEIOCTHOCTH.
10. Kakue u3 TMYHKTOB MPaBUIBHO OMMCHIBAIOT (PHIBTPOBAHHBII
TOKEH nocrynaaamuauctparopa B8 OC Windows?
a) YpoBeHb LIEJIOCTHOCTH YCTaHABINBACTCS
cpenHuM.0) YpOoBEHb LIETOCTHOCTH
YCTaHABIIMBAETCS BBICOKUM.
B) CIMCOK NPHUBWJICTHI, KOTOPBIE MOTYT IONAcTh B (PMIHTPOBAHHBIN
TOKEH, CUJIbHOOI'PAaHUYEH.
r) Ilpu onpenenenun npaBoMmepHocTH aocTymna cpenu 3amnuceir [JCY] c
SIDagMuHHUCTPAaTUBHBIX TPYMIT OYAYT YUTEHBI TOJBKO 3aIPEIIAOIIHeE.
1) Criuckul MpUBWIETHI OJIMHAKOBHI B OOBIYHOM U (PMIIBTPOBAHHOM
TOKEHE J0CTylaaJMUHUCTpaTOpa.

Texywian ammecmauus é hopme mecma
(nposepka chopmuposannocmu komnemenyui YK-4 (unouxamop U-
VK-4.1); VK-8 (unouxamop U-YK-8.1); OIIK-2 (unouxamoper U-OIIK-
2.1, U-OIlIK-2.2, U-OIIK-2.3, U-OIIK-2.4); OIIK-3 (unouxamop H-
OI1K-3.1)

Tect no Teme 3.2 UndopmanuonHasi 6€30MacHOCTb ONEPANMOHHBIX CHCTEM
cemeiicrBalinux

1. HaocHoBe kakux nanHbix cyobekTa OC Linux npuHUMaeT pelieHue
o gocryme?a) SUID-6ur.
6) Sticky-6wur.
B)
Y4yeTHEIE
JIAaHHBIE.
r) UID
mporecca

1) DNEKTPOHHAs OJIUCH IPOTrPAMMBI.
2. Kakwue npaBa npucyTCTBYIOT B

OC Linux:a) UcnonHenwue.

0)

Urenu

ei-

node.

B)

Urenu

e.

r)

v



na
ae
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1)
3a
i
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b.

Jst gero cinyxut SUID-6ut B OC Linux?

a) [To3Bomsier 3amycTuTh NPUIIOKEHHE OT UMEHHM Biajebla Qaiina

npuiiokeHus.0) [lo3Bossier 3anmycTUTh NPUIIOKEHUE OT UMEHU

CYIIEpII0JIb30BaTEIs.

B) [lo3BosIsieT 3anycTUTh IPUIIOKEHUE C IPUBUIIETUEN

CAP_SYS_ADMIN.r) [To3BossieT 3amyCTUTh MPUIIOKCHHE C

UID paBHBIM HYJIIO.

n)  3ampemiaer  3alyCcK  MPWIOXKEHHUS  BCEM
10JIb30BATEIISM, KpOMECYIEepII0JIb30BaTelIsl.

Yro menaeT Macka B CIIKCKE ynpasieHus goctynom ¢aiina B OC Linux?
a) 3aJaeT MaKCUMaJIbHbIE IPaBa, KOTOPbIE MOXKHO MOJIYYUTh U3 3auceit
Ut Tpyn. 0) 3aaeT MakCUMalIbHBIE TIPaBa, KOTOPBIE MOXKHO TOIYYUTh
U3 3alIUCH OCTAJIbHBIX. B) 3a/la€T MaKCUMaJbHbIE IpaBa, KOTOPbIE
MO’KHO IOJIyYUTh W3 3aIllUCU BJaJeIbLa

daiina.

r) 3ajaeT MakCUMaJlbHbIE NpaBa, KOTOPbIE MOXXHO IMOJYyYUTh U3
3amucel UIANONIb30BaTEIEH U TPYIIIL.

1) 3ajaeT MakCUMaJbHbIE IIPaBa, KOTOPbIE MOXHO IOJIy4YUTh U3
3anuceil UIATIOIb30BaTENIeH.

Yro Takoe coib xem-3HaueHus naposist B OC Linux?

a) Ctpoka, KoTopasi BbIOMpaeTcs MpH KakI0N ayTeHTU(UKALUU
ciy4yaiiHo JuisiobecrieueHust 0€30MacHOCTH MapoJIs.
6) CiyuaiiHo BbIOpaHHas U CO3JIaHUM NApOJIs CTPOKA, KOTOpast

CKJICBAETCSI CXEII-3HaU€HUEM M10CJIE€ BHIYUCICHUS XeUI-(PYHKIINH.

B) CityuaiiHo BeIOpaHHast TP CO3AaHUU MapOJIsl CTPOKA, KOTOpast

CKJICBAETCSI CIapoJieM Mepe]] BBIYMCIEHUEM Xell-()yHKITHH.

r) [lnuHa, 10 KOTOpOi ype3aeTcsi mapoJib MMoJIb30BaTeNsl A KOMIIAKTHOTO

XPaHEHUSB CUCTEME.

BriOepure cymHocTH, BXOAALIME B yYETHbIE JJaHHbIE ITpoliecca B
OC Linux:a) UID nonp3oBatess, 3ayCTUBIIETO MTPOIIECC.

0) ['pynmbl mons30BaTeNs,

3aIyCTHUBIIIETO MTPOLIECC.B)

IIpuBunerumu.

r) [IpaBa ucnonusemoro ¢aiina, U3 KOTOPOro ObLI
3amny1eH npouecc. ) dnar 3¢p(HeKTUBHOCTH MPUBUIIETUH.

BriGepuTte cynHOCTH, BXOJAIINE B aTprOyThI O€3011acHOCTH (haiina B
OC Linux:a) Tpoiika rnpaB i Kax/10# TPyIIbl B CUCTEME.

0) [IpuBunerum.
B) Tpoiika npas Biajenbua ¢aiina.
r) Tpolika mpaB mMoJyib30BaTeNel, He SBISAIOLIUXCS BlajenblaMu (aiina

U HEBXOJAILIMX B IPYIILY Biajaeibla (ailia o yMoI4aHuIo.

n) Brnanenen ¢aiina.



8. BriOepuTe cynHoCTH, BXOIAIINE B aTpHOyThI 0€301acHOCTH (haiiya B
OC Linux:a) Tpoiika npaB Juis Ka)/10# TPYIIIbl B CUCTEME.
0) [IpuBuserum.
B) Tpoiika npas Biajaenbua ¢aiina.
r) Tpoiika mpaB monb3oBaTesiell, HE SBISAIOMIMXCS BiajaeibllaMu (haiina
U HEBXOJAILIMX B IPYIILY Biajeibla (ailyia 1o yMoJI4aHuUIo.
n) Bnagenen gaitna.
9. Kaxkue HaGOpbI NPUBUIICTHI €CTh Y (aiina B
OC Linux:a) Hacnenyemsie.
0)
Dddex
TUBHBI
€.B)
Buewn
ue.
r)
Orpanunuu
BaIOLINE.
1)
Pazpemen
HBIEC.
10. Kakyro xem-¢yukiuto ucnoib3yer OC LinUX asst BBIYKCICHHS Xl
snaueHus naposst BOC Linux?

>InZ2 ot

3.
n) @OyHKIUI HECKOJbKO, OKOJIO XelI-3HaueHHsl Hapoiis
XPaHUTCS HOMEPHUCIIOJIb30BAHHOM Xell-() yHKIUH.

11. Yto nenaet KoHBelep B
OC Linux?a)



DuUIbTPyET BHIBOJ

KOMaH/bl.

0) IlepenanpasiiseT cTaHAAPTHBIN BBIBOJL KOMAH/Ibl C KOHCOJIH
CTaHJAPTHBIN HAa BXOAAPYTrON KOMaH/E.

B) [TonHumaer npasa 710 IpaB Cyneproab30BaTesl.

r) OTKIa1bIBACT BBIIIOJIHEHNE KOMAH/Ibl HA YKa3aHHBIN CPOK.

Texywian ammecmayus é ghopme mecma
(nposepka chopmuposannocmu komnemenyuii YK-4 (unouxamop U-
VK-4.1); VK-8 (unouxamop U-YK-8.1); OIIK-2 (unouxamopwr U-OIIK-
2.1, U-OIIK-2.2, U-OIIK-2.3, U-OIlIK-2.4); OIIK-3 (unouxamop H-
OI1K-3.1)

Tect mo Teme 4.1 BBeieHHe B apXUTEKTYPY JOKAJIbHBIX BLIYUCINTEIbHBIX ceTeil

Kakoii mopsimok ypoBueit mogenu OS| BepHbIii?

a) dusnueckuii, KaHAIBHBIA, TPAHCIIOPTHBIN, CETEBOM, CEAaHCOBBIH,
MPECTaBICHUS, IPUKIIATHOM.

0) ®u3nvecKkuii, KaHAJIbHBIN, CETCBOM, TPAHCIIOPTHBINW, CEaHCOBBIH,
MPECTaBICHUS, IPUKIIATHOM.

B) OU3NYECKU, KaHAJIbHBIN, CETECBOM, TPAHCTIOPTHBIN, CEAHCOBBIH,
IIPUKJIATHOU, IPEICTABIICHHUS.

r) ®u3nyeckuii, KaHAJIBHBINA, TPAHCIIOPTHBIN, CETEBOM, CEAHCOBBIH,
IIPUKJIATHOU, IPEICTABIICHHUS.
Kaxkue npoTokosbl OTHOCATCS K TPAHCIIOPTHOMY YPOBHIO

moxenu OSI?a) UDP.

0

)

A< T-—
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3. Kakoil ypoBeHb TpeIHA3HAYEH Ui OIpPEICICHUS IyTH
nepeaaun JaHHbIX ?a) OU3HYeCcKuil.
6) CeaHCOBBIH.
B)
Tpancn
OPTHBIN
: T)
[Ipenct
aBJIEHU
o 1)
Kanaib
HBIH.
e)
IIpu
KJ1aj
HOM.
)
Cere
BOM.
4. Kakue ¢uaru ucnons3yrorcs B nportokoie TCP ans ycranoBieHus
coenuHeHusi?a) RST.
6) SYN.
B) FIN.
r) URG.
1) ACK.
e) PSH.
5. Kaxkue npeumymiectsa ectb y FTTB?
a) Beicokas ckopocTh paboTsl UHTEpHET.
0) PaBHas ckopocTh NpuemMa u rnepeadu HHPOpMaIuu.
B) HesaBucuMocTe ckopocTH JOCTyHa OT 4ucia aOOHEHTOB,
MOJIKJIFOUEHHBIX K KOMMYTaTopy.
r) OTcyTCcTBHE HEOOXOAUMOCTH pa3MeEIIeHUsI KOMMYyTaTopa IpoBaiiiepa B 34aHUH.
6. Kakue negocratku ectb y FTTB?
a) Huskas ckopocth pabotsl UHTEpHET.
0) Pa3zHas ckopocTh npuema u nepegadyu nHGOpMaluu.
B) 3aBHCHMOCTb CKOPOCTH JOCTYIa OT 4Kciia aDOHEHTOB, MOIAKIIOUEHHBIX
KKOMMYTaTOpYy.



r) HeobxoaumocTs pa3menieHus KoMMyTaTopa IpoBaiiiepa B 3JJaHUH.
BriGepute BepHBIE YTBEpKACHUS

a) TCP He rapaHTHpyeT IOCTaBKY

JlaTarpaMM. 0) UDP HE

rapaHTUpyeT JIOCTaBKYy JlaTarpamm.

B) UDP rapantupyer noctaBky

JaTarpaMmm.

r) TCP rapantupyer 10CTaBKY JaTarpamm.
Kakoii anpec 0OTHOCUTCS K aAipeCHOMY MPOCTpaHCTBY |PV4?

a) 192.168.0.17

0) 129.256.0.0

B) 301.169.107.0.0.3

r) 127.0.1000.0
Kaxk paboraet koHienTparop (xabd)?

a) [lpu monydeHuu makeTa AaHHBIX Xa0 MEPECHUIACT ATOT IAKET HA BCE
OCTaJIbHBIE CBOM MOPTHI.

0) [Ipu momyueHnH Makera JaHHBIX Xa0 MEPEChUIAET 3TOT MAKeT Ha MOPT B
coorBercTBuM ¢ Tabmuueir MAC-angpecoB. Ecnu cOOTBETCTBHSI HET, MakeT
oTOpackIBaeTCsl.

B) [Ipu nmonydyeHnn nakera JaHHBIX Xad MEPEChUIAET 3TOT MaKeT Ha MOPT B
cootBeTcTBUU ¢ Tabnuueir MAC-anpecoB. Ecinm cooTBeTCTBUSA HET, B CETh
otnpasisiercss ARP-3ampoc.

10. Kak pabortaet kommyTarop?

a) B cniyuae, ecnu juist otnpasnsiemoro MAC-azipeca HET COOTBETCTBUSA,
KOMMYTaTOppacChlIaeT MakeThl Ha BCEe MOPThI, KPOME MOPTa-TIOTydaTes.

6) Ilpu mosiyueHuM makeTra JAaHHBIX KOMMYTAaTOp IEPEChUIAET ATOT
MaKeT Ha BCEOCTAJIbHBIE CBOU MOPTHI.

B) KoMmMmyTaTop XpaHUT B MaMsATH TaOJIUITy KOMMYTAIMH, B KOTOPOM
ykazanocomnoctaBienne MAC-aapeca 1 HoMepa mopra KOMMyTaTopa.

r) Co BpeMeHeM KOMMYTAaTOp CTPOUT TAOJIMITY JJISI BCEX aKTUBHBIX

MAC-anpecos.n) Tabauia MAC-agpecoB koMMyTaTopa CTaTU4YHA U

HACTPaWBaETCs BPYIHYIO.

Texywaa ammecmauus ¢ gpopme mecma
(npoeepxa cgpopmuposannocmu komnemenyuii YK-4 (unouxamop H-
VK-4.1); VK-8 (unouxamop U-YK-8.1); OIIK-2 (unouxamoper U-OIIK-
2.1, U-OIlIK-2.2, U-OIIK-2.3, U-OIlIK-2.4); OIIK-3 (unouxamop H-
OI1K-3.1)

Tect no Teme 4.2 CeTeBble Yrpo3bl H MeTO/AbI IPOTHBOAEHCTBUA UM

1. Kaxkue ObIBaIOT HICTOYHUKH BO3HUKHOBEHUS

ysI3BUMOCTe ?a) OmuOKu peannu3aluu.
6) Ommbku

00CITy’)KUBaHMUSI. B)

(0)1117 (i1

IIPOEKTUPOBAHHUS.

r) Ommobku HR-

oTzena.

2. Urto He BXOJWT B 0a30BYIO TPYIIITY

metpuk CVSS?a) Criocob
HOJTy4YEHUsI JOCTYTIA.



0) Bnusiaue Ha
KOH(UICHIIMATLHOCTD.B)
Bnusinue Ha nmonb3oBaress.
r) [lokazarens
ayTeHTH(UKAIUH. JT)
C0XHOCTb IIOJTyYEHUS
JoCTyTa.

3. Kaxoii rpynmer metpuk CVSS He
cymectByer?a) KomruiekcHast.
0)

Bpe

MeH

Hast

.B)

ba3

oBa

s,

r) KonTekcrHas.

4. Kem
paspabora
Ha CVSS?

a) ISO.
0

)

— "W Xx—mT

oe}

N

£s=

—

N

>rrOC

5. Uro He sBHsAETCA
meTpukoi B CVSS?a)
CII0)XHOCTPH aTaKw.

0) Brnusinue Ha


http://www/
http://www/
http://www/
http://www/

JIOCTYITHOCTb.B)
JlmiTensHOCTh

aTaku.

r) Cnoco0 nosyueHus
JIOCTYTIA. 1)
IToka3zareinb
ayTeHTH(UKauu.

6. Uro SIBIISIETCS

7.

8.

9.

ITaCCUBHOU
aTaxkou? a)
IIpocinymmBanue
Tpaduka. 6) OTkas
B 00CITy>KMBaHUHU.
B) dusznyeckoe HarajeHue
Ha O0OBEKT. T)
DKCIuTyaTanus
YSI3BUMOCTH.
Uro Takoe 3BpuUcTUYECKUI aHaIu3?
a) Meroa, npeaHa3HAUYCHHBIN Ui OOHApY>KEHUsI HOBBIX, €Il He

BBISIBJICHHBIXBUPYCOB.
0) MexaHu3M, HEOOXOAMMBIA [IJII  OTCIICKUBAHMS
HEW3MEHHOCTH (aitioB, JOKyMEHTOB, peecTpa,

KOH(UTypauu 060pyI0BaHHUS.

B) MeTo/, OCHOBaHHBIN Ha MOCIIEAOBATEILHOM MPOCMOTPE MaMSTH
YCTPOMCTBA,3arpy304HbIX CEKTOPOB, (DaiiIoB B MOMCKE CUTHATYP U3BECTHBIX
BUPYCOB.

UYro Takoe 63K10p?

a) YacTp BpPEIOHOCHOTO MPOTPAMMHOTO OOecCrieueHUs], peaTrn30BaHHOTO
JUIS COKPBITUS IPUCYTCTBUS 3TOI'0 BPEAOHOCHOTO KO/Ia M €r0 ACUCTBUIA.

6) [Ipmoxenue, ucnonap3yemMoe JUisl JajdbHEHIIeNH 3arpy3Ku M 3aIycka
MOJTHOLEHHOTO BPEAOHOCHOTO MTPOrPaMMHOT0 0OecIIeueHusl.

B) BpemonocHoe mporpaMmHOe oOecrieueHHe, KOTOpOe, IIOMHUMO
NOJYyYEeHUs] KOHTPOJS HaJl 3apa’K€HHBIM YCTPOMCTBOM, IBITAETCSI 3aXBaTUTh
1I0JT CBOM KOHTPOJIb JIPYTUE Y3JIbI CETH.

r) [Ipunosxenue, mo3BoJIsAIOLIEE YIIPABIATH KOMIBIOTEPOM YAAJICHHO.

Uro Takoe pyTKHUT?

a) YacTb BpPEIOHOCHOIO MPOTPaMMHOr0 oOecreueHHs], peaIru30BaHHOTO
JUTSL COKPBITHUS TIPUCYTCTBHS 3TOTO BPEAOHOCHOTO KOZA M €T0 ACHCTBHIA.

6) Ilpunoxenue, ucnoapzyemMoe JUIsl JalbHEHIIEH 3arpy3kd M 3amycka
MIOJTHOIIEHHOTO BPEAOHOCHOTO MPOTPAMMHOTO 00eCTIeUeHHSI.

B) BpenonocHoe mnporpaMmHOe oOecreueHHe, KOTOpoe, IOMHUMO
MOJTy9YCHUsT KOHTPOJS Hall 3apaKEHHBIM YCTPOWCTBOM, IBITAETCSI 3aXBaTHTh
1I0JT CBOM KOHTPOJIb JIPYTUE Y3JIbl CETH.

r) [IproskeHue, MO3BOIISIONIEE YITPABISATH KOMIIBIOTEPOM YAAJICHHO.

10. Yro cnemyer Aenath, 4TOOBI 3aIUTUTH C€0s1 OT BUPYCOB?

a) He 3anyckatp mpuiiokeHus U3 HETOBEPEHHBIX HCTOYHUKOB.
6) Cuneauts 3a UUGPOBBIMU MOAMUCIMH YCTaHABIMBAEMOTO
MIPOTrPaMMHOT000€CTICUCHHUS.
B) OTKJIIOUUTH MEXKCETEBOM IKPaH.
r) Bcerma oTkpbIBaTh BIOKEHUS 3JIEKTPOHHOW MOYTHI € TeMo «BaxHOo»
«Cpo4HO».
n) CBOeBpeMEHHO OOHOBJATH ONEPALMOHHYIO CHCTEMY U



mporpaMmmMHoeo0ecIeueHue.
e) Ucronp30BaTh aHTUBUPYCHOE ITPOTPAMMHOE 0OECIICUCHHE.

Texywian ammecmayus é ghopme mecma
(nposepka chopmuposannocmu komnemenyuii YK-4 (unouxamop U-
VK-4.1); VK-8 (unouxamop U-YK-8.1); OIIK-2 (unouxamopwr U-OIIK-
2.1, U-OIIK-2.2, U-OIIK-2.3, U-OIlIK-2.4); OIIK-3 (unouxamop H-
OI1K-3.1)

Tect no Teme 4.3 Me:kceTeBble IKPaAHbI

Uto Takoe MexceTeBOM dKpaH?

a) [IporpammHO€e MM IPOrpaMMHO-TEXHUYECKOE CPENICTBO, PEATHU3YIOIIEE
GyHKIIMM KOHTPOJISI M QUIBTPALlMU B COOTBETCTBUH C 3aJJaHHBIMU MPABUIIAMU
MPOXOJAIINX Yepe3 HEro HHPOPMAITMOHHBIX TTOTOKOB.

0) YcTpoiicTBO, MpeaHa3HAYEHHOE ISl COSAMHEHUS HECKOJIBKUX Y3JI0B
KOMITBIOTEPHOM CETHU B MPEeiax OJHOTO UM HECKOJIBKUX CErMEHTOB CETH.

B) YCTpOKICTBO, KOTOpOE MO3BOJIIET OPraHU30BaTh JIOKAIBHYIO CETh C
BO3MO>KHOCTBIOBBIXO/[a B MHTEPHET ISl IPYTUX YCTPOUCTB.

MesxceTeBble SKpaHbl A5 BEO-MIPUIIOKEHUN pacoiaratoT:

a) Ilepen 3ammimaempiM BeO-cepBepoM (Tpaduk BHadaje mepeaacTcs
MEXCETEBOMYIKpaHy, 3aTeM BeO-cepBepy).

0) Ilocne 3ammmaemoro BeO-cepBepa (Tpaduk BHaUYaie MeperacTcs
BeO-cepBepy,3aTeM MEXCETEBOMY IKPaHy).

B) MexceTeBol 3KpaH M 3allMIlaeMblii UM BeO-CcepBep HaXOATCS B
Pa3HBIXIIOCETAX, TPAPHUK MEXTy HUMU 3aMPeleH.

r) BmecTo 3amuiiaemoro Bed-cepsepa.

[lepcoHanbHbIE MEKCETEBBIE FIKPAHBI JJIs1 HACTOIBHBIX KOMITBIOTEPOB U

HOYTOYKOB:a) OOecneunBarOT IOMOJIHUTEILHBIN YPOBEHD 3aIIUTHI

OT CETEBBIX aTakK.

0) [lonHOCTBIO 3aMEHSIOT BCE OCTAIbHbIE HHCTPYMEHTAJIbHBIE CPEJICTBA
o0ecreueHns10€30MacHOCTH.

B) [lomHOCTEIO 3aMEHSIOT MapUIPyTH3aTOPBI, SABJSAACH HIUTFO30M 10
YMOJIYaHMIO JUIS3aIIUIIIAaeMOr0 KOMIIbIOTEpa UK HOYTOYKa.

r) IIpenocraBnsitoT Bce HEOOXOUMBIE CETEBBIE CEPBUCHI IS
3alUIAeMOTOKOMITbIOTEpA WIIM HOYTOYyKa.

[lepcoHanbpHBIE MEXKCETEBBIE YKPAHBI TSI HACTOIBHBIX KOMIBIOTEPOB H
HOYTOYKOBSIBJISIFOTCSI:

a) AnmapaTHO-TIPOrPAMMHBIMH CPEACTBAMU 3AIUTHI.

6) Bcerna BctpoennbiMu B OC, KOTOpPYIO OHH 3aIIMIIAIOT; HE MOTYT
OBIThpEANTN30BaHbI BHEITHUMH MTPOU3BOIUTEISIMH.

B) VCKITIOUNTENBHO POTPAaMMHBIMHU.

r) UckmounTenbHO BHEIMIHUMHU, HE BCTpoeHHbIMU B OC, KOTOpYIO OHU
3alUIIAI0T; BCETJa PeaJTM30BaHbl BHEITHUMHU POU3BOIUTEISIMH.
[lepcoHanbpHBIE MEXCETEBbIE YKPAHBI TSI HACTOIBHBIX KOMIBIOTEPOB H
HOYTOYKOBYCTAaHaBIMBAIOTCS:

a) Ha xoctax, KoTOpbie OHU 3aIUIIAIOT.

6) Ha mapmpyrtuzatopax, KOTOpble YKa3aHbl Ha XOCT€ B KauecTBE
[ITF03a TTOYMOJTYaHHUIO.

B) Ha otnenbHbIX

KomnbioTepax.r) Ha

KOHEYHBIX TOUKaX



VPN.
6. BriOepuTe HeCyleCTBYIONINI BUI TPAHCIISIIUN
CETeBBIX aJipecoB.a) Junamuueckas.
0) Craruueckasi.
B) C
UCTIOJIb30BaHUEM
noptoB.T) C
UCTIOJIb30BaHUEM
MOCTOB.
7. 1nro3sl ypOBHS IPUIIOKEHUHN ITO3BOJISIOT:
a) Mckmounth npsAMoe B3aUMOJACHCTBHE JIBYX Y3JIOB IYyTEM peau3aluu
POJIMIIOCPEAHUKA.
0) BBITIOJTHATE YHKIIUM IIUTF03a CEAHCOBOTO YPOBHSI.
B) AHaJIM3UPOBATh BCE CYIIECTBYIOLIUE B MUPE MPOTOKOJIBI.
r) AHaIM3UpOBAaTh TOJBKO MOJAEPKUBAEMBIE OSTHM MEXKCETEBBIM JKPAaHOMITPOTOKOJBI.
8. YmpaBisieMble KOMMYTAaTOPHI MOTYT:
a) OcymecTBiaTh punpTpanuio Ha ocHoBe |P-aapecos.
0) OcymecTBISITh GUIBTPALMIO IO UCTIOJIB3YEMOMY
MPOTOKOIY.B) OCYIIECTBIATH (PUIBTPALNIO HA
ocaoBe MAC-anpeca.
r) Ocymiectiarh punbTpanuio Ha ocHoBe VLAN ID.
9. BrIOepuTe BO3MOXKHOCTH MEXKCETEBOTI0 SKpaHa.
a) Peructpanusi coObITHIA 1
reHepanusi oT4eToB.0) OunbTpanus
Tpaduka.
B) TpaHcnsus CETEBBIX aJPECOB.
r) AyreHTHU(UKALNS TTOIB30BaTENEH.

1) AIMUHUCTPHUPOBAHHE.
10. Kakue yTBepsKAeHUs 0 IPOTPaMMHOM MEKCETEBOM IKpaHE BEPHBI?

a) IlomxoauT B chy4asx, KOrJa YCTPOMCTBO MOJIb30BaTEIs
MIOMENIAeTCIBHEJOBEPEHHYIO CPELy.

6) Ilpm ero paboTe HCHONB3YIOTCA PECYpChbl YCTPOMCTBa, Ha
KOTOPOM  OH(YHKIUOHHUPYET.

B) [loaxoauT 1st 3a1a4 CErMEHTUPOBAHHUS CETEH.

r) [TomxoauT 115 OTJeNICHUs TOBEPEHHOM YaCTH CETH OT BHEITHHUX YTPO3.

1) Cuuraetcs Ooyiee 0TKa30yCTOHYHMBBIM, YEM alIapaTHBII MEKCETEBON SKpaH.

Texywiaa ammecmayus é hopme mecma
(nposepka cpopmuposannocmu komnemenyuii YK-4 (unouxamop U-
VK-4.1); VK-8 (unouxamop HU-YK-8.1); OIIK-2 (unouxamoper U-OIIK-
2.1, U-OIlK-2.2, U-OIIK-2.3, U-OIIK-2.4); OIIK-3 (unouxamop H-
OI1K-3.1)

Tect mo Teme 5.1 BBeienne B Kpunrorpagpuyeckue MeTobl 3alUTHI HHPOPMALIUU

1. Kaxnpriii muppOTEeKCT MOXKET OBITh TOJY4eH KakK pe3yibTaT
CJIEYIOIIErONpeoOpa3oBaHus:
a)
Ex
(
D«
(P



8) Ex(p).

r. Dk (Ex(p)).
2. 3ammdpyiite ¢ moMomipio mudpa «Atdamn cimoro «Worldy.
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3. Paccumdpyiite cioBo «Xjxoby, 3ammdpoBanHoe ¢ nomomipio mudppa [as
KOs e3zaps:
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4. 3ammdpyiite cnoBo «KU3HB» C TOMOIIBIO TEPECTAHOBKU
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5. Pacumdpyiite cnoBo «1216312611» ¢ nomompto Tabauis! [loamubus:
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BrniepBbie MeTO/1 4aCTOTHOT'O KPUIITOAHATIN3A
BIepBbIe n3noxui:a) Jleon barrucra AnbOepru.
0) ®panuecko CUMOHETTA.
B) AGy Ocyd Sxy6
anb-Kunnn.r)
Jxuponamo
Kapnano.
Jluck AnpOepTH MO3BOJISIET aBTOMATH3UPOBATH:!
a) lIudp mpocroit 3amMmeHbI
(omHoan¢aBuTHLIN MH(P).0)
MHoroaindaBuTHbIN UQDP.
B) Hludp
NepPECTaHOBK
U.T)
IToTouHbI
mudp.
Hcnonp3oBaHue maposis I MHEMOHHYECKOTO 3allOMHUHAHUS E€PECTaHOBKU
CHUMBOJIOBaJI(aBUTA MPEIOKHUIL:
a) Mareo
ApIKEeHT
u.0) brnes
ne
Buxenep.
B) /I>xoBannu bartucra bemnaso.
r) Ixambarrucra (/IxoBanau) nemia [lopra.
ITomemenue s nepnrocrpanuu nepenucku B XVII — XX Bekax
Ha3bIBasock:a) benblil kabuner.



0) Taiinas
KOMHaTa.
B)
SIuTapnas
KOMHATa.r)
UYepuslit
KaOUHET.
7)
Kpachsrit
KaOWHET.

10. HIudpsl, B KOTOPBIX KaXAbIH CHMBOJ OTKPBITOIO TEKCTa MpeodpasyeTcs B
CHUMBOJ IU(POTEKCTA, B 3aBUCIMOCTH OT CBOETO PACIIOJIOKEHHS B OTKPBITOM
TEKCTEe U KJIF0Ya Ha3bIBAIOTCS:

a) MHoroandaBuTHIMU
mudpamu.6) broursiMu
mmdpamu.

B) [ToTouHBIMU
mmdpamm.r)

PotopabiMu
mmdpamu.
11. Bammpyiire cnoso «CJIOH» 6urpammusimM mudpom Inelidepa.

Yy 4 O b B
X T 3 H )
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12. Ilycts nepectaHoBka T mpecTaBieHa Cleayomel Tabaumei:

11213(...{n=-5|{n-4|n-3|n-2|n-1{n
5/6|7]...|n-1 n 1 2 3 4

13. Kakoii Bug MeeT nepecTaHoBKa oOpaTHas
nepecraHoBke T?a.

112]3 n-5/n-4{n-3|n-2|n-1|n
112]3 n-5/n-4{n-3|n-2|n-1{n
0.
11213(...{n=-5|{n-4|n-3|n-2|n-1|n
41312 10 9 8 7 6 |5
B.
1123 nN-4/n-3{n-2{n-1|n
4156 n-1 n 1 2 |3
TI.
1 2 3 415 ...|n=-3|n-2|n-1 n
n-3|n-2{n-1{n|l n-7|/n-6|n-5|n-4

14. 3ammdpyiite ¢ momoibio oTkpbIToro Kitoua (8051, 5) kpuntocuctemsl RSA
coobmernem = 10.
a) 8051.
0) 3388.
B) 1949.
r) 12.

15.Kakoe  cBoifcTBO ~ 0€30maCHOCTM  TapaHTHpPYeT,  4YTO  YYacTHUKY
KPUNTOTpapUIecKoro MpOTOKOJIA MEIOCTHOCTH IOJYYEHHOTO COOOIICHHS |
€ro Co3JlaHHe JI0 MOMEHTa IIOJIyUY€HHs, HO He TapaHTHPYeT 3alIUTy OT
MOBTOPHOM OTIIPaBKU cOOOIIEHNs?

a) CBOWCTBO «ayTeHTU(UKAIUSI CTOPOHY.
6) CBolicTBO «ayTeHTU(DUKAIS
UCTOYHHKa». B) CBOWCTBO
«MHBAPUAHTHOCTBH OTIPABUTEIIS».T)
CBOICTBO «ayTeHTH(PHUKAINS
COOOILIEHUS».

16. Kakoe  cBoiicTBO ~ 0€30maCHOCTM  TrapaHTHpPYeT, 4YTO  YYaCTHUKY
KPUNTOTPaUIecKOro MpPOTOKOA, YTO YYACTHHKH, HAYABIIHNE HCIIOJHEHUE
IPOTOKOJIA, HE U3MEHHMIIUCH C TeUeHHUEM BpeMeHU?

a) CBOMCTBO «ayTeHTU(DUKAITUS CTOPOH.
6) CBoiicTBO «ayTeHTU(UKALINSA
HUCTOYHHKaY». B) CBONCTBO
«MHBapUAHTHOCTH OTIPABUTEIIS».T)
CBolicTBO «ayTeHTU(UKAIHS
COOOLICHUS».
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JlonoJIHUTeIbHbIE 32IaHUs [IJI5l CAMOCTOSITEJILHOTO PeleHus
(6 00s13aMeENLHOM NOPAOKE He NPOBEPAIOMC Npenooasamesiem)

Texkywan ammecmayus 6 ghopme 00nOJTHUMENLHO20 3A0AHUA
(nposepka cpopmuposannocmu komnemenyuti YK-4 (unouxamop H-
VK-4.1); VK-8 (unouxamop U-YK-8.1); OIIK-2 (unouxamopwr H-OIIK-
2.1, U-OIIK-2.2, U-OIIK-2.3, U-OIIK-2.4); OIIK-3 (unouxamop H-
OIIK-3.1)

JomonnurtesbHble 3a1aHus 1o TeMe 1.1 IIpaBoBbie 0CHOBBI
ob0ecnieueHUsIMHGOPMALMOHH O
0€301macHOCTH

Kakas wndopmanusa mnpencrasnser mis Bac mennocts? Kakue
XapaKkTepUCTUKUHH(POPMAIIMOHHON Oe3onacHocTH Bol Ob1 X0TEmH 00ecneynTh
JU1s Takoi nH(popmanuu?

Bribepere kakoii-nmubo Bua meHHOW mis Bac madopmanmu. B kakux
dbopMax MOKETOBITH MPEACTABICH ATOT BUI UHPopManuu?

[Ipoananusupyiite: K KakuM BUAaM TailH Bbl MoxeTe umeTs 1octyn?
[Ipoananuzupyiite: Kakue CBs3aHHbIC ¢ BaMu JaHHBIE MOTYT SIBISITHCS TAHAMMU?

Texywan ammecmayus 6 ghopme 00nOIHUMENILHO20 3A0AHUA
(nposepka chopmuposannocmu komnemenyui YK-4 (unouxamop U-
VK-4.1); VK-8 (unouxamop U-YK-8.1); OIIK-2 (unouxamoper U-OIIK-
2.1, U-OIlIK-2.2, U-OIIK-2.3, U-OIIK-2.4); OIIK-3 (unouxamop H-
OI1K-3.1)

I[OHOJIHHTCJ'[I)HBIC 3aJJaHus 110 TEME 1.2 3amuTa MEPCOHAJTBHBIX JAHHBIX

Onummre cxeMy WH()OPMAIMOHHBIX MTOTOKOB Bammx mepcoHanbHBIX JaHHBIX

B YHUBEPCUTETE.

Onummre cxeMy HHPOPMAITHOHHBIX TOTOKOB Bammx nmepcoHabHBIX JaHHBIX B baHke.
[Ipoananu3upyiite: Bcerna nu (korga 5To HeoOxomumo) ¢ Bac B3umaror
corjacue Ha 00pabOTKy MepCOHANBHBIX JaHHBIX? Bcerna jm 3To MpoucXoauT

B COOTBETCTBHUU C 3aKOHOJATEIHCTBOM?

[Ipoananu3upyiite: B Kakux cuTyanusx Bul gaBanum coriacue Ha 0OpabOTKy
BammxcnennanbHbix AaHHbIX? He ObLIO 1 3TO U3MUIIHUM?

[Ipoananu3upyiite: B Kakux cuTyalnusix Bwl gaBanum corinacue Ha 00pabOTKy
BammxOuomerpudeckux qaHHbix? He ObLI10 711 9TO M3MUITHUM?

Texywasn ammecmauus 6 ghopme 00nOTHUMENbHO20 3A0AHUA
(nposepka cpopmuposannocmu komnemenyuti YK-4 (unouxamop U-
VK-4.1); VK-8 (unouxamop U-YK-8.1); OIIK-2 (unouxamoper U-OIIK-
2.1, U-OIIK-2.2, U-OIIK-2.3, U-OIlIK-2.4); OIIK-3 (unouxamop H-
OI1K-3.1)

JlonostHUTeIbHBIE 3a4aHUA 110 Teme 1.3 Opranu3anuoHHbIE OCHOBBI
o0ecriedyeHUAUHGOPMANMOHHOM 0€30MaCHOCTH

Pazpabotaiite monens HapymmTens 1yt Bameit nomanraeit ”HGOpMAaIMOHHON CUCTEMBI.
PazpabotaiiTe Moiens HApYIITUTEIS 711 KOMITBIOTEPHOTO KJjlacca Y HUBEPCUTETA.



ok ow
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Pazpaboraiite Mmonens yrpo3 ais Bamieit nomarHeit nHGOPMAITMOHHONW CHCTEMBI.
PazpabotaiiTe Mosieb HApYIIUTENS U1l KOMITBIOTEPHOTO KJlacca Y HUBEPCUTETA.
[IpemnoxuTe cpeacTra 3amuThl HHGopManuu A1 Bameit nomarHei
UH(POPMALIMOHHONCUCTEMBI.

[Ipemioxkute cpeacTBa 3amuThl WHGOPMAIMU s KOMIBIOTEPHOTO Kiacca
YHusepcurera.

Texywaa ammecmayus é gpopme 00nOTHUMENLHO20 3A0AHUA
(nposepka chopmuposannocmu komnemenyui YK-4 (unouxamop H-
VK-4.1); VK-8 (unouxamop U-YK-8.1); OIIK-2 (unouxamopwr U-OIIK-
2.1, U-OIIK-2.2, U-OIIK-2.3, U-OIlIK-2.4); OIIK-3 (unouxamop H-
OI1K-3.1)

JlonoIHUTeIbHBIE 32JaHUs 110 TeMe 2.1 ApXuTeKTypa KOMIbIOTepa

WN3yunure Bam mnepcoHanbHBIM KOMIIBIOTEpP M COBPEMEHHBIE T'aJIKETHI,
KOTOPBIMU Brr MOJIb3YETECh. CpaBHute 1504 XapaKTEPUCTUKU:
ObIcTpoaeiicTBUe, O00BEM ONEpPaTUBHOM M  BCIIOMOIaTEJIbLHOM NHaMsITH,
CKOpOCTb ocTyna B IHTEpHeT.

Texywan ammecmayus 6 ghopme 00nOIHUMENILHO20 3A0AHUA
(nposepka chopmuposannocmu komnemenyui YK-4 (unouxamop U-
VK-4.1); VK-8 (unouxamop U-YK-8.1); OIIK-2 (unouxamoper U-OIIK-
2.1, U-OIlIK-2.2, U-OIIK-2.3, U-OIIK-2.4); OIIK-3 (unouxamop H-
OI1K-3.1)

JlonotHUTeIbHBIE 3a]aHus 110 TeMe 3.1 BBenenue B muHGpOPMAIHOHHYIO
0e30macHOCTh
ONepPaIHOHHBIX CHCTEM

OC Windiws
Ortxkpoiite 6payzep Internet Explorer. Haitnure ero uaentudukarop
npolecca, OTKPbITBIECOEAMHEHNS U 0a30BBIN IPUOPUTET.
Ortkpoiite 6pay3ep Chrome. Haiinute ero unentudukatop mnpoiecca,
OTKPBIThIECOEIMHEHUS U 0a30BbII IPUOPUTET.
3amycTtute npunoxenue «brnoknoty. Haliaute ¢aitbl OTKpBITHIE TIPOIIECCOM
«bnokHOT»C MOMOIIIBIO yTHIUTHI Process Explorer.

OC Linux
Haiigute nsate cambix TpeOOBATENbHBIX K TAMSITH IIPOIIECCOB.
OTkpoiiTe Opay3ep U HaWUTE OTKPHITHIE COCTUHECHHS.
BriBenute conmepkumoe aupekropuu /etc.
BriBenute comepxxumoe nupekropuu /etc/schedule.

Texywasn ammecmauus 6 ghopme 00nOTHUMENbHO20 3A0AHUA
(nposepka cpopmuposannocmu komnemenyuti YK-4 (unouxamop H-
VK-4.1); VK-8 (unouxamop HU-YK-8.1); OIIK-2 (unouxamoper U-OIIK-
2.1, U-OIIK-2.2, U-OIIK-2.3, U-OIIK-2.4); OIIK-3 (unouxamop H-
OI1K-3.1)

JonosiHuTebHBIE 321aHus 10 TeMme 3.2 UHpopMannoHHas
0e301aCHOCTHONEePAlMOHHBIX CHCTEM ceMelicTBa



Windows

Cozpaiite nonb3oBatens «Amnuca». Hasnaubre el mapons. Cozpaiite rpynmy
«HeznoBepeHHbIE 0JIb30BATENN .

Cozpaiite nupekTopuio, coaepxkamryio (aiinel. HasnaubTe Anmce mpaBa
JOCTaTOYHBIE [l OTOOpaXKeHUsl CIUCKOB (DaiiJIoB U NEPEXOJ0B B IUPEKTOPUU
U ee MNONIUPEKTOPHsX, a Takxke uTeHus (aillloB B IUPEKTOpUU U €€
nogaupexkTopusx. [Iposepbre, uTo Aslca MOXKET IPOCMATPUBATh (ailibl.
3amperute rpynmne «HemoBepeHHBIE TOJB30BATENM» JIOOOH JIOCTYym K
CO3/IaHHOM JMPEKTOPUH, €€ MOAAUPEKTOpUsAM, a Takxke K (ailaM BHYTpHU
JTUPEKTOPUH U €€ MOATUPEKTOPHI.

Ho6asbTe Anucy B rpynny «HenoBepenHsle nosb3oBatenn». [Iposepbre, 4To
Anuca He CMOXKET ITpocMaTpUBaTh (pailibl B TUPEKTOPUH.

Texkywan ammecmayus 6 ghopme 00nOJTHUMENLHOZ0 3A0AHUA
(nposepka cpopmuposannocmu komnemenyuii YK-4 (unouxamop U-
VK-4.1); VK-8 (unouxamop U-YK-8.1); OIIK-2 (unouxamopwr H-OIIK-
2.1, U-OIIK-2.2, U-OIIK-2.3, U-OIIK-2.4); OIIK-3 (unouxamop H-
OIIK-3.1)

JonmonnuTtenbHble 3a1aHus 1m0 TeMe 3.3 UnpopmanuoHnas
0€30MacHOCTHONEPAIMOHHBIX CHCTEM ceMeiicTBa
Linux

Cozpaiite monb3oBatens «Amnuca». HasnaubTe et mapons. Cozpaiite rpynmy
«HenoBepeHHbIE MOTB30BATEITN.

Cozpaiite nupekTopuio, coaepkamryto (aitnel. HasnaubTe Aunnce mpasa
JIOCTATOYHBIC JIJIST OTOOPAKEHUS CITUCKOB (DaliIOB M TIEPEXOJI0B B JUPECKTOPHH

U ee TONAUPEKTOpUSX, a Takke uTeHHs ¢aillioB B TUPEKTOPHUH U €€
noamupektopusx. [IpoBepsTe, 4TO Anrca MOKET YUTATh (PAIbI.

C nomouiplo CIyMcKa KOHTPOJIS AOCTYIIOB 3ampeTure rpynne «HenosepeHHble
M0JIb30BATENN» JIIOOOH NOCTYI K BbIOpaHHOMY (hailily BHYTPU AMPEKTOPHUU.
[TomensiiTe Bnanmenbla 3TOro Qaiila Ha CyNeproyib30BaTeNsl CHCTEMBI.
Pazpemmre B 6a30BBIX IIpaBax JIOCTYI K BeIOpaHHOMY (haitiry komom 600.
Hob6aBpTe Amucy rpynmy «HenoepenHsie mosib3oBarenny». [IpoBepsTe, 4TO
Anmca He CMOET POYHUTATh BEIOpAHHBIN (aiin.

Texywaa ammecmayus 6 gpopme 00nOIHUMENTLHO20 3A0AHUA
(nposepka cpopmuposannocmu komnemenyuii YK-4 (unouxamop U-
VK-4.1); VK-8 (unouxamop HU-YK-8.1); OIIK-2 (unouxamoper U-OIIK-
2.1, U-OIlK-2.2, U-OIIK-2.3, U-OIIK-2.4); OIIK-3 (unouxamop H-
OI1K-3.1)

JlonoJHuTeIbHBIE 32/1aHus 110 TeMe 4.1 BBeieHue B apXUTeKTYpy
JIOKAJIBLHBIX
BBIYHMCJINTEIbHBIX ceTeil

[TpoBepbTe AOCTYIHOCTH J1I0OOT0 MCIONIb3yeMoro Bamu moutoBoro cepsepa ¢
HCITOJIb30BaHNEM YTHINTHI Telnet. Crnenyiite CTaThe
https://docs.microsoft.com/ru- ru/exchange/mail-flow/test-smtp-with-
telnet?view=exchserver-2019 u caMmoCTOSTEIBHO.

Hacrpoiite mouty B mouroBom kimeHte Thunderbird. Cnenyiite cratbe



https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-
zapisej.

3. Paszpaboraiite GUABTPHI AJIs TPOCMOTpa TOJIbKO ucxoasmux ICMP-3ampocos.
Caenyiite cratwe https://habr.com/ru/post/211042/.

Texkywan ammecmayus 6 ghopme 00nOJTHUMENLHOZ0 3A0AHUA
(nposepka cpopmuposannocmu komnemenyui YK-4 (unouxamop H-
VK-4.1); VK-8 (unouxamop HU-YK-8.1); OIIK-2 (unouxamopwr H-OIIK-
2.1, U-OIlIK-2.2, U-OIIK-2.3, U-OIlIK-2.4); OIIK-3 (unouxamop H-
OIIK-3.1)

JonosiHuTeIbHBIE 3a1aHus 110 TeMe 4.2 CeTeBble YTPO3bl H METOIbI
NPOTUBOAECHCTBUS
UM

1. HpOBe,I[I/ITC IIOUCK YHSBHMOCTGI‘/'I Ha CBOCM JAOMAIIHEM IIC€PCOHAIIBHOM
KOMIIBIOTCPE, O3HAKOMBTCCH C OIMMCAHUCM BBIABJICHHBIX y;[SBHMOCTef/'I,
OIPEACIINTC HACKOJIbBKO OHUKPUTHYHBLI 110 IIKAJIC CVSS, " YCTPAHUTC UX.

2. TlposepsTe, ycTpaneHa yim ys3Bumocth CVE-2017-0144 na BameM qoMamniHeM
KOMIIBKOTEPE, U YCTAHOBHUTC 00HOBJIEHHE O€30MIaCHOCTH B cjIydac, c€CJnu
YA3BHUMOCTD IIPUCYTCTBYET. Crnenyiite CcTaTbe
https://support.microsoft.com/ru-ru/help/4023262/how-  to-verify-that-ms17-
010-is-installed.

3. Uzyunure yazBumocts CVE-2014-0160, cnemys cTaTthbsim

https://xkcd.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-
heartbleed.pdf.  IlepBast crtaTtess mpeacTaBisieT co00H  HEOOJIBIION

Texkywaa ammecmayus 6 ghopme 00nOTHUMENLHO20 3A0AHUA
(nposepxa cgpopmuposannocmu komnemenyuii YK-4 (unouxamop H-
VK-4.1); VK-8 (unouxamop U-YK-8.1); OIIK-2 (unouxamoper U-OIIK-
2.1, U-OIlIK-2.2, U-OIIK-2.3, U-OIlIK-2.4); OIIK-3 (unouxamop H-
OI1K-3.1)

,I[OHO.]IHI/ITCJII)HLIG 3aJJaHUA IO TeEME 4.3 Me:kceTeBble IKPaHbI

1. 3amenuTe y3mb1 Hacker u Victim Ha y31bl 10/ yIIpaBieHUEM OTIEPAIIMOHHON
cucteMbIWINdOWS 1 00paTHTECh K MX CETEBBIM pecypcam 1o MPOTOKOIY
SMB. Crenyiite crarbehttps://www.eve-
ng.net/index.php/documentation/howtos/howto-create-own-windows- host-
on-the-eve/.

Texywaa ammecmayus ¢ gpopme 00nOIHUMENTLHO20 3A0AHUA
(nposepka cpopmuposannocmu komnemenyui YK-4 (unouxamop U-
VK-4.1); VK-8 (unouxamop HU-YK-8.1); OIIK-2 (unouxamopwr U-OIIK-
2.1, U-OIlK-2.2, U-OIIK-2.3, U-OIIK-2.4); OIIK-3 (unouxamop H-
OI1K-3.1)

JlonoiHUTeIbHBIE 3aaHus 110 TeMe 5.1 BBenenne B kpunrorpaguyeckue
MeTObI
3ammThl HHGopManuu

KOMUKC,ITOKa3bIBarOI


https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-heartbleed.pdf
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-heartbleed.pdf
http://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
http://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-

1. Bammdpyiitre n pacumdpyiite coodbmenne «S Tebds moomo!» BceMu
U3BECTHBIMH Bamucropudeckumu mudpamu.

Kpurtepun ouenku ¢popm TeKyiero KOHTpoJisi
Kpurepum onieHK#n T€CTOB

O1eHKa «OTIIMYHO» BBICTABIISIETCS CTYACHTY, U3JI0KHUBILIEMY IPABUIBHO HE
MeHee 75%MpaBUIIbHBIX OTBETOB;

O1eHKa «XOpOII0» BBICTABIACTCS CTYAEHTY, U3JI0KUBIIEMY IIPABUIIBHO HE
MeHee 60%mpaBUIIbHBIX OTBETOB;

O1eHKa «yJOBIETBOPUTEILHO» BEICTABIISIETCS CTYICHTY, U3JI0KUBLIEMY
npaBUIbHO He MeHee50% MpaBUIIbHBIX OTBETOB;

O1eHKa «HEeYA0BIETBOPUTEIbHO» BEICTABIISIETCS CTYIEHTY, U3JI0KUBIIEMY
npaBuiIbHO MeHee50% MpaBUIBLHBIX OTBETOB.

1.1 Cnucok BonpocoB U (WJIK) 3aJaHUM 1Jisl IPOBeIeHUs POMeKYTOUHOI
arrecraumuBonpocs! K 3auery

1. OcHoBHble npaBa rpakaaH B chepe 00pabOTKU U 3aIUTH HHPOPMAITIH.

2. OCHOBHbIE IPUHIMIIBI IPABOBOIO PEryJIMPOBaHUS B 00J1acTH 00pabOTKU
U 3allUTHIMHQOPMALIIH.

3. Hudopmanusa. OcHOBHBIE CBOWCTBA O€30MACHOCTH UH(POPMALIHH:
KOH(HICHIIMATBHOCTb, IETIOCTHOCTD, JOCTYIHOCTb.

4. Buzpl nH(pOpMaLKU 10 MOPAJKY 1OCTYNA U PaCIPOCTPAHEHUS.

Orpanunvenue nocrymna K naHpopmamuu. 3ammra naGopmanuu. OObEKTHI

3aiuThl. Buasitaiiy.

WNudopmanroHHbIe TEXHOJIOTHH U HH(POPMAIIMOHHBIE CHCTEMBI.

Ob6nanatens nH(OPMAIMK U ONIepaToOp MHPOPMALUOHHONW CUCTEMBI.

OTBETCTBEHHOCTH B cpepe 00pabOTKH U 3aIUTHI HHPOPMAIUH.

IlepcoHanbHbIe JaHHBIE U TPUHLUIIBI UX 00paOOTKH.

10. Busibl nepcoHaNbHbIX IaHHBIX: CIIeIMaIbHbIe, OnOMETpUYECKHE 1 O0IIEeJOCTYITHBIE.

11. YcnoBust 00paboTKH MepCOHANbHBIX TAaHHBIX.

12. Cornacue Ha 00paOOTKY MEPCOHABHBIX TaHHBIX.

13. TpancrpannuHas nepegada nepCoHaIbHBIX JAHHBIX.

14. TIpaBa cyObEKTOB IEPCOHAIBHBIX TAHHBIX.

15. Oneparop nepcoHalbHBIX JaHHBIX U €r0 00S13aHHOCTH.

16. Meps! obecnieueHust 6€301MaCHOCTH MEPCOHATBHBIX JAHHBIX.

17. KoHTposb 1 HaJ130p 3a BBIMOJIHEHUEM MEP 10 00ecredeHHIo 0€3011aCHOCTH.

18. YrioniHOMOUY€EHHBIH OpraH Mo 3aIluTe MPaB CyObEKTOB MEPCOHATBHBIX TaHHBIX.

19. TlocrenoBaTeNFHOCTH IEHCTBHIA TI0 3aITUTE HHPOPMAITIH.

20. BeisgBnenue v aHaau3 UHOOPMAIIMOHHBIX aKTHBOB.

o
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21. ®opmupoBaHue TpeOOBaHUIT 1O 3aIIUTE WH(OPMAIIHH.

22. Tlogxoabpl K MOAETHPOBAHUIO HApYIIHTENeH HH()OpMAIIMOHHON 0€301TacHOCTH.
23. Yrpo3bl ”HPOPMALMOHHOW 0€30aCHOCTH.

24. Cpencta 3alIAThl THPOPMAIIUH.

25. Ilpoueccopsl.

26. OcHOBHasI (KA1II ¥ ONIepaTHBHAS) TAMSITh.

27. BcioMoratenbHast HaMsITh.

28. YcrpoiicTBa BBO/Ia-BBIBO/IA (IITMHBI, MOHUTOPBI, IIPHHTEPHI).

29. YcrpoiicTBa BBO/1a-BbIBO/A (KJIAaBUATYPHI U MBIIIH, BeO-KaMepbl, MUKPO(OHBI).



30. O6muii ciocob xpaHeHus: U 00padboTKkH HHPOpPMAITUK B KOMITBIOTEPE.

31. IlousATHs onepanMoHHON U (aiiIoBOI cUCTEM.

32. CyObeKTsl, 00BEKTHI, METOJIbI M ITpaBa JIOCTYIIA, IPUBUIIETHH CYOBEKTa JOCTYIIA.
33. JluckpennnoHHOe yrpaBieHHE TOCTYIIOM.

34. MannaTtHOe yrpaBJeHHUE TOCTYIIOM.

35. UnenTuduxanus, ayreHTUPHUKAINS 1 aBTOPU3ALUS.

36. YrpagriieHue OCTYIIOM B ONIEPAIlMOHHBIX cUCTeMax cemeiictBa Windows.
37. Unentudukanms, ayTeHTH(UKAIMA ¢ aBTOPH3alMs B OINEPAIIMOHHBIX CHCTeMaxceMmeicTna V
38. Peanu3aius ayiuTa B OriepaliMoOHHbIX cucTeMax cemerictea Windows.

39. YrpagiieHue 1OCTYIIOM B OTIEPAIIMOHHBIX CHCTEMax ceMeicTBa Linux.

40. Unentudukanus, ayTeHTH(HUKAIMS M aBTOPU3AlMs B OMNEpAIMOHHBIX CHCTeMaxcemerncTna L
41. Mopens ISO/OSI.

42. ApXUTEKTypa U OCHOBHBIE TPOTOKOJIBI JTOKATbHBIX BBIYMCIUTEIBHBIX CETEH.
43. Knaccuukauu CeTeBbIX YTpo3, YI3BUMOCTEH U aTak.

44. CereBble aTaky Ha pa3aH4yHbIX ypoBHAX Monenu ISO/OSI.

45. Knaccudukaiys BpeIOHOCHOTO MPOTPaMMHOT0 00eCIIeUeHUsI.

46. IIpu3HaKu IPUCYTCTBHSI BPEIOHOCHOTO IIPOTPAMMHOTO 00ECIICUCHHS.

47. Metonibl 0OHapyXEHUS BPEJOHOCHOTO MTPOrPaMMHOTO 00eCTIeYeHHUSI.

48. MecTo 1 poJib MEKCETEBBIX 9KPaHOB B 00€CIICUEHUH CETeBON 0€30IacHOCTH.
49. Knaccuukaius MeKCETEBbIX SKPaHOB.

50. OcHOBHBIE BO3MOKHOCTH MEKCETEBBIX IKPaHOB.

51. JlocTOMHCTBA M HEJIOCTATKH MEKCETEBBIX IKPaHOB.

52. IlocTpoeHue npaBwil (pUIBTPALHH.

53. Kpunrorpadus apeBHEr0 Mupa.

54. Kpunrorpadus cpeiHUX BEKOB.

55. Kpunrorpadus snoxu BozpoxaeHust.

56. Kpunirorpadus HoBoro Bpemenu.

57. CummeTpuyHas 1 aCHMMETPUYHAs KpUTITOrpadusl.

58. BBIYHCIUTENBHO CIOKHBIE 337]a4l MaTeMAaTHKH.

59. Kpunrocucrema RSA.

60. ITonsiTie Kpunrorpaduyeckoro NpoToKoJa.

61. CBoiicTBa MPOTOKOJIOB, XapaKTEPU3YIOIIUE UX OC30MMaCHOCTD.

62. CxeMbl UGPOBON MOMUCH.

HpaBmIa BBICTABJICHHUS OLICHKH HA 3a4€TeE.
B Imponecce 3aucTa Tpe6yeTC51 OTBCTUTH HAa OJWH U3 IIPUBCACHHBIX BBIIIC

BOnpocoB. HamoarotoBky k oTBeTy naercs He MeHee 1 akageMHu4ecKoro Jaca.
ITo nToram 3auera BBICTaBIISAETCS OJIHA U3 OLIEHOK: «3AaYTEHO», «HE 3a4TEHOY.



Ouenka «3auyTeHO» BBICTABIACTCS CTYACHTY, KOTOpPBIA JEMOHCTPUPYET
BJIQJICHUE COACpKaHWEM Marepuajga M IOHATUKWHBIM  annaparoM TEOpPUHU
MICEBAOCIIYYalHbIX T'€HEPATOPOB; YMEET CBA3bIBATh TEOPHUIO C MPAKTUKON. B orBeTe
MOTYT JIOIYCKaTbCs OT/EIbHbIE HETOYHOCTU (HECYIIECTBEHHbIE OLIMOKH), KOTOpHIE
UCIIPABJISIOTCS CAaMHUM CTYJIEHTOM IIOCJIE€ JIOMOJIHUTENbHBIX U (WMJIH) YTOYHSIOIIUX
BOIIPOCOB 3K3ameHaTopa. Ha 4acTh JONOIHUTENBHBIX BONPOCOB CTYAEHT MOXET HE
JlaTh OTBET WJIM JAaTh HEBEPHBI OTBET.

Ouenka «He 3auTeH0» BBICTaBJISETCS CTYACHTY, KOTOPBIM JAEMOHCTPUPYET
pa3po3HEeHHbIE, OECCUCTeMHbIE 3HaHHWA; OECHOpSAOYHO U HEYBEPEHHO H3JaraeT
MaTepUall; HE YMEET BBIICIATH TNIABHOE U BTOPOCTEIIEHHOE, HE YMEET COCIUHSTH
TEOPETUYECKHE TOJOXKEHUS C IMPAKTUKOM; Jomyckaer rpyOble OIIMOKH IpU
ONpPENCICHUN TOHATUH, BCJIEACTBHE HENOHMMAHUS HMX  CYUIECTBEHHBIX H
HECYIIECTBEHHBIX IIPU3HAKOB M CBS3€W; JAeT HEMNOJHbIE OTBETHI, JIOTMKA U
MOCJIENOBATEIbHOCTh  H3JI0KEHUS  KOTOPBIX ~ MMEKOT  CYLIECTBEHHBIE U
MPUHUUIINATIbHbBIE HAPYLIEHUS, B OTBETaX OTCYTCTBYIOT BBIBOJbL. JlONIOJIHUTENBHBIE U
YTOUHSIOIIIME BOMPOCHI 3K3aMEHATOPA HE MPUBOJIT K KOPPEKIMHA OTBETOB CTYJICHTA.
Ha ocHOBHYIO 4acTh JTONOJIHUTEIBHBIX BOMPOCOB CTYJIEHT 3aTPYAHSETCS JaTh OTBET
WJIM JAET HEBEPHBIE OTBETHI.

Ouenka «He 3auTeHO» BBICTaBISETCA TaKXKE CTYIEHTY, KOTOPBIM B3sjI
9K3aMEHAIIMOHHBIA  OuIeT, HO  OTKaszajics  JaTh Ha  HEro  OTBeT.



Ipuniio:xenne Ne2 k padoueii mporpaMmMe TUCHHUILTHHBI
«be3onmacHOCTh B COBpeMeHHO MH(OPMAILIMOHHOI cpee»

Mertoauyeckue ykazaHMs VI O0y4YAaOUIUXCA 10  OCBOCHHIO
AUCHHILTUHBI
OcHoBHOW (GOpMOH H3NOXKEHHS y4eOHOro Mmarepuaia mo aucuuruiuHe «be3omacHOCTh B
COBPEMEHHOM HMH()OPMALMOHHONW cpefie» SBISIIOTCA JIEKLUH, 4TO CBSI3aHO, MPEXIE BCEro, C
HOBHM3HOM Matepuana ajs obydaronmxcs. [1o GONBIIMHCTBY TEM MPEIyCMOTPEHBI MPAKTHYECKUE
3aHATHUS, LEJbI0 KOTOPBIX SBJSIETCA 3aKpeIUIeHHE JIEKIMOHHOIO MaTepuayla IMyTeM peIleHUs
CTelMAIbHBIM 00pa30M MMOI00PaHHBIX MPAKTUYECKHUX 3a/1a4.

JUis  yCHEeIIHOro  OCBOGHMsS  JMCLUIUIMHBI ~ BaXKHO  CaMOCTOSITEIbHOE  M3Y4EHUE
TEOPETUYECKOI0 MaTepuajla W pElIeHUWE NPAKTUYECKUX 3a]ad, Kak B ayJuTOpUH, TaK u
CaMOCTOSITEJILHO B KQUECTBE CAMOCTOATENIbHON padoThl. [Ipumeps! pemenus 3aaay pa3ouparoTcs Ha
JICKOUAX U HPAKTUUCCKHUX 3aHATHAX, IIPU H€O6XOI[I/IMOCTI/I 1o Hauboee TPYAHBIM TCMaM
IIPOBOJIATCS JIOIOJIHUTENIbHBIE KOHCYNbTaluu. OCHOBHAs 1LI€b PEIICHUS MPAKTUYECKUX 3ajJad —
MIOMOYb YCBOUTH OCHOBHBIC TMOHATHS WH(OPMAIIMOHHON 0€30MacHOCTH, UX ONPEICICHHS, a TaKKe
OCHOBHBIE METO/bl M CpeAcTBa obecrieueHus: MH(pOpMALMOHHON Oe3omacHocTH. [{ng perieHus
3aad HEoOXOJAMMO HE TOJIbKO 3HaThb, HO M IMOHUMATh JIEKIHOHHBIM Matepuain. [loaTomy B
npolecce U3y4eHUsl JUCLUILIMHBI PEKOMEHIYEeTCsl peryisipHas paboTa ¢ KOHCHEKTaMHu JIEKUUH U
PEKOMEHI0BaHHOM JIMTEPATYPOH.

Bbosblioe BHUMaHKE OHKHO OBITH Y/IEJIEHO CaMOCTOATENIbHOM paboTe. B kauecTBe 3ananuit
IUI1  CaMOCTOSITENIbHOM  paboTBl JI0Ma CTYAEGHTaM [peUlararoTcs 3aJadd, aHaJOTUYHBIC
pa300paHHbIM Ha JIEKIUAX M IPAKTUYECKUX 3aHATUAX WM CXOXKHE C HUMHU.

JUis TpoBEpKM U KOHTPOJS YCBOEHHUS TEOPETUYECKOTr0 Marepuala, MNpUOOpPETEHHBIX
IPAKTUYECKUX HABBIKOB pPabOThl ¢ OCHOBHBIMU MOHATUAMU B TEYEHHE OOYYEHHUS IMPOBOIATCS
MEPOIPUATHS TEKYIEH aTTECTallUU B BUJE TECTUPOBAHUN. Takyke NPOBOAATCS KOHCYIbTALUU (TIpU
HEO0O0XOJMMOCTH) MO JIEKIMOHHOMY MaTepualy M pa300opy HEKOTOpBIX 3aJaHuil s
CaMOCTOSITENIbHOM pabOTHI.

B xoHI1e N3y4eHMs] JUCIUIUIMHBI CTYJEHTBI CIAIOT 3a4eT. 3a4eT MPOBOAUTCS HA OCHOBAHUU
BBITIOJTHEHUS] TECTOBBIX 3aJaHUl W cobeceoBaHUS HAa OCHOBAaHHM CIHUCKa BOIPOCOB K 3ayery,
KOTOPBIM 0XBAThIBAET MOJHOCTBHIO BCIO POTpamMMy JUCLUIUIMHEI.



