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1. Ilesin ocBOEHUsI AUCHMUIIIMHBI

Jucuunnnza «KoMnbloTepHbIE CETH» UMEET LENbI0 (POPMUPOBAHHUE Y CTYIEHTOB 3HAaHUM
[0 OCHOBHBIM NpPUHIUIIAM  TPOCKTUPOBAHUS  JIOKAJIBHBIX M  TJOOAJIBHBIX  CETEH,
aJIMUHUCTPUPOBAHUIO CETEBBIX CIYyKO M KOMIIOHEHTOB, M TEXHOJIOTUSAM JIOKAIbHBIX U
r7100aTbHBIX CeTeH.

JlucuuruinHa — TMOCBSIEHA TEXHOJIOTHUSAM  KOMMYTAallMd M IPUHUOUIAM  PaboOTHI
MaplIpyTU3aTOPOB Ul MOMIEPKKH CETeM MalbIX W CPEJHUX OpraHusauuid. B Hel Takxke
paccmaTpuBatoTcst  O6ecripoBosHble JokanbHble ceth (WLAN) u Bompockl obecnedeHus
Oe3omacHoCTH. B pamkax BTOpOH 4acTU AMCLUIUIMHBI, CTYJEHTBI HAy4aTcs IPOBOAUTH 0a30BYIO
HACTPOMKY CPEIHMX CETEH, HaXOIUTh U YCTPAHATH HEIOJIAJKHU, BBISBIATh U YCTPAHATH YIPO3bI
6e3onmacuoctu LAN, a Takke HacTpauBaTh U 3ammuiath 6a3osbie cpeasl WLAN.

2. MecTO AMCHUIIUHBI B CTPYKTYpe 00pa30BaTeIbHOM MPOrpaMMbl

Juctumnaa  «KoMImbloTepHBIE  CETH»  OTHOCHUTCS K 00s3aTENIbHOM  4acTH
00pa30BaTeNbHOI POrpaMMBl.

Juciumiraa «KoMmmbloTepHbIEe CeTH» SIBISETCS TMPEIIISCTBYIOMEH JUIS H3y4eHUs
0a30Bol JUCHUIUIMHBI «OCHOBBI IMOCTPOCHMSI 3AIIMILEHHBIX KOMIIBIOTEPHBIX ceTel». 3HaAHUS U
NpaKTHYECKHE HaBBIKHM, MOJyYCHHBIC B PE3yJbTaTe OCBOCHHS TUCHUILTMHBI «KOMIbIOTEpHBIE
CeTH» MOTYT HEMOCPECTBEHHO UCIIOIB30BATHCS MPU pabOTe MO CHEIMATHHOCTH.

3. [lnanupyeMble  pe3yJbTaThl OOy4YeHHS] 1O JUCHUIJIHHE, COOTHECEHHbIe C
IUIAHUPYEMBIMH Pe3yJIbTATAMM 0CBOEHHUSI 00pa30BaTeJbLHOMH MPOrpaMMbl

IIponiecc u3ydyeHus AUCUUILIMHBI HAapaBjieH Ha (OPMHUPOBAHUE CIETYIOIUX 3JIEMEHTOB
komneteHuii B coorBercTtBuu ¢ ®I'OC BO, OOII BO u npuoOpeTteHust cleayomux 3HaHuM,
YMEHUH, HaBBIKOB U (WJIM) OIBITA 1EATEIbHOCTH:

dopmupyemasn
KOMIIeTeH s
(xoa u popMyaMpoOBKa)

NHaukaTop A0CTHKEHUSE
KOMIETEeHIINH
(xoa 1 popMyTHPOBKA)

Ilepeyennb
IJIAHUPYEMBIX Pe3yJIbTaTOB 00y4eHus

Oo6menpodgeccuoHaJIbHbIE

KOMIECTCHIIHNHA

OIIK-15

Cnocoben
aJIMUHUCTPHPOBAThH
KOMIILIOTEPHbIE CETH
U KOHTPOJIMPOBATh
KOPPEKTHOCTH MX
(pyHxuuoHupoBanus

N-OI1K-15.1

3HaeT apXUTEKTYPy OCHOBHBIX
TUIIOB COBPEMCHHBIX
KOMIBIOTEPHBIX CUCTEM;
HNPUHIUAIIEI TOCTPOEHUS
COBPEMEHHBIX OMEPaI[HOHHBIX
CHUCTEM U OCOOEHHOCTH UX
MPUMEHEHUS; OCHOBBI
opraHu3al U MOCTPOCHUA
KOMIIBIOTEPHBIX CETeH;
STAIOHHYIO MOJICITh
B3aMMOJICHCTBHSI OTKPBITHIX
cucTeM; QyHKIMH, TPUHIIUIIBI
JEUCTBUS M aNTOPUTMBI paOOTHI
CETEeBOT0 000PYIOBAHMS.

3HaTh:

- IPUHITUIIBI CBS3H U OOMEH JaHHBIMU B
JIOKaJIbHOW IPOBOJHOMN CETH;

- YPOBHHU J0OCTyINa U paclpeaesieHus B
cetu Ethernet;

- cxemsl [P-anpecanuu;

- 0a30BEIC MMOHATHIX CETEBOU
0e30IMacHOCTH;

- CTPYKTYPY Y IPUHITUIIEI OOMEeHa
JAHHBIMU MEXY y3J1aMH B CETH
WHurepHer;

- BUJbI, XapaKTEPUCTUKN U MAPKUPOBKH
CETEBBIX Kabejel U KOHTAaKTOB;




NJ-OIIK-15.2

YMeet peann3oBbIBaTh
IIPUIOKEHUS JJIs CETEBBIX
uHTep(eiicoB HA HECKOJIbKUX
COBPEMEHHBIX IPOIPaMMHO-
anmnapaTHbIX MaTGopmax;
OCYILIECTBIIATh IPOEKTUPOBAHNE
U ONTUMU3ALIUIO
(YHKIMOHUPOBAHUS
KOMITBIOTEPHBIX CETEH.

YMeTh:

- MPOCKTUPOBAThH M YCTAHABIINBATh
JIOMAIITHIOK CETh UJIN CETh MAJIOr0
MPEANPUATHS, TOJKIIIOYATh €€ K CeTH
Hutepner;

- BBITIOJIHATH HACTPONKY OCHOBHBIX
napamMeTpoB MapUIPyTHU3aTOPOB U
KOMMYTaTOpPOB;

- BBITIOJIHSATD MTPOBEPKY U YCTPAHITH
HEIIOJIaIKU CETH Y MOJIKIIIOUCHUS K
r100aJbHON CeTH;

N-OIIK-15.3
Brageer HaBbIKamMu
aJIMUHUCTPUPOBAHUS
KOMITBIOTEPHBIX CETEi;
HaBBIKAMU pabOTHI C

Baagerh HaBbBIKAMM:

- CO3JaHUA U HACTPOWKHU OJTHOPAHT'OBOM CETH,
KOMIIBIOTEPHON CETHU C MOMOIIIBIO
MapIIpyTHu3aTopa, 0ecipoBOIHON CEeTH;

- CO3MIaHUSA MTOACETEH U HACTPOUKHN OOMeHa
JaHHBIMMH

- YCTAaHOBKH U HACTPOUKH CETEBBIX

OIIK-16

CnocofeH mnpoBOIHMTH
MOHHUTOPHHT
padoTocnocoOHOCTH U
aHaJIu3

3¢ dexTUBHOCTH
CpeacTB 3aIMThI
uHopmanuu B
KOMIIbIOTEPHBIX

CHUCTEMAX U CETHAX

CeTeBbIM YCTPOMCTB: CETEBBIX IUIAT, MAPLIPYTH3ATOPOB,

000py/1I0BaHUEM U CETEBBIM KOMMYTATOPOB ¥ Jp.;

HpOFpaMMHLIM - UCITIOJIB30BAaHHUSI OCHOBHBIX KOMaHI IJIsA

Y F— NPOBEPKH MOAKIIOUYEHHS K IHTEpHETY,
OTCJIC)KMBAaHUS CCTCBBIX ITIAKCTOB, HapaMeTpOB
IP- agpecanuy;
3HaTh:

NJI-OIIK-16.1 - IIPUHIIMIIBI CBSI3U U OOMEH JTAaHHBIMU B

3HaeT cpeacTBa U METO/IbI
XpaHEeHUs U Iepelaun
ayTeHTH()UKATMOHHOM
UH(pOPMAaLIUU; MEXaHU3MbI
peanu3aum aTak B CeTsX
TCP/IP; ocHOBHBIE IPOTOKOJIBI
UIeHTU(UKAITIY U
ayTeHTH(UKauu aOOHEHTOB
CETH; 3alIUTHBIC MEXaHU3MBI 1
cpezcTBa 00eCTeYeHHs CeTEBOM
0e30macHOCTH; Cpe/ICTBa U 26
METO/bI IPEIOTBPAILIEHUS U
0OHapy>XeHUST BTOP>KEHUM.

JIOKaJTbHOW TPOBOJTHON CETH;

- THIIBI CETEBBIX aTaK U METOBI OOPHOBI C
HUMHU;

- TEXHOJIOTUY KOMMYTAallWH;

- IPUHIUIBI PA0OTHI MApPIIPYTU3aTOPOB
JUTISL TIOAAEP>KKH CETEN MaJbIX M CPEITHUX
OpraHu3aLui;

- IPUHUHUIIBI TOAAEPKKHA TOCTYIHBIX 1
HaJICKHBIX CETEl C TIOMOIILIO
JTWHAMUYECKOW aIpecaliiy U MPOTOKOJIOB
pe3epBUPOBAHKS NIEPBOIO MEPEXO/IA;




WI-0OIIK-16.2

YmMmeeT popMynupoBath u
HACTPaWBaTh MOJUTUKY
6€30IMacHOCTH OCHOBHBIX
OIepaIMOHHBIX CHCTEM, a

TaKKE JIOKAIBHBIX KOMIIBIOTEPHBIX
ceTel, MOCTPOCHHBIX Ha MX OCHOBE;
MPUMEHSTH 3allUIICHHbBIC
IIPOTOKOJIBI,

ME)KCETEBbIC SKPAHBI U CPEICTBA
00OHApYKCHHS BTOPIKCSHUH JIst
3aIIUThl HHGOPMALIMH B CETSX;
OCYIIECTBISTh MEPHI
MPOTUBOACHCTBUS HAPYIIICHUSIM
ceTeBOM 0€30IMacCHOCTH C
HCIOJIb30BAaHUEM Pa3INIHBIX
MPOTPAMMHBIX U aIlapaTHBIX
CPEJICTB 3aIlMTHL

Ymers:

- BBISIBIISITH M YCTPAHSATDH YTPO3BI
0€30MMaCHOCTH JIOKAJIbHON KOMITbIOTEPHOM
CeTH;

- MPOBOAUTH 0A30BYIO0 HACTPOUKY CETEH;

- HAXOJUTh U YCTPaHATh HEIMOJIAJIKH,
BBISIBJISITH U YCTPAHSTh YTPO3bI
6e3omacHoct LAN;

- HaCTpauBaTh U 3alUIIATH Oa30BbIC
cpenst WLAN;

NI-OIIK-16.3

Bitaneer HaBbIKaMM HACTPOMKH
MEXKCETEBBIX IKPAHOB,;

BJIaJi€eT METOAUKAMH aHAIIN3a
CEeTeBOro Tpaduxka.

Buaners HaBbIKAMM:

- paboThl C MapUIpyTH3ATOPaMH,
KOMMYTaTOpaMH 1 OeCIIpOBOIHBIMU
YCTPOMCTBAMH B paMKax HACTPOUKH U
yctpaHeHus Henonaaok VLAN,
0ecTpOBOIHBIX JIOKAJIBHBIX CeTEH U
MapipyTu3anuu Mexay cersMu VLAN;
- HACTPOWKH U yCTPAHEHHsI HETIOIAI0K
pe3epBUPOBaHUS B KOMMYTHPYEMOH CETH
¢ nomoiiso STP u EtherChannel;

- aHAJIM3a CeTEeBOro Tpaduka U HaBBIKAMHU
pelieHus: mpodiieM IpH UCIOIB30BaHUU
¢usmueckoro odopynoBanus u Cisco
Packet Tracer;




4. O0beM, CTPYKTYpa U coepsKaHue TUCHUIIINHBI

OO0mmas TpyA0€MKOCTh JUCITUIUIMHBI COCTABIISIET / 3a4E€THBIX CIMHMII, 252 aKaJl. 4acoB.

Ne Tembl (pa3meJibl) Buabl yueOHBIX 3aHATHI, DopMbl TEKYLIET0
n/n AUCIHUIIJINHDI, BRJ/JIIO4Yasi CAMOCTOATECJIbHYIO KOHTPOJIA YCII€BAEMOCTH
HX CoACpKaHHuE paﬁoTy CTyA€HTOB,
H MX TPYI0€MKOCTh ®opma NPOMEKYTOTHOIM
o (B akageMHYeCKHUX 4acax) aTrrecTallu
§ KonTakTHasi pa6oTa (no cemecmpam)
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1 OCHOBEI CETEBOTO 7 4 2 6 3a1anus U1 CAMOCTOSITENLHOl 1
MOJIKJIFOYEHUS U CBI3U COBMECTHOI IPAKTHYECKOl pabOThI
3ajaHus JUIs CaMOCTOSTEIbHOM
% npaxkTuyeckoi paborel, Tect ais
6 mom yucne ¢ 30 M,ZZOT 4 camonposepku CamocTosTeNbHAs
pabota Nel
33]13]‘“49[ pini b CaMOCTOSTEJIBHOM U
2 OcHoBbl Ethemet' 7 6 2 8 COBMECTHOM NMPAKTHYECKOH PaboTh
3ajaHus 1J1 CaMOCTOSATEIIbHOM
npaxkTHyeckoi paborel, Tect ais
6 mom yucne ¢ 30 MﬂOT 5 camonposepku CamocTosTeNbHAs
pabota Ne2
3 OOmeH JaHHBIMHU MCXKIY 7 6 2 ) 3aaHus IS CAMOCTOSTENBHOM 1
CeTSIMHU COBMECTHOM NMPAKTHYECKOH paboTh
3agaHus Ui CaMOCTOSATEIBHON
npakTuyeckoit pabotsl, Tect ps
6 mom uucne ¢ 20 u J[OT 1 6 camonpoBepku CaMOCTOSTEbHAS
pabora Ne3
3agaHus Uil CaMOCTOSTENILHON U
4 I P—az[pecaunﬂ. 7 8 4 1 12 COBMECTHO# NMPAKTHYECKOI paboThI
3agaHus Ui CaMOCTOSATEIBHON
npakTuyeckoit pabotsl, Tect s
6 mom uucne ¢ 30 u ﬂ or 8 camonpoBepku CaMOCTOSITeNbHAS
pabora Ned
5 CBs3b C CETEBBIMU 4 1 6 3aj1aHus U1 CAMOCTOATEILHOMN U
MPHIOKCHUSIMHA COBMECTHOM NMPAKTHYECKOH paboTh
3ajaHus U1 CaMOCTOSTENIbHOM
npaxkTHyeckoit pabotel, TecT s
6 mom uucne ¢ 30 uﬂOT 4 camornpoBepkn CaMoCTOsITeNIbHAS
pabora Ne5
HOCTpOGHI/Ie u oOecIieueHne
o 3ajaHus 1U1sl CaMOCTOSTEIIbHOM 1
6 |Oe3omacHOCTH HEOOIBIION 4 5 1 10 comvecTHol npakTIeCKoli paGoTE:
CCTH.
3agaHus Ui CaMOCTOSTEIBHON
npakTuyeckoit pabotsl, Tect s
6 mom ducie ¢ 30 u /ZZOT 2 5 CaMOIIPOBEPKHU CamocTosiTenbHast
pabora Ne6
0,3 4,7 3auer
Hroro 3a 7 cemect
P 32 | 16 5 |03 54,7
108 uaca
6 mom uucie ¢ 30 u /10T 3 32




HpI/IHLII/IHLI KOMMYTaluu,
3aj1aHus U1 CaMOCTOATEbHON 1
7 VLAN u MapmpyTu3anys 8 2 13 COBMECTHOM MPAKTHIECKOH paboThI
Mexay VLAN.
3aZ[aHI/I9[ A CaMOCTOSITEBHOM
5 npaxktHyeckoi paborsl, Tect s
CaMOIIPpOBEPKHU CamocTosiTenbHast
pabota Ne7
= 3aHaHl/l$[ pinibs CaMOCTOSTENBHOM U
8 30bITOYHOCTD CeTeH. 4 4 8 COBMECTHOM NMPAKTHYECKOH paboThI
3ajanus 11 CaMOCTOSATEIIbHOM
IpakTH4YecKoit paboTsl, TecT 1t
6 mom uucne ¢ 30 u ,ZZ or 4 camornpoBepku CaMoCTOsITeNIbHAS
pabota Ne8
9 HOCTyHHI)Ie 1 HAACKHBIC 6 4 10 3agaHus Ui CaMOCTOSTEILHOM U
ceTu COBMECTHOI IPAKTHYECKOiT pabOThI
3ajanus 11 CaMOCTOSATEIIbHOM
IpakTH4YecKoil pabotsl, TecT 1t
6 mom uucne ¢ 30 u ﬂ or 4 camornpoBepku CaMoCTOsTeIbHASL
pabota Ne9
10 be3omacHoCTh Ha YPOBHEC 2u 8 2 10 3a/1aHusl [T CAMOCTOATEIBHON 1
6C3OHaCHOCTI) WLAN COBMECTHOI IPAKTHYECKOI pabOThI
3ajaHus IS CaMOCTOSITEIIbHON
npaxkTHyeckoi paborel, Tect s
6 mom yucne ¢ 30 MﬂOT 4 camonposepkn CamocTosTeNIbHAs
pabota NelO
Konmnenius
3aj1aHus U1 CAMOCTOATEIbHON 1
11 MapmpyTu3anuu i 6 4 14 COBMECTHOI PAKTHYECKOI pabOThI
KOH(UTYpanus.
3amadus g
CaMOCTOSTEIIbHOMN
6 mont wucne ¢ 20 u JOT 6 MPaKTUIECKOH PadOTHI,
TecT ana caMonpoBepKU
CamocTosTenbHas
pabora Nell
0,5 335 Ok3amMeH
Bcero 3a 8 cemecTp 32 | 16 0,5 | 88,5
144 yaca
6 mom uucie ¢ 30 u /10T 23
UTOoro
6 mom uucie ¢ 30 u /10T

* 20 u JOT evinonnaiomcesa 6 08yx cucmemax: Tecmogvle 3a0anus O0as CAMONPOGEPKU U
npoeepouHvle mecmvl 0N OYeHKu 3uanull ewvinoausiomces na niamgopme Cisco NetAcad;
3a0anus  Ona  camocmoamenvHoUu — npakmuueckou — pabomul  evinoansiomces 6 VK
«Komnvromepnovre cemuy 6 LMS Moodle.



Coneprxanue pa3ienoB AUCIUTUINHBI:
7 cemecTp

OcCHOBBI CETEBOI0 MNOAKJJIKYCHUA U CBA3U.
1. CoBpeMeHHBbIe ceTeBble TEXHOJIOTHH.
1.1. Brenenue. Bousinue cereid Ha xu3Hb Jtojei. CeTu 6€3 TpaHull.
1.2. Komnonentsl cetu. OpHopaHroBbie ceTh. OKOHEUHbIE YCTpoWcTBa. IIpomexyTouHbie
ycTpoicTBa. CpelicTBa CETEBOr0 MOKIIOUCHHS
1.3. [IpencraBienus U TOMOJOTHH ceTell. TOmoJIornueckre CXeMbl.
1.4. OcuoBubie Tumnbl cereil. Cetu paznuunoro pasmepa. Cetru LAN u WAN. Unrepner.
BHyTpeHHUE CETH U BHELIHUE CETH.
1.5. Ionkmouenune k MuTepuery. Texnonoruu nocryna B MHTepHer. HTEpHET-IOAKIIOUEHNE
Uit JoMa 1 Hebosbioro odpuca. MutepHer-noakioueHue i npeanpustuil. Konseprentnas
CETb.
1.6. Hanmexusie ceru. CereBas apxutekTypa. OTKa30ycTOMYMBOCTH. MacimtabupyemMocTh.
KagectBo 00cmyxuBanus. bezomacHocTh ceTu.
1.7. Tennenuuu pazButus cerei. Ilocnennue TenaeHuuu. Konnenmus BYOD. CoBmecTHas
pabora uepe3 Unrepuer. Buaeocpszp. O6aunbie BeIYKMCICHUs. TEXHOIOTHYECKUE TCHACHIIMHU B
JomamHux cetax. CeTu nmo JIMHUSM 3JIeKTponuTaHus. becripoBoaHas MPOKONOIOCHAS CETh.
1.8. ObGecnieuenne ceTeBoil Oe3omacHOCTH. YTpo3wsl Oe3omacHOCTH. Pemienus obecriedeHus
0€30MacHOCTH.

2. ba3zoBas koH}uUrypamusi KOMMYTATOPa U OKOHEYHOTI'0 YCTPOiicTBA.

2.1. Nocryn k Cisco 10S. Oneparnmonnsie cuctemsl. ['paduueckuii mHTEpQEIC MOIB30BaTENS.
Hasznauenune OC. CriocoObl foctyna. [IporpaMmsl SMyJIsiLiuu TEpMUHAIA.

2.2. HaBurarus o I0S. OcHOBHBIE KOMaH/IHBIE PEKUMBI. PexuM KOHPUTYpaAIIUU U BIIOKCHHBIC
pexxumMbl KoHpurypanuu. [lepexmouenue mexay pesxkumamu [0S, Komnonents! cipaBku [0S.
2.3. Ctpykrypa komana. basoBas crpykrypa komana 10S. ITposepka cuntakcuca komanz 1OS.
["opsiurie KIaBUILM M KJIABUIIN OBICTPOTO BHI30BA.

2.4. bazoBas HacTpoiika yctpoicTB. Mmena ycrpoticts. [IpaBuia Beibopa maponeit. Hactpoiika
napoeil. llupposanue naposeit. banuepHsie cooOLIIEHNUS.

2.5. Coxpanenue koHpuryparuii. @aitner koHpuTrypanuu. 3mMenenne texymeil KoHpurypanuu.
3anuch KOH(UTYpalui B TEKCTOBBIN (aiin.

2.6. Ilopte! u anpeca. IP-agpeca. MaTEpdeiics u mopThI.

2.7. Hactpoiika IP-ampecaunn. Hactpoiika IP-agpecoB OKOHEUYHBIX YCTPOWCTB BpYUYHYIO.
ABToMarnueckass HacTpoiika [P-ampecoB oxoHe4yHBIX ycTpoucTB. HacTpoiika BHUPTyaTbHOTO
uHTepdeiica kommyraropa (SVI).

2.8. Ilposepka mnoxaxmtroueHus. [IpoBepka HazHaueHuss uHTepdeiica. IIpoBepka CKBO3HOTO
MOJIKJIFOUEHUS.

3. IIpoToKoJIbI U MOEIH.

3.1. IIpaBuna. OcHOBBI KOMMYHUKaIuil. [IpoTokosnsl cBa3u. YcranoBieHue npasui. TpedoBaHUs
K cereBoMy mnpotokony. KoaupoBanue cooOuienus. @opMaTupoBaHHE U HWHKAICYJIALUS
coobmenuii. Pasmep coobmenuit. CunHxpoHu3anus cooOmieHuil. BapuaHThl JOCTaBKH
COOOILIEHUH.

3.2. IIpoTtokonbl. O630p ceTeBBIX MPOTOKOIOB. DYHKIIMU CETEBOTO MPOTOKOJIA.
B3anmoneiicTBre NpOTOKOJIOB.

3.3. Haboper mportokonoB. CTEKM CETEBBIX MHPOTOKOJIOB. DBOJIOLUS NPOTOKOIOB. Ilpumep
nportokonia TCP/IP. HaGop nporokonoB TCP/IP. O0men nanusimu TCP/IP.



3.4. Opraumzanuu 1o crangaptu3aimu. OTKpeITie cTaHgapTel. CTaHIapThl WHTEpPHETA.
Opranuzanuy no cTaHAapTU3ALUHU JIEKTPOHUKH U KOMMYHUKAIIHH.

3.5. Dranonnsie Mmoaenu. [IpenmymiecTBa UCTIONB30BAHNS MHOTOYPOBHEBOM MO/IEIH. DTAIOHHAS
moaenb OSI. Moaens npotokosioB TCP/IP. CpaBuenue mozeneit OSI u TCP/IP.

3.6. Mukancynsmus  nanuaeix. CermeHranus coobmenuit. [locienoBarensHocTh. EnmHuna
nanHbIX mpotokodia (PDU). [Ipumepbl MHKANICYIAIMN U ACUHKATICYIISIITIH.

3.7. Hoctyn k nmanubIM. Azpeca. IP-ampec (mormyeckwii agpec 3-ro ypoBHs). YCTpoicTBa B
oaHoit cetu. Ponb aapecoB kaHanbHOro ypoBHs: OaHa [P-cetb. Ponb aapecoB ceTeBoro ypoBHs.
Ponb anpecoB xananbHOro ypoBHs: Pa3zubie IP-ceTu. Anpeca kaHaIbHOTO YPOBHS.

OcHosbl Ethernet.
4, ®u3nveckuii ypoBeHb.
4.1. Haznauenue ¢usnueckoro ypoBHs. @usznueckoe noaxiroueHue. GU3snuecKuil ypoBeHb.
4.2. Xapakrepuctuku ¢usndeckoro ypoHs. Crtanpaptel (usnueckoro ypoBHs. Dusmueckue
komroHeHThl. KomupoBanue. CrnocoObl mepenaun curHaioB. [IpomyckHas crocoOHOCTb.
TepMUHONIOTUSA IPOMYCKHONW CLIOCOOHOCTH.
4.3. Menupii  kabenb. XapaKTEpPUCTHKM MEIHBIX KaOenmeil. Twumbl MemHbIX —KaOenew.
HeskpanupoBannas Burtas napa (UTP). DxpanupoBannast Butas napa (STP). Koakcuanbubiit
Ka0eb.
4.4. Kabemn tuma UTP. CpoiictBa kabeneit UTP. Cranmaptel mpoxmanaku kabeneir UTP.
[Tpsimble u epexpectHbie kKadenu UTP.
4.5. TIpoknmanka ONTOBOJIOKOHHBIX KaOenmed. CBOWCTBa ONTOBOJOKOHHBIX KaOemei. Twurbl
ONTOBOJIOKOHHBIX KaOeneil. OnToBOJIOKOHHBIE Pa3beMbl. COETUHUTENbHBIE ONTOBOJOKOHHBIE
kabenu. ONTOBOJIOKOHHBIE Ka0elu 1 MeIHbIe KaOeln: CpaBHEHHE.
4.6. CpenctBa  OecnpoBojHOro  mojakiarodeHus.  CBoiictBa  cpeacTB  OecpOBOJHOIO
nojkJtoueHus. TUrbl cpecTB GECIpoBOIHOTO NOAKIOYEHHsI. becripoBogHas T0OKanbHAasI CETh.
5. CucremMbl CUMCIICHUS.
5.1. JIBouunsie anpeca u aapeca [Pv4. JIBouuHas mo3uIMOHHAs CHCTEMa CUMCICHHUs. Anpeca
IPv4.
5.2. lllectnaamarepuunas cucrema cumcienus. lllecTHannarepuunsie aapeca u amgpeca IPvo6.
[IpeoOpa3oBanue  JHeCATHMYHBIX  4Yucell B IecTHaauarepuussle.  [IpeoOpasoBanue
HIECTHAIATEPUYHOI0 YHCTIa B IECATUYHOE.
6. KanajibHbIH ypOBeHb.
6.1. Hasnauenne kaHaJbHOTO YpoBHs. KaHanbHBIA ypoBeHb. [loJypoBHM KaHama Tepenaqd
nanHeix [EEE 802 LAN/MAN. IlpenocraBieHue 1octyna K cpele Iepenaddl JaHHbBIX.
CraHgapThl KaHAJIBHOTO YPOBHSL.
6.2. Toronorun. dusznyeckas u jJorudeckas Tomnonorus. Tomojgoruu riaodansHbIX cererd (WAN).
Tomnonorust «rouka-roukay (point-to-point) cetu WAN. Tomnosnorun nokanbusix ceteit (LAN).
[TomynyruiekcHass M TOJHOLYIUIEKCHAs CBSA3b. YIPABIEHUS JOCTYIIOM K Cpele Neperadu
nanubix. KonkypentHsiit noctyn — CSMA/CD. Konkypenthsiit qoctymn — CSMA/CA.
6.3. Kanp xanana nepenaun nanusix. Kaap. [ons xaapa. Anpec yposus 2. Kaapet LAN 1 WAN.
7. Kommytauus B cersix Ethernet.
7.1. Kagpel Ethernet. Mukancynsanus Ethernet. IlogypoBHu kananeHOro ypoBHA. IlogypoBeHb
MAC. Tlons kanpa Ethernet.
7.2. MAC-anpec Ethernet. MAC-anpec u mecTHaauatepuuHas cucrema cuucieHus. MAC-
aapec Ethernet. OOpaboTka kanpoB. MunuBuayansHelii (oanoanpecHsiit) MAC-agpec. MAC-
aZipec MHPOKOoBelaTebHON paccblikn. MAC-aapec MHOT0apecHON pacChlUIKH.
7.3. Tabmua MAC-anpecoB. OcHoBHast nHOpMaIus 0 KommyTaTopax. KomMmyrarop B pexxnme
oOyuenust. unprpanus kaapos. Tabmuusl MAC-anpecoB Ha MOJIKIIOYEHHBIX APYr K JAPYry
koMMmyTaropax. OThpaBKka KaJpa Ha ILII03 10 YMOITYaHUIO.



7.4. CKOpoCTh U CIIOCOOBI MEPechlIKM Ha KoMMyTaTtopax. CrocoObl mepeajapecanuu Kajapa Ha
kommyTaropax Cisco. CkBosnast kommytarnus (Cut-Through). Bydepusanus mnamsarta Ha
KoMMmyTaTopax. HacTpoiika pymiekcHoro pexxuma u ckopoctu. @ynkius Auto-MDIX.

O0MeH JaHHBIMHU MEXKAY CeTAMHU
8. CeteBoii ypoBeHb.
8.1. XapakTepucTtuku cereBoro ypoBHsS. [IpoTokonsl cereBoro ypoBHs. Mukancymsius IP.
Xapakrepuctuku nportokona IP. be3 ycranoBienus coenuHeHus. HerapantupoBaHHast
nocraBka. He3aBUCUMOCTB OT cpenibl.
8.2. [Taker IPv4. Ilons 3aronoska makera [Pv4.
8.3. Ilaker IPv6. Orpanuuenus IPv4. O630p IPv6. Ilonsa 3aronoBka makera IPv4 B 3aronmoBke
nakera [Pv6. 3aronoBok nmakera [Pv6.
8.4. Meronpl MapuipyTh3auuu y3ioB. Pemenne o mnepenanpasienud ysia. llmo3 1o
YMOJTYaHUI0. XOCT-MapUIPyThI K IUTIO3Y MO yMOTYaHU0. TabauIsl MapIpyTU3aluy y3ia.
8.2. Beenenue B mapiipyru3zanuio. Pemenue o nmepechiike makeToB Mapuipytuzaropa. Tabnuma
mapupytuzauun  [P-mapmpyruzatopa.  Crartuueckas — mapupyTtusanusa. JuHamudeckas
MapIIpyTH3aLHsL.
9. Pa3pemenue aapecosB.
9.1. MAC u IP. YcTpoiicTBO Ha3HauUEHUS B TOM K€ CETH. Y CTPOMCTBO HA3HAYEHUS B YAaJCHHOM
CeTH.
9.2. [Iporokon ARP. O630p ARP. ®ynkuuu ARP. IIpuniun pabots nporokona ARP — ARP-
3anpoc u ARP-otBet. Pons ARP B 00MeHe faHHBIMU C yAaJIEHHBIMU CETAMU. Y aJeHHUEe 3anucen
u3 Ttabmunelt  ARP. Tabmuust ARP  Ha cereBeix ycrpoiictBax. IIpoGinembr ARP
mmpokoBemmarensHas paccbuika ARP u ARP-criydunr.
9.3. O6Hapyxenue coceanux IPv6 ycrpoiictB. Coobmienus o0 oOHapyxkenuu coceneit [Pvo6.
O6napyxenue coceneit [IPv6 - paspemienue aapecos.
10. ba3zoBasi koHuUrypanusi MapIIPyTHU3aTOPA.
10.1. lepBoHauanpHas  HacTpoiika MapmpyTtu3aropa. lllarm Ga3oBoit  KoH(UTypanuu
MapupyTtusaropa. bazoBas koHpurypamus.
10.2. Hactpoiika wumHTepdeiicoB Mapmpyruzaropa. [Ilpumep HacTpolikm  HUHTEpQeicoB
Mmapuipytuzaropa. [IpoBepka koHpurypanuu uatepderica. Komanasl npoBepku KoHpUTyparum.
10.3. Hactpoiika mnmoza mo ymomyanuo. [llmo3 mo ymomwanuio miust xocta. Ilmo3 mo
YMOJTYaHHUIO JIJIsl KOMMYTaTopa.

IP-anpecanus
11. IPv4-aapecanus.
11.1. Ctpykrypa IPv4-ampeca. CereBas u y3noBass yacTH ajpeca. Macka mnoxaceru. JlnunHa
npepukca. Omnpenenenne ceru: Jjoruueckoe M. CereBolt anapec, azapec Xocta U
IIMPOKOBEIIATEIbHBIN aapec.
11.2. OgHoanpecHas, mMUpoOKOBeIaTeIbHass U MHOroajpecHast paccbuika IPv4. OnHoanpecHas
paccobuika. [llupokoBemarensHas pacceliika. MHOroaapecHas pacchuika.
11.3. Tunsr agpeco IPv4. OGmenoctynHbsle M 4acTHbele anpeca IPv4. Mapmpyruzanus B
Unrepuer. IPv4-ampeca crenuanbHOro Ha3Ha4YeHHWs. YcTapeBllas KiaccoBas ajpecarus.
Hasznauenue IP-agpecos.
11.4. Cermentanmst cetu. lllupokoBematenbHbpli JOMEH U cerMmeHTanus. [IpoOnembr ¢
KPYIHBIMH IIMPOKOBELIATENBHBIMU IOMEHAMHU. [[pUUnHbI cErMEHTalUN CETEM.
11.5. Paznenenne cetu IPv4 na moacern. Paznenenue Ha moaceTu Ha rpaHuiie okTeToB. [loaceTs
B IIPEJIENaxX OKTETA.
11.6. Tloncers: /16 u /8. Co3manme moxacererr ¢ mpedukcom /16. Coznanme 100 moncereid ¢
nomoreio npedukca /16. Coznanue 1000 moacereit ¢ nmomorpio npeduxca /8. Opranuzanus
MOJICETEN MO0 HECKOJIBKUM OKTETaM. PacueT MacKku MoOJICEeTH.



11.7. Pa3nenenne Ha TMOJCETH MJIs COOTBETCTBHUS TpeOoBaHMsIM. YacTHas TMOACETh W
001IeI0CTYITHOE aipecHOe MpocTpaHCcTBO [Pv4. MuHMMU3anms HEMCTIONB3yeMbIX anpecoB [Pv4
y3JI0B U MaKCUMU3anus nojcereit. ddekTuBHOE pa3encHue Ha mojacetu [Pv4.

11.8. VLSM (Macka noxaceru nepemeHHor iuHbI). OcHOBBl VLSM. CoxpaHeHue aapecoB
IPv4. VLSM. Ha3znauenue agpeca Tononorun VLSM.

11.9. CtpykrypupoBanHoe mnpoekTupoBanue. [lmanupoBanue agpecauuu cetd. HazHauyenwue
aJIpECOB YCTPOUCTBAM.

12. IPv6-aapecanus.

12.1. IIpob6aembr ¢ mpotokosom IPv4. ITlorpedHocth B IPv6. CoBMECTHOE HCIOJIb30BAHKE
npoTokoiioB IPv4 u IPv6.

12.2. IlpeacraBnenue IPv6-anpecoB. @opmater aapecoB [Pv6. Tlpornyck HavambHBIX HYJIEBBIX
pa3psaoB. J{BOMHOM JBOETOYME.

12.3. IPv6-anpeca: tumpl. OmHOAAPECHBIA, MHOTOQIPECHBIHN, MPOU3BOIBHBIN. JliMHA TIpedukca
IPv6-anpeca. Jlpyrue tunsl [Pv6-anpecoB ogHOAAPECHOW PACCHUTKHA. YHUKAIBHBIA JIOKATHHBIN
anpec. I'mobansubie nHauBHAYyanbHbIe [IPVv6-anpeca (GUA). Ctpykrypa GUA [Pv6. JlokanbHbIi
IPv6-anpec xanana.

12.4. Cratnueckas HacTpoiika TJ00aJbHBIX JIWHAMUYECKHX aJpPECOB [UIsl OAHOAAPECHOM
pacchbUIKM M JUHAMHYECKM HAcTpauBaeMble JIOKaJbHble ajpeca KaHama. CraTuueckas
koHpurypauuss GUA Ha wmapmpyTtuzatope. Cratuueckas KoHGUTrypanus T100albHOTO
yHuKanbHOro IPv6-anpeca Ha y3ne Windows. CraTideckas KOHQUTYpanus JIOKaJIBHOTO aJipeca
OJIHOQ/IPECHON PACCHUIKH.

12.5. Jlunamudeckasi agpecanus i TJI00aTbHBIX TUHAMUYCCKUX aJAPECOB JUISI OAHOAIPECHOM
pacceuiku [Pv6. CooOmenust RS u RA ICMPv6. SLAAC. SLAAC u DHCPv6-cepBep 6e3
coxpaneHust coctosiHusi aapecoB. DHCPv6 ¢ moamnepxxkoii coctosiHus. Ilpomecc EUI-64.
CrnyuaiiHO creHepupoBaHHbIe UICHTU(PUKATOPHI HHTEpdeiica.

12.6. lunamuyeckasi anpecanusi JIOKAUIBHBIX anapecoB kaHama IPv6. [lunamumueckue LLA.
Hunamuueckue LLA B Windows. unamuueckue LLA na mapmpyruzatopax Cisco. IIpoBepka
koH(purypamuu [Pv6-aapeca.

12.7. I'pynnoseie IPv6-anpeca. IlpucBoennsle rpymnmnobie IPv6-anpeca. M3BecTHble ajpeca
MHoroazipecHoi pacceuiku IPv6. I'pynnossie [Pv6-aapeca 3anmpaiinBaeMbIX y3/10B.

12.8. Paznenenue cetu IPv6 Ha mojceTu ¢ ucnob30BaHUEM UACHTUHKATOpa ojaceTu. [lpumep
cozmanus mnonceredr IPv6. Pacnpenenenne [Pv6-ampecoB moacetun. Mapmpytuszartop,
CKOH(UTYpUPOBaHHBIN ¢ moaceTsiMu [Pvo.

13. ICMP.

13.1. Coobmienus ICMPv4 u ICMPv6. JlocTxkuMocTh y3nma. Y3en Ha3HAYeHHUS WM CEPBHC
HezpoctyneH. [IpeBbiien natepsan oxuganus. Coodmenus ICMPv6.

13.2. TectupoBanue mnpu nomomu ping u traceroute. Ping - Tect cBA3aHHOCTU. ping A0
uHtepdeiica loopback. IlpoBepka cBsi3u €O HUIIO30M IO YMOJYaHHIO. YCTaHOBKA CBSI3U C
yJIaJIeHHBIM Y3JI0M C MOMOIIbIO KOMaH[bl ping. Traceroute — tectupoBanue mytu. IIpoBepka
anpecauuu [Pv4 u IPv6.

CBs3b C ceTeBBIMH NMPUWJI0KCHUAMHA
14. TpaHcnopTHbIH YPOBEHb.
14.1. Tlepenaua nanHbIX. Ponb TpaHcmopTHOro ypoBHA. (DYHKIUH TPAHCIOPTHOTO YPOBHS.
[Tporoxonsl TpaHcnopTHOro ypoBHsS. IIpoTtokon ympasnenus nepenaueit (TCP). Ilpotoxon
nosab3oBarenbekux aeirarpamm (UDP). CooTBeTcTBYIOMMI MPOTOKOI TPAHCIIOPTHOTO YPOBHS
JUTSE COOTBETCTBYIOIIETO MPHITOKEHHSL.
14.2. O630p mpotokona TCP. ®@ynkuuu nportokona TCP. 3aronoBok u mois 3aronoBka TCP.
[Ipunoxenus, ucnonp3yromtue nmporokon TCP.
14.3. O630p nporokona UDP. ®ynkuuu nportokona UDP. 3aronoBok u momns 3aronoBka UDP.
[Tpunoxenus, ucnosb3yromue nporokos UDP.



14.4. Homepa noprtoB. Heckonbko OTIENBbHBIX CEAHCOB Iepenaud AaHHbIX. Ilapbl cokeTos.
['pyninel HOMepoB nopToB. Komana netstat.

14.5. O6bmen nanupiMu 1o mnpotokony TCP. Tlpomeccer TCP-cepBepa. YcraHOBiIeHHE W
npekpaiienue TCP-coequnenns. AHanu3 TpexcTopoHHero kButupoBanus TCP.

14.6. HanexxHOCTP W yHpaBlIeHME NOTOKOM Tniepepayn JaHHbX. Hagexnocts TCP -
rapaHTUpOBaHHAs U YHOpsAdOouYeHHas jaocTaBka. lloTrepss naHHBIX M TMOBTOpHas Iiepenaya.
VYupasnenne norokoM TCP. Pazmep okHa u noarsepikieHus. MakcuManbHbli pa3Mep CErMEHTa
(MSS). IlpenoTBparieHune neperpysox.

14.7. Obmen nannbiMu 1o npotokonry UDP. Huskue HaknmanHbeie pacxoibl WM HAJEKHOCTb.
Coopxka neirarpamm UDP. Tlponeccer u 3anpockt UDP-cepsepa. Ilponeccs u 3anmpocst UDP-
cepsepa.

15. YpoBeHb npuiI0KeHUI.

15.1. YpoBeHb MNpUIIOKEHUH, YPOBEHb IMPEICTaBICHHS, CEAHCOBBI YpoBeHb. [IPOTOKOIIBI
ypoBHs nipunoxxenuit TCP/IP.

15.2. Mogenb «knueHT-cepBep». OnHopanrossie cetu. OnHopaHroBbie npunoxenus. Haubonee
pacrpocTpaHeHHBIE OTHOPAHTOBBIC TIPUIIOKEHUSI.

15.3. IIpotokonbl BeO-Tpaduka W DICKTPOHHOH MMOYTHL. [IpoTOoKON mepemadn THIEPTEKCTa
(HTTP) u s3bix runeprexcroBoit pasmerku (HTML). ITporoxonst HTTP u HTTPS. IIpoTokosst
anexkTponHoi noutsl (SMTP, POP, u IMAP).

15.4. Cepsucsl [P-agpecanuun. Cinyx0a nomenHsix umeH (DNS). ®@opmar cooOmienuit DNS.
Hepapxust DNS. Komanma nslookup. [IpoTrokon auHamMuueckoil HACTPOWKH CETEBOTO Yy3la
(Dynamic Host Configuration Protocol, DHCP). IIpuxuun paborst DHCP.

15.5. Cepsucsl coBmecTHOro foctymna k ¢ainam. [Iporokon nepenaun daitnos (FTP). [Iporokon
SMB.

IHocTpoenue u odecnieyeHue 0€30MaCHOCTH HEDOIbION CeTH
16. OcHoBBI ceTeBOii 6€30NMACHOCTH.
16.1. Tumns! yrpo3. Tumnsl ys3Bumocteit. dus3nyueckas 3amuTa.
16.2. CereBbie araku. Tunsl BpemonocHoro I1O. Pa3BenpiBaTenbHBIE aTakd. ATaku JOCTYTIA.
ATaku Tuna «0TKa3 B o0ciayxuBaHum» (DoS-arakn).
16.3. YryOnennsiidi  moxxonx kK 3ammre. CoxpaHeHHWE pe3epBHBIX Komuid. PesepBHoe
KONMpOBaHUE, OOHOBJICHHE M YCTAaHOBKA UCHpaBieHUH. AyTeHTH(UKaLUs, aBTOPU3ALMS U yUeT
(AAA). MexcereBble 3kpaHbl. Tunsl Opanamay poB. be3onacHOCTh OKOHEUHBIX YCTPONCTB.
16.4. O6ecnieuenue Oe3omacHocTH ycTpoiicTB. Cisco AutoSecure. Ilapomu. PacmmpenHnas
3amuTa naposia. AktuBanus nojakitoueHus no SSH. OTkiItoueHre HeNCnoab3yeMBbIX CITYKO.
17. Opranu3zanus HeGOJILIIOH CETH.
17.1. YcrpoiictBa B pamkax HeOoJbIION ceTu. Tomonorun HeOonbIux ceTeid. Beioop ycTpoicTs
Juis ceTH HeOombIIoro pasMepa. IP-anpecanus B pamkax HeOosbliol cetu. PesepBupoBaHue B
HeOO0JIbIION ceTu. YnpaBieHHe TpaphuKoOM.
17.2. PacipocTpaHeHHble NMpPUIIOKEHHUS B HEOOJbIIOW ceTH. PacmpocTpaHeHHblE NPOTOKOJIBI.
[TpunoxeHus s Iepeiavun rooca u BUIEO.
17.3. Paciiupenne  HeOonbIIOW  ceTH. AHanIM3  HOPOTOKoJIOB.  Mcmonb3oBanue — ceTH
COTPYAHUKAMHU.
17.4. TIposepka mnonkitoueHust ¢ nomomibio Ping. Pacmmpennas komannga ping. [IpoBepka
MOJKJIFOYEHUS ¢ TTOMOIIBI0 KoMaHabl Traceroute. Pacmmpennass komanaa traceroute. ba3zoBblit
YPOBEHb CETH.
17.5. Komanner xocta u 10S. Hactpoiika [P-kondurypamum xocra non ynpasieaueM Windows.
Hactpoiika IP-xkondurypanun xocra non ympasinenueM Linux. Hacrpoiika IP-kon¢urypamuu
xocta moxa ympasiennem macOS. Komanma arp. IloBTopHOE paccmoTpeHue Hambosee
pacripoctpaneHHbIX koMaHs show. Komanna show cdp neighbors. Komanga show ip interface
brief. Komanga show version.



17.6. OcHOBHBIE TOJIXOABI K TOUCKY W YCTPAaHEHHUIO HEMOJIAAOK. UYTO cieayeT chenaTtbh C
npobaemoii. Komanaa debug. Komanaa terminal monitor.

17.7. Bonpochl paboThl 1 HECOOTBETCTBHSI HACTPOCK Aymuiekca Ha uHTepdetice. [Ipobiemsr ¢ IP-
anpecamu Ha yctpoicrtBax IOS. IlpoGnemsr ¢ [P-agpecamMu Ha OKOHEYHBIX YCTPOWCTBAX.
Henonankuy, cBsi3aHHblE €O LUIIO30M 10 yMoylyaHuto. [IoMCK M ycTpaHEeHHE HENoJaloK,
cBsa3aHHbIX ¢ DNS.

8 cemecTp
Hpuauunsl kommyranun, VLAN u mapupyrusanus mesxxkay VLAN.

1. bazoBasi HACTPOIiKa YyCTPOHCTB

1.1. BBenenue. IlepBonauanbHasi HacTpoiika kommytaropa. llocrmemoBaTenbHOCTH 3arpy3ku
kommyTtaTtopa. Komanma "boot system". CBeToguoaHble HWHIUKATOPHI KOMMYTaTOpa.
Boccranosnenue nocne cucremHoro coosi. [loctyn k ymnpasieHuto kommyratopom. IIpumep
KoH(purypamuu kommyrtaropa SVI.

1.2. Hactpoiika noproB kommyraTopa. JlymnekcHas cBs3b. HacTpolika nopToB KOMMyTaTropa Ha
¢uznueckom ypoBue. Dynkius Auto-MDIX. Komanaesl mpoBepku kommyTatopa. [IpoBepka
KOH(HTrypanuu nopra kommyraropa. Hemonaaku Ha ypoBHe ceTeBoro pocryma. Omudku BBOIA
u BeIBoJa nHTepdeiica. [louck u ycTpaHeHrne HEMoIag0K Ha YPOBHE CETEBOI0 JOCTYIIA.

1.3. Ypanennslii 3amumenHbid goctyn. Ilpuamun pabGoter Telnet. ITpuamun paborst SSH.
Kongurypauus SSH. IIposepka padotst SSH.

1.4. bazoBas koH¢urypamus MapmpytuzaTopa. HacTpoiika OCHOBHBIX IapaMeTpOB
Mapuipytusaropa. Tomonorus ¢ MCHOJIb30BaHHEM JBOHOro creka. Hactpoiika mHTepdeiicoB
mapuipytuzaropa. UaTepdeiicsl oopaTHoit netiu [Pv4.

1.5. IlpoBepka cCBA3M MEXAy MNOJAKIIOUEHHBIMU HANpsAMYyK ceTsMu. KoMaHIbl IpOBEpKHU
untepdeiica. IlpoBepka coctosiHus uHTepdeiica. IIpoBepka JIOKaJIbHBIX aApPEcOB KaHala U
MHoroazipecHbix aapecoB IPv6. Ilpoepka koHburypauuu unrepdeiica. [IpoBepka mapuipyToB
Mapuipytusaropa. @uIbTpanus BHIXOAHBIX JaHHBIX KOMaHAbl show. OyHKINS HCTOPHH KOMAH]I.

2. llpuHIMTIBI KOMMYTAIIHH.

2.1. TIlepecwinka kanpoB. Kommytamuss B cetn. Tabmuna MAC-agpecoB KoMMyTaropa.
[Tony4yenue nHpopmManuu 1 nepecsliika KoMMyTaTropoM. CrocoObl MepechIKH Ha KOMMYTATope.
KommyTanus ¢ mpoMexyTouHbiM xpaneHueM (store-and-forward). CkBo3nas kommytarust (Cut-
Through).

2.2. KommyTtanuroHHbie IoMeHbl. JIoOMeHbI KOJTu3uid. JIOMEHBI IMPOKOBEIIATEIbHON PAaCChUIKH.
CHMXEeHMe Meperpy30K CEeTH.

3. Cern VLAN.

3.1. O0G30p BHUpPTyaJbHBIX JOKAJIbHBIX ceTed. OmnpeneneHus BUPTYaJbHOM JIOKAJIbHOM CETH.
[TpeumymectBa BUPTyasbHBIX JOKaldbHbIX ceTeil (VLAN). Tumbl BUpPTyaJdbHBIX JIOKAJIBHBIX
CETEH.

3.2. BupryanbHble JIOKaJbHBIE CETH B CPEIE C HECKOJBKMMM KoMMyTaTopamu. OmnpezneneHue
maructpanbHbix kaHaioB VLAN. Cerp 6e3 VLAN. Cerp ¢ VLAN. Upentudukanus cetu
VLAN c nomomipio metok. VLAN ¢ HeTernpoBaHHBIM Tpa(UKOM U TETUPOBAHUE IO MPOTOKOTY
802.1Q. Teruposanue romocooit VLAN. UccnenoBanue metonoB peanuzanuu cetu VLAN.

3.3. Hacrpoiika VLAN. [Iuanazonst VLAN Ha kommytaropax Catalyst. Komanasl co3manust
VLAN. Komanawsl naznadeHusi moptoB VLAN. VLAN mns mepemaud JaHHBIX W TOJOCA.
[Tpoepka undopmanuu o cersix VLAN. M3menenue npuHamiexHoctd nopta ceth VLAN.
VY nanenne VLAN.



3.4. Tpanku BUpTyanbHbIX ceTeld. KoMaHapl KOH(MUTYpalliy MarucTpajabHOrO KaHaia (TpaHKa).
[Tpumep KoH(pUrypanuum MarucTpajabHOro kasana. [IpoBepka KOHQUIypaluu TpPaHKOBOIO
kaHaya. COpoc TpaHKa B COCTOSIHHE MO YMOJIYaHHUIO.

3.5. Iunamuyeckuii mpotokoi Tpankuara (DTP). 3nakomctBo ¢ DTP. CornacoBaHHbie peKUMBI
untepdeiica. Pesynprarel HacTpoiiku DTP. [Iposepka pexuma nmpotokona DTP.

HN30bITOYHOCTH CETEH.

4. Mapupyru3zanus mexay ceramu VLAN

4.1. IlpuHuunel MapLIpyTH3alUUd MEXIY BUPTYaJIbHBIMU JIOKAJbHBIMU CETSIMH. YTO Takoe
Mapupytusanus mexay VLAN? YcrapeBuire MeToibl MapuipyTu3anuu Mexay cetsimu VLAN.
Mapmipytusanus  Mexay cersmu VLAN ¢ ucnosnb3oBanmeM wmerona Router-on-a-Stick.
Mapuipyruzanus Mmexxay VLAN Ha koMmMmyTaTOope ypoBHSA 3.

4.2. Mapmpytuszanus Mexay cersmua VLAN ¢ wucnons3oBanueM merona Router-on-a-Stick.
Kondurypamuss ROS (Router-on-a-stick). Cetu VLAN u koHuTypanuu MaructpaibHBIX
kananoB. Kondurypauus noguarepdeiica. [Iposepka mapmpyruzamun mexay cetsima VLAN c
HCcnoiap30BanueM meroia Router-on-a-Stick.

4.3. MapupyTtuzanus MeXIy BUPTYyaJbHbIMHM JIOKaJbHBIMU CETSMU C IMOMOIIbIO YCTPOWCTB
KoMMyTauuu ypoBHs 3. Mapmpyruzanuss Mexny cersmu VLAN 3-ro yposusa. Cuenapuii
nepexitoueHuss ypoBHs 3. Hacrtpoiika xommyratopa ypoBHs 3. [IpoBepka mapmipyTu3anuu
mexny VLAN kommyraropoM ypoBHsS 3. MapmpyTtusanus Ha KOMMYTaTOpe YpOBHSA 3.
CueHapuil MapupyTu3zauud Ha kKoMmmyTatope ypoBHS 3. KoHdurypauus mapuipyTu3anuu Ha
KOMMYTaTOp€ YpOBHS 3.

4.4, Tlouck u ycrpaHeHue Hemojanok MapripyTtuszanuun Mexay VLAN. OOmmume mnpobiieMsl ¢
mapuipytuzanueit Mexay VLAN. OrcyrerByromue cetn VLAN. IlpoOGiaembl MarucTpaibHOro
nopra kommyratopa. Hemomagku B paborte mopra kommyraropa. Hemomanku B HacTpoHKax
MapuIpyTH3aTopa.

5. Hpunmunsr STP

5.1. Hasnauenue mnportokona STP. PesepBupoBaHue B KOMMYTHUPYEMBIX CETSAX YpPOBHS 2.
[Tpotokon STP. Ilepectpoiika STP. IlpoGiaembl ¢ HM30BITOUHBIMH KaHaJaMM KOMMYTATOpa.
[Tetnu 2-ro ypoBHs. [llupokoBemarenbHpIi IITOPM. AJITOPUTM CBSI3YIOIIETO JIEPEBa.

5.2. Ilpunnunsl padotel STP. Illaru k 6e3 meTenpHON TOHoJOrHMHU. BrIOOP KOpHEBOTO MOCTA.
Bnusuue BID no ymonmuanuto. OnpeneneHue CTOMMOCTH KOPHEBOTO MyTH. BbIOOp KOpHEBBIX
noptoB. BriGop HazHaueHHBIX MOPTOB. BrIOOp anbTepHATHBHBIX (3a0JOKMPOBAHHBIX) MOPTOB.
Bb100op kopHEBOro mopTra U3 HECKOJIbKHX MyTel paBHON ctoumocTH. Taiimepsl STP u cocTosiHus
NOPTOB. OKCIUTyaTallMOHHbIE JlaHHblEe KaXJIoro coctosHus mnopta. IIporoxon PerVLAN
Spanning Tree Protocol.

5.3. DOBomouusa STP. Paznuunsie Bepcun STP. Ilpunnuner STP. RSTP coctosHus u ponu
noptoB. PortFast u BPDU Guard. Ansrepnatusst STP.

6. EtherChannel

6.1. Ilpunnuns! padotsl EtherChannel. ArperupoBanue kananos. EtherChannel. [Tpenmymiectsa
EtherChannel. Orpanuuenust ucnonb3oBanus. [Ipotokonsl aBrocornacoBanus. Oynkmuu PAgP.
[Tpumep HacTpoek pexuma PAgP. ®ynkuuu LACP. [Ipumep Hactpoek pexuma LACP.

6.2. Hacrpoiika EtherChannel. Unctpykuuu no Hactpoiike. [Ipumep xondurypanuu LACP.

6.3. Ilouck u ycrpanenue npobiem B pabore EtherChannel. IIpoepka EtherChannel. O6mue
npo6aems! ¢ koHpurypanusmu EtherChannel. [Ipumep noucka u ycTpaHeHUs: HEMCIIPaBHOCTEH B
pabote EtherChannel.

I[OCTYHHBIC U HaAJAECKHBIC CECTU



7. DHCPvA.

7.1. Cepepsl u kmmeHTsl DHCPv4. Tlpuanunsr padotst DHCPv4. Illarm ans mosrydeHus
apenabl. Lllaru, 4ro0b1 BO30OHOBHUTH apeHy.

7.2. Hacrpoiika cepsepa DHCPv4 B Cisco 10S. [lefictBust mo Hactpoiike cepBepa DHCPv4
Cisco 10S. IIpumep xondurypauuu. Komanasr npoepku DHCPv4 cepsepa. Kak mpoBepurs,
yto DHCPv4 paboraer? Otkmouenne cepsepa DHCPv4 Cisco 10S. DHCPv4-perpancismus.
Perpancnsanusa Ipyrux cepBUCOB.

7.3. Mapmpytuzatop Cisco kak kmueHT DHCPv4. Ilpumep xondurypanum. JlomanrHuit
Mapupyruzarop kak kiueHT DHCPv4.

8. SLAAC u DHCPvé.

8.1. Kondurypamus yzna [Pv6. IPv6 Jlokansnbrit anpec kanamna xocta. Haznauenne GUA IPvo6.
Tpu dnara coobmenuii RA.

8.2. O630p SLAAC. Brmouenne SLAAC. Tonbko meron SLAAC. Coobmienuss RS ICMPv6.
Xoct mporecc A co3gaHus uaeHTtuukatopa untepgeiica. ObHapyxeHne nyOIupyrommxcs
anpecos (DAD).

8.3. lllaru pa6orst DHCPv6. DHCPv6 0e3 coxpanenusi cocTosiHus. BkitoueHue mpoTokosia
DHCPv6 6e3 coxpanenus coctosHus Ha unrepdeiice. Pabora DHCPv6 ¢ otcnexuBanuem
cocrosinus. Bxirouenne DHCPv6 ¢ moanepxkoii coctosiHusI Ha nHTEepdeiice.

8.4. Pomum mapuipyruzatopa DHCPv6. Hactpoiika mapuipyrtuzatopa B kadectBe DHCPv6-
cepBepa 0Oe3 orcnexuBaHus coctosiHusa. Hacrtpoiika mapmpyruzaropa B kadectBe DHCPv6-
KIMeHTa 0e3 OTCIeXMBaHUA cocTosiHUS. HacTpoiika mapiipyTu3zaTopa B KadecTBe cepBepa
DHCPv6 ¢ ortcnexuBanuem cocrostausa. Kondurypanus kmmenra DHCPv6 ¢ coxpaneHmnem
cocrosaaus. Komanael nposepku DHCPv6 cepBepa. Hactpoiika Mapuipytuzaropa B KayecTBe
arenra perpanciasiuuu DHCPv6. [Iposepka arenra perpancisuuu DHCPv6.

9. Ilpunuunsl padorsl FHRP.

9.1. Ilporokon pe3epBupoBanus nepsoro mnepexona (FHRP). Orpannyenus muo3a mno
ymosdaHuio. PesepBupoBaHue MapmpyTu3aTopoB. J[eWCTBUS IpHU IEPEKIIOYEHHH B Clydae
oTKa3a mapupyruszaropa. Bapuanter FHRP.

9.2. O6mue ceeaenust o nporokoie HSRP. Ilpuoputer u npuopurernoe BoitecHenue HSRP.
Cocrosanus u taitmepsl HSRP.

be3onacHocTh Ha ypoBHe 2 1 0e3onacHocTb WLAN

10. IpuHuunbI o0ecnieyeHns 6e30MACHOCTH CETH.

10.1. be3omacHOCTh OKOHEUHBIX YyCTpOMCTB. CeTeBbI€ aTakh CETOAHS. YCTPOWCTBA CETEBOM
0e30MacHOCTH. 3alliuTa OKOHEYHBIX YCTPOMCTB. YcTpoiicTBo Cisco JUIsl 3allMThI 3JIEKTPOHHOM
MoYTHl. Y CTpoHCTBO A1 3ammThl BeO-Tpaduka Cisco Web Security Appliance.

10.2. Konutpone poctyna. AyTeHTU(UKaUs C JIOKAIbHBIM maposeM. KommoHeHTsl AAA.
Aytentuduxanus. Apropuzanus. Yuert. 802.1X.

10.3. Yrpo3sl 6e30macHOCTH Ha YpoBHe 2. Ysa3BMUMOCTH Ha ypoBHe 2. Kareropum arak Ha
KOMMYTaTOpbl. T€XHOIOruM HENTpAIN3AUU aTaK Ha KOMMYTALHIO.

10.4. Araka na tabnuny MAC-anpecoB. O630p paboThl KOMMyTaTopa. ATaka NepernoIHeHUEM
Ha Tabmmmiy MAC-anpecos. [IpotuBoseiicTBue arakam Ha Tabmuiiel CAM.

10.5. Ataku Ha nokaneHyto cetb. VLAN u DHCP-araku. Ataka VLAN Hopping. ATaka c
nBoiHbIM TerupoBanueM (Double-Tagging) VLAN. Coo6uienuss DHCP. Ataku, cBsizaHHBIEC C
DHCP. ARP-araku, STP-araku u CDP-3on1upoBanue. ARP araku. Ataka ¢ moaMeHo# ajpeca.
Ataka STP. PasBenniBarennHasa ataka CDP.

11. Hactpoiika napameTpoB 6€30I1aCHOCTH KOMMYTaTopa.



11.1. Obecnieuenne 6€30MaCHOCTH MOPTOB. 3alUTa HEUCIOJIb3YeMbIX MOopToB. HelTpanuzanus
atak Tabmunbel MAC-aapecoB. Bxitouenue 3anmuthl moptoB. Orpanndenue u uzydyenune MAC-
ajzipecoB. YcrapeBaHue 0€30MacHOCTH NopTa. Pexxumbl Hapymenus 6e3omnacHocTu nopra. [lopt B
cocrossaun  error-disabled. IlpoBepka ¢yHkuu Oe3omacHocTH TOPTOB.  Peanmzarus
0€30MacHOCTH MOpTA.

11.2. OtpakeHue atak Ha BUPTyajbHbIC JOKaabHbIe ceTh. O030p arak VLAN. Illaru, 4yToOb1
HelTpanu3oBath araku VLAN Hopping.

11.3. Orpaxenue arak yepe3 DHCP. O630p araxk DHCP. Orcaexuanue DHCP-cooOmieHui.
laru no peammuzanuu DHCP Snooping. Ipumep nactpoiiku DHCP Snooping.

11.4. Orpaxenue arak dyepe3 ARP. lunamudeckuii ananu3 ARP. PykoBoaCTBO 10 BHEIpPEHHIO
DAL Ilpumep kondurypammu DAL

11.5. Orpaxenue atak 4yepe3 STP. PortFast 1 BPDU Guard. Hactpoiika PortFast. Hactpoiika
BPDU Guard.

12. OcnoBHbIe moHsaTHS WLAN.

12.1. BBenenue B TexHOJIOTHH OecrpoBOAHON cBs3u. IIpemmyiiecTBa OecrpoOBOJIHON CBSI3H.
Tunsl OecripoBoaHbIX ceTeil. becnpoBoanbie TexHonoruu. Crangaptel 802.11. PagnodacToTsl.
Opranuzanuy no cTaHAapTU3auu OeCIIPOBOAHBIX CETEH.

12.2. Cocrasmsrontue WLAN. becipoBoanbie cereBbie amantepbl. JloMaimiHuii 6ecripoBOIHOM
Mmapuipytusarop. becipoBonnbie Touku aoctymna. Kareropuu AP. AHTeHHBI /U1 6€CTIPOBOTHBIX
YCTPOMCTB.

12.3. TlpuHnunsl paboThl OECIIPOBOAHOM JIOKAJILHON CETH. PeXKHUMBI TOIMOJIOTHH OECIIPOBOIHOM
cetu 802.11. BSS u ESS. Crpykrypa kaapa 802.11. CSMA/CA. Accoumanusi 6€CIpOBOTHBIX
KIIMEHTOB U TOYeK AocTyma. [laccuBHBINA U aKTUBHBIN PEKUM OOHAPYKEHHUS.

12.4. Beenmenue B CAPWAP. Pazgenennas MAC-apxutekrypa. Illudposanme DTLS.
FlexConnect AP.

12.5. Yupaenenue kanamamu. Haceimenne gactoTHOro kaHana. Beioop kanana. [InmanupoBanue
pa3BepThIBaHUs OECIIPOBOTHOM CETH.

12.6. Yrpo3sl s 6ecripOBOIHBIX JIOKAIBHBIX ceTeil. O030p 6e30macHOCTH OECTIPOBOIHOM CETH.
ATtaku THmna «oTka3 B oOcmyxuBaHum» (DoS-arakn). BpenoHocHsle Touku joctyma. ATaka ¢
MIEPEXBATOM.

12.7. be3zonacHocTh GecnipoBOAHBIX JOKadbHBIX ceTeid. Cokpbitie SSID u ¢unsrpammus MAC-
aapecoB. 802.11 OpuruHanbHble METOABl ayTeHTU(UKAMK. MeToapl ayTeHTHUPUKAUU
COIJIACOBAHHOTO KJIoYa. AyTeHTH(HKALMs JTOMAIIHEro Mojib3oBaTess. MeToasl MuppoBaHUS.
AyTteHTuduKanus Ha KopnopaTuBHOM ypoBHe. WPA3.

13. HacTpoiika OecnipoBOAHBIX CeTeid.

13.1. becnpoBonHoii Mapuipytu3aTop. Bxoxa Ha OecrpoBoanoil Mmapmipytuzatop. bazoBas
HacTpoiika cetu. ba3oBas HacTpoiika 6ecripoBoHOM cetu. HacTpoiika GecripoBOIHOM sTYeUCTON
cetu. NAT nns IPv4. T'apanTupoBanHOe kKauecTBO 0OcayxuBaHus. [lepeHanpasieHue mopTos.
13.2. Kougwurypamust bazosoro WLAN ¢ koHTposutepom 6ecripoBouoit cetn. Tomomorus WLC.
[TpocmoTp Bcelt uHpopMamuu o Toukax Jocryna. PacmmpenHble HacTpoiiku. Hactpolika
WLAN.

13.3. Kondurypauus WPA2 Enterprise WLAN ¢ konTposuiepom 6ecripoBoanoii cetu. SNMP u
RADIUS. Hactpoiika undopmarmuu o cepsepe SNMP. Hactpoiika wHbOpManmu o cepBepe
RADIUS. Hactpoiika VLAN s HoBoit WLAN. Tononorus ¢ anpecanneir VLAN. Hactpoiika
HoBoro unrepdeiica. Hacrpoiika oomactu DHCP. Konduryparmus WPA?2 Enterprise WLAN.
13.4. CriocoObl MoMCKa M YCTpaHEHHUs HEIMOJAJA0K C OecrpoBOJHBIMU ceTsMH. HeBO3MOXKHO
MOJIKJIIOUUTh OecrpoBOHON KiIMEHT. [louck M ycTpaHeHHe HENONaJoK B cllydyae MEUIEHHOM
paboThl ceTr. OOHOBIEHNE MUKPOIIPOrPaMMHOI0 00eCTIeYeHusI.

Konuenuus MapupyTu3zauuu 1 KOHpUrypamus



14. TlpuHUMIIBI MAPIIPYTH3AIUH.

14.1. Onpenenenne myru. JIBe pyHnkuuu mapipyrtuzatopa. [Ipumep GyHKIuN MapmpyTusaropa.
Jlyamuii myTh - garomuid caMmoe JUIMHHOE coBmaaeHue. l[lpumep Hambonee MIMHHOTO
cootBercTBUsl anpeca [Pv4. Ilpumep Hambosiee IIMHHOTO COOTBETCTBHS azapeca IPvo.
[Toctpoenue TabauIbl MapIIPYTU3ALIUH.

14.2. Ilpouecc npuHATHS pelieHust 0 nepeaapecanuu naketoB. CKBO3HAsI NMEPEChUIKA MaKETOB.
MexaHu3Mbl IEPECHUTKH [TaKETOB.

14.3. Tabmuuna IP-mapmpyruzanmu. Hcrounuk — mapmpyra.  [IpuHOuner  TaOGmuibi
MapLIpyTH3aluu. 3anucu  TaOauIpl MapuipyTuszauud. HamnpsMmyro MNOIKITIOYEHHBIE CETH.
Cratnueckue MapmpyTbl. Cratudeckue MapmpyTsl B Tabmune [P-maprmpyruzanum.
Junamuueckue NPOTOKOJIBI MapuipyTu3anuu. JluHamuuyeckue wMapuipytsl B Tabnuue [P-
Mapupyruzauud. Mapupyt no ymomuanuto. CTpykTypa Tabmuubl Mapuipyrusanuu [Pv4.
CtpykTypa Tabmuiel Mappytusanuu [Pve. AaMuHuCTpaTHBHOE pacCTOsTHUE.

14.4. Cratnueckas U JUHAMHYECKas MapLIpyTU3aLusa. DBOJIIOLMS IPOTOKOJIOB JUHAMHYECKON
Mapupytuzauud. [IpuHIUNB IUHAMUYECKHMX MPOTOKOJIOB MapuipyTu3auuu. ONTUMalbHbII
nyTh. Pacnpenenenre Harpy3Ku.

15. Cratnueckas IP-mapmpyru3zanus.

15.1. Tuner cratuueckux MapmpyroB. Ilapamerpsl cnenyromero mnepexona. Komanna
cratnueckoro mapupyra IPv4. Komanga crarnueckoro mapuipyra IPv6. Tononorus asoiiHoro
creka. [Pv4 Hawanpnuble Tabmuuel wmapmpytuzanuu. [Pv6  Hadanehble  TaOmuiisi
MapLIpyTHU3aLUH.

15.2. Cratuueckuii mapuipyt IPv4 ¢ ucnonb3zoBanuem cienyromiero nepexoja. Craruueckuil
mapuipyt [Pv6 ¢ ucnonb3oBaHueM cienytomero nepexona. Cratuueckuit mapuipytr IPv4 c
npsiMbIM noAkIroYeHueM. Cratnueckuid mapupyt IPv6 ¢ npsMbeiv noaxmouenueM. [lonHocTeio
onpexaeneHHblii [Pv4 cratmueckuit mapuipyt. IlomHocTeio ompenenenHblii [Pv6 cratmueckuit
MapupyT. [IpoBepka craTuyecKkoro Mapupyra.

15.3. Cratuueckuil MmapuipyT no ymosyaHuto. Hacrpolika craTuueckoro wapuipyra IIo
ymon4aHuio. [IpoBepka cTaTH4eckoro Mapupyra o yMOI4aHHUIO.

15.4. [InaBaroue craruyeckue Mapupytel. HacTpolika miiaBaroomux CTaTUYECKUX MapUIpyTOB
IPv4 u IPv6. ITpoBepka miaBaromero cTaTH4eCKOro MapupyTa.

15.5. Hactpoiika CTaTHYECKMX MApPLIPYTOB XOCTOB. ABTOMATUYECKH YCTaHABJIMBAaECMbIC
JIOKQJIbHBIE MapuIpyThl XOCTOB. (CraTmueckuil y3inoBod MapumpyT. HacTpolika craTMdeckux
MapumpyToB XocToB. lIpoBepka craTmdyeckmx MapuipyToB XocTOB. HacTpolika cTaTM4eckoro
IPv6-MapuipyTa y3ma ¢ momouibio JJokaasHoro ajapeca kaHana (LLA) cnexytromiero nepexoaa.

16. IMouck W ycTpaHeHHMe HeNOJIAJ0K, CBSI3AHHBIX €O CTATHYECKHMHM MapLIPYTaMH H
MapUIpPyTaMH 110 YMOJIYaHUIO.

16.1. O6paboTKa MakeToB C UCIOIH30BAHHEM CTATUYECKHX MapIIPyTOB.

16.2. Tlouck u ycTpaHeHue mpodiIeM ¢ KOHPUTypauued cratudeckux MapuipyroB IPv4 u
MapupytoB IPv4 no ymomuanuro. M3meHeHns B cetH. HYacTo uCHOIb3yeMble KOMaHIBI IS
MOMCKA U YCTPAHEHUS HETONal0K. Y CTpaHEeHHE MTPOOJIeEM COeTMHEHUSI.



5. O0pa3oBare/ibHbIe TEXHOJOTHH, B TOM 4YHCJ€ TEXHOJOTHH 3JIEKTPOHHOIO 00y4ueHUsi M
AUCTAHIIHOHHBbIE 00pa3oBaTe/ibHbIE TEXHOJOIHM, WCIOJIb3yeMble NPH OCYIIeCTBJIECHUHU
00pa3oBaTe/ILHOIO MPoOIecca MO JUCUUILIHHE

B niporiecce 00yueHust UCTIOMB3YIOTCS CIIEAYOINE 00pa3oBaTebHBIC TEXHOIOTHH:

BBoanasi JieKuMsi — 1aeT TMEpPBOE IICJIOCTHOE TMPEACTaBICHUE O JUCHHMIUIMHE |
OPUEHTHUPYET CTYJIEHTa B CUCTEME U3Y4YCHHUS NAHHON AUCHUIUIMHBL. CTYIEHTHI 3HAKOMSTCS C
Ha3HAYCHHEM W 3aJa4aMH Kypca, €ro poJIbl0 MU MECTOM B CHUCTEME yYeOHBIX IUCIHUILIMH U B
CUCTEME TIOJITOTOBKH B 1esioM. JlaeTcst KpaTkuii 0030p Kypca, BRICKA3bIBAIOTCS METOUYECKHIE U
OpraHU3aIlMOHHBIE OCOOCHHOCTH pPabOTHl B paMKaxX JaHHOW IUCHUIUIMHBI, a TaKXKe JaeTcCs
aHaJIN3 PEKOMEHIyeMOi yueOHO-METOAMYECKOU TUTEpaTyphl.

AxkageMuuecKkasi JEKIHUA ¢ 3JIEMEHTAMH JeKIUHU-0eceabl — I10CIeI0BaTeIbHOE
U3JI0KEHUE MaTepuaia, OCYIIECTBIsIEMOE MPEUMYIIIECTBEHHO B BUJIE€ MOHOJIOTA IIPETO/1aBaTElIsl.
DJIEMEHTHI JICKIUHU-0ecebl 00CCIEeYMBAIOT KOHTAKT TMperojaBaTeNsi C ayaAuTOPHEH, dYTO
MO3BOJIICT TIPUBIIEKATh BHUMAHUE CTYICHTOB K HauOoJiee BaXKHBIM TeMaM JIUCUUILINHBI,
aKTHBHO BOBJIEKaTh WX B YYE€OHBIH MPOIECC, KOHTPOJIUPOBATH TEMIT HM3JIOKECHHS Y4eOHOTO
MaTepuaia B 3aBUCUMOCTU OT YPOBHS €r0 BOCIIPUSATHUSA.

IIpakTnyeckoe 3aHfATHE — 3aHATHE, MOCBSILIEHHOE OCBOGHUIO KOHKPETHBIX YMEHUU H
HABBIKOB I10 3aKPETUICHUIO TIOJYUCHHBIX Ha JICKITUU 3HAHUMN.

Koncynbranum — Buj y4uyeOHBIX 3aHATUH, SBISIOMIUNCS OAHOM U3 (QOpPM KOHTPOJISL
CaMOCTOSITENIbHOM  paboThl  cTyAeHTOB. Ha KOHCympTanusXx MO MPOCKOE CTYIEHTOB
paccMaTpUBAaIOTCS HauOoOJIee CIIOKHBIE MOMEHTHI TIPH OCBOCHHMHM MaTepuajia JUCIUILINHBI,
MpEernoiaBaTelib OTBEYAaeT Ha BOMPOCH CTYJIEHTOB, KOTOPBHIE BO3HUKAIOT Y HUX B TIpoliecce
CaMOCTOSITCIIBHOU PaOOTHI.

B nporecce 00yueHUsT HCIIONB3YIOTCS CAEAYIOIINE TEXHOJIOTUU SJIEKTPOHHOTO O0yUYeHUS
U TUCTaHIIMOHHBIE 00pa30BaTEeIbHBIC TEXHOIOTHU:

DJIeKTpPOHHbII yueOHblii Kypc «KomnbioTepHble cetu» B LMS DiexkTponnblii
yauBepcuter Moodle SAApI'Y, B koTopom:

- MPE/ACTaBIIEHBI 33/1aHUS Ul CAMOCTOSITEIbHON NMPaKTHUECKOW pabOoThl 00YyUaIOLIUXCS 110
TeMaM JUCUUTUIAHBL,

- OCYUIECTBJISIETCS MPOBEIEHUE OTAENbHBIX  MEPOINPHUATHH  TEKYIIEro  KOHTPOJI
yCIIEBaEMOCTH CTY/ICHTOB,;

- mpexacrtaBieHa HMH(opManus o ¢opMe M BpPEMEHHM MPOBEACHUS KOHCYJIbTallUH IO
JVICIIATUTMHE B PEKUME OHJIAH;

- TMpeACTaBJIEHBI IPaBUiIA MIPOXOXKIECHHS TPOMEKYTOUHOM aTTeCTallK MO JUCLUIUINHE;

- mocpeactBoM (Qopyma  OCYIIECTBISETCS CHHXpPOHHOE U (WIM) aCHHXPOHHOE
B3aUMOJIIiCTBHE MEXIy OOy4yarolMMHUCS M IIperojaBaTelieM B paMKax M3Yy4eHUs
JVICTIATUTAHBL.

DaexTpoHHbl yuednblii kKypce «Kommnborepubie cetn» B LMS Cisco NetAcad, B
KOTOPOM:

- NpPeACTaBIIEHBI TEKCTHI JIEKIUH 110 TeMaM TUCHMIUIMHBI,

- OCYHIECTBJISIETCS ~ TPOBENEHUE  OTIENBbHBIX  MEPONPHUATHH  TEKYIIEro  KOHTPOJIS
yCIIEBaEMOCTH CTYJIEHTOB;

- TPEACTaBIEH CIHCOK Y4YeOHOW JIMTEpaTypbl, pPEKOMEHIYeMOW IS  OCBOCHHS
JUCITUTLIINHBI,

- mpexacraBieHa wuHpopMamus o (GopMe W BpPEMEHH MPOBEACHUS KOHCYJIbTAIMHA 10
JMCLUIUIMHE B PEKUME OHJIAIH;

- mocpeactBoM (Qopyma  OCYIIECTBISETCS CHHXPOHHOe W (WJIM) aCHHXPOHHOE
B3aUMOJIEIiCTBUE MEXJy OOYy4YaloIIMMHUCS M TPErnoAaBaTeieM B pPaMKaX H3yYCHHS
JVICTIATUTAHB.



6. IlepeyeHb JIMIIEH3MOHHOT0 M (MJIH) CBOOOJHO PACHPOCTPAHSIEMOr0 NPOrPaAMMHOIO
o0ecrieyeHusi, HMCNOJb3yeMOr0 TNPH OCYLIEeCTBJIEHUM O00pPa30BaTeJBLHOIO Mmpolecca o
TUCHUTLINHE

B mpouecce ocymectBieHuss 00pa3oBaTeNpHOrO — Ipolecca MO JUCHUILUIMHE
UCTIOJB3YIOTCS:

Ui (popMHpPOBAHUS MATEPHATIOB JJISl TEKYIEro KOHTPOJISI YCIIEBAEMOCTH M MPOBEICHUS
MIPOMEKYTOUYHOU aTTeCTAINH, U (OPMHUPOBAHUSI METOAMYECKAX MATEPUAIIOB IO JTUCITUTLINHE:

- Linux Ubuntu (GNU GPL v.3);

- OpenOffice (GNU LGPL);

- Cisco Packet Tracer 8.1.0 (mocrynen 6ecriato mjist yaactHHKOB [Iporpammer CeTeBoi

Axanemuu Cisco);

- Cisco SDM (mocrtynen OecriaTtHO ais ydyacTHUKOB IIporpammer CeteBoil AkagemMuu

Cisco);

- Cisco Network Assistant (mocrymen 6ecruiaTao i yaactHHKOB IIporpammer CeTeBoit

Axanemun Cisco);

- Cisco Configuration Professional (moctymnen O6ecruiatHo 1t ygacTHHKOB [Iporpammebl

CereBoit Akagemun Cisco);

- Google Chrome (freeware).

7. IlepeyeHb COBpPeMEHHBIX MNPO(PEeCCHOHAIBHBIX 0a3 JAaHHBIX H HH(OPMALIMOHHBIX
CIIPABOYHBIX CHCTEM, MCII0JIb3YyeMbIX NPH OCYLIEeCTBJIeHUH 00pa30BaTeIbHOIO Mpouecca 1no
AUCUUINJIMHE (TPH HEOOXOAMMOCTH)

B npomecce ocymecTBieHHs ~00pa3oBaTENBHOIO — Tpolecca MO  AUCHUIUIAHE
UCIIOJIb3YOTCSA:

ABToMaTtm3upoBaHHas OuOimmoreyHo-uHpopManuonHas cucremMa «bYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

8. [lepeyeHb OCHOBHOI ¥  [ONOJHHUTEJbHOH Yy4eOHOW JHMTepaTypbl, pecypcoB
NHPOPMALMOHHO-TEJIEKOMMYHUKAIIUOHHOH ceTn «WHTepHeT» (IpPHM HEOOXOAUMOCTH),
PEKOMEHyeMBbIX /ISl 0CBOCHHUS IHCUHUILTHHbI

a) OCHOBHAasl JIUTEpPaTypa

1) Onudep, Bukrop ['puropseBud «KomMnbroTepHbIE CETU: TPUHIIMIIBI, TEXHOJIOTUH, TPOTOKOJIBIL:
yueb. nocobue 1 By30B / B. Onudep, H. Onudep;

M-Bo oOpazoBanus u Hayku P®. - 5-e uzz. - CII6.: [Tutep, 2017 - 991 c. - (Y4eOHUK a7 BY30B).
bubnuorp.: c. 955-956. - ISBN 978-5-496-01967-5
http://www.lib.uniyar.ac.ru/opac/bk_cat_card.php?rec_id=2069619&cat_cd=YARSU

2)YuebHo-meToauyeckoe mocoore B LMS NetAcad. Pexxum noctyna: cBOOOIHBIH 1St
ydacTHukoB I[Iporpammer CeteBoii Akagemun Cisco (https://www.netacad.com/)
0) 10MOJIHUTEJIbHAS JUTepaTypa

1. KommbroTepHsle cetu [DneKTpoHHbIN pecypc] : yueOnuk / B.I'. Kapramesckwuii [u np.].
— DJEeKTPOH. TeKCTOBBIE JaHHbIe. — Camapa: I10BOJKCKMI TOCy1apCTBEHHBIN YHUBEPCUTET
TeJIEKOMMYHUKAIMH 1 nHpopmatuku, 2016. — 267 ¢. — 2227-8397. — Pexxum nocrymna:
http://www.iprbookshop.ru/71846.html
B) pecypchl ceTH «HTepHeT»

1)http://netacad.com
2)http://cisco.com
3)http://learningnetwork.cisco.com/


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_card.php?rec_id=2069619&cat_cd=YARSU
https://www.netacad.com/
http://www.iprbookshop.ru/71846.html

9. MarepuaibHO-TEXHHYECKAas 0a3a, HEOOXOAUMAsA /IS OCYILIECTBJIEHUs 00Pa30BaTEeIbHOI0
npoiecca no TUCIHUILINHE

MarepuanbHO-TeXHHUECKas: 0a3a, HEOOXOaUMasi JIJIsl OCYIIECTBICHUSI 00pa30BaTEIHLHOTO
mpolecca 1o JUCIUTUIMHE BKIIFOYAET B CBOW COCTaB CIICIIUATbHBIC TTIOMEIICHHS:

- yueOHbIC ayTUTOPHH ISl TIPOBEIICHSI 3aHATUH JICKITMOHHOTO THIIA;

- y4eOHBIC ayIUTOPUU JJIsI TPOBEICHUS MPAKTUYECKUX 3aHATHI (CEMUHAPOB);

- yueOHbIC ayTUTOPHH ISl TIPOBEIICHHSI TPYIIIIOBBIX M WHAWBUYAIBHBIX KOHCYJIbTAIIUN;

-KOMIIBIOTEPHBIN Kilace, obopynoBanHbiii [I9BM kiacca e Hmke Intel i5-7400 , 8gb
RAM, 1Tb HDD c¢ ycraHOBjieHHBIM IporpaMMHbIM obecrieuenuem: Windows 7/8/10, Linux,
Packet Tracer 8.0 (u nHoBee), Cisco SDM, Cisco Network Assistant, Cisco Configuration
Professional. 13 pacuera ogna II9BM Ha omHOro 4yenoBeka.

- y4eOHBIC ayAUTOPUH JUISI TIPOBEACHHUS TEKYIIET0 KOHTPOJS U IMPOMEKYTOUHON
aTTeCTAIlHH;

- IOMEIICHUS TS CAMOCTOSITEIbHON pabOTHI;

- MIOMEUICHUsST JIISl XpaHEHWsT W TNPO(QUIAKTHYECKOTO OOCITY)KHUBAHHUS TEXHUYECKUX
CpeACTB O0yUYECHHS.

[TomerneHust st CaMOCTOSTEILHON pabOThl OOYYAIOIIUXCSl OCHAIICHBI KOMITBIOTEPHOM
TEXHUKOW C BO3MOXKHOCTBIO TMOJKIIIOUEHUsI K ceTh «VHTepHEeT» W oOecleueHrueM JO0CTya K
3eKTPOHHON MH(pOpMaLIMOHHO-00pa3oBaTenbHoi cpene Apl'Y.

ABTOD:

AccucteHT Kadeapbl HeTHHEHHON
JTUHAMHUKHU O.E. buzun

00J12ICHOCIY, YUEeHAs CMenetb noonucs H.0. ©amunus



IIpunoxkenne Ne 1 k paGoueii mporpaMme M CHMIIIMHBI
«KomnbloTepHbie ceTH»

DoH/1 OLIECHOYHBIX CPEICTB
7151 TIPOBe/IeHUsI TEKYIIero KOHTPOJISl yCIIeBAeMOCTH
U IPOMEKYTOYHOM ATTECTAIUM CTY/IEHTOB
10 JMCIHUIIHHE

1. TunoBwbie KOHTPOJIbHBIC 3aIaHUA U HHBIC MaTEepHUaJIbl,
HCII0JIB3YEMBIC B IIPOLECCE TEKYIIEI0 KOHTPOJIA YCIIEBAEMOCTH

IIpumep 3axanuii 11 CAMOCTOSITEIbHON NPAKTHYECKOH padoThI
(Baoanus pasmewaromes 6 DVK «Komnvromepnole cemuy ¢ LMS Moodle u evinoansiomes 6
npoepamme smyasayuu cemu « Cisco Packet Tracer (Oocmynen 6ecniammo 0Jist y4aCMHUKO8
Ipoepammur Cemesou Axademuu Cisco)» )
Bo eépems svinonnenus pabomvl cmyoenm modxcem 8udems c80l NPocpecc 8 NPOYEHMHOM
coomnowenuu. bonvwuncmseo pabom conpogoscoaomes MemooudecKUMU Mamepuaiamu.

Tema: Pazpadorka u peanusanus cxemsl aapecanun VLSM
(nposepra cpopmuposannocmu OIIK-15, unouxamop HJ/[-OI1K-15.2,
unouxkamop MJ[-OIIK-15.3 6 yacmu npakmuuecko2o npumeHeHus yMeHus npoeKmuposams u
VCMAaHABIUBAMb OOMAUIHION CEMb UU CeMb MAN020 NPEONnPUAMUs, 61A0eHUsL HABbIKAMU
co30anusl noocemeti U HACMPOUKU 0OMeHA OAHHbIMU)

Lenu:

- Pazpabotka cxemsl [P-agpecaniun VLSM ¢ yuerom TpeOoBaHUi.
- HacTpoiika agpecaniuy Ha ceTeBBIX YCTPOUCTBAX U y3Jax.

- IIpoBepka IP-nmogkiroueHus.

- [Touck 1 ycTpaHeHUe Henoa 0K MOAKIIOUSHHS

19 Hosts
Tabnuua agpecauum 14 Hosts

Wnio3 no _g
YcTpokcTBo Wutepdeic IP-anpec Macka nonceTu YMOMYaHHK g— i 192.168.203.0/24 P5-115 P 1'2
) -
G0/0 Her P2 23 PD-2 _ =
Gon Het i —i
Schools.
S0/0/0 Het Police d— _g
GO0/ Her g—' S PS-101 .
[] Her = PD-1 P5-101-87

S0/0/0 Her 21 Hosts. 32 Hosts
VLAN 1
VLAN 1
VLAN 1
VLAN 1
NIC
NIC
NIC
NIC

Uenun

B a7os nabopaTopun BLl paspaboTaeTe cxemy agpecaumn VLSM c yueTom cetesoro agpeca v Tpebosanui k
yany. Bel ByfeTe HaCTpausaTs aApecaunit Ha MaplIpyTUIaTOpaX, KOMMYTATOpax W yanax cetu

« Pazpabotka cxemel IP-agpecauun VLSM c yuetom Tpebosannii
s HacTpoitka agpecauuu Ha CeTesbX yCTRONCTBAX W yanax

s Mpoeepra IP-nogknyeHuA

s [Mowuck n ycTpaHeHne HeMoNaaoK NoAKIKMEHHA



Tema: Konpurypauus 6e30nacHOCTH KOMMYTaTOpa
(nposepka cpopmuposannocmu OIIK-116, unouxamop H/]-OI1K-16.2,
unouxamop MJ/[-OIIK-16.3 6 uacmu npakmuuecko2o npumeHeHus: 8bls81aMb U YCMPAHAMb
Vepo3vl 6e30NACHOCMU IOKAIbHOU KOMINLIOMEPHOU Cemu, 81A0eHUsl HABLIKAMU 8 PAMKAX
Hacmpouxu u ycmpauenust Henoiaook VLAN)

Memnn:

Co31aTh 3alIMIICHHOE MAarUCTPAIBHOE COCTUHCHUE

Cosaate Vlan’sl cornmacHo npepoctasiacHHoi Tadauie VIan’os.
HactpouTh 6€30macHOCTh HEHCITOB3YEMbIX TIOPTOB KOMMYTaTOpa
Ob6ecmeunTh 6€30MaCHOCTh MTOPTOB

BxirounTts otcnexxuanre DHCP

Hactpouts Rapid PVST, PortFast u BPDU Guard.

Ta6nuua VLAN

KommyTaTop
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999
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IIpaBusia uHTepnpeTanu pe3yibTATOB BHINOJHEHUSI CAMOCTOSTEILHOI MPAKTHYECKOMH
paboThI:

IIpakTHyeckass padora cUYUTAETCH BBINOJHEHHON (3aCYMTBIBAETCH), €CIIM JOCTUTHYTHI BCE
MOCTaBJICHHBIE LENIH.



IMpumep TecTa 115 CAMONIPOBEPKH
(tect mpoBoautcsa B YK «KomnbioTepubie cetu» B LMS NetAcad)

B Tecte npencrasiensl 3a1aHus Ha MPOBEPKY 3HaHMIM 10 Teme «bazoBas KoHUrypauus
KOMMYTaTopa ¥ OKOHEYHOI'0 yCTpolcTBa». B Tecte o ka0l TeMe B cpeHeM 15 BOIIpoCcoB.

KomruecTBo MONBITOK BBIOIHEHHS HE OTPAHHYEHO.

Bpems Ha npoxoskieHue Tecta He OrpaHUYEHO.

Wtoru nmpoxoxaeHus TecTa He OLICHUBAIOTCS.

Bonpockel Tecra:

Bompoc 1. Kakoe yrBep)aeHre BEPHO UL UCIIOJHIeMOro daiiyia KoHhUrypanuu Ha YCTPOUCTBE
Cisco 10S?

1) Ero cieayeT ymaauTh ¢ OMOIIBI0 KOMaHABI erase running-config;

2) OH aBTOMAaTUYECKH COXPaHSIETCS MPH Mepe3arpy3ke MapipyTu3aTopa.;
3) Dro BiHseT Ha pabOTy YCTPOKWCTBA Cpa3y MOCe H3MCHEHUS,

4) On xpanutcs B NVRAM.

Bomnpoc 2. Kakue aBa yTBep:KaeHHs 0 moyib30BaTebekoM pexxknme EXEC Bepubl? (Buibepute
JIBa BapMaHTA.)

1) JocTyI K pexXuMy ri1o0aabHONH KOH(GUTYPAITUH MOYKHO MTOJTYYUTh C TTIOMOIIBIO0 KOMaH/TbI
enable;

2) B 3TOM PEXKHME MOYKHO HACTpaMBaTh HHTEP(EHCHI U IPOTOKOJIBI MAaPIIPYTH3aTOPA,;

3) TOJIBKO HEKOTOpPbIE aCMeKThl KOH(MUTYpallMu MapuIpyTH3aTOpa JOCTYIHBI IJs IPOCMOTpa B
TOM PEXKUME;

4) mocTymHBI BCe KOMaH/Ibl MapIIPyTH3aTOPa;

5) KOMaHIHas CTPOKA YCTPONCTBA B 3TOM PEKHUME 3aKaHUYUBACTCS CUMBOJIOM <.

Bonpoc 3 Kakoii THI JocTyna 3allUIIeH Ha MaplIpyTH3aTope Wi koMmmyrarope Cisco ¢
nomolbio enable secret komanp1?

1) BupTyanbHble TEpMUHAIIBI;

2) Iopt AUX;

3) IpuBunerupoBanusblii pexxum EXEC;

4) KoHcoNbHAs THHMS.

Bompoc 4 Kakoi unrepdeiic siBasercs uarepdeiicom SVI mo yMoI4aHUIO Ha KOMMYTAaTOPE
Cisco?

1) VLANLI;

2) VLANO99;

3) VLAN100;

4) VLAN999;

Bomnpoc 5 Kakux Tpex mpaBwiI CIeAYET IPUAESPKUBATLCI IPU HACTPONKE UMEHU Y314 Yepes
KOMAaHJIHYIO CTPOKY Ha ycTpoiictBax Cisco? (Bribepure Tpy BapraHTa.)

1) uMs y371a TOJKHO COCTOSATH TOJIBKO M3 CTPOYHBIX CHMBOJIOB;

2) UMs y3Jia JIOJDKHO 3aBEpIIaThCs CIICIUATBHBIM CHMBOJIOM;

3) M3t y31a HEe JTOJKHO COIepKaTh MPOOEIIOB;

4) uMs y371a JOKHO HAYMHATHCS C OYKBBI;

5) uMs y371a I0JKHO COCTOSITh MEHbLIE, YeM U3 64 CHMBOJIOB.




Bormpoc 6 B yem Ha3zHaueHHe 000JI0UKH ONIEPAIIMOHHON CUCTEMBI?

1) obecnieunBaeT paboOTy CrEIHATH3NPOBAHHBIX CEPBUCOB MEKCETEBOIO IKPAHA,
2) B3aMMOJICHCTBYET C alllapaTHBIMU CPEICTBAMH YCTPONCTRA,

3) obecrnieurBaeT B3aUMOICHCTBHE MEXK/TY MOJIb30BATESIMU H SIAPOM;

4) obecrieunBaeT pabOTy CEPBUCOB 3aLIUTHI OT BTOPIKCHHS.

Bonpoc 7 Ha mapupyrusaTope ¢ pabodeii onepaliOHHOW CHCTEMOM UMEETCst (haiin
KoH@uryparuu, coxpaneHHblii B NVRAM. B daiine KOHGUIYypalluy €CTh CEKPETHRIN ITapoJb
NPUBHJICTHPOBAHHOTO PESIKMMA, HO HET IapoJisg KoHcoH. Korjia MapIpyTusaTop 3arpy3urcs,
KaKoil Ha HeM OyaeT pexuM?

1) pexuM ri100a1bHOM KOH(UTYpaLNK;

2) npuBmiierupoBanHsiii pexxum EXEC;

3) non3oBarenbckuii pexxum EXEC;

4) peXuM HaACTPOUKH.

Bompoc 8 AgMuHMCcTpaTop TOAEKO yTo m3Menui [P-aapec narepdeiica ga yerporictse 10S. Uto
ele HY)KHO CAeJIaTh, YTOOb! IPUMEHUTH 9TU U3MEHEHUS K YCTPOUCTBY?

1) Ckonupyiite nadopmanuio B aitsie KOHPHUTypaluK 3amycka B pabodyro KOHPHUTYpaIuio;

2) [lepesarpy3ute yCTpOMCTBO U BBEHUTE YES IPH MOSBICHUH 3alpoca Ha COXPAHCHUE
KOH(HUTypaInu;

3) Huuero ne Hano aenats. Mi3MeHeHus B koHurypauuu Ha ycrpoiicrse IOS Berynatot B cuiy,
KaK TOJIbKO KOMaH/1a HaOpaHa MpaBWIIbHO U HaXkaTa KiaBuina Enter;

4) Cxonupyiite TeKyI1yo KOHPUrypauuio B ¢Gailsl 3arpy304Hoil KOH(UTyparuu.

IIpaBuJIbHBIE OTBETHI

Bonpoc Ne | Bapuant Bonpoc Ne | Bapuant
OTBETa OTBETa
1 3 5 3,4,5
2 3,5 6 3
3 3 7 3
4 1 8 3




CamocrosiTe/ibHbIe PA00THI B BU/I€ TECTOBBIX 3aJaHMI.
Tectol npoBoasitesi B YK «Komnbrotepusie cetw» B LMS NetAcad
B kaxaom Tecte B cpeHeM 60 BONpoCcoOB M0 NPoiiieHHbIM TeMaM (2-4).

KosnyecTBO NONbITOK BhINOJHEHUS - 5. Bpemsi Ha npoxoxkaeHue Tecra - 1,5 yaca.
IIpu 3aBepuIeHUHU TeCcTAa NMOKA3BIBAIOTCHA OMIMOKH (€C/IH €CTh) M KaAKYI0 TeMYy U pa3jea

CMOTPEThb, YTOOBI Pa300paTbCca U UCPABUTH OIIMOKY. UTOrM nNpoxoskaeHus recra

OLIEHNBAKTCS.
(nposepra cipopmuposannocmu OIIK-15, unouxamop HU/-OIIK-15.1 u OIIK-16, unouxamop HJJ-
OIIK-16.1 6 wacmu 3nanus 614008, XaPaAKMePUCMUK U MAPKUPOBOK cemesblx Kabeell u KOHMAKMOS,
MUNoOE cemesvlx amak u memooos 6opbObL ¢ HUMU)

IIpumepsI BONPoOCoOB:

1. Bo Bpemsi IUIaHOBOI NPOBEPKH TEXHUK 00HAPYKWJI, YTO POrPAMMHOe o0ecreyeHue,
YCTaHOBJIEHHOE HA KOMIIbIOTepe, TAiHO coO0UPAJIO JaHHbIe 0 Bed-caliTax, KOTOpbIe
Nnoceaau noJjb30BaTe/im KoMnboTepa. Kakomy Tuny yrpo3sl noaseprest 310t
KOMIbIOTEP?

- DoS-araka

- Kpaka JIMYHBIX JAaHHBIX
- mmronckoe 110

- aTaka HyJICBOTO JIHSI

2. Kakoil TepMHH OTHOCHTCSH K CeTH, KOTOpasi o0ecnneuynBaeT 0e30NMacCHbIN J10CTyN K
KOPNOPATHUBHLIM o(uCcaM /ISl NOCTABIIUKOB, KJIMEHTOB U COTPYAHUKOB?

- NatepHer
- UHTPaHEeT
- DKCTpaHeT
- pacLIMpEHHAs CETh

3. Kpynnasi kopnopanus MOAu(pHUIHPOBAJIA CBOIO CETh, YTOOBI M0JIB30BATEIN MOTJIH
MOJIy4aTh JOCTYN K ceTeBbIM pecypcaM €O CBOMX JIMYHBIX HOYTOYKOB M cMapT(OHOB.
Kakas cereBasi TeHIeHIIUSI ONTMCHIBAET 3TO?

- 001ayHbIe BHIYMCICHUS

- OHJIaH-COTPYIHUYECTBO

- mprHecH cBoe ycrpoiicteo (BYOD)
- BUJICOKOH(EPEHITUU

4. Yro Takoe HHTepPHeT-NIpoBaiaep?

- DTO OpraH 1o CTaHAapTU3AINH, KOTOPBIM pa3padaThIBacT CTAHAAPTHI KAOEJIeH 1 MPOBOIKU
I CeTeH.

- OTO MPOTOKOJI, KOTOPBIM YCTAHABIMBAET, KaK B3AUMOAECHCTBYIOT KOMITIBIOTEPHI B JIOKATBHON
CeTH.

- DTO opraHu3aIys, KOTopas MO3BOJIAECT OTACIBHBIM JIUIAM U TIPEINPUATHSIM MOIKIIOUATHCS K
HHrepHery.



- DTO ceTeBoe yCTPOUCTBO, KOTOPOE codeTaeT B cebe (QyHKIIMOHATBHOCTh HECKOIBKUX
Pa3JINYHBIX CETEBBIX YCTPOHCTB B OJTHOM.

5. Kakue 1Ba KpuTepusi IOMOralT BbIOPATH CeTEBOIl HOCUTEJIb U3 PA3JIHYHBIX CETEBBIX
cpen? (BoiOepure nBa.)

- TUIIBI JAHHBIX, KOTOPBIE TOJKHBI OBITH TPUOPUTETHBIMH

- CTOUMOCTbh KOHEYHBIX YCTPOMCTB, UCIIOJIB3YEMBIX B CETU

- paccTosiHuE, HAa KOTOPOE BEIOpaHHAs Cpe/ia MOXKET YCIICIIHO IepelaBaTh CUTHAT
- KOJINYECTBO IIPOMEKYTOUHBIX YCTPONCTB, YCTAHOBJICHHBIX B CETH

- cpena, B KOTOPOii OyJeT YCTaHOBIICH BRIOPAHHBIN HOCHUTEIb

6. ConocraBbTe KAXKIYI0 XaPAKTEPUCTHKY € COOTBETCTBYIOIIMM THIIOM MOJKJIIOYEHUs K
HNurepuery. (He Bce BApMAHTBI UCIIOJIb3YIOTCS.)

HE NIOAXOAHT ANA NECHCTEIX 30H DSL

/NA NEPefa4 AaHHbIX MCTIONb3YET KoakcanbHbIi Kabenb

KaK NpaBune, UMEET HU3RYH) NPONYCKHYID COCOGHOCTL

noakNio4eHne no TenetOoHHON NMHKK
BLICOKOCKOPOCTHOE COEAMHEHNE NO TENEMOHHON NMHUKM

00bI4HO HCMOMb3YeT cxemy T1/E1 unu T3/E3

CNyTHWUKOBasd nepegava

KabensHoe NoaKknioYeHe

IIpaBuna BRICTABICHUS OLICHKH 1O Pe3yJbTaTaM CaMOCTOSTEIbHOMN Da6OTBIZ

OreHka 1o pe3yibTaTaM caMOCTOATENbHOM paboThl cuMTaeTCs B OajuIax 1o cleayromemMy
NPUHIAITY: TIPAaBUJIEHO BHITIOJTHEHHOE
- 3aaHue ¢ 1 BapuaHToMm oTBeTa — 1 Gai;
- 3aJ1aHU€ C MHOKECTBEHHBIM BbIOOpOM — 2 Gaia, 1 6asmt - eciiu TOJIbKO OJMH OTBET BEpHBIiL, 0
0aJuI0B — €CIIM HET MPaBWIbHBIX OTBETOB MJIM BBIOPAHO OOJIbIIE BAPMAHTOB, YEM HEOOXOIUMO;
- 3aJ1aHUE C CONOCTaBJIEHUEM — 2 Oaia.
ITomHOCTBIO HETIPaBUIILHO BBINOJIHEHHOE 33/1aHue — () 6asioB.
B cpennem, MakcuMaIbHOE KOJTMYECTBO OAJUIOB 110 HTOTAM CaMOCTOSTENbHOM padoTsl — 100
HaGpanHoe KoaMuecTBO OajuloB MHTEPHPETHPYETCS] B MPOLIEHTHOE COOTHOIIEHUE WU
onenuBaercs. Ot 70-100% - pabora 3acunrana, meHee 70% — paboTa He 3acunTaHa (3HAHHS U
YMEHUS Ha JAHHOM 3Tale OCBOCHMS JUCLUIUIMHBI HE c(hOPMUPOBAHBHI).

2. Cniucok BONPOCOB M (WJIM) 3a/IaHMI /151 TPOBEAEHUS TPOMEKYTOYHOM aTTecTalluu

Ha moMeHT mpoBeneHHs NPOMEXKYTOYHOW aTTECTAllMU JOJDKHO OBITh BBIIOJIHEHO U
3acunTano He MeHee 70% momarrHuX pador.

HDI/IMCDHble BOIIPOCHI HTOIOBOI'0 TECTA JIJIA MOJVICHUSA 3auéra:




1) Kakoii Tun cepBepa UCHOJIb3yeT TaKHe THIIBI 3anuce, kKak A, NS, AAAA u MX, nas
NMpeaoCTABJIEHUA yCayr?

CepBep TOMEHHBIX UMEH
ITouToBsblii cepBep
®DaiisioBbIN cepBep
Beb6-cepBep

2) Yrto Takoe nNponpueTapHbie NPOTOKOJIbI?

[IpoTokobl, pa3paboTaHHbIE YACTHBIMU OPTaHU3ALMAMH I pa0OTHI HA 000pYIOBaHUN
J1r000T0 OCTABIIMKA.

[IpoTOKOIIBI, KOTOPBIE MOTYT CBOOOIHO MCIIOIB30BATHCS JIFOOOW OpTraHU3aINel Win
HOCTABIIHKOM.

[IpoTokobl, pa3paboTaHHbIE OPTaHU3ALUSIME, KOTOPbIE KOHTPOJIUPYIOT UX ONpEesICHHE U
pabory.

Habop mpoTokojI0B, U3BECTHBIN Kak cTeK MpoTokoiaoB TCP/IP.

3) Kakyio komanay moxHo ucnoiab3oBath Ha [IK ¢ Windows, uro6s1 yBugers IP-
KOH(UTYpPalHIo ITOr0 KOMIbIOTepa?

show ip interface brief
ping

show interfaces
ipconfig

4) llocmoTpuTte Ha kapTuHKY. IP-anpec nnrepdeiica kakoro ycrpoiicTea cjieayer
HCIO0JIb30BATH B Ka4eCTBEe HACTPOIMKH LIJIK03a 110 YMOJIYaHHIO0 1J1s1 xocta H1?

ISP :)

S0/0/1

$0/0/0
S0/0/0

R1: S0/0/0
R2: S0/0/1
R1: GO/0O

R2: S0/0/0

5) CereBoii axMuHHCTPaTOP 100aBJIsIeT HOBYIO JIOKAJIBLHYIO ceTh B (pusiuas. Hoas
JIOKAJIbHAS CeTh J0J’KHA MOJAEPKUBATh 25 NOAKII0YEeHHbIX ycTpolicTB. KakoBa
HAHMEHbIAsl ceTeBasi MACKa, KOTOPYIO CeTeBOii aIMUHUCTPATOP MOXKET MCNO0JIb30BaTh
IJIS1 HOBOH ceTH?

255.255.255.128
255.255.255.192



255.255.255.224
255.255.255.240

6) AIMUHUCTPATOP NbITAETCH HACTPOUTH KOMMYTATOP, HO MOJIy4aeT coo01ieHue 00

omuolKe, NOKa3aHHOE HA KapTUHKe. B yem npodaema?
Switchl> config t

% Invalid input detected at '"' marker.

Heob6xoaumo ucnonb3oBath BCro Komanay configure terminal.

AJMUHUCTPATOP yXKe HAXOAUTCS B PEKUME TI100aTbHON KOHPUTYPALIUH.

[Tpexae ueM BBOAUTH KOMaHy, IMUHUCTPATOP JOJIKEH BOUTH B IPUBHIICTHPOBAHHBIN
pexum EXEC.

AJIMUHUCTPATOP JOKEH MOIKIIOYUTHCS Yepe3 MOPT KOHCOJIU, YTOOBI MOTYYUTh JOCTYI K
peXKUMY I100aTbHON KOH(MUTYpAITUH.

7) Kakue 1Ba yTBep:KIeHHUsI ONMUCHIBAIOT, KAK OLEHUBATH CXeMbI NOTOKOB TpaduKa u
THIBI CETEBOr0 TpagukKa ¢ MOMOILIbI0O AaHAJIU3AaTOPa NPOTOKO0JI0B? (BbiOepuTe nBA.)

BrimonauTe 3aXBaT TpaduKa B BEIXOAHBIE JHH, KOT/Ia OOJBITMHCTBO COTPYTHHUKOB HE
paboTaroT.

BrimonauTe 3aXBaT TpaduKa B Yackl MUKOBOH 3arpy3KH, YTOOBI TOITYYUTh XOPOIIEe
MPEJICTaBICHHUE O PA3JIMYHbBIX TUIIAX TpadHKa.

BrimonauTe 3aXBaT TpaduKa TOJIBKO B TEX 00JaCTAX CETH, KOTOPBIE MOIYyJaloT OOJIBIIYIO YacTh
TpaduKa, TAKUX KaK IIEHTp 00pabOTKH JaHHBIX.

BrimonHanTe 3aXBaT B pa3HBIX CETMEHTAX CETH.

BrmonnuTte 3axBat Tonbko Tpadhuka WAN, notomy uto Tpaduk B UHTEepHETE OTBEUaeT 3a
HanOobIMK 00beM TpaduKa B CETH.

8) Kakoii Tun yrpo3bl 6€30MacHOCTH BO3HHUKAET, €CJIM HAJICTPOIiKa /1151 padoThI ¢
3JIEKTPOHHBIMHU TA0JMIAMH OTKJIIYAET JOKAJIbHBIN NPOrpaMMHBbINA OpanamMaysp?

opytdopc
TPOSIHCKUI KOHb

DoS
nepenoyiHeHue oydepa

3adeT MO WTOraM IEPBOTO CEMECTpa H3YUYEHHs JUCHUUIUIMHBI BBICTABISECTCS MPHU
BBITIOJIHEHUH CIIEAYIOIINX YCIOBHIA:
1. JlomkHBI OBITH C/IaHBI BCE JOMAITHUE 3aTaHUS.
2. IlpoiizeH UTOTOBBIN TECT — C pe3ynbTaToM He MeHee 70% HabpaHHBIX 0aIOB OT
MaKCHUMaJIbHO BO3MOXKHBIX TI0 TECTY.

B Tecte B cperemM 60 BOPOCOB 10 Kypcy (HECKOIBKO BApHaHTOB (DMHAILHOTO TECTA).
KonuyecTBo nomnbITok BeioJHEHUs - 1. Bpems Ha npoxoskienue Tecta - 1,5 yaca.

OI_ICHKE[ 110 pe3yJibTaTaM (I)I/IHaJ'IBHOFO TeCTa CUMTACTCA B Oallax 1o CJICAYIOMICMY NPUHIUITY:
IMPAaBUJIbHO BBIITIOJIHCHHOC
- 3aJaHuc C 1BapHaHTONIOTBeTa—-16aHH;



- 3aJlaHNe C MHOXECTBEHHBIM BBIOOpOM — 2 Gaina, 1 6armt - eciiu TOJIBKO OJMH OTBET BEpHBIi,
0aJTOB — €CITM HET MPABUJILHBIX OTBETOB MJIM BHIOPAHO 0OJIbIIIE BAPUAHTOB, YeM HEOOXOIUMO;
- 3aJJaHKE C COTOCTaBIEHHEM — 2 Oaia.

[ToTHOCTHIO HETIPaBHIILHO BBIMTOJHEHHOE 3a1aHue — () 0auioB.

B cpennem, MmakcuMaabHOE KOJMYECTBO OAJUIOB 110 UTOTAM CaMOCTOSITENbHOM padoTsl — 100
HaOpaHnHoe KomM4yecTBO 0aJIOB HHTEPIPETHUPYETCS B MPOLIEHTHOE COOTHOLICHUE U
ouenuBaercs. Ot 70-100% - ouenka 3aureHo, meree 70% — OLEHKA «HEYIOBICTBOPUTEILHOY
(3HaHUS ¥ YMEHHUS Ha JTAHHOM 3Tarie OCBOSHHSI TUCIMILIMHBI He COPMHUPOBAHBI).

HpaBmIa BBICTABJICHHUA OLICHKHN HA JK3aMCHE.

DK3aMeH COCTOUT U3 JIBYX YacTeu.
1 yacTs:

BoinosiHeHHe MPaKTHYeCKOii padoThl HA ceTeBOM odopynoBanuu Cisco.

Bce cereBble ycTpoiicTBa ObUIM  MPEABAPUTENBHO HACTPOEHBI C  BKIIIOYEHHEM
IpEeHAMEPEHHBIX OIIMOOK, MPENATCTBYIOLIUX MAapLIPYyTU3allMM B CETU U HE OTBEHAIOIIUX
TpeboBaHusM Oe3omacHOCTU. 3ajaya CTYJEHTa COCTOUT B TOM, 4YTOOBI OLEHHUTH CETb,
OTIPENIEIUTh ¥ UCIIPABUTH OMIMOKN KOH(DUTYpaLluu 1151 BOCCTAHOBIICHUS TTOJTHOW CBSI3H.

CryneHTy npenocTaBiseTcs:

1) TlpenBapuTenbHO HACTPOSHHOE CETEBOE 0OOPYIOBAHUE CIICAYIOIICH TOMOJIOTHH -

, e R1 u R2 — mapurpytuszaropsl, S1 u S2 — KOMMyTaTOpBI.
2) Homnomuurenbhbie ceTeBbie kademu (UTP) u KOHCOIbHBII Kabelb.
3) Tabmuia agpecaruu.
4) Ornucanue TpeOOBaHUI IS OIICHKH.
HcnpaBuTh Bece npeAHaMepeHHbIe OIIMOKH U B TOM YHCJIE:
a) O0eceunTh TOCTYITHOCTD YCTPONCTB COTTACHO TAOJIHIIE aJpecaiun
0) Hactpouts Ge3omacHoe ynaleHHOE MOJAKIIUYCHHE K CeTeBbIM ycTpoicTBaMm (K 1
KOMMyTaropy ©u 1 MapmpyTu3aTopy Ha BBIOOp CTYAEHTa) C HCIOJIb30BAHUEM
acUMEeTpUYHbIX Kitouel mudpoBanus JyiMHHOW 1024 Gut. JlocTyn TOJKEH OBITh €O
Bcex [IK.
B) OGecnieunTts 6e30macHOCTh 2-r0 ypoBHs Mojenu OSI
r) Co3aaThk pe3epBHBIE MAPIIPYTHI IS TOBBIIICHUS HAICKHOCTH CETH.

PaboTa cunTaeTcs BBIMOIHEHHON €CITU CTYIEHT BBITIOJIHUI BCE TPEOOBAHMUSL.

BpemenHoe orpannueHue Ha BHIIOJHEHUE MPAKTUYECKON paboThl — 60 MUHYT.

Bo Bpems BBINOMHEHMS pa3pelIaeTcsl UCHOIb30BaTh yueOHO-METOIMYECKOe 1Mocodue B
LMS NetAcad, a Tak)ke COOCTBEHHBIE KOHCIIEKTHL.

IIpu ycioBuM YCHENIHOTO BBIMOJHEHHsS pabOThl CTYJAEHT NEPeXOAUT KO BTOPOU YaCTH
JK3aMEHA.



2 4acTh:

Hroroselii Tect
B tecre npencraBieHsl 3a1aHus Ha POBEPKY 3HAHUM MO Kypcy «KOMIBIOTEPHBIE CETH.
B tecte B cpeanem 60 BOIIpocoB.
KonnuecTBo nonsITOK BhIMOIHEHHS - 1.
Bpewmst Ha npoxoxaenue tecta — 90 MUHYT.

IIpumepsbl BONPOCOB:

1) YUro caesaer mapumpyruszarop R1 ¢ makerom, umewmmm IPv6-aapec HazHayeHUst
2001:db8:cafe:5::1?

R1# show ipv6 route
<output omitted>

8 ::/0 [1/0)

via Serial0/0/0, directly connected

C 2001:DBB:CAFE:1::/64 [0/0]

via GigabitEthernet0/1, directly connected
L 2001:DB8:CAFE:1::1/128 [0/0]

via GigabitEthernet0/1, receive

C 2001:DB8:CAFE:2::/64 [0/0]

via GigabitEthernet0/0, directly connected
L 2001:DB8:CAFE:2::1/128 [0/0]

via GigabitEthernet0/0, receive

C 2001:DB8:CAFE:3::/64 [0/0]

via Serial0/0/0, directly connected

L 2001:DB8:CAFE:3::1/128 [0/0]

via Serial0/0/0, receive

S 2001:DB8:CAFE:4::1/128 [1/0]

via Serial0/0/0, directly connected

L FF00::/8 [0/0]

via NullO, receive

nepecnath naket u3 GigabitEthernet0/0
OTOPOCHUTH MaKeT

nepecnath naket u3 GigabitEthernet0/1
nepecnath naket u3 Serial0/0/0

2) B nacrosimmee Bpemsi Mmapuipyrusarop R1 ucnoan3yer mapmpyt EIGRP, nosryueHHblii
ot Branch2, nas nocryna k ceru 10.10.0.0/16. Kakoii niaBaommii cTaTH4ecKUi MapmpyT
co3gact pesepBHblii MapuipyT K cetu 10.10.0.0/16 na ciay4aid, ecau cBs3b Mexay R1 m

Branch?2 Beliiner u3 crposi?
209.165.200.224129

10.11.0.0/16
209.165.201.0/29

10.10.0.0/16

|P-mapmpyT 10.10.0.0 255.255.0.0 Serial 0/0/0 100
|P-mapmpyT 10.10.0.0 255.255.0.0 209.165.200.226 100
IP-mapupyT 10.10.0.0 255.255.0.0 209.165.200.225 100



IP-mapmpyT 10.10.0.0 255.255.0.0 209.165.200.225 50

3) Uro HeoOX0AMMO HACTPOMTH /Jisi 0e30MACHOTO YIAJEHHOI0 J0CTYyNa K CeTeBOMY
YCTPOMCTBY?

Hactpouts ACL 1 npumeHuTsb ero K JuHusim VTY.
Hactpouts 802.1x.

Hactpouts SSH.

Hacrpouts Telnet.

4) Kakoii meToja 6ecripoBoHOT0 mM(ppoBaHus camblil 0e30MacHbIM?
WPA2 with AES

WPAZ2 with TKIP

WEP

WPA

5) Kakoil mpoToKOJ WJIHM TEXHOJOTUSl OTKJKYAeT M30bITOYHbIC IYTH AJsl YCTPaHEHHUS
nerejb ypoBHs 2?

VTP
STP
EtherChannel
DTP

6) Kakue ceTeBble aTaKi MOKHO NIPeI0TBPATHTH, BKJIKYHUB 3amuty BPDU?
MorieHHUYeCKHe KOMMYTaTOPhI B CETH

Artaku nepenongHenus tadmmmnsl CAM

[Togmena MAC-anpeca

Mommennnueckue DHCP-cepBepsl B cetn

7) Uto mMokeT OBITH OCHOBHOI NPUYMHOMN, IO KOTOPOH 3JIOYMBIILICHHUK MOKEeT HA4YaTh
ataxky ¢ nepenosiHennem MAC-aapeca?

YTOOBI KOMMYTATOp NepecTal nepecoliaTh Tpapuk

4TOOBI 3aKOHHBIE XOCTHI HE MOIH nonydnTh MAC-aapec

YTOOBI 3I0YMBIIIIEHHUK MOT BUJIETh KaJpbl, IPEAHA3HAYEHHBIE ISl IPYTUX XOCTOB
4TOOBI 3I0YMBIIIJIEHHUK MOT BBIITOJHUTH MPOU3BOJIBHBINA KOJI HA KOMMYTaTope

8) Kakoii MmeTo cMsIr4eHus! MOCJIEACTBHI He MO3BOJIUT MOIICHHHYECKHM CepBepaM
NPeAoCTABJIATH KJIMEHTAM JIOKHbIe TapaMeTpbl koHpurypauuu IP?

oOecrnieyeHrne Oe30MacHOCTH MOPTOB

BKJItoueHue orcnexxupanus DHCP

otkiaroueHne CDP Ha rpaHWYHBIX ITOpTAaxX

peann3anys 3allUThl TOPTOB HA IOIPAaHUYHBIX [TOPTaX

JK3aMEeHALMOHHAS OLICHKA BBICTABJIsIETCS M0 MTOraM TecTa M0 NPaBUJIAM:
B cnyuyae HeBBINIOJIHEHUS MpakTHYEeCKOW paboThl (YacTh 1 »dK3aMeHa) CTYAEHTY

BBICTABJISICTCA OLICHKA «HCYAOBJIICTBOPUTCIILHOY.

Hroru MMPOXOKACHUA TCCTA OUCHHUBAIOTCA CICAYIOIHUM 06pa30M:



- 3a7aHue ¢ 1 BapuanTom otrBeTa — 1 6as;

- 3aJJaHUEe C MHOXECTBCHHBIM BBIOOpOM — 2 Oaima, 1 6aymin - eciu TOIbKO OJMH OTBET
BepHbIH, 0 OalyIoB — eciau HeT MPaBWJIbHBIX OTBETOB WMIIU BbIOpaHO OOJbIIE BapUAHTOB, YEM
HEO00XO0INMO;

- 3aJ1aHUE C COMOCTaBleHUueM — 2 Oaia.

[ToHOCTBIO HETMPAaBUIBLHO BHITIOTHEHHOE 3a1aHue — () GayioB.

B cpennem, MmakcuMalibHOE KOJTUYECTBO 0auIoB 1o utoraMm puHabpHOTO Tecta — 100

HaOpanHoe konudecTBO OaUIOB WHTEPIPETUPYETCS B IMPOICHTHOE COOTHOIICHHE U
ornenuBaercsa. Ot 90-100% cooTBeTCTBYET OlIEHKE «OTAUYHOY, 80-90% — onenke «xopomioy, 70-
80% — omeHKe «yTOBJIETBOPUTEILHO», MeHee 70% — OIleHKa «HEYIOBICTBOPUTEIHLHOY (3HAHUS
Y YMEHUS Ha IaHHOM 3Tare OCBOCHUS IUCUUIUIMHBI He C(hOPMHUPOBAHbI).

IMpuaoxenne Ne 2 k padoyeid mporpaMme QM CHUANINHbBI
« Komnierorepuslie cetu»

MeTtoauyeckue ykazaHusi JAJsl CTY/I€HTOB 10 OCBOECHHIO U CHHUILINHBI

OcHOBHOI1 (hOopMOIT M3TOKEHH y4eOHOTO MaTepHaia mo nucuuiuimie «KommbproTepHbie
CeTHU» SABISIOTCS JIEKIUHU U MTPAKTUYECKHE PAOOTHI, IPUYEM B JIOCTATOYHO OOIBIIOM 00beMe. ITO
CBSI3aHO C TEM, YTO B OCHOBE KOMIIBIOTEPHBIX CETel JIe)kKaT caMble COBPEMEHHBIE TEOPETUIECKUE
¥ TIPaKTUYECKHEe 3HaHUS M HaBBIKU. [1o BceM TemMaM mpenrycMOTpEHbI IPAKTUYECKUE 3aHATHS, Ha
KOTOPBIX MPOHMCXOAUT 3aKpEIJICHWE JICKIMOHHOTO MaTepuaja IyTeM HpPUMEHEHHS ero K
KOHKPETHBIM 3aJjauaM U 0TpabOTKa HaBBIKOB paOOThI C CETEBBIM 000PYIOBAHUEM.

JInst ycrienHoro OCBOGHUS JUCHUILIMHBI OYeHb BAKHO PEIICHHE AOCTaTOYHO OOJBIIOTrO
KOJINYECTBA TEOPETUUECKUX U MPAKTUYECKUX PadOT, KaK B ayTUTOPHUHU, TaK U CAMOCTOSTEILHO B
KayecTBe JoMamHux 3aaaHuid. [Ipumepsl pemieHust pa®oT pa3OuparoTcs Ha JIEKIHUSIX |
NPAaKTUYECKUX 3aHATUSAX, NP HEOOXOAMMOCTH IO HamOoee TPYIHBIM TEeMaM IPOBOMSATCS
JIOTIOJTHUTEIbHbIE KOHCYJIbTAalMU. OCHOBHAs 1LI€b PEILICHUS TEOPETHUECKUX M MPAKTHUYECKUX
paboT — MoMoYb YCBOUTH (PyH/IaMEHTAIbHBIEC TOHITHS U OCHOBBI KOMITBIOTEPHBIX CETEH.

3agaHust U CaMOCTOSATENBHOTO pereHus (GOpMyIUpPYIOTCS Ha JIEKIUAX U IPAKTUYECKUX
3aHATUSAX. B KadecTBe 3alaHUil U1 CAaMOCTOSTENLHOW PadOTHI JOMa CTyAEHTaM TpearaloTcs
3aJ]auu, aHaJOIMYHbIE pa300paHHBIM Ha JIEKLUAX U MPAKTUYECKUX 3aHATUAX WIM HEMHOro Oosee
CJIO’KHBIC, KOTOPBIE SIBJISIOTCS PE3yIbTaTOM OOBEAMHEHUS HECKOJIBKUX 0a30BbIX 3a/1ad. [1omHbIH
CIMCOK 3aJIJaHUH JUIsI CAMOCTOSITENIbHON paboThI MO TeMaM (pa3zienaM) AUCHUILUINHBI IPUBEIEH B
OVYK B LMS Moodle «Kommnerorepusbie cetn» u YK B LMS NetAcad. Bonpockl, Bo3HUKarOIINE
B IIpOLECCE€ WM MO MTOraM pELIeHMs 3TUX 3aJady, MOKHO 3a/laTh Ha KOHCYJbTALUAX WU B
dopyme (uare) B DYK B LMS Moodle.

st caMocTOATENbHOM paboThl, B TOM YHCIE U MOBTOpa, pa300paHHOIO Ha JEKIHIX U
NPaKTUYECKHUX 3aHATHIX MaTepHralia IepBOTO CEMECTpa N3yUeHHs! UCITUTUTUHBI, PEKOMEHTYeTCs
UCIIOJIb30BaTh yueOHO-MeToauueckoe mocoore B LMS NetAcad. Marepuan kaxmaoro pasaena
BKITIOYAET B CE0sl M3JIOKEHHE TEOPETHUECKOTO MaTephaia 1o 3aJlaHHON TeMme, KOTOPBIA 3aTeM
WITIOCTPUPYETCS. TOAPOOHBIM pELIeHHEM TUIHWYHBIX 3ajad. B 3akmroueHue Kakaoro pasaena
NIPUBOIATCS 3aJaHUS ISl CAMOCTOSITETFHOTO PEIICHHS, OTBETHI K 3THUM 3a/IaHUSIM M YKa3aHUS 110
UX PELICHUIO MTOKAa3bIBAIOTCS TOCIIE UX BBIMOJIHEHHS.

B koHIle mepBoro cemectpa W3ydeHHs TUCIMIUIMHBI CTYISHTHI CIAIOT 3a4eT, B KOHIIE
BCEro Kypca — 3K3aMeH. 3adeT IO HTOraM IEepBOIO CEMECTPa BBICTABIISETCS IO HUTOraM
(GuHANTBHOIO TecTa W MpakTU4eckoi pabotel B mporpamme Cisco Packet Tracer. Ha 3auere
NPOBEPSIOTCS 3HAHMS, YMEHUS U HABBIKM CTYAEHTOB B paboTe C OCHOBHBIMH KOMITOHEHTaMHU
KOMITHIOTEPHBIX CETEH, SBIISTFONTMMHECS OCHOBHOH ISl IOCTPOSHUS CETEBOW MHPPACTPYKTYPHI.



B KoHIIe BTOpOro cemMecTpa U3y4eHus! JUCHUIUIMHBI CTYIEHTHI CAl0T 3K3aMeH. JK3aMeH
NPUHUMAETCS] B BUJIC TeCTa U MPAKTUYECKON paboThI Ha ceTeBoM oOopynoBanuu. [IpoBepsitorcs
3HAHMS, TONTYYCHHBIE B XOJIe MPOXOXKICHHS Kypca, HAaBBIKM M YMEHUS, MPUMCHSICMBIC IS
MOCTPOEHHUS CeTH, obecredeHus1 ee OecriepeOorHON paboThl U oOecredeHus: 6a30BOTO YPOBHS
0e301acHOCTH ee paboThl.



