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1. Henu ocBOeHMS AUCHUNIMHBI
HucuumnunHa «Mojenu  6e30MacCHOCTH  KOMITBIOTEPHBIX — CHUCTEM»  OOeCreurBaeT
nproOpereHue QyHIaMEHTAIBHBIX U MPOPECCHOHAIBHBIX 3HAHUM M YMEHUN B COOTBETCTBUU C
®denepanbHbIM roCcyJapCTBEHHBIM 00pa3oBaTesIbHBIM CTaHJApPTOM, COJICUCTBYET
dbyHIaMeHTaIM3a  O00pa30BaHUS, PA3BUTHUIO JIOTHUYECKOTO MBIIUICHUS ¥ (OPMUPOBAHUIO
MaTeMaTHUYeCKOT0 U OOLIEHAYYHOT0 MUPOBO33peHHUs. Llenpio n3ydeHus: AUCHUIIINHBI SBISETCS
dbopMUpOBaHHE CITIOCOOHOCTEH:

. pa3pabateiBaTh (hopMajbHbIe MOJENIU TMOJIUTUK OE30MACHOCTH, MOJUTHK YIpPaBICHUS
JOCTYTIOM U MH()OPMAIIMOHHBIMU ITOTOKAMH B KOMIIBIOTEPHBIX CHCTEMaX C Y4ETOM yTpo3
06e30macHOCTH HHGOPMAITUH;

. MIPOBOJIMTH aHAIIMU3 M Y4ACTBOBATh B pa3pad0TKEe MATEMATUYECKUX MOJIECTICH OE30IMacHOCTH
KOMITBIOTEPHBIX CUCTEM;

. CTPOUTH MAaTEMaTUYECKHE MOJICIH IS OIICHKU 0€30MaCHOCTH KOMITHIOTEPHBIX CHCTEM U
AQHAJIM3UPOBATh KOMIIOHEHTHI CHUCTEM O€30MacHOCTH C HCIIOJIb30BAHHEM COBPEMEHHBIX
MaTeMaTUYECKUX METOJOB.

2. Mecto aucunniinibl B ctpykrype OII cnenuanurera

Huctunnuaa «Mojienu 0e301MacHOCTH KOMITBIOTEPHBIX CUCTEMY» OTHOCUTCS K 00513aTeTbHOM
yacthd oOpa3oBaTelbHON mporpamMmbl. OHa UrpaeT HCKIIOYUTEIBHO BAXKHYIO pOJIb IS
poeCCHOHAIBHON MOATOTOBKM crienraiucta. [Ipu ee u3ydeHun CyIieCTBEHHO UCIOJIb3YIOTCS
3HAHUS, TMOJIyYCHHBbIE MPU M3YyYCHUH MATeMAaTUYECKUX AUCHUILINH «AnreOpa», «/luckperHas
MaremaTuka» U «MaremaTtndeckas JIOTUKa U TEOPHS aITOPUTMOBY.

3HaHUS W TPAKTUYECKUE HABBIKM, IIOJYYEHHbIE M3 JTOr0 Kypca, HCIOIb3YHTCA
00y4aeMbIMH MPU U3YUYEHUU TTPO(PECCHOHATBHBIX AUCIUIUIMH, TaKUX Kak «OCHOBBI TOCTPOCHUS
3alUIICHHBIX 0a3 JaHHBIX», «OCHOBBI TOCTPOCHHUS 3AIUIIIEHHBIX KOMITBIOTEPHBIX CHCTEM, IIPU
pa3paboTke KypCOBBIX W JMIUIOMHBIX pabOT, a Takke B JalbHEHWIIEH NpodecCHOHATHHOU
JIEATEIIbHOCTH.

3. Illianupyemble pe3yJbTaThl 00yUeHHs 10 JHCHHUIIJIMHE, COOTHECEHHbIE C
IVIAHNPYeMbIMH pe3ybTaTamu ocsoeHus OIl cenuanurera
[Tpouecc u3yuenus: AMCUUIITNHBL «Mojaenu 6e301MacHOCTH KOMITbIOTEPHBIX CHCTEM»
HarpasiieH Ha (GopMUpOBaHHE CIEIYIOUINX TPOPECCHOHATBHBIX KOMIIETEHINH B COOTBETCTBUU
¢ denepanbHBIM roCy1apCTBEHHBIM 00pa30BaTEIbHBIM CTAHJAPTOM BBICHIETO 0Opa30BaHUS 110
cneunanbHocTh «10.05.01-KomnbroTepHast 6e30macHOCTh» (YPOBEHb CIIELUAIUTETA) U
NpUOOpPETEHUS CIIEAYIONINX 3HAHUM, YMEHHH, HAaBBIKOB U (MJIM) ONbITA AEATEIbHOCTH:

®opMmupyemasi NHaukaTop 10CTHKEHUSA Ilepeuenn
KOMIIeTeHIIUsl KOMIIeTEHIINH IUVIAHUPYEMBIX Pe3yJIbTATOB
(ko m (kox u popMyJIIPOBKA) o0yueHust
(opmyanposka)

IIpodeccnonanbHbIE KOMIIETEHIIUU

WIIK-2.1 3HaeT OCHOBHEIC 3HATh OCHOBHBIC ITOHSITHS:
IK-2 Crnocoben
MTOHATHS, METOJBI CymHOoCTb, CyOBEKT, JOCTYTI,
pa3pabaTsiBaTh o
MOCTPOCHUS U UCCIICIOBaHNUS | MH()OPMAIMOHHEIH MMOTOK, YIPO3bI
MaTeMaTU4YECKHe o
MaTeMaTUIEeCKHUX MOJCICH Oe3omacHOCTH MH(POPMAIIHH,
MOJICJIN CHCTEM
cucTeM o0ecIieueHHs MOJINTHKHU O€30IacHOCTH,
obecneserms UHGOPMAIUOHHOM JUCKPEIMOHHBIN, MaHIaTHBIN
WH(OPMAITMOHHOM p bett ’ ’
0e30MmacHOCTH POJIEBOM MIPUHIUIIBI PA3rPAHUYEHUS
0e30ITacHOCTH,
JIOCTYyTIa
MaTeMaTHYECKHU
YMeTb BOCIIPOU3BOIUTH KITFOUEBHIC
JIOKa3bIBaTh UX
MAaTeMaTUYECKUE MPUEMBL,
COOTBETCTBHE
HCIIONIb3yEeMbI€ MIPU ONHUCAHUU
BBIOpaHHBIM

OCHOBHBIX NOHITUH




IMOJIUTUKAM
0€e30I1aCHOCTH

WIK-2.2 YmeeT
pa3pabaTbBaTh
MATEMATHYECKHE MOZEJIH
CHCTeM obecIedyeHUA
HMHGOPMALIMOHHOM

0e30Iac HOCTH,
MATEMATHYECKH JI0Ka3bBaTb
HX COOTBETCTBHE BbOPaHHBEM
MOJIMTHKAM 6€e30IIaCc HOCTH

Ymeet pazpabatbiBaTh MOAETH
JUCKPEIIMOHHOTO/MaHAaTHOTO/pOJIEBOT
0 pa3rpaHUyCHUs JIOCTyIa

Buageer HAaBBIKAMM MAaTEMAaTHYECKHU
JIOKa3bIBaTh UX COOTBETCTBUE
BBIOPAHHBIM TTOJIUTHKAM 0€301TaCHOCTH

IK-3 Cocoben
aHAJIM3UPOBATH
MaTeMaTHYCCKHE
MOZEIH CUCTEM
obecreueHus
MHGOPMAITMOHHOM
0€e301macHOCTH, a
TaKXe MPOBOJHTh
TECTUPOBAHUE
CPEJICTB 3allUTHI
nH(pOpMaIIU Ha
COOTBETCTBHE STUM
MOJEIISAM

WIIK-3.1 3HaeT criocobbl
aHaJ/IM3a MATEMATUYEC KHX
MOJieJIEM CHCTEM
obecrneyeHuqa
HMHGOPMALIMOHHOM
0e30MaCHOCTH

3HaTh crioco6blaHAIM3a
MATEMATHYECKUX MOJIesIEN CUCTEM
obecneveHVsT UHGOPMALIMOHHON
0e30MacHOCTH

WIIK-3.2 CriocobeH
MPOBOJIUTH TE€CTHUPOBAHUE
CpeJCTB 3aUMThIMHGOPMALIU
Ha COOTBETCTBUE
MATEeMATHYECKUM MOJIeJIIM
CHCTeM 06ecIedYeHus
HMHAOPMALIMOHHOM
6e30MacHOCTH

YMeTb OpHEHTHPOBATHCS B
KOHICTIIHH 3alIUThl KOMIIBIOTCPHBIX
CHUCTEM U CPCICTB BBIYHCIIUTEIILHOM
TEXHHUKH 110 PYKOBOISIIUM
noxkymentam ®CTIK Poccun.
BuiiajgeTs HaBBIKAMU TECTUPOBAHUS
CPEICTB 3aIUThl HHOpMAIH Ha
COOTBETCTBHE MOJIEIISIM CHCTEM
oOecriedeHus1 HHPOPMAIMOHHON
0e30macHOCTH




4. O0beM, CTPYKTYpAa U co/iepkaHue T CHUILTUHBI «Moaean 0e30MacHoCTH

KOMIIBIOTEPHBIX CUCTEM))

OO01mmas Tpy10eMKOCTh TUCIUTUINHBI COCTaBIseT 4 3adeTHbIe equHuIlbl, 144 akamn.qaca.

Ne Tembl (pa3nenl) C Buabl yueOHbIX 3aHATHI, DopMBbI TEKYLIEro
n/n TUCIHUTLIHHBI, €| BKJIIOYAsl CAMOCTOSITETLHYIO KOHTPOJIS
HX Co/iep:KaHne M pPadoTy CTY/I€HTOB, yCmeBaeMoCcTH
e U UX TPY/I0€MKOCTh
c (B akaieMHU4€eCKHX Yacax) ®opma
T NMPOMEKYTOYHOI
|Y aTTeCTAllMU
(no cemecmpam)
KonrakTHas padora
Q ®
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1 | OcHoBHbIE IOHATHS U 4 4 YcTHBIH o1poc
onpejeseHus,
HCHOJIb3yeMble TPH
ONMCAaHUM MoJeJIei
0e3onacHOCTH
KOMIIBIOTEPHBIX CHCTEM
1.1. DnemeHTHI TEOPUU
3alKThl HHPOpMAIH
1.2. MaremaTuueckue
OCHOBBI MOJIEIeH
Oe3omacHOCTH
1.3. OCHOBHBIE BHUIBI
Mojiesei 6e3omacHocTr
2 | Moaesan cuctem 4 4 3amanus s
TUCKPEIHOHHOTO CaMOCTOSITEIbHOM
pa3rpaHHYeHus A0CTyNna (momarmineit) paboThI
2.1. Mopienb MaTpUIIbI VYcrHbI onpoc
Jnoctynos XPY
2.2. Monenb
pacripocTpaHeHHS MTPaB
mocryma Take-Grant
3 Mopaenau cucteM 4 4 3apanus LUUIH
MAHIATHOTO CaMOCTOATEIIbHO
pa3rpaHHYeHus] 10CTyNna (momammei) Ea6OTH
3.1. Mogens bemna— Yeruptii onpoc
Jlallapgyna
3.2. Mogenbs cucrtem
BOCHHBIX COOOIIEHUH




OcHoBHbIE KpUTEpHH
3alUIIEeHHOCTH KC.
Knacesl  3amumieHHocTu
KC.

4.1. OcHOBHBIC KPUTEPHH
onenku 3amumieHHoctd KC
4.2. CTtaHmapt OLICHKH
Oe3omacHoCTH
KOMITBIOTEPHBIX CUCTEM
TCSEC («OpamnxeBas
KHHTa)

4.3. KoHIenus 3auThl
KC u CBT no
PYKOBOJISIIIIUM TOKYMEHTaM
OCTIK Poccun.

4.4, O6ume KpuTepun
Oe3omacHOCTH
WH(POPMAITMOHHBIX
texuojoruit (Common
Criteria)

3aga”us i
CaMOCTOSTECIbHOM
(momarmHeit) paboOTHI

YcTHBIN onpoc

Moaeu 0e30IacHOCTH
HH(POPMATHOHHBIX
NOTOKOB

5.1. ABTomMarHas Moaeb
0€e3011aCHOCTH
WH(GOPMAIMOHHBIX TIOTOKOB
5.2. [IporpamMmmHas MoJenb
KOHTPOJIA
WH(POPMAITMOHHBIX
ITOTOKOB.
KouTtponupyromuii
MEXaHMU3M 3aIHThI.

5.3. BepostHocTHast MOIEIb
0e301acHOCTH
WHGOPMAIMOHHBIX TIOTOKOB

3amanus id
CaMOCTOSTEIIbHON
(momarmineit) paboThI

VYeTHbI onpoc

Cy0beKTHO-
OpPMEHTHPOBAHHAA MoJeJIb
H30JTHPOBAHHOMI
NMPOrpaMMHOM cpeabl

6.1. OCHOBHBIE TOHATUS
6.2. bazoas Teopema UIIC

3amaHus s
CaMOCTOSITEIIBHOM
(momarHeit) paboTHI

VYeTHBI onpoc

Mopeau poJieBoro
pasrpaHuv4eHus 10Crymna

7.1. [lonsiTue poneBoro
pasrpaHUYCHHS TOCTYIIA
7.2. bazoBas mozenb PP/
7.3. Monens
angMuHucTpupoBanus PP/]
7.4. Monenp MaHIATHOT'O
PP/]

3agaHust i
CaMOCTOSTCIILHOU
(momarHeit) paboTHI

VYeTHbli onpoc




8 |IIpoGaembl npumenenus |9 |4 4 4 3amanus nis

Mo/jeJieil 0e30macHOCTH CaMOCTOSITEIILHOM
NP NOCTPOEHUH (momarmHeit) paboOTHI
3alMINEHHBIX VYeTHBI onpoc

KOMIIBIOTEPHBIX CUCTEM

8.1. [Ipobnema
aJICKBaTHOCTH peaTU3aIUU
MOJIeJIM 0€30MacHOCTH B
peabHOM KOMIIBLIOTEPHOM
CHCTEME

8.2. ObocHOBaHHE
MOJINTUKHU 0€30IacHOro
aamuHHucTpupoBanus OC
cemeticts Windows

2 0.5 |33,5 |9x3amen

Bceero 144 | 32 32 10 |0.5 69,5

CopneprxaHue pa3ae0B MPOrpaMMbl JUCHHMILIAHBI «Moesn 6e30macHoCTH
KOMIBITEPHBIX CHCTEM»

Paznen 1. Beenenne. OCHOBHBIE NOHATUA U onpeaeacHus
1. OcHOBHBIE NIOHATHS U onpeaejaeHus, HCMOJb3yEeMbI€ IIPU ONMMCAHUNA MOIIeJIeﬁ
0e3omacHOCTH KOMIIBIOTEPHBIX CUCTEM

DNeMEeHTBI TEOPUH 3AIIUTH UHPOPMAIIUH.
MaremaTtndecKkre OCHOBBI MOJIeJIell O€30IIaCHOCTH.
OCHOBHBIE BUABI MOJEIEH 0€30ITaCHOCTH.

CyI11HOCTh, CYOBEKT, A0CTYH, HHGOOPMAITMOHHBINA MOTOK

OcHOBHBIE 2JIEMEHTHI TEOPUU KOMIIBIOTEPHOI 0€30MacHOCTH (CYIUTHOCTh, CYOBEKT, TOCTYII,
MPaBoO JIOCTYyIa, WH()OPMAIMOHHBIC ITOTOKHM IO MaMSITH WM 10 BpeMmeHH). OCHOBHAs akcHoMa
KOMIBIOTEpHOH  Oe3omacHOCTH. Mojenb  pemieTku:  JTUHEHHas — pelleTka,  pelieTka
MHOTOYPOBHEBOM 0O€30MaCHOCTH.

Yrpo3sl 6ezonacHocTu nHGopmarmu. [lonutrka 6€30MacHOCTH

Knaccudukanmss yrpo3 Oe3omacHoctu uHGMOpMAIUU. YTpo3bl KOH(MUIESHIIUATHEHOCTH,
[EJIOCTHOCTH, JAOCTYNMHOCTH HH(popmanmu, packpbiTus mapametpoB KC. TloHsTHE TOTUTHKU
6e3onacHocT. Monens yrpo3. Monens Hapymutens. OCHOBHBIE BUJBI MOJUTUK YIPaBICHUS
JOCTYNIOM ¥ HWH()OPMAIMOHHBIMA TIOTOKaMU. [lONMUTHUKHM JMCKPEIMOHHOTO, MaHJATHOTO,
POJICBOTO YIIPABIICHUS JOCTYIIOM, YIIPABJICHUS JOCTYIIOM Ha OCHOBE aTpHOyTOB, H30IMPOBAHHON
MPOrPaMMHOM cpeibl M 6€30MacHOCTH MH(POPMAITMOHHBIX TOTOKOB.

Pazgen 2. Moaein KOMNBIOTEPHBIX CHCTEM € THCKPEIMOHHBIM yIPaB/ieHHEeM
AOCTYIIOM

2. Moaeau cucTeM TUCKPENIMOHHOT0 Pa3rpaHuYeHus J0CTyna
2.1. Mozens MaTpuibl 10cTynoB XPY
Mogpens Matpunbl 10cTynoB XappucoHa-Py330-YiabmaHa




Mopnens MaTpuisl J0CTynoB Xappucona-Py33o-Ynemana (XPY). Ananu3 6e3omacHOCTH
cucrem XPY. Monoonepannonsbsie cucteMbl XPY. AnroputMuueckas Hepa3peumMoCTh 3a1a4u
npoBepku Oe3omacHocTH cucteM XPY.

Monens TUIU3UPOBAHHON MaTPULIbIL JOCTYIIOB

Mopenp TunuzupoBaHHON Matpuilbl 10cTynoB (TM/I). Monotonnsie cuctembl TMJ] u ux
kaHoHu4eckas hopMma. ['pad cozmanus. Anmknudeckrne MOHOTOHHBIE TM/] 1 anroput™ npoBepKu
ux 0€30IacHOCTH.

2.2. Mogens pactpoctpaHenus mpas gocryma Take-Grant

Kitaccuueckas Mojienib pacnpocTpaneHus npas jjoctyna Take-Grant

Krnaccuueckas moznenn Take-Grant. [le-tope npaBmiia npeoOpazoBanusi rpa)oB JOCTYIIOB.
VcioBus nepeadu npas I0CTyIa B rpadye TOCTYIOB, COCTOSIIEM TONBKO U3 cyObeKToB. OCTPOB,
MOCT, IIPOJICTBI MOCTa. Y CJIOBHSI IIepeayr MpaB JOCTyIa B MPOU3BOJIBLHOM rpade JOCTYIOB MPH
OTCYTCTBHH OTPaHHYCHHI Ha KOOMEPALUIO CyOBEKTOB.

Paciumpennas MoJiesnb pacrpocrpaHeHus npas goctyna Take-Grant
Pacumpennas mozennr Take-Grant. [le-pakto mnpaBmia npeoOpa3oBaHus rpadoB JOCTYIIOB U
MH(POPMALIMOHHBIX MOTOKOB. YCJIOBUS pean3alud HH(OPMAIMOHHBIX MOTOKOB. AJIFOPUTM
MOCTPOCHHS 3aMBbIKaHUA Tpada JOCTYNOB U HH(POPMAITMOHHBIX MOTOKOB. [IpencraBnenne cucrem
Take-Grant cucremamu XPY u TM/I.

Paznen 3. Mojem KOMINBIOTEPHBIX CHCTEM € MAHJAATHBIM YIIpaBJIeHHEM J0CTYIIOM
3. Moaenu cucTeM MaHIATHOTO Pa3rpaHUYeHUsI J0CTyNa
3.1. Mopens benna—1Jlallamynbr
Knaccuueckas Mmojaens bemra-Jlallamyisr
Knaccuueckast mogens benna-Jlallanyner. CoiicTBa 6e3onmacHocT. bezomacHsrit nocTym,
coctosiHHe, cuctema. bazoBas Teopema 6€30MacHOCTH.

Wurepnperanmu moxenu benna-Jlallagyist

Wurepnperannu mojaenu benna-Jlallagynsl: Moaens peanu3anuu noauTuku low-
watermark, 6e30macHOCTb Mepexo/10B, MOIC]Ib MAHIATHOM MOJUTHKH [ETOCTHOCTH
uHpopmanuu bubda. Henocratku monenu bemna-Jlallanynel. Ilpumeps! peanu3zanuu
3anpenieHHbIX HHHOPMALIMOHHBIX TOTOKOB 110 MaMsITH UJIH 10 BPEMEHH.

3.2. Monesnb cucTeEM BOEHHBIX COOONIEHUI

Mosienb cucTeM BOCHHbBIX COOOUICHUM

HedopmanbsHoe 1 popmanabHOE ONMCAHUSA MOJETH CUCTEM BOCHHBIX COOOIICHUH.
be3zomnacHoe cocrosinue. bezonacuocts nepexooB. [loTennuansHas MoaupuKanys CymHOCTH €
UCTOYHUKOM. CMBICITBI 6€30MaCHOCTH (PYHKIIMH MEPEXO0B.

Pazgen 4. Kputepum 3aliMIIeHHOCTH KOMIIBIOTEPHBIX CHCTEM.
4. OcnoBHble kpuTepun 3amuueHHocTu KC. Knacest 3amumennoctu KC.
4.1. OcHOBHBIE KpUTEPHH OLIEHKH 3auuieHHocTu KC
4.2. CtanaapT orieHKH Oe30macHOCTH KoMbioTepHbIX cucteM TCSEC («OpamkeBas
KHUTa»).
4.3. Konnermus 3amutel KC 1 CBT 1o pykoBoasimumM nokymentam ®CTIK Poccun.
4.4. O6mue kputepun Oe3zonacHocT HHGopManmoHHbIX TexHonoruit (Common Criteria).



Pa3nes 5. Mogeau 0e3onacHocTH HHGOPMALMOHHBIX NOTOKOB M H30JIMPOBAHHOM
NMPOrpaMMHOM cpe/bl

5. Mojaesn 6e30nacHOCTH MHGOPMAITHOHHBIX MTOTOKOB

5.1. ABromaTHas MOJENIb 0€30MaCHOCTH MH(POPMAITMOHHBIX TOTOKOB

5.2. [IporpammHast Mojiesib KOHTPOJISI HH(POPMAIIMOHHBIX TOTOKOB. KoHTpoIupyrommii
MEXAHMU3M 3aIIUTHI.

5.3. BeposiTHOCTHAs MOJ1eNb 6€30MaCHOCTH UH(OPMAIIMOHHBIX TOTOKOB.

Pa3nen 6. Cy0beKTHO-OpHMEHTHPOBAHHAS MO/Ie/Ib 30JJMPOBAHHOI MPOrpaMMHO¥
cpenbl
6. Cy0beKTHO-OPUEHTHPOBAHHAS MO/IeJIb M30JTUPOBAHHON MPOrPaAaMMHOI Cpebl
6.1. OcHOBHEIE IOHATHS
6.3. bazoBas reopema UIIC

Paznen 1. Moaean KOMIIBIOTEPHBIX CUCTEM C POJIEBBIM YIIPpABJICHHEM JOCTYIIOM

7. Mopenu poJieBoro pasrpaHu4eHus 10CTyna
7.1. ITonsiTHE POJIEBOTO pa3rpaHUUEHUs JOCTYIIa
7.2. bazoBas monens PPJI

7.3. Mogens anmunucTpupoBanus PPJ]

7.4. Monens mangatHoro PPJ1

bazoBas Mozelb poJIEBOrO yIIpaBiaeHUs 10CTynnoM. Mojiesib aAMUHUCTPUPOBAHUS
POJIEBOIO YIPABJIECHUS AOCTYIOM

Onucanue 6a30BOil MOJIENIN POJIEBOTO yIpaBIeHUs A0CTyoM. Mepapxus posei.
Mexanu3m orpaHndeHuil. Mozenb aAIMUHUCTPUPOBAHUS POJIEBOTO YIIPABICHHS JOCTYIIOM.
AJIMUHHCTPUPOBAHUE MHOKECTB aBTOPU30BAHHBIX POJIEH MOJIB30BATENEH, MPaB JOCTYIIA,
KOTOpPBIMH 00JIaat0T pOJIU, HEPAPXUU POJICH.

Mojenb MaHIaTHOTO POJIEBOrO YIPABICHHS JOCTYIIOM

3anaHue uepapxum pojei u orpaHMuEHU B COOTBETCTBUH C TPEOOBAaHUSAMHU JTHOEPaIHLHOIO
WM CTPOrOoro MaHJaTHOTO yIpaBieHUs JocTynoM. be3onacHocTh HH)OPMALIMOHHBIX TOTOKOB.
3ammra oT yrpo3 KOH(pUIECHINATbHOCTH U LETIOCTHOCTH HH(OPMAIIHH.

Pazgen 8. IIpo6JieMbl npUMeHeHHs1 Mo/ieJieil 0e30I1aCHOCTH NPH MOCTPOEHUH
3allUIEHHBIX KOMIIBIOTEPHBIX CHCTEM

8. IIpo6JieMbI NpUMeHeHUsI MO/ieJiell 0€30MacCHOCTH MPH MOCTPOEHUH 3aIMIIIEeHHbIX
KOMIIBIOTEPHBIX CHCTEM

8.1. [Tpobiema aneKBaTHOCTH peai3alliK MO O€30IMaCHOCTH B PealTbHOM
KOMIIBIOTEPHOU CUCTEME

8.2. O6ocHOBaHKe MONMUTHKH Oe3omacHoro aqmuauctpupoBanus OC cemeiicts Windows

5. O0pa3oBaTe/ibHbIe  TEXHOJIOTHHM,  MCHOJIb3yeMble  NPH  OCYLIeCTBJIEHHH
00pa30BaTeIbHOI0 MpoIecca Mo JUCHUNINHE
B npornecce 00yueHHs CHONAB3YIOTCS ClIEAYIOINE 00pa30BaTeIbHbIE TEXHOIOTHH:
BBoanasi JieKiusi — TepBOE IEIOCTHOE TPEACTABICHNE O TUCIUTUIMHE W OPHEHTUPYET
CTYZICHTa B CUCTEME M3yuUeHHs JTaHHOH NUCHMIUIMHBI. CTyIeHTHl 3HAKOMSTCS ¢ Ha3HAUYE€HUEM U
3aJjauaM# Kypca, ero POJIbI0 H MECTOM B CHCTEME YUEOHBIX JUCIUIUINH U B CHCTEME TTOATOTOBKH
B 1ejoM. Ha 3TOl JeKIMM BBICKA3bIBAIOTCS METOAWYECKHE M OpPTraHU3allMOHHBbIE OCOOCHHOCTH



paboThl B paMKax JaHHOW AMCUUIUIMHBI, a TaKXKe MAeTCs aHalu3 PEKOMEHIyeMoW y4deOHO-
METOANYECKOU JINTEpaTyphI.

AxaneMuyeckasi JJeKUUs (WM JISKIUS 00LIero Kypca) — IMOCIIe0BATEIbHOE H3JI0KEHHE
MaTepuaia, OCYIIeCTBIIIEMOE MPEUMYIIECTBEHHO B BUJIE MOHOJIOTa IpernoaaBareis. TpeboBaHus
K aKaJeMHUYECKON JICKI[H: COBPEMEHHBIN HaY4HbIH YPOBEHb M HACHIIICHHA HH()OPMATHUBHOCTbD,
yOenuTenbHas apryMeHTalus, JOCTYIHAs U MOHSATHAs peub, YeTKas CTPYKTypa U JIOTUKA, HaJu4ne
SPKUX MIPUMEPOB, HAYYHBIX JI0OKA3aTEIbCTB, 000CHOBaHUM, (PaKTOB.

IIpakTH4Yeckoe 3aHATHE — 3aHATHE, NTOCBALIEHHOE OCBOCHHIO KOHKPETHBIX YMEHUH U
HABBIKOB U 3aKPETICHUIO NIOJYUYEHHBIX Ha JIEKIIUY 3HAHUH.

B nponiecce o0y4eHus HCIIOIB3YETCS B TOM YKCie DJIeKTPOHHBIH yueOHblil kKypce B LMS
JaexkTponHblii yHuBepcurer Moodle SpI'Y, B KOTOpoM mpeicTaBlieHbl CIIMCOK Y4eOHOMU
JUTEPATyphl ISl OCBOCHUS AUCLUIUIMHBI, IIpaBuia MPOXOKACHUS IPOMEKYTOUHON aTTEeCTalun
10 TUCIUIUINHE, 3aJJaHHs JJIS1 CAMOCTOSATEIbHOM pabOThl 00YJaOLINXCsl, TPECTABICHBI TEKCTHI
JEKLIMM MO OTAENIBbHBIM TEMaM JHUCLMIUIMHBI, CCBUIKM Ha JICKUUU U MPAKTUYECKHE CEMHUHaphbl U
KOHCYJIbTAIlU, IPOBOJUMBIE OHJIAMH.

6. [lepeyeHb JHIEH3HOHHOT0 W (WJIM) CBOOOJHO PACHPOCTPAHSIEMOI0 IPOrPaMMHOIO
ol0ecrieyeHusi, MCNOJb3yeMOr0 IPH OCYLIEeCTBJIEHUM O00pPa30oBaTeJLHOIO Ipolecca o
AUCHHUILIMHE

B npouecce ocymectBieHuss 00pa3zoBaTeIbHOrO MPOLECCA UCTIOIb3YHOTCS:

*  mporpaMMHOe oOecrieyeHue ISl CO3/IaHus U JeMOHCTPALUY MTPEe3eHTAIHA, HILTIOCTPAIHA

U apyrux yueOHbIx MarepuanoB: Microsoft Windows (B cocrase Microsoft Imagine

Premium Electronic Software Delivery); Microsoft OfficeSTD; MikTeX (cBo6oaHo

pactpoctpansiemoe [10);

7. IlepeyeHb CcOBpeMeHHBIX MNPO(decCHOHAIBHBIX 0a3 JaHHBIX H HH(OPMAIMOHHBIX
CIIPABOYHBIX CHCTEM, HCI0JIb3YyeMbIX NP OCYLIeCTBJIeHHH 00pa30BaTeIbHOIO Mpolecca 1no
AUCUUINJIMHE (TPH HEOOXOIUMOCTH)

B mpouecce ocymectBieHuss o0Opa3oBaTeNpHOrO  Ipoliecca IO JUCHUIUIMHE
UCIIOJIB3YIOTCS:

ABromaTtusupoBaHHas  OubnuoreyHo-uHpopmanuonHas cucreMa «BYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
8. IlepeyeHb OCHOBHOW W TOMOJHUTEJIbLHON Y4YeOHOUW JUTepPaTypbl, HHTEPHET-PECYPCOB,
HEO00XOIMMBIX /151 OCBOCHHS THCHHUIINHBI
a) OCHOBHAasl JIUTEpaTypa

1. Hessiaun, I1. H. Monenu 6e30macHOCTH KOMIIBIOTEPHBIX CUCTEM. YTIpaBlIeHUE
JOCTYIIOM ¥ HH(POPMAITMOHHBIMU TIOTOKaMH . ydeOHoe mocodue st By3oB / Jestaun I1. H. -
2-e u31. , ucnp. u j1om. - Mocksa : ['opsuas nunus - Tenekom, 2013. - 338 c. - ISBN 978-5-
9912-0328-9. - Tekcr : anextponusiit // DBC "KoucynbranT cryaenra” | [caiir]. - URL :
https://www.studentlibrary.ru/book/ISBN9785991203289.html (zara obpamenus: 24.01.2022).
- PexxumM foctyna : 1o nojmucke.

0) MOMOJIHUTEIbHAA JUTEPaTypa

1. Hypues B. I'. MeTtobl KoMOMHAaTOPHOM T€OpUH TPYMIl B COBPEMEHHOM KpUnTorpaduu

[Onexrponnslii pecypce]: yued.-metoa. nocodue. / B. I'. lypues, O. B. 3erkuna; Spoca.

roc. yH-T. uM. I1. T'. Jlemunosa - Spocnasie: SApl'Y, 2017. - 49 c.

http://www.lib.uniyar.ac.ru/edocs/iuni/20170207.pdf

2. [ypses, B. I'., AnroputmMudeckue mpooieMpl B KOMOMHATOPHOW TEOPHHU TPYIIIT

[DneKkTpoHHBIH pecypc] : yueOHO-MeToauueckoe nmocooue / B. I'. lypues, O. B. 3eTkuna

; SIpocit. Toc. yH-T, Spocnasis, Apl'Y, 2019, 53¢

http://www.lib.uniyar.ac.ru/edocs/iuni/20190203.pdf

3. Hypses, B. I'., JlonoHATEIFHBIC BOIPOCHI TCOPUH AITOPUTMOB [ DIIEKTPOHHBIA pecypc]

. yueOHO-MeToqrueckoe nmocoodue / B. I'. lypues, O. B. 3etkuna ; SIpoci. roc. yH-T,

SApocnasns, SApl'Y, 2020, 117c

http://www.lib.uniyar.ac.ru/edocs/iuni/20200208.pdf



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/edocs/iuni/20170207.pdf
http://www.lib.uniyar.ac.ru/edocs/iuni/20170207.pdf
http://www.lib.uniyar.ac.ru/edocs/iuni/20190203.pdf
http://www.lib.uniyar.ac.ru/edocs/iuni/20200208.pdf

4. B) pecypcnl cetu «AHTEpHET»

1. DnextponHas OubaroTeKa yueOHbIX MaTepuaioB SAplyY

(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php).

2. DnekTpoHHO-O0ubIMoTeyHas cuctema «tOpaiT https://www.biblio-online.ru/

3. DnekTpoHHO-OMOIMOTeYHast cucteMa «Jlanpy http://e.lanbook.com/
9. MartepunanbHO-TeXHH4YecKasi 0a3a, HeoOXxoauMasi /151 OCYLeCTBJIEHUsSI 00pPa30BaTEILHOIO
npounecca no JUCHUIINHE

MartepuanbHo-TeXHUUYEeCKask 6a3a, HeoOxoaumas AJisl OCYILECTBICHHsI 00pa30BaTEIbHOIO
npolecca 1o AUCUUIIIMHE BKJIIOYAET B CBOM COCTAB CIIELIMAIbHbIE TOMEILIEHUS:

- yueOHbIE ayIUTOPUU IJIs TPOBEICHUS 3aHATUH JIEKIIMOHHOTO THUIIA;

- yueOHbIe ayTUTOPHUH IS TIPOBEICHUS MPAKTHUECKUX 3aHATHI (CEMHUHAPOB);

- yueOHBbIE ayIUTOPUH I IPOBEICHUS TPYIIOBBIX U MHIWBUIYaJbHBIX KOHCYJIbTAIIHIA;

- yueOHble ayIUTOPHM [UIS TPOBEACHUS TEKYIIEro KOHTPOIS M IMPOMEKYTOUHOM
aTTeCTaluu;

- IOMEILEHUS I CAMOCTOSITEIbHON pabOThI;

- IOMEIICHUS A7l XpaHEeHUs ¥ TPO(UIAKTHIECKOT0 00CITYKUBaHUS TEXHUYECKUX CPEICTB
00y4eHusI.

CreuuanbHble TOMELIECHUS YKOMIUIEKTOBAHBI CPEJCTBAMH OOYYEHHS, CIYXKAIIUMH [T
npezcTaBieHus yueOHoi nHpopManuu 60IBIION ayAUTOPHH.

[TomemieHust A7ii CaMOCTOSITENIBHON pabOThl O0YYArOMIMXCS OCHAIIEHBl KOMIBIOTEPHOU
TEXHUKOW C BO3MOYKHOCTBIO IMOAKIIOUEHUsl K ceTh «HTepHeT» M obecrneueHueM J0ocTyna K
3EKTPOHHOU MH(pOpMalMOHHO-00pa3oBaTensHoM cpene Apl'Y.

ABTOp(BI) :

Houent kad. Kb u MMOU Yynkosa B.C.
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https://www.biblio-online.ru/
http://e.lanbook.com/

IIpunioxenne Nel k paGoueii nporpaMme AUCHHUIIIMHBI
«Mojean 0€30IaCHOCTH KOMNIbIOTEPHBIX CHCTEM)

DoH/I OLIEHOYHBIX CPEICTB
JJIS1 IPOBe/IeHNUs] TEKYIIel M MPOMeKYTOYHOI ATTeCTAIIMH CTY/IEeHTOB
Mo JUCIHUILINHE

TunoBblie KOHTPOJIbHbIE 32JaHUS UJIH HHbIE MATEPHAJIbI,
Heo0X0UMBbIe /ISl OLIEHKH 3HAHUI, YMeHHN i, HABBIKOB M (1JIM) ONBITA JeSITeJIbHOCTH,
XapaKTePU3yHIIHUX 3TANbI (POPMUPOBAHUS KOMIIETEHIIHI

1. KoHTpoJibHbIe 32/1aHUS M HHbIE MATEPHAJIbI, HCIOJIb3yeMble B NpoLecce TEKyero
KOHTPOJISA yCIIeBaeMOCTH

IIpumepsl 3a1aHNi 1J151 CAMOCTOATEIbHOI0 PelIeHUs] MJIM YCTHOTO OIIPOCa M0 TeMaM
JeKINHI

Tema «OCHOBHBIC NOHATHS U ONpe/ieJeHHs, HCIIOIb3yeMble IPH ONMUCAHUU MOJieJIei
0e30macHOCTH KOMNBIOTEPHBIX cucTem» (U-TTK-2.1)

3ananus s camocrostenbHoro pemenus Ne 1.1 - 1.7 u3 naparpada 1.5 rnasel | yueOHuka:
Hessinun [1.H. Monenu 6e30nacHOCTH KOMIBIOTEPHBIX CUCTEM. YIIpaBJI€HUE JOCTYIIOM H

MH(OPMaLlMOHHBIMU IIOTOKaMU. YuyeOHoe nocodue 11 By30B. - M.: ['opsiuas nunus - Tenexowm,
2012. 320 c.

Tema «Mojesin CHCTEM JUCKPEIMOHHOT0 pasrpannvenus gocryna» (U-TIK-2.1, U-TK-3.1)

3aganus Ui camocTositenbHoro pemenus Ne 2.1 - 2.20 u3 naparpada 2.4 rnassl |l yueOHuKa:
Hessann I1.LH. Mogenun 6e30macHOCTH KOMIBIOTEPHBIX CHCTEM. YTpPaBJI€HHE ITOCTYIIOM U

UH(POPMALIMOHHBIMU NTOTOKaMU. YuebHoe nmocobue s By30B. - M.: 'opsiuast nunus - Tenexom,
2012. 320 c.

Tema «Mogesin cucTeEM MaHIATHOro pasrpanudenus aocryna» (U-IK-2.1, U-TK-3.1)
3ananus i camoctosiTensHoro pemenus Ne 4.1 - 4.11 u3 naparpada 4.4 rnasel 1V yueGHMKA:
Hessuaun I1.H. Moaenu 6e30macHOCTH KOMITBIOTEPHBIX CUCTEM. Y TIPaBJICHHUE TOCTYIIOM U

MH(POPMALIMOHHBIMU TOTOKaMH. YueOHoe rnocodue ais By30B. - M.: ['opsauas nmunus - Tenexowm,
2012. 320 c.

Tema «Mopaesin 6e3onacHocTH nHpopManuoHHbIX notokoB» (U-IK-2.1, U-TTK-3.1)

3amanus misa camocTosiTenbHoro pemenus Ne 4.1 - 4.11 w3 maparpada 4.4 rnassl |V yueOHMKA:
Jessiaun [1.H. Monenu 6e30macHOCTH KOMIIBIOTEPHBIX CUCTEM. YTIpaBJIeHUE JOCTYIIOM U
MH(OPMallMOHHBIMU TIOTOKaMU. YuyebHoe nocodue a1 By30B. - M.: ['opsiuas nunus - Tenexowm,

2012. 320 c.

Tema «Mopesn 6e3onacHocTd nHpopMannoHHbIx norokos» (U-IK-2.1, U-MK-3.1)
3ananus i camoctosiTensHoro pemenus Ne 5.1 - 5.12 u3 maparpada 5.5 rnasel V yueOHuka:
Hessann [1.H. Moaenu 6e30macHOCTH KOMITBIOTEPHBIX CUCTEM. Y TIpaBJICHHUE TOCTYIIOM U

UH(POPMALIMOHHBIMU TOTOKaMH. YueOHoe rocodue ais By30B. - M.: ['opsuas nunus - Tenekowm,
2012. 320 c.
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Tema «Mopaesn posaeBoro pasrpanndenus goctyna» (U-IIK-2.1, U-TIK-3.1)

3ananus i camoctositensHoro pemenus Ne 6.1 - 6.10 u3 maparpada 6.6 rnaser VI yueOHuKa:
Hessaun [1.H. Moaenu 6e30macHOCTH KOMITBIOTEPHBIX CUCTEM. Y TIPABJICHHUE IOCTYIIOM U
UH(POPMALIMOHHBIMH TOTOKaMH. YuebHoe nocobue ais By30B. - M.: ['opsuas nunus - Tenexowm,
2012. 320 c.

Tema «Cy0beKTHO-OPHEHTHPOBAHHAS MO/IeJIb U30JIMPOBAHHON NMPOrpaMMHoii cpeabn» (M-
MK-2.1, U-1IK-3.1)

3ananus i camoctositensHoro pemenns Ne 3.1 - 3.14 u3 maparpada 3.4 rnaser 111 yueOnuka:
Hessaun [1.H. Moaenu 6e30macHOCTH KOMITBIOTEPHBIX CUCTEM. Y TIPABJICHHUE IOCTYIIOM U
UH(POPMALIMOHHBIMU TOTOKaMH. YueOHoe nocodue ais By30B. - M.: ['opsuas nunus - Tenexowm,
2012. 320 c.

Tema «KpuTepuH 3alIHIEHHOCTH KOMIBLIOTEPHBIX cuctem» (U-ITK-3.2)
IIpuMepbl KOHTPOJIBbHBIX BONPOCOB U 3aaHMIi:

* Onwucate koHuenuo CTaHaapTa OLEHKH 0€301acCHOCTH KOMIIbIOTepHbIX cucteMm | CSEC
(«OpanxeBasi KHUTay)

* Onwucate koHuenuo CTaHaapTa OLEHKH 0€30IacCHOCTH KOMIIBbIOTepHBIX cucteMm | CSEC
(«OpanxeBasi KHUTay)

* Onwucatp KoHuenu OOMKX KpUTEpHUEB 0€301MaCHOCTH HH()OPMAITMOHHBIX TEXHOJIOTUH
(Common Criteria)

* Onucarp koHuenmuto 3amuTsl KC u CBT no pykoBoasauum nokymentram @CTOK Poccun

* PykoBoacTBysiCh mosib30BaTenbekoit nokymentarueit Ha C31 HCJI Dallas Lock 8.0, onucats,
JUIS 3aIMTHI KAKUX KOMITBIOTEPHBIX CHCTEM MOJKET UCIOJIb30BaThC CPEACTBO 3aIUTHI U
KakuM 00pa3om

2. 3ajaHus Ayl NPAKTUIECKUX 3aHATHA
B paMKax 06y‘~I€HI/I$I CTyAC€HTaM MOTI'YyT 6I)ITI> OpCAJIOKCHBI MNPAKTHYCCKUEC 3aJlaHuAd,
KOTOpBIEC TaKKe HEOOXOIUMBI JJIs OLIEHKHU 3HaHWUN U MPUOOpPETEHHUS HOBBIX HABBIKOB. [IpuMepsl
3aTaHMI:
. co3aath ceThb [leTpu, 0TOOpaxaromIyo MPUHIUI JUCKPEIIMOHHOTO YIIPaBICHUSI JOCTYIIOM,
B cpeae CPN Tools (U-TIK-2.2);
. co3aatk ceThb [leTpu, 0ToOpakaroIlyro MPUHIIUI POJIEBOTO YIPABIEHUS JOCTYIIOM, B Cpeie
CPN Tools (U-ITK-2.2);
. co3math cethb lleTpu, oTOOpaXKaroIy0 MPHUHIMII OTPAHUYEHHUI POJEBOTO YIPaBICHHUS
noctynom, B cpene CPN Tools (U-TTK-2.2).

3. Cnucok BONPOCOB M (MJIN) 3aJaHMIi 1JIA MPOBEAeHHUST aTTeCTANI
Bomnpocs! k 3k3amMeny 1o quciuminae «Mojenu 6e30MacHOCTH KOMIBIOTEPHBIX CUCTEM»
1. Monenu cucteM AUCKPEIIMOHHOTO pa3rpaHUIeHUs TOCTYIIa
1.1. Monens MaTpulisl JOCTYNoB XPY
1.2. Mozaens pactipoctpaneHus npas noctyna Take-Grant

2. Mojienu cucTeM MaHJIaTHOTO pa3rpaHUYeHHs TOCTyIa
2.1. Monens bennma—1Jlallamya
2.2. Monenb cucTeM BOEHHBIX COOOIIIEHUIA

3. Monenu 6e30nmacHOCTH HHPOPMAITMOHHBIX TOTOKOB
3.1. ABToMaTHas MOJIe)Ib 0€30ITaCHOCTH MH(POPMAITMOHHBIX ITOTOKOB
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3.2. [IporpammMHast MoOzieJib KOHTPOJISI UH()OPMAIIMOHHBIX TOTOKOB
3.3. BeposTHOCTHast Moienb 6€30MacHOCTH MH(GOPMAIIMOHHBIX TTOTOKOB

4. Mogenu poJsieBOro pa3rpaHu4eHus 10CTyna
4.1. TIoHsATHE POJIEBOTO Pa3TpPaHUYEHHUS JOCTYyIa
4.2. bazopas mogens PPJI

4.3. Mognens anmuauctpupoBanusi PP /]

4.4, Mopaens manaatHoro PPJ]

5. CyOBEeKTHO-OPHEHTHUPOBAHHAS MOJICITh H30JUPOBAHHON MTPOTPAMMHOMN CpEJIbI
5.1. OcHOBHBIC TTOHSATHS
5.2 bazogas Teopema UTIC

6. [IpoGieMbl MprMeHEeHHs MOJIeNel OE30MaCHOCTH MTPH MOCTPOSHUH 3alMIICHHBIX
KOMIIBIOTEPHBIX CHCTEM

6.1. [IpoOema aieKBaTHOCTH peaU3aluy MOJETH 0€30IaCHOCTH B peallbHOU
KOMITBIOTEPHOU CHCTEME

6.2. O6ocHOBaHME MOMUTHKH Oe3omacHoro agmuuuctpupoBanus OC cemeiicte Windows

@oH/1 OLIEHOYHBIX CPECTB /IS MPOBEIeHU TeKylIel H MPOMeKYTOYHOI aTTecTallnu
CTY/IEeHTOB MO JucHUIInHEe «Moaenu 60e30MacHOCTH KOMIBIOTEPHBIX CHCTEM
1. OcHoBHbBIE OHSITHUS U ONIpeJeIeHHs, HCIIO0JIb3yeMble IPH ONMCAHUM MO/IeJIei
0€30MacHOCTH KOMIbIOTEPHBIX CHCTEM
1.1. DnemMeHTHI TEOPHUH 3aIIUTHI HHPOPMAIHH
1.2. MatemaTH4eCKHE OCHOBEI MOJIENIEH 0€30I1aCHOCTH
1.3. OcHOBHBIE BUJIBI MOAEIIENH 0E30IIaCHOCTH

2. Moaenu cucTeM AUCKPEHMOHHOI0 Pa3rpaHUYeHHs 10CTyna
2.1. Mogens Matpuibl 1octynoB XPY
2.2. Mopens pacnpocTpaneHus npas goctyma Take-Grant

3. Moaeiu cucteM MaHIATHOIO pa3rpaHUYeHHUsI J0CTyNa
3.1. Monens bennma—1Jlallamyia
3.2. Mopenb cCUCTEM BOEHHBIX COOOIIEHMIT

4. Moaeau 6e30nacHOCTH HHGOPMALIMOHHBIX NOTOKOB

4.1. ABTomaTHas Moiesib 0€30MacCHOCTH UH(POPMAITMOHHBIX IOTOKOB
4.2. IIporpammMHasi MOZieJib KOHTPOJISI UH(OPMAIIMOHHBIX TOTOKOB

4.3. BeposiTHOCTHAst MOJIENb O€30MacHOCTH HH(OPMAIIMOHHBIX TOTOKOB

5. Mojesn poJieBOro pasrpanuveHus J10CTyna
5.1. [TonsiTHE PONIEBOTO pa3rpaHUUEHUS JOCTYIIA
5.2. bazoas mozens PP/]

5.3. Monens anmMunuctpupoBanus PP /]

5.4. Monens marmatHoro PPJ]

6. Cy0beKTHO-OPUEHTHPOBAHHAS MO/IeJIb M30JITHPOBAHHON MPOrPaMMHOI CpebI
6.1. OcHOBHBIE HOHATHUS

6.2 Bazosas Teopema UTIC

7. OcHoBHble kpuTepuu 3ammmenHocTu KC. Kinacenl 3ammmennocru KC.
7.1. OcHOBHBIE KpUTEpUH OLIeHKH 3ammuiienHoctu KC
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7.2. Cranmapt oueHku 6e3onacHocTH KomibloTepHbIX cucteM T CSEC («OpamkeBast KHUTa)
7.3. Konnernus 3ammtel KC u CBT no pykoonsmum nokymentaM @CTIK Poccun
7.4. O6mue kputepuu Oe3onacHocTd nHpopMaroHHbIX TexHonorui (Common Criteria)

8. IIpo6yieMbI MpUMeHeHHUsI MojIeJIei 0e30NMACHOCTH MPU MOCTPOEHHH 3aIUIIEHHBIX
KOMIIBIOTEPHBIX CHCTEM

8.1. Ilpobaema aieKBaTHOCTH pean3aluy MOAETH 0€30MacCHOCTH B peallbHOW KOMITBIOTEPHOI
cHcTeMe

8.2. O6ocHOBaHKe MONMTHKH Oe3omacHoro agmuuuctpupoBanus OC cemeiicte Windows

4. IlepeyeHb KOMIIETEHIIUIA, ITaNbI UX (OPMUPOBAHUS, ONIUCAHME NIOKA3aTe/IeH U
KpHUTepHeB OLlCHMBAHHUS KOMIIETEHIUI HA PA3JIMYHbIX 3Tanax ux GopMupoBaHus,
ONMHCAaHUE MIKAJbI OLleHUBAHUS

4.1.1lIkana oueHUBaHUA C(POPMUPOBAHHOCTH KOMIIETEHIIHIi U ee oMM CcAHHe

OnenuBanue ypoBHS C(HOPMHUPOBAHHOCTH KOMIIETCHIIMH B IPOILECCE OCBOCHUS
JUCLUHUIIMHBI OCYIIECTBIISIETCS O CIAEAYIOIIEH TPEXypPOBHEBOU LIKAJIE.

IToporoBslii ypoBeHb NpeAnoaaracT OTPAKEHUE TEX OKUAAEMBIX PE3YJIbTATOB, KOTOPHIE
OTIpeeNAI0T MUHUMANbHBIM HaOOp 3HaHWM M (WJIu) yMEHUH U (MJIM) HABBIKOB, MOJYYEHHBIX
CTYJEHTOM B pe3yJIbTaTe€ OCBOCHUS TUCUUIUIMHBIL. [IopOroBbiil ypoBeHb SBISETCS 0053aTENbHBIM
YPOBHEM JJIsl CTY/IEHTa K MOMEHTY 3aBEPILECHHS] UM OCBOCHHUSI IaHHOW JUCHUILINHBL.

IIpoaBUHYTHI YypOBeHb IIpeIoyiaraeT CoCOOHOCTh CTYJEHTa MCIOJb30BaTh 3HAHMS,
YMEHHUsI, HABBIKK U (WJIM) OMBIT JIEATEIbHOCTH, MOJyYEHHbIE P OCBOCHUU TUCIUIUIMHBI, IS
peuieHus mnpodeccuoHanbHBIX 3anad. [IpoABUHYTBHIH ypOBEHb IPEBOCXOAUT IOPOTOBBIN
YPOBEHb.

Bbicokuii ypoBeHb IIpeaoaraeT CioCOOHOCTh CTYAEHTA UCII0JIb30BATh TOTEHIINAT
WHTETPUPOBAHHBIX 3HAHUH, YMEHUI1, HABBIKOB U (MJIM) OMBITA ACATEILHOCTH, MOJYYCHHBIX PU
OCBOEHUU JAUCLHUILINHBL, JJI1 TBOPUYECKOTO pelIeHUs TPO(ecCHOHANIbHBIX 33a4 U
CaMOCTOSITENIbHOTO MTOUCKA HOBBIX MOJX0/10B B X PEIIEHUH ITyTeM KOMOMHUPOBAHUS U
MCIIOJIb30BAaHUsI U3BECTHBIX CIIOCOOOB pEIIeHUs] IPUMEHNUTEIBHO K KOHKPETHBIM YCIOBHSIM.
BrICOKMIT YpOBEHB ITPEBOCXOIUT IIOPOTOBBIN YPOBEHbD.
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5. Meroanuyeckue peKOMEHAAIUN NMPENOAABATENI0 MO NMPoLeype OLeHUBAHUS 3HAHNM,
YMeHH i, HABBIKOB U (MJIM) ONBITA JeATeJIbHOCTH, XapaKTePU3YyOIUX 3TAMbI
¢GopMupoBaHKus KOMIIETEHUIH I

Lenpro mpoLenypbl OLEHUBAHUS SIBJISETCS ONPEACIICHUE CTEIIEHU OBJIAJICHUS CTYJIEHTOM
0XKHMJIaeMbIMU pe3yibTaTaMu OOydeHUs (3HAHUSIMHU, YMEHHUSIMHU, HABBIKAMH M (WJIH) OMBITOM
JIeATEITLHOCTH ).

[Ipouienypa olieHMBAaHUS CTENEHU OBIAACHUS CTYJACHTOM OXKHJAEMBIMHU pe3yJbTaTaMu
00y4eHHs OCYIIECTBISETCS ¢ TOMOIIbIO METOAMUECKUX MaTEePHAIIOB, IIPEICTABICHHBIX B pa3jiele
«TuroBbie KOHTPOJIBHBIC 3a/IaHUS WJIA MHBIE MaTepUaIbl, HEOOXOIUMBIC JJIs OLICHKH 3HAHUH,
YMEHHM, HAaBBIKOB M (WJIM) OMbITa JEATENILHOCTH, XapaKTEPU3YIOIIUX 3Tarbl (OpMHUpPOBAHUS
KOMIIETEHLINI»

6. Kpurepuu oueHMBaHUS CTeNEHH OBJIA/ICHUS] 3HAHUSIMU, YMEHUSIMH, HABBIKAMH U
(WIH) ONBITOM /IeSITeJIbHOCTH, ONPeAeAIolue YPOBHU C(POPMHUPOBAHHOCTH
KOMIIEeTeH U

IToporoBslii ypoBeHb (0011IME XapaKTEPUCTUKH ):

*  BJIaJICHHE OCHOBHBIM O0BEMOM 3HAHUM 110 TPOTpaMMeE JTUCIUILINHBL;

*  3HaHWE OCHOBHOM TEPMHHOJOTHH JTaHHOW OOJNACTH 3HAHHM, CTUIMCTUYECKU TPAMOTHOE,
JIOTUYECKH MPABUIIBHOE U3JI0KEHUE OTBETA HA BOMPOCHI 0€3 CYIIECTBEHHBIX OIITHOOK;

*  BIJIaJICHHE HMHCTPYMEHTAapUeM JHCLUMIUIMHBI, YMEHHUE €ro HCIOJb30BaThb B PELICHUU
CTaH/apTHBIX (TUIIOBBIX) 3a]1a4;

*  CHOCOOHOCTH CaMOCTOSITENIBHO MPHUMEHSITh THUIOBBIE pEIIEHUS B paMKax padodyeit
MIPOTrpamMMBbl TUCHUTUTAHBI;

*  YCBOGHHE OCHOBHOW JHUTepaTypbl, pPEKOMEHJIOBaHHOW pabouell  mporpammoit
JTUCUUTITAHBI;

*  3HaHue 0a30BbIX TEOPUH, KOHIICTILNN U HAMPABICHHUH 110 H3y4aeMOW JUCIHUILINHE;

*  caMocCTOsITeNbHAs paboTa HAa MPAKTUYECKUX U JTAOOPATOPHBIX 3aHATHUSX, IEPUOIUUECKOE
y4acTue B TPYIIOBBIX OOCYXKIEHHUSX, OCTATOYHBIN YPOBEHb KYJIbTYPHI HCIOIHEHUS
3aJlaHuH.

IIpoaBMHYTHI YpoBeHb (001IME XapaKTEPUCTHKH):

*  TIOJIHBIC U CHCTEMATU3WPOBAHHBIE 3HAHHUS B 00BEMe IPOTPAMMBI JUCIUTUIHHEI,

*  HCIOJB30BaHME OCHOBHOM TEPMMHOJOTHHM JaHHOM 00JacTH 3HAHWUH, CTHUIIMCTHYECKU
IpaMOTHOE, JIOTHYECKH IPABHIBFHOE HM3JI0KEHHE OTBETa HAa BONPOCHI, YMEHHUE JeaTh
BBIBO/IbI;

*  BIQJICHWE HWHCTPYMEHTApHEM JUCIHIUIMHBI, YMEHHE €ro HWCIOJb30BaTh B PEIICHUU
y4eOHBIX U MPO(ecCHOHAIBHBIX 33/1a4;

*  CIIOCOOHOCTb CAMOCTOSITEIILHO peIlaTh CIOXKHBIE 3a/1auu (ITpobiemMbl) B paMkax paboueit
IPOTPaMMBbI TUCIHUTLIHHBL,

*  YCBOGHHE OCHOBHOW WU JONOJHMUTENBHOM JHUTEpaTyphbl, PEKOMEHIOBaHHOH paboueit
IPOTPaMMO¥ TUCTIMILIIHHEI,

*  yYMEHHE OpHMEHTHpPOBAThCA B 0A30BBIX TEOPHSIX, KOHUEMIMAX W HANpaBICHHUSIX II0
W3y4aeMOol TUCIUIUTIHE U 1aBaTh UM CPABHUTEIBHYIO OIICHKY;

*  camocTosATeNbHas paboTa Ha MPAKTHUYECKUX U JaOOpaTOPHBIX 3aHATHUAX, y4dacTHE B
IPYNIIOBBIX 00CYKICHUSAX, BBICOKUN YPOBEHb KYJIbTYPbI UCIIOTHEHUS 3aJaHUH.

Bbicokuii ypoBeHb (0011I1€ XapaKTEPUCTUKH ):
*  CHCTEMAaTH3WpPOBaHHBIC, TIIyOOKWE W TIOJHBIC 3HAHHS IO BCEM pasjeliaM JUCIUTLINHBL
*  TOYHOE WCIOJ30BaHWE TEPMUHOJIOTUMA JaHHOW OO0JacTH 3HAHWUN, CTHIMCTUYECKH
TPaMOTHOE, JIOTUYECKU IMPaBUIBHOE HM3JI0KEHHE OTBETa Ha BOIPOCHI, YMEHHE JCNaTh
000CHOBaHHBIE BBIBOJIBL;



*  Oe3ympeuHoe BiaJleHUE WHCTPYMEHTApHUEM JUCIUIUIMHBI, YMEHHE €ro MCIOJIb30BaTh B
MOCTAaHOBKE U PEIIEHUH HayYHBIX U IPOPECCHOHATIBHBIX 3aa4;

*  CIIOCOOHOCTH CaMOCTOSITENIFHO M TBOPYECKH peIlaTh CIOXKHBIE 3a7aud (mpoOjeMbl) B
paMkax pabodel IporpaMMbl JUCLUILIMHBI,

. [IOJIJHOE U TIJIyOOKOE€ YCBOEHHME OCHOBHOW M  JONOJIHUTEIBHOW JIUTEpaTyphl,
PEKOMEHI0BaHHOM paboyell IporpaMMoi JUCLUILIMHEI,

*  yMEHUE OpPHUEHTUPOBATHCS B OCHOBHBIX TEOPHSAX, KOHLENLIMIX M HAIPaBICHUAX IIO
M3y4aeMOM IUCLUUIUIMHE U JaBaThb UM KPUTHYECKYIO OLICHKY;

*  AaKTHBHAas CaMOCTOSTEIbHAas paboTa Ha MPAKTUYECKUX M JIAOOPATOPHBIX 3aHATHSIX,
TBOPYECKOE Yy4yacTUe B TIPYNIOBBIX OOCYXIEHUSAX, BBICOKUH YpPOBEHb KYJIbTYPHI
VCITOJIHCHMS 3aJaHUN.

7. Onucanue npoueaypbl BbICTABJICHHUS OLEHKH
B 3aBucumocTu oT ypoBHS C(HOPMHUPOBAHHOCTH KaXKIOW KOMIETEHIIMH MO OKOHYAHUH
OCBOEHUS JUCLMILIMHBI CTYIEHTY BBICTABIIACTCS OLICHKA.

O1eHKA 0TBETAa HA DK3aMeHe

DK3aMEHAIMOHHBIN OTBET OICHUBACTCA 1O 4-X OaJIbHOM CHCTEME, B COOTBETCTBHE C
KOTOPOM BBICTABIISIFOTCS] OLICGHKH «OMAUUHOY», «(XOPOUL0», «YOO0BICMEOPUMETbHOY,
«HEYO061eMBOPUM ETILHO .

[IpaBuia BeICTaBICHHUS OILICHKH:

OIICHKA «OMJAUYHO» BBICTABISETCA CTYJIEHTY, €CJIM OH BJAJCeT MaTepHalioM
JTUCIUTIIMHBI, Y€TKO OTBEYAET Ha BOMPOCHI, HMEET CHCTEMHBIN B3IJISI1 HA MaTepyajl JUCITUTIIINHBI,
crocoOeH pa3dupaTh 0oJiee CIOXKHBIE IPEIaracMble €My Cllydan, HE UCIBITBIBAET CIOKHOCTEN
MIPU PEIICHUN MTPAKTHYSCKUX 3adaHHH;

OIICHKA «XOPOUL0» BBHICTABIISIETCS CTYICHTY, €CJIM OH TBEP/I0 3HACT U IOHUMAET MaTepual,
TPaMOTHO M IO CYIIECTBY M3J1araeT €ro, He JOMYCKAeT CYIIECTBEHHBIX HETOYHOCTEH B OTBETAX,
MPABWIILHO MPUMEHSET TEOPETUUYCCKUE TIOJOKEHUS TIPU PEIICHUU TPAKTHYECKUX BOIPOCOB U
3a/1a4, BJaJeeT HEOOXOIMMBIMU HAaBBIKAMH M IIPUEMaMH UX BBITIOJTHCHHS;

OIICHKA «y0086/1eme0pUmebH0» BBICTABISICTCS CTYJIEHTY, €CIM OH HMEET 3HaHUS
OCHOBHOT'O MaTepuaja, HO He YCBOWII €ro JeTaJIel, 3HaeT JUCIUILINHY TOJIBKO B TOM BHJE, KaK
OHa OBUTA eMy IMpernojaHa, HO TPUXOTUT B 3aMEIIATEIbCTBO OT COMYTCTBYIOIIMX H/HITH
HaBOAIITUX BOIPOCOB, HCIIBITHIBAET 3aTPYTHCHHSI TIPHU BBITOTHECHUH TIPAKTHYCCKUX PabOT;

OIICHKA «HEYO06/1€MEOPUMEIbHO» BBICTABIACTCS CTYJICHTY, KOTOPBIM HE 3HAeT
3HAUUTENBHON YacTH TMPOTPAaMMHOIO Marepuana, JOMYCKAaeT CYIIECTBEHHBbIC OIIMOKH,
HEYBEPEHHO, C OONBIIMMU 3aTPYJHEHUSIMH U OIIMOKAMHU BHITIONHSAET MPAKTUYECKUE 3aTaHMUSL.
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IIpunoxenne Ne2 k paboueil nporpaMme TUCHUILINHBI
«Mojean 0€30IaCHOCTH KOMNIbIOTEPHBIX CHCTEM)

MeTOIlI/I‘IeCKI/Ie YKazaHusd 1Jisl CTYACHTOB 110 OCBOCHHIO JHCHUIIJINHBI

OcHoBHOM (hopmMOIl H3JI0KEHUS Y4YeOHOro Marepuaja Io JucHHMIUIMHEe «Mogenu
0€30MacCHOCTH KOMIBIOTEPHBIX CHUCTEM» SBISIOTCS JIEKIIMH, YTO CBS3aHO, MPEXKIE BCEro, ¢
JIOCTaTOYHO BBICOKUM YPOBHEM aOCTPAaKTHOCTH M3ydaeMbIX B Kypce MoHATHi. [lo GonbIIMHCTBY
TEM TMPEIyCMOTPEHbl MPaKTUYECKHE 3aHATHs, IEJIbI0 KOTOPBIX SIBIISETCS 3aKpeIieHUe
JIEKIIMOHHOTO MaTepuaja IyTeM pelIeHUs CIelualbHbIM 00pa3oM NoH00paHHBIX 3a7ady U
YIPa)KHEHUH.

s ycnenrtHoro ocBO€HUs AUCLUIUIMHBI BaXKHO CaMOCTOSTENIBHOE PEIIEHUE JOCTaTOYHO
OompIroro Habopa XOpoIo MoMOOpaHHBIX 3a/1ad, KaK B ayJAHTOPHH, TaK M CAMOCTOSTEIHHO B
KayecTBe JoMalmHuX 3amaHuil. [lpumepsl pemeHus 3amay pa3duparoTcs Ha JEKUIUSAX U
MPaKTUYECKUX 3aHATHUSAX, MPU HEOOXOAUMOCTH IO HamboJsiee TPYIAHBIM TeMaMm MPOBOISTCS
JIOTIOJIHUTEIbHBIE KOHCyJIbTallMu. (OCHOBHas LENb pELIeHUs 3aJad — I[OMOYb YCBOUTH
dbyHIaMEHTaJIbHBIE TOHATUS M OCHOBBI MaTE€MaTW4YeCKOW JOoTUku. [l pemeHus 3amad
HEOOXOUMO HE TOJIBKO 3HATh, HO M MOHMMATh JIEKIIMOHHBIN MaTepuan. [loaToMy B mporecce
W3y4YEHUsl JUCHUIUIMHBI PEKOMEHIYETCS peryispHas paboTa C KOHCHEKTaMH JIEKIUH U
PEKOMEHI0BaHHOM JIUTEPATypPOH.

Bonbioe BHUMaHMEe OHKHO OBITH YIEICHO BBIMIOJHEHUIO JOMaIIHe paboTel. B kauecTBe
3aJJaHUM JJIs CaMOCTOSITENIbHOM paboThl IoMa CTyI€HTaM MpeJjiaraloTcs 3a1ayu, aHaJOTUYHbIE
pa300paHHBIM Ha JICKIUAX W MPAKTUYECKHUX 3aHATUAX WIIM HEMHOTO 0o0Jiee CIIOKHBIEC, KOTOPHIE
ABIIAIOTCS PE3YIbTATOM OOBEIMHEHHSI HECKOJIBKUX 0a30BbIX 3a/1ad.

Jnst mpoBEepKM U KOHTPOJISL YCBOCHHS TEOPETHUYECKOTO MaTepHalia, MPUOOPETEHHBIX
MPAKTUYECKUX HABBIKOB Pa0OThl ¢ OCHOBHBIMU TOHSATHUSMU B T€YCHHE OOYUYEHMS MPOBOJSATCS
MEpOTIPUATHS TEKYIIEH aTTecTallii B BHJIE YCTHOTO OMNpOCa Ha MPAKTUYECKUX 3aHATUSAX U
KOHTpOJbHON paboTel. Takke MNPOBOAATCS KOHCYJIbTaMKM (MPH HEOOXOAMMOCTH) IO
JIEKIIMOHHOMY MaTepuaiy ¥ pa30o0py HEKOTOPBIX 3aJIaHUM JIJIsi CAMOCTOATEILHON PabOTHI.

B koHIE M3y4yeHUs1 TUCUUIUIMHBI CTYJIEHTHI CAAIOT SK3aMEH. DK3aMeH MPUHUMAETCA IO
HK3aMEHAIMOHHBIM OMJIETaM, KaX bl 13 KOTOPBIX BKJIIOYAET B CEOsI IBA TEOPETHUECKUX BOIIPOCA.
bunetsl GopMupyroTCS Ha OCHOBAaHMM CIUCKa BOMPOCOB K IK3aMEHY, KOTOPBI OXBAaTHIBAET
MOJIHOCTHIO BCIO MPOTpaMMy IUCHMIUIMHBL. Ha camMocCTOoATEeNbHYI0 TOATOTOBKY K ASK3aMEHY
BbIIETsieTCsl 3 JHS, BO BpeMs TMOATOTOBKM K DOK3aMEHy MpelycMOTpeHa TpyIoBas
KOHCYJIbTAITHSI.

Y4eOHO-MeTOAHYECKOE 0O0ecTIeYeHue
CaMOCTOSITE/IbHOI PadOTHI CTYIEHTOB MO JUCIUIJINHE

JI1st caMOCTOSITENbHON pabOThl PEKOMEH/IYETCS MCTIONIb30BaTh YUCOHYIO JIUTEPATypy, YKa3aHHYIO
B pazzene 8.

Jlnst mo1oopa MOMOTHUTENIFHOTO MaTepraia PeKOMEHIYeTCsl HCIOIb30BaTh HHTEPHET-PECYPCHI:
1. OneKTpoHHas 6ubnuoreka y4eOHBIX MaTEepUaJIoB SApl'y
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

2. DnekTpoHHO-O0uOMoTeynas cucrema «tOpaiir https://www.biblio-online.ru/

3. DiekTpoHHO-OMOIMOTEUHast cucTeMa «Jlanpy http://e.lanbook.com/

Jomyckaercs ucrnonb3oBanue pecypcoB habr.com, researchgate.net u HHBIX TOZOOHBIX PECYPCOB.
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