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1. Cnocob6 u popmbl NnpoBeaeHUA NPAKTUKU

Opranuzanus, crnocod u ¢Gopma HPOBEACHUE MPAKTHKH Ompeaessiercs mojioxenuem «O
NPOBEICHUH MPAKTHKH KaK KOMIOHEHTa 00pa30BaTeNIbHOW MPOTpPaMMBbI, peaan3yemMoro B ¢opme
IPAKTUYECKOM TMOJArOTOBKH, JUIsl CTYJIEHTOB, OCBauBalOUIMX 0Opa3oBaTeNbHbIE IPOIPaMMBbI
BBICIIETO 0Opa30BaHUs», YTBEepkKIEeHHOro mnpukazom pekropa ®PI'BOY BO Spl'Y um. ILT.
Jemunosa. JlaHHOE MOOXKEHHUE PACTIPOCTPAHSIETCsl Ha 00pa3oBarenbHbIe TporpaMmel (nanee — OIT)
BBICIIETO 00Pa30BaHUs — MPOrpaMMbl OakagaBpuara, CleUaTUTeTa, MaruCTPaTypbl U MPOrpaMMBbI
MOJATOTOBKM KaJpOB BhICHICH KBaTM(PHUKAINU, — peaTu3yeMble B COOTBETCTBHU C (eaeparbHbIMU
rOCyJapCTBEHHBIMH 00pa30oBaTeIbHBIMU CTaHIAPTAMU BBICIIETO OOpa3oBaHMs, U Ha Bce (HOPMBI
MOJIyYEHHUs BBICIIETO 00pa30BaHUsA, BKIIOYAs OUYHYIO0, OYHO-320YHYIO M 3a0uHyl0. JlaHHas yueOHas
npaktuka ctpoutca Ha ocHoBaHuu P@I'OC BO No 1459 ot 26.11.2020 r. Ha cnenuaabHOCTb
10.05.01 «KommproTepHasi 0€30MacHOCTbY», MO MpoduIo «MaTeMaTHYECKUE METOJbI 3aIUThI
uHpopManumy.

Buo npakmuxu — npou3BoJICTBEHHAs IIPAKTHKA.

Tun npakmuxku — TpakTUKa IO TOJYYEHUIO NPOPECCHOHAIBHBIX YMEHHM M OIbITa
PO EeCCHOHAIBHON JESTEIHbHOCTH.

Cnocob nposedenus npakmuku — CTallMOHApHAs.

Mecmo nposedenus mexnoa02uuecKkoll NPAKMUKU . IPaKTUKA 10 MOJIYYEHUIO
npo¢eCCHOHATIBHBIX YMEHUH U OIbITa IPO(PECCUOHATBHOMN EATETFHOCTH MMPOBOAUTCS JINOO B
pOo(UIBHBIX OPTaHU3aLIMAX, PACIIOJI0KEHHBIX Ha TEppUTOpUH roposaa SApocnasis, 1160 B
CTPYKTYpPHBIX nojpasaeneHusx Apl'Y.

Bpemsa nposedenus npakmuxu — 5 xypc 10 cemectp.

2. MecTo NPaKTHKHU B CTPYKTYype 00pa3oBaTe/ibHOM NPOrpaMMbl

[{enbro MPAKTUKH MO MOJIYYECHUIO MPO(EeCcCHOHATBHBIX YMEHUHN U OMbITa MpodeccuoHaIbHON
JESATENIbHOCTH  SIBJSIIOTCS  CUCTEMaTHu3alusl, paclUIMpeHue, 3aKpelvleHHue U YIriyOJeHUIo
npo(ecCHOHANBPHBIX 3HAHHM, MONYyYEHHBIX B pe3ylbTaTe W3YUYCHHs TUCIHUIUIMH HAMpaBiICHUS U
CHENHATBHBIX JUCHUILIMH MPOQMIBHOW MPOTpaMMbI MOJITOTOBKH B 00JACTH HWH(GOPMAIIMOHHOMN
0e30MacHOCTH U MaTEMaTHUYECKUX METOJI0B 00paOOTKH U 3alUTHl HHGOPMAIUH.

VYriybneHHoe n3y4eHne BCTPOSHHBIX MEXaHU3MOB 0€30I1acHOCTH onepauoHHbIx cuctem (OC)
Windows u Linux; npuoOperenue HaBbikoB aaMmuHuctpupoBanuss OC Windows u Linux;
yriyoneHHoe uzydenue Active Directory (AD), mpuoOpereHue HaBBIKOB HACTPOMKM Oe3omacHon
pabotsl qomerna Windows.

OBnageHne HEOOXOAMMBIMU MPO(GECCHOHATBHBIMU KOMIIETEHIIMSIMA U COBEPILIEHCTBOBAHHE
HaBBIKOB  HCIIOJB30BaHMUSA TPOTPAMMHBIX W  MPOrPAMMHO-AIMAPATHBIX  CPEACTB  3aIIUTHI
uHpOpPMalLIMY, B TOM YHCIE OTEYECTBEHHOIO MPOM3BOJICTBA, C YYETOM 3HAHUS PEaIM30BAHHBIX B
HUX MaTeMaTHYECKUX METOIOB 3alIMThI HH(POPMAIMU U 00JIaCTH PUMEHEHUSI.

OcHOBHOH 3ajayeil TEXHOJIOTMUYECKOW TPAaKTUKHU SBISIETCd TNpPUOOpPETeHHE OIbiTa B
NpaBUIBHOM € TOYKM 3peHus 0e30MmacHOCTH HacTpoiike coBpeMeHHbIX OC U HMX ceTeBOoro
B3anMOJIecTBHs. Bo Bpems MpakTUKU MO TMONYYEHHIO MPO(EeCCHOHATBHBIX YMEHHH U OIMbITa
npo¢eCCHOHATLHOM 1eATeNTbHOCTH CTY/ICHT JOJDKEH:

U3YUUmMD!

— mpaBa M TPUBHWIETHH TIOJNB30BaTENCH, CHCTEMHBIE YyUYeTHBIC 3alUCH, ayJIuT,
nporiecchl UAeHTU(UKAIMK, ayreHTHuKanmu W aBTopu3anuu, UserAccountControl B OC
Windows;

— MmpaBa TONIb30BaTeNiell, mporecchl  WACHTU(DUKAIMKM, ayTeHTHQHUKAUU U
aBTopusaruu B OC Linux;

— Bosmoxknoctu Windows Firewall u iptables;

— mpotokonel NTLM, Kerberos, SMB;



— ynpasienue gomenoM Windows ¢ moMombpio rpynnoBbIX MOJUTHK.
6bINOJIHUM.

— cozgark gJomeH Windows 13 HecKoJIbKuX pabo4ymx CTaHIMK U KOHTPOJUIepa JOMEHa,
MOJIETIMPYIOIIEr0 CeTh HEKOTOPO OpraHn3aIiu;

— co3JaTh  Y4YeTHbIE 3amMcH s padoOThl  Ha
aJIMUHHUCTPUPOBAHUS pabOYMX CTAHILMH, JJIs1 KOHTPOJIJIepa JOMEHa;

— BBINOJIHUTh AHAIU3 3alUIIEHHOCTH JOMEHA: IPOAHATU3UPOBATH BO3MOXKHOCTh
MOJIyYEeHHUsI TPaB JIOKAIBHOTO AJAMHUHUCTpPATOpa Ha pabOuYMX CTaHLUAX, MPOBEPUTH BO3MOKHOCTh
NOBBIIICHUS TPUBWICTHH Ha pPabodmX CTaHOUSAX M T. JA.; HNPOAHAIN3UPOBATH YA3BUMOCTH K
COBPEMEHHBIM KCIUIOUTAM.

[TpakTHKa TODKHA MOATBEPAUTH, YTO CTYJCHT YMEET OpPraHM30BaTh CBOHM TPy, BIaaeeT
HE0O0XOIMMBIMU MeTo/1aMu cOopa, XpaHeHus1, 00paboTku nH(OpMaIH, TPUMEHIEMBIX B cepe ero
npodecCHOHANBHON JAEATETBHOCTH; a TaKXKe SBISAETCS T'PAMOTHBIM CIEHHAINCTOM B 00JIaCTH
3aIUThl HHOOPMAIMH U CTIOCOOCH yCIEIHO paboTaThk MO BEIOPAaHHOMY HAIPABICHHIO.

pabouux  CTaHUMSX, IS

3HaHuAg U HAaBBIKH, ITOJYUYCHHBIC U 3aKPCIIJICHHLIC B PE3YJIbTATC IIPOXOKACHUA MTPAKTUKHU I1O
MMOJIYYCHHIO HpO(I)eCCI/IOHaJ'IBHBIX y'MeHI/Iﬁ K OIIBITa HpO(i)CCCI/IOHaJ'IbHOI‘/'I JCATCIIbHOCTH,
HCIOJIB3YIOTCA CTYACHTAMU IIPpU pa3pa60TI<e KYPCOBBIX U BBIITYCKHBIX pa60T.

3. H.]'IaHI/IpyeMble pe3yJdbTaThbl oﬁyqe}mﬂ NpU MPOXO0KIACHUU IPAKTHKH, COOTHECECHHBLIE C
NJIAaHUPYEMBIMHU pe3yjJabTaTaMHi OCBOCHUSA OII cnemuasuTeTa.

[Ipouiecc mpoxoxaeHne MPaKTUKK HallelieH Ha (OPMUPOBAHUE CIAEAYIONINX KOMIIETCHIIUN B
cootBeTcTBUU ¢ PI'OC BO Neo 1459 ot 26.11.2020 nns cnenunanbHocTH 10.05.01 «KomnbroTepHas
0€30MacHOCTbY:

®opmupyemas
KOMIEeTEeHIUs
(xoa u popMyTHPOBKA)

NHaukaTop 10CTHKEHUS
KOMIIeTeHLIMH
(xoa u popMyJIMpOBKA)

Ilepeyennb
IJIAHUPYEMBbIX Pe3y/IbTaTOB 00y4eHus

Oo6umenpodgeccuoHalbLHbIE KOMIETEHITUN

OIIK-2.3 HUI-OIIK-2.3.1: 3HaeT COBpPEMEHHbBIE IIPOIPaMMHBIE U
Cnocoben mpoBoauTh | criocobeH nogoopats [1O | IPOrpaMMHO-aIIapaTHbIC cpenicTBa
CPaBHUTEIBHBIN MCXOJIA M3 OCTABJIEHHOM | 3aMTHl  MHGOpMAalUM, B TOM YHCIIE
aHajm3 U | 3a1a4H. OTE€YECTBEHHOI'O [IPOU3BOJICTBA,
OCYILECTBIIATh HI-OIIK-2.3.2: pCaliIM30BaHHBIC B HHUX MAaTEMAaTHYCCKHC
000CHOBaHHBIN BBIOOD | CIOCOOEH TPOBECTH METO/IBI 3aIMThI MH(GOPMaUK U 00IACTH
IpOorpaMMHBIX u | ayaut umeroutero [10 Ha | HX IPUMEHEHUS.

[IPOrpaMMHO- COOTBETCTBUE

arrapaTHbIX CpCACTB

MOCTaBJICHHOM 3a7a4e.




3amMUTHl  KHGOPMAIHH HN-OIIK-2.3_3: YmMmeer IIPOBOIUTH CpPaBHUTEIbHBIN
C yueToM | CnocoOeH g aHAJIU3 M OCYIIECTBISATH OOOCHOBAHHBIN
pCATM30BaHHBIX B HHUX | KOHKPETHON CHCTEMBI BBHIOOp TMPOTpaMMHBIX M IPOrPaMMHO-
MAaTEMATUYCCKUX OCYLICCTBIIATh arrapaTHbIX CpCACTB 3alllUThI
METOJIOB 000CHOBaHHBII BBIOOP uHdopmanuu, B TOM qyucClie

IIpOorpaMMHBIX U

OTCYCCTBCHHOI'O ITPOU3BOACTBA, C YUCTOM

MIPOrpaMMHO- peann30BaHHBIX B HUX MaTeMaTUYECKUX
anmapaTHbIX CPEACTB, MCTOZIOB AT pemeHus 3a/1a4
00€eCceYnBarOIINX poeCCHOHAIBHON JIEATEIHHOCTH.
BBICOKYIO

3alIUIICHHOCTD OT

Baaneer HABLIKAMH ayJura u

OpraHHU3alli MEPONPUITUN IO 3aIUTE
uHdopmanuu.

BpenonocHoro [10.

4. O0beM NPAKTHKHU COCTABJISIETO 3a4eTHBIX eAUHUIL, 216 akas. 4acos.

5. Coep:kaHue NPAKTHYECKOI MOATOTOBKH NMPH MPOBEIeHNU NMPAKTHKHA

Ne Tun(bl) NpakTUKH, ITANBI @®opMbI 0TYETHOCTH

n/n MPOXO0KICHUS NMPAKTHUKH

1 |YcranoBounas KoH(pepeHIHs OTtuer pyKOBOAUTENS PAKTUKU

OTMETKHU B JHCBHHKAX IPAKTUKU
CTYACHTOB

2 |IloAroToBUTENBLHBIA dTAl

OTMETKHU B JHCBHUKAX IMPAKTUKH

3 |[JTan BBINOIHEHUS pabOT 110 HHINBUIYATHHOMY TUTaHY
CTYJICHTOB

OTMETKHU B JHCBHHKAaX MMPaKTUKU

4 |9tan ohopmieHUs OTYETA IO UTOTAM MTPAKTUKU
CTYJICHTOB

3aH_[I/ITa OTUYCTOB 110 pE3yJIbTaTaM HpeﬂHHHHOMHOﬁ
MPAKTUKH Y PYKOBOAUTCIIA ITPAKTUKHN

OTMeTKHU B THEBHHUKAX MPAKTHKU
CTYJICHTOB

OTMETKHU B JHCBHHKAaX MMPaKTUKU

6 [HToroBas KoH(epeHLHs 0 TPAKTUKE
CTYZCHTOB

COI[Cp)KaHI/IC OTAllOB IPAKTUKH:

1. YcranoBoyHasi KOH(pepeHI U
2. TloAroTOBMTENbHBIH ITAN: WHCTPYKTAX IO OOLIMM BOMPOCAM; HHCTPYKTaX IO TEXHHKE
6e3omacHocTH. CocTaBieHHEe IEPBOHAYAILHOTO IJIaHa padoT.
3. OTan BbINOJHEHUs PadoT MO MHANBUAYAILHOMY IJIAHY
[IpoBenenne o0030pa CYLIECTBYIOIIMX MAaT€MaTHYECKMX MOJENIe M METOJIOB 3aIUThI
UHpOpPMAlIMK, HUCMONb3YEeMBIX I pelleHHs TNOocTaBleHHOM 3anaud. CpaBHHUTEIbHBIN aHaIU3
MaTeMaTHYeCKUX MoJiellell M METOJOB 3alluThl WH(pOpMalMM, BHIOOp Hambosiee MOAXOAIIEH
MOJIeNId, €€ KOPPEKTHpPOBKa WM pa3padoTKa alropuTMa, peaju3ylolero COBPEMEHHbIE
MaTeMaTHYeCKUe METO/bI 3alllUThl MH(OpMAINK, aHaIU3 Pe3yJlbTaToB. BbIOOp mporpaMMHBIX U




IpOrpaMMHO-aNapaTHbIX CPEACTB 3allUThl MH(POPMALUU, B TOM YHUCIE OTEYECTBEHHOI'O
IIPOU3BOJCTBA, C YYETOM pPEAJIU30BAaHHBIX B HHUX MATEMAaTHMYECKUX METONOB I PELICHUS
IIOCTABJICHHOU 33/1a4H.

OpHoil M3 3amau 3aja4eil MPOEKTHO-TEXHOJIOTMYECKON MPaKTUKU SBISIETCS MPUOOpETEHHE
OTIbITA B MPABWJILHOW C TOYKHU 3peHUsi 0e30macHOCTH HacTpoiike coBpeMeHHBIX OC M UX CeTeBOro
B3auMoJieiicTBuA. B pamkax 3TOi 3ajayu MOTYT BBIIIOJHEHBI TaKue PabOTHL: CO3JaHHE JOMEHa
Windows u3 HECKONBKMX pabO4YMX CTaHIHMKA M KOHTpOJJIepa JOMEHa, MOICITUPYIOIIEro CeTh
HEKOTOPOH OpraHu3alyy; CO3/JaHUE YYETHBIX 3amuceil Iis paboThl HAa pabOYMX CTAHIMSX, IS
aJIMUHUCTPUPOBaHMUA pabOuMX CTaHIMHA, A KOHTPOJJIEpa JOMEHA; BBIIOJHEHHWE aHalu3a
3alUIIEHHOCTH IOMEHA: BO3MOXXHOCTH MOJTYYEHHUS IpaB JOKAJIHHOIO aIMUHUCTpATOpa Ha pabounx
CTaHLUAX, BO3MOXKHOCTh TIOBBIIICHHUS TNPHUBWIETHMA Ha pabouyMx CTaHIUSAX W T. [.;
IIPOAHAIU3UPOBATH YA3BUMOCTb K COBPEMEHHBIM 3KCIUIOUTAM.

4. Drtan odopMJeHHUsI OTUYETA 10 UTOTAM NMPAKTHKH
Benenune aueBHuka mnpaktukd. OmnucaHue npojenaHHo pabotel. CocTaBiieHHE OTYETa 10
npakTuke. @DopMmynaHpoBaHHE BBIBOJOB M MPEAJIOKCHUNW IO OpraHu3alud — MPaKTHKU.
[IpencraBienue oTueTa v THEBHUKA MPAKTUKU.

5. 3amuTa 0T4YeTOB 1O pe3yabTaTaAM MNPOEKTHO-TEXHOJOTHYeCKOH TMPAKTHKUH Yy
PYKOBOJUTEJS IPAKTUKH
3amuTa oT4yera.

6. HroroBasi KoOH(pepeHU NS MO MPOEKTHO-TEXHOJOTHYECKOH MPaKTHKe
BricTymnenue Ha KOH(DEPCHIINH.

6. ®oH/I OLIEHOYHBIX CPEICTB
6.1 ®opMbI OLIEHKH 0 TEXHOJIOTMYECKOI MPaKTHKe.

ITo pe3yjibTaTaM MPOXOKACHUA MNPAKTUKH HPOBOJUTCA HTOroBaA KOH(i)epeHIII/HI, CTYACHTBI
TOTOBAT B HpOHSBOJ’IBHOﬁ q)opMe KpaTKUC MHANBUAYAJIBbHBIC ITIMCbMCHHBIC OTYCTHI O BBITIOJITHCHUHU B
X0[€ IMPAKTHUKHU BLI6paHHBIX 5009048 321,[[8.HPII>1, IMOJIYYCHHBIX ITPHU 9TOM 3HAHUAX, YMCHUAX U HABbIKAX.

6.2 Kputepum oueHnBaHus pe3yJibTaTOB NPAKTHKHU

OTyerbl O BBINOJHEHWU WHAWBUIYaJIbHBIX 33JaHUNA  3alUINAIOTCA  CTYJAEHTaAMH Y
PYKOBOJUTENS MPAaKTUKH C MPOCTAHOBKOW MM Jup@epeHIupoBaHHOr0 3ayera Mo Yy4eOHOM
IIPAKTHKE.

[Ipy BBIBEIGHWU OLEHKMA [OJDKHBI YYHTHIBATHCS HE TOJNBKO KadeCTBO BBITOJHEHHOTO
3aJaHMsl, OTBEThl CTYAECHTAa Ha TEOPETUYECKHE BOMPOCHI, HO U BCS JEATEIBHOCTb B IEPUOJ
MIPOXOXKJICHHS MTPAKTHUKH IO MOJTyYEHHIO MPO(EeCCHOHANBHBIX YMEHHH 1 OTIBITa PO ECCHOHATHLHON
NeSITeTbHOCTH.

OTuer TO TMpaKTHKE JMJODKEH OBITh W3JI0KEH TEXHWYECKH TPAMOTHBIM SI3BIKOM C
NPUMEHEHUEM DPEKOMEHJIOBaHHBIX TEpMHUHOB U aOOpeBuaryp. Ilpu 3amure oTtyera mo npaxkTHKe
OIICHWUBACTCS  COOTBETCTBHE WH(GOpMAIMH, TMPEACTABICHHOH B  OTYeTe, JaHHBIM U3
UH(POPMALIMOHHBIX PECypcoB O0IIero Joctyna cetu MHTepHeT, MaTepuasioB JEKIUi, yuyeOHOH U
TEXHUYECKOHN JTUTEPATYPHI.

IlepeyeHb TUIOBBIX KOHTPOJIbHBIX BOIPOCOB, 321aBaeMbIX IIPH 3aLLUTE 0TYETA O
MPOXO0KIEHUH MPOU3BOJACTBEHHOI MPAKTHKH:
— CewmeiictBo npotokosioB NTLM u npoGiemsl ¢ nx 6€30macHOCTHIO.



— CraHgapTHbIii TpoToKONI ayTeHTH(uKanun B fomeHax WindowsKerberos. AcnekTs

0€30I1aCHOCTH.

— CeMeiCTBO MPOTOKOJIOB JOCTYIIA K CETEeBBIM pecypcam SMB.
— Mogpens ynpasneHust qoctynom B Linux. Ipomeccs uaeHTUDUKAIIMH,

ayTeHTU(UKALUU ¥ aBTOPU3ALMH CyObEKTOB JIOCTYIIA.

— Mogens ynpasinerus goctymom B Windows. TIpomeccsl uaeHTH(GHKAINH,

ayTeHTU(UKALUY U aBTOPU3ALUU CYObEKTOB JJOCTYIIA.

— I'pynmnossie nonutuku Windows u ux npuMeHEHHUE IS OBBIICHHS 0€30I1aCHOCTH

KOPIIOPAaTUBHOM CETH.

— Bosmosknoctu 6panamayspa Windows.

Bosmosknoctu iptables.

— Ipunnun paboTsl, IPUMEHEHHE U 3aIUTa OT CETEBOr0 CKaHepa nmap.
— OCHOBHBIC TIOAXO/IbI K aHATU3Y 3aIIUIIEHHOCTH KOPIIOPATUBHOW CETH.

Ha 3amuTe npaktuku o0ydaromeMycs MOTyT OBITh 3a/1aHbl B TOM YHUCIIE CIEAYIOIINE BOIIPOCHL:

1.

o

10.

11.

12.
13.
14.
15.

IIpuBenure HOMEpa W Ha3BaHUS HECKOJBKHUX OCHOBHBIX IIPaBOBBIX HOPMATHUBHBIX
JOKYMEHTOB B cdepe  HMHPOPMALMOHHOW  OE30MACHOCTH,  PErIaMEHTHPYIOLINX
Pa3pabOTKYNOJIUTUKY YIPABICHUS JOCTYIIOM.

Kpatko pacckaxxure o0 Merogax pa3paOOTKU TOJUTHUK YIPABJICHHUS JIOCTYIIOM U
UHPOPMALIMOHHBIMM  TIOTOKaMH, MPEAYCMOTPEHHBIX  JEHCTBYIOIIMMU  IPABOBBIMU
HOPMAaTUBHBIMH JOKyMEHTaMU B cepe HH(HOPMALIMOHHON OE30MaCHOCTH.

Kparko pacckaxure o Meronax pa3paOOTKH IMOJIMTHK YIpaBlieHUs HH()OPMaMOHHBIMU
MOTOKAaMH B KOMITBIOTEPHBIX CHUCTEMaX, MPEAYCMOTPEHHBIX ACUCTBYIOIIMMH IPAaBOBBIMU
HOPMAaTHUBHBIMU JOKYMEHTaMH B cepe HHPOPMALMOHHON O€3011acHOCTH.

HazoBurte HEKOTOpbIE COBpEMEHHBIE IPOrpPaMMHBIE U IPOrPaMMHO-AINIapaTHbIE CPEACTBa
3alMThl  MHGOpMAalMM, B TOM 4YHCIE OTEYECTBEHHOIO IPOU3BOJACTBA, M UJACU
pEaTM30BaHHBIX B HUX MAaTEMaTHYECKUX METOJOB 3alIUThl MHpOpMAIMUA M 00JacTH HMX
PUMEHEHHUS.

Kpatko pacckaxxute O METOAMKE IIPOBEACHUS HKCIEPUMEHTAJIbHBIX MCCIEA0BaHUN
KOMIIBIOTEPHBIX ~CHUCTEM C LE€JIbI0  BBIABICHHS  YSI3BUMOCTEH, NpeayCMOTPEHHOU
JEHCTBYIOIMMH TIPAaBOBHIMH HOPMAaTHBHBIMH JIOKYMEHTaMH B cdepe HHPOpMAaImOHHOU
6e3onacHocTy. [IpuBeauTe HOMepa 1 Ha3BaHUS ITUX JOKYMEHTOB.

CemeticTBo npotoko0B NTLM u npo6ieMsl ¢ nx 0€3011acHOCTHIO.

CranpmapTHbelii npoTokon ayTeHTu¢ukanuun B JoMeHax Windows Kerberos. Acnekts
0€30MacHOCTH.

CemeiicTBO MPOTOKOJIOB JOCTYNA K ceTeBbIM pecypcam SMB.

Pacckaxkute kpaTko 0 Mozenu ynpasieHus AocTynoM B Linux. IIponeccs naeHTHduKanum,
ayTeHTU(UKALMU ¥ aBTOPU3ALMU CYObEKTOB JIOCTYTIA.

Pacckaxxute kpatko o0 Mozenu ynpasieHus jgoctynoM B Windows. Ilpoueccsl
UJCHTU(PUKALMY, AyTeHTU(UKAIIMHY U aBTOPU3ALIUU CYOBEKTOB JJOCTYIIA.

I'pynnoBeie noautuku Windows M HMX NpUMEHEHUE s MOBBILIEHUS O0€30MacHOCTU
KOPIIOPAaTUBHOM CeTH.

Bosmoxknoctu 6panamayspa Windows.

BosmoxHOCTH iptables.

[TpunHimn paboTel, IPUMEHEHHUE U 3allliTa OT CETEBOr0 CKaHepa nmap.

OcHOBHBIE MOAXO0/IbI K aHAJIN3Y 3alUIIEHHOCTH KOPIIOPATUBHON CETH.

Kpurtepuu oneHnBanus pe3yJbTaTOB NPAKTUKH

OneHka MO MPaKTUKE BBICTABISETCS PYKOBOAWUTEIEM MPAKTHUKUA OT Kadeapbl Ha OCHOBE

COACpKaHNUA OTUYCTa CTYACHTA, OT3bIBa PYKOBOAUTCIIA OT TMPCANPUATUA, BBICTYIUICHUA C
HpCSCHTaHHCﬁ U OTBCTOB Ha BOIPOCHI Ha KOH(I)epCHL[I/II/I o wuToraM IpaKTUKH. HpOBOI[I/ITCSI



co0OeceoBaHUs M0 pa3leiaM OTYeTa, AHAIU3UPYIOTCS OTBEThl CTYACHTOB Ha KOHTPOJIbHbBIE
BOTIPOCHI.

HpI/I BBIBCJACHUNW OLCHKHW OOJIKHBI YUYUTBIBATHCA HE TOJBKO KadY€CTBO BBIIIOJIHECHHOI'O
3alaHuA, OTBCTBI CTYACHTA Ha TCOPCTUICCKHUEC BOIIPOCHI, HO U BCA ACATCIBbHOCTD B IICPHUOI
MMPOXOKIACHUA HpOGKTHO-TGXHOJ’IOFH‘ICCKOﬁ IMPAaKTHUKH.

OTyeTr MO MNPAKTUKE JOJKEH OBbITh M3JI0KEH TEXHUYECKH TPAMOTHBIM S3BIKOM C
MPUMEHEHUEM PEKOMEHJIOBaHHBIX TEpMUHOB U abOpeBuaryp. Ilpu 3amuTe oTyera Mo MpaKTHKE
OIICHUBACTCS  COOTBETCTBHE WH(GOpMAIlMK, TMPEACTABICHHOW B  OTYeTe, JaHHBIM W3
MH(OPMALIMOHHBIX PECYpPCcOB 00IIero aoctyna cetu VHTepHET, MaTepualioB JICKIHM, yueOHOU U
TEXHUYECKOHN JTUTEPATYPHI.

7. IllepevyeHb OCHOBHOI U IOTMOJHUTEJIbHOH Y4eOHOM JIMTEPATYPbI, PECYPCOB
HH(OPMAIMOHHO-TEJIeKOMMYHHKAIMOHHOI ceTH « IHTepHeT» /Il MPOXO0:KAeHUS NPAKTHKH

a) OCHOBHAasI JIMTepaTrypa
1. Tamenbaym, 3., CoBpeMeHHBIE onepaiioHHble cuctemsbl / D. Tanenbaywm; [mep. ¢ anria. H.
BunbunHckoro, A. JlamkeBuua]. - 3-¢ u3z., CII6., [Tutep, 2020, 1115¢
2. Parosmn, 0. H. Opranmsanusi u ynpaplieHUE MOJApa3/e/ICHUEM 3alliuThl HHPOPMAIUU Ha
npennpusaTun : yuebnoe nocoodue / Parosun 0. H. , Mensauk B. A. - Cankr-nerepOypr :
LI UaTepmenus, 2019. - 240 c. - ISBN 978-5-4383-0180-6. - Tekct : anexrponHstii // ObC
"KoncynpTaHT cTyneHTa" : [caiiT]. - URL
https://www.studentlibrary. ru/book/ISBN9785438301806 html (mara oOpalleHus:
26.01.2020). - Pexxum 10CTyIA : 110 MOIITHCKE.
0) 10MOJIHUTEIbHAS JIUTEpPaTypa
1. MonnossH, A. A. IIpoTokoyibl ayTeHTU(UKAIMU C HYJICBBIM pas3riallicHHEM CceKpeTa : y4ueOHoe
nocooue / A. A. MonnossH, 1. H. MonnossH, A. b. Jleeuna. — Cankrt-IletepOypr : HUY UTMO,

2016. — 55 c¢. — Tekcer : anexTpoHHbIH // Jlanb : amexkTpoHHO-OMOMMOTeYHas cucrema. — URL:
https://e.lanbook.com/book/91498 (nara obpamenus: 26.01.2020). — Pexxum goctymna: 1uis aBTOpH3.
II0JIB30BATEIIEH.

2. Kocomamos, ). B.IIpoToKomnbI 3alIiIIEHHBIX BBEIYMCICHUH HA OCHOBE JIMHEWHBIX CXEM
paszeneHus cekpera : yuedHoe nocodue / FO. B. Koconanos. - Poctos v//l : FODY, 2020. - 112 c. -
ISBN 978-5-9275-3317-6. - Tekcr : anekrponnsiii / OBC "KoncynbTant crymenta” : [caiit]. - URL
. https://www.studentlibrary.ru/book/ISBN9785927533176.html (mara obpamenus: 26.01.2020). -
Pexum AOCTYyIIA : IO MOAIKNCKE.

3. Buyrpennee ycrpoiictBo Windows. / M. Pycunosuy, JI. ComomoHn, A. Honecky, II.
Mocudposnuy; [mep. ¢ anri. E. Matseesa] - 7-¢ u3a. - CII6.: ITutep, 2018. - 942 c.

4. bpaxyk, A. U. CereBsie cpeactsa Linux/ Bpaxyk A. U. - Mocksa : HaunoHanbHbIi
Otkpeiteiii Yausepcurer "MHTYUT", 2016. - Tekcr : anexkrponssiii // 9bC "KoHcynpTaHT
crygenta" : [caiit]. - URL : https://www.studentlibrary.ru/book/intuit 360.html (mara
obpamienuns: 26.01.2020). - Pexum goctyna : o nmoanucke. boser JI. Sapo Linux. Cepus:
Buecepuiinas. - CII6.: M3natensctBo: bXB-Iletepoypr, 2007.-1108 c.

5. TI'yapko, A. B. CucremHoe nporpammupoBanue B cpeze Linux : yueOHoe mocobue / A. B.
I'yabko. - HoBocubupck : HI'TY, 2020. - 235 c. - ISBN 978-5-7782-4160-2. - Tekcr :
snexktporHei  //  DObC  "KoncympranT  crtymenta" @ [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785778241602.html (mata oOparieHus:
26.01.2020). - Pexwum g0CTyIIA : IO MOAMUCKE

6. Hrorypos, JI. B. CereBas 0e30macHOCTh Ha OCHOBE CEpBEpHBIX NpoaykToB Microsoft/
Mrorypos /1. B. - Mocksa : Harmonanensiii Otkpeiteiii YHUBepcutTer "MHTYUT", 2016. -
Texct : omekrponnbii // OBbC "Koucynprant crymenta" : [caiit]. - URL
https://www.studentlibrary.ru/book/intuit 359.html (mara o6pamenus: 26.01.2020). -
Pexxum noctyna : o nmoanucke.



B) pecypchl cetu «MHTEepHEeT» (MM HEOOXOAUMOCTH)

1. Caititr ®epepanbHOl CIY)OBI TEXHHMYECKOTO M OKCIIOPTHOTO KOHTPOJsi Poccuiickoit
Oeneparun (https:/fstec.ru) s 3HaKOMCTBa ¢ HOpMaTHBHBIMH JokyMeHTamu PCTIOK
Poccun.

2. SecurityLab.ru - uHpOpMaIMOHHBII TOPTaJI, ONIEPATUBHO M €XKEAHEBHO PACCKA3BIBAIOIIHIA O
COOBITHUSIX B 00J1aCTH 3aIUThI HH(OPMALIMU, HHTEPHET MpaBa U HOBBIX TEXHOJIOTHSIX.
https://www.securitylab.ru/

3. baza nanHbIX 00IIEM3BECTHBIX YA3BUMOCTEH HHPOPMAITMOHHOMN 0€3011aCHOCTH
https://cve.mitre.org/

4. Kypuan «Xakep».(https://xakep.ru/).

Apxus skcmiontos. (https://www.exploit-db.com/)

o

8. Oopa3oBareIbHbIE TEXHOJIOTHH, B TOM YHCJI€ JIEKTPOHHOE 00yUYeHne U TUCTAHIIHOHHbIE
o0pa3oBaTeIbHbIe TEXHOJIOTHH, HCIOJIb3yeMble P OCYIeCTBJIEHHH 00Pa30BaTeILHOTO
npoiuecca

OOyuaromuecs mnepea MNPOXOXKIECHUEM MPAKTHUKU [0 TMOJYYEHHIO MpOo(hecCHOHATBHBIX
YMEHUH U OIbITa NPo(ecCHOHAIBHON AEATENbHOCTH 00ECIIeUMBAIOTCSA IPOrPAMMON POXOXKICHHUS
IPAKTUKA M WHAUBUAYAJIbHBIM 3a/laHUEM pYKOBOJIUTENsS HpakTHKU. CamocTtosTenbHas padbora
o0yyaroImuxcst nopasymMeBaeT padoTy Moj PyKOBOJICTBOM PYKOBOAMTENIEH MPAKTUKU 110 MECTY €€
npoxoxaeHus. [IpoBoasl ycTaHOBOUHYIO KOH(EPEHIMIO, PYKOBOJHUTEIh MPAKTHKH OOCYXTaeT ¢
oOyyaromuMucs iad Oyayuiel npakTHKU, GOpMHUPYET BOIPOCHI, KOTOPble HEOOXOIUMO PacKphITh
IIPY COCTaBJICHUM OTYETa O IPAKTHKE, OOBACHSAET MOPSAO0K 3alOJHEHUS THEBHUKA MPOXOXKICHUS
IPAaKTUKU U HOJIMCHIBAET €r0, JaeT PEKOMEHJAIMU [0 U3YYEHUI0 He00X0AUMOro HOPMaTHBHOIO
MaTepuaga U COOTBETCTBYIOIIEH JIUTEpATypbl. B JHEBHUKE NPOXOXKACHUS IPOU3BOACTBEHHOU
IOPAaKTUKU OTPaKaeTcsl KpaTKoe COAep)KaHue padoT, BBINOJHSAEMBIX OOydaroUMMcs. 3arucu
JIOJKHBI BHOCUTCSL OOYYarOIIMMMCSI €XEJHEBHO, OTpaxkas HaHHbIE O IpoJieJaHHON pabore, u
3aBEpATHCS MOJIMUCHI0 PYKOBOIUTENS 110 MECTY IPOXOXKACHUS NPAKTHKU. B xone mpoxoxineHus
MNPAKTUKK OOydaroluics MoJlydyaeT HEoOXOJUMble MaTepuajbl OT PYKOBOAWUTENS NpPaKTUKH. B
COOTBETCTBUM C OINMCAHHBIMM 3a/ladyaMu oOyuarouiics coOupaer U oOpabarbiBaeT MH(OPMAIIHIO
JUIsl HanmucaHus otdyera. [lo OKOHYaHWU MPaKTUKK O0ydYarolMiicsl B yCTaHOBJIEHHBIE CPOKHU CIHAeT
PYKOBOIMTEIIO NPAKTUKK OTYET O NpakTUke. OTYET MO NPAKTHKE COAEPKUT TUTYJIBHBIN JIUCT,
colepkaHue (IU1aH), TEKCTOBYIO 4YacTh, CIHMCOK JINTEpAaTypbl, MPUIIOKEHUS, THEBHUK,
XapaKTEPUCTHKY.

HeoOxonuMbIM KOMIOHEHTOM IPOM3BOJCTBEHHOW TMPAKTUKHU SIBJSETCS BBIIOJIHEHHE
UHIMBUYaJIbHOTO 3a/iaHusl. UHAMBHUIyanbHOE 3a/1aHUe Ha IPAKTUKY HAIIPaBIIEHO HA YriyOleHue u
pacuIMpeHre TMOTYYEHHBIX CTYJIE€HTaMH 3HAaHUM B 00JacTH HH(OPMAIMOHHON O€30MacHOCTH,
KOTOpOE SBISIETCS OJHUM U3 HEOOXOJUMBIX YCIOBHM JaibHEHIIEro OCBOEHUS JIUCIMILIMH
po(heccCuoHaNBHOTO MKIIA.

9. IlepeveHb JMIEH3UOHHOIO U (MJIM) CBOOOHO PAaCIPOCTPAHAEMOI0 POrPAMMHOI0
olecrneyeHusl, UCMOJIb3yeMOI'0 IIPH OCYIIeCTBJIEHNH 00pPa30BaTeJbLHOI0 Mpolecca

1.  Nmap — cBoOonHas yTuiauTa, NpeAHa3Hau€HHas AJs pa3HOOOpa3HOTO HACTPaUBaeMOIO
ckanupoBaHus IP-cetell ¢ JTr0OBIM KONMMYECTBOM OOBEKTOB, OINpPEICNICHUS COCTOSIHUA OOBEKTOB
CKaHUPYEMOU CETH.

https://nmap.org/

2. Wireshark — mporpamma-ananusatop Tpaduka ajisi KOMIbIOTEpHbIX ceteir Ethernet u
HEKOTOPBIX JIPYTHUX.

https://www.wireshark.org/



https://www.securitylab.ru/
https://cve.mitre.org/
https://xakep.ru/
https://nmap.org/
https://www.wireshark.org/

3. Metasploit Project — mpoekT, mocBsMEHHBI HH)OPMALTUOHHOIN O€30MaCHOCTH.
https://www.metasploit.com/
10. IlepedyeHb coBpeMeHHBIX PO eCCHOHAIBbHBIX 023 JaHHBIX U MHPOPMAIIMOHHBIX
CIPABOYHBIX CHCTEM, HCIOJIb3yeMbIX MIPH OCYILECTBJIEHUHN 00pa30BaTeILHOIO Npouecca (Mmpu
He00X0IUMOCTH)

1. DnektponHas 6uOiMoTeKa yueOHbIX MaTepuaioB SApl'yY
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php.
2. HDOb HanmonanwHas 31eKkTpoHHas OMOIHOTEKA
https://rusneb.ru/
3. DnexTpoHHO-0MOIMoTeYHas cuctema «tOpaitT»
https://www.urait.ru/
4. DneKTpoHHO-OMOIMOTeUHas cuctema «JlaHby»
http://e.lanbook.com/
5. TAPAHT. HudopmarmoHHO-IpaBOBOK MOPTaI (IOCTYIl C KOMITBIOTEPOB YHHUBEPCHUTETA.
CobuHoBa, 36a-bubanoreka).
6. DnexTpoHHO-OMOIMOTEYHas cucTeMa «JlaHb»
http://e.lanbook.com/
7. TAPAHT. UndopmannoHHO-IpaBOBOK MOpTai (IOCTYH C KOMIBIOTEPOB YHUBEPCHUTETA.
CobuHoBa, 36a-bubanorexa).
11. MarepuajbHO-TeXHHYECKas 0a3a, HeOOX0AMMAas IJIsl NPOBeeHUs] NMPAKTUKHA
Bce mocTymHbIe pecypchl MPEANPUSATHS UCIIOJIB3YIOTCS CTYACHTAMH BO BPEMsI MPAKTUKH T10
MOJTyYEHUI0 MPO(ecCHOHANBHBIX YMEHUHN U OIbITa MPO(heCcCHOHATBHOM e TEIbHOCTH.
12. MeToauyeckue yKa3aHHs /1Jisl CTY/IEHTOB M0 OCBOEHHU I TUCIHUTLIUHBI

Jlis yCHemHoro mpoxoxkaeHus MPakTUKUA BaXXHO yMeTh 3(PEKTUBHO OPraHU30BaTh paboTy,
Cpa3dy TPHUCTYMAaTh K PEMICHUIO TIOCTaBJICHHBIX 33Ja4, IOCTOSHHO 3HAKOMHUTCS C HOBBIMU
UCTOYHUKaMU UHGOPMAIUH 110 TEME.

Bonbimoe BHUMaHWE CIEAYeT VICIWTHh TpPaBUJIAM TEXHUKH OE30IacHOCTH, IIpaBHIIaM
BHYTPEHHETO pacropsIKka OpraHU3aii U BeICHUIO JHEBHHKA.

CrneyeT MOCTOSTHHO KOHTPOJIMPOBATH CPOKH BBITIOJTHEHUS TIOCTABJICHHBIX 3a/1a4.

B HEKoTOphIX Ciy4asx BO3MOXKHAa KOPPEKTHPOBKAa WIU HW3MEHEHHE IUIaHa paboT 1o
COTJIACOBAHUIO C PYKOBOJIUTEJIEM MMPAKTUKHA OT OpraHU3aIliy.

UYToOb! yCIENTHO CIPaBUTHCA ¢ 00BEMHON paboTol 1Mo 0OPMIICHHIO OTYETA O MPOXOKIECHUU
MPAKTUKH, CIIeAyeT opOopMIIATH OTYET IO YacTsIM, B mporecce padboThl 100aBisis B HEro HOBBIC
pas3zenbl U MyHKThl C HEKOTOPBHIMU JIOTUYECKH 3aBEPIICHHBIMU YacTSIMH OMHCAHMS MPOBEACHHBIX
pabor.

ABTOP(BI):

Jlouent xkadeapsl KbMMMOU, k.d.-M.H. denorosa H.IIT

00JIIHCHOCTY, YUeHAs. CIeneHb noonuco H.0. Damunua
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