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1. Ilesin ocBOEHM AMCIUTIIHHBI

OCHOBHOH LENBI0 W3YyYCHUS AWCIMIUIMHBI SBISAETCS TEOPETHYECKass M IMpPaKTHYECKas
HOATOTOBKA 00YYAIOIMXCS K JICSITENbHOCTH, CBI3aHHON C IPUMEHEHHEM COBPEMEHHBIX CPEJIICTB
¥ METOJIOB 3allUThl HHQOPMALIMK B MMOBCEAHEBHON M MPOPECCHOHAIBHON AesTeapHocTH. Kype
JlaeT TPE/CTaBICHNUE O MeCTe M Poiu MH()OPMALMOHHOW 0E30IaCHOCTH B COBPEMEHHOM MHpE.
Ero wu3ydeHwe 1aeT BO3MOXXHOCTh CO3HATEIBHOTO HCIOJIb30BaHUS, OOPAOOTKH M 3allHUThI
uHpopmanuu.
2. MecTo TNCHUTUIHHBI B CTPYKTYpe 00pa3oBaTe/bHOI MporpaMMbl 6aKkajiaBpuara

JlaHHas JAMCHMIUIMHA OTHOCUTCA K oOs3aTenbHOM uvactu bioka 1 oOpasoBatenbHOI
HPOrPaMMBI.

Jucnunimnna «be3onacHOCTh B COBpeMEHHON MH(GOPMAIIMOHHOM Cpejie» UTpaeT BaKHYIO
poJIb I 001IenTpoheCCHOHATBHON MOATOTOBKY 00YYarOIIEroCs.

3. [lnanupyeMbie  pe3yabTaThl O0y4YeHHS] 1O JUCUMIJIMHE, COOTHECEHHbIe ¢
IVIAHUPYEMbIMH pPe3yJibTATAMHU OCBOCHUS 00pa30oBaTe/IbHON NMPOrpaMMbl 0aKajaBpuara

[Tponiecc M3yueHust TUCHMITIIMHBI HAIIPaBJIeH HAa (POPMUPOBAHME CIEAYIOLUIMX KOMIIETEHIIMH
B cootBerctBuu ¢ ®I'OC BO, OOIl BO u mpuoOpereHus cieayouux 3HaHUM, yMeEHU,
HaBBIKOB M (WJIN) ONBITA JESITEIbHOCTH:

dopmupyemasn Nuaukarop nocTukeHust Ilepeuenns
KOMIIeTeH LU KOMIIeTeHLIMH IJIAHUPYEMBbIX Pe3y/1bTATOB 00y4eHHs
(koa m (koa m ¢popMyTHpPOBKA)
¢opmyanposka)
Oo6menpodeccuoHanbHbIe KOMIIETEHIIUN
OIIK-1. Cnoco6en | -OIIK-1 6. Pemraer 3nameo:
NOHUMATh  TIPUHIUIBI | CTAaHAAPTHBIE 3a1a41 OCHOBHBIE MTOHATHUS B 001acTH 006paboTKN
paboTel  COBpeMeHHBIX | MpodeccnoHambHON W 3amuTel  WHQOpMAMH @ M KX
UHPOPMAITUOHHBIX JeSITEIbHOCTH Ha OCHOBE OTIpeIeIICHMS; I0CJIEI0BAaTEIIbHOCTh
TEXHOJIOTHIA U | nHQOPMALIMOHHOU H BBIMOJIHEHUsT ~ paboT MO 3alluTe
WCTIONB30BaTh WX Juig | OnOmmorpadudeckoi KynbTypsl ¢ | WH(GOPMAIUY; KJIACCU(PUKAITIIO
peleHus 3aja4y | MPUMEHEHHEM HH(POPMALIMOHHO- | HApyIIUTENeH WHPOPMAITHOHHON
npodeccCHOHANTEHON KOMMYHHUKAIIHOHHBIX TEXHOJIOTHI | 0€30MaCHOCTH; BWABI ¥  Ha3HA4YeHUE
JeSITeTbHOCTH U C yYETOM OCHOBHBIX CPEICTB 3aIIUTHl HH(OPMALIUH.
TpeOoBaHMi HH)OPMALIMOHHON Ymemo:
6e3omacHoCcTH yCTaHaBJINBATh 17§ OCYIIIECTBIIATh
NEPBUYHYI0 HACTPOMKY OINEpPallMOHHBIX
CUCTEM, aHTHBHPYCHBIX CpPEACTB |
MEXKCETEBBIX IKPAHOB.
Braoemv nagvikamu:
paboTBl  CcO  CpeAcTBaMHM  3alUTEHI
nH(pOpMaITUU

4. O0beM, CTPYKTYPA U coJiepKaHue TUCIHHILIMHBI
OO61mas TpyA0eMKOCTh AUCIUIUTHHBI COCTABIISIET 2 3a4€THBIE eUHUIIBI, /2 aKkaJl. yaca.




Tembl (pa3aesibl)

Buabl yueOHbIX 3aHATHI,
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n/n AUCHMILINHBI, BKJIIOYASl CAMOCTOSITEJIbHYIO KOHTPOJIS
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Paznen 1l |IIpaBoBble 2 | 6 3
OpraHu3anMoHHbIE
OCHOBBI
odecreyeHus
uHGOpMAMOHHOM
0€30MacCHOCTH B
Poccuiickoi
Denepanun
Tema 1.1 |[IpaBOBBIC OCHOBBI 2 | 2 1 |Tecr
oOecrieueHus
nH(pOpMaITMOHHON
0€3011aCHOCTH
Tema 1.2 |3ammra 2 2 1 |Tecr
MIePCOHATBHBIX
JAHHBIX
Tema 1.3 |Opranu3aiioHHbIC 2 2 1 |[Tect
OCHOBBI 00€CTICUCHUS
MH(OPMAaIMOHHOM
0€30IMacHOCTH
6 mom yucae ¢ 90 u 6 3 |Bugeonexkuuu
J[OT TEKCTOBEIC
MaTepHaIbl
y4eOHOr0 1mocoous,
Mpe3eHTAINH, TECT B
OYK B
DemidOnline
Pa3zgen 2 |ApxurekTypa 2 | 2 1 1
KOMINbIOTEpPa
Tema 2.1 |Apxurekrypa 2 | 2 1 |Tect
KOMITBIOTEpa
6 mom uucne ¢ 30 u 2 1 |Bugeonekiuu
10T TEKCTOBEIC
MaTepHaIbl
y4eOHOT0 ocoous,
Mpe3eHTAINH, TECT B




OVK B

DemidOnline
Pa3gen 3 |OcHOBBI 9 |Tecr
uHGOpMAMOHHOM
0€30IMacHOCTH B
OnepanuoOHHBIX
cHcTeMax
Tema 3.1 |BBenenue B 3 [Tect
MH(OPMAITUOHHYFO
0e30IMacHOCTh
oIeparMOHHBIX
CHUCTEM
Tema 3.2 |MudopmannonHas 3 |Tect
0€3011aCHOCTD
OTIepaIMOHHBIX
CHCTEM CEMEMCTBA
Windows
Tema 3.3 |MudopmarnonHast 3 |Tect
0e30IacHOCTh
oIeparMOHHbIX
CHCTEM CEMEHCTBA
Linux
6 mom yucne ¢ 30 u 9  |Bumeonekiuu
J[OT TEKCTOBbIC
MaTepuabl
y4e0HOTr0 mocoous,
MIPE3CHTAINH, TECT B
OVYK B
DemidOnline
Pazgen 4 |OcHOBBI 9
HH(popMaLMOHHOI
0€30IacHOCTH B
JIOKAJILHBIX
BbIYHCJIHTEIbHBIX
ceTsax
Tema 4.1 |BBenenue B 4 |Tect
APXUTEKTYPY
JIOKAIIbHBIX
BBIYHCIIUTEIBHBIX
ceten
Tema 4.2 |CeteBble yrpo3bl U 4 |Tect
METO/IbI
MPOTUBOICUCTBUS UM
Tema 4.3 |MexceTeBble SKpaHbl 3 |Tect
6 mom yucae ¢ 30 u 11 |Bupeonexuuu
10T TEKCTOBEIC
MaTepuabl
y4eOHOT0 1mocoowus,
Mpe3eHTAINH, TECT B
OVYK B
DemidOnline
Pazgen 5 Kpunrtorpadpuuecku 5




€ MeTO/bI 3AIIHUTHI
uHopmanumn
Tema 5.1 |BBenenue B 2 2 2 1 5 |Tect

KpUnTorpaduyeckue

METO/IBI 3aIHUThI

uHbopMau

6 mom yucae ¢ 20 u 2 1 3 |Bupeonexknuu

J[OT TEKCTOBBIC
MaTepUaIbl
y4e0HOTO0 Moco0usl,
MPEe3CHTALMH, TECT B
OVK B
DemidOnline

2 0,3 | 10,7 [3auer
Bcero 3a 2 cemectp 16 | 16 2 103 | 37,7 |72

Copaeprxanue pa3geioB NPOrpaMMbl M CHHIIIMHBI
«be3onacHOCTH COBpeMeHHO MHGOPMALMOHHOI cpeae»

Pa3znesn 1. IlpaBoBble M OpraHu3allMOHHbIC OCHOBBI OOecredeHHs] MH(OPMALHMOHHOM
0e3onacHocT B Poccuiickoit @enepanuu.

Tema 1.1. [IpaBoBBIC OCHOBBI OOecTICUEHUST MHPOPMAITMOHHON 0€3011aCHOCTH.

OcHoBHBIE TpaBa TpaxaaH B cdepe o0paboTku u 3amuThl HHPOpMarnuu. OCHOBHBIC
IOPUHIUIBL [IPABOBOTO PETYJIUPOBaHUA B 00JacTM OOpabOTKM M 3alUThl MHGpOpMAalLUU.
Nudopmanusa. OcHOBHBIE CBOWCTBa Oe3omacHOCTH HH(pOpMAUK: KOH(UACHINAIBHOCTS,
LIEJIOCTHOCTh, JIOCTYMHOCTb. Buapl MHpOpMaLuy 1Mo MmOpsaKy IOCTyNa M PacHpOCTPaHEHUS.
Orpanwyenne jgoctynma K wHpopMmamuu. Buael TtaitH.  OOmagatens  uHGOpMAIUH.
Nudopmannonnsie TexHojoruu. MHpopmanmonnsle cuctembl. OnepaTop HHGOPMAaLMOHHOM
cuctembl. 3ammra uHQopMmanuu. OOBEKTH 3amuThl. Buabl oTBeTCTBEHHOCTH B  cdepe
00pabOTKH U 3aIUTHl HHYOPMAIIIH.

Tewma 1.2. 3amuTa nepcoHaNbHBIX JaHHBIX.

[lepcoHanbHble JaHHblE W NPUHIMIBI HUX 00paOOTKH. BuIbl MEpCOHANBHBIX JaHHBIX:
cHelnuaibHble, OMOMETpUYECKHE M OOILIEJAOCTYNHbIE. YCIOBUS OOpPaOOTKM IEPCOHATBHBIX
nanHbiXx. Cornmacue Ha 00pabOTKy NEpCOHANbHBIX JaHHBIX. TpaHCrpaHMuYHas Iepegayda
NEepCOHAIbHBIX JaHHbIX. [IpaBa cyOBEKTOB mepcoHaNbHBIX AaHHBIX. OmnepaTop MEepCOHATBHBIX
JAaHHBIX U ero o0s3aHHOCTH. Mepbl obecrieueHus: O€30MaCHOCTH MNEPCOHANbHBIX JIAaHHBIX.
KoHTposib 1 Haa30p 3a BBHIMOJHEHWEM MEp MO 00ecTeueHni0 0€30MacHOCTU. Y TOJTHOMOYCHHBIN
OpraH 1O 3alIUTe NMpaB CyObEKTOB MEPCOHATIBHBIX JAHHBIX.

Tema 1.3. Opranu3aiiuoHHbIe OCHOBHI 0OecTieueHus] HHPOPMAITMOHHOH 0€301acHOCTH.

Kakue Bompocel cTaBuUT nH(popmannoHHas OezomacHocTh? [locienoBaTensHOCTh JEHCTBHIA
no 3amure uHpopmauuu. BrisBieHue u aHaan3 MHGOPMALMOHHBIX aKTHBOB. DOpMUpOBaHME
TpeboBanuii mo 3ammre MHopmanuu. [loaXxoapl K MOAETUPOBAHUIO HAPYIIUTENEH W yrpo3
nH(popManmoHHOW Oe30macHOCTH. BBIOOp CpeACTB W METOJOB 3allUTHl  WH(OpMAaIUH.
Buenpenue cuctemsl 3auThl UHGOPMAITUU. DKCILUTyaTaIHs CUCTEMBI 3allIUTHl HH()OPMAIIHH.



Pazgen 2. ApxuTeKkTypa KOMNbIOTEpAa.

Tema 2.1. BBenenue B apXuTekTypy KOMIBbIOTEPA.

[Tpoueccopel. OcHOBHas (K311 W ONEpaTWBHAs) MaMsTh. BcmomorarenbHas MaMsTh.
VYerpolicTBa BBOJa-BbIBOA (ILIMHBI, MOHUTOPBI, KJIIABUATypPbl U MBI, BEO-KaMepbl, IPUHTEPHI).
[IepcoHanbHbIE KOMITBIOTEPHI U MOOUIILHBIE YCTPONCTBA.

Pa3jnen 3. OcHoBbI HHPOPMALMOHHOI 6€30IIACHOCTH B ONIEPALIMOHHBIX CHCTEMAX.

Tema 3.1. Beegenuie B uHGOPMaIMOHHYIO O€30MACHOCTh ONEPALIMOHHBIX CUCTEM.

OO6mmit cnoco6 xpaHeHUs U 00paboTku wuHMOpMmanuu B KoMmmbioTepe. [loHaTus
ornepaudoHHON W (QaiinoBoil cucreM. CyObeKTbl, OOBEKTHI, METOABI W TIpaBa JOCTYIIA,
OpUBWIETHH CyObeKTa JaocTyma. JIMCKpelMoHHOe yOpaBlieHHE JIOCTYIOM, MaHJAaTHOE
ynpasieHue 1octynoM. Mnentudukanus, ayreHTHQUKALNS U aBTOpH3alUUs. AyTEHTH(PHUKAIHS
Ha OCHOBE MapoJiei, Ha OCHOBE BHEIIHUX HOCUTEINEH KiII04a, OMOMeTpuUYecKas ayTeHTU(UKAIIHSL.

Tema 3.2. UndopmanronHass 6e30MacHOCTh ONEPAIMOHHBIX CUCTeM cemeiicTtBa Windows.

VYupasjeHue J0CTYIIOM B OIepaliMOHHBIX cucTeMax cemerictBa Windows. Unentudukanms,
ayTeHTH(HUKANKs U aBTOPU3ALUs B ONEPAIIMOHHBIX crcTeMax cemeiictBa Windows. Peanmszanms
ayJMTa B OMEPallHOHHBIX cucTeMax cemeiictsa Windows.

Tema 3.3. HNudopmanumonnas 0e30MacHOCTb OIEPAlMOHHBIX CUCTeM cemeiicTBa Linux.

YupasjeHue 0CTYIIOM B ONEPAIMOHHBIX crcTeMax cemeicTBa Linux. Maentudukanus,
ayTeHTH(HKANKsA W aBTOPU3ALMS B ONEpAIMOHHBIX cHCTeMax cemeiictBa Linux. Peanmsanms

ayJiuTa B OIICPAlITMOHHBIX CUCTEMAX cemelricTBa Linux.

Pa3znen 4. OcHOBBI HHPOPMALMOHHOM 0€30MACHOCTH B JIOKAJBHBIX BbIYHCIUTEIBHBIX
ceTsiX.

Tema 4.1. BBeneHue B apXUTEKTYpY JIOKAJIbHBIX BBIYUCIUTEIbHBIX CETEH.

JlokanbHble BbIUKCTUTENbHBIE ceTH. Mogenb ISO/OSI.  ApxuTekTypa ¥u OCHOBHBIE
MIPOTOKOJIBI JIOKATEHBIX BEIUMCITHTEIHLHBIX CETCH.

Tema 4.2. CeTeBble yTpo3bl M METOIBI IPOTUBOICHCTBHS UM.

Knaccudukanum cereBbix yrpos, ys3BUMOCTedl W arak. CeTeBble aTakd Ha Pa3IMYHBIX
ypoasix Mmojernn [SO/OSI. Kiaccupukanuss BpeIOHOCHOTO MPOTPAMMHOIO OOECTICUCHHSI.
[Tpu3Haky IpUCYTCTBUS BPEAOHOCHOT'O IPOrpaMMHOTr0 obecrieueHusi. MeTo ibl 0OHapy KEHUsI.

Tema 4.3. MexceTeBbie YKpPaHBI.

MexcereBbie 3kpanbl (MD). Mecto u pons MD B obecriedeHnH ceTeBON 0€30MacHOCTH.
Knaccugpukamus MD. OcHoBHble Bo3MoOkHOCcTH MD. JloctomHcTBa W Hemoctatku MDO.

[Toctpoenue npaBui GUIbTPALIUH.

Pasjnen 5. Kpunrorpadguyeckue MeToabl 3a1MThl HHpopManum.



Tema 5.1. BBeaenue B kpunTorpapuuecKkue METO bl 3aIUThl HHPOPMALIUH.

Hcropuueckuii oyepk pa3BuTus Kpunrorpaguu. CuMMETpHYHass W acUMMETPUYHAs
kpunrorpadus. BeruauciuTensHo cioxHBIE 3amaun  Matematuku. Kpunrocuctema RSA.
[TonsTue kpunrorpaguyeckoro mnporokona. CBoWCTBa NMPOTOKOJIOB, XapaKTEPH3YIOIIHE HUX
6e3omacHOCThb. Cxembl IU(POBOI MOATIUCH.

5. Oﬁpa30BaTeJ’lebIe TEXHOJOIUH, B TOM YUCJI€ TEXHOJOI'HH 3JICKTPOHHOTO oﬁyqennﬂ Hu
AUCTAHIIHUOHHbIC 06p33OBaTe.HI>HbIe TEXHOJOIMH, HCITOJIb3YEMBbIC ITPH OCYIIECTBJICHUHN
06p330BaTeJII>HOF0 nmpouecca mo IMCuIlJInHe

B npouecce 00yueHHs UCTIONB3YIOTCS CIEAyIOIne 00pa30BaTeIbHbIe TEXHOJIOTHU:

AxkaneMuyeckasi JeKuus (Win JeKIHs 001ero Kypca) — nociae10BaTelbHOE U3I10)KEHNE
MaTepuaga, OCYIIECTBIIEMOE IPEUMYLIECTBEHHO B BMJE MOHOJOra  IpenojaBaTels.
TpeboBaHMs K aKageMHUYECKOH JIEKLIMU: COBPEMEHHBIM HayuyHbIi ypOBEHb U HACBIIIEHHAs
UHPOPMATUBHOCTh, YOEOUTENbHAS AapryMEHTalus, JOOCTYMHAs M TIOHATHAas peyb, 4YeTKas
CTPYKTYpa W JIOTMKA, HaJW4YMe SPKUX I[PUMEPOB, HAyYHBIX J0Ka3aTelbCTB, OOOCHOBAHMUH,
(dakToB.

IIpoGiemHasi JiekHusi — U3JIO0XKEHUE MaTepuaia, NpeIrnoiaraiomee MOCTaHOBKY
Hp06JIeMHBIX U JUCKYCCHOHHBLIX BOIIPOCOB, OCBCHICHUC PA3JIMYHBIX HAYYHBIX I10AXOI0B,
aBTOPCKHE KOMMEHTApHH, CBA3aHHBIE C PA3JIMYHBIMM MOJEISIMU HMHTEPIpPETALMHM HU3Y4aeMOro
marepuaina. [IpobaeMHast IeKIsI HAYMHAETCS ¢ BOIIPOCOB, C IOCTAHOBKHU MPOOJIEMBI, KOTOPYIO B
XOJIe M3JI0KEHUS MaTepualla HeoOXOAMMO pemuTh. B Jiekumu coueraroTcs MpoOJieMHbIE U
uH(popMalMoHHble Havyana. [Ipu 3TOM mpoliecc MO3HAHUS CTYJEHTOB B COTPYJHHYECTBE M
JMajore ¢ mpernojaBaTeseM NpHOIMKaeTcs K MOUCKOBOM, MCCIEeN0BAaTEIbCKON AEATEIbHOCTH.
CopnepxaHue npoOJEeMbl pPACKPHIBAETCS IYTEM OpraHuU3alMd IIOUCKA €€ pELIEHUs Wiu
CYMMUPOBAHMSI U aHAJIN3a TPAIULMOHHBIX U COBPEMEHHBIX TOUEK 3PEHMSL.

IIpakTH4eckoe 3aHATHE — 3aHATUE, IOCBALIEHHOE OCBOEHUIO KOHKPETHBIX YMEHUHN U
HaBBIKOB M 3aKPEIUICHUIO MOTY4YEHHBIX Ha JIEKIIUU 3HAaHUH.

OneKTpOHHBINH yueOHbIN Kypc «be3onacHocTh B coBpeMeHHOM MHGOPMaLMOHHOM cpeae» Ha
mwiatdopme onnaiiH-o0yuenuss DemidOnline, B koTopom:

— NpEeICTaBJICHbI BUIEO-JIEKIIUNA IO BCEM TeMaM JUCIUIUIMHBI U PE3EHTALUU K HUM;

— TPEICTaBJICHbI TEKCTHI JIEKIIMH 110 BCEM TEMaM U CHUIUINHBI;

— TpeACTaBJIEHbl IPaBUIA IPOXOXKICHUS IPOMEXYTOUHON aTTECTAllUHU 110 TUCIUITIINHE;

— TMPEACTaBIE€Hbl TECThl IO TeMaM JUCHMIUIMHBI JUISI CaMOCTOSTENbHOM paboTh
00y4aromuxcs;

— mocpeAcTBOM  (GopyMa  OCYLIECTBISETCS CHHXpPOHHOE U (WJIM) aCHHXPOHHOE
B3aMMOJICHCTBHE MEXIy OOy4arolmMMHCS M TpEernojaBaTeeM B paMKax H3y4eHus
JUCLIUTUIMHBL.

6. [lepeyeHb JIMIIEH3MOHHOT0 M (WJH) CBOOOAHO PACHPOCTPAHSIEMOI0 MPOrpaMMHOIO
o0ecrneyeHusi, HCMOJb3yeMOro MNPH OCYLIECTBJIEHHUH O0OpPa30BaTeJLHOIO mpolecca o
JUCUMIIIMHE
B nmponecce OCyneCTBICHUA 06pa3OBaTCJIBHOFO nponecca UCIOJIb3YHOTCA:
— TporpaMmMHoOe oOecreueHrne MJisi CO3/JaHus W JIEMOHCTpAIlid  TpEe3eHTAIuH,
WITIOCTPAIMHA U IpYTUX Y4eOHBIX MaTepHaloB:
— Microsoft Windows (B cocraBe Microsoft Imagine Premium Electronic Software
Delivery);



Microsoft OfficeSTD 2013;

Virtual Box (cBob6omHO pactipoctpansemoe [10);

Ubuntu (cBo6oano pacmipoctpansemoe [10);

Kali Linux (cBob6oaHo pacmpoctpansemoe [10).

— Ui TIOMCKa Yy4deOHOH smteparypbl OuOmmoreku Spl'Y — ABTOMaTH3MpOBaHHAsS
oubmuoreuynast uapopmanuonnas cucrema «bYKU-NEXT» (ABUC «byku-Nexty);

— TIpU IPOBEICHUU JICKIUH UCTIONb3YIOTCS MyIbTUMEIUNHBIC IPE3CHTALINN;

— IpU MPOBEIEHUU JTa0OpaTOPHBIX PabOT HCMONB3YIOTCS CPEICTBA BBIYUCIUTEIHHON
TEXHHKH, MMOJIEP>KUBAIOIIINE TIEPEYHCICHHOE TPOrpaMMHOE 0OecTieueHHeE.

7. IlepeyeHb cOBpeMeHHBIX MNPO(ecCHOHATBHBIX 0a3 JAHHBIX M HH(POPMAIHMOHHBIX
CIPABOYHBIX CHCTEM, HCII0JIb3yeMbIX NPH OCYIIeCTBICHHH 00Pa30BaTEJIbHOIO MpoIecca 1o
AUCHUILINHE

1. DnekTpOoHHBIE KaTaJIOTH Hb Apry

(http://www lib.uniyar.ac.ru/opac/bk_cat_find.php) conepxar oubimorpaduyeckue 3amnucu
BCEX BHUJOB JOKYMEHTOB, COCTAaBISIOMMX (PoHA OMOIMOTEKH, HAa PYCCKOM M HHOCTPAHHBIX
A3bIKAX.

2. DIeKTpPOHHASA Onb1MoTeKa y4eOHBbIX MaTepuaJioB Apl'yY

(http://www lib.uniyar.ac.ru/opac/bk_cat_find.php) comepxut 6onee 2500 monHbIX
TEKCTOB Y4YeOHbIX M y4eOHO-METOJMYECKHX MaTEpHaioB [0 OCHOBHBIM H3y4aeMbIM
TUCIUIUIMHAM, W3JaHHBIX B yHUBepcurere. JlocTym B CeTH YHUBEpPCHTETa, JIMOO TI0
JIOTUHY/TIapOJIIO.

3. CnpaBoyHo-nipaBoBasi cucteMa « KOHCYJIbTaHTILIIOCH

(https://www.consuItant.ru/) CIIpaBOYHO-IIpAaBOBasl CHUCTEMa IO 3aKOHOIATCIbCTBY
Poccuiickoit denepariumu.

4. CnpaBoyHo-nipaBoBasi cucrema «I["'apanr»

(http://www.garant.ru/)  crmpaBoYHO-TIpaBOBasi ~ CHCTeMa IO  3aKOHOJATEIbCTBY
Poccuiickoit denepariumu.

8. [lepeyeHb OCHOBHOIi M [ONMOJHHUTEJHLHOW Yy4eOHOH JIUTEpPAaTyphl, PecypcoB
HHG(POPMAIMOHHO-TEJIEKOMMYHUKAUMOHHOI ceTn «HMHTepHeT» (IpM HE00X0AMMOCTH),
PEeKOMeEeH1yeMbIX [1JIsl 0CBOCHUSA U CIUIIINHbI

a) OCHOBHasl JIMTEePaTypa
1. be3zonacHocTh B coBpeMeHHON MH(poOpManuoHHOH cpene. Yacty 1: yueGHOEe mocobue.
B.H. Kus3es, [I.M. Mypun; fpocn. roc. yu-t um. ILI'. emunosa. - fpocnasns: THINUITO,
2021. — 158 c. [https://e.lanbook.com/book/75150]
2. CononeBny, A. B. Komnbstotepusie cetu: yueOHuk / A. B. CononeBnd. — MHUHCK:
PUIIO, 2021. — 208 c. [https://e.lanbook.com/book/194950]

0) 10MOJIHUTEIbHASA JIUTEPaTypa

1. By3za, M. K. Apxutekrypa kommbioTepoB: yueOnuk / M. K. Byza. — MuHck:
Beimmiimas mkomna, 2015. — 414 c. [https://e.lanbook.com/book/75150]

2. Pakutun, P. 10. Komnbrorepusie cetu: yueOnoe mnocobue / P. FO. Pakutun, E. B.
Mockanenko. — bapnayin : Antl'TIY, 2019. — 340 c. [https://e.lanbook.com/book/139182]

3. Kopxwuk, B. M. OcHoBBI kpuntorpadun : yuedbnoe mocodue / B. U. Kopxuk, B. A.
SxoBnes. — Cankr-IlerepOypr: WNuTepmenus, 2017. — 312 c.
[https://e.lanbook.com/book/161359]


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://www.consultant.ru/
http://www.garant.ru/

9. MaTepunajibHO-TeXHHYeCKasi a3a, HeOOXOIUMAasI UISA OCYIIeCTBJIEHHS
00pa30BaTeJIbHOIO MPOIecca Mo THCIUTIIHHE

MarepuanbHO-TeXHHUYECKass 0a3a, HEOOXoAUMas JUIs OCYIIECTBIICHUs 00pa30BaTEIILHOTO
nporiecca 1o JUCIHUILIMHE BKIIOYAeT B CBOIM COCTaB CICIUATbHbBIC TOMEIICHUS:

-y4eOHbIC ayIUTOPHH IS TIPOBEICHUS 3aHATHI JICKITHOHHOTO THIIA;

-y4eOHbIe ayIMTOPHH JUIs TIPOBEICHHs Ta00paTOPHBIX pabOT, OCHAIIICHHBIC CPEACTBAMU
BBIYUCIIUTEILHON TEXHUKHU, MOJJICPKUBAIOIIMMU POrPAMMHOE O0€CIIeYeHHE, YKa3aHHOE B
MyHKTE 6;

- yueOHbIC Ay TUTOPUH JIJIs IPOBEICHUS TPYIIIIOBBIX U MHIMBHIyaJIbHBIX KOHCYJIbTAIIH,

- y4eOHbIC ayTUTOPHH ISl TPOBEIEHHS TEKYIIEr0 KOHTPOJSI M MPOMEKYTOUHOU
aTTeCTAllUH;

- MOMEUICHHUS ISl CAMOCTOSITEIILHON paOOThI;

- TMOMEUICHHUS JUIA XPAHCHUS W NPOPHIAKTHUCCKOTO OOCTYKHUBAHHUS TEXHUYCCKUX
CpenCTB O0yUYCHHUS.

[TomMerieHust s CaMOCTOSITEIILHON pabOThl 00YYArOIIUXCS OCHAIICHBI KOMITBIOTCPHOU
TEXHUKOH C BO3MOXHOCTBIO TOAKIIOUEHHsI K ceTn «MHTepHeT» u obecreueHneM JOoCTyIa B
AIIEKTPOHHYIO HH)OPMALIMOHHO-00pa30BaTEIbHYIO CPEy OpraHU3aIiH.

Yucno mocajoyHbIX MECT B JICKIIHOHHOW ayIUTOpHH OOJiblie JHOO pPaBHO CIIMCOYHOMY
COCTaBy IIOTOKA, a B aAyJUTOPUHU I MPAKTUYCCKUX 3aHATHH (CEMHHApOB) — CIIMCOYHOMY
COCTaBY TPYIIIbI 00YYAIOIIIHXCS.

ABTOpP(BI):
Kana. ¢pus.-mat. Hayk Mypun 1. M.



IIpunioxenne Nel k paGodeii mporpamMme JMCIHUIIIHHBI
«be3onmacHocTh B COBpeMeHHOM HHGOPMALMOHHOM cpeae»

MoH/1 OLIEHOYHBIX CPEICTB
JJIs1 TPOBeeHHsI TEKYIeld U MPOMeKYTOUHOI aTTeCTALIMU CTY/IeHTOB
10 JUCIHUILINHE

1. KOHTpOJIbHLIe 3alaHud WIN UHBIC MaTE€pHuaJibl, H606X0)II/IMBIe AJIA OCHKH 3HaHHﬁ,

1.

3.

4.

YMeHUii, HABbIKOB U (MJIM) ONbITA 1eSATeJIbHOCTH,
XapaKkTepu3yuX 3Tanbl (OPMHUPOBAHUS KOMIIETEHIM I

1.1 KoHTpoJibHBIE 32/IaHUS M HHBIE MATEPHAJIBI,
HCIoJIb3yeMble B polecce TeKylleld aTTecTaluu

Tect no Teme 1.1 IlpaBoBbIe 0CHOBBI 00ecniedeHnsI HHPOPMAMOHHOI 0€30IaACHOCTH
IIposepka cghopmuposannocmu KOMNOHEHMA «3HAMbY 0OWENnPoPdeccuoHaIbHOU
komnemenyuu OITK-1 (unouxamop U-OIIK-1_6).
Kakwne nonoxenus, CBsI3aHHbBIE ¢ BOIIpocamMu 00paboTKu HH(GOpMAIHHY, 3aKPETIIICHEI B
Koncturynun Poccuiickoit @enepanuun?

a) [IpaBo Ha HEMPUKOCHOBEHHOCTh JIMYHON U CEMEHHOM TaHBI.

0) IIpaBo Ha 00paboOTKy 11000 MHPOPMALIUU JTFOOBIM BO3ZMOKHBIM CIIOCOOOM.

B) 3anpeT Ha 00pabOTKy HH(OPMAIMK O YACTHOW KU3HHM JIHIA O€3 ero corjacusl.

r) [IpaBo Ha mony4yeHue rpakjaHaMu JOMYCKa K TOCYIapCTBEHHOM TaiiHe.

Kakue Buasl mHpopmanuu 00s3aTebHO TpeOyeTcsl 3alluiiaTh B COOTBETCTBUU C
3aKoHoJiaTebcTBOM Poccuiickoi denepanuu:

a) Undopmarus s cinyke0HOTO MOJIb30BaHUA.

0) I[lepconanbpHbIC TaHHBIC.

B) ['ocynapcTBeHHas TaiiHa.

r) BpaueOnas TaiiHa.

1) Bce nepeuncnennsie.

B cootBercTBUN ¢ PenepanbHbIM 3akoHOM «O0 mHpOpManuu, UHGOPMAIMOHHBIX
TEXHOJIOTHSX U 3aluTe nHpopMaum» nHdopmanus — 31o:

a) JItoOble 1aHHBIE, IPE/ICTaBIEHHbIC HA MAaTEPHAILHOM HOCHUTEIIE.

0) CBenenus (cooOleHus, TaHHbIE), HE3aBUCUMO OT (POPMBI UX MPEACTABICHHUS.

B) He sHeprus u He marepusi.

r) Ceenenusi, BOCIPUHUMAEMbIE YEJIOBEKOM M (WJIH) ClENHUaIbHBIMU YCTPOHCTBAMU
KaKk oTpaxeHue (akTOB MaTepuaibHOIO WJIM JYXOBHOIO MHpa B Ipoliecce
KOMMYHHUKAaIUH.

Uro u3 mepednciIeHHOro MOXHO paccMaTpuBaTh Kak 0a3y JaHHBIX B COOTBETCTBHH C
3akoHoarenbeTBoM Poccuniickon denepanuu:

a) EXCEL Tabnuity ¢ ynopsio4eHHON U CTPYKTYpUPOBAaHHOH WH(pOpMAaIIHEH.

6) daiin popmara DOC, B KOTOPOM CO3AaH CIHMCOK CIyLIaTeae TOH MporpaMMBbl.

B) KapToTeky perucrparypsl yupexIeHHUs 3paBOOXPaHEHHUS.

r) Bece nepeuncneHHsle.
enmocTHOCTH MHPOPMAIIUU — ITO:

a) OO6s3aTenbHOE JUISl BBIMOJIHEHUS JIUIIOM, MOJYYUBIIUM JIOCTYN K OINpe/eleHHON
uH(popMaluu, TpeOOBaHHE HE TMepefaBaTh TAKyl0 HH(POpPMAIUIO0 TPETbUM JHIaM 0e3
corJiacusi ee obyajaress.

6) CocrostHre wHGOPMAITH, TIPU KOTOPOM OTCYTCTBYET JIF000€ ee M3MEHEHHe 00
U3MEHEHHE OCYILIECTBISAETCS TOJIBKO MpeIHAMEPEHHO CyObEeKTaMH, UMEIOIIUMHU Ha HEero
paBo.

B) Bo3MokHOCTB TOTy4YeHust HH(QOpMAIUK U €€ UCTIONb30BaHUS.



Ha teppuropuu Poccuiickoit @enepanuu 3anpeiieHo pacnpoCTpaHeHHE:

a) Madopmanuu, KoTopasi HarpaBieHa Ha MPOIara’ay BOWHBL.

6) Kommepueckoii TaifHBI.

B) MH(opmarim, koTopas HampaBiIeHa Ha pa3)KUTaHUEe PEIUTHO3HON HEHABHUCTH.

r) [lepcoHanbHBIX TaHHBIX.
I'pasxjaHWH WK I0PUITYECKOE JIUII0, OCYIIECTBIISIONIUE IS TEIbHOCTD 110 3KCILTyaTalluu
MH(OPMALIMOHHON CUCTEMBI, B TOM YHCIIE IO 00paboTke MHpOpMAIUH, COAepsKalleics B
ee 0azax JaHHBIX — 3TO:

a) ObnanaTenp HHGOPMAIIHH.

0) Onieparop nHMHOPMAITMOHHON CUCTEMBI.
Ecnu He onpeneneHo nHOTO, 0NepaTopoM UHPOPMAILIHOHHOM CHCTEMBI SBIISETCS:

a) O6nanarens HHPOPMALIUH.

06) COOCTBEHHHMK HCHOJB3YEeMbBIX JUIsi 00pabOTKH cojepikamieiics B 0a3ax JaHHBIX
UH(POPMALIUU TEXHUYECKHX CPE/ICTB.

B) Jlumo, ompenenstomee menu oOpaOOTKM HHPOPMAMM W  OCYIIECTBIISIOIICE
00paboTKy HHpOpPMAITUH.
He mMoxeT ObITh OrpaHUYeH JOCTY:

a) K uadopmanmm o coCTOSTHUM OKPYKAIOIICH CPEIIb.

0) K nmepcoHanbHBIM JaHHBIM TOCYJAPCTBEHHBIX IPAaXAAHCKUX CITYXKAIlUX.

B) K nndopmanmu, xpansiieics B OTKPBITHIX (poHIaX OMOTHOTEK.

r) K cBeneHusM o 30510ToBaMOTHBIX 3anacax Poccuiickoit deneparuu.
Kakyro 0TBETCTBEHHOCTh MOXET IOBJIEUb HapylleHHe TpeOboBaHuil denepanbHbIX
3aKOHOB:

a) YTOJIOBHYIO.

0) JucuuninHapHyro.

B) AIMUHUCTPATUBHYIO.

r) ['paxkrancko-npaBoByIo.

1) Bce nepeuncienssle.

Tect mo Teme 1.2 3anura nepcoHaTbHBIX JAHHBIX

[IepconasibHBIE JAHHBIE — 3TO:

a) CeneHust 0 CyObeKTE MEpPCOHAIBHBIX JAaHHBIX HE 3aBUCHUMO OT (OpMBI HMX
NIPEJICTaBIICHHUS.

6) JIto6as undopmarus, oTHOCAIIasICA K MPSIMO MM KOCBEHHO ONpPEeIEHHOMY WIIH
onpezensieMomy (prU3MUecKoMy JULY (CyOBEKTY MEPCOHANBHBIX JaHHBIX ).

B) JltoGas umHpoOpmanus, oTHOCALIasCS K ONPENeIeHHOMY WIH ONpeaeIsieMoMy
¢uznueckomy ULy (CyObeKTy MepCOHATBHBIX TaHHBIX).

r) JlroOas mHpopmanus, oTHOCALIAsCS K ONpPENEICHHOMY WIH ONpENesseMOMy Ha
OCHOBAaHMHU Takoi MHpopMau GusnueckoMy JIMIy (CyObEKTYy NepCOHANbHBIX JaHHBIX),
B TOM YHCJIE ero (aMIIus, UMsl, OTIECTBO, TOJI, MECII, 1aTa U MECTO POXKICHUS, aJIpec,
ceMelHoe, COLMalbHOE, HMMYIIECTBEHHOE IOJIOKEHHe, oOpa3oBaHue, mpodeccus,
JOXOJIBI, IpyTast HMHPOPMAITHSI.

Ha kakue oTHOWIEHHs HE paclpocTpaHsercs aelcTBHe (eaepanpHoro 3akoHa «O
NIEPCOHATBHBIX JAHHBIX»?

a) Ha 06paboTky nmepcoHalbHBIX JaHHBIX, OTHECEHHBIX B YCTAHOBJIEHHOM IOPSJIKE K
CBEJICHUSIM, COCTABIISIOIINM TOCY/IapCTBEHHYIO TaifHYy.

6) Ha 00paboTKy mepcoHaIbHBIX JaHHBIX, HEOOXOIUMYIO JJISi OCYLIECTBICHUS MIPaB
¥ 3aKOHHBIX HHTEPECOB OTepaTopa WA TPETHHX JIUII.

B) Ha o00paboTky mnepcoHaJbHBIX JaHHBIX, HEOOXOAMMYIO JJISi MCHOJHEHUS
Cy/neOHOTO aKTa.
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r) Ha o0paboTKy mepcoOHaNbHBIX JAaHHBIX (U3UUYECKUMHU JHUIIAMU HCKIIOYUTEIHHO
JUI JINYHBIX M CEMEMHBIX HYXKI, €CIM IpU 3TOM HE HapyIIAIOTCs IMpaBa CyObEKTOB
HEPCOHAIBHBIX JAHHBIX.

n) Ha o0pabGoTKy mnepcoHanbHBIX IaHHBIX, MOJUICKAIIUX OIyOIMKOBAHUIO WU
00513aTeJIbBHOMY PAaCKPBITHIO B COOTBETCTBUU C (pe/iepaibHbIM 3aKOHOM.

e) Ha o00paboTKy mMepCcOHANbHBIX JAHHBIX, HEOOXOMUMYIO JUISi OpTraHHU3AINH
XpaHEHMs, KOMIUIEKTOBaHMs, ydeTa W HCIHOJb30BAHUS COJAEPKAIIUX IEPCOHAIbHBIX
JAHHBIX AapXUBHBIX JOKYMEHTOB B COOTBETCTBHHM C 3aKOHOIATEIbCTBOM 00 apXHBHOM
nene B Poccuiickoit @epepanuu.
®enepanbHblif 3ak0H «O MEPCOHANBHBIX JAHHBIX)» PETYIUPYET OTHOIICHHS, CBS3aHHBIE:

a) MckmounTenbHo ¢ 00pabOTKOM NEepCOHANBHBIX JaHHBIX C CIOIb30BAHUEM
CpEeICTB aBTOMATH3AIIHH.

6) C 00paboTKO# MepCOHAIBHBIX JIAHHBIX, HE3aBUCUMO OT TOr0 00padaThIBAIOTCS JIH
OHH C UCIIOJIb30BAHUEM CPEJICTB aBTOMATHU3ALIUU WU HET.

B) C  00paOOTKOWH MNEpCOHAIBHBIX JAHHBIX C  MCIIOJIb30BAaHHUEM  CPEICTB

aBTOMATH3AIlMH, a TAKXKE ¢ 00pabOTKOM MEePCOHANBHBIX JaHHBIX 0€3 UCTIONb30BaHUS
CPEACTB aBTOMAaTH3allMM, €CJIM Takas o0pabOTKa COOTBETCTBYET XapakTepy JeHcTBUN,
COBEpIIAEMBIX C MIEPCOHAIBHBIMU JAHHBIMHU C UCIIOJIH30BAHNEM CPENICTB AaBTOMATHU3ALINH.

r)C o00paboTkoil MNEpCOHAIBHBIX JAaHHBIX 0€3  HCIOJb30BAaHUS  CPENCTB
aBTOMATH3AIIHH.

JlelicTBUs,, B pe3ysibTaTe KOTOPBIX CTAHOBUTCS HEBO3MOXHBIM 0€3 MCIIOJIb30BaHMS
JIOTIOJTHUTEIFHON WH(POPMALIUK ONPEACIUTh MPHHAJICKHOCTh TEPCOHAIBHBIX TaHHBIX
KOHKPETHOMY CyOBEKTY EPCOHAIBHBIX IaHHBIX, — 3TO:

a) brnokupoBanue nmepcoHaNbHBIX TaHHBIX.

0) YHUUYTOXKEHHE EPCOHAIBHBIX TaHHBIX.

B) O0e3nnunBaHNe NEPCOHAIBHBIX JaHHbIX.

r) IlepeBo mepcoHaNbHBIX 1aHHBIX HA APXUBHOE XpaHEHHUE.

JlelicTBus, B pe3ysbTaTe KOTOPBIX 6peMeHHO TIpeKpamaeTcsi oopaboTka MmepCcoHaIbHBIX
JTAHHBIX, — 3TO:

a) brnokupoBanue nmepcoHaNbHBIX TaHHBIX.

0) YHMUYTOXKEHHE EPCOHAIBHBIX TaHHBIX.

B) O0e3nnunBaHNe NEPCOHAIBHBIX JaHHbIX.

r) IlepeBo/ mepcoHaIbHBIX JTAHHBIX HA ApXMBHOE XpaHEHUE.

Kakue u3 nepeuncieHHbIX 1eHCTBUMN C IEPCOHATIBHBIMU JaHHBIMU SBJISIIOTCS 00paOOTKOM
HEePCOHAIBHBIX JAHHBIX:

a) XpaHeHHe MePCOHATBHBIX JaHHBIX.

0) 3anuch NMEepCOHABHBIX TAHHBIX.

B) O6e31MYMBaHNe NEPCOHANBHBIX JaHHBIX.

r) Y najeHue nmepcoHalbHBIX TaHHBIX.

C Touku 3penus penepanbHOro 3akoHa «O MepcoHaNbHBIX JaHHBIX)» OMEepaTop — 3TO:

a) ['ocypapcTBeHHBIN OpraH, MyHUIUIAIBHBIN OpraH, FOpUINYECcKOe WK (pU3ndecKoe
JMII0, CAaMOCTOSITEIbHO WM COBMECTHO C JPYTMMH JIUIAMU OpTraHU3yloIue U (MIIH)
ocymectisitomue oopadoTky I1JIH, a Takxke ompenenstomue 1enun odopadotku [1/1H,
coctas [1/11, mojexamux o0OpaboTke, AelcTBU (onepanun), copepuaemsie ¢ I11H.

0) I'pakmaHuH WU IOPHIUYECKOE JIMIO, OCYIICCTBIISIONINE JEATEIBHOCTh 10
HKCIUTyaTallul WH(POPMAIIMOHHON CHUCTEMBI, B TOM 4Hcie Mo o0paboTke MHpopMaluy,
coJiepKarieicst B ee 6a3zax JTaHHBIX.

O06paboTka nepCcOHaNbHBIX TaHHBIX:

a) He momyckaetcst 6e3 cornacusi CyObeKTa mepCoOHaTbHBIX JaHHBIX.

6) /lomkHa OrpaHUYMBATHCS JOCTH)KEHHUEM KOHKPETHBIX, 3apaHee ONpeAeSICHHbIX U
3aKOHHBIX IIEJIEH.
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B) He nomyckaercss B ciiyyasiX HECOBMECTHMBIX C ILEISAMH cOOpa IMepCOHATbHBIX
JAHHBIX.

r) Jlo;mKHa OCYIIECTBIISATHCS HA 3aKOHHOM U CIIPaBEAJIMBOI OCHOBE.

9. OO0paboTka nepcoHaNbHBIX JAHHBIX JIOMYCKACTCS:

a) C cornacusi cyObeKkTa NepCOHABHBIX JaHHBIX Ha 00pabOTKy ero mepcoHallbHbIX
JTAHHBIX.

0) B ciywasix, ecimu oHa HEOOXO0MMA TSl HCTIOJTHEHUS CY€OHOTr0 aKTa.

B) B caywasx, eciu oHa HeoOXoauma Ui OCYIIECTBIICHHUS NpodhecCHOHANbHOM
NESTENIbHOCTH JKypHaJIUCTa W (WIM) 3aKOHHOM JESATENbHOCTH CpPEICTBA MacCOBOMU
uHpOpMaLIUH.

r) B cuywasx, ecnu Bemercs 00pabOTKa IMEPCOHATBHBIX ITaHHBIX, IMOAJIEKAIIUX
OITy0OJINKOBAaHHIO B COOTBETCTBUU C 3aKOHOJaTeNbCcTBOM Poccuiickoit denepannu.

10. KTo HeceT OTBETCTBEHHOCTh 3a ACMCTBUS IOPUAMYECKOrO JIMIA, KOTOPOMY IOpyYeHa
00paboTKa NepCOHANBHBIX JIaHHBIX, IEpe CyOBEKTOM MEePCOHAIBHBIX TaHHBIX?

a) Oneparop.

0) IOpuanueckoe IuI0, KOTOPOMY MOPYUMIH 00PaOOTKY.

B) Hukro.

r) Pockomuanzop.

11. B nopyueHuu o6pabOTKH TOIKHBI OBITH 0053aTEILHO OMPEIEIICHBI U YKa3aHbI:

a) Llenu 06paboTku nMepcoOHANbHBIX JAHHBIX.

06) CyObekTbl NEpPCOHAIbHBIX JAaHHBIX, YbH IEPCOHATbHBIC MJaHHBIE OyayT
00pabaTbIBaThCs O MOPYUYCHHUIO.

B) TpebGoBaHus K 3amuTe 00padaThIBAEMbIX ITEPCOHATBHBIX JaHHBIX.

r) CpeacrtBa 3ammuTel WHGOpPMAIMK, KOTOPHIE HEOOXOAMMO TPUMEHATH
IOPUAMYECKOMY JIUITY, KOTOPOMY MOpydeHa o0paboTKa NepCOHAIbHBIX JaHHBIX.

12. Ha koM J1eHUT 0053aHHOCTH 10 JTOKA3aTeIbCTBY MOJIYUYECHHUS COTIAacus OT CyObeKTa
MEPCOHAIBHBIX TAHHBIX?

a) Ha PockomHan3zope.

0) Ha ropunnueckom nuie, KOTOpoMy MOPYUUIH 00paboTKYy.

B) Hu Ha kom.

r) Ha oneparope.

13. Cornacue cyObeKTa MepcoOHANBHBIX JAHHBIX JIOJDKHO BKITFOYATH:

a) [TacnopTHble aHHBIE CyOBEKTa MEPCOHATIBHBIX JTAHHBIX MM €ro 3aKOHHOTO
NPeCTaBUTEIIS.

6) KonTakTHBIE AaHHBIE JIUIIA, OTBETCTBEHHOI'O 3a OpraHU3allio 00paboTKU
NIEPCOHAITBHBIX JTaHHBIX.

B) Allpec omeparopa.

r) @amMuINK, UMEHA U 0TYECTBA (PU3NYECKUX JIUL], KOTOPBIE OCYIECTBISAIOT
00paboTKy NEepCOHAIBHBIX IaHHBIX MO MOPYUYEHUIO OIIEPaTOpa.

14. B cny4ae cMepTH cyOBbeKTa EPCOHATBHBIX JAHHBIX:

a) [lonyuate cornacue Ha 0OpabOTKYy €ro NepCOHAIBHBIX JaHHBIX TpeOyercs y
HACJICIHUKOB CyObEKTa MePCOHABbHBIX TaHHbIX.

6) [TomyuaTs coryacue Ha 00pabOTKy €ro MepCOHAIbHBIX JaHHBIX TpeOyercs y
Pockomuanzopa.

B) [lonyuats cornmacue Ha 00pabOTKy €ro NepcoOHAIbHBIX JaHHBIX HE TpeOyeTcs.

15. K cienianbHBIM KaTeTOpUsM NMEPCOHAIBHBIX JAHHBIX OTHOCSTCS:

a) CBeneHus1, Kacarouecs pacoBOM MPUHAIICKHOCTH.

6) CBeneHus, Kacarolyecs rpak/JaHCTBa.

B) CBeneHus, Kacarouuecs NOJTUTHYSCKIX B3TIISIOB.

r) CBeZieHHs1, KacaroIuecsi HHBAIUHOCTH.

16. C toukwu 3penus deaepanbHOro 3akoHa «O MepCOHATBHBIX JTAHHBIX» K OMOMETPHYCCKUM
NEePCOHATBHBIM JAaHHBIM OTHOCSTCS:
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a) Bce cBeneHHs, KOTOpBIE XapaKTEpU3YIOT (PU3HOIOTHYECKHE U OMOJIOTMYECKHE
0COOEHHOCTH YeJIOBEKa, Ha OCHOBAHUHU KOTOPBIX MOKHO YCTAHOBHUTH €T0 JTMYHOCTb.

06) CBeneHus, KOTOpbIE BHOCATCA B 0a3y OMOMETPHYECKHMX JAaHHBIX TPaKIaH
Poccuiickoit @enepanuu.

B) Bce cBenmenus, KOTOpble XapakTepuU3yIOT (U3UOIOTUYECKHUE U OUOJOTHYECKHE
OCOOEHHOCTH Y€JIOBEKAa, HA OCHOBAaHMHU KOTOPBIX MOXXHO YCTAHOBHUTb €r0 JUYHOCTb, U
KOTOPBIE UCIIOIB3YIOTCS JJIsl yCTAHOBJICHUSI €T0 JJMYHOCTH.

17.Kto o00s3aH yOequThCs B TOM, YTO WHOCTPAHHBIM TOCYJapCTBOM, Ha TEPPUTOPHUIO
KOTOPOTO  OCYIIECTBJISIETCS Iepefadya IEepPCOHATbHBIX JaHHBIX, OOecleuynBaeTCs
aJIeKBaTHas 3aluTa IpaB CyObEKTOB MEPCOHATBHBIX JAHHBIX ?

a) Oneparop.

0) KOpuandeckoe 10, KOTOPOMY MOPYYUIH 00pabOTKY.

B) Hukro.

r) Pockomnanzop.

18. CyObekT nepcoHaibHBIX TaHHBIX UMEET MPaBO Ha MOJyUYeHHUE clieyroliell nHpopManuu,
Kacaroleicsi 00paboTKH ero NepCOHANbHBIX JAHHBIX:

a) [IpaBoBbIe OCHOBaHUS U L1€TH 00paOOTKH MEPCOHANBHBIX JaHHBIX.

0) IlouMeHHBIN NEepeYeHb COTPYIHUKOB ONEPATOPA, KOTOPbIE UMEIOT JOCTYI K €ro
MEPCOHAIBHBIM JIaHHBIM.

B) CBeneHuss o0 OCYIIECTBJIEHHOW MM O IIpearoyiaraéMod TpaHCIPaHUYHOM
nepenave JaHHBIX.

r) CBefieHnsI 0 IPUMEHSIEMBIX OIIEPaTOPOM CPEACTBAX 3aIIUTH HH()OPMAIUH.

19.1lpaBo rpakmaHmHa Ha TMOJdy4YyeHHEe WHPOpPMAINK, Kacawlehcs o0paboTKu ero
NEPCOHAIBHBIX JaHHBIX, MOKET ObITh OIPaHUYEHO:

a) Ha ocHOBaHuu 3asBNeHUS IPYroro cyobeKkTa NepCoOHANbHBIX JaHHbBIX.

0) B ciyuasx, ecnmu o0paboTKa MEpCOHATBHBIX JaHHBIX OCYIIECTBISETCA B CIydasX,
MPEeyCMOTPEHHBIX 3aKOHOJATeNbCcTBOM Poccuiickoit ®Dexepanu 0 TPaHCIOPTHOMN
0€30MacHOCTH.

B) B ciyuasx, eciu oOpaboTka MepCOHATBHBIX JAHHBIX OCYIIECTBISIETCS B IIEIISAX
00OpOHBI CTpaHbl, 6€30aCHOCTH TOCYAAPCTBA U OXPaHBI IPABOTIOPSIIKA.

r) B caywasx, ecnu o0paboTka mepcoHaIbHBIX JAHHBIX OCYIIECTBISETCS B pamMKax
3aKOHHOM JI€ATEIbHOCTHU CPEACTBA MAaCCOBOM MH(OPMAIIIH.

20. KonTponb W Hag30p 3a BBIIOJHEHHMEM Mep MO 0OOecCneyeHHI0o Oe30MacHOCTH
MEPCOHAIIBHBIX IAHHBIX OCYIIECTBISAET (OCYIIECTBIISIOT):

a) Munkomcasizu Poccun.

6) Pockomuamzop.

B) ®Cb Poccun.

r) ®CTOK Poccumn.

21. Kaxoii opraH roCyJapCTBEHHOH BJIACTH WMEET MPAaBO O3HAKOMIICHHS C NIEPCOHATBHBIMH
JAHHBIMU TIPU OCYIIECTBICHUH KOHTPOJIBHBIX U MPOBEPOYHBIX MEPOIIPUATHIA?

a) ®Cb Poccun.

0) Pockomuamzop.

B) ®CTOIK Poccun.

22. Jluiia, BUHOBHBIE B HApYIICHUH TMOJIOKEHUN 3aKoHOIaTeNnbcTBa Poccuiickoii deneparuu
B 00JIacTH MEpPCOHAIbHBIX JAHHBIX MpPU 00pabOTKe MEPCOHAIBHBIX JaHHBIX PAaOOTHUKA,
MOTYT OBITh PUBJICUEHBI:

a) K yronoBHO# OTBETCTBEHHOCTH.

6) K nqucuunimnHapHO#i OTBETCTBEHHOCTH.

B) K aaMuHHCTpaTUBHON OTBETCTBEHHOCTH.

r) K MaTrepuansHO#l OTBETCTBEHHOCTH.
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Tect mo Teme 1.3 Opranu3anuoHHbIE 0CHOBBI 0O0ecne4eHus1 HH(POpMaHOHHOM
0e30macHOCTH

1. Pacnonoxute B MpaBUIBHOM MOPSJIKE 3TAIbl paboT 1Mo oOecredyeHuto 0e30macHOCTH
nHpopmanuu.
1) OueHka cooTBETCTBHSI 00BEKTa HHPOPMATU3ALINH.
2) BoisBiieHue 1 aHa M3 HHOOPMAIIMOHHBIX aKTHBOB.
3) IMpoekTupoBanue (pa3padboTKa) CUCTEMbI 3aIIUThI HH(OPMAIIHH.
4) ®opmupoBanue TpeOOBaHU K 3aIIUTe HHPOPMALIHH.
5) Baenpenue cucTeMsl 3aIUThl HHPOPMAIHH.
6) DKcITyaTalysi CACTEMbI 3alUThl HH(pOpMAIIHH.

a) 1) 2) 3) 4) 5) 6).
0)4)2) 3)5) 1) 6).
B) 2) 4) 3) 5) 6) 1).
r)2) 4) 3) 5) 1) 6).

2. Ilyctb He 00e3IMUEHHbIE MEPCOHAIBHBIE JAHHBIE O COCTOSHUM 370POBbS BCEX I'pakJIaH
SpocnaBckoii obmacti 0OpabaThIBalOTCS B WH(GOPMAIMOHHON CHUCTEME, ISl KOTOPOU
aKTyaJbHbl YIpO3bl CBA3aHHBIE C HKCIUTyaTallMeil ys3BUMOCTEH B MPUKIAJAHOM, HO HE B
CHCTEMHOM IpOrpaMMHOM oOecriedeHrnu. Kakoil ypoBeHb 3alIMIEHHOCTH JO0JDKEH OBITH
YCTAHOBJIEH ISl TAKUX NEPCOHAIbHBIX JaHHBIX?

a) Y31.
6) V32.
B) Y33.
r) ¥34.

3. IlycTp HEe oOe3nmMueHHbIE TIEPCOHAIBHBIC JaHHBIE B TOM YHciie poTorpadus COTpYAHUKOB
He6onpimoro (mo 10 000 coTpynHHMKOB) mpennpusaTHs 00paldaThIBAIOTCS B CHCTEME
KOHTPOJISI U YIPABJICHUS JOCTYIOM, Ui KOTOPOHW aKTyaJbHBI YTPO3bI HE CBS3aHHBIC C
JKCIUTyaTalueil ysa3BUMOCTEN B MPUKIIAJHOM U CUCTEMHOM IPOrPaMMHOM OOECIIEYEHUH.
Kakoii ypoBeHb 3aIIMIIEHHOCTH JOJDKEH OBITh YCTAHOBJIECH JUIA TAaKUX MEPCOHAIBHBIX
MAHHBIX?

a) Y31.
0) V32.
B) Y33.
r) V34.
4. BHemnHWe HapYUIUTENN PEATHU3YIOT YTPO3BI:
a) 3 BHemHUX cereil CBsI3U OOIIEro MOJIb30BAHUS.
6) HermocpencTBeHHO B MH(OPMAIIMOHHBIX CUCTEMAX.
B) U3 cereil MexayHapoJHOTO HH(OPMALIMOHHOTO OOMEHa.
r) Haxonsce B mpenenax KOHTPOIUPYEMON 30HBI.
5. Tlpumepamu BHEIIHUX HAPYIIUTENEH MOTYT SIBISITHCS:
a) [Tonp3oBareny HHPOPMALIMOHHOMN CUCTEMBI.
0) Konkypupyroiye opraHu3aiuu.
B) HemoOpocoBecTHbIC TapTHEPHI.
r) OOCIy>KUBAIONTUH TTEPCOHAT OPTaHU3AIINH.
6. Ilpumepamu BHyTpEHHHX HapyIIUTENEH MOTYT SBISATHCS:
a) AIMUHUCTPATOPbl 0€30MaCHOCTH MH(POPMAIIUOHHBIX CUCTEM.
0) CroponHue Gpu3zndecKue Iuia.
B) Jluna, oGecnieunBaronire ConpoBOXKACHUE MPOrPaMMHOT0 0OeCIeueHusl.
r) KpuMuHanbHble CTPYKTYpBI.
7. K 00beKTUBHBIM YIp0O3aM OTHOCSITCS:
a) OmmoOKu 00CITyKUBAIOIIETO MePCOHaNA.

14



10.

11.

12.

13.

6) HedexTrl, cOon 1 OTKa3bl, aBAPUN TEXHUYECKHUX CPEICTB U CUCTEM OOBEKTOB
uH(pOpPMAaTH3aLUY, A TaK Ke CUCTEM 00ecredeHns1 00bEKTOB HHPOPMATU3AINH.

B) [IpupoHbIe sBIEHUS, CTUXUIHBIE O€/1CTBUS.

r) @aKkTOphI COLUATBHO-TIOJIMTHYECKOTO XapaKTepa.

VYTpo3bl yTeuku HHPOPMALMU BO3MOKHBI IOCPEICTBOM:

a) Bo3zzaeiicTBusi mporpaMMHBIMU CPEJICTBAMH B KOMILIEKCE C MTPEeTHAMEPEHHBIM
CHJIOBBIM 3JIEKTPOMAarHUTHBIM BO3/I€HCTBHEM.

0) [lepenaun nHDOpPMALIUK IO OTKPHITHIM KaHATaM CBSI3H.

B) [loaxitoueHus K TEXHUYECKUM CPE/ICTBAM M CUCTEMaM 00beKTa MH(POpPMaTU3aUH.

r) O6paboTku MHGOPMAIIUN HA HE3ANTUIICHHBIX TEXHHYECKUX CPEICTBAX 00paboTKU
nHpopmanuu.

YTpo3bl HECAaHKITHOHUPOBAHHOTO JOCTYTIA K HH()OPMAIHH, PEATU3YIOTCS ITyTEM:

a) KonupoBanus uHpopmanuu Ha He3aperucTpUPOBaHHBIN HOCUTEIb HH(OPMALIHH.

0) XuIIeHHsI HOCUTEIS 3aluinaeMoi nH(opMaIuu.

B) Ucnonp3oBaHus  NpPOrpaMMHOrO  OOECNEYEeHUsT  TEXHUYECKUX  CpE/ACTB
UH(POPMALIMOHHOM CUCTEMBI, 4epe3 MPUMEHEHUE BPEIOHOCHOTO IPOTPaMMHOT0 KOJIa.

r) CUI0BOrO 3JIEKTPOMarHUTHOTO BO3ACWUCTBUS MO IMPOBOJHBIM JMHHUSAM CBSI3U Ha
MOPTHI BBOJIA-BBIBOJIa CUTHAJIOB U TIOPTHI CBSA3H.

Kakue cpenctBa 3amuThl HHGOpPMAUK OOBIYHO IPUMEHSIOTCS JUIs 00eCIeueHUsI
Oe3omacHocTH HHpOpManu, oOpadaTeiBACMON Ha ABTOHOMHBIX KOMITBIOTEpaxX:

a) CpencTBa 3aIuThl THPOPMALIMU OT HECAHKIIMOHUPOBAHHOI'O JIOCTYTIA.

0) MexceTeBble 3KpaHbI.

B) CpezactBa kpunrorpaduuecko 3amuTel HHGOPMALIUU.

r) CpencTBa aHTUBUPYCHOM 3aIUTHI.

1) Cructembl 0OHApYKEHUSI BTOPIKEHUM.

Kakme cpenctBa 3amuThl HMHGOpMAIMM  TO3BOJISIIOT  00eCHeduTh O€30macHOCTh
uHpOpMallUy, IepeAaBaeMON 10 KaHaJlaM CBfA3M, BBIXOAALIMM 32  IpEJelibl
KOHTPOJINPYEMOU 30HBI:

a) CpencTBa 3alluThl THPOPMALIMU OT HECAHKIIUOHUPOBAHHOI'O JIOCTYTIA.

0) MexceTeBble 3KpaHbI.

B) CpezactBa kpunrorpaduuecko 3amuTel HHOPMALIUH.

r) CucteMbl 0OHApYyKEHUS BTOPKEHUI.

Kakoit Bua cpeiacTtB 3amuThl MHGOpPMALKMU MO3BOJISET KOHTPOJIUPOBATh pa3IUyHbIE
KaHaIIbI TTepeadyn HHPOPMAITUH: SJIEKTPOHHYIO TTOYTY, MECEHKEPHI, ChEMHBIE HOCHTEIH
uHpopManuu?

a) IPS.

6) DLP.

B) IDS.

r) CSP.

ATttecranyst 00bEKTOB HHPOPMATU3ALUH — 3TO:

a) JlokyMeHTaJIbHOE YJJOCTOBEPEHHE COOTBETCTBHSI MIPOAYKIIUHM MIIA HHBIX 0OBEKTOB,
IPOIIECCOB MPOEKTUPOBAHUS, IPOU3BOJICTBA, CTPOUTENBCTBA, MOHTaXKa, HaJAJKH,
OKCIUTyaTalliy, XPaHEeHUs, TIEPEBO3KH, pPeaH3aliyd ¥ YTHIN3AIMH, BBIIOJHEHUS PadoT
WIA OKa3aHUs YCIyr TpeOOBaHMSIM TEXHHUECKUX pErJIaMEHTOB,  IOJOXKEHUSM
CTaHJAPTOB, CBOJIOB MPABHJI HJIH YCIOBHSIM JJOTOBOPOB.

6) [Ipsimoe M KOCBEHHOE OTpeieiieHne COOMI0IeHUs TPeOOBaHUM, PeIbIBIIEMBIX
K 00BEKTY 3aIlIHTHI.

B) OdunmanbHoe NpU3HAHUE KOMIIETEHTHOCTH (PU3MYECKOTO WM FOPUAMYECKOTO
JIUTIA BBITIOJHATH padOTHI B OTPEICTICHHON 00I1acTH.

r) Komriekc opraHmn3anmoHHO-TEXHUYECKUX MEPONpPUSATHH, B pe3ylbTaTe KOTOPBIX
MIOCPEJICTBOM CHENHAIBHOTO JOKYMEHTa MOJATBEPIKIACTCS, YTO OOBEKT COOTBETCTBYET
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14.

15.

16.

TpeOOBaHUSAM CTaHIAPTOB WJIM WHBIX HOPMATHBHO-TEXHUYECKMX JOKYMEHTOB IIO
6e301acHOCTH HH(POPMALIHH.
Kakoli 1okyMeHT naer mpaBo oOpaOOTKM MH(POPMALUU C YKa3aHHbIM B HEM YpPOBHEM
KOH(HICHIIMATHHOCTH ?

1) JTunenswus.

2) ATTecTar aKKpeIuTalllu.

3) Cepruduxar.

4) ATtecTaT COOTBETCTBHUSI.
Ha HacTosmmii MOMEHT CpOK JAEHCTBHs aTTecTaTa COOTBETCTBUS HH()OPMAMOHHON
CHCTEMBI, B KOTOpOii 0OpabaTriBaeTcsi KOH(PHICHIMAIbHAS HH(DOPMAIHS, B CITydae, eCIH
B XOJI€ €€ HKCIUTyaTally, B HE€ HE BHOCSTCS CYIIECTBEHHbIC U3MEHEHUS, COCTABIISIET:

a) 3roja.

0) 5 ner.

B) Bech cpok skcmryaTanun nHGOPMAIMOHHON CHCTEMBI.
TectupoBaHue Ha IPOHUKHOBEHUE — 3TO CKOpEE:

a) AHanu3 ysa3BUMOCTeH HHPOPMALIMOHHONW CUCTEMBI.

6) McopiTanust cucTeMbl 3alUThl HHPOPMALIUU ITyTEM OCYIIECTBIIEHUS IMOIMBITOK
HECaHKIMOHUPOBAHHOIO AOCTYMa (BO3AEUCTBUS) K MH(OPMALIMOHHON CUCTEME.

Tect mo Teme 2.1 ApXxuTeKkTypa KOMIbIOTEpa

3a HeNoCPeCTBEHHOE BHINOJIHEHHUE ONEpAlluU B IPOLIECCOPE OTBEYAET:
a) ApupMETHKO-TIOTHYECKOE YCTPOMCTBO.
0) Komr-nmamsts.
B) biiok ynpasnenusi.
r) Peructpsi.
Hcnone3ys 10 Out mis agpecanuu sigeek namstu pasmepoM 1 6alT, MbI cCMOXeM
o0ecnevnTh apecauio CIeayIero oobeMa namMmsaTH:
a) 10 Gaiir.
0) 80 Oaiir.
B) 1024 Gaiir.
r) 1024 Gur.
Pacrnionoxxute B mopsiike yBenudeHHsi 00beMa MaMsITH.
a) Ctpanwuna.
0) bur.
B) CioBo.
r) bank.
n) Slueiika.
Pacnionosxute BUIBI TaMSATH B MOPSKE YBETUYSHUH CKOPOCTH PAOOTHI.
a) Peructpsl npoueccopa.
0) TBeproTenbHbIE HAKOITUTEIH.
B) OcHOBHas (omepaTHBHAs ) TAMSATh.
r) OnTudeckue TUCKHU.
1) MarauTHbIE )KeCTKHUE AUCKU.
e) Komr-mamsts.
Kakas xoHienius oO0bIYHO pean3yeTcs B MpoIieccopax BUACOKAPT?
a) MHOXeCTBEHHBIN MOTOK KOMaH/I, MHO’KECTBEHHBIN IMOTOK JaHHBIX.
0) OaMHOYHBIN TOTOK KOMaH]I, MHOXKECTBEHHBIN TTOTOK JAHHBIX.
B) MHOXXECTBEHHBIN MOTOK KOMaH]I, OITMHOYHBIN MOTOK JTAHHBIX.
r) OOMHOYHBIN MTOTOK KOMaH/I, OIMHOYHBIHN MOTOK JaHHBIX.
JI71st COBpEMEHHBIX MAarHUTHBIX JKECTKUX TUCKOB XapaKTEPHO:
a) bosb1ias cTOMMOCTB O OTHOILIEHUIO K TBEPAOTEIbHBIM HAKOTTUTEIISIM.
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0) [locTenenHOE M3HAIIMBAHUE TPAH3UCTOPOB.
B) Hanmnune MexaHHYECKUX 3JIEMEHTOB.
r) Pacnionoxxenue KoHTpoIIepa Ha MATEPUHCKOM IJ1aTe.
1) Bonpimii 06beM MaMsTH 1O CPAaBHEHUIO C TBEPAOTEITHHBIMU HAKOITUTEIISIMH.
7. Kakas muHa HauboJsee pacpocTpaHeHa Ha TeKYIIUA MOMEHT B IEePCOHABbHBIX
KOMITBIOTEpAX:
a) ISA.
6) PCI.
B) PCI Express.
r) SCSI.
8. Ilycth TakTOBast yacToTa MIMHBI KOMIIbIOTepa cocTaBisier 5 I'T'1. 3a oauH TakT mo mmuHe
MOJKHO mepeaars 16 6ut. OueHuTe CKopoCTh nepeaayn nHpopmauu mo muHe?
a) 80 Merabut B CEeKyHIy.
0) 10 I'urabaiit B cekyHy.
B) 80 ['mraGait B CeKyHy.
r) 21 ['urabaiit B ceKyHy.
9. Jlns mpoeKIHOHHO-EMKOCTHBIX CEHCOPHBIX SKPAHOB XapaKTEepHO:
a) Beicokast CKOpOCTh OTKJIMKA MPH KaCAaHUH.
0) Bo3aMOXHOCTB yrpaBieHHs pa3TUYHBIMU YCTPOHCTBAMH.
B) [Toxnepxkka multi-touch.
r) HeBO3MOXXHOCTH OTpeieNICHHs CUITbI HAaXKaTHsL.
n) [IpoGnema «aBoeHUs».
10. DnemMeHTaMu KUJIKOKPUCTAIIIMYECKOTO MOHUTOPA SBISIOTCS:
a) JIyueBas TpyOka.
0) Mcrounuk cBera.
B) KK-marpuna.
r) [13C-matpuna.
1) DIEKTPOIbI.
11. Kakoii neMeHT npuHTepa OTBEYaeT 3a (pukcaiuio ToHepa Ha Oymare:
a) ®oroBa.
6) TepmoBau.
B) Ponuk nepenoca.
r) Ban mogauu Tonepa.
12. HazHavyeHuneM na3epa B IIBETHOM MIPHHTEPE SBIISIETCS:
a) Hanecenue Tonepa Ha oToBai.
0) dukcarus ToHEpa Ha Oymare.
B) Y 1ajieHHe Hecylux 3aps]l 3JIEMEHTOB ¢ (hoToBaja.
r) [logaua 6ymaru B nmpuHTED.
13. DnemeHTaMu TUGPOBOI BEO-KaMEPHI SIBIISIOTCS
a) DoTorIeHKa.
0) OOBEeKTHUB.
B) [13C-marpuria.
r) ®ukc-pokyc
n) [Iporueccop.
14. JInist KOHAEHCATOPHBIX MUKPO(OHOB XapaKTEPHO:
a) Cnabast 4yBCTBUTEIBHOCTb.
0) YcTOWYMBOCTD K yAapam.
B) BricOKasi 4yBCTBUTEIHHOCTb.
r) 3aBUCHMOCTH OT TapaMETPOB OKPY KAFOIIECH Cpe/ibl (TeMITepaTyphl, BIAKHOCTH).
n) [IpumeHeHne B CTyIUAX 3BYKO3AIUCH.

Tect mo Teme 3.1 BBegenue B MH(PpOPMALMOHHYIO 6€3011ACHOCTH ONEPALMOHHBIX CHCTEM
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[Tycts B OC peanu3oBaHO AUCKPELIHOHHOE YIPABIECHUE JOCTYIIOM CO CJIEIyIOIUMH
npaBaMu: 4TeHHe(r), 3anmuch(w) U ucnoigHeHue(X). IlpucyrcrByer ailm nmpuiioxeHus
«Kanpkynsrop.exe» co clieyrouumM cnuckoM aoctyna: (Amuca: rwx), (bopuc: rx).
Bri6epute npaBusibHbIC YTBEPHKICHUS:

a) Anrca MOKeT 3ayCTUTh NpuiiokeHne « Kabkynarop.exey.

6) bopuc He MoxeT 3amycTuTh npuioxeHue «KaabKynsarop.exey.

B) AJrica HE MOXKET H3MEHUTH coiep kuMoe (aitna «KambKynsaTop.exey.

r) Bopuc Mmoxxet nuameHuts conepxkumoe daiina «Kanpkynstop.exe.

[Tycts B OC peann3oBaHO IPyNIIOBOE YIPABICHUE JOCTYIIOM CO CJICAYIOUIMMHU MPaBaMU:
yreHue(r), 3anucb(w) u ucnoiaHeHue(X). IlpucyrcrByer daiin «Hakmamnas.docx» co
cieayronmM cruckom jgoctyma: (Byxramrepsr: rw), (Kypbepsi: r), (Anumca: rw). B
CUCTEME 3aJaHbl pPOJH, B KOTOpbIE BKJIIOYEHBl COOTBETCTBYIOLIUE IOJIb30BATEIN:
(Byxranreper: bopuc, Tamuna), (Kypseps:: Buxrtop). BriOepure npaBuibHbIe
YTBEPKIACHHUS:

a) bopuc He MoxeT n3mMeHuTh conepkumoe daiina «Haxmaguas.docxy.

0) Nanmaa MoXeT unTaTh coaepxkumoe (daiina «HakmagHas.docx».

B) BuxTop MoxeT m3mMeHuTh coaepkumoe (aitna «Hakmagnas.docxy.

r) BukTtop moxeT untaTth cogepxumoe ¢aitna «Haknannas.docx».

1) Anrca MOXXET M3MEHHUTH coaepkumoe (aitna «Hakmagnas.docx».

[Tycts B OC peanu3oBaHO MaHJaTHOE YympaBieHue noctynom. llpucytctByer daiin
«log.txt» ¢ ypoBHeM cekperHocTH 1. IIpHUCYTCTBYIOT mosb30BaTenu AJca ¢ YpOBHEM
nomycka 1, bopuc ¢ yposHem gomycka 2 u Buktop ¢ ypoBHem pgomycka 0. Bribepure
NIPaBUJIBHBIC YTBEPIKICHHS:

a) Buktop MoxxeT u3MeHuTh cogepxkumoe (haiina «log.txt».

0) Buktop MoxeT unTaTh conepxumoe daiina «log.txty.

B) AJlrca MOKET U3MEHUTH cojiepumoe (aiina «log.txt».

r) AJrica MOXKET YHTaTh coliepkuMoe daiina «log.txty.

1) bopuc moxer n3mMeHuTs coaepxkumoe daitna «log.txty.

e) bopuc moxer untaTth conepxkumoe daiina «log.txty.

ITyctes B OC peanuzoBana Monenb neinoctHocTH buba. IlpucyrctByer daitn «log.txty ¢
ypoBHeM 1enocTHOCTH 1. [IpucyTCTBYIOT mosb30Barenn AMca ¢ ypOBHEM IIETTOCTHOCTH
1, Bopuc ¢ ypoBHeM nenoctHocTH 2 U Buxtop ¢ ypoBHeM nenoctHoctH 0. BeiGepute
NIPaBUJIBHBIE YTBEPIKICHHS:

a) Buxktop MoxeT u3MeHuTh coepxkumoe daiina «log.txt».

0) Anrca MOXET U3MEHUTH cojiep)kumoe (aiina «log.txty.

B) bopuc MmoxeT n3mMeHuTs conepxkumoe daiina «log.txty».

r) Bee Tpoe moryT untath conepxkumoe daitna «log.txty».

Bribepure npaBuiibHbIE YTBEPKACHUS O ayTeHTU(UKaUKU B coBpeMeHHbIX OC:

a) [laponu nmonb3oBartesst XpaHATCS HA JMCKE, HA KOTOPOM yCTAHOBJIEHAa CUCTEMa, B
NepBOHAYAIEHOM BHUJIE.

0) OraJoHHbIE 3HAYCHMs, HEOOXOIUMBIE MJS TPOXOXKAECHUS OHOMETPUUYECKON
ayTeHTH(HUKAWU, XpaHATCSA B CHCTEME B HEIOCTATOYHOM JJISi BOCCTAHOBJICHHS
U3HAYaJIbHBIX OMOMETPHUECKUX JaHHBIX 00beMe.

B) TokeH Qu3nyecku HU3rOTOBIEH TakUM oOOpa3oM, YTO CUYUTBHIBAHHE C HETO
3aKpBITOTO KIIFOYa SIBISIETCS HEBO3MOXKHOM MITH JOPOTOCTOSIIEH orepanueii.

r) s ayTeHTH(UKAIUU ¢ TTOMOIIBI0 TOKEHAa B CHCTEME JOJDKEH MPUCYTCTBOBATH
OTKPBITHIN KJIIOY MOJIH30BATEINS, COOTBETCTBYIOLINH 3aKPhITOMY KJIIOUY Ha €0 TOKEHE.
UTto He BXOAWT B MeTalaHHbIe (haiiya (BpIOEpUTE OJMH BapHaHT)?

a) Bpems co3ganust daiina.

0) Anpec KOpHEBOW JTUPEKTOPHH.

B) Bpems moaudukanuu daiina.
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r) Aapeca KIacTepoB COAEPKUMOTO (aitiios.

1) Uadopmanus o Biajenble daiina.

7. Brpibepute BepHbIC YTBEPKIACHHS O YIIPaBICHUU MaMSThIO B coBpeMeHHbIX OC:

a) CoBpemenHble OC nCIOJIb3YIOT BUPTYaJIbHYIO [1aMSATh.

6) CoBpemennsle OC He 3alIMIIAIOT NaMITh OJHUX MPOIECCOB OT YTCHHS JIPYTUMU
IIPOLIECCAMH.

B) CoBpemennbie OC pa3fensioT o0IIyI0 MaMsATh MEXAy MPOLeccaMy, YacTo B TaKOM
NaMsTH HaXOIATCsl OMOITMOTEKH.

r) CoBpemennsie OC HHUKOTJa HE BBITPYXKAIOT YaCTH ONEPAaTUBHON MaMsITH Ha JHUCK
BO BpeMs palboThI.

n) B coBpemennsix OC mamsaTh pa3buTa Ha MajeHbKue (parMeHThl, Ha3bIBacMble
CTpaHHIIaMHU.

8. BoibepuTe BepHbIe YTBEPKIACHHS O TUIAHUPOBIIUKE:

a) [ImaHupoOBHIIMK BBIEISIET MPOLECCOPHOE BpEMS KOPOTKUMH HHTEPBAJaMH,
HA3bIBAEMbIMU KBAaHTAMHU.

06) B ciydae wuCHOMHEHHs TPOLECCOM WHCTPYKIHMH, JUISL 3aBEPILICHHUS KOTOPOM
TpeOyeTcst JIUTENbHOE OKUIaHHe, TUIAHUPOBIIUK MEPEBOIUT MPOIIECC B COCTOSTHUE
«3a0JJ0KHpOBaH» M HE OyJEeT BBIACIATH €My MPOLECCOPHOE BpEMs, TIOKa COCTOSHHE HE
CMEHHTCS Ha «TOTOBY.

B) [lns pabGoThl MiIaHMPOBIIMKA TMPOLECCHl JOJDKHBI CaMH MepelaBaTb Ha HETO
ylOpaBleHUE, TaK Kak KOMIIbloTepbl He mnpepoctaBimsitor OC  MmexaHuzMa  JUis
NEPUOINIECKOTO MPEPHIBAHMUS BBIITOJTHEHHS MOJIH30BATEIBCKOTO TPOIIecca.

r) B mianupoBaHMM MO HpUOpUTETAM BCE MPOLECCHl C Pa3HBIMU MPHOPUTETAMHU
MOJYYarOT MPUMEPHO OAMHAKOBOE KOJMYECTBO BPEMEHHU.

9. Bribepute BepHOE yTBEPKICHHE (BEIOEPUTE OJAMH BApUAHT):

a) OC peasin3oBaHa anmapaTHO B IPOIECCOPE.

6) OC peanuzoBaHa anmnapaTHoO B MaTEpPUHCKOMN IUIaTe.

B) OC — mnporpammHOe o0OecrieueHue, KOTOpO€ NPENOCTaBIsAeT MPHIOKEHUIM
pecypchbl anmapatHoro odecrnedeHuss KOMIbIOTEpa B BUE yIOOHBIX aOCTpaKIHii, HO HE
YIpaBIISET 3TUM alIapaTHbIM 00ECTICYCHHUEM.

r) OC — mnporpamMmmHOoe oOecledeHrne, KOTOpO€ IMpPEeIOCTaBIsIeT NPUIOKEHUSIM
pecypchl  anmapaTHOro OOecredeHus: KOMIBbIoTepa B BUJIE YIAOOHBIX aOCTpakiuil u
yHpaBIIseT 3TUM alapaTHbIM 00eCTIEYeHUEM.

10. BriGepute BepHOE yTBEpKICHHE (BBIOCPUTE OJTMH BAPHAHT):

a) B OC komnbroTepa ¢ OAHOSAEPHBIM MPOLECCOPOM B KaXKABIH MOMEHT BPEMEHHU
MOJKET paboTaTh TOJBKO OJUH MPOIIECC.

6) B OC xommbioTepa ¢ 0JJHOSAIEpHBIM POLIECCOPOM Y MPOLIECCOB BCErIa
HPUCYTCTBYET TOJIBKO OJMH MOTOK.

B) B OC xommbroTepa ¢ MHOTOSIEPHBIM MPOLECCOPOM B KOHKPETHBII MOMEHT
BPEMEHU MOTYT BBIMOJIHATCS HECKOJIBKO ITOTOKOB OJTHOTO Tpoliecca.

r) B OC komnbroTepa ¢ MHOTOSIZIEPHBIM MIPOLIECCOPOM KOHKPETHBINM MPOIIECC MOKET
UCIIOJIb30BaTh TOJIBKO OJTHO SIIPO IpoIieccopa.

Tect mo Teme 3.2 Uudopmanuonnasi 6e30nMacHOCTH ONMEPAIMOHHBIX CHCTEM ceMeiicTBa
Windows

1. Ha ocnoBe kakux qaHHbIX cyobekta OC Windows nmpuHUMaeT perieHue o 1octyme?
a) Xell 3Ha4€HUE NIapoJIs IT0JIb30BATENs, 3aIly CTUBLIETO MPOLIECC.
0) TokeH mepeBOIUTONICHHS.
B) Unentudukarop mpouecca.
r) TokeH nocryna.
1) bazoBelii npuopuTeT npouecca.
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Ha ocHoBe xakux manHbix 00bekta OC Windows mpuHUMAaET penieHue o 1ocTymne?

a) [IpuBunerumn.

0) TokeH mocTyra.

B) [leckpunTop 6€30MacHOCTH.

r) CUCTEMHBII CIUCOK yNPaBICHUS TOCTYIIOM.

1) Cioco6 ayTeHTU()UKAIMH MTOJIb30BATES.

Kakue npumuTrBHBIC TpaBa o0beauHseT B cede mpaBo urenus OC Windows?

a) «UreHue arpuOyTOB 0€30MACHOCTIY.

0) «UTeHne CUCTEeMHBIX aTpUOYTOBY, KITCHHE aTPUOYTOB OE30IMaCHOCTH.

B) «UTeHue gJaHHBIX».

r) «UTeHue CHUCTeMHBIX aTpuOyTOB», «YTEHHE aTpUOYTOB O€30MaCHOCTHY, «UTCHHE
JTAHHBIX).

n) «UTeHue cUCTEMHBIX aTpuOyTOBY», «UTE€HUE aTpUOYTOB 0E30MaCHOCTH», «UTCHUE
JTAHHBIXY, «BBITOJIHEHUE (AIIIOBY U «IIEPEXO] B TUPEKTOPHUION.

BriGepute nmpaBuiIbHbBIC YTBEPKICHUS 0 MaHAaTHOW noymTruke «He-3anuceiBath-BBepx»
OC Windows:

a) OGecnieunBaeT CBOMCTBO IIEJIOCTHOCTH JIaHHBIX.

6) Ob6ecrieunBaeT CBONCTBO KOH(PUIEHIUAIBHOCTH JJTAHHBIX.

B) Mcnonp3yeTcs B cCUCTEME TONIBKO ISl 0OBEKTOB CETEBBIX COKETOB.

r) HesiBHO ucnons3yercs 11t Bcex NTFS-gaitnos.

n) Pazpemaer qoctyn Ha 3anuCh TOJNBKO CyOBEKTaM C YPOBHEM LIEJIOCTHOCTH PaBHBIM
WK OOJIBIIMM IO OTHOIIEHHIO K YPOBHIO IIETIOCTHOCTH OOBEKTA JIOCTYTIA.

Kakue u3 nepeuncnennsix npaB OC Windows mpegocTaBisieT o yMOJIYaHUIO BIaIeIbILy
daiina?

a) Yurate CCY /.

6) Yurars JICY /.

B) Uurath copepkumoe ¢aia.

r) M3mensars JJCY .

n) Uamensats CCY /1.

e) M3mensarts coaepxkumoe (daitna.

Bribepere nmpaBuiIbHBIE  YTBEPKIEHUS OTHOCHTEIBHO QITOPUTMAa  OMpPEIEICHUS
npaBoMepHocTH goctyma OC Windows:

a) IlepBeiM peiicTBUEeM SIBISIETCSI MPOBEPKAa COOTBETCTBHUS JOCTyNa MaHIATHOU
TIOJINTHKE.

0) IIpoBepka COOTBETCTBHS MOCTyNa MaHIATHOW MOJUTHKE OCYIIECTBISIETCS TMOCTE
aHanmza 3anuceit [JICY /1.

B) Ecnu npu nocnenosarensHoM ananuze 3anuceit JJCY /[ okaspiBaeTcs, 4TO OAHO U3
3ampallvBaeMbIX IIpaB 3arpeniaeTcsl B TEKYLIEH 3alliCH, TO IOCTYM 3alpeIIaeTcs.

r) Ecim mpu mocnenoBarensHoM ananuze 3anmceit JICY]] paspemaromue mpasa
TEeKyLIed 3aluch B CyMME€ C pa3pelialolIMMU IpaBaMH MNPEAbIAYIIUX 3amucei
NEPEKPbUIN BCE 3allpalliiBaeMble MpaBa, TO JOCTYII Pa3peraeTcs.

n) Ecnu B cniuckax JICY /] He ObUT0 3ampeniaronux 3anpaniiBacMble MpaBa 3ammucei,
U B TO K€ BpEeMs BCE pa3pellarollie 3alicHU He NEePEeKpbUIN 3alpaliiBaeMble MpaBa, TO
JOCTYT 3aIPEIAcTCs.

Kaxkas npusuneruss OC Windows no3BosisieT uutath 0001 (aiin BHE 3aBUCHMOCTH OT
3a/laHHBIX TIpaB?

a) [IpuBuierust co3ganus pe3epBHBIX KOMUM.

0) [IpuBuIerus N3MEHEHUs! CHCTEMHOTO BPEMEHH.

B) [IpuBunerus 3aBepuieHust paboThl CUCTEMBI.

r) [IpuBunerus ypenudenus pabodyero Hadopa.

n) [IpuBunerus co3ganus (aiina noaKauKky.

BriOepure cymHocTH, HEe BXoasmKe B TokeH jgoctyna B OC Windows:
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a) SID nonws3oBatens.

0) JICY ]I Bcex 00bEKTOB CUCTEMBI.

B) SID-bI rpymm.

r) CCY]l Bcex 0OBEKTOB CHCTEMBI.

n) [Ipuwmierun.

9. BriOepuTe CyIHOCTH, BXOJSIIUE B Ieckpurtop 6ezomacHocty oobekra B OC Windows:

a) SID Bmanenwiia oobekTa.

0) IMCKpEeIMOHHBIN CIUCOK YIIPABJIEHUS JOCTYIIOM.

B) CuCTeMHBIN CIMCOK YIpPaBIEHUS JOCTYIIOM.

r) CriMCOK TOKEHOB JOCTYIa MPOIECCOB, OCYIIECTBISIIOIINX JOCTYI K OOBEKTY.

1) YPOBEHD LIETOCTHOCTH.

10. Kakne #3 TMyHKTOB TMpPaBHJIBHO ONHUCHIBAIOT (MIBTPOBAHHBIA TOKEH JIOCTYIIa

agmuuucrparopa B OC Windows?

a) YpOBEHb LIEJIOCTHOCTH yCTAHABIINBACTCS CPETHHUM.

0) YpoBeHb 1IeJIOCTHOCTH YCTaHABIUBAETCS BHICOKHM.

B) CiMCOK MPHUBHIIETUH, KOTOPbIE MOTYT MONAacTh B (PUIBTPOBAHHBIA TOKEH, CUIBHO
OTpaHHUYEeH.

r) [Ipu onpenenennn npaBomepHocTH noctyna cpenu 3amumcedd JJCY] ¢ SID
aJIMUHHUCTPATUBHBIX TPYII OYIyT yUYTEHBI TOJBKO 3aIllpeliatolue.

1) Cnucky NpUBUIIETUN OJMHAKOBBI B OOBIYHOM M (PMIIBTPOBAHHOM TOKEHE JIOCTYIIa
aJIMUHHCTpaTOpA.

Tect mo Teme 3.2 UndgopmanuonHasi 6e30MacCHOCTH ONEPANMOHHBIX CHCTEM ceMelicTBa
Linux

1. Ha ocHoBe kakux qaHHBIX cyObekTa OC Linux mpruHUMaET penieHue o T0CTyIe?
a) SUID-6wur.
0) Sticky-6ur.
B) Y4eTHbIE JaHHBIE.
r) UID npouecca.
1) DIEeKTPOHHAs MOANUCH POTPAMMBI.
2. Kaxwue npasa npucytctByroT B OC Linux:
a) Ucnonuenue.
0) Urenwue i-node.
B) Utenue.
r) Y anenue.
1) 3aruch.
3. Hust uero ciyxut SUID-6ut 8 OC Linux?
a) [To3BomsieT 3amycTUTh MPUIIOKEHHE OT UMEHH BJlaJieNblia (aiisia mpuIoKeHHs.
6) ITo3BossieT 3anmyCcTUTh MPUIIOKEHNE OT UIMEHHU CYIepIoIb30BaTesL.
B) [lo3Bossier 3anyctuth npunoxenue ¢ npusmierneit CAP_SYS ADMIN.
r) [To3Bonster 3amyctuth npunoxxenue ¢ UID paBHBIM HyTIO.
n)  3ampemiaer — 3alyCK  TNPUJIOKEHHUS  BCEM  TIOJIb30BATEISIM,  KPOME
CYIIEpIIOJIb30BaTEN.
4. UYrto nenmaet Macka B CIHCKe yIpaBieHus JocTynoMm (aiina B OC Linux?
a) 3ajaeT MaKCUMaJIbHbIE TPaBa, KOTOPbIE MOXKHO MOJTYYUTh U3 3alHMCel ISl TPYIIL.
0) 3agaeT MaKCUMaITbHBIE TIPaBa, KOTOPBIE MOKHO TTOTYYHTh U3 3AITHCH OCTATBHBIX.
B) 3ajaeT MakCUMaJIbHBIE MIPaBa, KOTOPBIE MOXKHO IMOJyYUTh M3 3allUCH BIaJebla
daiina.
r) 3a7aeT MakCHUMAalbHbIE MpaBa, KOTOPbIE MOXKHO MOJIYYHMTh M3 3alUCed s
MIOJIB30BATENEN U TPYMII.
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5.

10.

11.

1) 3agaeT MakCUMalIbHBIE MpaBa, KOTOPbIE MOXHO IOJyYUTh U3 3amMced Uis
II0JIb30BATENICH.
Yro Takoe coib xelr-3uauenus mapois B OC Linux?

a) Ctpoka, KOTOpasi BEIOMpAeTCsl IPU KaXI0i ayTeHTU(DUKAIMH CIYYaiHO IS
obecrnieueHus 0€30MacHOCTH MapoJIs.

0) CrydaiiHo BeIOpaHHAsI IPH CO3JJaHUM TAPOJIsi CTPOKA, KOTOpask CKIICUBACTCS CXEIIl-
3HAYEHHUEM I10CJI€ BBIUMCICHHS XelI-(DyHKINU.

B) CiryuaiiHo BeIOpaHHas IPU CO3JJaHUU TAPOJIsi CTPOKA, KOTOPasi CKIEUBACTCS C
napoJsieM Mepesl BEIUMCICHHEM Xell-(QOyHKIUH.

r) [Inuna, 10 KOTOpO# ype3aeTcst mapoib MOIb30BATENS A1l KOMIAKTHOTO XpaHEHHS
B CHCTEME.
Bribepure cymuocTy, BXOAAIIME B yueTHbIe JaHHble mporecca B OC Linux:

a) UID monw3oBarerns, 3ammyCcTUBIIIETO MPOIIECC.

0) I'pynmnsl nosp30BaTeNs, 3a11yCTUBILETO MTPOLIECC.

B) [IpuBunerum.

r) [IpaBa ucnonusemoro ¢aiina, U3 KOTOPOro OBUT 3aIMyIIEH MPOIEeCC.

1) dnar 3¢ heKTUBHOCTH MPUBUIICTHH.
Bribepure cymuocTa, Bxoasmye B aTpuOyTsl 6e3onacuoctu ¢aitna 8 OC Linux:

a) Tpolika mpaB A7sl Kax 10 TPYIIIbI B CUCTEME.

0) [IpuBunerum.

B) Tpoiika npaB Biajenbia ¢aia.

r) Tpoiika mpaB mojb30BaTeNel, HE SBISIOMIMXCS Biaaenblamu (aiina u He
BXOJISIINX B TPYMITY Biajeiblia (aiisia mo yMoI4aHuIo.

n) Bnanenen gaiina.
Bri6epute cyniHocTy, Bxoasiue B aTpudyThl 0e3onacHoctu ¢aitna B OC Linux:

a) Tpolika rpaB 115 Kax /101 TPYIIIbI B CHCTEME.

0) [IpuBuierum.

B) Tpoiika npaB BiaaensLa ¢aiina.

r) Tpoiika npaB monb3oBaTenel, HE SABJISIONIMXCS BiajenblaMu (aiina u He
BXOJSIIIUX B TPYIITY Biajenbla ¢aiisia mo yMoI4aHuIo.

n) Brnagenen ¢aiina.
Kaxue nabopsl npusuieruii ects y ¢aina B OC Linux:

a) Hacnenyewmsie.

0) O dexTuBHbIE.

B) BHeminue.

r) OrpaHn4uBaronIye.

n) Pazpemennsie.
Kakyto xemr-pynknuto ucnonszyer OC LinuX st BEIMHUCIICHNS XeII-3HAYCHHS TapOJIs B
OC Linux?

a) MD-5.

6) SHA-256.

B) SHA-512.

r) SHA-3.

n) @OyHKIUE HECKOJBKO, OKOJIO XelI-3HAaYeHHs Napoiisi XpaHUTCS HOMeEp
WCITOJTh30BAaHHOM XeTI-(DyHKITHH.
Uro nenaet konseiiep B OC Linux?

a) ®unbpTpyeT BHIBO KOMAH/IBI.

0) [lepenanpasnser cTaHIapTHBIN BBIBOJ KOMaH bl C KOHCOJIM CTaHIAApTHBIN Ha BXOJ
JIPyTOi KOMaH/IE.

B) [lonHuMmaet nmpasa /10 npaB Cyneproab30BaTesl.

r) OTKJIapIBACT BHITIOTHEHNUE KOMaH/IbI Ha YKa3aHHBINA CPOK.
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Tect mo Teme 4.1 BBenenne B apXuTEeKTYpPy JOKAJIbHBIX BBIYHCINTEIbHBIX ceTel

1. Kaxkoit nopsnok ypoBaeit moaenu OSI BepHbIii?
a) ®u3nueckuii, KaHAJIbHBIN, TPAHCIIOPTHBIN, CETEBOM, CEAHCOBBIN, MPEICTABICHUS,
MPUKJIaAHOM.
0) duznyeckuii, KaHAIbHBIN, CETEBOM, TPAHCIIOPTHBIN, CEAHCOBBIN, MPEICTABICHUS,
MIPUKJIaAHOM.
B) Ousnueckuii, KaHAJIbHBINA, CETEBOM, TPAHCIIOPTHBIN, CEAHCOBBIHN, MPUKIIATHOM,
IPECTaBICHHUS.
r) Ou3nuecKkuil, KaHaJbHBIN, TPAHCTIOPTHBIN, CETEBON, CEAaHCOBBIN, MPUKIAJTHOM,
IPECTaBICHHUS.
2. Kakwue mpoTOKOJIBI OTHOCATCS K TPAHCIIOPTHOMY ypoBHI0 Mojaenu OSI?
a) UDP.
0) ARP.
B) IPv4.
r) GSM.
n) TCP.
e) DNS.
x) PPTP.
3. Kaxkoii ypoBeHb IpegHa3HaueH I OTPEICICHUS Iy TH Tepelayn JaHHBIX ?
a) dusnyeckuid.
0) CeaHCOBBIIA.
B) TpaHCIIOPTHBIM.
r) [Ipeacrasnenus.
1) KanaabHbIi.
e) IlpuxiagHoi.
k) CeTeBoi.
4. Kaxue ¢uaru ucnonp3yrorcs B mporokosie TCP s ycraHOBIEHHS COSTMHEHNUS?
a) RST.
6) SYN.
B) FIN.
r) URG.
1) ACK.
e) PSH.
5. Kaxkue npeumyectsa ectb y FTTB?
a) Bricokas ckopocTb paboTel UHTEpHET.
0) PaBHast ckopocTh npuema U nepenadv UHGpopMalmH.
B) HesaBucuMocTh CKOpOCTHM JAOCTyna OT uucia abOOHEHTOB, IMOJKIIOYEHHBIX K
KOMMYTaTopy.
r) OTcyTcTBHE HEOOXOMMOCTH pa3MeleHHs KOMMYTaTopa poBaiiiepa B 34aHUH.
6. Kaxkwue menocratku ectb y FTTB?
a) Huszkas ckopocts paboTsl IHTEpHET.
6) PazHas ckopocTh preMa u nepeaayu HHPopMaium.
B) 3aBHCUMOCTh CKOPOCTH JOCTyHa OT 4YHClIa a0OHEHTOB, NOJKIIOYEHHBIX K
KOMMYTaTopy.
r) Heo6xoaumocTh pa3MerieHus: KoOMMyTaTopa MpoBaiiiepa B 3JaHHH.
7. BoiOepuTe BepHbIE YTBEPKICHUS
a) TCP He rapaHTHpy€eT NOCTaBKy JaTarpamm.
6) UDP He rapanTupyert JOCTaBKy JaTarpamm.
B) UDP rapantupyert J0CTaBKy JaTarpamMmm.
r) TCP rapanTupyer J0CTaBKy JaTarpamm.
8. Kakoii agpec oTHOCHTCSA K aipeCHOMY NpocTpaHcTBy IPv4?
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a) 192.168.0.17

0) 129.256.0.0

B) 301.169.107.0.0.3

r) 127.0.1000.0

9. Kak paboraer koHueHTpaTop (xab)?

a) Ilpu monyyeHWH MakeTa JAaHHBIX Xa0 MEPechUIaeT ATOT MAKET HAa BCE OCTaIbHBIC
CBOM TIOPTBHI.

0) Ilpu monyuyeHWW MaKeTa MAHHBIX Xa0 TMepechlIaeT ATOT TMAaKeT Ha TOPT B
coorBercTBuu ¢ Tabmunedr MAC-aapecoB. Ecnm  cooTBeTCTBHST HET, TaKeT
oTOpachIBaeTCsl.

B) [lpu monydyeHun mnakera IaHHBIX Xa0 TMepechUIaeT ATOT MAaKeT Ha IOpPT B
cooTtBeTcTBUU ¢ Tabmuieit MAC-aapecoB. Eciiu cOOTBETCTBUS HET, B CETh OTIPABISETCS
ARP-3ampoc.

10. Kak pabortaer kommyTaTop?

a) B ciyuae, eciim i otmipaBisiemoro MAC-anpeca HET COOTBETCTBHUS, KOMMYTATOP
pacchuIaeT MakeThl Ha BCE TOPTHI, KPOME MOPTa-TOTydaTers.

0) [Ipu mony4yeHuH makeTa JaHHBIX KOMMYTATOp IMEPEChUIACT JTOT IMAaKeT Ha BCE
OCTaJbHBIC CBOM MTOPTEHI.

B) KoMMyTarop XpaHuT B mamsTH TaOJIHMIly KOMMYTallMd, B KOTOPOH yKa3aHO
conoctarieane MAC-aapeca u Homepa mopTa KOMMyTaTopa.

r) Co BpeMEHEeM KOMMYTATOp CTPOUT TaOIHILy JUIs BceX akTUBHBIX MAC-aipecos.

1) Tabmma MAC-aapecoB KoMMyTaTopa CTaTUYHA M HACTPAUBACTCS BPYUHYIO.

Tect no Teme 4.2 CeTeBble YITPo3bl U METO/IbI NIPOTUBOAEHCTBUS UM

1. Kakue ObIBatOT UCTOUHUKU BOZHUKHOBEHUS YS3BUMOCTEH?
a) OmmOKu peanu3aruu.
0) OmuoOKu 06CTyKUBAHHUS.
B) OmmOKH MPOCKTUPOBAHUS.
r) Omm6xu HR-oTnena.
2. UYro He BxoauT B 6a30Byt0 rpynmmy metpuk CVSS?
a) Crioco0 mosty4yeHus JoCTyIa.
0) Bausinue Ha KOHOUIEHIIMATBHOCTD.
B) BiusiHue Ha nosp3oBarens.
r) Iloka3zarens ayreHTH(UKALUU.
1) CIOXXHOCTh TIOTyYE€HHSI IOCTYTIA.
3. Kakoii rpynnsl metpuk CVSS He cymecTByeT?
a) KommnekcHast.
0) Bpemennas.
B) bazoBasi.
r) KonTekcrHas.
4. Kewm pazpaborana CVSS?
a) ISO.
6) FIRST.
B) WWW.
r) UCLA.
5. Uro ue sBnsercs metpukoii B CVSS?
a) CloHOCTb aTaKu.
0) Biusinue Ha TOCTYITHOCTb.
B) /INTENBHOCTD aTaKH.
r) Crioco0 mosrydeHus JoCTyTa.
n) ITokazarens ayreHTH)UKALINN.
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10.

Uro sBisieTcst HaCCUBHOM aTakom?

a) IIpocnymmBanue Tpaduka.

6) OTka3 B 00CITyKUBaHHH.

B) ®usnyeckoe HamajgeHue Ha OOBEKT.

) OKCIulyaTaluust ysa3BUMOCTH.

Yro Takoe IBPUCTHUECKUI aHAN3?

a) Meroa, npeaHa3HaYeHHbIN JUIsI OOHAPYKEHHSI HOBBIX, €Ill€ HE BBISIBICHHBIX
BHUPYCOB.

06) MexaHu3M, HEOOXOAMMBIA [UII OTCICKHWBAHHMS HEU3MEHHOCTH (DAMIIOB,
JIOKYMEHTOB, peecTpa, KOHpHUrypauu o00py10BaHusl.

B) MeToj, OCHOBaHHBIM Ha MOCIEI0BATEIbHOM MPOCMOTPE MaMSATH YCTPOHCTBA,
3arpy304HBIX CEKTOPOB, (haiiJIOB B MOMCKE CUTHATYP U3BECTHBIX BUPYCOB.

UYro Takoe 63K10p?

a) YacTb BpEIOHOCHOTO TMPOTPAMMHOTO OOECIECYCHHS, PEATU30BaHHOTO  JUIS
COKPBITHS PUCYTCTBUS TOTO BPEAOHOCHOTO KOJA U €ro JACHCTBUM.

0) Ilpunoxenue, wucHoiab3yemMoe JUIsl JaJbHEWIIEW 3arpy3KM UM 3allycKa
MOJIHOIIEHHOT'O BPEIOHOCHOTO MPOTrPaMMHOT0 00€CTIeYeHHUS.

B) BpemonocHoe mnporpamMmHoe oOOecnedYeHre, KOTOpOE, IMOMHUMO TOJyYECHHS
KOHTPOJISI HaJl 3apakKeHHBIM YCTPONCTBOM, IBITAETCS 3aXBAaTUTh IOJl CBOM KOHTPOIb
JpyTHUE y37Ibl CETH.

r) [Ipunoxxenue, mo3BoJSIONIEE YIPABIATH KOMIIBIOTEPOM YAAIECHHO.

Urto Takoe pyTKUT?

a) YacTp BpeAOHOCHOTO MPOrPaMMHOTO OOECHeUeHUs, PeaTru30BaHHOIO s
COKPBITHSI IPUCYTCTBHUSI 3TOrO BPEAOHOCHOTO KOJIa U €r0 AEHCTBUM.

0) Ilpunoxenue, wucHoiab3yemMoe [UIs JalbHEWINEW 3arpy3KM U 3allycKa
MIOJIHOLIEHHOT'O BPEIOHOCHOTO POTPaMMHOI0 00€CIIEUEHHUS.

B) BpemonocHoe mporpamMMHOe obecreyeHue, KOTOpOe, MOMHMO  IOJIYYCHHS
KOHTPOJISI HAJ[ 3apakKCHHBIM YCTPOHCTBOM, IBITACTCS 3aXBAaTUTh IOJ CBOM KOHTPOIb
JIPYTHE y3Jbl CETH.

r) [Ipunoxxenue, Mo3BOJISIONIEE YIPABIATh KOMITBIOTEPOM YAAJICHHO.

Uro crneayer aAenaTh, YTOOBI 3aIIUTUTH ce0s1 OT BUPYCOB?

a) He 3amyckaTh MpuiIOKeHUS W3 HEIOBEPEHHBIX HICTOYHHKOB.

6) Cnemutp 3a TUGPOBBIMH TMOAMUCIMH YCTAaHABIMBAEMOTO MPOTPAMMHOIO
o0ecrieyeHus.

B) OTKJIIOUUTH MEKCETEBOM IKPaH.

r) Bcerna oTkpbIBaThb BIIOKEHUS JJEKTPOHHOM NOYTHl ¢ Temol «BaxHo» u
«CpouHO®.

n) CBOeBpeMEHHO OOHOBIATH  OMEPALMOHHYID CHUCTEMY W  MPOTPaMMHOE
oOecrnievyeHue.

e) Ucnonb30BaTh aHTUBUPYCHOE MTPOTPaMMHOE 0OeCIIeUeHHE.

Tect nmo Teme 4.3 Me:xcereBbie IKpPaHbI

UTto Takoe MexceTeBOM SKpaH?

a) [IporpaMmmHO€ UM TPOTrPAMMHO-TEXHUYECKOE CPEICTBO, pean3ytomiee GyHKIINHA
KOHTPOJISI U GUIBTPAIIMN B COOTBETCTBUU C 3aJIaHHBIMU MPABHIIAMHU TPOXOASIINX Yepes3
HEro MHQPOPMaIMOHHBIX TOTOKOB.

0) VYctpoiicTBOo, TmpenHa3HauYeHHOE JUIS COCIWHEHUS  HECKOJIBKHX  Yy3JI0B
KOMIBIOTEPHOM CETH B MpeJieNiax OJHOTO UM HECKOJIBKUX CETMEHTOB CETH.

B) YCTpOHCTBO, KOTOPOE MO3BOJISET OPraHU30BAThH JIOKAIBHYIO CETh C BO3MOXHOCTBIO
BBIXO/Ia B UHTEPHET JIJISL IPYTUX YCTPOMCTB.

MesxceTeBble SKpaHbl ISl BEO-TIPUIIOKEHUH pacoararoT:

25



a) [lepen 3amumnaembiM BeOG-cepBepoM (TpaduK BHaYale MEPEIaeTCs] MEKCETEBOMY
dKpaHy, 3aTeM BeO-cepBepy).

6) Ilocne 3amumiaemoro BeO-cepBepa (Tpaduk BHaYalle mepemaercs BeO-cepBepy,
3aTeM MEXCETEBOMY KpaHy).

B) MeskceTeBoil 3KpaH W 3allMIlaeMblii UM BeO-cepBep HaXOASTCS B Pa3HbIX
HOJCETAX, TPAQUK MEXTy HUMH 3aIlpeIeH.

r) BmecTo 3ammimaemoro Bed-cepsepa.
[lepconanbHbIE MEKCETEBBIE IKPAHBI 11 HACTOJIBHBIX KOMITBIOTEPOB U HOYTOYKOB:

a) OGecrneurBaOT JOMOJIHUTEIBHBINA YPOBEHB 3aIIUTHI OT CETEBBIX aTaK.

0) IToTHOCTBIO 3aMEHSIOT BCE OCTAJIbHBIC HHCTPYMEHTAIBHBIE CPEICTBA 00ECIICYCHHS
0€30MacHOCTH.

B) II0THOCTBIO 3aMEHSIOT MapLIPyTH3ATOPHI, SABISASACH ILIIO30M 10 YMOJIYAHUIO IS
3alUIIAaeMOT0 KOMIIBIOTEPA WK HOYTOYKa.

r) IlpemocraBnsoTr Bce HEOOXOAMMBIE CETEBBIE CEPBUCH IS 3aAIIUIIAEMOTO
KOMIIBIOTEpa UK HOYTOYKa.
[lepcoHanbHbIE MEKCETEBbIE SKpaHBI Il HACTOJIBHBIX KOMIBIOTEPOB U HOYTOYKOB
SBIISIOTCS:

a) AnmapaTHO-IIPOrpaMMHBIMH CPEJICTBAMHU 3aIlHUTHI.

6) Bcerna BcrpoennbsiMu B OC, KOTOPYIO OHHU 3aIMIIAIOT; HE MOT'YT OBITh
pearn30BaHbl BHEITHUMHU TPOU3BOTUTEIISIMH.

B) MCKIIIOUNTENBHO IPOTPaMMHBIMHU.

r) MckitounTenbHO BHEUTHUMH, HE BCTpoeHHbIMU B OC, KOTOPYIO OHHU 3allUIIAIOT;
BCer/ia peajn30BaHbl BHEUTHUMH MPOU3BOAUTEIISIMH.
[lepcoHanbHBIE MEKCETEBBIE SKpaHBI Ui HACTOIBHBIX KOMIBIOTEPOB U HOYTOYKOB
YCTaHABIMBAIOTCA:

a) Ha xocTax, KOTOpble OHM 3alUIIAOT.

0) Ha mapmpyTtuzaTopax, KOTOpble yKa3aHbl Ha XOCTE B KauyecTBE ILII03a I10
YMOTYAHHIO.

B) Ha oT/IenbHBIX KOMIIBIOTEPAX.

r) Ha xoneunsix Toukax VPN.
Bribepure HecylecTBYIOLINI BUJ] TPAHCISIIMU CETEBBIX aJIpecoB.

a) JIlunamuueckasi.

0) CraTudeckasl.

B) C uCnoap30BaHUEM ITOPTOB.

r) C ucnosib30BaHUEM MOCTOB.
[111r03b61 YpOBHS NPUITOKEHHUM ITO3BOJISIOT:

a) VCKIIOYnTh MpsSMOE B3aMMOCHWCTBUE JABYX Y3JIOB MYTEM pPEaTH3alUN POJIH
HOCPETHHKA.

0) BoImoaHATE QYHKIMH UTI032 CEAaHCOBOTO YPOBHS.

B) AHAJIM3UPOBATH BCE CYLIECTBYIOIINE B MUPE TPOTOKOJIBI.

r) AHaIM3UpPOBATh TOJBKO MOJICP)KUBAEMBIE OSTHM MEKCETEBBIM JIKPaHOM
HPOTOKOJIBL.
VYnpasisieMble KOMMYTaTOPbI MOTYT:

a) OcymiecTBiATh GUIbTpalLnio Ha ocHOBe [P-anpecos.

0) OcymiecTBasATh (GUIBTPAIMIO 10 UCIIOTH3YEMOMY MTPOTOKOITY.

B) OcymecTBisaTh GuibTpanuio Ha ocHoBe MAC-anpeca.

r) OcymecTBisaTh ¢punbTparuio Ha ocHose VLAN ID.
Bribepure BO3MOXKHOCTH MEKCETEBOTO IKpaHa.

a) Peructpanusi cOOBITHIT M TeHEpaIus OTUYETOB.

0) @unbTpanus Tpaduka.

B) TpaHcnsLus CeTeBBIX aIpECOB.

r) AyTeHTu(UKaLus moyb30BaTemnei.
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1) AIMUHUCTPUPOBAHUE.

10. Kakue yTBepk1eHHs O IPOrPAaMMHOM MEXCETEBOM YKpaHe BEPHBI?

a) Ilomxomut B ciy4asx, KOrja YCTPOHCTBO TMOJb30BaTelsl IOMENIAETCS B
HEJIOBEPEHHYIO CpeLy.

6) Ilpu ero paboTe HCHONB3YIOTCA pECypChl YCTPOHMCTBA, HAa KOTOPOM OH
(YHKIHOHUPYET.

B) [logxoaut asst 3a1a4 CETMEHTUPOBAHUS CETEH.

r) [logxonuT [uist OTAEIEHUS TOBEPEHHOM YacTh CETH OT BHEITHUX YIPO3.

1) CauTaercs 6osiee 0TKa30yCTOHYMBBIM, YEM alllapaTHBIA MEKCETEBOM IKpaH.

Tect mo Teme 5.1 BBegenne B kpunrorpaduueckue MeToabl 3a1UMTHI HHpopMauu

1. Kaxnpiii mudpoTekcT MoxeT ObITh MOJy4YeH KakK pe3yibTaT  CIEAYIOLIEro
peoOpa3oBaHus:
a) Ex (Dk(p)).
0) Dk(p).
B) Ex(p).
r. Dk (Ex(p))-
2. 3ammudpyiite ¢ momomibko mudpa «Atdamn cioo « Worldy.
A/B|C/DIE|F|G|H|I |J|K|LIM
Z| Y XIW|V|IUIT|IS|IR|Q|P|O|N
a) Dlrow.
6) Svood.
B) Woild.
r) Dliow.
3. Paccmdpyiite cioBo «Xjxoby», 3ammdpoBanHoe ¢ mnomombio mmdpa [as FOmws
[e3aps:
A/BICIDIE|F|G|H|I|J |K|ILIM|N|O|P |Q|R|S|T|U|V |X|Y|Z
X|Y|Z|A|B|C|D|E|F|G|H|I |J |[KILIM|[N|O|P|Q|R|S|T|U|V
a) Tgtly.
0) Amare.
B) Crypt.
r) Vivna.
4. 3ammdpyiite cnoBo «Ku3Hb» ¢ IOMOIIBIO IEPECTAHOBKU
112|345
2|5/3|1|4
a) Hx3pu.
0) bH3mx.
B) H3bxu.
r) Ub3xH.
5. Pacumdpyiite cnoBo «1216312611» ¢ momonipto Tadauis! [lommous:
112(3|4|5|6
1/A|B|/B|T|A|E
2|E|[XK|[3|U|[U|K
3|J|M|H|O|IT|P
4/BIE|YV| O |X|1
5|Y | b |bI| b
6|00 A *|*|*
a) benxa.
6) EaBroa.




B) CTpenka.
r) benok.

6. BHGpBHC MCTO YaCTOTHOI'O KpUIITOaAHaINM3a BIICPBBIC U3JI0KUII:

a) Jleon bartucra Ans6epTH.
0) ®panvyecko CuMOHETTA.

B) AGy HOcyd Sxy6 ans-Kunau.

r) Jxuponamo Kapmano.

\l

. Iuck Anb0epTy O3BOJISIET aBTOMATU3UPOBATD:

a) [lIudp nmpocroit 3amensl (ogHOAT(PABUTHBIN AP ).
6) MHoroan¢paBuTHBIH HUOP.
B) [lIudp nepectaHoBKH.

r) [lorounsiit mumgp.

8. MHcnonn3zoBaHue mapoJjda ajid MHEMOHHYCECKOI'O 3allOMHUHAHUSA IIEPECTAHOBKH CHMBOJIOB

andaBuTa MPEATIOKUI:
a) Mareo ApmKeHTH.
0) biie3 ne Buxenep.

B) JbxoBannu barrucra bemnaso.

r) Jxam6artucta (Jxosanuu) nemnna [lopra.

9. Tlomemenue ais nepiaroctparuu nepenuckud B X VII — XX Bekax Ha3bIBaJIOCH:

a) benblii kabuHer.
0) TaiiHass kKomHaTa.
B) SlHTapHas KOMHaTa.

r) UepHblid KaOUHET.

1) Kpachslii kaOuner.

10. HIudpsl, B KOTOPBIX KaKIbIH CHUMBOJ OTKPBITOTO TEKCTa IMpeoOpa3yercs B CHUMBOI
MIUPPOTEKCTa, B 3aBUCUMOCTH OT CBOETO PACIIOJIOKEHUS B OTKPHITOM TEKCTE M KIFoUa

Ha3bIBAKOTCA:

a) MuoroandaBuTHRIMU mHUPpaMU.
0) biiounbivu mudpamu.

B) [ToTounbIME I pamu.
r) PoropubiMu mugpamu.

11. 3ammdpyiite cioBo «CJIOHy durpammubim mudpom [neiidepa.
4 4 O b B
XK T 2 H o
I r J b I1
M a I 3 P
C E A bl K
{0) pi 117 nu X
a) BABU.
0) LHADb.
B) DI VYHI
r) bILIII3.
12. TTyctp nepectanoBka T mpeacTaBieHa CIeAyonIei TabauIen:
2|3 n-5|\n-4(n-3|{n-2|n-1n
567 n-1| n 1 2 3 |4
13. Kakoii Bug uMeeT nepecTaHoBKa oOpaTHas nepectaHoBke T?
a.
1123 n-5\n-4(n-3|{n-2|n-1n
1123 n-5|n-4(n-3|n-2|n-1n
0.
1123 n-5\n-4(n-3|n-2|n-1n
4132 10 9 8 7 6 |5
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1123 -4in-3|n-2{n-1|n
415|6 n-1 3
T.
1 2 3 |45 n-3|n-2({n-1| n
n-3|n-2({n-1|n|l|...|n-7{n-6|n-5|n-4
14. 3ammdpyiiTe ¢ momMombo OTKphITOTO Kitoua (8051, 5) kpunrocucremsl RSA coobmienune
m = 10.
a) 8051.
0) 3388.
B) 1949.
r) 12.

15. Kakoe cBoiicTBO 0€30MacHOCTH TrapaHTUPYET, YTO YYACTHUKY KpPUIITOrpapuuecKoro
IPOTOKOJIA IEJIOCTHOCTH TIOJIYYEHHOTO COOOIIEHHSI M €ro CO3JaHhe [0 MOMEHTa
MOJTy4eHUs1, HO HE FapaHTUPYET 3alIUTy OT HOBTOPHOM OTIIPaBKU COOOIIEHUs?

a) CBOICTBO «ayTeHTH(DUKALIUA CTOPOHY.
0) CBOIicTBO «ayTeHTU(PUKAINST HCTOYHUKAY.

B) CBOMCTBO «MHBAPUAHTHOCTH OTIPABUTEIISI.

r) CBOICTBO «ayTeHTU(DUKAIIS COOOLICHUS .

16. Kakoe cBO#CTBO 0€30MacHOCTH TapaHTUPYET, YTO YYAaCTHUKY KPUITOrpauuecKoro
MPOTOKOJIA, YTO YYACTHHUKH, HA4YaBIIME HCIIOJHEHHWE MPOTOKONA, HE M3MEHWIHCH C

TE€YEHUEM BPEMEHU?
a) CBOICTBO «ayTeHTU(DUKAIUST CTOPOHY.
0) CBOIiCcTBO «ayTeHTH(DHUKAINST HCTOTHHUKAY.

B) CBONCTBO «MHBAPUAHTHOCTH OTIPABUTEIISN.

r) CBOMCTBO «ayTeHTU(DUKAIUSA COOOLICHUS.

BepHbIii ¥ MOJHBI OTBET Ha BONPOC TECTa OIECHHWBAaeTCS B 1 Oaur, JUIs MPOXOXKICHUS
TecTa He0OXO0IMMO BEPHO U MOJIHO OTBETUTH HAa HE MeHee YeM 60 mpoIeHTOB BOIIPOCOB TeCTa.

Ilposepka cghopmuposannocmu KOMNOHEHMA «3HAMbY, KYMEMbY, «81A0enby»
obwenpogheccuonanvrou komnemenyuu OIIK-1 (unouxamop HU-OIIK-1_6).

BBenenue B HHGOPMaIMOHHYIO 0€30NIACHOCTDH ONEPALMOHHBIX CHCTEM

1. OcHOBBI paboTHI ¢ MpoIieccaMu, BBOAOM-BbIBOIOM U (aiimamu B OC Windows u Linux.

HNudopmanuonHas 6e301aCHOCTH ONEPAIIMOHHBIX cucTeM cemeiicTBa \Windows.

TeMbl NpaKTHYECKUX 3aHATHI

Tema MNPAKTUIECCKOI'0O 3aHAATHUSA 110 TEME 3.1

Tema npakTH4ecKOro 3aHsiTus no teme 3.2

1. OcHoBsI 06ecnieuenns 0e3zonacHoctr B OC Windows.

HNudopmanuonHasi 6e30MacHOCTH ONEPANIMOHHBIX CHCTEM ceMeiicTBa Linux

Tema nmpakTHYeCKOT0 3aHATHSA 1O Teme 3.3

1. OcHoBsl 06ecnieuenns 0e3zomacHoctr B OC Linux.
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Tema npakTu4eckoro 3aHATus no reme 4.1
BBeneHue B apXUTEKTYPY JOKAJbHBIX BHIYHCINTEIbHBIX CeTel

. Ceresoii caudpdpep Wireshark. 3rakomMcTBO ¢ PpHUIBTPaMu MakeToB.

TeMbl NPAKTUYECKOT0 3aHATHUS 110 TeMme 4.2
CeteBble YIrpo3bl 1 MeTO/IbI IPOTUBOACHCTBUSA UM

WuBeHTapu3aiys 1 MOMCK yA3BUMOCTEH ¢ ucmonk3oBanreM Open Vulnerability and
Assessment Language.

CereBoii ckanep Zenmap. MHMcronb3oBaHHE CETEBOrO CKaHepa Uil BbISBICHUS
YSI3BUMOCTEHN YPOBHS CETH.

Bupychl, uX BBISBICHHE M YCTPAaHCHHE C HMCIOJIb30BAHHEM CIICIMATN3UPOBAHHOIO
MIPOrPaMMHOTO O0ECTICUCHUSI.

TeMbl NpaKkTHYECKOT0 3aHATHS 10 TeMe 4.3 MeskceTeBble IKPAHBI
Bpanamaysp Windows. Pa3paboTka rmpaBui MEKCETEBOTO SKPAHUPOBAHUSI.
Bupryansnas uadpacrpykrypa Eve-NG.

Me:xcereBoli 3kpaH Ha rpanuiie cetd. Hactpolika npaBuil MEXCEeTeBOTro 3KpaHUPOBAHMUS.

TeMbl NIPaKTUUYECKOT0 3aHATHS 1O Teme 5.1
Beenenne B kpunrorpapuyeckue MeTOAbI 3aIUTHI HH(POPMAITAT

. Ucropuueckue mudpsl muppoBaHue U pacmuppoBaHue.

I[OHOJIHI/ITCJIBHBIC 3alaHui JIA CaMOCTOSITEJIBHOI0O PCIICHU S

JlonosinuTeIbHbIE 3a/1aHus 110 TeMe 1.1 [IpaBoBble 0CHOBBI 00ecnieyeHHs
HH(POPMALIMOHHOH 0e30IacHOCTH

Kakas wndopmamusa mnpencrasnser mis Bac nennocts? Kakue XapakTepuCTHKH
UH(POPMaLMOHHOM Ge3omacHocTH Bl Obl X0Tenu obecneunTs JUIst Takoi HHpopMauu?
Bribepere kakoii-nmubOo Buja neHHou s Bac mndopmanmu. B xakux ¢opmax moxer
OBbITH MPeJICTaBIIEH 3TOT BUA HHPOpMauu?

[Ipoananusupyiite: K KakuM BUJaM TailH Bbl MoxeTe nuMeTh gocTyn?

[Ipoananusupyiite: kakue cBs3aHHbIE ¢ Bamu 1aHHBIE MOTYT SIBIISTHCS TaHAMMU?

I[OHOJIHI/[TGJII)HBIC 3aJaHus 110 TEME 1.2 3aumTa NMEPCOHAJTBHBIX JAHHbIX

Onumure cxeMy WHPOPMAIMOHHBIX TIOTOKOB Bammx nepcoHanbHBIX JaHHBIX B
YHuBEpCUTETE.

OmnumuTe cxemy UH(OOPMAIMOHHBIX TOTOKOB Barmx rnepcoHaIbHBIX TaHHBIX B baHke.
[Ipoananu3upyiiTe: Bcerma jau (korga 3To HeoOxoammo) ¢ Bac B3umaroT corjacwe Ha
00paboTKy mNepcoHaNbHBIX JNaHHBIX? Bcerga nu 3TO MPOUCXOJUT B COOTBETCTBUHU C
3aKOHOJATEIBCTBOM?

[Ipoananm3upyiite: B KakuxX CUTyanusx Bbl mgaBamm cornacue Ha 0o0paboTky Bammx
CHelHralbHbIX JaHHBIX? He ObU10 11 3TO M3MUIIHUM?

[Ipoananmu3upyiite: B KakuxX cHUTyanusx Bwl maBamm coriacue Ha oOpaboTky Barmmmx
OnoMeTrpuueckux AaHHbIX? He ObUT0 U 3TO U3IHIITHUM?
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JlonoTHUTeIbHBIE 320aHUA 110 TeMme 1.3 Opranu3anuoHHbIe OCHOBBI 00ecreYeHus!
HH(}OPMANIMOHHOM 0€30IaCHOCTH

Pa3paboraiiTe Mmoaens HapymmTens s Bareii qomanraei nHGOpMaIlnOHHONH CUCTEMBI.
Pa3paboraiiTe MoJesb HApyIIUTENS 7151 KOMIIBIOTEPHOTO Kiacca Y HUBEPCUTETA.
Paspaboraiite Mmoaens yrpo3 mist Bameit nomarineir ”HGOPMAITMOHHON CHCTEMBI.
Pa3paboraiiTe Moesb HApyIIUTENS 7151 KOMIIBIOTEPHOTO Kiacca Y HUBEPCUTETA.
[Ipennoxute cpencrsa 3amuThl nHGOpManuu ais Bamel nomamHeit nHGpopManmoHHOM
CHUCTEMBI.

[Ipennoxute cpeacTBa 3amuThl  HHPOpPMAIMHM 1T  KOMIIBIOTEPHOTO  Kjiacca
YHuBepcurera.

agkrownE

S

JlonosHUTe/IbLHBIE 32JaHUA 110 TeMe 2.1 ApXHUTeKTypa KOMIIbIOTepa

1. Mzyunte Bam mnepcoHalbHBI KOMIBIOTEP M COBPEMEHHBIE TaKEThl, KOTOPHIMHA BbI
noJsib3yerech. CpaBHUTE MX XapaKTEPUCTUKU: OBICTPOJACHCTBHE, 00BEM OMEpPATHBHOUN U
BCIIOMOTATEIILHOW NaMsITH, CKOPOCTh JTocTyma B IHTepHeT.

JononHuTe/bHbIE 3a1aHus 110 TeMe 3.1 BBenenne B uH(popManuoHHyo 6€30MaCHOCTh
OIepPaLlMOHHBIX CHCTEM

OC Windiws
1. Ortkpoiite Opay3sep Internet Explorer. Haiinute ero unentudukatop mporecca, OTKphITbIe
coeMHEeHUs U 0a30BbIil IPUOPUTET.
2. Ortkpoiite O6pay3ep Chrome. Haiigure ero uaeHTuduKaTop mpoiecca, OTKPHITHIC
coeuHeHus U 0a30BbIil IPUOPUTET.
3. 3amycrute npunoxenue «bmokHoT». Haliaure ¢aitnel oTKpbITHIE IporieccoM «BIoKHOT»
¢ moMoInbo yTuiuthl Process Explorer.

OC Linux
Haiigute nate cambix TpeOOBATENBHBIX K MTAMSTH IPOIECCOB.
OTkpoiiTe Opay3ep U HAMIUTE OTKPBITHIE COSTUHEHUS.
BeiBequTe comepxumoe aupekTopu /etc.
BriBenute conepkumoe aupektopuu /etc/schedule.

PoNbE

JonosanurtenbHble 3aaanns no teme 3.2 Undpopmanuonnasi 6€30nacHoCTb
onepanMoOHHBIX cucTeM cemeiicrBa Windows

1. Cozpaiite mnonb3oBaTens «Amnuca». Hasnaubte el maponb. Co3paiiTe rpynmy
«HenoBepeHHbIE TOJIB30BATEI.

2. CoszpaiiTe TUpeKTOpHIO, coaepxkamryio ¢ainel. Haznaubre Anmce mpaBa J0OCTaTOYHBIC
JUIS OTOOpaKEHUS CIIMCKOB (DallyIoB U MEPEX0JI0B B AUPEKTOPUH U €€ MOATUPEKTOPHUSX, a
TaK)Ke YTeHUs (aillioB B JUpEKTOpuU U ee noaaupekrtopusx. [IposeprTe, uro Anmca
MOXET MPOCMaTPHUBATh (HailIbI.

3. 3amperute Tpymnmne «HenoBepeHHBIE TMONB30BaTENN» JIOO0OW JOCTYN K CO3TaHHOM
JUPEKTOPUH, €€ MOJIMPEKTOPHsIM, a Takxke K (aillaM BHYTpU AMPEKTOPHUM M €€
MOTUPEKTOPUI.

4. Jlo6aBbTe Ammcy B rpynny «HenoBepeHHsle monbs3oBatenu». [Ipoepbre, uTo Anuca He
CMOJKET MpocMaTpuBaTh (hailiibl B AUPEKTOPHUU.
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JonosanurtenbHble 3a1anns no teme 3.3 UndpopmanuoHHasi 6€30nMacHOCTb
OnepanMoHHBIX CHCTeM ceMeiicTBa Linux

Cozpaiite nonb3oBaTens «Amuca». Hasnaubte el maposns. Co3paiiTe rpynmy

«HenoBepeHHbIE MOJIb30BATETH.

CoszpaiiTe mupeKkTopHIo, coaepxkairyio ¢ainpl. Haznaubre Anmce mpaBa JOCTaTOYHBIC
JUIsl OTOOpaKeHHUs CIIUCKOB (DaiiyioB U Mepexo0B B AUPEKTOPUU U €€ MOATUPEKTOPHSIX, a
TaKke yTeHHus (pailioB B TUPEKTOPUHU M ee moaaupekTopusx. IlpoBepeTe, uTo Anmca
MOJKET YUTaTh (HanJIbl.

C nomoupl0 cCHMCKa KOHTPOJS JAOCTYNoB 3amperure rpynne «HenoBepeHHble
M0JIb30BATENIMN» JIFOOOHN JOCTYI K BhIOpaHHOMY (aiiny BHYTpU aupektopuu. [lomensiite
BJIaJIENIbLIA ATOTO (hailyia Ha CYIEepIIoNIb30BaTeNs CUCTeMBbl. PaspemuTe B 6a30BbIX MpaBax
JIOCTYII K BeIOpaHHOMY (aitiry kogom 600.

JHloGaBeTe Anucy rpynmny «HemoBepeHHbIe TOnmb30BaTenmn». IIpoBepbre, 4to Asmca He
CMOJKET MPOYHUTATh BEIOpAHHBIN (aii.

JlonoHUTeIbHBIE 3aJaHusA 110 TeMe 4.1 BBeieHne B apXUTEKTYPY JIOKAJIbHBIX
BBIYHMCJINTEIBHBIX CeTell

[IpoBeppTe AOCTYNMHOCTH JHOOOro Hcmonb3yemoro Bamu noutoBoro cepsepa c
ucnosip3oBanueM yrtuinutel Telnet. Crenyiite cratee https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u camocTosTEeIBHO.
Hactpoiite moury B moutoBoM kimeHte Thunderbird. Crenyiite cratbe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej.
Pa3paboraiite puibTpsl 1715 mpocMoTpa Todabko ucxonaumx ICMP-3anpocos. Cnenyiite
cratbe https://habr.com/ru/post/211042/.

JononHuTe/bHbIe 3a1aHus 110 TeMe 4.2 CeTeBble YIPo3bl U MeTOAbI IPOTHBOAEIiCTBUS

1.

2.

3.

UM

IIpoBenuTe MOMCK yS3BUMOCTEHl Ha CBOEM JOMAlllHEM IEPCOHAIBHOM KOMIBIOTEpE,
O3HAKOMBTECh C ONMUCAHMWEM BBISBICHHBIX YS3BHMOCTEH, ONpEAETHTE HACKOIBKO OHHU
KpuTH4HbI 110 mkaine CVSS, n ycrpanure ux.

[TpoeppTe, ycrtpanena mm ys3Bumocts CVE-2017-0144 na Bamem jgomamrHem
KOMIIbIOTEpE, U YCTAaHOBUTE OOHOBJIEHHE O€30MACHOCTH B Cllyyae, €CiIM YsI3BUMOCTh
npucytctByer. Crenyiite cratbe https://support.microsoft.com/ru-ru/help/4023262/how-
to-verify-that-ms17-010-is-installed.

Wzyunre ys3umocth CVE-2014-0160, cnemys cratesam  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-
heartbleed.pdf.  IlepBast craTtes mpeacTaBusieT CcoO0OM  HEOONBIION  KOMHKC,
MOKA3bIBAIOLINI, HACKOJIBKO OIMACHA U JIETKO MCIOJIb3yeMa 3Ta ysA3BUMOCTh. Bropas
CTaThs NpEJCTaBIseT cO00M MOAPOOHOE OMHMCaHUE YSI3BUMOCTH, ITOCIE/ICTBUS €€
WCTIOIB30BaHUS M PUCKH.

JlonoJiHUTeIbHBbIE 3a1aHus 10 TeMe 4.3 MexKceTeBble IKPAHBI

1. 3amenure y3msl Hacker u Victim Ha y37bI 10/ yIpaBiIeHHEM ONMEPAIMOHHON CHCTEMBI

Windows u obpatuTech K X CETEeBBIM pecypcaM 1o npotokory SMB. Cnenyiite cratbe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
host-on-the-eve/.
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JlonosHuTeIbHBIE 321aHHUA 110 TeMe 5.1 BBenenune B kpunrorpaguyeckue MeToAbl
3alUTHI HHPOPMALUHU

1. 3ammdpyiite u pacmudpyiire coodmenue «5 Teds mobaro!» BceMu M3BeCTHRIMH Bam
UCTOPUYECKUMHU M (paMu.

KpnTepml OLHCHKH NPAKTUYECCKOI'0 3aHATHUSA.

3a MpaKkTUYECKOE 33JaHHUE BBINNOJHSIETCA OJIHA W3 OLCHOK: «OTIHYHO», «XOPOLIOoY,
«Y/10BJIETBOPHUTEIbHOY, HEY/10BJIETBOPUTEIHHOY.

OneHka «OTJMYHO» BBICTABIISETCS, €CJIU CTYAEHT aKTUBHO PabOTAaEeT B TEUEHUE BCETO
MPAKTUYECKOTO 3aHSTHUS, JAeT BEPHbIE M TIOJHBbIE OTBETHl HA BOMPOCHI IpEnojaBaTesid U
[IOKA3bIBAET IIPU 3TOM IJIyOOKOE OBJIAJEHUE JIEKIIMOHHBIM MaTEpHUajIOM, BCE 4YaCTH 3aJaHUs
BBIMIOJTHEHBl BEPHO (JIOMyCKaroTCsl HEOOJIbIIUE HETOYHOCTH, HE SBISIOLIUECS CIEACTBHEM
HE3HAHWA WM HEMOHMMaHHs Yy4yeOHOro MaTepuana). Pabora BBINONHEHA CaMOCTOSITEIBHO.
Pabora cnana ¢ cobmoienneM Bcex cpokoB. CobItoIeHbl Bee TpaBuiia 0pOpMIICHHUS.

OneHka «XOpoOLIO» BBICTABISETCS, €CIM CTYAEHT aKTUBHO pabOTaeT B TEUEHHE BCETO
MPAKTUYECKOTO 3aHATHSA, JaeT BEpHbIE, HO BO3MOXXHO HEMOJHbIE OTBETHI HAa BOIPOCHI
IPEnoJIaBaTessl U MOKAa3bIBAET MPU 3TOM CBOOOJHOE BIIAJICHHE JICKIIMOHHBIM MaTepHAJIOM, BCE
YacTW 3aJaHusl BBITIOJHEHBI BEPHO (JOMYCKAIOTCS HETOYHOCTH, HE SIBISIOLIUECS CJEeICTBUEM
HE3HaHUS WIM HENOHMMaHWs YydeOHOro Marepuana). PaGotra B 1e0M  BBINOJTHEHA
CaMOCTOSITENIbHO, BO3MOXKHO C KOHCYJNbTalMel npenoaasarens. Pabora caana ¢ cobmonenueM
BCEX CPOKOB. JlOMyCKalOTCsl HE3HAYUTEIbHBIE HEZJOYETHI B OOPMIICHHH.

OuneHka «yA0BJIETBOPUTEIbHO» BBICTABISIECTCA B TOM CiIy4ae, KOI/Ia CTYACHT B LIEJIOM
OBJIaJIEJI CYThIO BOIIPOCOB IO JAaHHOM TeMme, OOHapyXUBAeT 3HAHHME JEKIHMOHHOI'O MaTepuaa.
[Tpu 3TOM Ha 3aHATUU BeleT ceOsl MAaCCHBHO, JAET HEMOJHBIE OTBETHI HAa BOIMPOCHI, JOMYCKAET
OIIMOKH NP OCBEIICHUH TEOPETHYECKOT0 MaTepuana, He MOXKET 00OOUIMTh W CAENaTh YETKHE
Joruveckre BbIBOABI. PaboTa cnaHa c omo3gaHueM He Ooinee ABYX 3aHATHH. JlomyckaroTcs
HE3HAYUTEJIbHbIE HEJ0UYETHl B O)OPMIICHUHU.

OuneHka «Hey/A0BJIETBOPUTEIbHO» BBICTABIISIETCS B Cllydae, KOT/Ia CTYJEHT OOHapY KUl
HECOCTOSITENIbHOCTh OCBETUTh BOIPOCHI MIIM BOIPOCH! OCBELEHBI HEMPAaBUIBHO, OECCUCTEMHO, C
rpyObIMH  OIIMOKAaMH, OTCYTCTBYIOT TIOHHMaHHUSI OCHOBHOW CyTH BOIIPOCOB, BBIBOJPBI,
000011eHus, OOHApYKEHO HEyMeHHe pemaTh y4yeOHble 3amaud. OOydarouuiics He MOXKeT
BBITIOJIHUTH paboTy 0e3 oMot npemnoaasatess. Pabora caana ¢ HapyIeHuEM CpOKOB (ITO3/IHEE
4yeM uepes3 J1Ba 3aHATHA). B odopmileHNH TPUCYTCTBYIOT 3HAYUTEIbHbBIE HE0UETHI.

1.2 Cnucok BonpocoB U (MJIM) 3aJaHUH ISl MPOBeIeHUs MPOMEKYTOUHOH aTTecTalun
Bonpocsl k 3auery

1. OcHoBHbl€ ITpaBa rpakJaH B cepe 00pabOTKHU U 3alUThI HH(OPMALIHH.

2. OCHOBHBIE TPUHIUIIBI IPABOBOTO PETYIMPOBAHUS B 007acTH 0OPAaOOTKH U 3aIUTHI
uH(pOpMaLUH.

3. Hudopmanus. OcHOBHBIE CBOHCTBa 0€30MacHOCTH HH(pOPMAIMU: KOH(PHUIESHIINAIBHOCTD,
IEJIOCTHOCTD, TOCTYITHOCTb.

4. Buasl nHGOpMAIUK 110 MOPSAKY JAOCTyIa U PACIPOCTPAHEHUSI.

5. Orpanunuenue gocrymna Kk nHpopmanuu. 3amura nHGopmanuu. OObEKTHI 3alTUTHL. Bubl
TaiiH.

6. HMuadopmanmoHHBIE TEXHOIOTHH ¥ HH(OPMAIIMOHHBIE CUCTEMBI.

7. O6nanatens nHGOPMAIMK U ONEpaTOp WH(POPMAIIMOHHON CUCTEMBI.

8. OTBeTCTBEHHOCTH B chepe 00paOdOTKH M 3alIUTHI HH(OPMAIIHH.
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10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.

38.
39.
40.

41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54,
55.
56.
S7.
58.

[lepcoHanbHbIe JaHHBIE U IPUHLIUIIBI UX 00paOOTKH.

BI/II[BI MNEPCOHAIbHBIX JAHHBIX: CIICHUAJILHBIC, 61/IOMCTpI/I‘-ICCKI/Ie u O6IJ.I€I[OCTyHHBIe.

YcnoBust 00pabOTKH MEPCOHAIBHBIX JaHHBIX.

Cornacue Ha 00pabOTKY MEePCOHATBHBIX JIAHHBIX.

Tpancrpannynas nepeiava nepcoHaNbHBIX JaHHBIX.

[IpaBa cyOBEKTOB MEPCOHATBHBIX JaHHBIX.

OmnepaTop nepcoHaNBHBIX JAHHBIX U €T0 O0SI3aHHOCTH.

Mepsl obecrieueHnst 6€30MaCHOCTH MEPCOHATBHBIX TaHHBIX.

KonTposs 1 Haa30p 3a BHIOIHEHUEM MEp 0 00ECIICUCHHIO O€30ITaCHOCTH.

YTOIHOMOYEHHBIH OpPraH MO0 3aIUTE NMPaB CyOBbEKTOB EPCOHANBHBIX JTaHHBIX.

[TocnenoBarenbHOCTh ACUCTBUIA MO 3aIIUTE UH(DOPMALIUH.
BrisiBnenue u aHaim3 nH(OOPMAIMOHHBIX AKTHBOB.
dopmupoBaHue TpeOOBAHUN MO 3alUTe UHPOPMALIUH.

[Tomxomp! K MOJIETMPOBAHUIO HAPYIIUTENEH HHPOPMAITMOHHOW 6€30MaCHOCTH.

VYTrpo3bl HH(OPMAIIMOHHON 0€30IaCHOCTH.

CpencrtBa 3anuThl H”HGOPMAITUH.

IIporeccopsr.

OcHoBHasl (K311 U ONepaTUBHAs) MAMSATb.
BcenomorarenbHasi maMsTh.

YcTpoiicTBa BBOJIa-BbIBOIA (IIMHBI, MOHUTOPBI, IPUHTEPHI).

YcTpoiicTBa BBOIa-BhIBO/IA (KJIABUATYPHI M MBIIIIU, BeO-KaMepbl, MUKPO(OHBI).

OO0mmii cioco0 XxpaHeHust 1 00padOTKK HHPOPMAITH B KOMITBIOTEPE.
[TonsATHS oneparoHHON U (aliIOBOM CUCTEM.

CyOBeKThl, 00bEKTBI, METOJIBI U TIpaBa JOCTYIIA, IPUBHIJIETUN CYObEKTa TOCTYTIA.

JIMCKpeMOHHOE YIIPaBIeHHE 10CTYIIOM.

ManpaaTtHoe ynpaBiieHUE TIOCTYIIOM.

Wnentudukanus, ayTeHTU(GUKALUA U aBTOPU3ALIUS.

YnpasjeHue T0CTyIIOM B OTIEpaIlMOHHBIX crcTeMax cemericTBa Windows.
Wnentudukanus, ayTeHTU(UKAUS M aBTOPU3ALUsS B  OINEPALMOHHBIX
cemeiicrBa Windows.

Peanuzarus ayura B onepaiiioHHbIX cucTeMax cemeiictea Windows.
VYrpaneHue J0CTyIOM B ONEpallMOHHBIX CUCTEMaX ceMmeicTBa Linux.
Wnentudukanus, ayTeHTU(UKAUS W aBTOpHU3alMsg B  OINEPALMOHHBIX
cemeiictBa Linux.

Mozens ISO/OSI.

ApXUTEKTypa U OCHOBHBIE IPOTOKOJIBI JTOKAJIbHBIX BBIYUCIUTEIbHBIX CETEH.
Krnaccudukanuu ceteBbIx yrpo3, ya3BUMOCTEN U aTak.

CeteBble aTakd Ha pa3IMYHBIX YpoBHsX Mozenu 1SO/OSI.

Krnaccugukanys Bpe1oHOCHOTO POrpaMMHOI0 00eCrieYeHHUs.

ITpu3HaKKM IPUCYTCTBUS BPEIOHOCHOTO MPOIrPaMMHOI'0 00eCTIeYeHusl.
MeTtop1 00HapykeHUS! BPEJOHOCHOTO NMPOTrPAMMHOI0 00ECTIeUEHUSI.

MecTo 1 poJib MEXCETEBBIX IKPAHOB B 00ECIIEUeHUH CETEBOM 0€30MacHOCTH.
Krnaccugukanys MexceTeBbIX IKPaHOB.

OCHOBHBIE BO3MOYXHOCTU MEXCETEBBIX IKPAHOB.

JIOCTOMHCTBA U HEIOCTATKH MEKCETEBBIX SKPAHOB.

ITocTpoenue npaBuil GUIBTPALINH.

Kpunrorpadus npesHero mupa.

Kpunrorpadus cpeJHIX BEKOB.

Kpunrorpadus snoxu Bozpoxaenus.

Kpunrorpadus HoBoro Bpemenu.

CumMmMeTpHuuHas U aCUMMETPUYHAs KpunTorpadus.

BbIUncIuTENbHO CII0KHBIE 337]a4l MAaTEMAaTHUKH.
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59. Kpunrocucrema RSA.

60. ITonsiTie KpunTorpaguueckoro MpPoOTOKoIA.

61. CBoiicTBa MPOTOKOJIOB, XapaKTEPU3YIOLIHE HX OE30aCHOCTb.
62. Cxembl 1U(POBO MOIIHCH.

HpaBnna BbICTABJICHHUA OLICHKHU HA 3a4eTe.

B Imponecce 3aucra Tpe6yeTc;1 OTBCTUTH HAa OJWH M3 IIPUBCACHHBIX BBIIIC BOIIPOCOB. Ha
MMOATOTOBKY K OTBETY AACTCA HC MCHECC 1 aAKaJICMHUYCCKOro 4aca.
Ilo nToram 3adera BHICTABIISICTCS OJHa M3 OLICHOK: «3a4YTCHO», «HEC 3a4TCHO».

Ouenka «3a4TeHO» BBICTABISAETCA CTYIACHTY, KOTOPBIM JEMOHCTPUPYET BIIAJCHUE
COZIEpKaHUEM MaTepuala U MOHATUMHBIM allaparoM TEOPUU IICEBIOCIYYalHBIX T'€HEPaTOpPOB;
YMEET CBSI3bIBaTh TEOPHIO C NPAKTUKON. B OTBETE MOIyT IOIyCKaThCsl OTACIbHBIE HETOYHOCTH
(HecyliecTBeHHbIE  OMIMOKM), KOTOPbIE  HCHPABISIOTCS  CaMHM  CTYACHTOM  IOCJE
JIOTIOJIHUTEBHBIX U (WIM) YTOYHSAIOLIMX BOIPOCOB 3K3aMeHaTopa. Ha yacTh OMONHUTENBHBIX
BOIIPOCOB CTYACHT MOJKET HE AaTh OTBET WJIM JaThb HEBEPHBIA OTBET.

Onenka «He 3a4TeHO» BBHICTABIACTCA CTYAEHTY, KOTOPBIH  JEMOHCTPUPYET
pa3po3HEHHbIE, OECCUCTEMHBIE 3HAHUS; OECHOpSAAOYHO W HEYBEPEHHO M3JlaraeT Marepual; He
YMEET BBIIEIATH INIABHOE U BTOPOCTEIIEHHOE, HE YMEET COCIUHATh TEOPETUUECKUE MTOJIOKEHHUS C
IIPAKTUKOM; AOIMyCKaeT rpyOble OIIMOKHU MPH ONpPEAEICHUH MTOHITHH, BCIIEICTBUE HEIOHUMAaHUs
UX CYIIECTBEHHBIX U HECYLIECCTBEHHBIX IIPU3HAKOB U CBA3CH; JACT HENOJIHBIE OTBETHI, JIOTHKA U
IIOCJIEIOBATEIbHOCTh M3JI0KEHUS KOTOPBIX HMMEKT CYIIECTBEHHBIE M IPUHLHUIHAAIBHBIE
HapyLICHHUs, B OTBETaX OTCYTCTBYIOT BBIBOABI. JIONIOJIHUTENBbHBIE W YTOUHSIOIIME BOIIPOCHI
DK3aMEHaToOpa HE INPHUBOAAT K KOPPEKIHMHM OTBETOB cCTyleHTa. Ha OCHOBHyr 4acTh
JIOTIOJTHUTEIIbHBIX BOIIPOCOB CTYAEHT 3aTPyAHAETCS 1aTh OTBET UJIU 1a€T HEBEPHBIE OTBETHI.

Onenka «He 3auTeH0» BBICTABIIAETCS TAKXKeE CTYACHTY, KOTOPBIN B3sU1 SK3aMEHALIMOHHBIN
OuiieT, HO OTKa3ajcs JaTh Ha HErO OTBET.
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IIpunoxenne Ne2 k padodeii mporpaMme JMCIHIIIHHBI
«be3onmacHoCTh B COBpeMeHHON MH(OPMALIMOHHOI cpee»

MeToauuecKue YKazaHnust AJisd Oﬁy‘lalOIIII/IXCH 10 OCBOCHHIO JHUCIHHUITJIMHBI

OcHoBHOU (hopMOl U3NOXKEHUS y4yeOHOro Marepuana mo AucHuiuinHe «be3omacHoOCTh B
COBPEMEHHOM HH(OPMAIIMOHHOI cpefe» SABIAIOTCS JIEKIHUU, YTO CBA3aHO, MPEXKIE BCEro, C
HOBU3HOM MaTepuana it ooOydaronuxcs. [1o O0NbIIMHCTBY TeM MPeyCMOTPEHbBI TPAKTUUECKHE
3aHATHUS, LENbI0 KOTOPBIX SIBJISETCS 3aKPEIUICHUE JIEKUMOHHOIO MaTepHallia IyTeM pPELICHUS
CrHenratbHBIM 00pa30M MOAOOPAHHBIX MPAKTUYECKUX 3a/1a4.

Jns  ycnmemHoro OCBOEHMs JUCHUILIMHBI BaXHO CAMOCTOSITEIBHOE  HM3Yy4YECHHE
TEOPETUUYECKOTO Marepuana M PELIEHUE MPAKTUYECKUX 3a/1ad, Kak B ayJAUTOpPHH, TaK H
CaMOCTOSITENIbHO B KAYECTBE CAMOCTOATENbHOM paboThl. [Ipumeps! perienus 3aaay pa3ouparorcs
Ha JICKIUSAX W TPAKTHUYECKUX 3aHITHIX, MPH HEOOXOAMMOCTH 1O Hamboyiee TPYIHBIM TeMaM
MIPOBOJATCS JOMOJHUTEIbHBIE KOHCYIbTAalMU. OCHOBHAS 1I€JIb PEIICHHS MPAKTUYECKUX 3a4a4d —
MOMOYh YCBOUTh OCHOBHBIC TIOHATHS HH(DOPMAIMOHHOW O€30MacHOCTH, WX OIpEHeCHHS, a
TaKk)K€ OCHOBHBIE METOJBI U CpeAcTBa oOecreueHuss HHPOpMAIMOHHOW Oe3omacHocTH. Jlis
peuieHust 3ajad HEOOXOAMMO HE TOJBKO 3HaTh, HO M IOHHUMATH JIGKITMOHHBIA MaTepHual.
[Tosromy B mpolecce U3y4YeHHs AUCUUIUIMHBI PEKOMEHIYETCsl peryispHas pabora c
KOHCIIEKTaMU JIEKIIUM U PEKOMEHAOBAaHHOW JIUTEPATYPOM.

bonbuioe BHHMaHWE AOKHO OBITH YNEJICHO CaMOCTOSTeNbHOM paboTe. B kauecTBe
3aJaHUid Il CAaMOCTOSTENIbHOM pabOoThl IoMa CTYJCHTaM MpEeAaraloTcs 3aa4n, aHAIOTUYHbIE
pa300paHHBIM Ha JIEKIUAX U MPAKTUYECKUX 3aHITUIX UM CXOXKUE C HUMHU.

st mpoBepKH M KOHTPOJISI YCBOCHMSI TEOPETHYECKOTO Marepuaia, MPUOOPETEHHBIX
MPAKTUYECKUX HABBIKOB PAa0OThI C OCHOBHBIMHU MOHSTHUSMU B T€UCHHE OOYYEHHS MPOBOJATCS
MEpONPUATHS TEKYLIEH aTTECTALMM B BHJIE TECTHUPOBaHUU. TakKe MPOBOIATCS KOHCYJIbTaLlMU
(mpu HEOOXOJUMOCTH) TO JEKUHOHHOMY MaTepuany U pa3dopy HEKOTOpBIX 3alaHuil Ui
CaMOCTOSITENIbHOIN pabOTHI.

B koHUE uW3yuyeHUs IUCUUIUIMHBI CTYJIEHThl CHAIOT 3ader. 3adeT MPOBOAMUTCS Ha
OCHOBaHUU BBINOJHEHUS TECTOBBIX 33JaHUI U coOece0BaHNs HAa OCHOBaHHUM CIIMCKA BOIPOCOB
K 3a4€Ty, KOTOPbII OXBATHIBAET MOJIHOCTHIO BCIO MPOTPaMMy JAUCIIUIUIMHBI.
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