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1. Ilean ocBOeHMsI AMCIUTIIIMHBI

Jucuunnuna «be3omacHOCTs B COBpeMEHHOM MH(OpPMALMOHHOW cpene» obecreunBaeT
npuoOpereHre 00yvyaromMMUCS 3HAaHUKA, YMEHMH W HaBbIKOB 10 kommereHuuu OIIK-1.
«CriocobeH TOHMMATh TNPUHIUIBI PAO0OTHI COBPEMEHHBIX HH(GOPMAIIMOHHBIX TEXHOJIOTHUH H
UCIIONb30BaTh WX JUIS pelIeHUs 3agad NpodecCHOHANbHON aedarenbHocTH» dDenepanbHOro
rOCYapCTBEHHOTO 00pa30BaTEIBHOTO CTAaHJApTa BHICIIETO OOpa3oBaHUS [0 HAMPABICHHUIO
noarotoku 39.03.02. ConumanpHas paboTa

OCHOBHOHM 1LIENIbI0 M3YYEHUS! JUCLUUIUIMHBI SBIAETCS TEOpETUYECKass U IMpaKTUYecKast
MOJITOTOBKA OOYYAIOIIUXCS K ACSITEILHOCTH, CBI3aHHOW C MPUMEHEHHEM COBPEMEHHBIX CPE/ICTB
¥ METOZOB 3aIlIUThl HHGOpPMAIMHU B MMOBCEAHEBHON U MpodeccroHanbHOU nesTenbHocTH. Kype
JaeT TPEACTABICHUE O MECTE U POIH MHPOPMAIIMOHHOW OE30MaCHOCTH B COBPEMEHHOM MHUpE.
Ero wumsydenme maer BO3MOXKHOCTh CO3HATEIBHOTO HCIOJB30BaHMS, OOpPaOOTKH W 3allUThI
uHbOpMAaITIH.
2. MecTO IUCHUIIMHBI B CTPYKTYpe 00pa3oBaTeIbHON MPOrpaMMbl

JlaHHast TUCITUTIIIMHA OTHOCUTCSI K 00s13aTeITbHOM YacTH 00pa30BaTeIbHON TPOTrPAMMBI.

JuctumnuHa «be3onacHoCTh B COBpeMEHHOW MHGOPMAITMOHHON Cpelie» UTPpaeT BaXKHYIO
POIE TSt 00IIeTIPOECCUOHATTLHOM MOITOTOBKH 00yYaOIIEroCs.

3. [lnanupyemble pe3yjbTaTbl 00y4eHHs MO AUCHUIIHHE, COOTHECEHHbIE ¢ IVIAHUPYEeMbIMH
pesyiabraramu ocBoenusi OIl d0akasaBpuara

[Iponecc n3ydeHus TUCIMILTAHBI HANIPaBIieH Ha (POPMHUPOBAHUE CIICTYIOIINX KOMICTCHIIUN B
cootBercTBUU ¢ ®I'OC BO, OOIT BO n npuobpeTeHust Cleayonx 3HaHuH, YMEHH, HaBBIKOB
U (UJTH) OTIBITA ACSITEEHOCTH:

dopmupye HNuaukarop Ilepeuenn
Mmast AOCTHAKEHUSI IUIAHMPYEMBIX Pe3yJbTaToOB
KOMIIeTeHI Ul KOMIIeTeH M o0yuyeHnus
(xox m (xox n
(¢popmynuposka ¢opmynupoBka)

)

Oo1menpodeccHOHAJIbLHbIE KOMIIETEHIIUHT

OIIK-1. Cnocoben | M-OIIK-1_6. Cnocoben pemars 3uams:
NOHUMAaTh  NPUHIMIIEI | CTAaHJAPTHBIE 3a7a4n OCHOBHBIE TIOHSITHA B 001acTu 00paboTKu
paboThl  COBPEMEHHBIX | MpodeCCHOHATBHON M 3al|UThl  UMHPOPMALMK W HX
WHPOPMAITHOHHBIX JeSITeNTbHOCTH Ha OCHOBE OTIPEICTICHHS; MOCTIEIOBATEIILHOCTD
TEXHOIOTUI U | ”HPOPMALIMOHHOM 1 BBIMIOTHEHUS ~ PaboT Mo  3ammre
UCIIONB30BaTh WX It | Oubnuorpaduueckoit KyasTypsl ¢ | nHGopManuy; KJIacCU(pHUKALIUIO
peleHus 3aj1a4 | IpUMEHEHUEM HapyIIuTenen HHPOPMAITMOHHOH
podeCcCHOHATBHON nH(GOPMAIIMOHHO-KOMMYHHKAIMO | 0€30MacHOCTH; BHUABI W  Ha3HA4YCHHE
JeSITeNbHOCTH HHBIX TEXHOJIOTUH U C y4eTOM CPEACTB 3aIIUThl HH(POPMALHH.
OCHOBHBIX TpeOOBaHUH Ymemu:
WHPOPMAIIMOHHOH 0E30MIaCHOCTH | YCTaHABJIHBATh 17§ OCYILIECTBIISTH

MEPBUYHYI0 HACTPOWKY OMEepannOHHBIX
CUCTEM, AaHTHBHPYCHBIX CPEICTB W
MEXCETEBBIX DKPAHOB.

Braoemv nasvikamu:

paboTBl  CO  CpEACTBAMHU  3aIUThI
nHpopMaIu




4. O0beM, CTPYKTYPA U cojlepsKaHue TUCHUTIHHBI
OO01mmast TPyI0eMKOCTb JUCIUIUIMHBI COCTABIISIET 2 3a4eTHBIC STUHMIIBI, 72 aKaJl. Jaca.

Ne TembI (pasaesibi) Buabl yueOHbIX 3aHATHIH, @®opMbI TEKYLIETr0
n/n JAUCHUILINHBI, (Y BKJIIOYasg CaMOCTOATECJIbHYIO KOHTPOJIsA
HX cojepKaHue padoTy CTYI1EeHTOB, yCneBaeMoOCTH
ec U UX TPYI0€MKOCTh
T (B akageMU4eCKHMX 4acax) dopma
p MPOMEKYTOUHOM
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Paznen 1 (IIpaBoBbie n 2 6 3
OpraHu3alMoOHHbIE
OCHOBBI
odecreyeHus
HH(GOPMAMOHHOM
0€301MaCHOCTH B
Poccniickoit
Degepanun
Tema 1.1 [IIpaBoBbIE OCHOBBI 2|2 1 [Tect
oOecrieueHus
UH(POPMAITHOHHON
0€e30IMaCHOCTH
Tema 1.2 |3ammura 2 2 1 Tect
MEPCOHATBHBIX
JAHHBIX
Tema 1.3 [Opranuzaimonsbie 212 1 |Tecr
OCHOBBEI 00€CIIeUeHUS
UH(POPMaITMOHHON
0e30I1acCHOCTH
6 mom yucie ¢ 30 u 6 3 |Bugeonexuuu
J[OT TEKCTOBBIE
MaTepHaIIbl
yde0HOro ocoous,
MpPE3EHTAIIUH, TECT B




DVYK B

DemidOnline
Pa3znen 2 [Apxurektypa
KOMIIbIOTEpa
Tema 2.1 [Apxurexrypa Tect
KOMITbIOTEpa
6 mom yucie ¢ 30 u Buneonekuun
J[OT TEKCTOBBIC
MaTepuabl
y4e0HOTr0 TTocoous,
MPE3CHTAIINH, TECT B
OVYK B
DemidOnline
Pazgen 3 (OcHOBBI Tect
HHGpoOpMaANMOHHOI
0e30macHOCTH B
OnepanuoOHHbIX
cucTEeMAax
Tema 3.1 |BBeneunue B Tect
UH(POPMALTIOHHYIO
0e30macHOCTh
OTIePAIIMOHHBIX
CHCTEM
Tema 3.2 [WudopmarmonHas Tect
0C30IaCHOCTh
OTIEPAIIMOHHBIX
CHCTEM CeMelCTBa
Windows
Tema 3.3 [Mudopmanmonnas Tect
0C30IaCHOCTh
OTIEPAIIMOHHBIX
CHCTEM CeMelCTBa
Linux
6 mom yucie ¢ 30 u Buneonekmnuu
J[OT TEKCTOBBIE
MaTepHaIIbl
ydeOHOTro ocoous,
MPE3CHTAIINH, TECT B
OYK B
DemidOnline
Paznen 4 (OcHoBBI
HHGpoOpMaANHOHHOMI
0€30IaCHOCTH B
JOKAJIbHBIX
BBIYHCJIHTEIbHBIX
ceTsix
Tema 4.1 |(BBenecHmue B Tect
APXUTEKTYPY

JIOKAaJIBbHBIX




BBIYMCIIMTEIIBHBIX
ceTen
Tema 4.2 [CereBble yrpo3sl u 2 1 2 4 |Tect
METOMBI
MPOTUBOJICHCTBHS UM
Tema 4.3 [MexceTeBbie S5kpanbl | 2 1 3 3 |Tecr
6 mom uucie ¢ 30 u 3 3 11 (Bupeomexkuuu
J[OT TEKCTOBBIE
MaTepuabl
y4e0HOTr0 TTocoous,
MPE3CHTAIINH, TECT B
OVK B
DemidOnline
Pazgen S (Kpunrorpadguyecku| 2 | 2 [ 2 3
€ MeTOoIbI 3aIUThI
uHpopMauuu
Tema 5.1 (BBeneHue B 2 2 2 3 [Tecr
Kpuntorpaduyeckue
METObI 3aIUTHI
uHGbOpMaIuu
6 mom yucne ¢ 30 u 2 1 3  |Buneonexkuuu
J[OT TEKCTOBBIE
MaTepHuaTbl
y4eOHOr0 rocoous,
MPE3EeHTAIINH, TECT B
OVK B
DemidOnline
2 0,3 | 10,7 [3auer
Bcero 3a 2 cemecTp 72 1 16 | 16 03 | 37,7
Bcero 72 1 16 | 16 2 103 ] 37,7

Coaep:kanue pa3aejioB NporpaMMbl M CUHUILIHHBI
«be3onmacHocTh cOBpeMeHHOM HH(POPMALIMOHHOM cpele»

Pasznen 1. IlpaBoBble M OpraHM3alMOHHbIE OCHOBBI O0OecnedeHHs] WH(POPMALMOHHOM
O0e3onacHocT B Poccuiickoii ®enepanum.

Tema 1.1. [IpaBoBBIe OCHOBBI OOecTieueHrss HPOPMAITMOHHOM 0€30MaCHOCTH.

OcHOBHBIE TpaBa TIpaxJaH B cdepe 00paboTku u 3amuTbl HHGopManuu. OCHOBHBIE
NOPUHIMIBL TPAaBOBOTO PETYIMPOBAaHUS B o0macT oOpabOTKM U 3alUThl HH(OpMAIHH.
Nudopmanusa. OcHOBHBIE CBOMcTBa 0€30MaCHOCTH HMH(OpPMALMU: KOH(PHUIECHIUATBHOCTb,
LIEJIOCTHOCTh, JOCTYMHOCTb. Buabl MHpOpManuu mo MOpsIKYy JOCTyNa M pacHpOCTPaHEHMS.
Orpannyenne jgoctyna K uHbopmauumu. Bunger Taitn. OOmagarens uHpOpManuu.
Nudopmarmonnsie TexHomornn. MHpopMannonueie cuctembl. Oneparop WHGOPMAIMOHHON
cucteMsl. 3amura nHGpopMaruu. OOBEKTHI 3aIUThI. Bl 0OTBETCTBEHHOCTH B chepe 00paboTKu
¥ 321U THl HTHPOPMAITIH.

Tema 1.2. 3amura nepcoHanbHBIX JaHHBIX.
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[lepcoHanbHble [aHHBIE W TPHHIUIBI UX OOpPaOOTKH. BUIBI NepcOHaNbHBIX JaHHBIX:
crienuanbHble, OHMOMETpHYECKHEe U OOIICAOCTYIHBIC. YCIOBUS 00pabOTKM IEepPCOHAIBHBIX
nanHbix. Coracue Ha o00paOOTKy NEepCOHAIBbHBIX JaHHBIX. TpaHCTpaHWuYHas nepenadya
HepcoHaIbHBIX AaHHBIX. [IpaBa CyOBEKTOB HEpCOHAIBbHBIX AAHHBIX. OnepaTop MepcoHaIbHBIX
JAHHBIX M €ro oO0sM3aHHOCTH. Mepbl oOecredeHus: 0e30MacHOCTH IEPCOHATBHBIX JAaHHBIX.
KoHTponbs 1 Ham30p 3a BHIMIOJHEHUEM MEP IO 00ECIeYeHHI0 6€30MacHOCTH. YITOJIHOMOYEHHBIH
OpraH I0 3aIIUTe NMpaB CyObEKTOB MEPCOHAIBHBIX TAHHBIX.

Tema 1.3. OpranuzanroHHbIE OCHOBBI 0OecCTIeueHHs] HH(POPMAIIMOHHON 0€30TacHOCTH.

Kakue Bompocsl craBut nH(popmarmonHas 6ezonacHocTh? [locnenoBaTenbHOCTh ACHUCTBUI
no 3amuTe uHpopManuu. BeisBieHue M aHanu3 WHOOPMAIMOHHBIX aKTUBOB. DOpMHpOBaHHE
TpeboBanuii mo 3ammre wHQOpMamuu. [loaXombl K MOIEIMPOBAHHUIO HAPYIIUTEICH W yrpo3
nH(OpMaITMOHHONW Oe30macHOCTH. BwIOOp CpeAcTB W METOMOB 3aluThl  MH(OpMAaIUH.
Brenpenue cuctemsl 3auThl HHGOPMAIH. DKCILTyaTallysl CUCTEMbI 3alIUThl HHPOPMAIIHH.

Pa3znes 2. ApxutekTypa KOMIbIOTEpa.

Tema 2.1. BBeneHue B apXUTEKTypy KOMITbIOTEPA.

[Iponieccopsl. OcHoBHas (K311 W ONEpaTWBHas) NaMsATb. BcmomorarenbHas MNaMATh.
YerpoiicTBa BBOa-BbIBOAA (IIMHBI, MOHUTOPBI, KJIABUATYPbl U MBIIIH, BeO-KaMepbl, TPUHTEPHI).
[TepconanbHBIE KOMITBIOTEPHI U MOOMIIBHBIE YCTPOUCTBA.

Pa3znen 3. OcHOBBI HHPOPMAIMOHHOI 0€30MMACHOCTH B ONEPANMOHHBIX CHCTEMAX.

Tema 3.1. Begenue B nunopMarmoHHy0 0€30MacHOCTh OMEPAIMOHHBIX CUCTEM.

OOmmit croco® xpaHeHUst M 00pabOTKM MHpOpManmuu B KoMmmbioTepe. [loHsATHS
omnepaniioHHONW U (QainoBoii cucteM. CyObekThl, OOBEKTHI, METOABI W TMpaBa JAOCTYyIIa,
OpUBWIETHH CyObeKTa JOCTyma. JIUCKpelMOHHOE YIpaBieHHE JOCTYNOM, MaHIaTHOE
ynpapieHue noctynoM. Vnentudukarms, ayreHTUGUKAIUS U aBTOpH3alus. AyTeHTH(DHUKAIHS
Ha OCHOBE MapoJieif, Ha OCHOBE BHEIIHUX HOCUTENEH KITtoua, OMoMeTpuyecKas ayTeHTH(PUKAIHUS.

Tema 3.2. UndopmanronHas 6e30macHOCTb ONEpallMOHHBIX cucTeM cemeiictBa Windows.

VYrpaBieHrue JOCTYIIOM B OINEPAIMOHHBIX cucTeMax cemeiictBa Windows. MnenTudukanus,
ayTeHTH(UKAIM U aBTOpU3allMsl B ONEpallOHHBIX cucTeMax cemeiictBa Windows. Peannzanus
ayuTa B ONEPAIlMOHHBIX crcTeMax cemeiictBa Windows.

Tema 3.3. UadopMmanmonHas 6€301acHOCTh OTIEPAIIMOHHBIX CHCTEM cemeicTBa Linux.

VrpaBneHue TOCTYNOM B OMEPAIlMOHHBIX cHUcTeMax cemeicTBa Linux. Mnentudukanus,
ayTeHTH(UKAIMSI U aBTOpHU3AIMs B OMNEpPAllMOHHBIX CHUCTeMax cemeiicTBa Linux. Peammzanus

ayJuTa B ONEPAMOHHBIX CHCTEMaxX ceMericTBa Linux.

Pa3znen 4. OcHoBbI HH(POPMALMOHHOI (0€30IIACHOCTH B JIOKAJIbHBIX BBIYUCINTEIbHBIX
ceTsix.



Tema 4.1. BBeneHue B apXuTeKTypY JIOKaJIbHBIX BBIYUCIUTEIbHBIX CETEH.

JlokanpHble BBRIMUCHHUTENBHBIE ceTH. Momens [SO/OSI. Apxurekrypa U OCHOBHBIC
MIPOTOKOJIBI JIOKAJTLHBIX BBIYUCITUTEIIBHBIX CETEH.

Tema 4.2. CeteBble Yrpo3bl U METO/IBI IPOTHUBOICUCTBUS UM.

Knaccudukanum ceTeBbIX yrpo3, ysa3BUMocTed U arak. CeTeBble aTakd Ha Pa3ITUYHBIX
ypoBHsix wMomemu [SO/OSI. Krnaccudukarusi BpeIOHOCHOTO IMPOTPAMMHOTO 00ECIIeUYCHUS.
[Tpu3HaKK IPUCYTCTBUS BPEAOHOCHOTO IPOTPAMMHOTO 0o0ecTiedeHHsI. MeToIbl OOHaPYKEHHUSI.

Tema 4.3. MexceTeBble SKpaHbl.

MexcereBbie dkpanbl (MD). Mecto u pons MD B obecrieueHUHN CETeBOW OE30MacHOCTH.
Knaccudukamus MD. OcHoBHble BO3MOXHOCTH MD. J[locTomHCcTBa M Hemoctatku MD.
[TocTpoenue npaBun GUIBTPALNU.

Pasznen 5. Kpunrorpadpuyeckue meToabl 3aiMThl HHPOpManuu.
Tema 5.1. Beenenue B kpuntorpaduyeckre METoAbl 3alIUThl UHHOPMALIIH.

Ucropuueckuit odepk pasputus kpuntorpadpuu. CuMMeTpuuHas W aCHMMETPUYHAS
kpunirorpadus. BeraucnurenbHo cioxHbie 3aaa4u Mmarematuku. Kpunrocuctema RSA. IMonsarue
Kpunrorpaduyeckoro nporokoia. CBOWCTBA MPOTOKOJIOB, XapaKTEPU3YIOIINE UX O€30MaCHOCTb.
CxeMbl I pOBOIA TOATIHCH.

5. Oopa3oBaTesibHbIE TEXHOJIOTHH, B TOM YHCJIE TEXHOJOTHHU JIEKTPOHHOTO 00yYeHUsl 1
JAUCTAHIIMOHHBbIE 00pPa30BaTeJbHbIE TEXHOJIOTHH, HCIIOIb3yeMble MPH 0CYIIeCTBICHHH
00pa30BaTeJbLHOTO MPoIecca Mo ANCIHUTLINHE

B npouiecce 00yuenust HCHOIB3YIOTCS CIEAyIOUINe 00pa30BaTeIbHbIE TEXHOIOTUU:

AxaJeMHuyecKasi JeKIus (WM JIEKIUs 00ILIEero Kypca) — MociieoBaTeIbHOE U3JI0KEHNE
Marepuaa, OCylIeCTBIIEMOE IPEUMYILIECTBEHHO B BI/I€ MOHOJIOra npenoAasareis. TpedoBaHus
K aKaJIeMHUYeCKOM JIeKIIMU: COBPEMEHHBII Hay4HBI YPOBEHb U HACHIIICHHAsI UH()OPMATUBHOCTbD,
yOenuTenpHasi apryMeHTalus, IOCTYNHAas M TIOHATHAas pedb, YeTKas CTPYKTypa M JIOTHKa,
HaJU4uue SIPKUX MIPUMEPOB, HAYYHBIX J10Ka3aTeIbCTB, 000CHOBaHHM, (haKTOB.

IIpoGsaemHass Jieknusi — WU3JI0KEHUE MaTepualia, MPEANOoNaramllee IMOCTAHOBKY
NpOOJIEMHBIX M JUCKYCCHOHHBIX BOIPOCOB, OCBEIICHHE pAa3IMYHBIX HAYYHBIX IOIXOOB,
ABTOPCKME KOMMEHTApHUH, CBSI3AHHBIC C PA3JIMYHBIMU MOJEISMH HHTEPIIPETALUU H3y4aeMOro
marepuaia. [IpoGnemHast neK1us HAYUHACTCS C BOIPOCOB, C TOCTAHOBKH MPOOJIEMBbI, KOTOPYIO B
XONIe M3IIOKCHHS Marepuaja HeOoOXOAMMO pemuTh. B JeKnuu coderaroTcss mpoOieMHbIe U
uHbopMamonHple Havana. [Ipu sToM mpoliecc MO3HAHUS CTYACHTOB B COTPYIHHYECTBE H
JManore ¢ IperojaBareileM NpUOIMKaeTcs K MOMCKOBOM, MCCIIEAOBATEIbCKOM JEesITeIbHOCTH.
Conepxanue mpoOIEMbl PACKPHIBAETCS IyTEM OpraHMU3allMM IOMCKAa €€ pELIeHUs WIH
CYMMHPOBAHHUSI U aHAJIN3a TPAJAULHUOHHBIX U COBPEMEHHBIX TOUEK 3PECHHUSL.

IIpakTH4eckoe 3aHATHE — 3aHATHE, IOCBAILIEHHOE OCBOCHUIO KOHKPETHBIX YMEHUH U
HAaBBIKOB M 3aKPEIICHUIO MOJTYYEHHBIX HA JIEKIIMH 3HAHUN.



DNeKTpOHHBIA yueOHbIN Kypc «be3onacHOCTh B COBpEMEHHON MH(MOPMALIMOHHON Cpezie» Ha
miardopme onnaiH-o0yderuss DemidOnline, B koTopoM:

— TpelCTaBlIeHbl BUACO-JICKIHHA [0 BCEM TeMaM JUCIHILIMHBI U IPE3CHTAIUH K HUM;

— TIPeICTaBIICHBI TEKCTHI JEKIHIA IO BCEM TeMaM TUCIIHILIHHEI,

— TPEICTaBIICHBI MPaBUIA MPOXOXKICHHS MPOMEKYTOUHOM aTTeCTaIMH 10 AUCHHUTUIHHE;

— TMpeINCTaBleHbl TECTHl IO TeMaM JWCUUIUIMHBI JUIS CaMOCTOSITENbHOH paboThI
00yJaroImxcs;

— T1mocpeAcTBOM  (opyMa  OCYLIECTBISETCS CHHXPOHHOE M (WJIM) aCHHXPOHHOE
B3aMMOJICHCTBUE MEXIY OOydJarolIMMHUCS W TIpenojaBaTelieM B paMKax H3ydeHUs
JUCIUTIAHBI.

6. IlepeyeHb JIMIEH3MOHHOTO0 W (MJHM) CBOOOJAHO PACHPOCTPAHAEMOr0 IMPOrpaMMHOIO
obecrnevyeHns, MCHOJb3YeMOro IMPH OCYLIEeCTBJEHHH 00pa3oBaTeJbHOI0 mpolecca Mo
AUCHUILINHE
B nporecce ocymiecTBiaeHns 00pa30BaTeIbHOTO MPOIecca HCHOIb3YOTCS:
— IporpaMMHOE OOeCTedeHHne Ui CO3JaHus M JEMOHCTpAIlMM TPE3CHTAIHH,
WUTIOCTPAIM U APyTUX y4eOHbIX MaTepHaloB:
Microsoft Windows (B coctaBe Microsoft Imagine Premium Electronic Software
Delivery);
— Microsoft OfficeSTD 2013;
— Virtual Box (cBo6omHo pacnipoctpansiemoe [10);
— Ubuntu (cBo60oHO pacnpocTtpansemoe [10);
— Kali Linux (cBo6oano pacmpoctpansiemoe [10).
— nana mnoucka ydyeOHOM mwureparypbl Oubnmuoreku Spl'Y — ABromaruzupoBaHHas
oubmuoreunas nadopmarmonnas cuctema «KbYKN-NEXT» (ABUC «byku-Nexty»);
— IIpH NPOBEACHUU JICKIUI UCTIOIB3YIOTCS MYJIBTUMEIUNHHBIC TIPE3EHTAINH;
— TMpU TPOBENCHUH JIAOOPAaTOPHBIX pPabOT HCHONB3YIOTCS CPEICTBA BBIYMCIUTEIHHON
TEXHUKH, MOACPKUBAIOIIHIE IEPEUUCICHHOE POrpaMMHOE 0OecTieueHHE.

7. IlepeyeHb coBpeMeHHbIX NPO(ecCHOHAJBHBIX 0a3 JAAHHBIX U HH(POPMALMOHHBIX
CIPABOYHBIX CHCTEM, HCIOJIb3YeMbIX IIPH OCYLECTBJIEHUHN 00pa30BaTeJLHOI0 Npouecca mno
AMCUHMILINHE

1. Dnexrponnslie katanorn Hb SApI'Y

(http://www.lib.uniyar.ac.ru/opac/bk cat find.php) comepxar 6ubmuorpaduueckue 3anucu
BCEX BHUJOB JOKYMCHTOB, COCTaBISIONIMX ()OHI OHOIMOTEKH, HAa PYCCKOM W WHOCTPAHHBIX
SI3BIKAX.

2. DJiekTpoHHas1 OMOIHOTEeKAa YueOHbIX MaTepuasoB SApl'yY

(http://www.lib.uniyar.ac.ru/opac/bk cat find.php) comepxkut 6omnee 2500 mOTHBIX TEKCTOB
YY9eOHBIX M yYeOHO-METOAMYECKHX MAaTepUAIOB 10 OCHOBHBIM HM3y4acMbIM JTUCIMILIAHAM,
U3/IaHHBIX B YHUBEpcHUTETE. JI0CTYI B CETH YHUBEPCUTETA, JIMOO TIO JIOTUHY/TIAPOITIO.

3. CnpaBouyHo-npaBoBasi cucrteMa « KOHCYy1IbTaHTILIIOC»

(https://www.consultant.ru/) cmpaBodHO-TIpaBOBasi CHUCTEMa II0 3aKOHOJIATEIIbCTBY
Poccuiickont @enepanuu.

4. CnpaBouyHo-nipaBoBasi cucrema «l'apaHm»

(http://www.garant.ru/) cnpaBo4HO-IIpaBOBasl CUCTEMa IO 3aKOHOAATEILCTBY Poccuiickoit
®denepauuu.


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://www.consultant.ru/
http://www.garant.ru/

8. IlepeyeHb OCHOBHOII M JONOJHUTENbHON Y4eOHOWH JIMTEPATypbl, pecypcoB
HH(GOPMALMOHHO-TEJIEKOMMYHUKANIMOHHON ceTH «UHTepHeT» (NPH HEOOXOAUMOCTH),
PEeKOMEeH/1yeMbIX /151 0CBOCHHS TUCHHUIINHBI

a) OCHOBHAs JIUTEpaTypa

a) OCHOBHAs JIMTepaTypa

1.

be3onacHocTh B coBpeMeHHON nH(popMmalmoHHo# cpene. Yacts 1: yuebHoe nmocobue.
B.H. Kusazes, .M. Mypun; fpocn. roc. yu-t um. ILI. Jlemunosa. - Spocnasis:
NHJNTO, 2021. — 158 c. [https://e.lanbook.com/book/75150]

Horagun, H. b. Apxurekrypa xommnbiotepa : yuyebnoe nmocodbue / H. b. loragun. —
4-e m31. — Mockaga : JIaboparopust 3nanuii, 2020. — 274 c.

by3a, M. K. Apxwurekrypa xomnbiotepoB : yueOHuk / M. K. Byza. — MuHck :
Bermmiimas mkomna, 2015. — 414 c. [https://e.lanbook.com/book/75150]

Cononesuu, A. B. Komnberorepubie cetu : yueOnuk / A. B. CononeBnd. — MHUHCK :
PUIIO, 2021. — 208 c. [https://e.lanbook.com/book/194950]

Pakutun, P. 0. Komnbrorepasie cetn : yueOHOe mocobue / P. 1O. Pakurun, E. B.
MockaneHko. — bapnayn : Antl'TLY, 2019. — 340 C.
[https://e.lanbook.com/book/139182]

Kopxuxk, B. W. OcHoBbl kpunrorpaduu : yueOnoe nocodue / B. U. Kopxkuk, B. A.
SxoBneB. —  Cankr-IlerepOypr :  HWurepmenus, 2017. — 312 c.
[https://e.lanbook.com/book/161359]

0) 10MOTHUTEIbHASI JINTEpPaTypa

0) MOMOJIHUTEJIbHAS JINTepaTypa

1.

Koncturynust Poccuiickoit ®enepauuu: [mpuHATAa BCEHAPOAHBIM T'OJOCOBAHUEM
12.12.1993 ¢ uzmeHeHUsIMH, OAOOPEHHBIMH B XO/Ie OOIIEPOCCUNCKOTO TOJI0COBAHUS
01.07.2020]. — HocTyn u3 cipaBOYHO-IIPaBOBON cUCTEMbI «KOHCYIBTaHTILIIOC). —
TekcT: 27EeKTPOHHBIMN.

VYronosHel kopekc Poccuiickoit @enepanun: denepanbHblii 3akoH oT 13.06.1996
Ne63-®3: [mpunsit TocymapctBenHoit Jlymoit 24.05.1996]: (c u3MeHEHUAMH W
JIOTIONIHEHUsIMU ). — JlOCTy U3 CIpaBOYHO-IIPABOBOM crcTeMbl « KOHCYIBTaHTILIIOCH.
— Texkcr: 2neKTPOHHBIN.

Konexc Poccuiickoit ®enepauuu 00 aIMUHUCTPATUBHBIX IPABOHAPYIIEHUSX:
®enepanbublii 3ak0H oT 30.12.2001 Nel95-®3: [mpunsar 'ocymapcrsenHoi lymoi
20.12.2001]: (¢ wu3MeHeHUAMH ¥  JomnoNHeHHsMH). —  Jloctym U3
CIIPABOYHO-IIPABOBOM cUCTEMBbI « KOHCYIBTaHTILUIIOC». — [€KCT: 3JIEKTPOHHBIM.
TpynoBoii koxmekc Poccuiickoit ®denepanuu: denepanbsiii 3akoH ot 30.12.2001
Nel197-@3: [mpunst TocymapctBennoit [ymoit 21.12.2001]: (¢ u3MeHEHUSIMU H
JIOTIOJIHEHUsIMU ). — JlOCTy U3 CrIpaBOYHO-MIPABOBOM crcTeMbl « KOHCYIBTaHTILIIOCH.
— Texkcr: 2neKTPOHHBIN.

®enepanbhblil 3akoH 0T 27.07.2006 Ne149-D3 «O06 unpopmanyu, nHGOpMaUOHHBIX
TEXHOJIIOTUAX W O 3amwure uHpopManum»: [mpuHAT [ocymapcTBenHoi Jlymoi
08.07.2006]: (¢  u3MeHeHWUsIMHU U  JOoNoJNHEHusaMH). —  Joctynm U3
CIIPABOYHO-IIPABOBOM cUCTEMBbI « KOHCYIBTaHTIUIIOC». — [€KCT: 3JIEKTPOHHBIM.
®enepanbhblil 3ak0H 0T 27.07.2006 Nel152-D3 «O nepcoHalIbHBIX JaHHBIX»: [[IPUHAT
locynapctennoit Jlymoit 08.07.2006]: (¢ uU3MEHEHUSMH W JOMOJHECHUSIMH). —



10.

11.

12.

13.

14.

15.

16.

Hoctynm w3  chnpaBOYHO-NIPAaBOBOWM  CHCTEMBI  «KOHCYIBTaHTILIIOC». —EKCT:
3JIEKTPOHHBIMN.

[Tonoxxenue o mopsiaKe OOpalIeHusi co CiIyXeOHON MHpopmarmel OrpaHUYEHHOTO
pacnpocTpaHeHus B (enepasbHbIX ~ OpraHax  HCIOJHHUTENbHOM  BIACTH,
YIOJHOMOYEHHOM OpraHe YIpaBiI€HUS HCIOJIb30BAHUEM AaTOMHOM JHEPrUu |
YIOJIHOMOYEHHOM OpraHe I0 KOCMHMYECKOH JAESITEIbHOCTH»: [yTBEPHKAECHO
[TocranoBnenuem IlpaButensctBa Poccuiickoir ®enepanuu ot 03.11.1994 Nel233]:
(c U3MEHEeHMUAMHU U JIOTOMHEHUAMHU). — JlOCTyn M3 CHpaBOYHO-NPABOBOI CHCTEMBI
«KoHcynpTaHTIUIFOCY) . — TeKCT: AIEKTPOHHBIN.

TpeboBanusi K 3amIUTe TMEPCOHANBHBIX JaHHBIX MpH HX 00paboTke B
MH(OPMAITMOHHBIX cucreMax MepCOHANIbHBIX JTAHHBIX: [yTBEp>KI€HBI
[TocranoBnenuem IlpaButensctBa Poccmiickort @enepammu ot 01.11.2012 Nell19].
— Joctyn wu3 cnopaBouHo-nipaBoBoM cucteMbl «Koncynprantollntoc». —TekcT:
3JIEKTPOHHBIN.

[lepeuenr Mep, HampaBIEHHBIX Ha oOOecreuyeHUE BBINMOJIHEHUS O00A3aHHOCTEH,
npeaycMoTpeHHblx DenepanbHbiM  3akOHOM «O  THEPCOHANBHBIX JaHHBIX» H
MPUHSATBIMA B COOTBETCTBMM C HHM HOPMATHBHBIMU TIPABOBBIMH aKTaMH,
ONepaTopaMH, SBJISIOIIUMHUCS FOCYIapCTBEHHBIMU WJIM MYHULIUIIAJIbHBIMU OpTaHaAMU:
[yrBepxkaen Ilocranoenenuem IlpaButensctBa Poccuiickoii ®enepauun  oT
21.03.2012 Ne211]: (¢ wm3MeHeHUsIMM U JomnoinHeHusimMu). — Jloctyn wu3
crpaBouHO-1paBoBoi cucteMbl «Koncynsrantnlinrocy. —TeKeT: 3neKTpOHHBIN.
[Tonoxenue 00 0cOOEHHOCTSIX 00PAaOOTKH NMEPCOHATIBHBIX JTaHHBIX, OCYIIECTBISIEMOM
0e3 HCIIONb30BaHUSl CPEACTB aBTOMaru3aluu: [yTBepxkaeHo IlocraHoBneHueM
IIpaButensctBa Poccuiickoit ®@enepanuu ot 15.09.2008 Ne687]. — Jloctyn w3
cripaBoYHO-paBoBOM cructemsbl « KoncynbsranTnl [mrocy. —TeKCT: AneKTpOHHBIN.
TpeboBanusi k MarepHallbHBIM HOCHUTENSIM OMOMETPUUYECKUX MEPCOHANBHBIX JaHHBIX
U TEXHOJOTHSM XpaHEHHWsS TAaKUX JaHHBIX BHE MH(DOPMALMOHHBIX CHCTEM
NepCOHANbHBIX  JaHHbIX:  [yTBepkaeHo  [loctanosnenuem  IlpaBurenncTBa
Poccuiickoit @enepanuu ot 06.07.2008 Ne512]: (¢ u3MEHEHUSAMH U TOMOTHEHHSIMH).
— Jloctyn u3 cnpaBodHO-IipaBoBOM cucTeMbl «Koncynprantnllntoc». —TekcT:
3JIEKTPOHHBIN.

MeTtonnueckne peKOMEHJAaluu 110 YBEIOMIIEHUIO YIIOJIHOMOYEHHOI'O OpraHa O Hauyaje
00pabOTKM TEpPCOHANBHBIX JIAHHBIX W O BHECCHWHM W3MEHEHHWH B paHee
MIpEeACTaBICHHBIE CBEIICHUS: [yTBEpKIeHbl pukazoM Pockomuamzopa ot 30.05.2017
Ne94]: (c m3meHeHussMu u JonosHeHusMH). — JlocTyn W3 cnpaBOYHO-IPABOBOM
cucteMsbl «Koncynsranrnlimrocy. —TekeT: aneKTpOHHBII.

TpeboBanusi 1 METOABI MO OOE3TMUMBAHUIO MEPCOHATBHBIX JAHHBIX: [YTBEPHKICHBI
npukazoM  Pockomuamzopa ot  05.09.2013  Ne996]. —  Joctyn wu3
cripaBoYHO-paBoBOM cuctembl « Koncynbsrantnllmocy. —TeKCT: AneKTpOHHBIN.
CocTaB M copepkaHHe OPraHU3alMOHHBIX M TEXHMYECKUX Mep MO 00eCHeyeHHIO
0€30MacCHOCTH TEPCOHAJBHBIX JAHHBIX NpU UX 00paboTke B HMH(POPMALMOHHBIX
CHUCTeMax NEpPCOHAJbHBIX JaHHBIX: [yTBepkIaeHbl npukazoM PCTIK Poccum or
18.02.2013 Ne21]: (¢ wu3MeHeHUsIMH U JonojiHeHusmMu). — Jloctyn wu3
cripaBoYHO-paBoBOM cuctembl « KoncynbranTnllmocy. —TeKCT: AneKTpOHHBIN.
bazoBas mozmenb yrpo3 06e30mMacHOCTH MEPCOHATBHBIX JAHHBIX MPU UX 00paboTKe B
WH(POPMAITMOHHBIX CHCTEMax NEPCOHANBHBIX JaHHBIX (Boimucka): [yTBepxkaeHa
3amectutenem aupekropa DCTIK  Poccum 15.02.2008]. — J[Hoctynm w3
crpaBo4HO-NpaBoBoi cuctemsl «KoncynsranTnlliroc». —TekeT: aeKTpOHHBIH.
Metonuka onpeneneHusl akTyaJbHbIX YIpo3 0€30MacHOCTH NEPCOHAJIBHBIX JaHHBIX
npu ux o00paboTke B HMHPOPMAIMOHHBIX CHCTEMax IE€PCOHAJIbHBIX JIaHHBIX:
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[yrBepxkaena 3amecturenem aupekropa ®CTIK Poccun 14.02.2008]. — Jdoctyn u3
crpaBoYHO-1paBoBoi cucteMbl «Koncynsrantnllinmrocy. —TeKeT: 3neKTpOHHBIN.

17. CoctaB U conepaHHWE OPraHU3AUOHHBIX M TEXHHUYECKUX Mep MO0 00ecredeHUro
0€30MacCHOCTH TEPCOHAJbHBIX JIAaHHBIX MpU UX 00paboTke B HMH(OPMALMOHHBIX
CUCTeMax MEePCOHAIBHBIX JaHHBIX C UCIOJIB30BAHHEM CPEACTB KpUMNTOTpadudecKon
3am|Thl  MHQOpMANMKM, HEOOXOMUMBIX  JUISI  BBIIOJHEHHS  YCTAHOBJICHHBIX
[IpaButensctBoM Poccmiickori denepanun TpeOOBaHUN K 3alWTE MEPCOHATBHBIX
JaHHBIX JUIsI KaXXIO0r0 M3 YPOBHEH 3alMIIEHHOCTH: [yTBepkaeHbl npukazoM PCb
Poccun ot 10.07.2014 Ne378]. — JlocTyn U3 CIpaBOYHO-IPABOBOM CHCTEMBI
«Koncynwsrantnl Lmroc». —TeKeT: 3eKTPOHHBIM.

18. MeTtonnueckre pEeKOMEHIAIMU IO pPa3pabOTKe HOPMATHBHBIX IIPABOBBIX AaKTOB,
OTIPE/ICTSAIONIMX YIPO3bl OE30MaCHOCTH MEPCOHAIBHBIX JaHHBIX, AKTyaJlbHbIE MpU
00paboTKe MepcOHANbHBIX JaHHBIX B WH(GOPMAIMOHHBIX CHUCTEMax MEepPCOHAIbHBIX
JaHHBIX, OJKCIUIyaTUPYEMBIX TIpU OCYLIECTBIEHHUU COOTBETCTBYIOLIUX BHJIOB
JeATeNIbHOCTU: [yTBepkaeHbl pykoBoacTBoM 8 Ilentpa ®CBb Poccum 31.03.2015
Nel49/7/2/6-432]. — Hocryn u3 CIPaBOYHO-TIPABOBOI CHUCTEMBI
«KoncynpranTnl[mtoc». —TeKCT: 37eKTpOHHBIN.

19.TOCT P 51275-2006 3amura napopmanuu. O0bekT mHpopMaruzanuu. DakTopsl,

BozzeiicTBytone Ha wuHpopmanuroo. OOmue mnonoxkenus. — Joctynm w3
cripaBouHO-1paBoBoi cucTeMbl « TEXDOKCIIEPTY. —TekcT: aeKTpOHHBII.
20. ®nenoB, M.E. Linux mma3zamu xakepa. 5-¢ m3n. / M.E. ®nenoB. — CIIb.

BXB-Iletepoypr, 2019. —416 c.
21. JIaB, P. Linux. Cuctemuoe nporpammupoBanue. 2-¢ u3a. / P. Jla. — CII6. : TTutep,

2014. — 448 c.
22. Yopn, b. Buytpennee ycrpoiicto Linux. / b. Yopa. — CII6. : Ilutep, 2016. — 384
c

23. Yosifovich, P. Windows Internals Seventh Edition. Part 1 / P. Yosifovich, A. Ionescu,
M.E. Russinovich, D.A. Solomon. — Microsoft Press, 2017. — 784 p.

24. Intel 64 and IA-32 Architectures Software Developer’s Manual [OnekTpoHHBIN
pecypc] — DnektpoH. TekcroBble naH. —Ilocneqnee o6HoBNeHue : 16.11.2020. —
Pexum JIOCTyIa:
https://software.intel.com/content/www/us/en/develop/articles/intel-sdm.html.

9. MarepuajibHO-TEXHMYeCKas 0a3a, HeoOXoauMasi J1Jis1 OCylIeCTBICHUS
00pa3oBaTeJLHOI0 NMpolecca Mo AUCHUNIUHEe

MarepuanbHO-TeXHUYECKas: 0a3a, HEOOXoAMMast A7l OCYIIECTBICHUS 00pa30BaTEIbHOTO
npoiiecca Mo JUCHUIIINHE BKJIIOYAET B CBOM COCTAaB CIEIMAJIbHBIC TTOMEIIICHHUS:

-y4eOHbIC ayTUTOPUH JIJIsi TPOBEICHUSI 3aHATUN JICKIIMOHHOTO THIIA;

-y4eOHbIe ayIUTOPHH 7Sl IPOBEICHHS JTa0OpaTOPHBIX palOT, OCHAIICHHBIE CPEICTBAMU
BBIYUCIIUTEIILHON TEXHUKH, TMOJACPKUBAOIIMMHI TIPOrpaMMHOE OOECIeUeHUEe, yKa3aHHOE B
MyHKTE 6;

- yueOHbIC ayIUTOPUU JIJIsl TIPOBEACHUS TPYTIOBBIX U WHAUBHUIYAIbHBIX KOHCYIBTAIINN;

- ydeOHBbIC ayIuTOpPUU IJIsi TIPOBEIACHHUS TEKYIIETO KOHTPOJISI U TPOMEKYTOUHOU
aTTECTAallUH;

- IOMETIEHUS JJI1 CAMOCTOSITEIIbHON pa0OTHI;

- TIOMEIICHHUS JIsi XpaHEHUs W TPO(OHUIAKTHUYECKOTO OOCTY)KUBAHHUS TEXHUYECKUX
CPEICTB OOyUCHHS.
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https://software.intel.com/content/www/us/en/develop/articles/intel-sdm.html

[TomemieHust st caMoCTOATENbHONW pabOThl OOyYaroIMXCsl OCHALIEHbl KOMIIBIOTEPHON
TEXHUKOH C BO3MOYKHOCTBIO MOAKIIOUEHHUs K ceTh «VHTepHeT» M obecrnedeHueMm I0cTyna B
ANIEKTPOHHYIO HHPOPMAITMOHHO-00Pa30BaTeIbHYIO CpEly OpraHU3alllu.

Uucno mocagoyHbIX MECT B JIEKIIMOHHOM ayauTopuu Oosiblie JIMO0 paBHO CHUCOYHOMY
COCTaBy IIOTOKA, a B AayIUTOPUU [yl TNPAKTMYECKUX 3aHATUH (CEMHHApOB) — CIHUCOYHOMY
COCTaBy IpYMIIbl 00yYarOIINXCSI.

ABTOp(BI): 7
Kann. ¢us.-mar. Hayk A Mypun JI. M.
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IIpuaoxenue Nel k paGoueit mporpaMMe JUCHUTIINHBI
«be30onmacHOCTh B COBpeMeHHOM NH(POPMAIIMOHHOI cpee)»

@DoH/1 OLIEHOYHBIX CPEACTB
AJIs1 IPOBeJleHN sl TeKYLell M MPOMeKYTOUHOI aTTeCTAlMHU CTYI1eHTOB
10 JUCIHUILINHE

1. TunoBbie KOHTPOJIbHBbIE 32/IaHUS UJIM HHbIE MATEePHAJIbI,
Heo0XoauMbIe )1l OlleHKH 3HAHM I, YMEeHUI, HABBIKOB M (WJIH) ONbITA 1eATEJIbHOCTH,
XapaKTepu3ymuX 3Tanbl GOpMUPOBAHUS KOMIIETEH U

1.1 KoHTpoJsbHbBIE 321aHUS U HHbIE MAaTEPHUAJIbI,
HCIOJIb3yeMble B Npolecce TeKyllel arrecTauuu

Tect mo Teme 1.1 IIpaBoBbie 0CHOBBI 00ecnieyeHUs] HHPOPMANMOHHOM 0e30MACHOCTH

Kakue monoxxenus, CBS3aHHBIE C BOIPOCAaMU OOpaOOTKH MH(OpMAIMU, 3aKPETJICHBI B
Koncruryuun Poccuiickoit @enepanmun?

a) [IpaBo Ha HENPUKOCHOBEHHOCTD JIMUYHON U CEMENHOU TalHBI.

6) [IpaBo Ha 0OpabOTKy 1000 MHPOPMAIHH JTFOOBIM BO3MOKHBIM CIIOCOOOM.

B) 3anpeT Ha 00pabOTKy HH(POPMAIIUHU O YACTHOM KU3HU JIUIa O€3 ero coracusl.

r) [IpaBo Ha nonyuyeHue rpaxkJaHamMu JI0MycKa K rocyqapCTBEHHOM TaliHe.

Kakue Buasl wHbOpMamumu 00s3aTeIbHO TpeOyeTcsl 3alluilaTh B COOTBETCTBHUU C
3aKoHozareabcTBOM Poccuiickon Penepanyu:

a) Madopmanus amst cayeOHOTO MOJIb30BaHUS.

0) I[lepconanbHbIC TaHHBIC.

B) ['ocynapcTBeHHas TaiiHa.

r) BpaueGnas taiina.

1) Bce nepeunciennsie.

B coorBerctBuu ¢ @enepanbHbM 3akoHOM «OO0 wuH(popManuu, HWHGOPMALUOHHBIX
TEXHOJIOTHSIX U 3alUTe HHPOPMaLU» HHPOPMALHS — 3TO:

a) JIroOble naHHbIe, IPEACTAaBICHHbIC HA MATEPHATILHOM HOCHUTEIIE.

0) CBenenus (cooOUIEHMS, JaHHBIE), HE3aBUCUMO OT (POPMBI UX IIPEICTABICHUS.

B) He sHeprus u He marepusi.

r) CBeneHus, BOCIIPUHUMAEMbIEC YEJIOBEKOM M (MJIM) CIELHAIbHBIMU YCTPOMCTBAMU
KaKk oOTpaxkeHHe (PAKTOB MaTrepualbHOr0 WJIM JyXOBHOTO MHpa B IIpolecce
KOMMYHHUKAIHH.

Uro M3 NEepeyuciIeHHOI0 MOJKHO paccMarpuBaTh Kak 0a3y JaHHBIX B COOTBETCTBUH C
3aKoHoJaTenbLCcTBOM Poccuiickoit Denepanuu:

a) EXCEL tabnuity ¢ ynopsiioueHHOM U CTPYKTypUpOBaHHOI HH(popManyei.

0) ®aitn hopmara DOC, B KOTOPOM CO3lIaH CIHCOK CIYIIATEIICH 3TOM MPOrpaMMEI.

B) Kaproteky peructparypsl yupexeHHs 30paBOOXPAHEHUS.

r) Bce nepeuncnennsie.
emocTHOCTH MH(DOPMAITHU — 3TO:

a) O0s3arenbHOE Ul BBIMOJHEHHS JIMIIOM, MOJYYHMBIIUM JIOCTYN K OIpEIeeHHON
uHpopMaIuy, TpeboBaHWE HE TepenaBaTh TaKylo HH(OpMAIMIO TPEThUM JHlaM 0e3
coracus ee o0agaress.

6) CocrosiHue uH(pOpMAIMK, TPU KOTOPOM OTCYTCTBYET JIt00OO€ €€ M3MEHEeHHE 00
U3MEHEHUE OCYUIECTBIISETCS TOJIBKO IMPEJHAMEPEHHO CYyOBEKTaMHU, UMEIOLUIMMH Ha HETO
paBo.
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10.

B) Bo3MokHOCTB TIOITy4eHust HH(pOpMAIH U €€ UCTIONb30BaHMS.
Ha teppuropuu Poccuiickoit @eaepanuu 3anpenieHo pacupoCcTpaHEeHUe:

a) Mudpopmannu, koTopasi HarpapjeHa Ha Mponaraiay BOWHBI.

6) Kommepueckoit TaliHBI.

B) Hdopmarnuu, koTopast HampapieHa Ha pa3KUraHUe PETUTHO3HON HEHABUCTH.

r) [lepcoHanbHBIX JaHHBIX.
['paxkaaHuH WK IOPUINYECKOE JIULO, OCYIIECTBISIONINE AEATEIbHOCTh M0 AKCIUTyaTalluu
MH(QOPMAITMOHHON CUCTEMBI, B TOM YHCIIE M0 00paboTke MHPOPMAINH, COAEpIKalelcs B
ee 0a3ax JaHHBIX — 3TO:

a) Obnagarens nHOOPMAITIH.

0) Oneparop HHGOPMAITMOHHON CHCTEMBI.
Ecnu He onpeneneno nHOTO, oneparopomM HHGOPMAIIMOHHON CUCTEMBI SIBIISICTCSI:

a) Obnagarens HHPOPMAIIHH.

0) CoOCTBEHHHK HCIONB3YeMBIX Ui 00pabOTKH comepikaimieiicss B 0a3zax JaHHBIX
uH(bOpMAIN TEXHUYECKUX CPEJCTB.

B) Jlumo, ompexemnstomee uenu o0paOoTkM HMH(GOPMALMKM M OCYILECTBISIOLICE
00paboTKy nH(pOpMAITUH.
He moxeT ObITH OrpaHHyeH JOCTYM:

a) K uadopmanmu o coCTOSHUN OKPYKAOIIEH CPeIbl.

0) K mepcoHanbHBIM JTaHHBIM TOCYIapCTBEHHBIX IPAKIAHCKUX CITYKAIIHX.

B) K undopmarnmm, xpansiieiicss B OTKPBITHIX (OHIaX OUOTHNOTEK.

r) K cBenenusm o 30510ToBaOTHBIX 3anacax Poccuiickoit denepanun.
Kakyro OTBETCTBEHHOCTb MOXET TIOBJI€Yb HapyllieHHue TpeOboBaHuil dDenepabHBIX
3aKOHOB:

a) YroJoBHYIO.

0) JucnurnmuHapHyro.

B) AZIMMUHUCTPATHUBHYIO.

r) [paxxnancko-npaBoByto.

n) Bce nepeuncienHble.

Tect mo Teme 1.2 3amurTa NepCOHAIBLHBIX JaHHBIX

[IepconanbHbIE JAHHBIE — ITO:

a) CsenmeHuss 0 CyObeKTE NEPCOHAIBHBIX JTAaHHBIX HE 3aBUCUMO OT (OpPMBI HX
NPEACTaBICHUS.

6) Jlro6as mHpopmanusi, oTHOCAIIA’CS K MPSIMO UM KOCBEHHO OINpEAEICHHOMY WU
omnpeaensieMoMy GU3NIECKOMY JHUITY (CYObEKTY MEePCOHANBHBIX TaHHBIX).

B) Jlrobas wuH(pOpMamms, OTHOCAMIAsICS K OINPENEICHHOMY WM ONpEAeIsieMOMY
buszngeckoMy JUIy (CyObEKTY MePCOHAIBHBIX TaHHBIX ).

r) Jlro6as mHpopManus, OTHOCSIIASACS K ONpPEeIEHHOMY WIH OIpeaessieMoMy Ha
OCHOBaHMHU Takoi MH(popMaImu u3ndeckoMy Iy (CyObEeKTy MepCOHAIBHBIX JAHHBIX ),
B TOM 4HcJie ero (haMuius, UMsi, OTYECTBO, IO/, MECHI], JaTa U MECTO POXKIEHUs, aJpec,
ceMeiiHoe, COIMalbHOe, HWMYIIECTBEHHOE TOJIOKEHHe, oOpa3oBaHue, mpodeccus,
JIOXOIBI, IpyTast HHPOPMAITHSL.

Ha xakue oTHomeHuss He pacmpocTpaHsercs AeiictBue ¢denepanpHoro 3akoHa «O
NePCOHABHBIX JAHHBIX»?

a) Ha 006paboTky nepcoHaabHBIX JTaHHBIX, OTHECEHHBIX B YCTAHOBJIEHHOM MOPSIKE K
CBEJICHUSIM, COCTABJISIIOIUM TOCYIapCTBEHHYIO TalfHY.

0) Ha 00paboTKy nepCOHAIBHBIX JAHHBIX, HEOOXOIMMYO JUTsl OCYIIECTBICHHUS MPaB U
3aKOHHBIX HHTEPECOB OIEpaTopa WK TPEThUX JIULL.
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B) Ha 00paboTKy nepcoHanbHBIX JaHHBIX, HEOOXOIUMYIO ISl UCTIOTHEHHS CYIeOHOTO
aKTa.

r) Ha o0pabGoTKy mnepcoHanbHBIX NAaHHBIX (U3NYECKHUMHU JIMIAMH HUCKIIOYUTEIHHO
JUIE JTMYHBIX M CEMEWHBIX HYXKI, €CIIM MPH 3TOM HE HapyIalTCs MpaBa CyObEKTOB
HEPCOHAIbHBIX JaHHBIX.

n) Ha o00paboTKy mepcOHANbHBIX [aHHBIX, IMOUICkKAIIUX OIyOINKOBAHUIO WIIH
00s13aT€IbHOMY PACKPBITHIO B COOTBETCTBUU C (DeAepaIbHbIM 3aKOHOM.

e) Ha o00paOoTky mnepcoHanpHBIX JaHHBIX, HEOOXOAUMYIO JUI OpraHU3aLuu
XpaHEHHs, KOMIUICKTOBAHMSA, Y4€Ta M HCIIOJIB30BAHHUS COACPKAIIMX MEPCOHATBHBIX
JAHHBIX APXUBHBIX JOKYMEHTOB B COOTBETCTBMM C 3aKOHOJATEIbCTBOM 00 apXHWBHOM
nene B Poccuiickoit denepanuu.

3. ®enepanpHblii 3aKk0H «O NEPCOHANBHBIX JaHHBIX» PETYIUPYET OTHOIICHHUS, CBI3aHHBIE:

a) UckirountenbHo ¢ 00pabOTKOM MEepCcOHANBHBIX JAHHBIX C MCIIOJIb30BAHUEM
CPEICTB aBTOMATU3ALINN.

6) C 00paboTKO# MepCcOHANBHBIX JaHHBIX, HE3aBUCHUMO OT TOr0 00padaThIBalOTCs K
OHH C UCIIOJIB30BAaHUEM CPEJICTB AaBTOMATU3ALUH UIIH HET.

B) C  00paboTKOW  TEpPCOHANBHBIX JIAHHBIX C  HCIIOJb30BAaHUEM  CPEJICTB
aBTOMAaTH3alluM, a Takke ¢ 00pabOTKOM MepCOHAIBHBIX JaHHBIX 0€3 MCIIOIb30BAHUSA
CPEACTB aBTOMAaTH3alllU, €CIM Takas oOpabOTKa COOTBETCTBYET XapakTepy ICHCTBHUH,
COBEpUIAEMbIX C IEPCOHATBHBIMU JAHHBIMH C UCIIOJIB30BAaHUEM CPEICTB aBTOMAaTH3aIUH.

r)C o00paboTkoil nNepcoHaNbHBIX JIAHHBIX 0€3  HCIOJB30BaHUS  CPEACTB
aBTOMaTHU3aliH.

4. JleticTBus, B pe3yJbTare KOTOPHIX CTAHOBUTCS HEBO3MOXXHBIM 0€3 HCIIOIh30BaAHUS
JIOTIOJTHUTENBHOM MH(POPMALUN ONPENeNUTh MPUHAUICKHOCTh EPCOHANBHBIX JTAHHBIX
KOHKPETHOMY CyOBEKTY MEepPCOHAIBHBIX JAHHBIX, — 3TO:

a) brnokupoBanue nepcoHalIbHBIX JaHHBIX.

0) YHUUYTOXXEHHE NIEPCOHATIBLHBIX JaHHBIX.

B) O0e3nnunBaHue NepcOHaIbHBIX TaHHBIX.

r) [lepeBoa nepcoHaIbHBIX TaHHBIX HA APXUBHOE XpaHEHHUE.

5. JlelicTBus, B pe3ylbTare KOTOPBIX 6pemerHO TpeKpamaeTcs oOpabdoTKa MmepcoHaTbHBIX
JAHHBIX, — 3TO:

a) brokupoBanue nepcoHaNIbHBIX JaHHBIX.

0) YHUUTOXXKEHUE TEPCOHATIBHBIX IaHHBIX.

B) OGe31MunBaHNe NEPCOHANbHBIX JaHHBIX.

r) [lepeBo nepcoHaNbHBIX TaHHBIX HA APXUBHOE XpaHEHHUE.

6. Kaxue 13 nepeynciieHHbIX AEUCTBUN ¢ IEPCOHATIbHBIMU TAHHBIMU SIBJISIIOTCS 00pabOTKOM
HEepCOHAIbHBIX JAHHBIX:

a) XpaHeHHe MePCOHATBHBIX JaHHBIX.

0) 3anuch MePCOHAIBHBIX JTAHHBIX.

B) OGe31MunBaHNe NePCOHATBHBIX JaHHBIX.

r) YnaneHue nepcoHaIbHbIX TaHHBIX.

7. C Touku 3peHus peaepanbHOro 3akoHa «O MEPCOHANBHBIX JaHHBIX)» ONEPaTOp — ITO:

a) ['ocymapcTBeHHBII OpraH, MyHHIMIIATBHBIN OpraH, IOpUIMYECKOe WK (PU3NIECKOe
JMIO, CaMOCTOSTENIbHO WM COBMECTHO C JIPYTMMH JIHMIIAMHM OpraHusyomue u (Win)
ocymectrisomue o0padorky I1/[H, a Tarke omnpeaenstomue nenu odpadorku [1/1H,
cocras [1/]H, momnexamux oOpadoTtke, neiicTBus (oneparun), coepiiaemsie ¢ [1J[H.

6) I'paxkmaHuH WM IOPUANYECKOE JIMIO, OCYUIECTBISIOIIME JESATEIbHOCTh 10
9KCIUTyaTallud MH(MOPMAITMOHHONW CHCTEMBI, B TOM 4Hcie 10 00paboTke MHpOpMaLuy,
cozieprkarieiicst B ee 6a3ax aHHBIX.

8. O6paboTka MepCOHAIBHBIX JaHHBIX:
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10.

11.

12.

13.

14.

15.

a) He nomyckaercs 6e3 conmacus cyObeKTa MepcoHaIbHBIX TaHHBIX.

0) JlomkHa OrpaHUYHMBATHCS NOCTHXKCHHEM KOHKPETHBIX, 3apaHee OINpPENEICHHBIX U
3aKOHHBIX LICJIEH.

B) He momyckaercs B cilydasx HECOBMECTHUMBIX C LEIIMU cOopa MepCOHATBHBIX
JTAHHBIX.

r) JlomkHa OCYLIECTBISITHCS Ha 3aKOHHOM U CIIPaBEAJIMBOI OCHOBE.

O6paboTKa MEepCOHANBHBIX TAHHBIX TOMYCKACTCS:

a) C comacust cyObeKTa MEPCOHATBHBIX JaHHBIX Ha 00pabOTKy €ro MmepcoHAIbHBIX
TAHHBIX.

0) B ciywasx, eciiu oHa HeoOXoIMMa JTsl HICTIOJTHEHUS CyZeOHOTO aKTa.

B) B cnyuwasx, ecniu oHa HeoOXoauma il OCYIIECTBICHHUS MPO(EeCCHOHAIBHOM
JESATENIbHOCTH KypHanMcTa M (WJIM) 3aKOHHOW JeATENbHOCTH CpEACTBa MacCOBOM
uHbOpMAaITIH.

r) B cnyuasx, ecnmu Bemercst oOpa0OTKa IMEPCOHATBHBIX JAHHBIX, MOJUICIKAIINX
OMyOJIMKOBaHUIO B COOTBETCTBHH C 3aKOHOAATENbCTBOM Poccuiickoit deneparum.

KTo HeceT OTBETCTBEHHOCTb 3a JIEHCTBUSA IOPUIMUYECKOTO JIMIA, KOTOPOMY MOpYyYeHa
00paboTKa MepCOHANBHBIX TaHHBIX, TIEpe/l CYOBEKTOM MEePCOHATBHBIX TaHHBIX ?

a) Oneparop.

0) KOpuamdaeckoe nui0, KOTOPOMY OPYUHITH 00paOOTKY.

B) Hukro.

r) PockomHazazop.

B nopy4ennn o6paboTKH TOHKHBI OBITH 00S3aTEIBHO OTNPEIEICHBI U YKa3aHBI:

a) [lenmn 06pabOTKM MTEPCOHAIBHBIX TAHHBIX.

0) CyObekTbl TEepCOHANBHBIX [aHHBIX, YbHM [EPCOHANBHBIC JAaHHBIE OyIyT
00pabaTkIBaTHCS MO MOPYUYCHHIO.

B) TpeboBaHus Kk 3ammmTe 00padaThIBAEMBIX IEPCOHANIBHBIX JIAHHBIX.

r) CpexacrtBa 3ammTel HHQOpPMAIMH, KOTOpPBIE HEOOXOAMMO  MPUMEHSTH
IOPUINIECKOMY JTUILY, KOTOPOMY ITOpy4YeHa 00padoTKa MepCOHANBHBIX TaHHBIX.

Ha koM JiexuT 00s3aHHOCTH IO JIOKA3aTeJIbCTBY IOJyUYCHHS COIIachsi OT CyObekra
NIePCOHAJIBHBIX JAHHBIX?

a) Ha Pockomuanzope.

6) Ha ropuandeckoMm Juiie, KOTOpOMY MOPYUYHIIA 00pabOTKYy.

B) Hu Ha koM.

r) Ha omeparope.

Cornmacue cyObeKTa MepcoHANbHBIX JAHHBIX JOJDKHO BKIIFOYATh:

a) IlacmiopTHBle nMaHHBIE CyOBEKTa IMEPCOHAIBHBIX NAaHHBIX WIH €ro 3aKOHHOTO
IPEICTaBUTEIIS.

06) KoHTakTHBIE JaHHBIE JHMIA, OTBETCTBEHHOTO 3a OPraHU3AIUI0 O00pPabOTKU
NIEPCOHAJBHBIX JTaHHBIX.

B) Azpec omeparopa.

r) damunuu, WMEHa W OTYECTBa (PH3MUECKUX JIUI, KOTOPHIE OCYMIECTBISIOT
00paboOTKy MEPCOHATBHBIX JJAHHBIX 10 TOPYYCHHUIO OIIEPaTopa.

B cnyuae cmepTH cyObeKTa IepCOHANBHBIX JaHHBIX:

a) Ilomyware comracue Ha 0OpabOTKYy €ro MEepCOHANbHBIX JAaHHBIX Tpedyercs y
HACJICIHUKOB CYOBEKTa MEPCOHALHBIX TAaHHBIX.

6) Ilomywars cormacue Ha 0OpabOTKY €ro MEpCOHANBHBIX NaHHBIX Tpedyercs y
Pockomuanzopa.

B) [Tomyuars cornacue Ha 00pabOTKy €ro MepcoHaNbHBIX TaHHBIX HE TpedyeTcs.

K cnenmanbHBIM KaTeropusiM MepcoOHAIBHBIX TAHHBIX OTHOCSTCS:

a) CBelIeHHsI, KaCArOIIUECs] PACOBOM MPHHAICKHOCTH.
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16.

17.

18.

19.

20.

21.

0) CBeneHus1, KacarIIMecs TPaKIaHCTBA.

B) CBezieHMsI, Kacaromuecs MOJIUTHIECKUX B3IIISIOB.

r) CBeneHus, KacaroIIMecss HHBAJIUIHOCTH.

C touku 3penus eaepanbHOro 3aKkoHa «O MEPCOHANBHBIX JaHHBIX» K OMOMETPHYECKUM
MEPCOHANBHBIM JTaHHBIM OTHOCSTCS:

a) Bce cBenmeHus, KOTOpbIE XapakTepU3YIOT (DU3MOIOTHYECKHE U OHOJIOTHYECKHUE
0COOEHHOCTH YeJIOBEKa, HA OCHOBAHUU KOTOPHIX MOYKHO YCTAHOBUTD €T0 JINYHOCTb.

0) CseneHwusi, KOTOpble BHOCATCS B 0azy OMOMETPHUYECKHX JAHHBIX TpaKIaH
Poccuiickoit @enepanun.

B) Bce cBemeHus, KOTOpble XapakTepu3yloT (PU3UOJOTHUYECKHE U OMOJOTHYECKHE
OCOOCHHOCTH YENIOBEKa, HA OCHOBAHHH KOTOPBIX MOXKHO YCT@HOBUTH €T0 JIMYHOCTh, U
KOTOPBIE HCIIONB3YIOTCS JJISl YCTAaHOBJICHHUS €T0 JIMYHOCTH.

Kro o00s3an yOeautbcs B TOM, YTO HMHOCTPAHHBIM TOCYIapCTBOM, Ha TEPPUTOPHIO
KOTOPOTO  OCYIIECTBISETCS TMepefada TMEepPCOHANBHBIX JaHHBIX, O00eCIeunBaeTCs
aJIeKBaTHas 3alllUTa MpaB CyObEKTOB MEPCOHANBHBIX JaHHBIX?

a) Oneparop.

0) KOpuamdaeckoe 110, KOTOPOMY TIOPYUYHITH 00PaOOTKY.

B) Hukro.

r) Pockomuanzop.

CyOBeKT MepcoOHATBHBIX JAHHBIX UMEET MPABO Ha IMOIYYCHHE CIICTYIOIIeH HHPOpMAITIH,
Kacaroleicss 00padoTKH ero NEPCOHANBHBIX JaHHBIX:

a) [IpaBoBbIe OCHOBaHMS U 1IE€TH 00PaOOTKH MEPCOHATBHBIX JAHHBIX.

6) [loumeHHBIN TepeyeHb COTPYAHHMKOB OMEparopa, KOTOPhlE MMEIOT JOCTYI K €ro
MEPCOHATBHBIM JTaHHBIM.

B) CBeneHuss o0 OCYIIECTBIEHHOM WJIM O MPEANojaraéMoil TpaHCTPaHUYHOM
nepeaaye JaHHbIX.

r) CBeeHus: 0 MPUMEHIEMBIX OMEPATOPOM CPECTBAX 3aAIIUTHI HH(MOPMAIUH.

[IpaBo rpaxkmanwHa Ha TMONXy4YyeHHe WHOOPMAIMK, Kacaromelcs o0paboTKku ero
MEPCOHANBHBIX TaHHBIX, MOXKET OBITh OTPaHUYCHO:

a) Ha ocHoBaHuu 3asBIIeHUs IpyTroro CyObeKTa MepCOHAIBHBIX JaHHBIX.

0) B cinyvasx, ecnu 06paboTKa MepCcoOHATbHBIX JAaHHBIX OCYIIECTBISETCS B CIydasXx,
MPEAYCMOTPEHHBIX 3aKoHoAaresnbCcTBOM Poccuiickonn denepauy 0 TpPaHCHOPTHOU
0€30MacHOCTH.

B) B cnyuasx, ecian oOpabGoTka MepcoHaIbHBIX JAaHHBIX OCYIIECTBISETCA B LIEJSAX
00OpOHBI CTPaHBI, 0€30MaCHOCTH TOCYIAPCTBA U OXPAHBI IPABOTIOPSIIKA.

r) B cmyuasx, ecnu oOpaOoTka NMepCOHANbHBIX JaHHBIX OCYIIECTBISETCS B paMKax
3aKOHHOM JEeSITebHOCTH CPEICTBA MACCOBOM MH(OPMAIIHH.

KoHTponmb W Ham3op 3a BBINOJIHEHHEM Mep 1O oOecnedeHni0o O0e30MacHOCTH
NEPCOHANBHBIX JaHHBIX OCYIIECTBISAET (OCYIIECTBISIOT):

a) Munkomcssizu Poccun.

6) PockomHuaazop.

B) ®CBb Poccum.

r) ®CTIK Poccum.

Kakoii opran rocymapcTBeHHOW BJIACTH UMEET MPAaBO O3HAKOMIICHHS C MEPCOHATLHBIMU
JAHHBIMU TIPU OCYIIECTBICHUN KOHTPOJIBHBIX U MMPOBEPOYHBIX MEPOIPUATHIA?

a) ®Cb Poccun.

6) PockomHuanzop.

B) ®CTOK Poccun.
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22. JIuma, BUHOBHBIE B HapyILICHUU MOJOXEHUHN 3akoHOAarenbcTBa Poccuiickoit deneparnm

1.

B 00acTH MEPCOHANbHBIX JAHHBIX NMPU 00pabOTKE MEPCOHANBHBIX JaHHBIX PaOOTHHKA,
MOTYT OBbITh IPUBJICYCHBI:

a) K yromoBHO# OTBETCTBEHHOCTH.

6) K nucrunivnapHoi OTBETCTBEHHOCTH.

B) K aaMMHHCTpaTUBHON OTBETCTBEHHOCTH.

r) K marepuanbHOl OTBETCTBEHHOCTH.

Tect mo Teme 1.3 OpranuzanoHHbIe OCHOBBI 00ecnedeHUs1 MH(GOPMaIIMOHHOMH
0e3omacHOCTH

Pacrionoxkute B mpaBUILHOM MOPSAKE ATambl padOT MO OOecreyeHUro 0e30MacHOCTH
uHbOpMAaITIH.

1) OnueHka COOTBETCTBUS 00bEKTa HH(DOPMATH3AIUH.

2) BrisgBnenue u aHanu3 HHQOPMALIMOHHBIX aKTHBOB.

3) IIpoextupoBanue (pa3paboTka) CUCTEMBI 3aIIUTHI HHPOPMALIUH.

4) ®opmupoBaHue TpeOOBaHUH K 3aUTEe HHPOPMAIIUH.

5) BHenpenue cuctemsl 3alIUThl HHPOPMALUH.

6) DKcruTyaTanus CUCTEMBI 3alIUThI HH(OpPMALIUH.

a)1)2)3)4)5)6).

6)4)2)3)5)1)6).

B)2)4)3)5)6)1).

r)2)4)3)5) 1) 6).
[Tycte He 00e3nMUYeHHBIE TIEPCOHANBHBIC JaHHBIE O COCTOSIHUU 3I0POBbBSI BCEX TPAXKIAAH
SpocnaBckoit oOnacTi 00pabaTeiBalOTCs B HMH(MOPMALMOHHOM cUcTeMe, I KOTOpPOM
aKTyaJIbHbl YIpO3bl CBSI3aHHBIC C AKCIUTyaTalued ys3BHUMOCTEH B MPHUKIATHOM, HO HE B
CHCTEMHOM MpPOTpaMMHOM obOecrieueHun. Kakoil ypoBeHb 3aIMIIIEHHOCTH JTOJDKEH OBITh
YCTaHOBJIEH JUI TAaKUX NEPCOHAIBHBIX JAHHBIX ?

a) Y31.

0) V32.

B) Y33.

r) Y34.
ITycts He 0Oe3muUeHHbIE TEPCOHANIbHBIE JaHHbIE B TOM 4Hcie (poTorpadus COTpyIHUKOB
HeOonpimoro (1o 10 000 coTpyaHHKOB) HpPEANpHUATHS 0O0padaThIBAlOTCS B CHCTEME
KOHTPOJII W YIPABICHHUS IOCTYIIOM, JJISi KOTOPOW aKTyaJbHBI YIPO3bl HE CBS3aHHBIC C
9KCIUTyaTalMel ysI3BUMOCTEH B MPUKIAJHOM U CUCTEMHOM IPOrPpaMMHOM 00€CIIEYSHUH.
Kakoli ypoBeHb 3alIUIIEHHOCTH OJDKEH OBITh YCTAHOBJICH UIS TaKUX MEPCOHAIBHBIX
NAHHBIX?

a) Y3I.

0) ¥32.

B) Y33.

r) Y34.
BHenrane HapymuTe I peasu3yroT YrpO3bl:

a) VI3 BHeImIHuX ceTei cBA3M OOIIEro MoJib30BaHMs.

6) HemmocpencTBeHHO B MH(POPMALIMOHHBIX CUCTEMAX.

B) U3 cereit MmexxmyHapogHOTO HHPOPMAITMOHHOTO OOMEHa.

r) Haxozsich B peenax KOHTPOIUPYEMO 30HBI.
[IpumepaMu BHEITHUX HAPYIIUTEICH MOTYT SIBISATHCS:

a) [Tonp3oBarenu nHGOPMAILIMOHHON CUCTEMBI.
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10.

11.

12.

13.

0) Konkypupyroiue opraHu3aiim.

B) HenoOpocoBecTHbIC mapTHEPHI.

r) OOCTyKMBAIOLINI TEPCOHAT OpraHU3aIHH.
[IpumepaMu BHYTPEHHUX HAPYIIUTEIEH MOTYT SIBISITHCS:

a) AZIMMHUCTPATOPbI 6€30MaCHOCTH MH(POPMAILIIOHHBIX CUCTEM.

0) Croponnue pu3ndecKue Iura.

B) JIuia, oGecreunBaronyue COmpoBOXKICHUE MTPOTPAMMHOTO 00eCTICUEHUSI.

r) KpuMuHanbHbIe CTPYKTYPBI.
K 00beKTHBHBIM yrpo3aM OTHOCSTCS:

a) OmmOKu 00CTy)KHUBAOIIETO MepCcoHaa.

6) Jedekrsl, cOoM M OTKa3bl, aBapuU TEXHUYECKHX CPEICTB U CHUCTEM OOBEKTOB
nH(pOpMaTH3aIMH, a TaK XKe CUCTeM o0ecreueHus: 00beKTOB HH(OpMaTH3AIIH.

B) [IpupoaHble siBIEHMS, CTUXUIHbBIE OeICTBUSL.

r) @aKTOpHI COLUATHHO-TIOIUTHYECKOTO XapaKTepa.
VYrpo3sl yTeukn HHPOPMAIK BO3MOXKHBI TIOCPEACTBOM:

a) BozgeiicTBus mporpaMMHBIMU CpEICTBAMHM B KOMIUIEKCE C IpeJHAMEPEHHBIM
CHJIOBBIM 3JIEKTPOMAarHUTHBIM BO3ICHCTBUEM.

6) Ilepenaun nHGOPMAIMK IO OTKPBITHIM KaHAJIaM CBSI3H.

B) [TonkitoueHust K TEXHUYECKHM CPEJCTBaM M CUCTeMaM 00beKTa HH(pOpMaTHU3aLuy.

r) O6paboTku nH(pOpPMAITUU HA HE3AIMIICHHBIX TEXHUYECKUX CPEICTBAX 00pabOTKH
uHbOpMAaITIH.
VYTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYNa K HH(OPMAIINH, PEANTU3YIOTCS ITyTEM:

a) KorupoBanus nadopmarmm Ha He3aperucTpUPOBAHHBIN HOCUTEIh HHPOPMAITUH.

0) XuIeHUsI HOCUTEINS 3alUIaeMOoi HH(OpMaIHH.

B) Hcrmonp3oBaHMST ~ TMPOTPaMMHOTO  OOECIIEUEHUS  TEXHUYECKHUX  CPEICTB
UH(QOPMAILMOHHON CHUCTEMBI, Yepe3 IPUMEHEHUE BPEIOHOCHOTO MPOTrPaMMHOT0 KOJa.

r) CuIOBOrO 3JIEKTPOMArHUTHOTO BO3JEHCTBHSA MO NMPOBOIHBIM JIMHHSM CBSI3U Ha
MOPTHI BBOAA-BBIBO/IA CUTHAJIOB M TTOPTHI CBSI3H.
Kakue cpeactBa 3amurbl MHQOpPMALMK OOBIYHO HPUMEHSIOTCS sl OOecredeHus
6e3omacHocTy nHPOpManmu, 0OpadaTsiBaeMOil HA aBTOHOMHBIX KOMITHIOTEpaX:

a) CpencTBa 3aUThl HHGOPMALMK OT HECAHKIIMOHUPOBAHHOTO IOCTYIIA.

6) MexceTeBble SKpaHBI.

B) Cpezncrta Kpuntorpadu4eckoil 3auThl HHPOPMALINH.

r) CpencTBa aHTUBUPYCHOMN 3aIIUTHI.

1) Cructembl 0OHapY>KEHUS] BTOPI)KEHUIA.
Kakme cpenctBa 3amuthl HWH(QOpPMAIMHM TO3BOJSIOT 00ECIEUnTh OE30MacHOCTH
UHpOpPMaIUKM, TMepeJaBaeMoi IO KaHajdaM CBSA3M, BBIXOJSIIUM 33  IPENebl
KOHTPOJIMPYEMOMU 30HBI:

a) CpencTBa 3aUThl HHGOPMALMK OT HECAHKIIMOHUPOBAHHOTO IOCTYIIA.

6) MexceTeBble SKpaHBI.

B) Cpexncra Kpuntorpadu4eckoil 3auThl HHPOPMALINH.

r) Cructembl 0OHapYKEHUS BTOP KEHUII.
Kakoii Bux cpenctB 3amuThl WHGOPMALMHU TO3BOJSIET KOHTPOJIMPOBATH pa3IMYHBIC
KaHaJbI Tiepeaayn HH(opMaIin: 3JIeKTPOHHYIO ITOUYTY, MECEHKEPHI, CheMHbIC HOCHTEIN
uHbopMaIu?

a) IPS.

6) DLP.

B) IDS.

r) CSP.
AtTtecTanus 00beKTOB MH(OpMATU3aLUU — 3TO:
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14.

15.

16.

a) JlokymMeHTaIbHOE yIOCTOBEPEHUE COOTBETCTBUS MPOAYKIIUH WIIM HHBIX OOBEKTOB,
IPOIIECCOB IPOEKTUPOBAHUS, IPOU3BOACTBA, CTPOUTENBCTBA, MOHTaXKa, HaIAJKH,
9KCIUTyaTalluy, XpaHEHUs, MEPEBO3KU, pealn3allui M yTHIU3AlMH, BBITOJHEHUs paboT
WIM OKa3aHUs YCIAYr TpeOOBaHUSM TEXHUYECKHUX PErNIAaMEHTOB, IOJIOKEHUSIM
CTaHJapTOB, CBOOB MPABWJI WIIH YCIOBUSAM JI0TOBOPOB.

0) IlpsiMoe WM KOCBEHHOE OTpEIeNIeHNEe COOMIONCHUsT TPEOOBAHUM, MTPEABIBIIEMbIX
K OOBEKTY 3aIllUTHI.

B) OduuumanbHOe NpU3HAHME KOMIIETEHTHOCTH (PU3MUYECKOrO WM IOPUIANYECKOTO
JIMIIA BBITIOJHATH PabOThI B OTIPENIEIICHHOM 00IaCTH.

r) Kommiekc opraHu3allnOHHO-TEXHUYECKUX MEpOIPUITUH, B pe3ysbTare KOTOPBIX
MOCPENICTBOM CIEIHATBHOTO JOKYMEHTa ITOITBEPXKAAETCs, YTO OOBEKT COOTBETCTBYET
TpeOOBaHUSM CTaHAAPTOB WM WHBIX HOPMAaTHBHO-TEXHUYECKUX JIOKYMEHTOB TIO
0e30MmacHOCTH UH()OPMALIUH.

Kakoii nmoxymeHT maer mpaBo 0oO0paOOTKM HH(OpMAIMK C YKa3aHHBIM B HEM YpOBHEM
KOH(HUICHITUATLHOCTH ?

1) JInnensus.

2) Atrecrar aKKpeaUTalUH.

3) Cepruduxar.

4) AtTectar COOTBETCTBHUSI.

Ha mnactosmuii MOMEHT CpOK JEMCTBHUSI aTTecTaTa COOTBETCTBUS WH(OOPMAIIMOHHOU
CHCTEMBI, B KOTOpOI oOpalaTbiBaeTcs KOHQHUAEHIMAIbHAsE HHPOPMALs, B claydae, ecllu
B XOJI€ €€ JKCIUTyaTallll, B HE€ HE BHOCATCS CYIIECTBEHHbIE H3MEHEHHUS, COCTABIISET:

a) 3 rona.

0) 5 met.

B) Bech cpok skcmutyaTanmuy HHPOPMAITHOHHON CHCTEMBI.

TectupoBaHue Ha IPOHUKHOBEHHUE — 3TO CKOpEE:

a) AHau3 ya3BUMOCTEH HH(POPMALIMOHHON CUCTEMBI.

0) WcnopiTaHust cucTeMBbl 3alUTHl MHPOPMAIUM TYTEM OCYIIECTBICHHUS MOIBITOK
HECaHKI[MOHUPOBAHHOTIO AOCTYyIA (BO3AEUCTBUS) K MHPOPMALIMOHHON CUCTEME.

Tect mo Teme 2.1 ApXUTEKTypa KOMIIbIOTEPa

3a HeMOCPECTBEHHOE BHITIOIHEHHUE OTIEPAIMU B TIPOIIECCOPE OTBEUYACT:
a) ApudMeTHKo-I0rH4ecKoe yCTponucTBO.
0) Koamr-naMsrsb.
B) biiok ynpasnenus.
r) Peructpsi.
Ucnone3yss 10 Our s aapecanuu sdeek HaMaTd pasmepoM | OallT, MBI cMOXeM
obecreunTh aapecaluio CIeAYero oobemMa mamsTH:
a) 10 Gaiit.
0) 80 Oaifr.
B) 1024 GaiiT.
r) 1024 Gur.
Pacnionoxkute B mopsiike yBenuueHusi o0beMa naMsTy.
a) Crpanuna.
0) burt.
B) CioBo.
r) bank.
n) Sueiika.
Pacnionoxxute BUIbI NAMSTH B OPSIIKE YBEIMUEHUH CKOPOCTH pabOoTHI.
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a) Peructper nporeccopa.
0) TBepmoTeIbHBIC HAKOTTUTEITH.
B) OcHOBHas (OmepaTuBHAs ) TAMSITh.
r) OnTudeckue AUCKH.
1) MarHuTHbIE )KECTKHUE JUCKU.
e) Komr-mamsrs.
5. Kakas xoHuenmusi OObIYHO pean3yeTcs B MpoIeccopax BUACOKApT?
a) MHOeCTBEHHBIH MOTOK KOMaHJ, MHO>KECTBEHHBII MOTOK JaHHBIX.
6) OIMHOYHBIN TTOTOK KOMaH I, MHO)KECTBEHHBIH MOTOK JaHHBIX.
B) MHO)XeCTBEHHBII MOTOK KOMaH/l, OTMHOYHBIH MOTOK JaHHBIX.
r) OQMHOYHBIN TOTOK KOMaH/I, OMHOYHBIHN MOTOK JaHHBIX.
6. Jlnst COBpeMEHHBIX MAarHUTHBIX KECTKUX JINCKOB XapaKTePHO:
a) bosbIias cToMMOCTE IO OTHOIICHUIO K TBEPAOTEILHBIM HAKOTTUTEISIM.
0) IlocTeneHHOE M3HAIMBAHUE TPAH3UCTOPOB.
B) Hannume MexaHHMUeCKNX AJIEMEHTOB.
r) Pacronosxenue KOHTpoiepa Ha MAaTEPUHCKOH TIIaTe.
1) Bonpimii 00beM MaMsTH 1O CPAaBHEHUIO C TBEPAOTEIIEHBIMU HAKOTTUTEIISIMHU.
7. Kakas mmHa Haubojee pacmpocTpaHeHa Ha TEKYIIMH MOMEHT B IEPCOHAIBHBIX
KOMITBIOTEpAX:
a) [SA.
0) PCIL.
B) PCI Express.
r) SCSIL.
8. IlycTh TakTOBas yacTOTa MIMHBI KOMIBbIOTEpa coctaBisieT 5 ['Tu. 3a oguH TakT Mo mIMHe
MOYKHO Tiepenath 16 6ut. OneHnTe CKOPOCTh Mepeadn HHPOPMAIIUH 10 IHHE?
a) 80 MeraOuT B CEKyH/TY.
0) 10 ['urabGaiiT B CEKyHTy.
B) 80 ['mrabaiiT B cexyHmy.
r) 21 ['uraGaiT B CeKyHIy.
9. J1yis NpOEKIMOHHO-EMKOCTHBIX CEHCOPHBIX IKPAaHOB XapaKTEPHO:
a) Bricokast CKOpOCTh OTKJIMKA MTPU KaCaHHH.
0) BO3MOXXHOCTB yIIpaBlIeHUs Pa3TMYHBIMU YCTPONCTBAMH.
B) [Tonnepxkka multi-touch.
r) HeBo3MOXXHOCTH OmpeieieHrs CUIIbl HaXKaTusl.
n) [IpoGnema «1BOCHUS.
10. DneMeHTaMu )KUIKOKPUCTAIUINYECKOTO MOHUTOPA SBJISIOTCS:
a) JlyueBas TpyOka.
6) crounuk cBera.
B) XXK-marpura.
r) [13C-marpuna.
1) DNEKTPOAIBL.
11. Kakoii 35ieMeHT pUHTEPA OTBEYAET 3a (PUKCAIMIO TOHEpa Ha Oymare:
a) ®oroaai.
6) Tepmonaun.
B) Ponuk nepenoca.
r) Ban nogauu Tonepa.
12. Haznayenuewm J1azepa B LIBETHOM MIPUHTEPE ABIISIETCS:
a) Hanecenue Tonepa Ha oToBa.
0) dukcarust ToHEpa Ha Oymare.
B) YialleHue HeCylIuX 3apsij] 3JeMEeHTOB ¢ poToBama.
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r) [lonaua 6Gymaru B mpuHTED.

13. DnementamMu UPPOBOH BEO-KaMephI SBIISIFOTCS

a) dororieHka.
0) OOBEKTHUB.

B) [13C-marpura.
r) @ukc-pokyc
n) IIpormeccop.

14. 1511 KOHAEHCATOPHBIX MUKPO(QOHOB XapaKTepHO:

a) Cnabast 4yBCTBUTEIBHOCTb.

0) YcTOMUYMBOCTH K yIapam.

B) BhIcOKasi 4yBCTBHUTEIHLHOCTb.

r) 3aBHCUMOCTH OT TTapaMETPOB OKPYKAIOIICH Cpe/Ibl (TeMITepaTyphl, BIAXKHOCTH).
n) [IpumeHeHne B CTyAHUsIX 3ByKO3AIUCH.

Tect mo Teme 3.1 BBenenue B HHPOPMAIMOHHYI0 0€30MIACHOCTH ONEPALMOHHBIX CHCTEM

1.

ITycte B OC peann3oBaHO IUCKPEIMOHHOE YIPaBIEHUE MOCTYIIOM CO CJIETYIOIUMH
npaBaMu: uTeHue(r), 3amuch(w) U ucnoiaHeHue(X). IlpucyrcrByer daitn mpriokeHus
«Kanpkynarop.exe» co CIeQyoIMM chnuckoMm jaoctyna: (Amuca: rwx), (bBopuc: rx).
BriOepure npaBUIIbHBIC YTBEPIKICHHS:

a) Anuca MOXeT 3allyCTHTh MpuiiokeHue «Kanpkynstop.exey.

0) bopuc He MOXeT 3aIycTUTh NpuIokeHHe «KanbKymsTop.exey.

B) AJrca He MOXKET U3MEHHTH cojiepkuMoe (aiina «KanpKynsarop.exe.

r) bopuc moxxeT n3mMeHuTH conepxrumoe Qaiina «KanbkyasTop.exey.
[Tycts B OC peann3oBaHO TPYNIIOBOE YIPABICHUE TOCTYIIOM CO CIIETYIOIIUMHE ITPaBaMU:
yteHue(r), 3anmuch(w) u ucnonHenune(x). IlpucyrcrByer daitn «Hakmamgnas.docx» co
ciaenyromuM cruckom npocryna: (byxranrepsr: rw), (Kypwepsl: r), (Ammca: rw). B
CHUCTeME 3aJaHbl POJH, B KOTOPHIE BKJIFOYCHBI COOTBETCTBYIOIIHME ITOJIH30BATEIIH:
(byxranteper: bopuc, TI'anuna), (Kypwsepsl: Bukrop). Bribepute mpaBUIbHBIE
YTBEPIKICHHS:

a) bopuc He MoXkeT U3MeHUTH coaepkumoe (aitma «Hakmagnas.docxy.

6) l'anuna MoxxeT unTath conepxkumoe daitna «Hakmnagnas.docx».

B) BukTop MoxeT n3MeHUTH conepkumoe daitna «Hakmamnas.docx».

r) BukTop Mmoxer unrath copepxumoe ¢aitna «Haknaanas.docx».

1) Anrca MOXXET U3MEHUTH coliepkumoe daitna «Hakmagnas.docx».
IMycte B OC peanm3oBaHO MaHIATHOE YIpaBieHHE NOcTyrnoM. [IpucytcTByer aiin
«log.txt» ¢ ypoBHeM cekpeTHocTH 1. [IpucCyTCTBYIOT monb3oBaTenu Ajmca ¢ YypOBHEM
nonycka 1, bopuc ¢ ypoBHem nmomycka 2 u Bukrop ¢ ypoBHem nonycka 0. Beibepute
MPAaBUJIbHbIE YTBEPKICHUS:

a) Bukrop MoxxeT U3MEHUTH cofiepKuMoe daiina «log.txty».

0) BukTop MOXeT unTaTh conepkumoe daiina «log.txty.

B) Allca MOXET U3MEHUTD cofiepkuMoe Qaiina «log.txty.

r) Anuca MOXXET YuTaTh copepkumoe (aitna «log.txt».

1) bopuc MoxxeT u3mMeHuTH comepkumoe daitna «log.txty.

e) bopuc moxer untats cogepxumoe haiina «log.txt».
ITyctes B OC peanmzoBana mozenb nenoctHoctd buba. IIpucyrcrByer ¢aiin «log.txt» ¢
YpPOBHEM LI€JIOCTHOCTH 1. [IpuCyTCTBYIOT MOIB30BaTeNIn AJlMca ¢ YPOBHEM ILIEJIOCTHOCTH
1, bopuc ¢ ypoBHeM 1enocTHocTH 2 ¥ Buktop ¢ ypoBHem nenoctHoctu 0. Bribepure
NPaBUIIBHBIC YTBEPIKICHHS:

a) BukTop MoxeT usMeHuTh copepxkumoe (haiina «log.txt».
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0) Anrica MOXKET U3MEHUTH cofiepkuMoe daiina «log.txty.

B) bopuc Moxer nuamenuts copepxkumoe ¢aiina «log.txt».

r) Bee Tpoe MoryT unrtath conepxumoe Qaiina «log.txty.

Bri6epuTe npaBusbHbIE YTBEPKACHUS O ayTeHTU(UKaIUU B coBpeMeHHBIX OC:

a) [Taponu monp3oBarens XpaHATCS Ha JUCKE, HA KOTOPOM YCTAHOBJIEHA CHCTEMA, B
HEPBOHAYaJIbHOM BUJE.

0) DTajoHHBIC 3HAYEHUS, HEOOXOMMMBIC [JIi MPOXOKACHUS OHOMETPUUECKON
ayTeHTU(HUKAIIMK, XPaHATCS B CHCTEME B HEIOCTAaTOYHOM JUIs BOCCTAHOBJICHUS
M3HAYAIBHBIX OMOMETPUYECKHX JaHHBIX 00BeMe.

B) TokeH (U3MUeCKH M3TOTOBJIEH TAKUM 00pa30OM, YTO CUUTBIBAHUE C HETO 3aKPBITOIO
KJIFOUYA SIBJISIETCSI HEBO3MOYKHOW WITA TOPOTOCTOSIIEN ONIEPALIUECH.

r) Jus ayTeHTHUKAIMA C MTOMOINBI0 TOKEHA B CHCTEME JOJDKEH MPHCYTCTBOBATH
OTKPBITBIN KJIIOY M0JIb30BATENs, COOTBETCTBYIOIIUI 3aKPBHITOMY KJIFOUY Ha €T0 TOKECHE.
Urto He BXOAWT B MeTaJaHHbIe (aiina (BeIOeprTe OUH BapUaHT)?

a) Bpems coznanus ¢aiina.

0) Aznpec KOpHEBOW AUPEKTOPUH.

B) Bpems momndukarmun daiina.

) Afpeca KJIacTepoB COAEPKHUMOTO (haitnos.

1) Uudopmanus o Biagenslie Qaiina.

Bri6epuTe BepHbIe yTBEPKICHHS O YIIPaBICHUU MaMAThIO B coBpeMeHHbIX OC:

a) CoBpemenHble OC HCIIONB3YIOT BUPTYAIbHYIO MTAMSTh.

6) CoBpemennsie OC He 3alMIIAIOT MAMATh OJHHX MPOLECCOB OT YTCHUS IPYTUMHU
IpoLIeCCaMHU.

B) CoBpemenHble OC pa3ensior o0LIyIo MaMsITh MEX/1y MPOLECCaMH, YaCTO B TAKOM
naMsATH HaXOASTCSI OMOMMOTEKH.

r) CoBpemenHble OC HUKOTJIa HE BBITPYXAIOT YacTHU ONEPaTUBHON MAaMATH HA TUCK
BO BpeMsl paboTHI.

n) B coBpemennbix OC mamsaTh pa3buTa Ha MajeHbKUE (parMeHThl, Ha3bIBaeMble
CTpaHHIIAMU.

Bribepute BepHbIEC YTBEPKACHNUS O TUIAHUPOBIIUKE:

a) IlnaHupoBIIMK BBIIENAET MPOLECCOPHOE BPEMs KOPOTKUMH HHTEpBaJaMH,
Ha3bIBAEMbIMHU KBAaHTAMHU.

0) B ciywae ucnonmHeHHs mNpoleccOM HHCTPYKIMM, Ji 3aBEPIICHUS KOTOPOH
TpeOyeTcsl JUINTENIbHOE OXKUJaHUE, IUIAHUPOBIIMK IE€PEBOAUT MPOLECC B COCTOSHUE
«3a0JI0KupOBaH» M He OyIeT BBIACNATH €My MPOLECCOPHOE BpEeMs, MOKAa COCTOSHHE HE
CMEHUTCS Ha «TOTOBY.

B) Jlns paboThl IUIAaHUPOBINMKA NPOLECCHl JODKHBI CaMHU IepelaBaTb Ha HETro
ylpaBlieHHe, TaK KaK KOMIIbIOTepel He mnpepoctaBisitor OC MexaHusma ams
NEPUOMYECKOTO NMPEPHIBAHNUS BBIIIOJHEHUS M0Ib30BATEILCKOTO MIpOIECCa.

r) B miaHupoBaHMu 1O NpHOpPUTETaM BCE IMPOLECCHl C PAa3HbBIMH HPUOPUTETAMHU
MOJTy4aloT IPUMEPHO OJJUHAKOBOE KOJIMUYECTBO BPEMEHHU.

BriGepute BepHOE yTBEpKICHHE (BHIOCPUTE OIMH BapHUAHT):

a) OC peanuzoBaHa anmaparHo B IPOLIECCOPE.

0) OC peanuzoBaHa anmapaTHO B MAaTEPUHCKOM TIjIaTe.

B) OC — mnporpaMMHOe o0OecredeHue, KOTOpoe NpPEeAOoCTaBIsAeT HPUIOKEHUIM
pecypchl anmapaTHOTO OOecreueHHsI KOMITBIOTEpa B BHJIE YIOOHBIX abCTpakiuii, HO HE
yIpaBJIseT 3TUM alllapaTHbIM 00eCIeUeHUEM.

r) OC — mporpamMmHOe oOecrnedeHue, KOTOpPO€ MpPEJOCTaBIsIeT MPHIOKEHUAM
pecypchl anmapaTHOTO OOECIIEYEeHHUs] KOMITBIOTEpa B BHIE YIOOHBIX aOCTpakuui u
yIpaBJIseT 3TUM allapaTHbIM 00eCIeUeHHEM.
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10. BeiOepute BepHOE yTBEpXkKACHUE (BBIOEPUTE OJJUH BAPUAHT):

1.

a) B OC kommbioTepa ¢ OAHOSAEPHBIM IMPOLIECCOPOM B KaXKJbIii MOMEHT BPEMEHH
MOXeT paboTaTh TOJILKO OJIH MPOIIECC.

6) B OC xommbioTepa € OJHOAJIEPHBIM MPOLECCOPOM Yy TPOIECCOB BCEraa
MPUCYTCTBYET TOJIBKO OJIMH MOTOK.

B) B OC xommbproTepa ¢ MHOTOSIIEPHBIM IPOILECCOPOM B KOHKPETHBI MOMEHT
BPEMEHH MOTYT BBIIIOJIHATCS HECKOJIBKO MTOTOKOB OJIHOTO Ipoliecca.

r) B OC xommbroTepa ¢ MHOTOSIEPHBIM MIPOLIECCOPOM KOHKPETHBIH MPOLIECC MOKET
UCIOJIb30BaTh TOJIBKO OJJHO PO MpOLECCOopa.

Tect mo Teme 3.2 UndopmannoHHasi 0€30aCHOCTH ONEPALMOHHBIX CHCTEM ceMelicTBa

Windows

Ha ocHoBe kakux ganbix cyobekra OC Windows mpuHUMAaET penieHne o JocTyne?

a) XelrI 3HaueHHEe MapoJis TOJIb30BaTelIsl, 32Ty CTUBIIIETO POIIECC.

0) TokeH mepeBOIIONICHUSI.

B) Mnentudukarop mporecca.

r) Token moctyma.

n) ba3oBslii mpropUTET IIpoLECCa.
Ha ocHoBe kakux nanabix o0bekta OC Windows npuHUMaeT pemieHue o 10cTyme?

a) [IpuBunerumn.

0) TokeH mocTyma.

B) Jleckpurnrop 0€30MacHOCTH.

r) CHCTeMHBIH CIIUCOK YNPABICHUS JOCTYIIOM.

1) Crioco6 ayTeHTH(UKALIMK TTOTH30BATEIS.
Kakue npumuTHBHBIE TipaBa 00beauHsAeT B cede mpaBo urenus OC Windows?

a) «Urenue arpulyToB 6€30MACHOCTH.

0) «YTeHne cUCTEeMHBIX aTpUOYTOBY», KITCHUE aTPUOYTOB OE30TTACHOCTHY.

B) «UTCHHE JaHHBIXY.

r) «YTeHHEe CHCTEMHBIX aTpUOyTOB», «UTCHHE aTpHOYTOB OE30MACHOCTHY, «YTECHUE
JTAHHBIX).

n) «UTeHue CHCTEMHBIX aTpuOyTOBY», «UTEHUE aTpUOyTOB O€30MacHOCTUY», «YTCHHE
TAHHBIX», «BBITIOJTHEHUE (DAIIOBY U «IIEPEXOJ] B TUPEKTOPHIOY.
BriOepure npaBmibHBIE YTBEPIKICHHSI 0 MaHIaTHOW monTuke «He-3anmuceiBarb-Beepx»
OC Windows:

a) ObecnieunBaeT CBOMCTBO 1ETOCTHOCTH JTaHHBIX.

6) O6ecnieunBaeT CBOMCTBO KOHGUACHIIMATEHOCTH JAHHBIX.

B) Mcnonb3yercst B CUCTEME TOIBKO JUISI OOBEKTOB CETEBBIX COKETOB.

r) HesiBHO ncnonbiyercs mist Bcex NTFS-daiinos.

n) Pasperraer moctyn Ha 3aUCh TOJNBKO CYOBEKTaM C YPOBHEM IEIOCTHOCTH PaBHBIM
WTA OOJIBIIIMM TT0 OTHOIICHHIO K YPOBHIO IIEJIOCTHOCTH OOBEKTA JIOCTYTIA.
Kakune n3 nepeunciiennsix nmpas OC Windows npenocTapisieT Mo yMOIYaHHUIO BIIAICITbITY
daiina?

a) Yurares CCY/I.

6) Yurars JICV/I.

B) Unrtath comepxumoe Qaiina.

r) U3mensars JICY/I.

1) Usmensars CCY/I.

e) M3mensITh comepxumMoe daita.
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6.

10.

BriOepere mpaBHIBHBIE  YTBEPKICHHS OTHOCHUTENBHO alTOPUTMA  ONPEACICHHS
npaBoMmepHocTu goctyna OC Windows:

a) IlepBelM neiicTBHEM SBISETCA NPOBEPKA COOTBETCTBUS JAOCTYNa MaHJaTHOMN
TIOJIUTHKE.

6) [IpoBepka COOTBETCTBUSI AOCTyNa MaHIATHON MOJUTHKE OCYIIECTBISAETCS MOCTE
ananuza 3anucei JCVY/I.

B) Eciiu pu mocnenoBarensHoM aHanuse 3anuceit [JCY]] oka3piBaeTcs, 4TO OMHO U3
3aIpalIMBaeMbIX MPaB 3aMpeIiaeTcs B TEKYLIEH 3aucH, To JOCTYI 3apeIiaeTcs.

r) Eciu npu mocnenoBarensHoMm ananuze 3ammceidt [ICVY]] paspemaromue mpasa
TEKyIleH 3allMCU B CyMME C pa3pellialoniiMy IpaBaMy MPEIbIIyIINX 3aMicei mepeKpbUIH
BCE 3alpalinBaeMble Mpasa, TO JOCTYI pa3penaeTcs.

n) Ecnu B ciimckax JICY]l He ObL10 3ampeniaronmuyx 3amnpaiBaeMble TIpaBa 3amnucei,
U B TO XK€ BpeMs BCE pa3pelIalofe 3amich He MEepeKphUIN 3ampaliiBaeMble MpaBa, To
JOCTYI 3alpeuiaeTcsl.

Kakas nmpuBunieruss OC Windows mo3BosisieT untarh 110001 (aiti BHE 3aBUCHMOCTH OT
3aJJaHHbIX IpaB?

a) [IpuBuierus co3nanus pe3epBHBIX KOMUH.

0) [IpuBuierus 3MEHEHUs] CHCTEMHOTO BPEMEHHU.

B) [IpuBunierus 3aBepuieHust pabOThl CUCTEMBI.

r) [IpuBunerus ysenuuenust pabouero Habopa.

n) [IpuBunerus co3nanus ¢aina moaKauku.

Bribepure cymuocty, He Bxomsmue B TokeH goctyna B OC Windows:

a) SID nonws3oBarens.

0) JICVY]] Bcex 00BEKTOB CUCTEMBI.

B) SID-bI rpynm.

r) CCY]] Bcex 0OBEKTOB CUCTEMBI.

n) [IpuBunerumn.

Bri6epuTte cymnoctu, Bxoasmue B qeckpuntop 0ezonacHoctu o0bexta B OC Windows:

a) SID Bmanenblia 00bEKTA.

0) JAMCKpEeMOHHBIN CITUCOK YIPABICHUS JOCTYTIOM.

B) CHCTEMHBIN CIMCOK YIIPaBICHUS JOCTYIIOM.

r) CIIMCOK TOKEHOB JIOCTYTIa MPOILIECCOB, OCYLIECTBISAIOMINUX JOCTYI K OOBEKTY.

1) YpOBEHb LIETOCTHOCTH.

Kakve w13 TmyHKTOB MpaBWIBHO OMMCHIBAIOT (MIBTPOBAHHBIM TOKEH JOCTyMa
aamuuuctparopa B OC Windows?

a) YpoBeHb LIEJIOCTHOCTH YCTAHABIMBAETCS CPETHUM.

0) YpoBeHb IIEIOCTHOCTH YCTaHABIUBACTCS BHICOKHM.

B) CIMCOK MpHUBHIETHUH, KOTOPbIE MOTYT HONACTh B (PUIBTPOBAHHBIN TOKEH, CHIIBHO
OTpaHHUYEH.

r) Ilpu onpenenenun mnpaBomMepHocTH aocTyna cpeau 3amuceir JCYI c¢ SID
aJIMAHUCTPATHUBHBIX TPYII OYAyT YITEHBI TOJBKO 3allpearomiue.

n) Crucku npuBUIETUH ONMHAKOBBI B OOBIYHOM U (PMIBTPOBAHHOM TOKEHE JIOCTYIIa
aJIMIHUCTpATOpa.

Tect no Teme 3.2 Undopmannonnas 6e30MacHOCTh ONEPALMOHHBIX CHCTEM CeMeicTBa

1.

Linux

Ha ocnoBe kakux gannbpix cyobekta OC Linux mpuHUMAaET pemieHue o A0cTyme?
a) SUID-6wur.
0) Sticky-0ur.
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B) YueTHbIE JaHHBIE.

r) UID nmporecca.

1) DNEKTPOHHAs OJIUCH POTrPaMMBl.
Kakwue npasa npucyrcrBytor B OC Linux:

a) Mcnomuenue.

0) Urenue i-node.

B) UreHue.

r) Ynanenwue.

1) 3aruch.
st gero cayxut SUID-6ut B OC Linux?

a) [To3BoJsieT 3amyCcTUTh MPUIIOKEHUE OT UMEHH Biasienblia (aiiyia mpuIoKeHHs.

0) [To3BosieT 3amyCcTUTh MPUIIOKEHUE OT UMEHHU CYTIEPIIOIH30BaTEIS.

B) [To3BomnsieT 3amyctuth npuioxenue ¢ npusuierneit CAP_ SYS ADMIN.

r) [lo3Bosnsger 3amyctuth npuioxkenue ¢ UID paBHBIM HyIIO.

1) 3ampelaer 3amycK IPUI0KEHUs] BCEM M0JIb30BaTENsIM, KpPOME CyIepIOIb30BaTels.
Uro nenmaeT Macka B CITUCKeE yrpaBieHus noctynom ¢aiiina B OC Linux?

a) 3ajaeT MakCUMaJbHbIE MPaBa, KOTOPbIE MOXHO MOMYUUTh U3 3alIUCEH IS TPYIIIL.

0) 3agaeT MakCUMaJbHbIE [TPAaBa, KOTOPbIE MOXHO MOIYYUTh U3 3alIUCH OCTAJIbHBIX.

B) 3aJacT MaKCHMaJbHBIE IIpaBa, KOTOPHIE MOXHO IIOJIyYHUTh M3 3allUCH Biajeiblia
daiina.

r) 3agaeT MakCUMaJlbHble IpaBa, KOTOPbIE MOXKHO IOJIYYUTh W3 3amHCed s
I10JIb30BATEIICH U TPYIIL.

1) 3ajaeT MaKCUMaJbHbIE IpaBa, KOTOPbIE MOXHO MOJNyYUTb M3 3alucedl Ui
10JIb30BATEIIEH.
Uro Takoe comnb xenr-3Hauenus mnapois B OC Linux?

a) Crpoka, koTopas BBIOMpAaeTCs IMpH Kaxa0i ayTeHTH(UKAUM CIydalHO JUIs
obecriedeHrs: 6€30MacCHOCTH MapOJIs.

0) CnydaitHo BeIOpaHHAs TPH CO3AHUU TAPOJS CTPOKA, KOTOpas CKJICHBAETCS C
XelI-3Ha4€HUEM I10CJIe BBIYMCICHUS XeI-(DyHKIINU.

B) ChydvaiiHo BBIOpaHHas NPU CO3MAHUHU TAPOJII CTPOKA, KOTOpasi CKIEHBAETCS C
HapoJieM Nepes] BBIYUCICHUEM Xell-(PyHKIUH.

r) JlnmuHa, 10 KOTOpoil ype3aeTcs maposib MoIb30BaTeNs s KOMIIAKTHOTO XPAHEHUS B
CUCTEME.
Bribepure cymnocTH, BXoasuue B yueTHble JaHHbIe npouecca B OC Linux:

a) UID nonb3oBaresns, 3alyCTUBIIETO MPOLECC.

6) ['pynmsl moabp30Baress, 3ayCTUBIIETO MPOLECC.

B) [IpuBunerun.

r) [IpaBa ucnonusiemoro Qaiina, u3 KOTOPOro ObLI 3aIyIIeH MPOLECC.

1) ®nar 3¢ HEeKTUBHOCTH TPUBUIICTHIA.
Bribepure cymnocTH, BXozsuue B aTpudyThl 0e3onacHoctu ¢aitna B OC Linux:

a) Tpoiika npaB /i Ka>KJ0W I'PYyMIbl B CHCTEME.

0) [IpuBuieruu.

B) Tpoiika mpaB BiajenbLa Qaiina.

r) Tpoiika mpaB TMONb30BaTENIC, HE SBISIONIMXCA Bilaaeabliamu (Qaitla U He
BXOJSIIMX B IPYMITy Biajenbla ¢aiiia no yMoadaHHIo.

n) Bnanenen gaiina.
BriGepuTe cynHocTH, BXoasmue B aTpulOyThl 0e3onacHocTy ¢aiina B OC Linux:

a) Tpoiika npaB [uId Ka)KOW I'PYyMIIbI B CHCTEME.

0) [IpuBuneruu.

B) Tpoiika mpaB Biajaenbia (aiina.
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r) Tpoiika mpaB moJB30BaTeNC, HE SBISIONIMXCS BIaAeTbIlaMu (Qaiila U He
BXOJAIIUX B FPYyMITy Biajeiblia (aiisa mo yMoI4aHuro.
n) Brnanenen ¢aiina.
9. Kaxkue Habops! npuBuieruii ects y aiina 8 OC Linux:
a) Hacnenyempie.
0) Db dexTuBHbBIC.
B) BHemnue.
r) OrpanuymBaroIIUe.
n) Paspemennsle.
10. Kakyro xem-¢yHkiuto ucrnonb3dyer OC Linux s BBIYUCICHHS XelI-3Ha4eHUs Tapois B
OC Linux?
a) MD-5.
6) SHA-256.
B) SHA-512.
r) SHA-3.
n) OYHKIUA HECKONbKO, OKOJIO XEMNI-3HAYCHHsI TMapojsl XpaHUTCS HOMEp
WCITIOJIb30BAaHHOM XeNI-(PYyHKITHH.
11. Yro nenaet xouseiiep B OC Linux?
a) OubTpyeT BHIBOJI KOMAH/IbI.
0) IlepenanpaBinsieT cTaHJapTHBIM BBIBOA KOMaH/bl C KOHCOJIM CTaHJIAPTHBII Ha BXOJ
JIPyro KOMaHe.
B) [logHrmaer npaBa 10 1paB CyNepIioib30BaTENsL.
r) OTKIaAbIBaET BINOJIHEHNE KOMaH/Ibl Ha YKa3aHHBIN CPOK.

Tect o Teme 4.1 BBenenue B APXUTEKTYPY JOKAJIBHBIX BBIMUCIUTEC/IbHBIX cereil

1. Kaxkoii nopsaok ypoHeil Monenu OS] BepHbIii?
a) Ou3nUeCcKuid, KaHAIBHBINA, TPAHCIIOPTHBINA, CETEBOM, CCAHCOBBIM, MPEICTABICHUS,
MIPUKIIATHOM.
0) dusnueckuii, KaHAIBHBIN, CETEBON, TPAHCIIOPTHBIN, CEAHCOBBIN, TPEACTABICHUS,
MPUKIIATHOM.
B) ®usnyeckuil, KaHAIbHBIA, CETEBOH, TPAHCIOPTHBIN, CEAHCOBBIA, MPUKIATHOMH,
MIPEICTABIICHMUS.
r) ®usnyeckuii, KaHAJIbHBIA, TPAHCIIOPTHBINA, CETEBOM, CEAHCOBBIN, MPHUKIIATHOM,
MIPEICTABICHHUS.
2. Kakue npoTOKOIBI OTHOCSTCS K TPAHCIIOPTHOMY YpoBHIO Mozenu OSI?
a) UDP.
0) ARP.
B) IPv4.
r) GSM.
n) TCP.
e) DNS.
xK) PPTP.
3. Kakoii ypoBeHb npeaHa3HaYeH JIsl ONPENEICHU TyTH Mepelaun JaHHbIX?
a) dusnueckuii.
0) CeaHCOBEIH.
B) TpaHCIIOPTHBIN.
r) [IpencraBnenus.
n) KananpHblii.
e) [IpuknaaHoi.
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10.

%) CeTeBoH.

Kakue dnaru ncronb3yrorcs B mporokoie TCP myis yctaHOBICHUST COeTMHEHUS ?

a) RST.

6) SYN.

B) FIN.

r) URG.

n) ACK.

e) PSH.

Kakue npeumymecta ectb y FTTB?

a) Bricokas ckopocth paboTsl IHTEpHET.

6) PaBHast ckopocTh puemMa 1 nepenadu HHpopMaIyu.

B) He3aBucuMocTh cKOpocTH JocTynma OT 4YMcia aOOHEHTOB, MOJKIIOUYEHHBIX K
KOMMYTAaTopy.

r) OTcyTCcTBHE HEOOXOJUMOCTH pa3MEIIeHUsI KOMMYTATOpa MpoBaiiiepa B 31aHUH.
Kakue nenocrarku ectb y FTTB?

a) Huskas ckopocth pabotsl IHTEpHET.

0) Pa3znast ckopocTh npuemMa u nepenayu nHGopMaIuu.

B) 3aBHCHMOCTb CKOPOCTH JOCTyNa OT 4YHucia a0OHEHTOB, MOJIKIIOYEHHBIX K
KOMMYTAarTopy.

r) HeobxonumocTh pa3Melienust KoMMyTaTopa IpoBaiijiepa B 31aHUU.

BriGepute BepHbIE yTBEPKICHUS

a) TCP He rapaHTHpyeT AOCTaBKY JAaTarpaMM.

6) UDP He rapanTupyeT 10CTaBKy JaTarpamm.

B) UDP rapantupyer 10CTaBKy AaTarpamm.

r) TCP rapanTupyer JO0CTaBKy JaTarpamm.

Kaxoii anpec oTHOCUTCA K aapecHOMY ITpocTpaHcTBY [Pv4?

a) 192.168.0.17

6) 129.256.0.0

B) 301.169.107.0.0.3

r) 127.0.1000.0
Kak pabotaeT koH1eHTpaTop (xabd)?

a) [Ipu momydeHun maxkera JaHHBIX Xa0 IMepechlIaeT TOT MAKET Ha BCE OCTaJbHbIC
CBOM IOPTHI.

6) Ilpu mnonmyueHuum makera HaHHBIX xa0 NepechUIaeT 3TOT MakeT Ha IMOPT B
coorBercTBUM ¢ Tabmuuer MAC-agpecoB. Ecam cOOTBETCTBHS HET, MaKeT
0oTOpackIBaeTCHl.

B) [lpu monyyeHuH makeTa AaHHBIX Xa0 TMepechUIaeT STOT MaKeT Ha TMOPT B
cootBeTcTBUM ¢ Tabmuueir MAC-aapecoB. Eciy cOOTBETCTBHSI HET, B CETh OTIPABIISETCS
ARP-3ampoc.

Kak pabortaet kommyTtatop?

a) B cnyuae, ecniu ans ornpasnsiemoro MAC-angpeca HET COOTBETCTBHS, KOMMYTaTOP
pacchlIaeT MakeThl Ha BCe OPTHI, KPOME MOPTA-IIOTydaTes.

6) Ilpu monmy4yeHHMH MakeTa JAHHBIX KOMMYTATOp IEPEChUIACT ATOT MaKeT Ha BCe
OCTaJIbHbIE CBOU MOPTHI.

B) Kommyrarop XxpaHuT B mHaMmsITH TaOMUIly KOMMYTAIlMH, B KOTOPOW yKa3aHO
conoctaBienue MAC-aapeca u HoMepa ropra KOMMyTaropa.

r) Co BpeMeHEM KOMMYTATOp CTPOUT TaOIuIy /it BceX akTUBHBIX MAC-aipecoB.

1) Tabmua MAC-anpecoB KOMMyTaTopa CTaTUYHA U HACTPAUBAETCsl BPYUHYIO.

Tect mo Teme 4.2 CeTeBble YIPO3bl U METOAbI MPOTHBOAEHCTBUS UM
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Kakue GpIBalOT HCTOYHUKU BOSHUKHOBEHHUS YSI3BUMOCTE?

a) OmmbKu peanusanuu.

6) OOk 06CITyKUBaHUS.

B) OmmOKy NpoeKTUPOBAHUS.

r) Ommoku HR-otnena.

Uto He BXoAuT B 6a30By10 rpymmy MmeTpuk CVSS?

a) Crioco6 mony4eHus J0CTymna.

0) BiusiHue Ha KOH(UACHINAIBHOCTb.

B) BiusHue Ha monbp3oBaress.

r) [Tokazarenb ayTeHTUDUKAIUY.

1) CI0KHOCTB TIOJTYYCHHS TOCTYyTIA.

Kakoit rpynner Metpuk CVSS He cymecTByer?

a) Kommiekchast.

0) Bpemennasi.

B) bazoBas.

r) KonrekcrHas.

Kewm pazpaborana CVSS?

a) ISO.

0) FIRST.

B) WWW.

r) UCLA.

Yro He sBnsgercs merpukod B CVSS?

a) CIIo)XKHOCTb aTaKH.

0) Binusinue Ha TOCTYITHOCTb.

B) JIMUTENbHOCTh aTakH.

r) Cioco6 monrydeHus J0CTyma.

n) [lokazarens ayTeHTUDUKALIUY.

Yro siBnsieTCA MacCUBHOM aTakoi?

a) [IpocnymmBanue Tpaduka.

6) OTka3 B 00CITy)KMBaHUH.

B) ®du3nyeckoe HanaieHNue Ha OOBEKT.

I) DKCIUTyaTanus ysa3BUMOCTH.

UT0 Takoe 3BPUCTUUYECKUN aHATU3?

a) Metox, mpemHa3HAuUEHHBIA is OOHApYKEHHUS HOBBIX, €I€ HE BBISIBICHHBIX
BUPYCOB.

06) Mexanu3m, HEOOXOOUMBIA M OTCICKHBAHHMS HEU3MEHHOCTH  (ailnos,
JIOKYMEHTOB, peecTpa, KOH(UTYpaIi 000PYIOBAHHSL.

B) MeToa, OCHOBaHHBIM Ha TOCIEIOBATEIIBHOM MPOCMOTPE MaMATH YCTPOMNCTBA,
3arpy304HbIX CEKTOPOB, (DaiijIOB B IOMCKE CUTHATYP U3BECTHBIX BUPYCOB.

Urto Takoe 63xa0p?

a) YacTp BpEIOHOCHOTO TMPOTPAMMHOIO OOECHeYeHUs, Pealn30BaHHOTO IS
COKPBITHUS IPUCYTCTBHSI TOTO BPETOHOCHOTO KOJIa M €T0 ICHCTBHA.

6) Ilpunoxenue, uCoab3yeMoe JJisl AajlbHEHIIeH 3arpy3KH U 3a1ycka IOJIHOLEHHOTO
BPEIOHOCHOTO MPOTPaMMHOTO 00ECIIeUeHHSI.

B) BpenoHocHoe mnporpaMmHOoe oOOecredyeHre, KOTOpOe, IOMHUMO TMONy4EeHHS
KOHTPOJISl HaJ 3apakKeHHBIM YCTPOMCTBOM, TMBITAETCS 3aXBaTUTh IOJ CBOM KOHTPOJIb
JpyTHUE y37bl CETH.

r) [Ipunoxkenue, Mo3BostONIEE YIPABIATh KOMIIBIOTEPOM YIAIEHHO.

Yrto Takoe pyTKUT?
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a) YacTp BpEJOHOCHOTO MPOTPAaMMHOIO OOECHEeYeHUs, pPeaJn30BaHHOIO JUIs
COKPBITHSI IPUCYTCTBHS 3TOIO BPEIOHOCHOTO KOJIa ¥ €T0 JEHCTBUM.

0) IIpuioxxeHue, UCIIOIB3yeMOE IS AaJbHEHIIeH 3arpy3Ky U 3aIlycKa MOJTHOLICHHOTO
BPEIOHOCHOT'O MPOTrpaMMHOI0 00eCIeueHusl.

B) BpenonocHoe mporpammHoe oOecreyeHue, KOTOpO€, IOMHMO IOJyYEHHS
KOHTPOJIS HaJ 3apakKeHHBIM YCTPOWCTBOM, IMBITAETCS 3aXBaTUTh IIOJ CBOM KOHTPOJIb
JIPYTHE y3JIbI CETH.

r) [Ipunoxxenue, No3BoISIONIEE YIPABIATH KOMIBIOTEPOM YIAJIEHHO.

10. Yto cnexyer aenarb, YTOOBI 3aTUTHTH C€0sl OT BUPYCOB?

a) He 3amyckarb npuioxeHus U3 HeI0BEPEHHBIX HCTOUHUKOB.

6) Crnemuth 3a UHUQPOBBIMH TOAMUCSIMH YCTaHABIMBAEMOTO IPOTPAMMHOIO
o0ecriedeHusl.

B) OTKITIIOUUTH MEXCETEBOU IKPaH.

r) Becerna oTkpbIBaTh BIOXKEHUSI SIEKTPOHHON NOYTHI ¢ TeMOH «BaxkHo» u «CpouHOo».

n) CBoeBpeMEHHO OOHOBIATH ONEPALMOHHYIO CHUCTEMY M  IPOrpaMMHOE
obecrieucHue.

e) Mcnonb30BaTh aHTUBHPYCHOE IPOTPAaMMHOE 00€CTIEUEHHE.

Tect no Teme 4.3 MeskceTeBble IKPAHbI

1. Yro Takoe MexkceTeBOM IKpaH?

a) [IporpamMmmMHOe WM MPOTPaMMHO-TEXHHUYECKOE CPEICTBO, peanusymomiee QyHKINN
KOHTpOJIL U (PUIIBTPALMU B COOTBETCTBUM C 3aJJaHHBIMH IPAaBUIAMHU MPOXOAIIUX Yepe3
HEero MH(POPMALMOHHBIX TOTOKOB.

06) VYcrpoiicTBO, TIpeAHA3HAYEHHOE [JIJIi  COCAMHEHHUST HECKOJbKHX  Y3JIOB
KOMIIBIOTEPHOM CETH B Mpeienax OJHOIO WIN HECKOJIBKUX CETMEHTOB CETH.

B) YCTpOHCTBO, KOTOPOE TO3BOJISIET OPraHU30BaTh JIOKAIBHYIO CETh C BO3MOKHOCTBIO
BBIXOJ/Ia B HHTEPHET ISl IPYTUX YCTPOUCTB.

2. MexceTeBble 3KpaHbl 17151 BEO-NPHIIOKEHUN paclonararor:

a) Ilepen 3ammmiaemMbiM BeO-cepBepoM (Tpaduk BHaUaNE MEpENaeTCsi MEKCETEBOMY
JKpaHy, 3aTeM BeO-cepBepy).

6) Ilocne 3ammuimaemoro BeO-cepBepa (Tpaduk BHayase nepegaercs BeO-cepBepy,
3aTeM MEXKCETEBOMY IKPaHy).

B) MexceTeBoil 3KpaH M 3allMIIaeMblii MM BeO-cepBep HaXOAATCSd B pa3HBIX
HOZACETSX, TpahUK MEXYy HUMH 3aIlpelIeH.

r) BMecto 3ammmiaemoro Be6-cepsepa.

3. IlepcoHanbHble MEKCETEBbIE FIKPAHbI ISl HACTOJIBHBIX KOMITBIOTEPOB U HOYTOYKOB:

a) O0ecreunBaloT IOTIOHUTEIBHBIN YPOBEHD 3aIIUTHI OT CETEBBIX aTaK.

0) [ToTHOCTBIO 3aMEHSIOT BCE OCTAJIbHBIE MHCTPYMEHTAJIBHBIE CPEICTBA 00CCIICUCHHMS
0€30MacHOCTH.

B) [loMHOCTBIO 3aMEHSIOT MapIIPYTHU3ATOPHI, SBJSSACH ILTFO30M MO YMOTYAHHIO JIJIS
3alUIAEMOr0 KOMITBIOTEPA HIIM HOYTOYKa.

r) llpemocraBisitoT Bce HEOOXOOUMBIE CETEBbIE CEPBHUCHI IS  3allUIIAEMOTrO
KOMIIBIOTEpA WJIM HOYTOYKa.

4. TlepcoHaslbHBIE MEXKCETEBbIE HKPaHbl MJISi HACTOJNBHBIX KOMIBIOTEPOB U HOYTOYKOB
SIBIISTIOTCSL:

a) AnnapaTHO-IIPOrpaMMHBIMH CPEJCTBAMU 3aAILUTHI.

6) Bcerma BctpoenHbiMu B OC, KOTOpPYIO OHM 3alllMIIAIOT; HE MOTYT OBIThH
peam30BaHbl BHEITHUMHU TIPOU3BOAUTEISIMH.

B) MICKITIOUNTENBHO IPOrPaMMHBIMH.
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10.

r) MckiounTensHo BHEIIHUMHU, HEe BCTpoeHHbIMU B OC, KOTOPYIO OHM 3aIlMILIAIOT;
BCErJa peajan30BaHbl BHEIIHUMU MTPOU3BOAUTEISIMHU.
[lepconanbHble MeEXKCETEBBIE 3KpaHbl ISl HACTOJIBHBIX KOMITBIOTEPOB M HOYTOYKOB
yCTaHaBIIMBAIOTCS:

a) Ha xocTax, koTopbie OHH 3aIIUIIAIOT.

0) Ha wmapmpyrtuszaropax, KOTOpbl€ yKa3aHbl Ha XOCT€ B KauyeCTBE MLULII03a IIO
YMOJTYaHHUIO.

B) Ha oTnenpHBIX KOMIIBbIOTEpAX.

r) Ha xoneunsix Toukax VPN.
Bri6epuTe HeCyIIeCTBYIOLINI BUI TPAHCISAILIUU CETEBBIX aJIPECOB.

a) Jlunamuueckasi.

0) Crarnueckasi.

B) C uCHONIb30BaHUEM MTOPTOB.

r) C UCII0JIb30BaHUEM MOCTOB.
11110361 YPOBHSA MPUITOKEHUH TTO3BOJIAIOT:

a) MckmounTh mnpsiMoe B3aUMOAEWUCTBUE JBYX Y3JIOB IIyTEM peau3aludl poOJH
HNOCPEIHHKA.

0) BoImoHATE (GyHKIIMM [UTF03a CEAaHCOBOTO YPOBHS.

B) AHaJIN3UPOBATh BCE CYLIECTBYIOIINE B MUPE IPOTOKOJIBI.

r) AHanu3upoBaTh TOJIBKO MOAJIEPKUBAEMbIE OSTUM  MEXKCETEBBIM JIKPAHOM
MPOTOKOJIBL.
VYipasisieMble KOMMYTaTOPbl MOTYT:

a) OcymecTBiaTh GrbTparuio Ha ocHoBe [P-aapecos.

6) Ocy1ecTBIATh (PUIBTPALIUIO 10 UCIIOIB3yEMOMY ITPOTOKOIY.

B) OcymecTBisaTh Gpuiasrpanuto Ha ocHoBe MAC-anpeca.

r) OcymecTBisaTh punbrparuio Ha ocHoBe VLAN ID.
Bribepure BO3MOXKHOCTH MEKCETEBOTO IKPaHa.

a) Peructpanusi COOBITHII 1 TEHEPAITUS OTYETOB.

0) @unbTpanus Tpaduka.

B) TpaHcnsus ceTeBbIX alpecoB.

r) AyTeHTHU(UKAIMS TI0JB30BaTeNeH.

1) AAMUHUCTPUPOBaHHE.
Kakue yTBepxaeHus: 0 IpOrpaMMHOM MEXCETEBOM 3KpaHE BEPHbI?

a) IlomxomuT B ciydasx, KOrJa YCTPOWCTBO TIIOJIb30BaTeNs MOMEIIAETCsS B
HEJIOBEPEHHYIO CPELY.

06) Ilpu ero paboTe HCMONB3YIOTCS PECYpPChl YCTpPOMCTBAa, Ha KOTOPOM OH
(GYHKIIMOHUPYET.

B) [logxoaut 11 3a1a4 CErMEHTHPOBAHNUS CETEH.

r) [lonxonuT asnst oTAeNeHus JOBEPEHHON YaCcTH CETH OT BHEIIHUX yTIPO3.

1) Cunraercs 0ojiee 0TKa30yCTOMYMBBIM, YEM allapaTHbI MEKCETEBOM IKpaH.

Tect mo Teme 5.1 BBenenue B kpunrorpadpuueckue MeTobl 3a1UTHI HHPOPpMALIMHA

Kaxnprit  mmdporekcT MokeT OBITh  TMOJMYYeH Kak  pPe3yjabTaT  CIETYIOIIETO
npeoOpazoBaHus:

a) E;, (Dy(p)).

0) Di(p).

B) E\(p).

L. Dy (Ey(p))-

ZammdpyiTe ¢ moMorisio mudpa «Ardamn ciaoBo « Worldy.
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A|[B|C|D |E|F|[G|H]|I |J [K|L|M
ZIY|X|IW]V|U[T[S|R|Q[P]JO]|N
a) Dlrow.
6) Svood.
B) Woild.
r) Dliow.

. Paccmudpyiite cnoBo «Xjxoby», 3ammdpoBaHHoe ¢ nomoiubto muppa [as HOnus
Le3aps:

A C[D|E[F|G|H|I|J |K|L|M[NJO[P |Q[R]|S|T|U|VI[X]|Y][Z
X Z|A|B|C|ID|E[F|[G|H|I |J [K|L[M|N[O|P|Q|R|S|[T|U|V
a) Tgtly.
0) Amare.
B) Crypt.
r) Vivna.
Samudpyiite cnoBo «Ku3HbY» ¢ TOMOIIBIO TEPECTAHOBKU
11213 (415
21513 [1]4
a) Hxx3pw.
0) bazmx.
B) H3pxu.
) Up3xKH.
. Pacmmdpyiite cnoBo «1216312611» ¢ momortipio Tadmuis! [lomnodus:
112(3]4[5]6
1|A|B|(B|T|A[E
2|E|K|3[HU[H[K
3|J[(M|H|O[II| P
4|BbIE[YV]|D|X|IL
S{Y (O] b [bI| b
6 |D[HO|A] *[*] *
a) benka.
6) EsBroa.
B) Crpenka.
r) benoxk.

. BnepBHe METOA YaCTOTHOI'O KpHUIITOAHAIM3a BIICPBBIC U3JI0XKUII:

a) Jleon bartucra Ans6epTH.

0) ®panuecko CUMOHETTA.

B) A0y IOcyd Axy6 anb-Kunmu.
r) xuponamo Kapaano.

. Jluck Anp6epTH 1Mo3BOJISIET aBTOMaTU3UPOBATh:

a) llIudp mpocroii 3amensl (ogHOATPaBUTHBIN IHPD).
6) MHuoroandaBuTHbIH mHP.

B) [lIndp nmepecranoBKwy.

r) [Torounsii mmdp.

. Hcnons3oBanne napoJjd ajad MHEMOHHWYCCKOTO 3allOMUWHAHHA NEPECTAHOBKU CHMBOJIOB

andaBuTa MPETOKUIT:
a) Mareo ApmxeHTHu.
0) biie3 ne Buxenep.
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B) JlxoBanHu bartucra bennaso.
r) JbxamOarTucta (/>xoBanau) nemra [lopra.
9. Tlomemenue nns nepaoctpaunu nepenucku B X VII — XX Bekax Ha3bIBalOCh:
a) benbrii kabuner.
0) Talinas koMHara.
B) SlHTapHas KOMHaTa.
r) UepHblii KaOWHET.
1) KpacHbrif kabuHeT.

10. HIugpsl, B KOTOPHIX KaXAbIH CHMBOJI OTKPBITOTO TEKCTa mpeoOpa3yercs B CHUMBOI
MU(POTEKCTa, B 3aBUCUMOCTH OT CBOETO PACIHOJIOKEHHUS B OTKPBITOM TEKCTE M KIIIOYa
Ha3bIBAIOTCS:

a) MHuoroandaBUTHBIMH MU paMHU.
0) bnounsiMu mmdpamu.
B) [ToTrounsiMu mudpamu.
r) PoTopubiMu mmdpamu.
11. 3amudpyiire cnoso «CJIIOH» ourpammusiM mudpom Ilneiidepa.

Y Y O b B
XK T €] H )
1 I JI b I1
M A 1 3 P
C E A bl K
{0) I | " X

a) BAbI.

6) HIADb.

B) OIVEL

r) bIITLI3.

12. Ilycts nepectanoBka T npeacrapieHa ciieayromeil TadInmei:
1[2(3]...|n=5|n-4|n-3|n-2|n-1]|n
51617]...1n=1] n 1 2 3 [4

13. Kakoii Bug uMeeT nepectaHoBka oopaTHas rnepectaHoBke 17

a.
1[2]13]...|n=5|n—-4|n-3|n-2|n—-1|n
1[2[3[...|n=5|n-4|n-3|n-2|n-11|n
0.
1[2(3]...|n=5|n-4|n-3|n-2|n-1]|n
4(3(2]...1 10 9 8 7 6 15
B.
11213]...1n—4[n-3|n-2[n—-11|n
41516]...1n=1] n 1 2 13
L.
1 2 3 1415]|...|n=3|n-2|n—-1 n
n—=31n-2[n-1]n|l n-T7|ln—-6[n-5|n-4

14. 3ammudpyiite c momolinpto oTkpsiToro kimoda (8051, 5) kpunrocucremsl RSA coobuieHue
m = 10.
a) 8051.
0) 3388.
B) 1949.
r) 12.
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15. Kakoe cBOICTBO 0€30MaCHOCTH TapaHTUPYET, YTO YYAaCTHUKY KpUITOrpaduyeckoro

IPOTOKOJIA LEJIOCTHOCTH IIOJy4YEHHOIO COOOLIEHMS M €ro Cco3/JaHue 10 MOMEHTa
HOJTY4EHUs, HO HEe TapaHTUPYET 3allUTy OT HOBTOPHOM OTIPABKU COOOIIEHNUs?

a) CBOMCTBO «ayTeHTU(HUKAIHS CTOPOH.

6) CBOICTBO «ayTeHTU(PUKALINS UCTOUHUKAY.

B) CBOICTBO «MHBAPUAHTHOCTb OTIIPABUTEIISD.

r) CBONCTBO «ayTeHTH(UKALIUS COOOIICHUS.

16. Kakoe CBOHCTBO ©€30MaCHOCTH TapaHTUPYET, YTO YYACTHUKY KPHUMITOTpauyecKoro

IPOTOKOJIa, YTO YYACTHHKHM, HayaBIlIM€ HCIOJIHEHHE IPOTOKOJIA, HE H3MEHWINCH C
TEYEeHHEM BpEeMEHU?

a) CBOMCTBO «ayTeHTU(HUKAIHS CTOPOHY.

0) CBOICTBO «ayTEeHTH(PUKAIMSI HCTOUHUKA.

B) CBONCTBO «MHBAaPUAHTHOCTh OTIPABUTEIS.

r) CBOICTBO «ayTEHTU(PUKAIUS COOOIICHUS.

BepHBIﬁ U IIOJHBIM OTBET Ha BOIIPOC TECTAa OLICHUBACTCA B 1 68.J'IJ'I, AJId IPOXOXKACHUS

TecTa HEOOXOAMMO BEPHO U ITOJTHO OTBETUTH HA HE MeHee yeM 60 MPOIICHTOB BOIPOCOB TECTA.

—_

TeMbl MpaKTHYECKUX 3AHATHI

Tema npakTH4ecKOro 3aHsiTus Mo teme 3.1
BBenenne B MH(pOPMANUOHHYIO 0€30MIACHOCTH ONEPAIMOHHBIX CHCTEM

OcHOBBI PabOTEHI ¢ Mporeccamu, BBOIOM-BbIBOIOM 1 (haiimamu B OC Windows u Linux.

TeMa npakTH4YeCKOro 3aHATHA 10 Teme 3.2
HNudopmanuonnas 6e30macHOCTh ONepalMOHHBIX cucTeM ceMeiicTBa Windows.

OcHoBrbl 00ectieuenns dezonacHoctd B OC Windows.

Tema npakTH4YecKoro 3aHaTus mo teme 3.3
HNudopmannonHas 6e30nMacHOCTh ONEPANIMOHHBIX cHCcTeM cemelicTBa Linux

OcHoBrl 00ecnieuenus 6e3zonacHoctd B OC Linux.

Tema npakTH4ecKOro 3aHsiTus no teme 4.1
BreeHue B apXUTEKTYPY JOKAJIbHBIX BBIYHCINTEIbHBIX CeTel

CereBoit cauddep Wireshark. 3nakoMcTBO ¢ hUIBTpaMU MAKETOB.

TeMbl NPAKTHYECKOTO 3aHATHUA M0 Teme 4.2
CeTeBble YIpo3bl 1 MeTOAbI IPOTUBOAECHCTBUS UM

WuBeHTapuzanuss U MOUCK yA3BUMOCTeH ¢ ucnonb3oBaHueM Open Vulnerability and
Assessment Language.

CereBoii ckaHep Zenmap. Hcnons30BaHUE CETEBOTO CKaHEpa [Jis BbISIBICHUA
ySA3BUMOCTEH YPOBHS CETH.

Bupycel, ux BBIIBICHHE M YCTPAaHEHHWE C WCIIOIB30BAHUEM CIIEIHATU3UPOBAHHOTO
HIPOTrPaMMHOTO 00eCIIeYeHuSI.
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(O8]

IEIR S

Tembl NPAKTHYECKOTO 3aHATHUSA 0 Teme 4.3 MexkceTeBble IKPAHBI

Bbpanamaysp Windows. Pa3zpaboTka mpaBui MEXKCETEBOTO SKPAHUPOBAHUS.
Bupryansnas ungpacrpykrypa Eve-NG.
Me:xcereBoil 3kpaH Ha rpanuie cetu. Hactpoiika npaBui MEXCETEBOIO SIKPAaHUPOBAHMUSI.

Tembl NpakTHYECKOro 3aHATHA MO Teme S.1
BBenenue B kpunrorpaguyeckue MeToAbI 3alIUTHI HH(POPMALMHU

Hctopuueckue mudpsl mudpoBaHue u pacumpoBaHue.
Jlono/IHNTeIbHBIE 32IaHUS ISl CAMOCTOSITEJIbHOTO PelIeH s

JdomosnuTtenbHbie 3a1aHusd 10 TeMe 1.1 IIpaBoBble 0CHOBBI 00ecTeYeHUs
HH(}OPMANMOHHOM 0e30aCHOCTH

Kakas wunpopmanusa mnpexacrasmser i1 Bac nenHocts? Kakue xapakTepucTHKH
UHpOpMaIMOHHON O6e30macHOCTH Bbl ObI x0Tenu obecneuuTs i Takoi nHdopmarmn?
Bri6epere xakoii-nu6o Bun neHHou Ay Bac nngopmanuu. B kakux popmax MoxeT ObITh
IpeACTaBlIeH 3TOT BUA HHGopMaLuu?

[Ipoananu3upyiiTe: K KakuM BUJaM TailH Bbl MoxkeTe nuMeTh goctyn?

[Ipoananu3upyiite: Kakue CBsi3aHHbIE C Bamu gaHHbBIE MOTYT SIBISITHCSI TAWHAMU?

I_IOHOJ'IHI/ITCJIBHBIC 3aJaHusd 10 TEME 1.2 3aumTa MEPCOHAIBHBIX TaHHBIX

Onummre cxemMy HWH(DOPMAIMOHHBIX IMOTOKOB Bammx mepCcOHANBHBIX JIaHHBIX B
VYHuBepcurere.

Onummre cxeMmy HH()OPMALIMOHHBIX MTOTOKOB Bammx nepcoHanbHbIX JaHHBIX B baHke.
[Ipoananusupyiite: Bcerna yiu (Koraa 3To HeoOxoaumo) ¢ Bac B3umaror comiacue Ha
00paboTKy MepcoHaJbHBIX HaHHBIX? Bcerga nM 3T0 MPOUCXOAUT B COOTBETCTBUU C
3aKOHOJATEIbCTBOM?

[Ipoananusupyiite: B Kakux CHUTyalusx Bbl naBanu cornacue Ha oOpaboTky Bammx
crenrajgbHbIX JaHHBIX? He ObUIO M 3TO M3IMIIHUM?

[Ipoananusupyiite: B Kakux cuTyanusx Bel maBamm cornacue Ha oOpaborky Bammx
OomoMeTpruueckux naHHbix? He Obu10 i 5TO M3MUIITHIM?

Jononnurtenbubie 3aaanns no teme 1.3 Oprann3anuoHHble 0CHOBBI 00eceyeHust
HHGPOPMALMOHHOM 0e30IaCHOCTH

Pazpabotaiite Mmonens HapymuTess s Bamiel nomaninel nHQOpPMAIMOHHOM CUCTEMBI.
Pa3paboraiiTe Moaens HApyIIUTENS 151 KOMIIBIOTEPHOTO Kilacca YHUBEPCUTETA.
Pazpaboraiite Monensb yrpo3 ans Baieit nomanineit ”HQOpMaIMOHHON CUCTEMBI.
PazpabotaiiTe Momens HapyIIUTENS IJIs1 KOMITBIOTEPHOTO Kilacca YHUBEPCHUTETA.
[Ipennoxure cpeactra 3amuthl nHGopmanuu as Bamel nomamHeit nHGopManoHHON
CHCTEMBI.

[Ipennoxkure cpeAacTBa 3aliUThl  HMH(QOpPMALMK Ui KOMIIBIOTEPHOTO  KJlacca
YHuBepcurera.

JonmosHuTeIbHBIE 3aJaHUA 10 TeMe 2.1 ApXuTeKkTypa KOMIIbLIOTepa
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1.

N3yunte Bam nepcoHanbHbI KOMIBIOTEP U COBPEMEHHBIE TaKEThl, KOTOPbIMU BbI
nonb3yerech. CpaBHUTE WX XapaKTEPUCTUKH: OBICTPONEHCTBUE, 00bEM ONEPAaTUBHOU H
BCIIOMOTaTEIbHOM MaMsTH, CKOPOCTh J0CTyna B UHTEpHET.

I[OHOJIHI/ITQJILHI)IC 3aJJaHUA 10 TEME 3.1 BBenenue B I/IH(l)OpMaIII/IOHHyIO 0e30macHOCTh

b

OonmepanuoOHHbIX CHCTEM

OC Windiws
OTtkpoiite Opaysep Internet Explorer. Haiinure ero naentudukarop nmporecca, OTKPBIThIE
COEIMHEHUS U Oa30BbIi MPUOPHUTET.
Otkpoiite Opay3ep Chrome. Haiinure ero wunentudukaTop mnpouecca, OTKPHIThIE
COeMHEHUS 1 0a30BBIi IPHOPUTET.
3anycrute npuiokenne «bmokaor». Haiinure ¢aitnbl oTkpsiThie mpouieccoM «biokHOT»
¢ moMonisto yTuiauThl Process Explorer.

OC Linux
HatiguTe nsaTh caMbIX TpeOOBATEIBHBIX K TAMSTH IPOIIECCOB.
Ortxkpoiite Opay3ep ¥ HAWTUTE OTKPHITHIC COSTUHEHUSI.
BriBenute conepkumMoe TUPEKTOPHH /etc.
BriBenute conepxxumoe nupektopu /etc/schedule.

JomosnuTtenbHbIe 3a1aHud 110 TeMe 3.2 UnpopmanuonHasi 6€3011aCHOCTH
ONepalMOHHBIX cucTeM cemeilicTBa Windows

Co3paiite monb3oBarens «Amnuca». Hasznaubre et mapons. Cozpmaiite rpynmy
«HenoBepeHHbIE TOTB30BATEIN.

Co3znaiite aupexToputio, comepkamiyro (aitel. HaznaubTte Ammce mpaBa JOCTaTOYHBIE
JUIsE 0TOOpakKeHHUs CIHCKOB (hailioB M MEPEXO/I0OB B TUPEKTOPUHU U €€ MOATUPEKTOPUSIX, a
TaKKe 4TeHus (ailioB B AMPEKTOpUU M ee momaupekTopusx. [Iposepbre, uro Amca
MOYKET MPOCMATPHUBATh (HaiIbl.

3anperute rpynne «HenoBepeHHbIE MOJB30BATENW» JIIOOOW JOCTYyN K CO3JaHHOM
JTUPEKTOpUH, €€ MONAUPEKTOpUsM, a Takke K (aillaM BHYTPH JUPEKTOPUH U €€
MOIUPEKTOPHIA.

Hob6assre Anucy B rpynmy «HemoBepenHsle nonb3oBarenn». [IpoBepsre, uto Anmca He
CMOXeET MPOCMAaTpUBaTh (hailiibl B AUPEKTOPUU.

JomosnuTtenbHbie 3a1aHud 110 TeMe 3.3 UnpopmanuonHasi 6€3011aCHOCTh
OnepanMoOHHBIX cHCTeM ceMelicTBa Linux

Co3paiite monb3oBarens «Amnuca». Hasznaubre et mapons. Cozpmaiite rpynmy
«HenoBepeHHbIE TOTB30BATEIN.

Co3znaiite gupexkTopuio, comepkamiyro (aitel. HaznaubTe Ammce mpaBa JOCTaTOYHBIE
JUTsE OTOOpaXKeHHUs CIHCKOB (hailioB M MEPEXO/I0B B TUPEKTOPUHU U €€ MOATUPEKTOPUSIX, a
TaKKe uTeHHus (ailloB B AMPEKTOpUU M ee momaupekTopusx. [Iposepbre, uro Admca
MOKET YUTaTh (Pailiibl.

C nmnomolpl0 cHHCKa KOHTPOJIA JAOCTYNoB 3anperute rpynne «HenoBepeHHbIe
MOJIb30BAaTENN» JII000M 0CTYN K BhIOpaHHOMY (haiimy BHYTpu aupektopuu. [Tomensiite
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BJIaJIeIbIa ATOTO (hailyia Ha Cymepronb30BaTess CUCTeMBl. Pa3pemmre B 0a30BBIX MpaBax
JOCTYTI K BeIOpanHOMY (aitiry komom 600.

4. Jlo6aBere Ammcy rpymmy «HemoBepeHHble monb3zoBarenu». [IpoBepsre, uro Anuca He
CMOXET MMPOYUTATh BEIOpaHHBIN (aii.

I[OHOJ'IHI/ITCJIBHI)IB 3aJaHUsA 10 TEME 4.1 BBenenue B APXUTEKTYPY JOKAJIBHBIX
BBIYHCJIUTEJIbHBIX ceTel

1. TIpoBeppTe HOCTYMHOCTH JIOOOTO WCIOJNB3yeMOro Bamu modTOBOTO CepBepa C
MCIIOJIb30BaHUEM YTUITUTBI Telnet. Cnenyiite CTaThe
https://docs.microsoft.com/ru-ru/exchange/mail-flow/test-smtp-with-telnet?view=exchser
ver-2019 u camocTosATENBHO.

2. Hactpoiite moury B moutoBoM kinueHTe Thunderbird. Crenyiite crartbe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapise;.

3. PazpaGotaiite GuabTpsl A mpocMmotpa Tonbko ucxomsumx ICMP-3anpocos. Crenyiite
crarbe https://habr.com/ru/post/211042/.

JonmosnnTesibHbIE 3aaHus 10 TeMe 4.2 CeTeBble YIPO3bl M METOIbI IPOTUBOAEHCTBHS
UM

1. TlpoBenure TMOMCK YSA3BUMOCTEH Ha CBOEM JIOMAIllHEM IEPCOHAJIHLHOM KOMIBIOTEpE,
O3HAaKOMBTECh C ONMCAHMEM BBISBICHHBIX YSI3BUMOCTEH, ONPEAEIUTE HACKOJIBKO OHHU
kputn4HbI 1o mkaine CVSS, u ycTpanure ux.

2. Ilposepsre, ycrpaneHa unu ysa3BuMocTh CVE-2017-0144 na Bamem [gomaliHem
KOMIIBIOTEpPE, W YCTAaHOBUTE OOHOBIIEHHE OE30IaCHOCTH B Cyd4ae, €CIU ySI3BUMOCTh
MIPUCYTCTBYET. Cnenyiite CTaThe
https://support.microsoft.com/ru-ru/help/4023262/how-to-verify-that-ms17-010-is-install
ed.

3. Usyunte ys3Bumocte CVE-2014-0160, cnenys crartesam  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-heartbleed.
pdf. TlepBas crTaThs mpeACTaBIsET COOOW HEOONBIIOW KOMHUKC, ITOKa3bIBAIOIIUH,
HACKOJIPKO OMAcHa U JIETKO MCHOJb3yeMa 3Ta YA3BUMOCTb. BTOpas crarhs mpeicrapisier
co0o# ToAPOOHOE ONMCAHKE YSI3BUMOCTH, TTOCIIEICTBUS €€ UCTIONb30BaHHS U PUCKH.

JlonoTHUTEIbHBIE 3a1aHusI 10 Teme 4.3 MekceTeBble IKPaHbI
1. 3amenute y31b1 Hacker m Victim Ha y3Jbl MO YIPABICHUEM OIEPAIMOHHOW CHCTEMBI
Windows u obparutech Kk UX CETeBBIM pecypcam o npoTtokony SMB. Crnenyiite crarbe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-ho

st-on-the-eve/.

JdonmosHuTeibHbIE 3a1aHud 110 TeMe 5.1 BBenenne B kpunrorpaguyeckue MeToabl
3alUThI HH(POPMALMHU

1. 3ammdpyiire u pacmudpyiire cooduenune «5 teds ar00m0!» BceMu U3BECTHBIMU Bam
UCTOPUYECKIMHU MU (paMH.

Kpurtepun oneHK: NpaKTHYeCKOro 3aHATHA.
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https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-heartbleed.pdf
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-heartbleed.pdf

3a MpakTUYECKOE 3aJ]aHUC BBIMOJHACTCS OJHA W3 OICHOK: «OTIHYHO», «XOPOIIOY,
«YAOBJIETBOPHUTEJIBHOY», «HEYI0BJIETBOPUTEIbHOY.

OneHKa «OTJIMYHO» BBICTABISIETCS, €CIU CTYIEHT aKTUBHO pabOTaeT B TEUEHHUE BCEro
MPAKTUYECKOTO 3aHSITHS, JAaeT BEPHBIC W TIOJTHBIC OTBETHI HA BOIPOCH TpENoaBaTeliss M
MOKa3bIBa€T MPU STOM I[IyOOKOE OBIAJEHUE JEKIIMOHHBIM MaTepuajoM, BCE YacTH 3aJaHUs
BBITIOJTHEHB BEPHO (IIOMYCKAIOTCS HEOONbIINE HETOUYHOCTH, HE SBISIFOIIMECS CJEICTBUEM
HE3HaHWs WJIM HENOHMMaHus ydeOHoro Marepuana). PaGora BBINOIHEHA CaMOCTOATEIHHO.
PaGora cnana ¢ coOmofeHneM Bcex cpokoB. CoOmIoeHbI Bee MpaBuiia 0(OpPMIICHUS.

OneHKa «XOPOIO0» BBICTABISICTCS, €CIU CTYJACHT aKTHBHO PabOTaeT B TEUYCHHE BCETO
NPAaKTUYECKOTO 3aHSITHs, [aeT BEpHbIE, HO BO3MOXKHO HEMOJHBIE OTBETHl Ha BOMPOCHI
MperoiaBaTelis U MOKAa3bIBACT MPH 3TOM CBOOOTHOE BIIAJICHHE JICKIIMOHHBIM MaTEPHAIIOM, BCE
YaCTH 3aJ]JaHUS BBIMTOJHEHBI BEPHO (IOIMYCKAIOTCS HETOYHOCTH, HE SIBJISIFOIIMECS CIICACTBHEM
HE3HAaHWs WIM HEMOHMMaHHUA ydeOHOoro Marepuana). Pabota B 1elOM  BBINOJTHEHA
CaMOCTOSITEIIEHO, BO3MOXKHO C KOHCYJBTAIlMel mpernonasarens. Pabora caaHa ¢ coOmoaeHneM
BCEX CPOKOB. JlomycKaroTcsi He3HAYUTENbHbBIE HEA0UEThI B 0)OPMIICHHH.

OueHka «yI10BJIETBOPUTEIBLHO» BBICTABISIETCS B TOM CIIy4ae, KOTJAa CTyACHT B IEJIOM
OBJIQJIC)T CYTHIO BOIIPOCOB IO JIAaHHOW TeMe, OOHApy)KMBaeT 3HAHWE JICKIIMOHHOTO MarepHaa.
[Tpu >ToM Ha 3aHATUU BeAeT ceOsi MAacCUBHO, aeT HEMOJHbIE OTBETHl HA BOMPOCHI, JTOMYCKAeT
OIIMOKHU TP OCBEIIEHUU TEOPETUYECKOTO Marepuaya, He MOXKET 0000IIUTh U CIeNlaTh YETKHE
Joruyeckue BbIBOABL. PaboTra cmaHa c omo3maHweM He Oosiee ABYX 3aHATHHA. JlomyckaroTcs
HE3HAYUTEeIbHBIE HEOUEThl B O(OPMIICHHUU.

OneHKa «HEYI0BJIETBOPUTEIbHO» BBICTABISICTCS B CIy4ae, KOrJa CTYyACHT OOHApy KU
HECOCTOSITEIBHOCTh OCBETUTH BOIIPOCHI MITU BOIPOCHI OCBEIEHBI HEMPABUIbHO, OECCUCTEMHO, C
rpyObIMH  OIIMOKaMH, OTCYTCTBYIOT TIOHMMAaHUSI OCHOBHOW CYTH BOIPOCOB, BBIBOJBI,
00001IeHNs, OOHApPYKEHO HEyMEHHE pemarh ydeOHble 3amauu. OOydarouuiics HE MOXKET
BBIMIOJIHUTH paboTy 6e3 momolu npemnoaasarens. PaboTa ciana ¢ HapylieHHEM CPOKOB (TI03HEe
4eM uepe3 JBa 3aHATHs ). B 0opMIIEHNH IPUCYTCTBYIOT 3HAUYUTEIIbHBIE HEJIOYETHI.

1.2 Cnincok BONPOCOB M (MJIH) 3aJaHMII VI IPOBeAeHHUS IPOMEKYTOUYHOM aTTecTalul

Bomnpocs! k 3a4eTy

—

OcHOBHBIE TIpaBa rpaxkaad B cepe 00pabOTKH U 3aIlIUTHl HH)OPMAITHH.

2. OcHOBHBIC TNPHUHLHMIIBI MPABOBOTO PETYIUPOBAHUS B 00NacTH OOpaOOTKM U 3aIHUTHI
nH(popMaIuu.

3. Hudopmanus. OCHOBHbIE CBOMCTBa 0€30MacHOCTH MH(OpPMALIUU: KOHPHUISHIIUATHHOCTb,

[IEJIOCTHOCTb, JOCTYITHOCTb.

4. Bunel nHpopMaLny 1O NOPSJIKY JOCTYNA U paCIpOCTPaHEHUS.

5. Orpanuuenue noctyna K uHopmauu. 3amura nHpopmanuu. OObeKTHl 3aUThl. Buibl
TauH.

6. MHudpopmanmoHHbIE TEXHOIOIUU U UH()OPMAIIUOHHBIE CUCTEMBI.

7. Ob6nanarens nHGOPMAIMK U ONEpaToOp UHPOPMAITUOHHONW CHCTEMBI.

8. OTBETCTBEHHOCTH B chepe 00pabOTKU U 3aIIUTh HHPOPMALIHH.

9. TlepconHanbHble JaHHBIC U TPUHLHUIIBI UX 00PaOOTKH.

10. Bunsl nepcoHambHBIX JAaHHBIX: CTIENUANbHbBIE, OMOMETPHUYECKUE U OOIIEIOCTYIIHBIE.
11. YcnoBus 00pabOTKH IEPCOHANIBHBIX JIAHHBIX.

12. Cornacue Ha 00pabOTKy NEPCOHATIBHBIX JAHHBIX.

13. TpancrpaHu4Has nepeaada MepcoHAIbHBIX TaHHBIX.

14. TIpaBa CyOBbEKTOB MEPCOHATBHBIX JaHHBIX.
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38.
39.
40.

41

51

OrniepaTtop nepcoHaIbHbIX JAHHBIX U €r0 003aHHOCTH.
Mepsl obecniedeHrst 0€30MaCHOCTH TIEPCOHANBHBIX TaHHBIX.
KoHTponb 1 Hag30p 32 BHIIOTHEHUEM Mep 110 00ecTeueHuI0 0€30MacHOCTH.

YoTHOMOUEHHBIHM OpraH 10 3allUTe MPaB CyObEKTOB MEPCOHAIBHBIX JAHHBIX.

[MocnemoBarenbHOCTD JEHCTBUI 10 3aIIuTe HHPOPMAIINH.
BrisBrienue u aHanu3 MHPOPMAITMOHHBIX aKTUBOB.
®dopMupoBaHue TpeOOBaHUM 10 3aIUTE UHOOPMAITIH.

[Tonxoap! K MOIEIMPOBAHUIO HapyIIUTENEH HHPOPMAIIMOHHON 0€30aCHOCTH.

Yrpo3bl HHQOPMATMOHHOW OE30MTaCHOCTH.

CpencTa 3auuThl HH(OpPMALIKU.

[Ipoueccopsr.

OcHoBHas (K311 U OTiepaTHUBHAs) TaMSATh.
BcenomorarenbHast maMsTh.

YerpoiicTBa BBOAA-BIBOJA (ILIMHBI, MOHUTOPHI, IPUHTEPHI).

VYcrpoiicTBa BBOJIA-BbIBO/IA (KJIABUATYPHI M MBIIITH, BEO-KaMepbl, MUKPO(DOHBI).

OO61uwmii cnoco6 xpaHeHus U 00pabOTKH UH(OPMALIUK B KOMITBIOTEPE.
[onsaTus onepanmoHHON U (PaiIOBOM CUCTEM.

CyObexTsl, 00bEKTHI, METOJIBI U TIPaBa JOCTYyIA, IPUBUIIETUN CYOBEKTa JOCTYTA.

JIuCKpennoHHOE yIIpaBiIeHUuE JOCTYIIOM.

MaHaatHoe yrpaBieHHue TOCTYIIOM.

Wnentudukanms, ayTeHTUQUKALIS U aBTOPH3ALUSL.

VYnpasieHue 10CTyIOM B ONIEpaIlHOHHBIX cUcTeMax cemeiicTBa Windows.
Unentndukanns, ayTeHTUGUKAIUS ¥ aBTOPHU3AIMsl B ONEPAMOHHBIX
cemeiictBa Windows.

Peanuzanus aynura B onepanoHHbIX cucteMax ceMmerictBa Windows.
VYrpasneHne 10CTYIIOM B ONIEPallMOHHBIX CHCTeMax cemelicTBa Linux.
WUnentudukanms, ayTeHTHU(UKAUS W aBTOpU3ALUs B  ONEPAIMOHHBIX
cemeiictBa Linux.

. Mozens ISO/OSI.
42.
43.
44,
45.
46.
47.
48.
49,
50.

ApXHUTEKTypa U OCHOBHBIE ITPOTOKOJIbI JIOKAJIbHBIX BHIYMCIUTENIBHBIX CETEH.
Knaccudukanuu ceTeBbIx yrpo3, yI3BUMOCTEH U aTak.

CereBble aTaky Ha pa3IMyHbIX ypoBHIX Mozaenu [SO/OSI.

Knaccudukarus BpeoHOCHOTO TPOTPAMMHOTO 00€CTICUSHHS.

[Tpu3Haky NpUCYTCTBUS BPEAOHOCHOTO IPOrPAMMHOTO 00€CTIEYEHUSI.
Mertoapl 0OHapYy)EeHHSI BPEJOHOCHOTO MIPOrPaMMHOI0 00eceueHusl.

MecTo U poJIb MEXCETEBBIX SKPAHOB B 00ECIIEUEHUH CETEBOM OE€30MaCHOCTH.
Knaccudukarus MexceTeBbIX 3KpaHOB.

OcCHOBHBIE BO3MOXHOCTH MEXCETEBBIX IKPAHOB.

. JIOCTOMHCTBA ¥ HEOCTATKH MEXKCETEBBIX SKPaHOB.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.

[TocTpoenue npaBuil GUIBTPALIUH.

Kpunrorpadus npesnero mupa.

Kpuntorpadus cpenHux BeKoB.

Kpunrorpadus snoxu Bospoxxaenusi.
Kpunrorpadust HoBoro Bpemenu.

CuMMeTpuYHas U aCUMMETPUYHAs KpUNTorpadusi.
BbluncnuTenbHO CIIOKHBIE 3a/1a4d MaTEMATHKU.
KpunTtocucrema RSA.

[Tonarue kpunTorpapuueckoro NPOTOKoIA.
CBolicTBa NPOTOKOJIOB, XapaKTEPU3YIOLIUE UX OE30MaCHOCTb.
CxeMbl U POBOH MOAMHUCH.

39

CHUCTEMaXx

CHUCTEMaAXxX



HpaBn.Ha BBICTABJICHHUSA OLICHKHU HA 3a4eTe.

B nporecce 3auera TpebyeTcst OTBETUTh Ha OJUH U3 MPHUBEIECHHBIX BhILIE BompocoB. Ha
IIOJTOTOBKY K OTBETY JJAa€TCsl HE MEHee | akaJeMHYecKoro yaca.
ITo uToram 3a4dera BBICTaBISIETCS OJIHA U3 OLIEHOK: «3a4TCHO», «HE 3a4TECHOM.

Ounenka «3ayTeHO» BBICTABIACTCS CTYIAEHTY, KOTOPBIM JEMOHCTPUPYET BIAJCHUE
collep KaHMEM MaTepualia ¥ TMOHITHUIHHBIM anmnaparoM TEOPUU TICEBAOCIYYalHBIX T€HEPATOPOB;
yYMEET CBA3bIBATh TECOPUIO C MPAKTUKOW. B OTBETE MOryT OMyCKAaThCs OTAEIbHBIE HETOYHOCTH
(HecylmiecTBEeHHBIE  OIIMOKM), KOTOpPBIE  HWCHOPABISAIOTCS  CaMHUM  CTYACHTOM  TOCJHe
JOTIOTHUTENBHBIX W (WJIHM) YTOYHSIOIIUX BOIPOCOB dK3aMeHaTopa. Ha JacTh MOMOIHUTETBHBIX
BOIIPOCOB CTYJEHT MOKET HE JaTh OTBET WJIM JaTh HEBEPHBIM OTBET.

Ounenka «He 3a4TeHO» BBICTABIIAETCS  CTYACHTY, KOTOPBIM JAEMOHCTPHUPYET
pa3pO3HEHHBIC, OECCUCTEMHBIE 3HAHMS; OCCIOPSAIOYHO M HEYBEPEHHO H3JlaraeT Marepual; He
YMEET BBIJIEAThH INIABHOE U BTOPOCTENEHHOE, HE YMEET COEAMHITh TEOPETUUECKUE MOJIOKEHUS C
MPAKTUKOM; TIOMyCKaeT rpyObie OMMOKH MPHU ONPEACIICHUH TTOHSATUMN, BCIECICTBUE HETIOHUMAHUSI
MX CYIIECTBEHHBIX M HECYIIIECTBEHHBIX MTPU3HAKOB U CBS3EH; JAET HEIMOJHbIE OTBETHI, JIOTUKA U
MOCJEI0BAaTEIbHOCTh M3JI0KEHUSI KOTOPBIX HMEIOT CYIIECTBEHHbIE M TMPUHILUIHAIBHBIC
HapyIlIeHHUs, B OTBETaX OTCYTCTBYIOT BBIBOABI. J[OTIOMHUTEIBHBIE W YTOUYHSIOIIME BOTPOCHI
JK3aMEHaTopa HE NPHUBOIAT K KOPPEKUHMH OTBETOB cTydeHTa. Ha oOCHOBHylo 4YacTh
JIOTIOJTHUTEIBHBIX BOIIPOCOB CTYJEHT 3aTPYIHSETCS AaTh OTBET WM JJA€T HEBEPHBIE OTBETHI.

Ouenka «He 3a4TeH0» BBICTABISAETCS TAKXKE CTYJAEHTY, KOTOPBIN B35 SK3aMEHAIIMOHHBIN
OMJICT, HO OTKA3aJICS AaTh HA HErO OTBET.
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IIpuioxenue Ne2 k paGoueil nporpaMmMe JUCHUTIIHHBI
«be3onmacHocTh B coBpeMeHHOIl HHGOPMAIMOHHOM cpeae»

MeToauueckue YKazaHnusd 1Jist oﬁyqaloumxcn 0 OCBOCHHUIO JUCIUITJINHBI

OcHoBHOI (opMoil HM3NIOXKEeHHsT y4eOHOro Marepuana 1o auciuiuinae «besomacHocTh B
COBPEMEHHON HH(POPMAIIMOHHON Cpefie» SIBIAIOTCS JIEKIIMH, YTO CBSI3aHO, MPEXKIE BCETO, C
HOBHU3HOW Marepuana ais oOydaromuxcs. [1o G0IbIIMHCTBY TeM MPeayCMOTPEHbI MPAKTUIECKUE
3aHATUA, HOCJIBI0 KOTOPBIX ABJIACTCA 3aKPCIICHUC JICKIHOHHOTO Marepuaia IMyTEM PCUHICHUA
CHEIHAIbHBIM 00pa30M MOA0OPaHHBIX MPAKTHYECKHUX 3a]1ay.

I[JISI YCIICIHOTO OCBOCHHUA JUCHUITIINHBI BaXXHO CaMOCTOATCIBHOC HN3YyUCHUC
TCOPECTUUCCKOI0 Marcpuajla MW PCEIICHHUE IMPAKTHYCCKUX 3aJiad, KaK B ayIuTOpUH, TaK H
CaMOCTOSITENILHO B KaueCTBE CaMOCTOSITENIbHOM paboThl. [IpriMeps! pemienus 3aaad pa3ouparorcs
Ha JICKOUAX W HNPAKTUUYCCKUX 3aHATUAX, IPU HGO6XOI[I/IMOCTI/I 10 HaI/I6OJI€e TPYAHBIM TEMaM
MPOBOJIATCS JTOTIOHUTEIbHbIE KOHCYIbTali. OCHOBHAS 1I€7Ib PEHIeHHs MPAKTHUECKUX 3a7ad —
MIOMOYb YCBOHTH OCHOBHBIE TOHATHUS HH(POPMAIMOHHONW O€30MacHOCTH, MX OMpPEeICHUS, a
Tak’kKe OCHOBHBIE METOABI M CpEACTBa obOecriedueHUs WH(MOpMAIMOHHON Oe3omacHocTH. s
pelieHus 3aqad HeoOX0IMMO He TOJIBKO 3HATh, HO U MOHUMATH JICKIIMOHHBIN MaTepuai. [loatomy
B MPOLIECCE U3YyUEHUs JUCLUUIUIMHBI PEKOMEHIyeTCsl peryisipHas paboTa ¢ KOHCIEKTaMHU JIEKIIUN
U PEKOMEHIOBAHHOM JINTEPATYPOM.

Bonbuioe BHUMaHHE MOMKHO OBITH YHAENEHO CAaMOCTOATENbHOW pabore. B kauecTBe
3aJaHui JUIS CaMOCTOSITETILHON pabOoThl JoMa CTYyACHTaM MpEeAJaraloTcsl 3aJadu, aHaJOTHYHbIe
pa300paHHBIM Ha JIEKIUSIX U MPAKTUYECKUX 3aHATUSAX WU CXOXKHUE C HUMH.

Jlis mpoBepkM M KOHTPOIS YCBOCHHUS TEOPETUYECKOrO Marepuana, MPUOOPETEHHBIX
MPAKTHYCCKHUX HABBIKOB pa60TBI C OCHOBHBIMHU IIOHATHUAMHU B TCUCHUC O6y‘-IGHI/I$I IMPOBOAATCA
MEpPONPUITHS TEKYIIeH aTTecTallid B BHJE TECTUpOBaHUM. Takyke MPOBOISATCS KOHCYIbTAIMH
(mpu HEOOXOIMMOCTH) MO JIEKIIMOHHOMY MaTepuaiy M pa30opy HEKOTOPBIX 3aJaHHuid Jis
CaMOCTOSITEJIbHOM paOOTHI.

B koHue wW3yuyeHHs OUCUUIUIMHBI CTYAEHTBl CHAIOT 3a4eT. 3aueT MPOBOAMUTCS Ha
OCHOBaHUU BBINIOJTHEHUS TECTOBBIX 3a/laHUN U COOECeN0BaHUs HA OCHOBAHUU CIIMCKA BOIPOCOB
K 3a4€Ty, KOTOPbIil 0XBAaThIBAET MOJHOCTHIO BCIO MPOTPaMMy JUCIUILIAHBL.

Y4yeoHO-MeTOANYECKOE 00ecIedeHne
CaMOCTOSITEJILHOM PadoThI CTYI€HTOB O JUCHUILIHHE

Jl1s camMocTosATeNbHON pabOThl pEKOMEHIYETCSl UCI0Ib30BaTh CIEAYIOIIYIO YUeOHYIO
JUTEPATYPY:

1. Tamenbaym 3. Apxutektypa Kommbiorepa. / J. Tanenbaywm; [mep. c¢ anni [O.
I'opoxosckoro, JI. IlunTtsakoBa] - 5-¢ wm3a. - CII6.: Ilurep, 2013. - 843 c.
(akamemMHuueckoe U3JIOKEHHE MaTepHala 1o apXUTeKType KOMIbIOTEpa).

2. Tanenbaym 3. CoBpemeHHBIe omepanuoHHble cuctembl. / D. Tanenbaym, X. boc;
[mep. ¢ anmn. A. JleonTseBoii, M. MansimeBoid, H. Bunbunackoro] - 4-e uzn. - CII6.:
[Murep, 2019. - 1119 c.: wun. (akageMuyeckoe WU3JIOXKEHUE MaTephayia Io
OTIEPAIIMOHHBIM CHCTEMAM).

3. Tanen6aym 3. Komnbrorepusie cetu. / O. Tanenbaym, [I. Ya3zepom; [mep. ¢ aHm. A.
I'pebGennkoBa] - 5-e¢ uzn. - CIIG.: [Turep, 2019. - 955 c. (akameMudeckoe U3I0KECHHE
Marepuasa 1o KOMIBIOTEPHBIM CETSAM).

4. AndepoB A.Il. OcHoBbl kpunrorpaduu. Yue6Hoe nocodue. / A.Il. Andepos, A. IO.
3y6oB, A.C. Ky3emun, A.B. Uepemymkun. M.: Temmoc APB, 2005. 480 c.
(akagemMHuueckoe U3JI0KEHHE MaTepuaa 1o Kpunrorpapun).
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