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1. Ilesin 0CBOEGHHUSA AW CIAILINHBI

Hucuummaa  «CucTeMbl  aBTOMAaTH3allMM  JESATEIbHOCTH  LIEHTPOB  OOeCHeueHMs
KOMIIBIOTEPHOII 0€30IMacHOCTH» HMEeT IEIbI0 O3HAKOMUTh OOYyYarolerocss ¢ MHOPSIKOM
opraHu3anuu paboT B LEHTpax OOeCleYeHUs KOMIIBIOTEPHOM 0€30I1aCHOCTH, a TAaK)Ke MO3BOJIAET
npruoOpecTd OCHOBHBIE HABBIKM 1O pabOTe€ C TEXHUYECKUMHU CpEACTBAMH OOHApYXKEHHUA U
pearupoBaHus Ha MHIUAECHTHl THPOPMALMOHHON G€30M1aCHOCTH.

JucuuiuinHa obecrieunBaeT MpUOOpPETEHHE OCHOBHBIX 3HAHHWM, YMEHUH W HaBBHIKOB B
obmactu oOecrieyeHHss MH(POPMALMOHHONW O€30MacHOCTH, CHOCOOCTBYET OCBOEHHUIO IMPHUHIIUIIOB
KOPPEKTHOT'O IPUMEHEHHUSI COBPEMEHHBIX CPEACTB U METOAOB 3alIUThI HH(OpMaIK, OOHAPYKEHUS
Y pearupoBaHMsl Ha KOMITBIOTEPHBIC HHIIUICHTHI.

2. MecTo IMCUMILIMHBI B CTPYKTYpe 00pa30BaTeIbHOI MPOrpaMMbl
JlaHHAast TUCIUTUTMHA OTHOCHUTCS K 0053aTeIbHON YacTH 00pa30BaTeIbHOM IPOTPAMMEI.

Jiis ee ycnemHoro ocBOEHHs OOydarommecs: JOJDKHBI 00J1a1aTh 3HAHUAMHU ONEpPAllHOHHBIX
CUCTEM, BBIYMCIUTENbHBIX CETEH, a TAK)KE OCHOBHBIX METOJIOB MX 3aIUThI, UMETh 0A30BbIEC HABBIKU
10 aIMUHUCTPUPOBAHHUIO BBIYUCIIUTEIBHBIX CETCH U CPENICTB 3aIIUTHI HHPOPMAIIMK, B TOM YHUCIIC
OTIBITOM aIMUHUCTPUPOBAHUS CUCTEM KYPHATHPOBAHUSI.

s ycrenmHoro ocBoeHus TUCHUILTUHBI «Metopl CucTeMbl aBTOMATHU3ALMH 1€ TEIIbHOCTH
HEHTPOB 0OecreueHns] KOMITBIOTEPHOU 0€30MacHOCTHY €l JOJKHBI MPEAIIECTBOBATh CIEAYIOIINE
JTUCHUTITAHBI:

—  «OcHOBBI HH(POPMALIMOHHOM 0€30MaCHOCTHY;
—  «OmnepanmoHHbIE CUCTEMBIY;

— «be3omacHOCTH ONEepalMOHHBIX CUCTEMY;

— «KomMmmbroTepHbie ceTn»;

— «Certu u cucTeMsbl iepeiadyu HHOOpMAIUN Y,
— «be30macHOCTh KOMIBIOTEPHBIX CETEN».

Hucnumnmbaa  «CucTeMbl  aBTOMATH3allMM  JEATEIBHOCTH  LIEHTPOB  oOecredeHus
KOMIIBIOTEPHOU 0e3011aCHOCTH» SIBJISIETCS MPEALIECTBYIOIIEH JUTS IIPOXOXKICHUS
IIPOU3BOACTBEHHON U MPEIAUITIOMHON IIPAKTUKU U UTONOBOM I'OCYJapCTBEHHOMN aTTECTALINH.

3. [InanupyemMsblie pe3ybTaThl 00y4YeHUs] MO TUCIHUILIAHE, COOTHECEHHbIE C IUIAHNUPYeMbIMH
pe3yJbTaTaMu OCBOECHHS 00pa30BaTeIbHOI NPOrpaMMbl

[Tpouecc u3yueHus: AMCUUILIIMHBI HAIIpaBJieH Ha POPMHUPOBAHUE CIAEAYIOUIUX KOMIIETEHIIUH B
cootBercTBUM ¢ PI'OC BO, OOII BO 1 nmpuobperenus cieayromnx 3HaHuH, yMEHUH, HaBBIKOB U
(unu) ombITa AESITENLHOCTHU:



®opmupyemast HNuaukarop Ilepeyenn
KOMIIeTEeHIUA AOCTHKEHUS IUVIAHUPYEMBbIX Pe3yJIbTATOB 00y4YeHUs
(kox m KOMIIETeHIH U
(popmysiupoBka) (xox u popmyJIpoBKA)
Ob6menpodeccnoHaIbHbIE KOMIIETEH U

OIIK-11 Cnocoben
pa3pabartbIBaTh
TIOJTUTUKHU
0€30I1aCHOCTH,
TIOJIUTUKH YIIPABJICHUS
JOCTYIIOM U
nH(pOpPMaIMOHHBIMHU
MOTOKaMH B
KOMITBIOTEPHBIX
CHCTEMax C Y4eTOM
yrpo3 6e30macHoCTH
uHpopmanuu u
TpeOOBaHM 1O 3aIIUTE

N-OI1K-11.5 Cnocoben
pa3pabarbiBaTh
TIOJTUTHKH YIIPABIICHUS
MH(POPMAIIMOHHBIMH
MOTOKAMH B
KOMITBIOTEPHBIX
CHCTEMax C y4eTOM
yrpo3 6€30MacHOCTH
nHpOpMaLUK U
TpeOOBaHMII IO 3aIIUTE
nHpopmaruu

3Haer:

- TEPMUHOJIOTHIO B 00JIaCTH 3aIIUTHI
uH(pOpMaIlUK OT HECAHKITMOHUPOBAHHOTO
JIOCTYTIA;

- yrpo3bl 6€30MacHOCTH UHPOPMAIINH B
MH(POPMAIIMOHHBIX CHCTEMAX;

- COBPEMEHHbIE TEXHOJIOTUHU 3aLTUThHI
uHpopManuu B 00s1acTH 0OHAPYKEHHS U
pearupoBaHMsi HA MHIUACHTHI
nH(POPMAITMOHHON 0€301TaCHOCTH;
Ywmeer:

- pa3pabaTbIBaTh MOJUTHKH YIIPABICHUS
UH(GOPMaIMOHHBIMU TIOTOKAMU B
KOMITBIOTEPHBIX CHCTEMaX.

N-OI1K-11.6 Cnocoben
oOecrnieunBaTh KOHTPOJIb

YwMeer:
- YCTaHaBIIUBaTh, HACTPAUBATh,
TECTUPOBATh U OTJIAXKUBAThH MTPOTPAMMHBIE

uHpOopMann HH(pOPMaITMOHHBIX U IpOorpaMMHO-aNIapaTHbie CPeACTBa
ITOTOKOB B 3aIMThl HH(QOPMAIUU B 00J1acTH
KOMIThIOTEPHBIX OoOHapyKCHHS I pearnpoBaHUs Ha
cucTeMax WHIIMAIEHTH HHPOPMAIIMOHHON
0€30ITacHOCTH.
3Haer:

OIIK-16 Criocoben
TIPOBOJTUTH
MOHHUTOPHHT
paboTocrnocoOHOCTH U
aHau3

3¢ (HeKTUBHOCTH
CPEJICTB 3aIUThI
uHpopMaluu B
KOMITHIOTEPHBIX
CHCTEMaX U CeTsIX

HN- OIIK-16.4 Cnocoben
MPOBOJINTH aHAIIN3

3¢ (HEeKTUBHOCTHU CPEICTB
3aluThl HH(OpPMALIUY B
KOMITBIOTEPHBIX
CHCTEMax U CeTsX

- TpeboBaHUs K paboOTOCIIOCOOHOCTH U
HA/IKHOCTH CUCTEM 3alUTHI
nHpopmanuy B 001acTu 0OHAPYKEHUS U
pearupoBaHHs Ha HHITUACHTHI
MH(POPMALIMOHHOM 6€30MacHOCTH.

VYwmeer:

- IPOBOJUTH aHANU3 3P (HEKTUBHOCTH
CPEICTB 3alUThl THPOpPMAIUU B
KOMIIBIOTEPHBIX CUCTEMAX M CETAX

N-OIIK-16.5 Criocoben
aQHAJM3UPOBATH COOBITHUS
MH(pOPMAIIMOHHOM

0€e30I1aCHOCTH

Bnageer:
- HaBbIKaMU aHaJIu3a COOBITHIH
nH(}OpPMaIIMOHHON O€30MMaCHOCTH.

4. O0beM, CTPYKTYpA U co/iepKaHue UCHUTIIHHBI

OO01mas TpyA0eMKOCTh JUCIHTINHBI COCTaBIsAeT 3 3aueTHBIX enuHuI, 108 akas. gyacos.
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Brenenue. IIponecc
YIpaBICHHS
UHPOPMAITUOHHON
0e301MacHOCTHIO Ha
npeanpusatuu. Cucrema 3ananmi ans
1 |"PeAP ’ A 2 2 1 CaMOCTOSITEThHON
aHaJIM3a 3alUIIEHHOCTH U
paboThI
COOTBETCTBHSI CTaHAAPTAM
MaxPatrol 8: apxutexTypa,
CXeMa JIMIICH3UPOBAHUS,
PEXHUMBI pabOTHI
CriocoOBI BEISIBIICHUS
YS3BUMOCTEH METOJIOM 3ananus s
2 |PenTest. [IpaBuna A 2 2 2 CaMOCTOSITETbHON
0e301macHOT0 CKaHUPOBaHUS B paboThI
pexume PenTest
Brisiiienue ys3BumMocTeit
metogom Audit. OnpeneneHue
CETEeBOT'O TPAHCIIOPTA. 3amanus s
3 |[lpuBuneruu yueTHoit 3amucu | A 2 2 2 CaMOCTOSITETTLHON
JUTSI CKAHUPOBaHUS. AyIUT padoThI
Windows, Unix, Cisco u
CYB/]
OreHKa COOTBETCTBUS
TpeOOBaHUSIM CTAaHIAPTOB.
Ananrrarmus MaxPatrol 8 3ananns A
4 A 2 2 2 CaMOCTOSITEITLHOM
KOPIIOPAaTUBHBIM
paboTHI
TpeOoBaHUAM. YTIpaBlicHHE
CTaH/apTaM{ U IPOBEPKAMU
Coznanue oTuetoB. Tunsl u
napaMeTpsl 0T4eToB. JlocTaBka Sananus s
5 |oruetos. [Ipumenenne A 2 2 2 CaMOCTOSITEITEHOM
otueToB. OIIeHKa CTEIIEHU paboThI
ONACHOCTHU YS3BUMOCTEN
CkaHupoOBaHHE 110 Samanust s
6 |pacnucanuto. Cuenapun A 2 2 2 CaMOCTOSITETbHON
3arycka paboTHI
VYIpolieHHOe BHEAPEHNE
port /1P 3agaHus s
cucrembl SIEM Maxpatrol. .
7 A 2 2 2 CaMOCTOSITEIIbHOM
Haznauenwue cucremsr. Asset AGOTLL
Managment, Vulnerability P




Managment, SIEM.
KoMITOHEHTBI CHCTEMBI,
HaIpaBJICHUS Pa3BUTHS,
IMOTOKHU JTAHHBIX

Asset&Vulnerability

Management. Metpuku 3agaHus s
8 |CVSSv2, CVVSSv3. A 4 4 2 CaMOCTOATENBLHOMN
Konrexcrasle MeTpuku. bAY paboThI
OCTOK PO
Samanus mis
9 |[lomk30oBaTenu U poiau A 2 2 2 CaMOCTOSITEIILHOM
paboTHI
Samanus i
10 C60p u paGora ¢ cobbITHAMI, A 4 4 2 CaMOCTOSITEIILHOM
PDQL u TakcoHOMUS COOBITHS
paboTHI
Koppemsmm. O630p 3agaHus s
11 |cHCTEMHBIX MMPABHUII A 2 2 2 CaMOCTOSITEIbHON
KOppensauun paboThI
WHmaeHTs! 1 1ocTaBKa 3anam 1
12 o A 2 2 2 CaMOCTOSITETThHON
YBEIOMIICHUH
paboTHI
3agaHus ams
13 |CrarucTuKa U OTYETHI A 2 2 2 CaMOCTOSITEIILHOM
paboTHI
3amadust g
14 |XKypnans! u troubleshooting A 2 2 2 CaMOCTOSITETbHON
paboTHI
0,3 | 10,7 3auer
HUTOI'O 32 32 0,31 37,7

5. Oﬁpa3OBaTe.]'[bHLIe TEXHOJOI'Mu, B TOM 4YHCJI€ TEXHOJOIUuU IJICKTPOHHOIO Oﬁy‘leHI/Iﬂ H
AUCTAHIHUOHHbIC 06pa3OBaTe.111>H1)1e TEXHOJOTUH, HCHOJbB3YEMBIC IIPU OCYIIECCTBJICHUU
06p330B3T€J’IbHOFO nmpounecca mo JTMCuMIlinHe

B npouiecce 00yueHust HCMOIB3YIOTCS ClleAytole 00pa3oBaTelbHbIE TEXHOIOTHH:

BBoaHas jeknust — 1a€T IEpBOE LEIOCTHOE NPEACTABIEHUE O TUCLHUIUIMHE U OPUEHTUPYET
CTyJEHTa B CHUCTEME HM3y4eHHUs NaHHOW TUCHUIUIMHBI. CTYAEHTHl 3HAKOMATCS C Ha3HAYEHHUEM U
3aJauaMy Kypca, ero poJibl0 U MECTOM B CUCTEME YUEOHBIX TUCHMIUIMH U B CUCTEME MOATOTOBKHU B
nenoM. Jlaerca kpatkuil 0030p Kypca, M3J1aratoTcsl MepCreKTUBHBIE HANpPaBICHUs UCCIIEIOBAHUM.
Ha »Toli nexkuuu BBICKa3bIBAIOTCS METOJIMYECKHE M OpPraHU3alMOHHBIE OCOOCHHOCTH palboThl B
paMKax JaHHOW IMCLMIUIMHBI, a TaKXe JaeTcsl aHalIM3 PEKOMEHAYeMOW y4yeOHO-MEeTOINYEeCKOU
JUTEPATYPHI.

AxageMuyecKasi JieKIUsl (WIM JIEKIUs OOLIEro Kypca) — MOCIeI0BATEIbHOE U3JI0KEHUE
MaTepHaia, OCyIIeCTBIsIEMOe TPEUMYIIIECTBEHHO B BUJIE MOHOJIOTa Ipenojasareis. TpeGoBaHus K
aKaJeMUYECKON JIEKLIMU: COBPEMEHHBIN Hay4yHBI YpPOBEHb M HAacCbhIIEHHAas MH(POPMATHUBHOCTb,
yOeauTenbHas apryMeHTaIus, JOCTYIHAs U TOHATHAs peyb, YeTKask CTPYKTypa U JIOTHKA, HAJTM4Ke
APKUX MPUMEPOB, HAYYHBIX J10Ka3aTeIbCTB, 000CHOBaHUH, (PAKTOB.

IIpoGiaemMHass  JIeKnMA — U3JIO)KEHUE  MaTepualla,  [PEANOoJararolee  MOCTAHOBKY
pOOJIEMHBIX U AUCKYCCHOHHBIX BOIIPOCOB, OCBEIIEHUE PA3IMYHBIX HAYUHBIX [TOJIX0JI0B, aBTOPCKUE
KOMMEHTApUH, CBS3aHHBIE C Pa3IMYHBIMU MOJEISMU HMHTEPHpPETALUU H3Y4aeMOIro Marepuana.
[IpoGneMHasi JieKMsT HAuYWHAETCS C BOIPOCOB, C IOCTAHOBKU MPOOJIEMBbI, KOTOPYIO B XOJi€




U3JI0KEeHUs MaTepuasia HeoOXOAMMO pemuTh. B Jekuum coueTaroTcs MNpoOJeMHBIE U
nH(pOpManMoHHbIEe Havana. [Ipy 3ToM mporece Mo3HaHMsI CTYJICHTOB B COTPYIHHYECTBE U JIHAJTIOTE
C IpenojaBaTeneM MpUOIMKAEeTCsl K IOMCKOBOM, UCCIIEI0BATENILCKON esitenbHOCTH. ConepkaHue
npoOJIeMBbl PaCKPBIBACTCS ITyTEeM OPraHM3aIMM ITOMCKA €€ PELICHU WM CYMMHPOBAHUS U aHAIHM3a
TPaIUIIMOHHBIX U COBPEMEHHBIX TOUYEK 3PEHUSI.

JlaGopaTopHas pa6oTa — opranu3zanus yuyeOHoi padOThl ¢ pealbHBIMU MaTEePUATbHBIMHA U
UH(POPMALIMOHHBIMHA 00BEKTAMHU.

6. [lepeyeHb JHIEH3MOHHOT0 M (MJH) CBOOOJHO PACHPOCTPAHSIEMOI0 MPOrPAMMHOIO
ol0ecreyeHusi, HCIOJb3YyeMOr0 MpPH OCYHIECTBJEHHMH 00pa30BaTelbHOr0 Ipolecca 10
AUCHUILINHE

B Mponecce OCYICCTBICHUA 06pa3OBaT€J'IBHOFO mponecca UCIOJb3YHOTCS:

i1 (OpPMUPOBAaHUS MaTEpPHANIOB AJIS TEKYLIEro KOHTPOJS YCHEBAaeMOCTH U IPOBEIEHUS
POMEKYTOYHON aTTeCTallH, sl POPMUPOBAHUS METOJUIECKUX MAaTEPUAIIOB 110 TUCIUILIIHE:

— nporpammel Microsoft Office;
— wuzgarennsckas cucreMma LaTex;
— Adobe Acrobat Reader;

[P NPOBEIEHUHU IPAKTUYECKUX 3aHATHI UCII0NIb3YETCsl IPOrpaMMHOE 0OecIIeueHueE:!

— MaxPatrol kouduryparus Education;
— MaxPatrol Security Information and Event Management, kouduryparus Education.

7. IlepeyeHb cOBpeMeHHBIX TNPo(ecCHOHAJBbHBIX ©0a3 [JaHHBIX H HH(POPMALMOHHBIX
CIIPABOYHBIX CHCTEM, HCIOJIb3yeMbIX NPH OCYLIECTBJIEHUH 00Pa30BaTeJILHOIO Ipouecca 1o
AUCHHILIMHE (IPH He00X0AMMOCTH)

Jlnst morcka y4eOHoU auTeparypsl onodauoteku SApl'Y ucnonb3yercs aBTOMaTH3UpOBAHHAS
O6uOIMOTEeYHO-UHPOPMALIUOHHAS cucrema «BYKUN-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php.

8. [lepeyeHb  OCHOBHOII W  JOMOJHHUTEJIbHOW  Yy4yeOHOIl  JHUTepaTypbl, pecypcoB
NH(POPMALMOHHO-TEJIEKOMMYHUKAIIUOHHOH ceTHn «/HTepHer» (HpM HEOOXOAUMOCTH),
PEKOMEHYEeMBbIX /ISl 0CBOCHHS IHCUMILIHHbBI

a) OCHOBHAasl JIUTEpPaTypa

1. [Hanprun B. @®. 3ammra uH@OpManuu B KOMIBIOTEPHBIX cHucTeMax M cerax. / B. @.
[Tanbrun - M.: IMK Ilpecc, 2012. - 592 c.

2. Baykos, A. A. 3amura nadopmaiun : yuebHoe nocodue 1isg By3oB / A. A. BHyKoB. —
3-e¢ uzn., nepepad. u momn. — Mocksa : M3marensctBo FOpaiit, 2022. — 161 c. — (Bsicmiee
obOpazoBanue). — ISBN 978-5-534-07248-8. — Texkct : anexTpoHHbI // OOpa3oBarenbHas
matdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/490277 (nata o6pamenus: 06.02.2022).

0) AOMOJIHUTEIbHAS JIUTEepaTypa


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

1. MenbaukoB B. II. MudopmarmonHas Oe3omacHOCTh W 3ammTa WHOpMmaruu: yueo.
nocobue s By3oB. / B. II. MenbuukoB, C. A. KneiimenoB, A. M. Iletpakos; mox pea. C. A.
KneiimenoBa; YMO 1o yHHBEpCHUTET. MOJMTEXH. 00OpazoBaHHIO — 4-¢ W3I., crepeoTur. — M:
Axanmemus, 2009. — 331 c.

2. Meronuka oOneHKH yrpo3 Oe3omacHOCTH HH(popManuu. MeTOJMYecKui JTOKYMEHT.
Yrepxnen ®CTOK Poccun ot 5 despans 2021 r.

3. besonacHocTh HMH(POPMAIMOHHBIX TexHOJorui. Kpurepuu oreHkn 0e30macHOCTH
WH(OPMAIMOHHBIX TeXHOJIOTHH. PykoBoasmuii nokymenT. [Ipukas npencenarens ['ocTexkoMuccuu
Poccuu ot 19 mrous 2002 r. Ne 187.

4. Cepus crannaproB MCO 27000 «MapopManmoHHbIE TEXHOIOTHHA. MeTOo bl 00ecTieueHus
Oe3omacHOCTH. MEeHePKMEHT HH(POPMAIIMOHHOKN 0€301acHOCTH.

B) pecypcebl ceTH « UHTEpHeT) (IPH HEOOXOAUMOCTH)

https://bdu.fstec.ru/ — comepxuT cBefAeHHs 00 OCHOBHBIX Yrpo3ax O€30MacHOCTH
uHpOpMallUl M YA3BUMOCTSX, B IIEPBYI0 OYEpPEb, XapaKTEPHbIX Ui TOCYAapCTBEHHBIX
I/IH(l)OpMaLII/IOHHI)IX CUCTCM M aBTOMATU3HWPOBAHHBLIX CUCTEM YIPABJICHUA IMPOU3IBOACTBCHHBIMH U
TEXHOJIOTHYECKMMH MTPOLECCAMU KPUTHYECKH BAKHBIX OOBEKTOB.

https://attack.mitre.org/ — 3To oOmenocrymHas 0a3a 3HAHUN O TaKTUKAX WU METO/ax
(TexHMKax) MPOTUBHUKA, OCHOBaHHas Ha aHanmu3e peanbHbIX aTak. ba3a 3nanuit ATT&CK
UCIIONB3YETCSI B KAauyeCTBE OCHOBBI JJs pa3pabOTKH Mojeiell yrpo3 © METOJOJOTUH B
KOMMEPYECKOM CEKTOpE, B OPraHax rocyJapCTBEHHOMN BJIACTH, & TAKXKE MPU pa3pabOTKe MPOJTYKTOB
U YCIYT 110 3alIUTe UH(OpMALIUU.

9. MaTepl/IaJII)HO-TeXHI/I‘{eCKaH 6338, HeoOXoauMMan IJis OCYHIECTBJICHUSA 06pa3OBaTeJII)HOF0
nmpouecca nmo 1TMCumMIinHe

MarepuanbHo-TeXHHUYECKass 0a3a, HEOOXoauMas JJis OCYIIECTBIEHHsS 00pa30BaTEIHLHOTO
mpoliecca 1o AUCHUUTUIMHE BKIIIOUAeT B CBOM COCTaB CIielIUaTbHbIE TTOMEIICHHS:

— y4yeOHble ayJJUTOPHUH JIJIs POBEACHUS 3aHATHH JIEKIIMOHHOTO THUIIA;

— ydeOHbIE ayJAUTOPUU JUIsI TIPOBEACHHS J1abOpaTOpPHBIX pabOT, OCHAIEHHBIE CPEICTBAMHU
BBIYHMCIIUTEILHON TEXHHWKH, ¢ YCTaHOBJCHHBIM MPOrpaMMHBIM obecreuenuem MaxPatrol
koHpurypamus Education; MaxPatrol Security Information and Event Management,
koHpurypamus Education;

— y4yeOHbIe ayJUTOPHH ISl POBEICHHUS TPYMIOBLIX U UHANBUAYAIbHBIX KOHCYIbTAIIHA;

— y4yeOHbIe ayJUTOPHH JUIsl IPOBEICHUS TEKYIIETO0 KOHTPOJIS U MPOMEXKYTOUHOM aTTeCTalluy;

— TIOMELIEHUS JJIsl CAMOCTOSITENIbHOM paboTHI;

— TIOMEILIEHHS Uil XPaHEHUS U NMPOPHUIAKTUYECKOTO OOCITYKMBaHHUS TEXHHUYECKUX CPEICTB
00yJeHUsI.

[Tomemenust 11 CaMOCTOSITENIPHOM Pa0OThI OOYYAIOIIUXCS OCHAIIEHBI KOMIBIOTEPHON
TEXHUKOW C BO3MOXHOCTBIO MOAKIIOUeHUs K cetu «MHTepHeT» M olecnedyeHrneM JI0CTyma K
AIIEKTPOHHOM HH(popMaIoHHO-00pa3oBaTensHOU cpese AplY.

ABTOpP(BI):

Houent xadpenpst KbBuMMOMW, xaug. ¢pus.-mat. Hayk .M. Mypun


https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/2170-metodicheskij-dokument-utverzhden-fstek-rossii-5-fevralya-2021-g
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/2170-metodicheskij-dokument-utverzhden-fstek-rossii-5-fevralya-2021-g
https://bdu.fstec.ru/
https://attack.mitre.org/
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IIpunoxkenne Ne 1 k paGoueii mporpaMme M CUMIIIMHBI
«CHcTeMBbl ABTOMATH3ALHH AeATEJIbHOCTH LHEHTPOB o0ecreYeHnst
KOMIILIOTEPHO# 6€30I1aCHOCTH»

DoH/I OLIEHOYHBIX CPEICTB
JJIS1 IPOBe/IeHNUs] TEKYIIero KOHTPOJIsl YCIIeBAeMOCTH
U MIPOMEKYTOYHOM aATTEeCTAIUM CTY/IEeHTOB
0 AUCHMILIHHE

1. Tumnosele KOHTPOJIbHBIC 3aaHWs U UHBIC MaTCPpHAJIbI,
HCIIOJIB3YCMBIC B ITPOLCCCC TCKYIICTO KOHTPOJIA YCIICBACMOCTHU

JlabopaTopHbie paboThl

YcranoBka cuctembl MaxPatrol 8.

CkanupoBanue B pexxume PenTest.

CkanupoBanue B pexxume Audit.

O1eHKa COOTBETCTBUS TPEOOBAHHSIM CTaHIAPTOB.

I'enepariust 0TYETOB.

Co3nanue pacricaHus.

HNucramnsamus SIEM cuctemsl, mepBUYHas HACTPOKa KOMITOHEHT.
3amaun/mpodunn/aktuBel: OOHapy)XeHHE Y3JI0B B CETH, JKypHAJIbl areHra. [ pymnmsl
aktuBoB. Aymut Windows u Linux. Ha3HadeHHe KOHTEKCTHBIX METPHK TpPYIIIaM.
Tononorus.

[Tonb3oBarenu u poiu, UHPPACTPYKTYPHI.

Coop coowrtuit: WinEventLog, WMInotification. File via SSH. PDQL. I'pynnupoBka
coobiTuil. FileMonitor SMB. C6op co6biTuii no nporokoiy Syslog.

Koppensauuu u remepatopsl.

Pabota ¢ uHIUAEHTAaMM M TOYTOBBIMU YyBeloMieHusMU: Pabora ¢ aBTOMaTrnyecku
CO3JIaHHBIM HHIUACHTOM. CaMOCTOSATENBHOE CO3/IaHNE HHITUICHTA.

Cratuctuka u otuetsl: Ctatuctuka. [loctpoeHne oT4eToB.

Troubleshooting. XXypuansusie daiinbl. Kinent k 0a3e nannbix elasticsearch.

3anaHus 1S CAMOCTOSATEJILHOM PaGoThI

3amaHus A7 CaMOCTOSITENbHOW pabOThI COCTOST B CaMOCTOSITENILHOM TOBTOPEHHH
M3YYEHHOT0 MaTepuasa u B 10paboTKe J1ab0opaTOPHBIX paboT, BHINOIHEHNE KOTOPhIX HAUYMHAETCS B
ayJTUTOPUH.

2. Crmcok BOIIPOCOB U (I/IHI/I) 3aJIaHuM 1S IMPOBCACHUA HpOMC)KyTO‘{HOﬁ aTTeCTalnuu

CnHcok BONPOCOB K 3a4eTy:

IIpouecc ynpasnenus b Ha npennpustuu.

Cucrema aHanm3a 3alllMIIEHHOCTH U COOTBETCTBUS cTaHaapTam MaxPatrol 8: apxurekrypa.
Cucrema aHann3a 3allUIIEHHOCTH M COOTBETCTBHs craHaapram MaxPatrol 8: pexumsl
paboTHI.



&

CriocoOb!I BBISIBICHUS yA3BUMOCTeN MeToioM PenTest.

[IpaBuna 6e30omacHOro ckaHupoBaHus B pexxume PenTest.

6. BwiaBnenue ys3BumocTet wMerogom  Audit. OnpeneneHue CeTEBOrO  TPAHCIOPTA.

[TpuBMIIeruy y4eTHOM 3aMUCH JJIsl CKAHUPOBAHUSI.

Aymat Windows, Unix, Cisco u CYB/I.

8. OueHka CcOOTBETCTBUS TpeOOBAaHUSM CTaHAAPTOB. YIpaBleHWE CTaHIApTaMH U
POBEPKaMHU.

9. Apanramus MaxPatrol 8 k KopriopaTHBHBIM TPeOOBAHUSM.

10. Co3nanue orderoB. Tumbsl W mapamerpbl oTderoB. JlocTaBka oTdeToB. IIpumeHenue
otueToB. OlleHKa CTENEHH ONAaCHOCTH YSA3BUMOCTEH.

11. CxanupoBanue no pacnucanuto. ClieHapuu 3amycka.

12. Yapomennoe BHeapeHnue cucreMbl SIEM Maxpatrol.

13. Ha3nauenue cucrembl SIEM Maxpatrol. Asset Managment, Vulnerability Managment,
SIEM.

14. KOMITOHEHTBI CHCTEMBI, HAIIPABJICHUS PA3BUTHS, IIOTOKHU JTaHHBIX.

15. Asset&Vulnerability Management. Merpuku CVSSv2, CVSSva3.

16. Asset&Vulnerability Management. Konrtekcthbie metpuku. /1Y ®CTIK PO.

17. Tlonb3oBaTenu u posu

18. Coop u pabdota ¢ coobrtusimu. PDQL 1 TakcOHOMUS COOBITHS.

19. Koppensuu. O030p CUCTEMHBIX MPABUIT KOPPEISALUH.

20. IHOMIeHTHI ¥ TOCTaBKa YBEIOMIICHUN.

21. CtaTHCTHKA U OTYETHI.

22. Kypnansl u troubleshooting.

o

~

HpaBmIa BBICTABJICHHUA OLICHKHA HA 3a4€TeE.

B mpouecce 3aduera TpeOyercs OTBETUTh HAa OJMH W3 NMPHUBEACHHBIX BbIlle BompocoB. Ha
IIOArOTOBKY K OTBETY JIa€TCsl HE MEHee | akaleMHU4ecKoro yaca.

Ilo utoram 3adeTa BBICTABIISICTCS OJJHa M3 OLCHOK: «3a4YTCHO», «HEC 3a4YTCHO)».

Onenka «3a4yTeHO» BBICTABISIETCS CTYACHTY, KOTOpPBIA JEMOHCTPUPYET BIaJCHUE
CoJIep’)KaHUEM MaTepuajia; yMEeT CBS3bIBATh TCOPHIO C MPAKTHKOW. B 0TBeTe MOTYT JOITyCKaThCS
OTJIeIbHBIE HETOUYHOCTH (HECYIIECTBEHHBIE OIIMOKH), KOTOPbIE MCIPABISIOTCS CaMUM CTYACHTOM
nocie JOTOJHUTENBHBIX W (MJIM) YTOYHSIIOINIMX BOMPOCOB dK3amMeHaTopa. Ha yacTh
JOTIOTHUTETIBHBIX BOIMPOCOB CTYACHT MOXXET HE JaTh OTBET WJIM JaTh HEBEpPHBIA OTBET.
OO0s3aTeNbHBIM YCIOBUEM JJIs BBICTABIICHUS OLIEHKH «3a4TeHO» SABIISETCS YCIEIIHAs 3allliTa BCEX
1abopaTOPHBIX padoT.

Ouenka «He 3a4TeH0» BBICTABIISIETCS CTYIAEHTY, KOTOPBI JEMOHCTPUPYET Pa3pO3HEHHBIE,
OeccrucTeMHble 3HaHUS; OECHOPSAIOYHO M HEYBEPEHHO H3JIaraeT MaTepuai; HE YMEET BbLIEIATh
IJIABHOE M BTOPOCTEIIEHHOE, HE YMEET COCAUHATH TEOPETHYECKUE IIOJIOKEHHUS C IPAKTUKOW;
JOTyCKaeT TpyOble OWIMOKUM TpU ONpPENECICHUU TMOHITHM, BCIEACTBUE HEMOHUMAaHMUS HX
CYIIECTBEHHBIX M HECYIIECTBEHHBIX NPHU3HAKOB M CBS3€W; JACT HEIOJIHbIE OTBETHI, JIOTMKA H
IIOCJIEIOBATEIbHOCTh ~ M3JI0KEHHS KOTOPBIX HMEKOT CYLIECTBEHHBIE W  IPUHIUIUAIbHBIC
HapyleHNs, B OTBETaX OTCYTCTBYIOT BBIBOJBIL. /JIOMONHWUTENBHBIE M YTOYHSIOIIHAE BOIPOCHI
9K3aMEHaToOpa HE MPHUBOJAT K KOPPEKLIMHM OTBETOB CTyaeHTa. Ha OCHOBHyK d4acThb
JIOTIOJIHUTEIIbHBIX BOIIPOCOB CTYACHT 3aTPYAHSAETCS JaTh OTBET WM 1a€T HEBEPHBIE OTBETHI.

OI.[CHKa «He 3auTeHO» BBICTABIISICTCS TAKXKE CTYACHTY, KOTOpHﬁ B34J1 6I/IJ'ICT, HO OTKa3aJICA
JaTh HAa HETrO OTBCT.



IIpuniaoxenne Ne 2 k paGoyeii nporpamMme JMCIHIIJIMHbBI
«CucreMbl aBTOMATH3ALHH JeATEIbHOCTH HEHTPOB o0ecreYeHnst
KOMIIbIOTEPHOM 0€30I1aCHOCTH»

MeToauuyecKue YKa3aHUuA IJI CTYACHTOB 110 OCBOCHHUIO JUCIHUIIJINHBI

VY4eOHBIM IJJAHOM Ha M3YYCHHUE TUCHHILTHHBI « CHCTEMbI aBTOMATH3AINH JACITEIIBHOCTH
[IEHTPOB OO0ECTICUCHUs] KOMIBIOTEPHON OE€30MacHOCTH» OTBOJUTCS OAWH CEMECTp, II0
3aBEpIIEHNH KOTOPOTO B KauyeCTBE HMTOTOBOIO KOHTPOJIS MPEAyCMOTpeH 3adeT. B mpouecce
W3YYCHUS JUCIUILTUHBI TPOBOAATCS JICKIIMOHHBIC 3aHITHS W BBIMOIHSIOTCS JIaDopaTOpHBIC
paboTHI.

JUIs yCHEUIHOrO OCBOEHUS JUCHMIUIMHBI Ba)KHO, 4YTOObI OOy4aroIIMHCS —yIEIHi
0COOEHHOE€ BHUMAaHME BBINOJIHEHUIO J1a0OpaTOpHBIX paboT. Teopernyeckre OCHOBBI,
HE00XO0AUMBIE /7S BBIIOJIHEHUS 3TUX paboT, MOAPOOHO pa3dUparoTCs Ha JICKIIMOHHBIX 3aHSITUSAX.
OcHOBHas 11eJb BBINOJIHEHHS JIAOOPATOPHBIX pabOT — JaTh OOYyYaroLIMMCs IPEJCTaBIECHUE O
IPUMEHEHUH COBPEMEHHBIX CpEICTB OOHAapyXeHMs M pearupoBaHHs Ha HMHLUAEHTHI
UH(POPMALIMOHHOM 0e30MacHOCTH Ha IMpakTUke. /Ui yCHenHoro BBITOJHEHUs J1aOOpaTOPHBIX
paboT HEOOXOIUMO 3HATh U MIOHUMATh JIEKUMOHHBIA MaTepuai. [loaTomy B mporecce U3ydeHus
JUCLUIUINHBI PEKOMEHYETCS PETYJIIPHOE TOBTOPEHUE MPOUIEHHOIO JIEKIIMOHHOIO MaTepuaa,
4yeMy CHOCOOCTBYIOT pEryJsipHbIe 3aJaHusi JUIsl CaMOCTOATENbHOM paboTel. Marepuan,
3aKOHCIIEKTHPOBAaHHBIA Ha JIEKIUSAX, HE0OXOAMMO JoMa elle pa3 mnpopadaThiBaTh U IpHU
HEO0OXOUMOCTH JOIOJIHATh MH(pOpMalued, MOIy4eHHOM Ha KOHCYJIbTALMSX, J1a00paTOPHBIX
3aHATHUSAX U U3 YUeOHOH TUTepaTyphbl.

B kauecTBe 3amaHuil A1 CAMOCTOSITETIHHON pa0dOTHI JoMa O0YJarOIIUMCSI MpeIaracTcs
nopaboTaTh 3aJaHusl TaO0PATOPHBIX PabOT, BHITOIHEHUE KOTOPBIX HAYMHAETCS B Ay IUTOPHUHU.

ITo oxoHuUaHMIO ceMecTpa W3Yy4eHHUs AMCLUUIUIMHBI OOydaromuecss CAAlT 3auyeT. 3aueT
INPUHUMAETCS IO OMIeTaM, Kax bl U3 KOTOPBIX BKIJIIOYAET B ce€0sl OAMH TEOPETUYECKUI BOTIPOC.
Ha camocrosiTenbHyt0 TOATOTOBKY K 3a4€Ty BBIIAENSIETCS 2 JTHS.

OneIT mpenogaBaHusl TUCHUIUIMHBI «CHCTEMbl aBTOMAaTU3alUU AESTEIbHOCTU LEHTPOB
o0ecrieyeHHss KOMIIBIOTEPHOM  0O€30IaCHOCTU» TOBOPUT O BBICOKOM  CIIOXKHOCTU €€
CaMOCTOSITENIbHOTO U3Y4YEHHUs Ul 00y4aroLIerocs B IEPBYIO OYepelb BBUAY JOCTATOUHO Y3KOIO
BbIOOpa y4eOHOI nMTepaTypbl Ha PYCCKOM f3bIKE, a TAaKKe BBUAY TOrO, YTO JUCHUIUIMHA
ABJIIETCS  TOCTATOYHO HOBOM. [I3naraeMmbli Ha JIEKUMSAX MaTepuall 4acTo  SIBISAETCS
HETPUBUAIIBHBIM U OTPAXKAeT Pe3ysIbTaThl MIPAKTHUECKUX pa3pabOTOK MOCIETHUX TPEX-TIATH JIeT.
[ToaTomy nocenieHne Bcex ayTUTOPHBIX 3aHATHUI SIBIISETCS 0043aTEIbHBIM.
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