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1. I{esiu OCBOECHUSA TMCHUTNIUHBI

Henbro qucuumumHbl «OCHOBBI IIOCTPOCHUS 3AIIUIIEHHBIX 0a3 JaHHBIX) SBIISAETCS 00ydYeHue
CTYIEHTOB NpHUHIMIAM oOecreueHusi 0Oe30macHOCTH HMHGPOpMAIMM B aBTOMATHU3HPOBAHHBIX
uHpopmannonubix cucremax (AMC), ocHOBY KOTOpBIX cOCTaBisiOT 0a3bl naHHbIX (B/l), HaBbIKamM
paboThI CO BCTPOCHHBIMH B CUCTEMBI yrpaBieHus 6azamu nanueix (CYBJl) cpencTtBaMu 3aiiuThl.

3ana4uu JUCUUIUIMHBIL

- MPUOOPETEHHE CUCTEMHOTO MOX0/a K mpobieme 3amuThl nHpopmanmu B CYB/;

- U3y4yeHue Mozeneil 1 Mmexanu3MoB 3auTsl B CYB/];

- IpUOOpETeHNEe MPAKTUUECKHUX HABBIKOB OpraHu3auu 3amuthl b/1.

JlaHHBIN Kypc, MO3BOJSET IYTEM H3YYEHHUS YSI3BUMOCTEH HH(POPMAIIMOHHBIX CHCTEM H
oco0eHHOoCTel obecrieueHnst 0€30MacHOCTH 0a3 TaHHBIX, BHIPA0OTATh Y CTYJIEHTOB YOEKIEHHOCTh B
HEOOXOIMMOCTH MPHHATHUS aIeKBATHBIX yrpo3aM 0€30MacHOCTH MEp 3alUThl POCCUICKIX 00bEKTOB
nH(pOpMaTU3alUY, IPEJOCTABISAET JOCTATOUHbIE 3HAHUS U HAaBBIKU, TpeOyeMble ISl 3TOTO.

2. MecTo TMCHUIIMHBI B CTPYKTYpe 00pa30BaTe/ibHOI MPOrpaMMbl

JucuuiuinHa «OCHOBBI HOCTPOCHMS 3allMIIEHHBIX 0a3 JaHHBIX» OTHOCHUTCS K YHUCIY
JHUCIUIIINH 0a30BOM YyacTH MPOoheCcCHOHATBFHOTO IIUKIIA.

JUis yCIeIIHOr0 YCBOEHHs JAHHOM IUCIMIIMHBI HEOOXOOUMO, YTOOBI CTYIEHT BIajen
3HAHUSIMH, YMEHUSIMH U HaBBIKaMH, C(OOPMUPOBAHHBIMH B IIPOIECCE U3YyUESHHSI TUCIUATUINH:

«MHpopmatuka» - paboTa ¢ IPOrpaMMHBIMU CPEJCTBAMHU OOILEro Ha3HAYCHMUS,;

«SI3BIKM ITPOrpaMMUPOBAHUS» - 3HAHUE OJHOTO M3 S3BIKOB IPOrPAMMMPOBAHUS BBICOKOTO
YPOBHS;

«OcHOBBI HMH(OPMAIMOHHOK 0€30IacHOCTH» - 3HAaHWE OCHOBHBIX YIpo3 O€301acHOCTH
UHGOPMALIUU ¥ MOJIEIHM HApYLIUTENS B KOMIBIOTEPHON CUCTEME;

«TeopeTndyeckre OCHOBBI KOMIIBIOTEPHON 0OE30MaCHOCTHY - 3HaHHE (HOPMAIBHBIX MOJENEH
0€30I1aCHOCTH; IMOJIMTHK O€30IacHOCTH; 3HAHWE KPUTEPUH M KIJIACCOB 3ALIUILEHHOCTH CPEJCTB
BBIYUCIIUTENILHONW TEXHUKH U aBTOMATU3UPOBAHHBIX HH(POPMAIIMOHHBIX CHCTEM; 3HAHNE CTAaH/IapPTOB
10 OLIEHKE 3aIIMILECHHBIX CUCTEM; YMEHHUE UCCIIEN0BAHNS KOPPEKTHOCTU CUCTEM 3alIUThI; BJIaJAETh
METO10JI0THEN 00CIeI0OBaHUS U TPOEKTUPOBAHMS 3aILIUTHI;

«Kpunrorpadguueckue MeToAbl 3alIUThl HHMOPMAIIUK» - 3HAHWE MPUHLUIIOB ITOCTPOEHUS
KpUNTOrpaUueckux alropuTMOB C CHMMETPUYHBIMM M HECUMMETPHUYHBIMH  KIIIOYaMU;

IIPOrpaMMHBIE peanusanuu 1 dpos; 3HaHHE KpHUITOrpadguyeckux IIPOTOKOJIOB;
KpunTtorpaguueckux Xem-QyHKIUN, 3JIEKTPOHHON IU(GPOBON MOANUCH; KPUIITOrpapruuecKUx
CTaH/apTOB;

«OCHOBBI TIOCTPOCHHUSI 3AUTUIICHHBIX KOMITBIOTEPHBIX CETEH» - 3HAHWE MPHUHIUIIOB U
OCOOCHHOCTEl  OpraHuM3alMyd 3alluThl  HMH()OPMAIMOHHBIX CHUCTEM CpEACTBAMHU  CETEBOI
0€30I1aCHOCTH;

«3ammura B ONMEpalMoOHHBIX CUCTEMaX» - 3HaHWE MPUHIIUIIOB U OCOOEHHOCTEH OpraHu3aluu
3aIUTHl UHOOPMAITMOHHBIX CUCTEM CPEICTBAMU 3aIUTHI ONIEPAIMOHHBIX CUCTEM;

«Cuctembl ymnpaBieHusi 0a3aMy JaHHBIX» - 3HaHHE OOIIMX MPHUHIMIIOB MOCTpOeHUs 0a3
JIAaHHBIX; 3HaHHE 0COOCHHOCTEH CPECTB ymnpaBieHUs B peanu3anusx peisinoHHsix CYB/], 3nHanue
mpo0JieM ONMTUMM3AINH JOCTYyMa K 0a3aM JaHHbIX;

JucrtunnmHa «OCHOBBI TOCTPOSHUS 3aIUIIIEHHBIX 0a3 JAHHBIX)» UCIIONB3YIOTCS CTYACHTaAMHU
npu pa3paboTKe KypCOBBIX U AUIMIJIOMHBIX PaboT.



3. Ilmanupyemble pe3yJbTaThl 00y4eHHUs MO JUCHHUILINHE, COOTHECEHHBbIE ¢ MUIAHNUPYEMBIMH
pe3yJbTaTaMM 0CBOEHHsI 00Pa30BaTeJIbHOM MPOrpaMMBbI

IIponecc n3yueHust IUCUMIUIMHBI HAIIPaBJeH Ha (JOPMUPOBAHUE CIEIYIOUINX KOMIIETEHIIUN
B cootBercTBHH ¢ PT'OC BO, OOII BO 1 npuodpereHue ciaenyomux 3HaHui, yMEeHUH, HaBBIKOB U

(vin) ombITa NEATETHLHOCTH:

TEHAEHUUNA pa3BUTHUS METOJIOB

3am|Tel  WHQOpMANUU B
OleparuoHHbIX cHcTeMax,
KOMITBIOTEPHBIX ~ CETSIX W

CUCTEMax yIpaBJICHUs Oa3zaMu
JAaHHBIX, a TaKXe€ METOJOB U
CPEICTB 3aIuUThl HH(OPMAITUH
OT YTCYKU II0 TCXHHUYCCKHUM
KaHajlaM, CEeTel Hu CHCTEeM
nepenayn nHGOPMAIHH.

nHpopmanuu B
OTIEepaIMOHHBIX
CUCTEMaX,
KOMITBIOTEPHBIX
CETSIX U CUCTEMAax
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JIAHHBIX, a TaKXkKe
METOJIOB U CPE/ICTB
3aIUTHI
nHpopmanuu oT
YTEUKH 10
TEXHUYECKUM
KaHajam, ceTel u
CHUCTEM Iepeiayu
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ynpasjicHus 0a3aMH JaHHBIX B
COOTBETCTBHH C TPEOOBAHUAMU
1o 3ammuTe uHpopManuu.

LEJIOCTHOCTH
nHpopMaIum.

YMeTh TOJB30BAThCS CPEACTBAMH  SI3BIKOB
POrpaMMUPOBAHHUS JUISt peanuzanuu
COXpPaHEHUs LIEIOCTHOCTU AaHHbIX B b/I.
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Conepxanue pa3aeiaoB JUCIHUILINHBI.

Tema 1. Teopernueckue ocHoBbI Oe3onacHocT B CYB/]




1.1. Yrpossl 6ezomacHoctu B/I: obmme u cniertuduunsie. [Tonsrue 6e3onacnoctu B/, TpeboBanus
6e3onacunoctu b/1. llenoctaocts B/I. Aynur.

1.2. CpencrBa obecrieuenus 3ammutbl nHGopManuu B CYBJl u MHOrOypoBHEBasi 3amuTa. THITBI
KOHTpOJIeH 6€30MacHOCTH: OTOKOBBIN, KOHTPOJIb BBIBOJIA, KOHTPOJIb IOCTYyIHA.

1.3. Iomutuka 6e3onacuoctu B CYB/I. [lonarue nonutuku 6e3omacHocTH. CYIIHOCTD MOJUTHKA
oesomacHoctu. llenu ¢dopmanuzanumum noaUTUKM  Oe3omacHOCTH. [IpuHIMIBI  MOCTpOEHUs
3amuIeHHbIX cucreM. Mognenu 6e3onacHoctn B CYBJl. Jluckpeunonnas (u3buparenbHas) u
MaHAaTHas (MOJIHOMOYHas) Mojenu Oe3omacHoctd. Kitaccubpukanus wmojeneid.  AcCHEKTbI
uccienoBanusi Mozenei Oe3omacHoctr. OCOOEHHOCTH TPUMEHEHHS Mojeleii 0e30macHOCTH B
CYBA. Monenn RBAC. Mannatueie monenu: BellLaPadula, Biba. CYB]/] ¢ MHOrOypoBHEBOM
cekperHocThio (MLS).

1.4. Ponp moJIOKEHUI HAIIMOHAJIBHBIX CTaHIAPTOB ceMelicTBa «OOIMe KpUTEpUU AOBEpUS U
oe3omacHoctrn uHpopmanmoHHbx cucrem» ('OCT P MCO/M3BK 15408-2012-1, TOCT P
NCO/MDBK 15408-2013-2, TOCT P UCO/MBK 15408-2013-3) u I'OCTa P UCO/MDK 18045-2012
«MeTono0rus OLEHKH 0€30MacHOCTH MH(POPMALMOHHBIX TEXHOJIOTUI JJIsl aHAJIM3a MPOEKTHBIX
pelieHuit moacucTeM nHGOPMaLMOHHON 6e30MmacHOCTH 0a3 JaHHBIX U 00eCeueHus 3alIUIIEHHOCTH
KOMIIBIOTEPHBIX CHCTEM B LIEJIOM.

Tema 2. Mexanusmbl o0ecniedeHust neaoctnoctu CYb /]

2.1. Yrpo3ssl nenoctaoctu CYB/. OcHOBHBIE BUIBI U IPUYUHBI BOSHUKHOBEHHUS YTPO3 IETOCTHOCTH.
CnocoObl MPOTUBOACHCTBHSL.

2.2. Tlonstue tpanzakiuu. Dukcanus tpanzakuuu. [IpoxpyTku Bmepen u Hazaa. KoHTposbHas
touka. Otkar. TpaH3akuuMuM Kak CpeICTBO H30JMPOBAHHOCTU TNoib3oBaTeneld. Cepuamuzanus
TpaH3akuuid. MeTopl cepuanu3anuy TpaH3akuuid. baokupoBku. Pexxumel 6nokupoBanus. [Ipasuiia
coriacoBaHus OJIOKUPOBOK. JIByX(a3HbIil MPOTOKOJ CHHXPOHU3AIMOHHBIX OJIOKUPOBOK.

2.3. TynukoBble cHUTyallud, HUX paclio3HaBaHue U paspyuieHue. CcplUioyHas LEIOCTHOCTb.
JexnapaTuBHas U polieypHas CChIIOYHBIE 1IeT0cTHOCTH. BHemnu kimou. CriocoOsl moaaep kanus
ccpu1oyHOM 1ennoctHocTH. [IpaBuna (Tpurrepst). Llenu ucnonb3oBanus npasui. CriocoObl 3agaHus,
MOMEHTHI BbINIOJIHEeHUsA. COOBITHITHAS peain3alysl MpaBuil 0€301aCHOCTH.

Tema 3. Mexanusmsbl o0ecnieyeHusi KoHpuaeHHuaIbHOCTH B CYB/]

3.1. Knaccudpukanus yrpo3z koHpuaenuuansHoctd CYBJI. ITpuuuHbl, BUIBI, OCHOBHBIE METOJIbI
HapylIeHus KOH(QUACHIHMAIbHOCTU. Tunbl yTeuku KoHpuneHuumanbHoil mHpopmauuu u3z CYB/,
qacTuyHOoe pasmiameHue. COOTHOIIEHUE 3alUIIEHHOCTH WM JOCTYNHOCTH JaHHBIX. [lomyuenue
HECaHKIIMOHMPOBAHHOI'O IOCTyNa K KOH(UICHIIMATBbHON NH(POPMAIIUH ITyTEM JIOTUYECKUX BBIBOJIOB.
Metoabl TPOTUBOAEHCTBUS.

3.2. Ponp monoxenuit HanmoHanbHbIX cTaHmaptoB [OCT P MCO/MDBK 56545-2015 «3amura
uHpopManuu. ¥YS3BUMOCTh HH(pOopMamoHHbIX cucteM. [IpaBuina onucanus yszsumocteit», FOCT P
NCO/MDBK 56546-2015 «3Bammurta uHOpMalLUU. YA3BUMOCTh HHMOPMAIIMOHHBIX CHCTEM.
Knaccugukarus ys3suMoctelt MHQOPMAIIMOHHBIX CUCTEM» U (hefiepalibHOro OaHKa JaHHBIX yrpo3
O6e3zonacuHocTt, Bemymerocss Ha caiite OCTOK Poccum B pasnmene «TexHudeckas 3amura
unpopmauum» (https://bdu.fstec.ru) B naentupukamuu yrpo3 0€30mMacHOCTH HMHPOPMALUOHHBIX
CHUCTEM.

3.3. CpencrBa uaeHTUGUKAIMU U ayTeHTU(PUKanuu. O6mue cBegeHus. MeToipl ayTeHTU(UKAUU
nosb3oBarenet CYBJl. CoBMecTHOE NMpUMEHEHHE CPEACTB MJIEHTU(UKALMU W ayTeHTU(UKALNH,
BcTpoeHHbIX B CYB/[ u B OC. [IpenmMyiiecTBa 1 HEJOCTATKH BCTPOSHHBIX CPEACTB ayTEHTHU(PHUKAIMH.
Buemnss u ckBo3Has ayrentudukanus. Texaomorus Single-Sign-On (SSO).

3.4. CpencrBa ympaBieHus AOCTYnoM. OCHOBHBIE TOHSTHS: CYOBEKTHI M OOBEKTHI, TPYIIIIHI
MOJIb30BaTENe, NPHUBWIETHMHM, pOJIM W TNPEACTaBI€HUA. Buabsl NpHUBWIETHI: NPUBUIETUN
6e3omacHOCTH W jaoctyna. Mcnonb3oBanue poieil n npuBmieruii nons3opareneid. CooTHOIIEHHE
npaB gocryna, onpenenseMbrx OC u CYB]/I. Metku 6e3onacHoctr. Vcnonp3oBanne mpeacTaBIeHAA
s obecrieyeHus KoHuaeHMambHOCTH uHpopmanuu B CYBJl. MexaHu3MBl TIIATEIHHOTO
KOHTPOJISI IOCTYTIA.



3.5. Ayaut ¥ noaoT4eTHOCTh. I100TYETHOCTH AEMCTBMI IOJIB30BATENS U AyIUT CBSA3AHHBIX C
0e30macHOCThI0O  cOOBITHH. Perucrpamust nelicTBuii  Monb30oBaTes. YmpaBieHHe HaboOpoM
PETUCTPUPYEMBIX COOBITHI. AHAN3 PErHCTPALIMOHHON HH(POPMALIHH.

3.6. Kpunrorpapuueckue meroabl 3ammTbl 0a3  gaHHBIX. (OCOOEHHOCTH  NPUMEHEHUS
Kpunrorpaguueckux MeTonoB. IIpozpaunHoe mmdpoBanne M mHPpPOBaHHE MO TPEOOBAHHUIO.
OcobenHocTH xpaHeHUs KitoueBoi nHdopmaruu B b/I.

3.7. Pomp monoxenuiét HanuoHambHBIX craHgaproB ['OCT P HMCO/MBK 53113-1-2008
«MHpopmaloHHbIe TEXHOJIOTUH. 3alIiTa UH(POPMALIMOHHBIX TEXHOJIIOTUN U aBTOMATU3UPOBAHHBIX
CHCTEM OT YIrpo3 MH(OPMAIIMOHHON 0€30MacHOCTH, peaTu3yeMbIX C MOMOIIBIO CKPBITHIX KaHAJIOB.
Yacts 1. O6mue nonoxerus», [OCT P MCO/MDBK 53113-2-2009 «MudopmManimoHHbIE TEXHOJIOTHH.
3ammra MHQOPMALMOHHBIX  TEXHOJIOTMH H  AaBTOMAaTH3UPOBAaHHBIX CHCTEM OT  YIpo3
WH(GOPMALMOHHON 0€30MacHOCTH, pealM3yeMbIX C TIOMOIIBIO CKPBITBIX KaHanoB. Yacte 2.
Pexomennaruu no 3amure nHbopManuu, HHHOPMAITMOHHBIX TEXHOJIOTHHA M aBTOMAaTH3UPOBAaHHBIX
CUCTEM OT yrpo3 HH(HOPMALMOHHON 0€30MaCHOCTH, PEATU3yEeMbIX C MOMOIIBIO CKPBITHIX KAaHAJIOB» U
PykoBonsamero noxkymenta @CTOK Poccun «3amura OT HECAaHKIMOHMPOBAHHOIO JOCTYyINA K
uHpopmanuu Yacts 1. [Iporpammuoe obecrnieuenue cpecTs 3amuThl HHGopMmaruu. Knaccudukarus
[0 YPOBHIO KOHTPOJS OTCYTCTBUSI HE JEKJIIAPUPOBAHHBIX BO3MOXKHOCTEH» IJIs1 0OecreyeHus
3alUIIEHHOCTH KOMITBIOTEPHBIX CHCTEM C 0a3aMM JaHHBIX OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA.
Tema 4. MexaHu3MBbl, 0/I1€P;KUBAIOIIHE BHICOKYIO TOTOBHOCTD

4.1. CpenctBa, MOAAEP>KUBAIOIINE BHICOKYIO TOTOBHOCTh. ATIapaTHasi U MPOrpaMMHas MOAIEPKKH.
Krnacrepnast opranuzanusi cepepoB 0a3 manubix. [lapamerpsr Hactpoiiku CYBJl. CoxpaHenue u
BoccraHoBienne bJ[. OmnepaTuBHOE aAMHHHCTPHUpPOBAaHUE. 3aJayd, CpEICTBA M  PEKHUMbI
aJMUHHCTPUPOBAHUSI.

4.2. Mounutopunr cepepoB CVYBJl. ®yukumonanbHas HacbluleHHOCTh CYBJ[. ®opwmsl
U30BITOYHOCTH.  AmmapaTHas  U30BITOYHOCTh.  M30BITOYHOCTH  daHHBIX.  [IporpamMmmuoe
3epKajJupoBaHue. TUpa)KupOBaHUE JAHHbIX.

Tema 5. 3amuTa JaHHBIX B pacnpeaeJeHHbIX CHCTeMax

5.1. Pacnipenenennbie BRIUMCIUTENbHBIE cpeibl. Pactipenenennas o6padoTka nHdopMaluu B cpee
KIMeHT-cepBep. Pacnpenenennele 0a3bl  naHHbIX B ceTsax OBM. VYrpossl 0e3onacHocTu
pactipeneneHHblx CYBJl. Yrpo3sl JOCTYIHOCTH, LEIOCTHOCTH M KOH(UAECHIIUAIBHOCTH JIaHHBIX.
MexaHn3Mbl IPOTUBOIECHCTBHS.

5.2. PacnpenenenHas oOpaGoTka naHHbIX. [loHATHE pacmpeneneHHOM TpaH3akuuu. Mojaenb
00paboTku TpaH3akuuii. MoHUTOpHEl 00pabOTKN TpaH3akuui. [IpoTokombl (pUKCcaMK TpaH3aKLUH.
TupaxupoBanue naHHbIX. O030p CpeACTB THPAKUPOBAHUS (PEIIMKANK) JTaHHBIX. D(p(PEeKTUBHbIE
IrOpUTMBbI TUpakupoBaHus. CpaBHEHUE MOJIX0A0B K TUpakupoBaHuio b/I.

5.3. Ionoxenus HarmonanbHoro crangapta ['OCT P MCO/M3K 51583-2014 «[lopsinok coznaHus
ABTOMATHU3UPOBAHHBIX CHUCTEM B 3aIIMIIEHHOM HCIIOJHEHUH», PErIaMEHTUPYIOLIEro MOCTPOEHUE
3alUIIEHHBIX HHPOPMALIMOHHBIX CUCTEM Ha OCHOBE 3allIMIIIEHHbBIX 0a3 JaHHBIX.

5. 06p330BaTeJ'll)Hble TEXHOJOIr'MH, B TOM YHCJIE€ TEXHOJOIMHM 3JJICEKTPOHHOI'0 oﬁyqe}mﬂ Hu
AUCTAHIIHOHHBIC oﬁpasonaTeanble TEXHOJOI'MH, HCHOJbB3yEeMbI€ IIPH OCYIICCTBJICHUH
06p330BaTeJ'lI)HOFO npoumecca mo JTMCHUMIJIMHE

B nporuiecce 00yueHust HCHOIB3YIOTCS CleAyrolre 00pa3oBaTeIbHbIe TEXHOIOTHH:

AxkagemMuyeckasi jJekuus (WK JICKIHs OOIIEro Kypca) — MOCIEAOBATEIbHOE U3TI0KEHUE
MaTepuaia, OCyIIEeCTBIsIEMOE MPEUMYILECTBEHHO B BHJI€ MOHOJIOTa npenojaBaTesnsd. TpeboBaHus K
aKaJeMUYeCKON JIEKIIMU: COBPEMEHHBIN HAy4YHBIM YPOBEHb M HACBHIIICHHAs WH(POPMATUBHOCTb,
yoenuTenbHas apryMeHTalus, JOCTYTHAs U IMOHATHAs pedb, YETKask CTPYKTypa | JIOTHUKA, HATUIHE
SPKUX TMPUMEPOB, HAYYHBIX JI0KA3aTeIbCTB, 000CHOBaHUH, (PaKTOB.

IIpakTHYeckoe 3aHsITHE — 3aHSATHE, TOCBSIICHHOEC OCBOCHHIO KOHKPETHBIX YMEHHH W
HABBIKOB M 3aKPETUICHUIO TTOMYYEHHBIX Ha JIEKIIMU 3HAHUH.



KoncyabTauum — BHJ Y4eOHBIX 3aHATHH, SBIAIONUICS OIHOW M3 (POPM KOHTPOISL
CaMOCTOSITENIbHON paboThI CTy1eHTOB. Ha KOHCyIbTanusx 1o npocb0e CTyJEHTOB pacCMaTpUBAOTCS
HauOoJIee CI0KHBIE MOMEHTHI IIPY OCBOEHUU MaTepualla JUCUMILIMHBL, IIPEN0/1aBaTelb OTBEYAET Ha
BOIIPOCHI CTYJICHTOB, KOTOPbIE BO3HUKAIOT Y HUX B IIPOLIECCE CAMOCTOSITEIbHOM pabOTHI.

6. IlepeueHb JIMIEH3MOHHOT0 W (WJIH) CBOOOJHO PACHPOCTPAHSIEMOr0 MPOrPAMMHOIO
ol0ecreyeHusi, HCIOJb3YyeMOr0 IPH OCYHIeCTBJEHHH 00pa30BaTeIbHOr0 Ipolecca 10
AUCHUILINHE

B niporiecce ocymiecTBieHust 00pa3oBaTEbHOTO MPOIEcca MO AUCIUTUIMHE HCTIOIB3YIOTCS:
- IPOrpaMMHOE OOeCTIeUueHUE IS CO3/IaHUs M IEMOHCTPAIMH MPE3CHTAINH, WILTFOCTPAIN 1
JIPYruX y4eOHBIX MaTepHajoB;
- Microsoft Windows (B cocraBe Microsoft Imagine Premium Electronic Software Delivery);
- Microsoft OfficeSTD 2013;
- Virtual Box (cBoboaHo pacnpoctpansemoe 110);
- Ubuntu (cBo6oHO pacnpoctpansiemoe [10);
- Oracle Express 11g (cBo6oan0 pacmpocrpansemoe [10);
- Kali Linux (cBo6oaH0 pacnpoctpansiemoe [10).

7. IlepedyeHb COBpeMEeHHBIX MNPO(PecCHOHAIBHBIX 0a3 JaHHBIX M HH(PpOPMAIMOHHBIX
CIPABOYHBIX CHCTEM, HCHOJb3yeMbIX MPH OCYLIECTBJEHUN 00Pa30BaTEeILHOIO Mpolecca 1Mo
AUCUUINJIMHE (TPH HEOOXOAMMOCTH)

B nporecce ocymiectBiaenust 00pa3oBaTebHOrO Mpolecca Mo AUCLUILINHE UCIOIb3YIOTCS:
ABTomarusupoBaHHas 6ubiaroredHo-uHpopmanmonHas cuctema «bYKM-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

8. IlepeyeHb OCHOBHOI1 M 1ONOJIHUTEIbHON YueOHOH JTUTEPaTyPHhl, pecypcoB HH(POPMAIITHOHHO-
TeJIeKOMMYHUKALMOHHOH ceTH «UHTepHeT» (IpHM HEOOXOAUMOCTH), PEKOMEHAYEeMbIX [JIfl
OCBOCHHUS TMCHMILINHBI

a) OCHOBHasl JIUTEPaTypa

1. TTonsxos, A. M. besonacuocts Oracle rmazamu aynurtopa : HamaaeHue U 3amiura /
[TonsikoB A. M. - Mocksa : JIMK Ilpecc, 2014. - 336 c. - ISBN 978-5-97060-058-0. - Teker :
anexktpoHHbll // OBC "KoncynpranT crynenrta” : [caiit]. - URL :
https://www.studentlibrary.ru/book/ISBN9785970600580.html (nara o6pamenus: 28.01.2022). -
Pexxum noctyna : mo noanucke.

2. CxprinHUKOB, A. B. be3onacHocTs cucteM 6a3 JaHHBIX : y4el. mocooue / CKphITHUKOB
A.B., Poaun C. B. , Ilepmunos I'. B. , Uepnsimosa E. B. - Boponex : BTYUT, 2015. - 139 c. -
ISBN 978-5-00032-122-5. - Tekcr : anextponHsli / OBC "Koncynerant crynenra : [caift]. - URL
: https://www.studentlibrary.ru/book/ISBN9785000321225.html (mara o6pamenus: 28.01.2022). -
PexxuMm poctyna : mo moJmucke.

3. bapanunkos, A. 1. ATTOpUTMBI H MOJIEJIA OTPaHUYEHUS TocTyma K 3amucsiM b/l /
bapanunkos A. U. , bapanunkos II. A., ITemekun A. H. - Mocksa : ['opsuas nunus - TenexkowM,
2011. - 182 ¢. - ISBN 978-5-9912-0203-9. - Tekcrt : anekrponnsiii // OBC "KoncynsTanT crymnenra"
: [caiit]. - URL : https://www.studentlibrary.ru/book/ISBN9785991202039.html (naTa oOpaiieHwus:
28.01.2022). - Pexxum J0CTyIA : IO MOIIUCKE.

4. CmupnoB C.H. bezonacHocTts cucteM 0a3 qaHHbIX. Y4eOHOe ocoOue Juis By30B. M.:
I'emnoc-APB, 2007. — 351 c., ui.

5. T'OCT P UICO/MDK 51583 - 2014 rona, «Ilopsaok co3aanus aBTOMaTU3UPOBAHHBIX
CHCTEM B 3aIUIICHHOM UCTIOJTHEHUN», DeeparbHOe areHTCTBO 110 TEXHHYECKOMY PEeTyIUPOBAHHIO
u metponoruu («Poccranmapr»), M.: 2014. — 22c.



0) 10MOJTHUTEJIbHAS JIUTEepaTypa

1.TTOCT P UCO/MDBK 15408 gacts 1 - 2012r., yacts 2 — 2013r., gacts 3 -2013r., «O0mue
KpUTEpUHU JOBEpHs 1 0€30MacHOCTH MH(POPMAIIMOHHBIX cucTeM», Pocctanaapt Poccun.

2. Ilpockypun B. I'. 3amuTa nporpamMm 1 JaHHBIX: yueOHOE mocodue i By30B. / B. T'.
ITpockypun; YMO no obpazoBanuio B 00J1. ”HOOPMAITMOHHOM 0€30MacHOCTH - 2-€ U31., CTep. - M.:
Axanemns, 2012. - 199 c.

3. Bimacosa O.B. Cucremsl ynpaBieHus 0a3aMu TaHHBIX: JJA0OPATOPHBIN MPAKTHKYM —
SApocnasne: Apl'Y, 2010. -76 c.; http://www.lib.uniyar.ac.ru/edocs/iuni/20100201.pdf

4. Bmacosa O.B. SQL: Yuebnoe nocobue — SApocnasns: Apl'Y, 2011. -136 c.
http://www.lib.uniyar.ac.ru/edocs/iuni/20110206.pdf

5. IlpxwustikoBckuii, B. B. Beenenue B Oracle SQL / IpxkusikoBckumii B. B. - Mocksa :
Hanmonanensiii OtkpeiTeiii YaUBepcuter "MHTYUT", 2016. - Teker : anexTponnsiii // IbC
"Koncynbsrant cryaenra : [caiit]. - URL : https://www.studentlibrary.ru/book/intuit_047.html
(mata obpamenus: 28.01.2022). - Pexxum gocTyra : 1o MOAIUCKE.

6. dessuun, [1. H. Moaenu 6e301MacHOCTH KOMIBIOTEPHBIX CHCTEM. YIIpaBJeHUE
JOCTYTIOM ¥ MH(GOPMAITMOHHBIMU TIOTOKaMHU : yueOHoe mocobue aiist By3oB / Jlesaun I1. H. -
Mocksa : ['opsiuas munus - Tenekom, 2012. - 320 c. - ISBN 978-5-9912-0147-6. - Tekcer :
anekrporHbii // OBC "KoncynsranT crymenra” : [caiit]. - URL :
https://www.studentlibrary.ru/book/ISBN9785991201476.html (nata oopamenus: 28.01.2022). -
Pexxum noctyma : 1o noamnucke.

7. PykoBomsmuii pokymeHT DPCTOK Poccum (6b1Bm. ['ocTexkomuccusi) «3ammra OT
HECAaHKIIMOHUPOBAHHOTO AocTyna K mHpopmanun Yacte 1. [IporpammHoe obecrniedueHne CpeacTB
3anuThl nHPopmarmu. Knaccuduxaius mo ypoBHIO KOHTPOJIS OTCYTCTBUS HE ACKIAPUPOBAHHBIX
BO3MOXKHOCTEM». (YTB. pemienueM ['ocynapcTBeHHOM TexHUUeckoi komuccuu npu llpesunente PO
ot 4 urons 1999 r., Ne 114).

B) pecypcbl cetH « UHTEpHeT) (IPH HEOOXOAUMOCTH)

1. DOneKTpoHHas o6ubnmmoreka y4eOHBIX MaTepHuaioB Spl'y
(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php)

2. Nadopmanmonnas cuctema "EamHOE OKHO JOCTyma K 0oOpa3oBarelbHBIM pecypcam”
(http://www.edu.ru (pazgen VYueOHO-MeToquveckas OHONMOTEKA) WIM MO TPSIMOU CCBUIKE
http://window.edu.ru/library).

4. HoBoctu B cdepe yrpo3 0e30MacHOCTH M 3alUThl KOMIIBIOTEpPHOW HH(pOpMAaLUU
poccuiickux kypHasa «Xakep»: https://xakep.ru/tag/news wu xypHana «ubopmarmonnas
6e3omacHocTb»: http://itsec.ru/main.php.

5. Hogeiimue nannpie 00 yrpo3ax paOoThl C MOJAKIIOUYEHUEM K ceTu MHTepHeT poccuiickoit
xomnanuu «Jlaboparopust Kaciepckoroy: http://www.kaspersky.ru/internet-security-center.

6. Marepuansl exerogHoro (¢ 27 mo 30 nekabps) BceMHUpHOTo KOHrpecca xakepoB «Chaos
Communication Congress» (CCC) B I'amOypre, rae paccka3blBaeTcsi O HOBBIX BBISBJICHHBIX
YSI3BUMOCTSIX B almapaTHBIX PEHICHUSX W MPOTpaMMHOM oOecriedyeHnH (Ha aHTIHMICKOM S3BIKE):
https://events.ccc.de/congress/2015/wiki/Static:Main_Page, Bugeomarepuansl ¢ CyOTUTpamu
koHrpecca CCC: https://www.youtube.com/user/CCCen/videos.

7. MWurepaktuBubie yueOHukum 1o SQL: (http://www.sgl-tutorial.ru/), SQL.RU -
(http://www.sql.ru/).

8. Ilopran pa3pabOTUMKOB KIMEHT-CEpBEpHBIX MpriokeHuit Microsoft Developer Network
(MSDN) - (https://msdn.microsoft.com/ru-ru/).

9. denepanpHbIil OAHK TaHHBIX Yrpo3 0€30MacHOCTH, BeAylIMiics B pa3aene «TexHudeckas
3amuTa napopmarun» odurmansHoro caiita ®CTIK Poccun (https://bdu.fstec.ru).

9. MaTepuaabHO-TeXHHYeCKas 6a3a, He0OXoAMMasi VIS OCYIIECTBJIEHUsI 00Pa30BaTeIHLHOIO
npouecca no AMCUMIVInHe



MarepuanbHo-TeXHUYECKass 0a3a, HEOOXoauMas JJI OCYIIECTBICHHUS 00pa3oBaTEIbLHOTO
npoliecca 1Mo AUCIUILTMHE BKIIOYAET B CBOM COCTAB CHEIMAIbHBIC TOMEICHHS:

- yueOHbIE ayAUTOpPUMU JUIS TPOBENCHHUS 3aHATUN JIEKIMOHHOTO THIA, 00OpyIOBaHHAs
NEPCOHATBHOI KOMIBIOTEPHON TEXHUKOHN C yCTAaHOBJICHHBIMH CPECTBAMHU BHU3yaIH3allMU TEKCTOB B
dopmare DOC/DOCX, PDF, F2B, ¢aiinoB wu300paxxeHUi, MPE3CHTALMA, BUACO H JAPYTHUX
MYJIbTUMEANUHBIX (HAaMIIOB, a TAKXKE - BUACOIMPOCKTOPOM U KAIIO3U HA OKHAX, WK KOMIIBIOTEPHOMH
TEXHUKOW U MHTEPAKTUBHON KOMITBIOTEPHOU JI0CKO;

- yueOHble ayaUTOPUM JJIs TPOBENCHHUS NPAKTUYECKUX 3aHATUH: J1abopaTtopuu
WH(GOPMALIMOHHBIX ~ TEXHOJOTMM W MIpOrpaMMHO-alNapaTHbIX  CPEICTB  oOecreueHus
undopmarmonnou 6ezonacuoctu (Virtual Box, onepannonnsie cucremsl Microsoft Windows u Kali
Linux, CYB/I Microsoft SQL Server e nmxke Bepcuun 2010, CYB/] Oracle Bepcuu He HIKeE 11g);

- yueOHbIe ayTUTOPHUHU ISl IPOBEICHHSI TPYNIIOBBIX U MHANBUIYAIBHBIX KOHCYJIbTALIUH,

- yueOHbIE ayTUTOPUU JIJIsl IPOBEICHUS TEKYILEr0 KOHTPOJIS U MPOMEKYTOUHON aTTeCTalluy;

- MOMEUICHHUS JJIsl CAMOCTOSITENIbHON pabOThI;

- MIOMEIICHUSI ISl XpaHEHUSI U MPO(UIAKTHIECKOTO 00CTyKUBAaHUSI TEXHUUECKUX CPE/ICTB
00y4eHusI.

[Tomemienust i caMOCTOATEIbHOW pPabOThl OOYYAIOIIMXCS OCHAIICHBl KOMIBIOTEPHON
TEXHUKOM C BO3MOXKHOCTBIO TOAKIIOYEHHS K ceTH «VHTepHeT» W o0ecrneyeHueM J[0CTymna B
AIEKTPOHHYIO HH(DOPMAIIMOHHO-00pa30BaTENbHYIO CpEy OpraHU3aIiu.

Yucno mocamouyHBIX MECT B JIGKIMOHHOM ayquTOpUd OOJbIIe JIMOO PaBHO CHHCOYHOMY
COCTaBYy MOTOKA, a B ayJUTOPUU JIJISl MPAKTUYECKUX 3aHATUN (CEMUHAPOB) — CIIUCOYHOMY COCTaBY
IpyHIbl 00y4YaroIUXCsl.

ABTOp(BI):

Houent xadenpsr Kb 1 MMOUW Ko3ssipe U.



IIpunoxkenne Ne 1 k paGoueii mporpaMme M CUMIIIMHBI
«OCHOBBI MOCTPOEHNS 3AIMIIEHHBIX 023 TaHHBIX)

DoH/I OLIEHOYHBIX CPEICTB
JJIS1 TPOBe/IeHNUs] TEKYIIero KOHTPOJIsl YCIIeBAeMOCTH
U MIPOMEKYTOYHOM aATTEeCTAIUM CTY/IEeHTOB
0 AUCHMILIHHE

1. Tunossie KOHTPOJIBHBIC 3alaHUA U MHBIC MaTCpHaJibl,
HCIIOJIB3YEMBIC B IIPOLECCEC TCKYUIETO KOHTPOJIA YCIIEBACMOCTHU

Ilepeyennb 3agaHnil 17151 CAMOCTOSITEJILHOM PA0OTHI CTYIEHTOB:

1. Ha ocHoBe comocTaBieHHs TMOJIOKEHUH MEXIYHApOAHBIX M POCCUUCKHUX CTaHIAPTOB
0€30MacHOCTH U3 MEpPeYHs OCHOBHOM M JIOMOJIHUTEIBHOW JIUTEpaTyphl pabouell MporpaMmbl
JTUCIUIUIMHBL CPOPMYIUPYITE 4YeM OTIMYAIOTCS 3apyOeKHbIE U POCCUICKUE ONpeieNeHus u
NOHATHUSA YTpo3 6e3omacHocTH? OOOCHYHTE OTBET.

2. Ha ocHOBe 3HaKoMcTBa C HalMOHAIBHBIMH cTaHmapramu no ys3Bumoctsm (I'OCT P
NCO/M3K 56545-2015 «3amura nHGopManuu. Y a3BUMOCTh HHPOPMAITMOHHBIX cucTeM. [IpaBuiia
ormucanus ysassumoctein» u FOCT P UICO/MDK 56546-2015 «3amura nundopmanuu. Y a3BUMOCTh
uHpopMannoHHbIX cucteM. Knaccupukanus ys3BuMocTeld HHPOPMAITMOHHBIX CUCTEM») U OaHKa
TaHHBIX yrpo3 Oe3omacHocTH, Beaymerocs Ha caiite @PCTOK Poccun (https:/fstec.ru) B pazmene
«Texundeckas 3amura uHpopMmarum» (https://bdu.fstec.ru) orGepurte yrpo3sl, MpeaCTABIISIONIAC
HauOOJIBIIYIO OMACHOCTD ISl HHPOPMAIIMOHHBIX CHCTEM Ha OCHOBE 0a3 naHHbIX. OOOCHYHTE OTBET.

3. B dgem 3akmrouaercs cyts u HazHaueHue nakera DBMS CRYPTO nmns mmdposanus B B/I.
Ob6ocHyiiTe OTBET.

4. Ha ocHoBe yueOHOIl nuTEepaTypbl BBIICHUTE IPEMMYIIECTBA M HEIOCTAaTKU CPEACTB
ayreHTH(uKanuu, BcrpoeHHbIX B CYBJ] Oracle. O6ocHyiite oTBeT.

S. Ha ocHoBe yueOHOI1 nuTepaTyphl BBIICHUTE CXOACTBO M Pa3IMuus B POJIAX U MPUBHIIETHSIX
nosas3oBarenei CYB/] u onepannonssix cucreM. O60CHYHTE OTBET.

6. Ha ocHoBe y4ueOHOU nuTEepaTyphbl BBISICHUTE M OXapaKTePU3YHTE CUCTEMHBIC U OOBHEKTHBIC
BUJIOB npuBUieruit ans nonszoBateneid CYB/[. ObocHyliTe oTBeT.

7. Ha ocHoBe yueOHOIl muTepaTypbl BBIICHUTE U OXapaKTepU3YyHTE HCIOJIb30BAHUE

npejcTaBiIeHuit A YpasieHue qoctynom k b/l u obecnieuenus koHpUaeHIMATBHOCTH HHPOpMa-
uu B CYB/I. O6ocHyiiTe OTBET.

8. Ha ocHoBe y4yeOHOW nuTEepaTypbl BBIACHUTE U OXapaKTEpU3yWTE METOJbl MOJAEp KaHUS
JeKJIapaTUBHOM U mipouieaypHoit rienoctHoctd B CYBJl. OGocHyiiTe OTBET.

9. Ha ocHoBe yueOHOH mHTEpaTyphl BBISCHUTE B YE€M COCTOST OCOOEHHOCTH CCBHIJIOYHOM
nenoctHocty B CYB/] u ee nonnepxanus. OOOCHYHTE OTBET.

10. Ha ocHoBe yueOHOH NUTEpaTypbl BBLICHUTE B YEM 3aKIIIOYAIOTCS LEJU HCIOJIb30BAHUS
TPUTTEPOB M YEM OHU OTIUYAIOTCS OT XpaHUMBIX npouenyp? OO6ocHyHTe OTBET.

11. Ha ocHoBe yueOHOH IuTepaTypbl BBIICHHTE M O0O0OCHYHTEe (yHIaMEHTaIbHBIN JUIs
6e3omacHocT B/l cMbIcT MOHATHSA TpaH3aKUIUN U KOHTPOJIbHBIX ToYeK. OOOCHYITE OTBET.

12. KakoBbl pojb U BO3MOXKHOCTH METOABI CEpUAIM3AlMU TPAH3AaKIMHA KakK CpeJcTBa
M30JUPOBaHHOCTH TToNTb30BaTeneit bJI. O6ocHyiiTe OTBET.

13. Ha ocHoBe y4eOHOH nuTepaTypbl BBISICHUTE U 000CHYITE 3HadeHue ais OezomacHoctu b1
pexxuMoB Os10KkupoBaHusa. OO0CHYHTE OTBET.

14.  Ha ocHoBe y4eOHOH JUTEpaTyphl BBIACHUTE M OXapaKTepU3yiTe NpaBUiia COTIACOBAHMS
6510kMpoBOK. OOOCHYIHTE OTBET.
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15. B ueM cocTouT MeTO0JIOrMYECKas POJIb IOJOKEHUM HALIMOHAJIBHBIX CTAHIaPTOB CEMENCTBA
«Oobmue xkputepuu noBepus u O6ezonacHoctr mHpopmarmoHHbex cuctem» (TOCT P MCO/MBK
15408-2012-1, TOCT P HMCO/MBK 15408-2013-2, TOCT P HMCO/M3K 15408-2013-3) B
pa3paboTke moacucTeMbl HMHGOPMAIMOHHON Oe3omacHOCTH 0a3 JaHHBIX M paMKax CO3JaHUS
0e30macHOi HHPOPMAITMOHHON CUCTEMBI HA X OCHOBE?

16. B 1yem coctout ponb mosioxkeHui cemeiictBa HannoHanbHBIX ctanaapToB 'OCT P UCO/MOK
53113-1-2008, TOCT P MUCO/MDBK 53113-2-2009 u pyxoBogsmiero nokymenta ®CTOK Poccun
«3ammra oT HECAaHKIIMOHUPOBAHHOTO ocTyna kK uHpopmaruu Yacts 1. [Iporpammuoe obecrieuenue
cpeactB 3amuThl uHpopMmanuu. Kiaccupukamus 1O YpOBHIO KOHTPOJS OTCYTCTBHSL He
JEKJIapUPOBAHHBIX BO3MOXKHOCTE» i1 00ecredyeHus 3allUIIeHHOCTH KOMITbIOTEPHBIX CHUCTEM C
0a3aMu JaHHBIX OT HECAaHKLIMOHUPOBAHHOIO JocTyna? OOOCHYyMTE OTBET.

17.  HaocHoBe yueOHOM IUTEpaTyphl BEIICHUTE Pa3HUILY U OOIIME YepPThl ayAuTa B 6a3ax JaHHbBIX
U ONEPAlMOHHBIX cucTeMax. OOOCHYITE OTBET.
18. Ha ocHoBe yueOHOU JuTEepaTypbl HAIMOHATIBHBIX CTAHIAPTOB OE30MACHOCTH BBIICHUTE U

chopMynupyiTe MpaBUiIa pe3epBUPOBAHUS U BOCCTAHOBJICHUS 0a3 JaHHBIX NIOCIIE COOEB, HEITATHBIX
PEKUMOB PaOOTHI U APYIMX MHUUACHTOB Oe3omacHOCTH. OGOCHYITE OTBET.

19.  HaocHoBe yueOHOI1 InTepaTypbl HAIIMOHABHBIX CTAHAAPTOB 0€30MMaCHOCTH CPOPMYIHUPYITE
coJepkKaHue W STanbl (HOPMUPOBAHMS 3ahaHUS IO OE30HAaCHOCTH M HPOQMIIA 3alUThl IpU
npoektupoBanuu b/l

20. Ha ocHoBe y4eOHOW mnuTepaTypsl M MOJIOKEHUIH HanumoHanbHoro cranzapra I'OCT P
NCO/M3BK 51583-2014 «Ilopsimok co3maHus aBTOMATH3MPOBAHHBIX CHUCTEM B 3alIHIICHHOM
UCIIOJIHEHUN», 0000muTe U chHOpMyIUpyHTe MHOPSAOK W ATallbl IMOCTPOSHHUS 3alMIEHHBIX
MH(POPMALIMOHHBIX CHCTEM Ha OCHOBE 3alIUIIECHHBIX 0a3 TaHHBIX.

Hepeqeﬂb BOITPOCOB IUIA OIIPOCAa HA MPAKTUYCCKUX 3AHATUAX:

1. Chopmynupyiite 1 000CHYHTE MOHATHS yrpo3 Oe3onacHocTu b/l - obuue u crienupuaHbIe.
2. Ha ocHoBe yueOHOI nmuUTEpaTyphl BBIACHUTE B YEM COCTOUT MOHATHE, CYIIHOCTh U LENH
nosmtuku 6e3onacHoct bJI. O6ocHyliTe OTBET.

3. Ha ocHoBe yueOHON nuTepaTypbl HAIMOHAIBHBIX CTaHIAPTOB OE30MACHOCTH CEeMEeWCTBa

I'OCT P UCO/M3BK 15408-2012-2013 o0606mmte ¢ (opMyaupyldTe TPUHIMIBI TTOCTPOCHUS
3alIMIIeHHBIX MH()OPMAIMOHHBIX CUCTEM Ha ocHOBe B/,

4. Ha ocHoBe yueOHOI nuTEepaTypbl BBIICHUTE B YEM 3aKJIIOYAETCS pa3HUIIA MEXKIY
TUCKPEIIMOHHBIMU U MaHAATHBIMH MozensiMu 6e3omacHocTr CYBJI. O6ocHyiiTe OTBET.
S. Ha ocnoBe yueOHOI nuTepaTyphl BBISICHUTE B Y€M 3aKJIIOYAETCS pa3HHUIA MEXTY METKaMu

MOJIb30BaTeNs, CIEUUAIbHBIMA NpUBMWIErHsIMU JocTyna B BbJl u Mmapkepamu Oe30macHOCTH M
npaBamu U npusmierusmu pgocryna B OC. O0ocHyHTe OTBET.

6. Ha ocHoBe yueOHO tuTepaTyphl BEISICHUTE HA3HAYEHUE M COCTAB CJIOBAPS AAHHBIX IS Lesei
obecneuenus 6ezonacHocT B BJ[. O6ocHyiiTe OTBET.

7. Ha ocHoBe yueOHOW nuTepaTypbl BBISICHUTE 3HAUCHHME NPEICTABICHUN clloBaps s
obecrieueHus 1eTOCTH TaHHBIX U pasrpannyeHus gocryna B BJ[. O6ochyiiTe oTBET.

8. Ha ocHoBe yueOHOI uTepaTypbl BBISICHUTE 3HAUEHUE TPaH3aKLUUHM Ui Leneld obecredeHus
6e3omacHoctH B BJ[. O60cHyliTe OTBET.

9. Ha ocHoBe y4ueOHOI nuTepaTyphl BBISICHUTE 3HaUeHUe i oOecrnieueHus 6e3onacHocTu bJ]

PEKUMOB OJIOKMPOBAaHHUS U MPaBUJ COTJIACOBAHUS OJIOKHPOBOK, a TAaK)Ke B3aMMOOJIOKMPOBOK, HX
pacro3HaBaHUsI U Pa3pyLICHHUS.

10. B uem coCTOMT LEHHOCTH IUIsl Lenel obecriedenus O6e3onmacHocTH B bJl Oracle yTuimuThr
WRAP? OGocHyliTe OTBET.
11. B ueM coctouT meHHOCTH s 1ene oOecmedenus Oe3omacHocth B BJ[ mpumeHeHus

texnonorun FLASHBACK s momydenust perpocnekTuBHbIX coctosHuit BJ[ (Query, Version
Query, Transaction Query, Table, Drop, Database). O6ocHyiiTe OTBeT.
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12. KakoBbI poiib U BO3MOXHOCTH HAaLIMOHAJBHBIX cTaHaapToB cemeiicta OCT P NCO/M3BK
53113-1-2008, TOCT P UCO/MDBK 53113-2-2009 u pykopomsmero nokymenra ®CTOK Poccun
«3ammra OT HECAaHKITMOHUPOBAHHOTO ocTyna kK nHpopmanmu Yacts 1. [Iporpammuoe obecrnieueHne
cpenctB  3amuThl  uHbopManuu. Kiaccudukanus 1o YpOBHIO KOHTpPOJISI OTCYTCTBHSI HE
JIEKJIApUPOBAHHBIX BO3MOXHOCTEM» JUIsi 00eCreyeHusl 3allUIEHHOCTH KOMIBIOTEPHBIX CHCTEM C
0a3aMu JaHHBIX OT HECAaHKLIMOHUPOBAHHOTO JOCTyma?

13. B uem cocrout poisib nonoxeHui HauoHnanbHoro crangapra 'OCTa P MCO/MDK 18045-
2012 «Meromonorus OIEHKH 0€30MacHOCTH HWH(OPMAIMOHHBIX TEXHOJOTHUI» JJIs aHaIu3a
MPOEKTHBIX PEIICHUN MOACUCTEM WH(MOPMAIMOHHONW 0e30macHOCTH 0a3 JaHHBIX M OOecredeHus
3aIUIIEHHOCTH KOMITBIOTEPHBIX CHCTEM B LIETIOM.

14.  Ha ocHoBe HammoHanbHbIX cTangaptoB cemeiictea ['OCT P NCO/M3BK 15408-2012-2013
«O0me Kputepuu JaoBepuss W 0€30MacHOCTH HMH(POPMALMOHHBIX CHUCTEM» CHOPMYIUPYHTE
collep’kaHue M ITambl (HOPMHUPOBAHUS 3a/laHUsl MO OE30MaCHOCTH W TPOGWIS 3alUTHl TPU
npoexktupoBanuu b1,

15. Ha ocHoBe HamumoHanbHBIX cTangaproB cemeirictea 'OCT P MCO/M3K 53113-1-2008
«MHopMalioHHbIe TEXHOJIOTUH. 3alIiTa UH(POPMALIMOHHBIX TEXHOJIOTUN U aBTOMATU3UPOBAHHBIX
CUCTEM OT Yrpo3 WHPOPMAITMOHHON 0€30MaCHOCTH, PEaTU3yeMbIX C MTOMOIIBIO CKPBITHIX KaHAJIOB.
Yacte 1. O6mme mnonoxkenuss» u ['OCT P MCO/MBK 53113-2-2009 «HuHpopManimoHHbIE
TEXHOJIOTHH. 3aluTa MHPOPMAIMOHHBIX TEXHOJIOTHN W aBTOMATH3WPOBAHHBIX CHCTEM OT YIrpo3
nH(GOPMalIMOHHONW 0€30MacHOCTH, pealu3yeMbIX C TMOMOIIbIO CKPBITHIX KaHaioB. Yactp 2.
Pexomennaruu 1o 3amute uHGOpManuu, HHHOPMAITMOHHBIX TEXHOJIOTUNA ¥ aBTOMATH3UPOBAHHBIX
CUCTEM OT yrpo3 UHGOPMAIMOHHON 0€30MacHOCTH, PEaIu3yeMbIX C TIOMOIIBIO CKPBITHIX KaHATIOB)»
0000meHHO  CHOPMYTUPYHTE TPUHIMIBI  Pa3pabOTKH  IMOJCHCTEMBI  O€30MaCHOCTH  OT
HecaHKIMoHupoBaHHOro nocrymna Kk MC Ha ocHose b/1.

16. Ha ocHOBe NOJOXEHWH HAIMOHAIBHBIX cTaHmapTtoB OezonmacHoctd HWC BBLICHUTE H
chopMynupyiTe MpaBuiia pe3epBUPOBAHUS U BOCCTAHOBIIEHUS 0a3 JaHHBIX MOCie cO0eB, HEIITATHBIX
PEXHMOB pabOTHI U IPYTUX HHITUACHTOB 0€301TaCHOCTH, HX MECTO U POJIb B IMIOJIUTUKE OC30IMACHOCTH
UH(OPMALIMOHHON CHUCTEMBI.

IIpumepsl 3agaHui 1JIs1 CAMOCTOATEIBLHOM MPAKTHYECKON PAa00ThI CTYICHTOB

1. CocTaBUTH M IPE3EHTOBATH JOKJIA/l O HEIABHO 3aKPHITOM ysI3BUMOCTH B 110001 B/I.

Kputepuu BbITONTHEHNS 3a1aHUS:

— TEOPETUYECKOE ONMHUCAHUE YA3BUMOCTH C yKa3aHHeM KOHKpeTHbIX Bepcuil CYB/I, 11 KoTOphIX OHA
BOCIIPOU3BOHTCS;

— ONMCAaHUE PeaIn30BaHHBIX METOOB 3aIIUTHI OT ATOH YSI3BUMOCTH;

— TPaKTUYECKOE TPEACTABICHWE MEXaHU3MOB aTakd W 3alIUTHl (BO3MOXKHOCTH JI€MOHCTPAIHU
OHJIAMH Iperno1aBaTeio).

2. Harmucatp nporpammy st 3amutsl CYB/I.

[Tporpamma 0J1kHa yMETh CIEANUTH 3@ TEKYLUM COCTOSIHMEM 3aIIUIIEHHOCTH CUCTEMBI (Hanpumep,
C TIOMOIIBIO JKYypPHAJIOB JIOTUPOBAHMS M ayaWTa). B ciydae oOHapyXeHUs BBINIOJHEHHOW aTaku
HEOO0XO/MMO BHEAPUTH MEpbl, O0ECIEeUMBAIOLIUE 3allUTy OT MHOJOOHBIX aTak B OyAylieM u
MOCTapaThCsl HEHUTpaNM30BaTh HAHECEHHBIH ymepO, TNpU OSTOM 00S3aTENBHO OMOBECTUTH
aJIMUHUCTpATOpa O MpUMEHEHHBIX Mepax. Hampumep, eciau MOSBUIOCH MPEANOIOKEHUE O KpaXKe
napoJisi, HE0OXOIMMO IPUMEHHUTh HACTPOUKY ISl 3aIIUTHI OT KOHKPETHOM aTaku, IOMEHSTh apoib
U COOOIIUTH 00 3TUX AEHCTBHSIX MOIb30BATEIIO.

Kputepru BBITOTHEHNS 3 TaHHS:

— peain30BaHa 3alIUTa KAk MUHUMYM OT TPEX pa3IMyHbIX aTak;

— IporpaMma JI0JKHa yMETh paclio3HaBaTh MMEHHO aTaKH, a He BHEAPSATH MPEBEHTUBHBIC MEPHI TSI
yCTpaHEHUs! BO3MOXKHBIX YIpO3;

— MPOBEJICHA JIEMOHCTPAIHS aTak (MOKHO BPYYHYIO, @ MOXKHO aBTOMATH3UPOBATh U 3TY YacTh);

— MpOBEJCHA JeMOHCTpalus paboThl TPOrpaMMBbl;

12



— MpOBeJIcHa JEMOHCTpaIHs KOja mporpaMMbl (MoHO Ha github.com).
2. Cnucox BOIIPOCOB U (WJIM) 33JaHUH ISl TPOBEJCHUS IPOMEKYTOUYHON aTTeCTalluu
CnHcoK BONIPOCOB K 3K3aMEHY:

1. Yrpo3sl 6e3omacHoct B/1, 06mue u cneunduyneie.

2. [Tapagurma 6e3omacuoctu b/l (MC) B cootBercTBHM ¢ TOCT P MCO/MO3K 15408-2012-2013.
3. 3amuTa OT HecaHKIIMOHUPOBaHHOTO aocTyna. Knaccudukamus AC (Bl) u TpeboBanus mno
3amuTe HHPOpPMAIUK B COOTBETCTBUU C ACHCTBYIOIIUMHU PYKOBOIAIIUMHU JoKyMeHTaMu DCTOK
Poccun.

4. TunoBble MOJIETN OTPAaHUYECHHSI TOCTYTIA.

5. CnocoObl OpraHu3anuy pa3rpaHUYCHHs JOCTYIIA.

6. Orpanu4eHue 10CTyma K 3anucsm tadmaui b/I.

7. I3meHeHue 1ocryna K 3aucu.

8. OrpanuueHue A0CTyIa MPU UCIIOJIb30BAHUU KIIACTEPU3ALIMOHHON MOJIEIIH.

9. OrpanuueHue A0CTyIa IPHU UCIIOJIB30BAHUN MAaHAATHON MOJIEIIH.

10. Vi3meHeHus B 1OYEPHUX OTHOLICHHSIX JOCTYIIA.

11. Orpanuuenue 10CcTyIa Ipy UCIOJIb30BaHUU AUCKPELMOHHO-POJIEBONH MOJIEIH JIOCTYIIA.

12. XpaneHue NpuBUIIETHI B 3allIMIIIAEMOM OTHOIICHHUU.

13. XpaneHnue npuBUIETUNA B OTJAEIHHOM OTHOIIICHUH.

14. Orpanuuenue 10cTymna npu QyHKIIMOHATHEHOM MOJIETH I0CTyIa

15. MackupoBka aTpuOyTOB ¥ OpraHU3aNus X XPaHESHUSI.

16. Peanuzanus npenukara onpeesieHus: U UCIOIb30BaHHE TOOUTHOM KapThI.

17. HazHaueHue, CTpyKTypa U COCTaB clioBaps JaHHBIX B/I.

18. Tpanzakuuu TpeboBanus Kk HuUM. Oukcanus Tpanzakiuuu B b/l. KouTponbHble TOUKH.

19. Tpurreps!.

20. IloHATHeE 1IEIIOCTHOCTH IaHHBIX, A€KJIapaTUBHAS U MPOLEAYPHAs CCHUIOYHBIE 1IeTOCTHOCTH B/I.
21. CcplouHble ornepanuu 00ecieueHns CChIJIOUHOM 1ET0CTHOCTH.

22. TpurrepHble MpoLeaypbl B 00€CTIEYeHUN CChbUIOYHOM 1IE€IIOCTHOCTH.

23. ObecnieyeHue 1enOCTHOCTH Oa3bl JaHHBIX Ha mpuMepe Oracle.

24. CcbulouHBbIE OTPaHUYEHUS U peNsMOHHbIE orpaHnueHuss DB2

25. Opranmzanus B3aumozeiicteus CYB/] (na mpumepe Oracle) u 6a3osoit OC.

26. CootHotenue npas goctyna, onpeaensembix OC u CYB/I (na npumepe Oracle), coBMecTHOE
UCIIOJIb30BaHue (ailyioB ¢ IpYyrUMH YCTaHOBKaMH, HacTpoiika Macku (umask).

27. Monenb noaHOMOYHi Ha ¢aitnsl ot Oracle.

28. AnpTepHaTUBHBIE MOJIENIN [TOJIHOMOYUH Ha (paiiiibl, 6€30MaCHOCTh HCXOJHBIX YCTPOMCTB,
Hcnonb3oBanue Ge3omacHoro BpeMeHHoro karanora. ®aitnel Oracle ¢ ycTaHOBIEHHBIM OUTOM
SUID.

29. CyObeKThl U 0OBEKTHI, TPYIIIBI OJIb30BaTENeH, IPUBUIIETHH, POJIU U MIPEICTABICHHUS.

30. Buab! npuBuieruii: mpuBuieruu 0esonacHocty u focryna. Konuenuus u peanuzanus
MEXaHHU3Ma pOoJIen.

31. Pacnio3HaBaHue u pa3pyllieHue TYNUKOBbIX cuTyauuid B B/ myrem 010KupOBOK,
KJaccuQuKaius 6JIOKUPOBOK.

32. BIOKHMPOBKH U PEXUMBI JOCTYIA K TaHHBIM B B/[.

33. YpoBuu uzonsanuu B SQL.

34. bnokuposku B Oracle.

35. biokuposku B MySQL

36. YS3BUMOCTH, KaK YCJIOBHSI CYIIECTBEHHO 00JIErdaroIne HapymmeHus: KOHQUISHITNaTLHOCTH B
B

37. ®a3wl npoexktupoBanus 0e3onacHbix bJl. [IpenBapuTenpHbIi aHAIN3.

38. Ponb oGecnieuenust BbICOKOM roToBHOCTU B/l B CTpyKTYype o0ecrnieueHus ux 6e301macHOCTH.
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39. INony4yeHne HECAaHKIIMOHUPOBAHHOTO JOCTYNA K KOH(pUAeHInanbsHON nH(popmarun B B/ myrem
JIOTUYECKHUX BBIBOJIOB.

40. MeTopI IPOTUBOACHUCTBHUS HECAHKIIMOHUPOBAHHOMY ocTyrry. MeTku 6e3onacnoctu B B/I.
Hcnonp3oBanue npeacTaBieHUi 11 ooecnieueHus KoHbuaeHmatbHocTi nHpopmanmu B CYB/I.
41. ITogoT4eTHOCTH JICHCTBUI MOIB30BATEINS U aAYAUT CBSI3aHHBIX ¢ 6€30macHOCThI0 coOBITHI B B/]
Oracle (onuuu aynuTa, BKJIOYEHHE U BBIKIIOUYEHUE ONLIUN, paboTa C )KypHAJIOM ayluTa, ayJauT ¢
MOMOIIIbIO TPUTTEPOB U 3aILUTA KYpHAJA).

42. Metoas! ayreHTH(UKAIMU TIoJib3oBaTenei B Oracle.

43. Mopaenu 6e3onacaoct bJ1 (11emm 6€30macHOCTH, PO MOJIEH O€30MAaCHOCTH B ITOJIUTUKE
0e30MacHOCTH, MPOCTeiIas Moieb 6e30MacHOCTH 0a3 JaHHBIX, IPOBEPKa MOJTHOMOYUMN, TPOBEPKa
MO/JIMHHOCTH).

44. TuckpennoHHble (M30MpaTenbHbie) Moaenu O0e3omacHoctu bJl, quckpenmonHas moJMTHKa.

45. Mannarabie (MOJTHOMOYHBIE) Mojienu 6e3omnacHoctu b/I.

46. MHoroypoBHeBbIe Mojienu O6e3omacHoctu bJI. Moaens benna-Jlananymna.

47. Ucnionp3zoBanue SQL-UHBEKIMIA I HEIITATHOTO WCIOJIB30BAHUS POLEAYP U (YHKIIUHA.

48. MetananHble U coBapb JaHHbIX BJI.

49. TynukoBble CUTyallUM, UX pAaClIO3HABAHUE U Pa3pylLICHUE.

50. ITonstue bnokupoku. Pexxumpl 6510krpoBOK. [IpaBuia corimacoBaHust OJIOKHPOBOK.
JIByx(a3Hblil IPOTOKOJ CHHXPOHU3ALUOHHBIX OJOKHPOBOK.

51. Ponb momnokeHu# HAlIMOHANIBHBIX CTAaHAAPTOB ceMeiicTBa «O0II1e KpUTEepUn JOBEpuUs U
oe3omacHocTr nHpopManuoHHBIX cuctem» (TOCT P MCO/MOK 15408-2012-1, TOCT P
NCO/MDBK 15408-2013-2, TOCT P UICO/MDBK 15408-2013-3) u 'OCTa P MCO/M3K 18045-
2012 «Metonmomnorus oneHKu 0€30MacHOCTH HH(POPMAITMOHHBIX TEXHOIOTUIY JIJI aHaIu3a
MIPOEKTHBIX pPelIeHul mojcucTeM HHGOPMalMOHHON O6e30macHoCTH 0a3 JaHHBIX U 00ecreYeHUs
3aIUIIEHHOCTH KOMITBIOTEPHBIX CUCTEM B IIEJIOM.

52. Ponb monoxxennii HanmoHaabHbIX ctanaapToB [[OCT P MCO/MOK 56545-2015 «3amura
uHpopManuu. ¥Ys3BUMOCTh HHPOPMAMOHHBIX cucTeM. [IpaBuna onucanus yszsumocteit», OCT
P UCO/MDBK 56546-2015 «3amura uapopmaium. Y a3BUMOCTb HHOPMAITMOHHBIX CUCTEM.
Knaccudukanus ys3BuMocteid HHOOPMAIIMOHHBIX CUCTEM» U (efiepaTbHOro OaHKa JaHHBIX YTPO3
6e3omacHocTH, Beayierocs Ha caiite ®CTIK Poccuu B paznene «Texnndeckas 3ammura
undopmarumy (https://bdu.fstec.ru) B ugenTudukanuum yrpo3 6e3omacHocT HHPOPMAITMOHHBIX
CHUCTEM.

53. Posb nmonosxenunii HanmoHanbHbIX ctangaptoB ['OCT P MCO/M3K 53113-1-2008, 'OCT P
NCO/M3K 53113-2-2009 u pykoBozsiero grokymenta ®CTIK Poccun «3amura ot
HECaHKIIMOHUPOBAHHOTO focTymna K nHopmanuu Yacts 1. [IporpaMMmHoe obecrieueHue cpeacTs
3amuThl nHGopManuu. Kinaccuduxaus mo ypoBHIO KOHTPOIISE OTCYTCTBHS HE JEKJIapHUPOBAHHBIX
BO3MOKHOCTE» 7151 00ecTeueHuns 3alUIIeHHOCTH KOMITBIOTEPHBIX CUCTEM C 6a3aMu JaHHBIX OT
HECAaHKI[MOHUPOBAHHOIO JJOCTYIIA.

54. Tlonoxenust HannoHanbHOTO cTanaapra [OCT P UCO/MOK 51583-2014 «Ilopsimok co3gaHust
ABTOMAaTU3UPOBAHHBIX CUCTEM B 3aLUIIIEHHOM MCIOJIHEHUNY, PETJIAMEHTUPYIOILLETO MOCTPOCHUE
3aIIUINEHHBIX HHPOPMAIIMOHHBIX CUCTEM Ha OCHOBE 3aIIUIIEHHBIX 0a3 TaHHBIX.

HpaBn.na BbICTABJICHHUA OLICHKHN HA 3K3aMcCHE.

B sk3ameHanronHble OMIIET BKIIIOYAETCS JIBa TEOPETHUECKHUX Bompoca. Ha moarorosky k
OTBETY JlaeTcsl He MeHee | yaca.

I1o uroram sK3amMeHa BBICTABIIAECTCA OJHA U3 OLICHOK: «OTIMYHO», «XOPOIIO»,
«YZOBJIETBOPUTEIILHO» UJIA HEYOBICTBOPUTEIBLHOY.

Ounenka «OTINYHO» BBICTABIISIETCS CTYAEHTY, KOTOPBINA JEMOHCTPUPYET IITyOOKOe U

IMMOJIHOC BJIAACHHUE COACPKAHUEM MaTCpraia u MMOHSATANHBIM anmnaparoM AUCHMIIINHBI,
OCYHICCTBJIACT MCKIIPCAMETHBIC CBA3U, YMCCT CBA3LIBATH TCOPUIO C HpaKTHKOﬁ. CTyI(CHT HacT
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pa3BepHYTHIE, TIOJTHBIC U YETKHUE OTBETH Ha BOIPOCHI K3aMEHAIIMOHHOTO OUjIeTa U
JIONIOJIHUTEIIBHBIE BOIIPOCHI, COOIIOIAET JIOTHUECKYIO MTOCIIEI0BATEIbHOCTh IPH U3JI0KEHUH
Marepuana. [ paMOTHO UCIIOJIB3yeT TEPMUHOJIOTHIO TUCLUAIIINHBIL.

Ounenka «Xopouo» BBICTABIIAETCSA CTYIEHTY, OTBET KOTOPOT'O Ha 9K3aMEHE B LIEJIOM
COOTBETCTBYIOT YKa3aHHBIM BBIIIIE KPUTEPUAM, HO OTIIMYAETCS MEHBIIECH 00CTOATEIIHOCTHIO,
rJ1yOMHON, 0O0CHOBaHHOCTBIO U ITOJHOTON. B OTBeTe NMEIOT MECTO OT/ENIbHbIE HETOUHOCTH
(HecymiecTBeHHbIE OUIMOKHN ), KOTOPBIE HCIIPABIISIOTCS CAMUM CTYIEHTOM TOCIIE JONOTHUTEIBHBIX U
(M) YTOUHSIOIIMX BOIIPOCOB K3aMEHATOPA.

Onenka «Y10BJIeTBOPHUTEIbHO» BBICTABIISETCS CTYAEHTY, KOTOPBIM 1a€T HEIOCTATOUHO
HOJIHBIE U [TOCTIeI0BATEIbHbBIE OTBETHI HA BOIIPOCHI IK3aMEHALIMOHHOT0 OMileTa U JOIOJHUTEIbHbIE
BOIIPOCHI, HO IIPX 3TOM JIEMOHCTPUPYET YMEHUE BBIICIUTD CYIIECTBECHHBIC U HECYILIECTBECHHBIC
IIPU3HAKU U YCTAHOBUTH IPUUNHHO-CIIEACTBEHHBIE CBsI3U. OTBETHI U3J1araeTcsi B TEpMUHAX
JUCLIUTUIMHBL, HO TIPY 3TOM JIOITYCKAIOTCSl OIMOKH B OTIPENICIICHUU U PACKPBITUH HEKOTOPBIX
OCHOBHBIX IOHATHUH, (POPMYITHPOBKE MOJIOKEHUH, KOTOPBIE CTYEHT 3aTPYAHSIETCS UCIIPABUTH
camocTosTensHO. [Ipu aprymenTanum oTBeTa CTyIeHT He 000CHOBBIBAET CBOM CyKAeHuUs. Ha yacth
JIOTIOJTHUTEIIbHBIX BOIIPOCOB CTYACHT 3aTPyIHACTCS AATh OTBET MJIU 1a€T HEBEPHBIC OTBETHI.

Ouenka «HeyaoB1eTBOPUTEIBbHO» BBICTABIISIETCS CTYIEHTY, KOTOPBIM IEMOHCTPUPYET
pa3po3HEHHbIE, OECCUCTEMHBIE 3HAHUS; OECIIOPSIIOYHO U HEYBEPEHHO M3J1araeT MaTepuai; He
yMEET BBIIEIATH INIABHOE U BTOPOCTENIEHHOE, HE YMEET COCIUHATh TEOPETUYECKUE TIOJIOKEHUS C
NPAaKTUKOM, HE YCTaHABIMBAET MEXKIPEAMETHBIE CBSI3U; JOMYCKAeT rpyOble OMNOKY MPpH
OIPEIEICHUH CYIIHOCTH PACKPBIBAEMBIX ITOHATUH, SIBJICHUH, BCIEACTBUE HEIOHUMAaHU UX
CYILECTBEHHBIX M HECYILIECTBEHHBIX IIPU3HAKOB U CBA3€CH; 1a€T HEMOIHbIE OTBETHI, JIOTUKA U
IIOCJIEIOBATEIbHOCTD U3JI0KEHHSI KOTOPBIX UMEIOT CYLIECTBEHHBIE U IPUHIMITNAIBHBIC
HapyIICHUs, B OTBETaX OTCYTCTBYIOT BbIBOJIbL. JIOTIOJIHUTENBbHBIE M YTOYHSIOLIUE BOIIPOCHI
HK3aMEHAaTOpa HE MIPUBOIAT K KOPPEKLIMU OTBETOB CTyJeHTa. Ha OCHOBHYIO 4acTh
JIOTIOJTHUTEIIbHBIX BOIIPOCOB CTYAECHT 3aTPyIHAETCS AATh OTBET MJIU 1a€T HEBEPHBIE OTBETHI.

Ouenka «HeyaoB/1eTBOPUTEIBbHO» BBICTABIISIETCS TAKKE CTYIEHTY, KOTOPBIM B3sLI
9K3aMEHaIlMOHHbIN OMIIEeT, HO OTBEYaTh OTKAa3aJICs.
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IIpuniaoxenne Ne 2 k paGoyeii nporpamMme JMCIHIIJIMHbBI
«OCHOBBI MOCTPOCHUSA 3AMMIIEHHBIX 023 JAHHBIX»

MeTozmquKne YKa3aHuA AJIA CTYACHTOB 110 OCBOCHHIO TUCHUIIJIMHBI

OcHoBHOW (opMOIl M3NMOKEHHST Y4eOHOTO Marepuana Mo AuciuIuinHe «OCHOBBI
NOCTPOCHHS 3AIMIIEHHBIX 0a3 JAAHHBIX» SBIAIOTCSA JIGKIWH, YTO CBS3aHO, MPEXIE BCETO, C
HOBM3HOH Marepuana i oOydatommxcs. [1o O0NbIIMHCTBY TEM MPETyCMOTPEHBI TPAKTUIECKHE
3aHATHS, TENIBI0 KOTOPBIX SIBJISIETCS 3aKPEIICHUWE JICKIIMOHHOTO MaTephalia IyTeM peHICHUs
CHelHaIbHBIM 00pa30M NOJO0OPaHHBIX MPAKTHUECKUX 3a7ad.

JUis  ycrnemrHoro OCBOCHHS — JUCLUMIUIMHBI BaXXHO  CAMOCTOSATEIbLHOE HU3Y4EHHE
TEOPETHUUECKOr0 MaTepuajia W pEIIeHHE MPAKTUUYECKUX 3a7ad, KaKk B ayJuTOpUH, TaK U
CaMOCTOSITEIILHO B KAYECTBE CAMOCTOSTEIbHOM paboThl. [IpuMmeps! pernienus 3a1a4 pa3ouparorcs
Ha JICKIUSAX M TPAKTHUYECKUX 3aHATUSAX, MPU HEOOXOIUMOCTH MO HAmOOJIee TPYIHBIM TeMaM
MPOBOJIATCS OTIOIHUTENbHBIE KOHCYNIbTAlMU. OCHOBHAS 11€JTb PEIICHUS MPAKTHUYECKUX 3a/1a4 —
BBIPa0OTATh HABBIKHU IMOCTPOCHMUS 3AIIMIIEHHBIX 0a3 JaHHBIX, a TAK)KE aHaIM3a HH(POPMAITMOHHBIX
CHCTEM Ha MpEeIMET CIa0bIX MECT U ySI3BUMOCTEH, CBI3aHHBIX C CUCTEMaMHM yIpaBiieHUus 0a3zaMu
JnaHHbIX. Jljisg pemieHus 3agad HEOOXOAMMO HE TOJBKO 3HATh, HO U MOHUMATh JICKIMOHHBIN
marepuai. [losTomy B mporiecce n3ydeHus IUCHUILTMHBI PEKOMEHIYETCsl peryisipHas padoTa c
KOHCIIEKTaMU JIKIIW U PEKOMEHJOBAaHHOM JIUTEPATypOH.

bonplioe BHUMaHUE JOJKHO OBITE YACICHO CaMOCTOSITEIIbHOM pa60Te. B kauectBe
3aJJaHUM JIJIS CaMOCTOSATEIIbHOM pa6OTBI AOMa CTYACHTaM HpCAJIararoTcd 3aJdaqdu, aHAJIOTHUYHBIC
pa306paHHI)IM Ha JICKIUAX U MMPAKTHYCCKUX 3aHATHUAX UJIN CXOKHNEC C HUMU.

JUis mpoBEepKH M KOHTPOJS YCBOEHHSI TEOPETUYECKOrO0 MaTepuasa, MPUOOPETEeHHBIX
IIPAKTUYECKUX HABBIKOB PAaOOThl ¢ OCHOBHBIMHM IOHATHUSMHU B TE€UEHHE OOYUEHHUs MPOBOIATCS
MEPONPUITHS TEKYyILleH aTTeCTalluu B BUJE TECTUPOBaHUU. Takike MpPOBOJATCS KOHCYJbTALUU
(mpu HEoOXOJUMOCTH) MO JIEKIMOHHOMY MarepHally M pa300py HEKOTOPBIX 3adaHUM IS
CaMOCTOSITENIbHON PaOOTHI.

B koHIe M3y4yeHMS AMCUMILIMHBI CTYIEHTHI CHAIOT 3K3aMEH. DK3aMEH INPUHHUMAETCS 110
HK3aMEHAIlMOHHBIM OMJIeTaM, KaXKAbIi U3 KOTOPBIX BKIIIOYAET B ce0s 1Ba TEOPETHUECKUX BOIPOCa
Y OZIHY ITPaKTUYECKYI0 3a1auy. Ha caMmocToATenpHY0 IOATOTOBKY K 9K3aMEHY BbIAEIAETCS 3 TH,
B 9TO BpPeMsI IPETyCMOTPEHA U IPYNIIOBasi KOHCYJIbTaLU.

YyeOHo-MeTOANYECKOE O0ecTeueHne
CaAMOCTOSITE/ILHOM PadoThI CTY/IEHTOB MO TUCIHHUILINHE

Jl1st camocTosTensHOTO TTo100pa TuTepaTypsl B Oudauoreke Apl'Y pekomenmyercs
HCIIOJIb30BAaTh:
1. DnekTponHas kaproreka « KHMroodecrne4eHHOCTh)»

(http://www.lib.uniyar.ac.ru/opac/bk_bookreq_find.php) packpsiBact y4eOHbIN (OHI HaydHOU
oubmuoreku  Spl'Y, mnpenmocraBiaseT — onepaTuBHY0 — MHGOPMAIUI0O O  COCTOSSHUU
KHUT000ECTIeYeHHOCTU TUCIUIUIMH OCHOBHOW M JOIOJIHUTENBHON JTUTEPaTypO, a TaKkxkKe IUKIIa
JUCLUUIUIMH M CHEeIMaIbHOCTeH. DIIeKTpoHHast KapToTeka « KHUrooOecrnedeHHOCTh» JOCTYITHA B
CeTH yHUBepcuTeTa 1 uepe3 JInuHbiil KaOMHeT.
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