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1. Ilesin ocBOEHUsI AUCHMUIIIMHBI

[enstmMu u3ydeHUs: IUCHUIUIMHBI «3aIlNATa B ONIEPALIMOHHBIX CUCTEMAaX» SBJIACTCS TCOPETH-
4yecKas U IPaKTHUYeCKas IOArOTOBKA CIELUATIUCTOB K JEATEIbHOCTH, CBSI3aHHOU C IPUMEHEHUEM
COBPEMEHHBIX TEXHOJIOTHH TOCTPOCHHUS 3aIMIICHHBIX ONIEPALIMOHHBIX CUCTEM, a TAKIKE CPEICTB
¥ METOJIOB 00eCIIeueHus 3aIUThl HHPOPMALIMU B ONIEPAIIHOHHBIX CUCTEMAX.

3a1a4yy IUCLUILINHBIL:

- U3y4YEeHHE TEPMHUHOJIOTUH, TOHATHIHOTO ammapara ¥ OOIIUX MOAXO0J0B K 00eCTIeYeHHUIO
MH(POPMALMOHHOM 6€30M1aCHOCTH OIEPALIMOHHBIX CUCTEM;

- M3YyYEHHE CPEACTB M METOJOB YIPABJICHUS JOCTYIIOM B 3ALIUIICHHBIX OIEPALlMOHHBIX
CUCTEMAX;

- U3y4eHHUE CPEJCTB U METOAOB ayTeHTU()HUKALMYU TOJIb30BaTENeii B 3alUIIEHHBIX Olepa-
LIUOHHBIX CUCTEMAX;

- U3y4EHHE CPEACTB U METOJOB peaM3aluy ayJuTa B 3alUIICHHBIX ONEPALMOHHBIX CHC-
TeMax;

- U3y4YECHHUE CPEACTB U METONOB MHTETPALMU 3ALIUIICHHBIX OIEPALMOHHBIX CUCTEM B 3a-
LIMILEHHYIO CETb.

2. Mecto aucuuminnbl B cTpykrype OIl

JucnumiuHa «3amura B olepalOHHbIX CUCTEMaX» OTHOCUTCS K YUCILY JUCLMILIUH Oa30-
BOM yacTu NpodecCHOHANBHOTO LUKJIA.

s ycremHoro ycBOEHUS JAHHOW JHMCHUIUIMHBI HEOOXOJIMMO, YTOOBI CTYJIEHT BIafel
3HAaHUSMM, YMEHUSMH U HaBbIKaMU, C(OOPMUPOBAHHBIMU B IIPOLIECCE U3YyUCHMS JUCLUIUINH!

«MHpopmaTHkay - paboTa ¢ MPOrpaMMHBIMU CPEJICTBAMU OOIIETO Ha3HAUEHUS;

«AnmnapaTHble CPeACTBAa BBIYUCIUTEIBHOM TEXHMKH» - 3HAHHE apXUTEKTYPbl OCHOBHBIX
TUIIOB COBPEMEHHBIX KOMITBIOTEPHBIX CUCTEM;

«OrnepalMOHHbBIE CUCTEMBD) - 3HAHUE NPUHIUIIOB ITIOCTPOCHHSI COBPEMEHHBIX OIEpalluOH-
HBIX CHUCTEM U OCOOEHHOCTEH MX NMPUMEHEHMs, BJIaJIeHUE HABbIKAMU KOH(UIYpUPOBAaHUS U al-
MUHHCTPUPOBAHUS ONEPALUOHHBIX CUCTEM.

JucnumiuHza «3amura B OlepalMOHHBIX CUCTEMAaX» SIBJSETCS MPEIIECTBYIOLIEH s ciie-
JYIOLMX 0a30BbIX AUCHUIUINH: «OCHOBBI MOCTPOEHUS 3alllUIIEHHBIX ceTei», «OCHOBBI ocTpoe-
HUS 3alMIIEHHBIX 0a3 JaHHBIX», «3alluTa IporpaMM U JaHHBIX». 3HAHUS U NMPAKTUYECKUE Ha-
BBIKHM, IIOJyYEHHBIE B PE3yNbTAaTe€ W3YYEHUM IUCLUIUIMHBI «3alluTa B ONEPALMOHHBIX CHUCTE-
Max», UCTIOJIb3YIOTCS CTYACHTaMHU IIpU pa3paboTKe KypCOBBIX U IUIIJIOMHBIX PaloT.

3. [lnanupyemble  pe3yJbTaTbl  O0y4YeHHs] MO JHCHUIUIMHE, COOTHECEHHbIE €
IVIAHNPYeMbIMH pe3yiabTaTamu ocBoeHust OIl

[Ipouecc u3yyeHus: TUCHUILUIMHBI HAapaBiieH Ha (OPMUPOBAHUE CIIEAYIOIINX 3JIEMEHTOB
komrnereHMi B coorBeTcTBUM ¢ PI'OC no cnenuanbHocTH «KoMmnbroTepHas 0€30MacHOCTb» U
pUOOpPETEHUS CIIEAYIONINX 3HAHUM, YMEHUH, HAaBBIKOB U (MJIM) OMbITA JIEATEIbHOCTH:

dopmupyemast NHaukaTop 10CTHKEHU S Ilepeyens NJIaHUPyeMBIX
KOMIIETEHIUA KOMIIETEeHIUH pe3yabTaToB
(xoa u popmyJIMpPOBKA) (xox 1 (hopmMyJIUPOBKA) o0yueHus
OobmenpodgeccuoHaIbLHbIE KOMIIETEHITUN
OIIK-9: 3HaTh ¥ YYNTHIBATH COBPEMEHHBIE
CrocobeH peuiaTh 3agavuu TCHACHI WU PA3BUTUSA I/IH(I)OpMaTI/IKI/I
npodeccuoHaIbHON Y BBIYUCITUTEIbHON TEXHUKH,

NJ-OITK-9.4: cnocoGeH HacTpOUTH
cucremy 6ezonacHoct OC,
COOTBETCTBYIONIYIO TOCTABIEHHON

ACATCIIBHOCTH C YUYETOM
TCKYyHICTro COCTOSAHUA U
TCH):[CH]_[I/Iﬁ pa3BUTUA

KOMIIBIOTEPHBIX TEXHOJIOTHI B CBOEH
npodecCHOHAIBHON e TeHHOCTH,
3HATh KaK paboTaTh ¢

3aja4e
METOOAO0B 3alIUTHI A IIporpaMMHbLIMU CpEACTBAMU
MHpOpPMaLUH B 6e3onacnoctu B OC.
OIIEPAIIMOHHBIX CUCTEMaX, YMeTh yYHTHIBaTh COBPEMEHHBIC




KOMITBIOTEPHBIX CETSIX U
CHUCTEMaXx YIPaBJICHHUS
0aszamu JaHHEIX, 4 TAKKE
METOIOB ¥ CPE/CTB
3aIATH THHOPMAIHHA OT
YTEUYKH 10 TEXHUICCKUM
KaHajaM, CETeH U CHCTEM
nepeaayr HHPOPMAIUH;

TEHJCHIIUY PAa3BUTHSI WHP)OPMATHKU
M BBIYHCINTEIHHONM TEXHUKH,
KOMITBIOTEPHBIX TEXHOJIOTHI B CBOSH
po(heCCUOHATBHON IEATEIILHOCTH, a
TaKke padoTaTh ¢ MPOrPaAMMHBIMU
cpenctBamu 6e3omacHocty B OC.
Bnaners HaBbIKaAMHM yueTa
COBPEMEHHBIX TECHACHIINM pPa3BUTH
MH()OPMATHKN U BEIYACITUTCIIEHON
TEXHHUKH, KOMITBIOTEPHBIX
TEXHOJIOTUH B CBOEH

PO eCCUOHATTLHON EeATCIHLHOCTH, a
TaKkKe HaBBIKAaMHU pabOTHI C
MPOTPaMMHBIMU CPEACTBAMHU
6e3omnacHoctu B OC.

NJ-OI1K-9.5: cniocobeHn BbIOpaTH,
YCTaHOBUTH " HaCcTPOUTH
croponHee [IO B cooTBeTcTBUU C
IMOCTaBJICHHOM 3aJauei

3HATh ¥ YUUTHIBATh COBPEMEHHBIC
TEHJICHIINY Pa3BUTHSI HHPOPMATHKH
Y BBIYHCIIUTENLHON TEXHUKH,
KOMITBIOTEPHBIX TEXHOJIOTHI B CBOEH
po(hecCHOHATBHOMN NEATENbHOCTH,
3HATh Kak paboTaTh ¢
MPOTPaMMHBIMU CPEACTBAMUA
00II1ero U CHEeraaIbHOT0
Ha3HaueHus B cucteMHom 110
CTOPOHHHX MTOCTABIIUKOB
(aHTUBUPYCHI, CHCTEMBI PE3EPBHOTO
KOIUPOBAHUS U TIPOUEE).

YMeTh yuUTHIBaTh COBPEMEHHEIC
TEHACHIINN Pa3BUTHI WH(POPMATHKU
Y BBIYUCIIUTEIBHON TEXHHUKH,
KOMIIBIOTEPHBIX TEXHOJIOTHIA B CBOEH
mpo(hecCHOHATBHOMN IEeATEIHOCTH, a
Takke padoTaTh C MPOrPaMMHBIMHU
CpelICTBaMH OOIIETO U
CIEIUaTbHOTO Ha3HAYeHNS B
cucteMHoM I10O ctopoHHnX
MTOCTABITUKOB (aHTUBUPYCHI,
CUCTEMBI PE3EPBHOTO KOITMPOBAHUS
U Tpouee).

Bnaners HaBbIKaMH yueTa
COBPEMEHHBIX TEHJICHIINN Pa3BUTHUS
WHPOPMATHUKHU U BEIYHCIHTEILHON
TEXHHUKH, KOMITBIOTEPHBIX
TEXHOJIOTHI B CBOEH
npodecCHOHATLHON IATENHLHOCTH, a
Tak)Ke HaBBIKAMU PaOOTHI C
MPOTPaMMHBIMU CPEACTBAMU
001Iero U CHenuagIbHOrOo
Ha3HaudeHusa cucreMHoM 110
CTOPOHHHX ITOCTaBILMUKOB
(aHTUBHPYCHI, CHCTEMBI PE3EPBHOTO
KOITMPOBAHUS U TIPOUEe).

OIIK-11:
CniocoOeH pa3pabaThiBaTh
MMOJIUTUKHN O€30ITaCHOCTH,

MOJIUTHUKY YIIPaBICHUS
JOCTYIIOM H

NI-OIIK-11.1: cnocobeH co3math
Y TMIOAJEP)KUBATh B aKTyaIbHOM
COCTOSTHHMHU NOJIUTHUKY
MH(POPMALIMOHHON 0€30MaCHOCTH,
MCXO0JIsl U3 MIOCTABICHHOH 3a/1auu

3HATh KaK UCTIONB3YIOTCA
coBpeMeHHble OC 1 uX cpeacTsa
HACTPOUKH IOJIMTHK OE30MIACHOCTH.
YMeTh UCTIONIB30BaTh COBPEMEHHBIE
OC u ux cpeacTBa HaCTPONKHU
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HHPOPMAITHOHHBIMH
MOTOKaMH B
KOMITBIOTEPHBIX CHCTEMaX
C Y4ETOM YIpo3
Oe3omacHoCTH
nHpOpMAaITUH U
TpeOOBaHUIA 11O 3aIIUTE
UHQOPMAIIH;

MOJIUTUK O0€30MaCHOCTH MPU
W3yYCHHUHU W UCTIOTHEHUH
MOCTABJICHHOM 3aa4u.

BaaneTh HaBbIKAMMU
HCITONTb30BaHus coBpeMeHHble OC H
WX CPEJICTBA HACTPOWKH TIOJIUTHK
0e30MacHOCTH IS PELICHUSI
po(heCCUOHANBHBIX,
WCCIIEIOBATEIBCKHUX U TIPUKIIATHBIX
3ajad.

NJI-OIIK-11.3: cocoben
00HAPYKUTh PUIHHY YTPO3BI
0€30MMacCHOCTH U YCTPaHUTh €6

3HaTh MEXaHU3MbI, HHCTPYMEHTHI U
6a30BbIe MA0IOHBI O€30MTaCHOCTH
coBpemeHHbIx OC, cpemcTBa
aJMAHUCTPUPOBAHUS
MOJIb30BaTENEH, CpeicTBa ayIuTa
COOBITHIA.

YMeTb UCTIONB3YsI CPEACTBA ayAnuTa
COOBITHIH, CpeicTBa
aJMIUHHUCTPUPOBAHUS U
WHCTPYMEHTHI 0€30IIaCHOCTH
coBpeMeHHbIX OC, HaCTPOUTH
MTOJIUTUKH ¥ 1a0JI0HBI
0e30MacHOCTH AJIs yCTPaHEHUS
MPUYHHBI O0HAPYKEHHOU
YSA3BUMOCTH.

Baaners HaBbIKAMM aHAIIN3A
pe3yJIbTaTOB PabOTHl CHCTEMBI
aynurta coobITuii coBpeMeHHBIX OC,
BIIQ/ICTh IITATHHIMU YTHINTAMHU
0e301MacHOCTH M ITATHBIMH
cpeacTBaMu aIMUHUCTPUPOBAHUA
OC.

OIIK-12:
Crocoben
aJIMHHUCTPHUPOBATH
OIIepAIIMOHHBIE CUCTEMBI U
BBITIOJTHSATH PaOOTHI TIO
BOCCTaHOBJICHHIO
PpaboTOCTIOCOOHOCTH
MPUKIIATHOTO 1
CHCTEMHOTO
MIPOTPaMMHOI0
obecrieueHus;

N-OIIK-12.3: ciocoben paboTath
C YTHJIUTaMHU aJMHAHUCTPUPOBAHUS
OC muid pemeHus MOCTaBIEHHON
3a1a4n

3HaTth 06a3oBble TPEOOBAHUS
coBpeMeHHBIX OC, UX YTHIUTHI
aJIMAHUCTPUPOBAHUS U TA0TOHBI
HacTpoiiku OC B COOTBETCTBUHM C
[OCTaBJIECHHOU 3aJa4ei

YMeTh UCTIONB30BATh YTUIUTHI
AAMUHUCTPUPBOAHUS U IA0IOHBI
HacTpoiiku OC B COOTBETCTBUHM C
MIOCTABIICHHOH 3a7a4ei

BnaneTs HaBBIKAMM CO3TaHYS,
yIaJeHUs U HACTPOMKHN 00BEKTOB
cucreMsl 0e3onacHocty OC uts
peuIeHus IOCTAaBJICHHOM 3a4a4H.

NI-OIIK-12.2: ciocoben
BoccTaHOBUTH OC BCTPOEHHBIMU
CpeJICTBAaMH M YTUIMTAMH IOCIE
BO3HUKHOBEHMSI BHEHIITATHBIX
CUTYyalMi pa3InyHOro Xapakrepa

3HaTh (ailyIoOBYIO CTPYKTYPY
coBpeMeHHBIX OC, yTUIUTBI U
BO3MOKHOCTH BoccTaHoBieHust OC
B ciTydae cOos

YMeTh UCTIONB30BaTh YTHIIUTHI
BoccranoBienus OC B cirydae cOoeB
pa3Hoii IPUPO.IBI, BEIOUPATH
MOIXOASALINNA METO
BOCCTaHOBJIEHUS B 3aBUCUMOCTH OT
CTETIeHH MTOBPEXKJICHUN U XapaKTepa
cbos

BuianeTs HaBbIKAMH PE3EPBHOTO




KONUpoBaHus, BoccTanoBieHus: OC
13 pe3epBHOM KOTUU

OIlK-2.3:
CriocoOeH MpOBOANUTH
CpaBHUTENBHBIN aHATIU3 U
OCYIIECTBIISITh
000CHOBaHHBIH BBIOOD
MPOTPaMMHBIX U
MPOTrpaMMHO-AMIAPATHBIX
CPE/ICTB 3alUThI
WHPOPMALIUH C YIETOM
peam30BaHHBIX B HUX
MaTeMaTHYECKHX METOJI0B

NN-OI1K-2.3.1: cmocobeH
moxo6pats [10 nexons uz
MIOCTAaBJICHHOU 3aJ1a4u

3HaTh comepaHue paboT Mo
YCTaHOBKE, HAJAJKE, TECTUPOBAHUIO
U OOCIYy)XHBAaHHIO COBPEMEHHOTO
00111eT0 u CIIELUAJIBHOTO
MPOTPaMMHOTO obecrieuenus,
BKJIFOYasl OIEPAI[OHHEIE CHCTEMEL.

YMmernb MMpoOU3BOAUTL  YCTAHOBKY,

HaJaJKy, TECTHPOBaHNE u
obcyXuBaHUe COBPEMEHHOTO
o0mrero u CHENUAIBHOTO
MPOrPaMMHOTO obecrieueHus,

BKJIFO4as OI€pallMOHHBIE CUCTEMBI.

B.T[a}f[eTl) HaBbIKAMM 110 YCTaHOBKC,

HaJaJke, TECTHPOBAHUIO "
00CITy)KHBaHHIO COBPEMEHHOTO
obmrero u CHENUAITBHOTO
MPOrPaMMHOTO obecniedeHus,

BKJItOYas ON€paliuOHHBIE CUCTEMEI.

N-OIIK-2.3.2: ciocoben
nposecTH ayauT umeromero 110 Ha
COOTBETCTBUE IMOCTABJIEHHOM
3ajaue

3Hatp coumepxanue paboT 1O
YCTaHOBKE, HAJAJIKE, TECTHPOBAHUIO
U OOCIYy)XHBaHUIO COBPEMEHHOTO
obmrero u CHENUAITBHOTO
MPOrPaMMHOTO obecniedeHus,
BKJIIOYAsl OTIEPAlMOHHbBIE CHCTEMBI.

YmMmere 1pOM3BOAUTH  YCTaHOBKY,

HaJIaJIKYy, TECTHPOBaHHE u
o0ciy)xuBaHHue COBPEMEHHOTO
o0mrero u CHEeNUAITEHOTO
POrPaMMHOTO obecrieueHusl,

BKJIFOYas OINCPALlMOHHBIC CUCTCMBI.

Baagerr HaBbIKAMH 110 YCTaHOBKC,

HaJajKe, TECTUPOBAHUIO 7
00CITy’)KHBaHHIO COBPEMEHHOTO
obmrero u CHENUAITBHOTO
POrPaMMHOTO obecrieueHus,

BKJIFOYasd OINCPALIMOHHBIC CUCTCMBI.




4. O0beM, CTPYKTYpA U CO/iepPKaHMe TN CHUTITHHbI
OO0m1as TpyA0€MKOCTh AUCIUIUIMHBI COCTABIISET S 3aueTHHIX eaunni, 180 akas.gacos.

Ne Tembl (pa3aeibl) Bunsl yueOHbIX 3aHATHI, DopMbI TEKYyLIET0
n/n AUCHMILIMHBI, = BKJIIOYAS] CAMOCTOSITEJIBHYIO | KOHTPOJISI yCIeBaeMOCTH
HX CO/Iep:KaHHe g padoTy CTyAeHTOB,
s H UX TPYAOEMKOCTh DopmMa NPOMEKYTOYHOM
o (B akaileMHUYeCKHX Yacax) aTrrecTaluu
(no cemecmpam)
KonTakTHasi pabora
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1 [TondTue 3aluIEeHHON one- v 4 3
PAlMOHHON CUCTEMBI
Ormpoc 1o 3agaHusM AJisd
2 |YnpaeneHue JOCTYIIOM 7 6 6 2 10 p JAHIBIM 2L
CaMOCTOSITETLHOU PabOTHI
3 Wnentudukanus, ayTeHTH- 7 6 6 2 10 Ormpoc 1o 3a7aHusIM JJ1s
(uKaIums 1 aBTOpU3aIus CaMOCTOSITETIbHOM padoThI
4 Aynut u oOHapyKeHHe v 6 6 2 10 Omnpoc no 3agaHusaM A
BTOPXKEHUM CaMOCTOSITETLHOU PabOTHI
5 PesepBupoBanue u 7 5 4 10 Ormpoc 1o 3a7aHusIM JJ1s
pe3epBHOE KOMMPOBAHUE CaMOCTOSITETIbHOM PadOThI
6 OrpanuueHue v 5 5 10 Omnpoc no 3agaHuaM A
MoJIb30BaTeNei CaMOCTOSITETLHOU PabOTHI
7 MynbTHU3arpy34uKu U 7 2 4 10 Onpoc 1o 3aganusaM Ais
muQpoBaHue CaMOCTOSITEIIbHOM PadOTHI
8 JloTioTHAUTENEHBIE BOMIPOCHI 7 4 4 1 10 Omnpoc 1o 3aganusIM as
obecrniedyeHus: 0€30MacHOCTH CaMOCTOSITETLHON PabOTHI
2 105 335 OK3ameH
Bcero 3a 7 cemecTp 32 | 32 7 106,5
Bcero 180) 32 | 32 9 10,5]106,5

Conep:xaHue pa3ieioB IMCHUIIHHBI:

Tema Ne 1. [ToHsITHE 3aIIMIIIEHHON ONIEPAlMOHHON CHCTEMBL.

1.1. Yrpo3sl Ge3omacHOCTH OmepanmoHHON cucTembl. Kimaccudukarus yrpos, Hauboiee
pacpoCTpaHEHHBIE YTPO3BI.

1.2. TloHsATHE 3aIIUIICHHON OMEPAIlMOHHON crcTeMbl. [10X0MbI K OpraHU3aIiy 3allHTHI.
OTanbl IOCTPOEHUS 3alIUThl. AIMUHUCTPATUBHBIE MEPBI 3aLIUTHI.

Tema Ne 2. VipaBieHue I10CTyIOM.

2.1. CyObexTsl, 00BEKTHI, METO/IBI U MpaBa JIOCTYyIa, MPUBUIIETUHN CyOBbeKTa gocTyna. Tpe-
OOBaHUS K MPpaBUJIaM YIIPABJICHUS JOCTYIIOM.

2.2. IuCKpenioHHOe yIpaBleHue T0cTynoM. MaTpuiia oCTyTa.

2.3. M3onupoBanHas mporpaMMHasi cpeja.

2.4. ManpgatHoe ympaBieHue noctynoM. MeTku goctyna. KoHTponb nH(DOpMAIMOHHBIX
moTokoB. [IpoGyemMpl peann3anii MaHIATHOTO YIPABICHUS TOCTYIIOM B OTIEPAIIMOHHBIX CHCTE-
Max.

2.5. YnpaBneHue A0CTyIoM B oIepanoHHbIX cucreMax cemeiictBa UNIX. CyObekTsl,
00BexThl, MeToasl 1 mpasa aoctyna. UID, EUID, GID, EGID. ATpuGyTsl 3amuThl 00BHEKTOB




nocryna. CpeacTBa TUHAMHYECKOTO U3MeHeHus oaHoMmounii cyonrektoB: SUID/SGID. Pacim-
PEHUS CTaHJAPTHOM CHCTEMBI YIIPaBIEHUS JOCTYIIOM.

2.6. YnpapieHue JOCTYIIOM B ONEPAIMOHHBIX cucTteMax cemeiictBa Windows. CyObeKTsl,
00BEKThI, METOJIbI U MpaBa JAOCTYIA, NIPUBUIIETUU CyObekTa. Mapkepbl 10CTyIa CyObEeKTOB, Je-
CKPUNITOPBI 3aIIUTBI 00BEKTOB. [TopsIOK MPOBEpPKHU IMpaB AOCTYIA, MOPSIOK HA3HAYCHUS JIECK-
PUINTOPOB 3alllUTHI co37aBaeMbIM OoOBbeKTaM. CpelncTBa AMHAMUYECKOTO MU3MEHEHHUS MOJIHOMO-
4yrii CyOBEKTOB: OJIMIIETBOPEHHE CYOBEKTOB JOCTyMa. PacmmpeHus AUCKPEIHMOHHOW CHCTEMBI
yIpaBieHUs TIOCTYIIOM: aBTOMaTHUECKOE HacjeJ0BaHue aTpUOYyTOB 3alluThl OOBEKTOB, OTPaHU-
YCHHBIE MapKephl JOCTYIa, MaHJATHBIA KOHTPOIb IEIOCTHOCTH, KOHTPOJIb YYETHBIX 3aIHCei,
3JIEMEHTBI U30JIUPOBAHHOM MPOTrPAMMHOM CpPEIbl.

Tema No 3. Unentudukanus, ayreHTHQUKALS 1 aBTOPU3ALIU.

3.1. IlonsaTus naeHTuUKaIM, ayTeHTU(PUKAIIMN U aBTOPHU3AIUH MoJb30BaTeneit. Cpencr-
Ba U METOJIbI XPAHCHUS STATOHHBIX KOMHiA ayTeHTU(PUKAIIMOHHON nHpOopMaruu. [IpoTokos! me-
penayu ayTeHTUPUKAIMOHHONW HHPOpMAIIMU 10 KaHajlaM BeIYUCIUTENbHOU ceTH. Kpunrorpadu-
gyeckoe oOecriedeHre ayTeHTH(UKAUU MoIb3oBaTeneil. AyTeHTu(uKaus Ha OCHOBE Hapoieil.
CpenctBa U METO/IBI 3aIIUTHI OT KOMIpOMETAINK U 1noadopa naposieil. OcOOEHHOCTH MTPOBEPKU
ayTeHTU(UKAIMOHHOW MH(OPMAIMH JIJIsl PA3IMYHBIX TUIIOB HOcUTENel kiroda. [IpobieMsr re-
HEepalluU, PACCHUIKH U CMEHBI Kitoueil. buoMerpuueckas ayTeHTudUKaus: odmas cxema, mpe-
UMYIIECTBA, MPOOIeMbl. JIOCTOMHCTBA M HEJJOCTATKH PA3IMYHBIX CXEM OMOMETPHYECKON ayTeH-
TUdUKaIUY.

3.2. ITaponsHas ayrentudukanus B UNIX, 6ubimorexku PAM.

3.3. [laponbHas aytentuduxamnus B Windows, cpeicTBa ynpaBlieHuUs TapaMeTpaMu ayTeH-
tupuKanu. AyreHTH()UKaMs Ha OCHOBE BHEITHUX HOCHTEJCH KITI0Ya.

Tema Ne 4. Ayaur.

4.1. Heo6XoauMoCTh ayIMTa B 3alIMIEHHON cucTteMe. TpeOoBaHMs K MOJICUCTEME ayIuTa.
Cucrema KOHTPOJIS IIEJIOCTHOCTH JTaHHBIX Tripwire.

4.2. Cucrembl OOHApYKEHHSI U TIPEAOTBPAIICHUS BTOPKEHHH

4.2. Peanuzanus ayaura 8 OC Windows.

4.3. Peanuzanus aynura B OC UNIX.

Tema No 5. PesepBupoBaHUe U pe3epBHOE KOMMMPOBAHUE.

5.1 OcHOBHBIE OIIpENEICHHs, MEXaHU3Mbl pealn3aliy, NPUYUHBl HEOOXOJUMOCTH
pE3epPBUPOBAHUS U PE3EPBHOTO KOMMUPOBAHHUS

5.2. PezepBupoBanue mraTHeIMH cpeactBamu OC

5.3. Pe3epBHOe konupoBanue Ha npumepe BareOS

Tema Ne 6. OrpaHudeHue N0Jb30BATENCH.

6.1. JInCKOBBIE KBOTBI

6.2 OrpaHuyeHue NpoIeccoB B NOTPEOIIEMBIX pecypcax

6.3. llItarabie Mexanu3mbel Windows u Linux

Tema Ne 7. MynbTu3arpy3uuku v mudpoBaHue.

7.1. 3amaun ¥ yCcIOBUS peanu3alii MYJIbTUCUCTEMHOTO HCIOIb30BaHUS KOMIBIOTEPOB.
MynbTHU3arpy34nuki, UX OCOOCHHOCTH, NMPEUMYIIECTBA W HEIOCTaTKH. [IpuMephl opraHu3anuu
paboTsl HecKOIbKUX pazHbix OC HA OJJTHOM KOMITBIOTEPE.

7.2. BupTyanbHble MaIIUHBI, ©X OCOOCHHOCTH, MPEUMYIIECTBA U HEIOCTaTKH. [Iprmepsr
opranmu3anuu paboTsl HeckoIbKkuX pa3Hbix OC Ha OJIHOM KOMITbIOTEpE Ha 0a3e BUPTYaIbHBIX
MaIIIHH.

7.3. O030p ¥ NpUMEHEHHUE MTATHBIX MeXaHu3MoB Mudposanus OC.

Tema Ne 8. JIonoJHUTENbHbBIE BONIPOCHI 0OecTeueHus: 6e30MacHOCTH.

8.1. CpencTBo M30IMPOBAHUS OTEHIIUAIBHO OMACHOTO KOJIA - KOHTEHHEPHI.
8.2. CpeacTBo U30JUPOBAHMS TOTEHIIHAIBLHO OMACHOTo Koja - SeLinux

5. O0pa3oBaTe/bHbIE TEXHOJOTHH, HCIIOJIb3yeMble NP OCYIIeCTBJICHHH 00pa30BaTEIbHOI0
npouecca no JUCHHUIVINHE



B nponecce 00y4eHus NCIONIB3YIOTCS CIeayIoNe 00pa3oBaTeIbHbIE TEXHOIOTUU:

BBoaHasi JieKunMs — 1a€T IEpBOE ILEJIOCTHOE IPEACTaBICHUE O JIUCLMIUIMHE U
OPUEHTUPYET CTYAECHTA B CUCTEME U3YyYEHUs NAaHHOW JUCHMIUIMHBL. CTyIEHTBI 3HAKOMATCA C
Ha3HAUYEHUEM W 33/1a4aMU Kypca, €ro pojbl0 M MECTOM B CHUCTEME yYEOHBIX AWUCIUIUIUH U B
cucTeMe IMOArOTOBKM B LieioM. Jlaercs kpaTkuil 0030p Kypca, UCTOpHsI pa3BUTHUS HAyKU U
NPaKTUKH, TOCTHXKEHUS B 3TOH cdepe, NMeHa U3BECTHBIX YUYEHBIX, U3JIaraloTcs MePCIeKTUBHBIC
HanpasJieHus1 uccienoBanuii. Ha 92ToM  JeKIMM  BBICKAa3bIBAIOTCS  METOJUYECKHE WU
OpraHu3allMOHHBIE OCOOCHHOCTH pabOTHl B paMKax JaHHOW IUCHMIUIMHBI, a TaKKe IaeTcs
aHaJIu3 PEKOMEHIyeMOH yuyeOHO-METOJUUECKOM JIUTEPaATypHl.

AxkaneMuyeckasi JeKUus (WK JEKIHUs 00IIEro Kypca) — MOoClIeA0BaTeIbHOE U3II0KEHHE
MaTepuanga, OCYILIECTBISEMOE IPEUMYILECTBEHHO B BHJE MOHOJOra IIpernojaBaTels.
TpeboBaHus K aKaJeMHUYECKOH JIEKIMU: COBPEMEHHBIH HAy4YHBI YpPOBEHb M HACBILIICHHAS
UH(POPMATUBHOCTh, YyO€QUTEIbHA apryMeHTalus, IOCTYIHass W IOHATHas pedb, YeTKas
CTPYKTypa U JIOTMKA, HAJIWYUE SPKUX I[PUMEPOB, HAYYHBIX JI0Ka3aTeJIbCTB, OOOCHOBaHUH,
(bakToB.

IIpakTHYeckoe 3aHSATHE — 3aHATHE, IOCBSILIECHHOE OCBOCHUIO KOHKPETHBIX YMEHUN M
HAaBBIKOB M 3aKPEIUICHUIO ITOJIyYEHHBIX Ha JIEKIUH 3HAaHUH.

B nponecce oOyueHHs HCHONB3YIOTCS CIEAYIOLIME TEXHOJIOTUU 3JIEKTPOHHOTO OOy4YeHUs U
JUCTaHIIMOHHBIE 00pa30BaTeIbHbIC TEXHOIOTUU:
OneKTpoHHbI yueOHBIH Kypc «OnepannoHHble cUcTeMbl» B LMS DneKTpoHHBII YHUBEPCUTET
Moodle SApI'Y, B koTopoMm:
® [IPEJCTaBJICHbI TEKCTHI JIEKIIUH 110 BCEM TEMaM TEOPETHUUECKOT0 pa3iesa JUCHUILUINHBI;
® [IPEJCTaBJICHBI PaBUia IPOXOKIECHHUS IPOMEKYTOUYHON aTTECTALlUU IO JUCLIUIIMHE;
® [pPEICTaBIEH CIHUCOK Y4eOHOW JUTepaTypbl, PEKOMEHIYeMOW [UIsl OCBOEHHS
JUCLUIINHBL,
e rpexacraBieHa HH(opManus o (opMe M BpPEMEHHM MPOBEACHUS KOHCYJIbTallUH IO
JUCLUIUIMHE U UTOTOBOH aTTecTaluu (IpyU HEOOXOIUMOCTH) B PEXKMME OHJIANH;
e 1mocpeactBoM (opyma  OCYIIECTBISETCS CHHXpPOHHOE U (WIM) aCHHXPOHHOE
B3aMMOJICICTBHE MEXIy O0OyJarolMMHCS M TPEnojaBaTeleM B paMKax MH3yUEHHs
JUCLIUTUIMHBL.

6. [lepeyeHr WHMOPMANMOHHBLIX TEXHOJOIHWii, WCHOJb3yeMBIX TMPH OCYIIEeCTBJICHUH
0o0pa3oBaTeIbHOr0 MpoLecca MO IUCHUIJIMHE, BKJIYAs MepeyeHb JIMIEH3UOHHOIO
NpOrpaMMHOr0 odecriedeHusi W  HMHPOPMAIMOHHBIX CHPABOYHBIX cHCTeM (NpH
HEe00XO0AUMOCTH)

B mporuecce ocyuiecTBieHs: 00pa30BaTENbHOIO MpoIecca Mo JUCHUIUIMHE «3aliura B
ONCPpAOHHBIX CUCTEMAX» UCIIOJIb3YIOTCA:
-IPOrpaMMHOE 00ECTICUCHHE JIJIsl CO3J]aHuUs U JIEMOHCTPALIMH MPE3SHTAINH, HILTIOCTPALlUN 1
JPYTruX y4eOHbIX MaTepHaJoB:
- Microsoft Windows (B cocrase Microsoft Imagine Premium Electronic Software Delivery);
- Microsoft OfficeSTD 2013;
Dr. Web Desktop Security Suite;
- Kaspersky Endpoint Security;
- ViPNet Administrator 4.x (KC3);
- Cetb 11565. ViPNet Client for Windows 4.x (KC3);
- XSpyder 7.8.
- C3U HC/] Dallas Lock 8.0-K;
- CpenctBa 3amuThl nHGOpMmaruu Secret Net 7;
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- Linux (GNU GPL v.3).
- OpenVPN
- BareOS

7. IlepeyeHb COBpEeMEHHBIX NPO(ECCHOHAIBHBIX 0a3 JaHHBIX W HH(OPMANMOHHBIX
CIPABOYHBIX CHCTEM, HCII0JIb3yeMbIX MPH OCYIIeCTBJIEHHH 00pPa30BaTeJIbLHOI0 Mpolecca mno
AUCHHILINHE (PU HE00X0AMMOCTH)
B nporiecce ocyriecTBieHus 00pa3oBaTeIbHOTO MPOIIecca MO AUCITUTUIIMHE UCTIONB3YIOTCS:
e ABromarusupoBaHHas OubmmoreuHo-uHpopmannonnas cucrema «bYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

8. [lepeyeHb OCHOBHOIi M  JIONMOJHHUTEJbHOW Yy4eOHOIl JMTepaTypbl, pecypcoB
HHG(POPMANMOHHO-TEJIEKOMMYHUKAUMOHHO ceTn  «UHTepHeT», HEOOXOAUMBIX s
OCBOEHMS THCIHUIIUHBI.

a) OCHOBHAsI JIMTeparypa:

1. Menbuukos, B. I1., MadpopmarionHas 6€30MacHOCTh U 3amuTa HHPOopMaIu : yueo. mocoodue
1uist By30B / B. I1. Mensaukos, C. A. Kneiimenos, A. M. Iletpakos ; mox pen. C. A.
Krnetimenoga. - 4-e usn., crepeorur., M., Axkanemus, 2009, 331c¢

2. Ilnaronos B. B. IIporpammHo-amnmapaTHbIe CpEICTBA 3aIIUTHl HHPOPMALIUHU: YICOHHK IS
By30B. / B. B. [Inatonos - 2-e u3n., crep. - M.: Akagemus, 2014. - 331 c.

3. enyxun O.N. Cucrembl 0OHapYKEHUSI BTOPKEHUH B KOMITBIOTEPHBIE CETH [ DJIEKTPOHHBIN
pecypc] : yuebnoe nocodue / O.U. llenyxun, A.H. Pynues, A.B. CaBenoB. — DeKTpoH.
TEKCTOBbIE JaHHbIE. — M. : MOCKOBCKHIA TEXHUUECKUI YHHBEPCUTET CBSI3U M NH(POPMATUKH,
2013. — 88 ¢. — 2227-8397. — Pexum nocryma: http://www.iprbookshop.ru/63360.html

0) 10MOJIHUTE/IbHAS JIUTepaTypa

4. Ilanerun, B. ®., 3ammrta uHpopmanuu B KOMIBIOTEPHBIX cucTeMax U cerax / B. .
[Mansrun, M., JIMK Ilpecc, 2012, 592¢

5. PyccunoBuy M. Buyrpennee ycrpoiictBo Microsoft Windows: Windows Server 2003,
Windows XP u Windows 2000.: mactep-kiacc.: niep. ¢ auri. / M. PyccunoBuy, J[. ConomoH -
4-e uzn. - CIIG.: [Tutep; M.: Pycckas Pepakuus, 2008. - 968 c. .

6. CununpiH C. B. Onepanronssie cucteMsl: yaeOHUK 171 By30B. / C. B. CuannbiH, A. B.
bataes, H. 10. Hamotun; YMO no o6pa3zoBanuio B 0071. MPUKIAAHON HHPOPMATUKH - M.
Axanemus, 2010. - 297 c.

7. Pomens A.I1. Windows 10. Bce 00 ucnonszoBanuu u HacTpoiikax. CaMmoy4uTesnb
[DnexTponnsiit pecypce] / A.Il. Pomens, M.A. ®unkosa, M.Jl. MaTBeeB. — DIeKTpOH.
TekcToBbie qaHHble. — CII6. : Hayka u Texnuka, 2016. — 336 c. — 978-5-94387-986-9. —
Pesxxum nmoctyna: http://www.iprbookshop.ru/60646.html

8. Lehey G. FreeBSD Operating System [DnektponHslit pecypc] / G. Lehey. — DnekTpoH.
TeKCTOBbIEe JaHHble. — M. : UInTepHeT-YHusepcuter Mudopmanronnsix TexHomoruit
(MHTYWUT), 2016. — 814 c. — 2227-8397. — Pexum gocrymna:
http://www.iprbookshop.ru/57366.html

9. JIxon Po66unc Otnaaka Windows-mpunoskeHuit [ DnekTpoHHbIN pecypc] / Po6ounc [IxoH.
— DIIeKTpOH. TeKcToBBIe AanHbIe. — Capatos: [Ipodobpazosanue, 2017. — 447 ¢. — 978-5-
4488-0106-8. — Pexxum mocryma: http://www.iprbookshop.ru/63940.html

10. MatBeeB M./I. ITomHoe pykoBoacTBo Windows 8.1 [DnekTponHbIi pecype] / M./I.
Martsees, M.B. IOaun, P.I'. IIpokau. — DnekTpoH. TekctoBbie qanHbie. — CII6. : Hayka u
Texnuka, 2015. — 656 ¢. — 2227-8397. — Pexum jgocryma:
http://www.iprbookshop.ru/43320.html

11. MomkoB M.E. Beenenne B cuctemHoe anMuaucTpupoBanue Unix [DeKTpoHHBIH pecypc] /
M.E. MomkoB. — 2-e u3/]. — DJIeKTPOH. TEeKCTOBbIE JaHHbIE. — M. : IHTepHeT-



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
javascript:
javascript:
http://www.iprbookshop.ru/63360.html
javascript:
javascript:
http://www.iprbookshop.ru/60646.html
http://www.iprbookshop.ru/57366.html
http://www.iprbookshop.ru/63940.html
http://www.iprbookshop.ru/43320.html

Yuusepcuter Uudpopmanmonnsix Texnonoruit (MHTYUT), 2016. — 208 ¢. — 2227-8397.
— Pexxum goctyna: http://www.iprbookshop.ru/73672.html

12. "TpeGoBanusi Oe3zomacHOCTH HH(GOPMAIMM K ONEpPAllMOHHBIM cuctemMaMm" (TpHKa3
OCTDIK Poccun Ne 119 ot 19.08.2016): http:// www.fstec.ru.

B) pecypcnl cetn «AHTEpHET»
1. DnekTpoHHas OubnroTeka yuyeOHbIx MaTeprasioB Spl'yY
(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php).
2. DnekTpoHHO-0MbMoTeyHas cucrema «tOpaiir https://www.biblio-online.ru/
3. DneKkTpoHHO-OMONIMOTEeYHAs CcTeMa «Y HUBEPCUTETCKasi Onbimoreka online»
(www.biblioclub.ru)
4. DnexTpoHHO-OMOMMOTEeYHas cucteMa «Jlanby http://e.lanbook.com/
4. bubnuoreka IOKyMEHTanuu mopraga «TauHer» kopropaiuu Microsoft, Bxirouaroras
ouLManbHBIE PYKOBOJCTBA, OMHCAHUS W HWHTEPAKTHBHBIE JIOKYMEHTHI IO O€30MacHOCTH
OOJIBIIMHCTBA IIPOrPaMMHBIX MPoAyKToB: https://technet.microsoft.com/ru-ru/library/aa991542.
5. llopran «TexHOIOruu IporpaMMm ¢ OTKPBITBIM KOJIOM JIMHYKC» M €ro NmoCTOsSIHHas pyopHka
«be3omacHoCTh» 10 ajpecy: https://losst.ru/security.
6. HoBoctr B cdepe yrpo3 6€30macHOCTH M 3aIIUTHl KOMITIBIOTEPHON MWH(POPMALIUU POCCHICKUX
KypHana «Xakep»:https://xakep.ru/tag/inews u xypuana «VHpopMaroHHas 0€30MacHOCTHY:
http://itsec.ru/main.php.
7. Hoselimue naHHble 00 yrpo3ax pabOThl ¢ MOJIKIIOYECHUEM K ceTH MHTEepHET pocCHiicKOi
xommanuu «Jlabopatopus Kacniepckorox:http://www.kaspersky.ru/internet-security-center.
8. Marepuansl exeromHoro (¢ 27 mo 30 nmexaOps)) BCEMHPHOIO KOHTpecca XaKepoB
«ChaosCommunicationCongress» B ["'amOypre (Ha aHIVIMICKOM SI3BIKE), IJIe PACCKA3bIBACTCS O
HOBBIX BBISIBJICHHBIX YSI3BUMOCTSIX B allllapaTHBIX PEHICHUSX M MPOrPAMMHOM OOCCIICYCHHU:
https://events.ccc.de/congress/2015/wiki/Static:Main_Page, Buacomarepualibl ¢ CyOTHUTpaMu
konrpecca CCC: https://www.youtube.com/user/CCCen/videos.

9. Paznensl «JlokymeHTsI» u «TexHUYecKas 3ammTa HHPOopManun» opUIruaNIbHOTO caiiTa
®CTOK Poccun: http:// www.fstec.ru.

9. MaTepl/IaJII)HO-TeXHI/I‘{eCKaH 6338, HeoO0XoauMas a1 OCYIIECTBJICHUA 06pa30BaTeJIbHOFO
nmpoumecca nmo 1MCumMIinHe

MartepuanbHO-TeXHUYECKas 6a3a, He0OXoauMast AJis OCYIIECTBIEHUSI 00pa30BaTEIHLHOTO
nporiecca 1Mo JUCIUILTIHE BKIIOYAET B CBOM COCTAB CIEIHAIbHBIE ITOMEIICHHS
-y4eOHbIe ayIUTOPUU I TPOBECHUS 3aHATUH JIEKIIMOHHOTO TUTIA;

-y4eOHbIe ayIUTOPUH JJIs TPOBEACHUS MPAKTUUECKUX 3aHATHI: TabopaTopuu
MH(OPMALIMOHHBIX TEXHOJIOTHI U MPOrPaMMHO-AMIMapaTHBIX CPEACTB 0OeCTIeueHHs
nH(pOpMaIMOHHOM 0€3011aCHOCTH;

- yueOHbIC ayTUTOPUU ISl IPOBEACHHSI TPYNTIOBBIX M UHANBUAYAIbHBIX KOHCYIbTAIUH,

- yqe6HHe AyaAUuTOPUHN [JIA MMPOBCACHUA TCKYIICTO KOHTPOJIA U HpOMC)KyTO'—IHOI\/JI aTTeCTalum,
-IIOMEIICHUS JIsI CAMOCTOSATEIHHOU PabOTHI;

-IIOMEIICHUS IS XPAaHEeHUS U IPOPUIAKTHUECKOTO OOCTYKHBaHUS TEXHUYECKUX CPEJICTB
00yJeHUsI.

[TomemeHus A7isE CaMOCTOSTENBHON pabOThI 00YJAIOIIMXCSl OCHAIIICHBI KOMITBIOTEPHOMN
TEXHHKOW C BO3MOXKHOCTBIO TIOJIKITIOUCHHS K ceTH «HTepHeT» 1 00ecIieueHueM JI0CTyIa B
AIIEKTPOHHYIO WH(OPMAIIMOHHO-00pa30BaTENbHYIO CPEAY OpTaHU3AIIH.

Yucno nocaiouHbIX MECT B JIEKIIMOHHOM ayIuTOpun 00JbIie 1100 paBHO CIIMCOYHOMY
COCTaBYy MOTOKA, a B ayIUTOPUH I IPAKTUIECKUX 3aHATUH (CEMUHAPOB) — CIIUCOYHOMY
COCTaBY TPYIIBI 00YJAIOIIUXCSI.
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ABTOpP(BI):

cmapwuii npenooasamens J{.A.Casurnos
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IIpunoxenne Nel k paGoueii nporpamMme AU CHHUIIIMHBI
«3amuTa B ONEPALMOHHBIX CHCTEMAX»

DoH/I OLIEHOYHBIX CPEACTB
JJIS1 TPOBe/IeHNUs] TeKYylIeld ¥ MPOMeKYTOUYHOI aTTeCTAlIMH CTYIeHTOB
Mo AUCHUILINHE

1. TunoBble KOHTPOJIbHBIE 32/1aHUS WIN UHbIE MATEPHAJIbI,
Heo0X0AUuMbIe VIl OLleHKH 3HAHNH, YMeHUi, HABHIKOB U (MJIM) ONBITA 1eATeIbHOCTH,
XapaKTepu3yWIIHuX 3Tanbl ((OPMHUPOBAHUSA KOMIIETEHIUI

1.1 KouTpoJibHble 3a1aHNsI U MHbIE MAaTePHAJIbI,
HCMoJIb3yeMble B Mpoliecce TeKylleil aTrecTanuu

3ananus 151 caMOCTOATEbHOI padorsl (MI-OMK-2.3.1, UJ-OMK-2.3.2):

1. Haiitu caMocTOATENIFHO B PEKOMEHJOBAHHOW JUTEpaType M B DIIEKTPOHHBIX
UCTOYHHKAX MH(pOpMaIK onrcaHue nojacucreM 6esonacHoctd OC U CONOCTaBUTH C OMUCAHUEM
THUIIOBOW apXUTEKTYpPHI, JaTh MOSCHEHUS.

2. Pazpaborath cnenudukanuy 3amanust 1o 0€30MaCHOCTH JUIS TIOACUCTEMBI pa3rpaHuye-
HUSI JOCTYIa OnepaoHHoi cucrembl Windows, pyHKIIMOHUPYIOILEH B COCTaBe JTOKAIBHON BBI-
YHCITUTEIBHON CEeTH, OCTPOSCHHON Ha OCHOBE «JIECHOW» TOMEHHOW apXUTEKTYphl U (PU3HUYECKH
W30JIMPOBAHHOM OT TJI00aTBbHBIX BHIYUCIUTEIBHBIX CETeH OOLIETO MOIb30BaHuUS. .

3. Pazpabotars crienudukanuy 3a1aHus Mo 0€30MaCHOCTH JJIS TOJICUCTEMBI ayIUTa OIle-
pannroHHo# cucteMbl Windows..

4. Pa3zpabotarh crienupuKanuy 3aqaHus M0 0€30MaCHOCTH IS TTOJICUCTEMBI ayTeHTU(U-
KalliH [0JIb30BaTelel onepaunoHHoN cucteMbl Windows..

5. Pazpaborath cnenmdukanuu 3amanust 1o 0€30MaCHOCTH JUIS TIOACUCTEMBI pa3rpaHuye-
Hust goctyna B Linux- Unix-momgo6Ho#t onepaiimoHHON cucTeme..

6. Paspaborath cnenmdukanum 3amanust 1o 0€30MaCHOCTH JUIS TIOACUCTEMBI pa3rpaHuye-
HHSL IOCTYTIa OnepaoHHoi cucrembl Windows Server..

7. PaspaOotath crerdukaimu 3aganus mo O0esomacHoctu ayaura jaias Windows Server
i Bepcuu 2008, ucnonb3yemMoil B kauecTBe (aiii-cepBepa BHIYMCIUTEIBHON CETH, TOCTPOEH-
HOW Ha OCHOBE «JIECHOW» JIOMEHHOH apXHWTEKTyphl, MPUYEM JIOCTYIl K YHAAJCHHBIM JOMEHaM
OCYILECTBIIsIETCS uepes ceTb VIHTepHeT.

8. Pazpaborath crieHapuii mocienoBarenpHoil yecraHoBkn OC Windows, Linux u MacOS
IOCPEJICTBOM MYJbTH3arpy3ulka Ha eAuHH4YHyro OBM ¢ TpeMs XecTKMMH JHCKaMHU U
HACTPOWKHM TIOJICHCTEM HX 0€301acHOCTH JiIst paboThl B IHTEpHET 1 3alIUTHI OT BHEITHUX yIPo3.

9. Paszpaborath cueHapuil nocienonarenbHoil ycraHoBkn OC Windows, Linux u MacOS
C HMCIIOJIb30BaHUEM BUPTYaJbHBIX MAIIMH HA €IMHUYHYIO DBM ¢ IByMS JKECTKUMH JUCKaMH U
HACTPOMKHU MOJICHCTEM UX 0€30MacHOCTH JUIst paOoThl B IHTEpHET U 3aIUThl OT BHEIIHUX yIPoO3.

IlepeyeHnb BONPOCOB 1151 KOHTPOJIbHO# padoThi(MA-OIK-11.1):

1. CyOmbexTbl, 00bEKTHI, METOIbI, ITpaBa u npuBmiIeruu OC Linux.

2. CyObekTbl, 00BEKThI, METOIbI, TpaBa u npuBmieruda OC Windows.

3. CpencrBa oOHapyKeHHsI M MPOTUBOACHCTBHS aTakaM M BTOP)KEHHUSM B COBPEMEHHBIX
onepanroHHbIX cuctemax OC Linux.

4. CpenctBa oOHapy>KeHHsI M MPOTUBOJEHCTBHSI aTakaM M BTOPXKEHUSM B COBPEMEHHBIX
ornepannoHHbix cucremax OC Windows.

3. OcoOEHHOCTH pe3epBUPOBAHUS U BOCCTAHOBIECHMS IOCIIE COOEB COBPEMEHHBIX OIlepa-
nroHHbIx cucremax OC Linux.
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4. OcoOeHHOCTH PEe3epPBUPOBAHUSI U BOCCTAHOBIICHUS TMOCIIe COOEB COBPEMEHHBIX OIepa-
OUOHHBIX cucTeMax Linux u Windows.

5. OcobenHocTH ayuTa B ONEpallMOHHBIX cucTemax Linux.

6. OcoOeHHOCTH ay/uTa B ONEPAMOHHBIX crucTeMax Windows.

7. llltaTHBIC CpENICTBA PE3EPBUPOBAHMS U PE3CPBHOTO Komuposanus Linux.

8. llltaTHbIE CpeICTBa Pe3ePBUPOBAHKS U pe3epBHOro Komuposanus Windows.

9. IlonsiTHE M IPUMEPHI CPEACTB N30JIMPOBAHUS MOTEHIIUAIEHO OITACHOTO KO/IA .

10. ratueie cpencrea mudpoBanus OC Windows.

11. llIraTubie cpencta mmdpoBanus OC Linux.

IlepeyeHb BONPOCOB /1JIs1 ONMPOCOB HA MPAKTHYECKHUX 3aHATUSIX:

1. Ba3zoBble cpencTBa ympasieHus AocTynoM B Windows: MapKepsl 10CTyIa, IECKPUIITO-
pbl 3amuThl. (MI-OI1K-9.4).

2. Ocobennoctu ympasieauss pgoctynmom B UNIX-LINUX OC «kmaccudeckux w
COBPEMEHHBIX PELICHU.

3. OxapaxTepu3oBaTh Ha3HAYCHHUE U COCTAB CPEICTB YIPABICHUS JOCTYIIOM, OJOOHBIX
npumensembix 8 OC Windows.

4. HasnaueHue aTpuOyTOB 3alllUThl BHOBb CO3/1aBaeMbIM o0bekTaM Windows, HacienoBa-
HHUE JeCKpUnTOpoB 3amuthl. (M/I-OI1K-9.5).

5. Vmpasnenue cpencramu ayTeHTUQHUKAMK B Linux.
Vupasnenue cpeactBaMu ayreHTudukammu B Windows.
VYupasienue cpeactamu ayauta B Linux. (U/I-OI1K-12.3).
VYupasnenue cpeacrBamu ayaura B8 Windows. (UI-OT1K-12.3).
Cpencrsa pe3epBHoro konuposanus (MJI-OI1K-12.2)

10 CpenctBa pe3epBupoBanus (MI-OI1K-12.2)

11. CpenctBa mmgpoBaHus yCTpONUCTB

12. llucdpoBanue Ha ypoBHE (PailIOBOI CUCTEMBI

13. Pabora ¢ systemd B Linux. OcHOBHas 1esb — OOHAPYKUTHh CEPBHC, BBHITOTHSIOMINI
OIpezeNIeHHbIe AeMCTBUA B nporecce 3arpy3ku. (M/1-OI1K-11.3).

14. Bei6op criocoba Boccranonenuss OC Windows mocie ¢00si. HCXO/Isl M3 THITA CITy9IUBIIETOCS
cucTeMHoro c6os. BeipaboTka pexomennamuii mo Beioopy [1O miist mpeqoTBpalieHus Wi MUHUMUA3AIUH
mocieacTBuil mocneayronmx uaiuaeaTos(M/1-OITK-9.4)

©ooNe

1.2 Cnucok BonpocoB u (M) 3aaHui VISl IPOBeeHUs] MTOTOBOM aTTecTAlMHU

CnHcoK BONPOCOB K IK3aMEHY
1. Tunosast apXUTEKTypa MOICUCTEMBI 3alUTHI 3auuineHHoi OC.
2. OYHKIMU HHU3KOTO M BBICOKOTO YPOBHS IOJICUCTEMBI oOOecredyeHuss 0e30MacHOCTH
samuuienson OC.
3. Pasrpannuenue noctyma 3ammmeHHod OC (00BEKTHI W CYOBEKTBHI JOCTYIA, METOJ
JIOCTYTNa U pa3rpaHUyYEHHe JOCTYyNa, MPaBO JOCTyNa M MOJHOMOYHUS JOCTyna (IpUBUIIETHS),
MaTpHIla JOCTyMa, TUCKPEIIMOHHBIA U MaHAATHBIA METOJI AOCTYIIA).
4. Wnentudukanus, ayreHTUGHUKAIMS U aBropusauus B 3amunienHod OC (aBropuzaius ¢
MIOMOIIIBI0 TapoJiei, BHEIIHUX HOCUTENeH KIoYeBOH HH(POpPMAIMK, MO OHOMETPHUECKUM
napameTpam, KOMIUIEKCHAs! aBTOPU3aITHs ).

d. CpeactBa agmuHHCTpupoBaHusa B 3amuuieHHoM OC (cucreMa ynpaBi€HHsS CIIHCKOM
M0JIb30BaTENeH U MOJUTHKOM 0€30aCHOCTH, MEHEIIKEP PECYPCOB, ayJIUT, CEPBUCHI)
6. Kpunrorpadguueckue QpyHkiuu odecrevyenus: 6e3onacHocTy B 3amuiienHon OC (3ammra

¢danoB cpenctBamu B3amMojneiicTBus  QainoBoit cuctemMbl u OC, 3ammTa MapoOIBHOU
uHpOpMaIlMK TPH aBTOPU3AIMH, 3allMTa I[epelaBacMoil WHpoOpMAMU H  TOIICPKKA
KPHUITOMPOTOKOJIOB).
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1. CpenctBa 3amuThl ceTeBbIX (yHKuuMid B 3ammmieHHoil OC (cpeacTBa MacKUpOBaHHS
pecypcoB ceTH, (uiIbTpalMs IAKETOB, CPEICTBA MEXKCETEBOI'O AKPAHUPOBAHMS, CpPEICTBA
KPUNTO3AIIUTHl HMH(GOpMAMKA TPH MEXKCETEBOM B3aWMOJICHCTBUU, CPEACTBA TOAJICPKKHU
pasrpaHMYeHHs JIOCTyNa JUIsl PpacHpeleNCHHbIX CETEBBIX pPECypcoB JUIsl CETEBbIX U
pacripefieieHHbIX MH()OPMAIIMOHHBIX CHUCTEM U CHCTEM YAAJCHHOTO XpaHEHUs JaHHbIX,
CpeACTBa CETEeBOro AyOJUpOBaHMS W  apXUBUPOBaHMS HMHPOpPMALUU, a Takke ee
pe3epBUpOBaHUs, cpenctBamu cucteMm ceptuduxaroB u OLII, cpeactBa cHHXpOHU3AUH
BPEMCHH).

8. CepBucHbie pynkuuu 3amumeHHod OC ans obecriedeHHs yCTOMYMBOCTH PabOTHI U
3alIUTHl OT HECAHKIIMOHUPOBAHHOIO JOCTYTIA.
9. Mertons u paBa noctyna B OC Windows.

10. TIpusunerunm cyonextos moctyna B OC Windows.

11. Mapkep nocryna nons3zosarens 8 OC Windows.

12. Jleckpunrop 3amursl 06bekta B OC Windows.

13. Tlopsamox mpoBepku mpas gocTyna cyobekta k oobexram B OC Windows.

14. Ha3snaueHue JeCKpUIITOPOB 3aIMTHI co3uaBaeMbIM 00bekTam B OC Windows.
15. Manparsslii konTposs nenocraoctd 8 OC Windows.

16. Dnements u301MpoBaHHOM HporpaMmMuoii cpesl B OC Windows.

17. AtpuGyTsl 3a1MTHI M BEKTOPHI HocTyma cemeiictea OC Unix.

18. Meroxs! npoBepku mpas A0CTyMa Cy0bekTa kK 00beKTy cemeiictea OC Unix.
19. Mexanusm SUID/SGID cemeiictsa OC Unix.

20 HOJII)3OB21TCJII) I’OOt, IIOBBIIIICHUC W MHWHHMH3ALIUA HOHHOMO'—IHﬁ, yTI/IJH/ITI)I SU n SUdO
cemeiictea OC Unix.

21. TlaponbHas ayreHTHM(HMKAUUs W OCHOBHBIE YIpO3bl MApOJNBLHOH ayTeHTH()UKALMH -
KOMITPOMETAIMS M TOA00p Maposiel, METOJbl YMEHBIICHHS YIPO3bl OT KOMIIPOMETAIUH |
nmoa0opa MmapoJiei.

22. AyTreHTM(UKALYS C UCTIONb30BAHUEM BHEIIHHX HOCHTENEH.

23. Buomerpuyeckas ayTeHTH(UKALMS.

24.  Ayrenruduxanms B OC UNIX.

25.  Ayrentuduxamus B OC Windows.

26.  OO6mue cBesieHus Mo ayauTy 3amuimeHHsx OC.

27. Aymur B OC Windows.

28. Aymut B OC UNIX.

29. Cucremsl oOHapyskenus BTopxkenuii B OC.

30. TlomsaTus pe3epBUPOBAHUS U PE3EPBHOTO KomupoBaHHs. CHOCOOBl, OCOOEHHOCTH U
MPEUMYIIECTBA PE3CPBUPOBAHUS

31. PesepBHOE KONMMPOBaHME: CIOCOOBI, OCOOEHHOCTH M TPEMMYIIECTBA PA3HBIX METOJIOB.
OO0mrast cxema CHCTEMBI pe3epBHOTO KonupoBaHus Ha mpumepe BareOS.

32. TlousaTue cpeapl OKPYKEHHUs MOJb30BaTeiss. OrpaHMYEHHE MONb30BaTENei B pecypcax Ha
npumepe MS Windows u Linux.

33. Opranmsamus Heckonpkux OC Ha 07HOM (DM3UYECKOM KOMIBIOTEPE: CIOCOOBI
peanu3anuu, 0COOCHHOCTH M MPEUMYIIECTBA KAXKI0TO U3 crtoco0oB. HeoOxoauMocTh U crmocoObl
obecnieuenus 6e3omacuoctu OC.

34. Illugpposanue B OC : crmocoObl peanM3aluy, MPEMMYIIECTBA KaXIOro H3 CIOCOOOB.
[Tpumepsl MexaHU3MOB KU (PpPOBaHUS.

35 . KOHTCﬁHCpBI U  HU30JHUPOBAHHBIC OKPYXCHHUSA: HASHAYCHUC, MPUMEPBI, OTIUYHUA
KOHTCﬁHCpOB " U30JIMPOBAHHBIX CPEO, OTIINYUSA OT BUPTYAJIbHBIX MAIlIWH, IPUMCEPbI

36. CucTeMbl H30IALMY IIPOLIECCOB HA OCHOBE MpaBui Ha npumepe SELinux
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3. MeToauyeckue peKoMeHAAIlUH MPenoiaBaTesro
1O NMpoleaype OlleHNBAHUA 3HAHUI, YMeHHM i, HABLIKOB U (MJ1M) ONBITA 1eSTeJIbLHOCTH,
XapaKTePU3yHIIMX 3TANbI (POPMUPOBAHUS KOMIIETEHIIHI

HGHBIO HpOHCI[ypBI OILICHHUBAHUS SABJIACTCA OHpeI[eJIeHI/IC CTCIICHU OBJIAACHUA CTy,Z[CHTOM
OXXKHJACMBIMU pPe3yJbTaTaMH OOYYCHHs (3HAHHSAMH, YMCHHSIMM, HaBBIKAMH W (HMJIH) OIBITOM
JIeATETLHOCTH ).

[Ipouenypa oleHHBaHHS CTEIEHUW OBJIAJCHHUS CTYJICHTOM OXXHIACMBIMH Pe3yJIbTaTaMHt
OOydYeHHUsI OCYIIECTBISACTCS C IMOMOINBI0 METOAMYECKUX MAaTepUajoB, MPEACTABICHHBIX B
paszneiie «TUIoBbIE KOHTPOJIBHBIC 3aJIaHUs WJIM MHBIC MaTepPHaJIbl, HCOOXOAMMBIC JIJIS OICHKU
3HaHWM, YMEHMH, HABBIKOB M (WJIM) OIbITa JEATEIBHOCTH, XapaKTEpU3YIOUIMX OTallbl
(bOopMUPOBAHUS KOMITETEHITHI

3.1 KpnTepml OLCHUBAHUSA CTCIICHU OBJAAICHUA SHAHUAMMU, YMCHUSIMH, HABBIKAMU H
(I/I.]'[I/I) ONIBITOM JA€ATECJIBHOCTH, OIIPEACIAIOIINEC YPOBHHA cq)OpMI/IPOBaHHOCTI/I KOMIIeTeHIii

IToporoselii ypoBeHb (001111€ XapaKTEPUCTUKH ):

— BJaJ€HHE OCHOBHBIM 00bEMOM 3HAHUI 10 IPOrpaMMe AUCLUIUINHBI;

— 3HaHWE OCHOBHOW TEPMHUHOJOIMU JAAHHOM 00JacTH 3HAHWH, CTUIMCTUYECKU I'PaMOTHOE,
JIOTUYECKH MPAaBUIBHOE U3JI0’KEHUE OTBETA Ha BOIIPOCHI 0€3 CYIECTBEHHBIX OLINOOK;

— BJAQJCHHE HMHCTPYMEHTAapHUEM JAMCLMIUIMHBI, YMEHHE €ro HCIIOJIb30BATh B PEIICHUU
CTaHJApTHBIX (TUIIOBBIX) 3a7ay;

— CHOCOOHOCTh CaMOCTOSITENIbHO TPUMEHSTH TUIIOBBIE pEIICHHST B paMKax paboueit
IIPOrpamMMBbl TACHUILINHBI;

— YCBOGHHME OCHOBHOH  JHUTepaTypbl, PpPEKOMEHJOBaHHOM paboueil  mporpammoit
JUCLUIINHBL,

— 3HaHHWe 0a30BBIX TEOPHUH, KOHICMIWN W HAINPaBICHHUHA MO N3y4aeMOM JIUCIUILINHE;

— caMocTosiTelIbHasg paboTa Ha NPAKTHUECKUX 3aHATUAX, I[EPUOJMYECKOE YydacTue B
IPYHIOBBIX 00CYXIEHUSAX, TOCTATOYHBIN YPOBEHDb KYJIbTYpPbl UCTIOJTHEHUS 3a1aHUH.

IIpoaBuHYTHII ypoBeHb (00IIME XapaKTEPUCTHKN):

— JOCTaTOYHO TMOJHBIE M CHUCTEMAaTH3UPOBaHHbIE 3HAaHUS B O00BEME MPOrpaMMBbl
JUCIUIINHBI,

— HCIMOJIb30BaHUE OCHOBHOW TEPMHUHOJOIMM JAHHOW OONAacTH 3HAHUHM, CTHIIMCTHYECKH
IPaMOTHOE, JIOTUYECKU IIPABUIIbHOE U3JI0)KEHNE OTBETA HAa BOIIPOCHI, YMEHUE JI€1aTh BHIBOJIBI;

— BIAJICHUE HMHCTPYMEHTAapHEeM AMCLUMIUIMHBI, YMEHHE €ro HCII0JIb30BaTh B pPEIIEHUU
y4eOHBIX U MPOPECCUOHANBHBIX 33/1a4;

— CHOCOOHOCTh CAMOCTOSITENIBHO peliaTh CIOXKHbIE 3a1a4M (IpobaeMbl) B paMKax paboueit
IIPOrpaMMBbI TUCLUIUIHHBI;

— YCBOEGHHE OCHOBHOM U JOIOJIHUTEIbHOM JIMTEpaTyphl, PEKOMEHJIOBaHHOW paboueit
MPOrpaMMOil TUCIUIUIMHBI;

— YMEHHE OpUEHTHPOBATHCS B 0a30BBIX TEOPUAX, KOHLENIMIX M HAIMPABICHUSIX I10
M3y4aeMOH TUCLUIUIMHE U AaBaTh UM CPABHUTEILHYIO OLICHKY;

— caMmocTosiTelibHasg paboTa Ha MPaKTUYECKUX 3aHATUAX, YYacTHe B TPYIIOBBIX
00CYX/IeHUSIX, BEICOKUI YPOBEHb KYJIbTYphl UCTIOTHEHUS 3a/1aHUI.

Bbicokuii ypoBeHb (0011I1€ XapaKTEPUCTUKH ):

— CHCTCMATHU3UPOBAHHEIC, rny601<1/1e n IIOJIHBIC 3HaHUA 10 BCEM pasaciamMm
JUCIIMITIIUHBI,
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— TOYHOE WCIIONH30BAaHHE TEPMHUHOJOTHU JaHHOW OOJIaCTH 3HAHUM, CTUIMCTHYECKU
rpaMOTHOE, JIOTUYECKM TPaBUIBHOE W3JIO)KEHHWE OTBETa Ha BOIPOCHI, YMEHHE JesaTh
000CHOBaHHbBIE BHIBOJIBI;

— 0Oe3ynpeyHoe BIaJCHUE UHCTPYMEHTApUEM JTUCLUILITUHBL, yMeHHe ero
MCIOJIb30BaTh B IOCTAHOBKE M PEIICHUH HAy4YHBIX M MPOQEeCcCUOHANBHBIX 33/1aY;

— CIIOCOOHOCTH CaMOCTOSITENIbHO W TBOPYECKH PEIIaTh CIIOXKHBIE 3aaadu (MIPOOJIeMbI) B
pamMkax pabouei mporpamMmbl JUCHUTLTAHBI;

— MOJIHOE U TJyOOKOE YCBOGHHME OCHOBHOM U  JONOJHUTENIBHON JIUTEpaTyphl,
PEKOMEHIOBaHHOM paboveil mporpaMMoOi JUCITUTIIINHBI,

— YMEHHUE OPHEHTHUPOBATHCS B OCHOBHBIX TEOPHSIX, KOHIEHIUSAX M HANPABJICHUSIX IO
M3y4aeMoU TUCIMIUIMHE U JJaBaTh UM KPUTHUYECKYIO OLICHKY;

— aKTHUBHasl CaMOCTOSITeNIbHAsI paboTa Ha MPAKTUYECKUX 3aHATHUSIX, TBOPUECKOE YHacTHE B
TPYIIOBBIX 00CYXKIEHUSAX, BBICOKUN YPOBEHb KYJIbTYPhI UCIIOJHEHUS 3aJaHHii.

3.2 Onucanue npoueaypbl BbICTABJICHUS] OLCHKHU

B 3aBucumoctu OT ypoBHsSI CPOPMHUPOBAHHOCTH KaXKIOW KOMIIETEHIMH 110 OKOHYAHUU
OCBOCHMS AMCLUUIUIMHBI CTYAEHTY BBICTaBJIAETCS  OLEHKa. JlJi1 JUCUMIUIMH, U3y4aeMbIX B
TE€YEHHE HECKOJIbKUX CEMECTPOB, OIIEHKAa MOJKET BBICTABIATHCA HE TOJBKO IO OKOHYAHHUU €€
OCBOCHMS, HO U B IPOMEKYTOUHBIX ceMecTpax. BuJ OLEHKH («OTIIMYHO», «XOPOILIOK,
«YJIOBJIICTBOPUTEILHO»,  «HEYIOBIICTBOPUTEIHHO») oOIpenensercss paboueil  mporpammoi
JUCLUIUIMHBL B COOTBETCTBUU C YYEOHBIM IJIAHOM.

OneHka «OTJIIMYHO» BBICTABJIAETCA CTYAEHTY, Yy KOTOPOro KaKJIas KOMIIETEHIIUS
(TMOJIHOCTBIO MJIM YAaCTHYHO (popMupyemas JaHHOM TUCLMIIMHOM) cOpMHpPOBAaHA Ha BHICOKOM
YpOBHE.

OneHka «XOpOILO» BBICTABISAETCS CTYAEHTY, y KOTOPOTrO Kaxjaas KOMIETEHIUS
(TTOJTHOCTBIO WIIM YaCTUYHO (pOpMHUpYyeMasi JaHHOW JUCHUIUIMHON) COPMHUPOBAHA HE HIXKE, YEM
Ha MPOJIBUHYTOM YPOBHE.

OneHka «yJOBJIETBOPUTEIbHO» BBICTABISETCS CTYIAEHTY, y KOTOPOrO KaKJas
KOMIIETEHIMS (ITOJTHOCTBIO WJIM YaCTUYHO (pOopMHpYyeMasi JaHHOW TUCHUIUIMHON) chopMUpOBaHa
HE HIKE, YeM Ha MIOPOrOBOM YpPOBHE.

O1eHKa «HEyIOBIIETBOPUTEIBHO» BBICTABISETCS CTYJEHTY, Y KOTOPOro XOTs Obl O/lHa
KOMIETEHIHS (TIOJTHOCTBIO WM YaCTUYHO (hopMUpyeMasi TaHHOW ITHUCHUIUIMHON) copMUpoBaHa
HWXKE, YEM Ha IOPOTOBOM YPOBHE.

IIpunosxkenne Ne 2 k paGoueii mporpamMme M CUMIIIMHBI
«3amMTa B ONNEPANMOHHBIX CHCTEMAX))

MeToanueckue YKazaHudA JJA CTYACHTOB IO OCBOCHUIO T CHUIIJIUHBI

OcHoBHOW (QopMOIi H3TOKEHHS y4eOHOro MaTepuana Mo AWCIUIUIMHE «3amuTa B
OTIEPAIIMOHHBIX CHCTEMax» SIBIIIOTCS JICKIIUU, TIPUYEM B JOCTATOYHO OOJIBIIOM oOBeMe. DTO
CBSI3aHO C T€M, YTO JIJaHHAs TUCITUIUIMNHA HAXOJUTCS KaK Obl HA CTHIKE MEXIY JUCIHUILTHHAMHI
«AnmapaTHble CPEICTBa BBIUUCIUTEIHHON TEXHUKN» W «OTEepallOHHBIE CHUCTEMBD» B YacTH
anmapaTHOro 00eCredYeHUs 3allUThl BBIYMCIUTEIBHBIX MPOIECCOB M HMCIOJIH30BAHUS TMaMSTH,
METO/JIOB XpaHEHWsI JAaHHBIX, W JUCHUIIHHAMUA «OCHOBBI TIOCTPOCHHUS 3alIUIIEHHBIX
KOMIBIOTEPHBIX ceTeit» U «OCHOBBI MOCTPOSHUS 3alMINEHHBIX 0a3 JaHHBIX». Kpome Toro,
OYEBHIHO, YTO JaHHBIE 0 MexaHu3Max OezomacHocTH OC €XeroJHO TMOIONHSIOTCS CEepUsIMU
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natyeil mogcucteM 0€30MaCHOCTH K aKTyaJIbHBIM OINEPALMOHHBIM CUCTEMaM U JONOJHSIOTCS C
BBIX0J0M HOBBIX Bepcuid OC.

JUisi yCTIENIHOTO OCBOEHHS JAMCHUIUIMHBI BAXKHO YIIIYOJIEHHOE H3Yy4eHHEe HEKOTOPBIX
pa3zenoB «3alluTa B ONEPallMOHHBIX CUCTEMaX» CaMOCTOSITENIbHO, B KAYECTBE BBIIIOJIHAEMBIX B
JOMAIIHUX YCJIOBHSX 3agaHuii. OCHOBHAs IIeNIb CAMOCTOSITENBHBIX pabOT — MOMOYb HE TOJBKO
YCBOUTH TEOPETUUYECKHE OCHOBBI U MPAKTHUECKHUE METO/bI 3aIIUTHI B ONEPAI[MOHHBIX CHCTEMAaX,
HO M PAaCHIMPHUTh CBOM 3HAHUS 0 TOJIHBIX W CHUCTEMHBIX. [lJis 3TOro HEOOXOOMMO 3HATH U
MOHMMATh JICKIIMOHHBIN MaTepuasl. Matepuain, 3aKOHCIIEKTUPOBAHHBINA Ha JIEKLIMSIX, JAONOIHSIET
NpECTaBICHHBI B MpeanaraeMoil yuebHoil sumrtepatype. Heobxoaumo noma mpopabaThiBaTh
9TOT MaTepuall W JOMOJHATh HOBEWIEH aKTyaJdbHOW HWHGOpMAIMeii, TMOJy4YeHHOH Ha
KOHCYJIbTALUSIX, IPAKTUUECKUX 3aHATUAX U U3 PEKOMEHIOBAaHHBIX pecypcoB cetu MHTepHeT.

Jlis mpoBepKHM M KOHTPOJS YCBOGHHSI TEOPETHYECKOro MaTepuaia, MPHOOPETeHHBIX
NPAaKTUYECKUX HABBIKOB HCIIOJIb30BAaHMs y4eOHOW JIMTepaTypbl, B TEYCHHE OOy4eHUs
MPOBOAATCS MEPOINPUATHS TEKyIled aTrTecTallid B BHJIE KOHTPOJbHOW paboThl U pAna
CaMOCTOSITENIbHBIX paboT B AOMAIIHUX YCIOBUAX. BapuaHThl 3a1aHUil BBIAAIOTCS ydaluMcs Ha
MOCIIEIHEM Yace JICKIMOHHBIX 3aHATHM MO Kaxaoi u3ydaemol Teme. OlLeHKa U 0OCYyXKICHHE
BBIMIOJTHEHHBIX ~ CTYJIEHTAaMHU 33JaHMil 10 CaMOCTOATEIbHOW paboTe MNpPOU3BOIAUTCS Ha
MPAKTUYECKHUX 3aHATHSIX M YUYUTHIBACTCA, HA PNy C pe3y/bTaTaMu MPAKTUYECKUX 3aHATUH, MIPH
OlLICHKE TeKyllel ycrneBaeMocTH. Taxke mpu HEOOXOAMMOCTH MHPOBOJAATCS KOHCYJbTALUU IO
pa3bopy 3amaHuil ISl CaMOCTOSITENIBHOM paboThl, KOTOPhIE MOTYT BBHI3bIBaTh Y CTYACHTOB
3aTpyIHEHUS.

B xonme cemectpa u3y4YeHHUS TUCIUIUIMHBI CTYJISHTBI CHAIOT DJK3aMeH. OJK3aMeH
NPUHUMAETCS. TI0 DK3aMEHALMOHHBIM OWJIeTaM, KaXKIbli W3 KOTOPBIX BKJIIOYaeT B ceOst 1Ba
TEOpPETUUECKHX Bompoca. Ha caMocTosATeNbHYIO IOJTOTOBKY K SK3aMEHY BBIIENsIeTcs 3 IHs, BO
BpEMsI IOATOTOBKH K IK3aMEHY NPEAYCMOTpPEHA IPYIITOBasi KOHCYIbTALIUS.

CaMOCTOSTEIbHO OCBOUTH BOMPOCH! JUCIUILIMHBI «3aIUTa B OMEPAIIMOHHBIX CUCTEMaX)
CTYJIGHTY KpaiHe CJI0KHO. DTO O0YCJIOBIEHO TE€M, UYTO CTYACHTHI CJIa00 MPEACTABISIOT 00BEMBI
U XapakTep MOCTOSHHO MPoBoAUMOIl pazpaboTurkamu OC paboThl B MHTEpecax 10padOTKH KoJa
OC pmyis COBMECTUMOCTH C pa3jIUMYHbIMHM allllapaTHbIMU pPEIICHUSMU M OoJiee aJeKBATHOTO
COOTBETCTBHUSl 3alIUTHBIX MEp IIOCTOSIHHO PACTyIIMM II0 YPOBHIO M XapakTepy yrpo3am
0€30MacHOCTH.

[TpoGnembl 3alUTHl B ONEPALMOHHBIX CHUCTEMaxX OCIOXKHSIOTCS HaJlMyueM «0aroB» u
<OKCIUIOMTOB», 3aJIO’KEHHBIX 3apyOeXHBbIMU MPOU3BOIUTENSIMU  aIIMapaTHO-IPOrPaMMHBIX
peLIeHU B COOTBETCTBHM C 3aKOHOZATEIbCTBOM IO HAIMOHANBHOM Oe3omacHocTH. [losTomy,
ABJIIETCS. COBEPIICHHO HEOOXOAMMBIM MOCEIICHUE CTYJEHTAMH BCEX ayAUTOPHBIX 3aHITHUM, I/e
UM Da3bACHAETCS 1edb U CYTh HENOJHOI0 NpeACTaBiIeHUs HHGOpMALMU POCCUHCKUM
NOTPEOUTENSAM O 3amagHbIX HH(OPMALMOHHBIX TEXHOJIOTMSX M, KOHKPETHO, O COCTaBe U
Ha3HAUEHUM 3aIIUTHBIX MexaHu3MoB wHHocTpaHHbIXx OC. B pesynbrate ¢opmupyercs
NaTpUOTHYECKas  IO3ULHUS, HENPUMUPUMOCTh K  JIOOBIM  acmekTaM  HHOCTPaHHOIO
NPOHUKHOBEHUs K 3amuiiaeMoil B Poccun wuHGoOpManuum ¥ ynpaBieHHS POCCHUHCKUMU
MH(OPMALIMOHHBIMU CHUCTEMaMH, HETEPIUMOCTb K HJAEOJIOTMH Teppopu3Ma, SKCTPEMH3MA,
MHOCTPAaHHOTO  INPOMBIIIJIEHHOIO M TOCYJAapCTBEHHOIO  IIMHMOHaxa. B pesynbrarte
apryMEeHTUPOBaHHO (GopMUpYeTCsl YOEXIEHHOCTh B HEOOXOIMMOCTH MpodeccrnoHalIbHOTO
IPOTUBOICHUCTBUS METOJIaM KOMITBIOTEPHOM pa3BeAKH M CTpeMiieHUs OoJiee IOJIHO BIAJIETh
MMEIOLIIMHUCS B ONEPAIIMOHHBIX CHCTEMaX CPeICTBAaMU KOMIIbIOTEpHOU Oe3omacHocTU. MIMeHHO
Ha ATOH OCHOBE U Pa3bsCHAIOTCS OCHOBHBIE Y4eOHBIE BONPOCHI «3aIIUTHI B OMNEpallMOHHBIX
CUCTEMaxX».

YuyeOHO-MeTOANUECKOE O0ecTeueHne
CaMOCTOSITE/IbHOI PadOThI CTYIEHTOB 10 JUCHUIJINHE
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Jlis  caMOCTOSITENIbHOM ~ pabOThl  OCOOEHHO PEKOMEHIYeTCs, KpOME OCHOBHOM
JUTEpaTyphl, WCIIONB30BaTh MaTEpHUalbl, PEKOMEHIOBAaHHBIC B pasfelie JJIOTOTHUTEIBHOM
y4eOHOU JIUTEPATyphl, PsII KOTOPBIX HE MOTEPsT aKTyallbHOCTH HECMOTpPSI Ha JaBHEE BpEMs
u3ganus(cm. pasmaen 8)

A Takke, 1 monxbopa ydeOHOW JIMTEpaTypbl U aKTyajdu3aluud Hen30exHO

yCTapeBalONIMX 3HAHUK Y4eOHUKOB, PEKOMEHAYETCSI HCIOJIb30BaTh CHEKTP HWHTEPHET-
pecypcoB(cM. pazzen 8).
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