MHUHOBPHAYKHN POCCUH
SpocaaBckuii rocynapcrBeHHblii yausepceuter uM. ILT. lemugoBa

Kadenpa koMnproTepHOI 6€30MaCHOCTH U MaTEMaTHYECKHX METO/I0B 00paboTKH HH(OpMaIiu

YTBEPXIAIO

Jlekan MaTeMaTH4ecKoro (akymnbreTa

WWH.

20 urons 2023 1.

Pabouas nporpaMMa TUCHMILINHBI

I[OHOJ'[HI/ITCJILHI)IQ BOIIPOCHI 3AINUIICHHOCTH KOMIIBIOTEPHBIX CUCTEM

Hanpasnenue noaroToBku (crenuaibHOCTH)
10.05.01 KommbproTepHas 6€301acHOCTb

Hamnpasnennocts (mpoduis)
«MaTemaTHuecKre METO/IbI 3alIUTHl HH()OPMALIUL)

®opma 00ydeHus: oyHast

[Iporpamma paccMoTpeHa [Iporpamma ono6perna HMK
Ha 3acelaHuu Kadenpsl MaTeMaTu4ecKoro GakynbTeTa
ot 14 anpens 2023 r., npotokosa Ne 8 mpotokoi Ne 9 ot 3 mas 2023 r.

Spocnasnb



1. Ilesin 0CBOEGHHUSA AW CIAILINHBI

Lenpr0  oCBOEHUS  AUCHUIUIMHBI  «/{ONOJIHUTENBHBIE  BONPOCH  3AIMILEHHOCTH
KOMIIBIOTEPHBIX CUCTEM» SIBIISIETCS TEOPETUUECKAs M IPAKTHUYECKas MOJIrOTOBKA CIIELUAIMCTOB K
JIeATEIbHOCTH, CBA3aHHOM C IIOCTPOEHMEM 3allIMILECHHBIX KOMIBIOTEPHBIX CHCTEM, a TaKkKe
yriayOJIeHHOEe U3yUyeHUe IPUHLUIIOB U METO/I0B OCHOBHBIX BUJIOB aTaK U 3alUThl OT HUX.

3ajaun JUCUUILIIMHBIL:

— M3y4Y€HHUE TUIOBBIX YIrpo3 0€30NaCHOCTH B KOMIIBIOTEPHBIX CUCTEMAX;

— M3y4YeHHE KpUNTOrpadUuecKux H MPOrpaMMHO-ANMApaTHBIX METOAOB OO0eCleYeHus
nH(OPMALIMOHHON GE€30MaCHOCTH B KOMITBIOTEPHBIX CHCTEMAX;

— TnpuoOpeTeHre HaBBIKOB HACTPOMKHU M IKCILTyaTalluH CPEJCTB obecreueHus: 6e30NacHOCTH B

KOMIIBIOTEPHBIX CUCTEMAX;

— OBJAJECHHE CPEACTBAMHM M METOJAMHU BBISBICHHUS M HEUTpPAIU3aLMM IONBITOK HapyLIeHUS
0€30MaCHOCTH B KOMITBPIOTEPHBIX CHCTEMaX.

2. MecTo IMCUMILIMHBI B CTPYKTYpe 00pa30BaTe/ibHOIi POrpaMMbl
JlanHast AuCIMIUIMHA siBJsieTcs pakynbTatuBHO#M quciumuinaoi. (PTI.B.02)

Jlist OCBOEHMsI JaHHOW TUCHMIIMHOM 00yJaromuecs JOJKHBI BlIa/IeTh HaBbIKaMU paboThI €
OTIEPALIMOHHBIMA CHCTEMaMH W BBIYHCIUTEIBHBIMH CETSIMH, 00JIagaTh O0a30BBHIMH HaBBIKAMHU
IpOTrpaMMHUPOBAHUS, 3HaTh OCHOBHBIE MTOJIXObI K 00ecIeueHUI0 MH(POPMALIMOHHOM 6€3011acHOCTH.

JUis yCHEemHOro OCBOEHHUS JUCHMIUIMHBL «JlOMONHUTEIbHBIE BOIPOCHI 3aLIUIIEHHOCTH
KOMITbIOTEPHBIX CUCTEM» €M JIOJIKHBI MPEILIECTBOBATD CIIEAYIOLINE JUCLUIUIMHBIL

«Uupopmarukay,

«SI3BIKM IPOTPaMMUPOBAHUSY,

«OcHOBBI HH()OPMAIIMOHHOW OE30TaCHOCTHY,

«OnepauoHHbIe CUCTEMBI»;

«3amura B ONepaMOHHbIX CUCTEMAX Y,

«CeTu M cuCTeMbl nepeadun HHPOpMaLuny,

«Kpunrorpapuueckue METOIbI 3aIUTHI HHPOPMAIHH;

«KoMIproTepHbIE CETH.

3. [liianupyemble pe3yabTaTbl 00y4eHHs MO AUCHHUIJIHHE, COOTHECEHHbIE ¢ MUIAHUPYEMBIMH
pe3yJbTaTaMH OCBOCHHA 00Pa30BaTeJIbHOM IPOrPaAMMBI

[Tponecc n3yyeHHst UCUMIUIMHBI HAlpaBJeH Ha (OpMUPOBAHHE CIEIYIOUINX KOMIIETCHIIUN B
cootBercTBUHU ¢ ®I'OC BO, OOII BO 1 npuoOperenus ciaenyrommux 3HaHul, yMEHUI, HABBIKOB U
(unu) ombITa ACSITENEHOCTHU:

Dopmupyemas NHaukaTop 10CTHKEHUSA Ilepeuenn
KOMIIeTeHLUS KOMIIETeHLINH IVIAHMPYEMBIX pPe3yJIbTATOB 00y4YeHusl
(ko u popmyJIMpPOBKA) (ko u popmyIHpOBKA)

Oo6menpodgeccuoHaTbLHbIE KOMIIETEHITUN




OIIK-11 Crniocoben
pa3zpabaThIBaTh
HOJTUTUKH
0e30IacHOCTH,
MOJIUTUKH  yITPABIICHHUSI
JOCTYTIOM u
UH(POPMAIMOHHBIMA
MOTOKaMU B
KOMIThIOTEPHBIX
CUCTEMAaX C Y4YETOM
yrpo3  0e30MacHOCTH
uH(pOpMaIuu u
TpeOOBaHU IO 3aIINUTe
uHpOpMaLNu;

N-OIIK-11.3: cnocoben
OOHApYXUTh IPUUUHY
yrpo3bl 6€30MaCHOCTH U
YCTPaHHUTH €€

3HaTh:

- coJiepKaHUE  OTCUCCTBCHHBIX M
3apyOCKHBIX CTaHJAPTOB B  00IacTH
KOMIIBIOTEPHOM O€3011aCHOCTH;

- JeTanu aHanusza  0e30MMacHOCTH
KOMITBIOTEPHBIX CHCTEM Ha COOTBETCTBHE
OTE€UYECTBEHHBIM u 3apyOe)KHBIM
CTaHJapTaM B O00JIACTH KOMIIBIOTEPHOMI
0€e30I1aCHOCTH.

VYMeTh:

- TNPOBOJWUTH aHAIW3  0OE30MaCHOCTH
KOMIIBIOTEPHBIX CHUCTEM Ha COOTBETCTBHUE
OTE€UYECTBEHHBIM u 3apyOe)KHBIM

CTaHJapTaM B O00JIACTH KOMIIBIOTEPHOMN
0€e30IaCHOCTH.

Bnaners:

- HaBBIKAMH  TIPOBEACHHUS  aHaAIM3a
0€301aCHOCTH KOMITBIOTEPHBIX CHCTEM Ha
COOTBETCTBUE OTCYECTBEHHBIM 51
3apyOC)KHBIM ~CTaHAapTaM B 00JIACTH

KOMIIBIOTEPHOMN 0€3011aCHOCTH.

4. O0beM, CTPYKTYpA U co/iepKaHue TUCHUUILTHHBI

OO61mas TpyA0eMKOCTh AUCHUIIIIMHBI COCTABIISET 2 3aYETHBIX €IMHUL], /2 aKaj. 4yacoB.

Ne Tembl (pa3aebl) Buapl yueOHBIX 3aHATHIA, DopMbI TEKYLLIETO
n/n JTUCIHUTLINHBI, BKJIIOYASL CAMOCTOSITEILHYIO KOHTPOJIsI
HX co/iep:KaHne PabGoTy CTY/A€HTOB, ycmeBaeMocTH
U UX TPYI0€MKOCTh
(B akaieMHUYeCKHUX Yacax) ®opma
MPOMeKYTOYHOMI
=y arrecTanuu
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Onpoc 1o 3a1aHusIM
OrnepanmonHas cucreMa 4 .
1 . 8 3 |1 caMOCTOSTENBHOM
Linux
paboThI
Kpunrorpadus u
KPUIITOAHAIN3 Ha 3 4 Onpoc 1o 3a1aHusIM
2 |mpakTuke. ACHEKTHI 3 |1 caMOCTOSTENBHOM
MPAKTUYECKOTO paboThI
NIPUMEHEHUS




Creranorpadusi. ACieKThbI 8 Onpoc 1o 3a1aHusIM
3  |IpaKTU4YEeCKOro 4 3 | IS caMOCTOSATENbHOU
PUMEHEHUS paboThI
®opensuka. OCHOBbI
Omnpoc 1o 3a1aHusm
paccieoBaHus 8 4 .
4 4 | ist caMOCTOSTEIBbHOM
KOMITBIOTEPHBIX
. paboTsI
MPECTYIUICHUMN
Omnpoc 1o 3aaHusmM
VYs3BUMOCTH Web- 8 4 p . .
5 . 4 | I caMOCTOSTEIBHOMN
MIPHIIOKECHUN
paboThI
HuszkoypoBHeBoe 8 4 Onpoc 1o 3a1aHusIM
6 |mporpamMMHpOBaHHE Ha 4 | st caMOCTOSITEIbHOM
SI3BIKE acceMouiepa paboThI
Omnpoc 1o 3aaHusM
OcHOBBI 00pPaTHOTO 8 4 p . .
7 4 | I cCaMOCTOATEIBHOMN
WHXUHUPUHTA
paboThI
8 4 Omnpoc 1o 3aganusm
8 |buHapHBIC ySI3BUMOCTH 4 | st caMOCTOSITEIbHOM
paboThI
0,3 ] 10,7 3auer
NUTOIrO 32 0,3 ] 39,7

Tema Ne 1. OcHoBsbl Linux

Copneprxkanue pa3iesioB JUCITUTUITHHBI

1.1. Wcropus BO3HUKHOBeHHs Linux.

1.2. Apxutekrypa Linux.
1.3. JuctpubyTussr Linux.

1.4. [IpueMbl IPaKTUYECKOTO UCIIOIB30BaHus Linux.

Tema Ne 2. KDI/IHTOFDad)I/ISI W KPUNITOAHAJIN3 HAa OPAKTUKE. ACIHEKTHl MPAKTUYECKOT0 IPUMEHEHUS

2.1. OG30p ucropuu KpunTorpaduu.

2.2. OteyecTBEHHbIE KPUITOAITOPUTMBI U UX KPUIITOAHAIIU3.

2.3. 3apy0OexkHble KpUIITOAITOPUTMBI M UX KPUITOAHAIIH3.

Tema Ne 3. Creranorpadusi. ACOeKThl IPAKTHYECKOrO IPUMEHEHHUS.

3.1. OcHOBHBIE MOHATHS CTEraHOrpaduu.

3.2. Ucnonp30BaHne METOJIOB CTeraHOTpa(uu sl CKPBITHS HHPOPMAIIIH.

3.3. IlpakTuueckue npuemMbl OOHapyX eHUs (PaKTOB UCIOIb30BAHUS CTETaHOTpaHH.




Tema Ne 4. @opensuka. OCHOBEI pacciieIOBaHU KOMIILIOTEPHBIX OPECTVILICHUH.

4.1. OcHOBHBIE TOHATHUS (HOPEH3UKH.
4.2. Ananu3 1amMmoB ceTeBOro Tpaduka ¢ UCIIOIb30BaHUEM METOAO0B (DOPEH3UKH.
4.3. Ananu3 JaMIoB MaMATH C UCTOJIb30BaHUEM METO/10B (hOPEH3UKH.

4.4. Ananu3 00pa3oB KECTKHUX TUCKOB C UCIIOJIB30BAaHHEM METOI0B (POPEH3UKH.

Tema Ne 5. Ya3sumMocTtd web-IpHiI0KEHUN.

5.1. Tlonsarue web-npunoxenus. TUIUYHBIC APXUTEKTYPB WED-TIPUITOKEHHS.
5.2. Knaccuduxkarus puckos Web-npunoxennit OWASP Top 10.

5.3. XSS-araku 1 MeTOIbI 3alUTEL OT HUX.

5.4. SQL-MHBEKIMH K METOBI 3AIIUTHI OT HUX.

5.5. Araka CSRF u Metons! 3amurel oT HeE.

5.6. [IpakTuueckue npuemsl O€30MaACHOT0 MPOrPaMMHUPOBaHUS IIPU pa3paboTKe

web-npuioxeHuit.

Tema Ne 6. HuzkoypoBHEBOE MPOrpaMMHAPOBAHKUE HA I3BIKE acceMOJiepa.

6.1. O630p apxXUTEKTYphI KOMITbIOTEpa Ha Oa3e mporieccopa Intel.
6.2. OcHOBHBIC KOMaHIbI sI3bIKa accemoiepa.

6.3. HekoTopsle mpuemMsl IpOorpaMMUpPOBaHUS Ha SI3bIKE accemOIepa.

Tema Ne 7. OcHOBBEI 00PATHOTO MHKUHUPUHTA.

7.1. CraTuyeckuil ¥ TMHAMUYECKHUI METO/Ibl aHAJIN3a IPOrPAaMMHBIX pean3aluil.
7.2. OCHOBBI IPUMEHEHHUs CTaTH4YecKoro aHanusa. Juzaccemomnep IDA.
7.3. OcHOBBI IPUMEHEHHS TUHaAMU4eckoro ananu3a. Ormaguuk Immunity Debugger.

7.4. Ananu3 Linux-npunoxenuii. OcHOBBI paboThI ¢ oTaaauukom GDB.

Tema Ne 8. buHapHble YSI3BUMOCTH.

8.1. Ysa3BumocTs nepenonHenus Oydepa u e€ skcruryaramnus B Linux.
8.2. Vsa3BuMOCTh mepernonneHust Oydepa u eé sxcruryararus B Windows.
8.3. Ys3BuUMOCTh (hopMaTHOHM CTPOKH. MeTO bl aBTOMATH3aLUK YKCILTyaTalluH

8.4. TlonsTue mone3Hoi Harpysku (memi-koaa). Mcrmonp3oBanue mone3Hoi Harpysku Meterpreter
MIPH KCILTyaTaluu OMHAPHBIX YSI3BUMOCTEH.



5. Oﬁpa30BaTeJ’[LHbIe TEXHOJOI'MHA, B TOM YHUCJI€ TEXHOJOIHM 3JICKTPOHHOI'O Oﬁy‘leHI/IH H
AUCTAHIIHUOHHbIC 06p330BaTeJII>HLIe TEXHOJOIMH, HCIHOJbB3YEMbBIC IIPU OCYIIECCTBJICHHU
06pa30BaTeJ'H:HOFO npouecca mo TMCHUIIJINHE

B mponecce O6y‘leHI/IH HCIIOJIB3YIOTCA CICAYIOIINEC O6p330BaTeHBHBIe TCXHOJIOI'NH:

HpaKTI/I‘leCK()e 3aHATUHE — 3aHATUC, TMOCBAIICHHOC OCBOCHHUIO KOHKPCTHBIX YMCHI/Iﬁ )41
HABbIKOB M 3aKPCINICHUIO ITOJIYUCHHBIX Ha JICKIUH 3HAHUIA.

6. [lepeyeHb JHIEH3MOHHOT0 M (MJH) CBOOOJHO PACHPOCTPAHSIEMOI0 MPOrPAMMHOIO
ol0ecrieyeHusi, HCIOJb3YyeMOr0 MpPH OCYHIECTBJEHHH 00pa30BaTelIbHOr0 Ipolecca 10
AUCHUILINHE

B mponecce OCYICCTBICHUA 06pa3OBaTeJ'IBHOFO mpouecca UCIOJb3YIOTCA:

i pOpMHUPOBAaHUS MAaTEpHANIOB AJIS TEKYLIEro KOHTPOJS YCHEBAeMOCTH U IPOBEACHUS
POMEKYTOYHOU aTTeCTallH, 17151 POPMUPOBAHUS METOJUICCKUX MAaTEPUAIIOB 110 TUCIUILIIHE:

— nporpammel Microsoft Office;
— wuzgarennsckas cucreMma LaTex;
— Adobe Acrobat Reader;

IIpY NIPOBEIEHUHU IPAKTUYECKUX 3aHATHI HCIIOIb3YETCsl IPOrpaMMHOE 00ecTieueHHe

— IDA (6ecnnatnas Bepcus [10);

— Microsoft Debugging Tools (cBo6oaHo pacnpoctpansiemoe [10);
— Virtual Box (GNU GPL v.2).

— GDB (GNU GPL v.2).

— BurpSuite (6ecrnatnas Bepcus [10);

— OpenSSL (cBoboaH0 pacnpoctpansemoe [10);

— Linux (GNU GPL v.3).

7. IlepeyeHb COBpPeMEHHBIX TMNpo(deccHOHANBHBIX 0a3 JaHHBIX M HMH(OPMALMOHHBIX
CIIPABOYHBIX CHCTEM, HCIOJIb3yeMbIX NPH OCYLIECTBJEHHH 00pa3oBaTeJbLHOI0 Ipouecca no
AUCHHILIMHE (IPH He00X0AMMOCTH)

Jlnst morcka yueOHoU juTeparypsl oudnuoteku SApl'Y ucnonb3yercs aBTOMaTH3UpOBAHHAS
O6uOIMOTEeYHO-UHPOPMALIUOHHAS cucrema «BYKUN-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php.

8. [lepeyeHb  OCHOBHOIi W  JOMOJHHUTEJLHOH  Yy4yeOHOW  JHMTepaTypbl, pecypcoB
HH(POPMANMOHHO-TEIEKOMMYHUKAIIMOHHOH ceTH «MHTepHer» (IpH HEOOXOAMMOCTH),
PEKOMEHyeMBbIX /ISl 0CBOCHHS IHCUHUILIHHbI

a) OCHOBHasl JIUTEpPaTypa

1. TexHonoruu 3amuTel HHGOpMaUMU B KOMIbIOTEpHBIX ceTsax / H.A. Pynenkos,
A.B. IIponerapckwuii, E.B. CmupnoBa, A.M. CypoBoB. - 2-¢ u3a., ucmp. - MockBa :
Hanmonanenenii Otkpeiteiil YHuBepeuteT « MHTYUT», 2016. - 369 c. : ni.


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

2.

Omudep B.I'. OcHOBHI ceTeil epenaun JaHHBIX [DnekTpoHHBINA pecype] / B.I'. Omudep,
H.A. Omudep. — 2-e u3a. — DNEKTpOH. TEKCTOBble NaHHble. — M. : HMHTepHeT-
VYuusepcurer Mupopmanmonnsix Texnonoruit (MHTYUT), 2016. — 219 ¢. — 2227-
8397.

Tanenbaym O., CoBpemeHnHbIie oneparonabie cuctembl. — CII6.: TTutep, 2013., 2014—
I115¢c.

0) 10MOJTHUTEJIbHAS JIUTEepaTypa

1.

Kacnepcku Kpuc dyHaaMEHTAIbHBIE OCHOBBI XaKepcTBa. HckyccTBO
nu3zaccemOnupoBanust [OnekTpoHHbli pecypc] / Kpuc Kacmepckun. — IaeKkTpoH.
tekcToBbie ganueie. — M. : COJIOH-ITPECC, 2010. — 446 ¢c. — 5-93455-175-2.

B) pecypchl cetu «MHTEepHeT» (MpPH HEOOXOAUMOCTH)

DnekTpoHHO-0MOIMoTeuHas cucrema «Jlanwy http://e.lanbook.com/

Hogelimme nannaepie 06 yrpo3ax padOThI ¢ TOAKIIOUEHHEM K ceTH MIHTepHET poCCUICKOM
kommanun  «Jlaboparopusi  Kacmepckorox:http://www.kaspersky.ru/internet-security-
center.

9. MaTepuanbHo-TeXHHYecKas 0a3a, Heo0XoAMMas VISl OCYLIeCTBJIEHUsI 00Pa30BaTeIbLHOI0
npoiuecca no AMCUMIINHE

MaTepI/IaHBHO'TeXHI/ILICCKaSI 6333, H606XOI[I/IM8.$I AT OCYHICCTBJICHUA 06pa3OBaTeHBHOFO
mnmponecca mo JMCUUIUIMHE BKIIIOYACT B CBOM COCTaB CIICIIUAILHEIC IIOMCIIICHUS

— yueOHbIE ayJUTOPHH ISl MPOBEACHUS MPAKTUYECKUX 3aHATHUN, OCHAIICHHBIE CPEACTBAMHU
BBIUMCIUTENFHON TEXHUKH, C YCTAHOBJICHHBIM MPOTPAaMMHBIM 00€CIIEUeHUEM;

— ydeOHbIe ayIUTOPHUH JJIsI TPOBEACHUS TEKYIIETO KOHTPOJIS U IPOMEKYTOUHOM aTTeCTalll;

— TIOMEUIEHUS ISl CAMOCTOSATEILHON PaOOTHI,

— TIOMEUIEHUs Il XpaHeHUS W MPOPUIAKTUYECKOTO OOCTY)KWBAHHUSI TEXHUYECKUX CPEICTB
00yJeHwusI.
[Tomemenust 11 CaMOCTOSITENIBHOM Pa0OThl OOYYAIOIIUXCS OCHAIIEHBI KOMIBIOTEPHON

TEXHUKOU

C BO3MOXHOCTBIO IIOJKIHYCHUA K CCTH ((I/IHTCpHeT)) u obecrieueHuEeM AO0CTyIIa K

3NIEKTPOHHOM HMH(OopMaIoHHO-00pa3oBaTensHOU cpese SAplY.

ABTOp(BI):

Houent kadenpsr KbuMMOMU, kanz. ¢pusz.-mat. HayK AM. Mypun


http://e.lanbook.com/
http://www.kaspersky.ru/internet-security-center
http://www.kaspersky.ru/internet-security-center

IIpunoxkenne Ne 1 k paGoueii mporpaMme M CUMIIIMHBI
«/lonoJHNTEbHbIE BONPOCHI 3AIIMIIEHHOCTH KOMIIBIOTEPHBIX CHCTEM))

MoH/1 OLIEHOYHBIX CPEACTB
AJIsl IPOBe/IeHUS TEKYIIero KOHTPOJIS yCIeBaeMOCTH
U NIPOMEKYTOYHOM aTTeCTAIMHN CTYAE€HTOB
N0 JUCIHUILIHHE

1. Tumnosele KOHTPOJIbHBIC 3aaHWs U UHBIC MaTCPpHAJIbI,
HCIIOJIb3YCMBIC B ITPOLCCCC TCKYUICT'O KOHTPOJIA YCIICBACMOCTHU

33)13]-[1/[5[ JJIS1 CAMOCTOATEIbHOM paﬁoTbI:

1. CamocTosATENbHO HAWTH B OTKPBITBIX MCTOYHHUKAX MPUMEPHI YA3BUMOCTEH M HKCIUIOMTOB IS
sapa Linux.

2. CaMOCTOSITEIIbHO HAMTH B OTKPBITHIX HCTOYHHKAX CAMBIE MOMYJISIPHbIC TUCTPUOYTHBBI Linux.

3. CaMOCTOSITETbHO HAMTH B OTKPBITHIX HCTOYHHUKAX YS3BUMOCTH Kpurnroanroputma AES.

4. CaMOCTOSITENTbHO HAMTH B OTKPBITBIX HCTOYHHMKAX YSA3BUMOCTHU Kpunroainroputma DES.

5. CaMOCTOSTENBHO HAliTU B OTKPBITHIX HCTOYHUKAX MPUMEPDI aTaK Ha OJIOYHbIE MK (PHI.

6. CaMocTOSITENbHO HAWTH B OTKPBITHIX UCTOUHUKAX aTaKu Ha Kpunrocucremy RSA.

7. CaMOCTOSITETPHO ~ HAaWTH B OTKPBHITBIX ~ WCTOYHHKAX  YTHJIUTHl U1 TPUMEHEHUS
cTeraHorpaMuecKux MeTOJI0B IPU CKPBITUHM HH(POPMALIMHU B 3BYKOBBIX (ailnax.

8. CaMOCTOSTENPHO HANTH B OTKPBITHIX MCTOYHUKAX OMHCAHUE CTETAaHOTPa(pUUECKOro auropuTMa
LSB.

9. CamocTOSTENBHO, TIOCIE 3HAKOMCTBA C Y4YEeOHOW JHMTEpaTypod, OOBSACHUTH Ha3HAYCHUE,
apXHUTEKTYPY W MPHHIUIIBI paboThl GpeiimBopka Volatility.

10. CamocTosITENBHO, TMMOCIE 3HAKOMCTBA C Y4E€OHOH JHTEpaTypoil, OOBSICHUTE CYTh MPOTOKOJA
ayreHTU(ukanuu Kerberos.

11. CamocrosTenbHO, MOCIEe 3HAKOMCTBA ¢ Y4eOHOW JTUTEpaTypoil, 00bACHUTE MPUHLHUIIBI PaOOTHI
IPSEC.

12. CamocTOsITENHHO, TMOCTE 3HAKOMCTBA C YYEOHOH JHMTEpaTypod, NpPOBEAWUTE CpaBHEHHE
OTEYECTBEHHBIX U 3apyOeKHbBIX AITOPUTMOB IIU(PPOBAHHUS.

13. CamocTosITEeNHHO, IMOCIIE 3HAKOMCTBA C YU4E€OHOU TUTEepaTypoid, 00BSICHUTE IPUHIIUITEI PAOOTHI
npotokosia HTTP.

14. CamocrosTenbHO, OCIe 3HAKOMCTBA C Y4EOHOH JINTepaTypoi, IPUBEIUTE IPUMEPDI
ysi3BUMOCTel Oubnmotexu OpenSSL.

15. CamocrosTenbHO, MOCIE 3HAKOMCTBA C Y4YeOHOW IJMTEpaTrypoil, OOBSCHUTE, B YE€M CYTb
0CcOOEHHOCTEH MPUMEHEHHsI MEeTOI0B (POPEH3UKH NPH pacciel0BaHUN NPECTYIUICHUH.

16. CamocTosITENHHO, TOCIE 3HAKOMCTBA C y4eOHOH JIHUTEparypoil, OOBSCHUTE, B YEeM CYTh
ocobeHHocTel MeTo10B «obxoma» WAF.

17. CamocrosiTenbHO, MMOCIE 3HAKOMCTBAa C Y4eOHOW IUTepaTrypoil, oOBSCHUTE, B YE€M CYTb
0CcOOCHHOCTEH 00HApYKEeHUS YSI3BUMOCTEH nepenonnenus oydepa B Windows-npuioxxeHusx.

18. CamocTosITENHHO, TOCIE 3HAKOMCTBA C YYEOHOH JHMTEeparypoid, OOBSCHUTE, B YEeM CYTbh
0CcOOCHHOCTEH 00HAPYKEHUS YSI3BUMOCTEH nepenonHenus oydepa B LINUX-pHIoKEHHSIX.

19. CamocTrosTensHO, Mmocie 3HAKOMCTBA ¢ YIeOHOH JTUTEepaTypoid, OOBICHUTE, B YeM IOCTOMHCTBA
U HEJOCTaTKU COBPEMEHHBIX 3alIUT OT HKCIUTyaTallud OMHAPHBIX YysA3BUMOCTEH, Takux kak DEP,
ASLR, Stack Cookie.

20. CamoCTOSITENIBHO, TIOCIIE 3HAKOMCTBA C Y4eOHOM JHMTEepaTrypoil, OOBSCHUTE, B YEeM CYTb
0COOEHHOCTEH CTaTUYECKOT0 aHaIN3a UCTIOIHIEMbIX (PaiiyioB.



21. CaMOCTOSITENNBHO, TOCJIE 3HAKOMCTBA C Y4eOHOW JHUTEepaTrypoid, OOBSICHHUTE, B UYEM CYTh
0COOEHHOCTEHN AMHAMUYECKOTO aHaTN3a UCTIONHIEMBIX (DaiyioB.

22. CaMOCTOSITENIBPHO, TOCJIC 3HAKOMCTBA C Y4YeOHOW HTEepaTypod, OOBSICHHTE, B YEeM CYTh
HEPEIICHHBIX BOMPOCOB oOecieueH s 6€30macHOCTH WeD-TpHIokKeHui.

IlepeyeHb BONPOCOB /ISl NPAKTUYECKUX 3aHATHIA:

1. YcraHOBKa M HACTPOWKa ONEpalMOHHON cuCTeMbI Linux.

2. JIuneiinpiii kpunroananm3 mmdpa DES.

3. Ucnonb3oBanue yTuiauThl Stegsolve.

4. Ucnons3oBanue ppeiimopka Volatility.

5. Dkcruyatanust SQL-UHBEKIIUN B ySA3BUMOM CaiTe.

6. Hanmcanue mnporpamMMbl i MOJCIMPOBAaHUS pabOThl KOHEYHOTO aBTOMaTa Ha S3bIKE
acceMmoOuepa.

7. Pesepcunr oxonnoro Windows-npunoskenust Ha ocHoBe TexHojorurn MFC.

8. DkcruTyaTanus KJiacCu4eckoro nepenoiiHenus Oydepa B yszsumom Windows-npuiaiokeHuH.

Cuucok BOIIPOCOB K IK3aMCHY:

HcTopust BO3HUKHOBeHUS Linux.

Apxurekrypa Linux.

Juctpulytussl Linux.

[Tpremsbl NpakTUYECKOr0 MCIOIb30BaHus Linux.

00630p ucropuu Kpunrorpaduu.

OTteuecTBEHHBIE KPUNITOAITOPUTMBI U UX KPUIITOAHAIU3.

3apyOeKHbIE KPUIITOATITOPUTMBI M UX KPUIITOAHAIIH3.

OcCHOBHBIE TIOHATHS cTeraHorpaduu.

Hcnonp3oBaHne METOA0B cTeraHorpaduu AJis CKpeITHS HH(OPMALIUH.

0. IIpakTuueckue npuemMsl OOHapyx eHUs (HAKTOB UCIOIb30BaHUS CTETaHOTpapHH.
11. OcHoBHBIE TOHATHS POPEH3UKH.

12. Ananu3 naMmoB ceTeBoro Tpapuka ¢ UCIOIb30BAHUEM METOJI0B (POPEH3UKH.
13. AHaju3 JaMITOB TTAMSITH C UCITOJIE30BAHUEM METOJIOB (POPEH3UKH.

14. Ananu3 o6pa3oB )KECTKUX JUCKOB C MCIIOJIB30BaHUEM METO/10B (POPEH3UKH.

15. [lonsTne web-npunoxenus. TUTMYHBIE ApXUTEKTYPbl WEb-TIPUIIOKEHUMN.

16. Knaccudukanus puckos web-npunoxennit OWASP Top 10.

17. XSS-araku 1 METOJIBI 3alTUTHI OT HUX.

18. SQL-MHBEKIIUY U METO/IbI 3aIUTHI OT HUX.

19. Araka CSRF 1 MeTO/IbI 3aIIUTHI OT HEE.

20. TIpakTryeckue nprueMbl 0€30MaCHOTO MPOrPaMMHUPOBAHUS MPU pa3padoTke WeD-mpuiioKeHuil.
21. O0630p apXUTEKTYpHI KOMITbIOTEpa Ha 6a3e mporeccopa Intel.

22. OcHOBHBIE KOMaH/IbI SI3bIKa accemMbmepa.

23. HexoTopkie mpreMbl TpOTpaMMHPOBAHUS Ha sI3bIKE accemOuepa.

24. CtaTuyecKuil 1 JUHAMUYECKUNA METO/Ibl aHAJIN3a MIPOTPAMMHBIX pean3anuii.
25. OCHOBBI TPUMEHEHHSI cTaTHYecKoro anamsa. msaccemonep IDA.

26. OcHOBBI TPUMEHEHHs TUHaMudeckoro aHainusa. Otiaguuk Immunity Debugger.
27. Anamu3 Linux-npunoxxenuii. OcHOBBI paboThI ¢ oTinaqunkoM GDB.

28. Ysa3BUMOCTB niepenoiHenus Oydepa u e€ skcrryatanus B Linux.

29. Ysa3BuMocCTh nepenoiaHenus Oydepa u e€ skcrryaraius B Windows.

30. Ysa3BuMocTh (hopMaTHOM CTpOKU. MeTo/Ibl aBTOMATHU3alMU SKCITyaTalluH.

BoOoo~NoOR~WNE



31. Ilonarue mone3Hoi Harpys3ku (memi-koaa). Mcmons3oBanue mose3HoW Harpy3ku Meterpreter
MIPU SKCILTyaTaluu OMHAPHBIX YS3BUMOCTEH.

l'[paBm]a BBICTABJICHHUA OLICHKHU HA JK3aMCEHE.

B Imponecce 3adyera Tpe6yeTC$I OTBCTUTHb HAa OJWH U3 IPUBCACHHBIX BBIIIC BOIIPOCOB. Ha
MOATOTOBKY K OTBCTY HAaCTCA HC MCHEC 1 aKaJI€CMHUYCCKOro gyaca.

Ilo utoram 3adeTa BHICTABIISICTCS OJJHa M3 OLICHOK: «3a4YTCHO», «KHC 3a4YTCHO).

Ouenka «3a4TeHO» BBICTABISCTCS CTYICHTY, KOTOPBIA JIEMOHCTPUPYET BiaJIeHUE
collep’)KaHMEM MaTepuajia W T[OHSATUHHBIM  ammapaTtoM MNPUKIAAHOW  HMH(OPMALMOHHON
0€30MacHOCTH; YMEET CBSA3BIBATh TEOPUIO C MPAKTUKOU. B O0TBETE MOTyT 1ONMyCKaThCS OTACIbHBIC
HETOYHOCTH (HECYIIECTBEHHBIC OINMOKM), KOTOPHIC HCIPABISIOTCS CaMHUM CTYICHTOM TIOCTIE
JIOTIOJTHATEIBHBIX U (WJIM) YTOYHSIONIMX BOIPOCOB HK3aMeHaropa. Ha dacTh MOMOJHUTENBHBIX
BOIIPOCOB CTYJICHT MOKET HE JIaTh OTBET WJIM JaTh HEBEPHBI OTBET.

Ouemca «He 3auTeH0» BBICTaBIISICTCS CTYACHTY, KOTOpHﬁ ACMOHCTPUPYCT pa3pO3HCHHBIC,
OeccuCTeEMHBIE 3HAaHMHA, 6CCHOp${I[O‘IHO U HCYBCPCHHO H3JIaracT MaTcpurajl; HEC YMCCT BBLIACIIATH
TJIaBHOC M BTOPOCTCIICHHOC, HC YMCCT COCAUHATHL TCOPCTUYUYCCKHUC IIOJIOKCHHUA C HpaKTHKOﬁ;
AOITYCKAcCT prﬁble OIINOKH Iopu  OIpPCACICHHN HOHHTHﬁ, BCICACTBUC HCIIOHHMMAaHHA HX
CYHICCTBCHHBIX W HECYHICCTBCHHBIX IIPU3HAKOB U CBH3€I71; JacT HCIIOJHBIC OTBCTBI, JIOTHKaA H
MMOCJICAOBATCIIBHOCTL  HU3JIOKCHUA  KOTOPBIX HUMCKOT CYHICCTBCHHBIC U  IIPHUHIOHUIIAAJIBHBIC
HapymeHusi, B OTBCTAX OTCYTCTBYIOT BbIBOJBI. I[OHOJ'IHI/ITGJ'ILHBIG U YTOUHAKOIIUC BOIIPOCHI
OK3aMCHATOpa HE IMPUBOAAT K KOPPCKOHHU OTBETOB CTYyACHTA. Ha OCHOBHYKO YaCTb
JOIMMOJIHUTCIIBHBIX BOIIPOCOB CTYACHT 3aTPYAHACTCA AAaTh OTBCT WJIM JAa€T HEBCPHBIC OTBCTHI.

Onenka «He 3auTeH0» BBICTABISETCS TAKXKE CTYAEHTY, KOTOPBIM B35 AK3aMEHALMOHHBIN
OuieT, HO OTKAa3aJcs J1aTh Ha HETO OTBET.
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IIpuniaoxenne Ne 2 k paGoyeii nporpamMme JMCIHIIJIMHbBI
«/lonoJIHNTE/IbHBIE BONPOCHI 3AIIMIIEHHOCTH KOMIIBIOTEPHBIX CHCTEM))

MeTOIlI/I‘IeCKI/Ie YKa3aHUuA AJIA CTYACHTOB 110 OCBOCHHIO JTUCHUIIJINHBI

dopMoit U3I0KEeHUS YueOHOTro MaTepuasa Mo AUCHUIUIMHE «JlOMOTHUTENbHBIE BOIIPOCHI
3alIMIIEHHOCTH KOMITBIOTEPHBIX CUCTEM» SIBJIIIOTCS MMPAKTUUECKHUE 3aHATHUSI. JTO CBSA3aHO C TEM,
YTO JIaHHAs JAUCHUIUIMHA HaXOJUTCS Ha CTBIKE MEXIy AUCHUIUIMHAMU «OnepairoHHbIe
CUCTEMBI» U «3alluTa B ONEPAIMOHHBIX CUCTEMaX» B YAaCTH allapaTHOro 00ecrnevyeHus 3alIuThl
BBIUMCIIUTENbHBIX IPOLECCOB M UCIOJIb30BaHUS MaMSTH, METOJOB XpaHEHHs JAaHHBIX, W
JUCHUIINHON «OCHOBBI OCTPOEHHUS 3alUMIICHHBIX 0a3 AaHHbIX». KpoMe Toro, oueBUIHO, YTO
JTaHHBIE O METOJ1aX oOecreueHus: 0€30MacCHOCTH IOCTOSTHHO COBEPILIEHCTBYIOTCSL.

I[HSI yCIICMIHOIO OCBOCHHUA JUCHUILJIMHBI BaXHO YI‘JIYGJIGHHoe CaMOCTOATCIIbHOC
HN3YUCHUC €€ pPasacjioB, B TOM YHUCIIC BBIIIOJIHCHUC AJOMAIIHUX 3aI[aHI/H>'I. OcHoBHas O CJIb
CaMOCTOATCIIbHBIX pa60T — IIOMOYb HE TOJIBKO YCBOUTH TCOPETUYCCKUC OCHOBBI U MPAKTHYCCKUC
MCTOJbI 3allIUTHI B OINICPAIIMOHHBIX CUCTEMAX, HO U pa3BUTb CBOM YMCHHS U HABBIKH OO0 IMOJIHBIX
Hn CUCTCMHBIX.

HJ'ISI IIPOBEPKHU U KOHTPOJISI YCBOCHUS Marcpuaiia, HpI/IO6peTeHHBIX IMPAKTUICCKUX
HaBBIKOB B TCUCHHC O6y‘IeHI/I${ IMPOBOOATCA MCPOIIPUATHUA TeKymeﬁ aTTeCTallMid B BUAC pPAda
CaMOCTOATCIIbHBIX pa60T B JOMAlIHUX YCJIIOBHUAX. BapI/IaHTBI SaﬂaHI/Iﬁ BBIIAKOTCA ydallIUMCA Ha
IIEPpBOM 3aHATHHU II0 Ka)I(I[Oﬁ I/ISY‘IaeMOﬁ TEMC. OHGHKa n 060y>KI[eHI/Ie BBIINNOJTHCHHBIX
CTYACHTaMU 3aJaHuM  JJIs CaMOCTOSITEILHOMN pa6OTBI IMPOU3BOJUTCA HaA ITOCICAHCM y‘le6HOM
qace IMPaKTHUUYCCKUX 3aHATHH 110 Ka)K,HOﬁ HSy‘IaeMOﬁ TEMC W YUYUTBIBACTCA, Ha pAAy C
pe3yjibTaTaMU MPAKTHYCCKUX 321H$1TI/II71, IIpU OLICHKE TeKyHICf/'I YCIICBAaCMOCTH.

B koHI1e cemecTpa U3ydeHUs TUCUUIUIMHBI CTYJIEHTHI CAAIOT 3a4eT. 3a4eT NPUHUMAETCS
1o OmseraM, KaKIbli U3 KOTOPBIX BKIJIIOUAET B ce0sl OJJMH TEOPETUYECKUN U OJJUH MPaKTUUECKUI
BOIIPOC.

OcBouTh BOMPOCHI, U3JaraéMble B MPOLIECCE U3YUEHUs NUCHMILIUHBI «/[onoMHuTEbHbBIE
BOIIPOCHI 3aLIUIIIEHHOCTH KOMITBIOTEPHBIX CUCTEM)» CAMOCTOSITENIBHO CTYJIEHTY KpaillHE CII0KHO.
DTO CBSI3aHO CO CIOXKHOCTHIO H3Y4aeMOro MaTepuaia M HEOOXOAMMOCTBIO OTPabOTKHU
MpaKkTUYECKUX HaBBIKOB. [lo3TOMy mocemieHne BceX ayAMTOPHBIX 3aHATUNA  SIBIIAETCA
COBEPIIIEHHO HEOOXOIUMBIM.
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