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1. Ilesin ocBOEHUS TUCHUILIHHBI

Jucnunnuna "BBenenue B crenuanbHOCTH" oOecnednBaeT MpUOOpEeTeHUE HayallbHBIX
npo(ecCHOHANFHBIX 3HAHWUW W YMEHHH B COOTBETCTBUU ¢ DenepanbHbIM TOCYIapCTBEHHBIM
00pa3oBaTelbHBIM CTAaHAAPTOM BBICHIETO oOOpa3oBaHus 1o crnenuaibHocTH "10.05.01-
KommbrorepHast 6e30nmacHOCTh" (YpOBEHB CHECIHAUTETA), COJIECHCTBYET PA3BUTHIO JTOTHYECKOTO
MBILUICHUST ¥ (OPMUPOBAHUIO MATEMAaTHYECKOrO0 M OOIIEHAay4YHOTO MUpPOBO33peHus. Llenbio
W3YYCHUS TUCIUTUINHBI SBISETCS

1) o3HakOMIIeHHE 00Y4aeMbIX C OCHOBHBIMH 33J[a4aMH B 00J1aCTH 00eCTieueHH s
nH(OPMAIMOHHON 0€30MaCHOCTH;

2) 03HAaKOMIICHHE 00Yy4aeMbIX C KPUNITOrpahHUSCKUMHU METOaMHU PEIICHUS OCHOBHBIX
3a/1a4 B 00s1acTu o0ecrnieueHus HHPOPMAIMOHHON 06€30MacHOCTH;

3) o3HaKOMJIEHHE O0Yy4aeMbIX C OCHOBHBIMH 3TallaMi HUCTOPHH PA3BUTHSI
KpUnTOrpaguecKux METOJ0B PEIICHUs OCHOBHBIX 33/1a4 B 00JIACTH O0eCTICUeHUs
nH(pOpMaIMOHHOM 0€3011aCHOCTH;

4) 03HaKOMJICHHE 00YYaeMbIX ¢ MaTeMaTHUYECKUM aIlllapaToM, UCII0JIb3YEMbIM B
COBPEMEHHOM KpUnrorpapuu.

2. Mecto nucuniniinibl B cTpykrype OIl cnennajinrera

JucnunnmHa "BBeneHne B CreNHaIbHOCTL' OTHOCUTCS K JUCIUIUIMHE CIICIIHATH3AINN
6noka b.1. Ona urpaer BaxHyI0 pojb s 00IIenpoPecCHOHANIBHON MOArOTOBKYU CIIEHATHICTA.
[Ipu ee uM3y4eHUM HCIOJIB3YIOTCS 3HAHUS, TMOJYUYCHHbIE MPU HU3YYCHUH MaTEMaTHYECKUX
muctumie “Anrebpa”,  "Teopus umcen" u "MuHdopmaruka'. 3HaHUS, YMEHUS U HAaBBIKH,
IIOJIyUEHHBbIE TPU HW3YYEHUU JUCHUIUIMHBI "BBeaeHue B cHenManbHOCTH', HUCHOJIB3YHOTCS
oOydyaeMbIMH TP M3YYCHHH OOIENPO(ECCUOHANBHBIX H  CHEHUAIBHBIX  JUCIMILTUH
MaTEMaTUYeCKOr0 U KOMIIBIOTEPHOTO IIUKJIOB.

3. [llnanupyemble  pe3yJbTaTbl O00y4YeHUS] 1O AUCHUILINHE, COOTHECEHHbIe €
IIAHUPYeMbIMH pe3y/bTatamMu ocBoenus OIl cnenunanaurera

[Tponecc n3yueHHs UCUMIUIMHBI HAllpaBJeH Ha (JOpMUPOBAHHE CIEIYIOUINX KOMIIETCHIIUN B
cootBercTBUU ¢ ®I'OC BO, OOII BO 1 npuoOpereHus cieayromux 3HaH!i, yMEHHH, HaBbIKOB
U (WIK) OnbITa AEATEIbHOCTH:

dopmupyemas HNuauxarop Ilepeyenn
KOMIIeTEHIUA AOCTHKEHHU S IJIAHMPYEMBbIX pe3yJIbTaTOB 00y4eHHs
(koa m KOMIIeTEeHIINH
(¢opmyaupoBKa) (kox ¥ (pOpMYTHPOBKA)

OomenpodeccuoHaNbHbIE KOMIIETCHIMT




OIIK-1. Criocoben
OIICHUBATh POJIb
UHQOPMAIIH,
WH()OPMAITHOHHBIX
TEXHOJIOTUH U
MHPOPMAaITMOHHOH
0e30MacHOCTH B
COBPEMEHHOM 00IIIeCTBE,
WX 3HAYCHUE IS
oOecrieueHus
00BEKTUBHBIX
MOTPEeOHOCTEH TUIHOCTH,
00IIIecTBa U TOCY1apCTBa

N-OIIK-1.3. 3uaer
TTOHATHUS WHHOPMAITHIH,
WHPOPMALTUOHHON
0e30IMacHOCTH, MECTO U
poJtb HHPOPMAITMOHHON
0e30ITaCHOCTH B CHCTEME
HaIMOHAJILHOM
6e3onacHoctu Poccuiickoit
®denepaliii, OCHOBBI

roCcyJapCTBEHHOU
WHPOPMALTUOHHON
TIOJINTHKH;

H-OIIK- 14 3Haer
OCHOBHBIE  CpEeICTBA W
CIIO0CO0BI obecrieyeHust
WHPOPMALUOHHON
0€30MacHOCTH, TPHUHIHIIEI
MOCTPOCHHUS CHCTEM

3alIATH THPOPMAIIH

3HaTh: OCHOBHBIC TTOHATHS, POOJIEMBI U
METOBI UX PEIICHHS B 00aCTH 00CCTIICUCHUS
WHPOPMALMOHHON 0€30MaCHOCTH; OCHOBHBIC
MTOAXOABI K PEIICHHIO TIPO0IeM obecTIeueHus
KOHQUICHIINATEHOCTH, IETIOCTHOCTH U
AyTCHTU(PUKUAIIIH,

YMeTh: UCTIONB30BaTh COBPEMEHHBIC
anroputmsl mdposanus, D111,

Bnagers HaBBIKAMH: KPHUITOAHAIN3a
mU(POB; peaTn3ali COBPEMEHHBIX
MaTeMAaTHYECKHUX METOIOB 3alllUThI
nHpopMaIun

OIIK- 3 CnocobeH Ha
OCHOBAHHUU
COBOKYITHOCTH
MaTeMaTHYeCKNX
METOJIOB
pa3pabaThIBaTh,
000CHOBBIBATH M
peannu30BBIBATH
IPOIIETyPBI PEIICHUS
3a71a4
npodeccuoHanbHOM
JEATETLHOCTH

N-OIIK-3.5. 3naer
HE00X0uMbIe
MaTeMaTUYeCKHe METOIbI
ISl peIICHUS 33124
o0ecCIeueHHUsT 3aIUThI
nH(pOpMaIy.

N-OIIK-3.6. YMeTh:
MIPUMEHSTH COBOKYITHOCTh
HEOOXOIUMBIX
MaTEMaTHYECKUX METOHIOB
JUISL pELICHUS 3a/1a4
obecreyeHnst 3aIuThI
nH(pOpMaIy.

H- OIIK-3.7. Hanenen
HaBbIKaMU TIPUMCHCHHS
COBOKYITHOCTH
He00XOINMBIX
MaTEMaTHYECKUX METOIOB
JUTS peleHus 3a1a4
obecrieyeHns 3aIuThI
UHpOPMALIUH.

3HATh: OCHOBHBIC MMOHSATHUS, IPOOIEMBI U
METO/Ibl UX pellieHus B 00JIacTu
obecrieyeHnss HPOPMAIMOHHOM
0€3011aCHOCTH; OCHOBHBIE ITOAXO]IbI K
pelIeHuto mpobeM ooecTeueHUs
KOH(HICHIIMATBHOCTH, LIEIOCTHOCTH U
ayTeHTU(UKALINN.

YMeTh: UCIOIB30BATh COBPEMEHHBIE
anroputMmsl mudposanus, LTI
Buasers HaBBIKAMM: KPHUIITOAHAIHU3A
G POB; peau3alud COBPEMEHHBIX
MaTeMaTHYECKUX METO/I0B 3allUThI
nHpopmanuu

4. O0beM, CTPYKTYpPa U cojiep:KaHHe U CHUIIIHHBI

OO01mas Tpy10€MKOCTh TUCHIUTUIHHBI COCTABISET _2 3a4eTHBIX CIUHUI], /2

aKaJ.4acoB.




n/n

Tembl (pa3aeibl)
AUCHUTLIMHBI,
HX coJep:KaHue

Cemectp

Buabl yueOHbBIX 3aHSITHIA,
BKJIIOYAs] CAMOCTOSITEIbHYIO

padoTy CTy1eHTOB,

H MX TPY0eMKOCTh

(B akaileMHUYeCKHX Yacax)

®opmMBbI TEKYLIETO
KOHTPOJIA
ycneBaeMocTH

dopma
NPOMEKYTOYHOMI
aTTecTalNU
(no cemecmpam)

KonrakTHas padoTa

JIEKIIUU
NpaKTHIECKUE
nabopaTopHEIE
KOHCYJIbTAI[HU
aTTeCTallMOHHbIC
WCTIBITAHHS

CaMOCTOATCIIbHAA

pabota

BBegenne. Mecto
CIIELHAILHOCTH
"KomnerorepHas
0€e30I1aCHOCTE" B CHCTEME
BBICIIETO 00pa30BaHUs
PO.

OcHOBHBIC 33124
B 00J1acTu obecreyeHus
MH(pOpMaLOHHON
0€e30I1aCHOCTH,
pelraeMble KpUIITOTpa-
(UYECKHUMHU METOJIaMH.

VYeTHbII onpoc

Kparkuii ucropu-
Yyecknil 0030p KPUIITO-
rpapuuecKkux MeTo10B
3alMThI HH(POPMALHH.

Hcropuueckue
IpUMeEpbI UPPOB:
mdp Llesaps, kBaapat
[TomuOus, mudp
[Tneiideiipa, mudp
Xwina. Pemerka
Kapnano, KHUKHBIN
mmdp, mmdp Buxenepa,
raMMHpOBaHHUE,
JIMCKOBBIH mudpaTop
T.JIxedpdepcona, mmudp
BepHama u np.

3anaHus JUISL
CaMOCTOSITENIbHOM
(nomartHeit) paboThI
YcTHBII onpoc

Kpunrtosorus u
KPHIITOAHAJIN3.
[TpuHIMT
Kepxkroddca.
Marematnueckast
MOJIEIIA OTKPBITBIX TEK-
croB. Kpurepuu Ha ot-
KPBITBIA TEKCT.
[Tonsitne mudpa,
anreOpanyeckas u

VYeTHbII onpoc




BEPOSITHOCTHASI MOJICTTH
mmdpa.
Knaccudukamms
mudpoB.
[Tonsitue udpo-
BOI MOAIKCH.

IIpocreiimme uc-
TOpUYecKHe MHPPLI U
HX aHAJM3.

[Ipocretinme mmd-
PBI 3aMEHBI U UX
Kpunroananus. Muneke
coBnajieHuss @puamana.
[Tpocreiimme mupsl me-
PECTaHOBKH U UX aHAJM3.
HIudpsl raMMupOBaHUs
U UX aHaJIN3.
Kpunroananus mmmdpa
Bmwxkenepa u mmudpa
raMMHUPOBaHUS C
KOPOTKOW TaMMOM.
Tabnu4HOE ¥ MOAYITBHOE
rammupoBanue. /{ucko-
Bble IU(pPaTOpPbl MHOTO-
an(aBUTHON 3aMEHBI.

3aganus IUIA
CaMOCTOATEIIbHOMN
(momarmHeit) paboThI
VYeTHBII onpoc

OcHoOBHBIE ITaNbI
CTAHOBJICHUSA
Kpunrorpadgum.

Pons K.1llenHoHa u
OTEYECTBEHHbIE
JOCTHOKEHUS B 00J1aCTH
3alUThl HH(OPMALIKH.
Maremaruyeckue
MOJIETHN OTKPBITHIX
coobuienuit. Kpurepun
Ha OTKPBITHIN TEKCT.
Crioco0b! npesicTaBIeHUs
oJuIeKamei
mudpoBaHUIo
uH(popManun
(omdpoBka).

YceTHBI onpoc

OO0uree nousitue
muppa,
ajnredOpanyeckas u
BEPOSITHOCTHAS MOJIeJIH
muppa

Ornpenenenue
mudpa u ero
MaTeMaTUYEeCKHe
Mozenu. Pydnsie u
MAaIIMHHBIE MUPHL.
KiroueBas cucrema

VYceTHBII onpoc




mudpa. OCHOBHBIC
TpeGoBaHus K MHUppam.
O61ee nousaTue
KPUTITOCUCTEMBI.
CuMMeTpUYHBIE U
ACUMMETpPUYHBIC
CUCTEeMBbI IHU(pOBaHUS

OcHoOBHBIE KJIaCCHI
M GpoB U UX CBONCTBA.
[udpsr
NEPECTaHOBKHU.
PaznoBugHoCcTH mMpoB
NEPECTaHOBKHU.
Kpunroananus mumdpon
NIEPECTaHOBKHU.
OnnoandaBUTHBIE
¥ MHOTOaJI(haBUTHBIE
muGpel 3aMEHBI.
HIudpBenuanHb U

3aganus IUIA
CaMOCTOATEIIbHOMN
(momarmHeit) paboThI
VYeTHbII onpoc

muppoOo3HAUCHHUS.
Pacnpenenurenu.

IHoTounbie 3ananus JUTSL
cucTeMbl IM(pPoOBaAHUS. CaMOCTOATEJIbHOMN

[Torounsle mudpsI
Y IIPUHLUIBI UX TTOCTpOE-
Hus. Tunosele reneparo-
PBI IICEBAOCITYYaAHBIX
II0CJIEI0BATEIBHOCTEN U
UX CBOMCTBA. JInHEWHBIE
PEKYPPEHTHBIE
IIOCJIEIOBATEIBbHOCTH, X
NEPUOANYHOCTb. MeToabl
YCII0)KHEHUS! JINHEHHBIX
PEKYPPEHTHBIX MTOCIIEN0-
BaTEJILHOCTEM.
Iudposanue B
€BpOIEICKON CUCTEME
MOOMIIBHON Tene(OHUN
mmdpeucrema AS.

(momarmHeit) paboThI
YceTHBI onpoc

baoynble
cucTeMsl uGppoBaHusl.

brounsle mmdpsr u
TIPUHIUITBI HX TTOCTPOe-
Hus. S-P-cets. Bri6op
JIMHEWHBIX U HEJIMHEHN -
HBIX OJIOKOB.
O3HakoOMJIEHHE C COBpE-
MEHHBIMH CTaHIapTaMH
6mounbIx mmdpos USA:!
DES, AES, P®: T'OCT
28147-89, TOCT P

3agaHus IUIA
CaMOCTOATEIBHON
(omarniHeit) paboTb
VYeTHbII onpoc




34.12-2015. XSL-
CTPYKTYypa aJlrOPUTMOB
muGpoBaHUSL.

Pexumebl
MCIIOJIb30BaHUs OJIOUHBIX
mmdpos 'OCT P 34.13-
2015.

MexrocynapcTBeH
Hble ctanaaptel [[OCT
34.12-2018 u TOCT
34.13.2018.

10

DOyHKIUHA
X3IIHPOBAHUS.
KnroueBble u 6eckiroue-
BbIe Xeu-pynkuu. Ure-
paTuBHBIE CLIOCOOBI TO-
CTpOEHUS XeUI-PYHKIIHUH.
KoHncrpykuuu xemi-
¢yukuii. Ucnonb3oBa-
HUE Xeul-QyHKIuii u
OJIOYHBIX MIH(POB B CUC-
TeMax ayTeHTU(UKALUU
coobmenuii. Konpl
ayTeHTU(UKAINH
coobmmenuit MAC n
KO/1bl OOHapYKEeHUs
omm6ok MDC u MIC.
O3HakoOMJIEHHE C COBpE-
MEHHBIMH CTaHIapTaMH
(GYHKUIMN X3IIHPOBAHUS
['OCT P 34.11-2012 n
I'OCT 34-11-2018

3aganus IUIA
CaMOCTOATEIIbHOMN
(momarmHeit) paboThI
VYeTHbII onpoc

11

Cucrembl
mugpoBanus ¢
OTKPBITHIM KJIKYO0M.

ITonsTHe
OJHOCTOPOHHEMN
GyHKIIUY U
OJHOCTOPOHHEMN
GYHKINH € «Ta3eUKOi».

Kpunrocucremsi ¢
OTKPBITBIM KIIFOYOM -
aCHUMMETPUYHBIE
CUCTEeMBI U (PPOBaAHUSI.
BeraucauTeabHO CI0XK-
HbBIC 3aJa4l MaTEMaTUKH.
Kpuntocucrema RSA u
ee ananu3. Kpunrocucre-
MbI Dnb-I"amais, Mak-
Onnuca, Mepkiisa-Xen-
MaHa.

3agaHus JUIS
CaMOCTOSITEILHOMN
(momarHei) paboThl
YcTHBII onpoc




DJIEKTPOHHAS
MOJAMKUCH TOKYMEHTOB.
[udposas nmoanucey
®uara-Illamupa u
MOAINCEH DJIb-I"aMans.
I'OCT P 34.10-2012 u
I'OCT 34.10-2018.

12

IIpoToxoJibl
pacnpeneieHust
KJII0Yei.
[lepemaua  kmroued ¢
HCIIOJIb30BAaHUEM
CHUMMETPUYHON CHUCTEMBI
mudpoBaHus.
JBycTopoHHue u
TPEXCTOPOHHUE
MPOTOKOJIA.

Kerberos.
[lepenqaua kmouen c
HCIIOJIb30BAaHUEM
aCUMMETPUYHON
CHCTEMBI ~ HIH(POBAHUSI.
CepTudukarsl OTKPBITHIX
KIJIFOYEH.
OTKpBITOE  pacrpenescHne
KIIFOUEH.
[IpenBapurenbHOE
pacnpenesieHue KITFOYEBbIX
MaTepHasoB.
Bo3MmoxxHble  aTakd ~ Ha
HPOTOKOJIBl PACTIPEICTICHUSI
KITFOYEH. Ympasnenue
KJIFOYaMH.

IIpotokon

3anaHus JUTSt
CaMOCTOSITENTbHOM
(momarHeit) paboThI
VYcerHblii onpoc

13

CxeMblI

cekpera.
Jloxa3arenbcTBa c
HYJIEBBIM pa3IJIalllEeHUEM.

pasaeeHus

14

Hexortopsie
NMPaKTHYeCKHE ACHEKThI
HCIOJIb30BAHMS
muppcucrem
[Tpobnemsl peanuzanuu
KpunTorpaduueckoit
MIOJCUCTEMBI U CUCTEMBI
YIPABJICHUS KIOUYaMU .

16

16

35,7

0,3

3a4CT

Bcero

16

16

0,3

35,7

Coaep:xanue pa3iesi0B NpOorpaMMbl IMCHMILINHGI '"BBeeHne B cieHAJIBHOCTD " :




1. BBenenue.

Mecto cniertnanbHOCTH "KOMIBbIOTEpHAsI 0€30MacHOCTL" B CHCTEME BBICIIETO 00pa30BaHMS
P®.

OcHoBHbI€ 3a71auu B 007acTu obecriedeHust HHPOPMaLIMOHHOM 0€30IaCHOCTH, pelllaeMble
KPUNTOrpapuueCKUMH METOJAMH.

2. KpaTkuii ucropuyeckuii 0030p Kpunrorpaguyeckux MeToA0B 3alIUThI HHGoOpMa-
LHH.

Hcropuueckue npumeps! mudpos: mudp Lezaps, kBagpat [Tommubus, mmdp [lneiideiipa,
mudp Xwuia. Pemerka Kapnano, kakabiil mmdp, mmdp Buxenepa, rammupoBanue,
muckoBbli mudpatop T.Jxeddepcona, mmdp Bepnama u ap.

3. KpunroJiorusi 1 KpUNnTOAHAIN3.

[Tpunnun Kepkroddcea.

Maremartndeckast MOJEIN OTKPBITBIX TEKCTOB. KpuTepuu Ha OTKPBITBIA TEKCT.
Knaccudukanms mmdpos.

[TonsiTue nuudpoBoit noanUCH.

4. Ilpocreiimne HCTOPUYECKHE IH(PPHI U UX KPUNITOAHAIH3S.

[Tpocreiimue mudpel 3aMeHbl U UX Kpuntoananus. Munekc cosnaaenus Opunmana. [Ipo-
creiimme mudpsl IepecTaHOBKU U uX aHau3. [LIndpel raMMUpOBaHUS U UX aHATU3.
Kpunroananus mudpa Buxenepa u mudpa raMMupoBaHus ¢ KOpOTKoi rammoit. Tabiaudnoe u
MOJyJIbHOE TaMMHpOBaHue. JIuCKoBbIe MHUPpPaTOPHl MHOTOAI()AaBUTHON 3aMEHBI.

5. OcHoBHbIE 3Tanbl cTaHOBJIeHUs KpunTorpaguu. Pons K.lllenHona u
OTEYECTBEHHbIC TIOCTHKEHUS B 00JIACTH 3aLUThHI HH(OPMALIHH.
MaremaTrueckre MoJIeIu OTKPBIThIX cooOmeHnil. Kpurepun Ha oTKpbIThINA TeKCT. CriocoObl
MpeACTaBICHUS HHGOPMAIIMH, IO yIeKaIel mudpoBaHuto (o1udpoBKa).

6. O01ee noHsiTe MM(ppa, aaredpanyeckasi 1 BEPOITHOCTHAsI Mo/ieJIM M ppa

Omnpenenenne mmpa U ero MaTeMaTHIeCKHe MOZeNH. PydHbie 1 MalmMHHBIC TIHAGPHI.
KnroueBas cucrema mmdpa. OcHoBHbIE TpeOoBaHus K muppaM. Ob1iee noHsTHE
KpunrocucteMbl. CHMMETPUYHBIE H ACHMMETPUYHBIE CHCTEMBI ITU(PPOBAHHS

7. OcHOBHbBIE KJ1acchl IIU(POB U UX CBOMCTBA.
Iudpsr nepecraHoBkH. PazHoBHIHOCTH MIM(POB nepectaHOBKU. Kpunroananus mudpos
NIEPECTaHOBKH.
OpnHoandasuTHbIe 1 MHOTOQI(aBUTHBIE UG PHI 3aMeHbl. [IIudpennunHb 1
mdpobdo3nauenus. Pacnpenenurenu.

8. IloTouHble cUCTeMBbI M (POBAHKS.

[Torounsle MU pH ¥ MPUHLHUIBI X TOCTPOCHUS. THIIOBBIE TeHEPATOPHI NICEBIOCTyYaii-
HBIX TOCJIEIOBATEILHOCTEN U UX CBOWCTBA. JIMHENHbBIE pEeKypPEHTHBIE ITOCIEN0BATEIBHOCTH, UX
MEPUOJAUYHOCTb. METO/IBbI YCII0KHEHUS INHEUHBIX PEKYPPEHTHBIX II0CIIEI0BATEIBHOCTEMN.
[udposanue B eBporneiickol cucteMe MOOMIbHOM Teneponuu - mudpcucrema AS.

9. Baounble cucTeMsbl UPPOBAHHUS.

brounble mMQphl 1 TPUHIMUIBI UX TOCTPOEHUs. S-P-ceTh. BrIOOp MTUHEWHBIX U HENUHEH-
HBIX 0;10K0B. O3HaKOMIIEHHE C COBPEMEHHBIMU cTaHaapTaMu 01o4HbIX mmdpoB USA: DES,
AES, PO I'OCT 28147-89, T'OCT P 34.12-2015. XSL-cTpykTypa aaropuTMoB IIH(PPOBAHHUS.
Pesxxumebr ncnonp3oBanns 61049abX mmdpos [OCT P 34.13-2015. MexrocyaapcTBeHHbIE
crangaptel 'OCT 34.12-2018 u 'OCT 34.13-2018.



10. ®yHKUMH X2 MMPOBAHUS.

KiroueBbie n O6eckitoueBbie Xem-QyHKInuu. MTepaTHBHBIE CITOCOOBI IIOCTPOCHUS XEIII-
byakumii. Korctpyknum xem-gyHkuuid. Micrionp3oBanue xen-QyHKiui 1 6J109HBIX MHQPPOB B
cucreMax ayreHTH(ukanuu coodmenuii. Koapl ayrentudukanmm coodmennii MAC u Koabl
obnapyxenus omrboxk MDC u MIC. O3nakomiieHHe ¢ COBPEMEHHBIMU CTaHIApPTaMH XelIl-
¢bynkuii TOCT P 34.11-2012 u TOCT 34.11-2018.

11. CucreMsbl IM(POBAHUSA C OTKPBHITHIM KJIIOYOM.

[TonsiTie omHOCTOpPOHHEH (DYHKIIMHM M OJJHOCTOPOHHEH (QYHKITUH C <JT1a3CHKON».

KpunrocructeMsl ¢ OTKPBITHIM KITFOYOM - ACHMMETPUYHBIE CHCTEMBI u(ppoBanus. BbI-
YUCIUTENBHO CIO0KHbIE 3aauu MaTemaTuku. Kpunrocucrema RSA u ee ananu3z. Kpunrocucre-
MbI Dnb-1"amans, Mak-Dmnuca, Mepkis-XemMana.

DneKTpoHHas NOANUCh J0KyMeHTOB. L{udposas noanucy @uata-lllamupa u noanuce
Onp-T'amans. TOCT P 34.10-2012 u TOCT 34.10-2018.

12. IIpoTokoJibl pacnpeaesieHus1 KJIK0Yeid.

[lepenaua KiroUei ¢ UCIOIB30BAaHUEM CUMMETPHYHON CHCTEMBI MU POBAHHUSL.
JIByCTOpPOHHHE U TPEeXCTOPOHHHUE poTokomna. [Iporokon Kerberos.

[lepenaya kirouelt ¢ UCTIONB30BAHUEM ACUMMETPUYHOM CHUCTEMBI IM(POBAHUS.
CeptuukaTbl OTKPBITHIX KJIIOYEH.

OTKpBITOE pacHpeeiICHUE KITFOUEH.

I[penBapuTeIbHOE pacrpeneeHue KIIF0YeBbIX MATEPHUATIOB.

Bo3MosxHBIE aTaky Ha MPOTOKOJIBI PaCIPEIEICHUS KI0YEH. YIIPaBIEHUE KI0YaMu.

13. Cxembl pa3jiesieHHus CeKpeTAa.
Jloka3aTenbCTBa C HYJEBBIM Pa3TiIalllcHUEM.

14. HexoTopble NpaKTHYeCKHE ACTIEKThl MCNOJIb30BaHuUs K pPcUCTEM
[Ipobnemsl peanuzanuu KpunTorpadhuuecKon MoJACUCTEMbI U CUCTEMBI YIIPABICHUS
KJIFOUYaMH .

5. O0pa3oBaTe/bHbIe TEXHOJOTHH, HCNIOJIb3yeMble IPH OCYLEeCTBJICHUH 00pPa30BaTeIbHOI0
npouecca no AMCUUILINHE

B nporecce o0y4ueHust UCTIONIB3YIOTCS CIIEAYIONINE 00pa30BaTEIbHbIC TEXHOIOTUH:

BBoaHasi iekuMs — 1aeT NEPBOE LETOCTHOE NPEACTABICHUE O TUCLUILIMHE U
OPUEHTHPYET CTYJECHTA B CUCTEME U3YUYEHUs JaHHOW NUCIUIUIMHBI. CTYIEHThl 3HAKOMSITCS C
Ha3HAYCHHEM U 3aJla4aMU Kypca, €ro poJibl0 H MECTOM B CHUCTEME YUEOHBIX TUCITUILINH U B
cUcCTeMe MTOATOTOBKH B 11e7I0M. JlaeTcs kpatkuit 0030p Kypca, UCTOPHS Pa3BUTHSI HAYKH U
MPAKTUKH, TOCTHKEHUS B 3TON cdepe, UMeHa U3BECTHBIX YUCHBIX, U3JIaraloTCsl MEPCIEKTUBHBIE
HaIpaBJIeHUs UccienoBaHuid. Ha 3Toi neKkiuy BbICKa3bIBalOTCS METOAUYECKUE U
OpraHU3aIOHHBIE 0COOEHHOCTH PabOTHl B paMKaX JaHHOW AUCHHUIUIMHBI, a TAKXKE TaeTCs
aHaJIN3 PEKOMEHIyeMOi y4eOHO-METOAMUECKOU TUTEPaTypPHI.

AxkajemMuyeckas jJeKnus (WK JEKIHs 00IIero Kypca) — MocieoBaTeIbHOE U3II0KEHNE
MaTepualia, OCyIIECTBIIEMOE MPEUMYIIECTBEHHO B BUE MOHOJIOTA MTPEMOaBATEIS .
TpeOoBaHMs K aKaAEMHUUYECKOM JIEKIIMU: COBPEMEHHBIN HayUHBIH YPOBEHb U HACHIIIICHHAS
WH(POPMATUBHOCTH, YO TUTEIbHAS aPTYMEHTAIINS, TOCTYITHAS U MIOHATHAS pedb, YeTKas
CTPYKTYypa ¥ JIOTUKA, HAJTHYKe IPKUX MPUMEPOB, HAYIHBIX TOKA3aTEIbCTB, 000CHOBAHHM,
¢bakToB.

IIpakTu4yeckoe 3aHATHE — 3aHATUE, IOCBSALIEHHOE OCBOCHHUIO KOHKPETHBIX YMEHUN U
HAaBBIKOB U 3aKPEIUICHUIO MOJYYEHHBIX Ha JICKIIUH 3HAHUIA.
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6. [lepeyeHb HWHMOPMANMOHHBLIX TEXHOJIOTHWii, WCHOJb3yeMbIX TMPH OCYIIECTBJIECHUH
00pa3oBaTeIbHOIO TMpolecca Mo IHCHHUIUIMHE, BKJIKYas TMepevyeHb JUIEH3NOHHOTO
NMpPOrpaMMHOr0 ofecrnedeHusi W HHPOPMALNMOHHBIX CHOPABOYHBLIX cHCTeM (Hmpu
He00X0IUMOCTH)

B nporiecce ocymecTBiaeHus: 00pa3zoBaTEIbHOTO MPOIECCa UCTIONb3YIOTCS:
-[IPOrpaMMHOE 00eCIIeYeHUE TSl CO3AaHUS M IEMOHCTPAIMH [TPE3CHTAIMHA, WILTFOCTPAIHA U
JIPYTUX y4eOHBIX MaTEPHAJIOB!
- Microsoft Windows (B cocrase Microsoft Imagine Premium Electronic Software Delivery);
- Microsoft OfficeSTD 2013;
- MikTeX (cBobomHO pacnpocTtpansemoe [10).

— JUTSL TIOMCKa yueOHo auteparypsl 6ubiauotexku Spl'Y — ABTOMaTu3upoBaHHas
oubnmmoreunas nnpopmarronnas cucreMa "BYKU-NEXT" (ABUC "Byku-Next").

7. IlepeyeHb OCHOBHOM M IONOJTHUTEIbHON YUeOHOM JTUTEPATYPhI, peCypcoB
HHG(pOPMANMOHHO-TEJIEKOMMYHUKAUMOHHOM ceTH « UHTepHeT», HEOOXOAUMBIX ISl
OCBOEHMS THCIUIIUHBI

a) OCHOBHAasl JIMTepaTrypa

1. Andepo A.Il. OcuoBsl kpunrorpadpuu. Yuedonoe mocodue. / A.Il. Andepos, A. O.
3y60B, A.C. Ky3pmuH, A.B. Uepemymikun. M.: 'ennoc APB, 2005. 480 c.

2. benos E.b. OcHoBbl HH(pOpMAITMOHHOM Oe30macHOCTH. YuebHoe mocodue ajs By30B. /
E.b. benos, B.I1. Jlock, P.B. Memepsikos, A.A. lllenynanos. M., ['opsiuas nunus -
Tenexom, 2006. 544 c.

3. Hectepos, C.A. OcHoBbI HH(MOPMALIMOHHON 0€30MaCHOCTH [ DIEKTPOHHBIN pecypc]

:yaebnoe nmocobue / C.A. Hectepos. - DnektpoH. nas. - Cankr-IlerepOypr : Jlanp,

2017. - 324 c. - Pexxum gocryma: https://e.lanbook.com/book/90153.

0) AOMOJIHUTE/IBLHASA JIUTEPATypa
1. PomanbpkoB B.A. Beenenue B kpunrorpaduro. Kypc nexuuii / B.A. Pomanbkos. - M.
D®OPVYM, 2012. - 240 c.
2. Kyxuna E.I'. Benenue B kpunrorpaduio [ DIeKTpoHHBIN pecypc] : COOpHUK 3a/1a4 |
ynpaxnenuii / E.I'. Kykuna, B.A. PomaHbKOB. - DE€KTPOH. TEKCTOBbIE JJaHHBIE. -
Owmck: OmMcknii rocynapcTBeHHbIH yHuBepeuteT uM. ©.M. JlocToesckoro, 2013. - 91
C. - 978-5-7779-1588-7. - Pesxum nocryma: http://www.iprbookshop.ru/24876.html

B) pecypchl cetu «MHTEpHET»

1.9xnexkTponnbie katajgoru Hb SApl'Y

(http:/Awww lib.uniyar.ac.ru/opac/bk_cat_find.php) coJiepkat OudIuorpaduueckue 3amucu Bcex BHI0B
JIOKYMEHTOB, COCTABJISIFOIINX (OH]T OMOIMOTEKH, HA PYCCKOM U MHOCTPAHHBIX A3BIKaX.

2.2JIeKTPpOHHas1 OnbIMoTeKa yueOHbIX MaTepuainos SIpI'y

(http://www.Iib.uniyar.ac.ru/opac/bk_cat_find.php) COOCPKUT oosee 2500 mOIHBIX TEKCTOB y‘lCﬁHHX "
y4eOHO-METOJUUYECKUX MAaTEPUAJIOB 110 OCHOBHBIM M3Y4aeMbIM JUCIHUILIMHAM, H31aHHBIX B
yHHMBepcuTeTe. JlocTyn B ceT yHUBEPCUTETA, JIMO0 10 JIOTMHY/IapoIio.

3.27eKkTpoHHbIi apxus Apl'Y

(http://elar.uniyar.ac.ru/jspui/community—list) IpEACTABIIACT c000¥ KOJUIEKIINIO MOJHOTEKCTOBBIX
3JIEKTPOHHBIX MyOJIMKALUi B 00J1aCTH HAYYHBIX McciaeoBaHui. ba3a naHHBIX mpeqHa3HaueHa
JUTSL KCTIOJIb30BAaHUSI B yU€OHBIX M HAYUHBIX LEJSIX, 00erdast JoOCTyl K MH(POPMAIUU O HAyYHBIX
paboTax U X COJEepKAHUIO.

8. MaTepuanbHO-TeXHHYeCKas 6a3a, He0OXoAMMasi VIS OCYIIECTBJIEHUsI 00Pa30BaTeIHLHOI0
npouecca no AMCUMIVInHe
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MarepuanbHo-TeXHHUUECKas 0a3a, He0OXOAMMAasl Il OCYIIECTBICHUSI 00pa30BaTEILHOTO
npoliecca 1o AUCLUILIMHE BKIIIOYAET B CBOM COCTAB CHELMATIbHbBIC TIOMEICHUS:

-y4eOHbIe ayTUTOPUU JUTSI IPOBEICHUS 3aHATHH JIEKIMOHHOTO THUMNA M MPAKTUYECKUX 3aHATUI
(cemuHapoB), B TOM uuciie JabopaTopus NPOrpaMMHO-ANIAPATHBIX CPEACTB 00ecneueHus
nH(OPMAIIMOHHON 0E30MMaCHOCTH;

- yueOHbIe ayTUTOPUHU JJIs IPOBEACHMSI IPYNIIOBBIX U UHIAMBUAYAIbHBIX KOHCYIbTALUH,

- yueOHbIC ayTUTOPUHU JJISl IPOBEACHHS TEKYILETO KOHTPOJISA U IIPOMEKYTOYHOM aTTeCTallny;
-[IOMELLEHUS JI CAMOCTOSTENIbHOW PaboThI;

-IIOMELICHNUS ISl XpaHEHUs M TNPO(YUIAKTHYECKOTO OOCTYKMBAHHMS TEXHHUYECKUX CPEICTB
00yJeHUsI.

[Tomemienuss i1 caMOCTOSTENBHON pabOThl O0YYaroIMXCsl OCHALIEHBI KOMIIBIOTEPHOMN
TEXHUKOM C BO3MOXKHOCTBIO MOAKIIOUEHHs K ceTH «/HTepHeT» M obecreyeHuem aocTyna B
AIIEKTPOHHYIO HHPOPMALMOHHO-00pa30BaTENbHYIO CPEly OpraHU3alllu.

Yucno nocagoyHbIX MECT B JIEKIIMOHHON ayAMTOpUU OOJblLIe JIMOO PaBHO CIHMCOYHOMY
COCTaBy IOTOKa, a B AyAWTOPHH JJS NPAKTUYECKUX 3aHATHH (CEMHHAPOB) — CIHUCOYHOMY
COCTaBY I'PYIIIbl 00yUYarOIIUXCS.

ABTOp(BI):

[Tpodeccop, nokrop ¢us.-matem. Hayk  ypHes B.I.
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IIpunoxenne Nel k paGoueii nporpamMme AU CHHUIIIMHBI
«BBeeHue B CIeIUATBHOCTbY»

DoH/I OLIEHOYHBIX CPEACTB
JJIs1 MPOBe/IeHUs] TeKYIeld U MPOMeKYTOUYHOI aTTeCTAIIMH CTYIeHTOB
Mo AUCHUILINHE

1. TunoBble KOHTPOJIbHBIE 32/1aHUS WIN UHbIE MATEPHAJIbI,
He00X0AUMbIe VISl OLeHKH 3HAHNH, YMeHH i, HABBIKOB M (MJIM) ONBITA JeSITeJIbHOCTH,
XapaKTepu3yWIIHuX 3Tanbl ((OPMHUPOBAHUSA KOMIIETEHIUI

1.1 KouTpoJibHble 3a1aHNsI U MHbIE MAaTePHAJIbI,
HCMoJIb3yeMble B Mpoliecce TeKylleil aTrecTanuu

PomanbkoB B.A. Beenenue B kpunrorpaduro. Kypce nexuuii / B.A. Pomanbkos. - M.
OOPVYM, 2012. - 240 c.

Kyxuna E.I'. Coopauk 3ama4 u ynpaxkuenuii mo kpunrorpadguu / E.I'. Kykuna, B.A.
PomanbkoB, Omck, U3a-Bo. OI'Y um. ®.M. JloctoeBckoro, 2013. 148 c.

Jomarmaue 3ananus o Teme Ne 2 ""Kpatkmii ucropudeckuii 0030p kpunrorpaduue-
CKHMX METO/J0B 3alUThl HHpopmaun. "'

3amanus ans camocTtostensHoro pemenust Ne 32 - 41 u3 naparpada 6 cOopHuka 3a1a4
Kykuna E.I'. Coopnuk 3a1a4 u ynpaxuenuit o kpunrorpapun / E.I'. Kykuna, B.A.
PomanbkoB, Omck, M3a-Bo. OI'Y uM. ®.M. loctoeBckoro, 2013. 148 c.

Homamnrawue 3aganus o reme Ne 4 "'IIpocreiiiue ncropudeckue mu@pobl 1 UX aHa-
ams."
3amanus ans camocrostensHoro pemenust Ne 22 - 30 u3 naparpada 3 cOopHuKa 3a1a4
Kykuna E.I'. Coopnuk 3a1a4 u ynpaxuenuit o kpunrorpapun / E.I'. Kykuna, B.A.

PomanbkoB, Omck, U3a-Bo. OI'Y um. ®@.M. JloctoeBckoro, 2013. 148 c.

Homarnue 3ananus no reme Ne 7 "OcHoBHBbIe Kiacchl IM(POB M UX cBolicTBA. "'

3amanwus i camoctositennsHoro pemenns Ne 31 - 38 u3 maparpada 4 cOopHuka 3amay
Kykuna E.I'. CoopHuK 3a1a4 1 yrpaxHeHuit no kpunrorpaduu / E.I'. Kykuna, B.A.
Pomanbkos, Omck, U3a-Bo. OI'Y um. @.M. JlocToeBckoro, 2013. 148 c.

Jomamaue 3ananus mo reme Ne 9 "' Biounslie cucrems! mmmdposanus. "'
3ananus Ui camoctosiTensHoro pemenus Ne 185 - 191 u3 maparpacda 22 u Ne 195 - 200
u3 maparpada 24 coopuuka 3agad Kykunaa E.I'. COopHUK 337129 1 yIIpaXKHEHUN 110
kpunrorpaduu / E.I'. Kykuna, B.A. PomanskoB, Omck, M3n-Bo. OT'Y um. @.M. JlocToeBckoro,
2013. 148 c.

Jomamaue 3ananus mo reme Ne 10 "' @ynkuuu x3mupoBanus. "'
3ananus i camoctositensHoro pemennus Ne 192 - 194 u3 maparpada 23 cOopHuKa
3anay Kykuna E.I'. CoopHuk 3a1a4 u ynpaxuenuit o kpunrorpaduu / E.I'. Kykuna, B.A.
PomannkoB, Omck, U3a-Bo. OI'Y um. @.M. [locTtoeBckoro, 2013. 148 c.
Jomainue 3ananus no reme Ne 11 " CucreMsl ingpoBaHusi ¢ OTKPHITHIM KJIOYOM.
3amanwus i camoctositenbHoro pemenns Ne 86 - 99 u3 maparpada 9 u Ne 100 - 123 u3
naparpacda 10 cooprrka 3anau Kykuna E.I'. COopHuK 33124 1 ynpakHeHHH 110 Kpunrorpadpuu /
E.I'. Kykuna, B.A. PomanwskoB, Omck, U3n-Bo. OI'Y um. @.M. JlocTtoeBckoro, 2013. 148 c.
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Jomarnue 3ananus no reme Ne 12 ** IIpoTokoJibl pacnpeaenaeHus Kir4ei."

3amganus aa camocTtosTenbHoro pemenus Ne 171 - 173 u3 maparpada 18 cOopruka
3agay Kykuna E.I'. COopHuk 3a71a4 u ynpaxuenuii o kpunrorpaduu / E.I'. Kykuna, B.A.
PomanbkoB, Omck, U3a-Bo. OI'Y uM. ®@.M. JloctoeBckoro, 2013. 148 c.

KonTpoubHnas padora "'biounbie cucrteMsl uppoBaHus.”

1) bro4HbIe MWUQPBI ¥ MPUHIKITEL KX TTOCTPOSHHS. S-P-ceTb.
2) Be160Op THHEWHBIX M HEIMHEHHBIX OJIOKOB.
3) CpaBHeHme coBpeMeHHBIX cTaHaapToB 0nounsix mudppos DES, TOCT 28147-89,
AES, I'OCT P 34.12-2015 u 'OCT 34.12-2018.
4) Pexxumel uctionib3oBanus 0ouHbix mmgppos. [OCT P 34.13-2015 u TOCT
34.13.2018.

Tembl pedepaTos

1. HcTtopuueckue mudpsl ¥ UX KPUNTOAHAIHS.

2. Wnes mmdpoBaHus ¢ OTKPHITHIM KJIIOUOM Ha OCHOBE OJHOHAIPABICHHOW (pyHK-
LIUH C CEKPETOM.

3. MaremaTnueckas MOAEIb OTKPBITHIX TEKCTOB.

4 Kpurepuu Ha OTKPBITBIN TEKCT.

5 Anrebpanyeckast MoJIeb K dpa.

6. BepositHOCTHAS MOJIeNb DA,

7 [Iudps! 3amMmeHbI, K1accuPUKaS U aHATU3.

8 Iudpsl nepecTaHOBKH, KIacCU(UKAIUS U aHATTU3.

9 [udpsr rammupoBanus. Kpunroananus mudpa Bukenepa.

10. Iudpsr rammupoBanusi. HepaBHOBeposiTHAS TaMMa.

11. Iudpsr rammupoBanus. [ToBTOpHOE HCIIOIB30BAaHUE TAMMBI.

12. JluckoBble MU paTopbl MHOTOAI(aBUTHON 3aMEHBI.

13. JlrckoBble mM(paTOpbl TaMMHPOBAHHS.

14. [IpakTuueckast CTOUKOCTh MIU(POB.

15. Bompockl UMUTOCTORKOCTH MIU(POB.

16. Kozs! ayrenTudukanuu

17. [TomexoycroiunBocts mudppos. Teopema Mapkosa.

1. [Totounble mKdphl ¥ TPUHLIUIIBI UX TOCTPOEHUSL.

2. ['enepaTopsl NCeBIOCTYYaHBIX MOCJIEOBATEILHOCTEN U UX XaPaKTEPUCTUKH.

3. MeTomp! YCIO)KHEHUS TMHEHHBIX PEKYPPEHTHBIX MTOCIIEI0BATEILHOCTEH.

4. brounble mUQPhl ¥ TPUHIKUIBI UX TOCTPOSHUS.

S. Pexumbr ucrionszoBanus Onouneix mudppoB. ['OCT P 34.13-2015 u I'OCT
34.13.2018.

6. Crannapt nmdposanus DES.

7. Cranpapt mmmdposanus 'OCT-28147-809.

8. Crangapt mmmdposanus 'OCT P 34.12-2015 u 'OCT 34.12.2018.

9. XSL-cTpyKkTypa anropuTMoB MK(POBAHUS.

10. Crangapt mmmdpoBanust AES.

11. Kpunrocucremsl Ha OCHOBE OTKPBITOro Kitoya. "CroxHble” mpobiieMbl MaTeMa-
THKH.

12. Kpunrocucrema RSA u BpIGOp nmapameTpos.

13. [Monstue mudposoit moxmucu. 'OCT P 34.10-2012 u TOCT 34.10-2018.

14. Meroap! ananu3a npoTtokosia RSA.
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15. OCHOBHBIE METO/IBI TUCKPETHOTO JIOTapH(PMUPOBAHUSI.

16. Kpunrocucrema Dmb-I"amans.

17. [TonsTHe Xem-pyHKINHU, CTOCOObI UX TTOCTPOCHUSI.

18. KiroueBbie xen-QpyHKIIMN U CBSA3b C KOJAaMU ayTCHTH(UKAIIIH.
19. BeckmtoueBblie xem-(pyHKINHY, TApaIOKC THEH POKICHUI.

20. Poccuticknii crannapt xem-pyakauu. 'OCT P 34.11-2012 u 'OCT 34.11.2018.
1.2 Cnucok BonpocoB U (WJIN) 3aIaHUii I IPOBeIeHNsI POMEKYTOYHOM aTTecTalluu

Bomnpocs k 3a4eTy 10 JMCUHUILIHHE
"BBenenue B cCnenuaJILHOCTE"

1. OcHoBHbIe 3a1aun B o0nacTu obecneueHust vHGHOPMAIIMOHHOK 0€30MacHOCTH,
pelaeMble KpUnTorpapuuecKuMi METOJaMH.
2.Wcropuyeckue npumepsl mudpos: mudp Llezaps, kBagpat [lonmmbus, mmdp
[Tneiideiipa, mmdp Xumna. Pemerka Kapaano, kavxHbi mudp, mmdp Brkenepa,
raMMupoBanue, 1uckoBelid mmdparop T./xeddepcona, mmdp Bepnama u ap.
3. Kpunronorus u kpunroananus. [Ipuanun Kepkroddca.
4. MaremaTHyecKasi MOJICTH OTKPBITBIX TEKCTOB. KpuTepuu Ha OTKPBITHIN TEKCT.
5. Knaccudukarus mmdpos.
6. [IpocTeitmme mmdprl 3aMeHBI U UX KpunToananu3. Maaekc conaaenus Opunamana.
7. Ilpocreiimne mudpsl NepecTaHOBKHU U UX aHAJIH3.
8. lludpsl rammupoBaHus U ux aHanu3. Kpunroanamus mmdpa Brkenepa u mmdpa
raMMHUPOBaHUs ¢ KOPOTKON rammoit. TabnuuHoe u MOyIbHOE TaMMHUPOBAHUE.
9. luckoBble mudpaTopsl MHOTOAI()ABUTHON 3aMEHBI.
10. OcHoBHBI€ 3Tanbl cTaHoBiIeHus Kpunrorpaduu. Pons K.IllenHOHa 1 0oTedecTBEHHBIE
JOCTIDKEHUS B 00J1aCTH 3aIIUTHI HHPOPMALIUH.
11. Crioco6bl ipecTaBiieHus] KHPOPMAIIMH, ITOUISKAIIEH P poBaHUIo (OIU(POBKA).
12. Obmee nousaTue mudpa, anredpandeckas ¥ BEpOITHOCTHAS MOACTH mudpa
Onpenenenue mudpa u ero MaTeMaTu4eckrue Mozenu. Pyunblie 1 MalMHHbIE HAGPHI.
13. KiroueBast cucrema mudpa. OcHOBHBIE TpeOOBaHUSA K I (pam.
14. Obuee nonaTue kpuntocucreMbl. CHMMETPUYHBIE U ACUMMETPHYHBIE CHCTEMBI
muppoBaHus
15.1u¢ps! nepecranoBky. PazHoBUIHOCTH K (POB NiepecTaHoBKU. Kpunroananus
M PPOB NEPECTAHOBKHU.
16. OnnoandasuTHbIe ¥ MHOTOANI(haBUTHBIE MUGPLI 3aMeHbl. [udpennunHb 1
mmdpobdo3nauenus. Pacripenenurenu.
17. Ilorounsle MU Pb U IPUHIUIBI KX ITOCTPOCHUS.
18. TuroBsIe reHepaTOPHI TICEBIOCTYYAHBIX TIOCIE0BATEIEHOCTEH 1 X CBOWCTBA.
19. JIuneitHble peKyppeHTHBIE MOCIEI0BATEILHOCTH, UX TEPUOAUYHOCT. MeTob! yC-
JIOKHEHUS JINHEHHBIX PEKYPPEHTHBIX TTOCIIE0BATEILHOCTEH.
20. Iu¢poBanue B eBponeickoii cucreme MOOMIBbHOM TenedoHnu - mudpcucrema AS.
21. brnoynsle UG PHI U TPUHITUITBI KX TIOCTPOCHUS. S-P-ceTh. BBIOOp TMHEWHBIX U HEJU-
HEHHBIX OJIOKOB.
22. CoBpemeHnHble ctanaapThl 0104HbIX mdpoB USA: DES, AES, P®: T'OCT 28147-
89, T'OCT P 34.12-2015. 'OCT 34.12-2018. XSL-cTpyKTypa anropuTMoB mu(poBaHusl.
23. Pexxumebl nucnonb3oBanus 05ouHbIX mmdpos. 'OCT P 34.13-2015. TOCT 34.13.2018.
24. KimoueBble U OecKII0UeBble Xel-(pyHKINU. FITepaTuBHBIE CIIOCOOBI TOCTPOCHHUS X eI~
¢byukuil. Konerpykuuu xemi-¢yHKIuH.
25. Vcnonp3oBanue xem-(QyHKIMNA U OJ0YHBIX MU(POB B CUCTEMax ayTeHTU(UKALUHU CO-

obmenunii. Kogpr ayrentudukamym coodmennii MAC u koapl ooHapyxeHus ommook MDC u
MIC.
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26. CoBpemeHnHbIe cTanapThl QpyHKuui xsmupoBanus . [OCT P 34.11-2012. TOCT
34.11-2018.
27. Cucrembl UGPOBAHKS C OTKPBITHIM KIFOYOM KIIFOYOM - ACHMMETPUYHBIE CHUCTEMBI
muGpoBaHUsL.
[TonsiTHE OAHOCTOPOHHEN (PYHKIIUU M OJTHOCTOPOHHEH (PYHKITUH C <«JTa3EHKOM».
28. Vcnonbp30BaHUE B ACCUMETPUYHOM KpUNITOrpaQuy BEIYUCIUTEIBHO CIOXKHBIX 3a/1a4
MaTEMaTHKH.
29. Kpunrocuctema RSA u ee ananus.
30. Kpuntocucremsr Dnb-I"amans, Mak-Omnuica, Mepkiisti-X enmana.
31. DnexTpoHHas noAnuch ToKyMeHTOB. Lludposas noanucey @uara-Illamupa u noamnuck
Onp-I'amans. TOCT P 34.10-2012. TOCT 34.10-2018.
32. [IpoToK0JIBI pacrpeeeHusl KIUei.
[Tepenaua kitoUei ¢ UCIOJIB30BAaHUEM CUMMETPUYHON CHCTEMBI IK(ppoBaHus. [[ByCTOpOHHHE U
TpexcTopoHHUE npoTokoia. [Iporokon Kerberos.
33. Ilepenaya kit04el ¢ UCIOIB30BAaHHEM aCUMMETPUYHON CUCTEMbI ITU(PPOBAHHUS.
CepruduKaThl OTKPBITHIX KIIFOYCH.
34. OTKpBITOC paclpeielicHUe KITFOUeH.
35. IIpeaBapurenbHOE pacnpeaeeHue KIFUYEeBbIX MaTEPHAIIOB.
36. Bo3aMoskHBIE aTaky Ha MPOTOKOJIBI PACHIPEACIICHHS KIFOUYEH. YTIpaBlieHHE KIIOYaMU.
37. CxeMmbl pa3/ielicHUs CeKpeTa.
JlokazaTenbcTBa ¢ HYJEBBIM pa3rIalliCHUEM.
38. HekoTophbie mpakTU4YeCKHe acleKThl HCIIOJIb30BAHUS MU(PCUCTEM.
[Ipo6nems! peanu3zanuu KpuntTorpadpuyeckon MoACUCTEMbI U CUCTEMBI YIIPaBJICHUS
KITFOYaMH.

®oH/1 OLIEHOYHBIX CPEICTB
JJIs1 MPOBeIeHUs] TEKYIeld U MPOMeKYTOUYHOI aTTeCTAIIMH CTYIeHTOB
nmo JucuuMIinHe "Beenenue B cienuaJIbLHOCTD"

1. OcHoBHBIE 33/1auM B 001acTH oOecredeHuss HHPOPMAaIlMOHHONW 6€30M1aCHOCTH,
periaeMble KpUnTorpapu4ecKuMi METOAAMH.

2. Ucropuyeckue npumeps! mudpos: mmdp Llesaps, kBaapar [Honubus, mmdpp Xwuna.
Pemerka Kapnano, kHkHbI mudp, mmdp Bukenepa, raMMupoBaHue, AMCKOBBIN MK(paTop
T.xeddepcona, mudpp Beprama u ap.

3. Kpunronorus u kpunroananus. [Tpuamun Kepkroddcea.

4. MaremaTnueckasi MOJENIN OTKPBITBIX TEKCTOB. KpUTepuu Ha OTKPBITHIN TEKCT.

5. Knaccuduxkanus mmdpos.

6. Ilpocreiimue mudpsl 3aMeHbl U UX Kpunroananus. uaekc copnagenus Opuamana.

7. Ilpocteiimye mMu@pel NepecTaHOBKU U UX aHAJIU3.

8. IlIndpsl rammupoBanus U ux aHanu3. Kpunroananus mudpa Buxenepa u mudpa
raMMHPOBaHUS C KOPOTKOW raMmoi. TabnuuHoe 1 MOJlyJIbHOE TaMMUPOBaHUE.

9. luckoBble mudppaTopsl MHOr0aN()haBUTHON 3aMEHBI.

10. OcHoBHblIe 3Tanbl craHoBieHUs KpunTorpaduu. Ponp K.llleHHOHa 1 0TeuecTBEHHBIE
JOCTIOKEHUS B 00J1aCTH 3aIIUThI HHPOPMALIUH.
11. Cioco6s1 ipeacTaBieHus: HHGOPMAIUH, Mo IeKael mudpoBaHuto (O1udpoBKa).

12. O61ee noustue mudpa, anredpandeckas U BEPOSITHOCTHAS MOJENH mudpa

Omnpenenenne mudpa u ero MaTeMaTuyeckie Mojenu. PyyHble U MallliHHbIE ITUQPBHI.

13. KiitoueBast cuctema mudpa. OCHOBHBIE TpeOOBaHMS K IIH(pam.

14. OOuiee noHsTHE KpUNTOCUCTEMBl. CHMMETPUYHBIE U ACUMMETPUYHbIE CUCTEMBI
mudpoBanus

15.11Iu¢ps! nepecranoBku. PazHoBuAHOCTH mKM(POB nepectaHoBKU. Kpuntoananus
mudpoB NEPEeCTaHOBKHU.
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16. OnnoandasutHbie 1 MHOTOAT(aBUTHBIEC U(PHI 3amenbl. LndpBenuunns u
muppobdo3HaueHus. Pacipenenurenu.

17. [lotounsie mudpb ¥ MPUHLIUIBI KX TOCTPOCHHUS.

18. TunoBsie reHepaTOPHI NICEBAOCTYYalHBIX MOCJIEI0BATEILHOCTEN U UX CBOMCTBA.

19. JIuneliHbple peKyppEHTHBIE I1OCIIEI0BATEIbHOCTH, X IEPUOJIUIHOCTb. MeTo1b! yc-
JIO’)KHEHUS JINHEHHBIX PEKYPPEHTHBIX TOCIEI0BATEIbHOCTEH.

20. IIuppoBanue B eBpoIEHCKON cucTeMe MOOUIIBLHOM TeneoHun - mudpcuctema AS.

21. briounsie mudpel U MPUHIUIIB UX MTOCTPOCHUs. S-P-ceThb. BbIOOp MTUHEHHBIX U HETU-
HEUHBIX OJIOKOB.

22. CoBpemennbie ctaHmapthl 00uHbIX mHppoB USA: DES, AES, P®: 'OCT 28147-89,
['OCT P 34.12-2015. 'OCT 34.12-2018. XSL-cTpykTypa anropuTMoB MH(ppOBaHHUS.

23. Pexxumebl ucnonib3oBanus 0ouHbx mudpos. 'OCT P 34.13-2015. TOCT 34.13-2018.

24. KiiroueBble u OeckintoueBbie Xen-(hyHKIun. repatnBHbie cIOCOOBI TOCTPOSHHS X eIl
byakumii. KoHCTpyKInM Xem-QyHKITU.

25. Ucnonp3oBanue xenr-QyHKIUA 1 6J0YHBIX IM(POB B cHCTEMaxX ayTeHTH(PHUKAIINU CO-
obmenuii. Kogpr ayrentudukarnuu coodmenuit MAC u koapl ooHapykeHust ommook MDC u
MIC.

26. CoBpeMennsbie ctanaapthl ¢ynkiui xsmmposanus. [OCT P 34.11-2012. TOCT
34.11.2018.

27. Cuctembl HIUPPOBAHUS C OTKPHITHIM KITFOUOM KIHOYOM - ACHMMETPUYHBIE CUCTEMBI
mmdpoBaHus.

[TonsiTrie oAHOCTOPOHHEH (QYHKIIMH U OHOCTOPOHHEH (DYHKITUH C «Ia3eUKOM».

28. Mcnonp30BaHHEe B aCCUMETPUIHON KPUITOTPAQHUH BEIYMCIUTENBHO CIOXKHBIX 3a71a4
MaTEMaTHKH.

29. Kpunrocucrema RSA u ee ananus.

30. Kpunrocucremsl Onb-I"amans, Mak-Omnuca, Mepkis-Xemnimana.

31. Dnexrponnas noanuch JokyMeHToB. Lludposas noanuce @uara-lllamupa u noanuck
Onb-I'amans. TOCT P 34.10-2012. 'OCT 34.10.2018.

32. IIpoTOKOJIBI paclpeneeHus KIOUeH.

[Tepenaua kitoueil ¢ UCTOJIb30BAaHUEM CUMMETPUYHOMN cHCTEMBI K poBaHus. [[ByCTOpOHHHE U
TpexcTopoHHHE npoTokoia. [Iporokon Kerberos.

33. Ilepenaya kio4eid ¢ UCMOIB30BAaHUEM aCUMMETPUYHON CUCTEMBI IIU(PPOBAHHUS.
CepTrdukarsl OTKPBITHIX KIHOYEH.

34. OTKpBITOE pacupenesieHue KIIIOUEeH.

35. IlpenBapurenbHOE pacipeeieHue KII0UEBbIX MaTepPUAaJIOB.

36. Bo3MoskHBIE aTaky Ha MPOTOKOJIBI PACHpEeNCHHs KItoUel. YTpaBlieHHe KIII0YaMu.

37. CxeMbl pa3JieNieHus ceKkpeTa.

JlokazarenbcTBa C HyJEBbIM Pa3riIallieHUEM.

38. HexoTophle MPaKTUYECKNE aCTIEKThl HCIIOIB30BAHUS MUPPCUCTEM.

[Tpobnembl peannzanuu KpUunTorpadpuuecKoi moJICUCTEMbl U CUCTEMBI YITPABICHUS
KITFOYaMHU.

O1eHKa YCTHOIO OTBETA HA 3a4YeTe
Y CTHBIN OTBET Ha 3a4e€Te OLICHUBACTCS 110 2 OaIIILHOM CHCTEME: «3aUmeHon,
«HE3AaYMEHO).

Or1eHKa «(3aumenoy CTaBHUTCA, €CIIN.
- ACMOHCTPUPYCMBIC CTYACHTOM 3HAHUA OTIINYAIOTCA JIOCTaTOYHOM THYGHHOﬁ u
COACPIKATCIIbHOCTBIO,
- JaeTcs HOCTaTOYHO MOJIHBIM OTBCT, KaK Ha OCHOBHBLIC BOIIPpOCBbI, TaK W Ha
JOIIOJITHUTCIIBHBIC,
- CTYACHT JOCTATOYHO CBO60,[[HO BJIaAcCT TepMHHOHOFI/Ieﬁ;
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- OTBCT CTYACHTA HC COACPIKUT MPUHIUITHAIIbHBIX OIIIHOOK.

OueHka «He3aumeno» CTaBUTCS, €CIIH:
- OOHapy)XEHO HE3HAHUE WIM HEMOHMMAaHUE CTYAEHTOM OCHOBHBIX pa3/ieioB
JVCLIUATIIINHBI;
- CTYJAEHT JIOIyCKAaeT CyIIECTBEHHbIEC ()aKTUUYECKUE OMIMOKH, KOTOpble OH He
MOXET UCIPABUTH CAMOCTOATEIIBHO;
- Ha 3HAYUTEIIHYIO YacTh JOMOJHUTENBHBIX BOIIPOCOB CTYACHT 3aTPYJHAETCS 1aTh
IIPaBUJIbHBIN OTBET.

OuneHuBagye KOHTPOJILHBIX PA0OT:

Kaxxnast u3 4eThIp€X 3a/1a4 OIEHUBACTCS CIEAYIONUMU OaJTaMu:

0 (3amaua He caenana), 1 (caemano Koe-4to), 2 (caenana mpuoIM3UTEILHO

HATNOJIOBUHY), 3 (CIenaHa C HEKOTOphIMH Hexodyeramu), 4 (crenmaHa
MOJIHOCTHIO). O011iee uncio 6amioB 3a Bce 4 3aaanus cocrtabisger 16. OneHka
3a paboTy CTYACHTAa CTaBUTCS B 3aBHCHMOCTH OT HAOPaHHOT'O UM 4YHCIIa
0aIlIoB:
0 — 4 Oamta — HEYIOBJICTBOPUTEIIBHO,
5 — 8 0a/mIoB — yJIOBIETBOPHUTEIIBHO,
9 — 12 6ayIoB — XOPOIIO

13 — 16 GamIoB — OTIUYHO.
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IIpunoxenne Ne2 k paGoueil nporpamMme AUCHHUIIIMHBI
«BBeeHue B CIeIUATBHOCTbY»

MeToanyeckue yKa3aHus JJIsA CTYIEHTOB 10 OCBOEHUIO U CIUTIINHBI

OcHOBHOM (opMOH H3JIOXKEHUs  y4eOHOTO MaTepuaja 10 JUCHHUIUIMHE 'BBeneHune B
CIELUATBHOCTE"  SIBJIIOTCS JIEKIIMH, YTO CBSI3aHO, MPEXKJE BCEro, C HOBU3HOW MaTepuayia s
oOydaeMbIX. [lo GOJBIIMHCTBY T€M MpPEIyCMOTPEHbl MPAKTUUYECKUE 3aHATUS, LEIbI0 KOTOPBIX
SBIISICTCS 3aKpeIUIeHHE JIGKIMOHHOTO MaTepualia IIyTeM pELICHHs CIEIHaIbHBIM 00pa3oM
o100paHHBIX 33124 U YIPaKHEHUH.

JUiga  ycrnemHoro OCBOEHHS JMCUMILIMHBI BaXXHO CAMOCTOSITEIBHOE  H3Y4YEHHE
TEOPETUYECKOI0 MarepHasa, peleHre JOCTaTOYHO OOoJIbLIIOro Habopa XOpOUIO MOA0OpPaHHBIX
3a/1a4, KaKk B ayJAUTOPUH, TaK U CaMOCTOSTENbHO B KauecTBE AOMAIIHMX 3anaHuil. [Ipumepsl
pelieHus 3a1a4 pa3OuparoTcs Ha JIEKIUAX U MPaKTUYECKUX 3aHATHSIX, IPU HEOOXOAUMOCTH IO
HauOosee TPYIHBIM TeMaM IPOBOASITCS JONOJHUTENbHbIE KOHCYlIbTalMu. OCHOBHas LEb
peleHus 3a1a4 — IOMOYb YCBOUTH (hyH/IaMEHTAJIbHbBIC MOHITHSI U OCHOBBI KPUNTOTpahUUeCKIX
MeTO/I0B o0ecrieueHrs nHGOpMaIMOHHON Oe30macHoCTr. JJis pereHus 3a1a4 HeoOX0AUMO —HE
TOJILKO 3HaTb, HO M INOHUMAaTh JIEKIMOHHBIA Marepuan. [losromy B mporecce u3ydeHUs
JUCLIUIUIMHBL PEKOMEH]IyeTCsl peryisipHas paboTa ¢ KOHCIEKTaMH JIEKIUI U PEKOMEHI0BaHHOU
JIMTEpaTypou.

Bonbmioe BHMMaHWe JODKHO OBITH YIEJNEHO BBHIMOJIHEHUIO JIOMAalIHeW paboTel. B
KauecTBEe 3aJlaHui JJIsl CaMOCTOSITENbHOM paboThl JOMa CTYyAEHTaM NpeiaraloTcs 3aJayd,
AQHAJIOTUYHBIC PAa300paHHBIM Ha JIEKIHUSIX W TMPAKTHUYECKUX 3aHATUSAX WM HEMHOro Oosee
CJIOKHBIE, KOTOPBIE SIBJISIIOTCS Pe3YyIbTaTOM O0BbEIUMHEHHUSI HECKOJIBKIX 0a30BBIX 3a/1a4.

Jlnisi IpOBEpKM M KOHTPOJISL  YCBOGHHUSI TEOPETHUYECKOTO MarepHalia, MPHOOPETEHHBIX
MPAKTUYECKUX HABBIKOB PAOOTHI C OCHOBHBIMH TMOHATUSMHU B TE€UCHHE OOYYCHHsS MPOBOJSATCS
MEPONPUITHUS TEKYIIEH aTTecTallii B BHUAE YCTHOI'O ONpOCca Ha MPAKTUYECKUX 3aHATUAX U
KOHTPOJIbHON paboTHI. Taxxke mNpPOBOAATCS KOHCYNbTAMU (NP HEOOXOJUMOCTH) IO
JEKIIMOHHOMY MaTepHally U pa30opy HEKOTOPBIX 33/IaHUH JIJIS1 CAMOCTOSITEIbHON paboTHI.

B koHUEe u3y4yeHUs IUCHUUILIMHBI CTYAEHThl CHAIOT 3aueT. 3adeT IPOBOAMTCS Ha
OCHOBAaHUHU BBINOJIHEHNUS JOMAlIHUX 3a/laHui, KOHTPOJbHOW paboThl M cobeceloBaHUS Ha
OCHOBAaHMHU CIIMCKa BOIPOCOB K 3a4€Ty, KOTOPHI OXBAaThIBAET IOJHOCTHIO BCIO IPOTPAMMY
JTUCIUIUINHBI.

YuebHO-MeTOAMUECKOE 00ecTIeUeHHe
CaMOCTOSITEJILHOM paﬁon,l CTYACHTOB MO JTUCHUIIJINHE

JIns caMOCTOSITENbHOM PadOTHl PEKOMEHIYETCSl MCIOJIBb30BaTh y4eOHYIO JIUTEparypy,
YKa3aHHYIO B paszene 7

JIns monbopa JAOTONHUTENBHOTO MaTepuana, OCOOCHHO NpH HamucaHuM pedepaTos,
PEKOMEHAYETCS NCTIOIh30BATh MHTEPHET-PECYPHI:
1. DnexkrpoHHas OubanoTeka yueOHbIX MaTepuaion SApl'yY
(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php).
2. DnexTpoHHO-OnbIHoTeuHas cucrema «tOpaiir https://www.biblio-online.ru/
3. DIeKTpOHHO-OUOIMOTEeUHAs CCTeMa «Y HUBepcUTeTCKas onbauoreka onliney»
(wwwe.biblioclub.ru)
4. DnexTpoHHO-OMOMMOTEeYHas cucTeMa «Jlauby http://e.lanbook.com/
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