MHUHOBPHAYKHN POCCUH
SpocaaBckmii rocynapcrBeHHblii yausepceutet uMm. IL.I. JlemuagoBa

Kadenpa mudpoBbIX TEXHOJIOTHI W MAIIMHHOTO O0yUYEHUS

YTBEPXIAIO

Jexan ¢puzngeckoro gaxyiprera

N.C. Orues

«23» wmas 2023 1.

PaGouyas nporpamMmMa quCUUNJINHBI
«OCcHOBBI HH(POPMALMOHHOI 0€30IaACHOCTH»

Hanpasnenue moaroToBku
11.03.02 apokoMMyHUKAITMOHHBIE TEXHOJIIOTUN U CHCTEMBI CBSI3U

Hamnpasnennocts (mpoduis)
HckyccTBeHHBIN MHTEIEKT U HH(POKOMMYHUKALIUU

dopma 00yueHus

OuHas
IIporpamma paccmotpena [Iporpamma ogo6pena HMK

Ha 3acenanuu Kadeapol buszndeckoro QaxynabTeTa

oT «17» anpens 2023 roga, mporokost Ne 8 npotokoi Ne 5 ot «25» anpens 2023 rona.

Spocnasib



1. llesan ocBOEHMSsI AN CIMIIJIMHbI
[lenb 0cBOEHUS AMCIUILTNHBI — TIOJTOTOBKA B 00JIACTH OCHOBHBIX MPUHITUIIOB M METOJIOB
nH(pOpMaIMOHHOM 0€30MMaCHOCTH.
3amaun TUCIUTUINHEIL:
® O3HAKOMJICHHE c OCHOBHBIMH
WH()OKOMMYHUKAIIMOHHBIX CHCTEMAaX;
® [I0Ka3 OCHOBHBIX METOJIOB U CPEJCTB,
00paboTku nHOpMaIuu;
e O00yyeHHE CTAaHIAPTHHIM IMpUEMaM 3aIlIUTHl UHPOpPMAIMU B KOMIBIOTEPHBIX CHUCTEMax M
JIOKAJIBHBIX CETSX.

npobiemMamu 3aILUTHI uHpopMaun B

HCIOJIb3YCMBIX IIpU 3alIUTC CUCTCM IICPpCAavYu U

2. MecTo AUCHHMILIMHBI B CTPYKTYpe 00pa30BaTeIbHON MPOrpaMMbl

JIMCIMTUIMHA OTHOCUTCS K AUCHIUIUIMHAM I10 BBIOODY.

OHa OCHOBBIBAeTCA Ha 3HAHUAX, YMCHUAX U HABBIKAX, IMOJNYYCHHBIX CTYyACHTAMHU IIPpU
U3yYCHUH TUCIHIUIHH: «Teopus BepOsSTHOCTEH M MaTeMaThdyecKas CTaTHCTHUKa», «JlMCKpeTHas
MaTeMaTHKa», « Teopus nepenayn CUrHaioBy», « OCHOBBI MOCTPOEHUH HH()POKOMMYHHUKAIIMOHHBIX
cucTeM U ceteiy, «O6paboTka u rnmepegavya MyJIbTUMETUHHON HH(HOPMAITUN).

OnHa TecHO cBs3aHa C AUCHUIUIMHON «CeTH CBSA3U», a TAKXKE C PSJIOM JUCLHUILIUH IO
BBIOODY.

3HaHI/I$I, YMCHUSA W HABBIKH, IOJYYCHHBIC IIPpHU H3YYCHUU I[aHHOﬁ AUCHUIUINHBI, MOTYT
UCTIOJIB30BAThCS CTYICHTAMH TIPU BBITOJHEHUN BBITYCKHON KBATH(DUKAIIMOHHOW PabOTHI.

3. [lnanupyemble  pe3yjbTarTbl  00y4eHMs 10 JUCHUIJIMHE, COOTHECEHHbIe C
IJIAHUPYEMBIMHU Pe3yJIbTATAMH 0CBOEHHs 00pa30BaTeIbHOI MPOrpaMMbl

[Ipouiecc wW3y4yeHWs AWCHUILTUHBI HAMpaBiIeH HAa (OPMUPOBAHUE CIEAYIONINX D3JIEMEHTOB
komrieTeHuii B cootrBeTcTBUU ¢ PI'OC BO, OIl BO um npuoOpeTeHus CIEenyomuX 3HAHHMH,
YMEHUM, HABBIKOB U (MJIM) ONBITA JIEATETbHOCTH:

HNuaukaro
Dopmupyemas A P
AOCTHKEHUS
KOMIIETeHLUS Ilepevyenn
KOMIIEeTeHIIHH
(xox m (ko1 M IUIAHUPYEMBIX Pe3yJbTAaTOB 00y4eHHsI
¢dopmynupoBka)
(¢popmympoBka)
ITpodeccuonaibHbIe KOMIIETEHIIUH
[1K-1. Criocoben N1 TIK-1.2 3HaTh:
ocymiecTBIsATs coop | [IpoBoauT aHanus u - OCHOBBI IOCTPOEHUSI 3AIIUIIEHHBIX CUCTEM
1 00paboTKy 000CHOBaHHBII CBSI3H;
MCXOJIHBIX JIAaHHBIX BEIOOP METOJ/IOB - OCHOBHBIE BU/IbI YTPO3 JIJIs
JUISL peIeHUs peuieHus TEJIEKOMMYHUKAIIMOHHBIX CUCTEM.
MOCTaBJIECHHBIX npodeccHoOHANBHBIX | YMeTh:
npodeccuoHaNbHBIX | 3a/1a4 B 00J1acTH - BBISIBJISITh Y YCTPAHATH MOTEHLIUAJIbHbIE
3a1a4 B 00J1acTH MH(POKOMMYHUKALUH | yA3BUMOCTH, C TO3UIMKA O€30MaCHOCTH,
WH()OKOMMYHHKAITH, MH(POPMAITMOHHBIX CHCTEM.
OCYIIECTBIISITh Baaners HaBbIKAMU:

ITOMCK, aHAJIU3 U
BBIOOP METOJIOB MX
pelIeHUs

- paboTBI ¢ HOPMAaTUBHBIMHU IOKYMEHTAMH;

- cbopa u aHanu3a uHpopMaIu, HeOOXOTMMOMN
IS OLICHKH 3aIUIICHHOCTH
TEJIEKOMMYHHUKAITMOHHBIX CUCTEM.




4. O0beM, CTPYKTYpPA U COAEpPKAHUE TUCUUNINMHBI
OO6m1ast TpyA0€MKOCTh TUCIMIUIMHBI COCTABIISIET 2 3a4€THBIX €IMHUIIBI, 72 aKaJl. 9acoB.

Ounas dhopma oOydeHust

Ne Tembl (pa3aesibl) Buab! yueOHbIX 3aHATHIA, DopMbI TEKYILLETO
n/n AUCHUILTUHBI, . BKJII0YASl CAMOCTOATEIBHYIO KOHTPOJIsI
HX co/iep:KaHne 5 padoTy CTyA€HTOB, ycrneBaeMoCTH
S U UX TPYA0€MKOCTh ®opma
8 (B akajileMUYeCKHX Yacax) NPOMEKYTOYHOM
aTTecTamuu
(no cemecmpam)
KonTakTHas pa6ora
3] =®
) o S |2 =
E a = E = I
= 5] E_ 5 o E 5 <
= Q 19) E |8 <| & B
= <N = X 5 B = Q
i = ) 5| s 3| 09
(D) = [=% > =~ = S
= X o 2} o Bl o =
s te] | o 2| o
=3 =] S | E s
= = = = g
1 Beenenne 8 2 1,7 |YcTHBIH onpoc
2 Texnonoruu 3alUThI| 8 12 YcrHbIN onpoc
nHpopmaruu
3 |Crammaptel 1o 3amure| 8 10 2 7 |YcTHBIH onpoc
uHpopManuu
4 |OOmme KpuUTEepHH OLCHKH| 8 10 6 |YcrHBI onpoc
3alUIIEHHOCTH
WH()OKOMMYHHKAITHOHHBIX
CHCTEM
5 |Kanamel yTeuku 8 6 2 6 |YcrHBI onpoc
uHPOpMALIUU U UX aHAIN3
8 0,3 3ader
Bcero ¢ 3auerom 8 40 4 |03 | 27,7

Conepma}me TEM JUCHHUILJIMHBI

Tema Nel
Beeoenue
[Ipeamer, mwenw, 3amauyn  ©u  cojaepxkaHue Kypca «OCHOBBI WH(MOPMAITMOHHON
Oe3omacHOCTH». Ponb  chenuanwcTtoB MO  OpraHu3aluyd  3aluThl  uHQOpMamuu B
rOCy/IapCTBEHHBIX M KOMMEPUYECKUX CTPYKTypax. bazoBbie 3HaHUS, HEOOXOIUMBIE JIJIsl U3YUYEHUS
Kypca. PekomeHntyemble yueOHbIe ocoOus.

Tema No2
TexHOMOTHH 3aITAT BI HHYOPMALHH
OcHOBHBIE yrpo3bl MH(OpManUK B KOMIIBIOTEPHBIX cucTeMax. LleHHOcTH, omacHoOCTH,
NOTEPU, PUCKH, YTpO3bl B KOMIIBIOTEPHBIX cucTeMax. OCHOBHbIE Yrpo3bsl HH(pOpMalUU B
KOMITBIOTEPHBIX CHCTEMaX, CHelM(HUKa BOSHUKHOBEHUS yIPO3 B OTKPBITHIX CETSIX, OCOOEHHOCTH
3alUTHl HH(GOPMAIMK Ha y3J1aX KOMIBIOTEPHON CETH, CUCTEMHBIE BOIIPOCHI 3aIIUTHI IPOTpaMM
U JTaHHBIX. AHaIU3 PUCKOB. Monenb NMPOTHBHHKA, BO3MOKHOCTH ITPOTUBHUKA; NapauICIbHBIN
aHaJIU3 LEeJIe U BO3MOXHOCTEM 3JIOyMBIIIJICHHUKA B KOMIIBIOTEPHOM CETH U B CUTyalluH IIpU



HAJIMYUHM  M30JIMPOBAHHOTO KOMIBIOTEpA. AHAIM3 KPUTHYECKHX TexHojorui. IlommTuka
0€30MacHOCTH 11 MH()OKOMMYHHMKAIIMOHHBIX cHcTeM. OCHOBHBIE KaTeropuu TpeOOBaHMN K
IPOTrPaMMHOM U IPOrpaMMHO-AINapaTHON pean3aliiy CPEICTB 3aIUTHI HH)OpMALUH.

Tema Ne3
CT aHAapT FI 110 3aIQHAT € HHQ OpMALHH

AmepukaHckuii  ctaHmapT «OpanxeBas  kHura». I[locTpoeHne  rapaHTHpPOBaHHO
3alUIIEHHBIX 0a3 JaHHBIX M MX OLEHKa 1o craHnapty «OpamkeBas kHHra». EBporeickuii
craHmapt mo Oe3omacHocTH. DyHKIMOHAJIBHBIE TpeOoBaHWsA. Bompockl rapanTuii u
spdextuBHOCTH. CTanaaptsl u TpedoBanus @CTIOK PO no rexauyeckoit 3amure HHGOpMAIUH.
Cucrema JUIEH3UPOBAHUSA U CepTU(UKALMM CPEACTB 3aLIUTHL. ATTeCTalus 3allUIIECHHBIX
cucreM. Ctpyktypsl B PD, obecrieunBaronye JUIeH3UpoBaHue U ceprudukanuio. HopmatusHas
0a3a 1 OTBETCTBEHHOCTb 32 3aIIUTY HH(GOPMALUU B KOMIIBIOTEPHBIX CHCTEMAX.

Tema No4
Obirre KpAT EpHH OIL[€HKH 3aIHI]E€HHOCT H HH(POKOMMYHHKAI[HOHHBIX CHCT €M

[Tonxon k 0e30mMacHOCTH HMH(POKOMMYHHKAIIMOHHBIX CHUCTEM M 0a30BbICe KOHIICTIIIHH.
[Ipodunp 3ammrel. OYHKIUN TONACPKKH MOTUTUKH Oe30MacHOCTH. I'apaHTuu 0e30MacHOCTH.
TpeboBanusi mo OGe30macHOCTH HMH(POPMAIMOHHBIX TeXHOJOTHH. OIEHKH 3alluIeHHOCTH.
KoMIoHeHTHI moicucTeM MOAIePKKH MOMUTUKN Oe3omacHocTr. Kitacchl OlIeHKN O€30macHOCTH.
TpeboBanus k moacucteMaM ayauTa. [lomcucTemMsl MOATBEPKACHHS TTOJIMHHOCTH OTIPABKU U
nonydeHus: coodmmenus. [ToacucreMsr pasrpannuenus qocryna. [loacucreMsl ayTeHTH(DUKAIAH.
[Toncuctembl 3ammThl  QyHKIUNA 3ammThl. [logcHCTeMBI 3aIlMTBI  PECYpPCOB  CHCTEMBI.
[ToacucTemMbl 3alUTHI CBSI3H.

Tema Ne5
Kanasr yr ek HEQOpMAOHH H HX AHATH3
OTKpBITBIE U 3aKpBIThIE KaHAIbl Nepeaayd MHGopMauu. YTpaBieHue KoHpUrypauuei.
VYcTaHOBKa CHCTEM CKBO3HOIO M KaHAJIBHOIO IM¢poBaHus. MoaepHu3anus MH(GOPMaIMOHHBIX
TEXHOJIOTHI. YPOBHU T'apaHTUN.

5. O0pa3oBaTe/ibHbIe TE€XHOJOIMH, B TOM YHCJI€ TEXHOJOIUHM IJIEKTPOHHOI0 O0OyYeHUS H
AMCTAHIIMOHHBIE O00pa3oBaTeibHbIE TEXHOJOTHH, HCHOJb3yeMble MNPHU OCYIIECTBICHUH
00pa3oBaTeILHOIO NMPoLecca MO0 JMCUHUILIHHE

B mporecce oOydeHHs COOTBETCTBYIONIEH TUCIUIUIMHE WCIONB3YIOTCS CIEIYIOIIHE
o0Opa3oBaTesibHbIE TEXHOJOTUU:

IIpakTHYeckoe 3aHSITHE — 3aHIATHE, MOCBSILIEHHOE OCBOCHUIO KOHKPETHBIX YMEHUU M
HaBBIKOB WM 3aKpPEIUICHHUIO IIOJIYYEHHBIX Ha JIEKIUAX WU B PE3YJbTATE CaMOCTOSTEIbBHON
MOATrOTOBKY 3HAHUM.

KoHcyapTaumss — 3aHATHE MNepel NPOBEICHHUEM 3adeTa, Ha KOTOPOM IPOBOAMTCS
KOHCYJBTUPOBaHUE MO0 H3yUYEHHOMY MaTepuany, GopmMam 3aaHuii UTOTOBOTO KOHTPOJISL, OTBETHI
Ha BOIIPOCHI CTYJIEHTOB IO TUCLUIUIMHE.

6. IlepeyeHb JMIEH3MOHHOTO0 W (WJIM) CBOOOJHO PACHPOCTPAHAEMOr0 MNPOrPaAMMHOIO
obecrneyeHusl, MCMOJIb3YeMOI0 MNPH OCYIIECTBIEHHH O0OPa30BaTeJILHOIO Tpolecca Mo
AUCIHUTLINHE

B mpomecce ocymiectBieHus — 00pa30BaTENFHOTO — Tpolecca IO TUCIHILUIMHE
UCTIONB3YIOTCS:

st GOPMHUPOBAHUST MATEPHAJIOB JIsl TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH M MPOBEICHHUS
IPOMEXXYTOUHOM aTTeCTalluy, 1151 OPMUPOBAHUS METOJUUYECKUX MAaTEPUAIIOB 110 TUCIUILTHHE:

- mporpammbl Microsoft Office;



- Adobe Acrobat Reader.

7. IlepeyeHb CcOBpeMEHHBIX NPOPEeCcCHOHANBHBIX 0a3 JaHHBIX W HWHPOPMALMOHHBIX
CIPABOYHBIX CHCTEM, HCIOJIb3yeMbIX IIPH OCYHIECTBJIEHUH 00Pa30BaTeJLHOI0 MpoLecca mno
JMCIHUIIMHE (MPUA He0OXO0TUMOCTH)

B mpomecce ocymiectBieHuss 00pa3oBaTENBHOTO — Mpolecca MO JAUCHHUTUIINHE
UCIOJIB3YIOTCS:

ABToMarusupoBaHHas ~ OubnanoreuHo-uHpopmannonnas cucrema «BYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

8. IlepeyeHb OCHOBHOM M  JONOJHHMTEJILHOW Yy4YeOHOW  JMTepaTypbl, pPecypcoB
HH(OPMAIMOHHO-TEJICKOMMYHHKAMOHHOI ceTHn «HMHTepHeT» (IPpH HEO00XOAMMOCTH),
PEKOMEHAYEeMBIX JJIs1 OCBOCHHUS M CUMIIIMHBI

a) OCHOBHAs JIUTEepaTypa

1. Cxmapos J[.B. HckycctBo 3amuTsl U B3noma uHpopmarmu. — CII6.: BXB-IletpepOypr,
2004.

2. Mongosu A.A. u ap. Kpuntorpapus: VYueOHuk s By3oB / MongossH AA.,
MonnossiH H.A., Cosetos Bb.51. — CII6.: Jlans, 2001.

0) 10MOJTHUTEJIbHAS JIUTEepaTypa

1. bapuues C.I'., 'onuapoB B.B., Cepos P.E. OcHoOBBI coBpeMeHHOI Kpunrorpaduu: yueOHbIH
Kypc - 2-¢ u31., nepad. u non. M.: ['opsiuas nunus-Tenexom, 2002.

2. Cunmopun HO.C. Texnudeckue cpenctBa 3amuThl HHGopMmauu: ydeOHoe mocodue. CIIO.:
CIIoI'TIY, 2005.

3. CoxkonoB A.B., lllanerun B.®. 3amura nadopmanuu B pacrpeaesieHHBIX KOPIOPAaTHBHBIX
cersax u cucteMax. — M.: JIMK Ilpecc, 2002.

B) pecypchl ceTn «AHTEpHET»:
OnexTpoHHas 6ubimoreka yueOHbIX MaTepuanoB Spl'yY
(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php).

9. MaTepuajibHO-TeXHUYeCKas 0a3a, He00X0AUMMAas ISl OCYLeCTBJIECHUS 00pPa30BaTEeJIbHOI0
npouecca no AMCUMIInHe

MarepuanbHo-TeXHUYECKas 0aza, HeoOXoauMas I OCYIIECTBICHHUsI 00pa30BaTEIHLHOTO
mpoliecca 1o AUCIUIIINHE BKIIFOYAET B CBOM COCTAB CIIEUATbHBIC TOMEIICHUS:

— y4eOHBIC ayTUTOPUU IJIS IPOBEICHUS MPAKTUYECKUX 3aHATHIA (CEMIUHAPOB);

— y4eOHBIC ayTUTOPUU IJI TPOBEJCHUS TPYIIIIOBLIX M HHIUBUYaTbHBIX KOHCYJIBTAIIUMN,

— y4eOHBIC ayTUTOPUHU IS TMPOBEACHUS TEKYIIETO0 KOHTPOISI U TPOMEKYTOUHOM

aTTecTalluu;

— TOMEIICHUS IS CAMOCTOSTEIBHON PadOTHI;

— TMOMEIICHUs MJIg XpaHEHUs W MPO(PUIAKTUYECKOTO0 OOCTY)KMBAaHUS TEXHUYECKUX

CpenCTB O0y4YEHHS.

CriennaiabHbIE TTOMEIIECHUS YKOMILJIEKTOBAHBI CPEICTBAMHU OOyUYEHUS, CIIYKAIUMHU s
MIpEACTABICHHS YueOHOW nHpOpMaIiK OONBIION ay TUTOPHH.

[TomemieHust 1JiT CaMOCTOSATENBHON PaOOTHl O0YUYAIOUTUXCS OCHAIIEHBI KOMITHIOTEPHOM
TEXHUKOW C BO3MOXKHOCTBIO MOAKIIOUEHUs K ceTu «VHTepHeT» M olecreueHueM JocTyna B
AIIEKTPOHHYIO HH()OPMALIMOHHO-00pa30BaTENLHYIO CPEAY OpTaHU3aIUH.

Yucno nmocajiouHbIX MECT B ayIUTOPUH I MTPAKTUUECKUX 3aHATUN (CEeMHHApOB) OOJbIIe
1100 PaBHO CIIMCOYHOMY COCTaBY I'PYMIIBI 00Y4atOIUXCS.
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ABTOD:
[Ipodeccop kadenpst HHHOKOMMYHUKAIIHIA
U paauoOu3uKH, 1.T.H. A.JL. Tlpuopos




IMpuaoxenne Nel k padoyeil nporpamMMme JUCIUTIIAHbBI
«OcHOBBI HH(POPMALMOHHOMH 0€30MACHOCTH

DoH/1 OLICHOYHBIX CPEACTB
JJISl IPOBEACHUs TeKYyLIel U IPOMEKYTOYHOM aTTecTalliy CTYACeHTOB
10 TUCHUILTHHE

1. TunoBbie KOHTPOJIbHBIC 3aJaHUA HJIH UHbIC MaTepHAJIbI,

Heo0X0aUMBbIe J1JISl OLeHKH 3HAHUI, YMEHU I, HABBIKOB M (WJIH) ONbITA eI TeJIbHOCTH,

=0 0NN kWD =

0.

11.
12.
13.
14.
15.
16.

17.

18.
19.
20.
21.
22.
23.
24.
25.
26.

XapaKTepu3yILIHX 3Tanbl (popMHPOBAHUA KOMIIETEH LU

1.1 KoHTpoOJIbHBIE 32 JaHUA M HHbIE MATEPHUAJIbI,
HCNOJb3yeMble B MIpoLecce TeKylleil aTrecTanun

YcrHblii onpoc

CRC-anroputmsl 00HapyxeHus omnook B Tpan3akiusax USB nakeTos.

be3onacHocTh OecripoBOAHBIX ceTelt cranmapta 802.11.

beszonacHocts coequnenus bluetooth-ycrpoiicTs.

[IpoTokon EAP.

0O630p Texnonorun EDGE: ocHOBHBIE TPUHIMITEI 0OecTieueHHs 0€3011acCHOCTH.
bezonacnocts TexHonorun GPRS.

Texnonorus 6e3onacHoct B SIM-kapTax.

Mertoap! 3amuThl THGOPMAITMU B MOOMIIBHON CBSI3U 3-TO MOKOJICHUS.

Texnonorus GPRS u 6e3onmacHocTs nepeayn JaHHbIX.

[IIudpoBanme, ocHOBaHHOE Ha MecTomookeHnn: Mcnons3oBanue GPS s moBwimeHus
CTEINEHU 3allUThl JaHHBIX.

CwmapTt-kapThl. 3anuTa 1 6€30macHOCTb.

Anroputmsl mudpoBanus B ceTssx GSM.

Crnioco6s! 3amuTtel CD OT HeneraasHOTO KOMMPOBAHUS.

PaznuuHble TEXHOJIOTHH 3aIMTHI I U(PPOBOTO BUAEO.

3ammTa aBTopckux npas B DVD u DivX.

DJNEeKTPOHHBIE KIIFOYH — KOMIUIEKCHOE pelIeHHe MPOOIeMbl MUPATCKOI0 KOMMPOBAHUS
KOMIIBIOTEPHBIX MPOTPAMM.

CoBpemeHHas cTeraHorpadusi: IPUHIMIBI, OCHOBHBIE HOCUTEIH U METO/IbI
MPOTUBOJICHCTBUA.

bezonacuocts TCP/IP.

[Tpotokon pacnpeneneHus kmouen Kerberos.

CereBble cpecTBa yIPaBIEHUS JOCTYIIOM.

brounsie cummerpuunbie mudper B SSL.

be30omacHOCTb 3JIEKTPOHHOM MOYTHI.

ATaky, OCHOBaHHBIE Ha TiepenoiHeHuu Oydepa 1 KOHTPMEPHI MO UX MPEJOTBPALICHHUIO.
Cpasuenue xem-¢pynkmuit MD5S u SHA-1.

CpaBuenue anroputmoB Blowfish u DES.

[TpuHIUTIIBI TOCTPOCHHUS CHCTEM OMOMETPUYECKON ayTeHTU(DUKALIUH.



Kpurtepun oneHnBaHHusl 0TBETOB HA BONIPOCHI YCTHOIO ONPOCa

. . . Broicokuii
Kpurepnii IToporoBelii ypoBeHb IIpoaBuHYTHI YpOBEHD
YPOBEHb
CooTBeTcTBHE XoTst OBl YacTHYHOE (He ITonnoe ITonnoe
0TBeTa BONPOCY | omHOcAweecs K 60Npocy He
nooJedHcum nposepke)
IMosHoTa oTBeTa | Bompoc packpeiT Ha 50 1 6ostee | OTBET MOYTH MOJHEIH, 0€3 OIIHUOOK, OTBeT NOJHBIN U
% HE XBaTaeT OTACIHHBIX MJIEMEHTOB U | 0e3 OommnOoK
TOHKOCTEH

1.2 Crincok BONpocoB U (MJIM) 3aaHUH 1JIs1 IPOBEACHUS NIPOMEKYTOYHOM aTTeCTalluu

Bonpocsl k 3auery

1. CRC-anropuT™mbl oOHapykeHUs oTMO0K B Tpan3aknusax USB makeTos.
2. besomacHocTh OecripoBoAHbIX ceTeit cranaapTa 802.11.
3. besomacHocTh coenuHeHus bluetooth-ycTpoiicTB.
4. IIpotokon EAP.
5. 00630p texnonorun EDGE: ocHOBHBIE TPUHITUTIBI OOeCTIeYeHHUsT OE30MTaCHOCTH.
6. besomacHoctb TexHonorun GPRS.
7. Texnonorus 6e3onacHoctu B SIM-kapTax.
8. MeTtobl 3amUTH HH()OPMALIUYA B MOOUITLHOM CBS3HM 3-TO TOKOJICHHSI.
9. Texnomoruss GPRS u 6e30macHoCTh nepeaun TaHHbBIX.
10. llIudpoBanue, OCHOBAaHHOE HAa MECTOTIOJIOKEHUH.
11. Ucnonws3oBanue GPS 1t nOBBINIEHUS CTEIIEHH 3alIUTEI JaHHBIX.
12. CmapT-kapThl. 3anuTa u 0e30MacHOCTb.
13. Anroputmsl mudpoBanus B cetsx GSM.
14. Cnioco6s1 3amuTel CD oT HeneranbHOTro KOMUpPOBaHMS.
15. Pa3nuuHble TEXHOJIOTUY 3alIUTHI I THU(PPOBOTO BUJIEO.
16. 3amuTa aBTopckux npas B DVD u DivX.
17. DnekTpoHHBIE KITFOYH — KOMILIEKCHOE PEIICHHUE MPOOJIeMbl TUPATCKOTO KOMMUPOBAHUS
KOMIIBIOTEPHBIX MPOTPAMM.
18. CoBpeMeHHas creraHorpadusi: TPUHIUIBI, OCHOBHBIE HOCUTEIN U METOIbI
MPOTUBOJICUCTBUS.
19. bezonacuocts TCP/IP.
20. IIportokon pacnpenenenus kimoueit Kerberos.
21. CereBble cpelicTBa YIPABICHUS TOCTYIIOM.
22. bnounsle cuMMeTpudHble mHu@psl B SSL.
23. be3onacHOCTh 3JEKTPOHHOM MOYTHI.
24. Ataku, OCHOBaHHbBIC Ha NIEPENOIHEHNHU Oydepa 1 KOHTPMEPHI [0 UX MPETOTBPAILIECHHIO.
25. CpaBuenue xem-pynkmuii MD5 nu SHA-1.
26. CpaBuenue anroputMoB Blowfish u DES.
27. IIpuHIIUTIBI TOCTPOCHUST CUCTEM OMOMETPUUYECKON ayTeHTU(UKAITUH.
28. Byl JaHHBIX, UCIIONB3yEMbIE TTPU MOCTPOSCHUH CUCTEM OMOMETPHUYECKON
ayTeHTU(UKAITIH.
KpuTtepuu onieHUBaHUsI 0TBETOB Ha BOMPOCHI OusieTa
. Breicokmuii
. IIpoaBuHyTHII
. IToporoBblii ypoBeHb YPOBeHb
Kpurepunii YPOBEHb
(HAa «yIOBJIETBOPUTEJIbHO») (na
(Ha «xX0poI0»)
«OTJIHYHOY)
CooTBeTCTBHE XoTst ObI YaCTUYHOE (HE [TonHOE [TomHOE
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0TBETA

OTHOCSIIIEeCs K BOIIPOCY HE

BOIPOCY TTOJIJICKUT TIPOBEPKE)

Hanu4yue Hmerotcs OTJICIbHBIC MHoro Ectb

NMpPUMEpPOB IpUMEPHI MIPUMEPOB MIPAKTUYECKH KO
BCEM
YTBEPKJICHUSIM

Conepxanue [lonsTuitsle Bompocsl U3nokeHbl ¢ | OTBer moutu noi- | McuepnsiBaro-

OTBETA KiaccuukanusaMu, TpoOJIEMHBIE C | HBIW, 0€3 OMMOOK, | I MOTHBINA

IIOCTaHOBKOM poOIEeMBI u
U3JIO)KEHUEM  pa3jMYHBIX  TOUYEK
3peHus. MmeroTcs ommOKku WiH
poOeTbl.

HE XBaTaeT OTIENb-
HBIX DJIEMEHTOB U
TOHKOCTEN

OTBECT

2. OnucaHue nponeaypsbl BbICTAB/IEHUSA OL[€HKH

V3yueHune AWCLMIUIMHBI 3aKaHYMBAETCSl 3a4eToM. [Ijisi MOArOTOBKM OTBETa Ha BOIMPOC
Ounera oTBoAUTCS He MeHee 40 MUHYT.
OLleHKa «3auTeHO» BBICTABJISIETCS, €CJIH OTBET Ha BOMPOC OWseTa /jaH He HUXe, YeM Ha
TIOPOTOBOM YpOBHE.
OLleHKa «He 3auTeHO» BBICTAB/ISIETCS, €C/IM OTBET Ha BOMPOC OWieTa JaH HUXe, YeM Ha
TIOPOTOBOM YpOBHE.




IMpuioxenne Ne2 k padoveil mporpaMMme JUCIHUATIIAHbBI
«OcHOBBI HH(POPMALMOHHOMH 0€30MACHOCTH

MeToandyecKue YKazaHud 1Jidd CTYACHTOB 10 OCBOCHHIO TUCHUIIJIMHBI

OcHoBHOW (opMOli ycBOeHHUsT ydeOHOro warepuana Mo aucuurimHe «OCHOBBI
UHPOPMAIIMOHHON 0€30IacHOCTH» SIBIISIETCS CaMOCTOSATENbHAs paboTa CTyIeHTa, MpHYEM B
JO0CTaTo4yHO OonbimioM oObeMe. [lo BceM TemaM mpemaycCMOTpEHBI 3a/laHUsl CaMOCTOATENbHOM
paboThl, Ha KOTOPHIX MPOUCXOJUT 3aKpeIUICHHE W3yYeHHOr0 MaTepuala W OoTpaboTka
HEOOXOIUMBIX HABBIKOB.

W3ydenne nucHUIUIMHBI 3aKkaHYuBaeTcsl 3a4eToM. OlleHKa BBICTABISIETCSl HA OCHOBAaHHUHU
ypoBHSI C(HOPMHPOBAHHOCTH YKA3aHHBIX KOMIIETEHIMI, KOTOPHIN OIICHWBAETCS KaK CPEIHSs
OIICHKA 10 COBOKYITHOCTH TapaMETPOB: OIEHKH 3a CaMOCTOSITEIbHBIC 3aJaHWs W OTBETHl Ha
BOIIPOCHI OHJIETA.

OCBOUTH BOMPOCHI JaHHOW IUCIMIUIAHBI CAaMOCTOSITENIbHO CTYACHTY JOCTATOYHO
cioxHo. [locemenne Bcex MpeayCMOTPEHHBIX MPAKTUYECKUX 3aHATHN SBISIETCS COBEPIIEHHO
HEOOXOMUMBIM. be3 yImOpHBIX M PEryJSIpHBIX CaMOCTOSTENBHBIX 3aHSITHH B TEUCHHE CEMECTpa
CHATh 3aUeT MPAKTHUECKU HEBO3MOXKHO.
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