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1. Ilean ocBOEHUS TUCHUILIHHDI.

HCJ'IBIO HU3YUCHHA NUCHUIIIINHBI <<3aH_II/ITa IporpaMm U OAHHBIX» ABJIACTCA TCOPCTUUCCKAA
U HOPAaKTHYCCKasd IMOATOTOBKa CIICHUAINCTOB K ACATCIBHOCTH, CBSI3aHHOM C MMPUMCHCHHUECM
COBPCMCHHBIX TEXHOJIOTUM aHalIu3a IIpOorpaMMHBbIX peanmaunﬁ, 3alllUThI IIpOIrpaMM H
IIpOorpaMMHBIX CUCTCM OT aHaJIN3d 1 BPCIAOHOCHBIX IIPOI'PaAMMHBIX BO3JCHCTBUH.

2. MecTO IMCUMIIMHBI B CTPYKTYpe 00pa30BaTe/ibHOM MPOrpaMMbl.

JuctumiivHa «3ammTa IporpaMM M JTAHHBIX» OTHOCHTCS K YHCIY JUCIUILIMH 0a30BOM
4acTU NPOQPECCHOHANBHOTO IUKIIA. JIJIs IydIero ycBOeHUs JaHHOW JUCHUILTMHBI HE0OXOAMMO,
9TOOBI CTYIAEHT BJaJe] 3HAHUSAMH, YMEHUSIMH M HaBBbIKaMH, C()OPMHUPOBAHHBIMH B TpOIECCe
oOyuenus B Oakanaspuate no Hamnpasienusm 10.03.01, 11.03.02, 03.03.03, 11.03.01.

3HaHHUS U TPAKTUYECKUE HABBIKU, TMOJYyYEHHBIE B pE3yNbTaTe W3YYCHHS IUCUUILIIUHBI,
UCIIONIB3YIOTCSI B JTUCHUIUIMHAX «3alUIICeHHbIE WH()OPMAIIMOHHBIE CHUCTEMBD», «AYIUT
nHpopManmoHHoM Oe3omacHocTn», «Pa3paboTka 6€30macHOTO MPOTPAMMHOTO O0ECTICUCHHS,
«3ammra OT BPEJOHOCHOTO MPOrPaMMHOIO OOECHeYeHHs», TMpU pa3padOTKe KypCOBBIX U
JTUIUIOMHBIX paOOT, ¥ HEMOCPEACTBEHHO B MPOYECCUOHATIBHOM 1€ATEIbHOCTH.

3. [lnanupyemble pe3yjbTaTbl OOYYeHHs] 1O JHCIUIJIHHE, COOTHECEHHbIE C
IUVIAHMPYEMbIMH pe3yJIbTaTaMU 0CBOCHHS 00Pa30BaTe/IbHOM MPOrpaMMbl.

[Iporiecc u3ydeHus] TUCHUILIMHBI HampaBjieH Ha (OPMUPOBAHUE CIEIYIONIUX 3JIEMEHTOB
komnereHui B coorBeTcTBUU ¢ PI'OC BO roga mgns cnenuanbHoctu b, HampaBieHHBIX Ha
puoOpeTeHne CASYIONINX 3HAHUM, YMEHUM, HABBIKOB U (MJIM) ONBITA IS TEIIBHOCTH:

dopmupyemas Nuaukarop aocTuzkeHus
pMUpY !t P ITepeyennb
KOMIIeTeHIUs KOMIIeTeHI[UH .
IUIAHMPYEMBbIX Pe3yJIbTATOB 00yUYeHH sl
(kox u popmyaupoBka) | (kox u GpopMyJIMpPOBKA) Py pesy y
YHuBepcaibHbIe KOMIIETEHIMHU
HN-YK-1 4
VE-1 Criocoben npoBoaUTH | Y METh:
) aHaIu3 nporpamm Ha |[IpoBoguTh aHanu3 mporpamMMm Ha HaJU4yUe B
CriocobeH  OCYIIECTBISITD | pamudme B HHUX | HUX BPEJOHOCHBIX 3aKJIAJIOK.
KPUTHICCKUU AHAJIM3 | BPpeIOHOCHBIX 3aKIIAOK.
MPOOJIEMHBIX CUTYallUi Ha
OCHOBE cucremuoro | A-YK-1_5 Crnocoben
noJaxoja, BbIpabaThiBaTh | IPUMEHATL natyu | YMeTh:
CTpaTEruIo JICUCTBHIA. Oe3omacHoCTH Ha | [[puMeHsATh naT4u 0e30macHOCTH Ha
IpOrpamMMbl ¥ paboTaroiue MPOrpaMMBbI U PabOTarOIINE TPOIECCHI.
MIPOLIECCHI.

IIpodeccnonanbHbIe KOMIIETCHIIUH




IIK-1

Crniocoben pazpabaTbIBaTh
MaTeMaTHYECKUE MOJICIU
CUCTEM obecrnieueHus
HH(pOPMAITMOHHOM
0e30I1acHOCTH,
MaTeMaTHYECKU
JIOKa3bIBaTh ux

COOTBETCTBHC BBI6paHHI)IM

HN-TIK-1 4

CnocobeH i1 KOHKPETHOM
CUCTEMBI OCYIIIECTBIIATh
000CHOBaHHBII BBIOOP
MPOrPaMMHBIX u
MIPOrpaMMHO-aMNIMapaTHBIX
CpenCTB, 00eCIeYNBAOIINX
BBICOKYIO 3alUIIIEHHOCTh OT

3HaTh:

[IporpamMmMHbIleE W TpOrpaMMHO-anmnapaTHbIC
cpencTBa, 0O€CIeUMBAIONIUE  PeaTU3AIHNI0
MOJAXO0H10B K MMOCTPOCHUIO CHCTEM,
3alIMIIEHHBIX 0T BpeaoHocHoro [10.

YMerh:

JInsl KOHKPETHOM CHUCTEMBI OCYIIECTBIIATH
000CHOBaHHBIA BBIOOP NPOrPaAaMMHBIX U

MPOrpaMMHO-aNnapaTHbIX CPEIICTB,
gonHTHKaM BpenonocHoro [10. 0BECITEIHBAIOIINX BBICOKYIO
€3011aCHOCTH.
3alUILIEHHOCTh OT BpegoHocHoro [10.
H-IIK-2_4
Crniocoben npumMeHsth| Y MeTh:
WHCTPYMEHTBI CTaTUYECKOTrO| [IpUMEHSTh HMHCTPYMEHTBHI  CTaTUYECKOTO
aHanM3a  JUIL  W3YYCHMsI| aHaJIM3a IS M3YYCHHs TPUHIHUIIOB PaOOTHI
MIPUHITUTIOB paboThI| Mmporpamm.
pOrpamm.
H-1K-2_5
K-2 - v .
Crocoben [IPUMEHSTh METh:
CriocoOeH aHaU3UPOBaTh
HHCTPYMEHTBI [IpuMeHATh HMHCTPYMEHTHI JHHAMHYECKOTO
MaTeMaTH4YeCKUe MOJIEIN
JTMHAMUYECKOTO aHauM3a| aHaiuM3a JUId W3Y4YeHHsl MPHHIUIOB PabOThI
CHCTEM o0ecrieueHHsI
o JsI W3y4CHUS TPUHIMIIOB| MPOTPaMM.
MH(POPMAIIMOHHOM . yi PHHI porp
paboThI pOrpamm.
0€30MaCHOCTH, a TaKXKe
NPOBOJUTL TECTUPOBAHUE | Y-TIK-2 6
Cpe/CTB 3aIUThI N .
pel m Crocoben npuMmensite| Y MeTh:
uHpOpMaIU Ha
CKaHepbl U MOHUTOpHI Jisi| [IpUMEHATh CKaHepbl M MOHUTOPBI IS
COOTBETCTBUE TUM
U3y4CHUS NPUHIWIOB | HM3YYEHUs IPUHIMIIOB Pa0OTHI MPOTPaMM.
MOJICTISIM.
A paboThI POrPaMM.
HU-MK-2 7
Crniocoben IPUMEHATD | Y veTh:
WHCTPYMEHTBI
[IpuMeHATh HMHCTPYMEHTHI ~ CHUTHATYpHOTO
CHTHATYpPHOTO aHallu3a s
aHaM3a Jisl BhIsIBIICHUs BpeoHocHoro I10.
BBISIBJICHUSI  BPEJOHOCHOTO
I10.




4. O6beM, CTPYKTYpPA U cOAep:KaHue JUCHMILIHHBI.

OO6m1as TpyI0EeMKOCTh TUCIMILUIMHBI COCTaBJsAeT 4 3a4eTHBIX eIWHUIIBI, 144 akaj. 4acos.

Buabl y4eOHbIX 3aHATHH, DopMbI TEKYLIEro
BKJII0Yasi CAMOCTOATEIbHYI0 KOHTPOJIs1 yCIIEBAEMOCTH
Tembl (pa3aeibl) =

Ne 3) paboTy CTy1€eHTOB,

JAUCIHUILIMHBI, E .

n/n S U UX TPYTOCMKOCTh DopmMa NPOMeKYTOYHOM

HX COJIepKaHne
Aep o (B akaiIeMHYECKHX YaCax) arrecraluu
(mo cemecTpam)
KonTakTHas padora
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1 AHanus MPOrPpaMMHBIX| 2 8 6 12 SagaHus hilas: |
[peanu3annin. CaMOCTOSITENIbHOM paOOThI
BamMra  OporpaMm 0Tl
M3ydeHUS

Y1 ’ BamaHus Inic:|

2 |HCCAaHKIIMOHUPOBAHHOTO 2 6 4 10 "

CaMOCTOSITENIbHOIN paOOThI
KOITUPOBAHUS u
MCTIOJIb30BaHUSI.

3 BpenoHnocHoe MporpaMMHOE] 5| 6 5 10 3anaHus s
oOecrieyeHue. CaMOCTOSITENIbHOM paOOThI
BHenpeHue  BpeIOHOCHOTO|

SamaHus IS

4 [mporpaMMHOTO 2 6 10 .

CaMOCTOSITENIbHOM pabOThI
oOecreyeHusl.
[IpoTuBOAEHiCTBHE

5 [BDENOHOCHOMY 5| 6 5 12 3anaHus IS
MPOTPaMMHOMY CaMOCTOSITEIIbHOM PabOTHI
00eCTIeYeHNIO.

2 | 0,5 |33,5 Pk3amen
Bcero 3a 9 cemectp 32 | 16 8
Bcero 144 | 32 | 16 8 051875
Conep:xanue pa3ie/ioB IMCHUIINHBI:
Tema 1. AHanu3 TpOrpaMMHBIX peaTnu3aluu.
1. BBeneHnue.
2. OCHOBHBI TECTUPOBAHUS YEPHOTO SIIIIHKA.
3. MonuTopunr: noctyn k oobextam OC, Bb130B API OC, ceTeBasi akTHBHOCTb.
4. OcHOBBI ~cTaTU4eckoro ananmusza. AccemOiiep. ApXUTeKTypbl x86 u x64.
HuzaccemoOuiep.

5. ®opmar ucnonusiembix Qaitnos PE. Windows API. [Tpunoxenust UEFI.

6. ®opmar ucnonusiembix Qaitnos ELF. Linux API.
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7. ®opMar UCHONTHSEMBIX (DANUTIOB SI3LIKOB MPOTPAMMHUPOBAHUS C MPOMEKYTOUHBIM
kogoMm: Java, C#, Python.

8. Hexommumsimusi. Unentudukanus adbcrpaknmii sizbika C++ mpu TEKOMITHAIISIIUH.
Bupryaneubie TaOnuipbl. BapuanTel mepenadd apryMeHTOB M BO3BpaTa pe3yibTara U3
MOAIPOrPAMM.

9. Iunamuyeckuii ananu3. Ommanka. [IpuHIUTBEL (YHKITMOHHPOBAHUS OTJIATIHKOB.
Otnanka B pexxuMe M0JIb30BaTENs U B pexuMe aapa. CHaThe nammna.

10. IomaroBas otnanka. [IporpamMmmHbie 1 anmapaTHble TOYKA OCTaHOBA.
11. MeTtoauka IMHAMUYECKOTO aHaJIu3a: ATANbl U METObl. AHAJIN3 TOTOKA JIaHHBIX.
12. Hanoxenne naTueii Ha MPOrpaMMBbI U TIPOIIECCHI.

13. MucTpymenTanu3anus. AHaaW3 IMOTOKAa JaHHBIX. AHalMW3 TMOTOKA YIpaBJICHUS.
[IpoTrBOIENCTBUE AHTHOTIIAJIKE.

14. Bupryanuzanusi. OMynisius  mIaToOpMbl  UIS  HCCIEAyeMON  MPOrpaMMBbl.
W3oasmus uccieqyeMoi mporpaMMsl.

Tema 2. 3ammra nporpaMm OT U3YYEHHS.

1. BBenenue.
2. OCHOBBI 3aIUTHI OT TU3aCCEMOIUPOBAHMUSL.
3. O6dycuupyromire mpeodpa3oBaHUs HCXOTHOTO KOJA.

4. O6dycuupyromue  mnpeoOpa3oBaHus  NOTOKa  ympaBieHus.  OOdyckarus
O6ubnmoreynsix BbI30BOB, B ToM uucie APl OC. BpizoB OuOGmmoredHnpix (GYHKIUNA MO HUX
XCIII-3HAYCHUSIM.

5. O6¢dycrupyromue mpeoOpa3zoBaHus CTPYKTYP JaHHBIX.
6. OCHOBEI AaHTHOTJIAIKH.

7. YnakoBmuku. [ludpoBanue BeimonHsiemoro koja. CamMopacraKkoBBIBAIOIINUECS
apxuBbl. OBepien. [ToaumopdHsIil Kox.

8. Texnuku oOHapy>KEHUS OTJIATUHKA.
9. TexHnuku oOHapyKE€HUS TUTIEPBU30PA.
10. OCHOBBI 3alTUTHI OT CHATUS J]aMTIa.
11. TexHUKHU 3aIIUTHI OT KOMMUPOBAHUS.

Tema 3. BpenonocHoe nporpammuoe obecrieuenue (I10).

1. Knaccudukauust BpenoHocHoro IIO mno mozenu mnoBeaeHus:: HaOIIOIATENb,
nepexBaT U UCKaKCHHUE.

2. Buner Bpenonocnoro I10. Bupycsl un yepBu. TposiHckoe I10. Rootkit, bootkit u
backdoor. BpenoHocHble yTUIUTBI: SKCILUTOUTHI, Mesikoa, cnyddunrosoe [10, cnam u ¢payn I10,
¢ummnrooe I10, pexnamuoe I[1O, mnporpammer-Beimoratenu, [1O nmns pacmpoctpaHeHus
3anpemeHHoN nHPopmarmu, DoS, T10 mist coznanust 1 MogupUKaIuyu BUPYCOB.

3. bunapnoe BpenonocHoe I10 na Windows.

4. bunapnoe BpeaonocHoe I10 na Linux.



5. Bpenonocnoe 10 Ha s3p1kax IpOrpaMMHpPOBAHUs C MPOMEXYTOUYHBIM KOJOM: Java,
C#, Python.

6. Bpenonocunoe I1O Ha s3pIKaXx KOMaHIHBIX HHTEpHpeTaTopoB: batch, PowerShell,
bash.

7. Bpenonocusie [10 B Makpocax JOKYMEHTOB.
8. BpenonocHoe I10 Ha MOOMIIBLHBIX YTPOUCTBAX.

9. Bootkit. Pacmonoxxenne B IPL, VBR, MBR, BIOS, UEFI. Secure Boot, Verified
Boot, Measured Boot. Intel BootGuard. ARM Trusted Boot Board.

10. TexHukH pacrpocTpaHeHus: BUpycHoro BperonocHoro I10.
11. Texnuku ckpbiThs BpeoHocHoro 110 ot oOHapykeHusl.

Tema 4. Baenpenue BpenonocHoro [10.

1. [Ipennoceliku K BHEOPEHHIO BHEIpeHHIO BpenoHocHoro I[IO: ys3Bumoctu
IPOrpaMMHOI0 00ECTIeUeHus], YI3BUMOCTH MOJIMTUKU O€30IIaCHOCTH, YeJIOBEUECKUN (haKTop.

2. Meronsl BHenmpernusi BpemoHocHoro [1O : mackupoBka mox «6ezobmmuoe» I10,
MOJIMEHA, IPSIMOE U KOCBEHHOE aCCOIMUPOBAHHME.

Tewma 5. IlpotuBoneiicteue BpeaonocHomy 110.

1. Meroasl BbIsiBIeHHS BpenoHocHoro IIO: curHatrypHoe u©  3BpPUCTHYECKOE
CKaHUPOBAHME, KOHTPOJIb  IIEJIOCTHOCTH,  MOHUTOPUHI  MH(OPMALMOHHBIX  IOTOKOB,
M30JIMpPOBaHHAs IPOrpaMMHas Cpefa, MPOrpaMMHbIE JIOBYIIKH.

2. [IpyHIUIIBI TTOCTPOCHMSI TOJUTUKU O€30MaCHOCTH, OOECIEeYMBAIONIEH BBICOKYIO
3alIMIIEHHOCTH OT BpegoHocHoro [10.

5. O0pa3oBaTesibHbIe  TEXHOJOTHH,  HCNOJb3yeMble  TPH  OCYIIeCTBJIEHHH
o0pa3oBaTebLHOIO NMpouecca o AMCHUIIHHE.

B nmporiecce 00ydeHst HCTIONB3YIOTCA CIEAYIONINE 00pa30BaTENbHBIE TEXHOJIOTHH:

BBoaHasi JieknuMsi — JaeT IMEpBOE IEJIOCTHOE TMPEACTABICHUE O AUCHUIUIMHE U
OPUEHTUPYET CTYACHTAa B CUCTEME HM3YUYEHUsS TAHHOW IUCHUIUIMHBL. CTyJIEeHTBI 3HAKOMSTCSA C
Ha3HA4YCHUEM M 3ajadaMd Kypca, €ro pojbl0 U MECTOM B CHUCTEME YYCOHBIX TUCIMIUIMH U B
CHUCTEME€ TOJIFOTOBKM B 1eoM. JlaeTcs kpaTkuii 0030p Kypca, UCTOPHS Pa3BUTHS HAYyKU H
MPaKTUKH, JOCTHKCHHS B 3TON cepe, MMEHA M3BECTHBIX YUCHBIX, M3JIaratoTCs IMEePCIICKTHBHBIC
HampaBJIeHUs  WccaenoBaHuii. Ha 3Tol  JIeKIIMKM ~ BBICKA3BIBAIOTCA  METOAUYECKHE U
OpraHU3aIlMOHHBIE 0COOEHHOCTH PabOTHI B paMKaX JaHHOW JUCIUIUIAHBI, a TAKXKE JaeTCsS aHau3
pEKOMEHTyeMOol y9eOHO-METOANICCKOMN JTUTEPATYPHI.

AxajJeMHYecKas JeKIHs — IT0CIeI0BaTEIbHOE H3JI0KEHHE MaTepuaa, OCyIlecTBIsIeMOe
MPEMMYILECTBEHHO B BHJE€ MOHOJIOTA TpernojaBatensi. TpeOoBaHUS K aKaJIeMHUYEeCKON JIEKIIUU:
COBPEMEHHBII Hay4HBIi ypOBEHb M HACBIIICHHAass WH(POPMATUBHOCTh, YyOeIuTeNbHas
apryMeHTalus, JOCTYIHAs W TOHSATHAs pedYb, YeTKas CTPYKTypa W JIOTUKA, HAIWYHE SIPKUX
PUMEPOB, HAYYHBIX JOKA3aTeNbCTB, 000CHOBAHUM, (haKTOB.

HpaKanecxoe 3aHATHE — 3aHATHC, IMMOCBAINICHHOC OCBOCHHIO KOHKPCTHBIX YMGHI/Iﬁ u
HAaBBIKOB 1 3aKPCTINICHUTIO MMOJTYYCHHBIX Ha JICKIIUH 3HAHUH.



6. llepeueHb MHGPOPMANMOHHBIX TEXHOJIOTHI, MCNOJAb3yeMbIX MPH OCYIIeCTBJIEHUH
o0pa3oBaTe/IbHOIO MPoLECcCa M0 IUCUUILIHHE.

1) OnepannoHHbIe CHCTEMBI.
1. OC Windows o mporpamme Microsoft Azure Dev Tools for Teaching.
2. OC Linux, cB000IHO pacnpocTpaHsIeMble TUCTPHOYTUBEI.

2) I'nnepBU30pPHI U IMYJISITOPHI.

1. VirtualBox. CsoGoguo pacmpocrpansiemoe I1O. https://www.virtualbox.org/ (mara
obpamenus 19.01.2022)

2. Dmynarop Android. becmuiatnoe I10, 4acTh Android Studio.
https://developer.android.com/studio/run/emulator (nara o6parienus 19.01.2022)

3) lllecTHagUATEPHYHBbIE PEIAKTOPHI.
1. HxD. Becrutatnoe I10. https://mh-nexus.de/en/hxd/ (nara o6pamenus 19.01.2022)

2. Bless. Co6oano pacnpoctpansiemoe I10. https://packages.ubuntu.com/impish/bless (nara
obpamenus 19.01.2022)

4) MOHUTOPBL.

1. Vrunuter makera  Sysinternals. Becmatroe I10.  https://docs.microsoft.com/en-
us/sysinternals/downloads/sysinternals-suite (nata o6parmenus 19.01.2022)

2. API Monitor. Becrutatnoe I10O. http://www.rohitab.com/apimonitor (mara oOpamienus
19.01.2022)

3. strace. CsobGomuo pacmpoctpansemoe I10. https://packages.ubuntu.com/impish/strace
(nata obpamenus 19.01.2022)

4, ltrace. CBoGoHO pacnpoctpansemoe I10. https://packages.ubuntu.com/impish/ltrace (nara
oOpamenus 19.01.2022)

5. auditd. CsobGomHo pacmpoctpansemoe I10. https://packages.ubuntu.com/impish/auditd
(mara obpamenus 19.01.2022)

6. inotify-tools. CB00OIHO pacrpocTpaHsieMoe I1o.
https://packages.ubuntu.com/impish/inotify-tools (nara oopamenus 19.01.2022)

7. Isof. Cobomno pacmpoctpansiemoe I10. https://packages.ubuntu.com/impish/Isof (mara
oOpamenus 19.01.2022)

8. tcpdump. Croboano pacmpoctpansiemoe I1O. https://packages.ubuntu.com/impish/tcpdump
(mara obpamenus 19.01.2022)

9. Wireshark. CsoGomuo pacmpoctpansemoe I10. https://www.wireshark.org/  (mara
oOpamtenus 19.01.2022)

5) Cpeavbl pa3padoTKu.

1. Visual Studio mo nmporpamme Microsoft Azure Dev Tools for Teaching.

2. Visual Studio Code. Csoboano pacmpoctpansiemoe I1O. https://code.visualstudio.com/
(mata obpamenus 19.01.2022)

3. Android Studio. becruratnoe ITO. https://developer.android.com/studio/ (nara o6pareHus
19.01.2022)

6) Au3accemoiepbl M e KOMIUISITOPHI.
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1. IDA Freeware. becmmarnoe IIO. https://hex-rays.com/ida-free/ (mara oOpamenus
19.01.2022)

2. IDA Pro. Jluuensus Educational. https://hex-rays.com/ida-pro/ (mara oOpameHnus
19.01.2022)

3. Ghidra. CBoOoano pacmpocTpaHseMoe I10.
https://github.com/NationalSecurityAgency/ghidra (mata oopamierus 19.01.2022)

4. Radare2. CBoboauo pacrnpocrpansemoe I10. https://rada.re/ (nata obpamenust 19.01.2022)

5. dotPeek. becmmarnoe IIO. https://www.jetbrains.com/decompiler/ (mara oOpamenus
19.01.2022)

6. Java Decompiler. Cpoboxno pacnpocrpansemoe I10. http://java-decompiler.github.io/
(mata obpamenus 19.01.2022)

7. JADX. CsoGomuo pacmpocrpansiemoe I10.  https://github.com/skylot/jadx  (mara
obpamenus 19.01.2022)

8. decompyle3 CsoGomHo pacmpoctpansemoe I10.  https://github.com/rocky/python-
decompile3 (nara obparenus 19.01.2022)

7) OTNaguuKH.

1. IDA Freeware. becmmarnoe IIO. https://hex-rays.com/ida-free/ (mara oGpareHus
19.01.2022)

2. IDA Pro. Jlunensus Educational. https://hex-rays.com/ida-pro/ (mara oGpaieHus
19.01.2022)

3. Radare2. CroGoano pacnpocrpansemoe I10. https://rada.re/ (nata o6pamenus 19.01.2022)

4, gdb. CBoGoano pacnpoctpansemoe IT1O. https://packages.ubuntu.com/impish/gdb (mara
obpamenus 19.01.2022)

5. WinDbg, wuacte . https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/
(mara obpamenus 19.01.2022)

6. OllyDbg. Becruratroe IT1O. https://www.ollydbg.de/ (nata obpamenus 19.01.2022)

7. dnSpy. Csobomno pacmpoctpansiemoe [10. https://github.com/dnSpy/dnSpy (mara
obpamienus 19.01.2022)

8. Visual Studio Code. CB000HO pacrpocTpaHseMoe I10.

https://code.visualstudio.com/ (nara oopamenus 19.01.2022)

9. Android Studio. becruratnoe ITO. https://developer.android.com/studio/ (nara o6pareHus
19.01.2022)

8) dpeitMBOPKH HHCTPYMEHTATU3ANM.

1. Pin. Becrnaraoe I10.
https://www.intel.com/content/www/us/en/developer/articles/tool/pin-a-dynamic-binary-instrumentation-
tool.html (mara o6parenus 19.01.2022)

9) YTuautel o0HapykeHus BpegonocHoro I10.

1. ClamAV. Co6oxno pacmpoctpansemoe I10. https://www.clamav.net/ (mara oGparueHwus
19.01.2022)

2. YARA. Csobomuo pacmpocrpansiemoe I10. https://github.com/VirusTotal/yara (mara
obpamenus 19.01.2022)



https://hex-rays.com/ida-free/
https://hex-rays.com/ida-pro/
https://github.com/NationalSecurityAgency/ghidra
https://rada.re/
https://www.jetbrains.com/decompiler/
http://java-decompiler.github.io/
https://github.com/skylot/jadx
https://github.com/rocky/python-decompile3
https://github.com/rocky/python-decompile3
https://hex-rays.com/ida-free/
https://hex-rays.com/ida-pro/
https://rada.re/
https://packages.ubuntu.com/impish/gdb
https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/
https://www.ollydbg.de/
https://github.com/dnSpy/dnSpy
https://developer.android.com/studio/
https://www.intel.com/content/www/us/en/developer/articles/tool/pin-a-dynamic-binary-instrumentation-tool.html
https://www.intel.com/content/www/us/en/developer/articles/tool/pin-a-dynamic-binary-instrumentation-tool.html
https://www.clamav.net/
https://github.com/VirusTotal/yara

10) OTeyecTBeHHBbIE CPEACTBA 3aIUTHI HHGOPMAIIHH.
1. ITO Dallas Lock 8.0-K.
. 11O ViPNet Client 4.
. I1O ViPNet Administrator 4.5.
. IIporpammuo-anmnapatHsiid koMiuieke (ITAK) ViPNet Coordinator 4.5.
. ITAK Cob6ons, Bepcus 4.
. ITAK Dallas Lock.

7. AnmapaTHbI MOYJb IOBEPEHHOMN 3arpy3Ku AKKOpP/.

o O B WDN

11) ipyrue yTHJIMTHI.

1. Apktool. CsoGomguo pacnpocrpansemoe I10. https://ibotpeaches.qgithub.io/Apktool/
(mara obpamenus 19.01.2022)

7. IlepeyeHb OCHOBHOW W /JONMOJHUTEJLHON Y4eOHOWH JHMTEPaTypbl, PpecypcoB

nH(POPMATHOHHO-TEJIEKOMMYHHKAIIMOHHOW ceTH MHTepHET, HEOOXOAMMBIX JUUISI OCBOEHMS
JAUCHUATUTHHBL.
1) OcHoBHas JIUTEpaTypa.

1. IIpockypun B.I'. 3amura nporpamMm u 1aHHBIX, 2-€ U3aHue, Y4yeOHOoe mocodue ass
CTYZICHTOB YUYpPEXKIEHHI BBICIIETO MPOodecCHOHATBHOr0 00pa3oBaHus, M., U3JaTeNbCKUN [IEHTP
«Axaaemus», 2012r. — 208c.

2. [InaronoB B.B., IlporpammHo-anmapaTHble CpeICTBa 3alMThl HH(pOpPMAIUU
y4eOHUK JJIs CTYJEHTOB YYpEXKJACHUHM BBICIIEro MpodeccuoHaabHOro oOpa3zoBaHusa, M.:
N3parenbckuii nueHTp «Axagemus», 2014. —336c¢.

2) JlomoiHMTEIbLHAS JTATEPaTypa.

1. Kacnepcku, K.  @dyHnameHTanbHble  OCHOBBI  XxakepcTBa.  VckyccTBo
musaccemompoBanus / K. Kacriepcku. — Mocksa : COJIOH-IIpecc, 2007. — 448 c. — ISBN 5-
93455-175-2 . — TexkcT : anexTpoHHbIi // Jlanb : anexTpoHHO-OnbnnoreyHas cucrema. — URL:

https://e.lanbook.com/book/13649 (nata obpamenus: 26.01.2022)

2. Kacnepcku, Kpuc. Kommnerorepusie Bupychl u3HyTpu u cHapyxku / K. Kacnepcku. —
Cankr-IlerepOypr [u np.]: [Tutep, 2006. — 527 c. : un. — ISBN 5-469-00982-3

3. Kazapun, O.B. HazgexHocTs u 0€30macHOCTh MPOTPAMMHOTO oOecredeHus :

yuebHoe mocobue s By3oB/ O. B. Kazapun, U. b. llly6unckuii. — Mocksa : M3naTeiancTBO
HOpaiit, 2022. — 342 c. — (Bwicmee o6paszoBanue). — ISBN 978-5-534-05142-1. — Texkcrt :
anekTpoHHbld  //  OOpasoBarenpHass — miatdpopma  HOpaiit [caift]. — URL:

https://urait.ru/bcode/493262 (nata obpamenus: 28.01.2022)

3) Pecypcol cetn UnTepHeT.

1. enuc KOpuues. Reverse Engineering aist HaunHaronmx [Daekrporusiit pecype] / URL:
https://beginners.re (1ara oopamenus 19.01.2022)

2. UepHoB A. B. Ananu3 3amyThIBarouux npeoopa3oBaHuil mporpamMm [ DIeKTPOHHBII
pecypc] // URL: http://citforum.ru/security/articles/analysis/ (maTa o6pamenus 19.01.2022)

3. Kypuan «Xakep» [Dnextpounsiii pecypc] / URL: https:/xakep.ru (mata oGpamieHus
19.01.2022)


https://ibotpeaches.github.io/Apktool/
https://urait.ru/bcode/493262

8. MaTepuaJbHO-TEXHHUYECKAS 0a3a, Heo0XoauMas IS OCylIeCTBJIEHUS
o0pa3oBaTe/IbHOIO MPoLECcCa M0 IUCUUILIHHE.

MarepuanbHo-TeXHUUECKass 0a3a, HEOOXoauUMas JJis OCYIIECTBICHHUS 00pa30oBaTEIbLHOIO
mporiecca Mo JUCIHUILTUHE BKJIFOYAET B CBOM COCTAB CIICIIUATBHBIC IIOMEIIICHUS:

— y4eOHbBIE ayIUTOPUU IS TPOBEICHUS 3aHITHH JIEKIIMOHHOTO THIIA, 000pYIOBAHHBIE
MIEPCOHATPHOW KOMITBIOTEPHON TEXHUKOW C YCTAHOBJICHHBIMUA CPEJICTBAMH BH3yaJIU3aINH
tekctoB B ¢opmare DOC/DOCX, PDF, F2B, daiinor wu300pakeHuil, MNpe3eHTAIUd |

MYJIbTUMETUNHBIX (PaiiJIoB, a TAKKE — BUIEONPOEKTOPOM U KAJIFO3U HA OKHAX;

— yueOHbIE ayJAUTOPUM Il TPOBENEHHUS TMPaKTUYECKUX 3aHATUN: JabopaTopus
MPOrpaMMHO-AMIAPATHBIX CPEJICTB 0OecrieyeHrss UHPOPMAIIMOHHON 0€30MacHOCTH;

- y‘le6HBIe AYAUTOPUHU OJIA IIPOBCACHUSA I'PYIIIIOBLIX 1 HHANBUAYAJIbHBIX KOHCYJ'II)TaHI/II\/‘I,

— yyeOHblE ayJuUTOPUU JJIsl TPOBEJAEHHUS TEKYIIEro KOHTPOJISI U IPOMEKYTOUHOU
aTTECTalUU;

— IIOMENICHUS JIJISI CAMOCTOSATEIIbHOM pa6OTBI;

— TIOMEIIEHUS IS XPAHCHHSI ¥ POPUITAKTHIESCKOTO 00CITY)KHBaHUS TEXHUUECKUX CPEICTB
o0yJeHUSI.

[Tomerenus st caMOCTOSITEIbHOM PaOOThl OOYYArOUIUXCS OCHAIICHBI KOMIBIOTEPHOU
TEXHUKOM C BO3MOXHOCTBIO TMOJKIIOUEHUsT K ceTu VHTepHeT M obecmedyeHueM JocTyna B
ANEKTPOHHYIO HHPOPMAIIMOHHO-00pa30BaTEIBHYIO CPEly OPTaHU3aIIIH.

Yuciio mocagouyHbIX MECT B JIEKIIMOHHOW ayJIUTOpHUH OOJbIIE JUOO PAaBHO CIIHUCOYHOMY
COCTaBY MOTOKA, a B ayJAUTOPHH ISl MPAKTUYECKUX U JAaOOPATOPHBIX 3aHSATUH — CIIUCOYHOMY
COCTaBY TPYMIIBI 00yUarOIIIXCSI.

ABTOp(BI):

JomneHT xadeapbl KOMIBIOTEPHOU 0€30MACHOCTH U MaTeMaTHYECKUX METOJ0B 00paboTKH
uH(bopMaIUK B.H. Kusi3es
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[Mpuio:xkenne Nel k padodeil mporpamMMe QM CHUTIINHbBI
«3amMTa NpOorpamMMm M JaHHBIX»

DoH/1 OLIEHOYHBIX CPEACTB 1JIA
NMPOBeIeHUA TEeKyLIeHl U
MPOMEKYTOYHOM! ATTeCTALUM CTYIeHTOB
10 TUCHUIIMHE

1. TunoBbIe KOHTPOJBbHBIC 3aIaHUA U MHBIC MAaTE€PHUAJbl, HCIIOJIB3YEMbIC B IIpoLecce
TEKYIIECro KOHTPOJISI yCII€eBaA€MOCTU.

OueHka TEKylIed YCHNEBAEMOCTH BBICTABISAECTCS B 3aBUCMMOCTH OT PE3YJIbTATOB
CaMOCTOSITEIPHOM pabOThl CTYJIGHTa M €ro padOThl HAa MPAKTHYCCKUX 3aHATHUAX. 3adaHUs s
CaMOCTOSITEILHOM PpabOThl BBIIAIOTCS YYalIUMCs Ha MOCJEAHEM Yace JICKIMOHHBIX 3aHSITUH IO
teme. OlLeHKa U 00CYXICHUE BBHIMIOJHEHHBIX CTYJACHTAMHU 33aJIaHUM 10 CAMOCTOSITEILHOM paboTe
MPOU3BOJAUTCS HAa MPAKTUYECKOM 3aHATUM 1O JIAHHOM TEME M YYUTHIBACTCA Ha PIIy C
pe3yJibTaTaMH NPAKTHYECKUX 3aHATUI ITPU BHICTABJICHUH OLICHKHU TEKYILEW yCIEBAEMOCTH.

Kaxoe npaktuueckoe 3aHATHE pacCUUTAHO Ha 2 akaJeMUYecKux daca. Ha npaktuueckom
3aHSATUM TPENoJiaBaTesieM C TOMOIIbI JOCTYMHBIX HH(POPMALMOHHBIX TEXHOJOTHH H
COOCTBEHHBIX IMOATOTOBJICHHBIX MaTEpUalOB JAEMOHCTPUPYETCS pEIICHUE MPUKIAJAHBIX 3a]ad
IUCHMIUIMHBL.  CTyIEHThl IOBTOPSIIOT XOJ PEUIEHHS CaMOCTOSITENIbBHO Ha  OTIEJIBbHBIX
YCTPOUCTBAX.

Tema 1. AHanus MporpaMMHBIX peaTU3aIlHil.

1. 3aganusa njs caMOCTOATENLHON padoThl o TeMe 1.

Ilposepka cgopmuposannocmu IIK-2, unouxamopwr U-11K-2_ 4 — U-1IK-2 5 6 uacmu
YCBOEHUSI 3HAHULL HeoOX0OUMbIX Ol NPOBeOeHUs] AHANU3A NPOSPAMMHBIX pPeatu3ayuil Ha
npakmuxe.

IIposepxra cihopmuposannocmu YK-1, unouxamop HU-YK-1_5 6 uacmu yceoenus sHanuil
He0OX00UMbIX Ol NpuMeHeHus: namueu 0e30NACHOCMU HA NPOSpamMMvl U pabomaroujue
npoyeccvl Ha NPaAKmuxe.

1.1. [Touemy 3aaya aHanM3a NPOrpaMMHBIX PEATU3ALNN ABIISAETCS aKTyaJIbHOU?

1.2. B yeM 3aKkiro4aroTcs JOCTOMHCTBA W HEJOCTATKU METO/a 3KCIIEPUMEHTOB C
«UYEPHBIM SLTUKOM»?

1.3. KakoBbI JOCTOMHCTBA U HEJOCTATKHA CTATUYECKOT0 MeTOAa?

1.4. Kakue mnpoOneMbl BO3ZHUKAIOT TPH AW3ACCEMOIIMPOBAHUHM MPOTPAMMHBIX
(aiinos?

1.5. Kakue mpoOiemMpl BO3HHUKAIOT NPH HM3YyYEHUW AHATWTHUKOM JIMCTUHTOB JU-
3accemOmpa?
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1.6. B xakux ciay4asx CTaTHYECKHH METOJ aHaln3a MPOTPaMMHBIX pPeaTH3allHii
sBysieTcsl Hanbouee 3(pheKTUBHBIM?

1.7. KakumMmu  OCHOBHBIMM  (paKTOpaMH  OIPAaHUYUBAIOTCA  BO3MOKHOCTH
OTJIAIYMNKOB?

1.8. [louemy mpu pas3HBIX 3amycKax OIHOH M TOH XK€ MPOTrpaMMbl HEKOTOpHIE
Oy(epsl MOTYT pacrosiaraTbCsi IO pa3HbIM aJipecaM ONepaTUBHOMN MaMsTH?

1.9. ITouemy kiaccuyeckas cxema MpUMEHEHUs MeTona Step-Trace HE TOAUTCS
U1 aHanu3a rpaguueckux nporpaMm Windows?

1.10. Kakue mnpoOieMbl BO3HHKAIOT TPH aHAIN3€ JIUHAMHUYECKUM METOJIOM
napajijieIbHOro Kozja?

2. lpakTuyeckoe 3ansiThe Nel. CraTHyeckMidi M JAUHAMHMYECKHI aHAJIM3
nporpamMm Ha si3bikax Java, C# u Python.

Ilposepka cgopmuposannocmu IIK-2, unouxamopwr U-11K-2_ 4 — U-1IK-2 5 6 uacmu
CHOCOOHOCIU NPUMEHAMb UHCMPYMEHMbl CMAMuYecko20 U OUHAMUYECKO20 aHamusa OJis
Usy4eHus nNPUHYUNno8 pabomol npoecpamm Ha sazvikax Java, C#u Python.

IIposepra cpopmuposannocmu YK-1, unouxamop HU-YK-1_5 6 uacmu cnocobrocmu
npUMeHamsb namuu 6e30NaACHOCMU HA NPOSpaAMMbl U pabomarwue npoyeccvl Ha azvikax Java,
C# u Python.

3. [IpakTuyeckoe 3ansaTHe Ne2. CraTHyeckuili ¥ JAUHAMUYECKHIl aHAIU3
nporpamMm ajsi Android.

Ilposepka cgopmuposannocmu IIK-2, unouxamopwr U-11K-2_ 4 — U-1IK-2 5 6 uacmu
CNOCOOHOCMU  NPUMEHAMb UHCIPYMEHMbl CIMAMUYEcKo20 U OUHAMUYECKO20 AHAIUu3ad OJid

Usy4eHus nNpuHYuno8 pabomol npoepamm oas Andriod.

Ilposepra cpopmuposannocmu VK-1, unouxamop H-YK-1 5 6 uacmu cnocobrHocmu
NPUMEHAMb nam4y 6e30NacHOCMU HA Npo2pammsl U pabomarwue npoyeccovl Android.

4. Ilpaktuyeckoe 3ansitue Ne3. MOHUTOPUHI aKTUBHOCTH npoueccoB Windows u
Linux.

Ilposepka copmuposannocmu IIK-2, unouxamop H-IIK-2_ 6 6 wacmu cnocobrnocmu
NPUMEHAMb CKAHEPbl U MOHUMOPbL OJIsL U3YUEHUS NPUHYUNOE PAOOMbl NPOSPAMM.

5. IIpakTuyeckoe 3ansitue Ned4. CraTuuecknid aHAJIN3 OMHAPHBIX MCHOJIHSEMbIX
¢daiisioB Windows.

Ilposepra copmuposannocmu IIK-2, unouxamop H-IIK-2_4 6 wacmu cnocobrnocmu
NPUMEHAMb UHCMPYMEHMbl  CMAmu4ecko20 aHaau3a Oas U3y4yeHus NpUHyunos pabomol
npozpamm na Windows.

6. [IpakTnueckoe 3ansitue NeS. Cratuyeckuii aHAJIM3 OMHAPHBIX HCHOJIHSIEMbIX
¢paiinos Linux.

IIposepxa copmuposannocmu I1K-2, unouxamopvr U-IIK-2_4 ¢ uacmu cnocobnocmu
NPUMEHAMb UHCMPYMEHMbl  CIMAMuUYeckKo20 aHaau3a Oas U3ydyeHus NpUuHyunos padbomol
npozpamm na Linux.

7. lIpakTnuyeckoe 3ansaTue Ne6. Otiaaka npoueccoB B Windows.
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IIposepra copmuposannocmu I1K-2, unouxamop H-IIK-2_5 6 uacmu cnocobnocmu
NPUMEHAMb UHCIPYMEHMbl  OUHAMUYECKO020 aHanu3a O U3Y4eHus HNPUHYunoe pabomol
npozpamm na Windows.

8. IIpakTuueckoe 3ansTue Ne7. Otaaaka npomeccos B Linux.

IIposepra copmuposannocmu I1K-2, unouxamop H-IIK-2_5 6 uacmu cnocobnocmu
NPUMEHAMb  UHCMPYMEHmbl  OUHAMUYECKO20 aHanu3a OJisl U3YYeHUs. NPUHYUNo8 padbomol
npoepamm Ha Linux.

Tema 2. 3ammra IporpaMMm OT U3VUEHUS.

1. 3aganus QI CaMOCTOATEJIbHON padoThI.

IIposepxa cgopmuposannocmu IIK-2, unouxamopwr U-1IK-2_4 — U-IIK-2_6 6 uacmu
VCBOEHUsI 3HAHUU HeoOX0OUMbIX Ol NPOBEOCHUs AHANU3A NPOSPAMMHBIX peanu3ayuil Ha
npaKmuxe.

1.1. 3ayeM nMpUMEHSIETCS 3alllUTa KoJia OT aHaimmu3a?

1.2. [Touemy B OONBIIMHCTBE COBPEMEHHBIX MPOTPaMM 3aIlWTa KOAAa OT aHAIHM3a
HE ITPUMEHSETCS?

1.3. KakoBsl THTHYHBIE TT000YHBIE A (PEKTHI OCHAIIEHHUS TPOTPAMMBI CPEACTBAMU
3aIIUTHI OT aHAJINA3a?

1.4. B yeMm 3aKiII09arOTCsS JOCTOMHCTBA M HEIOCTATKH BCTPOCHHOM 3aIllMTHI KOJa
OT aHamusa’?

1.5. B 9eM cOCTOST JOCTOMHCTBA M HEJOCTATKHA IMPHUCTBIKOBOYHOW 3alIUTHI KOJa
OT aHamusa’?

1.6. Kak pauHaMpyeckoe W3MEHEHHE KoJa NporpaMMbl 3aTpyIHSET aHaIu3
porpaMmsl?

1.7. Kakum oOpa3zom mnonumopdHble npeoOpa3oBaHus KOJa MPOrpaMMBI
3aTPyIHSAIOT aHAJIU3 IPOrpaMMBbl?

1.8. KakoBel THnHMuHble TOOOYHBIE APPEKTH MOIUMOPPHBIX MpeoOpa3oBaHU
xona?

1.9. Kak kocBeHHble BbI30Bbl (YHKUMNH B MpOrpaMMe 3aTPYAHSIOT aHallu3
IIpOrpaMMsbl?

1.10. Kak BbI30BbI (DyHKIHI 4Yepe3 oOpabOTUYMKH HCKIFOUUTENBHBIX CHUTYaIlHi
3aTPyIHSAIOT aHAJIU3 KOJIa IPOrpaMMbI?

1.11. Kak BbI30BBI (DYHKIMI B OTIENBHBIX MOTOKAX 3aTPYIAHSIIOT aHAIN3 Koja
IIpOrpaMMsbl?

1.12. Kax BbI30BbI PYHKINH 1O TaliMepy 3aTPYAHSIIOT aHAJIN3 KOJIa TIPOTPaMMBbI?

1.13. Kak HecTaHgapTHBIE CIIOCOOBI CpaBHEHUS JAHHBIX 3aTPYIHSIOT aHAJIU3 KOJa
IPOrpaMmbl?

1.14. Kak nuHaMUYecKUi UMIOPT CUCTEMHBIX (DYHKIMN 3aTpyIHSET aHaJIU3 KoJa
IIpOrpaMMsbl?

1.15. Kakue cmocoObl HCKYCCTBEHHOTO YCIOXXKHEHHS alrOpUTMOB OOpaOOTKH
JaHHBIX B IpOrpaMMe, 3allUIIaeMoi OT aHaJIu3a, Bbl 3HaeTe?
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1.16. Kak KOHTpOJb HETOCTHOCTH KOJA MPOTPAMMBI 3aTPYAHSET €€ aHAIHU3 IO
OTJIATINKOM?
1.17. Kak reHepauusi mporpamMmoil He(]aTambHBIX HCKIIOYUTENIbHBIX CHTyalUil
3aTpyAHSET €€ aHAJIU3 MOJ OTIAJYUKOM?
2. IlpakTuyeckoe 3ansatue Ne§. O0¢yckanus HCX0THOT0 K012 U ero aHAJIM3.
Ilposepra cgopmuposannocmu IIK-2, unouxamopwr U-11K-2_ 4 — U-IIK-2_6 6 uacmu
CNOCOOHOCIU NPUMEHAMb UHCIMPYMEHMbL CIMAMUYECKO20 U OUHAMUYECKO20 AHANU3A, A MAKHCe
MOHUMOPBbL, OJI51 UYUEHUS NPUHYUNOE padOmbl 00y CYUPOBAHHBIX NPOSPAMM.
3. [IpakTHyeckoe 3ansTre Ne9. 3auTa NCMOJIHAEMBIX (PAIHIOB OT H3yUeHHS.
IIposepxa cgopmuposannocmu IIK-2, unouxamopwr U-1IK-2_4 — U-IIK-2_6 6 uacmu
CNOCOOHOCIU NPUMEHAMb UHCIMPYMEHMbL CIMAMUYECKO20 U OUHAMUYECKO20 AHANU3A, d MAaKHCe
MOHUMOPHL, OJi51 U3YUEHUS NPUHYUNOE PAOOMbl 3AUUWEHHBIX OM U3YYEHUS NPOSPAMM.
4. Ilpaktuyeckoe 3anaTue Nel(). HM3yuyeHwe 3amuIIeHHBIX HCIOJHSAEMBIX
(daiinos.
IIposepxa cgopmuposannocmu IIK-2, unouxamopwr U-1IK-2_4 — U-IIK-2_6 6 uacmu
CHOCOOHOCIU NPUMEHAMb UHCIMPYMEHMbL CMAMUYECKo20 U OUHAMUYECKO20 aHAIu3da, a makaice

MOHUMOPWbL, onst U3y4eHUusl npuHyunoe pa60mbl 3AUWUIYEHHBIX OM U3YUEHRUA NPOSPAMM.

Tema 3. BpegonocHoe nmporpammuoe obecuneuenue (I10).

1. 3aganus 1J151 CAMOCTOSITEIbHOH PadoThI.

Ilposepka cihopmuposannocmu I1K-2, unouxamop U-IIK-2_T 6 wacmu yceoenus: 3HaHuil
HeoOX00UMbIX 0Nl NPUMEHEHUs UHCIMPYMEHMO8 CUSHAMYPHO20 AHAAU3A OJs  GblAGIeHUs
spedorocnozo 110 na npaxmuxe.

IIposepxa cchopmuposannocmu I1K-1, unouxamop HU-IIK-1_1 6 uacmu yceoenus 3HaHuil
NPOCPAMMHBIX U NPOCPAMMHO-ANNAPAMHbBLE CPEOCm8, 00eCneyu8awux peaiu3ayuo no0xo008 K
NOCMPOEHUI0 CUCEM, 3auuueHHbIX om epedornocrozo 110.

1.1. Kakoil KOMIIBIOTEpHBIN BUpPYC NPUYUHWI HauOONbIIKMKA yHiepO 3a BCHO
VCTOPUIO BBIYUCIUTENBHON TEXHUKU ?

1.2. Kakoil KoMIbIOTEpPHBI BUPYC BBI3BAJI HAaMOOJIEe MACIITA0OHYIO SMHUIEMHUIO 32
BCIO UCTOPHUIO BBIYUCIUTENBHON TEXHUKHU?

1.3. [Touemy Hanucats Bupyc mis Windows cioxuee, ueM aiis MS-DOS?
1.4. ITouemy nepBble MaKpOBHUPYCHI TaK IMIMPOKO PACIPOCTPAHUINCH?
1.5. ITouemy 1011 MUIITYT KOMIBIOTEPHBIE BUPYCHI?

1.6. [ToueMy KOMIIBIOTEPHBIH BUPYC HE JOKEH MOBTOPHO 3apa’kaTh OJHHU M TE€ XKe
00BEKTHI?

1.7. B ueMm cocTOST JOCTOMHCTBA U HEAOCTATKU OHJIANH-BUPYCOB MO CPABHEHUIO C
MOYTOBBIMH BUPYCAMU?

1.8. ITouemy OONBIIMHCTBO OHJIANH-BUPYCOB (PYHKIIMOHUPYIOT MO/ YIpaBICHUEM
OTIEPAIIMOHHBIX cUCTEM ceMeiicTBa Windows?

2. IlpakTuyeckoe 3ansatue Nell. Oonapy:xxenue Bpeaonocuoro IO ¢ nmomoubio
ClamAYV un YARA.
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Ilposepra copmuposannocmu I1K-2, unouxamop H-IIK-2 4 ¢ uacmu cnocobnocmu
NPUMEHAMb UHCIMPYMEHMbL CUSHAMYPHO20 AHAIU3A 0I5 8blAGNeHUss pedoHocHo2o T10.

Tema 4. Brenpenue BpenonocHoro [10.

1. 3axanusa QI CaMOCTOATEJIbHON padoThI.

Ilposepka cghopmuposannocmu I1K-1, unoukamop HU-1IK-1_4 6 wacmu yceoenusi 3nanuti
NPOCPAMMHBIX U NPOSPAMMHO-ANNAPAMHbBLE CPEOCME, 00ECneUUBAOUUX PeaIu3ayuto N00X0008 K
ROCMPOEHUIO CUCTEM, 3aWuyeHHbIX om 8pedonocroeo T10.

1.1. B yem 3axiIr04yaeTcss ONACHOCTH TPOTPAMMHBIX 3aKJIaJI0K?

1.2. MoXHO 7M1 BHEIPUTH MPOTPAMMHYIO 3aKJIAJKy B aJeKBAaTHO 3aIIHMIICHHYIO
KOMITBIOTEPHYIO CUCTEMY?

1.3. Kakue THnuuHbIE ySI3BUMOCTH 3aIUThI KOMIIBIOTEPHBIX CUCTEM BbI 3HaeTe?
1.4. Kak yctpoen mexanuzm DEP?

1.5.B uem 3axmoudaeTcss METOJ MAacCKUPOBKH MPOrpaMMHON 3aKIaJKd IOA
IIPUKIIAAHOE IPOrpaMMHOE obecriedeHue?

1.6. B 4eM cOCTOMT OCHOBHOM HEIOCTaTOK METOJa MAaCKHPOBKH IPOrpaMMHOMN
3aKJIaJKU MO MPUKJIaJHOE MPOrpaMMHOe obecrieueHue?

1.7. B yem 3akirouaercs MCTOJ MACKHPOBKH HpOFpaMMHOﬁ 3aKJIaJKM II0[
CUCTCMHOC IIPOIrpaMMHOC obOecrneyenue?

1.8. KakoBO 0CHOBHOE JOCTOMHCTBO METO/Ia MACKUPOBKH MPOTPAMMHOM 3aKJIaIKH
0] CUCTEMHOE ITporpaMMHoe o0ecrieueHue?

Tewma 5. IlpotuBoaeiicteue Bpenonocuomy 110.

1. 3aganus QI CaMOCTOATEJIbHON padoThI.

IIposepkra cghopmuposannocmu I1K-1, unouxamop U-IIK-1_4 6 wacmu yceoenus 3nanuti
NPOSPAMMHBIX U NPOSPAMMHO-ANNAPAMHbBLE CPEOCME, 00ECNeUUBAIOUUX PeaTU3ayuIo N00X0008 K
ROCMPOEHUIO CUCeM, 3auuyeHHbIX om 8pedorocHoeo T10.

1.1. SBnsieTcst u 3a7a4a BBISBJICHUS KOMIIBIOTEPHOTO BUpPYCA aJTOPHUTMHUYCCKH
paspemmmMoi B o0miem cirydae?

1.2. Kak npoBepuTh, HET U B TEKYyIIEM SAPE OMNCPANMOHHOW CHUCTEMBI
ysi3BuMocTel, mojo0HbIX GetAdmin?

1.3.Yem omacHo HamuuMe Ha pabodyeM CToOJie TOJh30BaTENsd  OKOH,
00CITyKUBAa€MbIX CHCTEMHBIMH MpoIleccamu?

1.4.B uem 3akimoyaroTcs JOCTOMHCTBA M HEJOCTATKHM  CHUTHATYpHOTO
CKaHUPOBAHUSA?

1.5. KakoBbI IOCTOMHCTBA U HEJIOCTATKHA 3BPUCTUUECKOTO CKAHUPOBAHUS?

1.6. Kakue 1OCTOMHCTBA W HEJAOCTAaTKH HMMEET KOHTPOJb I€JIOCTHOCTU
MIPOrpaMMHOI0 oOecrieueHus?

1.7. Kakue [OCTOMHCTBA ¥ HEIOCTaTKM HMEET KOHTPOIb IEIOCTHOCTH
KOH(HUTypaIlui CUCTEMBI?
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1.8. MoxHo 11 o6ecriednTh 3 (HEKTUBHYIO aHTUBUPYCHYIO 3aIUTY OJHUMHU JIUIIH
[IPOrpaMMHO-aNNapaTHBIMU CPEACTBAMU?

1.9. Yto oOTHOCHTCS K OCHOBHBIM MEPONPHUATHSM 10 OPraHU3ALHOHHOMY
CONPOBOXKICHUIO AHTUBUPYCHOW 3aIIUThI?

1.10. O dyem MAOWKHBI OBITh TNPOWHCTPYKTUPOBAHBI TOJB30BATEIH  CETH,
OCHAILEHHOW KOMITJIEKCHOM CUCTEMOW aHTUBUPYCHOM 3aIUThI?

1.11. Kak mnpoBepsieTcst aJeKBAaTHOCTh IIOBEACHUS JIML, OTBETCTBEHHBIX 3a
oOecrneyeHre aHTUBUPYCHOM 3aILIUThI CETH, B CIIy4ae YCHEIIHbIX BUPYCHBIX aTak?

1.12. Kak opranmsyercs 3allluTa OT MPOTPaAaMMHBIX 3aKJIaJJOK PaHEee HEHU3BECTHBIX
TUTIOB?

1.13. TloueMy mpu py4yHOM OOHAPYXEHUHU MPOTPAMMHBIX 3aKJIAJIOK HE CIIETyeT
HEMEJIEHHO OCTaHABIMBATh OOHAPYKEHHBIE BPEIOHOCHBIE IMPOLIECCHI?

1.14. Kak ompenenuth, BC€ JH OOHAPYKCHHBIC BPEIOHOCHBIE IPOTPAMMBI
KOPPEKTHO yJIaJICHbI U3 CHCTEMBI?

2. llpakTuyeckoe 3anaTue Nel2. OpraHu3auus M30JHPOBAHHOI NMPOrpaMMHOM
cpeabl M ayauta B Windows u Linux cpeacrsamMu o yMoJ4YaHHUIo.

IIposepka cpopmuposannocmu I1K-1, unouxamop U-11K-1_4 ¢ wacmu cnocobnocmu ons
KOHKDEMHOU CUCMEMbl OCYUeCmslsimb 0O0CHOBAHHBIU 8blO0P NPOSPAMMHBIX U NPOCPAMMHO-
annapamHuvlx cpeocms, 00ecneyusarux 8biCOKYI0 3auuyyeHHocms om epedonocrozo 110.

3. IpakTuyeckoe 3ansaTHe Nel3. Opranu3zanus H30JIMPOBAHHON NMPOrpaMMHOIA
cpelbl, ayAUTa W A0BepeHHOH 3arpy3ku Windows cpeacrBamMu 0Te4eCTBEHHBIX CPelACTB
3aIMTHI.

Ilposepka cpopmuposannocmu I1K-1, unouxamop U-IIK-1_4 6 wacmu cnocobnocmu 0
KOHKDEMHOU CUCmemMbl OCYyueCmsisims 0OOCHOBAHHBIU 8bIOOD NPOSPAMMHBIX U NPOSPAMMHO-
annapamuulx cpedcma, 00ecneuusaux 8blCOKYI0 3auueHHocms om epedornoctozo 110.

9. Ciucoxk BompocoB H (WiIM) 3aJaHWid s TPOBeJAeHHS INPOMEKYTOYHOI
aTTecTalyu.

Chnucok BOIIPOCOB K 9K3aMEHY.

1. AHaiiu3 TpOrpaMMHBIX pean3alldd YEpPHOTO AlMKa. MOHHUTOPUHT JOCTYIIOB K
oobextam OC, Be130BOB API OC, ceTeBOM aKTMBHOCTH.

2. CTtaTuyecKkuil METO/1 aHalln3a MPOrPAMMHBIX peaTu3aluil.

3. Hexommusiius OuHapHBIX (haiiaoB B s3bIK C++.

4. JInHAMUYECKUI METO]T aHaIn3a MPOTPAMMHBIX peaTu3allii.

5. AHanu3 noToka JaHHBIX MPU MOMOIIHM UHCTPYMEHTAU3aI1H.

6. AHanu3 MoToKa yrmpaBjeHUs MIPU MOMOIIY HHCTPYMEHTATU3AINH.

7. IlpoTuBOEHiCTBIE aHTUOTIIAJIKE TIPU MIOMOIIY HHCTPYMEHTATU3ALINH.

8. Bupryanuzanus. Dmynsauus 1atopmbl A McclieqyeMol mnporpammel. M3omsiius
HCCIIENyEMOU NTPOTPaMMBL.

9. 3amuTa mporpaMm OT AM3aCCEMOIUPOBAHUS.
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10. O6¢ycuupyronme npeoOpa3oBaHus HCXOIHOTO KOJA.

11. O6dycuupyromue npeodpa3oBanus MoToka ynpasieHus. O6dyckaius OMOITUOTESUHBIX
BBI30BOB, B ToM unciie API OC.

12. O6¢ycuupyromnue mpeodpa3oBaHus CTPYKTYP JTaHHBIX.
13. Ocobennoctu ananuza 00()yCIIMPOBAHHBIX IPOTPaAMM.
14. 3ammTa mporpaMm OT OTJIaJIKH.

15. VnakoBmmku. IlludpoBanue BeimonmHsemoro koma. (CamopacmnakoBBIBAIOIIUECS
apxusbl. OBepiien. [TorumopdHBIH KOI.

16. Texauku 0OHAPYKEHHS OTJIATINKA.

17. Texauku oOHAPYKECHHS THIIEPBU30pA.

18. OCHOBBI 3aIIATHI OT CHATHS JaMIIa.

19. TexHukH 3aIIUTHI OT KOMUPOBAHMUS.

20. OcoOeHHOCTH aHAIN3a MPOTPaMM, 3aIIHUIIEHHBIX OT OTJIAIKH.

21. Kmaccudukanus BpenonocHoro I10 mo Moaenu noBeaeHus: HaOI01aTeb, IEPEXBaAT U
HCKa)KEHUE.

22. Buner BpenonocHoro I10. Bupycer u uepBu. TpostHckoe I1O. Rootkit, bootkit u
backdoor. BpenoHocHble yTUIUTBI: SKCIUIOUTHI, IIeuiko 1, cnydunrosoe 10, cnam u ¢uyx 110,
¢ummnaroroe I10, pexnamuoe I1O, nporpammel-BeiMorarenu, I1O nus pacnpocTpaHeHHs
3anpenieHHoi uHpopmanuu, DoS, T1IO nns cozganust 1 MoaupUKAIIUKA BUPYCOB.

23. bunapuoe BpenonocHoe [10 na Windows.
24. bunapuoe BpenonocHoe [10 na Linux.

25. Bpenonocunoe [1O Ha si3pIKax MpOrpaMMHUpPOBAHUS C MPOMEXKYTOYHBIM KOIOM: Java,
C#, Python.

26. Bpengonocnoe 1O Ha si3pIkax KOMaHAHBIX HHTEPIIPEeTaTOpoB: batch, PowerShell, bash.
27. Bpenonocusie [10 B Makpocax JTOKYMEHTOB.

28. Bpenonocuoe 110 Ha MOOMIIBHBIX YTPOKCTBAX.

29. Bootkit. Pacmonoxxenune B IPL, VBR, MBR, BIOS, UEFI. Secure Boot, Verified Boot,
Measured Boot. Intel BootGuard. ARM Trusted Boot Board.

30. TexHUKH pacnpoCcTpaHeHHs] BUPYCHOro BperoHocHoro [10.
31. Texuuku ckpbiTusi BpeaoHocHoro [1O oT oOHapyx eHwUs.

32. IlpeAnochIKM K BHEIPEHHUIO MPOTPAMMHBIX 3aKJIAJOK: YSI3BUMOCTH TPOTPAMMHOTO
o0ecrieueHusl, ysI3BUMOCTH MOJUTHKU 0€30MaCHOCTH, YeTOBEUECKU (hakTop.

33. Metoasl BHEApPEHUS MPOTPAMMHBIX 3aKJIaJOK: MAacKHpPOBKa Toja 0Oe300uaHOe
porpaMMHOE oOecTieueHue, MOIMEHa, MPSMOE U KOCBEHHOE acCOIIMUPOBAHUE.

34. IlpyHIMNBI  TIOCTPOCHUSA TOJUTUKH OE30MacHOCTH, OOeCleYrBarOmel BBICOKYIO
3alIUIIEHHOCTh OT MPOTPAMMHBIX 3aKJIaJIOK.

35. Meronbl BBISIBIEHUS TNPOTPAMMHBIX 3aKJIaJOK: CHUTHATYPHOE U OIBPHUCTUYECKOE
ckanupoBanue. THcTpyMeHT YARA.
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36. KoHTpoIb TEJIOCTHOCTH TMPOTPAMMHOTO OOECHEYCHHs, KaK METOJ| BBISBICHUS
IIPOTPAMMHBIX 3aKJIAJ0K.

37. KoHTpOoib TENOCTHOCTH KOH(PHUTypaly 3allMIaeMONd CHUCTEMBI, KaK METO]
BBISIBJICHUS IIPOIPAMMHBIX 3aKJIJOK.

38. MonuTOpUHT WH(GOPMAITMOHHBIX IMOTOKOB, KAaK METOJ BBISBJICHUS ITPOTPAMMHBIX
3aKIaJ0K.

39. Metoabl BBISBICHHS NMPOIPaMMHBIX 3aKJIal0K, U30JUPOBaHHAsl MIPOrpaMMHasi cpena,
IIPOrpaMMHBIE JIOBYILIKH.

40. TlocTpoeHue U30IMPOBAHHOM TIpOrpaMMHOI cpeabl ¢ momotbio Windows AppLocker.
41. IlocTpoeHune U30JIMpOBaHHON MPOrPAMMHOM cpebl ¢ moMoibio SELinux.

42. TlocTpoeHue H30JUPOBAHHOW MporpaMMmHOM cpenbl Ha Windows ¢ momoristo 10
DallasLock.

43. 3amuta mporecca 3arpy3ku OC ¢ momoIpio oTedecTBeHHBIX AM/I3.
44. Aynut B OC Windows.
45. Aynut B OC Linux.

46. MeponpusTHSI IO OPTaHU3AIMOHHOMY COMTPOBOXKICHUIO AHTUBUPYCHOM 3aIIUTHI.

HpaBnna BbICTABJICHUSA OLICHKH HA 3K3aMCEHE.

B sk3aMeHanmoHHbIe OWIIET BKIIIOYAETCS JBa TEOPETHUECKUX Bolpoca. Ha moaroroBky k
OTBETY JlaeTcs He MeHee lJaca.

I[lo wToram »5sK3amMeHa BBICTABISACTCSA OJHA M3 OILCHOK: «OTIIMYHO», «XOpPOIIOo»,
«KYOOBJICTBOPHUTCIBbHO» HUIIN «HCYTOBJICTBOPUTCIIBHOY.

Ouenka «OTIMYHO» BBICTABISIETCSI CTYJEHTY, KOTOPBIA JIE€MOHCTPUPYET TiyOoKoe
MOHMMaHUE TEOPETHYECKOI YacTU AMCUUIUIMHBI, IOJHbIE 3HAHUS 00 MHCTPYMEHTaX U TEXHHKaX
UX NIPUMEHEHMS JUISl pELICHUS NPUKIaJAHbIX 3a7a4 3Tl IPOTPaMM U JaHHbIX. OCyIIECTBIsAET
MEXIIpEAMETHbIE CBsI3U. JlaeT pa3BepHyThle, TOJHBIE W YETKHME OTBEThl Ha BOIPOCHI
9K3aMEHAI[MOHHOTO0 OWjeTa W  JIONOJHHUTEIbHBIE  BOIPOCHL, COONIIONAET  JIOTHYECKYIO
MOCJICJOBATEIIBHOCTh IIPU  HU3JI0KEHUM MaTepuana. ['paMOTHO HCIONB3YyeT TEPMHUHOJIOTHIO
JUCLATIINHBI.

Onenka «Xopomo» BBICTABIISIETCS CTYAEHTY, OTBET KOTOPOrO Ha JK3aMEHE B IIEJIOM
COOTBETCTBYIOT YKa3aHHBIM BBIIIIE KPUTEPHUSM, HO OTIUYACTCS MEHBIICH OOCTOSITEIHHOCTHIO,
rIIyOMHON, OOOCHOBAaHHOCTBIO W TOJHOTON. B OTBeTe MMEIOT MECTO OTIEeIbHbIE HETOUYHOCTH
(HeCcyllleCTBEHHBIE  OIIMOKM), KOTOpbIE  HWCHPABIAKOTCA  CaMUM  CTYJAEHTOM  TIOCIIE
JOTIOJTHUTENBHBIX U (WJIM) YTOYHSIOIIUX BOMPOCOB 3K3aMeHaTtopa. OueHka «XOpollio» MOXKET
OBITh BBICTABIICHA CTYJIEHTY, UMEIONIEMY MPOoOesbl B 3HAHUSIX 00 MHCTPYMEHTaX U TEXHUKAX UX
MIPUMEHEHHUsI JIJIS1 pelIeHUs IPUKIIAHBIX 3a/1ay 3allUThl TPOrpaMM M JIAHHBIX, HO 00JIaIaloIIemMy
TIIyOOKHM TEOPETUYECKUM MOHUMAHUEM YCTPOMCTBA COBPEMEHHBIX KOMITBIOTEPHBIX CHCTEM.

Ouenka «YIOBJIETBOPUTENBbHO» BBICTABISAECTCA CTYACHTY, KOTOpPBIH JE€MOHCTPUPYET
MIOBEPXHOCTHOE [TOHUMAHUE TEOPHUH, 1AE€T HEJOCTATOYHO IOJIHBIE M MOCIEA0BATEIbHbBIE OTBETHI
Ha BOMNPOCHl JK3aMEHAIIMOHHOIO OWjeTa W JOMOJHUTEIbHBIE BOIMPOCH, HO TPH OITOM

18



JEMOHCTPUPYET YMEHUE BBIJCIUTh CYIIECTBEHHBIE U HECYLIECTBEHHBIEC NPU3HAKH U YCTAaHOBUTH
IIPUYMHHO-CJIEACTBEHHbIE CBA3U. CTYIEHT 3HACT W IPABUIBHO IPUMEHSAET TEPMHUHOJOTHIO
JUCHUIUIMHBI, HO JOIYyCKAaeT OIIMOKM B ONpPENEICHUH U PACKPBITUM HEKOTOPHIX OCHOBHBIX
noHsaTuil. [Ipm aprymeHTanum oTBeTa CTYJEHT HE OOOCHOBBIBAET cBOU cyxkiaeHHs. Ha wyactb
JOIOJHUTEIBHBIX BOIIPOCOB CTYIEHT 3aTPYIAHACTCS JaTh OTBET WIM Jae€T HEBEPHBIE OTBETHI.
Nwmeer cyiiecTBeHHbIE NPOOEbl B 3HAHUAX 00 MHCTPYMEHTAX M TEXHUKAX UX NMPUMEHEHUs IS
pelIeHus MPUKIIaIHbIX 3aa4 3alUThl IPOIPaMM U JTaHHBIX.

Onenka «HeynoBneTBOpUTEIbHO» BBICTABISIETCS CTYIEHTY, KOTOPBIA JEMOHCTPUPYET
pa3po3HEHHbIE, OECCUCTEMHBIE 3HAHMs; OECHOPSAAOYHO M HEYBEPEHHO H3iaraeT Marepuan. He
YMEET BBIAEIATH [IABHOE U BTOPOCTENEHHOE, HE YMEET COECIUHATH TEOPETUUECKHE TIOJIOKEHUS C
MIPAKTUKOM, HE YCTAHABIMBAET MEKIIPEAMETHbIE CBS3U. JlaeT HEMONHbIE OTBETHI, JIOTHMKA U
IIOCJIEIOBATENIBHOCTh  M3JI0KEHUS KOTOPBIX MMEKT CYHIECTBEHHBIE W IPUHIMIIMAIBHBIC
HapyluIeHUs, B OTBETaX OTCYTCTBYIOT BBIBOJABI. J[OTIOJHUTENBHBIE M YTOUYHSIOIIME BOIPOCHI
DK3aMEHAaTOpa HE IPUBOIAT K KOPPEKIMM OTBETOB CTyAeHTa. Ha OCHOBHYI 4acThb
JIOTIOJIHUTEIBHBIX BOIPOCOB CTYAEHT 3aTpyIHSAETCA AAaThb OTBET WJIM JAaeT HEBEPHBIE OTBETHI.
BricTaBisieTcs CTyJeHTY, HE OKa3bIBAIOLIEMY 3HAHUI 00 HHCTPYMEHTApUU AUCLUILIAHBI.

OI_ICHKa ((Hey,Z[OBJICTBOpI/ITCJIBHO» BBICTABJICTCA TAaKIKC CTYACHTY, KOTOpBII71 B3I
AK3aMEHAIlMOHHBIN 6I/IJIGT, HO OTBCYATh OTKa3aJICA.
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Ipuioxenne Ne 2 k paGoueil nporpamme
AUCHUIUINHBI «3a1IMTA NPOrPaMM M JTaHHBIX»

MeTtoauueckue yKasaHus JJIs
CTYAEHTOB 10 OCBOCHHIO JUCHHUILINHBI

OcHoBHOI QopMOit H3T0KEHUsT yIeOHOTO MaTepHalia Mo AUCHUILTHHE «3aluTa IporpaMm
Y JAHHBIX» SIBJISIIOTCS JICKIIUUA. DTO CBSI3aHO C TEM, YTO B OCHOBE JaHHAs TUCIMILUIMHA HAXOUTCA
Ha CThIKE MeXIy aucuumuimHamu «TexHuueckas 3amura uHopMmanum», «3ammra B
OTEpPAIMOHHBIX cHucTeMax», «OCHOBBI TMOCTPOCHHS 3alIUIICHHBIX KOMIIBIOTEPHBIX CETeW» H
«OCHOBBI MOCTPOCHUS 3AIIMINCHHBIX 0a3 JaHHBIX». JJIS YCIENIHOTO OCBOEHHUS JUCIMILIMHBI
BAXHO YIIyOJIEHHOE M3y4YEHHE HEKOTOPBIX Pa3/IeloB YKAa3aHHBIX TUCIUIUIMH, KaK B ayJIUTOPHUH,
TaK U CaMOCTOATEIbHO, B KAUE€CTBE BHITIOJIHAEMBIX B IOMAIIHUX YCIOBUSX 3aaHH.

OcHOBHas 1IeJIb CaMOCTOSITENIbHBIX PabOT — MOMOYb YCBOUTH TEOPETHUECKHE OCHOBBI U
IIPAKTUYECKUE METOJBI 3aIUTHI MPOrpaMM M JAaHHBIX OT HM3Y4YEHUS, HECAHKIMOHHPOBAHHOIO
MCIIOJI30BAHMSI, OT HAPYUIEHUS UX LEIOCTHOCTU U JOCTYHMHOCTHU. {1 3TOro HEOOXOAMMO 3HATH
YW TIOHMMaTh JIEKIMOHHBIM Matepuan. IloaTtoMy, B mporecce uU3y4eHHs] AUCLMIUIMHBI,
PEKOMEHAYETCSl PETYJISIPHOE MOBTOPEHHME IPOMIEHHOTO JIEKIMOHHOIO Marepuana. Marepuai,
3aKOHCIIEKTUPOBAHHBIN Ha JIEKIUAX, MPEJACTaBICHHBIM B MpeiaraeMoil yueOHOW JuTeparype,
HE00X0AMMO JIOMa ellle pa3 npopadaTeiBaTh U, IPU HEOOXOAUMOCTH, JAONOIHATh HH(POPMAIUEH,
MIOJIYYEHHON Ha KOHCYJIbTALUAX, NPAKTUYECKUX 3aHATUAX U U3 PEKOMEHJIOBAaHHBIX PECYpPCOB
cetu IHTEpHET.

JUis mpoBepKM M KOHTPOJII YCBOGHHMS TEOPETUYECKOro Marepualia, MpHOOpPEeTeHHBIX
MPAKTHYECKUX HABBIKOB MCIIONB30BAHUS YI€OHOU JTUTEPATYPhl, B TCUCHHE O0YICHUS MTPOBOAATCS
MEpPONPUATUS TEKYILEH aTTecTallid B BHUJIE CAMOCTOSTEIBHBIX PadOT (B JOMAIIHUX YCIOBUSX).
BapuanTel 3ajanuii BBIIAIOTCS yHaIIMMCS Ha MOCIEAHEM Yace JIGKIIMOHHBIX 3aHATHH 1O MEePBhIM
nsath TeMaM. OreHKa U 00CYXKICHHE BBITIOTHEHHBIX CTYACHTaMH 3aJaHUi M0 CaMOCTOSTEITLHOU
paboTe MpPOU3BOJIUTCS HA NMPAKTUUYECKUX 3aHATHSIX U YUYUTHIBACTCSA, Ha PSAY C pe3ylbTaTaMu
MPAKTUYECKUX 3aHITHU, IPU OIICHKE TEKYIIeH ycrieBaeMOCTH. TakyKe MPOBOIATCS KOHCYIbTAIUN
(mpu HEOOXOAMMOCTH) MO paz0opy 3aJaHUN JUISI CAMOCTOSATENbHOW pabOThl, KOTOPHIE BBI3BAIU
3aTpYIAHEHUS.

B koHume cemectpa W3y4eHUs JUCHMIUIMHBI CTYJEHTBHI CHAIOT 3K3aMEH. OK3aMEH
MPUHUMAETCST TI0 DK3aMEHAIIMOHHBIM OWieTaM, KaKIbli M3 KOTOPBIX BKIIOUaeT B cebs jBa
TeopeTnueckux Bompoca. [IpenycmoTpena rpynmnoBas KOHCYIbTaIUS.

[Ipobnembl 3amUTBl OPOTpaMM M JAHHBIX OCJIOXKHAIOTCA HalIMYueM «0aroB» U
(OKCIUTOWTOBY», 3aJOXKEHHBIX 3apyOeXHBIMH MPOU3BOAUTEISIMH  alIapaTHO-TPOTPAMMHBIX
pelIeHNil B COOTBETCTBUU CO CBOMM 3aKOHOJATEIbCTBOM IO HALMOHAIBHOW 0€30IacHOCTH.
[TosToMy, sIBIsIETCS COBEPIICHHO HEOOXOIUMBIM IOCEIIEHHE CTYICHTaMU BCEX ayJUTOPHBIX
3aHSATHUH, T/€ WM pPa3bACHAETCA LEeJdb M CYTh HEMOJHOIO MpeacTaBieHus WHGOpMaIUU
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POCCUHMCKMM NOTPEOUTENSIM O 3amlaJHbIX HMH()OPMAIIMOHHBIX TEXHOJOTUSAX M, KOHKPETHO, O
MeTOoJlax 3alUThl MPOrpaMM U AAaHHBIX. B pe3yinbrare ¢popMupyercss naTpuoTU4ecKas Mo3uLus,
HENPUMHUPUMOCTH K JHOOBIM aclieKTaM MHOCTPAHHOI'O MPOHUKHOBEHUS K 3amuiiaeMoil B Poccun
MH(pOpPMALIMM U YIPaBJICHUS POCCUHUCKUMHU MHMOPMAMOHHBIMU CHCTEMaMH, HENPHEMIIEMOCTh
UIEOJIOTUHU TEPPOPU3MA, IKCTPEMU3MA.

JIJiss caMOCTOSITENIbHOM pabOThl CTYACHTaM, KpOME YIiyOJICHHOTO OCBOCHHUS OCHOBHOM W
JIOTIOJTHUTEILHOM JINTEpaTyphl MPHU IMOATOTOBKE K JICKIIMOHHBIM M TPAKTHYCCKUM 3aHSTHSM,
BBITMIOJTHCHUH 3aJJaHWi JUISI CaMOCTOSITEIIbHOW pabOThl, pEKOMEHIYETCS OTCIICKHBATD PETYIISIPHO
OOHOBJIIsIEMbIC MaTEPUaJIbl TOCYIAPCTBEHHBIX CTAHIAPTOB Poccuu 1Mo yrpaBlIeHHIO0 0€30MaCHOCTH
Ha odwumanbHoM caiite Poccranmapra Poccum (http://www.standard.gost.ru/wps/portal, nmara
obOpamenus 19.01.2022) B pa3gene «YBenomieHuss 00 YTBEPXKIECHUU HAIMOHAIBHBIX
CTaH/IapTOBY.

Taxxe, peKOMEHIYETCsl UCIOIb30BaTh pecypchl ceTH VIHTepHeT, ykazaHHbIE B pasjaeine 7
MIPOrPAMMBI.
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