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1. I.[e.m; 0CBOCHUSA NUCIHHUIIJINHBI.

Juciruimaa «3anuineHable HHQOPMAIIMOHHBIE CHCTEMBD) UMEET IENbI0 MOATOTOBUTH
BBIITYCKHUKA K JCSATEIbHOCTH, CBSI3aHHOM ¢ pa3pabdOTKO#, MOJepHHU3alMeil W BBOJOM B
AKCIUTyaTallii0 KOMIUIEKCOB, CpEJACTB W TEXHOJorui obecrieyeHuss WHOOPMAIIMOHHOMN
0€30MacHOCTH.

2. MecTo TMCUHUILTHHBI B CTPYKTYpe 00pa3oBaTe/ibHOM MPOrpaMMbl.

JuciuruinHa  «3amMileHHble  MH()OPMAILMOHHBIE CHCTEMBD» OTHOCUTCS K YHUCIY
IUCHUIUIMH 0a30BOM YacTH MpoQecCHOHAIbHOrO LuKiIa. Jlis Jydmiero ycBOSHHS JIaHHOM
JUCIUIUIMHBI HEOOXOAMMO, YTOOBI CTYAEHT BJaJeN 3HAHUSMHU, YMEHUSMU U HaBBIKAMH,
chopMupoBaHHBIMU B Ipoliecce oOydeHuss B OakanmaBpuare 1o Hampasienusm 10.03.01,
11.03.02, 03.03.03, 11.03.01, a Takke B mpoIlecce U3YyUYECHUS CICAYIOMUX AUCUMIUIMH MEPBOTO
Kypca «YmopaBieHHEe HH(POpPMAIMOHHOM 0€30MacHOCThIO», «TexHomoruum oOecreyeHus
uH(popMalMOHHON  Oe3omacHocTH», «TexHuueckas  3amura  HUHQOpMamuu»,  «AyIuT
nH(GOPMAIIMOHHON 0e30MacHOCTHY, «3anmTa HHPOopMAIMU B OECIIPOBOIHBIX CETAX», «3almTa
MPOrpaMM U JaHHBIX).

3HaHMS M NPAKTHYECKHE HABBIKM, MOJIYYEHHBIE B pPE3yJbTaTe W3yYECHUU IUCLUIUIMHBI
«3amuieHHble  MHQOPMALIMOHHBIE CUCTEMBD», HCIIOJIB3YIOTCS CTYAEHTaMHU IMpPU TMOJArOTOBKE
JUIUIOMHBIX pa0OT U HETIOCPEICTBEHHO B MPO(eCCHOHATIBHOMN €SI TETbHOCTH.

3. [lnanupyemble pe3yjbTaTbl OOY4YeHHs] 1O JUCHUIJIMHE, COOTHECEHHbIE ¢
IUVIAHUPYEMBIMHU pe3yJIbTATAMH 0CBOeHHs 00pa30BaTe/ILHOI MPOrpaMMBbl.
[Iporiecc u3yueHus: MUCUMIIMHBI HAaMpaBiieH Ha (GOPMUPOBAHHE CIEAYIOUINX JIEMEHTOB

komnereHui B cootBercTBUU ¢ OI'OC BO, OIl BO u npuoOpereHus cleayrolux 3HaHHM,
YMEHM, HABBIKOB U (MJIN) OIIBITA IE€ATEIBbHOCTH:

dopmupyemast NuaukaTop 1ocTHKEHUS

Ilepeyenn
KOMIICTCHIHA KOMIIEeTCHIIUH

(KO M opMY.IHPOBKa) | (KOX H (OPMY.THPOBKa) IUIAHMPYEMBbIX Pe3yJIbTaTOB 00y4eHH s

Oo6menpodgeccuoHaTbHbIE KOMIIETEHIMU

3HATH:

— OCHOBHBIC IIPUHIHUIIBI OopraHu3anuuu
TEXHUYCCKOTO U MNPOrpaMMHOIO obecneueHUs
3allIUIICHHBIX I/IH(l)OpMaIII/IOHHI)IX CHUCTCM.

OIIK-2 N-OIIK-2_1.
- Ymersn:
Cnocoben paszpabartbiBath | ClIOCOOEH  OCYIIECTBIISITH
. - Pa3pabarbiBath MOJIeNN HaJIeKHOCTH,

TEXHUYECKUN HPOEKT | pa3paboTKy TEeXHHUYECKOIO

MaccoBOI'0 o0CyXKUBaHUS U pHuCcKa
cucteMbl  (TIOJCHCTEMBI | IPOEKTa CUCTEMBI (JIMOO ee

3alMIIECHHBIX CHUCTEM M CPEACTB XPAHEHUS,
1100 KOMIIOHEHTA | I0JICUCTEMBI, 1100

00paboTKy U iepenaun nHGHOpPMaIUH.
CUCTeMbI)  OOecreueHus | KOMIIOHEHTa) oOecreueHus
MH(pOPMAIMOHHOM UH(POPMALIMOHHOM Biajgers HaBbIKAMU:
0€30I1aCHOCTH. 0€e30IMacHOCTH. - (I)OpMYJ'II/IpOBaTB u peliaTh 3aJa4u

MOJICJIMPOBAHUS 3alUIIEHHBIX
WHPOPMAIIMOHHBIX CHUCTEM, B TOM YHCIE
CpeACTB U ceTed XpaHeHUs, 00paboTku U
nepenayy nHGOpMaILuu.




OIIK-3

CrocobeH pa3pabaTbiBaTh
MIPOCKTHI
OpraHU3aIMOHHO-
paciopsANTEIbHBIX
JIOKYMEHTOB
o0ecIeYeHnro
MH(OPMAIMOHHOM
0e30IaCHOCTH.

1o

H-OIIK-3 1.

CrocobeH  OCYIIECTBIISTH
pa3paboTKy MIPOCKTOB
pabouux, TEXHUYECKUX,
OpraHu3aIMOHHO-
pacopsAUTEIbLHBIX u
IKCILTYaTaI[HOHHBIX
JIOKyMEHTOB 1o
obecreueHuo
UH(POPMALMOHHOM
0€301acHOCTH B
COOTBETCTBUU c
JEHCTBYIOIUMHU
HOPMATUBHBIMH aKTaMH H
roCy/1IapCTBCHHBIMHU
CTaHJapTaMH.

3HaTh:

— TpeboBaHus pPYKOBOASIINX U HOPMATHBHO-
METOJMYECKUX JOKYMEHTOB IO CO3JIaHUI0 U
skcmutyataiuu AC3U.

YMmern:

— Pa3pabarbiBath TEXHUYECKYIO
nokymeHtanuro Ha AC3U, HopmaTuBHO-
METOIMYECKHE u OpraHu3alMOHHO-

pacHopsIIUTENbHBIE JOKYMEHTHI MO CO3IaHHIO
u 3kcruryarauuu AC3U.

BJ'la)IeTL HaBbIKaAMMH:

— Pa3paboTku  TPOEKTOB  OpraHMU3alMOHHO-
pacOpSAUTEIBHBIX JOKYMEHTOB HAa CHCTEMBI
obecrieueHus nH(pOpMaITMOHHOM
0€30MacHOCTH.

— Opranuzaiuu  paboOT 1O CO3JAHUIO WU
MOJICPHM3AIIUN CUCTEM, CPEJCTB U TEXHOJIOTUI
obecrnieueHnss MHPOPMAIIMOHHOW 0€30MacHOCTH
B COOTBETCTBHH C IMPABOBBIMH HOPMATHUBHBIMU
aKTaMd ¥ HOPMATHBHBIMH METOJIUYCCKUMU
nokymentamu @Cb Poccun, ®CTIK Poccun.

4. O0beM, CTPYKTYpa U coJiepKaHue AUCHUTLITHHBI.

OO0mmas TpyI0€MKOCTh JUCITUIIIMHBI COCTABISAET 5 3aUeTHBIX eauHUII, 180 akageMHUIecKux

YacoB.
Buabl yueOHbIX 3aHATHIA, DopMbI TEKYIEro
KOHTPOJIA
Tembr (pazaesnr) o | BKJIIOYAS CAMOCTOSITEILHYIO PaboTy P
= yCneBaeMoCTH
Ne JUCHMIIIMHDI, 2 CTyAC€HTOB, @
opMma
= U X TPYA0EMKOCTH .
n/n HX coJep:KaHue 6 PYA NPOMEKYTOUHOI
(B akaieMHYeCKHUX Yacax) aTTecTAlNM
(mo cemectpam)
KonraktHasi pabora
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ABTOMATHU3WPOBAHHBIC .
1 3 2 CaMOCTOSITEIIbHON
CUCTEMBI — o0rrue
paboTbI
TTOHSITHS
ABTOMATH3UPOBAHHBIC 3ananue TUIS
2 CACTEMBI B 3alIUIEHHOM| 3 8 8 CaMOCTOSITENLHOM
WCTIOJTHEHU U paboThI
Coznanue 3amanue TUTSt
3 aBTOMATU3HPOBAaHHBIX 3 | 10 16 CaMOCTOSITEIIbHOM
CUCTEM paboTHI.




KonTtponbHas pabora.

Ceprudukanus  cpeacTs 3apanue e
4 sa P #Th1 uHGOpMA PII)HH 3 10 8 2 |caMOCTOSATENLHOM
- pMat paboTsl
3amanue s
CpenctBa  ofOecrieueHus ® L
5 3 10 8 2 |caMOCTOSTENLHOMN
Hagexuoctu AC3U
paboThI
3amanue I
[Topsimok BBOma AC3U B N
6 SKCIUTYaTALUEO Ha| 3 8 8 2 CaMOCTOATEILHON
Y paboTHI.

00BbeKTe nHpOpMATH3ALUU
KonTposabHas padora.

Opranmzanus 00pabOTKH 3ananue TSt
7 KOH(HICHIIHATLHON 3 8 8 2  |caMOCTOSITENIbHON

nHpopmaruu paboThl

Opranuzanus 3ananue JUTSt
8 TEXHUYECKOTO 3 8 8 2 |caMOCTOSATEIbHOU

obcyxuBanust AC3U1U paboTbl

3 2 0,5 | 33,5 [Dk3amen
Bcero 180| 64 | 64 2 0,5 | 495

Conep:kaHue pa3iesioB TUCHUTLIHHBI:
Tema 1. BBeieHne B aBTOMaTH3MPOBAHHBIE CHCTEMBbI — 001IIME TIOHATHS

TepMUHBI U OTNpeeNieHUs OCHOBHBIX MOHSTHI B 00JIaCTU aBTOMATH3WPOBAHHBIX CHUCTEM
(AC). HopmatuBHo-ipaBoBbie JOoKyMeHTH Poccuiickoit denepanun B 00JacTy ompeaeieHus,
pa3pabotku u 3amuThl AC.

Tema 2. ABTOMaTH3HPOBAHHBIE CHCTEMBI B 3alllMIIIEHHOM HCIOJTHEHHH

ABTOMaTU3UpPOBAHHbIE CUCTEMbl B 3amuileHHOM wucnonHeHuu (AC3U). @ynkuuun
cuctemsl 3ammThl nHGopmanmu (C31) AC: npenynpexaeHue o MosiBIEHUU yrpo3 6€301macHOCTH
uHpopmanuM; OOHapy)XeHHe, HEWTpalM3alil0 U  JIOKaJU3alHUI0  BO3ACHCTBHUS  Yrpo3
O0e3omacHoCTH  MH(OpMAIUU; YIpaBICHHE JOCTYNOM K  3aluiiaeMod  MHGOpMAIUU;
BOCCTAaHOBJIEHME CHUCTEMBI 3allUThl WHGOpPMAIMM U 3amuiaeMo WHGOpMalUU TOCTIe
BO3JICUCTBUSL yIrpo3; peructpanuio coObituii U monbiTok HCJl kx 3amuniaemoit madpopmanuu u
HECAHKIIMOHUPOBAHHOI'O BO3JIEHCTBUS Ha Hee, oOecreueHHe KOHTPOJsi (PYHKIMOHUPOBAHUSA
CPEIICTB ¥ CUCTEMBI 3alUThI HH(YOPMAIIMK U HEMEJICHHOE PearnpoBaHKUe Ha UX BBIXOJ] U3 CTPOS.

Tema 3. Co3nanne aBTOMAaTH3MPOBAHHBIX CHCTEM

Cramuu u ostanel co3manuss AC (B cootB. ¢ ['OCT 34.601-90). dopmupoBanue
TpeboBanuii k cTpykrype AC. Paspabotka konmeniuu AC. TexHuueckoe 3aaHue. ICKU3HBIN

npoekT. Texunueckuit npoekt. Pabouast nokymenrauus. Beog B neiicteue AC. ConpoBoxaeHuE
AC.

Tema 4. Ceprudurkanus cpeacTs 3a1MTHI HHPOPMALMHU

CepTudukanus TEXHHUUYECKMX CpeIcTB  3amuThl  uHpopmanuu. Ceprudukanus
KpUnTorpapu4eckux cpeacTB 3amuThl nHpopmarmn. Ceprudukanys aHTUBUPYCHBIX MPOTPAMM.
Crneunanshsble uccienosanus CBT na IIDMUH. Crneunansablie Texuuueckue nposepku CBT.

Tema 5. CpencrBa o0ecnieuenus Hajge:xunoctu AC3U.



CpenctBa obecneuenus HanexxHoctu AC3U. TexHosmoruu co3gaHusi OTKa30yCTOMYMBBIX
CHCTEM.

Tema 6. BBoa B 3kcriryarannio AC3U Ha o0bexkTe mHpOpMaTH3aALMH.

Pa3paboTka cXxeM pacCTaHOBKM OCHOBHBIX TEXHHUYECKHX CPEICTB U CHCTEM U
BCIIOMOTATEIBHOTO 000pyI0oBaHUST Ha o00bekTe HHpopMaTuzauuu. OrnpenenecHue YCIOBHI
pacmloyio)keHuss 00beKTa WH(OOPMATH3AIMKU OTHOCHUTEIBHO TPaHUI] KOHTPOJIUPYEMOW 3OHBI.
Omnpenenenue nepeyHsi CBEACHUN OrpaHUYEHHOr0 JOCTYIA, Mojyiekanux oopadorke Ha AC3U.
OmnpenerneHue CTETIEHU Y4acTHs MepcoHasia B 00paboTke (0OCyXIeHuH, nepenade, XpaHSHHH)
MH(pOPMALIMM, XapaKTep HX B3aUMOJICHCTBUS MeEXIy coO00H M co ciyk00il 0e30MacHOCTH.
Omnpenenenue pexumMoB 00padoTku uHbopmanuu B AC B 11€JIOM U B OTJEIbHBIX KOMIIOHEHTaX.
Knaccupukamuss AC. KareropupoBanue o0bekTa wuHbOpMaTH3alMK. AHAIU3  yTIPpo3
O6e3zonacHocTd uH(popManmu Ha 00bekTe uHPopMaTtuzanuu. Pa3zpaboTka Mojenu yrpos
6e3omacHoctd  MHpopManuu. HacTpolika TEeXHHYECKHX, MPOrpaMMHBIX M TMPOTPaMMHO-
anmapaTHBIX CPeACTB 3amuThl WHpopMmamuu. Pa3paboTka opraHM3alMOHHBIX MEPOMPHITHH IO
3amuTe  uHpopmanuu. Pa3paboTka  OpraHU3alMOHHO-PACTIOPSATUTENBHBIX  JOKYMEHTOB.
ATtrtectanms o0bekTa nHpopmaTuzanun. OneiTHas skcruryatanus AC3U. Ipuka3 o BBoge AC3U
u C3U oO6bekTa nHPpopMaTU3aMU B SKCIUTYaTAIIHIO.

Tema 7. Opranuszanus o0padoTku KOH(pUACHUMANBHON HHpopManuH.

[lopsimok co3maHus, ydeTa, XpaHEHUS H pabOThl C DJIEKTPOHHBIMU HOCHUTEISIMU
KoH(uaeHIMaNbHOW  uHpopManmu. [lopsIoK  yHUUYTOXXEHHUS  DJEKTPOHHBIX  HOCHUTENEH
KoH(puaeHanbHol  uHpopmauuu.  Ilopsmok  OTHpaBKM — AJIEKTPOHHBIX  HOCUTENEH
KoHpuaeHIManpHON uHpopManmu. [lopsgoxk medatu KOHPUACHIIMATBHBIX JOKYMEHTOB C
AJIEKTPOHHBIX HOCUTENEH, UX PErUCTPAIUHU U yUeTa.

Tema 8. Opranuszanus TexHu4eckoro oocayxuanus AC3MU.

Buaesr texHumueckoro ooOcmyxuBanus AC3U. CpencrtBa auwarHoctupoBanus AC3MU.
Conepkanvue W MOPSAOK BEACHUA OKCIUIYaTallMAOHHOM JIOKyMeHTauuu. OpraHu3anus
BOCCTAHOBJICHUSI CHUCTEMbl 3alllUThl HMHPOPMAIMK U 3alluiaeMord HWHGOpPMAIMU TOCIe
BO3/ICUCTBUS YIpO3.

Cnucok j1adopaTtopHbIX padoT:

1. Bamura AC ¢ omeparonHoi cuctemoit Windows 10 ¢ HCIOgb30BaHHEM IITATHBIX CPEICTB
OC.

2. TToctpoenne SIEM nHa ocnoe MaxPatrol Security Information and Event Managemen.

3. Opranuszanusi peryjsipHOro ayauTa O€30MaCHOCTH CEeTH C IOMOIIBI0 CKaHepa
MaxPatrol.

4. TloctpoeHHe CHUCTEMbl 3alUIICHHOr0 OOMEHa [aHHBIMH Ha OCHOBe pemieHuit ViPNet
Coordinator, Admin u Client.

5. Hacrpoiika pasrpanudenws goctyra ¢ momortsio Dallas Lock 8.0-K.
6. Hacrpoiika M30TMpOBAaHHON MPOTPaMMHOM cpejibl ¢ momoribio Dallas Lock 8.0-K.

7. Hactpoiika TOBEpEeHHON 3arpy3Kd C MOMOIIBIO MIPOrPAMMHO-AIIAPATHOIO KOMILIEKCA
«Co0boiby Bepcuu 4.



5. Odopa3oBartejibHbIE TEeXHOJIOTHH, HCI0JIb3yeMble npu OCYyIIeCTBJICHUN
00pa30oBaTeJLHOIO MPOIEcCA MO TUCHUIJINHE.

B mporecce 00yueHrs HCTIONB3YIOTCS CIEAYIOIINE 00pa30BaTEIbHBIC TEXHOJIOTHU:

BBoaHasi JiekuuMs — JaeT IMEpPBOE LEJIOCTHOE MPEICTABICHHE O AUCUUIUIMHE U
OPUEHTUPYET CTYACHTAa B CUCTEME M3Y4YEHHUsI aHHOW IUCHUIIIMHBL. CTYJIEeHTBI 3HAKOMSTCS C
Ha3HAYCHUEM U 3ajayaMu Kypca, €ro pojbi0 U MECTOM B CHUCTEME YYEOHBIX TUCLIMIUIMH U B
CHUCTEME TOJTOTOBKM B IeioM. JlaeTcs kpaTkwii 0030p Kypca, UCTOpHsI Pa3BUTHS HAYKH WU
MIPaKTUKH, JOCTIKCHHS B 3TOM cepe, UMEHA M3BECTHBIX YUCHBIX, M3JIaratoTCs MEePCIICKTHBHBIC
HampawJ€HUs uccienoBaHuid. Ha 3TOM  JIeKUMM — BBICKA3bIBAKOTCS  METOAMYECKHE U
OpraHU3aIlMOHHBIE 0COOCHHOCTH PabOThHI B paMKaX JaHHOW JUCIMIUIMHBI, a TAK)KE 1aeTCs aHAIU3
pEKOMEH1yeMOl yueOHO-METOAUYECKOM JIUTEPATYPHI.

AxkaneMu4ecKas JIeKIHs — I0CJIEI0BaTEIbHOE U3JI0KEHNE MaTepraia, OCyIECTBIIEMOe
NPEUMYILECTBEHHO B BHJI€ MOHOJIOTA MpenojaBatelisd. TpeOoBaHUS K aKaJeMUYeCKON JIEKLUU:
COBPEMEHHBIII Hay4yHbIi YpOBEHb M HAacblleHHass WH(POPMATUBHOCTh, yOeaUTeNIbHAs
apryMeHTalus, JOCTyNHas W TOHSATHAas pedb, YeTKas CTPYKTypa M JIOTUKA, HAJIWYHE SIPKUX
MPUMEPOB, HAYYHBIX J1I0KA3aTEJIbCTB, 00OCHOBAaHUH, (PaKTOB.

HpaKaneCRoe 3aHATHE — 3aHATHUC, IMOCBAINICHHOC OCBOCHHIO KOHKPETHBIX YMCHI/Iﬁ nu
HaBBIKOB U 3aKPCIINICHUIO ITOJTYUYCHHBIX HaA JICKIIUH 3HAHUH.

JlabopaTopHasi padora — opranuszanusi yueOHoOU pabOThl ¢ peabHBIMH MaTE€pUATIbHBIMU
U MH(QOPMALMOHHBIMU OOBEKTaMH, 3KCIIEpUMEHTalbHas padoTa € aHAJOTOBBIMU MOJEIISMU
peaTbHBIX 0OBEKTOB.

6. [lepeyeHb MH(POPMANMOHHBIX TEXHOJIOTHIi, MCMOJIb3YeMbIX NMPH OCYIIECTBJIEHUHU
00pa3oBaTeJIHLHOTO NMpoIecca Mo JUCIHUITHHE.

1) OnepanoHHbIE CHCTEMBI.
1. OC Windows o nporpamme Microsoft Azure Dev Tools for Teaching.
2. OC Linux, cBO60JHO pacnpocTpaHseMble JUCTPUOYTHUBBI.
2) OTevecTBEHHBIE CPEACTBA 3AINTHI HH(POPMAIHH.
. Positive Technologies Application Firewal, kongurypanus Education.
. MaxPatrol, kondurypamust Education
. MaxPatrol Security Information and Event Management, kouduryparus Education.
. I1O Dallas Lock 8.0-K.
. ITIO ViPNet Client 4.
. ITO ViPNet Administrator 4.5.
. [Iporpammuo-annapatHsiii komiuieke (ITAK) ViPNet Coordinator 4.5.
8. ITAK Coboms, Bepcus 4.

7. IlepeyeHb OCHOBHOW W JONMOJHUTEJbHON Y4eOHOWH JIMTEPATypbl, PpPecypcoB

~N oo O A W DN P

HHGOPMAIHOHHO-TEJIEKOMMYHUKAIMOHHOI ceTu MHTEepHET, HEOOXOAUMBIX /ISl OCBOCHMS
AUCUHMILINHBI.

1) ocHOBHas JIUTEpPATypa

1. [Hauprun B. ®@. 3amura nuaopmaim B KOMIbIOTEPHBIX cUCTeMax U ceTsax. / B. @.
anerun - M.: IMK Ilpecc, 2012. - 592 c.



2. [ImatonoB B. B. IlporpamMMHO-ammapaTHble CpeACTBA 3aIIUTHl HH(DOpPMAIUH:
yueOHuK 11711 By30B. / B. B. [Inaronos - 2-e u3a., crep. - M.: Akagemus, 2014. - 331 c.

2) NOMOJIHNTE/IbHAs JIUTepaTypa

1. bopucoB M. A. OcHOBBI OpraHrU3alMOHHO-TIPABOBOM 3alIUThl HH(POpManuu: [y4deo.
mocobue mns By30B.]. / M. A. bopucos, O. A. PomanosB - 2-e u3a. - M.: URSS; JINBPOKOM,
2013. - 203 c.

2. 3aBroponnuii B. M. KowmmnekchHas 3amura uHGOpMAaUM B KOMITBIOTEPHBIX
cucrteMax: YueO.mocobue s By3oB. / B. W.3aBroponnmii; Yue0.-mMeToa.00beAMHEHUE IO
00pa30BaHUIO B O0JI.CTATUCTUKU,IPUKIATHON WHPOPMATHKHA U MaT.METOJIOB B SKOHOMHUKE - M:
JIoroc, 2001. - 263c.

3) pecypcnl cetn UHTepHET
1. Odbunmaneueiii caiit lleHTpa 1o JUIEH3UPOBAHUIO, CEPTU(UKAIMK W 3aIIUTE
rocynapctBeHHoil TaiiHbl ®CBb Poccum. IlepedyeHp cpencTtB 3amuThl  UH(pOpMAIUH,
cepTUHUIIUPOBAHHBIX OCh Poccun. [DneKTpOHHBIN pecypc] // URL:
http://clsz.fsb.ru/clsz/license.htm (maTa obpamenus 19.01.2022)

2. OdurnmanbHpiii caiit deepanbHOro0 areHTCTBA MO TEXHUYECKOMY PEryTUPOBAHUIO

u MeTposioruu. [OnekrponHeiii pecypc] // URL: http://www.gost.ru/ (mata oOpameHus
19.01.2022)

3. Kypuan «Xakep» [Onextponnsiii pecypc] // URL: https://xakep.ru (mara
oOpamenus 19.01.2022)

8. MaTepuajibHO-TeXHHYecKasi  0a3a, HeoOXoauMass  JJsi  OCYLIECTBJIEHUS
o0pa3oBaTe/LHOIO NMpouecca Mo JMCHUIIHHE.
MarepuanbHo-TeXHUUECKasi 0aza, HEOOXonuMas JJi OCYIIECTBJICHHUS 00pa30BaTEIbLHOTO

Imponecca 1o JMCOUININHE BKIIIOYACT B CBOM COCTaB CIICLIMAILHBIC TTOMEIICHUS:

— y4yeOHblE ayJUTOPUU JI1 MPOBENCHUS 3aHATHH JIEKIMOHHOTO THUIA, 000pYAOBAHHbBIE
MIEPCOHAIBHOM KOMIIBIOTEPHOM TEXHHMKOM C YCTAaHOBJICHHBIMU CpEICTBAMH BHU3yaIU3alUU
tekctoB B Qopmate DOC/DOCX, PDF, F2B, ¢aitnoB wuzoOpaxkeHuil, Npe3eHTANNH U
MYJIbTUMETUNHBIX (haliJIOB, a TAKXKE — BUICOMPOESKTOPOM U K031 Ha OKHAX;
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Ipnioxenne Nel k paGoueid nporpamme
AUCHUILTUHBI «3aluieHHble HHpOpMaUHOHHbIE
CHCTEMBbD»

@DoH/1 OLICHOYHBIX CPEACTB JJIs NPOBEACHUS TEKyIIel U MPOMEKYTOYHOM
aTTeCTAUMH CTYACHTOB 10 JUCUMILJIMHE

1. TunoBbIe KOHTPOJIbHBbIE 3aJaHUsI 1 MHbIE MaTePHAaJIbl, HCIOJIb3yeMble B MpoIecce
TEKYIero KOHTPOJIs yCTIeBaeMOCTH.

Tema 1. BBejeHue B aBTOMAaTU3UPOBAHHBIC CUCTEMBI — 06IJ_[I/I€ IIOHATHA.

1. 3agaHus 1JIs CaMOCTOSITeJILHOM padoThl Mo Teme 1.

1.1. U3yunThs OCHOBHBIE HOPMAaTHBHO-NIPAaBOBBIE JOKYMEHTHl Poccuiickoii
®denepanuu B o01acTu onpeneiaeHus, pa3padotku u 3amutbl AC.

Tema 2. ABTOMaTI/ISI/IDOBaHHBIe CHUCTCMBI B 3allIMINICHHOM MCIIOJIHCHHH.

1. 3agaHus 1J151 cCAMOCTOSITEIbHOH padoThI MO Teme 2.

1.1. UByuyuTh OCHOBHBIE HOPMATHBHO-TIPABOBBIE JTOKYMEHTHl Poccuiickoit
®denepanuu B 001acT onpeeneHus, pa3padotku u 3amutel AC3U.

Tema 3. Co3manane aBTOMaTU3UPOBAHHBIX CUCTEM.

1. 3apanus 11 caMOCTOATEILHOM padoThI Mo TeMe 3.

1.1. U3yuuth ocHOBHBIE cTaguu u dTanbl co3ganuss AC3UM B COOTBETCTBUHU C
I'OCT 34.601-90.

2. Bonpochl K KOHTPOJILHOII padoTe mo Temam 1 — 3.
2.1. JIaTb onpeneneHne aBTOMaTU3UPOBAHHONW CUCTEMBI.
2.2. Jlatb onpenenenye GyHKIIMM aBTOMAaTU3UPOBAHHOM CHCTEMBI.
2.3. JlaTb omnpeeneHue 3a1aue aBTOMaTH3UPOBAHHON CUCTEMBL.
2.4. TlepeuncnuTh OCHOBHBIE KOMITOHEHTHI aBTOMAaTH3UPOBAHHON CHCTEMBI.
2.5. JlaTp onpeseneHre aBTOMaTU3UPOBAHHOTO paboyero Mecra.
2.6. Ilepeyncnuth OCHOBHBIE [TOKA3AaTEIN aBTOMATU3UPOBAHHON CUCTEMBI.
2.7. JlaTh omnpeeneHne KU3HEHHOTO [TUKIIa aBTOMaTH3UPOBAHHON CUCTEMBI.
2.8. JlaTh onpeneneHne CTauu CO3/1aHns aBTOMAaTU3UPOBAHHOW CUCTEMBI.
2.9. JlaTb ompeseneHne dTany Co3JJaHusl aBTOMAaTH3UPOBAHHON CUCTEMBI.

2.10. Jlatp ompenencHUE TEXHUYECKOMY 3aJIaHHI0 Ha aBTOMATHU3UPOBAHHYIO

CUCTEMY.

2.11. late ompeneneHHe TEXHUYECKOMY IMPOEKTYy Ha aBTOMATH3WPOBAHHYIO
CUCTEMY.

2.12. Jlatp ompepnenenue pabodeil MOKyMEHTAIlMd Ha aBTOMATH3UPOBAHHYIO
CUCTEMY.



2.13. Jlatb ONPEAEIIEHNE AKCIUTyaTalMOHHOU JOKYMEHTALUHU Ha
ABTOMATU3UPOBAHHYIO CUCTEMY.

2.14. Jlatp ompeIesieHne obmemy MIPOrpaMMHOMY obecTieueHUIO
aBTOMATH3UPOBAHHON CHUCTEMBI.

2.15. Jlatp  ompejeneHUEe  CHEIUAILHOMY  MPOTPAaMMHOMY  OOECIIEUEHHIO
aBTOMATH3UPOBAHHOMN CHCTEMBI.

2.16. Jlath onpeienieHUE TOCYIapCTBEHHOM TallHBI.
2.17. JlaTe omnpenenenue ciry>keOHON TaiHBbI.

2.18. Jlath omnpeeneHue ceKpeTHON HH(popMaIum.
2.19. JlaTh ompeenieHre 3amuInaeMon HH(HOPMAIIHH.
2.20. JlaTh onpejieneHue 3amuTe HHPOPMAaIIHIH.

2.21. Jlatb ompeneneHHE ABTOMATH3UPOBAHHONW CHCTEMBI B  3allUIIICHHOM
HUCIIOJIHEHUN.

2.22. JlaTh ompeiesieHue CUCTEMBI 3alIUThl ABTOMATU3HPOBAHHOW HH(POpMAIUH.
2.23. llepeuncnuth GYHKIUU CUCTEMBI 3auThl uHPopmarun AC3U.

2.24. JlaTh omnpeiesieHne HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.

2.25. Tlepeunciuth knaccel 3anuieHHocTd AC ot HC/I.

2.26. Ilepeuncnuts cTraguu cozganus AC3U.

2.27. IlepeunciuTh 3Tambl paboOT, BBIMOJHSAEMBIX Ha CTagud (HOpMHUpPOBAHUS
TpeboBanuii k AC.

2.28. llepeuncnuTh dTambl pabOT, BBIOTHAEMBIX Ha CTagul pa3paboTka
koHuenuuu AC.

2.29. IlepeuncnuTh dTanbl pabOT, BHITIOJIHICMBIX Ha CTATUU BBOJA B JICHCTBUE.

Tema 4. CepruduKaliys CpeICTB 3alUThl HHGOPMAIIUH.

1. 3aganusa st caMOCTOATENLHOM padoThI 10 TeMe 4.

1.1. U3yuuTh OCHOBHBIE HOPMATHBHO-TIPABOBBIE JOKYMEHTHl Poccuiickoii
®denepanuu 0 cepTUPUKALUU CPEJICTB 3aUTH HHPOPMALUU.

Tema 5. CpencrBa obecneyenus Haaexkunoctu AC3U.

1. 3aganusa st caMOCTOATENLHON padoThI O TeMe 5.

1.1. I3y4uTh OCHOBHBIE CPEICTBA W TEXHOJOTMHU CO3JaHUsI OTKa30yCTONYMBBIX
CUCTEM.

Tema 6. Bron B a3kcrurvaramnmio AC3U Ha 00bekTe HH(DOPMATU3AIINH,

1. 3agaHusn 1JIs CaMOCTOSITEJILHOW padoThI 1O TeMe 6.

1.1. U3yuuTh OCHOBHBIE 3Tallbl U NEPEUYEHb JOKYMEHTOB, TPEOYEeMBbIX /ISl BBOJIA B
skcrutyatannio AC3U Ha o6bexTe HHPOpMATH3AIHH.

2. Bonipochl K KOHTPOJIbHOI padoTe o Temam 4 — 6.
2.1. Jlatb onpezeneHue CrieuanbHON MPOBEPKU TEXHUYECKUX CPEACTB.
2.2. JlaTh onpeeneHue crielnagbHbIM UCCIET0BAHUSIM TEXHUYECKUX CPE/ICTB.

2.3. Jlatb onpeneneHue NoHATHS 00beKTa HHPOPMATHU3ALINY.
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2.4, I[aTb ONpCACIICHUC OCHOBHBIM TCXHUYICCKUM CPEACTBAM U CUCTCMaAM.
2.5. I[aTb OIIpCACIICHHUC BCIIOMOI'aTCIIbHBIM TCXHUYCCKUM CPCACTBAM U CUCTCMAM.

2.6. latp  ompeneneHWe  TpaHWIBI  KOHTPOJIMPYEMOW  30HBI  OOBEKTa
UH(pOpMATU3AIIH.

2.7. OxapakTepu3oBaTh METO/IBI oOecrieyeHust 0TKa30yCTONYMBOCTU
ABTOMATHU3UPOBAHHBIX CUCTEM.

2.8. OxapakTepr3oBaTh CIIOCOOBI obecricueHHs OTKa30yCTONYMBOCTH
aBTOMATH3UPOBAHHBIX CHCTEM.

2.9. Oxapaktepu3oBath cpelcTBa oOecrieyeHus 0TKa30yCTONYMBOCTHU
aBTOMATHU3UPOBAHHBIX CUCTEM.

2.10. ChopmynupoBath ocHOBHble TpeboBanuss ECKJl mo pa3paborke
IKCIUTYaTallMOHHOHN TOKYMEHTAITUH.

2.11. ChopmynupoBate ocHoBHbie TpeboBanusi ECKJ[ mo  paspaborke
IKCILTyaTallMOHHOW JOKYMEHTAIIHH.

2.12. U3noxute mopsgok BBoga AC3M B okcmmyaranmuio Ha  00BeKTe
UH(OpPMaTH3AIHH.

Tema 7. Opraguszamnusg 00padOTKM KOHOUIECHIIMAILHOU MHOOPMAITUH.

1. 3aganus 11 caMOCTOATEILHOM padoThI Mo TeMe 7.

1.1. IByuynuTh OCHOBHBIE HOPMATHUBHO-TIPABOBBIC JOKYMEHTHI 10 paboTe C
KOH(pHUACHITHATHLHON HHpOpMAaITHEH.

Tema 8. Opranuszamnusg TeXHu4eckoro oocayxupanus AC3U,

1. 3aganus 11 CaMOCTOATEILHOM padoThI 1Mo TeMe 8.

1.1. U3yuuth ocHOBHbIE BUABI TexHUUeckoro oOciyxkuBanus AC3U. U3yuuts
cpexnctBa nuarnoctupoBanust AC3MU.

9. Ciucoxk BompocoB M (MyIM) 3aJaHMid A8 TPOBeJAeHHSA TNPOMEKYTOUYHOI
arTecTalyu.

Teopernuyeckue BONpoOCHI.

1. HasBarsb OCHOBHEIE byHKIMMA CUCTEMBI 3aIUTEI uHpopManuu (C31)
aBTOMATU3UPOBAHHOU CHUCTEMBI.

8. HazBatp ®  oxapakrepu3zoBaTh  CTaJuU  CO3JaHUS  ABTOMATH3UPOBAHHOMN
MH(OPMALIMOHHON CHUCTEMBI.

9. lIpencraButh KiIacCU(UKALMIO aBTOMATU3UPOBAHHBIM CHCTEMaM B 3aIIUIICHHOM
ucnonnenuu (AC3U1) no tpeboBanusM 3amuthl nHpopmanuu ot HC/I.

10. JIaTh XapaKTepuCTUKY aBTOMATH3UPOBAHHBIM CHUCTEMaM B 3alIUIIIEHHOM HCTIOJTHEHUU
(AC3M). Ha3zBate ocHOBHBIE KOMITIOHEHTHI AC3M.

11. Omnucats npouecc ceptudukanuu rexanyeckux C3U.
12. Onucats nporecc ceptudukanuu kpunrorpadpuueckux C3U.
13. Omnucats npouecc ceptTudukanui antTuBupycHsix C31.

14. Ha3BaTtb BHUJIBI CIICHUAJIBHBIX ITPOBEPOK TEXHUYCCKUX CPCIACTB.
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15. late xapakTepucTuKy cBoicTBaM U nokazatesnsiMm AC3U. OnucaTth KU3HEHHBIM LUK
AC31.

16. OxapakTepu30oBaTh COJep)KaHUE M TMOPSIOK Pa3pabOTKM TEXHWYECKOTO 3aJaHus Ha
npoektupoBanue AC3HU.

17. IlpencraBuTh KIacCH(PUKAIMIO W JaTh XapaKTePUCTUKY OCHOBHBIM YIrpo3am
6e3onmacHOCTH HH(OPMAILIUK B ABTOMAaTU3UPOBAHHBIX CUCTEMAX.

18. IlpencraBuTh KiacCU(UKAIMIO TPOrPAaMMHOIO 00ECleYeHUs] CpPEJCTB  3alllUThI
MH(OPMALIMU 110 YPOBHIO KOHTPOJISI OTCYTCTBUS HEIEKIAPUPOBAHHBIX BO3MOKHOCTEM.

19. Ha3Batsb MCTOJBI 1 CITOCOOBI pa3pa60TKI/I dABTOMATU3UPOBAHHBIX CUCTCM U IIOACHUCTCM
0e301acHOCTH ABTOMATU3UPOBAHHBIX CUCTCM.

20. OxapakTepr30BaTh Cpe/ICTBA pa3pabOTKH aBTOMATU3HPOBAHHBIX CUCTEM U TIOJICUCTEM
0€30MMacHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM.

21. OxapakTepu3oBaTh METOABI W  CHOCOOBI  oOecmedeHus: OTKa30yCTOWYHMBOCTH
aBTOMAaTU3UPOBAHHBIX CUCTEM.

22. Ha3zBaTh ¥ OXapaKTEpPH30BAaTh CpEACTBA O00OECMEYCHUS OTKa30yCTOWYHMBOCTH
aBTOMAaTU3UPOBAHHBIX CUCTEM.

23. OCHOBHBIC METOIBI IPOCKTUPOBAHHSI .

24. CpopmynupoBath ocHOBHBIe TpeboBanus ECK]] mo pa3paboTke KOHCTPYKTOPCKOM
JOKYMECHTAIIUH.

25. CopmynupoBate ocHoBHBIe TpeOoBanusi ECKJ[ mo pa3paboTke 3KCIUTyaTallMOHHOMN
JOKYMEHTAIIUH.

26. OmcaTth CTPYKTYPY M COACPIKaHNE TEXHUYECKOTO 3aJaHNs Ha .

27. late  ompeneneHue, cHOpMyIHpOBaTh TPHUHIMUIIBI W TMOPSAJOK  IOCTPOCHUS
KOMILIEKCHOM 3aIUTHI .

28. ChopmynupoBaTh OCHOBHBIE TPEOOBaHUS MO MPOSKTUPOBAHUIO KOMIUIEKCHON 3aIlUThHI
uHpopmanmonHoit 6e3onacuocta ot HC/I.

29. Jlatb moHATHE OO0bEKTa HWH(OpPMATH3alMU, OCHOBHBIX M  BCIIOMOTaTEIbHBIX
TEXHUYECKHUX CPEJICTB U CUCTEM.

30. Uznoxute nopsanok BBoga AC3U B skcrutyaTanuio Ha 00bekTe nHQOpMaTH3aUu.

31. Onucate MOPSIIOK CO3JaHUS, Yydera, XpaHEeHUus U paboThl C 3JIEKTPOHHBIMU
HOCHUTEISIMU KOH(UIeHIIMATbHONU HH(OPMALIUH.

32. OnmcaTh BUIBI TeXHHUECKOTo obcmyxuBanus AC3U.
IIpakTH4eckue BONPOCHI.

1. ChopmynupoBath Ha3zHaueHne W Bo3MoxkHOcTH SIEM Ha ocHoBe MaxPatrol Security
Information and Event Managemen.

33. ChopmynupoBaTh Ha3HaAUCHHE U BO3MOKHOCTH ceTeBoro ckanepa MaxPatrol.

34. CpopmynupoBath HazHaueHue U Bo3MoxkHocTu penieHnil [IAK ViPNet Coordinator u
ITO Admin u Client.

35. CpopmynupoBats HazHaueHue u Bo3moxknoctu [10 Dallas Lock 8.0-K.

36. HacTpoiika n3oampoBaHHOM mporpaMMHOil cpessl ¢ momolnsio Dallas Lock 8.0-K.
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37. ChopmynupoBaTh

KoMmIuiekca 3amuThl Ha APM Ha npumepe Cob6oms 3.0.

Ha3HA4YCHUC U BO3MOXHOCTH HPOrpaMMHO

- anmapaTHoOro

38. 3amuta AC c omepanuonHoi cuctemort Windows 10 ¢ ucmonbp30BaHHEM IITATHBIX
cpeact OC.

39. Ha3BaTh 1 oxapakTepu3oBaTh BUJbI TEXHUYECKOTO 0OcyxuBanust AC3U.

IlepeyeHb KOMNETEHIU, 3TANBI UX

(opmupoBanus, onucanue nokaszaresiei u

KpUTepHeB OLEHUBAHUS KOMIETEeHIUIi

HA Pa3IMYHbIX ITANaX UX (POPMHUPOBAHUS

dransl Ikaja 1 KPpUTEPHH OLIEHUBAHMUST KOMIETeHIN
Kon dopmup Ha Pa3JIMYHBIX ITanax ux (popmMupoBaHus
uHAUKaTO | Popma | OBAHMs
Iloka3zarenu
pa KOHTpOT (Ne ONlCHUBaHUSA IMoporosplii n i Broicokwuii
KOMIIECTECH b | TeMbI POABHUHYTBIU
101071 (pa3xen YPOBEHb YPOBCHB YPOBeHb
a)
OobmenpogeccuoHaibHbIe KOMIIETEHIIUH
HU-OIIK- —3aganu | Tembl | 3HATh: 3naer: 3HaeT: 3naer:
21 1 A1 -8 — OCHOBHbIE — OCHOBHbIE — OCHOBHBIE — OCHOBHBIE
Crocoben | CaMoCTOA TIPHHITHATIBT TIPHHITHATIBT TIPUHITHAITBI TIPUHITHAIIBI
ocymectn | TCIBHON OpraHU3aLx OpraHU3aLix OpraHu3aIn OpraHu3aIn
ATh paoTeI TEXHUYECKOTO M | TEXHHYECKOTO U | TEXHUYECKOTO U | TEXHUYECKOTO U
paspabotk | - Kontpo MPOTrPaMMHOTO MPOTrPaMMHOTO HpOrPaMMHOTO HNpOrpPaMMHOTO
y JIbHAs oOecrieueHus oOecrieueHus obecrieueHus obecrieueHus
TEXHHYECK | paboTa 3aLIMIIEHHBIX 3aIIMIIEHHBIX 3alIMIIEHHBIX 3alIMIIEHHBIX
oro - Dx3ame MH(QOPMALMOHHBIX | MHPOPMALMOHHBIX | MHPOPMAIIMOHHBIX UH(OpPMaLMOHHBIX
NpoeKTa ° CHCTEM CHCTEM CHCTEM CHCTEM
CHCTCMBI YMerh: Vmeer: Vmeer:
(mbo  ee
TIOICHCTEM — pa3pabaTbIBaTh — pa3pabaThIBaTh — pa3pabaThIBaTh
B,  ma6o MOJIeTH MOJIENI  HaJIS)KHOCTH, | MOAEIHN
KOMIIOHEHT HaJIe)KHOCTH, MaccoBOTO HaJIe)KHOCTH,
a) MaccoBOTO 00CITy)KUBaHHUS U | MaccoBoTroO
i T— oOciyXuBaHus U pUCKa  3alMIIEHHBIX | 00CITyKHUBaHUS u
st pucka CHCTEM W  CPEJCTB | pUCKA 3allMIIEHHBIX
wr(opMar 3aIULICHHBIX XpaHeHHs, OOpabOTKH | CHCTEM U  CPEJCTB
HOHHOR CHCTEM M CpEJICTB u nepenayy | XpaHeHus,
6e30IACHO XpaHCHHS, “HpOpMALIN 00paboTkn u
CTIL. 00paboTku " repeaagu
nepenadn nHpopMannuu
HHPOpPMALTUH Baageer
Baangerb HABBIKAMM:
HaBbIKamMu: ~ GopMynupoBaTh U
- (opmymnupoBats peuarb 3a7a4u
W pemarb 3a7a4u MO/ICITMPOBAHUS
MO/ICTTMPOBAHHUS 3alIMIIEHHBIX
3aIIMIIEHHBIX UH()OPMALIMOHHBIX
MH(OPMALMOHHBIX CHCTEM, B TOM YHCIIE
CHUCTEM, B TOM CpeACTB W ceTei
YHCJIE CPENCTB H XpaHeHUs,
ceTel  XpaHeHwus, 00paboTKH H
00paboTkn u nepegauu
neperadu uHpOpMAIUT
nHpOpPMAIH
HN-OIIK- —3ananu | Temsl | 3HaTh: 3naer: 3Haer: 3naer:
31 © A1 -8 — TpeGoBaHUs — TpeGoBaHuUs — TpeOoBaHHU — TpeOoBaHHU
Cnocoben | CaMOCTOs PYKOBOJAIIUX W | pYKOBOMSIIIHAX U | pYKOBOJIAIIUX U | PYKOBOJIAIIUX u
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OCYIIECTBII
ST
pa3paboTk
Y IIPOEKTOB
paboumnx,
TEXHUYECK
ux,
opranum3aig
HMOHHO-
pacropsiu
TENBHBIX U
JKCIUTyaTa
IIHOHHBIX
JTOKYMEHTO
B o
obecreueH
HI0
nHdopmarn
HOHHOU
6e3omacHo
CTH B
COOTBETCTB
4051 C
JIEUCTBYIO
MU
HOpPMATHBH
BIMH
akTaMH U
TOCyIapcTB
C€HHBIMHU
CTaHgapTa
MHU.

TEIbHOU
paboTHI

- Kontpo
JBHAs
pabota

— Dk3ame
H

HOPMAaTHBHO-
METOIMYECKIX
JIOKYMEHTOB 1o
CO3/IaHUIO "
AKCIUTyaTaIlH
AC3U.

YMmerb:

— NPOEKTHPOBATH
AC3U B
COOTBETCTBUH  C
TpeOOBaHUSIMHA
HOPMAaTHBHBIX
JOKYMEHTOB.

Baagerp
HABBIKAMM:

— OpraHu3aluu
BBIMOJIHEHUS Pa0bOT
o BBOJY B
IKCIUTyaTaI[HIO
CHCTEM H CpEICTB
obecrieueHus
HHPOPMATNOHHON
0€e30IaCcHOCTH.

HOPMAaTHBHO-
METOIUYECKUX
JIOKyMEHTOB
CO3JaHUI0
IKCIUTyaTaI[ul
AC3MU.

1o

HOPMaTHBHO-
METOINYECKUX
JOKYMEHTOB 110
CO3IaHHIO u
skcrryaranuu AC3U.

Ymeer:

— MPOEKTUPOBATH
AC3U B cOOTBETCTBUU
c TpeOOBaHUSIMU
HOPMATHBHBIX
JIOKYMEHTOB.

HOPMaTHBHO-
METOJMYECKUX
JOKYMEHTOB o
CO3JIaHHIO u
SKCIUTyaTaIluH
AC3H.

YmMmeer:

— NIPOCKTHPOBATH
AC3U B
COOTBETCTBHHU c
TpeOOBaHUAMH
HOPMAaTHBHBIX
JOKYMEHTOB.

Baaneer
HABBIKAMM:

— OpraHu3anuu
BBIMOJTHEHHS ~ paboT
o BBOJY B
IKCIUTyaTaIuio
CHCTEM H CPEICTB
obecrieueHus
HHPOPMATMOHHON
0e30MacHOCTH.

MeToauveckue peKOMEeHAALMHU MPENnoIaBaTe 0
10 npoueaAype OLeHNBAHUS 3HAHUI, YMEHHH,

HABBIKOB M (WJIN) ONbITA AeSITeJILHOCTH,

KOMIIETECHIIU I

XapaKTepUu3yIIUX 3Tanbl JOPMUPOBAHUSA

LIGJ'H)IO npoucaypbl OUCHUBAHUA ABJISICTCA OIMPCACIICHUEC CTCIICHH OBJIAACHUA CTYACHTOM

OKMJAEMBIMU pe3yJbTaTaMU OOy4eHHs (3HAHUSAMH, YMEHUSMU, HABBIKAMH U (WJIH) OIBITOM

JeATCIHbHOCTH).

Hpouenypa OOCHUBAHHA CTCIICHHU OBJAACHUA CTYACHTOM OXHAACMBIMU PC3YyJIbTaTaMHU

06yquI/151 OCYIICCTBIIACTCA C IOMOINBIO MCTOANYCCKUX MATCPHUAJIOB, IIPCACTABIICHHBIX B Pa3aciic

«Tumosnie KOHTPOJIBHBIC 3adaHUsA WM WHBIC MaTCpUalibl, H€O6XOI[I/IMI>IG JJIs1 OLICHKU 3HaHI/Il>'I,

YMEHUH, HaBBIKOB W (WJIM) OMBITa JAESITEIBHOCTH, XapaKTEPHU3YIOMIMX ASTanbl (HOPMUPOBAHUS

KOMIIETEHIIA M

IMoporosrlii ypoBeHb (001111Me XapaKTEPUCTHKN):

Kpurepun oueHMBaHUs CTENEHHU OBJIAIEHUS
3HAHUSAAMH, YMEHUSIMU, HABbIKAMH U (MJIM)
OIIBITOM [1eITeJIbHOCTH, ONPeAe/ISI0lIue YPOBHU

chopMHUPOBAHHOCTH KOMIIETEHIIH I

— BJIaJICHWE OCHOBHBIM 00BEMOM 3HAHUH MO MPOrPaMME TUCITUTUIHHEI,
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— 3HAHUE OCHOBHOW TEPMHUHOJIOTMH JTaHHOW 00JIACTU 3HAHUM, CTUJIMCTUYECKU TPaMOTHOE,
JIOTUYECKH MPABWIILHOE M3JI0KEHUE OTBETA Ha BOMPOCHI 0€3 CYIIECTBEHHBIX OITHOOK;

— BJaJICHUE WHCTPYMEHTapueM JHCUUIUIMHBI, YMEHHE €ro HCIOJb30BaThb B PELICHUU
CTaHJapTHBIX (TUMOBBIX) 3a/1a4;

— CIHOCOOHOCTh CaMOCTOSITEIIHEHO IIPUMCHATL THIIOBBIC PCHICHUA B paMKax pa6oqel71
nporpaMMbl JUCHUIIIINHBIL,

— YCBOGHHE OCHOBHOM  JIMTEepaTypbl, pPEKOMEHJOBAaHHON paboueil mporpamMmon
JTUCIHUTLITAHBI;

— 3HaHUe 0a30BBIX TeopI/IfI, KOHIICLUN 1 HaHpaBJ’ICHI/Iﬁ 10 HSY‘IaCMOﬁ JUCHUITIINHC,

— CaMOCTOsTeNIbHasl paboTa Ha MPAKTHYECKUX U J1a00paTOPHBIX 3aHATHIX, IEPUOANYECKOE
y4acTHe B IPYNIOBBIX OOCYKJIEHUSX, 1IOCTATOYHBIA YPOBEHb KYJIbTYPhl UCIIOJTHEHUS 33 JaHUM.

IIpoaBuHYTHI YpoBeHb (001I1e XapaKTEPUCTUKH):

— JIOCTaTOYHO TIOJHBIE MW CHCTEMATU3MPOBAHHbIE 3HAHUS B O0O0BEME MPOrpPaMMBbI
JUCLUIUINHEI;

— UCIIOJIb30BAaHHE OCHOBHOW TEPMHMHOJOTUM JAaHHOW O0JacTH 3HAHUN, CTHJIMCTHYECKHU
IPaMOTHOE, JIOTUYECKH MPABUIBHOE U3JI0KEHHE OTBETA HA BOIPOCHI, YMEHHE JI€TIaTh BHIBO/IbI;

— BIAJICHUE WHCTPYMEHTApUEM JIUCLUIUIMHBI, YMEHHE €ro HCII0Jb30BaTh B pEUICHUU
y4eOHBIX U TPO(PECCHOHANBHBIX 33/1a4;

— CIOCOOHOCTBH CaMOCTOSITEIHLHO PENIATh CIOXKHBIE 3a/1a4H (TpoOJIeMbl) B paMKax padoueit
MPOrPaMMBI JTUCIUILTAHBI,

— YCBOGHHE OCHOBHOW H JOMOJHHUTENIBbHON JUTEpaTypbl, PEKOMEHJOBAaHHOW pabouei
MporpaMMOM JUCIUTIIIUHBI;

— YMCHHUC OpPHUCHTHUPOBATLCA B 0a30BBIX TCOPHAX, KOHOCIIIOUAX MW HAIIPABICHUAX IIO
HsyqaeMoﬁ AUCHUININHE U AaBaTb UM CPABHUTCIIbHYIO OILICHKY,

— camMocCTOsITeNbHAsE paboTa Ha MPAKTUYECKUX M Ja0OpAaTOPHBIX 3aHATHUIX, Y4acTHE B
IPYMIIOBBIX 00CYX/IEHHUSAX, BBICOKHI YPOBEHb KYJIbTYPHI UCIIOJIHEHUS 3a1aHUH.

Bbicokuii ypoBeHb (001111€ XapaKTEPUCTUKH):
— cUCTEeMaTH3UPOBaHHbIE, ITYOOKHE U MOJIHbIE 3HAHUA [0 BCEM pa3ieiaM JUCIHUITINHBL;

— TOYHOC HCIOJIb30BAHNE TEPMHUHOJIOTHHM JaHHON 007acTH 3HAHWHA, CTHIMCTHYECCKH
IPaMOTHOE, JIOTHYECKH TMPaBUIBHOE M3JI0KEHHE OTBETAa Ha BONPOCHI, YMEHHE JejaTh
000CHOBaHHbBIE BLIBO/IHI,

— 0e3ynpevHoe BlaJeHHEe MHCTPYMEHTApUEM JUCIMIUIMHBI, YMEHHE €Tr0 HCIO0JIb30BaTh B
MOCTAHOBKE M PEIICHUH HAYYHBIX U MPO(ECCHOHATBHBIX 3a/1a4;

— CIIOCOOHOCTh CaMOCTOSTEIBHO M TBOPYECKHU pelIaTh CJIOXKHBIE 3a1adyu (MpoOieMbl) B
paMkax paboueil mporpaMMbl TUCIUILTAHBL

— OJHOE M TIyOOKOE€ YCBOGHHE OCHOBHOM M  JIONOJHMUTENBHON JINTEPATYypHI,
PEKOMEHI0BAHHOM pabouel mporpaMMon AUCIUIUINHBI;

— YMCHUC OPUCHTHUPOBATBCA B OCHOBHBLIX TCOPHUAX, KOHICIIOUAX W HAIIPABICHUAX 110
I/I?;yT‘IaCMOI‘/JI AUCOUINNIMHE U JaBaTb UM KPUTHYCCKYIO OLICHKY,
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— aKTHBHasi CaMOCTOsITelbHAs padoTa HAa MPAKTUYECKUX U JA0OPATOPHBIX 3aHATHSIX,
TBOPUYECKOE Yy4YacTHE B TPYIIOBBIX OOCYXICHHSIX, BBICOKUH YpPOBEHBb KYJIBTYPHI HCIOIHEHUS
3aJIaHUM.

OnucaHue npoueaypbl BHICTABJIEHUS OIl€HKH

DK3aMEH COCTOUT U3 JBYX TECOPETHYECKUX BOIPOCOB M OJHOTO MPAKTHUYECKOTO 3a/aHUS,
BBITIOJTHSIEMOT'O Ha JJaO0paTOPHOM 00OPYIOBAHUHU.

B 3aBucumoct oT ypoBHS CHOPMHUPOBAHHOCTH KaXKIOW KOMIIETEHIIMU 1O OKOHYAHUU
OCBOCHUS TUCLUMIUIUHBI CTYJIEHTY BBICTABIISICTCS OIleHKA. BUJI OLIEHKU («OTIUYHO», «XOPOIION,
«YIOBJIETBOPUTEIILHO», «HEYJIOBIECTBOPUTEILHO») OMNpeaesseTcss paboued  mporpaMMmon
JTUCIUIUIMHBI B COOTBETCTBUU C YUEOHBIM TUIAHOM.

OLleHKa «OTJIMYHO» BBICTABISETCA CTYIAEHTY, y KOTOPOTrO Kaxzjas KOMIIETCHIUs
(MOJTHOCTHIO WM YacTUYHO (dopMUpyeMasi JaHHOW JAUCHUILIUHON) cOpMUPOBAHA HA BBHICOKOM
YpOBHE.

OLeHkKa «XOpOIIO» BBICTABISAETCA CTYAEHTY, Yy KOTOPOrOo KaXKJass KOMIIETCHIUS
(MOTHOCTHIO WM YacTHYHO (hopMHpyemMasi TaHHOM JUCIUIUIMHON) chopMHUpOBaHA HE HIDKE, YeM
Ha MPOJIBUHYTOM YPOBHE.

OueHkKa «yJOBJIETBOPUTEIBHO»  BBICTABIAETCS  CTYACHTY, Yy KOTOPOro  Ka)kjas
KOMITETEHITUS (TIOJTHOCTHIO UM YacTHYHO opMHUpyeMasi TaHHOW AUCIUIUINHON) chopMupoBaHa
HE HIKE, YeM Ha IOPOrOBOM YPOBHE.

OlnieHKa «HEYJTOBJIETBOPUTEIHHO» BBICTABISACTCS CTYIEHTY, Y KOTOPOro XOTs OblI OJHA
KOMITETEHITUS (TIOJHOCTHIO WM YacTHYHO (opMHUpyeMasi TaHHOW AUCIUIUINHON) chopMupoBaHa
HUXKE, YeM Ha IIOPOTOBOM YPOBHE.
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Ipnioxenne Ne2 k paGoueil mporpamme
AUCHUILTUHBI «3aluieHHble HHpOpMaUHOHHbIE
CHCTEMBbD»

MeTtoauueckue yKasaHus JJIs
CTYJA€HTOB 10 OCBOCHUIO IUCHUIINHbI

CTyneHTy JOCTaTOYHO CJIOXKHO CaMOCTOSITEIbHO OCBOMTH BONPOCHl  JUCLMITIMHBI
«3amuieHHble ”HPOpMalMOHHbIE cucTeMbI». [locemnienre Bcex NpelyCMOTPEHHBIX ayIUTOPHBIX
3aHATUH SIBJISETCS COBEPIIEHHO HEOOXOAMMBIM. be3 yrmopHBIX U peryispHbIX CaMOCTOSTEIbHBIX
3aHATUHI B TEUEHUE CEMECTPA CAaTh 3K3aMEH MPAKTUYECKH HEBO3MOXKHO. M3yueHne TUCIUIINHBI
MIPEAIONAaraeT YBEPEHHOE BJIAJIEHUE KOMIBIOTEPOM, YMEHHUE OCYHIECTBIISITh MOUCK MH(OPMALUU
B cetu MHurepHer. Kpome yriyOGieHHOro OCBOEHHUS OCHOBHOM M JIONOJHHUTEIBHOM JIUTEPATYP,
PEKOMEHAYETCS  OTCIEKHMBATh PETYISIPHO OOHOBISIEMbIE MaTepuanbl TOCYIAPCTBEHHBIX
crannaptoB Poccum mo ympasneHuio Oe3zonacHocTH Ha oduuuanbHOM caiite Poccrannmapra
Poccun (http://www.standard.gost.ru/wps/portal, nmara oOpamenus 19.01.2022) B pasugene
«YBenomieHHs 00 YTBEPKI€HUH HAlMOHAJIbHBIX CTAaHAAPTOBY.

Takxe, peKOMEHIyeTCsl UCIIONIb30BaTh pecypchl ceTu MHTepHeT, yka3aHHbIe B pasjene 7
MIPOTPaMMBI.
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