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1. Heau ocBoeHHS TMCHUNIUHBI

[lenpt0 OCBOGHUS NUCHMIUIMHBI «YTpaBlieHHEe HWHPOPMAIMOHHON 0€30MacHOCTHIOY
SIBIIICTCS. TIOJTOTOBKA K JICATEIBHOCTH, CBSI3aHHOH C yIpaBlIeHHEM WH(OPMAIMOHHON
0e30MacHOCThI0, Pa3paboOTKOM MPOEKTOB OpPraHU3alMOHHO-PACIIOPSIUTEIbHBIX JOKYMEHTOB Ha
cUCTeMBbI o0ecrieyeHns HH(POPMAIIMOHHOHN 0€301MacHOCTH.

JlanHblit Kypc BbIpaOaThIBaeT y CTYJACHTOB 3HAHUs, HABBIKM U YMEHHSI OPIaHHU30BbIBAThH
Ipolecc yhpaBieHus WH(HOPMAIMOHHONW O0€30mMacHOCThI0O B 00BekTe uH(pOpMaTH3amH,
BBISIBJICHHE HWHIUJCHTOB O€30MacCHOCTH M MeEpbl MPOTHBOJCHCTBUS BO3HUKAIOIIUM Yrpo3am
WH(HOPMAIIMOHHON 0E30MaCHOCTH.

2. MecTo AucuMIIMHBI B cTpyKType OIl

«YmpapineHue HHPOPMALMOHHOM O€30IIaCHOCTBIO» OTHOCUTCS K YHUCIY JUCLMILIMH
00s3aTeNbHON YacTH 00pa30BaTEIbHON IPOrPAMMBI.

JUis yCHemHoro ycBOSHHs JaHHOH TUCLMIIIIMHBI HEOOXOAMMO, YTOOBI CTYJIEHT OBJIaJel
3HAHUSIMH, YMEHUSIMHU U HaBBIKaMH, C(OOPMUPOBAHHBIMH B IPOLECCE U3YUSHHSI TUCIUTUIMH:

«MHpopmaTuKa» — paboTta ¢ IPOrpaMMHBIMU CPEICTBAMHU OOILEr0 Ha3HAUCHMS,;

«OrnepaloHHbIE CUCTEMbB» — 3HAHUE MPUHIMIIOB (YHKIIMOHUPOBAHUS COBPEMEHHBIX
OIEPALIMOHHBIX CUCTEM U YMEHHUE UX aJIMUHUCTPUPOBATH.

«BprancnuTeNnbHbIE CeTH» — 3HAHUE MPUHIMIIOB (YHKIMOHUPOBAHUS BBIYUCIUTEIBHBIX
ceTen.

3HaHMSI U HaBBIKM, IOJyYEHHbIE B PE3y/IbTAaT€ W3YUEHUs AUCLMILIMHBL «YIIpaBieHHUE
MH(POPMALIMOHHOM 0€30IaCHOCTBIO», UCIONb3YIOTCSA CTYJE€HTaMHU B JajbHEHMIEM IpU HAay4yHO-
MCCJIEI0BATENbCKOM padoTe U B MpodheCcCHOHATBHOM JIeATeTbHOCTH.

3. [lllanupyemble  pe3yJbTaTbl  00y4YeHHSs
IUIAHUPYeMbIMH pe3y/bTaTtamu ocBoenus OIl

mo AUCHHUIIIMHE, COOTHECCHHbIC C

IIponiecc u3ydyeHus AUCUUILIMHBI HAapaBjieH Ha (OPMHUPOBAHUE CIETYIOIUX 3JIEMEHTOB
kommnereHmii B coorBercTBur ¢ ®I'OC BO, OOIT BO u npuoOpereHus CIeayromuX 3HAHHM,
YMEHUH, HaBBIKOB U (WJIM) OIBITA 1A TEbHOCTH:

dopmupyemas Nupukarop IlepeyeHb MIAHUPYEMBIX Pe3yJIbTATOB
KOMIIeTeH s AOCTHKEHMS 00y4eHus
(ko u KOMMETEeHIIU
¢opmyaupoBka) (kom u
¢opmyanpoBka)
YHuBepcajibHble KOMIIETEHIINH
3HaTh:
VEK-1 - METOJIOJIOTHIO CHCTEMHOIO IMOJXO/a MPH PEIIeHHH 3ajad
TIpaBJieHUs] HHYOPMAIIMOHHON 0€30aCHOCTH.
Criocoben ymp Pop
OCYILECTBIISTD
o YmMmersn
KPUTHUYECKUN N_VYK-1_1
= — - OCYLIECTBJIATH KiacCHU(UKALMIO 3a7ad M IPOLECCOB
aHaIN3 OcymiecTBisieT N
o MHPOPMALTUOHHON 0€30MaCHOCTH;
npoOIEeMHBIX CHUCTEMHBII aHaIIn3 .
o - BBICTpaWBaTh Iporecc obecreueHus HHPOPMAITUOHHON
cUTyauui Ha | 3aJa4u, BBIIENAA ee
0e3omacHOCTH.
OCHOBE 6a3oBbIe
CHUCTEMHOT'O COCTaBJISIONINE
Baaners
1oJX0/1a, .
BBIpa6aTBIBaTB - HaBbIKaMH YITPaBJICHUA I/IH(bOpMaHI/IOHHOI/I 0€30MacHOCTH U
CTDATEIHIO aHaJM3a MocJeICTBUNA IPY BOZHUKHOBEHHH yrpo3 B chepe
p o WHPOPMAITMOHHON 0€30MaCHOCTH;
JefcTBU

- HaBbIKaMH KPUTHYCCKOI'0 aHaJIM3a BOSHUKACMbIX 3ajla4
MH(POPMAITMOHHOHN 6€3011aCHOCTH.
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3HATDb

- HCTOYHUKHU WHPOPMAITUOHHON

yrpo3 W PHUCKOB

N_VYK-1_2 0e30MacHOCTH M UX KIaCCU(PHUKAIIHIO.
Ompenenser,
HHTEPIPETUPYET U | YMeETh
pamKkupyer - BBIABIATH NPOOJIEMHBIE CHUTYaIlH, HWCIOIB3YS METOJBI
nH(pOpMAITHIO, yrpasiieHHsI ”HPOPMAaMOHHOH 0€30MacHOCTH,;
TpeOyemyo At - PaHXHUpPOBaTh BBHISBJICHHBIC YIpo3bl WHGOPMAIIMOHHON
pereHus 0e30macHOCTH.
MOCTaBJIEHHOMN
3a7a4u Baagernb
- HaBbIKaMH YCTPaHEHUs BBISBICHHBIX YTPO3
HH()OPMAITMOHHON O€30TIaCHOCTH.
VK-3 3HaTh:
Crioco6en - OCHOBBI  CTPAaTerHMYeCKOr0  IUIAHUPOBaHHS  PabOTHI
HN-YK-3 3 KOJUIEKTUBA U1l JOCTHKEHHUS TOCTaBICHHON LIETH.
OpraHU30BHIBATH —
IInanupyer
" PYKOBOJHTH
AGOTOMN KOMaHIHYIO YMmeTh
EOMaHIH)I paborty, - IUTaHUPOBaTh KOMaHIHYK pabdoTy, pacIpenensTh
&
acTpenenseT MOPYYEHUS U JEJIETUPOBATH MTOJTHOMOYHS WICHAM KOMAaH/IbI.
BbIpadaTbIBas pactipen Py a p A
IIOpYYEHHUS U
KOMaH/IHYIO
JeeTupyeT Baanerb
CTpaTeruto I o
MTOJTHOMOYHS - HaBBIKAMU TIOCTAHOBKH IEJIA B YCIOBHAX KOMAH/IOM
JIOCTHKECHUS
o yJIeHaM KOMaH/IbI. paboThI;
MOCTaBICHHON . N
e - cioco0aMu ynpaBJIeHUs] KOMaHIHOW PadOTON B pellieHUH

IIOCTABJICHHBIX 3a1a4.

Oo6wenpodeccuoHajlbHble KOMIETCHIIUN

OIIK-1
CrocobeH
000CHOBKIBATH
TpeOOBaHUS K
CHCTEME
obecrieueHus
UHQOPMAaITIOHHOH
0€30I1aCHOCTH |
pa3pabaThiBaTh
MIPOEKT
TEXHUYECKOTO
3aJaHisg  Ha ee
CO3/IaHue

H-0OIIK-1.5

3HAET METObI
MPOEKTHUPOBAHUS U
MOCTPOCHUS CUCTEM
MH(OPMAITMOHHOM
0€301acCHOCTH,
BKITIOYAst METOJIbI
TECTHPOBAHUS

3¢ (heKTUBHOCTH U
OLICHKH

3HaTh:

- OCHOBBI CHCTEMHOTO IT0JIX0/1a K 00ECIICYCHUIO
WH(POPMAITMOHHON 0€301MacCHOCTH;

- METOJBI OLICHKU PUCKOB, IPUMEHSIEMBIE IIPU YIIPABICHUU
WHPOPMAIMOHHOHN 0€30MaCHOCTEHIO.

Ymers

- OCYWIECTBJIATh KJIACCU(PUKAIMIO 3a7ad M IPOLECCOB
WH(POPMAITMOHHON 0€301MaCHOCTH;

- IPUMEHSTH METO/AbI OLEHKH HAaJEKHOCTU NPU YIPaBICHUU
WHPOPMAIMOHHOHN 0€30MaCHOCTEHIO.

Baagets
- HaBBIKAMU YIpaBJICHHUs] MHPOPMAITMOHHON 0€30MacHOCTHIO

HaJE&KHOCTH Y aHaJIM3a MOCIeICTBUII IPU BO3HUKHOBEHHUHU YTPO3 B chepe
WH(POPMAITMOHHON 0€301TaCHOCTH;
- HaBBIKAMH HCIIOJIb30BAHHMSI IIPOTPAMMHBIX CPE/ICTB,
NPUMEHSIEMBIX B YIIPaBJIeHUH HH)OPMALIMOHHOM
0€301MacHOCTEIO.

N-OIIK-1.6 3HaTh:

BIAIET - c11oco0BI B3aMMO/ICHCTBHUS TPOTPAMMHBIX CPEJICTB,

HABBIKAMU Y4acTBYIOIINX B YIIPaBICHUH HHHOPMAITHOHHOM

yaacTHs B 6€30MaCHOCTBIO.

pa3paboTke VMeTL

CHCTCMBI - pa3pabaThIBaTh M BHEAPATH CHCTEMY 3aIUTHI HH(OpMALH;

obecrieyeHus _ |- MacmTabupoBaThb M pacIIMpATH  HCIONb3yEMbIE

MH(QOPMAILMOHHOH | porpaMMHbBIE pELIEHHS, HCTIONb3yeMble NPH YIIPABICHUH

0€301aCHOCTH MH(OPMAIHOHHOH GE30MaCHOCTHIO.




00BEKTa

Baaners

- HaBBIKAMU TUIAHUPOBAHUS U Pa3pabOTKU CUCTEM
MH(POPMAITMOHHOM OE301MaCHOCTH;

- HaBBIKAMU OIICHKH UCTIONIb3yEMBIX MMPOTPAMMHBIX CPEJICTB,
CHCTEMEBI o0ecTieueHIsI HHPOPMAITMOHHOW O€30ITaCHOCTH.

OIIK-2

Cnocoben
00OCHOBBIBATh
TpeOoBaHU K
CHCTEME
obecnieueHus
WH(POPMAITIOHHON
0e30MacHOCTH |
pa3pabaThiBaTh
MPOCKT
TEXHHUYCCKOI'O
3aaHus  Ha
CO3IaHHE

€

3HATB:

U-OIK-2_1 METOZBI YIpaBieHUs HH(POPMALMOHHOW 6€30IIaCHOCTH
CnocobeH yip p ‘
OCYIECTBIISAThH
y Ymerb

pa3paboTKy

- BEIOMpaTh 1 00OCHOBBIBATH MMPEUMYILECTBA METOIOB
TEXHHUYECKOTO

pemIeHus 3a/1a4 IS 3aIUTHl HH(OPMAIH KOMIBIOTEPHBIX
MPOEKTa CUCTEMBI .

CHCTEM U CeTeil.
(6o ee
IIOJICUCTEMBI, JIHOO

Baagernb
KOMITOHEHTA)

- HAaBBIKAMH OIIEHKH U MUHUMH3ALUH PUCKOB TIPH
obecneueHust o :

. | ynpaBieHun nHGOPMALMOHHON 0€30MacHOCTHIO;

nH(pOpMaAITMOHHON N

- HaBbIKaMH IMPAKTHYCCKOUN p€ain3allui TUIIOBLIX 3a1a4
0e30macHOCTH

MCCIIEIOBAHUS
HN-OIIK-2_2 3HaTh:
Crniocoben - U MEXIYHAapOIHBbIE HOPMATUBHBIC JOKYMEHTHI U
OpraHu3oBaTb rocyaapCTBCHHBIC CTaHAAPTHI 110 O(I)OpMJ'ICHI/IIO
odopmiieHne JIOKyMEHTAIH Ha CHCTEMY oOecIiedeHrsT HHPOPMAIIHOHHON
JOKYMEHTAIUN 0e30MmacHOCTH.
TEXHUYECCKOI'O
IIPOEKTa Ha Ymerb
CUCTEMY - NpOBOAWTH BHIOOp, wWccaenoBarh  A(M(HEKTUBHOCTB,
obecrieyeHusI MPOBOJHUTH TEXHUKO-DKOHOMUYECKOE 000CHOBaHUE
MH()OPMALMOHHOW | IPOEKTHBIX pEIICHWH B 00JacTH IOCTPOCHHS CHCTEM

0e30IMacHOCTH B
COOTBETCTBHUH C
JEUCTBYIOLIUMU
HOPMAaTHUBHBIMU
JIOKYMEHTaMH 1
roCy1apCTBCHHBIMH
CTaHJIapTaMHU.

obecrieueHns1 THPOPMAIIMOHHON 06€30MacHOCTH

Baagernb
- HaBBIKaMU pa3pabOTKH TOIUTHUK O€30TIACHOCTH Pa3IMIHBIX
YPOBHEM.

4. O0beM, CTPYKTYpA U co/iepKaHue TN CIUTITHHbI

OO01mast TpyA0eMKOCTh JTUCIHUILINHBI COCTABISACT 5 3aueTHBIX enuHuI, 180 akan. wacos.

Ne Tembl (pa3meJibl) o Buabl yueOHBIX 3aHATHI, DopMBbI TEKYIIET0 KOHTPOJIS
n/n AUCHUILINHBI, 5 | BRIIOYasi CAMOCTOATEILHY IO ycneBaeMocTH
HX CO/IepKaHHe S padoTy CTy1€eHTOB, dopMa MPOMEKYTOTHOI
3 U UX TPYI0€MKOCTh arrecTanuu
(B akageMH4YeCKHX 4acax) (no cemecmpam)
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Mogens yrpo3 N
2 |6esomachocTn >l6l6 s 8 BLmonHeHne6J1a60paT0pHon
MHQOPMALIUH. PaboTel
Tlonutuku Brimonnenwne 1abopaTopHOit
3 0e30MmacHOCTH. 216168 8 paboThI
Ayaut o
4 landopmarmonmoii >l6l6ls 8 BLIHOJ'IHGHI/IC6J'Ia60paT0pHOI/I
0e30MacHOCTH. paboTEl
5 |YmpaBnenue puckamu. 2 |66 8 Onpoc Ha NpakTHYeCKiX
3aHATHAX
6 |MOHHUTOPHHI COOBITHIA >l6l6ls 8 BeinoaHenwue 1ab0paTOpHOI
0e30MacHOCTH. paboThI
2 2 105 33.5 OKk3aMeH
Bcero 3a 2 cemectp 32132|132| 2 |05 48 (335
180 gacos
UTOI'O 32132132 | 2 |05] 48 |335

Coneprxanue pa3ienoB AUCITUTUTHHBI:

Tema Ne 1 Beenenue.

1.1. Ienu, KpuTepuu U PECYpPChl YNPaABIEHUS, HBOJIOLMS MOAXOJIOB K YIPABICHHIO
0€30MaCHOCTHIO.

1.2. Ynpasienue afilekBaTHOCTbIO U YIIPAaBJIE€HHE PUCKAMHU.

1.3. Cucrema ympaBiieHHsI 6€30MIaCHOCTBIO, 00JIACTh ACHCTBUS, CTPATETUS] TOCTPOCHHS H
BHE/IPEHMs, MPOLECCHBIH NOAXOA K YIPABICHUIO, 33JaHue, WICHTU(UKALUSA, OIMCAHUE
(TOKYMEHTHPOBaHUE) U H3MEPEHHE MTAPaMETPOB MPOIECCOB YIPABICHUS O€30MACHOCTHIO.

1.4. [TuKAMYHOCTh M HENPEPBIBHOCTh YIPABJIEHUS — KOHTPOJIb, aHAJIU3, INIAHUPOBAHUE,
peanu3anys permeHus.

Tema Ne 2 Mojeinb yrpo3 6e300acHOCTH UH(POPMALIUY.

2.1. Yrpo3el, aTaku WU YSI3BUMOCTH, OOBEKT M CYOBEKT Yrpo3bl MCTOYHUK W KaHAJ
HNOTEHIMAJIBHON pealn3aliy yrpo3bl, BUIbl CHCTEMHOMN KIaCCU(PUKALIMU YIPO3.

2.2. O6mast MeTo0JIoTHsI POPMUPOBAHUS MOJICITH YTPO3.

2.3. Ompenienenue ycaoBUH CO3JaHUS U MPOLIECCOB UCIMOIb30BaHUA MH(OPMAIIMOHHBIX
pecypcoB.

2.4. BbisBaeHHMe U MJIEHTU(UKALUSA CBEIACHUH, COIMYTCTBYIOIIMX OCHOBHBIM
MH(OPMaLIMOHHBIM IPOIIECCAM.

Tema No 3 [TonuTHky 6€30MACHOCTH.

3.1. [NonsaTue monutuku 6e3onacHoctd. OCHOBHBIE TPEOOBAHMUS, TPUHIIUITHI U TIOJIXO/IBI K
pa3paboTKe  TOJUTUKH  O€30MacHOCTH, KOMIIPOMHUCC  MEXAY  3allMIIEHHOCTBIO U
IPOM3BOIUTENEHOCTBIO.

3.2. CTpyKTypa MOJIUTUKU MHPOPMALMOHHOW 0€30MacHOCTH, 00JacTh ACUCTBUS M LUK
KU3HU TIOJUTUKA OE€30MacCHOCTH, HENPEPhIBHOCTh M IHKIUYHOCTh PAa3BUTHS TIOJUTUKU
0€30I1acHOCTH.

3.3. [Ipomecc pa3pabOTKH MOTUTUKH O€30ITaCHOCTH.

Tema No 4 Aynut undopmarimoHHoN 6€300aCHOCTH.

4.1. llenu u 3a1aun ayauTa HHPOPMAIIMOHHONW O€30MaCHOCTH B OpPraHU3alIlu.

4.2. CranaapThl ayauTa HH(GpOpMamoHHON 6€30MacHOCTH.

4.3. Tlponienypa mpoBeeHUS ayAnTa O€30MaCHOCTH.

Tema Ne 5 VnpaprieHue puckamu.

5.1. Ananu3 puckoB. MeTozbl HAEHTH(PHUKAIIUN U OLICHUBAHUS PUCKOB.

5.2. Hcnonp3oBaHWE aHANM3a PHUCKOB IS CO3MAHUS W TOJJICPKAHUS TOJHTHK
0€30IaCHOCTH.

5.3. MexxayHapoHas MpakTHKa YIPABICHUAS PUCKAMHU.

Tema Noe 6 MOHUTOPHUHT cOOBITHI GE30ACHOCTH.
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6.1. Llenu 1 mporeaypsl MOHUTOPUHTA 0€30ITACHOCTH.

6.2. YpaBieHue HHITUACHTaAMH.

6.3. PearupoBanue Ha cOOBITUS M HHIIUICHTHI.

6.4. PacciienoBanye WHIMIEHTOB.
5. O0pa3oBaTejibHbIE TEXHOJIOTHHU, HCIOJIB3yeMble MPU OCYIIECTBJIEHHH 00Pa30BaTeIHLHOI0
npoiuecca no TUCHUIINHE

B nponecce 06ydeHuns UCIONB3YIOTCS Cielyrolue 00pa3oBaTeIbHble TEXHOIOTUU:

BBoaHasi JieKunMA — 1aeT IEpBOE LEJIOCTHOE IPEACTaBICHUE O JIUCLMIUIMHE U
OPUEHTHUPYET CTYAECHTA B CUCTEME U3YyYEHUs NAaHHOW JUCHMIUIMHBL. CTyIEHTBI 3HAKOMATCA C
Ha3HAUYEHUEM W 33/1ad4aMU Kypca, €ro pojbl0 M MECTOM B CHUCTEME yYEOHBIX AWUCIUILIUH U B
CUCTEME TIOATOTOBKM B 1enoM. Ha 53TOH JeKnuM BBICKa3bIBAaIOTCS METONUYECKHE U
OpraHu3allMOHHBIE OCOOCHHOCTH pabOThl B paMKax JaHHOW IUCHMIUIMHBI, a TaKKe MaeTcs
aHaJIU3 PEKOMEHIyeMOH yueOHO-METOJUUECKOM JIUTEPaATypHl.

AxkaneMuyeckasi JeKUus (WK JEKIUs 00IIEro Kypca) — Moclie0BaTeIbHOE U3II0KEHHE
MaTepuanga, OCYILIECTBISEMOE IPEHMYILECTBEHHO B BUIE MOHOJOra IIpenojaBaTels.
TpeboBaHMs K aKaJeMHUYECKOH JIEKIUU: COBPEMEHHBIH HAYYHBIH YPOBEHb M HACBHIIICHHAsS
MH(OPMATUBHOCTb, yO€qUTENbHAs apryMeHTalus, JOCTylHass M IOHSATHAas pedb, YeTKas
CTPYKTYpa MW JIOTHKA, HalU4ue SIPKUX IPUMEPOB, HAY4YHBIX [OKa3aTeiabCTB, OOOCHOBAHMUH,
(dakToB.

IIpakTHyeckoe 3aHATHE — 3aHATHE, IOCBSIIEHHOE OCBOEHUIO KOHKPETHBIX YMEHUH U
HAaBBIKOB M 3aKPEIUICHUIO ITOJIyYEHHBIX Ha JICKIUH 3HAaHUH.

JlaGopaTtopHas padora — opranu3zanus yueOHoi paboThl C pealbHBIMU MaTepUaIbHBIMU
¥ MTHPOPMALIMOHHBIMU O0bEKTaMH.

KoncyabTranum — BuJI yueOHBIX 3aHATUH, SBIAOLMICS OAHOH U3 (HOpM KOHTPOJSA
CaMOCTOSITENIbHOM ~ paboThl  CcTyAeHTOB. Ha KOHCynpTanmusx 1O HOpock0e  CTYIEHTOB
paccMaTpuBalOTCsT Haubojee CIOXKHBIE MOMEHTHI IPU OCBOEHMM MaTepuaya JUCLUIUIMHBL,
IIPENOAaBaTellb OTBEYAECT HA BOIPOCHI CTYIEHTOB, KOTOPbIE BO3HHUKAIOT Y HHUX B IIpoLecce
CaMOCTOSITENIbHON PabOTHI.

6. [lepeyeHb WHMOPMANMOHHBLIX TEXHOJOIHWii, WCHOJb3yeMBIX TMPH OCYIIEeCTBJICHUH
o0pa3oBaTeJIbHOr0 MpoLecca MO IUCHUIJIMHE, BKJIOYAas MepeYyeHb JIHMIEH3UOHHOIO
NMpOrpaMMHOr0 obecredeHusi W  HMHGPOPMAIMOHHBIX CHPABOYHBIX CcHCTeM (mpH
HEe00XO0AUMOCTH)

B nporniecce ocyrecTBieHus 00pa30BaTeIbHOTO MPOIIECCa UCTIONB3YIOTCS:
porpaMMHOE 00eCTICUeHHE TSl CO3JIaHMsI U JISMOHCTPALINU MPE3SHTALNH, HILTIOCTPAIUA 1
JIPYTUX y4eOHBIX MaTE€pHUaJIOB:

- Microsoft Windows (B coctase Microsoft Imagine Premium Electronic Software Delivery);
- Oracle VirtualBox (cBo6oano pacmipoctpansemoe [10);

- Ubuntu (cBo6oaro pacmpoctpansemoe I10);

- Kali Linux (cBoboaHO pacmpoctpansemoe [10);

- OSSIM (cBo6oaHO pacnpoctansemoe [10);

- Greenbone Security Manager TRIAL (cBo6omHO pacrpoctpansemoe [10)

- ElasticSearch (cBo6oaH0 pacnpocransemoe I10).

7. IlepeyeHb COBpEeMEHHBIX NPO(eccHOHANBHBIX 0a3 JaHHBIX U HH(OPMALMOHHBIX
CIIPABOYHBIX CHCTEM, HCII0JIb3yeMbIX IIPH OCYLIECTBJICHHH 00Pa30BaTEJIbLHOI0 MpoLecca 1no
AUCHHILINHE (PU He00X0AMMOCTH)

1. DnexTponHas OubnuoTeka yueOHbIX MaTepranoB Spl'VY:
(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php).



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

2. DnekTpoHHO-OnbaroTeuHas cucrema «tOpaiir» https://www.biblio-online.ru/

3. DIeKTpOHHO-OMOIMOTEYHass CHUCTeMa  «YHHBEpCHTETCKash  Oumbnmoreka  online»
(www.biblioclub.ru).

4. Homoctu B cepe uH(DOpMAIMOHHOW OE30MACHOCTH M 3aIIUTHl KOMIIBIOTEPHOMN
uHdopmanmu xkypHana «Xakep»: https://xakep.ru/tag/news u sxypHana «HbopmannoHHas
6e3omacHoCcThY: http://itsec.ru/main.php.

5. Hogeiimue gannbpie 00 yrpo3ax paboThI C MOAKIIOYCHUEM K ceTd MHTepHeT pOCCHIICKOM
kommanuu «Jlaboparopus Kaciepckoroy: http://www.kaspersky.ru/internet-security-center.

6. @enepasibHBIN OaHK TaHHBIX YIPO3 OE30MACHOCTH, BEIyIIUIACS B pa3aeie « TexHnueckas
3amura uHGopmMarmn» oduimansaoro caiita ®CTOK Poccuu (https://bdu.fstec.ru).

8. IlepeyeHb OCHOBHOIi M JIONOJHUTEIbHOI Y4eOHO#l JHUTEpPaTyphl, PpecypcoB
HH(OPMANMOHHO-TEJIEKOMMYHUKANIMOHHON ceTn «UHTepHeT», HEOOXOAMMBIX JIJIs
OCBOEHHUS TUCUUILINHBI

a) OCHOBHAasl JIUTEpaTypa

1. Tuorenec, FO. Kubepbe3omnacHocTh. cTparerus atak u oboponsl / KO. uorenec, D.
Oskaiis ; nmepeBo ¢ anriuiickoro M. A. benmukoBa. — Mocksa : JIMK Ilpecc, 2020. — 326 ¢. —
ISBN 978-5-97060-709-1. — Texkcr : smekTpoHHBIN / JlaHb : 310eKTpOHHO-OMOIMOTEUHAS
cucrema. — URL.: https://e.lanbook.com/book/131717.

2. Tanenbaym D. Apxurtektypa kommnstorepa. / . Tanenbaym; [mep. ¢ anri. FO.
I'opoxosckoro, . luntakosa] - 5-e uzz. - CI16.: [Tutep, 2013. - 843 c.

3. Tanenbaym O. CoBpeMeHHbIe onepaiiuoHHbie cucteMsl. / J. Tanenbaym, X. boc; [mep. ¢
anri. A. JleoutbeBoit, M. Mansimesoit, H. Bunsuunckoro] - 4-e uzn. - CII6.: ITutep, 2019. -
1119 c.: un.

4. Tanenbaym O. Kommbrotepubie cetu. / D. Tanenbaywm, /1. Yazepoit; [mep. ¢ anri. A.
['pebenbkoBal - 5-¢ uzz. - CII6.: [Turep, 2019. - 955 c.

5. buprokoB A. A. UndopmanmonHas 6e3omacHoCTh: 3ammuTa u Hanajnerne M.: JIMK
ITpecc, 2017. -434 c.

0) 10MOJIHUTE/ILHASA JIUTEpATypa

1. benos E.b, Jloce B.IL. u ap., «OcHOBBI HH(MDOpMALIMOHHOW O€30MacHOCTHY, Y4eOHoe
nocobue 11st By30B..- M.: ['opsiuas nmunaust — Tenexom, 2006. — 544 c.

2. lepsiaun I[1.H. Monenu 6e3omacHocT koMmnbloTepHbIx cucteM. / [1.H. JleBsiHuH -
MockBa: Akanemust, 2005. - 320 c.

3. [naronos B. B. IIporpammHo-anmnapaTHbie CpeicTBa 3alUTHl HH(GOPMAITUU: Y4eOHUK
JU1s By30B. - M.: Akagemus, 2014. - 331 c.

4. Ipockypun B.T'., «3ammuTa nporpaMm u JaHHBIX», 2-€ U3JaHHe, yuyeOHOe mocodue s
CTYyJl. YUpeXACHUH BhICIIL TTpod. oOpazoBanus, M., U3garenbckuit ieHTp «Akagemusi», 2012.-
208c

5. Kacnepcku Kpuc @ynnameHTanbHble OCHOBBI XakepcTBa. MickyccTBO
nu3acceMOnupoBanus [ DnekTpoHHsbli pecypce] / Kpuc Kacnepcku. — DneKTpoH. TEKCTOBbIE
nauasie. — M. : COJIOH-TTPECC, 2010. — 446 ¢. — 5-93455-175-2. — Pexum gocrymna:
http://www.iprbookshop.ru/65405.html

9. MaTepuajbHO-TeXHHYecKas 0a3a, He0OX0AUMAsI 1/l OCYLECTBJIEHUSI 00Pa30BaATEJIHLHOIO
npouecca no AUCHHUILINHE

MartepuanpHO-TeXHUYECKas 6a3za, HeoOXoauMast AJI OCYIIECTBICHUSI 00pa30BaTEIHLHOTO
mpoliecca 1o AUCIUTUIMHE BKIIIOYAeT B CBOW COCTaB CIIelIUaTbHbIC TTIOMEIICHHS:
-y4eOHbIC ayAUTOPUH IS POBEIACHUS 3aHATUH JIEKIIMOHHOTO THIIA;
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-y4eOHbIe ayIUTOPHH VISl IPOBEICHHS MPAKTHUECKUX 3aHATHH: 1a00paTOpUIO MTPOrpaMMHO-
amnmapaTHBIX CPEACTB oOecriedeHust HHOOPMAITMOHHOM 0€3011acCHOCTH ;
- yueOHbIE ayIUTOPUU AJISl IPOBEACHMSI TPYIIIOBBIX U HHAUBUAYAIbHBIX KOHCYJIbTALUH,
- yu4eOHbIC ayTUTOPHUH JJIsl TIPOBEICHHSI TEKYIIETO KOHTPOJIS ¥ IIPOMEKYTOYHOMN aTTeCTallNH;
-IIOMCUICHUA OJIA CaMOCTOSITEIILHOU pa6OTLI;
-IIOMEIICHHS JJTs1 IPOBEICHUS JTa00PATOPHBIX 3aHSATHIHA.

[TomemeHus A1 CAaMOCTOSITENILHON pa0OThI 00YYAIOIIMXCSl OCHAIIICHBI KOMITBIOTEPHOMN
TEXHUKOH ¢ BO3MOXHOCTBIO MOJKIIOYCHUS K ceTh «VHTepHeT» U 00ecTieueHHeM JI0CTyTIa B
AIIEKTPOHHYIO HHPOPMALMOHHO-00pa30BaTENbHYIO CPEly OpraHU3alllu.

Yucno mocaiouHbIX MECT B JISKIIMOHHOW ayJMTOPUH OOJIbIIIE JINOO PABHO CITUCOYHOMY
COCTaBY IOTOKA, a B ayAUTOPUH I IPAKTUUECKUX 3aHATUHN (CEMHHAPOB) — CIIUCOYHOMY
COCTaBY TPYIIILI 00yYaArOIIUXCS.

ABTOD:

HoteHT kKadenpsl KOMIBIOTEPHOM
0€30MacCHOCTH M1 MaTeMaTHYECKUX
METOJIOB 00pabOTKN HH(DOpMAITHH A.A. T'opoxoB

O0JIIHCHOCHID, VUEeHAsl CIEeNnetb noonucs H.0. ©amunus



IIpunoxenne Ne 1 k paGoueii mporpaMme M CUHUIIIMHBI
«Ynpasienue MHPOPMAIMOHHO 0€30I1ACHOCTHIO»

DoH/I OLIEHOYHBIX CPEACTB
JJIS1 MPOBe/IeHUsI TEKYIIero KOHTPOJIsl YCIeBAeMOCTH
U IPOMEKYTOYHOM aTTEeCTAIUM CTY/IeHTOB
o JUCHHUIIJINHE

1. TunoBble KOHTPOJIbHBbIE 32IaHNUSI UJIH MHbIE MAaTEePHAJIbI,
Heo0X0auMbIe J1JISl OLleHKHM 3HAHUI, yMEHU i, HABBIKOB M (WJIH) ONBITA 1eATeJIbHOCTH,
XapakTepu3youmXx 3Tanbl popMupoBaHus KOMIETEHIIUI

JlabopaTopnasi paGora Nel
(nposepka chopmupoBannoctu OIIK-1, unaukaropsr U-OIIK-1.5 OIIK-1.6)

Ipumep 3ananus:

Bapuant 1
1. YcraHoBUTh BUPTYyallbHYIO MaluHy moj ynpasieauem OC Microsoft Windows/Linux.
2. Cosnartp noiip3oBareiieii: admin, user, hacker.
3. Jlns monb30Batesist USer co31aTh KaTajior, COAepIKaIlni KOHGHICHIHATbHBIC TaHHbBIC,
HACTPOUTH pasrpaHHueHKE A0CTYIIa, 3alpeliarolee T0CTYII mojb3oBaTeincii admin u hacker k
KaTajory.
4. OT UMeHH MoJIb30BaTe s adMiN MOIyYnTh TOCTYIT K KaTauory.
5. TIpoieMOHCTPUPOBATH, YTO MOJIB30BaTeb NACKer He UMeeT BO3MOKHOCTH MOJYIHUTh TOCTYI K
KaTaJory.

[IpaBmiia BeICTABJIEHHUS OLIEHKH IO pPE3VIIbTATaM JIa00PATOPHOUN paOOTHI:

OreHka mo pe3ysnbTaTamM caMoCTOSATEIbHON padOThl CYUTACTCS B OajUIax Mo CIAEAYIOIIEMY
MPUHIINITY: PABUIILHO BHITIOJHEHHOE 3ajaHue — 2 Oaa.

Kaxxnoe u3 3amanuit MOXeT OBITH OIEHEHO TOJIOBUHOM 3asiBJICHHBIX MO HEMy 0asioB, B
cly4ae, KOTJla MpU €ro BBIIOJHEHWH MporpaMMHOe obecredeHne (QYHKIMOHHPYET, HO He
B3aMMOJICHCTBYET C IPYTUMH KOMITOHEHTAMH JTOJKHBIM 00pa3oM.

[TonHOCTBIO HEMPABUIIHLHO BHIMIOTHEHHOE 3aqaHue — () 6ayoB.

MakcumanbHOE KOJIMYECTBO OAJIJIOB IO UTOTaM JiabopaTopHoi padoTsl — 10 Gamios,

Hab6pannoe xonuuectBo 6amioB oT 9-10 COOTBETCTBYET OLIEHKE «OTIUYHO», 7-8 OAIIOB —
OIICHKE «XOpOIIO», 5-6 OallJIOB — OICHKE «Yy/IOBIETBOPUTEIHHO», MEHEe 5 OaJlJIOB — OIICHKE
«HEYIOBIETBOPUTENbHO» (YMEHHS Ha JAaHHOM DOTale OCBOGHHUS  JWCIMIUIUHBI  HE
c(OpMHUPOBaHBI).

JlabopaTopnasi padora Ne2
(npoBepka cpopmupoBannoctu OIK-2, unauxaropsr U_OIIK-2_1, U_OIIK-2_2)

IIpumep 3axanus:

Bapmuanr 1
1. JInsa karanora u3 naboparopHoit paboTel Nel HacTpoUTh MpaBUiIa ayIUTa, TO3BOJISAIOIINE
¢bukcupoBaTh ayIuT ycliexa 1 0TKasa IMpH JTOCTYIE K KaTaJlory.
2. IlporeMOHCTpUPOBATH COOBITHSA KYypPHAIa MPU MOMBITKAaX MOJTY4YE€HHUS JI0CTYyIa OIb30BaTEIeM
user.
3. IlponeMoHCTpUpPOBaTH COOBITHS KYpPHAIa MPU MOMBITKAX MMOJIYYEHHs TOCTYIIa M0JIb30BaTEIEM
admin.



4. ITIpoieMOHCTPUPOBATh COOBITHS KYPHAIA MPU MOMBITKAX MMOJIYYEHHs TOCTYIIa TO0JIb30BaTEIEM
hacker.
5. Hactpouts nepenaudy coOBITHIT Ha yKa3aHHBIN CETEBOM pecypc.

[IpaBuia BEICTABJIEHUS OLIEHKHU 110 Pe3yJbTaTaM JIa0opaTopHOU paboThL:

OreHka 1o pe3y/inbTaTaM caMOCTOATENbHOM paboThl cCUMTaeTCs B OayuIax 1o CIeayrIeMy
MPUHIINITY: PABUJIILHO BHIIOJHEHHOE 3a/jaHue — 2 Gaia.

Kaxxnoe n3 3aganuii MOKET OBITh OLICHEHO IOJIOBUHOMW 3asIBJIEHHBIX 110 HEMY OaJuIOB, B
cllydyae, KOTJa MpU €ro BBIIOJHEHWU MporpaMMHoe obecriedeHne (yHKIMOHHPYET, HO HeE
B3aUMO/ICHCTBYET C IPYTMMU KOMIIOHEHTAMH JIOJDKHBIM 00pa3oM.

[TonHOCTBIO HEMPaBUIILHO BHINOIHEHHOE 3aaHue — 0 6aiioB.

MaxkcruMaabHOE KOJTHYECTBO OAJLIOB IO UTOraM JiabopaTopHoii paboTsl — 10 6aios,

Ha6pannoe xosmmuectBo 6ai1oB 0T 9-10 COOTBETCTBYET OLICHKE «OTIMYHO», 7-8 OaJIJIOB —
OLIEHKE «XOpOHIO», 5-6 OaioB — OLIEHKE «yIOBJIETBOPUTEIHLHO», MEHEe 5 0ajloB — OIICHKE
«HEYJOBIETBOPUTEIBbHO» (YMEHHMS Ha JAaHHOM JTale OCBOEHUS JUCLHMIUIUHBI  HE
c(OpMHUPOBaHBI).

JladbopaTopnasi padora Ne3
(npoBepka cpopmupoBannoctu YK-1, uuaukaropst U YK-1 1, 1 YK-1 2)

IIpumep 3axanusa:
Bapuant 1
1. YcranoButh ckanep yszsumocteir OpenVVAS/ Greenbone Security Manager TRIAL.
2. HacTpouTh areHTHOE CKaHMPOBAHUE JIJISl BUPTYAIIbHOW MAIIMHBI U3 JTA00PaTOPHON pabOTHI
Nel.
3. CocTaBuTh IJIaH MO YCTPAHEHUIO BBISABICHHBIX YA3BUMOCTEH

[IpaBmiia BeICTABJIEHUS OLIEHKH IO pE3VIIbTATaM JIa00OPATOPHON paOOTHI:

OrieHka Mo pe3ysnbTaTaM caMOCTOATENbHON PabOThI CUUTAETCS B OajUiax Mo CIeayroIemMy
MPUHIIMITY: PABUIIHLHO BHITIOJTHEHHOE

- 3amanue Ne 1 — 3 Gaia;

- 3aganue Ne 2 — 3 Oamia;

- 3ananue Ne 3 — 4 Ganna.

Kaxxnoe u3 3amanuit MOXKeT ObITh OIIEHEHO TTOJIOBHHOM 3asBIIEHHBIX 10 HEMY OaIJIOB, B
cilydae, KOTJia P €T0 BHIMOJIHEHUH ITPOrpaMMHOe obecrieueHne (PyHKIIMOHUPYET, HO HE
B3aMMOJICHCTBYET C IPYTUMH KOMIIOHEHTAMH JOJKHBIM 00Pa3oM.

[TonHOCTHIO HEMPaBUIILHO BBHIOIHEHHOE 3aaHue — 0 6ayIoB.

MaxkcruManbHOE KOJTMUYECTBO 0AJIOB MO UTOraM JiabopaTopHoii paboTsl — 10 6anmos,

Hab6pannoe xonuuectBo 6am1oB oT 9-10 COOTBETCTBYET OLIEHKE «OTIUYHO», 7-8 OAIIOB —
OIICHKE «XOpOoIIo», 5-6 0aIoB — OLIEHKE «yIOBJIETBOPUTEIHHO», MEHEee 5 OallJloB — OIEHKE
«HEYJIOBIICTBOPHUTENBHO» (YMEHHS Ha JaHHOM OJTalle OCBOCHUS  JIUCIMIUIMHBI  HE
c(OpMHUPOBAHBI).

JlabopaTopnasi paGora Ne4
(nposepka chopmupoBannoctu YK-1, unaukaropst I_YK-1 1, U YK-1 2)

IIpumep 3axanus:

Bapmuanr 1
1. lns mpenocraBiaeHHOro 00pa3a )KeCTKOIro AUCKA U3bATh KypHaJIbl COOBITUI OMepaliOHHON
CUCTEMBI.
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2. IIpoBecTy aHaIM3 )KypHAJIOB COOBITUI M IPYTUX apTe(haKTOB CUCTEMBI JJIs1 BOCCTAHOBIICHUS
X0Ja ACHUCTBUI HAPYILIUTEIIS.

3. 3aJ0KyMEHTHPOBATh MHUIUACHT U MPEUIOKUTh PEKOMEHIALNH 110 YCTPAHEHHIO MTOCTIEICTBHIH
MHIUACHTA.

IIpaBuja BEICTAaBICHMS OIICHKH 110 pE3YyJbTaTaM J'Ia6ODaTODHOI71 Da60TBI:

OrieHKa 1o pe3yJsibTaTaM CaMOCTOSTEIbHOM PabOThI CYMTACTCS B Oa/lIax IO CICAYIOIIEMY
MPHUHIIAITY: PABUIHHO BBITIOJTHEHHOE

- 3amanue Ne 1 — 3 Ganna;

- 3amanue Ne 2 — 3 Gaia;

- 3amanue Ne 3 — 4 oayuia.

Kaxxnoe u3 3amanuii MOXKET ObITh OIIEHEHO TTOJIOBHHOM 3asBIICHHBIX 110 HEMY OAJIJIOB, B
clTyvae, KOTJia IPH ero BIMOJIHCHUH IMPOrpaMMHOE o0ecrieueHrue GyHKIIMOHUPYET, HO HE
B3aMMOJICHCTBYET C IPYTUMH KOMIIOHEHTAMH JOJKHBIM 00Pa3oM.

[ToJIHOCTBIO HEMPABUIILHO BHINIOJIHEHHOE 3a1aHue — () OaJIIoB.

MaxkcrMaabHOE KOJTHYECTBO OAJUIOB 110 UTOraM JiabopaTopHoi paboTsl — 10 Gaios,

HaOpannoe kosiuuecTBo 0a1oB oT 9-10 COOTBETCTBYET OIICHKE «OTJIIMYHOY, 7-8 OaJIIOB —
OIICHKE «XOpOIIo», 5-6 0a/UIOB — OILEHKE «yIOBJICTBOPUTEIHLHO», MEHEE 5 OaJJIOB — OICHKE
HEYIIOBIICTBOPUTEIbHO» (YMEHHMS Ha JaHHOM JTale OCBOCHHUS  JIUCIMIUIMHBI  HE
c(OpMHUPOBAHBI).

Cnmcok 3aJaHuil K 3K3aMeHy

Ha sk3amene mpoepsietcs chopmupoBaHHocts kommereHuuit OIIK-1 (MHIMKATOpBI
OIIK-1.5, OIIK-1.6), OIIK-2 (uumukatoper M OIIK-2 1, U OIIK-2_2), VK-1 (uHaukatopbl
U VK-1 1,1 VK-1_2), YK-3 (uaaukarop 1_VK-3_3).

O1ieHKa BBICTABIISACTCS MO Pe3yJbTaTaM dK3aMEHAIMOHHOM pabOTHI.

IIpumepsl 3a1aHuni:

Bapmuanr 1.
1. JInst mpetocTaBiIeHHOM BUPTYyabHOW MallIMHBI U3BThH KYPHAJIbI COOBITHI ONepalnoOHHOM
CUCTEMBI U JIpyrHe CBEJIeHUs, HEOOXOAUMBbIE /ISl MICHTU(UKALIMYA HHIUICHTA.
2. IlpoBecTu aHaIM3 )KypHAJIOB COOBITUI U IPYTUX apTe(haKTOB CUCTEMBI JIJIsl BOCCTAHOBIICHUS
X0Ja ACHUCTBUI HAPYILIUTEIIS.
3. 3aJJ0KyMEHTHPOBaTh MHLIUACHT O€30aCHOCTH.
4. CocTaBUTh NPOEKT IJIAHA MEPOIPUSITUM IO YCTPAHEHUIO MOCIEACTBUI BBISIBICHHOTO
UHIIMJIEHTa NTHPOPMALIMOHHOM O€30MacHOCTH.

[IpaBua BEICTABICHMS OIISHKH 110 pe3yabTaTaM dK3aMEHAIITMOHHOM Da6OTBIZ

OreHka o pe3yiabTaTaM dK3aMEHAIMOHHON pabOoThl cCUUTaeTCs B 0aljiax Mo cleayolemMy
MIPUHIIAITY: PABUIHLHO BBITIOJTHEHHOE
- 3aganne Ne 1 — 2 Oamna;
- 3aganue Ne 2 — 2 oaJuia;
- 3aganue Ne 3 — 3 oainia;
- 3amanue Ne 4 — 3 Gajuia;
Kaxxnoe u3 3aanuit MOXKeT OBITh OIEHEHO MOJIOBUHOM 3asiBIICHHBIX IO HEMY OaJlIOB, B
ciTyvae, KOTJia TIPH ero BITIOJTHSHHUH IMPOTrPaMMHOE o0ecrieueHre GyHKIIMOHUPYET, HO HE
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B3aUMOJICHCTBYET C JPYrMMU KOMIIOHEHTAMH JOJDKHBIM 00pa3oM, HJIH B Cliydae, Korjaa
KOMaH/Ibl WJIN ONHCaHKE CIYKObl HEBEPHO MJIM HE MOJTHOCTBIO 33/I0KyMEHTHPOBAHBI.
[TosHOCTBIO HENIPAaBUIILHO BBHITIOJIHEHHOE 3a7anue — 0 0ayuioB.
MakcumanbHOe KOINYeCTBO OAIIOB 110 UTOTaM dK3aMEHAIIMOHHOW paboThl — 10 Oanos,
HaGpannoe konmuectBo 6amioB oT 9-10 COOTBETCTBYET OLIEHKE «OTJIMYHOY, 7-8 GaJIIOB —
OLICHKE «XOpOIIO», 5-6 OangoB — OLEHKE «YyHZOBJIECTBOPUTEIHLHO», MEHEe 5 OaIOB — OLIEHKE
«HEYIOBJIICTBOPUTEIILHO»  (YMEHHWs Ha JAHHOM OJTalle OCBOCHHS  JUCHUIUIMHBI  HE
chopMHUpOBaHBHI).
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IIpunoxkenne Ne 2 k paGoueil mporpaMme M CUHUIIIMHBI
«Ynpasienue MHPOPMAIMOHHO 0€30I1ACHOCTHIO»

MCTOIII/I‘-ICCKI/IC YKazaHud QJId CTYACHTOB 110 OCBOCHHIO JTUCHUIIJINHBI

OcHoBO#l yueOHOTO Marepuaja IO JIUCHHUIUIMHE «YTpaBieHWe WH(POPMaIMOHHON
0€30MaCHOCTBIO» SIBISIOTCS JIEKIMOHHBIE U NPAKTUYECKUE 3aHATUS, UCTOUHUKU OCHOBHOM U
JIONOJIHUTENbHOM JuTeparypsl, BMmecTe ¢ \Web-marepuanamu, ykasaHHbiMH B Paboueit
nporpaMMeé M JIOBEJACHHBIMU JO CTYJEHTOB (IIpernojaBaTelieM M 4epe3 BO3MOKHOCTH
outdmoteynoro ¢ouaa AplY). [lo HEKOTOPEIM TeMaM MPEAYCMOTPEHBI JIAOOPATOPHBIC 3aHATHS,
Ha KOTOPBIX IPOMCXOJUT 3aKPEIJICHME W3YYEHHOI'O0 MaTepuana IyTeM IPUMEHEHUs €ro K
KOHKPETHbIM  MH(QOPMAIIMOHHBIM ~ OOBEKTaM U  OTpabOTKa  HaBBIKOB  pabOTBl  CO
CHEeIHMATU3UPOBAHHBIM POTPAMMHBIM OOecTiedyeHHEeM. J{JIsl yCIIeNTHOrO OCBOCHHUS AUCIUTUINHBI
BaXHO YIIIYOJIGHHOE CaMOCTOSITEIbHOE M3yYeHUE BCEX TEeM MAUCHMILIMHBI B YHOMSIHYTBIX
PEKOMEHIYyEMBIX HCTOYHHMKAX. Takke, B IPOLECCE H3YYEHHUS AUCLUUIUIMHBI, PEKOMEHIYETCs
peryispHoe  IMOBTOPEHUE  TMPOIJIEHHOTO  NPaKTHUYECKOro  Marepuana.  Martepuadn,
MIPEACTABJICHHBINA B MpejjiaraeMond yueOHON JUTepaType, HEOOXOIMMO eIl pa3 IMOCie 3aHATUN
npopabaTeIBaTh U, IPU HEOOXOIMMOCTH, JOTMOJHATH aKTyalIbHON MHGOpMaIuel, MOTy4YeHHON U3
PEKOMEH/I0BaHHBIX pecypcoB ceTu «VHTEpHET» M Ha KOHCYJAbTAalUSAX U JIabOpaTOPHBIX
3aHATUSAX.

Jlnst mpoBepKM W KOHTPOJSL YCBOCHMSI TNPUOOPETEHHBIX TMPAKTHUYECKUX HABBIKOB
MPOBOMATCS MEpONPUATUS TEKylled arTecTalMd B BuAe JabopaTopHbIx pador. Takxke
IPOBOASATCSI KOHCYJbTAMU (NP HEOOXOIMMOCTH) 1O paz0opy Haubojiee OCTPHIX U CIIOKHBIX
JUTSL YCBOCHHUSI T€M, KOTOPBIE BbI3BAIH 3aTPYIHEHUS Y CTYICHTOB.

B koH11e nepBoro cemectpa U3y4€HHUs AUCLUUILUIMHBI CTYJIEHThI CAI0T IK3aMEH. DK3aMEH
MPUHUMAETCS M0 SK3aMEHAIIMOHHBIM OMiIeTaM, Ka)Iblii U3 KOTOPBIX BKIIOYAeT B ceOs ABa TpU
IIPaKTHYECKUX Bompoca. Ha camocTosiTebHYyI0 OATOTOBKY K 3K3aMEHY BbleseTcs 3 JHS.

YueOHO-MeTOAMUYECKOE 00ecIIeUueHne
CaMOCTOSITEJILHOM paGOTbI CTYACHTOB MO JTUCHUIIJINHE

Jlis caMOCTOSITENIbHOM pabOThl PEKOMEHAYETCS MCIOJIb30BaTh CIEAYIOUIYIO YYEOHYIO
JUTEPATYpy:

1. Tanenbaym O. Apxurtektypa komnbiorepa. / . Tanenbaym; [niep. ¢ anri. fO.
I'opoxosckoro, JI. [lluntsakosa] - 5-e uza. - CI16.: [Tutep, 2013. - 843 c.

2. Tanenbaym 3. CoBpemeHHbIe onepanoHHbie cucteMbl. / O. Tanenbaym, X. boc; [nep. ¢
anri. A. JleontseBoii, M. Mansimesoii, H. Bunbunnckoro] - 4-e uzn. - CII16.: [Tutep, 2019. -
1119 c.: un.

3. Tanenbaym O. Kommbrotepubie cetu. / O. Tanenbaywm, /1. Yazepoi; [mep. ¢ anri. A.
I'pebenbkoBal - 5-e uzz. - CII6.: [Turep, 2019. - 955 c.

4. buprokoB A. A. ndopmarimonHas 6e30nacHOCTb: 3amura 1 Hanajaenue M.: JIMK
ITpecc, 2017. -434 c.

Jlnst caMOCTOsITeNIbHOTO 1Moa0opa nuTeparypbl B Oubnuoreke Spl'Y pexomenayercs
UCIIOJIb30BaTh:

1. DnexkTponnas kaprorexka «KHuroodecne4eHHOCTbY
(http://www.lib.uniyar.ac.ru/opac/bk_bookreq_find.php) packpsiBact y4eOHbII (OHI HaydHOMH
oubmuorekn  Spl'Y, mpenocraBiser  ONEpaTHUBHYO  HMH(OpMAnMil0 O  COCTOSHUU
KHUT000ECTIeYeHHOCTH TMCIUIUIMH OCHOBHOM U JIOMOJIHUTEIBHON JIUTEPATypO, a TaKxkKe IUKIIa
JUCLHUIUIMH M CHEeIMaIbHOCTeH. DIIeKTpoHHast KapToTeka « KHUrooOecrnedeHHOCTh» JOCTYITHA B
CeTH yHUBepcurTeTa U uepe3 JInuHblii kKabuHeT
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