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1. Ilesin 0CBOEGHHUSA AW CIAILINHBI

Jucunnimaa «TexHonoruu obecrnieueHuss HHOOPMAIIMOHHON 0e30IaCHOCTHY HMEET LENbI0
O3HAKOMUTH O0YYAIOIIETOCs ¢ Yyrpo3aMu O€30MacHOCTH MH(GOpMAIMK, MOJCISIMHI HAPYIIUTEIEeH U
COBPEMEHHBIMHU TEXHOJIOTHSAMH oOecriedeH s HH)OPMAIIMOHHOH O€30MacHOCTH.

JlucrumianHa obOecreynBaeT NPHOOPETEHHE OCHOBHBIX 3HAHUM, YMEHMH W HAaBBIKOB B
obsactu oOecrieueHHss WH(POPMAIIMOHHON OE30MIaCHOCTBIO, CIIOCOOCTBYET OCBOCHHIO MPUHIIMIIOB
KOPPEKTHOTO TPUMEHEHUS] COBPEMEHHBIX CPE/ICTB U METOJIOB 3AIUTHI HH(POPMAIHH.

B pe3ynbrarte n3yueHus AUCHMIUIMHBI CTYJICHT TOJDKEH:

3HAMb!

— TEpMHUHOJIOTHIO B 00JacTu 3amuTbl HHGOPMAIMKM OT HECAHKIMOHUPOBAHHOTO
JOCTYIa, HECAHKIITMOHMPOBAHHOTO U HETIPAaBOMEPHOTO BO3/ICHCTBUH;

—  yrpo3bl 6e30nacHOCTH HHPOPMAIMK B aBTOMAaTH3UPOBAHHBIX CUCTEMAX;

—  MOJEIHN HapYyLIHUTENECH;

— COBpEMEHHBIC TEXHOJIOTHH 3alIUThI HH(POPMAIIHH;

— TpeboBanus  HopMaTuBHbIX  JokymMeHToB ®CTOK Poccum 1no  3ammurte
aBTOMAaTH3UPOBAHHBIX CHCTEM OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HHPOpMAIINY;

ymemy:

— OCYWIECTBISAITH BBIOOP (YHKIMOHATBHOH CTPYKTYPbl CHCTEMBI OOECTIeUeHHS
6e3omacHocTH MH(OpManuu, 00padaTeBaeMOI B aBTOMAaTH3UPOBAHHBIX CHCTEMAX;

— 00OCHOBBIBaTh BBHIOOP TEXHOJOTHH Ui oOecredeHnus 0e30MacHOCTH MH(OpPMAIUH,
00pabaTbIBaeMOil B aBTOMAaTU3UPOBAHHBIX CUCTEMAX;

— yCTaHaBIMBaTh, HACTpaWMBaTh, TECTHPOBAaTh W OTJIAXHBATH IPOrPAMMHBIC |
IPOrpaMMHO-aNIapaTHbIE CPECTBA 3aIUTH HHPOPMAIIHY;

gnademsn:

— aHajaM3a TEXHOJIOTHH M CPeACTB 3alllUThl HH(GOPMAIMU OT HECAHKIIMOHUPOBAHHOTO
J0CTyHa.

2. MecTO AMCHUILIMHBI B CTPYKTYpe 00pa3oBaTe/IbHOM MPOrpaMMbl
JlaHHas IUCIUIIMHA OTHOCUTCS K 00s13aTeNIbHON YacTh 00pa30BaTeIbHOM MPOTrpaMMBlI.

Huctunnuua «TexHomorun obOecrneueHus: WHGDOpPMAIMOHHONW 0€30MacHOCTHY  SBISETCS
0a3oBoi Ui W3ydeHMs] OOJIBIIMHCTBA MOCIEIYIOIIMX AMCLUUIUIMH JIaHHOM 00pa3oBaTelbHON
MIPOTPaAMMBIL.

[Tony4yennsie B kypce «TexHonoruu odecrieyeHuss HHGOPMAIMOHHONW 0€30MacHOCTH 3HAHUS
HEOOXOIUMBl JJIsi M3Y4YEHHUsS JTUCLUIUIMH «YTpaBlieHue HWH(OPMALMOHHONW 0€30MacHOCTHION,
«DKOHOMMYECKHE  BONPOCHl  obecredeHuss WHGPOPMAIMOHHON  0e30macHOCTH»,  «AYIUT
MHPOPMALIMOHHOM  Oe3omacHOCTW»,  «3amMra [OporpaMM M JIaHHBIX», «3alllUIIEeHHbIE
UH(POPMALIMOHHbIE CHUCTEMBD», «AyAUT HWHPOPMALMOHHON Oe3omacHOCTH», «CI0KHOCTHAs
Kkpuntorpadus», «OCHOBBI TEXHOJIOTHH OJOKUEHH.

3. IlllaHupyemMble pe3yabTaTbl 00y4eHHs MO JUCHMIJIMHE, COOTHECEHHbIE ¢ MUIAHMPYEMbIMH
pe3yJbTaTaMHU OCBOEHHs 00pPa30BaTeIbHOI NPOrpaMMbl



[Tponecc n3yueHus: AUCHUTIIMHBI HAIIPaBIieH Ha (OpPMHUPOBAHUE CIEAYIONTUX KOMITETEHITHH B
cootBercTBUU ¢ ®I'OC BO, OOII BO 1 nmpuoOpeTeHus cienyomux 3HaHui, YMEHUN, HABBIKOB U
(unm) onbITa AESITENILHOCTHU:

dopmupyemast HNuauxkarop Ilepeyennb
KOMIIeTeH Ul AOCTHKEHU S NJIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHHs
(koa u KOMIIETeHIIUH
(opmyIMpoBKa) (xoa u opmynpoBKa)
Oo0wmenpodgeccnoHaNbHbIe KOMIIETCHIIUH
3Haer:
- TEPMHUHOJIOTHIO B 00JIaCTH 3alUThI
nH(pOpMAIUU OT HECAHKIIMOHUPOBAHHOTO
J0CTyTa, HECAaHKIMOHUPOBAHHOTO U
N-OIIK-1.2 Ymeer . -
HEIIPaBOMEPHOI'0 BO3JEHCTBUM;
KIaccHUIMpOBaTh - yrpo3bl 6€30MacHOCTH UHPOPMAIIUH B
OIK-1 C 5 SallinIacMyto aBTOMATHU3UPOBAHHBIX CUCTEMAX;
-1 Cnocoben .
06OCHOBLIBA HHbePMaHmO [0 BUAAM | _ \jonenn HapyIIMTeIeit;
HOBBIBATH
5 TalH 1 CTCNCHAM - TpeOOBaHUSI HOPMATUBHBIX IOKYMEHTOB
TpeOOBaHUS K CUCTEME
p KOH(UIeHITHATBHOCTH OCTOK Poccun o 3amure
oOecrnieueHus
. aBTOMATHU3UPOBAHHBIX CUCTEM OT
nH(MOPMaLIOHHON
HECAHKI[MOHUPOBAHHOT'O JOCTYIIA K
0€30MacHOCTH U
UH(pOpMAaIINH.
pa3pabaThIBaTh MPOEKT
TEXHUYECKOTO 3aaHus | Y-OI1K-1.3 YMmeer Bianers HaBbIKaMu:
Ha ee co3JaHue (I)OpMyJII/IpOBaTL - 000CHOBBIBATH BI)I60p TEXHOJIOTUH JJIS
OCHOBHBIE TpEGOBAHUA oOecrieyeHns 6€30MaCHOCTH WH(OPMAIIHH,
10 3aIIUTe o0pabaTbsiBaeMOl B aBTOMaTU3UPOBAHHBIX
KOH(UIEHIMATBHOM CUCTCMAX.
nHpopMaluu, B TOM
YHClie IePCOHABHBIX
TAaHHBIX
3Haer:
H-OIIK-2.3 3naer
0 3 3uae - COBPEMEHHBIE TEXHOJIOTUH 3aIUThI
OCHOBHBIE CPEJICTBA U
nHpopmanuy.
crocoObl obecrneueHus
UH(pOPMaIIMOHHON
0e30IacCHOCTH,
MIPUHIIMITBI TTOCTPOSHUS
OIIK-2 Cnocoben CHCTEM 3allUTEI
pa3pabaTbIBaTh uHpopMaIu
TEXHUYECKUNA TPOEKT
CHCTEMBI (IIOICHCTEMBI Ymeert:
1100 KOMIIOHEHTa .
- OCYILECTBIISATH BHIOOP (PYHKIIMOHATHHON
CHUCTEMBI) 00CCTICUCHHS
. CTPYKTYpbI CUCTEMBI 00€CTIeUeHH S
UH(POPMALIMOHHOM M-OLK-2.4 5 o
- - €30MacHOCTH UH(pOpMaLUH
6e30macHOCTH 4 Ymeer HOPMALHH,
HacTpauBaTh OCHOBHbIE | oOpa0aThiBaeMO B aBTOMATU3UPOBAHHBIX
CPEICTBA 3aIUThI CUCTEMAX;
uHpopmanuu
- YCTaHaBJIMBATh, HACTPAUBATh,
TECTHUPOBATh M OTJIAKUBATH IPOTPAMMHBIE
Y IpOrpaMMHO-aIllapaTHbIe CPeCcTBa
3aIUThl HHOPMAIIUH.




4. O0beM, CTPYKTYpPA U coiepKaHue THCHUTITHHBI

OO0mas TpyA0€MKOCTh AUCITUIUIMHBI COCTABIISIET 5 3a4ueTHBIX eaunaui, 180 akas. gacos.

Ne Tembl (pa3meJibl) = Bunbl yueOHBIX 3aHATHH, DopMbI TEKYLIET0
n/n JMCIUILINHEL, 3 BKJIIOYASl CAMOCTOATETbHYIO KOHTPOJIsI
HX colepKaHue = padoTy CTY/IEHTOB, ycrneBaeMocTH
O H HX TPYA0EMKOCTh
(B akageMU4YeCKUX 4acax) dopma
NPOMeKYTOYHOM
aTTeCTALMHU
(mo cemecTpam)
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Samanus I
Knaccuduxarus .
1 u 1 2 2 2 CaMOCTOSATEILHON
aBTOMATHU3UPOBAHHBIX CUCTEM
paboTHI
Knaccudukarus yrpo3
0e30MmacHOCTH UH(pOPMALIHH 3ananus s
2 |npu oOpaboTke B 1 4 4 2 CaMOCTOSITETTHHON
aBTOMAaTHU3UPOBAHHBIX paboThI
cuctemax (AC)
Mopenu 03 0€30IMacHOCTH
o Ma}gpl;n Samanus I
3 p . 1 4 4 4 CaMOCTOSATEILHON
obpabatsiBacmoii B AC.
N paboThI
Knaccudukanms Hapymmrenei
Knaccuduxanmst crioco6os
Samganus I
obecneyeHns 0€30MaCHOCTH .
4 1 4 4 4 CaMOCTOSATEILHON
UHQOpMAIIH, AGOTLL
oOpabatbeiBaemoii B AC. P
CoBpeMeHHbIE TEXHOJIOTUN 3amaHus 1
5 |upentudukanuu u 1 2 2 4 4 CaMOCTOSATEIBHOMN
ayTeHTU(UKAITUU paboThI
CoBpeMeHHbIE TEXHOJIOTUN
TIpaBIIEHUS JOCTYIIOM K 3ananmi ans
6 |7"P y 1 2 2 4 4 CaMOCTOSATEILHON
UHQOpMAIIH, AGOTLL
obpabatsiBaemoii AC p
CoBpeMeHHbIE TEXHOJIOTUN 3amaHus 1
7 |oOecrneueHns HEIOCTHOCTH 1 2 2 4 4 CaMOCTOATEIBHON
uHGOpMAIUH paboThI
CoBpeMeHHBIE TEXHOJIOTUN
3aMUThl UHGOPMAIIH U 3ananms ans
8 P 1 2 2 4 4 CaMOCTOSITEILHOMI
MPOTPAMMHOTO 00ECTICUCHHUS
paboThI
OT BPEJIOHOCHBIX POrpamMM
CoBpeMeHHbIE TEXHOJIOTHN 3ananus s
9 erlfc ALHH 1 yeeTa 1 2 2 4 4 CaMOCTOSATEIBLHOM
P P yi paboTHI
10 |CoBpeMeHHBIE TEXHOJIOTHH 1 2 2 4 4 Samanust s




MEKCETEBOTO SKPAHUPOBAHUS CaMOCTOSITEIbHOM
paboTHI
Samanus i
11 Merozil 1 cpescTsa . 1 2 2 8 8 CaMOCTOSITETbHON
MoHHUTOpHHTa coOBITHH Ub
paboTHI
WHimneHThI 3ananus s
12 |(undopmanroHHOR 1 4 4 4 CaMOCTOSITETbHON
0e30macHOCTH paboThI
1 0,5 | 335 DK3aMeH
HUTOIro 32 | 32 | 32 05| 815

Conep:xxkanue nucuIUIdHbl « TexHosornu odecneyeHus HHPOPMANUOHHOM 0€30MIACHOCTH:

Tema 1. Kitaccudukanus aBToMaTU3UPOBAHHBIX CUCTEM.

Knaccudpukanus nabopMarmu mo BuaaMm JocTyna. JIOKyMEHTHI, PErJIaMEHTHPYIOIIHE BOIIPOCHI
o0paboTku koHpuaeHManpHON nHPopMmaruu. 3ammra oT HC/l x undopmanuu. Knaccudukanus
AC wu TtpeboBanmss mo 3U. TpeboBaHus W pEeKOMEHIANMW IO 3alMTe WHOOPMAIIHH,
oOpabarsiBaemoii CBT.

Tema 2. Kiiaccudburanus  vyvrpo3  OeszomacHoct  mHGopMmammu  nopu  oOpaboTke B
asToMaTn3npoBanHbIX cucremax (AC).

Knaccudukanus yrpo3z OeszomacHoctu wuHopmanuu. Hcrounwku yszBumocteiit AC U ux
xapaktepucTtrka. Vcrounuku yrpo3 6e3omnacHoctu wHGopMarmu. OOmas xapakTepUCTHKA: Yyrpo3
HEMOCPEACTBEHHOTO J0CTyNa B onepanuoHHyto cpenay AC; yrpo3 0€30MacHOCTH, PeaTu3yeMbIX C
UCIIOJIb30BAaHUEM  TPOTOKOJIOB  MEXKCETEBOTO  B3aWMOJCWUCTBHS,  yrpo3  MPOTPaMMHO-
MaTeMaTUYECKUX BO3JIEHCTBUIN; HETPAJAUIMOHHBIX WH(GOPMAIMOHHBIX KaHAIOB M T.A. MeToMabl
peanu3anuu yrpo3 6€30MacHOCTH HHPOPMAIIUH.

Tema 3. Monenu yrpo3 0Oe3onacHocTd mHGpoOpmMamumu, obpadareiBacMoii B AC. Kiaccudukarmums
HapyIIUTEIEH.

Mertonuku onpeneneHHus akTyalbHBIX Yrpo3 Oe3omacHocTH MHpopMmanmu u ys3zBumocrteit AC.
Tunossle Mogenu yrpo3 OezonacHocTd MHpopMaiuu, oopadarsiBaeMbix B AC. Knaccudukanus u
MoJienu HapymuTened. Mojenn 6e30macHOCTH HH(POPMAaIHH.

Tema 4. Knaccudukanus crioco0oB obecrieyeHnss 0e30IacHOCTH MHpopMalmu, 0opadaTsiBacMOU B
AC.

[TpuHIMOBI TIOCTpOEHUsT CHUCTeMBl obecneueHus HH(opmanmonHoi Oe3omacHoctn (COUDB).
TpeboBanust k moctpoennio COUB. Kmaccudukamus crnocoboB obecnieueHus nHOOPMAITMOHHOM
6e30macHOCTH (yIpaBieHHE JOCTYIOM; PETUCTPAIMs U y4eT; oOecrieueHHe EeJIOCTHOCTH; KOHTPOJIb
OTCYTCTBUSl HEJCKIAPHPOBAHHBIX BO3MOXXHOCTEW; AaHTHBHPYCHAsl 3alllTa; KpUITOTrpaduyuecKas
3alUTa  MHQOPMALMU; MEXKCETeBOE HKPAHMPOBAHME W CETMEHTUPOBAHHE CeTed; aHaau3
3alIMIIEHHOCTH U OOHAPY)KCHUE BTOP)KEHHIA; TPEIOTBPAIICHHE YTEYEK U T. II.).

Tema 5. CoBpeMeHHBIE TEXHOJIOIMH NACHTU(OUKAIINY U aYTEHTUDUKALIH.




AyTeHTH(UKAIMA, aBTOpU3ALUS U UACHTU(DUKALUS (onpeieneHus). TeXHOMOTHH ayTeHTH(PUKAINH:
OJIHOpA30BbI€ IIApOJIM, MHOIOpa3OBble MapoiH, 0a3bl YYETHBIX 3amUCE, MHOro(pakTOpHas
ayreHTU(uKanus. TexHomoruu UACHTUGHUKAIMM W ayTeHTH(HUKAIMKA TOJb30BaTeNIel 110
CHelHalbHbIM ycTpoiicTBaM. TeXHOIOrnU HASHTU(UKALUMKY U ayTeHTH(PHUKALMK T10JIb30BaTelel 110
OMOMETPHYECKUM XapaKTePUCTHKAM YeloBeKa. TexHoIornu uaeHTUu(UKAu U ayTeHTU(UKAIN
UCIIOJIb3yeMbIX KOMIOHEHTOB 00pa00TKK HH(POPMALIUY (allIapaTHBIX U POrPAMMHBIX CPEJCTB).

Tema 6. CoBpeMEHHBIE TEXHOJIOIMY VIIPABJIEHUS IOCTYHOM K nHGopmarnuu, oopadareiBaeMoii AC.

Texnonoruu ympasineHust goctynoM K APM u cepepam. TexHOJOrMM yNpaBiI€HHUS YYETHBIMHU
3anucsMH. TexHosoruu ympasieHus aoctynoM k Web-pecypcam. TexHosmoruu OmHOKpaTHOH
ayTeHTHU(UKaIMK mosb30BaTeneil. TeXHONOrMM yhpaBleHUS JOCTYIOM K JaHHBIM U K
nepuepuiiHbIM YCTPOMCTBAM.

Tema 7. CoBpeMeHHBIE TEXHOJIOTHH obecneyeHus OCJI0CTHOCTH HHd)ODMaHI/IPI.

OcHoBHbIe TpeOOBaHUsA K ToJcUcTeMe obecriedeHus ueiaoctHoctu uHpopMmaruu. [loacucrema
PE3EPBHOTO KOMUPOBAHMSA: OCHOBHBIE TPEOOBAHUS K MOACUCTEME PE3EPBHOTO KOMMMPOBAHUS; THUIIBI
PE3EpBHOIO KOMMPOBAHUS; TUIBI PE3EPBHBIX HOCHUTEJNIEH; XPAaHEHUE U UCIIOJIb30BAHUE PE3ECPBHBIX
KONUI; apXWUTEKTypa MOJCUCTEMbl pe3epBHOro komnupoBaHus. Iloxcucrema pacnpeneneHus
OOHOBJICHUI: OCHOBHBIE TpPeOOBaHUS K IOACHUCTEME paclpeiesieHuss OOHOBICHHUI; BO3MOXKHbBIE
BapHaHTBHl TIOCTPOCHUS CHCTEMBI; AapXHTEKTypa IIOJACHUCTEMBI paclpeieieHuss OOHOBJICHUH.
BoccranoBnenne mporpamMMHOro obecriedeHuss uHpopmanuu mociae cO0eB M OTKa30B
000py/I0BaHUs U IPOIPAMMHO-MaTEMaTUYECKOI'O BO3IECHCTBUSI.

Tema 8. CoBpeMeHHBIC TEXHOJOTHH 3allMTHI I/IHd)ODMaHI/II/I H IIporpaMMHOI'O obecreyeHnst OT
BPpCAOHOCHBIX IMMPOrpaMmMm.

OCHOBHBIE K MOJICHCTEME AHTHUBUPYCHOM 3alllMThl. MEeTO/Abl 3alllUThl OT BPEJOHOCHBIX IPOrPAMM.
OO0miass apxuTeKTypa IOACUCTEMBbl AHTHUBUPYCHOW 3alUThl. BBIOOp CpelncTB aHTUBHPYCHOMN
3amuUThl. TeXHOJIOTUN KOHTPOJIS MPOTPaMMHOT0 00ecTieueHUsI Ha OTCYTCTBUE HEACKIAPUPOBAHHBIX
BO3MO>KHOCTEH.

Tema 9. COBDGMCHHBIG TEXHOJIOTMH PETUCTPAIIUU U YUCTA.

TexHonorun TpPeNOTBpALlEHUs] YTEUKH KOH(puIAeHIManbHOM uHpopmauuu. TexHomorun
perucTpanum cyobeKToB JOCTYIa MPH BX0J1€/BBIXO/IE B CUCTEMY, 3allyCKe/3aBEpILICHUH ITPOrpamMM U
IIPOLIECCOB, JOCTYyNE MPOrpaMMHBIX CpencTB K (aimam. TeXHOJIOrMM pPErucTpaluy BbIAYU
neyaTHbIX (Tpaduyeckux) JOKYMEHTOB Ha «TBEPAYIO» KOMHIO. TeXHOJOIMH perucTpaluy JocTyna
IPOrPaMMHBIX CpEICTB K allllapaTHbIM CpeAcTBaM. 3aimura HHpopManuu oT yreuku - DLP-
peleHusl.

Tema 10. CoBpeMEHHBIC TEXHOJOTUH MEKCETECBOI0 SKPAaHUPOBAHHSL.

TexHomornu MEXCETEBOT'O SKpaHUPOBaHUA n CCITMCHTHPOBAHUSA CCTH. PaSHOBI/I)IHOCTI/I
MEXCEeTeBbIX JKpaHoB. Co3laHue JEMUIUTAPU30BAHHBIX 30H. TEXHOJOrMH 3alIUIIEHHOTO
yaaineHHoro naocryna k pecypcam JIBC. TexHonormu KOHTpOJS JOCTYINa MOJIb30BATENIeH K
pecypcam cetu MaTepHeT. TeXHOTOTHU KOHTEHTHOU (PUIbTpaluu.

Tema 11. MeTonsl ¥ cpeacTBa MOHUTOpUHTA coObITuil UB.




Konrpons u monutopunr coOwsituii Mb. OOHapyxeHue/mpenoTBpallleHUe aTak U HapyIIeHUH
nosmtuk Oe3onacHoct (IDS/IPS): cucrema mpenoTBpaiieHus BTOp>KeHUi; kinaccudukamus IPS:
«CETEBBIE» U «XOCTOBBIE»; cocTaB IPS. Ayaut u ananus3 3aliuIeHHOCTH.

Tema 12. Uaumnedatsl nHGOPMANMOHHON O€30HACHOCTH.

HopmaruBHBIE OOKyMEHTHI MO yrpaBieHuro uHuujaeHramu Wb. Omnpenenenne u nepedeHb
uHIMAeHTOB Vb, YpoBenb kputnunoctu uHIuaeHToB Ub. Pasnenenne dynknuii ynpasnenus 1b.
OcHOBHBIE TPUHITUITEI 00pad0oTKK HHIUIEHTOB Ub.

5. O0pa3oBaTe/ibHbIe TEXHOJIOTHM, B TOM 4YHCJ€ TEXHOJOIHHM 3JIEKTPOHHOIO O0y4YeHHUsl M
AUCTAHIMOHHBIE 00pa30BaTe/IbHbIE TEXHOJOTHH, WCHOJb3yeMble NPH OCYIIEeCTBICHUH
00pa3oBaTeIbLHOIO Mpolecca Mo TUCIUNIHHE

B nporiecce 00ydeHus: UCTIONB3YIOTCS CIENYIOIUE 00pa30BaTeIbHbIE TEXHOIOTHH:

BBoaHas Jeknus — 1aeT MepBOe LEIOCTHOE MPEACTABICHUE O TUCIMIIIIMHE U OPUEHTUPYET
CTyJEHTa B CUCTEME HM3y4eHUs NaHHOW MUCHUIUIMHBI. CTYIEHTbl 3HAKOMATCA C Ha3HAuY€HUEM U
3aJjauaMM Kypca, ero pojbl U MECTOM B CUCT€ME y4eOHBIX JUCLHUIUIMH U B CUCTEME MOAIOTOBKHU B
nenoM. Jlaerca kpatkuil 0030p Kypca, U3J1aratoTcsl MepCreKTUBHBIE HANpPaBICHUs MCCIIEIOBAHUM.
Ha »TOii nexkuuu BBICKa3bIBAlOTCS METOJUYECKHE M OpraHU3aLMOHHBbIE OCOOEHHOCTH paboOThl B
paMKax JaHHOW IMCLUMIUIMHBI, a TaKXe JAeTCsl aHalIM3 PEKOMEHAYeMOW y4yeOHO-METOIUYECKOU
JUTEPATYPBHI.

AxkajeMuyeckasi JeKUusi (WM JEKIUs OOIIEro Kypca)— I0CIe0BaTeIbHOE H3JI0KCHNE
MmaTepHala, OCyLECTBIsIEMOe IPEUMYILECTBEHHO B BUJIE MOHoJIora npenojanaress. TpeOoBaHus K
aKaJIeMUYECKON JIEKIIMU: COBPEMEHHBIM HayYHBIH YPOBEHb M HACBIIICHHAsh WH(POPMATUBHOCTH,
yOeauTenbHas apryMeHTalus, JOCTyIHas U MOHATHAs pedb, YeTKask CTPYKTypa U JIOTHKa, HaJlu4ne
SPKUX MIPUMEPOB, HAYYHBIX JT0KA3aTeIbCTB, 000CHOBAHUH, (DaKTOB.

Jlekuusi-0ecena WM «IHAJIOT C ayAWTOPHCH», SABJISIETCS HanOoJiee paclpOCTPAHCHHON H
CPaBHMUTEIBHO TMPOCTON (OpPMON aKTHUBHOIO BOBJIEUEHHUS CTYJEHTOB B Y4eOHbIN mporecc. Jta
JIEKIMA MPEANoJiaraeT HeMnOCPEACTBEHHBIM KOHTAKT MPEnoiaBaTeis ¢ ayauropuei. [IpeumyniectBo
J'IeKIII/II/I-6€C€I[BI COCTOHUT B TOM, YTO OHA ITO3BOJIACT HpI/IBJ'IeKaTI) BHUMAHUC CTYI[GHTOB K Ha1/160nee
BRXHBIM BOIPOCAM TEMBI, OTPEICIATh COJCPKAHME M TEMIT W3JIOKEHHUS y4eOHOro Marepwala C
Y4€TOM OCOOEHHOCTEHN CTY/IEHTOB.

IIpoGsaemMHass  JeKuMs — U3JI0KEHWE  Marepuana,  IPEANoJiararouee  MOCTaHOBKY
MPOOJEMHBIX U TUCKYCCUOHHBIX BOIPOCOB, OCBEIIEHNE PA3IMYHBIX HAYUYHBIX TOJIX0JI0B, aBTOPCKHE
KOMMEHTApUH, CBSI3aHHBIC C PA3IWYHBIMU MOJENSIMU HHTEPIpPETAlMd W3y4aeMOro Marepuana.
[IpoOnemMHas JEKIMSA HAYMHAETCS C BOMPOCOB, C IOCTAHOBKH MPOOJIEMBI, KOTOPYIO B XOJ€
U3NIOKEHUSI Marepuala HeoOXOAMMO pelInTh. B IeKuMM CcoYyeTaroTcsl MpOOJEeMHBIE U
nH(opmanmoHHbie Hadasa. [Ipu 3ToM Tporiecc Mo3HaHUs CTYACHTOB B COTPYAHUYECTBE U JUAIIOTE
C mpemnojiaBaTeneM MpuOIMKaeTcs K MOUCKOBOM, HCCieloBaTeNbekoil AestensHoctu. Comeprkanue
poOJIEMBbI PACKPBIBAETCS MIyTEM OpTaHU3AIMH MMOMCKA €€ PelIeHUs WM CyMMHUPOBAHUS U aHAIIN3a
TPAAUIMOHHBIX U COBPEMEHHBIX TOUEK 3PEHHUSI.

IIpakTHYeckoe 3aHATHE — 3aHSATHE, TOCBSIICHHOE OCBOCHHUIO KOHKPETHBIX YMEHUU U
HABBIKOB M 3aKPETUICHUIO TIOMYYEHHBIX Ha JIEKIIMU 3HAHUH.

JlaGopaTopHas pa6ora — opranu3zanus yuyeOHOi padOThl ¢ pealbHBIMU MaTE€pUATbHBIMU U
MH(OPMAaLMOHHBIMU O0BEKTaMHU.



6. IlepeyeHb JIMIIEH3MOHHOr0 MW (WJIM) CBOOOJHO PACHPOCTPAHSAEMOI0 TPOrPaAMMHOIO
o0ecrieyeHusl, MCIOJIB3YeMOI0 IPH OCYHIECTBJIEHHHM 00pa30BaTeIbHOIO Mpouecca Mo
AUCHUILINHE

B mponecce OCYICCTBICHUA 06p3.30BaT€JIBHOI‘O nmponecca UCIOJIb3YHOTCA:

st (OPMUPOBAHUST MATEPUATIOB JJIsi TEKYIIETO KOHTPOJISI YCIIEBAEMOCTH M TIPOBEIACHHS
IPOMEKYTOUHOM aTTecTaluu, Uit GOopMUPOBAHUSI METOAMUYECKUX MAaTEPUAIIOB MO JUCIUILINHE!

— mnporpammsl Microsoft Office;
— wu3aarenbckas cucrtema LaTex;
— Adobe Acrobat Reader;

IIPU NIPOBEIECHUHU IPAKTUYECKUX 3aHATHI UCII0NIb3YETCs IPOrpaMMHOE 00€CTIEUEHHE!

— TIIO "Dallas Lock 8.0-K";

— IIO "ViPNet Client 4.x (KC3)";

— ViPNet Administrator 4.5;

— Cucrema 3amuThl TPUIIOKEHUIN OT HECaHKIIMOHUPOBaHHOTO noctyna Positive Technologies
Application Firewal, kondurypauust Education;

— MaxPatrol koudurypanus Education;

— MaxPatrol Security Information and Event Management, kougurypanus Education;

— XSpider, kou¢uryparus Education;

HpI/I HpOBeI[eHI/II/I HpaKTHqGCKHX SaHSITI/If/'I I/ICHOHI)?,yeTC}I HpOFpaMMHO 'aHHapaTHOC
obecrieueHue:

— ITAK "Coboup" Bepcuu 4,
— C3U or HC/] "Dallas Lock" (ammapatHslii);
— ViPNet Coordinator 4.5.

7. IlepeyeHb coBpeMeHHBIX TNPodecCHOHANBHBIX ©0a3 [JAaHHBIX H HH(OPMALMOHHBIX
CIIPABOYHBIX CHCTEM, HCHOJb3yeMbIX IPH OCYLIECTBJEHUN 00Pa30BaTeJbLHOI0 Mpouecca mo
AUCHHIINHE (MPU HEO0OX0IMMOCTH)

Jlns moucka yueOHoill nuteparypsl 6ubnuoteku Spl'Y ucnonb3yercss aBTOMaTU3UPOBaHHAS
OnbIMoTeyHO-uHGOPMaAITMOHHAS cucreMa «BYKHM-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php.

8. [lepeyeHb  OCHOBHOIi W  JOMOJHHUTEIbHOW  Y4eOHOHi  JHUTepaTypbl, PeCypcoB
HHG(POPMALIMOHHO-TEJIEKOMMYHUKANMOHHO cetn «UHTepHer» (IpHM HEO0XOAUMOCTH),
PeKOMEeH1yeMbIX /IJIsl 0CBOCHUSA U CHUTIINHbI

a) OCHOBHAS JIUTEepaTypa

1. Hlanberun B. @. 3ammra uHGOpMaLUU B KOMIIBIOTEPHBIX cuUcTeMax U ceTsx. / B. .
[Tanerun - M.: IMK Ilpecc, 2012. - 592 c.

2. Baykos, A. A. 3amuta nHpOpMarmu : yaebHOe mocodue it By30B / A. A. BHyKOB. —
3-e wm3n., mepepab. m jgom. — Mocksa : MsmarenberBo FOpaiir, 2022. — 161 c. — (Bricuiee
obpazoBanue). — ISBN 978-5-534-07248-8. — Tekct : snekrpoHHbni // OOpa3oBarenbHas
iatdopma IOpaiit [caiir]. — URL: https://urait.ru/bcode/490277 (nara obpamenus: 28.01.2022)



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://urait.ru/bcode/490277

0) AOMOJIHUTEIbHAS JIUTEepaTypa

1. MenpaukoB B. II. MubopMmanmonnas 0e30MacHOCTh M 3amuTa WHGOpManuu: ydeo.
nocobue s By3oB. / B. Il. MensuukoB, C. A. KneiimenoB, A. M. Ilerpakos; mox pen. C. A.

KneiimenoBa; YMO 1o yHHBEpPCHUTET. MOJUTEXH. 00OpazoBaHHIO — 4-¢ W31., crepeoTur. — M:
Axanmemus, 2009. — 331 c.

2. Meronuka oneHKH yrpo3 Oe3omacHOCTH HHGpOpPMaUH. MeTOJMYeCKUH JTOKYMEHT.
Yrepxnen ®CTOK Poccun ot 5 despans 2021 r.

3. Mepsl 3amuTel WHQOpPMAIMK B TOCYJApPCTBCHHBIX HWH(POPMAIMOHHBIX CHCTEMaX,
Meroanueckuit nokymeHt. YTBepxaeH @CTIOK Poccuu ot 11 depans 2014 r.

4. PermameHT BKJIIOYeHHs] HH(OpPMALUU 00 YSA3BUMOCTSAX INPOTPAMMHOIO OOecreueHus
UIIPOTPaMMHO-AMNMNapaTHBIX CPEICTB OaHK JTaHHBIX yrpo3 Oe3omacHoctn uHGopmaruu DCTOK
Poccun.

5. bezomacHOCTh HMH(POPMAITMOHHBIX TeXHOJOTHH. KpuTepunm oleHKH O0e30MacHOCTH
MH(pOpPMaLMOHHBIX TexHOIorui. PykoBoasamuii nokyment. [Ipukas npencenarens ['octexkomuccun
Poccum ot 19 nrons 2002 r. Ne 187.

6. Cepus crangaptoB UCO 27000 «HpopmanroHHbie TeXHOIOTHU. MeTobl obecreueHus
Oe3omacHoCTH. MeHeKMEHT MHPOPMAIIMOHHON 6€30I1aCHOCTI.

7. Wlernoe, A.}0. 3ammra wuHGOpPMAIMU: OCHOBBI TEOPHH : YYCOHHK I BY30B /
A. 1O. Ulernos, K. A. llermoB. — Mocksa : M3narenscTBo Opaiit, 2022. — 309 c. — (Bricmiee
obpazoBanue). — ISBN 978-5-534-04732-5. — Tekct : snekrponnsni // OOpa3oBarenbHas
wiatdopma Opaiir [caiit]. — URL: https://urait.ru/bcode/490019 (nata obpamenwus: 28.01.2022)

B) pecypcbl cetu «MMHTEepHEeT» (MPH HEOOXO0AUMOCTH)

https://github.com/ — BeG-cepBuc as pasmerienus | T-POEKTOB U UX COBMECTHOM pa3pabOTKH.

9. MatepunajbHO-TeXHHYecKasi 6a3a, HeoOXoAUMAs JIsl OCylLIeCTBJIeHUsI 00pa30BaTeIbHOI0
npouecca no AMCUUILINHE

MaTepI/IaJ'IBHO'TCXHI/ILIeCKaSI 6a3a, HCO6XOI[I/IM8.$I AJIsL OCYHICCTBJICHUA 06pa3OBaTeanor0
nmponecca mo AMCHUIIMHE BKIIIOYACT B CBOM COCTAaB CIICIIUAILHBIC IIOMEIIICHHUS

— ydeOHble ayAUTOPUH [T IPOBEACHUS 3aHATUH JIEKIIMOHHOTO TUIIA;

— ydeOHBIE ayAUTOPUHU JJsl MPOBEACHHs JaOOpaTOPHBIX palbOoT, OCHAIIEHHBIE CpPEACTBAMHU
BBIYUCIIUTENIHOW TEXHUKH, C YCTAHOBJIEHHBIM IPOTrPAMMHBIM U NPOrPaMMHO-aNMapaTHbIM
obecnieuenueM [10 "Dallas Lock 8.0-K"; ITO "ViPNet Client 4.x (KC3)"; ITAK "Co6ounp"
Bepcuu 4; C3U ot HCJ] "Dallas Lock" (anmaparnsiii); ViPNet Administrator 4.5; 2 ViPNet
Coordinator 45: Cucrema 3amuThl l'IpPIJ'IO)KeHI/If/'I OT HCECAHKIIMOHHWPOBAHHOI'O JOCTyHa
Positive Technologies Application Firewal, xkondurypamuss Education; MaxPatrol
koudurypamus Education; MaxPatrol Security Information and Event Management,
koHurypauus Education; XSpider, kondurypauus Education;

— y4eOHbIE ayAUTOPUH TS TPOBEACHUS TPYITIOBBIX ¥ HHIAWBHIyaTbHBIX KOHCYJIbTAIIHIA;

— yd4eOHbBIE ayIUTOPUH TS TPOBEACHUS TEKYIIEr0 KOHTPOJIS M TPOMEKYTOUYHOU aTTECTAIIHH;

— TOMEIIEHHs I CaMOCTOSTEIbHOM paboThI;


https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/2170-metodicheskij-dokument-utverzhden-fstek-rossii-5-fevralya-2021-g
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/2170-metodicheskij-dokument-utverzhden-fstek-rossii-5-fevralya-2021-g
https://urait.ru/bcode/490019
https://ru.wikipedia.org/wiki/%D0%92%D0%B5%D0%B1-%D1%81%D0%B5%D1%80%D0%B2%D0%B8%D1%81
https://ru.wikipedia.org/wiki/%D0%A5%D0%BE%D1%81%D1%82%D0%B8%D0%BD%D0%B3
https://ru.wikipedia.org/wiki/IT

— [OOMCHICHUA IS XpAaHCHUA H HpO(bI/IHaKTI/ILIeCKOFO 06CJIY)I(I/IB3.HI/ISI TCXHUUYCCKUX CPCACTB
00yJeHUsI.
[Tomemennss A7st CaMOCTOSITENBHOM PAaOOTHl OOYYArOIIMXCS OCHAIIEHBI KOMITBIOTEPHOM
TEXHUKOH C BO3MOXKHOCTBIO MNOJKIIOYEHUS K cetn «MHTepHeT» M obecredyeHHeM JocTyna K
AIIEKTPOHHOM HH(popMaoHHO-00pa3oBaTensHOU cpee SAplY.

ABTOpP(BI):

Houent kadpenpsr KbuMMOMU, kang. ¢pus.-mar. Hayk /.M. Mypun

10



IIpunoxkenne Ne 1 k paGoueii mporpaMme M CUMIIIMHBI
«TexHosioruu odecneyeHuss HHPOPMANUOHHOM 0€30MMACHOCTI)

MoH/1 OLIEHOYHBIX CPEJACTB
AJIsl IPOBe/IeHUS TEKYIIero KOHTPOJIS yCIeBaeMOCTH
U NIPOMEKYTOYHOM aTTeCTAIMHN CTYAE€HTOB
N0 JUCIHUILIHHE

1. Tumnoskie KOHTPOJIBHBIC 3aJaHUA U UHBIC MaTCpHaAJIbI,
HCIIOJIB3YEMBIC B IIPOLECCEC TCKYUIET'O KOHTPOJIA YCIIEBACMOCTHU

Ipakruueckue padorsi(M-OIIK-1.2, U-OIIK-1.3)

=

BrisiBiienue yrpos 6e30macHOCTH HH(OPMAITHIH.

2. TexHomoruu ympapiieHUs 10cTynoM. IToaroToBka mpoeKkTOB TEXHUYECKOTO 3aJaHMs U

TEXHUYECKOIO ITPOEKTA.

TexHonoruu obecneyeHus HEIOCTHOCTH UHPOPMALIUH.

4. TexHoyoruu aHTUBUPYCHOM 3amuThl. [I0ArOTOBKA MPOEKTOB TEXHUYECKOIO 3a/1aHUs U
TEXHUYECKOIO IIPOEKTA.

5. Texnomorum Kpunrorpaguueckoid 3ammThl WHGopManuu. IloArOTOBKAa MPOEKTOB
TEXHUYECKOI'0 3aJaHUs U TEXHUYECKOIO IIPOEKTA.

6. TexHOIOTHH BOCCTAHOBIICHHUS CHCTEMHOTO M MPHUKJIATHOTO IPOTPAMMHOTO 00eCTIeUeHHSI
nocje cO0eB M 0TKa30B 000PyI0BaHUS U MPOTrPAMMHO-MaTEMaTHYECKOT0 BO3ICHCTBHUS.

7. TexHomorum MexceTeBOro 3KpaHupoBaHMs. [loAroToBKa NPOEKTOB TEXHUYECKOIO
3aJlaHus ¥ TEXHUYECKOIO IIPOEKTA.

8. TexHomoruu cuctemM oOHAPYKCHHSI BTOP)KCHHI M aHAIM3a 3aIuieHHocTH. [Toaroroka

IIPOEKTOB TEXHUYECKOT'O 3a/1aHUs U TEXHUYECKOTO ITPOEKTA.

JlaGopaTopubie padorsl (U-OIIK-2.3, U-OIIK-2.4)

L

Hacrpoiika Static Route.

Hactpoiika Dinamic Route.

Hactpoiika VLAN.

Hacrpoiika SSH.

Ataka MAC-Flooding u MeTo/ bl MPOTHBOACHCTBHUS €.
ATtaka MAC-Spoofing 1 MeTobl TPOTHBOICHCTBUS €.
ATtaka ARP-Spoofing u MmeTop1 mpOTHBOAEHCTBHS €.
ATtaka DHCP-spoofing u MeToip1 mpOTHBOACHCTBUS i
Araka SSL — Split u MeToabI MPOTHUBOACIHCTBHS il

10 ATtaka SSL — Strip 1 MeTo1bI IPOTUBOICHCTBUSI €i.

11. Araka monmena DNS 1 MeTo/1bI IPOTUBOICHCTBUS €Hi.

CoNoOR~WNE

3agaHus A1 CaMOCTOSITEIbHON PadoThI

3amaHusi 1S CaMOCTOATEIbHOW PAabOTHI COCTOAT B CAMOCTOSTEIHLHOM MOBTOPEHHM H3Y4YE€HHOTO
MarepHala U B 10pab0TKe MPaKTUYECKUX U J1a00paTOpHbIX paboT.

2. Cnmcok BONpocoB U (WITH) 3aJJaHUH JIJIS TIPOBEICHHS TPOMEKYTOUHOW aTTeCTAIlN
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CHnucOK BONPOCOB K IK3aMeHY:

Knaccudukanus nndopmaiuu no BUgam J10CTyma.

JIOKyMEHTBI, perilaMeHTUPYIOIIHE BOPOCHl 00paboTKH KOH(UACHINATFHON HH(POpMAITUH.
Knaccudukanus AC u tpedoBanus mo 3.

TpeboBaHus U pEeKOMEHIAINH T10 3a1UTe HHPopManuu, oopadarsiaemoii CBT.
Knaccudukanus yrpos 6e3omacHoCcTd HHOOpMAIUH.

Hctrounnku ys3Bumocteit AC M ux xapakrepuctuka. VcTouHuku yrpo3 ©Oe30macHOCTH
nHpopmanuu.

OO0m1as xapakTepucTUKa: YIpo3 HEMOCPEACTBEHHOTO JA0CTyNa B onepanuoHnyo cpeny AC;
yrpo3 0€30MacHOCTH, pealu3yeMbIX C HCIOJb30BAHUEM IPOTOKOJIOB MEXKCETEBOTO
B3aWMO/JICUCTBUS; YIpO3 IMPOrPAMMHO-MAaTeMaTUYECKUX BO3JAECHCTBUM; HETPAAULIMOHHBIX
MH(OPMALMOHHBIX KAHAJIOB U T.J.

MeTtonsl peanuzanuu yrpo3 6e30mnacHocTd HHGOpMaIuu.

MeToauku ompeseNieHus akTyallbHbIX yrpo3 0e3o0macHOcTH MH(OpMalMu U YSI3BUMOCTEH
AC.

Tunosble Moaenu yrpo3 6ezonacHocTy HHpopmaiuu, oopadarsiBaembix B AC.
Knaccudukanus u Mmoaenu Hapymmrenei. Moaenu 6e30macHocTd HHGOpMAIUH.
[TpuHIMIIBI TOCTPOEHUS cUCcTeMBI obecnieueHus: nHpopMmamonHoit 6ezonacHoctu (COUB).
TpeboBanus k nocrpoenuro COUB.

Knaccudukanus crnoco6oB oOecniedueHuss MHPOPMAMOHHONW Oe3o0macHOCTU (yIpaBieHHE
JOCTYIIOM; PETHCTpalusi W Y4YeT; OO0eCredeHHe IEIOCTHOCTH; KOHTPOJb OTCYTCTBUS
HEJICKIapUPOBAHHBIX BO3MOXKHOCTEH; aHTUBHPYCHAsI 3alllUTa; KpunTorpaduueckas 3amura
UHPOpPMALIK; MEXKCETEBO€ JKPAaHMPOBAaHHE M CEerMEHTHPOBAHHWE CETEH; aHaIu3
3alUIIEHHOCTH U 0OHAPYKEHHE BTOP>KEHUH; IPEJOTBPAIICHUE YTeUYEK U T. [I.).
AyTeHTH(HKAINA, aBTOPU3ALUS U UACHTU(DUKAIUS (OTIPEICICHNU).

TexHonorun ayTeHTU(UKAIMK: OJHOPA30BBIC TMApPOJIM, MHOTOpPA30BbIE MApOIH, 0a3bl
YUYETHBIX 3aIUCei, MHOTO(aKTOpHAs ayTeHTHU(UKAIIHSL.

TexHonmoruu uUACHTUGUKAIMM W ayTeHTU(UKALUU [0JIb30BaTeNeil 1Mo  crenualbHbIM
YCTPOMCTBAM.

TexHonmorun uJIeHTU(UKAUU U ayTEHTU(PUKALUU MOJb30BaTENed MO OMOMETPUUYECKUM
XapaKTEPUCTHKAM YeJIOBEKa.

TexHoMOrMM NASHTU(UKALIMHN U ayTEHTU(PHUKAIIMU UCIOTIb3YEMBIX KOMIIOHEHTOB 00pabOoTKH
uH(pOopMalny (anmnapaTHbIX U IPOrPaMMHBIX CPEJCTB).

TexHonoruu ynpasienus nocrynom k APM u cepsepam.

TexHONOTHH yIIpaBIeHHs YI€THBIMU 3aITHCSIMHU.

TexHonoruu ynpasieHus 1octynom k Web-pecypcam.

TexHonornu oAHOKpaTHOM ayTeHTU(UKALUHU TOJIb30BaTENIEH.

TexHonOrMM yrpaBieHHs JOCTYIIOM K JaHHBIM U K epuepuitHbIM yCTpoicTBaM.
OcHoBHbI€ TpeOOBaHUS K MOACHCTEME 00ECIIEUEeHUS LIET0CTHOCTH HH(POpMAIUH.
[Toncucrema pe3epBHOrO KOMMPOBAHUSA: OCHOBHBIE TPeOOBaHUS K MOJACUCTEME PE3EPBHOIO
KOTIMPOBAHUS; THIIBI PE3EPBHOTO KONMHPOBAHMUS; THUIIBI PE3EPBHBIX HOCHTEJCH; XpaHEHHE U
UCIIOJIb30BaHUE PE3EPBHBIX KOMUM; apXUTEKTypa MOACUCTEMbI PE3EPBHOTO KOMTUPOBAHMUS.
[Togcucrema pacnpeneneHuss OOHOBJIEHWW: OCHOBHBIE TpeOOBaHUA K TIOJICHCTEME
pacripeniesieHusi OOHOBJICHUH; BO3MOXKHbIE BAPHAHTBI MOCTPOCHUS CHUCTEMBI, apXUTEKTypa
MOJICICTEMBI pactpeeTICHIsI OOHOBIICHHIHA.

BoccranoBnenne mnporpaMMHOro oOecreyeHus HWHQOpMAaLuU Iocie cOOeB M OTKa30B
000pyIOBaHUS ¥ MTPOTPAMMHO-MAaTEMaTHYECKOTO BO3ACHCTBUSI.

OCHOBHBIE K TIOJICHCTEME aHTUBUPYCHOM 3aLUTHI.

Metoabl 3amUTBl  OT BPEAOHOCHBIX mporpamm. OOmas apXuUTeKTypa MOJICHCTEMBI
AQHTUBHUPYCHOM 3aIIUTHI.

12



31. Boibop CpencTB  aHTHUBHPYCHOM  3alIUTHl. TEXHOJIOTMM KOHTPOJS MPOTPaMMHOTO
o0ecreyeHns Ha OTCYTCTBHUE HEJIEKIapUPOBAHHBIX BO3MOKHOCTEH.

32. TexHOIIOTUH MPEeIOTBPAILICHHS YTEUKH KOH(PUICHINATbHON HHpOpMAaLIUK.

33. TexHOJIIOTUN ~ perucTpanuu CyObEKTOB JOCTyHa IIPpM  BXOJIE/BBIXOJE B CUCTEMY,
3aIrycKe/3aBepIICHUH POTPaMM H MTPOIECCOB, JOCTYIIE MPOTPAMMHBIX CPEJICTB K (aiiam.

34. TexHOJIOTUU PETUCTPALMK BBIJAYU ME€YATHBIX (IpapuuecKux) TOKYMEHTOB Ha «TBEPIYIO»
KOTIHIO.

35. TexHOJIOTUM perucTpanyy J0CTyIa MPOrpaMMHBIX CPEJCTB K alllapaTHBIM CPEJICTBAM.

36. 3amuTa nHpopmarmu ot yreuku - DLP-pemenus.

37. TeXHOJIOTUN MEXCETEBOr0 SKPAHUPOBAHUS U CETMEHTUPOBAHUS CETH.

38. Pa3HOBUAHOCTH MEXCETEBBIX SIKPAHOB.

39. Cozianue JeMUIMTapU30BaHHBIX 30H.

40. TexHOIOTHY 3aNIMINEHHOTO YAaJIEHHOTO JocTyna K pecypcam JIBC.

41. TexHOJIOTUY KOHTPOJIA AOCTYyIA [I0JIb30BaTeIeH K pecypcam cetu MHTepHeT.

42. TexHOJIOTUY KOHTEHTHOW (DUIbTpalny.

43. KoHTpoJib © MOHUTOpHUHT coObITHH UB.

44, O6HapyXeHHEe/TIpeIOTBpaIlleHHe aTak W HapymeHuid nonutuk OezomacHoctu (IDS/IPS):
cucTeMa MpeJOTBpalleHHs] BTOp)KeHUM; kinaccupukamus IPS: «cereBble» M «XOCTOBBIEY;
cocras IPS.

45. HopmaTuBHbBIE JOKYMEHTSHI 110 YIpaBjieHuto nHuaeHramu 1b.

46. Omnpenenenue u nepedeHs nHIUACHTOB b, YpoBens kputnuHocTH nHIMAEeHTOB Ub.

47. Paznenenue ¢pynkiuii ynpasnenus Ub.

48. OcHOBHBIEC TPUHIUIIBI 00pab0TKK MHIKACHTOB Mb.

HpaBm]a BbICTABJICHHUA OIICHKH HA 3K3aMCHeE.

B sx3amMeHanmoHHbIM OUJIeT BKIIOYAIOTCS JABa TCOPCTHUUCCKUX BOIIPOCA. Ha INOATOTOBKY K
OTBCTY OACTCA HC MCHEC 1 aKaJJI€CMHUYCCKOro gyaca.

Ilo wuroram »5Kk3aMeHa BBEICTABIICTCA OJHA U3 OICHOK: COTJIIUYHO», «XOPOIIO»,
«YHAOBJICTBOPUTCIIBHO» UJIN «HCYJOBJIICTBOPUTCIIBHO).

Onenka «OTJHYHO» BBICTABISIETCS CTYJCHTY, KOTOPBIA YCHENIHO cJjall Bce JabopaTOpHbIe
U TpakTUdyeckue paboThl M JEMOHCTPUpPYET TIJyOOKOE U TIOJHOE BIIAJICHUE COJIEpKaHuEM
MaTepuaia W TOHATUHHBIM anmapaToM 3allluThl HWH(OPMAaLMU; yMEET CBS3bIBaTh TEOPUIO C
npakTukoil. CTyaeHT JaeT pa3BepHYThle, IIOJHbIE W 4YETKHME OTBEThl Ha  BOIPOCHI
JK3aMEHALlUOHHOTO  OWjera W JONOJHHUTENbHBIE  BOINPOCHL,  COONIIOJAET  JIOTUYECKYIO
IIOCJIE0BATENBHOCTD IIPU U3JI0KEHUU MaTepuana. ' paMOTHO HCIIONIb3yeT TEPMUHOJIOTHIO.

Ouemca «XOpOIJIO» BBICTABJIACTCA CTYACHTY, KOTOpLII\/’I YCIICHIHO Caall BCC naGopaTopHHe 151
MMPAKTUYCCKUC pa6OTBI " OTBCT KOTOPOTO HA 5K3aMCHC B IEJIOM COOTBETCTBYIOT YKA3aHHBIM BBIIIC
KpUTCpUAM, HO OTJINYACTCH MEHbIIIEH 06CTO$ITCJ'ILHOCTBIO, l"J'IY6I/IHOI7I, 000CHOBaHHOCTBIO H
MMOJIHOTOM. B O0TBETe MMEIOT MECTO OT/IEIbHbIE HETOYHOCTH (HCC}’H.ICCTBCHHBIC OIHI/IGKI/I), KOTOPELIC
HUCIPABJAIKIOTCA CaMUM CTYACHTOM IIOCJIC IOOIMOJIHUTCIIBHBIX U (I/IJ'II/I) YTOUHSAIOMIUX BOIIPOCOB
9K3aMeCHaTopa.

Ouenka «Ya0BJIETBOPUTEIBHO» BBICTABISIETCS CTYACHTY, KOTOPBIM YCHENIHO CAAN BCE
nabopaTopHble M MpaKTUYECKHue padOThl, BO3MOXKHO 3a HCKIIOYEHHEM OJHOW W3 HHUX, U JaeT
HEJ0CTAaTOYHO IOJIHbIE M IOCJIE0BATEIbHbIE OTBETHl Ha BONPOCHI IK3aMEHALMOHHOIO Omiiera u
JIOTIOJIHUTEIIbHBIE BOIPOCHI, HO MIPHU 3TOM JEMOHCTPHUPYET YMEHHUE BBIIEIUTH CYIIECTBEHHBIE U
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HECYLICCTBCHHBIC TPU3HAKA M YCTAHOBUTH IPUYMHHO-CIEACTBEHHBIE CBA3U. OTBETHI M3JIaratoTCs ¢
UCIOJIb30BAaHUEM TEPMHHOJIOTUU 3alUThl WH(POPMALUHU, HO MPH 3TOM JOMYCKAIOTCS OIIUOKH B
OTIPENICJICHUSIX HEKOTOPBIX OCHOBHBIX IMOHATUH, (POPMYIUPOBKAX MOJOKEHUH, KOTOPHIE CTYACHT
3aTPYAHSACTCS UCIPABUTH CaMOCTOATENbHO. [Ipy aprymeHTanuu oTBeTa CTyIeHT He 0OOCHOBBIBAET
CBOM CyXJeHHs. Ha yacTh TONOJIHUTENBHBIX BOIPOCOB CTYIEHT 3aTPYAHSIETCS JaTh OTBET WM JAeT
HEBEPHBIC OTBETBHI.

Ounenka «HeynoB/1eTBOPUTEIbHO» BBICTABISETCS CTYAEHTY, KOTOpBIH He caan Ooiee
OolHOI 7abopaTopHONl WM MPaKTUYEeCKOW paboThl, M JEMOHCTPUPYET pPa3pO3HEHHBIE,
OeccucTeMHbIe 3HaHUsS; OECHOpPAIOYHO M HEYBEPEHHO M3JIaraeT MaTepuai;, He YMEET BbLICIATh
[JIaBHOE M BTOPOCTENEHHOE, HE YMEET COCAUHSTh TEOPETUYECKUE TOJIOKEHHUSI C MPAKTUKOW;
JIOIyCKaeT TpyOble OMIMOKHM MpU ONpEeAeSICHUN CYIIHOCTH PACKpPhIBAEMBIX MOHATUMN, BCIIEICTBUE
HEMOHUMAaHHUS HUX CYIIECTBEHHBIX W HECYIIECTBEHHBIX INPU3HAKOB U CBS3CH; [1aeT HEMOJIHbIe
OTBETHI, JIOTMKa M TOCIEJ0BAaTEIbHOCTh H3JIOKEHUS KOTOPbIX MMEIOT CYIIECTBEHHbBIE U
MPUHILIMIIAATIbHBIE HAPYIICHHUS, B OTBETaX OTCYTCTBYIOT BBIBOJIbI. JIOMOIHUTENbHBIC U YTOUHSIOLIUE
BOIPOCHI IK3aMEHATOpa HE MPHUBOAAT K KOPPEKIMU OTBETOB CTyAeHTa. Ha OCHOBHyIO uacTh
JOTIOTHUTEIILHBIX BOIIPOCOB CTYACHT 3aTPYIHSACTCS AaTh OTBET UIIU J1a€T HEBEPHBIC OTBETHI.

OIIGHKa <<H€}II[OBJI€TBOPI/ITGHI>HO>> BBICTABJIACTCA TAKKE CTYACHTY, KOTOpBII\/JI B3J1
BKSaMeHaHHOHHLIﬁ 6I/IJ'IeT, HO OTKa3aJICA AaTb Ha HEIro OTBCT.
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IIpuniaoxenne Ne 2 k paGoyeii nporpamMme JMCIHIIJIMHbBI
«TexHosiornu odecneyeHnst HHPOPMAIUMOHHOMN 0€30MMACHOCTH

MeToauyeckue yKa3aHUs JJIsI CTY/IEHTOB 10 OCBOEHHU IO TUCIHIIINHBI

y‘-I€6HHM IIJIaHOM Ha I/I3ylleHI/Ie JOUCIHUITIINHBI ((TCXHOHOFI/II/I 06CCHCLICHI/I$I
nH(pOpMaMOHHOW 0€30MacHOCTH» OTBOJAUTCS OJUH CEMECTP, IO 3aBEPIICHHH KOTOPOTO B
Ka4yecTBE MTOTOBOTO KOHTPOJIS MPEIYyCMOTPEH 3K3aMeH. B mporecce uM3ydeHUs! TUCHUIIIMHBI
MIPOBOJATCS MPAKTHYECKUE M JIa0OpaTOpHBIC PaOOThI, BBHIMOIHSAIOTCS JIBEHANATh JTOMAITHUX
3aJaHUM.

JUisi  yCHEeUIHOTO OCBOCHUS JUCHMIUIMHBI Ba)XHO, 4YTOOBI OOYyYaromIMHCS yIeIHi
0c0OEHHOE BHMMAHUE BBHIMOJIHEHUIO MPAKTUYECKUX U J1TaOOpaTopHBIX paboT. Teopernyeckue
OCHOBBI, HEOOXOAMMBIE /ISl BBITIOJIHEHHUS 3TUX PabOT, MOIPOOHO pazdMparoTcs Ha JIEKIIMOHHBIX
3aHATUSAX. OCHOBHAsl II€7b BBINIOJHEHHS TPAKTHUYECKUX W JaOOpaTOpHBIX paboT — 1aTh
00yJaromuMcsl TIPEICTaBICHNE O MPUMEHEHHH TEXHOJIOTHH obecrieueHus MH()OpPMAIMOHHON
0€30MacCHOCTH Ha TpakTUKe. [ ycremHoro BBITOJHEHHS MPAKTHYECKHX M J1aOOpaTOPHBIX
paboT HeoOX0IMMO 3HATh M TOHMMATh JICKIIMOHHBIH Matepuai. [loaTomy B mporecce n3ydeHus
JVCIUATUTMHBI PEKOMEHIYETCSl PETYIISIPHOE MMOBTOPEHUE TMPOWICHHOTO JICKIIMOHHOTO MaTepuania,
YeMy CIIOCOOCTBYIOT pETYNIsApHbIE 3aJaHHs [ CaMOCTOATENBHOM paboTel. Matepuan,
3aKOHCIICKTHPOBAHHBIA Ha JIEKIUSAX, HEOOXOIMMO JOMa emie pa3 mnpopadarbiBaTh W pU
HEOOXOIMMOCTH JOMOJHATh HH(OpMALUeH, MOJyYeHHON Ha KOHCYJIBTAIMAX, MPAKTUYECKUX U
7a00paTOPHBIX 3aHATHIX U U3 YU4EOHOU JTUTEPATYPHI.

B xauecTBe 3amaHuii 719 CaMOCTOSITEIbHOM pa60TbI JoMa O6y‘IaI-OH_II/IMC${ npeaiiaracTcsa
,I[Opa6OTaTB 3a/laHuA IIPAKTHYCCKUX U J'Ia60paTOpHBIX pa60T, BBIIIOJIHCHUEC KOTOPBLIX HAYMHACTCA
B ayJUTOPHHU.

[lo wuroram wu3ydyeHus JUCHUIUIMHBI OOy4arouIMecs CHalT dSK3aMeH. OK3aMeH
NPUHUMAETCS MO SK3aMEHAllMOHHBIM OumiieTraM, Kaxabli M3 KOTOpBIX BKJIIOYaeT B cels JBa
TEOPETUYECKUX Bompoca. Ha caMoCTOsATENbHYIO IOATOTOBKY K dK3aMEHY BBIIEIAETCS 3 IHSA, BO
BpeMs ITOATOTOBKH K 3K3aMEHY ITPEAYCMOTPEHA IPYNIOBasi KOHCYJIbTALIMSL.

OnbIT mnpenoaaBaHusi AUCHUILIMHBI «TexHonmoruu obecneueHuss HHGOPMAIMOHHON
0€30I1aCHOCTH» TOBOPUT O CIIOKHOCTU €€ CaMOCTOSITEIbHOIO H3ydeHHs i oOydarouierocs,
HECMOTpPS Ha HAJIMYUE JOCTaTOYHO KaUeCTBEHHBIX YU€OHBIX MOCOOMH. DTO CBSI3aHO ¢ OONBIIUM
YHUCIIOM J1a0OpaTOpHBIX PabOT, HEOOXOAUMBIX ISl MPUOOPETEHHS HAaBBIKOB IMPAKTHYECKOIO
UCIIOJIb30BaHUsl M3y4yaemoro marepuana. Ilosromy mocemieHne Bcex ayJUTOPHBIX 3aHSTUN
ABJIIETCS HACTOSATENBHO PEKOMEHTyEMBbIM.
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