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1. Ileau ocBoeHMS M CUMIIMHBI

[lenpro ocBOeHUS MUCHUIUIMHBI «OCHOBBI MH(DOPMAIMOHHOW 0€30MacHOCTHY SBISICTCS
TEOpEeTHYECKass M IpaKTHYecKas MOJArOTOBKAa K JEATEIbHOCTH, CBSI3aHHOW C KOMIUIEKCHBIM
AQHAIM30M BO3MOXHBIX YIpPO3 M CO3JaHHEM aJCKBAaTHOW MOJENIM HapYIIUTENs, MOCTaHOBKOM
KOHKPETHBIX 3a/lad 3a/laHHOM CTENeHH CIIOXKHOCTH B paMKax MoJeIu Juis oOecredyeHus
nH()OPMAIMOHHOKW  OE30MacHOCTH  aBTOMATH3MPOBAHHBIX CHCTEM, a TaKXKe COICHCTBHE
¢dbyHIaMeHTanu3au 00pa3oBaHus U Pa3BUTHIO CHCTEMHOTO MbBIIIICHUSI.

JlaHHBIA KypC, Ha OCHOBE HCIIOJIb30BAHUS MEXIAYHAPOIHBIX POCCUKCKUX CTAHAAPTOB U
HopMmatuBHbIX TpeboBanuit ®Ch Poccun, ®CTIOK Poccun 1 Pockomuanzopa B cepe obecnieueHus
nH()OpPMAIIMOHHONW 0€30MacHOCTH, BBIPAOATHIBACT Y CTYACHTOB 3HAHUS, HABBIKM M YMCHHS
OpPraHHU30BBIBATH CUCTEMBI 3aUTHl HH(POPMAIUH, aJIEKBATHbIE BOSHUKAIOIINM YIpO3aM.

2. MecTo aucuunjnHbl B cTpykType OIT

«OcHoBBI HH(OPMAITMOHHOW 0€30MaCHOCTU» OTHOCHUTCA K 0a30Boit uactu bioka 1.

JIns ycIenrHoro yCBOCHHMS TAHHOW JWCIMIUIMHBI HEOOXOAMMO, YTOOBI CTYICHT OBIAAENT
3HAaHUSMH, YMEHUSMH U HaBBIKaMH, CHOPMUPOBAHHBIMHE B ITPOIECCE U3yUCHHS JUCIUTUINH:

«MadopmaTrka» — paboTa ¢ IPOrpaMMHBIMHU CPEJICTBaMH OOIIEro Ha3HAYCHHS;

«Teopust ”HPOPMALIUUY — 3HAHUE OCHOB M COACPIKaHUSI COBPEMEHHBIX METO/IOB ITOTy4EHUS,
00paboTKH, XpaHEHNUS, UCTIOIB30BaHUS U YHUUTOKEHUS HH(POPMAIHH.

3HaHUST W HAaBBIKM, TIIOJIyY€HHBIE B pE3YyJIbTaTe W3YYCHUH TUCHHMIUIMHBI «OCHOBBI
MHPOPMAIIMOHHOW 0€30MaCHOCTHY, UCIIONB3YIOTCS CTY/IEHTaMH B JaibHEWIIEM Ipu pa3paboTke
KYpPCOBBIX U JIUIIJIOMHBIX pa0oT.

3. Illnanupyemble pe3yabTaThl 00yUYeHHs MO AUCHHUILIMHE, COOTHECEHHbIE ¢ MJIAHUPYEMbIMU
pesyiabratamu ocBoenus OIl

[Tporiecc M3ydeHws] MUCIMILIMHBI HApaBlieH HAa (OPMHUPOBAHUE CICAYIONINX JIEMEHTOB
komrereHmit B coorBerctBun ¢ ®I'OC BO, OOII BO u npuoOpereHus Clenyrolux 3HaHUH,
YMEHHM, HaBBIKOB 1 (WJIHM) ONbITA AEATEIbHOCTH:

dopmupyemas
KOMIIeTeH LU

NuaukaTop nocTuskeHust
KOMIeTeHLM I

Ilepeuenb
IUIAHUPYEMBIX Pe3yJIbTAaTOB 00y4eHHs

(xox u hopMyJIHPOBKA)

(xox u hopMyJIPOBKA)

Oo6umenpodgeccuoHalbLHbIE KOMIETEHITUT

OIIK-1

Crioco6eH O1leHUBaTh POJIb
UHQOpMAIIH,
UHPOPMAITUOHHBIX
TEXHOJIOTUMN U
UHQOPMAaITIOHHOH
0e30IacHOCTH B
COBPEMEHHOM O0IIECTBE,
WX 3HAYCHUE TSI
obecreueHnss 00 LEKTHBHBIX
noTpeOHOCTEN JIMYHOCTH,
o0I1ecTBa U TOCy1apCcTBa;

N-OIIK-1_3

3HaeT MOHATHS
WHQOpMAIIH,
WHPOPMAITMOHHON
0e301acHOCTH, MECTO H
PoJib HHPOPMAIIMOHHOK
0€30MMacCHOCTH B CUCTEME
HalMOHAJILHOU
6e3onmacHocT Poccutickoi
®denepanu, OCHOBBI
TOCy/1apCTBEHHOMN
MHPOPMAaTMOHHON
MOJINTHKHY;

H-OIIK-1 5

YwMmeeT knaccupuIpoBaTh
3aIUIIAEMYO
MHGOPMAITUIO TI0 BUAAM
TallHBI U CTENEHIM
KOH(HUICHIIMAIBHOCTH;

3HaTh OCHOBHBIC HOPMATHUBHEIE
MIPABOBBIE AKTHI B 00JIACTH 00ECIIeYeHNUs
UHGOPMAITMOHHOM 0€30MaCHOCTH U
HOPMaTHBHBIE METOIUYCCKHIE
noxkymeHTsl @CB Poccun u @CTIK
Poccuu B obnactu 3auiuThl HHGOpPMAIIUK.

YMeTh NIpUMEHATh OCHOBHBIE
HOpPMAaTUBHBIC TIPABOBbIC aKThI B 00JIACTH
obecrniedeHus: THPOPMAITHOHHOH
0e30MmacHOCTH M HOPMaTHUBHBIE
Meroaudeckue nokymeHTs @Ch Poccun
u ®CTOK Poccun B 0071aCTH 3aIIUTHI
WHPOPMAIIUH.
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Ymeet knaccupumpoBaTh
Y OIICHUBATH yTPO3bI
WHPOPMAaTMOHHON
Oe3omacHOCTH IS 00BEKTa
nH()OpMaTH3aIINH;

OIIK-6 CriocobeH npu
peleHnn
npodecCHOHANBHBIX 3a1a4
OpPTaHU30BEIBATH 3AIUTY
nHDOpMaIuu
OTPaHUYEHHOTO JOCTYIa B
COOTBETCTBHH C
HOPMAaTHUBHBIMHU
MIPABOBBIMH aKTAMH,
HOPMATUBHBIMHU U
METOUIECKUMU
JOKYMEHTaMH
®denepalibHOM CITYKOBI
6e3omacHocTr Poccuiickoit
Oepnepaunn, OenepaibHON
CITy>KOBI TI0 TEXHUIECKOMY
¥ 9KCTIOPTHOMY KOHTPOITIO;

HU-OIIK-6_1 3HaeT
CHUCTEMY HOPMAaTHUBHBIX
MPaBOBBIX AKTOB U
CTaHJApPTOB IO
JMLIEH3UPOBAHUIO B
oOmactu obecriedeHust
3aILUTHI TOCYJaPCTBEHHOU
TaWHBI, TEXHAYECCKOMN
3aIIUTHI
KOH(HICHINAILHON
nH()OpMAITHH, 110
aTTecTanuy 0ObEKTOB
WHPOPMAaTH3ALNN 1
cepTurKanum CpeacTB
3aIuThHl HHGOPMAIIHH;
3aJ]aud OPTaHOB 3aLIUTHI
rOCyJapCTBEHHOM TallHbI U
ciryk0 3aIuThI
WHPOpPMALIUH Ha
NpEAIpUATHIX,

3HATH METO/IMKY JIMTICH3UPOBAHHUS B
o0acTu o0ecTrieueHUS 3aIUThI
nH(OpPMAIIH, aTTECTAUN OOBEKTOB
nHpOpMATH3ANA U CEPTHOUKAITAN
CpEJICTB 3aIIUTHl HH)OPMAIIHH.

YMeTh MOJrOTOBUTH HEOOXOAMMBIC
JIOKYMEHTBI JJIs TIOJIPSITIHKA TIO
MIPOBEICHUIO paboT B chepe
JIMIIEH3UPOBAHUS B 00JaCTH
obecreueHus 3auThl HHPOpPMAaITHH,

aTTeCTallun 00BEKTOB I/IH(i)OpMaTI/BaHI/II/I

U cepTU(UKAIMU CPENICTB 3aLIUTHI
nH(pOpMAaIUH.

4. O0beM, CTPYKTYpa U coJep:KaHue THCIUTTUHBI

OO01mmas TpyI0eMKOCTh JTUCIUTUIMHBI COCTABIISICT 2 3a4STHBIC CIMHUIIBI, 72 aKkaJ. Jaca.

Ne Tembl (pa3nesnl) Buabl yueOHbIX 3aHATHIH, DopMbI TEKYLIET0
=9
n/n THCIUILIHHBI, 5 BKJIIOYAS] CAMOCTOSITEILHYI) | KOHTPOJISA yCIIeBaeMOCTH
HX cojJep:KaHue = padoTy CTy1eHTOB, ®DopMa NPOMeKyTOUHO
S U UX TPY10€MKOCTh aTTecTalluu
(B akaieMUYEeCKHX Yacax) (no cemecmpam)
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HedopmarmonHas Onpoc Ha MPaKTHIECKUX
1 |6e3omacHOCTh Poccuhiickoit 4 8 8 P P
Deneparum 3aHATHAX
besonacrocts Onpoc Ha MPaKTHIECKUX
2 |(3aIIUILEHHOCTD) 4 8 2 9 P Y
KOMITBIOTEPHBIX CUCTEM. SaHATIIX
3 Mojenu HapyIIUTEIS | 4 8 2 8 Onpoc Ha MPaKTHUECKUX
THITMYHBIC aTaKH. 3AHATUAX
4 Bpenonocnoe nporpamMMmHoe 4 8 8 Onpoc Ha MPaKTHIECKUX
obecrieueHUeE. 3aHATUSIX
03| 2,7 3auer
Bcero 72 32 4 103|357




Copaeprxkanue pa3ienoB AUCITUTUIMHBL:

Tema Ne 1 Undopmanmonnas 6ezonacHocts Poccniickoit denepanmu.

1.1. Yrpo3sl uadopmannonHoit 6e3omacHoctu Poccutickoii deneparuu.

1.2. JloxTpuHa nH(HOpMAIIMOHHOK 0€30MacHOCTH.

1.3. OOurue mpUHITUIIBEI 3aIIUTHl HH)OpPMAITUH.

1.4. Knaccudukanus yrpos.

1.5. O630p marepuaiioB (heaepaabHOro 0aHKa JaHHBIX YIpo3 0€30MacHOCTH, BEYILErocs B
pasnene «Texuuueckas 3amura uHpopmanun» (https://bdu.fstec.ru) wa odunuansHOM caiite
OCTOK Poccun u ceMeicTBa HAMOHAIBHBIX CTAHAAPTOB 3AIMUTHI OT YTPO3, PEAIU3yEMBIX Yepe3
CKPBITHIC KaHAIIBI.

Tema No 2 be3onacHOCTh (3alIUIIEHHOCTh) KOMIBIOTEPHBIX CHCTEM.

2.1. O630p cpeacTB U METOAOB MHPOPMALMOHHOW/KOMIIBIOTEPHON 6€30IaCHOCTH.

2.2. UnTerpupoBaHHas mporpaMMHO-amnmaparHas 3ammra nadopmamnuu Trusted Platform
Module (TPM).

2.3. Meronpl HapyuieHUS KOH(PHACHUUATBHOCTH, LIEJIOCTHOCTH U JOCTYIHOCTH
uHpOpManuu.

2.4. Monenu ynpaBlieHUsI JOCTYIIOM.

2.5. KoHTpoms mpas gocryra.

2.6. O030p cemelicTBa HAIMOHAJBHBIX CTaHIapTOB Poccun B cepe KpUTEpUEB OLICHKH
6e3omacHoctu nHPpopmanuonueix cucreM (COCT P UCO/MOK 15408-1-2012 «Yacts 1. BBenenue
B 0011yt0 Mozaenb», [OCT P UCO/MOK 15408-2-2013 «YacTs 2. DyHKIIMOHAIbHBIE KOMITIOHEHTHI
6esonacaoctn»y, ['OCT P HNCO/MDBK 15408-3-2013 «Yacte 3. KommnoHeHTHl no0BepHus K
0€30IaCHOCTHY).

Tema Ne 3 Mojieny HapyIIUTEIIS U TUITHYHBIC aTaKH.

3.1. Mopens aeiicTBUi BEpPOATHOTO HAPYIIUTENS U MOJIEIb IIOCTPOSHUS 3aIHTHI.

3.2. Knaccu¢ukanusi OCHOBHBIX BHJ/IOB aTak.

3.3. CereBas pa3Bejka.

3.4. CpencTBa 1 METOABI HEUTPATM3AINN ATaK.

Tema Ne 4 BpenoHocHoe nporpamMmMHoe obecrieyeHue.

4.1. Knaccudukanusi BpeZJOHOCHBIX POTPAMM.

4.2. ITpusznaku npucytcTBus BpeaoHocHoro I10.

4.3. Metonbl ooHapyxeHus Bpegonocunoro [10.

4.4. Crioco6s! BHeIpeHus BpeaoHocHoro I10.

4.5. IIpumepsl ceTeBbIX aTak.

4.6. TpostHCKHME TPOTPAMMBI, JIFOKH, SKCTLTOUTHI.

4.7. Metonp! 3amuThl oT BpenoHocHoro [1O. TexHonoruu camo3amuTtbl. MecTo U poJib
MEXKCETEBBIX SKPaHOB B oOecneueHnH 0ezonacHocTu pecypcoB AC. Bo3MOKHOCTH 1 OTpaHUYEHUS
AQHTHUBUPYCHBIX IPOTPAMM.

4.8. Cnenpanu3upoBaHHbIE CPEACTBA U METO/IbI BHISIBIICHUS! BPEIOHOCHBIX ITPOrPaMM.

4.9. 0630p monoxkernit 'OCT P MCO/MDK 18044-2007 «MeHeKMEHT WHITHICHTOB
nH(pOpMalMOHHONW 0e30MmacHOCTU» MMl peHIeHHs] 3aJad MPOTHUBOJEHCTBUS BPEIOHOCHOMY
MIPOrpaMMHOMY 00€CIIEUEHHIO.

5. OGpa3zoBaTe/ibHbIE TEXHOJOTHH, B TOM YHCJ€ TE€XHOJOIHH JJIEKTPOHHOIO0 00y4eHHs! M
AUCTAHIMOHHBIE 00pa3oBaTebHble TEXHOJIOTHH, MCIOJIb3yeMble NPH OCYILIECTBJIEHUH
00pa3oBaTeIbHOI0 MpoLecca 1o JMCHUIIMHE

B npornecce 00ydueHns CHONB3YIOTCS CIeAYIOIINe 00pa3oBaTeIbHbIE TEXHOIOTHUH:
IIpakTHyeckoe 3aHATHE — 3aHSATHE, MOCBSAIICHHOE OCBOCHHIO KOHKPETHBIX YMEHHUH U
HABBIKOB U 3aKPETICHUIO NIOJyUYEHHBIX Ha JIEKIIUU 3HaHUH 110 MPEAJIOKEHHOMY aJIlOPUTMY.


https://bdu.fstec.ru/

KoncyabTanum — Buja y4ueOHBIX 3aHSATHH, SBISIOMMNCT OAHOM H3 (opM KOHTpOIS
CaMOCTOSITENIbHOW ~ pa®oThl  cTyAeHTOB. Ha  KoHcynmpTanmuMax 1O HIpock0e  CTYAECHTOB
paccMaTpuBalOTCs Haubojee CIOXHBIE MOMEHTHI IPM OCBOCHMM MaTepuala JAUCIUILINHB,
IIpEeNnojaBaTeslb OTBEYAeT HAa BOIIPOCHI CTYIEHTOB, KOTOpPbIE BO3HHUKAKT Y HHMX B IIPOLECCE
CaMOCTOSITENTbHON PaOOTHI.

B mporecce 00yueHHs HCMIOTIB3YIOTCS CICAYIOUINE TEXHOIOTUHU SJIEKTPOHHOTO 00y4eHUs U
JUCTAaHLIMOHHbIE 00pa30BaTeIbHbIC TEXHOJIOTUU:
DJIEKTPOHHBIH yueOHbIH Kypc «OcHOBbI MH(poOpMaunuHOHHOH Oe3omacHocTH» B LMS
DjexTponHblil yHuBepcuter Moodle SIpI'Y, B koTopom:
- TpPeICTAaBICHBl 3aJaHHs JJs CaMOCTOATENBHOW paboThl OOydYalOUIMXCS MO TeMaM
JTVCLUIUIMHBL,
- OCYLIECTBJISIETCS  NPOBEACHHE  OTACIBHBIX  MEPONPHUATHM  TEKYLIEro  KOHTPOJIS
yCIIEBAEMOCTH CTY/IEHTOB;
- MPEeICTaBIEHBI TEKCTHI JEKIUH MO OT/IEIbHBIM TeMaM JUCHUIUINHBL,
- I[IPEJCTaBJICHbI PaBUJIa MPOXOKACHUSA IPOMEKYTOUYHON aTTECTALUU 110 TUCLUILINHE;
- MPEACTaBJIEH CIHUCOK y4eOHOU JIUTepaTyphl, PEKOMEHIyEMOH /JIsi OCBOEHUS AUCLUITIINHBL
- IpeicTaBieHa HHpopMmauus o ¢GopMe U BpPEMEHM MPOBEACHUS KOHCYJIbTALUU I10
JVCHUIUIMHE B PEXKUME OHJIAlH;
HOCPEJICTBOM (opyMa OCYILECTBIIAETCS CHHXPOHHOE M (MJIM) ACHHXPOHHOE B3aUMOJeHcTBUE
MEXy 00yUJarOIIMMUCS | MPETIOaBaTEeNIEM B paMKaX W3ydeHHs! TUCIIUILIHHEI.

6. IlepeyeHb JUMIEH3UOHHOIO0 M (MJIH) CBOOOJAHO PACHPOCTPAHAEMOr0 MPOrPAMMHOIO
o0ecreyeHusi, MCHOJIb3YyeMOr0 IIPH OCYIIECTBJICHMH 00pa30BaTe/JIbHOIO Iponecca Io
AMCUMILINHE

B nponecce ocymiectBiaeHust 00pa3oBaTeNbHOrO Mpolecca Mo AUCHUIUINHE UCIIOIb3YIOTCS:

JUist (hOPMHUPOBAHUSI MAaTEPUATIOB ISl TEKYIIEr0 KOHTPOJS YCIIEBAEMOCTH U IPOBEICHUS
IIPOMEKYTOUHOM aTTecTaluy, A1 GOPMUPOBAHUS METOIMUECKUX MAaTEPUAJIOB M0 AUCLUILINHE:

- nporpammbl Microsoft Office;

- Adobe Acrobat Reader;

- luTepHeT-Bepcus ClIpaBOYHON CUCTEMBI [ 'apaHT.

7. IlepeyeHb CcOBpPeMEHHBIX MNPO(ecCHOHAIBHBIX 0a3 JAaHHBIX U HHGOPMAIHOHHBIX
CIPABOYHBIX CHCTEM, HCIOJIb3yeMbIX IIPH OCYLIECTBJEHUH 00pa30BaTeIbLHOIO NMpouecca mo
AUCHUIINHE (TIPU HE00X0AUMOCTH)

B mporecce ocymiecTBiaeHus 00pa30BaTeIbHOTO Mpoliecca MO AUCIUILTUHE UCTIONb3YIOTCS
ABTomarusupoBaHHas 6ubaroredHo-uHpopmanmonHas cuctema «bYKM-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

8. IlepeueHb OCHOBHOW M [IONMOJIHUTEJIbHOW Yy4eOHOIl JiMTepaTypbl, pecypcoB
HHG(OPMAMOHHO-TEJIEKOMMYHUKAUMOHHOH ceTu « UHTEepHET», He0OX0AMMBIX /IJI 0CBOEHHUSA
AMCHUIINHBI

a) OCHOBHAsI JIUTEepaTypa

1. Noxrpuna nHpopManmonHoi 6e3onacHoct Poccuiickoit deneparuu (yrBepxkaeHa YKa3zom
[Tpesunenta PO ot 5 nexadpst 2016r. Ne 646).

2. 3enkoB, A. B. MHpopmarronHas 6e301MacHOCTh U 3amuTa HHpOpMaIuH : yaeOHOe Tocooue
s By30B / A. B. 3enkoB. — Mocksa : U3natenbctBo FOpaiit, 2022. — 104 ¢. — (Bricmiee
obpazoBanue). — ISBN 978-5-534-14590-8. — TexkcT : anekrponHsiii // O6pa3oBaTenpHas
atdopma IOpaiit [caiit]. — URL: https://urait.ru/bcode/497002 (nara oopamenus: 29.01.2022).
3. Hecrepor C.A., MadopMmanronHast 6€301MacHOCTb | y4eOHUK U MPAKTHKYM JIJISI aKaIeMHIECKOTO
6axanaBpuata / C. A. Hectepos, M., FOpaiir, 2016, 321c¢


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://urait.ru/bcode/497002
javascript:
javascript:

4. Hecrepos, C. A. OcHOBBI HHPOPMAITMOHHOI Oe3omacHocTH : yuebHoe mocodue / C. A. Hectepos.
— 5-e¢ u3n., crep. — Cankr-IletepOypr : Jlans, 2019. — 324 ¢. — ISBN 978-5-8114-4067-2. —
Tekcr : onexkrponnsd //  Jlamp : anekTpoHHO-OMOnmoTeyHas cucrema. — URL:
https://e.lanbook.com/book/114688 (mara obpamenus: 29.01.2022). — Pexum npocrtyma: s
aBTOPU3. II0JIb30BATEIICH.

5. [llanbrun, B. ®@. 3amura nadopmaiiu B KOMIbIOTEPHBIX cucTeMax U ceTsx / [llansrun B. @. -
Mockga : JIMK IIpecc, 2012. - 592 c. - ISBN 978-5-94074-637-9. - Tekcr : anexrponnsiii // IbC
"KoHCynbTaHT cryneHra" : [caiT]. - URL
https://www.studentlibrary. ru/book/ISBN9785940746379 html (mata oOpamenwus: 29.01.2022). -
Pexxum nocTyna : 1o mojamucke.

6. lllansrun, B. ®. Undpopmanmnonnas 6e3omacHocTh U 3amura nHdopmaruu / [Ilanerun B, O. -
Mockga : JIMK Ilpecc, 2014. - 702 c. - ISBN 978-5-94074-768-0. - Tekcr : anexkrponnsiii // 9bC
"KoncynbranT ctynenra” : [caiit]. - URL :
https://www.studentlibrary.ru/book/ISBN9785940747680.html (nata oopamenus: 29.01.2022). -
Pexxum nocTyna : 1o mojamucke.

7. 'anatenxo, B. A. CtanaapTs! undopmMaimonnoit 6e3omnacHoctu / 'anarenko B. A. - Mockaa :
Hammonaneueiii Otkpeiteiid YauBepcuter "MHTYUT", 2016. (OcHOBBI HHPOPMALTMOHHBIX
texHosioruil) - ISBN 5-9556-0053-1. - Tekct : anekrponHslil // ObC "KoHcynbTanT cTyneHTa” :
[caiiT]. - URL : https://www.studentlibrary.ru/book/ISBN5955600531.html (1ara oOpameHus:
29.01.2022). - Pesxum 0CTyIIA : 110 TMOITUCKE.

8. 'OCT P UCO/MBK TO 19791-2008r., «MHbOpMaIimoHHass TEXHOIOTHSA. METOIbI U CpeICTBa
obecrieyenuss  Oe3omacHocTH. OmeHka  0€30IaCHOCTH  aBTOMATH3MPOBAHHBIX  CHUCTEMY,
denepanbHOE areHTCTBO IO TEXHUYECKOMY pErylIMpoBaHUIO M Merposnoruu Poccun, M.:
«Crangaptaadopm», 2009. - 126c.

9. TOCT P UCO/MDBK 18045-2013r., «MHpOpManIMOHHAsT TEXHOJIOTHS. METOJIbl U CpEeACTBa
obecriedeHuss Oe3omacHOCTH. MeETONOJOrHS  OLUEHKM  Oe30MacHOCTH  WH(POPMAIMOHHBIX
TexHoJoruiy, denepanpbHoe areHTCTBO 110 TEXHUYECKOMY PETYJIMPOBAHUIO U MeTposioruu Pocenn,
M.: «Cranpaptunadopm», 2014. - 250c.

10. TOCT P UCO/MDK 15408-1-2012r., 15408-2-2013r., 15408-3-2013r., «MHpOpManmoHHas
TexHojorusi. Metoasl U cpenctBa obecrneueHuss MHGOpMalMoHHON Oe3zomacHocTH. Kpurepuu
OLIeHKU 0e30MacHOCTH MH(OPMAIIMOHHBIX TeXHONOTUi», «Hacts 1. BBenenue u obuiast MoJenby,
«Yactp 2. OyHKIMOHATIbHBIE KOMIIOHEHTHI Oe30macHocTn», «HYacth. 3. KOMIOHEHTHI 10BepUsl K
6e3onmacHocTH», dDenepaibHOE areHTCTBO MO TEXHUYECKOMY PEryJIUPOBAaHUIO U METPOJOTHU
Poccun, M.: «Cranmaptuadopm», Yacte 1.-2014.-56¢., Yacts 2.-2014.-164c¢., Yacts 3.-2014.-
152c.

11. TOCT P MHCO/MDBK 53113-1-2008 «UMHpOopManlMOHHBIE TEXHOJOTHHU. 3aluTa
MH(GOPMAIMOHHBIX TEXHOJOTHH M aBTOMAaTHU3MPOBAHHBIX CHUCTEM OT Yrpo3 HHGOPMAalMOHHOM
0€30MaCHOCTH, PEATU3yEeMbIX C MOMOIIBIO CKPBITHIX KaHaimoB. Yacte 1. OOmiye moyoxeHus»,
@DenepallbHOE areHTCTBO 110 TEXHUYECKOMY PpEryJaupoBaHuI0 M Merposnorun Poccum, M.:
«Crangaptuadopm», 2009. - 12c¢.

12. TOCT P HCO/MDBK 53113-2-2009 «MH(popMalMOHHBIE TEXHOJOTHH. 3alluTa
MH(OPMALIMOHHBIX TEXHOJIOTUH M aBTOMAaTU3WPOBAHHBIX CHCTEM OT yrpo3 WHGOPMalMOHHON
0€30IaCHOCTH, PeaTn3yeMbIX C MOMOIIBIO CKPBITHIX KaHaoB. YacTh 2. PekoMeHganuu no 3ammre
uHpopmanuy, WHGOPMAIMOHHBIX TEXHOJOTUH U aBTOMATU3HPOBAHHBIX CHCTEM OT YIpo3
MH(POPMAIIMOHHON 0€30MaCHOCTH, peaTu3yeMbIX C MOMOIIbIO CKPBITHIX KaHanoB» DenepaibHOE
areHTCTBO MO0 TEXHUYECKOMY PEryaupoBaHuio U MeTposnoruu Poccuu, M.: «CtanpaptuHdopm»,

2010. - 12c.



13. PyxoBomsmue noxymeHTsl @CTOK Poccum «TpeboBanusi kK cucreMaM OOHApyXEHHS
BTOp)KeHMI», BBeneHHbIX mpukazom DOCTIK Poccum ot 6 nexkabps 2011 1. Ne 638
(3apeructpupoan Muntoctom Poccun 1 despans 2012 r., per. Ne23088) mst 4, 5 u 6 kitaccos UC.
14. bazomas Mojenb yrpo3 0O€30MacHOCTH TEPCOHAIBHBIX JAHHBIX NIpPH UX 00paboTKe B
MH(POPMAIMOHHBIX CHCTEMax MepCcOHaNbHBIX AaHHBIX (Bbimucka). ®CTOK Poccun, 2008 ron.
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15. Meroaudeckuii HoKymMeHT "MeToauka OlEHKH yrpo3 OezomacHocTd wuHpopmammu" (YyTB.
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[caiit]. - URL : https://www.studentlibrary.ru/book/ISBN5935172925 . html (nata oOpamieHus:
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3. Kazapun, O. B. ITIporpammHo-anmapatHsie CpeAcTBa 3alIUThl HHPOPMALKHU. 3aIuTa
MPOrPaMMHOTO O0ecTieueHus : yUeOHUK U TpakTUKyM 1iisi By30B / O. B. Kazapus,

A. C. 3a6abypun. — Mocksa : U3narensctBo FOpaiit, 2022. — 312 ¢. — (Briciiee
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yaeOHoe mocobue s By3oB / [Tox pen. mpodeccopa O. . Llenyxuna. - Mocksa : ['opsiaas
muHus - Tenekom, 2013. - 220 c. - ISBN 978-5-9912-0323-4. - Tekcr : anextponHsi // IbC
"KoncynbranT crynenta” : [caiit]. - URL :
https://www.studentlibrary.ru/book/ISBN9785991203234.html (nata o6pammenus: 29.01.2022). -
Pexxnm noctyma : 1o noanucke.

5. [Ipockypun B.I'., «3ammra nporpaMM u JaHHBIX», 2-€ U3AaHUE, Y4eOHOe mocoOue A CTY/.
yupexieHu# BbIci. pod. oopazoBanus, M., U3narensckuii nentp «Axagemusi», 2012.- 208c

9. MarepuajbHo-TeXHHYecKasi 0a3a, HeoOXoaAUMasi UIS1 OCYLEeCTBJIEHHs 00pa30BaTe/IbHOIO
Npouecca no AMCHUILIHHE.

MarepuanbHo-TexHHUYEeCcKast 0a3za, HEOOXoauMasl JUIsl OCYIIECTBIECHUs 00pa30BaTEIbHOTO
mpolecca o AUCHUILIMHE BKIIIOYAET B CBOM COCTAB CHEIMAIbHBIC [IOMEILCHHS:

- yueOHbIe ayTUTOPUHU JJIsl IPOBEICHUSI 3aHATUH JIEKIIMOHHOTO THIIA;

- yueOHbIE ayTUTOPUU JJISl IPOBEACHUSI MPAKTUUECKUX 3aHITUN (CEMUHAPOB);

- yueOHbIe ayTUTOPUHU JJISl IPOBEACHHS IPYIIIIOBBIX U UHIMBUAYAIBHBIX KOHCYIbTALIUH;

- ydeOHble ayAUTOPUM JJs MPOBENCHHUS TEKYIIEro KOHTPOJIS U IPOMEKYTOUHOMN
aTTecTaluu;

- IOMEILIEHUs JJI CAMOCTOSITENIbHOIN paboThI;

- IOMEILEHHS IIs1 XpaHEHUs U MPOPUIAKTUIECKOTO 00CITY>)KUBAHUS TEXHUUECKUX CPEJICTB
oOyJeHwus.

CrienuanpHble TIOMEIIEHUS] YKOMILIEKTOBAHBI CPEICTBAMU OOYUEHHsI, CIY)KalIUMU IS
npeacTaBieHus yaeOHoi nHpopmanuu 60JIbIION ayJUTOPHH.


http://fstec.ru/component/attachments/download/2894
https://bdu.fstec.ru/threat

[ToMemieHust A CaMOCTOSTENBbHONW Pa0OTHl OOYYArOMIMXCSI OCHAILICHBI KOMITBIOTEPHOM
TEXHUKOH € BO3MOXHOCTBIO MOAKIIOUEHMsI K ceTH «VIHTepHeT» M obecledeHueM I0CTyna K
ANEKTPOHHOU MH(POPMAITMOHHO-00pa3oBarensHOM cpene Apl'Y.

ABTOp:
crapmuii npenoaaBatens kadheapsl Kb 1 MMOMU A .B. Caxanna



IIpunaoxenne Ne 1 k paGoyeii nporpaMmme M CHMIIIMHBI
«OcHOBBI HHPOPMALITMOHHOW 0€30ITACHOCTH»

MoH/1 OLIEHOYHBIX CPEACTB
AJIsl IPOBe/IeHUs TeKylleil U MPOMeKYTOYHOI aTTecTalliu CTY/AeHTOB
1O JUCHUIJINHE

1. TunoBble KOHTPOJIbHbIE 32IaHUSI WM UHbIE MAaTepHaJbl, He00X0AUMbIE /ISl OLeHKHU
3HAHUM, yYMEeHHI, HABLIKOB W (WJIH) ONBITA JeATEJbHOCTH, XAPAKTEPU3YIOIIMX 3TANbI
¢GopMupoBaHKusI KOMIIETEHIM A

1.1 KoHTpoJibHBbIE 3a]aHUsI U HHbIE MATEPUAJIbI,
HCIoJIb3yeMble B Npouecce TeKyliei arrecranuu

Ilepeyensb BONPOCOB /1151 ONMPOCOB HA MPAKTHYECKUX 3aHATUSAX:

1. Ha ocHoBe MmarepuanoB ¢enepaabHOro OaHKa JaHHBIX Yrpo3 O€30MacHOCTH,
BeAyiierocss B pasgene «TexHumdeckas 3ammra uHpopmanun» (https:/bdu.fstec.ru) na
opunmansaom caiire ®CTIK Poccun u cemeiicTBa HALIMOHAIBHBIX CTAHAPTOB 3ALUTHI OT YIPO3,
peanuzyembix uepe3 ckpeithie kaHanel (TOCT P MCO/MDBK 53113-1-2008, 53113-2-2009)
copmynupoBaTh U OOOCHOBaTb, - B YE€M CYTh OTIIMYMM POCCHUICKON KiIacCUpUKALMM Yrpo3
0€30MaCHOCTH OT MPUHATON B 3aIaIHBIX CTAHAAPTaX?

2. YeM OTIMYAIOTCS ONHUCAHHbBIE YS3BHUMOCTU OT TaK HA3bIBAEMBIX YSI3BUMOCTEH
«aynesBoro aus»? O60CHOBATH OTBET.

2. B 4ueM COCTOUT CyTh 3alUTHl OT HAPYIIEHUS KOH(PUICHLIHATbHOCTH, LIETOCTHOCTH U
JOCTYITHOCTH HH(OpMAIHH?

3. B uem cocTouT cyTh pa3inUyHbIX 00LEYNOTPEOUMBIX MOJeNell yIpaBIeHHs 10CTYIIOM K
KOMIIBIOTEPHON HH(pOpMAITUH?

4. Ha ocHOBe MaTepuaJoB ceMelcTBa HAIMOHAIBHBIX CcTaHaapToB Poccum B cdepe
KpUTEpHeB OlleHKH Oe3omacHocty nHpopMmannonHbix cucteM ('OCT P UCO/MDBK 15408-1-2012
«Yacte 1. Benmenue B obmyw mozaens», ['OCT P MCO/MDBK 15408-2-2013 «Yacts 2.
@OyHKIIMOHANBHBIE KOMITIOHEHTHI Oe3onmacHoctny, ['OCT P NCO/MOBK 15408-3-2013 «Yacts 3.
Komnonentsl foBepust k Oe3omacHocTH») chopMmynupyiitTe U 00OCHYHTEe Mmapagurmy
(YHKIIMOHATBHBIX KpUTEPUEB MHPOPMAIIMOHHOM Oe3onacHocTH B Poccuu.

5. Kak onpenenuth BeposTHBIE LI€IM KOMIBIOTEPHOH aTaku MO Npu3Hakam (opMbl ee
peanuzanun?

5. Kakue BbI 3HaeTe MOJIesId B3aUMOECHCTBUS TPOrPaMMHOM 3aKJIaIKM C aTaKyeMOW KOM-
MBIOTEPHON CUCTEMOM ?

6. Ha3oBuTE Npennocbulki K BHEAPEHHUIO U METO/Ibl BHEPEHUS MPOTPAMMHBIX 3aKJIA0K.

7. B 4eM 0COOEHHOCTHM KOMITBIOTEPHBIX BHPYCOB, BBIIEISIEMBIX B OTIENBHBIA Kiacc
BPEJIOHOCHBIX ITporpamm?

8. OxapakTepu3yiTe *KU3HEHHBIH LUKJ, 0OCOOEHHOCTH (PYHKIIMOHUPOBAHUS, OCOOEHHOCTH
MPOTHBOJICHCTBUS KOMITBIOTEPHBIM BUPYCaM TOTO WJIM MHOTO Kjacca.

9. KakoBbI COCTABIISIONINE POCCUICKON CHCTEMBI 00eCTIeYeHUST 0€30TTaCHOCTH KPUTHYECKIX
MH(POPMAIIMOHHBIX CUCTEM OT KOMITBIOTEPHBIX aTak?

10. Ha ocuose nonoxenuit TOCT P UCO/M3BK 18044-2007 «MeHEIHKMEHT UHIIUIEHTOB
MH(POPMAIIMOHHON 0e30macHOCTH», CchOpMyIUpyiTe M OOOCHYWTE aaropuTMbl JIEHCTBHIA,
PEKOMEHIyeMbIe [T PEeIICHHsI 3a/1a9 TPOTHBOICHCTBHUS KOMITBIOTEPHBIM aTaKaM.

11. Ha ocnose nonoxenuit TOCT P MCO/MBK 18044-2007 «MeHemKMEHT UHIUICHTOB
nH(popMalMoOHHONW Oe3o0macHoCTH», cHOopMyIHpyiiTe U OOOCHYHTE aNrOpuUTMbl JEWCTBUH,



https://bdu.fstec.ru/

pPEKOMEHAYEMBIE NIl pELICHMs] 3aJad IPOTHUBOAEHCTBUS BPEJOHOCHOMY IPOrPaMMHOMY
00ecrneueHuIo.

12. Ha ocuoe marepuamoB ['OCT P MCO/M3K 53113-1-2008 «HpopmManmoHHbIE
TEXHOJIOTUH. 3aiuTa UHHOPMAIIMOHHBIX TEXHOJOTUN U aBTOMAaTHU3WPOBAHHBIX CHCTEM OT Yrpo3
MH(POPMAIIMOHHOHN 0€30IaCHOCTH, PEATN3YEMBIX C MOMOIIBIO CKPHITHIX KaHaoB. Yacte 1. O6mue
nonoxenuss» u 'OCT P MCO/MBK 53113-2-2009 «MubopmarinoHHbIe TEXHOJIOTHUU. 3aluTa
MH(GOPMAIIMOHHBIX TEXHOJOTHH M aBTOMATHU3UPOBAHHBIX CHUCTEM OT Yrpo3 WHGOPMAIMOHHOM
0€301MacCHOCTH, pealn3yeMbIX C TOMOIIbIO CKPBITHIX KaHanoB. YacTh 2. PekoMenaanuu mno 3amiure
uHbopManuy, HHOOPMAIIMOHHBIX TEXHOJOTUH M aBTOMATU3UPOBAHHBIX CHUCTEM OT YIPO3
nH(pOpMaLMOHHON 0€30MaCHOCTH, PEATU3yEMbIX C IIOMOIIBIO CKPBITHIX KaHAIOBY, CHOPMYIUPYHTE
U O00OCHYHTE OCHOBBI 3alIUTHl OT KOMIIBIOTEPHBIX BHPYCOB MW JPYrOro BPEIOHOCHOTO
MIPOrpaMMHOT0 O0ECTIeUEHUSI.

13. Ha ocnoBe matepuasnioB TpeGoBanus mo mnpoduisiM 3amuThl MHOOPMAIIMOHHBIX
cucteM 4-ro, 5-ro u 6-To Ki1accoB u3 HopMaTUBHBIX T0KyMeHTOB @DCTIOK Poccun «TpeboBanus k
cucTeMaM OOHApYKEHUsI BTOP:KEeHUI», BBeeHHbIX mprkazoM OCTIK Poccun ot 6 nexadps 2011
r. No 638 (3apeructpupoBan Muntoctom Poccun 1 deBpans 2012 r., per. Ne 23088), npuBenure
000CHOBaHME pa3 MY B TPeOOBAHUAX K YKa3aHHBIM Kiaccam M C 11t 3a1UThI OT KOMITBIOTEPHBIX
aTaK ¥ BTOP>KEHUH.

14. KakoBbl (yHKIHMM YYaCTHHKOB peaU3alll CHUCTEMBI OOecTeueHHs O0e30macHOCTH
KPUTHYECKHX UHPOPMAIIMOHHBIX CUCTEM OT KOMIIBIOTEPHBIX aTak?

1.2 Cniucok BonpocoB U (WJIH) 3aaHUI 1JIsl MPOBeIeHUsI MPOMEKYTOUHO aTTecTalnu
Cnncok BONPOCOB K 3a4eTy

1. [lepeuncnure u oxapakTepu3yiTe yrpo3sl HHPOPMALMOHHOM Oe30nacHoCcTH Poccuiickoit
Oenepannu, ykazanublie B «Jloktpune nadopmannonHoii 6e3onacHoctu» Poccuiickoit deneparuu.

2. Ha3oBUTE W ONMUIINTE 1ENIH, 337a91 ¥ HAIIPABJICHHOCTh «J{OKTpHHBI HHPOPMAIIMOHHOMI
6e3onacHoctu» Poccuiickoit denepannu.

3. Chopmymnupyiite U 000CHYMTE 00ITHE MPUHITUITH TIOCTPOSHUS 3aIIUTH HH(DOPMAIK B
Poccun. IlpuBenurte Ha3zBaHHMA M HAa3HAUYEHHWE H3BECTHBIX BaM HalMOHANBHBIX CTaHAAPTOB,
PETyIUPYIOIINX JaHHYIO TEMY.

4. B uem cyTh poccHICKOH Kiaccu(uKaius yrpo3 U ee OTIIMYUe OT IPUHATON B 3araJHbIX
cra"naprax. [lpuBenure Ha3BaHUs W Ha3HAYEHHE M3BECTHBIX BaM HalMOHAJIbHBIX CTaHIAPTOB U
HOpPMaTUBHBIX IPaBoBbIX JOKyMeHTOB DCTIOK Poccum, perynnpyomux 1aHHYIO TEMY.

5. Haiite 0030p CpelncTB U METOJA0B MH(GOPMAIIMOHHOW/KOMIBIOTEPHON 0€30MacHOCTH,
npuHATBIX B Poccum. IlpuBenuTte Ha3BaHMS M Ha3HAuY€HUE HM3BECTHBIX BaM HallMOHaIbHBIX
CTaH/IapTOB, PETYIUPYIOLIUX JaHHYIO TEMY.

6. [laiiTe onrcanne OCHOBHBIX METOJIOB HAPYIIEHUS KOH(DUACHIIMAIBHOCTH, IIEIOCTHOCTH U
JOCTYITHOCTH MH(POpMAIUH.

7. HazoBuTe U oxapakTepusyiiTe OCHOBHBIE MOJENIN YIPABICHUS JOCTYIIOM K
KOMITBIOTEPHOU MH(pOpMaIUK.

8. HazoBuTe 1 oxapakTepu3yiiTe 0011emoIb30BaTeIbCKUE CUCTEMbI KOHTPOJIS IPaB JI0CTYTIa
K KOMITbIOTEpHOU HH(pOpMaLUH.

9. Ha nro60oM NpoOW3BONBHOM IpHMeEpe OnuIIuTe MoJelb BEpOSTHOIO HApYIIUTEINS,
Mogenp 1eicTBHIl BEpOATHOTO HAPYIIUTENSA, COOTHECUTE UX C MOJEIbI0 TOCTPOCHUS 3aIUTHI Ha
OCHOBE JIBYX MPEABIIYIIUX.

10. [MpuBeauTe M OXapaKTepU3yWTE U3BECTHBIC W3 YUEOHOW JTUTEpaTyphl KiaccuUKamuu
OCHOBHBIX BHUJIOB KOMITBIOTEPHBIX aTak.

11. OnummTe M KpaTKO OXapakTepu3yWTe METOJAbl M TAaKTUKY IPOBEICHUS CETeBOU
pa3BEIKH.
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12. Onummre W KpaTKO OXapaKTepU3yHTEe CpPEIACTBA M METOAbl MPOTHUBOJACHCTBUS
KOMITBIOTEpHBIM aTakaM. [IpuBenuTe Ha3BaHUS W Ha3HAuYEHHE M3BECTHHIX Bam HalMoHaIbHBIX
CTaH/IapTOB, PETYIUPYIOLIUX JaHHYIO TEMY.

13. IlpuBenute wH3BECTHbIE HUX Y4E€OHOW JUTEpaTypbl KiaccU(UKAIMH BPEIOHOCHBIX
IIPOrPAMM.

14. OnummTe U KpaTKO OXapakTepu3ylTe Mpu3HaKku MpucyTcTBus BpegonocHoro [10.

15. Ha3oBuTe 1 0XapakTepu3ylTe crocoosl BHEApeHus BpeaonocHoro [10.

16. HazoBuTe n oxapakTepu3yite MeTo/ibl oOHapykeHusi BpenonocHoro I10. IIpuBenure
Ha3BaHMs U Ha3HAUYECHHWE M3BECTHHIX BaM HallMOHANbHBIX CTAHAAPTOB, PETYIUPYIOLIUX JAaHHYIO
TEeMy.

17. B uem COCTOUT OTIMYME YTEUYKH MH(POPMAIUHU MO TEXHUYECKUM KaHAJIaM OT JIPYTHUX
BUJOB?

18. B ueM cOCTOUT CyTh YHUKAJIbHBIX HJCHTU(UKATOPOB HWHTEPHET-NIOJIB30BATEICH U
AJICKTPOHHBIX "OTIEYaTKOB" pabOTHI B COIUATIBHBIX CETAX?

19. B uem coctouT cyTh u 1enu «MHpopMannoHHoi BOHHBI)?

20. Kakue BbI 3HaeTe BUIbl « IHPOPMAIIMOHHOTO OPYKUS»?

2. IIpaBusia npuema 3ayvera.

OreHka 3HaHUN IO UTOTY MPOXOKICHUS Kypca MPOBOIUTCS B GopMe MPUHATHUS 3a4eTa.

Ha 3auere mpoBepsiercsi chOpMHPOBAHHOCTh BCEX YKA3aHHBIX B yue€OHOW mporpamme
KOMITIETECHIIUH.

B Ouiner nns 3auera BKIIOYAIOTCS JIBa TEOPETHYECKHUX Bompoca. Ha moAroToBky k oTBeTy
naeTcs He MeHee | akaJgeMH4ecKoro Jaca.

Takxe eCTh BO3MOXHOCTh OTBETUTh Ha KOHTPOJBLHBIC BOMPOCHI B IJICKTPOHHOM Kypce
«OcHoBBI HH(pOpMaOHHOM Oe30macHoCTH» B LMS DnekrponHsiid yauBepcuteT Moodle Spl'Y.

[To uToraM OTBETOB CTYJEHTY BBICTABIIICTCS OJTHA U3 OIICHOK: «3a4TCHO», «HE 3aU4TCHOY.

OneHka «3a4YTEHO)» BBICTABIISICTCS CTYACHTY, €CJIM: OH 3HACT OCHOBHBLIC OIIPCACIICHUA,
IMOCJICOOBATCIICH B U3JIOKCHUHN MaTCpuajia, ACMOHCTPUPYCT 0a30BbI€ 3HAHUS JUCIHHMIIIIMHBI, BJIAACCT
HeO6XOI[I/IMBIMI/I YMCHHUAMHU U HABBIKAMU IIPU BBINIOJIHCHUHN MTPAKTUYCCKUX 3aJaHuM.

OuneHka «He 3a4YTEHO» BEBICTABIISICTCS CTYACHTY, CCJIIM: OH HC 3HACT OCHOBHBIX
OHpe,Z[eHeHI/Iﬁ, HCIIOCJICAOBATCIICH U COMBUMB B H3JI0KCHUH Marepuajia, HC o6na):(aeT
onpeneneHHoﬁ CHCTEMOH 3HAHUM IO JAUCHUIIIIMHC, HC B MIOJTHOH MEpE BJIALCCT HCO6XOI[I/IMBIMI/I
YMCHUSAMU U HAaBBIKAMU ITPU BBIITOJHCHHUHU IMPAKTHYCCKUX 3aJIaHMUI.

OHeHKa «HE€ 32a9YTCHO0> BBICTABJIACTCA TAKXKE CTYIACHTY, KOTOpLIfI B3I 3K3aM€HaHI/IOHHI>II71
6I/IJ'IGT, HO OTKasaJICA JaTb Ha HETO OTBCT.
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IIpunoxenne Ne2 k paGoueil nporpamMme AUCHHUIIIMHBI
«OcHOBBI HH()OPMALIMOHHOH 0€30I1aCHOCTHY

MCTOIII/I‘leCKI/Ie YKazaHud QJId CTYACHTOB 110 OCBOCHHIO JTUCHUIIJINHBI

W3ydyeHne NUCHUIUIMHBI IMIPEAINIONATacT YBEPEHHOE BJIAJEHUE KOMIIBIOTEPOM, YMEHHUE
OCYILIECTBIISATH MOUCK M OLIEHKY IOCTOBEPHOCTH HE0OX0AnMOM nH(opMariu B cetu IHTEpHET, HO
CTYIEHTY JOCTAaTOYHO CJIOKHO CAMOCTOATEIBHO OCBOMTH BOIPOCHI JUCLUIUIMHBI «OCHOBBI
uHpopMaMoOHHOM Oe3omacHocTHY. [locemenne Bcex MpeayCMOTPEHHBIX ayAUTOPHBIX 3aHSATHA
ABJISICTCA COBEPLIEHHO HEOOXOAMMBIM B CHIIy OOyY€HHUs Ha HUX YYalIUXCsS CPaBHUTEIbHBIM
OLIEHKaM 3HaHWU M3 Pa3IMYHBIX UCTOYHUKOB, KPUTHUECKON MX oueHKU. Takke 0e3 yrmopHBIX U
PETYJIIPHBIX CaMOCTOSITENbHBIX 3aHATUN B TEYEHHUE CEMECTPA, JKEJIATEIBHO € «YNPEXAAOMUM
3HAKOMCTBOM» C COJEP’KaHHUEM IPEACTOALIEIO 3aHATUSA, KpalHE CII0KHO YCBOUTH JIOTHMKY H
apryMEHTalUI0 YIOMSHYTBIX CPAaBHUTENBHBIX OLIEHOK M KPUTHYECKOTO aHaJIW3a 3HAHUU W3
pPa3IMYHBIX HMCTOYHUKOB, YTO HE IMO3BOJIUT CTYIAEHTaM pPa3BUTh IIPOJBHHYTOIO U BBICOKOIO
YPOBHS KOMIIETCHIIUMN.

Y4yeOHo-MeTOoAMYECKOE 0O0ecIeYeHHe CAMOCTOATEIbHOM padoThl CTY/ICHTOB 110 JUCHUILINHE

JInst caMOCTOSITEIbHOM PabOThl PEKOMEHIYETCsl MCIONIb30BaTh y4eOHYIO JINTEparypy,
UHTEPHET-UCTOUYHUKH, YKa3aHHBIE B pazjiene 8§ HacTosAulei Pabouell mporpaMMbl U 3JI€KTPOHHBIN
Kypc «OcHOBBI HHpOpMaIMOHHOW Oe3omacHocTH» B LMS Dnekrponnsiii yauBepcurer Moodle
Apl'y.



