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1. Ilesin ocBOeHUsI AUCHMUIIIMHBI

[lenssmu  ocBoeHUA AUCHUIUIMHBI «TE€XHHMYECKOE MPOTUBOJACHUCTBHE KOMIBIOTEPHOM
pa3BelKe» SIBIAIOTCS TEOpEeTUYecKass M IpPaKTUYecKas [OATrOTOBKA CIELUAIMCTOB K
JEATCIIBHOCTH, CBA3aHHOW C IIPUMEHEHHUEM COBPEMEHHBIX TEXHOJIOTMM BBIABICHUS H
IPOTHBOACHUCTBUS OPMaM M METOJIaM BEJICHHSI KOMIIBIOTEPHON Pa3BEIKU.

JlaHHbBIN Kypc, Ha OCHOBEHUCIIOJIB30BAaHUS MEXIYHAPOIHBIX POCCUHCKHUX CTaHIAPTOB U
HOPMATUBHBIX TpeOoBaHWH B cdepe ympaBieHHs HHPOPMAIMOHHONW 0€30MacHOCTHIO,
BbIpa0aThIBa€T y CTYJCHTOB 3HAHMS U HABBIKM IPUMEHEHMs allapaTHOrO W IMPOrpaMMHOIO
oOecnieyeHus Ul TEXHUUYECKOTO MPOTHBOJEHCTBUS KOMIIBIOTEPHON pa3BelKe, NMPUMEHSIEMON
IPOTHUB POCCUICKUX 00BbEKTOB MH(OPMATH3ALMH.

2. MecTo tucuuninHbl B cTpykType OIT

«TexHuyeckoe MPOTUBOJCUCTBUE KOMIIBIOTEPHOU PA3BEAKEMOTHOCUTCA K YHUCITY
JUCIUTIINH 0a30BOH YacTH MpodheCcCHOHATBHOTO ITUKJIA.

JlJis yCIIenrHOTo yCBOGHUSI JTaHHOW JAMCHIUIUIMHBI HEOOXOJMMO, YTOOBI CTYICHT BIIa-
JIeI3HAaHUSIMHU, YMEHUSIMU ¥ HaBBIKaMH, COOPMHUPOBAHHBIMU B MPOIECCE U3YUCHUS TUCITUTLINH:

«UHpopmaTHKay — paboTa ¢ MpOrpaMMHBIMU CPEICTBAMHU OOIIETO Ha3HAUCHUS;

«AnnaparHble CpeACTBA BBIYMCIUTEIBHON TEXHUKN» — 3HAHUE apXUTEKTYPbl OCHOBHBIX
THUIIOB COBPEMEHHBIX KOMIIBIOTEPHBIX CUCTEM;

«OnepalioHHbIE CUCTEMbD» — 3HAHWE MPUHIIMIIOB MOCTPOEHHUSI COBPEMEHHBIX OIEpallu-
OHHBIX CHUCTEM M OCOOCHHOCTEH WX TMpPUMEHEHUS, BIIAJCHHC HABBIKAMU KOH(PUTYPUPOBAHUS U
AIMUHUCTPUPOBAHUS OINEPALIMOHHBIX CUCTEM;

«3ammura mporpamMm M JIaHHBIX» - YMEHHUE NMPUMEHSTH CPEICTBA OOHAPYKCHHS BTOPIKE-
HUW MaHTUBUPYCHOM 3alUTHI;

«3ammra B OMEPAIMOHHBIX CUCTEMax» — YMEHHE (GOPMYJIMPOBATh U HACTPAUBATH TOJIH-
TUKY 0€30MacCHOCTH I OCHOBHBIX OINEPAIMOHHBIX CUCTEM.

3HaHUS ¥ HABBIKM, TIOJYYCHHBIC B PE3YJIbTaTe M3YUYCHUU NUCUUILIUHBI «TexHuueckoe
MIPOTUBOICHCTBHE KOMITBIOTEPHOU pa3Be/IKe», UCIIONb3YIOTCSA CTYACHTaMU MPU pa3padoTKe Kyp-
COBBIX U JUIUJIOMHBIX pa0oT.

3. [lnanupyemble  pe3yJbTaTbl  O0y4YeHHMsi 1O  JUCHUILUIMHE, COOTHECEHHbIEe €
IVIAHNPYeMbIMH pe3yiabTaTamu ocBoeHust OIl

[Ipouiecc u3yyeHUs: TUCIUIUIMHEI HAMpaBlieH Ha (OPMUPOBAHKE CIETYIOIIUX SJIEMEHTOB
komrieteHmii B coorBercTBuu ¢ ®I'OC BO 2016 roga ans cnenumanbHoctu Kb, HampaBieHHbBIX
Ha MpUOOpETeHHE CIENYIOIINX 3HaHUH, YMEHUI, HAaBBIKOB U (UJIM) OMBITA 1EATEIHHOCTH:

Kon DopMyJIMPOBKA Ilepedyenb NJaHUpPyeMBIX pPe3yJbTATOB
KOMIeTeHIINH KOMIIeTeHINH o0y4eHuUs1

IIpodeccnonanbHble KOMIETEHINH

3HATD.

— MCTOJBbI IIPOBCACHUS HHCTPYMCHTAJIBHOI'O MOHUTOPHUHT'A
3alMUIIICHHOCTH KOMIIBIOTCPHBIX CUCTCM.

COCOOHOCTH
MPOBOJIUTH | Ymers:
WHCTPYMEHTAIbHBIN
A i
3aIHAIIEHHOCTH
KOMITBIOTEPHBIX KOMITBIOTEPHBIX CUCTEM.
CHCTEM.

BiageTn HABLIKAMMU:
— IPOBEJICHUS UHCTPYMEHTAJIbHOTO MOHUTOPHUHTA
3aIUIIEHHOCTH KOMIIBIOTEPHBIX CHCTEM.
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CIIOCOOHOCTH
MPOBOJIUTH
MPOBEPKU
TEXHUYECKOTO
COCTOSTHUS U

PO IITAKTHICCKIE
OCMOTPBI
TEXHUYECKUX
CPEJICTB 3aIIUTHI
nH()OpMAaITHH.

3HaTh:

— (opMBI TIPOBECHHS IPOBEPKH TEXHUYECKOTO COCTOSHHS
CpEeZACTB 3aIIUTHl HH)OpMALINH,

-METOJIbl ¥ CIIOCOOBI MPOBEACHUS MPOPHUIAKTHIECKUX OCMOTPOB
TEeXHUYECKUX CPEJCTB 3alIUTHl HH(POPMAIIHH.

YMeTh TPOBOJHUTH TPOBEPKH TEXHUYECKOTO COCTOSHHS |
MpOopUIAKTHYECKHE OCMOTPHI TEXHHYECKUX CPEACTB 3allHTHI
nHPOPMALIUH.

Biagers HaBbIKAMH TIPOBEJCHUS MPOBEPOK TEXHHYECKOTO
COCTOSIHUSI W TNPOPHUIAKTUYECKHX OCMOTPOB TEXHHUYECKHX
CPEACTB 3aIIUTHl HHQOpMAIIHH.

4. O0beM, CTPYKTYpA U cojiepKaHue U CHUTITHHbI

OO0mas TpyA0eMKOCTh JUCIUIUIMHBI COCTABIISIET 3 3a4€THHIX eauHuIbl, 108 akas. gacos.

Ne Tembl (pa3aennl) Buabl yueOHbIX 3aHSITHIA, DopMbI TEKYLLIETO
n/n AUCIHUNJIHHBI, = BKJIIOYASl CAMOCTOSITEILHYI) | KOHTPOJISI YCIIEBAEMOCTH
HX CO/Iep:KaHHe 2 padoTy CTyAeHTOB,
= U UX TPYJ0E€MKOCTh @DopMa NPOMeKYTOUHOM
o (B akageMUYeCKUX Yacax) aTTecTalNu
(no cemecmpam)
KonTakTHas pabora
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Lenn u 3aga4un
KOMITBIOTEPHOM Pa3BEIKH,

1 (hopMBI U yCII0BHS €€ 4 2 7 3amanus s
npoBeienus. Poib, mecto u CaMOCTOSITEJILHOM PabOThHI
(hOpMBbI IPOTUBOICHCTBHUS
KOMITBIOTEPHOU pa3BeIKe.

MeTob! BBISIBICHUS

o |[MPU3HAKOB U (hakToB 4 2 1 7 3amanus s
MIPOBEICHUSI KOMITBIOTEPHOM CaMOCTOSITENTLHOU PabOTHI
pa3BeKU.

OreHKa YS3BUMOCTH CHCTEM
o Samganus s

3 |ans KOMIIBIOTEPHOM 4 4 1 7 5 a6
pA3BE/IKH. CaMOCTOSITENTLHOU PabOTHI
CpencTBa U METOJIBI

peaL A . 3agaHus s

4 |oOHapyXeHHUsI BTOPKEHUH B 4 2 1 7 .
WH(GOPMAITMOHHBIC CUCTEMBI, CaMOCTOSTCIIEHOM pabOThI

5 [IpotuBoeiicTre 4 4 1 7 Samganus s
MPOrPaMMHBIM 3aKJIa/IKaM. CaMOCTOSITEJILHOM PabOThHI
Kommnexe mep
TEXHUYECKOTO

6 o 8 2 6
MIPOTUBOICHCTBUS
KOMIIBIOTEPHOM pa3BefKe.

Metonbl ynpaBieHus

7 |uHOpMAIMOHHOM 8 2 8
0e30MacHOCTHIO.

1 3 3auer
Bcero 3a 9 cemectp 36 | 18 5 3 49
Bcero 36 | 18 5 3 49




Copaeprxkanue pa3ienoB AUCIUTUIMHBL:

Tema 1. Ilenu U 3a/1a4d KOMOBIOTEPHOW pa3BeKH, GOPMBI M YCIOBHS €€ MPOBEJICHHUS.
Posib, MecTO ¥ POPMBI IPOTUBOICHCTBHS KOMIIBIOTEPHOH pa3BesIKe.

1.1. Tlenu, 3amaun u OCOOEHHOCTH (B CMBICJIEC YCJIOBHUS) IPOBEICHUS KOMITBIOTEPHOM
KOHKYPEHTHOM pa3Be/IKH, UCIOIb30BAHUS METO0B KOMIIbIOTEPHOH pa3BeIKU B MEPKAHTUIIBHBIX
IIPOTUBONPABHBIX LIEJIAX, & TAK)KE B IPOTUBOIIPABHBIX MOJIMTUYECKUX LENSX, Ul pean3alun
U/IE0JIOTUH TEPPOPU3MaA U FIKCTPEMU3MA.

1.2. Pomp, ™mecto u (QOpPMBI OPraHU3ALUOHHO-IOPUANYECKOTO U  TEXHUYECKOTO
IPOTUBOAECHCTBUSA METO/IaM KOMIIbIOTEPHOM pa3BeIKU 0OBEKTOB POCCUICKON MH(OPMAIIMIOHHON
UHPPACTPYKTYPHI.

Tema 2. MeTo/1bl BBISIBIICHUS IPU3HAKOB U ()aKTOB IPOBEIECHUS KOMIIBIOTEPHO Pa3BE/IKH.

2.1. Hcnonp3oBaHME INTATHBIX OOLIETOCTYIHBIX WHOCTPAHHBIX U  CHEIHMAIbHBIX
POCCHMCKHMX TEXHOJIOTUII MOHUTOPUHIA (KaK B YAaCTH ayAWTa, U IPUMEHEHUH CAMOCTOSTEIbHBIX
MHCTPYMEHTAJIBHBIX CPEJICTB) VIS BBISIBIICHUS MPU3HAKOB M (DAKTOB MPOBEICHHSI KOMIIBIOTEPHOU
pasBeIKM B LIMPOKOIOJOCHBIX CETSX, CeTAX OOIIEero J0CTYyNa, COBPEMEHHBIX OECHpOBOHBIX
CeTSIX CBSA3M, Ha OTHEIbHBIX KPUTHUECKH BaXKHBIX OOBEKTaX HMH(POPMALMOHHOMN
UHPPACTPYKTYPHI.

2.2.IlpoBepka yCTpOWCTB Ha BO3MOXXHOE HaJIM4YMe 3aKJIaJHBIX AaMlapaTHbIX WIH
IPOTPaMMHBIX CPEJCTB KOMITBIOTEPHOM pa3BeiKkd. PykoBoIAIMHA TOKYMEHT TOCTEXKOMHCCHU
Poccun (®CTIK Poccun) ot 04.06.1999r. «3ammura OT HECAHKIIMOHHUPOBAHHOTO JOCTyIa K
unpopmauuu. Yacte 1. I[Iporpammuoe oOecnedeHue CpeACTB 3allUThl  MH(OPMAIUH.
Knaccudukarus mo ypoBHIO KOHTPOJISI OTCYTCTBUS HEEKIAPHUPOBAHHBIX BO3MOKHOCTEW.

Tema 3. OneHka yA3BUMOCTH CUCTEM JUJISl KOMIIBIOTEPHOM pa3BeKH.

3.1. MeToasl BBISBICHUS VYSI3BUMOCTH OOBCKTOB WH(POpPMATH3AIUU IS CPEACTB
IPOBE/ICHUS] KOMITBIOTEPHON Pa3BEIKH.

3.2. Ouenka 5>(QQeKTHBHOCTH MPHUHUMAEMbIX 3almUTHBIX Mep. O030p cemeiicTBa
HanuroHanbHBIX cTtangapToB [OCT P MCO/MOK 53113-1-2008, TOCT P UICO/MDK 53113-2-
2009, TOCT P UCO/M3K 56545-2015, TOCT P UCO/M3K 56546-2015.

3.3. JlomosHUTENbHOE H3YyY€HHE HCTOPUU U COJEp’KaHWs HHIUICHTOB O€30MacHOCTH.
00630p 6anka ganHbIX yrpo3 6e3omacHoctu PCTIK Poccun.

Tema 4. CpenctBa M MeTOJibl OOHApY)KEHHUsI aTaK M BTOPXKEHUH B WMHGOPMAlMOHHBIE
CUCTEMBL.

4.1. BoisBeHUE M OTpaK€HHE KOMIBIOTEPHBIX aTak. 3akoHoJaTenbcTBO Poccuu B chepe
3alIUTBl KPUTHYECKUX WHPOpMaIMoHHbIX cucteM (Denepanbhblii 3akoH «O 0e30MacCHOCTH
KpuTH4yeckoit nHdopMaroHHoN HHppacTpyKTypsl Poccuiickoit deaepaunny» ot 26 uromns 2017
r. Ne 187-03)

4.2. AHTHUXaKMHI KaK CHUCTeMa BBIABICHHUS INPU3HAKOB 3JIOHAMEPEHHOIO H3y4YeHHUs
OTKPBITBIX CEPBUCOB U 3aILIUTHBIX MEXaHU3MOB CUCTEMBI.

4.3. Cucrembl oOHapyxeHUs! BTop>keHui. O030p nmpoduiieit 3amuThl Mo cuctemaM 4, 5 u 6
kjaccoB U3 HopMmaTuBHBIX JokyMeHTOB (DCTOK Poccum, BBeaennbix mnpukazom @CTIOK
Poccum ot 6 nexadbps 2011 r. Ne 638 (3apeructpupoBan Muntocrom Poccun 1 despans 2012 r.,
per. Ne23088) yrBepxknensl «peboBanus K cucTeMaM OOHApPYKEHHS BTOPXKEHUI», KOTOpHIE
BCTYNUJIM B elicTBUe ¢ 15 mapta 2012r.

Tewma 5. [IpoTHBOAEHCTBHE TPOTrPAMMHBIM 3aKJIAIKAM.

5.1. ®opMbl U METO/IBI MPOTUBOICHCTBUS TPOrPAMMHBIM 3aKJIaIKaM.

5.2. AuTuBupycHbIe cpenctBa. O030p TpeboBanmii Mo aHTHBUpYCcHOU 3ammTe i MC 4, 5
u 6 kmaccoB u3 HopMatuBHbIX JOoKyMeHTOB DCTOK Poccun, BBenennsix npukazom @CTOK
Poccum ot 20 mapta 2012 r. Ne 28 «TpeOoBaHUs K Cpe/ICTBAM aHTHBUPYCHOM 3aITUTHD».

5.3. CHCTEMBI-TIOBYILIKH.

Tema 6. KoMmmiekc Mep TEXHUYECKOr0 MPOTUBOACUCTBUS KOMIIBIOTEPHOW Pa3BEJIKE.




6.1. Pa3paGoTka BapuUaHTOB COBEPIICHCTBOBAHUS HMEIOIIUXCS MEp TEXHUYECKOTO
MIPOTUBOICUCTBUS KOMITBIOTEPHON pa3BelIKe Ha POCCUHCKUX 00bEeKTaX MHPOpMaTH3AIUH.

6.2. CoBpeMeHHblE M NEPCIEKTHBHBIE POCCUNCKHE allapaTHbIE, IPOrpPaMMHBIE MU
anmnapaTHO-MPOrpaMMHbBIE  KOMIUIEKChl ~TEXHHUYECKOrO IPOTUBOJCHCTBUS  KOMIIBIOTEPHOM
pa3Beqke, WX Ha3HAYCHHE W (YHKIIMOHATbHBIE BO3MOXHOCTH. (O030p THUIIOBBIX ammaparHO-
MPOTPAMMHBIX PEIICHUH POCCUIUCKUX KOMITAaHUH.

Tema 7. Metosbl ynipaBsieHusi HHQOpMaIMOHHON 6€300aCHOCTBIO.

7.1.YupaBnenue HHPOPMAIIMOHHON 0€30MACHOCTbI0 KaK YHHBEPCAIBbHOE CPEICTBO
TEXHUYECKOTO MTPOTUBOICHCTBHS KOMIIBIOTEPHOM pa3BEJIKe.

7.2. MexnayHapoJIHbIe POCCHICKHE CTaHAAPTHI yMpaBlICHUs 0€30MacHOCThIO. MeTOoauKu
peanu3anuu CpeACTB TEXHUUYECKOTO MPOTUBOAECHCTBUS KOMIIBIOTEPHOM pa3BeaKe.

7.3. PazpaboTka, BHEApEHHE U MOAJEpKaHUE aJIeKBaTHOM MOJUTHUKU UH(DOPMALIMOHHON U
KOMIIBIOTEPHON O€30MMacHOCTH Ha 3allHIAeMbIX POCCHUUCKHX OOBEKTaX HWH(GOpMATU3AIINH,
KOHTPOJIb 32 €€ 3((HEKTUBHOCTHIO U MEPHI COBEPILIEHCTBOBAHUSI.

5. O6pa3zoBare/ibHbIe TEXHOJIOTMH, UCTIOJIb3yeMble MPHU OCYLIECTBJIEHUN 00Pa30BaTeILHOI0
npoiecca no JMCHUIINHE

B nporecce o0y4ueHust UCMIOJIB3YIOTCS CIEAYIONINE 00pa30BaTEIbHbIC TEXHOIOTUH:

BBoaHasi JieKIMA — 1a€T TMEPBOE I1IEJIOCTHOE TMPEACTABICHUE O JUCUMIUIMHE |
OPUEHTHPYET CTYJEHTa B CUCTEME U3Y4YCHHUS NAHHOW AUCHUIUIMHBL. CTYAEHTHI 3HAKOMSTCA C
Ha3HAYCHHEM U 3aJjayaMM Kypca, €ro pojibl0 1 MECTOM B CHCTEME y4YeOHBIX IUCIUILUIMH U B
cucTeMe TMOATOTOBKM B IiesioM. JlaeTcsi kpaTkuii 0030p Kypca, MCTOpPHUS Pa3BUTHS HAYKU U
MPAKTUKHU, TOCTHKEHHUS B ATOU cdepe, MMEHa U3BECTHBIX YUEHBIX, U3J1araloTcs NepcreKTUBHBIC
HalpaBJIeHUs1 uUcciaenoBaHuid. Ha 3Toil  JeKuM  BBICKA3bIBAIOTCS  METOJAMYECKHE U
OpraHU3aIlMOHHBIE OCOOCHHOCTH PabOTHl B paMKaxX JaHHOW JTUCHUIUIMHBI, a TAaKXe JaeTCs
aHaJIN3 PEKOMEHIyeMOl yueOHO-METOAMUECKOU TUTEPaTyPHI.

AkajeMuyecKas JeKuus (WM JEKIHs o0LIero Kypcea) — Mocie0BaTeIbHOE U3I0KEHHIE
MaTepualia, OCYUIECTBISIEMOE NPEUMYIIECTBEHHO B BHUJE MOHOJIOTA IPENOJaBaTes.
TpebGoBanusi K akaJeMHUYECKOW IEKIMU: COBPEMEHHBI Hay4YHBIH YpOBEHb W HACHIIIEHHAS
WH()OPMATUBHOCTh, yOemuTENbHAs apryMEHTalus, JOCTYIHAas | TIOHATHAas peyb, YeTKas
CTPYKTypa W JOTHKa, HAJIW4YUE SPKUX MPUMEPOB, HAYYHBIX JIOKA3aTeIbCTB, OOOCHOBaHUH,
(bakToB.

IIpakTu4yeckoe 3aHsiTHE — 3aHATHE, MOCBAILICHHOE OCBOCHHMIO KOHKPETHBIX YMEHHUH W
HAaBBIKOB U 3aKPEIICHUIO MOJYYEHHBIX Ha JICKIIUH 3HAHUIA.

6. [lepeyedr WHMOPMANMOHHBLIX TEXHOJIOIHWii, WCHOJbL3yeMbIX TIPH OCYIIECTBJIECHUH
o0pa3oBaTeJIbHOr0 TMpolecca MO JUCUMILVIMHE, BKJIKYas MepeYyeHb JHMIEH3HOHHOI0
NpOrpaMMHOr0 obecrmedeHusi W  HHGPOPMAIMOHHBIX CHPABOYHBIX cHcTeM (MpH
HE00XO0AUMOCTH)

B nmponecce OCymeCTBICHUA o6pa303aTeanor0 mnmponecca 1mo AUCHUIIIINHE «3a111ma B
ONCPpAMOHHBIX CUCTCMAX» UCIIOJIb3YIOTCA:
-IIPOrpaMMHOE 00€CTICUCHHE JIJIsl CO3J]aHUs U JIEMOHCTPAIIMH MPE3SHTAINH, HILTIOCTPAIIUN U
JPYTrUX y4eOHbIX MaTepHaJoB:
- Microsoft Windows (B cocrase Microsoft Imagine Premium Electronic Software Delivery);
- Microsoft OfficeSTD 2013;
- Dr. Web Desktop Security Suite;
- Kaspersky Endpoint Security;
- ViPNet Administrator 4.x (KC3;
- Cetb 11565. ViPNet Client for Windows 4.x (KC3);



- XSpyder 7.8.;
- C31 HC/] Dallas Lock 8.0-K;
- Cpencrsa 3amutsl nHpopmanmu Secret Net 7;
-cBOOO/IHO pacmpocTpaHseMblil MakeTHbIH GuiabTp iptables;

-cBOOOJTHO pacmpocTpaHseMsblil mpokcu-cepsep SQUID;
- Linux (GNU GPL v.3).

7. IlepeyeHb OCHOBHOIi M  JIONOJHHUTEJbHOW Yy4eOHOIl JMTepaTypbl, pecypcoB
HHG(pOPMANMOHHO-TEJIEKOMMYHUKAUMOHHOH ceTn  «/HTepHeT», HEOOXOAUMBIX JJs
OCBOEHMS THCIUIIHHBI

a) OCHOBHAS JIUTEepaTypa

1. Texuu4eckoe MpOTHBOCHCTBHUE KOMITBIOTEPHON pa3BelKe: yueOHO-METOIUIECKOe

nocobue / SIpocn. roc. yH-T um. 1. I'. Jlemunosa. Y. 1 [DnekTpoHHbIi pecypc]. /

cocT. O. 1. Ymakos - b.m.: b.u., 2017. - 168 c.
http://www.lib.uniyar.ac.ru/edocs/iuni/20170209.pdf

2. TexHUYECKOE NMPOTUBOJECHCTBHE KOMIIBIOTEPHON pa3BeKe: yueOHO-METOINYECKOE

nocobue / SIpoci. roc. yH-T uM. I1. I'. Jlemupnosa. Y. 2 [DnekTpoHHbIN pecypce]. /

cocT. O. 1. Ymakos - b.m.: b.u., 2018. - 89 c.
http://www.lib.uniyar.ac.ru/edocs/iuni/20180201.pdf

3. Ilnatonos B.B., «I[IporpammHo-amnmapaTHbie CpEICTBA 3AIIUTH HHPOPMALIUNY, YICOHUK JIIIS
CTY[. YUpexaeHui Boicil. pod. oOpasoBanusi, M.: M3garensckuit neHTp «Akaaemus», 2014.-
336c.

4., denepanbHblid 3akOH «O 0€30MaCHOCTH KPUTHYECKON HMH(OPMAIMOHHOW HMHPPACTPYKTYPhI
Poccuiickoit @eneparum» ot 26 utonst 2017 r. Ne 187-D3.

5. [Ipockypun B.T'., «3amura nporpaMMm u JaHHBIX», 2-€ U3aHHUE, Yy4eOHOe IocoOue A CTY/I.
yupexaeHuit Beicil. mpod. oopasoBanusi, M., U3narensckuii neHTp «Axagemus», 2012.- 208¢
6. lenyxun O.M. Cuctembl oOHapyKEHHUSI BTOPKEHHUM B KOMIBIOTEPHBIE CETU [DIEKTPOHHBIH
pecypc] : yduebnoe mocobue / O.U. lllenyxun, A.H. Pynnes, A.B. CaBenoB. — DIeKTpoOH.
TEKCTOBBIE JaHHbIe. — M. : MOCKOBCKUI TEXHUUYECKUU YHUBEPCHUTET CBSI3M M WH(OPMATUKH,
2013. — 88 ¢. — 2227-8397. — Pexum nmocryma: http://www.iprbookshop.ru/63360.html

7. VYka3 mpesupeHta Poccum ot 05.12.2016 Ne 646 «OO6 yrBepxaeHuu JIOKTpHHBI
nH(pOpMallMOHHON Oe30macHoCcTH poccuiickoit denepannny.

0) 10MOJIHUTEJIbHAS JUTEepaTypa

1. Kacnepcku Kpuc dyHnameHTanbHble OCHOBBI XakepcTBa. VICKyccTBO au3acceMOIMpOBaHUS
[DnexTponnsiit pecypc] / Kpuc Kacnepcku. — DnexTpoH. TekctoBbie nanubie. — M. : COJIOH-
ITPECC, 2010. — 446 C. — 5-93455-175-2. — Pexxum JIOCTYTIA:
http://www.iprbookshop.ru/65405.html

B) pecypchl cetu «MHTEpHET»

1. OnexTponHas OubnuoTeka yueOHbIX MaTepuanos SApl'Y
(http://wwwe.lib.uniyar.ac.ru/opac/bk_cat find.php).

2.MudopmanmonHas cucrema "EnuHoe OKHO JocTtyna K oOpa3oBaTeinbHbIM pecypcam”
(http://www.edu.ru (pa3agen YdeOHO-MeToaMYEeCKass OHOIMOTEKA) WM IO MPSIMON CCBIIKE
http://window.edu.ru/library).

3. DIEeKTpOHHO-0MOIMOTeYHAS cucrema «YHUBepcUTETCKas 6ubnmoreka online»
(www.biblioclub.ru ).

4. HoBoctu B chepe yrpo3 0e30MacHOCTH U 3aIUTHl KOMIBIOTEPHONH HHPOPMALIMU POCCUUCKUX
KypHama «Xakepy»:https://xakep.ru/tag/news u xypuana «HubopmarmonHass 0€30MaCHOCTDY:
http://itsec.ru/main.php.

5. Hogeitmme ganHbie 00 yrpo3ax paOOThI C MOJKIIOYECHHEM K ceTH VHTepHeT pocCHiiCKOn
xommanuu «Jlabopatopust Kacriepckorox:http://www.kaspersky.ru/internet-security-center.



http://www.lib.uniyar.ac.ru/edocs/iuni/20170209.pdf
http://www.lib.uniyar.ac.ru/edocs/iuni/20180201.pdf
http://www.iprbookshop.ru/63360.html
http://www.iprbookshop.ru/65405.html
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.edu.ru/
http://www.biblioclub.ru/
https://xakep.ru/tag/news/
http://www.kaspersky.ru/internet-security-center

6. Martepuaibl €XeroJHOro BCEeMUPHOTO KOHrpeccaxakepoB «ChaosCommunicationCongress» B
['amOypre (Ha aHTIMIICKOM SI3BIKE), TJ€ PACCKa3bIBACTCSI O HOBBIX METOJIaX KOMITBIOTEPHOMN
BBISIBJICHHBIX ~Pa3BEIKM W  BBIIBJICHHBIX  YSA3BHUMOCTSAX B  aNlapaTHBIX pEHICHUSX U
IPOrPaMMHOMOOECIICUEHUH: https://events.ccc.de/congress/2015/wiki/Static:Main_Page,
BUieoMaTepuasl ¢ cyorurpamu konrpecca CCC: https://www.youtube.com/user/CCCen/videos.
7. @enepanbHblii 0aHK JaHHBIX Yrpo3 Oe3omacHOCTH, Beayuuiics B pasnene «TexHuyeckas
3amuTa uHpopmanun» odunuansaoro caiita ®CTIK Poccun (https://bdu.fstec.ru).

8. Caiir dexnepanbHON CIYyKObBI TEXHHYECKOTO U OSKCIHOPTHOTO KOHTPOJs Poccuiickoit
Deneparuu (https://fstec.ru) mis 3HakomcTBa ¢ HopMaTHBHBIME JokymMeHTaMu @CTOK Poccuu

8. MarepuaibHO-TEeXHUYECKas 0a3a, He0OX0AUMAas IJIsI OCYIIeCTBJIEeHHsI 00pPa30BaTEeIbHOI0
npoiecca no TUCIHUILINHE

MarepuanbHO-TexHHUECKas 0a3a, He0OOXO0MMast ISl OCYIIECTBICHUS 00pa30BaTEIbHOTO
mpolecca 1o JUCIUTUIMHE BKIIFOYAET B CBOW COCTaB CIICIIUATbHBIC TTIOMEIICHHS:
-y4eOHbIC ayIUTOPUM JUISL TPOBEACHUS 3aHATUH JICKIMOHHOTO THMA, O00OpYyIOBaHHAs
MEPCOHATBHONH KOMITBIOTEPHOW TEXHUKOW C YCTAHOBJICHHBIMH CpPEICTBAMHU BH3yalH3alluU
tekcToB B popmare DOC/DOCX, PDF, F2B, ¢daiinoB u300paxkeHui, Ipe3eHTANNN, BUICO H
JIPYTHX MYJbTUMEIMMHBIX (DAIIOB, a TaKKe - BUICOMPOCKTOPOM M KAIIO3W HAa OKHAX, WA
KOMITBIOTEPHON TEXHUKON M MHTEPAKTUBHON KOMITBIOTEPHOM JJOCKOIA;

-y4eOHBbIC ayIUTOPUU IS TIPOBEACHHS MPAKTUUCCKUX 3aHATHNA: KAOWHET CETEBBIX
KOMITBIOTEPHBIX ~ TEXHOJIOTMH, J1aboparopuu  OE30MacCHOCTH  KOMITBIOTEPHBIX —CeTell U
POrpaMMHO-AIIIAPATHBIX ~ CPEICTB  oOecreueHuss  MHPOPMAIMOHHOW  0e30macHOCTH(
omneparronnbie cucrembl Microsoft Windows u Linux, poccuiickue cucTeMbl OOHAPY)KEHHSI
BTOP)KCHUH ¥ TPOTUBOACUCTBHS TPOTPAMMHBIM 3aKJajJKaM, aHTHBUPYC J1abopaTopuu
Kacmepckoro u cpecTBa KpUITO3aIIuThI «10KkTop BOB™);

- yu4eOHbIC ayTUTOPHUH IS TIPOBECHHSI IPYIITOBBIX M WHIANBUAYAIbHBIX KOHCY/IbTALINH,
- yueOHbIC ayTUTOPHUHU JJIsl TIPOBEICHHSI TEKYIIETO KOHTPOJIS U IIPOMEXYTOYHOMN aTTeCTallNY;
-IIOMEIICHUS JUISI CAMOCTOSATEIIHbHOU PabOTHI;
-IIOMEIICHHUS JJIs1 XPAaHEHUS ¥ MPOQUITAKTUIECKOTO 00CITYKUBAHHUS TEXHUYECKUX CPEJICTB
00y4eHwusI.

[TomemieHus A7 CaMOCTOSTENBHON pabOThI 00YJArOIIMXCS OCHAIICHBI KOMIIBIOTEPHOMN
TEXHHKOW C BO3MOKHOCTHIO TIOJIKITIOUCHHS K ceTh «HTepHeT» U 00ecIieueHueM JI0CTyIa B
AIIEKTPOHHYIO WH(OPMALIMOHHO-00pa30BaTEeNbHYIO CPEAY OpTaHU3aIlIH.

Yucno nocaouHbIX MECT B JIEKIMOHHON ayIUTOPHH OOJIbIIE JIMOO PaBHO CIIMCOYHOMY COCTaBY
[OTOKAa, a B AyJUTOPUU JUI TNPAKTHYECKUX 3aHATUH (CEMUHApOB) — CIIMCOYHOMY COCTaBY
rpyHIbl 00y4YaroIuXCsl.

ABTOP(BI) :

Crapmuii npenogaBatens kadeapsl KommnbroTepHas 0e30MacHOCTh U MaTeMaTHYeCKUE METOMIbI
00paboTku nHopmaIuu 10.1. Ymakos
)


https://events.ccc.de/congress/2015/wiki/Static:Main_Page
https://bdu.fstec.ru/

IIpunioxenne Nel k padoueii mporpaMme ¥ CUMIIIMHbBI
«TexHuuyeckoe NPOTHBOAEHCTBHE KOMIILIOTEPHOM pa3BeaKe»

DoH/1 OLIECHOYHBIX CPEICTB
AJIsl IPOBe/IeHUs TeKylleil U MPOMeKYTOYHOI aTTecTalliu CTY/AeHTOB
1O JUCHUIJINHE

1. TunoBble KOHTPOJIbHBbIE 32IaHNUSI UJIH MHbIE MATEPHAJIbI,
Heo0X0UMbIe J1JISl OLleHKHM 3HAHUI, yMEeHU i, HABBIKOB M (WJIH) ONBITA 1eATeJIbHOCTH,
XapaKTepU3yUMX 3Tanbl GopMUPOBaAHUS KOMIIETEHIIHIi

1.1 KoHTpoJibHBIE 32IaHUS M HHBIE MATEPHAJIBI,
HCIoJIb3yeMble B IpoLecce TeKyllei arrecTanuu

3aganus 1Js1 CaMOCTOATENIbHON padoThI
BapI/IaHTI)I 3a11aH1/1171 BBIIAKOTCA yT-IaIIII/IMCH Ha ITOCJICAHEM Yace JICKIITMOHHBIX BaHﬂTI/Iﬁ 110
teme. OnieHKa U 00Cyk/I€HHE BBIITOJHEHHBIX CTYIEHTaMH 33JJaHUil IO CaMOCTOSTENbHOI padoTe
HpOI/ISBO[[I/ITCFI Ha HpaKTI/I‘-IeCKOM 3aHATUN 110 IIaHHOﬁ TEMC U yLII/ITI)IBaCTCﬂ Ha p?[IIy C
pe3ylbTaTaMH MPAKTUYECKUX 3aHSATHH MIPHU BHICTABICHUH OIICHKHU TEKYIEH YCIeBaeMOCTH.

3ananud no Teme Ne 1 «Ilenu u 3a1a4u KOMIBIOTEPHOW pa3BeaKH, (OPMBI U YCIOBUS €€
npoBesieHus. Posb, MecTo u hopMbl TPOTUBOACHCTBHSI KOMIOBIOTEPHOU Pa3BEIIKE»:

Bapuant Nel. CamocTosTenbHO HaWTH B OTKPBITBIX MCTOYHHMKAaX IPUMEpPHI
MCIIOJIb30BaHUs CPEJICTB KOHKYPEHTHOW KOMIIBIOTEPHON pa3BeaKU, 000CHOBATH CBOW BBIOOD.

Bapuant Ne2. CamocTOATENbHO HAWTH B  OTKPBITBIX MCTOYHMKAX IPUMEPHI
UCIIOJIB30BAaHNs METOJOB KOMIIBIOTEPHOM pPa3BENKU JUIsl JOCTHIKECHHS IOJIMTHYECKHUX LEIIEH,
000CHOBAThH CBOM BBIOOP.

Bapuant Ne3. CamocTosTenbHO HaWTH B  OTKPBITBIX HMCTOYHHMKAX IPUMEpPHI
WCIIOJIb30BAaHUSI METOJIOB KOMIIBIOTEPHOM PA3BEAKH AJI peAM3allii HICOJIOTUU TEPPOPU3MA,
WM SKCTPEMHU3Ma, 000CHOBATh CBOW BHIOOD.

Bapuant Ne4. CamMocTOATENBHO HAWTH B OTKPBITBIX HCTOYHUKAX IPUMED
IIPOTUBOJIEUCTBUS TOCYAApCTBa MCIOJIB30BAHUIO METOJOB KOMIIBIOTEPHOM pa3BEeIKU Ha
OpraHU3alMOHHO-IIPABOBOM YPOBHE, OLIEHUTh 3(PPEKTUBHOCTH NPUHATHIX MEp O€30MaCHOCTH.

Bapuant Ne5. CamocTosITEIbHO HATU B OTKPBITBIX MCTOYHUKAX MPUMEP TEXHUYECKOIO
IIPOTUBOAEHUCTBUSA TOCYAAPCTBA MCIOJIb30BAHUIO METOJOB KOMIIBIOTEPHOM Da3BEIKU BO
BpaxxJ1eOHbIX Poccuu 1ensx, oreHuTh 3 (PEeKTUBHOCTh IPUHATHIX MEp 0€30IacHOCTH.

Sagagus mo teMe Ne2  «Mertoapl BBIIBIEHHS IIPU3HAKOB M (haKTOB IIPOBEACHUS
KOMIBIOTEPHOU PA3BEAKN»:

Bapuant Ne 1. IlpuBectu mnpumepsl NporpaMM-aHalIM3aTOPOB CETEBOro Tpaduka,
KOTOpbIE MOXKHO HCIOJb30BaTh B MHTEpECaX BBISBICHUS NPU3HAKOB M (DAaKTOB INPOBEICHUS
KOMITBIOTEPHOU pa3BEAKH.

Bapuant Ne 2. Ha oOcCHOBaHMM CaMOCTOSATENBHOM yriIyOJeHHOH mpopaboTKU
PyxoBonsmero noxymenta roctexkomuccuu Poccun (O@CTIK Poccun) ot 04.06.1999r.
«3amuTa OT HECAaHKIMOHMPOBAHHOTO JocTyna K wuH(opmamuu. Yactes 1. IIporpammuoe
oOecrieueHre cpeAcTB 3amuTel uHGopManuu. Kraccupukanuss mno ypoBHIO KOHTPOJIS
OTCYTCTBHSI HEIEKJIAPUPOBAaHHBIX BO3MOYKHOCTEN», MPHUBECTH IPU3HAKH, KOTOpPBIE MOTYT
CBUJIETENILCTBOBAThH O IPOBEJCHUH KOMITbIOTEpHOM pa3Beqku. OO0CHOBAThH OTBET.

BapuanT Ne 3. Ha ocHoOBe yrinyOiaeHHOH npopaboTk yueOHO-METOINYECKUX MaTepHajIoB
MOJATOTOBUTh KpaTKOE OINHCAaHUE CTaJAuid M TPU3HAKOB MPEABAPUTEIBHONW IOATOTOBKH K
MPOBEICHUIO KOMITbIOTEPHOM pa3Benku? OO0CHYITEe OTBET.




BapuanT Ne 4. Ha ocHOBe yriy0iaeHHO# npopaOoTku yueOHO-METOINYECKUX MaTepHajIoB
u monoxeHnit PykoBopsmero moxkymenta roctexkomuccuu Poccum (OCTOK Poccum) ot
04.06.1999r. «3ammra OT HECAaHKIMOHHPOBAHHOTO JocTyna K wuHpopmanuu. Yacts 1.
[IporpammHoe oOecrieueHne cpeAcTB 3amuThl uHpopManuu. Kiaccupukanus mo ypoBHIO
KOHTPOJISI OTCYTCTBUS HEACKIAPUPOBAHHBIX BO3MOKHOCTEW», IIPUBECTU U OOOCHOBATh KPUTEPUU
AHOMAJILHOTO MOBEACHUS CETEBOro Tpaduka, MoI03pUTENILHOTO Ha POBEACHUE KOMIIBIOTEPHOMN
pa3BEKU, METO/IbI €r0 BBISIBICHHUS.

Bapuant Ne 5. Ha ocHOBe yriryOsieHHON MPOPa0OTKH y4eOHO-METOIMUSCKUX MaTepUaioB
u PykoBopgsmero nokymenTta rocrexkomuccun Poccun (PCTOK Poccum) or 04.06.1999r.
«3ammra OT HECaHKIMOHUpPOBaHHOro jgoctyna kK uHpopmauuu. Yacte 1. [Iporpammuoe
oOecrieyeHne cpeincTB 3ammTbl uHpopMmauuu. Kiaccupukamus 1O YpOBHIO KOHTPOJIS
OTCYTCTBHSI HEICKJIAPUPOBAHHBIX BO3MOKHOCTE», MPUBECTH U OOOCHOBATH METO/IbI BBISIBIICHUS
aHOMAaNLHOU paboThI porieccopa [IDBM, BbICICHHON U MPAKTUKH, KOTOPAst HE MOXET OBITh
orpaBJaHa UMEIOIIMMHUCS aKTUBHBIMU U (DPOHOBBIMU 33JJa4aMHU.

3aganus no teme Ne 3 «OneHKa yA3BUMOCTU CUCTEM JUIsSI KOMOBIOTEPHOU PAa3BEIKHU»:

BapuanT Ne 1. Ha ocHOBe yriryOneHHO#H mpopaboTK yueOHO-METOINIECKIX MaTepHajioB
u nostoxkxenuit [OCT P MCO/MDK 18045-2013r., «MudopmarmonHas TexHojaorus. MeToasl 1
cpencTBa obecrieueHus: 0e30macHOCTH. MeTOI0IOTHs OLIEHKH 0e30MacCHOCTH MH(POPMALMOHHBIX
TEXHOJIOTUI», BBUICHUTh KakHe INaru NPUMEHSIOTCA Uil ouleHKu puckoB? OOOCHOBaThH
HepeyeHb.

BapuanT Ne 2. Ha ocHoBe yrityOiaeHHOH npopaboTk yueOHO-METOINYECKUX MaTepHajioB
u nonoxxenuit TOCT P UCO/M3K 18045-2013r., «MHpopManronHas TexHoJOTHs. MeToabl u
cpezacTBa obecrieueHus: 0e30macHocTH. MeTooIorus OLeHKH 0e3011acCHOCTH MH(POPMALIMOHHBIX
TEXHOJIOTHI1», BBISICHUTH KaK IPOM3BOJUTCS UAECHTU(UKALMS YA3BUMOCTEN CUCTEMBI OT CPEJICTB
KOMIIBIOTEPHOU pa3BeaKu?

BapuanT Ne 3. Ha ocHOBe yriryOneHHOH mpopaboTKH yueOHO-METOINIECKIX MaTepHajioB
nocoOus 17 By30B «YIpaBieHUe pucKkaMu MHGOpMaLMOHHOHN Ge3omnacHocTH» (MuocnaBckas
H.I'., CenaropoB M.1O., Toncroit A.l., YueOHOE mOcoOue i BY30B, 2-€ W3JaHUE - HCIIP.,
Cepust «Bormpocsl ynpaBieHuss HHGOPMaLMOHHON Oe3omacHocThio. Beimyck 2, M.: «lopsiyas
muaus — Tenexkom», 2014. - 130c.), BBIICHUTH «IlIarv» METOAOJOTMH YMEHBLICHHUS pPHCKa,
BBIUJICHUB W3 HEE PHUCKU CBS3aHHBIE C NPUMEHEHHEM CPEICTB U METOAOB KOMIIBIOTEPHOMN
pa3BEeIKH.

BapuanT Ne 4. Ha ocHoBe yrityOiaeHHOH npopaboTK yueOHO-METOINYECKUX MaTepHajIoB
nocoOust i1l By30B «YTIpaBieHHE pUCKaMu MHPOpMaMOHHOI Oe3onacHocT» (MuocnaBckas
H.I'., CenatopoB M.IO., Toncroit A.M., YueOHOe mocoOue ans BY30B, 2-€ W3JIAaHUE - HCIP.,
Cepust «Bormpocsl yrpaBienus WHGOPMAIIMOHHON Oe3omacHoCThio. Beimyck 2, M.: «["opsuas
auHus — Tenexkom», 2014. - 130c.), BBISICHUTH - 4TO (KaKue JaHHBIC) JOJDKHO BKIIOYATh B ceOs
YTBEPKACHUE B pe3ylbTaTax OLEHKU PUCKOB NMPUMEHEHHUS METOJI0B KOMIIBIOTEPHOU pa3BeIKu
(yrBepxkeHre (HOpMYIHPYETCsS B BHUJE Mapbl: yrpo3a MPUMEHEHUs KOMIIBIOTEPHOM pa3BelKH-
YSI3BUMOCTB)?

Bapuant Ne 5. CosmectHo ¢ npexacrasurensmu YU Apl'Y Ha maremaTnueckom
dakynsreTe u ¢paxkynprere BT mpoBecTH OCMOTp M MPOBEPKY TEXHUUYECKOTO COCTOSTHUS
CpeACTB 3aluThl (parMeHTa ceTu ydeOHoro kopmyca Ne 7 0T cpencTB M METOJIOB
KOMIIbIOTepHON pa3Benku. Ha ocHoBe momyuyeHHBIX naHHbIX, ¢ yuetoM ['OCT P MCO/MOBK
18045-2013r., «WudopmanimoHHass TexHoJIOTUA. MeTonbl M cpeacTBa obOecredyeHwus
O0e3omacHOCTH. MeETOoMoIOTHsT  OIEHKH O€30MacHOCTH  HWH(POPMAIMOHHBIX  TEXHOJIOTHIN,
coctaBuTh i Y1 BY3a ananu3 3amuieHHOCTH JAHHOTO CETEBOT0 (parMeHTa.

Jaganuss mo teme Ned «CpencrBa M MeTONbI  OOHADYKEHHS BTODKEHUU B
HHOOPMAIIMOHHBIE CUCTEMBDY:




BapuanT Ne 1. Ha ocHOBe yriryOineHHOH mpopaboTki yueOHO-METOINYECKUX MaTepHajIoB
u nonoxennit 'OCT P MCO/MDBK 53113-2-2009 «MHbOpMaIMOHHBIE TEXHOJIOTHHU. 3alluTa
UH(POPMALIMOHHBIX TEXHOJOTHH M aBTOMATU3MPOBAHHBIX CHCTEM OT yrpo3 MH(OPMAIOHHON
0€30I1aCHOCTH, peaM3yeMbIX C IOMOIIBIO CKPBITHIX KaHaioB. YacTe 2. PexoMenpanuu mno
3amure nHpopManru, HHOOPMAITMOHHBIX TEXHOJIOTHI 1 aBTOMAaTU3MPOBAHHBIX CUCTEM OT yrpo3
MH(POPMALIMOHHOM 0€30MaCHOCTH, PEANN3yeMbIX C MOMOULIbIO CKPBITHIX KaHAJIOBY», BBIACHUTH U
KpPaTKo 0XapaKTEepPH30BaTh TEXHOJOTHH IOCTPOEHHS CHCTEM OOHAapy>KEHHs aTak (Kak MeToja
KOMITbIOTEPHOH pa3BEIKH).

BapuanT Ne 2. Ha ocHOBe yrityOiaeHHOH mpopaboTK yueOHO-METOINYECKHX MaTepHajioB
U3 NEepeYyHs OCHOBHOW U JIONOJHUTENIHON JUTEPATyphl, YKAXKUTE CUIIbHBIE U CJ1a0ble CTOPOHbI
METO0B OOHApY)KEHUSI aHOMAJIMi, MPUMEHSEMBIX JJISi BBIABICHUS KOMIIBIOTEPHOH pa3BEIKH.
O6ocHOBaTh OTBET.

BapuanT Ne 3. Ha ocHOBe yrityOiaeHHOH mpopaboTKH yueOHO-METOINYECKUX MaTepHajIoB
HEPeYUCIUTEe M KPATKO OXapaKTepU3yWTe METO/bl HMHTEJUIEKTYyaJbHOI'O aHaju3a JaHHbIX B
cucreMax OOHapyXeHHs BTOpKeHHWH. [IpuBenuTe npUMEpbl NEPCHEKTUBHBIX HAY4HO-
TEXHUYECKUX pPa3padOTOK MNPUMEHEHHUs MHTEUICKTYalbHbIX CHCTEM i1 OOHapyXeHus
IPU3HAKOB BTOpKEHUH. OOOCHOBATH OTBET.

Bapuant Ne 4. Ha ocHoBe yrimyOneHHOW mpopaOOTKM pPEKOMEHJOBAHHBIX Yy4eOHO-
METOAMYECKMX MaTepHAIIOB U3 MEPEYHEN OCHOBHOM M JONOJHHUTEIHHOHN JIUTEPATyPhl IPUBEIUTE
IpUMEpPbl U NPOUIUIIOCTPUPYHTE POJIb MOHUTOPHHIOBBIX NPOrPaMM B BBISBIEHUH aHOMAaJUil B
pabote nHpOopMaIMOHHBIX cucTeM. OOOCHOBAThH OTBET.

Bapuant Ne 5. Ha ocHoBe yrmyOneHHONW mpopaOOTKM pPEKOMEHJOBAHHBIX Yy4eOHO-
METOAMYECKMX MaTepUAJIOB 1O MPO(UIISAM 3alIUThl HHOOPMAIIMOHHBIX CHCTEM 4-TO, 5-T0 U 6-TO
KiJaccoB u3 HopMmatuBHBIX J0KyMeHTOB @OCTOK Poccunm «TpeboBanus k cucremam
oOHapyXeHHs BTOp>KEHUI», BBeIeHHbIX IprkazoM @CTIK Poccum ot 6 nexadbps 2011 r. Ne 638
(3apeructpupoBan  Mwunioctom Poccum 1 despans 2012 r., per. Ne23088), mpuBemute
000CHOBaHUE pa3nuyuil B TpeOOBaHUSIX K YKa3zaHHBIM Kiaccam VC.

3azanus no teMe Ne S«I1poTuBoAeHCTBIE NPOrPaMMHBIM 3aKJIaJAKaAM»:

Bapuant Ne 1. Ha ocHoBe yrimyOsneHHOW mnpopaOOTKM pPEKOMEHJOBAHHBIX Yy4eOHO-
METOJIMYECKUX MATEepUAJIOB M3 IEpPEYHEW OCHOBHON M JOMOJHUTEIBHOW JIUTEPATYpPHI, NANTE
pa3BepHYyTOE OIpeJiesIeHue - Kak (OPMaJIbHO ONpeAessieTcs MOJAETb KOMIBIOTEPHON pa3BeaKH
«Ha0II0AaTeNb» U KaKhe y Hee UMEIOTCS THITUYHbBIE HETOCTATKU?

Bapuant Ne 2. Ha ocHoBe yrimyOsneHHOW mpopaOOTKM pPEeKOMEHJOBAHHBIX Yy4eOHO-
METOAMYECKUX MATEpHUAJIOB M3 IEPEYHEN OCHOBHOM M JIONOJHHUTEIBHOM JIMTEPaTyphl, JanTe
pasBepHyTOE ONpeseeHNne - Kak (OPMaJIbHO ONPEEIIIOTCS MOJENH KOMITBIOTEPHOM pa3BeiKH
«repexBary, «y0opka Mycopa» U «MOHUTOPHI (paloBBIX cucTeM». B ueM uX CyTh U HpU3HAKU
WCIIOJIb30BaHuUs?

Bapuant Ne 3. Ha ocHoBe yrimy0neHHOW mpopaOOTKH pPEKOMEHJOBAHHBIX y4eOHO-
METOJMYECKMX MAaTEpHUaOB U3 IEPEUYHEHd OCHOBHOW M JOMOJIHUTEIBHOW JMTEpaTypbl, NanuTe
pa3BepHyTOE OIpeneieHre U 000CHYHTE - B YEM CHJIbHBIE U Ci1a0ble CTOPOHBI CUTHATYPHOTO U
IBPUCTUYECKOTO CKAaHUPOBAHUS KaK METO/1a IPOTUBOAEHCTBUS TPOrPaMMHBIM 3aKiajKam?

Bapuant Ne 4. Ha ocHoBe yrnyOsieHHONH NpopaOOTKU PEKOMEHIOBAHHBIX Y4eOHO-
METOJMYECKMX MaTEpUajoB U3 IEPEUYHEH OCHOBHOW M JIOMOJHUTEIBHOW JUTEpaTyphbl, AaiTe
pa3BepHYTOE OIpeNEeleHHE - KaKue CHJIbHbIE M cllabble CTOPOHBI MMEET METOJ BBISBIICHUS
IIPOrPaMMHBIX 3aKJIAJIOK «CKaHUPOBAHUE HA JIETY»?

Bapuant Ne 5. Ha ocHoBe yrnyOsneHHON NpopaOOTKU pPEKOMEHIOBAHHBIX Y4eOHO-
METOJMYECKUX MaTEpUajOB U3 IEPEUYHEN OCHOBHOW M JIOMOJHUTENIBHON JIMTEpATyphl, AalTe
pa3BepHyTOE OIpe/ielieHe U 000CHOBAaHUE - KaKUe CUJIbHBIE U C1a0ble CTOPOHBI UMEET METO]
BBISIBIICHHSI TPOTPAMMHBIX 33aKJIaI0K «KOHTPOJIb LEIOCTHOCTH KOHPUTypalluu CUCTEMBI»?
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3aganus no teme Ne 6 «Kommiiekc Mep NpoTUBOACUCTBUS KOMIIbIOTEPHOU Pa3BEAKE»

Bapuant Nel. IlpoBeguTe 1O OTKPBITBIM MCTOYHMKA, BKJIIOYas MaTepHalbl CETH
VHTEpHET IO KOHKYPEHTHOM pa3BEAKE CAMOCTOSTEIbHBIM IOUCK aBTOPCKUX CEMHUHApPOB O
npueMax TaKoW pa3BEIKM M COCTaBbTE WX IMPUMEPHBIN IEepeueHb, BBIIEIUB U 0OOCHOBAB
OTJIEJIbHBIE ATAIIBI.

Bapuant Ne 2. Ha ocHoBe yriayOjaeHHOW NpopabOTKH PEKOMEHJIOBAHHBIX Y4eOHO-
MeToanyecknx MatepuanoB, PenepanmpHoro 3akoHa ot 27.07.2017 Ne 187-¢3 m mnepeuns
tpeboBanuit DPCTOK Poccun 10  3alUIIEHHOCTH  KPUTHYECKOH  MHGOPMAIMOHHON
UHPPACTPYKTYpPBI, JalTe pa3BepHYTOE ONpEAeNiCHHE IepeuHsi paboT, CPEelICTB M METOJOB
3amuThl ykazaHHbIX KC KU oT KOMIIBIOTEPHBIX aTak.

BapuanT Ne3. Ha ocHoBe yriyOneHHON mpopaboTKH y4eOHO-METOANYECKIX MaTepHalioB,
dbenepalbHBIX 3aKOHOB M HopMaTuBHBIX TpeboBanmii PCTOK Poccum mo 3amuiieHHOCTH
KpUTUYECKOH HMH(OpMAIMOHHOW HMH(PACTPYKTYphl, JalTe pa3BEpHYTOE ONpeACICHHE
OpPraHU3aI[MOHHOMY KOMIUJIEKCY Mep, NpuUHHMaeMblii B Poccun 1isi HpOTHBOIEHCTBUS
KOMITBIOTEPHOM pa3BeKe.

Bapuant Ne4. Ha ocHOBe yriryOsieHHOM MpopabOTKH Y4eOHO-METOANYECKUX MaTEPHAIIOB,
IIPOBEUTE CAMOCTOSATEIbHBIN MOUCK B ceTU MHTEpHET aKkTyallbHbIX POCCUHCKHX HMPOrPaMMHO-
arnmnapaTHbhIX PEIICHU MPOTUBOACHCTBUS METOJAM KOMIBIOTEpHON pa3Benku. CocTaBbTe IO
HUM HEOOJIBIIION JOKJIAl U TPE3CHTAIIUIO.

Bapuant Ne 5. Ha ocHoBe yriayOneHHON mNpopabOTKU pPEeKOMEHIOBAHHBIX Y4eOHO-
MeToanyecknx MatepuanoB, PenepampHoro 3akoHa ot 27.07.2017 Ne 187-¢3 m nepeuns
tpeboBanuit @OCTOK Poccun 10 3alIMIICHHOCTH  KPUTUYECKOW  HMH(OpMAMOHHOU
UHQPACTPYKTYPHI, HCIOIB3YS OTPHITBIC CBEACHUS W oOdUIMaTbHBIE JOKYMEHTHI B CETH
HuTepHeT, oxapaKTepu3ylTe CUCTEMY 3alllUThl PErHOHANBHOrO (hparmMeHta MHGOPMALUOHHON
UH(ppacTpyKTYyphl KpynHeniero gpeaepaibHoro oneparopa casizu [TAO «Poctenekomy.

3ananus o teme Ne 7 «MeTosbl ynpaBieHrs HHPOPMAIMOHHOW 0€30MaCHOCTHIOY

BapuanT Ne 1. Ha ocHoBe yriy0iaeHHO# npopaOoTku yueOHO-METOINYECKUX MaTepHajioB
u «JlokrpuHbl WH(MOPMAMOHHON Oe3omacHoCcTH poccuiickoin Denepanum» (Yka3 Ilpesumenra
Poccum Ne 646 ot 05.12.2016) cocTaBUTh COBpPEMEHHBI BapHaHT OPraHU3ALMOHHON
COCTABJISIIONIEH CTPYKTYphl oOecniedeHus nHpopManuoHHoi Oe3omnacHoct Poccun ¢ yuerom
HOBEHIIMX YTpo3 0€30MacHOCTH OT CAHKLIMOHHOW NOJUTUKHU U MHPOPMALMOHHOW BOMHBI.

Bapuant Ne 2. Ha ocHoBe yrimyOsieHHOM MpopaOOTKHM y4eOHOro mocoOus sl BY30B
Kypuno A.Il, Munocnasckoit H.I'., Cenaropoa M.IO., Toncroro A.1., «OcHOBBI ynpaBieHUs
uHopmanmonHot  6e3omacHocthion  Cepusi  «Bompockl  ympaBieHuss UHGOPMAIIMOHHON
6e3omacHoCcTbio. Beimyck 1.», «JlOKTpHHBI HHPOPMALMOHHOM 0€30IacHOCTH POCCUICKON
Oenepannny (Ykas Ilpesunenta Poccun Ne 646 ot 05.12.2016) u ¢ yueToM HOBEWIIUX yTrpo3
0€30IIaCHOCTH  OT CAHKIMOHHOW TOJIMTUKA M HH(OPMAIMOHHOM BOWHBI, COCTaBUTH
COBPEMEHHBIN BapUaHT JIOKAIBHOM OPraHU3allMOHHO-TEXHUYECKOW COCTaBIIAIOIIEN CTPYKTYpBI
oOecrieyeHns MHGOPMALIMOHHON 0€30MacHOCTH OTIENBHBIX (pparMeHTOB rocynapctBeHHbx MC
B cyObekTe Denepanuu.

Bapuant Ne 3. Ha ocHoBe yrmyOneHHONW mpopaOOTKM pPEKOMEHJOBAHHBIX Yy4eOHO-
MeToauYecKuX MmarepuanoB, dDenepanbHoro 3akoHa ot 27.07.2017 Ne 187-g3 u mnepeuns
tpeboBanuit PCTOK Poccum 1o  3alIMIIEHHOCTH  KPUTHYECKOM  MH(POPMALMOHHON
UHQPACTPYKTYphl, C Y4ETOM HOBEMIINX Yrpo3 O€30MacCHOCTH OT CAHKIIMOHHOW IMOJIUTUKU U
UH(POPMALIMOHHOM BOMHBI, COCTaBUTh COBPEMEHHBIM BapHaHT JIOKAJbHOW OpraHU3allMOHHO-
TEXHUUYECKON COCTaBIISIIOIIEH CTPYKTypbl obOecrieueHuss HHGOPMAIMOHHON 0e30MacHOCTH
OTJENBHOr0 00BEKTa KPUTHUECKONH MH(POPMALITMOHHOW HHPPACTPYKTYPHI.

Bapuantr Ne 4. Ha ocHoBe yriyOneHHON NpopabOTKH PEKOMEHJIOBAHHBIX Y4eOHO-
METOJMYECKUX MATEPUAIOB U3 MEPEYHEN OCHOBHOM U JONOJHUTENIBHON JTUTEPATyphl COCTABUTh
KpaTKUM JOKJIAJ O CXOXKECTH M Pa3IMYMsX B POCCUUCKHX U MEXIAYHApOAHBIX CTaHJApTax
yTpaBiieHUs] HH(PpOpMaIMOHHON 6€30MaCHOCTHIO.
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Bapuant Ne 5. Ha ocnoBe yrmyOneHHOW mpopaOoTku Y4ueOHOro mocoOus Ui BY30B
Munocnasckoit H.I'., Cenatopoa M.IO. u Toncroro A.N., «IIpoBepka u onieHKa AeATEIbHOCTH
0 YOpaBICHHIO HWH(POPMALMOHHOM  Oe3omacHocTH» cepusi  «Bompockl  ympaBieHUs
MH(POPMALMOHHOM 0e30macHOCThI0. Bhimyck 5.», ¢ yueToM HOBEMIIMX yrpo3 0€30MacHOCTH OT
CaHKIIMOHHOM TMOJUTHKH ¥ HWH(POPMALMOHHOM BOMHBI, COCTaBUTh NPUMEPHBIA IUIaH
HOJ/IeP)KaHUS aJeKBAaTHOM NOJUTUKM MH(OPMAIMOHHOW M KOMIIBIOTEPHOM O€30macHOCTH Ha
3alUIIAEMBIX POCCHHMCKHX OO0BeKTaXx HWH(POPMATU3ALUK, IPEIyCMOTPEB KOHTPOJIb 3a ee
3¢ (EeKTUBHOCTBIO U MEPHI COBEPLIEHCTBOBAHHUS.

1.2 Cnucok BONPOCOB U (WJIH) 3aaHUi J1J1sl MPOBeIeHUsI TPOMEKYTOUHOM aTTecTaluu

Cnucok BONPOCOB K 3a4eTy
1. 3amaunm mpoBeneHUs KOMIBIOTEpHOW pa3Beaku. DakTopbl M yclIoBHsA, OOJeryaromue ee
IIPOBEJCHHUE.
2. Mepbl OpraHuM3allMOHHO-TIPABOBOIO  XapakTepa, Hucrosib3dyeMmble B Poccum  ans
IIPOTUBOAECHUCTBHS KOMIIBIOTEPHOU pa3BeIKe.
3. Mepbl MHKEHEPHO-TEXHUUECKOI0 XapakTepa, NPUMEHsEMbIE B MHUpE JJIsl MPOTUBOJEHCTBUS
KOMIIbIOTEpHOHM pa3Benke. Poccuiickue ocoOeHHOCTH (GOPM U METOA0B, UCIOJIB3YEMBIX IS
TEXHUYECKOTO MPOTUBOJACUCTBUS KOMITBIOTEPHOM pa3BEJIKE.
4. OOOOWEeHHBIM  CcHeHapuil  aTaku IpU  NPOBEJEHUM  KOMIBIOTEPHOH  pa3Bejke.
OxapakTepu30BaTh BCE LIECTh €T0 LIAroB. B ueM 3aKkiro4aroTcst IPpU3HAKU KayKA0ro U3 1arop?
5. Knaccugukanus TUIIMYHBIX yJalleHHbIX atak. OXapakTepu3yinTe TAKCOHOMUIO aTaK M0 CXeMe:
-yIpO3bl, CPENCTBA, ITOJIYyYEHNUE JOCTYIA K. .., pe3YyJIbTATHI, LICJIH.
6. IlpumeHeHne OHTOIOTUU JUIsl KJlacCU(UKALMU aTaK KOMIIBIOTEPHON pa3BeKU MO UX LIeJH.
7. OLeHMBaHUE CTEIIEHU CEPhE3HOCTH aTaK KOMIbIOTEPHOM pa3BeIKH.
8. Hcnosnb30BaHue MporpaMM aHajiu3a M MOHUTOPHHra CETEBOro TpaduKka i BbIABICHUS
NPU3HAKOB M (PAKTOB MPOBENCHHUS KOMIIBIOTEPHON Pa3BEIKH.
9. Kakue naHHbBIE MCNONB3YIOTCS U KaK OHU TOTOBSTCS U1 BBISIBJICHUS U U3Yy4YEHHS] aHOMAaIUU
CEeTeBOTO TpaduKa, MOJO3PUTEIFHBIX Ha IPUMEHEHNE KOMITBIOTEPHON Pa3BEIIKH.
10. Hcrnosnb3oBaHME CTAaTUCTUYECKOTO METOJA IS BBIBICHUS AHOMAJIBHOIO IIOBEIEHUS
pOorpaMM, MOJO3PUTEIHHOIO HAa IPUMEHEHUE KOMITbIOTEPHOM pa3BeIKHU.
11. OGHapykeHHsI aHOMAaJIHM (ITOJO3PUTENIBHBIX HAa MPUMEHEHHE KOMIBIOTEPHOW pPa3BEIKH)
METO/IOM TJIaBHBIX KOMITIOHEHT.
12. Anroput™m oOHapykeHHs aHOMaluil (MOJO03pPUTENbHBIX Ha NPUMEHEHHE KOMIIBIOTEPHOM
pa3BeIKU) METOJIOM JUCKPETHOTO BEUBIIET-TIPEOOPA3OBAHMS.
13. Unentudukanus yI3BUMOCTEH CUCTEMBI OT CPEICTB KOMITBIOTEPHOI pa3BeaKH.
14. CopepxaHue yTBEpXKACHUHW B pe3yiabTaTaX OLEHKH PUCKOB TPUMEHEHHUS METOJI0B
KOMITBIOTEPHOM pa3Belku (yTBepxkaeHue (opMyaHpyeTcss B BUAE IMapbl: yrpo3a MPUMEHEHHS
KOMIIBIOTEPHOHN pa3BeAKU-YA3BUMOCTh). OOOCHOBATH BHIOODP U3 OOIIEro MEPEYHs PUCKOB.
15. Metononoruss yMEHBIIEHHUsS] PUCKOB, CBSI3aHHBIX C NPUMEHEHHEM CPEACTB M METOJOB
KOMITBIOTEPHOU pa3BEAKH.
16. TexHONOrMHM MOCTPOCHHUSI CHUCTEM OOHApYXEHMs aTakK, XapaKTepHBIX Ui IPOBEICHUS
KOMITBIOTEPHOU pa3BEAKH.
17. CunbHple U cnaOble CTOPOHBI METONOB OOHApPY>KEHHsI aHOMAalui, MPUMEHSIEMBIX Ui
BBISIBJICHUSI KOMITBIOTEPHOU Pa3BEIKH.
18. OxapakTepu30BaTh METO/Ibl HHTEIUIEKTYaJIbHOTO aHAJIN3a JAHHBIX B CHCTeMaX OOHapy:KEeHUs
BTOPKECHH.
19. Meron Data Maining, npumeHsieMblil B cCTeMax OOHApy)XEHUsI BTOPKEHU, XapaKTEePHBIX
JUISl KOMITBIOTEPHON Pa3BEIKH.
20. MeToa ONOPHBIX BEKTOPOB, MNPHUMEHSEMBIH B CHCTEMax OOHapy)XEHUS BTOPXKEHHIA,
XapaKTEePHBIX JJIs1 KOMIIBIOTEPHOM pa3BeIKH.
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21. IlpumeHeHne HEHPOHHBIX CeTel Al OOHApY)KEHUSI aHOMalUil Tpaduka, XapaKTepHOTO IS
KOMIBIOTEPHOU pa3BEAKH.

22. Metoapl MCKYCCTBEHHOTO HMHTEJUICKTa B 3ajadax obOecredyeHus: 0e30macHOCTH ceTel OT
KOMITbIOTEPHOM pa3BEKH.

23. MeToapl UCKYCCTBEHHBIX UMMYHHBIX CHCTEM M HEHPOHHBIX ceTell /uisi oOOHapy>KeHHs aTak,
XapaKTEPHBIX JUIsl KOMIIBIOTEPHON pa3BeIKH.

24. IIpeoOpazoBanusi Xada M €ro WMCIONb30BAHUS Ui OOHApYXEHHS aHOMaIWK Tpaduka,
XapaKTEPHBIX JUIsl KOMIIBIOTEPHON pa3BEIKH.

25. Mopnenn KOMIIBIOTEPHOM pa3BEeIKHU «IIepexBar», «y0bopka Mycopa» U «MOHHUTOPBI
(ailnoBbIX cucTeM». B 4eM ux cyTh M NpU3HAKU UCHIOJIb30BAHUA?

26. Metonbl «00X0/1a» CETEBBIX U XOCTOBBIX CHCTEM OOHApPY>KEHUSI BTOP)KEHUH, UCTIONIb3yeMble
KOMIIBIOTEPHOI pa3BEeaKOM.

27. MeTozp! 3aluThl OT IPOrPaMMHBIX 3aKJIaJ0K. MIX Ha3HaueHus U CyTh JUIsl IPOTUBOAEHCTBUS
KOMIIbIOTEPHOM pa3BeJKe.

28. CurHaTypHO€ M D3BPUCTUYECKOE CKAaHUPOBAHME KAaK METOJbl IPOTHUBOAEHUCTBUSA
IPOTrPaMMHBIM 3aKJIa/IKaM.

29. Metoa BBISBICHHUS IPOrpPaMMHBIX 3aKialOK «CKaHUPOBAaHUE Ha JieTy». B ueM cyrb u
IPU3HAKU UCIIOJIBb30BaHUS METO/Ia JUIsl BBISIBIIEHUS] KOMIIBIOTEPHOM pa3Beiku?

30. Meron BbISBIEHMSI TNPOTrPAMMHBIX 3aKIaJ0K «KOHTPOJb IIEJIOCTHOCTH KOH(Urypanuu
cUCTeMbl». B ueM cyTh M NpPU3HAKU HCMOJIb30BAHUS METOJA JJS BBIABICHUS KOMIIBIOTEPHOMH
pa3zBeaku?

31. 3ammra OT NpPOrpaMMHBIX 3aKJIaJOK paHee HEU3BEeCTHbIX THUIOB. OOHapyx)eHue
IPOrPaMMHBIX 3aKJIaJIOK, CKPBITBIX C IOMOIIIBIO CTEJIC-TEXHOJIOTUH.

32. Micnonp30BaHue NporpaMM-JIOBYIIEK Ul IPOTUBOACHCTBUS IPOrPAMMHBIM 3aKJIaJKaM.

33. IloHsATHS W TPUYUHBI Pa3paOOTKHU MOJUTHKH WHGOPMAIMOHHON Oe3omacHocTu. [lonmTrka
UHPOPMALIMOHHOM  Oe30macHOCTH  opraHu3auuMu.  [IpuuumHBl  BBIPAOOTKH  MOJUTHKH
MH(}OpPMaLMOHHON OE30M1aCHOCTH.

34. TpeGoBaHMsl U NPHUHLHUIBI, YYUThIBAEMbIE NPU Pa3padOTKe MOJIUTUKUA HH(OPMAIMOHHON
0€30MacHOCTH.

35. Copeprkanue MOJUTHKH UH(OPMAIIMOHHON 0€30MacHOCTH OpraHU3alHu.

36. Cucrema ympaBiaeHus: UHOOPMAITMOHHOM 0€30MTaCHOCTHI0 OPTaHHU3AIUH.

36. IIponeccHbli MOAXO0 K YIpaBJIeHUI0 HHPOPMAITMOHHON 6€30I1aCHOCThIO OpraHU3aLIUH.

37. PabGora c¢ mporeccaMd CHCTEMBI yIpaBlieHUs WHOOPMAIMOHHOW 0€30MacHOCThIO
OpraHu3aIum.

38. Crparerus TOCTpPOEHHMSI M BHEJIPEHHMS] CHUCTEMBbl yIpaBleHUS HHGPOPMAIMOHHOMN
0€30I1aCHOCThIO OpPraHU3aLUH.

39. CucteMHbIN MOAXO K YIIPABICHUIO pUCKaMU HH()OPMAITMOHHOM 0€30MacHOCTH.

40. YcraHOBJI€HHE KOHTEKCTa YIPABJICHUs pUCKaMU UH()OPMaIIMOHHON 6€3011acHOCTH.

41. Conep:kaHue JBYX ITANOB OLIEHKH PUCKOB MH(OPMAITMOHHOW 0€30MTaCHOCTH.

42. CopepxaHue OLIEHKM M aHajdM3a PUCKOB HH(pOpMalMOHHOM Oe3omacHocTH. OOpaboTka
PHUCKOB.

43. Tlonstue pucKoB HMH(MOPMAIIMOHHONH O€30MaCHOCTH, KOMMYTAIMsl PHCKOB, MOHHTOPHHT
puckoB Ub u ux nepecmortp.

44. OGecnieueHue ynpaplieHUs] pUCKaMHi HH(POPMALIMOHHOM 0€30MacHOCTH OpraHU3allly.

45. YrpaneHnre WHIUIEHTaMU WH(POPMAIMOHHOM 0€30IMacCHOCTH OpPTaHU3aIUH.

46. YrpaBieHe HENPEPbIBHOCTHIO OM3HECa OpraHU3allly.

47. Pomp  «JlokTpuHbl uWHGOPMAIIMOHHONW Oe3omacHocTH  poccuiickor — Demeparum»
(oObsiBeHHON ykazoMm mpesuneHTa Poccum ot 05.12.2016 No 646) B cucrteme obecreueHus
6e30macHOCTH 00bEKTOB HH(OpPMALIMOHHON UH(ppacTpyKTypsl Poccun.

48. Ponp PenepanbHoro 3akoHa «O 0e30MaCHOCTH KPUTHYECKOH HH(OpMarmoHHON
uHppacTpykTypsl Poccuiickoit ®enepanun» ot 26 utons 2017 r. Ne 187-®3 B cucreme
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oOecrieyeHHuss 0€30MaCHOCTH OOBEKTOB KPUTHUECKOW HWH(GOPMAIMOHHON HHOPACTPYKTypHI
Poccun.

49. Porms TOCT P UCO/MDK TO 19791-2008r. «MHpopManroHHAs TEXHOIOTHUA. MeToasl U
cpencTBa obecniedyeHus 6e3onacHocTH. OneHka 0€30MacHOCTH ABTOMAaTHU3UPOBAHHBIX CUCTEM» U
['OCT P UCO/M3K 18045-2013r., «udopmanioHHass TeXHOJOTHs. MeToapl M CpeAcTBa
oOecrnieueHus Oe3zomacHOcTH. MeTononorus OLEHKM 0e30MacHOCTH  HMH(pOPMAMOHHBIX
TEXHOJIOTUI» TIpU OLEHKE 3allUIIEHHOCTH OOBEKTOB HMH(OPMAIMOHHOW HH(PPACTPYKTYPHI
Poccun.

50. Ponp pykoBomsmiero nokymenta @CTOK Poccun «3ammra OT HECAHKIIMOHUPOBAHHOTO
noctyna Kk uHpopmauuu Yacte 1. [Iporpammuoe oGecrniedeHne CpeAcTB 3alUThl HHPOPMALIUY.
Knaccugukanuss mo ypoBHIO KOHTPOJISI OTCYTCTBUSL HE JCKJIAPHPOBAHHBIX BO3MOXKHOCTEH» B
cucTeMe NPOTUBOJICHCTBUS METOAAM KOMIIbIOTEPHOM pa3BEIKH.

51. Ponbp pykoBomsmero nokymeHta @CTOK Poccum 06 yrBepxkaenun «TpeboBanmii k
CpeACTBaM AHTHBMPYCHOM 3alllUTBD» B CHUCTEME INPOTUBOJCHCTBHUA METOJaM KOMIIBIOTEPHON
pa3Be/IKH.

52. Ponp pykoBomsmero mokymenta ®CTOK Poccum 00 yrBepkaenun «TpeboBaHuii K
cucTeMaM OOHapYKEHHs BTOP)KEHUI» B CHCTEME MPOTHUBOJACHCTBHS METOJaM KOMIBIOTEPHOU
pa3Be/KH.

2. Ilepeyenb KOMIIETEHIUI, dTaNbl KX GOPMUPOBAHMS,
ONHCaHUe MoKa3aTeeil U KpUTepHeB OLEHUBAHNS KOMIIETEHIIHIT HA Pa3JIMYHbIX 3Tanax
UX (pOPMUPOBAHUS, ONIMCAHUE HIKAJIBI OLleHUBAHUS

2.1 llIkana oueHuBaHusi cHOPMHUPOBAHHOCTH KOMIETEHIMI U ee ONUCcaHue

OnenuBanue YpoBHA c(HOPMHPOBAHHOCTH KOMIETEHIIMM B MpOLIECCE OCBOCHUS
JUCLUIUIMHBI  OCYLIECTBIISIETCA 10 CIAEAYIOIEH TPEXYpPOBHEBOM ILIKAJIE:

IloporoBelii ypoBeHB - IPEANOIAracT OTPAKECHUE TEX OXHUIAEMBIX pPe3yJIbTaTOB,
KOTOpBIE OMpPENENSIIOT MHUHUMAlIbHBIM HAaOOp 3HaHMW W (WIM) yMEHUW U (WJIM) HABBIKOB,
MOJTYYEHHBIX CTYJCHTOM B PE3YJIbTaTe OCBOCHHS TUCIUIUIMHEL. [lOpOTOBBIN YPOBEHb SBISETCS
00s3aTeNbHBIM YPOBHEM [UIsI CTyJEHTAa K MOMEHTY 3aBepIIEHUS HM OCBOCHHUS JaHHOUN
JUCITUTUTAHEI.

IIpoaBUHYTHII YPOBEHB - IPEANONATaeT CIIOCOOHOCTh CTYACHTA MCIOIb30BaTh 3HAHMSI,
YMEHHSI, HABBIKK W (WJIH) ONBIT JEATEIHHOCTH, TOJyYeHHBIC IPU OCBOCHUU IUCITUTUIAHBI, JJIS
pemieHus: npodeccuoHaNbHbIX 3a/1a4. [I[poABUHYTHIYPOBEHBIIPEBOCXOIUT MOPOTOBBIH YPOBEHB
10 HECKOJIBbKUM CYIICCTBCHHBIM TIPHU3HAKAM.

Bbicokuii ypoBeHb - IIpeAnonaraeT CrocOOHOCTh CTYACHTAa HCIOIb30BaTh MOTEHIIUAI
WHTETPUPOBAHHBIX 3HAHUH, YMEHUI, HABBIKOB U (MJIM) OTBITA JICATSILHOCTH, TIOJYYCHHBIX MPU
OCBOGHUHU JHUCLUMIUIMHBI, JJs TBOPYECKOTO pelieHuss Npo(ecCHOHANBHBIX 3a7ad |
CaMOCTOSITEIILHOTO TOMCKAa HOBBIX ITOJXOJIOB B WX PEIICHUH TyTeM KOMOWHWUPOBAHUS U
UCIIONIb30BAaHUsI M3BECTHBIX CIIOCOOOB pEIIEHUS MPUMEHUTENHHO K KOHKPETHBIM YCIOBHUSIM.
Bricokuit ypoBEeHb IMPEBOCXOIUT TIOPOTOBBIN YPOBEHB 110 BCEM CYIIIECTBCHHBIM IPHU3HAKAM.
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2.2 llepeyeHb KOMIIeTeHLMIA, 3TANbI HX (POPMHUPOBAHMNS,
ONMCaHMe MoKAa3aTeiell U KPpUTEpPUEB OLlEHUBAHUS KOMIIEeTEHIU
HA pa3/JMYHbIX 3Tanax ux popmMupoBaHus

Kona
KOMIIe-

TeHIHUH

Dopma KOHTPOJISA

ITanbl
dopmu-
poBaHust
(Ne TembI
(pa3nesna)

IToka3arean
OllCHUBAHUSA

IIkana U KPUTEPHH OLeHUBAHMUS KOMIETEHIIUH

Ha Pa3JIMYHBIX 3Tanax ux (popMUPOBaAHUSA

IMoporosnwiii
YPOBeHb

IIpoaBUHYTBIN yPOBEHb

BrIicoxkuii
YPOBEHb

IIpodeccnonaibHbIe KOMIIETEHIIUT

[IK-12

3HATH METOIBI

3HaHHe OCHOBHBIX

3HaHHEe OCHOBHBIX U

3HaHHe OCHOBHEIX U

Ormpoc o MIPOBEICHUS METOOB MPOBEACHUS CHEIHAIBHEIX METOJIOB CIIEI[UAJIBHBIX METOJIOB
3aJaHuAM IS WHCTPYMEHTAIBHOTO WHCTPYMEHTAIHHOTO MIPOBEICHHUS MIPOBEIEHUS] HHCTPYMEHTAIHLHOTO
CaMOCTOATEILHON 1.7 MOHHUTOPHHTA MOHHUTOPHHTA WHCTPYMEHTAIBHOTO MOHHUTOPHHTA YS3BUMOCTH,
paboTHI IO TEeMaM 3alUIIECHHOCTH 3alIUIIEHHOCTH MOHUTOPHUHTA YS3BUMOCTH | 3aIIUIIICHHOCTA KOMITBIOTEPHBIX
Ne 1-5, KOMITBIOTEPHBIX KOMITHIOTEPHBIX M 3aIIHIIECHHOCTH CHUCTEM, a TaK)KE BEPOSTHOCTEH
3a4eT CHCTEM. CHCTEM. KOMITBIOTEPHBIX CHCTEM. peanuzanuu yrpos3, aHalin3a
PHICKOB ¥ CBEIICHHS UX K
MUHAMYMY.
YmeTh NpUMEHATH YMeHune npuMeHsITh YMeHue npuMeHsTh YMeHue npuMeHsITh OCHOBHBIE U
CIELHAILHBIE METOIBI M | OCHOBHBIE METO/IBI OCHOBHBIE U CTIEIUATbHBIE | CIIEI[HAbHBIE METO/IBI U CPEJICTBA
Ompoc 1o cpeacTBa s WHCTPYMEHTAILHOTO METOJBI ¥ CPEICTBA IS JUISI ”HCTPYMEHTAIBHOTO
3aJaHUSIM JIJIS WHCTPYMEHTAJILHOTO MOHUTOPHHTA WHCTPYMEHTAILHOTO MOHHUTOPHUHTA YSI3BUMOCTH H
CaMOCTOATEILHOM MOHHUTOpPHHTA 3alIAIIEHHOCTH MOHHTOPHWHTA ySI3BUMOCTH | 3alUIIEHHOCTH KOMITBIOTEPHBIX
paboTHI TI0 TEMaM 1-7, 3aIIHAIIEHHOCTH KOMITBIOTEPHBIX M 3aIHIIEHHOCTH CHCTEM, a TaK)Ke 000CHOBAHHO
Ne 1-5, KOMITBIOTEPHBIX CUCTEM. KOMIIBIOTEPHBIX CHCTEM. paccuuThIBaTh BEPOSTHOCTH
3a4eT CHCTEM. peanu3anuy yrpos, IpOBOIUTh
aHaJIN3 PUCKOB U UCTIOJIH30BAThH
Cpe/ICTBa CBEICHUS UX K
MIPUEMIIEMOMY YPOBHIO.
Ormpoc o Baaners HaBBIKAMH Bunagenne HaBbikaMu | Biaajgenue HaBbIKaMu Buaagenne HaBbIKaAMH
3aJIaHUsAM 1 MIPOBEICHUS HCIIOJIb30BaHUS HCIIOJIb30BaHMS OCHOBHBIX | MCIIOJB30BAHUS CICIMAIbLHBIX
CaMOCTOATEILHOM 1-7 WHCTPYMEHTAJILHOTO OCHOBHBIX METOJIOB Y CTIEIAATBHBIX METOJIOB M | METOJIOB U CPEJICTB
paboTHI IO TeMaM MOHUTOPHUHTA HHCTPYMEHTAILHOTO CpeACTB HUHCTPYMEHTAILHOTO
Ne 1-5, 3auer 3aIIUIICHHOCTH MOHUTOPHUHTA WHCTPYMEHTAJIBLHOTO MOHUTOPUHTA YA3BUMOCTH U
KOMITBIOTEPHBIX 3alIAIIEHHOCTH MOHUTOPWHTA YS3BUMOCTH | 3aIIUIIIEHHOCTH KOMITHIOTEPHBIX




CHCTEM. KOMIIBIOTEPHBIX Y 3aIUILIEHHOCTH CHCTEM, a Takxke 000CHOBaHHO
CHCTEM. KOMITBIOTEPHBIX CUCTEM. paccUYUTHIBATh BEPOSTHOCTH
peanu3anuu yrpo3, IpoBOIUTh
aHaJIN3 PUCKOB U MCIIOJIb30BAHUS
CTaHIAPTHBIX CPEIICTB CBEACHUS
HX K IPUEMJIEMOMY YPOBHIO.
3HaTh: 3HaHue: 3HaHHe OCHOBHBIX 3HaHMe OCHOBHBIX U
— GOpMEBI TPOBEACHHUST | — OCHOBHBIX (hOpM METO/OB, CII0CO0OB U POPM | CIieUaTIbHBIX METOJIOB, CIIOCOOOB
IPOBEPKU IIPOBEEHMS IPOBEPKU | IPOBEACHUS IIPOBEPOK u GopM IpoBeNCHUS IPOBEPOK
Omnpoc no TE€XHUYECKOTO TEXHUYECKOTO TEXHUYECKOT'O COCTOSHUS U | TEXHUYECKOTO COCTOSIHUS U
3aJaHUSAM JUIS COCTOSIHUSI CPENICTB COCTOSIHMSL CPEJICTB MPOPUITAKTHYECKIX NpOQHUIAKTHYECKHX OCMOTPOB
CaMOCTOSITEIbHOU 1_7 3alUThl MHGOPMALUK; | 3aIIMTHI HHPOPMALMK; | OCMOTPOB anMapaTHO- anmapaTHO-IPOrpaMMHBIX
paboThl 10 TeMaM -METOJbI ¥ CIIOCOOBI - OCHOBHBIX METOJIOB U | IPOTPaMMHBIX CPEICTB CpeACTB 3aIlUThl HH(pOpMAaLUH,
Ne 1-5, MIPOBECHUS CHOCcO0OB NPOBEJCHUST | 3AIIUTH HH(OPMALIUH. COOTBETCTBHSI UX HACTPOEK
3a4er NpOPUIAKTHYECKIX MPOPUIAKTHUECKUX YPOBHIO yIpo3 0€30MacHOCTH.
OCMOTPOB TEXHHYECKUX | OCMOTPOB TEXHUYECKUX
CPEJICTB 3aIlIUTHI CpPEACTB 3aIIUTHI
UHPOpPMAIUH. nHpOPMALIUH.
Onpoc 1o YmeTthb NpoBOAUTH YMmeHnune npoBOIUTh YMeHue npoBoauTh YMeHue npoBOaUTh TUIIUYHBIE U
3az[aHpHsIM s POBEPKU TUIIUYHbIE IPOBEPKU TUNHWYHBIC U CIIEUUANbHBIC | CTIEUaIbHbBIE IPOBEPKU
I1K-19 N TEXHUYECKOTO TEXHUYECKOTO MPOBEPKU TEXHHYECKOTO TEXHUYECKOTO COCTOSHUS U
CaMOCTOSITEIbHOU
COCTOSIHUS H COCTOSIHUS U COCTOSIHUS U NpOPHUIAKTHIECKHE OCMOTPHI
paboThI IO TeMaM 1-7
Ne 1-5 npodUIaKTHIECKHE npoHIIaKTHIECKHE npoduIaKTHIECKHE anmapaTHO-IPOrPaMMHBIX
3_aqu, OCMOTPBI TEXHUYECKUX | OCMOTPHI TEXHUYECKUX | OCMOTpHI armapaTHo- Cpe/CTB 3aIIUThl HH(OpMAIIUH,
CPEJICTB 3aIIUTHI CpPE/CTB 3aIIUTHI MPOTPaMMHBIX CPECTB COOTBETCTBHS UX HACTPOCK
MHPOPMALIUHL. nHpOpPMAaLIUH. 3alIUThl HHPOPMAIHIH. YPOBHIO yrpo3 0€30MacHOCTH.
Baanenue HaBbikamMu | BiageHue HaBbIKaMH Baanenue HaBbIKAMU TIPOBOANTH
Baaners HaBbIKaAMH
Omnpoc no MPOBOJUTH THITMYHBIE | IPOBOAMTH TUITHYHBIE U TUIMHYHBIE U CTICIUATIbHEIE
MPOBEIEHHUS IPOBEPOK
3aJ]aHUsM JUTSE TeXHIYECKOIO MPOBEPKU CHeNUaIbHBIE TIPOBEPKH NPOBEPKU TEXHUIECKOTO
CaMOCTOSITEIbHOU COCTOSHIS 1 TEXHUYECKOTO TEXHUYECKOTO COCTOSHUS U | COCTOSTHUA U MPO(QMIAKTUIECKUE
paboTHI IO TeMam 1-7 N — COCTOSIHMS U npoUIAKTHYECKHIE OCMOTpBI anIapaTHo-
Ne 1-5, p MpOoPUIAKTHUECKUE OCMOTpBI amnmapaTHo- MIPOTPAaMMHBIX CPE/ICTB 3aIUTHI
OCMOTPOB TEXHHUYECKHX
3a4eT OCMOTPBI TEXHUYECKUX | IPOTPAMMHBIX CPEICTB nH(OPMAaLIMH, COOTBETCTBHS HX

CPE/ICTB 3aIUTHI
MHPOPMALIUH.

CPEJICTB 3allUTHI
nH(pOpMaIUn.

3alIUTHl HHPOPMALHH.

HACTPOEK YPOBHIO yTPO3
0€30IMacCHOCTH.
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3. MeToauyecKue peKoMeHIAIMH MPeNoIaBaTe 0
10 nmpoueaype oueHUBAHUS 3HAHUI, YMEHU I, HABBIKOB M (WJIH) ONBITA 1eATeJIbHOCTH,
XapaKkTepu3yluuXx 3Tanbl GopMHUpoOBaHUS KOMIIETEHIHIA

Lenpro mporeaypsl OLICHUBAHUS SABJISCTCS ONPECIICHUE CTEIICHU OBJIAJICHUS CTYJACHTOM
OKUJaeMBbIMU pe3yJibTaTaMi OOydeHHs (3HAHMSIMHU, YMEHHUSMH, HaBBIKAMH M (WJIM) OIBITOM
JIeATEITLHOCTH ).

[Tporieiypa olleHUBAHMS CTEIICHW OBJIAJICHHUS CTYICHTOM OXKHIA€MBIMH PE3yJIbTaTaMH
OOy4YeHHUs OCYIISCTBIIACTCS C IOMOIIBI0O METOJAMYCCKUX MaTepUalioB, IPEACTABICHHBIX B
pazzeine «TUIOBbIE KOHTPOJIbHBIC 3aJlaHKsl WM WHBIC MaTepHasbl, HEOOXOIMMBIC JJIS OICHKH
3HAaHWW, YMEHWH, HABBIKOB M (MJIM) OIBITA JCATCIBHOCTH, XapaKTCPU3YIOIIHMX ATaIlbl
(dhopMUPOBAHUS KOMITETEHITHIN

3.1 Kputepuu onieHUBAHUS CTENEeHH OBJIA/ICHUS 3HAHUSIMU, YMEHUSIMU, HABBIKAMHU W
(WIK) ONBITOM /IeSITeJILHOCTH, ONPee/Isiionue ypoBHH ¢GOPMHUPOBAHHOCTH KOMIIETEH Ui

IToporoBelii ypoBeHb (0011IHE XapaKTEPUCTUKH ):

— BIJIQJICHHWE OCHOBHBIM 00BEMOM 3HAHMI IO IPOTPaMMeE JTUCIUTUTUHBI;

— 3HaHWE OCHOBHOM TEPMHUHOJIOTMHM JaHHOW 0OJIaCTH 3HAHUM, CTUIUCTUYECKH TPaMOTHOE,
JIOTUYECKH MPABUIILHOE U3JI0’KEHUE OTBETA Ha BOMIPOCHI 0€3 CYIECTBEHHBIX OIINOOK;

— BJIAJICHUE HWHCTPYMEHTAPUEM JUCLUUIUIMHBI, YMEHHE €ro HCIIOIb30BaTh B PpELICHUU
CTaHJIapPTHBIX (TUIIOBBIX) 33/]a4;

— CHOCOOHOCTH CaMOCTOATEIBHO MPHUMEHSTh THUIOBBIE peEHIeHHs B paMmkax paboueit
[IPOrpaMMbl IUCHUILINHBI;

— YCBOEHHE OCHOBHOM JIUTEPATYPHI, PEKOMEHIOBAaHHOM pabodeil mporpaMMon JUCIUTIIIMHBL,

— 3HaHue 0a30BbIX TEOpPUH, KOHLENUUN M HaNpaBlIEHUH 110 U3y4aeMOU TUCIUIUINHE;

— JI0CTaTOYHBIA YPOBEHb KYJbTYpPbl WCIIOJHEHUS 3aJaHUN A1 CAMOCTOATEIbHOW PpadoThI,
MEPUOINIECKOE YIaCTHE B TPYIIIOBBIX 00CYKACHUAX X014 i PE3YIHTaTOB UX BBHITIOJTHECHUSI.

IIpoaBuHYTHII ypoBeHb (00IIME XapaKTEPUCTHKN):

— JIOCTAQTOYHO MOJIHbIE U CUCTEMAaTU3UPOBAaHHBIE 3HAHUS B 00BEME MPOTrpaMMbl JUCLIUIUIUHBI,

— HCIOJb30BAaHME OCHOBHOW TEPMHUHOJOTHMU JAHHOW 00JIacTW 3HAHWUW, CTUIUCTUYECKU
IPAMOTHOE, JIOTUYECKH NPABUIBHOE W3JIO)KEHUE OTBETAa HA BOIIPOCHI, YMEHHUE J€aTh
BBIBO/IBI;

— BJaJICHUE UHCTPYMEHTApUEM JAMCLUUIINHBI, YMEHHUE €r0 UCII0JIb30BATh B PEIICHUN YU€OHBIX
3a/1a4;

— CIIOCOOHOCTH CaMOCTOSITENIHO peIIaTh CIOXKHbIE 3a7auu (mpoljeMbl) B paMKax pabouei
IIPOrpaMMBbI TUCLUIUIHHBI;

— YCBOEHHE OCHOBHON U [ONOJHUTEIBHOW JIMTEPATYypbl, PEKOMEHIOBAaHHON paboueit
IIPOrpaMMOM TUCIUIUINHBL;

— YMEHHME OpPHEHTUPOBATbCS B 0a30BBIX TEOPHUSIX, KOHLEMUUAX M HalpaBIEHUSX MO

U3y4aeMOU TUCLMIUIMHE U JaBaTh UM CPAaBHUTEIIBHYIO OLICHKY;

BBICOKMI ypOBEHb KYJIbTYPbl HCIIOJIHEHUS 33JaHUM JJI1 CaMOCTOATEIbHOW paboThl,

NEPUOIMYECKOE YUacTHEe B TPYIIOBBIX 00CYXACHUAX X0 U PE3yJIbTATOB UX BBINOJIHEHHS.

Bbicokuii ypoBeHb (0011I1€ XapaKTEPUCTUKH ):
— CHCTeMAaTHU3WpOBaHHBIC, TIyOOKME W  TIOJHBIE 3HAHUSA TI0O  BCEM pasJenam
JUCITUTUTAHBL,



— TOYHOC MHCIIOJIBb30BAHHC TepMI/IHOHOI‘I/II/I ,Z[aHHOI>'I OGHaCTI/I 3HaHHI>'I, CTHIIMCTUYCCKH
IpaMOTHOE, JIOTHYECKH MPaBHILHOE H3JI0KECHHE OTBETa Ha BOMPOCHI, YMEHHE JejaTh
000CHOBAHHBIE BEIBOJIBL,

— Oe3ympedHoe BiIaJcHHEe HHCTPYMCHTAPHEM  JUCIHUIUIMHBI, YMCEHHE €ro MCIOJb30BaTh
B IIOCTAHOBKE U PEIICHUH HAYYHBIX U MPO(eCCHOHANBHBIX 3a/1ay;

— CIIOCOOHOCTb CaMOCTOSITEJIbHO M TBOPYECKH peEIllaTh CIOXKHBIC 3amadd (ImpoOJeMbl) B
paMkax pabodeil mporpamMMbl TUCIUILIINHEI;

— TMoJHOe M TIIIyOOKOE YCBOGHHE OCHOBHOW ¥ JONOJHHUTEIBHOM  JIUTEPATYpHI,
PEKOMEHI0BAaHHOM paboveli mporpaMMOi TUCIIUILIHHBI,

— YMCHI/IC OpHeHTHpOBaTbCﬂ B OCHOBHBIX TeOpI/ISIX, KOHICIIIUAX U HaHpaBHeHHHX 110
H3yqaeMOﬁ JOUCHUIINIMHEC U JaBaTh UM KpI/ITI/I‘-IeCKYIO OI_ICHKy;

— BBICOKHMH YpPOBEHb KYJIBTYphl HCIIOJHCHHS 3aJaHHWii JUIS CaMOCTOSTEIBHON paboTHl,
aKTHBHOE TBOPYECKOE YyYacTHE B TPYIIOBBIX OOCYKICHHAX XOJa M PE3YJIbTaTOB HX
BBITIOJIHCHU .

3.2 Onucanue nNpoueaypbl BICTABJICHHUSA OLEHKHU

B 3aBucumoctu OT ypoBHSI CPOPMHUPOBAHHOCTH KaXKIOW KOMIIETEHIIMH 10 OKOHYAHUU
OCBOEHHUSl JMCLUMIUIMHBI CTYAEHTY BBICTABISCTCS  OLEHKAa. [l JUCHMIUIMH, U3y4aeMbIX B
TE€YCHHE HECKOJIBbKUX CEMECTPOB, OIIEHKAa MOKET BBICTABIATHCA HE TOJBKO MO OKOHYAHHU €€
OCBOEHHUS, HO M B IPOMEXKYTOUHBIX cCeMecTpax. Buj OIEHKH («OTIMYHO», «XOPOLIO»,
«YIOBIIETBOPUTEIBHOY», «HEYIOBICTBOPUTEIBHO», «3aUTCHO», «HE 3aUTEHO») OMpeesercs
paboyeil mporpaMMoi JIUCHUIUIMHBI B COOTBETCTBUM C YYEOHBIM IUIAHOM, - B 3aBUCUMOCTU OT
TOT0, B KakOM CTaTyc€ NpenoAaeTcs IUCIMIUINHA, — IO BbIOOpY M3 HabOpa IUCHUIUIUH
BapHaTUBHOM 4YacTH, JIMOO B KayecTBE JAMCLUIUIMHBI OCHOBHOM dYacTH (B 3TOM cCiydae
npoBoauTCs MU PepeHIMPOBAHHBIN 3a4eT).

OneHka «OTJIIMYHO» BBICTABJIAETCA CTYAEHTY, Y KOTOPOrO Ka)/aas KOMIIETEHLHUs
(TIOJTHOCTBIO WJIM YaCTHYHO (opMUpyeMasi TaHHOM NUCHUIUIMHON) chopMHupoBaHa HA BHICOKOM
YpOBHE.

OneHka «XOpOLIO» BBICTABJIAETCA CTYACHTY, y KOTOPOIO KaKJash KOMIIETEHIUS
(TOTHOCTBIO WM YACTUYHO (popMUpyeMasi JaHHOW AUCIUIUIMHON) chopMUpoBaHa HE HUXKE, YEM
Ha IPOJIBUHYTOM YpPOBHE.

OneHka «yJOBJIETBOPUTEIbHO» BBICTABISETCS CTYIAEHTY, y KOTOPOrO KaxKJas
KOMIIETEHIHs (TIOJTHOCTHIO MJIM YaCTUYHO (hopMUpyeMasi TaHHOW ITUCIUILUINHON) copMupoBaHa
HE HIKE, YeM Ha MIOPOrOBOM YpPOBHE.

O1eHKa «HEyIOBIIETBOPUTEIBHO» BBICTABISETCS CTYIEHTY, Y KOTOPOro XOTs Obl O/lHa
KOMIETEHIMS (TIOJTHOCTBIO WM YaCTUYHO (hopMUpyeMasi TaHHOW ITHUCHUIUIMHON) copMupoBaHa
HWXKE, YEM Ha IOPOTOBOM YPOBHE.

OneHka «3a4eT» BBICTABISAETCS CTYIEHTY, y KOTOPOro KaxKJash KOMIIETCHIIMS
(TIOTHOCTBIO WJIM YaCTUYHO (hopMUpyeMas TaHHOW JUCHUIUTMHON) cOopMHUpOBaHa HE HIDKE, YEM
Ha MIOPOrOBOM ypOBHE.

OreHKa «HE 3a4TE€HO» BBICTABIISIETCS CTYACHTY, Y KOTOPOI'O XOTS OBl O/1HAa KOMITETEHIIHS
(TOTHOCTBIO WJIM YaCTUYHO (opMupyeMasi JaHHOW AUCIUIUIMHON) COpMHUpOBAHA HUXKE, YEM
Ha MIOPOrOBOM YpPOBHE.

18



IIpunoxkenne Ne 2 k paGoueil mporpaMme M CUHUIIIMHBI
«TexHu4yeckoe NPOTUBOAEHCTBIE KOMIILIOTEPHOI pa3BeaKe»

MeToauyeckue yKa3aHUs JJIsA CTY/IEHTOB 110 OCBOEHHIO JUCIIHIIMHBI

OcHoBHOW (QopMOH H3N0XKEeHHUS ydeOHOro marepuana no aucuumuimHe «TexHuueckoe
HpOTI/IBOI[Gf/'ICTBI/Ie KOMHLIOTepHOfI Pa3BCAKE» ABJIAAOTCA JICKIUH, [OPUYICM B JOCTATOYHO
6011b1I0M 00BEME. DTO CBSI3aHO € TEM, YTO B OCHOBE JJaHHAs JUCLMIUIMHA HAXOAUTCS Kak Obl Ha
CTBIKC MCXKAY AJUCHUILIIMHAMU «TexHudueckas 3aluTa I/IH(I)OpMaLII/II/I» B 4aCTH 3alllUThl OT
TEXHUYECKOH pa3BeiKH B crieln(UYecKoi 00JacTh KOMIBIOTEPHOH O0€30MacHOCTH, U LMKIOM
JUCIUITIIINH <<3aH_[I/ITa nporpamMm MU IOaHHBIX», ((3aH_[I/ITa B OIICPAIUOHHBIX CHUCTCMAX), «OcHOBBI
IOCTPOCHMS 3alLUIIEHHBIX KOMIIBIOTEPHBIX ceTel» U «OCHOBBI MOCTPOEHHUS 3ALIUILEHHbIX 0a3
JaHHBIX». Taxxxe oHa HCIIOJIB3YCT YaCTHUYHO MaTcpral IAUCHUILIMHBI <<OpFaHI/I3aI_II/IOHHO-
paBoBoe oOecneueHue HMHPOPMALMOHHOW Oe3omacHocTW». JlJis yCHEIIHOro OCBOEHUS
JUCHUITIINHBI Ba)KHOyI‘Hy6HeHHOG HU3YUCHHUC HCKOTOPLBIX PA3JICJIOB YKA3aHHBIX JUCHUIIIIMNH, KaK B
ayJUTOPUH, TaK U CAMOCTOSITEIILHO, B KAUECTBE BHIMOIHIAEMBIX B IOMALIHUX YCIOBHUIX3aJaHUH.

OcHOBHasl 1IeNTb CaMOCTOSITENIHBIX Pa0OT — MOMOYb YCBOWTH TEOPETHUYECKHE OCHOBBHI U
IPAaKTUYECKMEMETO bl MPOTUBOACUCTBUS KOMIIBIOTEPHOH pa3Benke. s 3Toro HeoOXoauMo
3HaTb U IIOHUMATh JIGKIII/IOHHI)II;'I MaTcpuall. HOE)TOMy, B IpoHecCe H3YyUCHUA NUCHUIIINHBI,
pPEKOMEH/yeTCsl peryjisipHOe HMOBTOPEHHUE MPOMJIEHHOIo JEKIMOHHOrO Marepuana. Marepuai,
3aKOHCIIEKTHPOBAHHBIN Ha JICKIUSAX, MMPEJICTABICHHBIN B MpejiaraeMond ydeOHOH JuTeparype,
HEo0X01MMO JIoMa elle pa3 npopadaThiBaTh U, IPU HEOOXOAMMOCTH, JONOIHATh HH(OpMaIuei,
HOHy‘lGHHOﬁ Ha KOHCYJIbTallUAX, IMPAKTUYCCKHUX 3aHATHUAX M U3 PCKOMCHIOBAHHBLIX PCCYpPCOB
cetu «MHTEpHETY.

Jlnisi IpOBEpKM M KOHTPOJISL  YCBOGHHUSI TEOPETHUYECKOTO MarepHalia, MPHOOPETEHHBIX
IPAaKTUYECKUX HABBIKOB MCIIOJIb30BAaHUSYY€OHOM JIUTEpaTyphl, B Te4YeHHE OOydeHUs
MPOBOJATCS MEPOTIPUSITHS TEKYIEH aTTECTAIllMU B BUIE CAMOCTOSITEIBHBIX padOT (B JOMAIIHUX
ycIoBUAX). BapraHThl 3a1laHMH BBIAAIOTCS yJalIUMCsI Ha [TOCTIEITHEM Yace JIGKLIMOHHBIX 3aHATUH
o KaxJoi 3HaunMoil Teme. OueHka U oOCyKIEHUE BBIIOJIHEHHBIX CTYJEHTaMH 3aJaHUN IO
CaMOCTOSITeNIbHON paboTe MPOU3BOAUTCS HA MPAKTUYECKUX 3aHATHAX U YUUTBIBAETCS, HA PSAAY C
pe3yapTaTaMy MPAaKTUYECKUX 3aHATUH, ITPH OLICHKE TEKYLIEH yCIIeBaeMOCTH. Takke MPOBOAITCS
KOHCYJIbTallMM (IpU HEOOXOAMMOCTH) MO pa30opy 3aJaHuil Ui caMOCTOSITEIbHOM pPaboTHl,
KOTOPBIC BBI3BAJIM 3aTPYAHCHU.

B koHI1e cemecTpa n3y4eHHUs TUCLUUIUIMHBI CTYAECHTHI CAAIOT 3a4eT. 3a4eT IPUHUMAETCS
10 3K3aMCHaIlMOHHBIM 6I/IJ'I€TaM, K&)KI[BIfI M3 KOTOPBIX BKIIOYAcCT B ceos JABa TCOPETHUYCCKUX
Bonpoca. Ha camocTosITeNIbHYIO TOATOTOBKY K 3a4€Ty BBIAEIAETCS 3/Hs, BO BPEMs IMOATOTOBKH
K 3a4eTy MPeyCMOTPEHA rPYIIOBasi KOHCYJIbTalHU.

CaMOCTOSATENbHO OCBOUTH BONPOCH! AMCHMILIMHBI «TeXHHUYECKOe NPOTHUBOJIEHCTBUE
KOMIIBIOTEPHOM pPa3BEJKe» CTYIEHTY KpailHe CI0KHO. DTO OOYCIOBIEHO TEM, YTO CTYIEHTHI
¢J1a00 MPECTaBIAIOT 00BbEMBI U XapaKTep peatbHO MPOBOJUMON KOMITBIOTEPHON KOHKYPEHTHOMH
Pa3BCIKH, XaKepCTBa u3 MCPKAHTUJIbHBIX HO6Y)K)1€HI/II71, HCIIOJIb30BaHUA METOJ0B
KOMIIBIOTEPHON pa3BEIKH TEPPOPUCTaAMU M DKCTPEMUCTAMM M3-3a €€ CKpPBITHOCTH, a
TAKXKCHUCKITIOYUTCIIbHYIO HU3O0IIPCHHOCTDH H&y‘-IHOﬁ A TOTUTHYECKOMN KOMHI)IOTepHOfI Pa3BCIKH,
IPOBOJUMOH CIIECITYy’)KOaMH MHOCTPAaHHBIX T'OCYJapCTB Ha OCHOBE «0aroB» U <«OKCIUIONTOBY,
3aJI0’)KEHHBIX  3apyOeXHBIMM  IPOU3BOJUTENSIMU  aNlapaTHO-MPOTPaMMHBIX — pEUIeHHH B
COOTBETCTBUHM C 3aKOHOJATEIbCTBOM [0 HAlMOHAJIBHOM Oe3omacHocTH. IloaTomy,sBisercs
COBCPHICHHO HeO6XO)II/IMI)IM MMOCCHICHUEC CTYACHTAMHUBCEX AyAWUTOPHBIX SaHSITI/II\/II, e HuM
NPUBUBAETCS MATPUOTH3M M HENPUMUPUMOCTH K JIHOOBIM — acriekTaM HMHOCTPaHHOTO
MIPOHUKHOBEHUS [UIsl JIOCTYNa K 3alMIlaeMoi HHQPOpMAIMU U YIPaBICHUS POCCHUUCKUMH
UH(POPMALIMOHHBIMU CUCTEMaMH, HWJEOJIOTHS TPOTUBOACHCTBHS METO/aM KOMIBbIOTEpHOU
pa3BeIKU U, Ha 3TOM OCHOBE, Pa3bsSICHSIOTCS Y4eOHbBIE BOIIPOCHI.
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Y4eOHO-MeTOAMYECKOE 0O0ecTeUeHue
CaAaMOCTOSITEJIbHOM Pa0dOTHI CTYIEHTOB M0 JUCHHUILUIUHE

Jlnst caMoCTOSATENBHOM PaboThl OCOOEHHO PEKOMEHyeTCs HMCIOJIb30BaTh JIMTEPATYPY U
MHTEPHET-UCTOUYHUKH, YKa3aHHbIE B pa3zene 7.
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