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1. les ocBOEHHS TMCIMITAHBI
Llenbto M3y4eHUs] TUCIUILTHHBI «Be30macHOCTh KOMIIBIOTEPHBIX CETEH» SIBISCTCS TeopeThde-
CKasl ¥ TPAKTHYECKasl MOJTrOTOBKA CICLUAINCTOB K JICITEIILHOCTH, CBA3aHHOH C MOCTPOCHHEM
3aIIMIIECHHBIX CETEBBIX aBTOMATU3UPOBAHHBIX CHCTEM, a TaK)Ke OOyueHHE TMPUHIUIIAM U METO-
JaM 3allluThl HH(bOpMaHI/II/I B KOMIIBIOTCPHBIX CCTAX.
3aaun AUCIHUITIHHBL:
— HU3YYCHHUC THIIOBBIX YI'PO3 6€3OHaCHOCTI/I B KOMIIBIOTCPHBIX CCTAX,
— W3y4YCHHE KPHUNTOrpaQUyYECKUX M MPOrpaMMHO-AMIApaTHBIX METOIOB 00ECICUCHUs WH-
(dhopMaImoOHHON 0€30MaCHOCTH B KOMITBIOTEPHBIX CETSX;
— npuoOpETeHHE HABBIKOB HACTPOWKM M IKCIUTyaTallMd CPEICTB 0OecreyeHus: 0e30macHo-
CTHU B KOMIIBIOTCPHBIX CCTAX;
— OBJIQJICHHE CPEICTBAMU M METOJAaMH NMPOSKTHUPOBAHMS U MIOCTPOCHHUS 3aIUINECHHBIX CETe-
BbIX aBTOMATU3UPOBAHHLIX CUCTEM;
— OBJIQJICHHE CPEACTBAMH U METOAMH BBISBICHHS U HEHTPAIU3aIlUK MTOMBITOK HAPYIIICHHSI
0€30MaCHOCTH B KOMITBIOTEPHBIX CETSIX.
JlaHHBIA Kypc, MO3BOJSET MyTeM H3YydYeHHs Yrpo3 Oe30MacHOCTH B KOMITBIOTEPHBIX CETSIX,
METOOAOB CCTCBBIX aTakK H BTOp)KeHI/If/'I, a TaKXe y;[3BHMOCTefI I/IH(i)OpMaIII/IOHHI)IX CHUCTEM,
BBIPA0OTATh y CTYJCHTOB YOSKICHHOCTh B HEOOXOIUMOCTH MPUHSATHS aJICKBATHBIX MEpP 3alUThI
pOCCUICKNX OOBEKTOB WH(OpMATU3ALMH, MPEJOCTABISET JIOCTATOUYHBIE 3HAHUS W HABBIKH,
TpebyeMbIe ISl 3TOTO.

2. MecTO AMCHMILIUHBI B CTPYKTYpe 00pa30BaTe/IbHON NPOrpaMMbl

JuctunnuHa «be30mnacHOCTh KOMITBIOTEPHBIX CETEH» OTHOCUTCS K 00s3aTeIbHOW YacTH
00pa3oBaTeNbHON IPOTrPAMMBI.

JUisl ycTenmHoro yCBOEHHS JaHHOW NUCIHILIMHBI HEOOXOAWMO, YTOOBI CTYJICHT BIIAAEI
3HAaHUSMH, YMEHUSMU U HaBbIKaMU, C(OOPMUPOBAHHBIMU B IIPOLIECCE U3YyUCHUS JUCLUIUINH!

«udopmaTrkay - 3HaHWE OCHOBHBIX MOHATHIA HHPOPMATUKH;

«OcHOBbI MH(QOPMALMOHHOM 0€30MacCHOCTU» - 3HAHUE OCHOBHBIX CPEICTB U CIOCOOOB
obecrieueHrss HHPOPMALMOHHON 0€30MacHOCTH, MPUHIIUIIOB TOCTPOCHUSI CHCTEM 3allUThl HH-
dopmanuu, BiageHne NpodeccuoHanbHO TepMUHOIOTHEH B 001acTH MHPOPMALIMOHHONW Oe30-
MaCHOCTH;

«KommnbroTepHble ceTH» - 3HaHUE STAJIOHHOM MOJENM B3aUMOJECHCTBUS OTKPBITHIX CHC-
TEM, THUIIOBBIX CTPYKTYp ¥ MPUHIIMIIOB OPTaHWU3aIlMN KOMITBIOTEPHBIX ceTel, ocHOB MHTepHeT-
TEXHOJIOTUH, Blla/IecHUe HaBbIKaMHU KOH(QUTYpUPOBaHMS JOKAJIbHBIX KOMIBIOTEPHBIX CETEH U pea-
JIM3AIMA CETEBBIX IPOTOKOJIOB C IOMOIIBIO IPOTPAMMHBIX CPEJICTB;

«Kpuntorpapuueckne MeTobl 3alIUThl MHPOPMALIMK» - 3HAHUE OCHOBHBIX BHJIOB CHUM-
METPUYHBIX ¥ ACHMMETPHUYHBIX KPUNTOTPAPUIECKUAX aITOPUTMOB, CPEJICTB M METOJIOB XPaHEHHS
ayTeHTU(UKAMOHHOM HH(pOpMAaLMHY, BIaJieHHe KpUNITOrpadhuueckoil TEepMUHOIOTHEH.

3HaHUST W HaBBIKHM, TIOJYYEHHBIE B XOJIe¢ W3YYCHHUS JUCHUIUIMHBI «be30macHoCTh
KOMIIBIOTEPHBIX ~ CETeH», MOTYT HEMOCPEICTBEHHO UCIOJb30BaThCsl MpU paboTe Mo
CTHEHATBHOCTH.

3. [lnanupyemble  pe3yJbTaTbl  O0y4YeHHs] MO JHCHUIUIMHE, COOTHECEHHbIE €
IVIAHNPYEMBIMH Pe3yJIbTATAMH 0CBOCHHUSI 00pa30BaTeJbHONH NMPOrPaMMbl

IIporiecc u3ydeHus: AUCLUILIMHBI HApaBjieH Ha (JOPMHUPOBAHUE CIETYIOIUX HJIEMEHTOB
komneTeHMi B coorBercTBUU ¢ ®I'OC BO, OOII BO u npuoOpeTteHust cieayomux 3HaHuM,
YMEHUH, HaBBIKOB U (MJIM) OIBITA IEATETLHOCTH:



dopmMupyemasn
KOMIIETCHLIIHS
(xkoa u
¢opmyamnposka)

NHaukaTop 10CTHKEHHUS
KOMIIETEHIIMH
(ko u popmyanpoBKa)

Ilepedyenn
MJIAHUPYEMBIX Pe3y/IbTATOB 00y4eHHUsl

OobmenpodgeccuoHalbHble KOMIETEHIIUN

OIIK- 1.2
Crnocoben
aJIMUHUCTPUPOBATH
CpEICTBA 3aIIUTHI
uHpopManuu B
KOMITBIOTEPHBIX
CHCTEMax U CeTIX

NJa-OIIK-1.2.1

3HaeT NOpsIIOK peaTn3aluu
METOJIOB U CPEJCTB MEKCETEBOIO
9KpaHUPOBAHMUS,

METO/bI U3MEPEHUI, KOHTPOJIA U
TEXHUYECKHX PacyeToB
XapaKTePUCTUK
POTrPaMMHO-aNIapaTHBIX
CpPeACTB 3alIUThl HH(POPMALIUU

3HaTh:

- THTIBI CETEBBIX aTaK U METObI OOPBHOBI C
HHMMU;

- TUIIBI OpaHIMAY’POB, UX OTIIMYHS U
BapUaHThI UCIIOJb30BaHUS;

- IpOrpaMMHBIE U alllapaTHbIE
BO3MOJKHOCTH aHaJIM3a CETEBOTO TpaduKa,
- IIpOrpaMMHBIE U alllapaTHbIE
BO3MOJKHOCTH 3aIlUTEI CETEBOM

UHPPACTPYKTYPHI,

UJ-OMK-1.2.3

Brnaneer ynpasienuem
(GyHKIMOHUPOBAHUEM
IPOrpaMMHO-aNIapaTHBIX
CpEICTB

3aMmuTHl HHYOPMALUH B
KOMITBIOTEPHBIX CETSIX; BIAICET
KOHTPOJIEM HaJl
coOroIcHreM TPeOOBaHHMIA 110
3amuTe HHPOPMAIMH TIPH
YCTaHOBKE

IPOTrPaMMHOTO 00eCTIeUeHHS,
BKJIFOYasi aHTHBUPYCHOE
IporpaMMHOe oOecrieueHue

Baaners HaBbIKAMU:

- aHaJM3a CeTeBOro Tpaduka U HaBbIKAMH
pelIeHUs TPOOJIeM MTPH UCIIOJIb30BAHUN
¢dusnueckoro odopynoanus u Cisco
Packet Tracer;

- BHeApeHuss AAA Ha MaplIpyTH3aTopax;

- YCTPAHEHUA YIpo3 AJIsl MapUIPYTU3aTOPOB
U CETEH C MOMOUIBIO CIIMCKOB YIPABIECHUS
nocrynoM (ACL);

- BHeApeHus: VPN Tuma «cetb-ceTh»;

- BHenpeHust VPN ¢ yaneHHbIM 10CTYIIOM;
- IPOEKTUPOBAHUSL, BHEIPEHUS U
MOJ/IEPKKH Mep O€30MaCHOCTH JIJIS
o0ecrneveHus 3alUThl U [IeIOCTHOCTH
CETEBBIX YCTPOUCTB;

- HACTPOMKH U aIMUHUCTPUPOBAHUS

anmapaTHBIX MEeXCETeBbIX 3kpaHoB CiSCO
ASA.




4. O0beM, CTPYKTYpa U coepKaHue THCHUTIIHHBI

OO0mmas TpyA0€MKOCTh JUCITUIUIMHBI COCTABIISIET 4 3a4eTHBIX eauHMII, 144 aka. 4acoB.

Ne
n/n

Tembl (pa3aebl)
AUCHMUILIMHBI,
HX CO/Iep:KaHue

Cemectp

Buabl yueOHBIX 3aHATHI,

BRJ/JIIO4Yasi CAMOCTOATECJIbHYIO

padoTy CTY/A€HTOB,
U HX TPYA0€MKOCTh

(B akageMHYeCKHUX 4acax)

KonrakTHas padoTa

JIEKIIUU
NPaKTHIECKHE
nabopaTopHEIE
KOHCYJIbTAIln{

aTTeCTAIl[HOHHBIC

UCIIBITAHUS
CaMOCTOSTEeNIbHAS

pabota

DopMbl TEKYLIEr0
KOHTPOJISI yCIIeBaeMOCTH

dopMa IPOMeKYTOIHOI
aTTrecTalMu
(no cemecmpam)

Dopmovt 30 u /10T
(npu Hanuuuu)

O0ecrieuenne 0€30MaCHOCTH
ceTel.

3amadust g
CaMOCTOSITETIbHOM padoThI

6 mom yucne ¢ 30 u JJOT

3agaHus U1 CaMOCTOSITENIbHOM
MpaKkTH4YecKoit pabotel, TecT st
camonposepku CamocTosiTenbHas
pabota Nel

MOHUTOPUHT U yIIPABJICHUE
YCTPOICTBaMU.

3anaHus ans
CaMOCTOSITETFHON PabOTHI

6 mom uucne ¢ 20 u J[OT

3ajaHus JUIs CaMOCTOSITEIIBHON
npaxkTHyeckoi paborel, Tect ais
camonposepkn CamocTosTebHAs
pabota Ne2

ACL u OpannMayapsl.

3amadus g
CaMOCTOSITETIbHOMN PadOTHI

6 mom uucne ¢ 20 u J[OT

3ajanus 171 CaMOCTOATENbHOM
npakTuyeckoit pabotsl, Tect s
camornposepku CaMocTosITeNbHAS
pabora Ne3

IIpenoTBpamieHue
BTOP>KECHH.

6 mom yucne ¢ 90 u JIOT

3ajanus 171 CaMOCTOATENbHOM
npakTuyeckoit pabotsl, Tect as
camornposepku CaMocTosiTeIbHAS
pabora Ned

YpoBeHb 2 1 6€3011aCHOCTh
KOHEYHBIX YCTPOUCTB.

SamaHus i
CaMOCTOSITENTLHON PabOThI

6 mom yucne ¢ 30 u JJOT

3ajanus 171 CaMOCTOATENLHOM
npakTuyeckoit pabotsl, Tect s
camonpoBepku CaMocTosATeNbHAs
pabota Ne5

Kpunrorpagwus.

SamaHus I
CaMOCTOSTETLHON PabOThI

6 mom uucne ¢ 20 u JIOT

3ajanus 118 CaMOCTOSATEINIBHOM
npaKkTH4YecKoi pabotel, TecT s
camonpoBepkn CaMOCTOsATENbHAS
paGora Ne6

VPN.

Samauns i
CaMOCTOSTETLHON PabOThI

6 mom yucne ¢ 30 u JJOT

3ajanus 1718 CaMOCTOSATENIBHOM
npaKkTH4YecKoi pabotel, TecT as
camonpoBepkH CamMocTosTeNnbHas
pabota Ne7




8 |Cisco ACA 5|46 1 6 Sagatus
CaMOCTOSITEITLHOU Pa0OThI
3aaHus U1 CaMOCTOSITENIbHOM
& mow wucze ¢ 30 u JOT 1 4| e
paboTta Ne8
2 1051 335 DK3aMeH
Bcero 3a 5 cemecTp 32 | 32 10 36
144 yaca

6 mom uucie ¢ 30 u /10T 4
HUTOIro 32 | 32 10 | 0,5 | 69,5
6 mom uucie c 30 u JIOT

* 20 u JOT swvinoanaromcsa 6 08yx cucmemax: Tecmogvlie 3a0anus OJisi CAMONPOBEPKU U
npoeepouHvle mecmvl 018 OYeHKku 3uanull ewvinoamsiomces na niamgopme Cisco NetAcad;
3aoanus  ona  camocmosimenvHou — npakmuueckou — pabomel  evinoausaiomcs 6 VK
«Komnwvromepuwie cemu» ¢ LMS Moodle.

ConeprkaHue pa3iesioB JUCITUTITNHBI:

Oo0ecneuenue 0€30MACHOCTH CETEN.

1. 3ammTa cereii.

1.1. Beenenue. 3asBienue 06 aTuueckoM B3nome. Tekymiee nonoxkenue aen. Cetu — 3To LeTu.
[Tpuuunsbl ceTeBoil 6ezonacHoCTH. BekTopsl ceTeBbIX aTak. [loTepu 1aHHBIX.

1.2. OGzop Tomonoruu ceru. Cetn kammyca. Cetn Mayjoro oguca M JOMalIHEro oduca.
I'mobGanbHble cetu. Cetu 1EHTPOB 00paOOTKM MaHHBIX. OOMayHbIE CETH W BHUPTYyaIU3alus.
Pa3BuBaroniyecs cereBble IPaHULIbL.

2. CeTeBble YIpo3bl.

2.1. Kto arakyer Hamry ceTh? YTpo3a, YS3BUMOCTh M PHCK. XaKep MPOTHB 3J0yMBINUICHHUKA.
OBoummonus cyobekToB yrpos. KubepnpectynHuku. 3agaun kubepOezonacHocTu. MHIUKATOPHI
knOepyrpo3. OOMeH yrpo3aMu 1 MOBBILIEHHE OCBEAOMIEHHOCTH O KHOepOe30nacHOCTH.

2.2. IncTpyMeHTHI cyObeKTa yrpo3. BeeneHre MHCTpYMEHTOB aTaku. DBOJIIOLMS MHCTPYMEHTOB
6e3omnacHoctu. Kareropum arak.

2.3. Bpenonocnoe I1O. Tumbl BpeaoHOCHBIX mporpamm. Bupycel. TposiHckue konu. Yepsu.
Komnonents! uepss. [Iporpammer-BeiMorarenu. pyroe BpenonocHoe 110. PacnpoctpanenHoe
MIOBE/IEHNE BPEIOHOCHBIX TPOIPaMM.

2.4. PactipocTpaHEHHBIE CETEBBIE aTaKl — pa3BeiKa, JOCTYI M COIMATbHAS HHXKEHEpHUs. THIThI
CeTeBBIX aTak. Pa3BenplBaTenbHbIE aTaku. ATaku JOCTyna. ATakM COLMAIBbHOM HMHKEHEPHUU.
VYkperuienue camoro ci1aboro 3BeHa.

2.5. CereBble aTaku — OTKa3 B OOCIY)XHBaHHH, TepenoiHeHue Oydepa u ykinoneHue. DoS- u
DDoS-araku. Kommonentsl DD0S-atak. borHer Mirai. Ataka Ha mepenoiiHeHHE Oydepa.
MeTo/1bl YKIOHEHUS, UCTIOIb3YEMBIE 3JI0YMBIIUIEHHUKAMH.



3. CHUIKeHHe YT Po3.

3.1. 3ammra cetu. Crienmanuctel o cereBoi Oe3omacHocTu. CooOliecTsa CETEBOr0 aHaIN3a.
Ceptudukarsl ceteBoit 6e3onacHocTu. KoMmmyHuKannoHHast 6€301MacHOCTb.

3.2. [lonmutuku ceTeBoi Oe3omacHOCTH. JloMeHBI ceTeBol Oe3omacHOCTH. [leaoBas IONIUTHKA.
[Tonutuka Ge3omacHoct. [lomutnku BYOD. CooTBeTcTBHE HOPMAaTHBHBIM TpPeOOBaHUAM U
CTaHJapTaM.

3.3. UuctpymenTs! 6e3onacHocty, miaatdopmsl u cepBuchl. "JIyk" 6e3omacHocty u "ApTHIIOK"
Oe3omacHoctH. MHCTpymeHThl TecTupoBaHus Oe3omacHocTH. Ilmardopmbl  GezomacHoCTH
naHHbIX. neMoHcTpanus Cisco SecureX. OXpaHHBIE YCITYTH.

3.4. IIpoTuBOaEICTBIE pAaCHPOCTPAHEHHBIM CETEBBIM aTakaMm. 3alluTa CeTH. 3almTa OT
BPEIOHOCHBIX TIporpamM. boprba ¢ yeppsimu. CMsrdeHne pa3BeAbIBaTENbHBIX aTak. CMsrueHue
arak gocrymna. Cmsruyenne DoS-araxk.

3.5. [Tnarpopma 3ammtel Cisco Network Foundation. CtpykTypa. 3ammra ypoBHS yIpaBIeHUS.
3amuTa ypoBHS JaHHBIX.

4. Be3onacHblii J0CTYI K YCTPOiicTBaM.

4.1. 3amyTa MOTPAaHUYHOTO MapIIpyTHU3aTopa. 3ammra ceTeBoi MHPpacTpyKTypsl. Iloaxomsr k
o0ecrieyeHH0 0€30IaCHOCTH IMOTPAHMYHBIX MapuIpyTu3atopoB. Tpu obisactu 0e30macHOCTH
MapupyTtu3aropa. be3onacHbli aAMUHHCTPATUBHBIA JOCTYIN. be30MacHbIl JIOKAIbHBIA U
yJlaJIeHHBINA JOCTYII.

4.2. Hactpoiika  ©Oe3omacHoro  aJMHHHCTpaTHBHOro  jmocryma. Ilapomm.  Hactpoiika.
HIudposanue. JlononHuTeNbHas 3alUTa apoIeM. AJTOPUTMBI CEKPETHOI'O apOJIsl.

4.3. Hactpoiika ycujeHHOH O€30mMacHOCTH Uil BUPTYalbHBIX BX0J0B. Hactpoiika ¢(yHKumid
pacupeHust Bxoja. YiydueHus Bxoza. JKypHai HeyJauHbIX MOIBITOK BXOJA.

4.4. Bxmouenne SSH. IloBeimenne Oe3omacHocT Bxoga mo SSH. SSH  wmexny
Mmapuipytuzatopamu. SSH xocT-mapiipyTuzaTop.

MOHUTOPHUHT U yHpaBJieHHe YCTPOiCTBaMH.

5. HazHayeHue aJIMUHUCTPATUBHBIX POJIeil.

5.1. Hactpoiika ypoBHe#l mnpuBwiernii. OrpaHuyeHHe TOCTYNMHOCTH KomaHna. Hactpolika u
Ha3Ha4yeHHe ypoBHEH npuBuieruil. OrpaHu4eHus ypoBHEH NpUBUIIETHH.

5.2. loctyn k uHTepdeiicy KoMaHIHOW CTpOKH Ha OocHOBe poseil. [IpenctaBieHus Ha OCHOBe
poneii. Hactpoiika npeacrasiennii Ha ocHoBe posieidl. Hactpoiika cymepsuzopos CLI Ha ocHOBe
pouneii. [Ipoepka npexacrasnenuit CLI Ha ocHOBe poreii.

6. MOHHUTOPHUHT U yIpaBJieHHe YCTPOiiCTBAMMU.

6.1. bezonachuelii 06pa3 Cisco 10S u ¢aitnsl koHGUryparuu. OyHKIHS OTKA30yCTOHYMBOI
koHpurypamuu Cisco [0S. Bxitouenue ¢pynkiuu ycrotunBoctu odpasa [0S. O6pa3 ocHOBHOTO
3arpy3ouHoro Habopa. Hactpoiika Oe3zomacHoro komupoBaHus. BoccraHoBneHue mnaposis
MapLIpyTU3aTopa.

6.2. biokupoBka Mapuipytuzaropa ¢ nomousio AutoSecure. IIporokosnsl o6Hapyxerus CDP u
LLDP. Hacrpoiiku mnporokonoB u ciyx0. Aprozammura Cisco. Cunrakcuc komasasl Cisco
AutoSecure. [Tpumep kondurypamuu Cisco AutoSecure.

6.3. Ayrenrudukanus IIPOTOKOJIA MapLIpyTU3aLUH. [IpoTokosl JUHAMHAYECKON
Mmapuipytuzanud. IlogMeHa TpoTOKosia MapupyTh3auud. AyTeHTH(UKaIus MPOTOKOJIA
mapupyruzauun OSPF MDS. Ayrentuduxanus nporokona Mapupytuzauuu OSPF SHA.

6.4. be3omacHoe ympaBieHHE U OTYETHOCTb. THIIBI JOCTyNa K ympaBieHuio. BHenonocHblid 1
BHYTPHIIOJIOCHBIN JTOCTYTI.

6.5. BBenenue B CUCTeMHBIN kypHas. Omnepanuu CUCTEMHOTo XypHaia. dopmar cooOiieHui
cUcTeMHOro >KypHaia. CpenctBa cucCTEMHOro »kypHana. HacTpoilka BpeMEHHBIX METOK
CHCTEMHOTrO0 XypHana. CUCTeMbl CUCTEMHOT0 XKypHaia. KoHpurypaus cucTeMHOro )ypHaa.



6.6. Cyx0Ob1 Bpemenu u kanennaps. Oneparuu NTP. Hactpoiika u mposepka NTP.

6.7. Beenenne B SNMP. SNMP-oneparnuu. baza ynpasnenueckoit nandopmaruu (MIB). Bepcun
SNMP. SNMP-ys3Bumoctn. SNMPv3. Koudurypamus Oe3omacnoctn SNMPv3. Tlposepka
SNMPvV3.

7. AyrenTuduKanus, apTopusanus u yder (AAA).

7.1. Ayrentuukanuss  6e3  AAA. Kommonentst AAA. Pexumbl ayreHTH(QHKAINU.
ABTopuzanus. Yyer.

7.2. Hactpoiika nokanbHOW ayreHTH(QHUKammuu AAA. AyreHTH]UKanus aJMUHUCTPATHBHOTO
noctyna. Meronbl ayreHTUGUKAIUKA. MeTOoIpl 10 YMOITYaHUIO U UMEHOBAHHbBIE METO/IbI. TOHKas
HACTPOWKa KOH(PUTypaluu ayTeHTU(HUKALTUH.

7.3. CpaBHEHHE JIOKQJbHBIX M  CEpBEpHBIX peanu3zanmuii  AAA. MexaHusm  Ciyx0
unentupukarmu ~ Cisco  (ISE).  IIporokonst TACACS+ wu RADIUS. TACACS+
Ayrentuduxanusa. RADIUS-ayrenTudukamnms.

7.4. [leiictBus mo HacTpoiike ayreHTudukammn AAA Ha ocHOBe cepBepa. HacTpoiika cepBepos
TACACS+. Hacrtpoiika cepBepoB RADIUS. Ayrentudukanus s KOMaHJ KOHGHUTYpaIruu
cepeepa AAA.

7.5. Beenenue B cepBepHyto aBTopusannio AAA. Kondurypamus aBropuzannu AAA. Beenenue
B cepBepHbIil yueT AAA. Kondurypanus yuerta AAA.

ACL u OpanamMay3psbl.

8. Ciucku koHTpos goctymna (ACL).

8.1. Yrto takoe ACL? Ilakernas ¢unbrparms. HymepoBanusie u umenoBanabie ACL. Oneparust
CO CIIMCKOM KOHTPOJIA JOCTYTIA.

8.2. O630p moACTAaHOBOYHOH (0OpaTHOM) Macku. THITBI TIOJICTAHOBOYHBIX MAacOK. BhIuucicHHe
[IOJICTAHOBOYHON MacKu. Macka 1oJcTaHOBOYHBIX 3HaKkoB: KirtoueBkle cioBa.

8.3. Cosnmanme crmcka koHTpois goctyma (ACL). HymepoBaHHBIM CTaHAAPTHBIA CHHTAKCHC
ACL IPv4. menoBannbiii cranaaptHbeiii cuHtakcuc ACL IPv4. Cuntakcuc HyMepOBaHHOIO
pacimupeHHoro cmnucka koHTpoisi nocrymna IPv4. Tlporokonsl m Homepa moptoB. Ilpumepst
HACTPOMKHU NPOTOKOJI0B U HOMepoB nopToB. TCP - ycranoBka pactmmpennoro ACL.

8.4. lIza metona m3meHenust ACL. MeToJ TeKCTOBOTO petakTopa. MeTo 1 opsIKOBOr0 HOMEpa.
8.5. Pexomennauuu no Hactpoiike ACL-cnmckoB. Ilpumenenne ACL. I'me pasmemars ACL.
Cranpapthbiil npumep pasmerenus ACL. [lpumep pazmemenus pacmmpenHoro ACL.

8.6. Cwmsruenme arak ¢ nomombio ACL. Cwmsruenue cnypuHroBeIX arak. PaspemieHue
HeoOxonumoro Tpaguka yepes3 6panamaysp. Cmsraenne ICMP-atak. Cmsaruenue SNMP-ataxk.
8.7. O030p cmmcka koHTpois npoctyna IPv6. Cumurakcue ACL IPv6. Hactpoiika crnmckos
KOHTpoJIs focryna [Pvé6.

9. TexHOJIOTMH MeKCETEBBIX IKPAHOB.

9.1. bpanamayspel. Tunbsl OpannmayspoB. IlpeumyinectBa U orpaHuueHus OpaHamayspa C
¢mipTpanueit makeroB. IlpenmymiecTBa W orpaHudeHus: OpaHIMay’pa C OTCIICKHBAHHEM
COCTOSTHHSL.

9.2. OOGmme apXUTEKTypBI O€30MaCHOCTH. MHOTOYpOBHEBAS 3aIUTA.

10. Me:kceTeBble IKPaHbI HA OCHOBE MOJUTHK 30H (ZPF).

10.1. ITpenmymiectBa ZPF. IIpoextuposanne ZPF.

10.2. Heiicteus ZPF. [IpaBuna tpan3utHOTo NBMKEHUS. [IpaBmiia mpoxoxaeHusI B COOCTBEHHYIO
30HY.

10.3. Hacrpoiika ZPF. [IpoBepka kondurypamuu ZPF. Pekomennamuu mo konpuryparwu ZPF.



IIpexorBpaienne BTOPKeHHUI.

11. IPS-TexHoJiorum.

11.1. Araku HyneBoro aus. OTClIeKMBaHUE aTaK. Y CTPOMCTBA MPEIOTBPAIICHHUS U OOHAPYKEHHUS
Bropxenuil (IDS u IPS). IlpenmymiectBa u Henocrarku IDS u IPS.

11.2. Tumsl IPS. Ceresie IPS. CriocoOsI pa3BepThIBaHHUS.

11.3. IPS na Cisco ISR. Komnonentst IPS. IPS-cucrema Cisco 10S. Snort IPS. Onepamuu Snort
IPS. Oco6ennoctu Snort IPS. Cucremusie TpeboBanms Snort.

11.4. Meronst monutopunra cetu. CereBbie oTBeTBUTENN (Network Taps). 3epkamupoBanue
tpaduka 1 SPAN. Hacrpoiika SPAN Cisco.

12. kcmiryarauus u Bueapenue IPS.

12.1. Atpubyrsl curnaryp IPS. Tumbsl curnatyp. Curnatypusie TpeBoru IPS. JlelicTBus
curnaryp IPS. Ouenka npenynpexacHuil.

12.2. Cisco Snort IPS. Bapuantsl ciyx0sr IPS. NGIPS. Snort IPS. KommnoneHnTsl u npaBuia
Snort. [Ipunoxenus-konteiiHepsl ISR. ABapuiinbie curHanbl npaBuil Snort IPS. JleiicTBus
npasuia Snort IPS. [Tapamerps! mpaBun 3arosnoBka Snort IPS. JleiictBust Snort IPS.

12.3. Hacrtpoiika Snort IPS.

YpoBeHb 2 1 0€3011aCHOCTh KOHEYHBIX YCTPOMCTB.

13. O630p 6€30MaCHOCTH KOHEYHBIX YCTPOICTB.

13.1. be3onacHOCTh 3J€MEHTOB JIOKAIbHON ceTu. TpaaullMOHHAs 3alUTa KOHEYHBIX YCTPONUCTB.
Cetb 0e3 rpanuil. be3omacHOCTh KOHEYHBIX YCTPOKMCTB B ceTh Oe3 rpanmil. CereBas 3amuTa OT
BPEIOHOCHBIX MpOrpaMM. ATNMNapaTHOE W NPOrpaMMHOE MIH(POBaHUE JIOKAJIbHBIX JaHHBIX.
KonTpons nocryna k ceru. @ynkunuu NAC.

13.2. be3omacHOCTh ¢ WCHOJB30BAaHUEM ayTeHTU(uKanmu Ha ocHoBe mnopToB 802.1X.
VYnpasnenue cocrosiuuem apropusanuu 8§02.1X. Kondurypamus 802.1X.

14. Bonpocs! 6e30macHOCTH YPOBHS 2.

14.1. Onucanue ys3sumoct ypoBHs 2 moaenu OSI. IlepexnroueHue kaTeropuii aTax.

14.2. Artaku mo Ttabmunie MAC-ampecoB. OcHOBBI paboTel KoMMyTaTopa. Kommyrtarop:
oOyueHue u nepeaapecaryst. PuiabTpaiys kajapos. 3anoiaHenue Taduus MAC-anpecos.

14.3. be3onacHoCcTh HeUCIOJIb3yeMbIX NopToB. [IpoTuBoaeiicTBue arakam Ha Tadbiuny MAC-
anpecoB. Bxmrouenue Oe3omacHoctu mopta. Orpanuuenue u  wuszydeHue MAC-aapecos.
YcrapeBaHnue 0e30macHOCTH MOPTOB. Pexxumbl HapymieHus Oe3omacHOCTH mopToB. IlopTel B
OTKJIFOYEHHOM COCTOSIHMM M3-3a omuOku. [IpoBepka OGe3zomacHOCTH mopTa. YBEIOMIIEHHE O
MAC-anpece no SNMP

14.4. Cmsaruenne atrak VLAN. Ataku VLAN Hopping. Ataka ¢ MCHOJIb30BaHUEM JBOMHOIO
terupoBanuss VLAN. CmArdenue arak ¢ MCIOJIb30BaHUEM JBOMHOIO TErMpoBaHusA. YacTHble
BupTyanbHble JokaibHble ceth (PVLAN). Ilorpanuunsie ¢ynkuuun PVLAN. Hacrtpoiika
rpannuHoro PVLAN (PVLAN Edge).

14.5. DHCP-araku. 3ammra ot DHCP-arak. Illarm mo peamuzanmun DHCP  Snooping
(Orcnexusanne DHCP). ITpumep nactpoiiku orcnexuBanus DHCP.

14.6. ARP-araku. Cnypunr ARP. Jlunammueckas mpoBepka ARP (DAI). PykoBoactBo 1o
BHeperuio DAL Ipumep kondurypamuu DAL

14.7. Anpecubie cnypunrosbie araku. lIpotuBopneiictBue artake ¢ moamenoit MAC-aapeca.
Hacrpoiika 3amutset [P (IP Source Guard).

14.8. TIporokon cessyromero nepea (STP). Ilepecuer STP. Iukmer. Pomum mopra STP.
Kopnesoii moct STP. Croumocts iyt STP. Bei6op kopHEBOr0o MocCTA.

14.9. STP-araka. Cwmsrdenne STP-atak. Hactpoiika PortFast. Hacrtpoiika 3amuter BPDU.
Hacrpoiika kopueBoii 3ammtsl (Root Guard). Hactpoiika 3amuret ot nerens (STP Loop Guard).



Kpunrorpagus.

15. Cayx0b1 kpunTorpadgumn.

15.1. Ayrentudukanus. L{enoctHocTs anHbIX. KOHMUICHIMATEHOCTD JAHHBIX.

15.2. Kpunrorpadus. Cozmanue 3ammdpoBanHoro Tekcta. IlIudpel mepecTaHOBKH.
[ToncranoBounsle mu¢psl. bonee crnoxupid mudp 3amensl. [ugppsr ¢ oxHOPa30BBHIM
OJIOKHOTOM.

15.3. Kpunroananus. Merozas! B3inoma koja. [Ipumep B3noma xoja.

15.4. Kpunronorus. Co3ganue M B3JOM CEKpPETHbIX KOJ0B. Kpunroanamutuku. CeKpeTHOCTb
KIIIOYEil.

16. Ba3oBasi 1€J10CTHOCTH U MOJJIHHHOCTD.

16.1. besonacHast cBs3b. Kpunrtorpaduueckue xemr-pynkiuu. Kpunrtorpaduyeckas Xoii-
onepauus. MD5 u SHA. AyreHTrdukanys nporucxXoxaeHusl.

16.2. XapakTepuCTUKH yIpaBJICHHsS KiouyaMmH. [[IuHa Kiro4a U MPOCTPAHCTBO Kitoueil. Tumbl
Kpunrorpadguueckux kiroueii. Beioop kpunrorpadguueckux Kirouen.

16.3. KondunenumansHocTh JHaHHBIX. CHMMeTpuuHOEe mH(pOBaHWE. ACHMMETPUYHOE
mdpoBanue. AcUMMETpU4HOEe IH(poBaHHE — KOHOUACHIHUAIBLHOCTh, AyTEHTU(UKALINA,
nenoctHocTh. Judou-Xemmman.

17. Kpunrorpadgus ¢ OTKPBHITBIM KJIIOYO0M.

17.1. O630p uudposoit nognucu. Ludpossie noanucu i noanucu koja. Lndpossie noanucu
JUTS TUPPOBBIX CEPTUDUKATOB.

17.2. VYnpaBneHue OTKpBITBIM KiIouoM. MH@pacTpykrypa OTKpbITHIX Kitoyei. Cucrema
nonHomounit PKI. Cucrema nosepusi PKI. CoBmectumocTh pasnuuHblx noctaBiiukos PKI.
Perucrpanus ceprudukara, ayTeHTU(PHUKALMS U OT3bIB.

17.3. PKl-npunoxenus. 3ammdpoBaHHbie ceTeBble TpaH3akuuu. [ludppoBanne 1 MOHUTOPUHT
0€30I1aCHOCTH.

VPN.

18. VPN.

18.1. Buptyanbhsle yacTHble ceTu. [Ipeumymectsa VPN.

18.2. Tononoruu VPN. VPN ¢ ynanenubm gocrynmom. SSL VPN. Cerb-cets IPsec VPN (Site-
to-Site IPsec VPN).

18.3. O630p IPsec. Texnonoruu IPsec. Mukancynsuus nporokoina IPsec. KondunenunanbHOCTS.
[enoctrocth. Ayrentuduxanus. bezonacHslii 0OMEH KIIFOYaMH C MCIOJb30BaHUEM MPOTOKOJIA
Huddu-Xennmana (DH). TpancnopTHbIi U TyHHETbHBIN pexxuMsl [Psec.

18.4. OG63op mporokona I[Psec. 3aromoBok ayreHTHUKanuu. [IpoTokos Oe30mMacHOCTH
unkancymsauuu (ESP). ESP mm¢poBanue n ayrentudukanus. TpaHCHOPTHBIM U TyHHEIbHBIN
PEXUMBI.

18.5. O6men ximrouamu yepes Uutepuer. [Iporokon IKE.

19. Buenpenue Site-to-Site IPsec VPN.

19.1. IPsec-cornacoBanue. Tomnonorus Site-to-Site IPsec VPN. 3amaun nactpoiiku IPsec VPN.
CymectBytonue koHpurypamuu ACL. OOpaboTka HMIMPOKOBEIIATEIIEHOTO U MHOT'0AJPECHOTO
Tpaduka.

19.2. Nlomutukn ISAKMP no ymonuanuto. CHHTakcuC AJii HAacTPOMKHM HOBOM IOJUTHKH
ISAKMP. Konduryparus npeaBapuTeasHOro o01ero Kikoya.



19.3. THomutuxu IPsec. Omnpenenenue wuHTEpecytomero Ttpaduka. Hactpoiika Habopa
npeoOpazoBanmii [Psec.

19.4. Cuntakcuc s HacTpoiku Kpunrorpadudeckoit kaptol (Crypto Map). Kondurypanus
Kpunrorpaduueckoit kaptel. [IpumeHenne u nposepka KpunTorpapuueckoi KapThl.

19.5. IPsec VPN. OtmpaBka unrepecytormiero tpaduka. [IpoBepka tynneneit ISAKMP u IPsec.

Cisco ACA.

20. Beenenne B ACA.

20.1. Monenu Opanamay’poB ASA. MexceTeBble dKpaHbl HOBOTro mokojieHus Cisco ASA.
Pacmmipennsie ¢ynkunn Opanamayspa ASA. OO030p OpaHaMay’poB B CETEBOM JIu3aifHe.
Pexxumbl paboTer Opanamayspa ASA. JluneHn3nonnbie TpeboBanus ASA.

20.2. O630p ASA 5506-X. Yposuu 6e3onacnoctu ASA. Cuenapuu pa3septeiBanusi ASA 5506-
X.

21. Kongurypauus Opanamayspa ASA.

21.1. OcnoBubsie Hactpoiiku ASA. Kondurypamus ASA mno ymomuanuto. Macrtep
WHULUATIM3AIMI HTHTEPAKTUBHON yCTaHOBKU ASA.

21.2. Hactpoiika mapaMmeTpoB ympaBieHus U ciayx0. Bxox B pexum rioOanbHON
KoHurypanuu. Hactpoiika ocHOBHBIX mapameTpoB. Hactpoiika uHTepdeiicoB. Hactpoiika
CTaTMYECKOT0 MapiipyTa no ymondanuto. Hactpoiika cinyx6 yganenHoro noctymna. Hactpoiika
ciry»0 npoTokosa cereBoro Bpemenu. Hacrpoiika cimy:x6 DHCP.

21.3. BBenenue B 00bekThl U Trpynmbl 00bekTOB. HacTpoiika ceteBbix 00bekToB. Hactpoiika
CepBUCHBIX 00BeKTOB. ['pynmsl 00bekTOB. HacTpoiika o0uiux rpynmn oObeKToB.

21.4. ACL ASA. Tunsl ¢punstpanuu cniuckoB ASA ACL. Tunsl ciuckoB ASA ACL. CunTakcuc
st Hactporiku ACL ASA. Cuntakcuc i TpUMEHEHUs CIIHMCKa yrpaBiieHus: goctyniom ASA.
[Tpumepsr ACL ASA. ACL u rpynnbsl o0bekToB. ACL ¢ ucnonb3oBaHueM HTPUMEPOB TPYIIIT
00BEKTOB.

21.5. O630p ASA NAT. Hactpoiika nunamuyeckoro NAT. Hactpoiika aunamuueckoro PAT.
Hacrpoiika ctatnueckoro NAT.

21.6. O630p AAA. JlokanbHas 6a3a gaHHBIX U cepBepbl. Konpurypamus AAA.

21.7. O630p MPF. Hactpoiika kapt kinaccoB. OnpeeneHie u akTUBALMS MTOJTUTHKH.

22. TecrupoBaHue ceTeBoil 0€30MACHOCTH.

22.1. OmepanuonHas 0e3omacHocTh. TecTupoBaHHWE M OlLIEHKAa CeTeBOW Oe30macHOCTU. THITBI
CeTeBbIX TecToB. [[puMeHeHre pe3ynbTaTOB CETEBOTO TECTUPOBAHMSL.

22.2. IHCTpyMEeHTHI AJis TecTUpoBaHus ceTh. Nmap/Zenmap. SuperScan. SIEM.



5. O0pa3oBare/ibHbIe TEXHOJOTHH, B TOM 4YHCJ€ TEXHOJOTHH 3JIEKTPOHHOIO 00y4ueHUsi M
AUCTAHIIHOHHBbIE 00pa3oBaTe/ibHbIE TEXHOJOIHM, WCIOJIb3yeMble NPH OCYIIeCTBJIECHUHU
00pa30BaTeILHOIO MPoOIEecca MO TUCHUILINHE

B mporiecce 00yueHust HCTIOMB3YIOTCS CIIEAYIONINE 00pa30BaTeNbHBIC TEXHOIOTHH:

BBoaHasi JieKHUA — 1a€T I€pBOE I1EJIOCTHOE NPEACTaBICHHE O AUCUUIUIMHE U
OPUEHTHUPYET CTYJIEHTa B CUCTEME U3Y4YCHHUS NAHHON AUCHUIUIMHBL. CTYIEHTHI 3HAKOMSTCS C
Ha3HAYCHHEM M 3aJa4aMH Kypca, €ro POJbI0 M MECTOM B CHCTEME yYeOHBIX TUCIUILUIMH U B
CHUCTEME MOATOTOBKHM B menoM. JlaeTcs kpaTkuii 0030p Kypca, HMCTOpUS PA3BUTUS HAYKH H
MPaKTUKH, TOCTHKCHUS B 3TOM cepe, MMEHA U3BECTHBIX YUEHBIX, U3JIaratoTCsl TIEPCIICKTHBHBIC
HalpaBJIeHUs1 uUcciaenoBaHud. Ha 3Toll  JeKuuMM  BBICKA3bIBAIOTCS  METOAMYECKHE U
OpraHU3aIlMOHHBIE OCOOCHHOCTH pPabOTHl B paMKaxX JaHHOW IUCIUILUIMHBI, a TaKXKe JaeTcCs
aHaJIN3 PEKOMEHIyeMOi yueOHO-METOAMUECKOU TUTEPaTyphl.

AkaneMudeckas JeKIus ¢ 3JIeMEeHTaMHU JeKInHu-0eceabl — II0CIIe0BATEIIFHOE
M3JI0)KEHUE MaTepHuaa, OCYIIECTBISIEMOE MPEUMYILIECTBEHHO B BUJIE MOHOJIOTA MIPENOJABATES.
DJIEMEHTHI JICKIIUHU-0ecesibl 00ECIEeYMBAIOT KOHTAKT TMperojaBaTessi C ayauTOPHEH, dYTO
MO3BOJIICT TIPUBIICKATh BHUMAHHUE CTYJICHTOB K HaWOoJiee BAXKHBIM TeMaM JHUCHUILINHBI,
AKTUBHO BOBJIEKAaTh HMX B Y4YEOHBIN MpolecC, KOHTPOJIUPOBATH TEMIT M3JIOKEHUS Y4eOHOTO
MaTepualia B 3aBUCUMOCTH OT YPOBHS €TI0 BOCIIPUSITHUSA.

IIpakTHYeckoe 3aHSITHE — 3aHATHE, MOCBALIEHHOE OCBOCHUIO KOHKPETHBIX YMEHUU M
HAaBBIKOB I10 3aKPEIUICHUIO MMOJYYEHHBIX HA JICKUWU 3HAHUM.

Koncynbranum — BuJ y4yeOHBIX 3aHATUH, SBISIOIIUNCS OAHOM U3 (QOpPM KOHTPOISL
CaMOCTOSITENIbHOW  paboThl  cTyAeHTOB. Ha KOHCymbTanusXx 1O MPOCKOE CTYIEHTOB
paccMaTpUBalOTCS HauOoJIee CIIOKHBIE MOMEHTHI NPH OCBOCHHUM Marepuajga JUCIUTLIUHBI,
MPENOJABATENb OTBEYAECT HAa BONPOCHI CTYJIECHTOB, KOTOPBHIE BO3HHUKAIOT y HUX B MPOLECCE
CaMOCTOSITCIIBHOW PaOOTHI.

B nporuecce 06ydeHus: HCHOAb3YIOTCS CIEAYIOLINE TEXHOIOIUN 3IEKTPOHHOIO 00ydeHUs
U IMCTaHIMOHHbIE 00pa30BaTEIbHbIE TEXHOJIOTUU:

DJIEKTPOHHBI  y4eOHbIi  Kypc  «OCHOBBI  NOCTPOCHHSI  3aIIMIICHHBIX
KOMNBIOTEPHBIX ceTeii» B LMS Dunexrponnsiii yausepcurer Moodle SIpI'Y, B kotopom:

- TMPEACTaBIIEHBI 33/1aHUS I CAMOCTOSTEIbHON NMPaKTHUECKOW paboThl 00YyUYaIOLIUXCS 1O
TE€MaM JUCLUHUIIIINHBL;

- OCYILECTBISIETCS NPOBEACHHE  OTACIHBHBIX MEPONPUATHH  TEKYILEro  KOHTPOJS
yCIIEBAaEMOCTH CTYAECHTOB;

- mpexacrtaBieHa HH(opManus o ¢opMe M BpPEMEHHM MPOBEACHUS KOHCYJIbTallUH IO
JTUCIUILINHE B peXUME OHJIAlH;

- TIPEICTaBJICHBI IPAaBUJA IPOXO0XKIECHHUS IPOMEKYTOYHON aTTECTALlUU 110 JUCLIUILINHE;

- mocpeactBoM (opyma  OCYIIECTBISETCS CHHXpPOHHOE U (WIM) ACHHXPOHHOE
B3aUMOJIEIiCTBHE MEXIy OOy4yarolMMHUCS M IIpernojaBaTelieM B paMKax M3Yy4eHUs
JUCIUIUIAHBI.

DJIEKTPOHHBI  y4eOHbIE  Kypc  «OCHOBBI  NOCTPOCHHSI  3AaIIUIICHHBIX
KoMmnbTepHBIX cereit» B LMS Cisco NetAcad, B koTopowm:

- TIPEICTaBJICHbI TEKCTHI JIEKIIMH 110 TEMaM AMCLMIIIINHBL;

- OCYIIECTBISIETCS MPOBEACHHE OTACIbHBIX MEPONPUATUNA  TEKYIIEro KOHTPOJS
yCIIEBAEMOCTH CTYACHTOB;

- TpPEICTaBIE€H CIHUCOK Y4eOHOW JUTEpaTypbl, PEKOMEHAYEeMOW [UIsi OCBOEHUS
JUCLIUIINHBL,

- mpencrtaBieHa uHpopmanus o GopMe M BpEeMEHU MPOBENCHUS KOHCYJIbTAMM 110
JUCLIUILINHE B PEXUME OHJIANH;



- mocpeAcTBOM (opyMa  OCYHIECTBISIETCS CHHXPOHHOE U (WIM) aCHHXPOHHOE
B3aUMOJICHiCTBHE MEXIy OOydyarollMMUCS M MpenojaBaTeleM B paMKax H3y4eHHs
JUCLUIUINHBI.

6. IlepeyeHb JIMIIEH3MOHHOT0 M (MJH) CBOOOJHO PACHPOCTPAHSIEMOr0 NPOrPaAMMHOIO
o0ecrmeyeHusl, MCIOJIb3YeMOT0 NPH OCYIIECTBJIEHHMH O00pPa30BaTeILHOr0 IMpolecca Mo
AUCHUILIAHE

B npomecce ocymiectBieHHs ~00pa30BaTENBHOIO — Tpolecca IO JTUCIHILIIHHE
UCTIOJB3YIOTCS:

st GOPMHUPOBAHUST MATEPHAJIOB JIUISl TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH M MIPOBEICHUS
IPOMEXYTOUHOW aTTeCTalluy, 7151 OPMUPOBAHUS METOUUYECKUX MAaTEPUAIOB 110 TUCIUILIMHE:
- Linux Ubuntu (GNU GPL v.3);
- OpenOffice (GNU LGPL);
- Cisco Packet Tracer 8.1.0 (moctymen OecmiatHo s ydacTHHKOB IIporpammer CeTeBoit
Axanemuu Cisco);
- Cisco SDM (moctynien 6ecriatHo s yuacTHUKOB [Iporpammbr CeteBoit Axkanemun Cisco);
- Cisco Network Assistant (moctynen OecriaTHO miisi y4dacTHUKOB Ilporpammer CerteBoii
Axanemuu Cisco);
- Cisco Configuration Professional (moctynen 6ecruiatno mis yuactHUKOB [Iporpammer CeteBoit
Axkanemuu Cisco);
- Wireshark (GNU GPL 2+);
- Snort (GNU GPL);
- Oracle VirtualBox (GNU GPL 2);
- Google Chrome (freeware).

7. IlepeyeHb COBpPeMEHHBIX NPO(ecCHOHAJBHBIX 0a3 JaHHBIX H HH(OPMALMOHHBIX
CIIPABOYHBIX CHCTEM, HCI0JIb3YyeMbIX NPH OCYLIeCTBJIeHUN 00pa30BaTeIbHOIO Mpolecca 1no
AUCUUIJIMHE (TPH HEOOXOAMMOCTH)

B mpomecce ocymecTBieHHs ~00pa3oBaTENBHOIO  Tpolecca MO  AUCHUIUIAHE
UCIIOJIB3YIOTCS:

ABromaTtu3upoBaHHas  OubnuoreyHo-uHpopmannonHass cucreMa «bYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

8. [lepeyeHb OCHOBHOI ¥  [IONOJHHUTEJbHOH Yy4eOHOW JMTepaTypbl, pecypcoB
NHPOPMALMOHHO-TEJIEKOMMYHUKAIIUOHHOH ceTn «MHTepHer» (MpM He0OXO0AUMOCTH),
PEKOMEHYEeMBIX AJIfl OCBOCHUS JMCUHUIINHBI

a) OCHOBHAasl JIUTEpPaTypa

1.Yuebno-meroanueckoe nocooue B LMS NetAcad. Pexxum noctyma: cBOOOAHBIN JTst
yuacTHUKOB [Iporpammer CereBoii Akagemun Cisco (https://www.netacad.com/)

2. Hecrepos, C. A. OcHOBBI HHPOPMAITMOHHOM O€30MAaCHOCTH : y4eOHUK s By30B / C.
A. HectepoB. — Cankr-IlerepOypr : Jlanb, 2021. — 324 ¢. — ISBN 978-5-8114-6738-9. —
Tekcr : anexTpoHHbIH // JlaHb : 3eKTpOHHO-0MOMMOTeUHast cucrema. — URL:
https://e.lanbook.com/book/165837 (nara obpamenus: 22.01.2022). — Pexxum noctyna: ans
aBTOPH3. NIOJIb30BATEIICH.

3. lenyxun, O. . O6Hapyx’eHHe BTOPKEHHI B KOMIBbIOTEPHBIE CETH (CETEBbIE
aHoMaynH) : yaeOHoe nocodue st By3oB / [lox pen. mpodeccopa O. U. [llenyxuna. - Mocksa :
[opstaas muawms - Tenekom, 2013. - 220 c. - ISBN 978-5-9912-0323-4. - Tekcr : a5ekTpoHHBIH //
OBbC "Koncynbrant cryaenra” : [cait]. - URL :


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

https://www.studentlibrary.ru/book/ISBN9785991203234 .html (nara obpamenus: 24.01.2022). -
Pexxum goctyna : mo moamnucke.

4. Pynenkos, H. A. TexHonoruu 3anmtsl MHGOPMALIMU B KOMITBIOTEPHBIX CeTsX /
PynenxoB H. A. , [Iponerapckuii A. B. , Cmupnosa E. B. , CypoBoB A. M. - Mockaa :
Hanmonansneiii OtkpeiTeiili YaUBepcutetr "MHTYUT", 2016. - Teker : anextponnsiii // IbC
"Koncynbsrant cryaenra : [caiit]. - URL : https://www.studentlibrary.ru/book/intuit_384.html
(mata obpamenus: 24.01.2022). - PexxuM gocTyIa : 10 MOJAIHUCKE.

0) 10MOJTHUTEJIbHAS JIUTEepaTypa

1. dymxkun, A. B. [IporpamMmmHo-anmnapatHbie cpeacTBa odecredeHns HHPOPManOHHOM
Oe3omacHOCTH : yueOHoe mocobue s By30oB / A. B. Aymkun, O. M. bapcykos, E. B. Kpasios,
K. B. CnaBnos. [lox penaxuueit A. B. Jlymxkuna - Mocksa : I'opsuas nunus - Tenexom, 2016. -
248 c. - ISBN 978-5-9912-0470-5. - Tekct : anexktponnsiii // ObC "KoHcynbTanT cryaeHTa" :
[caiiT]. - URL : https://www.studentlibrary.ru/book/ISBN9785991204705.html (nara
obpamenus: 22.01.2022). - Pexxum mocTyra : 1Mo moJIImucKe.

2. Kocrtiok, A. Y. AnmMunrcTprpoBanue 6a3 JaHHBIX U KOMIIBIOTEPHBIX CeTel : yueOHoe
nocooue / A. . Koctiok, JI. A. becmanos. - PocroB #/]] : OOV, 2020. - 127 c. - ISBN 978-5-
9275-3577-4. - Texcr : anexrponnsii / DbC "Koncynbrant ctynenTa" : [caiit]. - URL :
https://www.studentlibrary.ru/book/ISBN9785927535774.html (nata obpamenus: 22.01.2022). -
Pexxum noctyna : 1o noanucke.

3. [InaTonos, B.B. «IIporpammHo-amnmapaTHbIe CpecTBa 00CCIICUCHHS
MH(POPMALMOHHOM 0€30MTaCHOCTH BBIUMCIIUTENFHBIX CETeH»: yueOHoe mocodue /s By3oB / B. B.
[TnaronoB; YMO 1o o6pazoBanuto B 0011. HHPOpMAIIMOHHOM Oe30nmacHOCTH. - M.: Akagemus,
2006. - 239 c. - (Beicmiee mpod. obpazoBanue. MHpopmanrornHas 6€301MacHOCTb).

Pexum nocryna:
http://www.lib.uniyar.ac.ru/opac/bk_cat_card.php?rec_id=355769&cat cd=YARSU

B) pecypchl cetu «MHTepHET»

1)http://netacad.com
2)http://cisco.com
3)http://learningnetwork.cisco.com/

9. MartepuajbHO-TeXHHYecKasi 6a3a, HeoOXoAUMAs /ISl OCYLIeCTBJIEHUsSI 00pa30BaTeIbHOIO
npouecca no AUCUMIINHE

MarepuanbHo-TeXHUYECKas 0aza, He0OXoauMast JJIsI OCYIIECTBICHUS] 00pa30BaTEIHLHOTO
npoliecca 1o JUCIUILIMHE BKIIOYAET B CBOM COCTAB CIEIMAIbHbIE TOMEICHHS:

- yueOHbIe ayTUTOPHH ISl TIPOBEIICHHSI 3aHATHH JIEKITMOHHOTO THIIA;

- yueOHBIE ayIUTOPUU AJIsl IPOBECHUS MPAKTUYECKUX 3aHITHI (CEMHHAPOB);

- y4eOHBIC ayTUTOPUH JJIsI IPOBEICHUS TPYITIOBBIX M HHIUBUYaTbHBIX KOHCYJIBTAIINN;

-KOMITBIOTEPHBII Kiacc, obopynoBanHbiii [IDBM kiacca He Hinke Intel i5-7400 , 8gb
RAM, 1Tb HDD c ycranoBiaeHHsIM mporpaMMHbiM obecnieuenuemM: Windows 7/8/10, Linux,
Packet Tracer 8.0 (u HoBee), Cisco SDM, Cisco Network Assistant, Cisco Configuration
Professional. 13 pacuera oqna [I19BM Ha onHOTO YenoBeka.

- yaeOHBIE ayAUTOPUU [UISI TIPOBEACHUS TEKYIIETO KOHTPOIS U MPOMEKYTOUYHOMN
aTTeCTAIlHH;

- IOMEUICHHUS JJIsl CAMOCTOSITENTbHON pabOThI;

- MIOMEUICHUsST ISl XpaHeHWs W TNPO(QUIAKTHYECKOTO OOCITYKHUBAaHHUS TEXHUYECKUX
CPEICTB OOyUEHHUSI.

[Tomerenust yIsi cCaMOCTOATENBHON PabOThl OOYUYaIOIIMXCS OCHAIIEHBI KOMIBIOTEPHOMN
TEXHUKOH C BO3MOXKHOCTBIO MOAKIIOUEHHS K ceTh «VHTepHeT» M obecredeHueM JocTyna K
ANIEKTPOHHOU MH(OpMAIMOHHO-00pa3oBaTenbHOU cpeae SApl'Y.


http://www.lib.uniyar.ac.ru/opac/bk_cat_card.php?rec_id=355769&cat_cd=YARSU

ABTOD:
Accuctent kadenpsl HenuHeHoH quHaMukn O.E. buszun



IIpunoxkenne Ne 1 k paGoueil mporpaMme U CUHUIIIMHBI
«OCHOBBI NOCTPOECHMS 3AIMUIIIEHHBIX KOMIILIOTEPHBIX ceTeil»

DoH/1 OLIECHOYHBIX CPEICTB
7151 TIPOBe/IeHUsI TEKYIIero KOHTPOJISl yCIIeBAeMOCTH
U IPOMEKYTOYHOM ATTECTAIUM CTY/IEHTOB
10 JMCIHUIIHHE

1. TunoBwbie KOHTPOJIbHBIC 3aIaHUA U HHBIC MaTEepHUaJIbl,
HCII0JIB3YEMBIE B IIPOLECCE TEKYIIEI0 KOHTPOJIA YCIIEBAEMOCTH

IIpumep 3a1aHus 111 CAMOCTOATEIBLHOM NPAKTHYECKOH PadoThl
(Bananus pazmemairtca B YK «Komnbrorepusbie cetu» B LMS Moodle u
BBINOJIHSAIOTCA B mporpamMme amyJisinum cetu «Cisco Packet Tracer (1octynen 6ecniiatno
nJis1 yuacTHUKOB IIporpammbl CereBoit Akanemuu Cisco)» )
Bo Bpemsi BbINOIHeHUsI pa00ThI CTYIEHT MOXKeT BUAETh CBOii Iporpecc B NPOLEHTHOM
COOTHOIIEHUH. BoIbIIMHCTBO padoT CONPOBOKIAITCA METOANYECKMMH MATepHAIaMU.

Tema: Hactpoiika u mpoBepka Site-to-Site IPsec VPN
(nposepxa cpopmuposannocmu OIIK-1.2, unouxamop H/-OIIK-1.2.3
(6 wacmu enedpenus Site-10-Site IPsec VPN))

Lenu:

[IpoBepbTe MOAKIIOUEHHE 110 BCEU CETH.
Hacrtpoiite R1 anst noanepxku mexcantoBoit IPsec VPN ¢ R3.

Addressing Table

Default 192.168.2.0124
Device Interface IP Address Subnet Mask Gateway Switch Port

PC-PT

S0/0/0 (DCE) | 10112 255255256252 | NIA NIA 1011080 R Pes

R1 Go/0 19216811 2552552550 N/A S1F01 " Z%DS-ZZA'W e

R2 G0/ 192.168.2.1 255.255.255.0 NiA S2F0R2 1022050 teeszs

$0/0/0 10111 255 255 255 252 N/A NIA
$0/0/1 (DCE) 10221 255 255 2565 252 N/A NIA

192.168.1.024 192.168.3.0124
R3 G0/0 19216831 2552552550 N/A S3F0/5 4 R

T -~ - —i _g
S0/0/1 10222 255255265252 | NIA NIA g‘- iy L = — i — £
20 2960-24TT 1941 1941 2980-24TT PCPT
PC-A NIC 192.168.1.3 2552552550 192.168.1.1 S1F0/2 PC-FT 31 R1 A s3 poC
PC-A
PCB NIC 18216823 256,256 256.0 19216821 52 FO/1 \ez1eas

192.188.1.3
PC-C NIC 192.168.3.3 255.255.255.0 192.168.3.1 S3F0/18

B

Objectives

« Verify connectivity throughout the netwerk.
« Configure R1 to support a site-to-site IPsec VPN with R3.

IIpaBuiia HHTepHpeTAIIMU Pe3yIbTATOB BHINOJHEHHS CAMOCTOSTEIbHOI MPaKTHYeCKOii
padoThI:

[TpakTiueckast paboTa cuuTaeTCs BHIITOJIHEHHOM (3aCYMTBIBAETCS ), €CIIM JIOCTUTHYTHI BCE
IIOCTaBJICHHBIE LIEIIN.



IIpumep TecTa AJ1s1 caMONPOBEPKHU
(tect mpoBoaurcs B YK «Komnbrorepusie cetu» B LMS NetAcad)

B Tecre npeacraB/ieHbl 3aJaHUA HA POBEPKY 3HaHNH 10 TeMe «ba3oBasi KoHpUrypanus
KOMMYTATOpPa U OKOHEYHOI0 YCTpoiicTBa». B TecTe mo ka:kaoi TeMe B cpeaHeM 15
BOIIPOCOB.

KosimyecTBO NONBITOK BHINOJHEHUS HE OTPAHUYEHO.

Bpemsi Ha npoxoxk/IeHUe TecTa He OTPAHUYEHO.

HUTorn npoxo:xaeHus TecTa He OLEHUBAIOTCS.

Bonpockel Tecra:

1. ITpu npumererun ACL k uarepdeiicy MaplpyTU3aTopa Kakoil tpaduk 0003HaYaeTcst Kak
HACXO IS ?

-Tpaduxk, koTopsiii uaer ¢ [P-agpeca Ha3HaYeHHS HA MAPIIPYTU3ATOP

-Tpaduk, KOTOpBIN NOKUAAET MapLUIPYTHU3aTOP U HANIPABJISIETCS K Y31y Ha3HAYEHUS

-Tpaduk, A58 KOTOPOro MapIIPyTU3ATOP HE MOKET HANTH 3aMKCh B TAOIUIE MapIIPyTU3AIUN
-Tpaduk, nocrynatomuii ¢ ucxonnoro IP-agpeca na mappyruzarop

2. Kak obicTpee Bcero yaanuth oany 3anuch ACE u3 umenosannoro ACL?

-Cxonupyiite ACL B TekcToBblil penaktop, ynanute ACE, 3arem ckonupyiite ACL o6patHo B
MapIIpyTHU3aTOoP.

-Hcnonp3yiiTe KI04YeBoe ¢0Bo NO u nopsikoBeiii Homep ACE, KOTOpBI HY>)KHO yJIaJIUTh.
-Hcnone3yiite komany NO access-list, uro6sr yaamuts Bech ACL, a 3aTeM Bocco3aaiite ero
6e3 ACE.

-Cosznaiite HoBbIlt ACL ¢ npyrum HoMepoMm u ipuMenuTe HoBblit ACL k unTepdeiicy
MapLIpyTU3aTopa.

3. Bxoasaue coobuienus ICMP kakoro tuna cneayer 0JIOKUpOBATEH?

-HemocTtmxuMeii
-["amenyie UCTOYHHUKA
-OX0-0TBET

-Oxo0

4. Kako#l crieHapuii IpuBeIET K HenpaBmwibHoM HacTpoiike ACL u 3anpery Bcero tpaduka?

-IIpumenute nmenoBanublii ACL k nuanu VTY.

-IIpumenuTte crangaptHeiii ACL Bo BXOASIIEM HAapaBIECHUU.

-IIpumenuTe crannaptheiii ACL ¢ moMoIisio KoMaH b1 1P access-group out.
-IIpumenute ACL, B KOTOpOM ecThb Bce 3anpewaroujue oneparopsl ACE.



5. CeTeBOU aIMUHUCTPATOD X04eT co3aarh cranaapTHbli ACL, 4To0bl OPEeAOTBPATUTE
nepenauy tpaduka Ceru 1 B ceTh MccieqoBadnnii U paspadborok. Ha xakom uaTepdeiice
MAapIIpVYTU3aTOPa U B KAKOM HAIPABJICHUHU CIEAYET NPUMEHATEH cTanaapTubiii ACL?

50/0/0

Network 1 Research and
Development

-R1 S0/0/0 nucxonmsmii
-R2 G0/0 Bxomsmii
-R2 S0/0/0 Bxomsmmuii
-R1 G0/0 Bxomsimii
-R1 G0/0 ncxonammii
-R2 G0/0 ucxonsammii

6. Kakue nBa yTBEDKIEHHS ONMMCHIBAIOT COOTBETCTBYIOIIME O0OIIME PEKOMEHIAIIUAU T10
Hactporike u npuMeHeanro ACL? (Beibepute aBa.)

-Haubonee cnennduunsie oneparopst ACL crexyeT BBOAUTH NEPBBIMH H3-32
MocJIeI0BaTeIbHOr0 Xapakrepa cnuckoB ACL cBepxy BHU3.

-Eciu ACL He conepxut paspeuwienuii, Bech TpapuK M0 yMOTYAHUIO 3aIPEIIASTCS.

-K unrepdeiicy MoxkHo npuMeHuTh Heckolbko ACL amst Kaxa0ro mpoToKosa 1 HalpaBJIeHHUS.
-Ecnu omua ACL nomkeH npuMeHSIThCS K HECKOJIBKUM HHTepdericaM, OH JI0JKEH ObITh
HACTPOCH C YHUKAJIBHBIM HOMEPOM JJIs KaKI0To HHTepdeiica.

-Crangaptasie criucku ACL pacnonaratorcs 01rke BCETO K UCTOYHUKY, TOT/Ia Kak
pacmimpennbie ACL pacronararoTcst Orke BCero K MecTy Ha3HauYeHHsI.

7. Kakag oOparHasg Macka Ovaer coorBercTBoBaTh cetsiM ¢ 172.16.0.0 o 172.19.0.0?

-0.0.3.255
-0.3.255.255
-0.252.255.255
-0.0.255.255

8. Kakoii oneparop ucroab3vercs B HacTporike ACL g commocTaBiIeHUs IAKETOB
OIPENEIICHHOTO MPUIOKEHUS?

_gt
-established
_eq

-It



HpaBI/IJ'[]:.HbIe OTBCTbI

Bonpoc Ne | Bapuant Bonpoc Ne | Bapuant
OTBETA OTBETA
1 2 S 6
2 2 6 1,2
3 4 7 2
4 4 8 3

CamocrosiTe/ibHbIe PA00THI B BH/I€ TECTOBBIX 3a/IaHUIA.
Tectol npoBoasitesi B YK «Komnbrorepubie cetw» B LMS NetAcad
B ka:knom Tecte B cpeHem 30 BONPOCOB 10 NPOiiIeHHBIM TeMaM (2-4).
KoJsin4ecTBO NONBITOK BbINOJHEHUS - 5. Bpemsi Ha npoxo:kneHue Tecra - 1,5 yaca.
IIpu 3aBepuIeHUH TeCTA MOKA3BIBAIOTCA OMMOKH (€C/IU €CTh) M KAKYI0 TeMy M pa3jiell
CMOTpeTh, YTO0OBI pa300paTbecs U HCIPABUTH OIIMOKY. UTOrM NpoXoKIeHHus TecTa
OLICHUBAKOTCH.

(nposepka cpopmuposannocmu OIIK-1, unouxamop HUJ-OIIK-1.2.1 (8 wacmu 3nanuti o
B03MOJICHbIX CEMEBLIX AMAKAX U MEMOOax 60pbObL ¢ HUMU, BO3MONCHOCISX PA3TUUHBIX MUNOS
bpanomay’pos)

IIpumepsbI BONIPOCOB:
1. Kakue nBe yactu nngopManum TpedyIOTCS P CO3AAHNUU CTAHAAPTHOIO CIIUCKA
KOHTPoJiA nocryna? (Boibepure 1Ba.)

-HOMED CIIMCKa fgocTtymna oT 1 1o 99
-MCXOJIHBIN ajpec U oOpaTHas Macka

-aJipec Ha3Ha4YeHHUs U MO/ICTAHOBOYHAs MacKa
-MacKa MOJCETH U MOICTAHOBOYHAsI MacKa
-HoMep crucka gocryna ot 100 go 199

2. Kakue aBa mara o0ecne4nBalOT caMblii ObICTPBIN criocod moaHoro ynanenuss ACL-
cnucka ¢ Mmapupyruszaropa? (Boidepure aBa.)

-Vnaneune ACE — equHCTBEHHBIN HEOOXOMUMBIH IIIar.

-M3menute Homep ACL, uto6s! oH He coBnanan ¢ ACL, cBszanHbIM ¢ uHTEpdeiicom.
-Cxonupyiite ACL B TeKcTOBBIN penakTop, 1o0aBbTe no nepes kaxapiM ACE, 3atem
ckonupyite ACL 06paTHO B MapIIpyTH3aTOpP.

-Y nanute BXoasmyro/ucxoasamryto ccbuiky Ha ACL u3 uaTepdeiica.

-Ucnonw3yiite koMmanay no access-list ans ynanenus scero ACL.

-HMcnonp3yiiTe KIIFOYEBOE CIIOBO NO M MOPSAAKOBBINA HOMED Kaxaoro ACE B ”MEHOBaHHOM
ACL, KOTOpBIi HYKHO YJAJIUTh.

3. Kakue 1Ba TMIIa apecoB cjieAyeT 3anpemaTrh BXOASIIMM Ha nHTepdeiic
MapuUIPyTH3aTopa, NoAKIIYeHHbIH K UHTepHeTy? (BbiOepuTe aBAa.)

-yactHeie [P-aapeca



-mo0oii [P-anpec, HaunHarommiics ¢ udpst 127

-mo6oi [P-anpec, HaunHaromuiics ¢ mudpser 1

-IP-anpeca, nepeBenennsie ¢ momoipio NAT

-obmenocrynHasie [P-anpeca

4. KakoBbl 1Ba BO3MOKHBIX OIPaHHYEHHS UCNOJIHL30BaHUA OpaHaMayIpa B ceTu?
(Bbi0epure aBa.)

-OH obecrneynBaeT JOCTYII K MPUIOKEHHUIM M KOHPHUIEHIIMATBLHBIM pecypcam Jjisi BHEITHUX
HEHAJIC)KHBIX MOJIb30BaTCIICH.

-9TO0 YCIOXKHAET yIpaBjieHUuE 0€301aCHOCThIO, TOCKOJIbKY TPeOyeT pa3rpy3Ku YIpaBJICHHS
CETEBBIM JOCTYIIOM K YCTPOKHCTBY.

-HenpaBuibHO HaCTPOCHHBIN OpaHAMAayIp MOXKET CO3/IaTh SIUHYIO TOUKY OTKa3a.
-HpOI/I?;BOI[I/ITCJIBHOCTB CECTHU MOKCT CHU3UTHCAI.

-OH HEe MOXeT Ae3UH(PUIIUPOBATHh MTOTOKH MPOTOKOJIOB.

5. Bpanamay3p Kakoro THIA HCMOJb3yeT MPOKCH-CEPBeP IJIsl MOAKIIOYEHHS K
yIaJleHHBIM cepBepaM 0T HMEHH KJIUEHTOB?

-MEKCETEBOU DKPAH C OTCIIEKUBAHUEM COCTOSHUS
-MEXCETeBOM IKpaH 6e3 COXpaHEHUs! COCTOSHUS
-ME@XCETEBOI IKpaH ¢ PUIbTpaIei TAaKEeTOB
-OpaHaMay?p U032 PUII0KEHUH

6. Kakue 1Ba yTBep:KIeHHUsI ONMUCHIBAIOT JIB€ MO/IeJIM KOH(QUTYPAIIMU MeKCeTeBBhIX
skpanoB Cisco I0S? (BbiGepure aBa.)

-ZPF nmomxeH ObITh BKJIFOUCH B KOH(UTYpAIIMHA MapIIPyTU3aTOpa MEepe]l BKIIIOUCHUEM
KJlaccuueckoro opanamayspa 10S.

-Knaccuueckuit opanamaysp I0S u ZPF He MmoryTt ObITh 00bEMHEHBI HA OHOM HHTEpQeElice.
-Knaccuueckue 6panamayspst IOS u mogenu ZPF MoryT ObITh BKJIFOUEHBI HA MapIIpyTHU3aTOPE
OJIHOBPEMEHHO.

-O6e monenu 10S Classic Firewall u ZPF tpedytror ACL a5 onpeneneHust MoJuTHK
¢unbTpanuu Tpadpuka.

-Ilepen Bxmouennem ZPF HeoOX0quMO BKIIOUNTH Kilaccuueckue Opanamayaspsl [0S B
KOH(UTypaluy MapupyTusaropa.

7. Cnenuanuct no 0esonacuHoctu paspadarbiBaer ACL, uTo0bI 3an1peTUTH A0CTYI K BeO-
cepBepy BceM COTPYAHMKaM oTAena npoaak. [lepconasny ornesna npoaax Ha3HavaeTcst
agpecanus u3 noaceru IPv6 2001:db8:48:2c::/64. Bed-cepBepy Ha3HauaeTcst aapec
2001:db8:48:1¢::50/64. Kakue Tpu KoMaHAbl NOTPeOYIOTCS /IJIS HACTPOM KM CIUCKA
KoHTpoas nocryna WebFilter na unrepgeiice LAN nuist Toprosoro nepconaja?
(BbiOepuTe Tpu.)

-permit tcp any host 2001:db8:48:1c::50 eq 80
-deny tcp host 2001:db8:48:1c::50 any eq 80
-deny tcp any host 2001:db8:48:1c::50 eq 80
-permit ipv6 any any

-deny ipv6 any any

-ip access-group WebFilter in

-ipv6 traffic-filter WebFilter in



8. KakoBbl 1Ba pa3anums Me:K1y MeKCeTeBbIMH IKPAHAMU € COXPAHEHHEM COCTOSIHUS U
0e3 coxpanenusi cocrossnus? (Boioepure nBa.)

-bpannmaysp 6e3 coxpaHeHHs] COCTOSHUSI MOKET (DPUIIBbTPOBATH CEAHCHI, HCIIOJIb3YIOIIUE
JMHAMUYECKOE COTIacOBaHKE MOPTOB, B TO BpeMs KakK OpaHIMaysp C OTCICKUBAHUEM
COCTOSTHUSI HE MOXKET.

-bpannmaysp 6e3 coxpaHeHHs COCTOSHUS OyIeT MPOBEPATHh KAXKABIH MaKeT OTAEIBHO, B TO
BpeMsI KaK MEKCETEeBOM IKpaH C OTCISKUBAHHEM COCTOSIHUS HAOJIOIaeT 32 COCTOSIHUEM
COEIUHEHMUS.

-bpannmaysp 6e3 coxpaHeHHs COCTOSHUS MTPEIOCTABIIAET O0JIbIle HHGOPMALUU AJIs
KYpHAJIOB, 4eM OpaHaMaysp C OTCIE)KUBAHUEM COCTOSHHSL.

-bpanamaysp ¢ oTcnexxuBaHHEM COCTOSHUS MIPEIOTBPATUT CIY(DUHT, ONIPEICIIHB,
NPUHAIIEKAT JIU TAKEThI CYIIECTBYIOIIEMY COSTUHEHHIO, B TO BpeMs Kak OpaHiMaysp 6e3
COXPaHEHHUsI COCTOSIHUS CIIETyET MPeIBAPUTEIIbHO HACTPOSHHBIM Ha0opaM MpaBUIl.
-Bpannmaysp 6e3 coxpaHeHHs: COCTOSHUS 00ecTiedrBaeT 0oJiee CTPOruii KOHTPOIIb Hal
0€30MacHOCTbhIO, UeM OpaHAMAYdp C OTCICKUBAHUEM COCTOSTHUSI.

9. B yem npenmyuiectso HIPS, koroporo ner B IDS?

-Cucrema HIPS oGecneunBaeT OBICTPBINM aHAIN3 COOBITHI MMOCPEACTBOM MOJPOOHOTO BEICHUS
JKypHaJIOB.

-HIPS pa3BepThIBaeT NaTYMKHU B TOUKAX BXOJa B CE€Th U 3aLIUIIAECT KPUTHYECKHU BAXKHbBIC
CErMCHTEI CCTH.

-HIPS otcnexuBaer cereBbie MPOILIECCH U 3alIUIIACT BaXKHbIC (DaiiIIbI.

-HIPS 3amumiaer BaxHble CUCTEMHBIE PECYPCHI U OTCIIEKHUBAET MIPOLIECCHI ONEPALMOHHON
CHCTEMEI.

10. Kakyro undopmanuio 10/kHa oTcae:kuBaTh [PS, 4T00bI 00HAPYKMBATH aTAKH,
COOTBETCTBYHOIIIME COCTABHOM curHarype?

'O6HIGC KOJIMYECTBO ITAKCTOB B aATaKE

-COCTOAHHUEC IMAaKECTOB, CBA3aHHBIX C aTakou

-IICPUOJ aTaKH, HCHOJ’IB?;YGMI)Iﬁ 3JIOYMBIIIJICHHUKOM
-IIPpOITYCKHas CIIOCOOHOCTH CCTH, HOTpe6JI}ICMa$I BCCMHU IIaKECTaMH

11. Kakoii HHCTPYMEHT MOKeT BBINOJHATH aHAJIHM3 TPaduKa U NOPTOB B PeaIbHOM
BpeMeHH, a TaK:Ke 00HAPYKUBATh CKAHMPOBAHME NIOPTOB, CHAATHE OTNEYATKOB M aTAKH
nepenoJiHenus Oygpepa?

-SIEM
-Nmap
-Snort
-Netflow

12. Kakas npoueaypa peKOMeHAyeTCsl AJIsl CHUKEHUS BePOATHOCTH cnnypunra ARP?

-Bxmouenne orcnexxuBanne DHCP st BeiOpanasix VLAN.
-Bxmtouenne IP Source Guard Ha TOBEpEHHBIX MTOpPTaX.
-Bxmtouenne DAI B VLAN ynpasnenust.

-Bxirodyenune 3amuTy mopToB rI00aIbHO.



HDaBI/IJIa BBICTABJICHHUS OLICHKH 110 PE3yJIbTaTaM CaMOCTOSTECILHOMI DaGOTBII

OtieHKa 1o pe3yJibTaTaM caMOCTOSTEIbHOM PadOThl CYMTACTCS B OajuIax Mo CICIYIOMEMY
NPUHIXIY: IPAaBUIBHO BHITOJIHEHHOE
- 3amanue ¢ 1 BapuanTom oTBeTa — 1 Gai;
- 3a1aHUe C MHOYKECTBEHHBIM BBIOOpOM — 2 Gasuta, 1 Gasur - eciid TOJIBbKO OJMH OTBET BEpHBIH,
0aJuIOB — €CIM HET MPABHIIBHBIX OTBETOB HJIM BBIOPAHO OOJIbIIE BAPHAHTOB, YeM HEOOXOIUMO;
- 3a/1aHUE C COTIOCTaBIECHUEM — 2 Oaa.

[ToHOCTBIO HENIPAaBUIILHO BBHITIOJIHEHHOE 33a7anue — 0 ayuioB.

HaGpanHoe KonM4ecTBO OasioB MHTEPIPETHUPYETCS B MPOLEHTHOE COOTHOLICHUE W
ouenuBaercsa. Ot 70-100% - pabGora 3acuntana, menee 70% — paboTa He 3acunMTaHa (3HAHUS U
YMEHHS Ha JAHHOM 3Tare OCBOCHUS TUCLUILTMHBI HE C()OPMHUPOBAHBI).

2. Cniucok BONIPOCOB M (MJIM) 3aJaHMIi 1JIS MPOBeAeHHs] IPOMEKYTOYHON aTTeCcTAlluH

Ha MoOMeHT mpoBeieHHs MPOMEKYTOYHOW ATTECTAlMU JOJDKHO OBITh BBIIOJHEHO H
3acyntaHo He MeHee 70% moMamnHux pador.



HpaBnna BbICTABJICHHUA OIICHKHU HA JK3aMCHE.

DK3aMEH COCTOUT U3 ABYX YacCTEH.

1 yactsb:

Brinonnenue npakTuyeckoi pabotsl B mporpamme Cisco Packet Tracer.
emnu:

Hacrtpouts Opanamaysp ASA nis peaiu3anuy MOJIUTHK 0€30TIaCHOCTH.
HacTtpouTs 6e30macHoCTh ypoBHS 2 Ha KOMMYTATOPE JIOKaTbHOU CETH.
Hactpouts mexcaiitoBsiil [Psec VPN.

HQ DMZ Network External Network
192.168.20.0/24 Public DNS/WEB/FTP Svr
192.135.250.5

www.thecar1.com

J

Externial user
Puplic Swr

192.135.250.0/24 rnal Web Svr

192.168.20.5

209.165.200.242

192.168.20.2

209.165.200.241 www._externalone.com

192.31.7.32127
S0/0/0 | Ty =

ernal Switch3

192.31.7.0/30

G1/3

G0/
4 soon
'3’

= Internef
$0/0/0

209.165.200.224/30

209.165.200.240/28
611 .

G0/0
=
=

= o S01/0
Switchs 284 o 198.133.219.0/30

HQ-ASAS506
G2’

\ Fa0/23

Internal Network
192.168.10.0/24

$0/0/0

Fa0/23

Switch1 Fa0/24

-

A,
PCIAAANTP/Syslog
192.168.10.10

PCO

Fa0/24 SfteNS

J

==,
Net Admin
192.168.10.250

-

=,

PC2

G0/
S0/0/0 SR =

L

Branch

r A
Branch Admin
198.133.219.35

Branch Office
198.133.219.32/27

Kaxnas Ocjib BKIKOYACT B cebs OMpCACIICHHOC KOJUYCCTBO HACTPOCK, KOTOPLIC

HEO0XO/IMMO BBIMOJIHUTH. 32 KaX[yl0 BEPHO BBIIOJHEHHYIO HACTPOWKY HAYHMCISIOTCS Oalljibl.
MakcumanbHOE KoandecTBO OamioB — 95. HaOpaHHble Oanibl HHTEPIPETUPYIOTCS B MPOLEHTHI

OT MAaKCUMAJIbHOT'O KOJIMYECTBa OalIOB.

Pabota cuntaercs BBINOIHEHHOHN eciiu CTyAeHT BbinoaHuI 70% TpeboBaHus.
BpemenHoe orpaHndeHne Ha BBIIOJHEHHE TPAaKTHYecKoi paboTsl — 90 MUHYT.

[Ipu ycrnoBuM ycrenrHoro BBIIOJHEHUS pa0dOThl CTYIEHT HNEPEXOIUT KO BTOPOM 4YacTH
JK3aMEHa.

2 4acTh:

HUTOroBnIi TECT

B Tecte MMPpEACTABJICHBI 3a/IaHUS HA IMPOBEPKY 3HAHHUH 110 KypCy «OCHOBEI MOCTPOCHUMA

3allMIIEHHBIX KOMIIBIOTEPHBIX ceTei». B Tecte B cpeanem 60 BOmpocos.
KonngecTBo MonbITOK BeIMOIHEHUS - 1.
Bpewms Ha npoxoxnenue tecta — 90 MUHYT.



IIpuMepsbl BONIPOCOB:

1. CeteBoif aAMMHHCTPATOP HACTPAaNBaeT peaau3annio AAA Ha ycrpoiicTBe ASA.

Ha 4uto yka3biBaer onuus link3?

ciscoasa# config terminal

ciacoasa(config)# aaa-server TACACS-GEP protocol tacacs+
ciacoasa(config-aaa-server-group) # aaa-server TACACS-GRP (link3) host 192.168.1.10
ciscoasa(config-aaa-server—-group) # exit

CETEBOE UM, B KOTOPOM HaxoauTcs cepBep AAA
KOHKpETHOE UM cepBepa AAA

II0CJIEI0BATEIbHOCTh CEPBEPOB B Irpynne cepeepoB AAA
uMs uHTepdeiica

2. Uto obecnieunBaeT 0€30MACHYI0 CErMEHTALMIO M 3aIIIMTY OT YIPO3 B pellleHHH

Secure Data Center?

[Tporpammuoe obecnieuenue Cisco Security Manager
AAA-cepsep

AanTHBHOE YCTPOHCTBO O€30MaCHOCTH

Cucrema npeoTBpaIeHus BTOP)KEHUH

3. Yro 6yueT pPe3yJbTaTOM HEYAAYHBIX MMONBITOK BX0J4a B CUCTEMY, €CJIN HA

MapupyTu3arope 0yaeT BBeJeHa CJIeyIIas KoMaHaa?

login block-for 150 attempts 4 within 90

Bce monbiTkn BXxoaa OyayT 3a0mokupoBanbl Ha 150 cexyHn, eciu B TedueHue 90 ceKyH
OyzneT 4 HeyJauHbIX MOTBITKH.

Bce monbiTku BXoma OyayT 3a0mokupoBanbl Ha 90 cexyH/I, eciu B TeueHue 150 cexyH
OyzneT 4 HeyJauHbIX TOTBITKH.

Bce nonbiTky Bxona OyayT 3a6m0KupoBaHbl Ha 1,5 yaca mpu 4 HeyIauyHBIX TOMBITKAX B
teueHue 150 cexyn.

Bce nonbiTky Bxosa OyayT 3a00KMpoBaHbl Ha 4 yaca, eciu B TeueHue 150 cexyHn
Oyner 90 HeymauHbIX MOIBITOK.

4. Kakue ABE MEPbI 0e3o0macHOCTH HCIOJB3YIOTCHA AJIA 3alIUThI KOHCYHBIX TOYEK B

cetn 0e3 rpannn? (Boidepure nBa.)

denylisting
Snort IPS
DLP

DMZ
rootkit

5. Kakue Tpu Tuna tpajguka pa3peuieHbl, Koraa 0blj1a BBeieHa KOMaH/1a

authentication port-control auto, a kJaueHT ele He npome ayreHTugukanuio? (Bridepure

TpH.)

CDP
802.1Q
IPsec
TACACS+
STP



EAPOL

6. PaCCMOTpI/IM KOMaHy CIIMCKa J10CTyna, IPpUMEHAEMYIO 1JIsI HCXOAAIIET0

Tpaduka HA MOCJIeI0BATEILHOM HHTepPdelice MAPIIPYTHU3ATOPA.

access-list 100 deny icmp 192.168.10.0 0.0.0.255 any echo reply

Kaxoii 3¢ dexT oT npuMeHeHUus ITOH KOMAH/bI CIIUCKA 10CTyNa?

EnuHcTBEeHHBIH 3anpenieHHbli TpadhuK — 3TO 3X0-OTBETHI U3 CETU

192.168.10.0/24. Bech octanbHO# TpaduK pa3perieH.

EnuncTBEeHHBIM 3ampenieHHbIM Tpadukom sBisiercs Tpaduk Ha ocHoBe ICMP. Bech
OCTaJIbHOM TpaduK paspemieH.

Hcxonsmuii Tpaduk yepes 1mocie10BaTeIbHbIN HHTEpQEIC 3amperieH.
[Tonb3oBarensm B cetu 192.168.10.0/24 He pa3pemaeTcs nepeaaBarh Tpaduk B Jr000€
JIpYyroe MecTo Ha3HAYCHHUS.

7. Kakue n1Be GpyHKIIUM BK/IHOYeHbI B IPOTOKO0JIbI TACACS+ n

RADIUS? (BbioepuTe 1BAa.)

SIP-noxnepxka

mmdpoBaHue mMapost

noaaepxka 802.1X

OTJICTbHBIC TIPOIECCHl ayTEHTU(UKALINY U aBTOPU3AIIUU
MCIOJIb30BaHUE TPOTOKOJIOB TPAHCIIOPTHOTO YPOBHS

8. Kakoii BbIBO MO:KHO ¢/1eJ1aTh U3 BbIBOJa KOMaH bl show crypto map,

MOKA3aHHOI0 HA MapuipyTu3zarope R1?

10.0.13

Site 1 Site 2
10.0.1.0/24 172.30.2.1 172.30.2.2 192.168.1.0/24

192.168.1.3

R1f show crypto map

Interfaces using crypto map NiStTeStl:

Crypto Map IPv4 "R1-RZ MAP" 10 ipsec-isakmp

R1g

Peer = 172.30.2.2
Extended IP zccess list 101

access-list 101 permit ip 10.0.1.0 9.0.0.255 152.1€8.1.0 0.0.0.255
Current peer: 172.30.2.2
Security association lifetime: 4€08000 kilobytes/S00 seconds
Responder-Only (Y¥/N): N
DFS (Y/N): Y
DH group: group24
Mixed-mode : Disabled
Transform sets={

R1-R2: { esp-azes esp-sha-hmac |} ,

}

Interfaces using crypto map R1-RZ MAP:

Kpunrokapra emie He npuMeHeHa K HHTepdeiicy.

Texymuit [P-agpec onHopanrosoro y3na qoixex Obith 172.30.2.1.

Cy1miecTByeT HECOOTBETCTBUE MEX Ay HabopamMu peoOpa3oBaHusl.

Kondurypanus TyHHENsT yCTaHOBJICHA U MOXKET OBITh MMPOTECTUPOBAHA C TOMOIIIBIO
pacCUIMPEHHBIX HX0-3aIPOCOB.



JK3aMeHANIMOHHAS OlleHKA BHICTABJIIETCS MO0 UTOraM TecTa Mo NPaBUJaM:
B ciydae HeBBINTOTHEHUS TPAKTUUECKON pabOThI (4acTh 1 SK3aMeHa) CTyICHTY
BBICTABJISICTCA OLICHKA «HCYAOBJIICTBOPUTCIILHOY.

WToru mpoxoxIeHUs TECTa OICHUBAIOTCS CIICAYIOINUM 00pa3oMm:

- 3a7aHue ¢ 1 Bapuantom orBeta — 1 6ai;

- 3aJJaHAE C MHOXKECTBEHHBIM BBIOOpOM — 2 Oasuia, 1 0at - eclii TOIBKO OJJUH OTBET
BepHbIiA, 0 6aJIOB — €CITM HET NMPaBUIIbHBIX OTBETOB WJIM BBIOPAaHO 0OJIbIlIE BAPHAHTOB, YEM
HEOOXOIMMO;

- 3a/1aHUE C COIIOCTaBIeHUEM — 2 Oaa.

[TomHOCTBIO HETIPABHIILHO BBINOJIHEHHOE 3a1aHue — () 0aJIoB.

B cpeanem, MakcuManbHOE KOJIMUYECTBO OaiioB 1o uroram punansaoro tecra — 100

HaOpanHoe KoruecTBO 0asIOB MHTEPIPETUPYETCS B IIPOLIEHTHOE COOTHOIIICHHE U
onenuBaercsa. Ot 90-100% cooTBeTCTBYET O1eHKE «O0TIUIHO», 80-90% — orenke «xopomioy, 70-
80% — o11eHKE «yIOBIETBOPUTEIBbHO», MeHee 70% — OlleHKa «HEeYyIOBIETBOPUTEIBHOY (3HAHUS
¥ YMEHUS Ha JIAaHHOM 3Tarle OCBOCHUS JTUCIUTUIHHBI He C(DOPMHUPOBAHBI).



IIpunoxkenne Ne 2 k paGoueii mporpaMme M CUMIIIMHBI
« OCHOBBI TOCTPOEHUS 3ALUIIEHHBIX KOMIBIOTEPHBIX CETEID

MeToauuecKkue YKazaHus 1Jisl CTYACHTOB I10 OCBOCHUIO JUCHHUIIJIMHBI

OcHoBHOW (opMOlt M3NOKEHHST Y4eOHOTO MaTepuana 1o aucuuiuimae «OCHOBBI
MOCTPOCHHUS 3aLIUIIEHHBIX KOMIBIOTEPHBIX CETEW» SBIIAIOTCS JEKIUU U MPAKTHUYECKHE PadOThI,
pUYEM B JIOCTATOYHO OOJBIIIOM O0BEeMe. ITO CBS3aHO C TE€M, YTO B OCHOBE Kypca «OCHOBBI
MOCTPOCHHUS 3AIUIICHHBIX KOMIIBIOTEPHBIX CETEil» JieKaT caMble COBPEMEHHbBIE TEOPETUUYECKUE
U TIPAKTUYECKHUE 3HAHKS U HaBBIKU. [10 BceM TeMaM MpeayCMOTPEHBI MPAKTUICCKUE 3aHATHS, Ha
KOTOPBIX MPOUCXOAMT 3aKpelieHWE JIEKIIMOHHOTO MaTepHaa IyTeM IpPUMEHEHHs ero K
KOHKPETHBIM 337]a4aM U 0TpabOTKa HABBIKOB PAOOTHI C CETEBBIM 000PYIOBAHUEM.

Jljis ycrenHoro OCBOSHUS AUCHUIIMHBI OUYEHb BAXKHO PELIEHUE JTOCTATOYHO OOJIBIIOro
KOJIMYECTBA TEOPETUUECKHUX M MPAKTHUUYECKUX PadOT, KaK B ayJTUTOPUH, TAK U CAMOCTOSATEIHHO B
KayecTBe JOMalIHUX 3afaHuil. [Ipumepsl pemieHus paboT pazOuparoTcss Ha JCKIUSAX U
MPAKTUYECKUX 3aHATUSX, NPH HEOOXOTUMOCTH 1O HamOoIee TPYAHBIM TeMaM IPOBOJISTCS
JOTIOTHUTENIbHBIE KOHCYNbTalud. OCHOBHAS LI€Jb PEIICHUS TEOPETUYECKUX M MPAKTUYECKHX
paboT — MOMOYb YCBOUTH (PYHIAMEHTAIBLHBIC TTOHSITHS K OCHOBBI KOMITBIOTEPHBIX CETCH.

3amaHus A CaMOCTOSITENIBHOTO pelieHUs] POPMYTUPYIOTCS HA JIGKIHSIX U IPAKTHUECKUX
3aHATUSAX. B KadecTBe 3amaHUil U1 CaMOCTOSTENILHONW PadOThI AOMa CTyJEHTaM IpeaIaraloTcs
3aJ]a4uM, aHAIIOTMYHBIE Pa300paHHBIM Ha JICKIUSAX U MPAKTHUYECKUX 3aHATUSAX WM HEMHOTrO Oolee
CJIO’KHBIC, KOTOPBIE SIBJISIIOTCS PE3YIbTaTOM OOBEAMHEHHS HECKOIBKIX 0a30BbIX 3a1ad. [TomHbrit
CIIUCOK 3aJJaHuil AJI1 CaMOCTOSATENbHON paboThI 10 TeMaM (pa3zenaMm) IUCHUTUTMHBI IPUBEICH B
OVYK B LMS Moodle «OcHOBBI MOCTpOCHUSI 3aIIMIICHHBIX KOMIBIOTEPHBIX ceTei» 1 DYK B
LMS NetAcad. Bompocsl, BO3HHKAIOIIME B MPOLECCE WM [0 UTOraM PELICHHs JTHUX 3a/1ad,
MOYKHO 3a71aTh Ha KOHCYJIbTalusAX win B popyme (dare) B DYK B LMS Moodle.

Jliis camocTOSITeNbHOM padOThI, B TOM YHKCJE W MOBTOpPA, pa300paHHOrO Ha JEKLHUAX H
MPAKTUYECKHUX 3aHITHIX MaTepuaja IePBOro CeMeCTpa U3ydeHUs TUCITUILTUHBI, PEKOMEHIYCTCS
UCIIOJIb30BaTh yueOHO-MeToauueckoe mocobue B LMS NetAcad. Marepuan kaxaoro pasuena
BKJIIOUAET B ce0s M3JI0KEHHE TEOPETHYECKOro MaTrepualia Mo 3aJaHHON TeMe, KOTOpBIM 3aTeM
WTIOCTPUPYETCS MOAPOOHBIM pelleHHeM TUIWYHBIX 3a7ad. B 3akitoueHue Kaxaoro pasziena
MIPUBOJIATCS 33JaHUS JIJIST CAMOCTOSITEIIEHOTO PEIICHUS, OTBETHI K ATHM 33JIaHUSIM U YKa3aHUS T10
UX PEIICHUIO MMOKA3bIBAIOTCS MOCIE X BHITTOTHEHHUS.

B koHIIe n3ydeHus: AUCIHUILTUHBI CTYICHTHI C/IAl0T dK3aMEH.

DK3aMeH MPUHUMAETCS B BHJIE TECTa M MPAKTHUECKON paboThl B mporpamme Cisco Packet
Tracer. IIpoBepsroTcsi 3HaHUS, MOJTYYEHHbIE B XO0J/l€ IMPOXOXACHUS Kypca, HaBbIKU M YMEHUS,
NpPUMEHSIeMbIE Il TOCTPOCHHsS CeTH M O0ECleueHUs JOCTaTOYHO BBICOKOTO YpPOBHS
0e30MmacHOCTH ee padoTHhI.



