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1. Ilesin 0CBOEGHHUSA AW CIAILINHBI

Lenpr0  ocBOEHUS  AUCUMIUIMHBI  «/ONOJHHUTENBHBIE  BONPOCHI  3AIIMILIEHHOCTH
KOMIIBIOTEPHBIX CUCTEM» SIBIISIETCS TEOPETUUECKAs M IPAKTHUYECKas MOJIrOTOBKA CIIELUAIMCTOB K
JIeATEIbHOCTH, CBA3aHHOM C IIOCTPOEHMEM 3allIMILECHHBIX KOMIBIOTEPHBIX CHCTEM, a TaKkKe
yriayOJIeHHOE U3yUeHUE IPUHLUIIOB U METO/I0B OCHOBHBIX BUJIOB aTaK U 3alUThl OT HUX.

3ajaun JUCUUILIIMHBIL:

— M3y4Y€HHUE TUIOBBIX YIrpo3 0€30NaCHOCTH B KOMIIBIOTEPHBIX CUCTEMAX;

— M3y4YeHHE KpUNTOrpadUuecKux H MPOrpaMMHO-ANMApaTHBIX METOAOB OO0eCleYeHus
nH(OPMALIMOHHON GE€30MaCHOCTH B KOMITBIOTEPHBIX CHCTEMAX;

— npuoOpeTeHrne HaBBIKOB HACTPOMKHU U SKCILTyaTalluy CPEACTB obecneueHus: 6e301acHOCTU B

KOMIIBIOTEPHBIX CUCTEMAX;

— OBJAJECHHE CPEACTBAMHM M METOJAMHU BBISBICHHUS M HEUTpPAIU3aLMM IONBITOK HapyLIeHUS
0€30MaCHOCTH B KOMITBPIOTEPHBIX CHCTEMaX.

2. MecTo IMCUMILIMHBI B CTPYKTYpe 00pa30BaTeIbHOI NPOrpaMMbl
JlanHast AUCIMIUIMHA sIBJsieTcsl hakyabTatuBHOM quciuminaoi. (PT.B.02)

Jlist OCBOEHMsI JaHHOW TUCHMIIMHOM 00yJaromuecs JOJKHBI BlIa/IeTh HaBbIKaMU paboThI €
OTIEPALIMOHHBIMA CHCTEMaMH W BBIYHCIUTEIBHBIMH CETSIMH, 00JIagaTh O0a30BBHIMH HaBBIKAMHU
IpOTrpaMMHUPOBAHUs, 3HaTh OCHOBHBIE MTOIXObI K 00eCIeYeHNI0 NHPOPMALIMOHHOM 0€30M1aCHOCTH.

JUis yCHEemHOro OCBOEHHUS JUCHMIUIMHBL «JlOMONHUTEIbHBIE BOIPOCHI 3aLIUIIEHHOCTH
KOMITbIOTEPHBIX CUCTEM» €M JIOJIKHBI MPEILIECTBOBATD CIIEAYIOLINE JUCLUIUIMHBIL

«Uupopmarukay,

«SI3BIKM IPOTPaMMUPOBAHUSY,

«OcHOBBI HH()OPMAIIMOHHOW 0€30ITaCHOCTHY,

«OrnepalyoHHbIE CUCTEMBDY,

«3amura B ONepaMOHHbIX CUCTEMAX Y,

«CeTu M cuCTeMbl nepeadun HHPOpMaLuny,

«Kpunrorpapuueckue METOIbI 3aIUTHI HHPOPMAIHH;

«KoMIproTepHbIE CETH.

3. Illlanupyemble pe3yabTaTbl 00y4eHHs 1O TUCHMILJIMHE, COOTHECEHHbIE ¢ MIAHUPYEMbIMU
pe3yJbTaTaMH OCBOCHHS 00pPa30BaTeJIbHOI MPOrpaMMBbI

[Tponecc n3yyeHHst UCUMIUIMHBI HAlpaBJeH Ha (OpMUPOBAHHE CIEIYIOUINX KOMIIETCHIIUN B
cootBercTBUHU ¢ ®I'OC BO, OOII BO 1 npuoOperenus ciaenyrommux 3HaHul, yMEHUI, HABBIKOB U
(unu) ombITa ACSITENEHOCTHU:

Dopmupyemas NHaukaTop 10CTHKEHUSA Ilepeuenn
KOMIIeTeHLUS KOMIIETeHLINH IVIAHMPYEMBIX pPe3yJIbTATOB 00y4YeHusl
(koa ¥ GopMyJIMPOBKA) (ko u popmyIHpOBKA)

Oo6menpodgeccuoHaTbLHbIE KOMIIETEHITUN




OIIK-1.4 Crocoben
OIICHUBATh YPOBEHB
0e30IMacHOCTH
KOMITBIOTEPHBIX
CHCTEM H CETEH, B TOM
YHCJIC B COOTBETCTBUHU
C HOPMAaTUBHBIMH H
KOPIIOPaTHBHBIMU
TpeOOBaHUSAMHU

N-OIIK-1.4 1 3naer
HMCTOYHUKH yTPO3
nH(pOPMaAITMOHHOM
0€3011acCHOCTH B
KOMITBIOTEPHBIX CETSIX U
MepBI IO UX
MPEIOTBPAICHHUIO

3HaTh:

- coJiepKaHUE  OTCUCCTBCHHBIX M
3apyOCKHBIX CTaHJAPTOB B  00IacTH
KOMIIBIOTEPHOM O€3011aCHOCTH;

- JeTanu aHanusza  0e30MMacHOCTH
KOMITBIOTEPHBIX CHCTEM Ha COOTBETCTBHE
OTE€UYECTBEHHBIM u 3apyOe)KHBIM
CTaHJapTaM B O00JIACTH KOMIIBIOTEPHOMI
0€e30I1aCHOCTH.

H-OIIK-1.4 4 ymern
OpPTraHU30BBIBATH U
MIPOBOJIUTH KOHTPOJIEHBIC
MIPOBEPKH
paboTOCIIOCOOHOCTH U
s hekTHBHOCTH
MIPUMEHSIEMBIX
MIPOrPaMMHBIX,
POrpaMMHO-
anmapaTHBIX U
TEXHUYECKUX CPEIICTB
3alUTHl HH(GOPMAIHN

YMeTh:

- NPOBOJMTH aHAIW3  OE30MaCHOCTH
KOMIIBIOTEPHBIX CUCTEM Ha COOTBETCTBUE
OTECYECTBCHHBIM u 3apyO0eKHBIM

CTaHgapTaM B 00JacTH KOMIIBIOTEPHOM
0€30I1aCHOCTH.

U- OIIK-1.4_5 ymeer
IIPOBOJUTD
9KCHEPUMEHTAIBHOE
UCCIIEZIOBAaHHE
KOMIIBIOTEPHBIX CUCTEM
C LIEJIBIO BBISIBJICHUS
ySI3BUMOCTEH

Bnaners:

- HaBbIKaMU  IIPOBEJEHUSA  aHAJIN3a
0€30I1aCHOCTH KOMITBIOTEPHBIX CHUCTEM Ha
COOTBETCTBUE OTEYECTBEHHBIM "
3apyOeKHbIM CTaHgapTaM B 00JacTu
KOMIIBIOTEPHOI 0€3011aCHOCTH.

4. O0beM, CTPYKTYpPa U cofiep:KaHHe AUCHUILIHHBI

OO01mast TpyA0eMKOCTh JTUCIUTIINHBI COCTaBISACT 1 3a4eTHBIX eMUHUI, 36 aKaj. 4acoB.

Ne Tembl (pa3meJibl) Buabl y4eOHbBIX 3aHATHI, DopMBbI TEKYLIETO
n/n AUCUMILIUHBI, BKJIIOYAsl CAMOCTOSATEIbHYIO KOHTPOJIA
HX cofepKaHue paldoTy CTyACHTOB, ycneBaeMocTH
U UX TPY/10€MKOCTh
(B akaieMHUYeCKHUX Yacax) ®dopma
NPOMEKYTOUHOM
o aTTecTaluu
5 (no cemecmpam)
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Linux IUT CAMOCTOSITEIBHOMN
paboThI
Kpunrorpadus u
KPUTITOAHATHN3 HA . A Omnpoc 1o 3a1aHusM
2 |mpakTuke. ACHEKThI 1 |mia camocTosITENbHOMN
PAaKTUYECKOTO paboThI
PUMEHEHHUS
Creranorpadus. ACIEKThI 7 4 Orpoc 1o 3a1aHusim
3  |IpaKkTU4YECKOro 1 |mia camocTosITeNbHOMN
IPUMEHEHHUS paboThI
®dopensuka. OCHOBBI
Omnpoc 1o 3aaHusm
paccie0BaHus 7 4 .
4 2  |UIsl CaMOCTOSITEIbHOU
KOMITBIOTEPHBIX
. paboThI
MPECTYIUICHU N
Onpoc 1o 3a1aHusIM
VYsa3BumocTtu web- 7 4 p A .
5 . 2 |UIsl CaMOCTOSITEITHbHOU
MIPHIIOKCHUN
paboThI
0,3 ] 10,7 3auer
UTOro 18 03] 17,7

Copneprxkanue pa3iesioB JUCITUTUTHHBI

Tema No 1. OcHoBsl Linux

1.1. Ucropus BO3HUKHOBEHUS Linux.

1.2. Apxutekrypa Linux.

1.3. JuctpubytuBsl Linux.

1.4. [TpuemMbl IPAKTUYECKOTO MCITOIb30BaHmst LinuxX.

Tema Ne 2. Kpunrorpadus ¥ KpUIITOAHAIN3 HA MPAKTHKE. ACIIEKTHI HPAKTHUECKOTr0 IPUMEHEHUS

2.1. OG30p ucropuu KpunTorpaduu.
2.2. OteuyecTBEHHbIE KPUITOAITOPUTMBI U UX KPUIITOAHAIIU3.
2.3. 3apyOexHbIe KPUTITOAUITOPUTMBI U UX KPUIITOAHAIIU3.

Tema Ne 3. Creranorpadus. AcCIEKTH MPAKTUYECKOTO IMPUMEHEHHUS.

3.1. OcHOBHBIE OHSTHSI CTEraHOrpaduu.
3.2. Ucnonp30BaHue METOJIOB CTEraHOTpa(UM ISl CKPBITHS HHPOPMAIIIH.
3.3. [IpakTuueckue npuembl OOHapyKeHHs PaKTOB UCIIOJIb30BaHUS CTEraHorpaduu.

Tema Ne 4. @opensznka. OCHOBBI paccieJOBAHNUI KOMITLIOTEPHBIX MPECTVILIECHUI.

4.1. OcHOBHbIE OHATHUS (POPEH3UKHU.

4.2. AHanu3 JamIioB ceTeBOro Tpauka ¢ UCMOIb30BaHUEM METO/I0B (POPEH3HUKH.
4.3. Ananu3 JaMIoB NMaMATH C UCTIOJIb30BaHUEM METO/I0B (DOPEH3UKH.

4.4. Ananu3 006pazoB KECTKUX JUCKOB C UCIIOJIb30BAHUEM METOJ0B (POPEH3UKH.



Tema Ne 5. YVazsuMoctu web-IpUI0KEHUN.

5.1. Tlonsarue web-npunoxenus. TUIHYHBIC APXUTEKTYPb WED-TIPUITOKEHHS.
5.2. Knaccuguxkanus puckos web-npunoxennit OWASP Top 10.

5.3. XSS-araku 1 METO/IbI 3aIUTHI OT HUX.

5.4. SQL-MHBEKIIUN U METOJIBI 3AIMTHI OT HUX.

5. O0pa3oBaTe/ibHbIe TEXHOJIOTHH, B TOM 4YHCJ€ TEXHOJOIHHM 3JIEKTPOHHOIO O0y4YeHHSI M
AUCTAHIMOHHBIE 00pa30BaTe/IbHbIE TEXHOJOTHH, WCHOJb3yeMble NPH OCYIIEeCTBICHUH
00pa3oBaTeIbLHOIO Mpolecca Mo TUCIUNIHHE

B nporiecce 00ydeHust UCTIONB3YIOTCS CAEIYIOIUE 00pa30BaTeIbHbIC TEXHOIOTHH:

HpaKTI/I‘IeCKOC 3aHATHE — 3aHATHUEC, IIOCBAIICHHOC OCBOCHHIO KOHKPCTHBIX YMCHI/Iﬁ u
HAaBBbIKOB U 3aKPCIIJICHHUIO IMOJTYYCHHBIX HaA JICKIIUU 3HAHUIA.

6. [lepeueHb JIMIIEH3MOHHOT0 MW (WJIHM) CBOOOJHO PACHPOCTPAHSAEMOI0 MPOrPaAMMHOIO
ol0ecreyeHusi, HCIOJb3YeMOI0 MNPH OCYHIECTBJCHHH 00pa30BaTe]bHOr0 Ipomecca II0
AUCHHUILIMHE

B mponecce OCYmeCCTBICHUA O6paBOBaT€JII)HOFO mnmponecca UCIO0Jb3YHOTCA:

JJIA q)OpMI/IpOBaHI/ISI MaTCpraJIOB I TCKYLICTO KOHTPOJIA YCIICBAECMOCTH M IIPOBCACHUA
HpOM@)KyTO‘IHOfI aTTeCTaluu, AJist (I)OpMI/IpOBaHI/ISI MCTOJUYCCKHUX MATCPHUAJTIOB 11O JUCHHUIIJIIMHEC:

— mporpammbl Microsoft Office;
— m3aarenbcekas cucrema LaTex;
— Adobe Acrobat Reader;

IIpu MPpOBCACHUHN MPAKTUYICCKUX 3aHATHH HCIIOJIB3YCTCA ITPOrpaMMHOC obecrieueHue

— IDA (6ecruatnas Bepcus 110);

— Microsoft Debugging Tools (cBo6oano pacnpoctpansemoe [10);
— Virtual Box (GNU GPL v.2).

— GDB (GNU GPL v.2).

— BurpSuite (6ecrinatnas Bepcus 110);

— OpenSSL (cBoboauo pacnpoctpansemoe [10);

— Linux (GNU GPL v.3).

7. IlepeyeHb coBpeMeHHBIX TNPodecCHOHANBHBIX ©0a3 [JdaHHBIX H HH(OPMAUMOHHBIX
CIIPABOYHBIX CHCTEM, HCHOJIb3yeMbIX NPH OCYLIECTBJEHUHM 00pa30BaTEeJIbHOIO IMpolecca Mo
AUCHHIINHE (MPU HE00X0IUMOCTH)

Jnis moucka y4ueOHOM juTepaTypsl oubanoreku Apl'Y ucnonpzyercss aBTOMaTU3HUPOBaAHHAS
OnbIMoTeYHO-NHGOPMAITMOHHAS cucremMa «BYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php.

8. [lepeyeHb  OCHOBHOIi W  JOMOJHHUTEJIbHOW  Y4eOHOH  JHUTepaTypbl, PecypcoB
HHG(POPMALIMOHHO-TEJIEKOMMYHUKAUMOHHO ceTn «UHTepHeT» (IpHM HEOOXOAUMOCTH),
PEKOMEHAYEMBIX 1JIfI OCBOCHUA TUCHUIIJIUHBI


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

a) OCHOBHAS JIUTEepaTypa

1. Texuonmormu 3amuTel HHpOpManmuu B KoMmmbloTepHbIX ceTsix / H.A. Pynenkos,
A.B. IIponerapckuii, E.B. CmupnoBa, A.M. CypoBoB. - 2-¢ u3n., ucmp. - MockBa :
Hanmonanenseiii Otkpeiteiil YHuBepcutet « MHTYUT», 2016. - 369 c. : ui.

2. Omudep B.I'. OcHOBEHI ceTeil epenayn JaHHbIX [DnexkTpoHHbIN pecype] / B.I'. Omudep,

H.A. Omudep. — 2-e u3a. — DIEKTpPOH. TEKCTOBble NaHHble. — M. : HMHTepHeT-
Yuusepcurer Madopmanmonnsix Texnomoruit (MHTYUT), 2016. — 219 c. — 2227-
8397.

3. Tauenbaym 3., CoBpemenHble onepannoHHbie cucteMbl. — CII0.: TTutep, 2013., 2014—
1115c.

0) 1OMOJIHUTEIBbHASA JIUTEPATypa

1. Kacnepcku Kpuc dyHpameHTaIbHbIe OCHOBBI XaKepcTBa. HckyccTBO
nu3accembnupoBanusa [OnekTpoHHbl pecypc] / Kpuc Kacmepcku. — DnekTpoH.
tekcroBble JanHbie. — M. : COJIOH-ITPECC, 2010. — 446 ¢. — 5-93455-175-2.

B) pecypchl cetu «HTEepHeT» (IpH HEOOXOAUMOCTH)

1. DnextponHo-OubMMOTeUHas cuctema «Jlauby http://e.lanbook.com/

2. Hogeiimue nanapie 00 yrpo3ax padoThI ¢ TOJKIIOUEHHEM K ceTH MHTepHeT pocCuiCKoi
kommanun  «Jlaboparopuss  Kacmepckorox:http://www.kaspersky.ru/internet-security-
center.

9. MatepunajibHO-TeXHHYecKasi 6a3a, HeoOXoAMMAs JIsl OCyLIeCTBJIeHUsI 00pa30BaTeIbHOI0
npouecca no AMCUUILINHE

MaTepI/IaJ'IBHO'TCXHI/ILIeCKaSI 6a3a, HCO6XOI[I/IM8.$I AJIsL OCYHICCTBJICHUA O6pa30BaTeHBHOFO
nmponecca mo AMCHUIIMHE BKIIIOYACT B CBOM COCTaB CIICIIUATLHBIC IIOMEIIICHHUS

- y‘le6HbIe AyAUTOPUU IJId MPOBCACHUS IMPAKTUYCCKUX 38.H5{TI/II71, OCHAIIICHHBIC CPEACTBAMU
BBIYHMCIIMTEILHOM TCXHUKH, C YCTAHOBJICHHBIM IIPOTPAMMHBIM 06ecnequI/IeM;

- y‘IG6HBI€ AyIAUTOPUHN [JIA MIPOBCACHUA TCKYIICIO KOHTPOJIA U HpOMe)KYTO‘{HOfI aTTeCTaluu,

— IIOMCHICHHUSA JJIA CaMOCTOSTECILHOMI pa6OTI)I;

— NOMCHICHUA I XpaHCHUA H HpO(l)HH&KTH‘I@CKOFO 06CJ'IY)KI/IBaHI/I$I TCXHUYCCKUX CPEACTB
00yJeHwusI.

[Tomemenust 11 CaMOCTOSITENIFHOW pPaOOThI OOYUYAIOIIMXCS OCHAIIEHBI KOMITBIOTEPHOU
TEXHUKOW C BO3MOXHOCTHIO MOJAKIIOUeHUs K cetu «MHTepHeT» M obecreueHueM JocTyna K
3NIEKTPOHHOM HH(pOopMaIoHHO-00pa3oBaTensHOU cpese SAplY.

ABTOpP(BI):


http://e.lanbook.com/
http://www.kaspersky.ru/internet-security-center
http://www.kaspersky.ru/internet-security-center

Houent kadpenpsr KbuMMOMU, kang. ¢pusz.-mat. HayK JA.M. Mypun



IIpunoxkenne Ne 1 k paGoueii mporpaMme M CUMIIIMHBI
«/lonoJHNTEbHbIE BONPOCHI 3AIIMIIEHHOCTH KOMIIBIOTEPHBIX CHCTEM))

MoH/1 OLIEHOYHBIX CPEJACTB
AJIsl IPOBe/IeHUS TEKYIIero KOHTPOJIS yCIeBaeMOCTH
U NIPOMEKYTOYHOM aTTeCTAIMHN CTYAE€HTOB
N0 JUCIHUILIHHE

1. Tumnosele KOHTPOJIbHBIC 3aaHUA U UHBIC MaTCpHaJbl,
HCIIOJIb3YCMBIC B ITPOLCCCC TCKYUICT'O KOHTPOJIA YCIICBACMOCTHU

33)13]-[1/[5[ JJIS1 CAMOCTOATEIbHOM paﬁoTbI:

1. CamocTosATENbHO HAWTH B OTKPBITBIX MCTOYHHMKAX MPUMEPHI YA3BUMOCTEH M SKCIUIOWTOB JUIS
sapa Linux.

2. CaMOCTOSITEIIbHO HAMTH B OTKPBITHIX HCTOYHHKAX CAMBIE MOMYJISIPHbIC TUCTPUOYTHBBI Linux.

3. CaMOCTOSITETbHO HAMTH B OTKPBITHIX HCTOYHHUKAX YS3BUMOCTH Kpurnroanroputma AES.

4. CaMOCTOSITENTbHO HAMTH B OTKPBITHIX HCTOYHUKAX YS3BUMOCTHU Kpunroanroputma DES.

5. CaMOCTOSTENBHO HAliTU B OTKPBITHIX HCTOYHUKAX MPUMEPDI aTaK Ha OJIOYHbIE MK (PHI.

6. CaMocTOSITENbHO HAWTH B OTKPBITHIX UCTOUHUKAX aTaKu Ha Kpunrocucremy RSA.

7. CaMOCTOSTEIPHO ~ HAaTH B OTKPHITBIX ~ WCTOYHMKAX  YTWIMTBI  JJII  NPAMEHEHHS
cTeraHorpaMuecKux MeTOJI0B IPU CKPBITUHM HH(POPMALIMHU B 3BYKOBBIX (ailnax.

8. CaMOCTOSTENBHO HAMTH B OTKPBITHIX MCTOUYHUKAX OMHCAHUE CTETaHOrPaUUecKOro ajJropuTMa
LSB.

9. CamocTOSTENBHO, TIOCIE 3HAKOMCTBA C Y4YEeOHOW JHMTEpaTypod, OOBSACHUTH Ha3HAYCHUE,
apXHUTEKTYPY W MPHUHIUIEI paboThl GpeiiMBopka Volatility.

10. CamocTosTENIBHO, TMOCIIC 3HAKOMCTBA C y4EOHOW JIMTEPATypoH, OOBSICHHUTE CYTh IPOTOKOJA
ayreHTU(ukanuu Kerberos.

11. CamocrosTenbHO, MOCIEe 3HAKOMCTBA ¢ Y4eOHOW JTUTEpaTypoil, 00bACHUTE MPUHLHUIIBI PaOOTHI
IPSEC.

12. CamocTOSTENIEHO, TIOCIIE 3HAKOMCTBA C YYeOHOW JIMTEpPaTypoil, MPOBEIUTE CPABHCHHE
OTEYECTBEHHBIX U 3apyOeKHbBIX AITOPUTMOB IIU(PPOBAHHUS.

13. CamocTosITeNnBHO, IMOCIIEe 3HAKOMCTBA C YU€OHOH TUTEpaTypoid, 00BSICHUTE IPUHIIUITEI PAOOTHI
npotokosia HTTP.

14. CamocrosTenbHO, OCIe 3HAKOMCTBA C Y4EOHOM JINTEpaTypoi, IPUBEIUTE IPUMEPDI
ysi3BUMOCTel Oubnmotexu OpenSSL.

IlepeyeHb BONPOCOB /Il NPAKTHYECKUX 3aHATHIA:

1. YcraHoBKa U HACTPOWKa OMEPAIlMOHHON cucTeMbl LinuX.
2. JIunennbiit kpunroananu3s mmdpa DES.

3. Ucnonp3oBanue yruimThl Stegsolve.

4. Ucnonp3oBanue ¢peiimBopka Volatility.

5. Okcmnyatanus SQL-UHBEKIIMY B ySA3BUMOM CaiTe.

CnHcok BONPOCOB K IK3aMEHY:

1. Hcropus Bo3HMKHOBEHUS Linux.



Apxutektypa Linux.
Huctpubytussl Linux.
[Tprembl IPaKTUYECKOT0 HCIIONIb30BaHus Linux.
0O0630p ucTopuu Kpunrorpadum.
OTe4ecTBEHHBIC KPUTITOAITOPUTMBI U X KPUITOAHAIH3.
3apyOexHble KpUNTOAITOPUTMBI U UX KPUIITOAHAIIU3.
OcHOBHBIE TIOHATHUS CTETaHOTpaduu.
Hcnonp30BaHne METOJOB cTeranorpaduu A CKpeITUS HH()OPMALIUU.
. [IpakTrdeckue mpremMbl OOHAPYKEeHHS (PAKTOB UCIIOJIB30BAHUS CTEraHOTpaduu.
. OcHOBHBIE OHATHUS (HOPEH3UKH.
. AHaQJIM3 1aMIIOB CETEeBOTO TpaduKa ¢ UCMOIBL30BaHUEM METOI0B (DOPCH3UKH.
. AHaM3 1aMIIOB MaMSTH C UCTIOJIb30BaHUEM METOJI0B (DOPEH3UKHU.
. AHam3 00pa3oB KECTKUX TUCKOB C HCIIOJIB30BAHUEM METOIOB (POPEHIUKH.
. [lonsitue web-npunoxenus. TUNHYHBIE apXUTEKTYpbl Web-TIpuiioskeHui.
. Kiaccugukarnus puckor web-npunoxenuit OWASP Top 10.
. XSS-araku 1 MeTOIbI 3aIUTHI OT HUX.
. SQL-MHBEKIIMU U METO/IbI 3aIUTHI OT HUX.

CoNoORRWN

PRERPRRERPRERRREE
O~NOUODMWNEO

HpaBmIa BBICTABJICHHA OLICHKHN HA 3K3aMCEHE.

B mpouecce 3adyera TpeOyercs OTBETUTh HAa OJMH W3 NPHUBEACHHBIX BbIlle BompocoB. Ha
IIOArOTOBKY K OTBETY JIa€TCsl HE MEHee | akaleMHU4ecKoro yaca.

Ilo utoram 3adeTa BEICTABIISICTCS OJJHa M3 OLCHOK: «3a4YTCHO», «HEC 3a4YTCHO)».

Onenka «3a4TeHO» BBICTABIACTCS CTYICHTY, KOTOPBIA JIEMOHCTPUPYET BiaJIeHUE
COJEepKaHWEM MaTepuana ¥ TOHATUHHBIM almaparoM MPaKTHYECKOW HH(POPMAIMOHHON
0€30MacHOCTH; YMEET CBS3bIBaTh TEOPHUIO C MPAKTUKOW. B 0TBETE MOr'yT JOIyCKaThCsl OTIEIIbHbBIE
HETOYHOCTH (HECYIIECTBEHHbIE OIIMOKHM), KOTOpPbIE HCIPABIAIOTCS CAaMHUM CTYAEHTOM IOCIie
JIOTIOJTHUTENBHBIX W (MJIM) YTOUYHSIOIIMX BOIIPOCOB AK3aMeHaTtopa. Ha yacTh JAONMOJHHUTENBHBIX
BOITPOCOB CTYAECHT MOKET HE JAaTh OTBET WJIM JaTh HEBEPHBIA OTBET.

Onenka «He 3a4TeH0» BBICTABIAETCS CTYIEHTY, KOTOPBI JEMOHCTPUPYET Pa3pO3HEHHBIE,
OeccucTeMHble 3HaHUS; OECHOpPAJOYHO M HEYBEPEHHO M3JIaraeT MaTepuai; He YMEET BbLIEIATh
[JIaBHOE M BTOPOCTENIEHHOE, HE YMEET COEIUHSATh TEOPETUYECKUE IIOJIOKEHUS C MPAaKTUKOM;
JIOTTyCKaeT TpyOble OMIMOKUM TpU ONpPENEICHUU MOHSITHHM, BCIEACTBHE HEINOHUMAaHMUS HX
CYILIECTBEHHBIX W HECYIECTBEHHBIX INPU3HAKOB M CBS3EH; /JaeT HEIMOJIHbIE OTBETHI, JIOTMKA U
MOCJIEIOBATENbHOCTh  M3JIOKEHHUS KOTOPBIX HMMEIOT CYIIECTBEHHbIE M  MPUHLUIHUAIbHbBIE
HapylIeHHs, B OTBETaX OTCYTCTBYIOT BBIBOJABI. J(ONOJHUTENIbHbIE M YTOYHSIOLINE BOIPOCHI
9K3aMEHAaTOpa HE NPUBOAST K KOPPEKUUMH OTBETOB CTyAeHTa. Ha oOCHOBHyr dacThb
JIOTIOJTHUTEIIbHBIX BOIIPOCOB CTYIEHT 3aTPyIHAETCS AATh OTBET MJIU 1A€T HEBEPHBIE OTBETHI.

OI_ICHKa «He 3a4TeHO» BBICTABISAETCS TaKXKe CTYACHTY, KOTOpLIﬁ B3SJ1 AK3aMEHAIlMOHHBIN
6I/IJ'IeT, HO OTKasaJICA JaTh Ha HETO OTBCT.



IIpunioxenne Ne 2 k paGoyeii nporpaMmme M CUHUIIIMHBI
«/lonoJIHNTE/IbHBIE BONPOCHI 3AIIMIIEHHOCTH KOMIIBIOTEPHBIX CHCTEM))

MeTOIlI/I‘IeCKI/Ie YKa3aHUuA AJIA CTYACHTOB 110 OCBOCHHIO JTUCHUIIJINHBI

dopMoit U3I0KEeHUS YueOHOTro MaTepuasa Mo AUCHUIUIMHE «JlOMOTHUTENbHBIE BOIIPOCHI
3alMIIEHHOCTH KOMITBIOTEPHBIX CUCTEM» SIBJISIFOTCS MMPAKTUUECKHUE 3aHIATHSI. JTO CBSA3aHO C TEM,
YTO JIaHHAs JAUCHUIUIMHA HaXOJUTCS Ha CTBIKE MEXIy AUCHUIUIMHAMU «OnepairoHHbIe
CUCTEMBI» U «3alluTa B ONEPAIMOHHBIX CUCTEMaX» B YAaCTH allapaTHOro 00ecrnevyeHus 3alIuThl
BBIUMCIIUTENBHBIX MPOLECCOB M HCIOJb30BAaHUS NaMSITH, METOAOB XpaHEHHsS MJAaHHBIX, U
JUCHUIINHON «OCHOBBI OCTPOEHHUS 3alUMIICHHBIX 0a3 AaHHbIX». KpoMe Toro, oueBUIHO, YTO
JTaHHBIE O METOJ1aX oOecreueHus: 0€30MacCHOCTH IOCTOSTHHO COBEPILIEHCTBYIOTCSL.

I[HSI yCIICMIHOIO OCBOCHHUA JUCHUILJIMHBI BaXHO YI‘JIYGJIGHHOC CaMOCTOATCIbHOC
HN3YUCHUC €€ pPasacjioB, B TOM YHUCJIC BBIIIOJIHCHUC AJOMAIIHUX 3aI[aHI/H>'I. OcHoBHas O CJIb
CaMOCTOATCIIbHBIX pa60T — IIOMOYb HE TOJIBKO YCBOUTH TCOPETUYCCKUC OCHOBBI U MPAKTHYCCKUC
MCTOJbI 3allIUTHI B OINICPAIIMOHHBIX CUCTEMAX, HO U pa3BUTh CBOM YMCHHS U HABBIKH OO0 IMOJIHBIX
Hn CUCTCMHBIX.

HJ'ISI IMPOBEPKHU U KOHTPOJISI YCBOCHHA MaTCpuaia, HpI/IO6peTeHHLIX MPAKTUYICCKUX
HaBBIKOB B TCUCHHC O6y‘IeHI/I${ IMPOBOOATCA MCPOIIPUATHUA TeKymeﬁ aTTeCTallMid B BUAC pPAda
CaMOCTOATCIIbHBIX pa60T B JOMAlIHUX YCJIIOBHUAX. BapI/IaHTBI SaﬂaHI/Iﬁ BBIIAKOTCA ydallIUMCA Ha
IIEPpBOM 3aHATHHU II0 KaH(,HOﬁ I/ISY‘IaeMOﬁ TEMC. OHeHKa n O6CY)KI[6HI/IG BBIINNIOJIHCHHBIX
CTYACHTaMU 3aJaHuM  JJIs CaMOCTOSITEILHOMN pa6OTBI IMPOU3BOJUTCA HaA ITOCICAHCM y‘le6HOM
qace IMPaKTHUUYCCKUX 3aHATHH 110 Ka)K,HOﬁ HSy‘IaeMOﬁ TEMC W YUYUTBIBACTCA, Ha pAAy C
pe3yjibTaTaMU MPAKTHYCCKUX BaHﬂTHﬁ, IIpH OLICHKE TeKymefI YCIICBAa€MOCTH.

B koHI1e cemecTpa U3ydeHUs TUCUUIUIMHBI CTYIEHTHI CAAIOT 3a4eT. 3a4eT NPUHUMAETCS
1o OmseraM, KaKIbli U3 KOTOPBIX BKIJIIOUAET B ce0sl OJJMH TEOPETUYECKUN U OJJUH MPaKTUUECKUI
BOIIPOC.

OcBouTh BOMPOCHI, U3J1araeMble B MPOLIECCE U3YUYEHHUS TUCLUUILIUHBI «/|oMOJTHUTENbHBIE
BOITPOCHI 3aLIUIIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM» CAMOCTOSITENIBHO CTYIEHTY KpailHE CII0KHO.
DTO CBSI3aHO CO CIOXKHOCTHIO H3Y4aeMOro MaTepuaia M HEOOXOAMMOCTBIO OTPabOTKHU
MpaKkTUYECKUX HaBBIKOB. [lo3TOMy mocemieHne BceX ayAMTOPHBIX 3aHATUNA  SIBIIAETCA
COBEPIIIEHHO HEOOXOIUMBIM.
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