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1. Ilesiu 0ocBOEHHS AUCHHMITHHBI
OCHOBHOH IeNbI0 W3YYCHHS IUCHUIUIMHBI SIBISIETCSI TEOPETHYECKas M IpaKkTHYecKas
MOJATrOTOBKA 00yYaromuXcs K ACATEIbHOCTH, CBSI3aHHON C MPUMEHEHUEM COBPEMEHHBIX CPEJICTB
¥ METOJIOB 3aIUTHl MH(OpMAINU B MMOBCEAHEBHON M MpOoQecCHOHATBHON nesTeapHocTH. Kype
JlaeT MpPEeACTaBICHUE O MeCTe U POl MH(OPMALMOHHON OE30HaCHOCTH B COBPEMEHHOM MHpE.
Ero wusydyenume maeT BO3MOXKHOCTh CO3HATEIHFHOTO HCIOJIB30BaHMS, OOpPaOOTKM W 3alUTHI
uHpOpMaLnH.

2. MecTo THCHMIIMHBI B CTPYKTYpe 00pa30oBaTeIbHOI MPOrpaMMbl
JucnuminHa «be30macHoCTh B COBPEMEHHON MH(BOPMAIIHOHHON Cpeie» UrpaeT BaKHYIO
pons ans  oOmienpodecCHOHANBHONM TOATOTOBKM — oOywatomierocs. llpu ee  u3ydeHHH
CYIIECTBEHHO HCIOJb3YIOTCS 3HAHUS, MOJYYCHHbIC NMPU M3YYCHHH IUCIUILIMHBI «Maremaruka
¥ HH()OPMAITMOHHO-KOMMYHHKATUBHBIE TEXHOJIOTHI.

3. [InanupyemMsble pe3yJbTaThl 00yUeHHs MO TUCHHUILINHE, COOTHECEHHDIE C
IUIAHUPYEMBIMH Pe3yJIbTATAMH 0CBOEHHUSI 00Pa30BaTe/JbLHOMH MPOrpaMMbl

[Tpouecc wu3ydeHus AUCHUIUIMHBI «be30macHOCT, B COBpEeMEHHOW HMH(OPMAIIMOHHOM
cpene» HarpaBjieH Ha (OPMHUPOBAHKE CIEAYIONIUX YHHUBEPCATIBHBIX U 00IIEepodhecCHOHATBHBIX
KOMIETEHIIM B COOTBETCTBUU ¢ DepepanbHbIM TOCYJAapPCTBEHHBIM  00pa3oBaTeIbHBIM
CTaHJapTOM BHICIIEro 0Opa3zoBaHUsl 1O HampasiieHuto moarotoBku 41.03.04 IMomurtomorus u
JTOCTHIKEHUS YKa3aHHBIX Jlajiee IUIaHUPYEMbIX Pe3yJIbTaTOB O0yUYeHUsI:

®opmupyemas HNHaukaTop 10CTHKEHUS Ilepeuenn
KOMIeTeHIUsI KOMIIeTEeHI[UH IUIAHMPYEMbIX Pe3yJbTATOB
(kox u popmyIUpoOBKa) | (KOX M (POPMYJTHPOBKA) 06ydenus
YHuBepcaabHble KOMIICTCHIMHT
VK-4. Criocoben N-YK-4.1. OcymectBusier |3HATH
OCYIICCTBIIATD ICTIOBYIO JIeJOBYI0 KOMMYHHUKaIuioo |[HopMbl ¥ 0COOEHHOCTH yCTHOHW W
KOMMYHHKALIHIO B YCTHOH | ga MHOCTPaHHOM SI3bIKE C |MCHMEHHON pEYd HA HMHOCTPAHHBIM
1 ITHCBMEHHOH (hopmax y4€TOM  OCOOEHHOCTEMW |fA3BIKE, C  YY4ETOM  OCOOEHHOCTEN
Ha TOCy1apCTBCHHOM Oo(pUIATIEHOTO U (0QUIMANIBbHOTO W Heo(UIHaTbLHOTO
a3plke Poccuiickon . .
Deepatn 1 HEO(QUIMATILHOTO CTHJIEH |CTUieH 96H16HI/I$[ U COLIMOKYJIBTYPHBIX
HHOCTpAHHOM(BIX) oO0rieHus U |pa3nuuui
a3bike(ax) COLIMOKYJIBTYPHBIX
pasIuyui. Ymernb
UCIOJIb30BaTh MHOCTPAHHBIN S3BIK B
JIEJI0BOY KOMMYHHUKALIUU
Baanersb
HABbIKAMU JI€JIOBBIX KOMMYHHMKAIMil B
YCTHOW M THUCBMEHHOM Qopme Ha
MHOCTPAHHOM SI3bIKAaX
TEXHUKOU JIETIOBOM peueBoi
KOMMYHHKAIIH, OTUPasiCh Ha
COBPEMEHHOE  COCTOSIHUE  SI3BIKOBOM
KYJIBTYPBI
YK-8. Cnocoben N-YK-8.1. Anamusupyer | 3HATh:
CO31aBaTh U (bakTopbI BpPEIHOTO | (akTOpbl BPEIHOTO  BIHUSHUA  Ha
ITOANACPKNUBATD BIIUSTHHS Ha | KM3HENEATEIbHOCTh 3JIEMEHTOB CpEAbI
0e30macHbIC YCIOBHS




JKU3HENIEATSIIFHOCTH, B
TOM YUCJIE TIPU
BO3HUKHOBCHHU
YpE3BbIUANHBIX CUTYaLIMI

JKU3HEIEATEIILHOCTD
3JIEMEHTOB CpeIbI
oOuTanug

oOuTaHust  (TEXHUYECKUX  CPEICTB,
TEXHOJIOTHYECKUX MPOIECCOB,
MaTepuasioB, 3JaHUH U COOPYKECHUH,
MPUPOTHBIX U COIMAIBHBIX SIBJICHU )
YMeTh:

aHAJIM3UPOBaTh  (PaKTOPBl  BPEIHOTO
BIMSHHS  HAa  KHU3HEACATCIBHOCTH
3JIEMEHTOB CPeJIbl OOUTaHUS

Biaagern:

CIIOCOOHOCTBIO MPEOTBPAIIATH
BpPETHOTO BIIMSIHUS Ha
JKU3HEJIEATEIIbHOCTh AJIEMEHTOB CPEJIbl
o0uTaHUs

Ob6menpodeccnoHaibHbIe KOMIIETEHIIUN

OIIK-2. Ciocoben
MMOHUMAThH TPUHITHAITHI
paboOThI COBPEMEHHBIX
HH()OPMALIMOHHBIX
TEXHOJIOTUH U
HUCIIONB30BaTh UX JUIA
pelIeHus 3a/1a9
npodeccnoHaTEHOM
IEeTEIbHOCTH

N-OIIK-2.1. Hcnons3yer

MH(}OpPMaLOHHO-
KOMMYHUKAIIHOHHBIE
TEXHOJIOTUHI "
MpOrpaMMHBIE  CpPEICTBa
JUIsL  TIOWCKa, 00paboTKu
00IBIINUX 00BeMOB
uH(popManuu 10

IIOCTaBJICHHOU
npoOjeMaTHKe Ha OCHOBE

3Harth:

apceHas1 UHPOPMaIUOHHO-
KOMMYHHUKATHUBHBIX TEXHOJIOTUH U
POrPaMMHBIX CPEJICTB,
UCIOJIB3YEMBIX B MPOQECCHOHATHHON
JeSTEIbHOCTH

Ymern:

H0JIb30BaThCS UH(OPMALIMOHHO-
KOMMYHHUKATUBHBIMU TEXHOJIOTHSIMH
JUTSL peIIeHUsT TPO(HeCCHOHATLHBIX

CTaHJApTOB M HOpM, | 3aaay
MPUHSTBIX B | Bnagern:

npodeccuoHaIbHON HaBbIKAMU MH()OPMAIIMOHHON

cpeae, W € Y4ETOM | KyJAbTYpHI B mpoheccHoHaNbHOM chepe
TpeGoBaHUI U co0II0AaTh TPeOOBAHUS
MH(}OpMaLIOHHON nH(}OpPMaLIMOHHON 6€30MacHOCTH
0€30MacHOCTH.

N-OIIK-2.2. OcBauBaer | 3HaTh:

paloHaIbHbIE IIPUEMBI U
CHoCOOBI
CaMOCTOSITENIBHOTO
IIOUCKA uH(popManuuy,
BIIA/ICET HaBbIKaMU
MH(OpPMaLOHHO-
MOUCKOBOW paboOThl st
Hay4YHBIX padoT.

QJITOPUTM U POPECCHOHATBHOE
WH(POPMAIIMOHHOE TIOJIE JIJIs TIOMCKA
npodeccuoHanbHOM nHOpMAIIUN
YMmerh:

MPUMEHSTH HaBBIKM UH(GOPMAIIMOHHO-
MTOMCKOBOW pabOTHI AJIs1 HAYUHBIX
pabor

Baagers:

npUeMaMHu U TEXHOJOTUAMHU
CaMOCTOSITEIIBHOTO IMOMCKAa HAYYHOUN

uH(pOopMaIU
N-OI1K-2.3. 3HaTh:
CamocrosTenbHO KJ1accu(hUKaTOpbl HAYIHOM
KaTaJIOTU3HPYET U | nHGOPMAIINH, TTO3BOJISTIOITIX
KJaccupuupyer CHCTEMaTU3UPOBaTh OOJIbIINE Oa3bl
HaAKOTIJICHHBIH MacCHB | IaHHBIX
uHpopMauu u | YMeTh:
dbopmupyer CaMOCTOSITENTFHO KaTaJIOTU3HPOBAThH

CTPYKTYpUPOBAaHHbIE U
HECTPYKTYPUPOBaHHBIE

HAKOIUICHHBIM MAaCCUB JTaHHBIX
Baagern:




0a3bl JAHHBIX.

HaBbIKAMU aHaJIN3a
CTPYKTYPUPOBAHHBIX U
HECTPYKTYPHUPOBAHHBIX 0a3 JaHHBIX

N-OI1K-2.4.
OCHOBBI
HH(}pOpMaAITMOHHOM
0€30MacHOCTH.

3Haer

3Harth:

MIPHUHIIMIIBI ¥ TPaBHJIa
nH(}OpMaAIMOHHOM 0€3011aCHOCTH
Ymern:

IPUMEHSTH MTPaBHUIIA
nH()OPMAIIMOHHON OE30MAaCHOCTH B
poQeCcCHOHATBHOMN eI TETLHOCTH
Baapgers:

HaBBIKAMU KYJIbTYPHI
nH()OpPMAIIMOHHON OE30MaCHOCTH U
NpUMEHSIET B HAY4YHOU cepe

OIIK-3. Cnocoben
BBIJICIIATH,
CHCTEeMaTH3HPOBATh U
MHTEPIIPETHPOBATH
COZIepIKaTeNbHO 3HAYNMBbIE
SMIIUPUYECKUE TAHHBIE U3
MOTOKOB MH(pOpMAIHH, a
TaK)Ke CMBICIIOBEIC
KOHCTPYKIIUH B
OPHUTHHAIBHBIX TEKCTaX U
MCTOYHHKAX IO MTPOQHITIO
JESTEeIbHOCTH

H-OIIK-3.2. Brigensier
CMBICTIOBBIE KOHCTPYKIIUU
B MIEPBUYHBIX UCTOYHHKAX
1 OPUTHHAIBHBIX TEKCTAaX
C HCIOJIL30BaHUEM
OCHOBHOTO Habopa
MPUKIIAHBIX METO/IOB.

3HATH:

AJITOPUTM CTPYKTYpallu HCTOUYHUKOB U

OpI/IFI/IHaJ'II)HI)IX TCKCTOB
YMeTh:

BBIACIIATH CMBICJIOBBIC KOHCTPYKIIUHA JIJISA

[IOHUMAaHUs BCETO TEKCTA
Baanern:

HaBbIKaMH HCIIOJIb30BaHHA ITPUKIIAIHBIX

MCTOAO0B IJId aHaJIn3a KOHTCHTa
IICPBUYHBIX HCTOYHUKOB U
OpUIrMHAJIbHBIX TCKCTOB

4. O0beM, CTPYKTYPA U COAepPKaHNe U CUMILTUHBI
OO01mmast TpyTI0eMKOCTh JTUCITUTUIMHBI COCTABIISIET 2 3aYSTHBIX SMHMUII, /2 aKaJ. Jaca.

Ne
n/n

Tembl (pa3aeJibl)
AUCHHILIMHBI,
HX COo/lep:KaHue

Buabl yueOHbIX 3aHATHH,
BKJIIOYasi CAMOCTOSATEJIbHYIO
paboTy CTY1eHTOB,

H UX TPYA0EMKOCTh
(B akaieMH4eCcKNX 4acax)

®opMbl TEKYLIET0
KOHTPOJIA
ycneBaeMocTH

®opma
NMPOMEKYTOYHOM
arrecTaluu
(no cemecmpam)

Cemectp

KonrTakTHas padora

JICKITHH
MPAKTUYCCKHE
nabopaTopHbIe

KOHCYJIbTAI[H
aTTeCTal[MOHHbBIC
HCIIBITaHUS
CaMOCTOSTEIbHAS
pabora




Pa3zgen 1

IIpaBoBBI€e H

OpraHu3alnMoOHHbIE
OCHOBBI
odecrevyeHust
UHGpOpPMaLHOHHOM
0e301aCHOCTH B
Poccuiickoi
Denepanuu
Tema 1.1 |[IpaBoBBIC OCHOBBI Tecr,
obecrnieueHus JIOTIOJTHUTEITLHOE
UH(POPMAITIOHHON 3aJlaHue
0e301acHOCTH
Tema 1.2 |3ammra Tecr,
MIePCOHAIILHBIX JIOTIOJIHUTEIILHOC
JIAHHBIX 3aJIaHne
Tema 1.3 |Opranu3zaiuoHHbIe Tecr,
OCHOBBI 0O€CTICUeHUS JIOTIOJTHUTEIILHOE
uH()OPMAIIMOHHON 3aJlaHue
0e30MmacHOCTH
6 mom yucie ¢ 30 u Buneoneknuuy,
/[OT TEKCTOBEIC
MaTepuabl
yueOHOro nocoous,
MPE3CHTAINH, TECT B
OVK B
DemidOnline
Pa3znen 2 |Apxurtekrypa
KOMIbIOTEpPa
Tema 2.1 |Apxurekrypa Tecr,
KOMIIBIOTEPA JIOTIOJTHUTEITLHOE
3aJIaHHe
6 mom quciae ¢ 20 u Buneonekuuu,
J[OT TEKCTOBBIE
MaTepraIbl
yueOHOro mocoous,
MIPE3CHTAINH, TECT B
OVK B
DemidOnline
Pa3znen 3 |OcHoBbBI Tecr,
HH(pOpMALHOHHOMI JIOIIOJTHUTEIbHOE
0e301aCHOCTH B 3a71aHue
OnepanuoOHHBIX
cHCTeMAax
Tema 3.1 |BBenenue B Tecr,
UHPOPMAIMOHHYIO JIOTIOJTHUTEIILHOE
0e30MacHOCTh 3aJIaHHe
OTIepAIIMOHHBIX

CHCTEM




Tema 3.2 |Mudopmanmonnas 3 |Tecr,
0e30macHOCTh JIOTIOJTHUTEILHOE
OTIePAITMOHHBIX 3a/1aHue
CHUCTEM CEMEHUCTBA
Windows

Tema 3.3 |HMudopmarmonHast 3 |Tecr,
0e30MmacHOCTh JTIOTIOJTHUTEITLHOE
OII€pallMOHHBIX 3aJaHueC
CHUCTEM CeMeHCTBa
Linux
6 mom quciae ¢ 20 u 9 |Bugeonekuuy,
/[OT TEKCTOBEIC

MaTepuabl
y4eOHOT0 1mocoous,
MPE3CHTAIINH, TECT B
OVK B
DemidOnline

Pasnen 4 |OcHOBBI 9
HHG(poOpMALHOHHOM
0e301acHOCTH B
JIOKAJIbHBIX
BBIYHMCJIHTEIbHBIX
ceTAx

Tema 4.1 |BBenenue B 4 |Tecr,
APXUTEKTYPY JTIOTIOJTHUTEITILHOE
JIOKaJIbHBIX 3a/1aHue
BBIYHMCIIATEIbHBIX
cerei

Tema 4.2 |CeteBble yrpo3sl 1 4 |Tecr,

METO/IbI JIOTIOJTHUTEIILHOC

MPOTUBOJICUCTBUSA UM 3aJlaHHE

Tema 4.3 |MexceTeBble SKpaHbl 3 |Tecr,

JIOTIOJIHUTEIILHOC
3a/1aHue

6 mom yucae ¢ 30 u 11 |Buneonexmuu,

J[OT TEKCTOBBIC
MaTepuabl
y4eOHOTr0 1mocoous,
Mpe3eHTAINH, TECT B
OVK B
DemidOnline

Pa3znen 5 |Kpunrtorpadpuueckn 3
€ MeTO/IbI 3aIUThI
uHpopmanuu

Tema 5.1 |BBenecnue B 3 |Tecr,
KpunTorpaduueckue JIOTIOTHUTEIILHOE
METO/IbI 3aIIUTHI 3aJIaHHe

uH(popMalun




6 mom yuciae ¢ 50 u 2 1 3  |Bupeonekiuu,

/[OT TEKCTOBEIC
MaTepHaIbl
y4eOHOT0 1mocoous,
MPE3CHTAIMH, TECT B

DYK B
DemidOnline
2 0,3 | 10,7 |3auer
Bcero 16 | 16 2 | 0,3 | 37,7 [72 gyaca

CoaepsxaHue pa3/iesioB NPOrpaMMbl AU CHHUILIMHBI
«be3onmacHocTh COBpeMeHHOH HH(POPMAIIMOHHOI cpeae»

Paznesn 1. IlpaBoBble W OpraHu3allMOHHBbIE OCHOBBI olOecrnedyeHUsi MHPOPMALMOHHOM
O0esonacHoctHu B Poccniickoiit @enepanuu.

Tewma 1.1. [IpaBoBBIE OCHOBBI 0OeCcIeUeHHST HH(OPMAITMOHHONW O€301TaCHOCTH.

OcHoBHBIE TpaBa TpaxkJaH B cgepe o00paboTku U 3amutel uHpopMmauuu. OCHOBHbBIE
NPUHIUIBL TIPAaBOBOTO PETYJIMPOBAaHUS B 00JacTh 0OpaOOTKM W 3almMThl HH(DOpMAIUH.
Nudopmauusa. OcHoBHble cBoiicTBa 0Oe3omacHOCTH HMH(OpPMALUK: KOH(GHUIAESHIHAIbHOCTD,
[IEJIOCTHOCTh, JOCTYHHOCTh. Buapl mHpoOpManmuu Mo MOPSAKY OOCTyNa MU PacIpOCTPAHEHHUS.
Orpanuuenue jgoctyna K uHpopmanuu. Bunel TtaitH.  OOnagarens  uHpOpManuu.
WNudopmannonnsie TexHonoruu. HMHpopmannonneie cuctembl. Onepatop HHPOPMAIMOHHON
cucreMbl. 3ammra uHGopmauuu. OOBEKTHl 3alIUTHL. Buabl OTBETCTBEHHOCTH B  cdepe
00pabOTKH ¥ 3aIUTH HH()OPMAIIHH.

Tema 1.2. 3amuTa nepcoHaTbHBIX TAHHBIX.

[lepconanbHble JTaHHBIE W TIPUHIUIIBI WX 00paOOTKM. BuUIbI TMepCOHAIBHBIX JTAHHBIX:
creluanbHble, OWOMETpUYEecKHe U OOIIeNOCTYMHBIE. YCJIOBHS OOpaOOTKH TEpCOHAIBHBIX
nanubix. Cormacue Ha 00paOOTKYy TIEPCOHANBHBIX JaHHBIX. TpaHCrpaHWuYHas Tepenaya
MEPCOHANBHBIX JaHHBIX. [IpaBa CyOBEKTOB MEPCOHANBHBIX AaHHBIX. Oneparop MepCOHATBHBIX
JAHHBIX U €ro o0s3aHHOCTH. Mepbl oOecreueHuss O€30MaCHOCTH TEPCOHAIBHBIX JIAHHBIX.
KouTponb u Hai30p 3a BBHIMOTHEHHEM Mep Mo 00ecredeHuI0 06e30MacHOCTH. Y TOJIHOMOYEHHBIN
OpraH 1o 3alUTe MpaB CyObEKTOB MEPCOHATBHBIX JTAHHBIX.

Tema 1.3. Opranu3zanoHHbIE OCHOBBI 0OecIieueHus! UH(HOpMaIIMOHHON 0€301MacHOCTH.

Kakwue Borpockl craBut nHpopmanronHas 6e3onacHocts? [locnenoBareabHOCTh JEHCTBHIA 1O
3amuTe MHpopManuu. BoisBneHue u aHanu3 MHAOPMALMOHHBIX AaKTHBOB. PopMupoBaHHE
TpeboBanuii mo 3ammre uHGopmamuu. [loaXoAbl K MOIEIUPOBAHHUIO HAPYIIUTEIEH M yrpo3s
nHpopManmoHHOW Oe30macHOCTH. BBIOOp CpeacTB W METOAOB  3alMTHl  HHGOpPMAIIHH.
Brenpenne cuctemsl 31U Th HHPOpMAIHH. JKCILTyaTalis CUCTEMBI 3aIUTH HHPOPMAaIIHH.

Paznen 2. ApxutekTypa KoMNbIOTEpa.
Tema 2.1. BBefieHue B apXuTeKTypy KOMIIbIOTEpA.
[Tponieccoprl. OcHOBHast (K3II M OmepaTHBHAsg) MaMsATh. BcrnomorarenbHas NaMATh.

VYerpolicTBa BBO/Ia-BbIBOJIA (IIMHBI, MOHUTOPHI, KJIABUATYPhl U MBILIH, BEO-KaMephbl, IPUHTEPHI).
[TepcoHanbHbIe KOMIBIOTEPHI 1 MOOUIIBHBIE YCTPOMCTBA.



Pa3nen 3. OcHoBBI HHGOPMALIMOHHON 0€30MACHOCTH B ONEPAIHOHHBIX CHCTEMAX.
Tema 3.1. Beenenue B uHGpOpMAIMOHHYIO O€30TTACHOCTh OMEPAIIMOHHBIX CHCTEM.

OO0umii croco®6 xpaHeHus u o0paboTku uHPopManuu B Kommblotepe. IlonsTus
onepanoHHOW u QainoBoii cucteM. CyOBeKTH, OOBEKTBI, METOIBl W TIpaBa JJOCTYIIA,
OpUBMJIETUH  CcyOBeKTa Joctyma. JIMCKpelMOHHOE YIpaBieHHE JOCTYIIOM, MAaHAaTHOE
yIpaBJieHue 10cTynoM. MaenTudukarus, ayTeHTHPHUKALUS 1 aBTOpU3alusi. AyTeHTH(UKAIHUIHA
OCHOBE TapoJIcii, HAa OCHOBE BHEIIHUX HOCHUTENIEH KIItoua, OMOMETprUIecKas ayTeHTU()UKALuSI.

Tema 3.2. MudopmannonHas 0€30MaCHOCTh OINEPAIMOHHBIX cHCTeM cemerictBa Windows.

YrpaBieHrue JOCTYIIOM B OINEPAMOHHBIX cucTemax cemeiictBa Windows. MnenTudukanus,
ayTeHTU(UKAlKs U aBTOPU3ALMA B OMEpPAlMOHHBIX cucTemax cemeiictBa Windows. Peanuzanus
ayJuTa B ONEPAIIMOHHBIX cHCTeMax cemeiicTBa Windows.

Tema 3.3. MudopmannonHas O0e30IaCHOCTh OINEPALMOHHBIX CHCTEM cemeictBa Linux.

VYrpasiieHre JOCTYIIOM B OIEPAIlMOHHBIX cucTeMax cemerictBa Linux. Mnentudukanms,
ayTeHTU(UKAKMS W aBTOPU3ANMS B ONEPAIMOHHBIX CHUCTeMax cemeiicTBa Linux. Peamusamms

ayJiyuTa B OIICPAlITMOHHBIX CUCTEMAX ceMmelicTaa Linux.

Paznen 4. OcHoBbl HHGOPMALMOHHOM 0€30MACHOCTH B JIOKAJBHBIX BbIYMCINTEIbHBIX
ceTfx.

Tema 4.1. BBeneHue B apXUTEKTypy JIOKaJIbHbIX BBIYUCIUTEIbHBIX CETEH.

JlokanbHble BBIUMCAUTEAbHBIE ceTH. Mogens [ISO/OSI. Apxurektypa ¥ OCHOBHBIC
MIPOTOKOJIBI JJOKATbHBIX BHIYUCIUTENBHBIX CETEH.

Tema 4.2. CeteBble yrpo3bl U METO/IbI TPOTUBOACHCTBUS UM.

Knaccudukanum ceTeBbIX yrpo3, ysa3BUMoOcTed u aTak. CeTeBble aTaku Ha Pa3TUYHBIX
ypoBusax wmozenn ISO/OSI. Knaccubukanuss BpeTOHOCHOTO MPOTPAMMHOTO OOECIIeUYCHUS.
[Tpu3Haky NpUCYTCTBUS BPEAOHOCHOTO IPOrpaMMHOT0 obecredeHus. MeTo bl 0OHapYKEeHHUSL.

Tema 4.3. MexceTeBble YKpaHBbI.

MexcereBble 3kpanbl (M3). Mecto u pons MD B obecriedeHHM CeTEBOW O€30MACHOCTH.
Knaccudpukanus MD. OcHoBHbIe BO3MOXHOcTH MD. JlocTromHCTBa M HemocTaTku MDO.
[TocTpoenue npaBuil GUIbTPAIIH.

Pa3nen 5. Kpunrorpaguueckue MeToabl 3alIUThI HHGOPMAIIHH.
Tema 5.1. Bregenue B kpuntorpaduyeckue METOAbI 3aIUTH HHPOPMAIIHH.

Hcropuyeckuii ouepk pa3BuTtusd Kpunrorpapuu. CuMMeTpuyHas U acCUMMETpHYHAs
kpunTorpadusi. BBMHCTUTENBHO CIIOKHBIE 3aaadu  MareMatukd. Kpunrocuctema RSA.
[Tonsitue xpunrtorpaguyeckoro mnporokona. CBoicTBa MPOTOKOJIOB, XapaKTEePU3YIOIIHE UX
6e3omacHOCTb. CxeMbl IU(PPOBOH MOAMUCH.

5. O0pa3oBaTe/ibHbIE TEXHOJIOTHH, B TOM YHCJI€ TEXHOJIOTHH 3J1eKTPOHHOI0 00y4eHUs U



AUCTAHIHMOHHBIE 00pa30BaTe/IbHbIC TEXHOJOIHH, HCI0JIb3yeMble IIPH OCYLIeCTBJICHHH
00pa3oBaTeILHOIO NMpoLecca Mo IUCIUIIIHHE

B nponecce 06ydeHns UCONB3YIOTCS CIeyIoIue 00pa3oBaTeIbHbIe TEXHOIOTUU

BBoaHas JeKuMsi — JaeT IEpBOE LEJIOCTHOE MPEJICTaBIE€HUE O AUCLHUIUIMHE U
OPUEHTUPYET CTYJIEHTa B CHUCTEME M3y4Y€HUs NAaHHOW AMCUUILIMHBL. CTYyAEHTHI 3HAKOMSTCS C
Ha3HauYEHUEM U 3aJlauaMu Kypca, €ro poJibl0 U MECTOM B CHUCTEME Y4YeOHbIX IUCLUIUIMH U B
CHUCTeME TOATOTOBKM B 1enoM. JlaeTcst kpaTkuii 0030p Kypca, UCTOPHS Pa3BUTUS HAYKU WU
IPAaKTUKH, JOCTHKEHMs B 3TOH cdepe, UMEHa M3BECTHBIX YUYEHbIX, U3J1aratoTcs MepCleKTUBHBIE
HampasjeHuss ucciaenoBaHud. Ha  3TOM  JeKIMM  BBICKA3bIBAKOTCA  METOAMYECKUE U
OpraHu3alMOHHbIE 0COOEHHOCTH pabOThl B PAMKAX JaHHOW JUCLUIUIMHBL,  TAKXKE JAeTCs aHAIU3
pPEKOMEH1yeMOl y4eOHO-MEeTOINYECKOM TUTepaTyphI.

AxkaneMuyeckasi JieKIUsi (JIEKIMs OOLIEro Kypca) — IOCIENOBAaTEIbHOE  M3JI0KEHUE
MaTepHala, OCyLIeCTBIsIEMOe IPEUMYIIIECTBEHHO B BUJE MOHOJIOra npenozasarens. TpeGoBanus
KaKaJeMHYECKON JICKIIUH: COBPEMEHHBIM HAay4HBIH ypOBEeHb, HH(POPMATUBHOCTh, YOeAUTEIbHAS
apryMeHTanus, AOCTYIHAs U MOHATHAs pedb, YeTKas CTPYKTypa U JIOTMKA, HAJIM4Ue IPUMEPOB,
obocHoBanui, (paktoB. ComeprkaHue JEKIUH JODKHO OXBAaTHIBAaTh JHOO TEMY B LIEIOM, JHOO ee
JIOTMYECKH 3aBEpIIEHHYIO0 yacTb. [lociiegoBaTebHOCTh H3JI0KEHMs JIEKLIMOHHOTO Marepuasa
JIOJKHA 110 BO3MOXKHOCTH YYMTHIBaTh €r0 BOCTPEOOBAHHOCTh B NApaUIEIbHO BBIINOJHAEMBIX
3afaHuax. OJHOBPEMEHHO Ul JIY4IIEro BOCHPHUATHUS JIEKLMOHHOI'O MaTepuaya HCIOJIb3yeTcs
BU3YyalbHBI MaTepuajd B BHJIE Ipe3eHTalil. DTO IMO3BOJSET OJHOBPEMEHHO 3aJ€iCTBOBATH
HECKOJIbKO KAaHAJOB BOCHPUATHS M 3a CUET IOCTOSHHOIO IEPEKJIIOYEHHs KaHaJOB, JIOCTHYb
OoJbIIeH KOHIEHTpauu BHUMaHHUs. CTPYKTYpPHOE M3JI0KEHHE JIEKIUHU JODKHO CIIOCOOCTBOBAThH
HOSBJICHUIO U TMOCTOSHHOMY HOJICP)KaHUIO0 MHTEpeca K M3y4aeMOW TeMme, 4TO JTOCTUIaeTcs 3a
CYET IPUBEIEHUS JOCTATOYHOIO KOJIMUYECTBA MPUMEPOB U3 NPAKTUKYU, KaK MOJOKUTEIbHbIX, TaK
U OoTpULATeNbHbIX. /[II1 KOHTpOJS TMOHMMAHUS MaTepuaja M HCHOJIb3YEMBIX METO/I0B
HE00X0/IMMO B Hpoliecce JIEKIUHU MOAICPKHUBATh OOPATHYIO CBSA3b C ayAUTOpPUEH, TOCTPOECHHYIO
pa3MYHBIMU CHIOCO0aMHM, KaK B BapHaHTE MPHUBEICHHUS COOCTBEHHBIX MPUMEPOB CIIYIIATEISIMH,
YTO MO3BOJSET OTCIEAUTh YPOBEHb NOHUMAaHMs OTAEIbHBIX TEOPETUYECKUX BOIPOCOB, TaK U B
BapHaHTE BOIPOC-OTBETHOI'O X0/1a IO OCHOBHBIM (Ba’KHBIM) CTPYKTYpPHBIM OJIOKaM TEMBI.

HNuTepakTuBHas JeknMsa (Jekuus B AuaioroBoil ¢opme, B (opmaTe MpoOIEMHBIX
BOIIPOCOB UM TIOUCKA OTBETOB HA HUX HAa OCHOBE U3YYEHHOI'O ¥ M3Y4a€MOI0 B HACTOSIIIMM MOMEHT
MaTepuana).

Jlekuus-0ecena mpennonaraeT AMAjIoOr CO CIYLIATENSMH, TO €CTh HENOCPEACTBEHHBIN
KOHTaKT ¢ aynutopuei. [lonobuslit popmar ymecteH ais BoIpaOOTKH 0a30BBIX MOHATHH Kypca, a
TaKkKe OOCYXKJEHHUS KOHKPETHBIX COLHUAIbHBIX U MOJUTHYECKHX CUTYalUil, KOTOphIE
WUTIOCTPUPYIOT paccMaTpUBaeMble TEOPETHUECKHE IMOJIOKEeHUs. B Xxonme nekuuil moryr
IPUMEHATHCS MHTEPaKTHBHBIE METOJbl OOY4YEeHHs, B YAaCTHOCTH paboTa B Mapax MM MabIX
rpynnax. Hampumep, cTyaeHTaM MOXHO JaTh 3ajaHue, paboTas B mapax, NpUAyMaTh MpUMeEpb
TOTO WM MHOTO COLMAIBbHO-TIOJUTHYECKOIO sIBJIEHUS Wi mpouecca. CTyneHTaM INpeanaraercs
clenaTh 3TO CaMOCTOSITENIbHO, HAlMCaB HECKOJIbKO BO3MOXKHBIX BAPUAHTOB OTBETAa. 3aTeM —
0oO0CYIMTh JTaHHBIM BOMPOC B Mapax M BeIpaboTaTh OOLIMH crivcok. Pe3ynbTaThl 03By4HMBaroOTCH,
CTYJEHTHI AOMOJIHAIOT OTBETHI APYT APYyTa.

IIpobdieMHas JieknMsi — MW3JIOXKEHHE MaTepuana, IPEANoJaraillee MOCTaHOBKY
NpOoOJEeMHBIX M JUCKYCCHOHHBIX BOIPOCOB, OCBEIEHHE pPA3JIMYHbIX HAYYHBIX IOIXOJIOB,
AaBTOPCKHE KOMMEHTAapUH, CBSI3aHHBIE C Pa3IMYHBIMU MOJENISIMH WHTEPIPETAllMM H3Y4aeMOTo
marepuaina. [IpoOiaeMHas JeKIus HaUWHAETCS C BOIIPOCOB, C TIOCTAHOBKU MPOOJIEMBI, KOTOPYIO B
X0Jle M3JI0XKEHUS Marepuana HeoOXOIuMO pemuTh. B jeknum coderaroTcs npoOsieMHbIE U
uHpOopMalMOHHbIe Havana. Ilpu 3ToM mpolecc Mo3HaHHWS CTYIACHTOB B COTPYIHHYECTBE U
JUasiore C IpernojaBaTesieM NPUOINKAaeTcss K MOUCKOBOM, MCCIIEIOBATEIbCKON JEATENbHOCTH.
Conepxanre mTpoOJIEMBbl pacKpbIBaeTCs IMyTeM OpraHu3allud IOMCKAa €€ peleHHs WU
CYMMMPOBAHHUS U aHAIN3a TPAJUIIMOHHBIX U COBPEMEHHBIX TOUEK 3PEHHUS.

BuaeoJsiekuust — THIT JIEKIIUHM, Y4€OHOTO MEPONPUATHSL, PeIHa3HAYeHHOT0 JUIs Iepeladyn



o0ydJaronMcs TEeMaTHYECKOTO COACp)KaHUs C Ieldblo  (HOPMUPOBAHHMS 3HAHWH  JTHUOO
NPEJICTAaBICHUA W HWCHONB3YIONIETO IS OTOW [eIM BHAEOMATepuan, Kak IIPaBHIIO,
TPAHCIUPYIOUIUIICS HAa SKpaH, MOHUTOPBI KOMIIBIOTEPOB JTMO0 MHTEPAKTUBHYIO I0CKY.

IIpakTuyeckoe 3aHsITHE — 3aHITHE, IOCBAIICHHOE OCBOCHUIO KOHKPETHBIX YMEHUH U
HABBIKOB M 3aKPETUICHUIO TIOTYYCHHBIX HA JICKIIUU 3HAHUH.

Tect - mpocteitmieit (HopmMoil KOHTPOJISA, HANMPABICHHONW Ha TPOBEPKY BIIAJICHHS
KOHKPETHBIMU 3HAHUSIMU M COCTOUT M3 HEOOJBIIOr0 KOJIMYECTBA SJIEMEHTAPHBIX 3ajad;
MPeIOCTaBIIsIET COOO0M BO3MOXKHOCTH BEIOOPA U3 MEPEUHS OTBETOB;

JlonoiHUTeILHOE 3ajaHue - (opma opraHuzanud Y4eOHOW JIEATEITHHOCTH,
OpPUEHTHPOBAHHAS HA YCTpPaHEHUE HEIOCTATKOB B 3HAHUSAX [0 KOHKPETHOMY HAIPABJICHUIO,
JUCIUIUIMHE, TeMaTUKe OTAENbHOM TpYIIbl y4amuxcs, Jnbo, Hao00pOT YriyOJIeHHOMY
W3YYCHUIO ONPEEICHHON MpeAMETHONH 00JIacTH, OTBEYAIONIICH MOTPEeOHOCTSAM, MHTEpecam
TPYIIbI yYaIIUXCA.

DJeKTpOHHBINH y4eOHBIN Kypc «be30omacHoCTh B COBpeMEHHOW MH()OPMAIIMOHHON cpeie» Ha
wiatdopme onnaitH-o0yuenuss DemidOnline, B koTopoM:

— MpeACTaBJIE€HbI BUJICO-JIEKIUI IO BCEM TEMaM JUCLUHUILIMHBI U IPE3EHTALUU K HUM;

— MpeACTaBJIECHBI TEKCTHI JICKIUI 110 BCEM TEMaM JUCLUHUILIUHBI;

— IPEICTaBIJICHBI IPaBUJIa IPOXOXKACHUS IPOMEKYTOUHON aTTECTALUU 110 IUCHUIUINHE;

— TPEICTaBICHbl TECThl MO TeMaM JUCHMIUIMHBI Ui CaMOCTOSITENTbHOM  paboThI
00ydJaromuxcs;

— mocpeactBoM  (opymMa  OCYHIECTBISETCS CHHXPOHHO€ H  (MJIM) ACHHXPOHHOE
B3aMMOJICMCTBHE MeEXAy OOy4yaloUIMMHCS U IPENoAaBaTeIeM B paMKax H3yYeHUs
JUCLHUIIIIUHBI.

6. [lepeueHb JIMIEH3MOHHOTO M (WJIH) CBOOOJHO PACHPOCTPAHAEMOr0 MPOrpaMMHOIO
olecreyeHus:, HCNOJIb3YyeMOI0 IIPH OCYIIECTBJICHHH 00Pa30BaTEJIbLHOI0 IPOLEcca M0 JUCIHILINHE

B npouiecce ocymiectBiaeHuss 00pa3zoBaTeIbHOrO NMpoliecca Mo JUCIUIUINHE UCTIOIb3YIOTCS:

uis  (GOPMHUPOBaHMS MaTepUAIOB JUI  TEKYLIEro KOHTPOJS YCIIEBa€MOCTH M IMPOBEACHHUS
MIPOMEXYTOUHOM aTTecTauu, Juist POpMUPOBAHUS METOAMUECKUX MAaTEPUAJIOB MO TUCIUILINHE!

- mporpammsl Microsoft Office;

- m3gareabckas cuctema LaTex;

- Adobe Acrobat Reader.

7. IlepeueHb coBpeMeHHBIX NMPO(ecCHOHAIBHBIX 0623 TaHHBIX U MH(POPMAIMOHHBIX CHPABOYHBIX
CHCTEM, HCIOJb3yeMbIX NPH OCYIIECTBJIEHUH 00Pa30BaTEIbHOI0 Mpolecca MO TUCHUILUIHHE (NMpH
HE00X0AMMOCTH)

B nporiecce ocymiecTBiieHust 00pa30BaTeIbHOTO MPOIecca Mo AUCIUILTHHE HCIOTb3YIOTCS:

- ABTOMaTH3UPOBaHHAS 616IMOTeYHO-MH(POPMALIMOHHAS cucreMa «BYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnekTpoHHO-OnOMMoTeuHas cucrema «tOpait» https://urait.ru/

- DnekTpoHHO-0nbaHoTeuHas cuctema «Koncynsrant Ctynaenrtay https://www.studentlibrary.ru/

- DnekTpoHHO-OMOMMoTeuHas cucrema «Jlanpy_http://e.lanbook.com/

8. IlepeyeHb OCHOBHOI M /IONMOJHUTEIbHONH Y4eOHOW JHMTepaTypbl, pecypcoB MHGOPMALMOHHO-
TeJICeKOMMYHUKAIMOHHON ceTH «UHTEepHeT» (NMPH HE00XOAMMOCTH), PEKOMEHAYEMBIX /IJIsl OCBOCHMHA
AHCUHMILIMHBI

a) OCHOBHAs JIUTepaTypa
1.  besomacHocTh B coBpeMeHHOW HH(popmannoHHOM cpene. Yacty 1: yuebnoe mocobue. B.H.
Kus3zes, J[.M. Mypun; Spoca. roc. yu-T um. [LI". [lemunona. - Spocnasns: MHANUIO, 2021. — 158 c. — URL:
https://e.lanbook.com/book/75150
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https://urait.ru/
https://www.studentlibrary.ru/
http://e.lanbook.com/
https://e.lanbook.com/book/75150

2.  Comnonesuy, A. B. Komnbiorepusie cetn : yueOnuk / A. B. CononeBnu. — Munck : PUITO, 2021.
— 208 c. — URL: https://e.lanbook.com/book/194950

0) 10NOJTHUTEJIbHAS JINTEPATypa

1.  Koucrurynus Poccuiickoit deneparnuu: [mpuHATa BCEHApPOJHBIM TojiocoBaHueM 12.12.1993 c
M3MEHEHHSIMHU, 0JI00PEHHBIMHU B X0j1¢ obmiepoccuiickoro rosocoBanust 01.07.2020]. — JlocTyn U3 cripaBOYHO-
paBoBoii cucteMsl «KoucyspranTiuioc». — Tekcr: anexkrponnsiid. — URL: https://www.consultant.ru/

2. YronoBHbIi kKonekc Poccuiickoit @enepanun: Denepanbubiii 3akoH oT 13.06.1996

Ne63-03: [mpunst 'ocymapcrBennoit Jlymoii 24.05.1996]: (¢ u3MeHEHHSIMH M JOMOJHCHHSIMHU). —
JloCTyn U3 CpaBOYHO-TIPABOBOI CHUCTEMBI

«Koucynprantumoc». — Tekcr: anekrponnsiii. — URL: https://www.consultant.ru/

3. Kogekc Poccuiickoit @enepanun 00 aIMUHHCTPATUBHBIX NpaBOHApyHIeHUsAX: DenepanbHBbIii
3akoH oT 30.12.2001 Nel95-®3: [mpumst I'ocymapcrBennoii Jlymoii 20.12.2001]: (¢ u3MCHEHHSAMH W
JOTOJHEHUsAMH ). — JloCTyI U3 cipaBOYHO- MPAaBOBOU cucTeMbl «KOHCYIBTAHTILIIOCY. — [ €KCT: 3JI€KTPOHHBIM.
— URL: https://www.consultant.ru/

4.  Tpynosoii kogekc Poccuiickoii @enepanun: ®enepanbubiii 3akon ot 30.12.2001

Nel197-@3: [mpunsat T'ocymapcreennoit Jymoi 21.12.2001]: (¢ ¥M3MEHEHHUSAMH M JONOJTHECHHSIMH). —
JlocTyn U3 CripaBOYHO-TIPABOBOI CHCTEMBI

«KoncynpranTiuioc». — Teker: anekrponnsiid. — URL: https://www.consultant.ru/

5.  ®enepanpHblii 3axkoH oT 27.07.2006 Nel49-®3 «OO0 wuHpopmauuy, HUHGPOPMALUOHHBIX
TEXHOJIOTUAX U O 3amuTe nHpopmarmm»: [npunar [ocymapcrBennoi Jymoii 08.07.2006]: (¢ u3MeHEHUAMH U
JOTIONTHEHUAMH ). — JloCTyI U3 cripaBOYHO- MPaBOBOM cuCTEeMbI «KOHCYIBTAHTILIIOCY). — [ €KCT: AIEKTPOHHBIN.
— URL: https://www.consultant.ru/

6.  @enepanbubiii 3akoH 0T 27.07.2006 Nel52-®@3 «O mnepcOHaNbHBIX JAHHBIX»: [IPUHSAT

TocymapctBennoii Jymoii 08.07.2006]: (c u3MeHEHUSAMH M JOMOJNHEHHUAMH). — JIOCTYm W3 CIpaBOYHO-
npaBoBoii cuctembl «KoHCyIbTaHTILIIOC). — TekcT: anekrponnsiii. — URL: https://www.consultant.ru/
7. Tlonmoxenue o0 TmOpsAKe OOpamieHuss CO  CIYyXeOHOH wuH(oOpManueir OrpaHUYCHHOTO

pacrnpocTpaHeHusl B (eiepabHbIX OPraHax HCIOJHUTEJIbHON BIACTH, YIOJHOMOYEHHOM OPraHe YIpaBJCHMUS
UCIOJIb30BAHUEM AaTOMHOM DJHEPrud U YINOJIHOMOYEHHOM OpraHe I0 KOCMHUYECKOW JeATEIbHOCTU»:
[yrBepxkneno IlocranoBnenmem IlpaButensctBa Poccmiickoit ®enepammm ot 03.11.1994 Nel233]: (c
M3MEHEHMSIMU U JIOMOJHEHUsIMH). — JlocTymn M3 CHpaBOYHO-IIPABOBON CHCTEMBbI

«Koncynprantmmocy. —TekcT: anekrponnsiit. — URL: https://www.consultant.ru/

8.  TpeboBaHM K 3allUTE MEPCOHAIBHBIX AAHHBIX IPU UX 00pabOTKe B MH(OPMAIIMOHHBIX CHCTEMAX
NEepPCOHANBHBIX JaHHbIX: [yTBepkaeHbl IlocranoBnenuem IlpaButensctBa Poccuiickoit @Penepauuu OT
01.11.2012 Nel119].

— Hoctym n3 cpaBo4HO-1IpaBoBOil cucteMbl «Koncynprantnlimrocy. —TeKkeT: 37eKTpOHHBIN. —
URL: https://www.consultant.ru/

9.  IlepedeHp mep, HaNpaBIECHHBIX HA O00OECIIEYEHUE BBHIIOJHEHUS 00sS3aHHOCTEH, MPEIYCMOTPEHHBIX
®enepanbHbIM 3aKOHOM «O MEpCOHATIBHBIX JAHHBIX» U MPUHATHIMH B COOTBETCTBHM C HUM HOPMATHBHBIMHU
MIPaBOBBIMU aKTaMM, OIl€paTOpamMH, SIBJSIOUIMMUCS TOCYIapCTBEHHBIMU MM MYHHIMIAIbHBIMU OpIraHaMU:
[yrBepxknen IlocranoBienuem IlpaBurensctBa Poccuiickoit @enepaumu ot 21.03.2012 Ne211]: (c
M3MEHEHUSAMHU U JonojHeHusMU). — JlocTyn u3 crpaBouHO- npaBoBoil cuctemsbl «KoncynpranTnllmocy. —
Tekcr: anexkrponnsii. — URL: https://www.consultant.ru/

10. Tlomoxenme 00 OCOOCHHOCTSX OOPAaOOTKH IEPCOHAIBHBIX JIAHHBIX, OCYIIECTBISIEMON 0e3
UCIIOJIb30BAaHUsl CpPEACTB aBTOMaru3auuu: [yrBepxkaeHo Ilocranosnenuem IlpaBurensctBa Poccuiickoii
®enepanum ot 15.09.2008 Ne687]. — JlocTyn u3 cripaBOYHO-PaBoBoi cucteMbl «KoHcymbranTnllmrocy. —
Tekcr: anexrponnsiii. — URL: https://www.consultant.ru/

11. TpeOGoBaHuss K MaTepUAIbHBIM HOCUTEISIM OHOMETPUUYECKHUX [EPCOHATIBHBIX JaHHBIX U
TEXHOJIOTUSIM XPAaHEHUs TaKUX JaHHBIX BHE WH(MOPMAIIMOHHBIX CHCTEM MEPCOHAIBHBIX JTAHHBIX: [YTBEPKIECHO
[TocranoBnennem IlpaBurensctBa Poccmiickoit ®Denepammm ot 06.07.2008 Ne512]: (¢ W3MEHEHUsSAMH W
JOTIOJTHEHUSMH ).

— Hoctym n3 cnpaBo4HO-TIpaBoBOil cucteMbl «Koncynprantnlirocy. —TeKkeT: 37eKTpOHHBIN. —
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12. Meronuyeckue pEeKOMEHIAMU MO YBEJOMJICHUIO YIOJHOMOYEHHOIO OpraHa O Hayale
00pabOTKM TEpPCOHAIBHBIX MaHHBIX M O BHECEHWH W3MEHEHHH B paHee TIpEACTaBICHHBIC CBEICHUS:
[yrBepknensl npukazoM Pockomuanzopa ot 30.05.2017

Ne94]: (c wu3MeHeHussMM U JONONHEHHUAMH). — JlocTynm U3 CIPaBOYHO-NIPABOBOM CHCTEMBI
«Koncynprantallimroc». —Tekcr: anekrponnsiii. — URL: https://www.consultant.ru/

13. TpebGoBanust U METOJBI MO OOE3JIMYMBAHUIO TEPCOHAIBHBIX TAHHBIX: [YTBEPXKICHBI MPUKA30M
Pockomuamzopa ot 05.09.2013 Ne996]. — [octym u3 cnpaBodHO- 1paBoBoii cucteMbl «Koncymprantnllmocy.
—Texcr: anextponnsiit. — URL: https://www.consultant.ru/

14. CocraB u colepkaHHue OpPraHU3alMOHHBIX U TEXHUYECKHX Mep Mo obecrneueHuio 0e30MacHOCTH
NEPCOHATBHBIX JAaHHBIX TPU HMX OO0pabOTKe B HMH(POPMALMOHHBIX CHCTEMAaX IEPCOHANBHBIX JIaHHBIX:
[yrBepxxnensl mpukazom @CTIK Poccuu ot 18.02.2013 Ne21]: (c u3MEeHEHUSAMH U JOTOTHEHUsAMHU). — JlocTym
U3 copaBo4yHo- npaBoBoi cucrembl «Koncynprantnllmroc». —Teker: anekrponssii. —  URL:
https://www.consultant.ru/

15. bazoBas ™opaens yrpo3 O€30MACHOCTH TEPCOHAIBHBIX JAaHHBIX Tpu HUX 00paboTke B
MH(OPMALIMOHHBIX CUCTEMax IEpPCOHANbHBIX AaHHBIX (Bbimucka): [yTBepxaeHa 3aMecTHTENEM TUPEKTOpa
OCTIK Poccun 15.02.2008]. — ocTyn u3 cripaBouHo- rnpaBoBoii cuctemsl «Koncynprantnllitoc». —Tekcer:
anekTponHsii. — URL: https://www.consultant.ru/

16. Meronuka ompeneneHus akTyalbHBIX yrpo3 O€30MacHOCTH IMEPCOHAIBHBIX JaHHBIX IPH HX
00paboTke B MH(GOPMALMOHHBIX CHCTEMax MEPCOHANBHBIX IAHHBIX: [YTBEpXKIACHA 3aMECTHTENEM AUPEKTOpa
OCTIK Poccun 14.02.2008]. — [octyn u3 cupaBoyHo-npaBoBoil cuctemsl «Koncynprantnllimtoc». —Tekcer:
anekTponHsii. — URL: https://www.consultant.ru/

17. CocraB u copepkaHuEe OPraHW3ALMOHHBIX U TEXHUYECKHX MEp MO 00eCIeYeHUI0 0e301macHOCTH
MEPCOHANBHBIX JIAaHHBIX TpPU HUX 00paboTke B HHPOPMAIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JaHHBIX C
HCTIOJIB30BAHUEM CPEICTB KpUNTOrpadUuecKor 3amuThl HHOOPMAIMH, HEOOXOIUMBIX [UIS BBITOJIHEHHS
ycraHoBieHHbIX [IpaButensctBoM Poccuiickoit @enepary TpeOOBaHMM K 3alIMTE MEPCOHANBHBIX JaHHBIX IS
KaX/I0TO W3 YpOBHEH 3amumieHHOCTH: [yTBepxkaeHbl npukazom ®CB Poccum ot 10.07.2014 Ne378]. —
JlocTynn U3 CIpaBOYHO-TIPABOBON CHUCTEMBI

«Koncynprantnllinrocy. —Tekct: anekrponnsiit. — URL: https://www.consultant.ru/

18. Meronuyeckue peKOMEHIALMU MO0 Pa3paboTKe HOPMATUBHBIX MPABOBBIX AKTOB, OMPEIEISIOLINX
yrpo3bl 0E30MacHOCTH TMEPCOHATBHBIX JAaHHBIX, aKTyaJlbHbIE NpPHU OOpabdOTKE IMEepPCOHATBHBIX JAHHBIX B
MHPOPMALIMOHHBIX  CHUCTEMaxX  MEPCOHATBHBIX  JAHHBIX, OKCIUIyaTUPYEeMBIX TIPU  OCYILECTBIICHUH
COOTBETCTBYIOIINX BUIOB JICATEILHOCTH: [yTBepKaAeHbI pykoBoacTBoM 8 Llentpa ®CB Poccun 31.03.2015

Ne149/7/2/6-432]. —  Hocrtyn u3 CIIPaBOYHO-IIPABOBOM CUCTEMBI

«Koncynprantnllnrocy. —Tekct: anekrponnsiit. — URL: https://www.consultant.ru/

19. TOCT P 51275-2006 3ammra wuHpopmauuu. OObekT uHPopMmaTtuzanuu. DaxkTOpBhl,
BO3JICHCTByOIKME Ha uHPpopManuio. OOmme moyoxeHus. — J[ocTynm W3 CcnpaBOYHO- TPABOBOM CHCTEMBI
«TEX3OKCIHEPT». —Tekcer: anexkrponnsrit. — URL: https://www.consultant.ru/

20. Intel 64 and 1A-32 Architectures Software Developer’s Manual [DaekTpoHHBIH pecypc] —
DIEeKTPOH. TEKCTOBBIE JIaH. —Ilocnenuee OOHOBJIEHHE : 16.11.2020. — URL:
https://software.intel.com/content/www/us/en/develop/articles/intel- sdm.html

B) Pecypcsl cetn «AHTEpHET»
1. Hayunas 6ubmmoreka SApl'Y - http://www.lib.uniyar.ac.ru/content/resource/net_res.php
2 Hayunas snexrponnas oudiunoreka «eLIBRARY .rux - http://elibrary.ru
3. DnexTporHas 6ubnuoreunas cucrtema «FOPAWTY https://biblio-online.ru/
4. Pedeparusnas 6a3a nanubix «Web of Science» - https://webofknowledge.com
5 PedeparuBHas 6a3a gaHHbIX «Scopusy - https://www.scopus.com/

9. MarepunanbHO-TeXHH4YecKasi 0a3a, HeoO0XoaAMMAas JJIsl OCYILIECTBJICHUSI 00pPa30BaTeJbLHOIO
npouecca no AMCHUILINHE
MarepuanpHo-TeXHIUUECKas 6a3a, HEOOXouMast Il OCYIIECTBICHUSI 00pa30BaTEIbHOTO
mpoliecca 1o JUCLUIIMHE BKII0YAeT B CBOM COCTaB CHELMAIbHbIE TOMEICHHUS:


https://www.consultant.ru/
https://www.consultant.ru/
https://www.consultant.ru/
https://www.consultant.ru/
https://www.consultant.ru/
https://www.consultant.ru/
https://www.consultant.ru/
https://www.consultant.ru/
https://software.intel.com/content/www/us/en/develop/articles/intel-sdm.html
https://software.intel.com/content/www/us/en/develop/articles/intel-sdm.html
http://www.lib.uniyar.ac.ru/content/resource/net_res.php
http://elibrary.ru/
https://biblio-online.ru/
https://webofknowledge.com/
https://www.scopus.com/

-y4eOHBIE ayJUTOPUH IJIsl IPOBEACHNUS 3aHATHH JICKITMOHHOTO THIIA;

-y4eOHbIe ayIUTOPHH JUIs IPOBeIEeHH Ta00paTOPHBIX padoT, OCHAILICHHbIE CPEICTBAMU
BBIYHMCIIUTEIIHON TEXHUKH, MOICPKUBAIOLIMMH IIPOrpaMMHOE 0OecrieyeHne, yKa3aHHOE B
IIyHKTE 6;

- y4eOHBIC ayIUTOPHH IS IPOBEACHUS TPYIIIOBBIX M MHAWBUAYALHBIX KOHCYIbTALINH;

- y4eOHBIC ayTUTOPHU ISl TPOBEICHHS TEKYIIETO KOHTPOJIA U MPOMEXKYTOUHOH
aTTeCTaluH;

- TIOMEIIEHUS JUISI CAMOCTOSTEIIbHON PabOTHI;

- TIOMEMICHUS Ul XPaHEHUS M MPO(UIAKTHUECKOro OOCITYKMBAHUS TEXHUYECKUX
CPEICTB O0yUYEeHHUSI.

[TomemieHnst U1l caMOCTOSITENBHOW PabOThl OOYYArONIMXCSl OCHALICHBI KOMIBIOTEPHOU
TEXHUKOM C BO3MOXKHOCTBIO TOJAKIIOYEHUS K ceTH «VHTepHeT» M obOecreueHHeM I0CTymna B
ANIEKTPOHHYIO HH(POPMAIMOHHO-00pa30BaTENBHYIO CPEy OpraHU3aAIHH.

Umucnao mocagouyHbIX MECT B JIGKIMOHHOM ayIUTOpUU OOJbIIe JMOO PaBHO CIHCOYHOMY
COCTaBy IIOTOKa, a B ayAWTOPHUU ISl NPAKTHYECKUX 3aHATUH (CEMHHApOB) — CIMCOYHOMY
COCTaBY IPYIITBI 00 yYAIOIIUXCSI.

ABTOpP(BI):
Kann. ¢pus.-mar. Hayk Mypun 1. M.



Ipuio:xxkenne Nel k padoueii mporpamMme IUCHHUIIAHBI
«be30macHOCTh B COBpeMeHHOH MH(OPMAILUOHHOM cpeae»

DoHJ O1LIEHOYHBIX CPpEeaACTB AJisl MPOBECACHUA TEKYIICI0 KOHTPOJIAA YCIIEBAEMOCTH H l'IpOMe)KyTO'lHOﬁ
aTTeCTAallui CTYACHTOB IO TUCHUILJINHE

1. TunoBble KOHTPOJILHBIE 32/IaHUS U HHbIE MaTepPUAJIbl, HCIIOJIb3YyeMble B Mpollecce TeKYIero
KOHTPOJIfl YCIIeBA€eMOCTH

1. 1. KOHTpOJILHbIe 3alaHUd U UHbIC MaTepHuaJibl, HCIIOJb3YEMBIC B IIPpOLIECCE TeKleIei/i arTrecraumu

KontponbHble 3aHATHA, 3a4eT O00ECHEeUMBAIOT TEKYIIYI0O M HUTOTOBYIO U (depeHIupOBAHHYIO
MH(POPMAILIMIO O CTETIEHH OCBOEHHS TEOPETUYECKHX M METOAMYECKHX 3HAHWN-yMEHUI U mpodeccHOHATbHOM
MIOATOTOBKE KaKJOT'O CTY/IEHTA.

B kauecTBe KpUTEPUEB OLIEHKH BBICTYNAIOT KOHTPOJIbHBIE TPEOOBAHNS, OCHOBAHHbIE HAa MCIIOJIb30BaHUU
IIPOMJEHHOI0 MaTepuaa, a TAaKXKe JOMOIHUTEIbHON JIUTEPaTypBhl.

Texyuwyuii KOHmpob - NO3BOJSIET OLUEHUTHh CTEIIEHb OCBOEHUS pa3jieiia, TEMbI, BUJla y4eOHON padoThI,
obecrieurBaeT HH(MOPMALIUIO O XO€ BINOJIHEHHs CTYJJEeHTaMU KOHKPETHOTO pa3zielia, Buia yueOHol paboThl.

Ilpomesrcymounwviit KORmMpOb - AT BO3MOKHOCTD BBIIBUTH YPOBEHb MTPO(hecCHOoHaIbHOM MOArOTOBKH
CTYICHTA.

Texywian ammecmauus é hopme mecma
(nposepra chopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop HU-YK-8.1); OIIK-2 (unouxamopwvr U-OIIK-2.1, U-OIIK-2.2, U-OIIK-
2.3, U-OIIK-2.4),; OIIK-3 (unouxamop HU-OIIK-3.1)

Tect mo Teme 1.1 [IpaBoBbIe 0CHOBBI 00ecniedeHsi HHPOPMAITHOHHOM 0€30MACHOCTH

1. Kakue nosnoxkeHus, CBsI3aHHBIE C BOIpocamMH 00pabOTKH HMH(OpMAalMHU, 3aKPEIICHbI B
Koncturynuu Poccuiickoit @enepaunn?
a) [IpaBo Ha HENPUKOCHOBEHHOCTh JIMYHOM U CeMEIHOM TaliHbI.
6) IIpaBo Ha 0OpaboTKy J1t000# MH(pOpMaLIUU JTHOOBIM BO3MOXKHBIM CITIOCOOOM. B)
3anpeT Ha 00pabOTKy MH(POPMAIIUH O YACTHOM JKU3HU JIHIIAa O€3 €ro COTNIacus.T)
IIpaBo Ha nosy4yeHue rpaxkaaHaMy JOIYCKa K TOCYIapCTBEHHON TalHe.
2. Kakue Buzbpl nHpopManuu o0s3aTesIbHO TpeOyeTcs 3alllMINaTh B COOTBETCTBUH C
3aKkoHoAarenbcTBOM Poccuiickoit denepanuu:
a) Undopmanus s ciry>keOHOro MoJIb30BaHMS.
0) [lepconasnbHBIC JaHHBIE.
B) ['ocynapcTBeHHas TaifHa.
r) BpaueGnas Taiina.
1) Bce nepeuncnennsie.
3. B cootBerctBun ¢ ®enepanbHbIM 3akoHOM «O0 mHMOpMarmu, HHGOPMAITHOHHBIX
TEXHOJIOTHAX M 3aluTe HH(OopMaIum» HHPOpMaLus — 3TO:
a) JIroOble TaHHBIE, PECTABIEHHBIE HA MaTEPUAILHOM HOCHUTEIIE.
6) CBenenus (cooOIieHus], JaHHbIE), HE3aBUCUMO OT ()OPMBI UX MPECTABICHHUS.
B) He sneprus u He matepus.
r) CBeneHus, BOCIIPUHUMAaEeMble YEJIOBEKOM M (MIJIM) CIIEIHUATbHBIMU YCTPOWCTBAMU
KaKk oTpakeHue (hakTOB MaTepUaJbHOTO MM JYXOBHOIO MHpa B Ipoliecce
KOMMYHHKAIHH.
4. Yto W3 NMEpeyucICeHHOT0 MOXXHO paccMaTpuBaTh Kak 0a3y JAHHBIX B COOTBETCTBHM C
3aKO0HO1aTenbCTBOM Pocculickon Penepanuu:
a) EXCEL Ttabnuiy ¢ ynopsa0o4eHHOH U CTPYKTYPHUPOBAHHON HHPOPMAIIUEH.



10.

1.

6) daiin popmara DOC, B KOTOPOM CO3/1aH CITUCOK CyMIATENIEH 3TONW MPOTPaMMBI.

B) KaproTeky peructpaTypsl yupexacHUs 31paBOOXPAHEHUS.

r) Bece nepeuncieHHEbIe.

[lenocTHOCTH MH(POPMAITUHU — ITO:

a) OO0s3aTenbHOE VIS BBITIOJHEHUS JIMIIOM, IMOJYYHBIIAM JOCTYI K ONPEACICHHOM
uHpopManuu, TpeOOBaHHE HE MepelaBaTh TaKyl0 HWH(POPMAIMIO TPETbUM JHIaM 0Oe3
coriacus ee o0yagaress.

0) Cocrosinue nH(poOpMaIUU, MIPH KOTOPOM OTCYTCTBYET JIFOOOE €€ M3MEHEHHE JTHO0
U3MEHEHHE OCYIIECTBIISICTCSI TOJIBKO MPEAHAMEPEHHO CYOBEKTaMM, UMEIOIIMMHU HA HETO
paBo.

B) Bo3aMosxHOCTB mOydeHust nH(pOpMAIMK U €€ UCTIOIh30BAHUS.

Ha  tepputopum  Poccuiickoii  Denepanuu  3anperieHo
pacrnpocTpaHeHHe:

a) Mudopmanmu, KoTOopash HampaBiieHa Ha TPOIAraHAy BOWHEI. 0)
Kommepueckoil TailHBbI.

B) MH(DopMamin, KOTopast HarpaBiieHa Ha Pa3KUTaHUE PEIUTHO3HOW HEHABHUCTH.

r) [lepcoHalbHBIX TaHHBIX.
I'paxiaHuH UM FOPUAMYECKOE JIMIIO, OCYIIECTBISAIONINE JESTEIbHOCTD 10 SKCIUTyaTalluu
WH(GOPMALIMOHHON CHCTEMBI, B TOM YHCIIe 0 00padoTke MHPOpPMAIINH, COAEpKaIIelcs B
ee 0a3ax JaHHBIX — ATO:

a) O6nagarens nHGOPMAIUH.

0) Oneparop HHPOPMAITMOHHON CHCTEMBI.
Ecnu He omnpeneneHo UHOTO, OnepaToOpoM HH(POPMAITMOHHON CUCTEMBI SBIISETCS:

a) O6manarens nHGOpPMAITHH.

6) CoOCTBEHHMK HUCHOJB3YeMbIX Al 00paboTKU conepskamieiicss B 0a3ax JaHHBIX
WH(OPMAIIUU TEXHUICCKUX CPEJICTB.

B) Jlumo, ompenensromee 1menu oOpaOOTKHM HHPOPMAIMH U  OCYIIECTBISIOIIEE
00paboTKy nHpOpMAITIH.
He mMoxet ObITh OrpaHUYeH JOCTY:

a) K undopmanium o cocTossHUM OKpyKarouieil cpeabl.

0) K nmepcoHanbHBIM JaHHBIM TOCYJAPCTBEHHBIX MPAXTAHCKUX CITYKAIIUX.

B) K undopmanum, xpaunsuieics B OTKPbITHIX GOHIaX OMOINOTEK.

r) K cBeieHnsaM o 30710TOBaNIOTHBIX 3amacax Poccuiickoit denepanuu.
Kakyro oTBETCTBEHHOCTh MOXKET MOBJIEYb HapyllleHne TpeboBanuii deaepanbHbIX
3aKOHOB:

a) YTroJIoBHYIO.

6) JucuunauHapHyto.

B) AIMUHUCTPATUBHYIO.

r) ['paxxnancko-npaBoByIo.

1) Bce nepeuniciennsie.

Texywian ammecmayus é hopme mecma
(nposepra cpopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop HU-YK-8.1); OIIK-2 (unouxamoper U-OIIK-2.1, U-OIIK-2.2, U-OIIK-
2.3, U-OIIK-2.4); OIIK-3 (unouxamop HU-OIIK-3.1)

Tect mo Teme 1.2 3ammTa NepcoOHATbHBIX TAHHBIX

[TepcoHanbHbIE JAaHHBIE — ATO:

a) CBezieHUsT 0 CyOBEKTE MEPCOHANBHBIX JAHHBIX HE 3aBUCUMO OT (POPMBI UX
MIPEJCTABIICHUSI.

0) JIro6ast nH(opMaIKs, OTHOCSINAACA K TPSIMO WIIM KOCBEHHO OMPEeIEHHOMY WU



2.

4.

5.

6.

onpenensieMomMy GU3NIECKOMY JIHITY (CyOBEKTY MepCOHATBHBIX JTAHHBIX ).

B) Jlto6as uHoOpManmsi, OTHOCSIIAACA K ONPEACICHHOMY WIH OMPEAeIieMOMY
buzndecKkomy JIMIY (CyOBEKTY MEPCOHAIBHBIX JaHHBIX ).

r) Jlro6as mHpopManMs, OTHOCSIIASACS K ONPENCICHHOMY WJIM OINpEAeIsieMOMY Ha
OCHOBaHUU Takoi MHGOpMaK GU3HNIECKOMY JIMIY (CyOBEKTY MEPCOHAIBHBIX TaHHBIX),
B TOM YHCIIe €r0 (paMIIvs, UMs, OTIECTBO, T'0JI, MECSII, JaTa U MECTO POXKICHUs, aJIpec,
ceMeiiHoe, colualbHOE, HMYIIECTBEHHOE IOJIOKEeHHe, oOpa3oBaHHue, Mmpodeccus,
JIOXOJIBI, ApyTras uH(GOpMAII.

Ha kakume oTHOmIEHWsT He pacmpocTpaHseTcs aeiictBue denepanpHoro 3akoHa «O
MEPCOHAIIBHBIX JTAHHBIX»?

a) Ha 06paboTky nepcoHanbHbIX JAHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM IOPSIIKE K
CBEJICHHSIM, COCTABIISIOIIUM TOCYIaPCTBCHHYIO TalHY.

6) Ha 06paboTKy nmepcoHaabHBIX JaHHBIX, HEOOXOAMMYIO JJIsi OCYIIIECTBICHUS MTPaBU
3aKOHHBIX HHTEPECOB OIepaTopa WK TPEThUX JIHII.

B) Ha 00paboTky nepCOHaNbHBIX MAaHHBIX, HEOOXOAMMYIO IS HCIIOTHCHUS
CyIeOHOTO aKTa.

r) Ha 06paboTKy nepcoHanbHBIX JaHHBIX (PU3WYECKUMHU JIMIAMH HCKIIOYUTEIHHOIS
JUYHBIX M CEMEHHBIX HYXI, €CIM TPU OTOM HE HAPYIIAITCA IpaBa CYOBEKTOB
NIEPCOHABHBIX JaHHBIX.

n) Ha o00paboTKy NepCOHANBHBIX MAaHHBIX, IOJICKAIIUX OMyOJIUKOBAHUIO WA
00513aTeTbHOMY PaCKpPBITHIO B COOTBETCTBHH C (eIepaIbHBIM 3aKOHOM.

e) Ha o00paboTKky mepCOHAIbHBIX JaHHBIX, HEOOXOIMMYIO JUIsI OpraHHU3aluu
XpaHEHHs, KOMIUICKTOBAHUS, Yy4eTa M HCIOJIb30BAaHMUS COJACPKAIIUX IEPCOHATBHBIX
JAHHBIX apXHMBHBIX JIOKYMEHTOB B COOTBETCTBHHM C 3aKOHOJATEIHLCTBOM 00 apXUBHOM
nene B Poccniickoit denepanun.

@OenepanbHblil 3aKk0H «O MEPCOHATBHBIX JAHHBIX» PEryIHpPYeT OTHOIICHHS, CBS3aHHBIE:

a) UcknrounTenbHO ¢ 00pab0OTKOM EPCOHATBHBIX JIAHHBIX C HCIIOIh30BaHUEM
CpEeACTB aBTOMaTHU3AallUH.

6) C 00paboTKOI MEepCOHANBHBIX JAHHBIX, HE3ABUCHMO OT TOT0 00pabaThIBAIOTCS JIU
OHH C UCIOJIB30BAHNUEM CPE/ICTB aBTOMATHU3ALlUU WU HET.

B) C  00paboTKOi MEpCOHATBHBIX JAaHHBIX C  HCIOJIB30BAHHEM  CPEJICTB
aBTOMaTH3alllH, a TaKXke ¢ 00pabOTKOI MepcoHaTbHBIX JaHHBIX 0€3 UCIOIb30BAHUS
CPeACTB aBTOMAaTH3aIlMH, €CIIM Takas 00pabOTKa COOTBETCTBYET XapakTepy ACHCTBUM,
COBEpILAEMBIX C IEPCOHANBHBIMU JAHHBIMHU C HCIOJIB30BAHUEM CPE/ICTB aBTOMATH3ALHMH.
r)C o0paboTKOW TEPCOHANBHBIX JAHHBIX 0€3  HCIOJB30BaHUS  CPENICTB
ABTOMATH3AIIHIH.
JleWicTBUSI, B pe3ysbTaTe KOTOPBIX CTAHOBHUTCS HEBO3MOXKHBIM 0€3 HCIOJIB30BAHMUS
JOTIOTHUTENbHOW HMH(OPMALUK OMPEEUTh MPUHAIIC)KHOCTh MEPCOHANBHBIX JaHHBIX
KOHKPETHOMY CYOBEKTY MEePCOHATBHBIX TaHHBIX, — ITO:

a) briokupoBaHue epcoHaNbHBIX TaHHBIX.

0) YHUUTOXKEHHE TEPCOHANBHBIX TaHHBIX.

B) O0e3nurBaHue NEPCOHANBHBIX TaHHBIX.

r) [TepeBo/ mepcoHaTBHBIX JaHHBIX HA apXHBHOE XpaHECHHUE.

JlelicTBuUs, B pe3yibTaTe KOTOPHIX 8peMeHHO TpeKpamaercs o0paboTka MepcoHaIbHBIX
JAHHBIX, — 3TO:

a) briokupoBaHue epcoHANBHBIX TAHHBIX.

0) YHUUTOXKEHHE TEPCOHANBHBIX TaHHBIX.

B) O0e3nurBaHue IEPCOHANBHBIX TaHHBIX.

r) [TepeBo/ mepcoHaTBHBIX JAaHHBIX HA apXUBHOE XpaHEHHUE.

Kakue u3 nepeuncieHHbIX IeHCTBUIN C TEpCOHATBHBIMU JTAHHBIMU SIBIISIIOTCSL 00paboTKOM
NEPCOHATBHBIX JaHHBIX:
a) XpaHeHHe MepCOHaIbHBIX TaHHBIX.



0) 3anuch MEPCOHAILHBIX TAHHBIX.

B) O0e3MnunBaHUE MEPCOHATBHBIX TaHHBIX.

r) Y paneHue nepcoHaabHbIX JIaHHBIX.

7. C touku 3peHus peaepanbHoro 3akoHa «O NepcoHaNbHBIX JAHHBIX) OIIEPaToOp — ATO:

a) ['ocynapcTBeHHBIN OpraH, MyHHLIUTIAIBHBIA OpraH, IOPUANYECKOE UIH (U3NIECKOe
JUI0, CaMOCTOSITEIbHO WJIM COBMECTHO C JAPYTMMHU JIUIAMH OpraHu3yroumue u (Win)
ocymiectBisitonue obpadotky I1JIH, a Taxxke ompexpensitomue 1enu odpadorku I[1/1H,
coctaB [1JIx, moanexamniux o6padboTke, nercTBus (onepaiuu), copepmaemoie ¢ [1/H.

0) I'paxnaHuH WIM IOPUIUYECKOE JIMIO, OCYLIECTBIISIIOIIME JESATENBHOCTh II0
JKCITyaTaluu MH(OPMAIMOHHONW CHUCTEMBI, B TOM 4YHcie 10 00paboTrke mHbOpMaluwy,
coJieprkalieiics B ee 0a3ax JaHHBIX.

8. O0paboTka nmepcoHaNIbHBIX JTaAHHBIX:

a) He momyckaercs 6e3 coryiacusi CyObeKTa MepCOHAIbHBIX TaHHBIX.

6) JlomkHa OrpaHHYMBATHCA JOCTHUKEHHEM KOHKPETHBIX, 3apaHee OINpeAeTCHHBIX U
3aKOHHBIX LIEIICH.

B) He nmomyckaercst B ciydasx HECOBMECTUMBIX C HENSIMH cOOpa IMepCcOHATBHBIX
JTAHHBIX.

r) JlomkHa oCyIecTBIATHCS Ha 3aKOHHON U CIIPaBEAIMBON OCHOBE.

9. OO6paboTka nepcoOHANbHBIX JAHHBIX JOMYCKACTCS:

a) C cormacust cyObeKTa NMEPCOHANBHBIX JaHHBIX HAa 00pabOTKYy €ro NepcOHaIbHBIX
JTAHHBIX.

0) B ciyuasx, ecinu oHa He0OX0AMMA JJI UCIIOJTHEHMSI Cy1I€0HOTO aKTa.

B) B ciyudasx, ecnu oHa HeoOXoauMma Jisi OCYIIECTBIEHUS HPOoecCHOHATBHON
JESTEIbHOCTH JKypHalIucTa U (WIM) 3aKOHHOM JEATEIbHOCTH CpPEICTBAa MacCOBOM
uHpopmanuu.

r) B cnyudasx, ecnu Bemercs 00pabOTKa MEPCOHANBHBIX JAHHBIX, MOMAJIEKAIINX
0IyOJIMKOBAaHHUIO B COOTBETCTBHUH C 3aKOHO/ATeNbCTBOM Poccuiickoit denepanum.

10. KTo HeceT OTBETCTBEHHOCTh 3a JEHCTBUS IOPUAMYECKOTO JIMIA, KOTOPOMY IOpydYeHa
00paboTKa MePCOHAIBHBIX JIaHHBIX, MIEpel CYObEKTOM MEPCOHANBHBIX JTAHHBIX?

a) Omeparop.

0) IOpuandeckoe IuI0, KOTOPOMY MOPYUHIIA 00paOOTKY.

B) HuxkrTo.

r) Pockomuamzop.

11. B nopyuenun o0pabOTKH JOIKHBI OBITH 0053aTEIbHO ONPEENCHBI H YKa3aHbl:

a) llenu 06paboOTKU NMEPCOHAIBHBIX JAaHHBIX.

6) CyObeKkTbl MepCOHANBHBIX JaHHBIX, YbM I[EPCOHAJbHBIC JaHHbIE OyAyT
00pabaThIBaThCsl 110 OPYUEHHUIO.

B) TpeboBaHus K 3amiuTe 00pabaThIBAEMBIX EPCOHATBHBIX TaHHBIX.

r) CpexacrtBa 3ammuTel HHGOPMAIMH, KOTOPbIE HEOOXOJUMO  IPUMEHSTH
IOPUJINYECKOMY JIMILY, KOTOPOMY IMOpy4eHa 00paboTKa MepCOHATBHBIX TaHHBIX.

12. Ha koM J1ekHuT 00S3aHHOCTB T10 JI0KA3aTEeNIbCTBY TOJTYYCHHUS COTIIACUS OT CyOBEeKTa
NEPCOHAIBHBIX JAHHBIX?

a) Ha PockomHuazn3zope.

6) Ha ropuauueckom e, KOTOPOMY MOPYYMIA 00pabOTKY.B)

Hu Ha koM.

r) Ha oneparope.

13. Cornacue cyObeKTa MePCOHATBHBIX JTAHHBIX JIOJDKHO BKITFOYATH:

a) [lacnopTHble JaHHbIE CyOBEKTa MEPCOHAIBHBIX JAHHBIX MM €r0 3aKOHHOTO
NPeICTaBUTEIIS.

6) KonTakTHbBIE JaHHBIE JIMIIa, OTBETCTBEHHOTO 32 OPraHU3aLUI0 00paboTKH
NIEPCOHAIBHBIX JaHHBIX.

B) AZlpec omepaTopa.



r) ®ammimm, UMEeHa U 0TYeCTBA (PU3HUECKUX JIUII, KOTOPHIE OCYIIECTBISIOTOOPAOOTKY
MEPCOHANBHBIX JAHHBIX 10 OPYYEHUIO OTepaTopa.
14. B cinyuae cMepTH CyOBbEKTa MEPCOHABHBIX TAHHBIX
a) [lonyuats cornacue Ha 00pabOTKY €ro NepCOHANBHBIX JaHHBIX TpeOyeTcs y
HACJIETHUKOB CyObEeKTa MePCOHATBHBIX JaHHbBIX.
6) ITonyuaTs cornacue Ha 0OpabOTKY €ro MepcoOHaIbHBIX JAHHBIX TPEOyeTcs y
PockomHuazopa.
B) [Tonmyuats cormnacue Ha 06pabOTKy €ro nepcoHabHBIX TAHHBIX HE TpeOyeTCs.
15. K cnenpianbHbIM KaTerOpusM MEPCOHAIBHBIX JTAaHHBIX OTHOCATCS:
a) CBezieHUs, KacalolUecs pacoBOM MPUHAITIC)KHOCTH.
0) CBeneHus, KacawIuecs rpakJaHCTBa.
B) CBeneHus, Kacaroluecs MOJIUTUYECKUX B3TIISI0B.
r) CBeneHus1, Kacaroulecss UHBAJIUIHOCTH.
16. C Ttouku 3peHus deaepanbHOro 3akoHa «O MepCcOHANbHBIX JTaHHBIX» K OMOMETPUYECKUM
MEPCOHAIBHBIM JIaHHBIM OTHOCSTCSI:

a) Bce cBeneHms, KOTOpbIe XapaKTEpU3YIOT (U3UOJOTHUECKUE U OUOJIOTHYECKUE
0COOEHHOCTH Y€JI0BEKA, HA OCHOBAaHMH KOTOPHIX MOKHO YCTAHOBUTD €0 JIMYHOCTb.

0) CseneHus, KOTOpble BHOCATCS B 0a3y OMOMETPUYECKHX JAaHHBIX TIpaxkIaH
Poccuiickoit denepariumu.

B) Bce cBenmeHms, KOTOpble XapaKTepH3yIOT (U3NOJOTHUECKUE W OMOJOTHYECKUE
0COOEHHOCTH YEJIOBEKa, HA OCHOBAHMHM KOTOPBIX MOXHO YCTAHOBUTbH €r0 JIMYHOCTb, U
KOTOpBIE UCIIOIB3YIOTCS JJIl YCTAHOBJIEHUSI €T0 TUYHOCTH.

17.Kto 00s3aH yOeauTbcs B TOM, YTO HMHOCTPAHHBIM TOCYJapCTBOM, Ha TEPPUTOPUIO
KOTOPOTO  OCYIIECTBIISIETCS  Iepefada MEepCOHAJIbHBIX  JaHHBIX, 00eCHeunBacTCs
aJIeKBaTHAas 3alluTa MpaB CyObEKTOB EPCOHANBHBIX JaHHBIX?

a) Omeparop.

0) KOpuanueckoe 11110, KOTOPOMY MOPYUUIIH 00pabOTKY.

B) Huxkro.

r) Pockomuaazop.

18. CyObeKT nepcoHaNbHBIX TaHHBIX HMEET IPAaBO Ha MOJTyYeHHE CIIeAYIOIel nH(OpMaIHH,
Kacaroleicsi 00paboTKH €ro NepCOHANbHBIX JAHHBIX:

a) [IpaBoBble oCHOBaHMSI U 11eJIM 0OPaOOTKH MEPCOHANBHBIX JTAHHBIX.

6) [ToumeHHBIN NEpeYeHb COTPYJHUKOB ONEPaTOpa, KOTOPbIE UMEIOT JIOCTYIl K €ro
NEPCOHATBHBIM JJAHHBIM.

B) CBezieHus1 00 OCYIIECTBICHHOM WM O MpeAroiaraeMoil TpaHCIrpaHUYHON
nepegavye JaHHbIX.

r) CBeieHus 0 MPUMEHSAEMBIX OIIEPATOPOM CPEJICTBAX 3aIUThHI HH(POPMAIIUH.

19.TlpaBo TpakgaHWHA Ha TOJy4YeHHWE WH(MOpMaIMK, Kacaromeics oO0paboTKU ero
NEPCOHAIBHBIX JaHHBIX, MOKET OBITh OIPAaHUYEHO:

a) Ha ocHOBaHMM 3asiBIE€HUS APYroro CyobeKTa NEPCOHAIBHBIX JaHHBIX.

6) B cioyuasx, ecnmu 00paboTKa MEPCOHATIBHBIX JAHHBIX OCYIIECTBIISIETCS B CIydasx,
IIPEAYCMOTPEHHBIX 3aKOHOJMATeNbCTBOM Poccuiickoir ®denepanuu 0 TPaHCIOPTHOU
0€30I1acCHOCTH.

B) B ciyuasx, ecnmu oOpaboTka MEpCOHANBHBIX JAHHBIX OCYIIECTBISIETCS B IIENISAX
00OpOHBI CTpaHbl, 06€30MaCHOCTH TOCYAAPCTBA U OXPaHbI PABOMIOPSIKA.

r) B cayuasx, ecnum o0paboTka MepCcOHATBHBIX JAHHBIX OCYIIECTBIISETCS B pamMKax
3aKOHHOM JEATENbHOCTU CPEICTBA MACCOBOM MH(OPMAIIH.

20. KoHTpomb ® Ham3op 3a BBIIOJHEHHEM Mep 10 OOECIeYeHHI0 0e30IacHOCTH
NEePCOHATBHBIX JAHHBIX OCYIIECTBISIET (OCYIIECTBISIOT):

a) MunkomcBszu Poccum.

6) Pockomuamzop.

B) ®Cb Poccun.



r) ®CTOK Poccun.

21. Kakoi#i opraH rocy1apCTBEHHOW BJIACTH MUMEET MPABO O3HAKOMJICHUS C TIEPCOHATBLHBIMHU

JIAHHBIMU TIPU OCYILIECTBJICHUHN KOHTPOJIBHBIX U MPOBEPOUHBIX MEPOIIPUATHI?
a) ®Cb Poccun.
6) PockomHuamzop.
B) ®CTOK Poccun.

22. Jlutia, BUHOBHBIC B HapYIIEHUHU TOJOXKEHUH 3aKOHOJaTeNnbcTBa Poccuiickoit denepannn
B 00JIaCTH MEPCOHAJBHBIX JAHHBIX NMPU 00paOOTKE MEPCOHAIBHBIX JAaHHBIX PAOOTHHKA,
MOTYT OBITh MTPUBJICYECHBI:

a) K yronoBHO# OTBETCTBEHHOCTH.

0) K mucruniauHapHOi OTBETCTBEHHOCTH. B)
K anMuHHCTpaTHBHON OTBETCTBEHHOCTH.T)
K maTepuanbHOI OTBETCTBEHHOCTH.

Texkywan ammecmauus 6 popme mecma
(nposepra cpopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop HU-YK-8.1); OIIK-2 (unouxamopur U-OIIK-2.1, U-OIIK-2.2, U-OIIK-
2.3, U-OIIK-2.4); OIIK-3 (unouxamop HU-OIIK-3.1)

Tect mo Teme 1.3 Opranu3anmoHHbIe OCHOBBI 00ecnieyeHusi HH(POPMAIUOHHOMI
0e301acHOCTH

1. Pacnonoxute B IpaBUILHOM MOPSJIKE ATanbl padoT 10 00ecreyeHo 0€3011acHOCTH
uHpopmanuu.
1) OneHka cOOTBETCTBUS 00bEKTa HH()OPMATH3AIIHH.
2) BrisiBiieHue U aHAIN3 HHPOPMALIMOHHBIX aKTHBOB.
3) IMpoekTupoBanue (pa3paboTKa) CUCTEMBI 3aIIUTHI HH)OPMAIIHH.
4) dopmupoBaHue TpeOOBaHHH K 3aluTe HHGOPMAIHH.
5) Bueapenue cucteMbl 3alUThI HHQOpMALIUH.
6) DKkcrutyaTaiys CHCTEMBbI 3aIUThl HH(OPMAIIHH.

a) 1) 2) 3) 4) 5) 6).
0)4)2) 3)5) 1) 6).
B) 2) 4) 3) 5) 6) 1).
r)2) 4) 3)5) 1) 6).

2. Ilyctb He 00e3MMYEHHbIE MEPCOHAIbHBIE JTAaHHBIE O COCTOSHUU 3JI0POBBSl BCEX TpaKAaH
SpocnaBckoit obmactu oOpabarbiBalOTCsT B MH(MDOPMAIMOHHOM CHCTEME, IS KOTOPOM
aKTyaJbHbl YTPO3bl CBSI3aHHBIE C SKCIUTyaTallMell ysS3BUMOCTEH B MPHUKIATHOM, HO HE B
CHCTEMHOM IpOrpaMMHOM obOecriedeHnu. Kakoil ypoBeHb 3aIIUIIEHHOCTH JOJKEH OBITh
YCTAHOBJIEH JUI TAaKUX MEPCOHATIBHBIX JJAHHBIX?

a) Y31.
0) V32.
B) ¥33.
r) Y34.

3. IlycTp He 00e3MMYeHHBIE TIEPCOHANBHBIC TaHHBIE B TOM Yncie GoTorpadusi COTpYAHUKOB
HeOonpmoro (mo 10 000 coTpynHuKOB) mpeanpusTus oO0pabaThIBalOTCS B CHUCTEME
KOHTPOJISI M YIPABJICHUS JOCTYIIOM, JUIsI KOTOPOW aKTyaJbHBI yrpO3bl HE CBSI3aHHBIE C
JKCIUTyaTalel ysa3BUMOCTEH B MPHUKIAAHOM U CUCTEMHOM IPOTPaMMHOM O0€CHeUeHHH.
Kakoii ypoBeHb 3alIMIIEHHOCTH JOJDKEH OBITh YCTAHOBIEH JISi TAaKUX TEPCOHATBHBIX
JAHHBIX?

a) Y3I.
0) ¥32.



10.

11.

12.

B) ¥33.
r) V34,
BHemrnue HapymuTean peaausyoT yrpo3bl:
a) V3 BHENTHUX ceTel CBsI3U OOIIETo MOIb30BaHus. 0)
HenocpenctBenHo B MH(GOPMALIMOHHBIX CUCTEMAaX.
B) U3 cereil MexayHapoHOTO HH(DOPMAIIMOHHOTO OOMEHa.
r) Haxoasice B ipezieniax KOHTPOIUPYEMOM 30HBI.
[TpuMmepamMu BHENTHUX HAPYIIUTEICH MOTYT SIBIISTHCS:
a) [Tonp3oBareny UHPOPMALIMOHHOM CUCTEMBI.
0) Konkypupyromiue opranu3aiu.
B) HenoGpocoBecTHBIE TapTHEPHI.
r) O6cmy>KMBaIOIIUI MIEPCOHAT OpraHU3aIUH.
[Ipumepamu BHYTPEHHUX HAPYIIUTENEH MOTYT SIBISTHCS:
a) AIMUHUCTPATOPhI 0€30MaCHOCTH MH(POPMAITUOHHBIX CUCTEM.
6) CropoHHue HU3HMIECKHUE JIHIIA.
B) Jluia, oGecrieunBaromne CONpoBOXKACHUE MPOTPAMMHOTO 00ECIICUEeHUSI.
r) KpuMuHanbHbIe CTPYKTYPBHIL.
K 00BbeKTHBHBIM YyIpo3aM OTHOCSITCS:
a) OmuOku 06CTy>KUBAIOIIETroO MepcoHana.

0) Jledektpl, cOOM W OTKa3bl, aBapUU TEXHUYECKHUX CPEJICTB M CHUCTEM OOBEKTOB
uH(POpPMATH3AINH, a TaK )K€ CHCTEM oOecredeHus1 00beKTOB HH()OPMaTH3AIHH.

B) [Ipuposansle siBIeHUs, CTUXUNHBIE OEICTBUS.

r) ®aKkTOphl COLUATBHO-NIOJUTHYECKOIO XapaKTepa.
VYTrpo3bl yreuku HH(GOpMAIMK BO3MOKHBI IOCPEICTBOM:

a) BoznelicTBust mporpaMMHBIMU CPEICTBAMHU B KOMILJIEKCE C IIPEIHAMEPEHHBIM
CHJIOBBIM 3JIEKTPOMArHUTHBIM BO3/I€HCTBHEM.

0) [lepegaun nHPOpMaLIUK 110 OTKPHITHIM KaHAJIaM CBSI3U.

B) [ToakitoueHNs K TEXHUYECKUM CPEICTBAM M CUCTEMaM 00beKTa MH(POpPMaTH3AIIH.

r) O6paboTku HHGOPMAIMHI HA HE3ANMTUIIIEHHBIX TEXHUYECKUX CPEJICTBAX 00pabOTKH
UHpOpMaLUH.
VYTpo3bl HECAHKIIMOHUPOBAHHOT'O 10CTYNA K MH(OPMALIUY, peaTu3yloTCs yTeM:

a) KonupoBanus uHpopManuu Ha He3aperucTPUPOBAHHBIN HOCUTEIb HH(OPMAIIHH.

0) XuIieHnst HOCUTENS 3alMIaeMoi HH(OpMAaLINH.

B) Ucnonp3oBaHus  NpOrpaMMHOrO  OOecliedeHuss TEXHUYECKHX  CpE/CTB
MH(OPMaLIMOHHON CUCTEMBI, Yepe3 MPUMEHEHHE BPEAOHOCHOTO IIPOIPaMMHOT0 KOJ1a.

r) CHUJIOBOTO 3JIEKTPOMArHUTHOTO BO3JEHCTBHS MO NMPOBOAHBIM JUHUSAM CBSI3U Ha
MOPTHI BBOJA-BbIBO/IA CUTHAJIOB U IMOPTHI CBSI3H.
Kakue cpeactpa 3amutel nHGOpMaMK OOBIYHO MPUMEHSIOTCS IS 0OecredeHus
Oe3omacHOCTH HHpOpMAIIHK, 00padaThIBaeMOI Ha aBTOHOMHBIX KOMITBIOTEpaX:

a) CpencTBa 3a1uThl THPOPMALIMU OT HECAHKIIMOHUPOBAHHOT'O JIOCTYTIA.

0) MexcereBble SKpaHBbI.

B) CpezactBa kpunrorpaduueckoi 3amuTel HHPOPMALIUH.

r) CpeacTBa aHTUBUPYCHOM 3aIIUTHI.

1) CucteMbl 0OHApYKEHUS BTOPKEHUH.
Kakue cpeacrBa 3ammutbl HWHGOPMAMU TO3BOJSAIOT 00€crednTh 0e30MacHOCTh
uHpOpMalUy, TepelaBaeMoOil MO KaHajlaM  CBSI3M, BBIXOAALIMM 33  IPEIelibl
KOHTPOJINPYEMOM 30HBI:

a) CpencTBa 3aIuThl THPOPMALIMU OT HECAHKIIMOHUPOBAHHOT'O JIOCTYTIA.

0) MexcereBble SKpaHBbI.

B) CpezacrtBa kpunrorpaduyeckoit 3amuThl HHGOPMALIUH.

r) CucreMbl 0OHApPYKEHUST BTOPKEHUI.
Kakoit BuJ cpeicTB 3amMThl MH(POPMALKMU TO3BOJIIET KOHTPOJIUPOBATH Ppa3IHUHBIC



KaHaJbl epeayu nHpOopMaluu: JIEKTPOHHYIO MOYTY, MECEH/KEPbl, CheMHbIE HOCUTEIN
uHpopmanuu?

a) IPS.

6) DLP.

B) IDS.

r) CSP.

13. Artecranus 00bEKTOB HH(POPMATHZAIMH — ITO:

a) JlokymMeHTaIbHOE YAOCTOBEPEHHUE COOTBETCTBUS MPOAYKIIMH UM MHBIX OOBEKTOB,
MPOLIECCOB NMPOEKTHUPOBAHUS, TMPOU3BOACTBA, CTPOUTENIBCTBA, MOHTaXKa, HaJAAKH,
OKCIUTyaTalliH, XPaHEHHs, MEPEeBO3KH, peajH3allMi M YTUIN3AIMH, BHIIOJIHEHHUS paboT
WIM OKa3aHUs yCIyr TpeOOBaHUSAM TEXHUYECKHX PpErjaMEHTOB,  IOJIOXKCHHUIM
CTaHJApTOB, CBOJOB MIPABUJI MJIH YCIIOBHSM JOTOBOPOB.

0) [Ipsimoe miK KOCBEHHOE OmpeeneHne coOI0eHIs] TpeOOBaHUMN, PEIbIBISIEMbIX
K 00BEKTY 3aLUTHI.

B) OdwunumanbHoe NpU3HAHHE KOMIIETEHTHOCTH (DU3MYECKOr0 WM HOPUTUYECKOrO
JIM1IAa BBIIOJHATE PA0OTHI B OIIPE/IEIEHHON 001acTH.

r) Kommieke opraHu3zalilmOHHO-TEXHUYECKUX MEPONPHUATUH, B PE3yIbTaTe KOTOPBIX
MOCPEJICTBOM CIIEHUAIBHOTO JTOKYMEHTa MOJTBEPKAACTCS, YTO OOBEKT COOTBETCTBYET
TpeOoBaHUSIM CTaHIApPTOB WJIM  HWHBIX HOPMATHBHO-TEXHUYECKHX

JOKYMEHTOB T100€301acHOCTH HH(POPMAITUH.
14. Kakoii 1OKyMeHT JaeT mpaBo oO0paboTku MH(OpMAalUU C yKa3aHHBIM B HEM YpPOBHEM
KOH(HICHIIMATHHOCTH?

1) JTunenswus.

2) ATTecTar aKKpeAuTallHH.

3) Ceprudukar.

4) AtTtectaT COOTBETCTBHUSL.

15. Ha nHacrosmuii MOMEHT CpOK JIEWCTBHS aTTecTaTa COOTBETCTBHS HH()OPMAIMOHHON
CUCTEMBI, B KOTOpO# 0O0pabaTsiBaeTcsi KOHGUACHIINAIbHAs UHPOpMaIKs, B Clly4ae, eCliu
B XOJI€ €€ IKCIUTyaTalllH, B Hee HE BHOCATCS CYIIECTBEHHBIC H3MEHEHUS, COCTABIISIET:

a) 3 roza.

0) 5 ner.

B) Bech cpok skcrutyaranuy nHGOPMalMOHHOM CUCTEMBI.

16. TectupoBaHuEe Ha MPOHUKHOBEHHE — ITO CKOpPEE:

a) AHanu3 ys3BUMOCTeH MH()OPMAITMOHHON CHCTEMBI.

0) UcnplTanus cucTeMbl 3alIUTH HHOOPMAIIHH ITyTEM OCYIIECTBICHHUS MOIBITOK
HECAHKIIMOHMPOBAHHOTO 10CTYMA (BO3ACHCTBUSA) K HH(OPMAIIMOHHON CUCTEME.

Texywian ammecmayus é popme mecma
(nposepra cpopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop HU-YK-8.1); OIIK-2 (unouxamopur U-OIIK-2.1, U-OIIK-2.2, U-OIIK-
2.3, U-OIIK-2.4); OIIK-3 (unouxamop HU-OIIK-3.1)

TecT no Teme 2.1 ApXxuTeKTypa KOMIbIOTEPa

1. 3aHemocpeAcTBEHHOE BBIOJIHEHHE ONEPAIIMH B IIPOIIECCOPE OTBEYAET:
a) ApupMETHKO-TTOTUYECKOE YCTPOMCTBO.
0) Kom-namstsb.
B) biiok ynpasnenus.
r) Perucrpsi.
2. HWcnonesys 10 Out nyisa anpecanuu syeek namsaTa pasmepoM 1 Gailt, Mbl cMokeM
00€ecTeunThb aapecaliio CaeayrIero oobeMa maMsTH:

a) 10 Gair.



6) 80 Oaiir.
B) 1024 GaiiT.
r) 1024 6wur.
3. Pacnonoxxute B MopsiJKe YBEIUYCHUSI 00beMa MaMATH.
a) Ctpanwuria.
0) burt. B)
CinoBo.T)
bank.
1) Sdeiika.
4. PacroyioXuTe BHJIBI TAMSTH B TIOPSIIKE YBETHMUEHUH CKOPOCTH PAOOTHI.
a) Peructpsl npoueccopa.
0) TBepaoTenbHbBIE HAKOIUTEIH.
B) OcHOBHas (onepaTuBHAas) aMSATh.
r) OnTu4ecKue TUCKU.
1) MarHuTHBIE )KECTKHE JUCKH.
e) Komr-nmamsts.
5. Kakas xoHuemnuus o0bIYHO peanu3yeTcs B Ipoleccopax BUAeoKapT?
a) MHO>XeCTBEHHBII MOTOK KOMaH]l, MHOXECTBEHHBIN MTOTOK JaHHBIX.
0) OnuHOYHBINA TOTOK KOMaH I, MHOXXECTBEHHBIN MOTOK JIaHHBIX.
B) MHOXECTBEeHHbBIN TOTOK KOMaH I, OIMHOYHBIN MOTOK TaHHBIX.
r) OIMHOYHBIN TOTOK KOMaH]I, OIMHOYHBIN ITOTOK JTaHHBIX.
6. s coBpeMEHHBIX MAarHUTHBIX JKECTKUX JIMCKOB XapaKTepHO:
a) borbI1asi CTOMMOCTB 110 OTHOIICHHUIO K TBEPAOTEIHHBIM HAKOTTHTEISIM.

0) [locreneHHOe U3HAIIMBAHNE TPAH3UCTOPOB.
B) Hannune MexaHM4ecKkux 3JIeMEHTOB.
r) Pacnionoxenne koHTpoiepa Ha MaTEPUHCKOM TIJIaTe.
1) bonpmmii 00beM nmamMsATH 0 CPaBHEHHIO C TBEPIOTEIHHBIMHI HAKOTIUTEIISIMHU.
7. Kaxas mumHa HauboJiee pacipocTpaHeHa Ha TeKYIU MOMEHT B EPCOHAIbHBIX
KOMIThIOTEpAX:
a) ISA.
0) PCI.
B) PCI Express.
r) SCSI.
8. IlycTh TakTOBas 4acTOTa IIMHBI KOMIIbIOTEpa cocTaBiseT 5 I'TH. 3a oAMH TakT Mo MIMHE
MO>HO Tiepeaath 16 6ut. OueHuTe CKopocTh nepenadu nHGopMaIuu 1o muHe?
a) 80 Merabur B CekyHTy.
6) 10 I'urabGaiit B cekyHTy.
B) 80 I'mraGaiiT B cexyHmy.
r) 21 T'uraGaiiT B cekyHy.
9. Jlns mpOeKIMOHHO-€MKOCTHBIX CEHCOPHBIX IKPAHOB XapaKTEPHO:
a) Beicokast CKopoCTh OTKITHKA TP KaCaHUH.
6) BO3MOXHOCTb yrpaBiIeHUs! pa3TUUYHBIMU YCTPOICTBaMHU.
B) [Tomnepsxka multi-touch.
r) HeB03MOXXHOCTD ONpeieneHus: CUITbl Ha)KaTHsL.
n) [IpoGnema «aBOCHUSY.
10. DnemeHTaMM KUAKOKPUCTATITNIECKOTO MOHUTOPA SIBJISIOTCS:
a) JIyaeBas TpyOKa.
0) Mcrounuk cBera.
B) XKK-marpura.
r) [1I3C-marpuna.
1) DIEKTPOIBI.
11. Kakoii aneMeHT npuHTepa OTBeyaeT 3a (PuKcaluio ToHepa Ha Oymare:



a) doromait.

6) TepmoBau.

B) Ponuk nepenoca.

r) Ban nogauu Tonepa.

12. Ha3znaueHueM j1a3epa B IIBETHOM IPUHTEPE SBISCTCS:

a) Hanecenue Tonepa Ha (oToBai.

0) ®ukcarus ToHEpa Ha Oymare.

B) YaneHue HeCYIIMX 3aps 3JI€MEHTOB ¢ (oToBaja.
r) [Togaya Gymaru B mpuHTED.

13. DnemenTaMu TUGPOBOI BEO-KaMEPHhI SBIISIOTCS

a) dororuieHka.
0) O0BbeKTUB.

B) [13C-marpuna.
r) ®ukc-pokyc
1) IIpoueccop.

14. ]I KOHIEHCATOPHBIX MUKPO(OHOB XapaKTEPHO:

a) Crabast 9yBCTBUTEIILHOCTb.

0) YcToiuMBOCTh K yaapam.

B) BrIicOKast 4yBCTBUTEIIBHOCTD.

') 3aBUCUMOCTh OT ITAPaMETPOB OKPYIKAIOIIEH Cpeibl (TEMIIEPaTyphl, BIaKHOCTH).
n) [IpuMeHeHHEe B CTYIUSAX 3BYKO3AIUCH.

Texywian ammecmayus é hopme mecma
(nposepra cihopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop HU-YK-8.1); OIIK-2 (unouxamopwvr U-OIIK-2.1, U-OIIK-2.2, U-OIIK-
2.3, U-OIIK-2.4),; OIIK-3 (unouxamop HU-OIIK-3.1)

Tect mo Teme 3.1 Beenenue B I/IH(bOpMaIII/IOHHle 0e30IacHOCTD OImepanuOHHbIX CUCTEM

IIycts B OC peajn30BaHO JUCKPELIMOHHOE YIIPABJIEHHE JOCTYIIOM CO CJIeAyIOLUMH
npasamMu: 4reHue(r), 3anuch(w) U ucnojaHenue(x). IlpucyrcrByer ¢paiy npuioKReHus

1.

2.

«KanmpkynsaTop.exe» co CIeayonM CuckoM aoctyma: (Amuca: rwx), (bopuc: rx).
Bribepute npaBuibHbIC YTBEPKICHUS:

a) Anrca MOXET 3aIlyCTUTh NpriiokeHne «Kanpkymiastop.exey.

6) bopuc He MOxeT 3anmyCTUTh NpuiokeHue «KanbKynarop.exey.

B) Allca HE MOXET U3MEHUTH cojiepxkuMoe (aitnia «Kanpkymnsarop.exe».T) bopuc Mmoxet

U3MEHUTH cojiepkuMoe (aiina «Kanpkymstop.exe.
[Iycts B OC peann3oBaHO TPYNIOBOE YHPABIEHUE JTOCTYIOM CO CIENYIOLUIMMH IpaBamMu:
yreHue(r), 3amuch(w) u ucnonHenue(x). llpucyrcrByer ¢aiin «Haknagnas.docx» co
cnenyrommmM crimckoM poctyna: (byxranrepsr: rw), (Kypoepst: r), (Anuca: rw). B cucreme
3alaHbl pOJIM, B KOTOPBIE BKJIKOYEHBI COOTBETCTBYIOIIME Moib3oBaTenu: (byxranrepsr:
bopuc, I'anuna), (Kypbeepsi: BukTop). Beideprre npaBuiibHbIE YTBEPKIACHUS:

a) bopuc He MoxeT u3MeHuTh coaepxkumoe ¢aitna «Haknannas.docx».0)

["anuHa MOkeT 9uTaTh coaepxkumoe (aiina «Hakmagaas.docx.

B) BukTop MoxeT nu3MeHuTh coaepxkumoe daina «Hakmagnas.docxy.

r) Buktop Moxer untate conepxkumoe (aiina «HakmagHas.docxy.

1) Anrca MOXKET U3MEHHTH cofiepkumoe ¢aiina «Haxmamgnas.docxy.
ITyctes B OC peann3oBaHO MaHJaTHOE ymIpaBieHHe aoctynom. [lpucyrcrByer daiin
«log.txt» ¢ ypoBHeM cekperHocTu . IIpHucyTcTByIOT mosb3oBaTenu Anuca ¢ ypOBHEM
nonycka 1, bopuc ¢ ypoBHem nomycka 2 u Buxtop ¢ ypoBHeM pomycka 0. BeiOepute
MPABUIIbHBIE YTBEPKICHHUS:

a) Buktop MoxeT u3MeHuTh copepxumoe (aitna «log.txty.



0) BukTop MoxeT unutaTh cogepkumoe (aitna «log.txty». B)

Anrca MOXeT U3MEHHTD coaepxkumMoe (aiina «log.txty». 1)

Anca MOKeT 4uTaTh cofiepxkumoe ¢aina «log.txty.

1) bopuc Moxer u3MeHHUTh coaepkumMoe daiina «log.txty.

e) bopuc moxert unrare copepxxumoe daiina «log.txt».

[Tyctes B OC peanuzoBaHa Mojenb mnenoctHoctr buba. IlpucyrcrByer daiin «log.txty ¢
ypoBHeM 1enoctHocTd 1. IIpucyTcTByIOT mosbp3oBarenu Annca ¢ ypoOBHEM LEIOCTHOCTH
1, bBopuc ¢ ypoBHem mnenoctHoctH 2 U Bukrop ¢ ypoBHeMm 1enoctHocTH 0. BriOepure
NPaBUJIbHBIC YTBEPIKICHHS:

a) Buktop MoxeT u3MeHuThb coaepkumoe aitiia «log.txt».

0) Asnca MOXXET U3MEHUTH cofiepkumMoe (aiina «log.txt».

B) bopuc moxer u3meHuTs conepxumoe daina «log.txt».

r) Bce Tpoe MoryT unTtaTh copepxkumoe daiina «log.txty.

Bri6epuTe nmpaBuIIbHbBIE YTBEPKACHUS 0 ayTeHTUGuKanuu B coBpeMeHHbIX OC:

a) Ilaponu monp3oBaTeNs XpaHATCS Ha AMCKE, HA KOTOPOM YCTaHOBJIEHA CHUCTEMa, B
NepBOHAYAIEHOM BHUJIE.

0) OranoHHBIE 3HAYEHUS, HEOOXOAUMBIE [UISI MPOXOXKICHHUS OHOMETPHUYECKON
ayTeHTHU(UKAUK, XpaHATCS B CHUCTEME B HEJOCTATOYHOM [UIS BOCCTAHOBIICHHS
M3HAYAJIbHBIX OMOMETPUUECKUX JaHHBIX 00beMe.

B) TokeH Qu3MYeCKH H3rOTOBJIEH TakUM OOpa3oM, YTO CYMTHIBAHUE C HETO
3aKpBITOTO KIF0Ya SBJIAETCS HEBO3MOXKHOM WU JOPOTOCTOSIIIEH onepalfei.

r) na ayreHTHUKAMH C TOMOIIBI0 TOKEHA B CHUCTEME JOJDKEH MPHUCYTCTBOBATH
OTKPBITBIN KJIIOY MOJIb30BATENsI, COOTBETCTBYIOIIHH 3aKPHITOMY KIIFOUY Ha €r0 TOKEHE.
Uro He BXOJUT B METaJlaHHBIC (aiiyia (BEIOSpUTE OJUH BapuaHT)?

a) Bpems co3nanus (daiina.

0) Azpec KOpHEBOI JAUPEKTOPUU.

B) Bpems moaudukaruu daiiia.

r) Apeca Ki1acTepoB COJAEPKUMOT0 (paitiioB.

1) Undopmanus o Biaajensle Qaiina.

BriOepute BepHbIe YTBEPKACHHUS O YIIPAaBIEHUH MaMAThIO B coBpeMeHHbIX OC:

a) CoBpemenHble OC UCHONIB3YIOT BUPTYAJIbHYIO [TaMSTh.

6) CoBpemennbie OC He 3alIMIIAIOT NaMsTh OJHUX MPOLIECCOB OT YTEHUS JIPYTHMHU
IPOLIECCAMH.

B) CoBpemenHble OC pa3ienstoT o0LIyto NaMsaTh MEKAY IPOLECCaMu, YacTO B TaKOU
HnaMsTH HaXoJATCsl OMOIMOTEKH.

r) CoBpemennble OC HUKOI/Ia HE BBITPYKAIOT YaCTHU ONEPATUBHOM MaMATH Ha JHUCK
BO BpeMs paloTHI.

n) B coBpemennbix OC mamsTh pa3Ourta Ha MajeHbKHE (parMEHThl, Ha3bIBacMble
CTpaHHIIaMHU.

Br16epute BepHbIE€ YTBEPKACHUS O IIIAHUPOBILKKE:

a) IlnaHMpOBIIMK BBIAENSET NPOLECCOPHOE BPEMsS KOPOTKUMHU HHTEpBAJIaMH,
Ha3bIBAEMbIMU KBAaHTAMHU.

6) B ciydae ucnonHeHHs MPOIECCOM MHCTPYKLUU, JUIS 3aBEpUICHUS KOTOPOil
TpeOyeTcs JUINTeIbHOE OKUaHHe, IUIAHUPOBILUK MEPEBOJUT MPOLIECC B COCTOSIHUE
«3a0JI0KMPOBaH» U HE OyJET BBIIENATH €My MPOLIECCOPHOE BPEMs, IOKa COCTOSHUE HE
CMEHHTCS Ha «TOTOBY.

B) Jlns paboThl MIaHMPOBIIMKA IMPOLECCHl JOJDKHBI CaMH IepelaBaTh Ha HEro
yOpaBJIeHHE, TaK Kak KOMIbIOTEphl He mnpenocraBisitor OC  MexaHusma A
NEPUOANYECKOT0 IPEPHIBAHMSI BBIIIOJIHEHUS 0JIb30BATEIBCKOIO MTPOLIECCa.

r) B mimanupoBaHuWM MO NpPUOPUTETAM BCE MPOLECCHl C Pa3HBIMU MPHOPUTETAMU
MI0JIy4ar0T IPUMEPHO OAMHAKOBOE KOJIMYECTBO BPEMEHH.

Brib6epute BepHOe yTBEepxkaeHUE (BHIOEpUTE OJAMH BapHaHT):



a) OC peanr3oBaHa anmapaTHO B IIPOIIECCOPE.

6) OC peanu3oBaHa anmnapaTHo B MATEPUHCKOI Ij1are.

B) OC — mporpammHoe oO0ecredeHue, KOTOpOoe IpeJOCTaBiIsAeT HPUIOKEHUAM
pecypchl anmapatHoro oOecreueHHuss KOMIbIOTepa B BUAE YAOOHBIX aOCTpakuuid, HO HE
yIpaBJIAET 3TUM alIapaTHbIM 00ECIIEYEHUEM.

r) OC — mnporpaMMHOe oOecledeHHe, KOTOPO€ MPEAOCTaBISAET IPHIOKEHUAM
pecypchl anmapatHoro oOecleyeHHs KOMIIbIoTepa B BHJE YIOOHBIX aOCTpakUuil H
YIpaBJsSeT 3TUM anlapaTHbIM 00€CIIEYEHUEM.

9. BriOepute BepHOE yTBEpKICHHE (BEIOCPUTE OJIMH BAPUAHT):

a) B OC xomnbroTepa ¢ 0JHOSAEPHBIM IIPOLIECCOPOM B KaXKIbIii MOMEHT BPEMEHU
MOeT paboTaTh TOJIBKO OAMH IPOLIECC.

6) B OC koMmmproTepa ¢ 0JJHOSIEPHBIM IIPOLIECCOPOM Y MPOILIECCOB BCETAA
IPUCYTCTBYET TOJIBKO OJJUH MOTOK.

B) B OC xommnbroTepa ¢ MHOTOSZIEPHBIM NIPOLIECCOPOM B KOHKPETHBIM MOMEHTBPEMEHU
MOTYT BBIIOJIHATCS HECKOJIBKO ITOTOKOB OJTHOT'O IIPOLIECCa.

r) B OC xomnbroTepa ¢ MHOTOSIEPHBIM MPOLIECCOPOM KOHKPETHBIM MPOLECC MOKET
UCII0JIb30BaTh TOJILKO OJJHO SAPO Mpoleccopa.

Texywian ammecmauus é hopme mecma
(nposepka cpopmuposannocmu komnemenyuti YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop HU-YK-8.1); OIIK-2 (unouxamopwvr U-OIIK-2.1, U-OIIK-2.2, U-OIIK-
2.3, U-OIIK-2.4),; OIIK-3 (unouxamop H-OIIK-3.1)

Tect o Teme 3.2 UndopmanuonHasi 6e301acHOCTH ONEPANMOHHBIX CHCTEM ceMelcTBa
Windows

1. Ha ocHoBe kakux qaHHBIX cyobekTa OC Windows nprHUMAET perieHne o 10CcTyme?
a) XelI 3HaueHue MapoJis MoJIb30BaTeIs, 3alyCTUBIIETO MPOIIECC.
0) TokeH MepeBOIUIONICHHS. B)
Wnentudukarop mporecca.r)
Token gocryma.
1) ba3oBslit mpuopHTET Mporecca.

2. Ha ocHoBe kakux naHHbix 00bekTa OC Windows mpruHHMAET pelieHue o A0CTyme?
a) [IpuBmiierumn.
0) Token gocrymna.
B) [leckpuntop 6€301MacHOCTH.
r) CHCTEeMHBIH CITUCOK YIPaBJIEHUS TOCTYIIOM.
1) Crioco0 ayTeHTU(UKAINH TTOJTH30BATEIIS.
3. Kakue npumuTuBHBIE IpaBa 00beuHseT B cebe npaBo ureHuss OC Windows?
a) «YreHue atpuOyTOB 0€30M1ACHOCTHY.
0) «UreHne CUCTEMHBIX aTpHOYTOBY, «ITEHUE aTPHUOYTOB 0€30MACHOCTI .
B) «YUTeHHE JaHHBIX).
r) «YTeHue CUCTEMHBIX aTpUOYTOBY», «UTEHHE aTPUOYTOB OE30MACHOCTHY, «UTCHHE
TTAHHBIX».
1) «YTeHue cUCTEMHBIX aTpUOYTOBY», «YTEHHE aTpUOYTOB OE30MIACHOCTHY, «UTEHUE
JTAHHBIX», «BBIIOJHEHHE (AIIIOBY U «IIEPEXOJT B TUPEKTOPHION.
4. BpiOepuTe npaBUIbHBIE YTBEPXKICHHU 0 MaHIaTHOI nonutuke «He-3anuceiBaTh-BBepx»
OC Windows:
a) O0ecnieunBaeT CBOMCTBO LIEIOCTHOCTH JAHHBIX.
0) OGecnieunBaeT CBOMCTBO KOHPUACHITNATHHOCTH JaHHBIX.
B) Mcnonb3yercst B cucTeMe TOJIBKO JUIsl 0OOBEKTOB CETEBBIX COKETOB.
r) HesiBHO ricrionb3yercs st Bcex NTFS-daiinos.



10.

n) Pazpemaet noctyn Ha 3amuch TOJIBKO CyOBEKTaM C YPOBHEM LIEIOCTHOCTH PaBHBIM
WA OOJIBIIIMM T10 OTHOIIEHUIO K YPOBHIO IIEJIOCTHOCTH OOBEKTA IOCTYIIA.

Kakue u3 nepeuncnennsix npaB OC Windows npeocTaBisieT 10 yMOJIYaHUIO BIaEIIbILy
daiina?

a) Yurtate CCY /.

6) Yurats ACY .

B) Uurath copepkumoe ¢aiia.

r) U3menste JJCY L.

1) M3mensate CCY /1.

e) 3mensate conepkumoe daia.

Bribepere mnpaBuiIbHBIE  YTBEP)KJIEHUS OTHOCHUTEIBHO QITOPUTMA  OIPENEICHUS
npaBomepHocTu goctyna OC Windows:

a) [lepBbIM JielicTBUEM SIBISIETCS IPOBEPKA COOTBETCTBUS JOCTYIAa MAHIaTHOM
MOJINTUKE.

0) IIpoBepka cOOTBETCTBUSI AOCTYNa MaHAATHOM IMOJIMTUKE OCYILECTBISETCS I0CIIE
aHanuza 3anuce [JCY /1.

B) Eciin npu nocnenosarensHoM ananuse 3anucedl [ICY [l oka3piBaeTcs, 4TO OJJHO U3
3arpanrBaeMbIX MpaB 3alpeniaeTcs B TEKYIIEH 3aucu, TO JOCTYII 3aMpeliaeTcs.

r) Ecnu npu nmocnemoBatenbHoM ananmuse 3anuced JCY]] paspemiaromue mpasa
TEKyIled 3amucu B CyMME C pa3pellialolluMy IpaBaMU OPEAbIIyLINX  3amucei
NEPEKPbUIN BCE 3allpallliBaeMble [1paBa, TO JOCTYII Pa3pelaeTcs.

n) Ecnu B cninckax JICY ]l He ObLI0 3ampelarimx 3amnpainiuBaeMble IIpaBa 3arucei,
U B TO € BpPEMs BCE paspellaollye 3alich HEe NMEPeKpbUIN 3ampalniiBacMble MpaBa, TO
JIOCTYM 3ampeniaeTcs.

Kakas mpusuierus OC Windows mo3BosisieT uuTaTh Jr000U (aill BHE 3aBUCHUMOCTH OT
3a/IaHHBIX TIpaB?

a) [IpuBmiierus coznanust pe3epBHBIX KOMHIA.

0) [IpuBuiierus N3MEHEHUs! CUCTEMHOT'O BPEMEHHU.

B) [IpuBunerus 3aBepuieHus paboThl CUCTEMBI.

r) [IpuBunerus yBenuyenus pabouyero Habopa.

n) [TpuBmiierus coznanus ¢aiia NoJKauKH.

BribepuTe cymiHoctH, He BXosmine B TokeH nqoctyna B OC Windows:

a) SID monp30BaTes.

6) ACVY ]Il Bcex 00bEKTOB CUCTEMBI.

B) SID-bI rpym.

r) CCY ]I Bcex 00bEKTOB CUCTEMBI.

n) [pusunerun.
BriOepure cymuocTu, BXoasuye B Aeckpuntop 6e3onacHoctu o0bekta B OC Windows:

a) SID Bianmenbia 00ObeKTa.

6) J{MCKpEeIMOHHBIH CITUCOK YIPaBJIEHUS TOCTYIIOM.

B) CHCTEMHBIH CIMCOK YIPaBIEHUS JOCTYIIOM.

r) CriMCOK TOKEHOB JAOCTYyIa MPOLECCOB, OCYIIECTBISIOMUX JOCTYI K OOBEKTY.

1) YpOBEHbB 11ETTOCTHOCTH.
Kakue W3 TNyHKTOB NpPaBWIbHO ONMCHIBAIOT (PUIBTPOBAHHBIM TOKEH JOCTyma
anmunucTpatopa B OC Windows?

a) YpOBEHb LIEJIOCTHOCTH YCTAaHABIUBACTCS CPETHHUM.

0) YpOBEHB IETOCTHOCTH YCTAaHABINBACTCS BHICOKHM.

B) CIuCOK NMPUBUJIETHI, KOTOPBIE MOTYT MOMNACTh B (PMIBTPOBAHHBIM TOKEH, CUIBHO
OTpaHUYEH.

r) Ilpu ompenenenun npaBoMmepHocTH aoctymna cpeau 3amuceir [JCY ]l ¢ SID
aJIMAHUCTPATHBHBIX TPYII OYIYT YITEHBI TOJIBKO 3aIpelarolue.

1) COUCKHM NMPUBUIIETHI OJTMHAKOBHI B OOBIYHOM M (PUIBTPOBAHHOM TOKEHE JOCTYIa



aJIMUHUCTpATOpA.

Texkywan ammecmauus 6 popme mecma
(nposepra cpopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop U-YK-8.1); OIIK-2 (unouxamoper U-OIIK-2.1, U-OIIK-2.2, U-OIIK-
2.3, U-OIIK-2.4); OIIK-3 (unouxamop HU-OIIK-3.1)

Te(!T II10 TEME 32 I/IH(l)OpMaIII/IOHHaﬂ 66301’[301—[OCTL OﬂepaHHOHHbIX CUCTEM CeMeﬁCTBa
Linux

1. HaocHoBe kakux nanHbix cyobekta OC Linux mpuHUMaeT penieHre o A0cTymne?
a) SUID-0wur.
0) Sticky-our.
B) YueTHbIE JaHHbIC.
r) UID mpouecca.
1) DIEKTPOHHAs OMUCH POTPAMMBI.
2. Kaxwue npasa npucyrctByroT B OC Linux:
a) Mcnonuenue.
0) Urenue i-node.
B) UreHue.
r) Y anenue.
1) 3amucek.
3. Jas gero ciyxut SUID-6ut B OC Linux?
a) [To3BomseT 3amycTuTh MPUIIOKEHHE OT UMEHH BJaJeNblia (aiiia MpHIOKEHHS.
0) [To3BouseT 3amMyCTUTh MPUIIOKEHUE OT UMEHH CYIEepII0JIb30BaTerIsl.
B) Ilo3Bossier 3anyctuth npunoxxenue ¢ npusuwierueit CAP_SYS ADMIN.
r) [To3Bonser 3anyctuth npunoxenue ¢ UID paBHbIM HyITIO.
n)  3ampemiaer  3alyCK  NPWIOKEHHS  BCEM  IIOJIb30BATEJSIM,  KPOME
CYIIEPIIOJIb30BaTENS.
4. UYro nenaet Macka B CIIUMCKE yrpaBiieHus 1octynoM daiina B OC Linux?
a) 3ajaeT MakCUMaJlbHbIE IPaBa, KOTOPbIE MOXKHO MOJTYYUTh U3 3alKCei s TPYIIIL.
0) 3agaeT MakcCUMaJIbHBIE TIPaBa, KOTOPHIE MOXKHO TIOJYUYUTh U3 3alMUCH OCTATHHBIX.
B) 3a/jaeT MakCUMaJbHbIE TPaBa, KOTOPhIE MOXKHO MOJYYHUTh W3 3alMCH BJIaJeNblLa
daiina.
r) 3ajaeT MakCUMaJlbHbIE NpaBa, KOTOPblE MOKHO MOJYYUTh U3 3amuceil ais
MIOJIB30BATEJIEN U TPYIIIL.
1) 3ajaeT MakCUMallbHbIE MPaBa, KOTOPbIE MOXKHO IMOJIYYUTh W3 3amMced 1Jis
IIOJIB30BAaTENEH.
5. Yo Takoe coub xen-3HayeHus napois B OC Linux?
a) Ctpoka, KoTopas BbIOMpaeTcst MpH KakKJoW ayTeHTU(UKALUU cliydailHO uis
oOecrnieueHns 0€30MaCHOCTH MapoJIs.
6) CiyuaiiHo BbIOpaHHas IPU CO3JIaHUM MApOJIsi CTPOKA, KOTOpPasi CKIEUBAETCS CXEIl-
3HAYEHHEM ITOCIIE BBIYHCICHUS XeI-() YHKIIHH.
B) CiryyaifHo BbIOpaHHasi PU CO3/IaHUU MapOJis CTPOKA, KOTOpasi CKIEUBAETCs C
napoJieM Iepe;] BHIYUCICHUEM Xell-(QyHKIINH.
r) JInmnHa, 10 KOTOpOH ype3aeTcsi mapoib MOIb30BATENs JIJI1 KOMIIAKTHOTO XPaHEHHUSB
CUCTEME.
6. BwiOepuTe CynrHOCTH, BXOJSIINE B yaeTHBIE naHHbIe nporecca B OC Linux:
a) UID momnp30BaTens, 3ayCTUBILIETO IPOIIECC.
6) ['pynmnbl noab30BaTeNs, 3ayCTUBILETO MPOLIECC.
B) [IpuBunerumu.
r) [IpaBa ucnonnusemoro ¢aiina, U3 KOTOPOTro ObUT 3aIyIIEH MPOLECC.



1) @nar 3 GeKTHBHOCTH MPUBWIIETHH.
7. BviOepuTte CynIHOCTH, BXOIIUE B aTpuOyThl 6e3omacHocTH (aiina B OC Linux:
a) Tpoiika mpaB 1 KaXI0W TPYIIIBI B CUCTEME.
0) [IpuBunerumu.
B) Tpoiika npaB Biajenbiia ¢aiina.
r) Tpoiika mpaB monb30BaTeneil, He SBIAIOMMXCS BiajenblaMu Qaiiia u He
BXOJIAINX B IPYIITY Bliajenblia (aiisa no yMoIdaHuIo.
n) Bnagenen gaitna.
8. BsiOepuTte cynHocTH, BXOsIHE B aTprOyThl 6e3omacHocTy (aitna B OC Linux:
a) Tpolika mpaB 7151 KaX/101 TPYIIIIbI B CUCTEME.
0) [IpuBunerum.
B) Tpoiika npas Biajaenbua ¢aiina.
r) Tpoiika mpaB monb30BaTeNiel, HE SBISIOMMXCA BiaaenblaMu ¢ailia 1 He
BXOJIALINX B IPYIITY Bliajenblia (aiisa no yMoIdaHuIo.
n) Bnagenen gaitna.
9. Kakue Habops! npuBmieruii ects y aiina 8 OC Linux:
a) Hacnenyewmsie.
0) DddexTuBHEIE.
B) BHemnue.
r) OrpaHu4uBaronIye.
n) Paspemiennsie.
10. Kakyto xem-ynkmuto ucronbzyet OC LinUX asst BIYUCICHHS XeII-3HAaYEHHsI apoJis B
OC Linux?
a) MD-5.
6) SHA-256.
B) SHA-512.
r) SHA-3.
n) @OyHKOUA HECKOJBKO, OKOJIO XCMI-3HAYCHHWsT Mapoiisi XPaHUTCS HOMEp
UCIOJIb30BaHHOMN XelI-(DyHKIINH.
11. Yro nenaer kouseiiep B OC Linux?
a) @UIbTPYyeT BBIBOJ KOMAH/IBI.
0) IlepenamnpasisieT CTaHAAPTHBIN BHIBOJI KOMAH/Ibl C KOHCOJIHM CTAaHAAPTHBIA Ha BXOJI
JIpyroy KOMaHze.
B) [TomHuMaeT mpasa 710 ipaB Cyneproab30BaTesl.
r) OTKIaAbIBACT BBIMIOJIHEHNE KOMAH/Ibl HA YKa3aHHBIN CPOK.

Texywian ammecmayus é popme mecma
(nposepra cpopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop HU-YK-8.1); OIIK-2 (unouxamopur U-OIIK-2.1, U-OIIK-2.2, U-OIIK-
2.3, U-OIIK-2.4); OIIK-3 (unouxamop HU-OIIK-3.1)

Tect no Teme 4.1 BBeieHHe B apXUTEKTYPY JOKAJbHBIX BHIYMCIUTEIbHBIX ceTeil

1. Kaxoii mopsinok ypoBHei monenu OS| BepHBIiA?

a) Ouznueckuii, KaHAIbHBIM, TPAHCIIOPTHBIN, CETEBOM, CEAHCOBBIN, MPEACTABICHMUS,
MIPUKJIAHOMN.

0) ®usnyeckuil, KaHAIBHBIN, CETEBOW, TPAHCIIOPTHBIHN, CEaHCOBBIN, IPEICTABICHNUS,
MIPUKJIAHOMN.

B) Ou3nyecKkuil, KaHaJIbHBINA, CETEBOU, TPAHCTIOPTHBIN, CEAHCOBBIHN, IPUKIIATHOM,
MPECTABIICHUSI.

r) ®usnveckuii, KaHATBHBIN, TPAHCIIOPTHBIN, CETEBON, CEAHCOBBIHN, MTPUKIIATHOM,
MIPEJCTABIICHUSI.



2. Kaxue npoToKoJIbl OTHOCSTCS K TPAHCIIOPTHOMY ypoBHIO Mojenu OSI?
a) UDP.
6) ARP.
B) [Pv4.
r) GSM.
n) TCP.
e) DNS.
x) PPTP.
3. Kaxkoii ypoBeHb npeHa3HaYeH Il ONPEISIICHHUs yTH Nepeaayy JaHHbIX?
a) OU3NYECKUH.
0) CeaHCOBBIH.
B) TpaHCHIOPTHBINA.
r) IlpencraBnenus.
1) KanansHbrIit.
e) IlpuxknagHoii.
k) CeTeBoH.
4. Kaxue ¢iaru ucronb3ytorcst B npotokose TCP ans ycraHOBIEHHS coennHEHUs?
a) RST.
6) SYN.
B) FIN.
r) URG.
1) ACK.
e) PSH.
5. Kakwue npeumymiectsa ects y FTTB?
a) Bricokas ckopoctb paboTsl IHTEpHET.
0) PaBHas ckopocTh npuema u repeaadn HHPOpMaIuH.
B) HesaBucumocTh ckopocTH J0CTyna OT 4uciaa Aa0OHEHTOB, MOJAKIIOUEHHBIX K
KOMMYTATopy.
r) OTCcyTCTBHE HEOOXOIMMOCTH pa3MeIleHNsI KOMMYTaTOpa MpoBaiiiepa B 3/1aHNUHU.
6. Kaxkue Hegocrarku ectpy FTTB?
a) Huskas ckopocTth paboTsl UHTEpHET.
0) Pa3zHas ckopocTh npuema u nepegadyu nHGOpMaLuu.
B) 3aBUCHMOCTb CKOPOCTH JOCTyHa OT uucjia aOOHEHTOB, MOJKIIOYEHHBIX K
KOMMYTaTopy.
r) HeoOxoaumocTs pazmenieHst KoMMyTaTopa poBaiijiepa B 31aHUH.
7. BoiOepute BepHbIE YTBEPKACHUS
a) TCP He rapaHTupyeT OCTaBKY JaTarpamM.
6) UDP He rapaHTHpyeT JOCTaBKY JlaTarpaMM.
B) UDP rapantupyer A0CTaBKy JaTarpaMmm.
r) TCP rapanTupyer 10CTaBKy JaTarpaMm.
8. Kakoil agpec oTHOCHTCS K aJipecHOMY pocTpaHcTBy 1Pv4?

a) 192.168.0.17

0) 129.256.0.0

B) 301.169.107.0.0.3

r) 127.0.1000.0

9. Kak paboraet koHIIeHTpaTop (xab)?

a) [Ipm mosydeHWn makeTa JaHHBIX Xa0 MepechlIaeT ATOT IMAKeT Ha BCE OCTAJIbHBIC
CBOM MOPTEHI.

06) Ilpu monyueHWu mMmakeTa AAHHBIX Xa0 TepechbuTaeT 3TOT TaKeT Ha TOpPT B
cootBercTBUU ¢ Tabmumeir MAC-ampecoB. Ecnum  coOTBETCTBUS  HET, MaKeT
oTOpackIBaeTCsl.

B) Ilpu monydyeHuu mnakera MaHHBIX Xa0 TMepechlIaeT dSTOT MaKeT Ha MOpT B



10.

cootBeTcTBUU ¢ Tabnuieir MAC-aapecoB. Ecim cOOTBETCTBHS HET, B CETh OTIPABIISCTCS
ARP-3anpoc.
Kaxk pabortaet kommyTtarop?

a) B cmyuae, ecnu s otnpasisiemoro MAC-aipeca HET COOTBETCTBHSI, KOMMYTAaTOp
pacchlIaeT makeTsl Ha BCE MOPThI, KPOME MOPTa-TIOTydaTels.

6) IIpu mosydyeHuu Makera JaHHBIX KOMMYTATOp IEPEChUIaeT ATOT MaKeT Ha BCe
OCTaJIbHBIE CBOU TTOPTHI.

B) KommyTaTop XpaHUT B maMATH TaOIUIly KOMMYTAllMH, B KOTOPOH yKa3aHO
conoctarienne MAC-aapeca u HoMepa mopra KOMMyTaTopa.

r) Co BpeMeHeM KOMMYTaTOp CTPOUT TabIuIly A Bcex akTUBHBIX MAC-aapecos.

1) Tabmmuna MAC-aapecoB KoMMyTaTopa CTaTHYHA U HACTPAUBAETCS BPYUHYIO.

Texywian ammecmayus é ghopme mecma
(nposepra cpopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop HU-YK-8.1); OIIK-2 (unouxamoper U-OIIK-2.1, U-OIIK-2.2, U-OIIK-
2.3, U-OIIK-2.4),; OIIK-3 (unouxamop HU-OIIK-3.1)

Tect mo Teme 4.2 CeTeBble Yyrpo3bl H MeTO/IbI IPOTUBOAEHCTBUS UM

Kakue OpIBalOT HCTOYHUKHM BO3HUKHOBEHHS YSI3BUMOCTEH?
a) OmmoOKyM peanu3aium.
6) Omnbku 00CITyKUBaHUS. B)
OmmOKM MPOEKTUPOBAHUSL.T)
Omuobxu HR-otnemna.
Urto He BxoauT B 06a30Byt0 rpymimy MeTpuk CVSS?
a) Crioco6 nosy4yeHus A0CTyna.
0) BiusiHue Ha KOH(UICHIINATHLHOCTD.
B) BiusiHue Ha nosib3oBatess.
r) [lokazarens ayTeHTHQUKALUH.
1) C10XKHOCTb TOJTYYEHUs IOCTYTIA.
Kakoii rpynnst metpuk CVSS He cymectByeT?
a) KommekcHas.
0) Bpemennas.
B) bazoBas.
r) KonTekcrHas.
Kewm pazpaborana CVSS?
a) ISO.
6) FIRST.
B) WWW.
r) UCLA.
Yro He aBigercsa meTpukoi B CVSS?
a) CJI0’)KHOCTh aTakKH.
0) Brnusinue Ha TOCTYMHOCTS.
B) JlnutenpHOCTh aTaku.
r) Cioco6 monydeHus AOCTyTIA.
1) [Tokazarens ayTeHTU(DUKALIUH.

UYro sBIsSETCSA MaCCHBHOW aTakKou?
a) IlpocnymmuBanue Ttpaduka.
6) OTKa3 B 00CTyKUBaHUH.
B) ®usnyeckoe HamajeHUEe Ha OOBEKT.
) OKCIUTyaTanus ysS3BUMOCTH.
Uro Takoe 3BpuUcTUYECKUI aHaTn3?
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a) Metoz, npenHa3HAaYeHHBIHA Ul OOHApY)KEHUSI HOBBIX, €Ill€ HE BBISABICHHBIX
BUPYCOB.

6) MexaHu3M, HEOOXOAMMBIA [UIi OTCICKHMBAHHMS HEU3MEHHOCTH (Daiiios,
JOKYMEHTOB, peecTpa, KOHpHUTypanun 000pya0BaHusl.

B) MeTos, OCHOBaHHBIN Ha MOCJIE0BATEIbHOM IIPOCMOTpE MaMATH YCTPOMCTBa,
3arpy304HBIX CEKTOPOB, (halJIOB B MOMCKE CUTHATYP U3BECTHBIX BUPYCOB.

UYro Takoe 63K10p?

a) YacTte BpEIOHOCHOTO MPOrPaMMHOIO OOeCHeueHHs, pealn30BaHHOTO IS
COKPBITHUS IPUCYTCTBUS ITOTO BPEAOHOCHOT'O KOZA U €r0 ACHCTBUIA.

0) Ilpunoxenue, wucnogb3yemMoe MJis JajbHEHIIEH 3arpy3ku M 3alycka
HOJHOLEHHOT'O BPEOHOCHOTO IPOIPaMMHOI0 00ecIIeYeHusl.

B) BpemonocHoe mporpammHoe oOecrnedyeHre, KOTOpOe, IMOMUMO  MOJTYYEHUSs
KOHTPOJISI HaJ 3apaX€HHBIM YCTPOWCTBOM, IBITA€TCS 3aXBATUTh IOJ CBOW KOHTpPOJIb
JIpYTHU€ Y3Jbl CETH.

r) [Ipuiosxenue, Mo3BOJIAIOLIEE YIIPABIATH KOMIBIOTEPOM YAAJICHHO.

Urto Takoe pyTKHUT?

a) YacTe BpEIOHOCHOIO MPOrPaMMHOI0 OOeCHeueHHs, peaJn30BaHHOIO IS
COKPBITHSI IPUCYTCTBUS 3TOTO BPEAOHOCHOTO KOJIa U €T0 IEUCTBUM.

6) [IIpunoxkenue, wucnoiabzyemoe s JajbHEMIIEH 3arpy3ku M 3alrycka
MIOJIHOLIEHHOT'O BPEIOHOCHOTO MPOrPaMMHOI0 00€CIIEUEHHUS.

B) BpenonocHoe mnporpammHoe oOecrneyeHHe, KOTOpOE, IOMHMO  IOJY4EHUs
KOHTPOJISI HaJ 3apaXKeHHBIM YCTPOWCTBOM, MBITACTCS 3aXBATUTh MOJ CBOW KOHTPOJIb
JpyTUE Y37Ibl CETH.

r) [Ipunoxxenue, no3BosisoLIEe YIPABIATH KOMIBIOTEPOM YAAJIEHHO.

Yro cnenyer nenaTh, YTOObI 3aALIUTUTE Ce0s1 OT BUPYCOB?

a) He 3amyckatp IprIitoKeHUs U3 HEOBEPEHHBIX HCTOYHHUKOB.

6) Cuneauts 3a UUGPOBBIMU MOANUCSAMH YCTaHABIMBAEMOI'O IPOIPAMMHOIO
oOecrieyeHus.

B) OTKJIIOUUTH MEXKCETEBOM IKPaH.

r) Bcerna oTkpbIBaTh BIOKEHUS 3JEKTPOHHOW MOYTHI € TeMoM «BaxHo» u
«Cpo4HO».

n) CBOeBpeMEHHO OOHOBJATH  ONEPALMOHHYIO CHCTEMY U  INPOTrpaMMHOE
obecrnieyeHue.

e) Mcnonp30BaTh aHTUBUPYCHOE NPOTpaMMHOE OOecTieueHue.

Texywian ammecmayus é popme mecma
(nposepra cpopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop HU-YK-8.1); OIIK-2 (unouxamopur U-OIIK-2.1, U-OIIK-2.2, U-OIIK-
2.3, U-OIIK-2.4); OIIK-3 (unouxamop HU-OIIK-3.1)

Tect no Teme 4.3 Me:kceTeBble IKPaHbI

Uto Takoe MeKCeTeBOM dKpaH?

a) [IporpaMMHOe MM TPOTrPaMMHO-TEXHUYECKOE CPEJCTBO, peanusyroliee (yHKINU
KOHTPOJIA U q)HHBTpaHI/II/I B COOTBCTCTBHUH C 3aJJaHHBIMH IIPaBUJIAMHU MPOXOAAINIUX YEPE3
HEero WH(GOPMAIIMOHHBIX TOTOKOB.

06) VYcrpoiicTBo, TpeAHA3HAYEHHOE [IJII  COCAWHEHUS]  HECKOJBKUX  Y3JIOB
KOMITBIOTEPHOM CETH B IpeJiesiaX OJHOTO UM HECKOJIBKUX CETMEHTOB CETH.

B) YCTpOICTBO, KOTOpOE MO3BOJISIET OPraHU30BaTh JOKAIBHYIO CETh C BO3MOXHOCTBIO
BBIX0JIa B MHTEPHET JJIsl IPYTUX YCTPOMCTB.

MesxceTeBble SKpaHbl s BEO-MIPUIIOKEHUN pacoiararoT:

a) Ilepen 3ammmaembiM BeO-cepBepoM (Tpaduik BHaYaje MepeaaeTcsi MEKCETEBOMY



JKpaHy, 3aTeM BeO-CEepBEPY).

0) Ilocnme 3amumiaemoro BeO-cepBepa (Tpaduk BHayane mepemaercs BeO-cepBepy,
3aTeM MEKCETEBOMY IKPaHy).

B) MexceTeBOl 3KpaH M 3allMIAaeMblii UM BeO-cepBep HaXOAATCS B Pa3HBIX
MOJCETAX, TPahUK MEXTy HUIMHU 3alPEIICH.

r) BmecTo 3amumiaemoro Be6-cepBepa.
[lepconanbHbBIE MEKCETEBBIE SKPAHBI JJIs1 HACTOIBHBIX KOMITBIOTEPOB U HOYTOYKOB:

a) O0ecnieunBalOT IOMOJIHUTENIbHBIA YPOBEHB 3aIIUThI OT CETEBBIX aTaK.

0) IToaHOCTBIO 3aMEHSIOT BCE OCTAJIbHBIC HHCTPYMEHTAJIBHBIE CPEACTBA 00ECIICUCHHUS
0€30MacHOCTH.

B) [ToJIHOCTBIO 3aMEHSIOT MapIIPYTH3ATOPHI, ABISSACH IUTFO30M MO YMOIYAHHIO JUIS
3alIMIAeMOT0 KOMIIBIOTEpA MM HOYTOYKA.

r) [IpenocTaBmisioT Bce HEOOXOAMMbIE CETEBBIE CEPBUCHI IS 3AIIUIIAEMOTO
KOMITbIOTEpA WJIK HOYTOYKa.
[lepcoHanbHBIE MEXKCETEBbIE SKPAHbI JUIsI HACTOJIBHBIX KOMIBIOTEPOB M HOYTOYKOB
SBIISTFOTCSL:

a) AnmapaTHO-IPOrPaAMMHBIMH CPEACTBAMU 3AILUTHI.

6) Bcerna BctpoennbiMu B OC, KOTOpYIO OHHM 3aIMIIAIOT; HE MOTYT OBITh
pearn30BaHbl BHEUTHUMHU TPOU3BOIUTEIISIMH.

B) MCKITIOUNTENBEHO IPOrPAMMHBIMHU.

r) MckmounTenbHO BHEIMIHUMHU, HE BCTPOEHHBIMU B OC, KOTOPYIO OHH 3alUINAIOT;
BCETrJia peajJ30BaHbl BHEUIHUMHU IPOU3BOIUTEIIMHU.
[lepconanbHBIE MEXKCETEBBIE SKPAHbI ISl HACTOJIBHBIX KOMITBIOTEPOB M HOYTOYKOB
yCTaHaBJIMBAIOTCS:

a) Ha xocTax, KOTOpbI€ OHU 3alUILAIOT.

6) Ha mapmpyrtuzatopax, KOTOpble YKa3aHbl Ha XOCT€ B KauecTBE IIJIK03a IO
YMOTYaHHIO.

B) Ha oTenpHBIX KOMIBIOTEpAX.

r) Ha xoneunsix Toukax VPN.
BriOepure HecymeCTBYIONINI BUJ] TPAHCIISIIIMU CETEBBIX alpecoB.

a) [Ilunamuueckasi.

0) Crarnueckasi.

B) C UCHOIB30BaHUEM MIOPTOB.

r) C ucnoiab30BaHUEM MOCTOB.
[111r03B61 YpOBHS NPUIIOKEHUM TO3BOJISIOT:

a) MckmounTthe npsiMoe B3auMOJIEHCTBUE JABYX Y3J0B IyTE€M pealu3alli POJH
MIOCPETHHKA.

0) BoInoaHATh QyHKIMHM 111IJTF03a CEAaHCOBOTO YPOBHS.

B) AHAJIM3UPOBATh BCE CYIIECTBYIOLINE B MUPE MPOTOKOJIBI.

r) AHaIM3UpPOBATh TOJBKO TMOJACPKUBAEMBIE JTHM MEXKCETEBBIM JKPaHOM
HPOTOKOJIBL.
VYnpasisieMble KOMMYTaTOPbI MOT'YT:

a) OcymecTBiATh GpuiIbTpaLuio Ha ocHoBe IP-agpecos.

0) OcymecTBISITh GUIBTPALHIO TIO UCTIOJIB3YEMOMY IMPOTOKOJTY.

B) OcymiecTBiATh punbTpanuio Ha ocHoBe MAC-anpeca.

r) OcymectBisaTh ¢punbTpanuio Ha ocHoBe VLAN ID.
BriOepute BO3MOKHOCTH MEXKCETEBOT0 IKpaHa.

a) Peructpanusi cOOBITHIT 1 TeHEpaIus OTYETOB.

0) Gunbrpanus Tpaduka.

B) TpaHCIsALUs CETEBBIX aPECOB.

') AyTeHTU(UKAIMS [T0JIb30BaTENeH.

1) AAMUHHCTPUPOBAHUE.



10. Kakue yTBepXI€HUS O MPOTPAMMHOM MEXCETEBOM SKPaHE BEPHBI?

a) Ilogxomutr B ciaydasx, KOrja YCTPOWCTBO IIOJB30BATENs IOMEIIAECTCS B
HEJIOBEPEHHYIO CpeLy.

0) Ilpu ero paboTe HCHIONB3YIOTCS PECYpPChl YCTPOHCTBA, HAa KOTOPOM OH
(GYHKIIMOHUPYET.

B) [logxoaut asis 3a1a4 CErMEHTUPOBAHUS CETEH.

r) [logxoauT 1u1st OTIEeNeHNs JOBEPEHHOW YaCcTH CETH OT BHEUTHUX YIPO3.

1) Cunraercs 60see 0TKa30yCTOWYMBBIM, YEM allapaTHbI MEKCETEBOM SKpaH.

Texywian ammecmayus é ghopme mecma
(nposepra cpopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop HU-YK-8.1); OIIK-2 (unouxamoper U-OIIK-2.1, U-OIIK-2.2, U-OIIK-
2.3, U-OIIK-2.4); OIIK-3 (unouxamop HU-OIIK-3.1)

Tect mo Teme 5.1 BBeienue B kpunrtorpaduyeckue MeTo/Ibl 3a1MTHI HHpopManu

1. Kaxngplii mmdpoTekcT MOKET OBITh TONYyY4eH Kak pe3yldbTaT  CJETYIOIIEro
peoOpa3oBaHus:

a) Ex (Dk(p)).
6) Dx(p).
B) Ex(p).
r. Dk (Ex(p)).

2. 3ammdpyiite ¢ noMompko mudpa «Ardamn cioBo «Worldy.

A/B|CID|IE|F|G|H|I |J|K|L|M
Z| Y| XIW|V|U|T|S|R|Q|P|O|N
a) Dlrow.
6) Svood.
B) Woild.
r) Dliow.

3. Paccrmdpyiite cioBo «Xjxoby, 3ammdpoBanHoe ¢ momombio mudppa [as HOmus
Ie3aps:

BICIDIEIF|G|H|I|J|K|ILIM|N|O|P [QIR|S|T|U|V|X|Y|Z
Y Z|A|B|C/IDIE|F|G|H|I |J |[KILIM|N|O|P|Q|R|S|T|U|V
a) Tgtly.
0) Amare.
B) Crypt.
r) Vivna.
4. Sammudpyiite caoBo «OKH3HBY ¢ TOMOIIBIO TEPECTAHOBKU
1121345
2|15/3|1\|4
a) Hx3bu.
0) bu3mx.
B) H3pxu.
r) Ub3xH.
5. Pacumdpyiite cnoBo «1216312611» ¢ momomnibio Tabmuis! [Tomubmus:
112|3/4|5|6
1/A|B/B|T|O|E
2|E|[X|3|U[U|K
3|JI|M|H|O|IT|P
4Bl E|YV| DX |1




S|4 U Bb|bI|l b
6|20 A|*|*|*
a) benxa.
6) Eaproa.
B) Crpernxa.
r) benok.

6. BrepBble METOJl 4aCTOTHOT'O KPUNITOAHATN3A BIIEPBHIC HU3JTOMKHIIL:
a) Jleon bartucra Ans6epTH.
0) ®panuecko CuMoOHETTA.
B) AGy HOcyd Sxy6 anp-Kunau.
r) Ixuponamo Kapnano.
7. Jluck Ans0epTu MO3BOJISICT aBTOMATU3UPOBATH:
a) [Iudp nmpocroit 3amensl (ogHOAT(PABUTHBIN AP ).
0) MHuoroandaBuTHbIH THP.
B) [lIudp nepectaHOBKH.
r) [loTounsit mudp.
8. Hcnonp3oBaHue mapoisi Jisi MHEMOHMYECKOTO 3alIOMMHAHUS TMEPEeCTAaHOBKU CHMBOJIOB
andaBuTa MPEIJIOKHUIT:
a) Mareo ApIKeHTH.
0) bnez ne Buxenep.
B) /lbxoBannu barrucra bennaso.
r) Ibxambarrucra (xoBannm) nemia [opra.

9. Ilomemenue ais nepiaroctparnuu nepenucku B X VII — XX Bekax Ha3bIBAJIOCH:

a) bemnwprii kabuHer.

0) Taiinas komHarTa.
B) SlHTapHas KOMHaTa.
r) UepHblil KaOUHET. 1)
KpacHblii kaOuHer.

10. HIudpsl, B KOTOPHIX KKl CHMBOJ OTKPBITOTO TEKCTa MpeodpazyeTcss B CHMBOI
mmdpoTeKcTa, B 3aBUCHMOCTH OT CBOETO PACIIONIOKEHHUS B OTKPHITOM TEKCTE W KIFOYa
HA3bIBAIOTCS:

a) MHoroandaBuTHbIMU MK (pamu.
6) brounsiMu mudpamu.
B) [lorounbiMu mudpamu.
r) PoropHbiMu mudpamu.
11. 3ammdpyiite cnoBo «CJIOH» ourpammubim mudpom Ilneidepa.

vy 4 O b B
X T 3 H )
I r JI b IT
M A I 3 P
C E A bl K
1O )| ] )41 X
a) BAbU.
0) HIADb.
B) OIIYBI.
r) bILLI3.
12. Tlyctb nepectanoBKa T mpejacTaBieHa caeyrone TabInmei:
2|13|...|n=-5|n-4|{n-3|n-2|n-1|n
5/6|(7(.../n=1| n 1 2 3 |4
13. Kakoii Bua umeeT nepecraHoBKa oOpaTHas epectaHoBke T?
a.

[1]2]3]...]n-5/n-4[n-3[n-2|n-1]n




[1[2]3]...[n-5[n-4|n-3][n-2[n-1]n

0.
112]3|...|n-5|{n-4/n-3|{n-2|n-1|n
4132 10 9 8 7 6 |5
B.
112]3 n-4/n-3|n-2|n-1|n
415|6 n-1| n 1 2 |3
T.
1 2 3 |4|5|.../n=-3|n-2|n-1| n
n-3/n-2\n-1|{n|1l|...|n-7{n-6[n-5|n-4
14. 3ammdpyiite ¢ momouipio oTKpeITOro Kimoua (8051, 5) kpuntocucremsr RSA coobuienue
m = 10.
a) 8051.
0) 3388.
B) 1949.
r)12.

15. Kakoe cBOICTBO ©€30MaCHOCTH TapaHTUPYET, YTO YYACTHUKY KPHUITOrpadudIecKoro

IPOTOKOJIa LIEJIOCTHOCTH IOJYYEHHOIO COOOIIEHUS U €ro Co3JaHue [0 MOMEHTa
MOJTy4YEHHUs1, HO HE TAPAHTUPYET 3aIIUTY OT IIOBTOPHOM OTIPABKH COOOIICHNUs?

a) CBOWCTBO «ayTeHTU(UKALUSI CTOPOH.

0) CBoiicTBO «ayTeHTH(UKALINS UCTOUHUKAY.

B) CBOICTBO «MHBapUAHTHOCTb OTHPABUTEIS.

r) CBOWCTBO «ayTEHTU(MUKAIUSI COOOLICHUSY.

16. Kakoe cBoiicTBO 0€30MaCHOCTH TapaHTUPYET, YTO YYACTHUKY KPHUMOTOrpaduyecKoro

w

NPOTOKOJIA, YTO YYaCTHUKH, HAYABIIME HCIIOJHEHHE IPOTOKONA, HE HM3MEHWIHCH C
TE€4YEHUEM BpeMEHU?

a) CBOICTBO «ayTeHTU(UKAIUSI CTOPOHY.

6) CBoiicTBO «ayTeHTU(UKALINS UCTOUHUKA.

B) CBOICTBO «MHBAPHAHTHOCTH OTIIPABUTEIISI.

r) CBONCTBO «ayTEHTU(UKALUS COOOLICHUSY.

JlomoJIHUTeIbHbIE 32JaHUS 1JISI CAMOCTOSITEILHOTO PeleHHs
(6 0bs3aMenbHOM NOPsIOKe He NPO8epPsIomcs npenodasamesiem)

Texywaa ammecmayus 6 gpopme 00nOIHUMENTLHO20 3A0AHUA
(nposepra cpopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop HU-YK-8.1); OIIK-2 (unouxamopwr U-OI1K-2.1, U-OIIK-2.2, H-OIIK-
2.3, U-OIIK-2.4); OIIK-3 (unouxamop HU-OIIK-3.1)

JonosiHuTebHbIe 3a1aHus 0 Teme 1.1 [IpaBoBbIe 0CHOBBI 00ecIeYeHU
HH(}OPMaANMOHHOM 0€30NaACHOCTH

Kakas wundopmamus mnpezacrasiser s Bac 1nenHocts? Kakue xapakTepuCTHKH
uH(popMallnoOHHON Oe3o0macHocTH Bbl 61 X0TenM obecneunTs i Takoi nHbopMaun?
BriGepere kakoif-mubo Bun neHHoil ans Bac undopmanuu. B kakux dopmax moxer
OBITH MPEJCTABJIEH ITOT BUJ HHMOpMAIUn?

IIpoananusupyiiTe: K KakuM BUAaM TailH Bbl MoXkeTe uMeTh 1ocTyn?

IIpoananusupyiite: kakue cBsi3aHHble ¢ Bamu JaHHBIE MOT'YT SIBJISIThCS TATHAMM?

Texkywasn ammecmauus 6 ghopme 00nOTHUMENbHO20 3A0AHUA
(nposepra cpopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8



(unouxamop U-YK-8.1); OIIK-2 (unouxamoper U-OIIK-2.1, U-OIIK-2.2, U-OIIK-
2.3, U-OIIK-2.4); OIIK-3 (unouxamop HU-OIIK-3.1)

I[OHOJIHI/ITeJILHLIe 3aJJaHus 110 TEME 1.2 ?.aumTa MNEPCOHAJTBHBIX JAHHBIX

1. Omumumre cxemy HHGOPMAIIMOHHBIX IIOTOKOB Bammx mepcoOHANBHBIX JaHHBIX B

YHuBepcurere.

Onwumure cxemy HH(OPMAIIMOHHBIX TOTOKOB Bammx nepcoHanbHbIX JaHHBIX B banke.

[Ipoananusupyiite: Bceraa Ju (korga 3To HeoOxoaumo) ¢ Bac B3umarT coriacue Ha

00paboTKy MEepCOHATBHBIX MaHHBIX? Beerma g 3TO MPOMCXOAMT B COOTBETCTBUHU C

3aKOHOJIaTEJIbCTBOM?

4. TlpoaHanu3upyWTe: B KaKMX CHTyanusx Bel nmaBaim coriacue Ha 00paboTky Bammx
crenuagbHbIX TaHHBIX? He ObLI0 JIU 9TO M3IUIIHUM?

5. Ilpoanamm3upyiite: B KaKuUX CHTyallMsX Bbl naBanm coriacue Ha o0paboTky Bammx
O6uomerprueckux JaHHbIX? He ObUIO U 3TO U3AMIITHUM?

wmn

Texywaa ammecmayus é popme 00nOIHUMENTLHO20 3A0AHUA
(nposepra cpopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop HU-YK-8.1); OIIK-2 (unouxamoper U-OIIK-2.1, U-OIIK-2.2, U-OIIK-
2.3, U-OIIK-2.4); OIIK-3 (unouxamop H-OIIK-3.1)

JlonosiHuTeILHBbIE 3a1aHKs 110 TeMe 1.3 Oprann3zanuoHHble 0CHOBBI 00eceYeHus
HH(OPMAMOHHOH 0€30MACHOCTH

Pa3paboraiite Mogens HapymuTens A Bareit qomaniHeit nHGopMalnoHHONW CUCTEMBI.
Pa3paboraiiTe MOeITb HAPYIIATES TSI KOMITBIOTEPHOTO KJlacca Y HUBEPCHUTETA.
Pa3paboraiite Mosens yrpos s Bareii qomaniaeit nHGOpMalMOHHONW CUCTEMBI.
Pa3paboraiiTe MOeITb HAPYIIATES TSI KOMITBIOTEPHOTO KJIacca Y HUBEPCHUTETA.
[Ipemoxkute cpeacTBa 3amuThl HHGOpManuu it Bamiel nomamHel nHGopMamoHHoH
CUCTEMBI.

agrwnPE

6. Ilpemnoxure cpencrBa 3amuThl  HHGOpMAnMu IS KOMITBIOTEPHOTO — Kjacca
YHuBepcurera.

Texywaa ammecmauyus 6 ghopme 00nOTHUMENLHO20 3A0AHUA
(nposepka cpopmuposannocmu komnemenyuu YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop HU-YK-8.1); OIIK-2 (unouxamopwvr U-OIIK-2.1, U-OIIK-2.2, U-OIIK-
2.3, U-OIIK-2.4),; OIIK-3 (unouxamop H-OIIK-3.1)

JlonoTHUTEIbHBIE 3a]JaHUs 110 TeMe 2.1 ApXuTeKTypa KOMNbIOTEepa

1. Usyunte Bam mnepcoHandbHBIH KOMIBIOTEP M COBPEMEHHBIE TaJKETbl, KOTOPHIMH BbI
nojb3yerech. CpaBHUTE HUX XapaKTEPUCTHKHU: ObICTpOJEHCTBHE, 00BEM OINEpaTUBHOU U
BCIIOMOTATEJIbHOM MTaMATH, CKOPOCTh AocTyna B MIHTepHeT.

Texywasn ammecmauus 6 ghopme 00nOTHUMENbHO20 3A0AHUA
(nposepra cpopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop HU-YK-8.1); OIIK-2 (unouxamopwvr U-OI1K-2.1, U-OIIK-2.2, U-OIIK-
2.3, U-OIIK-2.4); OIIK-3 (unouxamop H-OIIK-3.1)

JononHuTeIbHBIE 3a1aHus 10 TeMe 3.1 BBeienue B nHGoOpMaLHOHHYIO 6€30MACHOCTH
OonmepanMuoOHHBbIX CUCTEM



PonbRE

OC Windiws
Ortkpoiite 6paysep Internet Explorer. Haiinure ero uaentugukarop npouecca, OTKpbITbIE
COEMHEHUS U 0a30BBIN IPHUOPUTET.
Ortkpotite Opay3zep Chrome. Haiinure ero uaeHTH(UKATOpP IpOLIECCa, OTKPHITHIC
COCIMHEHUS 1 0a30BBIN IPHOPHUTET.
3anycrture npunoxkerue «bnokHory. Halimure ¢aitnpl OTKphITBIE TporieccoM «BIOKHOTY
¢ noMouipio yruiautel Process Explorer.

OC Linux
Haiigute nsate cambix TpeOOBATENIBHBIX K TAMSTH ITPOLIECCOB.
OtkpoiiTe Opay3ep U HalUTE OTKPHIThIE COCTUHECHHUSL.
BeiBeaute conepxumoe aupexropun /etc.
BriBenute conepxkumoe nupexropuu /etc/schedule.

Texywaa ammecmayus é gpopme 00nOTHUMENLHO20 3A0AHUA
(nposepra chopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop HU-YK-8.1); OIIK-2 (unouxamopwvr U-OIIK-2.1, U-OIIK-2.2, U-OIIK-
2.3, U-OIIK-2.4),; OIIK-3 (unouxamop HU-OIIK-3.1)

JonmosHuTesbHbIE 3a1aHus 110 TeMe 3.2 UndpopmanuonHas 0€30MaCHOCTD
onepanMoOHHBIX cucTeM cemeiicrBa Windows

Cozpaiite nonb3oBatens «Amnuca». Hasnaubre el mapons. Cozpaiite rpynmy
«HenoBepeHHbIE I0JIb30BATENIN.

CoszpaiiTe aupekTopuro, coiepxairyro Qaitnel. Haznaubre Alnce mpaBa JOCTaTOYHBIC
Ul OTOOpaXKeHHUs CIIUCKOB (halyIOB U MEPEXOJ0B B JUPEKTOPUH U €€ NOJAUPEKTOPUSX, a
TaKke 4reHus (aiioB B AMpEeKTOpHH M ee mojaupekTopusx. [Iposepere, uro Anmca
MOYET IIPOCMATpUBATh (Hailibl.

3anperute rpynne «HenoBepeHHble MOJIb30BaTENNW» JII0OOOM JOCTYNl K CO3/1aHHOM
JTUPEKTOPUH, €€ MOJIMPEKTOpUAM, a Takke K (aiigaM BHYTPU AUPEKTOPHM U €€
MOAAUPEKTOPHUIA.

Ho6asbTe Anucy B rpynny «HenoBepeHnnsle monb3oBaTenu». IlpoBeprsTe, uTo Anuca He
CMOXeT IPOCMAaTPUBATh (HaIIbI B TUPEKTOPUH.

Texywaa ammecmayus 6 gpopme 00nOIHUMENTLHO20 3A0AHUA
(nposepra cpopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop HU-YK-8.1); OIIK-2 (unouxamopur U-OIIK-2.1, U-OIIK-2.2, U-OIIK-
2.3, U-OIIK-2.4); OIIK-3 (unouxamop HU-OIIK-3.1)

JonoanurenbHble 3a1anus no teme 3.3 Undopmanuonnasi 6e30nacHoOCTb
onepalnuoHHBIX cucTeM cemelicTBa Linux

Cozpaiite monb3oBatens «Amnuca». HasnaueTe el mapons. CozpaiiTe rpynmy
«HenoBepeHHBbIE TOJIB30BATENN .

Co3pmaiite AUpeKTOpHIO, cojaepikallyto ¢ainbl. Ha3znaubTe Anuce mpaBa JOCTaTOYHBIE
JUIsL OTOOpaKeHHsI CIUCKOB (DaiijIoB U Mepexo0B B TUPEKTOPUH U €€ MOIAUPEKTOPHUAX, a
TaKkXke 4uTeHHs (aillloB B JUPEKTOpPUU M ee moanupekropusix. IIpoepwTe, uto Ammca
MOJKET YUTaTh (Hailiibl.

C nmnoMomplo Ccoucka KOHTpOJS JOCTyNoB 3amnperute rpymnne «HengoBepeHHble
MOJIb30BATENN» JHOOOW OCTYN K BbIOpaHHOMY (aiiny BHYTpH Aupekropuu. [lomensiite
BJIaJIeNIblIa 3TOro (aiiyia Ha cymepnosb3oBareist cucTeMsl. Pa3permre B 6a30BbIX MpaBax
JIOCTYTI K BRIOpaHHOMY (haitiry kozmom 600.



4. Jlo6aBeTe Anucy rpynmy «HemoBepenHsie mosb3oBaTenm». [IpoBepsTe, uTo Anmca He
CMOXET IPOYUTATh BHIOPAHHBIH (aiii.

Texywaa ammecmayus 6 gpopme 00nOTHUMENLHO20 3A0AHUA
(nposepra cipopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop HU-YK-8.1); OIIK-2 (unouxamoper U-OIIK-2.1, U-OIIK-2.2, U-OIIK-
2.3, U-OIIK-2.4); OIIK-3 (unouxamop HU-OIIK-3.1)

JonosHuTeIbHBIE 321aHUA 110 TeMe 4.1 BBeieHHe B apXUTEKTYPY JO0KAJIbHbBIX
BBIYHCJIUTEIbHBIX CeTel

1. TIpoepbTe MAOCTYIMHOCTH JIFO0Or0 HCIOJIB3yeMOro BaMu MOYTOBOrO cepBepa ¢
ucrnonp3oBanuem yruiutel  Telnet. Caenmyiite crarbe https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u camocTOsATEIBHO.

2. Hactpoiite moury B mourtoBoMm kiueHte  Thunderbird. Cremyiite  craThe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej.

3. Paspaboraiite GuIBTPHI s TPOCMOTpa ToIbKo ucxosumx ICMP-3anpocos. Creayiite
cratbe https://habr.com/ru/post/211042/.

Texywaa ammecmayus é gpopme 00nOIHUMENTLHO20 3A0AHUA
(nposepra cpopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop HU-YK-8.1); OIIK-2 (unouxamopur U-OIIK-2.1, U-OIIK-2.2, U-OIIK-
2.3, U-OIIK-2.4); OIIK-3 (unouxamop HU-OI1K-3.1)

I[OHOJIHHTGJII)HI)IC 3aJJaHus 110 TEME 4.2 CereBble YIrpo3bl 1 METOAbI l'[pOTHBO)ICﬁCTBHﬂ
UM

1. TlpoBeaure mNOMCK YSA3BMMOCTEH Ha CBOEM JOMAIIHEM IE€PCOHAIBLHOM KOMIIBIOTEpE,
O03HAKOMBTECh C OMNMCAHMEM BBIABIEHHBIX YS3BHUMOCTEH, OINpEAETUTe HACKOJIBKO OHHU
KpuTH4HbI 110 mkane CVSS, n ycrpaHuTe ux.

2. TlpoBepwre, yctpanena unu ys3Bumocts CVE-2017-0144 Ha Bamem jgomamrHeMm
KOMITbIOTEpPE, U YCTAaHOBUTE OOHOBJIEHHE OE30MACHOCTH B Cllyyae, €CiIH YS3BUMOCTb
npucyrctByet. Crenyiire cratbe https://support.microsoft.com/ru-ru/help/4023262/how-
to-verify-that-ms17-010-is-installed.

3. Usyuute ysa3Bumocth CVE-2014-0160, crmemys cratesm  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-
heartbleed.pdf.  TlepBast craTtest mpeacTaBiseT Cco00H  HEOONBIION  KOMHKC,
IIOKa3bIBAIOLIN, HACKOJIBKO OINACHa M JIETKO MCIIOJIb3yeMa ATa ysA3BUMOCTb. BTopas
CTaThsl MpPEACTaBISET CO0O0M MOAPOOHOE ONMMCAHUE YSI3BUMOCTH, MOCIEACTBUS €€
UCIIOJIb30BAaHUS U PUCKH.

Texywaa ammecmayus ¢ gpopme 00nOIHUMENTLHO20 3A0AHUA
(nposepra cpopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop HU-YK-8.1); OIIK-2 (unouxamoper U-OIIK-2.1, U-OIIK-2.2, U-OIIK-
2.3, U-OIIK-2.4); OIIK-3 (unouxamop HU-OIIK-3.1)

JlonoJiHuTEIbHBbIE 3a1aHus 10 TeMe 4.3 MexceTeBble IKPaHbI

1. 3amenuTe y3nbe1 Hacker u Victim Ha y371b1 10/ yrpaBIeHUEM ONEPALMOHHON CUCTEMBI
Windows u oOpatutech K HX CETEBBIM pecypcam 1o npotokony SMB. Cnenyiite craThbe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
host-on-the-eve/.


https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-heartbleed.pdf
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-heartbleed.pdf
http://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
http://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-

Texywaa ammecmayus é gpopme 00nOITHUMENTLHO20 3A0AHUA
(nposepra cihopmuposannocmu komnemenyuii YK-4 (unouxamop U-YK-4.1); VK-8
(unouxamop HU-YK-8.1); OIIK-2 (unouxamoper U-OIIK-2.1, U-OIIK-2.2, U-OIIK-
2.3, U-OIIK-2.4); OIIK-3 (unouxamop HU-OIIK-3.1)

JlonoJiHUTeILHBbIE 3a71aHus 110 TeMe 5.1 BBeieHue B kpuntorpaguyeckne MeToabl
3ammThl HHGoOpMaun

1. 3ammdpyiite u pacumdpyiire coobienne «5 Teds mrobI0!» BceMu U3BeCTHRIMU Bam
UCTOPUYECKUMH U (ppamu.

Kpurepun ouenku ¢opm TeKymero KOHTpOJIs
Kpurtepumn onieHku TecToB

O1eHKa «OTIMYHO» BBICTABISIETCS CTYACHTY, N3JIOKHUBIIEMY IPABUIBHO He MeHee 75%
MPAaBUJIbHBIX OTBETOB;

O1eHKa «XOpOIIO» BBICTABIISIETCS CTYACHTY, N3JIOKUBIIEMY MPaBMIIbHO HEe MeHee 60%
MPAaBUJIbHBIX OTBETOB;

O1eHKa «yJIOBIETBOPUTEIHFHOY BEICTABIISIETCS CTYICHTY, H3JI0KUBIIIEMY IIPABUIIBHO HE
MeHnee50% mpaBUIIBLHBIX OTBETOB;

O1eHKa «HEeYIOBIETBOPUTEIIHHOY BBHICTABIISIETCS CTYICHTY, U3JI0KUBIIEMY IPAaBUIBHO
MeHnee50% mpaBUIIBLHBIX OTBETOB.

1.1 Cniucok BonpocoB u (WJIK) 3aJaHUMH 1JIsl IPOBeIeHUsI POMEKYTOUYHOM aTTecTAlMU
Bomnpocsl k 3auery

1. OcHoBHble ITpaBa rpakaaH B cepe 00pabOTKU U 3aIUThl HHPOPMAIUH.

2. OCHOBHBIE IPUHIUIIBI IPABOBOTO PErYJIMPOBAaHUS B 00J1aCTH 00pabOTKU U 3aIUTHI
uH(pOpMaLIUH.

3. Hudopmanus. OcHOBHBIE CBOMCcTBA O€30MaCHOCTH HHPOPMALIUHU: KOH(DUIEHIINAIBHOCTS,
IIEJIOCTHOCTD, IOCTYIHOCTb.

4. Buzasl nH(pOpMALKK 1O MOPAJIKY TOCTYNA U PaCIPOCTPAHEHUS.

Orpannuenue noctyna Kk nHpopmanmu. 3amura nHpopmannu. OObEeKThI 3aIUTHL. Buab

TalH.

WNudopmanroHHbIe TEXHOJIOTHH U HH(POPMAIIMOHHBIE CHCTEMBI.

Ob6nagarens MHPOPMAILMK U OrlepaTop MH(GHOPMALIMOHHON CUCTEMBI.

OTBETCTBEHHOCTH B chepe 00pabOoTKH U 3aIUThI HHPOPMALIUH.

[lepconanbHble JaHHBIE U IPUHIMIIBI KX 00PaOOTKH.

10 Bupl nepcoHanbHBIX JaHHBIX: CTIEUANIbHbIE, OMOMETPUYECKHE U O0IEOCTYITHBIE.

11. YcnoBust 06paboTKH MepCOHANbHBIX TAaHHBIX.

12. Cornacue Ha 00pabOTKY MepCOHATBHBIX TaHHBIX.

13. TpancrpannuHas repeaayda nepCcoHaIbHBIX JaHHBIX.

14. TIpaBa cyOBEKTOB IEPCOHAIBHBIX TAHHBIX.

15. Oneparop nepcoHalbHBIX JaHHBIX U €r0 00S3aHHOCTH.

16. Meps! obecnieueHust 6€301MaCHOCTH NEPCOHATBHBIX JAHHBIX.

17. KoHTpousb 1 HaJ[30p 3a BHIMOJIHEHHEM Mep 0 00ecredeHnIo 0e30M1acHOCTH.

18. YriontHOMOUYEHHBIH OpraH Mo 3aIIuTe MPaB CyObEKTOB MEPCOHATBHBIX TaHHBIX.

19. TlocnenoBaTenbHOCTH IEHCTBUIA MO 3alIUTe HHPOPMAIIH.

20. BeisaBnenue 1 aHaau3 MHOOPMAIIMOHHBIX aKTUBOB.

o
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21. ®opmupoBanue TpeOOBaHUH MO 3aMUTE HHHOPMAIIHIH.

22. Tlogxoibl K MOJCTMPOBAHUIO HApYyIIUTEIeH HHPOPMAIIMOHHON 0€30TaCHOCTH.

23. Yrpo3sl uH()OpMAITMOHHOM O€301TaCHOCTH.

24. Cpencta 3autuThl HTHPOPMAIUH.

25. TIponeccopsl.

26. OcHOBHasI (K311 ¥ ONIepaTHBHAS) TAMSTh.

27. BciomoraTtenbHas NaMsTh.

28. YcrpoiicTBa BBO/Ia-BbIBO/IA (ILIMHBI, MOHUTOPBI, IPUHTEPHI).

29. YcrpoiicTBa BBOJa-BhIBOIA (KJIABUATYPHI U MBIIIH, BeO-KaMepbl, MUKPO(OHBHI).

30. O6muii ciocod xpaHneHust 1 00pabOTKU HHPOPMAIIMH B KOMITBIOTEPE.

31. TlonsTHs oneparmoOHHOM U (HaliIOBOM CUCTEM.

32. CyOBeKTbl, 00BEKTHI, METO/IBI M ITPaBa JIOCTYIIA, IPUBUIICTUN CYOBEKTa JOCTYIIA.

33. JIucKpennoHHOE yIIpaBICHUE TOCTYIIOM.

34. MangaTHOe ynpaBieHHE 10CTYIIOM.

35. Unentudukanms, ayrTeHTUGUKAIUSA U aBTOPU3AITHSI.

36. YrpasiieHue A0CTYIIOM B ONEPAIIMOHHBIX cHCTeMax cemeiictBa Windows.

37. Unentudukanms, ayTeHTH(QHUKAIMS M aBTOPU3AlUs B OICPAIMOHHBIX CHCTEMax
cemeiicrea Windows.

38. Peanu3zarust ayauTa B ONEpalMOHHBIX crcTeMax cemeiicta Windows.

39. YmpaBiieHre J0CTyIIOM B OIIEPAIIMOHHBIX CHCTEMax ceMeicTBa Linux.

40. UnenTudukanms, ayTeHTH(QHUKAIMS M aBTOPU3AlUs B OINCPAIMOHHBIX CHCTEMax
cemericTBa Linux.

41. Mopens ISO/OSI.

42. ApXUTEKTypa U OCHOBHBIE TPOTOKOJIBI JIOKATHHBIX BBIYMCIUTEIBHBIX CETEH.

43. Knaccuukanum ceTeBbIX yrpo3, YI3BUMOCTEH U aTak.

44. CereBbie aTakH Ha pa3au4YHbIX ypoBHIX Monenu ISO/OSI.

45. Knaccudukaiys BpeIOHOCHOTO MPOTPaMMHOT0 00eCIIeUeHusI.

46. TIpu3HaKku IPUCYTCTBHSI BPEIOHOCHOTO IIPOTPAMMHOTO 00ECIICUCHHMS.

47. Metonbl 0OHapy>KeHHs BpEIOHOCHOTO POTPaMMHOI0 00eceyeHusl.

48. MecTo 1 poJib MEKCETEBBIX IKPaHOB B 00€CIIEUEHUH CETeBON 0€30TacHOCTH.

49. Knaccugukaius MexXCceTeBbIX SKpaHOB.

50. OcHOBHBIE BOZMOKHOCTH MEKCETEBBIX IKPaHOB.

51. JlocToMHCTBA U HETOCTATKU MEKCETEBBIX SKPAHOB.

52. TlocTpoeHue npaBwil (pUIBTPAIHH.

53. Kpunirorpadus npeBHero Mupa.

54. Kpunrorpadus cpeiHUX BEKOB.

55. Kpunrorpadus snoxu Bo3poxxaenus.

56. Kpunirorpadust HoBoro BpemeHnu.

57. CuMMeTpUYHas U aCHMMETpHUUHAask Kpunrorpagus.

58. BBIUMCIUTETBHO CIOKHBIE 33Ja4l MATEMaTHKH.

59. Kpunrocucrema RSA.

60. ITonsiTie Kpunrorpaduyeckoro NpoToKoa.

61. CBoiicTBa MPOTOKOJIOB, XapaKTEPHU3YIOIIUE HX OC30IMaCHOCTD.

62. Cxembl IU(POBONA TOMHCH.

IIpaBu/1a BbICTAB/ICHHS OLICHKH Ha 3a4eTe.
B nporecce 3auera Tpedyercs OTBETUTH Ha OJIMH U3 MPHUBEACHHBIX BhIIIE BorpocoB. Ha

MMOATOTOBKY K OTBETY HACTCA HEC MCHEC 1 aKaJICMHUYCCKOro gaca.
Ilo mroram 3adeTa BEICTaBIISICTCS OJJHa U3 OIICHOK: «3a4YTCHO), «HEC 3a4TCHO».



Onenka «3a4TeHO» BBICTABISIETCA CTYICHTY, KOTOPBIA JIEMOHCTPUPYET BIaJCHUE
COJIEpKAaHUEM MaTepuala U MOHATUMHBIM annaparoM TEOPUH IICEBIOCITYYalHBIX IE€HEPATOPOB;
YMEET CBS3bIBATh TEOPHUIO C IPAKTHKOW. B 0TBETE MOryT nomyckarbcsl OTIAENIbHBIE HETOYHOCTU
(HecyllecTBEHHbIE  OMIMOKM), KOTOpbIE  HUCHPABISAIOTCA  CaMHM  CTYJIEHTOM  IOCIe
JIOTIOJIHUTENBHBIX U (WJIM) YTOUHSIOIIMX BOIPOCOB 3K3aMeHaropa. Ha yacTh OMOJHUTENBHBIX
BOITPOCOB CTY/ACHT MOXET HE AaTh OTBET WJIM JaTh HEBEPHBIN OTBET.

Ouenka «He 3a4yTeHO» BBICTABISIETCS  CTYACHTY, KOTOPBIA  JIEMOHCTPUPYET
pa3po3HEHHbIe, OEeCCHCTEMHBIC 3HAHUS; OCCIOPSAIOYHO M HEYBEPEHHO H3JaraeT MarepHai; He
YMEET BBIJIEATh IJITABHOE U BTOPOCTEIIEHHOE, HE YMEET COCAUHATh TEOPETUUECKUE TOJIOKEHUS C
NPaKTUKOM; OMycKaeT TpyOble OMMOKN MPU ONpPEACTICHUN NOHATHH, BCIEICTBUE HETIOHUMAHUS
UX CYLIECTBEHHBIX M HECYLIECTBEHHBIX IPU3HAKOB U CBS3€H; JA€T HEIOJIHbIE OTBETHI, JOTUKA U
[IOCJIEZI0BATEbHOCTD  M3JI0KEHUS KOTOPBIX MMEIOT CYIIECTBEHHbIE M IPUHIUIHAJIBHBIC
HapylIEHUs, B OTBETAX OTCYTCTBYIOT BBIBOJBI. JIOMOJTHUTENbHBIE W YTOUHSIOLIME BOIPOCHI
9K3aMEHAaTOpa HE MPUBOAAT K KOPPEKLUMU OTBETOB CTyJeHTa. Ha oOcHOBHyr dacTh
JIOTIOJIHUTEIIbHBIX BOIIPOCOB CTYACHT 3aTPYAHSAETCA JaTh OTBET WM JAET HEBEPHBIE OTBETHI.

Onenka «He 3auTeHO0» BBICTaBISIETCS TAK)XKE CTYAEHTY, KOTOPBIM B3sUI 3K3aMEHAIIMOHHBIH
ouer, HO OTKa3ajcs J1aTh Ha HEro OTBET.



IMpunioxenne Ne2 k padoueii mporpaMmme TUCHHUIIAHbI
«be3onacHOCTh B COBpeMeHHO HH(OPMAILIMOHHOI cpee»

Metoanyeckue yKka3aHus JJis 00y4al0MIMXCS 10 0CBOEHUIO TUCHUIIIHHBI
OcHoBHON (HOpMOI1 H3JI0KEHUS y4ueOHOro MaTepuaja Mo AUCHUILINHE «be30macHOCTh B COBPEMEHHOM
nH()OPMAIIMOHHON Cpejiey SBJISIOTCS JIEKIIMH, YTO CBS3aHO, TPEXJE BCEro, ¢ HOBH3HOW Marepuana Jyis
oOyuatonuxcs. [1o OONBIIMHCTBY TeM NPEAyCMOTPEHBbI MPAKTUYECKHE 3aHATUS, LEIbI0 KOTOPBIX SIBIISIETCS
3aKpeIICHUE JISKIIMOHHOTO MaTepuala MyTeM PElIeHUs] CIEIUAIbHBIM 00pa3oM MOJ00paHHBIX MPAKTUYECKUX
3azad.

JIist  yCHemHOTO OCBOEHHUS JIMCUUIUIMHBI Ba)XHO CaMOCTOSATENBHOE U3YYEHUE TEOPETUUECKOTro
MaTepuajga M peHIeHHE MPaKTUYECKUX 3a/ad, KaKk B ayJWTOpUU, TaK U CaMOCTOSTENIbHO B KauyecTBE
CaMOCTOSITeNTbHOU paboThl. [IpuMepsI pemenus 3a1aq pa3ouparoTcssHa JTSKIHUSIX U MPAKTUYSCKUX 3aHITHSIX, TIPH
He0o0XO0IMMOCTH 0 Haubosiee TPYAHBIM TeMaM MPOBOISATCS JOMOIHUTEIbHbIE KOHCYIbTauu. OCHOBHAS 1I€JIb
pelICHUA MPAKTUYCCKUX 3aaad — IMOMOYb YCBOUTH OCHOBHBLIC ITOHATHA I/IH(i)OpMaL[HOHHOfI 6C3OHaCHOCTI/I, HuXx
olpesieNieHUs, a Tak’Ke OCHOBHBIE METOJbl M CpeicTBa oOecrieueHus: MHGOpPMaMOHHON Oe3omacHOCTH. J1jis
peuiCHuAd 3a4a4 HGO6XO[[I/IMO HE TOJIBKO 3HaThb, HO U IIOHUMATh JICKHI/IOHHI)Iﬁ MaTcpuall. HOBTOMy B IMPOLECCE
U3Y4YEeHUS TUCHUIUIMHBI PEKOMEHAYETCS peryispHas pabdoTa C KOHCIEKTaMM JIEKIMH M PEKOMEHJIOBaHHOM
JINTEPATYPOIl.

bonbiioe BHMMaHUE OJDKHO OBITH YAENEHO CaMOCTOSITENbHON pabore. B kauecTBe 3amaHuil s
CaMOCTOATENIbHON pabOoThI I0OMa CTYJ€HTaM MPEe/JIaratoTcs 3a7a4u, aHAJIOTUYHBIE PA300paHHBIM Ha JICKIUIX U
MPAKTUYECKHUX 3aHITUSX WIH CXOXKHUE C HUMHU.

JIist IpOBEpKM M KOHTPOJISI YCBOCHUSI TECOPETUUYECKOTO Marepuaia, MPUOOPETEHHBIX MPAKTHYECKUX
HABBIKOB pPabOThl C OCHOBHBIMH TOHSTHUSAMHU B TEUYEHHE OOYUYEHHS MPOBOJSATCS MEPONPUATUS TEKYIIeH
aTTecTaluu B BUJE TecTUpoBaHui. Taxke NpoBOAATCS KOHCYIbTAMK (IIpU HEOOXOIUMOCTH) I10 JIEKIIUOHHOMY
MaTepuany u pa3dopy HEKOTOPBIX 3aJaHHM JIJIsl CAMOCTOATEIbHONU PabOTHI.

B KOHIEC H3YYCHUA OUCHUILNIMHBI CTYACHTBI CHOAKOT 3a4CT. 3auer MMpOBOAUTCA Ha OCHOBAHHH
BBITIOJTHEHUSI TECTOBBIX 3aJlaHUil U coOeceloBaHHA HAa OCHOBAHMM CIIMCKAa BOIMPOCOB K 3a4eTy, KOTOPBIi
OXBAaTbIBACT ITOJHOCTBIO BCIO IIPOrpaMmMy AVCHHUILIANHBI.



