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1. Cnocod u ¢popMbI NpoBeAeHUsI MPAKTHKH

Opranuzanus, cnocod u (opma mnpoBeneHUE NPAKTHKU omnpeaesnsercs mnojoxeHuem "O
NPOBEICHUH TMPAKTHKH KaK KOMIOHEHTa 00pa30BaTeNIbHOW MPOTpPaMMBbI, peann3yemMoro B ¢opme
MPAKTUYECKON MOATOTOBKH, AJIsl CTY/IEHTOB, OCBAaUBAIOLINX 00pa30BaTeIbHbIe MPOrPaMMbl BBICHIETO
obOpasoBanus", yrBepxkaeHHoro mnpukazoM pekropa ®I'bOY BO Spl'Y um. ILI. Hdemuaosa ot
25.02.2021 1. Ne 149. JlaHHOE TIOJIOKEHUE PACIIPOCTPAHICTCS Ha 0Opa30BaTeIbHBIC MPOTPAMMBI
(manee - OII) BeicIiero oOpa3oBaHus — MPOTrPaMMbI OaKalaBpuaTa, CIeIUATNTETa, MarUCTPATyPhl U
porpaMMbl MOJATOTOBKHM KaJpoB BbICHIEH KBalu(UKAMKU, — peajlu3yeMble B COOTBETCTBUU C
(benepaabHBIMHU TOCYIapCTBEHHBIMU 00pa30BaTEIbHBIME CTAaHIAPTAMH BBICILIETO 00pa30BaHus, U Ha
Bce (DOPMBI MTOJTyYEHHUS BHICIIETO 00pa30BaHUsI, BKIIOYAsi OUHYI0, OYHO-3a04HYIO U 3a04HY10. JlaHHas
TEXHOJIOTHYECKass NpakThka cTpoutTcss Ha ocHoBaHuu OI'OC BO Ne 1427 or 17.11.2020 r. Ha
HanpaBienue mnoaroroBkun  10.03.01  «Muadopmanumonnas 0e30macHOCTb», MO  HPOPHIIIO
«be301acHOCTh KOMIIBIOTEPHBIX CUCTEM.

Buo npakmuku - IpOU3BOACTBCHHAA TPAKTHUKA.

Tun npaxkmukKu — NpeaauIiyioMHas nNpakTUKa.

Cnoco6 nposedenus npakmuku - CTalliOHApHAsL.

Mecmo npoeedenusn npakmuku: IPAKTUKA TPOBOIUTCS B CTPYKTYPHBIX Nojpasnenenusax Apl'yY

00 B MPOPMIHEHBIX OPTaHU3AIMAX, PACIIONOKEHHBIX HAa TEPPUTOPHUU Topoaa SIpocnasis.

Bpemsa nposedenusa npakmuku — 4 xypc 8 cemectp.

2. MecTO NPAKTHKH B CTPYKTYpe 00pa30BaTeIbHOIi MPOrpaMMbl

[TpennumioMHas mpakTHKa OTHOCUTCS K 00s13aTeIbHOM YacTi 00pa3oBaTesibHON porpaMmel. B
TEUEHUE NPEITUITIOMHON MPAKTUKU CTYJACHTHI NMPUMEHSIOT 3HAHUS W YMEHUS, MOJYYCHHBIC MPHU
uszydeHuu npodeccuonanbubix aucuuiuind OOIL B xone npeaaunioMHol NpakTUKK 3aKPeTIsIeTcs
¥ 3aBepmiaetcss (OPMUPOBAHHE Y OOYYAIOIIMXCS YHUBEPCAIBHBIX, OOMICTIPOGECCHOHATBHBIX U
npodecCHOHANBHBIX KOMIETEHIMH. B mepuoja mpenaurnioMHONW NpPakTUKU CTYAECHT HaOupaer
TEOPETHUUECKUIN U MPAKTUUECKUN MaTepHas, KOTOPHI MOXKET ObITh UCIOJIB30BaH MPHU BBHITOTHEHUN
BKP, B T.4. cBeneHUS O MPOU3BOACTBEHHON JAEATEIHLHOCTH OpTaHH3allUM, SBISIONIelics 0azoit
MPaKTUKH, MPOBOAMUT SKCIEPUMEHT IO u30paHHOU Teme. [IpakThka NOJDKHA MOATBEPAWUTH, UYTO
CTYJIEHT YMEEeT OpraHu30BaTh CBOW TPYJ, BIaJeeT HEOOXOAWMBIMH METOJaMU cOopa, XpaHEHHUS,
00paboTku uHGOpPMAINH, TPUMEHIEMBIX B cepe ero mpoPpecCuoOHAIbHON JAEATEIHPHOCTH; a TAaKXKe
SBIISIETCS TPAMOTHBIM CIIELHUATNCTOM B OO0JIACTH 3aIIUTHl MHPOPMAIMM U CHOCOOCH YCIEIIHO
paboTaTh MO BEIOpAaHHOMY HaIlPaBJICHHUIO.

3. Illianupyemble pe3ybTaThl 00yUeHHUs] PH MPOXO0KIEHHU NPEAIUIJIOMHOI MPAKTUKH,
COOTHEeCeHHbIE ¢ IJIAHUPYeMbIMU pe3yJbTaTamMu ocBoeHus OIl mo HanpasyieHu10
noaroroBku 10.03.01 «Mudopmanuonnas 6e3onacHocTh» (YpOBeHb 0akajaBppuara).

[Iporiecc mpoxoxaeHue TMpakTHUKU HaleleH Ha (OPMHUPOBAHHME CIEAYIOIIMX 3JIEMEHTOB
koMmretreHuit B coorBeTcTBUU ¢ PI'OC BO Ne 1427 ot 17.11.2020 r. Ha HanpaBlieHUEe MOATOTOBKU
10.03.01 «MudpopmanmonHas 6€30MacHOCTh, HAIPABJICHHBIX HA IPHOOPETEHNE CIIEAYIONINX 3HAHUH,
YMEHUH, HaBBIKOB W (WJIM) OMbITa MO MPO(UIIO AesATeTbHOCTH «be30MmacHOCTh KOMIBbIOTEPHBIX
CUCTEM.



®opmupyemast
KOMIIeTeHI M
(ko u popMyanpoBKa)

NHaukaTop 10CTHKEHHUS
KOMIIETEHIIMH
(xoa u opMyaHpoOBKa)

Ilepevyenn
NJIAHUPYEMBIX Pe3y/IbTATOB 00y4eHMsI

OomenpodeccuoHalbHble KOMIETEHIIUN

OIIK-8

Crniocoben
OCYLIECTBIISATH MOJ0OP,
u3ydeHue u 00001eHIe
HaY4YHO-TEXHHYECKOI
JUTEPaTypHI,
HOPMAaTHBHBIX "
METOANYCCKUX
JTOKYMEHTOB B IEJAX
pereHus 3amad
npodeccHoHaIbHOM
JeSITeTbHOCTH.

NJI-OIIK-8_3

3Haer OCHOBHbBIE
HOPMAaTUBHO-TIPABOBBIC
aKTbl,  pEeryJIupyloIIHe
NesITEIbHOCTh B cepe
HH(}pOpMaAITMOHHOM
0e301acHOCTH Ha
tepputopuun Poccuiickoii
denepauuu.

3HaeT HOPMATHBHBIC IIPABOBBIC AaKTHI,
HOpPMATHBHbBIC u METOIUYECKHUE
JIOKyMEHTBI B 00jacTH WHGOPMAIMOHHON
0e30macHOCTH M 3alUThl HWH(OPMAIHH,
IIPABOBBIC OCHOBBI OPraHU3alMU 3aIUTHI
l'ocynapcrBenHOM TaHBI u
KOH(pUICHIMAIIBHON HH(pOpMaIUy.

YMeeT aHanu3upoOBaTh M pa3padaThIBaTh
IPOEKTHl JIOKAIBHBIX IPABOBBIX AaKTOB,
UHCTPYKLUH, PETJIaMEHTOB U
OpraHu3alMOHHO-PACHOPSAUTEIBHBIX
JIOKYMEHTOB, PETIIaMEHTHPYIOIUX padoTy
mo  obecnedyeHU0  WHOOPMAIMOHHOU
0€3011acCHOCTH B OpraHU3al1u.

NI-OIIK-8 2

Ymeet 0606waTh,
aHanM3MpoBaTb "
CUCTEeMaTU3npPoBaTb

Hay4yHyl0 MHPOpMALMIO B
06nacT nHPopmaLMOHHOM
6e3onacHocTH

YMmeeT ocy1iecTBIATh 10100p, U3YyUEHHE U
000011IeHNE HayYHO-TEXHUYECKON
JTUTEPATYPHI, HOPMAaTHUBHO-TIPABOBBIX
aKTOB M METOJMYECKUX JOKYMCHTOB B
[EeJSIX PeIIeHus 3a1a4 nmpodeccnoHaIbHON
JIEATENHHOCTH.

Biageer  HaBBIKAMHM ~ [IOMCKa U
0000111eHus HAy4YHO-TEXHUUYECKOI
JUTEPATypHl, TEXHUYECKOH
JOKYMEHTAIIH, METOMYECKIX
JOKYMEHTOB U pEKOMEHIalui B Iesix
pemieHuss  3agad  IpodeccCHOHANbHON
JeSITETbHOCTH.




3HaeT OCHOBHBIE MPOOJIEMBI 00eCIIeUeHUS

OIIK-10 uH()OpPMAIMOHHOKW  O€30MacHOCTH  Ha
CnocobeH B KauecTBe TUTOBBIX OOBEKTaX 3allUThI, MPUHIUIIBI
TEXHUYECKOTO obecrieueHHs nH(OPMAITMOHHOU
CHeIHaIncTa WI-OMK-10_6 0€e30MacHOCTH O00BEKTa 3aIIUTHI B paMKax
MPUHUMATh Y4YacTHE B - KOMIUIEKCHOTO MOAX0/1a.
Crioco0eH y4acTBOBaTh B
dbopmupoBaHUU
paboTax mo peaau3anuu
MTOJIUTUKU O UKL Ymeer BbIABIATH MpOOJEMHBIE MECTAa,
nH(OPMAITMOHHOU . OTpaHUYEHUS KOHKPETHBIX pEIHICHUNd B
nH(OPMaLMOHHON .
0€30IMacHOCTH, chepe MHPOPMAIMOHHON OE30MaCHOCTH;
0e301IacHOCTH,
OpPraHHU30BBIBATH U DHMEHSTE rpaMOTHO yKa3aTh Ha CYIIECTBYIOIIHE
MOJJIEP’KUBATh p . npoOJIeMbl M OTPAaHHYEHUS; MPEITIOKUTH
KOMIUICKCHBIA TIOJXOJ K
BEITIOJTHEHUE MPaBWIbHBIE PEIICHUS CYHIECTBYIOIIUX
00ecrneveHuo .
KOMIUIEKCA Mep IO . npobnem u orpanudeHuii. CrnocoOeH
UH(POPMALIMOHHOM
00ecTeYeHn o MPOBOAUTH aHATU3 UCXOHBIX JAHHBIX JIJIS
. Oe3omacHOCTH  00bBEKTa M
nH(OPMALIMOHHOU B MPOSKTUPOBAHMS 3AIIUIIICHHON CETH.
0e30I1acHOCTH, )
yIPaBJIATh POLIECCOM Bianeer HaBBIKAMHU aHAIHM3a HUCXOTHBIX
WX  peajnu3aluud  Ha JTAHHBIX TUTST MIPOCKTUPOBAHHUS
00BEKTE 3alIUTHI. KOPIOPaTUBHOM  CETH, TMOJCHUCTEM U
cpeAcTB obecriedeHns HH(POPMAIUOHHON
3uaer Mepbl 1o 00ecreveHnIo
UH(pOpMaAITMOHHOM 0e30macHOCTH |
METO/IBI aBJICHHUSI TPOIECCOM  HX
UJI-OMIK-10_7 eaﬂnsaum??a 00BeKTe 3a11[_)11/1]im
Criocoben p :
pa3pabaTbiBaTh
Ymeer ¢dbopMupoBaTh MOJINTUKY
MMOJIMTHKHU 0€30IMaCHOCTH, o
HH(pOpMaAITMOHHOM 0€301acHOCTH,
MOJIMTUKU  yIPaBJICHUS
OpPTraHU30BBIBATH " MOIICPIKUBATH
JOCTYTIOM
BBIMIOTHEHHE  KOMIUIEKCA  Mep M0
UH(OPMaIMOHHBIMU N
00ecneveHuno UH($OpMaLOHHON
MMOTOKAMU B
0€301acHOCTH.
KOMITBIOTEPHBIX
CHCTEMax C y4eTOM YTpo3
v yrp Baaneer HaBbikamu. Biiageer HaBbIKaMu
Oesonacroctu aBJICHHUSI  TIPOIIECCOM ean3aIiu
uH(popManun u|YP p P N
. MOJIUTUKU uH(GOPMaMOHHON
TpeOOBaHUI MO 3aluTe
0€301acCHOCTH, OpraHU3alMH U TOAIEPKKHI
MH(pOpMaLINH.
BBITIOTHEHUSI ~ KOMIUJIEKCa  Mep IO
00ecneveHuno MH(OPMALIMOHHON

0€30IMacCHOCTH HA 00BEKTE 3alllUThI.




OIIK-12
CnocobeH pOBOAUTH
MOJTOTOBKY HMCXOJHBIX

JaHHBIX JJIsA
IIPOCKTUPOBAHUA

IIOACHUCTEM, CpCaACTB
obOecreyeHus 3allIUThI

uHpopManuu W IS
TEXHHUKO-
SKOHOMHYECKOTO
000CHOBaAHHUS
COOTBETCTBYIOIIUX
MIPOEKTHBIX PEIICHHUH.

3HaeT OCHOBHBIC METOIBI YIPABICHUS
UHPOPMALIMOHHON  0€30MacHOCThIO B
COBpPEMEHHBIX OoGC; 0COOEHHOCTH
aZIMUHUCTpUPOBaHUs 0cHOBHBIX C3U.
W-OTK-12_4
CrocobeH  MPOBOMUTE | yyeer IPOBOAUTL AHAIU3 HUCXOJHBIX
IIOATOTOBKY  HMCXOIHBIX | nappprx TUTS IPOCKTUPOBAHMS
AaHHBIX AT | 3amumeHHOM CeTH. Crniocoben
HPOCKTHPOBAHMA HACTpamBaTh  CTaHIAPTHBIE  CPEJICTBA
HOACUCTEM U CPEICTB | hGecrieuyenus UH(OPMALMOHHOM
o0ecrieuenus 3ALIUTH | 5e30MaCHOCTIL
uHpopmanuu.
BiajgeeT HaBBIKAMH aHAM3a MCXOIHBIX
JIAHHBIX ISt IPOEKTHPOBAHUS
KOPIIOPaTHBHOM  CETH, IOJICHCTEM |
cpeAcTB obecredeHus HH(POPMALMOHHON
0€301IacHOCTH.
3HaeT MeTOAbl W CPeICTBA KOHTPOJIS
5p(PEKTUBHOCTH TEXHUYECKOM  3aLIMTHI
uHpopmanuu.
MUO-ONK-12_3
Ymeer OLCHUBATE | YVymeer oueHuBaTh  HMHGOPMAIMOHHEIE

MH(OPMALIMOHHBIE PUCKH
B aBTOMAaTU3HPOBAHHBIX
CUCTEMaXx; yMeeT
pa3zpabaThIBaTh
OCHOBHBIE

IO0Ka3aTeNnu TEXHUKO-
HKOHOMUYECKOTO
000CHOBaHUS
COOTBETCTBYIOIIUX
IIPOEKTHBIX PEIICHUI;

pPUCKH B MH()OPMALMOHHBIX CHCTEMax. —
IIPOBOAMTH TEXHUKO-D)KOHOMHUYECKOE
000CHOBAaHHE CTaHAAPTHBIX IMPOEKTHBIX
pELICHHH, CBA3aHHBIX C O0ECleYeHUEeM U
yrnpasieauem Ub.

Bnrageer  HaBbIKAMHM  ydacTus B
pa3paboTKe MPOEKTHOW U TEXHUYECKOM
JOKYMEHTalluu 10  HH(OpMalXOHHON
0€30IacHOCTH U MPOBEACHUU TEXHHUKO-
HKOHOMUYECKOTO 000CHOBaHHUS
COOTBETCTBYIOLUX MPOEKTHBIX PEILICHUN B
oOnactu obecriedenust u ynpasieHus Vb.

4. O0beM NPaKTHKHU COCTABJIAET 6 3aU4eTHBIX eIUHUIL, 216 akaj. 4acos.

5. Coep:xaHue NPAKTHYECKOI MOATOTOBKHU NPH NPOBEJAEHNU NPAKTHKHU

Ne Tun(bl) NPAKTHKH, ITANBI

MPOXOKICHUA MPAKTUKH

DopMbI 0TYETHOCTH

1 | YcranoBouyHast KoH(pepeHIus

OTYeT pyKOBOAUTEIIS TIPAKTUKH

2 |IloaroToBUTEILHBIN dTAll

OTMETKH B THEBHUKAX ITPAKTHKH
CTYJICHTOB




“ OTMCTKI/I B JHCBHUKAX IMPAKTUKHU
3 |HayuHo-HMcCcnenoBaTeabCKUN dTall

CTYJCHTOB
4 DTar BBIOJIHEHUS UCCIIEI0BATEIbCKUX PadboT Mo OTMeTKH B THCBHHUKAX MPAKTUKU
HHIUBUAYAILHOMY IJIAHY CTYJICHTOB

. OTMeTKH B THEBHHUKAX MPAKTHKN
5 [Dram opopmiieHUs 0TUETA 11O UTOTAM MPAKTUKH

CTYZICHTOB
3amura OTYETOB IO PE3yJIbTaTaM IPeJAUILNIOMHON OTMeTKH B THEBHUKAX MPAKTHKH
6 |mpakTHKU KOMHccUU Ha 3acenanuu kadenpst Kb u CTYJICHTOB

MMOU

OTMeTKH B AHCBHUKAX IMPAKTUKH

7 |Uroroas koH(pepeHIus 110 NPeIUIIIIOMHON TPAKTUKE
(epenn peit P CTYJICHTOB

CopepxaHue 3TanoB MPaKTUKU:

1. ¥YcranoBouHasi koH$epeHIUs

2. IloaAroToBUTENbHBIN ITAN: UHCTPYKTAX MO OOIIMM BONPOCaM; MHCTPYKTAXK MO TEXHUKE

6e3omacHocTr. CocTaBieHHEe EPBOHAYAIBHOTO IJIaHa PadoT.

3. Hay4yHo-uccienoBaTeabCcKHii ITam:

Breibop tembl uccnemoBanus. OrmnpeneneHue MNpoOieMbl, 00bEKTa M MpPEAMETa HCCIeIOBAHUS.
dopmynupoBaHue 1eNu U 3a7a4 uccienopanus. CocTaBlieHne MaTeMaTHUECKON MOJIEIH.

AHanu3 nuTeparypbl U HcciaeAoBaHul o mpodaeme. [Tonbop crnennanbHBIX UCTOYHUKOB IO
TeMe (HOpMaTuBHO-TIpaBoBble akThl, pekoMeHaanuun GCTIK u OCBH Poccum, 06a3pl AaHHBIX
YSI3BUMOCTEM, TEXHUYECKas AOKYMEHTAllUsl, IaTeHTHbIE MaTepualbl, Hay4HbI€ OTYETBHI, U Jp.).
Cocrasnenue 6ubmuorpadun. Koppekruposka miana pador.

VYrny6neHHoe u3ydeHHE BOMPOCOB HMH(POPMAIMOHHONW O€30MacHOCTH B COOTBETCTBUU C
MOCTaBJIEHHOM MPAaKTUYECKOM 3a1aueii, B TOM UKCIIE€ BO3MOXKHO U3yUYE€HHUE BCTPOCHHBIX MEXaHU3MOB
6e3zonacHoctu  omneparnuonHbix cucreM (OC) Windows wu Linux; npuoOpeTeHre HaBBIKOB
agmuuuctpupoBanusg OC Windows u Linux; yrny6nenHoe nuzydenue Active Directory (AD), a Taxoke
JIPYrux TPOTPAMMHBIX M TPOrPAMMHO-AINIAPATHBIX CPEJICTB 3allUThl WHOOpPMAIUU C YYETOM
pea30BaHHBIX B HUX MaTeMaTH4eCcKuX MeTo10B. [IpnoOpeTeHne HaBbIKOB HACTPOUKH Oe30macHon
pabotsl nomerna Windows.

4. JrTan BbINOJHEHUS HCCJIeJ0BATeIbCKUX PAa0OT 0 HHAMBHUAYAJIbHOMY IJIAHY

[IpoBenenne 0030pa CYIIECTBYIOIIMX MAaT€MaTHYECKUX MOJEICH M METOJIOB 3aIlMThI
uH(pOpMallMU, HCIOJIb3YEMBIX JIsl pEIIeHHs NOCTaBIeHHOM 3aaauu. CpaBHUTENbHBIM aHAIU3
MaTeMaTUYeCKHX MOJIENe M METOJOB 3allUThl WH(MOpMAIMU, BBIOOpP HamOoJiee MOAXOISIICH
MOJIEJIM, €€ KOPPEeKTHpPOBKAa WJIM pa3paboTKa alropuTMa, peajlu3ylollero COBPEMEHHbIE
MaTeMaTHYeCKUe METOMbI 3alUThl MH()OpPMAINH, aHAIU3 pe3ylbTaToB. BeIOOp mMporpaMMHBIX U
MPOrpaMMHO-AIMAPATHBIX CPEACTB 3alIUThl WHGOpPMAIMU, B TOM YHCJIE€ OTEYECTBEHHOTO
MPOU3BOJICTBA, C YYETOM pEAIM30BAaHHBIX B HHUX MATEMAaTHMYECKUX METOJIOB I pEeLIeHUs
MOCTaBJICHHOM 3a7auH.

OpnHoli W3 3amay 3a/adeil MPOEKTHO-TEXHOJOTUYECKONW MPAKTUKH SIBISETCS MPHOOpeTeHue
OTIbITA B NMPaBWJIBHOW C TOYKU 3peHusi 0€30MacHOCTH HacTpoiike coBpeMeHHbIX OC M UX CeTeBOro
B3aMMOJICHCTBH. B paMkax 9Toil 3aaud MOTYT BBITIOJHEHBI Takhe PaOOTHI: CO3JaHHE JOMEHa
Windows U3 HECKOJbKMX pabO4YMX CTaHIMH M KOHTpOJUIEpa JOMEHAa, MOAEIHPYIOIIEro CeTh
HEKOTOPOM OpraHW3allid; CO3[JaHUE YUYETHBIX 3amucedl Uisi paOoThl HAa pabouMX CTAHIUSX, IS



aMUHHCTPUPOBAaHUS pabouMX CTaHIUI, A8 KOHTpOJUIepa JIOMEHA; BBIMOJIHEHHE aHajIu3a
3aLIUIIEHHOCTH IOMEHA: BO3MOXXHOCTh MOJIY4EHUS MPaB JOKAJIHHOTO aAMUHUCTPATOPA HA PaboUnX
CTaHLUAX, BO3MOKHOCTD IOBBILICHNS IPUBUWIICTHI Ha pab0YMX CTAHLMUAX U T. J1.; IPOAHAIN3UPOBAThH
YSI3BUMOCTb K COBPEMEHHBIM JKCIIJIOUTaM.

5. Jran opopMiIeHHA 0TYETA IO UTOraM NPAKTHKH
Benenue nneBHuka npaktuku. Onucanue npojenanHoi padoTsl. COCTaBIeHHE OTYETA 110 MTPAKTUKE.
®opMyIMpOBaHUE BHIBOJIOB U MPEAJIOKEHNHN 110 OpraHu3aluy npakTuku. llpencrasnenue otuera u
JTHEBHUKA ITPAKTUKHU.

6. 3ammMTa 0TYETOB MO pe3yJbTATAM MPOEKTHO-TEXHOJIOIHYeCKOi MPAKTHKHA KOMHCCHHU HA
3acenanum kageapsl Kb u MMOU
3amura oTyeTa.

7. HroroBasi KoH(epeHIHs MO0 NMPOEKTHO-TEXHOJOTHYeCKOi MPpaKTHKe
Brictymienue Ha KoHGEpeHINH.

6. ®oH/I OLIEHOYHBIX CPEICTB
6.1 ®opmMbl OLIEHKH M0 NPETUIJIOMHON NPAKTHKE.

ITo pe3yibTaTaM IIPOXOKACHUSA IMPAKTUKU IMPOBOAUTCA HUTOIOBAd KOH(bepeHI_[I/IH, CTYACHTEIL
T'OTOBAT B HpOI/I3BOHBHOI7I Q)opMe KpaTKUC MHANBUAYAJIbHBIC IMCbMCHHBIC OTUYCTHI O BBIIIOJIHCHUHN B
XO0€ IMMPAKTHKHU BI)I6paHHI>IX nMH BaI[aHI/II\/JI, IMMOJIYYCHHBIX ITPH 3TOM 3HAHUAX, YMCHHUAX U HABbBIKAX.

6.2 Kputepun oieHMBaHUA Pe3yJIbTATOB NPAKTHKH

OTyeThl O BBINOJHEHUH WHIMBHUIYAIbHBIX 33JJaHUN 3allMILAIOTCS CTYJEHTaMU Ha KOMHUCCHH
kadpenppt Kb u MMOU c npocraHOBKOW WM, TpPHU TOJOXKHUTEIBHOM pEIICHMH KOMHCCHUU,
TG depeHIIMPOBAaHHOTO 3a4YeTa 110 y4eOHO! MpaKTUKe.

HpI/I BBIBCJICHUHN OLICHKU JOJIZKHBI YUUTBIBATHCA HE TOJIBKO KaUC€CTBO BBITIOJIHCHHOI'O 3a/IaHUS,
OTBCTHI CTYJACHTA Ha TCOPECTHYCCKUEC BOIIPOCHI, HO U BCA JCATCIbHOCTL B IICPUO/
MMPOXOKIACHUA HpOGKTHO-TGXHOJ’IOFH‘ICCKOﬁ IMPAKTHUKHU.

OTueT no NpakTUKE JOIHKEH OBITh U3J10KEH TEXHUYECKU IPaMOTHBIM S3bIKOM C IPUMEHEHHUEM
PECKOMCHAOBAHHBIX TCPMUHOB H a66peBHaTyp. HpI/I 3al0UTE OTYCTA IO HNPAKTHUKE OLCHHUBACTCS
COOTBETCTBUE MH(OpMAIUH, MPEJICTABICHHON B OTYETE, JaHHBIM U3 MH(POPMAIMOHHBIX PECYPCOB
oOuiero nocryna cetu HTepHeT, MaTepuanoB JeKIUil, yaeOHOU U TEXHUYECKOU JTUTEPATYPHI.

Cnucok BonpocoB U (WIn) 3aaHui JUIsl IPOBEIEHUsI IPOMEXKYTOUYHOM aTTeCTalluu

Ha 3amuTe nmpakTuku 00ydaroneMycss MOTyT OBITh 3a/IaHBI B TOM YHUCIIE CIIEAYIOIINE BOIIPOCHL:

1. Kparko pacckaxure o ucrnonb3oBaHHOW Bamu mertoamke 3¢dexTuBHOI opraHuzanuu
paboT1el. OOOCHYITE OTBET, MPUBEIUTE CCHUIKH HA TIEPBOMCTOYHUKH.

2. Kparko pacckaxxute 00 OCHOBax TailiM-MeHe/kMeHTa. llpuBeaure CCHUIKM Ha
NEPBOMCTOYHUKH.

3. IlpuBenute HOMEpa W Ha3BaHMS HECKOJBKUX OCHOBHBIX IIPABOBBIX HOPMAaTHUBHBIX
JIOKYMEHTOB B cdepe MH(POpMaLMOHHONW O€30MacCHOCTH, PETIaMEHTHUPYIOIINX Pa3paboTKy
HOJIUTHUKU YIIPABIECHUS TOCTYTIOM.



10.

11.
12.

13.

14.

15.

16.

Kparko pacckaxkute 0 Meromax pa3pabOTKM TMOJMTUK YHPABICHUS JIOCTYIIOM U
MHQOPMAlMOHHBIMH ~ TOTOKaMH, TPEIyCMOTPEHHBIX  JEHCTBYIONIMMH  IPAaBOBBIMHU
HOPMATHUBHBIMU JOKYMEHTaMH B cepe HHPOPMALMOHHOM Oe30MacHOCTH.

Kparko pacckaxure 0 MeToAbl pa3pabOTKH IOJUTUK YIPaBICHUS WHPOPMAIMOHHBIMU
NOTOKaMH B KOMITBIOTEPHBIX CHCTEMaX, MPEIYCMOTPEHHBIX ICHCTBYIOIIUMH IMPABOBBIMH
HOPMaTHBHBIMH JIOKYMEHTaMu B cepe HHHOPMAMOHHOMN 6e301acHOCTH.

[lepeuncnure OCHOBHBIE MPOOJIeMBbl oOecredeHus WHGPOPMAIMOHHON Oe30macHOCTH Ha
THUIIOBBIX 00BEKTaX 3aIUTHI.

HazoBuTe KpuTepun sl CPAaBHUTEILHOTO aHAJIN3a U OCYIIECTBICHHS BBIOOPA MPOrPaMMHBIX
U TIPOrpaMMHO-AIapaTHRIX CPEJCTB 3aIIUTHI MH(OPMALUH, B TOM YHCJIE OTCUYECTBEHHOTO
IPOM3BOJICTBA, ISl PELICHHUs 3a1a4 NMPo(ecCHOHANBHON AEATEIbHOCTH.

[lpuBenmuTe HOMEpa ¥ Ha3BaHHMA HECKOJBKMX OCHOBHBIX IIPAaBOBBIX HOPMAaTHBHBIX
JOKYMEHTOB B cpepe MHPOPMALMOHHON OE30MaCHOCTH, PErJIaMEHTHPYIOIUX MpPOBEICHHE
paboT 1O aIMUHUCTPUPOBAHHIO CPECTB 3aIIUTH HH(POPMAMU B KOMIBIOTEPHBIX CHCTEMaxX
U CETSX.

[lepeuncnure MeToasl M cpeAacTBa KOHTPOJS 3(P(EKTUBHOCTH TEXHUYECKOW 3aIlINTHI
uH(pOopMaLUH.

Ha3oBuTe OCHOBHBIE METOIBI yINpaBICHUS HWH(GOPMAIMOHHOW O€30MacHOCTBIO B
coBpemeHHbIX OC.

Onunmre 0cOOEHHOCTH aIMHUHUCTPUPOBaHKU OCHOBHBIX C3U.

Kpatko pacckaxuTe O MOpSIKe MPOBEICHHsS PadOT MO aJIMUHHCTPHPOBAHHUIO CPEICTB
3alUThl  MHGOPMAlMM B KOMIIBIOTEPHBIX CHUCTEMax M CETAX, IHPEIyCMOTPEHHOM
JICUCTBYIOIIMMH TTPABOBBIMH HOPMATUBHBIMH JOKYMEHTaMH B cdepe HHPOpPMAaIOHHON
0e30MacHOCTH.

[lpuBenmuTe HOMEpa W Ha3BaHHA HECKOJBKUX OCHOBHBIX IIPAaBOBBIX HOPMATHBHBIX
JOKYMEHTOB B  cdepe  HMHPOPMANMOHHOH  OE30MACHOCTH,  PEriJaMEHTHUPYIOIIUX
aJIMAHUCTPUPOBAHUIO CHCTEMHOTO IIPOTPAMMHOTO 00ECIICYEeHHS B KOMITBIOTEPHBIX CUCTEMaxX
U CeTSIX.

Kpatko pacckaxure o0 coAep)KaHUM pPadOT MO aJMHUHHCTPUPOBAHUIO CHCTEMHOTO
IPOTrPaMMHOTO O0ECIEYeHHs B KOMIBIOTEPHBIX CHCTEMaxX M CETSAX, NMPEIyCMOTPEHHBIX
JICUCTBYIOIIMMH TTPABOBHIMH HOPMATHUBHBIMH JIOKYMEHTaMU B cdepe HHPOpPMAIMOHHON
0€30I1aCHOCTH.

Kpatko pacckakuTe 0 METOIMKE OIICHUBAHUS YPOBHSI 0€30MaCHOCTH KOMITHIOTEPHBIX CUCTEM
U CeTeH, MPeAyCMOTPEHHON AEHCTBYIONIMMHU MPAaBOBHIMA HOPMATHBHBIMU JTOKYMEHTAMH B
chepe nndopmarmoHHoit 6ezonacHocTu. [IpuBeauTe HOMepa U Ha3BaHUS ATHUX JOKYMEHTOB.
Kpatko pacckakure O METOIUKE TMPOBEICHHS JKCIIEPUMEHTAIBHBIX HCCICIOBAHUI
KOMITBIOTEPHBIX ~CHCTEM C [ENbI0  BBISBICHHS  YA3BUMOCTEH, MPEIyCMOTPEHHOMN
JEWCTBYIOIIMMH ITPAaBOBBIMH HOPMATHUBHBIMH JOKYMEHTaMHU B chepe HWHPOpPMAIMOHHOU
6e3omacHocTh. [IpuBeanTe HOMEpa M Ha3BaHUS ITUX JOKYMEHTOB.

Kpurtepuu BbicTaB/IeHHS] OLIEHKH

Ounenka, pekoMeHyeMasi pyKOBOAMTeJIeM NPAKTHKH OT OPraHU3alUH.

OHeHKa PYKOBOAUTEIIA, YYHUTBIBAKOIIAsA Ka4€CTBO BBIIIOJIHCHHOTO 3aJaHusd, SABJIACTCA
OCHOBHBIM KpuTepueM. TeM He MeHee OHA MOKET OBbITh H3MEHEHA B OOJIBIIYIO WIIM MEHBIIYIO
CTOPOHY.

I'paMmoTHOE H3/10:KeHHE 0TYETA O MPOIeJIAHHON padoTe B MUCbMEHHOM U YCTHOH (popMme.
OTtuer 110 IMMPAKTHUKE OOJIKCH ObITh H3JIOKEH TEXHUYECKHU IrpaMOTHBIM A3BIKOM C
NPUMEHEHUEM PEKOMEH/IOBaHHbIX TEPMHUHOB M aOOpeBHATYp, TOKYMEHTHI JOJDKHBI OBITh
OoQOpMIIEHBI B COOTBETCTBUU C NpaBWJaMu, HAEHTUYHbIMU «llpaBunam odopmiaeHus



> w

BBIMTYCKHON KBanu(ukanuoHHoil pabotsl B ®I'BOY BO «IpocnaBckuii rocyaapcTBeHHBIN
yHuBepcuteT uM. [L.T". JlemumoBay.

OTBeTbI CTyIeHTA Ha BONIPOCHI.

Hanuuue npaBuIbHO 0()OPMIIEHHBIX JOKYMEHTOB B c00TBeTCTBHH C «ApI'Y-CK-I1-217-
2021 IoJi0:keHNe 0 PAKTHKE 00YYAIOLIUXCS.

OtcyrcTBre Wwin rpyOble HapylleHHs B OQOPMIICHMM JOKYMEHTOB (OTCYTCTBUE IeyaTeH,
MOJIKMCEN WIN COAEPKATEIBHON YaCTH) MOTYT ObITh OCHOBAaHHEM JUIsl BHICTABJICHHUS OLICHKU
«HEYJIOBJIETBOPUTEIBHO.

7. IlepeyeHb OCHOBHOI 1 I0NIOJHUTEJIbHOI y4eOHOM JIMTepaTypbl, pecypcoB
HHPOPMALMOHHO-TEJIEKOMMYHHUKAIIMOHHOM ceTH «MHTepHeT» VIS POX0KICHHUA NPAKTHKH

a) OCHOBHasl JIUTEpaTypa

1.

4.

5.

Parosun, 0. H. Opranusauus u yrmpaBieHue NOJpa3AefieHueM 3alluThl UHpopManuu Ha
npeanpusTad : yaeonoe nocodbue / Parosun FO. H. , Menbnuk B. A. - Cankr-nerepOypr : UL
Wnrtepmenus, 2019. - 240 c. - ISBN 978-5-4383-0180-6. - Tekcrt : anekrponnsiii // 3bC
"KoncynbpTant crynenra" : [caiT]. - URL
https://www.studentlibrary. ru/book/ISBN978543 8301806.html (mata oOparteHus:
26.01.2022). - Pexxum 1OCTYyIA : 110 MOJIIHCKE.

Cepatok, B. A. Opranuzanuss ¥ TEXHOJIOTUM 3alUThl WH(OpManuu: OOHApYKEHHE H
npeoTBpalieHne NHPOPMALMOHHBIX aTak B aBTOMAaTU3WPOBAHHBIX CHUCTEM HPEATPUATHH :
yuebHoe nocobue / B. A. Ceparok. — MockBa : Briciias nikona sxkonomuku, 2011. — 572 c.
— ISBN 978-5-7598-0698-1. — TekcrT : anekTpoHHbIH // JIaHb : 37IeKTPOHHO-ONOIOTEUHAs
cuctema. — URL: https://e.lanbook.com/book/66085 (mara obpamenus: 26.01.2022). —
Pexxum noctyna: s aBTOpuU3. MOJIb30BATENEH.

Kazapun, O. B. HagexHocth u 0e30macHOCTh IporpaMMHOro obecriedeHus : ydeOHoe
noco6wue it By30B / O. B. Kazapun, U. b. lllyounckuii. — Mocksa : MU3narenscTBo IOpaiiT,
2022. — 342 c. — (Beicmee obpazoBanue). — ISBN 978-5-534-05142-1. — Tekcr :
anekTpoHHsld  //  OOpazoBarenbHas  muarpopma  FOpaiit  [caéit]. —  URL:
https://urait.ru/bcode/493262 (nata obpamenus: 26.01.2022).

Vka3 mnpesugenta Poccum ot 05.12.2016 Ne 646 «OO yrBepxkaeHun J{OKTpUHBI
UH(POPMALIMOHHOM Ge30macHoCTH poccuiickoit deneparum».

®enepanbHblil 3aKk0H «O 0€30MacHOCTH KPUTHYECKOH MHPOPMAIMOHHON MHPPACTPYKTYpPhI
Poccuiickoit @enepanum» ot 26 urons 2017 r. Ne 187-D3.

0) 10MOJTHUTEILHAS JIUTEPaTypa

1.

MonnoBsH, A. A. IIpoTokonbl ayTeHTH(HKAIMKU C HYJIEBBIM pas3rjallleHMeM CeKpeTa :
yuebHoe rmocobue / A. A. Monnossn, /1. H. Monnossn, A. b. Jlesuna. — Cankrt-IlerepOypr
: HY UTMO, 2016. — 55 ¢. — Tekcr : anekTpoHHblii // JIaHb : 37eKTpOHHO-0MOIMOTeuHas
cucteMa. — URL: https://e.lanbook.com/book/91498 (mara oOpamenus: 26.01.2022). —
PexxuMm poctyna: uis aBTOpH3. MOJIb30BaTENEH.
Kocomanos, 0. B. IIpoTokombl 3alUIEHHBIX BBHIYUCICHUM Ha OCHOBE JMHEHHBIX CXEM
paznenenus cekpera : yueobnoe nocobue / FO. B. Kocomnanos. - Poctos u/]l : FODY, 2020. -
112 c. - ISBN 978-5-9275-3317-6. - Tekcr : anextponnsiii / DBC "KoncynpranT cryneHTa”
[caiiT]. - URL : https://www.studentlibrary.ru/book/ISBN9785927533176.html (nara
obparenus: 26.01.2022). - Pexxum mocTyra : 1Mo MOIMHCKE.
['OCT P UCO/M3K 56045-2014r., «MIHpopmanoHHast TEXHOJIOTUS. MeTobl U CpecTBa
obecrieyeHns Oe30MMacHOCTH. PekoMeHmanmm Uit ayJJUTOPOB B OTHOIIICHUH Mep M CPENICTB
KOHTPOJISL U yIpaBJIeHUs] HHPOPMALMOHHON Oe3o0macHOCThion. DeepaibHOE areHTCTBO MO
TEXHUUYECKOMY perynupoBaHuto u Mmerpoioruu Poccun, M.: «Crannaptuadopm»,2015. - 44c.
I'OCT P MCO/MBK TO 19791-2008r., «MHpopmanmoHHas TeXHOJIOTHs. MeToasl U
cpeactBa obecrieueHus: OezomacHocTH. OleHKa O€30MACHOCTH aBTOMATHU3UPOBAHHBIX



cuctem», PenepanbHOE areHTCTBO 10 TEXHUYECKOMY PEryJIMPOBAHUIO U METPOJIOTHH
Poccuu, M.: «Ctangaptuadopmy», 2009. - 126¢.

5. TOCT P UCO/M3K 27007-2014r., «MudopManiionHasi TEXHOIOTHsA. METObI U CPeaCcTBa
obOecrieueHus  Oe3omacHOCTH. PykoBoACTBa MO  ayAUTy CHCTEM  MEHEIKMEHTa
uHpopMaMOHHOM  Oe3zomacHocTh», DenepaabHOE  areHTCTBO IO  TEXHUYECKOMY
peryiaupoBanuio U merpojiorun Poccun, M.: «Crangaptuadopmy», 2015. - 27¢.

6. TOCT P UICO/M3K 18044-2007r., «MuopManiioHHasi TEXHOIOTHsA. METOIbI U CPeJCTBA
obecrnieueHus 0€30MacCHOCTH. MEeHEKMEHT HHIUACHTOB HH(GOPMAIIMOHHON 6€30MacHOCTI,
®denepanbHOE areHTCTBO 10 TEXHUYECKOMY peryjupoBaHuI0 U merposjorun Poccun, M.:
«Crangaptuadopmy», 2009. - 46¢.

7. TOCT P UICO/M3K 18045-2013r., «MuopManiioHHasi TEXHOIOTHsA. METOIbI U CPEJCTBA
obOecrieueHus 6e30MacHOCTH. METOAOJOrUsl OLIEHKH 0e30MacHOCTH WH(OPMAaLMOHHBIX
TEXHOJIOruil», PenepanbHOE areHTCTBO M0 TEXHUYECKOMY PETYJIMPOBAHUIO U METPOJIOTUHU
Poccuu, M.: «Ctangaptuadopmy», 2014. - 250c¢.

8. TOCT P NCO/MBK 53131-2008 «3ammra uHpopManuu. PekoMeHIamuu Mo yciyram
BOCCTAHOBJICHHSI MH(QOPMAIIMH TOCJIE YPE3BBIYANHBIX CUTyallMi (YHKIMA U MEXaHU3MOB
0€30MacCHOCTH  MH(OPMALMOHHBIX W TEJICKOMMYHUKAIMOHHBIX TeXHOJOrui. Oomme
MoJIOKeHUs», PeepalibHOE areHTCTBO MO TEXHUYECKOMY PETYIMPOBAHHIO M METPOJIOTHH
Poccun, M.: «Cranmaprungopm», 2011. - 48c.

9. TOCT P UCO/MDBK 15408-1-2012r., 15408-2-2013r., 15408-3-2013r., «MHPOpMaLIMOHHAS
TexHoJorus. MeTo/p! 1 cpeicTBa o0ecnieueHns THPopMamoHHo# 6e3onacHocT. Kpurepun
OLICHKH Oe3omacHocTH WHGOPMAIMOHHBIX TexHoiorui», «Yacte 1. BBemenue u olmias
Monenby, «Yacte 2. @DyHKIWOHAIBHBIE KOMIIOHEHTHI Oe3omacHoCTH», «YacTth. 3.
Komnonentsl goBepusi k Oe3omacHOCTH», DenepanbHOE areHTCTBO IO TEXHHUYECKOMY
perynupoBanuio U Mmerpoiyoruu Poccun, M.: «Cranmaptuadopm», Yacte 1.-2014.-56¢.,
Yacts 2.-2014.-164c¢., Hacts 3.-2014.-152c¢.

10. Uadopmannonnoit gokymeHT PCTOK Poccum Ne 240/24/3095 ot 20.03.2012r. «o06
yrBepxkaAeHuH TpeboBanuii kK cpeacTBaM aHTuBUpycHOU 3amuTthy. DCTOK Poccun, 2012.-
3c.

11. PykoBomsamuit  nmokymeHT DPCTOK Poccum (6vBmI. ['ocTrexxommccus) «3amura OT
HECaHKIMOHUPOBaHHOrO AocTyna K uHopmammu Yacte 1. IIporpamMmHoe obecrieueHue
cpeAcTB 3amuThl MHGopMmanuu. Kiaccupukanuss mo ypoBHIO KOHTPOJS OTCYTCTBHUS HE
JIEKJIapUPOBAHHBIX BO3MOXKHOCTEN». (yTB. pemieHueM ['ocynapcTBEHHONW TEXHMUYECKOMN
komuccuu npu [Ipesunente PO ot 4 utons 1999 r., Ne 114).

B) pecypchl cetu «MHTEpHET» (MPH HEOOXOAUMOCTH)

1. Caiir ®enepanbHON CIyX’Obl TEXHHYECKOTO M D3KCHOPTHOrO KOHTposst Poccuiickoit
Oenepanuu (https://fstec.ru) ans 3HakomMcTBa ¢ HOpMaTuBHBIMU JokyMeHTamu PCTIK
Poccun.

2. SecurityLab.ru - uaopMannoHHBIN MOPTAJ, OMEPATHBHO U €KETHEBHO PACCKa3bIBAIOIINI O
COOBITHSIX B 00J71aCTH 3a1UThl HH(OPMALIMY, HHTEPHET MPaBa U HOBBIX TEXHOJIOTHSIX.
https://www.securitylab.ru/

3. ba3a gaHHBIX 00IIEN3BECTHRIX YSI3BUMOCTEH HH()OPMAIIMOHHONW OE30ITaCHOCTH
https://cve.mitre.org/

8. O0pa3oBaTesibHbIEC TEXHOJOTMH, B TOM YHCJIE JJIEKTPOHHOE 00yUeHre U TUCTAHIUOHHbIE
o0pa3oBaTte/ibHbIe TEXHOJOTHH, HCIOJIb3yeMble IIPH OCYLIECTBJIEHUN 00Pa30BaTeILHOI0
npoiecca
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OOyyaromuecs mepe]; MPOX0XKIACHUEM MPEIAUITIOMHON MPAKTUKH 00ECIEYHBAIOTCS MPOTPaAMMON
NPOXOXKJICHHS TPAKTUKA ¥ HHIUBHUIYaIbHBIM 3aJaHUEM PYKOBOIUTENS MPaKTHK. CaMOoCTOsTeTbHAS
paboTta oOydarouuxcsi noapasymeBaeT paboTy Mol pyKOBOJCTBOM CIIEHUAINCTA OT OPraHU3aLUU —
0a3pl mpakThkU. [IpoBonsi cobecemoBaHKe, PYKOBOAMTEIH OOCYXIAIOT ¢ OOyYarOIIUMUCS IUIaH
Oynymieil mpakTUKd, (GOPMUPYIOT BOMPOCH], KOTOPHIE HEOOXOAMMO PACKPBITH MPHU COCTABICHUU
oT4yeTa O TMPAKTHKE, OOBSICHAIOT TOPSJAOK 3alOJHCHUs JHEBHUKA TPOXOXKICHUS TPAKTUKA U
MOJIMTMCBHIBAIOT €T0, JAIOT PEKOMEHIAINH 10 H3yYEHUIO0 HEOOXOAMMOT0 HOPMATUBHOTO MaTepraa u
COOTBETCTBYIOIICH JHTEpaTyphl. B JTHEBHHKE NPOXOXKICHHUS IPOHM3BOJCTBEHHOW TPAKTUKU
OTpaXkaeTcs KPaTKoe CoepKaHue PadoT, BHIMOIHICMBIX 00YJArOIIMMCS. 3aUCH JOKHBI BHOCUTCS
00y4aromuMUCs €KETHEBHO, OTpaXkas JaHHBIC O MPOJCIAaHHONW padoTe, W 3aBEPATHCS MOANUCHIO
PYKOBOIMTEIIS 0 MECTY TIPOXOXICHUS MPAKTUKH. B X071 TPOX0KACHHS IPAKTUKU 00yJarOIIUHACS
MOJIy4aeT HEOOXOJMMbIE MaTepUallbl OT PYKOBOIMTENS MPAKTHKUA W U3 MPOPECCHOHAIBHBIX 0a3
JAHHBIX U WHPOPMAIMOHHBIX CIPABOYHBIX CHUCTEM. B COOTBETCTBHHM C ONUCAHHBIMH 33Ta4aMu
obOyyvaronuiics cobupaer u obdpabarbiBaeT MHMOpPMaIMIO JUIsi HanmkcaHus otdeTa. [lo okoHUYaHUH
MPAKTUKU OO0YYAIOIIMICS B YCTAHOBIICHHBIC CPOKHU CIIAET PYKOBOJMTEIIO MPAKTUKH OT (DaKyiIbTeTa
JTHEBHHK U OTYET O MPAKTHUKE.

9. IlepeyeHb JHMUEH3MOHHOTO H (MJIM) CBOOOJHO PACHPOCTPAHIEMOro MPOrPaAMMHOIO
o0ecrneyeHusi, MCHOJb3yeMOro IMPH OCYHIeCTBJICHMH 00pa30BaTeJbHOr0 Impomecca 1o
AUCHUILINHE
1. Nmap — cBoOoaHas yTuinuTa, MpelHa3HAYeHHAs Ui Pa3HOOOpPa3HOro HACTPAUBAEMOTO
ckanupoBanus [P-ceteit ¢ OOBIM KOJMYECTBOM OOBEKTOB, OMNPEACICHUS COCTOSHUS
00BEKTOB CKAHUPYEMOI CETH.
https://nmap.org/
2. Wireshark — mnporpamma-aHanusatop Tpaduka s KOMIBIOTEPHBIX cerell Ethernet u
HEKOTOPBIX JIPYI'HX.
https://www.wireshark.org/
3. Metasploit Project — mpoekT, mocBsImEHHBIN HHPOPMAIIMOHHON 0€30MaCHOCTH.
https://www.metasploit.com/

10. IlepeueHb cOBpPeMEHHBIX MNpodeccCHOHANBHBIX 0a3 JAaHHBIX M HMH(POPMALMOHHBIX
CIIPABOYHBIX CHCTEM, HCIOJIb3yeMbIX NPH OCYILIECTBJEHHH 00pa3oBaTeJbLHOI0 Ipouecca no
AUCHHILIMHE (IPH He00X0AMMOCTH)
1. DnextpoHHas 6ubaMoTEKa yueOHbIX MaTepuasioB Spl'yY
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php.
2. HDb HanmonanbHas 37eKTpOHHAS OMOIHMOTEKA
https://rusneb.ru/
3. DnexTpoHHO-OnOMMoTeuHas cucrema «tOpaiT»
https://www.urait.ru/
4. DneKkTpoHHO-OUOIMoTEeUHas cucTeMa «JIaHby
http://e.lanbook.com/
5. TAPAHT. MndopmanmoHHO-IpaBOBO mopTan (JAOCTYH € KOMIIBIOTEPOB YHUBEPCHUTETA.
Cobunoga, 36a-bubnuoreka).

9. MaTepuaabHO-TeXHHYeCKas 6a3a, He0OXoAMMasi IS OCYIIECTBJIEHUsI 00Pa30BaTeIHLHOI0
npouecca no JMCUMIInHe

Bce noctynnbie pecypchl TpeAnpUsATHS] UCIIOJIB3YIOTCS CTYAEHTAMH BO BpEMSI MPEIIUILIIOMHOM
MPaKTUKH.

10. MeToauyeckue yKa3aHHs JJisl CTY/IEHTOB M0 OCBOEHUI0 TUCIHUILTUHBI
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JUis yCIemHoro mpoxoxIeHHs MPaKTHKH BaXKHO yMeTh 3(PPEKTUBHO OpraHu30BaTh padoTy,
cpady MpHCTyHmaTh K pEIICHHIO IIOCTABJICHHBIX 3a]ad, IIOCTOSHHO 3HAKOMHTCS C HOBBIMH
MCTOYHHUKAMU HH()OPMAIIH 110 TEME.

bonbiroe BHMMaHMe CclexyeT YAEIWTh IPaBWIaM TEXHUKUM OE€30MacCHOCTH, IpaBHIaM
BHYTPEHHET'0 Pacrops/IKa OpraHU3aIuH U BEJICHUIO THEBHUKA.

Crenyer NOCTOSHHO KOHTPOJIMPOBATh CPOKH BBIITOJTHEHUS MTOCTABICHHBIX 3aa4.

B HeKOTOpBIX CcilydasX BO3MOXKHAa KOPPEKTHPOBKAa WJIM HM3MEHEHHE IUIlaHa paboT 1o
COTJIACOBAHUIO C PYKOBOJAUTENEM NPAKTHKH OT OPraHU3aLUH.

[Ipu odopmieHnn oTUeTa W JHEBHHKA HE CcJexyeT 3a0bBaThb O NPUIIOKEHUAX, Kyla
NPUKIIAJIBIBAIOTCS UCXOIHBIE KOJBI pa3padOTaHHBIX, OOJBIIME OTYETHI, MOJyYCHHBIE C ITOMOIIBIO
IPOTPAMMHBIX M ITPOrPaMMHO-AIAPATHBIX CPEJICTB 3aIUTHl HH(POpMAIUH.

YT0oOBI yCHENTHO CIPABUTHCS C 00BEMHOM paboToi 1Mo 0(OPMIICHUIO OTYETa O MPOXOXKACHUN
NPaKTUKH, CleAyeT OQOPMIISATh OTYET MO 4YacTsM, B Ipolecce paboThl A00aBisisi B HETO HOBBIE
pa3lelibl ¥ MMyHKTHI C HEKOTOPBIMH JIOTHYECKH 3aBEPIICHHBIMHU YaCTSIMH UCCIIECJOBAHMS.

ABTOpP(BI):

Houent kadenpet Kb u MMOMU, k.¢.-m.H.DenoToa H.IT
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