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1. llesin ocBOEHUS AUCHMILIMHBI

JucuuruimHa «be3omacHOCTh B COBPEMEHHOW HWH(OPMALMOHHOM cpene» obecreyuBaet
npuoOpeTeHne 00yJaromMUCs 3HaHUM, YMeHUH 1 HaBbIKOB 1o kommeteHnun OIIK-1. «Crnocoben
NOHMMATh MIPUHLUIIBI PA0OOTHI COBPEMEHHBIX HH(POPMALMOHHBIX TEXHOJIOTHIA U MCIIOJIb30BaTh UX JUIS
pemieHuss  3aAad  npodeccuoHaIbHON  aesTenbHOCTHY — DenepanbHOr0  rocyIapCTBEHHOIO
00pa30BaTeNbHOTO CTaHJapTa BhICIHIEro oOpa3oBaHWs 1o HampapieHuio mnoaroroBku 39.03.01
Cornmoinorus.

OCHOBHOM 1ENbI0 HM3yYEHUs MJUCLMILIMHBI SBISETCS TEOPETHYECKas U IpaKkTU4ecKas
MOJTOTOBKA OOyYaloUIMXcs K JEATEIbHOCTH, CBSI3aHHOW C MPUMEHEHHEM COBPEMEHHBIX CPEICTB U
METO/IOB 3aIUThl MH(OpMAIMK B MOBCEIHEBHONW M MpodecCHOHaIbHON AestenbHocTH. Kype maer
IPEJICTABICHUE O MECT€ U POJIM HHPOPMAIIMOHHON Oe30MacHOCTH B coBpeMeHHOM Mupe. Ero
U3y4eHHE JaeT BO3MOXHOCTh CO3HATEIHHOIO HCIIOIB30BaHMs, 00pa0OTKHU M 3aIIUTHl HH(POPMAIIH.

2. MecTo TMCHUIIMHBI B CTPYKTYpe 00pa30BaTe/ibHOI MPOrpaMMbl

JlaHHas TUCIUIIMHA OTHOCUTCS K 00sI3aTeIIbHOM YacT 00pa30BaTeIbHON POTPaMMBI.

Jucuunnuna «be3omacHOCTh B COBPEMEHHON HH(POPMAIIMOHHOM Cpefie» HrpaeT BaKHYIO
poITb i 00IIePOoeCCHOHATBFHON TTOATOTOBKH 00YYarOIIerocs.

3. [InanupyeMsble pe3ybTaThbl 00y4eHHUs] MO TUCIHUILIAHE, COOTHECEHHbIE ¢ TJIAHMPYEMbIMH
pesyabratamu ocBoenus OIl 0akanaBpuara

[Tponecc n3yueHust JUCUUIUIMHBI HApaBJIeH Ha (JOpMUPOBAHHE CIEAYIOUINX KOMIIETCHIIUN B
cootBercTBUU ¢ ®PI'OC BO, OOII BO u npuoOperenus ciaenyrommx 3HaHu|, yMEHU, HaBbIKOB U
(win) ombITa NEATEITBHOCTH:

®opmupyemas NHaukaTop 10CTHKEHN S Ilepeyennb
KOMIIeTeHIUs KOMIIeTeHIIUH IUIAHMPYeMBbIX pe3yJIbTaTOB
(xox u (kox u popmyIMpOBKA) o0yueHust
(¢opmyHpoBKa)
Oo6menpodeccuoHaTIbHbIE KOMIIETEHIMHU
YK-4. Cnocoben N-YK-4.4. Bener nenoByro 3HaTh!
OCYIIECTBIISATh MEPETNCKY, YUUTHIBAS 0COOEHHOCTH CTHJINCTUKU
JIEJIOBYIO 0COOEHHOCTH CTHJIMCTUKY | opunmanpHOi ©  HeoduUaIbHOU
KOMMYHUKAITHIO B | opuIIMaAIbHBIX U | TIEpPEeNUCKU Ha PYCCKOM SI3BIKE.
YCTHOM U | HeOQUIMANBHBIX MHCEM, Ha Ymers:
NUCbMEHHON (hOpMax | rOCyIapCTBEHHOM SI3bIKE. YUUTHIBATh 0COOEHHOCTHU
Ha TOCYJapCTBEHHOM CTUJIMCTUKU oduIMaTHEHOMI u
a3plke  Poccuiickon HEOpUIMAIbHOM  TMEepenucKu  Ha
®denepanyu " PYCCKOM SI3BIKE.
WHOCTPaHHOM(BIX) Baagers:
A3bIKe(ax) CIOCOOHOCTBIO BECTHU JIEJIOBYIO
MIEPENHCKY Ha PYCCKOM SI3BIKE

VK-8. Crniocoben N-YK-8.2. BrisiBnsier 3HaTh:
CO3/1aBaTh U | IpoOieMbl,  CBA3aHHBIE  C TEXHUKY 0€e301acHOCTH Ha
MOJJIEP>KUBATH HapyILICHUSIMHU TEXHHUKHU | pabouem MecTe u Mepbl
Oe3omacHble yCIOBHUsS | OE30MAaCHOCTH Ha  paboyeM | MpedoTBpaLIeHUs Ype3BbIYANHBIX
KHU3HEACSITEIbHOCTH, | MECTE; Mpeajaraer | CUTyaui
B TOM 4YHCJIE TIPH | MEPOTIPUATHS 1o YMmers:
BO3HUKHOBEHUU MPEIOTBPALICHUIO BBISIBIIATh HAPYIICHUS TEXHHUKY
Ype3BbIYANHBIX YpEe3BbIYANHBIX CUTYALNI 0€30MacHOCTH Ha paboyeM MecTe
CUTYyalHi Baagers:

CIOCOOHOCTBIO  MPEAOTBPAIIATh




HapyIIeHUs] TEXHHUKY Oe30MacHOCTH
Ha paboyeM MecTe W Ype3BBIYAHBIC
CHUTYyallUH.

OIIK-2.  Cnocoben N-OIIK-2.1. Hcnonb3yet 3HaTh:
MOHUMATh TMPUHIMIBI | HHHOPMAIIMOHHO- apceHan HH(pOpMaIMoOHHO-
paboThl COBPEMEHHBIX | KOMMYHHKAI[MOHHbBIE KOMMYHUKATHUBHBIX TEXHOJIOTUH U
UH(OPMAIMOHHBIX TEXHOJIOTUM M TPOTPAaMMHBIEC | IPOTPAMMHBIX CPEJICTB,
TEXHOJIOTH U | CpeacTBa TUISE MOKCKA, | UCTIOIB3YEMbIX B MPOdeccuoHaIbHOM
UCIIOJIb30BaTh WX ISl | 00paboTKHU OONBIINX OOBEMOB | NESATEIBHOCTH
peleHus 3a1a4 | uHpopMaIun 1o YMmerb:
npodeccuoHaIBLHON MIOCTABJIICHHOW TMpo0JieMaTuKe MOJIb30BaThCsl MHPOPMALMOHHO-
JESITEIIbHOCTH Ha OCHOBE CTaHAApTOB U HOPM, | KOMMYHHUKATUBHBIMH T€XHOJIOTHSIMHU
TPUHSTHIX B | JUIs peuieHus npopecCuoHaIbHBIX
npodeccuoHaNbHOM cpesie, U C | 3a1ad
Y4ETOM TpeOoBaHUI Baanern:
nH(OPMALIMOHHON HaBbIKaMHU HH(POPMAIIIOHHOM
0€301acHOCTH. KYJBTYpPBI B IPO(hecCHOHAIBHOM
cthepe u codmoaaTh TPEOOBAHMS
MH(POPMALMOHHON OE30MTaCHOCTH
N-OIIK-2.2. OcpauBaer 3HaTh:
panMoOHaNbHBIE  TPUEMBI | AIITOPUTM U MPO(HECCHOHATEHOE
CIocoObl  CaMOCTOSITENILHOTO | MH(MOPMALMOHHOE TI0JIe JIJIs IIOUCKA
novcka MHQOpMaIuy, BiajaeeT | MpohecCHoHAIbHOW HHPOPMALIUU
HaBbIKAaMU  HMH(OPMAIIMOHHO- YMmerh:
MIOUCKOBOW  pabOTEHI JUTs PUMECHSTH HaBBIKU
HAyYHBIX padoT. nH()OPMAIMOHHO-TIOMCKOBOW PabOThI
JUISL HAY9HBIX padoT
Biaagern:
MPUEMaMH U TEXHOJIOTHSIMH
CaMOCTOSITENIbHOTO TOUCKA HAYy4YHOM
uHdopmanuu
N-OIIK-2.4. 3HaeT OCHOBBI 3HaTh:
WH(OPMAITMOHHON TIPUHIIMITHI ¥ IPaBUIIA
0€301acHOCTH. UH(POPMALIMOHHON 6€30MaCHOCTH
Ymersn:
NPUMEHSTH MTpaBUIIa
“H(POPMAIIMOHHOM 0€30MMaCHOCTH B
npogeccuoHaIbHOMN e TeTbHOCTH
Baaners:
HaBBIKAMU KYJIbTYPHI
nH(POPMaITMOHHOM 06€30MMaCHOCTH 1
pUMEHSIET B HAYYHOH cepe
OIIK-3.  Cmnocoben N-OIIK-3.1. Hcnonb3yet 3HaTh:
BBIJICTISITH, METOJIMKH CHCTEMaTU3allid | METO0JIOTHIO U METOAUKH
CHCTEMAaTH3MPOBATh U | CTATUCTHYECKOW  0OpabOTKH | CHCTEMAaTH3AIMH dYMITHPHIECKUX
UHTEPIPETHPOBATH MOTOKOB uH(pOpMaInK, | JaHHBIX
coJIepKaTeIbHO WUHTEPIpETANN YmMmern:
3HaYMMBbIe CoJIepIKaTeTbHO 3HAYUMBIX BBIICTISITH M HHTEPIIPETUPOBATH
IMITUPUYECKUE OIMITUPUYECKUX JTAHHBIX. COJIepKaTeIbHO 3HAYUMbIE TAHHBIE

JaHHBIC M3 II0OTOKOB

Baanern:




uHpopManuu, a
TaKkK€  CMBICIIOBBIC
KOHCTPYKIIUU B
OPHUTHMHAIBHBIX
TEKCTax u
MCTOYHHMKAX o
npoduiro
JeATEIILHOCTH

€C MHTCpIIpCTAllUN

HaBbIKAMM CTaTUCTUYECKOU
00pabOTKH OTOKOB HH(POPMAILIUH U

4. O0beM, CTPYKTYpA U CO/iepPKaHMe U CHUTIIHHbBI
OO61mas TpyA0eMKOCTh AUCHUILIMHBI COCTABISET 2 3a4eTHBIC €IUHULIBI, /2 aKkaJl. yaca.

Ne Tembl (pa3aenni) Buabl yueOHbIX 3aHATHI, ®opMbI TEKYLIETO
n/n AUCHUTLINHBI, BKJIIOYASl CAMOCTOSITEJILHYIO KOHTPOJIs
HX cojlepiKaHue = padoTy CTYIEHTOB, ycneBaeMoCTH
g H X TPYA0EMKOCTD
z (B akaileMHYeCKHUX Yacax) ®opma
© IPOMEsKYTOUHOi
arTecTanuu
(no cemecmpam)
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Paznenl |[IpaBoBble 2 6 3
OpraHu3anoHHbIE
OCHOBBI 00ecreyeHust
UHGpoOpMaLHOHHOM
0e30macHOCTH B
Poccuiickoit
Denepanun
Tema 1.1 |[IpaBoBbIE OCHOBBI 2 2 1 |Tecr
obecrieueHus
UH(POPMALIMOHHOM
0€30MacHOCTH
Tema 1.2 |3amura 2 2 1 |Tecr
MePCOHATBHBIX
JTAHHBIX
Tema 1.3 |Opranu3anrioHHbIE 2 2 1 |Tecr
OCHOBBI 0OecTIeueHust
nH(pOpMaLOHHON
0e30MacHOCTH
6 mom yucne ¢ 30 u 6 3  Bumeonexnuu
J[OT TEKCTOBEIC
MaTepuaibl yueOHOro
rmocoous,




HpGSCHTaI_[I/II/I, TCCT B
DOVK B DemidOnline

Pa3znen 2 |ApxuTekTypa
KOMIIbIOTEpa
Tema 2.1 |Apxutexrypa Tect
KOMIThIOTEPA
6 mom quciae ¢ 30 u Buneonexuuu
[OT TEKCTOBEIC
MaTepHalbl yueOHOTo
rnocoous,
MPEe3CHTAINH, TECT B
OVK B DemidOnline
Paznen 3 |OcHOBBI Tect
HH(OPMAIUOHHOMI
0€30IacHOCTH B
onepamuoOHHbIX
cHcTeMax
Tema 3.1 |BBenenue B Tect
UH(POPMALOHHYIO
0€e30I1aCHOCTD
OTICPAITMOHHBIX
CHCTEM
Tema 3.2 |UndopmarnmonHas Tect
0€e30I1aCHOCTD
OTICPAITMOHHBIX
CHCTEM CeMeNcTBa
Windows
Tema 3.3 |UupopmarnmonHas Tect
0€e30I1aCHOCTD
OTIepaITMOHHBIX
CHCTEM CEeMEHCTBa
Linux
6 mom yucie ¢ 20 u Buneonexkuumn
J[OT TEKCTOBBIE
MaTepHalbl yueOHOro
mocoowusi,
Mpe3eHTAIUH, TECT B
DVK B DemidOnline
Pazgen 4 |OcHoBBI
HHpOpMANMOHHOMI
0€e30IacHOCTH B
JIOKAJIbHBIX
BBIYHCJIHTEIbLHBIX
ceTsax
Tema 4.1 |BBenenue B Tect
APXUTEKTYPY
JIOKaJbHBIX
BBIYHCIIUTEIBHBIX
ceTel
Tema 4.2 |CereBbie yrpo3bl U Tect

MCTOABI

MIPOTUBOJICUCTBUS UM




Tema 4.3  |MexceTeBble SKpaHbl | 2 1 3 3 |Tect
6 mom yucne ¢ 30 u 3 3 11 Bugmeonexuun
J{OT TEKCTOBEIC
MaTepuajbl y4eOHOTrO
rnmocoous,
MPEe3CHTAIIMH, TECT B
DVK B DemidOnline
Paznen 5 |Kpunrtorpaduyeckue| 2 2 2 3
METO/IbI 3aIIUTHI
uHpopManun
Tema 5.1 |BBencnue B 2 2 2 3 [Tect
KpunTorpaduyeckue
METO/IbI 3aIlUThI
nHpopmanuu
6 mom uucne ¢ 20 u 2 1 3  |Bupgeonekiuu
[OT TEKCTOBEIC
MaTepuaibl yueOHOro
rmocoous,
MPE3CHTAINH, TECT B
OVYK 8 DemidOnline
2 0,3 | 10,7 |3auer
Bcero 3a 2 cemectp 72 | 16 | 16 0,3 | 37,7
Bcero 72 | 16 | 16 2 | 03| 37,7

Conep:xanue pa3ieioB NPOrpaMMbl THCHHUILIMHBI
«be3onacHocTh coBpeMeHHOIT HH(OPMAIMOHHOM cpee»

Pa3znesn 1. IlpaBoBble W OpraHM3alMOHHbIE OCHOBbI oOecnedyeHUsi HHGOPMALMOHHON
oesonacHoctu B Poccniickoii @enepanuu.

Tema 1.1. IIpaBoBbie OCHOBBI 0O€eciedeHHs] THPOPMAIIMOHHOM 0€3011aCHOCTH.

OcHoBHBIE TIpaBa TpaxaaH B chepe 00paboTku U 3amuThl HHGOpMaruu. OCHOBHBIE MPUHIIUITHI
IPaBOBOTO PETYJIMPOBAHHUS B 001acTH 00pabOTKH U 3aiuThl nHpopmanuu. Madpopmanus. OCHOBHbIE
cBOiicTBa 6e30macHOCTH MH(pOpMalMu: KOH(PUIEHIUAIBHOCTh, LEIOCTHOCTh, JTOCTYMHOCTh. Bumbl
UHpOpPMaLMK MO TOPSJIKY JOCTyHa M pacnpocTpaHeHus. OrpaHuyeHHe JOCTyna K MH(pOpMaLuu.
Bunper Taitn. OOnanatens wuHpopmanuu. MudopmanuonHsle TtexHongoruu. HWMHpopManmoHHbie
cucteMbl. OnepaTop MHPOPMALMOHHONW cucTeMbl. 3amuTta HHPopManuu. OOBEKThI 3alUThl. Buibl
OTBETCTBEHHOCTH B c(pepe 00pabOTKH U 3aIlUThl HH()OPMALIHH.

Tema 1.2. 3amuTa nepcoHaIbHBIX TaHHBIX.

[lepconanbHble JaHHBIE W NPUHOMUNBI UX 0O0paOOTKM. Buapl nepcoHaNbHBIX JaHHBIX:
crienManbHble, OMOMeTpUYeckre M OOIIEeOCTYIHbIE. Y CIOBUS 00pabOTKH MEPCOHATBHBIX JaHHBIX.
Cornmacue Ha 00pabOTKy TEpPCOHANBHBIX JaHHBIX. TpaHCTpaHWYHAs Tepelnavya IMepCOHATBHBIX
naHHbIX. [IpaBa CyOBEKTOB MEpCOHANBHBIX JaHHBIX. OmnepaTop NEepPCOHANBHBIX JAHHBIX U €ro
o0s3aHHOCTH. Mepbl obecrnieueHusi 6€30MacHOCTH MEPCOHANBHBIX JaHHbIX. KOHTpoJb U Hag30p 3a
BBINIOJIHEHUEM Mep MO 0O0ecledyeHnIo Oe30MacHOCTH. YTIOJIHOMOYEHHBIH OpraH IO 3alluTe IpaB
CyOBEKTOB MEPCOHATBHBIX JaHHBIX.

Tema 1.3. OpranuzannoHHble OCHOBBI 00ecnedeHnst HH(POpMaIlMOHHONW O€30MacHOCTH.




Kakue Bompockl craBuT nH(popmarmonHas OezomacHocTs? IlocienoBarenbHOCTh NEHCTBUN 1O
3amuTe MHpOpMauuu. BblsBieHMEe U aHaIM3 MHQOPMALMOHHBIX AaKTHBOB. DopMupOBaHUE
TpeboBanuii mo 3amute wuHPOpManmu. [loaXombl K MOJEIMPOBAHHWIO HAPYIIUTENCH U yrpo3
MH(POPMaLMOHHOM Oe3omacHocTH. BbIOOp cpencTB m MeTonoB 3aumuThl MH(opManuu. BHenpenue
CHCTEMBI 3alUThI HH(OPMAIIMU. DKCIUTyaTallisl CHCTEMBI 3aIIUThI HHPOPMALIUH.

Pa3nes 2. ApxuTeKkTypa KOMIIbIOTEpPA.

Tema 2.1. BBeieHue B apXuTeKTypy KOMIIBIOTEpA.

[Ipoueccoprl. OcHOBHAsE (K311 U OMepaTUBHAs) MaMsaTh. BeriomorarenbHas nmaMsTh. Y CTpOICTBA
BBOJIa-BbIBO/IA (IIIMHBI, MOHUTOPBI, KJIIABUATyphl U MBIIIH, BeO-KaMepbl, puHTEpHI). [lepconanbHbie
KOMITBIOTEPHI 1 MOOMIIBHBIE YCTPOICTBA.

Pa3nen 3. OcHoBbl HHGOPMAIITUOHHON 0€30MMACHOCTH B ONEPAIMOHHBIX CHCTEMAX.

Tema 3.1. BBenenue B HHPOPMAIIMOHHYIO 0€3011aCHOCTD OTICPAIMOHHBIX CUCTEM.

OO6uwmii crioco6 xpaneHust 1 00padboTKH HHPOopMauK B KoMmiibtorepe. [IoHsATHS onepanmoHHON 1
daitnoBoii cuctem. CyOBbeKTbI, 00BEKThI, METOABI U MpaBa JIOCTYIA, MPUBHIETHH CyOBEKTa JOCTYIA.
JIMCKpenoHHOe yIpaBjieHHWE TOCTYIIOM, MaHJAaTHOE YIpaBlieHHe aocTynoM. HMnentudukanus,
ayTeHTU(UKaIMUs U aBTOpu3alys. AyTeHTU(UKAIMs HAa OCHOBE MapoJsiei, Ha OCHOBE BHEIIHUX
HOCHUTEIeH Kiltoua, OMoMeTpruIecKas ayTeHTU(DUKaLusI.

Tema 3.2. UadopmannonHas 0€30macHOCTh ONEPaIMOHHbBIX crcTeM cemeiictBa Windows.

VYrpasiieHHe JOCTYIIOM B OIEpPAIllMOHHBIX cucTemax cemeiictBa Windows. Wpentudukarms,
ayTeHTH(HKALMSA W aBTOPH3AllMsA B ONEPAIMOHHBIX cHucTeMax cemeiictBa Windows. Peanu3anus
ayJiTa B OMEPAIMOHHBIX cucTemMax cemeiictBa Windows.

Tema 3.3. UadopmannonHas 6€30MacHOCTh ONEPAIIMOHHBIX CHCTEM ceMeiicTBa Linux.

VYupaBjaeHue IOCTYIIOM B OINEPAalMOHHBIX cucTeMax ceMmeiictBa Linux. Wnaentudukarus,
ayTeHTHU(HKAIIMSA U aBTOPU3AIMs B ONEPAIIMOHHBIX CHCTeMax ceMeiictBa Linux. Peanusarus aynurta

B OIEPAIMOHHBIX CHCTEMax ceMeicTa Linux.

Paznen 4. OcHoBbl MHGPOPMANMOHHOW 0€30MACHOCTH B JIOKAJbHBIX BBIYUCINTEIbHBIX
ceTHX.

Tema 4.1. BBeneHne B apXUTEKTYpy JOKaJIbHBIX BEIYUCIUTENBHBIX CETEH.

JlokaneHble BbuUcHuTeNbHbIe ceTH. Monens ISO/OSI. ApxuTekTypa U OCHOBHBIE MPOTOKOJIBI
JIOKAJIbHBIX BEIYUCIUTEILHBIX CETEH.

Tewma 4.2. CereBble yrpo3bl M1 METOJIbI IPOTUBOACHCTBUS UM.
Knaccugukamum ceTeBbIX yrpos, ys3BUMOcTel U artak. CeTeBble aTaKM Ha Pa3IMYHBIX YPOBHSIX
mogemn ISO/OSI. Knaccudukanuss BpegoHOCHOTo mporpamMmHoro obecrnedenus. [IpusHaku

MPUCYTCTBUS BPEJOHOCHOTO NMPOrpaMMHOro o0ecriedeHus. MeTo 1l 0OHapyKeHUSI.

Tewma 4.3. MexceTeBble SKpaHBI.



MexceteBble 3kpanbl (M3). Mectro u pons MDD B oOecrieueHHMHM CETEBOW 0O€30MacHOCTH.
Knaccudukanuss MD. OcHoBHBIe Bo3MOxkHOCTH MD. [loctonncTBa u Hepoctatku MO. Tloctpoenue
npaBui (pUIBTPALHH.

Pa3nen 5. Kpunrorpaguyeckue MeToabl 3aliuThl MHH(pOpManuu.
Tema 5.1. BBenenue B kpunrorpadudeckre METOAbI 3aIUThl HHPOPMALIUH.

Hcropuyecknii odepk pa3BuTus kpuntorpapuu. CHMMETpUYHASE M aCUMMETpPHYHAs
kpunrorpadus. BerauciaurenbHo cioxHble 3agaun Matematuku. Kpunrocucrema RSA. Tlowstue
Kpunrorpadguueckoro mnporokoia. CBoiCTBa NPOTOKOJIOB, XapaKTEpU3YIOIIHE HX Oe30MacHOCTb.
Cxembl 1TU(POBOI MOITUCH.

5. O0pa3oBaTe/ibHbIE TEXHOJIOTHH, B TOM YHCJ€e TEXHOJIOTHH IJIeKTPOHHOT0 00y4eHHusT 1
AUCTAHIHOHHBIE 00pa30BaTeIbHbIe TEXHOJIOTHH, HCIOJIb3yeMble MPHU 0CYIeCTBIEHUH
00pa3oBaTeIbLHOIO MpoIecca Mo JUCIUNIHHE

B nporecce 06yueHus UCIONB3YIOTCS Cieyrolue 00pa3oBaTeabHble TEXHOIOTUU:

AkajemMuyeckasi JeKUMsl (Wi JeKnus oOIIero Kypca) — IOCIEI0BATENbHOE H3JI0KEHUE
MmarepHaia, OCylIecTBIsIeMOe MPEUMYIIECTBEHHO B BUJIE MOHOJOra npenojasarens. TpeOoBaHus k
aKaJEMUYECKON JIEKLMU: COBPEMEHHBbIN Hay4yHBIH YpOBEHb W HACBIIIEHHAas HHPOPMATHUBHOCTD,
yOeauTenbHas apryMeHTalus, JOCTYIHAas U MOHATHAs peub, YeTKask CTPYKTYpa U JIOTMKa, HaJIu4yue
SPKUX MIPUMEPOB, HAYYHBIX JTOKA3aTEIbCTB, 000CHOBAHUM, (PAKTOB.

IIpo6aemHuasn Jiekuus — U3JI0XKEHUE MaTepuaia, Ipernoiararolee oCTaHOBKY MPOOIEMHbIX
U JMCKYCCUOHHBIX BOIIPOCOB, OCBELIEHUE PA3IMYHbIX HAYUHBIX [10/IX0/I0B, aBTOPCKHUE KOMMEHTAPUH,
CBSI3aHHBIE C PA3JIMYHBIMU MOJAEISIMH UHTEPIPETaluy U3ydyaeMoro marepuaina. [IpoGieMHas nekuus
HAYMHAETCAd C BOIPOCOB, C IIOCTAHOBKHM NPOOJIEMBI, KOTOPYIO B XOJ€ H3JI0XKEHHs MaTepHaia
HEo0X0uMo pelnTh. B sekunu coderatroTcst mpobiemMHble U MHGOpMalMoHHble Hadana. [lpu stom
IpolecC MO3HAHUS CTYJEHTOB B COTPYJHHYECTBE M AMAIOre C IMPENoAaBaTesieM MPUOIMKaeTCs K
MIOUCKOBOM, HCCIENOoBaTeNbCKOM aestenbHocTH. CojepkaHue MpoOJieMbl pPacKpbIBaeTcs IMyTeM
OpraHM3aly MOKUCKa €€ PELIeHUs WIM CYMMHPOBAHHS M aHalIM3a TPAJUIUOHHBIX U COBPEMEHHBIX
TOYEK 3PEHUS.

IIpakTnyeckoe 3aHATHE — 3aHATHE, IOCBAILIEHHOE OCBOEHUIO KOHKPETHBIX YMEHUH U
HABBIKOB U 3aKPEIUICHUIO TIOJYyYEHHBIX HA JEKLIUU 3HAHUM.

ONeKTpOHHBIM yueOHbIM Kypc «be3omacHOCTh B COBpeMEHHOH MH(OpMAaIMOHHOM cpene» Ha
mwiardopme onnaiH-o0ydenus DemidOnline, B koTopom:

— TpEeICTaBJICHbI BUACO-JIEKIHMH 110 BCEM TeMaM JAUCHUMILINHBI U IPE3EHTALUN K HUM;

— TPEICTaBJICHbI TEKCTHI JIEKIIMH 110 BCEM T€MaM JUCLUUIIINHBL;

— TpEeICTaBJICHbI PaBUiIa MPOXOKIECHUS MPOMEKYTOYHON aTTECTALMU MO TUCIUIUINHE;

— TPEACTaBJIEHBI TECTHI [0 TeMaM JUCHUIUIMHBI I CAMOCTOSTEIbHON pabOoThl 00yUaroImuXxcs;

— TOCpeACTBOM (hopyMa OCYIIECTBISETCS CHHXPOHHOE M (MJIM) aCUHHXPOHHOE B3aUMOJICHCTBHE

MeX1y 00y4YaroIIMMHUCS U MPEenoaBaTesieM B paMKaxX U3Y4eHUs TUCIUTIINHBI.

6. [lepeyeHb JIMIEH3MOHHOTO W (MJH) CBOOOAHO PACHPOCTPAHSEMOr0 MPOrpaMMHOIO
ol0ecrieyeHusi, HCIOJbB3YeMOIr0 IPM OCYLIeCTBJIEHUM 00pa3oBaTeJIbHOIO Ipouecca IO
AUCIHHUIJIMHE

B mporiecce ocyiiecTBiaeHUs: 00pa30BaTeIbLHOTO MPOLIECca UCTIONb3YIOTCS:



— MpOorpaMMHOE OOecIieueHue sl CO3AaHUs U IEMOHCTPAIIUH NPE3EHTALUH, ILTIOCTPALNA 1

JPYTUX yu4eOHBIX MaTePHAJIOB:

Microsoft Windows (B coctaBe Microsoft Imagine Premium Electronic Software Delivery);

Microsoft OfficeSTD 2013;

Virtual Box (cBoboano pacnpoctpansemoe 110);

Ubuntu (cBo6oano pacripoctpansemoe [10);

Kali Linux (cBoboaHo pacnpoctpansiemoe [10).

— Jng  Toucka ydeOHOW nwmTeparypbl Oubmuoreku SApl’Y —  ABTOMaTH3MpOBaHHAS
oubmuoreuynas uadopmanronnas cucrema «kbYKU-NEXT» (ABUC «byku-Nexty);

—  IIpU IPOBEACHUH JICKLHUI UCTIONIL3YIOTCS MYJIbTHMEAUHHBIC TPE3CHTALIUH;

— TIpH NPOBEICHUU JTAOOPATOPHBIX PAOOT MCIIONB3YIOTCS CPEACTBAa BRIYMCIUTEILHON TEXHUKH,
NOJJICP>KUBAIOIHE TIEPEYUCICHHOE ITPOrPaMMHOE 00ecTieueHHeE.

7. IlepeyeHb COBpeMEHHBLIX NPO(ecCHOHAJBHBIX 0a3 JaHHBIX M HH(OPMAIMOHHBIX
CIPABOYHBIX CHCTEM, HUCHOJb3yeMbIX NPH OCYIECTBJIEHUHM 00Pa30BATEILHOIO Mpolecca 1Mo
AUCHUILINHE

1. DnexTponnblie karajgoru Hb SIpI'yY

(http://www.lib.uniyar.ac.ru/opac/bk_cat find.php) comepxar OubaHOrpadguuecKkue 3amucH
BCEX BHUJIOB JOKYMEHTOB, COCTaBISOIUX (POHT OMOIMOTEKH, HA PYCCKOM U MHOCTPAHHBIX S3BIKAX.

2. DJIeKTpOHHAsI OUOIHOTEeKA yUeOHBIX MaTepuasioB Spl'yY

(http://www.lib.uniyar.ac.ru/opac/bk_cat find.php) comepxwur 6Gomee 2500 MONHBIX TEKCTOB
YUEOHBIX U y4COHO-METOUIECKIX MAaTEPHAJIOB TI0 OCHOBHBIM M3y4aeMbIM JUCIUTUTHHAM, W3IaHHBIX
B yHHUBepcuTeTe. JlocTyn B ceTH YHUBEPCUTETA, JTHOO MO JIOTHHY/TapOIIIo.

3. CnpaBoyHoO-nipaBoBas cucremMa « KOHCYJILTAHTILTIOCH

(https: //www.consulta nt.ru/) CIIpaBOYHO-IIpaBOBas CHCTEMA o 3aKOHOATCIbCTBY
Poccuiickoit deneparumu.

4. CnpaBouHo-nipaBoBasi cucrema «["apanr»

(http://www.garant.ru/) crmpaBoYHO-TIpaBOBasi CHCTEMa [0 3aKOHOIATEIbCTBY Poccuiickoi
denepauuu.

8. [lepeyeHb OCHOBHOW ¥  JOMOJHHUTEJIbHOW Yy4eOHOW JHUTepaTypbl, PeCypcoB
HHG(POPMALMOHHO-TEJICKOMMYHUKAUMOHHO ceTn  «WHTepHer» (nIpM  He00XOAMMOCTH),
PeKOMEeH1yeMbIX /IJIsl OCBOCHUSA U CIUIIINHbI

a) OCHOBHAasl JIUTEpPaTypa

1. Be3omnacHOCThH B COBpeMeHHOU nHpopmannonHoii cpene. Yacts 1: yuebHoe nocodue. B.H.
Kusses, I.M. Mypun; Spocn. roc. yH-T um. ILI. [Jdemunosa. - Apocnasns: UTHIUITO,
2021. — 158 c. https://e.lanbook.com/book/75150

2. byza, M. K. Apxurekrypa komibiotepoB : yaeoHuk / M. K. By3a. — MuHck : Beimmiimmas
mkona, 2015. — 414 c. https://e.lanbook.com/book/75150

3. ComnoneBnu, A. B. Kommeiorepusie cetn : yueOHUK / A. B. ComoneBnd. — MHUHCK :
PUIIO, 2021. — 208 c. https://e.lanbook.com/book/194950

4. Pakutun, P. 10. KommnbroTepubie cetu : yuebnoe mocobue / P. 0. Pakutun, E. B.
Mockanenko. — bapnayn : Antl'TIY, 2019. — 340 c. https://e.lanbook.com/book/139182

5. Kopxuk, B. Y. OcHoBbl kpunrtorpadguu : yde6Hoe mocodbue / B. U. Kopxuk, B. A.
SxoBneB.  —  Cankr-Ilerep6ypr :  Hurepmemms, 2017. — 312 c.
https://e.lanbook.com/book/161359


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://www.consultant.ru/
http://www.garant.ru/
https://e.lanbook.com/book/75150
https://e.lanbook.com/book/75150
https://e.lanbook.com/book/194950
https://e.lanbook.com/book/139182
https://e.lanbook.com/book/161359

0) AOMOJIHUTEIbHAS JIUTEepaTypa

1.

10.

11.

Konctutrynus Poccuiickoii @Penepanuu: [OpUHATa BCEHAPOJIHBIM T'OJOCOBAHHUEM
12.12.1993 ¢ wu3MeHeHUsIMH, OJOOPEHHBIMH B XOJI€ OOIIEPOCCHHCKOTO T'OJOCOBAHUS
01.07.2020]. — JocTyn wu3 CHpaBOYHO-TIPaBOBOM CHCTeMbI «KOHCYIBTaHTILIFOCH.
https://www.consultant.ru/

VYronoBuseiil kogekc Poccuiickoit @enepanun: PeaepaibHbliii 3aKk0H 0T 13.06.1996 No63-
@3: [mpunsT ['ocynapcrBennoit Jymoit 24.05.1996]: (c u3MeHEeHUsIMUA U JIOTIOTHEHUSIMU).
— Hocryn u3 CIIPaBOYHO-TIPABOBOM CUCTEMBbI «KOHCYNbTaHTILTIOCH.
https://www.consultant.ru/

Komekc  Poccuiickoit ®Depepanun 00  aAMUHUCTPATHBHBIX  IIPABOHAPYIICHHSX:
@enepanbhblii 3akoH oT 30.12.2001 Nel95-®3: [mpunsat ['ocynapcrBennoi [lymoi
20.12.2001]: (c m3mMeHEeHUSAMH | JOMOJHEHHUSAMH). — J[OCTyNm M3 CIpaBOYHO-TIPABOBOM
cucrembl «KoHcynpTanTutrocy https://www.consultant.ru/

Tpynosoi kogekc Poccuiickoii deneparuu: dOeaepanbubiii 3akoH oT 30.12.2001 Nel197-
@3: [mpunsT 'ocynapcrBennoit Jymoii 21.12.2001]: (¢ u3MEHEHUSIMU U TOTIOJTHEHUSIMHU).
— Hocryn u3 CIIPaBOYHO-TIPABOBOM CUCTEMBI «KOHCYNbTaHTILTIOCH.
https://www.consultant.ru/

Oenepanbhblii 3akoH 0T 27.07.2006 Nel49-03 «O6 unbopmanuu, MHPOPMAIMOHHBIX
TEXHOJIOTUAX U 0 3amure nHopmanuu»: [mpunsat ['ocynapcreennoit Jymoii 08.07.2006]:
(c u3MEHEeHWs MU U JOMOJIHEHUsIMH). — JIOCTyll M3 CHpPaBOYHO-TIPABOBOM CHUCTEMBI
«KoncynpranTmmocy  https://www.consultant.ru/

®enepanpHblii 3ak0H 0T 27.07.2006 Nel52-®3 «O mnepCOHANbHBIX JaHHBIX»: [IPUHAT
lNocynapcrBennoit dymoii 08.07.2006]: (¢ u3sMeHeHUsIMUA U AONOJIHEHUsIMU). — JlocTyn
U3 CIPaBOYHO-TIPaBOBOM crcTteMbl «KoHcynbpTanTIuOC» Nitps://www.consultant.ru/
[Tonoxenne o mopsaKe oOpameHust co ciayxeOHOW WHpopManuel OrpaHHYECHHOTO
pacnpocTpaHeHus B (heepaabHbIX OpraHax UCHOJHUTENIbHOM BJIACTH, YIIOJIHOMOYEHHOM
OpraHe ymnpaBJIEHUS! MCIOJIb30BaHUEM aTOMHOM 3HEPIMU U YIOJHOMOYEHHOM OpraHe IO
KOCMHUYECKOW  JesTenbHOCTH»:  [yTBepkaeHo IloctanoBnenuem  IlpaBuTenbcTBa
Poccuiickoit @enepannu ot 03.11.1994 Nel1233]: (c MBMEHEHHUSIMU U JOTIOJTHEHUSMH ). —
Hocryn u3 CIIPaBOYHO-TIPABOBOM CHUCTEMBI «KOHCYIBTaHTILITIOC.
https://www.consultant.ru/

TpeboBanus K 3alIMTe MEPCOHATBHBIX JAHHBIX MPH UX 00pabOTKE B MH(POPMAIIMOHHBIX
CHUCTEMax TIEepCOHANBHBIX JAaHHBIX: [yTBepkaeHbl IlocranoBnenuem IlpaBurenscTBa
Poccuiickoit @enepauuu ot 01.11.2012 Nell19]. — JlocTyn u3 crnpaBOYHO-IIPABOBOM
cuctembl «Koncynerantnllimrocy. hitps://www.consultant.ru/

[lepeuenr Mep, HampaBICHHBIX Ha OOECIeUYeHHE BBINOJHEHUS OOS3aHHOCTEH,
npeaycMoTpeHHbIX DenepanbHbiM 3aK0HOM «O TIEPCOHATBHBIX JAHHBIX» U MPUHATHIMU B
COOTBETCTBUU C HUM HOPMAaTHMBHBIMU MPABOBBIMU aKTaMH, ONIEPATOPAMHU, SIBISIOIIUMHUCS
TrOCYJapCTBEHHBIMH WJIM MYHUIIMMAIBHBIMUA OpraHamu: [yTBepkaeH [loctaHoBieHmeM
[IpaButensctBa Poccuiickoit ®enepaunu ot 21.03.2012 Ne211]: (¢ u3MEHEHHSIMH U
JOTNoNHEeHnsAMK). — JlocTyn u3 crpaBo4yHO-TIpaBoBoi cucteMbl «Koncynbrantnllmocy.
https://www.consultant.ru/

[Tonoxxenne 06 0coGeHHOCTAX 00pabOTKH NMEPCOHATBHBIX JaHHBIX, OCYIIECTBIIEMON 0e3
WCTIOJIB30BaHUS CPEICTB aBTOMaTH3amu: [yrBepxkaeHo [locranosnenuem [IpaBurenscTBa
Poccuiickoit ®enepannn ot 15.09.2008 Ne687]. — JlocTyn M3 CIpaBOYHO-IIPABOBOM
cuctembl «KoncynprantnlLimrocy. hitps://www.consultant.ru/

Tpe6OBaHI/I$I K MaTCpUaIbHBIM HOCHUTCIIAM 6I/IOMeTpI/I‘—IeCKI/IX MNEPCOHANIBHBIX JAHHBIX H

TEXHOJIOTUSIM XPaHEHUs TaKUX JaHHBIX BHE MH(POPMALMOHHBIX CHCTEM HEPCOHATbHBIX
naHHbIX: [yTBepkaeHo Ilocranosnenuem [lpaButenbctBa Poccuiickoit @enepanuu ot
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06.07.2008 No512]: (c w3MEHEHHMSIMH W JOMOJHEHUsMH). — JlOCTynm W3 CHpaBOYHO-
npaBoBoii cucrembl «Koncymprantnllimtocy https://www.consultant.ru/

12. Metoauyecknue peKOMEHAAIMH 110 YBEIOMJICHHIO YHNOJIHOMOYEHHOTO OpraHa O Hadaie
00paboTKM MEepCOHATBHBIX JAHHBIX U O BHECEHHHM W3MEHEHUH B paHee MpeCTaBICHHbBIC
CBelCHMs: [yTBepxkaeHbl mnpukazoM Pockomnamzopa ot 30.05.2017 Ne94]: (c
U3MCHEHUSIMA U JIOTONHEHUsIMH). — JlocTynm W3 CHpaBOYHO-IIPAaBOBOM CHUCTEMBI
«Koncynbrantnllnrocy. https://www.consultant.ru/

13. TpeboBaHust W METOIBI TO OOE3JIIMYMBAHUIO TEPCOHAIBHBIX JAHHBIX: [yTBEP)KICHBI
npukazoMm PockomHanzopa ot 05.09.2013 Ne996]. — Jloctyn M3 crnpaBOYHO-TIPABOBOM
cuctembl «Koncynsrantnllimrocy. hitps://www.consultant.ru/

14. CoctaB u copaepkaHUe OPraHU3AIMOHHBIX M TEXHUYECKHMX Mep IO OOeCIeUeHHIO
0€30I1aCHOCTH NMEPCOHAIBHBIX JAHHBIX MIPU UX 00paboTKe B MH(POPMALIMOHHBIX CUCTEMAX
NepcoHaNbHbIX JaHHBIX: [yTBepkaeHbl npukazomM GCTIK Poccum or 18.02.2013 Ne21]:
(c M3MeHeHMs MM M JONOJHEHHsAMH). — JlocTynm U3 CHpaBOYHO-IIPABOBOM CHUCTEMBbI
«Koncynprantllnrocy. https://www.consultant.ru/

15. ba3oBas Mopaens yrpo3 0€30MacHOCTH TEPCOHAIBHBIX JAaHHBIX TPU HX O0O0pabOTKe B
WHPOPMAIIMOHHBIX ~CHUCTEMaxX [EpPCOHAIBHBIX JaHHBIX (Bbimmcka): [yTBepikaeHa
3amectutenem aupekropa GCTIK Poccum 15.02.2008]. — Joctyn u3 cCIpaBOYHO-
npaBoBoii cucteMbl «Koucynprantnllitocy. https://www.consultant.ru/

16. MeToauka omnpeesieH s akKTyadbHbIX yrpo3 0E30MacHOCTH MEPCOHATBHBIX TAHHBIX TPH
ux 00paboTke B HHGOPMAIMOHHBIX CHCTEMax IEPCOHAJIbHBIX JaHHBIX: [yTBEpIKaeHa
3amecturenem aupekropa ®CTOK Poccum 14.02.2008]. https://www.consultant.ru/

17. CoctaB u cojaepkaHuE OPraHU3alMOHHBIX U TEXHHUUYECKUX Mep MO0 OOECHeueHHUIO
0€30MMacCHOCTH NEPCOHANIbHBIX JIaHHBIX NMPU UX 00paboTke B MH(OPMALMOHHBIX CUCTEMAX
MEPCOHANBHBIX JaHHBIX C HCHOJIB30BAaHUEM CPEICTB KPUNTOrpadUUIecKol 3alluThl
nHpopManuyu, HEOOXOMUMBIX [JIsi BBIMOJTHEHUS YCTAaHOBJIEHHBIX [IpaBuTENHCTBOM
Poccuiickoit @eneparuu TpebOBaHUHN K 3alIUTE NEPCOHANBHBIX JAHHBIX I KaXKIOTO U3
ypoBHe# 3amuuieHHocTH: [yrBepxkaeHbl npukazomM @Cb Poccun ot 10.07.2014 Ne378].
— Hoctyn u3 CIIPaBOYHO-TIPAaBOBOM CHUCTEMBI «Koncynprantnllmocy.
https://www.consultant.ru/

18. Meronuyeckue peKOMEHIAIMK 10 pa3padOTKe HOPMATHUBHBIX MPABOBBIX AaKTOB,
OTIPENIEISAIONINX YIPO3bl OE30MaCHOCTH TEPCOHAIBHBIX JaHHBIX, AaKTyaJbHBIC TIPHU
00paboTKe MepCOHANBHBIX JJAaHHBIX B HWH(POPMAIIMOHHBIX CHUCTEMax MEepPCOHAIBHBIX
JMAHHBIX, OKCIUIyaTHPYEMBbIX TPHU  OCYIIECTBICHUH  COOTBETCTBYIOIIUX  BHUJOB
nesTeabHOCTH: [yTBepxkaeHbl pykoBojacTBoM & Ilentpa ®CBH Poccum 31.03.2015
Ne149/7/2/6-432]. — JocTtym u3 cnpaBouHO-TIpaBoBoi cucteMbl «KoncympTantnllmtocy.
https://www.consultant.ru/

19. Intel 64 and 1A-32 Architectures Software Developer’s Manual [DnexTponHbIit pecypc]
— DOnektpoH. TekcroBble JaH. —Illocnenqnee  oOHoBnmenwe @ 16.11.2020.
https://software.intel.com/content/www/us/en/develop/articles/intel-sdm.html.

9. MaTepuaabHO-TeXHHYECKAs 6a3a, HeOOX0AMMAsI VIS OCYIIECTBJIEHUsI 00Pa30BaTeIHLHOI0
npouecca no JMCUMIInHe
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MarepuanpbHo-TeXHUYECKass 0a3za, HeoOXoaumasi I OCYIIECTBICHHS 00pa3oBaTEIHLHOTO
mpolecca 1o AUCIUTIIMHE BKIIFOYAET B CBOM COCTaB CIIelUaTbHBIC TTOMEIICHHS:

-y4eOHbIC ayJAUTOPHH JUIS IPOBEICHUS 3aHATHH JICKIIMOHHOTO THIIA;

-y4eOHBbIC ayIUTOPUU JJIsl TPOBENCHUS JIA0OPATOPHBIX PabOT, OCHANIEHHBIC CPEICTBAMU
BBIUHCIUTEILHON TEXHUKH, MMOICPKUBAIOIIMMH IMPOrPAMMHOE O0eCIIeueHre, YKa3aHHOE B MYHKTE
6;

- yueOHBIC ayTUTOPUH JJIs IPOBEACHUS IPYIIIIOBBIX M HHIUBUIYaTbHBIX KOHCYJIBTAIINN

- y4eOHBIC ayTUTOPUU JJIs1 IPOBEIACHHUS TEKYIIETO KOHTPOJIS U IPOMEKYTOYHOM aTTECTAIINN;

- IOMEIICHHUS JUISI CaMOCTOSATEIbHON pabOTHI;

- MOMENICHUS TSl XPaHCHHUSI U MPOQHUIAKTUYECKOTO OOCITY)KHBAHHSI TEXHUYECKHX CPEICTB
00yJeHUsI.

[TomemeHust UIsi CaMOCTOSITENTLHOW pabOThl OOYYAIONIMXCS OCHAIICHBI KOMITBIOTEPHOMN
TEXHHUKOW C BO3MOXKHOCTBIO MOJKIIOUEHUs K cetH «MHTepHeT» W o0ecleyeHHeM JOCTyIla B
AIIEKTPOHHYIO WH(OPMAIIMOHHO-00pa30BaTEILHYIO CPEAY OpTaHU3AIUH.

UKCio MOCaJ0YHbIX MECT B JICKIMOHHOW ayJAMTOpPHH OOJbIle JMOO pPaBHO CIHUCOYHOMY
COCTaBy IOTOKA, a B ayJAUTOPHH JJIsl MPAKTUICCKUX 3aHATHH (CEMHHAPOB) — CIIHCOYHOMY COCTaBY
IPYIIIbI 00YyYaAIOIIUXCS.

ABTOp(BI):
Kann. ¢us.-mar. Hayk s Mypun JI. M.
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IIpuio:xxkenune Nel k pabdoyeil mporpaMme QM CHUAIINHbBI
«be3onacHOCTh B COBpeMeHHO MH(OPMAILMOHHOM cpe/e»

DoH/1 OLIECHOYHBIX CPEACTB
JJIs1 MPOBeleHUsI TEKYIeld U MPOMeKYTOUHOI aTTeCTAIIMH CTY/IeHTOB
0 JUCIUILINHE

1. TunoBble KOHTPOJIbHBbIE 32IAaHUSI UJIM HHbIE MATEePHAJIbI,
Heo0X0auMBbIe J1JISl OLleHKH 3HAHUI, YMEHUIi, HABBIKOB M (WJIH) ONBITA 1A TeJIbHOCTH,
XapaKkTepu3yluuXx 3Tanbl GopMHUpoOBaHUS KOMIIETEHIHI

1.1 KoHTpoJibHBIE 32IaHUS M HHBIE MATEPHAJIBI,
HCIoJIb3yeMble B IpoLecce TeKyllei arrecTanuu

Tect mo Teme 1.1 IIlpaBoBbIe 0CHOBBI 00ecnieYeHHs] MH(POPMAITMOHHOI 0€30IIACHOCTH

Kakue mnonoxeHus, CBsi3aHHBIE C BOIpocaMu 00paOOTKM HMH(POpPMALUM, 3aKpEIJICHbl B
Konctutynuu Poccuiickoit @enepauun?

a) [IpaBo Ha HENMPUKOCHOBEHHOCTD JTUYHON U CEMEHHOMN TalHBI.

0) IIpaBo Ha 00pabOTKY 000 MHDOPMAIIH JTFOOBIM BO3MOKHBIM CIIOCOOOM.

B) 3ampet Ha 00paboTKy MH(OPMAIIMH O YaCTHOM KHU3HU JIMla 6€3 ero coraacusl.

r) [IpaBo Ha nonmyyeHue rpaxkJjlaHaMu JI0IycKa K rOCyJapCTBEHHOH TaliHe.

Kakue Buasl wuHpopManuu o00s3aTeIbHO TpeOyeTcsl 3alluIlaTh B COOTBETCTBHM C
3aKoHoaarenbcTBOM Poccuiickoit denepanuu:

a) Mudopmanmst 1y1s1 ciy>ke0HOT0 MOJIb30BaHMUS.

0) IlepconanbHbIC TaHHBIE.

B) ['ocynapcTBenHas TaifHa.

r) BpaueOnas Taiina.

1) Bce nepeunciennsie.

B coorBerctBun ¢ @enepanbHbiM 3akoHOM «O0 wuH(popManuu, HWHMOPMALMOHHBIX
TEXHOJIOTUSX U 3allluTe HHpopMaun» HHPOpMALUS — 3TO:

a) JIroOble naHHbIe, IpeACTaBIEHHBIE HA MaTEPUAIbHOM HOCUTEIIE.

6) CBenenus (cooOIieHus, JaHHbIE), HE3aBUCUMO OT ()OPMBI UX MPECTABICHHUS.

B) He sHeprus u He marepusl.

r) CBeneHusi, BOCHpUHUMAEMbIe YEIOBEKOM M (MJIM) CHEIHMATIbHBIMH YCTPOMCTBaMHU Kak
oTpakeHHe (PaKTOB MaTEPUaIbLHOTO WM TyXOBHOTO MUpa B MPOIleCcCe KOMMYHHUKAIMH.

Uro M3 MEepeuncieHHOIO0 MOXKHO paccMaTpuBaTh Kak ©0a3y JaHHBIX B COOTBETCTBHM C
3aKoHoAarenbCcTBOM Poccniickoit denepanuu:

a) EXCEL Tabauiy ¢ ynopsJo4eHHOH U CTPYKTYpHUpPOBaHHON HH(OpMAIHEH.

0) ®aitn hopmara DOC, B KOTOPOM CO3/1aH CITMCOK CITYIIATEIICH 3TOM MPOTrpaMMEl.

B) KapToTeky perucrpatypbl yupexIeHUs 3IpaBOOXPAHEHHS.

r) Bce nepeuncnenssle.

IenocTHOCTH UHPOPMALIUU — ITO:

a) OOs3aTtenbHOE AJS1 BBIOJHEHUS JIMIIOM, MOJYYUBIIMM JOCTYN K OINpeAeseHHOM
uHpopManuy, TpeOoBaHHE HE IMepefaBaTh TaKyl0 HHPOPMALUIO TPETbUM JHIaM 0e3
corJiacus ee obsagarers.

0) CocrossHue uHpOpPMAIMHU, MPU KOTOPOM OTCYTCTBYET JI0O0OE ee M3MeHeHue 0o
U3MEHEHHE OCYILECTBISIETCSI TOJILKO NpPEIHAMEPEHHO CYOBbEKTaMH, HMEIOIIMMU Ha HEro
paBo.

B) Bo3MoxHOCTH noy4yeHust HHQOPMAILIUY U €€ UCIIOJIb30BAHMUS.

Ha Teppuropuu Poccuiickoit @enepannu 3anpeiieHo pacnpoCcTpaHeHHe:

a) Madopmarmu, koTopas HarpaBjeHa Ha MpoIaralay BOWHEI.
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7.

8.

9.

6) Kommepueckoii TaifHBI.

B) MHpopMmaruu, KoTopas HanpaBlieHa Ha pa3KUTaHUE PETUTHO3HON HEHABHCTH.

r) [lepcoHanbHBIX JaHHBIX.
I'paxnaHWH WM IOPUAWYECKOE JIHMIO, OCYIICCTBIISIOIIUE JESITEIBHOCTh MO AKCIUTyaTalluu
WH(POPMAIIMOHHON CUCTEMBI, B TOM YHUCIIE TI0 00paboTKe MHPOPMAIIUH, COJCPKAIICHCS B e¢
0a3ax JaHHBIX — ATO:

a) ObnanaTenp HHGOPMAIIHIH.

0) Oneparop nH(DOPMAIIMOHHOW CUCTEMBI.
Ecnu He onpeneneHo nHOTro, OrepaTopoM HHPOPMALMOHHON CUCTEMBI SIBIISICTCS:

a) Obnanarens HHPOPMALIUH.

06) CoOCTBEHHUK WCIOJB3YyEeMbIX I O0pabOTKHM comepkaimielics B 0a3ax JaHHBIX
UH(POPMALIUU TEXHUYECKUX CPEICTB.

B) JIumo, onpexaensrorniee mnean o0padoTKH MHPOPMAIUKA U OCYIIECTBIISIIONIEE 00paboTKy
uHpOpMaLIUH.
He mMoxeT ObITh OrpaHUYEH AOCTYII:

a) K napopmanmu o cocTOSTHUN OKPYXKAFOIIEH Cpesibl.

0) K nepcoHanbHBIM JaHHBIM TOCYJAPCTBEHHBIX TPAXKIAHCKHUX CITY)KAIIUX.

B) K nn(opmarim, Xxpansimieics B OTKPBITHIX (pOHAaX ONOIHOTEK.

r) K cBeienusm o 3010ToBaTIOTHBIX 3amacax Poccutickoit @eneparum.

10. Kakyto OTBETCTBEHHOCTh MOKET MOBJICYb HapylieHue TpedboBannii OenepanbHbIX 3aKOHOB!

1.

a) YTOJIOBHYIO.

0) ducuumnunapuyio.

B) AIMHUHHUCTPATUBHYIO.

r) ['paxnancko-npaBoByIo.
1) Bee nepeuncnennsie.

Tect mo Teme 1.2 3ammTa NepCOHAIBHBIX JaHHBIX

IlepcoHanbHbIE JaHHbBIE — 3TO:

a) CemeHusi 0 CyOBEKT€ TMEPCOHAIBHBIX [AHHBIX HE 3aBHCHUMO OT (OpPMBI HX
IPEe/ICTaBICHHUS.

0) Jlrob6ass mHbOpMaIUs, OTHOCAIIAACS K TPSMO WM KOCBEHHO ONpPENEICHHOMY WIIU
ornpenenseMoMy pU3NIECKOMY JIUIY (CYOBEKTY NEepPCOHATIBHBIX JAHHBIX ).

B) Jliobass wuHpOpMAaIMs, OTHOCSIIASACA K OINPEAEICHHOMY WIH ONpeaeIsieMOMY
¢duzndeckomy nuIy (CyObeKTy NepCOHATIbHBIX JAHHBIX ).

r) Jlrobass mH(popmaiys, OTHOCSIIASACA K OINpPENEICHHOMY WM ONpEeNesseMoMy Ha
OCHOBAHMHU TaKOH MHpopManuu QpuU3MUecKoMy JHLY (CyObEKTy MEpCOHAJbHBIX JAaHHBIX), B
TOM 4YHCIE ero (paMuims, UMs, OTYECTBO, TOJ, MECSI], JaTa M MECTO POXICHHS, aJpec,
ceMelHoe, COIMalbHOe, HUMYILIECTBEHHOE IMOJIOKeHue, oOpa3oBaHue, mpodeccusi, JOXOIbl,
apyras uagopmanus.

Ha xakue oOTHOLIEHMs He pacnpocTpaHsercs jaedcTBue (enepanbHoro 3akoHa «O
NEPCOHATBHBIX JaHHBIX»?

a) Ha o0paboTKy mepcoHaNbHBIX JAHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM IOPSJKE K
CBEJICHUSIM, COCTABJISIFOIIINM TOCY/IapCTBEHHYIO TaifHYy.

6) Ha 00paboTKky mepcoHaIbHBIX JaHHBIX, HEOOXOJUMYIO JJIsl OCYIIECTBICHHS IpaB U
3aKOHHBIX HHTEPECOB OIEpaTOpa WM TPETHUX JIHII.

B) Ha 00pa0oTKy mepcoHaibHBIX JaHHBIX, HEOOXOJUMYIO JJI MCIOJHEHUs CyAeOHOro
aKTa.

r) Ha o0paGoTky mepcoHajbHBIX JAHHBIX (PU3MYECKHMMM JUIAMU HCKIIOUUTENBHO JUIS
JMYHBIX U CEMEWHBIX HYXXI, €CIIH TIPHA ATOM HE HapyIIAroTCs MpaBa CyObEKTOB MEPCOHAIBHBIX
JTAHHBIX.
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n) Ha o00paGoTKy mepCcOHANBHBIX MaHHBIX, MOJICKANIUX ONMyOJUKOBAHHUIO WIIH
00513aTeIbBHOMY PACKpPBITHIO B COOTBETCTBUH C (hefiepaibHbIM 3aKOHOM.

e) Ha o0paboTky mepcoHaNbHBIX AAHHBIX, HEOOXOIUMYIO JUIsl OpraHU3allud XpaHEHWUs,
KOMILJICKTOBAHUS, Y4€Ta U UCIOJIB30BAHUS COJCPIKALINX MEPCOHATIBHBIX JAaHHBIX apXUBHBIX
JIOKYMEHTOB B COOTBETCTBHHM C 3aKOHOJATEeNbCTBOM 00 apxuBHOM jeie B Poccuiickoit
®denepauuu.
®DenepanbHblil 3aK0H «O MepCOHATBHBIX JAHHBIX) PErYIHPYET OTHOLICHUS, CBSI3aHHBIE:

a) UckimounTtenbHO ¢ 00pabOTKON MEpCOHANBHBIX JaHHBIX C HCIOIH30BAHHEM CPEICTB
aBTOMAaTH3AIIIH.

0) C 00paboTKO¥ NEpCOHANBHBIX JTaHHBIX, HE3aBHCHUMO OT TOTO 00pabaThIBAIOTCS JTU OHU
C UCIOJIb30BAaHUEM CPE/ICTB aBTOMATH3AIUHU HIIN HET.

B) C 00paboTKOM MepcoOHANbHBIX JAHHBIX C UCIOJIB30BAHUEM CPEICTB aBTOMATHU3AIINH, &
TaKk)Ke ¢ 00pabOTKOW MEepCOHATBHBIX JAHHBIX 0€3 HCIOJIb30BAHUS CPEICTB aBTOMATHU3AIlHH,
ecnmu  Takas o00paboTKa COOTBETCTBYET XapakTepy JCWCTBUM, COBEpIIAEMBIX C
MEPCOHAIBHBIMU IaHHBIMH C UCIIOJIb30BAaHUEM CPEJCTB AaBTOMATU3ALINH.

r) C 00paboTKON NIEpPCOHABHBIX JAaHHBIX 0€3 UCTIOJIB30BaHUS CPEJCTB AaBTOMATHU3AIIHH.
JleiicTBusl, B pe3ylbTaTe KOTOPHIX CTAHOBUTCS HEBO3MOXHBIM 0€3 HCHOJIb30BaHUS
JIOTIOJTHUTETIPHON MH(POPMAIIUU  ONPEESIIUTh TPUHAIICKHOCTh TEPCOHANBHBIX JIaHHBIX
KOHKPETHOMY CYOBEKTY MepCOHANBHBIX JAHHBIX, — 3TO:

a) brnokupoBanue nmepcoHaNbHBIX TaHHBIX.

0) YHUUYTOXKEHHE EPCOHAIBHBIX TaHHBIX.

B) O0e3/1nunBaHuE IEPCOHATIBHBIX IaHHBIX.

r) [lepeBon mepcoHaNBbHBIX JaHHBIX HA aPXHUBHOE XpPaHEHHUE.

JlelicTBUsl, B pe3yibTaTe KOTOPBIX BpeMeHHO TpeKpamaeTcss o0pabdoTKa IMepCOHATBHBIX
JTaHHBIX, — 3TO:

a) brnokupoBanue nmepcoHaNbHBIX TaHHBIX.

0) YHUUYTOXKEHHE EPCOHAIBHBIX TaHHBIX.

B) O0e3/1nunBaHuE EPCOHATIBHBIX JIaHHBIX.

r) [lepeBon mepcoHaANBbHBIX JaHHBIX HA aPXUBHOE XPaHEHHUE.

Kakue u3 mepedncieHHBIX NEHCTBUI C MEPCOHAIbHBIMU JAHHBIMU SIBISIFOTCS 00pabOTKOM
HEePCOHAIBHBIX JaHHBIX:

a) XpaHeHHe MePCOHATBHBIX JaHHBIX.

0) 3amuch MepcoHaNbHBIX TAaHHBIX.

B) O0e3nnunBaHue MEPCOHATBHBIX TaHHBIX.

r) YaneHue nepcoHalbHbIX TaHHBIX.

C Touku 3peHus ¢peaepanbHOro 3akoHa «O MepCoOHaNbHBIX JaHHBIX)» OIEpaTOp — 3TO:

a) I'ocynapcTBeHHBIM OpraH, MyHUIMNAJIbHBIA OpraH, IOPUIMYECKOE WU (pu3nueckoe
JMIIO, CaMOCTOSATENBHO WM COBMECTHO C JPYTMMH JIMIIAMH OpTraHU3ylomue u (W)
ocymectBisitonie oopadotky I1/1H, a Takxke onpeaenstomue nean oopadorku I1/IH, coctas
[11n, nonnexamux o6padboTke, necTBus (onepaiuun), copepiaemoie ¢ [1J[H.

6) I'paxnaHuH WIM IOPUIUYECKOE JIMIO, OCYIIECTBISIIOIIUE JIEATEIBHOCT IO
AKCIUTyaTallMM MHQPOPMAIIMOHHON CHCTEMbI, B TOM YHCJIE€ MO 00paboTke HHpOpMaIuy,
cozepxaleiics B ee 6a3ax JaHHBIX.

O6paboTka nmepcoHaNTbHBIX JAaHHBIX:

a) He nomyckaercs 6e3 cornacus cy0ObeKkTa NepCOHANbHBIX JAHHBIX.

0) JloyokHa OTrpaHWYMBATBHCS JOCTH)KEHHEM KOHKPETHBIX, 3apaHee OMNpeIeNIeHHBIX W
3aKOHHBIX LIeJIEH.

B) He momyckaeTcst B cirydasix HECOBMECTUMBIX C IETISIMU cOOpa MepCOHATBHBIX JaHHBIX.

r) JlomKHa OCYIIECTBIATHCS Ha 3aKOHHOU M CITPAaBEUIMBOI OCHOBE.

O06paboTka nepcoHaNbHBIX JAHHBIX JOMYCKAETCS:

a) C cornacusi cyObeKTa NEPCOHAIBHBIX JIaHHBIX Ha OOpabOTKY €ro MepCOHaIbHBIX

JTAHHBIX.
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10.

11.

12.

13.

14.

15.

16.

0) B ciiywasix, ecnmu oHa HEOOX0IMMa JIJIs1 UCTIOJIHEHUSI CYZICOHOTO aKTa.

B) B cmydasx, ecim oHa HeoOxXoauma JUIS OCYHIECTBICHHS MPO(HECCHOHATBLHOU
NESITeIbHOCTH OJKypHaIWCTa ¥ (WIM) 3aKOHHOW JESITEIBHOCTH CPEICTBA MAaCCOBOM
uHpOpMaLIUH.

r) B cmywasx, ecmu Begercs o00paboTKa TEPCOHAIBHBIX JAHHBIX, ITOJICIKAIIAX
OIyOJIMKOBAaHHUIO B COOTBETCTBUU C 3aKOHO1aTeNbcTBOM Poccuiickoit denepanuu.

Kto HeceT OTBETCTBEHHOCTh 3a JCUCTBUS FOPUIMYECKOTO JIMIA, KOTOPOMY TIOpYYeHa
00paboTKa NePCOHANBHBIX JaHHBIX, IEpe] CyOBEKTOM MEPCOHAIBHBIX TaHHBIX?

a) Oneparop.

0) KOpuandeckoe JMII0, KOTOPOMY MOPYIHUITH 00PaOOTKY.

B) Hukro.

r) Pockomuanzop.

B nopy4yennn 0o0paboTKH TOJKHBI OBITh 0053aTEIILHO OTPE/ICIICHBI U YKa3aHbI:

a) llemn 00pabOTKM MEPCOHANBHBIX JTAHHBIX.

6) CyOBeKThl TEPCOHAIBHBIX JAHHBIX, YbH I[EPCOHAIBbHBIC JaHHBIE OyayT
00pabaTbIBaThCs O MOPYICHUIO.

B) TpeGoBaHus K 3amuTe 00padaThIBAEMBbIX ITEPCOHAIBHBIX JTAHHBIX.

r) CpexncTBa 3amuThl HHPOPMALUU, KOTOPBIE HEOOXOAUMO MPHUMEHSTh FOPUAMIECKOMY
JIMILY, KOTOPOMY MOopy4YeHa 00paboTKa MepCOHAIbHBIX JaHHBIX.

Ha xom I5exuT 00S3aHHOCTH II0 JOKA3aTeNbCTBY IIOJNYYEHHsI COTJIacHs OT CyObekTa
NIEPCOHAJIBHBIX JAHHBIX?

a) Ha Pockomnanzope.

0) Ha ropuanueckom nuiie, KOTOpOMY MOPYIUITH 00paboTKYy.

B) Hu Ha kom.

r) Ha onepatope.

Cornacue cyObeKTa NepCOHABHBIX JIAaHHBIX JIOJDKHO BKIIIOYATh!

a) IlacropTHble JaHHBIE CYOBEKTa MEPCOHAIBHBIX JAHHBIX WM €ro 3aKOHHOTO
IPECTaBUTEIIS.

0) KoHTakTHbIe JaHHBIE JIMIIA, OTBETCTBEHHOIO 3a OpraHu3amui 00padOTKU
NIEPCOHAITBHBIX JIAHHBIX.

B) Azipec omeparopa.

r) ®amuinuy, UMeHa U OT4ecTBa (U3MUYECKUX JIMIl, KOTOPbIE OCYLIECTBIISIIOT 00paboOTKyY
MEPCOHANBHBIX JAaHHBIX 110 OPYYEHHIO OllepaTopa.

B cirygae cmepTu cyOBeKTa EpCOHATBHBIX JAHHBIX:

a) Ilonmywars cormacue Ha 0OpabOTKY €ro MEepCOHAIbHBIX JaHHBIX TpelOyercs Y
HACJICTHUKOB CYOBEKTa MEePCOHABHBIX JTAHHBIX.

6) Ilomydats coriacue Ha o00pabOTKy €ro NEpCOHANbHBIX JaHHBIX Tpedyercs y
Pockomuanzopa.

B) [TonyuaTs cornacue Ha 00pabOTKY €ro MepcoOHAIbHBIX JaHHBIX HE TpeOyeTcs.

K crieruanbHBIM KaTEeTOPHSIM ITEPCOHATBHBIX TAHHBIX OTHOCSTCS:

a) CBeJieHMsI, Kacarollnecs: pacoBOM MPUHAICKHOCTH.

0) CBeneHus, Kacarouuecs TpaKIaHCTBa.

B) CBenieHus, Kacaroumecs NOJIUTUYECKUX B3TJISI0B.

r) CBeJleHHsI, KaCaroIINeCs] MHBAIUTHOCTH.

C Touku 3peHus denepanpHoro 3axkoHa «O TEPCOHAIBHBIX MAHHBIX» K OHOMETPUYECKUM
NIEPCOHATBHBIM JJAHHBIM OTHOCSITCS:

a) Bce cBenmeHus, KOTOpblE XapakTepU3YIOT (U3MOJOTHUECKHE U OMOJIIOTHYECKHE
0COOEHHOCTH YEJIOBeKa, HA OCHOBAHWHU KOTOPBIX MOKHO YCTaHOBHTH €T0 JTMYHOCTb.

6) CBenenusi, KOTOpbIe BHOCATCS B 0a3y OMOMETPHUECKUX JaHHBIX TpaxkaaH Poccuiickoit
denepanuu.
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B) Bce cBeneHus, KoTopble XapakTepU3YIOT (PU3MONIOTHYECKHEe U OWOJOTHYECKHE
OCOOCHHOCTH 4YEeJIOBEKa, Ha OCHOBAHWU KOTOPBIX MOXKHO YCTaHOBHTH €r0 JHYHOCTh, U
KOTOPBIE UCHOJIB3YIOTCS JJI1 YCTAHOBJICHUS €TI0 JTUYHOCTH.

17. KTo 00s13aH yOeaUThCSI B TOM, YTO MHOCTPAHHBIM TOCYJaPCTBOM, Ha TEPPUTOPHIO KOTOPOTO
OCYIIECTBIISIETCSl Tepe/laya MEepCOHATBHBIX JaHHBIX, 00ecreunBaeTCs aJeKBaTHas 3alluTa
npaB CyObEKTOB MEPCOHAIBHBIX TaHHBIX?

a) Oneparop.

0) FOpuaudeckoe 1II0, KOTOPOMY MTOPYUUITH 00paOOTKYy.

B) Hukro.

r) Pockomuanzop.

18. CyOBbekT mepcoHaNbHBIX JAaHHBIX HUMEET IMpaBO Ha IMOJy4YeHHE cliefyroleld HHpopMaIuH,
Kacaroleics: 00paboTKH ero NepCOHANbHBIX JaHHBIX:

a) [IpaBoBbIe OCHOBaHUS U 11e)Id 00PabOTKU NEPCOHATBHBIX JAHHBIX.

6) IlommeHHBI TepevYeHb COTPYIHHUKOB OIEpaTropa, KOTOPbIE HMMEIOT JOCTYIl K €ro
MEPCOHAIBHBIM JIaHHBIM.

B) CBeneHus 00 OCYIIECTBIECHHON WJIM O MpEHAIojaraéMod TpaHCTPaHUYHOHN Tepeaaue
JAaHHBIX.

r) CBeZleHHs O IPUMEHSEMBIX OTIEPaTOPOM CPENICTBAX 3alllUThl HH(POPMALINH.

19.1lpaBo rpakgaHuHa Ha TONydyeHHE HHQPOpPMAIMHM, Kacalolehdcs o0paboTKu  ero
MEPCOHATBHBIX JAaHHBIX, MOJKET OBITh OTPAHUYCHO:

a) Ha ocHoBaHuu 3asBlieHUs APYroro CyObeKTa MepcoHaIbHbIX JaHHBIX.

0) B cimyuasx, ecnmu o0paboTKa TMEPCOHAIBHBIX ITaHHBIX OCYIISCTBISICTCS B CIIydasX,
MPEeyCMOTPEHHBIX  3aKOHOJATeNbCTBOM  Poccuiickoit  @Dexmepaliii O TPaHCIOPTHOM
0€30MacHOCTH.

B) B ciywasx, ecnmu 00paboTka NEpCOHANBHBIX JAaHHBIX OCYHIECTBISETCS B LEJSAX
000pOHBI CTpaHbl, 0€30IaCHOCTH rOCYAapCTBa U OXPAHbI IPABOMOPSAKA.

r) B cnyuasx, ecnu 00paboTka MEpPCOHANbHBIX JAaHHBIX OCYIIECTBISIETCS B paMKax
3aKOHHOU JIEATEIBHOCTH CPEICTBA MaCCOBOM HH(OPMAITHIH.

20. KoHTposb ¥ Haa30p 32 BBIIOJIHEHHEM MEp MO 00ecredeHHI0 0e30MacHOCTH MEePCOHATbHBIX
JTAHHBIX OCYIIECTBISAET (OCYIIECTBIISIOT):

a) MunkomcBs3u Poccun.

6) PockomHamzop.

B) ®Cb Poccun.

r) ®CTOK Poccun.

21. Kakoli opraH rocyJapCTBEHHON BIIACTH HMeEET IMPaBO O3HAKOMIICHUS C TEPCOHAIbHBIMU
JAHHBIMU TIPH OCYIICCTBIICHUN KOHTPOJIBHBIX U TIPOBEPOYHBIX MEPOTIPUSATHIA?

a) ®Cb Poccumn.

6) PockomHamzop.

B) ®CTOK Poccun.

22. Jluita, BUHOBHBIC B HAPYIICHHUH ITOJIOKCHHI 3aKOHOAATeNbcTBA Poccuiickoit denepanvu B
00JacTu MepCcoHaIbHBIX JaHHBIX MPH 00pabOTKe MEePCOHATBHBIX JAHHBIX PAaOOTHHKA, MOTYT
OBITh IPUBJICYEHBI:

a) K yroiaoBHO! OTBETCTBEHHOCTH.

0) K nucturmmaapHOi OTBETCTBEHHOCTH.

B) K aaMuHHCTpaTHBHON OTBETCTBEHHOCTH.

r) K marepuanbHoil OTBETCTBEHHOCTH.

Tect mo Teme 1.3 Opranu3anuoHHbIe OCHOBBI 00ecnie4eHusi HH(POPMALMOHHOI
0e30macHOCTH

1. Pacnonoxute B MNpaBWIBHOM TMOpSAAKE O3Tambl paboT 1Mo oOecrnedeHuto Oe30MacHOCTH
uH(pOopMaLUH.
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1) Ouenka cooTBeTCTBHS 00BEKTa HHPOPMATH3AIUH.

2) BrisBnenue u aHaian3 MH(QOPMAITMOHHBIX aKTUBOB.

3) IIpoekxTupoBanue (pa3paboTKa) CUCTEMBI 3AITUTHI HHPOPMAIIUH.
4) ®opmupoBanue TpeOOBAHUH K 3aIIUTE UH(OPMAIIHH.

5) Bueapenue cucteMbl 3alIUTH HHPOPMAIIHH.

6) DKCIuTyaTaysi CHCTEMbI 3aIUTHl HHPOPMAIIUH.

a)1)2)3)4)5)06).

06)4)2)3)5)1)6).

B)2)4)3)5)6)1).

r)2)4)3)5)1)6).
[Tycte He 00e3NMMYCHHBIE NEPCOHATBHBIC ITAHHBIE O COCTOSHUHU 370POBbS BCEX TpaKAaH
SpocnaBckoit obnactu oOpabaThiBarOTCS B HH(DOPMALIMOHHOW CHCTEME, IJs KOTOpPOi
aKTyaJbHBl YIpO3bl CBSI3aHHBIC C JKCIUTyaTallMeld YS3BUMOCTEH B NPHUKIATHOM, HO HE B
CHUCTEMHOM IpOrpaMMHOM oOecrnieueHuu. Kakoll ypoBeHb 3aIMIIEHHOCTH JIOJKEH OBITh
YCTAHOBJIEH IS TAKUX MEPCOHATBHBIX JAHHBIX ?

a) Y31.

0) V32.

B) Y33.

r) Y34.
[Iycte He 00e3MuYeHHBbIE MEePCOHATIbHBIC NaHHBIE B TOM yHcle (oTorpadus COTpyTHUKOB
HeOob1Ioro (10 10 000 COTpyTHUKOB) MPEANPHUATHS 00paOATHIBAIOTCS B CUCTEME KOHTPOJIS
U YIpaBJICHUS TOCTYIIOM, Ul KOTOPOHM aKTyaJbHbI YTpO3bl HE CBS3aHHBIE C KCIUTyaTaluen
ySI3BUMOCTEH B TPUKIATHOM M CHCTEMHOM NpOrpaMMHOM obOecriedeHnu. Kakod ypoBeHb
3aLIUIIEHHOCTH JOJIKEH OBITh YCTAHOBJICH ISl TAKUX NMEPCOHAIBHBIX JaHHbBIX?

a) Y31.

6) V32.

B) Y33.

r) ¥34.
BHemHne HapymuTenu peaau3yroT yrpo3bl:

a) VI3 BHemHuX ceTeil cBsA3M 00IIEero NOIb30BAHUS.

6) HenocpencTBeHHO B MHPOPMAIIMOHHBIX CUCTEMAX.

B) M3 ceTeil Mex1yHapoAHOr0 MH()OPMAIIMOHHOTO OOMEHa.

r) Haxomsice B nipezenax KOHTPOJIUPYEMON 30HBI.
[TpumepamMu BHEIIHUX HAPYIIUTENEH MOTYT SBIIATHCS:

a) [Tonmp3oBaTenu HHPOPMAITUOHHON CUCTEMBI.

0) Konkypupyromue opraHu3aium.

B) HenoOpocoBecTHbIE MapTHEPHI.

r) O6cayXuBarOLUil IepcoHan OpraHu3alyy.
[IpuMepamu BHYTpEHHUX HAPYIIATEIEH MOTYT SIBISATHCS:

a) AAMUHUCTPATOPbI 0€30MaCHOCTH UH(POPMALIMOHHBIX CUCTEM.

06) CtoponHue pu3nvecKue JauIia.

B) Jluia, oGecrieunBaroniue COnpoBOXKAEHUE TPOrPAMMHOT0 0OecIIeueHusl.

r) KpuMuHaIBHBIE CTPYKTYPHI.
K 00BEeKTHBHBIM YTpo3aM OTHOCSTCS:

a) OmmOKu 00CTyKUBAIOIIETO TTEPCOHAIA.

0) JedexTsl, cOom W OTKa3bl, aBapUU TEXHUYECKHX CPEACTB U CHCTEM OOBEKTOB
nH(pOpMaTU3alIlNH, a TaK e chucTeM o0ecredeHnst 00beKTOB HH(OPMAaTU3ALINH.

B) [IpupoHbie siBIEeHUS, CTUXUIHHBIE O€ICTBUS.

r) @aKTOPHI CONMATHHO-TIOIMTHIECKOTO XapaKTepa.
VYTpo3bl yTeuku HHPOPMALIUU BO3MOXKHBI TOCPEICTBOM:
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9.

a) BozneiicTBHs MpOrpaMMHBIME CPEJICTBAMH B KOMIUIEKCE C TIPEAHAMEPEHHBIM CHIIOBBIM
DIIEKTPOMATrHUTHBIM BO3JICHCTBHEM.

0) [lepenaun nHMOpPMAIMK IO OTKPHITHIM KaHAIaM CBSI3H.

B) [TogximroueHus K TEXHUYECKUM CPEAICTBAM U CUCTEMaM 00beKTa MH()OPMATHU3AIIHH.

r) O6pabotkn wH(OpPMAIMKM HA HE3AMMUIIEHHBIX TEXHHYECKUX CpeacTBax 0O0pabOTKH
uHpOpMaLIUH.
YTpo3bl HECAHKITMOHUPOBAHHOTO JIOCTYIa K MHPOPMAIIUH, PEATU3YIOTCS TTYTEM:

a) Konmuposanwust uHGopManuu Ha HE3apETUCTPUPOBAHHBIN HOCUTENL HHPOPMAIUH.

0) XwuIeHus] HOCUTEJIS 3alUIIaeMOi HHGOPMAIIHIH.

B)  HMcmonp3oBaHUS ~ MPOTPaMMHOIO oOecrieueHUsT  TEXHHYECKHUX  CPEJCTB
UH(POPMAIIMOHHON CUCTEMBI, Yepe3 MPUMEHEHUE BPEJIOHOCHOT'O IPOTPAMMHOTO KOJIA.

r) CHJIOBOTO 3JIEKTPOMArHUTHOTO BO3JICHCTBUS IO MIPOBOJHBIM JIMHUSAM CBSI3U HA TOPTHI
BBO/Ia-BBIBOJIa CUTHAJIOB M MTOPTHI CBSI3H.

10. Kakue cpeacrBa 3amuThl uHpOpMamuu OOBIYHO TPHUMEHSIOTCS Ui OOeCIeueHUs

6e3zomacHocTH HH(pOpManuu, 00padaTeIBaeMOil Ha aBBTOHOMHBIX KOMITBIOTEpaXx:
a) CpencrBa 3amuThl THPOPMALUU OT HECAHKITMOHUPOBAHHOTO JIOCTYIIA.
0) MexceTeBble DKpaHBI.
B) CpeznctBa kpunrorpadguyecko 3auThl HHPOPMALIUH.
r) CpeacTBa aHTHBUPYCHOM 3aIUTHI.
1) Cucrembl 0OHApYKEHHUS BTOPKEHUH.

11. Kakue cpencTBa 3amuThl HHGOPMAIMH ITO3BOJIIOT 00SCIICYHTh 0€30MMacHOCTh HH(GOPMAIIUH,

nepe1aBaeMoi 10 KaHajlaM CBSI3H, BBIXOJSIINUM 3a MIPeiebl KOHTPOIUPYEMOI 30HBbI:
a) CpencTBa 3aluThl THPOPMALIMU OT HECAHKIIMOHUPOBAHHOI'O JIOCTYIIA.
0) MexcereBble 3KpaHbI.
B) CpezactBa kpunrorpaduuecko 3amuTel HHGOPMALIUH.
r) Cructembl 0OHAPYKEHHUST BTOPIKEHUIA.

12. Kako#t BUJI cpeCcTB 3alIUThl MH(OOPMALIUK TO3BOJSIET KOHTPOJIHUPOBATH PA3UYHbIC KaHAIBI

nepegaydn  MHPOPMAIUHU:  DIJICKTPOHHYIO TOYTY, MECEH/KEPhl, CBhEMHBIC HOCHUTEIIN
uHpopmanuu?

a) IPS.

6) DLP.

B) IDS.

r) CSP.

13. Attecrarust 00BEKTOB HHPOPMATH3AIUH — ITO:

a) JlokyMeHTanbHOE yIOCTOBEpEHHE COOTBETCTBHUS MPOAYKIMM WM HHBIX OOBEKTOB,
NPOIIECCOB  MPOEKTUPOBAHMS, MPOU3BOJICTBA, CTPOHMTEIHCTBA, MOHTaXa, HAIAJKH,
HKCIUTyaTallMH, XPaHEHUs], IEPEBO3KH, PEAN3alUU U YTUIM3AlMU, BHIIOJIHEHUS paboT WM
OKa3aHMsl YCIIYT TPeOOBAHUSAM TEXHUYECKUX PETrJIAMEHTOB, ITOJIOKEHUSM CTaHAApPTOB, CBOJIOB
IPaBUJI UM YCIOBUSM JI0TOBOPOB.

0) [IpssMoe miM KOCBEHHOE OIpeAesICHUE COONIIOJCHUS TPeOOBAHUM, TIPEIBABISIEMBIX K
00BEKTY 3aIUTHI.

B) OdunuanbHoe MpU3HAHHE KOMIIETEHTHOCTH (PM3MUECKOTr0 WIM IOPUIUYECKOIo JIHIa
BBITOJIHATH paOOTHI B ONPEENICHHON 00JacTH.

r) Kommiekc opraHM3allMOHHO-TEXHHYECKHMX MEPOIPHITHH, B pPE3yIbTaTe KOTOPBIX
MOCPEJICTBOM CIEIMAIbHOTO JIOKYMEHTa TOATBEP)KIACTCSA, YTO OOBEKT COOTBETCTBYET
TpeOOBaHUSM  CTAaHAAPTOB WM HWHBIX HOPMATHBHO-TEXHWYECKHX JTOKYMEHTOB  IIO
6€30MacHOCTH HH(OPMAIIHH.

14. Kakoit A0KyMEHT naaeT mpaBo 00pabOTKM HH(GOpMalMK € yKa3aHHBIM B HEM YPOBHEM

KOH(HICHIIMATBHOCTU?
1) JIuuensus.
2) ATTecTar akKpeauTalHH.
3) Cepruduxar.
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4) AtTectat COOTBETCTBUSI.

15. Ha HacTosimuiit MOMEHT CpPOK JISHCTBUSA aTTecTaTa COOTBETCTBUSA WH(OPMAIIMOHHON CHCTEMBI,
B KOTOpoil oOpabarkiBaeTcsi KOH(pUACHLIUAIbHAs MHboOpMalus, B ciaydyae, eclid B XOJe €€
AKCIUTyaTallH, B HEE HE BHOCATCS CYLIECTBEHHbIE U3MEHEHUS, COCTABIISIET:

a) 3 rona.
0) 5 ner.
B) Bech cpok skcrutyaTaniuu HHQOPMAIIMOHHON CUCTEMBI.
16. TectupoBanue Ha MPOHUKHOBEHHE — 3TO CKOpEe:
a) AHanu3 ysI3BUMOCTEeH HH(POPMAIIMOHHON CUCTEMBI.
06) HcnblTaHus CHCTEMBI 3alIUThl HMH(OPMAIMM IYTEM OCYIIECTBICHHS IOMBITOK
HECaHKIIMOHUPOBAHHOIO JOCTYMA (BO3ACHCTBHS) K MHPOPMAIIIOHHOM CHUCTEME.

Tect mo Teme 2.1 ApxuTeKTypa KOMNbIOTEPa

1. 3a HenocpenCTBEHHOE BBHINOJIHEHHUE OIEpaAlMM B IPOLIECCOPE OTBEYACT:
a) Apu(pMeTUKO-JIOTUYECKOE YCTPOICTBO.
0) Komr-mamsrs.
B) biok ynpasienust.
r) Peructpsr.
2. Hcnomesys 10 Out asist agpecanuu siaeek maMaTy pasmepom 1 6alT, MBI CMOXeM 00eCIIeUnTh
aJipecaluio ClieyIomero o0bemMa namMsTu:
a) 10 Gaiir.
6) 80 Oaiir.
B) 1024 Gaiir.
r) 1024 our.
3. Pacmonoxxute B MOpsKE YBEIWYCHUST 00beMa MaMATH.
a) Ctpanuna.
0) bur.
B) CI0BoO.
r) bank.
n) Sdeiika.
4. Pacrnonoxurte BUJbI IAMSATH B OPSAAKE YBETMUYEHUN CKOPOCTH pabOTHI.
a) Peructpsl nporueccopa.
0) TBeproTeNbHbIE HAKOMTUTEIH.
B) OcHoBHas (OriepaTUBHAS) TAMSTh.
r) OnTUYecKre AUCKH.
1) MarHuTHbBIE )KECTKHE JUCKH.
e) Komr-mamsits.
5. Kakas xoHLemnus o0bIYHO peaan3yeTcs B IPOoLeccopax BUICOKapT?
a) MHO)XeCTBEHHBIH MOTOK KOMaH]l, MHOXKECTBEHHbIN MOTOK JaHHBIX.
6) OnMHOYHBIN MOTOK KOMaHl, MHO’KECTBEHHBIH MOTOK JaHHBIX.
B) MHOXECTBEHHBII MOTOK KOMAaH/I, OJHHOYHBIN MOTOK JTAaHHBIX.
r) OIMHOYHBIN TIOTOK KOMaH]I, OTMHOYHBIN IMOTOK JAHHBIX.
6. Jlnst coBpeMEeHHBIX MarHUTHBIX KECTKHAX TUCKOB XapaKTEPHO:
a) bonbiias cToMMOCTh IO OTHOUIEHHIO K TBEPAOTEIbHBIM HAKOITUTEIISM.
0) [locrenenHoe U3HAIIMBAHKE TPAH3UCTOPOB.
B) Hanmnume MexaHM4YeCKHX 2JIEMEHTOB.
r) PacnonoxeHnue KOHTpoJIepa Ha MATEPUHCKON TLIaTe.
1) bonpmmii 00beM mamMsITH 10 CPABHEHUIO C TBEPIOTEIbHBIMH HAKOTIUTEIISIMU.
7. Kakas mmHa Haubojiee paclpoCTpaHeHa Ha TEKYIIMH MOMEHT B IE€pPCOHAJIbHBIX

KOMITBIOTEpAXx:
a) ISA.
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6) PCI.
B) PCI Express.
r) SCSI.
8. Ilyctb TakTOBas yacToTa IIMHBI KommbioTepa coctapiser 5 I'Tu. 3a oauH TakT mo mmHe
MO>HO Tiepeaath 16 6ut. OneHuTe CKOpOCTh Nepeaaun nHpopMaIuu 1o muHe?
a) 80 MerabuT B CEKyHIY.
0) 10 I'urabGaiiT B cexyHy.
B) 80 ['urabGaiiT B CeKyHy.
r) 21 T'urabaiit B CEKyHy.
9. Jlnst mpOeKIIMOHHO-EMKOCTHBIX CEHCOPHBIX SKPAHOB XapaKTEPHO:
a) Bricokasi CKOpOCTh OTKIIMKA MTPU KAaCaAHUU.
0) Bo3MOXKHOCTB ynpaBieHHs pa3JIuYHbBIMU YCTPONHCTBAMHU.
B) [Tommeprxka multi-touch.
r) HeBO3MOXKHOCTB ONIpE/ICIICHNSI CUIIbI HAXKATHSI.
1) IIpoGnema «IBOEHUSY.
10. DnemMeHTaMM KUAKOKPUCTATITUISCKOTO MOHUTOPA SIBJISIOTCS:
a) JlyueBas TpyOKa.
0) UcTounuk cBera.
B) J)KK-MaTpuiia.
r) [13C-marpuna.
1) DICKTPOJIBI.
11. Kakoii 35ieMeHT MPUHTEpa OTBEUaET 3a (GUKCAIMIO0 TOHEpa Ha Oymare:
a) doroa.
6) Tepmona.
B) Ponuk mepenoca.
r) Ban nonauu ToHepa.
12. Ha3znaueHueM j1a3epa B IIBETHOM MPUHTEPE SBISICTCS:
a) Hanecenue Tonepa Ha ¢oroai.
0) @ukcarus ToHepa Ha Oymare.
B) Y1aieHre HeCyIHX 3apsi1 DJIEMEHTOB ¢ ()OTOBAA.
r) ITogaya 6Gymaru B IpUHTED.
13. DnemeHTaMu TUGPOBOI BEO-KaMEPHhI SIBIISTIOTCS
a) DoToIsIeHKA.
0) OOBeKTHB.
B) [13C-marpuiia.
r) ®ukc-dokyc
1) [Ipoueccop.
14. JInist KOHAEHCATOPHBIX MUKPO(OHOB XapaKTEPHO:
a) Cnabasi 4yBCTBUTEIBHOCTbD.
0) YcToHYMBOCTH K yIapam.
B) BbICOKast 4yBCTBUTEILHOCTb.
r) 3aBHCUMOCTH OT ITAPaMeTPOB OKPYIKaIOIIeH Cpebl (TeMIIepaTypbl, BIAKHOCTH).
n) [IpumeHeHre B CTyIMSAX 3BYKO3aMHUCH.

Tect no Teme 3.1 Beeenne B HHPOPMALMOHHYIO 0€30I1ACHOCTH ONEPALMOHHBIX CHCTEM

1. Ilycte B OC peanu3oBaHO JUCKPEIMOHHOE YIIPABICHHE JOCTYIIOM CO CIEIYIOIINMH
npaBamMu: 4TeHHe(r), 3anmuch(w) u ucnonHeHue(x). [lpucyrctByer daitn npunoxeHus
«KanpkynstTop.exe» coO CIEAYIOIMMM CcOucKoM gnoctyma: (Amuca: rwx), (Bopuc: rx).
Bri6epute npaBUIIbHBIC YTBEPKICHUS:

a) Anrca MOXeT 3aIyCTUTh NpuiioxkeHne «KaabKyasTop.exe.
0) bopuc He MOXKeT 3amyCTUTh puiIokeHue «Kampkynarop.exey.
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B) AJICca HE MOKET M3MEHUTH cofiepskumoe (aitna «KaapKyasTop.exey.

r) boprc MoxxeT u3MeHHTh coepkumoe (aitna «KambKyasTop.exey.

[Tycte B OC peann3oBaHO TIPyNIOBOE YIPABICHHWE TOCTYIOM CO CIEAYIOLUIUMH IpaBaMu:
gyreHue(r), 3amuch(w) u wucnoimHeHue(x). [IpucyrcrByer daiin «Hakmagras.docx» co
cinenyromuM cnuckom gocryna: (byxranreper: rw), (Kypbepsl: 1), (Anuca: rw). B cucreme
3a/laHbl pOJIM, B KOTOPBIE BKJIFOUEHBI COOTBETCTBYIOIME Nob30BaTenu: (byxranrepsl: bopuc,
I"anuna), (Kypbepbl: Buktop). Beibepurte npaBUiIbHbIE YTBEPIKICHUS

a) bopuc He MoxeT U3MEeHUTH coaepkumoe (daitna «HaknamHas.docxXy.

0) IanrHa MOXeT unTaTh comepkumoe daiina «HakmagHas.dOCX».

B) Bukrop Moket uameHuTh conepkumoe daiina «Haxmamnas.docx».

r) BukTop Moxet uutath conepxumoe daiina «Hakmaaras.docxy.

1) Anica MOXKeT U3MEHHTH coziepikumoe (aitna «Haknamaas.docxy.

[Tycts B OC peann3oBaHO MaHJATHOE yIpaBieHHE NOCTyroM. [IpucyrcTByeT daiin «log.txt»
¢ ypoBHeM cekpeTHOocTH 1. IlpucyrcTByroT monb3oBareid Ajmuca ¢ ypoBHEM Jomycka 1,
bopuc ¢ ypoBHem nmomycka 2 m Buktop ¢ ypoBHem nomycka (. BeiOepuTe mnpaBHIIbHBIC
YTBEPKICHHUS:

a) BukTop MoeT u3MeHuTh comepkumoe daiina «log.txty.

0) BukTop MoxeT untath cogepkumoe daiina «l0g.txty.

B) AJIEica MOXET U3MEHUTH coaepkumoe daiina «log.txty.

r) Anica MOXKET YUTaTh cojepxumoe daiina «10g.txty.

1) bopuc Moxker u3mMeHHTh coaepxumoe (aiina «l0g.txty.

e) bopuc Moxer untath conepxkumoe daiina «l0g.txt».

IIycte B OC peanusoBana mozens ueiaoctHoctu buba. IlpucyrctByer daiin «log.txt» ¢
ypoBHeM uenocTHocTU 1. [IpucyTcTBYIOT mosib3oBarenu Anuca ¢ YpOBHEM II€JIOCTHOCTH 1,
bopuc ¢ ypoBHem wnenoctHoct 2 u Buktop ¢ ypoBHem uenoctHoctu 0. BriGepute
IIPABWJIbHBIE YTBEPKICHUS:

a) Buktop MoeT u3MeHuTh comepkumoe daiina «log.txty».

0) Anrica MOXKET U3MEHHTH coziepxkumoe (aitna «10g.txty».

B) Bopuc MoxeT uaMeHuTh comepkumoe daiina «log.txty.

r) Bece Tpoe MoryT untath cogepxkumoe daitia «log.txty.

Bri6epute npaBuibHbIC YTBEPXKACHUS 0 ayTeHTHPHUKAIUU B coBpeMeHHBIX OC:

a) Ilaponu mosbp3oBarenst XpaHsTCs Ha JUCKE, HA KOTOPOM YCTaHOBJIEHA CHUCTEMa, B
MEpBOHAYAIILHOM BHUJIE.

06) OTtasoHHBIE 3HAY€HUS, HEOOXOIUMBIE [IJISI MPOXOXKICHHUS OHOMETPUYECKOU
ayTeHTU(UKAINU, XPAHATCS B CHCTEME B HEJJOCTATOUYHOM JIJIsSi BOCCTAHOBIICHUS N3HAYAIIbHBIX
OMOMETPUUYECKUX JIaHHBIX 00BEME.

B) TokeH (u3MuUecKH M3rOTOBICH TaKUM 00pa30M, YTO CUUTHIBAHHE C HETrO 3aKPBITOTO
KJIFOYa SIBJISIETCS HEBO3MOYKHOW WJIA TOPOTOCTOSIIEN ONEpaliuei.

r) Jlas ayreHTH(UKAIMKA C MOMOIIBI0 TOKEHa B CHCTEME JO/DKEH MPHCYTCTBOBATH
OTKPBITBIN KJIIOY M0JIb30BATENs, COOTBETCTBYIOIIUHN 3aKPHITOMY KIIIOUY Ha €r0 TOKEHE.

Uro He BXOAUT B MeTa/IaHHbIe (aiina (BpIOepuTe OJUH BapUaHT)?

a) Bpems co3ganus daiina.

0) Aznpec KOpHEBOM JUPEKTOPHUH.

B) Bpemst moaudukarmu daiina.

r) Azpeca KIlacTepoB COJACPKUMOTO (paiiios.

n) Uadopmanus o Biangenslie daiina.

BribepuTe BepHbIE YTBEPKISHUS O yIIPaBICHUH MaMAThIO0 B cOBpeMeHHbIX OC:

a) CoBpemenHble OC HCIONIB3YIOT BUPTYAIbHYIO TaMSATh.

6) CoBpemennble OC He 3aIIMIIAIOT NaMITh OJHUX HPOIECCOB OT YTEHUS APYTHUMHU
MPOLIECCAMH.

B) CoBpemennsie OC pa3genstorT OOyl MaMsATh MEXIy MpPOIeCcCaMH, 4acTo B TaKOH
MMaMSITH HaXOIATCSI OMOIHOTEKH.
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8.

9.

r) CoBpemennbie OC HHMKOT/Ia HE BBITPY)KAIOT YaCTH ONCPATHBHON MaMITH Ha JUCK BO
BpeMsi pabOTHI.

n) B coBpemennbix OC mamsarhs pa3Outa Ha MajeHbKuE (parMeHThl, Ha3bIBa€MbIE
CTpaHHIIaMHU.

Bri6epute BepHbIe YTBEPKIECHUS O IIAHUPOBILKKE:

a) IlnaHUpOBIIMK BBIACTSET MPOIECCOPHOE BpeMs KOPOTKUMH  HHTEpBaJlaMH,
HA3bIBAEMBIMU KBAaHTaAMHU.

0) B cimydyae ucnomHeHuUs: MPOIIeCCOM HHCTPYKIINH, IS 3aBEPIICHHSI KOTOPOU Tpedyercs
JUIUTETIbHOE OKUJaHKe, MIIAHUPOBIIUK MEPEBOIUT MPOIECC B COCTOSHUE «3a0JIOKUPOBaH» U
He OyJeT BBIIEIATh €My IPOIIECCOPHOE BPEMS, IOKA COCTOSHUE HE CMEHUTCS Ha «TOTOBY.

B) Jlis paboThl IUTAHUPOBIIMKA MPOIECCH O/DKHBI CaMHU [EpelaBaTh Ha HEro
yIpaBJIeHUE, TaK KaK KOMITbIOTEphI He npeaocTaBisiioT OC MexaHu3Ma Jjsi HEPUOITIeCKOT0
IIpEepBIBaHMSI BHIITOJIHEHUS TI0JIb30BaTEIbCKOTO MTPOIecca.

r) B muaHupoBaHMM TO TPHOPUTETaM BCE IIPOLECCH C Pa3HBIMU HPUOPHUTETAMH
MOJIy4aroT IPUMEPHO OJMHAKOBOE KOJIMYECTBO BPEMEHH.

Bri6epute BepHOE yTBEpKIeHUE (BBIOEPUTE OJJUH BapUaHT):

a) OC peanu3oBaHa amnmapaTHo B IPOIECCOPE.

6) OC peanu3oBaHa anmapaTHO B MAaTEPUHCKOM IJIaTe.

B) OC — mporpammHoe oOecrieueHre, KOTOpOe MPEAOCTABISIET MPUI0KEHUSIM PECYPChI
anmnapaTtHoro o0OecrnedyeHHsi KOMIBbIOTEpPa B BHJIE YAOOHBIX aOCTpaklMi, HO HE YIPAaBISAET
STHUM ammapaTHbIM 00eCIeYeHHUEM.

r) OC — mporpaMMHOe OOecredeHrne, KOTOPOe MPEIOCTABIISACT MPUIOKECHUSIM PECYPCHI
anmapaTHOro oOecreueHus: KOMIIbIoTepa B BUAE yAOOHBIX aOCTpakuUMii U YIpaBIseT 3TUM
anmapaTHbIM 00ECIICYCHUEM.

10. BeiGepute BepHOE yTBEepKACHHE (BRIOEPUTE OIUH BapHAHT):

1.

2.

3.

a) B OC komnbroTepa ¢ 0HOSAEPHBIM IPOLECCOPOM B KaXIblii MOMEHT BPEMEHU MOXKET
paboTaTh TOJIBKO OJIMH MPOIIECC.

6) B OC kommbroTepa ¢ OJHOSAIEPHBIM MIPOIECCOPOM Y MPOIECCOB BCEra MPUCYTCTBYET
TOJILKO OJIMH TTOTOK.

B) B OC kommbioTepa ¢ MHOTOSIIEPHBIM MPOIIECCOPOM B KOHKPETHBI MOMEHT BPEMEHH
MOTYT BBIIIOJHATCS HECKOJIBKO MMOTOKOB OJHOTO Mpoliecca.

r) B OC kommbioTepa ¢ MHOTOSACPHBIM MPOLECCOPOM KOHKPETHBIN IMPOIIECC MOMKET
UCIIOJIb30BaTh TOJIBKO OJTHO SIIPO IpoIieccopa.

Tect no Teme 3.2 UndopMmannoHHasi 6e30MaCHOCTH ONEPALMOHHBIX CHCTEM ceMelicTBa
Windows

Ha ocnoBe xakux nanseix cyobekta OC Windows mpuHUMAaET pelieHue o 10CTyme?
a) XeIll 3HaYeHue MapoJis M0JIb30BaTeNs, 3allyCTUBIIETO MpoIecc.
0) TokeH nepeBOIIONICHHUS.
B) Unentudukarop nporecca.
r) Token gocryma.
1) ba3oBblii npuopuTeT Nporecca.
Ha ocHoBe xakux nanubix o0bekta OC Windows mpruHHUMAaET peiieHue o I0CTyme?
a) [IpuBunerumn.
6) ToxeH noctyna.
B) [leckpunrop 6€30MacHOCTH.
r) CUCTEMHBII CIIMCOK YIPABICHHUS JTOCTYIIOM.
1) Cnoco6 ayTeHTH(UKAIIMHY TT0JIB30BATEIS.
Kaxue npumuTuBHBIE TpaBa 00beauHseT B ceOe mpaBo urenus OC Windows?
a) «Urenue arpuOyToB 0€30MaCHOCTI.
0) «YTeHne CUCTEeMHBIX aTpUOYTOBY, «UTEHHUE aTPUOYTOB OE30MACHOCTH.
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B) «UTeHHe TaHHBIX».

r) «UreHHe CUCTEMHBIX aTpUOYTOB», «4TECHHE aTPUOYTOB OE30MACHOCTH», «UTCHUE
JTAHHBIX.

n) «YTeHHe CUCTEMHBIX aTPUOYTOB», «UTEHHE aTpuOyTOB OE30IMaCHOCTHUY», «UTCHHE
JTAHHBIX», «BBITIOJTHEHUE PAINIOB» U «I1€PEXO B TUPEKTOPHUION.

Bri6epute npaBuiibHbIE YTBEPKAEHUS 0 MaHAaTHOM nonutuke «He-3anuceiBate-Beepx» OC
Windows:

a) OGecrieunBaeT CBOMCTBO IIEIOCTHOCTH JAHHBIX.

6) OGecrieunBaeT CBOMCTBO KOHPHUACHITUATHHOCTH JTAHHBIX .

B) Vcmonb3yercs B cCTEME TOJNIBKO ISl 00bEKTOB CETEBBIX COKETOB.

r) HesiBHO ucnone3yercs mis Bcex NTFS-daiinos.

1) Pasperraer nqocTym Ha 3amuch TOJIBKO CYOBEKTaM C YPOBHEM LIEIOCTHOCTH PABHBIM HIIH
OOJIBIINM 10 OTHOLIEHHUIO K YPOBHIO IIEJIOCTHOCTH O0BEKTA JIOCTYyIIA.

Kakue n3 nepeuncnennbix npas OC Windows npenoctaBisieT M0 YMOJTYAHUIO BIIAJENbILy
daiina?

a) Yurtate CCY .

6) Yurats JICY .

B) UuTath comepxumoe Gaiina.

r) Usmensts JJCY/I.

n) Usmensats CCY/I.

¢) U3meHsaTh comepxumoe daiina.

Breibepere  mpaBuiIbHBIE  YTBEP)KICHHS ~ OTHOCUTENBHO  alTOPUTMA  OINpeAEICHUS
npaBoMepHocTu aoctyna OC Windows:

a) [lepBbIM nielicTBHEM SIBIISIETCSI TPOBEPKA COOTBETCTBUS AOCTYIA MaHAATHOM IMOJTUTHKE.

0) IlpoBepka COOTBETCTBUS JAOCTYNa MAaHJIATHOW MOJUTHKE OCYIIECTBISETCS IOCIEe
ananm3za 3anuceit JICY 1.

B) Eciu npu nocnenoBarensHoM ananuse 3anuceil JICY ]l oka3wiBacTcsi, 4TO OJHO U3
3anpanBaeMbIX IpaB 3allpeliaeTcs B TEKYILIEH 3allucH, TO JOCTYI 3allpeliaeTcs.

r) Ecnu npu mocnenoBarensHoM anaimuse 3anucein [ICY [l pasperaroniye npasa TeKyIe
3alMcl B CYMME C pa3pellalolllMM{ IpaBaMM MpPeIbIAyIIUX 3aluceil MepeKpbuld Bce
3ampanimBaeMble MpaBa, TO JOCTYI pa3pemiaeTcs.

n) Ecau B crinckax JICY/] He ObLIO 3ampelnaroiinx 3arnpamnidBacMble paBa 3amnucei, 1 B
TO € BpeMs BCE pa3pellarolllye 3aluCU HE MEePEeKPbUIN 3alpalliBaeMble MpaBa, TO JOCTYII
3anpeniaercs.

Kakas mpusuneruss OC Windows mo3BoJisieT uuTaTh 000N (haiim BHE 3aBUCHMOCTH OT
3a/IaHHBIX TIPaB?

a) [IpuBuierus co3ganusi pe3epBHBIX KOMHIA.

0) [IpuBmierus U3MEHEHUsI CHCTEMHOT'O BPEMEHH.

B) [IpuBnerus 3aBepiieHust pabOThl CUCTEMBI.

r) [IpuBunerus ypennueHus padodero Hadbopa.

1) IpuBwierus co3nanus ¢aiiaa moJKauKu.

Bri6epuTte cymuocTH, He Bxojsuiue B TokeH goctyna B OC Windows:

a) SID nmonw3oBaress.

6) ICY ]Il Bcex 00bEKTOB CUCTEMBI.

B) SID-bI rpymm.

r) CCVY]I Bcex 00bEKTOB CHCTEMBI.

n) [MpuBuneruu.

Bri6epuTte cymnocTH, BXoasue B Aeckpunrtop 6e3onacHoctu 0obekra B OC Windows:

a) SID Bnanenbiia 00beKTA.

0) AMCKpEeIMOHHBINA CITUCOK YIPABIIEHUS JOCTYTIOM.

B) CHCTEMHBIN CIIUCOK YIPABJICHUS JOCTYIIOM.

r) CIICOK TOKEHOB JJOCTYIIA MPOIIECCOB, OCYIIECTRIISIONIMX TOCTYI K O0BEKTY.
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10.

Tect

1) YpOBEHb LETOCTHOCTH.
Kakue n3 myHKTOB PaBUIIBHO ONKCHIBAIOT (PHIBTPOBAHHBIN TOKEH JOCTYIA aIMUHUCTPATOPA
B OC Windows?

a) YPOBEHb LIETIOCTHOCTH YCTAHABIUBACTCS CPETHUM.

0) YpOBEHB IIEJIOCTHOCTH YCTaHABIMBACTCSI BHICOKUM.

B) CIHCOK NPUBWIETHI, KOTOPbIE MOTYT IOMACTh B (HIBTPOBAHHBIA TOKEH, CHUIILHO
OrpaHUveH.

r) Ilpu onpeaeneHuu mnpaBoMepHOCTH jgoctyna cpeau 3amucedr JICYJ ¢ SID
aJIMAHUCTPATHBHBIX TPYII OYIyT YUTSHBI TOJIHKO 3aIpPEIIatoNIHe.

n) Coucku TPUBWIETUI OJUHAKOBBI B OOBIYHOM M (MIBTPOBAHHOM TOKEHE JIOCTyIa
aJIMAHUCTPATOPA.

no teme 3.2 UndgopmanuoHHasi 6€e30MacHOCTb ONEePAlIMOHHBIX cucTeM ceMelicTBa Linux

Ha ocHoBe kakux nanHbix cyobekta OC Linux nmpuHUMaeT pemieHue o JocTymne?

a) SUID-6wur.

0) Sticky-6ur.

B) YUeTHbIC JaHHBIC.

r) UID mporecca.

1) DJIEKTPOHHAS TTOAMUCH POTrPaMMBI.
Kakwue npasa npucyrctBytor B OC Linux:

a) Mcnonuenue.

0) Urenue i-node.

B) UteHue.

r) Y nanenue.

1) 3aruche.
s gero cayxut SUID-6ut B OC Linux?

a) [To3BomsieT 3amycTuTh MPUIIOKEHHE OT UMEHH BJaJeNblia (aiiiia MpHIoKEHHS .

0) [1o3BossIeT 3aMyCTUTh MPUIIOKEHUE OT UMEHHU CYIEPIOIb30BaTENS.

B) [To3BounsieT 3amyctuth npuinoxkenue ¢ npusuierueit CAP_SYS ADMIN.

r) [To3Bousier 3amyctuth npusioxenue ¢ UID paBHBIM HYITIO.

1) 3amnpelnaer 3amycK MPHIOKESHUS BCEM MOJIb30BATEISIM, KPOME CYNEepIOIb30BaTelIsl.
UYro nenaeT Macka B CIIMCKE yIpaBiieHus goctynoM ¢aitna B OC Linux?

a) 3ajaeT MakCUMaJbHbIE IIPaBa, KOTOPbIE MOXKHO MOJYYUTh U3 3allUcel IS TPYIII.

0) 3aaeT MaKCUMaJIbHbIE NTpaBa, KOTOPbIE MOXKHO MOJIYUYUTh U3 3alIUCH OCTATIbHBIX.

B) 3ajaeT MaKCHMAaJbHBIC TIpaBa, KOTOPbIE MOXKHO TOJYYUTh W3 3alMCH BIaJeiblia
daiina.

r) 3amaer MaKCHUMaJbHbIC IIpaBa, KOTOPbIE MOXHO TIONYYUTh W3 3aruceil Jis
II0JIB30BATEJIEHN U IPYIIL.

1) 3amaer MaKCHMMalbHbIE TpaBa, KOTOPbIE MOXKHO TMOJYYHTh U3 3amucedl s
MI0JIB30BATENCH.
UYro Takoe coipb xemi-3HadeHus napois B OC Linux?

a) Ctpoka, KoTopas BbIOMpaeTCs TNpU Kaxa0M ayTeHTU(UKAUUU CIy4dyaiHO s
obecrieueHnst 0€30MaCHOCTH TTAPOJIs.

6) CayuaiiHo BbIOpaHHAs NMPH CO3AAHUU AP0 CTPOKA, KOTOpasl CKIEHBAETCS C Xell-
3HAYEHHUEM I10CJI€ BBIUNCICHUS Xell-(PyHKINH.

B) Ciry4aifHO BBIOpaHHAas IPH CO3JIaHUU MAPOJIsl CTPOKA, KOTOPasi CKIEUBAETCS C MapoJieM
nepes BEIYMCICHUEM Xelll-() yHKIUH.

r) JnmHa, 10 KOTOpOHM ype3aercsl mapoib MOJIb30BaTeNs Ul KOMIAKTHOTO XPAaHEHHS B
CUCTEME.
BriGepure cymHocTu, BXoAdIIME B yueTHbIe JaHHble porecca B OC Linux:

a) UID monws30Baresns, 3amyCTUBIIIETO MPOIECC.
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7.

8.

9.

0) ['pymimbl mosIb30BaTENS, 3aIyCTUBIIIETO MPOIIECC.
B) [IpuBuierun.
r) [IpaBa ucnonusiemoro ¢aiisa, ©3 KOTOPOTro ObLT 3aMYIIEH MPOIIECC.
1) ®nar 3¢ (heKTUBHOCTU IPUBUIICTHH.
Bri6epuTe cynHocTH, BXOAITHE B aTprOyThl Oe3omacHocTy (aitna B OC Linux:
a) Tpolika rpaB A1 KaX101 TPYIIIbI B CUCTEME.
0) [IpuBmiterumu.
B) Tpoiika npaB Brnajenbla daiia.
r) Tpoiika npaB moJb30BaTesCH, He ABJISIOUIMXCS BiIaAeblaMu (aiiaa 1 He BXOIAIINX B
rpymiy Biajaenbla ¢aitia mo yMoI4aHuIo.
n) Bnanenen gaiina.
Bribepure cymnoctu, Bxoasuue B aTpudyTsl 6ezomacHoctu ¢aitna 8 OC Linux:
a) Tpoiika npaB Jy1sl KXKJI0M TPYIIIBI B CUCTEME.
0) [IpuBmiierumu.
B) Tpoiika mpaB Biajeibiia Qaiiia.
r) Tpoiika npaB Moyib30BaTelCH, HE ABJSAIOMIUXCS BiajeabliaMu ¢aiiia 1 He BXOASIINX B
rpynmy Biajaensia ¢aiiia mno yMOI4aHHUIO.
n) Bnanenen gaiina.
Kakue nabopsl npuuieruit ects y daitna 8 OC Linux:
a) Hacnenyewmbie.
0) OddexTuBHEIE.
B) BHemnwue.
r) OrpaHHYUBAOIIHE.
1) PasperieHnsle.

10. Kakyro xem-¢pynkuuro ucnons3yer OC Linux i BeIYMCICHUS Xell-3HadeHus napoist B OC

Linux?

a) MD-5.

0) SHA-256.

B) SHA-512.

r) SHA-3.

1) OYHKIHI HECKOIBKO, OKOJIO XeII-3HAUCHHUS MapoJisi XPAaHUTCSL HOMEpP HUCIOIb30BaHHOM
Xem-(QyHKIUH.

11. Yto nenaet xonseitep B OC Linux?

1.

2.

a) @uiIbTpyeT BHIBOJI KOMaH/IbI.

6) [lepenanpaBisieT cTaHAAPTHBIM BBIBOJ KOMaHJbl C KOHCOJHM CTAaHIAPTHBIA Ha BXOJ
JIpYyro KOMaHsue.

B) [TogHuMaeT mpaBa 10 IpaB CyIeproab30BaTes.

r) OTKIaIbIBaET BHITOJHEHUE KOMAH/IbI HA YKa3aHHBIH CPOK.

Tect mo Teme 4.1 BBenenne B APXUTEKTYPY JOKAJBHBIX BLIYMUCIUTEIBbHBIX ceTei

Kakoit mopsiok yposueid monenu OS| BepHbIit?

a) ®dusnyeckuii, KaHAIbHBIHA, TPAHCIOPTHBIA, CETEBOM, CEAHCOBBIM, IPEICTABIICHUS,
MIPUKJIaTHOM.

0) dusnyeckuii, KaHaIbHBIHA, CETEBOW, TPAHCIOPTHBIA, CEAHCOBBINA, MPEACTABICHUS,
MIPUKJIaAHOM.

B) ®dwusuveckuii, KaHAIbHBIH, CETEBOW, TPAHCIIOPTHBIA, CEAHCOBBINA, MPHKIAIHOM,
MIPEJICTABIICHUS.

r) @®usnueckuii, KaHAJIbHBIA, TPAHCIOPTHBINA, CETEBOH, CEAHCOBBIN, MPUKIIATHOM,
MIPEJICTABIICHUS.
Kakue npoTOoKoJIbl OTHOCATCS K TPAHCIIOPTHOMY ypoBHIO Mozaenn OS|?

a) UDP.
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6) ARP.
B) IPV4.
r) GSM.
o) TCP.
e) DNS.
x) PPTP.
3. Kakoil ypoBeHb IIpeJHa3HAYEH Ul ONIPE/IEICHUs IyTH NIepeauu JaHHbIX?
a) Ou3NYCECKUi.
6) CeaHCOBBIH.
B) TpaHCIIOPTHBII.
r) [IpeacraBicHus.
1) KananpHbIid.
e) IMpuknaaHoii.
) CeTeBoH.
4. Kakwue ¢uaru ucnonb3yroTcs B mpotokosie TCP a1 ycTaHOBIICHHS COSTUHECHUS?
a) RST.
6) SYN.
B) FIN.
r) URG.
n) ACK.
e) PSH.
5. Kakwue npeumymiecta ecte y FTTB?
a) Bricokas ckopocThk paboTsl IHTEpHET.
0) PaBHas ckopocTh mpueMa u nepegaun HHGOpMaluu.
B) Hes3aBHCHMOCTH CKOpPOCTH JOCTYIa OT 4YHClIa a0OHEHTOB, MOJKIIIOYCHHBIX K
KOMMYTATopy.
r) OTcyTcTBHE HEOOXOAUMOCTH Pa3MEIeHUs] KOMMYTAaTOpa MpoBaiiiepa B 31aHUH.
6. Kaxue Hemocrarku ectby FTTB?
a) Huskas ckopocts pabotsl HTEpHET.
0) Pa3znas ckopocTh pueMa u nepeadn HHGOpMaLuu.
B) 3aBHCHUMOCTh CKOPOCTH JOCTYa OT 4YWcia abOOHEHTOB, TOAKIIOYCHHBIX K
KOMMYTATopy.
r) HeoOxoauMoCTh pa3meleHns KoOMMyTaTopa mpoBaiiiepa B 31aHHU.
7. BpiOepute BepHbIE YTBEPKICHUS
a) TCP He rapanTupyeT 10CTaBKY JlaTarpaMmm.
6) UDP He rapaHTHpyeT JOCTaBKY JaTarpamm.
B) UDP rapanTtupyer 10CTaBKy qaTarpamm.
r) TCP rapanTupyeT JOCTaBKY JaTarpamM.
8. Kaxoii agpec OTHOCHUTCS K aipeCHOMY NMPOCTpaHCTBY IPv4?
a) 192.168.0.17
6) 129.256.0.0
B) 301.169.107.0.0.3
r) 127.0.1000.0
9. Kak paboraeT KoHIIEHTpaTOp (Xab)?
a) [Ipu nonydyeHuu makera JaHHBIX Xa0 MEpechlIaeT 3TOT MaKeT Ha BCE OCTAJIIbHBIE CBOU
TIOPTHI.
6) IIpu noxydyeHuu nmaKeTa JaHHBIX Xad MepechbUIaeT 3TOT MAKET Ha MOPT B COOTBETCTBUU
¢ Tabmumeir MAC-anpecoB. Eciiu COOTBETCTBHSI HET, TTAKET OTOPACHIBACTCS.
B) [Ipu monyueHnn nmakera JaHHBIX Xa0 MEPECHUIAET STOT MaKeT Ha MOPT B COOTBETCTBHU
¢ Tabmumeir MAC-anpecoB. Eciiu cooTBeTcTBHS HET, B ceTh oTmpasisercss ARP-3ampoc.
10. Kak paboTtaer kommyTatop?
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a) B cnyuae, ecnmu nmns ormpaBisieMoro MAC-anpeca HET COOTBETCTBHS, KOMMYTATOP
pacchuIaeT MakeThl Ha BCE IOPTHI, KPOME MOPTa-TIOTydaTells.

6) Ilpm mony4yeHWH maKeTa JaHHBIX KOMMYTATOp IE€PEChUIAeT 3TOT IAKeT Ha BCE
OCTAJIbHBIC CBOH ITOPTHI.

B) Kommyrarop XpaHuUT B mnamsTd TaOJWIly KOMMYTAllMd, B KOTOPOH yKa3zaHO
conoctaBienne MAC-aapeca u Homepa mopra KOMMYTaTopa.

r) Co BpeMeHEM KOMMYTATOp CTPOMT TAOJHILY [UIs BCeX akTUBHBIX MAC-aipecoB.

n) Tabnuia MAC-aapecoB KoMMyTaTOpa CTaTUYHA U HACTPAUBACTCS BPYUYHYIO.

Tect no Teme 4.2 CereBble Yrpo3bl H MeTObI POTHBOACHCTBUS UM

Kakue ObIBaIOT MICTOYHUKY BO3HUKHOBEHUS YSI3BUMOCTEH?

a) OmmOKu peanu3aru.

6) OmunoOKu 06CTyKMBAHUS.

B) OmMOKK IPOSKTUPOBAHUS.

r) Omm6ku HR-otxema.

Uro He BxoauT B 6a30Byr0 rpynny metpuk CVSS?

a) Crioco0 moyry4eHus JOCTyTa.

0) Biusiaue Ha KOH(DUIEHIIUATILHOCTD.

B) BiusiHue Ha mosp3oBarels.

r) ITokasaTenb ayTeHTU(DUKAIIHH.

1) CIIOXKHOCTh MOJTyYEHHsI JOCTYIIA.

Kakoii rpynnst metpuk CVSS He cymiectByer?

a) KommiekcHas.

0) Bpemennas.

B) bazonasi.

r) KonrekcrHas.

Kewm pazpaborana CVSS?

a) 1SO.

0) FIRST.

B) WWW.

r) UCLA.

UYro He sBnsercs merpukoit B CVSS?

a) CJI0’)KHOCTB aTakH.

0) BiusHue Ha JOCTYIHOCTb.

B) JITUTENBHOCTh aTaKH.

r) Crioco0 mosyueHus JOCTyIma.

1) [TokazaTenb ayTeHTU(UKAIINH.

UTo sBiIsSIETCS] MAaCCUBHOM aTakom?

a) [IpocnymuBanue Tpaduka.

6) OTka3 B 00CITyKHUBaHUU.

B) ®u3MuecKOe HAMAICHUE HA OOBEKT.

r) DKCIUTyaTanus ysI3BUMOCTH.

UYT0 Takoe 3BpUCTUUYECKHUN aHATIN3?

a) Mertoa, npeaHa3HaYeHHbIH 11 00HApY>KEHHsI HOBBIX, €I11€ HE BBISIBIEHHBIX BUPYCOB.

0) Mexanu3m, HEOOXOIUMBIN ISl OTCICKUBAHUS HEM3MEHHOCTH (DailyioB, TOKYMEHTOB,
peectpa, KOHQUTYpaLUU 000PYAOBAHMS.

B) Meroa, OCHOBaHHBI Ha TIOC/IEIOBATCIIBHOM TMPOCMOTPE MaMSITH YCTPOWCTBa,
3arpy304YHBIX CEKTOPOB, (hailyIOB B MOMCKE CUTHATYP U3BECTHBIX BUPYCOB.
Uro Takoe 63k10p?

a) YacTp BpeIOHOCHOIO MPOTPaMMHOTO OOECIeUeHUs, PEeaNN30BaHHOTO Il COKPBITHS
MIPUCYTCTBUS 3TOTO BPEIOHOCHOT'O KOJIa U €ro JEHCTBHM.
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10.

0) Ilpwioxenue, UCMOIB3yeMOE ISl JAIBHEHIIEH 3arpy3Kd M 3amycka IOJTHOLIEHHOTO
BPEIOHOCHOTO NMPOrPaMMHOI0 00ecrieueHusl.

B) BpenoHocHoe mporpamMmHoe oOecredeHne, KOTOpoe, MOMUMO MOJIyYeHHsS KOHTPOJIS
HaJl 3apaXCHHBIM YCTPOHCTBOM, NBITAETCS 3aXBATUTh I10J] CBOW KOHTPOJIb IPYTHE Y3JIbl CETH.

r) [IpuoxkeHue, MO3BOJISAIONIEE YIIPABIATH KOMITBIOTEPOM YIaJICHHO.
Urto Takoe pyTKUT?

a) YacTb BpPEIOHOCHOTO IMPOrpPaMMHOTO 00ECHeUeHHUs], PEeaTU30BaHHOIO JUIS COKPBITHS
IIPUCYTCTBUS 3TOr0 BPEIOHOCHOI'O KOJIa U €ro JEHCTBUM.

0) Ilpunoxenue, ucmnonab3lyeMoe i JajdbHEeHIIeH 3arpy3kud U 3amycka MOJHOLIEHHOTO
BPEIOHOCHOTO NMPOTPaMMHOT0 00ecIIeYeHusl.

B) BpemnoHocHoe mporpamMmHoe oOecredeHrne, KOTOpoe, MOMUMO MOJIyYeHHsS KOHTPOJIS
HaJl 3apaXCHHBIM YCTPOHCTBOM, NBITAETCA 3aXBATUTh I10]] CBOM KOHTPOJb IPYTHE Y3Jbl CETH.

r) [Ipuoxenue, MO3BOJIAIONICE YIIPABIATH KOMITBIOTEPOM YIJICHHO.
Uro crieyer aenaTh, 4TOObI 3aIIUTUTE Ce0sl OT BUPYCOB?

a) He 3amyckatp npuioxeHust U3 HeIOBEPEHHbBIX HCTOYHUKOB.

0) Crequthb 32 TU(PPOBBIMU TTOMUCAMHU YCTAHABIMBAEMOTO TPOTrPAMMHOTO O0SCTICUCHUSI.

B) OTKIIIOYHTH MEKCETEBOM dKPaH.

r) Beceria oTKphIBaTh BIIOKEHHUS 3JICKTPOHHOM MOYTHI ¢ TeMOH «BaxkHo» u «CpovHO».

1) CBOEBpEMEHHO OOHOBJISITH OINEPAIIMOHHYIO CHCTEMY U IIPOrPAaMMHOE 00eCIICUeHHE.

¢) Ucnonb30BaTh aHTUBUPYCHOE IPOTrPaMMHOE 00eCIIeUeHHE.

Tect no Teme 4.3 MexkceTeBble IKPAHBI

Urto Takoe MexceTeBOM IKpaH?

a) [IporpammHOe WM TPOrpaMMHO-TEXHHUYECKOE CPEICTBO, peanusyrouiee ¢(yHKIUU
KOHTPOJISI ¥ PUIIBTPAITUN B COOTBETCTBUU C 33JJAHHBIMH IPABUIAMH TIPOXO/ISIINX Yepe3 HEro
UH(OPMALIMOHHBIX TOTOKOB.

0) YcrpoiicTBO, MpenHa3Haue€HHOE TSI COCAMHEHUS! HECKOJIBKUAX Y3JI0B KOMITBIOTEPHOU
CEeTH B MpejieNiaX OAHOTO UM HECKOJIbKUX CETMEHTOB CETH.

B) YCTpPOWCTBO, KOTOPOE TMO3BOJISICT OPraHU30BaTh JIOKAJIBHYIO CETh C BO3MOXHOCTBHIO
BBIXO/Ia B UHTEPHET JJIsl APYTUX YCTPOICTB.

MesxceTeBbie IKpaHbI 7151 BEO-TIPHIIOKEHUHN pacIoararoT:

a) Ilepen 3ammmiaemMbiM BeO-cepBepoM (TpaduK BHauaje MEPEAACTCS MEKCETEBOMY
9KpaHy, 3aTeM BeO-CepBepy).

6) ITocne 3amuiaemoro BeO-cepBepa (Tpaduk BHauase nepeaaercs: BeO-cepBepy, 3aTeM
MEXCETEBOMY DKpaHy).

B) MexceTeBoil dKpaH ¥ 3allUIaeMblii UM BeO-CepBEp HAXOIATCS B Pa3HBIX MOJCETSX,
TpapuK MEX/1y HUMU 3alpericH.

r) Bmecro 3amuniaemoro Bed-cepaepa.

[lepcoHanbpHBIE MEKCETEBBIC IKPAHBI JJI1 HACTOJIBHBIX KOMIIBIOTEPOB U HOYTOYKOB:

a) OGecneunBalOT JOTOIHUTENBHBIN YPOBEHB 3AIIUTHI OT CETEBBIX aTaK.

0) IlomHOCTBIO 3aMEHSIIOT BCE OCTaJbHBIE MHCTPYMEHTAIBHBIE CPEACTBAa OOECIIeYCHUs
0€30I1aCHOCTH.

B) [OMHOCTBIO 3aMEHSIFOT MapIIPyTHU3aTOPhI, SIBISSCH IIUIFO30M IO YMOIYAHHUIO JUIS
3aIIUIIAeMOTr0 KOMIBIOTEPA WM HOYyTOYKA.

r) [IpenocTaBisitoT Bce HEOOXOMMbIC CETEBbIC CEPBUCHI IS 3aIUIIIAEMOT0 KOMITBIOTEpa
WK HOYTOYKA.

[TepcoHanbHBIE MEXKCETEBbIE JSKpaHbl JUIS HACTOJNBHBIX KOMITBIOTEPOB W HOYTOYKOB
SIBIISTFOTCSL:

a) AnmapaTHO-TIPOrpaMMHBIMHU CPEICTBAMH 3aITUTHI.

0) Beerna Berpoennbivu B OC, KOTOPYIO OHH 3aIUIIAIOT; HE MOTYT OBITH PeaTU30BaHBI
BHEIITHUMH ITPOU3BOIUTEIISIMH.

29



10.

1.

2.

B) VICKITIOYMTEIEHO TIPOTPAMMHBIMH.

r) HckmounTtenbHO BHEIIHMMHU, HEe BcTpoeHHbIMH B OC, KOTOPYIO OHHM 3allIWINAIOT,
BCEr/la peaJn30BaHbl BHEUTHUMHU IIPOU3BOAUTEIISIMH.
IlepcoHanbHble MEXKCETEBbIE SKpaHbl Il HACTOJIbHBIX KOMIIBIOTEPOB M HOYTOYKOB
YCTaHaBIIMBAIOTCA:

a) Ha xocTax, KOTOpbIe OHU 3aIMIIAIOT.

0) Ha mapumpyTtu3aTopax, KOTOpbIe YKa3aHbl Ha XOCTE B Ka4eCTBE LILTI03a [0 YMOJIYaHHUIO.

B) Ha oTJenbHBIX KOMITBIOTEPAX.

r) Ha koneunsix Toukax VPN.
Br16epute HecylecTBYIOUI BU TPAHCIISLIMU CETEBBIX aJPECOB.

a) Jlunamudgeckasi.

0) CraTuueckas.

B) C UCIMOJIb30BaHUEM TOPTOB.

r) C UCMOIb30BaHUEM MOCTOB.
1110361 YPOBHS MPHIIOKEHUN TO3BOJISAIOT:

a) MHcxitounTe mnpsMoOe B3aUMOJIEHCTBUE JIBYX VY3J0B IIYTEM peald3alliyd pPOJH
MOCPEIHHKA.

0) BeIMOMHATE (DYHKIIUY MITF03a CEAaHCOBOTO YPOBHSI.

B) AHAJTM3UPOBATH BCE CYIICCTBYIOIIME B MUPE IPOTOKOJIBI.

r) AHaJIM3UPOBATh TOJIBKO MOJICPKUBAEMBIC THM MEKCETEBBIM 3KPAHOM MPOTOKOJIBI.
VYrpasinseMble KOMMYTaTOPbl MOTYT:

a) OcymiecTBisATh GUIBTPAIUIO HA OcHOBE IP-agpecos.

0) OcymecTBIATh PUIBTPALIMIO IO UCTIOIB3YEMOMY MPOTOKOIY.

B) OcymiecTBisaTh ¢puiibTpaimio Ha ocHoBe MAC-anpeca.

r) OcymiectBisats GpuiabTpanuio Ha ocHose VLAN ID.
Br16epuTe BO3MOKHOCTH MEXKCETEBOI0 IKpaHa.

a) Peructpanus coObITHIi U TeHEepaIis OTYETOB.

0) @unbTpanms Tpaduka.

B) TpaHCISIIIKs CETEBBIX aJPECcOB.

r) AyTeHTH(HKAIUS TOJIH30BATEIICH.

1) AJIMUHHCTPHPOBAHUE.
Kakue yTBepxaeHus: 0 IpOrpaMMHOM MEKCETEBOM SKpaHE BEPHBI?

a) [TogxonuT B ciaydasx, KOrJa YCTPOMCTBO MOJIb30BATENsI IOMEIAETCS B HEOBEPEHHYIO
cpeny.

6) Ilpu ero paboTe UCTIONB3YIOTCS pECYpChl YCTPOUCTBA, HA KOTOPOM OH (DYHKIIMOHHUPYET.

B) [TogxomuT 1uist 3a1a4 CErMEHTHPOBAHHUS CETEH.

r) [Toaxoaut uist OTENCHUS JOBEPEHHOM YaCTH CETH OT BHEIIHUX yrPo3.

1) Cunraercst 60jee 0TKa30yCTOWYHMBBIM, YEM allapaTHbI MEKCETEBOM IKPaH.

Tect o Teme 5.1 BBenenne B Kpunrorpapuyeckue MeToAbl 3alIMTHI HHGOPMALMHT

Kaxxprit g poTeKCT MOXKET OBITh MOTYYEH KaK pe3yabTaT CIeAYIONIEro Mpeoopa3oBaHus:
a) Ex (Dk(p)).
0) Dk(p).
8) Ex(p).

r. Dk (Ex(p)).
Sammudpyiite ¢ momorpo mudpa «Atdarm cioo «Worldy.

A/B|C|D|E|F|G|H|I |J|K|L|M
Z| Y| X|IW|[V|IU|T|S|R|Q|P|O|N
a) Dlrow.
6) Svood.
B) Woild.
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r) Dliow.
3. Paccumdpyiite cioBo «Xjxoby, 3amudposanHoe ¢ momorbto mudpa [as FOmus Lesapst:

A|/B|C|D|E|F Z
X|Y|Z|AIB|C|ID|E|F|G|H|I |J |[KILIMIN|O|P|Q|R|S|T|U|V

a) Tgtly.
6) Amare.
B) Crypt.
r) Vivna.

4. 3ZammuppyiTe ciioBo «XKU3HBY ¢ MOMOIIBIO IEPECTAHOBKU
112|345
215|131 |4

a) Hx3pu.
0) bu3mx.
B) H3bxu.
r) Ub3xH.
5. Pacmmdpyiite cnoBo «1216312611» ¢ nomornipro Tabauiet [Tonubus:
1/2|3|/4|5]|6
1/A|B|B|T|A|E
2 |[E|XK[3|U|U|K
3|JIIM|H|O|IT|P
4 |BIE|YV DX |1
S5|Y |l B |bI| b
6| D/IO|A|*|*|*
a) benka.
6) Eogroa.
B) Ctpernxa.
r) benoxk.

6. BnepBble METOA YaCTOTHOTO KPUNITOAHAIN3A BIEPBbIE U3I0KHII:
a) Jleon bartucra Ans6epru.
0) ®panuecko CuMOHETTA.
B) A0y IOcyd Axy6 anp-Kunau.
r) xuposamo Kapnano.
7. Juck AnpbepTH Mo3BOJISET aBTOMAaTU3UPOBATh:
a) llIudp mpocroii 3amens! (ogHOATPaBUTHBIN IHPD).
6) MHoroasnpaBuTHbIH WUOD.
B) IIudp nepecranoBku.
r) [Torounsit mugp.
8. Hcmomp3oBaHwe mMmaposs Ui MHEMOHHYECKOTO 3allOMHHAHHS TIE€PECTAaHOBKH CHMBOJIOB
asipaBUTA IPEITOKIIL:
a) Marteo Ap/KeHTH.
0) bnes ne Buxenep.
B) Jl)xoBanuu bartucra bemnnazo.
r) IxamOartucra (I>xoBanuu) nemna [lopTa.
9. Tlomemenwue ms nepiroctpanuu nepenucku B XVII — XX Bekax Ha3pIBaIOCh:
a) benbrit kabuner.
0) TaitHas kOMHaTa.
B) SlHTapHas KOMHaTa.
r) YUepHslii kaOUHET.
1) KpacHblif kaGuner.
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10. [Indpsl, B KOTOPHIX KAXKIBI CHMBOJI OTKPBITOIO TEKCTa MpeoOpazyeTcs B CHUMBOJ
mudpoTekcTa, B 3aBUCUMOCTH OT CBOETO PACIIOJIIOKEHHUS B OTKPHITOM TEKCT€ M KIIoya
Ha3bIBAIOTCS:

a) MHoroandaBuTHBIMU MHUPPAMHU.
6) birounbiMu mudpamu.

B) [ToTounbME mHdpamu.

r) PoropabiMu mmdpamu.

11. 3ammpyiite cnoBo «CJIOH» 6urpammubiM mudpom Ilneiidepa.

Y 4 0 b B
X T 5 H )
1 r JI b I1
M A 11 3 P
C E A bl K
{0) I 117 )41 X

a) BAbU.

0) LHADbD.

B) DI VYHIL

r) bILILL3.

12. Tlycts nepecranoBka T nmpeacTaBieHa Cieayouie Tabaumen:
112]3].../n=-5|n-4|n-3|n-2|n-1|n
5/6|/7].../n=1] n 1 2 3 |4

13. Kakoii Bug nMeeT nepecTaHoBKa oOpaTHas repectaHoBke T7?

a.
11213 n-5/n-4/n-3|n-2|n-1|n
11213 n-5/n-4/n-3|n-2|n-11|n
0.
11213 n-5/n-4/n-3|n-2|n-1|n
41312 10 9 8 7 6 |5
B.
1123 n-4/n-3|{n-2|n-1|n
4156 n-1] n 1 2 |3
T.
1 2 3 |4]/5]|.../n=3|n=-2|n-1| n
n-3/n-2|{n-1|n]|1 n-7/n-6[{n-5/n-4

14. 3ammdpyiite ¢ nomompio oTkpbiToro kimoua (8051, 5) kpuntocucremsl RSA coobmenue
m = 10.

a) 8051.
6) 3388.
B) 1949.
r) 12.

15. Kakoe cBoicTBO 0€30MacCHOCTH TapaHTUPYET, 4YTO YYAaCTHHKY KpUOTOrpaduuecKoro
MIPOTOKOJIA IIETOCTHOCTH TTOJYYEHHOTO COOOIIEHHS U €r0 CO3JaHne IO MOMEHTA IOTyUeHHUs,
HO HE rapaHTHPYeT 3alUTy OT HOBTOPHOU OTIIPABKH COOOIIECHHS?

a) CBOKMCTBO «ayTeHTH(HKAIIHS CTOPOHY.

6) CBoiicTBO «ayTeHTU(UKALINS UCTOUHUKA.
B) CBOMCTBO «MHBapUaHTHOCTb OTIIPABUTEIISI.
r) CBOMCTBO «ayTeHTH(UKALINS COOOIICHUS.

16. Kakoe CBOHCTBO 0O€30MACHOCTH TapaHTHUPYET, YTO YYACTHUKY KPHUITOTPapUIECKOTO
IPOTOKOJIA, YTO YYACTHUKH, HAYABIINE UCIIOJIHEHUE MPOTOKOJIA, HE N3MEHWINCH C TEYEHUEM
BpEMEHU?

a) CBOMCTBO «ayTEeHTH(PUKALNI CTOPOH.
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0) CBOHCTBO «ayTeHTU(DHUKAIIAS UCTOYHUKAY.
B) CBOICTBO «MHBapUaHTHOCTb OTIIPABUTEIISI.
r) CBOHCTBO «ayTeHTU(DHUKAIIAS COOOIICHUS.

BepHblii 1 mOMHBINA OTBET Ha BOMPOC TeCTa OLIEHUWBaeTCs B 1 Gayi, JUIsl MPOXOXKIECHUS TecTa
HE00XO0IMMO BEPHO U IIOJIHO OTBETUTH HAa HE MeHee 4eM 60 MPOLIEHTOB BOIIPOCOB TECTA.
TeMbl NIPAKTHYECKUX 3aAHATHI

Tema nNpakTHYeCKOro 3aHsATHs Mo Teme 3.1
BBenenue B uH(POPMAIHOHHYIO 6€30MACHOCTH OMEPAIHOHHBIX CHCTEM

1. OcHOBHI paboTHI ¢ TIpOIIeCcCaMH, BBOJOM-BBIBOAOM U ¢aitmamu B OC Windows u Linux.

Tema MpakTHYeCKOr0 3aHATHS 1O Teme 3.2
HNudopmanuonHasi 6e301aCHOCTH ONIEPANMOHHBIX cUcTeM cemeiicTBa Windows.

1. OcuoBsl o0ecneuenus oe3zomacaoctd B OC Windows.

Tema NpakTHYECKOT0 3aHATHSI O Teme 3.3
HNudopmanuonHasi 6e301aCHOCTH ONEPANIMOHHBIX CHCTeM ceMeiicTBa Linux

1. Ocuosel 00ecnieuenus oe3omnacuoctu B OC Linux.

Tema MNPAKTUIECCKOI'0O 3aHATHUA 110 TEME 4.1
BBenenue B APXUTEKTYPY JOKAJIBbHBIX BLIMHC/IUTEC/IbHBIX ceren

1. CereBoii cuupdep Wireshark. 3nakomMcTBO ¢ HUIBTPaMu MAKETOB.

TeMbl NPAKTHYECKOT0 3aHATHSA 110 TeMe 4.2
CeTeBble YIpo3bl 1 MeTObl IPOTUBOAEiCTBUS UM

1. VnuBeHTapu3auus M TOHMCK YS3BUMOCTeH ¢ wucnoib3oBaHueM Open Vulnerability and
Assessment Language.

2. CeteBoii ckanep Zenmap. Vcrnonp30BaHne CETEBOTO CKaHEpa JUIS BBIABICHHS YS3BHUMOCTEH
YPOBHS CETH.

3. Bupycel, uX BBIIBICHHE M YCTPAaHEHHE C WCIOJB30BAaHHEM CIICIHATU3NPOBAHHOTO
IPOTPaMMHOT0 00eCTIeUeHHS.

Tembl npakTHYeCKOro 3aHATHA M0 TeMe 4.3 Me:xkceTeBble IKPAHBI
1. Bpanamaysp Windows. Pa3paboTka mpaBui1 MEXCETEBOr0 SKpaHUPOBAHHUS.

Bupryansnas uadpactpykrypa Eve-NG.
3. MexcereBoil 5kpaH Ha rpaHule cetd. Hactpolika mpaBui MeXCEeTeBOro SKpaHUPOBAHUS.

N

TeMbl MPAKTHYECKOT0 3aHATHSA 1O Teme 5.1
Beenenue B kpunrorpaguyeckne MeToAbl 3alIUTHI HH(popMannu

1. VUcropuueckue mudpsl mudpoBaHue U pacunppoBaHue.

I[OHOJIHI/ITCJIBHI)IC 3a/IaHUA JIS1 CAMOCTOATEC/ILHOI'0 PEIICHUSA
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How

N

agrONE

JlonosHuTeIbHBIE 3a0aHUA 110 Teme 1.1 IIpaBoBbIe 0CHOBBI 00ecnieyeHHs
UH(GOPMALIMOHHOM 0€30MACHOCTH

Kakas wundopmanusa mnpexacraenser mia Bac unenHocts? Kakue xapakTepucTHKU
uHPOPMALMOHHOM Oe3omacHOCTH Bbl ObI X0Tenn o6ecreynTs A1 Takol nHpopmarun?
BriGepere kakoi-nmubo Buj nenHou s Bac mHdopmanuu. B xakux dopmax MOKeT ObITh
IpeCTaBJIeH ATOT BUJ HH(POpMaIuun?

[Ipoananu3upyiiTe: K KaKkuM BUJaM TailH Bbl MOoXkeTe UMETh JOCTYI?

[Ipoananuzupyiite: Kakue cBsi3aHHbIE C BaMu JaHHBIE MOTYT SIBJASTHCSA TalHAMU?

I[OHOJIHI/ITeJILHLIe 3aJlaHUA 110 TEME 1.2 3amnTa NMEPCOHAJIBHBIX TAHHbIX

Onummre cxemMy HWH(DOPMAIMOHHBIX TIOTOKOB Bammx NepCOHANBHBIX JaHHBIX B
YHuBepcurere.

OnumuTe cxemy HH(POPMAIIMOHHBIX TOTOKOB Bamux nepcoHanbHBIX JaHHBIX B baHke.
[Ipoananuzupyiite: Bcerma au (koraa 3To HeoOxoaumo) ¢ Bac B3uMmaroT coriiacue Ha
00paboOTKy TEepCOHAIBHBIX JJaHHBIX? Bcerma nou 3TO TPOUCXOAWT B COOTBETCTBUU C
3aKOHOJIaTEJIbCTBOM?

[Ipoananu3upyiite: B Kakux cUTyauusx Bsl maBaim cornmacue Ha oOpaboTky Bammmx
crenuanbHbIX JaHHbx? He Obu10 111 3T0 M3nuuHuM?

[Ipoananu3upyiite: B Kakux cUTyauusx Bel maBanu cormacue Ha o0OpaboTky Bammmx
OonoMeTrpuueckux JaHHbIx? He ObLI0 1 3TO U3AUIIHUM?

JlonoJiHuTeIbHBIE 3a1aHus 110 TeMe 1.3 Opranu3anuoHHble OCHOBBI 00ecTieYeHHs
HH(OPMALOHHOH 0€e30I1aCHOCTH

PaspaboraiiTe Mmoaenb HapymmTens s Bameit nomamHei nHGOPMAIMOHHON CHCTEMBI.
Pa3paboraiiTe Moenb HapyIIUTENS A1 KOMIIBIOTEPHOTO Kjlacca Y HUBEPCHUTETA.
PazpabotaiiTe Mmoaens yrpo3 juist Bareit nomanineit nHQOpMaImOHHON CUCTEMBI.
Pa3paboraiiTe Moaenb HapyIIUTENs Al KOMIBIOTEPHOTO Kilacca Y HUBEPCUTETA.
[Ipemnoxurte cpeacTBa 3ammuThl uHOpManuu s Bamieit momarmHeidl WHQOpMaMOHHON
CHUCTEMBI.

[IpemyoxuTe cpencTra 3amMThl MHPOPMAIIUU JUTsI KOMIIBIOTEPHOTO KJilacca Y HUBEpCUTETA.

JonosHuTe/ILHBbIE 3a1aHNs 110 TeMe 2.1 ApXUTEKTypa KOMIbIOTepa

N3yunte Bam nepcoHaJbHBIM KOMIIBIOTED U COBPEMEHHBIE TaJKEThl, KOTOPbIMH BBbI
nonb3yerecb. CpaBHUTE HMX XapaKTEpUCTHKH: OBICTpoJeiicTBHE, 00BbEM ONEpaTUBHON U
BCIIOMOTaTEJIbHOM NTaMATH, CKOPOCTh 10CTYIa B MIHTEpHET.

JonosHuTtebHbIe 3a1anus o Teme 3.1 BBenenune B HH(POPMALMOHHYIO 0€30MIACHOCTH
ONepalMOHHBIX CHCTEM

OC Windiws
Ortkpoiite Gpaysep Internet Explorer. Haiimute ero maeHtudukarop mporecca, OTKPBITHIC
coeuHeHUs U 6a30BbIil MPUOPHUTET.
Ortkpotiite 6pay3ep Chrome. Haiiaure ero naeHTudukaTop nporecca, OTKPbITbIE COSTUHEHUS
1 6a30BBII IPUOPUTET.
3anycture npunoxenne «bmoknoT». Haitnure daitnbl oTkpbIThIE TIporieccoM «bBiIoKHOTY ¢
MOMOIIIBIO YTHIIHTHI Process Explorer.
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OC Linux
Haiigure nate cambix TpeOOBATEIBHBIX K MTAMSITH MTPOLIECCOB.
OTtkpoiiTe Opay3ep U HAAUTE OTKPHITHIC COSAMHEHUSI.
BreiBenuTe copepkuMoe AUPEKTOpHH /etc.
BriBeute comepkumoe aupektopun /etc/schedule.

NS

JonoJsiHuTeILHBbIE 3a1aHus 10 TeMme 3.2 UnpopmannoHHasi 6€30MaCHOCTh ONePalMOHHBIX
cucreM cemeiicra Windows

1. Cospaiite nonb3oBarens «Anuca». Haznaubte eit naposbs. Co3paiite rpynny «HenoBepeHHbie
HI0JIb30BATEIIH.

2. CoszpaiiTe mUpeKTopulo, coiepxairyto (aiinel. HazHaubTe Anmce mpaBa TOCTaTOYHBIC IS
0TOOpaKeHMsI CIIMCKOB (DailyIOB M MEPEeX0/0B B UPEKTOPUH U €€ MOAJUPEKTOPUSIX, a TAKKe
yreHUs (QaiiJloB B AMPEKTOpHHM U ee nojaupekropusx. [Iposeppre, uTo AJsnca MOXET
pOCMaTpHUBAaTh (GanIbl.

3. 3amperute rpymnmne «HemoBepeHHBIE TONB30BAaTENM» JIOOOH JOCTYH K  CO3/JaHHOU
JMPEKTOpUH, €€ TMOJAUPEKTOpUSAM, a Takke K QainaMm BHYTPH JTUPEKTOPUH H €€
MOAIUPEKTOPHUA.

4. Jlob6aBpTe Anmcy B rpymmny «HemoBepenHble monb3oBarenm». lIpoBepbTe, uro Anmca He
CMOXET IPOCMAaTPHUBATh (aAIIbl B JUPEKTOPHH.

JonosiHuTeIbHBIE 3a1aHusI 0 TeMe 3.3 UH(popmanmoHHasi 6€30MaCHOCTh ONePalMOHHBIX
cucreM cemeiicrBa Linux

1. Cospaiite nonb3oBarens «Anuca». Haznaubte eif naposb. Co3paiite rpynny «HenoBepeHHbie
HOJIb30BATEIIN».

2. CoszpaiiTe mUpeKTOpHIO, coiepxairyio (aiinsl. HasHaubTe AlnMce mpaBa JTOCTATOYHBIC IS
0oTOOpa)keHHs CIUCKOB (DailIoB M MEPEX00B B AUPEKTOPUU U €€ MOIJAUPEKTOPUAX, a TAKKe
yTeHus (paiioB B AUPEKTOPHH U €€ MOoAAupeKkTopusx. IIpoBeprTe, uTo ANica MOXKET YUTATh
daitnbl.

3. C moMompko CriMcKa KOHTPOJISI TOCTYIIOB 3anpeTute rpymme «HemoBepeHHbIE MOIb30BaTEIN»
ar000#1 noctyn k BeIOpaHHOMY (aiiny BHYTpH aupektopuu. Ilomensiite Bnanenblia 3TOro
¢daiina Ha cyneprnoib3oBaTeNs cuUcTeMbl. Paspemnute B 0a30BbIX MpaBax JOCTYN K
BbIOpaHHOMY (aiiny komom 600.

4. No6aseTe Ammcy rpynny «HenoBepeHHble mnonb3oBaTenu». IIpoBepbre, uTo Anuca He
CMOXET IPOYNTATh BEIOpaHHBIN (aii.

JlonoJiHuTeIbHBIE 3a/1aHus 110 TeMe 4.1 BBeieHne B apXUTeKTYpy JOKAJIBHBIX
BBIYHCJIMTEJBHBIX ceTeil

1. IlpoBepbTe JOCTYHmHOCTH JHOOOro Hcmosib3yemMoro Bamum mouToBoro cepsepa ¢
ucrionp3oBanueM yrwmThl  Telnet. Crenyiite cratee  https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u camocTosTeabHO.

2. Hactpoiite moutry B  mouroBoM  kiaueHte  Thunderbird.  Crenyiite  crarbe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapise;j.

3. Paszpaboraiite GuabTpel 11 mpocMoTpa Todbko ucxomsmux ICMP-3ampocos. Cnenyiite
cratbe https://habr.com/ru/post/211042/.

JlonosiHuTeIbHBbIE 3a/1aHus 110 TeMe 4.2 CeTeBble YIPO3bl M METObI MPOTHBOAEHCTBUS UM
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1. TlpoBeaute mOMCK YSI3BUMOCTEH Ha CBOEM JIOMAIIHEM IEPCOHATLHOM KOMIIBIOTEpE,
O03HAKOMBTECh C OIMCAHUEM BBISBICHHBIX YSI3BHUMOCTEHM, ONPENEINTE HACKOJIBKO OHH
KpuTU4HbI 1o mkane CVSS, u yctpanute ux.

2. IlpoBepste, ycTpanena nu ysa3BuMoctb CVE-2017-0144 na Bamem JoManiHeM KOMITBIOTEPE,
U YCTaHOBHUTE OOHOBJIECHHE OE30MACHOCTH B Ciy4ae, €CIH YSI3BHUMOCTb IPUCYTCTBYET.
Caenyiite crathe https://support.microsoft.com/ru-ru/help/4023262/how-to-verify-that-ms17-
010-is-installed.

3. Uzyunre  ys3Bumoctb  CVE-2014-0160, cmemys  cratesm  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-heartbleed. pdf.
[lepBast craThst TpeAcTaBiIsieT co00il HEOONBIION KOMHUKC, MOKa3bIBAIOIIMNA, HACKOJIBKO
OlacHa W JIETKO MCHOJb3yeMa dTa yI3BUMOCTb. BTopas craThs mpeiacTaBiseTr coOoi
nopoOHOE OMHCaHUe YSI3BUMOCTH, ITOCIIEICTBUS €€ MCIIOJIb30BaHUS U PUCKH.

I[OHOJIHHTGJILHLIC 3aJlaHUA IO TEME 4.3 Me:kceTeBble IKPaHbI

1. 3amenute y3mer Hacker m Victim Ha y37bl mOZ YHpaBICHHEM ONEPAIIOHHONW CHCTEMBI
Windows u obpatutech K MX CeTeBBIM pecypcam mo mpotokoiny SMB. Crnenyiite cratbe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-host-
on-the-eve/.

JlonoJiHUTEIbHBbIE 3a1aHKsI 0 TeMe 5.1 BBeneHue B Kpunrorpaduyeckue MeToAbl 32U THI
uHopmannu

1. ammdpyiite u pacmmdpyiite coodmenune «S Tebs moOm0!» BceMH HW3BECTHBHIMH Bam
HUCTOPUYECKUMHU U PAMH.

KpuTepnn OLHCHKHU MPAKTHYIECCKOI'0O 3aHATHS.

3a mpaKTHYeCKOe 3aJaHuE BBIOMHSACTCS OJHA W3 OLCHOK: «OTJIMYHO», «XOPOUIOY,
«y10BJIETBOPHUTEIbHOY, «HEYA0BJIETBOPUTEIbHO.

OneHka «OTJMYHO» BBICTABISIETCS, €CIM CTYIEHT aKTHBHO paboTaeT B TEYCHHE BCETO
NPAaKTUYECKOI0 3aHATHS, 1a€T BEPHbIE U MOJHbIE OTBETHI HA BONPOCH! MpEnojaBareis U MOKa3bIBaeT
IPY 5TOM TITyOOKO€ OBJaJICHUE JIGKIMOHHBIM MaTepHaioM, BCE YaCTH 3aJaHHs BBIIOJHEHBI BEPHO
(tomyckaroTcs HeOOJIbIINEe HETOYHOCTH, HE SIBIISIOLIMECS CIEACTBUEM HE3HaHMs WM HEeIOHUMAaHUs
yuebHoro marepuana). PaboTta BeImonHeHa camocTosiTeNbHO. PaboTa craHa ¢ coOnofeHHEM BCex
cpokoB. CobmtoieHbI Bee npaBuiia ohopMiIeHusI.

OneHka «XOpoIIO» BBHICTABISIETCS, €CIM CTYJASHT aKTUBHO pPAa0OTaeT B TEYEHHE BCErO
NPaKTUYECKOI0 3aHATHS, JaeT BEPHbIE, HO BO3MOKHO HEIOJIHBIE OTBETHI HA BOIPOCHI MPENoiaBaTes
U TIOKa3bIBae€T MpPHU 3TOM CBOOOJHOE BIAJIEHHE JICKIMOHHBIM MaTepHajioM, BCE YacTH 3aJaHUs
BBITIOJIHEHBl BEPHO (JIOMYCKAOTCSI HETOYHOCTH, HE SBISIOIIMECS CIIEACTBUEM HE3HAHUS WM
HENOHMMaHus ydyeOHoro Marepuaina). Pabora B 11€710M BBIIIOJIHEHA CAMOCTOSITEIBHO, BO3MOXHO C
KOHCyNbTalMe mnpemnojasarens. Pabora cnana ¢ coOmrofeHHEM BceX CpOKoB. JlomyckaroTcs
HE3HAYNTENIbHBIC HEJIOUETHl B O()OPMIICHUH.

OneHka «yJ10BJIETBOPUTEJIbHO» BBICTABIAECTCS B TOM Cllydae, KOTJa CTYAEHT B IIEJIOM
OBJIJIENT CYThIO BOIIPOCOB MO JaHHOW TeMe, OOHapyKMBaeT 3HAHHE JEKIMOHHOTO Marepuana. Ilpu
3TOM Ha 3aHATHM BeleT ceOs MacCHBHO, JaeT HEMOJHBbIE OTBETHl Ha BOIPOCHI, JOMYCKAET OIIUOKH
IIPYA OCBEIIEHUH TEOPETUYECKOTO MarepHalia, He MOXeT O00OOIIUTh W CIeNaTh YeTKHE JIOTHUECKUE
BbIBOZIbI. PaboTa cmanHa ¢ omo3janueM He Oojee ABYX 3aHATHH. JlomyckaroTcs He3HauUTeNIbHBIE
HEeJ04eThl B 0hOpMIIEHUH.

OneHka «HeyI0BJIETBOPHUTEIbHO» BBICTABISIETCS B Ciydae, KOTJa CTYIEHT OOHapy» uil
HECOCTOSITEIFHOCTh OCBETHTH BOTPOCHI WJIM BOTPOCHI OCBEIICHBI HEMPABHIBHO, OECCHCTEMHO, C
rpyObIMH OIIMOKAMHU, OTCYTCTBYIOT MOHHMMAHHsSI OCHOBHOW CYTH BOIIPOCOB, BBIBOJIbI, 00OOIIEHUS,
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00Hapy)XeHO HEyMEHHE peraTh yueOHble 3aaaun. OOydarommiicss He MOXKET BBITIOJIHUTH paboTy 0e3
MOMOIIM TIpernoaaBarens. PaboTa ciana ¢ HapylieHHEM CpOKOB (TIO3IHEE YeM depes J1Ba 3aHsThs). B
oopMIICHHH IPUCYTCTBYIOT 3HAYUTEIILHBIC HEIOUETHI.
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1.2 Cnucok BonpocoB u (M) 3aJaHui VISl IPOBeeHUs MIPOMEKYTOUYHOI aTTecTaluu
Bonpocsl k 3a4eTy

OcHoBHBIE TIpaBa rpaxaan B cepe 00pabOoTKH U 3aIMUTHl HH(OPMAIIHH.

OCHOBHBIE TNPUHIMIIBI IIPABOBOTO pPETyJIMpOBaHUS B 001acTH 00paOOTKM U  3aIUTHI
uHpOpMaLIUH.

Wudopmanusa. OcHOBHblE cBOiicTBa 0€30mMacHOCTH MHGpOpPMaLMU: KOH(PHUAECHIHAIBHOCTD,
L[EJIOCTHOCTD, JOCTYITHOCTbD.

Buns! nHpopmManum no nopsaaxKy A0CTyna U paclpocTpaHeHHUs.

Orpanuvenue aoctymna Kk wHGopMmarmu. 3ammra uHpopManuu. OOBEKTHl 3alUTHL. Bumbl
TalH.

WNudopmanroHHble TEXHOJIOTUU 1 HH(POPMAIIMOHHBIE CUCTEMBI.

Ob6nanatens HHGOPMALIUK U ONlepaToOp UHPOPMALMOHHON CUCTEMBI.
OTBETCTBEHHOCTH B chepe 00padOTKU U 3aIUThl HHPOPMAITIH.

[lepcoHanbHble JaHHBIE U IPUHIMIIBI UX 0OPaOOTKH.

Bupl mepcoHaNbHBIX JaHHBIX: CHICIHATIbHBIC, OMOMETPHYECKUE U OOIIEIOCTYITHBIE.
VYcnoBust 00pabOTKH MEPCOHATBHBIX JAHHBIX.

Cornacue Ha 00pabOTKY MEPCOHATBHBIX JTAHHBIX.

TpancrpannyHas nepeaaya nepcoHaJbHbIX JaHHbIX.

[IpaBa cyOBEKTOB EPCOHAIBHBIX TaHHBIX.

Omnepatop nepcoHaIbHbIX JAHHBIX U €r0 00513aHHOCTH.

Meps! obecrieueHus: 6€30MacCHOCTH NEPCOHATbHBIX JaHHBIX.

KoHTposb 1 Hai30p 3a BEINOJIHEHUEM Mep 10 00eCIIeYeHNI0 Oe30M1acCHOCTH.
YTOIHOMOYEHHBIH OpTaH MO 3alIUTe MPaB CyObEKTOB MEPCOHATBHBIX TaHHBIX.
[TocnenoBaTenbHOCTD AeMCTBU 1O 3aIIUTE HH(OPMALIHH.

BrusiBiienue n anamn3 MHPOPMAITMOHHBIX aKTHBOB.

dopmupoBanue TpeOOBaHUH 10 3aIUTe HH(POPMALIHH.

[Toaxonbpl K MOJENUPOBAHUIO HapyLIUTENeH HHPOPMAIIMOHHON 0€3011aCHOCTH.
Yrpo3sl uHGOPMALIMOHHON OE30TTaCHOCTH.

CpencrtBa 3auThl HHGOPMaLUK.

IIponeccopsl.

OcHoBHasl (K311 U ONlepaTUBHAsA) aMSTh.

BcenomorarenbHasi maMsTh.

YcTpoiicTBa BBOIa-BbIBO/1A (ILIMHBI, MOHUTOPBI, IPUHTEPHI).

VYerpoiicTBa BBOJIa-BbIBOIA (KIIABHATYPBI M MBIIIH, BeO-KaMepbl, MUKPO(DOHBI).
OO6muit cnocod xpaHeHus: 1 00padoTKH UH(POPMALIMK B KOMIIBIOTEPE.

[TonsaTus onepanoHHON U (paiIoBOM cUCTEM.

CyOBeKThl, 00EKTBI, METOJIBI U TIPaBa JIOCTYIIA, IPUBUIICTHH CyObEKTa JOCTYIIA.
JIMCKpeIMOHHOE YIPaBIeHHE JOCTYIIOM.

MaHnpaTHOe ynpaBiaeHUue JOCTYIIOM.

Wnentudukanus, ayreHTU(GUKaLKs 1 aBTOPU3ALIHSL.

YrpasjeHne T0CTYIIOM B ONEPAIlHOHHBIX cucTeMax cemeiictBa Windows.
Wnentudukanus, ayreHTU(QUKALKUI U aBTOpU3allUsl B ONEPALMOHHBIX CHCTEMax CeMEHCTBa
Windows.

Peanu3anus aynuTa B onepanMoHHBIX cucteMax cemerictBa Windows.

YnpasjieHne T0CTYIIOM B ONEPAIMOHHBIX CHCTEMax cemeiicTa Linux.
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40. Unentudukanms, ayreHTUPHUKAIMSA U aBTOPU3AIMS B OINMEPAIMOHHBIX CHUCTEMaxX CEeMEHCTBa
Linux.

41. Monens ISO/OSI.

42. ApXUTeKTypa 1 OCHOBHBIE IIPOTOKOJIBI JIOKAIBHBIX BHIYUCIUTEIBHBIX CETEH.

43. Knaccudukaiuy CETeBbIX yrpo3, yI3BUMOCTEH U aTak.

44. CereBble aTaky Ha pa3In4HbIX ypoBHsX Moaenu 1ISO/OSI.

45. Knaccudukaruss BpeJOHOCHOTO ITPOrpaMMHOTO 00eCIIeUeHUSI.

46. Ilpu3Haku NpUCYTCTBHS BPEIOHOCHOTO IIPOTPAMMHOT0 00ECTICYECHHSI.

47. Metoasl 00HapyKEHUSI BPETOHOCHOT'O IMTPOTPAMMHOTO 00€CTICUCHHUS.

48. MecTo U poJIb MEKCETEBBIX IKPAHOB B 00ECIICUEHIH CETEBO 0€30IacHOCTH.

49. Knaccudukaius MeKCETEBBIX SKPAHOB.

50. OcHOBHBIE BO3MOKHOCTH MEKCETEBBIX IKPAHOB.

51. JIocTroMHCTBA M HEAOCTATKA MEXCETEBBIX SKPAHOB.

52. TlocTpoenue npaBuil GUIBTPALIUH.

53. Kpunrorpadus apeBHero mupa.

54. Kpunrorpadust cpelHUX BEKOB.

55. Kpunrorpadus snoxu Bo3poxaeHusl.

56. Kpunrrorpadust HoBoro BpemeHu.

57. CuMMeTpryHasi 1 aCUMMETPUYHAS KpUnTorpadus.

58. BeIYHCIUTEIHHO CIIOKHBIC 331a9l MAaTEMATHKH.

59. Kpunrtocucrema RSA.

60. [TonsiTre KpunTorpaguyeckoro MpPOTOKOJIA.

61. CBoiicTBa MPOTOKOJIOB, XapaKTEPU3YIOIIHE X OE30MMaCHOCTb.

62. CxeMbI IU(POBOIA TOIIHCH.

HpaBmIa BBICTABJICHHUA OLICHKHA HA 3a4eTe.

B nponecce 3auera TpeOyercs OTBETUTh HA OJUH W3 IPHUBEIEHHBIX Bbllle BompocoB. Ha
IIOArOTOBKY K OTBETY JIa€TCsl HE MEHee | akaleMHU4ecKoro yaca.
Ilo uroram 3adera BBICTABISAETCS OHA U3 OLEHOK: «3aYTCHO», «HE 3a4TEHOM.

Onenka «3a4TeHO» BBICTABISAETCS CTYIACHTY, KOTOPBIA JIEMOHCTpUPYET BIaJIeHUE
COIEpKAaHUEM Marepuana U IOHATUHUHBIM annaparoM TEOPUHU IICEBIOCIYYalHBIX TI'E€HEPATOPOB;
yMeEeT CBA3BIBaTh TEOPHUIO C IPAKTUKOW. B OTBeTe MOryT NOmycKaTbCs OTHENbHBIE HETOYHOCTH
(HecylIiecTBEHHbIE OIMIMOKN), KOTOPBIE UCHPABISIOTCS CAMUM CTYAEHTOM IOCHE JOMOIHUTENbHBIX U
(M) YTOYHSIOIIKX BOIPOCOB 3K3aMeHaTopa. Ha yacTh 1ONMOJHUTENBHBIX BOIIPOCOB CTYIEHT MOXKET
HE JaTh OTBET WJIU JaTh HEBEPHBIA OTBET.

Ouenka «He 3a4TeH0» BBICTABISIETCS CTYACHTY, KOTOPBIM JEMOHCTPUPYET Pa3pO3HEHHEIE,
OeccucTeMHble 3HaHUSA; OECHOpPAIOYHO M HEYBEPEHHO H3JlaraeT Marepuaj; He yMeeT BbLAEIAThH
IJIABHOE M BTOPOCTEIIEHHOE, HE YMEET COCAMHATh TEOPETUYECKHUE ITIOJIOKEHUS C TPAKTUKOM;
JIONyCKaeT TpyOble OIMOKM TMpH ONpEeAETeHUH TOHSATHHA, BCIEACTBUE HEMOHUMAHHUS UX
CYIIECTBEHHBIX WM HECYLIECTBEHHBIX NPHU3HAKOB M CBA3€H; JA€T HEIOJIHBIE OTBETHI, JIOTMKA M
IIOCJIEIOBATEIbHOCTh U3JI05KEHUS KOTOPBIX UMEIOT CYIECTBEHHBIE U NPUHIUIINAIbHBIC HAPYILICHNUS,
B OTBETax OTCYTCTBYIOT BBIBOJBI. JIOIOJHUTENBHBIE W YTOYHSIOIIKME BOIPOCHI IK3aMEHATOpa He
INPUBOAAT K KOPPEKLUH OTBETOB CTyAECHTA. Ha OCHOBHYIO 4acThb JOIOJIHUTEIBHBIX BOIPOCOB
CTYJIEHT 3aTPYAHSETCS JaTh OTBET WIH JJA€T HEBEPHBIE OTBETHI.

Onenka «He 3auTeHO» BBICTABISIETCS TaKXe CTYIAEHTY, KOTOPBIM B3sUl 3K3aMEHAllMOHHBII
OuiIeT, HO OTKA3aJICs 1aTh Ha HETO OTBET.
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IIpuio:xkenune Ne2 k padoyeil mporpaMme QM CHUAIINHbBI
«be3onacHOCTh B COBpeMeHHO MH(OPMAILMOHHOM cpe/e»

MeToauuyecKue YKa3aHusd 1Jid oﬁyqammnxcsl 0 OCBOCHHIO TUCHHUILJIMHBI

OcHoBHOW (QopMoil HU3NOKEeHUsT ydeOHOro marepuaia Mo aucuuiuinHe «be3omacHoCTh B
COBPEMEHHOM MH(POPMAIIMOHHOW Cpeie» SBISIOTCS JISKIMH, YTO CBSI3aHO, IPEXK/IE BCETO, C HOBU3HOM
marepuana s oOydaromuxcs. [1o OONBIIMHCTBY TeM MpPeNIyCMOTPEHBI NPAKTUYECKUE 3aHSATHS,
LeTIbI0 KOTOPBIX SIBJISIETCS 3aKpEIUICHHE JICKIMOHHOTO MaTepHala IMyTEeM PELICHUS CIIeHHAIbHBIM
00pa3oM Mog0OpaHHBIX MPAKTUYECKHX 3a/1a4.

JIsl yCTIenHOTO OCBOCHHMS JUCIUIIIIMHBI BAXKHO CAMOCTOSITEIIbHOE H3Y4YE€HHE TEOPETUUECKOTO
MaTepHaja M pelieHue MPaKTHUYECKUX 3a/ad, Kak B ayJIUTOPHH, TaK U CAMOCTOSTEIILHO B KauecTBe
caMoCTOATeNIFHON paboTel. [IpuMepsl pemieHus 3amad pa30MparoTCs Ha JICKIHUSIX W HMPAKTHYECKHX
3aHATUSAX, MPH HEOOXOJUMOCTH 1O Hamboiee TPYAHBIM TEeMaM IPOBOIATCA JIOTOJHUTEIbHBIC
KOHCyibTalMi. OCHOBHasl LEJIb PEIICHHS NPAaKTHYECKHX 3aJad — IIOMOYb YCBOMTH OCHOBHBIC
MOHATHUS MHPOPMAITMOHHON O€30MaCHOCTH, UX ONPEACTICHHS, a TAK)KE OCHOBHBIE METOJIBI U CPEJICTBA
obecrieueHns HHGHOPMAMOHHOM Oe3omacHOCTH. /115 penieHus 3aaa4 HeoOXOAMMO HE TOJIBKO 3HATh,
HO M TIOHMMAaTh JIGKIMOHHBIM wMmarepuan. [losromy B mpomecce W3Y4eHHUS IUCHUTUINHBI
PEKOMEHIyeTCs peryisipHas paboTa ¢ KOHCIIEKTaMH JIEKIUI U PEKOMEH/I0BaHHOW JINTEpaTypou.

Bosbioe BHUMaHue TOMHKHO OBITH YIENIEHO CaMOCTOSATENbHOW pabore. B kauecTBe 3amaHmii
JUISL CAMOCTOSTEIIEHON PabOTHI I0Ma CTYACHTAaM IMPEUIaraloTcs 3aauu, aHAIOTUYHbIE Pa300paHHbBIM
Ha JICKIUAX U MPAKTHYECKUX 3aHATHIX MM CXOXKUE C HUMH.

JIns TpoBEpKHM M KOHTPOJIS YCBOSHHMS TEOPETHYECKOrO MaTepHana, HpUOOpPETEHHBIX
NPAaKTUYECKUX HABBIKOB pPaOOTHl C OCHOBHBIMH TOHSTHUSMH B TEUECHHE OOYYECHHUS MPOBOISATCS
MEpONPUATHS TEKYIElH aTTecTaluy B BUAE TeCTHPOBaHMM. Takke MpOBOAATCS KOHCYIbTAUH (TIPH
HEOOXOJMMOCTH) MO JIGKIMOHHOMY MaTrepuasy W pa30opy HEKOTOPHIX 3aJaHUd IS
CaMOCTOSATEIILHON pabOTHL.

B koHIle M3y4eHUsT QUCHUIUIMHBI CTYJCHTHI CIAIOT 3a4eT. 3a4eT MPOBOIUTCS Ha OCHOBAHHHU
BBINIOJTHEHUSI TECTOBBIX 3a/laHUil M coOeceloBaHMS Ha OCHOBAaHMU CIHCKa BOINPOCOB K 3aueTy,
KOTOPBI 0XBATBIBAET IMOJIHOCTHIO BCIO IPOTPAMMY TUCIIUTLIHHEL.

YuebHO-MeTOAMUECKOE 00ecTIeUueHe
CaMOCTOSITEJIbHOM paﬁ()TbI CTYACHTOB MO JTMCHUIIJINHE

Jl1st caMOCTOSTENTbHON pabOThl PEKOMEHTyeTCs HCII0JIb30BaTh CIEIYIOLIYI0 YUEOHYIO
JUTEPaTypy:

1. Tanenbaym DO. Apxurextypa KommbioTepa. / . Tanenbaym; [mep. c aunra. [O.
I'opoxosckoro, JI. HlunTsikoBa] - 5-e uza. - CII6.: [Turep, 2013. - 843 c. (akamemuueckoe
U3JI0KEHHUE MaTepHaia Mo apXUTeKType KOMIIbIOTEPA).

2. Tanenbaym D. CoBpeMeHHBIE onepannoHHble cucteMbl. / J. Tanenbaym, X. boc; [nep. ¢
aurn. A. JleontbeBoii, M. ManbimeBo#t, H. Bunpunnckoro] - 4-e uzn. - CII6.: Tlurep,
2019. - 1119 c.: wmn (akageMHUYeCKOe H3JIOKCHHE Marepuajia 10 OINepalnOHHBIM
CUCTEMaM).

3. Tamenbaym . Kommbiorepubie cetn. / 3. Tanenbaym, J[. Yazepomr; [mep. ¢ anrin A.
I'pebenbkoBa] - 5-¢ uzn. - CII6.: ITutep, 2019. - 955 c. (akamemMuveckoe H3IOKCHHE
MaTepHaa 1o KOMITBIOTEPHBIM CETSIM).

4. Andepo A.IL. OcnoBwl kpunrorpaduu. Yue6Hoe mocodue. / A.Il. Andepos, A. IO.
3y6oB, A.C. Ky3pmun, A.B. UYepemymkun. M.: T'emuoc APB, 2005. 480 c.
(akamemMHuuecKoe U3JI0KEHUE MaTepraia o Kpunrorpapun).
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